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EXCHANGING IDENTIFIERS BETWEEN
WIRELESS COMMUNICATION TO

DETERMINE FURTHER LNFORIVLATION TO
BK ISJ(CIIAN('KD OR ItUR'I'HFR SKRVI('KS

TO BE PROVIDED

RELATED APPLICATION(S)

This application &s a continuation of IJ.S. potent opplico-
uon Scr. No. 14/861,563, liled Sep. 22, 201S wluch is a

continuation of pend&ng U S patent application Ser No.
14/472A77. Iilcd Aug 29, 2014 wluch is a connnuation of
U.S. patent application )er No 13/775,-135„ tiled lich. 25,
2013, now issued as U S Pat. No. 8,849.698 on Sep. 30,
2014 ivhich is a continuatiiou of U.S. patent application Ser.
No. 13/212.723. filed Aug. 18. 2011, now issued as U.S. Pat.
No 8.374,592 on I'eb 12. 2013 which is a continuation of
U.S. application Ser. No. 12/364,828, filed Feb. 3. 2009,
now issued as U.S. Pat. No. 8,090.359 on Jan. 3, 2012 wluch
cLsims the benefit of U S Provisional Application No.
61/095.001. cnt&tied "Central Server Enabled Proxun&ty
13ased Applications Utilizmg 13oth )bort Range, and Wide
Area W&relcss Ratios'1 lilcd on S&TC 8. 2008 and U.S.
Prov&sional Applicatiou No. 61/095,3S9, cnt&tied '*Central
)erver 1&nabled Proximity llased Applications Utilizing
13oth Short Range. and Wide Area Wireless Radios", tiled on
Sep. 9, 2008. The entire teachings of the above applications
are incorporated herein by reference.

3&&

13ACKGROUNI 3 Ol& 11 Il i INVI',N'I'ION

Several key internet applications i&ave become increas-
in ly popular &n recent year . A current trend in internet
usage ulvolves soc&al nctworkm . Soc&al nctworiong ls
hivolvcs nial ul'sc of ultcnlcl sc&vie& s which i&liow for thc
interaction and sharu&g of ulfomlauon bclwccn users of
ser&ice

Recently, mobile wireless communication standards have
progressed to the point where relatively high speed data so
connections are possible to the phone over the w ireless v ide
area ac&work (%WAN). Thcsc standards ulrlude 1xEV-DO,
HSDPA. EDGE, GPRS, Wi-Max (lEEE802.16c) mid thc
1&ke. Some social network&ng s&ics have included ultcrfaces
to their web sites optinuzed to make use of such high data
rate mobile services for use on a &nubile phone. I'hese
services are referred to as mobile social networking. For the
most part. these serv&ces are simply versions of the standard
soc&al network&ng, rcdcs&gncd to be usable on a mob&le
phone. addulg liulc u& tlm way of mcrcascd capab&1&ty. o

W&th the common capability of lobal pos&uomng system
((iPS) receivers being &ncorpomlted into phones, some addi-
tional capabilities have been added to some mobile soc&al

networking interfaces by incorporating location infomtotion
for the user and that of the individual they interact w&th ss

11&csc scrviccs are uul&z&ng GPS io dctennine die location
of onc mobile w&rcless user and to another to lim&htatc
mobile soc&al network&ng. An example of an cx&sung appl&-
cation utilizing this approach is I oopt (wivwloopt corn),
which coordinates location based social intemlction. One io
probletn &lith (1PS based mobile applicotion involves the
(JPS receiver not receiving sufficient signal strength in many
indoor locations As a result thcsc cnl&snead capab&ht&cs
have typically been targe&cd at e&tlmr &lav&galion lo a spec&-
liixl location, or as in the case w&th Loop&. allov,ulg a user ss
to see where the&r friends are located in a relatively large
eo raphic location. on a map

Another popular appl&cauon for the ultcrnet &s clcctro&uc
conuncrcc. Just as with soc&el network, c-commerce services
hove pro& ided interfaces optimized for use on mobile
phones v:hich provide basically the some copabillt&es as the
standard interfaces. Very little location or proximity intbr-
mat&on has been used to enhance the mobile e-commerce
cxpcrlcucc.

Some aucmpts have born& made to util&zc RFID (Radio
Frequency Identification) chips to perform mobile pay-
ments. Tlfis approach requires the addit&onal hardware on a
phone in the foun of a Rl&lD chip. or other specialized
features. As a result. mobile electronic con&merce has mostly
allowed users to pcrfoml transaction w&th a remote party.
such as purchasing ml item on cbay (www.cbay.corn). To
dote mobile eiectronic payments for individuals v ho are in
close proximity to each other have not been practical for a
munber of reasons I'irst there is a need for the individuals
to have a third tn&sted pal&y to help facihtate the electronic
transact&on. Secondly, there needs to bc a convenient, clec-
troiucally sccurc, personally six ure and anonymous method
for each of the individuals to specify the party with which
they lv&sh to engage in a transaction. Thirdly, there is a need
to cross validate the identities of the individuals engaged in
the transaction. Finally. this method must work in indoors
locations.

Most mob&lc phones on lhc market today support at least
two w&reless standards: one for the cellular v ireless wide
area network connection (WWAN) ond one for a wireless
personal or local area nenvork (WEAN, WI,AN) 'lite cel-
lular connection or WV&'AN is utilized for voice and data and
can tulhcrc to many d&llcrcnt standards such as CDlVLA
(IS-2000), GSM, W-CDlVLA, W&Max, ctc. The WPAN or
WLAN connection is typically for short mnge communica-
tions and is often used for &tireless hands free devices. such
as headsets. peripherals. or hiaher speed internet connec-
tions. 1 he typical standards used for the sort mlnge wireless
conunu&ucat&ons include Bluetooth, W&-F&, and &n some
cases Ultra-W&dc-B and (1JWB)

In another approach to nulbde social network&ng some
serv&ces have attempted to ut&lize short range wireless
capabilities ofien available on phones such as llit!f802 11

(Wi-I&i) or 131uetooth to facilitate peer to peer communica-
t&ons. These arc also refc&rest to a MANETs or Mob&le
Ad-hoc Networks. Thcsc scrviccs typ&cally cons&st ol'
software appiication opemsting on a mobile phone usin peer
to peer networks to facilitate conuuunication betv een wire-
less devices I txamples of such existing applications include
Mob&le-('heddar, Peer-2-Me, and I'lobbi Published 1JS Pat-
mlt appl&cat&on 1JS 2008/0182591 Al liled Dim. 13, 2007
dcscribea one such peer to peer approach. Onc &ssuc w&dl

these approaches is that one can not communicate with a
peer once the devices are no longer in proximity. A further
disadvantage is that all information to be exchanged must be
stored locally on each of the peer devices as the communi-
cat&ou occurs d&rictly bmwecn thc two dev&ccs mid any
pohcy for thc delivery of locally stored content &s d&lliculi to
enforce without the potential fbr fraud such as spoofin
identities betv,een the peers. Such fraud may lead to con-
cerns of personal safety or privacy allow&ng the identity of
an individual to be determined when it is not desired Further
th&s peer to peer model is inadequate for mobile electronic
conuncrcc &n part due to thc lack of an independent third
part)'o Facilitate thc scrviccs rcqu&rivi lor i& sccuri'. ploxuu-
ity based mobile electronic transaction as p&ev&ously men-
tioned.

SUMMARY OF THE INVENTION

I'he present im ention is generally concerned with facili-
tating the exchange of information and transactions between
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Iwo cnfitit:s IissoclBnxl with Iwo wuclcss dcvlccs whoa thc
devices are in close proximity to each other utilizing both a
short ran e and a long range w:ireless capability.

Preferred entboduuents of the present inventioit are Ben-
erafly concerned with facilitating the exchan e of infomta-
tion and transactions between two entities associated with
tw o w Irclcas dcv ice s w hmt Ihc devices arc ui close proxuniIy
to each other. In oue embodiment, tlus can be accomphshcd
by a firrt device using a first short range wireless capability
to detect an identifier tnlnsmitted from a second device in 10

pmximity to the first device. ideally using existing short
range radio conununication standard capabilities such as
Bluetooth (IEEEg02 15.1-2002) or Wi-Fi (IEEE802 11).
Thc detcctcd ulcntilicr, being associated wuh thc device, is
dlso associated with dn cnntv. RBIhcr than I!Uocfly'xchBng- I

ing application data flow betw:een the two devices using the
short rmige wireless capability, a second wireless capability
then allows for one or more of the devices to cillnnnlnic'Itc
with a central server via the internet. and perfomt an
exchange of application data flow. By using a cenrml server zc

to draw on stored utlonnauon and content assocmIed wiIh
thc mtuly or cnntics, Ihc server can broker Ihe exchange of
information benveen the entities and the devices ln a
preferred embodiment, this exchange may be comprised of
information stored on the server associated v ith a detected
entity. Bnd it may be comprised of information received fmm
the detected device via the second wireless capability and
facihiatml by Ihc scrvcr.

In addinon. thc scrvcr can also allow liir a brokering
service, ideally independent of the entities, to enable the 30

application ofpolicy based on the identity of the two entities
filr the disclosure of stomd information associated v ith the
entities, the flow in information between the devices and the
entities, and the enablement of procedures such as security
ierilication bctwixu Ilm cntitics. ls

Applications running ou a device may also uiterac1 wiIh
thc sctvct lo pcilornl vdrloUs fUncntins, loi oxBntph: rcnlcv-
ing information associated with an entity or device, by
utilizing a detected Identifier Such information may include
stored content associated with the entity's account record dc

such as music, pictures. links to social networking sites,
instdni massaging addrcsscs, advernsing contm11, and even
executable scripts or apphcauon such as ui AJAX. An
example of such an apphcduon may include Ihe dctcmnon of
a device's identifier in a fixed location allowing for tour d

guide like mfilrnlation to be provided for that location
As the server may be ninning applications which perfomt

more function than just the retrieval ofcontent. a predefined
interaction process may also be applied by Ihe seri cr 10 the
devices such as allowuig thc approval to sharc pnvate 0

content with the entity associated with thc detimted device.
'I'his process may eventually alkiw or disallov the sharing of
information and to facilitate the interacting with another
entity.

As a more complex example, in other embodiments. the ls
dcviccs may uuhzc the server as a tlurd party Io provide for
ncw capabilities such as a sccurc tluec way e-conmtcrcc
transacuon bctwcen two enutws. In tlus more complex
pmcess, the server may require confirmatio of each party'
identity ivith visual cross verification of the parties using ic
pictures or other unique identitiers. The server may use tlus
visual cross venfication in conjunction ivith detectin ttmt
thc uidividuals arc In proxinnty with mich other. The scrvcr
may 1 arity Itu: proximity using GPS ur using Ihc peer Io peer
detix uon process In another cmbodunent. Futther, the server as

nlay facilitate a process requiring each party to perfornt a
step by step confirnlation during the transaction includiag

thc sIBgcs of: Ihc tixpliul lot plirchasc. Iho pavnlcnt, Ihc
receipt of goods and service~. and the providing of payment
receipt.

'I'his differs from the approaches employed by prior art
location aivare mobile social networtung techniques in that
no GPS is needed to determme when one device is in
proxunity to another. Many wirclcss devices In usc are not
GPS-capable, and ci cn when they arc, GPS will oficn not
Opemlte indoors or where the (ipg signal is weak Using a
peer to peer detection process to locate nearby devices
allows for the operation of proximity detection indoors

Preferred embodiments of the present Invention can also
difl'er from known peer to peer based social networking in
that the inlhrmanon flow bctw can the devices running thc
dpplu:dtions Btc over Ihl: O'Klc BrctI network vid B ccnndl
server, rather than carried over the peer to peer nenvork
itself An example of this is a service called Flobbi, as
discussed previously, ivhere community members can iden-
tify each other via Bluetooth tmlnsmissions, then interact
v ith chat. The massaging in this case is carried over
Bluetooth itsclfi A distinction from such pccr to peer
approaches Is thc usc of a central scrvcr Io "broker** Ihe
tl ittsactiotis bctivccn peel's, cnh;incing thc BIU111v to UIBnagc
security and information disclosure. Such use allow:s for the
opportunity to customize delivered content to include ele-
ments such as advertising or other content customized to the
recipient based on additional information such as known
personal purchasing lnstory. or uitercsts.

A further distincuon ol'he prefi:rred embodiment is thc
use of a central sets er to determine identities of detected
peer devices. which additionally allows for secure and fraud
resistant application of policies for the disclosure of infilr-
mation and content. An issue with the existing pure peer to
peer approaches is that they are not capable of enforcin
pollc)'ssochltcd with Ihl: ilgclosUrc of uifoiniafion 10

ilnknown cannes ul d scctlrt: Bnd fI'IIUd resistant nlanon Onc
reason for tlus is that mfonnation rclatcd to a user's device
nnist be disclosed in the process of detection in the form of
a static Identifier By the nature of the Identifier, it must be
static or peers would not be able to directly detemiine the
identity of a friend over tinte ivith the Infomlation stored on
their dcvicc. By using a central scrvcr, Ihc system may
coordittate the change of the identilicrs lhom tune Io iimc
such that thc disclosure of an Idcntilicr by one device to
aralther does not compronlise the identity of the device ln
dus case the identifier may be assigned fmm a central server
and such server coordinate the identitier*s chan e from time
to tine.

Rchancc on a cenudl server also allows thc simurc and
frmid resistant apphcanon of disclosure pohcy Such policy
nught Include thc vcnlicauon of Ihc Idmttity of thc party Io
which mformation (identity and presence for instance) or
cmttent (pictures of the account owner) is to be provided
Such verification is performed in an anonymous way such
that in the process of verifying infilnnation associated with
each party, no personal information Is disclosed bctwccn thc
parties pnor to xdtislhction ol'ome prc-set pohcy such as
inclusion On a Ihicnd hst or belonging to a spccilic group or
organization Another important policy required for such
services would be the determination of any past negative
feed buck ratin s by other past peers for behavior for the
particular user to which the infomtation is to be provided.
An uidivulual with signilicdni poor rauugs having dctcctcxt
a peer, may bc demcd access to personal utlhmtation or even
notiticanon ol'rrival of Ihc detected peer based on Ihe
server policy setting by the detected peer or the server in
general
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A lurther distincuon is to enable cleclroiuc payments for
individuals who are in close proximity to each other. The
central scrvcr can act as a Ihird tru sled pdrly to help lacilitate
the electronic transaction between the individual ~ Secondly,
the server allows lbr a convenient, clecuomcally secure,
pclsollallv scenic slid tluoilvluolis Iucthoil lol each ol thc
individuals to specify the party with winch they wish to
engage in a transaction 'I'hirdly, participants in a transaction
can cross validate the identities of the individual ~ engaged in
the transaction. Finally, because this method is proximity
based it lvifl also work indoors or in other situations where
GPS location information is not available.

BRIEF DESCRIPTION OF THE DRAWINCTS
I

The foregoing will be apparent from the followiilg more
particular descnpuon ofexample embodimcnls oflhc mvml-
non. as illustrated in the accompanying drawings ul which
like reference characters refer to the seine parts throughout
the difl'erent views 'the drawings are not necessarily to zo

scale, emphasis instead being placed upon iflustrating
enlbodiments of the present invention.

FI(fi 1 is a block diagram of two mobile devices utilizing
preferred embodiment.
FIG. 2 is a block diagram of a lixed broadcast device and

a mobile device
I 1Ci 3 is a flow diagranl of the operation ofan application

on the mobile devices.
FIG. 4 is a message sequence chart showing the Bluetooth

discovery pmcess using in one embodiment. ii)

FIG. 5 is a message scxtuencc chart show mg Ihe Blucloolh
Remote Name RixNcst Process.

FI(i 6 is a message sequence chart shov ing the II3SS
beacon process

FI(i 7 is a message sequence chart showing the interac- li
tion between the server and two devices performing a
detection and enterin a chat application.

FIG. 8A is a message scqucnce clmrt showing an E-com-
Iucrcc cxaulplc.

lqCi gl3 is a continued example inessage sequence chart du

sholvina an li-commerce example
lqCi 9 is a nlessage sequence chart showing an example

of a mobile device and a fixed broadcast device interaction.
FIG. 10 is a flow diagram for the server processing

dssocldtcd with thc ih:tee(loll process.
FIG. 11 is an cxmnplc uldividual account record stored lu

the server associated with an I intity.
FI(i 12 illustrates a tmling reference for intermittent

active and dormant times
FI(fi 13 shows a diagram of functional blocks associated so

lvith mana ement of dynamically assigned device identifi-
crs.

DETAILED DESC:RIPTION OF THE
INVENTION

A descnptiou of example cmbodimenm of lhc invmltion
folio~ s.

'Hie teachings of all patents. published applications and
references cited herem are incorporated by reference in their io
entirety.

FIG. I is a blocl diafrzam of two mobile devices utilizing
a prclbrred emboduuent.

Relbrnng to FIG. 1, a central server 100 is coiulccted to
devices 106 and 108 by an ultcrnet protocol (IP) based si
netlvork, carried over a series of connections„at least one of
which is a v ireless connection lier example, the server 100

has a connection allowing IP based conunuuications to a
cellular network 102 using connection 101 J1le cellular
network is connected to devices 106 and 108 by w:ide area
v ireless links 104 and lt)3 respectively, allowmg tilr IP
based communications benveen the devices (106 and 108)
and the server 100.

Dcviccs 106, 108 cnn bc considered "chcnt(s)" of the
scrvcr 100. Thc clients 106. 108 and server 100 provule
pmcessing, storage. and input.'output devices for executing
wireless system protocols, interfaces. and application level
pmgrams according to the invention ('lieut devices 106,
108 can also be linked tllrough various conununications
networks to other conlputing devices, including other client
devices/processes and other saner computer(s). Conununi-
cauous Bc(work(s) providulg thc connixuon 101 can typi-
cally be part of a remote access network, a global nenvork
(e g, the Internet), a worldkvide collection of computers,
I.ocal area or Wide area netlvorks. and gateways that cur-
rently use respective protocols (TCP/IP. 3Ci Wireless, Blu-
etooth, etc.). Other electmnic device/computer netv'ork
drChltCC(Ill cS dIC Silltdbhx

Thc internal structure of devices 106, 108 or scrvcr 100
includes one or more data pmcessors (not shown in detail)
that are v ell knoval in the art to include a systenl bus for data
transfer among the other internal components of a computer
system (e.g., processor, disk storage„memory, input/output
ports, network ports, etc.). Attached to the bus are other
input/output devices (e.g., keyboard, mouse, displays, pnnt-
crs, speakers, network mterlbccs, ctc ). Network Interfaces
allow the computer to connect to various other devices
attached to a network Memory provides volatile stonsge fbr
computer softlvare instnictions and data used to unplement
an embodiment of the present mvention (e g.. applications
programs and the like). Disk stomsge can provide non-
volalile storage for compuu:r software instructions and dale
l ised to Iluplclllcllt au clubodiun:lit of thc prcsclll Illvcutliill.

In onc cmboduncnt, the invention may include a com-
puter program pmduct including a conlputer readable
medium (e g . a removable storage medium such as one or
more DVD-ROM's, ('D-ROM*a, diskettes. tapes, etc.) that
provides at least a portion of the soflware instructions for the
iuvmltion system. Computer program product can bc
installed by any suitable sofiware imtallation proccdurcT as
is well known In the art. In mlother embodiment. Bt least a
portion of the software instructions may also be downloaded
over a cable, conununication andior wireless connection. In
other embodiments. the invention proyams are a computer
program props ated signal pmduct 107 embodied on a
propagatcxl signal on d propagation medium (c.g. a radio
wdvc, all lulrarcd wave. d kiscr wave, B soutul wave. Cl Bu

elcctncal wave propagated over a global network such as the
Internet, or other network(s)) Such carrier nledium or
sigaals provide at least a portion of the software instructions
for the present invention.

More patticuiarly. a given device 106. 108 uses a short
range wireless link 10'7 such as a Bluctooth (IEEE802.15.1)
or Wi-Fi (IEEE802.11) link to detixt thc prcsmlcc of other
devices suCh as device 108, and uses thc wide arcs wirelcss
network connections l(PE 104 such as IS-2000. W( DMA,
(iPRS, IiDCil .. I;I'll, Wi-Max (llilil:802.16), or the like to
perfoml comnnulications to central server 100, and to per-
form the actual substantive conmulnications between the
wirclcss dcviccs 106 dnd 108. Dcvicc 108 typically uses the
short range w Irclc as Imk 107 and wide area w irelc as link 103
iu a sunilar miumer to locate mid iniuate conunuiucdtc with
device 106 One distinction relative to prior an is that the
short range v,ireless 107 is only used filr the detection
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process, or to advcrusc a dcv&cc*s presence. In this cmbod&-
ment, specific &nforn&ation called "w:ireless identitier" or
simply "identify" (described in more detail below) is passed
bet&veen devices 106 and ltlg over the short mange link 107.
By transmitting a wireless identifier using the short range
)VI-FI, Bluetooth or other short mange ivireless link 107 and
rcxc&vuig w&rcless &dent&licrs lrom o&her dev&ces. Iius short
range wireless luik 107 will allow li&r d pmxum&y detection
pmcess

1he support for IP based networking is standard fi&r &0

V&WAN or 3(i connections such as I xi'& LDO or I ISPA, and
as a result. conmuinication between one device to another
using the W(VAN is currently supported in many dev&ces
with no mod&licauon Thc usc of snuplc detection of onc or
Ilio&i: &ilcn&&ficrs I'LUU&rcs s&gu&ficB&&llv li:ss Icsoii&ccs hl &I I

phone than perti&r&ning a complete peer to peer based
communication network pn&tocol, which accommodates
dynamic configuration of nodes being added and dropped
continuously It is noted that the IP address on the (VWAN
interface is not location dependent in the present embodi- 30

ment, but is address&ng approaches arc locauon dependent
when uue Peer to Pccr Iopologies dre used. The present
embodiment has the advantage that communication between
Iwo devices may continue after the devices have left pmx-
imity ofeach other, but in the sante manner as they had been
coninnuiicat&ng previously As a result, a user who detects a
short ran e transmission of an identifier, then begins a
corn crsa&&on or some o(hcr &n(crac&ion w&(h &lait dcvwc via
Iiic w&rclcss w&dc BrcB nctwo&k nliiv cL&&lthiili: tliill co&lvc&-

sation even in the case where the two devices move out of so

the proximity of the each other, and are no longer within the
reception ra&lge of the short range ivireless communication
protocol. Further„since it is contemplated that the wireless
identifiers transmitted on the short mange wireless link from
11&c ih:&1cim woUlil occds&onally el&i&&1 c, fo& si:cilr&(y &casotls, Is
11&C prCSC&11 C&l&bodulu:nl 1&as 11&L'&IVB&lldgC 11&BI 0&igohlg
commumcauons bc(ween mobile devices w&11 not be inter-
rupted despite a change &n one of the device' identitier In
the case ivhere the identifier is a MA('ddress of the short
range wireless network adapter ii&r one of the devices, it &s do

not othe&wise possible to change this address and easily
Ilidultilhi 0&1 goulg co&IUUUU&cal&ons ul a trill: pcc& 10 peer
topology.

Rcfcrring Io FIG. 2, central scrvcr 100 &s conncc(cd to thc
cellular network 101, and is able to communicate informa-
tion to and from wireless device 202 using a wide area
wireless link such as IS-2000. WCDMA. CIPRS. EDC&E,

LTE, Wi-Max (IEEEU02 16). or the like within structure
205. Dev&cc 204 does not have a wide arcs wireless or
cillular link, but Iransm&ts idcntil'ying informs&ion usuig 0

short range w&rcless luik 203. Device 202 &s capable of
receiving the identifying infounation aod requesting infi&r-

niation related to that dev&ce from server 100
An example of an application usi&ig this infbastrucnue

follows. The device 204 will simply broadcast an identifier, ss
w ith no WWAN coru&ect&on bu( may facili&ate advert&sing or
local mformauon. For instance, an accoun1 assoc&atml wi(h
0&IC Or nlorC Idc&lnf&CIS &I&BV bL'10&lg IL& a Il&IISCU&t&. AS
museum patron walks to an exhibit. the patron's device 202
will receive an identifie sent from nn&scum broadcast dev&ce io
204 operated by the museum. The patron device 202 passes
the identifier or museum device 204 to the central server
100. Winch in-turn rccogruzes &t as beuig dssocia(cd w&&h Ilmt
cxhib&1 w i(lun tha( museum and passes rclcvan1 mfi&nna &ion

back to thc user's dev&cc 202. A die&&nguislung fi a&urc of tlus ss
approach relative to prior art &s that the patmn device 202 in
this exaniple may move out of proximity ofbroadcast dev&ce

204, yct con&inuc to 3 iew thc conten( bcu&g prov&ded by thc
server 100 related to the detected bmadcast device 204
('ontent may include text. pictures. web pages, application
software such as games, informative d&splay applications. or
other content such as audio or video to be ofiered to the
user's device as &sell. Other examples m&ght include elec-
tronic coupons (such ds &n d grocery store). menus or spec&al
OllCIS u& B &LstdU&d&11.

l&I(i 3 is a block diagrmn w&th further detail of this
openstion. A device 106, IUU. or 202 after perfouniog, a
search (l&l(i 3, step 301) ti&r ident&fiers on the WPAN or
WEAN„will subsequently use the WWAN link to commu-
nicate ivith the centml server 100. If the device does not find
idcntilicrs 302 &I w&11 either continue Io search, or search at
a later time 301. Il'lenulicrs are found in 302, the device
may employ an action function 3U3, which would act as a
filter that determines ivhich ofthe detected identitiers should
be passed to the server. I'his fiuiction may instead be omitted
and all identifiers passed to the server 100. The idealized
efi'ect of the action function would be to reduce the number
of requcsm lo Ihc server by not rc-reques(&ng rcccnily
requested idmitilicrs which have already bccn passed to Ihc
server, for so&ne period of tinie In step 304, &f 00 identifiers
require server information. searching is continued in step
301

Assuming there are identifiers which are new to the
device. the device will pass along a list of currently detected
iden(ilicrs and rcqucst 305 tlui& Ihc server rctuni &nfonna1&on

rclatcd Io any other local dei &cc. Thc scrvcr w&11 return thc
inforniation related to any ident&fier that meets certa&n policy
requirements l&or instmice, informat&on is returned which is
I ) relevmit to tlmt device. and 2) that the device is authorized
to receive.

As an example of the overall pmcess, a detected identifier
may bc relevant 0& Ihe raceu ing dew cc &f Ihc user a ssocrdt Lxi

w&th thc dctcctcd iden(ilier is lis(cd &n u '*lb&ends 1&st" for the
owner ol the race&ving dc&ice. Il'hc &dcnulicrs for Ihc
indiv&duels ivithin the friends hst lmve been passed to the
device, the action function 303 may make this determina-
tion. In the preferred embodiment„ the server would deter-
m&ne the identity and the relevance of the detected identi-
ficrs, and thc action funct&on 303 would work Io reduce
frcxtucncy of re-reques(s to thc scrvcr. FICi. 7 descnbcs an
cx In&pic of liow 10 Usc 111&s for &t&cssagu&g Bssoi Id(ixl w&tll Illc
device and server interaction during the detection and iden-
tifier inquiry process, with a more detailed explanation to
ii&ilaw

To enable server 100 to associate an Identifier with an
cnt&ty, each dcv&ce or mitiiy (such as thc museum) assocm&ed
w&th m»dcntilicr has an dccoun( on server 100 or a rciatcxi
scrvcr as is conunon ui information uxlmology. Thc accoun&
is associated with the entity and the device and the current
identifier.

As used herein, an "entity'* may be a le al entity. such as
an individual person or a business.

An '*objccC &s ui&cndcd Io uicludc a phys&cdl thing, such
as a product that &s bmng ofibrcd for sale, Bnd may include
a tang&blc article or int;mgible such as an clcctronic mus&c or
video file or photograph.

'I'here is various information associated with each
account. An example casta record for an account is shown in
FICi. 11. When the account is associated with an individual
or (0(hcr mi&i&y). there mdy be personal &nlonnat&on such as
Ihc u&ihvnlllal s ndmc. co&lute& ulfornult&on. h&for&mal&0&1

regarding allowmi conunumcauon, such as cha( or IM, links
to their other social ne&working services, and the like. When
the account is associated with a broadcast dev&ce 204 the
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account may contaui content lo bc displayed 10 Ihe detecting
device 202 13y utilizing the central server 100. broadcast
devices may be tied to a location or product thereby pro-
viding relevant information about the location such as in the
museunl tour example previously discussed. In this situa-
tion, the content delivered to device 202 may be informative
information about un exlubit uicluduig pictures, text. audio,
or vnhxi and the hke In thc case of a broadcast device beutg
in a supermarket and near a specific product. advertisentent
or discounts with electronic coupons my be stored in the in

accoiuit and provided to device 202
There can also be policy based permissions associated

vvith each account and applied to any infomtation associated
w i lb that accoun( Thc stored policy pcnnissions can bc used
Io dc(ermine what Information and under winch situations
information may be disclosed to another device or user
associated v ith another account I or example, the entity
(person in this case) associated with device 202 may have set
a policy in their account to not receive any unsolicited
information from a broadcast device so as to not be dis- 10

turbcd. However. Ihc person associated wuh 202 may scm the
broadcast device and a sign suiting a discount Is available,
and provide input to their device to request any broadcast
intonnatinit 011 a one tinie exception basis I he messagiilg
associated with an example mobile and broadcast device
process will be descnbed in more detail to follow associated
vvith FI(i. 9.

As already mcnttoncsf above, in step 301 oi'IG. 3, each
dcvicc performs a search funcuon looking for idcntiiicrs smil
fmm other devices utilizing a short range wireless capabihty. 10
'I'he following describes the process of devices detecting
identifiers fnim other devices in more detail

The identifiers themselves may be a hardware address
such as the ISLXC address of the wireless device. or they mny
be;mother label such as thc SSID Ibr a IEEE802.11 device, )s
or Ihc dei ice name Ibr a Bluetooth device. Rcferruig to FIG.
4, in Ihc case whcrc a Bluetooth wirelcss personal area
netivork device is utilized. a first device 401 transnuts an
inquiry (II) Packet) niessage 404, and any proximal 131u-

etooth devices 402, 403 respond with messages idemifying do

the lvL(C address. called BD ADDR in IEEE802.15.1 of
each device usuig a message referred to as an '*Inquiry
Rcsponsc" FHS mcssagc 405 conlaming Ihe BD ADDR or
Blucloolh dcvicc address of Ihc detected device. In thc
13luetooth standard all devices 402. 403 are required to
respond in this nianner assuming they are enabled tn be
discoverable. To enable this, an application on the mobile
device ensures the Bluetooth device is set to discovemble
mode. Des ice I (401) will aucmpi Io locale Devices on
difii:rmii cltannels by scaiuung thc chiuuicls and lransmitling 0

muhiplc Inquiry (ID Packet) massa cs. Such an cxmnple Is
shoivn ivith inquiry exchange 406 and 407 to discover
l)evice N (403)

In one embodiment the BD ADDR or IvLsrC address of
the Bluetooth device can be used as the Identifier and no 11

further Blucloolh uitcraction is required until lhc imx! scan
process is pcrfornuxl.

In another embodimcn( thc Bluetooth "Device Nmnc" Is
used as the identifier lif(i 5 shows the process of a hrst
device "l)evice I" (501) determining another 13luetonth io
enabled device's (502) Bluetooth Device Name. Follov.ing
the device discovery process completion from FR). 4,
Dcvicc I 501 sends a Page mcssagc 503 to mtother device
(Dcvicc L 502). Mcssagc 504 is sent in response to create a

temporary Asyncluonous Connccuonlcss Lmk (ACL) to be ss
established between Device I 501 and l)evice I, 502, with-
out an explicit connection request. Not having an explicit

conniulion request indications Ilu: Enuly associated with
l)evice I would not have to provide explicit approval for a
connection fmm their user input on the device, as would be
the case if other services were requested from the device
such as mi ht be the case with a wireless headset or remotely
connected ()PS receiver to a phone. An ACL connection
allows link management packets to bc exchmigcd, and
fiillowing uucrchanges 01'cssagcs 505 and 506 to dcier-
nune features of the devices. a tempomsry connection is
established benveen the two devices A name request mes-
sage (507) is then sent by Device I to l)evice I., and Device
L responds with at least one LMS name res message 508
contninln the Bluetooth device name of Device I 502. If
thC naiuc IS Iougci lhdii lhdl d)IOV Cd wllhiii lhc LIVIS IIB-

Iuc rcs nlcssiigc, Bddlttoiuil uicssdgcs lol low to allow Iol lhc
entire nmne to be delivered. I'inally the connection is ended
v ith niessage 509, 12VIP detach

'I'he transmitted identifiers associated with any given
device are only known to the centmsl server and the device
trmtsmitting the identifiers. These identifiers may change
from time to time, makuig a user's or a device'1 identity
anonymous over umc. 111c cmilral server Bnd miy particular
device must be coordinated such that the identifier and any
device transmitting it. reniains identifiable by the central
server Ibis process is coordinated between the wireless
device. and the central server utilizing the WWAN or
cellular data link. carrying nlessaging between them and
using an identdicr maitagcr 1303 to maintain a list of device
idcntificrs 1302 ui a central but secure locduon. Tlus is
shown m more detail in I'I(i 13

Referring to FI(i. 6. an exmnple of using on Iiil 111802 11

link as the short range wireless capabihty is discussed
(ienemlly. Wi-Fi devices operation in a so-called infrastruc-
ture mode wiuch utilizes a BSS or basic service set. One
component of a inlbaslruciure network based wirelcss LAN
is thc usc of a central access pouit or AP. In a mobile network
lhc iisc ol ii cciurdl AP Is uol prdcllcill. Ils univ lhc AP
transmits an identifier. Ivhich does not meet the requirements
of the preferred embodiment. 'I he second topology for Wi-I'i
networks is the so-called Ad-Hoc mode of operations,
referred to as an independent basic service set or IBSS. In an
IBSS all dcviccs parlicipaung or advertising their uueresl in
participating in an ad hoc ac(work transmit Identiiicrs called
beacons. These beacons conlaui the MAC address of thc
transnlitting netivork adapter, the basic service set identifier
(13SSII)), and ad-hoc network name or service set identity
(SSID). The BSSID in a typical ad-hoc network is enerated
by the first station to enter the BSSID and is locally
adnuiustcrcd, typically a r;mdomly generated 48 bit number
malclung thc liirmal of a MAC address In an ad-hoc
network, each device 601. 602. 603 parucipatutg or dcsinng
to participate transniits a beacnn 'I'here are several embodi-
ments reksted using the 113SS beacons and the identifiers
First the identiher may be used as the MAC address of the
station device or network aikspter, and one or both the
BSSID and thc SSID mdy bc used to indicate these particular
beacons arc associated withe service. In other embodiments.
onc or more ol'he BSSID and Ihc SSID may bc used as thc
identifier. In any of the embndinlents fi)r delivery of the
identifier in an 113SS beacon. it is possible to coordinate the
change of those identifiers vvith the server 100. As the MAC
address is alvvays broadcast in any operation of a Bluetooth
or Wi-FI huk. the usc of a MAC address as an nlenufier
provulcs IOI Bil dik!Ittoiuil lcvcl ol sccurilv foi lhc device
601. 602, 603, when idenuficr is clrdngcd Iyom time lo time
as devices may be detected and identities tmscked using a
cmtstant MAC address In the preferred embodiment, where
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the lvLAC address is used lbr the identiiicr, all the ilcvices
participatin ivnuld likely have the same network name and
SSII) to aid in the identification of the device as being
enabled. although not necessanly required i ixamples using
an 802.11 neuvork in ad-hoc mode transmitting beacons are
showed as messages 604. 605. and 606.
Chat Example Between Two Mobile Dcvwes

FIG. 7 shows an example ol' message fiow dmgram for
an eniix&dinient where an individual is in a library fi&r

example, and a friend arrives. 'I'he individual is notified by In

their device receiving an identifier that their friend is present
and they enter n chat session. Each person hns n device
(FICiS. 1„106 and 108 respectively) that implements the
preferred embodimen&s dcscnbcd above. Thc first uidil idual
associa&ed with Device 1 (702) reli:rred to as Enuty 1 (Ell)
performs a detection process as described in I&I(iS. 4. 5, and
6 previously (step 7U4) 'I'he device identifier associated v ith
l)evice 2 (703), l)I2 is thereby detected Device I (702) then
transmits an inquiry message 705 using the WWAN (cellular
data link such as CiPRS. EDCiE, lxEV-DO. IS-2000. Wi- ln
Max, LTE, or the like) to the server 701 uiquiun if
inlounalion rclalcd lo Ihc account and enlily assoc&atcxl wilh
l)l2 is relevant, and available to the entity I:Il associated
with Device I (702). 'I he server 71)1 retrieves the account
infounatinn related to I:Il and determines that l&I2 is hated
in a friends list in the account associated with EI1 and that
EI1 should be notified when EIZ is detected. Next the server
rclucvcs the accoun& informauon associa&ed with E12 and
dclernnncs that Ell w on a list of cntiucs which are allowed
to be notified of EI2 being present and personal inforntation ia
such a the name of the individual, their phone munber and
the like 'I'he server having determined that I:I I &vents to be
notified nnd is allowed to be notified responds in Step 706
to Device 1 (702) with a message indicating the DI2 ls
Icli:vali& lo Ell and includuig infounation such as Entity is
Idenuiicr EI2 and assoc&a&cd details. A user applmation on
Dcvicc 1 (702) uotiiics the user the& Ihe entity associated
with Device 2 is in proxiniity in step 71)7. 'I'he user of Device
I provides input to the device directing it to request a chat
session ivith the entity associated with Device 2 (703), and sn
a message 708 is sent the server 701 commanding "send
'Hello* to EI2". Thc server acknowledges rccepuon of thc
message with a '*ACIC'essage 709, ui return. Next server
701 scuds "Rcqucst Chat. 'Hello'mm Ell" to Device 2 703.
'I'he user of l)evice 2 accepts the chat and returns a message
*'I'm by the front door" with message 711, sending it to the
server to be relayed to device 1 (702).
E-Conuuerce Between Tv o Mobile Devices

FIGS. 8A and 8B show a message liow din~am for an
cmbodimcnt whcrc &no uidivxluals arc performing a linen- a

eral Iranstmlion on thc sir&mt (for exiunple, a customer and a
street vendnr). Iiach has a device (I'I(iS I, 106 and 108
respectively) enabled with the preferred embodintents
described above. In this example. an individual's device
ivould see n vendor and the vendor's device (enabled v.ith l.
the currmit invention) would notify them that thc vendor was
also enabled with a dcvicc supporfing lhc iden&ilier search
and other protocols dcscribcd above, as v,cll as being
capable of electronic payments 'I'hese steps are performed
in the follov ing way. In step 81)4 the customer's device 802 ri!

(Device 1) performs an identifier search process ns previ-
ously described. and detects a device identifier 2 (DIZ) sent
from Devwe 2 (803) bclouguig to thc merci&an&. Device 1

will send a mcssagc lo thc server 801 (also rcprcsmited by
100 ui Flfi. 1) using thc WWAN (cellular dale lurk such as ss
(iPRS. Ill)(ill. Ixl&V-I)O, IS-2000, WI-Max, I:Il„or the
like) IU4 requesting infiirmation related to DI2 and its

rclevmicc to thc wilily related to dcvicc 1 802. The scrvcr
8UI then determines the relevance of l)I2 based on the
account properties stored in the account associated &vith the
coitsnmer Device I In this case, tlie account settmgs nilly
allow messa es from or notifications of entities on a friends
list stored in the account record (represented in FICi. 10)
associated with thc consumer. Scrvcr 801 responds to device
802 with "no" indicaung that DI2 is no& relevant to Ihe
(

oils&i&me&''he

customer, having an account enabled with electronic
payments, and v,anting an item the vendor has, would press
a button or make other input to his phone (or other device)
which would indicate they would like to make a purchase
and pay using their dcvwe (808). Iu this case thc input
selection would bc "search for merchants." Thc customer's
device would then send a me~sage (809) to the central server
directing the server to perfonii a one tinie search for iner-
chants, despite the current account settings In one embodi-
ment, the server ivould then direct the consumer's device
802 to initiate another search (809) Other embodiments
may uot include the scrvcr commanding Device 1 (802) &o

pcrfi&nn thc search, but rather thc search nuiy bc Furfur&next
mitoniatically. or use results fnim a recent search In Step
8 H, l)evice I (602) performs annther search and detects the
identifier from l)evice 2 (803), l)I2 l)evice I then sends a
messa e 812 to the server again requestin information for
all relevant devices detected„ ivhich v, ill include at least DIZ.
In Step 813 the server. havuig reccivcd Ilm rcqucs& mid list
including DI2, looks up account infonnution associated with
l)I2 and determines that the associated entity is a merchant
As the settings of the account associated Device I now allow
for the notification of the user ivhen a merchant is detected
in proximity. DIZ is detemiined to be relevant to Device 1

and the Entity 1 (EI1) should be notified. The server then
smids a mcssagc 814 to Devwe 1 (802) stating mcrcltanl
scrviccs arc available in proximity with a hst of available
i&le&elis&It s &lifo&lit&nil&&i ilicludilig i&&for&lid&in&i I eh&led le lite
entity (lil2). the user of device I, I:ntity I (EH) then
pmvides input in step 815, (pressing a soft key on a touch
screen for instance). selecting the specific merchant EIZ to
engage with in a transaction. Device I (802) will then send
a message (816) to thc server rixNcsting a trmisaction with
EI2 associated «ilh Dc&ice 2 (803). Thc scrvcr (801) will
then respond ui Qus embodiment with a mcssagc 817 to
I )evice I confimiing receipt of the requested transaction and
pmvidmg infounation to allov the I:Il associated &vith

Device 1 to independently confirm the identity of EIZ
associated with Device 2 (803). In this embodiment the
ideutifyuig uifomiation can uicludc the oame of &hc mer-
chant, lhc merchant*s logo. a picture of thc vendor, or their
mobile shopping cart. In other cmbo&hmcnts, thc picture
may be of a specific unattended vending machine in the
location it is currently opemting lt may also include other
information such as the address of the merchant in cases
where a fixed store location is provided. As this particular
merchant ui Ilus example is a street vendor, tm address may
not bc us&xi. GPS uilbnnalion stored ui Ihe account associ-
ated with Device 2 may be used as further confiunation in
some instances. I iowever, in this example, (ipS coordinates
are not be available on I )evice 2 due to lack of capability, or
Device 2 being indoors and without sufficient signal to
determine a location. Further GPS information from Device
1 (802) may bc used &o provide further coniirmauon udor-
maliou In Ibis cmbo&hmcnl ihe photograph sent in message
817 shows a picture ol'hc parficular merchant and also lus
city issued business license in text and as a picture of where
it is displayed on the cart. '11&e consumer entity El I pmvides
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input to Dci ice 1 in step 818 confinnutg the xlcntity ol'I2,
the nlerchant entity associated with Device 2 (803). Device
I then sends a nlessage 819 to the server 801 confirming the
identity of the merchant

Server 801 then sends a message 820 to the merchant*s
device 803 notifying them of the request for a transaction
with E11. Device 2 (803) then indicaies to Ihc merchant llmt
9 customer with Ihc capabthly and desirc to pay cleclroiu-
cally is in pmximity In step 821 the customer associated
with Device I (802) places an order with the merchant 10

associated ivith l)evice 2 (803) and a list of products to be
purchased is generated and the merchant provides input to
Device 2 (803) to proceed v ith a electronic transaction In
step 822 Device 2 perl'orms a sctm of idcntifiers and DI1
associated with device 1 (802) mid thc Consumer is detect est.

A request is sent to the server 801 with a list of identihers
which ivere detected to determine ifany of them are relevant
to the merchant Note that while the merchant device 803,
(and the merchant) have now been notified of the desire for
EI1 to enter a transaction, they do not necessarily know the 10

idcntificr Ibr Elf yct. In Other mubodnuenls, thc identifier
associated with EI1 and Device 1 (802) may bc sent in
nlessage 819, and a confirmatio that this identifier is
detected durin the scan process 821 may be perfornted at
the device ln the preferred embodiment, hirther security
may be provided by the having the server perform tlus
function independently. The server perfiinns this confimia-
uon in step 824 may ma(clung thc device I idmttilier DI1
with Ihc informuuon stored ui thc account associated with
I:ntity I (lilt) also referred to as the ( onsumer 10

'lhe server than generates a message 825 to l)evice 2
(803) indicatin that llll is relevant. and the transaction
participant is present. The message in the prefbrred embodi-
ment can also include a picture of the Consumer. Addition-
ally, Ihe message could also utcludc Other pictures of other is
hidividU109 Bllowixl to Usc this device lol purchases. Ifnlorc
than one identdicr was detcctcd in step 822 and matched in
step 824 to entities having requested tmnsactions previously
which Brc p cud f1 8 foi'hat tuel'cl l Brit. 'I list of 1 nfol'nlatio nfit'ach

entity involved with a pending transaction request can so
be provided in messa e 825. The merchant then selects the
coizccl coilsiliucr U9uig thc picIUIC of that coilsuiuci; 0011-

linmng the idenuty of thc part to the iransacuon ui step 826.
Thc consumer information provided m message 825 in
another embodiment may smtply be the name of the cus-
tomer and the merchant may either ask their name, or
request identihcation such as a driver's license. In the
preferred embodunent„where a picture is passed in message
825. it is nol ncwcssary that thc individual's name bc passed
to thc mcrclranl for Ihe mcrchanl lo bauble to provide 0

conlinnation of the identity ol'hc Consumer thus providing
a level of anonymity to the tmnsaction such as may be
pl'c9clrt ivhcn cash ls used

Folloivin the confirmation by the merchant of the iden-
tity of the Consumer patticipating in the current transaction 19

in step 826, Dcvicc 2 sends a message 827 lo thc server
coniinmng thc identity of Ihc Consumer as Enlily 1 (Ef),
Bnd with infonnauon rcquircd for thc transaction including
the list of pmducts to be purchased, their prices, the total
price, and a request to charge ill this total amount Server io
801 then confirms receipt of this message in step 828 The
server then sends a messa e 829 to Device 1 requesting the
Consumer lo conlirm thc hst of goods to bc purchased and
thc total puce to bc paid. In step 830, thc Consumer (Entity
1) rcvicws Ihc list and amount to bc paid and provides input ss
to device I confirming the accuracy of the information and
they the authorizing the server to pay. In step 832 the server

charges E1 utilizing stored prcfcrrcd charge card infomia-
tion, stored credit, or other payment ntethod such as a
PalPaluu user name (PayPal is a trademark of libay, Inc )
and passivord stored in the account associated with Ill, and
charges the consumer. In the case where a stored credit is
used, the Consumer's account can be debited. Bnd the credits
not applied 10 thc incrchanm Bccoilill uillil 11 hllci step. 111 lhc
case of a credit card. Or Palpalru transacuon, the server
pmvides payment to 1 12 (the merchant) utilizing information
stored in the account associated with l)evice 2 'I'he server
then indicates payment is made to the merclmnt, and
instructing the merchant to deliver the goods with message
833 E2 (the Merchant) then pmvides the goods and pro-
vides input lo Device 2 that the goods have bccn dclivcrod
in step 834. 8 Fessagc 835 is generatixl by Device 2 (803) to
the server confirming product delivery, and acknowledging,
the receipt of the payment confirnlation ntessage 833. 'the
server can then send message 836 requesting the (:onsuiner
to confiml they received the goods. If a confirmation is not
received in response to this request, this information may
later bc used lo sclllc Bny dispute Ihut might ause. In stcqt
837 thc consumer confimis receipt of thc products. and
messa e 838 is generated to the server confirming the
receipt of goods by the consumer. In Step 839 the server
cmtcludes the transaction by conlpleting any steps required
to credit the Merchant vvith the payment amount fbom the
Consumer. if required. The server then sends a message 840
to thc Merchant uidicanon tlu: transucuon ts complcic.
which is acknowlcdgcs in message 841. The Consumer is
notified of the completed transaction with ntessage 842,
v hich ts acknoivledged with message 843.

liinally, the transaction details nlay be stored by the
server, or sent to a thirdly party server for tmckin spending
habits of that account holder, or customers of that merchant
allowing thc merchant to track that spccilic customer's
behavior and cater to them in thc fu ture 0 1th various spec isis
dchvcrcd via mnail, or during their next visit via their device
in the form ot an electmnic coupon. Ibis pn1cess can be
performed ivith a goal to help the merchant expose the
customer to other products or services the merchant believes
the customer mi ht find desirable.

Thc present tnvcnuon cmt bc extended to facihtalc other
typos of naitsticfioils 99 weil. In onc spccilic BpplicBI1011,

consider use ol Ihc invention io facilitate a trtmsaclion such
as the rental of mt antomobile. A well known business called
lip('ar'u, presently operating in several nlajor urban areas
in the United State~, makes evadable a fleet of vehicles for
shared use by their club menlbers v,ho pay a monthly fee
plils 9 pcl usc chBrgc. Usiitg lhc pi'cscnt lilvcilnon, lhc clUb
member would have a wirelcss device that scrvcs as Ihc
'*Consumer dcvicc" (Dcvicc I) and thc ZipCar vehmlc
would be equipped with a ivireless device serving as the
"Merchant" device (l)evice 2) 'I'he consunler would walk
up to an as ailable ZipCar vehicle and. using their wireless
device. start an initial exchange of identtfiers with the
desired Merchant device, for example, using the short rtm c
local tvtrclcss nclv ork Thc Consiuncr device andior Mer-
chant dcvicc would send 9 mcssagc to an apphcanon nut-
niag on the Server requesting that a person associated ivith
an account for the Consumer be Branted access to a specific
vehicle (e.g.. an "object") that is in the vicinity of and
associated with the Merchant device. A set of contimiatory
nlcssagcs (sUch Bs 10 cxcharlgc access cixlcs, to coilfiml lhc
location of Ihc vclncle. thc per-usc li:c duc, and paymcnl for
the same, ctc.). are Ihcn typically also exchanged bctwcmt
the ('mtsumer and the Merchant device with the assistance
of the Server and the long range wireless network Upon
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con(irma&ion of the necessary transaction inlonnation. thc
Server sends a message to the Merchant device to tuilock the
vehicle requested (wh&ch may be sent over the second long
ranae wireless network or a yet another network. such as a
satellite network).
Example of a Mobile Device and a Broadcast Device.

FIG. 9 shows a message fiow diagram for an embodunent
w herc an &nd&vidual m in thc presence of d broadcast dev&co,
such as for the museum example of I'l(i 2 As with I&KI 2,
the individual dev&ce 202 and the broadcast device 204 are &n

present and enabled In this example, an individual 902 is in
a grocery store and their device 902 (Device 1) performs a
scan for identifiers in step 904, as described previously. DIZ
is dc&ected luivutg been trnnsnuued from dcvwe 2 (903).
Dcv&ce I (902) sends a mcssngc to scrvcr 901 u&qu&mn &f &

l)12 is relevant to the entity associated with l)evice I and if
the information associated with that device identitier (DI2)
is available to be returned In step 906, the server retrieves
the accounts associated with both DIZ nnd Device I (EII).
The server detects that the entity associated with DIZ is an io
advertisement company, and Ihat tius dcv&ce &s a broadcast
dcv&cc lyniv. &uul that thc&u &s Bn clu'ctron&c coi&po&1 BYB&lablc

for download to Dev&ce I, and nndtimedia content available
to be played if des&red Additionally. the account settings
associated with lill allow for the notification of broadcast
devices in proximity.

Server 901 then transmits a Response message 907 indi-
cated Ihc prcscnce of thc detected dcv&ce and thc contm&t
dva&labia. The dev&cc 902 rcqucsts input from the entity
associated yvith the device 901 for permission to download &c

the coupon. and the avai lab&lity to play content such as v&deo
about how to prepare a recipe using the vendors product In
this case the individual associated with Device I ncceprs the
content. Bnd a messa e 909 is sent to the server accepting the
content. Response message 910 bcgu&s thc dehvery of thc 3&

content.
As prey iously mcntioncd, several kcy distinct&ons of tlus

embodiment include that the user of device 902 may v alk
away out of range form the broadcast device 903 and
continue to receive the content using their cellular link. or do

may choose to play the content at a later time having stored
Ihe dctcctcd like &n a favontcs 1&st. Add&t&o&mllv, the contm&t
stored in 0&e account assoc&a&cd w&th the broadcast devico 2

(903) &s relevant to tlm placement ol'he device &md thc
pmducts near it )further. as the content is stored in the server a
901 rather than in the bmadcast device 903, the content may
be upcasted, modified, or deleted at anytime. For example the
server 901 knowin that the consumer has never been
de&&A&cd prcv&ou sly, may cus&unuse thc electronic coupon to
provide a dccytcr dmcount tlmn a rc ularly detected con- o

sumer. In thc case where thc devices src used fi&r electronic
commerce as in I'I(i 0, I nov:)edge of the user's past
purclmses may be used to induce the consumer to try a new
product. Alternatively if the consumer is a regular purchaser
a loyalty progmm may provide a coupon upon a particular y.

BUB&bc& ol rcpcatuxl pU&chascb.
FIG. 10 &s a processing fiow clrsn performed by thc server

rixe&vu&g a request from a dcvicc u&quiru&g about the rel-
evant and availabihty of information associated v ith
detected device ident&fiers In step 1001 the server is waiting ic
for a request fmm a device When a request is received in
decision 1002„step 1003 ic periiynned. In this step the
account u&formauon nssoc&atcd with the rcqucstu&g dey &cc &s

retueved. In step 1004 thc information associated w&th the
accounts for each of thc de&cc&ux) dcv&ce &dent&liars &s di
retrieved. In step 1005 the server performs a matchina
pmcess between the policies of the requesting account and

ALL
EXPLICIT
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Most of the fields in FIG. 11 are self explanatory and
typ&cal in thc industry such ns thc account numbers how cvcr
a fcw liclds arc worth a clar&l'ying d&scuse&on. Thc Device
identifier is in record index 2. w&th a Identifier type in record
4 1'he identifie type can define what type of identifier the
device associated with this account yvould use Record index
10 is the Entity Type Field. Tlus describes is the entity is a
Merchant, Inihvulunl. or il'hc dev&cc assoc&atcd with tlus
dccou&lt &s B bntadcast Univ ill:y &co.

Rcfi:rring now to FIG. 12 a tim&ng map rcfcrcncc for
scanning times and dormant tin&ca for devices is shown In
one embodiment, it is desired that the power consumption

16
each of thc pol&cics for each account assoc&atcd with each
detected device identifier. In step 1006 the infomiation
related to thc matched policies for thc associated cntitics w &ll

be sent to the requesting mobile device
Just as ut the pre&ious exmnplc of an &dentilicr bcu&g

dixmed relevant to a user based on a fncnds 1&st, perm&ss&on
for disclosutg a device's presence may requ&rc beu&g on a
friends list as &veil )for example, when a server receives an
inquiry fmm a device with a list of identitiers, it may only
respond v,ith information for users associated with the
identifiers that are on that device's friends list. and on each
of thc &nd&vidual*s fncnd lists as well. These fr&ends* lists
and polic&cs can bc stored within a user account wluch
allows for d&sclosure of a user's prcscncc only to individuals
on this list. such as described in lil(i 11 (to be described
below )

It is contemplated that the permissions not be an "all or
nothing" decision. but that difi'erent classes of infomiation
may be assigned d&fii:rmtt pcm&iss&ons and mcchn&usms. An
cxiunplc of tlus might bc a user's prcscnce, &dm&t&tys and cart
serv&ccb be&ng made nymlablc to only onc set ol'ther
accounts (or users), yvhile the presence of an anonymous
individual heing made available to anyone. but w&th other
classes services available such as mult&-player games bein
treated d(fferentiy. Additionally mult&pie contacts may be
included u& the accounL each giy mt custom&Bed perm&ss&ons.
An example cdn be tluit any user may bc notilicd of an
anonymous user or other information bnscd on addit&onal
policies

As only the server contains personal information, and
perfomis the association of an account w&th a particular
identifier. it can inherently enforce the security of the
policies as a distinct advantage relative to true peer to peer
sc&v&ccb. In th&s wav, thc cc&ltral scrvcr co&&trois thc p&occss
of ptisan&g u&for&lu&f&on rch&tcd to iu& BccoUB& to i& pint&cUIB&

requesting device
l&I(i 11 shows an example account record to be associated

v ith an entity and at least one device. The columns of the
account record can consist of a Record Index wh&ch will be
used to described the account. a Field wluch is a descriptive
name for the contents a&Crux) &n thc record, and a Field
Informat&on Group Disclosure Pohcy Ass&gmnent List
(PAI,) 'I'he PAI, pmvides ndes for the d&sclosure of the
information in the associated row in the )iield column The
follow&n list are possible PAL entries:
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and semi tunin for thc dcviccs in a cellular network bc
reduced Since the server and the WWAN is im olved v ith
all mobile devices, coordination of the broadcasting periods
and the searching periods fiir the short range radios is
possible. Tlus can be based on a common reference time
such as that provided by most cellular systems. any rhe time
ol'day clocks inherently witlun mobile devices. This alluws
for reduccxl power consumpuon tmd other rcsourcc con-
siunption in the devices If no coordination is achieved. then
the short mnge receivers in each device nnist be scanning fiir Io

transmitted identihers much more often and for longer
durations. Utilizin a common timing base. and the central
server to notify the devices of a coordination approach for
"active limes" and **non-active «mes" and will allow lor thc
dcviccs lo mirumizc Ihe power consumpuon ui lhc trans-
mission of and scanning for identiiiers. I'his appmach also
allows tor syilchronizing the update of each device s iden-
tifier (as described previously) to enhance anonymity and
security. coordinated with the central server. The "non-
active times" may be used as "boundaries" over which the io
cluuiguig identilicrs may bc updaied. Tlus update may be
based on either direct conmiunicauon w ith the server, or rule
and algorithm based updates previously coordinated with the
central server so as to nliilimize server messagiilg. but
alloiving the updates to remam synchronized to the server
such that the device and the server are always associating the
same identifier between them.

As will be recogiuzcd by an uidividual skilled ui the arcs
of information tixlmology, Ihc concept ol a central server
iil'iy'eil be implemented as a collection of servers to allov ic
fiir load balancing, redundancy, and the like in a nianor
common to the info«nation technology industry

FIG. 13 shows a diagram of functional blocks associated
with the nianagement of dynamically assigned device iden-
«tiers. The Server 1301 has an apphcalion agent cailcxt an ii
Idenulicr Manager (1303) wluch has access to a pool of
device identiiiers (1302). Thc idenulier Mmiager monitors
timing intornlation aild detenilines when it is time Io update
a particular device's identifier. This time may be a regular
interval„or a random genemted time period by an algorirhm so
such as a pseudo-random sequence enerator. or a combi-
naiion ol'both. When it is lime lo updalc a dcvwe ulcntitier,
Manager 1303 retrieves a new ident«icr foun the pool 1302.
Thc pool of idcntilicrs may bc a list or rmige of identiliers,
or aenerated al orithnlically. 'I'he new identifier is stored in
the account associated with the entity determined to require
updating and a message sent to the device 1305 associated
with that account conmianding it to update its device iden-
«lier with the ncw onc. Tlus massa c is sent over the
WWAN Data network 1304 such as IS-2000. HSPA, GPRS, o

IS-95. Edge. Wi-Max. and thc like. All devices 1305 to 1307
will eventually all be updated in a siinilar manner 'I'lus

update pmcess does not dismpt ongoing communication and
interaction between devices despite the update as the com-
munications are preformed based on the identity of the i.
miiilies lollowing the detection of lhc device idcnliiiers
wluch arc no longer utilized. Tlus unique capabil«y allows
for Ihc updating process to be implcmemcd and not impact
the applications being utilized concurrently
Other I ixample Applications Utilizing Still Other limbodi- ii!

ments Follow Belov.
Requiring the bml ering of the communicarion via a

central server cun also allow a mobile device lo rixeive
inl'onnation associated with a '*broadcast only" device, such
as in thc nuiscum cxamplc discussed previously. This is si
important. as such broadcast devices can enable a vast set of
new applications built upon the infrastructure developed in

this application, beyond thc museum application. Some of
these applications may involve an electronic coinmerce
aspect, for exaniple.
I:lectronic Gonunerce Applications

Ecommerce between a lixed broadcast device and a
mobile device

Football Stixlium Example
An embodiment ol' tr;msaction model, cnablcd by Ihe

infmstmcture described above can be an event such as a
cmicert, or sporting event (particularly when it is an indoor
venue where no GPS is available) A munber of the broad-
cast only devices are placed tluough out the seatin areas.
The devices are very short range. and only transmit inter-
mittently and as a result may be battery powered mid to
rmuain active over a tery long hmc penod. Each device can
be placed in a knoivn location, in a predicable manner

An attendee at the event has his or her device enabled ivith
the identifier protocol and other embodinients described
above The device detects a broadcast device, and intemcts
over the internet vvith the server via the WWAN connection
(as already dcscubixl above). Thc server reccivcs an indi-
cation of Ihc broadcast dcvicc's idmitiiier and thc glen«lier
of the account associated with the device which detected the
bmadcast device. 'I'he server retrieves content associated
with the service provider's account and provide that content
to the application on the requestin mobile device. The
content may indicate that the venue has a product delivery
service. Thc user may thmi press an indication on their
device that they would like to scc a mmiu or lml of items for
sale from the merchant(s) in the venue 'I he application on
the user's device would then allow them to see a menu. fiir
instance, and select items to purchase The user then ivould
be asked to contirm the purchase. The server would then
indicate to the merchant tlmt a user located near a specitic
broadcast dcvicc has ordcrcd somediuig. In this case. it is
expected that a dchvcry fee could also bc chargixi lbr Ihe
enhanced service. Thc server would facilitate thc purchasuig
of the goods or services from the merchant and payment
from customer's account, and provide contirniation to each
Such confirmation can include an electroruc receipt provided
to the customer, for user upon arrival of the dehvery person
of thc good or scrvicc. The customer can thmi sclccl an
indicalion on Iheir dcvwe coniimung rcccipl ol'hc good or
service via the mobile dci ice. thereby completing thc trans-
fer of funds and the transition Optionally. the delivery
person of the good or service may have an enabled mobile
device as well. In this case the identiiiers may be detected by
the customer's device and reported to the server to confimi
thai thc provider's dehvcry person was present Further, Ihe
dchvcry person's dcvicc can be able to detect thc broadcast
ilcvicc s idciililici Jiid rcpo«cil to llic server coiitimiiiig llic
delivery person was in the correct area independently Even
further proximity continnation may be achieved by the
customer's device's transmitted identifier being detected by
the dehvery person's device and reported to the central
server further conlinnuig Ihc physical proximity ol'hc
parties iiivolvcd iii llic Iransaclioii. Upoii arrival of llic
delivery person, the customer muy be notilicd that thc
delivery person is looking fiir them, and has arrived These
cross confirmations can allov for the central server evidence
to )ustify payments both in completed tmnsactions and in
disputed or failed transactions. Further, the delivery person
may rcccivc a picture of the rixNcsling customer assisun lo
idenlify thc customer io whom the food is lo be delivcrcd.
Once thc customer is found, the dclivcry person can conlinn
the delivery ot the good or service to the customer via the
user input on their niobile device, and that confirmation
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being reported to the central server. Thc customer cml lmvc
the option to report confimlation or denial of the receprion
ol Iht: prodiicl 01'crvlcc Bs well, lis ln lhc 1Bsl cxBInpk:

In another embodiment, thc merchant device may be
fixed, but have an internet connection (wireless or other-
wise). I'urther, in annie embodmientx the merchant ntay be
an mltomated device such as a vending machine. In such a
model. a customer may use their enabled cell phone to
purchase an item such as a beverage from the machine
without lhc nccd to insert currency inlo lhe maclunc. Tlus iii

can bc accomphshixl by thc customer's cell phone detecting
the vending, maclune transmission of the identifier or visa-
versa Iiollowing the detection of either the customer'
identifier by the vendin machine, or the customer detecting
the vending machine identifier. the respective device notihes
the server. which in turn provides notification (assmuing the
account settings ullow for notification) lo the potcnlial
cusiomcr 1 ia their device. Assuming lhc cuslomcr selects 10

purclmse an item from the vending, machine using their
accoluit associated with their device, the customer mav be 10

presented a menu Bs in the example above. The customer
may further be presented information to ensure the identity
of the vending machine, such as a description of the
machine. a machine idenufication number, or a (most likely)

picture ol'he muclune where it is locaied. The customer
can then confirm this is the machine they are interfacing
with. and select to pay via their account 'I'he customer may
in one model select the item to dispense by input to their
phone. or they may simply select to provide payment ro the
machine allow in them to make the selection manually Bs is 10

thc typical mode ol'peration today. Thc vcnduig mimhuie
cml then interact with thescrvcr via Its own mlcmct con-
nection. and participate m the transaction in a manner
similar to the mode described above alloiving, fiir step by
step confirmation as previously described. Ii
Electronic Opinion Polling. Tied to a Known Location

In a nulch simpler example, such a capability mi ht be
Used lo nt: 0 sUrvcv lo a known location Ill slich II way'ls 10

provide an c-coupon to thc survey iaker on their device In
return for completion of the survey Alternatively, tlfis type 10

of interaction can enable a very large cniwd to interact v ith
a .Iumborl'mn like display to pnivide input to polls or to
participate in mup activities. Users at difierenr locations in
a audience may form teams and interact vvith orher reams for
groiip iicnvilics.

FEATURE SUMMdtRY OF PREFERRED
EMBODIMENTS

I. In a first embodiment 0

Onc device Is transmitung a wirelcss idmitilier usulg a
wireless pnitocol capable of peer to peer conununication;

1he wireless identiher being associated with a specihc
account on a server connected to the internet;

A second device receivin the wireless identifier 1.

1110 scciind ilcvlcc I apablc of ctinllniillicalill with thc
scrvcr ot cr an uitcrncl connechon,

1110 SCCOIId dCVICC ictfucstulg Illlotlndllon froln lhC SCI-

vice associated with the first identifier
'Ihe second device having a second identifier associated 00

vvith a second account on the server: Bnd/or
The server providing dlfierent amounts of infomtation

rclalcd lo lhc first account based on lhc parameters
associated with one or both ol'he first and sixond
dCcollllm Si

1he identifiers associated with the accounts being updated
such that the identifiers would 00 longer be recognized as

being associated v 1th specific accounts without past or
current interaction with the server„

Using onc or more of Cellular network tuning informa-
tion, and infomiation foun the central server to coordinate
thc broadcast mid search tunes amongst thc dcviccs. (to
reduce potver and resource consumption), and/or

Data necessary to engage in an E-conmlerce transaction
may be exchanged as ivell such as the identity verification
such as via a picture and/or mutual identifier detection.
2. In a second embodiment.

A det ice is capable of operating two wireless protocols
sinnillaneously. ufilizing a Iirst wirclcss protocol in lhc
device to detect the proximity of another tvireless device and
using thc second wireless protocol to conununicalc with a

remote server, where:
a. One or more of the devices are mobile devices:
b Where the first wireless protocol is a local. or personal

area nehvork wireless protocol such as S02.)1, Blu-
etooth, UWB or other local connixuvity protocol:

c. Where the first vvireless capabihty used for detecting
thc presence of anoiher device, or advcrtisul lhe
presence or a device.

d Utihdng a wirelcss wide area dale luik Ibom one or
more of the tvireless devices to. optionally:
1. Colluccl 10 B ccnlrdl set vcr;
ii. Perforni user authorization functions;
iii. Perform dovvnload of infohnation associated with

accoluit identifiers utilizing the short range wireless
capability;

iv Rot)nest forwarding ofmessages/packets to the other
active account;

c. Uhlidutg the mcssaging w i lb a mobile proximily bascxf
social nehvorking capability; and optionally.
i. Thc massa mg being pcrfonncd via thc WWAN.

and/or
f The server providing a centmlly assi@ted user identity,

with relationship brokering or identification capability
3. In another embodiment,

A central serving capability is provided lo mobile dcviccs
utihzin a wireless WAN connection to provide and
cxchangc infonnafion between one or morc application on
onc or more ttirelcss dcticcs and the central scrvcr where

the information passed to the central server is collected by
one wireless device from another wireless device via a
separate local wireless reception from the other wire-
less device:

Ille scpiildlc locii1 w'Irt:less reception from lhc sccolul
wirclcss device contains information directly assigned
by. dcrtvcxf Ibom, or known to the central server asso-
ciated with the identity of the second wiieless device;

this identity is related to certain inforniation and prefer-
ences of an account holder associated with an applica-
tion operating on the second wireless device,

lhc application is opcraluig on both wirelcss dcviccs:
lhc applicahon opcraung on lhc Iirst dcvicc also provales

ils own idenufyulg information lo the cmilral scrvcr as
well as detected identifiers front devices with applica-
tiofls 011 IRCIU;

The central server contains account information regis-
tered to the applications rumung on each wireless
device;

Thc prclerenccs associated with Ihc account information
also conlmn pohcics related lo lhc disclosure ol'ne
account's stored information to other accounts and
hence to their application on their devices:
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11&csc policies includuig a classfiicauon of other accounts
each classification havuig different policies some of
these pohcies being one of
no not allow notification of my presence
allow notification of my presence
disclose my name/do not disclose my name
disclose agc/do not disclose agc
disclose personal details:

Where an apphcation ruutnmg on each device can option-
ally perform point of sale transitions coordinated via Io

die central server, over the WWAN, utilizing user input
on each device as ixinfimiation of successive steps in
the transition:

Further. where at least onc of thc confirmation steps
additionally involves dmplayui an idcntilyuig picture
related to one of the devices, on the other device,

Additionally the server performing an authorization for
Ihe transition to a third party;

Or, optionally. B device is interacting with a point of sale
device to associate an itemized list of items with a zo

ih'B:cled sccolld device,
Tile SCSVICC pCrlomllllg d CollflllIlatton Willi lllC dppllca-

tion on the second device requiring user input that the
bill of goods list is correct; and/or

1hc setter stonng the information related to the second
devices detected account identity and inventory In a
database for later use

rk In sall other embodimcnm, a device ui Ihc presmit
invmition has a wireless capability with no WWAN capa-
bility. but only with the ability to broadcast a unique ic
identifier. and

A central server stores having the bmadcast device'I
details,

And when the first device provides these detail to the
server, authonzed mid currmit information about the ii
broadcast deuce arc provtdcxf Io Ihc lirst wirclcss
dcvicc,

Where this information optionally includes advertising
information or inforniation related to "e-coupons" fbr
special ofiers for products or services; and/or dc

Where the content of the e-coupons might be custom-
ized based on the identity of thc rcqucstmg dei icc or
account holder,
Where the contmit is further customized based on

other inforniation known by the server related to
Ihc usci' Bccoilllt; ol'here

the other information is related to the user*a
past purchasing practices or previous requests,
dlid/Or

A mobile device, upon dctcctin a broadcast device and if o

miablcd Io do so, will rcpon Ihal broadcast id Io Ihe
server over a WWAN, and retrieve the current content
from the server associated with that device and
Display it to the user on their device: or
Execute instructions associated v,ith the infomiation 11

retncvcd from thc scrvcr.
5. in still further cmboduncnts, a good or service delivery
model utilizing thc above dcscnbcd broadcast device. Is
placed in a known location. and further

a. A mobile device is for detecting the fixed device'I ic
identifier via the WPAM/WLAN:

b. The mobile device repotting this identifier Bnd passing
dn idmitilicr associated with itsell', or thc account
associated with Ilm user utihzing Ihc device.

c. Thc scrvcr detcnuuiing that thc detcctcd broadcast Si
device is associated with the broadcast device with a
known location:

d Thc scrvcr fuithcr detcnninin that the idcntdicr is
associated v, ith a service, and further associated with an
account or that service:

e. 1'he server retrieving content associated with the ser-
vice provider's account and pmviding that content to
the application on the requesting mobile device:

f Whcrc that content nuiy bc a list ol'tems for male,

scrviccs for sale, a opinion pole, food menu, or other
menu style content which allows for user selection of
itenis, ivhich can be implemented in java code, xinl,
smiple text. Or other tiir exmnple optionally including
active code elements;

g The application on the mobile device displaying the
content to thc user display with the itenuzed list of
goods, services. or other sehxuon itmns,

h A user pmviding selection of one or more of the items,
and confimiing they wish to purchase said items. and
take delivery at or near the location of the fixed
broadcast device:

i. The server facilitating the purchasing of the goods or
scrviccs from thc merchant's account mid Ilm custom-
er's accounk and providuig conlinuauou to each. Such
confirmation includina an electronic receipt provided
to the customer. tiir user upon arnval of the deliverer of
the good to or service;

j. The customer confirming receipt of the ood or service
via the mobile device, thereby completin the tmsnsfer
of fiuldS Slid Ihc ISBIISltlon, alai/Or

k The deliverer ol'thc good or service opuonally lmvuig
a mobile device and optionally
i. Such that identifiers from that device may be detected

by the customers device and reported to the server to
confimi that the provider's delivery person was
present:

ii. such Ihst thc broadcast devices idcntilicr is dctcctcxf
by thc dclivcry person's mobile dcvicc and rcponcxf
to Ihe scrvcr confimung the dcl iver person was in Ihc
correct area

iii. such that the customer's device's transmitted iden-
tifier is detected by the delivery persons device and
reported to the central server further confirmin the
physical proxunity of the parucs uivolvcd ui thc
IldllsiICItoll, illld/OI

tv Thc delivery pet soil cotlfllllllllg thc dchvciv ol flic
good or service to Ihe customer via the user input OII

their mobile device. and that coitfirntation being,
reported to the central server.

6. In another embodiment. a software pro ram is arran ed to
opcratc at Ihe apphcauon layer on a mobile device, wluch
interfaces Io a dcvicc driver interface.

Using wi-li 802.1 1 Io perform a WLAN local coiuicction
protocol; or

Using Bluetooth to perform the WI,AN local connection;
Where the device driver interface Is an NDiS driver or the

like;
Using 1xEI DO, HSDPA. GPRS, EDOE or the like for a

wale areaWWAN intcrfdcc,
Thc application Ihcn prox iding Ihc reported idcntfiicrs Io

a server, which will niake decisions regarduig a users
interest in these detected identifiers, and policy regard
privacy other identifier„
The decision process optionally based on priority of the

idmitilicr, Ihe class an identifier belongs to. a list Ihc
idmitilicr 15, ot ts Ilot hiclinhxl oil,

Based on the result ol'he action 1'unction,
Sending at least one detected identifier to the network,
potentially v, ith additional information fnim the action
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funcuon, and retncvulg ulfomlation back Ibom thc
sewer related to that identifiers'ccount infornlation
stored on that server,
'I'he server then receiving a request from a device's
application, with a detected identiiier
The server examining both the requestin and the

requested idmltilicr's identity dnd malong a policy
decision regarding thc relcasc of thc requested idml-
tifiers infounation related to their account:

'I'he server in sonic cases pmvidina a continuously or la
periodically changing account or device identitier to
a specific application on a device to enhance the
privacy of the identity of that device:
The changulg ol'hc ulenulier may bc efiimted by a

nile based gcucraiion local 10 thc application, or
may be downloaded froin the server directly,
Slid/Ol

The update of the identifier being synchronized to
such that lt is coordinated with predetermined
scanning and broadcasting periods allowing for a Io
knovvn update boundary,

7. In anil another embodiment, a mcfilod uses thc mobile
device's time of day derived froin the network or other
reference for

synchronizing a RAN/WI AN discovery and advertise-
ment tnnes to save battery life;

doing the same in a synclmlnized way iuuoilg multiple
ib:vices,

V;hllC Coordlllailug thc thuulg ullomlatioll llilllzlug thC
33 WAN and a ceiltral server available commonly to the 10

devices. such as by
Synchronizing identifier transinission timing to save

poller from WWAN networl parameters obtained
for the server:

Coordinauug mly uleuulier updates Io Ilus 9 unc Iinung ls
9 0UI cc; rind/Ur

Usutg a pool ol idcuiiliers avmlablc to Ihc central
server to assign identifiers to devices changing the
identifiers at some time interval derived for the
conunon time reference 40

8. In another embodunent,
A central scrvcr uses an identity mimager io assign

ideniiliers Io devices usulg a WWAN cellular data huk. and
whcrcul

identifiers are occasionally changed
identifiers are assigned from a pool of identifiers available

to the servers,
identifiers are used as 48 bit media access control (1VLAC)

addresses of thc short range wirelcss nciv,ork adapter
Identiiicrs are opuonally used as a

dn SSID in a IBSS ln IEEE-802.11 network beacons
a 13SSID of the Iiil:11802 11 nenvork adapter:
in a iiil:I!802 15 I Inquiry l(espouse Message as the

BD ADDR
a device name in a Bluetooth name respon~e packet: or 19

hstlxl In a services list as provided ul a LMP Ibaiures-
rcq message or LMP fi:dturcs rcq ext message for

a Bluctooth device
While Ibis invention has been particularly shown and

described ivith references to example embodiments thereof, io
it will be understood by those skilled in the art that various
changes in foun and details may be made therein without
departmg from thc scope ol'hc ulvcniion encompassed by
thc appmldcd clauns.

What ls claimed Is. ss
I A mobile wireless device comprising,
a first radio:

a second radio,
one or more processors,
onc or more memory dcviccs coupled to thc onc or more

processors, the one or more memory devices storing a
sci oi'nstrucuons Ihat when executed by Ihc one or
more processors cause the one or nlore pmcessors to
perform operations including:

receiving, using the first radio, identifier related informa-
tion associated with a proximity beacon service. from
otic 01 Iuilrc scrvcr9.

receiving, using the second radio, a plurality of short
range Iransmlssions. ulcludulg a plurality of proximity
beacon transnlissions when the device is located within
a detection range ol'ne or more beacon trimsmluer
devices associated with Ihe proxinlity beacon service,
each of the proximity beacon transmissions including a
respective MA( address. a respective unique identifier,
and a Proximity Beacon Service Identiher (PBSI);

dCICIuuuulg If B pdrilCilldr 9hott I'ilugC lrduSIIIISS1011 Ol IEC

pluraiity of short range transmissions a) includes a
bIAC adtkcss, and b) includes thc proximity beacon
service identifier (PI3SI ) and ifc) the PI3SI indicates the
particular short range transmission is a proximity bea-
con transmission associated with the proximity beacon
service:

thclu
deicrnuning if an cntiiy or obicct assocuiied with thc

proxhuli)'cilcou scrvlcc 19 lu proxhullv 10 Ihc
mobile wireless device. by utilizing the identifier
related infonuation and the unique identifier.

2 111e mobile wireless device of claim I, wherein the
MdsC address is a randonlly generated 48 bit number
matching a fomlat of a Bluetooth BD ADDR.

3 lllc mobile vv irelcss dei Icc of claim 1 whcrcin thc one
Ur ulorc pniccssors fUIlhcl cxccUic thc hlsirUcilollslo pcl-
forul iipclilnolls luclUdlllg.

receiving. by the second radio, a first proximity beacon
transinission including a first MA('ddress and a first
unique identifier at a first time: and

receiving, by the second radio. Bsecond proxunity beacon
transmission ulcludulg a second MAC address and a
second unique Idcntilicr ai a second time, Ihe almond
MAC iuldress being difii:rent Ibom thc Iirst MAC
address and the second unique identifier being different
from the first unique identifier; and

associating the first and second unique identifier with a
sin le beacon trammitter device

4 Thc mobile wireless dcvicc ol'claim 1. whcrcin thc one
Ur ulorc pniccssors fUIlhcl cxccUic thc hlsirUcilollslo pcl-
forul iipclilnolls luclUdlllg.

fuuher detemlinin that at least one beacon transmitter
device associated ivith the proximity beacon service is
in proximity to the mobile ivireless device. by utilizing
an action function including one or more previously
downloadcd umquc l dent ilicrs

5 Thc mobile vvirelcss device ol'claim I, wherein the onc
or more processors I'urthcr cxccute the instrucuom 10 pcr-
foun operations includina

determining, based upon at least a portion of the identifier
related infouuation, that at least one beacon tmsnsmitter
is a broadcast device having a predetermined location.

6 lllc mobile wirelcss dei ice of claim 1, whereul Ihe
1dCIIII I ICI IChl ICd lulollud11011 coulprlSC9 Bppllcil iloll S of(Wale

filr execution upon thc mobile wirclcss dcvlcc, and ihe one
or more pmcessors further execute the instructions to per-
form operations includin
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send&ng ol'lm un&quc &dcntfiicr by thc mob&le wlrclcss

device to at least one server of the one or more servers,
dud

in response to the sending of the unique identitier. down-
10&uhng lhc Bpphi anon soltw are.

7 'I he mob&le wireless device of claim 3 &vherein

the identitier related information comprises a list of
contact information, and the one or nulre processors
further execute the instructions to perform opemtions
including.

huther determining that at least one beacon transmitter
device assoc&atcd w&th Ilm proxinuly beacon service &s

further matched w&th an entity included v ithin the list
ofcontact informat&on based upon comparulg a contact
identifier information with at least a portion of the
unique identifier. and

the mobile wireless device, upon deter&nining there &s a
match, allowin huther conmlunications with the
detix ted beacon Irm&emitter dev&cc associated w ilh thc
entity included witlun the list of contact infomtntion,
wherein Ihc I'urthcr conummicalions 01&hzc Ihc lira&

radio
8 'I'he mob&le lvireless dev&ce of cLsim I wherein the one

or more pnlcessors further execute the instructions to per-
form operations includ&ng;

receiving, via a second msdio, the plurality of proximity
beacon transmiss&ons funhcr includes race&ving a Iirst
umque ident&lier at a first time Ihat &s dllli:rcnl from a
second unique identifier received at a second tinle: and

associating the hrst and second unique identifier w&th a
single beacon transmitter device

9. A method for facihtating use of proximity beacons. the
method executing within a mobile device. and the method
compris&ng:

communicat&ng bctwccn Ilm mob&le dev&ce and One or
morc servers and rccc&ving, at thc mob&le dev&cc,
identitier related information, using a first radio:

receiving, at the nlobile device using a second rad&o. a
plurality of short msnge transmissions. including a plu-
rality of proximity beacon transmissions from one or
morc beacon Irausmittcr devices assoc&atcsl with a

proximity beacon serv&cc, each ol'thc prox&mity beacon
transmissions &ncludu&g a rcspcctive IVLAC address. a
respective unique identifier (I)ID), and a Proxmlity
l3eacon Service Identifier (PI3SI);

a) determining that a particular short msnge transmission
of the plumsl&ty of short range transmissions includes a
1&ILAC address,

b) dctennimug that thc Proxinuty Beacon Scrv&ce Idml-
ulicr (PBSI) is present, and

c) detennin&ng that the PI381 indicates the particular short
range t& ulsnusslon ls B proxiluity bcBcon t& ulsnllsshul
associated with the proximity beacon service: and

when the three determining steps B) b) and c) are each
true. Ihcn d) dctcnnuung that an enlity or oblccl asso-
c&died w&th Ihc proximity beacon scrvicc is w&tlun
proximity to thc mobile device, by ut&1&zulg the ulen-
tifier related mforn&ation and the unique identitier

10. 'I'he method of claim 9.
wherein a first one of the plumslity of proximity beacon

transmissions received at a first time includes a tirst
unique Idcnnllcr, Bnd whclcul a second Onc of Ihc

plurality ol prox&m&ty beacon Irmlsmissions rccc&v cd at
second ume u&cludcs a second u&uque Blent&lier the

second unique ident&fier being different fnlm the hrst
unique identifier; and

20

so

associatulg both Ihc lira& u&uque &dcnulicr and thc almond
unique identifier with a particular entity or object in
proximity to the mobile device

ll. I'he method of claim 9 wherein the MA('ddress is
selected from a group consistin of (a) a randomly enerated
48 bit number matching a format of a MAC address and (b)
a Bluctooth BD ADDR.

12. The method of claun 9
wherein a first one of the plurality of pmximity beacon

&0 trans&nissions is received at a first tin&e and includes a
first unique identifier and first MA('ddress. and the
Proximity Beacon Service Identifier (PBSI): and

wherein a second one of the plurality of pmxunity beacon
transmiss&ons rime&vcd al a second l&mc includes a
second un&quc Blenuiicr ddli:rent from the lirst u&uquc
identifier and a second MAC address d&fferent from the
first MA('ddress, and the Pmximity 13eacon Service
Identifier; and

associating both the first unique identifier and the second
unique ide&uifier with the same entity or object in
prox&nuty Io the mob&lc device

13. The method of claun 9, I'urthcr compos&ng
preventing the sending of the unique ident&fier, using the

first radio, to the one or nlore servers, based upon
previous detections of the respective unique identifier
associated with the proximity beacon transmission.

14. The mobile wireless device of claim 1, v herein the
hlsnuctlons fur&bc& con&prise.

sending thc unique idmltilier. usulg thc lirst ra&ho, to at
least one server of the one or more servers, and

receiving further intilnnation relatulg to an object or
entity associated &vith being within proxim&ty to the
mobile device.

15. The mobile wireless device of claim 1. wherein the
ls iuslniclions further comprise.

prcvcnthlg thc scndulg of Ihc unique aleut&ficn ilsulg Ihc
first radio, to thc onc or more servers, based upon
previous detections of the respective unique identifier
associated w ith the pmximity beacon transmission

do lb. The mobile wireless device of claim 1, v herein the
instructions fi&rther comprise;

controlling I'urthcr commu&ucat&ons bctwccu thc mobile
ih:vlcc Bnd ill icosi Onc ib:1 &cc or scrvix BssoclBIcd with
m& ennty or objcci &n proximity Io Ihc mob&lc dcv&ce.

17 'I'he method of Claim 9. further comprising
receiving, using the hrst radio, access code information by

the mobile device from at least one of the servers; and
utilizing the access code infonnat&on to ain access to the

m&tity or oblcct dctennined Io bc ul proxunity Io Ihe
o mob&le dev&cc.

18. The method of claim 9. where&n rccc&v&ng the iden-
tifier related information, usin the first rad&0, is performed
in response to sending at least the unique identifier to at least
one of the one or un&re servers using the first radio.

11 19. The method of cLaim 9, add&tionally comprising:
sending thc unique idmltilier. usulg thc lirst ra&ho, to at

least onc selvcl of Ihc Onc or nlorc scrvcrs, Bnd
receiving further inlbnnation rclauug Io m& oblcct or

entity associated &vith being within proxim&ty to the
mobile device.

20. The method of cLsim 19, wherein the further infor-
mat&on relates to one or nlore of the follow ing:

B lovdlty'n&gtdnl;
a pavmenl service or

Ss a coupon rclatul Io Bn entity &n prox&nnty Io Ihc mob&le
device: or

advertising content
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21. The method of claun 19, whcrcui the ftuthcr infor-

mation relates to a service for pmviding a inemi for use by
a user of the mobile device for use in purchasing items. and
further comprising

allowing for the user take delivery at or near the location
of a fixed proximity beacon device.

22. The method of claun 19, whereui lhe further infor-
mation relates lo u nearby user ol mi application on another
device. in comnion with an application on the mobile device.

23. 1'he method of claim 22, wherein the application Is a In

nniltiuser gmne.
24. The niethod of claim 9. additionally comprisiiig
contmlling further conuminications between the mobile

ih:vice Iiild al hxlsl otic dcvicc 01 soivix rissocialcd with
an mitity or object ui proxinuiy io Ihc mobile device.

25. 'l'he method of claim 9, wherein the step of determin-
ing that an entity or object is ivithin proximity further
comprises

comparing the identifier related information with the
unique identilier or information derived from the Io
unique ideuulier.

26. Thc method of claim 9, additionally compusuig
sendiim the unique identifier, using the first radio, to at

least one server of the one or more servers. and v herein
the nne or more servers perform the following. steps

associatin an object or entity as being within proximity
to the mobile device;

storing a user's purchasing practices or rcqucsls lbom thc
one or morc scrvcrs, related to Ihe associated oblec! or
entity infnnnation as stored proximity user behavior: io

retrieving a stored user email address assnciated with an
account associated with the mobile device; and
sending an email. addressed to the user email address

containing customized content based upon rhe stored
proximity user behavior. is

27. The mobile wirelcss device of clmm 1, wherein the
one or morc processors further execute Ihe uwtniclions lo
perform the operations fiir determining that an entity or
object is within proximity hy further

comparin the identifier related information with the do

unique identifier or information derived from the
umque ideutilicr.

2g. Thc mobile wirclcss device of claim 1, whercui thc
receiving nf the identitier related information, using the first
nsdin, is performed in response tn the one or more processors
executmg instnictions for

sciidiiig III least thc uiiiqiie Idi Iiiilii r to at h est one of lite
one or more servers using, the first radio

29. llic method ol'laim 9, w hcrcin thc proxinuty beacon
transmissions are rcuctvcxt, at the mobile device, wiihoul
requiring the mnbile device to first perform a step of
transniitting to the one or niore beacon transmitter devices
from ivhich the plurality of proximity beacon tmnsmissions
are received.

30. The mobile ivireless device of claim 1 wherein

the identifier related information comprises a list of
contact infomiation, and the one or more processors
fllrtllcr cxcculc lllc Iilslruclioiis Io pciloriil opcldltotls
uicluding.

further detcrmunng Ihdi dl least onc beacon trtuwmiuer
device assnciated ivith the proximity beacon service is
further matched ivith an entity included within the list
of contact information based upon coniparing a contact
identifier information ivith at least a portion of the
unique identifier. and

the mobile ivireless device„upon determining there is a
IIIIIICh, allowiilg furllicl Coiililiiiilu alioilS Willi lllC

deliuied beacon Irmismillcr dcvicc associated with thc
entity included ivithin the list of contact information,
wherein the fiuther coniniunications utihze the first
radio

31 'l'he inobile ivireless device ofclaini 3 wherein the one
or more processors further execute the instructions to per-
form operations including:

receiving, via a second radio. the plurality of proximity
beacon Irmwmissions further uicludcs reccivuig a lirsl
liiliqllC IdCIililicr dl II lirSI liiilc lllal ls ililfbrcill f10111 a
second unique nlenulicr rccmvcd at a siwoud time: and

associating Ihc first;md second uruquc Idcntilicr with a
smgle beacon tnsnsmitter device

s r r r
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