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Abstract: This revision specifies technical corrections and clarifications to IEEE Std 802.11 for
wireless local area networks (WLANS) as well as enhancements to the existing medium access
control (MAC) and physical layer (PHY) functions. It also incorporates Amendments 1 through 8
including a corrigendum.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a
specific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the
viewpoint expressed at the time a standard is approved and issued is subject to change brought about through
developments in the state of the art and comments received from users of the standard. Every IEEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a document is more than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely
upon the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this
reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an
instant response to interpretation requests except in those cases where the matter has previously received formal
consideration. At lectures, symposia, seminars, or educational courses, an individual presenting information on
IEEE standards shall make it clear that his or her views should be considered the personal views of that individual
rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should
be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.11-2007, IEEE Standard for Information Technology—
Telecommunications and information exchange between systems—Local and metropolitan area network—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANS) with all the amendments that have been published to date. The original standard was published in
1999 and reaffirmed in 2003. The following documents have been rolled into this revision and are, therefore,
now retired along with the original, reaffirmed edition of IEEE Std 802.11:

— IEEE Std 802.11a™-1999 (Amendment 1)
—IEEE Std 802.116™-1999 (Amendment 2)
— IEEE Std 802.11b-1999/Corrigendum 1-2001
— IEEE Std 802.11d™-2001 (Amendment 3)
— IEEE Std 802.11g™-2003 (Amendment 4)
— IEEE Std 802.11h™-2003 (Amendment 5)
— IEEE Std 802.11i™-2004 (Amendment 6)
— IEEE Std 802.11j™-2004 (Amendment 7)
— IEEE Std 802.11e™-2005 (Amendment 8)

In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. Such
enhancements include improved data link security, codified vendor-specific extensions to the protocol, and
incorporated interpretation requests.

Notice to users
Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents for which a license may be required by an IEEE standard or for conducting inquiries into the legal
validity or scope of those patents that are brought to its attention. A patent holder has filed a statement of
assurance that it will grant licenses under these rights without compensation or under reasonable rates and
nondiscriminatory, reasonable terms and conditions to all applications desiring to obtain such licenses. The
IEEE makes no representation as to the reasonableness of rates and/or terms and conditions of the license
agreements offered by patent holders. Further information may be obtained from the IEEE Standard
Department.

v Copyright © 2007 IEEE. All rights reserved.
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0006



Participants

At the time the draft of this revision was sent to sponsor ballot, the IEEE 802.11 Working Group had the
following officers:

Stuart J. Kerry, Chair

Al Petrick, Vice-Chair and Treasurer
Harry R. Worstell, Vice-Chair
Tim Godfrey, Secretary
Nanci Vogtli, Publicity Standing Committee
Teik-Kheong Tan, Chair, Wireless Next Generation Standing Committee
Terry L. Cole and Simon Barber, Technical Editors

Richard H. Paine, Chair, Task Group k
Bruce P. Kraemer, Chair, Task Group n
Sheung Li, Vice-Chair, Task Group n
Lee Armstrong, Chair, Task Group p
Clint Chaplin, Chair, Task Group r
Donald E. Eastlake II1, Chair, Task Group s
Charles R. Wright, Chair, Task Group t
Stephen McCann, Chair, Task Group u
Pat R. Calhoun, Chair, Task Group v
Jesse Walker, Chair, Task Group w
Peter Ecclesine, Chair, Contention-Based Protocol Study Group

When the IEEE 802.11 Working Group approved this revision, Task Group m had the following
membership:

Robert O’Hara, Chair

Terry L. Cole, Editor

Bernard D. Aboba
Osama S. Aboul-Magd
Santosh P. Abraham

Ramanathan Balachander
Simon Barber
Richard N. Barnwell

Jeng-Hong Chen
Shiuh Chen
Ye Chen

Tomoko Adachi John R. Barr Yi-Ming Chen
Jonathan R. Agre Kevin M. Barry Alexander L. Cheng
Jon Adams Charles R. Bartel Hong Cheng

Carlos H. Aldana Burak H. Baysal Greg L. Chesson
Thomas Alexander John L. Benko Aik Chindapol
Areg Alimian Mathilde Benveniste Sunghyun ChOi.
Keith Amann Don Berry WOn-J oon Choi
Veera Anantha Nehru Bhandaru Liwen Chu

Merwyn B. Andrade
Carl F. Andren
Scott Andrews

Yogesh B. Bhatt
Bjorn A. Bjerke
Simon Black

Dong-Ming Chuang
Ken Clements

John T. Coffey

W. Steven Conner

David C. Andrus Scott Blue
Hidenori Aoki Jan Boer Charles I. Cook
. . . Kenneth Cook
Tsuguhide Aoki Herve Bonneville
2 . o . Steven Crowley
Michimasa Aramaki William M. Brasier Marc de Courville
Takashi Aramaki Alistair G. Buttar

Sirikiat Lek Ariyavisitakul
Lee R. Armstrong

Pat R. Calhoun
Nancy Cam-Winget

Rolf J. De Vegt
Sabine Demel
Yoshiharu Doi

Larry Arnett Necati Canpolat Brett L. Douglas
Yusuke Asai Bill Carney Baris B. Dundar
Arthur W. Astrin Pat Carson Chris Durand
Malik Audeh Broady B. Cash Roger P. Durand
Geert A. Awater RongFeng Chang Sebastien Dure
David Bagby Clint F. Chaplin Yaron Dycian
Michael Bahr Amalavoyal Chari Donald E. Eastlake
Dennis J. Baker James Chen Peter Ecclesine
Copyright © 2007 IEEE. All rights reserved. v

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0007



Richard Eckard
Jonathan P. Edney
Bruce Edwards
John Egan

Stephen P. Emeott
Marc Emmelmann
Darwin Engwer
Joseph Epstein
Patrik Eriksson
Mustafa Eroz
Andrew X. Estrada
Christoph Euscher
Stefano M. Faccin
John C. Fakatselis
Lars P. Falk

Steve W. Fantaske
Michael Faulkner
Paul H. Feinberg
Alex Feldman
Matthew J. Fischer
Wayne K. Fisher
Michael D. Foegelle
Brian Ford

Guido Frederiks
Benoit Fremont
Takashi Fukagawa
Hiroshi Furukawa
James Gardner
Monisha Ghosh
James P. K. Gilb
Jeffrey M. Gilbert
Tim Godfrey
Sandesh Goel
Wataru Gohda
Sudheer Grandhi
Gordon P. Gray
Paul K. Gray
Larry Green
Daqing Gu
Srikanth Gumamdi
David Gurevich
Fred Haisch
Robert J. Hall

Neil N. Hamady
Seishi Hanaoka
Christopher J. Hansen
James J. Harford
Daniel N. Harkins
Brian D. Hart
Chris Hartman
Thomas Haslestad
Amer A. Hassan
Vann (William) Hasty
James P. Hauser
Yutaka Hayakawa
Shigenori Hayase
Kevin V. Hayes
Haixiang He
David J. Hedberg
Robert F. Heile
Gregory Scott Henderson
Eleanor Hepworth
Frans M. Hermodsson

vi

Karl F. Heubaum
Odagiri Hideaki
Guido R. Hiertz
Garth D. Hillman
Christopher S. Hinsz
Michael M. Hoghooghi
Allen Hollister
Hooman Honary
William D. Horne
Henry Horng
Yungping A. Hsu
David Hunter
Muhammad Z. Ikram
Daichi Imamura
Yasuhiko Inoue
Kazuhito Ishida
Takashi Ishidoshiro
Takumi Ito
Lakshmi Iyer

Eric A. Jacobsen
Marc Jalfon
KyungHun Jang
Yuh-Ren Jauh
Ho-In J. Jeon
Taehyun Jeon
Jorjeta G. Jetcheva
Lusheng Ji
Yung-Yih Jian

Jari E. Jokela

VK Jones

Bobby Jose
Avinash Joshi
Tyan-Shu Jou

Carl W. Kain
Naveen K. Kakani
Srinivas Kandala
Shantanu Kangude
Jeyhan Karaoguz
Kevin J. Karcz
Pankaj R. Karnik
Assaf Y. Kasher
Masato Kato
Douglas Kavner
Patrick Kelly

Stuart J. Kerry
John W. Ketchum
Ryoji Kido
Tomohiro Kikuma
JinKyeong (Joseph) Kim
Joonsuk Kim
Yongsuk Kim
Youngsoo Kim

Ziv Kimhi

Shigeo Kishimoto
Guenter Kleindl
Jarkko Kneckt
Kiyotaka Kobayashi
Mark M. Kobayashi
Keiichiro Koga
Andrei Kojukhov
Thomas Kolze
George Kondylis
Rahul Kopikar

John M. Kowalski
Bruce P. Kraemer
Jan P. Kruys
Thomas Kuehnel
Rajneesh Kumar
Takushi Kunihiro
Ted Kuo

Thomas M. Kurihara
Denis Kuwahara
Bo Kvarnstrom
Joe Kwak

Edwin Kwon

Paul Lambert
David S. Landeta
Jeremy A. Landt
Joseph P. Lauer
David J. Leach
Dongjun Lee

Insun Lee

Myung J. Lee
Sung-Won Lee
Tae-Jin Lee
Martin Lefkowitz
Uriel Lemberger
Joseph Levy

Scott Leyonhjelm
Jia-Ru Li

Pen Li

Sheung Li

Yuan Li

Haixiang Liang

Jie Liang

Wei Lih Lim
Huashih A. Lin
Albert Liu
Changwen Liu
Der-Zheng Liu

Ed W. Liu

Hang Liu

I-Ru Liu

Jason Liu

Xiaoyu Liu

Yong Liu

Peter Loc

Peter M. Lojko
Hui-Ling Lou

Phil MacKenzie
Doug K. Makishima
Majid M. Malek
Jouni K. Malinen
Mahalingam Mani
Kevin Mankin
William Marshall
Art Martin
Tomoyuki Matsumoto
Yoichi Matsumoto
Ryoko Matsuo
Sudheer Matta
Thomas A. Maufer
Stephen McCann
Kelly P. McClellan
William J. McFarland
Timothy McGovern
Darren P. McNamara

Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0008



Justin P. McNew
Irina Medvedev
Pratik Mehta

Mark G. Merrill
Klaus Meyer
Arnaud Meylan
Morgan H. Miki
Robert R. Miller
Seungwook Min
Cimarron Mittelsteadt
Fanny Mlinarsky
Andreas F. Molisch
Michael Montemurro
Rondal J. Moore
Rajendra T. Moorti
Mike Moreton
Yuichi Morioka
Steven A. Morley
Patrick Mourot
Markus D. Muck
Syed Aon Mujtaba
Peter A. Murphy
Peter Murray
Andrew Myles
Yukimasa Nagai
Tetsuya Nakamura
Seigo Nakao
Hiroyuki Nakase
Bhaskar Nallapureddy
Seung Hoon Nam
Sanjiv Nanda
Partha Narasimhan
Slobodan Nedic
Paul D. Newton
Chiu Ngo

Qiang Ni

Gunnar Nitsche
Huaning Niu
Erwin Noble
Richard H. Noens
Ivan F. Oakes
Knut T. Odman
Masakatsu Ogawa
Hiroshi Oguma
Eric J. Ojard
Chandra S. Olson
Timothy S. Olson
Jon O’Nan

Job Oostveen
Satoshi Oyama
Sebnem Z. Ozer
Richard H. Paine
Michael J. Paljug
Stephen Palm
Ashish Pandharipande
Paul W. Panish
Thomas Pare

Jong Ae Park
Steve Parker
Kourosh Parsa
Yaron Peleg

Eldad Perahia
James E. Petranovich

Copyright © 2007 IEEE. All rights reserved.

Al Petrick

Fahd Pirzada

Joe Pitarresi

Subbu Ponnuswamy
Neeraj Poojary
Stephen P. Pope
James D. Portaro
Henry Ptasinski
Aleksandar Purkovic
Emily H. Qi

Luke Qian

Jim E. Raab

Ali Raissinia

Ajay Rajkumar
Taori Rakesh
Sridhar Ramesh
Noman Rangwala
Gregg Rasor
Stephen G. Rayment
Ivan Reede

Stanley A. Reible
Joe A. Repice
Edward Reuss
Maximilian Riegel
Eilon Riess

Carlos A. Rios
Randy Roebuck
Justinian Rosca

Jon W. Rosdahl
Michael Rude
Marian X. Rudolf
Bahareh Sadeghi
Emek Sadot

Yousuf Saifullah
Kazuyuki Sakoda
Atul Salhotra
Hemanth Sampath
Anil Sanwalka
Octavian V. Sarca
Toshiyuki Sashihara
Ambatipudi R. Sastry
Monica Saxena
Vincenzo Scarpa
Richard N. Schnacke
Steven D. Schnier
Erik Schylander
Michael Seals

Joe Sensendorf
Vikram Seth

Ariel Sharon
Stephen J. Shellhammer
Tan Sherlock
Matthew J. Sherman
Ming Sheu

Shusaku Shimada
Takashi Shono
William M. Shvodian
D. J. Shyy

Thomas M. Siep
Floyd Simpson
Massimiliano Siti
Roger R. Skidmore
Matt Smith

Kapil Sood

Amjad Soomro
Robert T. Soranno
Ranga Srinivasan
Robert Stacey

R.J. Stancavage
Dorothy Stanley
Martin J. Staszak
William K. Steck
Adrian P. Stephens
Fabrice Stevens
Carl R. Stevenson
Victor J. Stolpman
Guenael T. Strutt
Tsutomu Sugawara
Sumei Sun
Shravan K. Surineni
Hirokazu Tagiri
Eiji Takagi
Masahiro Takagi
Seiichiro Takahashi
Mineo Takai
Daisuke Takeda
Sonal Tambe
Pek-Yew Tan
Teik-Kheong Tan
Hideki Tanaka
Yasuhiro Tanaka
Jeffrey Tao
Clifford Tavares
Stephan Ten Brink
Jerry Thrasher

Eric T. Tokubo
Alexander Tolpin
James D. Tomcik
Timothy P. Towell
Jason Trachewsky
Solomon B. Trainin
Jean Tsao

Rodger Tseng
Chih C. Tsien

Tom Tsoulogiannis
David Tung
Sandra L. Turner
Mike E. Tzamaloukas
Yusuke Uchida
Stefano Valle
Niels Van Erven
Richard van Leeuwen
Richard D. J. Van Nee
Bart Van Poucke
Nico J. van Waes
Allert van Zelst
Fabian Varas
Dmitri Varsanofiev
Dalton T. Victor
Bert Visscher
George A. Vlantis
Nanci Vogtli

Tim Wakeley

Jesse R. Walker
Brad N. Wallace
Vivek Wandile
Huaiyuan Wang

vii

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0009



Christopher G. Ware
Craig D. Warren
Fujio Watanabe
Mati A. Wax

Mark Webster
Bryan Wells

Jim Wendt

Menzo M. Wentink
Filip Weytjens
Stephen R. Whitesell
Richard Williams
James M. Wilson
Jack H. Winters
Jeftrey J. Wojtiuk
Jin Kue Wong

Timothy G. Wong
Marcus Wong
James Woodyatt
Harry R. Worstell
Charles R. Wright
Gang Wu

Ariton Xhafa

Bo Xia

Akiyoshi Yagi
Katsuhiko Yamada
Takeshi Yamamoto
Tomoya Yamaura
Lily Yang

Raziq Yaqub

Huanchun Ye
James Yee
Chi-Hsiang Yeh
Chris Young
Heejung Yu

Hon M. Yung
Erol K. Yurtkuran
Artur Zaks

Eldad Zeira
Jinyun Zhang
Chunhui Zhu
Jeffrey C. Zhu
Juan-Carlos Zuniga
Johnny Zweig
James Zyren

The following members of the individual balloting committee voted on this revision. Balloters may have
voted for approval, disapproval, or abstention.

Ahmed Abdelhalim
Osama S. Aboulmagd
Tomoko Adachi

Toru Aihara

Keith Amann

Butch Anton

Charles L. Barest
John R. Barr

Hugh Barrass

Roger Berg

Parag D. Bhatt
Gennaro Boggia
Matthew K. Burnburg
Alistair G. Buttar
William A. Byrd
James T. Carlo

Jay Catelli

Clint F. Chaplin
Yi-Ming Chen
Yung-Mu Chen

Mr Aik Chindapol
Keith Chow

Tommy P. Cooper
Javier Del-Prado-Pavon
Kalyan R. Dharanipragada
Thomas J. Dineen
Surinder K. Dureja
Sourav K. Dutta
Peter Ecclesine
Darwin A. Engwer
John W. Fendrich
Michael A. Fischer
Wayne K. Fisher
Andre F. Fournier
Devon L. Gayle
Michael D. Geipel
Fernando Genkuong
Theodore Georgantas
Ian C. Gifford

viii

James P. Gilb
Nikhil Goel

Sergiu R. Goma
Randall C. Groves
Robert M. Grow

C. G. Guy

Siamack Haghighi
David E. Halasz
Samudra E. Haque
Karl F. Heubaum
Shui H. Heung
Werner Hoelzl
Dennis Horwitz
Yasuhiko Inoue
Sergiu A. Iordanescu
Atsushi Ito

Peeya Iwagoshi

Raj Jain

David Johnston
Bobby Jose
Srinivas Kandala
Junghong Kao
Efthymios G. Karabetsos
Kevin J. Karcz
Stuart J. Kerry
Brian G. Kiernan
Yongbum Kim
Patrick W. Kinney
Gunter Kleindl
Thomas M. Kurihara
Jeremy A. Landt
Juan L. Lazaro
Solomon Lee

John Lemon

Daniel G. Levesque
Joseph S. Levy
Jan-Ray Liao
William Lumpkins

G. L. Luri

Kevin D. Marquess
George J. Miao
William J. Mitchell
Jose Morales

Mike Moreton
Ronald G. Murias
Andrew F. Myles

M. Narayanan
Michael S. Newman
Erwin R. Noble
Richard H. Noens
Satoshi Obara
Robert O’hara
Stephen R. Palm
Glenn W. Parsons
Paul W. Piggin
Subburajan Ponnuswamy
Vikram Punj
Maximilian Riegel
Philip T. Robinson
Stephen C. Schwarm
Perry L. Schwartz
William M. Shvodian
Floyd D. Simpson
Jung Je Son

Amjad A. Soomro
Manikantan Srinivasan
Dorothy V. Stanley
Thomas E. Starai
Adrian P. Stephens
Mark A. Sturza
Masahiro Takagi
Sandra L. Turner
Mark-Rene Uchida
Harry R. Worstell
Forrest D. Wright
Oren Yuen

Janusz Zalewski

Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0010



When the IEEE-SA Standards Board approved this revision on 8§ March 2007, it had the following

membership:

Richard DeBlasio
Julian Forster*

Alex Gelman
William R. Goldbach
Arnold M. Greenspan
Joanna N. Guenin
Kenneth S. Hanus
William B. Hopf

*Member Emeritus

Also included are the following nonvoting IEEE-SA Standards Board liaisons:

Steve M. Mills, Chair
Robert M. Grow, Vice Chair
Don Wright, Past Chair
Judith Gorman, Secretary

Richard H. Hulett
Hermann Koch
Joseph L. Koepfinger*
John Kulick

David J. Law

Glenn Parsons

Ronald C. Petersen
Tom A. Prevost

Satish K. Aggarwal, NRC Representative
Alan H. Cookson, NIST Representative

Narayanan Ramachandran
Greg Ratta

Robby Robson
Anne-Marie Sahazizian
Virginia C. Sulzberger*
Malcolm V. Thaden
Richard L. Townsend
Howard L. Wolfman

Virginia C. Sulzberger, Member/TAB Representative

Michelle D. Turner

IEEE Standards Program Manager, Document Development

Michael D. Kipness

IEEE Standards Program Manager, Technical Program Development

Copyright © 2007 IEEE. All rights reserved.

X

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0011



Contents

Lo OVRIVIBW .utiiiieteett ettt ettt h ettt bttt ea e st e st eh bt e bt e bt b e b et e e s b et emeebeebe e bt ebeebesbesbentenennene 1
O B o0 o1 OO OSSPSR 1

1.2 PUIPOSE ettt ettt ettt ettt et s e et e st b eeabe et e st e et e et e e bt e eab e e beeeabe et e ennbeenbeenteesnbeenneennees 1

2. NOTIMALIVE TEEEIEIICES ..c..evevitiitertirtitetet ettt ettt et ettt a et e bt bt b sbese e sae b e st et et ebesbeseenaentensens 3
3e DETIILIONS uiutiiieiieiietiitcee ettt ettt et a et eb bt e b e e bttt b e b ettt s e bt eb bt bbb et ae e 5
4. ADDbreviations and ACTONYINIS .......ccccvieierierieriertiestestestesstetesseessesseessesseessesseessesseesesssessesseessesseensesses 17
5. GENETAl AESCIIPLION ....vitieeeieeieieeiteiesiteie et et e et ettt este st essesseessesseessensaessesseensesseansesseensessesssensenssensenns 23
5.1  General description of the architeCture ............ccvvieiiriieiiirieeee e 23

5.1.1 How WLAN systems are different ...........occoveeeieiinieiieeieee e 23

5.1.1.1 Destination address does not equal destination location ....................... 23

5.1.1.2  Media impact on design and performance............cccceeeeeuereeeenieneennenne 23

5.1.1.3 The impact of handling mobile STAS.......c.ceoiiiiienieiineeeeees 23

5.1.1.4  Interaction with other IEEE 802® layers........c.ccecceverrerennenienieneeeene 24

5.1.1.5 Interaction with non-IEEE-802 protocols.........ccccooeevivieiiniencnceienen. 24

5.2 Components of the IEEE 802.11 architeCture..........cccveerierriierieeiiienieeieenieesreesieeeieesieeseveenne 24

5.2.1 The independent BSS (IBSS) as an ad hoc network...........ccoccvevveeveeniiieieiieieeneens 25

522 STA membership in a BSS is dynamicC...........cccevvveriiiieriiiieieiieiesieieeeeere e 25

523 Distribution system (DS) CONCEPLS ....ccuvrvreiirrieiieieiieieieetesieeeesie e sreene e enensens 25

5.2.3.1 Extended service set (ESS): The large coverage network ..................... 26

5232 RSN A e e 27

5.2.4 AATEA COMCEPES 1. uvveutieniieeiiieiieeiteeiee sttt et esttesbeesitesabeesseestbe e beesasesabeensseenseenbeesnseeseenns 27

525 Integration with Wired LANS ......ccooiiiiiiiiininineceteenese e 29

5.2.6 QO0S BSS: The QOS NEtWOTK........eoieiieieiieiee ettt 30

5.3 Logical Service INtEIACES. ... .c.evuieiereeeiieieeieteet ettt ettt sttt et sttt et eeseeneeseeenees 31

5.3.1 S S ettt ettt ettt ae bttt et e eae et et et e e entensentene st ereeneenen 31

532 DS S ettt ettt he et ettt et et et et eneeneeneeeeeaan 32

5.4 OVErvIeW Of the SEIVICES .....iiuiiitiiieitiiiee ettt sttt ettt e et eae et e seeenean 32

54.1 Distribution of messages within a DS........cccoooiiiiiiiiiieeeee e 33

54.1.1 DISTIDULION ...ttt 33

54.1.2 INEEGIALION ..ottt ettt sttt e et eenaeenes 34

54.13 QoS traffic scheduling ........cccvevieeiiiiieeceeeeee e 34

5.4.2 Services that support the diStribution SEIVICE .........ccveeververierierieiieienieererie e 34

54.2.1 IMODIIILY tYPES weevviviereeiieieeeieieeitest et ete st e ste e e e seeesbeesaesseeseesseesaensesnnes 34

5422 ASSOCIAON. c.euitiiiteieieietettete et ettt ettt ettt st 35

5423  ReEASSOCIATION ..cueititiriiitiierieteiieiteitei ettt ettt sbe s 35

5424 DiSASSOCIALION ....eviieiieie ettt sttt ettt se e sreennesnees 36

543 Access control and data confidentiality SEIVICES ........coevererenienierieneeenenencnienienne 36

54.3.1 AULhENTICAtION. ....eeieiieiieie et 36

5432 DeauthentiCation ..........coiuieieiiieieriieere et 37

5433 Data confidentiality.........ccoooeeveiiininieeeeeeee e 38

5434 Key management ...........ccoueeiieriiiiiiniinieecceecet e 38

54.3.5 Data origin autheNtiCIty .....c.cccveereerciierieeieeiiesreeieeree e ereeseeeveeeee e 38

54.3.6 Replay deteCtion .........cccveeeieiiieriieriie ettt 39

54.4 Spectrum mManagemMeENt SEIVICES ......ecverevierrerieerreenreereesreeseesseesseesseesseeesseesseesses 39

54.4.1 TPC ettt ae et 39

X Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0012



5442 DS e e 39

54.5 Traffic differentiation and QOS SUPPOTL......ceecveruieiererieieeieieee e 39
5.4.6 Support for higher layer timer Synchronization...............ceeevevveeveriereenieneeecienieenenns 40
5.5  Multiple 10gical address SPACES. ....ccvieiirieieriieieiieie st ete st ete st ebe e eseereesseereessesseesesseessessees 40
5.6  Differences between ESS and IBSS LANS .....ccooiiiiiiiiieiee e 41
5.7 Reference mMOdeL.......coccooiiiiiiiiieieee et 42
5.8 1EEE Std 802.11 and IEEE Std 802.1X-2004..........ccctririeieieieieieiieie e ee e 42
5.8.1 IEEE 802.11 usage of IEEE Std 802.1X-2004 ........ccoeceriecierieeieeeieeeeeie e 43
5.8.2 Infrastructure functional MOdel OVEIVIEW........ccveeieiieeieriieieiecieie et 43
5.8.2.1 AKM operations With AS .........cccoovieiiriiiierieceeeeeee e 43
5.8.2.2 Operations With PSK ........cccciiiiiiiiiieec e 46
5823 DiSASSOCIAION ...eeuvvieivieeeieeiieiieeieeiee e eteeeteeeteesteesbeebaesaseebeeseseeaseenns 46
5.83 IBSS functional model deSCription ..........ceccveierurriereeierie e 46
5.8.3.1 Y USAZE.c. ettt ettt 46
5.8.3.2 Sample IBSS 4-Way Handshakes.............ccccvvvieviinieiinieiecceiecee e 46
5.83.3 IBSS TIEEE 802.1X eXample.......ccccveriieriienieeiieniieeieeieenie e 48
5.84 Authenticator-to-AS Protocol .........ceoiiieiiiiie e 49
5.8.5 PMEKSA CACRING ...ttt ettt 49
6. MAC SErvICe AEfINILION ..cueiovieiiiiieieciieieeieeie ettt ettt ste et e e et et e s e seessesseessesseensessesssensenssensenns 51
6.1  OVEIrVIEW OF MAC SEIVICES....ecveitieieriieieniieiesteetesseetesseesesseessesseessesseessesseessenseessesseessessesnees 51
6.1.1 DALA SEIVICE. ..euvieiieeeiiiiieeiieeieesie et estte et e sttesbee st e ebeesteeesbeenseesnseenseeenseeseesssesseenns 51
6.1.1.1 Determination of UP ........cocooiiiiiiiiiie e 51
6.1.1.2  Interpretation of priority parameter in MAC service primitives............ 52

6.1.1.3 Interpretation of service class parameter in MAC service primitives
TN @ STA oottt et e e be e beeeabeesreesabeeereaeenas 52
6.1.2 SECUTILY SEIVICES wvvevvervirurerieereieeeesseeseeseetessesseessesseessesseessessaessesseessessesssesseessessessees 53
6.1.3 IMSDU OFAETING ....veveeeieiieiieeiieiieeteete st etesteeste e eseteessesseessesseessesseessessesssessenssensenns 53
6.1.4 IMSDU FOIMAL «..enieietieiteee ettt sttt ettt st 54
6.1.5 MAC data Service architeCtUIE ..........ceeviieieeriieiiesieecteesieeteesiee e eseeesbeesraesaaeenne 54
6.2 Detailed Service SPECIfICAtion ........c.ccouevuerierieieieiniinienertere ettt sttt 55
6.2.1 IMAC At SETVICES .. veeuveneieureeieiierteeieseetesteestesseesesteensesseensesseensesseesessesssesseesensenns 55
6.2.1.1 MA-UNITDATATEQUESL ..covvieniieiiieiiieriieeteesiieeteeieesireeieeseeesveesinesnee 55
6.2.1.2 MA-UNITDATA.INAICAtION ...t 56
6.2.1.3 MA-UNITDATA.CONTIIM ..o 57
7. FTAmME fOTMMALS ...ocuviiieieiiieitieeie ettt ettt et et e et e e steeete e teeeabeesbeesabaesseessseessaesssessseessaesssessseesssennseenes 59
7.1 MAC frame fOIMALS .......eevviiieieiieie ettt ettt e seestesseesbe st essesteensenseeneesseensenseenean 59
7.1.1 CONVEINLIONS ...evveeierieereiieeteeteestesteesesseessesseessesseessessaessesseessesssessesseessesssessesssessensenns 59
7.1.2 General frame fOrMAL.........c.ocveviiiieriiiieic ettt erens 60
7.1.3 Frame fIelds ....c.ooiiiiiiiiie e e 60
7.1.3.1 Frame Control field.........ccccveviiiiiiiiiiciece et 60
7.1.3.2 Duration/ID field.......c.ceoiieiiiiicieceeceeee et 64
7.1.3.3 AdAress fIeldS .....eovveriiieieeieeeee e e 65
7.1.3.4 Sequence Control field........coccvevvieciiiieiiieiee e 66
7.1.3.5 QOS Control fIeld........ccueevuiiiiieeieeei e 67
7.1.3.6  Frame Body field ........cccoooiriiiiiiiii e 70
T 137 FCSIRIA eiiiiiieceeeee e 70
7.1.4 Duration/ID field in data and management frames.............cccecvevevienienereenieneennns 71
7.2 Format of individual frame tyPes.......cceecuerieierieiieie ettt seeaesse s enees 71
7.2.1 CONIOL FTAMES ..eeuvveeiiieiiieiieie ettt e be et e st e e e e seaeeabeessseenseenes 71
7.2.1.1 RTS frame format .........cooeeeeiiiiinieee e 72
Copyright © 2007 IEEE. All rights reserved. X1

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0013



72.1.2 CTS frame fOrmMat......cccuvviiiiiiiiiieeeeeeeee et 73

7.2.1.3 ACK frame format..........coecveriieciirieiireeeeeee e 74

7.2.1.4  PS-Poll frame format ..........cocceeciereriieiieieieeeeeee e 74

7.2.1.5 CF-End frame format.........ccccoovverueiieniinieiieeeeiseeee e 74

7.2.1.6 CF-End+CF-Ack frame format...........ccccvevieviieieniinieneceesieeieie e 75

7.2.1.7 Block Ack Request (BlockAckReq) frame format............cccccveeveenennne 75

7.2.1.8 Block Ack (BlockAck) frame format ...........cccvveeiieeiieciieniieieeieeieene 76

7.2.2 DaAta frAMES ..co.vvieiieiiecieeceeee ettt et st e et st eeba et e e beeerbeeareenes 77
7.2.3 Management fTAMES..........ccveeierierieriereeiesieeie st eteseeresseeseesseeaesseeaessesssessesssensenns 79
7.2.3.1 Beacon frame format ............ccceeveieeniiiieniiiieieeieeeee e 80

7.2.3.2 IBSS ATIM frame format..........cccecueevuierieniieeiienieeieesreeee e 81

7233 Disassociation frame format ...........ccoecveeiercieriieniie e 81

7.2.3.4  Association Request frame format.............ccooevieiinieninieie e 82

7.2.3.5 Association Response frame format ............ccoccoveeeviiiniineniceeee, 82

7.2.3.6  Reassociation Request frame format ...........ccoeeverveceniecinenceeeiene 83

7.2.3.7  Reassociation Response frame format..............ccoevveiererereninieneeiennnnns 83

7.2.3.8 Probe Request frame format ............cceeeeviieieniiicienieiieieeeeeeeeeeeeeene 84

7.2.3.9  Probe Response frame format...........cocoeoeiieiininienieieieeeeeeieee 84

7.2.3.10  Authentication frame format...........c.cocceervieiviieriieeiierieee e 86

7.2.3.11  DeauthentiCation ..........ccueecuieiieeiiieciiecieeeieecee e eeeeereeseaeere e reeeaeeaeees 86

7.2.3.12  Action frame format............ecevieciiniiecienieienecee e 87

7.3 Management frame body COMPONENLS .......c.cceevuiruiicierierieiieiecteie et ere et ere e e aesseenseeeees 87
7.3.1 Fields that are not information elements...........ccoccvvereeeiieeiienieeiieeie e 87
7.3.1.1 Authentication Algorithm Number field............ccooeiiniiiiiii. 87

7.3.1.2  Authentication Transaction Sequence Number field...........c..ccccoecennene 87

7.3.1.3 Beacon Interval field...........ccvevieiiiiiiiiiieeie e 88

7.3.1.4 Capability Information field .........ccoccoovieiiiieiiieeeeee s 88

7.3.1.5 Current AP Address field.........ocooivierinieiieiecee s 91

7.3.1.6 Listen Interval field.........cooceeviieiiiiiiiiee et 91

7.3.1.7 Reason Code field........ccueerieiiieriieriieiecie e 92

7318 AID fIeld .eiiiiiieieeee e 93

7.3.1.9 Status Code field......ccevieriiieieeeeee s 93

7.3.1.10  Timestamp field .....ccooveieieieiiiee e 95

73111 ACHON fICld vt 95

7.3.1.12  Dialog Token field.......cccocueiviieiieriiieiieeiieeeceeee e 96

7.3.1.13 DLS Timeout Value field .........cceeeirriieiieieeiieeee e 96

7.3.1.14  Block Ack Parameter Set field...........ccceeviieiieiiiiniieieceeeeee e, 97

7.3.1.15  Block Ack Timeout Value field..........cccooevieeiiiriieiieiecieeeeee e 97

7.3.1.16 DELBA Parameter Set field .........ccccovirieiinieiiniee e 98

7.3.1.17  QOSINTO fIeld ..ocuviiiiieieeeiee e 98

7.3.2 INfOrmation ElEMENLS ........ccueeieriieieriieieie ettt ettt beeteeae e esaesreesseseeenseereens 99
7.3.2.1 SSID IEMENT ......vieiieeieeiiesee et ete et et sre et see e e seeenveesbeeesaeesee e 101

7322 Supported Rates element ...........cceeceeiereirieeneeeceee e 101

7323 FH Parameter Set element .........cccccveeviieeiriiienieeie e 102

7.3.24 DS Parameter Set element ...........cccoevevieeienenierieseee e 102

7.3.2.5 CF Parameter Set element............ccooceeveerieienenieniieieieeeeeeeeeee e 103

T.3.2.6  TIM oottt 103

7.3.2.7 IBSS Parameter Set element..........c.oocvveveeriieciienieeie e 104

7.3.2.8 Challenge Text element ..........cccoooeiieieriiienereee e 105

7.3.2.9  Country information element...........ccccecerverereneneneneerienenineneneneenes 105

7.3.2.10 Hopping Pattern Parameters information element..............c.ccoeeenneee. 107

7.3.2.11 Hopping Pattern Table information element ............ccccevvvecverrveeennnnne. 108

7.3.2.12  Request information element...........cccceeveviireeriereeieneeeeseeieere e 109

7.3.2.13  ERP Information element ..........c.cccueevueeriieiieeneenieecieesie e eeeeeeee e 109

xii Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0014



7.3.2.14  Extended Supported Rates element ............ccooeeeeiieiinineniceee 111

7.3.2.15 Power Constraint €lement.......c..coceecererierierieieinenenineneneeeeeeeee e 112

7.3.2.16  Power Capability element.............ccoveeieriinieniieiee e 112

7.3.2.17  TPC Request €lement..........cceevervieienieieniieiesieeieieeee e 113

7.3.2.18  TPC Report €lement........c..ccveveeriieniiieieeiiesreeie e eeieeree e eveeseee e 113

7.3.2.19  Supported Channels element ............ccceeevierireviienienieereesieeieesee s 114

7.3.2.20  Channel Switch Announcement element..............ccccvveeveecirereennneennen. 114

7.3.2.21 Measurement Request element ...........ccevvveeeriiecienincieneeieeeeeie e 115

7.3.2.22  Measurement Report element ............cccoecveierienienenceenesieieeeee e 118

7.3.2.23  QUIEt €lEMENT....c.eiiiiieiiieiiicie ettt ettt ere s 122

7.3.2.24  IBSS DFS element.......c.ccocoeiieiinieiiiieietee e 123

7.3.2.25 RSN information element ..........cecevereerinieneieeieieee e 123

7.3.2.26  Vendor Specific information element............ccooceevereerenireneeieee 128

7.3.2.27 Extended Capabilities information element..........c.ccccecerverenenenencnncn. 128

7.3.2.28 BSS Load €lement .........ccccoeveriinieieieininiinenieeeseeet e 129

7.3.2.29 EDCA Parameter Set element...........cccceceverienenienenieneniencneeeen 130

7.3.2.30  TSPEC €lement.....c..cocueiuirieniiiiiiinienieeieieeeesieeteeee e 132

7.3.2.31  TCLAS €lement ......ccoeeieiiiieiieieeieeeeeee e 136

7.3.2.32 TS Delay element.........ccccceevirinenienienieieinenceene et 138

7.3.2.33  TCLAS Processing element..........c..coeeveeeieireneneneneneneeneeeeenennens 138

7.3.2.34  Schedule element .........c.cceeeviriniinienienieiei e 139

7.3.2.35 QoS Capability €lement..........cccceevierieeiiieiieeieeieerie e 140

7.4  Action frame format details ..........ccoceeriiriiiiiiiii e 140
7.4.1 Spectrum management action details ..........ccooeeoieiiiiiniiie e, 140
74.1.1 Measurement Request frame format..........ccccceeeeinienicnenincccnnnnenne. 141

7.4.1.2  Measurement Report frame format...........ccccceevervenirinenencnennincnnne 141

7.4.1.3 TPC Request frame format ..........ccocceeeeeevercienircieiieieieeeeeeeee e 142

74.1.4 TPC Report frame format.........c.eecveevieecveeiienieeieenie e 142

7.4.1.5 Channel Switch Announcement frame format...........cccceeeeveeeveeneennnnns 143

7.4.2 QoS Action frame detailS..........ccveeieiiieiieeie e 143
7.4.2.1 ADDTS Request frame format ............ccoecveverieceneieeeeeeceee e 143

7.4.2.2  ADDTS Response frame format............cccoeveveerireienencieninieeeieeeee 144

7.4.2.3 DELTS frame format...........ccccveverenienieieininisiese e 145

7.4.2.4 Schedule frame format...........ccceveeieniiiiiniieeeeee e 146

743 DLS Action frame details .........c.cooirieiiiiiniiieenieece e 146
7.43.1 DLS Request frame format ...........ccoeeeierierenienene e 146

7.4.3.2  DLS Response frame format............ccoecveruvrieriiecienerciene e 147

7.4.3.3 DLS Teardown frame format............coccoevevienienenenenencnenenceeeeeene 148

7.4.4 Block Ack Action frame details...........cceoereririninenieieee e 149
7.4.4.1 ADDBA Request frame format ...........ccoeeeeeeiiercienciienieeie e, 149

7.4.4.2 ADDBA Response frame format..........cccceevcveereenieiciieniesieeieeseeeeneen 150

7.4.4.3 DELBA frame format..........cccoecveeviieiieeieeeicee e 150

7.4.5 Vendor-specific action details ..........ccoeveeieririieiieieieeeeeee e 151

7.5 FLAME USAZE ...eeveeiuiieniieiiiieiie ettt ettt ettt et e bt st e bt e sab e e st esabeeabeesabeeabeesabeenbeesatesabeesseenseens 151
B SECUIILY tuviieieiectieie ettt ettt et et e e et e bt et e ste et e teesbesbeesbeeseesse e st esseese e seeaees b e e st enbeessenseesbenbeeteenaeeneenaennen 155
8.1 FrameWOTK ....ouoiuiiiiiiii ettt sttt ettt b e eeeene 155
8.1.1 Security MEthOAS. ... .ooueeiiiieiieie et 155

8.1.2 RSNA equipment and RSNA capabiliti€s .........coccoeruerieieiriinieninenenieneeieeeeenens 155

8.1.3 RSNA eStabliShment.......c..coevueierieiiieinirns ettt 155

8.1.4 RSNA PeerKey SUPPOTt .....ooviiiieiiiiiie ettt 156

8.1.5 RSNA assumptions and CONSIIAINES .......eccueerveerieerieeniiesieereenieerieesee e eseeeseeeeneeas 157

8.2  Pre-RSNA security MethOds ......c.ooiuiiiiiiiiei et 157
Copyright © 2007 IEEE. All rights reserved. Xiil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0015



8.2.1 Wired equivalent privacy (WEP).......ooooiriiii e 158

8.2.1.1 WEP OVEIVIEW ...ttt 158

8.2.1.2  WEP MPDU fOormat.......ccccoueieerininininienienieneeteiececeieeiese e 158

8.2.1.3 WEP State....ccueiiiiiiiiiiieieetcetee e e 158

8.2.1.4  WEP ProCedures .......cceevvieieriieiiiieierie ettt enees 159

8.2.2 Pre-RSNA authentication ...........occooieviiiiiiiieieecee e 161
8.2.2.1 OVEIVIBW ....entieiteteeiieteente ettt et e e ste et e st et este et e teeseeteeneeneeeneeseeneenees 161

8.2.2.2 Open System authentication ...........cceeceeeererierenieieseeeree e e 161

8.2.2.3 Shared Key authentication ..............cceeveeverervenesiesieeiesieseeve e 162

8.3 RSNA data confidentiality ProtoCOLS ...........ccueriiiieriiiieriieieiiee et eese e 165
8.3.1 OVETVIBW ..ottt ettt sttt e bttt b et bt sae st e bt et e sb e et e bt enaenaeenee 165
8.3.2 Temporal Key Integrity Protocol (TKIP) ......cccccoeviiiiiiniiiinieeneeeee e 165
8.3.2.1 TKIP OVEIVIEW ...cuvitieniieiieiieeeeeeeiesieseeteeieeae st eeesseeneesteeneesseeneeseeeneas 165

8.3.2.2  TKIP MPDU fOrmatS.......cecerveieieieieiieiieiieeietesiesiesieseseeeeeeeeesesneeeens 168

8.3.23  TKIP MIC ...ttt 169

8.3.24 TKIP countermeasures proCedures ..........ooereervereeuenreeeenreeeensesnennes 171

8.3.2.5 TKIP mMiXing fUnCHiON.......cceecueeiiieiieeieeiie e e sereens 175

8.3.2.6  TKIP replay protection procedures............ccovereerereesenieneneeeneeneen 179

8.3.3 CTR with CBC-MAC Protocol (CCMP)......c.ccuiiiiiiieiiiiieesee e 179
8.3.3.1 COMP OVEIVIEW ...eeeiiniieiieiieeieie et eee sttt sttt nte st eee s eneesaeeneas 179

8.3.3.2  CCMP MPDU fOrmat .......ccceoeueuieieieiniinieniinieesieneeeieeee s 180

8.3.3.3 CCMP cryptographic encapsulation ............cceeeeverveeienieeeeenneneenenenns 181

8.3.34 CCMP decapSulation ........coceeeeveerieniienieeieeieesieeieesreeveesieeeseenseees 184

8.4  RSNA security association ManagemeNt ...........coeereereeierieerierieeeeneeeeeneeeeeseeeeeseeeneesnesneens 185
8.4.1 SECUTILY ASSOCTATIONS ....eeuviiieeieiieteete ettt e sttt e e et esae st e be e e neeeseeneeeneenees 185
8.4.1.1 Security association definitions ..........c.ccocevveircirierininienenereieeeceene 185

8.4.1.2 Security association life cycle.......coovvvvrieiiniieniniieeceee e 187

8.4.2 RSINA SELECTION. ... ettt ettt ettt st 189
8.4.3 RSNA policy selection in an ESS.......c.coooieiiiiiieiiecieeeee et 189
8.4.3.1 TSN policy selection in an ESS.........cccooceiiiiiiieniiniieeeceeeees 190

8.4.4 RSNA policy selection in an IBSS ..o 190
8.4.4.1 TSN policy selection in an IBSS ..o 191

8.4.5 RSN management of the IEEE 802.1X Controlled Port........c..ccceceninenirienenncnncne 191
8.4.6 RSNA authentication in an ESS ........cocoiiiiiiiiiiiiieeeeeeeeesee e 192
8.4.6.1 Preauthentication and RSNA key management............cccccvevvenrennnen. 192

8.4.6.2 Cached PMKSAs and RSNA key management ...........ccccceevveeveenneens 193

8.4.7 RSNA authentication in an IBSS...........occoiiiiiiii e 193
8.4.8 RSNA key management in an ESS ... 195
8.4.9 RSNA key management in an IBSS ...........ccccooeviiiiiiiiniieeeeeeeee e 195
8.4.10 RSNA security association termination.............cceeveeveruereerreseesresieessesseesseseessenns 196
8.5  Keys and Key diStriDULION .......ccceeoviiiieiieiieiieiieieete ettt sve e sreeseesseesaesseesnesansnens 196
8.5.1 Ky hETarChy ... .coueeiieeiiiieee e 196
8.5.1.1 PRE oottt ettt ettt reenenn 197

8.5.1.2  Pairwise key hierarchy..........cccccoeieiiiieiiniee e 198

8.5.1.3 Group key hierarchy ........occoeevieierienieieciceceeeee e 200

8.5.1.4  PeerKey key hierarchy ..........ccccoeieviiiieiinieieieceeeeeeeeeee e 201

8.5.2 EAPOL-KEY fTamMES......ueeeuiieiieiieeieeiie sttt eite st e eieesaaeseesenesnbeebaesnseensee s 202
8.5.2.1 EAPOL-Key frame notation ..........ccccveceeeererieneneeee e 210

853 4-Way Handshake.........cocooiiriiiiiieeeee e 211
8.5.3.1 4-Way Handshake MeSSage 1.......ccoeveieriieieniiiee e 211

8.5.3.2  4-Way Handshake MeSSage 2........ccceeieiirrieienieeieieeienieeienie e see e 213

8.5.3.3 4-Way Handshake MeSSage 3.......ccocvevieriieiieniieienie e 214

8.5.3.4  4-Way Handshake MeSSagE 4.......cccvevueeiinuieienieeieieeresieeeesve e 215

8.5.3.5 4-Way Handshake implementation considerations...........cc.cccccecuenneene. 216

Xiv Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0016



8.5.3.6 Sample 4-Way Handshake............cocooeieiiiiiniiiiieee e, 217

8.5.3.7  4-Way Handshake analysis..........ccccceeveviirienieneeiecieieseeeeee e 218

8.5.4 Group Key Handshake..........ccoocviiieiiiieiicieeccee e 220
8.54.1 Group Key Handshake Message 1........ccceeeveeieniieieniieieieeieie e, 220

8.5.4.2 Group Key Handshake Message 2........ccceeveveeieneniencniencncee e, 221

8.543 Group Key Handshake implementation considerations....................... 222

8.5.4.4 Sample Group Key Handshake...........cccccovieiiiiiiiniiieeee, 222

8.5.5 RSNA Supplicant key management state machine............cccoeveevererieneneeninnnnenn, 223
8.5.5.1 Supplicant state Machine States..........ccvevvreceererriereriereeieeeeeee e 223

8.5.5.2 Supplicant state machine variables ............ccevveveeviecienencienieeieieeeennn. 224

8553 Supplicant state machine procedures..........cceveereercieereeniesreeseennens 224

8.5.54 Supplicant PeerKey state machine states...........ccoceveeeeneereenenceenennee. 227

8.5.5.5 Supplicant PeerKey state machine variables ...........cccccoevevvnienenenee. 227

8.5.6 RSNA Authenticator key management state machine.........c..cocceevvenecenencncnnenne. 229
8.5.6.1 Authenticator state maching States............coceververieneneeierenienenenenene 229

8.5.6.2 Authenticator state machine variables ............cccooeveneienninincnceenes 233

8.5.6.3 Authenticator state machine procedures............ccecevveveereeciereereennenne 234

8.5.7 NONCE ZENETATION ...ttt ettt ettt ettt et st e et st esbeseeebeeeeeneeeseeeeene 234

8.5.8 PeerKey HandShake ..........ocuveieiiiiiieeeee e 235
8.5.8.1 SMEK HandshakKe ..........cccoeieiieieieieee e 236

8.5.8.2  PeerKey setup and handshake error conditions ...........ccecevvveveveennnnen. 241

8.5.8.3 STKSA TEKEYINEZ...uviiiieiiieiieeieeie ettt eve et e e eaee e 241

8.5.84 E1TOT REPOTTING ....veeivieiieeieeiieceet ettt 242

8.6  Mapping EAPOL keys to IEEE 802.11 K@YS ...ccueviiiiiiieiiiieeeeeeee e 244
8.6.1 Mapping PTK t0 TKIP KEYS ....cc.ccueriririniriiniinienicieieieicntceese et 244

8.6.2 Mapping GTK t0 TKIP KEYS ...c.coeriririiiiiiiiieicininencnicesesie et 244

8.6.3 Mapping PTK t0 CCMP KEYS.....ccouiriiriiiieieiieiieiieie ettt sieese e seaens 244

8.6.4 Mapping GTK t0 CCMP KEYS .....cccvieiiieiiieiieiiiereeeie ettt st eaeees 244

8.6.5 Mapping GTK t0 WEP-40 KEYS.....cceioiierieriieiieeieeie ettt ste et ee e 244

8.6.6 Mapping GTK t0 WEP-104 KEYS......ccceriiiieieieieee et 244

8.7 Per-frame PSeUAO-COUR........oiuiriiiieieeiieieet ettt st s e ssesneeseennens 245
8.7.1 WEP frame pseudo-Code .......c.coieiiiriiiiiieieciee e 245

8.7.2 RSNA frame pseudo-Code .......ccviierieiieriiiieieeiesrtee ettt eee 246
8.7.2.1 Per-MSDU TX pseudo-Code.......c.cecvieriieiiiniiieieeiiesieeieesee e eseee s 246

8.7.2.2 Per-MPDU TX pseudo-Code.......c.ccoveeriieiiiniiieieeiienieeieeeee e eseee s 247

8.7.2.3 Per-MPDU RX pseudo-code ........cccoeuieienieienieiere e 248

8.7.2.4  Per-MSDU RX pSeud0-COde .......cceevuirieiirieieiieiecieeieee e 249

9.  MAC sublayer functional deSCIIPLION..........ccveriirierierierieriieee ettt ste st sre e eseeneenees 251
9.1 MAQC AICRILECIUIE ...ttt ettt b ettt s b et e e e e et e e e e 251
9.1.1 DICE ettt ettt ettt a ekt b e bt e b et et et e nt et eneeneene e 251

0.1.2  PCF ettt ettt ettt ettt et a e ae et eaeeean 252

9.1.3 Hybrid coordination function (HCF) ........ccccoooiiiiiiiiee e 252
9.1.3.1 HCF contention-based channel access (EDCA) .......cccccevvecverveiennnne. 252

9.1.3.2  HCF controlled channel access (HCCA).......coovrvevenienieieieieene 254

9.14 Combined use of DCF, PCF, and HCF ..........cc.ocooviiiiiiiiieeeeee e 254

9.1.5 Fragmentation/defragmentation OVeIVIEW ...........cccceiueeiiiniieiienienenceene e 255

9.1.6 MAC datA SETVICE -...veeueentieiieeiieee ettt sttt ettt sttt e sae e b eete st eneesaeenes 255

0.2 DICF ittt ettt ettt b e bbb a st ettt Rt st et e s e s e ebe st e s enbenbententeneeseetenrens 256
9.2.1 CS MECRANISIN ...ttt ettt et ebe e 257

9.2.2 MAC-Level acknowledgments ...........cccvecvererieniieienieeieee et eeeene 257

9.2.3 B S ettt bbbt bbbttt et eae e eae 258
9.2.3.1 STES ettt ettt ettt ettt b ettt ettt re et ene e 258

Copyright © 2007 IEEE. All rights reserved. XV

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0017



0.2.3.2  PIES e 259

0.2.3.3  DIFS ettt 259

0.2.3.4  ATFS et 259

0.2.3.5  EIF S et 259

924 Random backoff time.........coueveieiiieieiieee e 260

9.2.5 DCF aCCESS PIOCEAUIE ......veeevieeiiieeieeiieiieeieenteeeieesteesbeeseeessaeessseeseesseessseenseesseens 261
9.2.5.1 BaSIC ACCESS .vveuvriieiitieiieiieie ettt ettt sttt ee s 261

9.2.5.2  Backoff procedure for DCF ........ccccoooiiiiiiiiiieee e 262

9.2.5.3 Recovery procedures and retransmit limits ..........ccocceevervecierreriennnnne. 263

9.2.5.4 Setting and resetting the NAV .....ccoiviiviiiiiiiiiceeeeeeee e 264

9.2.5.5 Control of the channel.............cocooiiiiiiiinie e 264

9.2.5.6  RTS/CTS usage with fragmentation ...........ccccceeeeeneroenenienenceneenn 266

9.2.5.7  CTS PrOCEAUIE ......covveuieiirviniiniirtitetcictetete ettt et 267

9.2.6 Individually addressed MPDU transfer procedure ..........c..cocevverenveieiencncnicncnnns 267

9.2.7 Broadcast and multicast MPDU transfer procedure ...........ccoceveeeiereecieneevennnnne 268

9.2.8 ACK PIOCEAUIE .....eeeviiieiesieeieeiteieeteteeite e eteeseeseesbesseesaesseessesseesesssessesseensenseenes 268

9.2.9 Duplicate detection and FECOVETY .....c.ccveeerieieerrieierriereereereeseseesaeseeessesreessesseenns 269
0.2.10  DCF timing relations .........cccoeeerierierieniieieiieeie ettt st ene 270

0.2.11  NAV diStITDULION ..ottt 271

9.2.12  Determination of PLME aCWmin characteriStics ..........cccevvrruererreerieeseeneeeeneenes 271

0.3 PCF ettt bbbttt ehe b e nae 271
9.3.1 CFP structure and tiMing ..........cceecvereeriereesienieeseeerieresteeeesseeseseeessesseessessesssessessns 272

9.3.2 PCF aCCESS PIOCEAUIE .......veeeieeiiieiieeiiesiie et eite et esite st esereeaeeseaeeaeenbeessseeseensnens 274
9.3.2.1 Fundamental QCCEeSS .........eeieruieiiniiierieie e 274

9.3.2.2  NAV operation during the CFP .........ccccoooiiiiiiiiiie e 274

933 PCF transfer proCedure .........c..ccueveiririninineieicieiete sttt 275
9.3.3.1 PCF transfers when the PC STA is transmitter or recipient ................ 275

9.3.3.2  Operation with overlapping point-coordinated BSSs..............cccuenue..e. 277

9.333 CFPMaxDuration Hmit .......ccceeerieniinieninienenceeeeceeeee e 277

9.3.34 CF USAZE TUICS...cueieeiieiieeieeiteste ettt ettt ettt sveeaee st e ebeesaee e 277

934 CF POLING LISt ...ttt sttt 278
9.3.4.1 Polling list ProCeSSING .......ccveveriierieriieienieeie sttt 278

9.3.42  Polling list update procedure ...........cceeveeeerererieririieneee e 278

0.4 FragmeEntation .........ccecevierieriieieetieteetietesteestesteessesteessesseesseeseessesseessesseessesseessesseessessesssassenns 279
0.5  DefTagmeENtatioN....c.cecvieiieeieeiieiie et estee e et e sbe et e stteesbeessaeesbeestaeenseenseessseenseessseanseenseenssens 279
0.6 MUILITALE SUPPOTL...ueieeieeiieiiieiteesteereeeteeteesteeteestbeesseessseesseesseesnseesssessseesseeanseesseesssessessseens 280
9.6.1 MOAUIALION CIASSES ... ueeeieiietiete ettt ettt ettt st e e e enes 281

9.7  MSDU tranSmiSSion TESIIICTIONS ....cc.eeueeteeuieiertietieiesterteettesteeneesee e seeeeeseeeseesseeeesseeneenaeens 282
9.8 Operation across regulatory dOMAINS. ..........eeveriieieriieieriieiereseesieseeeeeeeesesseeeesseesesseensens 282
9.8.1 Operation upon entering a regulatory domain ...........c.cceeveeveeiereeneeieneeeesieeenenns 283

9.8.2 SUpPOrt fOr FH PHY'S ..uviiiciieiicieeceee ettt sae st 283
9.8.2.1 Determination of hopping patterns ..........ccoceeeererieneneneeieneeceeee 283

LR T = (] SO SRS SUU SRS 286
9.9.1 HCF contention-based channel access (EDCA) .....cccoecvievieeciieniieieeieceeeieeeen 286
9.9.1.1 Reference implementation ............cceeveceerierienieerienesie e eeeenns 286

9.9.1.2  EDCA TXOPS....ociiiiiiitiitieieerteetee ettt sttt 287

9.9.1.3 Obtaining an EDCA TXOP .....c.ccceviiieriiiieieeeereeiere e 287

9.9.1.4  Multiple frame transmission in an EDCA TXOP..........cccocenininnnenn. 289

9.9.1.5  EDCA backoff procedure ...........c.cceoerieiiinieniniii e 290

9.9.1.6  Retransmit proCedures ...........cceoereererierieniere e 291

0.9.2  HECCA ..ottt ettt 292
9.9.2.1 HCCA PrOCEAUIE ..ottt ettt ettt ete s se e ennes 292

9.9.2.2  TXOP structure and tiMINgG...........cereerrerreeeereeeierieseeseeseeeeeseeeeneeens 295

9.9.2.3 HCCA transfer TUles ..........coeevirireriineieieee e 296

XVi Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0018



9.9.3 Admission Control at the HC..........ooiviiiiiiiiiiiiiieeeeeee e 298

9.9.3.1 Contention-based admission control procedures............ccoceevvrvenennnen. 298

9.9.3.2 Controlled-access admission cONtrol ...........cceeveeeierieeienirecieneeereseennn 300

9.10 Block Acknowledgment (BIOCK ACK)......cciivieriiiieriiiieiicierieeeeee et 302
0.10.1  TNrOAUCTION. ... .ottt ettt et aeeeee e 302
9.10.2  Setup and modification of the Block Ack parameters...........ccceeveevueereercreenreennnenn 303

9.10.3 Data and acknowledgment transfer.............ccoecevieierieieniiee e 303
9.10.4  Receive buffer OPeration..........cceeveveeieriieierie ettt eeee e ees 306
9.10.5 Teardown of the Block Ack mechanism..........c.cceeveriircieniecienieieieie e 306

9.11 No Acknowledgment (INO ACK) ....c.cccuerieiieiiiieieiteet ettt ettt sv et beeeaesbeeseessesreeaesneas 306
9.12  Frame eXChange SEQUENCES .........ceeeruirierieriietietieteeteeteeete et eteesteeseesbesbeenteeseeteeneeeeeneenaeeneas 306
9.13 Protection mechanism for non-ERP 1€CeIVETrS .......cccerieriiiiiiiiiiieieiceeee e 310
10, Layer MANAZEIMENL. ..c...eiitiirtietieriteeie et e ete et tesiteebtestteeabeesateeateesbaeeabeeabeesateesbeesbeeenbeesseesnteenseesaseenne 313
10.1 Overview of management MOAEL ...........cccovveiiiiieriieieieiec e 313
10.2  Generic MaNagemMENt PIIMITIVES .....ecverveeeerrerrerierereteesteseeeesseeseessesssessessaessesseessesseessesseenses 314
10.3 MLME SAP INEEITACE ..eeviiiiiieiieiieeiieeeeeie ettt et ee st steeteeste e sbeenaeeseaeensaesneesnseensnesnsens 314
10.3.1  POWET MANAZEIMENL.....cccuvietieireereerereereeneeeeteesteeeteeseesssessseesseessseesseesssesssesssnesnses 315
10.3.1.1 MLME-POWERMGT.T&UESL........ceereeernieienienieiieieneeeiesieie e 315

10.3.1.2  MLME-POWERMGT.CONfIrM........cceeirriirierieeieiieiieeieieieieieeeeees 316

TO.3.2  SCAN..cuiitiiiiiieieeete ettt ettt et ettt eteebe s e ebeebe b essesbessentestesaeneeneesesenns 317
10.3.2.1  MLME-SCAN.TEQUEST....c.utertrieiieriiieiieniiesieeite st esiee e eieesbeesaee e s 317

10.3.2.2  MLME-SCAN.CONTIIM...c.uiiiiieiiiiiieeiieiie et eiee e eieeseeeve e 318

10.3.3  SYNCRIONIZATION ..ecuviiiiieiiieeiiieieeete ettt sttt eeesaaesbeeseaeese e saeenseenseesene 320
10.3.3.1  MLME-JOIN.TEQUESL .....eovitiiiieieieiieieeeieteeieeteete st e e ene e eeens 320

10.3.3.2  MLME-JOIN.CONfIIM.....cccviitiiirieieiieieiieiiei e 321

10.3.4  AULHENTICALE .....eevveeiieieeieie ettt ettt et st eteeneesesneesseeneeseennens 322
10.3.4.1 MLME-AUTHENTICATE.LEQUESt.....cccoevvieieiieeieiieieie e 322

10.3.42 MLME-AUTHENTICATE.confirm........cccccerireneneieieecececee e 323

10.3.4.3 MLME-AUTHENTICATE.INAIiCAtiON ....couevueruiniiieieieieieceiceiese e 324

10.3.44 MLME-AUTHENTICATE.LESPONSE ....cvvoveeieiieieieieieieieeeeeeeeie s 325

10.3.5  DeEaUtNENTICALE .....ecueeieeeieieeiieie ettt ettt ettt e et e e e eseesesseesesseensessnens 326
10.3.5.1 MLME-DEAUTHENTICATE.request.......ccccerveirreieierieeeereeeeeeennen 326

10.3.5.2 MLME-DEAUTHENTICATE.confirm ..........ccccvvvieveenierereeieieneen 327

10.3.5.3 MLME-DEAUTHENTICATE.INdication ..........ccccovereiueneeceeecnenene 328

10.3.6  ASSOCIALE ...c.ueentiiiieitieiieit ettt ettt st s h ettt ettt ettt e et bt e et st e naeese e beenaens 329
10.3.6.1 MLME-ASSOCIATE.LEQUESt....c..eveeeuieeieeireireieieeiesiesieieeeeeeeie e e 329

10.3.6.2 MLME-ASSOCIATE.CONfIrM .....ccocoueirinininiinenienieieieiceeeeeeeeeae 330

10.3.6.3 MLME-ASSOCIATE.INAICAtION ......ocuveereiieieeiieiieiieieee e 331

10.3.6.4 MLME-ASSOCIATE.TESPONSE ...c..vveveieiieeiiieiienieenieeeieeieesveenieeneeens 332

10.3.7  REASSOCIALE....c.ueiueitieiietieiie ettt ettt sttt sttt et et ebe et e bt eneesbeebesbeentesnens 333
10.3.7.1 MLME-REASSOCIATE.TEQUESE ....c.ceeruiriiriiriirieieieieieicee e 333

10.3.7.2 MLME-REASSOCIATE.CONfIrM ......ccooiviiiiiiieieieieieiee e 334

10.3.7.3 MLME-REASSOCIATE.Iindication............cccceeevecveneeesienreienneeeeseeene 335

10.3.7.4 MLME-REASSOCIATE.TE€SPONSE .....eeeveeririeiieniiinieenirenieenieeseeeiens 336

10.3.8  DISASSOCIALE ...eeuveriiiiiiieiientieiienie ettt sttt ettt ettt ettt et sbe e et sbtesaesbeenbesinens 337
10.3.8.1 MLME-DISASSOCIATE.T@QUESL ...c.eeueeueeuireiriieieniesieieieieeeeeieeie e 337

10.3.8.2 MLME-DISASSOCIATE.CONFIIM .....cceeiiiiieiiiiiie e 338

10.3.8.3 MLME-DISASSOCIATE.iNdication............ccevereeevesieieieienereiesenns 339

J0.3.9  RESCL..iiiiiieee ettt sttt ettt et eae et s st 340
10.3.9.1 MLME-RESET.TEQUESL .....coviiriieiiiiiieiie ettt 340

10.3.9.2  MLME-RESET.CONTIIM ....cocviiiiiiiiieiieie e 341

TO.3.T0  STATE .ottt ettt ettt sttt sttt et e st st et e ebeeae b et e s e s enseneeneeneeneesees 342
Copyright © 2007 IEEE. All rights reserved. Xvil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0019



10.3.10.1 MLME-START.IEQUESE......coueiiiiiiiiiiieieeeieseee e 342

10.3.10.2 MLME-START.CONFIIM....c.coiririiniiniiieieieieieere st 344

10.3.11 Spectrum management protocol layer model ............ccevevvieriiriecinieneeieieeeeens 345
10.3.12 MeaSUrement TEQUESL ......eervertiertrerieentiesreeteesreeteesteesreesseessneesseesseessseesseesssesnses 350
10.3.12.1 MLME-MREQUEST.€QUESL ....c..coveeenieiieiiriiniinienie e 350
10.3.12.2 MLME-MREQUEST.CONfIrM......cceiiiieieiiieieiesie e 351
10.3.12.3 MLME-MREQUEST.iNAiCAtION. .....cc.erveieienieiieiieie e 352

10.3.13 Channel MeasUIrEMENL.........c.cccvierueeeirieriieereeteeiteerteesteeeseesseesereesseessneesseessseesseenses 353
10.3.13.1 MLME-MEASURE.TEQUESL ......ceeureiiririiriiniiniinieienieieeeeeeeieeiesie s 353
10.3.13.2 MLME-MEASURE.CONfIIM ..c..oouiiiiiiieieiiiecse e 354

10.3.14 MeEaSUIEMENLE TEPOTT ...uveerrererieieereieeteeniteeteeteesteesseesseesseesseessseesseesseesnseesssensesnses 355
10.3.14.1 MLME-MREPORT.IEQUESL....cuerveuveeenienieiirieeiesiesiesiesieeeeee e eie e 355
10.3.14.2 MLME-MREPORT.CONTIIML.....ccueiiiieieieiiieiieieeie e 356
10.3.14.3 MLME-MREPORT.INAICAtION .....ovevenieiieiieiieiieiieie e 357

10.3.15 Channel SWILCR......ccooviiiiiiiiiiici et e 358
10.3.15.1 MLME-CHANNELSWITCH.I€qUESt .....cc.coveruereieieieiieieieeienicnenane 358
10.3.15.2 MLME-CHANNELSWITCH.confirm........cccceeerueneneeieieeeencnene 359
10.3.15.3 MLME-CHANNELSWITCH.indication............cccerereereeneeieieeneenene 360
10.3.15.4 MLME-CHANNELSWITCH.IESPONSE. .....ccuervereeieeenienieeeiieeeeieeienens 361

103,16 TPC FEQUEST......eoiiiieiieiieieeieeieett ettt sttt ettt e st s ae s 362
10.3.16.1 MLME-TPCADAPT.TEQUESE .....ccverteeiieiieiriiniinienie e 362
10.3.16.2 MLME-TPCADAPT.CONfIrM....cceeiiiiiiiiiiiiniinicrienieeeececeese e 363

TO.3.17  SEUKEYS ..ttt ettt sttt ettt ettt et sa e st e et st et et ebe bt ebe b e be e ensenes 364
10.3.17.1 MLME-SETKEY S.T@QUESE .....ecueeeieieieeieiirieeteeieeieseeie e ieeeneeeeeieeneas 364
10.3.17.2 MLME-SETKEY S.CONTIIM....ccueitiiiiiiiriiiiierieieieeeeeee e 365

10.3.18  DEICLEKEYS ...cvevieinrenieieiieiieteit ettt sttt ettt ettt sttt et et ebe e be e 366
10.3.18.1 MLME-DELETEKEY S.re€qUeSt.....c.ccveveririeieeiieiieiee e 366
10.3.18.2 MLME-DELETEKEY S.cONfirm.......ccccotvininineieieieiecececeenene 367

10.3.19 MIC (Michael) failure €Vent..........cccceeeiierieeriiiiieriecie et eve e 368
10.3.19.1 MLME-MICHAELMICFAILURE.indication .........cccccceeeeeeeenenennnne 368

10.3.200 EAPOL ...ttt et et eat et be st et e s et ensenseneeneeseeneens 369
10.3.20.1 MLME-EAPOL.TEQUESL......cccutrriiiriiiiiiiniieeieerie ettt 369
10.3.20.2 MLME-EAPOL.CONfIIM.....ioiiiiiiieiieieiecieie e 370

10.3.21 MLME-PeerKeySTART ......cciieiiiieieeie et 371
10.3.21.1 MLME- PeerKeySTART.IEQUESE ....cccveevreriieiieeieeiee e esee e 371

10.3.22  SEtPTOTECTION .. .eeutieiieieiiieiteeiiete ettt sttt ettt ese e e et b eneesbeenae 372
10.3.22.1 MLME-SETPROTECTION.TEQUESL......ceeiruirrirririrrieieieieieieeeeeenas 372
10.3.22.2 MLME-SETPROTECTION.CONfirm ........ccccoecirirrreieieieieieieeeneae 373

10.3.23 MLME-PROTECTEDFRAMEDROPPED ........cccccviiriiiieieieiee e 374
10.3.23.1 MLME- PROTECTEDFRAMEDROPPED.indication....................... 374

10.3.24 TS management iNtEITACE ..........ccvevrieriieieriiieeieceete sttt sae e sae e esbeesnens 375
10.3.24.1 MLME-ADDTS.TEQUESL ....eecvietieeiiieiieeieeieesieeveesereeveeneeesveesseesenes 375
10.3.24.2 MLME-ADDTS.CONTIIM .....ootiiiiiieieieieiieeeeeee e 377
10.3.24.3 MLME-ADDTS.iNAIiCAtION.....cc.erveieieiieiieiieiieiieiese e eeeeeens 379
10.3.24.4 MLME-ADDTS.TESPONSE......eervieriierieeniieeieeniteseeeieeseeeieesireesieenaees 381
10.3.24.5 MLME-DELTS.T@QUEST .....eevvieiieiiiieiieniieeieerite et enieesreeieeseveenaeeneee s 383
10.3.24.6 MLME-DELTS.CONfIrM ......ccuiiiiiiiiieiniiiceeeeeeeeeeee e 384
10.3.24.7 MLME-DELTS.INdiCatION. .....ccciiiiieiiriiiiieiiesieeiieieeee e 385

10.3.25 Management of direct 1INKS ..........cooueiieiiiniiiiniiere e 386
10.3.25.1 MLME-DLS.TEQUESL ....c.eevietirtiiiieieieieieeieieeeeeie e seessesaesaeseeseeeneneeneas 386
10.3.25.2 MLME-DLS.CONTIIM......ccciriiiiiieieiieiecieie sttt 387
10.3.25.3 MLME-DLS.INAICAtION. ......cccuireieierieieeiieie et 388
10.3.25.4 MLME-DLSTeardown.request..........ccerueruerreseerrenreenreeeesesreeseseeennns 389
10.3.25.5 MLME-DLSTeardown.confirm...........ccccceeuererieiienienieneeeneee e 390

xviii Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0020



10.3.25.6 MLME-DLSTeardown.indiCation .............ccoevveeeieioeieeeeeiieeeeeeeenneeens. 391

10.3.26 Higher layer synchronization SUPPOTLt..........ccervveverierierienieieneeeeeneeeeeseeenesseennens 392
10.3.26.1 MLME-HL-SYNC.TEQUESL .....eoveveureiieiieiiniinienienienieneeeeeeteeeieeie e 392

10.3.26.2 MLME-HL-SYNC.CONfirm ....c..coeoieieiiiiiiinineieseeeececece e 393
10.3.26.3 MLME-HL-SYNC.INdiCation..........cccceceririirenienieieieeeiecee e 394

10.3.27  BIOCK ACK ..ttt ettt ettt 395
10.3.27.1 MLME-ADDBA .TEQUESL .....ecvevenieeieeieeieeieiirieeteeiesie e eeeeseeeeeeeeneeeens 395

10.3.27.2 MLME-ADDBA.CONIIM ....ccoeouiiiieieiieiieiieietieiee e 397
10.3.27.3 MLME-ADDBA . INAICAtION ....ceeieiieiieiiriiniiniinienieienieeeietee e 398
10.3.27.4 MLME-ADDBA.TESPONSE.....ceccverrieririeiieriienieenieeniresreeieesreenseenseens 399
10.3.27.5 MLME-DELBA .TEQUESL .....ccveeivieiriieiieiieeieerireereenieeeeveeieesveenaeesenes 400
10.3.27.6 MLME-DELBA.CONTIIM ..ottt 401
10.3.27.7 MLME-DELBA.INAICAtION.....c..cveieeieiieiieiiiiieiiieiesieie e 402

10.3.28 Schedule element MaANAZEMENL......c..cceeeruiririininirieeeieiteeeeetene e 403
10.3.28.1 MLME-SCHEDULE.TE€QUESL......cccctteriiriieniierieeiienieeiee e enieesiee e 403
10.3.28.2 MLME-SCHEDULE.CONfIIM....c.cccueiiiiiiniiniiniinienienieieieieceiceeeeiae 404
10.3.28.3 MLME-SCHEDULE.INAIiCatiON ......cceeeeuiriiriiriinieienieieieeeceeeiese e 405

10.3.29  Vendor-SpecifiC aCtION .......coiuiiiiiiiitieiieiieie ettt s 406
10.3.29.1 MLME-VSPECIFIC.IEQUESL......ccveeeueruireiriirierieieieieieieeee e sie s 406

10.3.29.2 MLME-VSPECIFIC.CONIIM ....ccccveiieieiieiiiiiiieieieieeeiee e 407
10.3.29.3 MLME-VSPECIFIC.INdication .........ccccoevererienierienieieieincseseseneene 408

10.4 PLME SAP INEEITACE.....ccueiiiriiieiieieiietieiri ettt sttt nes 409
10.4.1  PLME-RESET.TEQUEST.....ccctiiiieiieeieeiieeieeiteste ettt e eveesaeeseaeeaaesnnesnteessseenseenes 409
10.4.1.1  FUNCHON w.evtiiiieiieit ettt ebe e e 409

10.4.1.2  Semantics of the service primitive..........cceccererrerenieneeeeneecee e 409

10.4.1.3  When enerated ..........cccceeverininieieieieineneneetese sttt 409

10.4.1.4  Effect Of TECEIPL .everviriiiiiieieicceceierce ettt 409

10.4.2 PLME-CHARACTERISTICS.TEQUESL ...ccuveevieiiieiieiieiieeieenie et siee et sere e 410
10.4.2.1  FUNCHON ..ottt s 410

10.4.2.2  Semantics of the Service Primitive........cccceevvveereervesrieereenreereeneeeeneas 410

10.4.2.3  When generated .........cccoeeiireeiiniee e 410

10.4.2.4  Effect Of TECEIPL .vvevirrieiieiee ettt 410

10.4.3 PLME-CHARACTERISTICS.CONfIrm ...c..coevieiiieiiiinienininicicicecteieceiesieee 411
10.4.3.1  FUNCHOMN wouiiiiiiiit ettt 411

10.4.3.2  Semantics of the Service Primitive........ccccvereveereervesrieereenreeieeneenenens 411

10.4.3.3  When generated .........ccceeruieiiieiieiiieieesie ettt eve e veesee e s 412

10.4.3.4  Effect Of TECEIPT «.vvevireieieeiee et 412

10.4.4 PLME-DSSSTESTMODE.LEQUESt ....cveveieieienieieiieeieteeteeeeeeeeseeeneeseeseeeeeseese s 413
10.4.4.1  FUNCHOM ..ueiiiiiiiti ettt 413

10.4.4.2 Semantics of the Service primitive.........cceevverereeerreeienreeeerreseeeeseeenees 413

10.4.4.3  When generated .........c.ocveviereeieriieieieeiereet et be e 414

10.4.4.4  Effect Of TECEIPLE c.vvvviieiieeii ettt ve e e e eeae e s 414

10.4.5 PLME-DSSSTESTOUTPUT.IEQUESE .....evveieieeieiieeieeieieeteeieteieieseeseeeeese e eeesee s 415
10.4.5.1  FUNCHON ..ottt sttt 415

10.4.5.2  Semantics of the Service primitive.........ccoecverereveriesiesieneereeneeeeseeennes 415

10.4.5.3  When generated .........cocveviereeieniieieieeieseeee ettt se e sae e 415

10.4.5.4  Effect 0f TECEIPL c.vvvvviieieiicieieceeieceee ettt 415

10.4.6  PLME-TXTIME.TEQUEST....ccuteiiitieieriieiesieete sttt ettt et s sbe e e ennennene 416
10.4.6.1  FUNCHON ..ottt et 416

10.4.6.2 Semantics of the Service primitive.........ccoeovevereerienieseeeeereee e 416

10.4.6.3  When generated .........cooveeiereecieniieienieeieeeee et 416

10.4.6.4  Effect 0f TECEIPL ..vvvvireieieciieie ettt s 416

10.4.7  PLME-TXTIME.CONTIIM....cciiiiiiitiitiiiieieieecetee et 417
10.4.7.1  FUNCHON -ttt ettt 417

Copyright © 2007 IEEE. All rights reserved. XixX

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0021



10.4.7.2  Semantics of the Service primitive.........occecererreererieseeeereeeeee e 417

10.4.7.3  When generated .........ccoovevieieriiriee ettt 417

10.4.7.4  Effect 0f TECEIPL ..vvevieeieiieieie e 417

11 IMLIME .ttt ettt a bbbttt be bbbttt e ae et et eb e b b naenen 419
T11.1 SYNCHIONMIZATION ....eoiiiiiiiieiiiit ettt ettt bttt en et e e saeentesaeeaesaeas 419
T1.1.1  BaSiC @PPIOACH ....icviiiiieiieiecie ettt ettt et e e beessaeesbeesseesnbeessaeenseenees 419
11.1.1.1  TSF for infrastructure networks...........ccceeverirreiinenieeeeeeeeeeeen 419

11.1.1.2 TSF for an IBSS.....c.ooiiiiiiiiieietctee et 419

11.1.2  Maintaining SYNCAIONIZAtION .........cceovereierierierieeieieeeieeeeeeseeeeesseesnesseesaesseessenseens 419
11.1.2.1 Beacon generation in infrastructure networks ..........ccccecceeereeenienennne 419

11.1.2.2 Beacon generation in an IBSS ..., 420

11.1.2.3  BeaCON IECEPTION. ..uuitieiiieieieeiieteet ettt ettt 421

11.1.2.4  TSF tIMEr QCCUTACY .....evvevemreureiieiieiinienieeteetente ettt naens 421

11.1.3  Acquiring Synchronization, SCANMING ..........c.ccceerverreereerreereersesseessessuessesssessesssensenns 421
11.1.3.1  PaSSiVE SCANMING ...c..eevvevieererreeeieieereieeteenteessesseeseenseeseessesssensesssessessnes 422

11.1.3.2  ACLIVE SCANMING....eeevreeeieriieniieeiteenireeieenteesseesteessseeseessseeseessseessesnseens 422

11.1.3.3  Initializing @ BSS ..o 423

11.1.3.4  Synchronizing with @ BSS ......cccoiiiiiii e 424

11.1.4  Adjusting STA tIMEIS ....oeeuiriririietirienieteteteeee ettt ettt ettt ee 424
11.1.5 Timing synchronization for FH PHYS.....c..ccceceniniiiiiiiniinnnccciecececee 424
11.2  POWET MANAZEIMENL .....ueeiuiiiiieiieiiieniteeiteeteeeite et esiteeteettesteesseesabeesseenseesaseesaesnsesnseesssesnsen 425
11.2.1 Power management in an infrastructure network ...........ccccoceevevievieniencieneeeieenne, 425
11.2.1.1  STA Power Management MOdEes ...........ccceerrerrerrieerreerreeneesieeneeenenens 425

11.2.1.2 AP TIM tranSmiSSIONS ........ccceeeeruerueeruesteeneenseeeenteeneeeneeseesseeeesseeeesneas 426

T1.2.1.3  TIM fYPES . cuiiiiiieiieeieeite ettt ettt sttt ettt et e sbee s en 426

11.2.1.4 Power management with APSD ......c.ccccccvviiinininiinenienccncnce 427

11.2.1.5 AP operation during the CP .........cccceevveririeniriiieeeeeeeeeeeee e 429

11.2.1.6 AP operation during the CFP.........ccccccvviiiiiiieiieie e 431

11.2.1.7 Receive operation for STAs in PS mode during the CP...................... 432

11.2.1.8 Receive operation for STAs in PS mode during the CFP.................... 432

11.2.1.9  Receive operation for non-AP STAs using APSD .......cccccecevnininnne 433
11.2.1.10 STAs operating in the Active Mode.......c.ccevcererererenenienieceenencnne 433

11.2.1.11 AP aging funCtion .........cceeeeviieeieieiieieseeie ettt 433

11.2.2  Power management in an IBSS ..........cccoeviiiriiiiiieiceeeee e 433
11.2.2.1  BasiC apPIOACH ......iiiuiieiieiie ettt ettt e e e e e sae e s 433

11.2.2.2 Initialization of power management within an IBSS........................... 435

11.2.2.3  STA power state transitions ...........eceeeevverreeieereeienieeieneeeeesseseeseeseees 435

11.2.2.4  ATIM and frame tranSmiSSION .........coueoveurrererenererenienienieeeeeesennens 435

11.3 STA authentication and aSSOCIATION ......c..eveveiririeiirie ettt st eaeenes 436
11.3.1  Authentication and deauthentication .............coceveriererieniniene e 438
11.3.1.1  Authentication—originating STA.......cccocerriririerinieeeeeeee e 438

11.3.1.2  Authentication—destination STA...........cccceiriiiniieriree e 439

11.3.1.3  Deauthentication—originating STA ...........ccccervriverieciereeiereeeeie e 439

11.3.1.4  Deauthentication—destination STA ........cc.cccerirererenniinininenenenne 439

11.3.2  Association, reassociation, and diSasSOCIAtION ............cccvevevuveeervieiiieeeeeeeeeeee e 440
11.3.2.1  STA association ProCedures..........ceoereruerierieneeienieeeenieeeeneeeieeee e 440

11.3.2.2 AP association proCedures ...........ccereeeerereenerienienieieeeeseesieeee e enees 440

11.3.2.3  STA reassociation proCedures .........c.ccoeeueeeerererenerenenueniereerenreniennens 441

11.3.2.4 AP reassociation ProCeUIES ..........ccerreverrerruerieerenieereneeeresseenessesnnes 441

11.3.2.5 STA disassociation ProCeAUIES ..........ccerrerruerreriverreeeesrenreeenseeaesseennes 442

11.3.2.6 Non-AP STA disassociation receipt procedure ..........ccocvevverrerveruennen. 442

11.3.2.7 AP disassociation initiation procedure .............cceeverreevuerrereerrercveruennnns 443

XX Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0022



11.3.2.8 AP disassociation receipt procedure ...........ocereeeerureeeneeeenereeeeenees 443

L1.4 TS OPCTALION ....e.vieuieiieiieeiieeteete et e ettete st etestee e esaesseeseenseeseanseeseensessseseessensenssenseensenseeneensesnean 443
11,41 INErOQUCLION......eiuiitiitiitintitetet ettt ettt sttt ettt 443

11.4.2  TSPEC CONSIUCTON. c..c.uiutenieienieiieiiittetteteste sttt ettt ettt see sttt sbe e 444

T1.4.3 TS HEECYCIE .ottt ettt sttt 444

L1414 TS SCTUP touveeeeieetieeieete e ette ettt e st eetee st e e e etaeebeessbeesseessseesseeseesssaenseessseenssansseenses 445

11.4.5  Failed TS SELUP «ueevveeeeiieieetiee ettt sttt ettt et eae e s aesneenseeneens 447

11,46 Data tranSTer.......ooueviiiieieieieeccee ettt 447

11,47 TS dIBtION ettt ettt ettt 448

11.4.8 TS tIMEOUL.c..eutititiieietetee ettt ettt ettt s e ettt ettt se b ebe e 449

11.4.9 TS SUSPEINSION ..ueeeerieiiieciieeieeiieeieeetteeteesteeeeaeebeeesseesseessseesseenseessseenseessseesseenssennses 450
11.4.10 TS ReINSALEMENL ....eeteriiiiiiiieiieiieeteeiteete ettt sttt st et see e seeeeesaeenae s 450

11.5 BlOCK ACK OPEIAtION .....eeieiiiiieiieiiiicee sttt ettt ettt st e e s e e eneesseeneenseeneenean 450
11.5.1  Setup and modification of the Block Ack parameters ..........c.cccccevevveveercrcnennenn 450
11.5.1.1 Procedure at the Originator...........ccocerverierieriesieieeieeeee e 450

11.5.1.2  Procedure at the reCipIient ...........cceevieeeriieierieiiereeiereee e 452

11.5.2 Teardown of the Block Ack mechaniSm...........cccooerieieiiinininenineee e 452
11.5.2.1 Procedure at the initiator of the Block Ack teardown .............cc........ 453

11.5.2.2  Procedure at the recipient of the DELBA frame.........ccccoecvvveiennnnen. 453

11.5.3  Error recovery upon a peer failure...........coccoeveverenicieiecninincncnierceceeeeeee 453

11.6 Higher layer timer SyNnChronization..........c..cceecverieeieriieieniieieieeie e see e sesne e eeae e sseennes 455
11.6.1  INErOQUCTION. ..c.iiitiiiiiiiitetceite ettt sttt s s 455

11.6.2  Procedure at the STA .....cooiiiiiiiii et 456

11.7  DLS OPEIALION ...ttt ettt ettt et e e bt est e et s see st e ese et e es e teeseenteeneesaeeneeseenaeenean 456
11.7.1  DLS PTOCEAUIES ....cuveuvenreiieiieiieiietieiente ettt ettt st st ettt ese e sbe b b nee 457
11.7.1.1  Setup procedure at the Q0S STA .....cccceiririnininneceecereneee 457

11.7.1.2  Setup procedure at the AP .......ccooceevieieriiiieeceeeeeeeee e 458

11.7.2  Data transfer after SETUP ......c.evvvierieeiiieiie ettt ettt re e e seaeebeenes 458

11.7.3  DLS tEATAOWIL ..cueetiiiiiiieiieitieitett ettt ettt sttt saeseeenneae 459
11.7.3.1 STA-initiated DLS teardown procedure ............ccccevvereeeenenceneneenen. 459

11.7.3.2 Teardown procedure at the AP ..........cceiiiieiirieiieeeeeee e 460

11.7.3.3  AP-initiated DLS teardown procedure .............coecveverrvererveneereeneennns 460

11.7.4  Error recovery upon a peer failure...........oocoovveeviiierieiieiinieieseeeese e 460

11.7.5  Secure DLS OPETration.......cccueicuiereeeireeniieeieeiieesteesieestreeseesseesseesssesssessseessseessesssns 461

T1.8 TP PIOCEAUIES ....ccuvieiieeeiieiieeie et erteete et e sttee st e tbeeaeesseesssaeseessseenseenseesnseenssenssesnseesseenssens 461
11.8.1  Association based on transmit power capability..........cccoeeeeiirierinirieneiieeeeee 462

11.8.2  Specification of regulatory and local maximum transmit power levels ................ 462

11.8.3  Selection of @ tranSmit POWET ........ccueeueerierieriiriieiesieeiesieeieseeeeeseeeee e eseesseensenseas 463

11.8.4  Adaptation of the tranSmit POWET ........cccevverieriieieriieiesie ettt eee e eeresens 463

11.9  DFS PIOCEAUIES ...cccuvietieetiieiieiieeteeiteette et e stteeteetaesaeeateessseeseenseeenseenseesssesnseenssesnseenseenssens 463
11.9.1  Association based on supported channels............ccccceeviieieniienciienienie e 464

11.9.2  Quieting channels for teSTING .........cvervirieriirieieceeeree e 464

11.9.3  Testing channels fOr radars ............ccoecvieieriirierieciee e 465

11.9.4  Discontinuing operations after detecting radars ...........c.ccoeeceerirerenenenenieneennenn 465

11.9.5  DeEteCting TAAATS ......eeveieieiieiietieiieieeteete et e ste st ebeseeesbeereesseeseesseeseessesssessesssessenseens 465

11.9.6  Requesting and reporting of MEaASUTEMENTS.........cccueeeerieieniiienieeeenieeee e 465

11.9.7  Selecting and advertising a new channel ..............coccooiiiiiiiiniiineeeeeee 466
11.9.7.1 Selecting and advertising a new channel in an infrastructure BSS...... 466

11.9.7.2  Selecting and advertising a new channel in an IBSS...............cccoce.e. 467

12, PHY SErviCe SPECITICATION. ...c.eeiuieieitieiieiieieiittete st ete st etesttetesseesbeestesseeseessesssesseessesseensesseessensanns 469
L2.1  SCOPC e eutieeuieetteeete et et e et e tte st e eteestteesbeeteessbeesaeesse e seeeaseenbeessbeeaseensbeenbeenseeensaenseeanbeebeesee s 469
12.2 PHY fUNCHONS ...ttt ettt et sttt b e e st em et et e eneeeeseeenaeenean 469
Copyright © 2007 IEEE. All rights reserved. Xxi

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0023



12.3 Detailed PHY Service SpeCifiCatiOns .........ccueeeertieierireiieriieiesteeieeieee e eneesee e s eeeseeeeeeneas 469

12.3.1  Scope and field of applicCation ...........cceeceeriirieriiiieie et 469

12.3.2 OVErview Of the SETVICE ....cc.evueieuiiiiiiriirienie ettt 469

12.3.3  OVerview Of INErACIONS  .....evueieuieeeiietieteite ettt ettt ettt sttt 469

12.3.4  Basic SErvice and OPtIONS.......ccveeverreerieerieerieeieesteesereesseesssesseesssessseeseessseessessens 469

12.3.4.1 PHY-SAP peer-to-peer Service primitives.......cccccvereveereenveenieeneennnn 470

12.3.4.2 PHY-SAP sublayer-to-sublayer service primitives .............c.ccecueruennee. 470

12.3.4.3 PHY-SAP service primitives parameters..........c.ecverveecverveeeersesveseennnns 470

12.3.4.4  Vector deSCIIPLIONS ...c.vvevierieeeeeieeeieieseeieseeaeseesresseesesseessesseesaeseeennes 471

12.3.5 PHY-SAP detailed service specification .............cceevevveriircieniieienieeienieeeesseseenns 472

12.3.5.1  PHY-DATA.LEQUESE ..ottt 472

12.3.5.2 PHY-DATA.INAICAION ...ovieiiiiiiiiiiieieieee e 473

12.3.5.3  PHY-DATA.CONFIIM ...cuooviiiiiiiieieieieieteceeee e 474

12.3.5.4  PHY-TXSTART.IEQUESL.....cccttriieriiieiieiie ittt 475

12.3.5.5 PHY-TXSTART.CONfIIM ..covviriiiiiniiiiiniiciiniieieseeccee e 476

12.3.5.6  PHY-TXEND.TEQUEST....eccvreriieriieriiieiieniieeieesreeieesireeveenieesseenseesnnes 477

12.3.5.7  PHY-TXEND.CONTIIM ....utitiitiiiiiiiieieietee e 478

12.3.5.8° PHY-CCARESET.TEQUESE ......eoveureeieeieeieiieiiniietieiesiesieieaeseeeeeesesneenens 479

12.3.5.9 PHY-CCARESET.CONTIIM .....ooviiiieiieiieiieiieieiieieeie et 480

12.3.5.10 PHY-CCA.INAICAtION .....coveriiriiriiiiieniiieieieeeieese e 481

12.3.5.11 PHY-RXSTART.INAICAtION ....c.eeriiiiiriiiiiriiiieniieienieeieeeeecee e 482

12.3.5.12 PHY-RXEND.INICAtION .....eoviriiiiiiieieiieiieceiceie e 483

13, PHY MANAZEIMENT ...coiuiiiiiiiiiiiieiteeeerit ettt ettt ettt e b st e bt e sate e bt e sate e beesmnesreenae 485
14.  Frequency-Hopping spread spectrum (FHSS) PHY specification for the 2.4 GHz industrial,

scientific, and medical (ISM) band...........ccccoeviriminininiiiie et 487

L B O 1<) 7 (5 SRPSPTSRP 487

14.1.1  Overview of FHSS PHY ...cooiiiiiiiieee e 487

14.1.2  FHSS PHY fUNCHONS ..c.eteiiiiiiiieiieieeitee ettt s 487

14.1.2.1  PLCP SUDIAYET ..cevieiieeieeiiecieeiee ettt ettt siee e e e enaeesnne s 487

14.1.2.2  PLME ...ttt ettt enens 487

14.1.2.3  PMD SUDIAYET ...ccueeiieeiiiieieeee ettt 487

14.1.3  Service specification method and NOtAtION .........c.ccveceeriieiiriecienieeieseeee e 487

14.2 FHSS PHY-specific service parameter liStS.........ccevieveeririierrieienieienieeeenieeie e e seeesesenes 488

T4.2.1  OVEIVIEW ...ttt ettt ettt sttt ettt et et e e sttt et e e bt sae b e e b et anseneeneeneeseeneees 488

14.2.2  TXVECTOR Parameters. .......c.cerverrueeriirrieeniieiieenieeeteenieeeteesieesieesiee st esseesaeeennes 488

14.2.2.1  TXVECTOR LENGTH .....cocoiiiiieiieieieieeeeee et 488

14.2.2.2  TXVECTOR DATARATE....ccccoiiiiiiirininniceeceeeeeeese e 488

14.2.3  RXVECTOR PArameters ........c.cevvveeeuierieerieeiiieniienieestreeieeseesseesssessseessesssesssessens 488

14.2.3.1 TRXVECTOR LENGTH ....ccoeoiiiiiiiiiinineeeeeeeeee e 489

14232 RXVECTOR RSSI ..ottt 489

14.3  FHSS PLCP SUDIAYET ....ceieuiiiieieeieeecee ettt ettt ettt e nneenean 489

T4.3.1  OVEIVIEW ..uiiiiiiiieeiieeiee ettt ettt e e te et e e bt e taeeab e e beeesbeesseessseaseessseessaassseesseesssansseeses 489

14.3.1.1  State diagram NOLAtION .......ceecvereierieeieierieie e eeeieeaesee e esee e seeenees 489

14.3.2  PLCP frame fOrmat.........coeeiiiiiriiniiiieieecenie sttt st 490

14.3.2.1 PLCP Preamble field ........cccoooerireniniiieieiieece e 491

14.3.2.2 PLCP Header field.........ccooiiiiiiiiiieeeeeeeeee e 491

14.3.2.3 PLCP data Whitener ........cceeviieiiieiiieiieiie ettt ve e 492

14.3.3  PLCP State MAaCKINeS .....cceverierieieiiieiinienie sttt ettt 493

14.3.3.1  Transmit PLCP ..ocooiiiiiiiiiiiecteee e 493

14.3.3.2  CS/CCA PIOCEAULE ....ccuveenvieeiieiieeiieeitesieerieesteeieesreereenaeesbeenseesnses 496

14.3.3.3  ReCEIVE PLCP ..ottt 499

XXii Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0024



14.4 PLME SAP layer Management ............cceceeuieiuerienieeiienieeieseeeeteseeeee e eeeeseeseeseeeneeseeeneeseeeneas 502

L4141 OVEIVIEW ..ottt sttt ettt ettt b et sttt et ettt ebe b 502
14.4.2 FH PHY specific MLME procedures ............eccevireierieeieniieieneeeeenie e seeseeeveeenns 502
T4.4.2.1  OVETVIBW ...eeniinieiieiietieieeie ettt ettt sttt eae 502

14.4.2.2  FH SyNChronization............ceceevuirieniiieeeniesieieseeresieese e eseesseesnesaeennes 502

14.4.3  FH PLME state MacChines .........ccceruieiirieiiinieienieeiesie ettt 502
T4.4.3.1  OVEIVIEW...cvieetiieiiieiieeieetieeteesteesveesteestseesseessseesseesssessseessseesseesseesssens 502

14.4.3.2 PLME state Machine........c.ccccueeiuieiiiieiiecie et 502

14.43.3 PLME management PrimitiVes ........c.cceeverueruereesveneessesrensesseessesenennes 504

14.5 TFHSS PMD SUDIAYET SEIVICES ...uviovieiirereieitieiietieieeteeseeseessesseessesssessesseessesseessesseessesssessesses 505
14.5.1  Scope and field of appliCation ..........cceeceeviiiieriiiierieieeieeeee et 505
14.5.2  OVEIVIEW Of SEIVICES ..euvetiruieiieiietietienieeee st etterteettenteettebeeseenteeseeeesaeenaesseensesseens 505
14.5.3  OVerview Of INErACHIONS. .......ccuieeieerieiiieteeetieete ettt e eteeeeesreestaeseseesteeseseesseenes 505
14.5.4  Basic SErviCe and OPHIONS. ....cueeueerieetieiieieeieeeeetesitete st eetesteeneeseeeneeseeeeesseeneesseennens 505
14.5.4.1 PMD_SAP peer-to-peer Service primitives .........cceeveeveeververreeruereeennes 505

14.5.4.2 PMD_SAP sublayer-to-sublayer service primitives ...........c.ceceecerenene 506

14543 PMD_SAP service primitives parameters .........ccccverveerveerveerveesueenenens 506

14.5.5 PMD_SAP detailed service SpecifiCation ............ceceeeerieeenericeneeienceie e 507
14.5.5.1  PMD_DATA.LEQUESE .cvevitieeieieeieiieieeeteteeie et see et eee e seens 507

14.5.52 PMD _DATA.INAICAE .....ceeevivieiiiieieieieieieiiee et eeeeeeas 508

14.5.53 PMD _TXRX.IEQUESE ...eerevieriieeiieiieeieeiee st eieesieeebeesetesieesieeeveenaee s 509

14.5.54 PMD PA RAMP.IEQUESL...c..cerriieriiieiieiie ittt 510

14.5.5.5 PMD_ ANTSEL.TEQUESt.....eecciieiiieriiieiieniieeieerireereenieeeeveeeeesveesseesnees 511

14.55.6  PMD_TXPWRLVL.IEQUESL ...c.eeuieuieiiriiiiiiieieieieieieeecee e 512

14.5.57 PMD_FREQ.IEQUESL ...ccueevirtieiieieeieiieiieeieteeie et 513

14.5.5.8  PMD_RSSLINAICALE......eoverieeieiieeieiieiieiieiiieieeetea et eeinee et enens 514

14.5.5.9 PMD _PWRMGMT.IEQUESL ....ccvevveeieeieiieiieiieiietiieieiesieaenee e eaeenens 515

14.6 FHSS PMD sublayer, 1.0 IMD/S.......cccveeieriiiieriieieiieieiteiesee et e s sse e e s esaesseeneas 516
14.6.1 1 Mb/s PMD operating specifications, general...........c.cccceevueeriercieeneeniesreeieennns 516
14.6.2  Regulatory TeqUITEMENTS .. ....eiiviereieerieriieeteeieesteesteesereeteesseesseessaessseenseessseenseessns 516
14.6.3  Operating freqUENCY TANZE........ceverteemierieeeereeetienteeetenteeteeteeseenteeseeneesseensesreesesseens 516
14.6.4 Number of operating channels.............cceeeririiniriienieee e 516
14.6.5 Operating channel center freqUENCY .........ccvecvirierieriieiieriieeeeeeee e 517
14.6.6  Occupied channel bandwidth............cccoovieviiiieiiiiiiieeceeee e 519
14.6.7  Minimum ROP TALE ...cueeeiieiiiiie ettt ettt sre et see e e sseesebeeseaeenseennes 519
14.6.8  HOD SEQUEIICES ..veeeereeuiieierieieeiieeieesteeeteeseeeesseeteessseesseesssessseesseesssessseesssessseenssennses 519
14.6.9  Unwanted SMISSIONS ......cueecuiiiiieeiieriieiieeseesteesteeseeeseesseesseesseesseesseessseesssessseenns 522
14.6.10  MOAUIALION .....cccuiiiiieiiie ettt ettt et te et e st e e be e teeebeesseessseessaessseesteesssaenseenens 522
14.6.11 Channel data Tate ........c..coueieriririrerierieeeree ettt 523
14.6.12 Channel switching/settling time............ccevvieieriiiierieiieiieieee e sreesaens 523
14.6.13 Receive to transmit SWItCh tIMe.......c.eouevieiririiiiiie e 523
14.6.14 PMD transmit SPECTICAtIONS......ecvieriieiieeiieiie et et eireeieeete e seeereeteeseseenseees 523
14.6.14.1 Nominal tranSmit POWET .......c.eeueeuerueereererienieeeeteeieeeeeeseesseeeeseeenees 523
14.6.14.2 Transmit POWET 1eVelS......ccevieiiirieiiiieieiee e 524
14.6.14.3 Transmit power level COntrol...........ccoovvieverienenieeceececeee e 524
14.6.14.4 Transmit SPECtrum SHaAPE ........ccevveriiiieiiiiieieceeieeeee e 524
14.6.14.5 Transmit center frequency tOlerance..........ccovvvvevveeeenreeeerieereeriesenennn 524
14.6.14.6 Transmitter ramp Periods .......ceeeeeerieieririeneeieieeee e 524

14.6.15 PMD receiver SpecifiCations ..........ccevueieerierieniietieieeiie ettt eeee e 525
14.6.15.1 Input SigNal TANGE.......c.eeveiierieiieiieie e 525
14.6.15.2 Receive center frequency acceptance range ............eeceeveeeverveevervennnns 525
14.6.15.3 CCA power threshold ..........cceeveeriieiieiieieieiereeee e 525
14.6.15.4 ReECEIVET SENSTIVITY ..veervreerieiieeieeiienieenieesieeieesreesteessresseessseenseeneeens 525
14.6.15.5 Intermodulation...........coceeiireeriiieie e 525

Copyright © 2007 IEEE. All rights reserved. xxiil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0025



14.6.15.6 Desensitization (DP) ...oceeeeeeereniene e 526

14.6.15.7 Receiver radiation ............cceeeeeieriiesieniieiesieeieseeeesieeseseeee e eseseeennes 526

14.6.16 Operating teMPETatUre TANZE ........eeververeerrerreerresseersesseesessaeseesseessessesssessesssessesssens 526

14.7 FHSS PMD sublayer, 2.0 IMD/S.......cccveoieriiiieriieieiieiieiieeesie et sre e esesebe e sse e sseessesseeneas 526
TA.7. 1T OVEIVIEW ..ttt sttt ettt ettt et b ettt et e et e e et e et e saee et saeenaesneenseeneens 526

14.7.2  4AGFSK MOAUIAtION ....ooutiitiiiiiieii ettt st 526
14.7.2.1  Frame structure for HS FHSS PHY ..coooviiiiiiieeeeeeeeee 528

14.7.3  Channel data Tate ..........ccevieieriieieriieiere ettt ettt et seesseeaeseaesessaensessaens 528
14.7.3.1 Input dynamicC rANGE .........ccerereerrerrerieriereeeesteeseenseeeeseeeessessnessessns 528

14.7.3.2  RECEIVET SENSILIVILY ..eevvevieieiiiieieeieieeiesteeeeseeseesreeseseeseesseesaessesanes 528

g TR T 01,1 TSSOSO RSO 528

L4734 DDttt eaen 528

14.8 FHSS PHY MIBi....ooiiiiieieieieiieiteie ettt ettt est e e st st stesbe s asesse s ensesseneaneaneesn 529
14.8.1  FH PHY QttrIDULES ...cuvievieiiiiiieeiiecie ettt ettt et eve e e eeveesvaeeaneennis 529

14.8.2 FH PHY attribute definitions..........c.cccvecieriieieriiiieieiieieeieie st ene e 530
14.8.2.1  dOtIIPHY TYPE .oovivieeiiiieieeieeeesieete ettt ve s sae e s ssaesaeenees 530

14.8.2.2 dotl 1RegDomainsSupported..........ccecveevereeriesieeieeienieeeereereeieseeenes 531

14.8.2.3  dotl1CurrentRegDomain.........ccoeeeriirieiinieie e 531

14.8.2.4  dOtlITemMPTYPC . .eeoeieeieiieieeee ettt 531

14.8.2.5 dotl 1CurrentPOwWerState........cccccueevueeeieeiiieiieeie et 531

14.8.2.6  dotl1SupportedDataRatesTX ........ccceevvvieriiecieniieierieiee e 531

14.8.2.7  dotl1SupportedDataRatesRX ..........cccceevieriiierieniienirecieciee e 532

14.8.2.8  aMPDUMaAXLENGLH ....cceoovviieiieiieiiieiecie et 532

14.8.2.9  dotl 1Supported TXANLENNAS .....covuermieieriieiieiieieeiee e 532

14.8.2.10 dotl ICurrentTXANIENNA ......ccveeveeierieiieeieecieeereeeiee e e e e v e eeae v 533

14.8.2.11 dot]11SupportedRXANLENNA. ....c..cervirieririiriininieneetenieeeeeeieeieeenie e 533

14.8.2.12 dotl 1DIVersitySUPPOIt.....cccvecverrieierrieienieeiesieeeereeeeesseeeeesesseesseseeenees 533

14.8.2.13 dotl 1DiversitySeleCtionRX ........cccevverieeiiieriieieccie e 533

14.8.2.14 dotl INumberSupportedPowerLevels.........c.coeerviierieecieenienieeneennnnn 534

14.8.2.15 dotl ITXPOWEILEVEI1-8 .....ooevieiiieiiecieee et 534

14.8.2.16 dotl1CurrentTxPowerLevel .........cccoviriiiinieiieieieee e 534

14.8.2.17 dOtLITHOPTIME ...ueevieiiiiieieeiieieeitee ettt 534

14.8.2.18 dotl1CurrentChannelNUMDET ...........ccccecvervieieriieieiieieie e 535

14.8.2.19 dotl IMaxDWelITIMe.......cceeeeruirieiiiieienee e 535

14.8.2.20 dotl1CUITENESEE ....cveiniiiieiieeieie et 535

14.8.2.21 dotl ICUITentPattern ... ....covieeuieeiieiieeieeie ettt 535

14.8.2.22 dotl1CUrrentIndexX .........ceeveeeriirienieiiesieeeeie sttt 535

14.8.2.23 dotl 1CUrrentPOWerState..........ccevveevverieeiieieeeieie et 535

14.9  FH PHY CharaCteriStiCS.....eiuieieriieiiriieieiieeiesieetesteeeeesteesesseestesseessesssessessaessesssessenseessesseesees 536
15. DSSS PHY specification for the 2.4 GHz band designated for ISM applications ............ccccceueneee 537
I5.1  OVEIVIEW .ttt ettt ettt et s h et b et e h et e a e bt eb e e bt et e e beee e et e es e ebeemeenbesseenbesnean 537
D501 SCOPC ettt ettt ettt sttt st e nb e eans 537
15.1.2  DSSS PHY fUNCHONS .....eoviiiieiieiieiieeieie ettt ettt ettt eseesseeseesessnessesnsesessnens 537
15.1.2.1  PLCP SUDIAYET ...cuvevieeiiiieieeie ettt ettt 537

15.1.2.2  PMD SUDIAYET ..couviieiiieiieciiieiieeie ettt ettt et seveesaeesereens 537

15.1.2.3  PLME .ottt st 537

15.1.3  Service specification method and NOtAtioNn ...........ccceeeeerieiiniiiinieieee e 537

15.2 DSSS PLCP SUDIAYET ....c.veviiiiiiiieiieiieiieiiri sttt ettt sttt 538
I5.2.1  OVEIVIEW ..utiiiiiiieciieeieeette et eiee et e et e e vt et eeabe e bt e esbeesseessseaseessseessaassseesseesssannseenses 538
15.2.2  PLCP frame fOrmat........cccccciiiiiieiiieeiieciieeee ettt ettt et siee e seeeseveesvaeeaaeennas 538
15.2.3  PLCP field definitions ........ccceeeeieriieiieieiesieeiesttete et eeeeseeeeeeseeseessesseenseesaens 538
152.3.1  PLCP SYNC field....coieiiriieiiiicieneeeee et 538

XX1V Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0026



15232 PLCP SFED ..o e e 538

15.2.3.3  PLCP IEEE 802.11 SIGNAL field .......ccccoceveninieiiinininincrceeene 539

15.2.3.4 PLCP IEEE 802.11 SERVICE field ........ccccocenininieneiiiiiicncncncnne 539

15.2.3.5 PLCP LENGTH field.....ccccccoiiminiiiiiieieieeeeese e 539

15.2.3.6  PLCP CRC fleld.......coeiiiiiieieieieieiecceee e 539

15.2.4 PLCP/DSSS PHY data scrambler and descrambler ...........ccccoeceeviiniiicncniencnnnen. 541
15.2.5 PLCP data modulation and modulation rate change.............ccecceeevevereereseenennene 541
15.2.6  TransSmit PLOCP ....oc.oooiiieiee ettt s 541
15.2.7  RECEIVE PLCP ..ottt e 542
15.3 DSSS PLME ..ottt b e sttt b e sttt ettt eb bt et eaeenen 545
15.3.1 PLME_SAP sublayer management Primitives ..........cc.cceeveerreereerreerueseesueseessennenns 545
1532 DSSS PHY MIB ...ttt sttt ese b sae e se e 546
15.3.3 DS PHY CharacteristiCs .........cceeuertieierieeiesieeiiesieeiiesieeeteteeteeseeeseeee e naesneeneesneens 547
15.4 DSSS PMD SUDIAYET .....cviiiiiiieiieiieieetinienicntee ettt ettt sttt eve b enes 547
15.4.1  Scope and field of apPliCatiON ..........ccevieriirieriiiieie e 547
1542 OVEIVIEW Of SEIVICE ...ueviuiinieieiieiieieittet ettt ettt ettt ettt 548
15.4.3  OVverview Of INTETACIONS . ...ccuevuiriiriieiiirt ettt ettt ettt sieens 548
15.4.4  Basic ServiCe and OPTIONS. ...ccueruieiertieiieiieieeteete sttt sttt ceeee sttt see e saeeseesbeenens 548
15.4.4.1 PMD_SAP peer-to-peer Service primitives .........cceeeeeeeeeeneenereenuennnns 548

15.4.4.2 PMD_SAP peer-to-peer service primitive parameters .........cc.coccecenene 549

15.4.4.3 PMD_SAP sublayer-to-sublayer service primitives..............cceevevnen. 549

15.4.44 PMD_SAP service primitive parameters..........cceeeeverreeverrenreervesenennes 550

15.4.5 PMD_SAP detailed service SpecifiCation...........cecceereeeiieercieesieenieeieeniiesveesiee e 551
154.5.1  PMD _DATA.LEQUESE .cveviteeeienieiieiieieeteetesie et see et see e 551

154.52 PMD DATA.ANAICALE ....oovevieieeieieieieieieeeeteee e 552

15453 PMD_TXSTART.IEQUESE ....eoveuveeieeieeieiieeieiinieetesteiesieseaesneseeeeese e enens 553

15454 PMD_TXEND.TEQUESE....c.eoveieieeieeieiieiietieieieteiesessesseseesnssessessessesnens 554

15.4.5.5 PMD ANTSEL.TEQUESE....cveoveienieiieiieieniintenienteteieieeeieeieee e 555

154.5.6  PMD_ANTSEL.NAICALE . .....ccveruiiiieieieiieieceieeiese e 556

15457 PMD_TXPWRLVL.IGQUESL ...c.eeveeuiitiriiriiiiieieieieieceieeiceie e 557

15.4.5.8 PMD RATE.TEQUEST...c..ceriiiriiirieiiiirieeieerteeeeste et 558

15459 PMD RATE.NAICAE.....coveviuieiieiieiiiiiiiniiieiceecteeteeeese e 559

15.4.5.10 PMD_RSSLINAICALE. ....ccveriieieiieierieeieiee ettt 560

15.4.5.11 PMD_SQ.NAICALE .....ocvierieiieiieiieieieete sttt eie e ere e eee e e 561
15.4.5.12 PMD_CSuNAICALE .....cueeuieeieiiriiriieieiesieie ettt 562
15.4.5.13 PMD_ED.INAICALE......cccuierieiiieiieciiieiteeiieeieeereevee e eveesene e e seeeeneees 563

15.4.5.14 PMD_ED.TEQUESE.c.c...tiiiiriiiiiienieeieeeieeite sttt ettt 564

15.4.5.15 PHY-CCA.NAICALE .....eoveevieviiiiiieieieieieieeee et enens 565

15.4.6  PMD operating specifications, eneral............ccooceverieriieierienieieneee e 566
15.4.6.1 Operating freqUENCY TANZEC......cc.evverrereerrerreerereeresieesesseeeesseessessessnes 566

15.4.6.2 Number of operating channels............ccccoovvereriieciiniecenieeeeeie e 566

15.4.6.3  Spreading SEQUENCE.........cecuerueeieriirierieeiienieeite ettt ettt seeeaees 567

15.4.6.4 Modulation and channel data rates ...........ccceceveeieneeieneeereeeeeen 567

15.4.6.5 Transmit and receive in-band and out-of-band spurious emissions .... 567

15.4.6.6 TX-t0o-RX turnaround time ...........cceeeeeeirinenenenenenieieieeeceene e 567

15.4.6.7 RX-to-TX turnaround time ...........ccereereeirirerenenesieeieeeeeeeese s 568

15.4.6.8  SIOt tIME...uiiuiiiiitiiiiitieiesieeeeeeee ettt 568

15.4.6.9 Transmit and receive antenna port impedance .........c..ceeceeeeerereennennen. 568
15.4.6.10 Transmit and receive operating temperature range.............ccoceeveeeennen. 568

15.4.7 PMD transmit SPeCifiCatioNS. ........ceveruieuiereieeieiieiieiesieeie et eeee et s 568
15.4.7.1  Transmit POWET 1eVelS......ccceviecieriiiieiieieeeeee e 568

15.4.7.2 Minimum transmitted power level.........cccoovevvrvenincienieieeeeeeenee, 568

15.4.7.3  Transmit power level CONtrol..........ccoevevuievieriecienieeieseeeeeeeee e, 568

15.4.7.4  Transmit SPECtrUM MaSK ........ccceeruiriiririiniieieseeeeee e 568

Copyright © 2007 IEEE. All rights reserved. XXV

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0027



15.4.7.5 Transmit center frequency tolerance...........coooeveveveeeieseeeeneneeeseeneen 569

15.4.7.6  Chip clock frequency tolerance ............coceevereeveerieecienieeieseeeeeeeeenes 569

15.4.7.7 Transmit power-on and power-down ramp ............cceecereereerrerveruennnn 569

15.4.7.8  RF CarTier SUPPIESSION ....vevvieevirieiierieierieeaesieseesseesseseeseessesseessesseeneas 570

15.4.7.9  Transmit modulation aCCUTACY ......cc.eeruerierierieniieiieie et 570

15.4.8  PMD receiver SPeCIfiCAtIONS .....ccveecuieriieiiieeiie et eeiee et siteeveeeee e e e e seaeeeaesaeeennas 572
15.4.8.1 Receiver minimum input level Sensitivity ........cccceevveveerveieneeeenenen. 572

15.4.8.2 Receiver maximum input level.........cccoecverieieninienieeceeeeee e 572

15.4.8.3  Receiver adjacent channel rejeCtion ...........eceeveecverieecienieereenieeeeneenenn 572

I5.4.8:4  CCA Lottt 573

16.  Infrared (IR) PHY SPECITICAtION ...eueiutiriiiiieiiiieie ettt sttt st s 575
LO.1  OVEIVIEW ..ottt ettt ettt ettt et h e b et e bt et e e s e bt sb e e bt e st e beebeenbeesee bt emeensesseenaesnean 575
LO. 1.1 SCOPC... ittt ettt et et et st s s et 576
16.1.2 IR PHY fUNCHONS.....eteieiieiiiiiientieieste ettt e 576
16.1.2.1  PLCP SUDIAYET ..ecvvevieiiiiieieeieeiesieee ettt 576

16.1.2.2  PMD SUDIAYET ..ccuvvieiiiiiieeiiieciteeie ettt siae e e 576

16.1.2.3  PLME ...ttt e 576

16.1.3  Service specification method and NOtAtION .........ceeceeieriiiiiniieeeee e 576
16.2 TR PLCP SUDIAYET....c.eeiiiiiiiciieiieieeieetcetent sttt st sttt sae s 577
LO0.2.1  OVEIVIEW ..etuieieeiieeieeiieiietesteete st ente s et entesseetesseente st e enseeseensesseansesseensesneesesneensesnnens 577
16.2.2  PLCP frame fOrmat........cc.couevieiriiirinienieneriereet ettt 577
16.2.3 PLCP modulation and rate Change...........ccceeceeeeiiirienieiniieeieeee e 577
16.2.4  PLCP field definitions .......cccererieriieiiniiiienieeiieicriteeei ettt 578
16.2.4.1  PLCP SYNC field.....ccoeieeieiiiiiiiiieieieeeeee e 578

16.2.4.2  PLCP SFD field .....cooeiiieiieiiieiiieeseeeee e 578

16.2.4.3  PLCP DR field ....ccooiiiiiriiiiiiiiicicicccesceeeeteeeee e 578

16.2.4.4  PLCP DCLA field.....cceeoieiiiiiniiieieieieieeceeese e 578

16.2.4.5 PLCP LENGTH field.......ccccoiiiiieieeeieeeeeee e 578

16.2.4.6  PLCP CRC fleld.......coeiueieieieieie et 579

16.2.4.7  PSDU field....coeiiiieiieiiieeeeeeeeee e 579

160.2.5  PLECPS ettt sttt et 579
16.2.5.1  Transmit PLCP .....cocooiiiiiiiiiiiiiicieeeeeteeeee e 579

16.2.5.2  ReCeIVE PLCP ..ottt 579

16.2.5.3  CCA PrOCEAUIE ......cveeeieeiieeiieeieeetie et eite sttt sreeteeseaeeaeessbeeseenene s 580

16.2.54 PMD_SAP peer-to-peer service primitive parameters ...........c..eou..... 580

16.3 TR PMD SUDIAYET .....eieuieiieeieie ettt ettt sttt e e et eesneeneenean 581
160.3.1  OVEIVIEW ..ottt sttt ettt ettt st ettt ettt ebe et be e 581
16.3.2 PMD operating specifications, eneral...............ocevuereeriieierienierieniereseeee e 581
16.3.2.1 Modulation and channel data rates ..........c..coceverererenenieneceeeciene 581

16.3.2.2  Octet partition and PPM symbol generation procedure....................... 582

16.3.2.3  Operating envVironmMeNt ..........cecuereeruerieeruenieeieseeeeeneeeeeneeeeeneeeseeneesnees 582

16.3.2.4  Operating temperatire TanZe ..........cceeeverveereereersuesseseesseseessesseesseseenes 582

16.3.3  PMD transmit SPeCIfiCatiONS. .........ccvervieieriieierieiieriesieeieeiteeeeeeeseseeeaesseesesseennens 583
16.3.3.1 Transmitted peak optical POWET.........ccvevvieierierieieeieieeeeeee e 583

16.3.3.2 Basic pulse shape and parameters............ccevvereeienieeceeneereenreeeeneeeenns 583

16.3.3.3  Emitter radiation pattern mask..........ccccoocevrereroeiinienenceeeee e, 583

16.3.3.4  Optical emitter peak wavelength ...........ccooconiiiiiinininieeeee, 586

16.3.3.5 Transmit SPectrum mMask..........ccoeceeruerieierieieneeieeeeese e 586

16.3.4  PMD receiver SPeCifiCationS..........cuevverierieriesieeieiieiestiereseeeeesseeeesseessesseensenseens 586
16.3.4.1  ReECEIVET SENSILIVILY .evevevieeiieiieieiieieniceiceieseneee ettt neens 586

16.3.4.2 Receiver dynamic fange..........cceeverrerieeeerieseesieeeeneeeeenseeeesseseessesnnes 586

16.3.4.3  Receiver field of View (FOV) ....ooiiiiiiiiiiicieeceeee e 586

XXVi Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0028



16.3.5 ED, CS, and CCA defINItIONS ......ccuvveiiiieeiiieeeieiieieeeeeieeee e eeeeeeeeeeeesneeeeeeens 587

16.3.5.1  ED SIZNALi..uiiiieiiiiieiieiieieieee ettt sttt 587

16.3.5.2  CS SIZNAL..uiiiiiiiiiieciieiiee et 587

16.3.5.3  CCA ettt 587

16.3.5:4  CHNL ID .ottt 588

16.4  PHY QtIIDULES ....eovieiieiieiieiee ettt sttt s b et e e e eaesaeas 588
17.  Orthogonal frequency division multiplexing (OFDM) PHY specification for the 5 GHz band ..... 591
17.1 INEFOQUCEION ...ttt ettt b e sttt ettt ebesaesaeenen 591
L7101 SCOPC ettt ettt ettt st ettt et ettt e ht e et st et sateebeenabeentes 591
17.1.2  OFDM PHY fUNCHONS ...ttt 591
17.1.2.1  PLCP SUDIAYRT ..coviiiiiiiieeeee et 591

17.1.2.2  PMD SUBIAYET ..o 592

17.1.2.3  PLME ...ttt st nens 592

17.1.2.4  Service specification method...........cccceeiveierircieninieeeeeeee e, 592

17.2 OFDM PHY specific service parameter LiSt..........cevveverririierierieriieienieeresieeieseessesseesesenas 592
17.2.1  INEEOAUCHION ...ttt ettt sttt sttt ettt bbbttt 592

17.2.2  TXVECTOR ParameterS........ccceecveerueerrierieeneeerieenreeieesieeesseesseesseesseesssessseesssesnses 592
17.22.1  TXVECTOR LENGTH ....ccooiiiiiiieiieeeieieeeee et 592

17.2.2.2  TXVECTOR DATARATE......c.cceiiiieteiieeeieteeieee et 592

17.2.2.3  TXVECTOR SERVICE ......ccceoiiiiiiiiiiiiieeeeiee e 593

17.2.24 TXVECTOR TXPWR LEVEL ....cccociniiiiiiniiiiiieeieceeeee e 593

17.2.3  RXVECTOR PArameters ........c.cecvvereueerreerreeirienreeiieesieesreesseesssessseesseessseesseessesses 593
17.2.3.1 RXVECTOR LENGTH ....ccioiiiiiiiiiiinieeeeee e 594

17.2.3.2  RXVECTOR RSSI ..ottt 594

17.2.3.3  DATARATE ..ottt et 594

17.2.3.4  SERVICE ..ottt 594

17.3  OFDM PLCP SUDIAYET .....ccuvievieiiiciieiiciteie sttt ettt st sesaesteseaesbasssenseessenseessenseaneas 594
1731 INEEOAQUCHION . ..ccutiiieiieieiie ettt sttt b e s e e 594
17.3.2  PLCP frame fOrmMal.........coeiiiiiiiiiniiiieie ettt et 595
17.3.2.1 Overview of the PPDU encoding process..........cccceeverureeeneneeneenueenne. 595

17.3.2.2  Modulation-dependent parameters .............coceeerrererenieeeenenenenennens 596

17.3.2.3  Timing related parameters ............coeverieieirerenenenenieneneeeeeeeeenens 597

17.3.2.4 Mathematical conventions in the signal descriptions ............c.cc.cu...... 598

17.3.2.5 Discrete time implementation considerations.............cccceeveveerveereennenn 599

17.3.3  PLCP preamble (SYNC)...ouii ittt ettt eve et sveesaee e eseesnaesnnes 600
17.3.4  SIGNAL fIeld ...voeiiiieeee ettt 601
17.3.4.1  RATE field...coiooiiiiiiiiiccctte ettt 602

17.3.4.2  PLCP LENGTH field.....ccccoceoimiriiiiiiininicneceeeeeeeeeese e 602

17.3.4.3  Parity (P), Reserved (R), and SIGNAL TAIL fields .......cccccceeererennene 603

17.3.5  DATA fICIA et 603
17.3.5.1  SERVICE fleld .....coieiiiiiiieeeeeeee e 603

17.3.5.2  PPDU TAIL field....c.cctoierieiiiiieieieeeetee e 603

17.3.5.3  Pad bits (PAD) ...couiiiiiiiriitccctetcee et 603

17.3.5.4 PLCP DATA scrambler and descrambler............c.ccocevevuenencnenicncnnene 604

17.3.5.5 Convolutional @NCOET .........ccceririerierieieiiiieeeeese e 604

17.3.5.6  Data interleaving........ccoieriirieiiiriieiereeieseee e 605

17.3.5.7  Subcarrier modulation Mapping.........cccceceeeeererrererieneneeneeeee e 607

17.3.5.8  PilOt SUDCAITIELS ...eoveeuiienieiieeeeie ettt 610

17.3.5.9  OFDM modulation.........c.ccoeeueieieieiiininenenieeieieceeeese e 610

17.3.6  CCA ettt st h e ettt ettt 611
17.3.7 PLCP data modulation and modulation rate change.............cccccoeveevireeriereenreenenns 611
17.3.8  PMD operating specifications (Zeneral) ...........ccecceveeieririeniniereeee e 612
Copyright © 2007 IEEE. All rights reserved. XXVil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0029



17.3.8.1  Outline desCription..........ceueeeeruirieneeierieeiee e 612

17.3.8.2 Regulatory reqUIremMents.........ccerueerverueeierreeiesieeeeeneeeeeseeeeensesseessesnnes 613

17.3.8.3  Operating channel freqUeNCIEs...........coervirriereriierieeiee e 613

17.3.8.4 Transmit and receive in-band and out-of-band spurious emissions .... 614

17.3.8.5  TX RE delay....cccooiiuiiiiiieieee et 614

17.3.8.6  SIOt tIME ..ueeuieiieiiiiieieee ettt 614

17.3.8.7 Transmit and receive antenna port impedance ............coecvevverereeeennen. 614

17.3.8.8 Transmit and receive operating temperature range............c.ooeeverveneen. 614

17.3.9  PMD transmit SPeCIfiCatiONS. .........ccuervieeieriieieriirierieseeieeaeteeeeeseeeeesesseensessaensens 614
17.3.9.1  Transmit POWET 1eVelS......ccivieriiiiieieiieieieieceee e 614

17.3.9.2  Transmit SPECtrUmM MasK .........cceririeririiniinieneeieeeee e 614

17.3.9.3  TransSmiSSiON SPUITOUS .....ccueeueerurruienuerieeienteeiesieententeeneeseeeneesseeseeseeenees 614

17.3.9.4 Transmit center frequency tolerance...........cooevveevueevereeieneneeeseenen 615

17.3.9.5 Symbol clock frequency tolerance.........c.ccoeeueererereneneneneenneeeennens 615

17.3.9.6  Modulation aCCUIACY ........ccveruereerieriieieeieieeeeeieeereseeseesseeeesseeseessesnnes 615

17.3.9.7 Transmit modulation accuracy teSt........ccecvervvereeverrieveerreereerreeeeseneenes 616

17.3.10 PMD receiver SPeCTiCAtIONS .....ccuveecuieriieiiieriie ettt ere et saeeeenes 617
17.3.10.1 Receiver minimum input SENSItIVILY .....cceevverieririenieiee e 617
17.3.10.2 Adjacent channel rejection...........ccccecereruerienienienienieieeeieieceeeeseneene 618

17.3.10.3 Nonadjacent channel reJeCtion...........cecceerereruereenienenieeeeeeeeeeneneens 618

17.3.10.4 Receiver maximum input level.........occoevveriecieniieienieiee e 618

17.3.10.5 CCA SENSILIVILY ..eoueiuieiiiiieiiitirieieteeteee ettt 618

17.3. 11 Transmit PLCP ..ottt st 618
17.3.12 RECEIVE PLCP ..ottt 621
17.4 OFDM PLME ..ottt ettt ettt et be b s ss e b et essesaeseeseesesen 622
17.4.1 PLME SAP sublayer management primitives ...........coeeveruenreeeeereeeeenenesrennene 622
1742  OFDM PHY MIB ..ottt 622
17.4.3  OFDM TXTIME calculation ........cccceceririeniiieninienieniieieeicenieeeenee et 625
17.4.4  OFDM PHY CharacteriStiCs ......cecvevtieueiruirienieiienieniteniesiteteetceseeeiee e sieeseesieennesiaens 625
17.5 OFDM PMD SUDIAYCT ......eeuiiitieieiieeieite ettt ettt ettt ettt et e e e e e saeenean 627
17.5.1  Scope and field of application ...........cceeceeriirieriiiieie e 627
17.5.2 OVEIVIEW Of SEIVICE ....eviuriniiieiieiieieiitnteeteste sttt ettt ettt et sttt 627
17.5.3  OVerview Of INEIrACLIONS . .....eoueeeuieiiitietirtente sttt ettt ettt ettt sttt ebe e 627
17.5.4  Basic Service and OPtIONS.......ccveeverrierieerieeriieeieesteesereeteesseesseessnessreesseesssesseenses 627
17.5.4.1 PMD_SAP peer-to-peer Service primitives ........ccceeeeevereereenereenuennnes 627

17.5.4.2 PMD_SAP sublayer-to-sublayer service primitives............c.ccecuerueee. 628

17.5.4.3 PMD_SAP service primitive parameters..........cceceeverreevereenreerueseeennes 628

17.5.5 PMD_SAP detailed service SpecifiCation...........ceceeeereieierieseeniesienieeiesieeneeenns 629
17.5.5.1  PMD _DATA.TEQUESE .c.ueeeutieriieeieeeiieeieeiee et enitesveesieesireenieesseeenseenane s 629

17.5.52 PMD_DATAINAICALE ......coveeeeerieeieiieiieieeeeie e eeee s 630

17.5.53 PMD _TXSTART.IEQUESE ...ecveevieriiieiieniieeieeriteeieesieeeveeiee e saee s 631

17.5.54 PMD_TXEND.IEQUESE.....cceerirriaiiriieieniieieniienieeteeie e ie e ie e saees 632

17.5.5.5 PMD_TXPWRLVL.IEQUESLE ...c.ecveuieiieiiriiiiniiieieieieieieiee e eieeeeeeens 633

17.5.5.6  PMD_RATE.TEQUEST.....certiiriiiriiiiiiiieeiteneeeteee ettt 634

17.5.5.7 PMD_RSSLINAICALE......c.eccieireiieiieiieieeiieieeeee ettt 635

18.  High Rate direct sequence spread spectrum (HR/DSSS) PHY specification............cccevververennnns 637
I8.1  OVETVIBW ..ttt ettt ettt b bttt ettt et s bt aeebeeb e e bt sb et et e sae st et eseebesaeeaenan 637
L1l SCOPC ettt ettt ettt sttt s h et b ettt ettt et e eae e bt she e tenneens 637
18.1.2  High Rate PHY fUNCHONS ...ceoitieiiiieiiieiesee ettt 637
18.1.2.1  PLCP SUDIAYET ....oeoveriiriiriiiiieicicictctnitees ettt 638

18.1.2.2  PMD SUDIAYET ...ccvveiieeiiiieieeie ettt 638

18.1.2.3  PLME ...ttt s 638

xXxviii Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0030



18.1.3  Service specification method and NOtAtION .........ceecueeiereieiirieereeeree e 638

18.2 High Rate PLCP SUDIAYET .....c.eoouieiiiieieeieeiecieee ettt eneas 638
I18.2.1  OVEIVIEW ..ottt ettt sttt ettt ettt eb et sttt ettt ebe b 638
18.2.2  PPDU fOIMAL...c..iiuiiiieieieiieceteteet ettt ettt ettt 638

18.2.2.1 Long PPDU fOrmat ........c.ccceevveriiriieierieeienieieseeeesieene e eeesesseesae e 639
18.2.2.2  Short PPDU format.........coccoveeiiiiiiienieeieeeeeeeeee e 639
18.2.3  PPDU field definitions . .......ccevuieiiiriieiieiee ettt 639
18.2.3.1 Long PLCP SYNC field .....ccccevueieieieieieireeeee e 640
18.2.3.2  Long PLCP SFD ..ottt 640
18.2.3.3  Long PLCP SIGNAL field .....ccceoeiieoieiiiiiiiniereseeeececeee e 640
18.2.3.4 Long PLCP SERVICE field ......ccccoeoiiiiiniiinineeseeeeceeeee e 641
18.2.3.5 Long PLCP LENGTH field ......cccceiiieiieieiiieieese e 641
18.2.3.6 PLCP CRC (CRC-16) field......c.cceeieirieeieiiiinierieieeieeeeeeeie e 643
18.2.3.7 Long PLCP data modulation and modulation rate change .................. 645
18.2.3.8  Short PLCP synchronization (ShortSYNC) .......cccceeevvecienieieieenennn. 645
18.2.3.9  Short PLCP SFD field (ShortSED)......cccceviririnininiicieiecececnenne 645
18.2.3.10 Short PLCP SIGNAL field (ShortSIGNAL)......ccccceverineneeeeecrcaene 646
18.2.3.11 Short PLCP SERVICE field (shortSERVICE).......c.ccccevveviriniienenen. 646
18.2.3.12 Short PLCP LENGTH field (shortLENGTH) .......ccccoeoiiinenieieiecnee 646
18.2.3.13 Short CRC-16 field (ShOrtCRC) ......ccoeveiriniiriiierieieieieieeeeieee e 646
18.2.3.14 Short PLCP data modulation and modulation rate change.................. 646
18.2.4 PLCP/High Rate PHY data scrambler and descrambler..........c..c.ccccecuevueirenennnn 646
18.2.5  Transmit PLCP ....ooiiiiiiiiiiiieeee ettt s 647
18.2.6  RECEIVE PLCP ...ttt ettt sae s 649

18.3 High Rate PLIME ........ooiiiiiiiiieeee ettt ettt sb et es e eneeneeneeean 652
18.3.1 PLME SAP sublayer management primitives ............coceeveruenreeeeeneeeeenenenennene 652
18.3.2  High Rate PHY MIB.......ccooioiiieieicieieeeit ettt 653
18.3.3 DS PHY CharacteriStiCS .......coueeeuereriiriiniinierienteieieieettete sttt 654
18.3.4 High Rate TXTIME calculation ...........ccoeceevieriieiieniieieesie st eve e 655
18.3.5  Vector AESCTIPLIONS ..euvievreriiieiieriieeieesiteeteeteesreeteesteesreesseessneesseesseesnseesssannsesnses 655

18.4 High Rate PMD SUDIAYET .....ccueeiiiiiiiiiiieieeeee ettt e 656
18.4.1  Scope and field of apPliCAtION .......c.eecvieieriieieieciee e 656
18.4.2  OVEIVIEW Of SEIVICE ...veuviutiniiieiieiieieiiinteeteste sttt ettt ettt ettt et ebe e 656
18.4.3  OVerview Of INEIrACLIONS . ..c..evveieuieiieiietietinte sttt ettt ettt ettt sttt 656
18.4.4  Basic SErvice and OPtIONS......cccveeveerierieeiteerieeeteeseesereesteesseesseessnesseesseesssesseessns 656

18.4.4.1 PMD_SAP peer-to-peer Service primitives ........cccveeeveerveereerveeneennnen 657

18.4.4.2 PMD_SAP sublayer-to-sublayer service primitives............cccceceerueeee. 657

18.4.5 PMD_SAP detailed service SpecifiCation ...........cceceeeerreieneeieeneeieseeie e 658
18.4.5.1 PMD DATA.TEQUEST ...eeeruiieiiieieeitieeieeite sttt et 658

18.4.52 PMD _DATAINAICALE ......ccvieeeeniiciieieeieeiecieie sttt ere e see e 659

18.4.53 PMD_MODULATION.ITEQUESE ...c..covevereiienieniiieieieieieiceieeiceie e 660

18.4.54 PMD PREAMBLE.TEQUES....cecoieuieiieiiieieiirienieieieieceieeieeie e 661

18.4.5.5 PMD _PREAMBLE.NAICAE......ccveieeieiieiieiieiieiiiese e 662

18.4.5.6 PMD TXSTART.TEQUESE ....cuveuieeierieieeiiiiieieieeeeteee et 663

18.4.5.7 PMD_TXEND.TEQUESL....c.etrrteeiieriieniieniieeteesiteeteenieeeeeeieesieeenieesieeens 664

18.4.5.8 PMD ANTSEL.TEQUESt.....eertierieeiieriieeiierteeeieeieesveeieenieesveeseeseneens 665

18.4.5.9 PMD TXPWRLVL.IEQUEST ...c.eoveruiriiriiiiieieieieieieceiceicee e 666

18.4.5.10 PMD_RATE.TEQUEST....ccutiierieriieiiriieieetieieette ettt 667
18.4.5.11 PMD_RSSLINAICAL. ....ccuveriieiiiieiienie et 668
18.4.5.12 PMD_SQuNAICALE .....cuvevieeieiieiieiieiiieetiieieieie et saeseeneas 669
18.4.5.13 PMD_CS.uNAICALE .....oveeeveiieeieiieieeie ettt eeee e 670
18.4.5.14 PMD_ED.INAICAE.....cceevvieiereieieiieieeiteieseeieseeireseese e ae e 671
18.4.5.15 PMD _ED.TEQUESE.....eterieeetieiieeieeiieeteeiee et eieeeveeieessreeaeessseesseensses 672

18.4.6  PMD operating specifications, general..........ccccoocereiieriinienenieeneee e 673
Copyright © 2007 IEEE. All rights reserved. XXiX

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0031



18.4.6.1 Operating freqUeNCY TANEE.......c.eveeruerueereerrieieeeeieeieeee e eee e enees 673

18.4.6.2 Number of operating channels............ccccooeverircieiinieneeieeeeee e 673
18.4.6.3 Modulation and channel data rates ..........c.ccocerererenenenienenceencncnne 674
18.4.6.4 Spreading sequence and modulation for 1 Mb/s and 2 Mbrs............... 674

18.4.6.5 Spreading sequences and modulation for CCK modulation at
5.5 Mb/s and 11 MDB/S ..o.eeeiiiiiiiiiiiiieeceeee et 674
18.4.6.6 DSSS/PBCC data modulation and modulation rate (optional)............ 677
18.4.6.7 Channel Agility (Optional) .........cccoeieriiriererieeeeee e 679
18.4.6.8 Transmit and receive in-band and out-of-band spurious emissions .... 682
18.4.6.9 TX-to-RX turnaround time ...........coceveerveieirerenenenenenieneceeeeeeene 682
18.4.6.10 RX-to-TX turnaround time ...........ccevuerieieirerinienie e 682
18.4.6.11 SLOt tIIMIE ..uuitiiniieiieiieeiee ettt ettt et 682
18.4.6.12 Channel switching/settling time...........ccccceoereriieiinieneieeeeeeeee, 682
18.4.6.13 Transmit and receive antenna port impedance ...........ccoccveeverereeneennen. 682
18.4.6.14 Transmit and receive operating temperature range............c.ooveevvevennen. 682
18.4.7  PMD transmit SPECIfiCaAtiONS.........eevervieieriieeieiieterieeeesieeaeeeeeeeseeeeesesseeseseaennens 682
18.4.7.1  Transmit POWET 1eVElS......ccevieriiiieieiiieiereeie et 682
18.4.7.2  Transmit power level Control...........ccooiviriiiiiiinineeeeeee e, 683
18.4.7.3  Transmit SPECtrum MasK .........cccoveeruirieiiinieienieieeee e 683
18.4.7.4 Transmit center frequency tolerance...........ccocecevererenrenieneneerenicnennens 683
18.4.7.5  Chip clock frequency tolerance ............oceevuereeveerieecienieeeenieeeesreserennes 683
18.4.7.6  Transmit power-on and power-down ramp ............cccecereerverververvennnnn 684
18.4.7.7  RF CaITIEr SUPPIESSION ...evvvrenrreeeiieiienieeieesireeseeniresreeseessreaseesseesnses 684
18.4.7.8  Transmit modulation aCCULACY ......cceeruerieriirieiieiee et 685
18.4.8  PMD receiver SPeCIfiCatiONS .......ccueeiuirieriieeieiieceie ettt 687
18.4.8.1 Receiver minimum input level SenSitivity ........cccccvevvereeiecinrcrienicnennene 687
18.4.8.2  Receiver maximum input level.........cccoevverieieniinieniieiee e 687
18.4.8.3  Receiver adjacent channel rejeCtion ............ccvevveeverieeceeneereenreeeeneenenen 687
I8.4.8:4  CCA ettt s 687
19, ERP SPECIIICATION. ....eiitieiitieie ettt ettt et ettt e et e e e eb et e e st et e eseeneesneeneesbeensensens 689
L B O 1<) o [5OSR PSRRS 689
19.1.1  INETOQUCHION......couirtitiiientetetet ettt ettt ettt ettt ettt 689
19.1.2  Operational MOAES ........ccervirieriieieriieiere ettt e ste et steetesbeeseesseessesseesaesseessesseessens 689
L O B 1o ) o T USROS 690
19.1.4  ERP fUNCHONS ..eoutiiiiieiieiesiceiesit ettt ettt st snens 690
19.2 PHY-specific service parameter LiSt.........coeuerueerierieieriieie ettt 691
19.3 Extended Rate PLCP SUDIAYET ......c.cocveiieieiiiiecieeieiceee ettt 692
19.3.1  INEOQUCHION. .. .eiuiitirtiienieietet ettt sttt ettt ettt 692
19.3.2 PPDU fOIMAL...c..iitiiiieieieiieeet ettt sttt ebe et 692
19.3.2.1 Long preamble PPDU format ..........ccccoooeeiinieninieniniene e 693
19.3.2.2  Short preamble PPDU format..........cccceecuieriercieeciienieeieeee e 694
19.3.2.3 ERP-OFDM PPDU fOrmat ..........ceceeueieieiriieiieienesiesiesieeeeeeeeee s 695
19.3.2.4 DSSS-OFDM long preamble PPDU format ...........cccecevvecveniervennnnen. 695
19.3.2.5  Short DSSS-OFDM PLCP PPDU format.........cccccuevueerinenerenenennene 697
19.3.3  PLCP data modulation and rate Change............ccoceevveruieeiiiieienieieseee e 697
19.3.3.1 Long and short preamble formats ............coccevereieienienenieeneneeeeeen 697
19.3.3.2 ERP-PBCC 22 Mb/s and 33 Mb/s formats ...........cccceeeeereeeeencreennnen. 698
19.3.3.3  ERP-OFDM fOrmat.........cccccvrvirueieieieieieiieieetisiesiesieieeeaeeeeeese e enens 700
19.3.3.4 Long and short DSSS-OFDM PLCP format............cccccvevvevirverennnnnee. 700
19.3.4  PLCP tranSmit ProCEAUIE........cvervirtierieieieetietesetetesteetesseeseesseessesseesaesseessessesssens 701
19.3.5  CCA ettt ettt b e ettt be e 701
19.3.6  PLCP receive PrOCEAUIE ......oouieiieiieieiiieieeiiesie ettt ettt s nnene 701
XXX Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0032



19.4 ERP PMD operating specifications (ZENeral) ..........ccoecereererierierieneeeieieeieie e 702

19.4.1 Regulatory reqUIrCIMENLS ... ..cueeveererrieteeeeeieeeeetesteetesteeeaesseeseesseensesseessesseensessessens 702
19.4.2  Operating channel freqUENCIES. .........ccvieieriieieriieieie et 702
19.4.3 Transmit and receive in-band and out-of-band spurious emissions ...................... 702
19.4.4  SIOt HIMIC ..ottt ettt ettt ettt bt ettt et et ne b ebe e 702
19.4.5  STFS VAIUC....etiitititeeeee ettt ettt ettt et ettt se s 702
19.4.6  CCA PEIfOIMANCE ....uvevienieetieieeiiete et eeeste ettt e ste et e et eseesteeseesesneessesneeseeneens 702
19.4.7  PMD transmit SPeCifiCationS. ........ccueruieiereieieiieierie ettt eieeee ettt e e 703
19.4.7.1  Transmit POWET 1eVElS......ccvririiirieieiieieeeiee e 703
19.4.7.2 Transmit center frequency tOlerance..........ccovvveverveeeenreeeerieereeeeseeenns 703
19.4.7.3  Symbol clock frequency tolerance.............ccoevveeverreeeenieceenreeiereeeeennn, 703
19.5 ERP operation SPECIfICAtIONS .......ccuirieriirieiiriieieitieieetie ettt sttt s eaeeeas 703
19.5.1 Receiver minimum input level SENSItIVILY ......ceeveriieiieriieiirieeere e 703
19.5.2  Adjacent channel reJECtiON. .......cc.eeuierueriieriieiecteeiete et 704
19.5.3  Receive maximum input level capability..........ccoevvevierieriinienieeienie e 704

19.5.4  Transmit Spectral MAasK ........c.ccceecieriieiiirieciere et

19.6 ERP-PBCC operation specifications

19.6.1 Receiver minimum input level SENSItIVILY .....cceeeeriirieriiierieere e 704
19.6.2  Receiver adjacent channel rejection ..........c.cceoeeierieienieieniecere e 704
19.7 DSSS-OFDM operation SPeCifiCations ..........oeeeruerereirerirenerientenienteneeeeeeeenesresreseeseennes 705
1O.7.1  OVEIVIEW ..ottt ettt ettt sttt sttt et et ebe ettt be e 705
19.7.2  Single carrier to multicarrier transition reqUIrEMENts...........cccecveeeeeerererenrennene 705
19.7.2.1  Spectral binding reqUiremMent............cccueeveerieeieeriesireereesre e e 706
19.7.2.2  Sample-power matching requirement............coeceeevereereeneeneneereeneene. 711
19.7.2.3  Transition time alignment............ccceererieiinieieniee e 712
19.7.2.4  Single carrier termination ..........c.ceceeereririerierienieieieeeeeenesesresenaene 713
19.7.2.5 Transition carrier frequUency reqUIremMent ..........occveeveeeeeererenerennens 713
19.7.2.6  Transition carrier phase reqUIremMent ...........cceevveeverreereerveeeerseeseersenenns 714
19.7.2.7 Transmit modulation accuracy requirement ...........ccceeeeveeeveerveerueennnens 715
19.8 ERP PLIME ... .ottt a ettt ettt e et et et et e ebeeaesaenan 715
19.8.1  PLIME SAP ..ottt ettt sttt nt s st st ne s 715
19.8.2  MIBo ..ttt et ettt 715
19.8.3  TXTIME ..ottt ettt 717
19.8.3.1 ERP-OFDM TXTIME calculations ..........cccccceeverenenieneneiecicncnne 717
19.8.3.2 ERP-PBCC TXTIME calculations ..........cccceceeveeeenieneeneneencieenenene 718
19.8.3.3  DSSS-OFDM TXTIME calculations..........cccceceveeriineeneneenienceennen. 718
19.8.4 ERP-OFDM PLCP PSDU definition.........ccccevuevierieieieinieiiiiieieeeieeee e 719
19.9 Extended rate PMD SUDIAYET ......ccvieiuieiiieiiieiiecie ettt eve et ae et enseeneeas 720
19.9.1  Scope and field of apPlication ...........ceeieririeriiiere e 720
19.9.2  OVEIVIEW Of SEIVICE ....eviutiiiieiieiieiieieeteeteste sttt ettt ettt ettt 720
19.9.3  Overview Of INTETACTIONS .....ccuevieuieiiiieiiriirieriesterte ettt 720
19.9.4  Basic SErviCe and OPLIONS.....c.eceevierierieieiietietesttetesteesesseeseesseessesseessesseessesseessens 720
19.9.4.1 PMD_SAP peer-to-peer Service primitives ........ccceeeeeveeeereeneereenennnes 720
19.9.42 PMD_SAP sublayer-to-sublayer service primitives...........ccccceeueruennee. 720
19.9.43 PMD_SAP service primitive parameters...........ceceevereeeereeeeeneenneenees 720
19.9.5 PMD_SAP detailed service SpecifiCation ...........c.ecveceererecierieesienieeiesieneesieeveneens 722
19.9.5.1 PMD DATA.TEQUESE ...ueerutieriiieieeiiieeiteite ettt esiee st e sieeevee e 723
19.9.52 PMD DATA.INAICALE ....coveevieiiiiiieieieieiieceieete st 723
19.9.53 PMD_MODULATION.TEQUESE ......eervrreiieriierirenieenireeveeieesveenieenenens 723
19.9.54 PMD _PREAMBLE.T&QUESt....c.ciueuieeieiieiieiirieniesieieieeeeeieee e 723
19.9.5.5 PMD_TXSTART.IEQUESE ....ecveeeeieeieiieiieeieieniesteieieieseeseeiaeieeeesaessesnens 723
19.9.5.6 PMD_TXEND.TEQUESL......coveieierierieriitiieieieieieeeeeeeeeetessessesaessessenens 723
19.9.5.7 PMD_ANTSEL.TEQUESt.....eeviiriieiieiiieitente ettt et 723
19.9.5.8 PMD_TXPRWLVL.IEQUESL ...c.ceueeuireiriiriiniiniinieieieieeeieieee e 723
Copyright © 2007 IEEE. All rights reserved. XXX1

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0033



19.9.59 PMD RATE.FEQUEST.....certiiriiiriiiniiieieeite ettt 723

19.9.5.10 PMD_RSSLINAICALE. ....c.ceiruiririiniiriiniiieieicieeese et 723

19.9.5.11 PMD_SQuNAICALE ...c..eveuieiieiiiiiriiniinicriestesteneneeeeee e 723

19.9.5.12 PMD_CS.NAICAE ....vecvienrieiieniieiieie ettt eee s e se e se e 724

19.9.5.13 PMD_ED.INAICAE....ccuiiuiiiiriieiiiieie et 724

Annex A (normative) Protocol Implementation Conformance Statement (PICS) proforma ...................... 725
ALl INEEOAUCIION ...ttt sttt st sttt et et eb bbb ee 725

A.2  Abbreviations and Special SYMDOLS.........cc.eoieriiiierieiieierieie ettt 725

A.2.1 Symbols for Status COIUMI .........covviiieiiiieie ettt s saeesne s 725

A.2.2 General abbreviations for Item and Support columns ..........cccceceveerineenenieneneene 725

A.3 Instructions for completing the PICS proforma...........cccoceeveninineninenininincncncncncncnenne 726

A.3.1 General structure of the PICS proforma .........cccceceevivininenincieneneinncsceenenene 726

A.3.2  Additional INfOrmMAation ........ccecveieiiiiiininiieeee ettt 726

A.3.3  EXception iNfOrmMation ........ccceerieeiieiieiieesieesiiesieeseesereeieesiaesbeeseaeeseebeeseneenseenes 726

A.3.4  Conditional STATUS ......eouiiieriieeieiieiese ettt ettt et st sb e eieens 727

A.4  PICS proforma—IEEE Std 802.11-2007 .....ceeoieiieieieeeiieieeieeie ettt 728

A.4.1 Implementation identification.........cc.ceceviririiriirienieieiinire et 728

A4.2  ProtoCOL SUMMALY .......cc.eeierieiieieetieieeeiesteeteeteetestesaeessessaesesseessesssensesssessesssesesses 728

A4 4 MAC PIOtOCOL..ccuiiieiieiie ettt ettt te st et esbeesbeesbbeenbeesseesnseenseennnas 729

AA43  TUT CONTIGUIALION ...uveeneieeiiieiieciieeieesie et esee et e et e eeteebeeseaesnbeenteessbeesseesssesnseenseesnnas 729

A.4.5 Frequency hopping (FH) PHY functions..........cccoooeeiiiiiiiinieiinieeceeeeeeee 737

A.4.6 Direct sequence PHY fUNCHONS .......ccoeceririninininiiieicieceneseseeeseeeeeeie e 739

A.477 IR baseband PHY fUNCHIONS.......ccoociririririiiicieieeiscr et 743

A.4.8 OFDM PHY fUNCHONS ..c..tetiiieiiciieieeitee sttt et s 746

A.4.9 High Rate, direct sequence PHY fUNCtions .........ccceeveeviiirienieeciieniecie e 755

A.4.10 Regulatory Domain EXteNSIONS .......cccecuirieriiiieniiiieieiieeieiee e 760

A4 1T ERP fUNCHONS ..ottt ettt et 761

A.4.12 Spectrum management EXtENSIONS .......c.eerverrieeerrerirerierreeserseessenseesesseessessessessensaens 764

A.4.13 Regulatory classes EXIENSIONS. .....ccvieuerreererreeiesrertestesseesesseesesseessesseessesseesesseessens 766

A.4.14 QoS base fUNCHONALILY ......eecvvieriieiiieiieeeie ettt s e e s e aee e eenes 766

A.4.15 QoS enhanced distributed channel access (EDCA)........ccovevieriieneeeieeieeeieeieenns 767

A.4.16 QoS hybrid coordination function (HCF) controlled channel access (HCCA) ....... 767

Annex B (informative) HOPPING SCQUENCES. ......cc.evveriieieiieeieiietesteeitetesitestesseessesseesesseessesseessessesssessensenns 769
Annex C (informative) Formal description of a subset of MAC 0peration............cceeceevveeeerierveriesieesnennnnns 783
C.1 Introduction to the MAC formal desCription ..........ccceecverieeiieerieiiiereesee e eee e seee e 786

C.1.1  Fundamental aSSUMPLIONS ........ccueeuieruieierieeierieeiieieeeesieetteee e seeeeeeeeseeeseeseeeneesneens 786

C.1.2  NOtation CONVENTIONS ....cuvreureueereieeerieeeesttesteeeeeteeseesteeneenseeneesseeeesseensesseensesseensesseens 786

C.1.3  Modeling teChNIQUES ........cerveeeieiieiierieeieeieseete st et ettt e e eaesreensessaeaesseensenseens 787

C.2 Data type and operator definitions for the MAC state machines...........cccecverveeceerrervennennnn 788

C.3  State machines for MAC STAS.....ooiiiiieieeteere ettt 836

C.4  State machines for MAC AP ......oooui it 913

Annex D (normative) ASN.1 encoding of the MAC and PHY MIB........cccccooiiiiiiiiiiieeeeeeeee 985
Annex E (reserved fOr fUtUIE USE)......oviiiiieriieieriieieit ettt sttt sttt essesse s e sseessesaeseesseseenes 1075
Annex F (informative) High Rate PHY/FH interoperability .........cccccoocevievieriiieniieienieeieseeeee e 1077
F.1  Additional CCA recommendations ..........ccoceeruerirrieitieientieiesieeiesie et eee st ee e 1077

XXXil Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0034



Annex G (informative) An example of encoding a frame for OFDM PHY ..........cccooviiiiiiiiinini, 1079

Gl INETOQUCHION ...ttt ettt st sttt et et ebeebesaeeae e 1079
G.2 THE IMIESSAZE .. eeuveveeuieiieieeteete st etesteente st etesseense et eesseeseenseeseensesseansesseensesseensenssensensennsenseenes 1079
G.3  Generation Of the Preamble..........cc.evieiiriieiiiicieeeieieeee ettt ees 1080
G.3.1 Generation of the ShOTt SEQUENCES .......ecvvieiiieiiieiieee et 1080
G.3.2  Generation of the 10Ng SEQUENCES ......ccueeiiiriieiiniieiieiee et 1083
G.4  Generation of the SIGNAL field.......ccccooieiiiiiiiiiee ettt sre e
G.4.1 SIGNAL field bit aSSINMENL .......ccevveererrieieiieieieeteeee et eee e eae e sesseeseenseenes
G.4.2 Coding the SIGNAL field bits
G.4.3 Interleaving the SIGNAL field Dits .......ccoevuieiiiiieieiieieceiee e 1087
G.4.4 SIGNAL field frequency domain ..........cccoeeeeierieriiniene e 1087
G.4.5 SIGNAL field time dOmain ..........ceeveviiiierierieieeiet et 1088
G.5 Generating the DATA DItS .....ccueouiriiiiieieieinnereeeetetet ettt sttt saee 1090
G.5.1 Delineating, SERVICE field prepending, and zero padding .............ccceevvevrnnenne. 1090
G.5.2  SCIAMDBIING .....oiiviiiiiiieiecieet ettt ettt et s ae e b e s saebeessesseesseseeseesseenes 1091
G.6  Generating the first DATA SYMDOL.......c.ccveiiriieiiiiieieiecieie et 1094
G.6.1  Coding the DATA DILS...cueeuieieiieiieiiee ettt ettt st 1094
G.6.2 Interleaving the DATA DIts ...cc.coveoiiiiirininirincrececteecteen et 1095
G.6.3  Mapping into SYMDOLS .......ceeeverieiieriieiirii ettt ste et saeseeesaesseesaeseeseenseens 1098
G.7  Generating the additional DATA SymDbOIS.........cccccveriirierierieiieieieee e 1099
G.8  The NITE PACKEL ...cueeieiiiiieieiieestieete ettt et e ettt st e st e e saaeebeebaeesseeseessseeseenseenns 1100
Annex H (informative) RSNA reference implementations and test VECtOrS........ceevuereereererrienenienieenenn 1107
H.1  TKIP temporal key mixing function reference implementation and test vector................. 1107
HoLil TS VECTOTS .ttt ettt ettt ettt ettt ettt st e s bt e be e sbaesbeebee e 1117
H.2  Michael reference implementation and teSt VECOTS. ........c.evveeverrieierienieieeieie e 1119
H.2.1  MiChael tESt VECLOTS .....eueuiiiiiieriieiesie ettt ettt ettt 1119
H.2.2 Sample code for MiChael .........cc.eoviieiiiiiiiiieciiectecie et s 1120
H.3 PREF reference implementation and teSt VECTOTS........ccvuieiirirrierieieriieie et 1127
H.3.1  PRF 1eference code.......cocoouiiiiiiiiiiiiiinienenieseeecteteie e 1127
H.3.2  PRE LEST VECLOTS ..cueiieiiiiieiieiieie sttt ettt 1128
H.4 Suggested pass-phrase-to-PSK mapping..........ccceeveveeriieviinierienieieseeie e eeeenns 1128
Ho4 1l INEOQUCHION. ....eiiiiiiiieieeiiec ettt sttt 1128
H.4.2 Reference implementation .........cccecueeruierieeiieeniesieesiee et eieesteesveesaeeseeeseesseessseens 1129
H4.3 TSt VECLOTS ..eeiiiiieeiie ettt ie ettt et e ettt e ettt eeente e e e e e e enaeeesseesensaeesnseeesnseeennns 1130
H.5 Suggestions for random nuMbEr SENEration ............cceeveceerieriereesierirreeseerenieeeesseeseneeenns 1131
H.5.1  Software SAMPIING ......c.cccvevviiieiieeieiieieie ettt sttt sre et esseenseens 1131
H.5.2 Hardware-assisted SOIUHION .......ccceuiiuiiiriinieieiiieteeese e 1132
H.6  Additional tESt VECTOTS ...c.eiitiiieitieiietieiierte ettt ettt et st 1133
H.6.1  INOTALION ..iouviiiiieiieeieeiee sttt eiteeteetee s e e steestaeesteestaeesbeessseesseesseassseeseessseenseensseans 1133
H.6.2 WEP cryptographic encapsulation.............cccoeeerierirriereeienceieseeeee e 1134
H.6.3  TKIP tESt VECIOT .....euiiniiiiiiiiiiieienieeteettete ettt sttt et st s 1135
H.6.4  CCMP tESEt VECLOT ....c..eeuiiiiiiieiieieeitenie ettt ettt ettt ettt et st 1136
H.6.5  PRF ST VECTOTS ..cueiieuiiiiiiieiieie ettt sttt st 1136
H.7  Key hierarchy teSt VECOTS .......eeciiiuieiiiiiieeste ettt st 1138
H.7.1 Pairwise KeY derivation..........ccoocierierieiiiieiesieeieeeeie ettt 1138
Annex I (informative) Regulatory CIASSES .........cccveuiriieriieiieiiieiieie sttt sae e eae e eesensesseenes 1141
.1 External regulatory referenCes .........ccvriieieriieiieriieierieeeesie ettt se e sae e ennens 1141
1.2 Radio performance SpecifiCationS ...........ceeveiuieriiriieiinrieiesreeee e eee e eee e eese e esesreesseeseenns 1143
[.2.1  Transmit and receive in-band and out-of-band spurious emissions ...................... 1143
Copyright © 2007 IEEE. All rights reserved. XXXiil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0035



122 Transmit pOWeEr LeVEIS.....c.ooiiiiiiiiiiieee e 1143

1.2.3  Transmit SPECtrUm MASK ......cceeriirviieiiieiieeieeie et e eaeebeessaeeneee s 1144

Annex J (normative) Country information element and regulatory classes ...........ccocevvvereeieriieveeneesneenne. 1147
Annex K (informative) AdmiSSION CONIOL.......cccieriiiiirieiierieeiete ettt ettt eee e ae s essesseensesseenes 1151
K.1 Example use of TSPEC for admission CONtrol...........cccevveieriieienieieneeeieeeiese e 1151

K.2 Recommended practices for contention-based admission control............cccceeeerenieirnncnne. 1152

K.2.1 Use of ACM (admission control mandatory) subfield...........ccccocuveveenvenrrenenncnne 1152

K.2.2  Deriving Meditm tME .......ceecverierierieieieerieseeieeeeseeseeseessessesseessesssessesssessenssenns 1152

K.3  Guidelines and reference design for sample scheduler and admission control unit ........... 1153

K.3.1 Guidelines for deriving service schedule parameters ...........cccccoceevereenereesienncnne. 1153

K.3.2  TSPEC CONSIUCTION. ..c.utrutiiieiieniieitenieeitenieete sttt ettt sttt 1153

K.3.3 Reference design for sample scheduler and admission control unit...................... 1155

Annex L (informative) An example of encoding a TIM virtual bit map ........ccceceeeeveenereneneneneieeenens 1159
R N 6313 (o4 10170 o OSSR 1159

| D 2 < 111 o) (<1 OSSO SRP SRR 1159

L3 SaMPIE € COAC ...vviniiiniieiiiieiieie ettt ettt et s e et e st e ssbeesebeenbeesbsesnseensaesns 1160

Annex M (informative) Integration fUNCHION ..........c.eecieriieieriieierit et s 1165
M1 INEFOQUCHION ...ttt ettt ettt st st sttt ne et ebsebeeneenea 1165

M.2 Ethernet V2.0/IEEE 802.3 LAN integration function.............cceceevireeneneeienieieeeeeeeeenes 1165

A B T 25 11 11 o) [T O USTUURRRUSRRPR 1165

M.4 Integration Service versus bridging .........ccccevieciirieiiiniieiiiieee ettt sre s eeeens 1167

Annex N (informative) AP functional deSCriPtion ...........ccoceeieriieieniieierieiere e 1169
D S Y 0T 1317 5 (3 PSS SURPRRRRN 1169

N2 TeIMINOLIOZY .. veeutteiieie ettt ettt ettt et e sttt e st st et e s e st en e et eneesaeemeesaeeneenaeennens 1169

N.3  Primary ACM_STA fUNCHONS ...eoiuiieiieriieeiieie e erieesteetee et sieeseaeeteessaeeaeenseesnsaenseens 1173

N4 Primary AP fUNCHONS .......cooiiiiieiiriieieetet ettt ettt e et e te e s teessesseessesseessesseessessnensens 1173

N.5  Primary DS fUNCHONS .....cc.evuirieieieieieeeicetesene sttt ettt ettt et 1175

N.6  Primary portal fUNCHION .........cc.eiiiiiiiiiiieeee et s 1175

N.T7 AU EXAMPIE cvvieeeiieiieciieeiee et erteeete ettt e ettt eebe e bt esebeesaeeesaessbeesssessseesssesnseesssesnseenseesnsenn 1175

Annex O (informative) DS SAP SPECIfICAtION........ccvvieiiieiiierieeieeeeeie ettt e s eseaeebeenaneeanees 1177
O.1  INITOAUCLION ...ttt ettt ettt ettt ettt et ebeebesbesaeas 1177

0.2 SAP PIIMILIVES w.evirteriiieietetent ettt sttt ettt ettt st st sttt sae et et see e enseneenesaens 1178

O.2.1  MSDU trANSTOI . ...c.teitieiieiietiee ettt ettt ettt e e st e b st e b bt e e enee e 1178

0.2.2  MappPing UPAALES......cerveieerrierierieiierteereesteeeesteereessesseessesssessesseessesseesseeseessesseessenses 1180

Annex P (informative) BiblIOZraphy .........cccvecuerieriiiiieie ettt s e sneenes 1181
o R € 13 TS 1 TSRS 1181

P.2  Specification and description language (SDL) documentation............ccccceeeveierienreenernnnnne. 1183

XXX1V Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0036



List of figures

FAUIE 51 S S ittt ettt bttt e st e et e beeseesbeesaesbeesae b e esbenteereeeseenbeeaeenteereenseanean 25
Figure 5-2—DSS @A APS.....ccuiiieiiiieieet ettt ettt et e st et e sttt e et e et e st et e st ense st ensesreensennen 26
STy L R T R S TSRS 27
Figure 5-4—A representative signal intenSity MaP ........ccceoeeieririereriere ettt ettt seeseeeeeeneas 28
Figure 5-5—Collocated COVEIrage ar@as..........cueruiriiriiriieiieieniietieie ettt eete sttt e st stte et e b b e et saeeneesbeeneenneas 29
Figure 5-6—Connecting to other [EEE 802 LANS ......cccooiiiiiiieiecieieeeeeece ettt sveesee e enees 29
Figure 5-7—Complete IEEE 802.11 archit@CtUure..........cccuerieriirieienieriesieie sttt seeeaesnees 32
Figure 5-8—IEEE 802.11 architecture (AZaIN) ..........ccccuervieiueriieierieeieseeereseeeesseesessessesseessensesseesseeseessensens 41
Figure 5-9—Logical architecture of an IBSS .......c.ooiiiiiiiiee e 41
Figure 5-10—Portion of the ISO/IEC basic reference model covered in this standard.............ccccoeereenrnen. 42
Figure 5-11—Establishing the IEEE 802.11 aSSOCIAtION......cccuirieriirieiiiieie ettt 44
Figure 5-12—IEEE 802.1X EAP authentiCation..........c.cccvecveriieieriieienieeteieeeesieeeeereeeesseeseesesseessesseessessnas 44
Figure 5-13—Establishing pairwise and group KEYS.......ceccveieririeieiieieiieie ettt sre e sneas 45
Figure 5-14—Delivery of subsequent roup KEYS .......cevieiirieriiieierierie et 45
Figure 5-15—Sample 4-Way Handshakes in an IBSS ..o 47
Figure 5-16—Example using IEEE 802.1X authentication............ccecceeeeririeniiiieneneeiesiceesceee e 48
Figure 6-1—MAC data plane architeCtuIE ..........ccveeieiiirieiieieste ettt ettt sre et e ste et e sseereesseeseesreessenens 55
Figure 7-1—MAC frame fOTMAL...........oociiiieiiiieiie ettt sttt sttt e st eebe e sebesae e taesbeenseeseesnseenseens 60
Figure 7-2—Frame Control fIeld ..........ccoceriiiereiieiecieeetet ettt sse e sseesae s s 60
Figure 7-3—Sequence Control fleld..........ccccueoieiiiiiiiininineeceetee et e 66
Figure 7-4—QoS AP PS Buffer State subfield.........ccccoiiiiieiiiieiiee e 69
Figure 7-5—Frame Control field subfield values within control frames ..........cccceceererieriniieninicinceeeee 72
FAgUIe 7-6——RTS fIAME .....ceitiiiieiiieiieeie ettt ettt ettt ettt e s ate e s teesabe et eessaeeateesanesnseenseesnsaenseens 72
FIGUIE 7-T—CTS frAME ....cuvitieiieiieiciee ettt ettt st s be st e e esae st e essenseeseesseensesesnsensenssensens 73
FIgure 7-8——ACK fTaIME ....c..couiiiiiiiieieietceet ettt ettt ettt ettt s a e st neeneeee 74
Figure 7-9—PS-POll fTAIME ......cc.eiuiriiiiiiiceciece ettt ettt st eee 74
Figure 7-10——CF-End frame..........cooiiiiiiieie ettt et st eee b enae 74
Figure 7-11—CF-End+CF-ACK frame..........cccoccueiiiiiiiieiieieeecteeeee ettt ae e s e esbeesaene s 75
Figure 7-12—BIOCKACKRE([ frAME........cceiviiiieiiiieiecieie ettt ettt et nseere e e sbeesaennens 75
Figure 7-13—BAR Control fIeld.........cooieriiiiiieiieieseest ettt ettt et sseensesaeesaesseesnensens 75
Figure 7-14—Block Ack Starting Sequence Control field..........c.cooevereninieiiininieiiieneee e 76
Figure 7-15—BIOCKACK fTaME ......coouiiiiiiieieee ettt ettt e e b eseenae s 76
Figure 7-16—BA Control fIeld..........ooiiiiiiiee ettt s s 76
FIigure 7-17—Data fram@........coccverciieriieeie ettt ettt ettt et e st e sebe e teessbeebeesseeenseesssesnseenseesnsesnseens 77
Figure 7-18—Management frame fOrmMat..........c.cccvecveriieierieciinieiere ettt ste e sseeaesreessenne s 79
Figure 7-19—Authentication Algorithm Number field.........cc.cocririninininiiiiiiecee e 87
Figure 7-20—Authentication Transaction Sequence Number field ........c..coceeevenerieiiniininininenenceeee 87
Figure 7-21—Beacon Interval fleld ..........cooi oo 88
Figure 7-22—Capability Information field.............cccueeciiiiiieiiiiiiecice e 88
Figure 7-23—Current AP Address fleld.........cooviiiiiiiiiiicieeceeee et 91
Figure 7-24—Listen Interval field..........ccooiiiiiiiieiiiiieiiieee ettt e sre e nne s 91
Figure 7-25—Reason Code fIeld .........cccoeiririiriiriiiiiiiiiirir ettt e 92
Figure 7-26——ATID FIE1A ....c..oouiiiieiiee ettt ettt eat et ettt et sbe e b nae s 93
Figure 7-27—Status Code fIeld .........cooiiiiiiiiee ettt s 93
Figure 7-28—TImeStamp fIe1d ........cveviiiiiiiiieieceeecee ettt et be e sae e e sreessenaeas 95
Figure 7-29—ACtIoN fICLA ....ccveouieiiiieieee ettt sttt ettt e et eneeaesreenaennenn 95
Figure 7-30—Dialog Token fixed field ..........ccooiiiiiiiiiiee et 96
Figure 7-31—DLS Timeout Value fixed field ..........cooeiieiiiieeeeee e 96
Figure 7-32—Block Ack Parameter Set fixed field...........cooooeiiiiiiiiiii e 97
Figure 7-33—Block Ack Timeout Value fixed fleld........cccvevieviiieriiiiiicieeceeeee e 97
Figure 7-34—DELBA Parameters fiXed field .........cccoouiriiiiiiiiiieiecee ettt 98
Copyright © 2007 IEEE. All rights reserved. XXXV

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0037



Figure 7-35—QoS Info field when sent by an AP..........ccoiiiiiiiiee e 98

Figure 7-36—QoS Info field when set by a non-AP STA ......ccooioieiiieeeee e 98
Figure 7-37—Element fOrmMat..........ccoooiriieriiieie ettt ettt st te st te et et e eseesesseensennean 99
Figure 7-38—SSID element fOIrMAL.........c..ceecuerieiiriieienie ettt ettt ss e be e e sseseeesessaeseesaenseens 101
Figure 7-39—Supported rates element fOrmat ............cocveeviiieriirieiieii ettt eseeere e 102
Figure 7-40—FH Parameter Set element format...........coocoioioiiiiiiiiieiineeee e 102
Figure 7-41—DS Parameter Set element fOrmat...........coocoooiererieiiiienieeeeee e 103
Figure 7-42—CF Parameter Set element format............occoeoirieieniirienieieeeee e 103
Figure 7-43—TIM element fOrmat..........c.cceviriieriiiienieiiere ettt et s saeseae e ssaessessaensesseensenseens 103
Figure 7-44—1IBSS Parameter Set element fOrmat...........c.ccovvieeieriiiieniieieieceeeeecee e 104
Figure 7-45—Challenge Text element fOrmat.............ccceviicieriiiierieiieieeeeteee et s s e 105
Figure 7-46—Country information element fOrmat .............occoeriiiriiniieniiiee e 105
Figure 7-47—Hopping Pattern Parameters information element .............cooceeveereeriereeieneieneneeeseeeee e 107
Figure 7-48—Hopping Pattern Table information element..............ccoccveeieririenirienieereee e 108
Figure 7-49—Request information €lement ..............ccccverieiierieriesiieiest ettt eae s e 109
Figure 7-50—ERP Information €lement..............ccceeviirierierieniesieiesieeieeteeie e eee e eae e seessesenessesssesaenseens 111
Figure 7-51—Extended Supported Rates element format............c.occeevieeeiriicienieieseceeeeeeeeee e 111
Figure 7-52—Power Constraint element fOrmat .............coooueiiriiiiiieii e 112
Figure 7-53—Power Capability element fOrmat ............ccooieiirieiiiieii et 112
Figure 7-54—TPC Request element fOrmat..........c.cceceririrerininieneneeieeee et nee e 113
Figure 7-55—TPC Report element fOrmat ...........ccoevirieiieiieiiesieieseceeste ettt se e sseesse s eeas 113
Figure 7-56—Supported Channels element fOrmat ............cecvecieviirieneicieniiiieie e eeas 114
Figure 7-57—Channel Switch Announcement element fOrmat ............c.ccceeveeriieneeniieiiierie e 114
Figure 7-58—Measurement Request element format.............cocevieiirieniiieicieee e 115
Figure 7-59—Measurement Request Mode field ..........ccooieiiriiiiiiiii e 115
Figure 7-60—Measurement Request field format for a basic request...........ccccvvevirenenincnienennncncnees 117
Figure 7-61—Measurement Request field format for a CCA request.........coevveveeneeeeeneneninencnieneeeeenene 117
Figure 7-62—Measurement Request field format for a RPI histogram request...........cocooeveveecncneneneenne. 118
Figure 7-63—Measurement Report element fOrmat...........ceeeeeriierierieeiiiienieeie ettt e sae e 118
Figure 7-64—Measurement Report Mode field .........coecieiiieiiiiniieiieciececeeee e 118
Figure 7-65—Measurement Report field format for a basic report.........cceecereeieiieiieni e 119
Figure 7-66—Map field fOIrMAL ........c.ocieiiiiieiieieeeee ettt s e enee e esnensens 120
Figure 7-67—Measurement Report field format for a CCA repOrt........ecveeieriieieriieieie e 120
Figure 7-68—Measurement Report field format for an RPI histogram report..........cccecevvevrervecieneeeennenne. 121
Figure 7-69—Quiet element fOTMAL .........c.cccviiiiieiicit ettt e et e e aeeae e sbeenbeesneeseneens 122
Figure 7-70—IBSS DFS element fOrmMaL..........ccceiciieiiieniieiiiesiiesieeieesee st esieesaeeveeseessseeseeeesseeseesssesnsasnns 123
Figure 7-71—Channel Map field fOrmat...........cccooieieiiiieii e 123
Figure 7-72—RSN information element format............ccoooueririiiniiinieeee e 123
Figure 7-73—Suite Selector fOIMAL ........c.occiiiiieii ettt st see e e ee e neeene 125
Figure 7-74—RSN Capabilities field fOrmat..........coccveeerieiierieieeeiereeee e 127
Figure 7-75—Vendor Specific information element format ............cccoceeeverieviereniienieieeeeceeee e 128
Figure 7-76—Extended Capabilities element fOrmat ............ccoecvevvirieriiicieniiiene e 129
Figure 7-77—BSS Load element fOrmat ............coooiiiieiiiiieieieieee et 129
Figure 7-78—EDCA Parameter Set €1ement..........cccoruiiieiiiieriiriieie ettt 130
Figure 7-79—AC _BE, AC BK, AC VI, and AC_VO Parameter Record field format ................ccceene.e. 130
Figure 7-80—ACHAIFSN f1ld.....ccueioiiiiieieciieieetee ettt ettt ettt sa et e e saeseesaensesseensenes 130
Figure 7-81—ECWmin and ECWmaxX fields ..........cccevuiiieiiiiieniieieeeiee ettt 131
Figure 7-82—TSPEC element fOIrMAL ...........ccoccveiuieiiriiiieiiciesieetete et esre et seesaesteeae e sesreessesseeseenseeeas 132
Figure 7-83—TS INfO fICld ....eoiiiiiiiiiiciecece ettt ettt et sbeeee e b e ereeneens 132
Figure 7-84—Nominal MSDU Size fleld........ccooiiiiiiiiiieieeeee e 134
Figure 7-85—TCLAS element fOrmat..........cccoueoiiiririninininieceeeetee ettt ettt 136
Figure 7-86—Frame Classifier fleld..........cocoouerieiiiiiiiiiececc et 136
Figure 7-87—Frame Classifier field of Classifier TYPe 0.....cccccvevvirieriicieniiiieie e 137
Figure 7-88—Frame Classifier field of Classifier Type 1 for traffic over IPv4........c.ccoooovevviiieciiciieienne. 137
XXXVi Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0038



Figure 7-89—Frame Classifier field of Classifier Type 1 for traffic over IPv6.........ccccooceiiiiiiiiinee 137

Figure 7-90—Frame Classifier field of Classifier TYPE 2....cccvecieveirierieieeieie e 138
Figure 7-91—TS Delay ClemMENt.........cceeieriiriieierieierieeie sttt et et eeaesse e e sseesaesaessaessessnensenseensenseenes 138
Figure 7-92—TCLAS Processing €lemMeNt ...........cccevirieriiriierrieieieeeenieereesesseessesseessesseessessesssessesssessessesses 138
Figure 7-93—Schedule ClEmENLt .........ccveeuieriiriieiecii ettt ettt s reesbessaesessaebesssesseseesaenseens 139
Figure 7-94—Schedule Info fIeld ..........coiiiiiiiioe e 139
Figure 7-95—QoS Capability element format.............cooieieiieiiiieie e 140
Figure 7-96—Measurement Request frame body format...........c.ccooceriiiiniiioniieeeeeeee e 141
Figure 7-97—Measurement Report frame body format............ccocvveverieeiiniiiieneiiececeeeeeee e 141
Figure 7-98—TPC Request frame body fOrmat ...........cccceveeiriiiiiiiiieiececieccceee et 142
Figure 7-99—TPC Report frame body fOrmat ............cceecueviiieniieiiiiicieiieiee et 142
Figure 7-100—Channel Switch Announcement frame body format............cccccooeeviniiiiiniininieeeeeee 143
Figure 7-101—Vendor Specific Action frame format............ccoceeieiirieriniee e 151
Figure 8-1—Construction of expanded WEP MPDU ......c..cccccccciniriminininineneicieeeceeeecse e 158
Figure 8-2—WEP encapsulation block dia@ram ............cccecveruerieriirieniiienieiene st ees 160
Figure 8-3—WEP decapsulation block dia@ram ............ccoecveruieieriieiienieieiieiese et ees 160
Figure 8-4—TKIP encapsulation block dia@rami............cceecuevuieieriinieniieieniciee ettt eeeesre e 166
Figure 8-5—TKIP decapsulation block dia@ram ...........cceeieiirieiiiiiinieeeee e 167
Figure 8-6—Construction of expanded TKIP MPDU ..........cccoociiiiiiiiiiieiiee e 168
Figure 8-7—TKIP MIC relation to IEEE 802.11 processing (informative)...........coccoevveveecerccncncncneneennes 169
Figure 8-8—TKIP MIC processing fOIrMAL ............cceeiecuieierieeieieniesiesrestestessesaessesssesessaessesssessesseessenses 170
Figure 8-9—Michael MeSSaZEe PrOCESSINE ....cuevvirruerrirrierirtieteetteterttessesseessesseessessaessesseesesseessesssessesssessesses 171
Figure 8-10—Michael DIOCK fUNCLION ....c..eiviiiiieiiiciieiteeie ettt st ae b esnee e 171
Figure 8-11—Authenticator MIC COUNtEIMEASUIES .......ccuerueerurrtieieerieneeetienie e seeeseenteeneeseeeneesbeeneeseeeneeseene 173
Figure 8-12—Supplicant MIC COUNTEIMEASUIES ........ccueerueriertertieieetienteetienieeieeseeeseesaeseeeseesseeseeneensesseenseens 174
Figure 8-13—Phase 1 KEY MIXINE ..c.cccveiruiririiniiniiniiicieietei sttt ettt ettt sttt ene et s see e 177
Figure 8-14—Phase 2 KEY MIXINE ...c.cccvetruiririiniiniiniiteieieiteitet ettt sttt et ettt st st sae e eene et b seennen 178
Figure 8-15—Expanded CCMP MPDU ........c.cccoiiiiiiiiiieiieieieetieie ettt se et steessesssesesreessesseensessesns 180
Figure 8-16—CCMP encapsulation block diagrami...........c..eccueecuieriieiieenieiieeiienee et eseaeeve e 181
Figure 8-17—AAD CONSLIUCTION ..eeouvieiiiieiieriieeieeitiesteeteesitesteestteeaeestaessseesseessseesseesseessseesseessseensessseessseens 182
Figure 8-18—INONCE CONSIIUCTION ......eoiuiiuieieiieieetieieett ettt ettt sttt et et ee e bt eeesteeneesaeeneesaesbeennensens 183
Figure 8-19—CCMP decapsulation block diagram.............ccecveieciirieniieieniesiere e 184
Figure 8-20—Pairwise KeY hierarchy ..........ccocieiiriiiieieiest ettt 198
Figure 8-21—Group key hierarchy (infOrmative) ..........ceecverieieniieiene e 200
Figure 8-22—PeerKey herarchy .........ccocieieviiiieiiiieictieete ettt sttt ste s e s ens 201
Figure 8-23—EAPOL-KEY fTAmME ......cceeiiriieiiiiieieiicieie sttt ettt eae e saeeaesreessesseessenseeseenns 203
Figure 8-24—Key Information bit 1ayout...........cooiiiiiiiiiiiiiee e 203
Figure 8-25—KDE fOIMAL.......ccuiiiiiiiieieeee ettt ettt sttt s a e bbbt eaee b et e e eae 206
Figure 8-26—GTK KDE fOrMat........cceoiiiieiiiieit ettt sttt ettt eneeeteeneeneeens 207
Figure 8-27—MAC address KDE fOrmat...........ccccoeviiiiinieieenie ettt eseens 207
Figure 8-28—PMKID KDE fOrmat...........cccoririieriiiieniiiiesie ettt ettt ae st e saesaesessaessessaensesseensenseenns 208
Figure 8-29—SMK KDE fOIMAL .......cc.eeviiiiiiiiiiiieieerie sttt eiee et eieeseteeaeetaesbeesaeeseseesseesssesnseesssesnsesnes 208
Figure 8-30—Nonce KDE fOIMAL ......cc.oiiiiiiiiiieiiei ettt st st e 208
Figure 8-31—Lifetime KDE fOrmat........coooioiiiiiiiiiee et 208
Figure 8-32—Error KDE fOIMAL .......cccooiiiieiiiiert ettt sttt enee e e e e ens 208
Figure 8-33—Sample 4-Way HandShake ............cccoeviriiiieiiiiecieieeceeeee e 218
Figure 8-34—Sample Group Key Handshake............ccooieieiiiiiniinienicecee e 222
Figure 8-35—RSNA Supplicant key management state machine............ccoecverieerieeniieniienieeieenee e 223
Figure 8-36—PeerKey Handshake Supplicant key management state machine..............ccoeeeverieeveeneennnn. 228
Figure 8-37—Authenticator state machines, Part 1 ..........ccccoiieiiiiriinieieee e 230
Figure 8-38—Authenticator state Machines, Part 2..........cccoveeueieiririrenenene ettt see s 231
Figure 8-39—Authenticator state machines, Part 3 ..........ccooveeveriririnininenene et 231
Figure 8-40—Authenticator state machines, PAIt 4 ...........ccceeierierieiienierreeieie e eee e se e sreeeseseeesaesseens 232
Figure 9-1—IMAC ArCRItECIUIE.......c.vieiieeieeiie ettt eteeete ettt e eve e e e st e eaeessbeebeesseessbeessnessseensaensnesnsennne 251
Copyright © 2007 IEEE. All rights reserved. XXXVil

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0039



Figure 9-2—Fragmentation .........cccoeieiuieuieriieieie st et ettt e sttt et et ene e sttt e saeeneeseeeneesaeeneeneenseeneeneeenes 255

Figure 9-3—Some IFS relationShiPs ........cccveviiiieiiiiiiieiieiese ettt e s ens 258
Figure 9-4—Example of exponential increase 0f CWi.......ccocieiiriirienieieeieieeee et 260
Figure 9-5—Basic acCesS MENOM. ........ccciiriiiieiiiiiiicicieeeete ettt ettt saesbe et esbeesseseeseenseens 261
Figure 9-6—Backoff ProCEAUIE.........cciiiiriiiieiicieecect ettt ettt ettt e et e b e s ebeeseenseenis 262
Figure 9-7—RTS/CTS/data/ACK and NAV SEtHNG ......ccceerieriiiiriiiienieeiieieeee st 264
Figure 9-8—Transmission of a multiple-fragment MSDU using SIFS..........ccoooiiiiiiriinieeeeee e 265
Figure 9-9—RTS/CTS with fragmented MSDU .........ccoooiiiiiiiieeeeeeee e 266
Figure 9-10—RTS/CTS with transmitter priority and missed acknowledgment ...........ccccceceecinincncnenne. 267
Figure 9-11—Individually addressed data/ACK MPDU..........ccccoirieniiiieniiiieie e sre e s e 268
Figure 9-12—DCF timing relationShiPs .........cccviiieriiiieiiieieieeieteeieeste et seebeseesbesseebessaesseessesesssesseees 270
Figure 9-13—CFP/CP alterNAtiON .......c.cceeruiruieieriieiiiteete sttt ettt sttt sae et et et b et e b sbe e e seeenee 272
Figure 9-14—Beacon frames and CEFPS .........ccccoiiiiiiiiiiiintsese ettt e 273
Figure 9-15—Example of delayed beacon and foreshortened CFP..........ccccccccevivvniininininincniiceceene, 273
Figure 9-16—Example of PCF frame transfer ...........coceviiciiniiiieie et ene e 275
Figure 9-17—Reference implementation MOdel ............ccoviiiiriieieiiieieniieieie et 287
Figure 9-18—EDCA mechanism timing relationShips..........ccoecvevvievierieriinieieneeie e eve e 289
Figure 9-19—CAP/CFP/CP PIIOAS -...uueueeuiiiieiieiet ettt ettt st s b et st ee st eneenee e 293
Figure 9-20—Polled TXOP .....cceoiriiiiiiieieieieee ettt s sttt ettt st et s se s 295
Figure 9-21—Message sequence chart for Block Ack mechanism: (a) setup, (b) data and

acknowledgment transfer and (€) t€ar AOWIL.........couerveieuieieiiiiincnteeer ettt 302
Figure 9-22—A typical Block Ack sequence when immediate policy iS USed .........cccoveverieriecninencneennen 304
Figure 9-23—A typical BlockAck sequence when delayed policy is used.........ccccveveeriienieeiinniienieeieenne 305
Figure 10-1—GET and SET OPETAtIONS .....cc.eeiiieriierieiriierieeteerieeeteeieesseeseessaessseesseessseessessssesssessssesssesnes 313
Figure 10-2—Layer management MOdel............cooiiiiiiiiiiiiieeiee ettt 345
Figure 10-3—Measurement request—acCePLed .........ceeiuirieiirienieiee ettt 346
Figure 10-4—Measurement request—1eJECtEd. ... ..oeruiruirrierierieriieiere et eie et ee st seeeneesseeneeseeens 347
Figure 10-5—TPC adaptation.........cceecueriieiieriiiierieiieiesteie et etesteessesseessesseessesseessessesssesseessessesssensenseensesnes 348
Figure 10-6—Channel SWItCH .........ccuiiieriiiieriiiieie ettt ettt et te e sreesaesseessesseessensesseenseens 349
Figure 11-1—Beacon transmission on a busy NetWOTK .........ccceicuierieiiiiiienieeiiecieeieese e 420
Figure 11-2—Beacon transmission in an IBSS .........cooiiiiiiiiiiee e 420
Figure 11-3——Probe IESPONSE .....eeuvitieiietieiitieie sttt sttt ettt et et ea ettt esaeeatenaesstenbeebeenee bt eneeneeenee 423
Figure 11-4—Infrastructure power management operation (no PCF operating)...........ccoccovcevverenieninnncnne. 427
Figure 11-5—Power management in an IBSS—basic Operation .........c..c..ceceverenenenenecncencncneneneneenes 434
Figure 11-6—Relationship between state variables and SEIVICes.........ccvvverierierieeierereeie e 437
FAigure 11-7—TS THEECYCLE c..eeuviiieiiiiieiee ettt ettt ettt e ae st sbesseesbesbeessenseensenseenes 445
FAGUIE 11-8T'S SCIUP . teeutitieiieetiet ettt ettt b et b et s b et e b et bt et e s be et esb e e te st e entenbeeneeneeenes 445
Figure 11-9—Failed TS setup detected within non-AP STA MAC .......cccoiiiiiiiiineeeeee e 447
Figure 11-10—TS deIEtION .....eotieiieiieiieit ettt ettt et ettt et st esae st e eesseeaeeneeneenseeneenseenes 449
FAigure 11-T1——TS tIMEOUL.....eeruieuieiieierieeeeieete sttt eteste e st esteesaestesseesseeseessesseessessaensesseensessenssenseessenseenes 451
Figure 11-12—BloCK ACK SELUP ....eevieiieiieieiieierie ettt sttt st eaaessesseesseesaessessaessesssensenseensenseenes 452
Figure 11-13—BIock ACK dEIEtiON........ccuieiiriiiieiiiieiiciete ettt re et be e saeesaesaesseesbesssessaseensenseenes 453
Figure 11-14—Error recovery by the receiver upon a peer failure ..........cocoooeviiiiininiiniiiisieeceeee 454
Figure 11-15—The four steps involved in direct-link handshake .............cccoooriiiiniiinii 456
Figure 11-16—DLS MESSAZE TIOW ...c..eviriiiiiiiiiiiitieiieiertet ettt sttt ettt er s s 457
Figure 11-17—STA-initiated DLS teardown message fIow ..........cocceererierieiienieinincnenisene e 459
Figure 14-1—State diagram notation eXample..........coecverierierieierieie ettt eeesseeae e eeaseens 489
Figure 14-2—PLCP frame fOTMAL .........cccieiiiiiiieiie ettt et e eve et esaeesteesaeesebeessaessseessaesnseeseees 490
Figure 14-3—Frame synchronous scrambler/descrambler.............coccvervieieriieieniieienie e 492
Figure 14-4—PLCP data whitener fOrmat...........o.coooiiiiiiiiiee et 493
Figure 14-5—PLCP top-level state diagram .........ccccoueveriririniniinieieieieteese sttt 493
Figure 14-6—Transmit State MACKINE .......ccceoveieiiiiiiirirteeteeetet ettt ettt be s e 494
Figure 14-7—Data whitener encoding ProCedure............cevirieriieierieeieniieiesieseesieseeeeseessesreese e essesseens 495
Figure 14-8—Transmit StAte tIMINE ......eecveerieiiiiereeeieerieeeteeteeseeeteeseeebeesseessbeesseesseessseesssessseesseesssesssesnne 497
XXXViil Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0040



Figure 14-9—CS/CCA state MACKINE. ......cccuiiuieiiiieiiieee sttt st e e e e enes 498

Figure 14-10—CS/CCA State tIMINEZ......cceeueruerteiereitiieeieetirtestestesteste sttt et et ebeebesbe et st saesaessensenseresseseennen 500
Figure 14-11—Receive State MACKINE ........coirirtiririiieietetete ettt 501
Figure 14-12—Data whitener decoding ProCedure...........cccvervieieriieienieieseeiese et sreeeesre e sseeseesseens 501
Figure 14-13—RECEIVE tIMINE .....eeuvruieiirtiitiitietietestetete ettt ettt sttt be sttt e e et e st beeneebeebesaeseenen 503
Figure 14-14—PLME State MAaChiNe ........cccuiruiiiiiiiiiiiiier ettt st 504
Figure 14-15—PMD layer reference model ...........oocoviiiiiiiiiiieieceeeeeeee e 505
Figure 14-16—Transmit modulation MAaSK............cceoiriiiiiiiie e 523
Figure 14-17—4GFSK transmit MOAUIAtION .....c..eoeriiieiiiiiiieiiicnt et 527
Figure 15-1—PLCP frame fOrmat ..........cocovieiiieieieiineet ettt es et 538
Figure 15-2—CRC-16 IMPIEMENTALION .....oviuiiniiiieiieiieiceicet ettt sttt ettt sttt st e e eneseeenen 540
Figure 15-3—Example CRC calCulation .........coceriiiiiiiieiiiiee e 540
Figure 15-4—Data SCTAMDICT ......c.ceouieieiieieie ettt ettt s esae e e e sseetesneeneenseeneenseenes 541
Figure 15-5—Data desSCrambICT..........cceouieieiiiieit ettt ettt st sre et eneete e e neeens 541
Figure 15-6—Transmit PLCP .....c..coooiiiiiii ettt ettt 542
Figure 15-7—PLCP transmit state MaChINe ..........cceoeiieieiiiiiiiicere e 543
Figure 15-8—ReCEIVE PLCP .....cocuiiiiiiiiiiiieett ettt ettt st 543
Figure 15-9—PLCP receive state MaChINe..........coeeriiiiiiiiiiiieiieie e 545
Figure 15-10—PMD layer reference model ...........cooiiieieiieiieiiieieceeeeeeee et 548
Figure 15-11—Transmit SPECLIUM MASK ......ecveteieieiiirintinterientest ettt ettt ettt st st sae e se e eneeseene e neen 569
Figure 15-12—TranSmit POWEI=0I TAIMP.......c.eerveerierrerrreriereersesseesesseessesseessesseessesssessessesssessesssessesssessessesses 569
Figure 15-13—Transmit POWEr-AOWN TAMP .......eereieiieeriieeiieniteeteesieesreesieesteesreesseesseeseesssesnseesssessseessases 570
Figure 15-14—Modulation accuracy measurement €Xample .........ccueevueerverieerieeiieeneenieeneeeeesieesveesseenns 570
Figure 15-15—Chip clock alignment with baseband eye pattern............ccoecvevererrierenienieieseeee e 571
Figure 16-1—PPDU frame fOrmMat .........ccoooiiiiiiiieiieee ettt sttt 577
Figure 16-2—Basic PulSe SNAPE .......ccueoiiriiiiiiiiiiiiiie ettt 583
Figure 16-3—Emitter radiation pattern Mask 1 .........cccoeiiiiiiiiiniiinneeeeee e 584
Figure 16-4—Emitter radiation pattern Mask 2 .........cccoueiiiiiiiiiinineneeee et 585
Figure 16-5—Mask 2 device orientation draWing.........ccocevoeerierieienienieniieiene ettt 585
Figure 16-6—Transmit SPECIIUM MASK ........oouiiiiiiieiiiiiieieie ettt eee e e e ens 586
Figure 17-1—PPDU frame fOIrmMAt .........c.cociiiiieiieeieeee ettt e e ens 595
Figure 17-2—TIllustration of OFDM frame with cyclic extension and windowing for (a) single reception

or (b) two receptions Of the FFT Period.........ccecueiiiiiiiieiieieie ettt e ee e 599
Figure 17-3—Inputs and outputs of inverse Fourier transform...........cccecvevererinienieninineneneeieeeceienen 600
Figure 17-4—OFDM training StIUCTUTE. ......c..eeverterterieteteteiteitetteteeteetesie st te st seeste et et et esteseeneeresbesaeseennen 600
Figure 17-5—SIGNAL field Dit @SSIZNMENT ......oviiiiiieiieiieiieiieetere et 602
Figure 17-6—SERVICE field bit aSSIZNIMENT ........cooiiiiiiiiiiiiieitieieiteee ettt 603
Figure 17-7—Data SCTAMDIET .........oouiiiiiieieiiiert ettt st sbe et b te b et e e ene 604
Figure 17-8—Convolutional encoder (K= 7) .....cccoiirieiieieieee et 605
Figure 17-9—Example of the bit-stealing and bit-insertion procedure (r = 3/4, 2/3) ..ccccoceveveveninenenennes 606
Figure 17-10—BPSK, QPSK, 16-QAM, and 64-QAM constellation bit encoding............ccoccveeverrrervennenne. 608
Figure 17-11—Subcarrier frequency alloCation .............ccevirieriieieniieieniieienie et eeeae e sre e sseeseeseens 611
Figure 17-12—Transmitter and receiver block diagram for the OFDM PHY ........cccccooiiiiiiiiiiniiine 612
Figure 17-13——ConStellation @ITOT ... .c..eetiitieieiieiierte ettt sttt ettt et sae e teseeestesbeese e besbeeneeseeenes 617
Figure 17-14—Transmit PLCP .........cccooiiiiiiiiiee ettt ettt s e 619
Figure 17-15—PLCP transmit state MAChiNe ........c.ccceveririinirinienieieiceieeeceeeese ettt 620
Figure 17-16—ReCEIVE PLCP ......coiiiiiiiiiiiitieeeeee ettt 621
Figure 17-17—PLCP receive state MaChINe. ........ccevueieieieieieiieceiteteees et 623
Figure 17-18—PMD layer reference model ...........ccooiiiiiiiiiiineeeeeee e 627
Figure 18-1—Long PPDU fOrMAL ......ccuoeiiiiiiieieit ettt ettt ettt see e 639
Figure 18-2—Short PPDU fOrmat .......c..cocioiiiiriiiiieiiirini sttt s 640
Figure 18-3—CRC-16 IMPIEMENTALION .....ccveuviuiiiiiiieiiriiitintieterte ettt ettt se e st ene e nes 644
Figure 18-4—Example of CRC CalCUlation..........coerieieieieieiiiieeieeiee ettt 645
Figure 18-5—Data SCTAMDIET ........cccuiiiiiiiiiiiiiiet ettt ettt st b e st eee e 646
Copyright © 2007 IEEE. All rights reserved. XXX1X

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0041



Figure 18-6—Data desCrambIer..........ccueouiiiiiiiieie ettt sttt sttt eeeenes 647

Figure 18-7—Transmit PLCP .....c..cooiiiiiiiiiiieteees ettt sttt ettt e 648
Figure 18-8—PLCP transmit state MAaCRINe ..........ccevvevieieiiiiiriereseteee et 649
Figure 18-9—ReCeIVE PLICP .....cc.oiiiiiiiiiiee ettt be e 650
Figure 18-10—PLCP receive state MaChINe. ........ccovueieieieieieiteeeiteieeesi ettt 652
Figure 18-11—Layer reference Model..........c.ccoooiiiiiiiiiiiiiee et 656
Figure 18-12—PBCC modulator SChemME ...........cceiiiiiiieiieiieieeeeee et 677
Figure 18-13—PBCC convolutional @NCOAET ............eeouiiiiriiriieieeiieeeeee e 677
Figure 18-14—CoVer COUE MAPPING .....eevvevierieieriieieetiesiestestesteestesseessesseessesseessesseessesseassessesssessesssessessesses 678
Figure 18-15—China and North American channel selection—nonoverlapping.............cccceeeecveerreeennnne. 679
Figure 18-16—China and North American channel selection—overlapping............cccocveeevrirvenieeeenieenenne. 680
Figure 18-17—European channel selection—nonoverlapping...........c.cceeererienenienenieneeeseeee e 680
Figure 18-18—FEuropean channel selection—overlapping...........cccoeeveveeierinierieiee e 680
Figure 18-19—Transmit SPectrum MASK .........ccccveieiiiieie e 683
Figure 18-20—TranSmit POWET=0I TAIMIP.......c..erveerrerrerrreriereestesseessesseessesseesesseessesseessessesssessesssessesssessessesses 684
Figure 18-21—Transmit pOWEr-dOWN FAMP........ccceeruiruierierieniesiieieeieeeesseesesseeseesseessesseessessesssensesssessensesnes 684
Figure 18-22—Modulation accuracy measurement eXample ..........ccveviervireeriereerieieeeeseeresreeeesseeseeseenns 685
Figure 18-23—Chip clock alignment with baseband €ye pattern............ccoecvevererreriiienieeseeere e 686
Figure 19-1—Long preamble PPDU format for DSSS-OFDM .....ccccooiiiiiiiiiiiiiieeeeeee e 696
Figure 19-2—Short preamble PPDU format for DSSS-OFDM ........ccccociiiminininiiiiiiccnencnceeceie e 697
Figure 19-3—22/33 Mb/s ERP-PBCC convolutional €ncoder.............cccereririenenieieniiieieincncecsiese e 698
Figure 19-4—ERP-PBCC-22 and ERP-PBCC-33 cover code Mapping ............ccecverveeveerreevenieevenseesennennes 699
Figure 19-5—33 Mb/s Clock SWItCHING .....c.ovuiiiiiiiiiiiiieieee et 699
Figure 19-6—DSSS-OFDM PSDU ......cccciriiriiiiieinieincenet ettt ettt sttt 700
Figure 19-7—Single carrier to multicarrier transition definition ..........ccccoeceeririerininieiiee e 706
Figure 19-8—Linear distortions common to the single carrier and multicarrier signal segments .............. 707
Figure 19-9—Spectral shaping achieved by OFDM symbol onset and termination shaping ..................... 708
Figure 19-10—Subcarrier spectrums for rectangular windowing and Clause 17 suggested windowing.... 708
Figure 19-11—Foundational brickwall fllter...........cceeciiiiiiiiiiiiieieee e 709
Figure 19-12—Continuous time Hanning Window ...........cccecvieiiiinienie et eie et eseee e esenesveenes 710
Figure 19-13—SPeCified PULSE .....eeueireieieeiiee ettt ettt sttt sttt et e e eaeeeeeneeneeenie 710
Figure 19-14—Single carrier freqUENCY TESPOMSE ......cveeviruierieriietereieeeetenteseeeseseesesseesesseenseeseensesseensennes 711
Figure 19-15—Comparing SIZNAl POWET ......ccueveureuieiriiniinientiteteteteteit ettt sttt ee e et eresbesae e enen 711
Figure 19-16—Aligning the 11 MHz and 20 MHZ ClOCKS ........cccoceriminininiininieicicccceececee e 712
Figure 19-17—Single carrier to OFDM time alignNment ...........ccceoueieieieirinineniese et 712
Figure 19-18—Single carrier termination TEQUITEIMENT ..........evuirueruerierieieieieie ettt seeeeneeneeneeseenes 713
Figure 19-19—Carrier frequency coherency shall be maintained...........c.ccoceeverieieniiiienineeneeeee 713
Figure 19-20—The phase of the first OFDM segment symbol is established by the last Barker symbol .. 714
Figure 19-21—BPSK and QPSK signaling with the I/Q channels maximally energized..............ccccuene.... 714
Figure H.1—Randomness generating CIrCUIL.........cecvrruereeriereeiienieeieeeeeteseeeeesseesesseessessesssesseesesseseenses 1133
Figure I.1—Transmit SPECIIUM MASK ........ccvieieriirierieiieieeierieeteieeteteeeeesaeseeestessaesesseensessaensesseaneesseennas 1144
Figure 1.2—Transmit spectrum masks for the U.S. 4.9 GHz public safety band.............c.ccocevereieecnnns 1145
Figure K.1—Schedule for stream from STA T......cccooiiiiiiiiiieee e e 1156
Figure K.2—Schedule for streams from STAS 10 K ..cc.ooeiiiiiiiiiiieee e 1156
Figure K.3—Reallocation of TXOPs when a stream is dropped..........cccoeeererenienieneneneenieneecnenenennens 1157
Figure L.1—Virtual bitmap eXample #1........cccooiiiriiiiiieiiee ettt ennes 1159
Figure L.2—Virtual bitmap eXample #2........cccoeiiiiiiie ettt eea e eee s eseeneas 1159
Figure L.3—Virtual bitmap eXample #3........cciiiiiiiiiiie ettt saesaeeneas 1160
Figure N.1—Very high level UML use case diagram for the AP ..........ccccooiiiiiiiiniininieeeeeeeeae 1170
Figure N.2—Very high level UML use case diagram for the WLAN SyStem .........cccocceevevierieneeneeneenen. 1170
Figure N.3—High-level UML use case diagram for the WLAN SyStem .........ccccecevereneneneneneeencnennens 1171
Figure N.4—High-level UML entity diagram for the WLAN SYStem ........ccccoveeeeercerineneneneneereeecenens 1172
Figure N.5—AP UML composition diagram (alternate SyNtax) ...........ceccereeeruerreeciereeseeseesenseeneesseesaennes 1173
Figure N.6—High-level UML use case diagram for the AP ...........coceiiiiiniiiininiiiencceeceee 1174
x1 Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0042



Figure O.1—Location 0f the DS SAP ..o 1177

Copyright © 2007 IEEE. All rights reserved. xli

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0043



List of tables

Table 7-1—Valid type and Subtype COMDINALIONS ........c.ccveviieiiriieieiiietiriieeesreetesteeee e eeeebeessesseeseesseseessees 61
Table 7-2—To/From DS combinations in data frames ..........c.ccceererieririnenenenieieeceeeeeee e 62
Table 7-3—Duration/ID field @NCOAING .......c.eeivieiiiiieiiiiee ettt ettt neeene s 64
Table 7-4—Q0S CONtIOl fIElA ......ccuiieiieii ettt e be et e s ebeebe e tbeebeesseessaeenseeseeas 67
Table 7-5—TID SUDTIEIA ......ccuiiiiiiiieee ettt bttt sttt b et sbeeeesbeesee b s 67
Table 7-6—Ack Policy subfield in QoS Control field of QoS data frames ...........ccccceevveviieieviiciecceeieen 68
Table 7-7—Address field CONEENLS .........coiririiriiiiicier ettt ettt s 77
Table 7-8—Beacon frame DOAY ..........cccieiiriiiiieiieecee ettt sttt et ese s sreeaesreensennean 80
Table 7-9—Disassociation frame DOAY .........ccoeieririiiiiiee ettt 82
Table 7-10—Association Request frame body .........ccecuieiiiiiiiniieieeeeee e e 82
Table 7-11—Association Response frame Dody ...........coeeiieiiriiiiiiieieeeeee et 82
Table 7-12—Reassociation Request frame DoAYy ..........ccoocveviiiieiiiiiiriieieiiceee e 83
Table 7-13—Reassociation Response frame Dody ..........ccoceeieriiieneiieniiceeeeeeee e 84
Table 7-14—Probe Request frame DoAY ........cceviiiiiiiieieeeee e e 84
Table 7-15—Probe Response frame DoAY ........cccveoiiriiiiiieecieee et 85
Table 7-16—Authentication frame DOAY .........coeeiuiiieiiiiieeee e 86
Table 7-17—Presence of challenge text information element...........ccccveveruerieriirienieeeieeiere e 86
Table 7-18—Deauthentication frame DOAY .........cceeieiirieiiieiirie ettt ettt aesreeseesae s 86
Table 7-19—Action frame DOAY .......c.ccieiiirieieriiie ettt ettt et e b e esaenseeseesaesseessensens 87
Table 7-20—STA usage of QoS, CF-Pollable, and CF-Poll Request ...........coccveruevienenrinineninenencneen 88
Table 7-21—AP usage of QoS, CF-Pollable, and CF-Poll Request..........ccccceceriiieninieniiiececee e 89
Table 7-22——REASOM COURS .....ueruieuiitieiieiiee ettt ettt ettt ettt e et se e e te s bt entesbeentesbeeneeebeentesaeemeenbesseenbens 92
Table 7-23——Statts COUGS ....ueeuirtirtirtiieie ettt ettt ettt ettt b e et e b et et et e st e st s beebeabeseeneennanee 94
Table 7-24——CatCZOTY VAIUCS ......ccvieieiieieii ettt ettt e e et esaeseeessesseebessaensesseensesseensensesnsessenssensens 96
Table 7-25—Settings of the Max SP Length subfield.........c.cccoviinininininiiiicicceee e 99
Table 7-26—ELeMENt IDS ........ccieiiiieiiee ettt ettt et ae et s eete st e et e teene e eeeneenseeneeeeens 100
Table 7-27—Coverage Class field parameters ..........cccueiieierieienieere et 106
Table 7-28—Summary of use of Enable, Request, and Report bitS...........cceevevievieriiecienieieiecieie e 116
Table 7-29—Measurement Type definitions for measurement reqUESES..........covevverveeierrieeerieeierreeeeneenes 116
Table 7-30—Measurement Type definitions for measurement rePOrtS..........ccevvereverreeeerveereenieeiereeseeneeenns 119
Table 7-31—RPI definitions for an RPI hiStogram report ..........c..coceererirenienenieieieeeceenceceecse e 122
Table 7-32—Cipher SUILE SELECTOTS. ...c.ueiuieitiriiet ettt sttt sttt ettt et e e st eseeseeentesee et e seeeneesbeeneenee 125
Table 7-33——CIPher SUITE USAEZE -....eeveeueeuietietieieetierte et ete st ete st es e bt et e st eaeesteeseesaeeseeeeaseentesbeeneeneeeneeneeeaes 126
Table 7-34—AKM SUItE SEIECTOLS ..c..eevuiruieriiriieieeiteie ittt sttt ettt ettt et st sbe et bt ebne bt eseeneeenee 126
Table 7-35—PTKSA/GTKSA/STKSA replay COUNtErS USAZE ....c.eeverrerrerrerierrerreienieeseeseenseeseessesseessenns 128
Table 7-360——ACI-t0-AC COUIME ....c.eoirririrtiieieietetreree ettt ettt st sttt st a ettt be st s se e 131
Table 7-37—Default EDCA Parameter Set element parameter values..........coccceeveevererenerenenieieeecnennes 131
Table 7-38—Direction Subfield €NCOAING .......ccueeriiiiiiieiiiee e 132
Table 7-39—Access Policy SUDTICIA.........cciiieriiiiiiiciciieeteeee ettt e ere e 133
Table 7-40—TS Info Ack Policy subfield encoding ..........cccccvecveviirieriieieniiiee et 133
Table 7-41—Setting of Schedule SUbfICld.........c.ociiirieiieiei e e e 134
Table 7-42—Frame ClasSifIer tYPE .....cueouieieriieieieie ettt ettt ettt et ne et e e neeens 136
Table 7-43—Encoding of Processing subfield ...........c.ccooiiiiiiiiiiiiieeeeceeee e 139
Table 7-44—Spectrum management Action Value field values ...........occooiiiiniiininiiiiieece e 140
Table 7-45—Q0S Action fIeld VAIUES .........ccviiiuiieiiiieicieeie ettt et et e e e e eteeeaaeere e 143
Table 7-46—ADDTS Request frame DOAY .......coecveriiiieneiieiecieieseeeee et eee e 143
Table 7-47—ADDTS Response frame DoAY ........cccevevieieiiereiiee et 144
Table 7-48—DELTS frame DOAY .......ccooieieiiiiert ettt ettt st sttt eeee s e neeens 145
Table 7-49—Schedule frame DOAY ........cceeririiiiiieiee et 146
Table 7-50—DLS Action field VAIUES ........ceoirierieieiiieiet et sttt s 146
Table 7-51—DLS Request frame DOAY .......c.ccveveriiiiiiiiiieieceeieeeete ettt e sseens 146
xlii Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0044



Table 7-52—DLS ResSponse frame DoAY .......c.ceoeeieririeeiieie ettt 147

Table 7-53—DLS Teardown frame DOAY ........c.ccceecieririerieienie et s eseens 148
Table 7-54—Block Ack Action field VAlUES .........cccverieiiiiiiiii e 149
Table 7-55—ADDBA Request frame DOy ..........cccovieieriiiieniicieieceeeeeee et ens 149
Table 7-56—ADDBA Response frame DOAY .......cc.ocvevieieriiiieiereeie ettt ve e ssens 150
Table 7-57—DELBA frame DOAY ......cc.cocuiiiiiiiiiieiiee ettt et 150
Table 7-58—Frame subtype usage by BSS type, MAC entity type, and coordination function................. 151
Table 8-1—AAD LENELN ...c.eeiiiiieieeeee ettt ettt st s e e e bt et et eneeteeneeneeenes 182
Table 8-2—Cipher suite Key LENGLIS ......cc.ovvieiiiieiiieee e st eseens 205
Table 8-3—Key RSC fIEld ....c.ooiiuiiiiiiiieeee ettt sttt et b e 206
TabIe 8-4——KDE ..ottt ettt ettt a et h bbbt b e b et e bttt et ebe bt et enen 206
Table 8-5——IMUI VAITUES .......eoutetiiiiiiieiiee ettt ettt et ea et s esae bt e e s bt e besbeeneenbeeneeneeenes 208
Table 8-6——SMK EITOI tYPES ...e.veeuiirieieetieieeteete et eteettete st ete st eesae st eneeeseenee st eneesseeneesseeneesseensensanseensenseenes 209
Table 9-1—UP-t0-AC MAPPINES ...ccveeverrerrirriniirtititeteteteeteitett sttt st sttt st et et et et ereetesbeseesaesnesebesaeseeenen 253
Table 9-2—ModUIAtion CLASSES ........evviriirierieieiieteieet ettt ettt sttt ettt eb e b b e eaen 281
Table 9-3—HCC family — N = 11; Family indices (SEQ) 1 through 10...........ccceoiviiririiniiieieceeeene 284
Table 9-4—EHCC family — Code length =9, N = 11; Family Indices (SEQ) 1 through 9 ........................ 285
Table 9-5—EHCC family — Code length = 8§, N = 11; Family indices (SEQ) 1 through 8......................... 285
Table 9-6—Attributes applicable to frame exchange sequence definition............ccocceveeeriecieniecienreeieneee. 307
Table 10-1—Supported TS Management PrimitiVes........ccccouecueieeririererinienenentenenteneeeeeeeeneeeeee e seeenes 375
Table 11-1—Power Management MOGES ..........cceccverierieerierierieiieiesieetenseetesseeeesseesaessessaessesssessesseessensesnes 426
Table 11-2—Encoding of ResultCode to Status Code field value ...........cccecveviiiiiieniieniieieeeeeee e 446
Table 11-3—Encoding of ReasonCode to Reason Code field value for DELTS..........ccccoeeieiiiiiieneennnne 448
Table 11-4—Encoding of ResultCode to Status Code field value ..........ccoceeririiiiiiiiiiieeeee e 452
Table 11-5—Encoding of ReasonCode to Reason Code field value for DELBA............cccoiiieiinieeene. 453
Table 11-6—Mapping of Status Code field value to ResultCode ...........ccceveririninenininincncieiceeceieen 458
Table 11-7—Encoding of ReasonCode to Reason Code field value for DLS teardown..........cccccoecevuennne. 459
Table 11-8—Allowed MEaSUIEMENT TEQUESES .......evierieierieeierreeieieeeesteeseeseeseesesseessesseessessesssessesseessenseenes 465
Table 12-1—PHY-SAP peer-to-peer Service PIIMItIVES .......cceerveerueerreerieeniieeieeseeeereesieesaeesseessseesseesneans 470
Table 12-2—PHY-SAP sublayer-to-sublayer Service primitives ..........ccceveereereereneeieeneieieseeeeeeeeeneeenes 470
Table 12-3—PHY-SAP service primitive Parameters..........eoeeeerueerierueeiereeeienieeeesieeeesteeeesteeneeseeeneesseenes 470
Table 12-4—Vector dESCIIPLIONS ...c..eeueivertirtirteteteteiteiteteet ettt ettt et sbe b e see st et e et et et ebesaeseennen 471
Table 14-1—TXVECTOR PATQMELEIS ......ccveeveriereierierieieieestesteessesseessesseessesseessesssessesssessessesssessesssessensesses 488
Table 14-2—RXVECTOR PATAMELETS ......cveevvereeeieiiriieiestesiesteestesseessesseessesseessesseessessesssessesssessesssessensesses 489
Table 14-3—PSF Dit AeSCTIPLIONS .....eeiiiertierieetiesie et ereeete et e steeteeseeebeesseessbeesseesseessseessaeesseeseesssesnsanne 491
Table 14-4—PLCP field Dit deSCIIPHIONS. .....eeueetieeieriieiierie ettt ettt ettt ettt see e see e teeneeneeseeenes 495
Table 14-5—PMD_SAP peer-to-peer SErviCe PriMItiVeS .......eeverueriereeierieeiereeiesieeeesteeeeseeeneeneeeneeseeenes 505
Table 14-6—PMD_SAP sublayer-to-sublayer Service primitives.........coecveeveeeereeeeerieseerieseeeeseeneseenseenes 506
Table 14-7—List of parameters for PMD PrimitiVes .........c.eceeeieriieierieienieiiesieeiesieeeesreeeesseessesseessesseens 506
Table 14-8—TransSmit POWET LIEVEIS ......cccueriieiiiieiei ettt s se et enaenseens 512
Table 14-9—Operating frEQUENCY TANZE .......ccvervieierrieierieetesreeteteseesseeseebesseesesseesaesseessesseessessesssassesseeses 516
Table 14-10—Number of operating ChanNES ............ccevvieieiiecieriieiere et ere s 517
Table 14-11—Requirements in China, North America and Europe (excluding Spain and France;

Values SPECITIEA 1N GHZ) ......veeiieiiecieeie ettt ettt e e te e baeesaeesbeesseeesseensaessseensaenes 517
Table 14-12—Requirements in Japan (values specified in GHZ).........ccocveieriiieniniieceeeeee e 518
Table 14-13—Requirements in Spain (values specified in GHZ).........ccccoeieiiiieniiiieeeeee e 518
Table 14-14—Requirements in France (values specified in GHZ)..........ccoocvvvierercienicieceeeee e 519
Table 14-15—Base-Hopping sequence b(i) for China, North America and most of Europe...................... 520
Table 14-16—Base-Hopping sequence b(i) for SPain..........ccceecvevrieierieienieiene et 520
Table 14-17—Base-Hopping sequence b(i) for France...........cocceveriiiiiiniiiieieeeeeeeee e 521
Table 14-18—Symbol encoding into carrier deviation (1 Mb/s, 2GFSK) .......ccccoveveninivncncninincncneeee 522
Table 14-19—1 MDB/S DP ..ottt ettt ettt ettt ettt ettt et bt naebenaebesaenens 526
Table 14-20—Symbol encoding into carrier deVIAtiON .............ccevvirieriereierieiieieseerieeeesre e seeeeeeeesseesseens 527
TaADIE 14-21-2 IMDB/S DD ecurieieiiietieiieteeie ettt ettt sttt ettt e sb et e esbesteesseeaeessesseessesaeessesseessesseessessesseensennes 529
Copyright © 2007 IEEE. All rights reserved. xliii

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0045



Table 14-22—FHSS PHY attrIDULES. ... .uveiiiiiiiiiieeeeceieie ettt ettt e e et e e e e enateeesessnaseeeessnaeeeeeens 529

Table 14-23—Regulatory domain COAES ........cueririiriiriereeienie ettt ettt e seeeae st ensesseensesaenseenes 531
Table 14-24—Supported data rate codes (dotl 1SupportedDataRatesTX).......cccoeevevveveniecienieieeieieeee 532
Table 14-25—Supported data rate codes (dotl 1SupportedDataRatesRX).........c.ccevvevierieciinieiinieieene, 532
Table 14-26—Number of tranSmit ANENNAS ......c.ceertirieierieieietieteet ettt see e te et et ettt ereebesaeseeneen 532
Table 14-27—Number of TECEIVE ANEEINNAS .....c..eeueeriiriietietiete ettt ettt sttt ste st enee st eeeeseeenee 533
Table 14-28—DIVersity SUPPOIt COUGS .....veruiemiriieieriieiereeterte et iete st et et enteste et e saeeneeseeeneesseeneeseeseeneeneeenes 533
Table 14-29—Diversity select antenna COAES .........ooiriirirreririee ettt s see e ens 534
Table 14-30—Transmit POWET LEVELS .....ceevvieieiieieieciee sttt ettt e st ebesreenseeteeneenseens 534
Table 14-31—FH PHY CRaracCteriSLICS ......ccerutrtirtirierieieieiieiiettett ettt sttt sttt ettt st see sttt e e e e enen 536
Table 15-1—MIB attribute default ValuesS/TAnGES ..........ceecverrieiiriieieniieeerieeee ettt sre e ereees 546
Table 15-2—DS PHY CharacteriStiCs ........coueeuierierierieiieiesieeie sttt ettt s sbe e e eae 547
Table 15-3—PMD_SAP peer-to-peer SEIviCe PIiMItIVES ......ceeeertireerieierieeieseeeiesteeneesseeeeseeeneeseeeneesseenes 548
Table 15-4—DSSS PMD_SAP peer-to-peer SErvice PrimitiVes .......coceeerveererrerienterenieneeeeeeeeenenessensennes 549
Table 15-5—PMD_SAP sublayer-to-sublayer Service primitives.........c.ccveeveeverrereeriereeriesieeeesieenensennenns 549
Table 15-6—List of parameters for the PMD PrimitivVes ..........cccoeerieriieienieeieneeierie e seeve e sseeenenes 550
Table 15-7—DSSS PHY frequency channel plan ............ccccocvveviiiiieiinieiiceeie et 566
Table 15-8—1 Mb/s DBPSK encoding table ............ccceiiriiiiiiiieiese ettt 567
Table 15-9—2 Mb/s DQPSK encoding table ..........cccoooiiiiiiniiieeeeeee e 567
Table 16-1—IR PMD_SAP peer-to-peer SETviCe PIIMITIVES .....c.eveurereeeuirereriinienieneeneesenseeeneeseeressessennes 580
Table 16-2—Sixteen-PPM basic rate MaPPING .........ccecverververreeiierieriesieeieieeeessesseessessessesseesessesssessesseenes 581
Table 16-3—Four-PPM enhanced rate MapPing .........c.cceeverueeierririenieeeeniestessessessesssessesssessesssessesseessesnes 582
Table 16-4—Peak optical power as a function of emitter radiation pattern mask............cceceeeevvrrvervrenneene 583
Table 16-5—Definition of the emitter radiation pattern Mask 1 ..........ccocoriiiiiiniinineieeeee e 584
Table 16-6—Definition of emitter radiation pattern Mask 2............ccooceiiiiiiiininieeeee e 584
Table 16-7—Definition of the receiver FOV .......cooiiiiiieiiieeee e 587
Table 16-8—IR PHY MIB QttriDULES. .......cccveeeireieiieieieeiieie sttt st eiee e e see e seeeneesseensesseeneesseensenes 588
Table 16-9—IR PHY CharacteriStiCs ........eruereieieiieiirieriinieniesteieetet ettt sttt sttt ettt ebe b 589
Table 17-1—TXVECTOR PATAMELETS ......cccuveiiierieeeieeriieeieesieeseeesteeseeeseesseessseesseesssesssessssesssessssesssesssesnn 593
Table 17-2—RXVECTOR ParaQmeELeTS.......cccuercirereeeirerieenieeieeseeeteesseesseesseessseesseessessssessssessseessessssesssesnes 593
Table 17-3—Modulation-dependent PArameEters ............cceeiererierieriierieeteeee et steeee e eee e e e eseeeeeeeenes 597
Table 17-4—Timing-related PAramELErs .........cocccueieiririrerenetetetet ettt sttt ettt et ebe b b se e eneas 597
Table 17-5—Contents of the SIGNAL fIeld.......cccccueoiiirininiiiieceeee et 602
Table 17-6—Modulation-dependent normalization factor Kviop ... 607
Table 17-7—BPSK encoding tabIe.........c.cccieieriiriiriieieitieiesie ettt ettt eae st esaesreesaesseessesseessesseessesseenes 609
Table 17-8—QPSK encoding taDIE ........ccvevvieiiiieieiiiieie ettt et saeeaesreessebeeseeseenseens 609
Table 17-9—16-QAM encoding table ..........cccueiiiiiiiiie ettt et 609
Table 17-10—64-QAM encoding table...........cooiiiiriiiiiieee et 609
Table 17-11—Major parameters of the OFDM PHY .......ccccoiiiiiiiiiieieee e 612
Table 17-12—Allowed relative constellation error versus data rate ........c..coceveverereeieerieneneneneneeeennenes 615
Table 17-13—Receiver performance reqUITCIMENLS. ..........ecverveeierrieierreeresteeseessesaesseesesseessesseessesseessesseenes 617
Table 17-14—MIB attribute default Values/Tanges .........ccccevieeerierieerieiiieiesie ettt ere e ens 623
Table 17-15—OFDM PHY CharacteriStiCs.......cceeoteruirieriiienieeiieiesiteie ettt st see e 626
Table 17-16—PMD_SAP peer-to-peer Service PrimitiVes .......cc.eeverueeierieienieecenieeienieste e sieeie e eeeenes 628
Table 17-17—PMD_SAP sublayer-to-sublayer Service primitiVes.........ccoevereereereereeruesieeeeseeeieneeeeeneeenes 628
Table 17-18—List of parameters for the PMD PrimitiVes ........cccceecverierieniiiieneeieseeiesie e sie e see e 628
Table 18-1—SERVICE field definitions .........cccoueieiriririinienicnieieieieteteese sttt s 641
Table 18-2—Example of LENGTH calculations for CCK ..........cccooieieriieieniiieeie e 642
Table 18-3—Example of LENGTH calculations for PBCC ..........ccccoecieviieieriiiieeceeeceeeee e 643
Table 18-4—MIB attribute default Values/Tanges .........cceeveririeriiriert et 653
Table 18-5—High Rate PHY CharacteriStiCs........ccevieiriuirieiieieiieiese ettt 654
Table 18-0——ParameEter VECTOLS ......cc.eeiueeieieeeieieseteiesteete st etesteesee e eneeseeseesesseesesseensesseensesseensenseeneenseenes 655
Table 18-7—PMD_SAP peer-to-peer SEIviCe PIIMItIVES ......cueeverveeeerieererieriessestessessessesaesseessessesseesseenes 657
Table 18-8—PMD_SAP sublayer-to-sublayer Service primitiVes...........cccveeveerieerveerieeniieesieereeesveeseennenns 657
xliv Copyright © 2007 IEEE. Al rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0046



Table 18-9—High Rate PHY frequency channel plan ............occooieiiiiiiiiieie e 673

Table 18-10—1 Mb/s DBPSK encoding table ..........c.cccevieoieririeieeieiecieie et 674
Table 18-11—2 Mb/s DQPSK encoding table ..........c.cccevireieriirieiecieeeieie e 674
Table 18-12—DQPSK encoding table ...........cccieieriiiiiniiiieiesieie ettt sseesse s esseeseesaesseens 676
Table 18-13—5.5 Mb/s CCK encoding table ...........cccciirieierieriiniieieee ettt see e ereeseeseens 676
Table 18-14—QPSK encoding table ..........ccooiiiiiiiiiiiiieieee et ettt 676
Table 18-15—China and North American operating channels..............coccovirieririerenierieee e 680
Table 18-16—FEuropean operating channels (except France and Spain)..........cccoceverienieneneeeneeeene 680
Table 18-17—China and North American Set 1 hop Patterns..........ceeeeeverierierenienieeeee et eees 681
Table 18-18—FEuropean Set 1 hop patterns (except France and Spain) ...........ccccevvvvververierieseecienreeeennene 681
Table 19-1—TXVECTOR PATAMELEIS ......cc.eeverreerieierrieieieestesteesesseessesseessesseessesseessessesssessesssessesssessensesses 691
Table 19-2—RXVECTOR PArQMELETS ......cc.eeuieieriieiiitieieiteeiesteeiiesteete st esee et eeseeestenaesseenseseeenseeseenseneeenes 692
Table 19-3—SERVICE field bit definitions..........cceeiriererierie ettt 693
Table 19-4—Example of LENGTH calculations for ERP-PBCC-22 .........ccccccoeviiinnnininincncncnceeenee 694
Table 19-5——CCA PATAMECLETS .....cvevvieieerieiereieierteetesteetesseetesseesseseasesseessesseaseesseessessesssessesssensensesseensenses 703
Table 19-6—MIB attribute default ValueS/TANGES .........ccceeveriieieriirierie ettt e s ees 715
Table 19-7T—ERP CharaCteriStiCS ......evuerterierieuieiieiietietietertest ettt ettt ettt s b sttt et et et e st eneebesbesaeseenean 719
Table 19-8—PMD_ SAP PEEI-t0-PEET SEIVICES. ....uerueruieutintieiiatieteeteenteeeeenteateetesseentesseeteeseenteeseeseeneeneeens 720
Table 19-9—PMD_SAP sublayer-to-sublayer SEIVICES .......cceerertieriirieriiriieie ettt 721
Table 19-10—TList of parameters for the PMD Primitives ..........coccoeeererinienienienieieieeecnenc e 721
TaDIE G.1——ThE MESSAZE. .. eevreererieererrieieiteetesteetesteesteseessesseessesseessesseessesseessesseessesssessenssensesssensesseesessees 1080
Table G.2—Frequency domain representation of the short sequences............ccoevevveeieniecenieciene e 1081
Table G.3—One period of IFFT of the Short SEQUENCES........ccovvieiieiieiiieie et 1081
Table G.4—Time domain representation of the short sequence..............ccoveeeiieiiniieiineee e 1082
Table G.5—Frequency domain representation of the long SEqUENCes .........ccccevvereeieieeierieiene e 1084
Table G.6—Time domain representation of the 1ong SEQUENCE ........ccceverueririerenieieieieieinerceeeenenene 1084
Table G.7—Bit assignment for SIGNAL field ........cccccoiiiiiiiiininiccecceececceese e 1086
Table G.8—SIGNAL field bits after encoding...........ccvevvieciiriicierieie et s 1086
Table G.9—SIGNAL field bits after interleaving ..........cccueeeieeriiriieeiie ettt eae e 1087
Table G.10—Frequency domain representation of SIGNAL field.........ccceeveeviienieniieiniiiieeeeceeeieeen 1087
Table G.11—Frequency domain representation of SIGNAL field with pilots inserted............ccceeeeneee. 1088
Table G.12—Time domain representation of SIGNAL field ......c..cocooerinininininiiiiinncnceeseene 1089
Table G.13—First 144 DATA DItS ...ccueveriirieieiieiieeeeet sttt sttt et sa bt 1090
Table G.14—LaSt 144 DATA DItS....cceieririeieiieiieteteet sttt sttt sttt ettt eb e ebe b e 1091
Table G.15—Scrambling sequence for seed 1011101 ....ccviviiiiiiiieiiieiieeieee e 1092
Table G.16—First 144 bits after SCrambling ............cccoovieeiiriiiiieriicieie e 1092
Table G.17—Last 144 bits after SCrambling.........ccccoeivieiiiiiiieie e e 1093
Table G.18—Coded bits of first DATA SYMDOL......cc.oooiiiiiiiiiiieieeee e 1094
Table G.19—First PerMIULATION .......cecueetieieetieie et et ettt ettt et ettt e ee et e seeeseeseeeneesaeeseensesaeeneeseeeneas 1095
Table G.20—SecoNd PEIMIULATION ...c..eevvevieeieieeieieeeiesiestestestetesseeseeseesseeseessesseensesseesesseessesseensessesseenses 1096
Table G.21—Interleaved bits of first DATA SYMDOL.......ccoieiieriiiieieeieieiee et 1097
Table G.22—Frequency domain of first DATA SYmbOL.........cccoievieriieieniiiieie et 1098
Table G.23—Polarity of the pilot SUDCAITIETS......c..eeitiiieiieiieieeiiee et 1099
Table G.24—The entire PACKET.......cc.eeiuiiieitiee ettt b e ettt ae et seeeneas 1100
Table H.1—Test vectors for Block fUNCHON ........ccueviriiiieiieiee e 1119
Table H.2—Test vectors for MIChACL ........ccceiiuiriiiiiiiiicicictcte ettt 1119
Table H.3—Notation EXAMPLE........cccveriieiieriieierie ettt ettt et esaeseessessaesessaesessaenseeseesnesseensas 1133
Table H.4—Sample plaintext MPDU .........ccccciiiiiiiieieieeie sttt sve e eae v ses et ssesseeseennas 1134
Table H.5——ARCA @NCTYPHON ..cuveeiieiiieeiieiieeieeite st esttesite it esteeeteesbeessaeesseessseesseenseessseenseessseessesnseesnsen 1134
Table H.6—Expanded MPDU after WEP encapsulation .............cccecerieiiniinenieeneeeeeeeeece e 1134
Table H.7—Sample TKIP PArameters ........cccoeruiruirierieieieieineniesiesie sttt seeeeteeteseene st sresae e ssesseseenesnens 1135
Table H.8—Sample plaintext and ciphertext MPDUs, using parameter from Table H.7 ...........cc.cccc.c.... 1135
Table H.9—RSN PREF TeSt VECIOT ©...cueiiiiiiiiieiiiiiiiiicteeteitete ettt sttt ettt sbe s 1136
Table H.10—RSN PRF TSt VECTOT 2......coiiiiiiiiiiiieieiieiesiteeei ettt sttt st 1137
Copyright © 2007 IEEE. All rights reserved. xlv

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0047



Table H.IT—RSN PREF TESt VECLOI 3...ooiiiiiieiiii ettt ettt e e et e e e eeaaee e e e e ennraeeeesenaneeeeean 1137

Table H.12—RSN PRF TeSt VECIOT 4....c.eovuiuiiuieiieiiiiiniiiitnieeestentestetesteteeeet ettt s e v eresaenn 1137
Table H.13—Sample values for pairwise key derivations ............ccocceeeeeririeienienieieeeese e 1138
Table H.14—Sample derived CCMP temporal key (TK) .....ccoeverieiiiieiieeeeeeeee e 1138
Table H.15—Sample derived PTK ........coo oottt 1139
Table I.1—Regulatory requirement LSt ..........ccoecieriririeiiee ettt s 1141
Table [.2—EmiSSions LMItS SETS ......ccereruirtirierieieiiieietriererte sttt sttt et ettt sre st s e e b b sresaens 1142
Table 1.3—Behavior IMILS SELS ......c.ceceriririiriirieieieietetrter sttt ettt st se et ebesbesresaens 1142
Table [.4—Transmit power level by regulatory domain ............cooceevirierinieieeeeeee e 1143
Table 1.5—U.S. public safety transmit power levels by regulatory domain ..........c.cccceeeevecieciecnicniencnnens 1143
Table I.6—Japanese transmit power levels by regulatory domain............cecceveeeieviereniennnieeeeeee e, 1144
Table J.1—Regulatory classes for 4.9 GHz and 5 GHz bands in the United States..........c..ccccecerenenennne 1148
Table J.2—Regulatory classes for 5 GHz bands in EUIrope.........ccccocevvivirininincncncnenccieccceeseneaes 1148
Table J.3—Regulatory classes for 4.9 GHz and 5 GHz bands in Japan........c..cccocvveneneneneneneininncnnens 1149
Table K. 1—Admissible TSPECS.........cccririiiiiiiieirirresesestestetesteteee ettt st sre e 1151
Table M.1—IEEE 802.11 integration service STT ........cccccueoirvirininiiininencreeecreeeicee e 1165
Table M.2—Ethernet/IEEE 802.3 to IEEE 802.11 translation.........cccceceveverenenienienieneieieiecnenenenaens 1166
Table M.3—IEEE 802.11 to Ethernet/IEEE 802.3 translation.......c..ccccoccvevenenenienienieneeeinencnesenennens 1166
xlvi Copyright © 2007 IEEE. All rights reserved.

Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0048



IEEE Standard for
Information Technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 11: Wireless LAN Medium Access Control (MAC)
and Physical Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to define one medium access control (MAC) and several physical layer (PHY)
specifications for wireless connectivity for fixed, portable, and moving stations (STAs) within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or
STAs that require rapid deployment, which may be portable or hand-held, or which may be mounted on
moving vehicles within a local area. This standard also offers regulatory bodies a means of standardizing
access to one or more frequency bands for the purpose of local area communication.

Specifically, this standard
— Describes the functions and services required by an IEEE 802.11™-compliant device to operate
within ad hoc and infrastructure networks as well as the aspects of STA mobility (transition) within
those networks.
—  Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

—  Defines several PHY signaling techniques and interface functions that are controlled by the
IEEE 802.11 MAC.

—  Permits the operation of an IEEE 802.11-conformant device within a wireless local area network
(WLAN) that may coexist with multiple overlapping IEEE 802.11 WLANSs.

—  Describes the requirements and procedures to provide data confidentiality of user information being
transferred over the wireless medium (WM) and authentication of IEEE 802.11-conformant devices.

—  Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that
may be used to satisfy regulatory requirements for operation in the 5 GHz band. The regulations and
conformance tests are listed in Clause 2.
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—  Defines the MAC procedures to support local area network (LAN) applications with quality of
service (QoS) requirements, including the transport of voice, audio, and video.
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2. Normative references

The following referenced documents are indispensable for the application of this standard. For dated refer-
ences, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments or corrigenda) applies.

ETSI EN 301 893, Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Part 2:
Harmonized EN covering essential requirements of article 3.2 of the R&TTE Directive.!

FIPS PUB 180-1-1995, Secure Hash Standard.’
FIPS PUB 197-2001, Advanced Encryption Standard (AES).

IEEE Std 802®-2001, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.> 4

IEEE Std 802.1X™-2004, IEEE Standard for Local and Metropolitan Area Networks: Port-Based Network
Access Control.”

IEEE Std C95.1™-1991 (Reaff 1997), IEEE Standard Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

IETF RFC 1321, The MD5 Message-Digest Algorithm, April 1992 (status: informa‘[ional).6

IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M. Bellare,
R. Canetti, February 1997 (status: informational).

IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, J. Schaad, R. Housley,
September 2002 (status: informational).

IETF RFC 3610, Counter with CBC-MAC (CCM), D. Whiting, R. Housley, N. Ferguson, September 2003
(status: informational).

IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for Wireless LANs, D.
Stanley, J. Walker, B. Aboba, March 2005 (status: informational).

ISO/IEC 3166-1, Codes for the representation of names of countries and their subdivisions—Part 1: Country
codes.”

ISO/IEC 7498-1:1994, Information technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model.

'ETSI documents are available from ETSI, 650 Route des Lucioles, F-06921 Sopia Antipolis Cedex, France (http://www.etsi.org).

2FIPS publications are available from the National Technical Information Service (NTIS), U.S. Dept. of Commerce, 5285 Port Royal
Road, Springfield, VA 22161 (http://www.ntis.org/).

3“IEEE” and “802” are registered trademarks in the U.S. Patent & Trademark Office, owned by the Institute of Electrical and
Electronics Engineers, Inc.

4IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://www.standards.ieee.org/).

SThe IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics
Engineers, Inc.

®Internet RFCs are available from the Internet Engineering Task Force at http://www.ietf.org/.

7ISO and ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve
20, Switzerland/Suisse (http://www.iso.ch/). They are also available in the United States from the Sales Department, American
National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://www.ansi.org/).
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ISO/IEC 8802-2:1998, Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Specific requirements—Part 2: Logical link control.

ISO/IEC 8824-1:1995, Information technology—Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8824-2:1995, Information technology—Abstract Syntax Notation One (ASN.1): Information
object specification.

ISO/IEC 8824-3:1995, Information technology—Abstract Syntax Notation One (ASN.1): Constraint
specification.

ISO/IEC 8824-4:1995, Information technology—Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISO/IEC 8825-1:1995, Information technology—ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

ISO/IEC 8825-2:1996, Information technology—ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER).

ISO/IEC Technical Report 11802-5:1997(E), Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Technical reports and
guidelines—Part 5: Medium Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Networks
(previously known as IEEE Std 802.1H-1997 [B13]8).

ISO/IEC 14977:1996, Information technology—Information technology. Syntactic Metalanguage. Extended
BNF.

ISO/IEC 15802-1:1995, Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Common specifications—Part 1: Medium Access
Control (MAC) service definition.

ISO/IEC 15802-3, Information Technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Common specifications—Part 3: Media Access Control
(MAC) Bridges.

ITU Radio Regulations, volumes 1-4.°

ITU-T Recommendation V.41 (11/88), Code-independent error-control system.

ITU-T Recommendation Z.100 (03/93), CCITT specification and description language (SDL).
ITU-T Recommendation Z.105 (03/95), SDL combined with ASN.1 (SDL/ASN.1).

ITU-T Recommendation Z.120 (2004), Programming Languages—Formal Description Techniques
(FDT)—Message Sequence Chart (MSC).

8The numbers in brackets correspond to the numbers of the bibliography in Annex P.

ITU-T publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20,
Switzerland/Suisse (http://www.itu.int/).
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary of
IEEFE Standards Terms [B11] should be referenced for terms not defined in this clause.

3.1 access category (AC): A label for the common set of enhanced distributed channel access (EDCA)
parameters that are used by a quality of service (QoS) station (STA) to contend for the channel in order to
transmit medium access control (MAC) service data units (MSDUSs) with certain priorities.

3.2 access control: The prevention of unauthorized usage of resources.

3.3 access point (AP): Any entity that has station (STA) functionality and provides access to the
distribution services, via the wireless medium (WM) for associated STAs.

3.4 additional authentication data (AAD): Data that are not encrypted, but are cryptographically
protected.

3.5 ad hoc network: Often used as a venacular term for an independent basic service set (IBSS).

3.6 admission control: An algorithm to ensure that admittance of a new flow into a resource constrained
network does not violate parameterized service commitments made by the network to admitted flows.

3.7 aggregated schedule: The aggregation of delivery and/or poll schedules by the quality of service (QoS)
access point (AP) for a particular non-access point (non-AP) QoS station (STA) into a single service
period (SP).

3.8 association: The service used to establish access point/station (AP/STA) mapping and enable STA
invocation of the distribution system services (DSSs).

3.9 authentication: The service used to establish the identity of one station (STA) as a member of the set of
STAs authorized to associate with another STA.

3.10 authentication and key management (AKM) suite: A set of one or more algorithms designed to
provide authentication and key management, either individually or in combination with higher layer
authentication and key management algorithms outside the scope of this standard.

3.11 Authentication Server (AS): An entity that provides an authentication service to an Authenticator.
This service determines, from the credentials provided by the Supplicant, whether the Supplicant is

authorized to access the services provided by the Authenticator. (IEEE Std 802. 1X-2004]0)

3.12 Authenticator: An entity at one end of a point-to-point LAN segment that facilitates authentication of
the entity attached to the other end of that link. (IEEE Std 802.1X-2004)

3.13 Authenticator address (AA): The medium access control (MAC) address of the IEEE 802.1X
Authenticator.

3.14 authorized: To be explicitly allowed.

3.15 basic service area (BSA): The area containing the members of a basic service set (BSS). It may
contain members of other BSSs.

19nformation on references can be found in Clause 2.
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3.16 basic service set (BSS): A set of stations (STAs) that have successfully synchronized using the JOIN
service primitives“ and one STA that has used the START primitive. Membership in a BSS does not imply
that wireless communication with all other members of the BSS is possible.

3.17 big endian: The concept that, for a given multi-octet numeric representation, the most significant octet
has the lowest address.

3.18 broadcast address: A unique multicast address that specifies all stations (STAs).

3.19 channel: An instance of communications medium use for the purpose of passing protocol data units
(PDUs) between two or more stations (STASs).

3.20 channel spacing: The difference between the center frequencies of two nonoverlapping and adjacent
channels of the radio transmitter.

3.21 cipher suite: A set of one or more algorithms, designed to provide data confidentiality, data
authenticity or integrity, and/or replay protection.

3.22 clear channel assessment (CCA) function: That logical function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.23 contention-free period (CFP): The time period during operation of a point coordination function
(PCF) when the right to transmit is assigned to stations (STAs) solely by a point coordinator (PC), allowing
frame exchanges to occur between members of the basic service set (BSS) without contention for the
wireless medium (WM).

3.24 contention period (CP): The time period outside of the contention-free period (CFP) in a point-
coordinated basic service set (BSS). In a BSS where there is no point coordinator (PC), this corresponds to
the entire time of operation of the BSS.

3.25 controlled access phase (CAP): A time period when the hybrid coordinator (HC) maintains control of
the medium, after gaining medium access by sensing the channel to be idle for a point coordination function
(PCF) interframe space (PIFS) duration. It may span multiple consecutive transmission opportunities
(TXOPs) and can contain polled TXOPs.

3.26 coordination function: The logical function that determines when a station (STA) operating within a
basic service set (BSS) is permitted to transmit protocol data units (PDUs) via the wireless medium (WM).
The coordination function within a BSS may have one hybrid coordination function (HCF), or it may have
one HCF and one point coordination function (PCF) and will have one distributed coordination function
(DCF). A quality of service (QoS) BSS will have one DCF and one HCF.

3.27 contention-free (CF) pollable: A station (STA) that is able to respond to a CF poll with a data frame if
such a frame is queued and able to be generated.

3.28 Counter mode with Cipher-block chaining Message authentication code (CCM): A symmetric key
block cipher mode providing confidentiality using counter mode (CTR) and data origin authenticity using
cipher-block chaining message authentication code (CBC-MAC).

NOTE—See IETF RFC 3610.!2

11Description of these primitives can be found in 10.3.3.
2Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement this standard.
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3.29 cryptographic encapsulation: The process of generating the cryptographic payload from the plaintext
data. This comprises the cipher text as well as any associated cryptographic state required by the receiver of
the data, e.g., initialization vectors (IVs), sequence numbers, message integrity codes (MICs), key
identifiers.

3.30 data confidentiality: A property of information that prevents disclosure to unauthorized individuals,
entities, or processes.

3.31 deauthentication service: The service that voids an existing authentication relationship.
3.32 decapsulate: To recover an unprotected frame from a protected one.
3.33 decapsulation: The process of generating plaintext data by decapsulating an encapsulated frame.

3.34 delivery-enabled access category (AC): A quality of service (QoS) access point (AP) AC where the
AP is allowed to use enhanced distributed channel access (EDCA) to deliver traffic from the AC to a non-
access point (non-AP) QoS station (STA) in an unscheduled service period (SP) triggered by the STA.

3.35 directed frame: See: unicast frame.

3.36 direct link: A bidirectional link from one non-access point (non-AP) quality of service (QoS) station
(STA) to another non-AP QoS STA operating in the same infrastructure QoS basic service set (BSS) that
does not pass through a QoS access point (AP). Once a direct link has been set up, all frames between the
two non-AP QoS STAs are exchanged directly.

3.37 disassociation service: The service that removes an existing association.

3.38 distributed coordination function (DCF): A class of coordination function where the same
coordination function logic is active in every station (STA) in the basic service set (BSS) whenever the
network is in operation.

3.39 distribution service: The service that, by using association information, delivers medium access
control (MAC) service data units (MSDUs) within the distribution system (DS).

3.40 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and
integrated local area networks (LANSs) to create an extended service set (ESS).

3.41 distribution system medium (DSM): The medium or set of media used by a distribution system (DS)
for communications between access points (APs) and portals of an extended service set (ESS).

3.42 distribution system service (DSS): The set of services provided by the distribution system (DS) that
enable the medium access control (MAC) to transport MAC service data units (MSDUs) between stations
(STAs) that are not in direct communication with each other over a single instance of the wireless medium
(WM). These services include transport of MSDUs between the access points (APs) of basic service sets
(BSSs) within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS,
and transport of MSDUs between STAs in the same BSS in cases where the MSDU has a multicast or
broadcast destination address or where the destination is an individual address and the STA is associated
with an AP. DSSs are provided between pairs of IEEE 802.11 MACs.

3.43 downlink: A unidirectional link from an access point (AP) to one or more non-AP stations (STAs).

3.44 dynamic frequency selection (DFS): Facilities mandated to satisfy requirements in some regulatory
domains for radar detection and uniform channel spreading in the 5 GHz band. These facilities may also be
used for other purposes, such as automatic frequency planning.
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3.45 dynamic frequency selection (DFS) owner: A station (STA) in an independent basic service set
(IBSS) that takes responsibility for selecting the next channel after radar is detected operating in a channel.
Due to the nature of IBSSs, it cannot be guaranteed that there will be a single DFS owner at any particular
time and the protocol is robust to this situation.

3.46 EAPOL-Key confirmation key (KCK): A key used to integrity-check an EAPOL-Key frame.

3.47 EAPOL-Key encryption key (KEK): A key used to encrypt the Key Data field in an EAPOL-Key
frame.

3.48 effective isotropic radiated power (EIRP): The equivalent power of a transmitted signal in terms of
an isotropic (omnidirectional) radiator. The EIRP equals the product of the transmitter power and the
antenna gain (reduced by any coupling losses between the transmitter and antenna).

3.49 encapsulate: To construct a protected frame from an unprotected frame.
3.50 encapsulation: The process of generating an protected frame by encapsulating plaintext data.

3.51 enhanced distributed channel access (EDCA): The prioritized carrier sense multiple access with
collision avoidance (CSMA/CA) access mechanism used by quality of service (QoS) stations (STAs) in a
QoS basic service set (BSS). This access mechanism is also used by the QoS access point (AP) and operates
concurrently with hybrid coordination function (HCF) controlled channel access (HCCA).

3.52 enhanced distributed channel access function (EDCAF): A logical function in a quality of service
(QoS) station (STA) that determines, using enhanced distributed channel access (EDCA), when a frame in
the transmit queue with the associated access category (AC) is permitted to be transmitted via the wireless
medium (WM). There is one EDCAF per AC.

3.53 extended service area (ESA): The area within which members of an extended service set (ESS) may
communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve several basic
service sets (BSSs) in overlapping, disjointed, or both configurations.

3.54 extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) that appears
as a single BSS to the logical link control (LLC) layer at any station (STA) associated with one of those
BSS:s.

3.55 4-Way Handshake: A pairwise key management protocol defined by this standard. This handshake
confirms mutual possession of a pairwise master key (PMK) by two parties and distributes a group temporal
key (GTK).

3.56 4-Way station-to-station link (STSL) transient key (STK) Handshake: A key management protocol
between two parties that confirms mutual possession of an STSL master key (SMK) and distributes an STK.

3.57 fragmentation: The process of segmenting a medium access control (MAC) service data unit (MSDU)
or MAC management protocol data unit (MMPDU) into a sequence of smaller MAC protocol data units
(MPDUs) prior to transmission. The process of recombining a set of fragment MPDUs into an MSDU or
MMPDU is known as defragmentation. These processes are described in 5.8.1.9 of ISO/IEC 7498-1:1994.

3.58 Gaussian frequency shift keying (GFSK): A modulation scheme in which the data are first filtered by
a Gaussian filter in the baseband and then modulated with a simple frequency modulation.

3.59 group: The entities in a wireless network, e.g., an access point (AP) and its associated stations (STAs),
or all the STAs in an independent basic service set (IBSS) network.
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3.60 Group Key Handshake: A group key management protocol defined by this standard. It is used only to
issue a new group temporal key (GTK) to peers with whom the local station (STA) has already formed
security associations.

3.61 group master key (GMK): An auxiliary key that may be used to derive a group temporal key (GTK).

3.62 group temporal key (GTK): A random value, assigned by the broadcast/multicast source, which is
used to protect broadcast/multicast medium access control (MAC) protocol data units (MPDUs) from that
source. The GTK may be derived from a group master key (GMK).

3.63 group temporal key security association (GTKSA): The context resulting from a successful group
temporal key (GTK) distribution exchange via either a Group Key Handshake or a 4-Way Handshake.

3.64 hidden station (STA): A STA whose transmissions cannot be detected using carrier sense (CS) by a
second STA, but whose transmissions interfere with transmissions from the second STA to a third STA

3.65 hybrid coordination function (HCF): A coordination function that combines and enhances aspects of
the contention-based and contention-free access methods to provide quality of service (QoS) stations (STAs)
with prioritized and parameterized QoS access to the wireless medium (WM), while continuing to support
non-QoS STAs for best-effort transfer. The HCF includes the functionality provided by both enhanced
distributed channel access (EDCA) and HCF controlled channel access (HCCA). The HCF is compatible
with the distributed coordination function (DCF) and the point coordination function (PCF). It supports a
uniform set of frame formats and exchange sequences that STAs may use during both the contention period
(CP) and the contention-free period (CFP).

3.66 hybrid coordinator (HC): A type of coordinator, defined as part of the quality of service (QoS)
facility, that implements the frame exchange sequences and medium access control (MAC) service data unit
(MSDU) handling rules defined by the hybrid coordination function (HCF). The HC operates during both
the contention period (CP) and contention-free period (CFP). The HC performs bandwidth management
including the allocation of transmission opportunities (TXOPs) to QoS stations (STAs). The HC is
collocated with a QoS access point (AP).

3.67 hybrid coordination function (HCF) controlled channel access (HCCA): The channel access
mechanism utilized by the hybrid coordinator (HC) to coordinate contention-free media use by quality of
service (QoS) stations (STAs) for downlink unicast, uplink, and direct-link transmissions.

3.68 IEEE 802.1X authentication: Extensible Authentication Protocol (EAP) authentication transported by
the IEEE 802.1X protocol.

3.69 independent basic service set (IBSS): A basis service set (BSS) that forms a self-contained network,
and in which no access to a distribution system (DS) is available.

3.70 individual address: See.: unicast address.

3.71 infrastructure: The infrastructure includes the distribution system medium (DSM), access point (AP),
and portal entities. It is also the logical location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition
to the distribution system (DS).

3.72 integration service: The service that enables delivery of medium access control (MAC) service data
units (MSDUs) between the distribution system (DS) and a non-IEEE-802.11 local area network (LAN) (via
a portal).
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3.73 key counter: A 256-bit (32-octet) counter that is used in the pseudo-random function (PRF) to generate
initialization vectors (IVs). There is a single key counter per station (STA) that is global to that STA.

3.74 key data encapsulation (KDE): Format for data other than information elements in the EAPOL-Key
Data field.

3.75 key management service: A service to distribute and manage cryptographic keys within a robust
security network (RSN).

3.76 link: In the context of an IEEE 802.11 medium access control (MAC) entity, a physical path consisting
of exactly one traversal of the wireless medium (WM) that is used to transfer an MAC service data unit
(MSDU) between two stations (STAs).

3.77 link margin: Ratio of the received signal power to the minimum desired by the station (STA). The
STA may incorporate rate information and channel conditions, including interference, into its computation
of link margin. The specific algorithm for computing the link margin is implementation dependent.

3.78 little endian: The concept that, for a given multi-octet numeric representation, the least significant
octet has the lowest address.

3.79 liveness: A demonstration that the peer is actually participating in this instance of communication.

3.80 master session key (MSK): Keying material that is derived between the Extensible Authentication
Protocol (EAP) peer and exported by the EAP method to the Authentication Server (AS). This key is at least
64 octets in length.

3.81 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
exchanged between two peer MAC entities, using services of the physical layer (PHY), to implement the
MAC management protocol.

3.82 medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between
two peer MAC entities using the services of the physical layer (PHY).

3.83 medium access control (MAC) service data unit (MSDU): Information that is delivered as a unit
between MAC service access points (SAPs).

3.84 message integrity code (MIC): A value generated by a cryptographic function. If the input data are
changed, a new value cannot be correctly computed without knowledge of the cryptographic key(s) used by
the cryptographic function. This is traditionally called a message authentication code (MAC), but the
acronym MAC is already reserved for another meaning in this standard.

3.85 Michael: The message integrity code (MIC) for the Temporal Key Integrity Protocol (TKIP).

3.86 mobile station (STA): A type of STA that uses network communications while in motion.

3.87 multicast: When applied to a medium access control (MAC) service data unit (MSDU), it is an MSDU
with a multicast address as the destination address (DA). When applied to a MAC protocol data unit
(MPDU) or control frame, it is an MPDU or control frame with a multicast address as the receiver
address (RA).

3.88 multicast address: A medium access control (MAC) address that has the group bit set.

3.89 multicast-group address: A medium access control (MAC) address associated by higher level
convention with a group of logically related stations (STAs).
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3.90 network allocation vector (NAV): An indicator, maintained by each station (STA), of time periods
when transmission onto the wireless medium (WM) will not be initiated by the STA whether or not the
STA’s clear channel assessment (CCA) function senses that the WM is busy.

3.91 non-access point (non-AP) quality of service (QoS) station (STA): A STA that supports the QoS
facility, but is not an access point (AP). A non-AP STA does not have an hybrid coordinator (HC) and uses
the QoS AP for the distribution system services (DSSs).

3.92 nonce: A numerical value, used in cryptographic operations associated with a given cryptographic key,
that is not to be reused with that key, including over all reinitializations of the system through all time.

3.93 non-quality of service (non-QoS) access point (AP): An AP that does not support the quality of
service (QoS) facility.

3.94 non-quality of service (non-QoS) basic service set (BSS): A BSS that does not support the quality of
service (QoS) facility.

3.95 non-quality of service (non-QoS) station (STA): A STA that does not support the quality of service
(QoS) facility.

3.96 pairwise: Referring to, or an attribute of, two entities that are associated with each other, e.g., an access
point (AP) and an associated station (STA), or two STAs in an independent basic service set (IBSS)
network. This term is used to refer to a type of encryption key hierarchy pertaining to keys shared by only
two entities.

3.97 pairwise master key (PMK): The highest order key used within this standard. The PMK may be
derived from a key generated by an Extensible Authentication Protocol (EAP) method or may be obtained
directly from a preshared key (PSK).

3.98 pairwise master key security association (PMKSA): The context resulting from a successful IEEE
802.1X authentication exchange between the peer and Authentication Server (AS) or from a preshared key
(PSK).

3.99 pairwise transient key (PTK): A value that is derived from the pairwise master key (PMK),
Authenticator address (AA), Supplicant address (SPA), Authenticator nonce (ANonce), and Supplicant
nonce (SNonce) using the pseudo-random function (PRF) and that is split up into as many as five keys, i.c.,
temporal encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key encryption key
(KEK), EAPOL-Key confirmation key (KCK).

3.100 pairwise transient key security association (PTKSA): The context resulting from a successful
4-Way Handshake exchange between the peer and Authenticator.

3.101 parameterized quality of service (QoS): The treatment of the medium access control (MAC)
protocol data units (MPDUs) depends on the parameters associated with the MPDU. Parameterized QoS is
primarily provided through the hybrid coordination function (HCF) controlled channel access (HCCA)
mechanism, but may also be provided by the enhanced distributed channel access (EDCA) mechanism when
used with a traffic specification (TSPEC) for admission control.

3.102 pass-phrase: A secret text string employed to corroborate the user’s identity.

3.103 PeerKey Handshake: A key management protocol composed of the station-to-station link (STSL)
master key (SMK) Handshake and the 4-Way STSL transient key (STK) Handshake. This is used to create
new SMK security associations (SMKSAs) and STK security associations (STKSAs) to secure the STSLs.
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3.104 per-frame encryption key: A unique encryption key constructed for each medium access control
(MAC) protocol data unit (MPDU), employed by some IEEE 802.11 security protocols.

3.105 per-frame sequence counter: For Temporal Key Integrity Protocol (TKIP), the counter that is used
as the nonce in the derivation of the per-frame encryption key. For Counter mode with Cipher-block
chaining Message authentication code Protocol (CCMP), the per-frame initialization vector (IV).

3.106 piggyback: The overloading of a data frame with an acknowledgment of a previously received
medium access control (MAC) protocol data unit (MPDU) and/or a poll to the station (STA) to which the
frame is directed.

3.107 point coordinator (PC): The entity within the STA in an AP that performs the point coordination
function.

3.108 point coordination function (PCF): A class of possible coordination functions in which the
coordination function logic is active in only one station (STA) in a basic service set (BSS) at any given time
that the network is in operation.

3.109 portable station (STA): A type of station (STA) that may be moved from location to location, but
that only uses network communications while at a fixed location.

3.110 portal: The logical point at which the integration service is provided.

3.111 pre-robust security network association (pre-RSNA): The type of association used by a pair of
stations (STAs) if the procedure for establishing authentication or association between them did not include
the 4-Way Handshake.

3.112 pre-robust security network association (pre-RSNA) equipment: A device that is not able to create
robust security network associations (RSNAs).

3.113 preshared key (PSK): A static key that is distributed to the units in the system by a method outside
the scope of this standard, always by some out-of-band means.

3.114 prioritized quality of service (QoS): The provisioning of service in which the medium access control
(MAC) protocol data units (MPDUs) with higher priority are given a preferential treatment over MPDUs
with a lower priority. Prioritized QoS is provided through the enhanced distributed channel access (EDCA)
mechanism.

3.115 protection mechanism: Any procedure that attempts to update the network allocation vector (NAV)
of all receiving stations (STAs) prior to the transmission of a frame that may or may not be detected as valid
network activity by the PHY entities at those receiving STAs.

3.116 protection mechanism frame: Any frame that is sent as part of a protection mechanism procedure.

3.117 pseudo-random function (PRF): A function that hashes various inputs to derive a pseudo-random
value. In order to ensure liveness of a communication in which a pseudorandom value is used, a nonce is
used as one of the inputs to the function.

3.118 quality of service (QoS) access point (AP): An AP that supports the QoS facility. The functions of a
QoS AP are a superset of the functions of a non-QoS AP, and thus a QoS AP is able to function as a non-
QoS AP to non-QoS stations (STAs).

3.119 quality of service (QoS) basic service set (BSS): A BSS that provides the QoS facility. An
infrastructure QoS BSS contains a QoS access point (AP).
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3.120 quality of service (QoS) facility: The set of enhanced functions, channel access rules, frame formats,
frame exchange sequences and managed objects used to provide parameterized and prioritized QoS.

3.121 quality of service (QoS) independent basic service set (IBSS): An IBSS in which one or more of its
stations (STAs) support the QoS facility.

3.122 quality of service (QoS) station (STA): A STA that implements the QoS facility. A QoS STA acts as
anon-QoS STA when associated in a non-QoS basic service set (BSS).

3.123 reassociation service: The service that enables an established association [between access point (AP)
and station (STA)] to be transferred from one AP to another (or the same) AP.

3.124 receive power: Mean power measured at the antenna connector.

3.125 received power indicator (RPI): A quantized measure of the received power level as seen at the
antenna connector.

3.126 robust security network (RSN): A security network that allows only the creation of robust security
network associations (RSNAs). An RSN can be identified by the indication in the RSN information element
(IE) of Beacon frames that the group cipher suite specified is not wired equivalent privacy (WEP).

3.127 robust security network association (RSNA): The type of association used by a pair of stations
(STAs) if the procedure to establish authentication or association between them includes the 4-Way
Handshake. Note that the existence of an RSNA by a pair of devices does not of itself provide robust
security. Robust security is provided when all devices in the network use RSNAs.

3.128 robust-security-network-association- (RSNA-) capable equipment: A station (STA) that is able to
create RSNAs. Such a device can use pre-RSNAs because of configuration. Notice that RSN A-capable does
not imply full compliance with the RSNA Protocol Implementation Conformance Statement (PICS). A
legacy device that has been upgraded to support Temporal Key Integrity Protocol (TKIP) can be RSNA-
capable, but will not be compliant with the PICS if it does not also support Counter mode with Cipher-block
chaining Message authentication code Protocol (CCMP).

3.129 robust-security-network-association- (RSNA-) enabled equipment: A station (STA) when it is
RSNA-capable and dot] IRSNAEnabled is set to TRUE.

3.130 robust security network association (RSNA) key management: Key management that includes the
4-Way Handshake, the Group Key Handshake, and the PeerKey Handshake.

3.131 scheduled service period (SP): The SP that is scheduled by the quality of service (QoS) access point
(AP). Scheduled SPs start at fixed intervals of time.

3.132 security network: A basic service set (BSS) where the station (STA) starting the BSS provides
information about the security capabilities and configuration of the BSS by including the robust security
network (RSN) information element in Beacon frames.

3.133 selector: An item specifying a list constituent in an IEEE 802.11 Management Message information
element.

3.134 service interval (SI): The interval between the start of two successive scheduled service periods
(SPs).

3.135 service period (SP): A contiguous time during which one or more downlink unicast frames are
transmitted to a quality of service (QoS) station (STA) and/or one or more transmission opportunities
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(TXOPs) are granted to the same STA. SPs can be scheduled or unscheduled. For a non-access point (non-
AP) STA, there can be at most one SP active at any time.

3.136 station (STA): Any device that contains an IEEE 802.11-conformant medium access control (MAC)
and physical layer (PHY) interface to the wireless medium (WM).

3.137 station service (SS): The set of services that support transport of medium access control (MAC)
service data units (MSDUs) between stations (STAs) within a basic service set (BSS).

3.138 station-to-station link (STSL): A direct link established between two stations (STAs) while
associated to a common access point (AP). This term refers to a generic mechanism that may be
implemented to allow direct station-to-station communication while remaining in the infrastructure mode.
Establishment of this type of link includes an initialization step. The STSL is terminated by specific
teardown procedures under the conditions prescribed in this standard. The only example of this procedure
currently specified is direct link established by the direct-link setup (DLS).

3.139 station-to-station link (STSL) master key (SMK): A random value generated by an access point
(AP) during an SMK Handshake. It is used for deriving an STSL transient key (STK).

3.140 station-to-station link (STSL) master key (SMK) Handshake: A key management protocol
between two parties that creates a new SMK.

3.141 station-to-station link (STSL) master key security association (SMKSA): The context resulting
from a successful STSL master key (SMK) Handshake.

3.142 station-to-station link (STSL) transient key (STK): A value that is derived from the STSL master
key (SMK), initiator MAC address (MAC _I), peer MAC address (MAC_P), initiator nonce (INonce), and
peer nonce (PNonce), using the pseudo-random function (PRF). The value is split into as many as five keys,
i.e., temporal encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key encryption key
(KEK), and EAPOL-Key confirmation key (KCK).

3.143 station-to-station link (STSL) transient key security association (STKSA): The context resulting
from a successful 4-Way STSL transient key (STK) exchange.

3.144 Supplicant: An entity at one end of a point-to-point LAN segment that is being authenticated by an
Authenticator attached to the other end of that link. (IEEE Std 802.1X-2004)

3.145 Supplicant address (SPA): The medium access control (MAC) address of the IEEE 802.1X
Supplicant.

3.146 temporal encryption key: The portion of a pairwise transient key (PTK) or group temporal key
(GTK) used directly or indirectly to encrypt data in medium access control (MAC) protocol data units
(MPDUs).

3.147 temporal key: The combination of temporal encryption key and temporal message integrity code
(MIC) key.

3.148 temporal message integrity code (MIC) key: The portion of a transient key used to ensure the
integrity of medium access control (MAC) service data units (MSDUs) or MAC protocol data units
(MPDUs).

3.149 time unit (TU): A measurement of time equal to 1024 pus.
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3.150 traffic category (TC): A label for medium access control (MAC) service data units (MSDUs) that
have a distinct user priority (UP), as viewed by higher layer entities, relative to other MSDUs provided for
delivery over the same link. Traffic categories are meaningful only to MAC entities that support quality of
service (QoS) within the MAC data service. These MAC entities determine the UP for MSDUs belonging to
a particular traffic category using the priority value provided with those MSDUs at the MAC service access
point (MAC_SAP).

3.151 traffic classification (TCLAS): The specification of certain parameter values to identify the medium
access control (MAC) service data units (MSDUs) belonging to a particular traffic stream (TS). The
classification process, performed above the MAC service access point (MAC_SAP) at a quality of service
(QoS) access point (AP), uses the parameter values for a given TS to examine each incoming MSDU and
determine whether this MSDU belongs to that TS. TCLAS may also occur at non-access point (non-AP)
QoS station (STA) with multiple streams. However, such classification is beyond the scope of this standard.

3.152 traffic identifier (TID): Any of the identifiers usable by higher layer entities to distinguish medium
access control (MAC) service data units (MSDUs) to MAC entities that support quality of service (QoS)
within the MAC data service. There are 16 possible TID values; eight identify TCs, and the other eight
identify parameterized TSs. The TID is assigned to an MSDU in the layers above the MAC.

3.153 traffic specification (TSPEC): The quality of service (QoS) characteristics of a data flow to and from
a non-access point (non-AP) QoS station (STA).

3.154 traffic stream (TS): A set of medium access control (MAC) service data units (MSDUs) to be
delivered subject to the quality of service (QoS) parameter values provided to the MAC in a particular traffic
specification (TSPEC). TSs are meaningful only to MAC entities that support QoS within the MAC data
service. These MAC entities determine the TSPEC applicable for delivery of MSDUs belonging to a
particular TS using the TS identifier (TSID) value provided with those MSDUs at the MAC service access
point (MAC _SAP).

3.155 traffic stream identifier (TSID): Any of the identifiers usable by higher layer entities to distinguish
medium access control (MAC) service data units (MSDUs) to MAC entities for parameterized quality of
service (QoS) [i.e., the traffic stream (TS) with a particular traffic specification (TSPEC)] within the MAC
data service. The TSID is assigned to an MSDU in the layers above the MAC.

3.156 tranmsition security network (TSN): A security network that allows the creation of pre-robust
security network associations (pre-RSNAs) as well as RSNAs. A TSN can be identified by the indication in
the robust security network (RSN) information element of Beacon frames that the group cipher suite in use
is wired equivalent privacy (WEP).

3.157 transmission opportunity (TXOP): An interval of time when a particular quality of service (QoS)
station (STA) has the right to initiate frame exchange sequences onto the wireless medium (WM). A TXOP
is defined by a starting time and a maximum duration. The TXOP is either obtained by the STA by
successfully contending for the channel or assigned by the hybrid coordinator (HC).

3.158 transmission opportunity (TXOP) holder: A quality of service (QoS) station (STA) that has either
been granted a TXOP by the hybrid coordinator (HC) or successfully contended for a TXOP.

3.159 transmit power: The effective isotropic radiated power (EIRP) when referring to the operation of a
5 GHz IEEE 802.11 orthogonal frequency division multiplexing (OFDM) physical layer (PHY) in a country
where so regulated.

3.160 trigger-enabled access category (AC): A non-access point (non-AP) quality of service (QoS) station
(STA) AC where frames of subtype QoS Data and QoS Null from the non-AP STA that map to the AC
trigger an unscheduled service period (SP) if one is not in progress.
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3.161 unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes.

3.162 unauthorized resource use: Use of a resource not consistent with the defined security policy.

3.163 unicast: When applied to a medium access control (MAC) service data unit (MSDU), it is an MSDU
with a single recipient address as the destination address (DA). When applied to a MAC protocol data unit

(MPDU) or control frame, it is an MPDU or control frame with a single recipient address as the receiver
address (RA).

3.164 unicast address: A medium access control (MAC) address that does not have the group bit set.
Syn: directed address, individual address.

3.165 uniform spreading: A regulatory requirement for a channel selection mechanism that provides
uniform usage across a minimum set of channels in the regulatory domain.

3.166 unscheduled service period (SP): The period that is started when a non-access point (non-AP)
quality of service (QoS) station (STA) transmits a trigger frame to the QoS access point (AP).

3.167 uplink: A unidirectional link from a non-access point (non-AP) station (STA) to an access point (AP).

3.168 user priority (UP): A value associated with an medium access control (MAC) service data unit
(MSDU) that indicates how the MSDU is to be handled. The UP is assigned to an MSDU in the layers above
the MAC.

3.169 wired equivalent privacy (WEP): A deprecated cryptographic data confidentiality algorithm
specified by IEEE Std 802.11 that may be used to provide data confidentiality that is subjectively equivalent
to the data confidentiality of a wired local area network (LAN) medium that does not employ cryptographic
techniques to enhance data confidentiality.

3.170 wireless distribution system (WDS): A mechanism for wireless communication using a four address
frame format specified in this standard. This standard describes such a frame format, but does not describe
how such a mechanism or frame format would be used.

3.171 wireless local area network (WLAN) system: A system that includes the distribution system (DS),
access points (APs), and portal entities. It is also the logical location of distribution and integration service
functions of an extended service set (ESS). A WLAN system contains one or more APs and zero or more
portals in addition to the DS.

3.172 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs)
between peer physical layer (PHY) entities of a wireless local area network (LAN).
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4. Abbreviations and acronyms

AA
AAD
AC
ACI
ACK
ACM
ACU
ADDBA
ADDTS
AES
AID
AIFS
AIFSN
AKM
AKMP
ANonce
AP
APSD
ARP
AS
ASN.1
ATIM
BA
BAR
BCC
BPSK
BSA
BSS
BSSID
BT
CAP
CBC
CBC-MAC
CCA
CCK
CCM
CCMP
CF

CFP
C-MPDU
C-PSDU
CP
CRC
CS

Authenticator address

additional authentication data
access category

access category index
acknowledgment

admission control mandatory
admission control unit

add Block Acknowledgment

add traffic stream

advanced encryption standard
association identifier

arbitration interframe space
arbitration interframe space number
authentication and key management
Authentication and Key Management Protocol
Authenticator nonce

access point

automatic power-save delivery
Address Resolution Protocol
Authentication Server

Abstract Syntax Notation One
announcement traffic indication message
Block Acknowledgment

Block Acknowledgment request
binary convolutional code

binary phase shift keying

basic service area

basic service set

basic service set identification

bit time

controlled access phase
cipher-block chaining

cipher-block chaining message authentication code

clear channel assessment
complementary code keying
CTR with CBC-MAC

CTR with CBC-MAC Protocol
contention free

contention-free period

coded MPDU

coded PSDU

contention period

cyclic redundancy code

carrier sense
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CSMA/CA
CTR

CTS

CW

DA
DBPSK
DCF
DCLA
DELBA
DELTS
DFS
DIFS
DLL

DLS

Dp
DQPSK
DR

DS

DSCP
DSM
DSS
DSSDU
DSSS
DSSS-OFDM
DTIM
EAP
EAPOL
ED
EDCA
EDCAF
EHCC
EIFS
EIRP
EOSP
ERP
ERP-CCK
ERP-DSSS

ERP-DSSS/CCK

ERP-OFDM
ERP-PBCC
ESA

ESS

EVM

FC

FCS

FER
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carrier sense multiple access with collision avoidance
counter mode

clear to send

contention window

destination address

differential binary phase shift keying

distributed coordination function

dc level adjustment

delete Block Acknowledgment

delete traffic stream

dynamic frequency selection

distributed (coordination function) interframe space
data link layer

direct-link setup

desensitization

differential quadrature phase shift keying

data rate

distribution system

differentiated services code point

distribution system medium

distribution system service

distribution system service data unit

direct sequence spread spectrum

PHYSs using DSSS-OFDM modulation under 19.7 rules
delivery traffic indication message

Extensible Authentication Protocol (IETF RFC 3748-2004 [B26])
Extensible Authentication Protocol over LANs (IEEE Std 802.1X-2004)
energy detection

enhanced distributed channel access

enhanced distributed channel access function

extended hyperbolic congruence code

extended interframe space

equivalent isotropically radiated power

end of service period

extended rate PHY conforming to Clause 19

PHYs using CCK modulation under Clause 19 rules
PHYs using DSSS modulation under Clause 19 rules
PHY's using DSSS or CCK modulation under Clause 19 rules
PHYs using OFDM modulation under 19.5 rules

PHY s using extended rate PBCC modulation under 19.6 rules
extended service area

extended service set

error vector magnitude

frame control

frame check sequence

frame error ratio
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FFT

FH

FHSS

FIFO

FOV

GFSK
GMK
GNonce
GTK
GTKSA

GI

HC

HCC
HCCA

HCF

HEC
HEMM
HIPERLAN
HR/DSSS
HR/DSSS/short

HR/DSSS/PBCC
HR/DSSS/PBCC/short

IBSS
ICMP
ICV
IFFT
IFS
IMp
INonce
IR
IrDA
ISM
IUT
v
KCK
KDE
KEK
LAN
LED
LFSR
LLC
LME
LRC
LSB

Fast Fourier Transform

frequency hopping

frequency-hopping spread spectrum
first in first out

field of view

Gaussian frequency shift key or keying
group master key

group nonce

group temporal key

group temporal key security association
guard interval

hybrid coordinator

hyperbolic congruence code

HCEF controlled channel access

hybrid coordination function

header error check

HCCA, EDCA mixed mode
high-performance radio local area network

IEEE
Std 802.11-2007

High Rate direct sequence spread spectrum using the long preamble and header

High Rate direct sequence spread spectrum using the optional short preamble and

header mode

High Rate direct sequence spread spectrum using the optional packet binary
convolutional coding mode and the long preamble and header

High Rate direct sequence spread spectrum using the optional packet binary
convolutional coding mode and the optional short preamble and header

independent basic service set
Internet Control Message Protocol
integrity check value

inverse Fast Fourier Transform
interframe space
intermodulation protection
initiator nonce

infrared

infrared data association
industrial, scientific, and medical
implementation under test
initialization vector
EAPOL-Key confirmation key
key data encapsulation
EAPOL-Key encryption key
local area network
light-emitting diode

linear feedback shift register
logical link control

layer management entity

long retry count

least significant bit
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MAC medium access control

MAC 1 initiator mac address

MAC P peer mac address

MIB management information base

MIC message integrity code

MLME MAC sublayer management entity

MMPDU MAC management protocol data unit

MPDU MAC protocol data unit

MSB most significant bit

MSDU MAC service data unit

MSK master session key

MUI message unique identifier

N/A not applicable

NAV network allocation vector

NonERP nonextended rate PHY conforming to Clause 15 or Clause 18, but not to Clause 19
NTP Network Time Protocol (IETF RFC 1305-1992 [B16])
OFDM orthogonal frequency division multiplexing

OSI Open System Interconnection

Ooul organizationally unique identifier

PAE port access entity (IEEE Std 802.1X-2004)
PBCC packet binary convolutional code

PC point coordinator

PCF point coordination function

PDU protocol data unit

PER packet error rate

PHY physical layer

PHYCS PHY carrier sense

PHYED PHY energy detection

PICS protocol implementation conformance statement
PIFS point (coordination function) interframe space
PLCP physical layer convergence procedure

PLME physical layer management entity

PLW PSDU length word

PMD physical medium dependent

PMK pairwise master key

PMKID pairwise master key identifier

PMKSA pairwise master key security association

PN packet number

PN pseudonoise (code sequence)

PNonce peer nonce

PPDU PLCP protocol data unit

PPM pulse position modulation

PRF pseudo-random function

PRN pseudo-random number

PRNG pseudo-random number generator

PS power save (mode)
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PSDU PLCP service data unit

PSF PLCP Signaling field

PSK preshared key

PTK pairwise transient key

PTKSA pairwise transient key security association
QAM quadrature amplitude modulation

QLRC QoS long retry counter

QoS quality of service

QPSK quadrature phase shift keying

QSRC QoS short retry counter

RA receiver address or receiving station address
RADIUS remote authentication dial-in user service (IETF RFC 2865-2000 [B23])
RF radio frequency

RLAN radio local area network

RPI receive power indicator

RSC receive sequence counter

RSN robust security network

RSNA robust security network association

RSSI receive signal strength indicator

RTS request to send

RX receive or receiver

SA source address

SAP service access point

S-APSD scheduled automatic power-save delivery
SDL specification and description language

SDU service data unit

SFD start frame delimiter

SKCK STSL key confirmation key

SKEK STSL key encryption key

SI service interval

SIFS short interframe space

SLRC station long retry count

SME station management entity

SMK STSL master key

SMKSA STSL master key security association

SMT station management

SNAP Sub-Network Access Protocol

SNonce Supplicant nonce

SP service period

SPA Supplicant address

SQ signal quality (PN code correlation strength)
SRC short retry count

SS station service

SSID service set identifier

SSRC station short retry count

STA station
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STK
STKSA
STSL
STT
SYNC
TA
TBTT
TC
TCLAS
TID
TIM
TKIP
TPC
TS
TSC
TSF
TSID
TSN
TSPEC
TTAK
TU

X
TXE
TXOP
U-APSD
UCT
U-NII
UP
WLAN
WDS
WEP
WM
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STSL transient key

STSL transient key security association
station-to-station link

selective translation table
synchronization

transmitter address or transmitting station address
target beacon transmission time

traffic category

traffic classification

traffic identifier

traffic indication map

Temporal Key Integrity Protocol
transmit power control

traffic stream

TKIP sequence counter

timing synchronization function

traffic stream identifier

transition security network

traffic specification

TKIP-mixed transmit address and key
time unit

transmit or transmitter

transmit enable

transmission opportunity

unscheduled automatic power-save delivery
unconditional transition

unlicensed national information infrastructure
user priority

wireless local area network

wireless distribution system

wired equivalent privacy

wireless medium
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5. General description

5.1 General description of the architecture

This clause presents the concepts and terminology used within this standard. Specific terms are defined in
Clause 3. Illustrations convey key IEEE 802.11 concepts and the interrelationships of the architectural
components. IEEE Std 802.11 uses an architecture to describe functional components of an IEEE 802.11
LAN. The architectural descriptions are not intended to represent any specific physical implementation of
IEEE Std 802.11.

5.1.1 How WLAN systems are different

Wireless networks have fundamental characteristics that make them significantly different from traditional
wired LANs. Some countries impose specific requirements for radio equipment in addition to those
specified in this standard. This standard does not provide information to meet these country-specific radio
regulations.

5.1.1.1 Destination address does not equal destination location

In wired LANSs, an address is equivalent to a physical location. This is implicitly assumed in the design of
wired LANSs. In IEEE Std 802.11, the addressable unit is a station (STA). The STA is a message destination,
but not (in general) a fixed location.

5.1.1.2 Media impact on design and performance

The PHYs used in IEEE Std 802.11 are fundamentally different from wired media. Thus IEEE 802.11 PHY's

a) Use a medium that has neither absolute nor readily observable boundaries outside of which STAs
with conformant PHY transceivers are known to be unable to receive network frames

b)  Are unprotected from other signals that may be sharing the medium
¢) Communicate over a medium significantly less reliable than wired PHY's
d) Have dynamic topologies

e) Lack full connectivity, and therefore the assumption normally made that every STA can hear every
other STA is invalid (i.e., STAs may be “hidden” from each other)

f)  Have time-varying and asymmetric propagation properties

g) May experience interference from logically disjoint IEEE 802.11 networks operating in overlapping
areas

Because of limitations on wireless PHY ranges, WLANSs intended to cover reasonable geographic distances
may be built from basic coverage building blocks. When providing QoS services it should be understood
that the MAC endeavors to provide QoS “service guarantees” within the limitations of the medium
properties identified above. In other words, particularly in unlicensed spectrum, true guarantees are often not
possible. However, gradations of service are always possible; and in sufficiently controlled environments,
QoS guarantees can truly be made.

5.1.1.3 The impact of handling mobile STAs

One of the requirements of IEEE Std 802.11 is to handle mobile as well as portable STAs. A portable STA
is one that is moved from location to location, but that is only used while at a fixed location. Mobile STAs
actually access the LAN while in motion.
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For technical reasons, it is not sufficient to handle only portable STAs. Propagation effects blur the
distinction between portable and mobile STAs; stationary STAs often appear to be mobile due to
propagation effects.

Another aspect of mobile STAs is that they may often be battery powered. Hence power management is
an important consideration. For example, it cannot be presumed that a STA’s receiver will always be
powered on.

5.1.1.4 Interaction with other IEEE 802° layers

IEEE Std 802.11 is required to appear to higher layers [logical link control (LLC)] as a wired IEEE 802
LAN. This requires that the IEEE 802.11 network handle STA mobility within the MAC sublayer. To meet
reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE Std 802.11 to
incorporate functionality that is untraditional for MAC sublayers.

In a robust security network association (RSNA), IEEE Std 802.11 provides functions to protect data
frames, IEEE Std 802.1X-2004 provides authentication and a Controlled Port, and IEEE Std 802.11 and
IEEE Std 802.1X-2004 collaborate to provide key management. All STAs in an RSNA have a
corresponding IEEE 802.1X entity that handles these services. This standard defines how an RSNA utilizes
IEEE Std 802.1X-2004 to access these services.

When used to support applications with QoS requirements, each IEEE 802.11 LAN provides a link within an
end-to-end QoS environment that may be established between, and managed by, higher layer entities. To
handle QoS traffic in a manner comparable to other IEEE 802 LANSs, the IEEE 802.11 QoS facility requires
the IEEE 802.11 MAC sublayers to incorporate functionality that is not traditional for MAC sublayers. In
addition, it may be necessary for certain higher layer management entities to be “WLAN aware” at least to
the extent of understanding that the available bandwidth and other QoS characteristics of a WLAN are
subject to frequent, and sometimes substantial, dynamic changes due to causes other than traffic load and are
outside the direct control of network management entities.

5.1.1.5 Interaction with non-IEEE-802 protocols

An RSNA utilizes non-IEEE-802 protocols for its authentication and key management (AKM) services.
Some of these protocols are defined by other standards organizations, such as the Internet Engineering Task
Force (IETF).

5.2 Components of the IEEE 802.11 architecture

The IEEE 802.11 architecture consists of several components that interact to provide a WLAN that supports
STA mobility transparently to upper layers.

The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure 5-1 shows two BSSs,
each of which has two STAs that are members of the BSS.

It is useful to think of the ovals used to depict a BSS as the coverage area within which the member STAs of
the BSS may remain in communication. (The concept of area, while not precise, is often good enough.) This
area is called the Basic Service Area (BSA). If a STA moves out of its BSA, it can no longer directly
communicate with other STAs present in the BSA.
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BSS 1 802.11 Components

Figure 5-1—BSSs
5.2.1 The independent BSS (IBSS) as an ad hoc network

The IBSS is the most basic type of IEEE 802.11 LAN. A minimum IEEE 802.11 LAN may consist of only
two STAs. Since the BSSs shown in Figure 5-1 are simple and lack other components (contrast this with
Figure 5-2), the two can be taken to be represenative of two IBSSs.

This mode of operation is possible when IEEE 802.11 STAs are able to communicate directly. Because this
type of IEEE 802.11 LAN is often formed without pre-planning, for only as long as the LAN is needed, this
type of operation is often referred to as an ad hoc network.

5.2.2 STA membership in a BSS is dynamic

A STA’s membership in a BSS is dynamic (STAs turn on, turn off, come within range, and go out of range).
To become a member of a BSS, a STA joins the BSS using the synchronization procedure described in
11.1.3.4. To access all the services of an infrastructure BSS, a STA shall become “associated.” These
associations are dynamic and involve the use of the distribution system service (DSS), which is described
in 5.3.2.

5.2.3 Distribution system (DS) concepts

PHY limitations determine the direct station-to-station distance that may be supported. For some networks
this distance is sufficient; for other networks, increased coverage is required.

Instead of existing independently, a BSS may also form a component of an extended form of network that is
built with multiple BSSs. The architectural component used to interconnect BSSs is the DS.

IEEE Std 802.11 logically separates the WM from the distribution system medium (DSM). Each logical
medium is used for different purposes, by a different component of the architecture. The IEEE 802.11
definitions neither preclude, nor demand, that the multiple media be either the same or different.

Recognizing that the multiple media are logically different is key to understanding the flexibility of the
architecture. The IEEE 802.11 LAN architecture is specified independently of the physical characteristics of
any specific implementation.

The DS enables mobile device support by providing the logical services necessary to handle address to
destination mapping and seamless integration of multiple BSSs.
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An access point (AP) is any entity that has STA functionality and enables access to the DS, via the WM for
associated STAs.

Figure 5-2 adds the DS, DSM and AP components to the IEEE 802.11 architecture picture.

802.11 Components

BSS 1

Figure 5-2—DSs and APs

Data move between a BSS and the DS via an AP. Note that all APs are also STAs; thus they are addressable
entities. The addresses used by an AP for communication on the WM and on the DSM are not necessarily
the same.

Data sent to the AP’s STA address by one of the STAs associated with it are always received at the
uncontrolled port for processing by the IEEE 802.1X port access entity. In addition, if the controlled port is
authorized, these frames conceptually transit the DS.

5.2.3.1 Extended service set (ESS): The large coverage network

The DS and BSSs allow IEEE Std 802.11 to create a wireless network of arbitrary size and complexity.
IEEE Std 802.11 refers to this type of network as the ESS network. An ESS is the union of the BSSs
connected by a DS. The ESS does not include the DS.

The key concept is that the ESS network appears the same to an LLC layer as an IBSS network. STAs within
an ESS may communicate and mobile STAs may move from one BSS to another (within the same ESS)
transparently to LLC.

Nothing is assumed by IEEE Std 802.11 about the relative physical locations of the BSSs in Figure 5-3.

All of the following are possible:

a)  The BSSs may partially overlap. This is commonly used to arrange contiguous coverage within a
physical volume.

b) The BSSs could be physically disjoint. Logically there is no limit to the distance between BSSs.

c¢) The BSSs may be physically collocated. This may be done to provide redundancy.

d) One (or more) IBSS or ESS networks may be physically present in the same space as one (or more)
ESS networks. This may arise for a number of reasons. Some examples are when an ad hoc network
is operating in a location that also has an ESS network, when physically overlapping IEEE 802.11

networks have been set up by different organizations, and when two or more different access and
security policies are needed in the same location.
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BSS 1 802.11 Components

Figure 5-3—ESS
5.2.3.2 RSNA

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and IEEE
802.11 authentication. These features include the following:

— Enhanced authentication mechanisms for STAs
— Key management algorithms
—  Cryptographic key establishment

— An enhanced data cryptographic encapsulation mechanism, called Counter mode with Cipher-block
chaining Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity
Protocol (TKIP).

An RSNA relies on several components external to the IEEE 802.11 architecture.

The first component is an IEEE 802.1X port access entity (PAE). PAEs are present on all STAs in an RSNA
and control the forwarding of data to and from the medium access control (MAC). An AP always
implements the Authenticator PAE and Extensible Authentication Protocol (EAP) Authenticator roles, and a
non-AP STA always implements the Supplicant PAE and EAP peer roles. In an IBSS, each STA implements
both the Authenticator PAE and Supplicant PAE roles and both EAP Authenticator and EAP peer roles.

A second component is the Authentication Server (AS). The AS may authenticate the elements of the RSNA
itself, i.e., the non-AP STAs; and APs may provide material that the RSNA elements can use to authenticate
each other. The AS communicates through the IEEE 802.1X Authenticator with the IEEE 802.1X
Supplicant on each STA, enabling the STA to be authenticated to the AS and vice versa. An RSNA depends
upon the use of an EAP method that supports mutual authentication of the AS and the STA, such as those
that meet the requirements in IETF RFC 4017. In certain applications, the AS may be integrated into the
same physical device as the AP, or into a STA in an IBSS.

5.2.4 Area concepts

For wireless PHYs, well-defined coverage areas simply do not exist. Propagation characteristics are
dynamic and unpredictable. Small changes in position or direction may result in dramatic differences in
signal strength. Similar effects occur whether a STA is stationary or mobile (as moving objects may impact
station-to-station propagation).
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Figure 5-4 shows a signal strength map for a simple square room with a standard metal desk and an open
doorway. Figure 5-4 is a static snapshot; the propagation patterns change dynamically as STAs and objects
in the environment move. In Figure 5-4 the dark (solid) blocks in the lower left are a metal desk and there is
a doorway at the top right of the figure. The figure indicates relative differences in field strength with
different intensities and indicates the variability of field strength even in a static environment. The
difference between the greatest signal strength and the least signal strength in Figure 5-4 is 50 dB.

Figure 5-4—A representative signal intensity map

While the architecture diagrams show sharp boundaries for BSSs, this is an artifact of the pictorial
representation, not a physical reality. Because dynamic three-dimensional field strength pictures are difficult
to draw, well-defined shapes are used by IEEE 802.11 architectural diagrams to represent the coverage of a
BSS.

Further description difficulties arise when attempting to describe collocated coverage areas. Consider
Figure 5-5, in which STA 6 could belong to BSS 2 or BSS 3.

While the concept of sets of STASs is correct, it is often convenient to talk about areas. For many topics the
concept of area is sufficient. Volume is a more precise term than area, though still not technically correct.
For historical reasons and convenience, this standard uses the common term area.

28 Copyright © 2007 IEEE. All rights reserved.
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0076



PART 11: WIRELESS LAN MAC AND PHY SPECIFICATIONS

IEEE
Std 802.11-2007

STA1

STA2

BSS 1 802.11 Components

Figure 5-5—Collocated coverage areas

5.2.5 Integration with wired LANs

To integrate the IEEE 802.11 architecture with a traditional wired LAN, a final /ogical architectural

component is introduced—a portal.

A portal is the logical point at which MSDUs from an integrated non-IEEE-802.11 LAN enter the
IEEE 802.11 DS. For example, a portal is shown in Figure 5-6 connecting to a wired IEEE 802 LAN.

STA2

802.xLAN Portal

DS

ygﬁp\&

BSS 1 802.11 Components

STA3

[STA4]

BSS 2

Figure 5-6—Connecting to other IEEE 802 LANs

All data from non-IEEE-802.11 LANs enter the IEEE 802.11 architecture via a portal. The portal is the
logical point at which the integration service is provided. The integration service is responsible for any
addressing or frame format changes that might be required when frames pass between the DS and the
integrated LAN. It is possible for one device to offer both the functions of an AP and a portal.
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5.2.6 QoS BSS: The QoS network

The IEEE 802.11 QoS facility provides MAC enhancements to support LAN applications with QoS
requirements. The QoS enhancements are available to QoS STAs associated with a QoS access point in a
QoS BSS. A subset of the QoS enhancements is available for use between STAs that are members of the
same QoS IBSS. Because a QoS STA implements a superset of STA functionality, as defined in this
standard, the STA may associate with a non-QoS access point in a non-QoS BSS, to provide non-QoS MAC
data service when there is no QoS BSS with which to associate.

The enhancements that distinguish QoS STAs from non-QoS STAs and QoS APs from non-QoS APs are
collectively termed the QoS facility. The quantity of certain, QoS-specific, mechanisms may vary among
QoS implementations, as well as between QoS STAs and QoS APs, over ranges specified in subsequent
clauses. All service primitives, frame formats, coordination function and frame exchange rules, and
management interface functions except for the Block Acknowledgment (Block Ack) function, direct-link
setup (DLS), and automatic power-save delivery (APSD) are part of the core QoS facilities. A QoS STA or
QoS AP must implement those core QoS facilities necessary for its QoS functions to interoperate with other
STAs in the BSS. Functions such as the Block Ack, DLS, and APSD are separate from the core QoS
facilities; and the presence of these functions is indicated by STAs separately from the core QoS facilities. A
comprehensive statement on mandatory and optional functionalities is available in Annex A.

This standard provides two mechanisms for the support of applications with QoS requirements.

The first mechanism, designated the enhanced distributed channel access (EDCA), delivers traffic based on
differentiating user priorities (UPs). This differentiation is achieved by varying the following for different
UP values:

— Amount of time a STA senses the channel to be idle before backoff or transmission, or
—  The length of the contention window to be used for the backoff, or

—  The duration a STA may transmit after it acquires the channel.

These transmissions may also be subject to certain channel access restrictions in the form of admission
control. Details of this mechanism are provided in 9.9.1.

The second mechanism, designated the hybrid coordination function (HCF) controlled channel access
(HCCA), allows for the reservation of transmission opportunities (TXOPs) with the hybrid coordinator
(HC). A non-access point (non-AP) STA based on its requirements requests the HC for TXOPs, both for its
own transmissions as well as for transmissions from the AP to itself.'> The request is initiated by the station
management entity (SME) of the non-AP STA. The HC, which is collocated at the AP, either accepts or
rejects the request based on an admission control policy. If the request is accepted, the HC schedules TXOPs
for both the AP and the non-AP STA. For transmissions from the non-AP STA, the HC polls the non-AP
STA based on the parameters supplied by the non-AP STA at the time of its request. For transmissions to the
non-AP STA, the AP directly obtains TXOPs from the collocated HC and delivers the queued frames to the
non-AP STA, again based on the parameters supplied by the non-AP STA. Details of the mechanism are
provided in 9.9.2 and 11.4. This mechanism may be used for applications such as voice and video, which
may need periodic service from the HC. If the application constraints dictate the use of this mechanism, the
application initiates this mechanism by using the management service primitives.

Non-QoS STAs may associate in a QoS BSS, if allowed to associate by the AP. All directed frames that are
sent to non-QoS STAs by an AP shall not use the frame formats associated with the QoS facility.

A QoS STA associated in a non-QoS BSS shall act as a non-QoS STA.

13 In the case of downlink traffic streams (TSs).
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5.3 Logical service interfaces

A DS may be created from many different technologies including current IEEE 802 wired LANs. IEEE Std
802.11 does not constrain the DS to be either data link or network layer based. Nor does IEEE Std 802.11
constrain a DS to be either centralized or distributed in nature.

IEEE Std 802.11 explicitly does not specify the details of DS implementations. Instead, IEEE Std 802.11
specifies services. The services are associated with different components of the architecture. There are two
categories of IEEE 802.11 service—the station service (SS) and the distribution system service (DSS). Both
categories of service are used by the IEEE 802.11 MAC sublayer.

The complete set of IEEE 802.11 architectural services are as follows:
a)  Authentication
b)  Association
¢) Deauthentication
d) Disassociation
e) Distribution
f)  Integration
g) Data confidentiality
h) Reassociation
i)  MSDU delivery
j)  DFS
k) TPC
1)  Higher layer timer synchronization (QoS facility only)
m) QoS traffic scheduling (QoS facility only)

This set of services is divided into two groups: the SS and the DSS. The SS are part of every STA. The DSS
are provided by the DS.

5.3.1 SS
The service provided by STAs is known as the SS.

The SS is present in every IEEE 802.11 STA (including APs, as APs include STA functionality). The SS is
specified for use by MAC sublayer entities. All conformant STAs provide SS.

The SS is as follows:
a)  Authentication
b) Deauthentication
c¢) Data confidentiality
d) MSDU delivery
e) DFS
f)y TPC
g) Higher layer timer synchronization (QoS facility only)
h) QoS traffic scheduling (QoS facility only)
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5.3.2 DSS
The service provided by the DS is known as the DSS.

This service is represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the
service is used to cross media and possibly address space logical boundaries. An AP is a logical entity, and
the functions described may be shared by one or more physical entities.

The services that comprise the DSS are as follows:
a)  Association
b) Disassociation
¢) Distribution
d) Integration
e) Reassociation

f) QoS traffic scheduling (QoS facility only)
DSSs are specified for use by MAC sublayer entities.

Figure 5-7 combines the components from previous figures with both types of services to show the complete
IEEE 802.11 architecture.

BSS 1 802.11 Components

802.11 MAC/PHY Ess
LI '

STA 1

| |
STA2
SS AP
—DsS
DS
DSS JP\

802.xLAN Portal STA3
Saia i

|_DSS

<4+——SS

TA4
802.11 MAC/PHY

BSS 2

Figure 5-7—Complete IEEE 802.11 architecture

5.4 Overview of the services

There are many services specified by IEEE Std 802.11. Six of the services are used to support medium
access control (MAC) service data unit (MSDU) delivery between STAs. Three of the services are used to
control IEEE 802.11 LAN access and confidentiality. Two of the services are used to provide spectrum
management. One of the services provides support for LAN applications with QoS requirements. Another of
the services provides support for higher layer timer synchronization.
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This subclause presents the services, an overview of how each service is used, and a description of how each
service relates to other services and the IEEE 802.11 architecture. The services are presented in an order
designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the
services that comprise the SS and DSS are intermixed in order (rather than being grouped by category).

Each of the services is supported by one or more MAC frame types. Some of the services are supported by
MAC management messages and some by MAC data messages. All of the messages gain access to the WM
via the IEEE 802.11 MAC sublayer medium access method specified in Clause 9.

The IEEE 802.11 MAC sublayer uses three types of messages—data, management, and control (see
Clause 7). The data messages are handled via the MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and are handled via the MAC
management service path.

MAC control messages are used to support the delivery of [IEEE 802.11 data and management messages.

The examples here assume an ESS network environment. The differences between the ESS and the IBSS
network environments are discussed separately in 5.6.

5.4.1 Distribution of messages within a DS

5.4.1.1 Distribution

This is the primary service used by IEEE 802.11 STAs. It is conceptually invoked by every data message to
or from an IEEE 802.11 STA operating in an ESS (when the frame is sent via the DS). Distribution is via
the DSS.

Refer to the ESS network in Figure 5-7 and consider a data message being sent from STA 1 to STA 4. The
message is sent from STA 1 and received by STA 2 (the “input” AP). The AP gives the message to the
distribution service of the DS. It is the job of the distribution service to deliver the message within the DS in
such a way that it arrives at the appropriate DS destination for the intended recipient. In this example, the
message is distributed to STA 3 (the “output” AP) and STA 3 accesses the WM to send the message to
STA 4 (the intended destination).

How the message is distributed within the DS is not specified by IEEE Std 802.11. All IEEE Std 802.11 is
required to do is to provide the DS with enough information for the DS to be able to determine the “output”
point that corresponds to the desired recipient. The necessary information is provided to the DS by the three
association related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from
the AP that received the distributed message. If the message had been intended for a STA that was a member
of the same BSS as the sending STA, then the “input” and “output” APs for the message would have been
the same.

In either example, the distribution service was logically invoked. Whether the message actually had to
traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

While IEEE Std 802.11 does not specify DS implementations, it does recognize and support the use of the
WM as the DSM. This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for
details.)
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5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated
LAN, the “output” point of the DS would be a portal instead of an AP.

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after
the distribution service). The Integration function is responsible for accomplishing whatever is needed to
deliver a message from the DSM to the integrated LAN media (including any required media or address
space translations). Integration is one of the services in the DSS.

Messages received from an integrated LAN (via a portal) by the DS for an IEEE 802.11 STA shall invoke
the Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the
scope of this standard.

5.4.1.3 QoS traffic scheduling

QoS traffic scheduling provides intra-BSS QoS frame transfers under the HCF, using either contention-
based or controlled channel access. At each TXOP, a traffic scheduling entity at the STA selects a frame for
transmission, from the set of frames at the heads of a plurality of traffic queues, based on requested UP and/
or parameter values in the traffic specification (TSPEC) for the requested MSDU. Additional information is
available in 9.9.

5.4.2 Services that support the distribution service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The
information required for the distribution service to operate is provided by the association services. Before a
data message can be handled by the distribution service, a STA shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.
5.4.2.1 Mobility types

The three transition types of significance to this standard that describe the mobility of STAs within a
network are as follows:

a)  No-transition: In this type, two subclasses that are usually indistinguishable are identified:
1) Static—no motion.

2) Local movement—movement within the PHY range of the communicating STAs [i.e.,
movement within a basic service area (BSA)].

b)  BSS-transition: This type is defined as a STA movement from one BSS in one ESS to another BSS
within the same ESS.

c) ESS-transition: This type is defined as STA movement from a BSS in one ESS to a BSS in a
different ESS. This case is supported only in the sense that the STA may move. Maintenance of
upper-layer connections cannot be guaranteed by IEEE Std 802.11; in fact, disruption of service is
likely to occur.

The different association services support the different categories of mobility.
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5.4.2.2 Association

To deliver a message within a DS, the distribution service needs to know which AP to access for the given
IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is
necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-
transition mobility. Association is one of the services in the DSS.

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The
act of becoming associated invokes the association service, which provides the STA to AP mapping to the
DS. The DS uses this information to accomplish its message distribution service. How the information
provided by the association service is stored and managed within the DS is not specified by this standard.

Within a robust security network (RSN), association is handled differently. In an RSNA, the IEEE 802.1X
Port determines when to allow data traffic across an IEEE 802.11 link. A single IEEE 802.1X Port maps to
one association, and each association maps to an IEEE 802.1X Port. An IEEE 802.1X Port consists of an
IEEE 802.1X Controlled Port and an IEEE 802.1X Uncontrolled Port. The IEEE 802.1X Controlled Port is
blocked from passing general data traffic between two STAs until an IEEE 802.1X authentication procedure
completes successfully over the IEEE 802.1X Uncontrolled Port. Once the AKM completes successfully,
data protection is enabled to prevent unauthorized access, and the IEEE 802.1X Controlled Port unblocks to
allow protected data traffic. IEEE 802.1X Supplicants and Authenticators exchange protocol information via
the IEEE 802.1X Uncontrolled Port. It is expected that most other protocol exchanges will make use of the
IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function
and make use of the IEEE 802.1X Uncontrolled Port.

NOTE—See IEEE Std 802.1X-2004 for a discussion of Controlled Port and Uncontrolled Port.

At any given instant, a STA may be associated with no more than one AP. This ensures that the DS may
determine a unique answer to the question, “Which AP is serving STA X?” Once an association is
completed, a STA may make full use of a DS (via the AP) to communicate. Association is always initiated
by the mobile STA, not the AP.

An AP may be associated with many STAs at one time.

A STA learns what APs are present and what operational capabilities are available from each of those APs
and then invokes the association service to establish an association. For details of how a STA learns about
what APs are present, see 11.1.3.

5.4.2.3 Reassociation

Association is sufficient for no-transition message delivery between IEEE 802.11 STAs. Additional
functionality is needed to support BSS-transition mobility. The additional required functionality is provided
by the reassociation service. Reassociation is one of the services in the DSS.

The reassociation service is invoked to “move” a current association from one AP to another. This keeps the
DS informed of the current mapping between AP and STA as the STA moves from BSS to BSS within an
ESS. Reassociation also enables changing association attributes of an established association while the STA
remains associated with the same AP. Reassociation is always initiated by the mobile STA.

No facilities are provided to move an RSNA during reassociation. Therefore, the old RSNA will be deleted,
and a new RSNA will need to be constructed.
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5.4.2.4 Disassociation

The disassociation service is invoked when an existing association is to be terminated. Disassociation is one
of the services in the DSS.

In an ESS, this tells the DS to void existing association information. Attempts to send messages via the DS
to a disassociated STA will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-AP STA or AP).
Disassociation is a notification, not a request. Disassociation cannot be refused by either party to the
association.

APs may need to disassociate STAs to enable the AP to be removed from a network for service or for other
reasons.

STAs shall attempt to disassociate when they leave a network. However, the MAC protocol does not depend
on STAs invoking the disassociation service. (MAC management is designed to accommodate loss of
communication with an associated STA.)

5.4.3 Access control and data confidentiality services

Two services are required for IEEE Std 802.11 to provide functionality equivalent to that which is inherent
to wired LANSs. The design of wired LANs assumes the physical attributes of wire. In particular, wired LAN
design assumes the physically closed and controlled nature of wired media. The physically open medium
nature of an IEEE 802.11 LAN violates those assumptions.

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions:
authentication and data confidentiality. Authentication is used instead of the wired media physical
connection. Data confidentiality is used to provide the confidential aspects of closed wired media.

In a WLAN that does not support RSNA, two services, authentication and data confidentiality, are defined.
IEEE 802.11 authentication is used instead of the wired media physical connection. WEP encryption was
defined to provide the data confidentiality aspects of closed wired media.

An RSNA uses the IEEE 802.1X authentication service along with TKIP and CCMP to provide access
control. The IEEE 802.11 station management entity (SME) provides key management via an exchange of
IEEE 802.1X EAPOL-Key frames. Data confidentiality and data integrity are provided by RSN key
management together with the TKIP and CCMP.

5.4.3.1 Authentication

IEEE 802.11 authentication operates at the link level between IEEE 802.11 STAs. IEEE Std 802.11 does not
provide either end-to-end (message origin to message destination) or user-to-user authentication.

IEEE Std 802.11 attempts to control LAN access via the authentication service. IEEE 802.11 authentication
is an SS. This service may be used by all STAs to establish their identity to STAs with which they
communicate, in both ESS and IBSS networks. If a mutually acceptable level of authentication has not been
established between two STAs, an association shall not be established.

IEEE Std 802.11 defines two authentication methods: Open System authentication and Shared Key
authentication. Open System authentication admits any STA to the DS. Shared Key authentication relies on
WEP to demonstrate knowledge of a WEP encryption key. The IEEE 802.11 authentication mechanism also
allows definition of new authentication methods.
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An RSNA also supports authentication based on IEEE Std 802.1X-2004, or preshared keys (PSKs). IEEE
802.1X authentication utilizes the EAP to authenticate STAs and the AS with one another. This standard
does not specify an EAP method that is mandatory to implement. See 8.4.4 for a description of the IEEE
802.1X authentication and PSK usage within an IEEE 802.11 IBSS.

In an RSNA, IEEE 802.1X Supplicants and Authenticators exchange protocol information via the IEEE
802.1X Uncontrolled Port. The IEEE 802.1X Controlled Port is blocked from passing general data traffic
between two STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE
802.1X Uncontrolled Port.

The Open System authentication algorithm is used in RSNs based on infrastructure BSS and IBSS, although
Open System authentication is optional in an RSN based on an IBSS. RSNA disallows the use of Shared
Key authentication.

Management information base (MIB) functions are provided in Annex D to support the standardized
authentication schemes.

A STA may be authenticated with many other STAs at any given instant.
5.4.3.1.1 Preauthentication

Because the authentication process could be time-consuming (depending on the authentication protocol in
use), the authentication service can be invoked independently of the association service.

Preauthentication is typically done by a STA while it is already associated with an AP (with which it
previously authenticated). IEEE Std 802.11 does not require that STAs preauthenticate with APs. However,
authentication is required before an association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a STA can
reassociate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes
the authentication service overhead out of the time-critical reassociation process.

5.4.3.2 Deauthentication

The deauthentication service is invoked when an existing Open System or Shared Key authentication is to be
terminated. Deauthentication is an SS.

In an ESS, because authentication is a prerequisite for association, the act of deauthentication shall cause the
STA to be disassociated. The deauthentication service may be invoked by either authenticated party (non-
AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused
by either party. When an AP sends a deauthentication notice to an associated STA, the association shall also
be terminated.

In an RSN ESS, Open System authentication is required. In an RSN ESS, deauthentication results in
termination of any association for the deauthenticated STA. It also results in the IEEE 802.1X Controlled
Port for that STA being disabled and deletes the pairwise transient key security association (PTKSA). The
deauthentication notification is provided to IEEE Std 802.1X-2004 via the MAC layer.

In an RSNA, deauthentication also destroys any related PTKSA, group temporal key security association
(GTKSA), station-to-station link (STSL) master key security association (SMKSA), and STSL transient key
security association (STKSA) that exist in the STA and closes the associated IEEE 802.1X Controlled Port.
If pairwise master key (PMK) caching is not enabled, deauthentication also destroys the pairwise master key
security association (PMKSA) from which the deleted PTKSA was derived.
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In an RSN IBSS, Open System authentication is optional, but a STA is required to recognize
Deauthentication frames. Deauthentication results in the IEEE 802.1X Controlled Port for that STA being
disabled and deletes the PTKSA.

5.4.3.3 Data confidentiality

In a wired LAN, only those STAs physically connected to the wire can send or receive LAN traffic. With a
wireless shared medium, there is no physical connection, and all STAs and certain other RF devices in or
near the LAN may be able to send, receive, and/or interfere with the LAN traffic. Any IEEE 802.11-
compliant STA can receive all like-PHY IEEE 802.11 traffic that is within range and can transmit to any
other IEEE 802.11 STA within range. Thus, the connection of a single wireless link (without data
confidentiality) to an existing wired LAN may seriously degrade the security level of the wired LAN.

To bring the security of the WLAN up to the level implicit in wired LAN design, IEEE Std 802.11 provides
the ability to protect the contents of messages. This functionality is provided by the data confidentiality
service. Data confidentiality is an SS.

IEEE Std 802.11 provides three cryptographic algorithms to protect data traffic: WEP, TKIP, and CCMP.
WEP and TKIP are based on the ARC4'* algorithm, and CCMP is based on the advanced encryption
standard (AES). A means is provided for STAs to select the algorithm(s) to be used for a given association.

The default data confidentiality state for all IEEE 802.11 STAs is “in the clear.” If the data confidentiality
service is not invoked, all messages shall be sent unprotected. If this policy is unacceptable to the sender, it
shall not send data frames; and if the policy is unacceptable to the receiver, it shall discard any received data
frames. Unprotected data frames received at a STA configured for mandatory data confidentiality, as well as
protected data frames using a key not available at the receiving STA, are discarded without an indication to
LLC (or without indication to distribution services in the case of “To DS” frames received at an AP). These
frames are acknowledged on the WM [if received without frame check sequence (FCS) error] to avoid
wasting WM bandwidth on retries of frames that are being discarded.

5.4.3.4 Key management

The enhanced data confidentiality, data authentication, and replay protection mechanisms require fresh
cryptographic keys. The procedures defined in this standard provide fresh keys by means of protocols called
the 4-Way Handshake and Group Key Handshake.

5.4.3.5 Data origin authenticity

The data origin authenticity mechanism defines a means by which a STA that receives a data frame can
determine which STA transmitted the MAC protocol data unit (MPDU). This feature is required in an
RSNA to prevent one STA from masquerading as a different STA. This mechanism is provided for STAs
that use CCMP or TKIP.

Data origin authenticity is only applicable to unicast data frames. The protocols do not guarantee data origin
authenticity for broadcast/multicast data frames, as this cannot be accomplished using symmetric keys and
public key methods are too computationally expensive.

“Details of the ARC4 algorithm are available from RSA Security, Inc. Contact RSA RSA Security, 174 Middlesex Turnpike, Bedford,
MA 01730 (http://www.rsasecurity.com/), for algorithm details and the uniform ARC4 license terms that RSA offers to anyone wishing
to use ARC4 for the purpose of implementing the IEEE 802.11 WEP option. If necessary, contact the IEEE Standards Department
Intellectual Property Rights Administrator for details on how to communicate with RSA.
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5.4.3.6 Replay detection

The replay detection mechanism defines a means by which a STA that receives a data frame from another
STA can detect whether the data frame is an unauthorized retransmission. This mechanism is provided for
STAs that use CCMP or TKIP.

5.4.4 Spectrum management services

Two services are required to satisfy requirements in some regulatory domains for operation in the 5 GHz
band. These services are called transmit power control (TPC) and dynamic frequency selection (DFS).

5.4.41TPC

Radio regulations may require radio local area networks (RLANSs) operating in the 5 GHz band to use
transmitter power control, involving specification of a regulatory maximum transmit power and a mitigation
requirement for each allowed channel, to reduce interference with satellite services. The TPC service is used
to satisfy this regulatory requirement.

The TPC service provides for the following:
— Association of STAs with an AP in a BSS based on the STAs’ power capability.
—  Specification of regulatory and local maximum transmit power levels for the current channel.

—  Selection of a transmit power for each transmission in a channel within constraints imposed by
regulatory requirements.

— Adaptation of transmit power based on a range of information, including path loss and link margin
estimates.

5.4.4.2 DFS

Radio regulations may require RLANS operating in the 5 GHz band to implement a mechanism to avoid co-
channel operation with radar systems and to ensure uniform utilization of available channels. The DFS
service is used to satisfy these regulatory requirements.

The DFS service provides for the following:
— Association of STAs with an AP in a BSS based on the STAs’ supported channels.

—  Quieting the current channel so it can be tested for the presence of radar with less interference from
other STAs.

—  Testing channels for radar before using a channel and while operating in a channel.

— Discontinuing operations after detecting radar in the current channel to avoid interference with
radar.

—  Detecting radar in the current and other channels based on regulatory requirements.
— Requesting and reporting of measurements in the current and other channels.

—  Selecting and advertising a new channel to assist the migration of a BSS or IBSS after radar is
detected.

5.4.5 Traffic differentiation and QoS support

IEEE Std 802.11 uses a shared medium and provides differentiated control of access to the medium to
handle data transfers with QoS requirements. The QoS facility (per MSDU traffic class and
TSPEC negotiation) allows an IEEE 802.11 LAN to become part of a larger network providing end-to-end
QoS delivery or to function as an independent network providing transport on a per-link basis with specified
QoS commitments. The specifications regarding the integration and operability of the QoS facility in
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IEEE 802.11 specification with any other end-to-end QoS delivery mechanism like Resource Reservation
Protocol (RSVP) are beyond the scope of this standard.

5.4.6 Support for higher layer timer synchronization

Some applications, e.g., the transport and rendering of audio or video streams, require synchronized timers
shared among different STAs. Greater accuracy (in terms of jitter bounds) or finer timer granularity than that
provided by a BSS timing synchronization function (TSF) may be an additional requirement. In support of
such applications, this standard defines a MAC service that enables layers above the MAC to accurately
synchronize application-dependent timers shared among STAs. The service is usable by more than one
application at a time.

Although the timer synchronization methods and accuracy requirements are application-dependent and are
beyond the scope of this standard, they rely on an indication from each STA’s MAC that is provided
essentially simultaneously, via multicast, to the STAs. The MAC accomplishes this by indicating the
occurrence of the end of the last symbol of particular data frames; the data frames of interest are identified
by their MAC header Address 1 field when it contains a group address previously registered with the MAC.
The last symbol is observed'> on the air by STAs within a BSS while the delay between the observation and
the delivery of the indication is known within a MAC by design (and communicated to the application by
implementation-dependent means). The common reference point in time provided by the end of last symbol
indication is the essential building block upon which a variety of application-dependent timer
synchronization methods may be based.

5.5 Multiple logical address spaces

Just as the IEEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wired
LAN may all be different physical media, it also allows for the possibility that each of these components
may be operating within different address spaces. IEEE Std 802.11 only uses and specifies the use of the
WM address space.

Each IEEE 802.11 PHY operates in a single medium—the WM. The IEEE 802.11 MAC operates in a single
address space. MAC addresses are used on the WM in the IEEE 802.11 architecture. Therefore, it is
unnecessary for the standard to explicitly specify that its addresses are “WM addresses.” This is assumed
throughout this standard.

IEEE Std 802.11 has chosen to use the IEEE 802 48-bit address space (see 7.1.3.3.1). Thus IEEE 802.11
addresses are compatible with the address space used by the IEEE 802 LAN family.

The IEEE 802.11 choice of address space implies that for many instantiations of the IEEE 802.11
architecture, the wired LAN MAC address space and the IEEE 802.11 MAC address space may be the same.
In those situations where a DS that uses MAC level IEEE 802 addressing is appropriate, all three of the
logical address spaces used within a system could be identical. While this is a common case, it is not the
only combination allowed by the architecture. The IEEE 802.11 architecture allows for all three logical
address spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In
this case, the WM address space and the DS address space would be different.

Note that IEEE 802.11 STAs within a single ESS share the same address space, fulfilling the transparency
requirement from the definition of the DS. The DSS uses this same address space, even in the case where the
DSM uses a different address space.

5The synchronization indication (observed time) within the BSS will vary slightly due to propagation.
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The ability of the architecture to handle multiple logical media and address spaces is key to the ability of
IEEE Std 802.11 to be independent of the DS implementation and to interface cleanly with network layer
mobility approaches. The implementation of the DS is unspecified and is beyond the scope of this standard.

5.6 Differences between ESS and IBSS LANs

In 5.2.1 the concept of the IBSS LAN was introduced. It was noted that an IBSS is often used to support an
ad hoc network. In an IBSS network, a STA communicates directly with one or more other STAs.

Consider the full IEEE 802.11 architecture as shown in Figure 5-8.

BSS 1 802.11 Components Ess
20211 I\AACi/PHY
ST,IA 2

SS AP
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DS
_ DSS
DSS <I\ JP\

802.xLAN Portal STA 34— SS
ol akd
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802.11 MAC/PHY
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Figure 5-8—IEEE 802.11 architecture (again)

An IBSS consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further,
because there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSS. The logical
picture reduces to Figure 5-9.
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Figure 5-9—L ogical architecture of an IBSS
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Only the minimum two STAs are shown in Figure 5-9. An IBSS may have an arbitrary number of members.
In an IBSS, only Class 1 and Class 2 frames are allowed because there is no DS in an IBSS.

The services that apply to an IBSS are the SSs. A QoS IBSS supports operation under the HCF using TXOPs
gained through the EDCA mechanism. The parameters that control differentiation of traffic classes using
EDCA are fixed. A QoS IBSS has no HC and does not support polled TXOP operation and setting up of
TSPEC.

In an IBSS, each STA must enforce its own security policy. In an ESS, an AP can enforce a uniform security
policy across all STAs.

5.7 Reference model

This standard presents the architectural view, emphasizing the separation of the system into two major parts:
the MAC of the data link layer (DLL) and the PHY. These layers are intended to correspond closely to the
lowest layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSI) (ISO/IEC 7498-
1: 1994). The layers and sublayers described in this standard are shown in Figure 5-10.

802.1X
— 1
. MAC_SAP
Data Link RSNA Key
k MAC Sublayer Management
Y MAC Subl Management
E ublayer 4=  Entity MLME_SAP
R
PHY_SAP MLME-PLME_SAP .
— G —— Station
Management
Physical PLCP Sublayer  quup Entity
L PMD_SAP PHY Sublayer
A - eEEE | Management PLME_SAP
E Entity
R PMD Sublayer  quup

Figure 5-10—Portion of the ISO/IEC basic reference model covered in this standard

There is an interface between the IEEE 802.1X Supplicant/Authenticator and the SME not shown in
Figure 5-10. This interface is described in IEEE Std 802.1X-2004.

5.8 IEEE Std 802.11 and IEEE Std 802.1X-2004

An RSNA relies on IEEE Std 802.1X-2004 to provide authentication services and uses the IEEE 802.11 key
management scheme defined in 8.5. The IEEE 802.1X access control mechanisms apply to the association
between a STA and an AP and to the relationship between the IBSS STA and STA peer. The AP’s SME
performs the Authenticator and, optionally, the Supplicant and AS roles. In an ESS, a non-AP STA’s SME
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performs the Supplicant role. In an IBSS, a STA’s SME takes on both the Supplicant and Authenticator roles
and may take on the AS role.

5.8.1 IEEE 802.11 usage of IEEE Std 802.1X-2004

IEEE Std 802.11 depends upon IEEE Std 802.1X-2004 to control the flow of MAC service data units
(MSDUs) between the DS and STAs by use of the IEEE 802.1X Controlled/Uncontrolled Port model. IEEE
802.1X authentication frames are transmitted in IEEE 802.11 data frames and passed via the IEEE 802.1X
Uncontrolled Port. The IEEE 802.1X Controlled Port is blocked from passing general data traffic between
two STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X
Uncontrolled Port. It is the responsibility of both the Supplicant and the Authenticator to implement port
blocking. Each association between a pair of STAs creates a unique pair of IEEE 802.1X Ports, and
authentication takes place relative to those ports alone.

IEEE Std 802.11 depends upon IEEE Std 802.1X-2004 and the 4-Way Handshake and Group Key
Handshake, described in Clause 8, to establish and change cryptographic keys. Keys are established after
authentication has completed. Keys may change for a variety of reasons, including expiration of an IEEE
802.1X authentication timer, key compromise, danger of compromise, or policy.

5.8.2 Infrastructure functional model overview

This subclause summarizes the system setup and operation of an RSN, in two cases: when an IEEE 802.1X
AS is used and when a PSK is used. For an ESS, the AP includes an Authenticator, and each associated STA
includes a Supplicant.

5.8.2.1 AKM operations with AS

The following AKM operations are carried out when an IEEE 802.1X AS is used:

a)  Prior to any use of IEEE Std 802.1X-2004, IEEE Std 802.11 assumes that the Authenticator and AS
have established a secure channel. The security of the channel between the Authenticator and the AS
is outside the scope of this standard.

Authentication credentials must be distributed to the Supplicant and AS prior to association.

b) A STA discovers the AP’s security policy through passively monitoring Beacon frames or through
active probing (shown in Figure 5-11). If IEEE 802.1X authentication is used, the EAP
authentication process starts when the AP’s Authenticator sends the EAP-Request (shown in
Figure 5-12) or the STA’s Supplicant sends the EAPOL-Start message. EAP authentication frames
pass between the Supplicant and AS via the Authenticator and Supplicant’s Uncontrolled Ports. This
is shown in Figure 5-12.

c¢) The Supplicant and AS authenticate each other and generate a PMK. The PMK is sent from the AS
to the Authenticator over the secure channel. See Figure 5-12.

A 4-Way Handshake utilizing EAPOL-Key frames is initiated by the Authenticator to do the following:
—  Confirm that a live peer holds the PMK.
—  Confirm that the PMK is current.
— Derive a fresh pairwise transient key (PTK) from the PMK.
— Install the pairwise encryption and integrity keys into IEEE Std 802.11.

— Transport the group temporal key (GTK) and GTK sequence number from Authenticator to
Supplicant and install the GTK and GTK sequence number in the STA and, if not already installed,
in the AP.

—  Confirm the cipher suite selection.
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Figure 5-11—Establishing the IEEE 802.11 association

Supplicant Authenticator AS
802.1X EAP Request
-
802.1X EAP Response
> Access Request (EAP Request)
EAP Authentication Protocol -
Exchange
] |
Accept / EAP Success /
Key Material
-
802.1X EAP Success
-
IEEE 802.1X
Controlled Port

Blocked for STA

Figure 5-12—IEEE 802.1X EAP authentication

Installing the PTK, and where applicable the GTK keys, causes the MAC to encrypt and decrypt all
subsequent MSDU s irrespective of their path through the controlled or uncontrolled ports.

Upon successful completion of the 4-Way Handshake, the Authenticator and Supplicant have
authenticated each other; and the IEEE 802.1X Controlled Ports are unblocked to permit general data traffic.
See Figure 5-13.
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Figure 5-13—Establishing pairwise and group keys

If the Authenticator later changes the GTK, it sends the new GTK and GTK sequence number to the
Supplicant using the Group Key Handshake to allow the Supplicant to continue to receive broadcast/
multicast messages and, optionally, to transmit and receive unicast frames. EAPOL-Key frames are used to
carry out this exchange. See Figure 5-14.

Authenticator

|

Generate GTH
Encrypt GTE with PTK

Supplicant

Meszsage 1: EAPOL-Key(Encrypted GTK, Group, MIC)

Install GTK

Message 2 EAPOL-Key(Group, MIC)

Figure 5-14—Delivery of subsequent group keys
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5.8.2.2 Operations with PSK

The following AKM operations are carried out when the PMK is a PSK:

— A STA discovers the AP’s security policy through passively monitoring Beacon frames or through
active probing (shown in Figure 5-11). A STA associates with an AP and negotiates a security
policy. The PMK is the PSK.

—  The 4-Way Handshake using EAPOL-Key frames is used, just as with IEEE 802.1X authentication,
when an AS is present. See Figure 5-13.

— The GTK and GTK sequence number are sent from the Authenticator to the Supplicant just as in the
AS case. See Figure 5-13 and Figure 5-14.

5.8.2.3 Disassociation

Disassociation initiated by either STA in an RSNA causes the deletion of the PTKSA at both ends and the
deletion of the GTKSA in a non-AP STA. The controlled and uncontrolled ports created for this association
will also be deleted.

5.8.3 IBSS functional model description

This subclause summarizes the system setup and operation of an RSNA in an IBSS. An IBSS RSNA is
specified in 8.4.7.

5.8.3.1 Key usage

In an IBSS, the unicast data frames between two STAs are protected with a pairwise key. The key is part of
the PTK, which is derived during a 4-Way Handshake. In an IBSS, the 4-Way Handshak may follow
IEEE 802.11 authentication of one STA to another. Such authentication may be used by the peer to cause
deletion of the PTKSA and Block the Controlled Port thus reseting any previous handshake.

In an IBSS, the broadcast/multicast data frames are protected by a key, e.g., named B1, that is generated by
the STA transmitting the broadcast/multicast frame. To allow other STAs to decrypt broadcast/multicast
frames, B1 must be sent to all the other STAs in the IBSS. BI1 is sent in an EAPOL-Key frame, encrypted
under the EAPOL-Key encryption key (KEK) portion of the PTK, and protected from modification by the
EAPOL-Key confirmation key (KCK) portion of the PTK.

In an IBSS, a STA’s SME responds to Deauthentication frames from a STA by deleting the PTKSA
associated with that STA.

5.8.3.2 Sample IBSS 4-Way Handshakes

In this example (see Figure 5-15), there are three STAs: S1, S2, S3. The broadcast/multicast frames sent by
S1 are protected by B1; similarly B2 for S2, and B3 for S3.

For STAs S2 and S3 to decrypt broadcast/multicast frames from S1, B1 must be sent to S2 and S3. This is
done using the 4-Way Handshake initially and using the Group Key Handshake for GTK updates.

The 4-Way Handshake from S1 to S2 allows S1 to send broadcast/multicast frames to S2, but does not allow
S2 to send broadcast/multicast frames to S1 because S2 has a different transmit GTK. Therefore, S2 needs to
initiate a 4-Way Handshake to S1 to allow S1 to decrypt S2’s broadcast/multicast frames. Similarly, S2 also
needs to initiate a 4-Way Handshake to S3 to enable S3 to receive broadcast/multicast messages from S2.

In a similar manner S3 needs to complete the 4-Way Handshake with S1 and S2 to deliver B3 to S1 and S2.
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Figure 5-15—Sample 4-Way Handshakes in an IBSS

In this example, there are six 4-Way Handshakes. In general, N STA Supplicants require N(N-1) 4-Way
Handshakes.

NOTE—In principle the KCK and KEK from a single 4-Way Handshake can be used for the Group Key Handshake in
both directions, but using two 4-Way Handshakes means the Authenticator key state machine does not need to be
different between IBSS and ESS.

The Group Key Handshake can be used to send the GTKSs to the correct STAs. The 4-Way Handshake is
used to derive the pairwise key and to send the initial GTK. Because in an IBSS there are two 4-Way
Handshakes between any two STA Supplicants and Authenticators, the pairwise key used between any two
STAs is from the 4-Way Handshake initiated by the STA Authenticator with the higher MAC address (see
8.5.1 for the notion of address comparison). The KCK and KEK used for a Group Key Handshake are the
KCK and KEK derived by the 4-Way Handshake initiated by the same Authenticator that is initiating the
Group Key Handshake.

In an IBSS, a secure link exists between two STAs when both 4-Way Handshakes have completed
successfully. The Supplicant and Authenticator 4-Way Handshake state machines interact so the IEEE
802.1X variable portValid is not set until both 4-Way Handshakes complete.

If a fourth STA comes within range and its SME decides to initiate a security association with the three
peers, its Authenticator initiates 4-Way Handshakes with each of the other three STA Supplicants. Similarly,
the original three STA Authenticators in the IBSS need to initiate 4-Way Handshakes to the fourth STA
Supplicant. A STA learns that a peer STA is RSNA-enabled and the peer’s security policy (e.g., whether the
Authentication and Key Management Protocol (AKMP) is PSK or IEEE 802.1X authentication) from the
Beacon or Probe Response frame. The initiation may start for a number of reasons:

a)  The fourth STA receives a Beacon or Probe Response frame from a MAC address with which it has
not completed a 4-Way Handshake.

b) A STA’s SME receives a MLME-PROTECTEDFRAMEDROPPED.indication primitive from a
MAC address with which it has not completed a 4-Way Handshake. This could be a multicast/
broadcast data frame transmitted by any of the STAs. If the SME wants to set up a security
association to the peer STA, but does not know the security policy of the peer, it should send a Probe
Request frame to the peer STA to find its security policy before setting up a security association to
the peer STA.

c¢) A STA’s SME receives Message | of the 4-Way Handshake sent to a STA because the initiator
received a broadcast data frame, Beacon frame, or Probe Response frame from that STA. If a STA
received a 4-Way Handshake, wants to set up a security association to the peer STA, but does not
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know the security policy of the peer, it should send a Probe Request frame to the peer STA to find its
security policy before setting up a security association to the peer STA.

5.8.3.3 IBSS IEEE 802.1X example

When IEEE 802.1X authentication is used, each STA will need to include an IEEE 802.1X Authenticator
and AS. A STA learns that a peer STA is RSNA-enabled and the peer’s security policy (e.g., whether the
AKMP is PSK or IEEE 802.1X authentication) from the Beacon or Probe Response frame.

Each STA’s Supplicant will send an EAPOL-Start message to every other STA to which it wants to
authenticate, and each STA’s Authenticator will respond with the identity of the credential it wants to use.

The EAPOL-Start and EAP-Request/Identity messages are initiated when a protected data frame (indicated
via a MLME-PROTECTEDFRAMEDROPPED.indication primitive), an IEEE 802.1X message, Beacon
frame, or Probe Response frame is received from a MAC address with which the STA has not completed
IEEE 802.1X authentication. If the SME wants to set up a security association to the peer STA, but does not
know the security policy of the peer, it should send a Probe Request frame to the peer STA to find its
security policy before setting up a security association to the peer STA.

Although Figure 5-16 shows the two IEEE 802.1X exchanges serialized, they may occur interleaved.

S1 S2
EAPOL-Start -
< Request/Identity
EAP-Response/ldentity
|
< EAP Authentication >
< EAP Success
- 4-Way Handshake -
- EAPOL-Start
Request/Identity -
- EAP-Response/ldentity
< EAP Authentication -
EAP Success -
< 4-Way Handshake -

Figure 5-16—Example using IEEE 802.1X authentication
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5.8.4 Authenticator-to-AS protocol

The Authenticator-to-AS authentication definition is out of the scope of this standard, but, to provide
security assurances, the protocol must support the following functions:

a)  Mutual authentication between the Authenticator and AS
b) A channel for the Supplicant/AS authentication

c) The ability to pass the generated key from the AS to the Authenticator in a manner that provides
authentication of the key source, ensures integrity of the key transfer, and preserves data
confidentiality of the key from all other parties

Suitable protocols include, but are not limited to, remote authentication dial-in user service (RADIUS)
(IETF RFC 2865-2000 [B23]) and Diameter (IETF RFC 3588-2003 [B25]).

5.8.5 PMKSA caching

The Authenticator and Supplicant may cache PMKSAs, which include the IEEE 802.1X state. A PMKSA
can be deleted from the cache for any reason and at any time.

The STA may supply a list of PMK or PSK key identifiers in the (Re)Association Request frame. Each key
identifier names a PMKSA; the PMKSA may contain a single PMK. The Authenticator specifies the
selected PMK or PSK key identifier in Message 1 of the 4-Way Handshake. The selection of the key
identifiers to be included within the (Re)Association Request frame and Message 1 of the 4-Way Handshake
is out of the scope of this standard.
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6. MAC service definition

6.1 Overview of MAC services
6.1.1 Data service

This service provides peer LLC entities with the ability to exchange MSDUs. To support this service, the
local MAC uses the underlying PHY -level services to transport an MSDU to a peer MAC entity, where it
will be delivered to the peer LLC. Such asynchronous MSDU transport is performed on a connectionless
basis. By default, MSDU transport is on a best-effort basis. However, the QoS facility uses a traffic
identifier (TID) to specify differentiated services on a per-MSDU basis. The QoS facility also permits more
synchronous behavior to be supported on a connection-oriented basis using TSPECs. There are no
guarantees that the submitted MSDU will be delivered successfully. Broadcast and multicast transport is
part of the data service provided by the MAC. Due to the characteristics of the WM, broadcast and multicast
MSDUs may experience a lower QoS, compared to that of unicast MSDUs. All STAs will support the data
service, but only QoS STAs in a QoS BSS differentiate their MSDU delivery according to the designated
traffic category or traffic stream (TS) of individual MSDUs.

Because operation of certain functions of the MAC may cause reordering of some MSDUs, as discussed in
more detail below, in non-QoS STAs, there are two service classes within the data service. By selecting the
desired service class, each LLC entity initiating the transfer of MSDUs is able to control whether MAC
entities are or are not allowed to reorder those MSDUs.

There are two service classes available in a QoS STA: QoSAck and QoSNoAck. The service classes are
used to signal if the MSDU is to be transmitted with or without using the MAC-level acknowledgment.

In QoS STAs either associated in a BSS or having membership in an IBSS, the MAC uses a set of rules that
tends to cause higher UP MSDUs in a BSS to be sent before lower UP MSDUs in the BSS. The MAC
sublayer entities determine the UPs for MSDUs based on the TID values provided with those MSDUs. If
a TSPEC has been provided for a TS, via the MAC sublayer management entity, the MAC attempts to
deliver MSDUs belonging to that TS in accordance with the QoS parameter values contained in the TSPEC.
In a BSS with some STAs supporting the QoS facility and others not supporting the QoS facility, in
delivering an MSDU to a non-QoS STA, the QoS STA uses the access category (AC) corresponding to the
UP of the MSDU.

6.1.1.1 Determination of UP

The QoS facility supports eight priority values, referred to as UPs. The values a UP may take are the integer
values from 0 to 7 and are identical to the IEEE 802.1D priority tags. An MSDU with a particular UP is said
to belong to a traffic category (TC) with that UP. The UP is provided with each MSDU at the medium access
control service access point (MAC_SAP) either directly, in the UP parameter, or indirectly, in a TSPEC
designated by the UP parameter.

6.1.1.1.1 Determination of UP of received frames at the AP sent by other STAs in the BSS

The received unicast frames at the AP may be as follows:

a)  Non-QoS subtypes, in which case the AP shall assign to them a priority of Contention, if they are
received during the contention period (CP), or ContentionFree, if they are received during the
contention-free period (CFP).

b) QoS subtypes, in which case the AP shall infer the UP value from the TID in the QoS Control field
directly for TID values between 0 and 7. For TID values between 8 and 15, the AP shall extract the
UP value in the UP subfield of the TS Info field in the associated TSPEC or from the UP field in the
associated TCLAS (traffic classification) element, as applicable.

QoS APs deliver the UP with the received MSDUSs to the DS.
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6.1.1.2 Interpretation of priority parameter in MAC service primitives

The value of the priority parameter in the MAC service primitives (see 6.2) may be a non-integer value of
either Contention or ContentionFree or may be any integer value in the range 0 through 15.

When the priority parameter has an integer value, it is used in the TID subfields that appear in certain frames
that are used to deliver and to control the delivery of QoS data across the WM.

Priority parameter and TID subfield values O through 7 are interpreted as UPs for the MSDUs. Outgoing
MSDUs with UP values 0 through 7 are handled by MAC entities at STAs in accordance with the UP.

Priority parameter and TID subfield values 8 through 15 specify TIDs that are also TS identifiers (TSIDs)
and select the TSPEC for the TS designated by the TID. Outgoing MSDUs with priority parameter values 8
through 15 are handled by MAC entities at STAs in accordance with the UP value determined from the UP
subfield as well as other parameter values in the selected TSPEC. When an MSDU arrives with a priority
value between § and 15 and for which there is no TSPEC defined, then the MSDU shall be sent with priority
parameter set to 0.

The non-integer values of the priority parameter are allowed at all non-QoS STAs. The use of priority value
of ContentionFree is deprecated at QoS STAs. The integer values of the priority parameter (i.e., TID) are
supported only at QoS STAs that are either associated in a QoS BSS or members of a QoS IBSS. A range of
0 through 15 is supported by QoS STAs associated in a QoS BSS; whereas a range of 0 through 7 is
supported by QoS STAs that are members of a QoS IBSS. If a QoS STA is associated in a non-QoS BSS, the
STA is functioning as a non-QoS STA, so the priority value is always Contention or ContentionFree.

At QoS STAs associated in a QoS BSS, MSDUs with a priority of Contention are considered equivalent to
MSDUs with TID 0, and those with a priority of ContentionFree are delivered using the contention-free
delivery if a point coordinator (PC) is present in the AP. If a PC is not present, MSDUs with a priority of
ContentionFree shall be delivered using an UP of 0. At STAs associated in a non-QoS BSS, all MSDUs with
an integer priority are considered equivalent to MSDUs with a priority of Contention.

If a STA is associated in a QoS BSS, the MSDUs it receives in QoS data frames are reported with the TID
value contained in the MAC header of that frame. The MSDUs such a STA receives in non-QoS data frames
are reported to LLC with a priority of Contention, if they are received during the CP, or ContentionFree, if
they are received during the CFP.

6.1.1.3 Interpretation of service class parameter in MAC service primitives in a STA

In QoS STAs, the value of the service class parameter in the MAC service primitive (see 6.2) may be a non-
integer value of QoSAck or QoSNoAck.

When an MSDU is received from the MAC SAP and the recipient STA is a QoS STA with the service class
set to

—  QoSAck, the MSDU is transmitted using a QoS data frame with the Ack Policy subfield in the QoS
Control field set to either Normal Acknowledgment (Normal Ack) or Block Ack.

— QoSNoAck, the MSDU is transmitted using a QoS data frame with the Ack Policy subfield in the
QoS Control field set to No Acknowledgment (No Ack). If the sender STA is an AP and the frame
has a multicast/broadcast DA, then the MSDU is buffered for transmission and is also sent to
the DS.

When an MSDU is received from the MAC _SAP and the recipient STA is not a QoS STA, the MSDU is
transmitted using a non-QoS data frame.
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When a QoS data frame is received from another STA, the service class parameter in
MA-UNITDATA.indication primitive is set to

—  QoSAck, if the frame is a QoS data frame with the Ack Policy subfield in the QoS Control field set
to either Normal Ack or Block Ack.

—  QoSNoACck, if the frame is a QoS data frame with the Ack Policy subfield in the QoS Control field
set to No Ack. This service class is also used where the DA parameter is a broadcast/multicast
address.

When a non-QoS data frame is received from a STA, the service class parameter in
MA-UNITDATA.indication primitive is set to

—  QoSAck, if the frame is a unicast frame and is acknowledged by the STA.
—  QoSNoAck, if the frame is a broadcast/multicast frame and is not acknowledged by the STA.

Note that the broadcast/multicast frames sent by a non-QoS STA are not acknowledged regardless of the
service class parameter in MA-UNITDATA.indication primitive.

6.1.2 Security services

Security services in IEEE Std 802.11 are provided by the authentication service and the TKIP and CCMP
mechanisms. The scope of the security services provided is limited to station-to-station data exchange. The
data confidentiality service offered by an IEEE 802.11 TKIP and CCMP implementation is the protection of
the MSDU. For the purposes of this standard, TKIP and CCMP are viewed as logical services located within
the MAC sublayer as shown in the reference model, Figure 5-10 (in 5.7). Actual implementations of the
TKIP and CCMP services are transparent to the LLC and other layers above the MAC sublayer.

The security services provided by TKIP and CCMP in IEEE Std 802.11 are as follows:
a) Data Confidentiality;
b)  Authentication; and

c)  Access control in conjunction with layer management.

During the authentication exchange, both parties exchange authentication information as described in
Clause 8.

The MAC sublayer security services provided by TKIP and CCMP rely on information from nonlayer-2
management or system entities. Management entities communicate information to TKIP and CCMP through
a set of MAC sublayer management entity (MLME) interfaces and MIB attributes; in particular, the decision
tree for TKIP and CCMP defined in 8.7 is driven by MIB attributes.

The use of WEP for confidentiality, authentication, or access control is deprecated. The WEP algorithm is
unsuitable for the purposes of this standard.

6.1.3 MSDU ordering

The services provided by the MAC sublayer permit, and may in certain cases require, the reordering of
MSDUs.

In a non-QoS STA, the MAC does not intentionally reorder MSDUs except as may be necessary to improve
the likelihood of successful delivery based on the current operational (“power management’) mode of the
designated recipient STA(s). The sole effect of this reordering (if any), for the set of MSDUs received at the
MAC service interface of any single STA, is a change in the delivery order of broadcast and multicast
MSDUs, relative to directed MSDUs, originating from a single source STA address. If a higher layer
protocol using the data service cannot tolerate this possible reordering, the optional StrictlyOrdered service
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class should be used. MSDUs transferred between any pair of STAs using the StrictlyOrdered service class
are not subject to the relative reordering that is possible when the ReorderableMulticast service class is used.
However, the desire to receive MSDUs sent using the StrictlyOrdered service class at a STA precludes
simultaneous use of the MAC power management facilities at that STA.

In QoS STAs operating in a BSS, there are two service classes, designated as QoSAck and QoSNoAck (see
6.1.1.3 for more information). The MSDUs are reordered, not only to improve the likelihood of successful
delivery based on the current operational mode of the designated recipient STA(s), but also to honor the
priority parameters, specified in the MA-UNITDATA.request primitive, of the individual MSDUs. The
effects of this reordering (if any), for the set of MSDUs received at the MAC service interface of any single
STA, are

a) A change in the delivery order of broadcast and multicast MSDUS, relative to unicast MSDUs,
b)  The reordering of MSDUs with different TID values, originating from a single source STA address, and

¢) The reordering of broadcast and multicast MSDUs with the same TID but different service classes.

There shall be no reordering of unicast MSDUs with the same TID value and addressed to the same
destination.

STAs operating in a non-QoS BSS shall follow the reordering rules as defined for a non-QoS STA.

In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1:1995.
Operational restrictions that ensure the appropriate ordering of MSDUs are specified in 9.8.

6.1.4 MSDU format

This standard is part of the IEEE 802 family of LAN standards, and as such all MSDUs are LLC PDUs as
defined in ISO/IEC 8802-2: 1998. In order to achieve interoperability, implementers are recommended to
apply the procedures described in ISO/IEC Technical Report 11802-5:1997(E) (previously known as IEEE
Std 802.1H-1997 [B13]), along with a selective translation table (STT) that handles a few specific network
protocols, with specific attention to the operations required when passing MSDUs to or from LANs or
operating system components that use the Ethernet frame format. Note that such translations may be
required in a non-AP STA.

6.1.5 MAC data service architecture

The MAC data plane architecture (i.e., processes that involve transport of all or part of an MSDU) is shown
in Figure 6-1. During transmission, an MSDU goes through some or all of the following processes: frame
delivery deferral during power save mode, sequence number assignment, fragmentation, encryption,
integrity protection, and frame formatting. IEEE Std 802.1X-2004 may block the MSDU at the Controlled
Port. At some point, the data frames that contain all or part of the MSDU are queued per AC/TS. This
queuing may be at any of the three points indicated in Figure 6-1.

During reception, a received data frame goes through processes of MPDU header and cyclic redundancy
code (CRC) validation, duplicate removal, possible reordering if the Block Ack mechanism is used,
decryption, defragmentation, integrity checking, and replay detection. After replay detection (or
defragmentation if security is used), the MSDU is delivered to the MAC _SAP or to the DS. The
IEEE 802.1X Controlled/Uncontrolled Ports discard the MSDU if the Controlled Port is not enabled and if
the MSDU does not represent an IEEE 802.1X frame. TKIP and CCMP MPDU frame order enforcement
occurs after decryption, but prior to MSDU defragmentation; therefore, defragmentation will fail if MPDUs
arrive out of order.
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Figure 6-1—MAC data plane architecture

6.2 Detailed service specification
6.2.1 MAC data services

The IEEE 802.11 MAC supports the following service primitives as defined in ISO/IEC 8802-2: 1998:
— MA-UNITDATA.request
— MA-UNITDATA.indication
— MA-UNITDATA.confirm

The LLC definitions of the primitives and specific parameter value restrictions imposed by IEEE Std 802.11
are given in 6.2.1.1 through 6.2.1.3.

6.2.1.1 MA-UNITDATA.request
6.2.1.1.1 Function

This primitive requests a transfer of an MSDU from a local LLC sublayer entity to a single peer LLC
sublayer entity, or multiple peer LLC sublayer entities in the case of group addresses.

6.2.1.1.2 Semantics of the service primitive
The parameters of the primitive are as follows:
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MA-UNITDATA . request (
source address,
destination address,
routing information,
data,
priority,
service class

)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity
from which the MSDU is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer entity
address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates
source routing is not to be used). For IEEE Std 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU must be less than or equal to 2304 octets.

The priority parameter specifies the priority desired for the data unit transfer. The allowed values of priority
are described in 6.1.1.2.

The service class parameter specifies the service class desired for the data unit transfer. The allowed values
of service class are described in 6.1.1.3 and 6.1.3.

6.2.1.1.3 When generated

This primitive is generated by the LLC sublayer entity when an MSDU is to be transferred to a peer LLC
sublayer entity or entities.

6.2.1.1.4 Effect of receipt

On receipt of this primitive, the MAC sublayer entity determines whether the request can be fulfilled
according to the requested parameters. A request that cannot be fulfilled according to the requested
parameters is discarded, and this action is indicated to the LLC sublayer entity using an
MA-UNITDATA.confirm primitive that describes why the MAC was unable to fulfill the request. If the
request can be fulfilled according to the requested parameters, the MAC sublayer entity appends all MAC
specified fields (including DA, SA, FCS, and all fields that are unique to IEEE Std 802.11), passes the
properly formatted frame to the lower layers for transfer to a peer MAC sublayer entity or entities (see
6.1.4), and indicates this action to the LLC sublayer entity using an MA-UNITDATA.confirm primitive
with transmission status set to Successful.

6.2.1.2 MA-UNITDATA.indication
6.2.1.2.1 Function

This primitive defines the transfer of an MSDU from the MAC sublayer entity to the LLC sublayer entity, or
entities in the case of group addresses. In the absence of error, the contents of the data parameter are
logically complete and unchanged relative to the data parameter in the associated MA-UNITDATA. .request
primitive.
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6.2.1.2.2 Semantics of the service primitive

The parameters of the primitive are as follows:
MA-UNITDATA.indication(

source address,
destination address,
routing information,
data,
reception status,
priority,
service class

)

The SA parameter is an individual address as specified by the SA field of the incoming frame.

The DA parameter is either an individual or a group address as specified by the DA field of the incoming
frame.

The routing information parameter specifies the route that was used for the data transfer. IEEE Std 802.11
shall always set this field to null.

The data parameter specifies the MSDU as received by the local MAC entity.
The reception status parameter indicates the success or failure of the received frame for those frames that
IEEE Std 802.11 reports via a MA-UNITDATA.indication primitive. This MAC always reports “success”

because all failures of reception are discarded without generating MA-UNITDATA.indication primitive.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. The
allowed values of priority are described in 6.1.1.2.

The service class parameter specifies the receive service class that was used for the data unit transfer. The
allowed values of service class are described in 6.1.1.3 and 6.1.3.

6.2.1.2.3 When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported only
if they are validly formatted at the MAC sublayer, received without error, received with valid (or null)
security and integrity information, and their destination address designates the local MAC sublayer entity.
6.2.1.2.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the content of the MSDU.
6.2.1.3 MA-UNITDATA.confirm

6.2.1.3.1 Function

This primitive has local significance and provides the LLC sublayer with status information for the
corresponding preceding MA-UNITDATA . .request primitive.

6.2.1.3.2 Semantics of the service primitive

The parameters of the primitive are as follows:
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MA-UNITDATA.confirm(
source address,
destination address,
transmission status,
provided priority,
provided service class

)

The SA parameter is an individual MAC sublayer entity address as specified in the associated MA-
UNITDATA.request primitive.

The DA parameter is either an individual or group MAC sublayer entity address as specified in the
associated MA-UNITDATA.request primitive.

The transmission status parameter is used to pass status information back to the local requesting LLC
sublayer entity. IEEE Std 802.11 specifies the following values for transmission status:

a)  Successful.
b) Undeliverable (excessive data length).
¢) Undeliverable (non-null source routing).

d) Undeliverable: unsupported priority (for priorities other than Contention or ContentionFree at a non-
QoS STA; or for priorities other than Contention, ContentionFree, or an integer between and
including 0 and 15 at a QoS STA).

e) Undeliverable: unsupported service class (for service classes other than ReorderableMulticast or
StrictlyOrdered for non-QoS STAs and service classes other than QoSAck or QoSNoAck for QoS
STAs).

f)  Unavailable priority (for ContentionFree when no PC or HC is available, or an integer between and
including 1 and 15 at a STA that is associated in a non-QoS BSS, or an integer between
and including 8 and 15 at a STA that is a member of an IBSS, in which case the MSDU is
transmitted with a provided priority of Contention).

g) Undeliverable: unavailable service class (for StrictlyOrdered service when the STA’s power
management mode is other than “active” for non-QoS STAs; QoS STAs do not return this value as
they do not provide the StrictlyOrdered service).

h)  Undeliverable (no BSS available).
i) Undeliverable (cannot encrypt with a null key).

The provided priority parameter specifies the priority that was used for the associated data unit transfer
(Contention, ContentionFree, or an integer between and including 0 and 15).

The provided service class parameter specifies the class of service used for the associated data unit transfer.
In non-QoS STAs, the value of this parameter is ReorderableMulticast or StrictlyOrdered. In QoS STAs, it
is QoSAck or QoSNoAck.

6.2.1.3.3 When generated

The MA-UNITDATA.confirm primitive is passed from the MAC sublayer entity to the LLC sublayer entity
to indicate the status of the service provided for the corresponding MA-UNITDATA.request primitive.

6.2.1.3.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent upon the type of operation employed
by the LLC sublayer entity.
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7. Frame formats

The format of the MAC frames is specified in this clause. A STA shall be able properly to construct a subset
of the frames specified in this clause for transmission and to decode a (potentially different) subset of the
frames specified in this clause upon validation following reception. The particular subset of these frames
that a STA constructs and decodes is determined by the functions supported by that particular STA, as
specified in 7.5. All STAs shall be able to validate every received frame using the frame check sequence
(FCS) and to interpret certain fields from the MAC headers of all frames.

7.1 MAC frame formats

Each frame consists of the following basic components:

a) A MAC header, which comprises frame control, duration, address, and sequence control
information, and, for QoS data frames, QoS control information;

b) A variable length frame body, which contains information specific to the frame #ype and subtype;
¢) A FCS, which contains an IEEE 32-bit CRC.

7.1.1 Conventions

The MPDUs or frames in the MAC sublayer are described as a sequence of fields in specific order. Each
figure in Clause 7 depicts the fields/subfields as they appear in the MAC frame and in the order in which
they are passed to the physical layer convergence procedure (PLCP), from left to right.

In figures, all bits within fields are numbered, from 0 to k, where the length of the field is & + 1 bits. The
octet boundaries within a field can be obtained by taking the bit numbers of the field modulo 8. Octets
within numeric fields that are longer than a single octet are depicted in increasing order of significance, from
lowest numbered bit to highest numbered bit. The octets in fields longer than a single octet are sent to the
PLCP in order from the octet containing the lowest numbered bits to the octet containing the highest
numbered bits.

Any field containing a CRC is an exception to this convention and is transmitted commencing with the
coefficient of the highest-order term.

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred
first and is bit 0 of the first octet.

Values specified in decimal are coded in natural binary unless otherwise stated. The values in Table 7-1 are
in binary, with the bit assignments shown in the table. Values in other tables are shown in decimal notation.

Reception, in references to frames or fields within frames (e.g., received Beacon frames or a received
Duration/ID field), applies to MPDUs or MAC management protocol data units (MMPDUSs) indicated from
the PHY layer without error and validated by FCS within the MAC sublayer. Without further qualification,
reception by the MAC sublayer implies that the frame contents are valid, and that the protocol version is
supported (see 7.1.3.1.1), with no implication regarding frame addressing or regarding whether the frame
type or other fields in the MAC header are meaningful to the MAC entity that has received the frame.

Parentheses enclosing portions of names or acronyms are used to designate a set of related names that vary
based on the inclusion of the parenthesized portion. For example,

— QoS +CF-Poll frame refers to the three QoS data subtypes that include “+CF-Poll”: the QoS
Data+CF-Poll frame, subtype 1010; QoS Data+CF-Ack+CF-Poll frame, subtype 1011; and QoS CF-
Ack+CF-Poll frame, subtype 1111.

— QoS CF-Poll frame refers specifically to the QoS CF-Poll frame, subtype 1110.
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QoS (+)CF-Poll frame refers to all four QoS data subtypes with CF-Poll: the QoS CF-Poll frame,

QoS Data+CF-Poll frame,

subtype 1010; and the QoS Data+CF-Ack+CF-Poll frame, subtype 1011.

QoS (+)Null frame refers to all three QoS data subtypes with “no data”: the QoS Null (no data)

frame, subtype 1100; the QoS CF-Poll (no data) frame, subtype 1110; and the QoS CF-Ack+CF-Poll

frame, subtype 1111.

Ack+CF-Poll frame, subtype 1111.

Whereas (QoS) CF-Poll frame refers to the QoS CF-Poll frame, sub
frame, subtype 0110.

QoS +CF-Ack frame refers to the three QoS data subtypes that include “+CF-Ack”: the QoS
Data+CF-Ack frame, subtype 1001; QoS Data+CF-Ack+CF-Poll frame,

subtype 1011; and QoS CF-

type 1110, and the CF-Poll

Reserved fields and subfields are set to 0 upon transmission and are ignored upon reception.

7.1.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 7-1 depicts
the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the

last field (FCS) in Figure 7-1 constitute the minimal frame format and are pre

sent in all frames, including

reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control,
and Frame Body are present only in certain frame types and subtypes. Each field is defined in 7.1.3. The

format of each of the individual subtypes of each frame type is defined

in 7.2. The components of

management frame bodies are defined in 7.3. The formats of management frames of subtype Action are

defined in 7.4

The Frame Body field is of variable size. The maximum frame body size is determined by the maximum

MSDU size (2304 octets) plus any overhead from security encapsulation.

Octets: 2 2 [ [ ] 2 [ 2

0-23124

Frame Duration/

Control

QoS
Control

Sequence

Address 1 Control

Address 2 | Address 3 Address 4

Frame

Body FCS

-

-

MAC Header

Figure 7-1—MAC frame format

7.1.3 Frame fields
7.1.3.1 Frame Control field
The Frame Control field consists of the following subfields: Protocol Versi

From DS, More Fragments, Retry, Power Management, More Data, Protected F
of the Frame Control field is illustrated in Figure 7-2.

on, Type, Subtype, To DS,
rame, and Order. The format

BO B1 B2 B3 B4 B7 B8 B9 B10 B11 B12 B13 B14 B15
Protocol To From More Pwr More Protected
Version Type Subtype DS DS Frag Retry Mgt Data Frame Order
Bits : 2 2 4 1 1 1 1 1 1 1 1
Figure 7-2—Frame Control field
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7.1.3.1.1 Protocol Version field

The Protocol Version field is 2 bits in length and is invariant in size and placement across all revisions of
this standard. For this standard, the value of the protocol version is 0. All other values are reserved. The
revision level will be incremented only when a fundamental incompatibility exists between a new revision
and the prior edition of the standard. A MAC entity that receives a frame with a higher revision level than it
supports shall discard the frame without indication to the sending STA or to LLC.

7.1.3.1.2 Type and Subtype fields

The Type field is 2 bits in length, and the Subtype field is 4 bits in length. The Type and Subtype fields
together identify the function of the frame. There are three frame types: control, data, and management.
Each of the frame types has several defined subtypes. In data frames, the most significant bit (MSB) of the
Subtype field, b7, is defined as the QoS subfield. Table 7-1 defines the valid combinations of type and
subtype. (The numeric values in Table 7-1 are shown in binary.)

Table 7-1—Valid type and subtype combinations

Phave | description | b7b6 b bd Subtype deseription
00 Management 0000 Association request
00 Management 0001 Association response
00 Management 0010 Reassociation request
00 Management 0011 Reassociation response
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 0110-0111 Reserved
00 Management 1000 Beacon
00 Management 1001 ATIM
00 Management 1010 Disassociation
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 1101 Action
00 Management 1110-1111 Reserved
01 Control 00000111 Reserved
01 Control 1000 Block Ack Request (BlockAckReq)
01 Control 1001 Block Ack (BlockAck)
01 Control 1010 PS-Poll
01 Control 1011 RTS
01 Control 1100 CTS
01 Control 1101 ACK
01 Control 1110 CF-End
01 Control 1111 CF-End + CF-Ack
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Table 7-1—Valid type and subtype combinations (continued)

Phave | description | b7bg b bd Subtype deseription
10 Data 0000 Data
10 Data 0001 Data + CF-Ack
10 Data 0010 Data + CF-Poll
10 Data 0011 Data + CF-Ack + CF-Poll
10 Data 0100 Null (no data)
10 Data 0101 CF-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000 QoS Data
10 Data 1001 QoS Data + CF-Ack
10 Data 1010 QoS Data + CF-Poll
10 Data 1011 QoS Data + CF-Ack + CF-Poll
10 Data 1100 QoS Null (no data)
10 Data 1101 Reserved
10 Data 1110 QoS CF-Poll (no data)
10 Data 1111 QoS CF-Ack + CF-Poll (no data)
11 Reserved 00001111 Reserved

Each Subtype field bit position is used to indicate a specific modification of the basic data frame (subtype 0).
Frame Control bit 4 is set to 1 in data subtypes that include +CF-Ack, bit 5 is set to 1 in data subtypes that
include +CF-Poll, bit 6 is set to 1 in data subtypes that contain no Frame Body field, and bit 7 is set to 1 in
the QoS data subtypes, which have QoS Control fields in their MAC headers.

7.1.3.1.3 To DS and From DS fields

The meaning of the combinations of values for the To DS and From DS fields are shown in Table 7-2.

Table 7-2—To/From DS combinations in data frames

To DS and Meanin
From DS values g
ToDS=0 A data frame direct from one STA to another STA within the same IBSS, or a data frame direct
From DS =0 from one non-AP STA to another non-AP STA within the same BSS, as well as all
management and control frames.
ToDS=1 A data frame destined for the DS or being sent by a STA associated with an AP to the Port
From DS =0 Access Entity in that AP.
ToDS=0 A data frame exiting the DS or being sent by the Port Access Entity in an AP.
From DS =1
ToDS=1 A data frame using the four-address format. This standard does not define procedures for
From DS =1 using this combination of field values.
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7.1.3.1.4 More Fragments field

The More Fragments field is 1 bit in length and is set to 1 in all data or management type frames that have
another fragment of the current MSDU or current MMPDU to follow. It is set to 0 in all other frames.

7.1.3.1.5 Retry field

The Retry field is 1 bit in length and is set to 1 in any data or management type frame that is a retransmission
of an earlier frame. It is set to 0 in all other frames. A receiving STA uses this indication to aid in the process
of eliminating duplicate frames.

7.1.3.1.6 Power Management field

The Power Management field is 1 bit in length and is used to indicate the power management mode of a
STA. The value of this field remains constant in each frame from a particular STA within a frame exchange
sequence defined in 9.12. The value indicates the mode in which the STA will be after the successful
completion of the frame exchange sequence.

A value of 1 indicates that the STA will be in PS mode. A value of 0 indicates that the STA will be in active
mode. This field is always set to 0 in frames transmitted by an AP.

7.1.3.1.7 More Data field

The More Data field is 1 bit in length and is used to indicate to a STA in PS mode that more MSDUs or
MMPDUs are buffered for that STA at the AP. The More Data field is valid in directed data or management
type frames transmitted by an AP to a STA in PS mode. A value of 1 indicates that at least one additional
buffered MSDU or MMPDU is present for the same STA.

The More Data field may be set to 1 in directed data type frames transmitted by a CF-Pollable STA to the PC
in response to a CF-Poll to indicate that the STA has at least one additional buffered MSDU available for
transmission in response to a subsequent CF-Poll.

The More Data field is set to O in all other directed frames.

The More Data field is set to 1 in broadcast/multicast frames transmitted by the AP when additional
broadcast/multicast MSDUs or MMPDUSs remain to be transmitted by the AP during this beacon interval.
The More Data field is set to 0 in broadcast/multicast frames transmitted by the AP when no more broadcast/
multicast MSDUs or MMPDUs remain to be transmitted by the AP during this beacon interval and in all
broadcast/multicast frames transmitted by non-AP STAs.

For a non-AP STA that has the More Data Ack subfield set in its QoS Capability information element and
also has APSD enabled, an AP may set the More Data field to 1 in ACK frames to this non-AP STA to
indicate that the AP has a pending transmission for the non-AP STA.

7.1.3.1.8 Protected Frame field

The Protected Frame field is 1 bit in length. The Protected Frame field is set to 1 if the Frame Body field
contains information that has been processed by a cryptographic encapsulation algorithm. The Protected
Frame field is set to 1 only within data frames and within management frames of subtype Authentication.
The Protected Frame field is set to 0 in all other frames. When the Protected Frame field is set to 1, the
Frame Body field is protected utilizing the cryptographic encapsulation algorithm and expanded as defined
in Clause 8. The Protected Frame field is set to 0 in Data frames of subtype Null Function, CF-ACK (no
data), CF-Poll (no data), and CF-ACK+CF-Poll (no data) (see 8.3.2.2 and 8.3.3.1, which show that the frame
body must be 1 octet or longer to apply the encapsulation).
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7.1.3.1.9 Order field

The Order field is 1 bit in length and is set to 1 in any non-QoS data frame that contains an MSDU, or
fragment thereof, which is being transferred using the StrictlyOrdered service class. This field is set to 0 in
all other frames. All QoS STAs set this subfield to 0.

7.1.3.2 Duration/ID field

The Duration/ID field is 16 bits in length. The contents of this field vary with frame type and subtype, with
whether the frame is transmitted during the CFP, and with the QoS capabilities of the sending STA. The
contents of the field are defined as follows:

a) In control frames of subtype PS-Poll, the Duration/ID field carries the association identifier (AID) of
the STA that transmitted the frame in the 14 least significant bits (LSB), and the 2 most significant
bits (MSB) both set to 1. The value of the AID is in the range 1-2007.

b) In frames transmitted by the PC and non-QoS STAs, during the CFP, the Duration/ID field is set to
a fixed value of 32 768.

¢) In all other frames sent by non-QoS STAs and control frames sent by QoS STAs, the Duration/ID
field contains a duration value as defined for each frame type in 7.2.

d) In data and management frames sent by QoS STAs, the Duration/ID field contains a duration value
as defined for each frame type in 7.1.4.

When the contents of a received Duration/ID field, treated as an unsigned integer and without regard for
address values, type, and subtype (even when type or subtype contain reserved values), are less than 32 768,
the duration value is used to update the network allocation vector (NAV) according to the procedures
defined in 9.2.5.4 or 9.9.2.2.1, as appropriate.

When the contents of a received Duration/ID field, treated as an unsigned integer, are greater than 32 768,
the contents are interpreted as appropriate for the frame type and subtype or ignored if the receiving MAC
entity does not have a defined interpretation for that type and subtype.

The encoding of the Duration/ID field is given in Table 7-3.

Table 7-3—Duration/ID field encoding

Bits 0-13 Bit 14 Bit 15 Usage

0-32 767 0 Duration value (in microseconds) within all frames other than
PS-Poll frames transmitted during the CP, and under HCF for
frames transmitted during the CFP

0 0 1 Fixed value under point coordination function (PCF) within
frames transmitted during the CFP
1-16 383 0 1 Reserved
0 1 1 Reserved
1-2007 1 1 AID in PS-Poll frames
2008-16 383 1 1 Reserved
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7.1.3.3 Address fields

There are four address fields in the MAC frame format. These fields are used to indicate the basic service set
identification (BSSID), source address (SA), destination address (DA), transmitting STA address (TA), and
receiving STA address (RA). Certain frames may not contain some of the address fields.

Certain address field usage is specified by the relative position of the address field (1-4) within the MAC
header, independent of the type of address present in that field. For example, receiver address matching is
always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS
and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the
frame being acknowledged.

7.1.3.3.1 Address representation
Each Address field contains a 48-bit address as defined in 5.2 of IEEE Std 802-1990.
7.1.3.3.2 Address designation

A MAC sublayer address is one of the following two types:
a)  Individual address. The address assigned to a particular STA on the network.

b)  Group address. A multidestination address, which may be in use by one or more STAs on a given
network. The two kinds of group addresses are as follows:

1) Multicast-group address. An address associated by higher level convention with a group of
logically related STAs.

2) Broadcast address. A distinguished, predefined multicast address that always denotes the set of
all STAs on a given LAN. All ones are interpreted to be the broadcast address. This group is
predefined for each communication medium to consist of all STAs actively connected to that
medium,; it is used to broadcast to all the active STAs on that medium.

The address space is also partitioned into locally administered and universal (globally administered)
addresses. The nature of a body and the procedures by which it administers these universal (globally
administered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID field

The BSSID field is a 48-bit field of the same format as an IEEE 802 MAC address. This field uniquely
identifies each BSS. The value of this field, in an infrastructure BSS, is the MAC address currently in use by
the STA in the AP of the BSS.

The value of this field in an IBSS is a locally administered IEEE MAC address formed from a 46-bit random
number generated according to the procedure defined in 11.1.3. The individual/group bit of the address is set
to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of
selecting a unique BSSID.

The value of all 1s is used to indicate the wildcard BSSID. A wildcard BSSID shall not be used in the
BSSID field except for management frames of subtype probe request.

7.1.3.3.4 DA field

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities
intended as the final recipient(s) of the MSDU (or fragment thereof) contained in the frame body field.
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7.1.3.3.5 SA field

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the
transfer of the MSDU (or fragment thereof) contained in the frame body field was initiated. The individual/
group bit is always transmitted as a zero in the source address.

7.1.3.3.6 RA field

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate
recipient STA(s), on the WM, for the information contained in the frame body field.

7.1.3.3.7 TA field

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a
zero in the transmitter address.

7.1.3.4 Sequence Control field
The Sequence Control field is 16 bits in length and consists of two subfields, the Sequence Number and the

Fragment Number. The format of the Sequence Control field is illustrated in Figure 7-3. Sequence Control
field is not present in control frames.

BO B3 B4 B15
Fragment Number Sequence Number
Bits: 4 A 12 g

Figure 7-3—Sequence Control field

7.1.3.4.1 Sequence Number field

The Sequence Number field is a 12-bit field indicating the sequence number of an MSDU or MMPDU. Each
MSDU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are not
assigned to control frames, as the Sequence Control field is not present.

Non-QoS STAs, as well as QoS STAs operating as non-QoS STAs because they are in a non-QoS BSS or
non-QoS IBSS, assign sequence numbers, to management frames and data frames (QoS subfield of the
Subtype field is set to 0), from a single modulo-4096 counter, starting at 0 and incrementing by 1 for each
MSDU or MMPDU.

QoS STAs associated in a QoS BSS maintain one modulo-4096 counter, per TID, per unique receiver
(specified by the Address 1 field of the MAC header). Sequence numbers for QoS data frames are assigned
using the counter identified by the TID subfield of the QoS Control field of the frame, and that counter is
incremented by 1 for each MSDU belonging to that TID. Sequence numbers for management frames, QoS
data frames with a broadcast/multicast address in the Address 1 field, and all non-QoS data frames sent by
QoS STAs are assigned using an additional single modulo-4096 counter, starting at 0 and incrementing by 1
for each MSDU or MMPDU. Sequence numbers for QoS (+)Null frames may be set to any value.

Each fragment of an MSDU or MMPDU contains a copy of the sequence number assigned to that MSDU or
MMPDU. The sequence number remains constant in all retransmissions of an MSDU, MMPDU, or
fragment thereof.
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7.1.3.4.2 Fragment Number field

The Fragment Number field is a 4-bit field indicating the number of each fragment of an MSDU or
MMPDU. The fragment number is set to 0 in the first or only fragment of an MSDU or MMPDU and is
incremented by one for each successive fragment of that MSDU or MMPDU. The fragment number remains
constant in all retransmissions of the fragment.

7.1.3.5 QoS Control field

The QoS Control field is a 16-bit field that identifies the TC or TS to which the frame belongs and various
other QoS-related information about the frame that varies by frame type and subtype. The QoS Control field
is present in all data frames in which the QoS subfield of the Subtype field is set to 1 (see 7.1.3.1.2). Each
QoS Control field comprises five subfields, as defined for the particular sender (HC or non-AP STA) and
frame type and subtype. The usage of these subfields and the various possible layouts of the QoS Control
field are described 7.1.3.5.1 through 7.1.3.5.7 and illustrated in Table 7-4.

Table 7-4—QoS Control field

Applicable frame Bits

(sub) types 0-3 Bit 4 Bits 5-6 Bit 7 Bits 815

QoS (+)CF-Poll frames sent by

HC TID EOSP | Ack Policy Reserved TXOP Limit

QoS Data, QoS Null, and QoS

Data+CF-Ack frames sent by HC TID EOSP | Ack Policy Reserved | AP PS Buffer State

QoS data frames sent by non-AP TID 0 Ack Policy Reserved TXOP Duration Requested

STAs

TID 1 Ack Policy Reserved Queue Size

7.1.3.5.1 TID subfield

The TID subfield identifies the TC or TS to which the corresponding MSDU, or fragment thereof, in the
Frame Body field belongs. The TID subfield also identifies the TC or TS of traffic for which a TXOP is
being requested, through the setting of TXOP duration requested or queue size. The encoding of the TID
subfield depends on the access policy (see 7.3.2.30) and is shown in Table 7-5. Additional information on
the interpretation of the contents of this field appears in 6.1.1.2 .

Table 7-5—TID subfield

Access polic Usage Allowed values in bits 0-3
poficy g (TID subfield)
EDCA UP for either TC or TS, regardless of whether admission 0-7
control is required
HCCA TSID 8-15
HEMM TSID, regardless of the access mechanism used 8-15

For QoS Data+CF-Poll, the TID subfield in the QoS Control field indicates the TID of the data. For all QoS
(+)CF-Poll frames of subtype Null, the TID subfield in the QoS Control field indicates the TID for which the

Copyright © 2007 IEEE. All rights reserved. 67
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0115



IEEE
Std 802.11-2007 LOCAL AND METROPOLITAN AREA NETWORKS—SPECIFIC REQUIREMENTS

poll is intended. The requirement to respond to that TID is nonbinding, and a STA may respond with any
frame.

7.1.3.5.2 EOSP (end of service period) subfield

The EOSP subfield is 1 bit in length and is used by the HC to indicate the end of the current service period
(SP). The HC sets the EOSP subfield to 1 in its transmission and retransmissions of the SP’s final frame to
end a scheduled/unscheduled SP and sets it to 0 otherwise.

7.1.3.5.3 Ack Policy subfield

The Ack Policy subfield is 2 bits in length and identifies the acknowledgment policy that is followed upon
the delivery of the MPDU. The interpretation of these 2 bits is given in Table 7-6.

Table 7-6—Ack Policy subfield in QoS Control field of QoS data frames

Bits in QoS Control field
Meaning
Bit 5 Bit 6

0 0 Normal Ack.
The addressed recipient returns an ACK or QoS +CF-Ack frame after a short
interframe space (SIFS) period, according to the procedures defined in 9.2.8, 9.3.3,
and 9.9.2.3.
The Ack Policy subfield is set to this value in all directed frames in which the sender
requires acknowledgment. For QoS Null (no data) frames, this is the only permissible
value for the Ack Policy subfield.

1 0 No Ack
The addressed recipient takes no action upon receipt of the frame. More details are
provided in 9.11.
The Ack Policy subfield is set to this value in all directed frames in which the sender
does not require acknowledgment. This combination is also used for broadcast and
multicast frames that use the QoS frame format.

0 1 No explicit acknowledgment.
There may be a response frame to the frame that is received, but it is neither the ACK
nor any data frame of subtype +CF-Ack.
For QoS CF-Poll and QoS CF-Ack+CF-Poll data frames, this is the only permissible
value for the Ack Policy subfield.

1 1 Block Ack
The addressed recipient takes no action upon the receipt of the frame except for
recording the state. The recipient can expect a
BlockAckReq frame in the future to which it responds using the procedure described
in 9.10.

An MSDU is sent using an acknowledgment policy of Normal Ack or Block Ack if the service class
parameter in MA-UNITDATA request primitive is set to QoSAck and of No Ack if the service class
parameter in MA-UNITDATA. request primitive is set to QoSNoAck.

7.1.3.5.4 TXOP Limit subfield

The TXOP Limit subfield is an 8-bit field that is present in QoS data frames of subtypes that include CF-Poll
and specifies the time limit on a TXOP granted by a QoS (+)CF-Poll frame from an HC in a BSS. In QoS
data frames with subtypes that include CF-Poll, the addressed STA is granted a TXOP that begins a SIFS
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period after this frame and lasts no longer than the number of 32 us periods specified by the TXOP limit
value. The range of time values is 32 s to 8160 ps. A TXOP limit value of 0 implies that one MPDU or one
QoS Null frame is to be transmitted immediately following the QoS (+)CF-Poll frame. The TXOP limit is
inclusive of the PHY and IFS overhead, and an AP should account for the overhead when granting TXOPs.

7.1.3.5.5 Queue Size subfield

The Queue Size subfield is an 8-bit field that indicates the amount of buffered traffic for a given TC or TS at
the non-AP STA sending this frame. The Queue Size subfield is present in QoS data frames sent by STAs
associated in a BSS with bit 4 of the QoS Control field set to 1. The AP may use information contained in
the Queue Size subfield to determine the TXOP duration assigned to non-AP STA.

The queue size value is the total size, rounded up to the nearest multiple of 256 octets and expressed in units
of 256 octets, of all MSDUs buffered at the STA (excluding the MSDU of the present QoS data frame) in the
delivery queue used for MSDUs with TID values equal to the value in the TID subfield of this QoS Control
field. A queue size value of 0 is used solely to indicate the absence of any buffered traffic in the queue used
for the specified TID. A queue size value of 254 is used for all sizes greater than 64 768 octets. A queue size
value of 255 is used to indicate an unspecified or unknown size. If a QoS data frame is fragmented, the
queue size value may remain constant in all fragments even if the amount of queued traffic changes as
successive fragments are transmitted.

7.1.3.5.6 TXOP Duration Requested subfield

The TXOP Duration Requested subfield is an 8-bit field that indicates the duration, in units of 32 s, that the
sending STA desires for its next TXOP for the specified TID. The range of time values is 32 us to 8160 Us.
If the calculated TXOP duration requested is not a factor of 32 us, that value is rounded up to the next higher
integer that is a factor of 32 us. The TXOP Duration Requested subfield is present in QoS data frames sent
by non-AP STAs associated in a BSS with bit 4 of the QoS Control field set to 0. The AP may choose to
assign a TXOP duration shorter than that requested in the TXOP Duration Requested subfield. A value of 0
in the TXOP Duration Requested subfield indicates that no TXOP is requested for the MSDUs for the
specified TID in the current SP.

TXOP Duration Requested subfield values are not cumulative. A TXOP duration requested for a particular
TID supersedes any prior TXOP duration requested for that TID. A value of 0 in the TXOP Duration
Requested subfield may be used to cancel a pending unsatisfied TXOP request when its MSDU is no longer
queued for transmission. The TXOP duration requested is inclusive of the PHY and IFS overhead, and a
STA should account for this when attempting to determine whether a given transmission fits within a
specified TXOP duration.

7.1.3.5.7 AP PS Buffer State subfield

The AP PS Buffer State subfield, defined in Figure 7-4, is an 8-bit field that indicates the PS buffer state at
the AP for a non-AP STA. The AP PS Buffer State subfield is further subdivided into three subfields: Buffer
State Indicated, Highest-Priority Buffered AC, and AP Buffered Load.

B8 B9 B10 B11  Bi2 B15
Highest- QoS AP
Reserved B;F;?;ai:jte Priority Buffered
Buffered AC Load

- -
Bits: 1 1 4

Figure 7-4—QoS AP PS Buffer State subfield
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The Buffered State Indicated subfield is 1 bit in length and is used to indicate whether the AP PS buffer state
is specified. A value of 1 indicates that the AP PS buffer state is specified.

The Highest-Priority Buffered AC subfield is 2 bits in length and is used to indicate the AC of the highest
priority traffic remaining that is buffered at the AP, excluding the MSDU of the present frame.

The AP Buffered Load subfield is 4 bits in length and is used to indicate the total buffer size, rounded up to
the nearest multiple of 4096 octets and expressed in units of 4096 octets, of all MSDUs buffered at the QoS
AP (excluding the MSDU of the present QoS data frame). An AP Buffered Load field value of 15 indicates
that the buffer size is greater than 57 344 octets. An AP Buffered Load subfield value of 0 is used solely to
indicate the absence of any buffered traffic for the indicated highest priority buffered AC when the Buffer
State Indicated bit is 1.

When the Buffered State Indicated subfield is set to 0, the Highest-Priority Buffered AC subfield and the AP
Buffered Load subfield are reserved; and the values of these subfields are either unspecified or unknown.

7.1.3.6 Frame Body field

The Frame Body is a variable length field that contains information specific to individual frame types and
subtypes. The minimum frame body is 0 octets. The maximum length frame body is defined by the
maximum length (MSDU + ICV + 1V), where integrity check value (ICV) and initialization vector (IV) are
the WEP fields defined in 8.2.1.

7.1.3.7 FCS field

The FCS field is a 32-bit field containing a 32-bit CRC. The FCS is calculated over all the fields of the MAC
header and the Frame Body field. These are referred to as the calculation fields.

The FCS is calculated using the following standard generator polynomial of degree 32:
G(x)=x32+x26+x23+x22+x16+x12+x11+x10+x8+x7+x5+x4+x2+x+1

The FCS is the ones complement of the sum (modulo 2) of the following:

a)  The remainder of XK x (x31 +x0+x20+ Pt 1) divided (modulo 2) by G(x), where £ is the
number of bits in the calculation fields, and

b) The remainder after multiplication of the contents (treated as a polynomial) of the calculation fields
by x>2 and then division by G(x).

The FCS field is transmitted commencing with the coefficient of the highest-order term.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and
is then modified by division of the calculation fields by the generator polynomial G(x). The ones
complement of this remainder is transmitted, with the highest-order bit first, as the FCS field.

At the receiver, the initial remainder is preset to all ones and the serial incoming bits of the calculation fields
and FCS, when divided by G(x), results in the absence of transmission errors, in a unique nonzero remainder
value. The unique remainder value is the polynomial:

Bly 304,26 25 24 I8 1S M4, 12 A1y 10, 8L 6, 5. 4L 3. Ly
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7.1.4 Duration/ID field in data and management frames

Within all data frames containing QoS CF-Poll, the Duration/ID field value is set to one of the following:
—  One SIFS duration plus the TXOP limit, if the TXOP limit is nonzero, or

— The time required for the transmission of one MPDU of nominal MSDU size and the associated
ACK frame plus two SIFS intervals, if the TXOP limit is zero.

Within all data or management frames sent in a CP by the QoS STAs outside of a controlled access phase
(CAP), following a contention access of the channel, the Duration/ID field is set to one of the following
values:

a)  For management frames, frames with QoS Data subfield set to 0, and unicast data frames with Ack
Policy subfield set to Normal Ack,

1) The time required for the transmission of one ACK frame (including appropriate IFS values), if
the frame is the final fragment of the TXOP, or

2) The time required for the transmission of one ACK frame plus the time required for the
transmission of the following MPDU and its response if required (including appropriate IFS
values).

b)  For unicast data frames with the Ack Policy subfield set to No Ack or Block Ack and for multicast/
broadcast frames,

1) Zero, if the frame is the final fragment of the TXOP, or

2) The time required for the transmission of the following MPDU and its response frame, if
required (including appropriate IFS values).

¢) The minimum of

1) The time required for the transmission the pending MPDUs of the AC and the associated
ACKs, if any, and applicable SIFS durations, and

2) The time limit imposed by the MIB attribute dot] IEDCATableTXOPLimit (dotl1 IEDCAQAP-
TableTXOPLimit for the AP) for that AC minus the already used time within the TXOP.
Within all data or management frames sent under HCCA, to ensure NAV protection for the entire CAP, the

Duration/ID field is set to one of the following values:

—  The remaining duration of the TXOP, if the frame is a nonfinal frame in a TXOP with multiple
frame exchanges.

—  The actual remaining time needed for this frame exchange sequence, if the frame is the sole or final
frame in the TXOP.

7.2 Format of individual frame types
7.2.1 Control frames

In the following descriptions, “immediately previous” frame means a frame whose reception concluded
within the SIFS interval preceding the start of the current frame.
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The subfields within the Frame Control field of control frames are set as illustrated in Figure 7-5.

BO B15
Protocol Type Subtype To From More Retry Pwr More Protected Order
Version DS DS Frag Mgt Data Frame
Protocol Pwr
Version Control Subtype 0 0 0 0 Mgt 0 0 0

Bits : 2 2 4 1 1 1 1 1 1 1 1

Figure 7-5—Frame Control field subfield values within control frames

7.2.1.1 RTS frame format

The frame format for the RTS frame is as defined in Figure 7-6.

Octets: 2 2 6 6 4
Frame .
Control Duration RA TA FCS
MAC Header

Figure 7-6—RTS frame

The RA field of the RTS frame is the address of the STA, on the WM, that is the intended immediate
recipient of the pending directed data or management frame.

The TA field is the address of the STA transmitting the RTS frame.

For all RTS frames sent by non-QoS STAs, the duration value is the time, in microseconds, required to
transmit the pending data or management frame, plus one CTS frame, plus one ACK frame, plus three SIFS
intervals. If the calculated duration includes a fractional microsecond, that value is rounded up to the next
higher integer. For all RTS frames sent by STAs under EDCA, following a contention access of the channel,
the duration value is set in the following manner:

— If the NAV protection is desired for only the first or sole frame in the TXOP, the duration value is
set to the time, in microseconds, required to transmit the pending frame, plus one CTS frame, plus
one ACK frame if required, plus three SIFS intervals.

—  Otherwise, the duration value is set to the remaining duration of the TXOP.

For all RTS frames sent under HCCA, the duration value is set to one of the following values:

— If the pending frame is the final frame, the duration value is set to the time, in microseconds,
required to transmit the pending frame, plus one CTS frame, plus one ACK frame if required, plus
three SIFS intervals.

—  If the pending frame is not the final frame in the TXOP, the duration value is set to the remaining
duration of the TXOP.
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7.2.1.2 CTS frame format

The frame format for the CTS frame is as defined in Figure 7-7.

Octets: 2 2 6 4
Frame .
Control Duration RA FCS
MAC Header

Figure 7-7—CTS frame

When the CTS frame follows an RTS frame, the RA field of the CTS frame is copied from the TA field of
the immediately previous RTS frame to which the CTS is a response. When the CTS is the first frame in a
frame exchange, the RA field is set to the MAC address of the transmitter.

For all CTS frames sent in response to RTS frames, the duration value is the value obtained from the
Duration field of the immediately previous RTS frame, minus the time, in microseconds, required to
transmit the CTS frame and its SIFS interval. If the calculated duration includes a fractional microsecond,
that value is rounded up to the next higher integer.

At anon-QoS STA, if the CTS is the first frame in the exchange and the pending data or management frame
requires acknowledgment, the duration value is the time, in microseconds, required to transmit the pending
data or management frame, plus two SIFS intervals plus one ACK frame. At a non-QoS STA, if the CTS is
the first frame in the exchange and the pending data or management frame does not require
acknowledgment, the duration value is the time, in microseconds, required to transmit the pending data or
management frame, plus one SIFS interval. If the calculated duration includes a fractional microsecond, that
value is rounded up to the next higher integer.

For all CTS frames sent by STAs as the first frame in the exchange under EDCA, the duration value is set in
the following manner:

— Ifthe NAV protection is desired for only the first or sole frame in the TXOP the duration value is set
to

— The time, in microseconds, required to transmit the pending frame, plus one SIFS interval, plus
the response frame (ACK or Block Ack), plus an additional SIFS interval, if there is a response
frame, or

— The time, in microseconds, required to transmit the pending frame, plus one SIFS interval, if
there is no response frame.

—  Otherwise, the duration value is set to the remaining duration of the TXOP.

For CTS frames sent under HCCA, the duration value is set to one of the following values:
— If the pending frame is the sole frame in the TXOP, the duration value is set to

— The time, in microseconds, required to transmit the pending frame, plus one SIFS interval, plus
the response frame (ACK or Block Ack), plus an additional SIFS interval, if there is a response
frame, or

— The time, in microseconds, required to transmit the pending frame, plus one SIFS interval, if
there is no response frame.

—  If the pending frame is not the final frame in the TXOP, the duration value is set to the remaining
duration of the TXOP.
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7.2.1.3 ACK frame format

The frame format for the ACK frame is as defined in Figure 7-8.

Octets: 2 2 6 4
Frame .
Control Duration RA FCS
) MAC Header i

Figure 7-8—ACK frame

The RA field of the ACK frame is copied from the Address 2 field of the immediately previous directed
data, management, BlockAckReq control, BlockAck control, or PS-Poll control frame.

For ACK frames sent by non-QoS STAs, if the More Fragments bit was set to 0 in the Frame Control field of
the immediately previous directed data or management frame, the duration value is set to 0. In all other ACK
frames, the duration value is the value obtained from the Duration/ID field of the immediately previous data,
management, PS-Poll, BlockAckReq, or BlockAck frame minus the time, in microseconds, required to
transmit the ACK frame and its SIFS interval. If the calculated duration includes a fractional microsecond,
that value is rounded up to the next higher integer.

7.2.1.4 PS-Poll frame format

The frame format for the PS-Poll frame is as defined in Figure 7-9.

Octets: 2 2 6 6 4
Frame BSSID
Control AID (RA) A FCS
MAC Header g

Figure 7-9—PS-Poll frame

The BSSID is the address of the STA contained in the AP. The TA field is the address of the STA
transmitting the frame. The AID is the value assigned to the STA transmitting the frame by the AP in the
association response frame that established that STA’s current association.

The AID value always has its two MSBs each set to 1.

7.2.1.5 CF-End frame format

The frame format for the CF-End frame is as defined in Figure 7-10.

Octets: 2 2 6 6 4
Frame : BSSID
Control Duration RA (TA) FCS
MAC Header g

Figure 7-10—CF-End frame
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The BSSID field is the address of the STA contained in the AP. The RA field is the broadcast group address.
The Duration field is set to 0.
7.2.1.6 CF-End+CF-Ack frame format

The frame format for the CF-End+CF-Ack frame is as defined in Figure 7-11.

Octets: 2 2 6 6 4
Frame . BSSID
Control Duration RA (TA) FCS
MAC Header -

Figure 7-11—CF-End+CF-Ack frame
The BSSID field is the address of the STA contained in the AP. The RA field is the broadcast group address.
The Duration field is set to 0.
7.2.1.7 Block Ack Request (BlockAckReq) frame format

The frame format of the BlockAckReq frame is defined in Figure 7-12.

Octets: 2 2 il ] 2 2 4
Frame Duration/ RA TA BAR Control Block Ack Starting Fes
Control D Sequence Control
B MAC Header "

Figure 7-12—BlockAckReq frame

The Duration/ID field value is greater than or equal to the time'%, in microseconds, required to transmit one
ACK or BlockAck frame, as applicable, plus one SIFS interval. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

The RA field of the BlockAckReq frame is the address of the recipient STA.

The TA field is the address of the STA transmitting the BlockAckReq frame.

The BAR Control field is shown in Figure 7-13.

BO Bi1 B12 Bis

Reserved TID

Bits: 12 4

Figure 7-13—BAR Control field

16T6 allow the possibility of time remaining in the TXOP, which the sender may use to schedule other transmissions.
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The TID subfield of the BAR Control field contains the TID for which a BlockAck frame is requested.

The Block Ack Starting Sequence Control field is shown in Figure 7-14. The Starting Sequence number
subfield is the sequence number of the first MSDU for which this BlockAckReq is sent. The Fragment
Number subfield is always set to 0.

BO B3 B4 B15
Fragment
Number (0) Starting Sequence Number

Bits: 4 12
Figure 7-14—Block Ack Starting Sequence Control field
7.2.1.8 Block Ack (BlockAck) frame format

The frame format of the BlockAck frame is defined in Figure 7-15.

Octets: 2 2 1] 1] 2 2 128 4
Frame Duration/ Block Ack Starting Block Ack
Control D RA TA BA Control Sequence Control Bitmap FCS
h MAC Header o

Figure 7-15—BlockAck frame

If the BlockAck frame is sent in response to the BlockAckReq frame, the Duration/ID field value is the
value obtained from the Duration/ID field of the immediate BlockAckReq frame, minus the time, in
microseconds, required to transmit the BlockAck frame and its SIFS interval. If the BlockAck frame is not
sent in response to the BlockAckReq, the Duration/ID field value is greater than (subject to the TXOP limit)
or equal to the time!” for transmission of an ACK frame plus a SIFS interval. If the calculated duration
includes a fractional microsecond, that value is rounded to the next higher integer.

The RA field of the BlockAck frame is the address of the recipient STA that requested the Block Ack.
The TA field is the address of the STA transmitting the BlockAck frame.

The BA Control field defined in Figure 7-16 consists of the TID subfield.

BO Bi11 Biz Bi1S

Reserved TID

Bits: 12 4
Figure 7-16—BA Control field

The Block Ack Starting Sequence Control field is defined in 7.2.1.7 and is set to the same value as in the
immediately previously received BlockAckReq frame.

The Block Ack Bitmap field is 128 octets in length and is used to indicate the receiving status of up to 64
MSDUs. Bit position 7 of the Block Ack bitmap, if set to 1, acknowledges receipt of an MPDU with an

"The default values for TXOP limit are expressed in milliseconds and are multiples of 32 us.

76 Copyright © 2007 IEEE. All rights reserved.
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0124



IEEE
PART 11: WIRELESS LAN MAC AND PHY SPECIFICATIONS Std 802.11-2007

MPDU sequence control value equal to (Block Ack Starting Sequence Control + n). Bit position n of the
Block Ack bitmap, if set to 0, indicates that an MPDU with MPDU sequence control value equal to (Block
Ack Starting Sequence Control + n) has not been received. For unused fragment numbers of an MSDU, the
corresponding bits in the bitmap are set to 0.

7.2.2 Data frames

The frame format for a data frame is dependent on the QoS subfield of the Subtype field and is as defined in

Figure 7-17.
Octets: 2 2 1] L] 6 2 6 2 0-23424 4
cf;f::zl D"rfg'““’ Address 1 | Address 2 | Address 3 sgﬂ‘r':r':ﬁe Address 4 c?rﬁ?m F;:':: FCS
- >
MAC Header

Figure 7-17—Data frame

Data frames with a value of 1 in the QoS subfield of the Subtype field are collectively referred to as QoS
data frames. Each of these data subtypes contains QoS in their names, and this frame format is distinguished
by the presence of a QoS Control field in the MAC header. Data frames with a value of 0 in the QoS subfield
of the Subtype field do not have the QoS Control field.

A QoS STA always uses QoS data frames for data transmissions to other QoS STAs. A QoS STA uses
frames with the QoS subfield of the Subtype field set to 0 for data transmissions to non-QoS STAs. A non-
QoS STA always uses frames with the QoS subfield of the Subtype field set to 0 for data transmissions to
other STAs. All STAs use frames with the QoS subfield of the Subtype field set to 0 for broadcast data
frames unless a transmitting STA knows that all STAs in a BSS have QoS capability, in which case the
transmitting STAs use QoS data frames. All STAs use frames with the QoS subfield of the Subtype field set
to 0 for multicast data frames unless it is known to the transmitter that all STAs in the BSS that are members
of the multicast group have QoS capability, in which case STAs use QoS data frames.

The content of the address fields of data frames are dependent upon the values of the To DS and From DS
fields in the Frame Control field and are defined in Table 7-7. Where the content of a field is shown as not
applicable (N/A), the field is omitted. Note that Address 1 always holds the receiver address of the intended
receiver (or, in the case of multicast frames, receivers), and that Address 2 always holds the address of the
STA that is transmitting the frame.

Table 7-7—Address field contents

ToDS | From DS Address 1 Address 2 Address 3 | Address 4
0 0 RA =DA TA =SA BSSID N/A
0 1 RA =DA TA = BSSID SA N/A
1 0 RA =BSSID TA=SA DA N/A
1 1 RA TA DA SA
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A STA uses the contents of the Address 1 field to perform address matching for receive decisions. In cases
where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast
or multicast originated from a STA in the BSS of which the receiving STA is a member.

A STA uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is
necessary.

The DA field is the destination of the MSDU (or fragment thereof) in the Frame Body field.

The SA field is the address of the MAC entity that initiated the MSDU (or fragment thereof) in the Frame
Body field.

The RA field is the unicast address of the STA that is the immediate intended receiver of the frame or the
multicast or broadcast address of the STAs that are the immediate intended receivers of the frame.

The TA field is the address of the STA that is transmitting the frame.

The BSSID of the Data frame is determined as follows:

a) If the STA is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b) Ifthe STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

The Sequence Control field is defined in 7.1.3.4. The Sequence Control field for QoS (+)Null frames is
ignored by the receiver upon reception.

The QoS Control field is defined in 7.1.3.5.

The frame body consists of the MSDU, or a fragment thereof, and a security header and trailer (if and only if
the Protected Frame subfield in the Frame Control field is set to 1). The frame body is null (0 octets in
length) in data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll
(no data), regardless of the encoding of the QoS subfield in the Frame Control field.

For data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no
data) and for the corresponding QoS data frame subtypes, the Frame Body field is omitted; these subtypes
are used for MAC control purposes. For data frames of subtypes Data, Data+CF-Ack, Data+CF-Poll, and
Data+CF-Ack+CF+Poll and for the corresponding four QoS data frame subtypes, the Frame Body field
contains all of, or a fragment of, an MSDU after any encapsulation for security.

The maximum length of the Frame Body field can be determined from the maximum MSDU length plus any
overhead from encapsulation for encryption (i.e., it is always possible to send a maximum length MSDU,
with any encapsulations provided by the MAC layer within a single data MPDU)).

Within all data frames sent by STAs during the CFP under PCF, the Duration/ID field is set to 32 768.
Within all data frames sent by the QoS STA, the Duration/ID field contains a duration value as defined in
7.1.4. Within all data frames sent during the CP by non-QoS STAs, the Duration/ID field is set according to
the following rules:

— Ifthe Address 1 field contains a group address, the duration value is set to 0.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.
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— If the More Fragments bit is set to 1 in the Frame Control field of a frame and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that determine the data rate at
which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes
a fractional microsecond, that value is rounded up to the next higher integer. All STAs process Duration/ID
field values less than or equal to 32 767 from valid data frames (without regard for the RA, DA, and/or
BSSID address values that may be present in these frames) to update their NAV settings as appropriate
under the coordination function rules.

7.2.3 Management frames

The frame format for a management frame is independent of frame subtype and is as defined in Figure 7-18.

Octets: 2 2 6 6 6 2 0-2312 4
Frame . Address 1 Sequence
Control Duration (DA) SA BSSID Control Frame Body FCS
) MAC Header -

Figure 7-18—Management frame format

A STA uses the contents of the Address 1 (DA) field to perform the address matching for receive decisions.
In the case where the Address 1 (DA) field contains a group address and the frame type is other than Beacon,
the BSSID also is validated to ensure that the broadcast or multicast originated from a STA in the BSS of
which the receiving STA is a member. If the frame type is Beacon, other address matching rules apply, as
specified in 11.1.2.3. Frames of type Probe Request with a group address in the Address 1 field are
processed as described in 11.1.3.2.1.

The address fields for management frames do not vary by frame subtype.

The BSSID of the management frame is determined as follows:

a) Ifthe STA is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b) Ifthe STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

¢) In management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the
wildcard BSSID as defined in the procedures specified in 11.1.3.

The DA field is the destination of the frame.
The SA field is the address of the STA transmitting the frame.

Within all management frames sent by STAs during the CFP under PCF, the Duration field is set to the
value 32 768. Within all management frames sent by the QoS STA, the Duration field contains a duration
value as defined in 7.1.4. Within all management frames sent during the CP by non-QoS STAs, the Duration
field is set according to the following rules:

— If the DA field contains a group address, the duration value is set to 0.

—  If the More Fragments bit is set to 0 in the Frame Control field of a frame and the DA field contains
an individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval.
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— If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the DA field contains
an individual address, the duration value is set to the time, in microseconds, required to transmit the
next fragment of this management frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the management frame is based on the rules in 9.6 that determine the data
rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration
includes a fractional microsecond, that value is rounded up to the next higher integer. All STAs process
Duration field values less than or equal to 32 767 from valid management frames to update their NAV
settings as appropriate under the coordination function rules.

The frame body consists of the fields followed by the information elements defined for each management
frame subtype. All fields and information elements are mandatory unless stated otherwise and appear in the
specified, relative order. STAs that encounter an element ID they do not recognize in the frame body of a
received management frame ignore that element and continue to parse the remainder of the management
frame body (if any) for additional information elements with recognizable element IDs. A STA receiving a
vendor-specific IE that it does not support shall ignore the vendor-specific IE. Unused element ID codes are
reserved.

Gaps may exist in the ordering of fields and elements within frames. The order that remains shall be
ascending.

7.2.3.1 Beacon frame format

The frame body of a management frame of subtype Beacon contains the information shown in Table 7-8. If
the dotl1MultiDomainCapabilityEnabled attribute is true, a STA shall include a Country information
element in the transmission of Beacon frames. Optionally, the Beacon frame format may also include the
information described in either or both of FH Parameters and FH Pattern Table elements. If both FH
Parameters and FH Pattern Table elements are sent, they shall describe the same hopping pattern. Note that
the information described in FH Parameters and FH Pattern Table elements also may be contained in the
Probe Response frame.

Table 7-8—Beacon frame body

Order Information Notes
1 Timestamp
2 Beacon interval
3 Capability
4 Service Set
Identifier (SSID)

5 Supported rates

6 Frequency-Hopping | The FH Parameter Set information element is present within
(FH) Parameter Set Beacon frames generated by STAs using FH PHYSs.

7 DS Parameter Set The DS Parameter Set information element is present within
Beacon frames generated by STAs using Clause 15, Clause 18,
and Clause 19 PHYs.

8 CF Parameter Set The CF Parameter Set information element is present only within
Beacon frames generated by APs supporting a PCF.

9 IBSS Parameter Set | The IBSS Parameter Set information element is present only
within Beacon frames generated by STAs in an IBSS.
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Table 7-8—Beacon frame body (continued)

Order Information Notes
10 Traffic indication The TIM information element is present only within Beacon
map (TIM) frames generated by APs.
11 Country The Country information element shall be present when

dot11MultiDomainCapabilityEnabled is true or
dotl1SpectrumManagementRequired is true.

12 FH Parameters FH Parameters as specified in 7.3.2.10 may be included if
dot11MultiDomainCapabilityEnabled is true.

13 FH Pattern Table FH Pattern Table information as specified in 7.3.2.11 may be
included if dot11MultiDomainCapabilityEnabled is true.

14 Power Constraint Power Constraint element shall be present if
dot11SpectrumManagementRequired is true.

15 Channel Switch Channel Switch Announcement element may be present if
Announcement dot11SpectrumManagementRequired is true.
16 Quiet Quiet element may be present if

dotl1SpectrumManagementRequired is true.

17 IBSS DFS IBSS DFS element shall be present if
dot11SpectrumManagementRequired is true in an IBSS.

18 TPC Report TPC Report element shall be present if
dot11SpectrumManagementRequired is true.

19 ERP Information The ERP Information element is present within Beacon frames
generated by STAs using extended rate PHY's (ERPs) defined in
Clause 19 and is optionally present in other cases.

20 Extended Supported | The Extended Supported Rates element is present whenever there
Rates are more than eight supported rates, and it is optional otherwise.

21 RSN The RSN information element shall be present within Beacon
frames generated by STAs that have dot] IRSNAEnabled set to
TRUE.

22 BSS Load The BSS Load element is present when dot11QosOption-
Implemented and dot11QBSSLoadlmplemented are both true.

23 EDCA Parameter The EDCA Parameter Set element is present when

Set dot11QosOptionlmplemented is true and the QoS Capability
element is not present.

24 QoS Capability The QoS Capability element is present when dot11QosOption-
Implemented is true and EDCA Parameter Set element is not
present.

Last Vendor Specific One or more vendor-specific information elements may appear in
this frame. This information element follows all other information
elements.

7.2.3.2 IBSS ATIM frame format
The frame body of a management frame of subtype ATIM is null.
7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in
Table 7-9.
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Table 7-9—Disassociation frame body

Order Information
1 Reason code
2 One or more vendor-specific information elements may appear in this frame.

7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in

Table 7-10.
Table 7-10—Association Request frame body
Order Information Notes

1 Capability

2 Listen interval

3 SSID

4 Supported rates

5 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

6 Power Capability The Power Capability element shall be present if
dot11SpectrumManagementRequired is true.

7 Supported Channels The Supported Channels element shall be present if
dot11SpectrumManagementRequired is true.

8 RSN The RSN information element is only present within Association
Request frames generated by STAs that have dot1 IRSNAEnabled
set to TRUE.

9 QoS Capability The QoS Capability element is present when dot11QosOption-
Implemented is true.

Last Vendor Specific One or more vendor-specific information elements may appear in
this frame. This information element follows all other information
elements.

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in

Table 7-11.
Table 7-11—Association Response frame body
Order Information Notes
1 Capability
2 Status code
3 AID
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Table 7-11—Association Response frame body (continued)

Order Information Notes

4 Supported rates

5 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

6 EDCA Parameter Set

Last Vendor Specific One or more vendor-specific information elements may appear in

this frame. This information element follows all other information
elements.

7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown

in Table 7-12.

Table 7-12—Reassociation Request frame body

Order Information Notes

1 Capability

2 Listen interval

3 Current AP address

4 SSID

5 Supported rates

6 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

7 Power Capability The Power Capability element shall be present if
dot11SpectrumManagementRequired is true.

8 Supported Channels The Supported Channels element shall be present if
dot11SpectrumManagementRequired is true.

9 RSN The RSN information element is only present within
Reassociation Request frames generated by STAs that have
dot11IRSNAEnabled set to TRUE.

10 QoS Capability The QoS Capability element is present when dot11QosOption-
Implemented is true.

Last Vendor Specific One or more vendor-specific information elements may appear in
this frame. This information element follows all other information
elements.

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassociation Response contains the information shown

in Table 7-13.
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Table 7-13—Reassociation Response frame body

Order Information Notes

1 Capability

2 Status code

3 AID

4 Supported rates

5 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

6 EDCA Parameter Set

Last Vendor Specific One or more vendor-specific information elements may appear in

this frame. This information element follows all other information
elements.

7.2.3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains the information shown in
Table 7-14. If the dotl1MultiDomainCapabilityEnabled attribute is true, a STA may include a Request
information element in the Probe Request frame. The format of the Request information element is specified

in 7.3.2.12.
Table 7-14—Probe Request frame body
Order Information Notes

1 SSID

2 Supported rates

3 Request information May be included if dot1 1 MultiDomainCapabilityEnabled is true.

4 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

Last Vendor Specific One or more vendor-specific information elements may appear in

this frame. This information element follows all other information
elements.

7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response contains the information shown in
Table 7-15. If the dotl 1MultiDomainCapabilityEnabled attribute is true, the Probe Response frame contains
a Country information element and all information elements identified by the Requested Element IDs of a
Request information element. Note that the information returned as a result of a Probe Request frame with a
Request information element may include the FH parameters and/or the FH Pattern Table possibly
replicating optional elements identified by orders 12 and 13.

A STA shall return only the information elements that it supports. In an improperly formed Request
information element, a STA may ignore the first information element requested that is not ordered properly
and all subsequent information elements requested. In the probe response frame, the STA shall return the
requested information elements in the same order as requested in the Request information element.
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Order Information Notes

1 Timestamp

2 Beacon interval

3 Capability

4 SSID

5 Supported rates

6 FH Parameter Set The FH Parameter Set information element is present within
Probe Response frames generated by STAs using FH PHYs.

7 DS Parameter Set The DS Parameter Set information element is present within
Probe Response frames generated by STAs using Clause 15,
Clause 18, and Clause 19 PHYs.

8 CF Parameter Set The CF Parameter Set information element is present only within
Probe Response frames generated by APs supporting a PCF.

9 IBSS Parameter Set The IBSS Parameter Set information element is present only
within Probe Response frames generated by STAs in an IBSS.

10 Country Included if dot11MultiDomainCapabilityEnabled or
dot11SpectrumManagementRequired is true.

11 FH Parameters FH Parameters, as specified in 7.3.2.10, may be included if
dot11MultiDomainCapabilityEnabled is true.

12 FH Pattern Table FH Pattern Table information, as specified in 7.3.2.11, may be
included if dotl 1 MultiDomainCapabilityEnabled is true.

13 Power Constraint Shall be included if dot11SpectrumManagementRequired is true.

14 Channel Switch May be included if dot11SpectrumManagementRequired is true.

Announcement

15 Quiet May be included if dot11SpectrumManagementRequired is true.

16 IBSS DFS Shall be included if dot11SpectrumManagementRequired is true
in an IBSS.

17 TPC Report Shall be included if dot11SpectrumManagementRequired is true.

18 ERP Information The ERP Information element is present within Probe Response
frames generated by STAs using ERPs and is optionally present in
other cases.

19 Extended Supported Rates The Extended Supported Rates element is present whenever there
are more than eight supported rates, and it is optional otherwise.

20 RSN The RSN information element is only present within Probe
Response frames generated by STAs that have dot] IRSNA-
Enabled set to TRUE.

21 BSS Load The BSS Load element is present when dot11QosOption-
Implemented and dot1 1QBSSLoadlmplemented are both true.

22 EDCA Parameter Set The EDCA Parameter Set element is present when
dot11QosOptionImplemented is true.

Last—/ Vendor Specific One or more vendor-specific information elements may appear in
this frame. This information element follows all other information
elements, except the Requested Information elements.

Last-n Requested information Elements requested by the Request information element of the

elements Probe Request frame.
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7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication contains the information shown in
Table 7-16. Only Authentication frames with the authentication algorithm set to Open System authentication
may be used within an RSNA. RSNA STAs shall not associate if shared authentication was invoked prior to
RSN association.

Table 7-16—Authentication frame body

Order Information Notes
1 Authentication algorithm
number
2 Authentication transaction

sequence number

3 Status code The status code information is reserved in certain Authentication
frames as defined in Table 7-17.

4 Challenge text The challenge text information is present only in certain
Authentication frames as defined in Table 7-17.
Last Vendor Specific One or more vendor-specific information elements may appear in
this frame. This information element follows all other information
elements.

Table 7-17—Presence of challenge text information element

Authent.ication Aut.hentication Status code Challenge text
algorithm transaction sequence no.
Open System 1 Reserved Not present
Open System 2 Status Not present
Shared Key 1 Reserved Not present
Shared Key 2 Status Present
Shared Key 3 Reserved Present
Shared Key 4 Status Not present

7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in

Table 7-18.
Table 7-18—Deauthentication frame body
Order Information
1 Reason code
Last One or more vendor-specific information elements may appear in this frame.
This information element follows all other information elements.
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7.2.3.12 Action frame format

IEEE
Std 802.11-2007

The frame body of a management frame of subtype Action contains the information shown in Table 7-19.

Table 7-19—Action frame body

Order

Information

Action

Last

One or more vendor-specific information elements may appear in this frame.
This information element follows all other information elements.

7.3 Management frame body components

7.3.1 Fields that are not information elements

7.3.1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the
Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field is
illustrated in Figure 7-19. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key

All other values of authentication number are reserved.

B15

BO
Authentication Algorithm
Number
Octets: ¢ 2 >

Figure 7-19—Authentication Algorithm Number field

7.3.1.2 Authentication Transaction Sequence Number field

The Authentication Transaction Sequence Number field indicates the current state of progress through a
multistep transaction. The length of the Authentication Transaction Sequence Number field is 2 octets. The
Authentication Transaction Sequence Number field is illustrated in Figure 7-20.

BO B15
Authentication Transaction
Sequenctla Number
Octets: < 2 >

Figure 7-20—Authentication Transaction Sequence Number field
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7.3.1.3 Beacon Interval field

The Beacon Interval field represents the number of time units (TUs) between target beacon transmission
times (TBTTs). The length of the Beacon Interval field is 2 octets. The Beacon Interval field is illustrated in
Figure 7-21.

BO B15

Beacon Interval
1

v

Octets: ¢ 2

Figure 7-21—Beacon Interval field

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or
advertised optional capabilities.

The length of the Capability Information field is 2 octets. The format of the Capability Information field is
defined in Figure 7-22. No subfield is supplied for ERP as a STA supports ERP operation if it includes all of
the Clause 19 mandatory rates in its supported rate set.

BO B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12 B13 B14 B15
Ess [iBss| CF | CF-Poll [priyacy| Short | pgcc | Channel|Spectrum| o Short apsp| Re- |DSSS- Delayed 'ZEZ'
Pollable | Request Preamble Agility Mgmt Time servedOFDM Block Ack|g|ock AcK
Octets:
- 2 o

Figure 7-22—Capability Information field
Each Capability Information subfield is interpreted according to the management frame subtype, as defined
in this subclause.
APs set the ESS subfield to 1 and the IBSS subfield to 0 within transmitted Beacon or Probe Response
management frames. STAs within an IBSS set the ESS subfield to 0 and the IBSS subfield to 1 in
transmitted Beacon or Probe Response management frames.
STAs set the QoS, CF-Pollable, and CF-Poll Request subfields in Association and Reassociation Request

management frames according to Table 7-20.

Table 7-20—STA usage of QoS, CF-Pollable, and CF-Poll Request

QoS | CF-Pollable Sel:]-lll)eosltl Meaning
0 0 0 STA is not CF-Pollable
0 0 1 STA is CF-Pollable, not requesting to be placed on the CF-Polling list
0 1 0 STA is CF-Pollable, requesting to be placed on the CF-Polling list
0 1 1 STA is CF-Pollable, requesting never to be polled
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Table 7-20—STA usage of QoS, CF-Pollable, and CF-Poll Request (continued)

QoS | CF-Pollable Eg:&ltl Meaning
1 0 0 QoS STA requesting association in a QoS BSS
1 0 1 Reserved
1 1 0 Reserved
1 1 1 Reserved

APs set the CF-Pollable and CF-Poll Request subfields in Beacon and Probe Response management frames
according to Table 7-21. A non-QoS AP sets the CF-Pollable and CF-Poll Request subfield values in
Association Response and Reassociation Response management frames equal to the values in the last
Beacon or Probe Response frame that it transmitted.

Table 7-21—AP usage of QoS, CF-Pollable, and CF-Poll Request

QoS CF-Pollable Ef(iggsli Meaning

0 0 0 No PC at non-QoS AP

0 1 PC at non-QoS AP for delivery only (no polling)

0 1 0 PC at non-QoS AP for delivery and polling

0 1 1 Reserved

1 0 0 QoS AP (HC) does not use CFP for delivery of unicast data frames

1 0 1 QoS AP (HC) uses CFP for delivery, but does not send CF-Polls to
non-QoS STAs

1 1 0 QoS AP (HC) uses CFP for delivery, and sends CF-Polls to non-QoS
STAs

1 1 1 Reserved

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and
Reassociation Response management frames if data confidentiality is required for all data frames exchanged
within the BSS. If data confidentiality is not required, the Privacy subfield is set to 0.

In an RSNA, non-AP STAs in an ESS set the Privacy subfield to 0 within transmitted Association and
Reassociation Request management frames. APs ignore the Privacy subfield within received Association
and Reassociation Request management frames.

STAs within an ESS set the Privacy subfield to 1 in DLS Request and DLS Response frames if encryption is
required for all data frames exchanged. If encryption is not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management
frames if data confidentiality is required for all data frames exchanged within the IBSS. If data
confidentiality is not required, STAs in an IBSS set the Privacy subfield to 0 within these management
frames.

STAs that include the RSN information element in Beacon and Probe Response frames shall set the Privacy
subfield to 1 in any frame that includes the RSN information element.
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APs (as well as STAs in IBSSs) shall set the Short Preamble subfield to 1 in transmitted Beacon, Probe
Response, Association Response, and Reassociation Response MMPDUS to indicate that the use of the short
preamble, as described in 18.2.2.2, is allowed within this BSS. To indicate that the use of the short preamble
is not allowed, the Short Preamble subfield shall be set to 0 in Beacon, Probe Response, Association
Response, and Reassociation Response MMPDUs transmitted within the BSS.

ERP STAs shall set the MIB variable dotl1ShortPreambleOptionImplemented to true as all ERP devices
support both long and short preamble formats.

STAs shall set the Short Preamble subfield to 1 in transmitted Association Request and Reassociation
Request management frames and in DLS Request and DLS Response frames when the MIB attribute
dot11ShortPreambleOptionImplemented is true. Otherwise, STAs shall set the Short Preamble subfield to 0.

APs (as well as STAs in IBSSs) shall set the PBCC subfield to 1 in transmitted Beacon, Probe Response,
Association Response, and Reassociation Response management frames to indicate that the packet binary
convolutional code (PBCC) modulation option, as described in 18.4.6.6 and 19.6, is allowed within this
BSS. To indicate that the PBCC modulation option is not allowed, the PBCC subfield shall be set to 0.

STAs shall set the PBCC subfield to 1 in transmitted Association Request, Reassociation Request, DLS
Request, and DLS Response frames when the MIB attribute dotl 1PBCCOption-Implemented is true.
Otherwise, STAs shall set the PBCC subfield to 0.

Bit 7 of the Capabilities Information field shall be used to indicate Channel Agility capability by the High
Rate direct sequence spread spectrum (HR/DSSS) PHY or ERP. STAs shall set the Channel Agility bit to 1
when Channel Agility is in use and shall set it to 0 otherwise.

A STA shall set the Spectrum Management subfield in the Capability Information field to 1 if the STA’s
dotl 1SpectrumManagementRequired is true; otherwise, it shall be set to 0.

STAs set the QoS subfield to 1 within the Capability Information field when the MIB attribute dotl1Qos-
OptionImplemented is true and set it to 0 otherwise.

STAs shall set the Short Slot Time subfield to 1 in transmitted Association Request, Reassociation Request,
DLS Request, and DLS Response MMPDUs when the MIB attribute dotl1ShortSlotTime-
OptionImplemented and dot11ShortSlotTimeOptionEnabled are true. Otherwise, the STA shall set the Short
Slot Time subfield to 0 in transmitted Association Request and Reassociation Request MMPDUs.

If a STA that does not support Short Slot Time associates, the AP shall use long slot time beginning at the
first Beacon subsequent to the association of the long slot time STA. APs shall set the Short Slot Time
subfield in transmitted Beacon, Probe Response, Association Response, and Reassociation Response
MMPDUs to indicate the currently used slot time value within this BSS.

STAs shall set the MAC variable aSlotTime to the short slot value upon transmission or reception of
Beacon, Probe Response, Association Response, and Reassociation Response MMPDUs from the BSS that
the STA has joined or started and that have the short slot subfield set to 1 when the MIB attribute
dot11ShortSlotTimeOptionImplemented is true. STAs shall set the MAC variable aSlotTime to the long slot
value upon transmission or reception of Beacon, Probe Response, Association Response, and Reassociation
Response MMPDUs from the BSS that the STA has joined or started and that have the short slot subfield set
to 0 when the MIB attribute dotl1ShortSlotTimeOptionImplemented is true. STAs shall set the MAC
variable aSlotTime to the long slot value at all times when the MIB attribute dotl1ShortSlotTime-
Optionlmplemented is false. When the dotl1ShortSlotTimeOptionlmplemented MIB attribute is not
present, or when the PHY supports only a single slot time value, then the STA shall set the MAC variable
aSlotTime to the slot value appropriate for the attached PHY.
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For IBSS, the Short Slot Time subfield shall be set to 0.

APs set the APSD subfield to 1 within the Capability Information field when the MIB attribute
dot1 IAPSDOptionImplemented is true and set it to 0 otherwise. STAs always set this subfield to 0.

APs as well as STAs in IBSSs shall set the DSSS-OFDM subfield to 1 in transmitted Beacon, Probe
Response, Association Response, and Reassociation Response MMPDUs to indicate that the use of direct
sequence spread spectrum with orthogonal frequency division multiplexing (DSSS-OFDM), as described in
19.7, is allowed within this BSS or by STAs that want to use DSSS-OFDM within an IBSS. To indicate that
the use of DSSS-OFDM is not allowed, the DSSS-OFDM subfield shall be set to 0 in Beacon, Probe
Response, Association Response, and Reassociation Response MMPDUs transmitted within the BSS.

STAs shall set the DSSS-OFDM subfield to 1 in transmitted Association Request, Reassociation Request,
DLS Request, and DLS Response MMPDUs when the MIB attribute dotl1DSSS-
OFDMOptionlmplemented and dot11DSSS-OFDMOptionEnabled are true. Otherwise, STAs shall set the
DSSS-OFDM subfield to 0 in transmitted Association Request and Reassociation Request MMPDUs.

STAs set the Delayed Block Ack subfield to 1 within the Capability Information field when the MIB
attribute dotl 1DelayedBlockAckOptionlmplemented is true and set it to 0 otherwise.

STAs set the Immediate Block Ack subfield to 1 within the Capability Information field when the MIB
attribute dotl 1ImmediateBlockAckOptionlmplemented is true and set it to 0 otherwise.

Unused bits of the Capability Information field are reserved.
7.3.1.5 Current AP Address field

The Current AP Address field is the MAC address of the AP with which the STA is currently associated. The
length of the Current AP Address field is 6 octets. The Current AP Address field is illustrated in Figure 7-23.

BO B47

Current AP Address

Octets: ¢ 6

v

Figure 7-23—Current AP Address field
7.3.1.6 Listen Interval field

The Listen Interval field is used to indicate to the AP how often a STA in power save mode wakes to listen
to Beacon management frames. The value of this parameter is the STA’s Listen Interval parameter of the
MLME-ASSOCIATE.request primitive and is expressed in units of Beacon Interval. The length of the
Listen Interval field is 2 octets. The Listen Interval field is illustrated in Figure 7-24.

BO B15

Listen Interval
1

v

Octets: < 2
Figure 7-24—Listen Interval field

An AP may use the Listen Interval information in determining the lifetime of frames that it buffers for a STA.

Copyright © 2007 IEEE. All rights reserved. 91
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0139



IEEE
Std 802.11-2007 LOCAL AND METROPOLITAN AREA NETWORKS—SPECIFIC REQUIREMENTS

7.3.1.7 Reason Code field

This Reason Code field is used to indicate the reason that an unsolicited notification management frame of
type Disassociation, Deauthentication, DELTS, DELBA, or DLS Teardown was generated. The length of the
Reason Code field is 2 octets. The Reason Code field is illustrated in Figure 7-25.

BO B15

Reason Code
1

Octets: < 2 >

Figure 7-25—Reason Code field

The reason codes are defined in Table 7-22.

Table 7-22—Reason codes

Reason code Meaning
0 Reserved
1 Unspecified reason
2 Previous authentication no longer valid
3 Deauthenticated because sending STA is leaving (or has left) IBSS or ESS
4 Disassociated due to inactivity
5 Disassociated because AP is unable to handle all currently associated STAs
6 Class 2 frame received from nonauthenticated STA
7 Class 3 frame received from nonassociated STA
8 Disassociated because sending STA is leaving (or has left) BSS
9 STA requesting (re)association is not authenticated with responding STA
10 Disassociated because the information in the Power Capability element is unacceptable
11 Disassociated because the information in the Supported Channels element is unacceptable
12 Reserved
13 Invalid information element, i.e., an information element defined in this standard for
which the content does not meet the specifications in Clause 7
14 Message integrity code (MIC) failure
15 4-Way Handshake timeout
16 Group Key Handshake timeout
17 Information element in 4-Way Handshake different from (Re)Association Request/Probe
Response/Beacon frame
18 Invalid group cipher
19 Invalid pairwise cipher
20 Invalid AKMP
21 Unsupported RSN information element version
22 Invalid RSN information element capabilities
23 IEEE 802.1X authentication failed
24 Cipher suite rejected because of the security policy
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Table 7-22—Reason codes (continued)

Reason code Meaning
25-31 Reserved
32 Disassociated for unspecified, QoS-related reason
33 Disassociated because QoS AP lacks sufficient bandwidth for this QoS STA
34 Disassociated because excessive_nu_mber of frames need to be ack.n.owledged, but are not
acknowledged due to AP transmissions and/or poor channel conditions
35 Disassociated because STA is transmitting outside the limits of its TXOPs
36 Requested from peer STA as the STA is leaving the BSS (or resetting)
37 Requested from peer STA as it does not want to use the mechanism
38 Reque.sted frf)m peer STA as the STA received frames using the mechanism for which a
setup is required
39 Requested from peer STA due to timeout
45 Peer STA does not support the requested cipher suite
46-65 535 Reserved

7.3.1.8 AID field

The AID field is a value assigned by an AP during association that represents the 16-bit ID of a STA. The
length of the AID field is 2 octets. The AID field is illustrated in Figure 7-26.

BO B15

Association ID (AID)
1

v

Octets: ¢ 2

Figure 7-26—AID field

The value assigned as the AID is in the range 1-2007 and is placed in the 14 LSBs of the AID field, with the
two MSBs of the AID field each set to 1 (see 7.1.3.2).

7.3.1.9 Status Code field

The Status Code field is used in a response management frame to indicate the success or failure of a
requested operation. The length of the Status Code field is 2 octets. The Status Code field is illustrated in

Figure 7-27.
BO B15
1
Status Code
1
Octets: < 2 >
Figure 7-27—Status Code field
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If an operation is successful, then the status code is set to 0. If an operation results in failure, the status code
indicates a failure cause. The failure cause codes are defined in Table 7-23.

Table 7-23—Status codes

Status code Meaning
0 Successful
1 Unspecified failure
2-9 Reserved
10 Cannot support all requested capabilities in the Capability Information field
11 Reassociation denied due to inability to confirm that association exists
12 Association denied due to reason outside the scope of this standard
13 Responding STA does not support the specified authentication algorithm
14 Received an Authentication frame with authentication transaction sequence number out of
expected sequence
15 Authentication rejected because of challenge failure
16 Authentication rejected due to timeout waiting for next frame in sequence
17 Association denied because AP is unable to handle additional associated STAs
18 Association denied due to requesting STA not supporting all of the data rates in the
BSSBasicRateSet parameter
19 Association denied due to requesting STA not supporting the short preamble option
20 Association denied due to requesting STA not supporting the PBCC modulation option
21 Association denied due to requesting STA not supporting the Channel Agility option
22 Association request rejected because Spectrum Management capability is required
23 Association request rejected because the information in the Power Capability element is
unacceptable
24 Association request rejected because the information in the Supported Channels element is
unacceptable
25 Association denied due to requesting STA not supporting the Short Slot Time option
26 Association denied due to requesting STA not supporting the DSSS-OFDM option
27-31 Reserved
32 Unspecified, QoS-related failure
33 Association denied because QoS AP has insufficient bandwidth to handle another QoS STA
34 Association denied due to excessive frame loss rates and/or poor conditions on current
operating channel
35 Association (with QoS BSS) denied because the requesting STA does not support the QoS
facility
36 Reserved
37 The request has been declined
38 The request has not been successful as one or more parameters have invalid values
39 The TS has not been created because the request cannot be honored; however, a suggested
TSPEC is provided so that the initiating STA may attempt to set another TS with the suggested
changes to the TSPEC
40 Invalid information element, i.e., an information element defined in this standard for which
the content does not meet the specifications in Clause 7
41 Invalid group cipher
42 Invalid pairwise cipher
43 Invalid AKMP
44 Unsupported RSN information element version
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Table 7-23—Status codes (continued)

Status code Meaning
45 Invalid RSN information element capabilities
46 Cipher suite rejected because of security policy
47 The TS has not been created; however, the HC may be capable of creating a TS, in response to
a request, after the time indicated in the TS Delay element
48 Direct link is not allowed in the BSS by policy
49 The Destination STA is not present within this BSS
50 The Destination STA is not a QoS STA
51 Association denied because the ListenInterval is too large
52-65 535 | Reserved

7.3.1.10 Timestamp field

This field represents the value of the timing synchronization function (TSF) timer (see 11.1) of a frame’s
source. The length of the Timestamp field is 8 octets. The Timestamp field is illustrated in Figure 7-28.

BO B63

Timestamp
1 1 1 1 1 1 1

v

Octets: < 8

Figure 7-28—Timestamp field

7.3.1.11 Action field

The Action field provides a mechanism for specifying extended management actions. The format of the
Action field is shown in Figure 7-29.

Category Action Details

Octets: 1 variable

Figure 7-29—Action field

The Category field is set to one of the nonreserved values shown in Table 7-24. Action frames of a given
category are referred to as <category name> Action frames. For example, frames in the QoS category are
called QoS Action frames.

If a STA receives a unicast Action frame with an unrecognized Category field or some other syntactic error
and the MSB of the Category field set to 0, then the STA shall return the Action frame to the source without
change except that the MSB of the Category field is set to 1.

The Action Details field contains the details of the action. The details of the actions allowed in each category
are described in the appropriate subclause referenced in Table 7-24.

Copyright © 2007 IEEE. All rights reserved. 95
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0143



IEEE
Std 802.11-2007 LOCAL AND METROPOLITAN AREA NETWORKS—SPECIFIC REQUIREMENTS

Table 7-24—Category values

Code Meaning See subclause

0 Spectrum management 7.4.1

1 QoS 7.4.2

2 DLS 7.4.3

3 Block Ack 7.4.4
4-126 Reserved —

127 Vendor-specific 7.4.5
128-255 Error —

Details on the additional fixed fields used within the Action field are given in 7.3.2.12 through 7.2.1.17.
7.3.1.12 Dialog Token field

The Dialog Token field is used for matching action responses with action requests when there are multiple,
concurrent action requests. The length of the Dialog Token field is 1 octet. The Dialog Token field is
illustrated in Figure 7-30. The value of the Dialog Token field in a request Action frame is arbitrary. The
value of the Dialog Token field in a response frame is copied from each request Action frame.

Dialog Token

Octats - 1 -

Figure 7-30—Dialog Token fixed field

7.3.1.13 DLS Timeout Value field

The DLS Timeout Value field is used in the DLS Request frame to indicate the timeout value for the direct
link. The length of the DLS Timeout Value field is 2 octets. The DLS Timeout Value field is illustrated in
Figure 7-31.

DLS Timeout Value

Octets - 2 -

Figure 7-31—DLS Timeout Value fixed field

The DLS Timeout Value field contains the duration, in seconds, after which the direct link is terminated, if
there are no frame exchanges within this duration with the peer. A value of 0 implies that the direct link is
never to be terminated based on a timeout.
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7.3.1.14 Block Ack Parameter Set field

The Block Ack Parameter Set field is used in ADDBA frames to signal the parameters for setting up a Block
Ack. The length of the Block Ack Parameter Set field is 2 octets. The Block Ack Parameter Set field is
illustrated in Figure 7-32.

BO B1 B2 B5 B6 B15
Block Ack Buffer
Reserved Policy Tio Size
Oclels -+ 2 -

Figure 7-32—Block Ack Parameter Set fixed field

The Block Ack Policy subfield is set to 1 for immediate Block Ack and 0 for delayed Block Ack. The Block
Ack Policy subfield value assigned by the originator of the QoS data frames is advisory.

The TID subfield contains the value of the TC or TS for which the Block Ack is being requested.

The Buffer Size subfield indicates the number of buffers of size 2304 octets available for this particular
TID.'3

In an ADDBA Request frame, the Buffer Size subfield is intended to provide guidance for the frame
receiver to decide its reordering buffer size and is advisory only. If the Buffer Size subfield is set to 0, it
implies that the originator of the Block Ack has no information to specify its value.

In an ADDBA Response frame, when the Status Code field is set to 0, the Buffer Size subfield is set to a
value of at least 1.

7.3.1.15 Block Ack Timeout Value field

The Block Ack Timeout Value field is used in the ADDBA Request frame to indicate the timeout value for
Block Ack. The length of the Block Ack Timeout Value field is 2 octets. The Block Ack Timeout Value
field is illustrated in Figure 7-33.

BO B15

Block Ack Timeout Value

Octats - 2 -

Figure 7-33—Block Ack Timeout Value fixed field

The Block Ack Timeout Value field contains the duration, in TUs, after which the Block Ack setup is
terminated, if there are no frame exchanges (see 11.5.3) within this duration using this Block Ack
agreement. A value of 0 disables the timeout.

18For buffer size, the recipient of data advertises a single scalar number that is the number of maximum-size fragment buffers available.
Every buffered MPDU will consume one of these buffers regardless of whether the frame contains a whole MSDU or a fragment of an
MSDU. In other words, ten maximum-size unfragmented MSDUs will consume the same amount of buffer space at the recipient as
10 small fragments.
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7.3.1.16 DELBA Parameter Set field

The DELBA Parameter Set field is used in a DELBA frame to terminate an already setup Block Ack. The
length of the DELBA Parameters field is 2 octets. The DELBA Parameters field is illustrated in Figure 7-34.

BO B10 B11 B12 B15
Reserved Initiator TID
Celets - 2 -

Figure 7-34—DELBA Parameters fixed field

The Initiator subfield indicates if the originator or the recipient of the data is sending this frame. It is set to 1
to indicate the originator and is set to 0 to indicate the recipient. The TID subfield indicates the TSID or the
UP for which the Block Ack has been originally set up.

7.3.1.17 QoS Info field

The QoS Info field is 1 octet in length and contains capability information bits. The contents of the field are
dependent on whether the STA is an AP or a non-AP STA.

The format of the QoS Info field, when sent by the AP, is defined in Figure 7-35.

BO B3 B4 BS BE BT
EDCA Parameter Queue TXOP
Set Update Count Q-Ack Request Request Reserved
Octets : -} 1 >

Figure 7-35—QoS Info field when sent by an AP

In the Beacon frame, the EDCA Parameter Set Update Count subfield is initially set by the AP to 0 and is
incremented every time any of the AC parameters changes.

APs set the Q-Ack subfield to 1 when the MIB attribute dotl 1QAckOptionlmplemented is true and set it to
0 otherwise.

APs set the Queue Request subfield to 1 if they can process a nonzero Queue Size subfield in the QoS
Control field in QoS data frames and set it to 0 otherwise.

APs set the TXOP Request subfield to 1 if they can process a nonzero TXOP Duration Requested subfield in
the QoS Control field in QoS data frames and set it to 0 otherwise.

The format of the QoS Info field, when sent by the non-AP STA, is defined in Figure 7-36.

BO B1 B2 B3 B4 BS BE BT

AC_VO AC_VI AC_BK AC_BE
U-APSD U-APSD U-APSD U-APSD Q-Ack
Flag Flag Flag Flag

Octets : - 1 -
Figure 7-36—QoS Info field when set by a non-AP STA

Max SP More Data
Length Ack
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Each of the ACs U-APSD Flag subfields is 1 bit in length and set to 1 in (Re)Association Request frames to
indicate that the corresponding AC (AC_BE, AC BK, AC VI, or AC_VO) is both trigger-enabled and
delivery-enabled. It is set to 0 in (Re)Association Request frames to indicate that the corresponding AC is
neither trigger-enabled nor delivery-enabled. A TSPEC as described in 11.2.1.4 is to be used to make a
particular AC exclusively either trigger-enabled or delivery-enabled. These subfields are always set to 0
when the APSD subfield in the Capability Information field is set to 0.

Non-AP STAs set the Q-Ack subfield to 1 when the MIB attribute dotl 1QAckOptionlmplemented is true
and set it to 0 otherwise.

The Max SP Length subfield is 2 bits in length and indicates the maximum number of total buffered MSDUs
and MMPDUs the AP may deliver to a non-AP STA during any SP triggered by the non-AP STA. This
subfield is reserved when the APSD subfield in the Capability Information field is set to 0. This subfield is
also reserved when all four U-APSD flags are set to 0. If the APSD subfield in the Capability Information
field is set to 1 and at least one of the four U-APSD flags is set to 1, the settings of the values in the Max SP
Length subfield are defined in Table 7-25.

Table 7-25—Settings of the Max SP Length subfield

Bit5 | Bit6 Usage
0 0 AP may deliver all buffered MSDUs and MMPDUs.
1 0 AP may deliver a maximum of two MSDUs and MMPDUs per SP.
0 1 AP may deliver a maximum of four MSDUs and MMPDU s per SP.
1 1 AP may deliver a maximum of six MSDUs and MMPDUs per SP.

Non-AP STAs set the More Data Ack subfield to 1 to indicate that they can process ACK frames with the
More Data bit in the Frame Control field set to 1 and will remain in the Awake state. Non-AP STAs set the
More Data Ack subfield to 0 otherwise. For APs, the More Data Ack subfield is reserved.

7.3.2 Information elements

Elements are defined to have a common general format consisting of a 1 octet Element ID field, a 1 octet
length field, and a variable-length element-specific information field. Each element is assigned a unique
Element ID as defined in this standard. The Length field specifies the number of octets in the Information
field. See Figure 7-37.

Element ID Length Information
l l l l l

Octets: ¢—1—>¢— 1 >< length ——»

Figure 7-37—Element format

Copyright © 2007 IEEE. All rights reserved. 99
Authorized licensed use limited to: University of Southern California. Downloaded on April 16,2025 at 20:35:57 UTC from IEEE Xplore. Restrictions apply.

Petitioner Samsung Ex-1025, 0147



IEEE
Std 802.11-2007 LOCAL AND METROPOLITAN AREA NETWORKS—SPECIFIC REQUIREMENTS

The set of valid elements is defined in Table 7-26.

Table 7-26—Element IDs

Information element Element ID Length (in octets)

SSID (see 7.3.2.1) 0 2 to 34
Supported rates (see 7.3.2.2) 1 3to 10
FH Parameter Set (see 7.3.2.3) 2 7
DS Parameter Set (see 7.3.2.4) 3 3
CF Parameter Set (see 7.3.2.5) 4 8
TIM (see 7.3.2.6) 5 6to 256
IBSS Parameter Set (see 7.3.2.7) 6 4
Country (see 7.3.2.9) 7 8 t0 256
Hopping Pattern Parameters (see 7.3.2.10) 8 4
Hopping Pattern Table (see 7.3.2.11) 9 6 to 256
Request (see 7.3.2.12) 10 2t0 256
BSS Load (see 7.3.2.28) 11 7
EDCA Parameter Set (see 7.3.2.29) 12 20
TSPEC (see 7.3.2.30) 13 57
TCLAS (see 7.3.2.31) 14 2 to 257
Schedule (see 7.3.2.34) 15 16
Challenge text (see 7.3.2.8) 16 3to 255
Reserved 17-31
Power Constraint (see 7.3.2.15) 32 3
Power Capability (see 7.3.2.16) 33 4
TPC Request (see 7.3.2.17) 34 2
TPC Report (see 7.3.2.18) 35 4
Supported Channels (see 7.3.2.19) 36 4 to 256
Channel Switch Announcement (see 7.3.2.20) 37 5
Measurement Request (see 7.3.2.21) 38 S5to 16
Measurement Report (see 7.3.2.22) 39 5to 24
Quiet (see 7.3.2.23) 40 8
IBSS DFS (see 7.3.2.24) 41 10 to 255
ERP Information (see 7.3.2.13) 42 3
TS Delay (see 7.3.2.32) 43 6
TCLAS Processing (see 7.3.2.33) 44 3
Reserved 45
QoS Capability (see 7.3.2.35) 46 3
Reserved 47
RSN (see 7.3.2.25) 48 36 to 256
Reserved 49
Extended Supported Rates (see 7.3.2.14) 50 3 to 257
Reserved 51-126
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Table 7-26—Element IDs (continued)

Information element Element ID Length (in octets)
Extended Capabilities 127 2 to 257
Reserved 128-220
Vendor Specific (see 7.3.2.26) 221 3 to 257
Reserved 222-255

A STA that encounters an unknown or reserved element ID value in a management frame received without
error shall ignore that element and shall parse any remaining management frame body for additional
information elements with recognizable element ID values. The frame body components specified for many
management subtypes result in elements ordered by ascending element ID.

7.3.2.1 SSID element

The SSID element indicates the identity of an ESS or IBSS. See Figure 7-38.

Element ID Length SSID

Octets: €— 1—>4¢— 1 >

A

0-322 ———»
Figure 7-38—SSID element format

The length of the SSID information field is between 0 and 32 octets. A 0 length information field is used
within Probe Request management frames to indicate the wildcard SSID.

7.3.2.2 Supported Rates element

The Supported Rates element specifies up to eight rates in the Operational-Rate-Set parameter, as described
in the MLME-JOIN.request and MLME-START .request primitives. The information field is encoded as 1 to
8 octets, where each octet describes a single Supported Rate. If the number of rates in the Operational Rate
Set exceeds eight, then an Extended Supported Rate element shall be generated to specify the remaining
supported rates. The use of the Extended Supported Rates element is optional otherwise.

Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,
each Supported Rate contained in the BSSBasicRateSet parameter is encoded as an octet with the MSB
(bit 7) set to 1, and bits 6 through 0 are set to the data rate, if necessary rounded up to the next 500kb/s, in
units of 500 kb/s. For example, a 2.25 Mb/s rate contained in the BSSBasicRateSet parameter is encoded as
X'85'. Rates not contained in the BSSBasicRateSet parameter are encoded with the MSB set to 0, and bits 6
through 0 are set to the appropriate value from the valid range column of the DATA RATE row of the table
in 10.4.4.2 (e.g., a 2 MDb/s rate not contained in the BSSBasicRateSet parameter is encoded as X'04'). The
MSB of each Supported Rate octet in other management frame types is ignored by receiving STAs.

The Supported Rate information in Beacon and Probe Response management frames is delivered to the
management entity in a STA via the BSSBasicRateSet parameter in the MLME-SCAN.confirm primitive. It
is used by the management entity in a STA to avoid associating with a BSS if the STA cannot receive and
transmit all the data rates in the BSSBasicRateSet parameter (see Figure 7-39).
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Element ID Length Supported Rates
Octets: +— 1 —><+— 1 >« 1-8 >

Figure 7-39—Supported rates element format

If the DSSS-OFDM bit is set to 1 in the transmitted Capability Information field of an MMPDU, then any
supported rates transmitted in that frame that include rates that are common to both DSSS-OFDM and ERP-
OFDM shall be interpreted by receiving and transmitting STA to indicate support for both DSSS-OFDM
and ERP-OFDM at the indicated rate. However, if any of those rates are indicated as basic (a rate in the
BSSBasicRateSet parameter), then the basic rate designation shall be interpreted by receiving and
transmitting STA to apply only for the ERP-OFDM modulation and rate. If the PBCC bit is set to 1 in the
transmitted capability field of an MMPDU, then any supported rates transmitted in that frame that include
rates that are common to both PBCC and CCK shall be interpreted by receiving and transmitting STA to
indicate support for both PBCC and CCK at the indicated rate. However, if any of those rates are indicated
as basic, then the basic rate designation shall be interpreted by receiving and transmitting STA to apply only
for the CCK modulation and rate. That is, if the rate is indicated as basic, the basic designation does not
apply to DSSS-OFDM, PBCC, or ERP-PBCC.

7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs
using an FH PHY. The information field contains Dwell Time, Hop Set, Hop Pattern, and Hop Index
parameters. The total length of the information field is 5 octets. See Figure 7-40.

Element ID| Length Dwell Time (TU) Hop Set |Hop Pattern| Hop Index

Octets: ¢—1——P¢—1—P4¢——— 2 —Ppt—1—P¢— 1—Pe—1—>
Figure 7-40—FH Parameter Set element format
The Dwell Time field is 2 octets in length and contains the dwell time in TU.
The Hop Set field identifies the current set (dotl1CurrentSet) of hop patterns and is a single octet.

The Hop Pattern field identifies the current pattern (dotl 1 CurrentPattern) within a set of hop patterns and is
a single octet.

The Hop Index field selects the current index (dotl1CurrentIndex) within a pattern and is a single octet.
The description of the attributes used in this subclause can be found in 14.8.2.
7.3.2.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAs using
a DSSS PHY. The information field contains a single parameter containing the dotl1CurrentChannel-
Number (see 15.4.6.2 for values). The length of the dotl 1CurrentChannelNumber parameter is 1 octet. See
Figure 7-41.
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Current

Element ID | Length Channel

Octets: +— 1—>¢—1 —p<+—1—>
Figure 7-41—DS Parameter Set element format

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information
field contains the CFPCount, CFPPeriod, CFPMaxDuration, and CFPDurRemaining fields. The total length
of the information field is 6 octets. See Figure 7-42.

CFP CFP CFP MaxDuration CFP DurRemaining

Element ID | Length Count Period (TU) (TU)

Octets: +—1—>4¢—1—>¢+—1—>¢—1—>p4¢— 2 —Pp¢— 2 —»

Figure 7-42—CF Parameter Set element format

CFPCount indicates how many delivery traffic indication messages (DTIMs) (including the current frame)
appear before the next CFP start. A CFPCount of 0 indicates that the current DTIM marks the start of
the CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs. The value is an integral
number of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.
This value is used by STAs to set their NAV at the TBTT of Beacon frames that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to 0 in CFP
Parameter elements of Beacon frames transmitted during the CP. The value of CFPDurRemaining is
referenced to the immediately previous TBTT. This value is used by all STAs to update their NAVs during
CFPs.

7.3.26 TIM

The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual
Bitmap. See Figure 7-43.

DTIM DTIM Bitmap

Element ID | Length Count Period Control

Partial Virtual Bitmap

Octets: «—1—p4¢—1 —Pp&—1 —Ppt— 1 —p¢—1 —p&—— 1-251 ——p
Figure 7-43—TIM element format

The Length field for this element indicates the length of the information field, which is constrained as
described below.

The DTIM Count field indicates how many Beacon frames (including the current frame) appear before the
next DTIM. A DTIM Count of 0 indicates that the current TIM is a DTIM. The DTIM count field is a
single octet.
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The DTIM Period field indicates the number of beacon intervals between successive DTIMs. If all TIMs are
DTIMs, the DTIM Period field has the value 1. The DTIM Period value 0 is reserved. The DTIM period
field is a single octet.

The Bitmap Control field is a single octet. Bit 0 of the field contains the Traffic Indicator bit associated with
Association ID 0. This bit is set to 1 in TIM elements with a value of 0 in the DTIM Count field when one or
more broadcast or multicast frames are buffered at the AP. The remaining 7 bits of the field form the
Bitmap Offset.

The traffic-indication virtual bitmap, maintained by the AP that generates a TIM, consists of 2008 bits, and
is organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number
(N mod 8) in octet number LV / 8 where the low-order bit of each octet is bit number 0, and the high order
bit is bit number 7. Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a
specific STA within the BSS that the AP is prepared to deliver at the time the Beacon frame is transmitted.
Bit number N is 0 if there are no directed frames buffered for the STA whose Association ID is N. If any
directed frames for that STA are buffered and the AP is prepared to deliver them, bit number A in the traffic-
indication virtual bitmap is 1. A PC may decline to set bits in the TIM for CF-Pollable STAs it does not
intend to poll (see 11.2.1.6).

The Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indication virtual
bitmap, where N1 is the largest even number such that bits numbered 1 through (N1 X 8) — 1 in the bitmap
are all 0 and N2 is the smallest number such that bits numbered (N2 + 1) x 8 through 2007 in the bitmap are
all 0. In this case, the Bitmap Offset subfield value contains the number | N1/2 ], and the Length field is set to
(N2 - N1)+4.

In the event that all bits other than bit O in the virtual bitmap are 0, the Partial Virtual Bitmap field is
encoded as a single octet equal to 0, the Bitmap Offset subfield is 0, and the Length field is 4.

7.3.2.7 IBSS Parameter Set element

The IBSS Parameter Set element contains the set of parameters necessary to support an IBSS. The
information field contains the ATIM Window parameter. See Figure 7-44.

Element ID | Length ATIM Window

Octets: +—1—><¢—1 >< 2

v

Figure 7-44—IBSS Parameter Set element format

The ATIM Window field is 2 octets in length and contains the ATIM Window length in TU.
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7.3.2.8 Challenge Text element

The Challenge Text element contains the challenge text within Authentication exchanges. The element
information field length is dependent upon the authentication algorithm and the transaction sequence
number as specified in 8.2.2.2. See Figure 7-45.

Element ID Length Challenge Text

Octets: «—1 —»<¢— 1 »< 1-253

v

Figure 7-45—Challenge Text element format

7.3.2.9 Country information element

The Country information element contains the information required to allow a STA to identify the
regulatory domain in which the STA is located and to configure its PHY for operation in that regulatory
domain. The format of this information element shall be as shown in Figure 7-46.

Element ID Length
Country String (Octet 1) Country String (Octet 2) Country String (Octet 3)
First Channel Number/ Number of Channels/ Maximum Transmit Power Level/
Regulatory Extension Identifier Regulatory Class Coverage Class

Pad (if needed)

Figure 7-46—Country information element format

The element ID for this information element shall be 7. The length of the information element is variable, as
the element may contain more than one triplet comprising the First Channel Number, Number of Channels,
and Maximum Transmit Power Level fields and referred to as subband triplets. Alternatively, where
dotl 1RegulatoryClassesRequired is true and the First Channel Number/Regulatory Extension Identifier
octet has a positive integer value of 201 or greater, then that triplet comprises the Regulatory Extension
Identifier, Regulatory Class, and Coverage Class fields. Together they are referred to as a regulatory triplet.
The minimum length of the information element is 8 octets.

The Country String field of the element shall be 3 octets in length. The AP shall set this field to the value
contained in the dotl1CountryString attribute before transmission in a Beacon or Probe Response frame.
Upon reception of this element, a STA shall set the value of the dotl1CountryString to the value contained
in this field.

The First Channel Number/Regulatory Extension Identifier field shall be 1 octet in length. If the field has a
positive integer value less than 201, then it shall contain a positive integer value that indicates the lowest
channel number in the subband described in this information element. The group of channels described by
each pair of the First Channel Number and the Number of Channels fields shall not have overlapping
channel identifiers. [For example, the pairs (2,4) and (5,2) overlap and shall not be used together.] The First
Channel Numbers shall be monotonically increasing where dot11RegulatoryClassesRequired is not true.

Where dotl 1RegulatoryClassesRequired is true, consecutive subband triplets following a regulatory triplet
shall have monotonically increasing First Channel Number fields.
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The Number of Channels field of the subelement shall be 1 octet in length.

The Maximum Transmit Power Level field is a signed number and shall be 1 octet in length. It shall indicate
the maximum power, in dBm, allowed to be transmitted. As the method of measurement for maximum
transmit power level differs by regulatory domain, the value in this field shall be interpreted according to the
regulations applicable for the domain identified by the Country String.

A regulatory class is an index into a set of values for radio equipment sets of rules. The Regulatory Class
field shall be 1 octet in length.

A coverage class is an index into a set of values for aAirPropagationTime. The Coverage Class field shall be
1 octet in length.

The Coverage Class field of the regulatory triplet specifies the aAirPropagationTime characteristic used in
BSS operation, as shown in Table 7-27. The characteristic aAirPropagationTime describes variations in
actual propagation time that are accounted for in a BSS and, together with maximum transmit power level,
allow control of BSS diameter.

Table 7-27—Coverage Class field parameters

Coverage class aAirPropagationTime
value (ns)

0 <1
1 3

2 6

3 9

4 12
5 15
6 18
7 21
8 24
9 27
10 30
11 33
12 36
13 39
14 42
15 45
16 48
17 51
18 54
19 57
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Table 7-27—Coverage Class field parameters (continued)

Coverage class aAirPropagationTime
value (ns)
20 60
21 63
22 66
23 69
24 72
25 75
26 78
27 81
28 84
29 87
30 90
31 93
32-255 —

The Pad field is 0 or 1 octet in length. The length of the Country information element shall be evenly
divisible by 2. The Pad shall be used to add a single octet to the element if the length is not evenly divisible
by 2. The value of the Pad field shall be 0.

7.3.2.10 Hopping Pattern Parameters information element

The Hopping Pattern Parameters information element contains the information necessary to allow a STA to
calculate the code family using the hyperbolic congruence code (HCC) and extended HCC (EHCC)
algorithms. See 9.8.2.1 for a description of the HCC and EHCC algorithms. The format of this information
element shall be as shown in Figure 7-47.

Element ID Length

Prime Radix Number of Channels

Figure 7-47—Hopping Pattern Parameters information element

The Element ID of this information element shall be 8. The length of this element is 4 octets.

The Prime Radix field of this element shall indicate the value to be used as the prime radix (V) in the HCC
and EHCC algorithms. The value of this field shall be a positive integer. The size of this field is 1 octet.

The Number of Channels field of this element shall indicate the value to be used as the maximum for the
family index (a) in the HCC and EHCC algorithms. The value of this field shall be a positive integer and
shall not be less than the prime radix minus 3 (N-3). The size of this field is 1 octet.
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7.3.2.11 Hopping Pattern Table information element

The Hopping Pattern Table information element contains the information necessary for an FH
implementation to be able to create the hopping sequences necessary to operate in the regulatory domain in
which the information element was received. The format of the information element shall be as shown in

Figure 7-48.
Element ID Length
Flag Number of Sets
Modulus Offset

Random Table (Octets 1, 2)

Random Table (Octets N-1, N)

Figure 7-48—Hopping Pattern Table information element

The Element ID of this information element shall be 9. The information element is variable in length. The
length of the information element is indicated by the Length field.

The Flag field indicates that a Random Table is present when the value is 1. When the flag value is 0, it
indicates that a Random Table is not present and that the hop index method is to be used to determine the
hopping sequence. The size of this field is 1 octet.

The Number of Sets field indicates the total number of sets within the hopping patterns. The size of this field
is 1 octet.

The Modulus and Offset fields indicate the values to be used in the equations to create a hopping sequence
from the Random Table information. The size of these fields are each 1 octet.

The Random Table field is a variable length field. It is a vector of single octet values that indicate the
random sequence to be followed during a hopping sequence. The size of the Random Table field is found by
subtracting 4 from the value of the Length field of this element.

Two equations are used to create a hopping sequence from the information in the Frequency Hopping
information element and the Hopping Pattern Table information element. Equation (7-1), the Random Table
Method, shall be used when the value of the Flag field of the Hopping Pattern Table information element
is 1. Equation (7-2), the Hop Index Method, shall be used when the value of the Flag field of the Hopping
Pattern