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INTEGRATED USER INTERFACE FOR 
CONSUMING SERVICES ACROSS 

DIFFERENT DISTRIBUTED NETWORKS 

CROSS-REFERENCE TO RELATED 
APPLICATION(S) 

[0001] This application is a continuation-in-part and 
claims priority to U.S. patent application Ser. No. 14/309, 
846, filed on Jun. 19, 2014, the disclosure of which is 
incorporated herein in its entirety. 

BACKGROUND 

[0002] Cloud computing services in which users run appli­
cations on virtual machines hosted on a distributed network 
of servers are available from a number of different service 
providers. The cloud computing services can be hosted on a 
public cloud, such as a remote datacenter that host numerous 
tenant users. Cloud computing service can also be hosted on 
a private cloud, such as an enterprise datacenter that is 
available to a limited pool of users associated with the 
enterprise. Each cloud computing service provides its own 
proprietary user interface ("UI") and application program­
ming interfaces ("API") that a user must be used to access 
services on a particular public or private cloud. 

SUMMARY 

[0003] This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

[0004] Embodiments of the disclosed technology provide 
abilities to connect resources from different clouds with an 
integrated UI andAPI experience. UI integration is achieved 
by hosting multiple UI extensions, each serving Uis for 
different cloud services, in the same browser window. Each 
UI extension is initialized with all necessary contextual 
information about the corresponding cloud service, such as 
a list of subscriptions from that cloud and the necessary 
security tokens for accessing data in the cloud. At the API 
level, a special connector service can proxy calls across 
multiple clouds and enable exposing services from multiple 
clouds via a single management service. Resources, usage, 
and subscriptions on one cloud service can be accessed 
directly by other cloud services via the connector service. 

[0005] A single sign-in experience is possible by federat­
ing identity providers. Different clouds can be connected so 
that subscriptions from a remote cloud can be imported in a 
local cloud. Alternatively, resources on a remote cloud can 
be linked into an existing subscription on a local cloud. The 
UI and API integration allows users to see resources and 
services coming from different clouds as if they came from 
one "integrated" or hybrid cloud. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a schematic block diagram of a computing 
system that provides enterprise users with access to local 
on-premises resources and to remote or public resources in 
accordance with embodiments of the disclosed technology. 
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[0007] FIG. 2 is a schematic block diagram of a datacenter 
that provides cloud computing services or distributed com­
puting services in accordance with embodiments of the 
disclosed technology. 
[0008] FIG. 3 is a schematic block diagram illustrating a 
system for providing integrated user interface and API for 
multiple cloud services in accordance with embodiments of 
the disclosed technology. 
[0009] FIG. 4 is a schematic block diagram illustrating a 
computing system using integrated UI API to link multiple 
cloud services in accordance with embodiments of the 
disclosed technology. 
[0010] FIGS. SA-SF are schematic diagrams illustrating 
certain operations related to accessing multiple cloud com­
puting systems via an integrated user interface in accordance 
with embodiments of the disclosed technology. 
[0011] FIGS. 6A and 6B are flowcharts illustrating meth­
ods of accessing multiple cloud computing systems via an 
integrated UI in accordance with embodiments of the dis­
closed technology. 

DETAILED DESCRIPTION 

[0012] FIG. 1 is a block diagram of a computing system 
that provides enterprise users with access to local on­
premises resources and to remote or public resources in 
accordance with embodiments of the disclosed technology. 
Local enterprise terminal 101 allows users to directly access 
on-premises datacenter 102 via on-premises network 103. 
Users located outside enterprise 100 can access on-premises 
datacenter 102 using remote terminal 104. Terminals 101 
and 104 can be, for example, a desktop, laptop, notebook, or 
tablet computer. Other devices, such as dedicated terminals, 
smartphones, personal digital assistants ("PDA") can also be 
used as terminals 101 and 104. 
[0013] Firewall 105 provides network security for enter­
prise 100 and controls incoming and outgoing network 
traffic. External terminal 104 can connect to enterprise 
on-premises network 103 via the Internet 106 or any public 
or private network. Firewall 105 allows terminal 104 to 
access on-premises datacenter 102 if terminal 104 provides 
the appropriate credentials and authentication. Enterprise 
users at terminals 101 and 104 can also access public 
datacenter 107 via the Internet 106. 
[0014] On-premises datacenter 102 and public datacenter 
107 can provide "cloud computing" services to enterprise 
100 and other users. By freeing enterprise users from 
managing information technology (IT) infrastructure, cloud 
computing provides virtually limitless compute, storage, and 
network resources at low cost, while allowing services to 
scale on demand. 
[0015] As used herein, the term "cloud computing system" 
or "cloud" generally refers to a computer system configured 
to provide various cloud computing services via a computer 
network. A cloud computing system can include multiple 
network devices interconnecting a large number of remote 
servers or nodes to one another and/or to external networks 
(e.g., the Internet). For example, a cloud computing system 
can include multiple containers, racks, or other suitable 
enclosures each holding multiple servers in a cloud com­
puting datacenter ( or portions thereof). The term "network 
device" generally refers to a network communications com­
ponent. Example network devices include routers, switches, 
hubs, bridges, load balancers, security gateways, or fire­
walls. A "node" generally refers to a computing device 
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configured to implement one or more virtual machines, 
virtual routers, virtual gateways, or other suitable virtualized 
computing components. For example, a node can include a 
computing server having a hypervisor configured to support 
one or more virtual machines. 
[0016] As used herein, the term "public cloud" or "public 
cloud computing system" generally refers to a cloud com­
puting system that provides subscription of cloud services to 
the general public. Examples of public cloud include Micro­
soft Azure®, Amazon Web Services®, and Google Com­
pute®. In contrast, the term "private cloud" or "private cloud 
computing system" generally refers to a cloud computing 
system for internal use of and under strict access control of 
an organization due to security, data protection, privacy, or 
other concerns. A public cloud or users outside of an 
organization typically do not have access to a private cloud 
of the organization. The term "hybrid cloud" generally refers 
to a cloud computing system having a portion being a public 
cloud interconnected to another portion that is a private 
cloud. As discussed in more detail below, several embodi­
ments of the disclosed technology can integrated UI andAPI 
between a public cloud and a private cloud. 
[0017] Also used herein, the term "cloud computing ser­
vice," "cloud service," or "service" generally refers to one or 
more computing resources provided over a computer net­
work such as the Internet. Example cloud services include 
software as a service ("SaaS"), platform as a service 
("PaaS"), and infrastructure as a service ("IaaS"). SaaS is a 
software distribution technique in which software applica­
tions are hosted by a cloud service provider in, for instance, 
datacenters, and accessed by users over a computer network. 
PaaS generally refers to delivery of operating systems and 
associated services over the computer network without 
requiring downloads or installation. IaaS generally refers to 
outsourcing equipment used to support storage, hardware, 
servers, network devices, or other components, all of which 
are made accessible over a computer network. 
[0018] Also used herein, the term "resource provider" 
generally refers to a cloud service that is configured to 
provide or make available one or more resources of a public 
or private cloud. The one or more resources can be deployed 
and managed through, for example, a "resource manager" 
accessible via a user portal. In certain embodiments, a 
resource provider can be configured to offer representational 
state transfer ("REST") Application Programming Interfaces 
("APis") for working with associated resources. For 
example, a resource provider can be configured to deploy a 
key vault for storing keys and credentials. This resource 
provider can provide an example resource type called 
"vault" for creating a key vault, and another example 
resource type called "vault/secret" for creating a secret in the 
key vault. In other embodiments, resource providers can also 
provide computing resources ( e.g., virtual machines), stor­
age resources ( e.g., network storage), network resources 
(e.g., virtual networks), database resources (e.g., database 
servers), or other suitable types of resources. 
[0019] FIG. 2 is a block diagram of a datacenter 200 that 
provides cloud computing services or distributed computing 
services according to one embodiment. A plurality of servers 
201 are managed by datacenter management controller 202. 
Load balancer 203 distributes requests and workloads over 
servers 201 to avoid a situation where a single server 201 
becomes overwhelmed and to maximize available capacity 
and performance of the resources in datacenter 200. Routers/ 

2 
Jan. 5, 2017 

switches 204 support data traffic between servers 201 and 
between datacenter 200 and external resources and users via 
external network 205, which can be a local area network 
("LAN") in the case of an enterprise, on-premises datacenter 
102 or the Internet in the case of a public datacenter (107). 

[0020] Servers 201 can be standalone computing devices 
and/or can be configured as individual blades in a rack or 
other suitable containers. Servers 201 have an input/output 
(I/0) connector that manages communication with other 
database entities. One or more host processors on each 
server 201 run a host operating system ("0/S") that supports 
multiple virtual machines ("VMs"). Each VM can run its 
own 0/S so that each VM 0/S on a server is different, or the 
same, or a mix of both. The VM 0/S's can be, for example, 
different versions of the same 0/S (e.g., different VMs 
running different current and legacy versions of the Win­
dows® operating system). In addition, or alternatively, the 
VM 0/S's can be provided by different manufacturers (e.g., 
some VMs running the Windows® operating system, while 
others VMs run the Linux® operating system). Each VM 
can then run one or more applications (App). Each server 
also includes storage (e.g., hard disk drives ("HDD") and 
memory ( e.g., RAM) that can be accessed and used by the 
host processors and VMs. 

[0021] Cloud computing can deliver computing capabili­
ties as services, access to IT resources like compute power, 
networking and storage. As with any utility, users generally 
only pay for what is used with cloud computing. By tapping 
into cloud services, users can harness the power of massive 
data centers without having to build, manage or maintain 
costly, complex IT building blocks. With the cloud, much of 
the complexity of IT is transparent to users, letting users 
instead focus just on infrastructure, data and application 
development. 

[0022] Datacenter 200 provides pooled resources on 
which customers or tenants can dynamically provision and 
scale applications as needed without having to add more 
servers or additional networking. This allows tenants to 
obtain the computing resources as needed without having to 
procure, provision, and manage infrastructure on a per­
application, ad-hoc basis. A cloud computing datacenter 200 
allows tenants to scale up or scale down resources dynami­
cally to meet the current needs of their business. Addition­
ally, a datacenter operator can provide usage-based services 
to tenants so that they pay for only the resources they use, 
when they need to use them. For example, a tenant can 
initially use one VM on server 201-1 to run their applica­
tions. When demand increases, the datacenter can activate 
additional VMs on the same server and/or on a new server 
201-N as needed. These additional VMs can be deactivated 
if demand later drops. 

[0023] Datacenter 200 can offer guaranteed availability, 
disaster recovery, and back-up services. For example, the 
datacenter 200 can designate one VM on server 201-1 as the 
primary location for the tenant's application and can activate 
a second VM on the same or different server as a standby or 
back-up in case the first VM or server 201-1 fails. Database 
manager 202 automatically shifts incoming user requests 
from the primary VM to the back-up VM without requiring 
tenant intervention. Although datacenter 200 is illustrated as 
a single location, in other embodiments, servers 201 can be 
distributed to multiple locations across the globe to provide 
additional redundancy and disaster recovery capabilities. 
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[0024] The datacenter operator can offer different levels of 
cloud computing services to tenants. With an Infrastructure­
as-a-Service (IaaS) offering, the lower levels of the IT stack 
are delivered as a service, which frees up developers from 
much of the complexity of provisioning physical machines 
and configuring networks. With IaaS, tenants can easily 
provision virtual machines in a highly scalable and available 
cloud environment, develop and test solutions, then deploy 
applications to production. With a Platform-as-a-Service 
(PaaS) offering, everything from network connectivity 
through the runtime is provided. PaaS makes development 
easy by providing additional support for application services 
and management of the operating system, including updates. 
With PaaS, tenants can focus on the business logic of 
application and quickly move applications from concept to 
launch. With a Software-as-a-Service (SaaS) offering, a 
single finished application or suite of applications can be 
delivered to customers through a web browser, thereby 
eliminating their need to manage the underlying components 
of the IT stack including application code. 
[0025] Referring again to FIG. 1, an enterprise can use a 
public datacenter or public cloud to take advantage of cost 
savings, reduced management requirements, or particular 
services offered. On the other hand, the enterprise can also 
use an on-premises datacenter or private cloud to ensure data 
security or to use a proprietary application. It can be 
understood that an enterprise does not have to use an 
on-premises datacenter to take advantage of private cloud 
services. Instead, private cloud services can be provided by 
a datacenter that limits access to the enterprise. 
[0026] Different cloud computing services can require 
different APis and different Uls. In a hybrid cloud situation, 
where some services are provided by private cloud comput­
ing, which runs on an on-premises datacenter for example, 
and other services are provided by a public cloud, enter­
prises manage different APis and Uis to ensure use of correct 
APis and Uis for each cloud. Current cloud providers enable 
consumption of corresponding cloud services, but does not 
allow consumption of services from other clouds to provide 
a single UI user experience and APL Instead, current ser­
vices are only offered in respective host cloud. As a result, 
user experience can be improved if services provided from 
multiple clouds can be accessed via integrated Uis and/or 
APis to access resources across multiple clouds. 
[0027] Embodiments of the disclosed technology can inte­
grate cloud computing services from multiple clouds and 
allow one cloud computing service to configure itself to 
consume resources from another cloud computing service. 
For example, a database service hosted in a private cloud can 
be configured to backup into a public cloud while the 
enterprise user only has to access one interface, instead of 
requiring users to open two UI applications and make 
different API calls to different clouds, using two different 
security mechanisms. 
[0028] FIG. 3 is a block diagram illustrating one embodi­
ment of a system 300 for providing one user interface and a 
consistent API for multiple cloud services, such as a public 
or remote cloud 301 and a private or local cloud 302. Both 
clouds can provide similar services, such as database ser­
vices, but the service on each cloud can have a different 
identity. The database services can have similar Uls, but the 
services that plug into the Uis can be different for each 
cloud. Embodiments of the present disclosed technology can 
connect the different clouds in such a way that the user 
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accesses a UI, such as via a browser 303, and consumes 
services from both clouds as if they were hosted on one 
cloud. The integrated UI hides the cloud boundaries from the 
user so that they can access and manage different cloud 
services under one UI. The user can select a desired interface 
for a selected service, such as using the database service UI 
for private cloud 301 to access database services from each 
cloud. Although the user is accessing different services on 
different clouds, the UI provides a seamless integration. 
[0029] The integration of multiple clouds has two parts­
an integrated UI and an integrated APL The example system 
in FIG. 3 illustrates providing an integrated UI on a browser 
303. However, it can be understood that an integrated UI can 
be provided via other applications, such as an integrated 
development environment (IDE) or other tool, that access 
services or data on both clouds. 
[0030] Browser 303 loads and initializes a shell 304, 
which loads a list of the user's cloud service subscriptions. 
The shell 304 can be JavaScript® that is loaded from a 
website, for example. Based upon the subscriptions, the 
shell 304 can determine what assets and services the user is 
registered to use and where those are located in public cloud 
301 or private cloud 302. For example, the user can be 
registered to manage VMs, websites, and/or SQL database 
services. Some of these services can be served from the 
public cloud 301 and other served locally from private cloud 
302. 
[0031] Shell 304 creates frames 305, 306 in the browser 
and points the frames to different websites that serves 
extensions for the different services to which the user is 
subscribed. Frames ( e.g., HTML iFrames) can be used in the 
browser to provide isolation of data processing between 
cloud services. Public cloud extension 305 serves a UI from 
a website for the public cloud 301, and private cloud 
extension 306 services a UI from a website for the private 
cloud 302. Each frame 305, 306 receives its respective 
information and shell 304 coordinates the frames into a 
unified UI that is an assembly of the different extensions. 
Each extension with associated UI can be loaded from a 
different cloud and is adapted to enable a specific security 
context, such as identification and authentication, for that 
cloud. 
[0032] In certain embodiments, shell 304 can function as 
a basic operating system that expects a certain implemen­
tation or format for the cloud extensions associated with 
individual services. As long as a compliant extension can be 
created, the shell 304 can create a frame for any cloud. For 
example, different extensions can be created to access cloud 
services running on Microsoft Azure, Windows Azure Pack 
(WAP), Amazon Web Services (AWS), Google Cloud Plat­
form, etc. Shell 304 provides for the converging of Uis for 
multiple different homogenous and/or heterogeneous cloud 
services. The UI allows abstracting the cloud boundaries 
from the user to such that users can be offered a mixed plan 
where services or service regions are offered across cloud 
boundaries without user even noticing the cloud boundary. 
[0033] Shell 304 provides a cloud-management user expe­
rience that can natively and seamlessly expand across cloud 
boundaries. Public cloud 301 and private cloud 302 can offer 
both the same and different services. Shell 304 loads native 
UI extensions for managing individual services across cloud 
boundaries. The appropriate version for managing each 
cloud service is loaded by the extension. For example, a 
newer version of a VM management service can be loaded 
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for public cloud 301 compared to the version of VM 
management service loaded for private cloud 302. 
[0034] Although FIG. 3 illustrates a computing system 
using a public and private cloud, it can be understood that 
the present disclosed technology can be used with any 
combinations of cloud services. For example, browser 303 
can provide a UI to two private clouds or to two public 
clouds. Shell 304 loads the appropriate extensions for the 
user's registered clouds services. In other embodiments, 
more than two cloud services can be accessed using browser 
303. The update rates for each cloud can vary so that some 
clouds can have a more recent version of a service than other 
clouds. Shell 304 can be updated quickly using the exten­
sions so that when a UI changes in one cloud, the newest 
version of the UI can be served to users by shell 304. 
[0035] Service agnostic portions of shell 304 can load 
some parts from different clouds. Shell 304 identifies which 
cloud has the latest version of the UI and loads that newest 
version. Along with the latest version, the shell loads a 
"sandbox" that can load older versions of the UI. The 
sandbox makes the older version appear to the shell as if it 
is the newest version. This can be accomplished by per­
forming appropriate API translations for the changes to the 
UI. While the older version of the API is used with a cloud 
having the old version, the shell loads the newer version of 
the service Uis for the user. As a result, users can be 
presented with an updated UI version even when navigating 
to older versions of the service on other clouds. 
[0036] The theme presented on browser 303 can be stan­
dardized across different clouds. For example, when a newer 
version of a UI is loaded from public cloud 301, browser 304 
can still use a local theme associated with private cloud 304, 
even if that theme was created for an older version of the 
service. This allows styling and customizations for one 
cloud to be presented to the user for all clouds. In other 
embodiments, when the same services are offered both the 
public cloud 301 and private cloud 302, browser 303 can use 
a single UI extension to manage resources across both 
clouds. This single UI extension can be used even when the 
deployed services are different versions. Browser 303 man­
ages user identity so that using a log-on for private cloud 302 
allows the user to also access resources on public cloud 302 
and across all cloud boundaries. Example operations related 
to accessing multiple cloud computing systems via an inte­
grated UI are described below with reference to FIGS. 
SA-SD. 
[0037] Each cloud has a portal that is accessed by the 
extension loaded on browser 304. Public cloud portal 307 
provides an API framework appropriate for interfacing pub­
lic cloud extension 305 to public cloud 301 across Internet 
308. Firewall 309 provides security for public cloud 301. 
Extension 305 is configured to traverse firewall 309 as 
needed to access public cloud 301. Private cloud portal 310 
provides an API framework appropriate for interfacing pri­
vate cloud extension 306 to private cloud 302 across net­
work 311. If browser 303 and private cloud 302 are in the 
same location, then network 311 can be a LAN or enterprise 
network. If browser 303 is remote from private cloud 302, 
then network 311 can be the Internet. Firewall 312 provides 
security for private cloud 302, such as when browser 303 
accesses services over the Internet or other public network. 
[0038] Portals 307 and 310 provide access to the resource 
manager, usage manager, and subscription manager on each 
cloud. The resource manager coordinates the resource pro-
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viders, which can provide instances of VM, website, and 
database resources, for example. The usage manager moni­
tors resource consumption for billing. The subscription 
manager maintains tenant subscriptions, including connec­
tors, connected services, and quotas. 

[0039] Clouds 301 and 302 can use role-based access 
control (RBAC) to control what administrators and tenants 
can do and to restrict access to authorized users based on the 
roles of individual users within an enterprise. Browser 303 
connects to identity/authentication manager 313 or 314 as 
appropriate to verify users and to determine what access 
they should be provided on each cloud. The identity/authen­
tication managers 313, 314 can also communicate with each 
other. This allows users to access one portal then look at both 
clouds. Identity/authentication manager 313 can use Azure 
Active Directory in one embodiment as a comprehensive 
identity and access management solution for public cloud 
301. Identity/authentication manager 314 in private cloud 
302 can be a Security Token Service (STS), for example, 
that acts as a security gateway to authenticate users and to 
issue security tokens carrying claims that describe the user. 

[0040] Like the integrated UI, the integrated API provides 
a common interface for the clouds. This is accomplished, for 
example, using a connector resource provider 315 in private 
cloud, which is responsible for connecting to remote, public 
cloud 301. Connector resource provider 315 translates the 
native API for cloud 301 so that it is compatible with the 
resource provider contract in the other cloud. The connector 
resource provider 315 has the identical interface as the other 
resource providers on private cloud 302, but also includes a 
link to the remote cloud 301. 

[0041] Connector resource provider 315 translates the 
resource manager API on private cloud 302 to the resource 
manager API used on public cloud 302. Connector resource 
provider 315 also translates the usage API on private cloud 
302 to the usage API on public cloud 302. This allows, for 
example, resource consumption on the remote cloud to be 
used at the private cloud for aggregated billing. Connector 
resource provider 315 also translates the subscription man­
agement API on private cloud 302 to the subscription 
management API on public cloud 302. This allows the 
private cloud 302 to configure a quota that is enforced in 
public cloud 301 via the connector resource provider 315. 

[0042] With the connector 315, when a user in private 
cloud 302 encounters the local API endpoint, the user can 
see a list of resources available from both private cloud 302 
and public cloud 301 as if the resources were registered 
locally even though physically the resources are located on 
a remote cloud. For example, the user can have a database 
service on the private cloud, but the public cloud can provide 
additional database services. Using the connector 315, the 
user can have access to those additional database services on 
the private cloud as if they were present locally. 

[0043] Using this special connector service at the API 
level, connector 315 proxies calls across clouds and enables 
exposing all services from all clouds via a single manage­
ment service. Connector 315 federates identity across clouds 
301 and 302 to provide a single sign-on procedure for users. 
Each cloud can use a different identify provider 313, 314 to 
connect to the APL Connector 315 allows the user to log-in 
to the private cloud 302 and to consume services from public 
cloud 301 without having to log-in again on public cloud 
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302. This can be accomplished in one embodiment by 
synchronizing identity and authentication directories 313 
and 314. 
[0044] In one embodiment, there are managed and unman­
aged options for offering cross-cloud connectivity. Each 
option establishes a relationship between different clouds so 
that the user can access resources on both clouds. The user 
has a subscription to both clouds or needs services from both 
clouds and needs to manage that connection. For unmanaged 
access, an end user is provided with un-scoped, ungoverned 
access to a subscription in a remote cloud from a local 
cloud's portal. The billing relationship with the remote cloud 
provider is owned by the end user. The remote subscription's 
services, quotas, and resources are not tied to the local 
subscription. The end user is privy to a subscription from the 
local cloud provider and a separate subscription from the 
remote cloud provider. The end user registers the remote 
subscription with the local cloud provider so that services in 
the remote cloud can be accessed. For managed access, the 
end user is provided with scoped, governed access to a 
subscription in a remote cloud from the local cloud's portal. 
The billing relationship with the remote cloud is handled by 
the local cloud provider, and the billing relationship with the 
provider is handled by the end user. The remote subscrip­
tion's services, quotas, and resources are mounted or 
appended with the local subscription's services, quotas, or 
resources. The end user is privy only to one subscription, 
which is from the local cloud provider. 
[0045] An admin API 316 is used to register a remote, 
public cloud 301 with local, private cloud 302. The admin 
API 316 is used to make private cloud 302 aware of public 
cloud 301 so that private cloud 302 can bring in external 
resources from public cloud 301. AdminAPI 316 allows the 
user to link existing subscriptions on private cloud 302 to 
services that are available on public cloud 301. Alterna­
tively, private cloud portal 310 is a tenant API that can be 
used to import existing subscriptions from public cloud 301 
to provide access to services available on private cloud 302. 
The imported subscriptions are registered with private cloud 
302 so that the user can access services from both clouds. 
This allows users to bring their own existing public cloud 
subscriptions to a private cloud account. The subscriptions 
are registered locally to allow the user to access the remote 
services. Usage managers on public cloud 301 can then 
associate resource use from the private cloud 302 with a 
particular subscription for billing. 
[0046] For simplification, the examples described above 
use only two cloud services -a local or private cloud and 
a remote or public cloud. However, it can be understood that 
there is no limit on how many different clouds can be 
connected this way. The connector or multiple instances of 
the connector resource provider can be used to link one 
cloud service to one or more additional cloud services. 
[0047] FIG. 4 illustrates a system 400 using an integrated 
UI and an integrated API to link three cloud services. In this 
example, a user has subscriptions to services on from cloud 
services 401,402,403. These cloud services 401-403 can be 
any combination of private and/or public clouds. Cloud 
services 401-403 can be supported by different service 
providers, such as an enterprise IT department that maintains 
a private cloud service for a restricted user group or a remote 
service provider that maintains a public cloud service that is 
available to many tenants. Cloud services 401-403 can be 
located in datacenters that are remote from each other and 
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that are maintained by the same or different providers. 
Alternatively, cloud services 401-403 can be co-located, but 
isolated sub-sections of the same datacenter. 
[0048] Users access the cloud services using a browser 
404. In different embodiments, browser 404 can be running 
on a machine that is remote from all of the cloud services 
401-403 or that is co-located with one or more of the 
services, such as an enterprise machine co-located with a 
private cloud. Browser 404 loads shell 405, which loads a 
list of the user's cloud service subscriptions. Based upon the 
subscriptions, the shell can determine what assets and ser­
vices the user is registered for and where those are located 
in cloud services 401-403. Shell 405 then loads native UI 
extensions 406, 407, 408 corresponding to cloud services 
401-403, respectively. Shell 405 and cloud extensions 406-
408 can be loaded, for example, from a locally hosted web 
page or from a remote web page hosted by one of the cloud 
services 401-403. Each of the cloud extensions 406-408 are 
adapted to connect to a cloud portal 409, 410, 411 for the 
corresponding cloud service 401-403. 
[0049] Shell 405 creates frames in browser 404 and points 
the frames to cloud extensions for the cloud services to 
which the user is subscribed. Each frame receives its respec­
tive information and shell 405 coordinates the frames into a 
unified UI for the user. The extension 406-408 for each cloud 
is adapted to enable a specific security context for that cloud. 
Cloud portals 409-411 provide an API framework appropri­
ate for interfacing their respective cloud extension and cloud 
service across network 412, which can be an enterprise LAN 
or public Internet depending upon the location of the 
machine running browser 404 and each cloud service 401-
403. Portals 409-410 provide access to resources, usage, and 
subscriptions 413, 414, 415 on each cloud service. 
[0050] Connector 416 provides an integrated API that 
translates the native API for each cloud service so that it is 
compatible with the resource provider contract in other 
cloud services. Connector 416 translates the resource man­
ager API on cloud service 401 to the resource manager, 
usage, and subscription management APis used on cloud 
services 402 and 403. This allows the user to see a list of 
subscribed resources that are available across all of the cloud 
services 401-403. Those resources appear to the user as if 
they were registered locally on cloud service 401 even 
though the resources are physically located on a remote 
cloud 402, 403. Connector 416 or multiple instances of 
connector 416 can be used to link one cloud service to 
multiple other cloud services. In other embodiments, a 
connector 417 on a remote cloud service 402 can be used to 
link services and resources between remote cloud services 
402 and 403. This would allow the resources to which the 
user is subscribed on cloud service 402 to directly access 
related resources on cloud service 403 without requiring 
action from cloud service 401, which would be a third-party 
to that transaction. 
[0051] FIGS. SA-SF are schematic diagrams illustrating 
certain operations in a computing system 500 related to 
allowing a user 599 accessing multiple cloud computing 
systems via an integrated user interface in accordance with 
embodiments of the disclosed technology. As shown in FIG. 
SA, the computing system 500 can include a client device 
501 coupled to a first cloud 510a and a second cloud 510b 
via a computer network 511. The computer network 511 can 
include an enterprise intranet, a wide area network, a local 
area network, the Internet, or other suitable types of net-
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work. Even though particular components are shown in 
FIGS. SA-SF for illustrating aspects of the disclosed tech­
nology, in other embodiments, the computing system 500 
can also include additional and/or different components. For 
example, the computing system 500 can also include other 
client devices, cloud computing systems, computer net­
works in addition to or in lieu of the components shown in 
FIGS. SA-SF. 
[0052] As shown in FIG. SA, the first and second clouds 
510a and 510b can each include a portal 512a or 512b, a 
resource manager 514a or 514b, and one or more resource 
providers 516a, 516a', 516b, or 516b' (collectively referred 
to as resource providers 516). In certain embodiments, one 
of the first or second cloud 510a and 510b can be a private 
cloud while the other is a public cloud. In other embodi­
ments, both the first and second clouds 510a and 510b can 
be private clouds or public clouds. Even though particular 
components of the first and second clouds 51 Oa and 510b are 
shown in FIG. SA, in other embodiments, the first and 
second clouds 510a and 510b can also include storage 
services, computing services, web services, database ser­
vices, or other suitable types of resource providers. 
[0053] The portal 512a or 512b can be configured to 
provide a gateway to access various services at the first and 
second clouds 510a and 510b. One example portal 512a or 
512b can include a website configured to provide various 
management and/or access capabilities upon authentication. 
The resource manager 514a or 514b can be configured to 
deploy, monitor, and/or manage resources in the first and 
second clouds 51 Oa and 51 Ob that is available to a subscriber 
or user 599. The resource manager 514a or 514b can allow 
a subscriber to interact with available resources as a group. 
For example, the resource manager 514a or 514b can allow 
deployment, update, or deletion of one or more available 
resources in a coordinated operation. The resource manager 
514a or 514b can also be configured to provide security, 
auditing, and tagging features to facilitate management of 
resources after deployment. Even though the first and sec­
ond clouds 510a and 510b are shown in FIG. SA as having 
the resource manager 514a or 514b, in other embodiments, 
the resource manager 514a or 514b may be omitted. In such 
embodiments, a subscriber can manage various available 
resources in the first and second clouds 510a and 510b 
individually, separately, or in other suitable manners. 
[0054] The resource providers 516 can be configured to 
provide various resources such as virtual machines, database 
services, or other suitable services. Each of the foregoing 
services can be a cloud service provided by one or more 
remote servers (not shown) of the first and second clouds 
510a and 510b via execution of suitable instructions. As 
shown in FIG. SA, each of the resource providers 518 can be 
associated with an extension script 518 (illustrated as exten­
sion scripts 518a, 518b, 518c, and 518d, respectively). In 
certain embodiments, each of the extension script 518 can 
include JavaScript instructions specifying a view model as 
well as one or more content scripts related to a correspond­
ing resource provider 516. In other embodiments, the exten­
sion script 518 can also include other suitable instructions in 
a suitable scripting language. 
[0055] The view model can include instructions specify­
ing a framework that defines a set of views to be used for 
visualizing a service ( e.g., VM) provided by the correspond­
ing resource provider 516. For example, the view model can 
specify that information related to the service is to be 
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outputted in a separate blade having text, graphs, videos, or 
other suitable types of media. In other examples, the view 
model can also specify other suitable information related to 
outputting data related to the service. The content script can 
include instructions related to identification of and retrieval 
of information from one or more network addresses at which 
data related to the service is retrievable via, for example, 
asynchronous JavaScript and XML ("AJAX") calls. In the 
illustrated embodiment below with reference to FIGS. SC 
and SD, the content source includes one of the resource 
providers 516. In other embodiments, the content source can 
include a website, a network storage, or other suitable 
sources. 

[0056] The client device 501 can be configured to facili­
tate access to cloud services provided by the first and second 
clouds 510a and 510b via the computer network 511. The 
client device 501 can be a desktop computer, a laptop 
computer, a tablet computer, a smartphone, or other suitable 
types of computing device. As shown in FIG. SA, the client 
device 501 can include a processor 503 operatively coupled 
to a memory 505. The processor 503 can include a micro­
processor, a field-programmable gate array, and/or other 
suitable logic devices. The memory 505 can include volatile 
and/or nonvolatile media (e.g., ROM; RAM, magnetic disk 
storage media; optical storage media; flash memory devices, 
and/or other suitable storage media) and/or other types of 
computer-readable storage media configured to store data 
received from, as well as instructions for, the processor 503 
( e.g., instructions for performing the methods discussed 
below with reference to FIGS. 6A-6B). In other embodi­
ments, the client device 501 can also include input/output 
components ( e.g., a display, a touch screen, a keyboard, a 
mouse, a printer, etc.), networking components (e.g., a 
network interface card), and/or other suitable hardware 
components. 

[0057] As shown in FIG. SA, the processor 503 can 
execute instructions from the memory 505 to provide a user 
interface for facilitating access to both first and second 
clouds 510a and 510b. In the illustrated embodiment, the 
user interface is shown as a browser 502 showing a webpage 
521 related to a portal for accessing the first and second 
clouds 510a and 510b. In other embodiments, the user 
interface 502 can also include other suitable types of man­
machine interface. To provide the user interface shown in 
FIG. SA, the processor 503 can execute a web browser 
application (e.g., Internet Explorer provided by Microsoft 
Corporation of Redmond, Wash.) to initiate the browser 502 
and load the webpage 521. As shown in FIG. SA, the 
webpage 521 can include a list of clouds 504 (showing as 
cloud 1, cloud 2, ... , cloud N) to which the user 599 has 
subscription(s) shown in a panel, frame, or "blade" 523 on 
the webpage 521. In other embodiments, the list of clouds 
504 can also be outputted using dropdown menus, selection 
buttons, or other suitable interface objections. While loading 
the webpage 521, the processor 503 can also execute a script 
(e.g., a JavaScript) related to the webpage 521 to provide a 
shell 506 configured to facilitate access to the first and 
second clouds 510a and 510b, as described in more detail 
below. 
[0058] In the illustrated example in FIG. SA, the user 599 
provides an input that selects "cloud 2." In response to the 
received input from the user 599, the processor 503 can 
determine a list of services or resources available to the user 
599 at the second cloud 510b based on a registered sub-
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scription and/or identity of the user 599 in the second cloud 
510b. For example, the processor 503 can retrieve one or 
more records of asset 507 related to the second cloud 510b 
from the memory 505 and determine which services or 
resources are available to the user 599 based thereon. In 
certain embodiments, the individual record of asset 507 can 
identify a service type (e.g., VM) as well as an interface 
object (e.g., a blade 523') in which the service is to be 
displayed. In other embodiments, the records of asset 507 
can also specify other suitable information related to the 
services 509. In the illustrated example, the processor 503 
determines and outputs on the webpage 521 two services 
from the second cloud 510b, i.e., "VM" 509 and "Database" 
509' in a new blade 523'. 
[0059] The processor 503 can then detect another user 
input indicating that the user 599 selects "VM" 509 to access 
a virtual machine service from the second cloud 510b. In 
response to the received user input selecting "VM" 509, the 
processor 503 can retrieve an extension record 508 related to 
the selected service, i.e., "VM" 509 from the memory 505. 
The extension 508 can include various fields identifying, for 
example, a name (e.g., "virtual machine"), an associated 
cloud providing the service ( e.g., "Cloud 2"), and a network 
address ( e.g., a universal resource locator or "URL") at 
which the service can be accessed. In other examples, the 
extension record 508 can also include a subscription level, 
a usage limit, and/or other suitable information related to the 
selected service. 
[0060] Based on the information from the retrieved exten­
sion record 508, the shell 506 executing on the processor 
503 can generate and transmit an access request 522 to the 
second cloud 510b based on, for example, the URL in the 
extension record 508. As shown in FIG. SA, the second 
cloud 510b can receive the access request 522 at the portal 
512b. the portal 512b can then pass the access request 522 
to a corresponding resource provider 516b' via the resource 
manager 514b upon authentication. The resource provider 
516b' is configured to provide the selected VM 509 at the 
second cloud 510b. 
[0061] As shown in FIG. 5B, in response to the received 
access request 522, the resource provider 516b' can provide 
an associated extension script 518b' to the shell 506 via the 
resource manager 514b and the portal 512b. The extension 
script 518' can include instructions that specify both a view 
model as well as content source(s) related to the VM 509. As 
shown in FIG. SC, upon receiving the extension script 518b', 
the processor 503 can execute the extension script 518b' on 
top of the shell 506 to provide an extension 525. In certain 
implementations, the processor 503 can execute the exten­
sion script 518b' in an invisible iFrame in the webpage 521. 
In other implementations, the processor 503 can execute the 
extension script 518b' in other suitable manners to provide 
adequate "sandboxing" of the extension 525. In the illus­
trated embodiment, the extension 525 can include a view 
model 526 and a content script 528. In other embodiments, 
the extension 525 can also include other suitable compo­
nents. 
[0062] The view model 526 can specify how data related 
to the VM 509 is to be outputted in the webpage 521. For 
example, in the illustrated embodiment, the view model 526 
indicates that data related to VM 509 is to be outputted in a 
new blade 523" with certain text 527 and a graph 529. The 
content script 528 can request the shell 506 to retrieve 
suitable content to be displayed, for example, as the graph 
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529 or updates thereof by providing a network location for 
retrieving the content. In response, the shell 506 can gen­
erate and transmit a content request 530 to a suitable content 
source. In the illustrated embodiment, the content source 
includes the resource provider 516b'. As such, the shell 506 
transmits the content request 530 to the resource manager 
514b, which in turn forwards the content request 530 to the 
resource provider 516'. In other embodiments, the content 
source can include another website, a network storage, or 
other suitable types of content source. 
[0063] As shown in FIG. SD, in response to receiving the 
content request 530 (FIG. SC), the resource provider 516b' 
can provide suitable content 532 to the shell 506 via the 
resource manager 514b'. The content 532 can include, for 
example, data to be displayed on the graph 529. The shell 
506 can then track which extension 525 the received content 
532 is related to and forward the received content 532 to the 
corresponding extension 525, which in tum can display 
and/or update the graph 529 based on the received content 
532. 
[0064] Several embodiments of the computing system 500 
can also allow the user 599 to access the first cloud 510a via 
the same user interface, i.e., the webpage 521, without 
having to visit another webpage. For example, as shown in 
FIG. SE, the processor 503 can detect a further user input 
from the user 599 to select VM 509' in the blade 523' on the 
webpage 521. In response, the process 503 can identify that 
VM 509' is associated with the first cloud 510a. The 
processor 503 can then retrieve a corresponding extension 
record 508, and the shell 506 can generate and transmit 
another access request 522' to the resource manager 514a at 
the first cloud 510a bypassing the portal 512a. In response, 
the resource provider 516a at the first cloud 510a can 
provide an associated extension script 518a to the shell 506 
via the resource manager 514a. 
[0065] Upon receiving the extension script 518a, the pro­
cessor 503 can execute the extension script 518a on top of 
the shell 506 to provide another extension 525' having a 
view model 526' and a content script 528'. In the illustrated 
embodiment, the view model 526' can specify that data 
related to VM 509' can be displayed on the webpage 521 in 
another blade 523"" and can only include text 527. In other 
embodiments, the view model 526' can specify the data 
related to VM 509' be displayed in other suitable manners on 
the webpage 521. Similar to the operations described with 
reference to FIGS. SC and SD, the shell 506 can also 
facilitate the content script 528' to retrieve suitable content 
532' by transmitting a content request 530', as shown in FIG. 
SF. 
[0066] As described above with reference to FIGS. SA-SF, 
several embodiments of the disclosed technology can thus 
allow the user 599 to access services from different clouds 
via an integrated user interface, e.g., the webpage 521 
without having to switch back and forth between multiple 
webpages individually for each cloud. Several embodiments 
of the disclosed technology can also accommodate different 
versions of services from different clouds by, for example, 
executing extension scripts 518 in separate invisible iFrames 
on the webpage 521. As a result, the user 599 is presented 
with a unified and integrated user interface that shows all 
services and resources available to the user 599 based on 
subscriptions of the user 599. 
[0067] FIGS. 6A and 6B are flowcharts illustrating meth­
ods of accessing multiple cloud computing systems via an 
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integrated UI in accordance with embodiments of the dis­
closed technology. Even though the methods are described 
below with reference to the computing system 500 in FIGS. 
SA-SF, in other embodiments, the methods can be imple­
mented in other suitable computing systems with additional 
and/or different components. 
[0068] As shown in FIG. 6A, a process 600 can include 
displaying available services and resource to a user at stage 
202. In certain embodiments, the available services and 
resources can be determined based on one or more subscrip­
tions of the user to, for example, a public cloud, a private 
cloud, or a combination thereof. In other embodiments, the 
available services and resources can be determined based on 
records of assets available to the user or other suitable 
information. The process 600 can then include receiving a 
user input selecting one of the displayed services or 
resources at stage 204. The process 600 can then include 
identifying an associated cloud computing system with the 
selected service at stage 206. In certain embodiments, the 
cloud computing system can be identified based on a record 
associating the service with a particular cloud computing 
system. In other embodiments, the cloud computing system 
can be identified based on subscriptions of the user or other 
suitable information. 
[0069] The process 600 can then include retrieving an 
extension script associated with the selected service based 
on the identified cloud computing system at stage 208. In 
certain embodiments, retrieving the extension script can 
include transmitting an access request to the cloud comput­
ing system and receiving, in return, the extension script. In 
other embodiments, retrieving the extension script can also 
include retrieving a cached copy of the extension script from 
a memory or from other suitable sources. The process 600 
can then include executing the retrieved extension script to 
provide a user interface associated with the selected service 
at stage 210. Example operations of executing the retrieved 
extension script are described below with reference to FIG. 
6B. 
[0070] As shown in FIG. 6B, the operations of executing 
the retrieved extension script can include generating and 
outputting an interface object based on, for example, a view 
model included in the retrieved extension script at stage 212. 
The operations can also include executing a content script 
included with the extension script to request content from a 
suitable content source at stage 214. The operations can 
further include receiving the requested content and display­
ing the received content on the interface object associated 
with the selected service at stage 216. 
[0071] From the foregoing, it can be appreciated that 
specific embodiments of the disclosure have been described 
herein for purposes of illustration, but that various modifi­
cations can be made without deviating from the disclosure. 
In addition, many of the elements of one embodiment can be 
combined with other embodiments in addition to or in lieu 
of the elements of the other embodiments. Accordingly, the 
technology is not limited except as by the appended claims. 

I/We claim: 
1. A method for providing a user interface that allows 

access to cloud services provided by multiple distinct cloud 
computing systems via the user interface, the method com­
prising: 

displaying, via the user interface, a list of cloud services 
available to a user based on an identity of the user, the 
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cloud services in the list being provided by the multiple 
distinct cloud computing systems; 

receiving, via the user interface, a user input selecting a 
cloud service from the displayed list of cloud services; 

upon receiving the user input selecting the cloud service, 
identifying a cloud computing system corresponding to 

the selected cloud service from the multiple distinct 
cloud computing systems; 

transmitting, via a computer network, an access request 
to the identified cloud computing system for access­
ing the selected cloud service provided by the iden­
tified cloud computing system; 

receiving, from the cloud computing system via the 
computer network, an extension script associated 
with the selected cloud service, the extension script 
identifying a view model; and 

surfacing or presenting, on the user interface, an inter­
face object corresponding to the selected cloud ser­
vice as specified by the view model in the extension 
script. 

2. The method of claim 1 wherein displaying the list of 
cloud services includes: 

displaying a webpage in a web browser; 
executing a script in the webpage to identify (i) the list of 

cloud services to the user based on the user's subscrip­
tions to the cloud services and (ii) an interface object 
associated with the list of cloud services; and 

outputting, the list of cloud services in the interface 
object, as a part of the user interface. 

3. The method of claim 1 wherein: 
identifying the cloud computing system includes identi­

fying a network address at which the selected cloud 
service provided by the cloud computing system is 
accessible; and 

transmitting the access request includes transmitting, via 
the computer network, the access request to the iden­
tified network address for accessing the selected cloud 
service provided by the identified cloud computing 
system. 

4. The method of claim 1 wherein: 
the received extension script also includes a content 

retrieving script; and 
the method further includes: 

executing the content retrieving script to retrieve con­
tent via the computer network; and 

outputting the retrieved content on the interface object 
corresponding to the selected cloud service as speci­
fied by the view model in the extension script. 

5. The method of claim 1, further comprising: 
executing a script associated with a webpage in a web 

browser to provide the user interface, the executed 
script providing a shell configured to facilitate execu­
tion of extensions; 

the received extension script also specifies a content 
source; and 

the method further includes: 
generating, at the shell, a request to retrieve content 

from the content source; 
transmitting, via the computer network, the generated 

request to the content source; and 
receiving, from the content source, the requested con­

tent in response to the transmitted content request; 
and 
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providing the received content to the interface object 
corresponding to the selected cloud service to be 
outputted to the user. 

6. The method of claim 5 wherein: 
generating, at the shell, the request to retrieve content 

from the content source includes generating, at the 
shell, an asynchronous JavaScript and XML ("AJAX") 
call; and 

transmitting the generated request includes transmitting, 
via the computer network, the generated AJAX call to 
the content source. 

7. The method of claim 5, further comprising: 
associating the received content with the selected cloud 

service; and 
subsequently, providing the received content to the inter­

face object corresponding to the selected cloud service 
to be outputted to the user. 

8. The method of claim 1 wherein: 
the cloud service is a first cloud service; 
the cloud computing system is a first cloud computing 

system; 
the interface object is a first interface object; 
the method further includes: 

receiving, via the same user interface, another user 
input selecting a second cloud service different than 
the first cloud service; 

in response to receiving the another user input, 
identifying a second cloud computing system corre­

sponding to the second cloud service, the second 
cloud computing system being different than the 
first cloud computing system; 

transmitting, via the computer network, another 
access request to the second cloud computing 
system for accessing the second cloud service; 

receiving, from the second cloud computing system 
via the computer network, another extension script 
associated with the second cloud service, the 
another extension script identifying another view 
model different than the view model associated 
with the first cloud service; and 

updating the user interface to display another inter­
face object corresponding to the second cloud 
service as specified by the another view model 
without switching the user interface. 

9. The method of claim 1 wherein: 
the cloud service is a first cloud service; 
the cloud computing system is a first cloud computing 

system; 
the interface object is a first interface object; 
the user interface includes a webpage on a web browser; 

and 
the method further includes: 

receiving, via the webpage, another user input selecting 
a second cloud service different from the first cloud 
service; 

in response to receiving the another user input, 
identifying a second cloud computing system corre­

sponding to the second cloud service; 
transmitting, via the computer network, another 

access request to the second cloud computing 
system for accessing the second cloud service; 

receiving, from the second cloud computing system, 
another extension script associated with the sec­
ond cloud service, the another extension script 
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identifying another view model different than the 
view model associated with the first cloud service; 
and 

outputting, on the same webpage in the web browser, 
another interface object corresponding to the sec­
ond cloud service as specified by the another view 
model without switching to a new webpage in the 
web browser. 

10. A computing system for providing a user interface that 
allows access to cloud services provided by multiple distinct 
cloud via the same user interface, the computing system 
comprising: 

a processor; 
a display operatively coupled to the processor; and 
a memory coupled to the processor, the memory contain­

ing instructions executable by the processor to cause 
the processor to perform a process comprising: 
outputting, on the display, a webpage in a web browser; 
receiving, via a webpage in a browser, a user input 

selecting a cloud service; and 
in response to receiving the user input selecting the 

cloud service, 
determining a cloud computing system associated 

with the selected cloud service from the multiple 
distinct cloud computing systems; 

retrieving, from the determined cloud computing 
system associated with the selected cloud service, 
an extension script specifying a view model; and 

executing the retrieved extension script to render an 
interface object corresponding to the selected 
cloud service as specified by the view model in the 
extension script. 

11. The computing system of claim 10 wherein the 
process performed by the processor further includes: 

executing a shell script to provide a shell configured to 
allow execution of one or more extension scripts; and 

executing the retrieved extension script includes execut­
ing the retrieved extension script on top of the shell to 
render the interface object corresponding to the 
selected cloud service in the webpage as specified by 
the view model in the extension script. 

12. The computing system of claim 10 wherein determin­
ing the cloud computing system associated with the selected 
cloud service includes determining cloud computing system 
associated with the selected cloud service based on a record 
in an extension table, the record including data indicating a 
name, an associated cloud computing system, and a univer­
sal resource locator ("URL") at which the cloud service is 
accessible. 

13. The computing system of claim 12 wherein retrieving 
the extension script includes retrieving the extension script 
based on the URL associated with the selected cloud service. 

14. The computing system of claim 10 wherein: 
the view model specifies at least one of more of an 

interface object type, a format, or a size of the interface 
object; and 

executing the retrieved extension script includes execut­
ing, within the webpage, the retrieved extension script 
to render the interface object based on the at least one 
of more of an interface object type, a format, or a size 
of the interface object specified by the view model. 

15. The computing system of claim 10 wherein executing 
the retrieved extension script includes: 
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executing the retrieved extension script to provide an 
extension associated with selected cloud service; 

receiving, at the shell, a request for retrieving network 
content from the extension; 

retrieving the requested network content based on the 
received request; and 

providing the retrieved network content to the extension 
to be outputted on the interface object associated with 
the selected cloud service. 

16. The computing system of claim 10 wherein executing 
the retrieved extension script includes: 

executing the retrieved extension script in an iFrame of 
the webpage to provide an extension associated with 
selected cloud service, the iFrame being invisible on 
the webpage; 

receiving, at the shell, a request for retrieving network 
content from the extension; 

retrieving the requested network content based on the 
received request; and 

providing, via the invisible iFrame, the retrieved network 
content to the extension to be outputted on the interface 
object associated with the selected cloud service. 

17. A computing system for providing a user interface that 
allows a user to access cloud services provided by both a 
private cloud and a public cloud, the computing system 
comprising: 

a processor; 
a display operatively coupled to the processor; and 
a memory coupled to the processor, the memory contain­

ing instructions executable by the processor to cause 
the processor to perform a process comprising: 
outputting, on the display, a webpage in a web browser; 
receiving, via user interface on the display, a user input 

selecting a first cloud service and a second cloud 
service; and 

in response to receiving the user input selecting the first 
and second cloud services, 
determining the first cloud service is provided by the 

private cloud and the second cloud service is 
provided by the public cloud; 

retrieving, from the private cloud and the public 
cloud, a first extension script and a second exten­
sion script, respectively, the first and second 
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extension scripts specifying a first view model and 
a second view model, respectively; and 

rendering, on the same user interface, first and sec­
ond interface objects corresponding to the selected 
first and second cloud service as specified by the 
first and second view models in the retrieved first 
and second extension scripts, respectively. 

18. The computing device of claim 17 wherein the process 
performed by the processor further includes: 

in response to receiving the user input selecting the first 
and second cloud services, 
identifying a first network address at which the selected 

first cloud service provided by the private cloud is 
accessible; 

identifying a second network address at which the 
selected second cloud service provided by the public 
cloud is accessible; and 

retrieving the first and second extension scripts 
includes retrieving the first and second extension 
scripts based on the first and second network 
addresses of the private and public clouds, respec­
tively. 

19. The computing device of claim 17 wherein: 
the received first and second extension scripts also include 

a content retrieving instructions; and 
the method further includes: 

executing the content retrieving instructions in the first 
and second extension scripts to independently 
retrieve content; and 

providing the retrieved content to the first and second 
interface objects corresponding to the selected first 
and second cloud services, respectively, for output­
ting on the display. 

20. The computing device of claim 17 wherein the process 
performed by the processor further includes: 

determining a list of cloud services available to the user 
based on an identity of the user; 

outputting the determined list of cloud services on the 
display; and 

wherein receiving the user input includes receiving, via 
user interface on the display, the user input selecting the 
first cloud service and the second cloud service from 
the outputted list of cloud services. 

* * * * * 
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