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Description

FIELD

[0001] The embodiments discussed herein are related
to determining an attack surface of software.

BACKGROUND

[0002] A software application may include hundreds or
thousands of files, and hundreds of thousands or millions
of lines of code. The code of the software application may
include parts that may access sensitive data from data-
bases or data stored on an associated electronic device.
Additionally, the software application may include code
that accesses communication networks, such as the In-
ternet, and transmits and receives data over those net-
works. In general, the security of a software application
depends on how it interacts with its environment of users,
communication networks, and storage.
[0003] Some software applications may be deployed
in many different ways in which different parameters and
customizations may be available. Determining which de-
ployment of a software application is more secure and
less vulnerable to attack as compared to another deploy-
ment may be difficult.
[0004] The subject matter claimed herein is not limited
to embodiments that solve any disadvantages or that op-
erate only in environments such as those described
above. Rather, this background is only provided to illus-
trate one example technology area where some embod-
iments described herein may be practiced.
US2008/0072322A1 discloses a security analyzer a se-
curity of device-under-analysis (DUA). The security an-
alyzer identifies two or more valid message-delivery pre-
conditions for a communication protocol supported by
the DUA, one of the identified valid message-delivery
preconditions is selected and the security analyzer de-
livers an attack to the DUA according to the selected
message-delivery precondition. The same or similar at-
tacks can also be delivered to the DUA via other mes-
sage-delivery preconditions. Based on the DUA’s re-
sponse, the security analyzer determines whether a vul-
nerability has been found US2014/0137257A1 discloses
a system, method and apparatus assesses a risk of one
or more assets within an operational technology infra-
structure by providing a database containing data relating
to the one or more assets, calculating a threat score for
the one or more assets using one or more processors
communicably coupled to the database, calculating a vul-
nerability score for the one or more assets using the one
or more processors, calculating an impact score for the
one or more assets using the one or more processors,
and determining the risk of the one or more processors,
and determining the risk of the one or more assets based
on the threat score, the vulnerability score and the impact
score using the one or more processors.
US2009/0077666A1 discloses among others, tech-

niques and systems that are disclosed for analyzing se-
curity threats associated with software and computer vul-
nerabilities. Stakeholder values relevant for a software
system are identified. The identified stakeholder values
are quantified using a quantitative decision making ap-
proach to prioritize vulnerabilities of the software system.
A structured attach graph is generated to include the
quantified stakeholder values to define a scalable frame-
work to evaluate attach scenarios. The structured attack
graph includes two or more nodes. Based on the gener-
ated structured attack graph, structured attack paths are
identified with each attach path representing each attack
scenario.

SUMMARY

[0005] The invention is defined by the appended
claims.
[0006] The object and advantages of the embodiments
will be realized and achieved at least by the elements,
features, and combinations particularly pointed out in the
claims.
[0007] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory and are not restrictive of
the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Example embodiments will be described and
explained with additional specificity and detail through
the use of the accompanying drawings in which:

FIG. 1A illustrates an example flow graph for soft-
ware code that is being tested;
FIG. 1B is a block diagram of an example computer
system;
FIG. 2 is a block diagram of an example system for
determining a metric of software code;
FIG. 3A illustrates an example visualization of met-
rics of software code that includes a network view;
FIG. 3B illustrates an example visualization of met-
rics of software code that includes a process view;
FIG. 3C illustrates an example visualization of met-
rics of software code that includes an overall view;
FIG. 4 illustrates an example visualization compar-
ing a first deployment of software code to a second
deployment of software code;
FIG. 5 illustrates an example method for determining
an attack surface of software; and
FIG. 6 illustrates another example method for deter-
mining an attack surface of software.

DESCRIPTION OF EMBODIMENTS

[0009] Some embodiments described herein relate to
determining an attack surface of software for at least one
deployment of software code. For example, the software
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code may be cloud computing software. A platform may
be generated for testing the at least one deployment. For
example, the platform may be a testbed. Protocols that
are used by the at least one deployment may be identi-
fied. The software includes ports that serve as commu-
nication endpoints. The protocols may be mapped to at
least one port in the at least one deployment. In some
embodiments, static analysis may be performed on the
at least one deployment. Static analysis may include
identifying paths that access sensitive information.
[0010] A metric may be computed comprising param-
eters for the at least one deployment. The parameters
may include a number of unused ports, a number of open
ports, information about at least one protocol used, a
volume of traffic transmitted to external internet protocol
addresses (IP), a number of choke points, a link traffic
volume, a mapping of protocols to nodes, and a percent-
age of sensitive paths. In some embodiments, informa-
tion about the at least one protocol may be used to cal-
culate a danger score for each protocol that reflects
whether any of the protocols have a security hole and
how long the protocol has existed, and a total danger
score that may be a sum of the danger score for all pro-
tocols used by each of the first and second deployments.
The volume of traffic transmitted to external IP addresses
may be used to determine whether anyone is committing
malfeasance, for example, by snooping on the software.
The choke point may be a single point of failure, such as
any node whose removal may cause the software to fail
or have a significant decrease in performance. The link
traffic volume may be used to determine how much traffic
is being communicated across certain links. For example,
high volume may be an indicator of a snooper. The link
traffic volume may be calculated as at least one of an
aggregate amount of link traffic, an average and maxi-
mum for each link, a sum of all the volumes of link traffic,
and a sum of a ratio of all volumes. In some embodiments,
multiple deployments may be compared. For example,
a base line deployment may be compared to a first de-
ployment or a first deployment may be compared to a
second deployment. A visualization of the deployments
may be generated based on a number of metrics avail-
able.
[0011] Embodiments of the present invention will be
explained, by way of example only, with reference to the
accompanying drawings.
[0012] FIG. 1A illustrates an example flow graph 100A
for software code that may be tested for determining one
or more metrics associated with vulnerabilities, arranged
in accordance with at least some embodiments described
herein. The flow graph 100A may be configured to rep-
resent different deployments of the software code. In
general, in some embodiments, a flow graph, like the flow
graph 100A, may be part of a process in determining a
metric of the software code as described herein. The flow
graph 100A is an example flow graph that is simplistic
and provided for explanatory and illustrative purposes.
Modifications, additions, or omissions may be made to

the flow graph 100A without departing from the scope of
the present disclosure.
[0013] In some embodiments, the software code may
be generated using one of the following programming
languages Perl, C, C++, C#, Java, JavaScript, Python,
Ruby, assembly language, Fortran, common business-
oriented language (COBOL), structured query language
(SQL), hypertext preproceesor (PHP), extensible
markup language (XML), hypertext markup language
(HMTL), among others.
[0014] The flow graph 100A may include ports 102A,
102B, 102C, 102D, 102E, 102F, and 102G (collectively
referred to herein as "the ports 102") that are connected
together by edges that are depicted as lines with arrows
in FIG. 1A. The nodes 102 in the flow graph 100A may
each correspond to a different operation within the soft-
ware code, such as a function or method; other opera-
tions, such as, while statements, if statements, let state-
ments, case statements, among other types of code
statements; operators such as, =, +, *, -, &, %; among
other operations. In some embodiments, the nodes 102
may include ports in the software. Ports may serve as
communication endpoints in a computer’s host operating
system. For example, when the software is cloud com-
puting software, the ports may be endpoints for commu-
nicating with the network used for the cloud computing.
The ports may be open or closed. Open ports are acces-
sible for communications with entities outside of the soft-
ware; closed ports are not accessible. The ports may be
associated with protocols.
[0015] In some embodiments, the software code is an-
alyzed to determine choke points in the network. For ex-
ample, in Figure 1A, node 102C is a choke point because
removing the node 102C may break communications be-
tween a first set of nodes 107 of the software code and
a second set of nodes 109 of the software code. The
metric application discussed in greater detail below may
be configured to determine metrics associated with the
software code. For example, the metric application may
determine a deployment of the software code and metrics
including a number of unused ports, a number of open
ports, a number of protocols used, a volume of traffic
transmitted to external IP addresses, a number of choke
points, a link traffic volume, a mapping of protocols to
nodes, and a percentage of sensitive paths.
[0016] FIG. 1B illustrates a block diagram of a compu-
ter system 100B ("system 100B") arranged in accord-
ance with at least some embodiments described herein.
The system 100B includes a client 130 coupled to a net-
work 135. The client 130 may include a processor 131
and memory 132. The memory 132 may include a metric
application 133 and software code 134. The metric ap-
plication 133 may be configured to analyze at least one
deployment of the software code 134.The network 135
may be wired or wireless, include a local area network
(LAN), a wide area network (WAN), and/or any other data
path across which multiple devices may communicate.
[0017] The processor 131 may include any suitable
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special-purpose or general-purpose computer, comput-
ing entity, or processing device including various com-
puter hardware or software modules and may be config-
ured to execute instructions stored on any applicable
computer-readable media. For example, the processor
131 may include a general purpose controller, a micro-
processor, a microcontroller, a digital signal processor
(DSP), an application-specific integrated circuit (ASIC),
a Field-Programmable Gate Array (FPGA), or any other
digital or analog circuitry configured to interpret and/or
to execute program instructions and/or to process data.
Although illustrated as a single processor in FIG. 1B, it
is understood that the processor 131 may include any
number of processors configured to perform any number
of operations.
[0018] The memory 132 may store instructions and/or
data that may be executed by the processor 131. The
instructions and/or data may include code that performs
the techniques described herein. In some embodiments,
the instructions may include instructions and data that
cause the processor 131 to perform a certain function or
a group of functions. In some embodiments, the memory
132 may include computer-readable media for carrying
or having computer-executable instructions or data struc-
tures stored thereon. Such computer-readable media
may be any available media that may be accessed by a
processor 131 that is programmed to execute the com-
puter-executable instructions stored on the computer-
readable media. By way of example, and not limitation,
such computer-readable media may include tangible or
non-transitory computer-readable storage media includ-
ing Random Access Memory (RAM), Read-Only Memory
(ROM), Electrically Erasable Programmable Read-Only
Memory (EEPROM), Compact Disc Read-Only Memory
(CD-ROM) or other optical disk storage, magnetic disk
storage or other magnetic storage devices, flash memory
devices (e.g., solid state memory devices), or any other
storage medium which may be used to carry or store
desired program code in the form of computer-executa-
ble instructions or data structures and which may be ac-
cessed by a general purpose or special purpose compu-
ter. Combinations of the above may also be included with-
in the scope of computer-readable media.
[0019] The memory may store instructions for execut-
ing a metric application 133 and the software code 134.
In some embodiments, the software code 134 may be
stored on a different client 130 from the metric application
133. For example, when the software code 134 is a cloud
computing application, the software code 134 may be
stored as a distributed system with components on dif-
ferent clients 130 that communicate with each other via
the network 135. Additionally, in some embodiments, a
library of the configurations for the software code 134
may be stored on the same client 130 as the metric ap-
plication 133 and software code 134, or on a separate
client 130. The metric application 133 may analyze two
or more different deployments of the software code 134
and may determine metrics associated with each deploy-

ment.
[0020] As used herein, the terms "module" or "compo-
nent" may refer to specific hardware implementations
configured to perform the actions of the module or com-
ponent and/or software objects or software routines that
may be stored on and/or executed by general purpose
hardware (e.g., computer-readable media, processing
devices, etc.) of the computing system. In some embod-
iments, the different components, modules, engines, and
services described herein may be implemented as ob-
jects or processes that execute on the computing system
(e.g., as separate threads). While some of the system
and methods described herein are generally described
as being implemented in software (stored on and/or ex-
ecuted by general purpose hardware), specific hardware
implementations or a combination of software and spe-
cific hardware implementations are also possible and
contemplated. In this description, a "computing entity"
may be any computing system as previously defined
herein, or any module or combination of modulates run-
ning on the system 100B.
[0021] FIG. 2 is block diagram of an example system
200 for determining an attack surface of software based
on metrics, arranged in accordance with at least some
embodiments described herein. In particular, the system
200 may be configured to generate a platform for testing
at least one deployment of the software code 134 of FIG.
1B and compute metrics for the deployment. In some
embodiments, the metric application 133 may be config-
ured to generate a first deployment with a first set of met-
rics that are compared to a second deployment with a
second set of metrics. The metric application 133 may
include a deployment generator 206, a port mapper 208,
a static code analyzer 210, a network scanner 212, a
filter 214, a metric analyzer 216, and a user interface
engine 220.
[0022] The deployment generator 206 may be config-
ured to receive software code 134. The software code
134 may be generated using one of the following pro-
gramming languages Perl, C, C++, C#, Java, JavaScript,
Python, Ruby, assembly language, Fortran, COBOL,
SQL, PHP, XML, HTML, among others. The software
code 134 may be received from a database, from a net-
work, such as the network 135 of FIG. 1B, from a tangible
computer-readable storage media, or from some other
location.
[0023] The deployment generator 206 may be config-
ured to generate at least one deployment of the software
code 134. The deployment generator 206 may be con-
figured to generate the deployment from different scripts,
configuration files, and customizations that are available
for the software code 134. For example, the software
code 134 may be cloud computing software and the cloud
orchestration of cloud computing software may be de-
ployed on a cloud computing network in a variety of ways.
In some embodiments, the deployment generator 206
accesses a library of configurations to generate the de-
ployment. The deployment generator 206 may generate
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a platform for testing the deployment of the software code
134. For example, the deployment generator 206 may
create a testbed, which measures and deploys tech-
niques for generating at least one deployment of the soft-
ware code 134.
[0024] In some embodiments, the deployment gener-
ator 206 may be configured to generate multiple deploy-
ments of the software code 134. For example, the de-
ployment generator 206 may be configured to generate
a platform for testing a first deployment of the software
code 134 and, once the metric is generated for the first
deployment, the deployment generator 206 may be con-
figured to generate a platform for testing a second de-
ployment of the software code 134. In another example,
the deployment generator 206 may be configured to gen-
erate a baseline deployment and a first deployment for
comparison.
[0025] The port mapper 208 may be configured to re-
ceive the at least one deployment from the deployment
generator 206. The port mapper 208 may be configured
to retrieve protocols associated with the at least one de-
ployment from a database, identify protocols that are
used by the at least one deployment with protocols, and
map the protocols to at least one port in the at least one
deployment. Based on the mapping, the port mapper 208
may be configured to know which processes are running
on each node. The port mapper 208 may be configured
to generate a list of open ports and identify the instances
where there is a unique mapping between protocols and
nodes. In some embodiments, the port mapper 208 may
be configured to retrieve from a database known proto-
cols and their versions to determine their vulnerability
level. For example, some version of the protocol may be
deemed to have dangerous vulnerabilities.
[0026] The static code analyzer 210 may be configured
to receive the at least one deployment. The static code
analyzer 210 may be configured to perform static analy-
sis on the at least one deployment using application pro-
gramming interfaces (APIs). For example, the static code
analyzer 210 may determine specific modules in the soft-
ware code 134, if the source code is available, that open
ports and deploy protocols. For those modules, the static
code analyzer 210 measures paths that access sensitive
information to give a more detailed measurement. In
some embodiments, the static code analyzer 210 may
be configured to measure paths in the deployments of
the software code 134 that access sensitive information.
[0027] In some embodiments, the static code analyzer
210 may be configured to create actions using API lists.
For example, once the testbed is running, the static code
analyzer 210 may be configured to use an API to create
actions for creating multiple users, computing tasks and
jobs to be run, administration for setting up a database
and populating the database with 1,000 entries, manag-
ing identities, managing access privileges, initially pop-
ulating a database, creating accounts, setting up com-
puter jobs, etc. Additional information about this process
may be found in United States Patent Application No.

US2014310813 A1, entitled "DETERMINING SOFT-
WARE METRICS" and filed on April 12, 2014.
[0028] The network scanner 212 may be configured to
receive the at least one deployment from the deployment
generator 206. The network scanner 212 may generate
a list of unused ports, external IP connections, traffic to
the external IP connections, choke points, and link traffic
volume.
[0029] The network scanner 212 may be configured to
determine a volume of traffic to external IP addresses.
For example, when the software code 134 is cloud com-
puting software, the nodes may represent different virtual
machines. The virtual machines may be on the same
physical computer or server 130 and may behave as sep-
arate computers on the network 135 or they may be on
separate physical computers or servers 130. The net-
work scanner 212 may be configured to measure what
kind of traffic is going outside of the private cloud by de-
termining whether the node is communicating with an IP
address that is external to the private cloud. For example,
devices within the same local network may use a 32-bit
(4-byte) IP address that may have the same numbers for
the two most significant bytes and different numbers for
the two least significant bytes. If the two most significant
bytes of the IP address for the node are different from
the entity the node is communicating with, the node is
communicating with an external IP address.
[0030] The network scanner 212 may be configured to
determine the choke points based on the centrality of
some nodes that lie on most paths in the deployment of
the software code 134. In some embodiments, the net-
work scanner 212 may determine the choke points using
standard graph algorithms.
[0031] The network scanner 212 may be configured to
determine the link traffic volume by determining how
much traffic is being communicated across certain links.
In some embodiments, the network scanner 212 may be
configured to use one or more APIs to determine the link
traffic volume. The link traffic volume may include an
amount of link traffic, an average and a maximum for
each link, a sum of all volumes, and/or a sum of the ratio
of all volumes.
[0032] The filter 214 may be configured to receive the
network traffic from the network scanner 212. The filter
214 may also be configured to receive data from the port
mapper 208 and/or the static code analyzer 210. The
filter 214 may be configured to parse and filter the data
and transmit the remaining data to the metric analyzer
216. For example, the filter 214 may receive dumps and
log files, parse the files, and filter out irrelevant data for
the metric analyzer 216.
[0033] The metric analyzer 216 may be configured to
combine the remaining data from the filter 214 and com-
pute a metric 218 for the at least one deployment. The
metric 218 may be a reflection of the attack surface vul-
nerability of the different deployments. For example, the
metric analyzer 216 may determine that the deployment
has a choke point and several nodes that receive a high
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volume of traffic, which suggests that the deployment
could experience a failure and that entities may be snoop-
ing on the software. The metric analyzer 216 may be
configured to generate a report on differences between
different deployments of the software code 134.
[0034] In some embodiments, the metric analyzer 216
computes a metric 218 comprising parameters for the at
least one deployment, the parameters including a
number of unused ports, a number of open ports, a
number of protocols used, a volume of traffic transmitted
to external IP addresses, a number of choke points, a
link traffic volume, a mapping of protocols to nodes, and
a percentage of sensitive paths.
[0035] The unused ports may be ports that are not used
for communication during execution of the deployment
of the software code 134. A higher number of unused
ports may indicate a higher degree of vulnerability be-
cause the unused ports represent potential security holes
where unauthorized entities may obtain access to the
network and intercept the network traffic.
[0036] The open ports are ports that are available for
communication. Open ports are ports that are listening
for communications, which exposes the ports to commu-
nication with unauthorized entities. As a result, an in-
crease in the number of open ports may also indicate
increased vulnerability.
[0037] For the number of protocols, the metric analyzer
216 may determine the number of protocols used at each
node. The metric analyzer 216 may be configured to as-
sign a danger score to each protocol based on the version
of each protocol being used at each node, how long the
protocol has been used (where a longer time period is
associated with a safer protocol because there has been
more opportunity to test the protocol), and whether the
protocols are associated with known security holes. In
some embodiments, the metric analyzer 216 may be con-
figured to determine a total danger score for each de-
ployment that is a sum of the danger score for each pro-
tocol used with the first and second deployments of the
software code 134.
[0038] The volume of traffic transmitted to external IP
addresses may be used to determine whether an unau-
thorized entity is snooping on the software code 134. For
example, if a node is transmitting a high volume of traffic
to an external IP address, the node may be transmitting
private data to the unauthorized entity. As a result, a lower
volume of traffic to external IP addresses indicates a
more secure deployment of the software code 134.
[0039] The choke points in the deployment are poten-
tial points of vulnerability because the failure of a node
that is a choke point may cause the software code 134
to have a diminished functionality or stop working. As a
result, a lower number of choke points is associated with
a more secure deployment of the software code 134.
[0040] Similar to the volume of traffic being communi-
cated to external IP addresses, a high volume of link traf-
fic may be indicative of an unauthorized entity snooping
on the software code 134. As a result, a lower volume of

link traffic is associated with a less vulnerable deploy-
ment of the software code 134.
[0041] The metric analyzer 216 may be configured to
use the mapping of protocols to nodes determined by the
port mapper 208 to identify a number of unique cases
where there is a unique mapping. If a protocol is running
on only one node, taking down the node would stop the
protocol from running, which makes the software code
more vulnerable to failure. For example, if only one node
is running a web server that gives a user access to a
dashboard, node failure would cause the client side of
the software code 134 to fail and frustrate the user. As a
result, redundant protocols indicate less vulnerability and
a lower number of cases where there is a unique mapping
of protocols to nodes may be associated with a more
secure deployment of the software code 134.
[0042] Further, in some embodiments, the metric an-
alyzer 216 may be configured to generate a percentage
of sensitive paths based on the paths that access sensi-
tive information determined by the static code analyzer
210.
[0043] In some embodiments, the metric analyzer 216
may be configured to present the metric 218 (also known
as an attack surface metric) as a list of the parameters
for the at least one deployment. In some embodiments,
the metric analyzer 216 may be configured to present
the metric 218 as a single value instead of multiple pa-
rameters. For example, the metric 218 may be a normal-
ized sum of all the parameters.
[0044] In some embodiments, the metric analyzer 216
may be configured to present a comparison of the metric
218 for multiple deployments. The multiple deployments
may include a baseline deployment and another deploy-
ment, a first deployment and a second deployment, etc.
The presentation may include an element-wise compar-
ison of the two (or more) deployments. In some embod-
iments, the metric analyzer 216 may be configured to
generate the total metric 218 for the multiple deployments
as a comparison. For example, the metric analyzer 216
may determine that the first deployment is 25% less vul-
nerable than the second deployment.
[0045] In these or other embodiments, the metric an-
alyzer 216 may be configured to normalize the metric
218 according to a baseline to give a difference between
the metric 218 and the baseline. For example, the metric
analyzer 216 may determine that the first deployment
has an attack surface metric of 10% lower than the base-
line, and that the second deployment has an attack sur-
face metric of 15% higher than the baseline.
[0046] In yet another embodiment, the metric analyzer
216 may be configured to generate a metric 218 for a
subset of the parameters and may include individual de-
tails for the remaining parameters. For example, in some
embodiments, the number of unused ports and the
number of open ports may be displayed separately be-
cause of, in some instances, importance and the remain-
ing parameters are combined into the metric 218. In yet
another embodiment, the metric analyzer 216 may be
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configured to apply a weight to some of the parameters
based on their importance. For example, the metric an-
alyzer 216 may apply weights to the number of unused
ports and the number of open ports by using a dot product
of a weight vector. The metric analyzer 216 may then
generate a metric 218 as a sum of the individual param-
eters.
[0047] The user interface engine 220 may be config-
ured to receive the metric 218 from the metric analyzer
216 and generate visualizations 220 of the parameters.
For example, the user interface engine 220 may be con-
figured to generate a network view as illustrated in FIG.
3A, a process view as illustrated in FIG. 3B, an overall
view as illustrated in FIG. 3C, or a different report that
illustrates differences in the parameters using radar as
illustrated in FIG. 4. The figures will be discussed in great-
er detail below.
[0048] Modifications, additions, or omissions may be
made to the system 200 without departing from the scope
of the present disclosure. For example, the user interface
engine 220 may be optional. In some embodiments, cer-
tain aspects of the system 200 may be different depend-
ing on the programming language for the software code
134. For example, a filter 214 used for parsing Java may
be different than a filter 214 used for parsing C. However,
the fundamental principles described with respect to the
system 200 remain the same regardless of the program-
ming language used for the software code 134. In some
embodiments, the system 200 may be implemented us-
ing computer-readable media for carrying or having com-
puter-executable instructions or data structures stored
thereon that implement the system 200.
[0049] FIG. 3A illustrates an example network view that
indicates one or more parameters included in the metric
generated by the user interface engine 220. The network
view includes nodes as illustrated with IP addresses and
ports that represent the API interaction between nodes
generated for the software code 134. The network view
may illustrate which nodes are critical because they are
associated with multiple links (edges). The network view
may also include the unused nodes, which may be iden-
tified based on not having any links connecting them to
other nodes. The network view represents heavily used
links with thicker edges.
[0050] FIG. 3B illustrates an example process view that
indicates one or more parameters included in the metrics.
The process view uses process information to enhance
the network view. Specifically, the process view adds
APIs used by the different nodes to the graph and in-
cludes circles around the nodes and APIs to indicate
which nodes and APIs are most connected to the ports
in the network.
[0051] FIG. 3C illustrates an example overall view that
indicates one or more parameters included in the metrics.
The overall view may be a comprehensive view for pa-
rameters of the attack surface that shows connections
between the nodes and different APIs. The thickness of
the links between the nodes may be indicative of the

amount of link traffic between the nodes.
[0052] FIG. 4 illustrates an example visualization com-
paring a first deployment to a second deployment in a
radar map. The radar map illustrates the attack surface
metrics by showing the difference between the two de-
ployments normalized by a baseline. For example, in
FIG. 4 one of the deployments has two times more ex-
ternal IP traffic than the other deployment, 1.5 times more
protocol danger than the other deployment, 1.2 more
open ports, 0.3 more unused ports, 0.3 more unique pro-
tocols to nodes, 1.3 more link traffic volume, and 0.8 more
choke points. If one of the deployments was not consist-
ently greater than the other, a better visualization could
be an overlay of the metrics associated with the two dif-
ferent deployments, a line chart, etc.
[0053] FIG. 5 is a flow chart of an example method 500
of determining an attack surface of software, arranged
in accordance with at least some embodiments described
herein. The method 500 may be implemented, in some
embodiments, by a system, such as the system 200 of
FIG. 2. In particular, the method 500 may be implemented
by the metric application 133 of FIG. 2. For example, the
method 500 may be implemented by the deployment
generator 206, the port mapper 208, the static code an-
alyzer 210, the network scanner 212, the filter 214, and
the metric analyzer 216 of FIG. 2. Although illustrated as
discrete blocks, various blocks may be divided into ad-
ditional blocks, combined into fewer blocks, or eliminat-
ed, depending on the desired implementation.
[0054] The method 500 may begin at block 502, where
a platform may be generated for testing at least one de-
ployment of software code 134. For example, the plat-
form could be a testbed.
[0055] In block 504, protocols that are used by the at
least one deployment may be identified. For example,
the protocols used by the deployment are identified from
a database and information associated with the proto-
cols, such as the version, any known security holes in
the protocols, and the length of time that they have been
in use are retrieved.
[0056] In block 506, the protocols may be mapped to
at least one port in the at least one deployment. The
mapping may be used to identify which ports are open.
[0057] In block 508, the metric comprising parameters
for the at least one deployment may be computed, the
parameters including a number of unused ports, a
number of open ports, information about at least one pro-
tocol used, a volume of traffic transmitted to external IP
addresses, a number of choke points, a link traffic vol-
ume, and a mapping of protocols to nodes.
[0058] FIG. 6 is a flow chart of another example method
600 of determining an attack surface of software, ar-
ranged in accordance with at least some embodiments
described herein. The method 600 may be implemented,
in some embodiments, by a system, such as the system
200 of FIG. 2. In particular, the method 600 may be im-
plemented by the metric application 133 of FIG. 2. For
example, the method 600 may be implemented by the
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deployment generator 206, the port mapper 208, the stat-
ic code analyzer 210, the network scanner 212, the filter
214, the metric analyzer 216, and the user interface en-
gine 220 of FIG. 2. Although illustrated as discrete blocks,
various blocks may be divided into additional blocks,
combined into fewer blocks, or eliminated, depending on
the desired implementation.
[0059] The method 600 may begin at block 602, where
a platform may be generated for testing a deployment of
software code 134. In block 604, protocols that are used
by the at least one deployment may be identified. In block
606, the protocols may be mapped to at least one port
in the deployment. In block 608, static analysis of the
software code 134 may be performed, for example, using
application programming interfaces (APIs).
[0060] In block 610, network traffic at the at least one
port associated with the deployment may be collected.
For example, ports with unusually high traffic may be
accessed by unauthorized entities that are snooping on
the software code 134.
[0061] In block 612, irrelevant data may be parsed and
filtered. For example, the dumps and log files are parsed
and filtered to prepare the data for computing metrics. In
block 614, the remaining data may be combined.
[0062] In block 616, a metric may be computed com-
prising parameters for the deployment. Parameters may
include a number of unused ports, a number of open
ports, information about the one or more protocols used,
a volume of traffic transmitted to external IP addresses,
a number of choke points, a link traffic volume, a mapping
of protocols to nodes, and a percentage of sensitive
paths. In some embodiments, the parameters may be
combined to create a first attack surface metric for the
first deployment and a second attack surface metric for
the second deployment. The attack surface metric may
be a summation of the individual parameters or a sum-
mation of a dot product of a weight and a value for each
parameter.
[0063] In block 618, it may be determined whether
there is an additional deployment to analyze. For exam-
ple, the deployment could be a baseline deployment and
a first deployment could be available for comparison. In
another example, the deployment could be a first deploy-
ment and a second deployment could be available. If
there is an additional deployment to analyze, the method
may repeat starting at block 602. If there is not an addi-
tional deployment to analyze, the method may proceed
to block 620. In block 620, a visualization of the metrics
may be generated. For example, a graph may include an
overlay of the parameters for the first deployment on top
of the second deployment, a line graph comparing the
parameters, a graph with the attack surface metric, etc.
[0064] One skilled in the art will appreciate that, for this
and other processes and methods disclosed herein, the
functions performed in the processes and methods may
be implemented in differing order. Furthermore, the out-
lined steps and operations are only provided as exam-
ples, and some of the steps and operations may be op-

tional, combined into fewer steps and operations, or ex-
panded into additional steps and operations without de-
tracting from the essence of the disclosed embodiments.
Furthermore, the method 300 is only one example of a
method that may be used to determine path counts within
a contracted flow chart. Other methods for determining
path counts may be used without departing from the
scope of the present disclosure.
[0065] The foregoing detailed description has set forth
various embodiments via the use of block diagrams, flow-
charts, and/or examples, such as the block diagram that
illustrates the system 200 of FIG. 2 and the flow charts
that illustrate the methods 500, 600 of FIG. 5 and 6, re-
spectively. Insofar as such block diagrams, flowcharts,
and/or examples contain one or more functions and/or
operations, it will be understood by those within the art
that each function and/or operation within such block di-
agrams, flowcharts, or examples may be implemented,
individually and/or collectively, by a wide range of hard-
ware, software, firmware, or virtually any combination
thereof. In some embodiments, several portions of the
subject matter described herein may be implemented via
Application Specific Integrated Circuits (ASICs), Field
Programmable Gate Arrays (FPGAs), digital signal proc-
essors (DSPs), or other integrated formats. However,
those skilled in the art will recognize that some aspects
of the embodiments disclosed herein, in whole or in part,
may be equivalently implemented in integrated circuits,
as one or more computer programs running on one or
more computers (e.g., as one or more programs running
on one or more computer systems), as one or more pro-
grams running on one or more processors (e.g., as one
or more programs running on one or more microproces-
sors), as firmware, or as virtually any combination there-
of, and that designing the circuitry and/or writing the code
for the software and or firmware would be well within the
skill of one of skill in the art in light of this disclosure. In
addition, those skilled in the art will appreciate that the
mechanisms of the subject matter described herein are
capable of being distributed as a program product in a
variety of forms, and that an illustrative embodiment of
the subject matter described herein applies regardless
of the particular type of signal bearing medium used to
carry out the distribution
[0066] Furthermore, the embodiments described here-
in may include the use of a special purpose or general-
purpose computer including various computer hardware
or software modules, as discussed in greater detail be-
low.
[0067] Embodiments described herein may be imple-
mented using computer-readable media for carrying or
having computer-executable instructions or data struc-
tures stored thereon. Such computer-readable media
may be any available media that may be accessed by a
general purpose or special purpose computer. By way
of example, and not limitation, such computer-readable
media may comprise tangible computer-readable stor-
age media including RAM, ROM, EEPROM, CD-ROM or
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other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other storage medium
which may be used to carry or store desired program
code in the form of computer-executable instructions or
data structures and which may be accessed by a general
purpose or special purpose computer. Combinations of
the above may also be included within the scope of com-
puter-readable media.
[0068] Computer-executable instructions comprise,
for example, instructions and data, which cause a gen-
eral-purpose computer, special purpose computer, or
special purpose-processing device (e.g. a processor) to
perform a certain function or group of functions. Although
the subject matter has been described in language spe-
cific to structural features and/or methodological acts, it
is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific
features and acts described above are disclosed as ex-
ample forms of implementing the claims.
[0069] All examples and conditional language recited
herein are intended for pedagogical objects to aid the
reader in understanding the invention and the concepts
contributed by the inventor to furthering the art, and are
to be construed as being without limitation to such spe-
cifically recited examples and conditions.

Claims

1. A method of determining an attack surface of soft-
ware, the method comprising:

generating (602), with one or more processors,
a platform for testing at least one deployment of
software code;
identifying (604), with the one or more proces-
sors, protocols that are used by the at least one
deployment;
mapping (606), with the one or more processors,
the protocols to at least one port in the at least
one deployment;
performing (608), with the one or more proces-
sors, a static analysis of the at least one deploy-
ment to determine modules in the at least one
deployment that open ports and deploy the pro-
tocols;
collecting (610) network traffic at the at least one
port in the at least one deployment;
determining, with the one or more processors,
a plurality of parameters that correspond to the
at least one deployment, wherein each of the
plurality of parameters is determined based on
one or more of the static analysis, the mapping
of the protocols, the identifying of the protocols,
and the collecting of the network traffic, wherein
the plurality of parameters include: a number of
unused ports in the at least one deployment, a

number of open ports in the at least one deploy-
ment, information about at least one protocol
used by the at least one deployment, a volume
of traffic transmitted to external internet protocol
addresses, IP, with respect to the at least one
deployment, a number of choke points in the at
least one deployment, a link traffic volume as-
sociated with the at least one deployment, per-
centage of paths that access sensitive informa-
tion, and a mapping of protocols to nodes in the
at least one deployment; and
computing (616), with the one or more proces-
sors, a metric for the at least one deployment in
which the metric includes the plurality of param-
eters
wherein the metric represents the attack surface
vulnerability of the at least one deployment.

2. The method of claim 1, wherein the information about
the at least one protocol used includes a first danger
score for a first protocol that reflects whether the first
protocol has a security hole and how long the first
protocol has existed, a second danger score for a
second protocol that reflects whether the second
protocol has a security hole and how long the second
protocol has existed, and a total danger score that
is a sum of the first danger score and the second
danger score.

3. The method of any preceding claim, wherein the at
least one deployment includes a first deployment
and a second deployment and wherein computing
the metric comprises computing a first metric for the
first deployment and computing a second metric for
the second deployment.

4. The method of any of claims 1 to 3, further comprising
receiving a baseline deployment, wherein:

the at least one deployment includes a first de-
ployment that is the baseline deployment;
the at least one deployment includes a second
deployment;
computing the metric for the at least one deploy-
ment includes computing a first metric for the
first deployment and computing a second metric
for the second deployment; and
the method further comprises normalizing the
second metric based on the first metric.

5. The method of any preceding claim, further compris-
ing using the link traffic volume to determine how
much traffic is being communicated across certain
links and wherein the link traffic volume is calculated
as at least one of: an aggregate amount of link traffic,
an average and maximum for each link, a first sum
of all link traffic volumes, and a second sum of a ratio
of all volumes.
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6. The method of any preceding claim, further compris-
ing parsing and filtering (612) irrelevant data.

7. The method of any preceding claim, further compris-
ing generating (620) a visualization of the at least
one deployment based on a number of metrics avail-
able.

8. The method of any preceding claim, wherein com-
puting the metric comprises applying at least one
weight to at least one of the parameters, calculating
at least one dot product for the at least one weight
and the at least one parameter, and generating a
sum of the at least one dot product and the param-
eters that are not associated with the at least one
weight.

9. Computer instructions executable by a processing
device to perform operations for determining an at-
tack surface of software, the operations comprising:

generating (602) a platform for testing at least
one deployment of software code;
identifying (604) protocols that are used by the
at least one deployment;
mapping (606) the protocols to at least one port
in the at least one deployment;
performing (608) a static analysis of the at least
one deployment to determine modules in the at
least one deployment that open ports and deploy
the protocols;
collecting (610) network traffic at the at least one
port in the at least one deployment;
determining a plurality of parameters that corre-
spond to the at least one deployment, wherein
each of the plurality of parameters is determined
based on one or more of the static analysis, the
mapping of the protocols, the identifying of the
protocols, and the collecting of the network traf-
fic, wherein the plurality of parameters indicate
an attack surface vulnerability of the at least one
deployment and include: a number of unused
ports in the at least one deployment, a number
of open ports in the at least one deployment,
information about at least one protocol used by
the at least one deployment, a volume of traffic
transmitted to external internet protocol ad-
dresses, IP, with respect to the at least one de-
ployment, a number of choke points in the at
least one deployment, a link traffic volume as-
sociated with the at least one deployment, paths
that access sensitive information, and a map-
ping of protocols to nodes in the at least one
deployment; and
computing (616) a metric for the at least one
deployment in which the metric includes the plu-
rality of parameters.

10. A computer-readable medium having the computer
instructions of claim 9 stored thereon.

11. A device (200) for determining an attack surface of
software, the device comprising:

one or more processors configured to:

generate a platform for testing at least one
deployment of software code;
identify protocols that are used by the at
least one deployment;
map the protocols to at least one port in the
at least one deployment;

perform a static analysis of the at least one de-
ployment to determine modules in the at least
one deployment that open ports and deploy the
protocols;
collect network traffic at the at least one port in
the at least one deployment;
determine a plurality of parameters that corre-
spond to the at least one deployment, wherein
each of the plurality of parameters is determined
based on one or more of the static analysis, the
mapping of the protocols, the identifying of the
protocols, and the collecting of the network traf-
fic, wherein the plurality of parameters indicate
an attack surface vulnerability of the at least one
deployment and include: a number of unused
ports in the at least one deployment, a number
of open ports in the at least one deployment,
information about at least one protocol used by
the at least one deployment, a volume of traffic
transmitted to external internet protocol ad-
dresses, IP, with respect to the at least one de-
ployment, a number of choke points in the at
least one deployment, a link traffic volume as-
sociated with the at least one deployment, paths
that access sensitive information, and a map-
ping of protocols to nodes in the at least one
deployment; and
compute a metric for the at least one deployment
in which the metric includes the plurality of pa-
rameters.

Patentansprüche

1. Verfahren zum Bestimmen einer Angriffsfläche von
Software, wobei das Verfahren umfasst:

Erzeugen (602), mit einem oder mehreren Pro-
zessoren, einer Plattform zum Testen mindes-
tens einer Bereitstellung von Softwarecode;
Identifizieren (604), mit dem einen oder den
mehreren Prozessoren, von Protokollen, die
von der mindestens einen Bereitstellung ver-
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wendet werden;
Abbilden (606), mit dem einen oder den mehre-
ren Prozessoren, der Protokolle auf mindestens
einen Port in der mindestens einen Bereitstel-
lung;
Ausführen (608), mit dem einen oder den meh-
reren Prozessoren, einer statischen Analyse der
mindestens einen Bereitstellung, um Module in
der mindestens einen Bereitstellung zu bestim-
men, die Ports öffnen und die Protokolle bereit-
stellen;
Sammeln (610) von Netzwerkdatenverkehr an
dem mindestens einen Port in der mindestens
einen Bereitstellung;
Bestimmen, mit dem einen oder den mehreren
Prozessoren, von mehreren Parametern, die
der mindestens einen Bereitstellung entspre-
chen, wobei jeder der mehreren Parameter auf
einer oder mehreren der statischen Analyse,
dem Abbilden der Protokolle, dem Identifizieren
der Protokolle, und dem Sammeln des Netz-
werkdatenverkehrs basiert, wobei die mehreren
Parameter aufweisen: eine Anzahl von nicht
verwendeten Ports in der mindestens einen Be-
reitstellung, eine Anzahl von offenen Ports in der
mindestens einen Bereitstellung, Informationen
zu mindestens einem durch die mindestens eine
Bereitstellung verwendeten Protokoll, ein an ex-
terne Internetprotokolladressen, IP, übertrage-
nes Datenverkehrsvolumen in Bezug auf die
mindestens eine Bereitstellung, eine Anzahl von
Drosselstellen in der mindestens einen Bereit-
stellung, ein Verbindungsdatenverkehrsvolu-
men, das der mindestens einen Bereitstellung
zugeordnet ist, einen Prozentsatz von Pfaden,
die auf vertrauliche Informationen zugreifen,
und eine Abbildung von Protokollen auf Knoten
in der mindestens einen Bereitstellung; und
Berechnen (616), mit dem einen oder den meh-
reren Prozessoren, einer Metrik für die mindes-
tens eine Bereitstellung, in der die Metrik die
mehreren Parameter aufweist,
wobei die Metrik die Verwundbarkeit der An-
griffsfläche der mindestens einen Bereitstellung
darstellt.

2. Verfahren nach Anspruch 1, wobei die Informationen
über das mindestens eine verwendete Protokoll eine
erste Gefahrenbewertung für ein erstes Protokoll,
die widerspiegelt, ob das erste Protokoll eine Sicher-
heitslücke aufweist und wie lange das erste Protokoll
bereits existiert, eine zweite Gefahrenbewertung für
ein zweites Protokoll, die widerspiegelt, ob das zwei-
te Protokoll eine Sicherheitslücke aufweist und wie
lange das zweite Protokoll bereits existiert, und eine
Gesamtgefahrenbewertung, die eine Summe aus
der ersten Gefahrenbewertung und der zweiten Ge-
fahrenbewertung ist, aufweist.

3. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei die mindestens eine Bereitstellung eine
erste Bereitstellung und eine zweite Bereitstellung
aufweist und wobei das Berechnen der Metrik Be-
rechnen einer ersten Metrik für die erste Bereitstel-
lung und Berechnen einer zweiten Metrik für die
zweite Bereitstellung umfasst.

4. Verfahren nach einem der Ansprüche 1 bis 3, ferner
umfassend Empfangen einer Basisbereitstellung,
wobei:

die mindestens eine Bereitstellung eine erste
Bereitstellung aufweist, die die Basisbereitstel-
lung ist;
die mindestens eine Bereitstellung eine zweite
Bereitstellung aufweist;
das Berechnen der Metrik für die mindestens
eine Bereitstellung Berechnen einer ersten Me-
trik für die erste Bereitstellung und Berechnen
einer zweiten Metrik für die zweite Bereitstellung
aufweist; und
das Verfahren ferner Normalisieren der zweiten
Metrik basierend auf der ersten Metrik umfasst.

5. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend Verwenden des Verbin-
dungsdatenverkehrsvolumens zum Bestimmen, wie
viel Datenverkehr über bestimmte Verbindungen
kommuniziert wird, und wobei das Verbindungsda-
tenverkehrsvolumen berechnet wird als mindestens
eines von: einer aggregierten Menge von Verbin-
dungsdatenverkehr, einem Durchschnitt und einem
Maximum für jede Verbindung, einer erste Summe
aller Verbindungsdatenverkehrsvolumina, und einer
zweiten Summe eines Verhältnisses aller Volumina.

6. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend Parsen und Filtern (612) ir-
relevanter Daten.

7. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend Erzeugen (620) einer Visua-
lisierung der mindestens einen Bereitstellung basie-
rend auf einer Anzahl verfügbarer Metriken.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Berechnen der Metrik Anwenden
mindestens eines Gewichts auf mindestens einen
der Parameter, Berechnen mindestens eines Ska-
larprodukts für das mindestens eine Gewicht und
den mindestens einen Parameter, und Erzeugen ei-
ner Summe des mindestens einen Skalarprodukts
und der Parameter, die nicht dem mindestens einen
Gewicht zugeordnet sind, umfasst.

9. Computeranweisungen, die von einer Verarbei-
tungsvorrichtung ausgeführt werden können, um

19 20 

IPR2025-01085 
Orca Security EX1028 Page 11



EP 3 013 016 B1

12

5

10

15

20

25

30

35

40

45

50

55

Operationen zum Bestimmen einer Angriffsfläche
von Software durchzuführen, wobei die Operationen
umfassen:

Erzeugen (602) einer Plattform zum Testen min-
destens einer Bereitstellung von Softwarecode;
Identifizieren (604) von Protokollen, die von der
mindestens einen Bereitstellung verwendet
werden;
Abbilden (606) der Protokolle auf mindestens
einen Port in der mindestens einen Bereitstel-
lung;
Ausführen (608) einer statischen Analyse der
mindestens einen Bereitstellung, um Module in
der mindestens einen Bereitstellung zu bestim-
men, die Ports öffnen und die Protokolle bereit-
stellen;
Sammeln (610) von Netzwerkdatenverkehr an
dem mindestens einen Port in der mindestens
einen Bereitstellung;
Bestimmen von mehreren Parametern, die der
mindestens einen Bereitstellung entsprechen,
wobei jeder der mehreren Parameter auf einer
oder mehreren der statischen Analyse, dem Ab-
bilden der Protokolle, dem Identifizieren der Pro-
tokolle, und dem Sammeln des Netzwerkdaten-
verkehrs basiert, wobei die mehreren Parame-
ter aufweisen: eine Anzahl von nicht verwende-
ten Ports in der mindestens einen Bereitstel-
lung, eine Anzahl von offenen Ports in der min-
destens einen Bereitstellung, Informationen zu
mindestens einem durch die mindestens eine
Bereitstellung verwendeten Protokoll, ein an ex-
terne Internetprotokolladressen, IP, übertrage-
nes Datenverkehrsvolumen in Bezug auf die
mindestens eine Bereitstellung, eine Anzahl von
Drosselstellen in der mindestens einen Bereit-
stellung, ein Verbindungsdatenverkehrsvolu-
men, das der mindestens einen Bereitstellung
zugeordnet ist, einen Prozentsatz von Pfaden,
die auf vertrauliche Informationen zugreifen,
und eine Abbildung von Protokollen auf Knoten
in der mindestens einen Bereitstellung; und
Berechnen (616) einer Metrik für die mindestens
eine Bereitstellung, in der die Metrik die mehre-
ren Parameter aufweist.

10. Computerlesbares Medium, auf dem die Compute-
ranweisungen nach Anspruch 9 gespeichert sind.

11. Vorrichtung (200) zum Bestimmen einer Angriffsflä-
che von Software, wobei die Vorrichtung umfasst:
einen oder mehrere Prozessoren, die konfiguriert
sind zum:

Erzeugen einer Plattform zum Testen mindes-
tens einer Bereitstellung von Softwarecode;
Identifizieren von Protokollen, die von der min-

destens einen Bereitstellung verwendet wer-
den;
Abbilden der Protokolle auf mindestens einen
Port in der mindestens einen Bereitstellung;
Ausführen einer statischen Analyse der mindes-
tens einen Bereitstellung, um Module in der min-
destens einen Bereitstellung zu bestimmen, die
Ports öffnen und die Protokolle bereitstellen;
Sammeln von Netzwerkdatenverkehr an dem
mindestens einen Port in der mindestens einen
Bereitstellung;
Bestimmen von mehreren Parametern, die der
mindestens einen Bereitstellung entsprechen,
wobei jeder der mehreren Parameter auf einer
oder mehreren der statischen Analyse, dem Ab-
bilden der Protokolle, dem Identifizieren der Pro-
tokolle, und dem Sammeln des Netzwerkdaten-
verkehrs basiert, wobei die mehreren Parame-
ter aufweisen: eine Anzahl von nicht verwende-
ten Ports in der mindestens einen Bereitstel-
lung, eine Anzahl von offenen Ports in der min-
destens einen Bereitstellung, Informationen zu
mindestens einem durch die mindestens eine
Bereitstellung verwendeten Protokoll, ein an ex-
terne Internetprotokolladressen, IP, übertrage-
nes Datenverkehrsvolumen in Bezug auf die
mindestens eine Bereitstellung, eine Anzahl von
Drosselstellen in der mindestens einen Bereit-
stellung, ein Verbindungsdatenverkehrsvolu-
men, das der mindestens einen Bereitstellung
zugeordnet ist, einen Prozentsatz von Pfaden,
die auf vertrauliche Informationen zugreifen,
und eine Abbildung von Protokollen auf Knoten
in der mindestens einen Bereitstellung; und
Berechnen einer Metrik für die mindestens eine
Bereitstellung, in der die Metrik die mehreren
Parameter aufweist.

Revendications

1. Procédé de détermination d’une surface d’attaque
de logiciel, le procédé comprenant :

la génération (602), avec un ou plusieurs pro-
cesseurs, d’une plate-forme pour tester au
moins un déploiement de code de logiciel ;
l’identification (604), avec les un ou plusieurs
processeurs, de protocoles qui sont utilisés par
l’au moins un déploiement ;
la mise en correspondance (606), avec les un
ou plusieurs processeurs, des protocoles avec
au moins un port dans l’au moins un
déploiement ;
la conduite (608), avec les un ou plusieurs pro-
cesseurs, d’une analyse statique de l’au moins
un déploiement pour déterminer des modules
dans l’au moins un déploiement qui ouvrent des
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ports et déploient les protocoles ;
la collecte (610) de trafic de réseau au niveau
de l’au moins un port dans l’au moins un
déploiement ; la détermination, avec les un ou
plusieurs processeurs, d’une pluralité de para-
mètres qui correspondent à l’au moins un dé-
ploiement, où chacun de la pluralité de paramè-
tres est déterminé sur la base de l’un ou plu-
sieurs parmi l’analyse statique, la mise en cor-
respondance des protocoles, l’identification des
protocoles, et la collecte du trafic de réseau,
dans lequel la pluralité de paramètres
comprennent : un nombre de ports inutilisés
dans l’au moins un déploiement, un nombre de
ports ouverts dans l’au moins un déploiement,
des information concernant au moins un proto-
cole utilisé par l’au moins un déploiement, un
volume de trafic transmis à des adresses de pro-
tocole internet, IP, externes concernant l’au
moins un déploiement, un nombre de points de
blocage dans l’au moins un déploiement, un vo-
lume de trafic de liaison associé à l’au moins un
déploiement, le pourcentage de chemins qui ac-
cèdent à des informations sensibles, et une mise
en correspondance de protocoles avec des
nœuds dans l’au moins un déploiement ; et
le calcul (616), avec les un ou plusieurs proces-
seurs, d’une grandeur pour l’au moins un dé-
ploiement dans lequel la grandeur comprend la
pluralité de paramètres
dans lequel la grandeur représente la vulnéra-
bilité de surface d’attaque de l’au moins un dé-
ploiement.

2. Procédé selon la revendication 1, dans lequel les
informations concernant l’au moins un protocole uti-
lisé comprennent un premier score de danger pour
un premier protocole qui reflète le fait que le premier
protocole présente ou non un trou de sécurité et de-
puis combien de temps le premier protocole existe,
un deuxième score de danger pour un deuxième pro-
tocole qui reflète le fait que le deuxième protocole
présente ou non un trou de sécurité et depuis com-
bien de temps le deuxième protocole existe, et un
score de danger total qui est une somme du premier
score de danger et du deuxième score de danger.

3. Procédé selon l’une quelconque des revendications
précédentes, dans lequel l’au moins un déploiement
comprend un premier déploiement et un deuxième
déploiement et dans lequel le calcul de la grandeur
comprend le calcul d’une première grandeur pour le
premier déploiement et le calcul d’une deuxième
grandeur pour le deuxième déploiement.

4. Procédé selon l’une quelconque des revendications
1 à 3, comprenant en outre la réception d’un déploie-
ment de référence, dans lequel :

l’au moins un déploiement comprend un premier
déploiement qui est le déploiement de
référence ; l’au moins un déploiement com-
prend un deuxième déploiement ;
le calcul de la grandeur pour l’au moins un dé-
ploiement comprend le calcul d’une première
grandeur pour le premier déploiement et le cal-
cul d’une deuxième grandeur pour le deuxième
déploiement ; et le procédé comprend en outre
la normalisation de la deuxième grandeur sur la
base de la première grandeur.

5. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre l’utilisation du vo-
lume de trafic de liaison pour déterminer la quantité
de trafic étant communiquée sur certaines liaisons
et dans lequel le volume de trafic de liaison est cal-
culé comme étant au moins l’un parmi : une quantité
agrégée de trafic de liaison, une moyenne et un
maximum pour chaque liaison, une première somme
de tous les volumes de trafic de liaison, et une
deuxième somme d’un rapport de tous les volumes.

6. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre l’analyse et le fil-
trage (612) de données non pertinentes.

7. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre la génération
(620) d’une visualisation de l’au moins un déploie-
ment sur la base d’une pluralité de grandeurs dispo-
nibles.

8. Procédé selon l’une quelconque des revendications
précédentes, dans lequel le calcul de la grandeur
comprend l’application d’au moins une pondération
à au moins l’un des paramètres, le calcul d’au moins
un produit scalaire pour l’au moins une pondération
et l’au moins un paramètre, et la génération d’une
somme de l’au moins un produit scalaire et des pa-
ramètres qui ne sont pas associés à l’au moins une
pondération.

9. Instructions informatiques exécutables par un dis-
positif de traitement pour effectuer des opérations
pour déterminer une surface d’attaque de logiciel,
les opérations comprenant :

la génération (602) d’une plate-forme pour tes-
ter au moins un déploiement de code de logiciel ;
l’identification (604) de protocoles qui sont utili-
sés par l’au moins un déploiement ;
la mise en correspondance (606) des protocoles
avec au moins un port dans l’au moins un
déploiement ;
la conduite (608) d’une analyse statique de l’au
moins un déploiement pour déterminer des mo-
dules dans l’au moins un déploiement qui
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ouvrent des ports et déploient les protocoles ;
la collecte (610) de trafic de réseau au niveau
de l’au moins un port dans l’au moins un
déploiement ;
la détermination d’une pluralité de paramètres
qui correspondent à l’au moins un déploiement,
où chacun de la pluralité de paramètres est dé-
terminé sur la base de l’un ou plusieurs parmi
l’analyse statique, la mise en correspondance
des protocoles, l’identification des protocoles,
et la collecte du trafic de réseau, où la pluralité
de paramètres indiquent une vulnérabilité de
surface d’attaque de l’au moins un déploiement
et comprennent : un nombre de ports inutilisés
dans l’au moins un déploiement, un nombre de
ports ouverts dans l’au moins un déploiement,
des information concernant au moins un proto-
cole utilisé par l’au moins un déploiement, un
volume de trafic transmis à des adresses de pro-
tocole internet, IP, externes concernant l’au
moins un déploiement, un nombre de points de
blocage dans l’au moins un déploiement, un vo-
lume de trafic de liaison associé à l’au moins un
déploiement, le pourcentage de chemins qui ac-
cèdent à des informations sensibles, et une mise
en correspondance de protocoles avec des
nœuds dans l’au moins un déploiement ; et
le calcul (616) d’une grandeur pour l’au moins
un déploiement dans lequel la grandeur com-
prend la pluralité de paramètres.

10. Support lisible par ordinateur comportant les instruc-
tions informatiques selon la revendication 9 stoc-
kées sur celui-ci.

11. Dispositif (200) de détermination d’une surface d’at-
taque de logiciel, le dispositif comprenant :
un ou plusieurs processeurs configurés pour :

générer une plate-forme pour tester au moins
un déploiement de code de logiciel ;
identifier des protocoles qui sont utilisés par l’au
moins un déploiement ;
mettre en correspondance les protocoles avec
au moins un port dans l’au moins un
déploiement ;
conduire une analyse statique de l’au moins un
déploiement pour déterminer des modules dans
l’au moins un déploiement qui ouvrent des ports
et déploient les protocoles ;
collecter le trafic de réseau au niveau de l’au
moins un port dans l’au moins un déploiement ;
déterminer une pluralité de paramètres qui cor-
respondent à l’au moins un déploiement, où cha-
cun de la pluralité de paramètres est déterminé
sur la base de l’un ou plusieurs parmi l’analyse
statique, la mise en correspondance des proto-
coles, l’identification des protocoles, et la collec-

te du trafic de réseau, où la pluralité de paramè-
tres indiquent une vulnérabilité de surface d’at-
taque de l’au moins un déploiement et
comprennent : un nombre de ports inutilisés
dans l’au moins un déploiement, un nombre de
ports ouverts dans l’au moins un déploiement,
des information concernant au moins un proto-
cole utilisé par l’au moins un déploiement, un
volume de trafic transmis à des adresses de pro-
tocole internet, IP, externes concernant l’au
moins un déploiement, un nombre de points de
blocage dans l’au moins un déploiement, un vo-
lume de trafic de liaison associé à l’au moins un
déploiement, le pourcentage de chemins qui ac-
cèdent à des informations sensibles, et une mise
en correspondance de protocoles avec des
nœuds dans l’au moins un déploiement ; et
calculer une grandeur pour l’au moins un dé-
ploiement dans lequel la grandeur comprend la
pluralité de paramètres.
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