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TIG. 4 401 

System scanning across IP address on same port 
Description of Event 

The same source IP has attempted connections to 200+ distinct 
target IP addresses with the some target port 

Possible Couses 

Scanning Activity (may be authorized or unauthorized) 
Virus Or Worm 

Use of Peer-to-Peer file sharing software 
Course of Action 

1. If this alert is from a 12.xx.xx.xx network source IP address, send 
email to obc0domaint.net (sample email) 
2. Check to see if an open case exists with some source IP or if 
this is associated with a VPN user 

IF O Case already exists: 
-If a case already exists, add this event to the existing Case, 
-Review alarms in case and determine if appropriate action has been 
taken. Determine if case should be escaloted. 

IF O Case does not already exists: 
-Check for known potential false positive. 
-If event is a known potential false positive, create a cose - 
designate as Suspicious Network Activity 
- If the event is not a known potential false positive, further 
investigation is needed with the ports involved to determine if possible 
Peer-to-Peer activity or virus/worm activity. 
-If peer-to-peer activity, create case and handle as Peer-to-Peer 
-If virus Or worm Octivity, create case and hondle OS Malicious Code. 
-If none of the the above is appropriate the event should be handle 
OS Suspicious Network Activity 
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1. 

METHOD AND APPARATUS FOR 
INTEGRATED NETWORKSECURITY ALERT 

INFORMATION RETREVAL 

BACKGROUND OF THE INVENTION 

This application relates generally to network security and, 
more particularly, to network security Software tools having 
novel information retrieval and display capabilities. 

Communication networks have become ubiquitous. As 
Such networks grow in size and complexity, so does the Vol 
ume of threats directed toward those networks. Viruses, 
denial of service attacks and other unanticipated vulnerabili 
ties that could permit unauthorized access to network 
resources have become pervasive and, with the increasing 
Volume of traffic across communication networks, have 
become harder to detect. 

Threat management software tools that alert system 
administrators to events that may present a threat to commu 
nications networks have become more popular. Such tools 
monitor network traffic for various forms of suspicious 
behavior, for example, if a computer at a particular IP address 
is scanning a large number of other IP addresses. Such behav 
ior could indicate the presence of a worm or virus or an 
attempt to gain unauthorized access to a computer at one of 
the target IP addresses. One skilled in the art will recognize 
that myriad different threats to network data and communi 
cations exist that require detection and prevention. 
One limitation with current threat management tools is that 

they are often unwieldy to use. For example, when an alert is 
generated, it is very important to be able to identify the 
location of a particular IP address within a network as well as 
the identity of the person who is assigned to that IP address. 
Some or all of such information may be only available in a 
stand alone database either internal or external to an organi 
Zation. However, current threat management tools are not 
integrated with internal and external databases. Therefore, 
when an alert indicating Suspicious activity originating or 
destined for a particular IP address is received, it is often 
difficult to accurately analyze the threat, requiring a security 
analyst to undertake a manual search of various sources of 
information in an attempt to resolve the threat. While the IP 
address may be associated with a particular user, the location 
of the user's computer and the identity of the user are typi 
cally not readily available. This results in frustration on the 
part of security analysts and delays in addressing security 
threats as they arose. 

SUMMARY OF THE INVENTION 

In accordance with the principles of the present invention, 
databases containing information related to an IP address are 
accessed directly from within a threat management Software 
tool. When an alert is generated, an element within that alert, 
Such as an IP address, is linked to one or more databases 
internal to an organization containing information related to 
the location or identity of a user or computer at a particular IP 
address. If no matches for that element are found in internal 
databases, a search of a registry of IP addresses, such as the 
well-known American Registry of Internet Numbers (ARIN). 
is conducted. Finally, if the searches of internal and external 
databases are inadequate, an active scan of the device at that 
particular IP address or a router associated with that IP 
address is conducted. In this way, information related to a 
security threat is easily and efficiently obtained to enable a 
security analyst to better isolate that threat. 
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2 
These and other advantages of the invention will be appar 

ent to those of ordinary skill in the art by reference to the 
following detailed description and the accompanying draw 
ings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows an illustrative prior art network; 
FIG. 2 shows a database record in accordance with an 

embodiment of the present invention; 
FIG. 3 shows a computer display in accordance with an 

embodiment of the present invention showing a network 
security alert; 

FIG. 4 shows a computer display showing information 
retrieved from a database concerning courses of action for 
addressing one type of security alert; 

FIG.5 shows a method in accordance with an embodiment 
of the present invention; and 

FIG. 6 shows a computer adapted for use in accordance 
with an embodiment of the present invention. 

DETAILED DESCRIPTION 

FIG. 1 shows a prior art communication network 100 that 
is, illustratively, a corporate local area network (LAN). Such 
LANs are extremely well known and will not be described 
further herein other than as is necessary for the understanding 
of the present invention. Network 100 has, for example, com 
puters 101,102 and 103 interconnected via switches 104,105 
and 106. Network 100 also has gateway 107 that functions, 
illustratively, as an entry point into the network from external 
sources such as computer 109 in network 108. Network 108 
is, illustratively, the Internet. 
As corporate networks, such as illustrative network 100, 

grow increasingly large, the number of threats faced by those 
networks also grows. These threats include worms, viruses, 
Trojan horses, denial of service attacks, attempts to gain 
unauthorized access to computer systems, and other poten 
tially damaging security issues. Such threats are well known 
in the art and will not be described in detail herein other than 
as is necessary to understand the principles of the present 
invention. Due to the magnitude of the problem such threats 
pose, many corporations have instituted threat management 
procedures in order to detect security threats and prevent 
unauthorized access or damage to computer systems or data 
contained within Such systems. For example, many corpora 
tions use well-known software tools monitored by security 
analysts to detect when a potential threat activity is present 
within a network. As is well-known, such threats may be 
characterized by a wide variety of behavior, Such as a large 
number of scans from one IP address directed to other IP 
addresses or a large amount of uncharacteristic traffic 
directed to or from a particular IP address. When such activity 
is detected, for example, an alert is typically generated by a 
Software monitoring tool. A security analyst can then initiate 
an investigation and, if warranted, take action to reduce the 
potential damage caused by this activity. For example, if a 
computer at an IP address within the corporate network is 
behaving Suspiciously, a security analyst will attempt to 
determine if a reasonable explanation exists for that behavior 
and, if not, may want to isolate that computer from the net 
work so that it can no longer send or receive network traffic. 
If traffic from an IP address external to the corporate intranet 
is exhibiting Such suspicious behavior, the security analyst 
may want to block all traffic from that IP address from enter 
ing the intranet. 
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As discussed above, one problem with prior tools designed 
to monitor network traffic and alert Security analysts to Sus 
picious behavior is that they have typically been stand-alone 
systems. Specifically, prior security software tools typically 
provide an indication of an IP address and the activity that 
caused the alert to be generated. Then, it was the job of the 
security analyst to investigate the alert to determine whether 
it constituted a legitimate threat. In order to conduct this 
investigation, however, various types of information were 
required. For example, while an IP address indicates an 
address within a network, it is desirable to know where pre 
cisely the computer or other device having that IP address is 
located in relation to other devices, both physically and in 
terms of network topology. Additionally, information related 
to the computer, such as the Machine Access Control (MAC) 
address, is also desirable. However, in most cases, obtaining 
such information from only an IP address was difficult. Typi 
cally, if any such information was available, it was only 
available in a database separate not accessible directly from 
the security software tool. Frequently, this difficulty was 
compounded as multiple databases located from multiple 
sources had to be accessed in order to obtain the desired 
information. As a result, the time required to investigate and 
resolve potential security threats was longer than desired. 
The present invention substantially solves these problems. 

In particular, in accordance with the principles of the present 
invention, when a security threat is detected by threat man 
agement Software, an alert is generated. An exemplary record 
of Such as an alert, Stored for example in the memory of a 
computer, is shown in FIG. 2. In particular, referring to that 
figure, alert record 201 has fields 202-208 representing the 
date/time the alert was generated, an alert ID, a brief descrip 
tion of the event, and source and destination port and IP 
addresses, respectively. Here, record 201 shows that an alert 
assigned an alert ID of A12345678 was generated at 6:48 pm 
on Jul. 8, 2004. This alert was generated in response to a 
detection that a computer at source IP address of 
135.210.96.46, port 137 was scanning the same port of mul 
tiple IP addresses, including port 137 of destination IP 
address 2011.98.18. 

FIG. 3 shows a graphical display 301 in accordance with 
the principles of the present invention of an illustrative com 
puter used to monitor network security activity and generate 
alerts, such as the alert described above in association with 
FIG. 2. One skilled in the art will recognize that such a 
computer may be used to track open cases of potential Secu 
rity alerts as well as to track action taken to resolve these 
alerts. Referring to FIG.3, the information displayed in fields 
202-208 in record 201 of FIG. 2 is shown for viewing as 
display fields 302-308 in FIG. 3 by, illustratively, a security 
operator in a network operations center. As discussed previ 
ously, while prior network security systems presented similar 
alerts, to date these systems were independent of other data 
bases and, therefore, required significant manual effort to 
investigate security alerts. 

Therefore, in one embodiment of the present invention, the 
security alert system represented by the display of FIG. 3 is 
integrated with proprietary databases maintained by the com 
pany or organization operating the network or a third party in 
order to automate and enhance the speed of security investi 
gations. For example, referring again to FIG. 3, instead of 
manually referring to a multitude of different databases in 
order to investigate the circumstances Surrounding the alert, a 
security analyst can simply click on a link, Such as a well 
known HyperTextMarkup Language (HTML) link in one of 
fields 302-308. HTML links and initiating searches by click 
ing on Such links are extremely well known in the art and will 
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4 
not be described in detail herein. In one illustrative example, 
the Event field 304 is linked to an organizational database of 
actions to take in the event a particular type of alert is gener 
ated. In this case, clicking on the hyperlinked text contained 
in field 304 will refer to a database containing a record illus 
trating the actions to be taken when a system is detected as 
scanning across IP address on the same port. These actions are 
illustratively shown in a computer display, such as the com 
puter display of FIG. 4. Specifically, referring to FIG. 4, the 
organization has outlined a set of steps for the security analyst 
to review, including possible causes of the event as well as 
courses of action that are to be taken. Other fields of FIG. 3 
also may be linked to various databases. For example, The 
Alert ID field may be linked to a database containing further 
details related to the alert. This information may include, for 
example, what facility the source or destination IP addresses 
are located within and specific details concerning the types of 
activity monitored over a given time period. 
As discussed above, some of the most important informa 

tion required by a security analystis information related to the 
particular computers that are the Source and target of a par 
ticular security alert. Specifically, the type of computer, oper 
ating system, network connections and both physical and 
network topology locations of the computer are highly impor 
tant in order to assess a network threat and, if necessary, 
isolate potential security risks to the network. However, as 
also discussed above, this information was typically the most 
likely type of information to be either stored in a proprietary 
database maintained by a corporation or third party. There 
fore, in accordance with another embodiment of the present 
invention, databases containing this information are also 
accessible via a hypertext link to that database. For example, 
by clicking on the Source IP of 135.210.96.46 in field 305 of 
FIG. 3, a systematic search of one or more databases is initi 
ated for information related to that IP address. First, for 
example, a company database containing information about 
all computers in a network may be accessed to obtain infor 
mation such as the MAC address of the computer, the oper 
ating system, the type of computer, the assigned user of the 
computer, the physical location of the computer, any ports 
that are open on the computer and information related to the 
routers through which the computer is connected to the net 
work. One skilled in the art will recognize that such informa 
tion may not reside in a single company database, but may be 
contained in more than one such database. In accordance with 
the principles of the present invention, therefore, clicking on, 
for example, the Source IP in field 305 may initiate a search of 
all of these databases simultaneously or sequentially and 
retrieve appropriate information from those databases. 

Referring only to company databases for information 
related to a computer may be insufficient to provide the Secu 
rity analyst with necessary information. For example, in some 
cases, the above information may not be available within an 
organization’s database either because the respective organi 
Zation does not maintain that information or because an error 
was made in entering information into the database. There 
fore, in accordance with another embodiment, ifa company's 
databases do not satisfy the need for information necessary to 
address a security alert, searches of third party databases may 
be automatically conducted from within the network security 
software tool. For example, the American Registry of Internet 
Numbers (ARIN) maintains a searchable database containing 
contact and registration information for resources registered 
with ARIN. ARIN's database contains IP addresses, autono 
mous system numbers, organizations or customers that are 
associated with these resources, and related points of contact. 
Additionally, ARIN maintains a routing registry database that 
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provides a registration service whereby network operators 
Submit, maintain and retrieve routing configuration informa 
tion. Accordingly, if an organization does not maintain a 
consolidated database of computing resources, the one or 
more ARIN databases or similar databases may be automati 
cally accessed via the network security software tool of the 
present invention. 

After conducting this automated Systematic search of data 
bases from within the software, it may determined that insuf 
ficient information was retrieved to enable the security ana 
lyst to address the security alert. In this case, therefore, the 
systematic automatic data retrieval may be continued by 
actively scanning the actual computer and/or the router asso 
ciated with that computer. Once again, the information 
obtained by such a scan may include the MAC address of the 
computer, the operating system, the type of computer, and 
information related to the routers through which the computer 
is connected to the network. 
By utilizing the foregoing systematic approach to auto 

matically searching for information related to a security alert, 
a security analyst can address any such alerts with greater 
speed and accuracy than was possible using prior methods. 
FIG. 5 shows a method in accordance with the principles of 
the present invention, as described above. At step 501, a 
suspicious behavior is detected at an IP address that is poten 
tially indicative of a network security threat. Then, at step 
502, an alert is generated by a network security software tool 
and, illustratively, is displayed on a computer display. As 
discussed above, this alert may have different fields corre 
sponding to the type of alert, the source of the alert, the 
destination of the alert, and other types of relevant informa 
tion. At step 503, input is received from, for example, a 
security analyst, in the form of an illustrative key stroke or 
mouse click that indicates a desire to obtain more detailed 
information regarding the alert. In response to this input, at 
step 504 a search is conducted to one or more databases 
maintained by the organization or a third party that contain or 
potentially contain the desired information. At step 505, this 
information is retrieved and displayed on the computer dis 
play for the security analyst. Next, at step 506, a determina 
tion is made as to whether the database search(es) retrieved 
the desired information. If yes, then at step 507 the tool awaits 
further input requesting additional information. If not, then, 
for example at step 508, an active scan of the computing 
resources at the identified IP address or at a router associated 
with that IP address is conducted to obtain information 
related to the network and physical location of the resources. 

FIG. 6 shows a block diagram of a computer that can be 
used to operate the network security software tool and search 
functions and display the results of those searches as 
described herein above and in accordance with the method of 
FIG. 5. Referring to FIG. 6, computer 607 may be imple 
mented on any suitable computer adapted to receive, Store, 
and transmit data such as the aforementioned security alert 
information. Illustrative computer 607 may have, for 
example, a processor 602 (or multiple processors) which 
controls the overall operation of the computer 607. Such 
operation is defined by computer program instructions stored 
in a memory 603 and executed by processor 602. The memory 
603 may be any type of computer readable medium, including 
without limitation electronic, magnetic, or optical media. 
Further, while one memory unit 603 is shown in FIG. 6, it is 
to be understood that memory unit 603 could comprise mul 
tiple memory units, with Such memory units comprising any 
type of memory. Computer 607 also comprises network inter 
face 604 that is used to interface with other network elements 
and/or nodes either internal to a corporation or other organi 
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6 
Zation via an illustrative intranet or, alternatively, external to 
that organization via, for example, the Internet. Computer 
607 also illustratively comprises a storage medium, Such as a 
computer hard disk drive 605 for storing, for example, data 
and computer programs adapted for use in accordance with 
the principles of the present invention as described herein 
above. Finally, computer 607 also illustratively comprises 
one or more input/output devices, represented in FIG. 6 as 
terminal 606, for allowing interaction with, for example, a 
service provider technician or database administrator. 
One skilled in the art will recognize that computer 607 is 

merely illustrative in nature and that various hardware and 
Software components may be adapted for equally advanta 
geous use in a computer in accordance with the principles of 
the present invention. 
The foregoing Detailed Description is to be understood as 

being in every respect illustrative and exemplary, but not 
restrictive, and the scope of the invention disclosed herein is 
not to be determined from the Detailed Description, but rather 
from the claims as interpreted according to the full breadth 
permitted by the patent laws. It is to be understood that the 
embodiments shown and described herein are only illustra 
tive of the principles of the present invention and that various 
modifications may be implemented by those skilled in the art 
without departing from the Scope and spirit of the invention. 
For example, one skilled in the art will recognize that, instead 
of automatically conducting the searches of databases for 
information and/or scanning computers Suspected of being 
security risks, such searches/scans may be initiated by a sepa 
rate click on a hyperlink. Additionally, as discussed above, 
Such searches maybe conducted sequentially or simulta 
neously. Those skilled in the art could implement various 
other feature combinations without departing from the scope 
and spirit of the invention. 

The invention claimed is: 
1. A method for use in a network comprising: 
detecting behavior indicative of a security threat associated 

with a destination network address, the behavior also 
associated with a source network address, the destina 
tion network address associated with a computing 
resource: 

generating an alert in response to detecting the behavior, 
the alert comprising a hyperlink configured to initiate a 
search of a first database and a second database; 

initiating the search of the first database to obtain first 
information, the first information comprising informa 
tion relating to an organizational facility associated with 
the computing resource, a user assigned to the comput 
ing resource, and a physical location of the computing 
resource: 

initiating the search of the second database to obtain sec 
ond information relating to the alert, the second infor 
mation comprising a course of action for a security ana 
lyst for each type of security threat and information 
related to a routing registry configuration for the Source 
network address, wherein the search of the second data 
base is initiated upon completion of the search of the first 
database; 

scanning a the computing resource, the scanning based on 
the first information, the scanning detecting a media 
access control address of the computing resource and 
detecting information related to routers through which 
the computing resource is connected to a local network; 
and 

displaying the first information and the second information 
and the media access control address of the computing 
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resource and the information related to routers through 
which the computing resource is connected to the local 
network; 

wherein the first database is maintained by an organization 
operating the network and the second database is main 
tained by a third party. 

2. The method of claim 1 further comprising: 
receiving a first indication indicative of a desire to obtain 

the first information relating to the alert, 
wherein initiating the search is performed in response to 

receiving the first indication. 
3. The method of claim 1 wherein the first computing 

resource is a router. 
4. The method of claim 2 wherein the first indication com 

prises a detection of a selection of the hyperlink. 
5. The method of claim 1 wherein the first database and the 

second database each store IP addresses and information 
associated with the IP addresses. 

6. An apparatus for use in a network comprising: 
means for detecting behavior indicative of a security threat 

associated with a destination network address, the 
behavior also associated with a source network address, 
the destination network address associated with a com 
puting resource; 

means for generating an alert in response to detecting the 
behavior, the alert comprising a hyperlink configured to 
initiate a search of a first database and a second database; 

means for initiating the search of the first database to obtain 
first information, the first information comprising infor 
mation relating to an organizational facility associated 
with the computing resource, a user assigned to the 
computing resource, and a physical location of the com 
puting resource; 

means for initiating the search of the second database to 
obtain second information relating to the alert, the sec 
ond information comprising a course of action for a 
security analyst for each type of security threat and 
information related to a routing registry configuration 
for the source network address, wherein the search of the 
second database is initiated upon completion of the 
search of the first database; 

means for scanning the computing resource, the scanning 
based on the first information, the Scanning detecting a 
media access control address of the computing resource 
and detecting information related to routers through 
which the computing resource is connected to a local 
network; and 

means for displaying the first information and the second 
information and the media access control address of the 
computing resource and the information related to rout 
ers through which the computing resource is connected 
to the local network; 

wherein the first database is maintained by an organization 
operating the network and the second database is main 
tained by a third party. 

7. The apparatus of claim 6 further comprising: 
means for receiving a first indication indicative of a desire 

to obtain the first information relating to the alert, 
wherein the means for initiating the search initiates the 

search in response to receiving the first indication. 
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8. The apparatus of claim 6 wherein the computing 

resource is a router. 
9. The apparatus of claim 7 wherein the first indication 

comprises a detection of a selection of the hyperlink. 
10. The apparatus of claim 6 wherein the first database and 

the second database-store IP addresses and information asso 
ciated with the IP addresses. 

11. A non-transitory computer readable medium storing 
computer program instructions which, when executed on a 
processor, define a method comprising: 

detecting behavior indicative of a security threat associated 
with a destination network address, the behavior also 
associated with a source network address, the destina 
tion network address associated with a computing 
resource: 

generating an alert in response to detecting the behavior, 
the alert comprising a hyperlink configured to initiate a 
search of a first database and a second database; 

initiating the search of the first database to obtain first 
information, the first information comprising informa 
tion relating to an organizational facility associated with 
the computing resource, a user assigned to the comput 
ing resource, and a physical location of the computing 
resource: 

initiating the search of the second database to obtain sec 
ond information relating to the alert, the second infor 
mation comprising a course of action for a security ana 
lyst for each type of security threat and information 
related to a routing registry configuration for the Source 
network address, wherein the search of the second data 
base is initiated upon completion of the search of the first 
database: 

scanning the computing resource, the scanning based on 
the first information, the scanning detecting a media 
access control address of the computing resource and 
detecting information related to routers through which 
the computing resource is connected to a local network; 
and 

displaying the first information and the second information 
and the media access control address of the computing 
resource and the information related to routers through 
which the computing resource is connected to the local 
network, wherein the first database is maintained by an 
organization operating the network and the second data 
base is maintained by a third party. 

12. The non-transitory computer readable medium of claim 
11 further storing computer program instructions which, 
when executed on a processor, define a method comprising: 

receiving a first indication indicative of a desire to obtain 
the first information relating to the alert, 

wherein initiating the search is performed in response to 
receiving the first indication. 

13. The non-transitory computer readable medium of claim 
11 wherein the computing resource is a router. 

14. The non-transitory computer readable medium of claim 
12 wherein the first indication comprises a detection of a 
selection of the hyperlink. 
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CERTIFICATE OF CORRECTION 
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INVENTOR(S) : John L. Coviello et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

Claim 1, column 6, line 60, change “Scanning a the computing resource to --Scanning the computing 
CSOUCC-- 

Signed and Sealed this 
Sixteenth Day of October, 2012 
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David J. Kappos 
Director of the United States Patent and Trademark Office 
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