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(57) ABSTRACT 

Methods and apparatus for transmitting data between dif 
ferent peer-to-peer communication groups are disclosed. A 
wireless device determines if it is simultaneously connected 
to a plurality of peer-to-peer communication groups and 
instantiates a bridge interface at the wireless device (e.g., 
TRILL RBridge) for communications between each peer 
to-peer communication group. The wireless device also 
determines if it is simultaneously connected to at least one 
peer-to-peer communication device and an access point. In 
Such an instance, the wireless device determines if the access 
point also includes a bridge interface. If the access point 
does not include a bridge interface, the wireless device 
instantiates/runs the bridge interface at the wireless device 
for communications between the at least one peer-to-peer 
communication device and the access point. If the access 
point does include a bridge interface, the wireless device 
causes the bridge interface at the access point to be instan 
tiated for communications between the at least one peer-to 
peer communication device and the access point. 

(Continued) 20 Claims, 10 Drawing Sheets 
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METHODS AND APPARATUS FOR 
TRANSMITTING DATA BETWEEN 

DIFFERENT PEER-TO-PEER 
COMMUNICATION GROUPS 

The present disclosure relates in general to wireless 
communication devices, and, in particular, to methods and 
apparatus for transmitting data between different peer-to 
peer communication groups. 

BACKGROUND OF THE INVENTION 

Most modern wireless devices include some form of 
peer-to-peer wireless communication. For example, a cellu 
lar phone may exchange contact information with another 
cellular phone via a Bluetooth connection or execute a 
multiplayer game with another cellular phone via a peer-to 
peer Wi-Fi connection (e.g., an 802.11 Wi-Fi connection 
without the need for a router). 

However, these peer-to-peer mechanisms do not scale 
efficiently to a large number of devices. Attempts to scale 
these peer-to-peer mechanisms results in inefficient routing 
of data packets, which results in data delays and increased 
power consumption. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an example peer-to-peer 
(P2P) neighborhood. 

FIG. 2 is a block diagram of another example peer-to-peer 
(P2P) neighborhood. 

FIG. 3 is a block diagram of an example electronic device. 
FIG. 4 is a block diagram of an example electronic device 

for determining if a device will run a bridge. 
FIG. 5 is a flowchart of an example process for transmit 

ting data between different peer-to-peer communication 
groups. 

FIG. 6 is a flowchart of another example process for 
transmitting data between different peer-to-peer communi 
cation groups. 

FIG. 7 is a flowchart of yet another example process for 
transmitting data between different peer-to-peer communi 
cation groups. 

FIG. 8 is a flowchart of still another example process for 
transmitting data between different peer-to-peer communi 
cation groups. 

FIG. 9 is a flowchart of an example process for deter 
mining if a device will run a bridge to facilitate transmitting 
data between different peer-to-peer communication groups. 

FIG. 10 is a flowchart of an example process for deter 
mining what interface a bridge utilizes. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Briefly, in a specific embodiment, a cellular phone or 
other computing device determines if it is simultaneously 
connected via Wi-Fi to two different peer-to-peer (P2P) 
Wi-Fi group owners. If so, the cellular phone instantiates a 
TRILL RBridge interface in the phone to facilitate commu 
nications between each, otherwise separate, peer-to-peer 
Wi-Fi group. The cellular phone also determines if it is 
simultaneously connected to at least one other peer-to-peer 
Wi-Fi device (e.g. another cellular phone) and a Wi-Fi 
router. In Such an instance, the cellular phone determines if 
the Wi-Fi router also includes a TRILL RBridge interface. If 
the Wi-Fi router does not include a TRILL RBridge inter 
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2 
face, the cellular phone instantiates/runs its local TRILL 
RBridge interface for communications between the other 
peer-to-peer Wi-Fi device and the Wi-Fi router. If the Wi-Fi 
router does include a TRILL RBridge interface, the cellular 
phone causes the TRILL RBridge interface at the Wi-Fi 
router to be instantiated for communications between the 
other peer-to-peer Wi-Fi device and the Wi-Fi router. Among 
other features, wireless devices are able to discover each 
other and dynamically form very large peer-to-peer groups 
in manner that consumes very little power and Scales effi 
ciently. 
More generally, methods and apparatus for transmitting 

data between different peer-to-peer communication groups 
are disclosed. In an embodiment, a wireless device deter 
mines if it is simultaneously connected to a plurality of 
peer-to-peer communication groups and instantiates a bridge 
interface at the wireless device for communications between 
each peer-to-peer communication group. The wireless 
device also determines if it is simultaneously connected to at 
least one peer-to-peer communication device and an access 
point. In Such an instance, the wireless device determines if 
the access point also includes a bridge interface. If the access 
point does not include a bridge interface, the wireless device 
instantiates/runs the bridge interface at the wireless device 
for communications between the at least one peer-to-peer 
communication device and the access point. If the access 
point does include a bridge interface, the wireless device 
causes the bridge interface at the access point to be instan 
tiated for communications between the at least one peer-to 
peer communication device and the access point. 

In an embodiment, a radio frequency transceiver is opera 
tively coupled to a controller (e.g., an 802.11 transceiver 
controlled by a microprocessor). The controller is structured 
to connect to a first peer-to-peer communication group via a 
first peer-to-peer group owner (e.g., connect to a first Wi-Fi 
peer-to-peer communication group via another wireless 
device acting as group owner). The controller is also struc 
tured to connect to a second different peer-to-peer commu 
nication group via a second peer-to-peer group owner (e.g., 
connect to a second Wi-Fi peer-to-peer communication 
group via yet another wireless device acting as another 
group owner). The controller is also structured to dynami 
cally determine to instantiate a bridge interface to transmit 
data between the first peer-to-peer communication group 
and the second peer-to-peer communication group (e.g., run 
a TRILL RBrdige to connect the two separate peer-to-peer 
groups in to a peer-to-peer “neighborhood'). The controller 
is also structured to filter peer-to-peer traffic between the 
first peer-to-peer communication group and the second 
peer-to-peer communication group based on a class of traffic 
(e.g., limit peer-to-peer traffic to this peer-to-peer neighbor 
hood). 

In one example, a plurality of devices in the first peer 
to-peer communication group and a second different plural 
ity of devices in the second peer-to-peer communication 
group are each members of the same Internet Protocol (IP) 
Subnet. In one example, the controller is structured to 
connect to the first peer-to-peer communication group by 
connecting to a Wi-Fi peer-to-peer communication group 
owner. In one example, the controller is structured to instan 
tiate the bridge interface by instantiating a Transparent 
Interconnection of Lots of Links (TRILL) Routing Bridge 
(RBridge) interface. 

Turning now to the figures, a block diagram of certain 
elements of an example peer-to-peer (P2P) neighborhood 
system 100 is illustrated in FIG. 1. The illustrated system 
100 includes a plurality of wireless devices 102 (e.g., 
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cellular phone, portable computer, television, camera, etc.) 
in a plurality of peer-to-peer (P2P) groups 104. Each peer 
to-peer group 104 typically includes one wireless device 
102a, 102c, and 102f that acts as the peer-to-peer group 
owner 102a, 102c, and 102f and one or more other wireless 
devices 102 that are peer-to-peer (P2P) clients. Each peer 
to-peer group owner 102a, 102c, and 102f operates like an 
access point (e.g., 802.11 Wi-Fi router) for clients in that 
peer-to-peer group 104, even though in this example, each 
peer-to-peer group owner 102a, 102c, and 102f does not 
have a direct connection to a network infrastructure. 
A peer-to-peer group 104 may be wirelessly connected to 

one or more other peer-to-peer groups 104 via one or more 
of the wireless devices 102. In such an instance, a wireless 
device 102 connecting peer-to-peer groups 104 operates a 
bridge. For example, the connecting wireless device 102 
may operate an RBridge. Wireless devices 102 operating a 
bridge may be peer-to-peer group owners and/or clients. 

The example shown in FIG. 1 includes three peer-to-peer 
groups 104a, 104b, and 104c. The peer-to-peer group 104a 
includes a peer-to-peer group owner 102a and two peer-to 
peer clients 102b and 102c. The peer-to-peer group 104b 
includes a peer-to-peer group owner 102c and two peer-to 
peer clients 102d and 102e. Wireless device 102c is a client 
of the group 104a and an owner of the group 104b. The 
peer-to-peer group 104c includes a peer-to-peer group 
owner 102f and two peer-to-peer clients 102g and 102e. 
Wireless device 102e is a client in of the group 104b and a 
client of the group 104c. 
The group owner 102a runs an RBridge, which forms one 

side of a connection between group 104a and group 104b. 
The group owner 102c runs another RBridge, which forms 
the other side of the connection between group 104a and 
group 104b. The client 102e runs an RBridge, which forms 
one side of a connection between group 104b and group 
104c. The group owner 102f runs another RBridge, which 
forms the other side of the connection between group 104b 
and group 104c. 

Collectively, these peer-to-peer groups 104, directly and/ 
or indirectly connected by bridges 102a, 102c, 102e, and 
102f; form a network “neighborhood.” Any wireless device 
102 in the neighborhood may communicate with any other 
wireless device 102 in the neighborhood. For example, 
wireless device 102b may send a message to wireless device 
102g. In this example, the message travels from wireless 
device 102b to wireless device 102a. Wireless device 102a, 
acting as a group owner and a bridge, determines that the 
destination for the message is not in group 104a. Accord 
ingly, wireless device 102a forwards the message to wireless 
device 102c. Wireless device 102c, acting as a group owner 
and a bridge, determines that the destination for the message 
is not in group 104b. Accordingly, wireless device 102c 
forwards the message to wireless device 102e. Wireless 
device 102e is not a group owner. Accordingly, wireless 
device 102e forwards the message to wireless device 102f. 
Wireless device 102f acting as a group owner and a bridge, 
determines that the destination for the message is in group 
104c. Accordingly, wireless device 102fforwards the mes 
sage to its final destination, wireless device 102g. 
A block diagram of certain elements of another example 

peer-to-peer (P2P) neighborhood system 100 is illustrated in 
FIG. 2. The example system 200, like the example system 
100 (which is included as a subset of example system 200), 
includes a plurality of wireless devices 102 (e.g., cellular 
phone, portable computer, television, camera, etc.) in a 
plurality of peer-to-peer (P2P) groups 104. Again, each 
peer-to-peer group 104 typically includes one wireless 
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4 
device 102a, 102c, and 102f that acts as the peer-to-peer 
group owner 102a, 102c, and 102f and one or more other 
wireless devices 102 that are peer-to-peer (P2P) clients. 
Each peer-to-peer group owner 102a, 102c, and 102f oper 
ates like an access point (e.g., 802.11 Wi-Fi router) for 
clients in that peer-to-peer group 104. 

In addition, in this example, each peer-to-peer group 
owner 102a, 102c, and 102f has a wireless connection to an 
access point 202, which in turn has a direct connection to a 
network infrastructure 204. The network infrastructure 204 
may be any suitable network infrastructure 204 such as the 
Internet and/or some other wired and/or wireless data net 
work, including, but not limited to, any suitable wide area 
network or local area network. 
As described above with reference to FIG. 1, each peer 

to-peer group 104 may be wirelessly connected to one or 
more other peer-to-peer groups 104 via one or more of the 
wireless devices 102. In such an instance, a wireless device 
102 connecting peer-to-peer groups 104 operates a bridge. 
For example, the connecting wireless device 102 may oper 
ate an RBridge. Wireless devices 102 operating a bridge may 
be peer-to-peer group owners and/or clients. 

In addition, each peer-to-peer group 104 may be con 
nected to one or more other peer-to-peer groups 104 via an 
access point 202 and the network infrastructure 204. In such 
an instance, a wireless device 102 connecting the group 104 
to the access point 202 may operate the bridge or the access 
point 202 may operate the bridge. For example, the wireless 
device 102 and/or the access point 202 may operate an 
RBridge. 

Collectively, these peer-to-peer groups 104, directly and/ 
or indirectly connected by wireless devices 102, access 
points 202, and/or the network infrastructure 204, form a 
network “neighborhood.” Any wireless device 102 in the 
neighborhood may communicate with any other wireless 
device 102 in the neighborhood. For example, wireless 
device 102b may send a message to wireless device 102h. In 
this example, the message travels from wireless device 102b 
to wireless device 102a. Wireless device 102a, acting as a 
group owner and a bridge, determines that the destination for 
the message is not in group 104a. Accordingly, wireless 
device 102a forwards the message to access point 202a. 
Access point 202a forwards the message to access point 
202c via the network infrastructure 204. Access point 202c, 
acting as a bridge, determines that the destination for the 
message is in group 104d. Accordingly, access point 202c 
forwards the message to its final destination, wireless device 
102h. 

Each of the devices illustrated in FIG. 1 and FIG. 2 (e.g., 
wireless device 102 and/or access point 204) may include 
certain common aspects of many electronic devices such as 
microprocessors, memories, peripherals, etc. A block dia 
gram of certain elements of an example electronic device 
300 is illustrated in FIG. 3. The example electrical device 
300 includes a main unit 302 which may include, if desired, 
one or more physical processors 304 electrically coupled by 
an address/data bus 306 to one or more memories 308, other 
computer circuitry 310, and one or more interface circuits 
312. The processor 304 may be any suitable processor or 
plurality of processors. For example, the electrical device 
300 may include a central processing unit (CPU) and/or a 
graphics processing unit (GPU). In some embodiments, the 
physical processor(s) 304 are managed by a hypervisor 
executing a plurality of virtual processors and/or virtual 
machines. 
The memory 308 may include various types of non 

transitory memory including volatile memory and/or non 
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volatile memory such as, but not limited to, distributed 
memory, read-only memory (ROM), random access 
memory (RAM) etc. The memory 308 typically stores a 
software program that interacts with the other devices in the 
system as described herein. This program may be executed 
by the processor 304 in any suitable manner. The memory 
308 may also store digital data indicative of documents, 
files, programs, web pages, etc. retrieved from a server 
and/or loaded via an input device 314. 
The interface circuit 312 may be implemented using any 

suitable interface standard, such as an Ethernet interface 
and/or a Universal Serial Bus (USB) interface. One or more 
input devices 314 may be connected to the interface circuit 
312 for entering data and commands into the main unit 302. 
For example, the input device 314 may be a keyboard, 
mouse, touch screen, track pad, isopoint, camera, voice 
recognition system, accelerometer, global positioning sys 
tem (GPS), and/or any other suitable input device. 
One or more displays, printers, speakers, monitors, tele 

visions, high definition televisions, and/or other suitable 
output devices 316 may also be connected to the main unit 
302 via the interface circuit 312. The display 316 may be a 
cathode ray tube (CRTs), liquid crystal displays (LCDs), 
electronic ink (e-ink), and/or any other Suitable type of 
display. The display 316 generates visual displays of data 
generated during operation of the device 300. For example, 
the display 316 may be used to display web pages and/or 
other content received from a server 106 and other device. 
The visual displays may include prompts for human input, 
run time statistics, calculated values, data, etc. 
One or more storage devices 318 may also be connected 

to the main unit 302 via the interface circuit 312. For 
example, a hard drive, CD drive, DVD drive, and/or other 
storage devices may be connected to the main unit 302. The 
storage devices 318 may store any type of data used by the 
device 300. 
The electrical device 300 may also exchange data with 

other network devices 322 via a connection to a network 
110. The network connection may be any type of network 
connection, such as an Ethernet connection, digital Sub 
scriber line (DSL), telephone line, coaxial cable, wireless 
base station 330, etc. Users 114 of the system 100 may be 
required to register with a server 106. In such an instance, 
each user 114 may choose a user identifier (e.g., e-mail 
address) and a password which may be required for the 
activation of services. The user identifier and password may 
be passed across the network 110 using encryption built into 
the user's browser. Alternatively, the user identifier and/or 
password may be assigned by the server 106. 

In some embodiments, the device 300 may be a wireless 
device 300. In such an instance, the device 300 may include 
one or more antennas 324 connected to one or more radio 
frequency (RF) transceivers 326. The transceiver 326 may 
include one or more receivers and one or more transmitters 
operating on the same and/or different frequencies. For 
example, the device 300 may include a blue tooth trans 
ceiver 316, a Wi-Fi transceiver 316, and diversity cellular 
transceivers 316. The transceiver 326 allows the device 300 
to exchange signals, such as voice, video and data, with 
other wireless devices 328, Such as a phone, camera, moni 
tor, television, and/or high definition television. For 
example, the device 300 may send and receive wireless 
telephone signals, text messages, audio signals and/or video 
signals directly and/or via a base station 330. A receive 
signal strength indicator (RSSI) associated with each 
receiver generates an indication of the relative strength or 
weakness of each signal being received by the device 300. 
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6 
A block diagram of certain elements of an example 

electronic device 400 for determining if a device will run a 
bridge is illustrated in FIG. 4. The electronic device 400 may 
be implemented in hardware or a combination of hardware 
and hardware executing Software. In one embodiment, the 
electronic device 400 includes a CPU executing software. 
Other suitable hardware includes one or more application 
specific integrated circuits (ASICs), state machines, field 
programmable gate arrays (FPGAs), and/or digital signal 
processors (DSPs). 
The example electronic device 400 includes simultaneous 

P2P connections detector 402 operatively coupled to a first 
bridge interface 404. In an example, the first bridge interface 
404 is in a wireless device 102. If the simultaneous P2P 
connections detector 402 determines that the electronic 
device 400 is connected to two or more P2P connections at 
the same time, the simultaneous P2P connections detector 
402 causes the electronic device 400 to instantiate the first 
bridge interface 404. For example, if a wireless device 102. 
Such as a cellular phone, determines that it is associated with 
two different other wireless devices 102 that are both acting 
as P2P group owners, the wireless device 102 runs an 
RBridge. 
The example electronic device 400 also includes a simul 

taneous P2P/access point detector 406 and an access point 
bridge interface detector 408. The simultaneous P2P/access 
point detector 406 and the access point bridge interface 
detector 408 are operatively coupled to an AND gate 410. 
The AND gate 410 is operatively coupled to a second bridge 
interface 412. In an example, the second bridge interface 
404 is in an access point 202. 

If the simultaneous P2P/access point detector 406 indi 
cates that the electronic device 400 is connected to a P2P 
connection and an access point 202 at the same time, and the 
access point bridge interface detector 408 indicates that the 
access point 202 includes a bridge interface, then the elec 
tronic device 400 causes the second bridge interface 404 to 
be instantiated. For example, if the wireless device 102. 
determines that it is associated with another wireless device 
102 that is acting as a P2P group owner, and at the same time 
the wireless device 102 is associated with an access point 
202 that is capable of running an RBridge interface, the 
wireless device 102 causes the access point 202 to run the 
RBridge interface. 

If the simultaneous P2P/access point detector 406 does 
not indicate that the electronic device 400 is connected to a 
P2P connection and an access point 202 at the same time, or 
the access point bridge interface detector 408 does not 
indicate that the access point 202 includes a bridge interface, 
then the electronic device 400 does not cause the second 
bridge interface 404 to be instantiated. For example, if the 
wireless device 102, determines that it is not associated with 
another wireless device 102 that is acting as a P2P group 
owner, or the wireless device 102 determines that it is not 
associated with an access point 202 that is capable of 
running an RBridge interface, the wireless device 102 does 
not attempt to cause the access point 202 to run an RBridge 
interface. 
A flowchart of an example process 500 for transmitting 

data between different peer-to-peer communication groups 
is illustrated in FIG. 5. The process 500 may be carried out 
by one or more Suitably programmed processors such as a 
CPU executing software (e.g., block 304 of FIG. 3). The 
process 500 may also be carried out by hardware or a 
combination of hardware and hardware executing software. 
Suitable hardware may include one or more application 
specific integrated circuits (ASICs), state machines, field 



US 9,591,508 B2 
7 

programmable gate arrays (FPGAs), digital signal proces 
sors (DSPs), and/or other suitable hardware. Although the 
process 500 is described with reference to the flowchart 
illustrated in FIG. 5, it will be appreciated that many other 
methods of performing the acts associated with process 500 
may be used. For example, the order of many of the 
operations may be changed, and some of the operations 
described may be optional. 

In general, data packets are transmitted between different 
peer-to-peer communication groups using RBridges. More 
specifically, the process 500 begins when a first RBridge 
determines that a data packet destination is outside of its 
local P2P group 104 (block 502). For example, in FIG. 2, 
P2P group owner and RBridge 102a determines that a data 
packet destination is outside of its local P2P group 104a. In 
response, the first RBridge forwards the data packet to a 
second RBridge (block 504). For example, RBridge 102a 
forwards the data packet to access point and RBridge 202c 
via access point 202a and network 204. 
When the second RBridge receives the data packet, the 

second RBridge determines that the data packet destination 
is inside of its local P2P group 104 (block 506). For 
example, RBridge 202c determines that the data packet 
destination is inside of its local P2P group 104d. Accord 
ingly, the second RBridge forwards the data packet to its 
destination within the local P2P group 104. For example, 
RBridge 202c forwards the data packet to wireless device 
102h. 
A flowchart of another example process 600 for transmit 

ting data between different peer-to-peer communication 
groups is illustrated in FIG. 6. The process 600 may be 
carried out by one or more suitably programmed processors 
such as a CPU executing software (e.g., block 304 of FIG. 
3). The process 600 may also be carried out by hardware or 
a combination of hardware and hardware executing soft 
ware. Suitable hardware may include one or more applica 
tion specific integrated circuits (ASICs), state machines, 
field programmable gate arrays (FPGAs), digital signal 
processors (DSPs), and/or other suitable hardware. Although 
the process 600 is described with reference to the flowchart 
illustrated in FIG. 6 it will be appreciated that many other 
methods of performing the acts associated with process 600 
may be used. For example, the order of many of the 
operations may be changed, and some of the operations 
described may be optional. 

In general, a wireless device 102 connects to two different 
peer-to-peer communication groups 104 via two different 
peer-to-peer group owners 102/202. The wireless device 102 
then instantiates a bridge interface between the two com 
munication groups 104 and uses the bridge interface to route 
and filter peer-to-peer traffic between the two communica 
tion groups based on a class of traffic. 
More specifically, the process 600 begins when a wireless 

device 102 connects to a first peer-to-peer communication 
group 104 via a first peer-to-peer group owner 102/202 
(block 602). For example, in FIG. 2, wireless device 102e 
connects to peer-to-peer communication group 104b via 
peer-to-peer group owner 102c. The wireless device 102 
also connects to a second peer-to-peer communication group 
104 via a second peer-to-peer group owner 102/202 (block 
604). For example, wireless device 102e also connects to 
peer-to-peer communication group 104c via peer-to-peer 
group owner 102f. 
Once the wireless device 102 is connected to two or more 

different peer-to-peer communication groups 104, the wire 
less device 102 instantiates a bridge interface between the 
first peer-to-peer communication group 104 and the second 
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peer-to-peer communication group 104 (block 606). For 
example, the wireless device 102e instantiates a TRILL 
RBridge interface between peer-to-peer communication 
group 104b and peer-to-peer communication group 104c. 
The wireless device 102 then uses the bridge interface to 
route and filter peer-to-peer traffic between the first peer-to 
peer communication group and the second peer-to-peer 
communication group based on a class of traffic (block 608). 
For example, the wireless device 102e, running the RBridge 
between group 104b and group 104c., may allow local traffic 
to be routed, but filter network infrastructure traffic. 
A flowchart of yet another example process 700 for 

transmitting data between different peer-to-peer communi 
cation groups is illustrated in FIG. 7. The process 700 may 
be carried out by one or more Suitably programmed proces 
sors such as a CPU executing software (e.g., block 304 of 
FIG. 3). The process 700 may also be carried out by 
hardware or a combination of hardware and hardware 
executing Software. Suitable hardware may include one or 
more application specific integrated circuits (ASICs), State 
machines, field programmable gate arrays (FPGAs), digital 
signal processors (DSPs), and/or other suitable hardware. 
Although the process 700 is described with reference to the 
flowchart illustrated in FIG. 7 it will be appreciated that 
many other methods of performing the acts associated with 
process 700 may be used. For example, the order of many of 
the operations may be changed, and some of the operations 
described may be optional. 

In general, a wireless device 102 determines if it is 
simultaneously connected to a plurality of peer-to-peer 
communication groups 104 and instantiates a bridge inter 
face at the wireless device 102 (e.g., TRILL RBridge) for 
communications between each peer-to-peer communication 
group 104. The wireless device 102 also determines if it is 
simultaneously connected to at least one peer-to-peer com 
munication device and an access point 202. In Such an 
instance, the wireless device 102 determines if the access 
point 202 also includes a bridge interface. If the access point 
202 does not include a bridge interface, the wireless device 
102 instantiates/runs the bridge interface at the wireless 
device 102 for communications between the at least one 
peer-to-peer communication device 102 and the access point 
202. If the access point 202 does include a bridge interface, 
the wireless device 102 causes the bridge interface at the 
access point 202 to be instantiated for communications 
between the at least one peer-to-peer communication device 
102 and the access point 202. 
More specifically, the process 700 begins when a wireless 

device 102 determines if it is simultaneously connected to a 
plurality of peer-to-peer communication groups 104 (block 
702). For example, wireless device 102e determines if it is 
simultaneously connected to peer-to-peer communication 
group 104b and peer-to-peer communication group 104c. 
The wireless device 102 instantiates a first bridge interface 
between each peer-to-peer communication group 104 in the 
plurality of peer-to-peer communication groups 104 if the 
wireless device 102 is simultaneously connected to the 
plurality of peer-to-peer communication groups 102, the first 
bridge interface being at the wireless device 102 (block 
704). For example, wireless device 102e runs a TRILL 
RBridge. 
The wireless device 102 then determines if the wireless 

device 102 is simultaneously connected to at least one 
peer-to-peer communication device and an access point 202 
(block 706). In one example, wireless device 102e is con 
nected to peer-to-peer communication devices 102c and 
102f. However, wireless device 102e is not connected to an 
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access point 202. In another example, wireless device 102f 
is connected to peer-to-peer communication devices 102e 
and 102g, and wireless device 102f is also connected to an 
access point 202b. 
As an example of how the order of many of the operations 

may be changed, the wireless device 102 may determine if 
the wireless device 102 is simultaneously connected to at 
least one peer-to-peer communication device and an access 
point 202 (block 706) before, after, simultaneously, or 
substantially simultaneously with determining if the wire 
less device 102 is simultaneously connected to a plurality of 
peer-to-peer communication groups 104 (block 702). 
Accordingly, the wireless device 102 may instantiate one 
bridge interface before, after, simultaneously, or Substan 
tially simultaneously with instantiating another bridge inter 
face. 
The wireless device 102 then determines if the access 

point 202 includes a second bridge interface (block 708). For 
example, wireless device 102f determines if access point 
202b has an RBridge capability. The wireless device 102 
instantiates the first bridge interface between the at least one 
peer-to-peer communication device 102 and the access point 
202 if (i) the wireless device 102 is simultaneously con 
nected to the least one peer-to-peer communication device 
102 and the access point 202, and (ii) the access point 202 
does not include the second bridge interface (block 710). For 
example, wireless device 102f runs a TRILL RBridge locally 
because access point 202b does not support RBridge. 

The wireless device 102 instantiates the second bridge 
interface between the wireless device 102 and a network 
infrastructure 204 if (i) the wireless device 102 is simulta 
neously connected to the least one peer-to-peer communi 
cation device 102 and the access point 202, and (ii) the 
access point 202 includes the second bridge interface (block 
712). For example, if access point 202b included an RBridge 
like access point 202c, wireless device 102f would not run 
the RBridge. Instead, the hypothetical RBridge in access 
point 202b would be used in order to conserve the battery 
life of wireless device 102f. 
A flowchart of still another example process 800 for 

transmitting data between different peer-to-peer communi 
cation groups is illustrated in FIG. 8. The process 800 may 
be carried out by one or more Suitably programmed proces 
sors such as a CPU executing software (e.g., block 304 of 
FIG. 3). The process 800 may also be carried out by 
hardware or a combination of hardware and hardware 
executing Software. Suitable hardware may include one or 
more application specific integrated circuits (ASICs), State 
machines, field programmable gate arrays (FPGAs), digital 
signal processors (DSPs), and/or other suitable hardware. 
Although the process 800 is described with reference to the 
flowchart illustrated in FIG. 8 it will be appreciated that 
many other methods of performing the acts associated with 
process 800 may be used. For example, the order of many of 
the operations may be changed, and some of the operations 
described may be optional. 
The process 800 begins when an access point 202 broad 

casts a message indicative of a peer-to-peer group owner 
functionality from an access point 202 (block 802). In an 
example, an 802.11 wireless router broadcasts a message 
indicating that it supports TRILL RBridge by setting the 
RBridge enabled bit in the P2P capability, device capability 
bitmap. The access point 202 then instantiates a bridge 
interface between a first wireless device 102 and a network 
infrastructure 204 (block 804). For example, the 802.11 
wireless router runs a TRILL RBridge between a wireless 
phone and the Internet. The access point 202 then filters 
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10 
peer-to-peer traffic from a second different wireless device 
102 not directly associated with the access point 202 (block 
806). For example, the 802.11 wireless router uses TRILL 
traffic filters to limit Internet access to wireless devices 102 
indirectly connected to an access point 202 via P2P connec 
tions. 
A flowchart of an example process 900 for determining if 

a device will run a bridge is illustrated in FIG. 9. The process 
900 may be carried out by one or more suitably programmed 
processors such as a CPU executing Software (e.g., block 
304 of FIG. 3). The process 900 may also be carried out by 
hardware or a combination of hardware and hardware 
executing Software. Suitable hardware may include one or 
more application specific integrated circuits (ASICs), State 
machines, field programmable gate arrays (FPGAs), digital 
signal processors (DSPs), and/or other suitable hardware. 
Although the process 500 is described with reference to the 
flowchart illustrated in FIG. 9, it will be appreciated that 
many other methods of performing the acts associated with 
process 900 may be used. For example, the order of many of 
the operations may be changed, and some of the operations 
described may be optional. 
The process 900 begins when a wireless device 102 

determines if the wireless device 102 is connected to two or 
more P2P groups 104 at the same time (block 902). If the 
wireless device 102 is connected to two or more P2P groups 
104 at the same time, the wireless device 102 runs a bridge 
interface (block 904). For example, if a wireless device 102, 
Such as a cellular phone, determines that it is associated with 
two different other wireless devices 102 that are both acting 
as P2P group owners, the wireless device 102 runs an 
RBridge. 

If the wireless device 102 is not connected to two or more 
P2P groups 104 at the same time, the wireless device 102 
determines if the wireless device 102 is associated with a 
P2P group 104 and an access point 202 (block 906). If the 
wireless device 102 is not associated with a P2P group 104 
and an access point 202 at the same time, the wireless device 
102 does not run a bridge interface (block 908). 

If the wireless device 102 is associated with a P2P group 
104 and an access point 202 at the same time, the wireless 
device 102 determines if it is able to negotiate having the 
access point 202 run the bridge interface (block 910). If the 
access point 202 is going to run the bridge, the wireless 
device 102 does not run the bridge (block 912). If the access 
point 202 is not going to run the bridge, the wireless device 
102 runs the bridge instead (block 914). 
A flowchart of an example process 1000 for determining 

what interface a bridge utilizes is illustrated in FIG. 10. The 
process 1000 may be carried out by one or more suitably 
programmed processors such as a CPU executing software 
(e.g., block 304 of FIG. 3). The process 1000 may also be 
carried out by hardware or a combination of hardware and 
hardware executing software. Suitable hardware may 
include one or more application specific integrated circuits 
(ASICs), state machines, field programmable gate arrays 
(FPGAs), digital signal processors (DSPs), and/or other 
suitable hardware. Although the process 500 is described 
with reference to the flowchart illustrated in FIG. 10, it will 
be appreciated that many other methods of performing the 
acts associated with process 1000 may be used. For 
example, the order of many of the operations may be 
changed, and Some of the operations described may be 
optional. 
The process 1000 begins when a bridge interface (e.g., an 

RBrdige) determines if it is connected to an access point 202 
(block 1002). If the bridge interface is connected to an 
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access point 202, the bridge uses an infrastructure interface 
(block 1004). However, if the bridge interface is not con 
nected to an access point 202, the bridge uses a Wi-Fi P2P 
interface (block 1006). 

In Summary, persons of ordinary skill in the art will 
readily appreciate that methods and apparatus for transmit 
ting data between different peer-to-peer communication 
groups have been provided. Among other features, wireless 
devices using the disclosed methods and apparatus are able 
to discover each other and dynamically form very large 
peer-to-peer groups in manner that consumes very little 
power and Scales efficiently. 
The foregoing description has been presented for the 

purposes of illustration and description. It is not intended to 
be exhaustive or to limit the invention to the exemplary 
embodiments disclosed. Many modifications and variations 
are possible in light of the above teachings. It is intended that 
the scope of the invention be limited not by this detailed 
description of examples, but rather by the claims appended 
hereto. 
What is claimed is: 
1. A method of transmitting data between different peer 

to-peer communication groups, the method comprising: 
broadcasting a message indicative of a peer-to-peer group 
owner functionality from an access point, the message 
including an indication that the access point Supports a 
bridge interface, the message indicating the bridge 
interface is a Transparent Interconnection of Lots of 
Links (TRILL) RBridge interface, and the indication 
comprising setting an RBridge-enabled bit in a capa 
bility bitmap: 

instantiating the bridge interface at the access point to 
transmit data between a first wireless device and a 
network infrastructure, the first wireless device being a 
member of a peer-to-peer communication group; 

filtering peer-to-peer traffic, based on a class of traffic, 
from a second different wireless device not directly 
associated with the access point; and 

routing the peer-to-peer traffic based on the filtering. 
2. The method of claim 1, wherein the filtering the 

peer-to-peer traffic from the second wireless device includes 
filtering the peer-to-peer traffic to limit Internet access to the 
second different wireless device. 

3. The method of claim 1, wherein the filtering the 
peer-to-peer traffic from the second wireless device includes 
using Transparent Interconnection of Lots of Links (TRILL) 
control traffic filters to control access to the network infra 
structure by the second wireless device. 

4. The method of claim 1, wherein the first wireless 
devices causes the instantiating the bridge interface at the 
access point. 

5. The method of claim 1, wherein the routing the 
peer-to-peer traffic based on the filtering includes forward 
ing the peer-to-peer traffic to another wireless device in 
another peer-to-peer group and wherein another access point 
is the owner of the another peer-to-peer group. 

6. The method of claim 5, wherein the access point and the 
another access point are connected to the network infra 
structure and wherein the network infrastructure is one or 
more of a Local Area Network (LAN), a Wide Area 
Network (WAN), or the Internet. 

7. An electronic apparatus configured as an access point 
for transmitting data between peer-to-peer communication 
groups, the electronic apparatus comprising: 

a radio frequency transceiver, 
a controller, operatively coupled to the radio frequency 

transceiver, and 
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12 
a memory device comprising instructions executable by 

the controller to configure the access point to: 
broadcast a message indicative of a peer-to-peer group 
owner functionality, the message including an indi 
cation that the access point Supports a bridge inter 
face, the message indicating the bridge interface is a 
Transparent Interconnection of Lots of Links 
(TRILL) RBridge interface, and the indication com 
prising setting an RBridge-enabled bit in a capability 
bitmap: 

instantiate the bridge interface, at the access point, to 
transmit data between a first wireless device and a 
network infrastructure, the first wireless device being 
a member of a peer-to-peer communication group; 

filter peer-to-peer traffic, based on a class of traffic, 
from a second different wireless device not directly 
associated with the access point; and 

route the peer-to-peer traffic based on the filtering. 
8. The electronic apparatus of claim 7, wherein the 

filtering the peer-to-peer traffic from the second different 
wireless device includes filtering the peer-to-peer traffic to 
limit Internet access to the second different wireless device. 

9. The electronic apparatus of claim 7, wherein the 
filtering of the peer-to-peer traffic from the second wireless 
device includes using Transparent Interconnection of Lots of 
Links (TRILL) control traffic filters to control access to the 
network infrastructure by the second different wireless 
device. 

10. The electronic apparatus of claim 7, wherein a plu 
rality of devices in the peer-to-peer communication group 
and a second plurality of devices in another peer-to-peer 
communication group are each members of the same Inter 
net Protocol (IP) subnet. 

11. The electronic apparatus of claim 7, wherein the 
access point is configured as a Wi-Fi peer-to-peer commu 
nication group owner for the peer-to-peer communication 
group. 

12. The electronic apparatus of claim 7, wherein the first 
wireless device causes the access point to instantiate the 
bridge interface. 

13. The electronic apparatus of claim 7, further compris 
ing: 

a network interface to connect the access point to the 
network infrastructure; and 

wherein the routing the peer-to-peer traffic based on the 
filtering includes forwarding the peer-to-peer traffic to 
another wireless device in another peer-to-peer group 
via the network interface. 

14. The method of claim 13, wherein the network infra 
structure is one or more of: a Local Area Network (LAN), 
a Wide Area Network (WAN), or the Internet. 

15. A system for transmitting data between peer-to-peer 
communication groups, the system comprising: 

a first wireless device; 
a second wireless device; and 
an access point, the access point configured to: 

broadcast a message indicative of a peer-to-peer group 
owner functionality, the message including an indi 
cation that the access point Supports a bridge inter 
face, the message indicating the bridge interface is a 
Transparent Interconnection of Lots of Links 
(TRILL) RBridge interface, and the indication com 
prising setting an RBridge-enabled bit in a capability 
bitmap: 

instantiate the bridge interface, at the access point, to 
transmit data between the first wireless device and 
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network infrastructure, the first wireless device being 
a member of a peer-to-peer communication group; 

filter peer-to-peer traffic, based on a class of traffic, 
from a second different wireless device not directly 
associated with the access point; and 

route the peer-to-peer traffic based on the filtering. 
16. The system of claim 15, the first wireless device 

configured to causes the access point to instantiate the bridge 
interface. 

17. The system of claim 15, wherein the filtering of the 
peer-to-peer traffic from the second different wireless device 
includes filtering peer-to-peer traffic to limit Internet access 
to the second different wireless device. 

18. The system of claim 15, wherein the filtering of the 
peer-to-peer traffic from the second wireless device includes 
using Transparent Interconnection of Lots of Links (TRILL) 
control traffic filters to control access to the network infra 
structure by the second different wireless device. 

19. The system of claim 15, wherein a plurality of devices 
in the peer-to-peer communication group and a second 
different plurality of devices in another peer-to-peer com 
munication group are each members of the same Internet 
Protocol (IP) subnet. 

20. The system of claim 15, wherein the access point is 
configured as a Wi-Fi peer-to-peer communication group 
owner for the peer-to-peer communication group. 
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