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(7) ABSTRACT

An image determination apparatus is provided which can
determine whether a subject of image pickup is a living body
or a nonliving body such as a photograph of a face or a print
on which a face is printed. An individual authentication
apparatus obtains a right direction illumination image which
is picked up by illuminating the subject of image pickup
from its right side and a left direction illumination image
which is picked up by illuminating the subject of image
pickup from its left side. In the case in which the subject of
image pickup is a living body, a left side is shaded in the
right direction illumination image and, on the contrary, a
right side is shaded in the left direction illumination image
due to unevenness such as a nose and eyes. On the other
hand, in the case in which the subject of image pickup is a
nonliving body such as a photograph or a print, since there
is no unevenness on its surface, there is almost no difference
in a way that the subject of image pickup is shaded on the
right direction illumination image and the left direction
illumination image. The individual authentication apparatus
determines whether or not the subject of image pickup is a
living body from a change in shading on the right direction
illumination image and the left direction illumination image.
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IMAGE DETERMINATION APPARATUS AND
INDIVIDUAL AUTHENTICATION APPARATUS

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to an image determi-
nation apparatus which determines whether a subject picked
up with an image pickup apparatus such as a CCD camera
is a living body or a nonliving body such as a photograph or
a print and to an individual authentication apparatus, to
which the image determination apparatus is applied, for
authenticating a person who is the subject of image pickup
in the case in which the subject of image pickup is a living
body.

[0003] 2. Description of the Related Art

[0004] Conventionally, there have been some room
entrance management systems for restraining a person from
entering a room to which an individual authentication appa-
ratus is applied. The individual authentication apparatus
picks up a face of a person desiring to enter a room
(hereinafter referred to as a subject of authentication) with a
CCD camera (hereinafter referred to simply as camera) or
the like and uses the picked up face image to determine
whether the subject of authentication is a registered person
who is allowed to enter the room.

[0005] The conventional individual authentication appa-
ratus registers data of characteristic parts of a living body
such as eye, a nose, and a mouth (hereinafter referred to as
characteristic amount data), which is extracted from a face
image picked up at the time of registration for each regis-
tered person, in a database. Authentication on whether a
subject of authentication is a registered person or not is
performed by:

[0006] <1> picking up a face of the subject of authen-
tication with an image pickup apparatus such as a
camera,

[0007] <2> extracting characteristic parts of a living
body such as eye, a nose, and a mouth from a face
image of the subject of authentication picked up
here;

[0008] <3> calculating a degree of similarity with the
characteristic parts extracted in above <2> for each
registered person for whom characteristic amount
data is registered in the database; and

[0009] <4> determining that the subject of authenti-
cation is a registered person if a maximum value of
the degree of similarity calculated in above <3> is
equal to or more than a threshold value defined in
advance and, on the contrary, determining that the
subject of authentication is not a registered person if
the maximum value is less than the threshold value.

[0010] When the individual authentication apparatus
determines that the subject of authentication is a registered
person, the room entrance management system allows the
subject of authentication to enter a room. On the contrary,
when the individual authentication apparatus determines
that the subject of authentication is not a registered person,
the room entrance management system prohibits the subject
of authentication from entering the room.
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[0011] In above <3>, a degree of similarity with the
characteristic parts of the subject of authentication is calcu-
lated for each registered person. However, there is also an
individual authentication apparatus, which adopts a system
for giving identification numbers for respective registered
persons in advance, causing a subject of authentication to
input an identification number, and calculating a degree of
similarity with characteristic parts of the subject of authen-
tication only for a registered person of the inputted identi-
fication number. For example, an ID card having an identi-
fication number recorded therein is issued to each registered
person in advance, and when the ID card is inserted in the
individual authentication apparatus, the individual authen-
tication apparatus reads the recorded identification number.
Here, the individual authentication apparatus calculates a
degree of similarity between characteristic amount data
corresponding to the read identification number and the
characteristic parts of the subject of authentication whose
image is picked up this time, and determines whether or not
the subject of authentication is a registered person from the
degree of similarity calculated here.

[0012] However, the conventional individual authentica-
tion apparatus cannot determine whether a subject of image
pickup of the image pickup apparatus is a subject of authen-
tication himself/herself (living body) or a nonliving body
such a photograph of a face of the subject of authentication
or a print on which the face is printed. Therefore, the
conventional individual authentication apparatus has a prob-
lem in that, since the subject of image pickup is processed
as a living body even if a photograph of a face of a registered
person or a print on which the face is printed is used as the
subject of image pickup, security against illegal acts using a
photograph of a face of a registered person or a print of the
face is poor.

[0013] In addition, recently, in order to prevent illegal
transactions using cash cards of others, financial institutions
have been examining the application of the individual
authentication apparatus to an apparatus for transaction such
as an ATM or a CD, and improvement of security against the
illegal acts is desired.

SUMMARY OF THE INVENTION

[0014] The present invention has been devised in view of
the above and other drawbacks, and it is an object of the
invention to provide an image determination apparatus
which is capable of determining whether a subject of image
pickup is a living body or a non-living body such as a
photograph of a face or a print on which a face is printed.

[0015] In addition, it is another object of the invention to
provide an individual authentication apparatus in which
security against illegal acts using a photograph of a face or
a print of a face as a subject of image pickup is improved by
applying the image determination apparatus thereto.

[0016] In order to solve the above-described problem, the
image determination apparatus of the invention is provided
with structures described below.
[0017] (1) The image determination apparatus comprises:
[0018] an image pickup unit for picking up an image
of a subject of image pickup;
[0019] a first illumination unit and a second illumi-
nation unit which are arranged in different positions
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and illuminate the subject of image pickup whose
image is picked up by the image pickup unit; and
[0020] a control unit using a change in a shade on a
first picked-up image at the time when an image of
the subject of image pickup is picked up by the
image pickup unit in a state in which the first
illumination unit is turned on and the second illumi-
nation unit is turned off and a change in shade on a
second picked-up image at the time when an image
of the subject of image pickup is picked up by the
image pickup unit in a state in which the first
illumination unit is turned off and the second illu-
mination unit is turned on to determine whether or
not the subject of image pickup of the first and
second picked-up images is a living body.
[0021] With this structure, the image determination appa-
ratus uses a change in shades on the first and second
picked-up image, which are picked up in the states in which
one of the first and second illumination units arranged in the
different positions is turned on and the other is turned off, to
determine whether or not the subject of image pickup in
these picked-up images is a living body or a nonliving body
such as a photograph or a print.

[0022] In the case in which the subject of image pickup of
the first and second picked-up images is a human (living
body), since a human face has unevenness, when these two
picked-up images are compared, different positions are
shaded due to the difference of illumination. On the other
hand, in the case in which the subject of image pickup of the
first and second picked-up images is a photograph or a print
(nonliving body), since the photograph or the print does not
have unevenness on its surface, a change in shading due to
the difference of illumination hardly appear. Therefore, the
image determination apparatus can determine whether the
subject of image pickup is a living body or a nonliving body
from a way that the subject of image pickup is shaded on the
first and second picked-up images.

[0023] (2) The first illumination unit is arranged in a
position where the first illumination unit illuminates the
subject of image pickup whose image is picked up by the
image pickup unit from a right side thereof, and the second
illumination unit is arranged in a position where the second
illumination unit illuminates the subject of image pickup
whose image is picked up by the image pickup unit from a
left side thereof.

[0024] With this structure, a picked-up image in which the
subject of image pickup is illuminated from the right side
and a picked-up image in which the subject of image pickup
is illuminated from the left side and picked up are obtained.

[0025] In the case in which the subject of image pickup is
a living body, the left side is shaded on the picked up image
in which the subject of image pickup is illuminated from the
right side and are the right side is shaded on the picked-up
image in which the subject of image pickup is illuminated
from the left side on the contrary. On the other hand, in the
case in which the subject of image pickup is a nonliving
body such as a photograph or a print, a difference hardly
appears in a way that the subject of image pickup is shaded
on the picked-up image in which the subject of image pickup
is illuminated from the right side and the picked-up image in
which the subject of image pickup is illuminated from the
left side.
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[0026] Therefore, the image determination apparatus cal-
culates a difference A between a luminance on a right side
and a luminance on a left side of a subject in the picked-up
image in which the subject of image pickup is illuminated
from the right side and a difference B between a luminance
on the right side and a luminance on the left side of the
subject in the picked-up image in which the subject of image
pickup is illuminated from the left side on the contrary, and
determines whether or not the subject of image pickup is a
living body based on magnitudes of the difference A and the
difference B. Consequently, the image determination appa-
ratus can eliminate an influence exerted on the determination
by a state of luminance in a photograph or a print used as the
subject of image pickup and can determine with a high
accuracy whether or not the subject of image pickup is a
living body.

[0027] In particular, in the case in which the subject of
image pickup is a living body, in the picked-up image in
which the subject of image pickup is illuminated from the
right side, a right side of a nose and a cheek on the right side
are illuminated and bright and a left side of the nose and a
cheek on the left side is shaded and dark. On the contrary,
in the picked-up image in which the subject of image pickup
is illuminated from the left side, a left side of a nose and a
cheek on the left side is illuminated and bright and a right
side of the nose and a cheek on the right side is shaded and
dark. Thus, it is desirable to use any one of the following as
an area for calculating the differences A and B:

[0028] <1> the right side and the left side of the nose;
and

[0029] <2> the cheek on the right side and the cheek
on the left side.

[0030] In addition, the individual authentication apparatus
of the invention can improve security against illegal acts
using a photograph or a print as a subject of image pickup
by applying the image determination apparatus thereto.

[0031] In addition, as a picked-up image to be used in
authentication processing, a third picked-up image may be
used which is picked up in a state in which a subject of
image pickup is illuminated from its front by a third illu-
mination unit, which is provided for illuminating a subject
of image pickup from its front. Alternatively, a third picked-
up image may be used which is picked up in a state in which
the subject of image pickup is illuminated by both the first
and second illumination units. Since a picked-up image in
which shade caused by illumination is suppressed can be
obtained by whichever image pickup method of the third
picked-up image is adopted, a decrease in an accuracy of
authentication can be prevented.

[0032] Moreover, if the first picked-up image or the sec-
ond picked-up image is used for the authentication process-
ing, authentication utilizing shades of characteristic parts of
a living body which appear depending upon a direction of
illumination can be performed, and further improvement of
the accuracy of authentication can be realized.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] FIG. 1is ablock diagram showing a room entrance
management system to which an individual authentication
apparatus as an embodiment of the present invention is
applied;
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[0034] FIG. 2 is a block diagram showing a structure of
the individual authentication apparatus as the embodiment
of the invention;

[0035] FIG. 3 is a view showing an example of installa-
tion of the individual authentication apparatus as the
embodiment of the invention;

[0036] FIG. 4 is a view showing an arrangement relation-
ship between illuminations and a camera in the individual
authentication apparatus as the embodiment of the inven-
tion;

[0037] FIG. 5 is a flowchart showing operations of the
individual authentication apparatus as the embodiment of
the invention;

[0038] FIG. 6 is a flowchart showing living body deter-
mination processing in the individual authentication appa-
ratus as the embodiment of the invention;

[0039] FIG. 7 is a view showing an area on a right side of
a nose and an area on a left side of the nose;

[0040] FIG. 8 is a view illustrating brightness and dark-
ness on a right direction illumination image and a left
direction illumination image;

[0041] FIG. 9 is a flowchart showing authentication pro-
cessing in the individual authentication apparatus as the
embodiment of the invention; and

[0042] FIG. 10 is a view showing a cheek on the right side
area and a cheek on the left side area.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0043] An embodiment of the present invention will be
hereinafter described in detail with reference to the accom-
panying drawings.

[0044] FIG. 1 is a block diagram showing a structure of a
room entrance management system to which an individual
authentication apparatus as an embodiment of the invention
is applied. This room entrance management system is pro-
vided with an individual authentication apparatus 1 for
determining whether or not a person desiring to enter a room
(hereinafter referred to as subject of authentication) is a
registered person who is allowed to enter the room and a
room entrance control apparatus 2 for controlling locking/
unlocking of a door 3 based upon a result of authentication
in the individual authentication apparatus 1. The individual
authentication apparatus 1 and the room entrance control
apparatus 2 are connected by a data communication line.

[0045] Note that the individual authentication apparatus 1
and the room entrance control apparatus 2 may be consti-
tuted as an integral apparatus.

[0046] FIG. 2 is a block diagram showing a structure of
the individual authentication apparatus of this embodiment.
FIG. 3 is a view showing an example of installation of the
individual authentication apparatus of this embodiment. The
individual authentication apparatus 1 is provided with a
control unit 11 for controlling operations of a main body of
the individual authentication apparatus 1, an operation unit
12 in which keys for performing input operations are
arranged, an image pickup unit 13 for picking up an image
of a subject of authentication, a display unit 14 for display-
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ing a message or the like to the subject of authentication, and
a registered person database 15 in which data of character-
istic parts (hereinafter referred to as characteristic amount
data) of a living body such as eyes, a nose, and a mouth
extracted from a face image picked up for each registered
person. The image pickup unit 13 is provided with a camera
21 for picking up an image of the subject of authentication,
three illuminations 22, 23, and 24 for illuminating the
subject of authentication at the time of image pickup, and an
illumination control unit 25 for controlling turning on/off of
the illuminations 22 to 24 individually.

[0047] FIG. 4 is a view showing a positional relationship
between a camera and the three illuminations. The illumi-
nation 22 is arranged in a position where the illumination 22
illuminates a subject of authentication, whose image is
picked up by the camera 21, from his/her right side. The
illumination 23 is arranged in a position where the illumi-
nation 23 illuminates the subject of authentication, whose
image is picked up by the camera 21, from his/her front. The
illumination 24 is arranged in a position where the illumi-
nation 24 illuminates the subject of authentication, whose
image is picked up by the camera 21, from his/her left side.
The illuminations 22 and 24 are arranged to be spaced apart
by an appropriate distance “a” from a center of an image
pickup lens of the camera 21. This distance “a” is approxi-
mately %5 of a distance from the image pickup lens of the
camera 21 to the subject of authentication. The illumination
23 is arranged in substantially the center of the image pickup
lens of the camera 21.

[0048] 1In the control unit 11, there is provided a memory
having a memory area for storing a picked-up image which
the camera 21 picks up in a state in which the illumination
22 is turned on and the illuminations 23 and 24 are turned
off (hereinafter referred to as right direction illumination
image), a memory area for storing a picked-up image which
the camera 21 picks up in a state in which the illumination
23 is turned on and the illuminations 22 and 24 are turned
off (hereinafter referred to as central direction illumination
image), and a memory area for storing a picked-up image
which the camera 21 picks up in a state in which the
illumination 24 is turned on and the illuminations 22 and 23
are turned off (hereinafter referred to as left direction illu-
mination image). The control unit 11 instructs the illumina-
tion control unit 25 to turn on/off the respective illumina-
tions 22 to 24. The illumination control unit 25 controls
turning on/off of the respective illuminations 22 to 24 in
accordance with an instruction from the control unit 11 and,
at the same time, informs the control unit 11 of a state of
on/off of the respective illuminations 22 to 24.

[0049] Next, operations of the individual authentication
apparatus 1 of this embodiment will be described. FIG. § is
a flowchart showing operation of the individual authentica-
tion apparatus 1 of this embodiment. When a matching
button provided in the operation unit 12 is pressed (s1), the
individual authentication apparatus 1 instructs the illumina-
tion control unit 25 to turn on the illumination 22 and turn
off the illuminations 23 and 24 (s2). The illumination control
unit 25 turns on the illumination 22 and turns off the
illuminations 23 and 24 in accordance with the instruction
from the control unit 2. The control unit 11 captures an
image, which is being picked up by the camera 21 at this
point as a right direction illumination image (s3). In this
case, the control unit 11 confirms that a state of the respec-
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tive illuminations 22 to 24 informed from the illumination
control unit 25 is the state instructed in s2, and captures the
image, which is being picked up by the camera 21 as the
right direction illumination image.

[0050] Upon completion of capture of the right direction
illumination image in s3, the control unit 11 instructs the
illumination control unit 25 to turn on the illumination 23
and turn off the illuminations 22 and 24 (s4). The illumina-
tion control unit 25 turns on the illumination 23 and turns off
the illuminations 22 and 24 in accordance with the instruc-
tion from the control unit 2. The control unit 11 captures an
image, which is being picked up by the camera 21 at this
point as a central direction illumination image (s5). In this
case, the control unit 11 also confirms that a state of the
respective illuminations 22 to 24 informed from the illumi-
nation control unit 25 is the state instructed in s4, and
captures the image, which is being picked up by the camera
21 as the central direction illumination image.

[0051] Moreover, upon completion of capture of the cen-
tral direction illumination image in s5, the control unit 11
instructs the illumination control unit 25 to turn on the
illumination 24 and turn off the illuminations 22 and 23 (s6).
The illumination control unit 25 turns on the illumination 24
and turns off the illuminations 22 and 23 in accordance with
the instruction from the control unit 2. The control unit 11
captures an image, which is being picked up by the camera
21 at this point as a left direction illumination image (s7). In
this case, the control unit 11 also confirms that a state of the
respective illumination 22 to 24 informed from the illumi-
nation control unit 25 is the state instructed in s6, and
captures the image, which is being picked up by the camera
21 as the left direction illumination image.

[0052] The right direction illumination image, the central
direction illumination image, and the left direction illumi-
nation image captured in s3, s5, and s7 are stored in a
predetermined memory area of the memory provided in the
control unit 11.

[0053] A time required for the processing of s2 to s7 is in
the order of a few seconds. The right direction illumination
image, the central direction illumination image, and the left
direction illumination image are captured continuously,
whereby the subject of image pickup of the camera 21 is
prevented from being replaced in the middle of the image
pickup.

[0054] Note that an order of capturing the right direction
illumination image, the central direction illumination image,
and the left direction illumination image may not be the
above-described order. However, it is preferable to pick up
the central direction illumination image, which is used in
authentication processing discussed later, in the second
place and pick up the right direction illumination image and
the left direction illumination image, which is used in living
body determination processing, before or after picking up
the central direction illumination image. This is because it is
possible that a person committing an illegal act uses a
photograph of a face of a registered person or a print of the
face as a subject of image pickup at the time of picking up
the central direction illumination image and, since the right
direction illumination image and the left direction illumina-
tion image are not used in the authentication processing,
uses his/her own face, a mannequin, or the like as a subject
of image pickup for the right direction illumination image
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and the left direction illumination image. Here, if the central
direction illumination image is picked up in the second
place, the person committing an illegal act has to replace the
subject of image pickup twice. Thus, it can be detected more
accurately whether or not the subject of image pickup of the
camera 21 is replaced in the middle of the image pickup.

[0055] Upon capturing the right direction illumination
image, the central direction illumination image, and the left
direction illumination image, the control unit 11 performs
the living body determination processing for determining
whether the subject of image pickup of the image picked up
by the camera 21 is a human (living body) or a photograph
or print (nonliving body) (s8).

[0056] FIG. 6 is a flowchart showing the living body
determination processing in accordance with s8. In this
processing, the right direction illumination image and the
left direction illumination image captured in s3 and s7 are
used. The control unit 11 processes the right direction
illumination image captured in s3 and calculates an average
luminance RA in an area on the right side of a nose and an
average luminance LA in an area on the left side of the nose
(s21 and s22).

[0057] FIG. 7 shows the area on the right side of the nose
and the area on the left side of the nose. These areas are
specified by detecting eyes and a nose of a subject of
authentication in a picked-up image. More specifically, these
areas extend between a part below the eyes and a part below
the nose in its vertical direction and between sides of the
nose and normals drawn down from the centers of the eyes
in its horizontal direction. As shown in FIG. 8A, in the right
direction illumination image, in the case in which the subject
of image pickup is a living body (human), the area on the
right side of the nose is illuminated by the illumination 22
and bright and the area on the left side of the nose is shaded
and dark. On the other hand, in the case in which the subject
of image pickup is a nonliving body (photograph or print),
since the arca on the left side of the nose is not shaded, a
difference of brightness and darkness due to illumination
does not appear in the area on the right side of the nose and
the area on the left side of the nose.

[0058] The control unit 11 determines whether or not a
difference between the average luminance RA in the area on
the right side of the nose and the average luminance LA in
the area on the left side of the nose is larger than a threshold
value Th defined in advance (s23). In s23, the control unit 11
determines whether or not a condition RA-LA>Th is satis-
fied.

[0059] When it is determined in s23 that the above-
described condition is not satisfied, the control unit 11
proceeds to s28 and determines that that the subject of image
pickup is not a living body but a photograph or a print. On
the contrary, when it is determined in s23 that the above-
described condition is satisfied, the control unit 11 does not
immediately determine that the subject of image pickup is a
living body but processes the left direction illumination
image captured in s7 and calculates an average luminance
RB in the area on the right side of the nose and an average
luminance LB in the area on the left side of the nose (s24 and
$2S). As shown in FIG. 8B, in the left direction illumination
image, in the case in which the subject of image pickup is
a living body (human), the area on the left side of the nose
is illuminated by the illumination 24 and bright and the area
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on the right side of the nose is shaded and dark. On the other
hand, in the case in which the subject of image pickup is a
nonliving body (photograph or print), since the area on the
right side of the nose is not shaded, a difference of brightness
and darkness due to illumination does not appear in the area
on the right side of the nose and the area on the left side of
the nose.

[0060] The control unit 11 determines whether or not a
difference between the average luminance RB in the area on
the right side of the nose and the average luminance LB in
the area on the left side of the nose is larger than a threshold
value Th defined in advance (s26). The threshold value Th
used in s26 is the same as the threshold value Th used in s23.

[0061] In s26, the control unit 11 determines whether or
not a condition LB-RB>Th is satisfied.

[0062] When it is determined in s26 that the above-
described condition is not satisfied, the control unit 11
proceeds to s28 and determines that the subject of image
pickup is not a living body but a photograph or a print. On
the contrary, when it is determined in s26 that the above-
described condition is satisfied, the control unit 11 deter-
mines that the subject of image pickup is a living body in s27
and ends this processing.

[0063] In this way, the individual authentication apparatus
1 of this embodiment utilizes a difference between a face of
a human (living body) and a surface of a photograph or a
print in that the former has unevenness and the latter does
not have unevenness and is flat to determine whether or not
a subject of image pickup is a living body according to
whether or not a shaded place changes in two picked-up
images which are picked up by changing a direction of
illumination. Therefore, the individual authentication appa-
ratus 1 can determine whether or not the subject of image
pickup is a living body with an addition of a simple
structure, and increase in costs of a main body thereof can
be controlled sufficiently.

[0064] In addition, a structure for determining whether or
not a subject of image pickup is a living body using two
picked-up images of a right direction illumination image and
a left direction illumination image. Thus, for example, in the
case in which a photograph in which an area on a right side
of a nose is bright and an area on a left side of the nose is
dark is used as a subject of image pickup, even if the subject
of image pickup is not determined to be a nonliving body in
the determination of s23, it is determined as a nonliving
body in the determination of s26. Therefore, whatever a
distribution of brightness and darkness of the photograph or
the print used as the subject of image pickup is, the indi-
vidual authentication apparatus 1 can determine whether or
not the subject of image pickup is a living body with a high
accuracy without being affected by this distribution.

[0065] Referring back to FIG. 5, in the case in which it is
determined in the living body determination processing in
accordance with s8 that the subject of image pickup is not a
living body, the control unit 11 performs error processing
and ends this processing (s9 and sll). In this case, the
individual authentication apparatus 1 does not instruct the
room entrance control apparatus 2 to unlock the door 3.
Therefore, it is possible to prevent a person who attempts to
enter a room illegally using a photograph or a print from
entering the room, and improvement of security can be
realized.
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[0066] On the contrary, in the case in which it is deter-
mined that the subject of image pickup is a living body, the
control unit 11 performs authentication processing and ends
this processing (s9 and s10).

[0067] FIG. 9 is a flowchart showing the authentication
processing in accordance with s10. The central direction
illumination image obtained in s§ is used in this authenti-
cation processing. The control unit 11 processes the central
direction illumination image to extract characteristic parts
such as eyes, a node, and a mouth of the subject of
authentication (s31), extracts the characteristic parts
detected here (s32), and calculates characteristic amounts of
the characteristic parts extracted in s32 (s33). In s31 to s33,
only the characteristic amounts of the characteristic parts set
in advance are calculated. In addition, concerning the char-
acteristic parts for which characteristic amounts are calcu-
lated in s33, characteristic amount data is registered in the
database 15 for each registered person.

[0068] The individual authentication apparatus 1 calcu-
lates a degree of similarity between the characteristic
amounts calculated in s33 and the characteristic amount data
of each registered person who is registered in the database
15 (s34). If a maximum value of the degree of similarity
calculated in s34 exceeds a threshold value defined in
advance, the individual authentication apparatus 1 deter-
mines that the subject of authentication is a registered person
to display “OK” on the display unit 14 (s35 and s36) and, at
the same time, instructs the room entrance control apparatus
2 to unlock the door 3 (s37). On the contrary, if the
maximum value of the degree of similarity calculated in s34
does not exceed the threshold value set in advance, the
individual authentication apparatus 1 determines that the
subject of authentication is not a registered person to display
“NG” on the display unit 14 (s35 and s38). In this case, the
individual authentication apparatus 1 does not instruct the
room entrance control apparatus 2 to unlock the door 3.

[0069] In this way, the individual authentication apparatus
1 of this embodiment utilizes a right direction illumination
image and a left direction illumination image to determine
whether or not a subject of authentication is a living body
and performs the error processing if the subject of authen-
tication is not a living body. Therefore, improvement of
security against illegal acts using a photograph or a print can
be realized.

[0070] In addition, in the above-described embodiment,
the individual authentication apparatus 1 determines
whether or not a subject of authentication is a living body
from a luminance difference between an area on a right side
of a nose and an area on a left side of the nose. However, the
individual authentication apparatus 1 may determine
whether or not a subject of authentication is a living body
from a luminance difference between a cheek on the right
side area and a cheek on the left side area as shown in FIG.
10. As in the area on the right side of the nose, the cheek on
the right side area is bright in the case in which it is
illuminated from a right direction and is shaded and dark in
the case in which it is illuminated from a left direction. On
the contrary, as in the area on the left side of the nose, the
cheek on the left side area is bright in the case in which it
is illuminated from the left direction and is shaded and dark
in the case in which it is illuminated from the right direction.
Therefore, the same effect can be obtained even if the area
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on the right side of the nose and the area on the left side of
the nose in the above-described embodiment are replaced
with the cheek on the right side area and the cheek on the left
side area.

[0071] Note that the cheek on the right side area and the
cheek on the left side area are areas in the outside of lines
connecting centers of the eyes and ends of the mouth and
extending from a part below the eyes to a part below the
nose.

[0072] In addition, in the above-described embodiment, a
central direction illumination image is used in the authen-
tication processing in accordance with s10. However, an
image picked up in a state in which both the illuminations 22
and 24 are turned on may be used in place of the central
direction illumination image. In this case, the illumination
23 becomes unnecessary, and reduction of costs for the
apparatus main body can be realized.

[0073] Note that it is sufficient to turn on the illuminations
22 and 24 in s4 and capture the both direction illumination
image in s5 in the above-described embodiment.

[0074] In addition, the illuminations 23 and 24 may be
removed and, at the same time, a moving mechanism unit for
moving the illumination 22 may be provided. In this case, it
is sufficient to move the illumination 22 to obtain a right
direction illumination image, a central direction illumination
image, and a left direction illumination image.

[0075] In addition, in the above-described embodiment,
only a central direction illumination image is used to per-
form the authentication processing in accordance with s10.
However, it is also possible to pick up a right direction
illumination image, a central direction illumination image,
and a left direction illumination image for each registered
person at the time of registration, store characteristic amount
data of characteristic parts extracted for each picked-up
image in the registered person database 15, and use the right
direction illumination image and the left direction illumina-
tion image as well for the authentication processing. Since
a plurality of picked-up images with different directions of
illumination are used in the authentication processing,
authentication taking into account unevenness on a face such
as a height of a nose or a hollow of an eye can be performed,
and an accuracy of authentication can be further improved.

[0076] Further, in the above-described embodiment,
degrees of similarity of a subject of authentication with all
registered persons registered in the registered person data-
base 15 are calculated in the authentication processing, and
the subject of authentication is authenticated using a maxi-
mum value of the degree of similarity calculated here.
However, it is also possible to cause a subject of authenti-
cation to input an identification number or the like, calculate
a degree of similarity only for a registered person identified
by the identification number inputted here, and authenticate
the subject of authentication using the degree of similarity
calculated here.

[0077] Moreover, in the above-described embodiment,
when the matching button provided in the operation unit 12
is pressed, a right direction illumination image, a central
direction illumination image, and a left direction illumina-
tion image are captured to perform the living body deter-
mination processing and the authentication processing.
However, it is also possible to provide an infrared ray sensor
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or the like for detecting a human and, when a human is
detected by the sensor, capture a right direction illumination
image, a central direction illumination image, and a left
direction illumination image to perform the living body
determination processing and the authentication processing.

[0078] Note that, although an example in which the indi-
vidual authentication apparatus in accordance with the
invention is applied to a room entrance management system
for restraining entrance to a room is described in the
above-described embodiment, the individual authentication
apparatus can be utilized in other types of apparatus and
system, for example, a transaction processing apparatus such
as an ATM or a CD.

[0079] As described above, according to the invention,
since it is possible to determine whether a subject of image
pickup of an image picked up by a camera is a living body
or a nonliving body such as a photograph or a print, security
against illegal acts using a photograph or a print can be
improved.

What is claimed is:
1. An image determination apparatus comprises:

an image pickup unit for picking up an image of a subject
of image pickup;

a first illumination unit and a second illumination unit
which are arranged in different positions and illuminate
the subject of image pickup whose image is picked up
by the image pickup unit; and

a control unit using a change in a shade on a first
picked-up image at the time when an image of the
subject of image pickup is picked up by the image
pickup unit in a state in which the first illumination unit
is turned on and the second illumination unit is turned
off, and a change in shade on a second picked-up image
at the time when an image of the subject of image
pickup is picked up by the image pickup unit in a state
in which the first illumination unit is turned off and the
second illumination unit is turned on, to determine
whether or not the subject of image pickup of the first
and second picked-up image is a living body.

2. An image determination apparatus according to claim

1>

the first illumination unit is arranged in a position where
the first illumination unit illuminates the subject of
image pickup whose image is picked up by the image
pickup unit from a right side thereof, and the second
illumination unit is arranged in a position where the
second illumination unit illuminates the subject of
image pickup whose image is picked up by the image
pickup unit from a left side thereof.

3. An image determination apparatus according to claim

2>

wherein the control unit determines whether or not the
subject of image pickup of the first and second picked-
up images is a living body according to whether or not
a nose of the subject of image pickup is a nose with
unevenness from the change in the first and second
picked-up image.
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4. An image determination apparatus according to claim
2,

wherein the control unit determines whether or not the
subject of image pickup of the first and second picked-
up images is a living body for each of the first and
second picked-up images based on a difference
between a luminance on a right side of a nose and a
luminance on a left side of the nose.

5. An image determination apparatus according to claim

2>

wherein the control unit determines whether or not the
subject of image pickup of the first and second picked-
up images is a living body for each of the first and
second picked-up images based on a difference
between a luminance of a cheek on the right side and
a luminance of a cheek on the left side.

6. An individual authentication apparatus according to
claim 1 further comprising a third illumination unit arranged
in a position where the third illumination unit illuminates a
subject of image pickup from its front.
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7. An individual authentication apparatus according to
claim 6, wherein an authentication function is provided in
the control unit, which authenticates a person who is a
subject of image pickup using a third picked-up image in
which an image of the subject of image pickup is picked up
the by image pickup unit in a state in which the first and
second illumination unit is turned off and the third illumi-
nation unit is turned on.

8. An individual authentication apparatus according to
claim 6, wherein an authentication function is provided in
the control unit, which authenticates a person who is a
subject of image pickup using a third picked-up image in
which an image of the subject of image pickup is picked up
the by image pickup unit in a state in which both the first and
second illumination units are turned on.

9. An individual authentication apparatus according to
claim 8, wherein the authentication function of the control
unit authenticates a person who is a subject of image pickup
using at least one of the first picked-up image and the second
picked-up image.





