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This is an action for a declaratory judgement that Plaintiff Netskope, Inc. (“Plaintiff” or
“Netskope™) does not infringe U.S. Patent No. 8,234,705 (the “’705 Patent,” attached as Exhibit 1),
which has been ostensibly assigned to K.Mizra LLC (“K.Mizra”). In support of this action,
Netskope, by and through its attorneys, alleges as follows:

BACKGROUND

L K.Mizra Is a Non-Practicing Entity That Makes Money By Threatening Innovators

With Baseless Patent Infringement Claims.

1. K.Mizra is a non-practicing entity that neither innovates, makes, nor sells products.

2. Instead, its business model is to purchase patents with limited commercial value,
then threaten innovative companies with patent litigation to extract royalties. !

3. For example, since its founding in 2019, K.Mizra has acquired around 130 U.S.
patents from companies such as Intel, IBM, Rambus, and Sharp, as well as research institutes.?

4. K.Mizra uses those patents to deploy an aggressive enforcement strategy—one in
which it is “very proactive” and “currently engaged in patent litigation in the US and Europe.”?

5. As evidence of its aggressive enforcement strategy, K.Mizra has sued at least 21
companies for patent infringement in district court since its inception six years ago.

6. K.Mizra’s CEO has openly acknowledged K.Mizra’s litigation-driven approach,
stating that “[i]n order to get a party to take a license, it often requires litigation so you need
litigation-grade patents.”*

7. K.Mizra has been particularly aggressive in suing innovators over one particular
patent: the twenty-year-old *705 Patent.

8. Over the years, K.Mizra has sued at least six companies for allegedly infringing

the >705 Patent.

! See https://kmizra.com/who-we-are (last visited April 17, 2025), attached as Exhibit 2.

2 See https://www.iam-media.com/article/meet-kmizra-the-npe-seasoned-ceo-the-helm (last
visited April 17, 2025), attached as Exhibit 3.

3 See https://kmizra.com/who-we-are (last visited April 17, 2025), attached as Exhibit 2.

4 See https://www.iam-media.com/article/meet-kmizra-the-npe-seasoned-ceo-the-helm (last
visited April 17, 2025), attached as Exhibit 3.
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9. K.Mizra has recently turned its sights toward Netskope, an innovative cloud security
services provider.

II. Netskope’s Innovation in Cloud Security Has Made It a Market Leader Since 2012.

10.  Netskope has been an innovator in cloud security services since the company’s
inception in 2012.

11. While conventional network security devices (e.g., firewalls) existed at that time,
those devices had become antiquated and were ill-suited as more applications and services moved
to the cloud.

12.  Recognizing this growing and unfulfilled market, Netskope worked to develop a
comprehensive, homegrown computer security platform that would help businesses manage and
secure their applications and services as they migrated to the cloud.

13. Netskope successfully released its first product in 2013 and has continued to
innovate ever since. Today, Netskope’s homegrown security platform offers a vast range of
innovative services, from real-time analytics to access security measures.

14.  The quality of Netskope’s security platform is evidence by its large customer base—
over 2,400 organizations, including more than 25 of the Fortune 100, rely on it.

15.  The industry has praised Netskope and its visionary products for their excellence.
For example, Netskope has been recognized by Forbes on its list of the top 100 private cloud
companies and Gartner in its Magic Quadrant reports.

16.  Netskope’s products have received numerous industry awards, including:

a. IDC named Netskope a Leader in the IDC MarketScape: Worldwide Zero
Trust Network Access 2023 assessment;

b. Forrester Research, Inc. named Netskope a leader in security service edge
solutions in The Forrester Wave™: Security Service Edge Solutions, Q1
2024 report;

c. SC Europe Awards recognized Netskope SASE as the winner of Best Cloud

Security Solution;
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d. Business Intelligence Group recognized Netskope in the Data Protection—
Enterprise category for the 2020 Fortress Cyber Security Awards;

e. Cyber Defense Magazine named Netskope a winner of two 2020 InfoSec
Awards, including a win in the category of Data Loss Prevention;

f. The Cybersecurity Excellence Award was awarded to Netskope in the Data
Leakage Prevention category;

g. Security Products selected Netskope’s Cloud DLP services as the Product of
the Year; and

h. CRN selected Netskope’s Threat Protection Services as the Overall Winner

for Product of the Year.

III.  After Threatening Other Cloud Security Companies with the *705 Patent, K.Mizra
Has Turned Its Sights Toward Netskope.

17. Over the last several years, K.Mizra has filed lawsuit after lawsuit against major
cloud security and technology companies, alleging that they infringe the 705 Patent.>

18.  K.Mizra has now turned its sights toward Netskope.

19. On March 25, 2025, K.Mizra sent Netskope a letter threatening it with patent
infringement.

20.  K.Mizra’s letter claimed that Netskope’s NetskopeOne Zero Trust Access (“ZTNA”)
“meets all the limitations of several of the *705 Patent’s claims.”

21.  Despite its broad accusations, K.Mizra’s letter included only a single claim chart
covering only one claim of the *705 Patent (claim 19).

22.  Netskope’s innovative ZTNA does not and has not infringed claim 19 of the *705

Patent for at least the reasons provided below.

5 See K.Mizra LLC v. Cisco Sys., Inc., No. 6:20-cv-01031 (W.D. Tex. Nov. 6, 2020), K. Mizra LLC
v. Fortinet, Inc., No. 2:21-cv-00249 (E.D. Tex. Jul. 8, 2021), K.Mizra LLC v. Forescout Techs.,
Inc., No. 2:21-cv-00248 (E.D. Tex. Jul. 8, 2021), K. Mizra LLC v. Hewlett Packard Enter. Co. et
al, No. 2:21-cv-00305 (E.D. Tex. Aug. 9, 2021), K.Mizra LLC v. SonicWall Inc., No. 1:25-cv-
00047 (D. Del. Jan. 10, 2025), K.Mizra LLC v. Google LLC, No. 1:25-cv-00236 (W.D. Tex. Feb.
18, 2025), K. Mizra LLC v. Citrix Sys., Inc. et al, No. 0:25-cv-60803 (S.D. Fla. Apr. 24, 2025).
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23. Given K.Mizra’s threats of infringement against Netskope and K.Mizra’s pattern of
suing other companies for allegedly infringing the *705 Patent, Netskope is under reasonable
apprehension of a suit in district court by K.Mizra.

24.  The facts and allegations herein show there is a real, immediate, and justiciable
controversy. A judicial declaration is necessary to determine the respective rights of the parties
regarding the 705 Patent and whether Netskope’s ZTNA infringes any claim of the *705 Patent,
either literally or under the doctrine of equivalents. Netskope accordingly seeks a judicial
declaration that it does not infringe any claim of the *705 Patent, literally or under the doctrine of
equivalents.

PARTIES

25.  Netskope, Inc. is a Delaware corporation with its principal place of business at 2445
Augustine Drive, Suite 301, Santa Clara, California 95054.

26. On information and belief, K.Mizra is a Delaware limited liability company with its
principal place of business at 777 Brickell Avenue, #500-96031, Miami, Florida 33131.

JURISDICTION AND VENUE

27.  This is an action for a declaration under the Declaratory Judgment Act, 28 U.S.C.
§§ 2201-2202, that neither Netskope nor its products infringe any claim of the 705 Patent under
the patent laws of the United States, 35 U.S.C. §§ 1 ef seq.

28. This Court has subject matter jurisdiction over the claims alleged in this action under
28 U.S.C. §§ 1331 and 1338(a) because this Court has exclusive jurisdiction over declaratory
judgment claims arising under the patent laws of the United States. See 28 U.S.C. §§ 1331, 1338(a),
2201, and 2202.

29.  This Court has personal jurisdiction over K.Mizra at least because K.Mizra has
established minimum contacts with this forum such that the exercise of jurisdiction over K.Mizra
will not offend traditional notions of fair play and substantial justice. For example, K.Mizra
threatened Netskope—a resident of California and this District—with patent infringement when it
sent its March 25, 2025 letter to Netskope’s Santa Clara, California address. Further, K.Mizra has

repeatedly directed patent enforcement and licensing activities toward companies based in this
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District—including, e.g., Google®, Cisco’, Epson America®, Forescout’, HP!?, Broadcom!!,
Fortinet'?, and SonicWall'®>. Upon information and belief, K.Mizra’s licensing and enforcement
activities have included numerous licensing communications sent to companies located in
California, such as Broadcom, Epson America, Forescout, and HP, and license agreements with
several California companies, including Cisco, Forescout, HP, and SonicWall. Finally, K.Mizra
has acted as a plaintiff in California, voluntarily subjecting itself to personal jurisdiction in this
forum. See, e.g., K. Mizra LLCv. Epson Am., Inc. et al, No. 8:25-cv-00027 (C.D. Cal. Jan. 7, 2025).
Because of its continuous and systematic contacts within the State of California and this District,
K.Mizra has purposefully directed its actions at California and/or purposefully availed itself of the
privilege of conducting activities in California, thereby subjecting itself to personal jurisdiction in
this District.

30. Venue in this District is proper under 28 U.S.C. §§ 1391(b) and (c) and 1400(b) at
least because K.Mizra is subject to personal jurisdiction in this District, a substantial part of the
events or omissions giving rise to the claims occurred in this District, and K.Mizra purposefully
directed activities to this District. On information and belief, the named inventors of the ’705
Patent, James Roskind and Aaron Emigh, who likely have information relevant to the 705 Patent,

also reside within this District.'*

6 Complaint for Patent Infringement, § 11 (“Google is a corporation...with a principal place of
business at 1600 Amphitheatre Parkway, Mountain View, California 94043.”), K.Mizra LLC v.
Google LLC, No. 1:25-cv-00236 (W.D. Tex. Feb. 18, 2025).

7 Complaint for Patent Infringement, 9 6 (“Defendant Cisco is a California Corporation.”), K. Mizra
LLCv. Cisco Sys., Inc., No. 6:20-cv-01031 (W.D. Tex. Nov. 6, 2020).

8 K. Mizra LLC v. Epson Am., Inc., No. 8:25-cv-00027 (C.D. Cal. Jan. 1, 2025).

9 K Mizra LLC v. Forescout Technologies, Inc., No. 2:21-cv-00248 (E.D. Tex. Jul. 8, 2021).

10 K Mizra LLC v. HP Inc., No. 2:21-cv-00226 (E.D. Tex. Jun. 22, 2021).

"' K Mizra LLC v. Broadcom Inc., No. 2-21-cv-00247 (E.D. Tex. Jul. 8, 2021).

12 K Mizra LLC v. Fortinet, Inc., No. 2:21-cv-00249 (E.D. Tex. Jul. 8, 2021).

13 Complaint for Patent Infringement, 9 9 (“SonicWall is a corporation...with a principal place of
business at 1033 McCarthy Boulevard, Milpitas, California 95035.”), K.Mizra LLC v. SonicWall
Inc., No. 1:25-cv-00047 (D. Del. Jan. 10, 2025).

14 See Jim Roskind LinkedIn (available at https://www.linkedin.com/in/jim-roskind-19520/) (last
visited April 17, 2025), attached as Exhibit 4; Aaron Emigh LinkedIn (available at
https://www.linkedin.com/in/aaronemigh/) (last visited April 17, 2025), attached as Exhibit 5.
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31.  Anactual and justiciable controversy exists under 28 U.S.C. §§ 2201-2202 between
Netskope and K.Mizra as to whether the 705 Patent is infringed by Netskope’s ZTNA.
INTRADISTRICT ASSIGNMENT

32. Pursuant to Civil L.R. 3-2(c), 3-5(b), and General Order No. 44, this is an intellectual
property action subject to assignment on a district-wide basis.

FIRST CLAIM FOR RELIEF

(Declaratory Judgment that Netskope Does Not Infringe the *705 Patent)

33.  Netskope repeats and realleges each and every allegation contained in the preceding
paragraphs as if fully set forth herein.

34.  K.Mizra has alleged and continues to allege that Netskope infringes the *705 Patent,
which relates to “[c]ontagion isolation and inoculation.” ’705 Patent at Abstract.

35.  Netskope, including Netskope’s ZTNA, does not directly or indirectly infringe any
claim of the *705 Patent, literally or under the doctrine of equivalents, including at least “wherein
the valid digitally signed attestation of cleanliness includes at least one of an attestation that the
trusted computing base has ascertained that the first host is not infested, and an attestation that the
trusted computing base has ascertained the presence of a patch or a patch level associated with a
software component on the first host.” *705 Patent at Claims 1, 12, 19. As a non-limiting example,
Netskope’s ZTNA is used during device identification and enrollment and does not provide a
“digitally signed attestation of cleanliness.”

36.  No third party infringes any claim of the 705 Patent by using Netskope’s ZTNA.
Netskope has not caused, directed, requested, or facilitated any such infringement, much less with
specific intent to do so. Netskope’s ZTNA is not designed for use in any combination that infringes
any claim of the *705 Patent. To the contrary, it has substantial uses that do not infringe any claim
of the 705 Patent.

37. Declaratory relief is necessary and appropriate so that Netskope may ascertain its

rights regarding the 705 Patent.
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38. In view of the facts and allegations set forth above, there is an actual, justifiable,
substantial, and immediate controversy between Netskope and K.Mizra on whether Netskope
infringes any claim of the *705 Patent.

39.  For the reasons set forth above, Netskope respectfully requests that this Court
declare that Netskope does not directly or indirectly infringe, nor has it directly or indirectly
infringed, any claim of the 705 Patent, either literally or under the doctrine of equivalents.

PRAYER FOR RELIEF

Netskope respectfully requests the following relief:

A. That the Court enter a judgment declaring that Netskope has not infringed and does
not infringe, directly or indirectly, literally or by equivalents, any claim of the *705 Patent;

B. That the Court declare that this case is exceptional under 35 U.S.C. § 285 and award
Netskope its attorneys’ fees, costs, and expenses incurred in this action;

C. That the Court award Netskope any and all other relief to which Netskope may show
itself to be entitled; and

D. That the Court award Netskope any other relief as the Court may deem just,
equitable, and proper.

JURY DEMAND

Netskope hereby demands a jury trial on all issues and claims so triable.

DATED: June 6, 2025 PERKINS COIE LLP

By: /s/ Thomas N. Millikan
Thomas N. Millikan, Bar No. 234430
TMillikan@perkinscoie.com
Joseph P. Reid, Bar No. 211082
JReid@perkinscoie.com
Andrew N. Klein, Bar No. 300221
AKlein@perkinscoie.com

Attorneys for Plaintiff
Netskope, Inc.

K.Mizra LLC, Ex. 2001, p. 8
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 1 of 38

EXHIBIT 1

K.Mizra LLC, Ex. 2001, p. 9
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-0v-04633 - Document py ko A
USOo

J O

08234705B1
a2z United States Patent (10) Patent No.: US 8,234,705 B1
Roskind et al. 45) Date of Patent: Jul. 31, 2012
B e TR OLATION AND 200300156015 A1* 12003 Muslemetal, - 370252
/ / 5 ualem et al. . 2
INOCULATION 2005/0033987 Al* 2/2005 Yanetal. ... .. 713/201
. . 2005/0131997 A1*  6/2005 Lewis et al. .. .. 709/203
(75) Inventors: «(1 am)es A. Roskind, RedWOCfd C{tryﬁ CA 2006/0053426 Al* 3/2006 Dive-Reclusetal. ... 719/328
US); Aaron T. Emigh, Incline Village,
NV (US) OTHER PUBLICATIONS
Bohra, A.; Neamtiu, I.; Gallard, P.; Sultan, F.; Iftode, L.; Remote
(73) Assignee: Radix Holdings, LLC, Incline Village, repair of operating system state using Backdoors; Autonomic Com-
NV (US) puting, 2004. Proceedings. International Conference on May 17-18,
) ) o o 2004 pp. 256-263 *
(*) Notice: Subject to any disclaimer, the term of this Mark V. Glover, Integrating a Trusted Computing Base Extension
patent is extended or adjusted under 35 Server and Secure Session Server into the LINUX Operating System,
U.S.C. 154(b) by 1520 days. Sep. 2001, Naval Postgraduate School.*
Pearson et al., Trusted Computing Platform: TCPA Technology in
(21) Appl. No.: 11/237,003 Context, 2003, Hewlett-Packard Books: Patricia Pekary.*
OLS: Linux and trusted computing, Jul. 22, 2005, http://lwn.net/
(22) Filed: Sep. 27, 2005 Articles/144681/ (as lined on Jul. 15, 2010).*
* cited b, i
Related U.S. Application Data cited by examiner
(60) Provisional application No. 60/613,909, filed on Sep. Primary Examiner — Eleni Shiferaw
27, 2004. Assistant Examiner — Jing Sims
(51) Imt.ClL (57) ABSTRACT
GOGF 11/00 (2006.01) Contagion isolation and inoculation is disclosed. In some
GO6F 12/14 (2006.01) embodiments, a request is received from a host, e.g., via a
GOGF 12/16 (2006.01) network interface, to connect to a protected network. It is
GO8B 23/00 (2006.01) determined whether the host is required to be quarantined. If
(52) US.CL ... 726/22; 726/23; 726/24; 726/25 the host is required to be quarantined, the host is provided
(58) Field of Classification Search ................... 726/11, only limited access to the protected network. In some
o 72§/ 14,22-25 embodiments, a quarantined host is permitted to access the
See application file for complete search history. protected network only as required to remedy a condition that
. caused the quarantine to be imposed, such as to download a
(56) References Cited software patch, update, or definition; install, remove, and/or
configure software and/or settings as required by a policy;
U.S. PATENT DOCUMENTS and/or to have a scan or other diagnostic and/or remedial
6,823,479 Bl: 11;2004 MCElhmﬁy etal. . .. 714/43 operation performed. In various embodiments attempts to
6,996,845 Bl 2/2006 Hurstetal. .. 726/25 H H v H iati i
7263720 B2* 82007 Silvester e con:n;limcate Wltli'hosts ntot 1nV01\£3d in remedlattl]lo? are r%dl
7287278 B2* 10/2007 Liang ..... 726/22 rected to a quarantine system, such as a server, that provides
7424610 B2*  9/2008 Ranganathan L 713/164 information, notices, updates, and/or instructions to the user.
2002/0083328 Al*  6/2002 Riordan ....... . 713/183
2003/0188173 Al* 10/2003 Zimmer et al. .. 713/189 19 Claims, 25 Drawing Sheets

REMEDIATION]
SEAVER.

~1028

s Host |, | WosT
el 2 o
N 1022 1024

K.Mizra LLC, Ex. 2001, p. 10
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 3 of 38

U.S. Patent Jul. 31, 2012 Sheet 1 of 25 US 8,234,705 B1

101
\@etwork traffic stats monitore@

r

102
Evaluate recent activity

103 y
104

Anomalous? N Do nothing

Y

105 ~ l
\< Reduce time until next check for updates >

Figure 1

K.Mizra LLC, Ex. 2001, p. 11
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 4 of 38

U.S. Patent Jul. 31, 2012 Sheet 2 of 25 US 8,234,705 B1

201
\C Time to check for updates >

h

202 L. .
T Retrieve old version identifier

y

203 N Request update from source

204 \< Schedule next time to check for updates >

Figure 2A

K.Mizra LLC, Ex. 2001, p. 12
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 5 of 38

U.S. Patent Jul. 31, 2012 Sheet 3 of 25 US 8,234,705 B1
UPDATE 219
SERVETRL

ClienT CLIENT o o« | CLIENT
1 2 ne
[ C C
770 22t 204

Frg. 28

K.Mizra LLC, Ex. 2001, p. 13
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 6 of 38

U.S. Patent Jul. 31, 2012 Sheet 4 of 25 US 8,234,705 B1

301
\Getrieve old version identiﬁeD

302 \
Contact anti-contagion source

303 304

:

Update
needed?

Y
v

305 ~_| Acquire update via direct or indirect
channel

306 :
Done

Figure 3A

K.Mizra LLC, Ex. 2001, p. 14
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 7 of 38

U.S. Patent Jul. 31, 2012 Sheet 5 of 25 US 8,234,705 B1

Fr6. 36

FIla. 3C

F1g. 3D

K.Mizra LLC, Ex. 2001, p. 15
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 8 of 38

U.S. Patent Jul. 31, 2012 Sheet 6 of 25 US 8,234,705 B1

401 ~N
\( Contact update source /

402
\‘ Offer to be a redistribution source

403 Acquire update or update identifier
from source

404

Update
complete?

N Y

405 x
\

Acquire redistribution source list

|

406 \ Try to acquire update from
redistribution source(s)

408
407 —_

vy Confirm redistribution
sourcing status

complete?

N
409 *
T Acquire reservation
410
T Wait for reservation time

|

Figure 4A

K.Mizra LLC, Ex. 2001, p. 16
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 9 of 38

U.S. Patent Jul. 31, 2012 Sheet 7 of 25 US 8,234,705 B1
To NeTWbHRK.
1
420
. C
421
\ s

ComMuN(caTIo N  INTERFACK

]

UPDATE ReeNT/
BROWSER_

oy

Fra, 46

K.Mizra LLC, Ex. 2001, p. 17
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25

Page 10 of 38

U.S. Patent Jul. 31, 2012 Sheet 8 of 25 US 8,234,705 B1
[
WPORTE REDISTRIBUTION
vy D ISTRIBUT JON) COORDINATORL
L EnGINgE AT
[ ~
] w“E |
COMMUNYCATION  INTERFACE
}]\ C447

l

To NETUBR K.

FTa. 4

K.Mizra LLC, Ex. 2001, p. 18
Netskope, Inc. v. K.Mizra LLC

IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 11 of 38

U.S. Patent Jul. 31, 2012 Sheet 9 of 25 US 8,234,705 B1

501 Prepare to supply
updates

y

502

Wait for event

503

Multicast-time

l Z504

Request for update | Multicast update __J

Authentic
request?

Y
* 506
Determine necessary update e
507
Negotiate redistribution contract /
r 508
Provide direct or indirect update /

Figure 5

K.Mizra LLC, Ex. 2001, p. 19
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 12 of 38

U.S. Patent Jul. 31,2012 Sheet 10 of 25

601 Prepare to offer to be a
redistribution source

y

602 Propose contact address and
negotiate policy with source

603

Were terms
acceptable?

Y

l

605 i
Prepare to service
redistribution requests

Figure 6

604

US 8,234,705 B1

N{ Do Nothing >

K.Mizra LLC, Ex. 2001, p. 20
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 13 of 38

U.S. Patent Jul. 31, 2012 Sheet 11 of 25 US 8,234,705 B1

701 Confirm
sourcing status

702 —_| Contact source and affirm
redistribution sourcing status

703 —__| Negotiate
request authentication method

704 705

N Do Nothing

Authentic
request?

Y

706 v
Supply update(s) to
authenticated requests

Figure 7

K.Mizra LLC, Ex. 2001, p. 21
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 14 of 38

U.S. Patent Jul. 31, 2012 Sheet 12 of 25 US 8,234,705 B1

801 Obtain list of indirect sources
for acquiring content

y
Retrieve next gddress and 802
] authenticator

y

Contact address and request content ~—___ 803

804

Acquisition
complete?

N
v

07
8 Acquisition from
source(s) unsuccessful

Figure 8

K.Mizra LLC, Ex. 2001, p. 22
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1

Filed 06/06/25

Page 15 of 38

U.S. Patent Jul. 31, 2012 Sheet 13 of 25 US 8,234,705 B1
901 Prepare to supply
updates
902
> Wait for event /

Authentic
request?

7

z

Y

|

904
Service
Expiration
Request for update supply service
906

Transmit copy of update to requestor

907
/

Figure 9

K.Mizra LLC, Ex. 2001, p. 23
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 16 of 38

U.S. Patent Jul. 31, 2012 Sheet 14 of 25 US 8,234,705 B1

1001 Detect vulnerability in, or
contagion on, computer

1002 \
Quarantine vulnerability or infestation

1003 Provide remediation
access

Figure 10A

K.Mizra LLC, Ex. 2001, p. 24
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833

U.S. Patent

Document 1-1

Filed 06/06/25 Page 17 of 38

Jul. 31,2012 Sheet 15 of 25 US 8,234,705 B1
REMEDIATION
S EAVER. 1032

034
Vet
QUARANTINE
SERVER.
GIRTEWAY ~1029
1026
AouTteA
HOST HosT .o HosT
1 2, Mo
T C
‘o %O 1022 1024
Fre. 108

K.Mizra LLC, Ex. 2001, p. 25
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 18 of 38

U.S. Patent Jul. 31,2012 Sheet 16 of 25

1101 Prepare to scan for a
vulnerability

y

US 8,234,705 B1

>

1102
T Scan to detect open ports
1103
Open ports?
Y
v

1104
I Test open ports for vulnerabilities

1106

Vulnerabilities
detected?

Y
v

1107 omputer or subscribe
is vulnerable

Figure 11

P

Done

K.Mizra LLC, Ex. 2001, p. 26
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833

U.S. Patent Jul.

Document 1-1  Filed 06/06/25 Page 19 of 38

31, 2012 Sheet 17 of 25

1201 Begin to monitor system
for infestation

y

1202 ~. Check

for anomalous traffic volume,
port, or IP destinations

1203

1205

Anomaly
detected?

Figure 12

1204

US 8,234,705 B1

Apparent
infestation

K.Mizra LLC, Ex. 2001, p. 27
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1

U.S. Patent Jul. 31, 2012

Filed 06/06/25

Sheet 18 of 25

Page 20 of 38

US 8,234,705 B1

1301 Begin monitoring addresses
for infestation

N Presumed vulnerability
or infestation

1302 r -
~ Query address for cleanliness
assertion
1303
1304
Cleanliness
asserted?
Y
1305 ~__

Figure 13

K.Mizra LLC, Ex. 2001, p. 28
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833

U.S. Patent

Jul. 31, 2012

Document 1-1  Filed 06/06/25 Page 21 of 38

Sheet 19 of 25 US 8,234,705 B1

1401 \C

Decision made to
quarantine system

1402
\

Detect outbound traffic from system

1403

1405

1407

Reroute to
guarantine server

1404

Remediation

request? Forward traffic

1406

Discard or respond
N p »
unreachable

Approved
service
request?

Figure 14

K.Mizra LLC, Ex. 2001, p. 29
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833

U.S. Patent

Jul. 31, 2012

Document 1-1  Filed 06/06/25 Page 22 of 38

Sheet 20 of 25 US 8,234,705 B1

Decision made to
quarantine system

)

4

15602
\

Detect inbound traffic to system

1503

1504

Remediation

related? Forward traffic

N

v

1507 Discard or resp?nd
“unreachable

Figure 15

K.Mizra LLC, Ex. 2001, p. 30
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 23 of 38

U.S. Patent Jul. 31, 2012 Sheet 21 of 25 US 8,234,705 B1

1601
\C Start quarantine server >

1602
I Wait for service request

1603 1604

v Serve quarantine
notification page

Web server
request?

1605 1606

N Discard or respond
“unreachable”

1607 1608

Provide IP for
quarantine server

Remediation
host name?

Y Proxy to
DNS service

Figure 16

K.Mizra LLC, Ex. 2001, p. 31
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 24 of 38

U.S. Patent

Jul. 31, 2012 Sheet 22 of 25 US 8,234,705 B1

1701 Prepare to scan system for
backdoor inoculation paths

1702 —__|  Scan to detect any open TCP/IP

~~ Test open backdoors for usability

backdoor ports

1703

Any open
backdoors?

Y
v

1705 -

Usable
backdoors
detected?

Y
Inoculate via
1707 backdoor

Figure 17

K.Mizra LLC, Ex. 2001, p. 32
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 25 of 38

U.S. Patent Jul. 31, 2012 Sheet 23 of 25 US 8,234,705 B1

1801
\C Message received D

y

1802

Extract sender identity

1803

Any prior
messages?

Y

1804
e
v

1805 Retrieve routing info used in prior
message(s)

1807

Routing
similar to prior
essages?

Process as
suspicious

Y
1808 -
Process as
legitimate

Figure 18

K.Mizra LLC, Ex. 2001, p. 33
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 26 of 38

U.S. Patent Jul. 31, 2012 Sheet 24 of 25 US 8,234,705 B1

1901
\anected message received)

1902
I Extract routing information

1903 —____| Retrieve routing information from prior
message from all sources

1904 1905

Routing
similar to prior
message?

Notify source(s)
and/or 3 party

N

1906
Notify 3™ party

Figure 19A

K.Mizra LLC, Ex. 2001, p. 34
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-1  Filed 06/06/25 Page 27 of 38

U.S. Patent Jul. 31, 2012 Sheet 25 of 25 US 8,234,705 B1

{429 V% 126,

[ [ Vi
SEnDER'S CLEARING — ME S SAGE
IsP HousS& PROCESSING

) , SYETEVL

192
INTERNET

\

MESSAGE M&ss#e&
SowRCE DESTINATION (s )
[ t
192.0 1924

FIG. 196

K.Mizra LLC, Ex. 2001, p. 35
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833

Document 1-1

Filed 06/06/25 Page 28 of 38

US 8,234,705 B1

1 2
CONTAGION ISOLATION AND FIG. 5 is a flow diagram of a method for distributing
INOCULATION updates according to some embodiments.
FIG. 6 is a flow diagram of a method for establishing a
CROSS REFERENCE TO OTHER redistribution policy according to some embodiments.

APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No. 60/613,909 entitled CONTAGION ISOLA-
TION AND INOCULATION filed Sep. 27, 2004, which is
incorporated herein by reference for all purposes.

BACKGROUND OF THE INVENTION

Laptop and wireless computers and other mobile systems
pose a threat to elements comprising and/or connected to a
network service provider, enterprise, or other protected net-
works to which they reconnect after a period of connection to
one or more networks and/or systems that are not part of the
service provider, enterprise, or other protected network. By
roaming to unknown domains, such as the Internet, and/or
connecting to such domains through public, wireless, and/or
otherwise less secure access nodes, such mobile systems may
become infected by computer viruses, worms, backdoors,
and/or countless other threats and/or exploits and/or have
unauthorized software installed; have software installed on
the mobile system by an operator of the protected network for
the protection of the mobile system and/or the protected net-
work removed or altered without authorization; and/or have
configurations, settings, security data, and/or other data
added, removed, and/or changed in unauthorized ways and/or
by unauthorized person. Similarly, a stationary system may
become infected, e.g., due to receipt and execution of mali-
cious code via a network or other communication and/or a
diskette and/or other removable media. Upon connecting to a
protected network, a system may infect or otherwise harm
resources associated with the protected network before mea-
sures can be taken to detect and prevent the spread of such
infections or harm. Therefore, there is a need for a reliable
way to ensure that a system does not infect or otherwise harm
other network resources when connected to a protected net-
work.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the
following detailed description and the accompanying draw-
ings.

FIG. 1 is a flow diagram of a method for reducing an
anti-contagion update interval during periods of suspicious
network activity according to some embodiments.

FIG. 2A is a flow diagram of a method for cooperatively
scheduling an anti-contagion update interval according to
some embodiments.

FIG. 2B is a block diagram of a network environment in
which anti-contagion updates are distributed according to
some embodiments.

FIG. 3A is a flow diagram of a method for contacting an
anti-contagion source and optionally getting an update
according to some embodiments.

FIGS. 3B-3D illustrate distributed update distribution as
implemented according to some embodiments.

FIG. 4A is a flow diagram of a method for acquiring an
update according to some embodiments.

FIG. 4B is a block diagram of a client system configured to
obtain an update according to some embodiments.

FIG. 4Cis ablock diagram of a system used to distribute an
update according to some embodiments.
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FIG. 7 is a flow diagram of a method for redistributing
content such as updates according to some embodiments.

FIG. 8 is a flow diagram of a method for using peers or
other indirect data sources to acquire content such as updates
according to some embodiments.

FIG. 9 is a flow diagram of a method for redistributing
content such as updates according to some embodiments.

FIG.10A is a flow diagram of a method for identifying and
remedying problems according to some embodiments.

FIG. 10B is a block diagram illustrating a network envi-
ronment in which infected hosts and/or networks are quaran-
tined according to some embodiments.

FIG. 11 is a flow diagram of a method for identifying
vulnerabilities according to some embodiments.

FIG. 12 is a flow diagram of a method for identitying an
infestation according to some embodiments.

FIG. 13 is a flow diagram of a method for monitoring one
or more computers for infestation according to some embodi-
ments.

FIG. 14 is a flow diagram of a method for quarantining a
computer according to some embodiments.

FIG. 15 is a flow diagram of a method for quarantining a
computer according to some embodiments.

FIG. 16 is a flow diagram of a method for a quarantine
server to respond to requests according to some embodi-
ments.

FIG. 17 is a flow diagram of a method for scanning back-
doors and inoculating according to some embodiments.

FIG. 18 is a flow diagram of a method for categorizing
messages according to some embodiments.

FIG. 19A is a flow diagram of a method for notifying
possible sources of infection according to some embodi-
ments.

FIG. 19B is a block diagram illustrating a network envi-
ronment in which suspicious messages are identified and/or
one or more notifications are sent when a malicious message
is detected.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways,
including as a process, an apparatus, a system, a composition
of matter, a computer readable medium such as a computer
readable storage medium or a computer network wherein
program instructions are sent over optical or electronic com-
munication links. In this specification, these implementa-
tions, or any other form that the invention may take, may be
referred to as techniques. A component such as a processor or
a memory described as being configured to perform a task
includes both a general component that is temporarily con-
figured to perform the task at a given time and a specific
component that is manufactured to perform the task. In gen-
eral, the order of the steps of disclosed processes may be
altered within the scope of the invention.

A detailed description of one or more embodiments of the
invention is provided below along with accompanying figures
that illustrate the principles of the invention. The invention is
described in connection with such embodiments, but the
invention is not limited to any embodiment. The scope of the
invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth in the
following description in order to provide a thorough under-
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standing of the invention. These details are provided for the
purpose of example and the invention may be practiced
according to the claims without some or all of these specific
details. For the purpose of clarity, technical material that is
known in the technical fields related to the invention has not
been described in detail so that the invention is not unneces-
sarily obscured.

Contagion isolation and inoculation is disclosed. In some
embodiments, a request is received from a host, e.g., via a

4

statistics, such as unacceptable attempted TCP/IP traffic at a
rate greater than ten times the expected rate over a 30 minute
period. The expected rate may for example be an average over
a recent historic period, such as an average rate over the last
week of connectivity. If activity is not deemed anomalous
(103), then in this example, processing continues with no
change (104) in the next update interval. If the activity is
deemed anomalous (103), then in this example, the next
update interval is reduced, for example reduced to some pro-

network interface, to connect to a protected network. It is 10 portion ofthe planned update interval, for example reduced to
determined whether the host is required to be quarantined. If 25% of the previous or default update interval. Another
the host is required to be quarantined, the host is provided example of reducing the next update interval is to reduce the
only limited access to the protected network. In some currently remaining time until an update, for example reduc-
embodiments, a quarantined host is permitted to access the ing by a proportion, such as 50%, the remaining time until an
protected network only as required to remedy a condition that 15 update is requested.
caused the quarantine to be imposed, such as to download a FIG. 2A is a flow diagram of a method for cooperatively
software patch, update, or definition; install, remove, and/or scheduling an anti-contagion update interval according to
configure software and/or settings as required by a policy; some embodiments. In this example, the planned time for
and/or to have a scan or other diagnostic and/or remedial contacting an anti-contagion source may arrive (201). An old
operation performed. In various embodiments attempts to 20 version identifier may be retrieved (202), such as a checksum
communicate with hosts not involved in remediation are redi- or hash for a file, or a version number for software stored in a
rected to a quarantine system, such as a server, that provides file system or registry, or a version number for an anti-virus
information, notices, updates, and/or instructions to the user. signature file stored in a file system or registry. An update may
Contagion refers herein to software programs and/or code, be requested from an anti-contagion source (203), for
data values, configurations, and settings, that expose a com- 25 example as is discussed in conjunction with FIG. 3A, which
puter or other system to security threats, such as unauthorized may include updating or concluding that an update is not
access and/or use of the system and/or data stored thereon; needed. A time for next contacting an anti-contagion source is
corruption or loss of data; and/or damage, loss, and/or unau- decided upon (204). In some embodiments, the scheduled
thorized reconfiguration of system software and/or hardware time may be made sooner when the source of the update, such
components. Examples of contagion include software pro- 30 as a vendor of software to which the update pertains, antici-
grams and/or code designed to perform undesirable and/or pates the impending release of a fully tested update, such as
unauthorized actions from the perspective of the (authorized) scheduling a next contact time in a few hours, or a few days.
user of a computer, and at the same time perform desired If the current computer’s version of anti-contagion software
actions from the perspective of the creator or controller of contains resolutions to all known problems and otherwise
such contagion. Examples of contagion include computer 35 anomalous traffic patterns then, in this example, the update
worms, viruses, and Trojan horses. Anti-contagion software interval may be made longer, such as the full default interval
refers herein to software that prevents, impedes or remediates for a computer, for example one week. In some embodiments,
contagion, such as Norton Antivirus from Symantec, or the selection of the next update interval may be dependent on
VirusScan from McAfee, which identifies and/or removes the specific product. For example, a “pro version” may have a
contagion from a user’s computer. Another example of anti- 40 short default interval, such as one day, and a “home version”
contagion software is software that repairs a security vulner- may have a relatively long default interval, such as two weeks
ability through which contagion may spread. Many anti-con- or one month.
tagion methods rely on contagion descriptions, such as virus FIG. 2B is a block diagram of a network environment in
signatures, to identify the contagion, and must be updated which anti-contagion updates are distributed according to
regularly to be effective. 45 some embodiments. A plurality of clients 1 to “n”, repre-
FIG. 1 is a flow diagram of a method for reducing an sented in FIG. 2B by clients 220, 222, and 224, are connected
anti-contagion update interval during periods of suspicious to the Internet 226. An update server 228 also is connected to
network activity according to some embodiments. An update the Internet 226. In various embodiments, one or more of the
interval refers herein to a period of time between acquisition clients 220-224 is configured to request and obtain updates, if
of updates, such as security updates, virus signature file 50 any, from update server 228 viathe Internet, e.g., as described
updates, or virus scanner updates. In this example, network above in connection with FIG. 2A.
traffic statistics may be monitored (101). An example of traf- FIG. 3A is a flow diagram of a method for contacting an
fic statistics is latency experienced by email, such as average anti-contagion source and optionally getting an update
latency, or median latency. Another example of traffic statis- according to some embodiments. In this example, an old
tics is the rate of unacceptable attempted TCP/IP traffic, such 55 version identifier may be retrieved (301), for example as was
as attempts to connect to blocked or restricted ports, or insuf- discussed in 202 of FIG. 2A. Contact may be made with an
ficiently authenticated (or authorized) connections to ports, anti-contagion source (302) via a network such as the Inter-
or connections that provided invalid or illegal content such as net. The old version identifier may be provided, for example
extraordinarily long strings, or specific content detected to be using a transport protocol such as TCP/IP, and a data encap-
malicious. Recent activity may be evaluated (102) to see if it 60 sulation format such as XML, or using a higher level protocol
is anomalous. Examples of anomalous activity include and format such as SOAP. A decision may be made as to
median email latency in mail queues beyond some threshold, whether an update is needed (303). In some embodiments,
for example above a 4 hour median queuning delay, and rates this update decision may be made by a server, upon review of
of unacceptable attempted TCP/IP traffic beyond some the old version identifier. In some embodiments, this update
threshold, for example greater than two attempts per minutes 65 decision may be made by the user’s computer. In some

over a one hour period. Another example of a threshold for
anomalous activity is a comparison with recent historical

embodiments, the update decision may be made by incorpo-
rating preferences held on a user’s computer, such as a pref-
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erence to always have the newest updates, or preferences to
avoid updates that have been available for less than a thresh-
old length of time (for example, 2 weeks), or preferences that
accept an additional update when the source indicates
urgency associated with the update. In some embodiments,
the update decision may be made based on considerations
such as the size of the potential update, for example by avoid-
ing the overhead of small updates, and only performing an
update when a threshold amount of change has taken place, or
when a threshold length of time has elapsed since an actual
update was made. An example of a threshold amount of
change taking place is the addition of a prescribed number of
viral signatures, such as 2 new signatures. An example of a
threshold length oftime is 3 weeks. If the update is not needed
(303) then the process of contacting the source is complete
(304) in this example. If an update is needed (303) then an
update is acquired in this example via direct or indirect chan-
nels (305), for example as further described in conjunction
with FIG. 4A. After the update has been acquired (305), the
contact may be complete (306).

Distributed update distribution is disclosed. In some
embodiments, at least some users receive an update indi-
rectly, e.g., from another user that received it previously,
either directly from the original source or indirectly from a

source that had itself earlier received it, again either directly 2

or indirectly, and so on. FIGS. 3B-3D illustrate distributed
update distribution as implemented according to some
embodiments. In the example shown in FIGS. 3B-3D, it is
assumed for expository purposes that each host that receives
the update will serve as a redistribution node, each recipient
has the ability to redistribute at the same rate as the original
source, and there is continuous demand for the update from
all sources. As shown in FIG. 3B, at a time t1 a first direct
recipient of the update D1 (332) downloads the update from
the original source S (330). As shown in FIG. 3C, at a time t2
a second direct recipient D2 (334) downloads the update from
the original source and an indirect recipient R11 (336) down-
loads the update from the first direct recipient D1 (332),
which in this case acts as a redistribution node. As shown in
FIG. 3D, at a time 3 a third direct recipient D3 (338) down-
loads the update from original source S (330), a second indi-
rect recipient R12 (340) downloads the update from the first
direct recipient D1 (332), a third indirect recipient R21 (342)
downloads the update from the second direct recipient D2,
and a fourth indirect recipient R111 (344) downloads the
update from first indirect recipient R11 (336). In this
example, in the three download cycles shown in FIGS. 3B-3D
on its own the original source would only have been able to
download the update to the three direct recipients, but by

using previous recipients to redistribute, in the example s

shown in FIGS. 3B-3D a total of seven recipients have been
able to obtain the update. In a generalized case, under the
assumptions used in this example in “n” download cycles/
periods a total of 2n-1 recipients are able to obtain the update,
whereas only “n” recipients, i.e., one per cycle, would other-
wise have been able to obtain the update if it were only
available directly from the original source. In an even more
generalized case, under an assumption that each server may
download roughly k copies in a time interval, for example
where more than one download is provided by a server at a
time, then in “n” download cycles (or periods) a total of
roughly (k+1)n-1 recipients are able to obtain the update,
where as only k*n recipients, i.e., k per cycle, would other-
wise have been able to obtain the update if it were only
available directly from the original source.

FIG. 4A is a flow diagram of a method for acquiring an
update according to some embodiments. In this example, an

20
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update source is contacted (401), such as via an Internet
connection, for example via TCP/IP. An offer to serve as a
redistribution source is made (402). In some embodiments, a
redistribution source may be contacted by other computers to
acquire an update. An example of an offer to be a redistribu-
tion server is described in conjunction with FIG. 6. In various
embodiments, 402 is optional, performed only if a criterion or
test is satisfied, or omitted. An update or an update identifier
is acquired (403). An example of an update identifier is a
version number for an update. Another example of an update
identifier is a checksum for an update. Another example of an
update identifier is a set of checksums (such as MDS5, SHA-1,
or CRC-32) for a corresponding set of byte ranges that form
the update. Another example of an update identifier is a com-
bination two or more identifiers, such as the identifiers enu-
merated above. If the update was completed (404) then the
user confirms redistribution sourcing status (408) in this
example. In some embodiments, confirmation includes
asserting that the client is prepared to redistribute copies of
the received data to one or more recipients. If the update was
not completed (404), then a list of peer or other sources is
acquired (405) in this example. In some embodiments, the list
is or may be explicit. In some embodiments, the list is or may
be implicit, for example represented by an iterator or acces-
sor, which may retrieve elements on an as needed basis. In
some embodiments, implicit lists are dynamic, and calculated
or created in part on an as needed or as requested basis. In
some embodiments, the list of other sources contain
addresses that may be contacted to acquire an update, such as
a list of IP addresses and ports, as well as optionally some
authentication information to be used when contacting a
listed source. In some embodiments, a requesting host that
agrees to serve as a redistribution source is provided with a list
of sources from which the update is available immediately, or
at least sooner than it will be made available to hosts that will
not redistribute. One or more attempts may be made to
acquire the update from a listed source (406), for example as
exemplified in FIG. 8. If the update is completed via a listed
source (407), then redistribution status is confirmed (408) in
this example. If the update is not complete (407) then a
reservation is optionally negotiated and/or acquired (409) in
this example. In some embodiments, a reservation may
include a time and/or a specific source or IP address. In some
embodiments, a reservation address may be selected from a
collection of source addresses, for example in order to dis-
tribute the load across more than one server, or to provide a
server that is closer to a recipient. An example of selecting a
server close to a recipient is to select a server having relatively
lower latency during a download, or relatively lower cost, for
example by selecting a source within a recipient’s ISP com-
plex or within a recipient’s intranet or home network. If a
reservation time was acquired, then a wait for that reservation
time (410) is performed in this example. At the reservation
time, a further attempt to acquire an update or update identi-
fier from the source (403) is made, and the flow proceeds as
described earlier. This flow may continue until an acquisition
is complete (408), as also described earlier. In various
embodiments, one or more of confirming redistribution
sourcing status (408), attempting to obtain the update from a
redistribution source (405-407), and/or acquiring and/or
waiting for a reservation time (409-410) is/are optional, con-
ditional, or omitted.

FIG. 4B is a block diagram of a client system configured to
obtain an update according to some embodiments. In some
embodiments, the client system shown in FIG. 4B is used to
implement one or more of clients 220-224 of FIG. 2B. The
client system 420 includes a communication interface 422,
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such as a network interface card, configured to send/receive
communications via a network, such as the Internet. The
client system 420 further includes an update agent and/or
browser 424. In some embodiments, the update agent/
browser 424 comprises browser software used to navigate the
World Wide Web, e.g., to send/receive data to/from a website
from which an update is available for download. In some
embodiments, update agent/browser 424 includes an agent
associated with anti-contagion software installed on the client

8

update is multicast (504) in this example. In some embodi-
ments, a multicast time event may be generated internally or
externally to the server to start a multicast. In some embodi-
ments, a multicast-time event may be automatically gener-
ated at predetermined times, such as hourly, weekly, or daily,
or on individually specified dates and times. In some embodi-
ments, amulticast-time event may include a specific identifier
for the multicast. If an event of the form of an update request
arrives (503) then a test for authenticity is optionally per-

system 420. In Va.rious embodiments, the up datg .agent/ 19 formed (505) in this example. An example of determining
browser 424 comprises one or more components and is imple- ‘heth ‘i thentic is o check dential
mented as one or more software programs running on a pro- Whether a request 15 a‘u' entic 15 to check a credential.
cessor and/or one or more hardware components. A settings Examples of credentials include a provided S hared secret,
data store 426 stores one or more settings and/or other data Sl,mh as a secret used by all requestors to this server, ora
associated with the software with which an update and/or 15 different secret used by e?ach requestor such as a user serial
software to which the update does or may pertain, such as number., ora cryptographlc.ally signed authentlcatlonj suchas
periodicity or next scheduled (e.g., reservation) time to check credentials ora certificate issued fo user. s-that.had paid for an
for updates, a list of update identifiers, locators, and/or redis- update service, for example, by inclusion in a purchased
tribution sources from which an update is or may be available, software package. In some embodiments, all requests are
policies for whether and/or under what terms, conditions, 20 assumed to be authentic without the use of any authenticator.
circumstances, etc. the client system 420 may be used redis- If the request was not authentic (505) then, in this example,
tribute an update, a last update time, an old version identifier the server continues to wait for an event (502). If the request
(see, e.g., 202 of FIG. 2A), etc. was authentic (505) then the server may determine a neces-

FIG.4Cisablock diagram of a system used to distribute an sary update (506) in this example. In some embodiments,
update according to some embodiments. In some embodi- 25 determination of an update may be made based on the
ments, the system of FIG. 4C is used to provide an update  requestor’s state, which in some embodiments may be indi-
Server, SPCh as update server 228 of FIG. 2B. In t'his fexar'nple, cated in a received request for update. A redistribution con-
the distribution system 440 mclgdes a communication inter- tract may be negotiated (507). In some embodiments, some
face 442 configured to send/receive data via a network, such requestors may agree to redistribute updates to other request-
as the Intemet. An upda}e dlStrlbutlo,n engine 444 is config- 30 ors. In some embodiments, some requestors may decline to
ured to receive and service requests for updates. For updates e .

. X NEAE redistribute updates. In some embodiments, a source may
provided directly to a request source, the update distribution decli distributi Is f tor. Anexampl
engine 444 obtains the update from an update storage location cciine recistribution proposals oM. a requesior. A examprie
446 and provides the update to the request source via the ofaredistribution contract is an agreement not to redistribute.

p! P q s frihf :
communication interface 442. In some embodiments, if data 35 Anoth.cr ?xamPlC of a redistribution c.ontract 15 an agrccmcnt
included in the request indicates the source of the request is or to redistribute a fixed nun.lbe.r Of. Ccopres, sucl? as five copies.
may be willing to serve as a redistribution source, the update ~ Another example of a redistribution contract is an agreement
distribution engine 444 hands the request off to a redistribu- to redistribute for a ﬁxeq P‘f“o‘? of time, Sl}‘?h as one day.
tion coordinator 448, which negotiates with the request Another example of a redistribution contract is an agreement
source, e.g., based on policies, settings, rules, etc. stored ina 40 to redistribute within a specified geographic region within a
policies and lists data store 450, through communications  fixed period of time. Another example of a redistribution
sent/received via communication interface 442, to determine contract is an agreement to redistribute indefinitely, for
if the requesting source will serve as a redistribution source example until a replacement update is provided. A redistribu-
and, if so, to determine the terms and conditions of such tion contract may be made with terms that are combinations
service and data, such as an address, locator, or identifier, that 45 of the above mentioned exemplary term limitations. An
can be provided to other requesting systems and/or users to update may be provided directly or indirectly (508). A direct
enable them to attempt to obtain the update from the redistri- update may for example be provided by allowing an FTP
bution source. In some embodiments, if update distribution download, or by encapsulating the transmission in an HTTP
engine 444 determines that it is not able to provide the update transter, for example using XML and/or an appropriate cod-
to the request source directly (e.g., due to capacity limits or 50 ing, such asuuencode. An indirect update may be provided by
because a policy applicable to the request and/or the request directing the requestor to an alternate source, such as a redis-
source indicates the request source should be directed to a tribution server, or a server at a different address, or a server
redistribution source, e.g., because the request source has a at a different time, such as a future time, or a combination of
less expensive version of the software or is not willing to serve two or more such specifications. In some embodiments, a
as a redistribution source), the update distribution’engine 444 55 decision to provide direct vs. indirect updates may be based in
hands the request off to redistribution coordinator 448, which part on the redistribution contract, for example a requestor
provides to the request source an update identifier and a list of that is willing to redistribute may be updated sooner or more
one or more redistribution sources from which the update is or directly. An example of a redistribution contract is a promise
may be available to the request source. by a user to provide redistribution in exchange for purchase

FIG. 5 is a flow diagram of a method for distributing 60 price concession, such as a reduced initial purchase price, or
updates according to some embodiments. In this example, a a quantity discount price. In some embodiments, a decision to
source prepares to supply updates to recipients (501), for provide direct vs. indirect updates may be based in part on
example by starting up a server, for example an HTTP or FTP previous agreements, such as prepayment for expedited ser-
server, or a multicast server, such as an RTP multicast server. vice, such as may be included in a more expensive version of
The server waits for an event (502), such as a contact on a 65 a product that utilizes the updates. The server may wait for an

predefined port, or a notification that the server should start a
multicast. If a multicast-time event appears (503) then an

event (502). In some embodiments, events may be processed
in parallel with previous events, or may be sequentially pro-
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cessed, or some combination, for example up to a threshold
number of events in parallel, such as a maximum of 32 events
in parallel.

FIG. 6 is a flow diagram of a method for establishing a
redistribution policy according to some embodiments. In this
example, a computer may prepare to offer to be a redistribu-
tion source (601). In some embodiments, preparations may
include retrieving preferences, such as the number of redis-
tributions that may be done, or the duration of time that the

10

authentic (704), then nothing further is done (705) in this
example. If the request is authentic (704), then the requested
update is supplied (706) in this example. The updates may be
supplied for example via a transport protocol TCP/IP, or a
higher level protocol such as FTP, HTTP, or HTTPS, etc.

FIG. 8 is a flow diagram of a method for using peers or
other indirect data sources to acquire content such as updates
according to some embodiments. In this example, a list of one
or more peers or other indirect sources for acquiring updates

computer is willing to act as a redistribution source. In some 10 is obtained (801), for example as was discussed in conjunc-
embodiments, preferences may be defaults, or may be con- tion with 405 of FIG. 4A. In one example, an indirect source
figured by a user and stored persistently, such as in a registry may be a peer, such as another computer that has downloaded
or file system. A contact address may be proposed to the the content. In another example, an indirect source may be a
source and a policy may be negotiated (602). A contact computer configured to redistribute content without other use
address may for example be a globally routable IP address 15 ofthe content, such as an ISP server established to redistribute
and aport, or a local IP address (reachable from a LAN behind content to subscribers. In another example, an indirect source
a firewall) and port that can be accessed by other computers may be a server created or authorized by the original source to
on the LAN, such as computers that shared a common NAT perform additional distributions. In some embodiments, an
address in their contact with the original source. In some obtained list of indirect sources may be implicit, for example
embodiments, negotiation may include proposing a policy. In 20 by referring to a list using an iterator or accessor construct that
some embodiments, negotiations may involve a counter pro- can itemize entries in the list when requested, for example
posal in response to a proposal. An example of a counter using a query to a service when an additional item in the list
proposal criterion is to require a minimum duration for redis- is required, which may for example dynamically complete the
tribution. If terms were not acceptable (603) then, in this list on an as requested basis. A next address and (optional)
example, the computer does nothing (604). If the terms were 25 authenticator in the list of sources is retrieved (802). Any
acceptable (603) then, in this example, the computer prepares order may be used. In some embodiments, an order of pro-
to service redistribution requests (605), for example by estab- cessing may correspond to the original list order. In some
lishing a server to respond at the agreed contact address, embodiments, an order of processing may be such that the
reserving storage to hold the content for redistribution, etc. In earlier processed addresses would be expected to have lower
some embodiments, redistribution policy may be a broader 30 latency and/or higher bandwidth, for example by first pro-
contractual matter, where an update is provided more quickly cessing a local address on a LAN. In some embodiments,
or more directly in exchange for a promise to redistribute. In elements of the list are or may be processed in parallel, and
some embodiments, an auditing mechanism may be used to portions (such as byte ranges) of the content may be acquired
measure compliance and penalize contract breakers, such as from different addresses in the list. An address on the list may
failure to accept connections for redistribution, where penal- 35 be contacted to request content (803), which may in some
ties may for example include refusal to accept future similar embodiments be performed as described in conjunction with
contracts. As another example, a lower purchase or subscrip- FIG. 7. In one example, a source address may consist of an
tion price may be offered for operators of a software product, identifier for a broadcast with optional time(s) for a broadcast,
such as antivirus software, who agree to act as redistribution and contact with the source may include receiving the broad-
points. In some embodiments such purchase agreements may 40 cast. In another example, contact with the source may include
be configured into the software, for example by establishing making a connection such as a TCP/IP connection with the
agreements to act as a redistribution point for updates as source. If the acquisition is complete (804), then the process-
defaults that a user cannot modify. ing is complete (805) in this example. If the acquisition was
FIG. 7 is a flow diagram of a method for redistributing not completed (804) then additional sources in the list are
content such as updates according to some embodiments. In 45 considered in this example. Ifthere are more sources in the list
this example, a redistribution computer is contacted and con- (806) then, in this example, a next source is retrieved along
firms its sourcing status (701), for example by accepting a with an optional authenticator (802) and the processing con-
TCP/IP connection on a predefined port, and processing a tinues. If there are no more sources (806) then the attempted
request for content. The redistribution computer may option- acquisition from source(s) is unsuccesstul (807) in this
ally contact another computer, for example a more original 50 example.
source, and affirm its redistribution sourcing status (702). A FIG. 9 is a flow diagram of a method for redistributing
more original source may be a source that has provided con- content such as updates according to some embodiments. In
tent in the past to the redistribution computer, directly or this example, a computer prepares to supply content (or
indirectly. In some embodiments, contacting a more original updates) to a requestor/recipient (901), for example by start-
source demonstrates that the redistribution computer is per- 55 ing up one or more servers. Examples of a server include an
forming redistribution. In some embodiments, contacting a HTTP server, an FTP server, and a multicast server. A server
more original source allows the redistribution computer to waits for an event (902), such as a contact on a predefined
further authenticate the computer that requested the content, port, or a notification that the server should be terminated, or
for example by getting confirmation from a more original a notification that a time for a multicast has arrived. If a
source that a specific computer was authorized to request the 60 service expiration event appears (904) then the supply service
content. An authentication to be used to authenticate requests is terminated (905) in this example. A service expiration event
is negotiated (703). In some embodiments, authentication may be automatically generated, for example after a prede-
includes providing a shared secret to the redistribution com- termined duration of service, or after a predetermined number
puter. In some embodiments, authentication includes present- of copies of an update have been redistributed. If a request
ing an authorization cryptographically signed by a more 65 event arrives (904), then a test for authenticity is performed

original source, such as a certificate. In some embodiments,
all requests are presumed authentic. If the request is not

(906) in this example. Authenticity may be established in the
request, for example by receiving and validating, or perform-
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ing a mutual proof of possession of, a shared secret, such as a
secret used by all requestors to this server, or a different secret
used by each requestor of this service and held in a list of
single-use secrets by this server, or by providing a crypto-
graphically signed authentication. In some embodiments, all
requests are considered authentic without the use of any
authenticator. If the request was not authentic (906) then, in
this example, the server continues to wait for an event (902) as
described earlier. If the request was authentic (906) then, in

12

cess of FIG. 10A is implemented, in the event of quarantine of
one or more of hosts 1020-1024, for example, on the affected
(quarantined) host, router 1026, and/or gateway 1028. In
some embodiments, a quarantined host (or a host associated
with a quarantined network or sub-network) is permitted to
access a remediation server 1032, e.g., to download a patch,
more current threat definition, etc. In some embodiments,
requests to connection to a host other than the remediation
server 1032 are redirected to a quarantine server 1034 con-

this example, the server transmits a copy of the content to the 10 figured to provide a notice and/or other information and/or
requestor (907), for example by allowing an FTP download, instructions to a user of the quarantined host. In various
or by encapsulating the transmission in an HTTP transfer, for alternative embodiments the quarantine server 1034 is omit-
example using XML and/or an appropriate coding, such as ted or resides on the router 1026 and/or gateway 1028.
uuencode. FIG. 11 is a flow diagram of a method for identifying
FIG. 10A is a flow diagram of a method for identifyingand 15 vulnerabilities according to some embodiments. In this
remedying problems according to some embodiments. A example, preparation is made to scan for one or more vulner-
problem may be identified as some event or status that may abilities (1101), for example by retrieving one or more IP
cause direct or potential harm. Exemplary problems include addresses of computers that need to be scanned. For example,
vulnerability or infestation. In this example, a problem such an IP address may be provided by a DHCP sever hosted in an
as a vulnerability or infestation is detected (1001). Infestation 20 ISP network complex, to identify current subscriber IP
herein refers to the current presence and/or execution of con- addresses. As another example, a subnet range may be
tagion. In some embodiments, detection may be made by a scanned, for example by taking an address of the form
router, firewall, or other network component, separately or in A.B.C.X, and using some or all values of X in the range O to
concert, using techniques such as those illustrated by FIGS. 255 to enumerate distinct IP addresses. A scan of one or more
11,12, and 13. In some embodiments, detection may be made 25 IP addresses may optionally be performed to detect an open
by a computing device, for example a computing device oper- port (1102). An example of scanning an IP address is scan-
ated by an ISP. After a detection of a problem, a computer or ning to detect open TCP/IP ports (1102). An open port may be
network containing the problem is quarantined (1002). In identified by attempting to form a connection, such as a
some embodiments, quarantining includes preventing unau- TCP/IP connection to that port. In some embodiments, only
thorized communications from being sent from the quaran- 30 open ports on a given computer will provide acknowledgment
tined computer, such as efforts to infect, probe, or harass other messages needed to establish a TCP/IP connections, which
computers, or efforts to communicate data without authori- for example causes a success code to be returned by Unix
zation, including for example file contents and keyboard “connect( )” and a closed port will provide no response to the
entry logs. In some embodiments, no communications are attempt to connect, which for example would cause an error
authorized. In some embodiments, quarantining includes pre- 35 code to be returned by the Unix function call “connect( )”. If
venting undesired communications from reaching the quar- no open ports are detected (1103), then the scanning is com-
antined computer, such as control messages or infectious plete (1106) in this example. If open ports are detected (1103)
messages. Examples of quarantining activities are illustrated then those ports are tested for vulnerabilities (1104) in this
in FIGS. 14 and 15. In this example, the quarantined com- example. In some embodiments, an open port is assumed
puter is provided access to remediation services (1003). In 40 (1103) and a test for vulnerability is performed or attempted
some embodiments, access to remediation includes or may (1104), for example by communicating a vulnerability test
include allowing connections to servers providing security without independently testing to see if one or more requisite
patches or advisories, for example allowing connections to a ports are open. In some embodiments, a vulnerability test of
vendor’s server, or providing virus and worm disinfecting a port may include sending data that is known to create a
tools, such as focused removal tools, or data updates for 45 discernable response when a vulnerability is present, such as
previously installed repair tools. In some embodiments, sending a long string known to induce a buffer overflow with
access to remediation includes allowing direct access to ven- a consequent errant response, where the errant response may
dor sites known to provide remediation assistance, such as to for example include a characteristic communication, prema-
Microsoft’s Windows Update service, where security patches ture termination of the connection, or other erroneous
may be obtained. In some embodiments, access to vendor 50 response(s). Insomeembodiments, a test for a vulnerability is
sites is restricted by the quarantine to certain classes of traffic, an attempt to exercise a service, such as a sendmail or an RPC
such as HTTP requests, certain port access, such as port 80 or service, in search of a misconfiguration of that service that
port 443, certain content requests, such as specific URLs or creates a vulnerability. One example of a misconfiguration of
specific file downloads. In some embodiments, remediation aserviceis provision of any such service. Another example of
content may be substituted for other requested content, for 55 a misconfigured service is one where a password should be
example as discussed in conjunction with FIG. 14. required for security purposes, but no password is required by
FIG. 10B is a block diagram illustrating a network envi- the misconfiguration. Another example of a misconfiguration
ronment in which infected hosts and/or networks are quaran- is the use of an easily guessable password, such as the default
tined according to some embodiments. A plurality of hosts 1 installation password, when resulting access creates a secu-
to “m”, represented in FIG. 10B by hosts 1020, 1022, and 60 rity vulnerability. Another example of a misconfigured ser-
1024, connect via a router 1026 and a gateway 1028 to the vice is support for a service provided by an unauthorized
Internet 1030. In various embodiments the router 1026 is agent, such as a worm or virus. If no vulnerabilities are
omitted or included in the gateway 1028. In various embodi- detected (1105) then scanning is complete (1106) in this
ments, gateway 1028 comprises a gateway, router, firewall, or example. If vulnerabilities are detected (1105) then an asso-
other device configured to provide and control access 65 ciated IP address is flagged as vulnerable (1107) in this

between a protected network and the Internet and/or another
public or private network. In various embodiments, the pro-

example. In the case of a subscriber to an ISP, an IP address
may be translated to a particular subscriber identity, for
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example by checking in DHCP or static IP allocation tables
for the subscriber’s identity, or for example by extracting a
MAC address from traffic associated with the IP address, and
such identity may be appropriately flagged or recorded. In
some embodiments, the record of the vulnerability may addi-
tionally include the port, and the details of the vulnerability
that was detected, such as which buffer overrun was vulner-
able, or which service was misconfigured to create a vulner-
ability.

14

authenticated infestation scan by trusted software. An
example of a trusted computing base within a computer is the
Paladium security initiative under development by Microsoft
and supported by Intel and American Micro Devices. Another
example of a trusted computing base is described in various
TCG specifications, such as the TCG Architecture Overview,
published by the Trusted Computing Group. Trusted code
bases may for example execute antivirus scans of the remain-
der of the computer, including untrusted portions of the disk

FIG. 12 is a flow diagram of a method for identifying an 10 and/or operating system. In some embodiments, trusted code
infestation according to some embodiments. In this example, bases may digitally sign assertions about the cleanliness (e.g.
a device near a computer, such as a firewall on a LAN or an infestation status) and/or state of their computers. In some
ISP’s router, is used in some embodiments to monitor a com- embodiments, the query for cleanliness (1302) may be
puter for infestation (1201). Network traffic is monitored for responded to by anti-contagion software, such as antivirus
anomalous traffic volume, port, or IP destination (1202), for 15 software, with assertions about the currency of a scan, such as
example by detecting large volumes of outbound traffic, such the last time a scan was performed, or a version associated
as email traffic or instant messaging traffic. Another example with a current anti-contagion software or definition file in use,
of anomalous traffic is a TCP/IP connection to a server that is wherein a sufficiently updated software and/or scan may act
known to control a collection of infested machines, in a way as acleanliness assertion. In some embodiments, an operating
that suggests the connecting machine is controlled by the 20 system may respond with information associated with its
server, such as connecting and transmitting an assertion that it patch level, wherein a sufficiently recent patch level may be
is controlled or available to comply. Another example of interpreted as an assertion of cleanliness. If a computer
anomalous traffic is a connection to a computer that is a asserts it is clean (1303) then monitoring is complete (1305)
current target of a denial of service attack, with a pattern that in this example. If a cleanliness assertion is not provided
is consistent with the attack, such as a connection to atargeted 25 (1303) then an infestation or vulnerability is presumed (1304)
port, or the use of a falsified return IP address. In some in this example.
embodiments, a falsified return address may be detected by a FIG. 14 is a flow diagram of a method for quarantining a
router, such as an ISP router, that is aware that the return computer according to some embodiments. In this example, a
address is not on the sourcing subnet, or not associated with decision has been made to quarantine a computer (1401),
the MAC address that has supplied the corresponding pack- 30 such as an ISP deciding to quarantine a subscriber, or a
ets. If an anomaly is detected (1203) then an apparent infes- firewall or router for a LAN deciding to quarantine a local
tation is noted (1204) in this example. In some embodiments, computer. In some embodiments, a decision to quarantine
a response to infestation may include quarantining of the may be made based on apparent infestations or apparent
computer or network containing the computer, for example as vulnerabilities, for example as illustrated in conjunction with
discussed in conjunction with FIGS. 14, 15, and 16. In some 35 FIG. 11, 12, or 13. In some embodiments a decision to quar-
embodiments, a response to infestation may include an antine may be based on the accumulation of evidence above a
attempt to remediate the problem, for example by inocula- threshold, such as a threshold of one such piece of evidence,
tion, such as discussed in conjunction with FIG. 17. If no or a threshold of two such pieces of evidence. In some
anomaly is detected (1203) then monitoring is complete embodiments, a decision to quarantine may be made based on
(1205) in this example. In some embodiments, monitoring for 40 configuration rules, for example all new computers must be
anomalous traffic may be continuous. In some embodiments, quarantined until they have contacted their OS vendor and
monitoring for anomalous traffic may be periodic. For been updated, or by user specification, such as a user request-
example, periodic monitoring may consist of monitoring ing a quarantine for a specific computer. In some embodi-
some number of computers, such as 1 computer, for some ments, requests for a quarantine may be made on an indi-
period of time, such as 2 minutes, and then not monitoring 45 vidual computer via settings, such as control panel in
those computers again for another period of time, such as 1 Microsoft Windows, or through a user interface to a firewall
hour. As another example, periodic monitoring may be ran- or router, for example by specifying an IP address, name, or
domized, for example by changing the duration of monitor- MAC address to quarantine, or a list of addresses that are not
ing, pattern of selecting computers to monitor, and/or the to be quarantined (where other addresses may be quaran-
unmonitored duration, to be difficult or impossible to predict, 5o tined). Duringa quarantine period outbound traffic is detected
for example by being driven by a pseudo random number (1402), for example by a device such as a router, or by a
generator, subject to restrictions of available monitoring com- software network stack on the quarantined computer, or by an
puters. upstream device, such as a device at an ISP. Outbound traffic

FIG. 13 is a flow diagram of a method for monitoring one is tested in this example to see if it is associated with a
or more computers for infestation according to some embodi- 55 remediation request (1403), such as contact with an appro-
ments. In this example monitoring of a computer for infesta- priate anti-contagion software distributor, or contact with a
tion begins (1301), for example by retrieving a list of one or security patch update provider, such as Microsoft Windows
more addresses of computers, such as addresses of participat- Update, or contact with a verified remediation site, such as an
ing subscribers. In some embodiments, this list may be a list internal ISP site. If outbound traffic is deemed to be associ-
of addresses for some or all subscribers for a given ISP. In 60 ated with a remediation request (1403), then the traffic is
some embodiments, the list may be a list of IP addresses routed or forwarded to its destination (1404) in this example.
issued by a DHCP server, such as on a LAN, or a list of IP If outbound traffic is not associated with a remediation
addresses observed by a router, such as a router ona LAN, or request (1403), then, in this example, it is tested to see if it is
a complete list of IP addresses in a given subnet. A computer an approved service request (1405), such as a request for a
associated with an address identified in a list is queried for a 65 web page. If the request was for an approved service (1405)

cleanliness assertion (1302), for example by contacting a
trusted computing base within a computer, and requesting an

then, in this example, the request is re-routed to a special
quarantine server (1407), such as an ISP web server that
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provides information and links to assist in remediation. Re-
routing of request traffic may be accomplished in numerous
ways, for example by providing an alternate DNS service that
consistently returns a fixed IP address of a quarantine server
in response to all DNS requests. Another example of re-
routing a web page request is to respond with a redirect
message, which would direct a browser on a quarantined
computer to contact a quarantine server that provides reme-
diation information. If the request was not for an approved

16

request, then the server responds with a quarantine notifica-
tion page (1604) in this example. An example of a quarantine
notification page is a web page that provides notification that
the computer is quarantined, and/or provides links to reme-
diation sites appropriate to the quarantine, such as a link to a
site that provides anti-contagion software for removing a
virus that the quarantined computer is believed to contain.
The links on the quarantine notification page may be
examples of HTTP addresses that are for use in remediation.

service (1406), then the outbound traffic is discarded or 10 Another example of a quarantine notification page is a page
responded to with in indication that the desired traffic desti- that redirects to a quarantine notification page. If the request
nation is unreachable (1406) in this example. is not a web server request (1603), then it is tested to see if it
FIG. 15 is a flow diagram of a method for quarantining a is a DNS inquiry (1605) in this example. A DNS inquiry may
computer according to some embodiments. In this example, a for example appear on port 53 using TCP/IP or UDP. If the
decision has been made to quarantine a computer (1501), for 15 request is not a DNS inquiry (1605) then it may be discarded
example as described in conjunction with 1401 of FIG. 14. or responded to as “unreachable” (1606) in this example. If
Inbound traffic originally destined for a quarantined com- the request is a DNS inquiry (1605) then, in this example, the
puter is detected (1502), for example by a network device inquiry is tested to see if it is a DNS request for a remediation
such as by a router. An example of detecting inbound traffic host name (1608). A remediation host name may include a
destined for a quarantined computer is to have a list of quar- 20 host name as appropriate to the reason for a quarantine, such
antined IP addresses, and filter or provide additional process- as a host providing anti-contagion software, or a host provid-
ing on traffic destined for an address on the list. Detected ing security updates, or a host internal to (or partnered with)
inbound traffic is tested in this example to see if it is reme- an ISP. If the DNS inquiry was for a remediation host name
diation related (1503), such as a response to a remediation (1608) then the request is proxied to an external DNS service
request. Direct responses to remediation requests may for 25 provider (1609) in this example. A proxy to a DNS service
example be identified using stateful packet inspection firewall (1609) may return a stored or cached response, such as the
techniques known to those skilled in the art. In various actual IP address of the host name, or it may contact an
embodiments, at least certain types of traffic from approved external DNS service to relay back the proposed IP address. If
sites such as anti-contagion vendors, security update provid- the DNS inquiry was not for a remediation host name (1608)
ers, and/or internal ISP sites are deemed remediation related. 30 then an IP address for a quarantine server is provided (1607)
If traffic is remediation related (1503) then it is forwarded to in this example. In some embodiments, when a redirected IP
the quarantined computer (1504) in this example. If traffic is address is provided, such as that of a quarantine server, the
not remediation related (1503) then, in this example, it is DNS response may include a short time to live, for example 0
discarded or responded to with a message indicating that the seconds. A short time to live ensures that a further DNS query
destination is unreachable (1507). 35 will be sent prior to subsequent communications being sent
In some embodiments, a configuration based quarantine from the quarantined computer to the host that was the subject
during an installation of an operating system, such as of'the DNS query, aiding a return to normal routing of traffic
Microsoft Windows, may be automatically setup, for example once the computer is no longer under quarantine. In some
by a default installation setting up restrictions in a firewall embodiments, the server(s) in this example may continue to
installed with the OS or by an installation setting defaults for 40 wait for a service request (1602) in parallel with the process-
use when network connectivity is enabled, that establishes a ing of the requests as described above, or may wait for a
quarantine, for example restricting internet connections, for service request again after disposition of the previous request
example allowing internet connections only to a security as described above.
update site such as Microsoft Windows Update. In some FIG. 17 is a flow diagram of a method for scanning back-
embodiments, settings that may establish a quarantine, such 45 doors and inoculating according to some embodiments. In
as default settings in an operating system installation, may be this example, preparations are made for scanning a computer
altered programmatically to remove the quarantine in for a backdoor inoculation path (1701), for example by iden-
response to a remediation site, such as a security update tifying the computer to be scanned, and enumerating or
service such as Microsoft Windows Update, asserting that retrieving a list of one or more backdoors. In one example, an
there are no other security updates pending. In some embodi- 50 IP address to be scanned may be selected by an ISP from a list
ments, configuration settings that may establish a quarantine of subscribers. In one example, a list of backdoors may
may be altered programmatically to enable a quarantine in include information associated with preloaded software
response to the presence of one or more security updates, such approved by the computer owner for access and inoculation
as provided by an operating system update service such as purposes, such as an ISP provided utility that is installed by
Microsoft Windows Update, that are available for installation 55 the subscriber. In some embodiments, an ISP defined back-
on a computer. door may have an authentication protocol to preclude control
FIG. 16 is a flow diagram of a method for a quarantine by unauthorized parties, such as restrictions on IP address(es)
server to respond to requests according to some embodi- that may contact the backdoor, or shared secrets such as a
ments. In this example, a quarantine server is started (1601), password required by the sender, or cryptographic authenti-
for example by starting a web server, or DNS server, or proxy 60 cation such as client authentication on an SSL connection. In
server, or ftp server, or some combination server. The server some embodiments, a user is requested and/or required to
waits for a request (1602), for example by listening on a port authorize in advance use of an authorized and/or any unau-
and waiting for a connection. In some embodiments, a device thorized backdoor for purposes of inoculation. As another
such as a router may forward outbound traffic from a quaran- example, a list of backdoors may include virus or worm
tined computer to a quarantine server, for example as illus- 65 installed backdoors, such as those installed by a SubSeven

trated in conjunction with 1407 of FIG. 14. If a received
connection is a web server request (1603), such as an HTTP

virus or Back Orifice. As another example, backdoors may
include exploitable security vulnerabilities, such as a weak-
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ness in a web server, or a weakness in an RPC service. A scan
may optionally be conducted to detect open TCP/IP backdoor
ports (1702) similarly to the scan discussed in conjunction
with FIG. 11. If none of the backdoors are open (1703), for
example there is no response on any of the ports, then the scan
is complete (1706) in this example. If one or more backdoor
ports are open (1703) then they are tested for usability (1704)
in this example. In some embodiments, a backdoor port may
be assumed open (1703) and may be tested for usability

18

session coordinates a peer-to-peer activity such as a direct file
transter with a remote party. In some embodiments, routing
information may be stored implicitly, such as in headers of a
previously received message, or explicitly, for example by
extracting routing information and storing it in a database or
file system. Routing information for the current message is
compared to prior messages (1806), for example by checking
that the IP address for the party being communicated with is
in a similar subnet, or allocated within the same geographical

(1704) without an independent test to see if the port is open. 10 region, for example the same continent, as a previous IP
An example of a usability test is no test at all, with the address for the same party. IP address to geographical loca-
conclusion that a specific port is usable any time it is open. tion may be estimated by various software applications and
Another example of a usability test is based on the receipt of services, such as services provided by MaxMind and
confirmation of a functional installation of ISP provided described on http://www.maxmind.com. In some embodi-
backdoor software, such as a confirmation that may be pro- 15 ments, routing information for an email message may be
vided by the installed software. Another example of a usabil- deduced by examining header information related to mail
ity testinvolves the use of aless invasive test of vulnerabilities transfer agents. In some embodiments, similarity in IP
such a buffer overrun exploit that does not have a permanent addresses for mail transfer agents may be interpreted as
impact but provides observable validation (such as a dropped implying similar routing. If routing is similar to previous
connection). If a backdoor is usable (1705) then the computer 20 messages from the same sender (1806), then the message is
is inoculated via a backdoor (1707) in this example. One processed as legitimate (1808) in this example. If the routing
example of such an inoculation is the remotely controlled information for a message purporting to be from a sender is
download of one or more remedy files into one or more not similar to previous messages from the same sender (1806)
directories, such as an operating system directory, such as the then the message is processed as suspicious (1807) in this
“\Wwindows\system” directory in Microsoft Windows 2000. 25 example. In some embodiments, processing as suspicious
Another example of an inoculation is the download of an may include contributing to a scoring that labels the message
executable file to the computer, followed by the execution of as an undesirable message, such as spam, viral, or phishing. In
that file. Another example of an inoculation is the download some embodiments, higher probability suspicious messages
of a data file, such as an anti-contagion signature file, that is may be scrutinized further, or may be restricted to some
interpreted or processed by another executable already on the 30 extent in their impact on the computer. An example of restrict-
computer. Another example of an inoculation is the deletion ing impact of a message may include discarding the message.
of'one or more files from the computer. Another example ofan Another example of restricting impact or further scrutiny of a
inoculation is the editing of one or more registry entries, or of message may include placing a message in a spam inbox.
one or more files, such as deleting, appending or rewriting Another example of a restricting impact of a message may
entries in a registry or file. Another example of inoculation 35 include preventing execution of content contained in the mes-
includes a combination of one or more of above techniques, sage, and/or requiring additional user interactions to bypass
optionally in conjunction with one or more remotely insti- the restriction, for example by having a user agree to ignore
gated reboot operations. Another example of inoculation warnings which describe the suspicious circumstances. In
includes a combination of one or more of the above tech- various embodiments, the process of FIG. 18 is implemented
niques, along with an optional dialog box requesting a user’s 40 on a mail, messaging, or other server associated with the
permission to proceed with the inoculation. Another example sender and/or the sender’s ISP; a mail, messaging, or other
of inoculation is the use of a dialog box in conjunction with a server associated with the recipient and/or the recipient’s ISP;
timer that causes the inoculation to proceed if no user and/or one or more intermediate nodes.
response is given in a prescribed period of time, such as 1 FIG. 19A is a flow diagram of a method for notifying
hour. 45 possible sources of infection according to some embodi-
FIG. 18 is a flow diagram of a method for categorizing ments. In this example, an infected message is received
messages according to some embodiments. In this example, a (1901). An example of an infected message is a message
message is received (1801), such as an email message or classified as such by anti-contagion software. Routing infor-
instant message. The purported sender’s identity is extracted mation is extracted from the message (1902). An example of
(1802), for example by examining the “From:” header linein 50 extracting routing information in an email message is to
an email message, or by examining the envelope information extract header lines inserted by mail transfer agents that
conveying an email message, or by examining the sender’s ID propagated the message. Another example of extracting rout-
in an instant message. A check is performed to see if the ing information is to acquire an IP address of a party making
sender has sent any prior messages (1803), for example by contact via instant messaging, for example as is provided by
scanning an inbox of prior email, or by checking for the 55 AOL’s instant message infrastructure for a peer-to-peer file
sender in a buddy list. If there were no prior messages from transter. Routing information from previously received mes-
the sender (1803) then the message is processed (1804) in this sages is retrieved (1903). An example of retrieving email
example. Processing the message may for example include routing information from prior messages is scanning all
presenting the message to the user, and/or recording routing received messages, such as messages in an email inbox, and
information for comparison and categorization of future mes- 60 extracting routing information. Another example of retriev-
sages. If there were prior messages from the sender (1803) ing routing information is to query a database or file system
then routing information used in prior messages is retrieved where routing information from previous messages has been
(1805) in this example. Routing information may for example gathered. Routing information for the infected message is
be extracted from the header in email. Routing information compared with the retrieved routing information (1904). If no
may for example be obtained during an instant message ses- 65 similarity with previous messages is found (1904) then in this

sion by retrieving the IP address of the party being commu-
nicated with, for example as is done when an instant message

example a third party notification is made (1906). An example
of a third party notification is sending notification to the ISP
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that provides network access to the message source. Another
example of notifying a third party is notifying a viral clear-
inghouse of the apparent source of a viral message. Another
example of a notifying a third party is notifying a service that
determines the credibility of a report, such as a collaborative
filter service, that accumulates accusations of viral dissemi-
nations. In some embodiments, similarity of routing of an
infected message with a previous message may include hav-
ing a previous message from the IP address of the infected

5

20

first host is not infested, and an attestation that the
trusted computing base has ascertained the presence ofa
patch or a patch level associated with a software com-
ponent on the first host;

when it is determined that the response does not include a
valid digitally signed attestation of cleanliness, quaran-
tining the first host, including by preventing the first host
from sending data to one or more other hosts associated
with the protected network, wherein preventing the first

message source. If a similarity is found with previous mes- 10 he . N

L o ost from sending data to one or more other hosts asso-
sages (1904) then in this example a notification is sent (1905). iated with th tected network includes receiving a
In some embodiments, notification may be sent (1905) to one matg W © protected network meiu s
or more sources of the prior message(s) that best match the service rgquest sentby the firsthost, serving aquarmlt{ne
infected message, and/or to third parties. As an example, notification page to the first host when t.he service
notification may be sent to an email source that had the same 15 request comprises a web server request, and in the .evept
originating IP address as the infected message. In some the service request comprises a DN.S query, providing in
embodiments, a user may be asked to approve notification(s), response an IP addre-ss ofa quarantine server configured
for example via a pop-up dialog. In some embodiments, noti- to serve the quarantine notification page if a host name
fication may be automatically sent without user intervention. that is the subject of the DNS query is not associated

FIG. 19B is a block diagram illustrating a network envi- 20 with a remediation host configured to provide data
ronment in which suspicious messages are identified and/or usable to remedy the insecure condition; and
one or more notifications are sent when a malicious message permitting the first host to communicate with the remedia-
is detected. A message source 1920 sends a message via the tion host.

Internet 1922 to a message processing system 1926 for deliv- 2. A method as recited in claim 1, wherein detecting an
ery via the Internet to one or more message destinations 1924. 25 insecure condition further includes at least one of the follow-
In various embodiments, the message processing system ing: scanning for a vulnerability, scanning for malicious data,
1926 comprises a mail or messaging server associated with determining whether a security software is installed, and
the message source 1920, a mail or messaging server associ- detecting anomalous network traffic.

ated with the destination(s) 1924, and/or an intermediate 3. A method as recited in claim 1, wherein detecting an
processing node. In some embodiments, the message source 30 insecure condition includes determining that the first host
1920 is connected directly and/or via a local network, and not should be quarantined until an update to an operating system
via the Internet 1922 as shown in FIG. 19B, to message has been installed.

processing system 1926. In some embodiments, message pro- 4. A method as recited in claim 1, wherein detecting an
cessing system 1926 is configured to identify suspicious mes- insecure condition includes configuring an operating system
sages using current and historic routing information, e.g., as 35 to quarantine the first host upon initial startup after installa-
described above in connection with FIG. 18. In some embodi- tion of the operating system.

ments, the process of FIG. 19A is implemented on message 5. A method as recited in claim 1, wherein permitting the
processing system 1926. For example, in some embodiments first host to communicate with the remediation host includes:
if message processing system 1926 determines that a message detecting an outbound communication from the first host;
sent by message source 1920 is infected, message processing 40 and

system 1926 compares routing information associated with forwarding the outbound communication if it is addressed
the malicious message with corresponding information for to the remediation host.

one or more messages received previously from the message 6. A method as recited in claim 1, wherein preventing the
source 1920. If the routing information is similar, in some first host from sending data to the one or more other hosts
embodiments the message processing system 1926 notifies 45 includes:

the message source 1920. If the routing information is not detecting an outbound communication from the first host;
similar, in various embodiments the message processing sys- and

tem 1926 notifies the message source 1920, the sender’s ISP redirecting the outbound communication to a quarantine
1928, and/or a clearinghouse or similar applicable service server if it comprises a request for an approved service
1930, as described above. 50 and is not addressed to a remediation host.

Although the foregoing embodiments have been described 7. A method as recited in claim 1, wherein quarantining the
in some detail for purposes of clarity of understanding, the first host further includes preventing the first host from receiv-
invention is not limited to the details provided. There are ing via the protected network data not related to remediation
many alternative ways of implementing the invention. The of the insecure condition.
disclosed embodiments are illustrative and not restrictive. 55 8. A method as recited in claim 1, performed at an Internet

What is claimed is: service provider.

1. A method for protecting a network, comprising: 9. A method as recited in claim 1, wherein the software

detecting an insecure condition on a first host that has component on the first host is an operating system.

connected or is attempting to connect to a protected 10. A method as recited in claim 1, wherein determining
network, wherein detecting the insecure condition 60 that the response does not include a valid digitally signed
includes contacting a trusted computing base associated attestation of cleanliness includes determining that the soft-
with a trusted platform module within the first host, ware component on the first host is not sufficiently updated.
receiving a response, and determining whether the 11. A method as recited in claim 1, wherein determining
response includes a valid digitally signed attestation of that the software component on the first host is not sufficiently
cleanliness, wherein the valid digitally signed attesta- 65 updated includes determining that a patch level associated

tion of cleanliness includes at least one of an attestation
that the trusted computing base has ascertained that the

with the software component on the first host is not suffi-
ciently recent.
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12. A system for protecting a network, comprising:
a processor configured to:
detect an insecure condition on a first host that has con-
nected or is attempting to connect to a protected net-
work, wherein detecting the insecure condition
includes contacting a trusted computing base associ-
ated with a trusted platform module within the first
host, receiving a response, and determining whether
the response includes a valid digitally signed attesta-

22

preventing the first host from receiving via the protected
network data not related to remediation of the insecure con-
dition.

16. A system as recited in claim 12, wherein the software
component on the first host is an operating system.

17. A system as recited in claim 12, wherein determining
that the response does not include a valid digitally signed
attestation of cleanliness includes determining that the soft-
ware component on the first host is not sufficiently updated.

18. A system as recited in claim 17, wherein determining

. . . s . 10 . .
tion of cleanliness, wherein the valid digitally signed that the software component on the first host is not sufficiently
attestation of cleanliness includes at least one of an updated includes determining that a patch level associated
attestation that the trusted computing base has ascer- with the software component on the first host is not suffi-
tained that the first host is not infested, and an attes- ciently recent. .
tation that the trusted computing base has ascertained | th 19.A cortnputer program groctiug t for pmfcg.]l% anetwork,
the presence of a patch or a patch level associated with © compuler program product being embodied 1n 4 non-
fw t on the first host: transitory computer readable medium and comprising com-
. a SO_ A are con}ponen ’ . puter instructions for:
when it is determined that the response does not include detecting an insecure condition on a first host that has
a Vahd. digitally s1gned. attestation of CleaQIHESS, connected or is attempting to connect to a protected
quarantine the first host, including by preventing the 20 network, wherein detecting the insecure condition
first host from sending data to one or more other hosts includes contacting a trusted computing base associated
associated with the protected network, wherein pre- with a trusted platform module within the first host,
venting the first host from sending data to one or more receiving a response, and determining whether the
other hosts associated with the protected network response includes a valid digitally signed attestation of
includes receiving a service request sent by the first 25 cleanliness, wherein the valid digitally signed attesta-
host, serving a quarantine notification page to the first tion of cleanliness inch{des at least one of an attestation
host when the service request comprises a web server that the tm'sted computing base has ascertamed that the
request, and in the event the service request comprises first host is not infested, and an attestation that the
a DNS query, providing in response an IP address of a trusted computing base has ascertained the presence of a
quarantine sérver configured to serve the quarantine 30 patch or a patch level associated with a software com-
notification page if a host name that is the subject of ponent on the 1.““ host; .
the DN query is not associated with a remediation when it is determined that the response does not include a
host conﬁ?rured to provide data usable to remedy the Ya]‘id digitally signgd ane;tation of clea{ﬂiness, Juaran-
insecure c: ndition: and tining the first host, including by preventing the first host
ern;i © the first host t:) communicate with the remedia- > from sending data to one or more other hosts associated
P tion host: én d with the protected network, wherein preventing the first
y - host from sending data to one or more other hosts asso-
a memory coupled to the processor and configured to pro- . . . L
vide instructions fo the processor. ciated with the protected network includes receiving a
13. A system as recited in claim 12, wherein the processor servicerequestsent bythe ﬁfSt host, servinga quarantine
. . o . 40 notification page to the first host when the service
is configured to detect an insecure condition at least in part by request comprises a web server request. and in the event
performing one or more of the following: scanning for a thg service rg st comprises DeISIS u’e rovidine in
vulnerability, scanning for malicious data, determining response an I(Pl address cr:fa uarantingsez:afconﬁ ug;e d
whether a security software is installed, and detecting anoma- P . quare X s
lous network traffic to serve the quarantine notification page if a host name
) 45 that is the subject of the DNS query is not associated

14. A system as recited in claim 12, wherein the processor
is configured to detect an insecure condition at least in part by
determining that an initial startup after installation of an oper-
ating system is being performed.

15. A system as recited in claim 12, wherein the processor
is configured to quarantine the first host at least in part by

with a remediation host configured to provide data
usable to remedy the insecure condition; and

permitting the first host to communicate with the remedia-
tion host.

K.Mizra LLC, Ex. 2001, p. 46
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



Case 5:25-cv-04833 Document 1-2  Filed 06/06/25 Page 1 of 5

EXHIBIT 2

K.Mizra LLC, Ex. 2001, p. 47
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



5/22/25, 1:55 PM Case 5:25-cv-04833

WHO ARE WE?

https://kmizra.com/who-we-are

Document 1-2 wikilegh@6/06/25

A

............

Page 2 of 5

1/4

K.Mizra LLC, Ex. 2001, p. 48
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115


https://kmizra.com/
https://kmizra.com/
https://kmizra.com/
https://kmizra.com/

5/22/25, 1:55 PM

Case 5:25-cv-04833

Document 1-2

wiciledhR6/06/25 Page 3 of 5

https://kmizra.com/who-we-are

2/4

K.Mizra LLC, Ex. 2001, p. 49
Netskope, Inc. v. K.Mizra LLC
IPR2025-01115



5/22/25, 1:55 PM Case 5:25-cv-04833 Document 1-2 wikilech6/06/25 Page 4 of 5
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K.Mizra LLC is a patent licensing company run by experienced management. We focus
on licensing high value, high quality patents with a global reach.

We own patent portfolios originating with a wide array of inventors. The portfolios
include patents from well-known multinationals such as IBM, Sharp, Intel and others.
Also owned are patent portfolios that originated with research institutes such as the
Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk Onderzoek
(Netherlands Organization for Applied Scientific Research).

The aggregation of these portfolios provide K.Mizra with a global patent footprint. You
can find these patents and portfolios here. They are identified in the "Patents” button
by region.

K.Mizra is very proactive. We are currently engaged in patent litigation in the US and
Europe. We also provide technical discussions surrounding our portfolio and a
potential licensees’ products or services prior to enforcement.

We offer licenses to our patents on reasonable terms. This is one reason why, after
over half a decade in business, so many companies have taken a K.Mizra license.

By focusing on high quality patents K.Mizra provides a secondary market for inventors
to recoup their investment and continue innovation. We believe that in this way K.Mizra
plays a part in the development of the technologies that make all our lives better.
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Meet K.Mizra, the NPE with a seasoned CEO at the helm

Nisha Shetty
11 December 2024

N i |

CEO Chuck Hausman

Non-practicing entity K.Mizra may be five-years old but it has flown somewhat under the radar. However, with CEO Chuck
Hausman at the helm, 130 US patents in its armoury and multiple ongoing cases, it is an NPE that should be taken seriously.

Hausman has 25 years of experience in intellectual property enforcement and monetisation and, with stints at companies
like Philips, Sisvel and Netlist, he understands how to run a successful patent licensing business.

On top of the aforementioned US patents, K.Mizra has acquired several more in Europe and Asia. Since 2020, it has filed 17
lawsuits in US district courts against various tech companies, including Cisco Systems, HP Inc, Verizon Communications Inc
and General Motors. It currently has three active cases against Nokia Corp, Ciena Corp, and Silicon Motion Inc and has plans
to ramp up its licensing efforts next year.

IAM spoke to Hausman about how he got into the patent business, his patent acquisition and litigation strategy, and why he
believes one man’s garbage is another man’s treasure.

Hausman started his career in 1999 as anti-piracy counsel at the Recording Industry Association of America. He worked on
the Napster and MP3.com lawsuits, with a judge citing a study he had conducted as one of the reasons for issuing the
injunction that closed Napster.

In 2004, he started working as deputy director at the Motion Picture Association of America, where he focused on the
intellectual property rights of movie studios.

Then, in 2006, he began working for Philips on CD, DVD and Blu-Ray patent portfolio licensing, spearheading multiple
multinational litigation and licensing campaigns. He continued to gain invaluable IP enforcement and monetisation
experience as programme manager for a pool licensing consortium One-Red, president of US operations overseeing
litigation and licensing programmes at Sisvel, and chief licensing officer at Netlist.

It spurred him to strike out on his own. He founded K.Mizra in 2019, focusing on the acquisition and licensing of high-value,
high-quality patent portfolios with a global reach.
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Itis a small enterprise with a core group of a few people. “We work mostly through law firms and independent contractors
through the law firms for pretty much all of the business activities that we do,” he says. “They mostly handle decisions
regarding the litigations that are filed and the acquisition of patents in general.”

Patent purchasing

Hausman learned at Philips that defendants want certainty — that if they settle with a company, they are getting a licence to
the entire portfolio instead of just one set of patents. He wanted to incorporate that at K.Mizra and started purchasing a wide
range of patents.

“We purchased probably 20 different portfolios from different companies — large and small,” says Hausman. “When we do a
licensing deal, we offer a licence for a certain portfolio that we own or the entire portfolio licence for all the patents we've
acquired from different companies. Our approach is being open and having a lot to offer on a licensing scale.”

K.Mizra started purchasing patents in 2019 and currently has 130 US patents from companies such as Intel Corp,
International Business Machine Corp, Rambus Inc, Sharp Kabushiki Kaisha, research institutes and dozens of independent
inventors, according to its website.

“We look at the strength of patents,” says Hausman. “We'll look at pretty much any area of technology, but our focus is how
strong the portfolio is. In order to get a party to take a licence, it often requires litigation so you need litigation-grade
patents.”

Litigation strategy

Though K.Mizra has a wide collection of patents, it has only asserted 28 of them in 17 US district court cases since 2020. The
company had its busiest year in 2021, filing 11 cases, and Hausman says it could end up doing something similar next year.

“We only assert strong patents that we're willing to litigate on a long-term basis, if necessary,” he reasons.

US district court cases filed by K.Mizra since 2020

Patent cases
-

2020 2021 2022 2023 2024

Source: Docket Navigator

Hausman says that when reaching out to different parties about potential licensing opportunities, K.Mizra always tries to
keep it cordial. “l try to make sure that the other company knows that we're always open for a real dialogue,” he explains.
“There shouldn't be any personal animosity.”

Sometimes, though, litigation is inevitable. “A lot of companies fight the idea of taking a licence until we litigate,” he admits.
“The biggest challenge is trying to get companies to understand that there is a reasonable middle ground where the
discussion doesn't end in litigation but ends in a settlement that both sides can benefit from.”
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Fourteen of the 17 cases have been terminated. While K.Mizra's first-ever lawsuit — against Cisco Systems — ended in a loss,
the next 13 ended in settlements and voluntary dismissals. The average time to reach settlements for its cases has been 15
months, according to Docket Navigator data.

One man’s garbage is another’s treasure

In the suits filed against Nokia and Ciena on 25 November, K.Mizra asserted patents it acquired from the now-defunct
Hammerhead Systems — a company with a rather unusual origin story.

Hammerhead System was founded in 2002 and a lot was riding on it to deliver revolutionary networking innovation for the
telecoms industry, according to San Jose Mercury News. Over $110 million was invested in it over seven years.

The products developed were referred to as “pseudowire” innovations and were expected to meet the growing demand for
cloud computing and online software services. However, the collapse of Lehman Brothers and the ensuing financial crisis
paralysed M&A activity and led to Hammerhead Systems shutting down in 2009.

“The technology they created has value,” Mayfield partner Kevin Fong, an early investor, told San Jose Mercury News. “But
nobody was willing to write the check.”

However, Hausman was prepared to write the check for the patents when the company started the process of winding
down. “Hammerhead Systems had significant investments and high-level thinking inventors who developed important
technologies,” he says.

K.Mizra asserted US patents 10,735,320; 9,485,176; and 9,749,249 — developed by Ping Pan, Hammerhead'’s former chief
architect — against Nokia and the ‘320 and ‘176 patents against Ciena.

“Our goal is clear — we're adding to the value of the patent system by buying patents from companies like Hammerhead
Systems,” says Hausman.

Nisha Shetty

Reporter
IAM

nisha.shetty@lbresearch.com

View full biography
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Contact

www.linkedin.com/in/jim-
roskind-19520 (LinkedIn)
en.wikipedia.org/wiki/Jim_Roskind
(Other)

www.roskind.com/ (Personal)

Top Skills

Large Language Models (LLM)
Deep Neural Networks (DNN)
Network Protocol Design

Languages

English

Honors-Awards
Hertz Foundation Fellowship

Belden Award for Excellence in Pure
Math

New York State Regents Scholarship

Cyber Security Hall of Fame
inductee

Patents

305+ United States patents issued
from USPTO; numerous listed as
issued via WIPO
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Jim Roskind

Vice President and Distinguished Engineer at Amazon.com

Summary

Goal: Change the world. Introduce novel technology, applications
and techniques for use by mortals.

Specialties: Al/Machine Learning; Software/Hardware Performance;
Network Protocols and Latency; Computer Security; YACC and
Grammars.

Current Professional Interests: Deep Neural Networks (DNNs) and
Large Language Models (LLMs including underlying math), Internet
Protocols (architect of QUIC, a.k.a., HTTP/3); Low Latency Internet
Browsing (in Chrome and on generic web pages); Performance
monitoring (Latency; Cost; Throughput); Java Garbage Collection;
Security; Machine Learning; Self Forming Networks; Broadly
Distributed Computation; Electronic Voting; Genealogy.

Over 305 US Patents Issued.

Non-Professional Interests: Raise family; Reform the NASD.
Amazon: 9/2016-present VP / Distinguished Engineer
Roskind Consulting 4/2016-9/2016

Neumob, 3/2016-4/2016, CTO

Google, 1/2008-2/2016, Member of Technical Staff

Roskind Consulting, 5/2005-1/2008, President/CTO

Radix Labs (formerly Radix Partners): Managing Director and
Founder 5/2003-5/2005 (Company dissolution)

AOL: VP/CTO AOL Technology Development, 5/2002-5/2003
AOL: VP/CTO AOL Systems Infrastructure 10/2001-5/2002
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AOL: VP/CTO AOL Products 1/2001-10/2001

Netscape: VP/Chief Scientist 11/1999-12/2000

Netscape: Chief Architect / Netcenter Security Architect
10/1998-10/1999

Netscape: Chief Architect / Java Security Architect 4/1996-9/1998
Netscape: Architect, Internet Applications 5/1995-3/1996

Open Sourced Python Profiler 6/1994 (used widely for over 20
years!)

Infoseek: Chief Scientist 1/1995-3/1995
Infoseek: Co-founder, Architect, and Engineering Manager
1/1994-12/1994

ANSI C++ Standardization Committee, Head of Formal Syntax
Working Group

1985-1994 Independent Consultant. Work included Compiler
Development (Honeywell) and WYSIWYG CDROM publication and
fulltext search integration (Interleaf).

Open sourced YACCable C++ grammar 1991

1983-1985 Associate Member of Technical Staff, Harris Corp,
Government Information Decision Systems. Ran VHSIC IR&D;
designed SVLSI Median Filter and numerous GaAs ultra-high-speed
digital chips.

Ph.D. EECS MIT, 1983: Edge Disjoint Spanning Trees and Failure
Recovery in Data Communications Networks

SBEE, SBCS, SMEECS, MIT 1980, focus on communications
systems

Experience

Amazon

VP / Distinguished Engineer

September 2016 - Present (8 years 10 months)
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Drove significant reduction of hardware cost in the eCommerce side of
Amazon. Drove changes to improve availability of eCommerce site by reducing
cascading failures. Evangelized use of Trimmed Mean in latency goal metrics
(and away from "understats" and P50/P90), along with use of histograms, to
lower latency across the site. Worked to integrate RTGC (Real Time Garbage
Collection) into the Java JDK.

Roskind Consulting

President/CTO
March 2016 - September 2016 (7 months)

Attack very hard problems, in the areas of computer science and networking,
with a special focus on performance improvements and latency reductions.
Advocate for the QUIC Protocol, and drive for further improvements.

Neumob
CTO
March 2016 - April 2016 (2 months)

Perform architectural reviews surrounding integration of QUIC; Drive to

continue to improve software engineering and testing principles;

Google
Member of Technical Staff
January 2008 - February 2016 (8 years 2 months)

Create great software, hardware, and services.

Help make Google Chrome as fast as it is... and then make it better ;-).

Reduce latency in networking protocols: Architect and lead the development/
deployment of QUIC, a new protocol that runs over UDP, but can

potentially displace TCP + TLS + SPDY. It dramatically reduces connection
establishment latency, better handles retransmission errors and head-of-line
blocking, and is strongly competitive with sliced-bread (re: the old saying:

"better than sliced bread").

Pioneer use of speculation to reduce and remove network latency in
Chrome, including client side learning to drive DNS Pre-Resolution, and TCP
Preconnection (all other industrial strength browsers have since followed
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suit). Perform speculation while maintaining user privacy, and doing machine

learning locally.

Architect, implement, and deployed mechanisms to gather client-side profiling
statistics from Chrome to guide ongoing optimizations. (many other client
applications have replicated this approach, inside and outside of Google).

Ensure this gathering is again privacy preserving.

Anakam Inc
Consultant
2004 - 2007 (3 years)

Radix Labs

Managing Director
August 2003 - 2005 (2 years)

Founded in 2003, we developed a broad IP portfolio in a variety of high tech

areas.

America Online
CTO Technology Development
September 2002 - May 2003 (9 months)

Conectasaur across AOL's technology development organization.

Netscape
VP, Chief Scientist
1995 - 2003 (8 years)

X3J16 ANSI C++ Standardization
Chairman of Formal Syntax Working Group
March 1990 - August 1995 (5 years 6 months)

Worked to standardize the C++ syntax, using formal tools such as YACC (an

LALR parser generator).

| also created a branch of BYACC that should some day be released, as it
automatically analyzes a yacc grammar, and produces samples of ambiguous
sentences for each ambiguity that yacc identifies. This was critical to
developing the C++ grammar, and understanding ambiguities as they appear
(note that traditional yacc only tells you "how many" ambiguities there are

<sigh>).
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Infoseek
Chief Scientist
January 1994 - April 1995 (1 year 4 months)

Cofounded InfoSeek.

Lead the development of a pay-per-view search system that ran across an

internet crawl results, along with numerous licensed periodicals.

Implemented Python Profiler (and released as open source).

Interleaf

Consultant
1990 - 1991 (1 year)

Integrate full text retrieval, WYSIWYG rendering, and CD-ROM technology.

Honeywell Information Systems

Consultant

1987 - 1988 (1 year)

Originally retained to write a symbolic debugger for a C compiler, but
eventually lead the C compiler development project.

Harris Corparation, Government Information Systems Division
Associate Member of Technical Staff: Principal Investgator on VHSIC
IR&D

September 1983 - March 1985 (1 year 7 months)

Developed a novel systolic architecture to perform real time median filtering
(patented) and directed the CAD capture of a 12K gate VHSIC chip to
implement a 5X5 pixel, 8 bit/pixel, 10Mpixel/sec median filter. This chip was
scheduled to be the first VHSIC chip produced by Harris. Proposed novel
applications of this architecture in a variety of Signal Processing applications
(including an object pass filter concept for Automatic Target Classifiers).

Specified, designed and simulated 3 GaAs chips, which ran at (a then
impressive) 1+GHz clock. All designs have proved correct and fully

functional.

Education
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Massachusetts Institute of Technology
SB, SM, PhD, Electrical Engineering and Computer Science - (1976 - 1983)

City University of New York City College
Triple major: Math; Computer Science; Electrical Engineering - (1974 - 1976)

Bronx High School of Science
High School - (1971 - 1974)
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Contact

www.linkedin.com/in/aaronemigh
(LinkedIn)

Top Skills

Software Engineering
Mobile Devices

E-commerce

Honors-Awards

Technology Pioneer, World
Economic Forum

CES Innovation Award

CTA TechHome Mark of Excellence
Forbes Most Promising Companies
loT Breakthrough Award

Patents

System and Method for
Synchronization Based on
Preferences

Rewards For Purchases
Verified Navigation
Hybrid Challenge-Response

Authorization Via Web of
Subsequent Message Delivery From
a Specified Sender
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Aaron Emigh

Instigator

Summary

Entrepreneur with four acquisitions, one IPO, over 140 issued
patents, and hundreds of millions of dollars in returns for investors
and teams.

Experience

Verkada

Vice President, Product
2024 - Present (1 year)

Spearheading a new initiative.

Brilliant

Co-founder & CEO

2015 - 2024 (9 years)

Brilliant set a new standard for the human experience of home technology.
We created the Brilliant Control, a wall-mounted panel that provides touch and
voice control over light, music, climate, doorbells, locks, etc. from every room
in your house; the Brilliant Smart Dimmer Switch, which enables whole-home
smart lighting; and the Brilliant Command Center, a SaaS service that provides
smart apartment management to the multifamily market. Brilliant has sold
hundreds of thousands of units through both B2B and B2C channels, received
the CES Innovation Award, the IHS Markit Innovation Award, the CTA Mark
of Excellence, and the CE Pro BEST award, and was named the Connected
Home Company of the Year by the loT Breakthrough Awards and the Human
Interface Product of the Year by the Consumer Technology Association.

| cofounded Brilliant with two other entrepreneurs and served as CEO from

its inception, raising over $70 million from investors including August Capital,
Celesta, and Next47. At various times, | additionally served as the acting CPO
and CRO. Brilliant was acquired by private equity investors Cullinan Holdings

and Almeida Strategic Investments.

shopkick
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Co-founder & CTO

2009 - 2014 (5 years)

Shopkick is the #1 app for shopping in the physical world. Consumers earn
rewards for visiting stores, and retailers gain access to performance-based
marketing in the real world. Partners include Target, Best Buy, Macy's,
American Eagle, Old Navy, Procter & Gamble, Visa, and MasterCard. Funded
by Kleiner Perkins and Greylock.

Shopkick was recognized as a Technology Pioneer by the World Economic
Forum, one of the Ten Most Innovative Companies in Retail by Fast Company,
a Top Ten App by the Wall Street Journal, one of AdWeek's Fashion Power

25, and one of America's Most Promising Companies by Forbes.

| cofounded the company with two other entrepreneurs and ran development,
data science, operations, and growth, and wore other hats as needed.
Shopkick was acquired in 2014 by SK Planet for approximately $250 million.

Radix Labs

Managing Director

2002 - 2013 (11 years)

Radix is a vehicle for original research in multiple fields including security,
contextual services, and search. Presented at numerous top-tier conferences
and research colloquia. Analyzed online fraud, and created countermeasures,
for the US Department of Homeland Security. Wrote articles and book
chapters on various aspects of cybercrime. Acted as a technical expert for
patent litigation disputes. Created, licensed, and sold original intellectual
property.

Six Apart, Ltd. (now Maven)
EVP & GM, Core Technology
2006 - 2009 (3 years)

Six Apart was the world's largest long-form social media company,
incorporating TypePad, Movable Type, Vox, and LiveJournal. Responsible for
online services and other core technologies. Rearchitected TypePad, a global
top 20 web site, for scalability. Launched new TypePad services including
commenting and anti-spam. Instituted data science function. Deployed
performance analysis and optimization tools and methodologies. GM for
Mobile -- we presented on stage with Steve Jobs at the launch of the app
store. Spearheaded entry into social media advertising.
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Rojo Networks, Inc. (now Maven)

CTO

2005 - 2006 (1 year)

Rojo was a pioneering social content discovery company. Rebuilt engineering
team and rearchitected poorly engineered product into a performant, scalable

service-oriented architecture.

Rojo was acquired by Six Apart.

CommerceFlow, Inc. (now eBay)

Founder & CEO

1999 - 2002 (3 years)

Founded sell-side e-commerce company. Raised $16 million in venture
capital, operated company, designed technology, launched two generations of

products, on-boarded customers.

CommerceFlow was acquired by eBay.

Guzik Technical Enterprises

VP, Software Development

1997 - 1999 (2 years)

Managed software development for the industry leader in test equipment

for magnetoresistive heads used in disk drives. Personally coded several
particularly performance-intensive modules. Performed technical expert work

for trade secrets misappropriation case.

Philips TriMedia

Manager, Software Development and Manager, Technical Marketing
1994 - 1996 (2 years)

Shepherded TriMedia, the industry's first VLIW multimedia processor, from
research lab to market. Managed multiple functions: product management,
applications engineering, and multimedia software development (MPEG and
H.2xx video codecs, 3-D graphics, etc.).

The TriMedia processor family has been successful as a platform for consumer
video, multimedia, and imaging applications, and is still winning design-ins 20+
years later.

IIT, Inc. (now 8x8)
Strategic Marketing Manager and Lead Software Engineer
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1991 - 1994 (3 years)
In my marketing role, | defined the company's product strategy and technology
roadmap. In my technical role, | created a transparent filesystem-level data

compression product.

IIT went public as 8x8, Inc. and remains an independent public company.

Zygotronics (sole proprietorship)

Consultant

1987 - 1991 (4 years)

Designed and wrote software marketed by several major publishers

(Broderbund, The Learning Company, etc.).

Cal Tech Computational Neurosciences Lab

Visiting Researcher
1990 - 1990 (less than a year)

Early to the autonomous vehicle navigation party: created a machine vision
system for NASA that was grounded in human neurology, for use by robotic
vehicles on Mars.

Unicom Software Development Group
Software Manager, Architect, and Engineer
1983 - 1987 (4 years)

Wrote and ported dozens of early microcomputer software products.

International Society for Traditional Arts Research
Researcher
1981 - 1983 (2 years)

Created pattern recognition software to analyze melodic movements in

traditional Indian raga music.

Education

University of California, Santa Cruz
BA, Computer Science - (1987 - 1991)

University of California, Santa Cruz
BA, Linguistics - (1987 - 1991)
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