
Hardware - Application Specific Integrated 
Circuit (ASIC) 

ASIC stands for Application-Specific Integrated Circuit . It is a type of integrated circuit (IC) that 

is designed for a specific application or purpose, rather than for general-purpose use. 

Here are some key characteristics of ASICs: 

Custom Design: ASICs are custom-designed for specific applications. They are not off-the- 

shelf components like CPUs or GPUs, which are designed to handle a broad range of tasks. 

Instead, an ASIC is tailored to do one task, or a set of closely related tasks, very efficiently. 

Efficiency: Because they're designed for a specific task, ASICs are often more efficient (in 

terms of performance and power consumption) than general-purpose processors for that 

task. This efficiency is one of the primary reasons to use an ASIC. 

Development Cost: Designing an ASIC can be expensive, as it involves creating a custom chip 

from the ground up. This cost is usually justified for applications where the benefits (like 

performance, power efficiency, or form factor) outweigh the design and manufacturing 

expenses. 

Use Cases: ASICs can be found in various applications, including networking devices. Some of 

the primary uses of ASICs for networking devices include: 

High-Speed Packet Forwarding: In routers and switches , ASICs are optimized for the 

rapid and efficient forwarding of data packets. Their design allows for swift look-up of 

forwarding tables, enabling them to make real-time decisions on where to send a packet 

next. 

Deep Packet Inspection (DPI): Some advanced networking equipment such as a firewall 

requires the capability to inspect packet content to make decisions based on protocols, 

applications, or even specific content types. ASICs can perform this inspection at line rate 

without causing bottlenecks. 
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Traffic Management and Quality of Service ( QoS ): ASICs can be designed to prioritize 

traffic according to predefined policies, ensuring that critical traffic (like VoIP or video 

conferencing) receives priority over less time-sensitive data. 

Data Compression/Decompression: For WAN optimization devices, ASICs can compress 

and decompress network traffic on-the-fly, reducing the amount of data that needs to be 

sent across the network. 

Network Address Translation (NAT) : ASICs in routers or firewalls can convert private IP 

addresses to public IP addresses (and vice versa) at very high speeds, facilitating 

communication between private network segments and the public Internet. 

Lack of Flexibility: One of the main drawbacks of an ASIC is its lack of flexibility. Once it's 

designed and manufactured, an ASIC's functionality is set. It can't be reprogrammed for a 

different task. If there's a need for an update or a change in functionality, a new ASIC design 

might be required. 

Note that many high-performance network devices often integrate CAM and TCAM memory into 

their construction to further speed up lookups of information. 

It's worth noting that as technology and network requirements evolve, the role of ASICs in 

networking equipment also changes. Modern trends, like Software Defined Networking (SDN) and 

Network Function Virtualization (NFV), have influenced how ASICs are designed and integrated 

into network hardware. 

Links 

https://networklessons.com/switching/cef-cisco-express-forwarding 

Links to this page: 

CEF in Chassis Switch 

Hardware - Layer-3-aware ASIC and IGMP snooping 

Port ACL (PACL) Restrictions and Design Considerations 
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