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[0001] 

5 [0002] 

PATENT 

Attorney Docket No.: 16222U-024411US 
P-14067PRV 

AUTHENTICATION USING MULTIPLE COMPONENTS 

CROSS-REFERENCES TO RELATED APPLICATIONS 

NOT APPLICABLE 

BACKGROUND OF THE INVENTION 

There are a number of ways to ensure that payment transactions are 

securely conducted. Embodiments of the invention are directed to improved 

payment transaction authentication processes and systems, as well as components 

thereof. 

SUMMARY OF THE INVENTION 

10 [0003] Systems and methods for improved consumer and portable consumer 

device authentication are disclosed. Embodiments of the invention include ways to 

authenticate a portable consumer device such as a payment card, authenticate a 

consumer using the portable consumer device, perform back end processing, and 

provide consumer notification of purchase transactions. 

15 [0004] Embodiments of the invention are directed to specific combinations of 

these different aspects, as well as specific embodiments related to those specific 

aspects. Further details regarding embodiments of the invention are provided below 

in the Detailed Description, Claims, and Appendix. 

BRIEF DESCRIPTION OF THE DRAWINGS 

20 [0005] FIG. 1 shows a block diagram of a system according to an embodiment 

of the invention. 

[0006] FIG. 2 shows a block diagram of aspects of a payment transaction 

authentication system according to an embodiment of the invention. 

[0007] FIGS. 3(a)-3(c) show schematic views of batteryless cards according to 

25 embodiments of the invention. 
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5 

[0008] 

[0009] 

FIG. 4 shows a portable security device. 

FIG. 5 shows a representation of data fields associated with a portable 

consumer device such as a credit card. 

[0010] 

[0011] 

[0012] 

FIG. 6 shows parts of a primary account number (PAN). 

DETAILED DESCRIPTION 

I. Exemplary Systems and Payment Transactions 

Embodiments of the invention are directed to improved transaction 

authentication systems and methods. In a typical purchase transaction, a consumer 

uses a portable consumer device (e.g., a credit card) to purchase goods or services 

1 O from a merchant. 

[0013] FIG. 1 shows a system 20 that can be used in an embodiment of the 

invention. The system 20 includes a merchant 22 and an acquirer 24 associated 

with the merchant 22. In a typical payment transaction, a consumer 30 may 

purchase goods or services at the merchant 22 using a portable consumer device 

15 32. The acquirer 24 can communicate with an issuer 28 via a payment processing 

system 26. 

[0014] The consumer 30 may be an individual, or an organization such as a 

business that is capable of purchasing goods or services. 

[0015] The portable consumer device 32 may be in any suitable form. For 

20 example, suitable portable consumer devices can be hand-held and compact so that 

they can fit into a consumer's wallet and/or pocket (e.g., pocket-sized). They may 

include smart cards, ordinary credit or debit cards (with a magnetic strip and without 

a microprocessor), keychain devices (such as the Speedpass™ commercially 

available from Exxon-Mobil Corp.), etc. Other examples of portable consumer 

25 devices include cellular phones, personal digital assistants (PDAs), pagers, payment 

cards, security cards, access cards, smart media, transponders, and the like. The 

portable consumer devices can also be debit devices (e.g., a debit card), credit 

devices (e.g., a credit card), or stored value devices (e.g., a stored value card). 
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[0016) The payment processing system 26 may include data processing 

subsystems, networks, and operations used to support and deliver authorization 

services, exception file services, and clearing and settlement services. An 

exemplary payment processing system may include VisaNet™. Payment processing 

5 systems such as VisaNet™ are able to process credit card transactions, debit card 

transactions, and other types of commercial transactions. Visa Net™, in particular, 

includes a VIP system (Visa Integrated Payments system) which processes 

authorization requests and a Base II system which performs clearing and settlement 

services. 

10 [0017) The payment processing system 26 may include a server computer. A 

server computer is typically a powerful computer or cluster of computers. For 

example, the server computer can be a large mainframe, a minicomputer cluster, or 

a group of servers functioning as a unit. In one example, the server computer may 

be a database server coupled to a Web server. The payment processing system 26 

15 may use any suitable wired or wireless network, including the Internet. 

[0018) The merchant 22 may also have, or may receive communications from, 

an access device 34 that can interact with the portable consumer device 32. The 

access devices according to embodiments of the invention can be in any suitable 

form. Examples of access devices include point of sale (POS) devices, cellular 

20 phones, PDAs, personal computers (PCs), tablet PCs, handheld specialized readers, 

set-top boxes, electronic cash registers (ECRs), automated teller machines (ATMs), 

virtual cash registers (VCRs), kiosks, security systems, access systems, and the like. 

[0019) If the access device 34 is a point of sale terminal, any suitable point of 

sale terminal may be used including card readers. The card readers may include 

25 any suitable contact or contactless mode of operation. For example, exemplary card 

readers can include RF (radio frequency) antennas, magnetic stripe readers, etc. to 

interact with the portable consumer devices 32. 

[0020) In a typical purchase transaction, the consumer 30 purchases a good 

or service at the merchant 22 using a portable consumer device 32 such as a credit 

30 card. The consumer's portable consumer device 32 can interact with an access 

device 34 such as a POS (point of sale) terminal at the merchant 22. For example, 

the consumer 30 may take a credit card and may swipe it through an appropriate slot 
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in the POS terminal. Alternatively, the POS terminal may be a contactless reader, 

and the portable consumer device 32 may be a contactless device such as a 

contactless card. 

[0021) An authorization request message is then forwarded to the acquirer 24. 

5 After receiving the authorization request message, the authorization request 

message is then sent to the payment processing system 26. The payment 

processing system 26 then forwards the authorization request message to the issuer 

28 of the portable consumer device 32. 

[0022) After the issuer 28 receives the authorization request message, the 

IO issuer 28 sends an authorization response message back to the payment processing 

system 26 (step 56) to indicate whether or not the current transaction is authorized 

(or not authorized). The transaction processing system 26 then forwards the 

authorization response message back to the acquirer 24. The acquirer 24 then 

sends the response message back to the merchant 22. 

15 [0023) After the merchant 22 receives the authorization response message, 

the access device 34 at the merchant 22 may then provide the authorization 

response message for the consumer 30. The response message may be displayed 

by the POS terminal, or may be printed out on a receipt. 

[0024) At the end of the day, a normal clearing and settlement process can be 

20 conducted by the transaction processing system 26. A clearing process is a process 

of exchanging financial details between and acquirer and an issuer to facilitate 

posting to a consumer's account and reconciliation of the consumer's settlement 

position. Clearing and settlement can occur simultaneously. 

[0025) Embodiments of the invention are not limited to the above-described 

25 embodiments. For example, although separate functional blocks are shown for an 

issuer, payment processing system, and acquirer, some entities perform (e.g., 

Discover, AMEX, etc.) all of these functions and may be included in embodiments of 

invention. 

[0026) II. Transaction Authentication 
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[0027] Referring to FIG. 2, which shows a conceptual block diagram 100, the 

authentication of a purchase transaction can have various aspects. Such aspects 

include portable consumer device authentication 1 00(a), consumer authentication 

100(b}, back end processing including real time risk analysis 100(c), and consumer 

5 notification of the purchase transaction 100(d). 

[0028] Portable consumer device authentication relates to the authentication 

of the portable consumer device. That is, in a portable consumer device 

authentication process, a determination is made as to whether the portable 

consumer device that is being used in the purchase transaction is the authentic 

1 O portable consumer device or a counterfeit portable consumer device. Specific 

exemplary techniques for improving the authentication of a portable consumer 

device include: 

• Dynamic CVV on portable consumer devices such as magnetic stripe cards 

• Card security features ( existing and new} 

15 • Contactless chips (limited use} 

• Magnetic stripe identification 

• Card Verification Values (CW and CW2} 

• Contact EMV chips 

[0029] Consumer authentication relates to a determination as to whether or 

20 not the person conducting the transaction is in fact the owner or authorized user of 

the portable consumer device. Conventional consumer authentication processes are 

conducted by the merchants. For example, merchants may ask to see a credit card 

holder's driver's license, before conducting a business transaction with the credit 

card holder. Other ways to authenticate the consumer would be desirable, since 

25 consumer authentication at the merchant does not occur in every instance. Specific 

examples of possible ways to improve the consumer authentication process include 

at least the following: 

• Knowledge-based challenge-responses 

• Hardware tokens (multiple solution options) 
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• OTPs ( one time password, limited use} 

• AVSs (not as a stand alone solution} 

• Signatures 

• Software tokens 

5 • PINs (online/offline) 

• User IDs/Passcodes 

• Two-channel authentication processes (e.g., via phone) 

• Biometrics 

[0030] Back end processing relates to processing that may occur at the issuer 

1 O or payment processing system, or other non-merchant location. As will be explained 

in detail below, various processes may be performed at the "back end" of the 

payment transaction to help ensure that any transactions being conducted are 

authentic. Back end processing may also prevent transactions that should not be 

authorized, and can allow transactions that should be authorized. 

15 [0031] Lastly, consumer notification is another aspect of transaction 

authentication. In some cases, a consumer may be notified that a purchase 

transaction is occurring or has occurred. If the consumer is notified (e.g., via cell 

phone} that a transaction is occurring using his portable consumer device, and the 

consumer is in fact not conducting the transaction, then appropriate steps may be 

20 taken to prevent the transaction from occurring. Specific examples of consumer 

notification processes include: 

25 

• Purchase notification via SMS 

• Purchase notification via e-mail 

• Purchase notification by phone 

[0032] Specific details regarding some of the above-described aspects are 

provided below. The specific details of the specific aspects may be combined in any 

suitable manner without departing from the spirit and scope of embodiments of the 

invention. For example, portable consumer device authentication, consumer 
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authentication, back end processing, and consumer transaction notification may all 

be combined in some embodiments of the invention. However, other embodiments 

of the invention may be directed to specific embodiments relating to each individual 

aspects, or specific combinations these individual aspects. 

5 [0033] Ill. Portable Consumer Device Authentication 

[0034] Improvements can be made with respect to various portable consumer 

device authentication processes. Examples of such improvements are provided 

below. 

[0035] A. Dynamic card verification values (dCVVs) 

10 [0036] To help ensure that the portable consumer device being used in a 

payment transaction is in fact the authentic portable consumer device, "dynamic" 

data may be provided from the portable consumer device. Dynamic data is data that 

may change over time, and is therefore more secure than static data (e.g., a name). 

For example, a portable consumer device authentication process may include 

15 "dynamic" verification data such as a dynamic CW (or dynamic card verification 

value). 

[0037] In comparison, "static" data may be data that does not change over 

time. For example, today, credit cards have card verification values (CW values) 

printed on the back of the cards. These values can be used to verify that the 

20 portable consumer device being used is authentic. For example, when conducting a 

purchase transaction over the telephone or the Internet using a credit card, a 

merchant may ask for the CVV value on the back of the credit card. The CW value 

may be matched to the credit card number to ensure that the caller in fact possesses 

the authentic portable consumer device. One problem with current CWs is that they 

25 are static. They can be stolen and used. 

[0038] Dynamic CVV ("dCW") is described in U.S. Patent Application No. 

10/642,878, which is herein incorporated by reference in its entirety for all purposes. 

A copy of this patent application is attached hereto in the attached Appendix. U.S. 

Patent Application No. 10/642,878 describes the generation of a verification value 

30 using information including a PAN (primary account number), an expiration date, a 
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service code, and an automatic transaction counter. This verification value is 

transmitted from a merchant to an issuer where it is decoded and evaluated for 

possible approval. The automatic transaction counter keeps track of the number of 

times that a portable consumer device is used, and if there is a mismatch between a 

5 counter value that is received at the issuer and the counter at the issuer, then this 

may indicate possible data skimming or fraudulent use. 

[0039] The dCW or other dynamic data may be transmitted using any 

suitable secure data transmission process and may use DES ( dynamic encryption 

standard), as well as ECC (elliptical curve cryptography), or AEC (advanced 

1 O encryption cryptography). Any symmetric or asymmetric cryptographic elements 

may be used. 

[0040] Other security enhancements of the dCVV process may include the 

use of a longer DES number and a longer counter. 

[0041] B. dCVVs created with specific input data 

15 [0042] It would be desirable to improve upon the dCW processes by 

generating different dynamic verification values using different data or different types 

of variable information. For example, more transaction and/or user specific data 

could be dynamically changed to verify that the portable consumer device is the 

correct one. This would be more secure than using just a simple counter. For 

20 example, specific information could include the following: terminal ID, time of day, 

telephone number, SIM card number, transaction amount, account number, service 

code (two digits), expiration date, current date, random numbers from the terminal, 

etc. The specific information preferably includes at least one dynamic data element 

such as a counter, time of day, purchase amount, etc. In other embodiments, the 

25 specific information used to create the dynamic verification value includes dynamic, 

consumer specific or transaction specific information such as the time of day when 

the transaction is taking place, the purchase amount, prior transaction data, etc. 

Any, some, or all of these may be used to create a verification value or other specific 

pieces of information could be dynamically altered to create a new dCW. The new 

30 dCVV could then be processed in a manner that is similar to, or different than, the 

general process scheme described in U.S. Patent Application No. 10/642,878. In 
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one specific example, data regarding a prior transaction (e.g., a prior purchase 

amount, the time of a prior purchase, etc.) may be a dynamic data element, which 

may be used to authenticate a portable consumer device for future transactions. 

[0043] C. Reducing the number of rejected dCVV transactions 

5 [0044] The above described dCW processes are useful. There may, 

however, be a number of instances where the dynamic data (e.g., a counter value) 

transmitted from a portable consumer device and received at an issuer's server does 

not match the corresponding dynamic data (another corresponding counter value) 

that are generated at the issuer's server. For example, sometimes, a merchant 

IO might not forward transaction data to the issuer in a timely manner. If this occurs, it 

is possible that future transactions conducted by the consumer could be 

inadvertently rejected. For instance, if the portable consumer device used by the 

consumer has a counter in it to count the number of transactions conducted, and if 

the counter in the issuer's server does not keep a corresponding transaction count, 

15 because of the delayed receipt of transaction data from one or more merchants, 

some of the consumer's transactions may be inadvertently rejected. 

[0045] The solution to this problem may include widening the range of the 

transaction counter ( or widening the tolerance of some other variable data such as 

the time, date, etc.) so that there is some margin for potential error. For example, a 

20 consumer's portable consumer device may have a counter in it that currently has a 

transaction total equal to 100. When the consumer conducts a transaction at a POS 

terminal, an authorization message may be sent from the POS terminal to the 

issuer's server. The authorization message may indicate that this is transaction 

number 100 for consumer A. The issuer's server may then check a corresponding 

25 counter range. If the received transaction counter falls within the corresponding 

counter range determined by the issuer, then the transaction is approved. For 

example, the corresponding counter range may be between 98 and 102. Since the 

consumer's counter is 100 and falls between 98 and 102, the transaction is 

approved. Thus, if the issuer's server has a counter that has a value that is slightly 

30 different than the counter on the consumer's portable consumer device, the 

transaction will not be inadvertently rejected. If actual data skimming is occurring or 

if a consumer's payment account number is being used without authorization, the 
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counter at the issuer's server would likely differ significantly from the actual counter 

on the consumer's portable consumer device. 

[0046] These embodiments of the invention can help decrease the number of 

false transaction denials. As an alternative or additional authentication measure, the 

5 issuer may provide a challenge question (e.g., what is your birthday) to the 

consumer if the issuer's server finds that the transaction counter received from the 

POS terminal and the transaction counter at the issuer's server do not match, or if 

the counter is not within a predetermined counter range determined by the issuer's 

server computer. If the consumer answers the challenge question correctly, then the 

10 transaction is approved. If the question is not answered correctly, then it is not 

approved. 

[0047] 

[0048] 

D. Portable Consumer Devices That Can Produce dCVVs. 

A number of different portable consumer devices may be produced, 

which are capable of providing variable transaction data such as counters. An 

15 example of this kind of portable consumer device includes a magnetic-stripe card 

that can rewrite the data provided on its magnetic stripe. A re-writing device such as 

a magnetic write head may be used to rewrite the data on a magnetic stripe. A 

patent that discusses this type of card is U.S. Patent No. 7,044,394, which is herein 

incorporated by reference in its entirety for all purposes. A battery is within the card 

20 and can supply power for the re-writing device. 

[0049] The use of batteries in payment cards is not particularly desirable. For 

example, batteries need to be replaced and disposed of in an environmentally 

friendly manner. Also, if a battery-powered card does not have sufficient power at a 

given moment, a particular transaction conducted with that card may not take place 

25 as intended. In addition, if a consumer has multiple battery-powered cards in his 

wallet, this can raise potential security issues when traveling on airlines. Thus, 

batteryless cards are preferred. 

[0050] In some embodiments, the portable consumer devices are batteryless 

cards ( or other batteryless form factors) which contain may contain chip which may 

30 comprise a counter. These batteryless cards are powered by some external power 

source, instead of an internal battery. Examples of external power sources include 
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access devices such as POS terminals and transaction calculators. In embodiments 

of the invention, each time a batteryless card is powered by an external power 

source such as a POS terminal, a counter value (or other variable data) may be 

produced by the batteryless card. A number of specific embodiments are shown in 

5 FIGS. 3(a)-3(c). 

[0051] FIG. 3(a) shows a magnetic stripe card 202 including a plastic body 

202(a). A magnetic stripe 202(e) is on the plastic body 202(a). The plastic body 

202(a) may include an embossed region, which may have information such as 

cardholder name, card number, and expiration date (not shown). A processor (e.g., 

10 a microprocessor) 202(b) is on the plastic body 202(a), and a read-write device 

202(d) and an antenna 202(c) are coupled to the processor 202(b). In this example, 

the antenna 202(c) is a coil of wire which can receive power from a contactless card 

reader (not shown). 

[0052] During use, the antenna 202(c) may allow the magnetic stripe card 202 

15 to communicate with an external contactless reader (not shown) so that an account 

number and optionally counter information (or other variable data) may be obtained 

from magnetic stripe 202(e) via the processor 202(b) and the read-write device 

202(d). At the same time, the antenna 202(c) may also be used to power the 

processor 202(b) and the read-write device 202(d) temporarily so that the read-write 

20 device 202(d) can also change dynamic data (e.g., a counter) on the magnetic stripe 

202(e). Thus, as illustrated by this example, embodiments of the invention can 

include the use of a batteryless magnetic-stripe card that can provide dynamic data 

that can be used in a portable consumer device authentication transaction. 

[0053] Although the example in FIG. 3(a) includes a read-write device 202(d) 

25 for a magnetic stripe 202(e), in other embodiments, the read-write device may be 

embodied by logic which may read and/or write data to a volatile or semi-volatile 

solid-state memory device such as a flash memory chip or the like. 

[0054] Another card embodiment 204 of the invention is shown in FIG. 3(b ). 

In FIGS. 3(a) and 3(b), like numerals designate like elements. However, in FIG. 

30 3(b ), a conductive contact region 202(f) is shown and the conductive contact is 

coupled to the processor 202(b) instead of an antenna. In this example, the contact 

region 202(f) may include multiple electrical contacts so that it may interface with 
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and electrically contact a corresponding contact region in a card reader (not shown). 

When the card 204 is used, power can be supplied to the processor 202(b) via the 

conductive contact 204(f), and the read-write device 202(d) can function as 

described above. 

5 [0055) FIG. 3(c) shows another magnetic stripe card 206 according to an 

embodiment of the invention. It includes a portable consumer device reader 

interface region such as a interface region 202(g), which may take the form of the 

above-described antenna 202(c) or electrically conductive contact 202(f). Power 

can be supplied to the processor 202(b) and the read-write device 202(d) via the 

1 O interface region 202(g) as described above. 

[0056) However, in this embodiment, a semi-static display 202(h) is coupled to 

the processor 202(b). Each time the processor 202(b) is powered by a card reader 

during a purchase transaction, the processor 202(b) can cause the display 202(h) to 

display a verification value such as a dynamic card verification value (dCW). The 

15 dCW may be viewed by a consumer and used in a mail order, telephone, or Internet 

purchase transaction to help verify that the consumer has an authentic card. In this 

example, the same or different dCW value (or other dynamic data) may be 

electronically transmitted to the card reader and subsequently transmitted in an 

authorization request message to the issuer for further verification. 

20 [0057) FIG. 4 shows a security device 300 which can be used to power cards 

of the type shown in FIGS. 3(a)-3(c). The security device 300 may have a data input 

region 300(b) (e.g., keys) on a housing 300(a). The housing 300(a) may define a 

slot 300(d) which can receive a batteryless card like those described above. A 

display 300(c) is also present on the housing 300(a). 

25 [0058] The security device 300 may contain a microprocessor, batteries, and 

a memory comprising computer code for producing a one-time transaction code dr 

number for a consumer purchase transaction. The logic for producing the one-time 

transaction code may also reside on another server or computer (e.g., an issuer's 

server) so that the issuer, merchant, or other party, can verify that the person holding 

30 the card is in fact the authorized cardholder. In this example, the security device 300 

may be characterized as a hard security token and may be used to help authenticate 

the consumer. 
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[0059) During use, a consumer may insert a batteryless magnetic stripe card 

(as described above) into the slot 300(d). A one time transaction code may then be 

displayed on the screen 300(c). When the card is inserted into the security device 

300, power from the power source in the security device 300 powers a processor 

5 and read-write device in the card so that dynamic data (e.g., a counter) on the card 

can change. Thus, the security device 300 can produce a one time transaction 

number for a transaction, ~nd also temporarily supply power to a batteryless card so 

that a counter (or other dynamic element) can change in the card. A system using 

both the security device 300 and a batteryless card that can have dynamic data can 

1 o advantageously authenticate both the consumer as well as the portable consumer 

device. 

[0060) F. Masked primary account numbers (PANs) 

[0061) Another way to authenticate a portable consumer device is to use a 

masked PAN or primary account number. In this example, a partial portion of a 

15 transmitted PAN is masked and/or dynamically changed. The PAN includes an 

identification number portion such as a BIN number or bank identification number. 

Other examples of identification number portions include a merchant location, 

financial institution location, or even an IP address. The last four digits of the PAN 

and the BIN number will remain the same, while other numbers in the PAN change. 

20 These dynamically changing numbers are typically masked on a payment card 

receipt that is received by a consumer so that the consumer does not see anything 

unusual. 

[0062] FIG. 5 shows a schematic diagram of data fields for data that is 

transmitted from a merchant to an issuer in a purchase transaction. The data fields 

25 include PAN, expiration date, service code, PIN CW, and discretionary data fields. 

[0063] An exemplary PAN 380 that might reside in memory (e.g., a magnetic 

stripe) in a portable consumer device is shown in FIG. 6. In this example, the first six 

digits (i.e., a first end portion) "123456" 380(a) of the PAN 380 would correspond to 

the BIN number. The next 6 digits 380(b) may be changed or different from the real 

30 PAN's 6 digits and are represented by "XX.XX.XX" in this example. The last four 

digits 380(c) (i.e., a last end portion) are "9999" in this example, and would remain 

13 IPR2025-01149 
Apple EX1009 Page 19



the same. By keeping the BIN the same and the last four digits the same, the 

transaction will look like a real one to the merchant and the consumer. In a preferred 

embodiment, the middle six digits are dynamically changed using a counter or the 

like. This makes it more difficult for any unauthorized person to determine the real 

5 PAN. 

[0064] In one embodiment, the middle portion of the PAN that resides in the 

memory of the portable consumer device may be different than the middle portion of 

the real PAN. The PAN that resides in memory may be referred to as a secondary 

PAN while the real PAN may be referred to as a primary PAN. An appropriate 

10 algorithm or look-up table (e.g., stored at the issuer or in an access device such as a 

POS device) may be used to link the primary and secondary PANs. For example, 

the middle six digits of the PAN number might be 666666 in a primary PAN (e.g., 

1234566666669999), but the middle six digits might be 222222 in the secondary 

PAN (e.g., 1234562222229999) which is stored in the memory in a consumer's 

15 portable consumer device. In one embodiment, the secondary PAN may be 

received at a POS terminal and the POS terminal may convert the secondary PAN to 

the primary PAN and the primary PAN may be transmitted from the POS terminal to 

the issuer for processing and/or authorization. In another embodiment, the 

secondary PAN may be transmitted to the issuer and the issuer may convert the 

20 secondary PAN to the primary PAN, and may thereafter process and/or authorize the 

transaction. 

[0065] In this embodiment, the issuer may receive both the primary PAN and 

the secondary PAN to verify that the portable consumer device being used is 

authentic. If an unauthorized person tries to use the primary PAN, then that 

25 unauthorized person will not know the secondary PAN and cannot fraudulently 

conduct a purchase transaction without knowing the secondary PAN. Alternatively, if 

an unauthorized person electronically intercepts or "skims" the secondary PAN, then 

the unauthorized person will not be able to conduct the purchase transaction without 

knowing the primary PAN. 

30 [0066] In another embodiment, the middle portion of the PAN may be changed 

dynamically. For example, an appropriate algorithm or counter may be used to 

dynamically change the middle portion of the PAN each time the portable consumer 
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device is used. This way, even if the PAN is electronically intercepted by an 

unauthorized person, and knows the primary PAN, the secondary PAN will be 

dynamically changing. Even if the unauthorized person knows the primary PAN and 

intercepts the secondary PAN once, the intercepted secondary PAN would be 

5 useless, since it is a dynamically changing secondary PAN. In this case, the 

unauthorized person would need to know the algorithm used to dynamically change 

the PAN in addition to the primary PAN and the secondary PAN. Thus, this 

embodiment is particularly useful for conducting secure transactions. 

[0067] VI. Consumer authentication 

10 [0068] As noted above, a number of consumer authentication processes can 

be used in embodiments of the invention. Specific examples of possible ways to 

improve the authentication of a consumer include: 

• Knowledge-based challenge-responses 

• Hardware tokens (multiple solution options) 

15 • OTP (one time password, limited use) 

• AVS (not as a stand alone solution) 

• Signatures 

• Software token 

• PINs (online/offline) 

20 • User IDs/Pascodes 

• Two-channel authentication via phone 

• Biometrics 

[0069] As illustrated above, a variety of mechanisms may be used to 

authenticate the consumer and the mechanisms may use no user input (e.g., an 

25 auto-software security token), limited user input (e.g., the user presses a button), or 

full user input (e.g., biometrics). 
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[0070] In addition, various "security tokens" may be used to help authenticate 

the user. A security token is an article or piece of information that can be used to 

verify real information or data. For example, a PIN may be a security token and may 

be used to verify the identity of the consumer when the consumer makes a 

5 purchase. In another example, a challenge question and corresponding answer may 

be considered a security token that helps to authenticate the consumer. This latter 

example is an example of a token having a "bi-directional channel" whereby 

information flows to the consumer and the consumer sends information back to 

another party such as an issuer so that the user can authenticate himself. 

10 [0071] 1. Knowledge based challenges 

Currently, consumer authentication is typically performed at the merchant. The 

merchant asks the consumer for identification such as a driver's license before 

allowing a purchase transaction with a portable consumer device to proceed. In 

some cases, it may be better to provide for more "back end" consumer 

15 authentication processes, whereby an issuer and/or a payment processing 

organization (such as Visa) verify the identity of the consumer. The issuer and/or the 

payment processing organization have much more data about the consumer than 

the merchant and are in a better position to authenticate the consumer. For 

example, the issuer has information such as the consumer's address, mother's 

20 maiden name, etc. In addition, the issuer and the payment processing organization 

have information such as recent purchase information and consumer purchasing 

behavior. Any of this information can be used to help authenticate the consumer in a 

purchase transaction. 

[0072] Thus, in embodiments of the invention, the payment processing 

25 organization, the issuer, or any other non-merchant entity with information about the 

consumer may pose challenge questions to the consumer to authenticate the 

consumer. The challenge questions may be static where the same questions are 

asked for each purchase transaction or dynamic where different questions may be 

asked over time. 

30 [0073] The questions asked may also have static or dynamic (semi-dynamic 

or fully dynamic) answers. For example, the question "What is your birthday?" 

16 IPR2025-01149 
Apple EX1009 Page 22



requires a static answer, since the answer does not change. The question "What is 

your zip-code?" requires a semi-dynamic answer, since it could change or can 

change infrequently. Lastly, the question "What did you purchase yesterday at 4 

pm?" would require a dynamic answer since the answer changes frequently. Thus, 

5 in preferred embodiments, the challenge questions would preferably be based on 

"real time" information that the issuer would most likely possess. For example, the 

consumer might be asked a more specific question such as "Did you eat out at a 

Mexican restaurant last night?" By providing more specific knowledge based 

consumer challenges, the authentication of the consumer is ensured. 

10 [0074] 2. User account level authorization 

[0075] The consumer may also provide user-defined and user-modifiable input 

to assist in the authorization process. A consumer may determine the kinds and/or 

quantity of challenge questions to ask himself or herself. For example, the consumer 

may specify that the consumer wants to be asked three challenge questions if the 

15 consumer visits a jewelry store, but only one question if the consumer visits a fast 

food restaurant. The types of questions posed by the consumer may be based on 

the merchant type, frequency of purchasing, etc. Some concepts relating to user­

defined authorization parameters are described in U.S. Patent Application No. 

10/093,002, filed on March 5, 2002, which is herein incorporated by reference in its 

20 entirety for all purposes. 

[0076] It should be understood that the present invention as described above 

can be implemented in the form of control logic using computer software in a 

modular or integrated manner. Based on the disclosure and teachings provided 

herein, a person of ordinary skill in the art will know and appreciate other ways 

25 and/or methods to implement the present invention using hardware and a 

combination of hardware and software 

[0077] Any of the software components or functions described in this 

application, may be implemented as software code to be executed by a processor 

using any suitable computer language such as, for example, Java, C++ or Perl 

30 using, for example, conventional or object-oriented techniques. The software code 

may be stored as a series of instructions, or commands on a computer readable 

medium, such as a random access memory (RAM), a read only memory (ROM), a 
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magnetic medium such as a hard-drive or a floppy disk, or an optical medium such 

as a CD-ROM. Any such computer readable medium may reside on or within a 

single computational apparatus, and may be present on or within different 

computational apparatuses within a system or network. 

5 [0078] The above description is illustrative and is not restrictive. Many 

variations of the invention will become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be 

determined not with reference to the above description, but instead should be 

determined with reference to the pending claims along with their full scope or 

1 o equivalents. 

[0079] One or more features from any embodiment may be combined with 

one or more features of any other embodiment without departing from the scope of 

the invention. 

[0080] A recitation of "a", "an" or "the" is intended to mean "one or more" 

15 unless specifically indicated to the contrary. 

[0081] All patents, patent applications, publications, and descriptions 

mentioned above are herein incorporated by reference in their entirety for all 

purposes. None is admitted to be prior art. 
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WHAT IS CLAIMED IS: 

1. A method for authenticating a consumer transaction, the system 

2 comprising: 

3 authenticating a portable consumer device wherein the portable 

4 consumer device includes dynamic data, wherein the portable consumer device is 

5 associated with a consumer; and 

6 authenticating the consumer, wherein the authentication is initiated by 

7 a non-merchant entity, and wherein the non-merchant entity asks challenge 

8 questions to the consumer, wherein the challenge questions are dynamic. 

2. A method for authenticating a consumer transaction, the method 

2 comprising: 

3 authenticating a portable consumer device wherein the portable 

4 consumer device includes dynamic data, wherein the portable consumer device is 

5 associated with a consumer; 

6 authenticating the consumer, wherein the authentication is initiated by 

7 a non-merchant entity; 

8 performing a back-end evaluation of the consumer transaction; and 

9 optionally 

10 notifying the consumer of the consumer transaction. 

1 3. The method of claim 2 wherein the portable consumer device is 

2 a card. 

4. The method of claim 2 wherein the non-merchant entity is at 

2 least one of a payment processing organization and an issuer. 

5. A computer readable medium comprising: 

2 code for authenticating a portable consumer device wherein the 

3 portable consumer device includes dynamic data, wherein the portable consumer 

4 device is associated with a consumer; 

5 code for authenticating the consumer, wherein the authentication is 

6 initiated by a non-merchant entity; 

7 code for performing a back-end evaluation of the consumer 

8 transaction; and optionally 
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9 code for notifying the consumer of the consumer transaction. 

1 6. A server computer comprising the computer readable medium of 

2 claim 5. 

1 

2 

1 

2 

3 

4 

5 

6 

7 

7. A payment processing system comprising the server computer 

of claim 6. 

8. An authentication method comprising: 

generating a verification value, wherein the verification value is unique 

to a purchase transaction, wherein the verification value is generated using at least 

one dynamic data element that is specifically associated with a consumer conducting 

the purchase transaction or specifically relates to the purchase transaction; and 

sending the verification value to an issuer so that the issuer can verify 

that the transaction. 

9. The authentication method of claim 8 wherein dynamic data 

2 element includes at least one of the time of day, telephone number, SIM card 

3 number, transaction amount, and the current date. 

10. A computer readable medium comprising: 

2 code for generating a verification value, wherein the verification value 

3 is unique to a purchase transaction, wherein the verification value is generated using 

4 at least one dynamic data element that is specifically associated with a consumer 

5 conducting the purchase transaction or specifically relates to the purchase 

6 transaction; and 

7 code for sending the verification value to an issuer so that the issuer 

8 can verify that the transaction can be conducted. 

1 11 . A portable consumer device comprising the computer readable 

2 medium of claim 10. 

1 

2 

3 

12. A method comprising: 

receiving from a portable consumer device, a verification value derived 

from a dynamic data element; 

20 IPR2025-01149 
Apple EX1009 Page 26



4 determining if the dynamic data element is within a predetermined 

5 range; and 

6 approving a transaction if the dynamic data element is within the 

7 predetermined range. 

1 13. The method of claim 12 wherein the dynamic data element is a 

2 counter value and wherein the predetermined range is a predetermined counter 

3 range. 

1 14. A computer readable medium comprising: 

2 code for receiving from a portable consumer device, a verification value 

3 derived from a dynamic data element; 

4 code for determining if the dynamic data element is within a 

5 predetermined range; and 

6 code for approving a transaction if the dynamic data element is within 

7 the predetermined range. 

1 15. A server computer comprising the computer readable medium of 

2 claim 14. 

1 16. A batteryless portable consumer device comprising: 

2 a processor; 

3 a memory device coupled to the processor, wherein the memory 

4 device comprises code for providing a dynamic verification value; and 

5 an interface region coupled to the processor, wherein the interface 

6 region is configured to receive power from an external source. 

1 17. The batteryless portable consumer device of claim 16 wherein 

2 the memory device is a magnetic stripe and wherein the batteryless portable 

3 consumer device further includes a read-write device. 

1 18. The batteryless portable consumer device of claim 17 wherein 

2 the interface region is also adapted to transmit account information from the memory 

3 device to the external source, and wherein the external source is a card reader. 
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1 

2 

1 

2 

I 

2 

3 

4 

1 

19. The batteryless portable consumer device of claim 16 wherein 

the interface region comprises an antenna or an electrically conductive contact. 

20. The batteryless portable consumer device of claim 16 further 

comprising a display screen coupled to the processor. 

21. A system comprising: 

the batteryless portable consumer device of claim 16; and 

a portable security device configured to interact with the batteryless 

portable consumer device. 

22. An authentication method comprising: 

2 receiving, at an issuer, an authorization request sent from an access 

3 device; and 

4 in response to receipt of the authorization request, providing one or 

5 more dynamic challenge questions to the consumer before authorizing a transaction 

6 conducted by a consumer. 

1 23. The authentication method of claim 22 wherein the dynamic 

2 challenge questions are generated by the issuer and are related to past transactions 

3 conducted by the consumer. 

1 

2 

3 

4 

5 

1 

2 

3 

4 

5 

6 

7 

24. A computer readable medium comprising: 

code for receiving, at an issuer, an authorization request sent from an 

access device at an issuer; and 

code for providing one or more dynamic challenge questions to the 

consumer before authorizing a transaction conducted by a consumer. 

25. A method comprising: 

providing a secondary PAN associated with a primary PAN using a 

portable consumer device, wherein the secondary PAN has end portions that are the 

same as the primary PAN, but has a middle portion of that is different than the 

primary PAN; and 

receiving approval for a payment transaction after providing the 

secondary PAN. 
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I 26. The method of claim 25 wherein the end portions include a first 

2 end portion comprising a BIN number and a second end portion including four digits. 

27. The method of claim 25 wherein the secondary PAN is stored in 

2 a memory device in a portable consumer device, and wherein the primary PAN is 

3 generally known to an authentic consumer operating the portable consumer device, 

4 but the secondary PAN is not known to the authentic consumer. 

1 28. The method of claim 25 wherein the middle portion is dynamic, 

2 but the end portions are static. 

1 29. A portable consumer device comprising: 

2 a memory device comprising code for a secondary PAN associated 

3 with a primary PAN, wherein the secondary PAN has end portions that are the same 

4 as the primary PAN, but has a middle portion of that is different than the primary 

5 PAN. 
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AUTHENTICATION USING MULTIPLE COMPONENTS 

ABSTRACT OF THE DISCLOSURE 

Systems and method for improved consumer and portable consumer 

device authentication are disclosed. 

60954584 v1 
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(57) ABSTRACT 

Methods and systems for dynamically generating a verifi­
cation value for a transaction and for utilizing such value to 
verify the authenticity of the payment service application. 
The dynamically created verification value may be gener­
ated on a payment device, such as an integrated circuit credit 
card or smart card, embedded into the payment data, and 
transmitted lo a point of sale terminal. Alternatively, pay­
ment data is sent by a payment device to a point of sale 
terminal, which generates a verification value and embeds it 
into the payment data. The embedded verification value is 
used by a service provider to verify the authenticity of the 
transaction. The methods and systems may be used in a 
contactless (wireless) environment or a non-wireless envi­
ronment. 
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METHOD AND SYSTEM FOR GENERATlNG A 
DYNAMIC VERIFlCATION VALUE 

BACKGROUND OF THE INVENTION 

(0001) As methods and devices for engaging in financial 
transactions have iocreased and expanded into new hori­
zons, age old problems such as fraud and couoterfeiting 
persist. In fact, as applications and devices are developed 
which make credit or debit based transactions a more 
allractive and readily available alternative lo cash, fraud and 
counlerfeiting activities have seen a proportionate increase. 

(0002) In order to protect financial institutions, consumers 
and merchants from the fraudulent use of transaction cards, 
the industry has developed and introduced many features 
designed to reduce fraud and counterfeiting such as holo­
grams, special over-layers, and watermarks. Nonetheless, 
many of these features are proving to be less effective as 
financial transactions are increasingly being conducled in a 
wireless environment. Similarly, as financial instruments are 
increasingly being employed on electronic devices, rather 
than physical plastic cards, the ability lo use techniques such 
as a customer signature or holograms to verify a party to a 
transaction is becoming less available. 

[0003] One of the primary sources of fraud which is 
prevalent in the credit card industry is skimming, which 
refers to the electronic copying of the card's magnetic stripe 
data to create counterfeit cards. Early skimming was difficult 
lo hide and required cumbersome equipment. As credit card 
technology bas become more sophisticated, so bas the 
technology used by skimmers. 

[0004) In addition, new forms of skimming have appeared. 
For example, in one instance a small bug was implanted in 
a terminal, and left in place for weeks to collect hundreds of 
card number.; before being removed to ha£Vest the collective 
card data. Also, one of the more insidious forms of skim­
ming involved line tapping wherein the communication 
lines between the terminal and the credit card issuer is 
tapped and the card data extracted from the communications 
string. One of the most sophisticated examples of line 
lapping involved skimmers renting an office next to an 
issuers regional data center and tapping lines going to the 
issuer computers. The tapped lines were redirected through 
a computer oa the skimmer's site. Compounding the prob­
lem, the skimmers were able to remotely access their com­
puter thus permitting the skimmers to harvest the credit card 
numbers from a remote location. By some estimates, skim­
ming costs financial institutions hundreds of billions of 
dollars annually. Furthermore, some industry analysts have 
estimated that each skimmed card wil! engage in at least 
$2,000 in transactions before the fraud is uncovered. 

[0005] Skimming is predominantly a phenomenon afflict­
ing magnetic stripe based transactions. This is because the 
magnetic stripe, which is placed on the back of a transaction 
card and stores a variety of data on three separate tracks, is 
a passive media. In other words, the digital content of the 
magnetic stripe can be perfectly copied, without any differ­
ence between the copy and the original. Largely, this feature 
is relied upon in legitimate magnetic stripe transactions as a 
point of sale terminal is simply required to read the data 
present on the magnetic stripe. 

[0006] One of the primary means by wbich skimming can 
be prevented is for the consumer to closely monitor the 
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whereabouts of their transaction card. This will allow the 
consumer to prevent the card from being swiped through 
inappropriate devices. However, as magnetic stripe contact­
less cards evolve and bring the promise of quick transactions 
to current payment environments, the classic skimming 
problem comes along with it. In fact, in a wireless environ­
ment the opportunily to skim magnetic stripe data is more 
prevalent. In a wireless environment, a potential skimmer 
need not physically possess the card to be skimmed a.or have 
access to any of the physical equipment (e.g. POS terminal, 
communication lines, etc.) which is required for skimming 
in a wire based environment. A skimmer can simply, and 
without knowledge of the consumer or merchant, intercept 
the wireless transaction and copy the data being traa.smilled 
from the card lo POS terminal. 

[0007) Nonetheless, magnetic stripe data and magnetic 
stripe payment applications are increasingly being deployed 
on integrated circuit cards or similar devices which have 
processing capabilities. Accordingly, what is needed is lo 
dynamically generate a verification value for each transac­
tion which can be used to authenticate lbe transaction. Such 
ao approach to authentication of the payment service will 
significantly reduce the opportunity for skimming since the 
verification value is different for each transaction. Therefore, 
even if the data utilized in a given transaction is skimmed, 
that data will not be useful in conducting further transactions 
since the skimmed verification value is not valid for subse­
quent transactions. 

SUMMARY OF TIIE INVENTION 

(0008) The present invention describes a system and 
method for dynamically generating a verification value for 
verifying the authenticity of a payment service deployed on 
a payment device, such as an integrated circuit credit card, 
each time the payment service is utilized in a transaction. 
With each transaction, a verification value is dynamically 
generated on the payment device from data specific to the 
payment service. The verification value is embedded into the 
payment data which is transmitted from the payment device 
to a point of sale terminal such as a credit card terminal. The 
point of sale terminal transmits the payment data, with the 
embedded verification data, which may be in the form of 
magnetic stripe credit card Track 1 and/or Track 2 data, to 
a payment network which transmits the payment data to a 
service provider computer. The service provider computer 
independently generates a verification value. The transaction 
is disapproved if the service provider generated verification 
value does not malch the payment device generated verifi­
cation value. 

(0009] In an alternate embodiment, payment data gener­
aled with each transaction on the payment device is trans­
mitted from the payment device on which lhe payment data 
was geaerated to a point of sale terminal such as a credit card 
terminal. A verification value may be generated by the point 
of sale terminal using the payment data and iaformation 
contained within the point of sale device. The point of sale 
terminal transmits the payment data, with the verification 
data, which may be in the form of magnetic stripe credit card 
Track 1 and/or Track 2 data, to a payment network which 
transmits the payment data to a service provider computer. 
The service provider computer independently generates a 
verification value. The transaction is disapproved if the 
service provider generated verification value does not match 
the verification value generated on the point of sale terminal. 

IPR2025-01149 
Apple EX1009 Page 45



US 2005/0043997 Al 

(0010] The prcseDI invention may be u.sed in any transac­
tion in which magnetic stripe Track 1 aod/or Track 2 dala 
will be exchanged over any lype of interface including 
contact-based interfaces and wireless interfaces. 

BRIEF DESCRIPTION OF THE DRAWINGS 

(0011] Aspects, features, benefits and advantages of lhe 
embodiments of the preseol invention will be apparent with 
regard to the following description, appended claims and 
accompanying drawings where: 

[OOU] FIG.1 depicts the method of creating an encrypted 
data block for use in the present invention. 

[0013] FlG. 2 depicts a method for generaling unique 
derived keys from data residing oo a payment device. 

[0014] FIG. 3 depicts a method for extracting portions of 
an encrypted data block for creating a dynamic card verifi­
cation value according lo the present invention. 

(0015] FIG. 4 depicts an exemplary record formal for use 
in ao embodiment of the present invention. 

[0016) FIG. 5 depicts an alternative exemplary formal for 
use in an embodiment of the presenl invention. 

[00 I 7] FIG. 6 is a flowchart of a preferred method of 
utilizing a dynamically created verification value to authen­
ticate a transaction. 

(0018] FIG. 7 is a tlowcbarl of an alternate method of 
utilizing a dynamically created verification value to authen­
ticate a transaction. 

DETAILED DESCRIPTION OF IBE 
INVENTION 

[0019) Before the present methods are described, it is lo be 
understood that this invention is not limited to the particular 
methodologies, devices or protocols described, as these may 
vary. lt is also to be understood that the terminology used in 
the description is for the purpose of describing the particular 
versions or embodiments only, and is not intended to limit 
the scope of the present invention which will be limited only 
by the appended claims. In particular, although the present 
invention is described in conjunction with financial trans­
act ions, it will be appreciated that the present invention may 
find use in any electronic exchange of data. 

[0020) 11 must also be noted that as used herein and in the 
appended claims, the singular forms "a", "an", and "the" 
include plural reference unless the context clearly dictates 
otherwise. Thus, for example, reference to a "key" is a 
reference to one or more keys and equivalents thereof 
known to those skilled in the art, and so forth. Unless defined 
otherwise, all technical and scientific terms used herein have 
the same meanings as commonly understood by one of 
ordinary skill in the art. Although any methods similar or 
equivalent to those described herein can be used in the 
practice or testing of embodiments of the present invention, 
the preferred methods are now described. All publications 
mentioned herein are incorporated by reference. Nothing 
herein is to be construed as an admission that the invention 
is not entitled to antedate such disclosure by virtue of prior 
invention. 

(0021] Generally, the present invention provides methods 
and systems for dynamically generating a card verification 
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value for each transaction and for utilizing such value to 
verify that the payment service is authentic and has 001 been 
skimmed. The dynamically generated Card Verification 
Value (referred to herein as tbe "dCVV") is generated on the 
payment device, embedded into the payment data, and 
transmitted to a point of sale terminal. In an alternate 
embodiment, payment data is received from a payment 
device, a verification value is generated by a point of sale 
terminal, and the verificalion value is embedded into the 
payment data. 

[0022) lo an embodiment, data received by the point of 
sale terminal is interpreted as simply payment data (e.g. 
standard magnetic stripe Track 1 and/or Track 2 data without 
an embedded dCVV) by the point of sale terminal. The point 
of sale terminal passes on the received data to a payment 
network which, in tum, passes the data on to the service 
provider. If the service provider determines the transaction 
is one for which a dCVV is required, the service provider 
independently generates a verification value. If 1he verifi­
cation value generated by the service provider does aot 
match 1be dCVV received from the payment device, the 
transaction is identified as potentially fraudulent and disap­
proved. 

[0023] lo an alternate embodiment, data is received by the 
point of sale terminal and is used by the point of sale 
terminal to generate a verification value. The point of sale 
lermioal passes on the received data lo a payment network 
which, in turn, passes the data on to lhe service provider. The 
service provider independently generates a verification 
value. If the verification value generated by tbe service 
provider does not match the dCVV received from the point 
of sale terminal, the traosaclion is identified as potentially 
fraudulent and disapproved. 

[0024] For purposes of Ibis application, the term "payment 
device" shall mean any device comprising a microprocessor 
which may be used in a transaction or data exchange as 
described herein. Without limiting the generality of the 
foregoing, "payment device" shall include an integrated 
circuit card (also commonly known as a smartcard), a 
memory card, a cellular telephone, a personal digital assis­
tant, a mobile electronic device, or a computer. 

[0025] For purposes of this application, "contactless" or 
"wireless" shall mean any commuoicalions method or pro­
tocol, including proprietary protocols, in which data is 
exchanged between two devices without the need for the 
devices to be physically coupled. Without limiting the 
generality of the foregoing, "contactless" or "wireless" shall 
include data transmissions by laser, radio frequency, infrared 
communications, Bluetooth, or wireless local area network. 

[0026] For purposes of this application, the term "payment 
service" shall mean any application deployed oo a payment 
device which causes the exchange of data between the 
payment device and any other device or location. It should 
be appreciated that "payment service" is not limited to 
financial applications. 

[0027] For purposes of this application, "payment data" 
shall mean, with respect to financial applications those data 
elements used by the payment service lo execute a transac­
tion, and with respect to non-financial transactions any 
necessary data elements exclusive of the present invention. 
For example, when the payment service is a magnetic stripe 
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credit card transaction, "payment data" would comprise 
Track 1 and/or Track 2 data, as that is understood by one of 
ordinary skill in the credit card industry, such as the primary 
account number, expiration date, service codes, and discre­
tionary data. "Payment data" may also comprise a unique 
card identification number or a unique identification number 
for a service provider. 

(0028] In an embodiment, tbe payment data will reside on 
memory localed on the payment device. Toe payment device 
will also maintain an application transaction counter (ATC). 
Tbe ATC will initially be set by the service provider lo a 
predetermined value. Thereafter, the ATC will be incre­
mented with eacb transaction. Alternately, the ATC may be 
decremented from its initial predetermined value with each 
transaction. Toe ATC may be a value of any length. In 
addition, the service provider which deployed the payment 
service will maintain a corresponding ATC accessable to the 
service provider's computer. As discussed in more detail 
below, this corresponding ATC is used to identify payment 
services which may have been skimmed. In an alternate 
embodiment, a cryptogram, digital signature, or bash value 
based on transaction data may be used in place of or in 
conjunction with the ATC. 

[0029] Each time the payment service is initiated, a dCVV 
is generated on the payment device for authentication pur­
poses. FIG. 1 depicts the method of generating a dCW for 
each transaction according to the present invention. Initially, 
a numeric string of predetermined length is created. This 
numeric string is created by overlaying 101 the ATC 102 
over the corresponding leftmost digits of the account num­
ber for lhe payment service or PAN 104. This numeric string 
is concatenated on the righl with !be expiration dale for the 
payment service and tbe service code to produce a concat­
enated value 106. If necessary, padding characters 108 are 
concatenated 110 on the right of the concatenated value 106 
lo form a numeric string 112 with a predetermined fixed 
length. lo a preferred embodiment, this numeric string 112 
is 128-bits in length, although a numeric string of any length 
may be used. Toe padding characters 108 may consist of a 
stream of O's, l's, or any other numeric value that is known 
botb to the payment device and the service provider. The 
numeric string 112 is bisected into two blocks of equal 
length, Block A 116 and Block B 118. Block A 116 is then 
encrypted 121 with a first encryption key 120. The result of 
the encryption step 121 is Block C 122 of length equal to 
Block A 116. Block C 122 is then exclusively OR'ed (XOR) 
U3 with Block B 118 resulting in Block D 124. Block D 124 
is then encrypted 125 with a second encryption key 126 to 
produce Block E 128. Block E 128 is then decrypted 129 
using a decryption key 130 to produce Block F 132. Block 
F 132 is then encrypted 133 using a fourth encryption key 
134 to produce Block G 136. 

[0030) It will be apparent to one of ordinary still in the art 
that the first encryption key 120, the second encryption key 
126, the third encryption key 130 and the fourth encryption 
key 134 may take any preselected value. In an embodirnenl 
of the preseol invention, the first encryption key 120, the 
second encryption key 126, and the fourth encryption key 
134 are equivalent and of a different value from the third 
encryption key 130. Other permutations of the encryption 
key values utilized in the methodology of FIG. l are within 
the scope of the present invention. 

3 
Feb. 24,2005 

(0031] In a preferred embodiment, tbe first encryption key 
120, the second encryption key U6, the third encryption key 
130, and the fourth encryption key 134 take the value of 
unique keys derived from data existing on the payment 
device. Upon deployment, each payment service is person­
alized by tbe service provider with a master derivation key. 
The master derived key may be deployed with payment 
services io batches (i.e. multiple payment services receive 
the same master derived key) or individually. Each payment 
device will be personalized with the functionality to derive 
keys unique to the payment service. F[G. 2 shows the 
methodology for deriving two unique keys which are uti­
lized in !he preferred embodimenl. Toe account number 201, 
the account sequence number 202, tbe inverse of the account 
number 203, and the inverse of the account sequence num­
ber 204 are concatenated together to create a concatenated 
value 210. If necessary, the concatenated value 210 may be 
padded with zeroes, or some other value 211, to create a 
string of a predetermined fixed length. In a preferred 
embodiment, the concatenated value 210 may be 128 bits in 
length, although the concatenated value is not limited to 
being this length. The concalenaled value 210 is then 
encrypted 220 using the master derivation key 221 as the 
encryption key for each encryption stage. Toe encryption 
utilized may include any type of encryption methodology. 
For example, Ibis encryption step may utilize Triple-DES 
encryption. The value resulting from the encryption step 220 
is a unique derived key or UDK 230 for the application 
identified by the account number. Two additional keys, 
UDKA240 and UDKB 241, are derived from the UDK. The 
derivation of UDKA240 and UDKB 241 from the UDK 230 
may take any form, including assigning the value of the 
leftmost half of the UDK 230 to UDKA 240, and assigning 
the value of the rightmost half of the UDK 230 to UDKB 
241. Alternatively, the UDKA 240 may be derived by 
selecting alternating or other predetermined bit sequences 
from the UDK 230 while the remaining bits are assigned lo 
UDKB 241. Furthermore, there is no requirement that 
UDKA 240 and UDKB 241 are of equal length. 

(0032] Returning now to the result of the methodology set 
forth in FIG. 1. FIG. 3 describes the further processing 
required to generate the dCW. Each nibble ( 4-bit grouping) 
of the value stored in Block G 136 is subjected to two 
separate iterative processes to evaluate the value of eacb 
nibble. As shown in FIG. 3, beginning with the most 
significant (i.e left most) digit of Block G 136 and exam­
ining each sequential nibble, if a nibble contains a value 
ranging from zero lo nine, inclusive, that value is extracted 
301 and placed in a new numeric string 305, referred to 
herein as a holding string, by concatenating the extracted 
value to the right of the previously extracted value, if any. 
The result will be that the holding string contains a series of 
values ranging from zero lo nine, inclusive, which appear 
from left lo right in the holding string in the same sequence 
in which they appear in Block G 136. 

(0033) A second evalualion is then performed again begin­
ning with the most significant digit of Block G 136 and 
examining each sequential nibble. If a nibble contains a 
hexadecimal value ranging from ten (A) to fifteen (f), 
inclusive, that value is extracted 310. Toe extracted value is 
then decimalized by subtracting tbe hexadecimal value A 
from the extracted value resulting in a decimalized value 
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ranging from zero to five 315. 11lis decimalized value is !hen 
concatenated on the right to the right most value of the 
holding string 320. 

(0034] Once all nibbles in Block G have been twice 
examined as described, the three most-significant (i.e. left­
most) nibbles of the holding string are extracted 325. This 
3-digit value is the dCVV for the transaction. Other numbers 
of bi!S may be extracted from the twice-examined nibble 
string to generate the dCVV for a transaction. Furthermore, 
different nibbles, such as the rightmost nibbles, may be used 
as the dCVV for a transaction. The three leftmost nibbles, 
however, represent a preferred embodiment. 

(0035] Once generated, the dCVV is embedded into the 
payment data transmiued from the payment device to the 
point of sale terminal. The data received by the point of sale 
terminal will appear lo the point of sale terminal as standard 
payment data. In other words, the point of sale terminal will 
not be able to determine if a dCVV is embedded and where 
such dCVV may be located. There is no indication to the 
point of sale terminal that a dCVV is embedded into the data 
received from the payment device. • 

[0036) FIG. 4 depicts an exemplary record formal for 
transmitting payment data, with the dCVV embedded 
therein, from the payment device to the point of sale 
terminal. The record format of FIG. 4 is created by concat­
enating a primary account m1mber 401 for the payment 
service, with an expiration date 402, and a service code 403. 
In a preferred embodiment, the primary account number 401 
is 16 digits long, the expiration date 402 is four digits long, 
and the service code 403 is three digits long. However, the 
primary account number 401, the expiration date 402, and 
the service code 403 are not limited to being these lengths. 
Next, in a field typically reserved for other uses, a value is 
placed as an indicator 405 that a dCVV has been embedded 
in this record. The value of this indicator is known by the 
service provider which deployed the application on the 
payment device. Next, the ATC 410 is placed in the field 
which may typically be reserved for PIN verification data. 
Finally, the dCVV 415 is concatenated on the right of the 
record. The remainder of the record may comprise additional 
discretionary data. 

[0037] Alternately, FIG. 5 depicts a second exemplary 
formal for transmitting payment information with the dCVV 
embedded thereon from the payment device to the point of 
sale terminal. The format in FIG. 5 is created by concat­
enating a primary account number 501 for the payment 
service, with an expiration date 502, a service code 503, a 
PVKI 504, and a field for PIN verification data 505. Ia a 
preferred embodiment, the primary account number 501 is 
sixteen digits long, the expiration date 502 is four digits 
long, the service code 503 is three digits long, the PVKI 504 
i.s one digit long, and the PIN verification data 505 is four 
digits long. However, the primary account number 501, the 
expiration date 502, the service code 503, the PVKI 504, and 
the PIN verification data 505 are not limited to being these 
lengths. Next, in a single data field 510 each of the dynami­
cally created CVV, the ATC and the indicator to be used by 
the service provider to identify that a dynamic CVV has 
been embedded are stored in sequence. The remainder of the 
record may comprise additional discretionary data. 

[0038] An important aspect of the present invention is that 
the system of utilizing the dynamically created CVV allows 
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tbe service provider to make a determination of the authen­
ticity of the payment service being utilized. This authenti­
cation step is not left to merchants, individual point of sale 
terminals, or other third parties or devices. FIG. 6 shows 
how lhe dCVV is used in a contactless environment to 
permit the service provider to evaluate the authenticity oftbe 
payment application deployed on the payment device to 
make a determination of whether the payment application 
has been skimmed. Although shown in the embodiment of a 
cootactless environment in FIG. 6, the present invention is 
not limited to such an environment and may be used for any 
transaction where magnetic stripe Track 1 and/or Track 2 
data is exchanged using any method or means for commu­
nicating such data. As shown in FIG. 6, the payment device 
generates the dCVV 601, preferably using the methodology 
described above. The dCVV i.s embedded into the payment 
data 605. lo this respect, the exemplary record formats 
shown in FIG. 4 or FIG. 5 may be utilized. The payment 
data with the embedded dCVV is transmitted by data com­
munication to the point of sale terminal 610. The point of 
sale terminal recognizes the received data as in the standard 
format of payment data and passes the data stream on to the 
service provider computer 615, likely via a payment net­
work (not shown). The service provider computer receives 
620 the payment data with the embedded dCVV and inter­
rogates the appropriate indicator to determine if the trans­
action was a coolactless transaction or not 625_ If the service 
provider computer determines that the transaction was not a 
contactless transaction, the transaction is processed in its 
normal manner 630. If the service provider computer deter­
mines that the transaction was cootactless, the service pro­
vider computer compares the ATC received from tbe pay­
ment device lo the corresponding ATC stored on the service 
provider computer lo determine if the received ATC is the 
expected next AT.C 635. If the ATC received from the 
payment device is not the expected next ATC, the payment 
service deployed on the payment device has potentially been 
skimmed 640. If the expected next ATC is received, the 
service provider computer will independently re-generate 
the dCVV for the given transaction 645 utilizing the same 
process as described above. If the service provider generated 
dCVV matches the dCVV received from the payment device 
650, the service provider deems the payment application to 
be authentic 655. The service provider computer then 
replaces the ATC which was previously stored on the service 
provider computer with the ATC received from the payment 
device 660 for subsequent authentications. If the service 
provider generated dCVV does not match the dCVV 
received from the payment device, the transaction is poten­
tially fraudulent and is terminated 665. 

[0039] The methodology of FIG. 6 discussed in conjunc­
tion witb cootactless transactions, i.s not limited thereto. For 
example, the methodology may be utilized with respect to 
transactions above a certain threshold value. In such an 
instance, the service provider, upon deploying the applica­
tion, would configure the application to generate a dCVV for 
transactions above the threshold. The indicator interrogated 
in Step 625 would then be set for transactions above the 
threshold value. Similarly, the methodology may be utilized 
with respect to any other transaction criteria including, but 
not limited lo, geographic location, use patterns, or any other 
criteria. 

(0040] In an alternate embodiment, the payrneat device 
transmits payment data to a point of sale terminal such as a 
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credit card terminal 701. The point of sale terminal receives 
the data and computes a verification value for the transaction 
705. The verification value may be computed in a number of 
different ways including, without limitation, using a unique 
transaction number provided by the point of sale terminal, a 
timestamp, or a transaction amount added to a timestamp. 
The point of sale terminal may then embed and/or append 
the verification value and additional data lo the payment data 
710. The additional data may be required for the service 
provider computer lo verify the transaction. The point of sale 
terminal then passes the data stream on to the service 
provider computer 715, likely via a payment network (not 
shown). The service provider computer receives the pay­
ment data with the verification value 720. The service 
provider computer may optionally compare at least a portion 
of the additional data embedded or appended by the point of 
sale terminal lo corresponding data stored on the service 
provider computer to determine if the received data is proper 
725. If the received data from the point of sale terminal is 
improper, the transaction data may potentially have been 
skimmed 730. If proper data is received, the service provider 
computer will independently re-generate the verification 
value for the given transaction utilizing the same process as 
used by the point of sale terminal 735. If the service provider 
generated verification value matches the verification value 
received from the point of sale terminal 740, the service 
provider deems the payment application to be authentic 745. 
The seNice provider computer may then optionally update 
the additional data which was previously stored on the 
service provider computer with the additional data received 
from the payment device for subsequent authentications 
750. If the service provider generated verification value does 
not match the verification value received from the point of 
sale terminal, the transaction is potentially fraudulent and is 
terminated 755. 

(0041] The foregoing is considered as illustrative only of 
the principles of the invention. Further, since numerous 
modifications and changes will readily occur to those skilled 
in the art, it is not desired to limit the invention to the exact 
construction and operation shown and described, and 
accordingly, all suitable modifications and equivalents may 
be resorted to, falling within the scope of the invention. 

What is claimed is: 
l. A method for authenticating a payment service being 

used in a transaction comprising: 

generating on a payment device a first verification value 
unique to the transaction wherein said first verification 
value is derived from data comprising a first data value 
and a second data value; 

communicating a payment record from the payment 
device to a point of sale terminal, wherein the payment 
record comprising the first verification value and pay­
ment data; 

communicating the payment record from the point of sale 
terminal to a service provider computer; 

generating a second verification value on the service 
provider computer, wherein the second verification 
value is generated solely from data residing on the 
service provider computer; and 

disapproving the transaction when the first verification 
value does not equal the second verification value. 
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2. The method of claim 1 wherein said firsl data value 
comprises: 

a primary accounl number for the paymenl service. 
3. The melbod of claim l wherein said first data value 

comprises: 

a unique idenlifica1ion number for the payment device. 
4. The melhod of claim 1 wherein said first data value 

comprises: 

a unique identification number for the service provider. 
5. The melhod of claim l wherein said second data value 

comprises: 

an application transaction counter. 
6. The method of claim l wherein said second data value 

comprises: 

a cryptogram. 
7. The method of claim l wherein said second data value 

comprises: 

a digital signature. 
8. The method of claim l wherein said second data value 

comprises: 

a value derived from the payment ciata. 
9. The method of claim l wherein said first verification 

value is derived from data further comprising: 

a service code which identifies the payment service; and 

an expiration date for the payment service. 
10. The method of claim 1 wherein the application 

transaction counter is incremented with any non-zero value 
with each executed transaction. 

11. The method of claim 1 wherein the payment record 
further comprises an application transaction counter. 

12. The method of claim 11 further comprising: 

storing the application transaction counter in memory 
accessible by the service provider computer. 

13. The method of claim l wherein the payment device 
communicates the payment record to the point of ·sale 
terminal via wireless communications. 

14. A method of dynamically creating a verification value 
for a transaction comprising: 

creating a base record comprising a first data value and a 
second data value for a payment service being used in 
the transaction; 

splitting the base record into a first field and a second 
field; 

encrypting the first field using a firsl encryption key; 

performing an exclusive-OR (XOR) operation on the 
encrypted first field and the second field to produce a 
first result; 

encrypting the first result using a second encryption key 
to produce a second result; 

decrypting the second result using a decryption key to 
produce a third result; 

encrypling the ·third resull using a third encryption key to 
produce a fourth result; 
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sequentially extracting each value between O and 9 from 
the most-significant digit to the least-significant digit of 
lhe fourth resull to produce a fifth resull; 

sequentially extracting and subtracting hexadecimal A 
from each value between hexadecimal A and hexadeci­
mal F from the most-significant digit to the least­
significant digil of the fourth result to produce the sixth 
result; 

concatenating the fifth result and the sixth result to 
produce a seventh result; and 

selecting one or more values from the seventh result as the 
card verification value. 

15. Toe method of claim 14 wherein the first encryption 
key, the second encryption key, and the third encryption key 
are equivalent. 

16. Toe method of claim 14 wherein the decryption key 
differs from the first encryption key. 

17. Toe method of claim 14 wherein the decryption key 
differs from each of the first encryption key, the second 
encryption key, and the third encryption key. 

18. Toe method of claim 14 wherein the base record is 
128-bits in length. 

19. Toe method of claim 14 wherein said first data value 
comprises: 

a primary account number for the payment service. 
20. Toe method of claim 14 wherein said first data value 

comprises: 

a unique identification number for the payment device. 
21. Toe method of claim 14 wherein said firs! data value 

comprises: 

a unique identification number for !he service provider. 
22. The method of claim 14 wherein said second data 

value comprises: 

an application transaction counter. 
23. The method of claim 14 wherein said second data 

value comprises: 

a cryptogram. 
24. Toe method of claim 14 wherein said second data 

value comprises: 

a digital signature. 
25. Toe method of claim 14 wherein said second data 

value comprises: 

a value derived from the payment data. 
26. The method of claim 14 wherein said first verification 

value is derived from data further comprising: 

a service code which identifies the payment service; and 

an expiration dale for !he payment service. 
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27. The method of claim 14 wherein the base record 
further comprises padding characters to extend the base 
record to a predetermined length. 

28. The method of claim 14 wherein the first encryption 
key, the second encryption key, the decryption key, and the 
third encryption key are derived from data residing on the 
payment device. 

29. A system for verifying a transaction comprising: 

a first electronic device with a payment service deployed 
!hereon; 

a second electronic device in communication with the firsl 
electronic device wherein the second electronic device 
receives a payment record from the first electronic 
device, the payment record comprising an account 
number for the payment service and a first verification 
value generated on the first electronic device; 

a service provider system in communication with the 
second electronic device wherein the service provider 
computer independently generates a second verification 
value and disapproves the transaction where the first 
verification value and the second verification value are 
not equal. 

30. The system of claim 29 wherein the first electronic 
device is an integrated circuit card. 

31. The system of claim 29 wherein the first electronic 
device is a peISOnal digital assistant. 

32. The system of claim 29 wherein the first electronic 
device is a cell phone. 

33. The system of claim 29 wherein the first electronic 
device is a device comprising: 

a microprocessor; and 

means for communicating with the second electronic 
device. 

34. The system of claim 29 wherein the first electronic 
device communicates with the second electronic device via 
radio frequency waves. 

35. The system of claim 29 wherein the electronic device 
communicates with the second electronic device via infrared 
frequency waves. 

36. The system of claim 29 wherein the electronic device 
communicates with the second electronic device via laser 
communication. 

37. The system of claim 29 wherein the second electronic 
device is comprised of: 

means for communicating with the first electronic device; 
and 

a terminal. 
38. The system of claim 37 wherein the second electronic 

device is further comprised of a hardware security key. 
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(57) ABSTRACT 

An authorization system allows for cardbolder-provided 
parameters to a personal authorization subsystem. The 
parameters can be selected by the cardholder to limit the 
authorizations that would otherwise be granted on the card. 
The parameters can indicate limits by frequency, dollar 
amount, merchant, geographic location, time of day, com­
binations thereof, or the like. Authorization for a given 
transaction, even where authorized by ao issuer and a 
network operator, might be denied based on self-constraints 
set by the cardholder. Io some variations, messages are sen! 
to the cardholder based on constraints set by the cardholder 
and transactions might be approved aod messaged, or denied 
and messaged. 
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SYSTEM FOR PERSONAL AUTHORIZATION 
CONTROL FOR CARD TRANSACTIONS 

FIELD OF THE INVENTION 

[0001] The present invention relates to financial transac• 
lion processing systems in general and more specifically to 
financial transaction processing systems that relate a trans­
action to a cardholder and include authorization systems that 
authorize or deny credits or debits related to transactions. 

BACKGROUND OF THE INVENTION 

(0002] Credit card transactions are a common method of 
effecting payment in connection with a transaction. In a 
typical transaction, a cardholder selects merchandise or 
services and presents a card, such as a VISAS credit card, 
check card or debit card, to a merchant. Before the merchant 
releases the merchandise or performs the service, the mer­
chant will typically get authorization for a charge in the 
amount agreed on for the merchandise or service, at the 
point-of-sale. 

(0003] Today, most authorizations are electronic, where 
the merchant obtains the cardholder name, account number 
and possibly other information. Toe merchant transmits that 
information, along with transaction-specific information, 
possibly including a merchant identifier, a transaction 
amount and a transaction description. The merchaot trans­
mits the information as part of an authorization message 
directed through an authorization network to a card issuer. 
When a card issuer approves a transaction, the merchant is 
given certain assurances that the merchant's bank account 
will be credited with the amount of the transaction and 
accordingly is willing to release the goods or services to the 
purchaser. 

(0004] The cardholder generally agrees to pay for any 
transactions applied to the cardholder's account. In some 
cases, however, the cardholder's issuer financial institution 
(FI) or the network operator will be liable to the merchant 
instead of the cardholder, as in the case of a stolen card being 
used after the cardholder notified the issuer FI. Naturally, the 
issuer Fl and network operator have a large incentive to limit 
the number of transactions for which they are liable. As a 
result, the typical merchant agreement requires that the 
merchant perform an authorization before the risk of non­
payment passes from the merchant to the issuer Fl or the 
network operator and the issuer FI and network operator 
place constraints on authorizations. 

[0005] For example, where a card is typically used for 
small transactions relating to groceries and gasoline, fre­
quent transactions relating to expensive jewelry might 
prompt the authorization system to deny the transaction as a 
suspect activity even if ultimately the cardholder is legiti­
mately purchasing jewelry. The denial serves to protect the 
issuer FI and limit the liability of the issuer FI for transac­
tions that the cardholder might later indicate as being 
fraudulent. The authorization system would not necessarily 
deny transactions that were not intended by the cardholder, 
and is generally limited to denying transactions under con­
ditions that the issuer FI or the network operator might deem 
indicative of fraud. The issuer Fl might also deny authori­
zation where the transaction amount would cause the card­
holder's credit limit to be exceeded. 
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[0006] lo many cases, the openness and independence of 
the card network makes it more difficult to control the uses 
of the cards, but that becomes even more important where 
the cards used in the card network are so widely accepted 
and pervasive. 

BRIEF SUMMARY OF THE INVENTION 

[0007] In one embodiment of an authorization system 
according to the present invention, a cardholder provides 
parameters to a personal authorization subsystem. The 
parameters can be selected by the cardholder to limit the 
authorizations that would otherwise be granted on the card. 
The parameters can indicate limits by frequency, dollar 
amount, merchant, merchant type, credit limits, geographic 
location, time of day, combinations thereof, or the like. la a 
preferred embodiment, the cardholder provides the param­
eters to the cardholder's issuer financial institution, which 
integrates the cardholder authorizations with the issuer 
financial institution authorization process. The issuer finan­
cial institution is independent of the merchants accepting the 
card and the card network operator operates an open, inde­
pendent network for accepting the cards of many issuer 
financial institutions usable with many independent mer­
chants_ 

(0008] For a further understanding of the nature and 
advantages of the invention, reference should be made to the 
ensuing description in conjunction with the accompanying 
drawings 

BRIEF DESCRIPTION OF THE DRAWlNGS 

[0009] FIG. 1 is a block diagram of a transaction system 
wherein the present invention might be used. 

[0010] FIG. 2 is a more detailed block diagram illustrating 
aspects of an authorization subprocessor and a cardholder's 
interaction with the subprocessor. 

[0011] FIG. 3 is a flowchart illustrating a process of 
authorization control. 

(0012] 4(a)-(e) illustrate aspects of a user interface usable 
to set cardholder authorization parameters. 

DETAILED DESCRIPTION OF THE 
INVENTION 

(0013] FIG. 1 is a block diagram of a transaction system 
10. As shown there, transaction system 10 includes a mer­
chant processing networks 12, an automated teller machine 
(ATM) interchange 14 coupled to a transaction network 16, 
such as the VISANET® network, which is in turn coupled 
to an issuer bank network 18. As shown, a plurality of point 
of sale (POS) terminals 20 are coupled to merchant process­
ing network 12 and a plurality of ATM's 22 are coupled to 
ATM interchange 14. It should be understood that the typical 
transaction system couples many merchant networks, ATM 
interchanges and issuer bank networks, in addition to mer­
chant bank networks. 

(0014] In a typical operation of transaction system 10, a 
card is presented to a POS terminal 20 and a transaction is 
generated between a cardholder and a merchant that 1) 
debits a cardholder's account at the cardholder's issuer bank, 
2) credits a merchant's account at the merchant acquirer 
bank and generates the necessary electronic messages for 
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settlemenl among the banks and olher transaction process­
ing. As part of the transaclion, an authorization will be 
performed, wherein lhe merchant gathers up the transaction 
information and sends an aulhorization request message lo 
the nelwork and receives back an authorization result, such 
as "approved'"'denied""ask for ID" etc. 

[0015] FIG. 2 is a more detailed block diagram illustrating 
aspects of aulhorization. In one such process, a card is 
presented to POS terminal 20 which includes means for 
reading card contents, such as a magnetic card reader or a 
smartcard reader. POS terminal 20 is coupled to merchant 
network 12 aad traasactioa network 16, which performs 
authorizations to protect the issuer Fl or the network opera­
tor. 

[0016] Transaction network 16 is also coupled to an autho­
l'izalion subprocessor 30, which can cause an otherwise 
allowable transaction to be denied, based on cardholder­
provided authorization parameters available in an authori­
zation parameter table (APT) of a plurality of authorization 
parameter tables 32. A cardholder's APT can be populated 
and updated or modified by a web server database interrace 
34 under the direction of a web browser 36 operated by the 
cardholder. As used herein, the cardholder refers lo the 
person or persons that that issuer Fl holds responsible for 
payment. A legitimate card presenter, i.e., the person pre­
senting the card in a transaction, might be the cardholder, but 
could also be olher authorized agenls, such as a person to 
whom an additional card was issued. While this description 
describes a Web client-server based interface, it should be 
understood that olher interfaces, such as direct connections, 
local network connections, kiosks, telephone interfaces or 
the like would be used instead to allow a cardbolder to 
rnodify the APT associated with that cardholder's account. 

[0017] In a typical operation, illustrated in FIG. 3, the 
cardbolder (i.e., one of those ultimately responsible for 
aonfraudulent transactions on the card) will create, modify 
or update the corresponding APT to set self constraints using 
a browser and the linked-to web server interface stoces such 
self constraints in the corresponding APT. Once the APT 
conlains the cardholder supplied self constraint parameters, 
if a card is presented at a POS terminal, a normal authori­
zation process occurs, wherein the issuer Fl or network 
owner criteria for allowing the transaclion are tested. If the 
issuer FI and network owner would deny the transaction, no 
further processing is needed and a denial message can be 
sent to the POS terminal. However, if the issuer Fl and 
network owner would approve the transaction, the transac­
tion details are then presented to the authorization subpro­
cessor. The authorization subprocessor approves or denies 
the lransaction based on the cardholder's APT, which con­
tains constraints set by the cardholder. 

[0018] While the self constraints are set by the cardholder 
and therefore could easily be overridden by the cardholder 
himself or herself, they nonetheless constrain the cardhold­
er's account, at least by denying transactions where the 
cardbolder unintentionally exceeds constraints, another card 
carrier exceeds the constraints and also constrain fraudulent 
use of the card that is only detectable in advanced based on 
constraints set by the cardholder. 

[0019] The authorization subprocessor is described above 
as acting to approve or deny a transaction. In some embodi­
ments, the authorization subprocessor might, in addition to 
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or in lieu of approval/denial, perform cardholder notifica­
tions. A cardholder notification is a message to the card­
holder, or to a system designated by the cardholder, that a 
transaction occurred and fell within cardholder-sel param­
eters. In some cases, lhe transaction is also denied, but 
typically lhe transaction is allowed, with notification. Such 
details can be specified by the cardbolder in the parameters. 
The notification messages can be by mail, by telephone, by 
pager, by e-mail, by instant message, or by other messaging 
methods currently known or otherwise. 

Examples of Constraints 

[0020] Detailed examples of some of the possible con­
straints will now be described. Such constraints are specified 
in tbe APT. For ease of management, the constraints might 
be grouped for the cardholder into a few categories of 
constraints, as follows: 

[0021] Transaction Type 

[0022] Deny cash advances, but allow purchases_ 

[0023] Transaction Amount 

[0024] Allow a transaction below a set limit 

(0025] Allow transaction if total transactions would 
remain below a limit (personalized credit limit) 

(0026] Allow transaction if total transactions in a set 
time period are below a limit 

[0027] Daily Limits 

(0028] Limit on number of transactions 

(0029] Transaction Details 

[0030] Allow transaction only during set times of the 
day (this allows the cardholder to in effect, indicate 
that aay transaction made between midnight and 5 
AM is a priori a fraudulent transaction) 

[0031] Allow transaction only during set times of the 
week (e.g., movie purchases not allowed during the 
week) 

[0032] Allow offline transactions, but not online 
(telephone, Internet, etc.) transactions 

[0033] Allow online transaclioos, but only from pre­
specified IP addresses 

[0034] Allow transactions based on geographic loca­
lion (e.g., block purchases outside U.S.) 

[0035] Allow transactions based on the merchant 
category lype (e.g., restaurants and hotels but nol 
retail stores) 

[0036) Other Limits 

[0037] Preauthorization for one-time transactions 

(0038] Recurring Payment Authorization 

[0039] Varying controls from card carrier to card 
carrier 

(0040] Instant Cut-off (useful when the cardholder is 
aware of the theft but the issuer FI has not yet 
detected it or is still processing the cardholder's 
request for closing their account.) 
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[0041] Arbitrary combinations of these coastraints might 
also be possible, such as a cardholder specifying that cash 
advances are allowed within the U.S., but not outside the 
U.S. and outside the U.S. transactions are allowed, but only 
for merchants in the food, medical, travel and lodging 
categories during a prespecified date range. As another 
example, a parent cardholder might get an e-mail whenever 
a child card carrier effects an online purchase. 

(0042] In addition to constraints, the APT might also 
contain data that directs other actions unrelated to authori­
zation. One such action is ancillary messaging, wherein 
under cardholder selected conditions, a message (such as a 
pager message, e-mail message or instant message) is sent to 
a prespecified address if the conditions are met. Such 
conditions include card carriers that are minors effecting a 
transaction with an inappropriate merchant. In some cases, 
the cardholder might set the condition such that an e-mail is 
generated with every transaction, thus allowing for the 
electronic collection of receipts. The messages might be 
selective, such that only approvals result in messages or only 
denials result in messages (and might include the reason for 
the denial). 

(0043] User Interfaces 

(0044] Examples of the user interfaces that might be 
presented to a cardholder via a cardbolder browser are 
shown in FIGS. 4{a)-(e). Other user interfaces might also be 
used, such as a calendar view where the cardholder could 
click on calendar days to allow or deny transactions for those 
dates. Another user interface might provide a listing of 
various merchant types to allow that cardholder to set 
predetermined ranges for each of a plurality of merchant 
types. 

(0045] Variatioas 

(0046] In the above, described system, the cardholder 
creates, modifies or updates the cardholder' s APT via a Web 
interface. Io another variation, the cardholder can interact 
with a telephone voice response unit (VRU) or automatic 
response unit (ARU) using the telephone keypad, to interact 
with a server that performs the requested actions on the APT. 
In a useful combination, the Web interface is accessible from 
a Web page maintained by the issuer FI for card customers. 
Such a Web interface might be provided to show traasaction 
details and other account information. In some embodi­
ments, the e-mail messages sent to the cardholder could 
include a hypertext link to a page showing details of the 
transaction so the cardholder can jump directly to a detail 
page from an e-mail. 

(0047] Where multiple card carriers (i.e., persons with 
cards to present for purchases who are not necessarily the 
cardholder responsible for the account) are present, the user 
interface might allow for any variations of constraints to be 
selected and be different for different car carriers. 

(0048] In a permissive variation, the authorization subpro­
cessor never denies an authorization that would have oth­
erwise been granted by the issuer FI or network operator, but 
just sends a message to the prespecified location when the 
transaction hits certain constraints. This might be useful 
where a cardholder needs or wants to observe transactions as 
they happen, to allow for early intervention. This might be 
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useful for businesses where the card carriers are employees 
empowered to make purchases for the business. 

(0049] Cardholder specified constraints, implemented in 
an authorization system has now been described. As 
explained, the cardholder can apply constraints to the use of 
a card, typically to constrain the purchases of other autho­
rized card carriers and of unauthorized users operating with 
transaction patterns not likely to be used by the cardholder 
and thus not constraining on the cardholder (e.g., limited to 
selected countries, times of day, size of transactions that the 
cardholder would not participate in). but could also be used 
by the cardholder to constrain the cardbolder himself or 
herself for particular transactions. The latter might be useful 
for budget controls or controls on inadvertent spending. 

[0050] As will be understood by those familiar with the 
art, the present invention may be embodied in other specific 
forms without departing from the spirit or essential charac­
teristics thereof. For example, the authorization subproces­
sor can be integrated io with the authorization processor that 
applies the issuer FI or network operator criteria to the 
transaction. As another example, while the present invention 
is described primarily with reference to credit cards, it is also 
usable for debit card transactions. As yet another example, 
while the present invention is described primarily with to 
merchant POS terminals, it should be understood that other 
systems for initiating purchase transactions might be used 
instead, without departing from the scope of the invention, 
such as the use of a merchant payment server, a PC-based 
cardholder terminal, a telephone, etc. or other location or 
system a cardholder might interface to in making a purchase, 
possibly even including systems where the cardbolder does 
not interface lo a system at all. 

(0051] Accordingly, the disclosure of the preferred 
embodiments of the invention is intended lo be illustrative, 
but not limiting, of the scope of the invention which is set 
forth in the following claims. 

What is claimed is: 
1. A credit card transaction system, wherein a cardholder 

or their agent is authorized to effect transactions in the credit 
card transaction system and bind the cardholder, the system • 
comprising: 

a transaction network coupled to merchant terminals for 
receiving requests for authorization from merchants 
who are independent of an operator of the transaction 
network; 

an authorization server for processing the requests for 
authorization according to criteria set by al least one of 
an issuer financial institution that issued a card to the 
cardholder and is independent from the network opera­
tor; and 

an authorization subprocessor configured to override an 
authorization of the authorization server based on con­
tents of a parameter table associated with the card­
holder, wherein the parameters used to override autho­
rizations are provided by the cardholder. 

2. The credit card transaction system of claim 1, wherein 
the parameters used to override authorizations are provided 
by the cardholder to the issuer financial institution. 
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Authentication 
Security Strategy 

Securing the Environment is a pillar of the Security Strategy 

Authentication of cards and cardholders can protect account data and 
render the data useless across channels and fraud types 

1 
2 
3 Manage the Impact of 

Fraud 

4 Maintain Trust in Visa 
Payments 

5 Create an Environment 
of Partnership 

Authentication Strategy Acquirers 

- ---·-- - - -~-Authentication of Cards, Cardholders 
' 

■ Protect across all channels: 
• Card present (retail) 

• MOTO 

• Internet e-commerce 

• ATM 

■ Defend against majority of fraud: 
' • Lost/Stolen 

' 
• Counterfeit 

' ■ Account use 

Visa Confidential 3 
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Visa's Authentication Strategy addresses different fraud 
types and payment channels of the payment process 
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Authentication VISA 
Fraud Landscape Statistics 

• 20°/o of fraudulent transactions 
are over $150 but represent 
80% of the total fraud amount 

• Top 100 merchants in fraud 
represents 40% of the total fraud 

Source: 2005 Settlement Fraud , GFRS; 2005 U.S. Acquired Settlement Fraud , MARS 

Authentication Strategy - Acquirers Visa Confidential 5 
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Authentication 
Fraud Landscape 

Cumulative Fraud Losses for top 1000 U.S. Merchants 
■ 40% of fraud could be impacted by focusing on top 100+ merchants 

(by fraud$ volume) 

80% +-------------------------------------1 

60% I ~ ·:r11---~,·,-""~""'-•-"-·""'" 

40% I J; 

20% 

eumuiative % Fraud,·]. 
l!_ransaction $Amounti 

Cumulative % Fraud, • 
if ransaction Count 

0% rLo::LCLil~LJ!'_LLLL□ iii i I I Ii I Iii Ii I Ii I Ii I Ii I i LLD LJJ 11 r_L0_11J..J □:r:ctJ::CCU:LI I LLLLLCLI rrn:rrLTI LJ:J:ro i I Ii I I j 
I 
110 50 90 130 170 210 250 290 330 370 410 450 490 530 570 610 650 690 730 770 810 850 890 930 970 1000 

' • frop 1000 U.S. Merchants based on Fraud$[ 

Source: 2005 U.S. Acquired Settlement Fraud , MARS 
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Authentication 
Sales and Fraud Landscape 
U.S. Issued Activity, Acquired Worldwide 

CEMEA5% 
$2.24.f~ ... [Non-U.S. Acquired 

o.:,Q/o rS34.79 B 
100% 

. . . . . . .. 

~···················· 

90% 

80% 

70% 

60% 

50% 

40% 

30% 

20% 

10% 

0% 

• • • • • • • • • 
\ \ 1 
\l $4. 

• . , 

U.S. Issued Sales $Volume by Acquirer Region 

Source: 2005 Acquirer Settlement Fraud, GFRS 

Authentication Strategy - Acquirers Visa Confidential 

12 ,--------------

10 

2005 U.S. Issued, Acquirer 
Fraud Losses 
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• This authentication strategy provides: 
- Means to be proactive towards 

security 

7 1 - Relatively immediate impact to fraud 

- Lower cost of entry 

- Positions acquirers to address 
future data needs 

• Maximize fraud mitigation efforts and help drive operational 
costs for fraud monitoring downward 

• Participate in authentication activities in conjunction with the 
issuing side of the Bank 

Authentication Strategy - Acquirers Visa Confidential 8 
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Authentication Objectives 

1. Render data useless ■ 
ATM 

" - Address all payment channels 

- Allow for flexibility and evolution over time 11111 " ~ • • I~ •· · --~ !! ...... ·-·► Acquire:·--•- Issue~ 

. , , I Processor / Processor 
Cardhol de r • •• • 

No single point of failure 
....................... , .... ,,{11--

2. Minimize the impact to the payment system 
~' ~ Target high risk transactions without additional time or complexity 

Add functionality to the backend taking advantage of the existing Infrastructure 

3. Maintain positive consumer experience 
Maintain speed and convenience value proposition 

Minimize complexity and impacts on cardholders 

4. Support business drivers 
Be deployable in a reasonable time frame with mid/long term dividends 

Authentication method should not drive the transaction type 

Align with other processing and product strategies 

5. Be aligned across the industry and globally interoperable 

Authentication Strategy - Acquirers Visa Confidential 9 
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Authentication 
Multiple Layers 
Visa's Authentication Strategy is a multi-layered, risk­
based approach 

Authentication Strategy - Acquirers 

Current 
Authentication Layers 

Dove Hologram 

CVV-Track 

CVV2 - On Card 

dCVV - Contactless 

Advanced Authorization 

Signature 

Address Verification Service 
AVS 

VbV Password 

Debit PIN 

Visa Confidential 

Effort 
Proposed Additional required for 

Authentication Layers Acquirer 

Field Protection 
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Authentication Layers (cont'd) 

Field Protection 

Authentication Strategy - Acquirers 

ElectroMagnetic Signature (EM) 
■ The magnetic signature of the magstripe is captured at first transaction 

or at card personalization 

■ Digital signature of the magstripe is compared to the stored host based 
signature for MATCH or NO MATCH during transaction authorization 

Dynamic Magstripe (DM) 
■ Provides dynamic CW functionality to the magstripe 

Contactless 2.0 
■ Expands Contactless security features globally using a cryptogram 

First Transaction 
■ Evaluates transaction risk at first usage 

Challenge Response 
■ Empowers the cardholder to further authenticate their purchase by 

answering a question at the POS 

Notification 
■ Alerts the cardholder of transactions that have heightened risk 

Field Protection 
■ Renders key data items useless outside of the Visa network 

Visa Confidential 11 
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Card Authentication 
ElectroMagnetic Signature (EM) 

EM layer requires acquirer to implement new 
magstripe reader; send additional data fields 

Card holder Merchant - Acquirer VisaNet --

.,.VISA 
., ... :!~:'• .•·::-' lllf 

Acquire rs: Visa and Issuers: 
• Maintain signatures 

Issuer 

Card is swiped Merchants: 
• Requires new 

Mags tripe 
reader head 

• Pass digital 
value of 
signature in 
Field 55 

• Maintain decision making process to 
authenticate card 

y 

Authentication Strategy - Acquirers 

• Utilizes A TC 

Digital Value of Magstripe 
Signature is generated on read 

3249341145423597692341434 

Visa Confidential 12 
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Acquirer Benefits From 
ElectroMagnetic Signature (EM) 

• Offers an additional card authentication tool for acquirers and merchants that 
can potentially lower fraud, chargebacks, and declines 

• Provides opportunity for targeted approach since acquirers can implement as a 
fraud reduction tool at specific merchants/locations, i.e. merchants with a high 
average ticket amount or with a high incidence of card fraud 

• May provide acquirer opportunities to enhance merchant retention through this 
value added tool 

• Can be deployed fairly quickly without need to migrate to more complex POS 
acceptance options 

• This Authentication layer applies to Card Present (POS/ATM) environments 

Note: EM requires support for processing Field 55 in the Transaction Processing 
Record 

Authentication Strategy - Acquirers Visa Confidential 13 
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Card Authentication 
Dynamic Magstripe (DM) 
DM layer has no impact to the acquirer or 
merchant 

Card holder 

Card is swiped 

Authentication Strategy - Acquirers 

Merchant - Acquirer --. VisaNet --

-1 ~"VISA 

Merchants: 
• No impact; 

standard 
terminal used 
for read 

Acquirers: 
• No impact 

Chip in the magstripe does the work; 
Dynamic Magstripe Card Verification 
Value (dmCW) changes with each 
card read 

Visa Confidential 

Visa: 
• Implements new 

algorithm, keys, 
and dynamic data 

Issuer 

• 
!IL~~ 

~ 
: • i\ 

. \ 
... .<,,:;, .... : :- :. ,:" ••...... ·,._ J. 
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Acquirer Benefits From 
Dynamic Magnetic Stripe (DM) 

• Used to provide stronger card authentication 

• No investment required by acquirer or merchant as issuers 
implement this authentication layer 

• May help to prevent purchases using a fraudulent card 

• May lead to a reduction in potential losses by merchants 

• Acquirers may lower operational costs supporting fraud related 
transactions 

• This Authentication layer applies to Card Present (POS/ATM) 
environments 

Authentication Strategy - Acquirers Visa Confidential 15 
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Card Authentication 
Contactless 2.0 
Contactless 2.0 requires acquirers to send 
additional data fields; 2.0 reader at merchant 

Card holder 

VISA 
Ac,l'! Sb 1E <mm 

mJ 

2.0 Contactless 
card generates 
Cryptogram 17 

when read 

Authentication Strategy - Acquirers 

Merchant - Acquirer 

Merchants: 
• Globally 

interoperable 
2.0 Contactless 
Reader; 
additional fields 
required 

Acquire rs: 
• Pass 

cryptogram or 
signature in 
Field 55 

Visa Confidential 

VisaNet --

-~v,sA 
Visa: 
• Validate 

cryptogram 

Issuer 

Issuer: 
• Validate 

cryptogram 

16 
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Acquirer Benefits From 
Contactless 2.0 

• Support Version 2.0 of Contactless Payment Specification at 
Merchant POS 
- Provides global interoperability 

- Potential to use field for additional merchant-specific purposes 

• This Authentication layer applies to Card Present (POS/ATM) 
environments 

Note: Contactless 2.0 requires support for processing Field 55 in 
the Transaction Processing Record 

Authentication Strategy - Acquirers Visa Confidential 17 
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In Flight Scoring 
Advanced Auth Features 

Implementing the new Advanced Authentication 
features have no impact to the acquirer or 
merchant 

Card holder Merchant Acquirer · VisaNet 

,l~I 

,~~~~ _:;~ {ij ¼if J 1' 
~!iW-< ~ ~i~ 

~,~•,,Im·,);.~: 
'·:;;m-l!i' " l "cl 
l.1,:=>1">1 \ffi:colJ: :« 

··-·""'-,~ .. -,,-,, -~v,sA 
"*"""""" "~;:;;;;t:<,:U«see,:!;2~,%w 

Issuer 

Card is read Merchants: Acquire rs: Visa: Issuer: 
• No impact • No impact • Advanced Authorization • No impact 

(AA) Risk Score & Risk 
Condition Code; 
incorporating Real-time 
decisioning, CAMS 
Compromised Accounts, 
and First Transaction 

Authentication Strategy - Acquirers Visa Confidential 18 
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Acquirer Benefits From 
Advanced Authentication 

• Provides Advanced Authentication (AA) Risk Score & Risk 
Condition Code to help reduce fraudulent transactions 

• Evaluates transactions from Card Present environments, ATMs, 
Mail Order I Telephone Order (MOTO), and Internet I 
E- Commerce 

Authentication Strategy - Acquirers Visa Confidential 19 
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Cardholder Authentication 
Challenge Response 

Challenge response requires additional data 
fields for both acquirer and merchant; terminal 
software update 

. . 
Card holder Merchant Acquirer = VisaNet --

Card is swiped 

u~¥O 
-, ---=-~ -..,,mw7 

"•, ,, Ri • ,,,, 

•·$% ~ w! *; 
,ll"'""'""'l, l: 
' .:~ "' r JR :r,.,: 1«w;fu.::f ;._ 

~ ,J,,c, "' ;.,,;,.;~.,, .,,f,;,(,;◊{ii:~,.., 

Terminal software 
update (also Internet I 
MOTO); additional 
fields req'd 

Acquirers: 
• Field changes, 

sequential 
change, Field 
55 

:~ 
Cardholder enters Response 
to Challenge question 

Authentication Strategy - Acquirers Visa Confidential 

"VISA 

Visa: 
• Presents Challenge back 

to merchant, e.g., Enter 
the last 4 digits of your 
phone number 

• Once Response is 
received, VisaNet 
validates and sends to 
Issuer to authorize 

Issuer 

Issuer: 
• No impact 

20 
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Acquirer Benefits From 
Challenge-Response 

• Used as a tool for merchants to authenticate the cardholder 

• Can be used by merchant when a "Referral" Response is received on a 
purchase authorization request 

• The on-line challenge response will replace need for merchant to 
perform the call referral process (3-10 minutes) 
- Shorter time to process referral purchase 

- Less impact to merchant and cardholder 

• Used in Card Present environments when high value purchases are 
being made as well as high risk Internet purchases 

• All payment channels supported: Card Present, ATM, MOTO, Internet/ 
E-commerce 

Note: Challenge Response requires support for processing Field 55 in 
the Transaction Processing Record 

Authentication Strategy - Acquirers Visa Confidential 21 
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Cardholder Notification 

Cardholder notification has no impact to the 
acquirer or merchant 

Card holder Merchant - Acquirer VisaNet 

- · '"'VISA 

Issuer 

Merchants: Acquirers: Visa: Issuer: 

Transaction Notification 
For credit card ending in 
9999: A purchase 
exceeded ($USO) 
1000.00. To view your 
recent account activity 
Log in to WWW:BankX.com 
and select "Activity" on the 
My Accounts page. 

• No impact • No impact • Requires changes to send • No impact 
notifications per Issuer 

Cardholders: 
• Opt-in 

program 

Authentication Strategy - Acquirers 

criteria 

Visa Confidential 22 
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Acquirer Benefits From 
Cardholder Notification 

• Used as a tool to notify the cardholder of activity 

• All payment channels supported: Card Present, ATM, MOTO, 
Internet I E-commerce 

Authentication Strategy - Acquirers Visa Confidential 23 
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All Stakeholders Benefit from Efforts 

The single investment for acquirers/merchants addresses 3 
layers, but acquirers/merchants may also benefit from the 
other layers implemented by issuers 

1 ElectroMagnetic Signature (EM) ✓ POS/ATM 

Dynamic Magstripe (OM) ✓ POS/ATM 

Contactless 2.0 ✓ ✓ POS/ATM 
-

Advanced Authorization I ✓ All 
-

Challenge Response ✓ ✓ All 

Cardholder Notification ✓ All 

Payment Channels: POS/ATM = Point Of Sale, ATM; All= POS/ATM, MOTO, Internet/ E-Commerce 

Authentication Strategy - Acquirers Visa Confidential 24 
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Authentication Strategy 
Pilot Execution and Results 

• Minimize impact to consumer and 
merchant 

• Conducting offline evaluation; existing 
fraud mitigation processes will remain 
in place 

• Protecting pilot and production data 
through Visa's existing intensive 
security policy 

• Generating performance metrics to 
evaluate technology 

Authentication Strategy - Acquirers Visa Confidential 25 
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Authentication Strategy 
Acquirer Next Steps 

• Acquirer to work with Visa to identify ElectroMagnetic (EM) 
Signature merchant candidates and locations 

• Pilot merchants sign participation agreement 

• Discussion for Field 55 support and subsequent sizing/timing 

Authentication Strategy Acquirers Visa Confidential 26 
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Additional authentication embodiments 

I. Card Verification 

Currently, thieves can "skim" a card, by copying the data on the magnetic stripe of the 
card. A payment processing organization can support different technologies that stop 
this. Two magnetic stripes on two cards can have identical information, but they would 
be different in certain physical aspects, which might be called a fingerprint or DNA of the 
magnetic structure. A copied or skimmed card would have a different fingerprint. Thus, 
when cards are initially made, the fingerprint of the magnetic stripe will be determined, 
and stored in a database along with the account number, for later verification. 

There are currently two products supporting this magnetic stripe fingerprint with two 
different algorithms. The reading of the fingerprint of a card according to such an 
algorithm is done by the POS card reader. Two companies that are making these are 
Magtek and Semtek. 

An embodiment of the invention is to make both of these systems practical, by supporting 
both. A different ID is assigned to the two types of algorithms, so that when a card is 
read and the information is sent to VisaNet, the back-end processor will be able to see 
which algorithm was used from the ID, or if no algorithm was used. 

Another card verification technology comes from QSecure. It has a dynamic CVV 
number on the card, by putting a chip under the card stripe which can change the number. 
In addition, the entire number is not sent, but information from which the full number can 
be determined. For example, 106 might be represented by 6. A payment processing 
organization can also support this, using an ID from the card (not the reader) to identify 
that this system is used. 

In this example, the system would accept information from either the Magtek or Semtek 
card readers, or the QSecure cards, with each assigned an ID to tell them apart. Thus, for 
example, a payment processing organization might use IDs like these: 

01 - Magtek 

02- Semtek 

03 - QSecure 

2. Backend confidence assessment. The backend processor will determine whether a 
card transaction meets a desired confidence threshold of likely validity. For example, if 
one of the 3 card verifications above is present, and there has not been any recent 
suspicious transactions with the card, it will be considered valid. If an old (legacy) card 
and reader is used, with none of the 3 card protections described above, and there has 

IPR2025-01149 
Apple EX1009 Page 89



been recent suspicious activity, (1) a dynamic challenge (query) can be done of the user 
before approval, and/or (2) the cardholder can be notified. 

Also, in the above example, one algorithm could be more reliable than the other. On the 
back end, algorithms can be evaluated. For example, one algorithm may have 90% 
reliability and another algorithm may have 70% reliability. There are a number of 
reasons why different algorithms may have different levels of reliability. For example, 
depending on the sensitivity of the terminal, depending on the way that the card is 
swiped, and depending on the aging of the card, some algorithms may be able to handle 
data more precisely. 

Illustratively, McDonalds may have a relationship with Veriphone-Magtek and Taco Bell 
may have a relationship with Igenico-Semtek. They have different algorithms. Each one 
delivers two sets of data using two different algorithms. When they come back to a 
payment processing organization such as Visa, it may identify data as originating from a 
Serntek algorithm, and/or from Magtek algorithm. Weight can be put on the algorithms 
so that a confidence level can be determined. 

Dynamic Magstripe Card Verification Value Algorithm 

In some embodiments, an algorithm can vary on the card and an algorithm can vary on 
the terminal. There may be one technology on the card and another technology on the 
terminal. To conduct fraudulent activity, one must figure out the technology of the card 
and the technology of the terminal. Here is an example: 

Terminal 1 

Card 1 - magstripe characteristic 1 
Algorithm 1 - DNA algorithm 1 
Account number 

Terminal 2 

Card 2 - rnagstripe characteristic 2 
Algorithm 2 - DNA algorithm 2 
Account number 

A back end server may determine that it is received various algorithms. Conflict 
resolution can take place to determine which algorithm is more reliable. 

One may also verify the cardholder using embodiments of the invention. One could ask 
the cardholder for his PIN. However, someone can see the cardholder entering the PIN 
and <;:an get the PIN. The problem with this is that PIN data are static. The data that are 
used in embodiments of the invention are preferably dynamic. A challenge response, as 
described above is a way that the question can be dynamic. For example, if one is using a 
gas pump, the issuer or payment processing organization may ask the cardholder for his 
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zip code. Different questions may be asked and the answers to the questions may be 
dynamic (e.g., a different answer to the same question such as "Where are you now?"). 

If one uses a card that does not have any of the above noted features (high tech 
algorithms), then a first line of defense would be to ask the cardholder for his four digit 
PIN. If the payment processing organization or issuer sees that the cardholder is using a 
card that is very well proven and that he is buying at a merchant that his normally buys 
at, and he is using a high tech terminal, then challenge questions may not be necessary. 

One may come up with a probability. If the threshold is met, one does not need a 
challenge response. A challenge response may be appropriate ifhe does not meet the 
threshold. 

In embodiments of the invention, the issuer or payment processing organization can 
indicate that a transaction is accepted, or denied, or that it needs more information to 
make a decision. For example, a customer may be a B of A customer who is in New 
York. The payment processing organization knows he is in New York, since the 
organization has seen the bills. The organization can ask about the hotel that the 
customer is staying at. The cardholder is most likely going to remember his hotel. This 
source of data is continuous and free for the processing organization. Note that the 
question "What hotel are you staying at?" is dynamic and has a different answer each 
time. 

There may also be first transaction scoring. A first amount of data can be collected 
which will illustrate buying behavior. If this is the holder's first card, and he lives in San 
Francisco, and the first transaction is a jewelry purchase, then the holder is flagged in 
terms of his buying pattern. It does not mean that the transaction is rejected. The system 
knows the holder's history, and there are different categories of questions depending on 
the history. For example, questions may vary depending on how long he has been a 
cardholder. At the beginning of the relationship, the questions to the holder may be 
different than 4 months into the relationship between the cardholder and the issuer. The 
longer that the holder is in the relationship, the more the issuer and payment processing 
organization know about the holder's behavior. Challenges may also be location based if 
a GPS, merchant identifier, or some other location system is used. 

Another component may include notification. The idea is to deliver a message back to 
the cardholder, based on a specific profile of the transaction. By using the notification 
channel, the issuer or processing organization can provide the holder with a challenge 
question. 

One could use a "brute force" technique, by asking questions all of the time. However, 
this involves more time, cost, and inconvenience. By using embodiments of the 
invention, questions can be asked to holders to minimize this to 0.1 % of transactions. 

Cardholders could provide their own questions to the issuer or payment processing 
organization, or merchants may set their own challenge questions. For example, each 
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time a plasma TV is purchased, the merchant may request that additional authentication 
questions be asked to the consumer. 
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