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Description
RELATED APPLICATIONS

[0001] This application claims the priority benefit of
commonly assigned U.S. Provisional Application No.
61/619,095, filed April 2, 2012, entitled "Method and Sys-
tem for Processing Mobile Payments for Devices Without
Secure Elements"; U.S. Provisional Application No.
61/639,248, filed April 18, 2012, entitled "Method and
System for Processing Mobile Payments by Provisioning
Credentials to Mobile Devices Without Secure Ele-
ments"; U.S. Provisional Application No. 61/735,383,
filed December 10, 2012, entitled "Systems and Methods
for Processing Mobile Payments by Provisioning Cre-
dentials to Mobile Devices Without Secure Elements,"
by Mehdi Collinge et al.; U.S. Provisional Application No.
61/762,098, filed February 7, 2013, entitled "Systems
and Methods for Processing Mobile Payments by Provi-
sioning Credentials to Mobile Devices Without Secure
Elements," by Mehdi Collinge et al.; and U.S. Patent Ap-
plication No. 13/827,042, filed March 14, 2013, entitled
"Systems and Methods for Processing Mobile Payments
by Provisioning Credentials to Mobile Devices Without
Secure Elements," by Mehdi Collinge et al..

FIELD

[0002] The present disclosure relates to provisioning
of payment credentials to a mobile device lacking a se-
cure element, specifically the provisioning and storage
of payment credentials for use in conducting a near field
financial transaction using a mobile device lacking a se-
cure element.

BACKGROUND

[0003] Advances in both mobile and communication
technologies have created tremendous opportunities,
one of which is providing user of mobile computing de-
vices the ability to initiate payment transactions using
their mobile device. One such approach to enable mobile
devices to conduct payment transactions has been the
use of near field communication (NFC) technology to se-
curely transmit payment information to a nearby contact-
less point-of-sale terminal. In order to achieve this, mo-
bile phones with secure element hardware (e.g., a Se-
cure Element chip) are used to securely store payment
account credentials, such as credit card credentials.
[0004] However, not all mobile devices have secure
elements. Furthermore, some issuers may not have ac-
cess to a secure element on a mobile device, even if the
mobile device has one available. As a result, a consumer
who has a NFC-capable mobile device may not be able
to use their device to conduct payment transactions if
their mobile device lacks a secure element, and even in
some cases where their mobile device has a secure el-
ement.
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[0005] Thus, there is a need for a technical solution to
enable a mobile device lacking a secure element to con-
duct contactless payment transactions.

[0006] US2008040285 discloses a method and appa-
ratus for conducting a secure transaction involving gen-
eration of a dynamic authentication code on a mobile
device, based on secret data which does not identify an
account. The authentication code and financial account
identifying information are transmitted to a validating en-
tity, which shares information about the secret data, to
authorize the transaction.

SUMMARY

[0007] The present disclosure provides a description
of a systems and methods for the provisioning of payment
credentials to mobile devices lacking secure elements
for use in mobile payment transactions.

[0008] According to independent claim 1, there is pro-
vided a method for generating and provisioning payment
credentials to a mobile device lacking a secure element,
comprising: generating, by a processing device of a re-
mote system, a card profile associated with a payment
account, wherein the card profile includes at least pay-
ment credentials corresponding to the associated pay-
ment account and a profile identifier; provisioning, by the
remote system, to a mobile device, the generated card
profile; receiving, by the remote system, from the mobile
device, a key request, wherein the key request includes
atleasta mobile personal identification number, PIN, and
the profile identifier; in response to receiving the key re-
quest from the mobile device, determining, by an authen-
tication device of the remote system, whether the mobile
PIN is authentic; based on the determination of authen-
ticity of the mobile PIN generating, by the processing
device of the remote system, a single use key, wherein
(i) the single use key is configured to be used one time,
by the mobile device, to generate a payment cryptogram
valid for a single financial transaction and (ii) the single
use key includes at least the profile identifier, an appli-
cation transaction counter, and a generating key; and
transmitting, by a transmitting device of the remote sys-
tem, the generated single use key to the mobile device,
wherein the mobile device lacks a secure element.
[0009] According to independent claim 7, there is pro-
vided a method for generating a payment cryptogram in
a mobile device lacking a secure element, comprising:
receiving, by a receiving device of the mobile device, a
card profile from a remote system, wherein the card pro-
file includes at least payment credentials corresponding
to a payment account and a profile identifier; receiving,
by aninputdevice of the mobile device, a mobile personal
identification number, PIN, input by a user of the mobile
device; transmitting, by a transmitting device of the mo-
bile device, a key request to the remote system, wherein
the key request includes at least the profile identifier and
a mobile personal identification number, PIN, wherein
said key request causes said remote device to generate
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a single use key; receiving, by the receiving device of the
mobile device, the single use key from the remote sys-
tem, wherein the single use key (i) is configured to be
used one time, by the mobile device, to generate a pay-
ment cryptogram valid for a single financial transaction
and (ii) the single use key includes at least an application
transaction counter, a generating key, and the profile
identifier; generating, by a processing device of the mo-
bile device, the payment cryptogram valid for the single
financial transaction based on atleast the received single
use key and the mobile PIN; and transmitting, by the mo-
bile device, via near field communication, at least the
payment credentials and the generated payment crypto-
gram to a point-of-sale terminal for use in a financial
transaction.

[0010] Anothermethod forgenerating and provisioning
payment credentials to a mobile device lacking a secure
element includes: storing, in a database, at least a stor-
age key, a plurality of dynamic card validation code keys,
and an application transaction counter associated with a
mobile application program; provisioning, to the mobile
device, at least the storage key, an authentication com-
ponent, and static payment credentials, wherein the stat-
ic payment credentials are associated with a payment
account; receiving, from a mobile device, a chip authen-
tication program (CAP) token; validating, by a validation
device, the authenticity of the received CAP token; gen-
erating, by a processing device, a session key unpredict-
able number (KSy); generating, by the processing de-
vice, a cloud unpredictable number (UN¢ op); identify-
ing, by the processing device, an encrypted payload
based on a derived dynamic card validation code key
(KDcyc3), wherein the encrypted payload includes at
least a dynamic card validation code key of the plurality
of dynamic card validation code keys, the KS,, and the
application transaction counter; transmitting, by a trans-
mitting device, the encrypted payload to the mobile de-
vice for use in generating a dynamic card validation code
for use in a financial transaction; and transmitting, by the
transmitting device, at least the KSUN, UN¢| oyp, and
application transaction counter to an issuer associated
with the payment account for use in validating the gen-
erated dynamic card validation code used in the financial
transaction.

[0011] A method for generating a dynamic card vali-
dation code in a mobile device lacking a secure element
includes: receiving, by a receiving device, at least a stor-
age key, an authentication component, and static pay-
ment credentials; receiving, by an input device, at least
one additional credential; generating, by a processing
device, a chip authentication program (CAP) token,
wherein the CAP token is based on at least the authen-
tication component and the at least one additional cre-
dential; transmitting, by a transmitting device, the gener-
ated CAP token; receiving, by the receiving device, an
encrypted payload, wherein the encrypted payload in-
cludes at least a supplied dynamic card validation code,
session key unpredictable number, and application
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transaction counter; decrypting, by the processing de-
vice, the encrypted payload using at least the received
storage key; receiving, via near field communication, a
reader unpredictable number from a point-of-sale termi-
nal; generating, by the processing device, a payment dy-
namic card validation code based on atleast the supplied
dynamic card validation code, the session key unpredict-
able number, the application transaction counter, and the
reader unpredictable number; and transmitting, via near
field communication, the generated payment dynamic
card validation code and the application transaction
counter to the point-of-sale terminal for including in an
authorization request for a financial transaction.

[0012] Accordingtoindependentclaim 14, thereis pro-
vided a system for generating and provisioning payment
credentials to a mobile device lacking a secure element,
comprising: a transmitting device of a remote system; a
processing device, of the remote system configured to
generate a card profile associated with a payment ac-
count, wherein the card profile includes at least payment
credentials corresponding to the associated payment ac-
count and a profile identifier; a provisioning device, of the
remote system, configured to provision, to a mobile de-
vice lacking a secure element, the generated card profile;
a receiving device, of the remote system, configured to
receive, from the mobile device, a key request, wherein
the key request includes at least a mobile personal iden-
tification number, PIN, and the profile identifier; and an
authentication device, of the remote system, configured
to authenticate the mobile PIN in response to receiving
the key request, wherein the processing device, of the
remote system, is further configured to generate a single
use key on a basis of mobile PIN authenticity, wherein
the single use key (i) is configured to be used one time,
by the mobile device, to generate a payment cryptogram
valid for a single financial transaction and (ii) includes at
least the profile identifier, an application transaction
counter, and a generating key for use in generating the
payment cryptogram valid for the single financial trans-
action, and the transmitting device, of the remote system,
is configured to transmit the generated single use key to
the mobile device.

[0013] Accordingtoindependentclaim 19, there is pro-
vided a system for generating a payment cryptogram in
a mobile device lacking a secure element, comprising: a
processing device, of the mobile device; a receiving de-
vice, of the mobile device, configured to receive a card
profile from a remote system, wherein the card profile
includes at least payment credentials corresponding to
a payment account and a profile identifier; an input de-
vice, of the mobile device, configured to receive a mobile
personal identification number, PIN, input by a user of
the mobile device; and a transmitting device, of the mo-
bile device, configured to transmit a key request to the
remote system, wherein the key request (i) includes at
least the profile identifier and a mobile personal identifi-
cation number, PIN, and (ii) causes said remote device
to generate a single use key, wherein the receiving de-
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vice, of the mobile device, is further configured to receive
the single use key from the remote system, wherein the
single use key (i) is configured to be used one time, by
the mobile device, to generate a payment cryptogram
valid for a single financial transaction and (ii) the single
use key includes at least an application transaction coun-
ter, a generating key, and the profile identifier, the
processing device, of the mobile device, is configured to
generate the payment cryptogram valid for the single fi-
nancial transaction based on at least the received single
use key and the mobile PIN, and the transmitting device,
of the mobile device, is further configured to transmit, via
near field communication, at least the payment creden-
tials and the generated payment cryptogram to a point-
of-sale terminal for use in a financial transaction.

[0014] Another system for generating and provisioning
payment credentials to a mobile device lacking a secure
element includes a database, a provisioning device, a
receiving device, a processing device, and a transmitting
device. The database is configured to store at least a
storage key, a plurality of dynamic card validation code
keys, and an application transaction counter associated
with a mobile application program. The provisioning de-
vice is configured to provision, to the mobile device, at
least the storage key, an authentication component, and
static payment credentials, wherein the static payment
credentials are associated with a payment account. The
receiving device is configured to receive, from a mobile
device, a chip authentication program (CAP) token. The
processing device is configured to: validate the authen-
ticity of the received CAP token; generate a session key
unpredictable number (KS,y); generate a cloud unpre-
dictable number (UN¢ oyp); and identify an encrypted
payload based on a derived dynamic card validation code
key (KDcyc3), wherein the encrypted payload includes
atleasta dynamic card validation code key of the plurality
of dynamic card validation code keys, the KS, and the
application transaction counter. The transmitting device
is configured to: transmit the encrypted payload to the
mobile device for use in generating a dynamic card val-
idation code for use in a financial transaction; and trans-
mit at least the KSUN, UN¢ o p, and application trans-
action counter to an issuer associated with the payment
account for use in validating the generated dynamic card
validation code used in the financial transaction.

[0015] A system for generating a dynamic card valida-
tion code in a mobile device lacking a secure element
includes areceiving device, an input device, a processing
device, and a transmitting device. The receiving device
is configured to receive at least a storage key, an authen-
tication component, and static payment credentials. The
input device is configured to receive at least one addi-
tional credential. The processing device is configured to
generate a chip authentication program (CAP) token,
wherein the CAP token is based on at least the authen-
tication component and the at least one additional cre-
dential. The transmitting device is configured to transmit
the generated CAP token. The receiving device is further
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configured to receive an encrypted payload, wherein the
encrypted payload includes at least a supplied dynamic
card validation code, session key unpredictable number,
and application transaction counter. The processing de-
vice is further configured to decrypt the encrypted pay-
load using at least the received storage key. The receiv-
ing device is further configured to receive, via near field
communication, a reader unpredictable number from a
point-of-sale terminal. The processing device is further
configured to generate a payment dynamic card valida-
tion code based on at least the supplied dynamic card
validation code, the session key unpredictable number,
the application transaction counter, and the reader un-
predictable number. The transmitting device is further
configured to transmit, via near field communication, the
generated payment dynamic card validation code and
the application transaction counter to the point-of-sale
terminal for including in an authorization request for a
financial transaction.

[0016] The embodiments and/or examples disclosed
in the following description which are not covered by the
appended claims are considered as not being part of the
present invention.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0017] The scope of the present disclosure is best un-
derstood from the following detailed description of exem-
plary embodiments when read in conjunction with the
accompanying drawings. Included in the drawings are
the following figures:

FIG. 1 is a high level diagram illustrating a system
for generating and provisioning payment credentials
to amobile device in accordance with exemplary em-
bodiments.

FIG. 2 is a block diagram illustrating the payment
token payload of the system of FIG. 1 in accordance
with exemplary embodiments.

FIG. 3 is a high level diagram illustrating an alterna-
tive system for provisioning payment credentials to
a mobile device in accordance with exemplary em-
bodiments.

FIG. 4 is a diagram illustrating a method for dual
channel communication for use in the system of FIG.
1 in accordance with exemplary embodiments.
FIG. 5 is a flow chart illustrating the experience of a
user of the mobile device of the system of FIG. 1 in
accordance with exemplary embodiments.

FIG. 6 is a high level diagram illustrating methods
for provisioning payment credentials to a mobile de-
vice and generating a payment cryptogram in ac-
cordance with exemplary embodiments.

FIG. 7 is a high level diagram illustrating methods
for provisioning payment credentials to a mobile de-
vice and generating a dynamic card validation code
in accordance with exemplary embodiments.

FIG. 8 is a flow diagram illustrating a method for reg-
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istration of a mobile device for use in the system of
FIG. 1 in accordance with exemplary embodiments.
FIG. 9 is a flow diagram illustrating a method for the
initialization of a mobile application program on the
mobile device of the system of FIG. 1 in accordance
with exemplary embodiments.

FIG. 10 is a flow diagram illustrating a method for
remote management of the mobile application pro-
gram of the mobile device in accordance with exem-
plary embodiments.

FIG. 11 is a flow diagram illustrating a method for
the delivery of a card profile to the mobile device of
the system of FIG. 1 in accordance with exemplary
embodiments.

FIG. 12 is a flow diagram illustrating a method for
the delivery of a single use key to the mobile device
ofthe system of FIG. 1 in accordance with exemplary
embodiments.

FIG. 13 is a flow diagram illustrating a method for
managing the mobile application program following
the update of amobile personal identification number
of the mobile device of the system of FIG. 1 in ac-
cordance with exemplary embodiments.

FIG. 14 is a flow diagram illustrating a method for
conducting a payment transaction using the mobile
device of the system of FIG. 1 in accordance with
exemplary embodiments.

FIG. 15is aflow chartillustrating an exemplary meth-
od for generating and provisioning payment creden-
tials to a mobile device lacking a secure element in
accordance with exemplary embodiments.

FIG. 16isaflow chartillustrating an exemplary meth-
od for generating a payment cryptogram in a mobile
device lacking a secure element in accordance with
exemplary embodiments.

FIG. 17isaflow chartillustrating an alternative meth-
od for generating and provisioning payment creden-
tials to a mobile device lacking a secure element in
accordance with exemplary embodiments.

FIG. 18isaflow chartillustrating an exemplary meth-
od for generating a dynamic card validation code in
a mobile device lacking a secure element in accord-
ance with exemplary embodiments.

FIG. 19 is a block diagram illustrating a computer
system architecture in accordance with exemplary
embodiments.

[0018] Further areas of applicability of the present dis-
closure will become apparent from the detailed descrip-
tion provided hereinafter. It should be understood that
the detailed description of exemplary embodiments are
intended for illustration purposes only and are, therefore,
not intended to necessarily limit the scope of the disclo-
sure.
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DETAILED DESCRIPTION

Definition of Terms

[0019] Payment Network - A system or network used
for the transfer of money via the use of cash-substitutes.
Payment networks may use a variety of different proto-
cols and procedures in order to process the transfer of
money for various types of transactions. Transactions
that may be performed via a payment network may in-
clude product or service purchases, credit purchases,
debit transactions, fund transfers, account withdrawals,
etc. Payment networks may be configured to perform
transactions via cash-substitutes, which may include
payment cards, letters of credit, checks, financial ac-
counts, etc. Examples of networks or systems configured
to perform as payment networks include those operated
by MasterCard®, VISA®, Discover®, American Ex-
press®, etc.

[0020] PaymentAccount- Afinancial accountthatmay
be used to fund a transaction, such as a checking ac-
count, savings account, credit account, virtual payment
account, etc. A paymentaccount may be associated with
an entity, which may include a person, family, company,
corporation, governmental entity, etc. In some instances,
a payment account may be virtual, such as those ac-
counts operated by PayPal®, etc.

[0021] Payment Card - A card or data associated with
a payment account that may be provided to a merchant
in order to fund a financial transaction via the associated
payment account. Payment cards may include credit
cards, debit cards, charge cards, stored-value cards, pre-
paid cards, fleet cards, virtual payment numbers, virtual
card numbers, controlled payment numbers, etc. A pay-
ment card may be a physical card that may be provided
to a merchant, or may be data representing the associ-
ated payment account (e.g., as stored in a communica-
tion device, such as a smart phone or computer). For
example, in some instances, data including a payment
account number may be considered a payment card for
the processing of a transaction funded by the associated
payment account. In some instances, a check may be
considered a payment card where applicable.

System for Generating and Provisioning Payment Cre-
dentials

[0022] FIG. 1is adiagram illustrating a system 100 for
the generating and provisioning of payment credentials
to a mobile device lacking a secure element.

[0023] The system 100 may include a user 102. The
user 102 may possess a mobile device 104. The mobile
device 104 may be any type of mobile computing device
suitable for performing the functions as disclosed herein,
such as a cellular phone, smart phone, tablet computer,
personal digital assistant, etc. In an exemplary embodi-
ment, the mobile device 104 may not include a secure
element.
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[0024] The mobile device 104 may include a mobile
payment application 106, which may be an application
program stored in data storage of the mobile device 104
and executed by a processor included in the mobile de-
vice 104. The mobile payment application 106 may be
configured to receive and store payment credentials and
conduct payment transactions via near field communica-
tion without the use of a secure element, as discussed
in more detail herein.

[0025] Theuser 102 may have a payment account with
an issuer 108, such as a credit card account. The user
102 may desire to use their mobile device 104 to conduct
payment transactions using their payment account with
the issuer 108 for funding of the transactions. Payment
credentials corresponding to the payment account may
be stored by a remote-SE (remote-secure element) sys-
tem 110 for provisioning to the mobile device 104. The
remote-SE system 110 may include at least a payment
credentials management service 112 and a remote no-
tification server 114, each of which are discussed in more
detail below.

[0026] The remote-SE system 110 may build a pay-
ment token payload in order to provision the payment
credentials to the mobile device 104 for use in a payment
transaction. The payment token payload (PTP) may be
a container used to carry payment credentials from the
remote-SE system 100 to the mobile payment application
106 in the mobile device 104. The paymenttoken payload
may include a card profile 116 and a single use key 118,
discussed in more detail below. The card profile 116 may
include the payment credentials, and the single use key
118 may be a single use (e.g., one-time use) key used
to generate a payment cryptogram valid for a single pay-
ment transaction. In some embodiments, the remote-SE
system 110 and the mobile device 104 may communicate
using dual channel communication, discussed in more
detail below.

[0027] The mobile device 104 may be further config-
ured to transmit a generated payment cryptogram and
payment credentials to a point-of-sale terminal 120 at a
merchant. The point-of-sale terminal 120 may be any
type of point-of-sale terminal or device suitable for re-
ceiving payment credentials via near field communica-
tion (NFC). Suitable methods and protocols for the se-
cure transmission of information via NFC will be apparent
to persons having skill in the relevant art. The point-of-
saleterminal 120 may transmit the received payment cre-
dentials and other transaction information (e.g., transac-
tion amount, product details, etc.) to an acquirer 122,
such as an acquiring bank.

[0028] The acquirer 122 may submit an authorization
request for the payment transaction to a payment net-
work 124. The payment network 124 may be configured
to process the authorization request, such as by querying
the issuer 108 for approval of the payment transaction
(e.g., based on funds or credits in the payment account).
The payment network 124 may then submit an authori-
zation response to the acquirer 122 and/or the merchant,
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who may then finalize the payment transaction with the
user 102. Methods and systems suitable for the process-
ing of a financial transaction will be apparent to persons
having skill in the relevant art.

[0029] The system 100 and the use of the payment
token payload may enable the user 102 to use the mobile
device 104 to conduct NFC payment transactions without
the use of a secure element.

Payment Token Payload

[0030] FIG. 2 is a diagram illustrating the payment to-
ken payload provisioned to the mobile device 104 in ad-
ditional detail.

[0031] As discussed above, the payment token pay-
load may include the card profile 116 and the single use
key 118. The card profile 116 may include payment cre-
dentials provisioned to the mobile payment application
106 by the remote-SE system for use in conducting pay-
ment transactions. The payment credentials included in
the card profile 116 may include common payment cre-
dentials 202, magnetic stripe (mag stripe) payment cre-
dentials 204, and m/chip payment credentials 206.
[0032] The common payment credentials 202 may in-
clude all data elements common to any type of payment
transactions, such as both mag stripe and m/chip pay-
ment transactions. Such data elements may include pay-
ment account number, tracking data, and card layout de-
scription data. The mag stripe payment credentials 204
may include data elements specific to mag stripe trans-
actions, such as the number of digits in an application
transaction counter and a bitmap for an unpredictable
number and the application transaction counter. The
m/chip payment credentials 206 may include data ele-
ments specific to m/chip payment transactions, such as
issuer action codes, risk management data, and offline
data authentication object lists. In some embodiments,
the mag stripe payment credentials 204 may be manda-
tory in the card profile 116 and the m/chip payment cre-
dentials 206 may be optional.

[0033] Thesingle use key 118 may be a paymenttoken
used one time to generate a payment cryptogram to be
used in a payment transaction. The single use key may
include an application transaction counter (ATC) and a
generating key 208. The application transaction counter
may be a count of transactions used for fraud manage-
ment and authentication as will be apparent to persons
having skill in the relevant art. The generating key 208
may be a key used to generate a payment cryptogram
used in a financial transaction. In one embodiment, the
generating key 208 may generate a dynamic card vali-
dation code (CVC3) or an application cryptogram (AC).
In a further embodiment, the application cryptogram may
be optional.

[0034] The single use key 118 may also include an
identifier used to identify the card profile 116 to which it
corresponds to. In some embodiments, the single use
key 118 may be protected based on a mobile personal
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identification number (PIN) value. In such an embodi-
ment, the user 102 may provide a mobile PIN for authen-
tication. If the mobile PIN provided is incorrect, an incor-
rect value of the single use key may be used by the mobile
payment application 106. In such an instance, the issuer
108 will not authorize the payment transaction. Such an
embodiment may result in additional security for the user
102, the issuer 108, and the merchant involved in the
payment transaction.

Alternative System for Generating and Provisioning Pay-
ment Credentials

[0035] FIG. 3 illustrates an alternative system 300 for
generating and provisioning payment credentials to the
mobile device 104 lacking a secure element.

[0036] In the system 300, the mobile device 104 may
include the mobile payment application 106. The mobile
device 104 may also include storage 304, such as a da-
tabase. The remote-SE system 110 may include a cloud
system 302. The cloud system 302 may store keys, pay-
ment credentials, and an application transaction counter,
which may be provisioned from the cloud system 302 to
the mobile device 104 and stored in the storage 304.
[0037] The mobile device 104 may generate a chip au-
thentication program (CAP) token. The generation and
use of CAP tokens will be apparent to persons having
skill in the relevant art. The mobile device 104 may trans-
mit the generated CAP token to the cloud system 302.
The cloud system 302 may then authenticate (e.g., val-
idate) the CAP token, such as by using a CAP token
validation system as will be apparent to persons having
skill in the relevant art. The cloud system 302 may then
generate unpredictable numbers, and may generate an
encrypted payload including a derived dynamic card val-
idation code key (KD¢\,c3) and the generated unpredict-
able number. The cloud system 302 may also transmit
at least some of the information to the issuer 108. The
issuer 108 may store the received informationinan issuer
database 310.

[0038] The encrypted payload may be transmitted to
the mobile device 104, which may decrypt the payload
and then generate a dynamic card validation code based
on the information included in the encrypted payload and
stored payment credentials. The user 102 may shop at
a merchant 306, and, when goods or services have been
selected for purchase, may transmit the payment cre-
dentials and dynamic card validation code from the mo-
bile device 104 to the point-of-sale terminal 120. The
point-of-sale terminal 120 may transmit the information
and relevant transaction information to the acquirer 122.
[0039] An acquirer processing server 312 may receive
the information at the acquirer 122 and may generate
and submit an authorization request for the financial
transaction including the payment credentials and dy-
namic card validation code to the payment network 124.
The payment network 124 may forward relevant informa-
tion to the issuer 108 for authorization of the transaction
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for a specific transaction amount. The issuer 108 may
include an issuer processing server 308. The issuer
processing server 308 may authenticate the dynamic
card validation code based on the information stored in
the issuer database 310 and received from the cloud sys-
tem 302. The issuer 108 may then, based on the authen-
tication, approve or deny the payment transaction.
[0040] The issuer 108 may submit a response to the
payment network 124, which may then submit an author-
ization response to the acquirer 122. The acquirer may
inform the merchant 306 of the results of the authoriza-
tion, who may then finalize the transaction with the card-
holder 102. Methods for provisioning payment creden-
tials to the mobile device 104 and for processing a pay-
ment transaction via the mobile device 104 are discussed
in more detail below.

Dual Channel Communication

[0041] FIG. 4 illustrates a method for dual channel
communication for use in the system 100 of FIG. 1 for
communication between the mobile device 104 and the
remote-SE system 110. Dual channel communication
may enable the mobile device 104 and the remote-SE
system 110 to communicate using multiple protocols,
which may allow for faster and/or more secure transmis-
sions between the two systems.

[0042] Dualchannelcommunication mayinclude using
remote notification 402 as a first channel, and mutual
authentication 404 as a second channel. Remote notifi-
cation 402 may be performed between the remote noti-
fication service 114 and the mobile device 104. In some
embodiments, the payment credentials management
service 112 may generate information, such as the single
use key 118, to be provided to the mobile payment ap-
plication 106. The payment credentials management
service 112 may generate a message including the single
use key encrypted with a random key to be provided and
may encrypt the message using the mobile key.

[0043] The remote notification service 114 may then
transmit the message to the mobile device 104 using
remote notification. The mobile device 104 may provide
the message to the mobile payment application 106,
which may then decrypt the message using the shared
mobile key, and then may decrypt the encrypted single
use key with the random key, and thus use the single
use key in a payment transaction. Methods for transmis-
sion of message using remote notification will be appar-
ent to persons having skill in the relevant art.

[0044] Mutual authentication 404 may be used in in-
stances where additional security may be desired, such
as in forming an initial connection between the mobile
device 104 and the remote-SE system 110. The mutual
authentication 404 may use SSL/TLS communication to
authenticate the remote-SE system 110 to the mobile
device 104, and may use an authentication code, dis-
cussed in more detail below, to authenticate the mobile
device 104 to the remote-SE system 110. In such an
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instance, the authentication of both systems to the other
provides the mutual authentication and additional secu-
rity.

[0045] SSL/TLS communication is a standard method
of communication as will be apparent to persons having
skill in the relevant art. The authentication code may be
a hash computed over a set of data known by both the
remote-SE system 110 and the mobile device 104. For
example, the authentication code may be computed over
a unique identifier defined by the remote-SE system 110
to uniquely identify the mobile device 104, which may be
provided to the mobile payment application 106 during
initialization, discussed in more detail below. In an ex-
emplary embodiment, the authentication code may be
based on, in part, a session identifier. The session iden-
tifier may be transmitted from the remote-SE system 110
to the mobile device 104 using remote notification 402.
In a further embodiment, the session identifier may be
encrypted (e.g., using the mobile key). In such an em-
bodiment, the mobile key may be used to decrypt the
session identifier to be used to build the authentication
code to be used for the mutual authentication 404.
[0046] The mobile device 104 and the remote-SE sys-
tem 110 may both include the mobile key to be used as
a shared key for the encrypting and decrypting of mes-
sages transmitted via remote notification. The mobile
payment application 106 may also include a local storage
encryption key. The local storage encryption key may be
generated by the mobile payment application 106 and
used to provide the storage 304 as an encrypted local
database. The storage 304 may then store the shared
mobile key, received payment credentials, and any ad-
ditional information in the mobile device 104 to prevent
unauthorized access.

Initialization and Use of the Mobile Payment Application

[0047] FIG. 5illustrates a method 500 for the initializa-
tion and use of the mobile payment application 106 in
the mobile device 104.

[0048] In step 502, the user 102 may register with the
remote-SE system 110 to use the mobile device 104 for
contactless payment transactions. The user 102 may
register with the remote-SE system 110 using the mobile
device 104 or another computing device, such as a desk-
top computer. Registration may be performed via a web
browser, application program, or any other suitable meth-
od as will be apparent to persons having skill in the rel-
evant art. As part of the registration, the user 102 may
provide accountinformation for the payment account with
which the user 102 wants to use for payment transactions
using the mobile device 104. The user 102 may receive
an activation code and may also identify and/or receive
a unique identifier used to identify the user 102.

[0049] In step 504, the user 102 may install the mobile
payment application 106 on the mobile device 104. Meth-
ods for installing application programs on a mobile device
will be apparent to persons having skill in the relevant art
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and may include using a web browser or application pro-
gram on the mobile device 104 to identify and download
the mobile payment application 106. It will also be ap-
parent to persons having skill in the relevant art that step
504 may be performed before or concurrently with step
502.

[0050] Instep 506, the user 102 may initialize/activate
the mobile payment application 106. The user 102 may
enter the activation code received in step 502 into the
mobile payment application 106. The mobile payment
application 106 may then communicate with the remote-
SE system 110 and may receive the shared mobile key.
The mobile payment application 106 may also generate
the local storage encryption key and encrypt the storage
304 to create the local encrypted database.

[0051] In step 508, the remote-SE system 110 may
transmit the card profile 116 to the mobile device 104. In
one embodiment, the mobile device 104 may receive a
remote notification message to notify the user 102 that
the mobile payment application 106 must connect with
the remote-SE system 110 using mutual authentication
404. Once connected, the remote-SE system 110 may
then transmit the card profile including payment creden-
tials for the account specified by the user 102 in step 502,
which may then be stored by the mobile payment appli-
cation 106 in the local encrypted database 304.

[0052] In step 510, the remote-SE system 110 may
transmit a single use key 118 to the mobile payment ap-
plication 106. In some embodiments, the transmission
may be performed using mutual authentication 404 in the
same process performed in step 510. In some embodi-
ments, steps 508 and 510 may be combined in a single
step, such that the remote-SE system may transmit both
the card profile 116 and a single use key 118 to the mobile
payment application 106 in a single or consecutive trans-
actions.

[0053] Instep512,the mobile device 104 may conduct
a contactless/NFC payment transaction using the mobile
payment application 106 and the single use key 118. The
mobile payment application 106 may generate a payment
cryptogram, discussed in more detail below, and may
transmit the generated cryptogram and payment creden-
tials to a point-of-sale terminal 120. Methods for trans-
mitting payment credentials and a payment cryptogram
to a point-of-sale terminal 120 via NFC will be apparent
to persons having skill in the relevant art.

[0054] Instep 514, the mobile paymentapplication 106
may identify ifthere are any single use keys 118 available
for use in subsequent payment transactions. If there are
additional keys 118 available for use, then the method
500 may return to step 512 where additional payment
transactions may be conducted with the remaining single
use key(s) 118. If there are no single use keys 118 re-
maining, then, the method 500 may return to step 510
where connection may be made with the remote-SE sys-
tem 110 and a new single use key 118 provisioned to the
mobile device 104.
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Method for Provisioning Payment Credentials and Gen-
erating a Payment Cryptogram

[0055] FIG. 6 illustrates a more detailed version of the
system 100 and illustrates the process by which payment
credentials may be generated and provisioned to the mo-
bile device 104 and the mobile device 104 used to con-
duct a contactless payment transaction without the use
of a secure element.

[0056] The user 102 may register with the remote-SE
system 110. The remote-SE system 110 may store the
user registration information (e.g., payment account in-
formation)in adatabase 602 and may return an activation
code to the user 102. The user 102 may then install the
mobile payment application 106 on the mobile device
104 and activate the mobile payment application 106 us-
ing the activation code. As part of the activation, the re-
mote-SE system 110 may transmit a shared mobile key
604 to the mobile payment application 106. The mobile
payment application 106 may also generate a local stor-
age encryption key and may encrypt the storage 304 on
the mobile device 104. The mobile key 604 may be stored
in the local encrypted database 304.

[0057] The payment credentials management
service112 may store the shared mobile key 604 in the
database 602. The payment credentials management
service 112 may also identify payment credentials cor-
responding to the paymentaccountindicated by the user,
and build the card profile 116 including the payment cre-
dentials. The remote notification service 114 may trans-
mit a remote notification to the mobile device 104 to in-
dicate to the user 102 that the card profile 116 is ready
to be downloaded to the mobile payment application 106.
The mobile payment application 106 may then commu-
nicate with the payment credentials management service
112 using mutual authentication and receive the card pro-
file 116 from the remote-SE system. The mobile payment
application 106 may then store the received card profile
116 in the local encrypted database 304.

[0058] The payment credentials management service
112 may also generate a single use key 118 including a
generating key. In some embodiments, the single use
key 118 may be generated in response to the receipt of
a key request from the mobile device 104. In a further
embodiment, the key request may include a mobile PIN.
The payment credentials management service 112 may
have previously stored the mobile PIN (e.g., as set by
the user 102) in the database 602.

[0059] The payment credentials management service
112 may then transmit the generated single use key 118
to the mobile device 104, which may then store the single
use key 118 in the local encrypted database 304. In some
instances, the single use key 118 may be incorrect (e.g.,
fake, not genuine, etc.) if the key request includes a mo-
bile PIN for which authentication is unsuccessful. In some
embodiments the key may have been combined with the
PIN such thatwhen used itis incorrect without any explicit
authentication step. In some embodiments, the card pro-

10

15

20

25

30

35

40

45

50

55

file 116 and/or the single use key 118 may be encrypted
by the payment credentials management service 112 pri-
or to transmission to the mobile device 104, such as by
using the mobile key 604. The mobile payment applica-
tion 106 may then decrypt the received message, also
using the shared mobile key 604, or, in some embodi-
ments, a random key.

[0060] Once the mobile payment application 106 in-
cludes both the card profile 116 and the single use key
118, the user 102 may shop ata merchant 306 and select
goods or services for purchase. The user 102 may then
input to the mobile payment application 106 that a pay-
ment transaction is to be conducted. The mobile payment
application 106 may then generate a payment crypto-
gram using the generating key included in the single use
key 118. The payment cryptogram may be, for example,
an application cryptogram or a dynamic card validation
code (CVC3). The mobile payment application 106 may
transmit the payment cryptogram to the merchant point-
of-sale terminal 120.

[0061] The merchant point-of-sale terminal 120 may
transmit the received payment information and any ad-
ditional transaction information (e.g., transaction
amount, merchantidentifier, etc.) to the acquirerprocess-
ing server 312 of the acquirer 122. The acquirer process-
ing server 312 may then generate and submit an author-
ization request for the financial transaction to the pay-
ment network 124. The payment network 124 may trans-
mit relevant transaction data, such as the payment infor-
mation and transaction amount, to the issuer processing
server 308. The issuer processing server 308 may then
validate the application cryptogram. If the validation is
successful, the issuer may approve the payment trans-
action for the transaction amount (e.g., based onan avail-
able amount, credit, etc. for the payment account). If the
validation is unsuccessful, the issuer may deny the pay-
ment transaction. Methods for validating a cryptogram
will be apparent to persons having skill in the relevant art.
[0062] In some embodiments, the remote-SE system
110 may transmitinformation to the issuer 108 for storage
in the issuer database 310, such as for fraud manage-
ment. Such information will be apparent to persons hav-
ing skill in the relevant art and may include, for example,
application transaction counters. Methods suitable for
performing the functions as disclosed herein are dis-
cussed in more detail below with respect to the flow di-
agrams illustrated in FIGS. 8-14.

Alternative Method for Provisioning Payment Credentials
and Generating a Payment Cryptogram

[0063] FIG. 7 illustrates a more detailed version of the
alternative system 300 and illustrates the process by
which payment credentials may be generated and pro-
visioned to the mobile device 104 and the mobile device
104 used to conduct a contactless payment transaction
without the use of a secure element.

[0064] The user 102 may install the mobile application
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program 106 on the mobile device 104. Prior to the be-
ginning of the process, at stage A, the mobile application
program 106 may store authentication keys and creden-
tials in the storage 304 as received from the remote-SE
system 110. At stage B, a storage key (Kgtorage) may
be storedin the storage 304 as well. At stage C, additional
information, including static payment credentials, may be
stored in the storage 304.

[0065] Atstage 1, the user 102 may launch the mobile
payment application 106 using the mobile device 104. At
stage 2a, the mobile payment application 106 may con-
nect with the remote-SE system 110 via the cloud system
302, such as by using SSL authentication or any other
suitable method for authenticated transmission. The
cloud system 302 may transmit payment credentials to
the mobile payment application 106, which may then be
stored in the storage 304. At stage 2b, the mobile pay-
ment application 106 may generate a CAP token used
for authentication. In some embodiments, the user 102
may supply additional authentication credentials, such
as a gesture, a password, or a biometric identifier.
[0066] In stage 3, the mobile payment application 106
may transmit the generated CAP token to the remote-SE
system 100. At stage 4, the CAP token may be forward
to a CAP token validation service (CTVS) 702. At stage
5, the CTVS 702 may validate the CAP token using meth-
ods apparent to persons having skill in the relevant art.
At stage 6, the results of the validation may be sent to
the payment credentials management system 704. In
some embodiments, the payment credentials manage-
ment system 704 may be operated by or on behalf of the
issuer 108.

[0067] At stage 7, the payment credentials manage-
ment system 704 may generate an encrypted payload.
As part of the encrypted payload, the payment creden-
tials management system 704 may generate a session
key unpredictable number (KS,y), a cloud unpredictable
number (UN¢ oup), and may identify and/or store a plu-
rality of dynamic card validation code (CVC3) keys and
the Kstorage- Methods and systems for the generation
of unpredictable numbers will be apparent to persons
having skilled in the relevant art. The encrypted payload
may include at least one CVC3 key, the KSUN, and the
application transaction counter and may be generated
using aderived CVC3 key (KD¢y/c3)- Inone embodiment,
the KDy 3 used may be fake if the CAP token validation
is unsuccessful. The payload may be encrypted using
the Kstorace:

[0068] At stage 8a, the payment credentials manage-
ment system 704 may perform a synchronization process
with the issuer 108. The synchronization process may
include defining rules for the validity of the values gen-
erated by the mobile payment application 106 for con-
ducting a payment transaction. In one embodiment, the
process may include transmitting at least the KSyy, ap-
plication transaction counter, and UN¢| oyp to the issuer
108 for storage in the issuer database 310.

[0069] At stage 8b, the encrypted payload may be
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transmitted to the cloud system 302 for transmitting to
the mobile payment application 106 in stage 9. At stage
10, the encrypted payload may be decrypted using the
KsTtorage and stored in the storage 304. At stage 11,
the user 102 may shop at the merchant 306 and select
goods or services for purchase. As part of the purchase,
at stage 12, the mobile payment application 106 may
generate a payment CVC3 value. In one embodiment,
the mobile device 104 may communicate with the point-
of-sale terminal 120. The point-of-sale terminal 120 may
generate a reader unpredictable number (UNggaper)
and transmit the UNggapgr to the mobile payment ap-
plication 106, which may then generate the payment
CVCa3 value using the information in the encrypted pay-
load and the UNrgapgr- The generated payment CVC3
value and the application transaction counter may be
transmitted to the point-of-sale terminal 120 via NFC.
[0070] In some embodiments, the user 102 may be
required to enter a PIN at the point-of-sale terminal 120
for additional authentication at stage 13. At stage 14, the
point-of-sale terminal 120 may execute standard NFC
payment transaction processes as will be apparent to
persons having skill in the relevant art. At stage 15, the
point-of-sale terminal 120 may generate an authorization
request for the payment transaction, which may include
the UNgrgaper. the generated CVC3 value, the applica-
tion transaction counter, and, if applicable, the PIN value
input by the user 102. At stage 16, the acquirer process-
ing server 312 may translate the PIN included in the au-
thorization request using methods apparent to persons
having skill in the relevant art. It will be further apparent
that stage 16 may be optional.

[0071] At stage 17, the authorization request may be
forwarded to the payment network 124, which may
forward the authorization request and/or information
included in the authorization request to the issuer 108.
At optional stage 18, the issuer may verify the translated
PIN. At stage 19a, the issuer 108 may identify if additional
processing is necessary and may, if necessary, retrieve
the values stored in the issuer database 310. At stage
19b, the issuer processing server 308 may validate the
payment CVC3 value using at least the UNggaper:
UN¢ oups and application transaction counter. Methods
for validating a CVC3 will be apparent to persons having
skill in the relevant art. At stage 20, the issuer 108 may
submit a response based on the validation, and the
method may proceed accordingly as in traditional
payment transactions.

Method for Registration of a User for Remote Payment
Transactions

[0072] FIG. 8 is a flow diagram illustrating a method
for the user 102 to register with the remote-SE system
110 to enable a payment account for remote payment
transactions using a mobile device 104 lacking a secure
element.

[0073] At step 806, the user 102 may access the reg-
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istration system of the remote-SE system 110. The user
102 may access the system via a web browser 804, which
may be executed on a computing device. In one embod-
iment, the computing device may be the mobile device
104. The user 102 may navigate to a webpage hosted
by or on behalf of the remote-SE system 110. At step
808, the user 102 may register with the payment creden-
tials management service 112 via the browser 804. As
part of the registration, the user 102 may provide account
details for a payment account, and the payment creden-
tials management service 112 may ensure the payment
account is eligible for remote payment transactions.
[0074] At step 810, the payment credentials manage-
ment service 112 may create a user profile for the user
102intheremote-SE system 110. In some embodiments,
a user profile may also be created in the issuer system
108. As part of the creation of the user profile, the pay-
ment credentials managementservice 112 may generate
and/or identify an activation code. At step 812, the user
registration may be completed and the activation code
transmitted back to the 102 via the browser 804. At step
814, the payment credentials management service 112
may synchronize information (e.g., the user profile, acti-
vation code status, etc.) with the issuer 108 for fraud man-
agement. It will be apparent to persons having skill in the
relevant art that step 814 may be optional.

[0075] At step 816, the user 102 may receive the acti-
vation code via the web browser 804. At step 818, the
user 102 may download the mobile payment application
106 to the mobile device 104. In one embodiment, the
user 102 may utilize an app store 802, such as the Apple®
App Store, to download the mobile payment application
106. The mobile payment application 106 may be vali-
dated and installed on the mobile device at step 820 using
methods and systems apparent to persons having skill
in the relevant art. At step 822, the mobile payment ap-
plication 106 may be successfully installed on the mobile
device 104 and may await initialization.

Method for Initialization of the Mobile Payment Applica-
tion

[0076] FIG. 9 is a flow diagram illustrating a method
for initialization of the mobile payment application 106 on
the mobile device 104 for use in contactless payment
transactions.

[0077] At step 902, the user may start (e.g., execute)
the mobile payment application on the mobile device 104.
At step 904, the mobile payment application 106 may
perform an integrity check. As part of the integrity check,
the mobile payment application 106 may authenticate
the user 102 and request the activation code provided to
the user 102 during the registration process (e.g., at step
812in FIG. 8). At step 906, the mobile payment applica-
tion 106 may generate a unique identifier and additional
values and keys, such as a local database storage key
(e.g., mobile storage key).

[0078] Atstep908,the mobile paymentapplication 106
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may connect to the payment credentials management
service 112 using mutual authentication. The mobile pay-
ment application 106 may transmit the activation code
and any other additional user authentication information
(e.g., a user identifier, a password, etc.) as a method of
authentication. The mobile payment application 106 may
also transmit the generated unique identifier. In some
embodiments, the user 102 may also provide a mobile
PIN to be transmitted to the payment credentials man-
agement service 112 as part of step 908.

[0079] At step 910, the payment credentials manage-
ment service 112 may validate the mobile payment ap-
plication 106 using the provided authentication informa-
tion and may, if validated, update the user profile to in-
clude the unique identifier. At step 912, the payment cre-
dentials management service 112 may also register the
mobile device 104 with the remote notification service
114 using the unique identifier. At step 914, the payment
credentials management service 112 may generate the
shared mobile key 604 and may store the shared mobile
key 604 in the user profile. At optional step 916, the pay-
ment credentials management service 112 may synchro-
nize with the issuer 108 for fraud management.

[0080] Atstep 918, the mobile paymentapplication 106
may receive the shared mobile key 604 from the payment
credentials management service 112 and may store the
mobile key 604 in the encrypted local storage 304. At
step 920, the mobile payment application 106 may wipe
the mobile storage key, such that the encrypted local
storage 304 may not be access without authorization.
The mobile payment application 106 may store data with
which the mobile storage key is generated separate from
the encrypted local storage 304 for use in regenerating
the mobile storage key for access to the encrypted local
storage 304. At step 922, the mobile payment application
106 may be ready for remote management by the pay-
ment credentials management service 112. In some em-
bodiments, the mobile payment application 106 may no-
tify the user 102 when initialization is completed.

Method for Remote Management of the Mobile Payment
Application

[0081] FIG. 10 is a flow diagram illustrating a method
for remote management of the mobile payment applica-
tion 106 of the mobile device 104 via the payment cre-
dentials management service 112.

[0082] Instep 1002, the payment credentials manage-
ment service 112 may receive a trigger to start the remote
management of the mobile payment application 106. In
some embodiments, the trigger may be received from
the payment credentials management service 112 itself
based on predefined rules. In another embodiment, the
trigger may be received from the issuer 108. In step 1004,
the payment credentials management service 112 may
prepare data for remote notification. The preparation of
data may include the building of a notification based on
a function to be performed, such as the provisioning of
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the card profile 116, provisioning of a single use key 118,
changing of the mobile PIN, etc. An exemplary method
for provisioning of the card profile 116 to the mobile de-
vice 104 is discussed in more detail below with reference
to FIG. 11.

[0083] The payment credentials management service
112 may build a message including the notification and
a session identifier, and then may encrypt the message
using the mobile key 604. The payment credentials man-
agement service 112 may also identify the mobile device
104 for receipt using the unique identifier in the user pro-
file. In embodiments where step 1004 may include the
provisioning of the single use key 118, the single use key
118 may be encrypted using a random key (e.g., or suit-
able key other than the mobile key 604), and then the
encrypted single use key may be encrypted using the
mobile 604 and provisioned to the mobile payment ap-
plication 106 similar to the encryption and transmission
of the message as disclosed herein.

[0084] In step 1006, the payment credentials manage-
ment service 112 may transmit the encrypted message
to the mobile payment application 106 using remote no-
tification 402. As discussed above, remote notification
402 may include the forwarding of the encrypted mes-
sage to the remote notification service 114, which may
transmitthe encrypted message to the mobile device 104
using remote notification, which may then make the en-
crypted message available to the mobile payment appli-
cation 106. In step 1008, the mobile payment application
106 may receive the encrypted message.

[0085] In step 1010, the user 102 may start the mobile
payment application 106. It will be apparent to persons
having skill in the relevant art that step 1010 may be
optional (e.g., the mobile payment application 106 may
start upon receipt of the encrypted message, the mobile
payment application 106 may always run in the back-
ground, etc.). In step 1012, the mobile payment applica-
tion 106 may start, which may include regenerating the
mobile storage key, retrieving the mobile key 406 from
the local encrypted storage 304, and decrypting the mes-
sage using the retrieved mobile key 406.

[0086] In step 1014, the mobile payment application
106 may connect to the payment credentials manage-
ment service 112 using mutual authentication 404 as dis-
cussed above, such as by generating, transmitting, and
then wiping an authentication code including the session
identifier. At step 1016, the payment credentials man-
agementservice 112 may validate the authentication cre-
dentials transmitted by the mobile payment application
106. If validated, the payment credentials management
service 112 may then have a secure connection with the
mobile payment application 106 and may proceed with
the function indicated in the notification.

Method for Provisioning of a Card Profile to the Mobile
Payment Application

[0087] FIG. 11 is a flow diagram illustrating a method
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for provisioning the card profile 116 to the mobile pay-
ment application 106 of the mobile device 104 by the
payment credentials management service 112.

[0088] Utilizing the connection made upon the trigger-
ing of remote management illustrated in FIG. 10, at step
1102 the payment credentials management service 112
may build the payment token payload card profile 116.
The card profile 116 may include payment credentials
for the payment account indicated by the user 102 during
registration, which may have been stored in the user pro-
file. The payment credentials management service 112
may build the card profile by generating a message in-
cluding the payment credentials, generating a mobile
session key, and encrypting the message using the mo-
bile session key. The payment credentials management
service 112 may store the card profile 116 in the user
profile and, in step 1104, may transmit the message in-
cluding the card profile 116 to the mobile payment appli-
cation 106.

[0089] In step 1106, the mobile payment application
106 may receive the message and may generate the
mobile session key used for decrypting the message. At
step 1108, the mobile payment application 106 may de-
crypt the message using the generated mobile session
key and may validate the message. Once validated, at
step 1110 the mobile payment application 106 may build
a receipt message indicating successful receipt and val-
idation of the card profile 116, and may be used as an
activation message and/or used to carry information from
the mobile payment application 106 to the remote-SE
system 110. The receipt message may be encrypted us-
ing the mobile session key. The mobile payment appli-
cation 106 may also update a status to indicate that the
card profile 116 is successfully received and stored.
[0090] In step 1112, the receipt message may be re-
ceived by the payment credentials management service
112 and may be decrypted using the mobile session key
and validated. Upon successful validation, in step 1114
the payment credentials management service 112 may
activate the card profile 116 and may update the user
profile accordingly. In step 1116, the payment credentials
management service 112 may transmit a notification to
the mobile payment application 106 that the card profile
116 has been activated and may wipe the mobile session
key. In step 1118, the payment credentials management
service 112 may synchronize the user profile indicating
activation of the card profile 116 with the issuer 108 for
fraud management.

[0091] In step 1120, the mobile payment application
106 may analyze the return code indicating activation of
the card profile 116. In step 1122, the mobile payment
application 106 may wipe the mobile session key, and in
step 1124 may be ready to receive single use keys 118
for use in conducting payment transactions. In some em-
bodiments, the mobile payment application 106 may dis-
play a notification to the user 102 via a user interface to
indicate that single use keys 118 may be received.
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Method for Provisioning Single Use Keys to the Mobile
Payment Application

[0092] FIG. 12 is a flow diagram illustrating a method
for the provisioning of single use keys 118 to the mobile
payment application 106 in the mobile device 104 by the
payment credentials management service 112 for use in
payment transactions.

[0093] In anexemplary embodiment, while performing
the connection with the payment credentials manage-
ment service 112 made upon the triggering of remote
management illustrated in FIG. 10, the encrypted single
use key 118, may be previously transmitted to the mobile
payment application 106 in a message encrypted by the
mobile key 604. At step 1202, the payment credentials
management service 112 may build a message with an
action to activate (e.g., decrypt) the previously provi-
sioned single use key 118, the message including the
random key used to encrypt the single use key 118. The
payment credentials management service 112 may then
generate a mobile session key and then may encrypt the
message including the random key using the mobile ses-
sion key. The payment credentials management service
112 may then, in step 1204, transmit the message in-
cluding the random key to the mobile paymentapplication
106.

[0094] In step 1206, the mobile payment application
106 may receive the message and may generate the
mobile session key used for decrypting the message. At
step 1208, the mobile payment application 106 may de-
crypt the message using the generated mobile session
key and may validate the message. The mobile payment
application 106 may also decrypt the single use key 118
using the random key included in the decrypted mes-
sage, and may validate the decrypted single use key 118.
Once validated, at step 1210 the mobile payment appli-
cation 106 may build a receipt message indicating suc-
cessful receipt and validation of the single use key 118.
The receipt message may be encrypted using the mobile
session key. The mobile payment application 106 may
also update a status to indicate that the single use key
118 is successfully received and stored and that the mo-
bile payment application 106 is ready to conduct a pay-
ment transaction.

[0095] In step 1212, the receipt message may be re-
ceived by the payment credentials management service
112 and may be decrypted using the mobile session key
and validated. Upon successful validation, in step 1214
the payment credentials management service 112 may
activate the single use key 118 and may update the user
profile accordingly. In step 1216, the payment credentials
management service 112 may transmit a notification to
the mobile payment application 106 that the single use
key 118 has been activated and may wipe the mobile
session key. In step 1218, the payment credentials man-
agement service 112 may synchronize the user profile
indicating activation of the single use key 118 with the
issuer 108 for fraud management.
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[0096] In step 1220, the mobile payment application
106 may analyze the return code indicating activation of
the single use key 118. In step 1222, the mobile payment
application 106 may wipe the mobile session key, and in
step 1224 may be ready to conduct a contactless pay-
ment transaction. In some embodiments, the mobile pay-
ment application 106 may display a notification to the
user 102 via a user interface to indicate that the mobile
payment application 106 is ready to conduct a contact-
less payment transaction.

Method for Modification of Mobile PIN in the Mobile Pay-
ment Application

[0097] FIG. 13 is a flow diagram illustrating a method
for the management of a change in the mobile PIN of the
user 102 in the mobile payment application 106 by the
payment credentials management service 112.

[0098] Utilizing the connection made upon the trigger-
ing of remote management illustrated in FIG. 10, at step
1302 the payment credentials management service 112
may build a remote management action indicating a
change to the mobile PIN and removal of all stored single
use keys 118. The payment credentials management
service 112 may build a message including the remote
management action, generate a mobile session key, and
encrypt the message using the mobile session key. The
payment credentials management service 112 may, in
step 1304, transmit the message including remote man-
agement action to the mobile payment application 106.
[0099] In step 1306, the mobile payment application
106 may receive the message and may generate the
mobile session key used for decrypting the message. At
step 1308, the mobile payment application 106 may de-
crypt the message using the generated mobile session
key and may validate the message. Once the message
has been validated, the mobile payment application may
update the card profile 116 accordingly and may remove
any available single use keys 118 from the encrypted
local storage 304. Then, at step 1310, the mobile pay-
ment application 106 may build a receipt message indi-
cating successful receipt and execution of the remote
management action. The receipt message may be en-
crypted using the mobile session key.

[0100] In step 1312, the receipt message may be re-
ceived by the payment credentials management service
112 and may be decrypted using the mobile session key
and validated. Upon successful validation, in step 1314
the payment credentials management service 112 may
update the user profile accordingly. In step 1316, the pay-
ment credentials management service 112 may transmit
a notification to the mobile payment application 106 that
the user profile has been updated and no single use keys
118 have been issued, and may wipe the mobile session
key. In step 1318, the payment credentials management
service 112 may synchronize the user profile indicating
the change to the mobile PIN and wiping of single use
keys 118 with the issuer 108 for fraud management.
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[0101] In step 1320, the mobile payment application
106 may analyze the return code. In step 1322, the mobile
payment application 106 may wipe the mobile session
key, and in step 1324 may be ready to receive single use
keys 118 for use in conducting payment transactions. In
some embodiments, the mobile payment application 106
may display a notification to the user 102 via a user in-
terface to indicate that single use keys 118 may be re-
ceived.

Method for Conducting a Payment Transaction Using the
Mobile Payment Application

[0102] FIG. 14 is a flow diagram illustrating a method
for conducting a contactless payment transaction using
the mobile payment application 106 on the mobile device
104 using the card profile 116 and single use key 118
provisioned by the payment credentials management
service 112.

[0103] In step 1402, the user 102 may start the mobile
payment application 106 on the mobile device 104. In
step 1404, the mobile payment application 106 may pre-
pare for payment. To prepare for payment, the mobile
payment application 106 may regenerate the mobile stor-
age key and may retrieve the payment credentials and
generating key from the card profile 116 and the single
use key 118 in the encrypted local storage 304. The gen-
erating key may be used by the mobile payment appli-
cation 106 to generate a payment cryptogram for use in
the payment transaction. The mobile payment applica-
tion 106 may also indicate to the user 102 that the appli-
cation is ready for payment.

[0104] In step 1406, a NFC payment method may be
executed between the user 102, the mobile device 104,
the mobile payment application 106, and the point-of-
sale terminal 120. Methods for executing transmission
of payment credentials from a mobile device to a point-
of-sale terminal will be apparent to persons having skill
in the relevant art.

[0105] In step 1408, the point-of-sale terminal 120 at
the merchant 306 may provide transaction data to the
acquirer 122 including the payment credentials and pay-
ment cryptogram. In step 1410, the acquirer 122 may
submit an authorization request including the transaction
data to the payment network 124. In step 1412, the pay-
ment network 124 may seek authorization from the issuer
108 for the payment transaction and may forward rele-
vantinformationtothe issuer 108. In step 1414, the issuer
108 may validate the payment cryptogram using methods
thatwill be apparentto persons having skill in the relevant
art. The issuer 108 may, once the payment cryptogram
is validated, approve or deny the payment transaction
(e.g., based on a transaction amount and available credit
in the payment account for the user 102) and notify the
payment network 124. At step 1416, the payment net-
work 124 may submit an authorization response to the
acquirer 122, which may then forward the response to
the merchant 306 and/or point-of-sale terminal 120 at
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step 1418. At step 1420, the merchant may finalize the
paymenttransaction, such as by providing the transacted
goods or services to the user 102 or by providing a receipt
to the user 102.

[0106] Once the payment transaction has been com-
pleted, the mobile payment application 106 may, at step
1422, update the payment token payload stored in the
encrypted local storage 304 based on the outcome of the
payment transaction. At step 1424, the mobile payment
application 106 may wipe the mobile storage key, and at
step 1426, may indicate (e.g., to the user 102) that the
mobile payment application 106 is ready for another con-
tactless paymenttransaction (e.g., ifadditional single use
keys 118 are available) or to receive single use keys 118.
[0107] Insomeembodiments, the paymenttransaction
may be conducted via the use of local data authentication
(LDA). In some instances, the storage of payment cre-
dentials received by the mobile device 104 in the encrypt-
ed local storage 304 (e.g., and not in a Secure Element)
may be such that CDA (combined dynamic data authen-
tication/application cryptogram generation) may be una-
vailable to support traditional card verification methods
to verify the payment credentials used in the financial
transaction. As a result, the point-of-sale terminal 120
may be configured such thatit may require authentication
by the user 102 at both the mobile device 104 (e.g., en-
tering of the mobile PIN) and the point-of-sale terminal
120 (e.g., entering of an online PIN or signature).
[0108] LDA may be used in order to provide card au-
thentication support such that a financial transaction may
be supported by the point-of-sale terminal 120 utilizing a
single point of authentication (e.g., the mobile PIN). In
order to perform LDA, the card profile 116 may further
include one RSA key pair and certificate. The performing
of the LDA may include the swapping of the meaning of
the effective date and the expiration date in the payment
credentials included in the card profile 116, and the set-
ting of atleast one issueraction code to force the payment
transaction to be an online transaction. In a further em-
bodiment, the expiration date may be set as a date prior
to the date of issuance, or the effective date may be set
as a date beyond the expiry date, or both may be set as
defined. This may result in the point-of-sale terminal 120
declining the transaction due to the expiration and/or ef-
fective dates, but transmitting the transaction for online
authorization, which may resultin processing of the trans-
action using the single point of authentication by the user
102. In a further embodiment, the expiration date may
be set as a previous date, or the effective date may be
set as a future date, or both may be set as defined. In
some embodiments, performing LDA may further include
setting an issuer action code configured to decline offline
transactions (e.g., such that if the point-of-sale terminal
120 is an offline-only terminal it may decline all such
transactions).

[0109] Itis noted that, although the method illustrated
in FIG. 14 and described above is a method for conduct-
ing a contactless payment transaction, such a method
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may also be used for conducting aremote paymenttrans-
action, for the secure transmission of payment creden-
tials, for use as part of an authentication solution (whether
part of a transaction or otherwise), or in other applications
as will be apparent to persons having skill in the relevant
art and not limited to those illustrated herein.

Exemplary Method for Generating and Provisioning Pay-
ment Credentials

[0110] FIG. 15isaflow chartillustratinga method 1500
for generating and provisioning payment credentials to
a mobile device lacking a secure element.

[0111] Atstep 1502, a card profile (e.g., the card profile
116) associated with a payment account may be gener-
ated by a processing device (e.g., of the payment cre-
dentials management service 112), wherein the card pro-
file 116 includes at least payment credentials corre-
sponding to the associated payment account and a pro-
file identifier. At step 1504, the generated card profile 116
may be provisioned to a mobile device (e.g., the mobile
device 104) lacking a secure element. In one embodi-
ment, provisioning the card profile 116 may include build-
ing a message including the generated card profile 116,
generating an encryption key, encrypting the message
using the generated encryption key, and provisioning the
encrypted message to the mobile device 104.

[0112] At step 1506, a key request may be received
from the mobile device 104, wherein the key request in-
cludes at least a mobile personal identification number
(PIN) and the profile identifier. At step 1508, an authen-
tication device (e.g., of the payment credentials manage-
ment service 112) may use the mobile PIN. In one em-
bodiment, the authentication device may use the mobile
PIN using an XOR method. At step 1510, a single use
key (e.g., the single use key 118) may be generated by
the processing device, wherein the single use key 118
includes atleast the profile identifier, an application trans-
action counter, and agenerating key for use in generating
a payment cryptogram valid for a single financial trans-
action. In some embodiments, the single use key 118
may be genuine if the mobile PIN is successfully authen-
ticated in step 1508, and fake if the mobile PIN is unsuc-
cessfully authenticated. In one embodiment, the method
1500 may further include transmitting the generated sin-
gle use key 118 to an issuer associated with the payment
account. Insome embodiments, the generated single use
key 118 may be inactive.

[0113] Atstep 1512, the generated single use key 118
may be transmitted, by a transmitting device, to the mo-
bile device 104. In one embodiment, transmitting the gen-
erated single use key 118 may include building a mes-
sage including the generated single use key 118, gener-
ating an encryption key, encrypting the message using
the generated encryption key, and provisioning the en-
crypted message to the mobile device 104.

[0114] In embodiments where the generated single
use key 118 may be inactive, the method 1500 may fur-
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ther include receiving, from the mobile device 104, and
indication of use of the single use key 118 and activating,
by the processing device, the generated single use key
118. In a further embodiment, the method 1500 may also
include transmitting, by the transmitting device, an indi-
cation of activation of the single use key 118 to an issuer
(e.g., the issuer 108) associated with the payment ac-
count.

Method for Generating a Payment Cryptogram

[0115] FIG.16isaflowchartillustratinga method 1600
for generating a payment cryptogram in a mobile device
(e.g., the mobile device 104) lacking a secure element.
[0116] Instep 1602, acard profile (e.g., the card profile
116) may be received by a receiving device (e.g., in the
mobile device 104), wherein the card profile 116 includes
at least payment credentials corresponding to a payment
account and a profile identifier. In one embodiment, re-
ceiving the card profile 116 may include receiving an en-
crypted message including the card profile 116, gener-
ating a mobile session key, and decrypting the message
using the generated mobile session key to obtain the
included card profile 116. In some embodiments, the card
profile 116 may be configured to utilize local data authen-
tication, wherein the local data authentication includes
swapping, in the payment credentials, the meaning of an
expiration date and an effective date, and setting an is-
suer action code configured to force the financial trans-
action to be an online transaction. In a further embodi-
ment, the expiration date may be set as a date prior to
the date of issuance, or the effective date may be set as
a date beyond the expiry date, or both may be set as
defined. In a further embodiment, the card profile 116
may further include one RSA key pair and certificate.
[0117] Instep 1604, aninputdevice (e.g., of the mobile
device 104, such as atouch screen) may receive a mobile
personal identification number (PIN) input by a user (e.g.,
the user 102) of the mobile device 104. In step 1606, a
transmitting device may transmit a key request, wherein
the key request includes at least the profile identifier.
[0118] In step 1608, a single use key (e.g., the single
use key 118) may be received, by the receiving device,
wherein the single use key 118 includes at least an ap-
plication transaction counter and a generating key. Inone
embodiment, receiving the single use key 118 may in-
clude receiving an encrypted message including the sin-
gle use key 118, generating a mobile session key, and
decrypting the message using the generated mobile ses-
sion key to obtain the included single use key 118.
[0119] Instep 1610, a payment cryptogram valid for a
single payment transaction may be generated, by a
processing device, based on at least the received single
use key 108 and the mobile PIN. In some embodiments,
the payment cryptogram may be an application crypto-
gram or a dynamic card validation code. In step 1612, at
least the payment credentials and the generated pay-
ment cryptogram may be transmitted, via near field com-

IPR2025-01151
Apple EX1074 Page 15



29

munication, to a point-of-sale terminal (e.g., the point-of-
sale terminal 120) for use in a financial transaction.
[0120] In some embodiments, the method 1600 may
further include receiving, by the input device, an indica-
tion of use of the received single use key 118, transmit-
ting, by the transmitting device, an activation request in-
cluding at least the profile identifier, and receiving, by the
receiving device, an indication of activation of the single
use key 118. In a further embodiment, the payment cre-
dentials and generated payment cryptogram may be
transmitted to the point-of-sale terminal 120 in response
to receiving the indication of activation of the single use
key 118. In an alternative further embodiment, the pay-
ment cryptogram may be generated in response to re-
ceiving the indication of activation of the single use key
118.

Alternative Method for Generating and Provisioning Pay-
ment Details

[0121] FIG. 17 is a flow chart illustrating an alternative
method 1700 for generating and provisioning payment
details to a mobile device (e.g., the mobile device 104)
lacking a secure element.

[0122] In step 1702, at least a storage key, a plurality
of dynamic card validation code (CVC3) keys, and an
application transaction counter associated with a mobile
application program (e.g., the mobile payment applica-
tion 106) may be stored in a database (e.g., the storage
304). In step 1704, at least the storage key, an authen-
tication component, and static payment credentials may
be provisioned to the mobile device 104, wherein the
static payment credentials are associated with a payment
account.

[0123] In step 1706, a chip authentication program
(CAP) token may be received from the mobile device
104. In step 1708, the authenticity of the received CAP
token may be validated by a validation service (e.g., the
CTVS 702). In one embodiment, the CAP token may be
validated based on at least the provisioned authentica-
tion component and an additional credential received
from the mobile device 104. In a further embodiment, the
additional credential may be at least one of: a gesture, a
password, a passcode, and a biometric identifier. In an-
other embodiment, validating the authenticity of the CAP
token may include validating the authenticity of the CAP
token based on at least the application transaction coun-
ter.

[0124] In step 1710, a session key unpredictable
number (KS) may be generated by a processing de-
vice (e.g., the cloud system 302). In step 1712, a cloud
unpredictable number (UNg oyp) may be generated by
the processing device 302. In step 1714, the processing
device 302 may identify an encrypted payload based on
a derived CVC3 key (KD¢\c3), Wherein the encrypted
payload includes at least a CVC3 key of the plurality of
CVC3 keys, the KSn, and the application transaction
counter. In one embodiment, the KD\,c3 may be genuine
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if the received CAP token is successfully validated, and
may be fake if the received CAP token is unsuccessfully
validated. In some embodiment, the payload may be en-
crypted using at least the storage key.

[0125] Instep 1716, atransmitting device may transmit
the encrypted payload to the mobile device 104 for use
in generating a CVC3 value for use in a financial trans-
action. In step 1718, the transmitting device may transmit
at least the KS, UN¢| oup, and application transaction
counterto anissuer (e.g., the issuer 108) associated with
the payment account for use in validating the generated
CVC3 value used in the financial transaction.

Method for Generating a Dynamic Card Validation Code

[0126] FIG.18isaflowchartillustratinga method 1800
for generating a dynamic card validation code (CVC3)
value in a mobile device (e.g., the mobile device 104)
lacking a secure element.

[0127] Instep 1802, at least a storage key, an authen-
tication component, and static payment credentials may
be received by a receiving device. In step 1804, at least
one additional credential may be received by an input
device (e.g., of the mobile device 104). In some embod-
iments, the atleast one additional credential may include
at least one of: a gesture, a password, a passcode, and
a biometric identifier. In step 1806, a chip authentication
program (CAP) token may be generated by a processing
device, wherein the CAP token is based on at least the
authentication component and the atleast one additional
credential.

[0128] In step 1808 the generated CAP token may be
transmitted by a transmitting device. In step 1810, an
encrypted payload may be received by the receiving de-
vice, wherein the encrypted payload includes at least a
supplied CVC3 value, session key unpredictable
number, and an application transaction counter. In step
1812, the processing device may decrypt the encrypted
payload using at least the received storage key.

[0129] In step 1814, a reader unpredictable number
may be received, via near field communication, from a
point-of-sale terminal (e.g., the point-of-sale terminal
120). In step 1816, the processing device may generate
a payment CVC3 value based on at least the supplied
CVC3 value, the session key unpredictable number, the
application transaction counter, and the reader unpre-
dictable number. In step 1818, the generated payment
CVC3 value and the application transaction counter may
be transmitted, via near field communication, to the point-
of-sale terminal 120 for including in an authorization re-
quest in a financial transaction.

Computer System Architecture

[0130] FIG. 19 illustrates a computer system 1900 in
which embodiments of the present disclosure, or portions
thereof, may be implemented as computer-readable
code. For example, the payment credentials manage-
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ment 112, the remote notification service 114, the mobile
device 104, the acquirer processing server 312, and the
issuer processing server 308 may be implemented in the
computer system 1900 using hardware, software,
firmware, non-transitory computer readable media hav-
ing instructions stored thereon, or a combination thereof
and may be implemented in one or more computer sys-
tems or other processing systems. Hardware, software,
or any combination thereof may embody modules and
components used to implement the methods of FIGS.
6-18.

[0131] If programmable logic is used, such logic may
execute on a commercially available processing platform
or a special purpose device. A person having ordinary
skill in the art may appreciate that embodiments of the
disclosed subject matter can be practiced with various
computer system configurations, including multi-core
multiprocessor systems, minicomputers, mainframe
computers, computers linked or clustered with distributed
functions, as well as pervasive or miniature computers
that may be embedded into virtually any device. For in-
stance, atleast one processor device and a memory may
be used toimplementthe above described embodiments.
[0132] A processor device as discussed herein may
be a single processor, a plurality of processors, or com-
binations thereof. Processor devices may have one or
more processor "cores." The terms "computer program
medium," "non-transitory computer readable medium,"
and "computer usable medium" as discussed herein are
used to generally refer to tangible media such as a re-
movable storage unit 1918, a removable storage unit
1922, and a hard disk installed in hard disk drive 1912.
[0133] Various embodiments of the present disclosure
are described in terms of this example computer system
1900. After reading this description, it will become ap-
parent to a person skilled in the relevant art how to im-
plementthe presentdisclosure using other computer sys-
tems and/or computer architectures. Although opera-
tions may be described as a sequential process, some
of the operations may in fact be performed in parallel,
concurrently, and/or in a distributed environment, and
with program code stored locally or remotely for access
by single or multi-processor machines.

[0134] Processor device 1904 may be a special pur-
pose or a general purpose processor device. The proc-
essordevice 1904 may be connected to a communication
infrastructure 1906, such as a bus, message queue, net-
work, multi-core message-passing scheme, etc. The net-
work may be any network suitable for performing the
functions as disclosed herein and may include a local
area network (LAN), a wide area network (WAN), a wire-
less network (e.g., WiFi), a mobile communication net-
work, a satellite network, the Internet, fiber optic, coaxial
cable, infrared, radio frequency (RF), or any combination
thereof. Other suitable network types and configurations
will be apparent to persons having skill in the relevant
art. The computer system 1900 may also include a main
memory 1908 (e.g., random access memory, read-only
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memory, etc.), and may also include a secondary mem-
ory 1910. The secondary memory 1910 may include the
hard disk drive 1912 and aremovable storage drive 1914,
such as a floppy disk drive, a magnetic tape drive, an
optical disk drive, a flash memory, etc.

[0135] The removable storage drive 1914 may read
from and/or write to the removable storage unit 1918 in
a well-known manner. The removable storage unit 1918
may include a removable storage media that may be read
by and written to by the removable storage drive 1914.
For example, if the removable storage drive 1914 is a
floppy disk drive, the removable storage unit 1918 may
be a floppy disk. In one embodiment, the removable stor-
age unit 1918 may be non-transitory computer readable
recording media.

[0136] In some embodiments, the secondary memory
1910 may include alternative means for allowing compu-
ter programs or other instructions to be loaded into the
computer system 1900, for example, the removable stor-
age unit 1922 and an interface 1920. Examples of such
means may include a program cartridge and cartridge
interface (e.g., as found in video game systems), a re-
movable memory chip (e.g., EEPROM, PROM, etc.) and
associated socket, and other removable storage units
1922 and interfaces 1920 as will be apparent to persons
having skill in the relevant art.

[0137] Data stored in the computer system 1900 (e.g.,
in the main memory 1908 and/or the secondary memory
1910) may be stored on any type of suitable computer
readable media, such as optical storage (e.g., a compact
disc, digital versatile disc, Blu-ray disc, etc.) or magnetic
tape storage (e.g., a hard disk drive). The data may be
configuredin any type of suitable database configuration,
such as a relational database, a structured query lan-
guage (SQL) database, a distributed database, an object
database, etc. Suitable configurations and storage types
will be apparent to persons having skill in the relevant art.
[0138] The computer system 1900 may also include a
communications interface 1924. The communications in-
terface 1924 may be configured to allow software and
data to be transferred between the computer system
1900 and external devices. Exemplary communications
interfaces 1924 may include a modem, a network inter-
face (e.g., an Ethernet card), a communications port, a
PCMCIA slot and card, etc. Software and data trans-
ferred via the communications interface 1924 may be in
the form of signals, which may be electronic, electromag-
netic, optical, or other signals as will be apparent to per-
sons having skill in the relevant art. The signals may trav-
el via a communications path 1926, which may be con-
figured to carry the signals and may be implemented us-
ing wire, cable, fiber optics, a phone line, a cellular phone
link, a radio frequency link, etc.

[0139] Computer program medium and computer us-
able medium may refer to memories, such as the main
memory 1908 and secondary memory 1910, which may
be memory semiconductors (e.g. DRAMs, etc.). These
computer program products may be means for providing
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software to the computer system 1900. Computer pro-
grams (e.g., computer control logic) may be stored in the
main memory 1908 and/or the secondary memory 1910.
Computer programs may also be received via the com-
munications interface 1924. Such computer programs,
when executed, may enable computer system 1900 to
implement the present methods as discussed herein. In
particular, the computer programs, when executed, may
enable processor device 1904 to implement the methods
illustrated by FIGS. 6-18, as discussed herein. Accord-
ingly, such computer programs may represent controllers
of the computer system 1900. Where the present disclo-
sure is implemented using software, the software may
be stored in a computer program product and loaded into
the computer system 1900 using the removable storage
drive 1914, interface 1920, and hard disk drive 1912, or
communications interface 1924.

[0140] Techniques consistent with the present disclo-
sure provide, among other features, systems and meth-
ods for the provisioning of payment credentials to mobile
devices lacking a secure element and the generation of
payment cryptograms based thereon. While various ex-
emplary embodiments of the disclosed system and meth-
od have been described above it should be understood
that they have been presented for purposes of example
only, notlimitations. Itis not exhaustive and does not limit
the disclosure to the precise form disclosed.

Claims

1. A method for generating and provisioning payment
credentials to a mobile device (104) lacking a secure
element, comprising:

generating, by a processing device of a remote
system (110), a card profile associated with a
payment account, wherein the card profile in-
cludes atleast payment credentials correspond-
ing to the associated payment account and a
profile identifier;

provisioning, by the remote system, to a mobile
device, the generated card profile;

receiving, by the remote system, from the mobile
device, a key request, wherein the key request
includes at least a mobile personal identification
number, PIN, and the profile identifier;

in response to receiving the key request from
the mobile device, determining, by an authenti-
cation device of the remote system, whether the
mobile PIN is authentic;

based on the determination of authenticity of the
mobile PIN generating, by the processing device
of the remote system, a single use key, wherein
the single use key is configured to be used one
time, by the mobile device, to generate a pay-
ment cryptogram valid for a single financial
transaction and the single use key includes at
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least the profile identifier, an application trans-
action counter, and a generating key; and
transmitting, by a transmitting device of the re-
mote system, the generated single use key to
the mobile device, wherein the mobile device
lacks a secure element.

The method of claim 1, further comprising:
transmitting, by the transmitting device of the remote
system, the generated single use key to an issuer
associated with the payment account.

The method of claim 1, wherein provisioning, by the
remote system, the generated card profile to the mo-
bile device includes building a message including
the generated card profile, generating an encryption
key, encrypting the message using the generated
encryption key, and provisioning the encrypted mes-
sage to the mobile device.

The method of claim 1, wherein transmitting the gen-
erated single use key to the mobile device includes
building a message, by the remote system, including
the generated single use key, generating an encryp-
tion key, encrypting the message using the generat-
ed encryption key, and provisioning the encrypted
message to the mobile device.

The method of claim 1, wherein the generated single
use key is inactive, said method further comprising:

receiving, by the remote system, from the mobile
device, anindication of use of the single use key;
activating, by the processing device of the re-
mote system, the generated single use key; and
transmitting, by the transmitting device of the
remote system, an indication of activation of the
single use key to an issuer associated with the
payment account.

The method of claim 1, wherein the payment cryp-
togram is an application cryptogram or a dynamic
card validation code.

A method for generating a payment cryptogram in a
mobile device (104) lacking a secure element, com-
prising:

receiving, by a receiving device of the mobile
device, a card profile from a remote system
(110), wherein the card profile includes at least
payment credentials corresponding to a pay-
ment account and a profile identifier;

receiving, by an input device of the mobile de-
vice, a mobile personal identification number,
PIN, input by a user of the mobile device;
transmitting, by a transmitting device of the mo-
bile device, a key request to the remote system,
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wherein the key request includes at least the
profile identifier and a mobile personal identifi-
cation number, PIN, wherein said key request
causes said remote device to generate a single
use key;

receiving, by the receiving device of the mobile
device, the single use key from the remote sys-
tem, wherein the single use key is configured to
be used one time, by the mobile device, to gen-
erate a payment cryptogram valid for a single
financial transaction and the single use key in-
cludes at least an application transaction coun-
ter, a generating key, and the profile identifier;
generating, by a processing device of the mobile
device, the payment cryptogram valid for the sin-
gle financial transaction based on at least the
received single use key and the mobile PIN; and
transmitting, by the mobile device, via near field
communication, at least the payment creden-
tials and the generated payment cryptogram to
a point-of-sale terminal for use in a financial
transaction.

The method of claim 7, wherein the payment cryp-
togram is an application cryptogram or a dynamic
card validation code.

The method of claim 7, wherein receiving, by the
mobile device, the card profile includes receiving an
encrypted message including the card profile, gen-
erating a mobile session key, and decrypting the
message using the generated mobile session key to
obtain the included card profile.

The method of claim 7, wherein receiving, by the
mobile device, the single use key includes receiving
an encrypted message including the single use key,
generating a mobile session key, and decrypting the
message using the generated mobile session key to
obtain the included single use key.

The method of claim 7, further comprising:

receiving, by the input device of the mobile de-
vice, an indication of use of the received single
use key;

transmitting, by the transmitting device of the
mobile device, an activation request, wherein
the activation requestincludes atleast the profile
identifier; and

receiving, by the receiving device of the mobile
device, an indication of activation of the single
use key,

wherein the payment credentials and generated
payment cryptogram are transmitted, by the mo-
bile device, to the point-of-sale terminal in re-
sponse to receiving the indication of activation
of the single use key.
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The method of claim 11, wherein the payment cryp-
togram is generated, by the mobile device, in re-
sponse to receiving the indication of activation of the
single use key.

The method of claim 7, wherein

the card profile is configured to utilize local data au-
thentication, and

local data authentication includes one of (1) swap-
ping, in the payment credentials, the meaning of an
expiration date and an effective date, (2) setting the
expiration date as a date prior to the date of issuance,
or (3) setting the effective date as a date beyond the
expiry date, or both may be set as the expiration date
and effective date as defined, and setting an issuer
action code configured to force the financial trans-
action to be an online transaction.

A system (100) for generating and provisioning pay-
ment credentials to a mobile device (104) lacking a
secure element, comprising:

a transmitting device of a remote system (110);
a processing device, of the remote system con-
figured to generate a card profile associated with
a payment account, wherein the card profile in-
cludes at least payment credentials correspond-
ing to the associated payment account and a
profile identifier;

a provisioning device, of the remote system,
configured to provision, to a mobile device lack-
ing a secure element, the generated card profile;
a receiving device, of the remote system, con-
figured to receive, from the mobile device, a key
request, wherein the key request includes at
least a mobile personal identification number,
PIN, and the profile identifier; and

an authentication device, of the remote system,
configured to authenticate the mobile PIN in re-
sponse to receiving the key request, wherein
the processing device, of the remote system, is
further configured to generate a single use key
on a basis of mobile PIN authenticity, wherein
the single use key is configured to be used one
time, by the mobile device, to generate a pay-
ment cryptogram valid for a single financial
transaction and the single use key includes at
least the profile identifier, an application trans-
action counter, and a generating key for use in
generating the payment cryptogram valid for the
single financial transaction, and

the transmitting device, of the remote system,
is configured to transmit the generated single
use key to the mobile device.

The system of claim 14, wherein the transmitting de-
vice, of the remote system, is further configured to
transmit the generated single use key to an issuer
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associated with the payment account.

The system of claim 14, wherein the provisioning
device, of the remote system, provisions the gener-
ated card profile to the mobile device within a mes-
sage encrypted by an encryption key.

The system of claim 14, wherein the transmitting de-
vice, of the remote system, transmits the generated
single use key to the mobile device within a message
encrypted by an encryption key.

The system of claim 14, wherein

the generated single use key is inactive,

the receiving device, of the remote system, is further
configured to receive from the mobile device, an in-
dication of use of the single use key,

the processing device, of the remote system, is fur-
ther configured to activate the generated single use
key, and

the transmitting device, of the remote system, is fur-
ther configured to transmit an indication of activation
of the single use key to an issuer associated with the
payment account.

A system (100) for generating a payment cryptogram
in a mobile device (104) lacking a secure element,
comprising:

a processing device, of the mobile device;

a receiving device, of the mobile device, config-
ured to receive a card profile from a remote sys-
tem (110), wherein the card profile includes at
least payment credentials corresponding to a
payment account and a profile identifier;
aninputdevice, of the mobile device, configured
to receive a mobile personal identification
number, PIN, input by a user of the mobile de-
vice; and

a transmitting device, of the mobile device, con-
figured to transmit a key request to the remote
system, wherein the key request includes at
least the profile identifier and a mobile personal
identification number, PIN, and causes said re-
mote device to generate a single use key,
wherein

the receiving device, of the mobile device,
is further configured to receive the single
use key from the remote system, wherein
the single use key is configured to be used
one time, by the mobile device, to generate
a payment cryptogram valid for a single fi-
nancial transaction and the single use key
includes at least an application transaction
counter, a generating key, and the profile
identifier,

the processing device, of the mobile device,
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is configured to generate the payment cryp-
togram valid for the single financial transac-
tion based on at least the received single
use key and the mobile PIN, and

the transmitting device, of the mobile de-
vice, is further configured to transmit, via
near field communication, at least the pay-
ment credentials and the generated pay-
ment cryptogram to a point-of-sale terminal
for use in a financial transaction.

20. The system of claim 19, wherein

21.

the input device, of the mobile device, is further con-
figured to receive indication of use of the received
single use key,

the transmitting device, of the mobile device, is fur-
ther configured to transmit an activation request,
wherein the activation request includes at least the
profile identifier,

the receiving device, of the mobile device, is further
configured to receive an indication of activation of
the single use key, and

the transmitting device, of the mobile device, is fur-
ther configured to transmit the payment credentials
and the generated payment cryptogram in response
to receipt of the indication of activation of the single
use key.

The system of claim 20, wherein the processing de-
vice, of the mobile device, is configured to generate
the payment cryptogram in response to the receipt
of the indication of activation of the single use key.

Patentanspriiche

1.

Verfahren zur Erstellung und Bereitstellung von Zah-
lungsberechtigungsnachweisen an eine mobile Vor-
richtung (104), der ein sicheres Element fehlt, um-
fassend:

Erstellen, durch eine Verarbeitungsvorrichtung
eines Remote-Systems (110), eines Kartenpro-
fils, das mit einem Zahlungskonto assoziiert ist,
wobei das Kartenprofil zumindest Zahlungsbe-
rechtigungsnachweise, die dem assoziierten
Zahlungskonto entsprechen, und eine Profil-
kennung beinhaltet;

Bereitstellen, durch das Remote-System an ei-
ne mobile Vorrichtung, des erstellten Kartenpro-
fils;

Empfangen, durch das Remote-System von der
mobilen Vorrichtung, einer Schllsselanforde-
rung, wobei die Schliisselanforderung zumin-
dest eine mobile personliche ldentifikations-
nummer, PIN, und die Profilkennung enthalt;
in Reaktion auf das Empfangen der Schlisse-
lanforderung von der mobilen Vorrichtung, Be-
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stimmen, durch eine Authentifizierungsvorrich-
tung des Remote-Systems, ob die mobile PIN
authentisch ist;

basierend auf der Authentifizierungsbestim-
mung der mobilen PIN, Erstellen, durch die Ver-
arbeitungsvorrichtung des Remote-Systems,
eines Einmalgebrauchsschliissels, wobei der
Einmalgebrauchsschlissel dazu konfiguriertist,
ein Mal durch die mobile Vorrichtung zum Er-
stellen eines Zahlungskryptogramms, das fir ei-
ne einzelne finanzielle Transaktion gultig ist, be-
nutzt zu werden und der Einmalgebrauchs-
schlissel zumindest die Profilkennung, einen
Anwendungstransaktionszahler und einen Er-
stellungsschliissel enthalt; und

Ubertragen, durch eine Ubertragungsvorrich-
tung des Remote-Systems, des erstellten Ein-
malgebrauchsschlissels an die mobile Vorrich-
tung, wobei der mobilen Vorrichtung ein siche-
res Element fehlt.

Verfahren nach Anspruch 1, ferner umfassend:
Ubertragen, durch die Ubertragungsvorrichtung des
Remote-Systems, des Einmalgebrauchsschlissels
an einen Aussteller, der mit dem Zahlungskonto as-
soziiert ist.

Verfahren nach Anspruch 1, wobei das Bereitstellen,
durch das Remote-System, des erstellten Karten-
profils an die mobile Vorrichtung das Bilden einer
Nachricht, die das erstellte Kartenprofil enthalt, Er-
stellen eines Verschlisselungsschlissels, Ver-
schlisseln der Nachricht unter Verwendung des er-
stellten Verschlusselungsschlussels und Bereitstel-
len der verschllsselten Nachricht an die mobile Vor-
richtung enthalt.

Verfahren nach Anspruch 1, wobei das Ubertragen
des erstellten Einmalgebrauchsschlissels an die
mobile Vorrichtung das Bilden einer Nachricht, durch
das Remote-System, die den erstellten Einmalge-
brauchsschliissel enthalt, Erstellen eines Verschlis-
selungsschlissels, Verschlusseln der Nachricht un-
ter Verwendung des erstellten Verschlisselungs-
schlissels und Bereitstellen der verschlisselten
Nachricht an die mobile Vorrichtung enthalt.

Verfahren nach Anspruch 1, wobei der erstellte Ein-
malgebrauchsschlissel inaktiv ist, das Verfahren
ferner umfassend:

Empfangen, durch das Remote-System, einer
Verwendungsanzeige des Einmalgebrauchs-
schlissels;

Aktivieren, durch die Verarbeitungsvorrichtung
des Remote-Systems, des erstellten Einmalge-
brauchsschlissels; und

Ubertragen, durch die Ubertragungsvorrichtung

10

15

20

25

30

35

40

45

50

55

21

des Remote-Systems, einer Aktivierungsanzei-
ge des Einmalgebrauchsschlissels an einen
Aussteller, der mit dem Zahlungskonto assozi-
iert ist.

Verfahren nach Anspruch 1, wobei das Zahlungs-
kryptogramm ein Anwendungskryptogramm oder
ein dynamischer Kartenvalidierungscode ist.

Verfahren zum Erstellen eines Zahlungskrypto-
gramms in einer mobilen Vorrichtung (104), der ein
sicheres Element fehlt, umfassend:

Empfangen, durch eine Empfangsvorrichtung
dermobilen Vorrichtung, eines Kartenprofils von
einem Remote-System (110), wobei das Kar-
tenprofil zumindest Zahlungsberechtigungs-
nachweise, die einem Zahlungskonto entspre-
chen, und eine Profilkennung beinhaltet;
Empfangen, durch eine Eingabevorrichtung der
mobilen Vorrichtung, einer mobilen personli-
chen Identifikationsnummer, PIN, die durch ei-
nen Benutzer der mobilen Vorrichtung eingege-
ben wird;

Ubertragen, durch eine Ubertragungsvorrich-
tung der mobilen Vorrichtung, einer Schlisse-
lanforderung an das Remote-System, wobei die
Schlisselanforderung zumindest die Profilken-
nung und eine mobile personliche Identifikati-
onsnummer, PIN, enthalt, wobei die Schliisse-
lanforderung bewirkt, dass die Remote-Vorrich-
tung einen Einmalgebrauchsschlussel erstellt;
Empfangen, durch die Empfangsvorrichtung
dermobilen Vorrichtung, des Einmalgebrauchs-
schliissels vom Remote-System, wobei der Ein-
malgebrauchsschlissel dazu konfiguriert ist,
ein Mal durch die mobile Vorrichtung zum Er-
stellen eines Zahlungskryptogramms, das fur ei-
ne einzelne finanzielle Transaktion glltig ist, be-
nutzt zu werden und der Einmalgebrauchs-
schliissel zumindest einen Anwendungstrans-
aktionszahler, einen Erstellungsschliissel und
die Profilkennung enthalt;

Erstellen, durch eine Verarbeitungsvorrichtung
der mobilen Vorrichtung, des Zahlungskrypto-
gramms, das flr die einzelne finanzielle Trans-
aktion glltig ist, basierend zumindest auf dem
empfangenen Einmalgebrauchsschlissel und
der mobilen PIN; und

Ubertragen, durch die mobile Vorrichtung tiber
Nahfeldkommunikation, von zumindest den
Zahlungsberechtigungsnachweisen und dem
erstellten Zahlungskryptogramm an ein Kas-
senterminal zum Gebrauch in einer finanziellen
Transaktion.

8. Verfahren nach Anspruch 7, wobei das Zahlungs-

kryptogramm ein Anwendungskryptogramm oder
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ein dynamischer Kartenvalidierungscode ist.

Verfahren nach Anspruch 7, wobei das Empfangen,
durch die mobile Vorrichtung, des Kartenprofils das
Empfangen einer verschliisselten Nachricht, die das
Kartenprofil beinhaltet, Erstellen eines mobilen Sit-
zungsschlissels und Entschliisseln der Nachricht
unter Verwendung des erstellten Sitzungsschlis-
sels zum Erhalten des beinhalteten Kartenprofils
umfasst.

Verfahren nach Anspruch 7, wobei das Empfangen,
durch die mobile Vorrichtung, des Einmalgebrauchs-
schlissels das Empfangen einer verschlisselten
Nachricht, die den Einmalgebrauchsschlussel bein-
haltet, Erstellen eines mobilen Sitzungsschlissels
und Entschlusseln der Nachricht unter Verwendung
des erstellten Sitzungsschlissels zum Erhalten des
beinhalteten Einmalgebrauchsschlissels umfasst.

Verfahren nach Anspruch 7, ferner umfassend:

Empfangen, durch die Eingabevorrichtung der
mobilen Vorrichtung, einer Verwendungsanzei-
ge des empfangenen Einmalgebrauchsschlis-
sels;

Ubertragen, durch die Ubertragungsvorrichtung
der mobilen Vorrichtung, einer Aktivierungsan-
forderung, wobei die Aktivierungsanforderung
zumindest die Profilkennung enthalt; und
Empfangen, durch die Empfangsvorrichtung
der mobilen Vorrichtung, einer Aktivierungsan-
zeige des Einmalgebrauchsschlissels,

wobei die Zahlungsberechtigungsnachweise
und das erstellte Zahlungskryptogramm durch
die mobile Vorrichtung in Reaktion aufdas Emp-
fangen der Aktivierungsanzeige des Einmalge-
brauchsschlissels an das Kassenterminal
Ubertragen werden.

Verfahren nach Anspruch 11, wobei das Zahlungs-
kryptogramm durch die mobile Vorrichtung in Reak-
tion auf das Empfangen der Aktivierungsanzeige
des Einmalgebrauchsschlissels erstellt wird.

Verfahren nach Anspruch 7, wobei

das Kartenprofil zum Nutzen von lokaler Datenau-
thentifikation konfiguriert ist, und

lokale Datenauthentifikation eines von (1) Austau-
schen, in den Zahlungsberechtigungsnachweisen,
der Bedeutung eines Ablaufdatums und eines Wirk-
samkeitsdatums, (2) Einstellen des Ablaufdatums
als ein Datum vor dem Ausstellungsdatum oder (3)
Einstellen des Wirksamkeitsdatums als ein Datum
Uber das Ablaufdatum hinaus, oder wobei beide als
das Ablaufdatum und Wirksamkeitsdatum wie defi-
niert eingestellt werden kénnen, und Einstellen eines
Aussstelleraktionscodes, der zum Erzwingen, dass
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die finanzielle Transaktion eine Online-Transaktion
ist, konfiguriert ist, beinhaltet.

System (100) zur Erstellung und Bereitstellung von
Zahlungsberechtigungsnachweisen an eine mobile
Vorrichtung (104), der ein sicheres Element fehlt,
umfassend:

eine Ubertragungsvorrichtung eines Remote-
Systems (110);

eine Verarbeitungsvorrichtung des Remote-
Systems, die zum Erstellen eines Kartenprofils,
das miteinem Zahlungskonto assoziiertist, kon-
figuriert ist, wobei das Kartenprofil zumindest
Zahlungsberechtigungsnachweise, die dem as-
soziierten Zahlungskonto entsprechen, und ei-
ne Profilkennung beinhaltet;

eine Bereitstellungsvorrichtung des Remote-
Systems, das zum Bereitstellen des erstellten
Kartenprofils an eine mobile Vorrichtung, der ein
sicheres Element fehlt, konfiguriert ist;

eine Empfangsvorrichtung des Remote-Sys-
tems, die zum Empfangen einer Schliisselan-
forderung von der mobilen Vorrichtung konfigu-
riert ist, wobei die Schllisselanforderung zumin-
dest eine mobile personliche Identifikations-
nummer, PIN, und die Profilkennung enthalt;
und

eine Authentifizierungsvorrichtung des Remote-
Systems, die zum Authentifizieren der mobilen
PIN in Reaktion auf das Empfangen der Schlis-
selanforderung konfiguriert ist, wobei

die Verarbeitungsvorrichtung des Remote-Sys-
tems ferner zum Erstellen eines Einmalge-
brauchsschllssels auf einer Basis mobiler PIN-
Authentizitat konfiguriert ist, wobei der Einmal-
gebrauchsschliissel dazu konfiguriert ist, ein
Mal durch die mobile Vorrichtung zum Erstellen
eines Zahlungskryptogramms, das flr eine ein-
zelne finanzielle Transaktion giiltig ist, benutzt
zu werden und der Einmalgebrauchsschlissel
zumindest die Profilkennung, einen Anwen-
dungstransaktionszahlerund einen Erstellungs-
schlissel zum Gebrauch beim Erstellen des
Zahlungskryptogrammes, das fir die einzelne fi-
nanzielle Transaktion gultig ist, enthalt; und
die Ubertragungsvorrichtung des Remote-Sys-
tems zum Ubertragen des erstellten Einmalge-
brauchsschlissels an die mobile Vorrichtung
konfiguriert ist.

System nach Anspruch 14, wobei die Ubertragungs-
vorrichtung des Remote-Systems ferner zum Uber-
tragen des Einmalgebrauchsschllissels an einen
Aussteller, der mitdem Zahlungskonto assoziiertist,
konfiguriert ist.

System nach Anspruch 14, wobei die Bereitstel-
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lungsvorrichtung des Remote-Systems das erstellte
Kartenprofil an die mobile Vorrichtung innerhalb ei-
ner Nachricht, die durch einen Verschlusselungs-
schlissel verschllsselt ist, konfiguriert ist.

System nach Anspruch 14, wobei die Ubertragungs-
vorrichtung des Remote-Systems den erstellten Ein-
malgebrauchsschlissel an die mobile Vorrichtung
innerhalb einer Nachricht, die durch einen Ver-
schlusselungsschlissel verschlisselt ist, Ubertragt.

System nach Anspruch 14, wobei

der erstellte Einmalgebrauchsschliissel inaktiv ist,
die Empfangsvorrichtung des Remote-Systems fer-
ner zum Empfangen, von der mobilen Vorrichtung,
einer Verwendungsanzeige des Einmalgebrauchs-
schlussels konfiguriert ist,

die Verarbeitungsvorrichtung des Remote-Systems
ferner zum Aktivieren des erstellten Einmalge-
brauchsschlissels konfiguriert ist, und

die Ubertragungsvorrichtung des Remote-Systems
ferner zum Ubertragen einer Aktivierungsanzeige
des Einmalgebrauchsschlissels an einen Ausstel-
ler, der mit dem Zahlungskonto assoziiert ist, konfi-
guriert ist.

System (100) zum Erstellen eines Zahlungskrypto-
gramms in einer mobilen Vorrichtung (104), der ein
sicheres Element fehlt, umfassend:

eine Verarbeitungsvorrichtung der mobilen Vor-
richtung;

eine Empfangsvorrichtung der mobilen Vorrich-
tung, die zum Empfangen eines Kartenprofils
von einem Remote-System (110) konfiguriert
ist, wobei das Kartenprofil zumindest Zahlungs-
berechtigungsnachweise, die einem Zahlungs-
konto entsprechen, und eine Profilkennung be-
inhaltet;

eine Eingabevorrichtung der mobilen Vorrich-
tung, die zum Empfangen einer mobilen persén-
lichen Identifikationsnummer, PIN, welche
durch einen Benutzer der mobilen Vorrichtung
eingegeben wird, konfiguriert ist; und

eine Ubertragungsvorrichtung der mobilen Vor-
richtung, die zum Ubertragen einer Schliisse-
lanforderung an das Remote-System konfigu-
riert ist, wobei die Schlisselanforderung zumin-
dest die Profilkennung und eine mobile persén-
liche ldentifikationsnummer, PIN, enthalt, und
bewirkt, dass die Remote-Vorrichtung einen
Einmalgebrauchsschlissel erstellt, wobei

die Empfangsvorrichtung der mobilen Vorrich-
tung ferner zum Empfangen des Einmalge-
brauchsschlissels vom Remote-System konfi-
guriertist, wobei der Einmalgebrauchsschlissel
dazu konfiguriert ist, ein Mal durch die mobile
Vorrichtung zum Erstellen eines Zahlungskryp-
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togramms, das fir eine einzelne finanzielle
Transaktion gultig ist, benutzt zu werden und
der Einmalgebrauchsschlissel zumindest ei-
nen Anwendungstransaktionszahler, einen Er-
stellungsschlissel und die Profilkennung ent-
halt;

die Verarbeitungsvorrichtung der mobilen Vor-
richtung zum Erstellen des Zahlungskrypto-
gramms, das flr die einzelne finanzielle Trans-
aktion glltig ist, basierend zumindest auf dem
empfangenen Einmalgebrauchsschlissel und
der mobilen PIN konfiguriert ist, und

die Ubertragungsvorrichtung der mobilen Vor-
richtung ferner zum Ubertragen, lber Nahfeld-
kommunikation, von zumindest den Zahlungs-
berechtigungsnachweisen und dem erstellten
Zahlungskryptogramm an ein Kassenterminal
zum Gebrauch in einer finanziellen Transaktion
konfiguriert ist.

20. System nach Anspruch 19, wobei

21.

die Eingabevorrichtung der mobilen Vorrichtung fer-
ner zum Empfangen einer Verwendungsanzeige
des empfangenen Einmalgebrauchsschliissels kon-
figuriert ist,

die Ubertragungsvorrichtung der mobilen Vorrich-
tung ferner zum Ubertragen einer Aktivierungsanfor-
derung konfiguriert ist, wobei die Aktivierungsanfor-
derung zumindest die Profilkennung enthalt,

die Empfangsvorrichtung der mobilen Vorrichtung
ferner zum Empfangen einer Aktivierungsanzeige
des Einmalgebrauchsschliissels konfiguriert ist, und
die Ubertragungsvorrichtung der mobilen Vorrich-
tung ferner zum Ubertragen der Zahlungsberechti-
gungsnachweise und des erstellten Zahlungskryp-
togramm in Reaktion auf den Empfang der Aktivie-
rungsanzeige des Einmalgebrauchsschlissels kon-
figuriert ist.

System nach Anspruch 20, wobei die Verarbeitungs-
vorrichtung der mobilen Vorrichtung zum Erstellen
des Zahlungskryptogramms in Reaktion auf den
Empfang der Aktivierungsanzeige des Einmalge-
brauchsschliissels konfiguriert ist.

Revendications

1.

Procédé pour la génération et de fourniture d’iden-
tifiants de paiement a un dispositif mobile (104) sans
éléments sécurisés, comprenant :

la génération d’un profil de carte associé a un
compte de paiement, par un dispositif de traite-
ment d’un systeme distant (110), le profil de car-
te comprenant au moins des identifiants de paie-
ment correspondant au compte de paiement as-
socié et a un identifiant de profil ;
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la fourniture du profil de carte généré, par le sys-
teme distant, a un dispositif mobile ;

la réception d’'une demande de clé par le systé-
me distant, en provenance du dispositif mobile,
la demande de clé comprenant au moins un nu-
méro d’identification personnel mobile, PIN, et
l'identifiant de profil ;

en réponse a la réception de la demande de clé
provenant du dispositif mobile, la détermination
de l'authenticité du PIN mobile, par un dispositif
d’authentification du systéme distant ;

sur la base de la détermination de I'authenticité
du PIN mobile, la génération d’'une clé a usage
unique, par le dispositif de traitement du systeé-
me distant, la clé a usage unique étant configu-
rée pour étre utilisée une seule fois, par le dis-
positif mobile, pour générer un cryptogramme
de paiement valide pour une seule transaction
financiére, et la clé a usage unique comprenant
au moins l'identifiant de profil, un compteur de
transaction d’application, et une clé de
génération ; et

latransmission de laclé a usage unique générée
au dispositif mobile par un dispositif de trans-
mission du systéme distant, le dispositif mobile
manquant d’éléments sécurisés.

Procédé selon la revendication 1, comprenant en
outre :

la transmission de la clé a usage unique générée a
un émetteur associé au compte de paiement, parle
dispositif de transmission du systéme distant.

Procédé selonlarevendication 1, danslequel lafour-
niture du profil de carte généré au dispositif mobile
par le systéme distant comprend la création d’'un
message comprenant le profil de carte généré, la
génération d’'une clé de cryptage, le cryptage du
message a 'aide de la clé de cryptage générée, et
la fourniture du message crypté au dispositif mobile.

Procédé selon la revendication 1, dans lequel la
transmission de la clé a usage unique générée au
dispositif mobile comprend la création, par le syste-
me distant, d’'un message comprenantla clé ausage
unique générée, la génération d’une clé de cryptage,
le cryptage du message al'aide de la clé de cryptage
générée, et la fourniture du message crypté au dis-
positif mobile.

Procédé selon la revendication 1, dans lequel la clé
a usage unique générée est inactive, ledit procédé
comprenant en outre :

la réception d’'une indication d’utilisation de la
clé a usage unique, par le systéme distant en
provenance du dispositif mobile ;

I'activation, parle dispositif de traitement du sys-
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téme distant, de la clé a usage unique généree ;
et

la transmission d’une indication d’activation de
la clé a usage unique, par le dispositif de trans-
mission du systéme distant, a un émetteur as-
socié au compte de paiement.

Procédé selon la revendication 1, dans lequel le
cryptogramme de paiement est un cryptogramme
d’application ou un code de validation de carte dy-
namique.

Procédé pour la génération d’un cryptogramme de
paiement dans un dispositif mobile (104) sans élé-
ments sécurisés, comprenant :

la réception d’un profil de carte par un dispositif
récepteur du dispositif mobile, a partir d'un sys-
teme distant (110), le profil de carte comprenant
au moins des identifiants de paiement corres-
pondant a un compte de paiement et a un iden-
tifiant de profil ;

la réception, par un dispositif de saisie du dis-
positif mobile, d’'un numéro d’identification per-
sonnel mobile, PIN, saisi par un utilisateur du
dispositif mobile ;

la transmission d’'une demande de clé par un
dispositif de transmission du dispositif mobile au
systéme distant, la demande de clé comprenant
au moins un identifiant de profil et un numéro
d’identification personnel mobile, PIN, ladite de-
mande de clé incitant ledit dispositif distant a
générer une clé a usage unique ;

la réception de la clé a usage unique par le dis-
positif récepteur du dispositif mobile, en prove-
nance du systeme distant, la clé a usage unique
étant configurée pour étre utilisée une seule fois,
par le dispositif mobile, pour générer un crypto-
gramme de paiement valide pour une seule tran-
saction financiére, et la clé a usage unique com-
prenant au moins un compteur de transaction
d’application, une clé de génération et I'identi-
fiant de profil ;

la génération, par un dispositif de traitement du
dispositif mobile, du cryptogramme de paiement
valide pour la transaction financiére unique, au
moins surla base de la clé a usage unique regue
et du PIN mobile ; et

la transmission, par le dispositif mobile, via une
communication en champ proche, au moins des
identifiants de paiement et du cryptogramme de
paiement généré, a un terminal de point de ven-
te pour une utilisation dans une transaction fi-
nanciére.

8. Procédé selon la revendication 7, dans lequel le

cryptogramme de paiement est un cryptogramme
d’application ou un code de validation de carte dy-
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11.

12.

13.

14.

47
namique.

Procédé selon la revendication 7, dans lequel la ré-
ception du profil de carte par le dispositif mobile com-
prend la réception d’un message crypté comprenant
le profil de carte, la génération d’'une clé de session
mobile, et le décryptage du message a l'aide de la
clé de session mobile générée pour obtenir le profil
de carte inclus.

Procédé selon la revendication 7, dans lequel la ré-
ception de la clé a usage unique par le dispositif mo-
bile comprend la réception d’'un message crypté
comprenant la clé a usage unique, la génération
d’'une clé de session mobile, et le décryptage du
message a 'aide de la clé de session mobile générée
pour obtenir la clé a usage unique incluse.

Procédé selon la revendication 7, comprenant en
outre :

la réception, par le dispositif de saisie du dispo-
sitif mobile, d’'une indication d’utilisation de la
clé a usage unique regue ;

la transmission, par le dispositif de transmission
du dispositif mobile, d’'une demande d’activa-
tion, la demande d’activation comprenant au
moins lidentifiant de profil ; et

la réception, par le dispositif récepteur du dis-
positif mobile, d’une indication d’activation de la
clé a usage unique,

dans lequel les identifiants de paiement et le
cryptogramme de paiement généré sont trans-
mis par le dispositif mobile au terminal de point
devente enréponse a laréception de I'indication
d’activation de la clé a usage unique.

Procédé selon la revendication 11, dans lequel le
cryptogramme de paiement est généré par le dispo-
sitif mobile en réponse a la réception de I'indication
d’activation de la clé & usage unique.

Procédé selon la revendication 7, dans lequel

le profil de carte est configuré pour utiliser une
authentification de données locale, et
I'authentification de données locale comprend I'un
parmi (1) le remplacement, dans les identifiants de
paiement, de la signification d’'une date d’expiration
et d’'une date effective, (2) le réglage de la date d’ex-
piration comme date antérieure a la date d’émission,
ou (3) le réglage de la date effective comme date
postérieure a la date d’expiration, ou les deux peu-
vent étre réglées comme date d’expiration et date
effective telles que définies, et le réglage d’'un code
d’action d’émetteur configuré pour forcer la transac-
tion financiére a devenir une transaction en ligne.

Systéme (100) pour la génération et la fourniture
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d’identifiants de paiement a un dispositif mobile
(104) sans éléments sécurisés, comprenant :

un dispositif de transmission d’un systéme dis-
tant (110) ;

un dispositif de traitement du systéme distant,
configuré pour générer un profil de carte associé
a un compte de paiement, le profil de carte com-
prenant au moins des identifiants de paiement
correspondant au compte de paiement associé
et a un identifiant de profil ;

un dispositif de fourniture du systeme distant,
configuré pour fournir le profil de carte généré
a un dispositif mobile sans éléments sécurisés ;
un dispositif de réception du systéme distant,
configuré pour recevoir une demande de clé en
provenance du dispositif mobile, la demande de
clé comprenant au moins un numéro d’identifi-
cation personnel mobile, PIN, et I'identifiant de
profil ; et

un dispositif d’authentification du systéme dis-
tant, configuré pour authentifier le PIN mobile
en réponse a la réception de la demande de clé,
dans lequel

le dispositif de traitement du systéme distant est
en outre configuré pour générer une clé a usage
unique sur une base d’authenticité de PIN mo-
bile, la clé a usage unique étant configurée pour
étre utilisée une seule fois par le dispositif mo-
bile, pour générer un cryptogramme de paie-
ment valide pour une seule transaction financie-
re, etlacléausage unique comprenantau moins
un identifiant de profil, un compteur de transac-
tion d’application et une clé de génération des-
tinée a étre utilisée dans la génération du cryp-
togramme de paiement valide pour la transac-
tion financiére unique, et

le dispositif de transmission du systéme distant
est configuré pour transmettre la clé a usage
unique générée au dispositif mobile.

Systéme selon la revendication 14, dans lequel le
dispositif de transmission du systeme distant est en
outre configuré pour transmettre la clé & usage uni-
que générée a un émetteur associé au compte de
paiement.

Systéeme selon la revendication 14, dans lequel le
dispositif de fourniture du systéme distant fournit le
profil de carte généré au dispositif mobile dans un
message crypté par une clé de cryptage.

Systéme selon la revendication 14, dans lequel le
dispositif de transmission du systéme distant trans-
met la clé a usage unique générée au dispositif mo-
bile dans un message crypté parune clé de cryptage.

Systéme selon la revendication 14, dans lequel
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la clé a usage unique générée est inactive,

le dispositif récepteur du systéme distantesten outre
configuré pour recevoir une indication d’utilisation
de la clé a usage unique en provenance du dispositif
mobile,

le dispositif de traitement du systéme distant est en
outre configuré pour activer la clé a usage unique
générée, et

le dispositif de transmission du systéme distant est
en outre configuré pour transmettre une indication
d’activation de la clé a usage unique a un émetteur
associé au compte de paiement.

Systéme (100) destiné a générer un cryptogramme
de paiement dans un dispositif mobile (104) sans
éléments sécurisés, comprenant :

un dispositif de traitement du dispositif mobile ;
un dispositif récepteur du dispositif mobile, con-
figuré pour recevoir un profil de carte en prove-
nance d’un systeme distant (110), le profil de
carte comprenant au moins des identifiants de
paiement correspondant a un compte de paie-
ment et a un identifiant de profil ;

un dispositif de saisie du dispositif mobile, con-
figuré pour recevoir un numéro d’identification
personnel mobile, PIN, saisi par un utilisateur
du dispositif mobile ; et

un dispositif de transmission du dispositif mobi-
le, configuré pour transmettre une demande de
clé au systéme distant, la demande de clé com-
prenant au moins un identifiant de profil et un
numéro d’identification personnel mobile, PIN,
et incitant ledit dispositif mobile a générer une
clé a usage unique, dans lequel

le dispositif récepteur du dispositif mobile est en
outre configuré pour recevoir la clé a usage uni-
que en provenance du systeme distant, la clé a
usage unique étant configurée pour étre utilisée
une seule fois, par le dispositif mobile, pour gé-
nérer un cryptogramme de paiement valide pour
une seule transaction financiére, et la clé a usa-
ge unique comprenant au moins un compteur
de transaction d’application, une clé de généra-
tion, et l'identifiant de profil,

le dispositif de traitement du dispositif mobile est
configuré pour générer le cryptogramme de
paiement valide pour la transaction financiére
unique au moins sur la base de la clé a usage
unique regue et du PIN mobile, et

le dispositif de transmission du dispositif mobile
est en outre configuré pour transmettre, par le
biais d'une communication en champ proche,
au moins les identifiants de paiement et le cryp-
togramme de paiement généré, a un terminal
de point de vente pour une utilisation dans une
transaction financiere.
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50

20. Systéme selon la revendication 19, dans lequel

21,

le dispositif de saisie du dispositif mobile est en outre
configuré pour recevoir une indication d’utilisation
de la clé a usage unique regue,

le dispositif de transmission du dispositif mobile est
en outre configuré pour transmettre une demande
d’activation, la demande d’activation comprenant au
moins l'identifiant de profil,

le dispositif récepteur du dispositif mobile est en
outre configuré pour recevoir une indication d’acti-
vation de la clé a usage unique, et

le dispositif de transmission du dispositif mobile est
en outre configuré pour transmettre les identifiants
de paiementetle cryptogramme de paiementgénéré
en réponse a la réception de l'indication d’activation
de la clé a usage unique.

Systéme selon la revendication 20, dans lequel le
dispositif de traitement du dispositif mobile est con-
figuré pour générer le cryptogramme de paiement
en réponse a la réception de l'indication d’activation
de la clé a usage unique.
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