Cookies and Privacy

Amir M. Hormozi. Ph.D.. CFPIM

his article provides an overview of

cookies, the small files used by com-

panies to collect information about
Internet users. Although cookies were ini-
tially designed to assist users in shopping
online, they have become a synonym for the
invasion of privacy. The article discusses
the structure of cookies, the advantages and
disadvantages of cookies, legal issues, and
United States and European Union (EU)
laws regarding the use of cookies.

COOKIES

A cookie is a small text file that is saved on
a user’s hard drive by a Web server. Cook-
ies perform state management functions,
which assist Web sites in maintaining infor-
mation about the state of their users or what
their users are doing. This function allows
Web sites to remember information about
users as well as their preferences. Cookies
allow a Web site to store information on a
user’s machine and later retrieve it. The
pieces of information are stored on name-
value pairs. Table 1 describes the cookie’s
SiX parameters.

Cookies are often incorrectly defined as a
program that a Web site places on the user’s
hard drive, which collects information that
the Web site can access.! Cookies are not
programs and they cannot be accessed at
any time by Web sites to determine where
the user has been. Incorrect definitions may
have led some Internet users to the fearful

state in which they currently reside. When
cookies were first developed, there were no
intentions of using them as the type of spy
mechanism they have the reputation of
today. Cookies were developed only for the
purpose of informing the Web site’s server
that a user had returned.” The server recog-
nizes the user by accessing the information
previously stored in the cookie file. This
process of user tracking was originally
intended to be in the interest of the user.
Saved information about the user results in
saved time and more personalized visits in
the future for the user.

Lou Montulli, a software engineer,
claims to have developed cookies in 1994
while working on the first version of
Netscape. They were originally designed to
assist users in online shopping, by saving
information about the items selected by the
user. Montulli defines a cookie as a “piece
of data that is stored, then given by the
server to the client, stored by the client, and
returned to the server each time the client
returns.”? Cookies were intended to be used
as a “shopping cart” that would save infor-
mation for the user, and that is still seen as a
primary advantage of using cookies today.
However, somewhere along the line, their
purpose was misconstrued and users began
to lose focus of their usefulness.

Cookie uses have since grown far beyond
their original intention and have become a
very controversial issue. Users believe that
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m Cookie Attributes

Indicates if the cookie is secure

Source: See References 6, 19, and 20.

Attributes Description
Name Required
The name of the cookie
Value Required
Contains information the server wants to save on the user’s hard drive
Expiratio Optional
n date Date when the cookie expires
If no date is specified, the cookie will expire when the session ends
Path Optional
Potentially the most useful of the four optional cookie settings
Sets the URL path the cookie is valid within
Pages outside that path cannot read or use the cookie
Domain Optional
A partial or complete domain name that indicates the cookie is valid
Browser will return the cookie to any host that matches the partial domain name
If no domain is specified, the cookie will be returned only to the Web server who
created it
Secure Optional

A flag indicating that a cookie should only be used under a secure server condition

their privacy is being violated, with the pro-
gression of cookie functions moving
beyond basic user customization and per-
sonalization. Cookies are stored in the
user’s computer without his consent or
knowledge. This was not a concern in the
past when they were used for remembering
which user wants which item; but now they
are being used by marketers to collect per-
sonal user information and by Web devel-
opers to track the visits and paths of users.
The largest fear among users is the use of
third-party cookies and the possibility of
cookies being compiled by various Web
sites into large user profile databases.

Advantages

Cookies provide a variety of advantages for
users, Web developers, and marketers. It is
very difficult to use the Internet today with-
out cookies. Many Web site functions,
including online ordering, site personaliza-
tion, Web site tracking and user IDs, do not
work when cookies are not enabled.?
Although they have a “big brother” reputa-
tion, they allow users to customize Web site
features and save preferences for future vis-
its. Web site content can be personalized

and shopping on E-commerce Web sites is
made easier when cookies are enabled.

The original function of cookies — the
“shopping cart” feature — has become very
useful, both for companies that sell their
products on Web sites and for the consum-
ers purchasing those products. Cookies
allow users to save numerous items, as well
as quantities, colors, and sizes in their shop-
ping cart until they are ready for check-out.
Often, thousands of users will shop concur-
rently on the same Web site. A user’s Web
browser can keep track of the items the user
wants to purchase, as well as other informa-
tion for billing and shipping purposes, more
efficiently than the Web site’s Web server.
When users shop on a Web site, they can
add items they wish to purchase or view
later in their shopping cart, while the cook-
ies keep track of items selected and added to
the cart.’

Cookies can also be used to store infor-
mation about user interests. For example, if
a user shops online for books, the bookstore
can save information about which books are
viewed and purchased. This enables the
bookstore to provide suggestions for other
books that might be of interest to a specific
user. Advertisers and marketers also use the
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interests determined through cookie usage
to select which advertisements will be most
effective for a particular user. Cookies can
save users’ geographic locations, which
allows Web sites to personalize information
about weather, movie theaters times, televi-
sion listings, or local events. Cookies also
allow for a Web site personalization. The
users’ names can appear when welcoming
them back to the site, or the users may be
able to choose what content they would like
to see (or not see) on the site, Cookies save
users’ time by remembering their informa-
tion. Future visits are less of a hassle when
the Web site does not need to repeatedly ask
users for any required information.

An alternative way for Web sites to
accomplish this is to allow users to create
unique IDs and passwords for themselves.
This will keep each customer’s information
separate and private. For example, when
purchasing products from an E-commerce
Web site, users do not need to fill in their
name, address, and billing information
every time they buy from that particular
site. Cookies allow the user to save the
information with their ID and password so it
is available when the user returns and is
ready to make another purchase. The more
information a user provides, the more cook-
ies can assist the user in finding the infor-
mation or products desired. The information
is saved with back-end interactions, which
allow the site to securely store important
personal data such as passwords or credit
card information on a user’s hard drive.°

Marketers and advertisers use cookies for
collecting demographic information about
users. When one sees an advertisement for
the first time from a particular server, the
browser is assigned a unique ID that is
saved with one’s other cookie files. When
visiting a Web site that contains an adver-
tisement from that server, the cookie will be
used to display the most effective advertise-
ment based on one’s interests that were
determined by the information previously
provided.” Information can be collected in a
variety of fashions, such as by the topics of
the Web sites visited, the advertisements

clicked on, the items purchased, or any
forms filled out. The user could provide the
information directly by filling out forms, or
passively by being tracked across several
Web sites. Cookies are very beneficial for
the advertisers that want to target the inter-
ests of consumers.

Similar to the way cookies are used to
count and track the visitors to a Web site,
they can also be used to determine the effec-
tiveness of advertisements placed on the
Web. Users benefit from these counts as
well, because they prevent them from see-
ing advertisements too frequently. After
clicking on an advertisement that collects
information through cookies, users will be
tracked on the Web site to which they are
directed. Clicking on a particular advertise-
ment will also help determine the interests
of the user, which will lead to more person-
alized advertisements shown in the future.’
DoubleClick, the Internet advertising com-
pany, uses this technology by tracking
which advertisements are seen by a user on
the various Web sites DoubleClick’s cook-
ies are on, and then changing those adver-
tisements periodically so they are not seen
too frequently. This strategy also prevents
consumers from seeing advertisements that
are not suited to their interests.

Web developers use cookies for statisti-
cal purposes. They can track how many vis-
itors arrive, how often a visitor returns, and
how many are new visitors versus repeat
visitors. This information can be used to
plan future Web site updates, by keeping the
data collected in a large database. Each user
is assigned an ID when visiting a Web site
for the first time. That ID is placed in the
user’s cookie files, on the user’s hard drive.
When the user returns to the Web site, the
Web site will count that user as a return vis-
itor. This is a continuous process that is used
for each Web site visitor.! The cookies are
also used to track the paths of users through-
out the duration of their visit to the Web
site. This is not done to spy on the users, but
rather to provide information to Web site
designers. By knowing where the users
visit, designers can focus on those pages to

The more
information a
user provides, the

more cookies cen
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finding the

information or
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using a single
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cookies mey not
be the most
offective wey to
keep track of the

number of users.

present the information in the most user-
friendly way. Attention can also be given to
the pages that have a low visitor cou:t to
determine any problems with the page con-
tent.> Tracking visitors can also determine
where the user left the Web site. A certain
page may need investigation if numerous
visitors exit the Web site on a particular
page. There may be an ineffective link or an
error that needs correcting. By tracking
where users spend their time, Web site
changes can be made to improve the user
experience and increase the likelihood that
they will return.

Disadvantages

Several problems have arisen when attempt-
ing to use cookies to track the number of
users who visit a particular Web site. Visitor
counts can often be inaccurate due to users
who use more than one computer or fre-
quently share computers. Users might
access a Web site from their home com-
puter, work computer, or their laptop; and
each time that user changes computers, a
different ID is assigned. This causes inaccu-
rate counts when determining which visi-
tors are new and which visitors are
returning. In addition, the home computer
could have various family members access-
ing different sites. When attempting to track
user interest to provide the most effective
advertisements, this would also cause inac-
curate results.

Cookies can often get erased when tem-
porary Internet files are deleted, which
would also cause creation of a new ID.! A
user can delete his cookie files at anytime so
they cannot be relied on for saving impor-
tant information.® Because there is rarely
one user using a single computer, cookies
may not be the most effective way to keep
track of the number of users. The best solu-
tion to this common problem is to have
users create an ID and password to log in to
the site, which can be used by only that one
user from any number of computers. This
will provide Web sites with the most accu-
rate counts.!

According to Drott,” we do not know
how beneficial cookies are to Internet users.
We only know that tracking visits and cus-
tomizing sites is most valuable for users that
return to the site. Cookies may not be as
useful for users who visit a site once or only
visit periodically. The user ID process could
possibly be ineffective or more time con-
suming for users who do not plan on return-
ing to the site.

Users often perceive cookies as an inva-
sion of privacy due to the information col-
lection without their consent. Users may not
know that a cookie is being placed on their
hard drive, what it will be used for, or if any
third parties have access to the information.
In 2000 and 2001 studies, Drott® examined
the home pages of 60 Web sites of the com-
panies listed in the 1999 issue of Fortune
Global 500. These were the first 30 listed
and the last 30 listed. More than one third of
the corporate sites in the survey set cookies
in connection with their home pages. This is
why it is critical for Internet users that have
cookies enabled to read privacy policies when
visiting a Web site. If users do not read the
Web site’s privacy policy, they may not know
why the cookie is being placed or how the
Web site intends to use the collected informa-
tion. Users generally do not know when a
cookie that is stored on their hard drive is
being accessed. The Web server does it all
automatically. Essentially, cookies make use
of user-specific information, transmitted by
the Web server onto the user’s computer for
use of the specific information at a later time
by itself or other servers.!®

A third-party cookie either originates on
or is sent to a Web site different from the
one being viewed currently. Third-party
cookies raise the most concern among users
today. These cookies can originate on the
Web site one is viewing, or can be sent from
the Web site one is viewing to a different
Web site. This is usually done for advertis-
ing purposes. The site one is viewing may not
use cookies; but if there is an advertisement
on the page from a third party that uses cook-
ies, one could be tracked through the other
Web site’s cookies. Third-party cookies are
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usually employed to observe user browsing
habits and determine interests for advertis-
ing customization.!!

Cookies today are capable of performing
more than was formerly intended. When
Montulli came up with the cookie concept,
he did not know third-party cookies were
possible. Although they are seen as a threat
by and to many Internet users, they are not a
hazard when only one Web site is collecting
information. They become potentially dan-
gerous when many Web sites collectively
track and gather information about users.*
Advertising network companies collec-
tively compile the information collected by
the cookies and share it with thousands of
other Web sites.

DoubleClick is the most notable of all
these companies. Anyone who has used the
Internet with cookies enabled is likely to
have a cookie file that was placed by Dou-
bleClick although they probably do not
know who DoubleClick is nor have they
visited its Web site. There is no need for the
user to visit DoubleClick’s Web site
because there are more than 11,000 Web
sites that use DoubleClick cookies, which
have provided the company with informa-
tion on 100 million users.!? There are vari-
ous concerns about large databases that
could potentially be created with all the user
information collected by cookies. This
could enable marketers to create detailed
profiles about users such as what sites were
visited, what was purchased or what adver-
tisements were clicked on. This information
could then be sold to third parties that can
complete the profile with more personal
information. Once a user provides an e-mail
address, names, addresses, and other per-
sonal information can be found in other
databases.

According to the World Wide Web Con-
sortium (W3C), which promotes the evolu-
tion and interoperability of the Internet,
DoubleClick does not include names or e-
mail addresses or phone numbers in its data-
bases, but often the other information cookies
collect is enough to identify the user. Double-
Click only maintains that it uses information

about browsers and Web surfing habits to
provide the advertisements that are best
matched to the user’s interests. Many users
feel cookies that track their path across Web
sites are invasive even if their identity is not
known. Users should be especially con-
cerned about this tracking behavior if they
fill out forms that contain information that
could identify them.

Users may have a right to be concerned
about their privacy when cookies are being
used. Cookies can easily be seen and infor-
mation can be accessed by anyone who
knows how to get to the cookie files stored
on the hard disk of a computer. This is why
private information such as credit card
information, addresses, or phone numbers
should not be stored in a cookie. Cookies
should be used only for storing the ID of the
user. Any other information provided may
not be secure enough to protect the user’s
privacy.® However, cookies still only con-
tain personal information if the user has pro-
vided it. If users are concerned about
privacy, personal information should not be
provided to Web sites that use cookies.
Reading the privacy policies of Web sites
can help users determine whether or not
they want to provide the Web site with their
private information.

The privacy controversy continues to
grow with the number of lawsuits against
Internet companies that do not disclose their
use of cookies. In a June 2002 survey by
Jupiter Research, 70 percent of E-com-
merce users said they were worried about
their privacy online. In another survey con-
ducted by Jupiter Research, 93 percent of E-
commerce users said it was very important
that sites disclose their privacy practices.
Goldman'? also believes that users attempt-
ing to protect their privacy are a small per-
centage of the Internet community. Many
users who are concerned about their privacy
do little or nothing to protect their privacy.
Many do not even know how to configure a
browser to stop cookies from being
recorded, or read the privacy policies of the
Web sites to learn what information cookies
collect and how it is used.

Cookies should be
used only for
storing the ID of
the user. Any
other
informetion
provided meay not
be secure enotgh
to protect the
User's privacy.
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LEGAL AND BUSINESS IMPLICATIONS
There have been several attempts to pass
laws limiting the use of cookies but there
are currently few legislative measures that
protect Internet users. Privacy is not a con-
stitutional right in the United States, which
makes it difficult to get new privacy legisla-
tion enacted when new technological prob-
lems arise. Privacy issues only appear in the
courtroom when a problem occurs and citi-
zens need additional protection that current
laws do not provide. Because of lacking
government protection, Internet users must
protect themselves when using the Internet
with cookies enabled.

The Federal Trade Commission (FTC)
approved of self-regulation with a unani-
mous vote in 2000. This plan requires com-
panies to inform users of their activities
involving any customer profiling that gives
users an opportunity to choose whether they
allow their information to be collected.”
Although it is up to the users to decide what
information they want to provide to Web
sites or whether they want to use cookies,
the FTC is still taking action against compa-
nies that do not abide by their own privacy
policies. The majority of Web sites cur-
rently provide users with information about
what information is collected and its
intended use. However, the FTC continu-
ously observes companies to ensure they are
not violating their own privacy policies.
Section 5 of the FTC Act permits the FTC to
enforce any statements made in a com-
pany’s privacy policy.

Cookies can be used to collect informa-
tion about adult Internet users without any
repercussions, as long as the Web site 1s
obeying its own stated privacy policy. How-
ever, the privacy issue becomes much more
serious when the Internet user is a child.
Cookies cannot be used to collect any iden-
tifiable information about children unless a
parent has given consent. This is stated in
Section 312 of the Children’s Online Pri-
vacy Protection Act, which applies to chil-
dren under the age of 13. Therefore, cookies
cannot be used to collect names, addresses,
phone numbers, or any other identifiable

information, as well as any creation of user
IDs that numerous Web sites currently
assign for statistical and demographical
purposes.

There have been several lawsuits result-
ing from the use of cookies. User uproar
concerning privacy complaints has
increased with users distressed about cook-
ies that have been placed on their hard
drives. The majority of these lawsuits have
focused on companies that failed to disclose
to users their use of cookies or used infor-
mation in ways that were not disclosed in
their privacy policies. While companies that
use cookies are not required to do more than
inform users of their cookie use, they are
required to abide by the policies they set for
themselves. Many companies believe their
privacy responsibility ends when they dis-
close the use of cookies in their privacy pol-
icy. However, unless the company abides
by its own privacy policy and protects the
information collected about its users, legal
action will be imminent.'® Previous lawsuit
attempts were to prohibit companies from
using cookies to track the user’s paths
across Web sites to protect user information
from being used to develop detailed pro-
files.

The FTC and scveral State Attorneys
General have brought lawsuits against sev-
eral companies for their use of cookies.
Esurance,'” an auto insurance company,
was accused of not disclosing the use of
third-party cookies by advertisers on its
Web sites. The cookies were reportedly
used to collect information about users and
then compiled into a customer profile data-
base. Esurance now informs users in its pri-
vacy policy about the cookies placed by
third parties and how they are used.

Avenue A, Inc., a marketing agency, was
accused of utilizing cookies to track users’
Web habits and compile information about
its users.!” Avenue A, Inc., now part of
aQuantive, Inc., uses Atlas DMT, another
part of aQuantive, to set its cookies. Atlas
DMT has a very detailed privacy policy that
informs users of Avenue A’s use of cookies
and mentions their Network Advertising
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Initiative (NAI) membership as well as their
compliance with the W3C’s Platform for
Privacy Preferences Project (P3P) specifi-
cations. Users are also given an opportunity
to replace the current cookie on their hard
drive with an opt-out cookie to avoid any
future cookie collection practices. There
have also been similar lawsuits against Toys
“R” Us and Yahoo! for using cookies with-
out user consent.!’

SOLUTION TO PRIVACY ISSUES
DoubleClick has been sued numerous times
for violations of privacy relating to the com-
pany’s cookie tracking practices. Its infor-
mation collection practices first caught the
attention of the Electronic Privacy Informa-
tion Center (EPIC), which filed a complaint
with the FTC in February 2000. The FTC
closed its investigation of the company after
determining that DoubleClick had disclosed
its practices in its privacy policy and never
used or disclosed users” information for any
purposes that were not stated in its privacy
policy. DoubleClick made an agreement
with the FTC under the provisions of the
NAI to update its privacy policy, inform
users of their “opt-out” option, and explain
to users how the company tracks users and
intends to use the collected information.
The NAI has developed a set of privacy
principles with the FTC that requires all
Web sites to disclose any information col-
lection practices in their privacy policies.
DoubleClick has changed its privacy policy
since the lawsuit, and now explains to users
how they can choose to opt out. When a user
decides to opt out of DoubleClick’s cookie
collection practices, the user’s original
cookie will be replaced with this cookie:

id=OPT_OUT

The opt-out cookie replaces the unique ID
number that previously identified the user.
By placing this cookie on the user’s hard
drive, DoubleClick’s server will know that
the user has opted out and will not attempt
to assign other cookies in the future.'® The
NAI Web site also gives users the option to
opt out of advertising. Its Web sites inform

users how to opt out of all cookies placed by
any of the NAI's advertising networks.

Users also have another option to protect
their privacy and prevent cookies from col-
lecting personal information. With the pub-
lic uproar of privacy issues that comes along
with the use of cookies, software suppliers
have taken advantage of the opportunity.
Available software such as Junkbusters,
Cookie Cutter, and Cookie Monster give
Internet users an opportunity to control the
cookies that are placed on their hard drives.®

The World Wide Web Consortium's P3P
gives users another opportunity to deter-
mine whether they want certain cookies to
be placed on their hard drives. They have
developed a standardized privacy policy
that will answer all questions a user might
have concerning a company’s use of cook-
ies. The company answers several multiple-
choice questions about what information
will be collected and how it will be used.
The privacy policy is then drafted in a man-
ner that will be consistent with all other P3P
privacy policies, which will make reading
privacy policies easier for Internet users.

Businesses that wish to provide users
with the most security and ease of use while
visiting their sites can obtain privacy seals
from several Web sites. Users who are wor-
ried that their privacy may be violated when
using cookies on the Internet can look for
the following seals. The 3rd Party Privacy
Seal assures users that the site’s privacy pol-
icies are being followed. Users who feel pri-
vacy policies have been violated are able to
contact several businesses that protect Inter-
net privacy. The Better Business Bureau
(BBB) is protecting the interest of user pri-
vacy through the BBB Online’s privacy
seal. This seal posted on a Web site guaran-
tees that a company will follow its privacy
policies and has met all privacy standards
required by the BBB. A TRUSTEe seal ona
Web site similarly informs users that all
information collection practices are dis-
closed in that company’s privacy statement.
Both BBB Online and TRUSTEe can be
contacted if a user feels a Web site is not
abiding by its privacy policy.

Available
software stch as
Junkbusters,
Cookie Cutter,
and Cookie

Monster give
Diternet users an
opportinity to
control the
cookies that are
placed on their
bard drives.
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Companies that do not want to risk losing
any customers can choose to avoid using
cookies on their Web sites. Although cook-
ies were originally intended to assist users
in their Internet experience, many users
today still see them as a threat. Any com-
pany that does not want to lose up to 10 per-
cent of its customers may decide it is better
to not use cookies and allow users to feel
more secure.

USING COOKIES INTERNATIONALLY
While the United States relies on a few
laws, but mostly on self-regulation of pri-
vacy, the European Union has taken a dif-
ferent approach. Businesses need to be
aware of international privacy laws, espe-
cially the European Union Data Protection
Directive, when dealing with Internet users
in other countries. While the United States
does not provide protection of privacy in the
Constitution, the European Union does.
When collecting information in the United
States, users must choose to opt out of prac-
tices if they do not want their information
shared with third parties. However, the
European Union’s Directive protects users
from similar information collection prac-
tices. To collect data about European users,
individuals must choose to opt in.!* With
Internet users spread out across the world,
U.S. companies must be cautious when
using cookies. Information about a Euro-
pean user cannot be collected in the same
manner as an American user. Businesses
that do not abide by European privacy laws
could be prosecuted.

CONCLUSION

Since the creation of cookies, Internet users
have become increasingly concerned with
privacy issues. Some consider cookies a
program to determine where a user has
been; but in fact, cookies are small text files
that are saved onto a computer hard drive by
a Web server. Cookies perform state man-
agement functions and have multiple advan-
tages and disadvantages. Cookies perform
Web site personalization, facilitate online
shopping, and help advertisers determine

which advertisements may be of interest to
each particular user. Cookies also perform
statistical functions such as counting the
number of Web site visitors and also provid-
ing information to Web site designers. In
turn, designers can focus on presenting a
Web site in the user-friendliest way and
troubleshoot any problems with the page
content.

Cookies also have disadvantages, such as
inaccurate visitor counts. Users often use
more than one computer, share computers,
or access the same Web site from a work
computer. Each time a user changes com-
puters or deletes temporary Internet files, a
different ID is assigned. In addition, cookies
have created issues regarding user privacy.
Cookies are used to collect information
without a user’s consent and this is espe-
cially troublesome with third-party cookies.
Privacy issues continue to increase, as evi-
denced by the number of lawsuits against
Internet companies that do not disclose their
use of cookies.

The United States primarily has self-reg-
ulation in regard to companies’ use of cook-
ies; however, the FTC does take measures
against companies that do not abide by their
own privacy policies. In contrast, the Euro-
pean Union has more rigid laws regarding
the use of cookies and does not allow the
collection of personal information of their
users. Another difference between the
United States and the European Union
regarding privacy policies is that a U.S. user
must read the Web site’s privacy policy and
select to “opt-out” of receiving cookies
from certain Web sites. In turn, EU users
must “opt-in” to receive a cookie and thus
allow a company to collect information
about them.

Cookies are now used for many more
purposes than they were originally designed
for and therefore are often perceived as
threats to user privacy. With more lawsuits
and controversy about privacy issues, the
United States may pass laws to restrain or
stop the use of cookies and deny a com-
pany’s ability to freely collect user informa-
tion without their consent
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