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(57) ABSTRACT 
Determining an entity's cybersecurity risk and benchmarking 
that risk includes non-intrusively collecting one or more types 
of data associated with an entity. Embodiments further 
include calculating a security Score for at least one of the one 
or more types of databased, at least in part, on processing of 
security information extracted from the at least one type of 
data, wherein the security information is indicative of a level 
of cybersecurity. Some embodiments also comprise assign 
ing a weight to the calculated security score based on a cor 
relation between the extracted security information and an 
overall security risk determined from analysis of one or more 
previously-breached entities in the same industry as the 
entity. Additional embodiments include calculating an overall 
cybersecurity risk score for the entity based, at least in part, on 
the calculated security Score and the weight assigned to the 
calculated security Score. 
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: Security Scorecard 

Detailed Report Prepared for Report Generated On 
ACME, Inc. October 27, 2014 03:43 PM (EST) 

SCOrecard Overview -1 700 

Quantity of IPs Discovered 1884.3 
ACME, Inc. -- 
SCOreCard 
66th Percentile -702 E-mail Adcresses Detected 1043 
Retail Industry anyurl12345.com 
(http://www.anyuri 12345.com) Malware Eve?ts Detected 228 

THREAT INDICATORS 1704 INFORMATIONAL INDICATORS-1 706 
OApplication Security G Network Security GOPatching Cadence GOPassword Exposure 
O IP Reputation GO DNS Health O Social Engineering Hackef Sites 
G) Cubit Score G) Endpoint Security 

The chart below shows the evolution of the company's relative security ranking Over time. The shaded area 
represents the range of values taken by Companies in the Software industry. 

- anyur 12345.com 
O Retail Industry Ratings 

FINDINGS SUMMARY 1710 
ISSUE DETECTED 

17 insecure Open Port(s) indentified: This can Increase Risk Of Authentication Bypass Attacks. 
Network Security Profile:The Network Security Profile Score is Below industry Average. It is 

Worse Than 72%. Of Industr Network Security 
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CD ENDPOINTSECURITY 
Measuring security level of employee workstations and mobile devices, older, outdated operating systems and browsers 
are more easily exploitable and Emay even have Custom tools and scripts designed to take advantage of system flows to 
employee Workstations and data 

O endpoint vulnerabilities detected 

GD PATCHING CADENCE 
Checking company's software inventory for Out of date of vulnerable applications 
NO issues found. 

GD PASSWORDEXPOSURE 
Internet as a result of a public hack of data dump. Employees listed below have registered on non-COMpany websites 
using their corporate Overall address. 
Credentials at Risk: 12 Credentials for accounts associated with employee emails Were discovered in data 
leak(s) in the last year(s) 
O Sample Breach Names 

20-Feb-2014 
Recommendation: Verify that corporate passwords have been reset for all leaked Users since 20-Feb-2014 
Breached accounts: 
bob reld Ganyurl12345.com, brendarico Ganyurt 2345.com, daniellefeldman.0any url 12345.com, 
darcy connelly Ganyurt 12345.com, darnetteot brown Ganyuri 12345. C0m 

G) SOCIALENGINEERING 
Measuring employee awareness to a social engineering orphishing attack. Employees that register On SOcial media 
networks are easily discoverable by an attacker and can be manipulated using publicly shared information about the 
employee. 

C APPLICATIONSECURITY 
Real-time query for common vulnerabilities within company website and web applications. Some examples of Common 
system weaknesses include cross-site scripting (XSS) and SQL injection (SQL). When these vulnerabilities are present, 
a hacker can manipulate the application into performing unexpected and malicious activities. Such as spreading 
malware stealing sensitive database information, Of hijacking user accounts. 
Additionally, we assess the security configuration of website cookies and HTTP headers to ensure all data is 
transmitted over the internet in the safest manner possible, to avoid any risk of Website manipulation or har?il your users 
and Sensive data. 

Data is obtained non-intrusively from pre-compiled public and proprietary vulnerability databases. The Website is not 
created and scanned using intrusive tools. 

FIG. 9 
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OOO 

MALWARERISKANALYSS 

The following chart plots the evolution of a malware risk score. This score is computed from a trained statistical model 
based on multiple sources of malware event information, Factors that affect the model include vulnerability to malicious 
software based on network size, and the frequency and severity of past and current reports of infections. 

OO 
- Epidemiological 

CO2 

The following chart describes the number of reported malware events in a company network by day. "Malware" refers to 
malicious software that is being used to exploit and further penetrate a network. 

2 3 4 5 6 8 9 O 2 3 4 5 617 819 2021222324 2526 27 28 29303 

GIPREPUTATION 
Provides a real-time dataset of IP addresses emanating suspicious activity, Such as malware Or Spain, within YOUr 
company network, These may represent infected employee workstations, misconfigured or hijacked servers, infections of 
nearby machines in your data Center. 
Surface Area 
178,843 IPs discovered. These are the IPs belonging to the company as well as IPs in the vicinity 
belonging to ISP Or CDN, infections and hacker attacks directed at this vicinity may affect your Company 
Ddb - ACME, Inc. Dly 
o 123.45.56.O. 12345.56.255 1006 

GD CUBIT SCORE 
The cubit score is a propriety algorithm which scans an array of Critical security vectors for high risk misconfigurations, 
These misconfigurations may have high exploitability and could cause significant harm to the privacy of your data and 
infrastructure, 

Company internal subdomains detected 
ons4.any url 12345.com 
o mail.anyurl12345.com 

FIG. 10 
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G NETWORKSECURITY -1102 
Checks public datasets for evidence of high risk or insecure open ports within company network. Insecure 
ports can often be exploited to allow an attacker to circumvent the login process Or obtain elevated access to 
the system. If misconfigured, an open port can act as the entry point between a hacker's workstation and 
your internal network. 

17 insecure Open Port(s) Identified: This can increase risk of authentication bypass attacks. 
Several insecure and/or suspicious Open ports have been detected as being publicly accessible. The 
availability of these ports allow attackers to engage in authentication bypass attacks (brute forcing 
attempts, remote buffer overflows, blank passwords). An attacker can leverage this access to pivot 
access into further enterprise resources: 
20-FTP 

IP FIRST DISCOVERED HOST 
92.68. 17 26-AUG-2014 F 

1104 

G. HACKERSITES 
Monitoring underground hacker websites for chatter or discussion about your company, Hackers will brag 
about vulnerabilities discovered in your system in Order to gain credibility within the hacker COITM Unity. Once 
published, any user browsing the hacker forum can discover and exploit your vulnerabilities. 
Older discussions may have been addressed or are no longer relevant are penalized less than more recent 
discussions. 

anyuri 12345.com has been mentioned on hacked news 1 time(s) in the last 2 year(s) 
o Company: The ACME, Inc. 

Root cause: Inside Job 
Description: Three ACME, Inc. employees were arrested for allegedly stealing personal information 
of some 300 employees, and were initially detected last fall and those employees whose files were 
notified of breach, One of the three E. was caught using her ACME, Inc. email to send the 
stolen information. Security investigators fear that this breach may have affected as many as 20,000 
individuals. Information stolen included Social Security numbers and birthdates. Allegedly the 
employees opened numerous fraudulent accounts with the stolen personal information. 
Date: 06-Feb-2014 1106 

G DNSHEALTH 
Detecting DNS insecure configurations and vulnerabilities. 
SPF Record 
SPF record passed validation, Spoofing, or imitating emails belonging to any Uri 12345.com, prohibited. 
DNS HISTORY 
A passive DNS history scan revealed 0 suspicious domain(s) associated with homedepot.COM IPs. 
NO issues found. 

FIG 11 
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1. 

ONLINE PORTAL FOR IMPROVING 
CYBERSECURITY RISK SCORES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. Provisional Patent 
Application No. 62/091,477 entitled “CORPORATE IP 
ADDRESS DISCOVERY THROUGH SUBSIDIARY AND 
INTERNAL SYSTEM MAPPING SYSTEM AND 
METHOD,”filedon Dec. 13, 2014, and also claims priority to 
U.S. Provisional Patent Application No. 62/091,478 entitled 
“CORPORATE CYBER SECURITY BENCHMARKING 
ASA SERVICE SYSTEM AND METHOD filed on Dec. 
13, 2014. The entire contents of both are incorporated herein 
by reference. 

FIELD OF THE DISCLOSURE 

This disclosure generally relates to corporate cybersecurity 
technology. More specifically, this disclosure relates to cal 
culating an entity's cybersecurity risk and benchmarking the 
calculated risk. 

BACKGROUND 

Security risks to a corporation have become increasingly 
complex. Many threats to corporate information security, 
including those attributable to terrorism, organized crime, 
and/or individual hackers can be asymmetric, distributed, 
and/or networked, making cybersecurity risks more difficult 
to manage. Further, corporations are beginning to appreciate 
the interdependence between a corporate risk portfolio and 
the way it does business. For example, corporations under 
stand that certain types of behavior may enhance or under 
mine a corporation’s license to operate in addition to increas 
ing or reducing the corporation's cybersecurity risks. As a 
result, corporate cybersecurity is receiving more attention 
today than it did in the past. 

SUMMARY 

A corporate entity may assess its cybersecurity risk by 
calculating and/or tracking its own cybersecurity perfor 
mance, as well the cybersecurity performance of its competi 
tors and current and potential business partners. Based on the 
assessment, the entity can make meaningful decisions to 
improve its cybersecurity performance. To improve its market 
standing, the entity can benchmark its cybersecurity perfor 
mance against similar corporate entities, such as competitors, 
to make Sure it's cybersecurity performance is not below an 
industry standard (written or unwritten). In doing so, the 
entity can reduce the likelihood of experiencing a security 
breach, and likewise, Suffering from client loss, reputation 
loss, and exposure to liability. 

According to one embodiment, a method for determining 
an entity's cybersecurity risk includes non-intrusively col 
lecting, by a processor, one or more types of data associated 
with an entity. The method can also comprises calculating, by 
the processor, a security score for at least one of the one or 
more types of data based, at least in part, on processing of 
security information extracted from the at least one type of 
data, wherein the security information is indicative of a level 
of cybersecurity. The method may further include assigning, 
by the processor, a weight to the calculated security score 
based on a correlation between the extracted security infor 
mation and an overall cybersecurity risk determined from 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
analysis of one or more previously-breached entities in the 
same industry as the entity. The method can also comprise 
calculating, by the processor, an overall cybersecurity risk 
score for the entity based, at least in part, on the calculated 
security score and the weight assigned to the calculated Secu 
rity score. 

According to another embodiment, a computer program 
product includes a non-transitory computer-readable medium 
comprising instructions which, when executed by a processor 
of a computing system, cause the processor to perform the 
step of non-intrusively collecting one or more types of data 
associated with an entity. The medium can also comprises 
instructions which cause the processor to perform the step of 
calculating a security score for at least one of the one or more 
types of databased, at least in part, on processing of security 
information extracted from the at least one type of data, 
wherein the security information is indicative of a level of 
cybersecurity. The medium may further include instructions 
which cause the processor to perform the step of assigning a 
weight to the calculated security score based on a correlation 
between the extracted security information and an overall 
cybersecurity risk determined from analysis of one or more 
previously-breached entities in the same industry as the 
entity. The medium can also comprises instructions which 
cause the processor to perform the step of calculating an 
overall cybersecurity risk score for the entity based, at least in 
part, on the calculated security score and the weight assigned 
to the calculated security score. 

According to yet another embodiment, an apparatus 
includes a memory and a processor coupled to the memory. 
The processor can be configured to execute the step of non 
intrusively collecting one or more types of data associated 
with an entity. The processor can also be configured to 
execute the step of calculating a security score for at least one 
of the one or more types of data based, at least in part, on 
processing of security information extracted from the at least 
one type of data, wherein the security information is indica 
tive of a level of cybersecurity. The processor can be further 
configured to execute the step of assigning a weight to the 
calculated security score based on a correlation between the 
extracted security information and an overall cybersecurity 
risk determined from analysis of one or more previously 
breached entities in the same industry as the entity. The pro 
cessor can also be configured to execute the step of calculat 
ing an overall cybersecurity risk score for the entity based, at 
least in part, on the calculated security Score and the weight 
assigned to the calculated security score. 
The foregoing has outlined rather broadly the features and 

technical advantages of the present invention in order that the 
detailed description of the invention that follows can be better 
understood. Additional features and advantages of the inven 
tion will be described hereinafter that form the subject of the 
claims of the invention. It should be appreciated by those 
skilled in the art that the concepts and specific embodiments 
disclosed can be readily utilized as a basis for modifying or 
designing other structures for carrying out the same purposes 
of the present invention. It should also be realized by those 
skilled in the art that such equivalent constructions do not 
depart from the spirit and scope of the invention as set forth in 
the appended claims. The novel features that are believed to 
be characteristic of the invention, both as to its organization 
and method of operation, together with further objects and 
advantages will be better understood from the following 
description when considered in connection with the accom 
panying figures. It is to be expressly understood, however, 
that each of the figures is provided for the purpose of illus 
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tration and description only and is not intended as a definition 
of the limits of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the disclosure, ref 
erence is made to the following FIGURES taken in conjunc 
tion with their accompanying descriptions: 

FIG. 1 is a block diagram of a network that includes a 
scorecard server, data Sources, and an entity with a cyberse 
curity risk according to an embodiment; 

FIG. 2 is a block diagram of a system for calculating and 
benchmarking an entity's cybersecurity risk according to an 
embodiment; 

FIG.3 is a flow diagram of alerts generated by a system for 
calculating and benchmarking an entity's cybersecurity risk 
according to an embodiment; 

FIG. 4 is a block diagram of a system for calculating and 
benchmarking an entity's cybersecurity risk according to an 
embodiment; 

FIG. 5 is a flow diagram of functions performed by a 
system for calculating and benchmarking an entity's cyber 
security risk according to an embodiment; 

FIG. 6 is a flow diagram of a method for calculating and 
benchmarking an entity's cybersecurity risk according to an 
embodiment; and 

FIGS. 7-11 illustrate respective outputs displayed by a 
scorecard system according to an embodiment. 

DETAILED DESCRIPTION 

An entity’s knowledge of its cybersecurity risks, as well as 
those of its current and potential business partners and com 
petitors, may serve as strategic information used to guide 
cybersecurity and business decisions. To provide an accurate 
picture of an entity's cybersecurity risk, the concepts 
described herein involve identifying and collecting both 
“non-intrusive' and “intrusive' data associated with an entity 
for which cybersecurity risk is calculated. Non-intrusive data 
collection involves collecting data from a source for which 
permission from the entity whose cybersecurity risk is calcu 
lated is not required. In contrast, intrusive data collection 
involves collecting data from a source for which permission 
from the entity whose cybersecurity risk is calculated is 
required. Non-intrusive data collection can be employed 
when an entity desires a high-level, or general assessment of 
its cybersecurity risk, while intrusive data collection can be 
employed when an entity requires a low-level, or more 
detailed assessment of its cybersecurity risk. Nevertheless, 
these data collection techniques can be used in conjunction 
with, or alternatively to, one another to provide a requisite 
level of performance—depending on the objective. 
The collected data is “contextualized so that it can be 

meaningfully interpreted to accurately score the entity's 
cybersecurity risk. To provide context, the collected data 
indicative of cybersecurity risk is processed using extraction, 
parsing, and/or other processing methods described herein. 
The contextualized data is then used to calculate a cyberse 
curity risk score, which itself can be mathematically refined, 
i.e., normalized and/or weighted, depending on multiple fac 
tors, such as the size of the entity, the relationship between the 
collected data and overall cybersecurity risk, and the type of 
data collected. 
A scorecard system can be used to benchmark the calcu 

lated cybersecurity risk score. The scorecard system can use 
the calculated cybersecurity risk score to determine ranking, 
percentile, and other detailed cybersecurity risk information 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
about the entity compare various cybersecurity risk metrics 
relating to the entity to those of its competitors, current and 
prospective business partners, and the like. An entity may use 
Such benchmark information to manage its cybersecurity pos 
ture and to guide business operations. 
As will be further discussed, the inventive concepts allow 

the cybersecurity risk score for an entity to be updated via 
real-time monitoring. Also, the scorecard system allows the 
cybersecurity risk score to be determined nearly instantly, or 
in near real-time. As a result, an entity can use the scorecard 
system to track its historical performance and be proactive in 
preventing a cybersecurity threat. It can be seen that an entity 
can use the scorecard system to reduce audit times by saving 
time on manual cybersecurity audits and by getting near 
instant results. 

Certain units described in this specification have been 
labeled as modules in order to more particularly emphasize 
their implementation independence. A module is “a self 
contained hardware or software component that interacts 
with a larger system.” Alan Freedman, “The Computer Glos 
sary 268 (8th ed. 1998). A module comprises a machine- or 
machines-executable instructions. For example, a module 
may be implemented as a hardware circuit comprising cus 
tom VLSI circuits or gate arrays, off-the-shelf semiconduc 
tors such as logic chips, transistors, or other discrete compo 
nents. A module may also be implemented in programmable 
hardware devices such as field programmable gate arrays, 
programmable array logic, programmable logic devices or 
the like. 

Modules may also include software-defined units or 
instructions, that when executed by a processing machine or 
device, transform data stored on a data storage device from a 
first state to a second state. An identified module of executable 
code may, for instance, comprise one or more physical or 
logical blocks of computer instructions that may be organized 
as an object, procedure, or function. Nevertheless, the 
executables of an identified module need not be physically 
located together, but may comprise disparate instructions 
stored in different locations that, when joined logically 
together, comprise the module, and when executed by the 
processor, achieve the stated data transformation. A module 
of executable code may be a single instruction, or many 
instructions, and may even be distributed over several differ 
ent code segments, among different programs, and/or across 
several memory devices. Similarly, operational data may be 
identified and illustrated herein within modules, and may be 
embodied in any Suitable form and organized within any 
suitable type of data structure. The operational data may be 
collected as a single data set, or may be distributed over 
different locations including over different storage devices. 

In the following description, numerous specific details are 
provided. Such as examples of programming, Software mod 
ules, user selections, network transactions, database queries, 
database structures, hardware modules, hardware circuits, 
hardware chips, etc., to provide a thorough understanding of 
the present embodiments. One skilled in the relevant art will 
recognize, however, that the invention may be practiced with 
out one or more of the specific details, or with other methods, 
components, materials, and so forth. In other instances, well 
known structures, materials, or operations are not shown or 
described in detail to avoid obscuring aspects of the invention. 

FIG. 1 is a block diagram of network 100 that includes a 
scorecard server 110, a communication network 120, an 
entity server 130, an entity 140, data sources 150, and user 
station 160. The scorecard server 110 includes one or more 
servers that, according to one embodiment, are configured to 
perform several of the functions described herein. One or 
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more of the servers comprising the scorecard server 110 
include memory, storage hardware, Software residing 
thereon, and one or more processors configured to perform 
functions associated with network 100. For example, compo 
nents comprising user station 160, such as CPU 161, can be 
used to interface and/or implement scorecard server 110. 
Accordingly, user station 160 may serve as a cybersecurity 
risk assessment portal by which a user may access a scorecard 
system disclosed herein. The portal can function to allow 
multiple users, inside and outside system 100 (e.g., at mul 
tiple instances of user station 160), to interface with one 
another. One of skill in the art will readily recognize that 
different server and computer architectures can be utilized to 
implement scorecard server 110 and that scorecard server 110 
is not limited to a particular architecture so long as the hard 
ware implementing scorecard server 110 Supports the func 
tions of the scorecard system disclosed herein. 

The communication network 120 facilitates communica 
tions of data between the scorecard server 110 and the data 
sources 150. The communication network 120 can also facili 
tate communications of data between the scorecard server 
110 and other servers/processors, such as entity server 130. 
The communication network 120 includes any type of com 
munications network, such as a direct PC-to-PC connection, 
a local area network (LAN), a wide area network (WAN), a 
modem-to-modem connection, the Internet, a combination of 
the above, or any other communications network now known 
or later developed within the networking arts which permits 
two or more computers to communicate. 

The entity server 130 includes the servers which the entity 
140 uses to Support its operations and which the scorecard 
server 110 accesses to collect further information to calculate 
and benchmark an entity's cybersecurity risk. The data 
sources 150 include the sources from which the scorecard 
server 110 collects information to calculate and benchmark 
an entity's cybersecurity risk. 
The Entity 140 includes any organization, company, cor 

poration, or group of individuals. For example, and not limi 
tation, one entity may be a corporation with thousands of 
employees and headquarters in New York City, while another 
entity may be a group of one or more individuals associated 
with a website and having headquarters in a residential home. 

Data Sources 150 includes any source of data accessible 
over Network 120. For example, and not limitation, one 
Source of data can include a website associated with a com 
pany, while another source of data may be an online database 
of various information. In general, the data sources 150 may 
be sources of any kind of data, Such as domain name data, 
Social media data, multimedia data, IP address data, and the 
like. One of skill in the art would readily recognize that data 
sources 150 are not limited to a particular data source, and that 
any source from which data may be retrieved may serve as a 
data source so long as it can be accessed by network 120. 

With respect to user station 160, the central processing unit 
(“CPU”) 161 is coupled to the system bus 162. The CPU 161 
can be a general purpose CPU or microprocessor performing 
the functions of the scorecard server 110, a graphics process 
ing unit (“GPU”), and/or microcontroller. Embodiments are 
not restricted by the architecture of the CPU161 so long as the 
CPU 161, whether directly or indirectly, supports the opera 
tions described herein. The CPU 161 is one component may 
execute the various described logical instructions. 
The user station 160 also comprises random access 

memory (RAM) 163, which can be synchronous RAM 
(SRAM), dynamic RAM (DRAM), synchronous dynamic 
RAM (SDRAM), or the like. The user station 160 may utilize 
RAM 163 to store the various data structures used by a soft 
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6 
ware application. The user station 160 also comprises read 
only memory (ROM) 164 which can be PROM, EPROM, 
EEPROM, optical storage, or the like. The ROM may store 
configuration information for booting the user station 160. 
The RAM 163 and the ROM 164 hold user and system data, 
and both the RAM 163 and the ROM 164 can be randomly 
accessed. 
The user station 160 also comprises an input/output (I/O) 

adapter 165, a communications adapter 166, a user interface 
adapter 167, and a display adapter 168. The I/O adapter 165 
and/or the user interface adapter 167 may, in certain embodi 
ments, enable a user to interact with the user station 160. In a 
further embodiment, the display adapter 168 may display a 
graphical user interface (GUI) associated with a software or 
web-based application on a display device 169, such as a 
monitor or touch screen. 
The I/O adapter 165 may couple one or more storage 

devices 170, such as one or more of a hard drive, a solid state 
storage device, a flash drive, a compact disc (CD) drive, a 
floppy disk drive, and a tape drive, to the user station 160. 
Also, the data storage 170 can be a separate server coupled to 
the user station 160 through a network connection to the I/O 
adapter 165. The communications adapter 166 can be adapted 
to couple the user station 160 to a network, which can be one 
or more of a LAN, WAN, and/or the Internet. Therefore, in 
Some embodiments, the cybersecurity risk assessment portal 
160 may be an online portal. The user interface adapter 167 
couples user input devices, such as a keyboard 171, a pointing 
device 172, and/or a touch screen (not shown) to the user 
station 160. The display adapter 168 can be driven by the CPU 
161 to control the display on the display device 169. Any of 
the devices 161-168 can be physical and/or logical. 
The concepts described herein are not limited to the archi 

tecture of user station 160. Rather, the user station 160 is 
provided as an example of one type of computing device that 
can be adapted to perform the functions of a server and/or the 
user interface device 165. For example, any suitable proces 
sor-based device can be utilized including, without limitation, 
personal data assistants (PDAs), tablet computers, Smart 
phones, computer game consoles, and multi-processor Serv 
ers. Moreover, the systems and methods of the present dis 
closure can be implemented on application specific integrated 
circuits (ASIC), very large scale integrated (VLSI) circuits, or 
other circuitry. In fact, persons of ordinary skill in the art may 
utilize any number of suitable structures capable of executing 
logical operations according to the described embodiments. 

It should be appreciated that user station 160, or certain 
components thereof, may reside at, or be installed in, different 
locations within network 100. According to the illustrated 
embodiment, user station 160 directly interfaces with score 
card server 110. Such an embodiment is conducive for an 
individual or user not directly associated with entity 140 to 
effectuate computation of a cybersecurity risk and/or bench 
mark of same for that entity. However, in other embodiments, 
one or more users located at entity 140 or locations directly 
associated with same, may effectuate computation of a cyber 
security risk and/or benchmark of same for that entity. In Such 
an embodiment, user station 160 (or at least certain compo 
nents thereof) may directly interface with entity servers 130. 
Likewise, entity servers 130 may comprise the hardware and/ 
or software found in scorecard server 110 in the illustrated 
embodiment. Importantly, the features necessary to compute 
cybersecurity risk scores and benchmarks can be collocated 
within network 100 or distributed across, e.g., scorecard 
server 110 and entity servers 130, and user station(s) 160. 

FIG. 2 is a block diagram of a system for calculating and 
benchmarking an entity's cybersecurity risk according to an 
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embodiment. System 200 can be implemented with one or 
more computing devices, such as scorecard server 110, entity 
servers 130, and user station(s) 160 illustrated in FIG. 1. 
System 200 comprises a security signal collection module 
210, a contextualization and attribution module 220, and a 
benchmarking module 230. 

Security signal collection module 210 collects one or more 
types of data that relate to the cybersecurity risks associated 
with an entity. Security signal collection module 210 com 
prises submodules that collect different types of data from a 
predefined “threat sphere.” The threat sphere may change 
depending on the entity for which a cybersecurity risk score is 
calculated, and may further change according to the goals 
and/or objectives of the entity. In any event, the threat sphere 
is typically defined to include sources of information that 
likely comprise, generate, are responsible for, or otherwise 
correspond to data indicative of an entity's cybersecurity risk. 
Accordingly, each module or Submodule that collects data 
corresponds to one more channels or data feeds from sources 
comprising the threat sphere. 

According to the illustrated embodiment, security signal 
collection module 210 comprises a Social engineering collec 
tion module 201, a malware and botnet infection collection 
module 202, an application vulnerabilities collection module 
203, a breach history collection module 204, a network 
exploits collection module 205, a DNS Health collection 
module 206, a patching cadence collection module 207, and a 
leaked credentials collection module 208. 
Security signal collection module 210 can also comprises a 
hacker forum monitoring module 209 for collecting data from 
hacker forums can also and an endpoint security analysis 
module 211 for collecting endpoint data. 

Security signal collection module 210 can also comprises 
modules for specifying when data is collected and how data is 
associated with an entity. For example, the security signal 
collection module 210 comprises a continuous Internet scans 
module 212 for performing continuous scans of Internet data 
to collect data associated with an entity. The security signal 
collection module 210 can also comprises a real-time scans 
collection module 213 for collecting data in real time, such as 
collecting real-time threat intelligence/data and collecting 
data in real time from a malicious IP feed, which can include 
digesting 2000+ bad (IPS) per second. The security signal 
collection module 210 can also comprises an IP Mapping 
module 214 to reliably identify IP addresses associated with 
an entity. By mapping IP addresses to an entity, data collected 
the Internet over one or more channels comprising the threat 
sphere (or beyond) can be determined to be associated with, 
or attributable to, the given entity. 

Contextualization and attribution module 220 contextual 
izes data collected by the security signal collection module 
210. The contextualization and attribution module 220 com 
prises an extraction module 222 to extract data relevant to 
cybersecurity of a given entity from the collected data. The 
contextualization and attribution module 220 can also com 
prises a normalization module 224 and a weighting module 
226 to normalize and/or weight a preliminary security score 
determined based on a raw scoring of the extracted security 
data. The normalization and/or weighting of a preliminary 
score may depend on multiple factors, such as, for example, 
the size of the entity, the relationship between the extracted 
information and overall cybersecurity performance, and the 
type of data collected. 

The contextualization and attribution module 220 can also 
comprises a machine learning module 228 to identify and 
update which factors most significantly affect an entity's 
cybersecurity. This information can be used to further con 
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8 
textualize the collected data. For example, the security scores 
identified as being the most relevant may then be normalized 
and/or weighted to account for their relevancy. The contex 
tualization process can also comprises applying temporal 
adjustments to security data or calculated security scores 
based on the time span between an event that generated the 
security data and the current date. In some embodiments, 
contextualization can also comprises validating threats. Such 
as, for example, by confirming that an event creating data that 
indicates the presence of a malware event is in fact a malware 
event. Further aspects of the contextualization submodules 
are described in detail below. 

Benchmarking module 230 calculates an overall cyberse 
curity risk score for an entity, as well as a benchmark based on 
cybersecurity performance metrics. The computed bench 
mark may further comprise a percentile ranking for the entity. 
For example, the benchmarking module 230 comprises a 
scoring module 232 to obtain the overall cybersecurity risk 
score for an entity based on the contextualization of the enti 
ty's security data and processing of scores for each of the 
different types of security data collected for the entity. 
The benchmarking module 230 can also comprises a per 

centiles module 234 to determine a percentile ranking for the 
entity which provides an indication of how the entity's cyber 
security fairs with respect to similar companies in the same 
industry. Further aspects of the benchmarking Submodules 
are described in detail below. A scorecard server, such as 
scorecard server 100 from FIG. 1, may utilize one or more of 
the submodules in the security signal collection 210, contex 
tualization 220, and benchmarking 230 modules to score and 
benchmark an entity's cybersecurity risk. 

Computing an entity's cybersecurity risk score and bench 
marking that score can be initiated when the scorecard server 
110 obtains a uniform resource locator (URL) associated with 
an entity along with, or as part of an instruction to calculate 
and benchmark an entity's cybersecurity risk. For example, a 
user may access the scorecard system 200 via a user interface 
that communicates with the scorecard server 100 by entering 
a URL associated with the entity for which cybersecurity 
risks are assessed. As another example, the scorecard system 
200 can receive, for example, via cybersecurity risk assess 
ment portal 160, a request to calculate an entity's cyberSecu 
rity risk and a first set of attributes of the entity. In some 
embodiments, the first set of attributes may comprise at least 
an identify of the entity, Such as a domain name associated 
with the entity. In another embodiment, the first set of 
attributes may also comprise at least the number of employees 
of the entity, the industry in which the entity operates, and an 
identification of one or more of the entity’s competitors. 

In some embodiments, scorecard system 200 can transmit 
access credentials required to access the cybersecurity risk 
assessment portal. In Such embodiments, receiving, for 
example via cybersecurity risk assessment portal 160, a 
request to calculate an entity's cybersecurity risk may be 
conditioned upon a user providing the access credentials. 

In response to receiving an instruction to calculate an enti 
ty's cybersecurity risk, the scorecard system 200 identifies 
access points associated with the entity. Access points corre 
spond to points in a network through which data sources 
likely to contain data relevant to the entity's cybersecurity 
may be accessed. In other words, based on the first set of 
attributes the scorecard system 200 received via the cyberse 
curity risk assessment portal 160, the scorecard system 200 
can identify one or more data sources from which to collect 
one or more types of data relating to the entity's cyberSecu 
rity. For example, the scorecard system 200 may identify 
e-mail repositories associated with the entity, such as 
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employee e-mail accounts, related portals, and the like, as 
access points. The scorecard system 200 can also identify 
Internet Protocol (IP) addresses associated with the entity as 
access points. To do so, the scorecard system 200 may employ 
the IP mapping system disclosed in co-owned, currently 
pending patent application Ser. No. 14/702,667, filed May 1, 
2015, entitled “ENTITY IP MAPPING, the disclosure of 
which is incorporated herein by reference in its entirety. The 
Scope of access points will generally correspond to the threat 
sphere defined for the given entity and/or that entity's goals 
and objectives, and are accessed via channels used by Sub 
modules comprising security signal collection module 210. 

Aside from identifying the foregoing access points, score 
card system 200 can also identify sources of general or 
Supplemental data, including metadata associated with the 
entity. These types of general or Supplemental data can 
include information about the industry in which the entity 
operates, the size of the entity, legal settlement information 
for the entity, and the technology utilized by the entity. This 
information is also used to further contextualize the collected 
data and, ultimately, can be used to refine the entity's security 
benchmark. can include 
Once the scorecard system 200 identifies access points and 

Sources of general or Supplemental data for the entity, security 
signal collection module 210 collects different types of data 
associated with the entity from the identified access points 
and sources. Again, these access points and Sources will typi 
cally overlap with the threat sphere defined for the entity. The 
different types of data collected by security signal collection 
module 210 can be collected non-intrusively, intrusively, or a 
combination of both. As mentioned, non-intrusive data col 
lection involves collecting data from a data source for which 
permission from the entity whose cybersecurity risk is assess 
is not necessary. In contrast, intrusive data collection involves 
collecting data from a data source for which permission from 
the entity whose cybersecurity risk is assess is necessary. By 
way of example collecting data from a data source within an 
entity’s internal network would likely be intrusive. 
As noted with respect to security signal collection module 

210, one type of data associated with an entity that can be 
collected includes Social engineering information, which can 
be obtained via social engineering collection module 201. 
Social engineering information includes any information 
which may indicate a level of awareness of, or susceptibility 
to, a Social engineering attack, such as a phishing attack. As 
Such, social engineering information can also be collected by 
reviewing how employees respond to phishing and spam 
campaigns. Such information can also be collected from ven 
dors that collect spam responses and identify individuals that 
click on phishing e-mail links. 

Also, collecting social engineering information can com 
prise collecting data that provides an indication of the number 
of people that work for an entity and the number of security 
personnel that work for the entity. Collecting Social engineer 
ing information can also can also comprise collecting infor 
mation on Social media sites provided by disgruntled employ 
ees of the entity. 

Because social media networks do not typically utilize 
technology capable of providing the same level of security as 
other networks, such as a financial institution networks, 
employees that register on Social media networks can be 
easily discovered by an attacker. In addition, employees on 
Social media networks can be more Susceptible to manipula 
tion because of information about the employees that an 
attacker can obtain from publicly-shared data sources. As a 
result, attackers may search public data dumps, such as those 
associated with Social media networks, for corporate e-mail 
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10 
addresses combined with insecure or easily-guessable Secu 
rity questions. By collecting social engineering information, 
it may be determined that several of an entity’s employees 
engage in high risk social media activities. Accordingly, these 
employees, and likewise the entity, are more at risk. 
To determine a level of cybersecurity risk based on social 

engineering data, the scorecard system 200 may collect infor 
mation that identifies e-mails associated with the entity that 
have been used in other cyber-attacks or that are used in Social 
media networks. The scorecard system 200 may attempt to 
determine the password for an e-mail address by analyzing 
the password hint provided for the e-mail address on a social 
network site and/or guessing the password with commonly 
used insecure passwords, such as birthdays, mother's name, 
etc. The results of such attempts may provide further social 
engineering information indicating the level of security used 
by employees to secure passwords when they use their cor 
porate e-mails on Social networks. If the password is compro 
mised, the scorecard system 200 may attempt to access the 
corporate network with the same credentials. By attempting 
to access the corporate network with the same credentials, the 
scorecard system 200 may obtain further social engineering 
information, Such as information indicating whether employ 
ees are using corporate credentials for Social networks. 

Another type of data that can be collected includes infor 
mation about leaked credentials, which the scorecard system 
200 may collect using leaked credentials collection module 
208. Corporate e-mails and associated passwords are often 
leaked as the result of a previous security breach, theft by a 
hacker, or a data dump. To collect information indicating the 
amount of credential information leaked, the scorecard sys 
tem 200 may search the Internet for employee credentials, 
Such as passwords associated with a corporate e-mail 
addresses, that have been compromised. When the scorecard 
system 200 processes the leaked credentials information, the 
scorecard system 200 may calculate a score based on how 
many unique credential sets are found over the last X months. 
Also the scorecard system 200 can have the score associated 
with leaked credentials decay over time, because passwords 
are more likely to be changed over time. 

Another type of data associated with an entity that can be 
collected includes information about malware, spam, and 
botnet infections, which the scorecard system 200 may col 
lect using malware and botnet infection collection module 
202. For example, the scorecard system 200 may monitor the 
entity's network to detect Suspicious activity, Such as mal 
ware, Spam, or botnet events. Based on the monitoring of the 
entity's network and the detection of a malware, botnet, or 
spam event, the scorecard system 200 may obtaininformation 
that indicates the entity's risk of experiencing a severe secu 
rity breach as a result of a malware, spam, or botnet infection. 
Based on the monitoring of the entity's network to detect 
Suspicious activity, the scorecard system 200 may obtain a 
real-time dataset of IP addresses emanating Suspicious activ 
ity, Such as malware and/or spam, within an entity's network. 
The real-time dataset of IP addresses includes a list of 
infected employee workstations, misconfigured and/or 
hijacked servers, and/or infections of nearby machines in the 
entity's network. 

Another type of data associated with an entity that can be 
collected includes information about application Vulnerabili 
ties, such as common website application Vulnerabilities, 
which the scorecard system may collect using application 
Vulnerabilities collection module 203. Information about 
application Vulnerabilities is critical because, when applica 
tions are Vulnerable, hackers may manipulate the application 
into performing unexpected and malicious activities, such as 
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spreading malware, stealing sensitive entity database infor 
mation, and hijacking user accounts. Information about appli 
cation vulnerabilities can be collected by performing real 
time monitoring of an entity's websites and web applications 
to detect the presence of common vulnerabilities. For 
example, according to one embodiment, common Vulner 
abilities which can be detected includes cross-site Scripting 
(XSS), DOM-based Cross Site Scripting (DOM-XSS), SQL 
injection (SQLi), Blind SQL Injection (bSQLi), Time based 
SQL Injection (tSQLi), outdated CMS versions, outdated 
plugins, forceful browsing, compliance best practices, 
Remote File Inclusion (RFI). Local File Inclusion (LFI), 
unsanitized uploads, open directory listings, and the like. 
According to an embodiment, other information about appli 
cation Vulnerabilities that can be collected via monitoring and 
detection schemes includes website cookies and HTTP head 
ers security configuration information. However, one of skill 
in the art would readily recognize that the exact vulnerabili 
ties that are searched for by the scorecard system 200 may 
vary depending on the technology used by an entity and are 
not limited to those explicitly disclosed herein. 

Another type of data associated with an entity that can be 
collected includes network exploitation information, which 
the scorecard system may collect using network exploitation 
collection module 205. In some embodiments, network 
exploitation information includes information about the level 
of security of the entity's network and/or the Vulnerabilities in 
the networks infrastructure. This information is critical 
because hackers may exploit insecure settings to circumvent 
the network's login process or obtain elevated access to the 
system. To collect the information about the level of the 
security of the entity’s network, the scorecard system 200 
may search public datasets associated with the entity's net 
work for evidence of high risk network settings which may 
increase the risk of the network being exploited. The score 
card system 200 can also search and analyze headers of serv 
ers from public datasets to collection information about the 
level of security of the entity's network. The scorecard system 
can also analyze datasets collected by search engines to iden 
tify application security vulnerabilities, for example, by 
noticing indexed pages or URLs in caches of search browsers 
that indicate a presence of application security Vulnerability. 
The scorecard system 200 can also extract server version or 
headers out of cached and indexed pages to determine appli 
cation or network security. Using network exploitation col 
lection module 205, the scorecard system 200 can also collect 
information which indicates the number of insecure network 
settings. The scorecard system 200 can also verify the proto 
col in use by the network, fingerprint Software versions, and 
compare the versions against a known list of common Vul 
nerabilities and exposures (CVE). Because different insecure 
network settings may impact network security differently, the 
scorecard system 200 may assign weights to different inse 
cure network settings based on, for example, a port, protocol, 
and/or software version in use by the network. For example, 
having an SQL server port open can be a higher risk than 
having a mild network configuration. 

Another type of data associated with an entity that can be 
collected includes domain name system (DNS) health infor 
mation associated with the entity, which the scorecard system 
200 may collect using DNS health collection module 206. 
DNS health information can be information which indicates a 
level of DNS security based on insecure configurations and 
Vulnerabilities associated with a DNS. The scorecard system 
200 may collect such information by searching data points 
where DNS misconfigurations can cause a cybersecurity risk 
or can be a sign of a risk of a security breach. The scorecard 
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12 
system 200 may analyze the DNS associated with a domain to 
determine whether there exist DomainKeys Identified Mail 
(DKIM), Sender Policy Framework (SPF), or Secure Sockets 
Layer (SSL) misconfigurations. According to an embodi 
ment, the scorecard system 200 may collect the results of the 
analysis to serve as part of the DNS health information. 
The scorecard system 200 can also collect DNS health 

information by collecting passive DNS history information 
which can be used to identify the historical DNS records of an 
IP address and/or domain name. Passive DNS records may 
aggregate internal DNS communications between related 
domain names and IP addresses. The scorecard system 200 
may collect the passive DNS history information to identify 
configurations for SPF, DKIM, and network hosting activity 
history. The scorecard system 200 may collect recursive DNS 
settings and flag them to identify DNS servers that are vul 
nerable to Distributed Reflective Denial of Service (DrDos) 
attacks. 

Another type of data that can be collected includes infor 
mation about endpoint security, which the scorecard system 
may collect using endpoint security analysis module 209. 
Endpoint security information comprises information that 
specifies the security level of employee workstations and/or 
mobile devices. Such information can be critical to determin 
ing an entity's cybersecurity risk because older, outdated 
operating systems (OSS) and browsers can be more easily 
exploited by attackers than recently-released software pack 
ages. In some instances, older, outdated operating systems 
can also have custom tools and Scripts designed to take advan 
tage of system flaws to gain access to employee workstations 
and data. Information associated with endpoint security can 
be collected by, for example, running advertisements that, 
when viewed, allow capture of browser and OS information. 
Such information can be collected from spam campaigns that 
keep track of individuals that click on website advertise 
ments. Further, such information can be collected by captur 
ing browser and OS information from malware connections. 

Endpoint Security information specifying the security level 
of employee workstations and/or mobile devices may also 
include IP reputation information. In general, IP reputation 
information specifies the level of Suspicious activity occur 
ring within an entity's network by providing a historical 
profile of activity occurring at a particular IP address. The IP 
reputation information also provides real-time data of IP 
addresses emanating Suspicious activity within an entity's 
network. The flagged activity ranges from confirmed mali 
cious activity, Such as malware, to out-of-compliance activity 
that may conflict with corporate best practices. Such as peer 
to-peer file sharing and the use of anonymized proxy services. 
For example, a few IP addresses which may be flagged for IP 
reputation analysis may include: an IP address housing a 
misconfigured or compromised device; an IP address associ 
ated with a misconfigured server; an IP address used to send 
a spam campaign or host a drive-by-download attack; an IP 
address used as an anonymized proxy service or as a Tor exit 
node; an IP address identified as being infected with malware: 
an IP address identified as using peer-to-peer filing sharing; 
an IP address identified as hosting a defaced website; and an 
IP address engaged in web application attacks, network 
attacks, brute force attacks, and scanning activity. An IP 
address with a historical profile indicating that the IP address 
has never participated in malicious activity may be flagged as 
an IP address with a good IP reputation. In contrast, an IP 
address that has been identified as participating in malicious 
activity may be flagged as an IP address with a bad IP repu 
tation. The degree to which each IP address is “good” or 
“bad” may be determined by the quantity and frequency of the 
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malicious activity associated with the IP address. Accord 
ingly, the IP reputation may be a factor utilized during con 
textualization, such as when the scorecard system 200 imple 
ments the weighing module 226 or the machine learning 
module 228 to contextualize the data. 
The endpoint security analysis module 209 may use click 

stream data feeds and/or proprietary URL shortening tech 
nologies that identify the originating operating systems, 
browsers, and browser plugins used by companies to collect 
endpoint security data. For example, URL shorteners can be 
released over the Internet and clickdata being generated by 
the URL shorteners can be logged and analyzed. URL short 
eners can also be used in spam campaigns, malware cam 
paigns, and normal baseline traffic. The endpoint Security 
module 209 can also identify known vulnerabilities in a CVE 
database for outdated software versions and notify a user 
when outdated software versions are detected. The endpoint 
security module 209 can also observe and analyze browser 
and operating systems on incoming sinkhole malware infec 
tions to collect the endpoint security data. The endpoint Secu 
rity module 209 can also continuously ingest and analyze 
internal weblog traffic. The endpoint security module 209 can 
also analyze sinkholes from phishing domain names to col 
lect endpoint data from individuals in the entity's network 
who are clicking phishing attacks. In some embodiments, the 
endpoint security module 209 can also identify and analyze 
browser plugins through the use of javaScript fingerprinting 
Scripts to collect endpoint Security data. The endpoint Secu 
rity module may attribute user-agent, OS, and browser plu 
gins to corporate domains based on the IP addresses that are 
mapped by our IP mapping process. The version information 
can also be cross-referenced against known vulnerability 
databases to determine the whether the software is a security 
threat. Also, if the browser, OS, and plugin are known to have 
security flaws, then the scorecard system 200 may flag the 
collected data and assign points to the data which can be 
Summed to obtain a preliminary raw security score for the 
data. 

Another type of data associated with an entity that can be 
collected includes hacker site information, which the score 
card system 200 may collect using hacker forum monitoring 
module 207. Hacker forum information can include any 
information about an entity which has been discussed by 
hackers in hacker websites and forums. Hackers often brag 
about vulnerabilities they have discovered in order to gain 
credibility within the hacker community. Other hackers may 
then exploit the Vulnerabilities to breach an entity's security. 
Accordingly, the scorecard system 200 may monitor under 
ground hacker websites for chatter or discussion about an 
entity and collect information associated with an entity to 
adjust the cybersecurity risk score given to an entity. 
The hacker discussions regarding an entity can be collected 

and contextualized by weighting the discussions according to 
the severity and immediacy of a potential breach based on the 
discussions. For example, hackers chatting about a domain, 
such as CNN.com may not be significant, but when the dis 
cussions are in the context of concrete injection strings, the 
discussions can be an indication that the hackers are planning 
to target CNN.com soon and with specific attacks. 

Another type of data associated with an entity that can be 
collected includes patching cadence information, which the 
scorecard system 200 can collect using patching cadence 
collection module 207. Patching cadence information can be 
information that indicates the amount of the entity’s software 
that is out-of-date or vulnerable. The scorecard system 200 
may collect patching cadence information by searching 
through an entity's Software versions and configurations 
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14 
information and then cross-referencing the identified ver 
sions against CVE Vulnerability databases. For example, the 
scorecard system 200 may collect patching cadence informa 
tion by searching for specific vulnerabilities, such as Poodle, 
heartbleed, OpenslR) and/or other vulnerabilities. When a 
software version matches a CVE, the software can be flagged. 
The scorecard system 200 may associate different vulner 
abilities with different severities and assign worse scores for 
the Vulnerabilities that present a higher risk to an entity. In 
Some embodiments, the patching cadence module 207 may 
search for specific vulnerabilities, such as Heartbleed, 
Shellshock, POODLE, FREAK, and/or other like security 
Vulnerabilities. In some embodiments, patching cadence col 
lection module 207 may collect patching cadence data by 
marketing data feeds of a technology stack in use at certain 
companies, by analyzing banner information from identified 
Software versions, by creating an inventory of Software used 
on a website and Subdomains, and by analyzing technology 
help boards and job boards for mentions of companies and 
their technology stacks. According to another embodiment, 
Some companies may Volunteer patching cadence data. 

Another type of data associated with an entity that can be 
collected includes breach history information, which the 
scorecard system 200 can collect using breach history collec 
tion module 204. For example, the scorecard system 200 may 
collect information about a previous breach experienced by 
the entity. In some embodiments, the scorecard system 200 
may use the breach history information to determine the 
amount of time the entity takes to cure or diffuse breaches 
(reaction time). As noted later with respect to contextualiza 
tion 220, the scorecard system 200 may use the reaction time 
to calculate a security score for a particular type of security 
data associated with collected general data associated with an 
entity. 
One or more of the different types of data collected as part 

of the security signal collection module 210 aspect of score 
card system 200 can be collected from third parties, which 
may collect the information from across the Internet for any 
number of companies. For example, in addition to the infor 
mation collected independently, the scorecard system 200 
may collect information, such as, for example, application 
Vulnerability, endpoint security, patching cadence, Social 
engineering, malware, spam, and botnet information from 
third parties. The scorecard system 200 may collect the infor 
mation by accessing a feed of the information provided to the 
scorecard system 200 by a third party which monitors Internet 
traffic entering and leaving an entity's network, Such as an 
Internet service provider (ISP). 
The scorecard system 200 may utilize a variety of tech 

nologies to implement the security signal collection module 
210 and collect the data associated with an entity. For 
example, the scorecard system 200 may utilize malware sink 
hole technologies, in which the scorecard system 200 per 
forms automated nameserver takeovers of domain names that 
are acting as Command and Control (C2) centers for botnet 
activity to collect, aggregate, and analyze IP addresses 
infected with malware. As another example, the scorecard 
system 200 may utilize network attack honeypot technolo 
gies, in which automated network infrastructure honeypots 
are deployed in multiple locations with the goal of collecting, 
aggregating, and analyzing IP addresses that are engaged in 
active attacks against network services, such as SSH brute 
forcing. In addition, the scorecard system 200 may utilize 
web application honeypot technologies, in which automated 
web application honeypots are deployed in multiple locations 
with the goal of collecting, aggregating, and analyzing IP 
addresses that are engaged in active attacks against network 
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services. Such as SQL injection attempts. The scorecard sys 
tem 200 can also utilize URL shortener honeypot technolo 
gies, in which URL shorteners are deployed throughout the 
public internet in order to track browsers and operating sys 
tems of those who click the links and calculate an endpoint 5 
security score. URL shorteners can also be spread among the 
spam and malware communities as a way to get malicious 
actors to input links to malicious sources, allowing early 
identification and mitigation. The scorecard system 200 can 
also utilize data breach detection and chatter analysis tech- 10 
nologies, in which crawlers are used to continuously monitor 
websites, chat rooms, and social networks for discussions 
relating to the disclosure of a data breach archive. One of skill 
in the art will readily recognize that other technology can be 
used to implement the security signal collection module 210, 15 
and the scorecard system 200 in general, without departing in 
spirit or scope from this disclosure so long as the technology 
Supports the operations described herein. 
The scorecard system 200 can also utilize hardware-based 

sensor technology to augment the data found from external 20 
sources. For example, the scorecard system 200 may utilize 
hardware devices that sit inside an entity's network or in the 
entity’s demilitarized Zone (DMZ) to monitor network traffic 
and identify Suspicious traffic that may indicate security 
issues. The hardware-based sensors may verify that network 25 
access controls are configured properly and that network 
information provided in Assessment Questionnaires were 
correct. A hardware-based sensor may identify anomalous 
traffic, software versions used within an entity, browser/op 
erating systems in use, administrative rights propagation, 30 
presence of network traffic encryption, access to critical pro 
duction systems, and the like. 

Scorecard system 200 processes the collected data using 
contextualization and attribution module 220, which includes 
Submodules for extraction 222, normalization 224, weighting 35 
226, and machine learning 228. Contextualization includes 
extracting, from the collected information, security informa 
tion indicative of a level of cybersecurity. For example, the 
scorecard system 200 may use extraction module 222 to 
perform the extraction. Based on analysis of the extracted 40 
security information indicative of a level of security, a secu 
rity score can be calculated for each of the different types of 
collected information. For example, a preliminary security 
score can be calculated for the hacker site information based 
on analysis of security information extracted from the col- 45 
lected hacker site information, and a separate preliminary 
security score can be calculated for the application Vulner 
ability information based on analysis of the Security informa 
tion extracted from the collected application vulnerability 
information. 50 
The factors that influence the preliminary security scoring 

of raw data to contextualize the data may vary based on the 
type of data. However, a common factor that influences a 
preliminary security Score is the amount of information iden 
tified as harmful to security. For example, in one embodiment, 55 
an increase in the amount of leaked credentials may result in 
a worsening (or rising) of the security Score for the leaked 
credentials information. Similar logic can be applied to each 
of the different types of data to determine a preliminary 
security score for the different types of data. In another 60 
embodiment, the scorecard system 200 may analyze the num 
ber of malware infections to predict breaches. For example, 
when then number of malware infections detected by the 
scorecard system 200 has increased, the scorecard system 200 
may associate a worse security score with extracted malware 65 
infection data because an increase in the number of the mal 
ware infections can be a precursor to a security breach. 

16 
Accordingly, the scorecard system 200 is able to provide 
more detailed security information for an entity by providing 
individual security scores for different types of data (drill 
down capability) in addition to an overall cybersecurity risk 
SCO. 

Another factor that the scorecard system 200 may use to 
contextualize collected data can be the time span between the 
time when a harmful event occurred and the time when the 
entity cured the event. For example, when the scorecard sys 
tem 200 collects data regarding a malware event detected on 
an IP associated with an entity, the scorecard system 200 can 
also determine when the malware was removed. When the 
amount of time an entity takes to react too long, the entity may 
receive a worse security score for that data. In contrast, when 
the amount of time an entity takes to react is short, the entity 
may receive a better security score for that data. In some 
embodiments, the impact that reaction time has on the Secu 
rity score for a type of data can also be dependent on the 
industry. For example, the reaction time for curing a malware 
event can be compared to the reaction time that other compa 
nies in the same industry take to cure a malware event. If the 
entity whose security score is being determined has a reaction 
time faster than the other companies in the industry, the enti 
ty's score for that type of data can be strengthened. In con 
trast, if the entity's reaction is slower than the reaction time of 
other companies in the industry, the entity's score for that 
type of data can be worsened. 
The reaction speed can be determined for a plurality of the 

different types of data in similar manner as discussed herein 
with respect to malware events. For example, the scorecard 
system 200 can also determine the entity's reaction time to 
patch insecure systems or outdated software. One of skill in 
the art would readily recognize that many of the different 
types of data collected for an entity can be associated with a 
reaction speed to address the event that created cybersecurity 
risk data without departing from this disclosure in spirit or 
Scope. 

According to Some embodiments, contextualization 
includes normalizing the security score calculated for a type 
of collected data to account for different factors that may 
skew the overall security score. For example, the scorecard 
system 200 may use normalization module 224 to normalize 
one or more of the calculated security scores. In some 
embodiments, the one or more calculated security Scores can 
be normalized based on the size of the entity for which the 
information was collected. According to one embodiment, 
normalization includes dividing the calculated score by the 
number of IPs discovered for an entity, the number of employ 
ees in the entity, and/or the revenue of the entity. In another 
embodiment, normalization includes analyzing the distribu 
tion of the number of IPs and creating a normalizing algo 
rithm that normalizes the calculated score to smooth the dis 
tribution. In yet another embodiment, normalization includes 
analyzing the distribution of IPs and creating buckets to 
divide into the number of open ports. 

Different normalization routines can also be applied based 
on the type of data collected. For example, depending on 
whether the collected type of data provides IP information, 
information about employees, or information about technol 
ogy used by the entity, the optimal normalization scheme may 
vary. One of skill in the art will readily recognize that 
although specific normalization schemes have been dis 
closed, other factors can be used to normalize the calculated 
score without departing from this disclosure inspirit or scope. 

According to Some embodiments, contextualization also 
includes weighing the calculated scores to improve the accu 
racy of the calculated score. For example, the scorecard sys 
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tem 200 may use weighting module 226 to weigh one or more 
of the calculated security Scores. For example, calculated 
security scores can be assigned weights based on a correlation 
between the extracted security information and its impact on 
the overall cybersecurity risk of an entity. The correlation 
used to determine the weights can be identified from analysis 
of one or more previously-breached entities in the same 
industry as the entity for which a security score is being 
evaluated. For example, from analysis of the one or more 
previously-breached entities, a model can be developed 
which identifies which factors, such as which types of data, 
were more likely the cause of the breach than others. Based on 
the determination of which factors cause a greater cyberse 
curity risk, weights can be assigned to each of the factors. 
Therefore, the scorecard system 200 may assign similar 
weights to calculated security scores for different types of 
data to improve the accuracy of a calculated overall total 
cybersecurity risk score. 

In other embodiments, contextualization, for example via 
contextualization and attribution module 220, also includes 
weighing the calculated security Scores based on temporal 
information contained in the collected data. For example, a 
time range, such as between X and Y, can be defined for one 
type of data Such that collected data can be processed to 
calculate a security Score only if the extracted security infor 
mation can be attributed between the time range. As one 
example, and not a limitation, extracted security information 
may indicate a date for a detected spam event or application 
Vulnerability. If the date of the spam event or application 
Vulnerability detection is outside the range between X and Y. 
then the security information can be discarded and not pro 
cessed for the calculation of security scores. 
A decay can also be specified for a type of data Such that as 

time passes the significance of the information diminishes. 
For example, a decay for one type of information may specify 
that the weight assigned to a particular type of security infor 
mation can be reduced each month by Z%. In general, the 
temporal weighing scheme applied to different types of data 
can be the same or can be different, and one of skill in the art 
will readily recognize that other weighting schemes can be 
applied to modify a calculated security Score without depart 
ing from this disclosure in spirit or scope. 

Scorecard system 200 may utilize the benchmarking mod 
ule 230 to further process the calculated individual scores for 
each type of data, which may incorporate any normalization 
or weights assigned to the calculated scores, to calculate an 
overall cybersecurity risk score for an entity. In other words, 
the scorecard system 200 can employ benchmarking module 
230 to calculate a cybersecurity risk score for the entity based 
on data collected from the one or more data sources using 
security signal collection module 210 and processed with 
contextualization module 220. The overall cybersecurity risk 
score can be a numeric score, a letter score, and/or a percentile 
ranking score based on an entity's cybersecurity performance 
relative to other companies in the same industry. Accordingly, 
benchmarking module 230 includes a scoring submodule 232 
to calculate numeric and/or letter scores for an entity and a 
percentiles Submodule 234 to calculate a percentile ranking 
score for an entity. 

Because the scores generated by the benchmarking module 
230 may provide an indication of an entity's cybersecurity 
performance relative to other companies in the same industry, 
the scorecard system 200 may create a benchmark percentile 
reference for an industry. The benchmark percentile reference 
can be used by the scorecard system 200 during contextual 
ization 220. Such as to perform weighting 226, and/or bench 
marking 230. Such as to obtain a percentile ranking score 234. 
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18 
To create the benchmark percentile reference for an industry, 
the scorecard system 200 may select a benchmark group of 
companies to represent an industry. For each of the compa 
nies in the benchmark group, the scorecard system 200 may 
calculate a normalized overall cybersecurity risk score in 
addition to normalized security scores for each of the differ 
ent types of data that impacts overall cybersecurity. The 
scorecard system 200 can compare the scores for all the 
companies in the benchmark group to rank each of the scores 
and to establish the benchmark percentile reference to which 
to compare security scores calculated for companies by the 
scorecard system 200. According to some embodiments, the 
scorecard system 200 may employ gradient boosting weight 
ing or another similar machine learning epidemiological 
algorithm or model to establish the benchmark percentile 
reference with precision analytics. The scorecard system 200 
may utilize the determined benchmark percentile reference 
during contextualization 220, for example to weight security 
scores with the weighting submodule 226. Additionally, the 
scorecard system 200 may utilize the determined benchmark 
percentile reference during benchmarking 230, for example 
to determine an entity's percentile ranking score. Therefore, 
in Some embodiments, the scorecard system can classify an 
entity's calculated cybersecurity risk score according to 
cyber cybersecurity risk scores calculated for the entity's 
competitors. 

Accordingly, when the scorecard system 200 has been 
activated to calculate an entity's cybersecurity risk, as part of 
the processing of the entity's calculated security Scores to 
calculate the overall cybersecurity risk score for the entity, the 
scorecard system 200 may use the percentiles submodule 234 
of benchmarking module 230 to cross-reference each of the 
security scores to the benchmark percentile reference estab 
lished for that industry to determine the entity's cybersecurity 
posture with respect to its peers. In other words, the scorecard 
system 200 may determine an industry cybersecurity percen 
tile ranking for the entity based on the benchmarking of the 
calculated overall cybersecurity risk score against one or 
more cybersecurity risk scores for one or more other entities 
in the same industry as the entity. The scorecard system 200 
may determine an entity's overall percentile ranking as well 
as the percentile rankings for each of the different types of 
data collected for the entity. 

In some embodiments, the letter score determined for an 
entity to represent its cybersecurity performance relative to 
other companies in the same industry, Such as a letter score 
determined using scoring module 232 of the benchmarking 
module 230, can be a letter score corresponding to the per 
centile ranking score for an entity. In other words, the score 
card system 200 may determine an overall cybersecurity let 
ter score for the entity based on the entity’s percentile 
ranking. The scorecard system 200 can also determine cyber 
security letter scores for each of the different types of data 
collected to determine the entity's cybersecurity risk based on 
the percentile ranking score for each of the different types of 
data. 

In some embodiments, the scorecard system 200 can also 
calculate confidence levels throughout its operation. For 
example, the scorecard system 200 may determine a confi 
dence level for a type of data collected by the security signal 
collection module 210, a confidence level for processes per 
formed with the contextualization and attribution module 
220, and/or a confidence level for the overall cybersecurity 
risk scores and percentiles calculated with the benchmarking 
module 230. A confidence level may provide an indication of 
the level of reliability of the data associated with the confi 
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dence level. In addition, the confidence level may trigger 
different actions based on the data associated with the confi 
dence level. 
As one example of the utilization of confidence levels 

throughout the scorecard system's 200 operation, the score 
card system 200 may calculate a confidence level while per 
forming security signal collection 210 to provide a level of 
reliability for the collected data. For example, the scorecard 
system 200 may associate a high confidence level with a 
malware event associated with an IP within the range of IPs 
determined to be associated with an entity using IP mapping 
module 213. In contrast, the scorecard system may associate 
a low confidence level with a malware event not associated 
with an IP within the range of IPs determined to be associated 
with an entity using IP mapping module 213. In some 
embodiments, when data is associated with a low confidence 
level it can be assigned little weight during contextualization 
220 or may indicate that further data for the event should be 
collected to increase the confidence level. 
As another example of the utilization of confidence levels 

throughout the scorecard system's 200 operation, the score 
card system 200 may calculate a confidence level while per 
forming contextualization 220 to provide a level of reliability 
for the different processes performed to contextualize the 
collected data. For example, the scorecard system 200 may 
associate a high confidence level with a normalized result 
calculated with normalization module 224 when the entity's 
size is above a predefined size threshold. In contrast, the 
scorecard system may associate a low confidence level with a 
normalized result calculated with normalization module 224 
when the entity's size is below a predefined size threshold. In 
some embodiments, further processing can be performed or 
further data can be collected to increase the confidence level 
of the data's contextualization. 
As yet another example of the utilization of confidence 

levels throughout the scorecard system's 200 operation, the 
scorecard system 200 may calculate a confidence level while 
performing benchmarking 230 to provide a level of reliability 
for the overall cybersecurity risk score calculated for an 
entity. For example, the scorecard system 200 may associate 
a high confidence level with an overall cybersecurity risk 
score calculated with benchmarking module 230 when the 
data relied upon and the contextualization processes per 
formed are each associated with low confidence levels. In 
contrast, the scorecard system may associate a low confi 
dence level with an overall cybersecurity risk score calculated 
with benchmarking module 230 when the data relied upon 
and the contextualization processes performed are each asso 
ciated with high confidence levels. For example, in one 
embodiment, little data relevant to security can be obtained 
for a small company. As a result, the final calculated overall 
cybersecurity risk score can be associated with a low confi 
dence level. In some embodiments, the low confidence level 
may trigger intrusive collection of data for an entity. By 
intrusively collecting data processing the intrusively col 
lected data in collaboration with the non-intrusively collected 
data, a calculated final overall cybersecurity risk score can be 
associated with a higher confidence level, which results in a 
more accurate score for an entity. 

In some embodiments, scorecard system 200 may utilize 
Cubit scoring throughout contextualization 220 and bench 
marking 230. Cubit scoring may correspond to an algorithm 
that examines an array of vectors for critical and high risk 
security vulnerabilities. Vulnerabilities may have high 
exploitability and may cause significant harm to the confi 
dentiality, integrity, and availability of digital enterprise 
resources. Accordingly, scorecard system 200 may track 
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trending Vulnerabilities that impact the entire ecosystem of 
the Internet as they are identified. Examples of tracked Vul 
nerabilities include Heartbleed SSL, POODLE SSL, 
Shellshock Bash, and FREAKSSL Vulnerabilities, to name a 
few. The scorecard system 200 can also integrate information 
about new Vulnerabilities as soon as the information becomes 
known. The scorecard system 200, as part of implementing 
Cubit scoring while performing scoring with benchmarking 
module 230, may assign points for each data item that is 
deemed Vulnerable, and then associate weighted averages 
across all data points based on confidence. The scorecard 
system 200 may then add up the weighted score to obtain a 
score for aparticular data item. The scorecard system can also 
utilize cubit scoring functionality while executing percentile 
module 234 by attributing points for data items deemed Vul 
nerable, and then rank the score against the benchmark com 
panies to get a percentile and letter grade for an entity. In some 
embodiments, cubit scoring comprises analysis of Subdo 
mains to identify internal and administrative portals, analysis 
of WHOIS information to map out contact person and IP 
addresses ranges of an entity, analysis of CDN information to 
determine routing information, and analysis of corporate pri 
vacy policies listed on public website to identify data han 
dling and data sharing policies. 

After the scorecard system 200 has calculated an overall 
cybersecurity risk score for an entity, the scorecard system 
200 may generate an output through which the results can be 
presented. For example, FIGS. 7-11 illustrate different out 
putting embodiments through which the results of the score 
card systems analysis of an entity's cybersecurity risk can be 
displayed. The outputs may provide a Summary of the entity's 
cybersecurity posture as well as provide recommendations 
and guidance to improve its cybersecurity posture. For 
example, the scorecard system 200 may transmit the calcu 
lated cybersecurity risk score and an identification of one or 
more objectives to complete to improve the entity's cyberse 
curity risk score. 

In some embodiments, the scorecard system 200 can also 
receive, for example via cybersecurity risk assessment portal 
160, an indication that the one or more objectives have been 
achieved. After the scorecard system 200 receives the indica 
tion that the one or more objectives have been achieved, the 
scorecard system 200 can calculate an updated cybersecurity 
risk score for the entity based on data collected from the one 
or more data sources and the achieved one or more objectives. 
The scorecard system 200 may also transmit, via the cyber 
security risk assessment portal, the updated calculated risk 
SCO. 

The scorecard system 200 can also generate alerts to trig 
ger further attention to by a security administrator. For 
example, the scorecard system 200 may monitor the one or 
more data associated with an entity in real time. In addition, 
the scorecard system 200 may have a cybersecurity threshold 
set for the entity. The cybersecurity threshold can be set by a 
user of the scorecard system 200 or can be dynamically cal 
culated based on processing performed by the scorecard sys 
tem. When the scorecard system 200 detects that the overall 
cybersecurity risk score exceeds the cybersecurity threshold, 
the scorecard system 200 may generate an alert which can be 
transmitted to a representative of the entity or simply dis 
played an output, for example on a user interface or output 
display, such as the output displays illustrated in FIGS. 7-11. 

FIG.3 is a block diagram of alerts generated by a scorecard 
system according to an embodiment. At block 302, the score 
card system 200 obtains a previous score for an entity. The 
score can be a preliminary security Score, a normalized and/or 
weighted score, or an overall cybersecurity risk score. At 
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block 304, the scorecard system 200 obtains a new score for 
the entity. At block 306, the scorecard system 200 compares 
the new score and the previous score to determine a difference 
308. For example, the scorecard system 200 may utilize 
benchmarking module 230 to compare an entity’s calculated 
cybersecurity risk score to at least one historical cyberSecu 
rity score previously calculated for the entity. In some 
embodiments, the scorecard system 200 may transmit, for 
example via the cybersecurity risk assessment portal 160, 
trend information based on the comparison. 

At block 310, the scorecard system 200 compares the dif 
ference 308 to a cybersecurity difference threshold. The 
cybersecurity difference threshold can be set by a user of the 
scorecard system 200 or can be dynamically calculated based 
on processing performed by the scorecard system. When the 
scorecard system 200 detects that the difference 308 in over 
all cybersecurity risk score exceeds the cybersecurity differ 
ence threshold, the scorecard system 200 may generate an 
alert at block 312. In some embodiments, an alert comprises 
a user interface alert notification. In another embodiment, an 
alert comprises a real-time e-mail. 

In some embodiments, rather than comparing the new cal 
culated cybersecurity risk score for the entity to a previous 
score, new scores can be analyzed against the threshold with 
out being compared to a previous score. For example, in some 
embodiments, the scorecard system 200 can calculate, for 
example on a periodic basis, updated cybersecurity risk 
scores for the entity based on data collected from the one or 
more data sources. The scorecard system 200 can then com 
pare one or more of the updated cybersecurity risk scores to a 
threshold. In some embodiments, if the one or more updated 
cybersecurity risk scores is below the threshold, the scorecard 
system 200 can transmit, via the cybersecurity risk assess 
ment portal, an alert. According to another embodiment, if the 
one or more updated cybersecurity risk scores are below the 
threshold, the scorecard system 200 can transmit, via the 
cybersecurity risk assessment portal, the one or more cyber 
security risk scores and an identification of one or more 
updated objectives to complete to improve the entity's cyber 
security risk score. 

FIG. 4 is a flow chart of scheduling functions performed by 
the scorecard system 200 according to an embodiment. At 
block 402, a scheduler on an application can be started. For 
example, the scheduler can be started after a user enters a 
URL for an entity for which a security score is desired, which 
may initiate scorecard system 200. At block 404, a job can be 
invoked periodically, wherein each job can be responsible for 
downloading, parsing, and storing data, Such as at block 408, 
from data sources 406. Each job may download, parse, and 
store data collected from a security signal collection feed, 
Such as, for example, a hacker forum site. For example, during 
a job, the scorecard system 200 may execute security signal 
collection module 210 to collect data and contextualization 
and attribution module 220 to process the collected data. In 
some embodiments, a downloader 410 may download data 
collected during a job to a file system 412 for storage pur 
poses. In addition, a parser 414 may parse data collected 
during the job and store the parsed data in the file system 412. 
In some embodiments, the scorecard system may execute the 
parser while executing extraction module 222. In some 
embodiments, data can also be stored in a database 416 
accessed by a Representational State Transfer (REST) Appli 
cation Program Interface (API) 418, which can be used 
implement the scorecard system 200 on a scorecard system, 
such as scorecard server 110. 

FIG. 5 is a flow chart of steps performed by a system such 
as scorecard system 200 according to an embodiment. At 
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block 502, scorecard system 200 may execute pre-score steps, 
which comprises collecting data associated with an entity via 
security signal collection module 210. The data can be col 
lected from data sources 504, such as data sources 150 illus 
trated in FIG. 1. At block 506, scorecard system 506 com 
prises executing the scoring process, which comprises 
executing the contextualization process 220 of scorecard sys 
tem 200. For example, data collected using security signal 
collection module 210, such as collected data 508, can be 
contextualized/attributed with respect to an entity using an IP 
mapping 510 created for the entity. The contextualization/ 
attribution comprises determining whether the collected data 
is associated with an IP within the range of IPs associated 
with the entity via IP mapping. Data determined to be asso 
ciated with an IP within the range of IPs associated with an 
entity can be attributed to the entity, stored in a database 512 
of collected and attributed data for the entity, and contextu 
alized with respect to the entity at block 506. At block 514, 
scorecard system 200 may use benchmarking module 230 to 
calculate an overall cybersecurity risk score for an entity. The 
scoring results can be output at block 516. In some embodi 
ments, the scorecard system 200 may generate alerts, issues, 
and recommendations for an entity at block 518. 

In some embodiments, the calculated cybersecurity risk 
score, either numeric, letter, or percentile, can be used by 
cyber insurance providers to determine premiums for com 
panies. In other words, the scorecard system 200 can be used 
as a cybersecurity insurance underwriting system. For 
example, historical cybersecurity performance scores calcu 
lated using scorecard system 200 can be used by a cyber 
insurance provider to assess the risk of an entity being 
breached. The cyber insurance provider may then adjust pre 
miums based on the assessment of an entity’s probability of 
experiencing a security breach. 

In some embodiments, the scorecard system 200 can be 
collaboratively accessed by business partners. For example, a 
business may access the scorecard system 200 to obtain a 
cybersecurity risk score for a business partners company, 
Such as a vendor's company. After the score is calculated, the 
scorecard system may inform the business partner of their 
company's security score and provide actionable items that 
the entity can take to improve their score. For example, in one 
embodiment, the scorecard system 200 may send the business 
partner a one-time URL through which the business partner 
may login to the scorecard system and access its score and 
view its recommended action items to improve its score. 
Allowing access to both a business and abusiness partner may 
allow them to collaborate together to improve the business 
partner's security score. The business that originally 
requested the cybersecurity risk score for the business com 
prises comments to the business partner's scorecard. In addi 
tion, the original business can also be notified when the busi 
ness partner addresses action items to improve its score. 

In some embodiments, the scorecard system 200 can also 
map non-intrusively collected data for an entity to the entity's 
risk management questionnaire to determine a level of reli 
ability of the questionnaire. In other words, the non-intru 
sively collected data can be used to confirm whether the 
answers in the questionnaire have been answered properly. 
For example, if an entity indicates in a questionnaire that they 
have a robust Application Security program, yet the non 
intrusively collected data indicates that the applications 
security is below, for example, the 50" percentile, then the 
entity's risk questionnaire can be discredited. 

In some embodiments, multiple companies can be grouped 
together, for example, as an industry, by the scorecard system 
200 and the scorecard system 200 may calculate a security 
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score for the group by averaging the individual scores for each 
of the companies in the group. Accordingly, the scorecard 
system 200 may calculate a security score for an industry and 
provide an indication of how one industry compares to 
another with respect to cybersecurity. For example, in some 
embodiments, the scorecard system can store, in non-transi 
tory memory, a set of attributes for each a plurality of entities. 
According to an embodiment, the set of attributes may com 
prise at least an identity of the plurality of entities. The set of 
attributes can also comprise at least one of the number of 
employees of the entity, the industry in which the entity 
operates, and an identification of one or more of the entity's 
competitors. The scorecard system 200 can identify requisite 
attributes of the one or more attributes, where entities having 
the requisite attributes are identified as belonging to a group. 
In some embodiments, the scorecard system 200 can calcu 
late an individual cybersecurity risk score for each of the 
plurality of entities in the group entity based, at least in part, 
on the set of attributes stored for each of plurality of entities in 
the group. The scorecard system 200 may also generate, 
based on the calculated individual cybersecurity risk scores, a 
composite cybersecurity risk score for the group. 

In some embodiments, the scorecard system 200 can trans 
mit an indication of relative cybersecurity risk score of one or 
more entities, the relative cybersecurity risk score based on a 
comparison of the individual cybersecurity risk score of the 
one or more entities to the composite cybersecurity risk score 
of the group. In another embodiment, the scorecard system 
200 can transmit, to one or more entities in the group, an 
identification of one or more objectives to complete to 
improve the entity's relative cybersecurity risk score. The 
scorecard system 200 can also receive an indication that the 
objective has been achieved, calculate an updated relative 
cybersecurity risk score for the one or more entities based on 
the stored attributes and the achieved objective, and transmit 
an indication of the updated relative cybersecurity risk score 
of one or more entities. 

In some embodiments, the scorecard system 200 can also 
monitor the relative cybersecurity risk performance for each 
entity in the group. When the relative cybersecurity risk score 
for one or more entities in the group decreases, the scorecard 
system 200 may transmit an alert to the one or more entities 
whose relative cybersecurity risk score decreased. In another 
embodiment, when the relative cybersecurity risk score for 
one or more entities in the group decreases, the scorecard 
system 200 can transmit an identification of one or more 
updated objectives to complete to improve the entity’s rela 
tive cybersecurity risk score to the one or more entities whose 
relative cybersecurity risk score decreased. 

In view of exemplary systems shown and described herein, 
methodologies that can be implemented in accordance with 
the disclosed subject matter will be better appreciated with 
reference to various functional block diagrams. While, for 
purposes of simplicity of explanation, methodologies are 
shown and described as a series of acts/blocks, it is to be 
understood and appreciated that the claimed subject matter is 
not limited by the number or order of blocks, as some blocks 
may occur in different orders and/or at Substantially the same 
time with other blocks from what is depicted and described 
herein. Moreover, not all illustrated blocks can be required to 
implement methodologies described herein. It is to be appre 
ciated that functionality associated with blocks can be imple 
mented by Software, hardware, a combination thereof or any 
other Suitable means (e.g. device, System, process, or com 
ponent). Additionally, it should be further appreciated that 
methodologies disclosed throughout this specification are 
capable of being stored on an article of manufacture to facili 
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tate transporting and transferring Such methodologies to vari 
ous devices. Those skilled in the art will understand and 
appreciate that a methodology could alternatively be repre 
sented as a series of interrelated States or events, such as in a 
state diagram. 

FIG. 6 is a flow chart of a method for determining an 
entity's cybersecurity risk according to an embodiment. It is 
noted that embodiments of method 600 can be implemented 
with the systems described with respect to FIGS. 1-5 and FIG. 
12. For example, a processor disclosed in method 600 may 
correspond to a processor within a scorecard server disclosed 
in this disclosure. Specifically, method 600 includes, at block 
602, non-intrusively collecting, by a processor, one or more 
types of data associated with an entity. the method can also 
comprises intrusively collecting a portion of the one or more 
types of data associated with the entity, wherein the one or 
more types of data includes the intrusively-collected portion 
of the one or more types of data. In addition, the one or more 
types of data includes data associated with social engineering, 
malware and botnet infections, application Vulnerabilities, 
breach history, network exploits, DNS health; patching 
cadence, and leaked employee credentials. 
At block 604, method 600 includes calculating, by the 

processor, a security score for at least one of the one or more 
types of databased, at least in part, on processing of security 
information extracted from the at least one type of data, 
wherein the security information is indicative of a level of 
cybersecurity. At block 606, method 600 includes assigning, 
by the processor, a weight to the calculated security score 
based on a correlation between the extracted security infor 
mation and an overall cybersecurity risk determined from 
analysis of one or more previously-breached entities in the 
same industry as the entity. The method can also comprise 
normalizing the calculated security score for the at least one 
type of databased, at least in part, on the type of the data and 
the size of the entity. 

At block 608, method 600 includes calculating, by the 
processor, an overall cybersecurity risk score for the entity 
based, at least in part, on the calculated security score and the 
weight assigned to the calculated security score. the method 
can also comprises determining an industry cybersecurity 
percentile ranking for the entity based, at least in part, on a 
benchmarking of the calculated overall cybersecurity risk 
score againstone or more cybersecurity risk scores for one or 
more other entities in the same industry as the entity. 
The method can also comprises generating an alert when 

the overall cybersecurity risk score exceeds a cybersecurity 
threshold. In another embodiment, the method can also com 
prises monitoring the one or more data in real time, wherein 
the alert is generated based, at least in part, on the real-time 
monitoring. 
The schematic flow chart diagram of FIG. 6 is generally set 

forth as a logical flow chart diagram. As such, the depicted 
order and labeled steps are indicative of aspects of the dis 
closed method. Other steps and methods can be conceived 
that are equivalent in function, logic, or effect to one or more 
steps, orportions thereof, of the illustrated method. Addition 
ally, the format and symbols employed are provided to 
explain the logical steps of the method and are understood not 
to limit the scope of the method. Although various arrow 
types and line types can be employed in the flow chart dia 
gram, they are understood not to limit the scope of the corre 
sponding method. Indeed, some arrows or other connectors 
can be used to indicate only the logical flow of the method. 
For instance, an arrow may indicate a waiting or monitoring 
period of unspecified duration between enumerated steps of 
the depicted method. Additionally, the order in which a par 
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ticular method occurs may or may not strictly adhere to the 
order of the corresponding steps shown. 

FIG. 7 is one scorecard view used to illustrate some of the 
information output by a system such as scorecard system 200. 
The information comprises a scorecard overview 700, a per 
centile rank for a particular business 702, a number of threat 
indicators 704, informational indicators 706, an overall rating 
history 708, and a findings summary 710, according to one 
embodiment. FIG. 8 is an expansion view 802 that illustrates 
at least those primary factors of a domain which can expand 
into a list of issues that might be related to a primary factor 
being analyzed, according to one embodiment. FIG. 9 is a 
sample scorecard view that illustrates at least endpoint Secu 
rity 900, patching cadence 902, password exposure 904, 
social engineering 906, and application security 908, accord 
ing to one embodiment. FIG.10 illustrates at least a scorecard 
view that includes a malware risk analysis 1000, a malware 
events duration 1002, an IP reputation 1004, and a cubitscore 
1006, according to one embodiment. FIG. 11 is a scorecard 
view that illustrates at least network security 1102, hacker 
sites 1104, and DNS health 1106, according to an embodi 
ment. 

If implemented in firmware and/or software, the functions 
described above can be stored as one or more instructions or 
code on a computer-readable medium. Examples include 
non-transitory computer-readable media encoded with a data 
structure and computer-readable media encoded with a com 
puter program. Computer-readable media includes physical 
computer storage media. A storage medium can be any avail 
able medium that can be accessed by a computer. By way of 
example, and not limitation, such computer-readable media 
can comprise RAM, ROM, EEPROM, CD-ROM or other 
optical disk storage, magnetic disk storage or other magnetic 
storage devices, or any other medium that can be used to store 
desired program code in the form of instructions or data 
structures and that can be accessed by a computer. Disk and 
disc includes compact discs (CD), laser discs, optical discs, 
digital versatile discs (DVD), floppy disks and blu-ray discs. 
Generally, disks reproduce data magnetically, and discs 
reproduce data optically. Combinations of the above should 
also be included within the scope of computer-readable 
media. 

In addition to storage on computer-readable medium, 
instructions and/or data can be provided as signals on trans 
mission media included in a communication apparatus. For 
example, a communication apparatus includes a transceiver 
having signals indicative of instructions and data. The 
instructions and data can be configured to cause one or more 
processors to implement the functions outlined in the claims. 

Although the present disclosure and its advantages have 
been described in detail, it should be understood that various 
changes, Substitutions and alterations can be made herein 
without departing from the spirit and scope of the disclosure 
as defined by the appended claims. Moreover, the scope of the 
present application is not intended to be limited to the par 
ticular embodiments of the process, machine, manufacture, 
composition of matter, means, methods and steps described in 
the specification. As one of ordinary skill in the art will 
readily appreciate from the present invention, disclosure, 
machines, manufacture, compositions of matter, means, 
methods, or steps, presently existing or later to be developed 
that perform substantially the same function or achieve sub 
stantially the same result as the corresponding embodiments 
described herein can be utilized according to the present 
disclosure. Accordingly, the appended claims are intended to 
include within their scope Such processes, machines, manu 
facture, compositions of matter, means, methods, or steps. 
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The invention claimed is: 
1. A method for improving an entity's cybersecurity risk 

using a cybersecurity risk assessment portal, the method.com 
prising: 

receiving, via a cybersecurity risk assessment portal oper 
ating on one or more machines, a request to calculate an 
entity's cybersecurity risk and a first set of attributes of 
the entity, the first set of attributes comprising an identity 
of the entity, the number of employees of the entity, the 
industry in which the entity operates, and an identifica 
tion of one or more of the entity's competitors: 

identifying, based on the first set of attributes, one or more 
data sources from which to collect one or more types of 
data relating to the entity's cybersecurity; 

calculating a cybersecurity risk score for the entity based 
on data collected from the one or more data sources; 

transmitting, via the cybersecurity risk assessment portal 
operating on the one or more machines, the calculated 
cybersecurity risk score and an identification of one or 
more objectives to complete to improve the entity's 
cybersecurity risk score. 

2. The method of claim 1 further comprising: 
receiving, via the cybersecurity risk assessment portal, an 

indication the objective has been achieved; 
calculating an updated cybersecurity risk score for the 

entity based on data collected from the one or more data 
Sources and the achieved objective; and 

transmitting, via the cybersecurity risk assessment portal, 
the updated calculated cybersecurity risk score. 

3. The method of claim 1 further comprising: 
comparing the calculated cybersecurity risk score to at 

least one historical cybersecurity score previously cal 
culated for the entity; and 

transmitting, via the cybersecurity risk assessment portal, 
trend information based on the comparison. 

4. The method of claim 1 wherein the cybersecurity risk 
assessment portal is an online portal. 

5. The method of claim 1 further comprising: 
transmitting access credentials required to access the 

cybersecurity risk assessment portal, and 
wherein receiving, via a cybersecurity risk assessment por 

tal, a request to calculate an entity's cybersecurity risk is 
conditioned upon a user providing the access creden 
tials. 

6. The method of claim 1 further comprising: 
calculating, on a periodic basis, updated cybersecurity risk 

scores for the entity based on data collected from the one 
or more data sources; 

comparing one or more of the updated cybersecurity risk 
scores to a threshold; and 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, an alert. 

7. The method of claim 6 further comprising: 
if the one or more updated cybersecurity risks scores is 

below the threshold, transmitting, via the cybersecurity 
risk assessment portal, the one or more cybersecurity 
risk scores and an identification of one or more updated 
objectives to complete to improve the entity's cyberse 
curity risk score. 

8. A method for improving an entity's cybersecurity risk 
using a cybersecurity risk assessment portal, the method.com 
prising: 

receiving, via a cybersecurity risk assessment portal oper 
ating on one or more machines, a request to calculate an 
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entity's cybersecurity risk and a first set of attributes of 
the entity, the first set of attributes comprising at least an 
identity of the entity: 

identifying, based on the first set of attributes, one or more 
data sources from which to collect one or more types of 5 
data relating to the entity's cybersecurity; 

calculating a cybersecurity risk score for the entity based 
on data collected from the one or more data sources; 

transmitting, via the cybersecurity risk assessment portal 
operating on the one or more machines, the calculated 
cybersecurity risk score and an identification of one or 
more objectives to complete to improve the entity's 
cybersecurity risk score; and 

classifying the calculated cybersecurity risk score accord 
ing to cyber security risk scores calculated for the enti- 15 
ty's competitors. 

9. The method of claim 8 further comprising: 
receiving, via the cybersecurity risk assessment portal, an 

indication the objective has been achieved; 
calculating an updated cybersecurity risk score for the 

entity based on data collected from the one or more data 
Sources and the achieved objective; and 

transmitting, via the cybersecurity risk assessment portal, 
the updated calculated cybersecurity risk score. 

10. The method of claim 8 wherein the first set of attributes 
further comprises: the number of employees of the entity, the 
industry in which the entity operates, and an identification of 
one or more of the entity's competitors. 

11. The method of claim 8 further comprising: 
comparing the calculated cybersecurity risk score to at 

least one historical cybersecurity score previously cal 
culated for the entity; and 

transmitting, via the cybersecurity risk assessment portal, 
trend information based on the comparison. 

12. The method of claim 8 wherein the cybersecurity risk 
assessment portal is an online portal. 

13. The method of claim 8 further comprising: 
transmitting access credentials required to access the 

cybersecurity risk assessment portal, and 
wherein receiving, via a cybersecurity risk assessment por 

tal, a request to calculate an entity's cybersecurity risk is 
conditioned upon a user providing the access creden 
tials. 

14. The method of claim 8 further comprising: 
calculating, on a periodic basis, updated cybersecurity risk 

scores for the entity based on data collected from the one 
or more data sources; 

comparing one or more of the updated cybersecurity risk 
scores to a threshold; and 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, an alert. 

15. The method of claim 14 further comprising: 
if the one or more updated cybersecurity risks scores is 

below the threshold, transmitting, via the cybersecurity 
risk assessment portal, the one or more cybersecurity 
risk scores and an identification of one or more updated 
objectives to complete to improve the entity's cyberse 
curity risk score. 

16. An apparatus comprising: 
a memory; and 
a processor coupled to the memory, the processor config 

ured to execute the steps of: 
receiving, via a cybersecurity risk assessment portal, a 

request to calculate an entity's cybersecurity risk and a 
first set of attributes of the entity, wherein the first set of 
attributes comprises an identity of the entity, the number 
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of employees of the entity, the industry in which the 
entity operates, and an identification of one or more of 
the entity's competitors; 

identifying, based on the first set of attributes, one or more 
data sources from which to collect one or more types of 
data relating to the entity's cybersecurity; 

calculating a cybersecurity risk score for the entity based 
on data collected from the one or more data sources; 

transmitting, via the cybersecurity risk assessment portal, 
the calculated cybersecurity risk score and an identifi 
cation of one or more objectives to complete to improve 
the entity's cybersecurity risk score. 

17. The apparatus of claim 16 where the processor is fur 
ther configured to execute the steps of: 

receiving, via the cybersecurity risk assessment portal, an 
indication the objective has been achieved; 

calculating an updated cybersecurity risk score for the 
entity based on data collected from the one or more data 
Sources and the achieved objective; and 

transmitting, via the cybersecurity risk assessment portal, 
the updated calculated cybersecurity risk score. 

18. The apparatus of claim 16 where the processor is fur 
ther configured to execute the steps of: 

comparing the calculated cybersecurity risk score to at 
least one historical cybersecurity score previously cal 
culated for the entity; and 

transmitting, via the cybersecurity risk assessment portal, 
trend information based on the comparison. 

19. The apparatus of claim 16 wherein the cybersecurity 
risk assessment portal is an online portal. 

20. The apparatus of claim 16 where the processor is fur 
ther configured to execute the steps of: 

transmitting access credentials required to access the 
cybersecurity risk assessment portal, and 

wherein receiving, via a cybersecurity risk assessment por 
tal, a request to calculate an entity's cybersecurity risk is 
conditioned upon a user providing the access creden 
tials. 

21. The apparatus of claim 16 where the processor is fur 
ther configured to execute the steps of: 

calculating, on a periodic basis, updated cybersecurity risk 
scores for the entity based on data collected from the one 
or more data sources; 

comparing one or more of the updated cybersecurity risk 
scores to a threshold; and 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, an alert. 

22. The apparatus of claim 21 where the processor is fur 
ther configured to execute the steps of: 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, the one or more cybersecurity 
risk scores and an identification of one or more updated 
objectives to complete to improve the entity's cyberse 
curity risk score. 

23. An apparatus comprising: 
a memory; and 
a processor coupled to the memory, the processor config 

ured to execute the steps of: 
receiving, via a cybersecurity risk assessment portal, a 

request to calculate an entity's cybersecurity risk and a 
first set of attributes of the entity, an identity of the entity; 

identifying, based on the first set of attributes, one or more 
data sources from which to collect one or more types of 
data relating to the entity's cybersecurity; 
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calculating a cybersecurity risk score for the entity based 
on data collected from the one or more data sources; 

transmitting, via the cybersecurity risk assessment portal, 
the calculated cybersecurity risk score and an identifi 
cation of one or more objectives to complete to improve 
the entity's cybersecurity risk score; and 

classifying the calculated cybersecurity risk score accord 
ing to cybersecurity risk scores calculated to the entity's 
competitors. 

24. The apparatus of claim 23 where the processor is fur 
ther configured to execute the steps of: 

receiving, via the cybersecurity risk assessment portal, an 
indication the objective has been achieved; 

calculating an updated cybersecurity risk score for the 
entity based on data collected from the one or more data 
sources and the achieved objective; and 

transmitting, via the cybersecurity risk assessment portal, 
the updated calculated cybersecurity risk score. 

25. The apparatus of claim 23 wherein the first set of 
attributes further comprises: the number of employees of the 
entity, the industry in which the entity operates, and an iden 
tification of one or more of the entity’s competitors. 

26. The apparatus of claim 23 where the processor is fur 
ther configured to execute the steps of: 

comparing the calculated cybersecurity risk score to at 
least one historical cybersecurity score previously cal 
culated for the entity; and 

transmitting, via the cybersecurity risk assessment portal, 
trend information based on the comparison. 
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27. The apparatus of claim 23 wherein the cybersecurity 

risk assessment portal is an online portal. 
28. The apparatus of claim 23 where the processor is fur 

ther configured to execute the steps of: 
transmitting access credentials required to access the 

cybersecurity risk assessment portal, and 
wherein receiving, via a cybersecurity risk assessment por 

tal, a request to calculate an entity's cybersecurity risk is 
conditioned upon a user providing the access creden 
tials. 

29. The apparatus of claim 23 where the processor is fur 
ther configured to execute the steps of: 

calculating, on a periodic basis, updated cybersecurity risk 
scores for the entity based on data collected from the one 
or more data sources; 

comparing one or more of the updated cybersecurity risk 
scores to a threshold; and 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, an alert. 

30. The apparatus of claim 29 where the processor is fur 
ther configured to execute the steps of: 

if the one or more updated cybersecurity risks scores is 
below the threshold, transmitting, via the cybersecurity 
risk assessment portal, the one or more cybersecurity 
risk scores and an identification of one or more updated 
objectives to complete to improve the entity's cyberse 
curity risk score. 
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