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(57) ABSTRACT

Discovery of services between devices is provided prior to
establishing a connection between devices, including wire-
less-enabled devices or devices that are communicatively
coupled to wireless access points or other wireless commu-
nication devices. Discovering services prior to establishing
a connection may facilitate finding a desired service. The
services that may be discovered may be, for example, print
services, camera services, PDA services or any other suit-
able services. Services may be discovered using 802.11,
Bluetooth, UWB or any other suitable wireless technology.
A graphical user interface is provided that enables a user to
select a desired service.

100

Google Exhibit 1038
Google v. SecCommTech




Patent Application Publication Nov. 15,2007 Sheet 1 of 11 US 2007/0264991 A1

100

Fig. 1

[\114




US 2007/0264991 A1

Patent Application Publication Nov. 15,2007 Sheet 2 of 11

00¢

AL

0Les

90IAIBS aY} SS00Y

f

80¢S

Jasn ayj Aq pajosjes
BOIAISS 3y} 0} pajejal indul 1asn aAIe09Y

i

90IAI8S B 0) paje|as uonewojul Aedsiq

c0es

90IAJSS JSIl} B O} paje|al UONeWLIOI BAID03Y




US 2007/0264991 A1

w '$32IA35 djqejiene-10) Buiydiess

3w seau sadmIas (i @ :
™~ 00€

Patent Application Publication Nov. 15,2007 Sheet 3 of 11



US 2007/0264991 A1

Patent Application Publication Nov. 15,2007 Sheet 4 of 11

v ‘B4

L R0 e e XSO S e Ot AN LM A i Sl s M e o A i )

. o R S A S A MO T S . z
| eocow [ssorooee|
A o
b
A A
w“ o, pannbas piomsseg - djqejieay J0193fosd ssaju
| |
t = pannba piomsseg - Biqepeay . JIUSD EIPIW Sied
i =g
i
M ~= Jjqeqeay enwes uouue)
; (%A 4
W = ajqepesy $53208 jauIaju)
| Liv
i - painbas piomssed - sjqepeay Joud J0j0d dH
I f?..s!\,\ * M
: v J_ 8?!\ 2or——" LO¥
K. vOp -/ asn 0] JUEM NOA 3IAIIS © 123D
oLy ‘ S




US 2007/0264991 A1

Patent Application Publication Nov. 15,2007 Sheet 5 of 11

S|qe|leAY

=, palnbay piomssed — a|qejleAy

o|qejleAy

g JojuLd

N;@E:n_m\ :

yw: .(,////,
b _mEtn_K\
=,

0LG

/ 3sn 0} Juem noK JIAI3s e 193]S

aw seau saawas e @




US 2007/0264991 A1

; [ hasuey =4 [F 1500063
=
- |
[=) »
s ¢ I8l
- = a|qe|IeA .
m W N Iqe|leAy
7 M ‘
s iBunuug
) = um__scmmmhm\o }Ipai1) — 9|qejieAy ojoyd
v . 2ol JleH ™ 109
Y . i
: €09 09—
z W .
£ = S|qelleAy | Jojuud \ I
g 1 =Y
2 : v!
= : \.
£ i asn o3 Juem noA 3JIAIBS. @ 103)3S
=~ 019 32 .
= < , _ k-
.m aws Jeau $3MNIBS (; @ -
= (RS — .
<
£ 4/8@
D
=
[-™



US 2007/0264991 A1

Patent Application Publication Nov. 15,2007 Sheet 7 of 11

pasinbas promsseq - sjqejieay
pannbas promssed - djqeiRAY
= sjqejiery

aiqeqieAy

Joyafoud ssajasm

13JU30 eJpaws s)ed

eHWe uouue)

$$3208 jausayu|




MNP Y I VA S LS S
MBI 5 A

US 2007/0264991 A1

55T

e

saund 10)0 mxw,ommczumccou

aw Jeau sad3s ([

008

Patent Application Publication Nov. 15,2007 Sheet 8 of 11



US 2007/0264991 A1

_ﬂ ey ux_ @.ue:z&g
oom!\ |

231uud 10103 g 10j sHUNLAS (KA Jnup ﬁ»,:_ gsneasey) Sy

ssapesey) Aeidsia ]

) .
206~ )
A3y Aundas RoMIBN

Aunsas MDY In0qe 5oy K33 3y nol aub o) aaap siy dn 1as oys vossad ay) ¥sy

J2und 10]0d dH 403 A3 AJundas 310MdU ay) 2dA) m...\w.o

Jw Je3u MBS @

Patent Application Publication Nov. 15,2007 Sheet 9 of 11



US 2007/0264991 A1

133und 10103 gH 103 s19AUp BulEIsy|

aw Jeau sanas {(« @

Patent Application Publication Nov. 15,2007 Sheet 10 of 11



US 2007/0264991 A1

Patent Application Publication Nov. 15,2007 Sheet 11 of 11

“ sajisadosd Jauid MIA ¢
“aedisa g @

S0 suondo pajejay

105 ol

19}und 10(03 i O} PalIBUUOI A|INyssaING

3w Jeau saaas @




US 2007/0264991 A1

SERVICES NEAR ME: DISCOVERING AND
CONNECTING TO AVAILABLE WIRELESS
SERVICES UTILIZING PROXIMITY DISCOVERY

BACKGROUND

[0001] Wireless communication technologies such as
802.11x, Ultrawideband (UWB), and Bluetooth enable
devices to communicate wirelessly over a relatively short
range, e.g., less than 100 meters. To discover other wireless
devices, a device broadcasts wireless messages and listens
for wireless messages from other devices. If another device
is discovered, a wireless connection may be established
between the devices. Once a connection is established,
devices may exchange various types of information. For
example, devices may exchange information related to pro-
viding a service (e.g., printing, headset connectivity, PDA
synchronization, etc.) provided by one of the devices.

[0002] A variety of services may be provided by commu-
nicating wirelessly between devices. As one example, a
laptop computer may communicate wirelessly with a printer
to print documents. Once a wireless connection is estab-
lished between the computer and the printer, the computer
may discover the print services provided by the printer. The
computer may then take advantage of printing services
offered by the printer via the wireless connection.

[0003] Previously developed IP-based methods of discov-
ering services require a connection to be established with a
device before services provided by a device can be discov-
ered. For example, network discovery protocols such as
SSDP (Simple Service Discovery Protocol), WS-Discovery
(Web Services Discovery), and SLP (Service Location Pro-
tocol) require network layer connectivity (Layer 3 of the
OSI model) to be established prior to the discovery of
services on the network. Once connected, services provided
by a device send broadcast or multicast messages over the IP
network to advertise their services. Previously developed
IP-based methods of service discovery did not provide a way
of determining whether the device that provides the service
was in the proximity of the device that required the service.
Bluetooth as a technology has some ability to perform
wireless service discovery limited to specific profiles.

[0004] Previous computing platforms provided different
tools for users to establish connections to different types of
devices. For example, if a laptop user wishes to connect to
a wireless access point for Internet service, the user may use
a dedicated control panel to connect to the desired access
point. If the user wishes to communicate with a Bluetooth
device, a dedicated Bluetooth wizard may be required to set
up the connection. If the user wishes to connect to a
Bluetooth-enabled printer, a printer setup wizard may be
required.

SUMMARY

[0005] In prior systems, services provided by a device
could be discovered after establishing a connection with the
device. The Applicants have appreciated that it may be
desirable to discover a service provided by a device prior to
establishing a connection with the device. Enabling a uni-
form way of discovering services prior to establishing a
connection may facilitate finding a desired service in an
802.11x%, Ultrawideband (UWB), Bluetooth, WiMax, GPRS,
or other suitable wireless environment. Such discovery may
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be particularly useful in a wireless context in which a
wireless signal may only be transmitted effectively over a
relatively short distance, since service discovery may there-
fore be limited to only those devices within suitable prox-
imity of the user. For example, a computer user entering an
unfamiliar building may wish to determine whether she can
print a document using a nearby printer. The user may not
wish, however, to establish a connection with a local wire-
less network or individual device only to find out whether a
suitable printer is located nearby.

[0006] In accordance with one aspect of the invention, the
user may send a wireless request from her computer effec-
tively asking local devices whether a suitable print service is
offered. In response, a printer or other device acting on
behalf of the printer may send a response to the computer
indicating the type of print service(s) that are available.
Based on this information, the user’s computer may estab-
lish a connection with the network and/or a particular device
(such as a printer) to obtain the desired services. In another
implementation of service discovery, the user’s computer
may passively listen to service messages advertised by
nearby devices. Once the user’s computer receives an appro-
priate service message, the user may establish a connection
with the device to obtain the desired service. Thus, discovery
of services is provided prior to establishing a connection
with the device that provides the service.

[0007] In accordance with another aspect of the invention,
the user’s device, e.g., computer, may display a graphical
user interface that enables the user to view the services
available in the area, also called the “services near me.” The
graphical user interface (GUI) can display a list of available
services of a variety of different types. For example, the list
of available services can include services available on
Bluetooth devices, wireless printers, wireless access points,
and/or any other suitable types of devices. Thus, the user can
view a comprehensive list of services provided nearby
regardless of the types of services provided or the wireless
standard by which the devices communicate. To connect to
the desired service, the user may simply select the desired
service and click a “Connect” button. The Applicants have
appreciated that a computer user may not be particularly
interested in understanding the details of a connection, but
may simply wish to easily find and use the desired service.
Providing a unified framework for discovering services can
simplify finding and accessing the desired service.

[0008] One embodiment of the invention relates to a
method of accessing a service. The method includes receiv-
ing, via a first type of wireless protocol, a first wireless
message that includes information related to a first service.
The method also includes receiving, via a second type of
wireless protocol, a second wireless message that includes
information related to a second service. The information
related to the first service and the information related to the
second service are simultaneously displayed with a single
user interface. User input is received indicating a service
selected using the user interface, and the service is accessed

[0009] Another embodiment of the invention relates to a
computer-readable medium having computer-executable
instructions for performing steps of a method of accessing,
by a first device, a service provided by a second device. The
second device is in the proximity of first device. The method
includes receiving a wireless message that includes infor-
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mation related to the service provided by the second device.
Information related to the service is displayed, prior to
establishing a connection between the first device and the
second device that is suitable for providing the service. User
input is received indicating that the service has been
selected. A connection is established between the first device
and the second device in response to receiving the user
input.

[0010] A further embodiment of the invention relates to a
graphical user interface (GUI) that displays content to a user
of a first device and enables the user to select a desired
service. The GUI allows the user to establish a wireless
connection with a device that provides the desired service.
The GUI includes a first portion that displays first content
related to a first service, based on information received
wirelessly from a second device in a proximity of the first
device. The GUI also includes a second portion that displays
second content related to a second service, based on infor-
mation received wirelessly from a third device in a prox-
imity of the first device. The third device and the second
devices are different types of devices that provide different
types of services. The first portion and the second portion are
displayed simultaneously.

BRIEF DESCRIPTION OF DRAWINGS

[0011] The accompanying drawings are not intended to be
drawn to scale. In the drawings, each identical or nearly
identical component that is illustrated in various figures is
represented by a like numeral. For purposes of clarity, not
every component may be labeled in every drawing. In the
drawings:

[0012] FIG. 1 is diagram illustrating an example of a
computing environment in which services may be discov-
ered, according to some embodiments of the invention;

[0013] FIG. 2 is a flowchart illustrating an example of a
method of accessing a service, according to one embodiment
of the invention;

[0014] FIG. 3 illustrates an example of a graphical user
interface window for displaying to a user the progress made
in finding services;

[0015] FIG. 4 illustrates an example of a graphical user
interface window that displays information about multiple
services that may be accessed wirelessly;

[0016] FIG. 5 illustrates an example of a graphical user
interface window in which the services displayed have been
filtered so that only print services are displayed;

[0017] FIG. 6 illustrates an example of a graphical user
interface window in which an advertisement is displayed;

[0018] FIG. 7 illustrates an example of a graphical user
interface window in which a service has been selected;

[0019] FIG. 8 illustrates an example of a window that
displays an advertisement and the progress made in estab-
lishing a connection;

[0020] FIG. 9 illustrates an example of a graphical user
interface window in which a user may provide security
information prior to establishing a wireless connection;

[0021] FIG. 10 illustrates an example of a graphical user
interface window that displays to a user the progress made
in installing a driver related to the service; and
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[0022] FIG. 11 illustrates an example of a graphical user
interface window that indicates to a user that the connection
was successful.

DETAILED DESCRIPTION

[0023] As discussed above, prior wireless network
arrangements typically required a user to establish a con-
nection with a device and/or with the network to determine
whether a desired service is offered. For example, a guest
may bring a laptop computer to a meeting in an unfamiliar
office building. If he wishes to print a document, he may first
have to establish a connection between his laptop and a local
network within the office building. After a connection is
established, the laptop computer may determine if a printer
is connected to the network. There may be many printers
available on the network, some of which are nearby and
some of which may be far away, such as on a different floor
of the building. In some cases, it may be difficult to
determine which printers are nearby. Furthermore, it may be
undesirable to provide guests with access to the local
network for security reasons. For example, connecting to the
local network may allow the guest access to confidential
information stored on the network.

[0024] As another example, several wireless devices, e.g.,
printers capable of communicating wirelessly, may be
present in the proximity of the wireless-enabled device. In
previous systems, a device that desires a particular service
from another device would first have to connect to a device
and then determine the services that it provides. It may be
time consuming to connect to several devices until a device
is found that provides the desired service.

[0025] As a further example, users of portable video game
devices may wish to find other users in their proximity that
are playing the same game. The users may wish to play
together over a wireless connection. However, in crowded
areas such as airports and coffee shops there may be many
wireless devices in the area, and it may be difficult to
determine which devices have the capability of playing the
same game, without trying to connect to multiple devices.

[0026] In accordance with aspects of the invention, dis-
covery of services prior to establishing a connection with a
device may enable a user of a wireless-enabled device (e.g.,
a laptop computer, PDA or telephone) to find a device that
provides a desired service in the proximity of the wireless-
enabled device. For example, in one aspect of the invention,
a service provided by a local device may be discovered by
sending and receiving radio messages prior to establishing a
connection with the device. The services that are discovered
are likely to be nearby because they are within the radio
range of the wireless-enabled device seeking the service(s).
For example, if a person brings a laptop to a meeting in an
unfamiliar office building, the laptop may exchange wireless
messages with devices nearby. His laptop screen may dis-
play a list of devices that provide services nearby, e.g.,
nearby wireless printers, and the types of services they
provide. He may then select an appropriate device with
which a wireless connection will be established. As a result,
obtaining the desired service may be facilitated.

[0027] In one implementation, a wireless-enabled device
may send radio messages to discover services provided by
other devices and may actively seek out a particular service.
In another implementation, the device may passively dis-
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cover services by listening to advertised service messages
provided by other local devices. Either an active implemen-
tation, passive implementation, or a combination of the two
may be used to discover services. Any suitable implemen-
tation may be used to discover services, as the invention is
not limited in this respect. Embodiments of the invention
may be used with any suitable wireless technology, such as
IEEE standard 802.11, Bluetooth, UWB, Worldwide
Interoperability for Microwave Access (WiMax), and cellu-
lar protocols, e.g., general packet radio service (GPRS).

[0028] In accordance with the invention, the wireless-
enabled device, e.g., the person’s laptop, may run a graphi-
cal user interface (GUI) that displays for the user the
services available wirelessly nearby. When the GUT is run,
it may automatically determine which services are nearby
using the active implementation, passive implementation, a
combination thereof, or another suitable technique. A list of
services that are available nearby are then displayed for the
user. The user may examine the list of services, and select
from the list a desired service. Once the desired service has
been selected, a wireless connection may be established
between the person’s laptop and the device that provides the
selected service.

[0029] The Applicants have appreciated that prior com-
puting systems did not enable a user to view a list of services
across wired and wireless networks that the user can access,
prior to establishing a connection with the devices that
provide the services. In one aspect of the invention, a GUI
is provided that can display a list of services available
wirelessly in the proximity of a wireless-enabled device,
prior to establishing a connection with the devices. Display-
ing services prior to establishing a connection may facilitate
accessing a desired service because a user can view a
comprehensive list of services available in the area, and only
needs to establish a connection with the device that provides
the desired service.

[0030] The Applicants have further appreciated that prior
computing systems did not provide an integrated framework
for accessing services. As discussed above, different control
panels and wizards were needed depending on the type of
service and the type of wireless connection the user wished
to establish. To access the desired service, the user may have
to figure out which wizard and/or control panel is needed for
the particular service the user is trying to access. In one
aspect of the invention, a GUI provides an integrated frame-
work for accessing services regardless of the type of service
that is desired or the wireless protocol that will be used.
Thus, any suitable service can be accessed using a single
GUI, without the need for a user to navigate and understand
multiple different wizards. Providing an integrated service
discovery framework in a single GUI can facilitate finding
and accessing desired services.

[0031] FIG. 1 is a diagram illustrating an example of a
computing environment 100 in which devices may commu-
nicate regarding service discovery according to some
embodiments of the invention. FIG. 1 illustrates an example
of a wireless-enabled device 102, e.g., a laptop computer,
and examples of other devices with which device 102 may
communicate wirelessly, including: printer 104, personal
digital assistant (PDA) 106, camera 108 and access point
110. FIG. 1 also illustrates an example of a speaker system
112 and wired network 114 that are communicatively
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coupled to access point 110. Devices in the computing
environment 100 may communicate wirelessly using any
suitable wireless standard such as 802.11x, Bluetooth or
Ultrawideband (UWB).

[0032] Wireless-enabled device 102 may be a laptop com-
puter or any other device configured to send and receive
wireless communications, such as a PDA, a cell phone, or
any other suitable device. Wireless-enabled device 102 may
be configured to interface with a human user, i.e., using a
screen, keyboard, touchpad and/or any other suitable inter-
face.

[0033] A user of wireless-enabled device 102 may desire
a particular service. For example, the user may wish to
establish a wireless connection between wireless-enabled
device 102 and a printer for printing documents. The user
may command wireless-enabled device 102 to find a par-
ticular service, e.g., a print service.

[0034] FIG. 2 illustrates an example of a method 200 of
accessing a service that may be used by device 102 in the
environment shown in FIG. 1. In one embodiment of the
invention, wireless-enabled device 102 may passively listen
to determine which services that are available. Devices that
provide one or more service(s) may send an advertisement
message to advertise the service(s) they can provide to
device 102 and/or other devices in range. The advertisement
message may be a radio message that advertises a particular
service, e.g., a printing service, provided by the device, e.g.,
printer 104. In one aspect of the invention, the advertisement
message may be broadcast as part of an 802.11x or UWB
beacon message. This broadcast may be included in OSI
Layer 2 communications prior to establishing Layer 3 con-
nectivity between the devices. The advertisement message
may be encoded with information about the service provided
by the device. For example, the advertisement message may
include an information element (IE), which is a data struc-
ture for wirelessly sending service-related information. One
or more advertisement messages may be sent (without
prompting by a request message) that include information
related to one or more services provided by the device. The
advertisement messages may be broadcast repeatedly. As
one example, the advertisement message may be broadcast
periodically.

[0035] As illustrated in FIG. 1, devices that send the
advertisement messages may be present in the proximity 116
of wireless-enabled device 102. The proximity 116 of wire-
less-enabled device 102 may be defined by the radio range
of wireless-enabled device 102 and/or a range of devices
receiving the request message. As one example, the prox-
imity 116 of wireless-enabled device 102 may include the
space within approximately 100 meters of wireless-enabled
device 102. The radio range may be greater than or less than
100 meters depending on various factors including the
technology used, the strength of the transmitter, the amount
of noise present on the channel, the physical environment in
which wireless-enabled device 102 operates, etc. However,
the proximity 116 of wireless enabled device 102 need not
necessarily be defined by the radio range, but may be
determined based on other factors.

[0036] In step S202, wireless-enabled device 102 may
receive a wireless message that that includes service infor-
mation related to a first service. For example, wireless-
enabled device 102 may receive a wireless message from
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digital camera 108 that advertises a photo service. For
example, digital camera 108 may be accessed to upload
digital photos or video to wireless-enabled device 102. The
wireless message may be received via a first type of wireless
protocol used by digital camera 108 and wireless-enabled
device 102. For example, the wireless message may be
received via UWB using service discovery techniques in
accordance with the invention, prior to establishing a UWB
connection between digital camera 108 and wireless-en-
abled device 102. However, the wireless message received
in step S202 may be from any suitable device and may be
received via any suitable protocol, as the invention is not
limited in this respect.

[0037] In step S204, wireless-enabled device 102 may
receive a wireless message from another device in the
network. The wireless message may include service infor-
mation related to a different service. For example, the
service information may include information about a print
service provided by printer 104. The wireless message may
be received via a different type of wireless protocol than the
wireless protocol used by digital camera 108 and wireless-
enabled device 102. For example, the wireless message from
printer 104 may be received via an IEEE 802.11 beacon
message using service discovery techniques in accordance
with the invention, prior to establishing an IEEE 802.11
connection between printer 104 and wireless-enabled device
102. However, the wireless message received in step S204
may be from any suitable device and may be received via
any suitable protocol, as the invention is not limited in this
respect. In some embodiments of the invention, step S204
need not be performed. For example, step S204 may not be
performed if there is only one wireless device in the prox-
imity of wireless-enabled device 102, or if all of the devices
in the proximity of wireless-enabled device 102 use the
same wireless protocol.

[0038] In step S206, wireless-enabled device 102 may
display the information related to one or more services. The
information related to the services may be displayed prior to
establishing a connection with the devices, and information
related to multiple different services can be displayed simul-
taneously in a single graphical user interface window. For
example, a liquid crystal display (LCD) screen associated
with wireless-enabled device 102 may display information
about the digital camera service and the print service. As
another example, the GUI may be displayed on a digital
camera screen, a PDA screen, or any other suitable human
perceptible medium. Any suitable medium may be used, as
the invention is not limited as to the medium that is used for
displaying information. In one embodiment of the invention,
the information about the services may be displayed as a list.
A user may use any suitable controls to scroll through the
list, and possibly select from the list a desired service.

[0039] In step S208, wireless-enabled device 102 may
receive user input related to a service selected by the user.
The user input may be received in any suitable way, for
example, via a mouse, keyboard, touchpad, stylus, or any
other suitable input device. In response to receiving the
user’s input indicating that a service has been selected, the
GUI may highlight the selected service to visually indicate
to the user that the service has been selected. If desired, the
user may initiate a connection with the device that provides
the service. For example, the user may initiate the connec-
tion by clicking a “Connect” button, double-clicking on the
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area of the GUI associated with the service, or by providing
any other suitable input. As one example, the user may select
a print service from the list, and may initiate a connection
with printer 104 to access the print service.

[0040] In step S210, wireless enabled device 102 may
establish a connection with printer 104, in response to
receiving the user input. In some circumstances, a device
such as printer 104 may require authentication for a con-
nection to be established. If authentication is required, the
user of wireless-enabled device may be prompted to enter a
password, pin or other identification number such as an
identification number derived from biometric information,
e.g., a fingerprint, or retinal scan. Authentication may be
provided using any suitable security protocol, such as IPsec.
Authentication may alternately be based on payment or
billing information, e.g., so that services are only provided
once a payment agreement has been reached. If the authen-
tication is successful, a connection may then be established.

[0041] Once a connection has been established between a
wireless-enabled device and a device that provides a service,
the devices may communicate further with respect to pro-
viding the requested service. For example, wireless-enabled
device 102 may communicate wirelessly with printer 104 to
print documents.

[0042] As applied to 802.11x, UWB or any other suitable
wireless standard, the term “establishing a connection”
means that a first device sends a connection request to a
second device and the second device responds to agree on
the connection parameters and accept the connection. The
connection that is established may be suitable for providing
a service. In an 802.11 context, service discovery messages
may be sent and received via Layer 2 802.11 beacon and
probe messages. However, Layer 2 messages may not pro-
vide the capability for wirelessly providing a large amount
of information describing the service, e.g., a print service.
Services may be advertised using Layer 3 or higher layer
messages, in which a connection has been established that is
suitable for providing the service. In an IEEE 802.11 con-
text, service discovery may be provided using wirelessly
broadcast beacon messages. Once a first device receives a
beacon message that includes information related to a ser-
vice provided by a second device, the first device may send
an association request to the second device. The association
request may contain information about the parameters of the
connection that is to be established. Once the second device
receives the association request, it may respond with an
association response message that indicates agreement on
the connection parameters and acceptance of the connection.
The connection may be considered as established once the
first device receives the association response message. In a
Bluetooth context, service discovery may be provided using
inquiry and inquiry response messages. However, a connec-
tion may not be considered as established until page and
page response messages have been exchanged. Once these
messages have been exchanged, the devices may be syn-
chronized with one another because a particular frequency
hopping pattern has been agreed upon. As another example,
the two devices may have agreed on times for transmitting
and/or receiving data. These are examples of situations in
which a connection has been established that is suitable for
providing a service. However, it should be appreciated that
any suitable wireless technologies may be used, and any
communication scheme, timing pattern, frequency pattern or
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other communication means may be established that is
suitable for providing a service.

[0043] The embodiment of the invention described above
with respect to FIG. 2 is a “passive” implementation in
which a device that seeks to access a service passively
listens for wireless advertisement messages from devices
that provide services. However, in an “active” embodiment
of the invention, wireless-enabled device 102 may send out
a wireless request signal effectively asking other devices in
the area whether they provide a desired service. Once a
device receives the wireless message, it may send a wireless
response signal to indicate that it provides the requested
service. The wireless response signal, like the advertisement
signal discussed above, may include an information element
(IE) that provides information about the service.

[0044] In another embodiment of the invention, a combi-
nation of “active” and “passive” service discovery may be
used. Such a combination will be described as “hybrid”
service discovery. In hybrid service discovery, a device that
provides a service may send out a truncated IE that contains
less information than a full IE. Once the device that seeks the
service receives the truncated IE, it may send a wireless
request message to the device that provides the service. In
response to the wireless request message, the device that
provides the service may respond with a wireless response
message that includes the full IE that includes more detailed
information related to the service.

[0045] Any of the above-described service discovery
implementations may be used, including active, passive and
hybrid service discovery, as the invention is not limited as to
the particular manner in which service discovery is pro-
vided. In the case of IEEE standard 802.11, the wireless
advertisement and response messages may be sent via an
802.11 beacon signal, while the wireless request messages
may be sent via an 802.11 probe signal. However, the
invention is not limited to an 802.11 context, as any suitable
wireless standard may be used.

[0046] As discussed above, information about services can
be displayed in a GUI that a user may manipulate to find,
select and connect to services. In some embodiments of the
invention, the GUI may provide an integrated framework for
discovering services provided by a variety of different
devices and via variety of different wireless protocols.
Providing a integrated GUI for service discovery may sim-
plify service discovery by providing a single means of
accessing services. Thus, navigating multiple wizards and
control panels may no longer be necessary for accessing
services. An example of a GUI that may be used to imple-
ment aspects of the invention will now be described with
reference to FIGS. 3-11. The GUI may be run on any suitable
wireless-enabled device, such as wireless-enabled device
102.

[0047] FIG. 3 illustrates an example of a graphical user
interface window 300 that may be displayed upon starting
the GUI. Window 300 visually indicates that the device, e.g.,
wireless-enabled device 102, is searching for services (using
an active, passive, hybrid or other suitable implementation).
Window 300 may include a status bar 302 that visually
indicates to a user the progress of wireless-enabled device
102 in finding services in the area.

[0048] FIG. 4 illustrates an example of a graphical user
interface window 400 that may be displayed once at least
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one service has been discovered. Graphical user interface
window 400 displays a list 410 of services in the proximity
of wireless-enabled device 102. In this example, list 410
includes information about a printing service. The informa-
tion about the printing service is displayed in the upper
portion of list 410. The information about the printing
service includes an icon 401, service name 402, service
status indicator 403, and signal strength indicator 404.

[0049] Icon 401 may display a visual representation, e.g.,
a picture, sketch, photograph, etc., of a particular service. In
this example, list 410 includes icon 401, which is a picture
of a printer and represents the printing service provided.
Similarly, a projector service may be represented by a
projector icon, and a camera service may be represented by
a camera icon. Icon 401 may be any suitable visual repre-
sentation. In one implementation, icon 401 may be an
advertisement designed to catch the eye of a user, and to
encourage the user to select that particular service, as will be
discussed in further detail below.

[0050] Service name 402 may be text that lists the name of
the particular service. For example, the name of the service
may be “HP color printer.” Service name 402 may provide
information to a user about the type of service that is offered.
However, any suitable text, characters, or other visual rep-
resentations may be used. For example, service name 402
may include text that provides advertising information, as
will be described in further detail bellow.

[0051] Service status indicator 403 may be text that indi-
cates the status of the particular service. For example, a
service may have a status of “Available,”Unavailable”, or
“Available—Password Required.” If the status is “Avail-
able,” the user may be able to establish a connection with the
device that provides the service. If the status is “Unavail-
able,” the user may be not be able to establish the connec-
tion. If the status is “Available—Password Required” the
user may be able to establish the connection once the user
provides a suitable password or other appropriate authenti-
cation information. However, any suitable service status
may be displayed, as the invention is not limited in this
respect.

[0052] Signal strength indicator 404 may be a visual
indicator that represents the strength of the wireless signal.
For example, a large number of curved lines may indicate
that the signal strength is relatively strong, and a small
number of curved lines may indicate that the strength is
particularly weak. However, any suitable way of visually
representing the signal strength may be used. To determine
the signal strength, the wireless-enabled device may take
advantage of a mechanism provided by the wireless protocol
for determining the wireless signal strength.

[0053] In one embodiment of the invention, the services
that are displayed in the graphical user interface window
may be filtered according to one or more criteria. For
example, a user may only wish to view print-related services
to facilitate finding an appropriate printer. To view only
print-related services, the user may use a suitable tool or
menu associated with the GUI to provide input that indicates
that the services that are displayed should be limited to
print-related services. In response to receiving this input, the
GUI may filter the list of services so that a list is generated
that includes only print-related services. Such a filter may be
a software component of the GUI that examines a “service
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type” field of a received IE associated with each service.
Any suitable criteria may be used to filter the list of services
that are displayed. For example, the list may be limited to
particular types of devices that provide the services, par-
ticular types of services, services that have a certain level of
signal strength, services that do not require a password,
services that are free and do not require a credit card, or any
other suitable criteria. In some circumstances, one or more
criteria may be determined by the device that runs the GUI,
instead of or in addition to the criteria determined by a user.
As one example, a user playing a video game may select an
option within the game to play in multi-player mode.
Accordingly, wireless-enabled device 102 may filter the list
of services to only display services associated with other
users in the vicinity who are playing the same game on their
wireless-enabled devices. As another example, if a user is
using a word processor and chooses to print a document,
wireless-enabled device 102 may understand that the user is
looking for a printer and automatically filter the list of
devices so that only a list of printers is displayed. FIG. 5
illustrates an example of a graphical user interface window
500 that displays services that have been filtered to include
only print services. Graphical user interface window 500
includes a filtered list of services 510.

[0054] As discussed above, the GUI may display one or
more advertisements. For example, the advertisements may
relate to services available in the proximity of wireless-
enabled device 102. The services may be available via the
wireless connection e.g., print services, however the inven-
tion is not limited in this respect, as the services that are
advertised need not necessarily be available via a wireless
connection. For example, a wireless access point in an
airport may send out messages to advertise services such as
dining options that are available in the proximity of a
terminal. Such advertisements may appear in the list of
available services along with services that are available via
wireless connections.

[0055] FIG. 6 illustrates an example of a graphical user
interface window 600 that displays an advertisement. The
advertisement includes icon 601 and service name 602
advertising a photo printing service that is available. In this
example, a cellular phone user may be walking through a
shopping mall with a cellular phone that contains digital
photos that the user wishes to print. When the user comes
into the proximity of a photography store or kiosk, the
cellular phone may exchange information with a wireless
device (associated with the store or kiosk) that advertises
photo printing services. In accordance with the invention,
the advertisement is displayed prior to establishing a con-
nection with the device. To take advantage of the photo
printing service, the user may establish a connection with the
device that advertised the service via the GUI. To establish
a connection, the user may be required to enter payment
information, such as a credit card number. If the user’s credit
card is accepted, the connection between the cellular phone
and the device may be allowed. The cellular phone may then
wirelessly send the digital photos to the device, which may
print the photos at a photography store or kiosk near the user.
The user may then pick up the photos at the store or kiosk.
Any suitable advertisement(s) may be provided in window
600, as the invention is not limited as to the type or number
of advertisements that are provided.
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[0056] Continuing now with a description of the GUI,
FIG. 7 illustrates an example of a graphical interface win-
dow 700 in which a first service has been selected by a user,
as indicated by highlighted portion 705. The service may be
selected by the user in any suitable way, as discussed above.
If the user desires to connect with the selected service, the
user may click on the “Connect” button 706, or provide any
other suitable indication that a connection should be estab-
lished

[0057] FIG. 8 illustrates an example of a graphical user
interface window 800 that illustrates to a user that wireless-
enabled device 102 is connecting to the wireless printer, as
represented by icon 401. Window 800 may include a status
bar that represents the progress that has been made in
connecting to the wireless printer. In one embodiment of the
invention, an advertisement 810 may be displayed prior to
allowing the user to access the desired service. For example,
an advertisement 810 may be displayed as a portion of
window 800. As another example, the advertisement may be
displayed in a separate window. Any suitable advertisement
may be presented, such as still advertisements, video adver-
tisements, audio advertisements, or any combination
thereof. The advertisement may be related to the desired
service, or may not be related to the desired service, as the
invention is not limited in this respect.

[0058] FIG. 9 illustrates an example of a graphical user
interface window 900 that requires a user to enter a security
key in field 902 prior to allowing the user access to the
service, or a connection to the device that provides the
service. Any suitable security key may be used, such as a
password or credit card number for the credit card that will
be charged for the service. Once the appropriate key has
been entered, the user may continue with the process of
accessing the service by clicking a “Connect” button 906. In
some embodiments, a security key need not be entered. For
example, the service may not require authentication for a
user to access the service. As another example, the user
and/or device may be on a “permitted list” of users and/or
devices that are allowed to access the service without
authentication. The permitted list may be a list of trusted
users and/or devices that is maintained by the device that
provides the service, or any other suitable device. Users
and/or devices that are not on the preferred list may be
required to enter the security key before accessing the
service. The preferred list may include unique identifiers,
e.g., UUIDs, for the trusted devices. The security key need
not be entered by the user, but key may be derived from
biometric information such as a fingerprint or retinal scan, or
determined in any other suitable way.

[0059] Ifa security key is required, the advertisement may
not be displayed in window 800, as discussed above. Rather,
the advertisement may be displayed in another window after
the authentication procedure has been successful. Waiting
until the connection has been established to display an
advertisement may enable sending a more detailed or data
intensive advertisement, e.g., video, than was possible
before the connection was established. Once the connection
is established, the an advertisement may be displayed prior
to allowing the user access to the desired service. However,
in some embodiments of the invention, the GUI may display
no advertisements whatsoever, as advertisements are pro-
vided merely to illustrate the type of content the GUI is
capable of presenting to a user.
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[0060] FIG. 10 illustrates an example of a graphical user
interface window 1000 that indicates to a user that a driver
is being installed. For example, wireless-enabled device 102
may not have had the appropriate driver installed for using
the service, e.g., the print service. Based on information
received from the device that provides the service, the
appropriate driver may be located and installed on wireless-
enabled device 102. The appropriate driver may be obtained
from memory, from the device that provides the service,
from a location on the internet, from another device in the
proximity of wireless-enabled device 102, or from any other
suitable location. In some embodiments of the invention, an
advertisement may be displayed in window 1000 while the
driver is being installed.

[0061] FIG. 11 illustrates an example of a graphical user
interface window 1100 that indicates to a user that the
connection has been successfully established with the device
that provides the service. At this point the user may take
advantage of the desired service, and the GUI may be
terminated. It should be appreciated that the GUI windows
illustrated in the figures are provided merely by way of
illustration, and the invention is not limited to the particular
layout, sequence or configuration of the GUI. Furthermore,
the GUI may display one window at a time, or may display
multiple windows at a time, as the invention is not limited
in this respect. As used herein, the term “‘graphical user
interface” (GUI) refers a software module that is suitable for
displaying graphical content so that a user may provide input
to the software module based on the graphical content. In
some embodiments of the invention, the GUI provides a
uniform framework for accessing services regardless of the
type of services provided or the types of wireless protocol
used. The GUI may run on any suitable computing platform,
such as wireless-enabled device 102 or any other suitable
device.

[0062] Returning now to a discussion of the computing
environment in which embodiments of the invention may be
implemented, further embodiments will now be discussed in
which a device does not communicate directly with another
device via a wireless connection. As used herein, the terms
“received by a device,” and “sent by a device” mean that the
messages may be received and/or sent wirelessly by the
device itself or by a device that is in communication with the
device. The terms “received from a device” and “sent from
a device” mean that the messages may be received and/or
sent wirelessly by the device itself or by a device that is in
communication with the device. For example, a device 102
may send wireless request messages by communicating by
wire with a WLAN access point or other device that may
send a wireless request message on behalf of the device 102.

[0063] In one embodiment, a user may desire to use a
service provided by a device that does not itself have
wireless capabilities, e.g., speaker system 112. In one aspect
of the invention, discovery of services may be provided for
service(s) provided by a device that does not have wireless
capabilities. For example, speaker system 112 may be in the
proximity 116 of wireless-enabled device 102, but may not
be equipped to communicate wirelessly with wireless-en-
abled device 102 without a connection to another device,
e.g., access point 112. Speaker system 112 may be connected
to access point 110 via another type of connection, such as
a wired connection.
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[0064] A discovery of services announcement may be
provided for the speaker system 112 by the access point 110.
For example, the exchange of messages may proceed in a
similar manner as discussed in the above embodiments,
however, wireless-enabled device 102 may communicate
wirelessly with the speaker system 112 via access point 110
rather than directly with the speaker system 112. Access
point 110 may receive messages from wireless-enabled
device 102 and send the messages to the device, e.g., speaker
system 112, via a different type of connection, e.g., a wired
connection. Access point 110 may receive messages from
the device that provides the service, e.g., speaker system
112, and send the messages wirelessly to wireless-enabled
device 102. Thus, access point 110 may convert messages
from one format into another format and forward messages
to their destinations in the appropriate medium, e.g., wired
or wireless.

[0065] In one aspect of the invention, access point 110 or
another device may maintain a list of devices in the prox-
imity of the access point 110, e.g., printers in the proximity
of the access point. The devices may be connected to the
access point via wired connection. If services are advertised,
access point 110 may send radio messages advertising
services for devices that are on the list. If a wireless-enabled
device 102 actively searches for a particular service, the
request message may be sent via the access point by a wired
connection to an appropriate device on the list. A response
message may then be sent via the wired connection and
transmitted wirelessly from the access point to the request-
ing device.

[0066] Inanother aspect of the invention, wireless-enabled
device 102 may access wired network 114 via access point
110. Access point 110 may exchange radio messages with
wireless-enabled device 102 to enable discovery of the
services that may be provided by the network 114 via the
access point 110. Discovery of the wired network services
may be provided using any suitable technique discussed
above.

[0067] Discovery of services may also be provided for a
device 102 that is not wireless-enabled. For example, a
desktop computer may be connected to access point 110 via
a wired connection. The desktop computer may discover
services in the proximity by communicating with access
point 110. By communicating with access point 110, the
desktop computer may discover services provided by wire-
less devices such as printer 104, camera 106 and PDA 108.
For example, the exchange of messages may proceed using
any of the techniques discussed above, however, the wireless
devices may communicate wirelessly with access point 110
rather than directly with the device that is not wireless-
enabled, e.g., the desktop computer.

[0068] Particular implementation details of computer sys-
tems that may execute aspects of the invention will now be
described. These implementation details are provided by
way of example only, and the invention is not limited to any
particular implementation.

[0069] Methods described herein, acts thereof and various
embodiments and variations of these methods and acts,
individually or in combination, may be defined by computer-
readable messages tangibly embodied on or more computer-
readable media, for example, non-volatile recording media,
integrated circuit memory elements, or a combination
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thereof. Computer readable media can be any available
media that can be accessed by a computer. By way of
example, and not limitation, computer readable media may
comprise computer storage media and communication
media. Computer storage media includes volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information such
as computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, other types of volatile and non-volatile memory,
any other medium which can be used to store the desired
information and which can accessed by a computer, and any
suitable combination of the foregoing.

[0070] Computer-readable messages embodied on one or
more computer-readable media may define instructions, for
example, as part of one or more programs that, as a result of
being executed by a computer, instruct the computer to
perform one or more of the functions described herein,
and/or various embodiments, variations and combinations
thereof. The computer-readable media on which such
instructions are embodied may reside on one or more of the
components of any of systems described herein, may be
distributed across one or more of such components, and may
be in transition therebetween. Various aspects of the inven-
tion may be implemented in a non-programmed environ-
ment (e.g., documents created in HTML, XML or other
format that, when viewed in a window of a browser pro-
gram, render aspects of a graphical-user interface (GUI) or
perform other functions). Various aspects of the invention
may be implemented as programmed or non-programmed
elements, or any combination thereof.

[0071] The computer-readable media may be transport-
able such that the instructions stored thereon can be loaded
onto any suitable computer system resource to implement
the aspects of the present invention discussed herein. In
addition, it should be appreciated that the instructions stored
on the computer-readable medium, described above, are not
limited to instructions embodied as part of an application
program running on a host computer. Rather, the instructions
may be embodied as any type of computer code (e.g.,
software or microcode) that can be employed to program a
processor to implement the above-discussed aspects of the
present invention.

[0072] Various embodiments according to the invention
may be implemented on one or more computer systems. For
example, various aspects of the invention may be imple-
mented as specialized software executing in a general-
purpose computer system, for example, on wireless-enabled
device 102 and/or a peripheral device. The computer system
may include a processor connected to one or more memory
devices, such as a disk drive, memory, or other device for
storing data. Memory is typically used for storing programs
and data during operation of the computer system. Compo-
nents of the computer system may be coupled by an inter-
connection mechanism, which may include one or more
busses (e.g., between components that are integrated within
a same machine) and/or a network (e.g., between compo-
nents that reside on separate discrete machines). The inter-
connection mechanism enables communications (e.g., data,
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instructions) to be exchanged between system components.
The computer system also includes one or more input
devices, for example, a keyboard, mouse, trackball, micro-
phone, touch screen, and one or more output devices, for
example, a printing device, display screen, speaker. In
addition, the computer system may contain one or more
interfaces that connect the computer system to a communi-
cation network (in addition or as an alternative to the
interconnection mechanism.

[0073] Network 114 may be any suitable type of network
such a local area network (LAN), wide area network
(WAN), intranet, Internet or any combination thereof. For
illustrative purposes, a limited number of devices are shown
in this example. The devices may be coupled to the network
through one or more servers, routers, proxies, gateways,
network address translation devices or any suitable combi-
nation thereof.

[0074] Tt should be appreciated that the invention is not
limited to executing on any particular system or group of
systems. Also, it should be appreciated that the invention is
not limited to any particular distributed architecture, net-
work, or communication protocol.

[0075] Having now described some embodiments of the
invention, it should be apparent to those skilled in the art that
the foregoing is merely illustrative and not limiting, having
been presented by way of example only. Numerous modi-
fications and other embodiments are within the scope of one
of ordinary skill in the art and are contemplated as falling
within the scope of the invention. The foregoing description
and drawings are by way of example only. In particular,
although many of the examples presented herein involve
specific combinations of method acts or system elements, it
should be understood that those acts and those elements may
be combined in other ways to accomplish the same objec-
tives. Acts, elements and features discussed only in connec-
tion with one embodiment are not intended to be excluded
from a similar role in other embodiments.

[0076] Use of ordinal terms such as “first”, “second”,
“third”, etc., in the claims to modify a claim element does
not by itself connote any priority, precedence, or order of
one claim element over another or the temporal order in
which acts of a method are performed, but are used merely
as labels to distinguish one claim element having a certain
name from another element having a same name (but for use
of the ordinal term) to distinguish the claim elements. The
use of “including,‘comprising,” or “having,”containing,
”“involving,” and variations thereof herein, is meant to
encompass the items listed thereafter and equivalents thereof
as well as additional items.

2%¢

What is claimed is:

1. A method of accessing a service, the method compris-
ing;

receiving, via a first type of wireless protocol, a first
wireless message that includes information related to a
first service;

receiving, via a second type of wireless protocol, a second
wireless message that includes information related to a
second service;
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simultaneously displaying, with a single user interface,
information related to the first service and the second
service based on the received first and second wireless
messages;

receiving user input indicating a service selected using the
user interface; and

accessing the service based on the user input.
2. The method of claim 1, further comprising:

displaying an advertisement related to the first service.

3. The method of claim 1, wherein the information
displayed with the user interface that is related to the first
service comprises an icon that visually represents the first
service.

4. The method of claim 1, wherein accessing the service
comprises establishing a connection suitable for accessing
the service selected.

5. The method of claim 1, wherein the information
displayed with the user interface that is related to the first
service comprises content related to an availability of the
first service.

6. The method of claim 1, wherein the single user inter-
face has a single window that simultaneously displays the
information related to the first service and the second
service.

7. The method of claim 6, wherein the single window
displays a list of services that can be provided wirelessly to
a first device by one or more devices that provide the
services to the first device are in a proximity of the first
device.

8. The method of claim 1, wherein receiving the user input
comprises receiving an indication that a portion of the user
interface associated with the first service has been selected.

9. The method of claim 1, wherein establishing the
connection comprises establishing a connection to a device
that provides the first service.

10. The method of claim 1, wherein the first type of
wireless protocol is compatible with IEEE standard 802.11.

11. A computer-readable medium having computer-ex-
ecutable instructions for performing steps of a method of
accessing, by a first device, a service provided by a second
device that is in a proximity of first device, the method
comprising:

receiving a wireless message that includes information
related to the service provided by the second device;

prior to establishing a connection between the first device
and the second device that is suitable for providing the
service, displaying, at the first device, information
related to the service;

receiving user input that indicates the service has been
selected; and

establishing a connection between the first device and the
second device in response to receiving the user input.
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12. The computer-readable medium of claim 11, wherein
the information related to the service comprises an adver-
tisement.

13. The computer-readable medium of claim 11, the
method further comprising:

displaying an advertisement, after receiving the user input
and prior to accessing the service provided by the
second device.

14. The computer-readable medium of claim 13, wherein
the advertisement is received by the first device after receiv-
ing the user input and prior to accessing the service provided
by the second device.

15. The computer-readable medium of claim 11, the
method further comprising:

receiving information about multiple services;

filtering information about the multiple services to deter-
mine, based on at least one criterion, filtered informa-
tion about the multiple services; and

displaying the filtered information.

16. The computer-readable medium 15, wherein the cri-
terion is determined automatically in response to a function
that the first device is requested to perform.

17. The computer-readable medium of claim 11, wherein
the establishing of the connection comprises receiving, by
the first device, an association response message from the
second device indicating acceptance of the connection and
agreement on at least one connection parameter.

18. A graphical user interface that displays content to a
user of a first device and enables the user to select a desired
service and establish a wireless connection with a device
that provides the desired service, the graphical user interface
comprising:

a first portion that displays first content related to a first
service, at least a portion of the first content having
been provided based on information received wire-
lessly from a second device in a proximity of the first
device;

a second portion that displays second content related to a
second service, the second content having been pro-
vided based on information received wirelessly from a
third device in a proximity of the first device, the third
device and the second device being different types of
devices that provide different types of services, the first
portion and the second portion being displayed simul-
taneously.

19. The graphical user interface of claim 18, wherein the

first content comprises an advertisement.

20. The graphical user interface of claim 18, wherein the

first portion and the second portion are simultaneously
displayed in a same window.



