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queue and those arriving between T(k) and T(k) + a(k) as being in service. What is
peculiar about this queue is that the number of packets in it is unknown, although the
nodes all keep track of the allocation interval over which service (i.e., transmission) is
taking place.

The FCFS splitting algorithm is the set of rules by which the nodes calculate
T(k) and a(k) for each successive k on the basis of the feedback from the previous
slot. These rules are simply the improved rules for the tree algorithm discussed previ-
ously, specialized to the case where sets of nodes are split in terms of packet arrival
times.

Figure 4.11 illustrates these rules. When a collision occurs, as in slot k, the
allocation interval is split into two equal subintervals and the leftmost (i.e.. longest
waiting) subinterval L is the allocation interval in slot K+ 1. Thus, T(k+1) = T'(k) (i.e.,
the left boundary is unchanged) and a(k + 1) = a(k)/2. When an idle, as in slot k + 1,
follows a collision, the first improvement to the tree algorithm is employed. The previous
rightmost interval R is known to contain two or more packets and is immediately split,
with RL forming the allocation interval for slot k+2. Thus, T(k+2) = T(k-+1)+a(k+1)
and a(k + 2) = a(k + 1)/2. Finally, successful transmissions occur in slots k& + 2 and
k + 3, completing the CRP.

Next consider the example of Fig. 4.12. Here a collision in slot k is followed by
another collision in slot k£ + 1. Here the second improvement to the tree algorithm is
employed. Since interval L contains two or more packets, the collision in slot k tells us
nothing about interval R, and we would like to regard R as if it had never been part of
an allocation interval. As shown for slot k + 2, this is simplicity itself. The interval L is
split, with LL forming the next allocation interval and L R waiting; the algorithm simply
forgets R. When LL and LR are successfully transmitted in slots £ — 2 and & + 3, the
CRP is complete.

In the tree algorithm, at the end of a CRP, all the waiting packets split into some
number of subsets. Here. since the splitting is being done by allocation intervals in time,
it is more appropriate simply to choose a new allocation interval of some given size,
say ay, to be discussed later. Note that this new interval. in slot k& + 4. includes the old
interval R that previously lost its identity as a separate interval.

In terms of the tree of waiting subsets, the effect of having a right interval lose its
identity whenever the corresponding left interval is split is to prune the tree so that it
never has more than two leaves (correspondingly, the stack never remembers more than
the top two elements). Whenever the allocation interval corresponds to the left subset
of a split, there is a corresponding right subset that might have to be transmitted later.
Conversely, when the allocation interval corresponds to a right subset, there are no more
waiting intervals. Thus, the nodes in this algorithm need only remember the location
of the allocation interval and whether it is a left or right interval. By convention, the
initial interval of a CRP is regarded as a right interval. We can now state the algorithm
followed by each node precisely. The algorithm gives the allocation interval [i.e., T(k)
and a(k)] and the status (0 = L or R) for slot & in terms of the feedback, allocation
interval. and status from slot A — 1.
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Figure 4.12 FCFS splitting algorithm. When a collision follows another collision. the
interval on the right side of the second collision is returned to the waiting interval. The
CRP is completed in slot & + 3. and a new CRP is started with an allocation interval of

tixed size.
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atk) = (MT]} @.17)

aky=1L
If feedback = 0 or | and o(k — 1) = R, then

Th)=Tkh-1+ak—1)
a(ky = min[ag. b — T(k)) (4.18)
aky=R

The final statement. Eq. (4.18). is used at the end of a collision resolution or
when no collisions are being resolved. The size of the new allocation interval in this
case is some constant value o, which could be chosen either to minimize delay for
a given arrival rate or to maximize the stable throughput. Naturally, when the queue
becomes depleted, the allocation interval cannot include packets that have not yet ar-
rived. so the interval size is limited to A — T(k), as indicated by the min operation in
Eq. (4.18).

Analysis of FCFS splitting algorithm. Figure 4.13 is helpful in visualizing
the evolution of a collision resolution period: we shall see later that the diagram can be
interpreted as a Markov chain. The node at the left side of the diagram corresponds to
the initial slot of a CRP; the node is split in two as an artifice to visualize the beginning
and end of a CRP. If an idle or success occurs, the CRP ends immediately and a new

Figure 4.13  Markov chain for FCFS splitting algorithm. The top states are entered
after splitting an interval and correspond to the transmission of the left side of that
inteval. The lower states are entered after success on the left side and correspond to
transmission of the right side. Transitions from top to bottom and from bottom back to
R.0 correspond to successes.
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CRP starts on the next slot. Alternatively, if a collision occurs, a transition occurs to
node (L.1); L indicates the status and the 1 indicates that one split in the allocation
interval has occurred.

Each subsequent idle or collision from a left allocation interval generates one
additional split with a smaller left allocation interval, corresponding to a transition in the
diagram from (L.7) to (L.7 + 1), where 7 is the number of times the original allocation
interval has been split. A success from a left interval leads to a right interval with no
additional split, corresponding to an (L. 1) to (R.?) transition. A success from a right
interval ends the CRP, with a transition back to (R.0), whereas a collision causes a new
split, with a transition from (R, ) to (L,¢ + 1).

We now analyze a single CRP. Assume that the size of the initial allocation interval
is ag. Each splitting of the allocation interval decreases this by a factor of 2, so that
nodes (L.?) and (R.7) in the diagram correspond to allocation intervals of size 2" .
Given our assumption of a Poisson arrival process of rate A, the number of packets in the
original allocation interval is a Poisson random variable with mean Aao. Similarly, the
a priori distributions on the numbers of packets in disjoint subintervals are independent
and Poisson. Define G; as the expected number of packets, a priori, in an interval that
has been split ¢ times,

G; =27 Ao 4.19)

We next find the transition probabilities in Fig. 4.13 and show that they constitute a
Markov chain (i.e., that each transition is independent of the path used to reach the given
node). Note that we are only interested (for now) in one period of collision resolution;
we view the upper half of node (R.0) as the starting state and the lower half as the final
state. We start from the left side and work to the right. P is the probability of an idle
or success (r.e., 0 or 1 packet) in the first slot. Since the number of packets in the initial
allocation interval is Poisson with mean Gy, the probability of 0 or 1 packets is

Pro = (1+ Gyl " (4.20)

Next consider the state (L, 1). This state is entered after a collision in state (R.0),
which occurs with probability 1 — Pr . Let 27 be the number of packets in the new
allocation interval L (i.e., the left half of the original interval). and let x be the number
in R, the right half of the original interval. A priori, x;, and rp are independent Poisson
random variables of mean G each. The condition that (L. 1) is entered is the condition
that x; + xrr > 2. The probability of success Py, is thus the probability that x; = |
conditional on x; + xx > 2. Noting that both x; = | and r; + rp > 2 occur if and
only if r; =1 and rp > 1, we have

Py = P{zp = 1}P{zr > 1} _ Gie [l — e~ @21
Plep+2p 22} 1 — (14 Ggle=6Gv
State (R. 1) is entered if and only if the transition above takes place (i.e., if x;, = | and
rr > 1). Thus, the probability of success Pg | in state (R. 1) is

= ]} - G{(Z_G'
Plep>1} 1-e @

(4.22)
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We next show that Eqs. (4.21) and (4.22) generalize to Pr ; and Pg ; forall i > 1.
That is,

Gie Gl — e Gy

Ppi= - 4.23

S TR e *29
G1 ~G;

Pai= e (4.24)
1 —e G

Consider state (L.2). This can be entered by a collision in state (L. 1), an idle in
(L. 1), or a collision in (R.1). In ihe first case, interval L is split into L.L and LR, and
LL becomes the new allocation interval. In the second and third cases, R is split into
RL and RR. with RL becoming the new allocation interval. For the first case, let 27,
and xppp be the numbers of packets in LL and LR, respectively. A priori, these are
independent Poisson random variables of mean > each. The collision from (L. 1) means
that r;, + xp > 2 and r; > 2, which is equivalent to the single condition x;, > 2. The
situation is thus the same as in finding P ; except that the intervals are half as large, so
Pyp 5 in Eq. (4.23) is correct in this case.

Next, consider the second case, that of an idle in (L, 1). This means that x; +xz >
2 and 2y = 0, which is equivalent to 2z > 2 and xy = 0. P, in this case is the
probability that RL, the left half of R, contains one packet given that R contains at least
two; again Eq. (4.23) is correct. Finally, for the case of a collision in (R, 1), we have
rp+rp>2.r; =1.and rp > 2, or equivalently 2, = l.rp > 2; Eq. (4.23) is again
correct for (L. 2). Thus, the Markov condition is satisfied for (L, 2).

Generally, no matter how (L.2) is entered, the given interval L or R preceding
(L.2) is an interval of size «(/2 of a Poisson process, conditional on the given interval
containing two or more packets. If a success occurs on the left half, the number of packets
in the right half is Poisson, conditional on being one or more, yielding the expression for
Pp > in Eq. (4.24). This argument repeats for ¢ = 3,4.... (or, more formally, induction
can be applied). Thus, Fig. 4.13 is a Markov chain and Eqgs. (4.20), (4.23), and (4.24)
give the transition probabilities.

The analysis of this chain is particularly simple since no state can be entered more
than once before the return to (R.0). The probabilities, p(L. i) and p(R. i), that (L. ?) and
(R. 1), respectively, are entered before returning to (F,0) can be calculated iteratively
from the initial state (R.0):

p(L, 1) =1-Pry (4.25)
p(R.i)y= P p(L.0); i>1 (4.26)
p(L.i+ 1) = (1~ PLjyp(L.i) + (1 — Pr)p(R, 1), i>1 4.27)

Let A be the number of slots in a CRP; thus, K is the number of states visited in
the chain, including the initial state (R.0), before the return to (R.0),

E{K} =1+ [p(L.D)+p(R.D) (4.28)

i=1
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We also must evaluate the change in T(k) from one CRP to the next. For the
assumed initial interval of size (v, this change is at most «y, but if left-hand intervals
have collisions, the corresponding right-hand intervals are returned to the waiting interval,
and the change is less than ay. Let f be the fraction of ay returned in this way over a
CRP, so that ay(1— f) is the change in T'(k). The probability of a collision in state (L. i)
is the probability that the left half-interval in state (L. /) contains at least two packets
given that the right and left intervals together contain at least two; that is,

1~ (1+Ge™
Plel (i) = 5 (£ Goge (4.29)

The fraction of the original interval returned on such a collision is 27", so the expected
value of f is N
E{f} =3 pL.P{e | (L.)}2" (4.30)
=1
Note that £{f} and E{K} are functions only of (; = Aay27, for i > 1, and
hence are functions only of the product Aay. For large i, P;.; tends to 1/2, and thus
pAL.¢) and p(RR.1) tend to zero with increasing i as 27°. Thus. E{f} and E{K} can
be easily evaluated numerically as functions of Aay.
Finally, define the drift D to be the expected change in the time backlog, k& — T'(k),
over a CRP (again assuming an initial allocation of aq). This is the expected number of
slots in a CRP less the expected change in T(k); so

D= E{K} —anl — E{f} 4.31)
The drift is negative if E{A"} < ag(1 — E{f}). or equivalently. if
/\()()(l - E{f})

A< = (4.32

E{K} )

The right side of Eq. (4.32), as a function of Ang. has a numerically evaluated maximum
of 0.4871 at Aoy = 1.266. Aag is the expected number of packets in the original

allocation interval; as expected, it is somewhat larger than 1 (which would maximize the
initial probability of success) because of the increased probability of success immediately
after a collision. If ay is chosen to be 2.6 (i.e.. 1.266/0.4871), then Eq. (4.32) is satisfied
for all A < 0.4871. Thus, the expected time backlog decreases (whenever it is initially
larger than ). and we conclude* that the algorithm is stable for A < 0.4871.
Expected delay is much harder to analyze than maximum stable throughput. Com-
plex upper and lower bounds have been developed (|[HuB85] and [TsM80]) and corre-

*For the mathematician. a more rigorous proof of stability is desirable.  Define a busy period as a
consecutive string of CRPs starting with a time backlog & — Tth) < g and continuing up to the beginning of
the next CRP with & — T(h) < ay. The sequence of time backlogs at the beginnings of the CRPs in the busy
period forms a random walk with the increments (except the first) having identical distributions with negative
expectation for A < 04871, Since p(L. i) approaches (0 exponentially in . the increments have a moment
generating function, and from Wald's equality. the number N of CRPs in a busy period also has a moment
generating function. Since the number of slots in a busy period is at most N ay,. the number of slots also has
a moment generating function, from which it follows that the expected delay per packet is finite.
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Figure 4.14 Comparison of expected delay for stabilized slotted Aloha and the FCFS
splitting algorithm as a function of arrival rate. One becomes unbounded as the arrival
rate approaches 1/¢. and the other as the arrival rate approaches 0.4871.

spond closely to simulation results. Figure 4.14 plots this delay and compares it with
stabilized slotted Aloha.

Improvements in the FCFS splitting algorithm. Splitting intervals into
equal-sized subintervals is slightly nonoptimal in achieving maximum stable through-
put. When each interval is split into the optimally sized subintervals, the maximum
stable throughput increases to 0.4878 ([MoH85] and [TsM80G]). Another, even smaller,
improvement of 3.6 x 1077 results if in state (2.{) for large i, some of the waiting
interval is appended to the right-side interval [VvP83]. While these improvements are
not significant practically, they are of theoretical interest in determining optimality in
terms of maximum stable throughput.

The maximum stable throughput, using assumptions 1 to 6b, is currently unknown.
Considerable research has been devoted to finding upper bounds to throughput, and the
tightest such bound is 0.587 [MiT81]. Thus, the maximum stable throughput achievable
by any algorithm lies somewhere between 0.4878 and 0.587.

These questions of maximum throughput depend strongly on assumptions 1 to
6b. For any finite set of n nodes, we have seen that TDM can trivially achieve any
throughput up to one packet per slot. This striking difference between finite and infinite
m seems paradoxical until we recognize that with TDM, expected delay (for a given \)
increases linearly with m, whereas the algorithms that assume m = > achieve a delay
bounded independently of m.

Samsung Exhibit 1015, Page 317 of 573



302 Multiaccess Communication Chap. 4

We shall also see in the next two sections that much higher throughputs than 0.4878
are achievable if the slotted assumption is abandoned and early feedback is available
when the channel is idle or experiencing a collision. Finally, rather surprisingly, if the
feedback is expanded to specify the number of packets in each collision, maximum stable
throughput again increases to 1 [Pip81]. Unfortunately, this type of feedback is difficult
to achieve in practice, and no algorithms are known for achieving these high throughputs
even if the feedback were available.

Practical details. The FCFS splitting algorithm is subject to the same deadlock
problem as the first improvement on the tree algorithm if the feedback from an idle slot
is mistaken as a collision. As before, this deadlock condition is eliminated by specifying
a maximum number h of successive repetitions of Eq. (4.17) in the algorithm. On the
(h + 1)th successive idle after a collision, Eq. (4.16) is performed.

Also, the algorithm assumes that nodes can measure arrival times with infinite
precision. In practice, if arrival times are measured with a finite number of bits, each
node would generate extra bits, as needed for splitting, by a pseudo-random number
generator.

Last-come first-serve (LCFS) splitting algorithm. The FCFS splitting al-
gorithm requires all nodes to monitor the channel feedback at all times. A recent mod-
ification allows nodes to monitor the feedback only after receiving a packet to transmit
([Hum86] and [GeP85]). The idea is to send packets in approximately last-come first-
serve (LCFS) order; thus, the most recently arrived packets need not know the length of
the waiting set since they have first priority in transmission.

Figure 4.15 illustrates this variation. New arrivals are in a “prewaiting mode” until
they receive enough feedback to detect the end of a CRP; they then join the waiting set.
The end of a CRP can be detected by feedback equal to | in one slot, followed by either
0 or 1 in the next. Also, assuming the practical modification in which Eq. (4.17) can be
repeated at most /i successive times, feedback of h successive 0’s followed by 1 or O
also implies the end of a CRP.

After the waiting set has been extended on the right by the interval of time over
which nodes can detect the end of the CRP. a new allocation set is chosen at the right
end of the waiting set (thus, including part or all of the new interval). As shown in
the figure, the waiting set, and consequently the allocation set, might consist of several
disjoint intervals.

After joining the waiting set, backlogged nodes keep track of their distance from
the right end of the waiting set. This distance includes only unresolved intervals and
unallocated (left or right) intervals. Nodes in the allocation set similarly track their
distance from the right end of the allocation set. When a collision occurs, the allocated
set splits as before, but here the right half is allocated next. Upon a right-half collision,
the corresponding left half is adjoined to the right end of the waiting set, increasing the
distance of the right end from the previously waiting nodes. At the end of a CRP, the
new arrival interval from which this event is detectable is first appended to the right end
of the waiting set, and then the new allocation set is removed from the right end. Nodes
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Figure 4.15 Last-come first-serve (LCFS) splitting algorithm. Arrivals wait for the
beginning of a new CRP. but then are allocted in last-come first-serve fashion. Allocation
sets and waiting sets can consist of more than one interval.

do not know where the left end of the waiting set is, and thus the allocation set always
has size a( (not counting gaps), with perhaps dummy space at the left.

When the backlog is large, the LCFS splitting algorithm has the same drift as the
FCFS splitting algorithm, and thus it is stable for the same range of A. With increasing
h [where h is the allowable number of repetitions of Eq. (4.17) in the algorithm], the
upper limit of this range approaches 0.4871 as before. The expected delay is somewhat
larger than that for FCFS, primarily because of the time packets spend in the prewaiting
mode.

Delayed feedback. Assume that the feedback for the k'™ slot arrives sometime
between the beginning of slot A + j — 1 and & + j for some fixed j > 1. Visualize
time-division multiplexing the slots on the channel between j different versions of the
FCFS splitting algorithm, with the exception of maintaining a common waiting set for
all j algorithms. Each node monitors the progress of each of the j current CRPs and
tracks the extent of the waiting set. At the end of a CRP for one of the j versions, an
allocation set of size g (or less if the waiting set is smaller) is removed from the left end
of the waiting set to start the next CRP on that version. Since the j versions experience
different delays, packets are no longer served in first-come first-serve order.

When a right subset is returned to the waiting set due to a collision in a left subset
for one of the j versions, it is appended to the left end of the waiting set. These returns
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can fragment the waiting set into disjoint intervals, but nodes need only keep track of
the size of the set not counting the gaps.

The same analysis as before justifies that the maximum stable throughput for any
finite j is still 0.4871. The expected delay is larger than that of FCFS splitting because
of the additional time required to resolve collisions. Note that the delay can essentially
be considered as having two components—first, the delay in resolving collisions, which
increases roughly with j, and second, the delay in the waiting set, which is roughly
independent of j. For large j and small A, this suggests that «y should be reduced, thus
reducing the frequency of collisions at some expense to the waiting set size.

Round-robin splitting. A final variation of the FCFS splitting algorithm
[HIG81] can be applied if there is an identifiable finite collection of nodes numbered
1 to m. Consider the nodes to be arranged conceptually in a circle with node 7 + 1
following 7, 1 < i < m, and node 1 following m. Rather than forming allocation sets
in terms of packet arrival times, an allocation set consists of a contiguous set of nodes,
say ¢ to j around the circle. After completion of a CRP, the algorithm then allocates
the next successive set of nodes around the circle. The size of allocation sets initiating
CRPs varies with the time to pass around the circle, so that under light loading, an initial
allocation set would contain all nodes, whereas under heavy loading, initial allocation
sets would shrink to single nodes, which is equivalent to TDM.

4.4 CARRIER SENSING

In many multiaccess systems, such as local area networks, a node can hear whether other
nodes are transmitting after a very small propagation and detection delay relative to a
packet transmission time. The detection delay is the time required for a physical receiver
to determine whether or not some other node is currently transmitting. This delay differs
somewhat from the delay. first, in detecting the beginning of a new transmission, second.
in synchronizing on the reception of a new transmission, and third, in detecting the end
of an old transmission. We ignore these and other subtleties of the physical layer in what
follows, and simply regard the medium as an intermittent synchronous multiaccess bit
pipe on which idle periods can be distinguished (with delay) from packet transmission
periods.

If nodes can detect idle periods quickly, it is reasonable to terminate idle periods
quickly and to allow nodes to initiate packet transmissions after such idle detections.
This type of strategy, called carrier sense multiple access (CSMA) [KIT75], does not
necessarily imply the use of a carrier but simply the ability to detect idle periods quickly.

Let 3 be the propagation and detection delay (in packet transmission units) required
for all sources to detect an idle channel after a transmission ends. Thus if 7 is this time
in seconds, (" is the raw channel bit rate, and L is the expected number of bits in a data
packet, then

3=— (4.33)
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We shall see that the performance of CSMA degrades with increasing 3 and thus also
degrades with increasing channel rate and with decreasing packet size.

Consider a slotted system in which, if nothing is being transmitted in a slot, the
slot terminates after 3 time units and a new slot begins. This assumption of dividing idle
periods into slots of length 3 is not realistic, but it provides a simple model with good
insight. We have thus eliminated our previous assumption that time is slotted into equal-
duration slots. We also eliminate our assumption that all data packets are of equal length,
although we still assume a time normalization in which the expected packet transmission
time is 1. In place of the instantaneous feedback assumption, we assume 0. 1. ¢ feedback
with a maximum delay 3, as indicated above. For simplicity, we continue to assume an
infinite set of nodes and Poisson arrivals of overall intensity A. We first modify slotted
Aloha for this new situation, then consider unslotted systems, and finally consider the
FCFS splitting algorithm.

4.4.1 CSMA Slotted Aloha

The major difference between CSMA slotted Aloha and ordinary slotted Aloha is that
idle slots in CSMA have a duration 3. The other difference is that if a packet arrives
at a node while a transmission is in progress, the packet is regarded as backlogged and
begins transmission with probability g, after each subsequent idle slot; packets arriving
during an idle slot are transmitted in the next slot as usual. This technique was called
nonpersistent CSMA in [KIT75] to distinguish it from two variations. In one variation,
persistent CSMA, all arrivals during a busy slot simply postpone transmission to the
end of that slot, thus causing a collision with relatively high probability. In the other.
P-persistent CSMA, collided packets and new packets waiting for the end of a busy
period use different probabilities for transmission. Aside from occasional comments, we
will ignore these variations since they have no important advantages over nonpersistent
CSMA.

To analyze CSMA Aloha, we can use a Markov chain again, using the number n
of backlogged packets as the state and the ends of idle slots as the state transition times.
Note that each busy slot (success or collision) must be followed by an idle slot, since
nodes are allowed to start transmission only after detecting an idle slot. For simplicity,
we assume that all data packets have unit length. The extension to arbitrary length
packets is not difficult. however, and is treated in Problem 4.21. The time between
successive state transitions is either 3 (in the case of an idle slot) or 1 + 3 (in the case
of a busy slot followed by an idle). Rather than present the state transition equations,
which are not particularly insightful, we simply modify the drift in Eq. (4.4) for this
new model. At a transition into state n (i.e., at the end of an idle slot), the probability
of no transmissions in the following slot (and hence the probability of an idle slot) is
e~ M(1 — ¢,)". The first term is the probability of no arrivals in the previous idle slot,
and the second is the probability of no transmissions by the backlogged nodes. Thus, the
expected time between state transitions in state n is J+[1 — e M1 — ¢,)"]. Similarly,
the expected number of arrivals between state transitions is

E{amivals) = A[3+ 1 — ™™ (1 = ¢)"] (4.34)
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The expected number of departures between state transitions in state n is simply the
probability of a successful transmission; assuming that ¢, < 1, this is given by
n

Poyee = <)\3 + __q_r__> 6')\3(1 —q)" (4.35)
1 - qr

The drift in state n is defined as the expected number of arrivals less the expected
number of departures between state transitions,

\ra -3 n . qrn Y] n
D, =M3+1—-e"(1 —¢q)'] - )\3+ﬁ e (1 —qr) (4.36)

For small ¢,., we can make the approximation (1 —¢,)" ' = (1 —¢,)" = e %", and D,
can be expressed as

Dy, = A (B4 1—e %) — g(n)e™ 9™ (4.37)
where
gn) = A3 +qn (4.38)

is the expected number of attempted transmissions following a transition to state n. From
Eq. (4.37), the drift in state n is negative if

g(n)e= 9™

R Iy T

(4.39)

The numerator in Eq. (4.39) is the expected number of departures per state tran-
sition, and the denominator is the expected duration of a state transition period; thus,
the ratio can be interpreted as departure rate (i.e., expected departures per unit time) in

1+ VB[ ge 9
| B+1-e 9
| Departure rate
A :
|

Equilibrium

\ Arrival rate \
1

|

|

|

|

|

|

|

Bl

9=V2% g

Figure 4.16 Departure rate, in packets per unit time, for CSMA slotted Aloha as a
function of the attempted transmission rate g in packets per idle slot. If 3, the duration
of an idle slot as a fraction of a data slot, is small, the maximum departure rate is

1/(1 4 1/23).
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state n. Figure 4.16 plots this ratio as a function of g(n) = A3 + ¢,.n. For small 3,
this function has a maximum of approximately 1/(1 + /23) at g(n) = /23. This can
be seen by approximating €9 by | + g(n) + g>(n)/2 for small g(n). To understand
intuitively why the departure rate is maximized at g = /23, note that for small 3, very
little time is wasted on a single idle slot, and significant time is wasted on a collision.
The point ¢ = /2.3 is where idles occur so much more frequently than collisions that
the same expected overall time is wasted on each.

Figure 4.16 also shows that CSMA Aloha has the same stability problem as ordinary
slotted Aloha. For fixed ¢,. g(n) grows with the backlog n, and when n becomes too
large, the departure rate is less than the arrival rate, leading to yet larger backlogs. From
a practical standpoint, however, the stability problem is less serious for CSMA than
for ordinary Aloha. Note that 3/¢, is the expected idle time that a backlogged node
must wait to attempt transmission, and for small ;7 and modest A, g, can be quite small
without causing appreciable delay. This means that the backlog must be very large before
instability sets in, and one might choose simply to ignore the problem.

P-persistent CSMA, in which packets are transmitted after idle slots with probability
p if they are new arrivals and transmitted with some much smaller probability ¢, if they
have had collisions, is a rudimentary way of obtaining a little extra protection against
instability. The next section explores stabilization in a more fundamental way.

4.4.2 Pseudo-Bayesian Stabilization for CSMA Aloha

Consider all packets as backlogged immediately after entering the system. At the end of
each idle slot, each backlogged packet is independently transmitted with probability ¢,.
which will vary with the estimated channel backlog . In state n, the expected number
of packets transmitted at the end of an idle slot is g(11) = ng,. Since we have seen that
the packet departure rate (in packets per unit time) is maximized (for small 7 and ¢,.) by
g(n) = /23, we choose g,.. for a given estimated backlog /1, as

T

¢ () = min{fn (4.40)
fl
The min operation prevents g-{7) from getting too large when 7 is small; we cannot
expect n/f to approach 1 when the backlog is small, and it is desirable to prevent too
many collisions in this case. The appropriate rule for updating the estimated backlog
(again assuming unit length packets) is

il = q ()] + A3 for idle
frar = £ ALl — g (Ap)] + A1 + 3)  for success (4.41)
A+ 2+ M1+ 3) for collision

This rule is motivated by the fact that if the a priori distribution of n; is Poisson
with mean 1, then, given an idle, the a posteriori distribution of nj is Poisson with
mean 7 [1 — ¢, (7;)] (see Problem 4.20). Accounting for the Poisson arrivals in the idle
slot of duration 3, the resulting distribution of ;. is Poisson with mean 7,4, as shown
above. Similarly, given a successful transmission, the a posteriori distribution on nj — 1

Samsung Exhibit 1015, Page 323 of 573



308 Muitiaccess Communication Chap. 4

(removing the successful packet) is Poisson with mean 7ix{1 — ¢,(7iz.)]. Accounting for
the Poisson arrivals in the successful slot and following idle slot, nx4.; is Poisson with
mean 744 as shown. Finally, if a collision occurs, the a posteriori distribution of ny is
not quite Poisson, but is reasonably approximated as Poisson with mean 7y + 2. Adding
A1 + 3) for the new arrivals, we get the final expression in Eq. (4.41).

Note that when nj and 75 are small, then g, is large and new arrivals are scarcely
delayed at all. When 7, = nj and n; is large, the departure rate is approximately
1/(1 + v/23), so that for A < 1/(1 + \/273), the departure rate exceeds the arrival rate,
and the backlog decreases on the average. Finally, if |nx — f| is large, the expected
change in backlog can be positive, but the expected change in |n; — 7| is negative;
Fig. 4.5 again provides a qualitative picture of the expected changes in ny and ny — 7.

We now give a crude analysis of delay for this strategy (and other similar stabilized
strategies) by using the same type of analysis as in Section 4.2.3. Let W be the delay
from the arrival of the i™ packet until the beginning of the i successful transmission.
The average of W, over all ¢ is the expected queueing delay W. Let n; be the number
of backlogged packets at the instant before i’s arrival, not counting any packet currently
in successful transmission. Then

n;
Wi=Ri+) ti+u 4.42)
=1
where R; is the residual time to the next state transition, ¢; (1 < j < n;) is the sequence
of subsequent intervals until each of the next n; successful transmissions are completed,
and y; is the remaining interval until the i successful transmission starts.

The backlog is at least 1 in all of the state transition intervals in the period on
the right-hand side of Eq. (4.42), and we make the simplifying approximation that the
number of attempted transmissions in each of these intervals is Poisson with parameter
g. We later choose g = /23, but for the moment it can be arbitrary. This approximation
is somewhat different from that in Section 4.2.3, in which we assumed that a successful
transmission always occurred with a backlog state of 1; the difference is motivated by
Eq. (4.40), which keeps ¢, small. The expected value for each t; is given by

E{t} =e 9@+ E{D+ge 91+ B) +[1—(1+ge )1+ 8+ E{t}) (443)

The first term corresponds to an idle transmission in the first state transition interval; this
occurs with probability ¢ 9, uses time .3, and requires subsequent time E{¢} to complete
the successful transmission. The next two terms correspond similarly to a success and a
collision, respectively. Solving for E{t} gives
3+1—e9
Epy=2t1"¢” (4.44)
ge~d
Note that this is the reciprocal of the expected number of departures per unit time
in Eq. (4.39), as we would expect. F{t} is thus approximately minimized by g = /23.
Averaging over / and using Little’s result in Eq. (4.42), we get

Wl — AE{t}) = E{R} + E{y} (4.45)
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The expected residual time can be approximated by observing that the system spends a
fraction A(1+ 3) of the time in successful state transition intervals. The expected residual
time for arrivals in these intervals is (1 4+ 3)/2. The fraction of time spent in collision
intervals is negligible (for small 3) compared with that for success, and the residual time
in idle intervals is negligible. Thus,

A1+ 3)2

E{R} ~ == (4.46)

Finally, E{y} is just E{t} less the successful transmission interval, so E{y} = E{t} —

(1 4 7). Substituting these expressions into Eq. (4.45) yields

o A D+ 2AE{ - (4 )]
- 2[1 — AE{t}]

This expression is minimized over g by minimizing F{t}, and we have already seen that

this minimum (for small ;3) is 1 + /23, occurring at ¢ = y/23. With this substitution,

W is approximately

(4.47)

W A+223
T 20 = A +v2D)
Note the similarity of this expression with the A//D/1 queueing delay given in
Eq. (3.45). What we achieve by stabilizing CSMA Aloha is the ability to modify ¢, with
the backlog so as to maintain a departure rate close to 1/(1 + +/23) whenever a backlog
exists.

(4.48)

4.4.3 CSMA Unslotted Aloha

In CSMA slotted Aloha, we assumed that all nodes were synchronized to start transmis-
sions only at time multiples of 3 in idle periods. Here we remove that restriction and
assume that when a packet arrives, its transmission starts immediately if the channel is
sensed to be idle. If the channel is sensed to be busy, or if the transmission results in a
collision, the packet is regarded as backlogged. Each backlogged packet repeatedly at-
tempts to retransmit at randomly selected times separated by independent, exponentially
distributed random delays 7, with probability density re™"". If the channel is idle at
one of these times, the packet is transmitted, and this continues until such a transmission
is successful. We again assume a propagation and detection delay of 3, so that if one
transmission starts at time ¢, another node will not detect that the channel is busy until
t + .3, thus causing the possibility of collisions.

Consider an idle period that starts with a backlog of n. The time until the first
transmission starts (with the m = > assumption) is an exponentially distributed random
variable with rate

Gn)y=A+nx (4.49)

Note that G(n) is the attempt rate in packets per unit time, whereas g(n) in Section
4.4.2 was packets per idle slot. After the initiation of this first transmission, the backlog
is either n (if a new arrival started transmission) or n — 1 (if a backlogged packet started).
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Thus the time from this first initiation until the next new arrival or backlogged node senses
the channel is an exponentially distributed random variable of rate G(n) or G(n — 1).
A collision occurs if this next sensing is done within time ;3. Thus, the probability that
this busy period is a collision is 1 — =7 or 1 — ¢~ 3¢ =1 This difference is small
if Bz is small, and we neglect it in what follows. Thus, we approximate the probability
of a successful transmission following an idle period by e~7¢t),

The expected time from the beginning of one idle period until the nextis 1/G(n)+
(14,3); the first term is the expected time until the first transmission starts, and the second
term (1 + 3) is the time until the first transmission ends and the channel is detected as
being idle again. If a collision occurs, there is a slight additional time, less than 3, until
the packets causing the collision are no longer detected; we neglect this contribution
since it is negligible even with respect to 3, which is already negligible. The departure
rate during periods when the backlog is n is then given by

F—.i(?(m

1/Gm+ (1 + 3) (450

departure rate(n) =

For small 3, the maximum value of this departure rate is approximately 1/(1+2/3),
occurring when G(n) ~ 3~'/2. This maximum departure rate is slightly smaller than
it is for the slotted case [see Eq. (4.39)]; the reason is the same as when CSMA is not
being used—collisions are somewhat more likely for a given attempt rate in an unslotted
system than a slotted system. For CSMA, with small .3, however, this loss in departure
rate is quite small. What is more. in a slotted system. 3 would have to be considerably
larger than in an unslotted system to compensate for synchronization inaccuracies and
worst-case propagation delays. Thus, unslotted Aloha appears to be the natural choice
for CSMA.

CSMA unslotted Aloha has the same stability problems as all the Aloha systems,
but it can be stabilized in the same way as CSMA slotted Aloha. The details are treated
in Problem 4.22.

4.4.4 FCFS Splitting Algorithm for CSMA

We next investigate whether higher throughputs or smaller delays can be achieved by the
use of splitting algorithms with CSMA. We shall see that relatively little can be gained,
but it is interesting to understand why. We return to the assumption of idle slots of
duration 5 and assume that 0. 1. ¢ feedback is available. An idle slot occurs at the end
of each success or collision to provide time for feedback. Thus, we regard successes and
collisions as having a duration 1 + 3; the algorithm is exercised at the end of each such
elongated success or collision slot, and also at the end of each normal idle slot.

The same algorithm as in Eqgs. (4.15) to (4.18) can be used, although the size ap
of the initial interval in a CRP should be changed. Furthermore, as we shall see shortly,
intervals with collisions should not be split into equal subintervals. Since collisions waste
much more time than idle slots, the basic allocation interval ag should be small. This
means in turn that collisions with more than two packets are negligible, and thus the
analysis is simpler than before.
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We first find the expected time and the expected number of successes in a CRP.
Let ¢ = Aap be the expected number of arrivals in an initial allocation interval of size
oy. With probability e ™9, an original allocation interval is empty, yielding a collision
resolution time of .3 with no successes. With probability ge™¥, there is an initial success,
yielding a collision resolution time 1+ 3. Finally, with probability (¢°/2)e™9, there is a
collision, yielding a collision resolution time of 1 + 3 + T" for some T to be calculated
later; since collisions with more than two packets are negligible, we assume two successes
for each CRP with collisions. Thus,
E{time/CRP} ~ Be™9 + (1 + B)ge ™ 7 + (1 + 3 + 1')%6*3 4.51)

E{packets/CRP} ~ ge~% + 2%1e—»‘1 (4.52)
As before, the maximum stable throughput for a given g is
E{packets/CRP} g+ g
E{time/CRP} "~ 3+ g(1+8)+ (¢2/2) 1 + 3+ 1)

We can now maximize the right-hand side of Eq. (4.53) over g (i.e., over «yp). In the
limit of small 3, we get the asymptotic expressions

)\max -

(4.53)

23
4 — 4.54
g T-1 (4.54)
1
Aax & — e 4.55
14+23T -1 ( )

Finally, we must calculate 7, the time to resolve a collision after it has occurred.
Let z be the fraction of an interval used in the first subinterval when the interval is split;
we choose .r optimally later. The first slot after the collision is detected is idle, successful,
or a collision with probabilities (1 — x)2.22(1 — 2). or a2, respectively. The expected
time required for each of these three cases is 3+ T, 2(1 + 3), and 1 + 3+ 7. Thus,

Ta(l-2P@+T) +42(0 — )1+ D+ 220+ 3+ T) (4.56)

from which 7" can be expressed as a function of z.
By setting the derivative dT'/dx to 0, we find after a straightforward calculation

that T is minimized by
r=\3+3F -3 (4.57)

The resulting value of 7', for small 3, is T =~ 2 + /3. Substituting this in Eq. (4.55),

we see that |

1++/28

For small 3, then, the FCFS splitting algorithm has the same maximum throughput
as slotted Aloha. This is not surprising, since without CSMA, the major advantage of the
FCFS algorithm is its efficiency in resolving collisions, and with CSMA, collisions rarely
occur. When collisions do occur, they are resolved in both strategies by retransmission

Amax = (4.58)
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with small probability. It is somewhat surprising at first that if we use the FCFS algorithm
with equal subintervals (i.e., 2 = 1/2), we find that we are limited to a throughput of
1/(1++/3.3). This degradation is due to a substantial increase in the number of collisions.

4.5 MULTIACCESS RESERVATIONS

We now look at a very simple way of increasing the throughput of multiaccess channels
that has probably become apparent. If the packets of data being transmitted are long,
why waste these long slot times either sending nothing or sending colliding packets? It
would be far more efficient to send very short packets either in a contention mode or
a TDM mode, and to use those short packets to reserve longer noncontending slots for
the actual data. Thus, the slots wasted by idles or collisions are all short, leading to a
higher overall efficiency. There are many different systems that operate in this way, and
our major objective is not so much to explore the minor differences between them, but
to see that they are all in essence the same.

To start, we explore a somewhat “canonic” reservation system. Assume that data
packets require one time unit each for transmission and that reservation packets require
v < | time units each for transmission. The format of a reservation packet is unim-
portant; it simply has to contain enough information to establish the reservation. For
example, with the instantaneous feedback indicating idle. success, or collision that we
have been assuming, the reservation packet does not have to contain any information
beyond its mere existence. After a successful reservation packet is transmitted, either
the next full time unit or some predetermined future time can be automatically allocated
for transmission of the corresponding data packet. The reservation packets can use any
strategy, including time-division multiplexing, slotted Aloha, or the splitting algorithm.

We can easily determine the maximum throughput S in data packets per time
unit achievable in such a scheme. Let S, be the maximum throughput, in successful
reservation packets per reservation slot, of the algorithm used for the reservation packets
(i.e., 1/e for slotted Aloha, 0.478 for splitting, or 1 for TDM). Then, over a large number
of reservations, the time required per reservation approaches ©/5,., and an additional one
unit of time is required for each data packet. Thus, the total time per data packet
approaches | + v/S,., and we see that

1
5= 1+¢/S,

This equation assumes that the reservation packet serves only to make the reserva-
tion and carries no data. As we shall see, in many systems, the reservation packet carries
some of the data; thus for one time unit of data. it suffices to transmit the reservation
packet of duration v followed by the rest of the data in time 1 — v. In this case, the
throughput becomes

(4.59)

g _

I+ o(1/Sp—1)

For example, with slotted Aloha, the throughput is S = /{1 + ¢v(e — D)]. It is
apparent that if ¢ is small, say on the order of 0.01, then the maximum throughput

(4.60)
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approaches [ and is not highly dependent on the collision resolution algorithm or on
whether the reservation packet carries part of the data. We shall see later that Ethernet
local area networks [MeB76] can be modeled almost in this way, and v about 0.01 is
typical. Thus, such networks can achieve very high throughputs without requiring much
sophistication for collision resolution.

4.5.1 Satellite Reservation Systems

One of the simplest reservation systems, with particular application to satellite networks
[JBH78], has a frame structure as shown in Fig. 4.17. A number of data slots are
preceded by a reservation period composed of m reservation slots, one reservation slot
per node. Let v be the duration of a reservation slot, where, as usual, time is normalized
to the average duration of a data packet; thus, v is the ratio of the number of bits used
to make a reservation (including guard space and overhead) to the expected number of
bits in a data packet. The reservation period in each frame has an overall duration of
A = myv. The minimum duration of a frame is set to exceed the round-trip delay 2,3,
so that the reservation slots at the beginning of one frame allocate the data slots for the
next frame (see Fig. 4.17).

A frame is extended beyond the minimum length if need be to satisfy all the
reservations. Note that the use of TDM for the reservation slots here makes a great
deal more sense than it does for ordinary TDM applied to data slots. One reason is
that the reservation slots are short, and therefore little time is wasted on a source with
nothing to send. Another reason, for satellites, is that if collisions were allowed on the
reservation slots, the channel propagation delay would make collision resolution rather

A =mv
11213[4]5
Reservation
Reservation . interval
. r— _—
interval Data interval
Frame —
\Arrival Propagation delay / Transmit
I Res | Data ] Res ] Data I Res [ Data I Res I

Wait for Wait for

reservation assigned

interval data slot

Figure 4.17  Satellite reservation system. using TDM to make reservations. Arrivals in
one frame are transmitted in the second following frame.
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slow. Equation (4.59) gives the maximum throughput of such a system as 1/(1+v) under
the assumption that each reservation packet can make only one data packet reservation.
If we assume, alternatively, that a reservation packet can make muitiple reservations for
its source, it is not hard to see that the throughput can approach 1 arbitrarily closely,
since under heavy loading, the frames get very long and negligible time is used by the
infrequent reservation periods.

With the assumption that each reservation packet can make multiple data packet
reservations, this system is very similar to the single-user reservation system analyzed
in Section 3.5.2. The major difference is that because of the propagation delay, the
reservations requested in one reservation interval are for the data frame following the
next reservation interval. Thus, if we assume Poisson packet arrivals, and if we neglect
the minimum frame length requirement, the expected queueing delay for the i packet
becomes o

E{W;}=E{R}+ %}‘} +24 (4.61)

This expression is the same as Eq. (3.60), except that the last term is 24. Here
A = mu is the duration of the reservation interval, and it is multiplied by 2 since the
packet has to wait for the next two reservation intervals before being transmitted. Using
the same analysis as in Chapter 3, the expected queueing delay is

AX2 A 24

oot A4, 24
-ny 2T

(4.62)

This analysis allows the data packets to have a general length distribution with mean
square X2 (which of course requires the reservations to contain Jength information), but
we have normalized time to satisfy X = 1/ = 1; thus, p = A. Note that in the limit
as v goes to 0, Eq. (4.62) goes to the queueing delay of an A//G/1 queue as we would
expect. Also, 11" remains finite for A < 1 as we predicted.

Unfortunately, this analysis has neglected the condition that the duration of each
frame must be at least the round-trip delay 23. Since 24 is typically many times larger
than the reservation period A, we see that W in Eq. (4.62) is only larger than 253 for A
very close to 1. Since every packet must be delayed by at least 23 for the reservation
to be made, we conclude that Eq. (4.62) is not a good approximation to delay except
perhaps for A very close to 1.

Rather than try to make this analysis more realistic, we observe that this variable-
frame-length model has some undesirable features. First, if some nodes make errors in
receiving the reservation information, those nodes will lose track of the next reservation
period; developing a distributed algorithm to keep the nodes synchronized on the reser-
vation periods in the presence of errors is not easy. Second, the system is not very fair in
the sense that very busy nodes can reserve many packets per frame, making the frames
long and almost locking out more modest users.

For both these reasons, it is quite desirable to maintain a fixed frame length. Nodes
can still make multiple reservations in one reservation slot, which is desirable if only a
few nodes are active. With a fixed frame, however, it is sometimes necessary to postpone
packets with reservations from one frame to the next.
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Note that all nodes are aware of all reservations after the delay of 23 suffered
by reservation packets. Thus, conceptually, we have a common queue of packets with
reservations, and the nodes can jointly exercise any desired queueing discipline, such as
first-come first-serve, round robin, or some priority scheme. As long as a packet is sent
in every data slot for which the queue of packets with reservations is not empty, and as
long as the discipline is independent of packet length, the expected delay is independent
of queueing discipline.

It is quite messy to find the expected delay for this system, but with the slight
modification in Fig. 4.18, a good approximate analysis is very simple. Suppose that a
fraction y of the available bandwidth is set aside for making reservations, and that TDM
is used within this bandwidth, giving each node one reservation packet in each round-trip
delay period 2.3. With v as the ratio of reservation packet length to data packet length,
~ = muv/23. Anarriving packet waits 2.3/2 time units on the average until the beginning
of its reservation packet, then 2.3/m units for the reservation packet transmission, and
then 23 time units until the reservation is received. Thus, after 23(3/2 + 1/m) time
units, on the average, a packet joins the common queue.

The arrival process of packets with reservations to the common queue is approxi-
mately Poisson (i.e., the number of arrivals in different reservation slots are independent
and have a Poisson distribution). Once a packet is in the common queue, it has a service
time of X /(1 — ), where X is the packet transmission time using the full bandwidth.
The common queue is thus A /G/1 with p = A\/(1—~). The total queueing delay, adding
the expected time to enter the common queue [i.e., 2.3(3/2+1/m)] to the M /G/1 delay
in the common queue, is then

23 AX2

W _334—7;-%2(1*7_)\)('_7) (4.63)

We see that this strategy essentially achieves perfect scheduling at the expense

of the delay for making reservations. For small A, this delay seems excessive, since a
number of data slots typically are wasted in each frame. This leads to the clever idea
of using the unscheduled slots in a frame in a contention mode [WIiE80]. Reservations
are made in the following reservation interval for packets sent in these unscheduled
slots. The convention is that if the packet gets through, its reservation is canceled. This
approach has the effect of achieving very small delay under light loading (because of no

Frame
g:;z Data slots 1-7
Reservation
band 1]2[3[4[5'6!7]87

Reservation slots

Figure 4.18 Reservation system with separate frequency band for reservations. Reser-
vations are made by TDM in the reservation band.
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round-trip delay for reservations) and very high efficiency [as given by Eq. (4.63)] under
heavy loading.

All the strategies above use TDM for making reservations, and this makes it some-
what difficult to add new sources or delete old sources from the system. In addition, as
m increases, «y increases and more of the bandwidth is used up by reservations. This
suggests using the reservation slots in a contention resolution mode {JBH78]. It is dif-
ficult to analyze such a system, but it is clear that for large m and small )\, the delay
could be reduced—we would use many fewer than m minislots in the reservation part
of the frame.

Another somewhat simpler reservation idea is to allow the first packet of a message
to make a reservation for the subsequent packets. In the context of Eq. (4.60), we view
the first packet as the reservation packet and the entire message as the data packet. Thus
Eq. (4.60) yields the throughput of this scheme if we take ¢ as the inverse of the expected
number of packets in a message. The appropriate length for a packet in this scheme is a
trade-off between reservation inefficiency for long packets versus DLC inefficiency for
short packets.

For satellite networks, these schemes are usually implemented with a frame struc-
ture (see Fig. 4.19), where a frame consists of a fixed number of packet slots [CRW73].
Enough packet slots are included in a frame so that the frame delay exceeds the round-trip
delay.

When a source successfully transmits a packet in one of these slots, it can au-
tomatically reserve the corresponding slot in the next frame and each following frame
until its message is completed. This can be done either by using a field in the packet
header saying that another packet is to follow or, more simply and less efficiently, by
automatically reserving that slot in each subsequent frame until that slot is first empty.
After the end of the reservation period, the given slot in the frame is open for contention.
Note that some care must be used in the contention algorithm. It does not suffice for all
waiting sources simply to pounce on the first idle slot after a reservation period, since
that would yield an unacceptably high collision probability.

Another variation on this scheme is to have each source “own” a particular slot
within the frame [Bin75]. When a source is not using its own slot, other sources can
capture it by contention, but when the source wants its own slot back, it simply transmits
a packet in that slot, and if a collision occurs, the other sources are forbidden to use that

Slot 1 Slot 2 Slot 3 Slot 4 Slot 5 Slot 6

15 idle 3 20 collision 2 Frame 1
15 7 3 idle 9 2 Frame 2
idle 7 3 collision 9 idle Frame 3
18 7 3 collision 9 6 Frame 4
18 7 3 15 9 6 Frame 5

Figure 4.19 Reservation strategy with short packets and multiple packet messages. After a node
captures a slot in a frame. it keeps that slot until finished.

Samsung Exhibit 1015, Page 332 of 573



Sec. 4.5 Muitiaccess Reservations 317

slot on the next frame. letting the owner capture it. This variation is somewhat more
fair than the previous scheme, but the delays are larger, both because of the less efficient
contention resolution and because of the large number of slots in a frame if the number
of users is large. Also, there is the usual problem of deleting and adding new sources to
the system.

4.5.2 Local Area Networks: CSMA/CD and Ethernet

Section 4.5.1 treated satellite networks where round-trip propagation delay was an im-
portant consideration in each reservation scheme. For local area networks. at least with
traditional technology, round-trip delay is a very small fraction of packet duration. Thus.
instead of making a reservation for some slot far into the future. reservations can be made
for the immediate future. Conceptually, this is not a big difference: it simply means that
one must expect larger delays with satellite networks, since the feedback in any colli-
sion resolution strategy is always delayed by the round-trip propagation time. From a
technological standpoint, however, the difference is more important since the physical
properties of the media used for local area networks can simplify the implementation of
reservation techniques.

Ethernet [MeB76] both illustrates this simplification and is a widely used technique
for local area networks. A number of nodes are all connected onto a common cable so
that when one node transmits a packet (and the others are silent), all the other nodes
hear that packet. In addition, as in carrier sensing, a node can listen to the cable before
transmitting (i.e., conceptually, 0, 1. and idle can be distinguished on the bus). Finally,
because of the physical properties of cable. it is possible for a node to listen to the cable
while transmitting. Thus, if two nodes start to transmit almost simultaneously, they will
shortly detect a collision in process and both cease transmitting. This technique is called
CSMA/Collision Detection (CSMA/CD). On the other hand. if one node starts transmit-
ting and no other node starts before the first node’s signal has propagated throughout the
cable. the first node is guaranteed to finish its packet without collision. Thus. we can
view the first portion of a packet as making a reservation for the rest.

Slotted CSMA/CD. For analytic purposes, it is easiest to visualize Ethernet in
terms of slots and minislots. The minisiots are of duration ;J, which denotes the time
required for a signal to propagate from one end of the cable to the other and to be
detected. If the nodes are all synchronized into minislots of this duration, and if only
one node transmits in a minislot, all the other nodes will detect the transmission and not
use subsequent minislots until the entire packet is completed. If more than one node
transmits in a minislot, each transmitting node will detect the condition by the end of the
minislot and cease transmitting. Thus. the minislots are used in a contention mode. and
when a successful transmission occurs in a minislot, it effectively reserves the channel
for the completion of the packet.

CSMA/CD can be analyzed with a Markov chain in the same way as CSMA Aloha.
We assume that each backlogged node transmits after each idle slot with probability ¢,
and we assume at the outset that the number of nodes transmitting after an idle slot
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is Poisson with parameter g(n) = A3 + g,n. Consider state transitions at the ends of
idle slots; thus, if no transmissions occur, the next idle slot ends after time 3. If one
transmission occurs, the next idle slot ends after 1 + 3. We can assume variable-length
packets here, but to correspond precisely to the model for idle slots, the, packet durations
should be multiples of the idle slot durations; we assume as before that the expected
packet duration is 1. Finally, if a collision occurs, the next idle slot ends after 2.3; in
other words, nodes must hear an idle slot after the collision to know that it is safe to
transmit.

The expected length of the interval between state transitions is then 3, plus an
additional 1 times the success probability, plus an additional J times the collision prob-
ability; )

E{interval} = 3 + g(n)e 9" + 3[1 — (1 + g(n))e 9] (4.64)
The expected number of arrivals between state transitions is A times this interval, so the
drift in state n is AE{interval} — Py,... The probability of success is simply g(n)e™9M™,
so, as in Eq. (4.39), the drift in state n is negative if

—g(n)

A< gime

34 g(n)e=9" + 3[1 = (1 + g(n))e=97]

The right-hand side of Eq. (4.65) is interpreted as the departure rate in state n. This

quantity is maximized over g(n) at g(n) = 0.77 and the resuiting value of the right-hand

side is 1/(1 4+ 3.313). Thus, if CSMA/CD is stabilized (this can be done, ¢.g., by the
pseudo-Bayesian technique), the maximum A\ at which the system is stable is

I
A< TT3313

The expected queueing delay for CSMA/CD. assuming the slotted model above
and ideal stabilization, is calculated in the same way as for CSMA (see Problem 4.24).
The result, for small 3 and mean-square packet duration X2, is

_AX7 4 3462+ 2))
T2 = AL +3.319))]

The constant 3.31 in Eq. (4.66) is dependent on the detailed assumptions about the
system. Different values are obtained by making different assumptions (see [Lam80}, for
example). If 3 is very small, as usual in Ethernet, this value is not very important. More
to the point, however, is that the unslotted version of CSMA/CD makes considerably
more sense than the slotted version, both because of the difficulty of synchronizing on
short minislots and the advantages of capitalizing on shorter than maximum propagation
delays when possible.

(4.65)

(4.66)

W (4.67)

Unslotted CSMA/CD. Figure 4.20 illustrates why the analysis of an unslotted
system is somewhat messy. Suppose that a node at one end of the cable starts to transmit
and then, almost .3 time units later, a node at the other end starts. This second node
ceases its transmission almost immediately upon hearing the first node, but nonetheless
causes errors in the first packet and forces the first node to stop transmission another ;3
time units later. Finally, another 3 time units go by before the other end of the line is
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Node 2 heard
Node 1 starts Node 1 stops

. Time —
Distance
on bus

Figure 4.20 Collision detection. Node 2

/ Silence starts to transmit almost .3 units after node
reigns 1; node 2 stops almost immediately, but
Node 2 starts Node 1 heard node | continues for almost another 3 units
Node 2 stops before stopping.

quiet. Another complication is that nodes closer together on the cable detect collisions
faster than those more spread apart. As a result, the maximum throughput achievable
with Ethernet depends on the arrangement of nodes on the cable and is very complex to
calculate exactly.

To get a conservative bound on maximum throughput, however, we can find bounds
on all the relevant parameters from the end of one transmission (either successful or
aborted) to the end of the next. Assume that each node initiates transmissions according
to an independent Poisson process whenever it senses the channel idle, and assume that
G is the overall Poisson intensity. All nodes sense the beginning of an idle period at
most 3 after the end of a transmission, and the expected time to the beginning of the next
transmission is at most an additional 1/G. This next packet will collide with some later
starting packet with probability at most 1 — e~7¢ and the colliding packets will cease
transmission after at most 23. On the other hand, the packet will be successful with
probability at least e ¢ and will occupy 1 time unit. The departure rate S for a given
G is the success probability divided by the expected time of a success or collision; so

e*}i(—w‘
7 3 1/G 231 =96, 1 -G

Optimizing the right-hand side of Eq. (4.68) over GG, we find that the maximum occurs
at 3G = (V13 — 1)/6 = 0.43; the corresponding maximum value is

I
17623

This analysis is very conservative, but if .3 is small, throughputs very close to 1
can be achieved and the difference between Eqs. (4.66) and (4.69) is not large. Note
that maximum stable throughput approaches 1 with decreasing 3 as a constant times 3
for CSMA/CD, whereas the approach is as a constant times /3 for CSMA. The reason
for this difference is that collisions are not very costly with CSMA/CD, and thus much
higher attempt rates can be used. For the same reason, persistent CSMA (where new
arrivals during a data slot are transmitted immediately at the end of the data slot) works
reasonably for CSMA/CD but quite poorly for CSMA.

CSMA/CD (and CSMA) becomes increasingly inefficient with increasing bus length,
with increasing data rate, and with decreasing data packet size. To see this, recall that

S

(4.68)

S (4.69)
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J is in units of the data packet duration. Thus if 7 is propagation delay (plus detection
time) in seconds, C is the raw data rate on the bus, and L is the average packet length,
then 3 = 7C'/L. Neither CSMA nor CSMA/CD are reasonable system choices if 3 is
more than a few tenths.

The IEEE 802 standards. The Institute of Electrical and Electronic Engineers
(IEEE) has developed a set of standards, denoted 802, for LANs. The standards are
divided into six parts, 802.1 to 802.6. The 802.1 standard deals with interfacing the
LAN protocols to higher layers. 802.2 is a data link control standard very similar to
HDLC as discussed in Chapter 2. Finally, 802.3 to 802.6 are medium access control
(MAC) standards referring to CSMA/CD, token bus, token ring systems, and dual bus
systems, respectively. The 802.3 standard is essentially the same as Ethernet, using
unslotted persistent CSMA/CD with binary exponential backoff. We discuss the 802.5,
802.4, and 802.6 standards briefly in the next three subsections.

4.5.3 Local Area Networks: Token Rings

Token ring networks ([FaN69] and [FaL72]) constitute another popular approach to local
area networks. In such networks, the nodes are arranged logically in a ring with each
node transmitting to the next node around the ring (see Fig. 4.21). Normally, each node
simply relays the received bit stream from the previous node on to the next. It does
this with at least a one bit delay, allowing the node to read and regenerate the incoming
binary digit before sending it on to the next node. Naturally, when a node transmits its
own packet to the next node. it must discard what is being received. For the system to
work correctly, we must ensure that what is being received and discarded is a packet that
has already reached its destination. Conceptually. we visualize a “token” which exists in
the net and which is passed from node to node. Whatever node has the token is allowed
to transmit a packet, and when the packet is finished, the token is passed on to the next
node. Nodes with nothing to send are obligated to pass the token on rather than saving it.

When we look at the properties that a token must have, we see that they are
essentially the properties of the flags we studied for DLC, and that the same flag could
be used as a token and to indicate the end of a packet. That is, whenever the node that
is currently transmitting a packet finishes the transmission, it could place the token or
flag, for example 01111110, at the end of the packet as usual. When the next node reads
this token, it simply passes the token on if it has no packet to send, but if it does have
a packet to send. it inverts the last token bit, turning the token into 01111111. This
modified token, 01111111, is usually called a busy roken, and the original, 01111110, is
called a free (or idle) token. The node then follows this busy token with its own packet.
Bit stuffing by inserting a 0 after 011111 is used within the data packets to avoid having
either type of token appear in the data. Thus, every node can split the received stream
into packets by recognizing the free and busy tokens, and the free token constitutes
the passing of permission to send from one node to the next. Token rings in practice
generally have longer tokens with extra information in them; there is usually more than
a single bit of delay in a node also.
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Figure 4.21 Ring network. Travel of data around the ring is unidirectional. Each node
either relays the received bit stream to the next node with a one bit delay or transmits
its own packet, discarding the incoming bit stream.

Let us look closely at how packets travel around the ring. Suppose, for example,
that at time 0, node 1 receives a free token, inverts the last bit to form a busy token, and
then starts to transmit a packet [see Fig. 4.22(a)]. Each subsequent node around the ring
simply delays this bit stream by one bit per node and relays it on to the next node. The
intended recipient of the packet both reads the packet into the node and relays it around
the ring.

After a round-trip delay, the bit stream gets back to the originator, node 1 for our
example. A round-trip delay (often called the ring latency) is defined as the propagation
delay of the ring plus mk bits, where m is the number of nodes and & is the number
of bit delays in a node. Assuming that the packet length is longer than the round-trip
delay (in bits), the first part of the incoming packet is automatically removed by node
1, since node 1 is still transmitting a subsequent portion of the packet. When node 1
completes sending the packet, it appends a free token and then sends idle fill while the
remainder of the just transmitted packet is returning to node 1 on the ring. After the
last bit of the packet has returned, node 1 starts to relay what is coming in with a & bit
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Transmitted bit stream
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Figure 4.22 Transmitted and received bit stream at one ring interface unit of a token
ring network. The interface unit transmits what is received with a one bit delay until
seeing an idle token (IT). It converts the idle token into a busy token (BT) and then
transmits its own packet. In part (a). this is followed by an idle token. whereas in parn
(b). the interface unit waits for the packet to return around the ring before transmitting
the idle token. In each case, idle fill is transmitted after the idle token until the token
(either busy or idle) returns around the ring. and then the unit reverts to relaying what
is received with a one bit delay.

delay. If some other node has a packet to send, the first thing relayed through node 1
is a busy token followed by that packet: if no other node has a packet to send, the free
token is relayed through node 1 and continues to circulate until some node has a packet
to send.

Since all nodes follow this same strategy, when the idle token arrives at node 1 in
the received bit stream, it must be followed by idle fill. This idle fill persists until the
node sending that idle fill relays the busy token sent by node 1 (see Fig. 4.22). Thus,
busy tokens are always followed by packets and idle tokens are always followed by
enough idle fill to make up the round-trip delay on the ring.

Note that the round-trip delay must be at least as large as the token length; other-
wise, a node, on completing a packet transmission and sending a free token, will discard
the first part of the token as it returns to the node through the ring. One way to look at
this is that the storage around the ring (i.e., the propagation length in bits plus number
of nodes) must be sufficient to store the token. Since the node transmitting a packet also
reads it before removing it from the network, it is possible, either by checking bit by bit
or by checking a CRC, for the transmitting node to verify that the packet was correctly
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received. It is also possible for the receiving node to set a bit in a given position at the
end of the packet if the CRC checks. Actually, neither of these techniques is foolproof,
since an error could occur between the receiving node and its ring interface or an error
could occur on the given bit set by the receiving node.

There are many variations in the detailed operation of a ring net. Each node could
be restricted to sending a single packet each time it acquires the token, or a node could
empty its queue of waiting packets before releasing the token to the next node. Also,
priorities can be introduced fairly easily in a ring net by having a field for priorities in
a fixed position after the free or busy token: any node could alter the bits in this field
to indicate a high-priority packet. Other nodes, with lower-priority traffic, would relay
free tokens rather than using them. so as to allow nodes with high-priority packets to
transmit first. Obviously, when a node transmits its high-priority packets, it would then
reduce the value in the priority field. Another approach to priorities is discussed in the
section on FDDI.

Another variation is in the handling of ARQ. If a node transmits a free token
immediately at the end of a packet transmission. that node will no longer have control
of the channel if the packet is not delivered error-free. An alternative is for a node to
send idle fill after completing a packet transmission until verifying whether or not the
packet was correctly received [see Fig. 4.22(b)]. If correct reception occurs, a free token
is transmitted; otherwise, a busy token is sent followed by a retransmission. As seen in
the figure, each busy or idle token is preceded by a round-trip delay of idle fill. Idle
tokens also have idle fill following them. This alternative makes it somewhat easier to
see what is happening on a ring (since at most one packet is active at a time), but it
lowers efficiency and increases delay, particularly for a large ring.

Yet another variation is in the physical layout of the ring. If the cable making
up the ring is put into a star configuration, as shown in Fig. 4.23. a number of benefits
accrue. First, a disadvantage of a ring net is that each node requires an active interface
in which each bit is read and retransmitted. If an interface malfunctions, the entire ring
fails. By physically connecting each interface at a common location, it is easier to find
a failed interface and bypass it at the central site. If the interface is also located at
the central site (which is not usually done), the propagation delay around the ring is
materially reduced.

The most important variation in a ring network is the treatment of free and busy
token failures. If a free token is destroyed by noise. or if multiple free tokens are created,
or if a busy token is created and circulates indefinitely, the system fails. One obvious
solution to this problem is to give a special node responsibility for recreating a lost free
token or destroying spurious tokens; this is rather complex because of the possibility of
the special node failing or leaving the network.

IEEE 802.5 token ring standard. The more common solution to token fail-
ure, which is used in the 1EEE 802.5 standard, is for each node to recognize the loss
of a token or existence of multiple tokens after a time-out. If a node has a packet to
transmit after a time-out occurs, it simply transmits a busy token followed by the packet
followed by a free token, simultaneously purging the ring of all other tokens. If suc-
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cessful, the ring is again functional; if unsuccessful, due to two or more nodes trying
to correct the situation at the same time, the colliding nodes try again after random
delays.

The IEEE 802.5 standard also uses the star configuration and postpones releasing
the token until the current packet is acknowledged. This standard uses a 24-bit token in
place of the 8-bit token and contains elaborate procedures to recover from many possible
malfunctions. The standard has been implemented in VLSI chips to implement a token
ring running at either 4 or 16 megabits per second; the complexity of these chips, given
the simplicity of the token ring concept, is truly astonishing.

Expected delay for token rings. Let us analyze the expected delay on a
token ring. Assume first that each node, upon receiving a free token, empties its queue
before passing the free token to the next node. Assume that there are m nodes, each
with independent Poisson input streams of rate A/m. Let v be the average propagation
delay from one node to the next plus the relaying delay (usually one or a few bits) at a
node. View the system conceptually from a central site, observing the free token passing

Figure 4.23 Ring network in a star configuration. Nodes can be bypassed or added
from the central site.

Samsung Exhibit 1015, Page 340 of 573



Sec. 4.5 Multiaccess Reservations 325

around the ring. Let X = 1 be the mean transmission time for a packet (including
its busy token). Thus, p = A. The mean queueing delay W’ is that of an exhaustive,
multiuser system; the delay is given by Eq. (3.69) as

AX2 (m — A\

W=
20-0 21— N

(4.70)

Note that the first term is the usual A/ /G /1 queueing delay. The second term
gives us the delay under no loading, muv/2. Observe that mev is the propagation delay
around the entire ring, 3, plus m times the one or few bits delay within each interface
to a node. If 3 is small relative to a packet transmission time and if X is relatively large,
W is very close to the A//G/1 delay.

Next we look at the situation in which a node can transmit at most one packet with
each free token. The system is then the partially gated, limited service system of Section
3.5.2. The delay is given by Eq. (3.76) as

_ AX2 + (m + M

In this case, we note that the maximum stable throughput has been reduced some-
what to 1/(1+v). In the analysis above, we have included the token length as part of the
packet overhead and included in v only the propagation delay plus bit delay at a node
interface. This is necessary to use the queueing results of Chapter 3. According to that
analysis, ¢ is the delay inserted at a node even when the node has nothing to send, and
that delay does not include the entire token but only the one or few bits of transit delay
within the node. Equation (4.71) can be modified for the case in which a transmitting
node waits for the packet to return (as in the IEEE 802.5 standard) before passing on the
free token. In essence, this adds one round-trip delay (i.e., mv) to the transmission time
of each packet, and the maximum throughput is reduced to 1/(1 + mv + v). As shown
in Problem 4.27, the resulting expected delay is

W= )\(F + 2mv 4+ m2e?) + [m+ A1 4+ mole

2(1 = A1+ me +v)] 4.72)

In comparing the token ring with CSMA/CD, note that if the propagation and
detection delay is small relative to the packet transmission time, both systems have
maximum throughputs very close to 1 packet per unit time. The token ring avoids
stability problems, whereas CSMA/CD avoids the complexities of lost tokens and has
slightly smaller delay under very light loads. Both are well-established technologies,
and one chooses between them on the basis of cost. perceived reliability, and personal
preference. If the propagation delay is large (:3 > 1), CSMA/CD loses its advantage over
pure collision resolution and the IEEE 802.5 version of the token ring degrades similarly
(since mv > 3). On the other hand, a token ring in which nodes pass the free token
on immediately after completing a packet transmission does not suffer this degradation
[i.e., the maximum throughput is 1/(1 + v) and © can be very much less than 3 if m is
large].
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FDDI. FDDI. which stands for “fiber distributed data interface,” is a 100-Mbps
token ring using fiber optics as the transmission medium {Ros86]. Because of the high
speed and relative insensitivity to physical size, FDDI can be used both as a backbone
net for slower local area networks or as a metropolitan area network. There is an
enhanced version of FDDI called FDDI-1I that provides a mix of packet-switched and
circuit-switched data. We discuss only FDDI itself here, however, since that is where
the interesting new ideas are contained.

There is a rather strange character code used in FDDI in which all characters
are five bits in length; 16 of the possible five bit characters represent four bits of data
each, and the other characters are either special communication characters or forbidden.
This character code was chosen to improve the dc balance on the physical fiber and to
simplify synchronization. The data rate on the fiber is 125 Mbps in terms of these five
bit characters, and thus 100 Mbps in terms of the actual data bits. The idle character is
one of these special characters. It is repeated about 16 times at the beginning of each
frame to allow for clock slippage between adjacent nodes.

All frames, including the token, are delimited by a start field and an end field,
each of which consists of two of the special communication characters (see Fig. 4.24).
The frame control field (FC) distinguishes the token from data frames and includes
supplementary control information such as the length of the source address and destination
address fields, which can be 16 or 48 data bits long. The CRC is the standard 32-bit CRC
used in the IEEE 802 standards and as an option in HDLC: it checks on the frame control,
addresses, and data. Finally, the frame status field (FS) at the end of a frame provides
several flags for the destination to indicate that it has received the frame correctly. Note
that when a node reads the token (i.e., what we have previously called the free token) on
the ring, it can simply change the frame control field and then add the rest of its packet,
thus maintaining a small delay within the node. Thus, what we called the busy token
previously is just the beginning of the frame header.

There are two particularly interesting features about FDDI. The first is that nodes
send the token immediately after sending data, thus corresponding to Fig. 4.22(a) rather
than (b) (recall that IEEE 802.5 waits for the frame to return before releasing the token).
As will be seen in the next section, this is what allows FDDI to maintain high throughput
efficiency in the presence of much higher data rates and much larger distances than is
possible for the 802.5 ring.

The second interesting feature about FDDI is its handling of priorities. In particular,
high-priority traffic receives guaranteed throughput and guaranteed delay, thus making
FDDI suitable for digitized voice, real-time control, and other applications requiring
guaranteed service. The essence of the scheme is that each node times the interval
between successive token arrivals at that node. High-priority traffic from the node can be
sent whenever the token arrives, but low-priority traffic can be sent only if the intertoken

[ idle [ start [ FC |5 Ador. [D. Ador. [ Data | cRC [ En [ Fs |

Token = L |dIEJ Start I FC [ EndJ

Figure 4.24 Frame format for FDDL
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interval is sufficiently small. What this means is that the low-priority traffic is decreased
or even blocked when congestion starts to build up.

To provide guaranteed service to high-priority traffic, it should be clear that the
network must impose constraints on that traffic. These constraints take the form of a
limitation on how much high-priority traffic each node can send per received token. In
particular, let the m nodes be numbered 0.1..... m — 1 in order around the ring. Let o;
be the allocated time for node i to send its high-priority traffic. including delay to reach
the next node. Thus, if a token reaches node ¢ at time ¢ and node 7 sends its allocated
amount of traffic, the token reaches node i + 1 at time ¢ — a;.

When the ring is initialized, there is a parameter 7 called targer token rotation time.
This parameter is used by the nodes in deciding when to send low-priority traffic, and
as we shall see, 7 is an upper bound on the time-average intertoken arrival time. The
allocated transmission times . ..., are allocated in such a way that oy + ) +

<ot o < 7. To describe and analyze the algorithm precisely, let ty. ¢y, ... ¢ be
the times at which the token reaches nodes 0 to m — 1 for some given cycle. Similarly,
let t,,..... t,n—1 be the times at which the token reaches nodes 0 to m — 1 in the next

cycle, and so forth. Thus ¢;.7 > 0 is the time at which the token reaches node (i mod m)
in cycle |i/m| (where we denote the given cycle as cycle 0 and where |z] denotes the
integer part of r). Finally, let ¢t_,, to {_; be the times at which the token reaches nodes
0 to m_, in the cycle previous to the given one. At time ¢;,7 > 0 the node (¢ mod m),
having just received the token, measures t; — ¢;_,,, which is the elapsed time since its
previous receipt of the token. If {; —¢,_,, < 7, the node is allowed to send low-priority
traffic for 7 — (t; — t;_,n) seconds. If t; — ¢;_.,,, > 7, no low-priority traffic is allowed.
In both cases, the allocated high-priority traffic is allowed. The time at which the token
reaches the next node is then upper bounded by

tiy) <tigm +7+a;. fort, ~ti_, <7120

tiv1 <t + oy fort; =1, 27120

where a; = a;modr 15 the allocated transmission plus propagation time for node (: mod
m). Combining these conditions, we have

tiw—l < max(z‘i.z‘i,m +7)+a;n 1> 0 (473)

Note that equality holds if node (i mod m) sends as much data as allowed.
We first look at a simple special case of this inequality where a; = 0 for all ¢. Let
7' be the target token rotation time and ¢} be ¢; for this special case. Thus

tip Smax(tit,_, +7) >0 4.74)

Since t; must be non-decreasing in i, we have ¢/ < /. for all 1 > 0. Substituting this
1 g 1 ni 1 g

in Eq. (4.74) yields t/ | < t; + 7. Similarly, for 1 <j <m + 1, we have

1

o Smax(t T <4

where the last step follows by induction on j. For j = m + 1, this equation reduces to

tomey S +T forall i >0 (4.75)
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Iterating this over multiples of n + [, we obtain

t: S t’: mod (m+1) + I_Z/(m + I)JTI; all 4 2 0 (476)

The appearance of m + 1 in Eq. (4.76) is somewhat surprising. To see what is
happening, assume that t/ = 0 for 0 < ¢ < m, and assume that all nodes are heavily
loaded. Node O then transmits for time 7’ starting at ¢/,,. This prevents all other nodes
from transmitting for a complete cycle of the token. Since ¢}, = 7" and ¢/, = 0, node
0 is also prevented from transmitting at ¢}, (note that the token travels around the ring
in zero time since we are ignoring propagation delay here). Node 1 is then allowed to
transmit for time 7’ in this new cycle, and then no other node is allowed to transmit until
node 2 transmits in the next cycle. This helps explain why events occur spaced m + 1
token passings apart.

Now consider the elapsed time for the token to make m + 1 cycles around the ring
starting from some node j. From Eq. (4.76) we have

t —th <mr' @.77)

U
J+im+hm

Note that ', — 1} is the sum of the m + 1 cycle rotation times measured by

node j at times 50, t m+nm- Since each cycle rotation requires at most
7' seconds, we see that (m + 17" — (£}, .41, — t;) is equal to the total time offered
to j at the above m + 1 token receipt times. Combining this with Eq. (4.77), we see
that over the m + | token receipt times above, node j is offered an aggregate of at
least 7 seconds for its own transmission; also, the corresponding m + 1 cycles occupy
at most time m7’. It is also seen from this that the average token rotation time is at
most [m/(m + 1)]7’ rather than the target time 7’. Using the same argument, it can be
seen that over a sequence of any number n of cycles, the total amount of time allocated
to node j is at least as great as that offered to any other node during its n — 1 token
receptions within the given n cycles at node j. Thus each node receives a fair share of
the resources of the ring. (This type of fairness is known as max-min fairness and is
discussed in detail in Chapter 6.)

Although there is a certain elegance to this analysis, one should observe that in
this special case of no high-priority traffic, the same kind of results could be obtained
much more simply by allowing each node to transmit for 7" seconds on each receipt of
the token. Fortunately, however, the results above make it quite easy to understand the
general case of Eq. (4.73), in which node i is allocated «; units of high-priority traffic.
If we subtract Zf,:() a;j from each side of Eq. (4.73) for 7 > m, we get

i—1 i—m—1 i—1

?
=Y ay<max [ 6= a0 ti,— Yy o, 47— Y | 478
J=0 i=0

=0 j=i—m

. i—1
Since a; = a; mod m, we see that >

total allocated traffic, T'= 3

«j is independent of / and is equal to the

j=i—m
m-—

1 -
j=o @j- We now define

Samsung Exhibit 1015, Page 344 of 573




Sec. 4.5 Multiaccess Reservations 329
i—1
=t =Y ajforalli>0 t'=7-T 4.79)
j=0
Substituting this in Eq. (4.78), we obtain Eq. (4.74) for i > m,

th < max(#}.t] )

i—m

To obtain initial conditions for this, assume that ¢, = 0 and that ¢; < O for i < 0.
Iterating Eq. (4.73) from i = 0 to m — 1, and using ¢; <t;,, we get

i—1
ng‘igrthaj; 1<i<m
=0

From Eq. (4.79), then, we have 0 < ¢/ < 7 for 1 < i < m. Using 7 as an upper bound
to t] for 0 < i < m, induction over / can be applied to Eq. (4.74) to yield

7 L ’
t.< T+ T
' [m—&-lJ

i1 .
;
t; < +7)—-T .
_;<1_,+(T+7) [m+lJ (4.80)

i—1 mod m
J=0

(i—1) mod m . . .
i i—1 !
< Y 1 4T . .
A ”J“( ﬂmHJ) ([ z J LHIJ) s

We now focus on the time m4 at which node O receives its & token

mk mk
ton < 1+ T|k- 4.82
g T( lm—lJ>+ ( Ln—}—[“) ( )

We see that t,, — tp < 7+ T (which we already knew), and this bound can be
met with equality if all the nodes are idle up to time ¢, and then all become busy. Since
node O could be any node and ¢, the time of any token receipt at that node, this says in
general that the intertoken interval at a node can be as large as 7 + 7" but no larger. We
also see that limsup g~ (¢, /%) < 7m/(m + 1)+ T/(m + 1). Thus the time-average
round-trip token time is at most 7, and is somewhat smaller than 7 if 7 < 7.

Finally, node O is allowed to send at least k7 — (f,,,1 — to) seconds of low-priority
traffic at the A token receipt times ending with ¢,,,,. From Eq. (4.82), the average such
traffic per token receipt is at least (- — T)/(m + 1). Thus each node receives the same
amount of guaranteed low-priority traffic and Eq. (4.82) indicates how much is guaranteed
within any given number of token receipts.

There is a trade-off between throughput efficiency and delay for FDDI. Assuming
that the high-priority traffic is stream-type traffic within the allocated rate, we have seen
that the delay is bounded by 7+ 7', which is more loosely bounded by 27. On the other
hand. each time the token travels around the ring. there is a period me. corresponding to

We can rewrite Z;;}) ajasy. a;+ [(i = 1)/m]T, so Eq. (4.80) becomes
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the propagation time plus delay within the nodes, during which no data are sent. Thus
the throughput, as a fraction of the 100 Mbps, is at most 1 — mv/7, and actually slightly
smaller than this because the actual token rotation time is slightly faster than 7. As an
example, if 7 = 10 msec and the ring circumference is 100 miles, then throughputs of
about 94% are possible. Thus this type of system maintains high throughput and low
guaranteed delay for large metropolitan area networks.

The maximum packet size for FDDI is set at 36,000 bits (because of physical
synchronization requirements). Since the low-priority traffic is sometimes allowed in
rather small pieces, however, a user with smaller packets will get better service than one
with large packets.

Slotted rings and register insertion rings. Assuming that traffic on a ring
is uniformly distributed between different source—destination pairs, a packet need be
transmitted on only half of a ring’s links on the average. Since in the token ring, a packet
travels on every one of the links, we see that half the system’s transmission capability
is potentially wasted. It is therefore conceivable that a different control strategy could
achieve twice the throughput.

Slotted rings and register insertion rings allow this higher potential throughput, at
least in principle. A slotted ring is best viewed as a conveyor belt of packet slots; the
ring is extended by shift registers within the nodes to provide the desired number of
slots. When a node has a packet to send, it looks for an empty slot in the conveyor belt
and places the packet in that slot, marking the slot as full. When the destination node
sees the packet, it removes it and marks the slot as empty again.

One disadvantage of a slotted ring is that all packets must have equal length (as
contrasted with token rings and CSMA/CD). Another disadvantage is significant delay
(due to the conveyor belt length) even under light load. This can be compensated for
by making the packets very short, but the added DLC overhead caused by short packets
loses much of the potential throughput gain. Finally, to accomplish ARQ, it is common
to leave packets in their slots until they return to the sending node; this automatically
throws away the potential doubling of throughput.

The register insertion ring provides true store-and-forward buffering of ring traffic
within the nodes. Each node has a buffer for transit traffic and a buffer for new arrivals
(see Fig. 4.25). When a new arrival is being transmitted, incoming ring traffic that must
be forwarded is saved in the transit buffer. When the transit traffic is being transmitted,
the buffer gradually empties as either idle fill or packets destined for the given node
arrive at the ring input. New arrivals are inhibited from transmission whenever the
transit buffer does not have enough space to store the input from the ring while the new
packet is being inserted on the ring.

The register insertion ring is capable of higher throughputs and has only a slightly
greater delay for light loading than the token ring. Its greatest disadvantage is that
it loses the fair allocation and guaranteed access provided by the token ring’s round-
robin packet service. The token ring is much more popular for applications, probably
because maximum throughput is not the dominant consideration for most local area
networks.
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Node
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Figure 4.25 Interface to a register insertion ring. The output onto the ring comes from
either the input buffer or the transit buffer. The input from the ring goes to the transit
buffer or directly to the node. if addressed there.

4.5.4 Local Area Networks: Token Buses and Polling

The general idea of the token ring is used in a wide variety of communication situations.
The idea is that there are m nodes with ordered identities and the nodes are offered
service one at a time in round-robin order. The differences between these systems lie
in the question of how one node knows when the previous node has finished service (or
refused the offer of service). In other words, what mechanism performs the role of the
token, and what is the delay, v, in passing this virtual token from one node to the next?

As discussed briefly in Section 4.1.2, polling is a common example of such a
system. The polls sent by the central node to each of the secondary nodes act as tokens.
The token-passing delay in a polling system is quite large, involving first a communication
from a polled node back to the central node, and then a new polling request from the
central node to the next secondary node.

Hub polling is a way of avoiding the double delays above. The central station
polls (i.e., passes the token to) the first secondary node; each secondary node, after using
the channel, passes the token on to the next secondary node. If the nodes are ordered in
terms of distance on the multidrop telephone line or bus, then, of course, token passing
delay is reduced even further.

A token bus can be implemented on the same type of physical bus as a CSMA/CD
system. The nodes are ordered in a round-robin fashion, and when a node finishes
sending its packet or packets, it sends a token to the next node, giving it permission to
send next. A node that has nothing to send simply sends the token to the next node.
Conceptually, it can be seen that a token bus is essentially the same as a hub polling
system. Polling is the more common terminology with a central node, and token bus is
more common for a fully distributed system. Equations (4.70) and (4.71) give the delay
associated with these systems under the assumptions of sending all queued packets per
poll and one packet per poll, respectively. Both equations assume equal average traffic
for all nodes. The parameter v in these equations can be interpreted in general as the
delay, in an empty system, from token arrival at one node to the next, averaged over the
nodes.
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Recall that for the token ring, v included only propagation delay from node to node
plus one or a few bits delay through the node; the initiation of token transmission from
a node starts before the token is completely received from the previous node. Here, the
token length (which can be considerable) is included in v, since one token must be fully
received and decoded before the next node starts. Thus, the expected delay in the limit
of zero load is inherently larger for the token bus than the token ring.

The performance of token buses and polling systems depends critically on the
parameter v [i.e., from Eq. (4.71), the maximum throughput is 1/(1+v) and the expected
delay in the limit A\ — 0 is mv/2]. Assuming for the moment that the nodes are numbered
independently of position on the bus, it is reasonable to take the average propagation
delay as 3/3 (see Problem 4.29), where 3 = 7C'/L is the normalized propagation time
from one end of the bus to the other (i.e., the time measured as a fraction of the average
packet length). Here 7 is propagation time in seconds, C is the channel bit rate, and L
is the expected packet length. Similarly, the normalized token transmission time is k/L,
where k is the length of the token. Thus,
¢k

- 4.83
3L+L+é (4.83)

where & is the normalized time for the receiver to detect a token. In our previous
discussions, we included ¢ as part of the propagation delay /3, but here we count this
lime separately.

The quantity 7C is the number of bits that can travel along the bus at one time.
If 7C'/3 is small relative to %, improving the performance of the algorithm depends
on decreasing the length of the token. Conversely, if 7C'/3 is large, k is relatively
unimportant and improvements depend on reducing the effects of propagation delay. One
obvious way to reduce the effect of propagation delay is to number the nodes sequentially
from one end of the bus to the other. If this is done, the sum of the propagation delays
over all nodes is 23; that is, there is a cumulative propagation delay of 3 moving down
the bus to poll all nodes, and then another 3 to return. Thus, the average value of v is

. 2rC k

= —+6 4.84
mL + L * ( )

This is a major reduction in propagation delay, but it makes it somewhat more difficult
to add new nodes to the bus. Note that the propagation delays are much smaller than
the average as reservation opportunities move down the bus, but then there is a long
reservation interval of duration {4 to return from the end of the bus to the beginning. We
recall from Section 3.5.2 that Egs. (4.70) and (4.71) are valid using the average value
of v.

vV =

IEEE 802.4 token bus standard. The IEEE 802.4 standard corresponds es-
sentially to the system we have just described. We will briefly describe some of its
features. To allow new nodes to enter the round-robin token structure, each node al-
ready in the structure periodically sends a special control packet inviting waiting nodes
to join. All waiting nodes respond, and if more than one, a splitting algorithm is used
to select one. The new node enters the round robin after the inviting node, and the new
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node subsequently addresses the token to the node formerly following the inviting node.
An old node can drop out of the round robin simply by sending a control packet to its
predecessor directing the predecessor to send subsequent tokens to the successor of the
node that is dropping out. Finally, failure recovery is essentially accomplished by all
nodes dropping out, then one starting by contention, and finally the starting node adding
new nodes by the procedure above.

Implicit tokens: CSMA/CA. Consider how to reduce the token size. One
common approach is to replace the token with an implicit token represented by the
channel becoming idle. Two of the better known acronyms for this are BRAM [CFL79]
and MSAP [KIS80]. In these schemes, when a node completes a packet transmission,
it simply goes idle. The next node in sequence, upon detecting the idle channel, starts
transmission if it has a packet or otherwise remains idle. Successive nodes in the sequence
wait for successively longer times, after hearing an idle, before starting transmission,
thus giving each of the earlier stations an opportunity to transmit if it has packets. These
schemes are often called CSMA/Collision Avoidance (CSMA/CA) schemes.

To see how long a node must hear an idle channel before starting to transmit,
consider the worst case, in which the node that finishes a packet is at one end of the
bus, the next node is at the opposite end, and the second node is at the first end again.
Then the second node will detect the idle channel almost immediately at the end of
the transmission, but the first node will not detect the event until 3 + 6 units later,
and the second node will not know whether the first node is going to transmit until an
additional delay of 3+ 6. Thus, the second node must wait for 2(3 + ¢) before starting
to transmit. By the same argument, we see that each successive node must wait an
additional increment of (3 + 6). Thus, this scheme replaces an explicit token of duration
k/L with an implicit token of duration (3 + ) = (rC/L + §). The scheme is promising,
therefore, in situations where 7C and 6 are small.

If the nodes are ordered on the bus, and the delays are known and built into the
algorithm, the durations of the implicit tokens are greatly reduced, as in Eq. (4.70), but
the complexity is greatly increased. There are many variations on this scheme dealing
with the problems of maintaining synchronization after long idle periods and recovering
from errors. (See [FiT84] for an excellent critical summary.)

4.5.5 High-Speed Local Area Networks

Increasing requirements for data communications, as well as the availability of high-
data-rate communication media, such as optical fiber, coaxial cable, and CATV systems,
motivate the use of higher- and higher-speed local area networks. For our purposes, we
define a high-speed local area network as one in which 3 exceeds 1. Recall that 3 is the
ratio of propagation delay to average packet transmission time, so 8 > 1 means that a
transmitter will have finished sending a packet before a distant receiver starts to hear it.
Since # = 7C/ L, we see that increasing propagation delay 7, increasing data rate C, and
decreasing expected packet length L all contribute to making the net high speed. There
has also been great interest in extending local area techniques to wider area coverages,
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such as metropolitan areas; the larger areas here can cause a network to become high
speed even at modest data rates.

We have already seen the effect of 3 on the performance of local area networks.
CSMA/CD degrades rapidly with increasing 3 and becomes pointless for 3 > 1. Sim-
ilarly, for token rings such as IEEE 802.5 that release the token only after an ack is
received, we see from Eq. (4.72) that the maximum throughput degrades as 1/(1 + 3)
as 3 gets large. [Note that mv in Eq. (4.72) is essentially equal to 3 when 3 is large.]
For token rings such as FDDI that release the token after completing transmission, we
see from Eq. (4.71) that the maximum throughput degrades as 1/(1 + 3/m). Thus in
essence it is the propagation delay between successive nodes that is important rather than
the propagation delay around the ring.

As a practical matter, Eq. (4.71) must be used with considerable caution. It assumes
that all nodes on the ring have Poisson packet arrivals at the same rate. For local area
networks, however, there are often only a very small number of nodes actively using the
net in any given interval of a few minutes. In such situations, m should be taken as the
number of active nodes rather than the total number of nodes, thus giving rise to much
greater throughput degradation. Fortunately, FDDI, with its token rotation timer, avoids
this problem by allowing each node to transmit more data per token when the number
of active nodes is small. FDDI was designed as a high-speed local area network, but it
was described in the last section since it is a high-performance type of token ring.

The token bus, with implicit or explicit tokens, also degrades as 1/(1+ 3/3) if the
nodes are numbered arbitrarily. If the nodes are numbered sequentially with respect to
physical bus location, then, as seen by Eq. (4.84), the maximum throughput is degraded
substantially only when 7 is a substantial fraction of the number of nodes m. If an ack
is awaited after each packet, however, this throughput advantage is lost.

One of the most attractive possibilities for high-speed local networks lies in the use
of buses that propagate signals in only one direction. Optical fibers have this property
naturally, and cable technology is well developed for unidirectional transmission.

A unidirectional bus is particularly easy to use if the data frames are restricted to
be all of the same size. In this case, the bus can be considered to be slotted. Empty
slots are generated at the head of the bus and there is a “busy bit” at the front of the slot
that has the value O if the slot is empty and 1 if the slot is full. Each node in turn, then,
can read this busy bit; if the busy bit is 0 and the node has a frame to send, the node
changes the busy bit to 1 and sends the frame. Nodes farther down the bus receive the
busy bit as 1 and read the frame but do not modify it. Note that the fixed-length slot is
necessary here, since otherwise a node could still be transmitting a longer frame when a
frame arrives from upstream on the bus.

The slotted unidirectional bus structure above is almost trivial from a logical point
of view, but has some very powerful characteristics. First it has the same advantage as
Ethernet in that there is almost no delay under light loading. Here, of course, there is a
half-slot delay on the average, but if the slots are short, this is negligible. Second, there
is the advantage of ideal efficiency. As long as nodes are backlogged, every slot will be
utilized, and aside from frame headers and trailers, the maximum data rate is equal to
the bus rate.
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There are also a few disadvantages to this trivial scheme. The first is that data can
flow in only one direction, and the second is an inherent unfairness in that nodes close
to the head of the bus get priority over those farther down the bus. The following dual
bus architecture solves both these problems.

Distributed queue dual bus (IEEE 802.6). The distributed queue dual bus
architecture (DQDB) (also known by its older name QPSX) is being standardized as the
IEEE 802.6 metropolitan area network ([NBH88] and [HCM90)). Each node is connected
to two unidirectional 150 Mbps buses (optical fibers) going in opposite directions (Fig.
4.26). Thus a node uses the right-moving bus to send frames to nodes on its right and
uses the left-moving bus for nodes on its left (thus solving one of the problems with
the trivial single bus structure above). The frames have a fixed length of 53 bytes and
fit into slots generated at the head ends of the buses. The frame length was chosen for
compatibility with ATM (see Section 2.10).

The dual bus architecture attempts to achieve fairness by adding a request bit to
the overhead. If a node has a frame to send on the right bus, it sets the request bit in a
frame on the left bus. Similarly, if it has a frame for the left bus, it sets the request bit in
a frame on the right bus. In what follows, we focus on data traffic in a single direction,
denoted downstream, and refer to the request bits as moving upstream (relative to the
data direction of interest). DQDB allows for a set of different priorities for different
classes of traffic, and each slot contains a one bit request field for each priority. For
simplicity of exposition, we ignore these priorities, thus assuming that each slot contains
only a single request bit.

Each request bit seen by a node on the upstream bus serves as an indication of
a waiting frame at a more downstream node. These request bits are not removed as
they pass upstream, and thus all upstream nodes see each such request bit. Each node
views its own frames, plus the downstream frames indicated by request bits, as forming
a virtual queue. This virtual queue is served in first-come first-serve order. This means
that if a frame from the given node is at the front of the queue, that frame replaces the
first idle slot to arrive on the downstream bus. Alternatively, suppose that a request from
downstream is at the front of the queue. In this case, when the next idle slot arrives in
the downstream direction, the request is removed but the slot is left idle, thus allowing
a downstream node to transmit a frame.

To prevent any node from hogging the bus, each node is allowed to enter only one
frame at a time on its virtual queue. Other frames at that node are forced to wait in a
supplementary queue. As soon as the frame in the virtual queue is transmitted, a frame
from the supplementary queue (or a new frame) can be entered into the virtual queue.

eoeaa

Figure 4.26 Bus structure for IEEE 802.6 dual bus.
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A request bit is sent upstream at each instant when a frame enters the virtual queue.
Since the virtual queue consists of at most one actual frame plus an arbitrary number
of requests before and after that frame, the virtual queue can be implemented simply as
two counters giving the number of requests before and behind the frame, respectively.

The description above of sending request bits upstream was oversimplified. The
problem is that each slot contains only one request bit (ignoring priorities), and thus if
some downstream node has already set the request bit in a slot, a node farther upstream
will have to wait to send its own request. If there is a long string of requests coming
trom downstream nodes and a long string of idle slots coming from upstream nodes,
it is possible that the waiting frame will be sent downstream before the request bit is
sent upstream. In this case, the request bit continues to be queued waiting to be sent
upstream. If a new frame enters the virtual queue waiting to be sent downstream, a new
request bit is generated and queued behind the old request bit, and such a queue can
continue to grow.

To explain the reason for a queue of request bits at a node, note that the request
bits do not indicate which node has a frame to send. Thus we could visualize a node
as sending its own request bit and queueing request bits from downstream; this would
correspond to the position of the frame in the virtual queue. Another rationale is that
there is a certain cleanness in ensuring that one and only one request bit is sent upstream
for each frame that is transmitted. This makes it possible for each node to determine
the loading on the bus by summing the busy bits traveling downstream (the number of
frames sent by upstream nodes) to the request bits traveling upstream (the number of
frames from downstream nodes for which request bits have been received).

We now give two examples of the operation of this system which show that the
system as explained is quite unfair in terms of giving much higher rates to some nodes
than others under certain conditions. We then explain a modification (see [HCM90]),
which is now part of the proposed standard. These examples demonstrate the peculiar
behavior that results from large propagation delays on the bus. Since DQDB is designed
as a metropolitan area network with a bit rate of 150 Mbps, large propagation delays
relative to the slot time are expected. For example a 30 km bus has about 50 slots in
simultaneous flight.

As the first example, suppose that initially only one node is sending data, and
then another node farther downstream becomes active. Initially, the upstream node is
filling all the slots with data, which it is allowed to do since it sees no request bits on
the bus in the upstream direction. Figure 4.27 illustrates the situation shortly after the
downstream node becomes active and sends a request bit which is propagating on the

0000800008

Busy —— -»
Figure 4.27 The upstream node on the
left has a large file of data and is filling

— cach downstream slot. The downstream

D D D D D D D node then receives a large file to send. The

first frame is in the virtual queue and the

=~ Requests request bit is traveling upstream.
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upstream bus. The downstream node cannot send its first frame until an idle slot appears
on the downstream bus, and cannot send another request bit upstream until the first frame
is sent.

When the request bit reaches the busy upstream node, that node allows a slot to
remain idle, and that slot propagates along the downstream bus (see Fig. 4.28). When the
idle slot reaches the busy downstream node, a frame is transmitted, a new frame enters
the virtual queue, and a new request bit starts to propagate upstream. It is evident that
the downstream node sends only one frame out of each round-trip propagation delay.
Thus the downstream node transmits one slot out of each 2n, where n is the number of
slots on the bus between the upstream and downstream node. With a separation of 30
km between the nodes, the downstream node receives less than one slot out of a hundred.

The next example is somewhat more complex and shows that a downstream node
is also capable of hogging the bus if it starts sending a long file before any upstream
node has anything to send. Figure 4.29 shows the situation before the upstream node
becomes busy. The upstream bus is full of slots containing request bits.

After the upstream node becomes active, it puts a frame in its virtual queue. As-
suming that this queue is initially empty, the frame is transmitted in the next slot and the
arriving request bit is queued. When the next frame enters the virtual queue, it must wait
for the queued request before being transmitted, and during this time two new requests
join the virtual queue. Figure 4.30 illustrates the situation before the first busy slot from
the busy upstream node arrives at the busy downstream node.

idle
o O
Busy — — » Busy — — »
Figure 4.28 Continuation of Fig. 4.27 in
which the upstream node allows an idle slot
—4 propagate downstream after receiving a
D D D D D D D D request from the downstream node.
Busy — — »
Oo0oOo0dofoooaog
O > Figure 4.29 [lustration of situation in
Idles —— > which a downstream node is sending a
frame in every slot just before an upstream
) ~ — — Requests [ node becomes active. Note that the
upstream bus is full of slots carrying
D D request bits.
Busy ———»
goBpooobonooog o
- > Figure 4.30 Continuation of Fig. 4.29
Idle and busy —— > showing the scenario as the first busy slot
arrives at the downstream node. Note that
~ — — Requests O the first busy slot between the two nodes is
followed by one idle slot. the second by
E} . D two idle slots. and so forth.
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Each time a busy slot from the busy upstream node passes the busy downstream
node, the downstream node cannot enter a new frame into its virtual queue and thus
cannot place a request bit in the corresponding upstream slot. Thus the sequence of
requests and no requests on the upstream bus can be viewed as an extension of the
idle and busy slots, respectively, on the downstream bus, circling around at the busy
downstream node (see Fig. 4.31). It turns out that in steady state, the downstream
node obtains approximately v/2n slots for each slot obtained by the upstream node (see
[HCMO90]).

There are several observations that can be made from these examples. First, in the
case of two users with large files, the first user to start transmission receives an inordinate
share of the slots, and this unfairness will persist for arbitrarily long files. Second, in
both examples, each request sent upstream by the downstream node eventually returns
downstream in the form of an idle slot, and each such idle slot gives rise to a further
request going upstream. The total number p of these requests and idle slots between
the two nodes (including the requests queued at the upstream node) remains fixed for
the duration of the file transfers. We call p the number of reservations captured by the
downstream node. In the first example above, p = 1, and in the second, p = 2n. For
fair operation, it would be desirable for p to be approximately n.

Note that something very peculiar has happened; only one frame is allowed into
the virtual queue at a time (thus making it look like the system is providing some sort
of round-robin service to the nodes), but in fact a large number p of reservations can be
pipelined through the upstream nodes for service at the given node. In fact, because of
the large propagation delay and the prevalence of a small number of nodes sending large
files, it is essential for p to be larger than 1.

Consider now what happens in the second example if the downstream node com-
pletes its file transfer. There will be 2n idle slots that propagate past the downstream
node and never get used, even though the upstream node still has data. Even if fairness
were achieved between the nodes, there would still be n wasted slots when the down-
stream node becomes idle. What can be said about throughput, however, is that if the
farthest downstream node that has data to send is always busy, no slot is ever wasted
(i.e., that node will fill any idle slot that it sees).

Fortunately, the fairness problem described above can be cured. One cure is to
change the rule followed by each node when it has a frame at the front of the virtual
queue and sees an idle slot. As described above, the node always inserts the frame into
the idle slot under these circumstances. In the modified system, the node only inserts
its frame into the idle slot a given fraction 1 — f of the time. In terms of example 1,

Busy —— »
U000 oooocos
> Figure 4.31 Continuation of Fig. 4.29
Idle and busy ——-» showing the scenario as the first nonrequest
slot arrives at the upstream node. Note
\ — — — Requests \ O that successive nonrequest (busy) slots are
followed by increasing numbers of request
|—_—I E-_j D [:] (idle) slotsAy ¢ «
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this modification forces the upstream node to insert occasional extra idle slots, which
allows the downstream node to increase its number of reservations gradually. In terms
of example 2, the downstream node, when inserting extra idles, is also inhibited from
sending requests upstream; this reduces its number of reservations. Thus, as shown in
[HCM90], the number of reservations approaches the fair value. This modification is
now a part of the 802.6 draft standard.

The problem with the modification above is that it wastes part of the throughput
of the system. For the case of two nodes with large files, for example, the fraction of
the throughput that is wasted can be shown to be f/(f + 2), where f is the fraction of
time that a node leaves an idle slot empty when it has a frame at the front of the virtual
queue. One can choose f arbitrarily small, but this slows the rate at which the system
converges to fair operation (see [HCM90)].

Both DQDB and FDDI have considerable promise as high-speed networks. FDDI
has the advantage of simple guarantees on rate and delay, whereas DQDB has the ad-
vantage of compatibility with ATM. Neither use optical fiber in an ideal way, however;
since each node must read all the data, the speed of these networks is limited by the
electronic processing at the nodes.

Expressnet. There are other approaches to high-speed local area networks using
unidirectional buses but allowing variable-length frames. The general idea in these
approaches is to combine the notion of an implicit token (i.e., silence on the bus) with
collision detection. To see how this is done, consider Fig. 4.32, and for now ignore the
problem of how packets on the bus get to their destinations. Assume that a node on
the left end of the bus has just finished transmission. Each subsequent node that has a
packet to send starts to transmit carrier as soon as it detects the channel to be idle.

If 4 is the time required for a node to detect idle and to start transmitting car-
rier, we see from the figure that if two nodes have packets to send at the completion

Propagation of
end of packet
from 1 down bus

Node 1 .....
N Time — End of packet

from 2

Node 2 |- PN B
oce N Carrier from node 2.-.-.\

Packet from node
Carrier, then collision -
detect from node 3 -

Node 3 |,

Node 4 |- PRPL AN .
N +. Carrier, then collision .
detect from node 4 .-,

Figure 4.32 Implicit tokens on a unidirectional bus. Each node with traffic transmits
carrier on hearing silence, then defers to upstream nodes on hearing carrier.
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of a given packet, the second node will start to send carrier at a delay ¢ after the end
of the previous packet passes that node. The carrier sent by the first node will reach
the second node at essentially the same time as the second node starts to send carrier.
Since the second node can detect whether or not the first node is sending carrier after
another delay of 6, the second node (and all further nodes) can terminate the transmis-
sion of carrier after this delay 6. Thus, if each node starts to transmit its packet after
sending carrier for 6, the node is assured that no earlier node can be transmitting, and
that all subsequent nodes will cease transmitting before any of the packet information
arrives.

We see that the implicit token is simply the termination of transmission on the line.
The time v for this token to travel from one node to the next is simply the propagation
time from one node to the next. We view the length of the packet as containing 6 units
of time for detection at the end and ¢ units of time for carrier at the beginning. In a
sense, this is the ideal system with TDM reservations. The time for making a reservation
consists only of propagation delay (essentially the implicit token has zero length), and
the packets follow immediately after the reservations.

The discussion above ignored the questions of how to receive the transmitted
packets and how to return to the beginning of the bus and restart the process after all
nodes have their turns. We first illustrate how these problems are solved in the Expressnet
system [TBF83], and then briefly describe several alternative approaches.

Expressnet uses a unidirectional bus with two folds as shown in Fig. 4.33. Packets
are transmitted on the first portion of the bus, as explained above, and nodes read the
packets from the third portion of the bus. When a silence interval longer than §é is
detected on the third portion of the bus, it is clear that all nodes have had a chance to
transmit and it is time to start a new cycle. Thus, all nodes with packets to send again
start to send carrier. Because of the double fold in the bus, however, nodes on the left
end of the bus hear the idle signal before those on the right, and the carrier signals will
again overlap for the next cycle as in Fig. 4.32.

The system is still not quite complete, since there is a problem if no node has a
packet to send in a cycle. This is solved by having all nodes, busy or not, transmit carrier
for a duration 6 when they hear the onset of a silent interval longer than é on the third
portion of the bus. All nodes with packets must then extend their burst of carrier to a
duration 26. This extra period of ¢ is necessary to detect silence on the first portion of
the bus if none of the earlier nodes have packets to send. These extra bursts of carrier
from all nodes keep the system synchronized during idle periods.

Since the propagation delay from when a node starts to transmit until the signal
arrives at the corresponding point on the third portion of the bus is 23, and since the

> Figure 4.33 Bus structure for Expressnet.
C - Each node transmits on the lower portion
) of the bus and listens on both lower and
upper portions. Contention is resolved on
the lower portion with the leftmost node
--------- taking priority. Reception and detection of
the end of a cycle takes place from the
upper portion.
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transmission of the burst of carrier and its detection take time 26, we see that the average
reservation interval is

B+ 6)
m

v=2

(4.85)

Equations (4.70) and (4.71) again give the expected queueing delay for multiple packets
per reservation and a single packet per reservation, respectively.

There are many possible variations on how to use this unidirectional bus. One could
replace the double-folded structure with a single fold, reading packets on the return trip
on the bus, and using a special node at the left end of the bus to start new cycles.
One could also use two buses, one in each direction. A node could then send traffic to
nodes on its right on the right-going bus and traffic to nodes on its left on the left-going
bus as in DQDB. Special nodes on each end of the two buses would then interchange
information for starting new cycles in each direction. Other possibilities include using
a separate control wire, or a separate frequency band, to take the place of the implicit
reservation tokens. [FiT84] contrasts a large set of these possible approaches.

Homenets. The previous approaches to higher-speed local networks were based
on the use of a unidirectional bus. CATV systems, on the other hand, typically have
a tree structure with transmissions from the root of the tree being broadcast throughout
the tree. To use such networks for data, there is usually a separate frequency band for
communication from the leaves of the tree in toward the root. When packets are sent
inward toward the root from different leaves, there is the usual problem of collisions,
but the use of implicit reservation tokens based on bus position no longer works.

Homenets [MaN85] provide an interesting approach to coping with the problem
of large 3 on such a net. The idea is to break up the CATV net into subnets called
homenets. Each homenet forms its own subtree in the overall network tree, as shown in
Fig. 4.34, and each homenet has its own frequency bands, one for propagation inward
toward the root and the other for propagation outward. This strategy cures the problem
of large 3 in two ways. First, the propagation delay within a homenet is greatly reduced
from its value in the entire net, and second, by using a restricted bandwidth, the data rate
within the homenet is reduced. With this twofold decrease in /3, it becomes reasonable
to use CSMA/CD within the homenet.

This leaves us with two unanswered questions. First, since the nodes transmit their
packets inward toward the root, how do other outlying nodes in the same homenet hear
collisions? Second, how are the packets received by nodes outside the homenet? The
solution to the first question is for the node at the root of a given homenet to receive
the signal on the homenet’s incoming frequency band and both to forward it toward
the root of the entire net and convert it to the homenet’s outgoing frequency band and
broadcast it back out to the homenet. This allows the nodes to detect collisions within
the propagation delay of the homenet. The solution to the second question is for all of
the incoming frequency bands to be forwarded to the root of the entire net, which then
converts these bands to the outgoing frequency bands and rebroadcasts all the signals
back through the entire network. The root node for each homenet then filters out the
signal from the overall root on its own outgoing frequency (since that signal is just a
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Root of subnet 2

Subnet 3
Root of subnet 3

Figure 4.34 A CATV network divided into subnets in the Homenet strategy. Each
subnet has one incoming and one outgoing frequency band and uses CSMA/CD to resolve
collisions with a subnet.

delayed replica of what it has already transmitted outward) and forwards the other bands
over its own homenet.

One additional advantage of this strategy is that the nodes need only transmit and
receive within these restricted frequency bands. When a session is set up between two
nodes, the receiver at each node must know of the outgoing frequency band for the
sender’s homenet, and then it simply receives the desired packets out of the signal in
that band.

4.5.6 Generalized Polling and Splitting Algorithms

Section 4.5.5 treated multiaccess systems in the presence of large propagation delays.
Here, we look at the opposite case in which 3 < 1. One example of this arises with
very short buses, such as in the back plane of a multimicroprocessor system. Another
example occurs for polling on multidrop telephone lines; here the data rates are small,
leading to packet transmission times much greater than the propagation delay.

In these situations, we see from Eqgs. (4.83) and (4.84) that the reservation time per
node v is linearly increasing with the detection delay 6 and with the (implicit or explicit)
token delay. From the queueing delay formulas, Egs. (4.70) and (4.71), the queueing
delay is mv /2 in the limit of light load; furthermore, if mu is large relative to the packet
transmission time, delay increases at least linearly with mu at all stable loads. Thus, we
want to reduce muv, the reservation overhead per cycle.

For simplicity, we now model the multiaccess channel, at least for the purpose of
reservations, as a bit synchronous binary “or” channel. That is, at each bit time, the
output of the channel is 1 if the input for one or more nodes is 1; otherwise, the output is
0. This is a reasonable model if a separate control wire is used for reservations; it is also
reasonable if nodes use short bursts of carrier 10 request reservations (i.e., the existence
of carrier can be detected, but not the number of nodes sending carrier).
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This model is very similar to our original slotted multiaccess model in Section 4.2.
One difference is that the slot time is reduced to a single bit time; the other difference
is that the feedback, instead of being 0,1,e, is now O or positive. We regard the slots as
reservation slots and recognize (as in the examples above), that packets can be transmitted
at higher rates than one bit per reservation slot. The question of interest is: How many
reservation slots are required to make a reservation?

The simplest strategy within this model is to make reservations by TDM within
the reservation slots. Under heavy loading, most nodes will have a packet to send at
each turn, and almost each reservation slot successfully establishes a reservation. In the
light loading limit, an arriving packet has to wait m/2 reservation slots on the average;
this is the situation we would like to avoid.

A better strategy, under light loading, is to use a logarithmic search for a node with
a packet (see [NiS74] and [Hay76]). Suppose that the nodes are numbered 0 to m — 1
and let ny,.... ny be the binary representation of any given node number where

k = llog, m)

The algorithm proceeds in successive collision resolution periods (CRP) to find the
lowest-numbered node that has a packet to send. In the first slot of a CRP, all active
nodes (i.e., all nodes with waiting packets) send a 1 and all other nodes send 0 (i.e.,
nothing). If the channel output, say yo, is 0, the CRP is over and a new CRP starts on
the next slot to make reservations for any packets that may have arrived in the interim.
If yo = 1 on the other hand, one or more nodes have packets and the logarithmic search
starts.

Assuming that yo = 1, all active nodes with n; = 0 send a 1 in the next slot.
If y, the output in this slot, is 1, it means that the lowest-numbered node’s binary
representation starts with 0; otherwise, it starts with 1. In the former case, all active
nodes with n; = 1 become inactive and wait for the end of the CRP to become active
again. In the latter case, all active nodes have n; = | and all remain active.

The general rule on the (i + 1)* slot of the CRP, 1 < i < k (assuming that
yo = 1), is that all active nodes with n; = 0 send a I; at the end of the slot, if the
channel output y; is 1, all nodes with n; = 1 become inactive. Figure 4.35 shows an
example of this strategy. It should be clear that at the end of the (k + 1)¥ slot, only the
lowest-numbered node is active and the binary representation of that node’s number is
the bitwise complement of yy, ..., Y.

To maintain fairness and to serve the nodes in round-robin order, the nodes should
be renumbered after each reservation is made. If the reservation is for node n, say, each
node subtracts n + 1 modulo m from its current number. Thus, a node’s number is one
less than its round-robin distance from the last node that transmitted; obviously, this rule
could be modified by priorities in any desired way.

Assuming that a packet is sent immediately after a reservation is made and that
the next CRP starts after that transmission, it is easy to find the expected delay of this
algorithm. Each CRP that starts when the system is busy lasts for £+ 1 reservation slots.
Thus, we regard the packet transmission time as simply being extended by these & + 1
slots. If the system is empty at the beginning of a CRP, the CRP lasts for one reservation

Samsung Exhibit 1015, Page 359 of 573



344 Multiaccess Communication Chap. 4

Nodes Output
000 001 010 011 100 101 110 111 y

Slot 1
Slot 2
Slot 3
Slot 4

o o oo
o o o o
_ O =
S O =
[ B - )
o o o o
S O O =
S o o O
—_ O =

Figure 4.35 Logarithmic scarch for the lowest-numbered active node. Nodes 010. O11. and 110
have packets. At the end of slot 2. node 110 becomes inactive: at the end of slot 4. node 011
becomes inactive. Outputs from slot 2 to 4, complemented. are 010.

slot and this can be regarded as the server going on vacation for one reservation slot.
Equation (3.55) gives the queueing delay for this system.

In contrasting this logarithmic search reservation strategy with TDM reservations,
we see that logarithmic search reduces delay from m/2 to k 4 1 reservation slots per
packet for light loads but increases delay from | to k + 1 reservation slots per packet
at heavy loads. The obvious question is: How do we combine these strategies to have
the best of both worlds? The answer to this question comes from viewing this problem
as a source coding problem, much like the framing issue in Chapter 2. The TDM
strategy here corresponds to the use of a unary code there to encode frame lengths. The
logarithmic search here corresponds to the use of ordinary binary representation. We
noticed the advantage there of going to a combined unary-binary representation. In the
current context, this means that each CRP should test only a limited number of nodes,
say the 27 lowest-numbered nodes, at a time. If the output is 1, the lowest-numbered
node in that set is resolved as above in j additional slots. If the output is 0, 2/ is
subtracted from each node’s number and the next CRP starts. Problem 4.30 finds the
expected number of reservation slots per packet and the optimal choice of j under several
different assumptions.

Note the similarity of these algorithms to the splitting algorithms of Section 4.3.
The ideas are the same, and the only difference is that “success” cannot be distinguished
from collision here; thus, even though only one node in an active subset contains a
packet, the subset must be split until only one node remains.

4.6 PACKET RADIO NETWORKS

Section 4.1.4 briefly described packet radio networks as multiaccess networks in which
not all nodes could hear the transmissions of all other nodes. This feature is characteristic
both of line-of-sight radio communication in the UHF band (300 to 3,000 MHz) and also
of non-line-of-sight communication at HF (3 to 30 MHz). Our interest here is in the
effect of partial connectivity on multiaccess techniques rather than the physical charac-
teristics of the radio broadcast medium.
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Figure 4.36 Packet radio network: each
edge indicates that two nodes at the ends of
the edge can hear each other’s transmission.

The topology of a radio network can be described by a graph as in Fig. 4.36. The
graph, G = (N.L), contains a set of nodes 'V and a set of links L. Each link in L
corresponds to an ordered pair of nodes, say (/. j), and indicates that transmissions from
¢ can be heard at j. In some situations, node j might be able to hear i, but i is unable
to hear j. In such a case (i, j) € L but (j,i) € L. This asymmetry does not occur in
Fig. 4.36, where each edge denotes two links, one in each direction.

Our assumption about communication in this multiaccess medium is that if node /
transmits a packet, that packet will be correctly received by node j if and only if

1. There is a link from i to j [i.e., (i.j) € L], and
2. No other node % for which (k. j) € L is transmitting while 7 is transmitting, and
3. j itself is not transmitting while ¢ is transmitting.

Thus. for Fig. 4.36, we see that if nodes | and 3 are transmitting simultaneously. node
2 will correctly receive the packet from 1 and node 4 will correctly receive the packet
from 3. On the other hand, if nodes 2 and 3 are transmitting simultaneously, nodes 1
and 4 will each see a collision, but node 5 will correctly receive the packet from 3.

It can be seen from this example that having a large number of links in a graph
is not necessarily desirable. A large number of links increases the number of pairs of
nodes that can communicate directly, but also increases the likelihood of collisions. This
trade-off is explored further in Section 4.6.3.

One interesting question that can now be posed is how much traffic can be carried
in such a network. Define a collision-free set as a set of links that can carry packets
simultaneously with no collisions at the receiving ends of the links. For example, {(1,2).
(3.4)] and [(2,1), (5,3)] are both collision-free sets; also. the empty set and each set
consisting of a single link are collision-free sets. It is convenient to order the links in
some arbitrary order and represent each collision-free set as a vector of 0’s and 1’s called
a collision-free vector (CFV). The (™ component of a CFV is 1 if and only if the (™ link
is in the corresponding collision-free set. For example, some CFVs are listed below for
the graph of Fig. 4.36.

12 2n (3 GhH 24H 2 GH @3 G5 (63

1 0 0 0 0 0 1 0 0 0
1 0 0 0 0 0 0 0 1 0
0 1 0 0 0 0 0 1 0 0
0 1 0 0 0 0 0 0 0 1
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4.6.1 TDM for Packet Radio Nets

One simple way to use a packet radio net is to choose a given collection of collision-free
sets and to cycle between them by TDM. That is, in the i™ slot of a TDM cycle, all
links in the 7™ collision-free set can carry packets. With such a TDM strategy, there are
no collisions, and the fraction of time that a given link can carry packets is simply the
fraction of the collection of collision-free sets that contain that link.

More compactly, if x).....z; are the CFVs corresponding to a collection of J

collision-free sets, the vector f = (ZJ :rj> /J gives the fraction of time that each link

can be used. As a slight generalization, the TDM frame could be extended and each
collision-free set could be used some arbitrary number of times in the frame. If a; is
the fraction of frame slots using the j“‘ collision-free set, then

f= Z(ljl‘] (4.86)
J

gives the fractional utilization of each link. A vector of the form Z] ajxj, in which
>ja;=1land a; >0 for 1 < j < J, is called a convex combination of the vectors
Tleeens x 7. What we have just seen is that any convex combination of CFVs can be ap-
proached arbitrarily closely as a fractional link utilization vector through the use of TDM.

Suppose that instead of using TDM as above, we use some sort of collision resolu-
tion approach in the network. At any given time, the vector of links that are transmitting
packets successfully is a CFV. Averaging this vector of successful link transmissions
over time, we get a vector whose ¢ component is the fraction of time that the £ link
is carrying packets successfully. This is also a convex combination of CFVs. Thus, we
see that any link utilization that is achievable with collision resolution is also achievable
by TDM.

One difficulty with TDM is that delays are longer than necessary for a lightly
loaded network. This is not as serious as when all nodes are connected to a common
receiver, since if all nodes have only a small number of incoming links, many links can
transmit simultaneously and the waiting for a TDM slot is reduced.

A more serious problem with the TDM approach is that the nodes in a packet radio
network are usually mobile, and thus the topology of the network is constantly changing.
This means that the collision-free sets keep changing, requiring frequent updates of the
TDM schedule. This is a difficult problem since even for a static network, the problem
of determining whether a potential vector of link utilizations is a convex combination of
CFVs falls into a class of difficult problems known as NP complete [Ari84]. See [PaS82]
for an introduction to the theory of NP complete problems; for our purposes, this simply
indicates that the worst-case computational effort to solve the problem increases very
rapidly with the number of links in the network. The essential reason for this difficulty
is that the number of different collision-free sets typically increases exponentially with
the number of links in the network.

Frequency-division multiplexing (FDM) can also be used for packet radio networks
in a way very similar to TDM. All links in a collision-free set can use the same frequency
band simultaneously, so in principle the links can carry the same amount of traffic as in
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TDM. This approach is used in cellular radio networks for mobile voice communication.
Here the area covered by the network is divided into a large number of local areas called
cells, with each cell having a set of frequency bands for use within the cell. The set
of frequency bands used by one cell can be reused by other cells that are sufficiently
separated from one another to avoid interference. This provides a simple and practical
way to choose a collection of collision-free sets. This same cellular separation principle
could be used for TDM.

The discussion so far has ignored the question of how to route packets from source
to destination. With the use of a given TDM or FDM structure, each link in the net has
a given rate at which it can send packets, and the resource-sharing interaction between
links has been removed. Thus, the problem of routing is essentially the same as in
conventional networks with dedicated links between nodes; this problem is treated in
Chapter 5. When collision resolution strategies are used, however, we shall see that
routing is considerably more complicated than in the conventional network case.

4.6.2 Collision Resolution for Packet Radio Nets

Collision resolution is quite a bit trickier for packet radio nets than for the single-receiver
systems studied before. The first complication is obtaining feedback information. For
the example of Fig. 4.36, suppose that links (2,4) and (3,5) contain packets in a given
slot. Then node 4 perceives a collision and node 5 correctly receives a packet. If nodes 5
and 4 send feedback information, node 3 will experience a feedback collision. A second
problem is that if a node perceives a collision, it does not know if any of the packets
were addressed to it. For both reasons, we cannot assume the perfect 0,1,e feedback that
we assumed previously. It follows that the splitting algorithms of Section 4.3 cannot be
used and the stabilization techniques of Section 4.2.3 require substantial revisions.

Fortunately, slotted and unslotted Aloha are still applicable, and to a certain extent,
some of the ideas of carrier sensing and reservation can still be used. We start by
analyzing how slotted Aloha can work in this environment. When an unbacklogged
node receives a packet to transmit (either a new packet entering the network, or a packet
in transit that has to be forwarded to another node), it sends the packet in the next slot.
If no acknowledgment (ack) of correct reception arrives within some time-out period, the
node becomes backlogged and the packet is retransmitted after a random delay. Finally,
a backlogged node becomes unbacklogged when all of its packets have been transmitted
and acked successfully.

There are a number of ways in which acks can be returned to the transmitting
node. The simplest is that if node i sends a packet to j that must be forwarded on to
some other node k, then if ¢ hears j’s transmission to A, that serves as an ack of the
(7, 7) transmission. This technique is somewhat defective in two ways. First, some other
technique is required to ack packets whose final destination is j. Second, suppose that
J successfully relays the packet to k, but 7 fails to hear the transmission because of a
collision. This causes an unnecessary retransmission from ¢ to j, and also requires some
way for j to ack, since j has already forwarded the packet to k. Another approach,
which can be used in conjunction with the implicit acks above, is for each node to
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include explicit acks for the last few packets it has received in each outgoing packet.
This approach requires a node to send a dummy packet carrying ack information if the
node has no data to send for some period. A third approach, which seems somewhat
inferior to the approach above, is to provide time at the end of each slot for explicit acks
of packets received within the slot.

Let us now analyze what happens in slotted Aloha for a very heavily loaded
network. In particular, assume that all nodes are backlogged all the time and have packets
to send on all outgoing links at all times. We can assume that the nodes have infinite
buffers to store the backlogged packets, but for the time being, we are not interested in
the question of delay. This assumption of constant backlogging is very different from
our assumptions in Section 4.2, but the reasons for this will be discussed later. For all
nodes 7 and j, let ¢;; be the probability that node i transmits a packet to node j in any
given slot, and let (Q; be the probability that node ¢ transmits to any node. Thus,

Qi = qu‘ (4.87)
J

To simplify notation, we simply assume that ¢;; is zero if (4, j) is not in the set
of links L. Let p;; be the probability that a transmission on (i, j) is successful. Under
our assumption of heavy loading, each node transmits or not in a slot independently of
all other nodes. Since p;; is the probability that none of the other nodes in range of j,
including j itself, is transmitting, we have

py=0-Q) ] a-@u (4.88)
ki(k.j)EL
ki
Finally, the rate f;; of successful packet transmissions per slot (i.e., the throughput)
on link (i,7) is
fij = aij pij (4.89)

Equations (4.87) to (4.89) give us the link throughputs in terms of the attempt rates
q;; under the heavy-loading assumption. The question of greater interest, however, is
to find the attempt rates ¢;; that will yield a desired set of throughputs (if that set of
throughputs is feasible).

This problem can be solved through an iterative approach. To simplify notation,
let ¢ denote a vector whose components are the attempt rates ¢;;, let p and f be vectors
whose components are p;; and f;;, respectively, and let () be a vector with components
Q;. Given a desired throughput vector f, we start with an initial ¢° which is a vector
of 0’s. We then use Egs. (4.87) and (4.88) to find Q° and p° (Q° is thus a vector of 0’s
and p° a vector of 1's). Equation (4.89) is then used to obtain the next iteration for g
that is, the components of ¢! are given by

_Ju

=5 (4.90)
Dy

1
4i;

For each successive iteration, Q" is found from Eq. (4.87) using ¢", and p" is
found from Eq. (4.88) using Q"; then ¢™*! is found from Eq. (4.89) using p™. Note
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that ¢' > ¢° (i.e., each component of ¢' is greater than or equal to the corresponding
component of ¢°). Thus, Q' > Q° and p' < p°. From Eq. (4.89) it can then be seen that
¢*> > ¢'. Continuing this argument, it is seen that as long as none of the components of ()
exceed 1, ¢ is nondecreasing with successive iterations and p is nonincreasing. It follows
that either some component of ¢) must exceed 1 at some iteration or else ¢ approaches
a limit, say ¢*, and in this limit Eqgs. (4.87) to (4.89) are simultaneously satisfied with
the resulting Q* and p*.

We now want to show that if (4.87) to (4.89) have any other solution, say ¢'. Q’.p
(subject, of course, to ¢’ > 0,Q' < 1), then ¢ > ¢*, Q" > Q*, and p’ < p*. To see this,
we simply observe that ¢° < ¢/, Q° < @', and p® > p’. From Eq. (4.89), then, ¢! < ¢
Continuing this argument over successive iterations, ¢" < ¢',Q™ < @', and p™ > p’ for
all n, so the result holds in the limit. This argument also shows that if some component
of Q" exceeds 1 for some n, then Eqs. (4.87) to (4.89) have no solution (i.e., that the
given f is infeasible).

Next, assume we know the input rates to the network and know the routes over
which the sessions will flow, so that in principle we can determine the steady-state rates

l’J at which the links must handle traffic. We would like to choose the throughputs of
each link under heavy load to exceed these steady-state rates so that the backlogs do
not build up indefinitely. One approach then is to find the largest number 3 > 1 for
which f = 3f’ is feasible under the heavy-load assumption. Given this largest f, and
the corresponding attempt rates ¢, we can then empty out the backlog as it develops.

There is one difficulty here, and that is that if some nodes are backlogged and others
are not, the unbacklogged nodes no longer choose their transmission times independently.
Thus, it is conceivable in bizarre cases that some backlogged nodes fare more poorly
when other nodes are unbacklogged than they do when all nodes are backlogged. Problem
4.32 gives an example of this phenomenon. One way to avoid this difficulty is for new
packets at a node to join the backlog immediately rather than being able to transmit in
the next slot. This, of course, increases delay under light-loading conditions. The other
approach is to live dangerously and hope for the best. To a certain extent, one has to
do this anyway with packet radio, since with a changing topology, one cannot maintain
carefully controlled attempt rates.

Our reason for focusing on the heavily loaded case is that the number of links
entering each node is usually small for a packet radio net, and thus the attempt rates can
be moderately high even under the heavy-loading assumption. For the single-receiver
case, on the other hand, the number of nodes tends to be much larger, and thus the
attempt rates appropriate for heavy loading tend to create large delays. The other reason
is that stabilization is a much harder problem here than in the single-receiver case: a node
cannot help itself too much by adjusting its own attempt rates, since other nodes might be
causing congestion but not experiencing any congestion themselves (see Problem 4.32).

!

4.6.3 Transmission Radii for Packet Radio

In the previous subsections, we viewed the set of links in a packet radio net as given. It
can be seen, however, that if a node increases its transmitter power, its transmission will
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be heard by a larger set of nodes. The following qualitative argument shows that it is
desirable to keep the power level relatively small so that each node has a moderately small
set of incoming and outgoing links. Assume for simplicity that we have a symmetric net
in which each node has exactly n incoming links and n outgoing links. Suppose further
that each link has an identical traffic-carrying requirement. It is not hard to convince
oneself that Eqs. (4.87) to (4.89) are satisfied by an identical attempt rate ¢ on each link.
Each @Q; is then ng, each p;; is given by (1 — ng)", and finally,

f=q —ng" (4.91)

It is easy to verify that f is maximized by choosing ¢ = 1/[n(n + 1)), and the
resulting value of f is approximately 1/(en?). Each node then sends packets successfully
at a rate of 1/en. If there are m nodes in the network and the average number of links
on the path from source to destination is .J, the rate at which the network can deliver
packets is m/(Jen) packets per slot.

Now let us look at what happens when the transmission radius 12 over which a
node can be heard varies. The number of nodes within radius R of a given node will
vary roughly as R*; so the rate at which an individual node sends packets successfully
will decrease as 1/R?. On the other hand, as R increases, the routing will presumably
be changed to send the packets as far as possible toward the destination on each link of
the path. Thus, we expect the number of links on a path to decrease as 1/R. Thus, if
J is proportional to 1/R and n is proportional to R?, the rate at which the network can
deliver packets is proportional to 1/R, leading us to believe that R should be kept very
small.

The very crude analysis above leaves out two important factors. First, when R
and n are large, a packet can move almost a distance R toward its destination on each
link of a well-chosen path, so that J is essentially proportional to 1/R in that region.
When R gets small, however, the paths become very circuitous and thus, J increases
with decreasing R much faster than 1/R. Second, when R is too small, the network
is not very well connected, and some links might have to carry very large amounts of
traffic. This leads us to the conclusion that R should be small, but not too small, so that
n is considerably larger than 1. Takagi and Kleinrock [TaK85] have done a much more
careful analysis (although still with some questionable assumptions) and have concluded
that the radius should be set so that n is on the order of 8.

4.6.4 Carrier Sensing and Busy Tones

We saw in Section 4.4 that carrier sensing yielded a considerable improvement over slot-
ted Aloha in the situation where all nodes could hear all other nodes and the propagation
delay is small. For line-of-sight radio, the propagation delay is typically small relative
to packet transmission times, so it is reasonable to explore how well carrier sensing
will work here. Unfortunately, if node i is transmitting to node j, and node & wants
to transmit to j, there is no assurance that k can hear i. There might be an obstruction
between ¢ and k, or they might simply be out of range of each other. Thus, carrier
sensing will serve to prevent some collisions from occurring, but cannot prevent others.
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To make matters worse, with carrier sensing, there is no uniform slotting structure, and
thus, carrier sensing loses some of the advantage that slotted Aloha has over pure Aloha.
Finally, radio transmission is subject to fading and variable noise, so that the existence
of another transmitting node, even within range, is hard to detect in a short time. For
these reasons, carrier sensing is not very effective for packet radio.

A busy tone ([ToK75] and [SiS81]) is one approach to improving the performance
of carrier sensing in a packet radio network. Whenever any node detects a packet being
transmitted, it starts to send a signal, called a busy tone, in a separate frequency band.
Thus, when node ¢ starts to send a packet to node j, node j (along with all other nodes
that can hear 7) will start to send a busy tone. All the nodes that can hear j will thus
avoid transmitting; thus, assuming reciprocity (i.e., the nodes that can hear j are the
same as the nodes that j can hear), it follows that j will experience no collision.

A problem with the use of busy tones is that when node i starts to send a packet,
all the nodes in range of ¢ will start to send busy tones, and thus every node within range
of any node in range of 7 will be inhibited from transmitting. Using the very crude type
of analysis in the last subsection, and assuming a transmission radius of R, we see that
when node ¢ starts to transmit, most of the nodes within radius 2R of 7 will be inhibited.
This number will typically be about four times the number of nodes within radius R
of the receiving node, which is the set of nodes that should be inhibited. Thus, from a
throughput standpoint, this is not a very promising approach.

Another variation on the busy tone approach is for a node to send a busy tone
only after it receives the address part of the packet and recognizes itself as the intended
recipient. Aside from the complexity, this greatly increases 3, the time over which
another node could start to transmit before hearing the busy tone.

It can be seen that packet radio is an area in which many more questions than
answers exist, both in terms of desirable structure and in terms of analysis. Questions of
modulation and detection of packets make the situation even more complex. In military
applications, it is often desirable to use spread-spectrum techniques for sending packets.
One of the consequences of this is that if two packets are being received at once, the
receiver can often lock on to one, with the other acting only as wideband noise. If
a different spread-spectrum code is used for each receiver, the situation is even better,
since the receiver can look for only its own sequence and thus reject simultaneous packets
sent to other receivers. Unfortunately, attenuation is often quite severe in line-of-sight
communication, so that unwanted packets can arrive at a node with much higher power
levels than the desired packets, and still cause a collision.

SUMMARY

The central problem of multiaccess communication is that of sharing a commu-
nication channel between a multiplicity of nodes where each node has sporadic service
requirements. This problem arises in local area networks, metropolitan area networks,
satellite networks, and various types of radio networks.
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Collision resolution is one approach to such sharing. Inherently, collision resolution
algorithms can achieve small delay with a large number of lightly loaded nodes, but
stability is a major concern. The joint issues of stability, throughput, and delay are
studied most cleanly with the infinite node assumption. This assumption lets one study
collision resolution without the added complication of individual queues at each node.
Under this assumption, we found that throughputs up to 1/e packets per slot were possible
with stabilized slotted Aloha, and throughputs up to 0.487 packets per slot were possible
with splitting algorithms.

Reservations provide the other major approach to multiaccess sharing. The channel
can be reserved by a prearranged fixed allocation (e.g., TDM or FDM) or can be reserved
dynamically. Dynamic reservations further divide into the use of collision resolution
and the use of TDM (or round-robin ordering) to make the reservations for channel use.
CSMA/CD (i.e., Ethernet) is a popular example of the use of collision resolution to make
(implicit) reservations. Token rings. token buses, and their elaborations are examples of
the use of round-robin ordering to make reservations.

There are an amazing variety of ways to use the special characteristics of particular
multiaccess media to make reservations in round-robin order. Some of these variations
require a time proportional to 3 (the propagation delay) to make a reservation, and
some require a time proportional to .3/m, where m is the number of nodes. The latter
variations are particularly suitable for high-speed systems with 3 > 1.

Packet radio systems lie at an intermediate point between pure multiaccess systems,
where all nodes share the same medium (and thus no explicit routing is required), and
point-to-point networks, where routing but no multiaccess sharing is required. Radio
networks are still in a formative and fragmentary stage of research.

'NOTES, SOURCES, AND SUGGESTED READING

Section 4.2.  The Aloha network was first described in [Abr70] and the slotted im-
provement in [Rob72]. The problem of stability was discussed in [Met73], [LaK75], and
[CaH75]. Binary exponential backoft was developed in [MeB76]. Modern approaches
to stability are treated in [HalL82] and [Riv85].

Section 4.3.  The first tree algorithms are due to [Cap77], [TsM78], and [Hay76].
[Mas80] provided improvements and simple analysis techniques. The FCFS splitting
algorithm is due to [Gal78] and, independently, [TsM80]. Upper bounds on maximum
throughput (with assumptions | to 6b of Section 4.2.1) are in [Pip81] and [MiT81]. The
March 1985 issue of the IEEE Transactions on Information Theory is a special issue on
random-access communications; the articles provide an excellent snapshot of the status
of work related to splitting algorithms.

Section 4.4. The classic works on CSMA are [KIT75] and [Tob74].

Section 4.5.  The literature on local area networks and satellite networks is some-
what overwhelming. [Sta85] provides a wealth of practical details. Good source refer-
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ences in the satellite area are [JBH78], [CRW73], [Bin75], and [WiE80]. For local area
networks, [MeB76] is the source work on Ethernet, and [FaN69] and [Fal.72] are source
works on ring nets. [CPR78] and [KuR82] are good overview articles and [Ros86] pro-
vides a readable introduction to FDDI. [FiT84] does an excellent job of comparing and
contrasting the many approaches to implicit and explicit tokens and polling on buses.
Finally, DQDB is treated in [NBH88] and [HCM90].

Section 4.6. [KGB78] provides a good overview of packet radio. Busy tones are
described in [ToK75] and [SiS81]. Transmission radii are discussed in [TaK85].

PROBLEMS

4.1 (a) Verify that the steady-state probabilities p, for the Markov chain in Fig. 4.3 are given
by the solution to the equations
n+l1

Pn = Z piPin

i=0

(b) For n < m, use part (a) to express p,| in terms of pg,py,...,Pn.
(c) Express p; in terms of py and then p> in terms of pg.
(d) For m = 2, solve for py in terms of the transition probabilities.

4.2 (a) Show that Psycc in Eq. (4.5) can be expressed as

(m — n)qa ngr

Psyee =
e [ 1 —qa I —gqr

} (I—qa)" " —g)"

(b) Use the approximation (1 — )Y = ¢~ ¥ for small r to show that for small g and ¢,
Poyee = G(")fi(;(”)

where G(n) = (m — n)ga + ngr.
(¢} Note that (I — 2)¥ = ¢¥"™1=2) Expand In(1 — ) in a power series and show that

(1-x¥ 22y 2y
T P\ T3

Show that this ratio is close to 1 if » <« 1 and xzy < 1.
4.3 (a) Redraw Fig. 4.4 for the case in which ¢, = 1/m and ¢q = 1/me.

(b) Find the departure rate (i.e., Psucc) in the fully backlogged case n = m.

(c) Note that there is no unstable equilibrium or undesired stable point in this case and
show (graphically) that this holds true for any value of ga.

(d) Solve numerically (using g, = 1/me) for the value of G at which the stable point
occurs.

(e) Find n/m at the stable point. Note that this is the fraction of the arriving packets that
are not accepted by the system at this typical point.
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4.5
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Consider the idealized slotted multiaccess model of Section 4.2.1 with the no-buffering

assumption. Let ng be the number of backlogged nodes at the beginning of the k™ slot and

let 72 be the expected value of ny over all k. Note that 7@ will depend on the particular way

in which collisions are resolved, but we regard 7 as given here (see [HIG81]).

(a) Find the expected number of accepted arrivals per slot, N, as a function of m, m, and
ga, Where m is the number of nodes and ¢, is the arrival rate per node.

(b) Find the expected departure rate per slot, Psyce, as a function of 7, m, and qq. Hint:
How is N, related to Psycc? Recall that both are averages over time.

(c¢) Find the expected number of packets in the system, Wsys, immediately after the begin-
ning of a slot (the number in the system is the backlog plus the accepted new arrivals).

(d) Find the expected delay T" of an accepted packet from its arrival at the beginning of a
slot until the completion of its successful transmission at the end of a slot. Hint: Use
Little’s theorem; it may be useful to redraw the diagram used to prove Little’s theorem.

(e) Suppose that the strategy for resolving collisions is now modified and the expected
backlog 7 is reduced to 7 < 7. Show that N, increases, Psyce increases, Fsys
decreases, and T decreases. Note that this means that improving the system with
respect to one of these parameters improves it with respect to all.

Assume for simplicity that each transmitted packet in a slotted Aloha system is successful

with some fixed probability p. New packets are assumed to arrive at the beginning of a

slot and are transmitted immediately. If a packet is unsuccessful, it is retransmitted with

probability ¢r in each successive slot until successfully received.

(a) Find the expected delay T from the arrival of a packet until the completion of its
successful transmission. Hint: Given that a packet has not been transmitted successfully
before, what is the probability that it is both transmitted and successful in the i™ slot
(7 > 1) after arrival?

(b) Suppose that the number of nodes m is large, and that g, and ¢ are small. Show that in
state 7, the probability p that a given packet transmission is successful is approximately
p= e~ where G(n) = (m — n)qe + ngr.

(c) Now consider the stable equilibrium state n* of the system where G = G(n*); Ge C =
(m — n*)ga. Substitute (b) into your expression for T for (a), using n = n™, and show
that .

n

T=1+ Qa(mfn*)

(Note that if n* is assumed to be equal to 7 in Problem 4.4, this is the same as the
value of T found there.)

(d) Solve numerically for T in the case where gom = 0.3 and grm = 1; show that
n* = m/8, corresponding to 1/8 loss of incoming traffic, and T = m/2, giving
roughly the same delay as TDM.

(a) Consider Psycc as given exactly in Eq. (4.5). For given go < 1/m, n > 1, show that
the value of g, that maximizes Psqcc satisfies

I glm=m) _ gn__,
1 —gr 1 —4qa 1 —gr

(b) Consider the value of ¢» that satisfies the equation above as a function of gq, say g-(qa).
Show that gr(ga) > go (assume that go < 1/m).

(¢) Take the total derivative of Psycc with respect to gq, using gr(gq) for g, and show that
this derivative is negative. Hint: Recall that O Psycc/Oqr is 0 at gr(ga) and compare
OPsyce/0qa with 8 Psucc/0gr.
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4.7

4.8

4.9

4.10

(d) Show that if ¢ is chosen to maximize Psyce and ¢r < 1, then Psyee is greater if
new arrivals are treated immediately as backlogged than if new arrivals are immediately
transmitted. Hint: In the backlog case, a previously unbacklogged node transmits with
probability gagr < ga-

Consider a slotted Aloha system with “perfect capture.” That is, if more than one packet

is transmitted in a slot, the receiver “locks onto” one of the transmissions and receives

it correctly; feedback immediately informs each transmitting node about which node was
successful and the unsuccessful packets are retransmitted later.

(a) Give a convincing argument why expected delay is minimized if all waiting packets
attempt transmission in each slot.

(b) Find the expected system delay assuming Poisson arrivals with overall rate A\. Hint:
Review Example 3.16.

(c) Now assume that the feedback is delayed and that if a packet is unsuccessful in the slot,
it is retransmitted on the &M subsequent slot rather than the first subsequent slot. Find
the new expected delay as a function of k. Hinr: Consider the system as k subsystems,
the ™ subsystem handling arrivals in slots j such that j mod k = 7.

Consider a slotted system in which all nodes have infinitely large buffers and all new arrivals

(at Poisson rate A/m per node) are allowed into the system, but are considered as backlogged

immediately rather than transmitted in the next slot. While a node contains one or more

packets, it independently transmits one packet in each slot, with probability ¢r. Assume

that any given transmission is successful with probability p.

(a) Show that the expected time from the beginning of a backlogged slot until the completion
of the first success at a given node is 1/pg,-. Show that the second moment of this time
is (2 — pgr)/(par).

(b) Note that the assumption of a constant success probability allows each node to be
considered independently. Assume that A/m is the Poisson arrival rate at a node, and
use the service-time results of part (a) to show that the expected delay is

1 1-2p
[T —
grp(1 —p) 21 —p)
A
) —
mpqr

(¢) Assume that p = 1 (this yields a smaller 7" than any other value of p, and corresponds
to very light loading). Find T for ¢ = 1/m;: observe that this is roughly twice the
delay for TDM if m is large.

Assume that the number of packets n in a slotted Aloha system at a given time is a Poisson

random variable with mean # > 1. Suppose that each packet is independently transmitted

in the next slot with probability 1/A.

(a) Find the probability that the slot is idle.

(b) Show that the a posteriori probability that there were n packets in the system, given an
idle slot, is Poisson with mean 7 — 1.

(¢) Find the probability that the slot is successful.

(d) Show that the a posteriori probability that there were n + 1 packets in the system, given
a success, is e~ (= l"(r‘z — 1)*/n! (i.e., the number of remaining packets is Poisson with
mean 11 — 1).

Consider a slotted Aloha system satisfying assumptions 1 to 6a of Section 4.2.1 except that

each of the nodes has a limitless buffer to store all arriving packets until transmission and
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that nodes receive immediate feedback only about whether or not their own packets were
successfully transmitted. Each node is in one of two different modes. In mode 1, a node
transmits (with probability 1) in each slot, repeating unsuccessful packets, until its buffer of
waiting packets is exhausted; at that point the node goes into mode 2. In mode 2, a node
transmits a “dummy packet” in each slot with probability ¢, until a successful transmission
occurs, at which point it enters mode 1 (dummy packets are used only to simplify the
mathematics). Assume that the system starts with all nodes in mode 2. Each node has

Poisson arrivals of rate A/m.

(a) Explain why at most one node at a time can be in mode 1.

(b) Given that a node is in mode 1, find its probability, p,, of successful transmission. Find
the mean time X between successful transmissions and the second moment X2 of this
time. Hint: Review the ARQ example in Section 3.5.1, with " = 1.

(¢) Given that all nodes are in mode 2, find the probability p; that some dummy packet is
successfully transmitted in a given slot. Find the mean time 7 until the completion of
such a successful transmission and its second moment 2.

(d) Regard the intervals of time when all nodes are in mode 2 as reservation intervals. Show
that the mean time a packet must wait in queue before first attempting transmission is

:%{f_}“‘ p=AX

W
where R is the mean residual time until completion of a service in mode 1 or completion
of a reservation interval, and S is the number of whole reservation intervals until the
node at which the packet arrived is in mode [.

(e) Show that

. A2-p1) [ 2-p m— 1
2p3(t = p) 2pp pal—p)

Show that W is finite if gr < (1 — M)/ Y,

Consider the somewhat unrealistic feedback assumption for unslotted Aloha in which all
nodes are informed, precisely 7 time units after the beginning of each transmission whether or
not that transmission was successful. Thus, in the event of a collision, each node knows how
many packets were involved in the collision, and each node involved in the collision knows
how many other nodes started transmission before itself. Assume that each transmission lasts
one time unit and assume that m = oo. Consider a retransmission strategy in which the
first node involved in a collision waits one time unit after receiving feedback on its collision
and then transmits its packet. Successive nodes in the collision retransmit in order spaced
one time unit apart. All new arrivals to the system while these retransmissions are taking
place wait until the retransmissions are finished. At the completion of the retransmissions,
each backlogged node chooses a time to start its transmission uniformly distributed over the
next time unit. All new arrivals after the end of the retransmissions above start transmission
immediately.

(a) Approximate the system above as a reservation system with reservation intervals of
duration 1 + 7 (note that this is an approximation in the sense that successful transmis-
sions will sometimes occur in the reservation intervals, but the approximation becomes
more accurate as the loading becomes higher). Find the expected packet delay for this
approximation (assume Poisson arrivals at rate A).

(b) Show that the delay above remains finite for all A < 1.
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412

4.13

4.14

4.15

4.16

This problem illustrates that the maximum throughput of unslotted Aloha can be increased
up to e~ ! at an enormous cost in delay. Consider a finite but large set m of nodes with
unlimited buffering at each node. Each node waits until it has accumulated & packets and
then transmits them one after the other in the next & time units. Those packets involved

in collisions, plus new packets, are then retransmitted a random time later, again k at a

time. Assume that the starting time of transmissions from all nodes collectively is a Poisson

process with parameter G (i.e., ignore stability issues).

(a) Show that the probability of success on the j‘h of the k packets in a sequence is
e~ C*+D_ Hini: Consider the intervals between the initiation of the given sequence
and the preceding sequence and subsequent sequence.

(b) Show that the throughput is kGe™ D and find the maximum throughput by opti-
mizing over G.

(a) Consider a CRP that results in the feedback pattern €,0, ¢, ¢, 1, 1,0 when using the tree
algorithm as illustrated in Fig. 4.9. Redraw this figure for this feedback pattern.

(b) Which collision or collisions would have been avoided if the first improvement to the
tree algorithm had been used?

(c) What would the feedback pattern have been for the CRP if both improvements to the
tree algorithms had been used?

Consider the tree algorithm in Fig. 4.9. Given that k collisions occur in a CRP, determine
the number of slots required for the CRP. Check your answer with the particular example of
Fig. 49. Hint 1: Note that each collision corresponds to a nonleaf node of the rooted tree.
Consider “building” any given tree from the root up, successively replacing leaf nodes by
internal nodes with two upward-going edges. Hint 2: For another approach, consider what
happens in the stack for each collision, idle, or success.

Consider the tree algorithm in Fig. 4.9. Assume that after each collision, each packet
involved in the collision flips an unbiased coin to determine whether to go into the left or
right subset.

(a) Given a collision of k packets, find the probability that 7 packets go into the left subset.
(b) Let A; be the expected number of slots required in a CRP involving k packets. Note

that Ag = A; = 1. Show that for k > 2,

k
k ke
Ak:1+2(i>2 B4 + App)
i=0

(c) Simplify your answer in part (b) to the form
k—1
A = cpk + Z Cik A
i=0
and find the coefficients c;;. Evaluate A, and A3 numerically. For more results on Ay
for large k, and the use of Ay, in evaluating maximum throughput, see [Mas80].

(a) Consider the first improvement to the tree algorithm as shown in Fig. 4.10. Assume
that each packet involved in a collision flips an unbiased coin to join either the left or
right subset. Let By be the expected number of slots required in a CRP involving k
packets; note that By = By = 1. Show that for k > 2,

k
ke _
Bk:1+Z(7>2 MBi+ Bu_p+ 27 By

i=1
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4.17

4.18

4.19

4.20

4.2
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(b) Simplify your answer to the form

k—1
B =Cix+ Y CixB;

i=1

and evaluate the constants Cz{k' Evaluate B, and Bj numerically (see {Mas80]).

Let X7, and Xy be independent Poisson distributed random variables, each with mean G.

Use the definition of conditional probabilities to evaluate the following:

(@ P{X, =0|X.+Xg2>2}

(b)y P{X;, =1|X.+Xgr >2}

(©) P{Xr >2|X.+Xp>2}

(d) P{XR: 1| X, =1.Xp+Xp 22}

() P{Xp=i| XL =0,X,+Xp>2} (i>2)

O P{Xp=1|Xy 22X +Xp2>2}

Suppose that at time &, the FCFS splitting algorithm allocates a new interval from 7'(k) to

T'(k) + . Suppose that this interval contains a set of packets with arrival times 7'(k) +

0.lag, T(k) + 0.6cg. T(k) + 0.7aq, and T(k) + 0.8ay.

(a) Find the allocation intervals for each of the subsequent times until the CRP is completed.

(b) Indicate which of the rules of Egs. (4.15) to (4.18) are used in determining each of these
allocation intervals.

(¢) Indicate the path through the Markov chain in Fig. 4.13 for this sequence of events.

(a) Show that 77, the expected number of packets successfully transmitted in a CRP of the
FCFS splitting algorithm, is given by

oC
m=1 —e_G“—Q—Zp(RJf)
=1

(Assume that the initial allocation interval is ag, with Gy = agA.)
(b) Show that

7 = Aao(l - E{f})

where E{f} is the expected fraction of ag returned to the waiting interval in a CRP.
(This provides an alternative way to calculate E{f}.)

Show, for Eq. (4.41), that if ny is a Poisson random variable with mean 7y, then the a
posteriori distribution of ny, given an idle, is Poisson with mean 7ix[1 — g-(724)]. Show that
the a posteriori distribution of ng — 1, given a success, is Poisson with mean 7ii[1 — gr(7ig)].

Slotted CSMA with Variable Packet Lengths. Assume that the time to transmit a packet is a

random variable X; for consistency with the slotted assumption, assume that X is discrete,

taking values that are integer multiples of 5. Assume that all transmissions are independent

and identically distributed (IID) with mean X =1

(a) Let Y be the longer of two IID transmissions X| and X [i.e., ¥ = max(X, X?)].
Show that the expected value of Y satisfies ¥ < 2X. Show that if X takes the value
of 3 with large probability and k3 (for a large &) with small probability, this bound is
close to equality.

(b) Show that the expected time between state transitions, given a collision of two packets,
is at most 2 + 3.
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4.22

4.23

(c) Let g(n) = A3 + grn be the expected number of attempted transmissions following a
state transition to state n, and assume that this number of attempts is Poisson with mean
g(n). Show that the expected time between state transitions in state n is at most

e 4+ (1 + g™ ™ + (1 + 5/2)g (e 7"

Ignore collisions of more than two packets as negligible.

(d) Find a lower bound to the expected number of departures per unit time in state n [see
Eq. (4.39)].

(e) Show that this lower bound is maximized (for small 3) by

g(n) = \/3

with a corresponding throughput of approximately 1 — 2./3.

Pseudo-Bayesian Stabilization for Unslotted CSMA. Assume that at the end of a transmission,
the number n of backlogged packets in the system is a Poisson random variable with mean
fi. Assume that in the idle period until the next transmission starts, each backlogged packet
attempts transmission at rate = and each new arrival starts transmission immediately. Thus,
given n, the time 7 until the next transmission starts has probability density p(7 | n) =
(A + zn)e” AFzmT,

(a) Find the unconditional probability density p(7).

(b) Find the a posteriori probability P{n.b | 7} that there were n backlogged packets and
one of them started transmission first, given that the transmission starts at 7.

(¢) Find the a posteriori probability P{n,a | 7} that there were n backlogged packets and
a new arrival started transmission first, given that this transmission starts at 7.

(d) Let n/ be the number of backlogged packets immediately after the next transmission

starts (not counting the packet being transmitted); that is, n’ = n — 1 if a backlogged
packet starts and n' = n if a new arrival starts. Show that, given T, n' is Poisson with
mean A’ = Ae” 7",
This means that the pseudo-Bayesian rule for updating estimated backlog (assuming unit
time transmission) is to estimate the backlog at the end of the (k + 1)* transmission in
terms of the estimate at the end of the k"™ transmission and the idle period 7y, between
the transmissions by

Age” T*TR 4 M1+ 3);  success
Ng+y =
fige” T*F* +2 4+ X1 + 3): collision

1 1
T =0 -lmm (aJ)

Give an intuitive explanation of why the maximum throughput, for smail 3, is approximately
the same for CSMA slotted Aloha and FCFS splitting with CSMA. Show that the optimal
expected number of packets transmitted after a state transition in Aloha is the same as that at
the beginning of a CRP for FCFS splitting. Note that after a collision, the expected numbers
are slightly different in the two systems, but the difference is unimportant since collisions
are rare.
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Delay of Ideal Slotted CSMA/CD. Assume that for all positive backlogs, the number of

packets attempting transmission in an interval is Poisson with mean g.

(a) Start with Eq. (4.42), which is valid for CSMA/CD as well as CSMA. Show that for
CSMA/CD,

3e™9 + (14 3)ge 9 +23[1 — (1 + g)e™ 9]

E{t) = =

Show that E{t} is minimized over g > 0 by g = 0.77, and
min E{t} = 1+3.313
9

(b) Show that for this ¢ and mean packet length 1,

N L
1 — (143313

(¢) Evaluate R and 7 to verify Eq. (4.67) for small 3.

(d) Discuss the assumption of a Poisson-distributed number of packets attempting transmis-
sion in each interval, particularly for a backlog of 1.

W

Show that for unslotted CSMA/CD, the maximum interval of time over which a transmitting
node can hear a collision is 2,3. (Note in Fig. 4.20 that the time when a collision event
starts at one node until it ends at another node can be as large as 33.)

Consider an unslotted CSMA/CD system in which the propagation delay is negligible com-

pared to the time 3 required for a node to detect that the channel is idle or busy. Assume that

each packet requires one time unit for transmission. Assume that 3 time units after either a

successful transmission or a collision ends, all backlogged nodes attempt transmission after

a random delay and that the composite process of initiation times is Poisson of rate G (up

to time 3 after the first initiation). For simplicity, assume that each collision lasts for .3

time units.

(a) Find the probability that the first transmission initiation after a given idle detection is
successful.

(b) Find the expected time from one idle detection to the next.

(c) Find the throughput (for the given assumptions).

(d) Optimize the throughput numerically over G.

Modify Eq. (4.71) for the case in which a node, after transmitting a packet, waits for the

packet to return before transmitting the free token. Hint: View the added delay as an

increase in the packet transmission time.

Show by example that a node in a register insertion ring might have to wait an arbitrarily

long time to transmit a packet once its transit buffer is full.

Suppose that two nodes are randomly placed on a bus; that is. each is placed independently,

and the position of each is chosen from a uniform distribution over the length of the bus.

Assuming that the length of the bus is 1 unit, show that the expected distance between the

nodes is 1/3.

Assume, for the analysis of generalized polling in Section 4.5.6, that each node has a packet

to send with probability ¢.

(a) Find the probability P{:} that node 7, i > 0, is the lowest-numbered node with a packet
to send.

(b) Assume that the CRP tests only the first 27/ lowest-numbered nodes at a time for some
J. Represent the lowest-numbered node with a packet as i = k27 + r, where k is an
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4.32

integer. and 0 < r < 2/, Show that, given i, the number of reservation slots needed to
find 2 is k- + 1+ j.

{¢) Assume that the total number of nodes is infinite and approximate k above by i277. Find
the expected number of reservation slots to find the lowest-numbered node 7 containing
a packet.

(d) Find the integer value of j that minimizes your answer in part (¢). Hint: Find the
smallest value of j for which the expected number of reservation slots is less than the
expected number for j + 1.

Consider the simple packet radio network shown in Fig. 437 and let f; be the throughput

on link ¢ ({ = 1.2.3); the links are used only in the direction shown.

(a) Note that at most one link can be in any collision-free set. Using generalized TDM
[as in Eq. (4.86)], show that any set of throughputs satisfying f; + fr + f3 <1, f, >
0 (£ = 1.2.3) can be achieved.

(b)y Suppose that fi = f> = f and f3 = 2f for some f. Use Egs. (4.88) and (4.89) to
relate fi. f2. fi to the attempt rates q,.¢>. g3 for slotted Aloha. Show that ¢) = ¢» and
9 =2{.

(¢) Find the maximum achievable value of f for part (b).

Consider the packet radio network shown in Fig. 4.38 in which the links are used only in

the direction shown. Links 5 and 6 carry no traffic but serve to cause collisions for link 7

when packets are transmitted on links 3 and 4, respectively.

(a) Show that throughputs f| = fo = f3 = fa = 1/3. f; = 4/9 are feasible for the assump-
tion of heavy loading and independent attempts on each link. Find the corresponding
attempt rates and success rates from Egs. (4.88) and (4.89).

(b) Now assume that links 3 and 4 are used to forward incoming traffic and always transmit
in the slot following a successful incoming packet. Show that with f| = f, = f3 =
f1 = 1/3. f7 is restricted to be no more than 1/3.

(¢) Assume finally that packet attempts on links 1 and 2 are in alternating order and links
3 and 4 operate as in part (b). Show that f) = f> = f3 = fy = 1/2 is feasible, but
that f7 must then be 0.

Figure 4,37

Figure 4.38
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Suppose that an FDDI ring has two users. The target token rotation time is 3 msec and
) = oy = 1 msec. Assume that neither node has any traffic to send up to time 0, and then
both nodes have an arbitrarily large supply of both high- and low-priority traffic. Node 0
is the first node to send traffic on the ring starting at time 0. Find the sequence of times ¢;
at which each node captures the token; ignore propagation delays. Explain any discrepancy
between your solution and the upper bound of Eq. (4.81).

(a) Consider an FDDI ring with m nodes, with target token rotation time 7 and high-priority
allocations ay,...,amy, . Assume that every node has an arbitrarily large backlog of
both high-priority and low-priority traffic. In the limit of long-term operation, find
the fraction of the transmitted traffic that goes to each node for each priority. Ignore
propagation and processing delay and use the fact that the bound in Eq. (4.81) is met
with equality given the assumed initial conditions and given arbitarily large backlogs.
Assume that T = ag + ay + -+ + qyy_y is strictly less than 7.

(b) Now assume that each node k can fill only a fraction o /7 of the ring with high-priority
traffic and find the fractions in part (a) again.

Give the rules that the two counters implementing the virtual queue in DQDB must follow.
Assume there is also a binary variable F' that is one when a frame is in the virtual queue.
Assume that when F* = 0, the first counter is kept at value 0.
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Routing
in Data Networks

5.1 INTRODUCTION

We have frequently referred to the routing algorithm as the network layer protocol that
guides packets through the communication subnet to their correct destination. The times
at which routing decisions are made depend on whether the network uses datagrams or
virtual circuits. In a datagram network, two successive packets of the same user pair
may travel along different routes, and a routing decision is necessary for each individual
packet (see Fig. 5.1). In a virtual circuit network, a routing decision is made when each
virtual circuit is set up. The routing algorithm is used to choose the communication path
for the virtual circuit. All packets of the virtual circuit subsequently use this path up
to the time that the virtual circuit is either terminated or rerouted for some reason (see
Fig. 5.2).

Routing in a network typically involves a rather complex collection of algorithms
that work more or less independently and yet support each other by exchanging services
or information. The complexity is due to a number of reasons. First, routing requires
coordination between all the nodes of the subnet rather than just a pair of modules as,
for example, in data link and transport layer protocols. Second, the routing system must

363
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cope with link and node failures, requiring redirection of traffic and an update of the
databases maintained by the system. Third, to achieve high performance, the routing
algorithm may need to modify its routes when some areas within the network become
congested.

The main emphasis will be on two aspects of the routing problem. The first has
to do with selecting routes to achieve high performance. In Sections 5.2.3 t0 5.2.5,
we discuss algorithms based on shortest paths that are commonly used in practice. In
Sections 5.5, 5.6, and 5.7 we describe sophisticated routing algorithms that try to achieve
near optimal performance. The second aspect of routing that we will emphasize is
broadcasting routing-related information (including link and node failures and repairs)
to all network nodes. This issue and the subtleties associated with it are examined in
Section 5.3.

The introductory sections set the stage for the main development. The remainder
of this section explains in nonmathematical terms the main objectives in the routing
problem and provides an overview of current routing practice. Sections 5.2.1 to 5.2.3
present some of the main notions and results of graph theory, principally in connection
with shortest paths and minimum weight spanning trees. Section 5.4 uses the material on
graph theory to describe methods for topological design of networks. Finally, Section 5.8
reviews the routing system of the Codex network and its relation to the optimal routing
algorithm of Section 5.7.

1 : Packet from user n
BN

Figure 5.1 Routing in a datagram network. Two packets of the same user pair can
travel along different routes. A routing decision is required for each individual packet.

Samsung Exhibit 1015, Page 380 of 573



Sec. 5.1 Introduction 365

: Packet from user n

Figure 5.2 Routing in a virtual circuit network. All packets of each virtual circuit use
the same path. A routing decision is required only when a virtual circuit is set up.

5.1.1 Main Issues in Routing

The two main functions performed by a routing algorithm are the selection of routes for
various origin—destination pairs and the delivery of messages to their correct destination
once the routes are selected. The second function is conceptually straightforward using
a variety of protocols and data structures (known as routing tables), some of which will
be described in the context of practical networks in Section 5.1.2. The focus will be on
the first function (selection of routes) and how it affects network performance.

There are two main performance measures that are substantially affected by the
routing algorithm—rhroughput (quantity of service) and average packet delay (quality of
service). Routing interacts with flow control in determining these performance measures

ot 3
i Delay :
] |
__—*Offered load Flow control Throughput Routing r—-’-} Delay

l Rejected
load

Figure 5.3 Interaction of routing and flow control. As good routing keeps delay low,
flow control allows more traffic into the network.
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by means of a feedback mechanism shown in Fig. 5.3. When the traffic load offered
by the external sites to the subnet is relatively low, it will be fully accepted into the
network, that is,

throughput = offered load

When the offered load is excessive, a portion will be rejected by the flow control algo-
rithm and

throughput = offered load — rejected load

The traffic accepted into the network will experience an average delay per packet that will
depend on the routes chosen by the routing algorithm. However, throughput will also be
greatly affected (if only indirectly) by the routing algorithm because typical flow control
schemes operate on the basis of striking a balance between throughput and delay (i.e., they
start rejecting offered load when delay starts getting excessive). Therefore, as the routing
algorithm is more successful in keeping delay low, the flow control algorithm allows more
traffic into the network. While the precise balance between delay and throughput will be
determined by flow control, the effect of good routing under high offered load conditions
is to realize a more favorable delay-throughput curve along which flow control operates,
as shown in Fig. 5.4.
The following examples illustrate the discussion above:

Example 5.1

In the network of Fig. 5.5, all links have capacity 10 units. (The units by which link
capacity and traffic load is measured is immaterial and is left unspecified.) There is a single
destination (node 6) and two origins (nodes 1 and 2). The offered load from each of nodes
1 and 2 to node 6 is 5 units. Here, the offered load is light and can easily be accommodated
with small delay by routing along the leftmost and rightmost paths, 1 — 3 — 6 and
2 — 5 — 6, respectively. If instead, however, the routes 1 — 4 — 6 and 2 — 4 — 6 are
used, the flow on link (4,6) will equal capacity, resulting in very large delays.

Example 5.2

For the same network, assume that the offered loads at nodes 1 and 2 are 5 and 15 units,
respectively (see Fig. 5.6). If routing from node 2 to the destination is done along a single
path, then at least 5 units of offered load will have to be rejected since all path capacities

Poor
routing

Good
routing

Figure 5.4 Delay—throughput operating
Throughput curves for good and bad routing.
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5 units 5 units

1

2 Origin

All links have a capacity of 10 units  Figure 5.5 Network for Example 5.1. All
links have a capacity of 10 units. If all
traffic is routed through the middle link
(4,6), congestion occurs. If, instead, paths

Destination (1l -3 —6)and (2 — 5 — 6) are used,

the average delay is small.

equal 10. Thus, the total throughput can be no more than 15 units. On the other hand,
suppose that the traffic originating at node 2 is evenly split between the two paths 2 — 4 — 6
and 2 — 5 — 6, while the traffic originating at node 1 is routed along 1 — 3 — 6. Then,
the traffic arrival rate on each link will not exceed 75% of capacity, the delay per packet
will be reasonably small, and (given a good flow control scheme) no portion of the offered
load will be rejected. Arguing similarly, it is seen that when the offered loads at nodes 1
and 2 are both large, the maximum total throughput that this network can accommodate is
between 10 and 30 units, depending on the routing scheme. This example also illustrates
that to achieve high throughput, the traffic of some origin—destination pairs may have to be
divided among more than one route.

In conclusion, the effect of good routing is to increase throughput for the same value
of average delay per packet under high offered load conditions and to decrease average
delay per packet under low and moderate offered load conditions. Furthermore, it is
evident that the routing algorithm should be operated so as to keep average delay per
packet as low as possible for any given level of offered load. While this is easier said
than done, it provides a clear-cut objective that can be expressed mathematically and
dealt with analytically.

5.1.2 Wide Area Network Routing: An Overview

The purpose of this section is to survey current routing practice in wide area networks,
to introduce classifications of different schemes, and to provide a context for the analysis
presented later.

There are a number of ways to classify routing algorithms. One way is to divide
them into centralized and distributed. In centralized algorithms, all route choices are
made at a central node, while in distributed algorithms, the computation of routes is
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5 units 15 units

1

2  Origin

All links have a capacity of T0 units Figure 5.6 Network for Example 5.2. All
links have a capacity of 10 units. The
input traffic can be accommodated with

o multiple-path routing, but at least 5 units of

Destination traffic must be rejected if a single-path

routing is used.

shared among the network nodes with information exchanged between them as necessary.
Note that this classification relates mostly to the implementation of an algorithm, and
that a centralized and a distributed routing algorithm may be equivalent at some level of
mathematical abstraction.

Another classification of routing algorithms relates to whether they change routes
in response to the traffic input patterns. In szatic routing algorithms, the path used by the
sessions of each origin—destination pair is fixed regardless of traffic conditions. It can
only change in response to a link or node failure. This type of algorithm cannot achieve
a high throughput under a broad variety of traffic input patterns. It is recommended for
either very simple networks or for networks where efficiency is not essential. Most major
packet networks use some form of adaptive routing where the paths used to route new
traffic between origins and destinations change occasionally in response to congestion.
The idea here is that congestion can build up in some part of the network due to changes
in the statistics of the input traffic load. Then, the routing algorithm should try to change
its routes and guide traffic around the point of congestion.

There are many routing algorithms in use with different levels of sophistication and
efficiency. This variety is partly due to historical reasons and partly due to the diversity
of needs in different networks. In this section we provide a nonmathematical description
of some routing techniques that are commonly used in practice. We illustrate these
techniques in terms of the routing algorithms of three wide area networks (ARPANET,
TYMNET, and SNA). The routing algorithm of another wide area network, the Codex
network, will be described in Section 5.8, because this algorithm is better understood
after studying optimal routing in Sections 5.5 to 5.7.

Flooding and broadcasting During operation of a data network, it is often
necessary to broadcast some information, that is, to send this information from an origin
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node to all other nodes. An example is when there are changes in the network topology
due to link failures and repairs, and these changes must be transmitted to the entire
network. Broadcasting could also be used as a primitive form of routing packets from
a single transmitter to a single receiver or, more generally, to a subset of receivers; this
use is generally rather inefficient, but may be sensible because it is simple or because
the receivers’ locations within the network are unknown.

A widely used broadcasting method, known as flooding, operates as follows. The
origin node sends its information in the form of a packet to its neighbors (the nodes to
which it is directly connected with a link). The neighbors relay it to their neighbors, and
so on, until the packet reaches all nodes in the network. Two additional rules are also
observed, which limit the number of packet transmissions. First, a node will not relay
the packet back to the node from which the packet was obtained. Second, a node will
transmit the packet to its neighbors at most once; this can be ensured by including on the
packet the ID number of the origin node and a sequence number, which is incremented
with each new packet issued by the origin node. By storing the highest sequence number
received for each origin node, and by not relaying packets with sequence numbers that are
less than or equal to the one stored, a node can avoid transmitting the same packet more
than once on each of its incident links. Note that with these rules, links need not preserve
the order of packet transmissions; the sequence numbers can be used to recognize the
correct order. Figure 5.7(a) gives an example of flooding and illustrates that the total
number of packet transmissions per packet broadcast lies between L and 2L, where L is
the number of bidirectional links of the network. We note also that one can implement a
flooding-like algorithm without using sequence numbers. This possibility is described in
Section 5.3, where flooding and the topology broadcast problem are discussed in more
detail.

Another broadcasting method, based on the use of a spanning tree, is illustrated
in Fig. 5.7(b). A spanning tree is a connected subgraph of the network that includes all
nodes and has no cycles (see a more detailed discussion in the next section). Broadcasting
on a spanning tree is more communication-efficient than flooding. It requires a total of
only N — 1 packet transmissions per packet broadcast, where N is the number of nodes.

Figure 5.7 Packet broadcasting from node A to all other nodes by using flooding [as
in (a)} or a spanning tree [as in (b)]. Arrows indicate packet transmissions at the times
shown. Each packet transmission time is assumed to be one unit. Flooding requires at
least as many packet transmissions as the spanning tree method and usually many more.
In this example, the time required for the broadcast packet to reach all nodes is the same
for the two methods. In general, however, depending on the choice of spanning tree. the
time required with flooding may be less than with the spanning tree method.
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The price for this saving is the need to maintain and update the spanning tree in the face
of topological changes.

We note two more uses of spanning trees in broadcasting and routing. Given
a spanning tree rooted at the origin node of the broadcast, it is possible to implement
flooding as well as routing without the use of sequence numbers. The method is illustrated
in Fig. 5.8. Note that flooding can be used to construct a spanning tree rooted at a node,
as shown in Fig. 5.8. Also given a spanning tree, one can perform selective broadcasting,
that is, packet transmission from a single origin to a limited set of destinations. For this
it is necessary that each node knows which of its incident spanning tree links leads to
any given destination (see Fig. 5.9). The spanning tree can also be used for routing
packets with a single destination and this leads to an important method for bridged local
area networks; see the next subsection.

Shortest path routing. Many practical routing algorithms are based on the
notion of a shortest path between two nodes. Here, each communication link is assigned
a positive number called its length. A link can have a different length in each direction.
Each path (i.e., a sequence of links) between two nodes has a length equal to the sum
of the lengths of its links. (See Section 5.2 for more details.) A shortest path routing
algorithm routes each packet along a minimum length (or shortest) path between the
origin and destination nodes of the packet. The simplest possibility is for each link to
have unit length, in which case a shortest path is simply a path with minimum number
of links (also called a min-hop path). More generally, the length of a link may depend
on its transmission capacity and its projected traffic load. The idea here is that a shortest

Figure 5.8 Tllustration of a method for broadcasting using a tree rooted at the broad-
cast’s origin node A. Each node knows its unique predecessor (or parent) on the tree,
but need not know its successors. The tree can be used for routing packets to A from the
other nodes using the paths of the tree in the reverse direction. It can also be used for
flooding packets from A. The flooding rule for a node other than A is the following: a
packet received from the parent is broadcast to all neighbors except the parent; all other
packets are ignored. Thus in the figure, node D broadcasts the packet received from its
parent B but ignores the packet received from C'. Since only the packets transmitted on
the spanning tree in the direction pointing away from the root are relayed further, there
is no indefinite circulation of copies, and therefore, no need for sequence numbers.

Flooding can also be used to construct the tree rooted at A. Node A starts the
process by sending a packet to all its neighbors; the neighbors must send the packet to
their neighbors, and so on. All nodes should mark the transmitter of the first packet they
receive as their parent on the tree. The nodes should relay the packet to their neighbors
only once (after they first receive the packet from their parent); all subsequent packet
receptions should be ignored.
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Figure 5.9 Illustration of sclective
broadcasting using a spanning tree. We
assume that each node knows which of the
incident spanning tree links lead to any
given destination. In this example. node A
wishes to broadcast a packet to nodes C',
D, E, and F. Node A sends a copy of the
packet to each of its incident links that lead
to intended destinations, and each copy
carries in its header the ID numbers of its
intended destinations. Upon reception of a
copy, a node strips the [D number from the
header (if it is an intended destination) and
repeats the process. This climinates some
unnecessary transmissions. for example the
transmission on link EG in the figure.

path should contain relatively few and uncongested links, and therefore be desirable for
routing.

A more sophisticated alternative is to allow the length of each link to change over
time and to depend on the prevailing congestion level of the link. Then a shortest path
may adapt to temporary overloads and route packets around points of congestion. This
idea is simple but also contains some hidden pitfalls, because by making link lengths de-
pendent on congestion, we introduce a feedback effect between the routing algorithm and
the traffic pattern within the network. It will be seen in Section 5.2.5 that this can result
in undesirable oscillations. However, we will ignore this possibility for the time being.

An important distributed algorithm for calculating shortest paths to a given desti-
nation, known as the Bellman—Ford method, has the form

D; = min[d;; + D;]
J

where D; is the estimated shortest distance of node i to the destination and d;; is the
length of link (4, 7). Each node 7 executes periodically this iteration with the minimum
taken over all of its neighbors j. Thus d;; + D; may be viewed as the estimate of
shortest distance from node ¢ to the destination subject to the constraint of going through
J, and min;[d;; + D;] may be viewed as the estimate of shortest distance from ¢ to the
destination going through the “best” neighbor.

We discuss the Bellman—Ford algorithm in great detail in the next section, where we
show that it terminates in a finite number of steps with the correct shortest distances under
reasonable assumptions. In practice, the Bellman-Ford iteration can be implemented as
an iterative process, that is, as a sequence of communications of the current value of D;
of nodes j to all their neighbors, followed by execution of the shortest distance estimate
updates D; := min;[d;; + D;]. A remarkable fact is that this process is very flexible
with respect to the choice of initial estimates D; and the ordering of communications
and updates; it works correctly, finding the shortest distances in a finite number of
steps, for an essentially arbitrary choice of initial conditions and for an arbitrary order
of communications and updates. This allows an asynchronous, real-time distributed
implementation of the Bellman-Ford method, which can tolerate changes of the link
lengths as the algorithm executes (see Section 5.2.4).
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Optimal routing. Shortest path routing has two drawbacks. First, it uses only
one path per origin—destination pair, thereby potentially limiting the throughput of the
network; see the examples of the preceding subsection. Second, its capability to adapt
to changing traffic conditions is limited by its susceptibility to oscillations; this is due
to the abrupt traffic shifts resulting when some of the shortest paths change due to
changes in link lengths. Optimal routing, based on the optimization of an average delay-
like measure of performance, can eliminate both of these disadvantages by splitting
any origin—destination pair traffic at strategic points, and by shifting traffic gradually
between alternative paths. The corresponding methodology is based on the sophisticated
mathematical theory of optimal multicommodity flows, and is discussed in detail in
Sections 5.4 to 5.7. Its application to the Codex network is described in Section 5.8.

Hot potato (deflection) routing schemes. In networks where storage space
at each node is limited, it may be important to modify the routing algorithm so as to
minimize buffer overflow and the attendant loss of packets. The idea here is for nodes
to get rid of their stored packets as quickly as possible, transmitting them on whatever
link happens to be idle—not necessarily one that brings them closer to their destination.

To provide an example of such a scheme, let us assume that all links of the
communication network can be used simultaneously and in both directions, and that
each packet carries a destination address and requires unit transmission time on every
link. Assume also that packets are transmitted in slots of unit time duration, and that
slots are synchronized so that their start and end are simultaneous at all links. In a typical
routing scheme, each node, upon reception of a packet destined for a different node, uses
table lookup to determine the next link on which the packet should be transmitted; we
refer to this link as the assigned link of the packer. It is possible that more than one
packet with the same assigned link is received by a node during a slot; then at most
one of these packets can be transmitted by the node in the subsequent slot, and the
remaining packets must be stored by the node in a queue. The storage requirement can
be eliminated by modifying the routing scheme so that all these packets are transmitted
in the next slot; one of them is transmitted on its assigned link, and the others are
transmitted on some other links chosen, possibly at random, from the set of links that
are not assigned to any packet received in the previous slot. It can be seen that with this
modification, at any node with d incident links, there can be at most d packets received
in any one slot, and out of these packets, the ones that are transient (are not destined
for the node) will be transmitted along some link (not necessarily their assigned one) in
the next slot. Therefore, assuming that at most d — k new packets are generated at a
node in a slot where £ transient packets are to be transmitted, there will be no queueing,
and the storage space at the node need not exceed 2d packets. A scheme of this type
is used in the Connection Machine, a massively parallel computing system [Hil85]. A
variation is obtained when storage space for more than 2d packets is provided, and the
transmission of packets on links other than the ones assigned to them is allowed only
when the available storage space falls below a certain threshold.

The type of method just described was suggested in [Bar64] under the name hot
potato routing. 1t has also been known more recently as deflection routing. Its drawback
is that successive packets of the same origin—destination pair may be received out of
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order, and some packets may travel on long routes to their destinations; indeed, one
should take precautions to ensure that a packet cannot travel on a cycle indefinitely. For
some recent analyses of deflection routing, see [BrC91a], [BrC91b|, [HaC90], [Haj91],
[GrH89], [Max87], [Syz90], [Var90].

Cut-through routing. We have been implicitly assuming thus far that a packet
must be fully received at a node before that node starts relaying it to another node. There
is, however, an incentive to split a long message into several smaller packets in order
to reduce the message’s delay on multiple link paths, taking advantage of pipelining
(see the discussion in Section 2.5.5). The idea of message splitting, when carried to
its extreme, leads to a transmission method called cut-through routing, whereby a node
can start relaying any portion of a packet to another node without waiting to receive
the packet in its entirety. In the absence of additional traffic on the path, the delay of
the packet is equal to the transmission time on the slowest link of the path plus the
propagation delay, regardless of the number of links on the path. Thus, delay can be
reduced by as much as a factor of n on a path with n links.

Note that the nature of cut-through routing is such that error detection and retrans-
mission cannot be done on a link-by-link basis; it must be done on an end-to-end basis.
Another issue is that pieces of the same packet may simultaneously be traveling on dif-
ferent links while other pieces are stored at different nodes. To keep the pieces of the
packet together, one imposes the requirement that once a packet starts getting transmitted
on a link, the link is reserved until all bits of the packet are transmitted. The reservation
is made when the link transmits the packet’s first bit, and it is released when the link
transmits the packet’s last bit. Thus, at any time a packet is reserving a portion of its
path consisting of several links as shown in Fig. 5.10. Portions of the packet may be
stored simultaneously at several nodes either because two or more links on the path have
unequal transmission capacities, or because the packet’s header had to wait in queue for
a link to become available. To avoid the need for complex error recovery procedures, it
is generally advisable to ensure that when the packet’s first bit is transmitted by a link,

Tail end of packet Bits in propagation Front end of packet
// e /
14 / ’/
fn Il 1l i [ilitith
A B /‘ C (i I D
b
\
Bits processed Other packet
by node 8 transmitted from C to D

Figure 5.10 Illustration of cut-through routing. Here a packet originates at node A and
is destined for node D, after going through nodes B and C'. The header of the packet
traveled to node B, found the link BC' free. and continued to node " without waiting
for the rest of the packet to arrive at B. Upon arrival to C, the header found that the
link C'D was in use, so it was forced to wait at node C'. The header reserves links as
it travels through them. A link reservation is relinquished only after the last bit of the
packet goes through the link, so a packet stays together even though portions of it may
be residing in several different nodes.
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there is enough buffer space to store the entire packet at the other end of the link. Note
that cut-through routing encounters a serious problem if a slow link is followed by a fast
link along a packet’s path. Then the fast link must effectively be slowed down to the
speed of the slow link, and the associated idle fill issues may be hard to resolve.

A variation of cut-through routing, motivated by storage concerns, drops a packet
once its first bit encounters a busy link along its path. Thus a packet is either successful
in crossing its path without any queueing delay, or else it is discarded and must be
retransmitted in its entirety, similar to circuit switching. Indeed, with some thought, it can
be seen that this version of cut-through routing is equivalent to a form of circuit switching;
the circuit’s path is set up by the first bit of the packet, and once the circuit is established,
its duration is equal to the packet’s transmission time from origin to destination.

ARPANET: An example of datagram routing. The routing algorithm of
the ARPANET, first implemented in 1969, has played an important historical role in
the development of routing techniques. This was an ambitious, distributed, adaptive
algorithm that stimulated considerable research on routing and distributed computation
in general. On the other hand, the algorithm had some fundamental flaws that were
finally corrected in 1979 when it was replaced by a new version. By that time, however,
the original algorithm had been adopted by several other networks.

Shortest path routing is used in both ARPANET algorithms. The length of each
link is defined by some measure of traffic congestion on the link, and is updated peri-
odically. Thus, the ARPANET algorithms are adaptive and, since the ARPANET uses
datagrams, two successive packets of the same session may follow different routes. This
has two undesirable effects. First, packets can arrive at their destination out of order
and must, therefore, be put back in order upon arrival. (This can also happen because
of the data link protocol of the ARPANET, which uses eight logical channels; see the
discussion in Chapter 2.) Second, the ARPANET algorithms are prone to oscillations.
This phenomenon is explained in some detail in Section 5.2.5, but basically the idea is
that selecting routes through one area of the network increases the lengths of the cor-
responding links. As a result, at the next routing update the algorithm tends to select
routes through different areas. This makes the first area desirable at the subsequent
routing update with an oscillation resulting. The feedback effect between link lengths
and routing updates was a primary flaw of the original ARPANET algorithm that caused
difficulties over several years and eventually led to its replacement. The latest algorithm
is also prone to oscillations, but not nearly as much as the first (see Section 5.2.5).

In the original ARPANET algorithm, neighboring nodes exchanged their estimated
shortest distances to each destination every 625 msec. The algorithm for updating the
shortest distance estimate D; of node ¢ to a given destination is based on the Bellman—
Ford method

dq, = H}iﬂ[d” + DJ]

outlined previously and discussed further in Sections 5.2.3 and 5.2.4. Each link length
d;; was made dependent on the number of packets waiting in the queue of link (4, j) at the
time of the update. Thus, link lengths were changing very rapidly, reflecting statistical
traffic fluctuations as well as the effect of routing updates. To stabilize oscillations, a
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large positive constant was added to the link lengths. Unfortunately, this reduced the
sensitivity of the algorithm to traffic congestion.

In the second version of the ARPANET algorithm [MRR80], known as Shortest
Path First (or SPF for short), the length of each link is calculated by keeping track of the
delay of each packet in crossing the link. Each link length is updated periodically every
10 sec, and is taken to be the average packet delay on the link during the preceding 10-sec
period. The delay of a packet on a link is defined as the time between the packet’s arrival
at the link’s start node and the time the packet is correctly delivered to the link’s end node
(propagation delay is also included). Each node monitors the lengths of its outgoing links
and broadcasts these lengths throughout the network at least once every 60 sec by using
a flooding algorithm (see Section 5.3.1). Upon reception of a new link length, each node
recalculates a shortest path from itself to each destination, using an incremental form of
Dijkstra’s algorithm (see Section 5.2.3). The algorithm is asynchronous in nature in that
link length update messages are neither transmitted nor received simultaneously at all
nodes. It turns out that this tends to improve the stability properties of the algorithm (see
Section 5.2.5). Despite this fact, with increased traffic load, oscillations became serious
enough to warrant a revision of the method for calculating link lengths. In the current
method, implemented in 1987, the range of possible link lengths and the rate at which
these lengths can change have been drastically reduced, with a substantial improvement
of the algorithm’s dynamic behavior ([KhZ89] and [ZVK89]).

Note that a node is not concerned with calculating routing paths that originate
at other nodes even though the information available at each node (network topology
plus lengths of all links) is sufficient to compute a shortest path from every origin to
every destination. In fact, the routing tables of an ARPANET node contain only the
first outgoing link of the shortest path from the node to each destination (see Fig. 5.11).
When the node receives a new packet, it checks the packet’s destination, consults its
routing table, and places the packet in the corresponding outgoing link queue. If all
nodes visited by a packet have calculated their routing tables on the basis of the same
link length information, it is easily seen that the packet will travel along a shortest path.
It is actually possible that a packet will occasionally travel in a loop because of changes
in routing tables as the packet is in transit. However, looping of this type is rare, and
when it happens, it is unlikely to persist.

The ARPANET routing tables can also be used conveniently for broadcasting a
packet to a selected set of destinations. Multiple copies of the packet are transmitted
along shortest paths to the destinations, with each copy guided by a header that includes
a subset of the destinations. However, care is taken to avoid unnecessary proliferation of
the copies. In particular, let D be the set of destinations and for every link / incident to
the packet’s origin, let D; be the subset of destinations for which [ is the first link on the
shortest path from the origin (the origin knows D; by looking at its routing tables). The
origin starts the broadcast by transmitting a copy of the packet on each link [ for which
D, is nonempty and includes the destination set D; in the copy’s header. Each node s
that subsequently receives a copy of the packet repeats this process with D replaced by
the set of remaining destinations (the set of destinations in the copy’s header other than
s; if s is the only destination on the copy, the node does not relay it further, as shown
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2
1 3 Routing table of 2
Destination Out link
1 (2,4)
3 (2,4)
4 2,4
4
2 2
1 3 1 3
4 4

Routing table of 1 Routing table of 3

Destination Out link Length 2 Destination Qut link

2 (1,4) 1 (3, 4)
3 (1, 4) 2 (3. 4)
4 (1,4) 4 (3. 4)
2
1 3 Routing table of 4
Destination Out link
1 (4,1)
2 (4,2)
3 (4,3)
4

Figure 5.11 Routing tables maintained by the nodes in the ARPANET algorithm. Each node
calculates a shortest path from itself to each destination, and enters the first link on that path in its
routing table.

in Fig. 5.12). It can be seen with a little thought that if the routing tables of the nodes
are consistent in the sense that they are based on the same link length information, the
packet will be broadcast along the shortest path tree to all its destinations and with a
minimal number of transmissions.

Figure 5.12 Broadcasting a packet to

a selected set of destinations using the
ARPANET routing tables. In this example,
the broadcast is from node 1 to nodes 2, 3,
4, 6, and 8. The figure shows the links on
which a copy of the packet is transmitted,
the header of each copy, and the shortest
path tree from node | to all destinations
(each node actually maintains only its
outgoing links on the tree). The number of
transmissions is five. If a separate copy
were to be transmitted to each destination,
the number of transmissions would be
seven.
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TYMNET: An example of virtual circuit routing. The TYMNET routing
algorithm, originally implemented in 1971, is based on the shortest path method. and is
adaptive like the ARPANET algorithms, However, the implementation of the adaptive
shortest path idea is very different in the two networks.

In the TYMNET, the routing algorithm is centralized and is operated at a special
node called the supervisor. TYMNET uses virtual circuits. so a routing decision is
needed only at the time a virtual circuit is set up. A virtual circuit request reccived by
the supervisor is assigned to a shortest path connecting the origin and destination nodes
of the virtual circuit. The supervisor maintains a list of current link lengths and does all
the shortest path calculations. The length of each link depends on the load carried by the
link as well as other factors, such as the type of the link and the type of virtual circuit
being routed [Tym&81]. While the algorithm can be classified as adaptive, it does not
have the potential for oscillations of the ARPANET algorithms. This is due primarily to
the use of virtual circuits rather than datagrams, as explained in Section 5.2.5.

Once the supervisor has decided upon the path to be used by a virtual circuit. it in-
forms the nodes on the path and the necessary information is entered in each node’s rout-
ing tables. These tables are structured as shown in Fig. 5.13. Basically, a virtual circuit is
assigned a channel (or port) number on each link it crosses. The routing table at each node
matches each virtual circuit’s channel number on the incoming link with a channel number
on the outgoing link. In the original version of TYMNET (now called TYMNET 1), the
supervisor maintains an image of the routing tables of all nodes and explicitly reads and
writes the tables in the nodes. In the current version (TYMNET II), the nodes maintain
their own tables. The supervisor establishes a new virtual circuit by sending a “needle”
packet to the origin node. The needle contains routing information and threads its way
through the network, building the circuit as it goes, with the user data following behind it.

input Output

from user m Link 1 G\ Link 2 @ to user
O Y4 =/ -

Port 5 Port 7

Node A Node B Node C

Figure 5.13  Structure of TYMNET routing tables. For the virtual circuit on the path
ABC, the routing table at node A maps input port 5 onto channel 4 on link 1. At node B.
incoming channel 4 is mapped into outgoing channel 10 on link 2. At node C. inconung
channe!l 10 is mapped into output port 7.
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The routing information includes the node sequence of the routing path, and some flags in-
dicating circuit class. When a needle enters a TYMNET II node, its contents are checked.
If the circuit terminates at this node, it is assigned to the port connected with the appro-
priate external site. Otherwise, the next node on the route is checked. If it is unknown
(because of a recent link failure or some other error), the circuit is zapped back to its ori-
gin. Otherwise, the routing tables are updated and the needle is passed to the next node.

The TYMNET algorithm is well thought out and has performed well over the
years. Several of its ideas were implemented in the Codex network, which is a similarly
structured network (see Section 5.8). The Codex algorithm, however, is distributed and
more sophisticated. A potential concern with the TYMNET algorithm is its vulnerability
to failure of the supervisor node. In TYMNET, this is handled by using backup supervisor
nodes. A distributed alternative, used in the Codex network, is to broadcast all link
lengths to all nodes (as in the ARPANET), and to let each node choose the routing
path for each circuit originating at that node. This path may be established by updating
the routing tables of the nodes on the path, just as in TYMNET. Another possibility
is to let the originating node include the routing path on each packet. This makes the
packets longer but may save substantially in processing time at the nodes, when special
switching hardware are used. For high-speed networks where the packet volume handled
by the nodes is very large, it is essential to use such special hardware and to trade
communication efficiency for reduced computation.

Routing in SNA. Routing in IBM’s SNA is somewhat unusual in that the
method for choosing routes is left partially to the user. SNA provides instead a frame-
work within which a number of routing algorithm choices can be made. Specifically, for
every origin—destination pair, SNA provides several paths along which virtual circuits
can be built. The rule for assignment of virtual circuits to paths is subject to certain
restrictions but is otherwise left unspecified. The preceding oversimplified description is
couched in the general terminology of paths and virtual circuits used in this book. SNA
uses a different terminology, which we now review.

The architecture of SNA does not fully conform to the OSI seven-layer architecture
used as our primary model. The closest counterpart in SNA of the OSI network layer,
called the path control layer, provides virtual circuit service to the immediately higher
layer, called the transmission control layer. The path control layer has three functions:
transmission group control, explicit route control, and virtual route control. The first
fits most appropriately in the data link control layer of the OSI model, whereas the
second and third correspond to the routing and flow control functions, respectively, of
the network layer in the OSI model.

A transmission group in SNA terminology is a set of one or more physical commu-
nication lines between two neighboring nodes of the network. The transmission group
control function makes the transmission group appear to higher layers as a single physical
link. There may be more than one transmission group connecting a pair of nodes. The
protocol places incoming packets on a queue, sends them out on the next available physi-
cal link, and sequences them if they arrive out of order. Resequencing of packets is done
at every node, unlike the ARPANET, which resequences only at the destination node.
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An explicit route in SNA terminology is what we have been referring to as a path
within a subnet. Thus, an explicit route is simply a sequence of transmission groups
providing a physical path between an origin and a destination node. There are several
explicit routes provided (up to eight in SNA 4.2) for each origin—destination pair, which
can be modified only under supervisory control. The method for choosing these explicit
routes is left to the network manager. Each node stores the next node for each explicit
route in its routing tables, and each packet carries an explicit route number. Therefore,
when a packet arrives at a node, the next node on the packet’s path (if any) is determined
by a simple table lookup.

A virtual route in SNA terminology is essentially what we have been calling a
virtual circuit. A user pair conversation (or session) uses only one virtual route. However,
a virtual route can carry multiple sessions. Each virtual route belongs to a priority (or
service) class. Each transmission group can serve up to three service classes, each with
up to eight virtual routes, for a maximum of 24 virtual routes. When a user requests a
session through a subnet entry node, a service class is specified on the basis of which the
entry node will attempt to establish the session over one of its virtual routes. If all the
communication lines of a transmission group fail, every session using that transmission
group must be rerouted. If no alternative virtual route can be found, the session is aborted.
When new transmission groups are established, all nodes are notified via special control
packets, so each node has a copy of the network topology and knows which explicit
routes are available and which are not.

Routing in circuit switching networks. Routing in circuit switching net-
works is conceptually not much different than routing in virtual circuit networks. In both
cases a path is established at the time the circuit is set up, and all subsequent communi-
cation follows that path. In both cases the circuit will be blocked when the number of
existing circuits on some link of the path reaches a certain threshold, although the choice
of threshold may be based on different considerations in each case.

Despite these similarities, in practice, telephone networks have used quite different
routing methods than virtual circuit networks. A common routing method in circuit
switching networks, known as hierarchical routing, has been to use a fixed first-choice
route, and to provide for one or more alternative routes, to be tried in a hierarchical
order, for the case where the first-choice route is blocked. However, the differences in
routing philosophy between circuit switching and virtual circuit networks have narrowed
recently. In particular, there have been implementations of adaptive routing in telephone
networks, whereby the path used by a call is chosen from several alternative paths on
the basis of a measure of congestion (e.g., the number of circuits these paths carry). We
refer to [Ash90], [KeC90], [Kri90], [ReC90], and [WaO90] for detailed descriptions and
discussion of such implementations.

5.1.3 Interconnected Network Routing: An Overview

As networks started to proliferate, it became necessary to interconnect them using various
interface devices. In the case of wide-area networks, the interfaces are called gateways,
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and usually perform fairly sophisticated network layer tasks, including routing. Gateways
typically operate at the internet sublayer of the network layer. A number of engineering
and economic factors, to be discussed shortly, motivated the interconnection of local area
networks (LANs) at the MAC sublayer. The devices used for interconnection, known
as bridges, perform a primitive form of routing. LANs can also be connected with
each other or with wide-area networks using more sophisticated devices called routers.
These provide fairly advanced routing functions at the network layer, possibly including
adaptive and multiple-path routing. In this section we survey various routing schemes
for interconnected networks, with a special emphasis on bridged LANs.

Conceptually, one may view an interconnected network of subnetworks as a single
large network, where the interfaces (gateways, bridges, or routers) are additional nodes,
each connected to two or more of the constituent subnetworks (see Fig. 5.14). Routing
based on this conceptual model is called nonhierarchical and is similar to routing in a
wide area network.

It is also possible to adopt a coarser-grain view of an interconnected network of
subnetworks, whereby each subnetwork is considered to be a single node connected to
interface nodes. Routing based on this model is called hierarchical, and consists of two
levels. At the lower level, there is a separate routing algorithm for each subnetwork that
handles local subnetwork traffic and also directs internetwork traffic to the subnetwork’s
interfaces with other subnetworks. At the higher level, there is a routing algorithm
that determines the sequence of subnetworks and interface nodes that each internetwork
packet must follow (see Fig. 5.15). Basically, the low-level algorithms handle “local”
packets, and the high-level algorithm delivers “long-distance” packets to the appropriate
low-level algorithm. An example of a hierarchical network is the Internet discussed in
Section 2.8.4. Hierarchical routing is generally recommended for large internetworks;
for example, telephone networks are typically organized hierarchically. We contrast the
two approaches to internetworking by means of an example.

Example 5.3 Hierarchical versus Nonhierarchical Routing

Consider a country with several cities each having its own data network, and suppose that
the city networks are connected into a national network using gateways. Each packet must
have an internetwork destination address, consisting of a city address (or city ID number)
and a local address (an ID number for the destination node within the destination city).
Assume for concreteness that we want to use an ARPANET-like algorithm, where each

Figure 5.14 Conceptual view of an
interconnected network of subnetworks. In
a nonhierarchical approach to routing the

internetwork is viewed as a single large
Ethernet Ethernet network.
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Gateway

Higher-level network
. Nodes: gateways and routers
Hierarchical internetwork Links (multiaccess): WANs and LANs

Figure 5.15 Conceptual view of hierarchical routing in an interconnected network of
subnetworks. There is a lower-level algorithm that handles routing within each subnet-
work and a higher-level algorithm that handles routing between subnetworks.

node has a unique entry in its routing tables for every destination (the next outgoing link
on its shortest path to the destination).

In a nonhierachical routing approach, there is no distinction between the city networks:
each node of each city must have a separate entry in its routing tables for every node in
every other city. Thus the size of the routing tables is equal to the total number of nodes in
the national network. Furthermore, a shortest path calculation to update the routing tables
must be performed for the entire national network. Thus we see the main drawbacks of the
nonhierarchical approach: the size of the routing tables and the calculations to update them
may become excessive.

In a hierarchical approach. there is a lower-level (local) ARPANET-like routing algo-
rithm within each city, and a higher-level ARPANET-like routing algorithm between cities.
The local routing algorithm of a city operates only at the nodes of that city. Every node of
a city has a routing table entry for every node of the same city and a routing table entry for
every other city. The higher-level algorithm provides for routing between cities and operates
only at the gateways. Each gateway has a routing table entry for every destination city. The
latter entry is the next city network to which an internetwork packet must be routed on its
way to its destination.

To see how this algorithm works, consider a packet generated at a node of some city
A and destined for a node of a different city. The origin node checks the packet's address.
consults its routing table entry for the packet’s destination city. and sends the packet on the
corresponding outgoing link. Each node of city A subsequently visited by the packet does
the same, until the packet arrives at an appropriate gateway. At this point. the higher-level
routing algorithm takes over and determines (based on the gateway’s routing table) the next
city network within which the packet will travel. The packet is then guided by the latter
network’s local routing algorithm, and the process is repeated until the packet arrives at the
destination city’s network. Then the packet is routed to its destination node by the local
routing algorithm of the destination city.
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The routing tables of a city network algorithm may be generated or updated using
an adaptive shortest-path algorithm such as the ARPANET SPF algorithm. To do this, the
nodes of the city network must have a destination gateway for every other city (the gateway
connected to the city network to which packets destined for the other city will be guided
by the local routing algorithm). This information must be provided by the higher-level
algorithm that operates at the gateways. The higher-level algorithm may itself be static or
adaptive, adjusting its intercity routes to temporary congestion patterns.

It can be seen from the preceding example that in the hierarchical approach, the size
of the routing tables and the calculations to update them are considerably reduced over
the nonhierarchical approach. In fact, the hierarchical approach may be recommended for
a single large network (no internetworking) to reduce the routing algorithm’s overhead
and storage. The disadvantage of the hierarchical approach is that it may not result in
routing that is optimal for the entire internetwork with respect to a shortest path or some
other criterion.

Note that hierarchical networks may be organized in more than two levels. For
example, consider an international network interconnecting several national networks.
In a three-level hierarchy, there could be a routing algorithm between countries at the
highest level, a routing algorithm between cities of each country at the middle level, and
a routing algorithm within each city at the lowest level.

Bridged local area networks. As we discussed in Chapter 4, the performance
of a local area network tends to degrade as its number of users increases. In the case
of Ethernet-based LANSs the performance also degrades as the ratio of propagation delay
to transmission capacity increases. A remedy is to connect several LANs so that a large
geographical area with many users can be covered without a severe performance penalty.

Routing for interconnected LANSs has a special character because LANs operate in
a “promiscuous mode,” whereby all nodes, including the interface nodes connected to a
LAN, hear all the traffic broadcast within the LAN. Furthermore, in a LAN internetwork,
interface nodes must be fast and inexpensive, consistent with the characteristics of the
LANSs connected. This has motivated the use of simple, fast, and relatively inexpensive
bridges. A bridge listens to all the packets transmitted within two or more LANSs through
connections known as ports. It also selectively relays some packets from one LAN to
another. In this way, packets can travel from one user to another, going through a
sequence of LANs and bridges.

An important characteristic of bridges is that they connect LANs at the MAC
sublayer. The resulting internetwork is, by necessity, nonhierarchical; it may be viewed
as a single network, referred to as the extended LAN . To alleviate the disadvantages of
nonhierarchical routing mentioned earlier, bridges use some special routing techniques,
the two most prominent of which are known as spanning tree routing and source routing .
Both of these schemes assume that each station in the extended LAN has a unique ID
number known through a directory that can be accessed by all stations. A station’s
ID number need not provide information regarding the LAN to which the station is
connected. Also, the location of a station is not assumed known, thus allowing stations
to be turned on and off and to be moved from one LAN to another at will. To appreciate
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the difficulties of this, think of a telephone company trying to operate a network where
customers can change their residence without notifying the company, while maintaining
their phone numbers. We now describe the two major routing appoaches.

Spanning tree routing in bridged local area networks. In the spanning
tree method, the key data structure is a spanning tree, which is used by a bridge to
determine whether and to which LAN it should relay a packet (see Fig. 5.16). The
spanning tree consists of a subset of ports that connect all LANs into a network with no
cycles. An important property of a spanning tree is that each of its links separates the
tree in two parts; that is, each node of the tree lies on exactly one “side” of the link.
From this it is seen that there is a unique path from every LAN to every other LAN on
the spanning tree. This path is used for communication of all packets between the LANs.
The ports lying on the spanning tree are called designated or active ports. The spanning
tree may need to be modified due to bridge failures, but we postpone a discussion of this
issue for later, assuming for the time being that the spanning tree is fixed.

To understand how routing works, note that each bridge can communicate with
any given station through a unique active port (see Fig. 5.16). Therefore, to implement
spanning tree routing, it is sufficient to maintain for each active port a list of the stations
with which the port communicates; this is known as the forwarding database (FDB) of
the port. Assuming that the FDBs at each bridge are complete (they contain all stations),
routing would be implemented as follows: If a packet is heard on the LAN corresponding
to an active port A of a bridge, then if the destination ID of the packet is included in the
FDB of an active bridge port B different from A, the packet is transmitted on the LAN
connected to B; otherwise, the packet is discarded by the bridge (see Fig. 5.17).

Unfortunately, the routing method just described does not quite work because the
FDBs of the active ports are not complete at all times. The reason is that stations
may be turned on and off or change location, and also the spanning tree may change.

Active ports

Ethernet © LAN D Ethernet

Active port

Figure 5.16 Iilustration of spanning tree in a network of LANs interconnected with
bridges. The spanning tree consists of a set of bridge ports (called active), which connect
all LANs into a network without cycles. Only active ports are used for routing packets
and thus there is a unique route connecting a pair of LANs. For example, a packet of a
station connected to LAN C' will go to a station in LAN E through LANs A and B.
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Figure 5.17 Using forwarding databases (FDBs) to effect spanning tree routing. Each
active port maintains an FDB, that is. a list of the stations with which it communicates.
An active port, say A, checks the destination of each packet transmitted within its
associated LAN. If the destination appears in the FDB of another active port of the same
bridge, say B. the bridge broadcasts the packet on the LAN connected with port B.

For this reason, the FDBs are constantly being updated through a process known as
bridge learning. Each active port adds to its FDB the source ID numbers of the packets
transmitted on the corresponding LAN. Also each active port deletes from its FDB the
ID numbers of stations whose packets have not been transmitted on the corresponding
LAN for a certain period of time; this helps to deal with situations where a station is
disconnected with one LAN and is connected to another, and also cleans up automatically
the FDBs when the spanning tree changes. When a port first becomes active its FDB is
initialized to empty.

Since not all station IDs will become known through bridge learning, the routing
method includes a search feature. If the destination ID of an incoming packet at some
active port is unknown at each of the bridge’s FDBs, the bridge relays the packet on all
the other active ports. An illustration of the algorithm’s operation in this case is shown
in Fig. 5.18. Here station 1 sends a packet P to station 2, but because 2 has not yet
transmitted any packet, its ID number does not appear on any FDB. Then P is broadcast
on the entire spanning tree, eventually reaching the destination 2. When 2 answers P
with a packet R of its own, this packet will follow the unique spanning tree route to 1
(because 1’s ID number was entered in all of the appropriate FDBs of active ports of
the spanning tree when P was broadcast through the spanning tree). As a result, 2’s ID
number will be entered in the FDBs of the active ports along the route that connects 2
with 1, and a subsequent packet from 1 to 2 will follow this route.
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Station 1 Station 2

Figure 5.18 Tllustration of bridge learning and FDB updating. Station | sends a packet
P 1o station 2, but the ID of station 2 does not appear in the FDB of any active port of
bridge 1 (because. for example. station 2 has not transmitted any packet for a long time).
Packet P is broadcast into LANs B and (' by bridge 1. and then it is broadcast into
LANs D and E by bridge 2. In the process the ID of node 1 is entered in the left-side
FDBs of bridges | and 2 (if not already there). Station 2 replies with a packet 2. which
goes directly to its destination station 1 through bridges 2 and 1. because the ID number
of station 1 appears in the left-side FDBs of these bridges.

The method by which the spanning tree is updated in the event of a bridge or LAN
failure or repair remains to be discussed. There are several algorithms for constructing
spanning trees, some of which are discussed in Section 5.2. What is needed here.
however, is a distributed algorithm that can work in the face of multiple and unpredictable
failures and repairs. A relatively simple possibility is to use a spanning tree of shortest
paths from every LAN and bridge to a particular destination (or root). We will see in
Section 5.2 that the Bellman-Ford algorithm is particularly well suited for this purpose.
There is still, however, an extra difficulty, namely how to get all bridges to agree on the
root and what to do when the root itself fails. Such issues involve subtle difficulties,
which are unfortunately generic in distributed algorithms dealing with component failures.
The difficulty can be resolved by numbering the bridges and by designating as root of
the tree the bridge with the smallest ID number. Each bridge keeps track of the smallest
bridge ID number that it knows of. A bridge must periodically initiate a spanning tree
construction algorithm if it views itself as the root based on its own ID number and the 1D
numbers of other bridges it is aware of. Also, each bridge ignores messages from bridges
other than its current root. To cope with the situation where the root fails, bridges may
broadcast periodically special “hello” messages to other bridges. These messages may
also carry additional information relating to the spanning tree construction and updating
algorithm. (See (Bac88] for a description of the corresponding IEEE 802.1 MAC Bridge
Draft Standard.)

Source routing in bridged local area networks. Source routing is an al-
ternative to the spanning tree method for bridged LANs. The idea is to discover a route
between two stations A and B wishing to communicate and then to include the route on
the header of each packet exchanged between A and B. There are two phases here:
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1. Locating B through the extended LAN. This can be done by broadcasting an
exploratory packet from A through the extended LAN (either flooding or a spanning
tree can be used for this).

2. Selecting a route out of the many possible that connect A and B. One way of
doing this is to send a packet from B to A along each possible loop-free route.
The sequence of LANs and bridges is recorded on the packet as it travels along its
route. Thus A gets to know all possible routes to B and can select one of these
routes using, for example, a shortest path criterion.

Note the similarity of source routing with virtual circuit routing; in both cases, all packets
of a user pair follow the same path.

The main advantage of the spanning tree method is that it does not require any
cooperation of the user/stations in the routing algorithm. By contrast, in source routing,
the origin station must select a route along which to establish a virtual circuit. Thus the
software of the stations must provide for this capability. This is unnecessary in spanning
tree routing, where the routing process is transparent to the stations.

The main advantage of source routing is that with each packet having its route
stamped on it, there is no need for routing table lookup at the bridges. This simplifies
packet processing and may result in bridges with higher packet throughput. Another
advantage of source routing is that it may use the available network transmission capacity
more efficiently. While spanning tree routing uses a single possibly nonshortest path for
each origin—destination pair, with source routing, shortest path and multiple-path routing
can be used. Figure 5.19 shows an example where spanning tree-based routing is
inefficient.

We finally mention that both spanning tree and source routing suffer from a common
disadvantage. They must often broadcast packets throughout the network either to update
FDBs or to establish new connections between user pairs. These broadcasts are needed

{8 |
L1
B |
| S|
B}
I - |
Figure 5.19 Example of inefficient
spanning tree routing. The routing paths
5 are good for origin LANs near the bottom
— of the figure but poor for origin and

destination LANs near the top of the figure.
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to allow dynamic relocation of the stations while keeping the bridge hardware simple.
They may, however, become a source of congestion.

5.2 NETWORK ALGORITHMS AND SHORTEST PATH ROUTING

Routing methods involve the use of a number of simple graph-theoretic problems such as
the shortest path problem, discussed in the preceding section. In this section we consider
shortest path routing in detail together with related problems of interest. We start by
introducing some basic graph-theoretic notions.

5.2.1 Undirected Graphs

We define a graph, G = (N, .A), to be a finite nonempty set A of nodes and a collection
A of pairs of distinct nodes from N. Each pair of nodes in A is called an arc. Several
examples of graphs are given in Fig. 5.20. The major purpose of the formal definition
G = (W, A) is to stress that the location of the nodes and the shapes of the arcs in a pic-
torial representation are totally irrelevant. If n»; and n, are nodes in a graph and (n;,n»)
is an arc, this arc is said to be incident on n, and n,. Some authors define graphs so as to
allow arcs to have both ends incident on the same node, but we have intentionally disal-
lowed such loops. We have also disallowed multiple arcs between the same pair of nodes.

A walk in a graph G is a scquence of nodes (ny,na..... ne) of nodes such that
each of the pairs (11, n2), (n2,n3), ..., (ng_1, ny) are arcs of G. A walk with no repeated
nodes is a path. A walk (n,...,ns) with ny = ng, £ > 3, and no repeated nodes other

than n; = ny is called a cycle. These definitions are illustrated in Fig. 5.21.

We say that a graph is connected if for each node i there is a path (i = ny.na.....
ng = j) to each other node j. Note that the graphs in Fig. 5.20(a) and (c) are connected,
whereas the graph in Fig. 5.20(b) is not connected. We spot an absence of connectivity
in a graph by seeing two sets of nodes with no arcs between them. The following lemma
captures this insight. The proof is almost immediate and is left as an exercise.

2 2
1
3 O
1 3 O
1
4

(a} (b) (c)
N ={1,2,3,4) N=1{1,2,3) N={1)
A= {(1a2)9(27 3)’ (471)7 (2>4)} A= {(1,2)} A= { }

Figure 5.20 Examples of graphs with a set of nodes A and a set of arcs A.
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Figure 5.21 Illustration of walks, paths,
1 3 and cycles. The sequences (1,4,2,3),
(1,4,2.1), (14,2,14,1), (2,3,2), and (2) are
all walks. The sequences (1.4,2,3) and (2)
are each paths; and (1.4,2,1) is a cycle.
Note that (2) and (2,3,2) are not considered
cycles.

Lemma. Let G be a connected graph and let S be any nonempty strict subset of
the set of nodes N. Then at least one arc (i, j) exists with ¢ € S and j € S.

We say that G’ = (N, A') is a subgraph of G = (N, A) if G’ is a graph, N' C N,
and A’ C A. For example, the last three graphs in Fig. 5.22 are subgraphs of the first.

A tree is a connected graph that contains no cycles. A spanning tree of a graph G
is a subgraph of G that is a tree and that includes all the nodes of G. For example, the
subgraphs in Fig. 5.22(b) and (c) are spanning trees of the graph in Fig. 5.22(a). The
following simple algorithm constructs a spanning tree of an arbitrary connected graph
G =W, A

1. Let n be an arbitrary node in A, Let N/ = {n}, and let A’ be the empty set §.
2. If N7 = N, then stop [G' = (N, A') is a spanning tree]; else go to step 3.
3. Let (i,j) € A be an arc with i € A, j € N/ — N, Update N’ and A’ by

N = N"U{j}
A=A u{E, N}
Go to step 2.

2 2 2 2
! 3 1 3 1 3 X 3
4
4 4
(c) (d)

{a) (b}

Figure 5.22 A graph (a) and three subgraphs (b), (c), and (d). Subgraphs (b) and (c)
are spanning trees.
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To see why the algorithm works, note that step 3 is entered only when A is a
proper subset of A, so that the earlier lemma guarantees the existence of the arc (i. j).
We use induction on successive executions of step 3 to see that G/ = (N'. A) is al-
ways a tree. Initially, G' = ({n},() is trivially a tree, so assume that G' = (A7, A')
is a tree before the update of step 3. This ensures that there is a path between each
pair of nodes in N’ using arcs of A’. After adding node j and arc (i.j), each node
has a path to j simply by adding j to the path to 4, and similarly j has a path to
each other node. Finally, node j cannot be in any cycles since (i.j) is the only arc
of G’ incident to j, and there are no cycles not including j by the inductive hypoth-
esis. Figure 5.23 shows G’ after each execution of step 3 for one possible choice
of arcs.

Observe that the algorithm starts with a subgraph of one node and zero arcs and
adds one node and one arc on each execution of step 3. This means that the spanning
tree, G’, resulting from the algorithm always has N nodes, where N is the number
of nodes in G, and N — | arcs. Since G’ is a subgraph of G, the number of arcs,
A, in G must satisfy A > N — 1; this is true for every connected graph (. Next,
assume that A = N — 1. This means that the algorithm uses all arcs of G in the
spanning tree G’, so that G = G’, and G must be a tree itself. Finally, if A > N,
then G contains at least one arc (i,j) not in the spanning tree G’ generated by the
algorithm. Letting (j,...,%) be the path from j to ¢ in G, it is seen that (i,j.....7)
is a cycle in G and G cannot be a tree. The following proposition summarizes these
results:

Proposition. Let GG be a connected graph with NV nodes and A arcs. Then:
1. G contains a spanning tree.
2. A>N -1

3. Gisatreeifand only if A= N — 1.

Figure 5.24 shows why connectedness is a necessary assumption for the last part
of the proposition.

2 2 2 2
1 3
1 1 3 1 3
4
4
Gs

G G; G;

Figure 5.23  Algorithm for constructing a spanning trec of a given graph G.
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2
1 Os
Figure 5.24 Graph with A = N — 1,
which is both disconnected and contains a
4 cycle.

5.2.2 Minimum Weight Spanning Trees

It is possible to construct a spanning tree rooted at some node by sending a packet from
the node to all its neighbors; the neighbors must send the packet to their neighbors, and so
on, with all nodes marking the transmitter of the first packet they receive as their “father”
on the tree, as described in Fig. 5.8. However, such a tree has no special properties.
If the communication cost or delay of different links should be taken into account in
constructing a spanning tree, we may consider using a minimum weight spanning tree,
which we now define.

Consider a connected graph G = (A, A) with N nodes and A arcs, and a weight
w;; for each arc (i.j) € A. A minimum weight spanning tree (MST for short) is a
spanning tree with minimum sum of arc weights. An arc weight represents the commu-
nication cost of a message along the arc in either direction, and the total spanning tree
weight represents the cost of broadcasting a message to all nodes along the spanning tree.

Any subtree (i.e., a subgraph that is a tree) of an MST will be called a fragment.
Note that a node by itself is considered a fragment. An arc having one node in a fragment
and the other node not in this fragment is called an outgoing arc from the fragment. The
following proposition is of central importance for MST algorithms.

Proposition 1.  Given a fragment F', let & = (i. j) be a minimum weight outgoing
arc from F, where the node j is not in F'. Then F', extended by arc « and node j, is a
fragment.

Proof: Denote by M the MST of which F'is a subtree. If arc o belongs to A,
we are done, so assume otherwise. Then there is a cycle formed by « and the arcs of
M. Since node j does not belong to F', there must be some arc /3 # « that belongs to
the cycle and to A/, and which is outgoing from [ (see Fig. 5.25). Deleting 3 from M
and adding « results in a subgraph A’ with (N — 1) arcs and no cycles which, therefore,
must be a spanning tree. Since « has less or equal weight to 3, M’ must be an MST, so
F extended by « and j forms a fragment. Q.E.D.

Proposition 1 can be used as the basis for MST construction algorithms. The idea
is to start with one or more disjoint fragments and enlarge or combine them by adding
minimum weight outgoing arcs. One method (the Prim—Dijkstra algorithm) starts with an
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Fragment F

: MST M

. Fragment F

Cycle formed
by M and arc o

Figure 5.25 Proof of Proposition 1. The numbers next to the arcs are the arc weights.
F is a fragment which is a subtree of an MST /. Let o be a minimum weight outgoing
arc from F not belonging to M. Let 3 # a be an arc that is outgoing from F and
simultaneously belongs to AZ and to the cycle formed by o and M. Deleting .3 from A/
and adding o in its place forms another MST 1/, When F is extended by a, it forms
a fragment.

arbitrarily selected single node as a fragment and enlarges the fragment by successively
adding a minimum weight outgoing arc. Another method (Kruskal’s algorithm) starts
with each node being a single node fragment; it then successively combines two of the
fragments by using the arc that has minimum weight over all arcs that when added to the
current set of fragments do not form a cycle (see Fig. 5.26). Both of these algorithms
terminate in N — 1 iterations.

Kruskal’s algorithm proceeds by building up simultaneously several fragments that
eventually join into an MST; however, only one arc at a time is added to the current
set of fragments. Proposition 1 suggests the possibility of adding a minimum weight
outgoing arc simultaneously to each fragment in a distributed algorithmic manner. This
is possible if there is a unique MST, as we now discuss.

A distributed algorithm for constructing the MST in a graph with a unique MST
is as follows. Start with a set of fragments (these can be the nodes by themselves, for
example). Each fragment determines its minimum weight outgoing arc, adds it to itself,
and informs the fragment that lies at the other end of this arc. It can be seen that as long
as the arc along which two fragments join is indeed a minimum weight outgoing arc
for some fragment, the algorithm maintains a set of fragments of the MST at all times,
and no cycle is ever formed. Furthermore, new arcs will be added until there are no
further outgoing arcs and there is only one fragment (by necessity the MST). Therefore,
the algorithm cannot stop short of finding the MST. Indeed, for the algorithm to work
correctly, it is not necessary that the procedure for arc addition be synchronized for all
fragments. What is needed, however, is a scheme for the nodes and arcs of a fragment
to determine the minimum weight outgoing arc. There are a number of possibilities
along these lines, but it is of interest to construct schemes that accomplish this with low
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(b)

1) ) 3)

o—-—oO

“@ ) (6)
(c)

Figure 5.26 Minimum weight spanning tree construction. (a) Graph with arc weights as
indicated. (b) Successive iterations of the Prim—Dijkstra algorithm. The starting fragment
consists of the single node marked S. The fragment is successively extended by adding
a minimum weight outgoing arc. (c) Successive iterations of the Kruskal algorithm. The
algorithm starts with all nodes as fragments. At each iteration, we add the arc that has
minimum weight out of all arcs that are outgoing from one of the fragments.

communication overhead. This subject is addressed in [GHS83], to which we refer for
further details. Reference [Hum83] considers the case where the arc weights are different
in each direction. A distributed MST algorithm of the type just described has been used
in the PARIS network [CGK90] (see Section 6.4 for a description of this network).

To see what can go wrong in the case of nonunique MSTs, consider the triangular
network of Fig. 5.27 where all arc lengths are unity. If we start with the three nodes
as fragments and allow each fragment to add to itself an arbitrary, minimum weight
outgoing arc, there is the possibility that the arcs (1,2), (2,3), and (3,1) will be added
simultaneously by nodes 1, 2, and 3, respectively, with a cycle resulting.

The following proposition points the way on how to handle the case of nonunique
MSTs.
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Figure 5.27 Counterexample for
1 1 distributed MST construction with
nondistinct arc weights. Nodes 1, 2, and 3
can add simultaneously to their fragments
arcs (1,2), (2.,3), and (3.1), respectively,
1 with a cycle resulting.

Proposition 2. If all arc weights are distinct, there exists a unique MST.

Proof: Suppose that there exist two distinct MSTs denoted M and M’. Let a be
the minimum weight arc that belongs to either M or M’ but not to both. Assume for
concreteness that « belongs to M. Consider the graph formed by the union of M’ and
« (see Fig. 5.28). It must contain a cycle (since o ¢ M), and at least one arc of this
cycle, call it 3, does not belong to A (otherwise M would contain a cycle). Since the
weight of « is strictly smaller than that of 3, it follows that deleting 3 from Al" and
adding « in its place results in a spanning tree of strictly smaller weight than A’. This
is a contradiction since M’ is optimal. Q.E.D.

Consider now an MST problem where the arc weights are not distinct. The ties
between arcs with the same weight can be broken by using the identities of their nodes;
that is, if arcs (4, j) and (k,!) with ¢ < j and k < [ have equal weight, prefer arc (¢, j) if
i< korifi=kandj <|, and prefer arc (k,/) otherwise. Thus, by implementing, if
necessary, the scheme just described, one can assume without loss of generality that arc
weights are distinct and that the MST is unique, thereby allowing the use of distributed
MST algorithms that join fragments along minimum weight outgoing arcs.

5.2.3 Shortest Path Algorithms

In what follows we shall be interested in traffic flowing over the arcs of a network. This
makes it necessary to distinguish the direction of the flow, and thus to give a reference
direction to the arcs themselves.

Figure 5.28 Proof of MST uniqueness

when all arc weights are distinct. Let Af

and M’ be two MSTs and assume that « is

the minimum weight arc that belongs to

M and M’ but not both. Suppose that

a € M and let 3 be an arc of the cycle of

M’ U {a} which does not belong to M.

By deleting 3 from M’ and adding « in its

B place, we obtain a spanning tree because

the corresponding subgraph has N — 1 arcs
and is seen to be connected. The weight of
this spanning tree is smaller than the one of
Al’, because the weight of a is smaller

M than the weight of :3—a contradiction.
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A directed graph or digraph G = (N, A) is a finite nonempty set A/ of nodes and
a collection A of ordered pairs of distinct nodes from A; each ordered pair of nodes
in A is called a directed arc (or simply arc). Pictorially, a digraph is represented in the
same way as a graph, but an arrow is placed on the representation of the arc, going from
the first node of the ordered pair to the second (see Fig. 5.29). Note in Fig. 5.29 that
(2,4) and (4,2) are different arcs.

Given any digraph G = (N, .A), there is an associated (undirected) graph G’ =
N, A", where N/ = N and (4, j) € A’ if either (i, ;) € A, or (j,i) € A, or both. We
say that (n;, ng, ..., n¢) is a walk, path, or cycle in a digraph if it is a walk, path, or cycle
in the associated graph. In addition, (ny,na, ..., ng) is a directed walk in a digraph G if
(ns,m;+1) is a directed arc in G for 1 < i < € — 1. A directed path is a directed walk
with no repeated nodes, and a directed cycle is a directed walk (n,,...,ng), for £ > 2
with n; = n, and no repeated nodes. Note that (ny, ny,n;) is a directed cycle if (n;, ny)
and (ny,n;) are both directed arcs, whereas (n1, ny,n1) cannot be an undirected cycle if
(n1,ny) is an undirected arc.

A digraph is strongly connected if for each pair of nodes ¢ and j there is a directed
path (i =n,n2,...,ng = j) from < to j. A digraph is connected if the associated graph
is connected. The first graph in Fig. 5.30 is connected but not strongly connected since
there is no directed path from 3 to 2. The second graph is strongly connected.

Consider a directed graph G = (N, .A) with number of nodes N and number of
arcs A, in which each arc (4, j) is assigned some real number d;; as the length or distance
of the arc. Given any directed path p = (i, j, k, ..., £, m), the length of p is defined as
dij + djx + - -+ dem. The length of a directed walk or cycle is defined analogously.
Given any two nodes i, m of the graph, the shortest path problem is to find a minimum
length (i.e., shortest) directed path from ¢ to m.

The shortest path problem appears in a surprisingly large number of contexts. If
d;; is the cost of using a given link (i, j) in a data network, then the shortest path from
i to m is the minimum cost route over which to send data. Thus, if the cost of a link
equals the average packet delay to cross the link, the minimum cost route is also a

N={1,2,3,4}

A= {(1’ 2)7 (2’ 3)7 (2’ 4)’ (4’ 2)7 (4’ 1)} grlf;}:e 5.29 Representation of a directed
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(a) (b}

Figure 5.30 Both digraphs (a) and (b) are connected; (b) is strongly connected. but (a)
is not strongly connected since there is no directed path from 3 to 2.

minimum delay route. Unfortunately, in a data network, the average link delay depends
on the traffic load carried by the link, which in turn depends on the routes selected by the
routing algorithm. Because of this feedback effect, the minimum average delay routing
problem is more complex than just solving a shortest path problem; however, the shortest
path problem is still an integral part of all the formulations of the routing problem to
be considered. As another example, if p;; is the probability that a given arc (i.j) in a
network is usable, and each arc is usable independently of all the other arcs, then finding
the shortest path between ¢ and m with arc distances (— Inp;;) is equivalent to finding
the most reliable path from ¢ to m.

Another application of shortest paths is in the PERT networks used by organizations
to monitor the progress of large projects. The nodes of the network correspond to
subtasks, and an arc from subtask ¢ to j indicates that the completion of task j is
dependent on the completion of i. If ¢;; is the time required to complete j after ¢ is
completed, the distance for (7. j) is taken as d;; = —t;;. The shortest path from project
start to finish is then the most time-consuming path required for completion of the project,
and the shortest path indicates the critical subtasks for which delays would delay the
entire project. Yet another example is that of discrete dynamic programming problems,
which can be viewed as shortest path problems [Ber87]. Finally, many more complex
graph-theoretic problems require the solution of shortest path problems as subproblems.

In the following, we develop three standard algorithms for the shortest path prob-
lem: the Bellman—Ford algorithm, the Dijkstra algorithm, and the Floyd—Warshall al-
gorithm. The first two algorithms find the shortest paths from all nodes to a given
destination node, and the third algorithm finds the shortest paths from all nodes to all
other nodes. Note that the problem of finding shortest paths from a given origin node
to all other nodes is equivalent to the problem of finding all shortest paths to a given
destination node; one version of the problem can be obtained from the other simply by
reversing the direction of each arc while keeping its length unchanged. In this subsec-
tion we concentrate on centralized shortest path algorithms. Distributed algorithms are
considered in Section 5.2.4.
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The Bellman-Ford algorithm. Suppose that node 1 is the “destination” node
and consider the problem of finding a shortest path from every node to node 1. We
assume that there exists at least one path from every node to the destination. To simplify
the presentation, let us denote d;; = oo if (4,7) is not an arc of the graph. Using this
convention we can assume without loss of generality that there is an arc between every
pair of nodes, since walks and paths consisting of true network arcs are the only ones
with length less than oo.

A shortest walk from a given node i to node 1, subject to the constraint that the
walk contains at most h arcs and goes through node 1 only once, is referred to as a
shortest (< h) walk and its length is denoted by D! Note that such a walk may not be
a path, that is, it may contain repeated nodes; we will later give conditions under which
this is not possible. By convention, we take

DI =0, for all A
We will prove shortly that D! can be generated by the iteration
D+ = min [d; + DI for all i # 1 (5.1
7

starting from the initial conditions
DY = o, for all 7 # 1 (5.2)

This is the Bellman-Ford algorithm, illustrated in Fig. 5.31. Thus, we claim that the
Bellman—Ford algorithm first finds the one-arc shortest walk lengths, then finds the two-
arc shortest walk lengths, and so forth. Once we show this, we will argue that the shortest
walk lengths are equal to the shortest path lengths, under the additional assumption that
all cycles not containing node 1 have nonnegative length. We say that the algorithm
terminates after A iterations if

Dh = D1, for all i

The following proposition provides the main results.

Proposition. Consider the Bellman—Ford algorithm (5.1) with the initial condi-
tions DY = oo for all 4 # 1. Then:

(a) The scalars Df generated by the algorithm are equal to the shortest (< h) walk
lengths from node i to node 1.

(b) The algorithm terminates after a finite number of iterations if and only if all cycles
not containing node 1 have nonnegative length. Furthermore, if the algorithm
terminates, it does so after at most h < N iterations, and at termination, D! is the
shortest path length from 7 to 1.

Proof: (a) We argue by induction. From Eqgs. (5.1) and (5.2) we have
D; =d;, for all i # 1
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Shortest path problem —
arc lengths as indicated

Shortest paths using
at most 1 arc

Shortest paths using
at most 2 arcs

Shortest paths using
at most 3 arcs

Final tree of shortest paths

Figure 531 Successive iterations of the Bellman-Ford method. In this example, the
shortest (< h) walks are paths because all arc lengths are positive and therefore all cycles
have positive length. The shortest paths are found after N — 1 iterations, which is equal

to 4 in this example.
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so D! is indeed equal to the shortest (< 1) walk length from i to 1. Suppose that D¥
is equal to the shortest (< k) walk length from ¢ to 1 for all £ < h. We will show that
DI'*1is the shortest (< b + 1) walk length from ¢ to 1. Indeed, a shortest (< h + 1)
walk from i to 1 either consists of less than h + 1 arcs, in which case its length is equal
to D, or else it consists of h + 1 arcs with the first arc being (i, j) for some j # 1,
followed by an h-arc walk from j to 1 in which node 1 is not repeated. The latter walk
must be a shortest (< h) walk from j to 1. [Otherwise, by concatenating arc (i, j) and
a shorter (< h) walk from j to 1, we would obtain a shorter (< h 4 1) walk from i to
1.] We thus conclude that

Shortest (< h + 1) walk length = min {D?,m;rlt [di; + D] } (5.3)

J
Using the induction hypothesis, we have Df < Df’l for all k < h [since the set of (< k)
walks from node j to 1 contains the corresponding set of (< k — 1) walks]. Therefore,

DI = min [dij + D} < min [dij + D}7'] = D! (5.4
Furthermore, we have D! < D! = d;; = d;; + D7, so from Eq. (5.3) we obtain
Shortest (< h + 1) walk length = min {D{l, min[d;; + D" } =min{D}, D}*'}
! ]

In view of D:LH < D! [cf. Eq. (5.4)], this yields
Shortest (< h + 1) walk length = D!

completing the induction proof.
(b) If the Bellman-Ford algorithm terminates after A iterations, we must have

DF=DF  foralliand k> h (5.5)

so we cannot reduce the lengths of the shortest walks by allowing more and more arcs
in these walks. It follows that there cannot exist a negative-length cycle not containing
node 1, since such a cycle could be repeated an arbitrarily large number of times in
walks from some nodes to node 1, thereby making their length arbitrarily small and
contradicting Eq. (5.5). Conversely, suppose that all cycles not containing node 1 have
nonnegative length. Then by deleting all such cycles from shortest (< h) walks, we
obtain paths of less or equal length. Therefore, for every ¢ and h, there exists a path that
is a shortest (< h) walk from ¢ to 1, and the corresponding shortest path length is equal
to D. Since paths have no cycles, they can contain at most N ~ 1 arcs. It follows that

DY =DN' foralli

implying that the algorithm terminates after at most /V iterations. Q.E.D.
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Note that the preceding proposition is valid even if there is no path from some
nodes ¢ to node 1 in the original network. Upon termination, we will simply have for
those nodes D = co.

To estimate the computation required to find the shortest path lengths, we note that
in the worst case, the algorithm must be iterated N times, each iteration must be done
for N — 1 nodes, and for each node the minimization must be taken over no more than
N — 1 alternatives. Thus, the amount of computation grows at worst like N7, which
is written as O(N?). Generally, the notation O(p (X)), where p (V) is a polynomial in
N, is used to indicate a number depending on N that is smaller than cp (V) for all .V,
where c is some constant independent of N. Actually, a more careful accounting shows
that the amount of computation is O(mA), where A is the number of arcs and m is the
number of iterations required for termination (m is also the maximum number of arcs
contained in a shortest path).

The example in Fig. 5.32 shows the effect of negative-length cycles not involving
node 1, and illustrates that one can test for existence of such cycles simply by comparing
DY with D¥~" for each i. As implied by part (b) of the preceding proposition. there
exists such a negative-length cycle if and only if D < D;'\ = for some .

Figure 5.32  Graph with a negative cycle.
The shortest path length from 2 to 1 is 1.

Length — . . 5
Length 1 eng 3 The Bellman-Ford algorithm gives DE =1
and D3 = —1. indicating the existence of a
Length 1 negative-length cycle.

Bellman’s equation and shortest path construction. Assume that all cy-
cles not containing node 1 have nonnegative length and denote by D; the shortest path
length from node ¢ to 1. Then upon termination of the Bellman—Ford algorithm, we
obtain

D; = min [di; + D;]. for all 7 # 1 (5.6a)

D =0 (5.6b)

This is called Bellman’s equation and expresses that the shortest path length from node /
to 1 is the sum of the length of the arc to the node following i on the shortest path plus
the shortest path length from that node to node 1. From this equation it is easy to find the
shortest paths (as opposed to the shortest path lengths) if all cycles not including node 1
have a positive length (as opposed to zero length). To do this, select, for each i # 1, one
arc (7, 7) that attains the minimum in the equation D; = min,([d;; + D;], and consider
the subgraph consisting of these N — | arcs (see Fig. 5.33). To find the shortest path
from any node i, start at ¢ and follow the corresponding arcs of the subgraph until node
1 is reached. Note that the same node cannot be reached twice before reaching node 1.
since a cycle would be formed that (on the basis of the equation D; = min,|d;; + D;|)
would have zero length [let (4,2, ..., %k, 2;) be the cycle and add the equations

D;, =d;,, + Dy,
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Figure 5.33 Construction of a shortest
path spanning tree. For every ¢ # 1, a
neighbor node j; minimizing d;; + Dj is
selected. The tree of the N — 1 arcs (1, j;)
defines a set of shortest paths.

Dik—! = dik—lik + Dik
Dik = dzki; +Dn

obtaining d;,;, + -+ - + d;, 5, = 0]. Since the subgraph connects every node to node 1
and has N — 1 arcs, it must be a spanning tree. We call this subgraph the shortest path
spanning tree and note that it has the special structure of having a root (node 1), with
every arc of the tree directed toward the root. Problem 5.7 shows how such a spanning
tree can be obtained when there are cycles of zero length. Problem 5.4 explores the
difference between a shortest path spanning tree and a minimum weight spanning tree.

Using the preceding construction, it can be shown that if there are no zero (or
negative)-length cycles, then Bellman’s equation (5.6) (viewed as a system of N equations
with N unknowns) has a unique solution. This is an interesting fact which will be useful
in Section 5.2.4 when we consider the Bellman~Ford algorithm starting from initial
conditions other than oo [cf. Eq. (5.2)]. For a proof, we suppose that Di,i =1,...,N,
are another solution of Bellman’s equation (5.6) with Dy =0, and we show that D; are
equal to the shortest path lengths D;. Let us repeat the path construction of the preceding
paragraph with D; replacing D;. Then D; is the length of the corresponding path from
node 7 to node 1, showing that D; » D;. To show the reverse inequality, consider the
Bellman—Ford algorithm with two different initial conditions. The first initial condition
is DY = oo, for i # 1, and DY = 0, in which case the true shortest path lengths D; are
obtained after at most N — 1 iterations, as shown earlier. The second initial condition
is D? = D;. for all 4, in which case D; is obtained after every iteration (since the D;
solve Bellman's equation). Since the second initial condition is, for every ¢, less than or
equal to the first, it is seen from the Bellman—Ford iteration D;’“ = min;[d;; +D;l] that
D; < D;, for all i. Therefore, D; = D;, and the only solution of Bellman’s equation
is the set of the true shortest path lengths D;. It is also possible to show that if there
are zero-length cycles not involving node 1, then Bellman’s equation has a nonunique
solution [although the Bellman-Ford algorithm still terminates with the correct shortest
path lengths from the initial conditions D¢ = oo for all i # 1; see Problem 5.8].

It turns out that the Bellman—Ford algorithm works correctly even if the initial
conditions D? for i # 1 are arbitrary numbers, and the iterations are done in parallel for
different nodes in virtually any order. This fact will be shown in the next subsection
and accounts in part for the popularity of the Bellman—Ford algorithm for distributed
applications.
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Dijkstra’s algorithm. This algorithm requires that all arc lengths are nonnega-
tive (fortunately, the case for most data network applications). Its worst-case computa-
tional requirements are considerably less than those of the Bellman—Ford algorithm. The
general idea is to find the shortest paths in order of increasing path length. The shortest
of the shortest paths to node 1 must be the single-arc path from the closest neighbor of
node 1, since any muitiple-arc path cannot be shorter than the first arc length because of
the nonnegative-length assumption. The next shortest of the shortest paths must either
be the single-arc path from the next closest neighbor of | or the shortest two-arc path
through the previously chosen node, and so on. To formalize this procedure into an
algorithm, we view each node ¢ as being labeled with an estimate D, of the shortest
path length to node 1. When the estimate becomes certain, we regard the node as being
permanently labeled and keep track of this with a set P of permanently labeled nodes.
The node added to P at each step will be the closest to node 1 out of those that are not
yet in P. Figure 5.34 illustrates the main idea. The detailed algorithm is as follows:
Initially, P = {1}, D, = 0, and D; = d;; for j # 1.

Step 1: (Find the next closest node.) Find i € P such that
D; = min D;
JgP
Set P := P U {i}. If P contains all nodes, then stop; the algorithm is complete.

Shortest path from the
(k + 1)st closest node
must pass exclusively
through nodes in P

j: (k + 1)st closest node

Destination

Set P of k closest Complement of P
nodes to node 1

Figure 5.34 Basic idea of Dijkstra’s algorithm. At the k™ step we have the set P of
the k closest nodes to node 1 as well as the shortest distance D; from each node ¢ in P
to node 1. Of all paths connecting some node not in P with node 1. there is a shortest
one that passes exclusively through nodes in P (since d;; > 0). Therefore, the (k - 1)st
closest node and the corresponding shortest distance are obtained by minimizing over
J & P the quantity min;e p{d;; + D;}. This calculation can be organized efficiently as
discussed in the text, resulting in an O(N?) computational complexity.
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Step 2: (Updating of labels.) For all j & P set
D; :=min[Dj,dj; + D;]
Go to step 1.

To see why the algorithm works, we must interpret the estimates D;. We claim
that at the beginning of each step 1:

(a) D; <Djforallic Pandj¢P.
(b) Dj is, for each node j, the shortest distance from j to 1 using paths with all nodes
except possibly j belonging to the set P.

Indeed, condition (a) is satisfied initially, and since d;; > 0 and D; = minjgp D,
it is preserved by the formula D; := min[Dj,d;; + D;] for all j ¢ P, in step 2. We
show condition (b) by induction. It holds initially. Suppose that it holds at the beginning
of some step 1, let 7 be the node added to P at that step, and let Dy be the label of
each node k at the beginning of that step. Then condition (b) holds for j = ¢ by the
induction hypothesis. It is also seen to hold for all j € P, in view of condition (a) and
the induction hypothesis. Finally, for a node j ¢ P U {i}, consider a path from j to 1
which is shortest among those with all nodes except j belonging to the set P U {i}, and
let D; be the corresponding shortest distance. Such a path must consist of an arc (j.k)
for some k € P U {i}, followed by a shortest path from & to 1 with nodes in P U {i}.
Since we just argued that the length of this k to 1 path is Dj, we have

D} = kergiun{i}[d]k + D] = min min [djk + Di].dji + D;
Similarly, the induction hypothesis implies that D; = mingcp[djx + Ds], so we obtain
D} = min[Dj.d;; + D;]. Thus in step 2, D; is set to the shortest distance D’ from j
to 1 using paths with all nodes except j belonging to P U {i}. The induction proof of
condition (b) is thus complete.

We now note that a new node is added to P with each iteration, so the algorithm
terminates after IV — 1 iterations, with P containing all nodes. By condition (b), D; is
then equal to the shortest distance from j to 1.

To estimate the computation required by Dijkstra’s algorithm, we note that there
are N — 1 iterations and the number of operations per iteration is proportional to N.
Therefore, in the worst case the computation is O(N?), comparing favorably with the
worst-case estimate O(N?) of the Bellman—Ford algorithm; in fact, with proper im-
plementation the worst-case computational requirements for Dijkstra’s algorithm can be
reduced considerably (see [Ber91] for a variety of implementations of Dijkstra’s algo-
rithm). However, there are many problems where A < N2, and the Bellman-Ford
algorithm terminates in very few iterations (say m < ), in which case its required
computation O(mA) can be less than the O(N?) requirement of the straightforward
implementation of Dijkstra’s algorithm. Generally, for nondistributed applications, effi-
ciently implemented variants of the Bellman-Ford and Dijkstra algorithms appear to be
competitive (see [Ber91] for a more detailed discussion and associated codes).
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The Dijkstra and Bellman-Ford algorithms are contrasted on an example problem
in Fig. 5.35.

The Floyd-Warshall algorithm. This algorithm, unlike the previous two, finds
the shortest paths between all pairs of nodes together. Like the Bellman—Ford algorithm,
the arc distances can be positive or negative, but again there can be no negative-length
cycles. All three algorithms iterate to find the final solution, but each iterates on some-
thing different. The Bellman—Ford algorithm iterates on the number of arcs in a path,
the Dijkstra algorithm iterates on the length of the path, and finally, the Floyd—Warshall
algorithm iterates on the set of nodes that are allowed as intermediate nodes on the paths.
The Floyd—Warshall algorithm starts like both other algorithms with single arc distances

;i = dji for all (i, )

Bellman-Ford

Ol (0 (2)

O3 OO O,

Dl=4 D=2 D} = Di=2

D, =1 D; =4 Dy =1 D;=3
N N
> O,
AN
© W O—
D,=4 D5 =2 D,=3 Ds =2
P= {1,2} P= {1,2,5} P= {1,2,3,4,5}

Figure 5.35 Example using the Bellman—Ford and Dijkstra algorithms.
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(i.e., no intermediate nodes) as starting estimates of shortest path lengths. It then calcu-

lates shortest paths under the constraint that only node 1 can be used as an intermediate

node, and then with the constraint that only nodes 1 and 2 can be used, and so forth.
To state the algorithm more precisely, let D} be the shortest path length from node

i to j with the constraint that only nodes 1,2,...,n can be used as intermediate nodes
on paths, The algorithm then is as follows: Initially,
DY, = dy;, for all i, j, T
Forn=0,1....,N — 1,
D =min [D}Y, Dty + Dyl for all i # j (5.7)

To see why this works, we use induction. For n = 0, the initialization clearly
gives the shortest path lengths subject to the constraint of no intermediate nodes on
paths. Now, suppose that for a given n, Dj; in the algorithm above gives the shortest
path lengths using nodes 1 to n as intermediate nodes. Then the shortest path length
from ¢ to j, allowing nodes 1 to n + 1 as intermediate nodes, either contains node n + 1
on the shortest path, or does not contain node n + 1. For the first case, the constrained
shortest path from ¢ to j goes first from ¢ to n + 1 and then from n + 1 to j, giving the
length in the final term of Eq. (5.7). For the second case, the constrained shortest path
is the same as the one using nodes 1 to n as intermediate nodes, yielding the length of
the first term in the minimization of Eq. (5.7).

Since each of the IV steps above must be executed for each pair of nodes, the
computation involved in the Floyd-Warshall algorithm is O(N?), the same as if the
Dijkstra algorithm were repeated for each possible choice of source node.

5.2.4 Distributed Asynchronous Bellman-Ford Algorithm

Consider a routing algorithm that routes each packet along a shortest path from the
packet’s origin to its destination, and suppose that the link lengths may change either
due to link failures and repairs, or due to changing traffic conditions in the network.
It is therefore necessary to update shortest paths in response to these changes. We
described several such algorithms in Section 5.1.2 in connection with the ARPANET
and the TYMNET.

In this subsection we consider an algorithm similar to the one originally imple-
mented in the ARPANET in 1969. It is closely related to the one used in DNA (DEC’s
Digital Network Architecture) [Wec80]. The idea is to compute the shortest distances
from every node to every destination by means of a distributed version of the Bellman—
Ford algorithm. An interesting aspect of this algorithm is that it requires very little
information to be stored at the network nodes. Indeed, a node need not know the de-
tailed network topology. It suffices for a node to know the length of its outgoing links
and the identity of every destination.

We assume that each cycle has positive length. We also assume that the network
always stays strongly connected, and that if (4, j) is a link, then (j,7) is also a link. We
envision a practical situation where the lengths d;; can change with time. In the analysis,
however, it is assumed that the lengths d,; are fixed while the initial conditions for the

Samsung Exhibit 1015, Page 420 of 573




Sec. 5.2 Network Algorithms and Shortest Path Routing 405

algorithm are allowed to be essentially arbitrary. These assumptions provide an adequate
model for a situation where the link lengths stay fixed after some time #, following a
number of changes that occurred before ¢.

We focus on the shortest distance D; from each node i to a generic destination
node taken for concreteness to be node 1. (In reality, a separate version of the algorithm
must be executed for each destination node.) Under our assumptions, these distances are
the unique solution of Bellman’s equation,

D; = mi ij jls i
]ren[br(nl)[dj + Djl, 1 #£1

Dl =0
where N(¢) denotes the set of current neighbors of node i (i.e., the nodes connected with

i via an up link). This was shown in Section 5.2.3; see the discussion following Eq. (5.6).
The Bellman—Ford algorithm is given by

h . .
Dl = jgm)[dij + D}, i# 1 (5.8)
DIt =0 (5.9)

In Section 5.2.3, we showed convergence to the correct shortest distances for the initial
conditions
DY = , i#1 (5.10)

D=0 (5.11)

The algorithm is well suited for distributed computation since the Bellman~Ford iteration
(5.8) can be executed at each node i in parallel with every other node. One possibility
is for all nodes ¢ to execute the iteration simultaneously, exchange the results of the
computation with their neighbors, and execute the iteration again with the index A incre-
mented by one. When the infinite initial conditions of Eqs. (5.10) and (5.11) are used,
the algorithm will terminate after at most N iterations (where N is the number of nodes),
with each node i knowing both the shortest distance, 1;, and the outgoing link on the
shortest path to node 1.

Unfortunately, implementing the algorithm in such a synchronous manner is not as
easy as it appears. There is a twofold difficulty here. First, a mechanism is needed for
getting all nodes to agree to start the algorithm. Second, a mechanism is needed to abort
the algorithm and start a new version if a link status or length changes as the algorithm
is running. Although it is possible to cope successfully with these difficulties [Seg81],
the resulting algorithm is far more complex than the pure Bellman—Ford method given
by Egs. (5.8) and (5.9).

A simpler alternative is to use an asynchronous version of the Bellman—Ford al-
gorithm that does not insist on maintaining synchronism between nodes, and on starting
with the infinite initial conditions of Egs. (5.10) and (5.11). This eliminates the need
for either an algorithm initiation or an algorithm restart protocol. The algorithm simply
operates indefinitely by executing from time to time at each node ¢ # 1 the iteration

D; := min {d;; + D; 5.12
Jg]I{’?i)[ i+ Dl (5.12)
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using the last estimates D; received from the neighbors j € N(i), and the latest status
and lengths of the outgoing links from node i. The algorithm also requires that each
node ¢ transmit from time to time its latest estimate D; to all its neighbors. However,
there is no need for either the iterations or the message transmissions to be synchronized
at all nodes. Furthermore, no assumptions are made on the initial values D;, j € N(i)
available at each node i. The only requirement is that a node ¢ will eventually execute
the Bellman-Ford iteration (5.12) and will eventually transmit the result to the neighbors.
Thus, a totally asynchronous mode of operation is envisioned.

It turns out that the algorithm is still valid when executed asynchronously as de-
scribed above. It will be shown that if a number of link length changes occur up to some
time £y, and no other changes occur subsequently, then within finite time from ¢, the
asynchronous algorithm finds the correct shortest distance of every node ¢. The shortest
distance estimates available at time ¢y can be arbitrary numbers, so it is not necessary to
reinitialize the algorithm after each link status or link length change.

The original 1969 ARPANET algorithm was based on the Bellman—Ford iteration
(5.12), and was implemented asynchronously much like the scheme described above.
Neighboring nodes exchanged their current shortest distance estimates D; needed in the
iteration every 625 msec, but this exchange was not synchronized across the network.
Furthermore, the algorithm was not restarted following a link length change or a link
failure. The major difference between the ARPANET algorithm and the one analyzed in
the present subsection is that the link lengths d;; were changing very frequently in the
ARPANET algorithm, and the eventual steady state assumed in our analysis was seldom
reached.

We now state formally the distributed, asynchronous Bellman—Ford algorithm and
proceed to establish its validity. At each time ¢, a node 7 # 1 has available:

D} (t) = Estimate of the shortest distance of each neighbor node j € N (i) which was
last communicated to node 7

D;(t) = Estimate of the shortest distance of node ¢ which was last computed at node
1 according to the Bellman—Ford iteration

The distance estimates for the destination node 1 are defined to be zero, so
Di(t)y=0, for all t > ¢,
1(t)y=0, for all t > to, and ¢ with 1 € N(i)

Each node 7 also has available the link lengths d;;, for all j € N (i), which are assumed
constant after the initial time ¢,. We assume that the distance estimates do not change
except at some times g, t;,1;,..., with ¢,,,., > t,,, for all m, and t,, — oc as m — oc,
when at each processor ¢ # 1, one of three events happens:

1. Node i updates D;(t) according to
(1) == mi D
Di(t):= min [di; + Dj(®)]

and leaves the estimates D}(t), j € N(2), unchanged.
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2. Node i receives from one or more neighbors j € N(i) the value of D; which was
computed at node j at some earlier time, updates the estimate DZ), and leaves all
other estimates unchanged.

3. Node i is idle, in which case all estimates available at 7 are left unchanged.

Let T? be the set of times for which an update by node i as in case 1 occurs, and
T} the set of times when a message is received at / from node j, as in case 2. We assume
the following:

Assumption 1. Nodes never stop updating their own estimates and receiving
messages from all their neighbors [i.e., T" and T}’ have an infinite number of elements
forall ¢ # 1 and j € N(3)].

Assumption 2. Old distance information is eventually purged from the system
[i.e., given any time { > {o, there exists a time { > 7 such that estimates D; computed
at a node j prior to time # are not received at any neighbor node ¢ after time ].

The following proposition shows that the estimates D,(t) converge to the correct
shortest distances within finite time. The proof (which can be skipped without loss of
continuity) is interesting in that it serves as a model for proofs of validity of several
other asynchronous distributed algorithms. (See the convergence proof of the algorithm
of Section 5.3.3 and references [Ber82a], [Ber83], and [BeT89].)

Proposition.  Suppose that each cycle has positive length and let the initial con-

ditions D;(tg), D}(to) be arbitrary numbers for i = 2,....] Noand j =2...... N. Then
there is a time t,,, such that
D;(t) = D, forallt >t,,, i=1...., N

where D; is the correct shortest distance from node ¢ to the destination node 1.

Proof: The idea of the proof is to define for every node i two sequences {Qf}
and {D; } with
Dt < D' <D, <D, <D, (5.13)
and —
Q’? =D;=D,, for all k sufficiently large (5.14)

These sequences are obtained from the Bellman-Ford algorithm by starting at two dif-
ferent initial conditions. It is then shown that for every k and ¢, the estimates D;(t)
satisfy .
D* < Dty < D;. for all ¢ sufficiently large (5.15)
A key role in the proof is played by the monotonicity property of the Beliman—Ford
iteration. This property states that if for some scalars D; and D,

D; > Dy, for all j € N()
then the direction of the inequality is preserved by the iteration, that is,

min [d;; +5]1 > min [d;; + f)j]
JEN@

JEN(@) )
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A consequence of this property is that if DF are sequences generated by the Bellman—
Ford iteration (5.8) and (5.9) starting from some initial condition D?.i =1...., N, and
we have D,Ll > D? for each ¢, then DfH > Df‘, for each 7 and k. Similarly, if DZ1 < D?,
for each ¢, then Df“ < Df, for each i and k.

Consider the Bellman-Ford algorithm given by Egs. (5.8) and (5.9). Let Ef,i =

1,...,N be the k™ iterate of this algorithm when the initial condition is
D) =oc, i#l (5.16a)
D=0 (5.16b)

and let D¥ i =1..... N be the kth iterate when the initial condition is
D’ =D, -5, i1 (5.17a)
D=0 (5.17b)

where 4 is a positive scalar large enough so that Qg is smaller than all initial node
estimates D;(tp), D;(to), j € N(i) and all estimates D); that were communicated by
node ¢ before ¢y and will be received by neighbors of 7 after 7.

Lemma. The sequences {D*} and {ﬁf} defined above satisfy Eqs. (5.13) and
(5.14).

Proof: Relation (5.13) is shown by induction using the monotonicity property of the
Bellman-Ford iteration, and the choice of initial conditions above. To show Eq. (5.14),
first note that from the convergence analysis of the Bellman—Ford algorithm of the
preceding section, for all ¢,

Di=D;, k>N-1 (5.18)

so only Q’:f = D, for sufficiently large k, remains to be established. To this end, we
first note that by an induction argument it follows that Q’}' is, for every k, the length
of a walk from i to some other node j involving no more than £ links, plus Q?. Let
L(i, k) and n(i, k) be the length and the number of links of this walk, respectively. We
can decompose this walk into a path from 7 to j involving no more than N — 1 links
plus a number of cycles each of which must have positive length by our assumptions.
Therefore, if limy . n(i, k) = o for any 7, we would have limg_. . L(i, k) = oc, which
is impossible since D; > Qlf = L(i, k) +Q? and D; is finite (the network is assumed
strongly connected). Therefore, n(i, k) is bounded with respect to k and it follows that
the number of all possible values of QIE, fori =1,...,Nand k = 0,1,..., is finite.
Since Qlj is monotonically nondecreasing in & for all i, it follows that for some A

D" = D, for all (5.19)

Therefore, the scalars Q’; satisfy Bellman’s equation, which as shown in Section 5.2.3,
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has as its unique solution the shortest distances D;. It follows that
D" =D,, foralli. k>h (5.20)
Equations (5.18) and (5.20) show Eq. (5.14). Q.E.D.

We now complete the proof of the proposition by showing by induction that for
every k there exists a time ¢(k) such that for all ¢ > t(k),

D <D< Dy, i=1.2...N (5.21)
DE<Dity<D;,  jENG, i=12..,N (5.22)
and for all t € Tji, t > t(k),
; —k ) o . .

DY < D[] <D,  jeNG. i=1.2...N (5.23)
where T}(t) is the largest time at which the estimate D;(t) available at node 7 at time ¢
was computed using the iteration D; := minge n(;)[djx + Di] at node j. [Formally, TJ’"(I‘)
is defined as the largest time in 77 that is less than ¢, and is such that D; [T}(t)] = D;([)‘]

Indeed, the induction hypothesis is true for & = 0 [for {(0) = ty] because &
was chosen large enough in the initial conditions (5.17). Assuming that the induction
hypothesis is true for a given k, it will be shown that there exists a time {(k+ 1) with the
required properties. Indeed, from relation (5.22) and the monotonicity of the Bellman—
Ford iteration, we have that for every t € T¢.t > t(k) [i.e., a time ¢ for which D;(t) is
updated via the Bellman—Ford iteration],

D' <D<
Therefore, if ¢/(k) is the smallest time ¢t € 7%, with ¢ > t(k), then
—k . .
D' <Dy <Dyt forallt > (k). i=1.2....N  (524)

Since T;(t) — o0 as t — oo (by Assumptions 1 and 2) we can choose a time ¢(k + 1) >
t'(k) so that T/(t) > t'(k), for all i, j € N(:), and t > t(k + 1). Then, in view of
Eq. (5.24), for all t > t(k + 1),

D < DIy <Dy jeEN@. i=12...N (5.25)

and for all t € T}, t > t(k + 1),
D < D[] <Dy jeN@. i=12....N (5.26)
This completes the induction proof. Q.E.D.

The preceding analysis assumes that there is a path from every node to node 1.
If not, the analysis applies to the portion of the network that is connected with node 1.
For a node i that belongs to a different network component than node 1 and has at least
one neighbor (so that it can execute the algorithm), it can be seen that D;({) — x as
t — oc. This property can be used by a node to identify the destinations to which it is
not connected.
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Figure 5.36 Example where the number
of iterations of the (synchronous)
Bellman—Ford algorithm is excessive.
Suppose that the initial conditions are the
shortest distances from nodes 2, 3, and 4 to
node 1 before link (4,1) fails (D, = 3,

D3 =2, Dy = 1). Then, after link (4,1)
fails, nearly L iterations will be required
before node 2 realizes that its shortest path
to node 1 is the direct link (2,1). This is
an example of the so-catled “bad news
phenonenon,” whereby the algorithm reacts
slowly to a sudden increase in one or more
Destination link lengths.

Link (4, 1) is up
and then fails

Length 1 prior

fai
Large length L to the failure

We close this section with a discussion of two weaknesses of the asynchronous
Bellman—Ford method. The first is that in the worst case, the algorithm may require an
excessive number of iterations to terminate (see the example of Fig. 5.36). This is not
due to the asynchronous nature of the algorithm, but rather to the arbitrary choice of
initial conditions [an indication is provided by the argument preceding Eq. (5.19)]. A
heuristic remedy is outlined in Problem 5.6; for other possibilities, see [JaM82], [Gar87],
and [Hum91]. The second weakness, demonstrated in the example of Fig. 5.37, is that
in the worst case, the algorithm requires an excessive number of message transmissions.
The example of Fig. 5.37 requires an unlikely sequence of events. An analysis given in
[TsS90] shows that under fairly reasonable assumptions, the average number of messages
required by the algorithm is bounded by a polynomial in V.

5.2.5 Stability of Adaptive Shortest Path Routing Algorithms

We discussed in earlier sections the possibility of using link lengths that reflect the
traffic conditions on the links in the recent past. The idea is to assign a large length
to a congested link so that the shortest path algorithm will tend to exclude it from a
routing path. This sounds attractive at first, but on second thought one gets alerted to
the possibility of oscillations. We will see that this possibility is particularly dangerous
in datagram networks.

Stability issues in datagram networks. For a simple example of oscillation,
consider a datagram network, and suppose that there are two paths along which an origin
can send traffic to a destination. Routing along a path during some time period will
increase its length, so the other path will tend to be chosen for routing in the next time
period, resulting in an oscillation between the two paths. It turns out that a far worse
type of oscillation is possible, as illustrated in the following example.

Example 5.4

Consider the 16-node network shown in Fig. 5.38, where node 16 is the only destination.
Let the traffic input (in data units/sec) at each node : = 1,...,7,9,...,15 be one unit and
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All link lengths are unity
All initial shortest distance
estimates to node 1 are o

?
)
)
()

Figure 5.37 Example where the asynchronous version of the Bellman-Ford algorithm re-
quires many more message transmissions than the synchronous version. The initial estimates
of shortest distance of all nodes is oc. Consider the following sequence of events, where all
messages are received with zero delay:

1. Node 2 updates its shortest distance and communicates the result to 3. Node 3 up-
dates and communicates the result to 4.... Node N — | updates and communicates
the result to N. Node N updates and communicates the result to N + 1. (These are
N — 1 messages.)

2. Node N + 1 updates and communicates the result to N +2.... Node 2N — | updates
and communicates the result to 2N. Node 2N updates. (These are .V — 1 messages.)

3. Fori = N—1,N —2,...,2, in that order, node 7 communicates its update to N + |
and sequence 2 above is repeated. [These are N(/N —~ 2) messages.]

The total number of messages is N2 —2. If the algorithm were executed synchronously, with
a message sent by a node to its neighbors only when its shortest distance estimate changes,
the number of messages needed would be 3(/N — 1) — 1. The difficulty in the asynchronous
version is that a lot of unimportant information arrives at node N 4 1 early and triggers a
lot of unnecessary messages starting from N + 1 and proceeding all the way to 2N.

let the traffic input of node 8 be ¢ > 0, where € is very small. Assume that the length of
link (¢, j) is

di]' = F, ij
where Fj; is the arrival rate at the link counting input and relayed traffic. Suppose that all
nodes compute their shortest path to the destination every T' seconds using as link lengths
the arrival rates F;; during the preceding T seconds, and route all their traffic along that path
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Figure 5.38 Sixteen-node ring network
of Example 5.4. Node 16 is the only
destination.

for the next 7" seconds. Assume that we start with nodes 1 through 7 routing clockwise and
nodes 8 through 15 routing counterclockwise. This is a rather good routing, balancing the
traffic input between the two directions. Figure 5.39 shows the link rates corresponding to
the initial and subsequent shortest path routings. Thus, after three shortest path updates, the
algorithm is locked into an oscillatory pattern whereby all traffic swings from the clockwise
to the counterclockwise direction and back at alternate updates. This is certainly the worst
type of routing performance that could occur.

The difficulty in Example 5.4 is due to the fact that link arrival rates depend
on routing, which in turn depends on arrival rates via the shortest path calculation,
with a feedback effect resulting. This is similar to the stability issue in feedback
control theory, and can be analyzed using a related methodology [Ber82b]. Actu-
ally, it can be shown that the type of instability illustrated above will occur gener-
ically if the length d;; of link (,7) increases continuously and monotonically with
the link arrival rate Fj;, and d;; = O when F;; = 0. It is possible to damp the
oscillations by adding a positive constant to the link length so that d;; = o > 0
when F;; = 0. The scalar o (link length at zero load) is known as a bias factor.

Figure 5.39  Oscillations in a ring network for link lengths d;; equal to the link arrival rates F7;.
Each node sends one unit of input traffic to the destination except for the middle node 8, which
sends € > 0, where € is very small. The numbers next to the links are the link rates in each of the
two directions. As an example of the shortest path calculations, at the first iteration the middle node
8 computes the length of the clockwise path as 28 (= 0+ 1+ 2+ --- 4+ 7), and the length of the
counterclockwise path as 28 +8e¢ (= e+ 1 + €+ 2+ ¢+ - -+ 7+ ¢), and switches its traffic to the
shortest (clockwise) path at the second routing. The corresponding numbers for node 9 are 28 and
28 + ¢, so node 9 also switches its traffic to the clockwise path. All other nodes find that the path
used at the first routing is shortest, and therefore they do not switch their traffic to the other path.
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Oscillations in the original ARPANET algorithm discussed in Section 5.1.2 were damped
by using a substantial bias factor. Indeed, if a is large enough relative to the range of
link lengths, it can be seen that the corresponding shortest paths will have the minimum
possible number of links to the destination. This is static routing, which cannot exhibit
any oscillation of the type seen earlier, but is also totally insensitive to traffic congestion.
In the current ARPANET algorithm described in Section 5.1.2, the bias « in effect
equals the sum of the average packet transmission time, the processing delay, and the
propagation delay along a link. With the 1987 algorithm modifications ([KhZ89] and
[ZVK89]), the bias became fairly large relative to the range of allowable link lengths.
As a result the algorithm became quite stable but also less sensitive to congestion. The
second possibility to damp oscillations is to introduce a mechanism for averaging the
lengths of links over a time period spanning more than one shortest path update. This
tends to improve the stability of the algorithm, albeit at the expense of reducing its
speed of response to congestion. It turns out that asynchronous shortest path updating
by the network nodes results in a form of length averaging that is beneficial for stability
purposes. (See [MRR78], [Ber79b], and [Ber82b] for further discussion.)

Stability issues in virtual circuit networks. The oscillatory behavior ex-
hibited above is associated principally with datagram networks. It will be shown that
oscillations are less severe in virtual circuit networks. A key feature of a datagram
network in this regard is that each packet of a user pair is not required to travel on the
same path as the preceding packet. Therefore, the time that an origin—destination pair
will continue to use a shortest path after it is changed due to a routing update is very
small. As a result, a datagram network reacts very fast to a shortest path update, with
all traffic switching to the new shortest paths almost instantaneously.

The situation is quite different in a virtual circuit network, where every session is
assigned a fixed communication path at the time it is first established. There the average
duration of a virtual circuit is often large relative to the shortest path updating period. As
a result, the network reaction to a shortest path update is much more gradual since old
sessions continue to use their established communication paths and only new sessions
are assigned to the most recently calculated shortest paths.

As the following example demonstrates, the critical parameters for stability are the
“speed” of the virtual circuit arrival and departure processes, and the frequency with
which shortest paths are updated.

Example 5.5

Consider the simple two-link network with one origin and one destination shown in
Fig. 5.40(a). Suppose that the arrival rate is r bits/sec. Assuming that the two links
have equal capacity C', an “optimal” routing algorithm should somehow divide the input r
equally between the two links, thereby allowing a throughput up to 2C.

Consider a typical adaptive algorithm based on shortest paths for this example net-
work. The algorithm divides the time axis into T-second intervals. It measures the average
arrival rate (bits/second) on both links during each T-second interval, and directs all traffic
(datagrams or virtual circuits) generated during every T-second interval along the link that
had the smallest rate during the preceding 7-second interval.
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Link 1
Capacity C
r (bits/sec)
Destination
Origin
Link 2
Capacity C
(a)
3
>
c
£
g r e
2 Figure 5.40 (a) Two-link network of
P Example 5.5. (b) Arrival rate on link 1 in
s Example 5.5 using the shortest path rule in
€ the datagram case. Essentially, only one
< path is used for routing at any one time if
the shortest path update period is much
0 T 2T 3T aT Time  larger than the time required to empty the
queue of waiting packets at the time of an
(b) update.

If the network uses datagrams, then, assuming that T is much larger than the time
required to empty the queue of waiting packets at the time of an update, each link will
essentially carry either no traffic or all the input traffic » at alternate time intervals, as shown
in Fig. 5.40(b).

Next consider the case where the network uses virtual circuits, which are generated
according to a Poisson process at a rate A per second. Each virtual circuit uses the link on
which it was assigned by the routing algorithm for its entire duration, assumed exponentially
distributed with mean 1/u seconds. Therefore, according to the M /M /oc queueing results
(cf. Section 3.4.2), the number of active virtual circuits is Poisson distributed with mean
A/u. If 5 is the average communication rate (bits/sec) of a virtual circuit, we must have
= (\/p)y, or

T

7= (5.27)
Suppose that the shortest path updating interval 7 is small relative to the average duration
of the virtual circuits 1/u. Then, approximately a fraction uT" of the virtual circuits that
were carried on each link at the beginning of a T-second interval will be terminated at
the end of the interval. There will be AT virtual circuits on the average added on the
link that carried the least traffic during the preceding interval. This amounts to an added
arrival rate of AT bits/sec or, using the fact that v = ru /A [cf. Eq. (5.27)]. ruT bits/sec.
Therefore, the average rates x]f and x§ (bits/sec) on the two links at the &% interval will

evolve approximately according to

k e : k_ .k _k
LR {(1 — pD)xf 4+ rul, if i is shortest (i.e., 7 = min{z{.z5}) (5.28)
¢ 1 - uT)szc , otherwise
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Figure 5.41 Arrival rate on link 1 in Example 5.5 when virtual circuits are used.
(a) Virtual circuits last a long time, and the shortest paths are updated frequently (u7T is
small). (b) Virtual circuits last a short time, and the shortest paths are updated frequently
(uT is moderate).

Figures 5.41 and 5.42 provide examples of the evolution of the average rate on link 1.
From Eq. (5.28) it can be seen that as £ — =, the average rates 7 and x» will tend to
oscillate around 7 /2 with a magnitude of oscillation roughly equal to ruT". Therefore, if the
average duration of a virtual circuit is large relative to the shortest path updating interval
(1T < 1), the routing algorithm performs almost optimally, keeping traffic divided in nearly
equal proportions among the two links. Conversely, if the product 7 is large, the analysis
above indicates considerable oscillation of the link rates. Figures 5.41 and 5.42 demonstrate
the relation between p, 7', and the magnitude of oscillation.

Example 5.5 illustrates behavior that has been demonstrated analytically for general
virtual circuit networks [GaB83]. It is also shown in [GaB83] that the average duration
of a virtual circuit is a critical parameter for the performance of adaptive shortest path
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Figure 5.42 Arrival rate on link 1 in Example 5.5 when virtual circuits are used.
(a) Virtual circuits last a long time. and the shortest paths are updated infrequently
(T is moderate). (b) Virtual circuits last a short time, and shortest paths are updated
infrequently (¢ 7 is large). In the limit as y« — o, the datagram case is obtained.

routing. If it is very large, the rate of convergence of the algorithm will be slow,
essentially because virtual circuits that are misplaced on congested paths persist for a
long time [cf. Figs. 5.41(a) and 5.42(a)]. If it is very small, the shortest path update
interval must be accordingly small for the oscillation around optimality to be small
[cf. Fig. 5.41(b)]. Unfortunately, there is a practical limit on how small the update
interval can be, because frequent updates require more overhead and because sufficient
time between updates is needed to measure accurately the current link lengtas. The
problem with a large duration of virtual circuits would not arise if virtual circuits could
be rerouted during their lifetime. In the Codex network described in Section 5.8. such
rerouting is allowed, thereby resulting in an algorithm that is more efficient than the one
described in this section.

Samsung Exhibit 1015, Page 433 of 573



418 Routing in Data Networks Chap. 5

5.3 BROADCASTING ROUTING INFORMATION: COPING
WITH LINK FAILURES

A problem that often arises in routing is the transfer of control information from points
in the network where it is collected to other points where it is needed. This problem
is surprisingly challenging when links are subject to failure. In this section we explain
the nature of the difficulties and we consider ways to address them. We also take the
opportunity to look at several instructive examples of distributed algorithms.

One practical example of broadcasting routing information was discussed in Section
5.1.2 in connection with the current ARPANET algorithm. Here all link lengths are
periodically broadcast to all nodes, which then proceed to update their routing tables
through a shortest path computation. Other cases include situations where it is desired to
alert higher layers about topological changes, or to update data structures that might be
affected by changes in the network topology, such as a spanning tree used for broadcasting
messages to all nodes. [The term nerwork topology will be used extensively in this
section. It is synonymous with the list of nodes and links of the network together with
the status (up or down) of each link.]

Getting routing information reliably to the places where it is needed in the presence
of potential link failures involves subtleties that are generally not fully appreciated. Here
are some of the difficulties:

1. Topological update information must be communicated over links that are them-
selves subject to failure. Indeed, in some networks, one must provide for the
event where portions of the network get disconnected from each other. As an
example consider a centralized algorithm where all information regarding topolog-
ical changes is communicated to a special node called the network control center
(NCC). The NCC maintains in its memory the routing tables of the entire system,
and updates them upon receipt of new topological information by using some al-
gorithm that is of no concern here. It then proceeds to communicate to the nodes
affected all information needed for local routing operations. Aside from the generic
issue of collecting and disseminating information over failure-prone links, a spe-
cial problem here is that the NCC may fail or may become disconnected from a
portion of the network. In some cases it is possible to provide redundancy and
ensure that such difficulties will occur very rarely. In other cases, however, reso-
lution of these difficulties may be neither simple nor foolproof, so that it may be
advisable to abandon the centralized approach altogether and adopt a distributed
algorithm.

2. One has to deal with multiple topological changes (such as a link going down
and up again within a short time), so there is a problem of distinguishing between
old and new update information. As an example, consider a flooding method for
broadcasting topological change information (cf. Section 5.1.2). Here a node mon-
itors the status of all its outgoing links, and upon detecting a change, sends a
packet to all its neighbors reporting that change. The neighbors send this packet
to their neighbors, and so on. Some measures are needed to prevent update pack-
ets from circulating indefinitely in the network, but this question is discussed
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later. Flooding works when there is a single topological change, but can fail
in its pure form when there are multiple changes, as shown in the example of
Fig. 5.43. Methods for overcoming this difficulty are discussed later in this sec-
tion, where it is shown that apparently simple solutions sometimes involve subtle
failure modes.

3. Topological update information will be processed by some algorithm that computes
new routing paths (e.g., a shortest path algorithm). It is possible, however, that
new topological update information arrives as this algorithm is running. Then,
either the algorithm must be capable of coping with changes in the problem data
as it executes, or else it must be aborted and a new version must be started upon
receipt of new data. Achieving either of these may be nontrivial, particularly when
the algorithm is distributed.

4. The repair of a single link can cause two parts of the network which were discon-
nected to reconnect. Each part may have out-of-date topology information about
the other part. The algorithm must ensure that eventually the two parts agree and
adopt the correct network topology.

The difficulties discussed above arise also in the context of broadcasting information
related to the congestion status of each link. An important difference. however, is
that incorrect congestion information typically has less serious consequences than does
incorrect topological information; the former can result at worst in the choice of inferior
routes, while the latter can result in the choice of nonexistent routes. Thus, one can afford
to allow for a small margin of error in an algorithm that broadcasts routing information
other than topological updates, if that leads to substantial algorithmic simplification or
reduction in communication overhead. Note, however, that in some schemes, such as the
ARPANET flooding algorithm to be discussed shortly, topological update information is
embedded within congestion information, and the same algorithm is used to broadcast
both.

As we approach the subject of broadcasting topological update information, we
must first recognize that it is impossible for every node to know the correct network
topology at all times. Therefore, the best that we can expect from an algorithm is that it

First update
Second update

B Figure 5.43 Example where the flooding
algorithm in its pure form fails. Link »

is initially up. then it goes down. then

up again. Suppose that the two updates
travel on the path "B A faster than the first
update travels on the link ("A. Suppose
also that link C" A fails after the first update.
but before the second update travels en

it. Then, the last message received by -

First update

First update
Second update

(o}

Initially up
n Down asserts that link n is down, while the link
Up is actually up. The difficulty here is that
outdated information is mistakenly taken to
be new.
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can cope successfully with any finite number of topological changes within finite time.
By this we mean that if a finite number of changes occur up to some time and no other
changes occur subsequently, all nodes within each connected portion of the network
should know the correct status of each link in that portion within finite time.

In the discussion of validity of various schemes in the sense described above, we
will assume the following:

1. Network links preserve the order and correctness of transmissions. Furthermore,
nodes maintain the integrity of messages that are stored in their memory.

2. A link failure is detected by both end nodes of the link, although not necessarily
simultaneously. By this we mean that any link declared down by one end node will
also eventually be declared down by the other, before the first end node declares
it up again.

3. There is a data link protocol for recognizing, at the ends of a failed link, when the
link is again operational. If one of the end nodes declares the link to be up, then
within finite time, either the opposite end node also declares the link up or the first
declares it down again.

4. A node can crash, in which case each of its incident links is, within finite time,
declared down by the node at the opposite end of the link.

The preceding assumptions provide a basis for discussion and analysis of specific
schemes, but are not always satisfied in practice. For example, on rare occasions, As-
sumption | is violated because damaged data frames may pass the error detection test of
Data Link Control, or because a packet may be altered inside a node’s memory due to
hardware malfunction. Thus, in addition to analysis of the normal case where these as-
sumptions are satisfied, one must weigh the consequences of the exceptional case where
they are not. Keep in mind here that topology updating is a low-level algorithm on which
other algorithms rely for correct operation.

Note that it is not assumed that the network will always remain connected. In fact,
the topology update algorithm together with some protocol for bringing up links should
be capable of starting up the network from a state where all links are down.

5.3.1 Flooding—The ARPANET Algorithm

Flooding was described previously as an algorithm whereby a node broadcasts a topo-
logical update message to all nodes by sending the message to its neighbors, which in
turn send the message to their neighbors, and so on. Actually, the update messages may
include other routing-related information in addition to link status. For example, in the
ARPANET, each message originating at a node includes a time average of packet delay
on each outgoing link from the node. The time average is taken over 10-sec intervals.
The time interval between update broadcasts by the node varies in the ARPANET from
10 to 60 sec, depending on whether there has been a substantial change in any single-link
average delay or not. In addition, a message is broadcast once a status change in one of
the node’s outgoing links is detected.
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A serious difficulty with certain forms of flooding is that they may require a large
number of message transmissions. The example of Fig. 5.44 demonstrates the difficulty
and shows that it is necessary to store enough information in update messages and
network nodes to ensure that each message is transmitted by each node only a finite
number of times (and preferably only once). In the ARPANET, update messages from
each node are marked by a sequence number. When a node j receives a message that
originated at some node 17, it checks to see if its sequence number is greater than the
sequence number of the message last received from 7. If so, the message together with
its sequence number is stored in memory, and its contents are transmitted to all neighbors
of j except the one from which the message was received. Otherwise, the message is
discarded. Assuming that the sequence number field is large enough, one can be sure
that wraparound of the sequence numbers will never occur under normal circumstances.
(With a 48-bit field and one update per millisecond, it would take more than 5000 years
for wraparound to occur.)

The use of sequence numbers guarantees that each topological update message will
be transmitted at most once by each node to its neighbors. Also, it resolves the difficulty
of distinguishing between new and old information, which was discussed earlier and
illustrated in the example of Fig. 5.43. Nonetheless, there are subtle difficulties with se-
quence numbers relating to exceptional situations, such as when portions of the network
become disconnected or when equipment malfunctions. For example, when a complete
or partial network reinitialization takes place (perhaps following a crash of one or more
nodes), it may be necessary to reset some sequence numbers to zero, since a node may
not remember the sequence number it was using in the past. Consider a time period when
two portions of the network are disconnected. During this period, each portion cannot
learn about topological changes occurring in the other portion. If sequence numbers are

Indefinite circulation
in both directions

T Failure message
Figure 5.44 Example of a form of
flooding where the transmission of
messages never terminates. The rule is that
a node that receives a message relays it o
all of its neighbor nodes except the one
from which the message was received.
A failure of link (1. 2) is communicated

Failure to node 3. which triggers an indefinite
circulation of the failure message along the
loop (3.4,5) in both directions. This form
of flooding works only if the network has
no cycles.

~
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reset in one of the two portions while they are disconnected, there may be no way for the
two portions to figure out the correct topology after they connect again by relying on the
sequence number scheme alone. Another concern is that a sequence number could be al-
tered either inside a node’s memory due to a malfunction, or due to an undetected error in
transmission. Suppose, for example, that an update message originating at node ¢ reaches
another node j, has its sequence number changed accidentally to a high number, and is
flooded throughout the network. Then the erroneous sequence number will take over, and
in the absence of a correcting mechanism, node ¢ will not be listened to until its own (cor-
rect) sequence number catches up with the wrong one. Similarly, the sequence number of
a node that is accidentally set to a high number inside the node itself can wrap around, at
which time all subsequent update messages from the node will be ignored by the network.

The ARPANET resolves the problems associated with sequence numbers by using
two devices:

1. Each update message includes an age field, which indicates the amount of time
that the message has been circulating inside the network. Each node visited by
a message keeps track of the message’s arrival time and increments its age field
(taking into account the transmission and propagation time) before transmitting it to
its neighbors. (The age field is incremented slightly differently in the ARPANET;
see [Per83].) Thus, a node can calculate the age of all messages in its memory
at any time. A message whose age exceeds a prespecified limit is not transmitted
further. Otherwise, the message is transmitted to all neighbor nodes except the one
from which the message was received.

2. Each node is required to transmit update messages periodically in addition to the
messages transmitted when a link status change is detected. (There is at least one
of these from every node every 60 sec.)

The rule used regarding the age field is that an “aged” message is superseded
by a message that has not “aged” yet, regardless of sequence numbers. (A message
that has not “aged” yet is superseded only if the new message has a higher sequence
number.) This rule guarantees that damaged or incorrect information with a high sequence
number will not be relied upon for too long. The use of periodic update messages
guarantees that up-to-date information will become available within some fixed time
following reconnection of two portions of the network. Of course, the use of periodic
updates implies a substantial communication overhead penalty and is a major drawback
of the ARPANET scheme. The effect of this, however, is lessened by the fact that the
update packets include additional routing-related information, namely the average packet
delay on the node’s outgoing links since the preceding update.

5.3.2 Flooding without Periodic Updates
It is possible to operate the flooding scheme with sequence numbers correctly without

using an age field or periodic updates. The following simple scheme (suggested by P.
Humblet) improves on the reliability of the basic sequence number idea by providing
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a mechanism for coping with node crashes and some transmission errors. It requires,
however, that the sequence number field be so large that wraparound never occurs. The
idea is to modify the flooding rules so that the difficulties with reconnecting disconnected
network components are dealt with adequately. We describe briefly the necessary modi-
fications, leaving some of the details for the reader to work out. We concentrate on the
case of broadcasting topological information, but a similar scheme can be constructed to
broadcast other routing information.

As before, we assume that when the status of an outgoing link from a node changes,
that node broadcasts an update message containing the status of all its outgoing links to
all its current neighbors. The message is stamped by a sequence number which is either
zero or is larger by one than the last sequence number used by the node in the past.
There is a restriction here, namely that a zero sequence number is allowed only when the
node is recovering from a crash (defined as a situation where all of the node’s incident
links are down and the node is in the process of bringing one or more of these links up).
As before, there is a separate sequence number associated with each origin node.

The first flooding rule modification has to do with bringing up links that have
been down. When this happens, the end nodes of the link, in addition to broadcasting
a regular update message on all of their outgoing links, should exchange their current
views of the network topology. By this we mean that they should send to each other all
the update messages stored in their memory that originated at other nodes together with
the corresponding sequence numbers. These messages are then propagated through the
network using the modified flooding rules described below. This modification guarantees
that, upon reconnection, the latest update information will reach nodes in disconnected
network portions. It also copes with a situation where, after a crash, a node does not
remember the sequence number it used in the past. Such a node must use a zero sequence
number following the crash, and then, through the topology exchange with its neighbors
that takes place when its incident links are brought up, become aware of the highest
sequence number present in the other nodes’ memories. The node can then increment
that highest sequence number and flood the network with a new update message.

For the scheme to work correctly we modify the flooding rule regarding the cir-
cumstances under which an update message is discarded. To this end we order, for each
node i, the topological update messages originated at i. For two such messages A and
B, we say that A > B if A has a greater sequence number than 3, or if A and B
have identical sequence numbers and the content of A is greater than the content of B
according to some lexicographic rule (e.g., if the content of A interpreted as a binary
number is greater than the similarly interpreted content of B). Any two messages A
and B originating at the same node can thus be compared in the sense that A > B, or
B > A, or A = B, the last case occurring only if the sequence numbers and contents of
A and B are identical.

Suppose that node j receives an update message A that has originated at node 7, and
let B be the message originated at node ¢ and currently stored in node j’s memory. The
message is discarded if A < B or A = B. If A > B, the flooding rule is now as follows:

1. If j # 4, node j stores A in its memory in place of B and sends a copy of A on
all its incident links except the one on which A was received.
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2. If 5 =1 (i.e., node 7 receives a message it issued some time in the past), node
¢ sends to all its neighbors a new update message carrying the current status of
all its outgoing links together with a sequence number that is 1 plus the sequence
number of A.

Figure 5.45 shows by example why it is necessary to compare the contents of A and B
in the case of equal sequence numbers.

The algorithm of this section suffers from a difficulty that seems generic to all
event-driven algorithms that do not employ periodic updates: it is vulnerable to memory
and transmission errors. Suppose, for example, that a message’s sequence number is
altered to a very high number either during a transmission or while residing inside a
node’s memory. Then the message’s originating node may not be listened to until its
sequence number catches up with the high numbers that are unintentionally stored in
some nodes’ memories. It turns out that this particular difficulty can be corrected by
modifying the flooding rule discussed earlier. Specifically, if node j receives A and has
B with A < B in its memory, then message A is discarded as in the earlier rule, but
in addition message B is sent back to the neighbor from which A was received. (The
neighbor will then propagate 3 further.) Suppose now that a node issues an update
message carrying a sequence number which is less than the sequence number stored in
some other node’s memory. Then, because of the modification just described, if the two
nodes are connected by a path of up links, the higher sequence number (call it k) will
be propagated back to the originator node, which can then issue a new update message
with sequence number & + 1 according to rule 2 above. Unfortunately, there is still a
problem associated with a possible sequence number wraparound (e.g., when & above
is the highest number possible within the field of possible sequence numbers). There
is also still the problem of update messages themselves being corrupted by memory or

O—O—0

Figure 5.45 Example showing why it is necessary to compare the contents of A and
B in the case of equal sequence numbers in the flooding algorithm without periodic
updates of Section 5.3.2. Here, there are three nodes, 1, 2, and 3, connected in tandem
with two (undirected) links (1,2) and (2,3). Suppose, initially, that both links are up, and
the messages stored in all the nodes’ memories carry the correct link status information
and have a sequence number of zero. Consider a scenario whereby link (2,3) goes down,
then link (1,2) goes down, and then link (2,3) comes up while node 2 resets its sequence
number to zero. Then, nodes 2 and 3 exchange their (conflicting) view of the status of
the directed links (1,2) and (2,1), but if the earlier flooding rules are uscd, both nodes
discard each other’s update message since it carries a sequence number zero which is
equal to the one stored in their respective memories. By contrast, if the steps of the
modified flooding algorithm described above are traced, it is seen that (depending on
the lexicographic rule used) either the (correct) view of node 2 regarding link (2,1) will
prevail right away, or else node 2 will issue a new update message with sequence number
1 and its view will again prevail. Note that node 3 may end up with an incorrect view
of the status of link (1,2). This happens because nodes 1 and 3 are not connected with
a path of up links. For the same reason. however, the incorrect information stored by
node 3 regarding the outgoing link of node 1 is immaterial.
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transmission errors (rather than just their sequence numbers being corrupted). It seems
that there is no clean way to address these difficulties other than ad hoc error recovery
schemes using an age field and periodic updates (see Problem 5.13).

5.3.3 Broadcast without Sequence Numbers

In this subsection we discuss a flooding-like algorithm called the Shortest Path Topology
Algorithm (SPTA), which, unlike the previous schemes, does not use sequence numbers
and avoids the attendant reset and wraparound problems.

To understand the main idea of the algorithm, consider a generic problem where a
special node, called the center, has some information that it wishes to broadcast to all
other nodes. We model this information as a variable V' taking values in some set. As
a special case, V could represent the status of the incident links of the center, as in the
topology broadcast problem. We assume that after some initial time, several changes of
V' and several changes of the network topology occur, but there is some time after which
there are no changes of either V' or the network topology. We wish to have an algorithm
by which all nodes get to know the correct value of V' after a finite time from the last
change.

Consider a scheme whereby each node ¢ stores in memory a value V;, which is
an estimate of the correct value of V. Each time V; changes, its value is transmitted
to all neighbors of 7 along each of the currently operating outgoing links of 7. Also,
when a link (4, 7) becomes operational after being down, the end nodes ¢ and j exchange
their current values V; and V;. Each node i stores the last value received by each of its
neighbors j, denoted as V7.

We now give a general rule for changing the estimate V; of each node 7. Suppose
that we have an algorithm running in the network that maintains a tree of directed paths
from all nodes to the center (i.e., a tree rooted at the center; see Fig. 5.46). What we
mean here is that this algorithm constructs such a tree within a finite time following the
last change in the network topology. Every node 7 except for the center has a unique
successor s(7) in such a tree and we assume that this successor eventually becomes
known to ¢. The rule for changing V; then is for node ¢ to make it equal to the value
V) last transmitted by the successor s(i) within a finite time after either the current
successor transmits a new value or the successor itself changes. It is evident under these
assumptions that each node 7 will have the correct value V; within a finite time following
the last change in V' or in the network topology.

It should be clear that there are many candidate algorithms that maintain a tree
rooted at the center in the face of topological changes. One possibility is the asyn-
chronous Bellman—Ford algorithm described in the preceding section, in which case the
tree rooted at the center is a shortest path tree. The following SPTA algorithm constructs a
separate shortest path tree for each node/center more economically than the asynchronous
Bellman—Ford algorithm. The algorithm is given for the special case where the broadcast
information is the network topology; in this case the tree construction algorithm and the
topological change broadcast procedure are integrated into a single algorithm. The SPTA
algorithm can be generalized, however, to broadcast any kind of information.
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S{i)

Center

Figure 5.46 Information broadcast over a tree rooted at the center that initially holds
the value V. Here there is a unique directed path from every processor to the center and
a unique successor s(i) of every node i on the tree. The idea of the broadcast algorithm
is t0 maintain such a tree in the presence of topological changes and to require each
node 7 to adopt (eventually) the latest received message from its successor s(i) (i.e.,
V= Vsi“.)). This guarantees that the correct information will eventually be propagated
and adopted along the tree even after a finite number of topological changes that may
require the restructuring of the tree several times.

Throughout this subsection we will make the same assumptions as with flooding

about links preserving the order and correctness of transmissions, and nodes being able
to detect incident link status changes.

=

1

=

The data structures that each node ¢ maintains in the SPTA are (see Fig. 5.47):

The main topology table T; where node ¢ stores the believed status of every link.
This is the “official” table used by the routing algorithm at the node. The main
topology tables of different nodes may have different entries at different times.
The goal of the SPTA is to get these tables to agree within finite time from the last
topological change.

The port topology tables T; There is one such table for each neighbor node j.
Node ¢ stores the status of every link in the network, as communicated latest by
neighbor node j, in T]’

The algorithm consists of five simple rules:
Communication Rules

When a link status entry of a node’s main topology table changes, the new entry
is transmitted on each of the node’s operating incident links.

When a failed link comes up, each of its end nodes transmits its entire main
topology table to the opposite end node over that link. Upon reception of this
table the opposite end node enters the new link status in its main and port topology
tables.

Topology Table Update Rules

‘When an incident link of a node fails, the failed status is entered into the node’s
main and port topology tables.
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Neighbor
node /,

Entries from
main topology

Th
Port topology
T
. j
Entries from ! Entries from
main topology main topology
T Node / main
Neighbor | /3 Port topology | 10100y Port topology | _ ' Neighbor
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Figure 5.47 Data structures of SPTA at node : are the main topology table T, and
the port topology tables Tju . TJ’W, and zj' Changes in the main topology tables of the
neighbor nodes jj. ja, and j3 are transferred with some delay to the corresponding port
topology tables of node i. except if the change corresponds to a link that is incident to
i. Such a change is entered directly in its main and port topology tables. Also. when an
incident failed link comes up, node 7 transmits its entire main topology table over that
link. Finally, when an entry of a port topology changes, the entire main topology table
is recalculated using the main topology update algorithm.

4. When a node receives a link status message from a neighbor, it enters the message
into the port topology table associated with that neighbor.

5. When an entry of a main topology 7} changes due to a status change of an incident
link, or an entry of a port topology ij changes due to a communication from
neighbor node j, node ¢ updates its main topology table by using the following
algorithm. (It is assumed that the algorithm is restarted if an incident link changes
status or a new message is received from a neighbor node while the algorithm
executes.) The idea in the algorithm is for node i to believe, for each link £, the
status communicated by a neighbor that lies on a shortest path from node i to link
£. A shortest path is calculated on the basis of a length of unity for each up link
and a length of infinity for each down link.

Main Topology Update Algorithm at Node <. The algorithm proceeds in iter-
ations that are similar to those of Dijkstra’s shortest path algorithm when all links have
a unit length (Section 5.2.3). At the start of the k™ iteration, there is a set of nodes Py.
Each node in P carries a label which is just the ID number of some neighbor node of
i. The nodes in Py are those that can be reached from i via a path of & links or fewer
that are up according to node ¢’s main topology table at the start of the &% iteration. The
label of a node m € P is the ID number of the neighbor of i that lies on a path from i
to m that has a minimum number of (up) links. In particular, P, consists of the nodes
connected with 7 via an up link, and each node in P is labeled with its own ID number.
During the kth iteration, P is either augmented by some new nodes to form Py, or
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else the algorithm terminates. Simultaneously, the status of the links with at least one
end node in P, but no end node in Py i, that is, the set of links

Ly ={(m.n)| m g P._y.n & Py_;. m or n (or both) belongs to P}

is entered in the main topology table T;. (For notational completeness, we define Fy =
{i} in the equation for L,.) The k™ iteration is as follows:

Step 1. For each link (m.n) € Ly, do the following: Let (without loss of general-
ity) m be an end node belonging to Py, and let “j” be the label of m. Copy the
status of (m, n) from the port topology TJ’ into the main topology table T;. If this

0

status is up and n & Py, give to node n the label “j”.

Step 2: Let My be the set of nodes that were labeled in step 1. If Ay is empty,
terminate. Otherwise, set Py = Py U My, and go to the (k + 1)* iteration.

The algorithm is illustrated in Fig. 5.48. Since each link is processed only once in
step 1 of the algorithm, it is clear that the computational requirements are proportional to
the number of links. It is straightforward to verify the following properties of the main
topology update algorithm:

1. The set P, for k > 1, is the set of nodes m with the property that in the topology
T; finally obtained, there is a path of & or fewer up links connecting m with 1.

2. The set Ly, k > 1, is the set of links ¢ with the property that in the topology 7;
finally obtained, all paths of up links connecting one of the end nodes of £ with
node 7 has no fewer than k links, and there is exactly one such path with k links.

3. The final entry of T; for a link ¢ € L; is the entry from the port topology of a
neighbor that is on a path of & up links from ¢ to one of the end nodes of ¢. If there
are two such neighbors with conflicting entries, the algorithm arbitrarily chooses
the entry of one of the two.

4. When the main topology update algorithm executes at node ¢ in response to failure
of an incident tink (7, j), the information in the port topology 7} is in effect disre-
garded. This is due to the fact that node j is not included in the set P, and therefore
no node is subsequently given the label “j” during execution of the algorithm.

The operation of the SPTA for the case of a single-link status change is shown in
Fig. 5.49. The algorithm works roughly like flooding in this case, but there is no need to
number the update messages to bound the number of message transmissions. Figure 5.50
illustrates the operation of the SPTA for the case of multiple-link status changes, and
illustrates how the SPTA handles the problem of distinguishing old from new information
(cf. Fig. 5.43). A key idea here is that when a link (7. j) fails, all information that came
over that link is effectively disregarded, as discussed above.

We now provide a proof of correctness of the SPTA. At any given time the correct
topology table (as seen by an omniscient observer) is denoted by 7. We say that at
that time link £ is connected with node 1 if there is a path connecting ¢ with one of the
end nodes of £, and consisting of links that are up according to 7. We say that at that
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(a)

Pl={273}1 P2={27375}7 P3={2v315a4}1 P4={2)3’5’476}
Ll ={D507E}5 L? = {F}, L3 = {G}

(b)
Link | Port Topology | Port Topology | Distance | Believes | Final Main
T} T4 Neighbor | Topology of
Node 1
A — 0 — U
B — 0 — U
C D U 1 2 D
D U U 1 2,3 U
E U U 1 3 U
F U U 2 3 U
G D U 3 3 U
()

Figure 5.48 Illustration of the main topology update algorithm for node 1 in the network
(a). The node sets Pj and the link sets Ly are given in (b). The contents of the port
topologies 73 and T at node 1 are given in the table in (¢) (where D means down.
U means up). There is conflicting information on the status of links C' and (. Node
1 believes node 2 on the status of link C' since node 2 is closer to this link. Node |
believes node 3 on the status of link G since node 3 is closer to this link (given that link
C was declared down by node 1).
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Link &

Figure 5.49 Operation of the SPTA for a single-link status change. The status change
information propagates to nodes in the set Ny (one link away from A or B or both),
then to nodes in N> (two links away from A or B or both), then to N3z, and so on.
Specifically, when link & changes status, the change is entered in the topology tables of
A and B and is broadcast to the nodes in N;. It is entered in the port topology tables
T% andfor T'y; of nodes ¢ in Ny. Since the distance to link & through nodes j # A, B
is greater than zero, the new status of link k& will eventually be entered in the main
topology tables of each node in N,. It will then be broadcast to nodes in V> and entered
in the corresponding port topology tables, and so on. The number of required message
transmissions does not exceed 2L, where L is the number of undirected network links.

time, node j is an active neighbor of node ¢ if link (i, 7) is up according to T*. We say
that at that time, node i knows the correct topology if the main topology table T; agrees
with T on the status of all links connected with i. We assume that at some initial time
ts, each node knows the correct topology (e.g., at network reset time when all links are
down), and all active port topologies T} agree on all entries with the corresponding main
topologies T;. After that time, several links change status. However, there is a time
to after which no link changes status and the end nodes of each link are aware of the
correct link status. We will show the following:

Proposition. The SPTA works correctly in the sense that under the preceding
assumptions, there is a time ¢; > ¢y such that each node knows the correct topology for
all ¢ >t Ig

Figure 5.50  Operation of the SPTA for the topology change scenario of Fig. 5.43. The example
demonstrates how the SPTA copes with a situation where pure flooding fails. (a) Example network
with four links and four nodes. Initially, all links are up. Three changes occur: (1) link (3,4)
goes down, (2) link (3,4) goes up, and (3) link (1,3) goes down. (b) Assumed sequence of events,
message transmissions, and receptions of the SPTA. All topology table updating is assumed to take
place instantaneously following an event. (¢) Main and port topology table contents at each node
following each event. U and D mean up and down, respectively. For example, a table entry UUUD
means that links (1,2), (2,3), and (1,3) are up, and link (3,4) is down. Tables that change after an
event are shown in bold. Note that the last event changes not only the entry for link (1,3) in T,
but also the entry for link (3,4). Also, after the last event, the port topology table Tf is incorrect,
but this is inconsequential since the connecting link (1,3) is down.
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1

3

Event

Link (3,4) goes down.
Message is transmit-
ted from 3 to 1 and 2.
Message is received at
2.

Message is transmitted
from 2 to 1. Message is
received at 1.

Link (3,4) goes up.
Message is transmit-
ted from 3 to 1 and 2.
Message is received at
2.

Event Number

4

5

6

Message is transmitted
from 2 to 1. Message is

Message from 3 to 1
sent during Event 1 is

Link (1,3) goes down.
Messages from 1 and 3

Event received at 1. received. are sent to 2 and 4.
Messages received at 2
and 4.
(b)
Event Number 1 2 3 4 5 6
T; | UUUU | UUUU | UUUU | UUUU (UUUD|UUDU
Tables at Node 1 TZ | UUUU [UUUD| UUUD {UUUU| UUUU |UUDU
T} | UUUU | UUUU | UUUU | UUUU [UUUD |UUDD
T (UUUD| UUUD [UUUU| UUUU | UUUU |UUDU
Tables at Node 2 T} | UUUU | UUUU | UUUU | UUUU | UUUU |UUDU
T.f UUUD | UUUD |UUUU | UUUU | UUUU [UUDU
T3 |(UUUD| UUUD |UUUU| UUUU | UUUU [ UUDU
Tables at Node 3 T} |UUUD| UUUD [UUUU| UUUU | UUUU | UUDU
TZ |UUUD| UUUD |UUUU| UUUU | UUUU |UUDU
Tf UuUUD| UUUD [UUUU| UUUU | UUUU [UUDU
Tables at Node4 7, |UUUD| UUUD [UUUU| UUUU | UUUU [UUDU
Tf UUUD| UUUD {UUUU| UUUU | UUUU |UUDU

431
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Proof: In what follows we say that a link ¢ is at distance n away from 7 if in the
graph defined by 7%, the shortest path from ¢ to the closest end node of ¢ is n links
long. We will show by induction that for each integer n > 0, there is a time ¢,, > tg
after which, for each node i, T} agrees with 7 for all links that are at a distance n or
less from 4. The induction hypothesis is clearly true for n = 0, since each node i knows
the correct status of its incident links and records them in its main topology table 7.
We first establish the following lemma.

Lemma. Assume that the induction hypothesis is true for time ¢,. Then, there
is a time ¢/, > t,, after which the port topology table T} for each active neighbor j of
node ¢ agrees with T for each link at a distance n or less from j.

Proof: Consider waiting a sufficient amount of time after ¢,, for all messages which
were sent from j to ¢ before ¢,, to arrive. By rules 1, 2, and 4 of the algorithm, T; agrees
with T for all links which are not incident to i. Therefore, by the induction hypothesis,
T} agrees with T™ for each link at a distance of n or less from j. This proves the
lemma.

To complete the proof of the proposition, one must show that there is a time
totl = t’”H such that for all ¢ > ¢,,4, and nodes i, T; agrees with T for each link £
which is at a distance n + 1 from i. Consider the first time that link 7 is processed by
the topology update algorithm after all port topologies T} and 7™ agree on all links at
distance n or less from j as per the preceding lemma. Then link ¢ will belong to the
set L,4q. Also, the closest end node(s) of ¢ to node i will belong to the set P,y and
will have a label which is one of the active neighbors of i (say j) that is at distance n
from ¢. By the lemma, the port topology T7 agrees with T~ on all links at distance n
from j. Therefore, the entry of 17 for link ¢, which will be copied into 7; when link
¢ is processed, will agree with the corresponding entry of T*. Because the conclusion
of the lemma holds for all ¢ after ¢/, |, the entry for link { in T; will also be correct
in all subsequent times at which link ¢ will be processed by the main topology update
algorithm. Q.E.D.

Note that the lemma above establishes that the active port topology tables also
eventually agree with the corresponding main topology tables. This shows that the
initial conditions for which validity of the algorithm was shown reestablish themselves
following a sufficiently long period for which no topological changes occur.

The main advantage of the SPTA over the ARPANET flooding algorithm is that it
does not require the use of sequence numbers with the attendant reset difficulties, and
the use of an age field, the proper size of which is network dependent and changes as the
network expands. Furthermore, the SPTA is entirely event driven and does not require
the substantial overhead associated with the regular periodic updates of the ARPANET
algorithm.

Consider now the behavior of SPTA when we cannot rely on the assumption that
errors in transmission or in nodes’ memories are always detected and corrected. Like
all event-driven algorithms, SPTA has no ability to correct such errors. Without periodic
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retransmission, an undetected error can persist for an arbitrary length of time. Thus. in
situations where extraordinary reliability is needed, a node should periodically retransmit
its main table to each of its neighbors. This would destroy the event-driven property
of SPTA, but would maintain its other desirable characteristics and allow recovery from
undetected database errors.

As mentioned earlier, the SPTA can be generalized to broadcast information other
than link status throughout the network. For example, in the context of an adaptive
routing algorithm, one might be interested in broadcasting average delay or traffic arrival
rate information for each link. What is needed for the SPTA is to allow for additional.
perhaps nonbinary, information entry in the main and port topology tables in addition
to the up—down status of links. When this additional information depends on the link
direction, it is necessary to make a minor modification to the SPTA so that there are
separate entries in the topology tables for each link direction. This matter is considered
in Problem 5.14.

5.4 FLOW MODELS, OPTIMAL ROUTING, AND TOPOLOGICAL DESIGN

To evaluate the performance of a routing algorithm, we need to quantity the notion of
traffic congestion. In this section we formulate performance models based on the traftic
arrival rates at the network links. These models, called flow models because of their
relation to network flow optimization models, are used to formulate problems of optimal
routing that will be the subject of Sections 5.5 to 5.7. Flow models are also used in our
discussion of the design of various parts of the network topology in Sections 5.4.1 10 5.4.3.

Traffic congestion in a data network can be quantified in terms of the statistics of
the arrival processes of the network queues. These statistics determine the distributions
of queue length and packet waiting time at each link. It is evident that desirable routing is
associated with a small mean and variance of packet delay at each queue. Unfortunately.
it is generally difficult to express this objective in a single figure of merit suitable for
optimization. A principal reason is that, as seen in Chapter 3, there is usually no accurate
analytical expression for the means or variances of the queue lengths in a data network.

A convenient but somewhat imperfect alternative is to measure congestion at a link
in terms of the average traffic carried by the link. More precisely. we assume that the
statistics of the arrival process at each link (7. j) change due only to routing updates,
and that we measure congestion on (i, j) via the traffic arrival rate I;;. We call F; the
Sflow of link (z. ), and we express it in data units/sec where the data units can be bits.
packets, messages, and so on. Sometimes, it is meaningful to express flow in units that are
assumed directly proportional to data units/sec, such as virtual circuits traversing the link.

Implicit in flow models is the assumption that the statistics of the traffic entering the
network do not change over time. This is a reasonable hypothesis when these statistics
change very slowly relative to the average time required to empty the queues in the
network. A typical network where such conditions hold is one accommodating a large
number of users for each origin—destination pair, with the traffic rate of each of these
users being small relative to the total rate (see Section 3.4.2).
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An expression of the form

> Dij(Fy) (5.29)

(2.7)

where each function D;; is monotonically increasing, is often appropriate as a cost
function for optimization. A frequently used formula is

£y
where Cj; is the transmission capacity of link (¢, j) measured in the same units as £,
and d;; is the processing and propagation delay. With this formula, the cost function
(5.29) becomes the average number of packets in the system based on the hypothesis that
each queue behaves as an A /A /1 queue of packets—a consequence of the Kleinrock
independence approximation and Jackson’s Theorem discussed in Sections 3.6 and 3.8.
Although this hypothesis is typically violated in real networks, the cost function of
Eqgs. (5.29) and (5.30) represents a useful measure of performance in practice, principally
because it expresses qualitatively that congestion sets in when a flow F;; approaches the
corresponding link capacity C;;. Another cost function with similar qualitative properties

is gi\/eﬂ by
max i 5.31
(i,3) {Cl] } ( )

(i.e., maximum link utilization). A computational study [Vas79] has shown that it typi-
cally makes little difference whether the cost function of Egs. (5.29) and (5.30) or that
of Eq. (5.31) is used for routing optimization. This indicates that one should employ the
cost function that is easiest to optimize. In what follows we concentrate on cost functions
of the form Z(i. 5 D;;(F;;). The analysis and computational methods of Sections 5.5 to
5.7 extend to more general cost functions (see Problem 5.27).

We now formulate a problem of optimal routing. For each pair w = (i.j) of
distinct nodes ¢ and j [also referred to as an origin—destination (or OD) pair], the input
traffic arrival process is assumed stationary with rate r,,." Thus r,, (measured in data
units/sec) is the arrival rate of traffic entering the network at node ¢ and destined for
node j. The routing objective is to divide each r,, among the many paths from origin to
destination in a way that the resulting total link flow pattern minimizes the cost function
(5.29). More precisely, denote

W = Set of all OD pairs

P,, = Set of all directed paths connecting the origin and destination nodes of OD pair w
(in a variation of the problem, P, is a given subset of the set of all directed paths
connecting origin and destination of w; the optimality conditions and algorithms
to be given later apply nearly verbatim in this case)

Dy;(Fij) = +di; Fi5 (5.30)

*Sometimes it is useful to adopt a broader view of an OD pair and consider it simply as a class of users
that shares the same set of paths. This allows modeling of multiple priority classes of users. In this context
we would allow several OD pairs to have the same origin and destination nodes. The subsequent analysis and
algorithms extend to this broader context almost verbatim, To simplify the following exposition, however, we
assume that there is at most one OD pair associated with each pair of nodes.
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z, = Flow (data units/sec) of path p

Then the collection of all path flows {z,, | w € W,p € P, } must satisfy the constraints

Z Tp = Tw, for all w e W,
pEPy,
2, >0, forallpe PweW

as shown in Fig. 5.51. The total flow Fj; of link (¢,7) is the sum of all path flows
traversing the link
Fij = Z Ip

all paths p
containing (z,7)

Consider a cost function of the form

Y Di(Fy) (5.32)

(@.7)

Origin for
OD pair w,

)
i /J

Origin for
OD pair w, Xm

Destination for
0D pair w,

Network

Destination for
0D pair w,

Figure 5.51 Schematic representation of a network with two OD pairs w; and w;. The
paths of the OD pairs are P, = {1.2....,m} and Py, = {m+1,m+2...., n}.
The traffic inputs ry, and ry, are to be divided into the path flows zy,..., 7 and
Tm+41s...,Tn, respectively.
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and the problem of finding the set of path flows {z,} that minimize this cost function
subject to the constraints above.

By expressing the total flows Fj; in terms of the path flows in the cost function
(5.32), the problem can be written as

minimize z Dy { Z xp]

(1,5) all paths p
containing (7,7)

(5.33)
subject to Z Tp =71y, forallwe W
pEPy

2, >0, forallpe P,,weW

Thus, the problem is formulated in terms of the unknown path flows {z, |pePywe
W}. This is the main optimal routing problem that will be considered. A characterization
of its optimal solution is given in Section 5.5, and interestingly, it is expressed in terms
of shortest paths. Algorithms for its solution are given in Sections 5.6 and 5.7.

The optimal routing problem just formulated is amenable to analytical investiga-
tion and distributed computational solution. However, it has some limitations that are
worth explaining. The main limitation has to do with the choice of the cost function
Z(w) D;;(F;;) as a figure of merit. The underlying hypothesis here is that one achieves
reasonably good routing by optimizing the average levels of link traffic without paying
attention to other aspects of the traffic statistics. Thus, the cost function Z(i. 7 D (Fij)
is insensitive to undesirable behavior associated with high variance and with correlations
of packet interarrival times and transmission times. To illustrate this fact, consider the
example given in Section 3.6, where we had a node A sending Poisson traffic to a node
B along two equal-capacity links. We compared splitting of the traffic between the two
links by using randomization and by using metering. It was concluded that metering is
preferable to randomization in terms of average packet delay. Yet randomization and
metering are rated equally by the cost function }_ 5 Dij(Fij), since they result in the
same flow on each link. The problem here is that delay on each link depends on second
and higher moments of the arrival process, while the cost function reflects a dependence
on just the first moment.

Since metering is based on keeping track of current queue lengths, the preceding
example shows that routing can be improved by using queue length information. Here
is another example that illustrates the same point.

Example 5.6

Consider the network shown in Fig. 5.52. Here there are three origin—destination pairs, each
with an arrival rate of 1 unit. The OD pairs (2,4) and (3,4) route their traffic exclusively
along links (2,4) and (3,4) respectively. Since all links have a capacity of 2 units, the two
paths (1,2,4) and (1,3.4) are equally attractive for the traffic of OD pair (1,4). An optimal
routing algorithm based on time average link rates would alternate sending packets of OD
pair (1,4) along the two paths, thereby resulting in a total rate of 1.5 units on each of the
bottleneck links (2,4) and (3,4). This would work reasonably well if the traffic of the OD
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Destination

All links have a capacity of 2 units

Alternates between
high and low intensity

Alternates between
high and low intensity

1 unit

Figure 5.52 Network of Example 5.6 where routing based on queue length information
is beneficial. The traffic originating at nodes 2 and 3 alternates in intensity between 2
units and O units over large time intervals. A good form of routing gets information on
the queue sizes at links (2,4) and (3,4) and routes the traffic originating at node | on the
path of least queue size.

pairs (2,4) and (3,4) had a Poisson character. Consider, however, the situation where instead.,
this traffic alternates in intensity between 2 units and O units over large time intervals. Then
the queues in link (2,4) and (3.4) would build up (not necessarily simultaneously) over some
large time intervals and empty out during others. Suppose now that a more dynamic form
of routing is adopted, whereby node 1 is kept informed about queue sizes at links (2,4) and
(3.4), and routes packets on the path of least queue size. Queueing delay would then be
greatly reduced.

Unfortunately, it is impractical to keep nodes informed of all queue lengths in a
large network. Even if the overhead for doing so were not prohibitive, the delays involved
in transferring the queue length information to the nodes could make this information
largely obsolete. It is not known at present how to implement effective and practical
routing based on queue length information, so we will not consider the subject further.
For an interesting but untested alternative, see Problem 5.38.

The remainder of this section considers the use of network algorithms, flow models,
and the optimal routing problem in the context of topological design of a network. The
reader may skip this material without loss of continuity.

5.4.1 An Overview of Topological Design Problems

In this subsection we discuss algorithms for designing the topology of a data network.
Basically, we are given a set of traffic demands, and we want to put together a net-
work that will service these demands at minimum cost while meeting some performance
requirements. A common, broadly stated formulation of the problem is as follows:
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We assume that we are given:

1. The geographical location of a collection of devices that need to communicate
with each other. For simplicity, these devices are called terminals.

2. A traffic matrix giving the input traffic flow from each terminal to every other
terminal.

We want to design (cf. Fig. 5.53):

1. The topology of a communication subnet to service the traffic demands of the
terminals. This includes the location of the nodes, the choice of links, and
the capacity of each link.

2. The local access network (i.e., the collection of communication lines that will
connect the terminals to entry nodes of the subnet).

@ : Subnetwork Node

: Concentrator
@ : Termina!

Local Access Network Subnetwork

Figure 5.53 The main aspects of the topology design problem are the design of the
local access network and the communication subnet.
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The design objectives are:

1. Keep the average delay per packet or message below a given level (for the
given nominal traffic demands and assuming some type of routing algorithm)

2. Satisfy some reliability constraint to guarantee the integrity of network service
in the face of a number of link and node failures

3. Minimize a combination of capital investment and operating costs while meet-
ing objectives 1 and 2

It is evident that this is, in general, a very broad problem that may be difficult to
formulate precisely, let alone solve. However, in many cases, the situation simplifies
somewhat. For example, part of the problem may already be solved because portions
of the local access network and/or the subnet might already be in place. There may be
also a natural decomposition of the problem—for example, the subnet topology design
problem may be naturally decoupled from the local access network design problem. In
fact, this will be assumed in the presentation. Still, one seldom ends up with a clean
problem that can be solved exactly in reasonable time. One typically has to be satisfied
with an approximate solution obtained through heuristic methods that combine theory.
trial and error, and common sense.

In Section 5.4.2 we consider the subnet design problem, assuming that the local
access network has been designed and therefore, the matrix of input traffic flow for every
pair of subnet nodes is known. Subsequently, in Section 5.4.3, the local access network
design problem is considered.

5.4.2 Subnet Design Problem

Given the location of the subnet nodes and an input traffic flow for each pair of these
nodes, we want to select the capacity and flow of each link so as to meet some delay and
reliability constraints while minimizing costs. Except in very simple cases, this turns
out to be a difficult combinatorial problem. To illustrate the difficulties, we consider
a simplified version of the problem, where we want to choose the link capacities so
as to minimize a linear cost. We impose a delay constraint but neglect any reliability
constraints. Note that by assigning zero capacity to a link we effectively eliminate the
link. Therefore, the capacity assignment problem includes as a special case the problem of
choosing the pairs of subnet nodes that will be directly connected with a communication
line.

Capacity assignment problem. The problem is to choose the capacity (;
of each link (4. 7) so as to minimize the linear cost

Y piCij (5.34)
(.9
where p;; is a known positive price per unit capacity, subject to the constraint that the
average delay per packet should not exceed a given constant 7.
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The flow on each link (i. j) is denoted F;; and is expressed in the same units as
capacity. We adopt the M /M /1 model based on the Kleinrock independence approxi-
mation, so we can express the average delay constraint as

- o <T (5.35)
LT ij i
where + is the total arrival rate into the network. We assume that there is a given input
flow for each origin—destination pair and < is the sum of these. The link flows Fj;
depend on the known input flows and the scheme used for routing. We will first assume
that routing and therefore also the flows F;; are known, and later see what happens when
this assumption is relaxed.

When the flows £7; are known, the problem is to minimize the linear cost 3~ ;. P
C;; over the capacities C,J subject to the constraint (5.35), and it is intuitively clear that
the constraint wili be satisfied as an equality at the optimum. We introduce a Lagrange
multiplier 3 and form the Lagrangian function

3 F
L= pi;Cij + “—#>
%:) ( 7 J Y C” _ Fij

In accordance with the Lagrange multiplier technique, we set the partial derivatives
OL/IC;j to zero:

oL BF;
0C7‘] pZ] X(Cu* 1])7

[8F,;
Ciy=F;+ 224 (5.36)
YPij

and substituting in the constraint equation, we obtain

Solving for C; gives

| Pi
r= 52 Z ﬁjﬁ

(t.j)

From the last equation,

Vi = Z p” i (5.37)

11 J)
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which when substituted in Eq. (5.36) yields the optimal solution:*

_ ) l FI ] PronFrmn
Cij=Fjj+ T,/A,,pjj (Z) \//‘

The solution, after rearranging, can also be written as

I Z(m_m pmnFm "

Tf \V Pij F/_/

Finally, by substitution in the cost function Z(ujp,j(",,‘ the optimal cost is expressed as

Ciy=F; |1+ (5.38)

)

. 1
optimal cost = ZPUF” + T Z Vi (5.39)
!

(4.3) (e.g)

Consider now the problem of optimizing the network cost with respect to both the
capacities C;; and the flows F;; (equivalently, the routing). This problem can be solved
by minimizing the cost (5.39) with respect to F;; and then obtaining the optimal capacities
from the closed-form expression (5.38). Unfortunately, it turns out that the cost (5.39)
has many local minima and is very difficult to minimize. Furthermore, in these local
minima, there is a tendency for many of the flows F;; and corresponding capacities (7,
to be zero. The resulting networks tend to have low connectivity (few links with large
capacity) and may violate reliability constraints. The nature of this phenomenon can
be understood by considering the simple network of Fig. 5.54 involving two nodes and
n links. Suppose that we want to choose the capacities (.. ... (7, so as to minimize
the sum C; + --- 4+ C,, while dividing the input rate A among the n links so as to
meet an average delay constraint. From our comparison of statistical and time-division
multiplexing (Sections 3.1 and 3.3), we know that delay increases if a transmission line
is divided into smaller lines, each serving a fraction of the total traffic. It is therefore
evident that the optimal solution is the minimal connectivity topology whereby all links
are eliminated, except one which has just enough capacity to meet the delay constraint.

¢
o NN Figure 5.54 Minimizing the total
r o @, capacity ('} + -+ + (', while meeting
an average delay constraint results in a
minimum connectivity network (all links
C, are eliminated except one).

*It is rigorous to argue at this point that the capacities C';; of Eq. (5.38) are optimal. The advanced
reader can vertfy this by first showing that the average delay expression of Eq. (5.35) is convex and differentiable
over the set of all C';; with C';; > F;;, and by arguing that the equation L /9C;; = 0 is a sufficient condition
for optimality that is satisfied by the positive Lagrange multiplier .7 of Eq. (5.37) and the capacities C';; of
Eq. (5.38) (see [Las70]. p. 84, [Roc70]. p. 283, or [BeT89]. p. 662).
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It makes no difference which lines are eliminated, so this problem has n local minima.
Each of these happens to be also a global minimum, but this is a coincidence due to the
extreme simplicity of the example.

The conclusion from the preceding discussion is that the simultaneous optimization
of link flows and capacities is a hard combinatorial problem. Furthermore, even if this
problem is solved, the network topology obtained will tend to concentrate capacity in a
few large links, and possibly violate reliability constraints. The preceding formulation
is also unrealistic because, in practice, capacity costs are not linear. Furthermore, the
capacity of a leased communication line usually must be selected from a finite num-
ber of choices. In addition, the capacity of a line is typically equal in both directions,
whereas this is not necessarily true for the optimal capacities of Eq. (5.38). These prac-
tical constraints enhance further the combinatorial character of the problem and make an
exact solution virtually impossible. As a result, the only real option for addressing the
problem subject to these constraints is to use the heuristic schemes that are described
next.

Heuristic methods for capacity assignment. Typically, these methods start
with a network topology and then successively perturb this topology by changing one or
more link capacities at a time. Thus, these methods search “locally” around an existing
topology for another topology that satisfies the constraints and has lower cost. Note that
the term “topology” here means the set of capacities of all potential links of the network.
In particular, a link with zero capacity represents a link that in effect does not exist.
Usually, the following are assumed:

1. The nodes of the network and the input traffic flow for each pair of nodes are
known.

2. A routing model has been adopted that determines the flows F;; of all links (4, j)
given all link capacities C;;. The most common possibility here is to assume that
link flows minimize a cost function Z(i‘j)DiJ(Fij) as in Eq. (5.33). In particular,
F;; can be determined by minimizing the average packet delay,

1 F;
D=— Y 4 d;; Fy 5.40
“’%<z’j‘ﬂy+ ! ']) 40

based on M /M /1 approximations [cf. Eq. (5.30)], where ~ is the known total input
flow into the network, and C;; and d;; are the known capacity and the processing
and propagation delay, respectively, of link (7, 7). Several algorithms described in
Sections 5.6 and 5.7 can be used for this purpose.

3. There is a delay constraint that must be met. Typically, it is required that the
chosen capacities C;; and link flows F}; (determined by the routing algorithm as
in 2 above) result in a delay D given by the M /M /1 formula (5.40) (or a similar
formula) that is below a certain threshold.

4. There is a reliability constraint that must be met. As an example, it is common to
require that the network be 2-connected (i.e., after a single node failure, all other
nodes remain connected). More generally, it may be required that after k — 1 nodes
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fail, all other nodes remain connected—such a network is said to be k-connected.
We postpone a discussion of how to evaluate the reliability of a network for later.

5. There is a cost criterion according to which different topologies are ranked.

The objective is to find a topology that meets the delay and reliability constraints
as per 3 and 4 above, and has as small a cost as possible as per 5 above. We describe
a prototype iterative heuristic method for addressing the problem. At the start of each
iteration, there is available a current best topology and a trial topology. The former
topology satisfies the delay and reliability constraints and is the best one in terms of cost
that has been found so far, while the latter topology is the one that will be evaluated in
the current iteration. We assume that these topologies are chosen initially by some ad
hoc method—for example, by establishing an ample number of links to meet the delay
and reliability constraints. The steps of the iteration are as follows:

Step 1: (Assign Flows). Calculate the link flows F;; for the trial topology by means
of some routing algorithm as per assumption 2.

Step 2: (Check Delay). Evaluate the average delay per packet D [as given, for
example, by the M /M /1 formula (5.40)] for the trial topology. If

DT

where T is a given threshold, go to step 3; else go to step 5.

Step 3: (Check Reliability). Test whether the trial topology meets the reliability
constraints. (Methods for carrying out this step will be discussed shortly.) If the
constraints are not met, go to step 5; else go to step 4.

Step 4: (Check Cost Improvement). If the cost of the trial topology is less than the
cost of the current best topology, replace the current best topology with the trial
topology.

Step 5: (Generate a New Trial Topology). Use some heuristic to change one or
more capacities of the current best topology, thereby obtaining a trial topology that
has not been considered before. Go to step 1.

Note that a trial topology is adopted as the current best topology in step 4 only
if it satisfies the delay and reliability constraints in steps 2 and 3 and improves the cost
(step 4). The algorithm terminates when no new trial topology can be generated or when
substantial further improvement is deemed unlikely. Naturally, there is no guarantee
that the final solution is optimal. One possibility to attempt further improvement is
to repeat the algorithm with a different starting topology. Another possibility is to
modify step 4 so that on occasion a trial topology is accepted as a replacement of the
current best topology even if its cost is greater than the best found so far. A popular
scheme of this type, known as simulated annealing, can be used to find a globally
optimal solution under mild assumptions ([KGV83], [Haj88], and [Tsi89]). The amount
of computing time required, however, may be excessive. For a method that uses this
approach see [FeA89].
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There are a number of heuristic rules proposed in the literature for generating
new trial topologies (step 5). One possibility is simply to lower the capacity of a link
that seems underutilized (low Fj;/C;; and Fj;/Cj;) or to eliminate the link altogether.
Another possibility is to increase the capacity of some overutilized link when the de-
lay constraint is not met. A combination of these possibilities is the branch exchange
heuristic, whereby one link is deleted and another link is added. A useful way to choose
the links to be deleted and added is the so-called saturated cut method. The idea here is
to identify a partition (or cut) of the nodes into two sets N and N, such that the links
joining N, and [V, are highly utilized. It then seems plausible that adding a link between
a node in V| and a node in N, will help reduce the high level of utilization across the
cut. The method works as follows (see Fig. 5.55):

1. Prepare a list of all undirected links (¢, §), sorted in order of decreasing utilization
as measured by max {F};/C;;, Fj;/Cji}.

2. Find a link £ such that (a) if all links above & on the list are eliminated, the network
remains connected, and (b) if % is eliminated together with all links above it on
the list, the network separates in two disconnected components Ny and N,.

3. Remove the most underutilized link in the network, and replace it with a new link
that connects a node in the component N, and a node in the component N;.

There are a number of variations of the scheme described above. For example,
in selecting the link to remove, one may take into account the cost of capacity for the
link. Needless to say, prior knowledge about the network and the cost structure for
link capacity can be effectively incorporated into the heuristics. In addition, the design
process can be enhanced by using an interactive program that can be appropriately guided
by the designer. We now turn our attention to methods for evaluating reliability of a
network.

Component N, Component N,

Saturated cut

0.8

0.6

Figure 5.55 [Ilustration of the cut
saturation method for performing a branch
exchange heuristic. The number next to
each arc is the link utilization. Links of
high utilization are temporarily removed
until the network separates into two
components, N; and N;. A link is then

Link deleted ! Link added added that connects a node in N; with a
Saturated cut | node in N> while a link of low utilization
is deleted.
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Network reliability issues. We have already mentioned that a common re-
liability requirement for a network is that it must be k-connected. We now define
k-connectivity more formally.

We say that two nodes i and j in an undirected graph are k-connected if there is
a path connecting ¢ and j in every subgraph obtained by deleting (k — 1) nodes other
than ¢ and j together with their adjacent arcs from the graph. We say that the graph is
k-connected if every pair of nodes is k-connected. These definitions are illustrated in
Fig. 5.56. Another notion of interest is that of arc connectivity, which is defined as the
minimum number of arcs that must be deleted before the graph becomes disconnected.
A lower bound k on arc connectivity can be established by checking for k-(node) con-
nectivity in an expanded graph where each arc (i, j) is replaced by two arcs (¢,n) and
(n, j), where n is a new node. This is evident by noting that failure of node n in the
expanded graph can be associated with failure of the arc (¢, 7) in the original graph.

It is possible to calculate the number of paths connecting two nodes ¢ and j which
are node-disjoint in the sense that any two of them share no nodes other than ¢ and j.
This can be done by setting up and solving a max-flow problem, a classical combinatorial
problem, which is treated in detail in many sources (e.g., [PaS82] and [Ber91]). We do
not discuss here the max-flow problem, since it is somewhat tangential to the purposes of
this section. The reader who is already familiar with this problem can see its connection
with the problem of k-connectivity of two nodes from Fig. 5.57. Using the theory of the
max-flow problem, it can be shown that ¢ and j are k-connected if and only if either 4
and j are connected with an arc or there are at least &£ node-disjoint paths connecting ¢
and j.

One way to check k-connectivity of a graph is to check k-connectivity of every
pair of nodes. There are, however, more efficient methods. One particular method, due
to Kleitman [Kle69], operates as follows:

Choose an arbitrary node ny and check k-connectivity between that node and every
other node. Delete ng and its adjacent arcs from the graph, choose another node n;, and
check (k — 1)-connectivity between that node and every other node. Continue in this
manner until either node ni_; is checked to be 1-connected to every remaining node,
or (k — 7)-connectivity of some node n;,¢ = 0,1,....k — 1, to every remaining node

(a) (b}

Figure 5.56 Ilustration of the definition of k-connectivity. In graph (a), nodes 1 and
2 are 6-connected, nodes 2 and 3 are 2-connected, and nodes 1 and 3 are I-connected.
Graph (a) is l-connected. Graph (b) is 2-connected.
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(a) (b)

Figure 5.57 [Illustration of test of k-connectivity for those familiar with the max-flow
problem. To find the number of node-disjoint paths from node A to node F in graph
(a), do the following: (1) Replace each node 7 with two nodes 7 and ¢’ and a directed arc
(,7'). (2) Replace each arc (4, j) of graph (a) with two directed arcs (i, j) and (j', 7).
(3) Delete all arcs incoming to A and outgoing from F”, thereby obtaining graph (b).
(4) Assign infinite capacity to arcs (A, A’) and (F, F), and unit capacity to all other
arcs. Then the maximum flow that can be sent from node A to node ¥’ in graph (b)
equals the number of node-disjoint paths connecting nodes A and F' in graph (a).

cannot be verified. In the latter case, it is evident that the graph is not k-connected: If
node n; is not (k — i)-connected to some other remaining node, (k — 7 — 1) nodes can be
found such that their deletion along with nodes ny, ..., n;_; disconnects the graph. The
process is demonstrated in Fig. 5.58.

To establish the validity of Kleitman’s algorithm, it must be shown that when nodes
ng,...,Nk—1 can be found as described above, the graph is k-connected. The argument
is by contradiction. If the graph is not k-connected, there must exist nodes ¢ and j, and

(a) (b) (c)

Figure 5.58 Verifying 3-connectivity of graph (a) by Kleitman's algorithm. An arbitrary
node ng is chosen, and 3-connectivity between ng and every other node is verified. Then
node ng and its adjacent arcs are deleted, thereby obtaining graph (b). An arbitrary node
n, of (b) is chosen, and 2-connectivity between n) and every other node in (b) is verified.
Then node n, and its adjacent arcs are deleted, thereby obtaining graph (c). Since graph
(c) is connected, it follows that the original graph (a) is 3-connected.
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a set of (k — 1) nodes Fo (i & Fo.j € Fo), such that deletion of Fy leaves no path
connecting ¢ and j. Then ng must belong to Fy because if ng ¢ Fo, then since ng is
k-connected to every other node, it follows that there are paths P, and P; connecting ny,
i, and j even after the set F is deleted. Therefore, a path from 7 to j can be constructed
by first using P; to go from i to ng, and then using P; to go from ng to j. Next, consider
the sets 7| = Fy — {no}, F» = F; — {mi}..... Similarly, n; must belong to Fy, n;
must belong to >, and so on. After this argument is used (k — 1) times, it is seen that
Fo = {no.ni,..., nk—2}. Therefore, after Fy is deleted from the graph, node nj;_, is
still intact, and by definition of ny_1, so are the paths from n;_; to 7 and j. These paths
can be used to connect 7 and j, contradicting the hypothesis that deletion of Fy leaves i
and j disconnected.

Kleitman’s algorithm requires a total of Zf:l(N — 1) = kN — k(k+1)/2 connec-
tivity tests of node pairs, where NV is the number of nodes. There is another algorithm
which requires roughly N connectivity tests; see [Eve75] for details.

The preceding formulation of the reliability problem addresses the worst case where
the most unfavorable combination of k node failures occurs. An alternative formulation
is to assign failure probabilities to all network elements (nodes and links) and evaluate the
probability that a given pair of nodes becomes disconnected. To get an appreciation of
the difficulties involved in this approach, suppose that there are n failure-prone elements
in the network. Then the number of all distinct combinations of surviving elements is
2", Let s; denote the k™ combination and p, denote the probability of its occurrence.
The probability that the network remains connected is

Pc = Z Pk (5.41)

speC

where C' is the set of combinations of surviving elements for which the network remains
connected. Thus, evaluation of P¢ involves some form of implicit or explicit enumeration
of the set C. This is in general a very time-consuming procedure. However, shortcuts
and approximations have been found making the evaluation of the survival probability
Pc feasible for some realistic networks ([BaP83] and [Ben86]). An alternative approach
evaluates a lower bound for Pc by ordering the possible combinations of surviving
elements according to their likelihood, and then adding p; over a subset of most likely
combinations from C ([LaL86] and [LiS84]). A similar approach using the complement
of C gives an upper bound to Pc.

Spanning tree topology design. For some networks where reliability is not
a serious issue, a spanning tree topology may be appropriate. Using such a topology
is consistent with the idea of concentrating capacity on just a few links to reduce the
average delay per packet (cf. the earlier discussion on capacity assignment).

It is possible to design a spanning tree topology by assigning a weight w;; to each
possible link (i, 7) and by using the minimum weight spanning tree (MST) algorithms
of Section 5.2.2. A potential difficulty arises when there is a constraint on the amount
of traffic that can be carried by any one link. This gives rise to the constrained MST
problem, where a matrix of input traffic from every node to every other node is given
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and an MST is to be designed subject to the constraint that the flow on each link will not
exceed a given upper bound. Because of this constraint, the problem has a combinatorial
character and is usually addressed using heuristic methods.

One possibility is to modify the Kruskal or Prim-Dijkstra algorithms, described in
Section 5.2.2, so that at each iteration, when a new link is added to the current fragments,
a check is made to see if the flow constraints on the links of the fragments are satisfied.
If not, the link is not added and another link is considered. This type of heuristic can
also be combined with some version of the branch exchange heuristic discussed earlier
in connection with the general subnet design problem.

A special case of the constrained MST problem can be addressed using the Essau—
Williams algorithm [EsW66]. In this case, there is a central node denoted 0, and N other
nodes. All traffic must go through the central node, so it can be assumed that there is
input traffic only from the noncentral nodes to the central node and the reverse. Problems
of this type arise also in the context of the local access design problem, with the central
node playing the role of a traffic concentrator.

The Essau—Williams algorithm is, in effect, a branch exchange heuristic. One starts
with the spanning tree where the central node is directly connected with each of the NV
other nodes. (It is assumed that this is a feasible solution.) At each successive iteration,
a link (i, 0) connecting some node i with the central node 0 is deleted from the current
spanning tree, and a link (4, j) is added. These links are chosen so that:

1. No cycle is formed.

2. The capacity constraints of all the links of the new spanning tree are satisfied.

3. The saving w;y — w;; in link weight obtained by exchanging (7,0) with (¢, j) is
positive and is maximized over all nodes ¢ and j for which 1 and 2 are satisfied.

The algorithm terminates when there are no nodes ¢ and j for which requirements
1 to 3 are satisfied when (i, 0) is exchanged with (4, j). The operation of the algorithm
is illustrated in Fig. 5.59.

5.4.3 Local Access Network Design Problem

Here we assume that a communication subnet is available, and we want to design a
network that connects a collection of terminals with known demands to the subnet. This
problem is often addressed in the context of a hierarchical strategy, whereby groups
of terminals are connected, perhaps through local area networks, to various types of
concentrators, which are in turn connected to higher levels of concentrators, and so on.
It is difficult to recommend a global design strategy without knowledge of the given
practical situation. However, there are a few subproblems that arise frequently. We will
discuss one such problem, known as the concentrator location problem.

In this problem, there are n sources located at known geographical points. For
example, a source may be a gateway of a local area network that connects several
terminals within a customer’s facility; or it could be a host computer through which
several time-sharing terminals access some network. The nature of the sources is not
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MST problem link Optimal MST
capacities = 8

(a) (b)

Starting tree After 1 iteration After 2 iterations
(final solution)

(c) (d) (e)

Figure 5.59 Tilustration of the Essau—Williams, constrained MST heuristic algorithm.
The problem data are given in (a). Node O is the central node. The link weights
are shown next to the links. The input flows from nodes 1, 2, 3, and 4 to the cen-
tral node are shown next to the arrows. The flow on each link is constrained to be
no more than 8. The algorithm terminates after two iterations, with the tree (e) hav-
ing a total weight of 13. Termination occurs because when link (1,0) or (4,0) is re-
moved and a link that is not adjacent to node 0 is added, some link capacity constraint
(link flow < 8) will be violated. The optimal tree, shown in (b), has a total weight
of 12.

material to the discussion. The problem is to connect the n sources to m concentrators
that are themselves connected to a communication subnet (see Fig. 5.60). We denote
by a;; the cost of connecting source 7 to concentrator j. Consider the variables r;;
where

R 1, if source ¢ is connected to concentrator j
i 0. otherwise

Then the total cost of a source assignment specified by a set of variables {x;;} is

nooom

cost = ZZGUIU . (542)

i=1 j=1
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(a) {b)

[] = Potentia! Concentrator Site
. = Source

Figure 5.60 (a) Collection of sources and potential concentrator locations. (b) Possible assignment
of sources to concentrators.

We assume that each source is connected to only one concentrator, so that there is the
constraint

m
Zmiﬁ =1, for all sources ¢ (5.43)
j=1

Also, there is a maximum number of sources K; that can be handled by concentrator j.
This is expressed by the constraint

n
Z zij < Kj, for all concentrators j (5.44)
i=I

The problem is to select the variables x;; so as to minimize the cost (5.42) subject to
the constraints (5.43) and (5.44).

Even though the variables x;; are constrained to be 0 or 1, the problem above is
not really a difficult combinatorial problem. If the integer constraint

zij=0o0r1
is replaced by the noninteger constraint

the problem becomes a linear transportation problem that can be solved by very efficient
algorithms such as the simplex method. It can be shown that the solution obtained
from the simplex method will be integer (i.e., z;; will be either 0 or 1; see [Dan63]
and [Ber91]). Therefore, solving the problem without taking into account the integer
constraints automatically obtains an integer optimal solution. There are methods other
than simplex that can be used for solving the problem ([Ber85], [Ber91], [BeT89],
[FoF62], and [Roc84]).
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Next, consider a more complicated problem whereby the location of the concentra-
tors is not fixed but instead is subject to optimization. There are m potential concentrator
sites, and there is a cost b; for locating a concentrator at site j. The cost then becomes

cost = Z Zai]-xij + ijyj (5.46)
i=1 j=1 j=1

where

~_ J 1, if a concentrator is located at site j
Yi 0, otherwise

The constraint (5.44) now becomes
n
Z.’Ei]’ < Kjy;, for all concentrators j (5.47)
i=1

Thus, the problem is to minimize the cost (5.46) subject to the constraints (5.43) and
(5.47) and the requirement that z;; and y; are either 0 or 1.

This problem has been treated extensively in the operations research literature,
where it is known as the warehouse location problem. It is considered to be a difficult
combinatorial problem that can usually be solved only approximately. A number of
exact and heuristic methods have been proposed for its solution. We refer the reader to
the literature for further details ([AkK77], [AIM76], [CFN77], [KeH63], [Khu72], and
[RaW83]).

5.5 CHARACTERIZATION OF OPTIMAL ROUTING

We now return to the optimal routing problem formulated at the beginning of Section
S5.4. The main objective in this section is to show that optimal routing directs traffic
exclusively along paths which are shortest with respect to some link lengths that depend
on the flows carried by the links. This is an interesting characterization which motivates
algorithms discussed in Sections 5.6 and 5.7.

Recall the form of the cost function

> Dij(Fiy) (5.48)
(@.3)
Here I; is the total flow (in data units/sec) carried by link (7, j) and given by
Fij= Y = (5.49)

all paths p
containing (,7)

where x, is the flow (in data units/sec) of path p. For every OD pair w, there are the
constraints

3 o =ra (5.50)

PEPy,

Tp >0, forallpc P, (5.51)
P
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where 7, is the given traffic input of the OD pair w (in data units/sec) and P, is the
set of directed paths of w. In terms of the unknown path flow vector z = {z,, | p €
P,.w € W}, the problem is written as

minimize z Dy; { Z l‘p:|

(i.7) all paths p
containing (,7)

subjectto Y =1, forallwe W (5.52)

PEP,
T, >0, forallpe P,,weW

In what follows we will characterize an optimal routing in terms of the first deriva-
tives D;; of the functions D;;. We assume that each D;; is a differentiable function of
F;; and is defined in an interval [0, C;;), where Cj; is either a positive number (typically
representing the capacity of the link) or else infinity. Let z be the vector of path flows

z,. Denote by D(x) the cost function of the problem of Eq. (5.52),

D(x) = Z Dy; { Z IP:l
(3,7) all paths p
containing (i,5)

and by dD(x)/8xy the partial derivative of D with respect to z,,. Then

o0D(x)
Ty = 2 D
4 all links (%,7)
on path p

where the first derivatives ng are evaluated at the total flows corresponding to x. It is
seen that D /0x,, is the length of path p when the length of each link (i, 7) is taken to be
the first derivative Dj; evaluated at x. Consequently, in what follows 9D/, is called
the first derivative length of path p.

Let z* = {z}} be an optimal path flow vector. Then if x; > 0 for some path p of
an OD pair w, we must be able to shift a small amount § > 0 from path p to any other
path p’ of the same OD pair without improving the cost; otherwise, the optimality of z*
would be violated. To first order, the change in cost from this shift is

oD@") 5 0D(z™)

)
Oy Oz,

and since this change must be nonnegative, we obtain

aD(x*) S aD(z*)
Ozy ~— Oz,
In words, optimal path flow is positive only on paths with a minimum first derivative
length. Furthermore, at an optimum, the paths along which the input flow r,, of OD pair
w is split must have equal length (and less or equal length to that of all other paths of w).

.T; >0 for all p’ € P, (5.53)
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The condition (5.53) is a necessary condition for optimality of z*. It can also be
shown to be sufficient for optimality if the functions D;; are convex; for example, when
the second derivatives D;’ exist and are positive in [0, C;), the domain of definition of
D;; (see Problem 5.24).

Example 5.7

Consider the two-link network shown in Fig. 5.61, where nodes 1 and 2 are the only origin
and destination, respectively. The given input  is to be divided into the two path flows x|
and 2 so as to minimize a cost function based on the M /M /1 approximation

D(x) = Dy(z1) + Da(z2)
where for i = 1,2,

Di(z;) = (,73 —
1 2

and C; is the capacity of link i. For the problem to make sense, we must assume that r is
less than the maximum throughput Cy + C, that the network can sustain.

At the optimum, the shortest path condition (5.53) must be satisfied as well as the
constraints

el +az=r, 27>0, 23>0

Assume that '} > (. Then, from elementary reasoning, the optimal flow x; cannot be less
than x, (it makes no sense to send more traffic on the slower link). The only possibilities
are:

1. 2] =r and 23 = 0. According to the shortest path condition (5.53), we must have

AD\(r) _ dDy(©)
dry — dr

Equivalently [since the derivative of z/(C' — z) is C//(C' — r)z],
_a L
(Cr=r?~

or

r<C =10 (559

2. z] > 0 and z; > 0. In this case, the shortest path condition (5.53) implies that the
lengths of paths 1 and 2 are equal, that is,

dD(z}) B dD;(z3)
dzy — dx

High capacity C,

Destination
Origin @

Figure 5.61 Example routing problem
Low capacity C, involving a single OD pair and two paths.

Samsung Exhibit 1015, Page 469 of 573



454 Routing in Data Networks Chap. 5

or, equivalently,

C (&)
= 5.55
(C[ - LT)z (02 - 1;)2 ( )

This equation together with the constraint ] + z3 = r determine the values of =]
and z3. A straightforward calculation shows that the solution is

VG- (6 - V05

) =

Vi + Ty
w*_VC_z[rf(lem)]
o VT + VT,

The optimal solution is shown in Fig. 5.62 for » in the range [0, C| 4+ C>) of possible
inputs. It can be seen that for

r < Cl - \/OICQ

the faster link 1 is used exclusively. When 7 exceeds the threshold value C| — /CC for
which the first derivative lengths of the two links are equalized and relation (5.54) holds
as an equation, the slower link 2 is also utilized. As r increases, the flows on both links
increase while the equality of the first derivative lengths, as in Eq. (5.55), is maintained.
This behavior is typical of optimal routing when the cost function is based on the M /M /1
approximation; for low input traffic, each OD pair tends to use only one path for routing
(the fastest in terms of packet transmission time), and as traffic input increases, additional
paths are used to avoid overloading the fastest path. More generally, this type of behavior
is associated with link cost functions D;; with the property that the derivative D;j (0) at
zero flow depends only on the link capacity and decreases as the link capacity increases
(see Problem 5.36).

We were able to solve the preceding example analytically only because of its
extreme simplicity. Unfortunately, in more complex problems we typically have to resort
to a computational solution—either centralized or distributed. The following sections deal
with some of the possibilities.

|

|

|

| Figure 5.62 Optimal path flows for the

| | routing example. When the traffic input is
| | low, only the high-capacity link is used. As
! | the input increases beyond the threshold

> C| — V/C1Cs, some traffic is routed on the
0 €~ VGG, Ci+C 1 low-capacity link.
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Finally, note that while the optimal routing problem was formulated in terms of
a fixed set of input rates, the optimal solution {x;} can be implemented naturally even
when the input rates are time varying. This can be done by working with the fractions
of flow

*

&=L, forall p € P,
TU}

and by requiring each OD pair w to divide traffic (packets or virtual circuits) among
the available paths according to these fractions. In virtual circuit networks, where the
origin nodes are typically aware of the detailed description of the paths used for routing,
it is easy to implement the routing process in terms of the fractions &,. The origins can
estimate the data rate of virtual circuits and can route new virtual circuits so as to bring
about a close match between actual and desired fractions of traffic on each path. In some
datagram networks or in networks where the detailed path descriptions are not known
at the origin nodes, it may be necessary to maintain in a routing table at each node 7
a routing variable ¢;x(j) for each link (i, k) and destination j. This routing variable is
defined as the fraction of all flow arriving at node 4, destined for node j, and routed
along link (¢, k). Mathematically,

fzk(])

m, for all (7, k) and j (5.56)

oik(j) =

where f;x(j) is the flow that travels on link (7, k) and is destined for node j. Given an
optimal solution of the routing problem in terms of the path flow variables {x;}, it is
possible to determine the corresponding link flow variables f;;(5) and, by Eq. (5.56),
the corresponding optimal routing variables ¢;x(j). A direct formulation and distributed
computational solution of the optimal routing problem in terms of the variables ¢4 ()
is given in references [Gal77], [Ber79a], [Gaf79], and [BGG84].

5.6 FEASIBLE DIRECTION METHODS FOR OPTIMAL ROUTING

In Section 5.5 it was shown that optimal routing results only if flow travels along mini-
mum first derivative length (MFDL) paths for each OD pair. Equivalently, a set of path
flows is strictly suboptimal only if there is a positive amount of flow that travels on a
non-MFDL path. This suggests that suboptimal routing can be improved by shifting flow
to an MFDL path from other paths for each OD pair. The adaptive shortest path method
for datagram networks of Section 5.2.5 does that in a sense, but shifts al/ flow of each
OD pair to the shortest path, with oscillatory behavior resulting. It is more appropriate
to shift only part of the flow of other paths to the shortest path. This section considers
methods based on this idea. Generally, these methods solve the optimal routing problem
computationally by decreasing the cost function through incremental changes in path
flows.

Given a feasible path flow vector # = {z,} (i.e., a vector x satisfying the con-
straints of the problem), consider changing z along a direction Az = {Axz,}. There are
two requirements imposed on the direction Ax:
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X g\
Feasible ‘N\\\
e <N

Constraint
set X

Figure 5.63 Feasible directions Ax at a
feasible point x. Ax is a feasible direction

if changing « by a small amount along the
direction A still maintains feasibility.

X4

1. The first requirement is that Az should be a feasible direction in the sense that

small changes along Az maintain the feasibility of the path flow vector z (see

Fig. 5.63). Mathematically, it is required that for some @ > 0 and all a € [0, @],
the vector z + aAx is feasible or equivalently,

> Az, =0, forallweW (5.57)
PEPy
Az, >0, forallpe P,, we W for which 2, =0 (5.58)

Equation (5.57) follows from the feasibility requirement
Z (xp + aAzy) =14y
PEPy
and the fact that x is feasible, which implies that
> T =Tw
PEPy

It simply expresses that to maintain feasibility, all increases of flow along some
paths must be compensated by corresponding decreases along other paths of the
same OD pair. One way to obtain feasible directions is to select another feasible
vector T and take

Ar=f—=zx
In fact, a little thought reveals that all feasible directions can be obtained in this
way up to scalar multiplication.

2. The second requirement is that Az should be a descent direction in the sense that
the cost function can be decreased by making small movements along the direction
Az starting from x (see Fig. 5.64). Since the gradient vector V D(z) is normal to
the equal cost surfaces of the cost function D, it is clear from Fig. 5.64 that the
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descent condition translates to the condition that the inner product of V.D(x) and

A is negative, that is,
aD
g S —@AIP <0 (5.59)
. Oz
weW peP,

For a mathematical verification, note that the inner product in Eq. (5.59) is equal
to the first derivative of the function G(a) = D(z + aAz) at o = 0, so Eq. (5.59)
is equivalent to G(o) being negative for sufficiently small positive «. Note that
the partial derivative 0D(x)/0x,, is given by

0D(x) ,
2 S .
P all links (7,7)
on path p

and can be viewed as the first derivative length of path p [the length of link (i, j) is
D;J (Fj;), cf. Section 5.5]. One way to satisfy the descent condition of Eq. (5.59),
which is in fact commonly used in algorithms, is to require that Ax satisfies the

conservation of flow condition ZPEPw Axp =0 [cf. Eq. (5.57)], and that

Feasible
descent
directions
at x

Constraint

Gradient

at x
aD(x)
ox,

VD{x) =

3D(x)
ax,,

Surfaces of
equal cost
D{x)

X1

Figure 5.64 Descent directions at a feasible point  form an angle greater than 90° with
the gradient V. D(z). At the optimal point 2*, there are no feasible descent directions.
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Az, <0, for all paths p that are nonshortest
in the sense 0D(z)/dxp, > 0D(x)/Oxy for some
path B of the same OD pair (5.60)

Az, <0, for at least one nonshortest path p.

In words, the conditions above together with the condition }° . p Az, = 0 state
that some positive flow is shifted from nonshortest paths to the shortest paths [with
respect to the lengths ng(Fij)], and no flow is shifted from shortest paths to
nonshortest ones. Since 0D(z)/0z, is minimal for those (shortest) paths 7 for
which Az > 0, it is seen that these conditions imply the descent condition (5.59).

We thus obtain a broad class of iterative algorithms for solving the optimal routing
problem. Their basic iteration is given by

T:=x+ alAzx

where Ax is a feasible descent direction [i.e., satisfies conditions (5.57) to (5.59) or
(5.57), (5.58), and (5.60)], and « is a positive stepsize chosen so that the cost function
is decreased, that is,

D(x + aAzx) < D(x)

and the vector x + aAz is feasible. The stepsize a could be different in each iteration.
It can be seen that a feasible descent direction can be found if = violates the shortest
path optimality condition (5.53) of section 5.5. Figure 5.65 illustrates the operation of
such an algorithm.

5.6.1 The Frank—-Wolfe (Flow Deviation) Method

Here is one way to implement the philosophy of incremental changes along feasible
descent directions:

Given a feasible path flow vector = {z,}, find a minimum first derivative length
(MFDL) path for each OD pair. (The first derivatives ng are evaluated, of course, at
the current vector z.) Let T = {Z,} be the vector of path flows that would result if all
input r, for each OD pair w € W is routed along the corresponding MFDL path. Let
a* be the stepsize that minimizes D[z + a(Z — x)] over all « € [0, 1], that is,

Dz+a*@-a)] = rél{%nl]D[r—l—a(T- z)] (5.61)

The new set of path flows is obtained by
ZTpi=xp+a*(@p—1p), forallpe P,,weW (5.62)

and the process is repeated.

The algorithm above is a special case of the so-called Frank-Wolfe method for solv-
ing general, nonlinear programming problems with convex constraint sets (see [Zan69]).
It has been called the flow deviation method (see [FGK73]), and can be shown to reduce
the value of the cost function to its minimum in the limit (see Problem 5.31) although
its convergence rate near the optimum tends to be very slow.

Samsung Exhibit 1015, Page 474 of 573



Sec. 5.6 Feasible Direction Methods for Optimal Routing 459

Xy \
Constraint
set X

\\g\\\\

SN\

[/

Surfaces of
(5= equal cost
D(x)

Figure 5.65 Sample path of an iterative descent method based on feasible descent
directions. At each iteration, a feasible point of lower cost is obtained.

Note that the feasible direction used in the Frank—Wolfe iteration (5.62) is of the
form (5.60); that is, a proportion o* of the flow of all the nonshortest paths (those paths
for which z, = 0) is shifted to the shortest path (the one for which z, = r,,) for each
OD pair w. The characteristic property here is that flow is shifted from the nonshortest
paths in equal proportions. This distinguishes the Frank—Wolfe method from the gradient
projection methods discussed in the next section. The latter methods also shift flow from
the nonshortest paths to the shortest paths; however, they do so in generally unequal
proportions.

Here is a simple example illustrating the Frank—Wolfe method:

Example 5.8

Consider the three-link network with one origin and one destination, shown in Fig. 5.66.
There are three paths with corresponding flows x, 2, and x3, which must satisfy the

constraints
ry+a+r3=1, 2120, 2220, 23>0

The cost function is

D(z) = (x% +23+ 0‘13:5) +0.55z3

1
2
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(The linear term 0.55z3 can be attributed to a large processing and propagation delay on
link 3.)

This is an easy problem that can be solved analytically. It can be argued (or shown
using the optimality condition of Section 5.5) that at an optimal solution z* = (z7}, 25, z}),
we must have by symmetry z] = x5, so there are two possibilities:

(@) 23 =0and 2} =5 =1/2.
(b) 23 =3>0and 2} =2} = (1 — B/2.

Case (b) is not possible because according to the optimality condition of Section 5.5,
if x§ > 0, the length of path 3 [= 8D(x™)/dz3 = 0.13+0.55] must be less or equal to the
lengths of paths 1 and 2 [= 8D(a*)/0x = (1 — 3)/2], which is clearly false. Therefore,
the optimal solution is ™ = (1/2,1/2,0).

Consider now application of the Frank—Wolfe iteration (5.68) at a feasible path flow
vector = (x1, 3, z3). The three paths have first derivative lengths

dD(x) Y aD(x) . 0D(x)
O Y o, 2 Ton,

=0.1z3 +0.55

It is seen, using essentially the same argument as above, that the shortest path is either 1 or
2, depending on whether x| < z, or 3 < zj, and the corresponding shortest-path flows
are T = (1,0,0) and T = (0,1,0), respectively. (The tie is broken arbitrarily in favor of
path | in case x; = x5.) Therefore, the Frank—Wolfe iteration takes the form

EN [ ] REEIN [z +a"(z2 + 23) ]

| =+ - | = |0 - . ifx <x;p
_I3J _ng L — 23 J L (1 —a")x3 j

PEl— {1'1_ [ -2 ] [(1 =)z

v =lnl+a" | 1-n| = a+d @+ |, ifa<n
LZ3 ] LZ3 ] L —x3 | L (1 —a™)z3

Thus, at each iteration, a proportion o™ of the flows of the nonshortest paths is shified to
the shortest path.

The stepsize o™ is obtained by line minimization over [0,1] [cf. Eq. (5.67)]. Because
D(z) is quadratic, this minimization can be done analytically. We have

Dz +a@-2)] = % ([xl + a(F) — ml)]2+ [x2 + o(@ —xz)}z

+0.1 [1‘3 + alT3 — 13)}2> + 0.55 [z3 + a(z3 — 13)]

Differentiating with respect to « and setting the derivative to zero we obtain the uncon-
strained minimum @ of D [ar + (T — 1)] over «. This is given by

(@ — ) + 1@ — xp) + (0123 + 0.55)(T3 — x3)
(T — .'171)2 + (T — 12)2 +0.1(T3 — x3)?

O =
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where T = (T, T», ¥3) is the current shortest path flow vector [(1,0,0) or (0,1,0), depending
on whether z; < x5 or 2y < x1]. Since (T — x) is a descent direction, we have & > 0.
Therefore, the stepsize o™, which is the constrained minimum over [0,1] (cf. Eq. (5.67)], is
given by

o = min[l, @]
(In this example, it can be verified that @ < 1, implying that o* = @.)

Figures 5.66 and 5.67 show successive iterates of the method. It can be seen that
the rate of convergence becomes slow near the optimal solution. The reason is that as =*
is approached, the directions of search tend to become orthogonal to the direction leading
from the current iterate z* to 2*. In fact, it can be seen from Fig. 5.66 that the ratio of
successive cost errors

D(.’l,‘k+l) — D(z")
D(ak)y — D(z*)

while always less than 1, actually converges to 1 as k& — oc. This is known as sublin-
ear convergence rate [Ber82d], and is typical of the Frank—Wolfe method ([CaC68] and

[Dun79]).
Link 1
Flow x;
Link 2
r=1 Flow x,
Origin > O inati
g Link 3 Destination
Flow x3
Iteration # k 0 10 20 40 80 160 320
Ty 0.4 0.4593 [0.4702 |0.4795 [0.4866 |0.4917 {0.4950
Ig 0.3 0.4345 |0.4562 |0.4717 [0.4823 |0.4893 |0.4938
z3 0.3 0.1061 | 0.0735 {0.0490 |0.0310 |0.0189 |0.0110
Cost 0.2945 [0.2588 (0.2553 {0.2532 [0.2518 [0.2510 0.250(?
Error Ratio
D(z*+1) — D(z*)
——— e 0.7164 [0.9231 |0.9576 |0.9774 |0.9882 |0.9939 |0.9969
D(zk) — D(z*)

Figure 5.66 Example problem and successive iterates of the Frank—Wolfe method. The
cost function is

i
D) = 3 (2} + 23 +23) + 05523
The optimal solution is z* = (% %0) As the optimal solution is approached,
the method becomes slower. In the limit, the ratio of successive errors D(zk+1) —
D(x*)/D(x*) — D(z*) tends to unity.
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0,0, 1)

Constraint set
XIx'"+x2+x3=1,x>0}

x°=1{0.4,0.3,03)
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(1,0, 0} (0,1,0

Figure 5.67 Successive iterates of the
Frank-Wolfe method in the two-node,
three-link example. Slow convergence is
due to the fact that as the optimal solution
x* is approached, the directions of search
tend to become orthogonal to the direction
leading to the optimum.

Surfaces of
equal cost

The determination of an optimal stepsize o* satisfying Eq. (5.61) requires a one-
dimensional minimization over [0,1] which can be carried out through any one of several
existing methods (see [Lue84]). A simpler method is to choose the stepsize o* by means

of _
Z(i,j)(FU - Fij)Déj }
E(i,]‘)(Fij - FU)ZD;;

Here {F;;} and {F;;} are the sets of total link flows corresponding to {z,} and {Z,},
respectively [i.e., Fi; (or FU) is obtained by adding all flows z, (or T,) of paths p
traversing the link (¢, 5)]. The first and second derivatives, ng and D;'j, respectively,
are evaluated at Fj;. The formula for o* in Eq. (5.63) is obtained by making a second-
order Taylor approximation G(a) of Ga) = D[ac + o(T — w)] around o = 0:

a”® = min [1, - (5.63)

2
Ga) = Z {DU‘(sz) +aD(Fiy)(Fi; — Fij) + %DEQ(FL‘J)(FU - sz)z}
(@,7)

and by minimizing G(c) with respect to «v over the interval [0,1] as in the earlier example.

It can be shown that the algorithm with the choice of Eq. (5.63) for the stepsize con-
verges to the optimal set of total link flows provided that the starting set of total link flows
is sufficiently close to the optimal. For the type of cost functions used in routing problems
[e.g., the M /M /1 delay formula; cf. Eq. (5.30) in Section 5.4], it appears that the simple
stepsize choice of Eq. (5.63) typically leads to convergence even when the starting total
link flows are far from optimal. This stepsize choice is also well suited for distributed
implementation. However, even with this rule, the method appears inferior for distributed
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application to the projection method of the next section primarily because it is essential
for the network nodes to synchronize their calculations in order to obtain the stepsize.
The Frank—Wolfe method has an insightful geometrical interpretation. Suppose
that we have a feasible path flow vector x = {z,}, and we try to find a path flow
variation Az = {Ax,} which is feasible in the sense of Egs. (5.57) and (5.58), that is,

Z Ar,=0, forallweW
pEP, (5.64)
Tp+Ar, >0, forallpe Py,weWw

and along which the initial rate of change [cf. Eq. (5.59)]

0D(x)
Z Z 89:: Az

weW peP,

of the cost function D is most negative. Such a variation Az is obtained by solving the
optimization problem

minimize Z Z aan(z)Azp
p

weW peP,
subject to Z Az, =0, forallweW (5.64)
pEPy,

zp+ Az, >0, forallpe P,,weW

and it is seen that Axr = T — z is an optimal solution, where T is the shortest path
flow vector generated by the Frank—~Wolfe method. The process of finding Az can be
visualized as in Fig. 5.68. It can be seen that T is a vertex of the polyhedron of feasible
path flow vectors that lies farthest out along the negative gradient direction —V D(z),
thereby minimizing the inner product of V.D(x) and Az subject to the constraints (5.64).

Successive iterations of the Frank—Wolfe method are shown in Fig. 5.69. At each
iteration, a vertex of the feasible set (i.e., the shortest path flow T) is obtained by solving
a shortest path problem; then the next path flow vector is obtained by a search along
the line joining the current path flow vector with the vertex. The search ensures that the
new path flow vector has lower cost than the preceding one.

We finally mention an important situation where the Frank—Wolfe method has an
advantage over other methods. Suppose that one is not interested in obtaining optimal
path flows, but that the only quantities of interest are the optimal total link flows F;;
or just the value of optimal cost. (This arises in topological design studies; see Section
5.4.2.) Then the Frank—Wolfe method can be implemented in a way that only the current
total link flows together with the current shortest paths for all OD pairs are maintained
in memory at each iteration. This can be done by computing the total link flows cor-
responding to the shortest path flow vector T and executing the stepsize minimization
indicated in Eq. (5.61) in the space of total link flows. The amount of storage required
in this implementation is relatively small, thereby allowing the solution of very large
network problems. If, however, one is interested in optimal path flows as well as total
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Xz‘

Constraint

Gradient
at x

D(x) Shortest path
ax,

VDi(x)=

aD(x)
X,

n

Surfaces of
equal cost
D(x)

X3

Figure 5.68 Finding the feasible descent direction Az = T — x at a point x in the
Frank—Wolfe method. T is the shortest path flow (or extreme point of the feasible set
X)) that lies farthest out along the negative gradient direction —V D(x).

link flows, the storage requirements of the Frank—Wolfe method are about the same as
those of other methods, including the projection methods discussed in the next section.

5.7 PROJECTION METHODS FOR OPTIMAL ROUTING

We now consider a class of feasible direction algorithms for optimal routing that are
faster than the Frank—Wolfe method and lend themselves more readily to distributed im-
plementation. These methods are also based on shortest paths and determine a minimum
first derivative length (MFDL) path for every OD pair at each iteration. An increment of
flow change is calculated for each path on the basis of the relative magnitudes of the path
lengths and, sometimes, the second derivatives of the cost function. If the increment is
so large that the path flow becomes negative, the path flow is simply set to zero (i.e., it is
“projected” back onto the positive orthant). These routing algorithms may be viewed as
constrained versions of common, unconstrained optimization methods, such as steepest
descent and Newton’s method, which are given in nonlinear programming texts (e.g.,
[Zan69], [Pol71], [Ber82d], and [Lue84]). We first present these methods briefly in a
general, nonlinear optimization setting, and subsequently specialize them to the routing
problem.
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X2 |

Gradient V D(x9)

Constraint
set X

Surfaces of
equal cost
D(x)

X4
Figure 5.69 Successive iterations of the Frank-Wolfe method. At each iteration, a
vertex of the feasible set (a shortest path flow) is found. The next path flow vector is
obtained by a search on the line segment connecting the current path flow vector with
the vertex.
5.7.1 Unconstrained Nonlinear Optimization
Let f be a twice differentiable function of the n-dimensional vector x = (z1,...,%y),
with a gradient and Hessian matrix at any = denoted V f(z) and V2 f(z):
of (@) P f(@) & f(x)
Oz, ©Ox)? 7 0,0z,
. 2 . .
Vi) = : Vi@ = : :
0f(z) 2 f(x) 8 f(x)
azn 81‘,181'1 o (8.73”)2

We assume that for all z, V> f(z) is a positive semidefinite matrix that depends contin-
uously on x.* The method of steepest descent for finding an unconstrained minimum of

* A symmetric n X n matrix A with elements A;; is said to be positive semidefinite if the quadratic form

n n
E E Ajjzizj

i=1 j=1
is nonnegative for all vectors z = (zi,..., z,). The matrix A is said to be positive definite if this quadratic
form is positive for all vectors z # 0.
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f starts with some initial guess z° and proceeds according to the iteration

2 = ok — RV (), kE=0,1,... (5.65)
where of is a positive scalar stepsize, determined according to some rule. The idea
here is similar to the one discussed in the preceding section, namely changing z* along
a descent direction. In the preceding iteration, the change is made along the negative
gradient, which is a descent direction since it makes a negative inner product with the
gradient vector [unless V f(z¥) = 0, in which case the vector z* is optimal]. Common
choices for o are the minimizing stepsize determined by

fla* =V fEh)] = min fla* = aVfh)) (5.66)
and a constant positive stepsize &
o=@, forall k (5.67)

There are a number of convergence results for steepest descent methods. For exam-
ple, if f has a unique unconstrained minimizing point, it may be shown that the sequence
{x*} generated by the steepest descent method of Egs. (5.65) and (5.66) converges to
this minimizing point for every starting z° (see [Ber82d] and [Lue84]). Also, given any
starting vector x°, the sequence generated by this steepest descent method converges to
the minimizing point provided that @ is chosen sufficiently small. Unfortunately, how-
ever, the speed of convergence of {z*} can be quite slow. It can be shown ([Lue84],
p. 218) that for the case of the line minimization rule of Eq. (5.66), if f is a positive
definite quadratic function, there holds

f(l'k+l)—f* < <J\J—m 2
fa@dy—f ~ Mfl—m>

(5.68)

where f* = min, f(z), and M, m are the largest and smallest eigenvalues of V2 f(z),
respectively. Furthermore, there exist starting points 2° such that Eq. (5.68) holds with
equality for every k. So if the ratio M /m is large (this corresponds to the equal-cost
surfaces of f being very elongated ellipses), the rate of convergence is slow. Similar
results can be shown for the steepest descent method with the constant stepsize (5.67), and
these results also hold in a qualitatively similar form for functions f with an everywhere
continuous and positive definite Hessian matrix.

The rate of convergence of the steepest descent method can be improved by premul-
tiplying the gradient by a suitable positive definite scaling matrix B*, thereby obtaining
the iteration

2FH = 2k _ ok BRY f(ah), k=01,... (5.69

This method is also based on the idea of changing z* along a descent direction. [The
direction of change —B*V f(z*) makes a negative inner product with V f(z*), since B¥
is a positive definite matrix.] From the point of view of rate of convergence, the best
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method is obtained with the choice
-1

B* = [V’ f(@")] (5.70)
{assuming that V2 f(z*) is invertible]. This is Newton's method, which can be shown to
have a very fast (superlinear) rate of convergence near the minimizing point when the
stepsize o is taken as unity. Unfortunately, this excellent convergence rate is achieved
at the expense of the potentially substantial overhead associated with the inversion of
V2f(z*). Tt is often useful to consider other choices of B* which approximate the
“optimal” choice [V f(x*)]~! but do not require as much overhead. A simple choice
that often works well is to take B* as a diagonal approximation to the inverse Hessian,

that is,
& fak)]™ 7
( { @) } 0 0
Ll
BF = 0 { (822)? } 0 (5.71)
' ’ @)
- 0 0 o l: (8171)2 :| -

With this choice, the scaled gradient iteration (5.69) can be written in the simple form

B g b [azﬂwk)] ~ofeh)

T = (0z:)? oz; '

i=1,....n (5.72)

5.7.2 Nonlinear Optimization over the Positive Orthant

Next consider the problem of minimizing the function f subject to the nonnegativity
constraints z; > 0, for ¢ = 1,...,n, that is, the problem
minimize f(z)

(5.73)
subject to x > 0

A straightforward analog of the steepest descent method known as the gradient projection
method ([Gol64] and [LeP65]), is given by

ek = [2f — oFVEh)] T, k=01, (5.74)

where for any vector z, we denote by [z]T the projection of z onto the positive orthant
max{0, z; }
max{0, z }

[2]" = ) (5.75)
max{0, z,, }
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X2

Feasible region = { x| x; >0, x, >0}

o

7&" V f{xk)

Figure 5.70 Operation of the gradient projection method. A step is made in the direction
of the negative gradient, and the result is orthogonally projected on the positive orthant.
It can be shown that the step (z**! — x*) is a descent direction [makes a negative inner
product with ¥ f(z*)], and if the stepsize o is sufficiently small, the iteration improves
the cost [ie., f(zFT1) < f(z¥)).

An illustration of how this method operates is given in Fig. 5.70. It can be shown that
the convergence results mentioned earlier in connection with the unconstrained steepest
descent method of Eq. (5.65) also hold true for its constrained analog of Eq. (5.74) (see
Problem 5.32 and [Ber76]). The same is true for the method

zF = [rk ~(kaka(xk)]+

where B* is a diagonal, positive definite scaling matrix (see Problem 5.33). When B*
is given by the diagonal inverse Hessian approximation of Eq. (5.71), the following
iteration is obtained:

2 popky] ! k
wfﬂ = max {wa —a* {%} 8];(: )}, i=1,....,n (5.76)

5.7.3 Application to Optimal Routing
Consider now the optimal routing problem

A
minimize D(x)_ > Dyj(Fy;)
o (5.77)
subject to Y w, =1y, z, >0,  forall pe Pywe W
PEPy,
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where each total link flow F;; is expressed in terms of the path flow vector z = {z,}
as the sum of path flows traversing the link (7, 7). Assume that the second derivatives
of Dy;, denoted by D;;(Fj;), are positive for all Fj;. Let z* = {z*} be the path flow
vector obtained after k iterations, and let {Fj;} be the corresponding set of total link
flows. For each OD pair w, let p,, be an MFDL path [with respect to the current link
lengths D} (Ff)].

The optimal routing problem (5.77) can be converted (for the purpose of the next
iteration) to a problem involving only positivity constraints by expressing the flows of
the MFDL paths p,, in terms of the other path flows, while eliminating the equality

constraints
E Tp =Ty

PEPy

in the process. For each w, z7  is substituted in the cost function D(z) using the equation

Ty, =Tu— D T (5.78)
pEP,
P#EPw

thereby obtaining a problem of the form
minimize D(%)

subjectto  z, >0, foralwe W, pe P, p#D, (5.79

where Z is the vector of all path flows which are nor MFDL paths.

We now calculate the derivatives that will be needed to apply the scaled projection
iteration (5.76) to the problem of Eq. (5.79). Using Eq. (5.78) and the definition of D@,
we obtain

" k k
6D(I‘ ) _ 0D(z") _ OD(x )’ forallp e P, p ;& Do (5.80)
oz, Oz, 93,

for all w € W. In Section 5.5 it was shown that D(x)/0z,, is the first derivative length
of path p, that is,

k
Wed_ s oy, (5.81)

ox
p ~ all links
(4,4) on path p

Regarding second derivatives, a straightforward differentiation of the first derivative
expressions (5.80) and (5.81) shows that

92 D(z%) - B
ST = Z D (F), forall we W, pe P, p#7p, (5.82)
P (i,)E Ly

where, for each p,

L, = Set of links belonging to either p, or
the corresponding MFDL path p,,, but not both
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Expressions for both the first and second derivatives of the “reduced” cost D@),
are now available and thus the scaled projection method of Eq. (5.76) can be applied.
The iteration takes the form [cf. Egs. (5.76), (5.80), and (5.82)]

xﬁ* = max{0, z, —akH (dp—d5 )}, forallwe W, p€ Py, p+#p, (5.83)

where d, and dg  are the first derivative lengths of the paths p and p,, given by [cf.
Eq. (5.81)]

k
dp = g D;]( ), dz, = E D, () (5.84)
all links (7,5) all links (4,5)
on path p on path P,

and H), is the “second derivative length”

Hy= Y DJ(Fk) (5.85)

(#,§)€L,

given by Eq. (5.82). The stepsize o is some positive scalar which may be chosen by a
variety of methods. For example, o* can be constant or can be chosen by some form of
line minimization. Stepsize selection will be discussed later. We refer to the iteration of
Eqs. (5.83) to (5.85) as the projection algorithm.

The following observations can be made regarding the projection algorithm:

1. Since dp > d5  for all p # P,,, all the nonshortest path flows that are positive will
be reduced with the corresponding increment of flow being shifted to the MFDL
path B,,. If the stepsize o is large enough, all flow from the nonshortest paths
will be shifted to the shortest path. Therefore, the projection algorithm may also
be viewed as a generalization of the adaptive routing method based on shortest
paths of Section 5.2.5, with o, H,, and (d,, ~ d5_) determining the amounts of
flow shifted to the shortest path.

2. Those nonshortest path flows x,,, p # b,, that are zero will stay at zero. Therefore,
the path flow iteration of Eq. (5.83) should only be carried out for paths that carry
positive flow.

3. Only paths that carried positive flow at the starting flow pattern or were MFDL
paths at some previous iteration can carry positive flow at the beginning of an
iteration. This is important since it tends to keep the number of flow carrying paths
small, with a corresponding reduction in the amount of calculation and bookkeeping
needed at each iteration.

There are several ways to choose the stepsize a*. One possibility is to keep o
constant (o* = q, for all k). With this choice it can be shown that given any starting
set of path flows, there exists @ > 0 such that if o € (0,@], a sequence generated by the
projection algorithm converges to the optimal cost of the problem (see Problem 5.32). A
crucial question has to do with the magnitude of the constant stepsize. It is known from
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nonlinear programming experience and analysis that a stepsize equal to 1 usually works
well with Newton’s method as well as diagonal approximations to Newton’s method
[cf. Eq. (5.71)] that employ scaling based on second derivatives ([Lue84] and [Ber82d]).

Experience has verified that choosing o* in the path flow iteration (5.83) close to 1
typically works quite well regardless of the values of the input flows r,, [BGV79]. Even
better performance is usually obtained if the iteration is carried out one OD pair (or one
origin) at a time; that is, first carry out the iteration with o = 1 for a single OD pair
(or origin), adjust the corresponding total link flows to account for the effected change
in the path flows of this OD pair (or origin), and continue with the next OD pair until all
OD pairs are taken up cyclically. The rationale for this is that dropping the off-diagonal
terms of the Hessian matrix [cf. Eqs. (5.69) and (5.71)], in effect, neglects the interaction
between the flows of different OD pairs. In other words, the path flow iteration (5.83)
is based to some extent on the premise that each OD pair will adjust its own path flows
while the other OD pairs will keep theirs unchanged. Carrying out this iteration one
OD pair at a time reduces the potentially detrimental effect of the neglected off-diagonal
terms and increases the likelihood that the unity stepsize is appropriate and effective.

Using a constant stepsize is well suited for distributed implementation. For cen-
tralized computation, it is possible to choose a* by a simple form of line search. For
example, start with a unity stepsize, evaluate the corresponding cost, and if no reduc-
tion is obtained over D(z*), successively reduce the stepsize until a cost reduction
D(z*F*")y < D(2*) is obtained. (It is noted for the theoretically minded that this scheme
cannot be shown to converge to the optimal solution. However, typically, it works well
in practice. Similar schemes with better theoretical convergence properties are described
in [Ber76] and [Ber82c].) Still another possibility for stepsize selection is discussed in
Problem 5.32.

The projection algorithm typically yields rapid convergence to a neighborhood of
an optimal solution. Once it comes near a solution (how “near” depends on the problem),
it tends to slow down. Its progress is often satisfactory near a solution and usually far
better than that of the Frank—Wolfe method. Figure 5.71 provides a comparison of the
projection method and the Frank—Wolfe method for the example of the preceding section

To obtain faster convergence near an optimal solution, it is necessary to modify
the projection algorithm so that the off-diagonal terms of the Hessian matrix are taken
into account. Surprisingly, it is possible to implement sophisticated methods of this type
(see [BeG83]), but we will not go into this further. Suffice to say that these methods are
based on a more accurate approximation of a constrained version of Newton’s method
(using the conjugate gradient method) near an optimal solution. However, when far
from a solution, their speed of convergence is usually only slightly superior to that of the
projection algorithm. So, if one is only interested in getting fast near an optimal solution
in few iterations, but the subsequent rate of progress is of little importance (as is often
the case in practical routing problems), the projection algorithm is typically satisfactory.

We finally note that the projection algorithm is well suited for distributed imple-
mentation. The most straightforward possibility is for all nodes ¢ to broadcast to all
other nodes the current total flows FZ’} of their outgoing links (¢, §), using, for example,
a flooding algorithm or the SPTA of Section 5.3.3. Each node then computes the MFDL
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Figure 5.71 Iterates of (a) the Frank—Wolfe and (b) the gradient projection method for
the example of the preceding section. The gradient projection method converges much
faster. It sets the flow z3 to the correct value 0 in one iteration and (because the Hessian
matrix here is diagonal and the cost is quadratic) requires one more iteration to converge.
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paths of OD pairs for which it is the origin and executes the path flow iteration (5.83)

for some fixed stepsize. This corresponds to an “all OD pairs at once” mode of imple-

mentation. The method can also be implemented in an asynchronous, distributed format,

whereby the computation and information reception are not synchronized at each node.

The validity of the method under these conditions is shown in [TsB86] and [BeT89].
We close this section with an example illustrating the projection algorithm:

Example 5.9

Consider the network shown in Fig. 5.72. There are only two OD pairs (1,5) and (2,5) with
corresponding inputs 7y = 4 and r, = 8. Consider the following two paths for each OD
pair:

Paths of OD pair (1, 5)
pi() = {1,4,5}

pa() = {1,3,4,5}
Paths of OD pair (2,5)
pi@ = {2,4,5}

P2 = {2,3,4,5}

Consider the instance of the routing problem where the link cost functions are all
identical and are given by

1 o
Dij(Fiy) = 5(Fij)z, for all (i, §)

Consider an initial path flow pattern whereby each OD pair input is routed through the
middle link (3,4). This results in a flow distribution given in Tables 5.1 and 5.2.

Origin

Figure 5.72 The network, for the
example, where node 5 is the only

destination and there are two origins, nodes
Destination 1 and 2.
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TABLE 5.1 INITIAL PATH FLOWS FOR THE
ROUTING EXAMPLE

OD pair Path Path flow
15) pi(D) = {1,4,5} 0
pa(l) = {1,3,4,5} 4
(2,5) p(2) = {2,4,5} 0
| P ={23,45 | 8

TABLE 5.2 INITIAL
TOTAL LINK FLOWS FOR
THE ROUTING EXAMPLE

[ Link | Total link flow
(1,3) 4
(14) 0
23) 8
24 0
(G4 12
@.5) 12
Others 0

The first derivative length of each link is given by
Dj;(Fy;) = Fij

so the total link flows given in Table 5.2 are also the link lengths for the current iteration.
The corresponding first derivative lengths of paths are given in Table 5.3. Therefore, the
shortest paths for the current iteration are pj(l) and p;(2) for OD pairs (1,5) and (2,5),
respectively.

The form of the projection algorithm of Egs. (5.83) to (5.85) is illustrated for the first
OD pair. Here, for the nonshortest path p = p>(1) and the shortest path 7 = p;(1) we have
dp = 28 and dj = 12. Also, Hp = 3 [each link has a second derivative length D}; = 1,
and there are three links that belong to either p; (1) or po(1), but not to both; cf. Egs. (5.82)
and (5.85). Therefore, the path flow iteration (5.83) takes the form

k k k
16
Tp 1= max {0,4— %(28— 12)} = max {0,4— ]67‘1} =4 —min {4,%}

and
Tp =T = Tp

TABLE 5.3 INITIAL FIRST DERIVATIVE LENGTHS FOR
THE ROUTING EXAMPLE

F OD pair Path First derivative length —,
1.5 pi(ly = {1,4,5} 12
p2() = {1,3,4,5} 28
2.5) P = {2,4,5} 12
p2(2) = {2,3,4,5} 32
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More generally, let x (1), z5(1), z1(2), and x,(2) denote the flows along the paths
pi(D), pa(l), p1(2), and p2(2), respectively, at the beginning of an iteration. The corre-
sponding path lengths are

dpyy = z1(1) + 71 + 12
dpyy = 202(1)) + 22(2) + 71 + 12
dp,y =21(2)+ 71 + 72
dp,2) = 222(2) + z2(1) + 71 + 72

The second derivative length Hp of Eq. (5.85) equals 3. The projection algorithm
(5.83) to (5.85) takes the following form. Fori = 1,2,

. . . k .
)(3) — min [wl(l)-, S ldp@) — dpz(i)]] s i dpy(i) > dpy
(1) 1=
£1(3) + min [zz(i), & [dpiiy — dmm]} . otherwise

x2(38) := 1 — ()

Notice that the presence of link (4,5) does not affect the form of the iteration, and indeed
this should be so since the total flow of link (4,5) is always equal to 7y + 7, independent
of the routing.

Table 5.4 gives sequences of successive cost function values obtained by the algorithm
for different stepsizes and the “all OD pairs at once” and “one OD pair at a time” modes of
implementation. The difference between these two implementation modes is that in the all-at-
once mode, the OD pairs are processed simultaneously during an iteration using the link and
path flows obtained at the end of the preceding iteration. In the one-at-a-time mode the OD
pairs are processed sequentially, and following the iteration of one OD pair, the link flows are
adjusted to reflect the results of the iteration before carrying out an iteration for the other OD
pair. The stepsize is chosen to be constant at one of three possible values (oF =05, of =1,
and o = 1.8). It can be seen that for a unity stepsize, the convergence to a neighborhood
of a solution is very fast in both the one-at-a-time and the all-at-once modes. As the stepsize
is increased, the danger of divergence increases, with divergence typically occurring first for
the all-at-once mode. This can be seen from the table, where for o = 1.8, the algorithm
converges (slowly) in the one-at-a-time mode but diverges in the all-at-once mode.

TABLE 5.4 SEQUENCE OF COSTS GENERATED BY THE GRADIENT PROJECTION METHOD
FOR THE ROUTING EXAMPLE AND FOR A VARIETY OF STEPSIZES

Iteration All-at-once mode One-at-a-time mode
k ok =05 ok =1.0 ok =18 o =05 ok =1.0 ok =18
0 184.00 184.00 184.00 184.00 184.00 184.00
1 110.88 104.00 112.00 114.44 101.33 112.00
2 102.39 101.33 118.72 103.54 101.00 109.15
3 101.28 101.03 112.00 101.63 101.79
4 101.09 101.00 118.72 101.29 101.56
5 101.03 112.00 101.08 101.33
6 101.01 118.72 101.03 101.18
7 101.00 112.00 101.01 101.12
8 118.72 101.00 101.09
9 112.00 101.06
10 118.72 101.03
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5.8 ROUTING IN THE CODEX NETWORK

In this section the routing system of a network marketed by Codex, Inc., is discussed.
References [HuS86] and [HSS86] describe the system in detail. The Codex network uses
virtual circuits internally for user traffic and datagrams for system traffic (accounting,
control, routing information, etc.). It was decided to use datagrams for system traffic
because the alternative, namely establishing a virtual circuit for each pair of nodes, was
deemed too expensive in terms of network resources. Note that for each user session,
there are two separate virtual circuits carrying traffic in opposite directions, but not
necessarily over the same set of links. Routing decisions are done separately in each
direction.

There are two algorithms for route selection. The first, used for datagram routing
of internal system traffic, is a simple shortest path algorithm of the type discussed in
Section 5.2. The shortest path calculations are done as part of the second algorithm,
which is used for selecting routes for new virtual circuits and for rerouting old ones. We
will focus on the second algorithm, which is more important and far more sophisticated
than the first.

The virtual circuit routing algorithm has much in common with the gradient pro-
jection method for optimal routing of the preceding section. There is a cost function D;;
for each link (2, j) that depends on the link flow, but also on additional parameters, such
as the link capacity, the processing and propagation delay, and a priority factor for the
virtual circuits currently on the link. Each node monitors the parameters of its adjacent
links and broadcasts them periodically to all other nodes. If all virtual circuits have the
same priority, the link cost function has the form
Fi;

Dij(Fij) = —9

+di Fij

where Fj; is the total data rate on the link, d;; is the processing and propagation delay,
and Cj; is the link capacity. This formula is based on the A7/M /1 delay approximation;
see the discussion of Sections 3.6 and 5.4. When there are more than one, say M,
priority levels for virtual circuits, the link cost function has the form

M 1
Dij(Fi]j‘*"‘vFiIJ\'l) = (ZPkFZ}) (m + di])
k=1 ij k=114
where Fi’;- is the total link flow for virtual circuits of priority k&, and p; is a positive
weighting factor. The form of this expression is motivated by the preceding formula,
but otherwise has no meaningful interpretation based on a queueing analysis.

Routing of a new virtual circuit is done by assignment on a path that is shortest
for the corresponding OD pair. This path is calculated at the destination node of the
virtual circuit on the basis of the network topology, and the flow and other parameters
last received for each network link. The choice of link length is motivated by the fact
that the communication rate of a virtual circuit may not be negligible compared with the
total flow of the links on its path. The length used is the link cost difference between
when the virtual circuit is routed through the link and when it is not. Thus, if the new
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virtual circuit has an estimated data rate A and priority class k, the length of link (7, j) is
Dy (Fl o FE+ AL FY) = Dy B (5.86)

As a result, routing of a new virtual circuit on a shortest path with respect to the link
length (5.86) results in a minimum increase in total cost. When all virtual circuits have
the same priority, the link length (5.86) becomes

Dij(Fi; + A) — Dy;(Fij) (5.87)

If A is very small, the link lengths (5.87) are nearly equal to AD;;(Fy ). Otherwise (by
the mean value theorem of calculus), they are proportional to the corresponding deriva-
tives of D;; at some intermediate point between the current flow and the flow resulting
when the virtual circuit is routed through (¢, 7). Thus, the link lengths (5.87), divided by
A, are approximations to the first derivatives of link costs that are used in the gradient pro-
jection method. The link lengths (5.86) admit a similar interpretation (see Problem 5.27).

Rerouting of old virtual circuits is done in a similar manner. If there is a link
failure, virtual circuits crossing the link are rerouted as if they are new. Rerouting with
the intent of alleviating congestion is done by all nodes gradually once new link flow
information is received. Each node scans the virtual circuits terminating at itself. It
selects one of the virtual circuits as a candidate for rerouting and calculates the length
of each link as the difference of link cost with and without that virtual circuit on the
link. The virtual circuit is then rerouted on the shortest path if it does not already lie on
the shortest path. An important parameter here is the number of virtual circuits chosen
for rerouting between successive link flow broadcasts. This corresponds to the stepsize
parameter in the gradient projection method, which determines how much flow is shifted
on a shortest path at each iteration. The problem, of course, is that too many virtual
circuits may be rerouted simultaneously by several nodes acting without coordination,
thereby resulting in oscillatory behavior similar to that discussed in Section 5.2.5. The
Codex network uses a heuristic rule whereby only a fraction of the existing virtual circuits
are (pseudorandomly) considered for rerouting between successive link flow broadcasts.

SUMMARY

Routing is a sophisticated data network function that requires coordination between the
network nodes through distributed protocols. It affects the average packet delay and the
network throughput.

Our main focus was on methods for route selection. The most common approach,
shortest path routing, can be implemented in a variety of ways, as exemplified by the
ARPANET and TYMNET algorithms. Depending on its implementation, shortest path
routing may cause low throughput, poor response to traffic congestion, and oscillatory
behavior. These drawbacks are more evident in datagram than in virtual circuit networks.
A more sophisticated alternative is optimal routing based on flow models. Several algo-
rithms were given for computation of an optimal routing, both centralized and distributed.
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As the statistics of the input arrival processes change more rapidly, the appropriateness
of the type of optimal routing we focused on diminishes. In such cases it is difficult to
recommend routing methods that are simultaneously efficient and practical.

Another interesting aspect of the routing problem relates to the dissemination of
routing-related information over failure-prone links. We described several alternative
algorithms based on flooding ideas.

Finally, routing must be taken into account when designing a network’s topology,
since the routing method determines how effectively the link capacities are utilized. We
described exact and heuristic methods for addressing the difficulties of topological design.

NOTES, SOURCES, AND SUGGESTED READING

Section 5.1.  Surveys of routing, including descriptions of some practical routing
algorithms, can be found in [Eph86] and [ScS80]. Routing in the ARPANET is described
in [McW77], [IMRR78], and [MRR80]. The TYMNET system is described in [Tym81].
Routing in SNA is described in [Ahu79] and [Atk80]. A route selection method for SNA
networks is described in [GaH83]. Descriptions of other routing systems may be found
in [Wec80] and [SpM81]. Topology broadcast algorithms are discussed in [HuS88].
Extensive discussions of interconnected local area networks can be found in a special
issue of [EEE Network [IEE88].

Section 5.2. There are many sources for the material on graphs, spanning trees,
and shortest paths (e.g., [Ber91] and [PaS82]). Particularly fast shortest path algorithms
are described in [Pap74], [DGK79], and [GaP88].

An analysis of some asynchronous min-hop algorithms was first given in [Taj77].
The material on asynchronous shortest path algorithms given here is taken from [Ber82a].
For an extensive treatment of asynchronous distributed algorithms, see [BeT89].

For more on stability issues of shortest path routing algorithms, see [MRR7§],
[Ber79b], [Ber82b], and [GaB83].

Section 5.3. The difficulties with the ARPANET flooding algorithm and some
remedies are described in [Ros81] and [Per83]. The SPTA appeared in the thesis [Spi85];
see also [SpG89]. For related work, see [EpB81], [Fin79], [GaB81], [Seg83], and
[SoH86].

Section 5.4. There is considerable literature on routing based on queue state
information. These works consider data networks but also relate to routing and con-
trol problems in other contexts. See [EVWS80], [FoS78], [HaO84], [M0S82], [Ros86],
[SaH87], [Sa082], [Sar82], [StK85], and [Yum81]. A survey of the application of control
and optimization methods in communication network problems is given in [EpV89].

Surveys on topological design of data networks are provided in [BoF77], [GeK77],
[KeB83], [McS77], and [MoS86]. The special issue [IEE89] describes several recent
works on the subject. For further material on network reliability, see [BaP83], [Bal79],
[Ben86], [Lal86], [LiS84], [PrB84], and the references quoted therein. For some al-
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ternative approaches to the problem of capacity assignment and routing, see [Gav85],
[NgH87], and [LeY89].

Section 5.5. The optimal routing problem considered is a special case of a mul-
ticommodity network flow problem. The problem arises also in the context of trans-
portation networks in a form that is very similar to the one discussed here; see [AaM81],
[Daf71], [Daf80], [DeK81], [FIN74], and [LaH84].

Section 5.6. 'The Frank—Wolfe method [FrW56] has been proposed in the con-
text of the routing problem in [FGK73]. Problems 5.31 and 5.32 give a self-contained
presentation of the convergence properties of this method as well as those of the gradient
projection method.

Section 5.7.  The gradient projection method was applied to multicommodity flow
problems based on a path flow formulation in [Ber80]. Extensions were described in
[BeG82], {BeG83], and [GaB84a]. A public domain FORTRAN implementation of the
gradient projection method is given in [BGT84]. Distributed asynchronous versions of
the algorithm are analyzed in [TsB86] and [Tsa89]. The optimal routing algorithm of
[Gal77], which adjusts link flow fractions (see the end of Section 5.5), bears a relationship
to the gradient projection method (see [BGG84]). Extensions of the algorithm are given
in [Ber79a], [Gaf79], and [BGG84]. Computational and simulation results relating to
this algorithm and its extensions may be found in [BGV79] and [ThC86].

Section 5.8. The comments of P. Humblet, one of the principal designers of the
Codex network, were very helpful in preparing this section. Additional material can be
found in [HuS86] and [HSS86].

PROBLEMS

5.1 Find a minimum weight spanning tree of the graph in Fig. 5.73 using the Prim—Dijkstra and
the Kruskal algorithms.

5.2 Find the shortest path tree from every node to node 1 for the graph of Fig. 5.74 using the
Bellman-Ford and Dijkstra algorithms.

5.3 The number shown next to each link of the network in Fig. 5.75 is the probability of the
link failing during the lifetime of a virtual circuit from node A to node B. It is assumed
that links fail independently of each other. Find the most reliable path from A to B, that

Figure 5.73 Graph for Problem 5.1.
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Figure 5.75 Graph for Problem 5.3.

is, the path for which the probability that all its links stay intact during the virtual circuit’s
lifetime is maximal. What is this probability?
A shortest path spanning tree (Section 5.2.3) differs from a minimum weight spanning tree
in that the arc lengths refer to directed arcs, while in the minimum weight spanning tree
problem, the arcs weights refer to undirected arcs or, equivalently, the arc weights are
assumed equal in both directions. However, even if all arcs have equal length in both
directions, a minimum weight spanning tree (for arc weights equal to the corresponding
lengths) need not be a shortest path spanning tree. To see this, consider a network with
three nodes A, B, and C, and three bidirectional arcs AB, BC, and C'A. Choose a weight
for each arc so that the minimum weight spanning tree is not a shortest path tree with root
node C'. (The length of an arc in each of its two directions is equal to the arc weight.)
Consider Example 5.4.
(a) Repeat the example with N = 6 instead of NV = 16. (Nodes 1,2,4, and 5 send | unit
to node 6, while node 3 sends € with 0 < e < 1.)
(b) Repeat part (a) with the difference that the length d;; of link (¢, j) is a + Fjj for o =1
(instead of Fj;). Consider all possible choices of initial routing.
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5.6

5.7

58

5.9

5.10

5.11

(c) What is the minimum value of « for which the shortest paths of all nodes except node
3 eventually stay constant regardless of the choice of initial routing?

(d) Repeat part (a) with the difference that at each iteration after the first, the length of
each link is the average of the link arrival rates corresponding to the current and the
preceding routings (instead of the arrival rates at just the current routing).

Consider the shortest palh~ problem assuming that all cycles not containing node 1 have
nonnegative length. Let D; be the shortest path distances corresponding to a set of link
lengths d;;, and let d;; be a new set of link lengths. For k = 1,2,..., define

N, = {i # 1| for some arc (4, j) with d;; > d;; we have D; = Jij + DJ}
Niy1 = {i # 1| for some arc (i, ) with j € Nj, we have D; = Jm + Dj}

(a) Show that the Bellman-Ford algorithm starting from the initial conditions Dl0 =0,
D? = D, fori ¢ Uy Ny U{1}, and D? = oo for ¢ € Ui Ny terminates after at most N’
iterations.

(b) Based on part (a), suggest a heuristic method for alleviating the “bad news phenomenon”
of Fig. 5.36, which arises in the asynchronous Bellman-Ford algorithm when some link
lengths increase. Hint: Whenever the length of a link on the current shortest path
increases, the head node of the link should propagate an estimated distance of oc along
the shortest path tree in the direction away from the destination.

Consider the Bellman—Ford algorithm assuming that all cycles not containing node 1 have
nonnegative length. For each node i # 1, let (¢, 7;) be an arc such that j; attains the
minimum in the equation

D™ = min [d” n D;;,—l}
J

where h; is the largest h such that Dfl # D;Lul. Consider the subgraph consisting of the

arcs (4, j;), for i # 1, and show that it is a spanning tree consisting of shortest paths. Hint:

Show that h; > h;,.

Consider the shortest path problem. Show that if there is a cycle of zero length not containing

node 1, but no cycles of negative length not containing node 1, Bellman’s equation has more

than one solution.

Suppose that we have a directed graph with no directed cycles. We are given a length d;;

for each directed arc (7, j) and we want to compute a shortest path to node 1 from all other

nodes, assuming there exists at least one such path. Show that nodes 2,3,..., N can be
renumbered so that there is an arc from 7 to j only if ¢ > j. Show that once the nodes are
renumbered, Bellman’s equation can be solved with O(N 2) operations at worst.

Consider the shortest path problem from every node to node 1 and Dijkstra’s algorithm.

(a) Assume that a positive lower bound is known for all arc lengths. Show how to modify
the algorithm to allow more than one node to enter the set of permanently labeled nodes
at each iteration.

(b) Suppose that we have already calculated the shortest path from every node to node 1,
and assume that a single arc length increases. Modify Dijkstra’s algorithm to recalculate
as efficiently as you can the shortest paths.

A Generic Single-Destination Multiple-Origin Shortest Path Algorithm. Consider the shortest

path problem from all nodes to node 1. The following algorithm maintains a list of nodes

V and a vector D = (Dy, Ds,..., Dy), where each Dj is either a real number or oo.
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Initially,
V={1}
D, =0, D; =00, forall ¢ # 1

The algorithm proceeds in iterations and terminates when V' is erhpty. The typical iteration
(assuming that V' is nonempty) is as follows:
Remove a node j from V. For each incoming arc (i,7) € A, with i # 1, if D; >
dij + D]‘, set
D, = d,’j + Dj

and add 7 to V if it does not already belong to V.
(a) Show that at the end of each iteration: (1) if D; < oo, then D is the length of some
path starting at j and ending at 1, and (2) if j ¢ V/, then either D; = oo or else

D; < dy; + Dy, for all ¢ such that (¢, 7) € A

(b) If the algorithm terminates, then upon termination, for all ¢ # 1 such that D; < oc, D;
is the shortest distance from 7 to 1 and

D; = min (di; + Dy
‘ (i,j)eA[ v

Furthermore, D; = oo for all i such that there is no path from 7 to 1.
(c) If the algorithm does not terminate, there exist paths of arbitrarily small length from at
least one node ¢ to node 1.
(d) Show that if at each iteration the node j removed from V satisfies D; = min;ey Dj,
the algorithm is equivalent to Dijkstra’s algorithm.
A Generic Single-Destination Single-Origin Shortest Path Algorithm. Consider the problem
of finding a shortest path from a given node ¢ to node 1. Suppose that for all 7 we have an
underestimate u; of the shortest distance from ¢ to 7. The following algorithm maintains a
list of nodes V' and a vector D = (D;, D, ..., D), where each D; is either a real number
or oo. Initially,
vV ={1}

D, =0, D; = oc, for all ¢ # 1

The algorithm proceeds in iterations and terminates when V' is empty. The typical iteration
(assuming that V' is nonempty) is as follows:
Remove a node j from V. For each incoming arc (i,j7) € A, with i # I, if
min{D,i, D; — u,} > d” + Dj, set

Dl = di] +Dj

and add 7 to V' if it does not already belong to V.
(a) If the algorithm terminates, then upon termination, either D¢ < oo, in which case Dy
is the shortest distance from ¢ to 1, or else there is no path from ¢ to 1.
(b) If the algorithm does not terminate, there exist paths of arbitrarily small length from at
least one node ¢ to node 1.
Consider the second flooding algorithm of Section 5.3.2. Suppose that there is a known
upper bound on the time an update message requires to reach every node connected with
the originating node. Devise a scheme based on an age field to supplement the algorithm so
that it works correctly even if the sequence numbers can wrap around due to a memory or
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5.14

5.15

5.16

5.17

communication error. Note: Packets carrying an age field should be used only in exceptional
circumstances after the originating node detects an etror.

Modify the SPTA so that it can be used to broadcast one-directional link information other
than status throughout the network (cf. the remarks at the end of Section 5.3.3). The link
information is collected by the start node of the link. Justify the modified algorithm. Hint:
Add to the existing algorithm additional main and port tables to hold the directional link
information. Formulate update rules for these tables using the node labels provided by the
main topology update algorithm of Section 5.3.3.

(a) Give an example where the following algorithm for broadcasting topological update
information fails. Initially, all nodes know the correct status of all links.

Update rules:

1. When an adjacent link changes status, the node sends the new status in a message
on all operating adjacent links.

2. When a node receives a message about a nonadjacent link which differs from its
view of the status of the link, it changes the status of the link in its topology table.
It also sends the new status in a message on all operating adjacent links except the
one on which it received the message.

3. When a node receives a message about an adjacent link which differs from its view
of the status of the link, it sends the correct status on the link on which it received
the message.

Hint: Failure occurs with simple network topologies, such as the one shown in Fig. 5.43.

(b) Give an example of failure when the word “except” in rule 2 is changed to “including.”

Describe what, if anything, can go wrong in the topology broadcast algorithms of Section
5.3 if the assumption that messages are received across links in the order transmitted is
relaxed. Consider the ARPANET flooding algorithm, the two algorithms of Section 5.3.2,
and the SPTA of Section 5.3.3.

Distributed Computation of the Number of Nodes in a Network. Consider a strongly con-
nected communication network with N nodes and A (bidirectional) links. Each node knows
its identity and the set of its immediate neighbors but not the network topology. Node 1
wishes to determine the number of nodes in the network. As a first step, it initiates an
algorithm for finding a directed, rooted spanning tree with node 1 as the root. By this we
mean a tree each link (¢, k) of which is directed and oriented toward node 1 along the unique
path on the tree leading from ¢ to 1 (see the example tree shown in Fig. 5.76).

Figure 5.76 Example tree for Problem
5.17.
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(a) Devise a distributed algorithm involving exchange of messages between nodes that
constructs such a tree. The algorithm is initiated by node 1 and should involve no more
than O(A) message transmissions. Communication along any link is assumed error-free.
At the end of the algorithm, the end nodes of each link should know whether the link
is part of the tree, and, if so, they should know its direction.

(b) Supplement the algorithm derived in part (a) by another algorithm involving no more
than O(/V) message transmissions by means of which node 1 gets to know N.

(c) Assuming that each message transmission takes an equal amount of time T, derive an
upper bound for the time needed to complete the algorithms in parts (a) and (b).

Consider the minimum weight spanning tree problem. Show that the following procedure
implements the Prim-Dijkstra algorithm and that it requires O (N?) arithmetic operations.
Let node | be the starting node, and initially set P = {1}, T =0, D; =0, and D; = wy;,
a; = 1for j # 1.

Step 1. Find ¢ ¢ P such that

D;=min D,
f T ep )

and set T := T U {(j,a;)}, P := P U {:}. If P contains all nodes, stop.

Step 2. For all j ¢ P, if w;; < Dj, set D; := wy;, a; := 4. Go to step 1.

Note: Observe the similarity with Dijkstra’s algorithm for shortest paths.
Use Kleitman’s algorithm to prove or disprove that the network shown in Fig. 5.77 is
3-connected. What is the maximum & for which the network is k-connected?

Suppose you had an algorithm that would find the maximum k for which two nodes in
a graph are k-connected (e.g., the max-flow algorithm test illustrated in Fig. 5.57). How
would you modify Kleitman’s algorithm to find the maximum % for which the graph is
k-connected? Apply your modified algorithm to the graph of Fig. 5.77.
Use the Essau—Williams heuristic algorithm to find a constrained MST for the network
shown in Fig. 5.78. Node 0 is the central node. The link weights are shown next to the
links. The input flows from each node to the concentrator are shown next to the arrows.
All link capacities are 10.
MST Algorithm [MaP88]. We are given an undirected graph G = (N, A) with a set of
nodes N = {1,2,...,n}, and a weight a;; for each arc (i, j) (a;; = aj;). We refer to the
maximum over all the weights of the arcs contained in a given walk as the critical weight
of the walk.
(a) Show that an arc (¢, j) belongs to a minimum weight spanning tree (MST) if and only if
the critical weight of every walk starting at 7 and ending at j is greater or equal to a;;.

Figure 5.77 Network for Problem 5.19.
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P
2, 21
2 j{ 2 T
5 3
(b) Consider the following iterative algorithm:

0 _{am if (i,5) € A,
T = .
oo, otherwise,

2 1

4

10
2
2
Figure 5.78 Network for Problem 5.21.

Y

LRl = mm{a:l-]», max {xi(k+1),x(k+,)]}}, it j #14,
00, otherwise.

Show that rfj is the minimum over all critical weights of walks that start at ¢, end at

j, and use only nodes 1 to k as intermediate nodes.

5.23 Suboptimal Selective Broadcasting. We are given a connected undirected graph G = (N, A)
with a nonnegative weight a;; for each arc (¢, j) € A. Consider a tree in G which spans
a given subset of nodes N and has minimum weight over all such trees. Let W* be the
weight of this tree. Consider the graph I(G), which has node set N and is complete (has an
arc connecting every pair of its nodes). Let the weight for each arc (i, j) of I(G) be equal
to the shortest distance in the graph G from the node i € N to the node j € N. [Here, G
is viewed as a directed graph with bidirectional arcs and length a;; for each arc (i,5) € A
in each direction.] Let 7" be a minimum weight spanning tree of I(G).

(a) Show that the weight of T is no greater than 2W ™. Hint: A tour in a graph is a cycle
with no repeated nodes that passes through all the nodes. Consider a minimum weight
tour in I(G). Show that the weight of this tour is no less than the weight of T" and no
more than 2W™*.

(b) Provide an example where the weight of T lies strictly between W* and 2W™*.

(¢) Develop an algorithm for selective broadcasting from one node of N to all other nodes
of N using T. Show that this algorithm comes within a factor of 2 of being optimal
based on the given weights of the arcs of G.

5.24 Show that the necessary optimality condition of Section 5.5,
oD(z") N aD(x")

s forall p’ € P,
dzy = Oxp P v

zp >0 =

implies that for all feasible path flow vectors © = {xp}, we have

Z (zp — ) %I)) >0, for all OD pairs w
PEPy ?
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[The latter condition is sufficient for optimality of «* when D(z) is a convex function, that
is,

D(az + (1 — a)x’) < aD(@) + (1 — a)D(z")

for all feasible x and 2’ and all & with 0 < a < 1. To see this, note that if D(z) is convex,
we have

D) > D™) + Z Z (:cp—a:;‘,) OD(z™)

Oxp
weW peP,

for all = ([Lue84], p. 178), so when the shortest path condition above holds, =* is guaranteed
to be optimal.] Hinr: Let D}, = minye p, 0D(z*)/dzp. We have for every feasible x,

* * * oD * * *
0= @-apDh< > @p-zp) 6:(:” U > @-app;

P
PE Py {p€Py|zp>zy} {pEPy|zp<ay}

5.25 Consider the network shown in Fig. 5.79 involving one OD pair with a given input rate r and
three links with capacities C, C5, and C3, respectively. Assume that C; = C3 = C, and
Cy > C, and solve the optimal routing problem with cost function based on the M /M /1
delay approximation and r between 0 and 2C + C.

5.26 Consider the problem of finding the optimal routing of one unit of input flow in a single-
OD-pair, three-link network for the cost function

D@ = 3 [@h+ 263 + D] + 0723
Mathematically, the problem is
minimize D(x)
subject to x] + a3 + 23 =1
Ty, xy,23 > 0

(a) Show that z7 =2/3, z; = 1/3, and =3 = 0 is the optimal solution.

(b) Carry out several iterations of the Frank—Wolfe method and the projection method
starting from the point (1/3, 1/3, 1/3). Do enough iterations to demonstrate a clear
trend in rate of convergence. (Use a computer for this if you wish.) Plot the successive
iterates on the simplex of feasible flows.

5.27 Extensions of the Gradient Projection Method

(a) Show how the optimality condition of Section 5.5 and the gradient projection method
can be extended to handle the situation where the cost function is a general twice
differentiable function of the path flow vector x.

c,=¢

CG=C Figure 5.79 Network for Problem 5.25.
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(b) Discuss the special case where the cost of link (¢, 5) is Dij(Fi]-, Fi;) where

M M
Fy=> mFl,  F;=Y FE
ij = Prlijg, ij = ij
k=1 k=1

pk is a positive scalar weighting factor for priority class &, and Fl’} is the total flow of
priority class & crossing link (i, j) (cf. the Codex algorithm cost function).

5.28 Optimal Broadcast Routing along Spanning Trees. Consider the optimal routing problem of
Section 5.4. Suppose that in addition to the regular OD pair input rates ry, that are to be
routed along directed paths, there is additional traffic R to be broadcast from a single node,
say 1, to all other nodes along one or more directed spanning trees rooted at node 1. The
spanning trees to be used for routing are to be selected from a given collection 7', and the
portion of R to be broadcast along each is subject to optimization.

(a) Characterize the path flow rates and the portions of R broadcast along spanning trees
in T that minimize a total link cost, such as the one given by Eq. (5.29) in Section 5.4.

(b) Extend the gradient projection method to solve this problem.

(c) Extend your analysis to the case where there are several root nodes and there is traffic
to be broadcast from each of these nodes to all other nodes.

Hint: Consider the first derivative total weights of spanning trees in addition to the first

derivative lengths of paths.

5.29 Optimal Routing with VCs Using the Same Links in Both Directions. Consider the optimal
routing problem of Section 5.4 with the additional restriction that the traffic originating at
node 4 and destined for node 7 must use the same path (in the reverse direction) as the
traffic originating at ' and destined for i. In particular, assume that if w and w’ are the
OD pairs (¢,1') and (i/, 1), respectively, there is a proportionality constant ¢, such that if
p € Py is a path and p’ € Py, is the reverse path, and z, and T, are the corresponding
path flows, then zp = ¢y 2pr. Derive the conditions characterizing an optimal routing,
and appropriately extend the gradient projection method.

5.30 Use of the M /M /1-Based Cost Function with the Gradient Projection Method. When the

cost function
F.
E Dii(F) = E W
(.9) (1,5)

is minimized using the gradient projection method, there is potential difficulty due to the
fact that some link flow F;; may exceed the capacity Cy;. One way to get around this is to
replace D;; with a function D;; that is identical with D;; for Fj; in the interval [0, pC ],
where p is some number less than one (say, p = 0.99), and is quadratic for F;; > pCj;. The
quadratic function is chosen so that D;; and D;; have equal values and first two derivatives
at the point F;; = pCjy;. Derive the formula for 131-]-. Show that if the link flows Fi*j that

minimize

Z Di;(Fyy)

(@,9)
result in link utilizations not exceeding p [i.e., F{} < pCyj for all (i, j)], then Fi‘;- also
minimize

Z Dyj(Fij)

[CX))
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5.31 Convergence of the Frank-Wolfe Algorithm. The purpose of this problem and the next one

is to guide the advanced reader through convergence proofs of the Frank—Wolfe and the
gradient projection methods. Consider the problem

minimize f(x)
subject to x € X

where f is a differentiable function of the n-dimensional vector x and X is a closed,
bounded, convex set. Assume that the gradient of f satisfies

IVf@) =Vl < Llz —y|, forallz,ye X

where L is a positive constant and |z| denotes the Euclidean norm of a vector z, that is,

2] = \/ 20 2

(This assumption can be shown to hold if v? f exists and is continuous over X.)
(a) Show that for all vectors x, Ax, and scalars «, such that z € X, z + Az € X,
a € [0,1],

2
7 L
f@ +alAz) < f(@)+ aVi@) Az + 92— Az
where the superscript 7" denotes transpose. Hint: Use the Taylor formula

1
fa+y=f@+ Vi@ y+ / (Vi@ +ty) - V@) ydt
0

(b) Use part (a) to show that if Az is a descent direction at x [i.e., Vf(;c)TAac < 0], then

min f(z + alz) < f(x) + 6

agl0,1]
where
1 T . T 2
sVI@ Ar. it V@ Az + LjAal® <0
= v fie)T Agl?
- Lf(;[fﬁ%x‘ , otherwise

where R is the diameter of X, that is,
R= max |z —y|
z,yeX

Hint: Minimize over « € [0, 1] in both sides of the inequality of part (a).
(¢) Consider the Frank—Wolfe method

2" = oF 4 oF ALk
where z° € X is the starting vector, Az® solves the problem
L. kT
minimize V f(z")" Ax

subject to 2 + Az € X
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and o is a minimizing stepsize

f(as’C + akAavk) = min f(aclc + aAzk)
a€l0,1]

Show that every limit ™ of the sequence {zk} satisfies the optimality condition
Vi (@ ~2*)>0, forallzeX

Hint: Argue that if {zk } has a limit point and sk corresponds to z* as in part (b),
then 6¥ — 0, and therefore also V f(a:k)TAzlC — 0. Taking the limit in the relation
Vf(l‘k)TAI < Vf(a:k)T(r — %) for all z € X, argue that a limit point z* must
satisfy 0 < Vf(@*)T(z — 2*) forall z € X.

5.32 Convergence of the Gradient Projection Method. Consider the minimization problem and
the assumptions of Problem 5.31. Consider also the iteration

= gk g ok @k = ok

where z¥ is the projection of F — sV f(:ck) on X and s is some fixed positive scalar, that
is, z* solves

. 2
minimize ’z L sz(zk)’
subject to z € X
(a) Assume that ¥ is a minimizing stepsize

f [xk + ak(ik — :ck)] = ag}[‘g}” f [rk + a(a‘ck - xk)]

and show that every limit point z* of {z*} satisfies the optimality condition
Vi) (@-2>0, forallzeX

Hint: Follow the hints of Problem 5.31. Use the following necessary condition satisfied
by the projection

[+F — Vi) -] @ -3 <0, forallze X

to show that sz(xk)T(ik — 2y < W\ik — gk |2.
(b) Assume that a® = 1 for all k. Show that if s < 2/ L, the conclusion of part (a) holds.
5.33 Gradient Projection Method with a Diagonal Scaling Matrix. Consider the problem

minimize f(z)
subject to z > 0

of Section 5.7. Show that the iteration
afa” .
wf“:max{o,wiﬂc—akbi%—) , i=1,...,n
$7/
with b; some positive scalars, is equivalent to the gradient projection iteration

. dh(y* :
yi‘“:max O,y,k~aki) , i=1,...,n
Oyi
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where the variables z; and y; are related by z; = /b;y;, and h(y) = f(Ty), and T is the
diagonal matrix with the i diagonal element equal to /b;.
This problem illustrates the relation between optimal routing and adaptive shortest path
routing for virtual citcuits; see also Section 5.2.5 and [GaB83]. Consider a virtual circuit
(VC) routing problem involving a single origin—destination pair and two links as shown in
the figure. Assume that a VC arrives at each of the times 0, 7,27, ..., and departs exactly
H time units later. Each VC is assigned to one of the two links and remains assigned on
that link for its entire duration. Let N;(f), ¢ = 1,2, be the number of VCs on link 7 at
time ¢. We assume that initially the system is empty, and that an arrival and/or departure
at time £ is not counted in N,(t), so, for example, N;(0) = 0. The routing algorithm is
of the adaptive shortest path type and works as follows: For kT < ¢t < (k + 1)T, a VC
that arrives at time ¢ is routed on link 1 if v N{(kT) < 4, N»(kT') and is routed on link 2
otherwise. Here T, v, and v, are given positive scalars.

Assume that T < H and that 7 divides evenly H. Show that:
(@) Ni(t)+ Ny(t) = H/7 forall ¢t > H.
(b) For all t > H we have

MO-N| _n+»T N =N | m+nT

]V]* - v, H N. ;;‘ - Y1 H

where (N}, NJ) solve the optimal routing problem
minimize ;N 12 + ’72]\722
subjectto Ny +No=H/7, Ny >0, N >0
Hint: Show that for ¢ > H we have
NN < 12N (D) > Ni(®) < Ny

Virtual Circuit Routing by Flooding. In some networks where it may be hard to keep track
of the topology as it changes (e.g., packet radio networks), it is possible to use flooding
to set up virtual circuits. The main idea is that a node m, which wants to set up a virtual
circuit to node n, should flood an “exploratory” packet through the network. A node that
rebroadcasts this packet stamps its ID number on it so that when the destination node n
receives an exploratory packet, it knows the route along which it came. The destination
node can then choose one of the potentially many routes carried by the copies of the
exploratory packet received and proceed to set up the virtual circuit. Describe one or more
flooding protocols that will make this process workable. Address the issues of indefinite or
excessive message circulation in the network, appropriate numbering of exploratory packets,
unpredictable link failures and delays, potential confusion between the two end nodes of
virtual circuits, and so on.
Consider the optimal routing problem of Section 5.5. Assume that each link cost is chosen
to be the same function D(F’) of the link flow F', where the first link cost derivative at zero
flow D'(0) is positive.
(a) For sufficiently small values of origin—destination pair input rates r, show that optimal
routings use only minimum-hop paths from origins to destinations.
(b) Construct an example showing that optimal routings do not necessarily have the minimum-
hop property for larger values of .
Consider the Frank—Wolfe method with the stepsize of Eq. (5.63) in Section 5.6. Describe
an implementation as a distributed synchronous algorithm involving communication from
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origins to links and the reverse. At each iteration of this algorithm, each origin should
calculate the stepsize of Eq. (5.63) and update accordingly the path flows that originate at
itself.

5.38 Optimal Dynamic Routing Based on Window Ratio Strategies. Consider the optimal routing
problem of Section 5.4 in a datagram network. Suppose that we want to implement a set of
path flows {zp} calculated on the basis of a nominal set of traffic inputs {r.}. The usual
solution, discussed in Section 5.5, is to route the traffic of each OD pair w in a way that
matches closely the actual fractions of packets routed on the paths p € P, with the desired
fractions xp/rw. With this type of implementation each OD pair w takes into account
changes in its own input traffic 7, but makes no effort to adapt to changes in the input
traffic of other OD pairs or to queue lengths inside the network. This problem considers the
following more dynamic alternative.

Suppose that each OD pair w calculates the average number of packets N traveling
on each path p € Py, by means of Little’s theorem

Np = 2T, forallp € Py,weW

where T} is the estimated average round-trip packet delay on path p (time between intro-
duction of the packet into the network and return of an end-to-end acknowledgment for
the packet). The origin of each OD pair w monitors the actual number of routed but un-
acknowledged packets ]\7,, on path p and routes packets in a way that roughly equalizes
the ratios Np/Np for all paths p € P,,. Note that this scheme is sensitive to changes in
delay on the paths of an OD pair due to statistical fluctuations of the input traffic and/or
the routing policies of other OD pairs. The difficulty with this scheme is that the delays
Tp are unknown when the numbers Np are calculated, and therefore 7}, must be estimated
somehow. The simplest possibility is to use the measured value of average delay during a
preceding time period. You are asked to complete the argument in the following analysis
of this scheme for a simple special case.

Suppose that there is a single OD pair and only two paths with flows and path delays
denoted zy, xy and Ti(x), Ta(x), respectively, where © = (xy,x;). The form of the path
delay functions 77(z), T5(x) is unknown. We assume that x; + xp = r for some constant
r. Suppose that we measure x, z2, T1(z), T>(x), then calculate new nominal path flows
T), Zp using some unspecified algorithm, and then implement them according to the ratio
scheme described above.

(a) Argue that the actual path flow vector & = (Z;, &7) is determined from & + I = r
and the relation
7N (@) _ 5HDE)
7 Ti(x) ~ TT(x)

(b) Assume that 77 and 75 are monotonically increasing in the sense that if z = (zy, 2») and
2’ = (2], 2}) are such that =y > 2{, 2 < 2y and z; + 25 = z} + 2}, then Ty (2) > T1(2")
and Th(z) < Ty(2"). Show that the path flows #;, #; of part (a) lie in the interval
between x| and 7 and x; and T, respectively.

(¢) Consider a convex cost function of the form Z(i’j) D;;(F;). Under the assumption in
part (b) show that if T gives a lower cost than x, the same is true for .

5.39 Routing in Networks with Frequently Changing Topology [GaB81], [BeT89]. In some situa-
tions (e.g., mobile packet radio networks) topological changes are so frequent that topology
broadcast algorithms are somewhat impractical. The algorithms of this problem are designed
to cope with situations of this type. Consider a connected undirected graph with a special
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node referred to as the destination. Consider the collection C' of directed acyclic graphs
obtained by assigning a unique direction to each of the undirected links. A graph G in
C' is said to be rooted at the destination if for every node there is a directed path in G
starting at the node and ending at the destination. Show that the following two distributed
asynchronous algorithms will yield a graph in C' that is rooted at the destination starting
from any other graph in C.
Algorithm A. A node other than the destination with no outgoing links reverses the direction
of all its adjacent links. (This is done repeatedly until every node other than the destination
has an outgoing link.)
Algorithm B.  Every node ¢ other than the destination keeps a list of its neighboring nodes
7 that have reversed the direction of the corresponding links (i, 7). At each iteration, each
node ¢ that has no outgoing link reverses the directions of the links (¢, j), for all j that do
not appear on its list, and empties the list. If no such j exists (i.e., the list is full), node
i reverses the directions of all incoming links and empties the list. Initially, all lists are
empty.
Hint: For algorithm A, assign to each node a distinct number. With each set of node
numbers, associate the graph in C where each link is directed from a higher to a lower
number. Consider an algorithm where each node reverses link directions by changing its
number. Use a similar idea for algorithm B.
Verifying the Termination of the Distributed Bellman—Ford Algorithm [DiS80], [BeT89]. The
objective of the following algorithm (based on the Bellman-Ford method) is to compute in a
distributed way a shortest path from a single origin (node 1) to all other nodes and to notify
node 1 that the computation has terminated. Assume that all links (¢, j) are bidirectional,
have nonnegative length d;;, maintain the order of messages sent on them, and operate with
no errors or failures. Each node ¢ maintains an estimate D; of the shortest distance from
node 1 to itself. Initially, D; = oo for all nodes i # 1, and D = 0. Node 1 initiates the
computation by sending the estimate D) + d;; to all neighbor nodes j. The algorithmic
rules for each node j # 1 are as follows:

1. When node j receives an estimate D; + d;; from some other node i, after some un-
specified finite delay (but before processing a subsequently received estimate), it does
the following:

(a) If D; < D; + diJ* node j sends an ACK to node 1.

(b) If D; > D; + d;j, node j sets D; = D; + d;;, marks node 4 as its best current
predecessor on a shortest path, sends an ACK to its previous best predecessor (if
any), and sends the estimate D; + d;¢ to each neighbor k.

2. Node j sends an ACK to its best current predecessor once it receives an ACK for each
of the latest estimates sent to its neighbors.

We assume that each ACK is uniquely associated with a previously sent estimate, and that

node 1 responds with an ACK to any length estimate it receives.

(a) Show that eventually node 1 will receive an ACK from each of its neighbors, and at
that time I); will be the correct shortest distance for each node i.

(b) What are the advantages and disadvantages of this algorithm compared with the dis-
tributed, asynchronous Bellman—Ford algorithm of Section 5.2.4?
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Flow Control

6.1 INTRODUCTION

In most networks, there are circumstances in which the externally offered load is larger
than can be handled even with optimal routing. Then, if no measures are taken to
restrict the entrance of traffic into the network, queue sizes at bottleneck links will
grow and packet delays will increase, possibly violating maximum delay specifications.
Furthermore, as queue sizes grow indefinitely, the buffer space at some nodes may be
exhausted. When this happens, some of the packets arriving at these nodes will have
to be discarded and later retransmitted, thereby wasting communication resources. As a
result, a phenomenon similar to a highway traffic jam may occur whereby, as the offered
load increases, the actual network throughput decreases while packet delay becomes
excessive. It is thus necessary at times to prevent some of the offered traffic from
entering the network to avoid this type of congestion. This is one of the main functions
of flow control.

Flow control is also sometimes necessary between two users for speed matching,
that is, for ensuring that a fast transmitter does not overwhelm a slow receiver with more
packets than the latter can handle. Some authors reserve the term “flow control” for this

493
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type of speed matching and use the term ‘“congestion control” for regulating the packet
population within the subnetwork. We will not make this distinction in terminology; the
type and objective of flow control being discussed will be clear from the context.

In this chapter we describe schemes currently used for flow control, explain their
advantages and limitations, and discuss potential approaches for their improvement. In
the remainder of this section we identify the principal means and objectives of flow
control. In Sections 6.2 and 6.3 we describe the currently most popular flow control
methods; window strategies and rate control schemes. In Section 6.4 we describe flow
control in some representative networks. Section 6.5 is devoted to various algorithmic
aspects of rate control schemes.

6.1.1 Means of Flow Control

Generally, a need for flow control arises whenever there is a constraint on the commu-
nication rate between two points due to limited capacity of the communication lines or
the processing hardware. Thus, a flow control scheme may be required between two
users at the transport layer, between a user and an entry point of the subnet (network
layer), between two nodes of the subnet (network layer), or between two gateways of an
interconnected network (internet layer). We will emphasize flow control issues within
the subnet, since flow control in other contexts is in most respects similar.

The term “session” is used somewhat loosely in this chapter to mean any communi-
cation process to which flow control is applied. Thus a session could be a virtual circuit,
a group of virtual circuits (such as all virtual circuits using the same path), or the entire
packet flow originating at one node and destined for another node. Often, flow control
is applied independently to individual sessions, but there is a strong interaction between
its effects on different sessions because the sessions share the network’s resources.

Note that different sessions may have radically different service requirements.
For example, sessions transferring files may tolerate considerable delay but may re-
quire strict error control, while voice and video sessions may have strict minimum data
rate and maximum end-to-end delay requirements, but may tolerate occasional packet
losses.

There are many approaches to flow control, including the following:

1. Call blocking. Here a session is simply blocked from entering the network (its
access request is denied). Such control is needed, for example, when the session
requires a minimum guaranteed data rate that the network cannot provide due to
limited uncommitted transmission capacity. A typical situation is that of the voice
telephone network and, more generally, circuit switched networks, all of which
use flow control of this type. However, a call blocking option is also necessary in
integrated voice, video, and data networks, at least with respect to those sessions
requiring guaranteed rate. In a more general view of call blocking one may admit
a session only after a negotiation of some ‘“service contract,” for example, an
agreement on some service parameters for the session’s input traffic (maximum
rate, minimum rate, maximum burst size, priority level, etc.)
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2. Packet discarding. When a node with no available buffer space receives a packet,
it has no alternative but to discard the packet. More generally, however, packets
may be discarded while buffer space is still available if they belong to sessions that
are using more than their fair share of some resource, are likely to cause congestion
for higher-priority sessions, are likely to be discarded eventually along their path,
and so on. (Note that if a packet has to be discarded anyway, it might as well
be discarded as early as possible to avoid wasting additional network resources
unnecessarily.) When some of a session’s packets are discarded, the session may
need to take some corrective action, depending on its service requirements. For
sessions where all packets carry essential information (e.g., file transfer sessions),
discarded packets must be retransmitted by the source after a suitable timeout;
such sessions require an acknowledgment mechanism to keep track of the pack-
ets that failed to reach their destination. On the other hand, for sessions such
as voice or video, where delayed information is useless, there is nothing to be
done about discarded packets. In such cases, packets may be assigned different
levels of priority, and the network may undertake the obligation never to discard
the highest-priority packets—these are the packets that are sufficient to support
the minimum acceptable quality of service for the session. The data rate of the
highest-priority packets (the minimum guaranteed rate) may then be negotiated
between the network and the source when the session is established. This rate
may also be adjusted in real time, depending on the congestion level in the net-
work.

3. Packet blocking. When a packet is discarded at some node, the network resources
that were used to get the packet to that node are wasted. It is thus preferable
to restrict a session’s packets from entering the network if after entering they are
to be discarded. If the packets carry essential information, they must wait in a
queue outside the network; otherwise, they are discarded at the source. In the
latter case, however, the flow control scheme must honor any agreement on a
minimum guaranteed rate that the session may have negotiated when it was first
established.

4. Packet scheduling. In addition to discarding packets, a subnetwork node can ex-
ercise flow control by selectively expediting or delaying the transmission of the
packets of various sessions. For example, a node may enforce a priority service
discipline for transmitting packets of several different priorities on a given outgo-
ing link. As another example, a node may use a (possibly weighted) round-robin
scheduling strategy to ensure that various sessions can access transmission lines
in a way that is consistent both with some fairness criterion and also with the
minimum data rate required by the sessions. Finally, a node may receive infor-
mation regarding congestion farther along the paths used by some sessions, in
which case it may appropriately delay the transmission of the packets of those
sessions.

In subsequent sections we discuss specific strategies for throttling sources and for
restricting traffic access to the network.
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6.1.2 Main Objectives of Flow Control

We look now at the main principles that guide the design of flow control algorithms.
Our focus is on two objectives. First, strike a good compromise between throttling
sessions (subject to minimum data rate requirements) and keeping average delay and
buffer overflow at a reasonable level. Second. maintain fairness between sessions in
providing the requisite quality of service.

Limiting delay and buffer overflow. We mentioned earlier that for important
classes of sessions, such as voice and video, packets that are excessively delayed are
useless. For such sessions, a limited delay is essential and should be one of the chief
concerns of the flow control algorithm; for example, such sessions may be given high
priority.

For other sessions. a small average delay per packet is desirable but it may not be
crucial. For these sessions, network level flow control does not necessarily reduce delay;
it simply shifts delay from the network layer to higher layers. That is, by restricting
entrance to the subnet, flow control keeps packets waiting outside the subnet rather
than in queues inside it. In this way, however, flow control avoids wasting subnet
resources in packet retransmissions and helps prevent a disastrous traffic jam inside
the subnet. Retransmissions can occur in two ways: first, the buildup of queues causes
buffer overflow to occur and packets to be discarded; second, slow acknowledgments can
cause the source node to retransmit some packets because it thinks mistakenly that they
have been lost. Retransmissions waste network resources, effectively reduce network
throughput, and cause congestion to spread. The following example (from [GeK80])
illustrates how buffer overflow and attendant retransmissions can cause congestion.

Example 6.1

Consider the five-node network shown in Fig. 6.1(a). There are two sessions, one from top
to bottom with a Poisson input rate of 0.8. and the other from left to right with a Poisson
input rate f. Assume that the central node has a large but finite buffer pool that is shared
on a first-come first-serve basis by the two sessions. If the buffer pool is full, an incoming
packet is rejected and then retransmitted by the sending node. For small f, the buffer rarely
fills up and the total throughput of the system is 0.8 + f. When f is close to unity (which is
the capacity of the rightmost link), the buffer of the central node is almost always full, while
the top and left nodes are busy most of the time retransmitting packets. Since the left node
is transmitting 10 times faster than the top node, it has a 10-fold greater chance of capturing
a buffer space at the central node. so the left-to-right throughput will be roughly 10 times
larger than the top-to-bottom throughput. The left-to-right throughput will be roughly unity
(the capacity of the rightmost link). so that the total throughput will be roughly 1.1. This
is illustrated in more detail in Fig. 6.1(b). where it can be seen that the total throughput
decreases toward 1.1 as the offered load [ increases.

This example also illustrates how with buffer overflow. some sessions can capture
almost all the buffers and nearly prevent other sessions from using the network. To
avoid this, it is sometimes helpful to implement a buffer management scheme. In such a
scheme, packets are divided in different classes based, for example, on origin, destination,
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Figure 6.1 Example demonstrating throughput degradation due to retransmissions caused

by buffer overflow. (a) For f approaching unity. the central node buffer is almost always
full, thereby causing retransmissions. Because the A-to-B session uses a line 10 times

faster than the C'-to-D se

sion. it has a 10-fold greater chance of capturing a free buffer

and getting a packet accepted at the central node. As a result. the throughput of the A-
to-B session approaches unity. while the throughput of the C-to-D session approaches

0.1. (b) Total throughput as a function of the input rate of the A-to-B session.

or number of hops traveled so far; at each node, separate buffer space is reserved for

different classes, while some buffer space is shared by all classes.

Proper buffer management can also help avoid deadlocks due to buffer overflow.
Such a deadlock can occur when two or more nodes are unable to move packets due

to unavailable space at all potential receivers.

The simplest example of this is two
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nodes A and B routing packets directly to each other as shown in Fig. 6.2(a). If all
the buffers of both A and B are full of packets destined for B and A, respectively,
then the nodes are deadlocked into continuously retransmitting the same packets with
no success, as there is no space to store the packets at the receiver. This problem can
also occur in a more complex manner whereby more than two nodes arranged in a cycle
are deadlocked because their buffers are full of packets destined for other nodes in the
cycle [see Fig. 6.2(b)]. There are simple buffer management schemes that preclude this
type of deadlock by organizing packets in priority classes and allocating extra buffers
for packets of higher priority ([RaH76] and [Gop85]). A typical choice is to assign a
level of priority to a packet equal to the number of links it has traversed in the network,
as shown in Fig. 6.3. If packets are not allowed to loop, it is then possible to show that
a deadlock of the type just described cannot occur.

We finally note that when offered load is large, limited delay and buffer overflow
can be achieved only by lowering the input to the network. Thus, there is a natural
trade-off between giving sessions free access to the network and keeping delay at a
level low enough so that retransmissions or other inefficiencies do not degrade network
performance. A somewhat oversimplified guideline is that, ideally, flow control should
not be exercised at all when network delay is below some critical level, and, under
heavy load conditions, should reject as much offered traffic as necessary to keep delay
at the critical level. Unfortunately, this is easier said than done, since neither delay nor
throughput can be represented meaningfully by single numbers in a flow control context.

Fairness. When offered traffic must be cut back, it is important to do so fairly.
The notion of fairness is complicated, however, by the presence of different session
priorities and service requirements. For example, some sessions need a minimum guar-
anteed rate and a strict upper bound on network delay. Thus, while it is appropriate
to consider simple notions of fairness within a class of “similar” sessions, the notion of

Figure 6.2 Deadlock due to buffer

overflow. In (a). all buffers of 4 and B
are full of packets destined for B and A,
respectively. As a result, no packet can be
accepted at either node. In (b), all buffers

of A, B, C, and D are full of packets

(b) destined for C', D, A, and B, respectively.
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Class V — 1 Class N — 1
Class k + 1
Buffer space Class k Buffer space
for packets for packets
that have that have
travelled H Class 1 Class 1 Lravellkiq .
i + 1 links
 tinks ‘ Class 0 Class 0

Figure 6.3 Organization of node memory in buffer classes to avoid deadlock due to
buffer overflow. A packet that has traveled & links is accepted at a node only if there
is an available buffer of class & or lower, wherc k ranges from 0 to N — | (where
N is the number of nodes). Assuming that packets that travel more than N — 1 links
are discarded as having traveled in a loop. no deadlock occurs. The proof consists of
showing by induction (starting with & = N — 1) that at each node the buffers of class
k cannot fill up permanently.

fairness between classes is complex and involves the requirements of those classes. Even
within a class, there are several notions of fairness that one may wish to adopt. The
example of Fig. 6.4 illustrates some of the contradictions inherent in choosing a fairness
criterion. There are n + 1 sessions each offering 1 unit/sec of traffic along a sequence
of n links with capacity of 1 unit/sec. One session’s traffic goes over all n links, while
the rest of the traffic goes over only one link. A maximum throughput of n units/sec
can be achieved by accepting all the traffic of the single-link sessions while shutting off
the n-link session. However, if our objective is to give equal rate to all sessions, the
resulting throughput is only (n 4 1)/2 units/sec. Alternatively, if our objective is to give
equal resources to all sessions, the single link sessions should get a rate of n/(n + 1)
units/sec, while the n-link session should get a rate of 1/(n + 1) units/sec.

Generally, a compromise is required between equal access to a network resource
and throttling those sessions that are most responsible for using up that resource. Achiev-
ing the proper balance, however, is a design decision that may be hard to quantify; often
such decisions must be reached by trial and error.

n links each with capacity 1 umt/secf\j

Single link user Single link user Single link user Single link user
1 unit/sec 1 unit/sec 1 unit/sec 1 unit/sec

n-link user
1 unit/sec

Figure 6.4 Example showing that maximizing total throughput may be incompatible
with giving equal throughput to all sessions. A maximum throughput of n units/sec
can be achieved if the n-link session is shut off completely. Giving equal rates of 1/2
unit/sec to all sessions achieves a throughput of only (n + 1)/2 units/sec.
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6.2 WINDOW FLOW CONTROL

In this section we describe the most frequently used class of flow control methods. In
Sections 6.2.1 to 6.2.3, the main emphasis is on flow control within the communication
subnet. Flow control outside the subnet, at the transport layer, is discussed briefly in
Section 6.2.4.

A session between a transmitter A and a receiver B is said to be window flow
controlled if there is an upper bound on the number of data units that have been trans-
mitted by A and are not yet known by A to have been received by B (see Fig. 6.5). The
upper bound (a positive integer) is called the window size or, simply, the window. The
transmitter and receiver can be, for example. two nodes of the communication subnet, a
user’s machine and the entry node of the communication subnet, or the users’ machines
at the opposite ends of a session. Finally, the data units in a window can be messages,
packets, or bytes, for example.

The receiver B notifies the transmitter A that it has disposed of a data unit by
sending a special message to A, which is called a permit (other names in the literature
are acknowledgment, allocate message, etc.). Upon receiving a permit, A is free to send
one more data unit to B. Thus, a permit may be viewed as a form of passport that a
data unit must obtain before entering the logical communication channel between A and
B. The number of permits in use should not exceed the window size.

Permits are either contained in special control packets, or are piggybacked on
regular data packets. They can be implemented in a number of ways: see the practical
examples of Section 6.4 and the following discussion. Note also that a window flow
control scheme for a given session may be combined with an error control scheme for
the session, where the permits also play the role of acknowledgments; see Section 2.8.2
and the descriptions of the ARPANET and the Codex network in Section 6.4.

The general idea in the window strategy is that the input rate of the transmitter
is reduced when permits return slowly. Therefore, if there is congestion along the
communication path of the session, the attendant large delays of the permits cause a
natural slowdown of the transmitter’s data rate. However, the window strategy has an
additional dimension, whereby the receiver may intentionally delay permits to restrict

Transmitter Receiver

Total number of data units and permits < window size W,

Figure 6.5 Window flow control between a transmitter and a receiver consists of an
upper bound 11”4 5 on the number of data units and permits in transit inside the network.
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the transmission rate of the session. For example, the receiver may do so to avoid buffer
overflow.

In the subsequent discussion, we consider two strategies, end-to-end and node-by-
node windowing. The first strategy refers to flow control between the entry and exit
subnet nodes of a session, while the second strategy refers to flow control between every
pair of successive nodes along a virtual circuit’s path.

6.2.1 End-to-End Windows

In the most common version of end-to-end window flow control, the window size is
all”, where a and 11" are some positive numbers. Each time a new batch of a data units
is received at the destination node, a permit is sent back to the source allocating a new
batch of a data units. In a variation of this scheme, the destination node will send a
new a-data unit permit upon reception of just the first of an a-data unit batch. (See the
SNA pacing scheme description in Section 6.3.) To simplify the following exposition,
we henceforth assume that a = 1, but our conclusions are valid regardless of the value
of a. Also, for concreteness, we talk in terms of packets, but the window maintained
may consist of other data units such as bytes.

Usually, a numbering scheme for packets and permits is used so that permits can be
associated with packets previously transmitted and loss of permits can be detected. One
possibility is to use a sliding window protocol similar to those used for data link control,
whereby a packet contains a sequence number and a request number. The latter number
can serve as one or more permits for flow control purposes (see also the discussion
in Section 2.8.2). For example, suppose that node A receives a packet from node B
with request number k. Then A knows that B has disposed of all packets sent by A
and numbered less than k&, and therefore A is free to send those packets up to number
k+W —1 that it has not sent yet, where 1" is the window size. In such a scheme, both the
sequence number and the request number are represented modulo m, where m > W + 1.
One can show that if packet ordering is preserved between transmitter and receiver, this
representation of numbers is adequate; the proof is similar to the corresponding proof
for the goback n ARQ system. In some networks the end-to-end window scheme is
combined with an end-to-end retransmission protocol, and a packet is retransmitted if
following a suitable timeout, the corresponding permit has not returned to the source.

To simplify the subsequent presentation, the particular manner in which permits
are implemented will be ignored. It will be assumed that the source node simply counts
the number x of packets it has already transmitted but for which it has not yet received
back a permit, and transmits new packets only as long as < W.

Figure 6.6 shows the flow of packets for the case where the round-trip delay d,
including round-trip propagation delay, packet transmission time, and permit delay is
smaller than the time required to transmit the full window of W packets, that is,

d<WX

where X is the transmission time of a single packet. Then the source is capable of
transmitting at the full speed of 1/X packets/sec, and flow control is not active. (To
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simplify the following exposition, assume that all packets have equal transmission time
and equal round-trip delay.)
The case where flow control is active is shown in Fig. 6.7. Here

d>WX

and the round-trip delay d is so large that the full allocation of ¥ packets can be
transmitted before the first permit returns. Assuming that the source always has a packet
waiting in queue, the rate of transmission is W /d packets/sec.

If the results of Figs. 6.6 and 6.7 are combined, it is seen that the maximum rate
of transmission corresponding to a round-trip delay d is given by

'r:min{%.%'} 6.1

Figure 6.8 illustrates the flow control mechanism; the source transmission rate is reduced
in response to congestion and the attendant large delay. Furthermore, assuming that
117 is relatively small, the window scheme reacts fast to congestion—within at most ¥’
packets’ transmission time. This fast reaction, coupled with low overhead, is the major
advantage of window strategies over other (nonwindow) schemes.

Limitations of end-to-end windows. One drawback of end-to-end windows
is that they cannot guarantee a minimum communication rate for a session. Thus win-
dows are ihadequate for sessions that require a minimum guaranteed rate, such as voice
and video sessions. Other drawbacks of the end-to-end window strategy have to do
with window sizes. There is a basic trade-off here: One would like to make window
sizes small to limit the number of packets in the subnet, thus avoiding large delays and
congestion, and one would also like to make window sizes large to allow full-speed
transmission and maximal throughput under light-to-moderate traffic conditions. De-
termining the proper window size and adjusting that size in response to congestion is
not easy. This delay—throughput trade-off is particularly acute for high-speed networks,
where because of high propagation delay relative to packet transmission time, window
sizes should be large to allow high data rates [cf. Eq. (6.1) and Fig. 6.8]. One should re-
member, however, that the existence of a high-speed network does not necessarily make

Window size = 3

Figure 6.6 Example of full-speed
transmission with a window size W™ = 3.

. Permit
returns

* The round-trip delay d is less than the time
Time at the Time at the WX required to transmit the full window
transmitter receiver of W’ packets.
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Window size = 3

1

|

'

Time at the Time at the
transmitter Y4 receiver
7y
Permit
returns

Figure 6.7 Example of delayed transmission with a window size W = 3. The round-
trip delay d is more than the time 11"X required to transmit the full window of W~
packets. As a result, window flow control becomes active, restricting the input rate to
W/d.

Full speed
transmission
rate

xI=

{
|
!
|
|
|
i

Qls

Transmission Rate r

| Point where
| flow control
| begins

0 wx
Round-Trip Delay d

Figure 6.8 Transmission rate versus round-trip delay in a window flow control system.
This oversimplified relationship assumes that all packets require equal transmission time
at the source and have equal round-trip packet/permit delay.

it desirable for individual sessions to transmit at the full network speed. For high-speed
networks, it is generally true that the window size of the session should be proportional
to the round-trip propagation delay for the session. However, the window size should
also be proportional to the session’s maximum desired rate rather than the maximum rate
allowed by the network; cf. Eq. (6.1).

End-to-end windows may also fail to provide adequte control of packet delay.
To understand the relation between window size, delay, and throughput, suppose that
there are n actively flow controlled sessions in the network with fixed window sizes
Wi,.... 17, Then the total number of packets and permits traveling in the network is
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>, W,. Focusing on packets (rather than permits), we see that their number in the
network is Y1 | 3;1;, where /3; is a factor between 0 and 1 that depends on the relative
magnitude of return delay for the permit and the extent to which permits are piggybacked

on regular packets. By Little’s Theorem, the average delay per packet is given by

Xini 8

T =
A

where A is the throughput (total accepted input rate of sessions). As the number of
sessions increases, the throughput A is limited by the link capacities and will approach
a constant. (This constant will depend on the network, the location of sources and
destinations, and the routing algorithm.) Therefore, the delay 7" will roughly increase
proportionately to the number of sessions (more accurately their total window size) as
shown in Fig. 6.9. Thus, if the number of sessions can become very large, the end-to-
end window scheme may not be able to keep delay at a reasonable level and prevent
congestion.

One may consider using small window sizes as a remedy to the problem of very
large delays under high load conditions. Unfortunately, in many cases (particularly
in low- and moderate-speed networks) one would like to allow sessions to transmit at
maximum speed when there is no other interfering traffic, and this imposes a lower
bound on window sizes. Indeed, if a session is using an n-link path with a packet
transmission time X on each link, the round-trip packet and permit delay will be at least
nX and considerably more if permits are not given high priority on the return channel.
For example, if permits are piggybacked on return packets traveling on the same path
in the opposite direction, the return time will be at least nX also. So from Fig. 6.8,
we see that full-speed transmission will not be possible for that session even under light
load conditions unless the window size exceeds the number of links n on the path (see
Fig. 6.10). For this reason, recommended window sizes are typically between n and 3n.
This recommendation assumes that the transmission time on each link is much larger than
the processing and propagation delay. When the propagation delay is much larger than

Average delay Figure 6.9 Average delay per packet

per packet and throughput as a function of the
number of actively window flow controlled
sesstons in the network. When the network
is heavily loaded. the average delay per
packet increases approximately linearly
with the number of active sessions. while
the total throughput stays approximately
constant. (This assumes that there are no
retransmissions due to buffer overflow
and/or large permit delays. In the presence
of retransmissions, throughput may

Throughput

decrease as the number of active sessions

Number of Actively Flow Controlled Processes increases.)
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the transmission time, as in satellite links and some high-speed networks, the appropriate
window size might be much larger. This is illustrated in the following example.

Example 6.2
Consider a transmission line with capacity of 1 gigabit per second (10” bits/sec) connecting
two nodes which are 50 miles apart. The round-trip propagation delay can be roughly esti-
mated as | millisecond. Assuming a packet size of 1000 bits, it is seen that a window size
of at least 1000 packets is needed to sustain full-speed transmission; it is necessary to have
1000 packets and permits simultaneously propagating along the transmission line to “keep
the pipeline full,” with permits returning fast enough to allow unimpeded transmission of
new packets. By extrapolation it is seen that Atlantic coast to Pacific coast end-to-end trans-
mission over a distance of. say. 3000 miles requires a window size of at least 60,000 packets!
Fortunately, for most sessions, such unimpeded transmission is neither required nor desirable.

Example 6.2 shows that windows should be used with care when high-speed trans-
mission over a large distance is involved; they require excessive memory and they re-
spond to congestion relatively slowly when the round-trip delay time is very long relative
to the packet transmission time. For networks with relatively small propagation delays,
end-to-end window flow control may be workable, particularly if there is no requirement
for a minimum guaranteed rate. However, to achieve a good trade-oft between delay and
throughput, dynamic window adjustment is necessary. Under light load conditions, win-
dows should be large and allow unimpeded transmission, while under heavy load condi-
tions, windows should shrink somewhat, thereby not allowing delay to become excessive.
This is not easy to do systematically, but some possibilities are examined in Section 6.2.5.

End-to-end windows can also perform poorly with respect to fairness. It was argued
earlier that when propagation delay is relatively small. the proper window size of a session
should be proportional to the number of links on its path. This means that at a heavily
loaded link, long-path sessions can have many more packets awaiting transmission than
short-path sessions, thereby obtaining a proportionately larger throughput. A typical
situation is illustrated in Fig. 6.11. Here the windows of all sessions accumulate at the
heavily loaded link. If packets are transmitted in the order of their arrival, the rate of
transmission obtained by each session is roughly proportional to its window size, and
this favors the long-path sessions.

Figure 6.10 The window size must be at least equal to the number of links on the path
to achieve full-speed transmission. (Assuming equal transmission time on each link.
a packet should be transmitted at each link along the path simultaneously to achieve
nonstop transmission.) If permit delay is comparable to the forward delay. the window
size should be doubled. If the propagation delay is not negligible. an even larger window
size is needed.
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The fairness properties of end-to-end windows can be improved if flow-controlled
sessions of the same priority class are served via a weighted round-robin scheme at each
transmission queue. Such a scheme should take into account the priorities as well as the
minimum guaranteed rate of different sessions. Using a round-robin scheme is conceptu-
ally straightforward when each session is a virtual circuit, but not in a datagram network,
where it may not be possible to associate packets with particular flow-controlled sessions.

6.2.2 Node-by-Node Windows for Virtual Circuits

In this strategy, there is a separate window for every virtual circuit and pair of adjacent
nodes along the path of the virtual circuit. Much of the discussion on end-to-end windows
applies to this scheme as well. Since the path along which flow control is exercised is
effectively one link long, the size of a window measured in packets is typically two or
three for moderate-speed terrestrial links. For high-speed networks, the required window
size might be much larger, thereby making the node-by-node strategy less attractive.
For this reason, the following discussion assumes that a window size of about two is a
reasonable choice.

Let us focus on a pair of successive nodes along a virtual circuit’s path; we refer
to them as the transmitter and the receiver. The main idea in the node-by-node scheme
is that the receiver can avoid the accumulation of a large number of packets into its
memory by slowing down the rate at which it returns permits to the transmitter. In the
most common strategy, the receiver maintains a ¥ -packet buffer for each virtual circuit
and returns a permit to the transmitter as soon as it releases a packet from its W-packet
buffer. A packet is considered to be released from the W -packet buffer once it is either
delivered to a user outside the subnet or is entered in the data link control (DLC) unit
leading to the subsequent node on the virtual circuit’s path.

Consider now the interaction of the windows along three successive nodes (i — 1, 4,
and ¢+ 1) on a virtual circuit’s path. Suppose that the W-packet buffer of node i is full.
Then node ¢ will send a permit to node ¢— 1 once it delivers an extra packet to the DLC of
the (¢,%+ 1) link, which in turn will occur once a permit sent by node (i + 1) is received at
node ¢. Thus, there is coupling of successive windows along the path of a virtual circuit.
In particular, suppose that congestion develops at some link. Then the W-packet window

Long path

l/CSion L) U 1) (DN U
N &

Short path
session

Heavily loaded link

Figure 6.11 End-to-end windows discriminate in favor of long-path sessions. It is nec-
essary to give a large window to a long-path session to achieve full-speed transmission.
Therefore, a long-path session will typically have more packets waiting at a heavily
loaded link than will a short-path session, and will receive proportionally larger service
(assuming that packets are transmitted on a first-come first-serve basis).
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at the start node of the congested link will fill up for each virtual circuit crossing the link.
As aresult, the W -packet windows of nodes lying upstream of the congested link will pro-
gressively fill up, including the windows of the origin nodes of the virtual circuits crossing
the congested link. At that time, these virtual circuits will be actively flow controlled.
The phenomenon whereby windows progressively fill up from the point of congestion
toward the virtual circuit origins is known as backpressure and is illustrated in Fig. 6.12.
One attractive aspect of node-by-node windows can be seen from Fig. 6.12. In
the worst case, where congestion develops on the last link (say, the nth) of a virtual
circuit’s path, the total number of packets inside the network for the virtual circuit will
be approximately nW. If the virtual circuit were flow controlled via an end-to-end
window, the total number of packets inside the network would be roughly comparable.
(This assumes a window size of W = 2 in the node-by-node case, and of W =~ 2n in
the end-to-end case based on the rule of thumb of using a window size that is twice
the number of links of the path between transmitter and receiver.) The important point,
however, is that these packets will be uniformly distributed along the virtual circuit’s path
in the node-by-node case, but will be concentrated at the congested link in the end-to-end
case. Because of this the amount of memory required at each node to prevent buffer
overflow may be much smaller for node-by-node windows than for end-to-end windows.
Distributing the packets of a virtual circuit uniformly along its path also alleviates
the fairness problem, whereby large window sessions monopolize a congested link at
the expense of small window sessions (cf. Fig. 6.11). This is particularly true when the
window sizes of all virtual circuits are roughly equal as, for example, when the circuits
involve only low-speed terrestrial links. A fairmess problem, however, may still arise
when satellite links (or other links with relatively large propagation delay) are involved.
For such links, it is necessary to choose a large window size to achieve unimpeded
transmission when traffic is light because of the large propagation delay. The difficulty
arises at a node serving both virtual circuits with large window size that come over a
satellite link and virtual circuits with small window size that come over a terrestrial link
(see Fig. 6.13). If these circuits leave the node along the same transmission line, a fairness
problem may develop when this line gets heavily loaded. A reasonable way to address
this difficulty is to schedule transmissions of packets from different virtual circuits on a
weighted round-robin basis (with the weights accounting for different priority classes).

Congested

Receiver

Destination

Figure 6.12 Backpressure effect in node-by-node flow control. Each node along a
virtual circuit’s path can store no more than W’ packets for that virtual circuit. The
window storage space of each successive node lying upstream of the congested link fills
up. Eventually, the window of the origin node fills, at which time transmission stops.
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Terrestrial
link

Terrestrial
link
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Satellite
link

Figure 6.13 Potential fairness problem at a node serving virtual circuits that come over
a satellite link (large window) and virtual circuits that come over a terrestrial link (small
window). If virtual circuits are served on a first-come first-serve basis, the virtual circuits
with large windows will reccive better service on a subsequent transmission line. This
problem can be alleviated by serving virtual circuits via a round-robin scheme.

6.2.3 The Isarithmic Method

The isarithmic method may be viewed as a version of window flow control whereby
there is a single global window for the entire network. The idea here is to limit the total
number of packets in the network by having a fixed number of permits circulating in the
subnet. A packet enters the subnet after capturing one of these permits. It then releases
the permit at its destination node. The total number of packets in the network is thus
limited by the number of permits. This has the desirable effect of placing an upper bound
on average packet delay that is independent of the number of sessions in the network.
Unfortunately, the issues of fairness and congestion within the network depend on how
the permits are distributed, which is not addressed by the isarithmic approach. There are
no known sensible algorithms to control the location of the permits, and this is the main
difficulty in making the scheme practical. There is also another difficulty, namely that
permits can be destroyed through various malfunctions and there may be no easy way
to keep track of how many permits are circulating in the network.

6.2.4 Window Flow Control at Higher Layers

Much of what has been described so far about window strategies is applicable to higher
layer flow control of a session, possibly communicating across several interconnected
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subnetworks. Figure 6.14 illustrates a typical situation involving a single subnetwork. A
user sends data out of machine A to an entry node N A of the subnet, which is forwarded
to the exit node NV B and is then delivered to machine B. There is (network layer) flow
control between the entry and exit nodes VA and N B (either end-to-end or node-by-
node involving a sequence of nodes). There is also (network layer) window flow control
between machine A and entry node N A, which keeps machine A from swamping node
N A with more data than the latter can handle. Similarly, there is window flow control
between exit node N B and machine B, which keeps N B from overwhelming B with
too much data. Putting the pieces together we see that there is a network layer flow
control system extending from machine A to machine B, which operates much like the
node-by-node window flow control system of Section 6.2.2. In essence, we have a three-
link path where the subnet between nodes N A and N B is viewed conceptually as the
middle link.

It would appear that the system just described would be sufficient for flow control
purposes, and in many cases it is. For example, it is the only one provided in the TYM-
NET and the Codex network described later on a virtual circuit basis. There may be a
need, however, for additional flow control at the transport layer, whereby the input traffic
rate of a user at machine A is controlled directly by the receiver at machine B. One
reason is that the network layer window flow control from machine .4 to node N4 may
apply collectively to multiple user-pair sessions. These sessions could, for a variety of
reasons, be multiplexed into a single traffic stream but have different individual flow con-
trol needs. For example, in SNA there is a transport layer flow control algorithm, which
is the same as the one used in the network layer except that it is applied separately for
each session rather than to a group of sessions. (See the description given in Section 6.4).

Machine A Machine B

Transport layer flow contro!

______________ e e ]
Entry Exit
node Subnet node
NA NB

Network layer Network fayer

Network layer flow control

flow control flow control

Figure 6.14 User-to-user flow control. A user sends data from machine A to a user
in machine B via the subnet using the entry and exit nodes N4 and N B. There is
a conceptual node-by-node network layer flow control system along the connection A-
NA-N B-B. There may also be direct user-to-user flow control at the transport layer
or the internet sublayer. particularly if several users with different low control needs are
collectively flow controlled within the subnetwork.
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In the case where several networks are interconnected with gateways, it may be
useful to have windows for the gateway-to-gateway traffic of sessions that span sev-
eral networks. If we take a higher-level view of the interconnected network where the
gateways correspond to nodes and the networks correspond to links (Section 5.1.3), this
amounts to using node-by-node windows for flow control in the internet sublayer. The
gateway windows serve the purpose of distributing the total window of the internetwork
sessions, thereby alleviating a potential congestion problem at a few gateways. However,
the gateway-to-gateway windows may apply to multiple transport layer sessions, thereby
necessitating transport layer flow control for each individual session.

6.2.5 Dynamic Window Size Adjustment

We mentioned earlier that it is necessary to adjust end-to-end windows dynamically,
decreasing their size when congestion sets in. The most common way of doing this is
through feedback from the point of congestion to the appropriate packet sources.

There are several ways by which this feedback can be obtained. One possibility
is for nodes that sense congestion to send a special packet, sometimes called a choke
packet, to the relevant sources. Sources that receive such a packet must reduce their
windows. The sources can then attempt to increase their windows gradually following
a suitable timeout. The method by which this is done is usually ad hoc in practice, and
is arrived at by trial and error or simulation. The circumstances that will trigger the
generation of choke packets may vary: for example, buffer space shortage or excessive
queue length.

It is also possible to adjust window sizes by keeping track of permit delay or
packet retransmissions. If permits are greatly delayed or if several retransmissions occur
at a given source within a short period of time, this is likely to mean that packets are
being excessively delayed or are getting lost due to buffer overflow. The source then
reduces the relevant window sizes, and subsequently attempts to increase them gradually
following a timeout.

Still another way to obtain feedback is to collect congestion information on regular
packets as they traverse their route from origin to destination. This congestion informa-
tion can be used by the destination to adjust the window size by withholding the return
of some permits. A scheme of this type is used in SNA and is described in Section 6.4.

6.3 RATE CONTROL SCHEMES

We mentioned earlier that window flow control is not very well suited for high-speed
sessions in high-speed wide area networks because the propagation delays are relatively
large, thus necessitating large window sizes. An even more important reason is that
windows do not regulate end-to-end packet delays well and do not guarantee a minimum
data rate. Voice, video, and an increasing variety of data sessions require upper bounds
on delay and lower bounds on rate. High-speed wide area networks increasingly carry
such traffic, and many lower-speed networks also carry such traffic, making windows
inappropriate.
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An alternative form of flow control is based on giving each session a guaranteed
data rate, which is commensurate to its needs. This rate should lie within certain limits
that depend on the session type. For example, for a voice session, the rate should lie
between the minimum needed for language intelligibility and a maximum beyond which
the quality of voice cannot be further improved.

The main considerations in setting input session rates are:

1. Delay—throughput trade-off. Increasing throughput by setting the rates too high
runs the risk of buffer overflow and excessive delay.

2. Fairness. If session rates must be reduced to accommodate some new sessions, the
rate reduction must be done fairly, while obeying the minimum rate requirement
of each session.

We will discuss various rate adjustment schemes focusing on these considerations in
Section 6.5.

Given an algorithm that generates desired rates for various sessions, the question of
implementing these rates arises. A strict implementation of a session rate of r packets/sec
would be to admit 1 packet each 1/r seconds. This, however, amounts to a form of
time-division multiplexing and tends to introduce large delays when the offered load of
the sessions is bursty. A more appropriate implementation is to admit as many as W
packets (W > 1) every '/r seconds. This allows a burst of as many as W packets into
the network without delay, and is better suited for a dynamically changing load. There
are several variations of this scheme. The following possibility is patterned after window
flow control.

An allocation of W~ packets (a window) is given to each session, and a count z
of the unused portion of this allocation is kept at the session origin. Packets from the
session are admitted into the network as long as > 0. Each time a packet is admitted,
the count is decremented by 1, and W /r seconds later (r is the rate assigned to the
session), the count is incremented by 1 as shown in Fig. 6.15. This scheme, called time
window flow control, is very similar to window flow control with window size W except
that the count is incremented 117/r seconds after admitting a packet instead of after a
round-trip delay when the corresponding permit returns.

A related method that regulates the burstiness of the transmitted traffic somewhat
better is the so-called leaky bucket scheme. Here the count is incremented periodically,
every 1/r seconds, up to a maximum of 1~ packets. Another way to view this scheme is
to imagine that for each session, there is a queue of packets without a permit and a bucket
of permits at the session’s source. The packet at the head of the packet queue obtains a
permit once one is available in the permit bucket and then joins the set of packets with
permits waiting to be transmitted (see Fig. 6.16). Permits are generated at the desired
input rate 7 of the session (one permit each 1/r seconds) as long as the number in the
permit bucket does not exceed a certain threshold W. The leaky bucket scheme is used
in PARIS, an experimental high-speed network developed by IBM ([CiG88]; see Section
6.4). A variation, implemented in the ARPANET, is to allocate W > | permits initially
to a session and subsequently restore the count back to W every W /r seconds, whether
or not the session used any part of the allocation.
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Time at the
receiver

Time at the
transmitter

I =

Figure 6.15 Time window flow control with W' = 3. The count of packet allocation
is decremented when a packet is transmitted and incremented W /r seconds later.

Queue of packets
without a permit

Queue of packets

with a permit

Arriving l | l |
packets

Permit queue (limited space W)

T Arriving permits at a rate of one
per 1/r sec {turned away if there
is no space in the permit queue)

Figure 6.16 Leaky bucket scheme. To join the transmission queue, a packet must get a
permit from the permit queue. A new permit is generated every 1 /7 seconds, where r is
the desired input rate. as long as the number of permits does not exceed a given threshold.

The leaky bucket scheme does not necessarily preclude buffer overflow and does
not guarantee an upper bound on packet delay in the absence of additional mechanisms
to choose and implement the session rates inside the network; for some insight into
the nature of such mechanisms, see Problem 6.19. However, with proper choice of
the bucket parameters, buffer overflow and maximum packet delay can be reduced. In
particular, the bucket size IV is an important parameter for the performance of the leaky
bucket scheme. If W is small, bursty traffic is delayed waiting for permits to become
available (W = 1 resembles time-division multiplexing). If W is too large, long bursts
of packets will be allowed into the network; these bursts may accumulate at a congested
node downstream and cause buffer overflow.

The preceding discussion leads to the idea of dynamic adjustment of the bucket
size. In particular, a congested node may send a special control message to the cor-
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responding sources instructing them to shrink their bucket sizes. This is similar to the
choke packet discussed in connection with dynamic adjustment of window sizes. The
dynamic adjustment of bucket sizes may be combined with the dynamic adjustment of
permit rates and merged into a single algorithm. Note, however, that in high-speed net-
works, the effectiveness of the feedback control messages from the congested nodes may
be diminished because of relatively large propagation delays. Therefore, some predictive
mechanism may be needed to issue control messages before congestion sets in.

Queueing analysis of the leaky bucket scheme. To provide some insight
into the behavior of the leaky bucket scheme of Fig. 6.16, we give a queueing analysis.
One should be very careful in drawing quantitative conclusions from this analysis, since
some data sessions are much more bursty than is reflected in the following assumption
of Poisson packet arrivals.

Let us assume the following:

1. Packets arrive according to a Poisson process with rate .

2. A permit arrives every 1/r seconds, but if the permit pool contains W’ permits, the
arriving permit is discarded.

We view this system as a discrete-time Markov chain with states 0. 1.. ... (For an alterna-
tive formulation, see Problem 3.13.) The states i = 0. 1..... 11" correspond to 11— per-
mits available and no packets without permits waiting. The states i = W' +1. W +2,..,
correspond to i — W’ packets without permits waiting and no permits available. The state

transitions occur at the times 0.1/r.2/r...., just after a permit arrival. Let us consider
the probabilities of & packet arrivals in 1/7 seconds,
Mot
Y TR
It can be seen that the transition probabilities of the chain are
P() _ [(FEBN lf?Z 1
! ag + ay. ifi=0
and for j > 1,
po ] @ it j<i—1
J 0. otherwise

(see Fig. 6.17). The global balance equations yield
Po = app1 + (ao + apo

i+1

pi=Y aijaipy. i1
j=0

These equations can be solved recursively. In particular, we have

P1 = @po +aipy + agpr
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so by using the equation p, = (1 — ap — a;)po/ap, we obtain

) ((1 —a—a)l—a) a2>

ag ag

Similarly, we may use the global balance equation for p,, and the computed expressions
for p; and p», to express p; in terms of pg, and so on.
The steady-state probabilities can now be obtained by noting that
r—-A
rag

bo =

To see this, note that the permit generation rate averaged over all states is (1 — poag)r,
while the packet arrival rate is \. Equating the two rates, we obtain py = (r — A)/(ray).
The system is stable, that is, the packet queue stays bounded, if A < r. The average
delay for a packet to obtain a permit is

1S e
T:;ijmax{o,]—li}:; Z pj(]_”)
= J=W41

To obtain a closed-form expression for the average delay needed by a packet to get
a permit and also to obtain a better model of the practical system, we modify the leaky
bucket model slightly so that permits are generated on a per bit basis; this approximates
the real situation where messages are broken up into small packets upon arrival at the
source node. In particular, we assume that:

1. Credit for admission into the network is generated at a rate r bits/sec for transmis-
sion and the size of the bucket (i.e., the maximum credit that can be saved) is W
bits.

. Messages arrive according to a Poisson process with rate A, and the storage space
for messages is infinite. Message lengths are independent and exponentially dis-
tributed with mean L bits,

(]

Let 1 = r/L, so that 1/u is the mean time to transmit a message at the credit rate
r. Also let C = W /r be the time over which credit can be saved up. The state of the
system can be described by the number of bits in the queue and the available amount
of credit. At time ¢, let X(¢) be either the number of bits in the queue (if the queue is

Figure 6.17 Transition probabilities of a discrete Markov chain model for the leaky
bucket scheme. Here a; is the probability of & packet arrivals in 1/r seconds. Note
that this Markov chain is also the Markov chain for a slotted service A /D /1 queue.
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nonempty) or minus the available credit. Thus, whenever a message consisting of x bits
arrives, X(t) increases by x [one of three things happens: the credit decreases by z; the
queue increases by x; the credit decreases to 0 and the queue increases to X (¢) +  (this
happens if X (t) < 0 and X(¢) +x > 0)].

Letting Y(t) = X() + C, it can be seen that Y'({) is the unfinished work in
a fictitious A//AI/1 queue with arrival rate A messages/sec and service rate p. An
incoming bit is transmitted immediately if the size of the fictitious queue ahead of it is
less than C' and is transmitted C' seconds earlier than in the fictitious queue otherwise.
Focusing on the last bits of messages, we see that if 7; is the system delay in the
fictitious queue for the ™ message, max{0, T; — C'} is the delay in the real queue. Using
the theory of Section 3.3, it can be verified [a proof is outlined in Exercise 3.11(b)] that
the steady-state distribution of the system time 7; at the fictitious queue is

P{T, 2 7_} _ Cvm‘—m

Thus letting 77 = max{0.7; — C} be the delay of the i'" packet in the real queue, we
obtain
if 7 <0

el I
PT 27} = { e CHIL=N 50

From this equation, the average delay of a packet in the real queue can be calculated as

>
T = / P{T! > 7} dr = —l—e’("”_’\’
J0 m=A

The preceding analysis can be generalized for the case where the packet lengths
are independent but not exponentially distributed. In this case, the fictitious queue be-
comes an A /G/1 queue, and its system delay distribution can be estimated by using an
exponential upper bound due to Kingman; see [Kle76], p. 45.

We finally note that the leaky bucket parameters affect not only the average packet
delay to enter the network, which we have just analyzed. They also affect substantiaily
the packet delay after the packet has entered the network. The relationship between this
delay, the leaky bucket parameters, and the method for implementing the corresponding
session rates at the network links is not well understood at present. For some interesting
recent analyses and proposals see [Cru9la], [Cru91b], [PaG91a], [PaGI1b], {Sas91], and
Problem 6.19.

6.4 OVERVIEW OF FLOW CONTROL IN PRACTICE
In this section we discuss the flow control schemes of several existing networks.

Flow control in the ARPANET. Flow control in the ARPANET is based in
part on end-to-end windows. The entire packet stream of each pair of machines (known
as hosts) connected to the subnet is viewed as a “session” flowing on a logical pipe. For
each such pipe there is a window of eight messages between the corresponding origin
and destination subnet nodes. Each message consists of one or more packets up to a
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maximum of eight. A transmitted message carries a number indicating its position in the
corresponding window. Upon disposing of a message, the destination node sends back
a special control packet (permit) to the origin, which in the ARPANET is called RFNM
(ready for next message). The RFNM is also used as an end-to-end acknowledgment for
error control purposes. Upon reception of an RFNM the origin node frees up a space in
the corresponding window and is allowed to transmit an extra message. If an RFNM is
not received after a specified time-out, the origin node sends a control packet asking the
destination node whether the corresponding message was received. This protects against
loss of an RFNM, and provides a mechanism for retransmission of lost messages.

There is an additional mechanism within the subnet for multipacket messages that
ensures that there is enough memory space to reassemble these messages at their desti-
nation. (Packets in the ARPANET may arrive out of order at their destination.) Each
multipacket message must reserve enough buffer space for reassembly at the receiver
before it gets transmitted. This is done via a reservation message called REQALL (re-
quest for allocation) that is sent by the origin to the destination node. The reservation is
granted when the destination node sends an ALL (allocate) message to the origin. When
a long file is sent through the network, there is a long sequence of multipacket messages
that must be transmitted. It would then be wasteful to obtain a separate reservation for
each message. To resolve this problem, ALL messages are piggybacked on the returning
RFNMs of multipacket messages, so that there is no reservation delay for messages after
the first one in a file. If the reserved buffer space is not used by the origin node within a
given timeout, it is returned to the destination via a special message. Single-packet mes-
sages do not need a reservation before getting transmitted. If, however, such a message
finds the destination’s buffers full, it is discarded and a copy is eventually retransmitted
by the origin node after obtaining an explicit buffer reservation.

A number of improvements to the ARPANET scheme were implemented in late
1986 [Mal86]. First, the window size can be configured up to a maximum of 127;
this allows efficient operation in the case where satellite links are used. Second, there
can be multiple independent connections (up to 256) between two hosts, each with an
independent window; this provides some flexibility in accommodating classes of traffic
with different priorities and/or throughput needs. Third, an effort is made to improve the
fairness properties of the current algorithm through a scheme that tries to allocate the
available buffer space at each node fairly among all hosts. Finally, the reservation scheme
for multipacket messages described above has been eliminated. Instead, the destination
node simply reserves space for a multipacket message upon receiving the first packet of
the message. If space is not available, the packet is discarded and is retransmitted after
a time-out by the origin node.

The ARPANET flow control was supplemented by a rate adjustment scheme in
1989. Each node calculates an upper bound on flow rate for the origin-destination pairs
routing traftic through it (the origin and the destination are subnetwork packet switches).
This upper bound. also called a ration, is modified depending on the utilization of various
critical resources of the node (processing power, transmission capacity of incident links,
buffer space, etc.). The ration is adjusted up or down as the actual utilization of critical
resources falls below or rises above a certain target utilization. The node rations are

Samsung Exhibit 1015, Page 533 of 573




Sec. 6.4 Overview of Flow Control in Practice 517

broadcast to the entire network along with the routing update messages. Each origin
then sets its flow rate to each destination to the minimum of the rations of the nodes
traversed by the current route to the destination (these nodes become known to the origin
through the shortest path routing algorithm). The rates are implemented by using a leaky
bucket scheme as discussed in Section 6.3.

Flow control in the TYMNET. Flow control in the TYMNET is exercised
separately for each virtual circuit via a sequence of node-by-node windows. There is
one such window per virtual circuit and link on the path of the virtual circuit. Each
window is measured in bytes, and its size varies with the expected peak data rate (or
throughput class) of the virtual circuit. Flow control is activated via the backpressure
effect discussed in Section 6.2.2. Fairness is enhanced by serving virtual circuits on a
link via a round-robin scheme. This is accomplished by combining groups of bytes from
several virtual circuits into data link control frames. The maximum number of bytes for
each virtual circuit in a frame depends on the level of congestion on the link and the
priority class of the virtual circuit. Flow control permits are piggybacked on data frames,
and are highly encoded so that they do not require much bandwidth.

Flow control in SNA. We recall from Section 5.1.2 that the counterpart in SNA
of the OSI architecture network layer is called the path control layer, and that it includes
a flow control function called virtual route control. The corresponding algorithm. known
as the virtual route pacing scheme, is based on an end-to-end window for each virtual
circuit (or virtual route in SNA terminology). An interesting aspect of this scheme
is that the window size (measured in packets) is dynamically adjusted depending on
traftic conditions. The minimum window size is usually equal to the number of links
on the path, and the maximum window size is three times as large. Each packet header
contains two bits that are set to zero at the source. An intermediate node on the path
that is “moderately congested” sets the first bit to 1. If the node is “badly congested,” it
sets both bits to 1. Otherwise, it does not change the bits. Upon arrival of the packet.
the destination looks at the bits and increments the window size for no congestion,
decrements the window size for moderate congestion, or sets the window size to the
minimum for bad congestion.

Actually, the SNA scheme is a little different from the end-to-end window scheme
focused on so far. In the main scheme discussed in Section 6.2.1, the window size is
all’, and returning permits result in allocations of a packets each. We concentrated on
the case where & = 1. In SNA, however, IV = 1 and « (rather than 117) is adjusted
between the minimum and maximum window size referred to earlier. Furthermore, the
destination node can send a new a-packet allocation message (permit) upon reception
of the first packet in an a-packet batch. Thus, full-speed transmission under light load
conditions can be maintained even though 11"~ = 1.

In addition to virtual route control, SNA provides transport layer flow control
on a session-by-session basis, which is known as session level pacing. This becomes
necessary because a virtual route in SNA may contain several sessions that may have
different flow control needs. The main idea here is to prevent the transmitting end of a
session from sending data more quickly than the receiving end can process. Session-level
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pacing is basically a window scheme whereby the transmitting end can introduce a new
packet into the subnet upon receiving a permit (called a pacing response in SNA) from
the other end. An interesting twist is that pacing responses can be delayed at the node
through which the transmitting end of the session accesses the subnet. This provides the
subnet with the means to control the rate at which it accepts data from external users.

Flow control in a Codex network. In one of the Codex networks, there is an
end-to-end window associated with each virtual circuit. The window size is measured
in bytes and is proportional to the number of links on the virtual circuit path and a
nominal data rate for the virtual circuit. Returning permits are combined with end-to-end
acknowledgments used for error control purposes, so the window scheme does not require
additional communication overhead. Data link control (DLC) frames on each link are
formed by concatenating groups of bytes from several virtual circuits that have traffic in
queue. There is a maximum group size for each virtual circuit. Virtual circuits are served
on a round-robin basis and this provides a natural mechanism for maintaining fairness.

There is also a rate control mechanism in the Codex network that is unrelated to
the window scheme but plays a complementary role. The idea is to match the trans-
mission rate of a virtual circuit along its incoming and outgoing links at each node on
its path under heavy-load conditions. Without going into details (see [HSS861), this is
accomplished by adjusting the maximum number of bytes that a virtual circuit can insert
in a DLC frame. As an example, suppose that a virtual circuit is slowed down on a
given link due to heavy load. Then the start node of that link sends a special message to
the preceding node along the virtual circuit’s path, which proceeds to reduce the max-
imum number of bytes that a DLC frame can carry for this virtual circuit. One effect
of this scheme is that when congestion develops downstream, the end-to-end window of
a virtual circuit will not pile up entirely at the point of congestion, but rather will be
spread more or less evenly along the virtual circuit path starting from the source node
and ending at the point of congestion. This, combined with large memory space at the
nodes, tends to make buffer overflow unlikely.

Flow control in the PARIS network. PARIS is an experimental high-speed
packet switching system for integrated voice, video, and data communications. (PARIS
is an acronym for Packetized Automatic Routing Integrated System.) PARIS uses virtual
circuits and simple error control to expedite packet processing at the nodes, and achieve
high packet throughput. Routes are calculated with an adaptive shortest path routing
algorithm similar to the SPF algorithm of the ARPANET. Each link length is based on a
measure of the load carried by the link, and is broadcast from time to time through the
network using a spanning tree. Source routing is used; each packet carries the sequence
of identities of the nodes that it has yet to cross.

Flow control is based on the leaky bucket scheme described in Section 6.3. A
session requesting access to the network must provide the corresponding entry node
with some information regarding its characteristics, such as average rate, peak rate,
and average burst size. The entry node translates this information into an “‘equivalent
capacity,” which is a measure of bandwidth required by the session at each link along
its path. The entry node then does a routing calculation to obtain a shortest path among
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the paths that can accommodate the session. If no suitable path is found, the session is
rejected. Otherwise the session is accepted and its leaky bucket parameters are determined
based on its requirements and the current load of its path. The session may transmit
more packets than the ones permitted by its leaky bucket. However, these extra packets
are tagged as “red” and the network may discard them much more readily than other
packets, which are called “green” and are given preferential access to buffer space. Even
though the order of transmission of red and green packets is preserved, the algorithm
is operated so that red packets have minimal effect on the loss rate of green packets.
The leaky bucket parameters are kept constant during the lifetime of a session. It was
found that dynamic adjustment of these parameters was of limited use because congestion
information was largely outdated due to the high network speed and the relatively large
propagation delays. We refer to [CiG88] and [CGK90] for further details.

Flow control in X.25. As discussed in Section 2.8.3, flow control at the X.25
packet level is implemented by means of a separate window for each virtual circuit. The
default window size is 2, but it may be set as high as 7 or 127. Flow control is exercised
in both directions [i.e., from the user’s machine (DTE) to the entry point of the network
(DCE), and also from DCE to DTE]. The implementation of the window strategy is
reminiscent of DLC protocols. Each data packet contains a three-bit sequence number
and a three-bit request number. (If the window size is 127, these numbers are seven bits
long.) The sequence number gives the position of the packet within the sender’s window,
while the request number is the number of the next packet expected to be received by
the sender. Thus, the request number plays the role of a permit allowing the receiver to
advance the corresponding window.

There is also a provision in X.25 for flow control between two DTEs communicat-
ing through the subnet. The X.25 packet format contains a special bit (called the D bit)
that determines whether the piggyback number of a packet received by a DTE relates to
the directly attached DCE (D = 0) or the remote DTE (D = 1). In the latter case, the
request number serves as a permit for the advancement of a window maintained for flow
control purposes between the two DTEs.

6.5 RATE ADJUSTMENT ALGORITHMS

In this section we look at two systematic formulations of the flow control problem
to obtain algorithms for input rate adjustment. In the first approach (Section 6.5.1) we
formulate an optimization problem that mathematically expresses the objective of striking
a proper balance between maintaining high throughput and keeping average delay per
packet at a reasonable level. In the second approach (Section 6.5.2) we emphasize
fairness while maintaining average delay per packet at an acceptable level.

6.5.1 Combined Optimal Routing and Flow Control

We consider the possibility of combining routing and end-to-end flow control within the
subnet by adjusting optimally both the routing variables and the origin—destination (OD)

Samsung Exhibit 1015, Page 536 of 573



520 Flow Control Chap. 6

pair input rates. A special case arises when routing is fixed and the only variables to be
adjusted are the input rates—a problem of pure flow control.

We adopt a flow model similar to the one discussed in the context of optimal routing
in Section 5.4, and we denote by r,. the input rate of an OD pair w. We first formulate a
problem of adjusting routing variables together with the inputs r,, so as to minimize some
“reasonable” cost function. We subsequently show that this problem is mathematically
equivalent to the optimal routing problem examined in Chapter 5 (in which r,. is fixed),
and therefore the optimality conditions and algorithms given there are applicable.

If we minimize the cost function ZU‘.,;J D;;(Fi;) of the routing problem with re-
spect to both the path flows {x,,} and the inputs {r,,}, we unhappily find that the optimal
solution is r, = 0 and r,. = O for all p and w. This indicates that the cost function
should include a penalty for inputs 7, becoming too small and leads to the problem

minimize Y Di(Fi)+ Y ewlru)

(i.j) well
subject to IEZP rp=r,. foralluwell 6.2)

x, >0, forallpe P,, weW
0<r. <T,. for all w € 1V

Here the minimization is to be carried out jointly with respect to {.r,} and {r,}. The
given values 7, represent the desired input by OD pair u (i.e., the offered load for w.
defined as the input for w that would result if no flow control were exercised). As before,
Fij is the total flow on link (i. j) (i.e., the sum of all path flows traversing the link). The
functions ¢,. are of the form shown in Fig. 6.18 and provide a penalty for throttling the
inputs .. They are monotonically decreasing on the set of positive numbers (0. >), and
tend to x as r,. tends to zero. We assume that their first and second derivatives, ¢!, and
el exist on (0, >c) and are strictly negative and positive, respectively. An interesting
class of functions e, is specified by the following formula for their first derivative:

=

by
Q. . .
e ry) = — <i> . for a, and b, given positive constants (6.3)

Tu

As explained later in this section, the parameters a,, and b, influence the optimal mag-

e, (r,)

tnput Rate r,,

Figure 6.18 Typical form of penalty function for throttling the input rate r,..
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nitude of input r, and the priority of OD pair w, respectively. The functions D;; are
defined and are monotonically increasing with positive second derivative in an interval
[0. Cy;), where C;; is either finite, representing link capacity, or is equal to oc.

The value of the preceding formulation is enhanced if we adopt a broader view of
w and consider it as a class of sessions sharing the same set of paths P,,. This allows dif-
ferent priorities (i.e., different functions e,,.) for different classes of sessions even if they
share the same paths. A problem where P,. consists of a single path for each w can also be
considered. This is a problem of pure flow control, namely, choosing the optimal fraction
of the desired input flow of each session class that should be allowed into the network.

We now show that the combined routing and flow control problem of Eq. (6.2) is
mathematically equivalent to a routing problem of the type considered in Section 5.4,
Let us introduce a new variable y,. for each w € W via the equation

Yu = Tw = Tw (6.4)

We may view y,, as the overflow (the portion of 7,, blocked out of the network), and
consider it as a flow on an overflow link directly connecting the origin and destination
nodes of w as shown in Fig. 6.19. If we define a new function E,. by

Ew(yu') = €Ty — Ilu) (65)

the combined routing and flow control problem of Eq. (6.2) becomes, in view of the
definition y,. =7, — 1y,

minimize Zl),’j(F,’j)+ Z Ew(yw)

(. weW
subject to Z Tyt Y = T forall w e W (6.6)
pE P

x, > 0. forallpe Pp,.weWw
Yuw > 0, for all w e W

Origin node
of OD pair w

Destination node
of OD pair w

Overflow fink

Figure 6.19 Mathematical equivalence of the flow control problem with an optimal
routing problem based on the introduction of an artificial overflow link for each OD pair
w. The overflow link carries the rejected traftic (i.e.. the difference between desired and
accepted input flow, ¥y, — ry). The cost of the overflow link is obtained from the cost
€, for throttling the input by a change of variable.
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E, (y,)

7, Overflow Traffic y,,

Figure 6.20 Cost function for the overflow link. The cost E.(y,.) for overflow traffic
Yo equals the cost e, (ry) for input traffic ro. = 7w — Y-

The form of the function £, of Eq. (6.5) is shown in Fig. 6.20. If e, (rw) — oo
as rp, — 0 (i.e., there is “infinite penalty” for completely shutting off the class of
sessions w), then F,,(y.) — 20 as the overflow y,, approaches its maximum value—the
maximum input 7. Thus, £, may be viewed as a “delay” function for the overflow
link, and 7, may be viewed as the “capacity” of the link.

It is now clear that the problem of Eq. (6.6) is of the optimal routing type considered
in Section 5.4, and that the algorithms and optimality conditions given in Sections 5.5
to 5.7 apply. In particular, the application of the shortest path optimality condition of
Section 5.5 (see also Problem 5.24) yields the following result:

A feasible set of path flows {x}} and inputs {r;.} is optimal for the combined
routing and flow control problem of Eq. (6.2) if and only if the following conditions
hold for each p € P, and w € W:

;>0 = dy < dy. for all p' € P,.. and dy < —e (r})  (6.7a)
7 < T = —el(rr) < . forall pe P, (6.7b)

where d5 is the first derivative length of path p [d}, = >, ;,c, Di;(F}). and F;
is the total flow of link (4, j) corresponding to {T;} 1.

Note that the optimality conditions (6.7) depend only on the derivatives of the
functions D;; and e,.. This means that arbitrary constants could be added to D;; and e,
without affecting the optimum. Note also from the optimality condition (6.7b) that the
optimum point 7, is independent of 7. as long as 7, > r}.. This is a desirable feature
for a flow control strategy, preventing sessions that are being actively flow controlled
from attempting to increase their share of the resources by increasing their demands. A
simple example illustrates the optimality conditions (6.7).

Example 6.3

Consider the situation in Fig. 6.21 involving a single link connecting origin and destination.
The cost function is
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S

Figure 6.21 Example problem involving
Overflow an origin and a destination connected by a
link single link.

where the first term represents a penalty due to large delay |cf. the term D;;(Fy;) in
Eq. (6.2)], and the second term represents a penalty for small throughput [cf. the term
ew(rw) in Eq. (6.2)]. The constant C' is the capacity of the link, while the parameter a is
a positive weighting factor. The equivalent routing problem [cf. Eq. (6.6)] is

o a
minimize

C—r * T—y
subjectto r +y =T, r>0,y>0
where y = T —r represents the amount of offered load rejected by flow control (equivalently,
the flow on the fictitious overflow link). The optimality conditions (6.7) show that there
will be no flow control (y = 0.r = 7) if
C <&
(-7 7
(i.e., if the first derivative length of the overflow link exceeds the first derivative length of
the regular link). Equivalently, there will be no flow control if

Va

F<O———+

Va+<C
According to the optimality condition [Eq. (6.7)], when there is flow control (y > 0, r < 7),
the two first derivative lengths must be equal, that is,
(& N a

(C—rP F-y7?

Substituting y = 7 — r and working out the result yields
Va

va+ V<@
The solution as a function of offered load is shown in Fig. 6.22. Note that the throughput is
independent of the offered load beyond a certain point, as discussed earlier. The maximum

throughput C'\/a/(v/a + V/C) can be regulated by adjustment of the parameter a and tends
to the capacity (" as a — .

v

The meaning of the parameters a,, and b,, in the cost function specified by the

formula [cf. Eq. (6.3)]
b
! (lu‘
eu;(rw) - = (7_’>

can now be clarified in the light of the optimality condition (6.7b). Consider two distinct
classes of sessions, | and w, sharing the same paths (P,, = P,,). Then the condition
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Accepted Load r

s

Point where

f

|

|

|

|

|

|

" flow control

l/ becomes active
CVa Offered Load 7

Va+VC

Figure 6.22 Optimal accepted load as a function of offered load in the flow control
example. Flow control becomes active when the offered load exceeds a threshold level
that depends on the weighting factor a.

(6.7b) implies that at an optimal solution in which both classes of sessions are throttled
(T‘:j,‘ < F{m B 7‘:‘: < Tu.))

—e! (% )y=—c  (r*)= min {d*} = min {d 6.8
€ (1) = =€, () 1)1;1}?‘{,,} pg\gz{p} (6.8)

If e/, and ¢/,

w

be seen that:

are specified by parameters «,.,.b,, and @,,.b,. as in Eq. (6.3), it can

2

1. If b, = b,.,. then

+
Te, | Qu,

i
rw; (s

and it follows that the parameter a,. influences the optimal, relative input rate of
the session class w.

2. If 4y, = Gy = a and by, < by, (see Fig. 6.23), the condition (6.8) specifies that
when the input flows must be made small (rz*u . rjj‘: < a), the session class u» (the
one with higher parameter b,.) will be allowed a larger input. It follows that the
parameter b, influences the relative priority of the session class w under heavy
load conditions.

6.5.2 Max-Min Flow Control

One of the most difficult aspects of flow control is treating all sessions fairly when it is
necessary to turn traffic away from the network. Faimness can be defined in a number
of different ways, but one intuitive notion of fairness is that any session is entitled to as
much network use as is any other session. Figure 6.24 clarifies some of the ambiguities
in this notion. One session flows through the tandem connection of all links, and each
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T

min {d,} =min {d, ]

pePw‘ prwz High priority traffic cost

()™
fWZ

by, < by,

Low priority traffic cost

()

\ Tw,

[V S ——

Figure 6.23 Incorporating priorities of session classes in the cost function of the flow
control formulation. The session class with larger b, will be throttled less under heavy
load conditions.

other session goes through only one link. It is plausible to limit sessions 0, 1, and 2 to
a rate of 1/3 each, since this gives each of these sessions as much rate as the others.
It would be rather pointless, however, to restrict session 3 to a rate of 1/3. Session 3
might better be limited to 2/3, since any lower limit would waste some of the capacity
of the rightmost link without benefitting sessions 0, 1, or 2, and any higher limit would
be unfair because it would further restrict session 0.

This example leads to the idea of maximizing the network use allocated to the
sessions with the minimum allocation, thus giving rise to the term max-min flow control.
After these most poorly treated sessions are given the greatest possible allocation, there
might be considerable latitude left for choosing allocations for the other sessions. It is
then reasonable to maximize the allocation for the most poorly treated of these other
sessions, and so forth, until all allocations are specified. An alternative way to express
this intuition, which turns out to be equivalent to the above, is to maximize the allocation
of each session 4 subject to the constraint that an incremental increase in 7’s allocation
does not cause a decrease in some other session’s allocation that is already as small as
i’s or smaller.

We assume a directed graph G = (N, .A) for the network and a set of sessions P
using the network. Each session p has an associated fixed path in the network. We use p

Session 1 Session 2 Session 3

Figure 6.24 The fair solution is to give to
sessions 0, 1, and 2 a rate of 1/3 cach and
to give session 3 a rate of 2/3 10 avoid
wasting the extra capacity available at the
rightmost link.

Capacity =1 — Capacity = 1

Session 0
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both to refer to the session and to its path (if several sessions use the same path, several
indices p refer to the same path). Thus, in our model we assume a fixed, single-path
routing method.

We denote by 7, the allocated rate for session p. The allocated flow on link a of
the network is then

Fo= > np (6.9)

all sessions p

crossing link a
Letting C, be the capacity of link a, we have the following constraints on the vector
r = {rp | p € P} of allocated rates:

r, >0, forallpeP (6.10a)
F,<C,. forallac A (6.10b)

A vector r satisfying these constraints is said to be feasible.

A vector of rates r is said to be max-min fair if it is feasible and for eachp € P, )
cannot be increased while maintaining feasibility without decreasing r,, for some session
p' for which r,, < r,. (More formally, r is max-min fair if it is feasible, and for each
p € P and feasible 7 for which r, < 7,, there is some p’ with r, > rp and 7 > 7p)
Our problem is to find a rate vector that is max-min fair.

Given a feasible rate vector r, we say that link a is a bottleneck link with respect
to r for a session p crossing a if F, = C, and r, > r for all sessions p’ crossing
link a. Figure 6.25 provides an example of a max-min fair rate vector and illustrates
the concept of a bottleneck link. In this example, every session has a bottleneck link. It
turns out that this property holds in general as shown in the following proposition:

Session 4 (rate 1)

Session 1 (rate 2/3)

All link capacities = 1

Session 5 (rate 1/3) (
Session 3 (rate 1/3) —
Session 2 (rate 1/3} A\ / I\ /

Figure 6.25 Max-min fair solution for an example network. The bottleneck links of
sessions 1, 2, 3,4, and 5 are (3.5). (2,3). (2,3), (4,5), and (2,3), respectively. Link (3,5)
is not a bottleneck link for session 5 since sessions 1 and 5 share this link and session 1
has a larger rate than session 5. Link (1.3) is not a bottleneck link of any session since
it has an excess capacity of 1/3 in the fair solution.
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Proposition. A feasible rate vector r is max-min fair if and only if each session
has a bottleneck link with respect to 7.

Proof: Suppose that 7 is max-min fair and, to arrive at a contradiction, assume that
there exists a session p with no bottleneck link. Then, for each link a crossed by p for
which F, = C,, there must exist a session p, # p such that r, > r,; thus the quantity

s _[Co—Fa ifF.<C,
ST e = i Fa=Cy

is positive. Therefore, by increasing r,, by the minimum &, over all links a crossed by p,
while decreasing by the same amount the rates of the sessions 7, of the links a crossed
by p with F, = C,, we maintain feasibility without decreasing the rate of any session
p' with 7, < rp: this contradicts the max-min fairness property of r.

Conversely, assume that each session has a bottleneck link with respect to the
feasible rate vector r. Then, to increase the rate of any session p while maintaining
feasibility, we must decrease the rate of some session p’ crossing the bottleneck link a
of p (because we have F, = C, by the definition of a bottleneck link). Since rp < 7,
for all p’ crossing a (by the definition of a bottleneck link), the rate vector r satisfies the
requirement for max-min fairness. Q.E.D.

Next, we give a simple algorithm for computing max-min fair rate vectors. The
idea of the algorithm is to start with an all-zero rate vector and to increase the rates on
all paths together until ¥, = C, for one or more links a. At this point, each session
using a saturated link (i.e., a link with F, = C,) has the same rate at every other session
using that link. Thus, these saturated links serve as bottleneck links for all sessions using
them.

At the next step of the algorithm, all sessions not using the saturated links are
incremented equally in rate until one or more new links become saturated. Note that the
sessions using the previously saturated links might also be using these newly saturated
links (at a lower rate). The newly saturated links serve as bottleneck links for those
sessions that pass through them but do not use the previously saturated links. The
algorithm continues from step to step, always equally incrementing all sessions not
passing through any saturated link; when all sessions pass through at least one saturated
link, the algorithm stops.

In the algorithm, as stated more precisely below, A* denotes the set of links not
saturated at the beginning of step k, and P* denotes the set of sessions not passing
through any saturated link at the beginning of step k. Also, n* denotes the number of
sessions that use link a and are in P*. Note that this is the number of sessions that will
share link a’s yet unused capacity. Finally, 7% denotes the increment of rate added to all
of the sessions in P* at the k™ step.

Initial conditions: k =1, F{ =0, ry =0, P! = P,and A' = A,

1. n* := number of sessions p € P* crossing link a
2. 7 = minge 4 (Co — FE1) /mk

xR
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3 ke {r;‘;“‘ + 7k forpe P*
P k=l otherwise
4. Fric = chros&mgurs
5. Aktli={a | C, — FF >0}
6. P*+1:= {p| p does not cross any link a € Ak+'}
7. ki=k+1

8. If P* is empty, then stop; else go to 1.

At each step k, an equal increment of rate is added to all sessions not yet passing
through a saturated link, and thus at each step k, all sessions in P* have the same rate.
All sessions in P* passing through a link that saturates in step k have at least as much
rate as any other session on that link and hence are bottlenecked by that link. Thus upon
termination of the algorithm, each session has a bottleneck link, and by the proposition
shown earlier, the final rate vector is max-min fair,

Example 6.4

Consider the problem of max-min fair allocation for the five sessions and the network shown
in Fig. 6.25. All links have a capacity of one.

Step 1. All sessions get a rate of 1/3. Link (2.3) is saturated at this step, and the
rate of the three sessions (2, 3, and 5) that go through it is fixed at 1/3.

Step 2: Sessions 1 and 4 get an additional rate increment of 1/3 for a total of 2/3.
Link (3,5) is saturated, and the rate of session 1 is fixed at 2/3.

Step 3: Session 4 gets an additional rate increment of 1/3 for a total of 1. Link (4,5)
is saturated. and the rate of session 4 is fixed at I. Since now all sessions go through
at least one saturated link, the algorithm terminates with the max-min fair solution
shown in Fig. 6.25.

Several generalizations can be made to the basic approach described above. First,
to keep the flow on each link strictly below capacity, we can replace C, in the algorithm
with some fixed fraction of C,. Next, we can consider ways to assign different priorities
to different kinds of traffic and to make these priorities sensitive to traffic levels. If
b,(rp) is an increasing function representing the priority of p at rate rp, the max-min
fairness criterion can be modified as follows: For each p, maximize r, subject to the
constraint that any increase in r, would cause a decrease of r, for some p' satisfying
by (rpr) < by(rp). Itis easy to modify the algorithm above to calculate fair rates with such
priorities. Another twist on the same theme is to require that each r,, be upper bounded
by C, — F,, on each link used by path p; the rationale is to maintain enough spare capacity
on each link to be able to add an extra session. The problem here, however, is that as the
number of sessions on a link grow, the reserve capacity shrinks to zero and the buffer
requirement grows with the number of sessions, just like the corresponding growth using
windows. This difficulty can be bypassed by replacing the constraint r, < C, — F,, by a
constraint of the form r, < (C, — F,)q,, where g, is a positive scalar factor depending
on the number of sessions crossing link a (see Problem 6.18).

There has been a great deal of work on distributed algorithms that dynamically
adjust the session rates to maintain max-min fairness as the sessions change. A repre-
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sentative algorithm {Hay81] will help in understanding the situation. In this algorithm,
v¥ represents an estimate of the maximum allowable session rate on link a at the k%
iteration, F¥ is the allocated flow on link a corresponding to the rates r,’;, and n, is the

number of sessions using link a. The typical iteration of the algorithm is

v k
k+1 k_*_(’ﬂgFa

v =,
a a Na
it = min of*
links a on
path p

Each iteration can be implemented in a distributed way by first passing the values v*+!
from the links a to the sessions using those links, and then passing the values r%+!
from the sessions p to the links used by these sessions. The major problem is that the
allocated rates can wander considerably before converging, and link flows can exceed
capacity temporarily. There are other algorithms that do not suffer from this difficulty
([GaB84b] and [Mos84]). In the algorithm of [GaB84b], the session rates are iterated at
the session sources according to

C, — FF — &
= min {rFgp 20 P
P links @ on p I+n,
path p
This algorithm aims at solving the max-min fair flow control problem subject to the
additional constraints 7, < C, — F, for each session p and link a crossed by p (see
Problem 6.18). By adding the relation
C, — Fk —rk
k+1 k a a P
r <r
o STpT 1+ n,
over all sessions p crossing link q, it is straightforward to verify that

FRl < TaCa_

T 14,
so the link flows are strictly less than the link capacities at all times. Extensions of this
algorithm to accommodate session priorities are possible (see {GaB84b]).

Max-min fair rates may be implemented using leaky bucket schemes as discussed
in Section 6.3. Another approach to implementing max-min fair rates has been explored
in [HaG86]. This approach avoids both the problem of communication in a distributed
algorithm and also the problem of the ambiguity in the meaning of rate for interactive
traffic. The idea is very simple: Serve different sessions on each link in the network on
a round-robin basis. This means that if a session always has a packet waiting at a node
when its turn comes up on the outgoing link, that session gets as much service as any
other session using that link. Thus, to achieve max-min fairness, it is only necessary
that each session always has a packet waiting at its bottleneck link. In fact, it can be
shown that by using node-by-node windowing with a large enough window, a session
that always has something to send will always have a packet waiting at its bottleneck
link (see [Hah86]).
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SUMMARY

In this chapter we identified the major flow control objectives as limiting average
delay and buffer overflow within the subnet, and treating sessions fairly. We reviewed the
major flow control methods, and we saw that the dominant strategies in practice are based
on windows and input rate control. Window strategies combine low overhead with fast
reaction to congestion but have some limitations, particularly for networks with relatively
large propagation delay. Window strategies are also unsuitable for sessions that require a
minimum guaranteed rate. Rate adjustment schemes are usually implemented by means
of leaky buckets. However, there remain a number of questions regarding the choice
and adjustment of the leaky bucket parameters in response to traffic conditions. We also
described two theoretical input rate adjustment schemes. The first scheme extends the
optimal routing methodology of Chapter 5 to the flow control context, and combines
routing and flow control into a single algorithm. The second scheme assumes fixed,
single-path routing for each session, and focuses on maintaining flow control fairness.

NOTES, SOURCES, AND SUGGESTED READING

Section 6.1.  Extensive discussions of flow control can be found in the April 1981
special issue of the IEEE Transactions on Communications. An informative survey is
[GeK80]. A more recent survey {GeK89] discusses flow control in local area networks.

Section 6.2. The special difficulties of window flow control along satellite links
are discussed in [GrB83].

Section 6.3. The leaky bucket scheme is discussed in [Tur86] and [Zha89]. Sev-
eral rate control schemes are discussed in [Gol90a], [Gol90b], [ELL90a], and [ELL90b].

Section 6.4. Flow control in the ARPANET is described in several sources (e.g.,
[Kle76] and [KIO77]). The more recent rate control scheme is discussed in [RFS91]
and [ELS90]. The TYMNET flow control system is discussed in [Tym81]. For further
discussion on SNA, see [Ahu79] and [GeY82], and for more on the Codex network, see
[HSS86]. The PARIS flow control scheme and other PARIS protocols are discussed in
[CiG88], and [CGK90].

Section 6.5. The combined optimal routing and flow control was formulated in
[GaG80] and [Gol80]. For additional material on this subject, see [Ibe81] and [Gaf82].
A simulation together with a discussion of practical implementation schemes is given in
[ThC86]. Flow control based on adjusting the rate of encoding of digitized voice has
been considered in [BGS80]. The material on fair flow control is based on [Hay81]. For
related work, see [Jaf81], [GaB84b], [Mos84], [Hah86], and [HaG86].
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PROBLEMS

6.1 Consider a window flow controlled virtual circuit going over a satellite link. All packets
have a transmission time of 5 msec. The round-trip processing and propagation delay is 0.5
sec. Find a lower bound on the window size for the virtual circuit to be able to achieve
maximum speed transmission when there is no other traffic on the link.

6.2 Suppose that the virtual circuit in Problem 6.1 goes through a terrestrial link in addition to
the satellite link. The transmission time on the terrestrial link is 20 msec, and the processing
and propagation delay is negligible. What is the maximum transmission rate in packets/sec
that can be attained for this virtual circuit assuming no flow control? Find a lower bound to
an end-to-end window size that will allow maximum transmission rate assuming no other
traffic on the links. Does it make a difference whether the terrestrial link is before or after
the satellite link?

6.3 Suppose that node-by-node windows are used in the two-link system of Problem 6.2. Find
lower bounds on the window size required along each link in order to achieve maximum
speed transmission, assuming no other traffic on the links.

6.4 The three-node network of Fig. 6.26 contains only one virtual circuit from node 1 to 3, and
uses node-by-node windows. Each packet transmission on link (1,2) takes 1 sec, and on
link (2.3) takes 2 sec: processing and propagation delay is negligible. Permits require 1 sec
to travel on each link. There is an inexhaustible supply of packets at node 1. The system
starts at time 0 with W~ permits at node 1. W permits at node 2, and no packets stored at
nodes 2 and 3. For W™ = 1, find the times, from O to 10 sec at which a packet transmission
starts at node 1 and node 2. Repeat for W' = 2.

6.5 In the discussion of node-by-node window flow control, it was assumed that node ¢ can send
a permit back to its predecessor (i — 1) once it releases a packet to the DLC of link (¢,7+1).
The alternative is for node ¢ to send the permit when it receives the DLC acknowledgment
that the packet has been received correctly at node i + 1. Discuss the relative merits of the
two schemes. Which scheme requires more memory? What happens when link (i,i + 1) is
a satellite link?

6.6 Consider a combined optimal routing and flow control problem involving the network of
Fig. 6.27 (cf. Section 6.4.1). The cost function is

2 2 2 a a
(Fi3)” + (Fa3)” + (P + — + —
T mn
where a is a positive scalar parameter. Find the optimal values of the rates ry and r for
each value of a.

6.7 Consider six nodes arranged in a ring and connected with unit capacity bidirectional links
(i.i+1),i=1.2.3.4.5. and (6,1). There are two sessions from nodes 1, 2, 3, 4, and 5
to node 6, one in the clockwise and one in the counterclockwise direction. Similarly, there
are two sesstons from nodes 2, 3, and 4 to node 5. and two sessions from node 3 to node
4. Find the max-min fair rates for these sessions.

-O—0O—0

Figure 6.26
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Origin 1

o Destination

Origin 2
Figure 6.27

Suppose that the definition of a fair rate vector of Section 6.4.2 is modified so that, in
addition to Eq. (6.10), there is a constraint 7, < by that the rate of a session p must satisfy.
Here by is the maximum rate at which session p is capable of transmitting. Modify the
algorithm given in Section 6.4.2 to solve this problem. Find the fair rates for the example
given in this section when by, = 1, for p = 2.4,5 and by = 1/4, for p = 1.3. Hint: Add a
new link for each session.

The purpose of this problem is to illustrate how the relative throughputs of competing
sessions can be affected by the priority rule used to serve them. Consider two sessions A
and B sharing the first link L of their paths as shown in Fig. 6.28. Each session has an end-
to-end window of two packets. Permits for packets of A and B arrive d 4 and d g seconds,
respectively, after the end of transmission on link L. We assume that d 4 is exponentially
distributed with mean of unity, while (somewhat unrealistically) we assume that dg = 0.
Packets require a transmission time on L which is exponentially distributed with mean of
unity. Packet transmission times and permit delays are all independent. We assume that a
new packet for A (B) enters the transmission queue of L immediately upon receipt of a
permit for A (B).

(a) Suppose that packets are transmitted on L on a first-come first-serve basis. Argue that
the queue of L can be represented by a Markov chain with the 10 queue states BB, BBA,
BAB, ABB, BBAA, BABA, BAAB, ABBA, ABAB, and AABB (each letter stands for
a packet of the corresponding session). Show that all states have equal steady-state
probability and that the steady-state throughputs of sessions A and B in packets/sec are
0.4 and 0.6, respectively.

Now suppose that transmissions on link L are scheduled on a round-robin basis. Between
successive packet transmissions for session B, session A transmits one packet if it has
one waiting. Draw the state transition diagram of a five-state Markov chain which

(b

-~

Link L

Session 8
Figure 6.28
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models the queue of L. Solve for the equilibrium state probabilities. What are the
steady-state throughputs of sessions A and B?

(c) Finally, suppose that session A has nonpreemptive priority over session B at link L.
Between successive packet transmissions for session B, session A transmits as many
packets as it can. Session B regains control of the link only when A has nothing to
send. Draw the state transition diagram of a five-state Markov chain which models L
and its queue. Solve for the equilibrium state probabilities. What are the steady-state
throughputs of sessions A and B?

6.10 Consider a window between an external source and the node by which that source is con-
nected to the subnet. The source generates packets according to a Poisson process of rate
A. Each generated packet is accepted by the node if a permit is available. If no permit is
available, the packet is discarded, never to return. When a packet from the given source
enters the DLC unit of an outgoing link at the node, a new permit is instantaneously sent
back to the source. The source initially has two permits and the window size is 2. Assume
that the other traffic at the node imposes a random delay from the time a packet is accepted
at the node to the time it enters the DLC unit. Specifically, assume that in any arbitrarily
small interval 6, there is a probability 16 that a waiting packet from the source (or the first
of two waiting packets) will enter the DLC; this event is independent of everything else.
(a) Construct a Markov chain for the number of permits at the source.

(b) Find the probability that a packet generated by the source is discarded.

(c) Explain whether the probability in part (b) would increase or decrease if the propagation
and transmission delay from source to node and the reverse were taken into account.

(d) Suppose that a buffer of size k is provided at the source to save packets for which no
permit is available; when a permit is received, one of the buffered packets is instantly
sent to the network node. Find the new Markov chain describing the system, and find
the probability that a generated packet finds the buffer full.

6.11 Consider a network with end-to-end window flow control applied to each virtual circuit.
Assume that the data link control operates perfectly and that packets are never thrown away
inside the network; thus, packets always arrive at the destination in the order sent, and all
packets eventually arrive.

(a) Suppose that the destination sends permits in packets returning to the source; if no return
packet is available for some time-out period, a special permit packet is sent back to the
source. These permits consist of the number modulo m of the next packet awaited by
the destination. What is the restriction on the window size W in terms of the modulus
m? Why?

(b) Suppose next that the permits contain the number modulo m of each of the packets
in the order received since the last acknowledgment was sent. Does this change your
answer to part (a)? Explain.

(c) Is it permissible for the source to change the window size W without prior agreement

from the destination? Explain.

How can the destination reduce the effective window size below the window size used

by the source without prior agreement from the source? (By effective window size we

mean the maximum number of packets for the source—destination pair that can be in
the network at one time.)

d

-

6.12 Consider a node-by-node window scheme. In an effort to reduce the required buffering, the
designers associated the windows with destinations rather than with virtual circuits. Assume
that all virtual circuit paths to a given destination j use a directed spanning tree so that each
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node i # j has only one outgoing link for traffic to that destination. Assume that each node

i # j originally has permits for two packets for j that can be sent over the outgoing link

to j. Each time that node 7 releases a packet for j into its DLC unit on the outgoing link,

it sends a new permit for one packet back over the incoming link over which that packet

arrived. If the packet arrived from a source connected to ¢, the permit is sent back to the

source (each source also originally has two permits for the given destination).

(a) How many packet buffers does node ¢ have to reserve for packets going to destination
7 to guarantee that every arriving packet for j can be placed in a buffer?

(b) What are the pros and cons of this scheme compared with the conventional node-by-node
window scheme on a virtual circuit basis?

Consider a network using node-by-node windows for each virtual circuit. Describe a strategy
for sending and reclaiming permits so that buffer overflow never occurs regardless of how
much memory is available for packet storage at each node and of how many virtual circuits
are using each link. Hint: You need to worry about too many permits becoming available
to the transmitting node of each link.

Consider a network using a node-by-node window for each session. Suppose that the
transmission capacity of all links of the networks is increased by a factor K and that the
number of sessions that can be served also increases by a factor K. Argue that in order
for the network to allow for full-speed transmission for each session under light traffic
conditions, the total window of the network should increase by a factor K if propagation
delay is dominated by packet transmission time and by a factor K if the reverse is true.

Consider the variation of the leaky bucket scheme where ™ > 1 permits are allocated
initially to a session and the count is restored back to W™ every W' /r seconds. Develop a
Markov chain model for the number of packets waiting to get a permit. Assume a Poisson
arrival process.

Describe how the gradient projection method for optimal routing can be used to solve in
distributed fashion the combined optimal routing and flow control problem of Section 6.5.1.

Let r be a max-min fair rate vector corresponding to a given network and set of sessions.

(a) Suppose that some of the sessions are eliminated and let 7 be a corresponding max-min
fair rate vector. Show by example that we may have 7, < r}, for some of the remaining
sessions p.

(b) Suppose that some of the link capacities are increased and let 7 be a corresponding max-
min fair rate vector. Show by example that we may have 7, < rp for some sessions p.

Alternative Formulation of Max-Min Fair Flow Control ([Jaf81] and [GaB84b]). Consider

the max-min flow control problem where the rate vector r is required, in addition, to satisfy

rp < (Ca — Fa)ga for each session p and link a crossed by session p. Here gq are given

positive scalars.

(a) Show that a max-min fair rate vector exists and is unique, and give an algorithm for
calculating it.

(b) Show that for a max-min fair rate vector, the utilization factor p, = F,/Cq of each

link a satisfies
Nadfa

<
pa = 1+ Naqa

where ng is the number of sessions crossing link a.

(¢) Show that additional constraints of the form rp, < Rp, where Ry is a given positive
scalar for each session p, can be accommodated in this formulation by adding to the
network one extra link per session.
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6.19 Guaranteed Delay Bounds Using Leaky Buckets [PaG91a].[PaG91b]. In this problem we
show how guaranteed delay bounds for the sessions sharing a network can be obtained by
appropriately choosing the sessions’ leaky bucket parameters. We assume that each session
¢ has a fixed route and is constrained by a leaky bucket with parameters ¥¥; and r;, as in
the scheme of Fig. 6.16. We assume a fluid model for the traffic, i.e., the packet sizes are
infinitesimal. In particular, if .4;(r. ?) is the amount of session ¢ traffic entering the network
during an interval [7.1],

A )y < Wi+ rit—=r1).
Let Tf(r. t) be the amount of session : traffic transmitted on link [ in an interval [r.{].
Assume that each link { transmits at its maximum capacity C'; whenever it has traffic in queue

and operates according to a priority discipline, called Rate Proportional Processor Sharing,
whereby if two sessions i and j have traffic in queue throughout the interval 7. ¢], then

Tt _
T;(r. T

(6.11)

We also assume that bits of the same session are transmitted in the order of their arrival.
(For practical approximations of such an idealized scheme, see [PaG91a].) Let S({) be the
set of sessions sharing link [ and let
Z. o ri
D= 1€S()
oD —a

be the corresponding link utilization. Assume that p(!) < 1 for all links .

(a) Let I; be the first link crossed by session :. Show that the queue length at link /; for
sesston ¢ is never more than 1. Furthermore, at link [;, each bit of session : waits
in queue no more than 1175 p({;)/r; time units, while for each interval [r. ¢] throughout
which session ¢ has traffic in queue,

Thr ) > _____r,'(f —7)
()2 o)

Hint: The rate of transmission of session i in an interval throughout which session ¢
has traffic in queue is at least r; /p(l;). If 7 and ¢ are the start and end of a busy period
for session i, respectively, the queue length at times ¢ € [T, ] is

Q)= AFO-THEH < Wi+ (ri - ) (t—7)
py)

(b) Let plqar be the maximum utilization over the links crossed by session ¢ and assume
that processing and propagation delay are negligible. Show that the amount of traffic
of session i within the entire network never exceeds ;. Furthermore, the time spent
inside the network by a bit of session ¢ is at most W ppyar/ri. Hint: Argue that while
some link on session ¢’s path has some session 1 traffic waiting in queue, the rate of
departure of session ¢ traffic from the network is at least r;/p,q.-

Consider now a generalization of the preceding scheme called Generalized Processor
Sharing. In particular, suppose that at each link {, instead of Eq. (6.11), the following
relation holds for all sessions 7, ; € S(I)

(c

Tl ty
T}(r. fH o

o
{
J
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where of ai- are given positive numbers. For any session i define

i

g; = min 9,
Y = — =t
al tinks [ p(D) Z ) O
crossed by ¢ JESH Y]

Show that if g; > r;, then the amount of traffic of session i within the entire network
never exceeds .
i iri
gi

Furthermore, the time spent by a bit of session ¢ inside the network is at most W3 /g;.
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