
pairing in a secure second data storage fa.cillty remote: 
mom the first secure data storage f aci. izty, 

[00271 Amotl',ler .aspect of :the invention Includes a 

method of. storing crITtographic data :Comprising 

5 reoe .vi.tg authentic. at ion data and combining the 

cryptographic data with a first set of bits to form a: 

eecnd set of bits. The method. also comprises 

coT.gb- :f* ng the cryptographic data with a third set Of 

bl: a tp form a_ fourth set of bits, creating :a first 

1,41 pairing pf the :first, set of hits with the third set of 

bias:, and:,crea z i g a second. pairing of the first set . of 

bits with the fourth yet- of bits, 'the 'method also 

comprises storing one of the fist ano second pairings 

in a first: computer accessible storage mediumi and. 

15 storing the other of the firsts and Second pairings in a. 

second computer accessible storage medium. 

t00.2k) Another aspect of the invention :includes a 

method of handling sensitive data of any type or form 

in a cryptog.xaphi:s. system, wherein the sensitive data 

20 exists in a useable form only during act:ion,s by 

authorize.d vsers, employing the sensitive data, The 

method also comprises receiving in a software nodule. 

subs tantially //r++••aaand{d.mi z e• d•• or en• c n  terpi+. sensitive data 

.from, a. first computer accessi b le storage 'tl)ed•.. m l , and 

25 -eceiv n:g in the so aware . modttle, substantially 

randomized or encrypted data which may or may :riot: he 

sensitive data,. from one :or more other computer 

accessible storage medium. The: method also Comprises 

processing the substantially randomized pre—encr)Tt.ed 

30 sensitive data and, the substantially xandomized or 

encrypted data which may or may not he sensitive, data, 

In the software.module to assemble -t he. sensitive data 

end employing the sensitive: data.:: n° a software engine 
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to perform an action. The action includes, bat is not. 

limited tc. one o authenticating a user and perfording 

a: cr: tc ,raphic funct.lor: -: 

[00291 Another aspect of the invention includes a. 

S secure authentication system, The secure 

atithe$n.trication sybtem comprises a Plurality of 

authentication eng:ine.s . Each' authentication .engine 

receik•e enrollment authentication data: designed to 

uniquely identify a: user to a degree 'o£ certainty. 

1'0 Each authentli cat ion. engine: "receives Current. 

authentication data. to cIomaare to the enrbllmi ent. 

avthent.ication data, and each authe t.icat, ion eng ;ne. 

determine$ an authentication :result. The secure. 

authentication sysz eT". also comprises a. redundancy. 

15 system which receives the authentication. result of .at. 

least two of. the aut.henticatIion engines and determines 

whether the user ,has been uniquely identified., 

ab  other aspect t of the ivrentrion includes a 

secure data in motion system vihereby data may be. 

20 transmitted in different portions that are secured. in 

acc ordan..cce wi uh . the present invention such that any ott e. 

portioa becoming Compromised seal. not .pro-vri6e 

suf ficient d.a a to, restore the, original €iata,, This ma¥F 

be: •:ppl ed. to any trans ssion of data., wh>etbek it be 

25 wired, wi.reles;•,. or physical. 

[00311 1Ancthaer aspec:t of— the :invention includes 

.integration, of the secure data parser of the present 

invention into a.ny suitable le system where data 11P stored: 

or communicated, For example, email system, RAID 

3:0 zys tem,s, Video. broadcasting systems, database :systems, 

or any other suitable system may have the :secure data 

par_set integrated at any suitable level, 
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[00321 Aacther aspect of the . invention includes 

lasing anv suitable .•arsing ;and splitting algorithm to 

ganer to shares of. data. Vither xandom, pseudo-random, 

determin st-id.w.: or .any combination thereof may be 

emplo ed .for parsing and, splitting data:: 

Brief Descr,i tion. of the Drawings  

[0033] The present i nvention .is described) in more 

detai3. below in: colmlect.ion with the attached. drawings :. 

10 soh ch. are :n'e4nt to illustrate and not to lint it< the 

inverti.on, and in vhich: 

t*00341 FIGURE I il.i.ustxates .a block. diagram of a 

cryptographic .syst'em, according to aspects o_-` 

embodiment  of t' e invention.; 

is [00351 FIGURE 2 illustrates .a bloi ck diagram of the: 

gust: engine of FIGURE I., accardirg to aspects of '. n 

embodiment of. the invent ion.; 

(00361 FIGU 3 ..illustrates a block diagram of the 

transaction engine of :FIGURE 2, accordlqa to aspects of 

20 as embodiment: of the it-iVent a o;n 

(003 J 1 FIGURE 4- illustrates llustrates a block diagram of the 

depository of FIGURE 2,, accordi+ g .to. aspects of an 

embedimen.t o the :invention.,. 

[OD381 FIGURE 5 illustrates a block diagram of t:h 

25 of FIGUPM 2, according to aspects 

of an embodiment of the invention,-

[00391 FIGURE 6 illustrates a block diagram of the 

eryTtogr aphis engine of FIGURE 2, according to aspects 

Of an embodiment of the inventi.on; 

fl [0 040) 1 CURE -r illus: rates ,a block dy a•ram of -a 

depository- system, a:ccor ilig ;to ,aspects of another 

embodiment of the inventi-on; 
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{004 11 FIGURE 8 11ustxat s a flow cha-rt. of a data 

splitting process according to .aspects of an embodiment: 

of the invention_-

10042'J FIGURE 9.,. Panel. A j.11ustrat s a data. floe of 

enrollment process according to aspects of an 

embodiment of the inv-ention;; 

,[0043., :FIGURE 9t Paned: E illustrates a flow chart Of 

ar. int;eroper'abi,L ty process according to aspects of an 

e'tbdc'iment of the xivention; 

10 (00441 Vf€ RUE :10 il.lu'strate a data. :flow of ,an 

authen•ication' Process according to aspects of an 

embodiment of .the invention; 

f00451 FIGURE 11 illustrates a. data flow of a. 

signing process according to aspects of 'an embodiment 

15 of the inve;n:tlon 

(00463 FIGURE 12 illust.ra.tes a. data flow and an 

encryption/decryption process according .to aspect and 

yet another; embodiment of the invent:lon 

[004 FIGURE 13.. illustrates a simplif ed b.16ck 

20 diagram of a trust engine system acs.orld ng to aspects. 

of another embcdimen+C of the invention; 

[00483 r:1m E 4. ilUlstrates 'a simplified block 

diagram, of a tr'List engine syp em c:cord ng to aspects 

of another embedi,, ent of the invention;. 

25 [ 00491 FIGURE 1S -jillustrate:5 a block diagram of the 

redundancy modal-e of FIGURE .14 f according to aspects of 

an embodiment of the event ion. 

(00503 FIGURE 16 illustrates a cx-o ess for 

evaluating- authentications ae co ding to one aspect of 

3C) the invention.; 

(00511 FIGURE 17 illustrates a process for apsigning 

a value tO an authenticationaccording to one aspect as 

shown in FIGUIRE. .54 of the invention ; 
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[005 21 .FiC RB. 16 illustrates a process cx 

performing trust arbitrage ::n an aspect, of u?:e 

invention  as shorn .gin  FIGURE 17; and 

tOO531 FIGURE. 19 illustrates a sample transaction 

5 between a. user and a vendor according to aspects- .of an. 

e,mbedimeht of the invention where an initial web based 

coAt.actr leads to a sales contract signed by . both 

parties.. 
[00541 FIGURE 20 illustrates  a saMple 'User ayst m 

-10 witch a cryptographic service provider ,dine which 

provides se,cgrity ,functions to a user szyst- 6-m. 

[00557 FIGURE 21 illustrates a process for parsing, 

splitting and/or separating data with e.ncrarption and 

stor.ge of the encryption -master: key wl. t:1 the data. 
,5 t'flOW FTGURE 22 illustrates a: process for parsing, 

splitting and./ or separating, data with encryption and 

st=oring the encryption master key separately from the 

data, 

tc•` . 71 F I.GURE 23 illustrates the inter.mediary..key 

0 process for par: ing, sp.li.tt:;i-ng and/or sepaxat=9 data, 

with encrpyt on and -storage of the ericnptign Master 
key with the. data. 

DOSS] F.1GURE 24 illustrates the int erMediary key 

process for paµ sing, splitting and/or separating data 

2.5 with encrypt.ipa and storing the encryption taster' 'ke,v 

separately from the data. 

00593 FIUGRE 5 illustrates utilizatino of the 

cryptographic  methods and systems of the present 

invention- with a small work ng _.groulp 

(.00601 FIGURE 2.6 is a block :diagi dam of an 

illustrative physical Qken security System, employing 

the. secq e data parser in accordance :with one 

eiibod ment, of the present invention. 
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(006,11 is a block d.Ji.agram of an 

illustrative arrangement in which the secure data 

parser is integrated into a system in 'accordance with 

one embodiment meant of the ;present inVent'lorz, 

5 [€ 0621 FIGURE 28 is a block diagram. of ,an. 

i~llustrat.-ve data in motion ;system i a'ccordanc6 •ffth 

one embodiment 'of the preset-it invention, 

[00631 PIGURn 29 is a block d armgram of another 

illustr•atiiie data in motion system in °ac orda'nce with 

10 one embod.irz ndt: of the present wellltoin , 

10(0641 ` IGURE 30-3.2 ,arc- block diagiams of 4,r.. 

illust atiIvie system having th.e seo•r e data parse 
integrated. in .accordance with one. e-mbodiTrient of the. 

present: invention. 

1.5 1006 G 1R s a process flow diagram of an. 

illustrative process for parsing acid splitting data. in 

accord. ante with one embodi ent of the present. 

invention, 

[0;fl661 FIGURE 34 :is a Process flow diagram of an 

20 i,ll..ustrative process for restoring port%oaz.z, of data. 

into original ,data in accordance with one embodiment of. 

the present invention. 

[0067) FIGUR1 E 35 Is a prgcess i low diagram of ara. 

ill-ustra .ive process for splitting data at the b 

M level in accordance with. one embodinle t of the p:resent 

invent-,110n. 

C.068I FIGURE 36 is :a process flow diagram of 

illustrative steeps and features, :-that may be used in 

any suitable combi,nati:on, with any suitable addit: oil , 

de.11e i.:ons., or modificatwons in accordance with: one 

embodiment of the present inven ion_+ 

[00691 FIGUIRE 3.7 :is a process flow diagram of 

i c t.rative steps and <f at- r s,: :.that may be u ed in-
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any suitable combi nation, with any' suitable additions, 
deletiolas ; or modiffications in accordance with one 

embodiment cif the present invention. 

100703. p CUP- 38 is: a simplifted block diagram of 

5 the st-orage of key and. data :components wit.ldn shares., 

that may be used .in. any suitable comb nation., With'. any 

st%l tcable . additions, deletions , or :modif:7:ca L..i.ons in. 

a•:cdxdanc6 With one enbod meat of the present 

ihVentieori 

10 €-OG7`1i FIGURE 19 Is à sir pla f ed block, diagram .6f 

the stbrage >cf key and data. component's within shares 

using a wo kgraup key that may be used :in any suitable 

combination, with any suitable additions, deletions or 

od f . cationM in accordance with one embodiment of the 
15 present invention. 

[00721 FIGURE 40A and 40B are simplified and. 

41tistfative. process flow+ diagrams for -heade 
generation and data splitting for data in..m,btion, that 

yy..•• ••, e ,a e n, , su.itab.le cctbinat,ion, with an, 

40 suitable addi t ions , deletions ., or u),oda..ficat...R osn in 

accordance 'kr'ith- One embodiment of the present.. 

invention, 

tat 731 FIGUP.E. 41 is a s• pa,if ea bloc}c diagram of an 

illustrative share form Iat, that -may be used in Arty. 
s ti.table combination, with any. suitable :additto.nes 

clet ons, -o mcdi-f.ications in accordance w1tn:h on' el .: 

embodiment of the present~ invent-loo.. 

1'• 

30 Detailed Description of the Inveaatior., 

E00741 One aspect of the present invention - s to 

provide a cryptographic -AY-stem where one or more :secii e 

ser, e g—, or a erupt engine, stores qr p::agraphic keys: 
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1 -0 

w 

and. user :"authentication data Users access :she 

fu c i nalxty o cm vrent. an I cryp agraphi systems 

through network access :t* the trust enc, nae, ticwever,. 

abbe test engIne des not release actual keys and ether 

authentication data and. <therefore.,  the keys .and data 

remain: secure. hsk serve •centric s tebr ge of keys and 

authentication data provides for user-:a.edependent 

setur:ity, pbrtabi li ty:, av ai.iabi li ty, 'arid. 

rz ight f d r %4ardne ss . 

[tat 751 Because users can be Confident in, or tras-t, 

the: cryptogr'aphic' c' system to perform user and document. 

aut,Zie btica-.:ion and other cryptogxap:awc functions,, a 

wide variety of: functionality maybe incorporated into 

the. system. For example, the 'trust engine pro-,ride,: can 
I.$, ensure against -agreement repudiat<:i:on. by, for exanple, 

authenticating the agreement pa:rtici:pant's:j. digitally 

signing the agreement on behalf of or for the 

participants:,, and. storing a record of the agrwetrent 

d gi tally sIgned ,by each pa,zt.:i:ci:part..: in addi t. lon., the 

0' cryptograpb .P system may monitor agreements. 'and 

detez i Tie to apply. reryi na degrees of authenticatxo , 

based on., for e a.t••:l_e, price, user, vendor, gedg•ai•≥•id 

location., pace of use., or the. life 

00763 T. fa.ciii::tat e a ecitpl to understanding of the 

25 invention, the. remainder of the d:e ailed description 

describeu the invent%On with reference to the .:figur0.9:, 

wherein like elements are referenced with like numt era.ls 

throughout. 

100771 FIGURE 1 it us.trat s a block diagram, of a 
cryptographic c ystem 100, accog-Oing to aspects :o :an 

embodiment of the inirention• M shown in FIGURE 14. the 

cr YP tcgraphic. system 100 ip-c-ludes -a U-er System LQ . t. a: 

trust engine 1'x:0:, a certificates aut-horx. 1 15j: ,and A 
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vendor system 1120communicating tbrough a 

communication lI k x25:: 

[00781 According to one embodiment of the invention, 

the user system 10-1; comprises a Conventional 

5 general-parpose, computer having IonIe ;car -7i';wre 

.I.Cropro ess ostt. Such as, for e ampl.e_r an Intel-ba.seed 

processor,. t4lo edver, the user system, 1st 'Includes an 

appropriate operating syatem, such as, fef example, an 

operating system capable of Including' graphics 'or 

10 windows, such as Windows , Ul .ix, L inux or the like, -s 

zha"un in VI URE i, the user system 1:05 may Iriclude .a 

bipmet is device 107.. The biometric device 107 ma 

advantageously capture a. userr s :b: ometr.lc, and transfer 

the captured blometri;c € o the trust engine .110.. 

is According ' to one embodAmenw of the invention, the 

bi:eme,ts c device may adva tageoiisly Compw 4 $e a device: 

having attributes and features similra to those 

disclosed in U.,S. Patentppl cation No. 08,E 08/926,21. 

filed on Soptember 5, 1997, entitled e. LTE. ' OBJECT 

20 imAq G A R, „ U.5• Paten t. Application. 

No. 09/558, 634 fled on April 26, 2000, enti. tl.ed 

1114ETmOL) Or USING .THE SMAGE MUCH, ,< U.- S,  . Patent 

November 

25 egitit ".RZ•IIEF OBJIECIT SE-1 SGR ADAPTOR, rf and a€.+S. 

rater+t k plicat,ion :Woa 09/4771,9413 1 71,4173 filed on January 5:f 

FOR GENERATING .;IN ELECTRO IC IMAGE 0x•° A RELIEF QBjF T 

pop pINGEF.PFuNT R.uAD,,r-ZqG,. " ali of :which are owned by :the 

30 instant assignee, : and all of :Which are hereby 

incorporated by reference here n>. 

[007.91 in addi-tion, the user system, 105 may connect 

to the communication. link 1,25 through a cenvep.tx.*o al 
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service provider, such as., for example, a dia.1 up, 

d.'..< iI_-A: •3ubscri;ber line A-D L) , -cable modem, fib xr 

connection, or the like. According to anot-.her 

embodiment, t. , the user system Ia5 connects the. 

5 communicat .:cn. link 1.25 through network connectivity 

such as, for example, a local or wide area network.. 

According  td_ bne embodiment 11 the ope rating system 

1hc. .udws a TCP[TIP stack that: handles all incdaii g and. 

0 tSbing 'mesa ge traffic passed over the c6mmunication 

[00801 Although. the user. system 105 is d.isclobed 

with reference to the foregoing embodiments, the 

invention is not intended to be limited there .bv, 

Ratner, a skilled ed artisan will recognize from the. 

is d sclosure herein, a wide number. of alternatives  

embodiments of the user system 105,  :- ncludinc Almost 

any computing device capable of sending or rece'iv..ng- 

fromat on from another compute:: system. For example, 

the: user. sy_, .tem, 105 may include, but is .not 1,:iml d t:o.F 

b. a computer workstation, an -interactive television,,: an. 

interactive k-iosk., a personal mobile computing device,. 

such as a. digital assistant, mobile ;:phone,. la•ptcp, -or 

the ike, a: wireless communications device., a 

smartcard, an embedded computing dovtgg, or the like,, 

5 which can interact with the communication linrc l25 In 

such alternative. systems, the,operating :systems will 

likely differ and. be; adapted for the pa.rticuIlar device, 

However,, according to one embodiment, the operating 

Oystems advantageously continue to ;prov.id : the 

0. appwopr 3:ate c.cr=un cations protocols needed to 

establish ccmmunlica.tion with the comm. u-nicatio.n I ink 
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100811 FIGURE 1 jIlustrates the trust engiAne 110,, 

according. wia one eirbodiment, :the trust  eng wne 11A 

co:r,p :L M s one of more. secure servers for 'aLcc.ek s inn_ and 

storing sensitive information, which. may be any tj?e o 

5 cxr r o -E data., such as, :but: not limxtea to text s Audio, 

°V'ideq.:, user: au.thent.ication. data -alld, public and, private 

c tograp"hic kegs. According to one embodiment, the 

a: thenwicat).OM data includes data designed td: uniquely 

identify a user of. she .cryptbgraphx<c- :system 100. For 

10 example, the authenticatior} data mad iricl:ude . a:user 

identification  number, one gar ore biometric8, anal :a 

:;aerie- of, questions and answers generated by the trust 

engine 1,10 or the user, .but: answexed. #-•.tiall;y by the: 

user at enroll me-.t . The foregoing  questions may 

15 .include demographic data., such as place of birth, 

addrras f annive. sary, or the like, personal data, slash 

as mother's maiden name, favorite -ice. cream, or the. 

like, or other, data designed to unig,,.•ely identify the 
user. The. trust engine. 110. compares, a user's 

20 a athpntication diata asso>• fated with a current 

t rap-act ion.! to the au.thent.i ca}tio i data lprovided at an 

earlier time ; such as, for example, during enrollment. 

The trust -ex3ginEn 1-10 may .avdantageouzly require the 

user to produce the ;a.uthenticat an data .at the time of. 

2:S each transaction, or, the trust engine x'10 may 

advantageously allow the user tv 'per iodical l.y produce 

au,th ntdcation data, such as at the beginning  of a 

s vring of transactions or the logging ng onto a particular 

vendor website: 

3C} 100821 According to the mbod- iment:.whe-re the use-r 

produces biomet.ri::c data;, the user provides a physica 

charact ristiae- sus~ as, but not 1imited tot facial 

cemr hand scan., ear scan, iris :scan, ret sal scan, 
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va: :ul ar Dat .ern, DNA, a fingerprint, writin"I or 

speech,, to the b? oi:ietr'ic device 107. The blomiea. ri 

devise advantageously produces an electronic pat:tern., 

dr bioMetric,. of the -physical characteristic. The. 

5 electronic pattein is transferred through the. user 

system 105 to the trust engine 110 for either. 

enrollment or authentication purposes. 
(00 833 once the Aker produces appropriate 

authehti .cat xr r data and the :trus t engine :"11.0 ' determines 

10 a positive match .between that authentication data 

(curernt authentication data) and the authentica iox• 

data provided at the time of enrollment (enrollment 

;u the ntication data) , the trust Iengine 1110 provides the. 

user with complete cryptographic functlonalit yx.. For 

15 example, the properly authenticated user may 

advantageo,asly employ the truest engine 110 to perform 

h en ng. d:  itally signing, f encrµlptawng and decrypting 

(often. together referred to only as e:ncryptin.g• }. 

creating or distributing d gitc l certificates, and. the 

.20'. like. ,However, the private cr-yptographi:c keys used in 

the cryptographic functions will not be available 

a tside tie trust engine 1.10 , thereby ensuring the 

integrity of the 
Ycs• n{tclgraaphic ̀.keys , th e 

qry• y• y y• [:00843 Ac cording ord1.ng to o ne. -er.i. od,1men••:.,.a 4.he t Mist engine 

25 110 generates and stores cryptographic keys. According 

to: ar t:her embodiment, at :east one cryptographic key 

is associated with each uses. Moreover, .her}. the 

cryptographic keys .include public-key technology, each 

privatte key .associated With a user is generated within, 

30 and not released from, the .trust engine 3:10. Thuo, so 

long as the: user has access * the trust :eng re llO.*.: 

the user may- perform cryptographic tunct ons using, ,h.i. 

or her private or p iblic key... -oOuch remote access 
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advantageously allows Users to remain completely mobile 

and access arl,7tographic functionality through 

practically any Internet connection, such as ;Cellulax 

an& sat-elute phones, kiosks] laptops,: hotel rooms :and:. 

5 this 1 ike:. 

(0085) According to ahotheir e both ent .• the :Crust 

engine 110 pe:rfol-IM. the cryptographic -functional ty 

using a :fey pair generated for the tr_tis:t engine 110. 

Mcoxding to: this c bodl'ment, they trust zrigine 110. 

10 .prat authenticates the user, an ante the. toy. , has 

properly produced authentication data matdhl g the 

enrollment authentication data, the trust engine ;x:10 

us:.es its own cryptographic key pair to ' perforttr,. 

"yptographic functions on behalf of the authentw:ca'Ced 

15 user 

COOS61 A, skilled artisan will recognize from the. 

disclosure hexeln that the cryptographic keys may 
advantageously include some or all, of symmetric keys,. 

public ,,eyz, and private keys. in addition ; a .kilned 

20 artisan will recognize from he disclosure herein that 

the foregoing keys maybe implemented with a wide 

number of algorithms available from commercial 

technologies, such. as, fPr example, RSA., ELGAMA ., or 

the. like 

25 E00871 FIGURU l also illustrates, line certificate 

authority ity 115. 4ccording tza: one embodiment, the 

certificate authority U-5 may advantageously gimpy lse a 

trusted third--party orga ixati€ n gar company that issues 

digital certificates, such aa, or example, VeriSign, 

0 Baltimore, Entrust-, or the .like. The: trust engine 1:x.0 

may advantageously =transmit requests for digital 

certi 2kcate , through one or more conventional dz g: •to l 

c rtiti cate protocols, such ;as, ,'for example, PKCS O . to 
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the: certificate aut:h ritlf x:35. in response, the 

certificate atithori ty 3:15 -wIIl issue a diy..wt:al 

certificate in one or more of a nut er of dif"far'i-1,1g 

protocols :such as, far example] PKCS7: According to 

51 one -emI>od-,L ent of the- .ainvent onj the rust engi.he U 

requests igita.1 certificates fIoF?Z several or all: of 

the Prominent  certificate authorities 115 such that the 

trust engine - 110 has access to • digital 

10 recrue'Stir.4 Patty 

DOW, According to another embodim6nt, the triis:t 

engine 11.0 internally performs certificate Issuances,. 

in this embt dimen.tx the trsut e•agl e 119 may access a 

certificata ystem for generating certifciate arid/ r. 

may internally  generate certificates whe-n they are 

requested, uch r for example, a.t. to tine key . 

generation or in the cert.i flcate standard requiested at 

the time of the, request.. The trust engine 110 will be 

da.s 11-used in: greater detail. below 

20 [008.91 Plan. E l also illustrates the vendor system 

12.D. According to one embodiment., the ven6ot sypt~em 

120: advantageously -coup ices a Web serves. Typical Web 

servers generally serve coIntent over the In't rnet.: usiing 

one of- several internet markup languages. or document 

5 format standards, such.as the Nyper-Text. Markup 

Lanquage (HTML) or the Extensi".ble Mar.kuv language 

(X L). The. Web server accepts: reTuests from browsers 

like  Netscape and Internet Explorer and then re t urn.d 

the appropriate electronic documents. A. number of 

30 server or client- side technologies can, be :used to. 

increase the power of the Web server .beyond its ability 

to deliver standard electronic documents. :For example, 

these technologies include Common Gateway Interface 
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{CGI): Scripts, Secu?"e .Sockets Layer (SOL) sec lrity, a,z=d. 

Active Server Pages (ASPS.) . The vendor yste 120 ray 

advantageously Provide electron1c content -relating to 

commercial., personal:t educational., or other 

t ran sac : iona. 

(00901 Although the vendor systeir '120 .is disclosed 

,.ii.th referent:e to .the, fo egoing embodi:meh.ts f. the 

invention  :fir 27 `.xs:tended to be limited thereby'. 

R :t.her ,. - A, s-kilied . ta:X't•jssan 'E+orill recoghize ' fronl the 

10 Via; clo$ure herein thmt- the vendor sy,:item 1.20 may 

advantageously eo•tpri e any of the dev.ices descriPed 

u,ith :reference. to the user system 1.05 or combination 

thereof . 

[0091) F I,L.iRE I also Illustrates the communication 

1.S link  ,125 'connecting,the user systern the tru.— St 

engine 110, the certificate authority 1.1.S., and the; 

vendor :system 1.21D. According to one eiz bodiment., tb  

cOMZM uni.cati on link 125 preferably comprises the 

nternet. The Internet, as used throughopt this 

2.0 disclosure is a global network. of computers, The 

structure of the Internet, whi.c' lo well kno-%,n to those. 

of erdii'IatIr skill .in the art, :Includes a network 

backbone with networks branching from the backbone., 

These branches, :in turn', have networks branching from 

•..,5 them, and: so on, Routers move infozmation pa:kets 

between networ levels, and tne from. network to 

network,. until the packet x eechee. the nei ghborhood 04 

its destination.. From the destination, n, the destination 

network's host directs the infor-mation packet t.o the 

10 appropr iare, terminal, or node. In one: aari any geoUS 

embodiment, the Internet routing hubs comprise domain 

name system.. tiwS) servers Using Transmi ssion. s ontrol 

rotoco jl- ternet. Protocol (TCP/IP) as .is •mll knowm . in 
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the apt. the routing hubs conned to: one or .more other: 

routing .:hubs via high.- speed communica.t:i.on links... 

[00921 one popular part of the Internet is the World 

Wide Web. Tie '••orlid Wide Wei contains dif " erent 

5 cenputers:r which stoke documnets capable of displaVing 

gIra.phi,ia. : and textual information, she comp tors that 

nravilde ihfb mation on t e morl •ide tech are typically 

ta:l.l6d zrwebs to a ff A Wcbsite is defined by an Into fillet 

address that .has an a8sloclated electronic page, 
: e• ti:c:ni4 F t can; cant fie h Uniform, Red' 

Locator MLl ; Generally, an. electronic "age is' a. 

document. that org'-•nize:• the presentat •o a of text, 

graphical images,  audio, video, deo, -and so forth, 

[60.9.31 Although the,communication ink 3,25. is 

IS diLsclosed in t;ertais of its prefenzed embodiment, one of 

ordinary skill in the art will recognize .from the 

disclosure. herein that the communication lixik 125 :may 

wn Bade a wide range of Interactive cwm=ni cati ins 

links. For r example, the co:mmuni:cati.on. ;:Link .125 may 

20: %nc'.ltzde interactive telev isi.on netw rks,, telephone 

networks, wireless data transmission :systems, two-way 

ci,•bie systems,. customized pr:i; rate or public doll-Outer 

network , interactive  kiosk netwox:ks, automatic, teller 

machine -networks, direct links, satellite or cellular 

25 networks, and €:-he like. 

[00941 FIGURF 2 l -1 ustxa.tes a block. diagram of tae 

trust eargene 1.x.0 a.-f FZIZ E ..1 according to aspects. of. -a:n. 

embod1ri«.nt . of &thee Invention. As As sown in -FIGURE., 2, the 

t rust engine 1•:.0 in-eludes -a. transaction -enq ne 2.05,: a 

30 depos.. tort' 21. x ; an authenLacation engine 215, and a 

cryptographic eng ,ne 22- <. According ding to one embodiment 

of: the: w,vrention, the trust, engine 110 also includes 

mass atorage 22.5: As further shoe' in FIGURE 2, the 

e r V' r: 1- F € _•1. 2. 
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transaction engine u5 communicates with the deposit ry 

10. the authentication engine 215, and the 

'cryptographic engine 220, ea Iona with the mass storage: 

22S...  Ti.n' addit'i on•,r 'L:,.he _depo-sitory 210 communicates 7with 

the authentication eng:ihe 2!5 : the c Wtographic engine 

,2 2' :.,: and the _mesa a€"-or.a.ge 225. Moreover, the 

aut^henti.dation rarm ne 2115  Communicates •4it_h the 

CnTtbgraPbUc engine 220., According to ohe embodiment 

of the invent. .lon, an-me all of the foregoing 

10 co-a=. munwoations may advantageously comprise the 

transmission of XML doc=ents to IP addresses that 
correspond to t e rec i'ving: device. As mentioned in 

the forego i g; XML documents advantageo;asly allow 

d, signers to create their o.,i:n customized docaa.menta tags, 

is enabling the: definition, transmission, validatino., and 

interpretation of data between applications and between, 

organizations. Moreover., some or all of whe foregoing 

communications may .include conventional S.ISL 

technologies, 

20 C0095I According to one eta otliment.F the transaction 

e:ng nO '21t35 comprise data rout inq device, such as 'a 

conventional Web server available :from 'Ne wscape , 

Microsoft, Ppache, or the lkie: `For exxtipi e, the 'Web 

server may advantageously zecekve incoming data from 

25 the communication or ;link. 125, According to one 

embodiment of the: Invent onto the inrqm.in.g :data is 

addressed to a front-end recur try s stern . for the trust 

engine 110, For examlpe, the tront-egad security system 

may advantageously include a.. f rewalI, an int::ru.s ol' 

30 detection systems searching for, kn.own::atyack proflj s, 

and/or a virus scanner. kft-er -c:learing the front-end 

security: system, the data is received by the 

transaction engine 205 and routed to -cane of the 
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depository 21a:, the authentication engine 21 5,. the. 

czWtographi>c: engine 220, and the mass storage 25.;.. In 

:additioi; •, the transaction engine 205 inonitwor3 s;r#ti oinng 

data from the au-t:hent,ication engine :L5 and 

S cry ptojraphic enjine 220, and routes the data to 

particular systehis through the commun cat'lion litik : x.25. 

F r 65.pauip :e, the transaction. engine. 205 may 

advantageous. lV route data to the uses system .1-11 05i the. 

c'ertific'ate authority 1.1:5, or the vendor system 120.. 

1:0 (00961 According to One embodiment { ahe data ':e 

rou4e d using co venti onal HTTP routing "'Z ee hxiiques , such 

as, for exatnple,. employing URLs or Uniform Resource 

Inds cato.rs (U"Rls) Is are similar to URLs, however., 

Is typically indicate the sourec of f:i1es or actions,. 

15 such as, for example, executables,, scripts, and the 

•y4{{...'•j,Y• q,, •t ,w }'• :according .+I'„ •,+••ry A•yp .•.4y •.y yy. ,r. }..•,.•..•+y. 
l ik e, ther efore, :acc A/.A`lA.l n .to he - Viii.+ embo- 1i>i:4:•. it,. ': the . 

aver system 10.5, the certificate author. 'x.. 1.15., the. 

vendor system 120 , and the components of 

engine 2.10, advant,Ogpously :include sufficient- data 

20 withi:A:A comman.i,:cation URLs or gRTs for t fe transaction 

engine 20.5 to properly route data the 

ryptographi.c system. 

[0,09 7 , Although the data routing i q, disclosed wiith 

reference to its preferred embodiment, a skilled 

5 artisan will recognize  a.wide number of possible data 

rcuti.ng olutions ;or: strategies. roor example, X-M.L or 

other data packets may advantageously use unpacked and 

,recognized by. their format., -content, or the like, such 

thAt: the transact- ion engine 205 ::may properly route data 

30 throughout the trust engine 110.. Moreover, a skilled 

artisan will recognize that the ;data routing may 

advantageously e adapted to-the:: data transfer 

protocols conforming to :particular network .ayetems,. 
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s'ach as, :for exainpl:e, when the com munica - iOn :link x:25: 

comprises a local networR-. 

(0 0 981 According to ;;et another embodiirzent :d.f the 

1-idve.,tion* the transaction engine 205 includes 

5 con rentJLonal. ESL encryption teclu ologies, such that the 

forego : nix systems may ai}thernticat.e themselves, and 

v1se -versa, with transac tion. engine 20`5<, during 

a.rticu-la)• tonnunl cat ions. As will be used throughout 

this dls 10s'ure., the term f4 SSLIi refers to 

0 communici tigns where a server but, not necessarily the 

client:, is S5L authenticated, and the tern " FULL L SSLII 
reamers to communications where the client ient and the 

serIvez: are SSL authenticated, When the instant 

disclosure uses the term IISSVI, t:3e co-mmUnica..tica.TEIa'y 

1.15 comprise ? or SULK SSA,, 

[00993 As the transaction engine 205 routes data to 

'the various components of the cryptographic system 300, 

the transaction engine 205 may advantageously create an 

audit- trail, Accord ing to one embodiment, the audit 

2b trail includes a. .record of at :Least th" •••p• axx• 

of data routed by the transiaction engine 20:5 t1h;roughout 

the cryptographic: sv:stem 10,0 Such al"Idit data may 

advantageously be stored in 'Che mass storage 22. ;. 

[01003 FIGURE 2 also il:l.ustr tes the depositogy 210, 

2.5 Accord+ing to one , embodiment, the depository 210 y 

toiwipr ises one of more data storage facilities, such as, 

.for example,, a directory .server, a: • da.tabase raerv,er, or 

:.he like..  As shown in FIGURE 2, the denosit.ory elf) 

stores c,r4 t—og aph c keys and enrollment authentication 

30 data. . The cryptographic keys may advantageously 

Correspond to the trust engine :1.10 Or to users of the 

c.:ryp .ogwapl' is aystem, 100, such .as the user or vendor. 

one enrollment auth nri.cat on ,rata may advantageously 
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A. 

include data designed to uniquely identify A user, such 

' user 1D, passwords, answers to questions, bi,.o etrxc. 

data., or the Nike This enrollment authentic cation data 

may advantageously be acquired a- enrollment of a' :User 

5 or another alternative later time: For example, ' the 

trUS L ejag-ine 110 may include periodic: or ether renewa-i 

or to slue of en-rollnient authenticatio-n "data, 

[01011 Pccnrdi._ng to rune, embodimeht i the 

10 . ... the 4:uthe tic.at on. engi; ie 15 axed the 

er-y1tograp is engine 220 comprises secure 

com-r;uz i.cat:ion, such as, for example conventional. SSL 

technol9gy. In addi ti on, as mentioned in the 

foregoing,, the data of the commiLnicati,.on9, :to and front 

5 the depository 210 may be transferred using TJPLs,, TMRI.st 

HTTP or XML documents, menta, with any of the foregoin 

a v,-mntageeusly having ;data requests and ,formats 

embedded therei r— 

E.0162.1 As mentioned above, the depository 2110 may 

20 advantageously comprises a of, secure data 

storage. facilities. In such an embod i-mea , the sec.,, e 

data storage facilities may he cPnfigl_• ed such. that 

copro st of the security i*n ox•e indi.vldual :•.<•'wct 

storage 'facility wi ll not compromise the cryptographic 

keys or the authentication data zqtored therein,_ For 

example ., accordi nq to this embodiment,  the 

cryptographic kegs and the authentication. data are 

mathematically operated on so-as to statistically and 

substantially randomize the data stared in each data 

3:0 ,storage facility .  According to one embodiment , the 

t.:random iz ion of the data of an individual data storage 

foci l i t:y: renders that data undecipherable,. Thus, 

compromise of an J. tf-,v dual data storage facility 
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produces only a randomized undecipherable number and 

does not compromise the security of any criv tog aphi 

keys or the auth.enticatIon data as a whole 

(01031 FIGURE 2 also illustrates the ,;.rust engine 

5 110 including,the authentication e1inglne 21.5., According 

to one eirbo jmen.t f the <authentication engine 21 
c6mprise• a rata comparator configured to CbMpare data 
from, th6.' transa:ctlon engine 205 with. data from this 

depo$sitory 213. For example darin a••t' e t ca•.i , a 

t user SuDolies curkent: authentication data to .the tr=ust 

engine 110 such that the transaction..engine 20 

receives the current authentication data. As mentio.ned 

in the foregoing, the transaction engine 205 recognize 

the data requests, preferably in the UR , or .URI, and 

1S routes the authentication; data to the authentication 

engine 215. Moreover, upon request, the depos.j tory 210 
•orwar .a enrollment authentication data correspondi ng 

to the user to the authentication engine 215, Thus, 

the authentication engine 215 has :both the current 

26 a u.thentica.tion data and,the enrollment .authent.ica t ion 

data for cortiparl.sozl, 

COGI41 Via:-cording to one erabo.d-Dent, the 

cotrwnlcatlots to the authentication e••g ne comprise 

secure comiL3uTiIcati.ons sL elh as, .for L cc"ii`{₹.pie, '5SL 

25. technology, Additionally...., security can he provided 

within the trust eng ne x:10 components, such as; for 

example, : per -enc xpt i on us i n€ pull. ic fey 

t.echnologi.es. For' example, according to one 

embodiment, the'user encrypts the current 

U authentication data with the public key of the 

authentication engine 215. 3n addition, the depository 

2.10 also encrypts the enrol lment au.thent'l:cat Hon data 

with the public key of the authentication engine 215. 
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In this way, on y the authentication e4 e f s private 

key can. be used decxypt the transmissions. 

r O i D 53 A:s sho,5m in FIGURE X., .the trust engine 110 

a'lso:1ncludes the, cryptographic engine 2,2:0. According 

5 t one e?rmbodi'Ment:, the .crYptog. raphic :engine comprises a 

cryptographic: handling modu7.d.f c nfig'ured to 

advantageously provide conventional drypto-4raphic 

functions.,. such as, fog exam- ple, public-<ke; 

I.xifrasti c•.ure iP.K1 functionality, Fc:r encamp :e; the 

ryptc gr ph c engine 220 may adtranta191eoUSly iijdue' 

p}ubl .iq and pt ivat:e keys for users of the cry tdgr a.phlc 

system lo.0 JJn this mangy-ier , the cryptographic keys are 
generated. at the cryptographic engine 220 and forwarded 

to the d•pcsito y 210 such ,that at least the private 

15 cryptograpbic. keys are not, available outside of the 

trust engine .110 According to another embodiment, the. 

cryptographic engine 220 randomizes and splits :at least 

the private cryptographic key data, tbereby storing 
only the randomized split date,. Similar to the 

20 Splitting of the, enrolmlent. aut;hentilcation data, she 

splitting process ensures the stored keys are ot. 

available outside the cryptographic engine 220. 

According to: another e otbodiment, the flunctions Of the 

cryptographic engine can be combined: with ;_ nd performed 

25 by the authentication engine <l5. 

[01061 According to one embcdiTtieat, communications 

to and from the cry rtc graphic engine include secure. 

communications, such as SL: technology In addition, 

XML documents may advantageously be employed to 

10 transfer data and/or makes cry-pto aphlc f xlct• ' 0 

requests. 

101071 FIGURE .2. also I'AluStrates he trust engine 

110 haff ng the mass. storage 2S. As mentioned :In the 
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foregoing,. the transaction .engine 205 keeps data. 

corresponding to an audit tra l and stores such data in 

the mass storage. 225 imll rl according to :one 

embodiment of the, invention, the depository 210 keeps 

5 data. corresponding to an aadi.t trail and stores such. 

ddLa in the mass storage de-vice 22S. The depository 

audit trail data is sim .lar to that of the tran.aact:ion 

engine 205 in'. that the audit trail data com.prises a 

record .cif- the regde$t.s received 1• the. depository 210 

10 and the reA onsier. thereof:. In ad-dition, the .mass 

storage may be usIed to store digital eertif.icata.s 

having t.)I:e public key of a. user contained sherd .n. 

(0100 1 Although the trust engine 1.10 .is disclosed 

with reference to Its preferred and alternative 

IS, embodiments the invention is not; :intended to be. 

l ih.eid thereby. Rather, a skilled artisan will. 

r ecogn-i ze in the disclosure osure herein, a wide rnimb r iof 

alternatives for the trust engine 110. 10. For .exlamp e, 

the; ;trust: eagirae 110, may advantageously perform Lnly. 

20 authentication, or alternatively, only some or all of. 

t&r e:. cryptographic., f1unctionz, such as data encryption 

and decryption. According to such embodiments, one of 

the authentication eng ,n.e `2x5 and she cryptographic 

engine.:21.0 mtay adveantageously be removed., there-by 

25 creating a .more stra glxt. orward design, for the trust: 

engine In .addi.tion, the cryptographic engine .2.20 

may also communicate with a. certificate Iuthority such. 

that the cert-ifli cate autbori.ty is. embodied within the 

trust engine •10 According to. ;rat. another embodiment, 

0 the trust engine 11.0 may advantageoi sly perform 

authentication and one o more. cryptographic functions, 

such as, for example, digital vigning. 
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315'. 

[01091 FIGLIR 3 -1 ust.ra.tes. a. block diagram o the 

transaction engine, 2:05 of FIGURE 2, according to 

aspects of an embodiment of the :invention, according 

-tom this embodittient,, the tram-action :engine 20s 

ti comprises an:operating system :305 having n a, hand'-li.ng 

tread and a listening thread. The operating system 

305 may advantageously be sitdlar to those foun.d. n 
onvedtiona' l nigh volume servers, s,ue.q as .. for example, 

deb erve.rs avaailzible from Apache. The listenin.9 

t moo: •0rs the .ihc m nib e e•i u: t z t i a • from one .• f 

. c MU :d"Lee.t~ or .i n X25, fh authentication engine 

215. : and time crypt ogr aph-c engine 220 .for Incoming data. 

flow. the handling thread recognizes  partM ,culax: data 
t ructt,res of, the , incoming data. flow., puttx as'., for 

15 example, the :foregoing data. structures, thereby routing 

the x' nc ming data to one of the commura c trion Link 125, 

the deposi . tory 210, the authentication. engine 2,x.5, .the. 

,ryptogzapl c engine 220, or the mass storage 22-: As. 

in FIGURM. 3, the incoming and. outgoing data may 

20: adva t.a<ieous1v be secured th ollgh, for exariple > Z'-SL 

[01101 FIGU•E 4 illustrates a blocl, d3 a:graM of the 

depository y : 0 of FIGURE 2 according to aspects of an 

embodiment oaf' the invention., According to this 

25 embodiment, the depas:ltwry 210 co€Rlprlses one or more 

lightweight d1rec•t* ory ;access protocol {.DAP) Se -'vets .,. 

LEAP directory servers are available a wide 

variety of manufacturers such as N'etscape ; ISO, and 

others. FIGURE 4 also shows that the directory server 

30 preferably stores data 405- corresponding uO the 

yp4rgr.aphl d keyo and da ;a 410: correspondin to t'he 

enrollment a.uthent ic.ation. duct :. According tt .. q one 

embodlmient,. the depositp:ry `210 comprises  a s..".lg e 
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iogical memory structure indexing authent2ication data 

and Cryptographic key data t .a. usaa.que user 10, The 

n, le logical memor structure refe•rably. in ludes 

mechanisms to, ensure a high de-gre Of tr stm, 'Or 

5 security,,. in the data store=d therein. For example, the 

physlcal location of the depository. 2'x..0 may 

Advantageously include :a wide number of ccnVention l 

securit) aieasures < such as limited employee access, 

modern surveillance sy stems, and the :1 1, . e. ::n addition 

1.0 to,: Ok. in lieu of., the physical secLri: t e s', the 

cd puter system o serve. may advantageous,ly include 

software so utions •o vrotect the stored data.. For 

example, the depository 210 may advaTt geously create 

and stare. data 415 coo. responding to an audit trail of 

is actions taken, In addition, the: incoming and. ol4going 

communications may advantageously be ertesx'ypt.ed with 

public key encryption coupled with conventional SL . 

technologies, 

tOlill According to another eMboJimen.t,. the 

20. depository 2.1.0. may comprize distinct and physically 
separa ed data storage facilities, as disclosed further 

with reference to FIGURE 7 

t O.1121 FILM 5 :illustrates. a block diagram of the 

authentication engiae .x.15 of FIC-URE 2 accordinci to 

25 aspects of an embodiment of the in%,e:ntion.... Similar to 

the transaction engine X0.5 01- FIGURE 3̂, the 

authentioat.ion engine -15 comprises an operating system 

5015, having at least a listening and a handling ng thread 

of .a modified version of. .a conventional Web server.,: 

30 such as, for e rample.t Web seriers available from 

Apace . As shown in FIGURE S., -the au1 bent ication. 

engine 215. includes access to at least one private key 

10 , The priV to key SI- mad€ advantageoiis.l'y be used 
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or .•`•. xa-,i pl e, to deciw. t data :fro I• - the transaction 

give 205 or: the depositoxy. 210, which was encrypted 

with a ccrres_ponda:.ng pubilc. :key of the authent'.cat on 

engine 215. 

5 [01131 FIGURE 5 also illustxa>4.e.s the authentication 

engine 1-5 comDrising a comparator 51:5, a data 

splitting -Mo ki e 5:20., and a dast assembling € odule- 525. 

According t& 'the .preferred lembod: ment of the invent-40h, 

the, co;tiparat:or. 515 n'cludes -echnology capable 'o 

:.0 rei•par.i:r••. potentially iwoatpl•x patterns i-el ate:d : tcz the 

foregoing h.lom'wtric authentication. data. Tht 

technology may include hardware 'software, or combined. 

soliit'io1C31z: for pattern comparisons,, ,Stich .as, for 

example, those. representing .finger print .patterns 6t . 

1 •,oice Pat~.terns. In addition, according to one 

:mbadittent , the Gootparator 1-515 of the authentication 

engine 215 may advantageo .sly compare convent onal 

hashes of documents in o?"d. ` ertde≥; a cotnna:r.is6 . 

result, according to one embod met of the in: ,-en:tio , 

0 the co tzparator 51.5 . includes the anDlication of 
heuristics 5.30 to the cogipar.iso':.. ,The heuristics 530 

may advantageously adds.ess ci c umstan.ces surx•o .xx:riin n 

.authenf..•ca•S.. .on a ntt e pt •_as.7 •. ch as. , for . exxample, the -t-Irte 

of day, P address or suhriet . ria-sk, purc " is ng profile,. 

25 email ..a.ddre:s:s.r processor serial .. number Qr. ;TD., or the 

like 

[.011.43 Moreover, :th. .ina,ture of biometr ic data 

comparisons may result in varying .egress of ecufidence. 

being produced from the matching of current bione w rci 

3:0 aut;henta, a.tior data to enrollment data.. For exar-,i le, 

unlike a t'ra.dit-iOn al password wh' ch -may only rettim a 

Positive, _ter negative match., -"a f 3.ntger ••. ••'nt+ ' :may b e 

de;-.ert-mined to be at partial. match, •e q:. a 90% match, a 
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'75% matc'I ,. or a :M - :match, rather than simply bed g 

correct or incorrect Other :biometric idettifiers such. 

as voice print. analysis or face -recognition may share: 

this property: of Fr hand -st c. authentication, rather, 

than absolute authen ic- t .oh. 

E01151 When wo)r i with such — pr ha••ii;•,st. 

au.then icat Or in other .uses where an, 

autha+ehticat on is conaidexed lca.a than a 6' lutel. 

rellab.ley it. i:s dein:ir' able to apply th .heuristic s`: .530 

t.•) dete .ine whether the level of confidence in the 

authentication 0'r vided is Sufficie" tly high to 

authenticate the tr.ansaction which sometimes iw .be {i.n ade .• 

l.V. ak Itl 3: 4•' 4•..N dsd fir:' . i.Stw the. 

transaction at issue is a relatively law value 

1. : transaction where it: is acceptable to .be authenticated 

to, a lower level of confidence, 'phi a could .Inc:lude za. 

transaction. which has a low dollar value associated 

with it t . g., $10 purchase) or a transaM.t:ion with 

love risk ( e..g., admission to a member—s,only web site) . 

0 [01.171 Conkerkely , for authenticating other 

transactions', it may be desirable to req lire a 'sigh 

degree of. confidence in the authentication ; before 

allowing the transaction. to proceed, Sluch transactions 

may include tranaa.ct one of• lATge da l l.ar value i e . g .,:, 

25 signing a multi-mil lion dollar supply conttract) or 

transacticn with.. a high risk if an improper 

authentication occurs te q... remotely logging onto a 

government Computer) 

toile) The use off the heuriatiez.. -30 in combination 

30 with continence levee and transactions -vai ues may be. 

used as will he described below to allow d- e comparator 

to Provide a dynamic- context-sensitive authentication 

system, 
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(0119) According to another em.,bo imen of the 

invention, the. comparator 515 may ad-,fantageeusly trac€. 

aufthen iF:.ation attempts for a partitular transaction. 

For example,  when a transactionn fails, the trust .engine 

110 mky , request the user to re-enter his or her current 

authenticaticzl data. The comparator 515 trt `the 

duthertication engine 1-5 may :advantageou ly em 100 i an 

attempt. limiter 535 to limit the dumber of 

authe ticIat on attempts; thereby prohibiting 

id' brute:- force aXtetiipts to impersonate :a user's 

autheh icativti data. Acco dingy to one emhcdim€enC,: the. 

attempt. Iim ter 535 comprises a I software module 

monitoring transactions for repeat a- authentication 

attempts and, for example,  limiting the a:uthenti bA-C:i6h 

15< at:t,emp "s for a given transaction to th e.e > Thus r ehe 

attempt, limiter 535 will limit an automated attempt t: 

impersonate an individual's authentication data to, for 

example, simply three "guesses.," Upon three failures, 

the attempt lim'.ter 535 may advantageously deny 

2;0' adds tional: authentication attempts. Such denial ma Y 

advantageously be implewlented through, far example, the 

comparator 515 returning a negative .resin. I regardless 

of the. current. authentication data being transmitted, 

on the other hand, the transaction engine 2O5 may 

13 advaT ta'geously block any additional aut.he xt.ication 

attempts pertaining tto a transaction i . which three 

attempts have previously failed. d. 

X02201 The authentication engine 2,15 also includes, 

the data splitting . module 5.2.0 and the data assembling 

30. module 525- The. data sp Itting mod;lle 520. 

advantageously comprises a software,, hardware 6 

combination. module having the ility to mathematically 

operate on various data so as to Substantially 
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randomize and. split the data inot pertiotis. According 

to one embodiment, --ori.g? nal; data i s not r ecrea tabl e 

from an, individual portion. The data ssemb-2 i g modvil - 

5.25 advantageoUSly Comprises a scttwa.re, hardware, b.- 

5 ce ,nat on module configured to mathematically operate 

on the foregoing substantially ?randomized. portiohs . 

such that the -Combination thereof provides the dri.ginal 

deciphered. data:., . According to' one embod:ifmnt:; the 

authentication. engine :'x'.15 employs t e' data. Splitting 
10 moftl.e 5.tO to randomzie. and _sp:l.it enr••11mentr 

authentication data into porItion,s. and emp,ldyd the data 

assembling module :. 25 to reassemble the pQrt~.iwsl into 

usable enrollment authentication data, 

(01,211 FIGURE 6 illustrates <a block diagram of the 

IS cryptographic. engine 220 of the: t::ust engine. 2C:0 of 

FIGURE .2 according to, aspects of ane ambodimabt of.::t-hila 

invention. Similar to the transaction engine ;,05 of 
FIGURE, 3, the cryptographic engine 220 oompri ses an 

operating system 605 .having at least a listening a_i'2d a 

26. handling thread of a modified version o-f a conventional, 

Web server, such as, for example, Web servers available 

from Apache. As sho,,<xi i. ,:FIG RE 6, the cryptographic 

engine 220 comprises a data splitting module , 610 and a. 

data as.sembli:n.g module 620 that function si A-l.ar to 

25 those of . FI<MRS 5.. Horre-ver ,s according to one 

embodiment ,, the data •_Pl. t t~ ' not module 610  and the data 

assembling module,620 process cryptographic key data, 

as opposed to the foregoing enrollment authentication 

data.. Although, a skilled artisan will .receg size from 

0 the duscwlcau.re herein that the data splitting module 

91D and the data splinting module .620 may he combined 

with. those of the authentication .engine .215, 
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[01221 The cryptographic engine : 2:0 also comprises a 

c ypt-Og aphis handling module. 625 configured to perform 

one,. ;some or all of & wide number of cryptographic 

functions.: Accord.ling to one a bodiment, the 

5 ciyptogzaphic handling module 625 may comprise software 

m6d il.es or pr oar amp: r hardware or bath. According to 

another embodmient the crj'Ttograph Ic handling module 

825 ma j)erf orm data compa.i isdb• i data parsing: data 

p ittingi data separating, data. hashin.g., data 

n XYtxon. ©r ' decrwtion, digital tal s gnatu re 

voVi i.ca.tion. Or creat ion,, di.gi.tAl certificate 

generation f storage , et axes s, cry c key 

gene. .ration, or the like,, Moreover, a skilled.  artislan 
w , recognize  rdm the disclosur e:tere; t hat the 

I: , cryptographic handling module .82 -may ad.vant'.aereov.s1Y 
gomprises a public-key infrastr.UctLAre, .such as Pretty 

taped. pri>Lrary { PGPI , an RSA- based public-key system, o'• 

a wide number of alternative ive .key management systems. 

to addition, the cryptographic handling -module 625 May 

.20 per-form public-key encryption synime.tric-key 

encryption, or ;both. 1111 addition to the foregoing, the, 

err yptograplhio handling module 625 may include ciae or. 

More computer programs or modules.., hardware., :tar both, 

for implemen.ti;ng seamless, transpawe xt, 

2'5 int roperabil;i:ty tunoti.ons r 

101231 A sk.i.l led artisan will also recognize from 

the diisclos=e herein that, the crImtogra,phic 

functionality may include a wide number. or variety of 

functions  generally relating to cryptograp.Ihic key 

10 management systems. 
101241 FIGURP. I illustrates :a sim 1. i fied .block 

diagram of a depository system 7,00 according to aspects 

of: an embodiment o . f the invention. As shown. in FIGURE, 
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7:, the depositor;., systre.m TOP adva wageou-S.. •• prises 

multiple data storage facilities. for example, data; 

storage faCiUties DI, D2 t D.3, and D4, However, it is 

r adil-Y understood by those of ordinary s ill in the 

5 art: that the depository system may have Only one, data 

torage facility. According to one embodiment of the 

Invention,,.... . each of the data storage Tacili ties D1 

t-ht;dugh D4 mgy advantageously comprise 's:one ' o all of. 

the eleme.nts disclosed with reference to' t:he 'depos ptdky 

1.6' 2.10 of FIGURE 4•. Similar to the- depasi.t:oky 210, the 

data stb.rage: fa it ties DI through D4 co3tmun -Ica` e with 

the tranasction. engine 205, the authentication engine 

` 11., and:. the cryptographic engine 220, preferably 

ttarau:gh conventiora;l SS L. Communication atrion links 

transferring, for example,*IL docutrents:. 

Communications from the transaction engine .05 may 

advantageously include requests for dada.,, wherein. the 

request is advantageously broadcast to the I:P address 

of e-€ch data .,.forage facility DI through D4, On the 

b other hand... the transaction engine '205 -mmy broadcast 

requests to particular data storage facili,t.i.es based on 

a wide number of criteria, such as, for example, 

response_ time,. se _,rer loads, maintenance schle Jules, or 

the like .< 
25 rG125) In response to requests far data frow, the 

transaction engine 205, the depository system 700 

advantageously for-wards stored data to the 

a3tthent.icati.on engine 2'x:5 and the cryptographic engine 

220.: The respect ire data assembling modules xe:ce'i•=e 

10 the. forwalyded data, and assemble the data nt p useable 

f-or gat s.. C3 . the other hand.. communications from the 

aLithentica+pion engi_n 215 and the cryptographic engine 

22.0 to: the data storage facilities D! through D4 nay 
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iiac1vide. -t-he- transmissio n of sensitive da-ta to be 

stored . For exam plel according to one embodiment,. the 

authentication on engine 215 and the Cryptographic  engine 

20 may advantageously employ their respective data. 

s` splitting modules to divide sensltive data into 

undecipherable portions, Ard thne transmit one or more 

Unde-ciph rab e . portions of the sensitive dataa to a 

partidula.r data Ito go facilitY-

[01261 according to One embodiment; ' each data 

10 atorage fa6il'Ity, ;D1 'through D4, comprises A separate 

and. nd.epend.ent storage system, such for example:,,  a. 

directory per er, According to another embodiment of 

the invention, the depository system 700 comprises 

multiple geographical 1*.v, separated inoependent data. 

S storage. systems, By distributing the pensitive data 

into di:st, xict and ndependei-i.t storage faci:Utle's DI 

through 7 4 t some or all of which may be. advantageo-usly 

geographically separated:, the depository systwi 70.0 

provides redundancy along with. additional security 

0 measures, For example, according to one embodi ens:;. 

only data from two of the.multiple data storage 

facilities, DI Through D4, are :needed to decipher and,, 

reassemb e the seris^it:ive data:, Thus, as many as two of 

the :dour data. storage facilities. Dl, through ..D4 may be 

25 inoperative due to maitnenance,. system failure, power 

failure, or the Aake, trout affecting :the: 

functionality  of the trust engine. 1110.. In addition, 

because., according to one embod Ment,. the data stored 

in each data storage facility is randomized and 

30 undecipherable, compromise of any indviidual data. 

storage facility doec not x3ecesay. coii}prom :ae the 

sensitive data.. M0reover in the embodiment t hasr' 

geographical.; separation of the data: storage it•e•• 
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a caa4prm,i.se of multiple geographically :r emote 

facilities becomes increasingly difficult. in fact..,.. 

ex• n a. rogue employee will., he greatly challenged to 

subvert she needed multiple independent geographically 

5 Xc:mote data storage facilities, 

[81271 A -th ugh the depository system 700 ,is 

disclosed witli ;reference to :its prefer_red and 

alternative embodiments, the invention is not intended 

to he l.imlted thereby=. Pather, a skilled artisan. will. 

1.0 tecogr ize' frbzii the disclosure :herai n, a Wide'number of 

a:l:terna• i,v% for the depository system •:• . Fo r 

example, the depository system 700 may comprise one,. 

two or more data storage facilities. in. additioz,i 

sensitive data may be mathematically cbera.ted such that. 

15 portions from. two or more :data storage facilities are 

needed: to reasse-mble and decipher the sensitive data. 

101281, As... mentioned, in the foregoing, the 

ra th.ent cation eng'.1ne 21.5 and the cryptographic engine 

220 each Include 'a data splitting module 520 and 6,110, 

26 respectively '. for splitting- arty type or fora of 

sensitive data, such as, for example, text, audio, 

video, the air henticat:ion data and the ar Ptographicr 

key data.., FIGURE 8 illustrates "a flowchart .cif a data 

splitting process 800 p.e forImed by the data splitting 

'5 module according to aspects of an embodiment: of the 
Invention, As shown in FIGURE 8.$ the data splitting 

pro ess 8 30 begins at step 805 when sensitive data 'IS" 

is received by the data splitting module of the 

authentication engine  21:5. -ox the criptograph.it engine 

0 22.3. Preferably, in step 810, the data spli. ting 

module then generates a substra .tally random number, 

value. or string car seta .s0- bi a•r "A: For example., the 

random :?ur er> ;fit may be generated in a. wide nut?Lber of 
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v ry rg conve nt ona . techniques available ta: O.ne :of 

ordinary skill in. the art, for producing high quality 

ravidom numbers suitable for use in cnypto ra:phwc. 

appli.cat.ions. Tn addition,. according :acs' one: 

5 embodiment, the random number A comprises A bit length 

which'may be any suitable ,.length, such as shorter, 

lo4ger oe eg6aal 'to the bit lenugh of t:he.:aeris itive 

data.'. S. 

[01291 in addition, in step 820 the data ,splitting tti:ng 

10 pz.oce.9s no generatse another' Fat,at:1.atical.ly tc"t2idC",m, 

nuDa,bet VC." According to t1ne preferred embodi me.nt., the 

generation of the stati.sti.cally rand om numbers A and C 

may advantageously be dotne.. in parallel. The data 

splitting module theca combines the n_i:mbers A and C with 

is the sensitive data 'S such that new n=bers °°B tt and: 'WDP 

are generated. For example, nutrber 13 ma-Y comprise the 

binary combination nation of A XO_R 5 and number D may comprise: 

the. binary comb 3 an.tion of C Xt" A S he X'+. R function, 

or the " exclusive-or" .function,, is well. ,knovxi to thoso 

0 of ordinary. kill -in the apt... Teh :foregoing 

combinations preferably occur in steps 825 and B30, 

re.spectively, anal, according to one embodimeht, the 

foregoing combination ,,-- also occur in ;parallel; The 

data splitting. process 800: them proc eds to step 835 
2-9 where the :random numberz A and C and the nu bees and 

D are paired such that- none of the pairings contain 

sufficient data, by themselves, to reorganize and 

decipher,- the original sensiitve data S> For example, 

the :nn:rb -ors gay be paired as follows; AC, AD, BC, and 

30 BD. According to .one embodiment, each, ot<.:the.. _foregoi.ng 

Pairings is, distributed  .to one of the depositaries Dl 

through: D4 Of-FIGURE  7, According to another 

e;i,bcdi trant, each at the t regoin'g pair^ing.s i random. 
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distributed. to one: of the depositories -M through D4. 

Fob example, during a first data spli wing process 800, 

L.1 e Pair—I ng AC may .be .gent to depositor; D2-, through, 

nor example, a random selection off: M f s IP address, 

Theme:, during a second data spli:tt nq process :800, the 

pairing, AC may be sent try :depository D4,. th ough t for 

example,'.: a _ra idom selection, of D41 a .IP -addxess . In 

dditi.6h. they pairings may all be stored on. orie 
depdsitokyj and may be stored in separate location's on. 

I.Q. said depository, . y 

t0130,1 Based on the foregoing the dkta .sp° itti g 

process 80.0 a! Ivantageously places portion$ of the 

sense t.a."ve. data in each of the tour dat-& storage 

facilities Dl through X34, such that no single data 

l• storage facility 01 through X34 includes , stiff iaient 

entr,vpted data to recreate the original sensitive data 

S;. As mentioned in the foregoing, such. random .iza -,Ion, 

of the data :Into indiv.1duaIly unusable ,encrypted 

pertiQns increases security and provides for Raintlained 

2.6 . trust. in. the data. even if. one of the data storage 

face pities, D.1. through D4, ;is compromised, 

[01313 Although the data splitting Process 806 it. 

disclosed with reflerence to its preferred embod,i ent, 

the invention J.M not intended to :be, m ted thereby, 

25 Bathes a ski led artisan will re .cognize, from the 

disclosure herein., a: wide. number of -alternat .ves. or 

the data splitting process 800. For example, t:he data 

splitting process may advantageously split the data 

into two aumbea s ., for example, random number A and 

30 number B and,. r ndomly. distr hate A and B through two 

data storage facilities. Moreover, the data splitting 

process 800 may ad vantageously split the data among a 

w' de number t3$ data storage iac4 l ties through 
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generation  of additional random ;numbe a. the data may a 

be split. into any desired, selected, predetermined, or 

randomly assi.gn€:d :size unit, includinq but not limited 

t d, a bit~,. bits--., bytes, kilobytes, megabytes or :urger: 

5 a_' any combination or sequ:ence of sizes.. In adds:t'ion, 

its  U e sizes of the data units. resulting •f:r•em ,the 

6pliL.Ling p doss may tender the data more difficult.' to. 

ke-store to a. iseable form, thereby inerea. ing security 

of sen-Sit ve data, It :is readily app .re.rit~ to these of. 

i. ord.inary Oki.-.1.•. in, the ark: that the .split data. unit 

sizes may be a wide variety of dataa ttni.t, zsizes or 

patterns of sizes or combinations of sizes. For 

example, the data unit. sizes may be selected or 

predetermined to be all of the same size, e, a fixed set. 

15 Of differen.tr si7-es, a combination of sizes, or .randomly 

generates sizes. Similarly, the data units C3a`y° .be 

distributed into one .or more shares :according to a 

fixed or predetermined data unit size, a pattern or 

combdnat~ ran of data unit sizes, or a randomly .generated. 

20 data. unit~ P.ize or sizes per share. 

t013.21 As. mentianed in the oregeinq, in orde ..to 

recrea.t.e. .t.:he •ensit ive data a, the .data portinos need: 

to be dea:an:domized and reorganized.. This process may 

Advantageously gccu.r it the data assemlbl. ng modules,. 

5 525 and 62 , o the authentication engine 21.5 and t e . 

cryptographic engine 220,  rest+ec tw•re ly , 'The data 

asse4mbling module, for exa:mple, data µssembly module 

525, receives data portions from the data. storage 

facilities DI through D4 , :and reassembles the data into. 

30 useable farm For example, according to one embodiment.. 

where the data splitting module. 520 .e pl yed: ..the data 

splz 4ting process 800 :of FIGURE 8, teh data assembling 

rEedule 51.5 uses data portions from :at least two of the 
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data forage faculties Dl:throucgh 4 to: recreate the 

sens- 1 ive data S. For example, :the pai.ri.ngs of .AC AD:, 

5C, and BD, were d st:r-i hated such that any two pray de 

on,6 of A and B, or., C and U.. Noti nq that. S w A XOR B 

5 or S = C XOR D indicates that when the dat-a assembl i:ng 

module receives one of :r'1 and. B, or, L and D> the data 

assenn ling module 5c2̀ .5 c an ad,r,i n 'n-, gfsou'Jll r,, , - easse'mR+'le the 

d ata - •R sensitive data S. Thus, the da•a a•se•k•ling mo•?a.•e 5•<5 

*Sr.:a:sset le the sensitive data S, when, for example., 

It receives data ort,i.o• m from at least the fi.r•>,t two 

of the data storage fao.i . ties DI thxotigh ID4 to respond 

to an assemble request .Py the twuat ehgina+;. 

[0,1331 Based on the above data splitting and 

assembling processes, the sensitive data S exi ;ts in 

is usable format. only in a limited area.. of the. trust 

engine 110.. For exA mple, ben the sensitive data S. 
.includes enrollment, authentication data, usable.t 

nonrandomized enx-cllment authentication dat a is 

available only ir, the authentication engine 21,5 w 

20 Li kewise , when the sensitive ive data incl•dde's prl..Vat 

cryptographic key data, usable, nonrandomized private 

cryptographic. key data :is available only in the 

[01341 Although the: data -spl iota. and. assembling 

5: processes are disclosed with reference to their 

preferred embodiments, the: inven icn as not Intended to 

be limited thereby. Rather, a skilled artisan will 

recognize from the disclosure here-in, a. cdLe nun er of 

alternatives for splitting and reassembling the 

30 seAnsi.tive: data: ... For exampel, public--key encr mt..ion 

may ,oe used : further secure the data at the data 

stowage fzaoi.lfties D1 through .D : In add ;tion:r it is 

read' 1 •jz.)arent, to these of orid :.a--y skill in the Art 
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that the. data splitting module :described herein is also 

a separate and dIztinc-t embodiment of the present 

invention that may be incorporated into, combined with 

or otherwise made part of any pre-existing computer 

vSystems, so_t'tsiare suites f database., .sir c omabainatp. n.s 

thereo,L, or other embodiments of the: present invention, 

such as the treat ex glee, authen4i-cat ion :engine;, and 

tranaact cn engini e disclosed and described herein. 

(01351' FIGME 9A illustrates a data fide of 'an. 

10 :6nro.11v e:nt process :900 according, td as 'ects of 6tn 

embodiment. of the nvention... ks shown in. FIGURE 9A,. 

the enrollment process 900 begins at: step 905 when: 

use.x, desires to enroll with the trust engine 110 of the 

crypt.ographx M systems 100. According to this 

l 5 embodiment, the user system 105 ad-voax tageousl.y inc ludee. 

a rllentwa de applet, such as a Java-Ik ase , that 

quer. es `she user to enter enrollment date. ; such as. 

de mog.raph c data and enrollment authentication data. 

A..ecordi g to one ewodi€meet, the enrollment 

0 authentication data includes user ID, password (s) 

or the like. Accordin to one 

embodiment.3 au.r ng the querying process,, the 

cliert-side applet prelf rably -communicates with the 

trust engine. l t3 :t.o ensure that a Choesn user ID is 

25, un que . 'v ien ;t he uper ID is nonunique, the trust 

engite 110 may advantageous y ..suggest a unique user Iii. 

The client-Side applet gathers the enrollment data and 

transmits the: enrollment data, ftr example, through and 

ML document, to the trust engine 110 , and. 

pa . ICUlar-I to the transaction engine, 205. ng 

to one end spent, the trans i Vision is encaded with. the 

Pur-)Iic key of the authentication engine : S.. 
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[01.361 Accordirg to one embodiment, the user 

performs a single enrollment d raIng step 905 of. the 

enrollment process: '.90th a For exampl e F the user enrolls 

himself or herself "Ag a par icular ,person st: ch as Joe 

51 User When Joe User desires to. enroll. as Joie Use :i CEO 

of mega Co p. f: then according to thls, embodiment, Toe. 

User enrolls, 'a sedond t:lm.,e receives :a  second unique 

user ID and the trust engine .110 does Ilot associate the 
twO identities: -According o another eribbdiment 61 th•e 

io invehtion..s the enrollment process 1900 p rovidles for 

mulltip.l.e. uses: .identit ies for a si,nq--e user ID , Th'Us, 

in: the above example, 'the trust eng^-ne 1.10 will. 

advantageously associate the two ident.ities of Joe. 

Li:ser .r As will be. understood by a skilled artisawn from 

X:: the disclosure herein, a. user may have many iderltities 

for example, Lice User the .head of household, Joe Use: 

the member of. the Charitable Foundations, and: the like, 

Yen ' cough the uses may have multiple identities, 

according to thIs embodiment. the trust. engine 1.:x.0 

20 pre er:ably stores only one set of enroll >, me At data, 

Moreover, users may advantageously: add, edit:/update ; Or 

delete identities as they are needed, 

01.37 Al.thoUgh the enroIlment process 9.00 as. 

disclosed, with ref erence to ite preferred. em odili ment,, 

25 the invention.. is. not Juntended to be ,limited  thereby. 

Rather., .a skilled artisan will :recognize from the 

disclosure herein., a wide number of alternatives for 

gathering of enrollment data.., and In particular 

enrollment authent icat ion data. Fear .exa ple, the 

30 ap 'let may be common. dbjecl: om deA (.Com) haled .applet or 

the 1.ke. 

[0 . 381 on the other hand, the enrcllmexit process. may 

A. cl.ud•, graded enrollment. For example, at a •Oweat 
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level of enrollment., the user may earo.1 . over .the 

communication link 125 without prC3duc-.ng do cumentati on 

as his or her :identity: According to an-increased 

evi ,el of enrollment, the user ehrolls using a trusted. 

third party;. Such: a-s- A digital notary. For example, 

a•.d the user-  may a•apear in person 't=o the trusted third 

party.; ;produce credentials such as a. birth certificate., 

dr *er' s' license, military ID F or the lik6:, a6nd the 

tru6ted t.hlyd arty. may advantageously mall-ide ; for 

1O example, their. digital sighatuTe in.. enrollment 

subm, ".ssi,i n. The trusted third party may In. elude: an 

actual notary, R. government agency, :such as the ;Post 

Office or Department of Motor Vehicles, Iles, a human 

resources person: in a large company enrolling ;an 

Is employee;, or the like. A skilled ar ti.san will 

understand .fro a t-be disclosure .herein that a wide 

nutTdaer of v:ar}ring levels of enrol men t may occur during 

the enrollment process 9.00. 

101391 After receiving the enrollment authentication 

20 data,. at :yep 5, the transaction en using 

conventional FULL SSL technology forwards the 

enrollment: authentication data to the authentication. 

engine 215. In step ,920, the authentication on engine 21..S 

decrypts the enroilment: authentication data , using the 

2.5 private t.e key o:t the authentication engine: 15. In 

addition, the authentication engine X15 employs t1he 

data splitting module to =.nathematioally opex%• ten n the. 

enroI 1ment authenti catio data so as to k-pl,' t the data. 

into at least two independently: undecipherable, 

30 randomized, numbers. As mentioned in the foregoing., gat 

least two numbers may comprise -a statistically random 

number and a binary ORed number. In step 5.25.t the 

authentication engine 215 forwards each portion of the 
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randomized numbers to one of the data storage 

facilit es DI through Dom. As mentioned In the 

foregoing, the authentication engine 215 may also 

a.dvantageouSly. randomize. which port on :are transferred 

to which epos tdr e- S 

[0140] Often dur:: ag the :enrol.1meat ' process X00: 1. :the 

aser Wil-I 41S'o d.es1r-e: I to have a. digital Lertif Lc&te 

issued :such that or she ;stay receive eha*pted 

documents f om cat-hears outside tae cryptographic a t:em 

: 100 Ax mentioned .in the foregoing, the certificate 

authority 115 generally issues d gital. certificates 

according to one or more of several conventional 

standards, Generally, the digital certIfIca:te imclude 

a public. key of the user or -system, which Ils known to 

.1 5 everyone. 

(01417 Whether the user requests a digital 

c art x f c-ate. at enrollment, or all". another time,,  the 

requ s;t. is transferred through the trust engine 110 to 

the authentication on engine .215. According to one 

20 ethodi-mefit, the reTiest includes an .XVIL document. 

ha-vi'ng, for example,_ the proper name of the '(user.,. 

According. to stela 9a5, the authe. ttication engine 215 

transfers the request to the cx*r"tographic engine 2.20 

instructing the cryptogxaphi-c.eagi.ne 220 to generate a 

cryptographic. fey. or .k y pair. 

€0.1421 r.7pon request, at qs'tep ., the: cryptographic 

engine 220, generates .at least one Cryptographic fey. 

According to-one embodivien ., the cryptographic handling. 

module 625 generates a :key .pair, where one key is used 

10 :as aE private key, and one is used as a publIC key, The 

ryptographic engine 220 stores the private key :and, 

according to one einbodi gent-, a. copy of the public key. 

-.step 94S:., the cryptographic engine 220 transmits :a 

,25  
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x eccr, ae st for a digital certificate ica.te to the transaction 

enq rle 205... According to one embod.iment f the regrkiest 
v 

advantageously i.1.1c•.udes a standardized request, t uch As 

.`3 .+••tr.a•T.:t 0i embedded' in for exa€apl,e-f_ aa•. .:L1ML 1.L•`ic,rrzenta Tbit 

5 request for a d.l.g1tal d rtifi ate : raa: - act Tantageously 

correspond to one :0.r Mgre certificate authoritiez and 

the one :or more standard formats the: aerti:ftc.ate 
auvhp.ri.ties require- ;. 

[61.431 In :step 9$.0 the transaction engine 205 

16 forward's 'this request to the certi f i• _- to authoriit.y -115 _: 

who, in. step 955, returns a digital. certificate, The. 

return digital certi•:i.cate way advantageously be in a 

standardized format, such as PKCS7 , gar in a proprietary 
format of one or more of the certificate authorit. ies 

'15 115. In step 960, the digital certificate li.s vepe ved. 

her the transaction engine .:205, and a copy .is forwarded 

to the user and a copy is stared with the trust engine 

a,10:. The trust engine 110 stares a copy of the 

certificate cate :such that the tr st engine 110 will not 

:20 need to .rely on the r' val.lab1,lity o:f the c£?x'ti,f c''atl?. 

a athcrity 1.155. For example " when the user desires t'O, 

send d3'E tcaI certificate, or ;ta.. third party :requests 

the use, I d• g: tal certi'ficate,,the rags t for the 

digital certificate is typically sent,.. o the 

S Ce.rt ficat:e aut.hority. J.I. . However, if the certificate 

authority; 115 is Conducting mainte ante or has been 

*,r cat irti of a failure or security Compromise, the digital 

ce.r t- ficate may not he available.. 

(01441 At any tll'{e  after issui ng the cryptog -laph_'c 

3.0 keyt a: the cryptographic engine -2.20 may advantageously 

employ the rata. splittingy,,•# pr}`cess 8d•V described be+ ca abaY,r±e 

such that, the c `yptograph.•.e: .t -eys - •are•. split in.GQ: 

independently undecipherable xandomized :n=bers . 
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4.rii.la; to the authentication data; at step 965 the 

cryptographic engines 220 transfers the randomi ed 

3"I'w%Eitb=.-:rs to the data storage facilitles DI through 14 

[0145[ A skilled: artisan wi1l rec:ogniz: from the 

discl. sure- •e:rein that who Wiser may request- ,a dig Ital 

certifi cate a'n tI ke aLf ter enroIl ent> Mdxe6ver, the 

COM1,0i• n.%cations Jb tu•?•ra }Ts•ems may. advart q•o• sIv 

nclude FULL. S.:S• or public-key encryption techn6lcg: es. 

Mo eovir4i. :the enrollment Process: zma'y idSU6 ;Ttultlple 

10 digital cer:t<iffic••tes from multiple certif:ica.t:e 

authorities, including one or more proprietary 

certificate authorities internal or external to t.he. 

tr,us4i. engine X10. 

[01461 has disclosed in steps 935 through. 960, one 

is e^ boti ment of the invention includes the request for a 

certificate ghat- :is eventually stored can the 

engine. '110. Because, according to one embodiment:, the 

cr,yptcgraphi c handling nodule 6.25 issues the keys lised 

by the. trust. engine ^ 1t3, e.ac certi f ipa.te corersponds 

20 to a private key, T.'herefore, the trust engine 110:: May 

advantageously pro,, We for :interoper.abilit .th:rough 

moni.tcri:rg the certificates owned by,, or associated 

with, a: user. For example, when the cryptographic, 

engine 220 receive-- a. bequest, fok a:. cryptographi c aphi 

25 function,  the cry tographic h••ndl ng •odul e x:2.5 may 

investigate the certificates owned by the requesting 

user to determine whether .the used' owns a pr,Ivake .key 

matching the attributes of .the request. 1v'aa,en such a: 

certificate exists, the cryptographic ;handling mpdule 

30 625 may -use the certificate or the public or private 

keys associated therewith, .to perform the requested 

f:znctlo . when such a certif gate does not e ist r the 

c tptograp'lUo handl.i3ig module 6.25 may ad-,Yantagevuk ly 
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and transparently perform, a number of actions. to.: 

attempt to remedy the lark of an appropriate keys, 'per 

example FIGURE 9B illustrates a f?.t]w-chart of an 

interopera-bility. process 970 j which according to 

5 aspects of are embodiment cif the invention, di:5c ores 

the fdregc_i:hg steps to Un sure athe cryptog hi c 

hanilling modu.1e 625 perform . s cryptograph c functions. 

usi)44 app, op. late keys 
[01471 shorn: ,in FIGURE 5H, the ixitercp ra.bility 

iO process 970 begins wdth step 'x°72 Where the 

cryptographic .handI ink' mud•-zie 9,25 de te.rmineIs the type 

of ce tifi case desired.. According to one eml-.)odim.ent of 

the invention, the type of certificate ficate may 

advan,tageoasly be sgecifie.d in Lhe request for 

15 c ypl:ograpbic Of nct.ions„ or other data provided by the 

requestcr, According to another embodiment, the 

ce. t f cafe ., pe kmay* use ascertained by the data to .at 

o, the tie.guest. For example, the .a:ryptcgraphic. 

aalrg ; cdte may advantageously rec•gxze t<he 

2Q reVest corresponds to aparticular type. 

101481 According to one embodiment, the certificate 

typo may include one or more lgcritl m staldards, for 

e aft. -p3.e., ?SA, ELGAYML, cs 'tYle like ,: In •,c•dit on ) the 

Certificate: type may include one or more ke-y types, 

25 such as sNrm etric keys; public keys, strong encryption 

Xeys such. as. 256 bi-:t kevz, less secure , t or the 

likes. Moreover, the certificate type may .include 

upgrades or replacements of one or more of the 

foregoing Algorithm standards or keys, one or more 

30 message or data formats, :one: or more datat enc..aps ulation 

or encodiniU schemes, such as Base 2 or Base :64. The 

certificate type may -also include Compatibility with 

one or more third--pa:rtyr e2''pto raghi,.c a6pli.cations or 
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wnatertaces<, one or more communicat-ion prot.ocol:s, or one 

or more certificate standards or protocols. skilled 

artisan will recognize from the. disclsoure herein that 

other d:i.ttexenc`es may ex -st in certificate types, and 

5 :translations to and frOM those differences may .be 

imj;Aef.:ented as :disclosed herein. 

[01491 once: th  handling module 625 

de.termir eg th certi i;cate -. type, the ° i.nt eri opera:hi lity 

prOce s 970, proceeds to step 7.4:.i and. determines 

10 whether the user o%ms a certificate. tatc i:ng trie type 

determined irl step 974, When the ise.r owns a matching-

certificate, for example, the crust e4gine: 1:10 has. 

acce.ps to the m,tching certificate tbrough., ,for 

exampl e, prior storage the edt; the cryptograph c. 

15 handing module $25 knows that a; matc 'Ing private key 

:s also stored within the trust engine 110 ., For 
example, the matching private key may :be .stared within 

the depository 210 or depository sys, ear} 700,  The 

cryptographic handling module 625 may, ;advantageously 

20 ;request the matching private he ,,,, he assembled from, for. 

example, the depository 2,10, and then in .step, sq7O :t use 

the matching private key to perforr.• cryptograph .c 

actions* or functions, For example., as maentlo Aid. in the 

foregoing:, the. cryptographic:  handling itiodule: 625 may 

25 advantageeuiy perornaashana, hash compar:»so•s, data 

Oncr ption or decryption, digital si.gna.t.ure. 

verification or creation, or the like 

COISGI When the user does not o%m a matching 

certificate, the interoperabil; ty. pr<:cess 970 proceeds 

30 to step 978 where the cryptographic handling module 625 

determines whether the :secs owns a cross-certified 

certificate- According to one embodiment.,, 

cross- certification between certificate authorities 
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occurs when a :first ce t :ficate author-Ity determwxaes to 

trust certificates from .a second certificate authority. 

In other words, the first certificate  authority 

deteriuJawnes that certificates from the second 

5 certificate authorit)r meets certain quality standards_; 

and there rfoke w mAy be Ocerti f.ie.d" as equivalent to the 

first certi f irate authority l s own cent i,f ica.tes :. 

Crossa-certif icati6r. becomes more coTplex ;heh the 

certificate authar-hies ; issue, for ex impKle:; 

io cert.i.f i rates- .ha.v,ing le irels of trust. For example:, the 

f r•tt cerkif+icate authority may provide three levels of. 

trust for a particular certificate,.,, usually rased on. 

the degree of reliability in the enroll-lent process, 

while the second certif Lcate authority may provide 

IS even levels of trust. Crosswcertifi.,•zation may 

;advantageously track which levels and which. 

e'rtific.ates from the :second certificate aothorit r may 

he substituted for white levels :and which certificates 

f.rom the • i.rst, When the foregoing cross.-certification: 

0 is done officially and publicly between two 

cerf it i.cati P author to es, the mapplitln of certificates t.i ficates 

and levels to .one another .h often called "chaining • 

[01511 According to another embodiment lof t he 

invent:i:Cjn:, the c.ryptcig aphi<• ha dlIng module &2w may 

25 advent ageous+ly denrelop .ci coss-:.erti.f is ations outside 

t:hobe agreed ur-on by the : certificate authorities. For 

example,. the cryptographic handling module 625 may 

access a first certificate authority's c•rtlftcate 

practice statement (CPS; ,: or other publish-- ? policy 

30 statement, and using, for: exa ple.. the autheatication 

tokens required by particular trust: levels, match the 

first certif-irate authority certificates to those, of 

another certificate authori:tv.. 
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[01521 Whew.:, °n step 978, the t r yptograp is handlw::g 

module 625 determines that the users o-,,ms a 

cross-certified certificate, the ;interopera ilitwj 

process 970 proceeds to step 9x'6 { and performs the 

ccrryypptographic togralnllriic action.or function Us tg the 

c.rc s -eertif ed public key, private key. Or. both. 

Alt,ernat3ore1y:, when the cryptographic handling, module 

625 de;termine,s that t1tie users- dries not ocm a 

CrOS.S.-certify .ed certificate, the inte,rope bil- ty 

10 proceas §70 proceeds to ;st-sp: 980, where t:h.e. 

ryptograjihac .handling viodu e 625 selects a certificate... 

author-Ity that .issues the requested certificate. type 

or a certificate cross-certifted thereto. In stelp .9.8:2t 

the cryptagraphic,bazid .wng module 625 determines 

1.5 whether the user enrollmen.t authentication data, 

discu sed n the foregoing, meets the authentication, 

regiaireme=eta a  the chosen certificate authority, For 

exei•pl:e, if the user e2nrolled over a. net work by, for 

example, answering lemograph z and other questions, tAhe:. 

20 authentication.. data provided may eatab,l sh a lower 

level of trust than a user pwov"'A :ng b ink etric .data and 

appearing be-fore a third-party, such as, for example, a 

notate?'. Acccrddn;'3 to one eitbodiment., the forego ng 

allthent,i cation requ rements may advantageously be 

25 provided in the chosen .authentication authority s CPS. 

E D1 33 When, the: user has provided the trast engine 

110 with enrollment authentication data meet-Ing the 

requ r—e-ments of chasers certificate authority,: the 

nteroperability process 0 proceeds to step 984,. 

30 where the cryptographic handl-ing iziod le 825" acquires 

the certificate from. the chosen cert if icate authority. 

cco td ng. to one embodiment, the cryp.tographic handling, 

module 622 acquires t; e..c-ert 4 f cate by 1611. swing stets 
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45 through 560 of the enrollment process 900. For 

example, the cn},ptographic ha dling module 625 may 

advantageously employ one or more public keys from one 

or. more of the key pairs already available to the 

.5 cryptoe ra hic. engine X20, to requebt the certificate 

06m the certificate authority. According to another 

emb.6 1m,  nt.f. the cryptographic handl ng. mod'a le 625 may 

advantageouel'y g -nera.te "cite or :xwIre near key _Fairs, an 

use: the Public.keys correIspo idi.ng thereto., tb request 

.0'. the. c4rti: hate ;from the certificate authority. 

[01541 - :cording to another embodiment, the trust 

engine 110 ma.y advantageously include :o e or moer 

certificate issuing modules capable of issuing one. or 

more certificate types, According tQ this e.Mbod.i;xEe1*1t:*:. 

.5. the certificate :.issuing module may pro\ride. the 
:foregoing certificate, When the cryptographic handla.n 

module 625 acquires the certificate, they 

interoperab lity process 970 proceeds to .step 976, n'd 

performs. the eryptogrx•pph c action or function using the 

0 public key, pri-Paste key, or berth corresponding to the 
acquired certificate. 

(01553 when. the user, in step X82, }gas' not'; provided 

the trust engine 1i0 with enrollment aut.hertication. 

data .meeting the requirements of chosen certificate 
2.5 authority, the:; cryptographi;! handling- morale 625 

de-termihes, in step 986 whether there are other 

certificate fica:t:e authorities that have different 

authentication re ui:zrementa For example, the 

cryptographic handling module G.'25 may look .for 

30 certificate authorities_ having lower authentication. 

requirements., but still issue the chosen certificates, 

or cross-7-cdrwifi:cati:ons thereof. 
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[015 63 when ; he foregoing certificate icafe authority: 

having lower requirements exists,, the interoperabilit,t 

process 970 proceeds to step 980: and 'chooses that 

c rtl;f icc-ite aut:hcr ty < Alternat vely., ' When no such 

5 certificate  autbcri* tY existdi. ;1•ft step 9.8.8 ; the ttidst 

en1.x 3.C+ May . ee add.ti. agahert:ra.ti.c toke:s 

f ''-6m:  the u e.r:.. For- example:. the trust en ine 110 coati 

#e eat neW e.n_rol.lment authentication. data.. Acompris-,.n r 

fQ.r exaglple ; biometrics data..; Also, the trust-- engine 

io3 lio may -e. :u!e:st: the-. user appear bef=ore .a tiuste.d third 

par t.y. and. provide: a.pproprla•e authenticat.l.ng 

credentials, such as, for example, appearing before a 

notary with a. drivers license, social securl.ty, card, 

bank card, birth certificate, 4aili.ta-ry M, or the like. 

1.5 When the trout engine 110 receives updated 

authentication data., the interoperability process 970 

proceeds t  step 984 and acquires the foregoing chosen 

certificate. 

[€1571 Through the foregoing, int.eropera.b 1. war 

process 970, the cryptographic handling module G2-5 

advantageously provides seamless transparent, 

trans lat ,cis and: conversions . between :dia; f e inc 

cryptographic systems.. A skilled aiMiisan will 

recognize from. the di,sCl.ostire 'herein, a, w" de nurnber' f 

advantages and, imp e.;neratabiotxs o f the :foregoing 

interoperable oyste:m- For example, the foregoing step 

986 of the interope abil. ty .process 9'0 may 

ad-%=ant.ageously include aspects of trust arbitrage, 

discussed in f ir€:.her detail below,: where the 

10 certi f ic:a to authority may under special circumstances 

accept: lower levels of cross-certlf-icationr In 

addition, the interoperability process 97.0 may include 

ensuring In e_•-cperability between and e•spl.o•m eat of 

210 
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standard Mert.if.ic'ate revocations ., such as employing 

.certificate revocation lists ( CRL) .. online certificate 

tatus Protocols (OCS?) , or the :like:. 

Lois$) FIGURE 1.0 ill:u.strates zi data flow of a 

autheat.ication process 1000 according to 'aspects Of 'ail 

em. bbdimen.t:. of the invention., A<!cording to one 
. 1„ L  ^{ r•. roc •y . . 

embodiment.,:- the auth entication process .1.06.0 1cnludess 

gathering current authentication data :from a user and 

comparing that to the enrollment authentication cats. of 

I'd the user. For examMl.e f :the c utlhe₹ ;t cation process. :1000 

begins at step 1005 where a user desires to perform a. 

transaction with, for example, a wldoa . Such 

transactions may include, for example, selecting a. 

purchase option, requesting access to a restricted area 

15 or dev.i:ce of the vendor system 120, or the like. At 
step `1010-i a vendor provide the user with a 

transaction I1..+. and an a' utbenti-cat.1..on request, rho 

transaction ID may advantageously include a 129 ba.t.. 

quantity bavIng. a 32e,,, bit time tamp concatenated ?rf'itth a 

20 128 bit random quant_lty ,: or a llnonce:., `E concatenated. 

with a 32-- bit VOhdcr spec L • i c constant. Such a. 

transactino. ID uniquely identifies the Cransaction such 

that copycat t:Aaa_tsaet.l.ons can . be refused. by the trust 

engine ll0a 

25 101591 The. atithent .cation: requeet maY advantageously 

ins uds what level of authentication Is needed :for a 

particular transactioxl: For example, the vendor may 

specify a particular .level of confidence that is 

.r. equired, for the t:rangact:i,on at l:ssu > It 

30 authentication cannot be made to this :level o; 

confidence, as will be discusesd below, the transaction 

will not occur without either further attthenticati.on by. 

the user to rase the bevel of confidence, or a change 
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in: the teemss of the authentication be :;qe n.::ithe vendor 

and the server:. These issues are discussed mio e 

t016£tl According € o .one ea*.5 diment, -the transaction 

5 ID and• the. authantticatio _request may be advantageously 

.ge-nerated by a vendor-side apple: or other 'soft are 

program. In add.i.ti:o , the transm ssion of the 

transic-tion ID and authentication data may include one 

o. more XKL. doruments en_cryOted using conventional SSL 

10 tecnnol'o gar} s r.h as, for example., or, In ether 

words Vendor-side av thenticated Lw7.S.2L, 

X 15 l ,After the user system 1015 xece.ive:s the 

transaction. ID a.nd authent cation eqIuest, the user. 

system, 105 gathers the current auth.enti.dat;.lon data:, 

15 potentially including current bi o. me:tri.c i.nformation, 

from the user. The user system 105, at step :1015-? 

encrypts at. least the current authentication data 'IS " 

and the transaction ID, with the public key ::I.. the 

auth.enti cat~,ian engine 21S.,. and transfers that data to 

20 the trust engine 101. The transmission preferably 

com.pri:wes XMM i'Iccument,s enc peed with :at least~, 

ccnl,rent anal W ESL technology. ogy. In step _x020, the 

traasa:ct:io?'i engine 2.05 receives the transmission, 

preferehIv recognizes the data. format or request in the 

2.5 TJRL or URI, and :forwards the :transmission to the 

authentication engine 21S.. 

[01621 During steps 1015 and 1020, the vender system 

120 4  at step 1205, forwards the transact on. M and the 

aWk--heint i..cat on. request to the trust engine x:10, using 

3:0 the preferred FULL SSL technology. This Communication 

May also include .a vendor ID, althou9 : vendor 

identification on may also be communicated, through :a. 

noft-random portion of -the transaction .M. At steps 
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1030 and 1035 f the transaction engine .2 0.5 ;receives the. 

'w'o?til'E:z..3ni ation, creates a: record in the audit trail, .and 

generates a regt,,zes.t for the user's enrollment 

Avth.enticatitin data <to e assembled  i the data 

5 storage facilIties D1 through D4: .fit :step '1040., the 

deposito . system 700 transfers the portions of the 

enrol;l'Ment duthentication data correspondin to the 

user to the: auLherit:ic-a ion engii1e 2155 At 'step 1;045,. 

the a:utben-tication engine .21.5 decrypts the t:rarism.iaa: on 

10 Via, ing its: private .key and compares the enrollment 

authentication data to the current a. thentitati:o:n data 

p-kovide,d by the ricer 

(01611 The :compa.risor. of: step =x.045 may 

a.dva.nta.geou.sly apply heuri. stical content sensitive 

15 authentication,. as referred to in the forgoing, and: 

discussed in further detail below. For example, if ithe. 

baoemtrlo information received does ; not match 

,perfectly, a lower confidence match res%ilts . :In 

.particular embodiments, the level- of conf dente of the 

0 authentication is balanced aga snt the nature 'Of the,. 

transaction. and the desires of both the user and the. 

vendor. Again, this Is discussed In greater detail 

below,. 

10.1647 t step .105.0, the autnenticaat'lOn en ine 215 

25 fillg in the authentication request with the result €-f 

the comparison of step 1045-. According to one 

e3'i'{bL:]diIE`ent of the. .brnrenti.on, .the authe'Aa€ .13ca'L"ion request 

-is filled with a YES./ NO or TRUE/FALSE r ew ul tw Of- the 

authen"" Aicati'on process 1000. In step 055 the 

30 filled- In authentication n request Is returned to the 

vendor for the vendor t o ac t ;txpora t for exazliple,; 

allowing the user to.. complete t he::txan.acticn that 

initiated the aut.henticatic : request. According to one 
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mbodiment, a confirmation message is passed to the. 

user, 

[0165) Based on the foregoing, ;the authennticat on: 

process .1000 advantageously keeps selis t-ive data secure 

and pr6d ices resultz configured to maintain he 

x . itegrity of hi sensitive  a a: i'dr.. exam,I e -tie 
-e•enaitive: data. is agse:m` bed only inside the. 

akithen:ti.cat:Lon. data is undecIp erable.:unta',1'it Is 

1© assembled in the authentication engine 21...5 ,by the- data. 

assembling module, and the current authentication data. 

is undecipherable Unti it 2's unwrapped by the 

conventional SSL techxiology and the private key of the 

authentication engine 215 Moreover, the 

15 a.uthenticat:ion result transmitted to the ,rendor does 

not include the sensitive data, :and the user may no 

even know whether he or she .produced ed vali:d. 

authentication data. 

[0616) h t ough the, authentication process 100.3 is 

20 disclosed with. retexence to its.pz.-eferred and 

alternative embodiments, the .invention is not, intended 

to be, l.•m:ited thereby, Rather; a: skilled artisan will; 

recognize from the, disclosure herein, a wide num• bey of 

alternatives for the aut'he-Ptication proces- 1.000. For 

25 example, the vendor may ad-Srantageously be replaced by 

almost any. requesti.nq application,  even. those residing 

with the uses: system: 105 For example; a client 

application, such as Microsoft word, may use an 

application program interface (:API) or a cryptographic 

34 A-PI ( CAFI) to .request authentication before unlocking a 

document, Alternatively, a mai I server, a :network,:. a 

cellular phone, a personal or mobile comput-Ung device,: 

a. worketatwon, :or the .la k-e., may all make authentication 
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ec1p e-sts that .can be a-l4-ec3 .by the authent icat iol 

p` oc-e.'ss 100 0, In. act, after pri.?'t id .ilg the forego'. g 

trusted authentication process 1000, the requesting 

appl i at on or device W  provide access to or use o a 

5 wide :number of electronic or Compute-r devices or 

$0167. Moreover i the authentication prof cess: 1000 'may 

empI-py a wi..446 ni,: ber of alter ativIe brow.edldrea in the 

-event: 01 atuhentication. failure. For example, 

:1 au hat~' oat icon failure a mai t~aLn the same 

transaction 1D and request that: the user ree4ter biz or 

her current authentication data, As mentioned in, the 

forego!Ing, ,use of the same transaction. ID allows the, 

comparator of the authentication* engine 215 to monitor. 

15 and limit  the ru:iiber of. authenticat:iors attempts for a 

particular transaction, thereby creating a. more secure 

cryptographic says=tlem IM 

[01661 In addition, the authentication process QOQ 

ay •iyy :rnay•• be. advart•age•.ously be .employed to :deg clop e:legant. 

f. 0 single sign.. `n w•] .olut ions, such - C s, un.:.o1'"iki,aAg a, 

sensa t ?Ye data vault < Vor example, successfva or 

positive authentication, may provide :the authenticated 

user t:he, abI it~y_ .to automatically access :any number of 

passwords for an almo t :llrkitless number of systems, and 

25 applications, For example authentication of a. user 

may provide the user .access to paaswo'rd, login., 

financial credentials, or the like, associated with 

multiple on!Jka e vendors, a local area. network, % a.rious 

personal comp ut ing devises; Internet service prov•era, 

3:0 auction providers, investment brokerages, or the like.. 

By employing a sensitive data vault, users may choose 

truly large and random passwords because they .no longer 

need to remember they? through association. Rather::, the 

UTUST F t TI : ' EET ( € LE 26.) 

EX1010, Page 2104



authentication process 1000 provides access thereto, 

For, example, a user may choose a: random alphanumeric 

string that: Lp twenty plus digits in length rather than 

something -associated with a memorable data, name., etc. 

5 101691  According to one elabodimen t , a sensitive data. 

va7.dtr 4-sosc.iated with a q.iven user may .a var" t aSeou.slY. 

be stored in the data .storage facilities of the: 

depository 21.0i. br : split and stored .in the depoait:ory. 

V.S.tem 7 0 Acco ing to. this, eri odincntf after 

10 . •v'e user authenticatioal, the trust engine 110 

serves the requested sensitive data.) such as, for 

example, to the appropriate password to the reguesLing 

application, According to another ettibodiment the 

trust engine 110 may include a separate system for 

15 storing he serAsi.t lve data vault. For example., the 

≥ rust engine 11 may ;include a stand-alone aoft~ware. 

engine implementing the data vault func iona.l ity andi 

figuratively residing "behind" the foreSoing front-end 

security. systems of the trust t eng re 1.10.  According to 

20 lz,-his er€bodiment, the software engine serves the 

requested sensitive .-data after the software en lrle 

receives. .a sigr,,al indicating positive: riserauthentication from, the trust engine 110, 

[0,170) in yet another era od me,n.t, the data vault: may 

25 he implemented  by ;a. :third -partysystem. similar  to the 

software e:ngine. embodiment, the t:h.ird-party s.ystem may 

advantageously serve the reagje'u.ted sensitive data after 

the third- party system receives a signal, indicating 

Pos-It ve.. user. authentication: from the trust engine 110': 

30 According to yet another emibodiment , .the data vai ult: may, 

be im l,emented .cn the user system 1.0.5. A user- side 

software engine may advantageously serve the orego;Lng 
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data .afte:r receikv ng a signal indicating po hive use 

authentication from the trust engine :11.0. 

[01711. Althoug'^ the foregoing data. vaults are. 

disc sed with- } efererice to alternative embodiments, a 

5 skilled artisan. will Mcognize from the disclosure. 

herodi.n, a wide.•nuTnber of additional mplemeiita - i-ohs 

the.re'o.f .:i±'cxi" exaMple, a .D,art cular data vault may 

incll.O— aspects fr m some or all: of the .fdrei going 

embodiment... In ddit:-lo'n, any If thO -foregoing data 

10 vAiilts ma. e tpley e no a•€thea••ioation req- ze to 

at varyxng t.' mes . For example, any of the data vaults 

may require: a,a.thertication every one or more 

transactions., periodically , every one or more Sessions, 

every access to one or Tore We.bpages or Websi.tes, at 

1.5 one or more Esther specified .intervals, or the like, 

01721 FIGURE 11 illustrates a data I flwo of. a. 

signing process 1̀100 according to aspects of an 

embodiment . of.I the invention. As shown in FIGURE 11 

the . signing process 1.1.00 includes .reps similar to 

2J those' of.: the a;athenwi.eati.on process 1110.0 described in 

the g i., 
foree.going wi: h reference to IGURR 10,,. Accord: g. 

to on:e mobdri.11ilent ' V'f the Invent'A.on,. 6 he klgning process 

11 ) O first aut:hentipates the . see and then, performs one 

or More of several digital signing, functions as will  be 

25 di..scussed in further detail be.lo. <. Acc-ordincr to. 

another embod Trent, .the: s gning process 1100 may. 

advantageously store data related thereto., such as 

hashes of. messages = documents, ar the like. This 

data may advantageously be used in. ant audit, or any 

30 other event, such ,as for example., when a. participating 

part ,t attempts to repudiate a: transaction. . 

[ 01 X31 As shown: i u F"1 Gt E : 1 ::t >during the 

authentication on steps, the uses and vendor may 
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a.dv axl,, kt.ageousl ragre•; on a message , such as , for 

example, & conrract During signing, the signing 

process 1100 advantageously :ensures that. the contract 

8 z:.qn' 4. b• ••• us•.• •S Identical to the contradt: 

:5 supplied by the vendor=. Therefore, according ,to one 

embod'i'ment i duri. ng: ut••• r a . a .f the vendor and the 

u include, ude a. h. k . off, t:lie.it : spectlVe copies of the 

Message or cohteadt i n ;the data transmitted to 1 he 

10 a message , or contrast ; the trust engine 1.10 may 

advantageously store a sign • eantly xeduced amount oz 

data., providing for a more efficient and cost effective 

cn,:ptographic system. n addition, the stored hash. ma 

be c dxXan.tageC?i::sly co ipared to +i hash of a docl;t.il'ent 1.n 

5 question to determine whether th,e document i.n.. gaestion. 

Matches one signed by any of the parties.. The :ability 

to determine whether the document is identcial to one 

relating toa transaction provides for additit'nal 

evidence that. e:an be used against , a claim fors. 

0 rapud a.tio.n.. by ,a. party to a transaction. 

(01743 in step 1.1.03, the auj".,hent:3.G'•.:3'ta.on en i,i?••,,  

atsembles the-enrollment authentication data and. 
,t 

compares 1 4..o the .ou:rzent authentication , data provided 

by the user.. When, the comparator of the authentication, 

25 engine 21.5 indicates that the enrol lmex t authentication 

data matches the current ,a€zthentic:at.ion data., the 

comparator of the authentication: engine 215 also 

compares the hash of the message supplied by the vendor 

.to the hash of the message supplied by the uses:. Thus, 

30 the authentication: engine -715 advantageous-ly ensures 

that, the message agreed ,to by the user Is ident.ic.'al to 

that: agreed t'o by the vendor .. 
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[01'751 In step 11:035.. ::the authentication engine 21.5 

transmits a digi.tal. sig ature request to the 

cryptcagraphic: enai e .2 0. according to one embodiment 

of the imient:io,n the request includes a hash of the 

5 message .or contract e However,  a skilled artisan will 

re.coqriize from the :disclosure herel.11 that the 
Cryptograph ' engine 220 May encrypt Virtually ahy,. I.Te 

o If data;, including ; but not linlit.ed to , video i audio',: 

ka ometr a cs, te•agea c text. to tom the ca:a ed d g to :. 

gnat•_tx .. Returning to step 110-S ; t,e dig"ital 

sign hire reguest preferably comprises an XML document 

communicated throv.9h conventional ESL technologies, , 

[01761 2n. step 11.1.0 , the. .atithe k'icat .on engine 215 

transmits a request to each of the data s.worage. 

15 l'acil ties D1 through D4, such that each of the data 

storage facilities ites 'DI through D4 transmit their 

respective portion of the cryptographic key or: keys. 

corresponding to a signing party. According to another 

embodiment t. the cryptographic engine 2.20 employs some 

20 or all , of the steps of the ,.i;nteroper4bi.l itly process ' 57.0; 

discussed in the foregoing., such that the cryptographic 

engine 220 first determines the appropriate key or kegs 

.to request rol  m the depository 210.. or the depository. 

system 70D for the .signing party, and takes actions to 

2:5 provide appropriate matching treys} According to still 

another 'embodiment .,  the authentication engine 215 -or 

the cryptographic engine 220 may advanta:geo isly request 

one. or more of the keys .associated with the signing 

party and stored. in. the depository ;21:0 or depositary 

30 system 700. 

[ 31."771 According; to one embodiment, the signing 

party includes one or bogs the user and the vendor. In 

such case, the authentication: on engine 213 adviant.ageoasly 
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requests the caryptog aphic gays. corresponding to the 

user ardor the vendor:. According to another: 

embodiment, the signing :party includes the trust enrzne 

1.-1:0 . in :thii embodiment, the trust engine 110 is 

ce'rtify.irig that the authentication process 10:00 

properly authenticated the us. r, -vendor, or both, 

The-reforei. the aut_hentic.ation engine 215 requests the 

c p wo,grapIAd key of the trust engine 110, Such as, for 

exam le, the. key .belonq:ing to the cryptographic   engi;•a 

to 20, to perfort-a the digital signature,:. At:cordi.ng to 

another emboaiment, the trust. engine 113 performs a 

digital notary function. in, this em-bodiment, the 

i:gn.a ng party 1?'=Iudes the user, vendor, or bot h,, along 

with the trust. engine ;110. :Thus, the trust engine: . I 10 

.1 provides the digital signature of the; user and'/or 

vendor, and Cher: indicates with its own digital 

si:;gna'ture: that the weer and/or vendor were properly. 

authenticated. in this embodi Iment:, the z.uthe ticatipn 

engine 215 may advantageously request assembly of the 

20 cryptographic keys corresponding to the user, the 

vendor, or both.. According to another embodiment, the 

authentication enga ne 215 may advanta.gepusI'ly request 

assembly of the cryptographic keys corresponding to ,the 

trust engine 1110. 

2 51 (01781 According to another eaia•odi men., the trust 

engine 11: 0 performs poi: e of attorney-like. functions. 

For examp1e, the. trust engine 12.0 may digitally sign. 

the message on behalf, of a third party. In such case, 

the authentication engine 2:x;5 requests the: 

30 cryptographic keys a:ssociated with the third party.. 

According to this embodiment.? the: signing proc:e!53 1.100 

may add' iltag+eously include aLithenti4atino of the third 

party, before allowing power of . att:orney like. 
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functions, In .addition, the authentication pr..•cews 

10010 may include a check: for third party constraints:,. 

such a-, for example.,: business locric or the like 

dictat-ing when and in what circumstances` : particular 

5 third.-party's signature may be used 

(01791 Based on the €t - gui: g, in step 1110, the 

a. thefiticati-6h engine requseted tie d=r ptagraph.id keyib 

from'the data storage facillt.iez Di through. D-4 

corresponding to the s g :ing part µn step the 

1.0 data sto-r-age, facl it es DI through D4 transmit, their 

respe :t:'Lve port ilons, of the crypt. Iograpb c key 

cure .ponding to the signing party to the cr•Yptogr .. is 

engine, 22 .0, According to one embod.3i.+ ent, the foregoing 

transmissions ssio.ns include SL technologies. According to 

15 another embodiment:, the foregoing transmissions may 

adyan'tageously be super- enan ted with the ptihl:ic key 

of the cryptographic engine 220 . 

U01803 In step 1120, the cry tcgraphic engine 220 

assembles the orego ng cnptographic. keys of the 

signing party .and en r),Tts the message therewith, 

thereby fopn ng the digital signatu e (s) in step 112 

of the signing process 110..0, the cryptc ,,rApht. eng Sze 

220 transm:iLt:s the digital al signature(41 to Abe 

a:uthenti cat fan engine .215 , In step 1103, the 

5 autheatic t.ioi-x .eng ;ne 41:5 trw-ismzits the filled-in 

aut.hken ication: request: along with a copy af the hashed 

message and the digital slim ure ( mss+.) to the tra.I3sact:iM 

engine 205. In step 1153, the transaction engine 205 

30 indiLc .tion of: whether the authentication was 

successfaL and the digital signature (a) .; 'to she 

vendor. According to € ne embod]- ent , the foregoing 

transmission may advantageously imlude the digital 
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M .i.0 natur e VY •.. i•L. L.Fn-WIM i.. engine:- .D: .> Fo r e x-al-11Pthe./ the 

trust; engine 1.10 may encrypt the rash of the receipt 

with its private key <x. thereby forming a.. digital 

Signature to be attached to the transmission to the. 

5 Vendor, 

01.81.3 According- to one emobdiment, the 'transaction 

engine 205— also transmits a confirmlatibn message to the 
user. Although the S .gning process 1.100 is di scl sed 

with reference. to its preferred and 

10 embodirien'ts:f the in-vention is not intended t-6 ' be 

1, i mi ted thereby. Rather , a skilled artisan w.i l 

recognize from the disclosure: herei , a wade numbed of 

alternati es for the signing process 1,100.: For 

exaTnple., the: vendor may ,be replaced With a uses 
1.5 application, such as an email application, For 

examp le, the user may wish to digitally sign a 

particular email with. his or her digital signature, I.n 

such an. embodiment, the transmission throughout the.. 

signing process , 1i.00 may advantageously biclude manly 

20 one copy of a. hash of the message. Moreover,, a skilled 

artisan will, recognize from the disclosure herein that 

a Wilde, number of client applications may request 

digital ta1 si.gna:tutes. For example., th:e ,cllen . 

applications mad co prise. sword.. processors„ 

;z5 spreadsheets, emails.., voice—mail., access to res•,r ete 

syste,m areas, or the, like. 

101.823 in addition, a skilled artisan spill recog-̂i,ze 

from the disclosure herein that steps 1105 through 11-20- : 

of the signing process 1100 may a •,tantageo' syl emplo 

3fl some or all: of the steps of the i:nteroperabil -tfir. 

process 970 of FIGURE 9Ft hereby providing 

r to .pe .ah its° between dif axing cryptographic 
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systems that may, for example, need to process t the 

ig tai, signa,tu•e under °-d-.fferi<ng signature types. 

(01831 FIGURE l:a :.illustrates a data flow of :an 

encryption/dec-1-yPtion process 1200 according to aspects 

5 of an embodiment of the invention. As shown in 'FIGURE 

11 the dec pt,ion process I2•0 begins h+r 

authenw..#atin4 ;the user using the Authentication. 

process X000 • According to one e:ti1hs d me t,, the 

a thent i.Ca ioT 'process 000 inCludes in th 

i6 authenticat: do reques:E >a syn hronode sere on key, 0.3• 

example,, in, conlorent oral 1•'1<I technologies, -it is 

understood :tq skilled artisans that encrypting or 

decrypting-1 data using public. c. and private keys is 

:mathematically intensive and may require significant. 

1 system, resources , However, In, symmetric k:ey. 

cr•Ttograph; c :systems, or systems inhere the sender an. . 

reaei.ver of a message where: a single. common key that IS 

used. to exxCrypt and decrypt a message., the mathematical. 

operations are significantly simpler: and faster. Thus,, 

20 in, the -conventional Pkl technologies, the sender of OL 

mcscage will generate synchronous session key, and 

encrypt the message using the simpler, faster symmetric 

key system. Theta, the sender will encr'y'pt, the session 

key with he public Key of the receirve:r , The encrypted 

25 session key will be attached to she synchronous, ly 

ens ypted message and both data are sent to the: 

receiver. The .receiver uses his or her private key to 

decrypt the session key, and them :uses the session key 

to detr)7pt the message. Based on the foregoing, the 

30 simpler and faster symmetric key system XS used for the 

majority of the encryption decryption ;processl g, 

Thud t in the decryption ;process 1200, the decryp on:  

advantageously assumes that a synchronous key has been 
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encrypted with: the public key o :the: user` Thus, as 

mentioned in the foregoing., the encrypted session key 

is included in the authentication request. 

[€ 18 1 Returning to the decryption process 1.20.0.4 

after the: user has been authenticated in step ! 205, the 

-authent'ication.engine 215 fdrw- a ds the encrypted 

sebsion. to the cryptographic engihe 220, 111 step 

1.21.0, the authentication en ine 2.15 forwards a .re' J sst 

:to: each: Of. t.be d a storage,:  fa.c i ties f D through D4, 

lQ, requesting the cz.yptogr .phis . e data of .the user.: In 

step 1215, each data, storage faidila t<y, D1 through D4,, 

ra:r•sr is their respective portion of :the. cryptographic 

key we the crn)tographic engine 220. According .to one 

embodiment, the foregoing transmission is encrypted 

15 wi:i a the public key of the cryptographic englne 220, 

04185) In step 1220 of the decryption process 1200, 

the cryptographic: engine 224 assembles the. 

cryptographic key and decryTts the session key 

therewith, In step the cryptographic engine 

20 fo inard.s :the session. key to the autbentic"ation engine 
2.15. In step x::22";, the autbept:i<cat.ion engine .215 411 Is 

.in, the authentication request incl:.ding the dect-pte 

session key, and transmits the filled- in authe t cap cn 

request to t•ze t. ansact ion . eng•::xr• • • ••: step •: 3:0 •, 

25 the transaction engine 205 forwards the authentication. 

request Along with the; session key to the request:ing. 

application or vendor. Then, according to one 

embodiment, the requesting >application. or vendor uses 

the session key to decrypt the encrypted message. 

3:0 [01..861 Although :the decryption process :1.2in is 

disclosed with. reference to 11 t,s -preferred, an 

alterratwre embodiments, a stilled artisan .will 

recognize fron, the disclosure herein., a wide nurc er :of 
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alternatives for the decryption process 1200. For 

examDie, :: c wc.a •pt ox process may forego. 

Synchronous key encryption and rely on full public-key 

technology In such an embodiment, the requesting 

a P ica• ion •a• :-trans i the entire messaIg to t116: 

cryptographic engine 220.E or:, may employ some ti e o 

compression of reve.ra ble hash in , order to tear smit tzz6 
mesa o- the- cr ptographic eng ne 22o.. -A Skilled 

:art 0aw will 41so recogniz :from the disclosure here-in. 
1:0.: that the o egoing ccsmmun eatiOns may advantageously 

nclude X IL. documents wrapped in SSL techriolog z: 

[018'71 The: e,ncrypt o/ndecr ti.on )prose: s 120.0 a1so 

provides for encrypt on. of documents or other d•t:a. 

Thus, in. step J-1235, a ;:requesting application :or vendor 

I . 5 may advantageously transmit to the transaction engine 

0S of the trust. engine 10, a request. for the public 

key o€ the: user. The requesting appl cat an or •,-endor 

makes trhis request because the requesting application 

or vendor trees the public :key of the user, for example,, 

0, to encrypt the zsesZ'on key w-th ,t will be lined to enzvy-p t. 

the document, or mes,sage .. As me. t•coned :in the 

en..roll ylM en,t• •yproce s s 1 .9 0 .0, the 
( t/rax••ac..:t•pp:•oa}••pe/ngin•.ey 2.0 15 

stoZ' e's a c opy. L9 ;•L.. t he d.1.•g.J.--tal c ertificate 3.•. ca 1+4 of the user, i. 

for e amp" e, 2 In the Mass st ora.ge X25. Thus, in step. 

25 1240 of the encryption process 120, the transaction 

engine 205 requests the dig:-tai= certificate of the user 

from the mass: storage 225. In step 1245., the: man 

storage 225 transmits the 

corresponding to the user, to the txan• racoon engine. 

30 2.05. in step 125 0., the transaction engine. 205 

ttan m4 tz the digital certificate ;to the requesting 

app:).cation  or vendor. According to oxie eirdbodimen.t., 

the encryptioa portion of the encnpt lon process 1200 
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does not include, the auty entica tion of a user, This is 

because: the -requesting vendor needs only the public :goy 

of the user, and is not requesting any sensitive data 

[0188,1 A skilled artsi an: will recogn ze 'from the 
5 disclol3ure herein that if a particular user does not 

lea-re a digital dertificate, the trd t engine 1.10 r:1ay 

employ some or• all of €~he exa:ral.:lment `proces.M :3 50 in. 

order to gene ate a: -d:i:1. 'tal. cent if:Ii at'e for that 

particular uses'.; Then.- the b=ust engine 1 0 ' miay 

.0 ini.t.itzte t fie ellc_rypti6n/d.ecrypt; ion process 1200 and 

thereby provide the appropriate digital, certificate, 

In addition,,, a skilled .artisan will recognize from the 
t iacl sure herein  that steps '1220 and 'i`.35 through 

cif the encrypt? on/decrylition process 1.200 may 

10 advantageously employ some or all of the steps of the 

nteropexability process of FIGURE 9B thereby 

providing ntezoperab-11ity betweendiffering 

cryptographic systems .that may, for exa.mple', need to 

process the,. en xqy-ption. 

20, Lo.1.891 FIGURE 13 :illustrates a, zimpli,fied block 

diagram of a trust engine system 1,3 30 accordl"lng to 

aspects of yet another embodiment of, the invent-J.- on,,  s 

,,shown. in .FIGURE 13, the: trust engine, system 1300 

comprises a plurality of distinct trust. engines 
2_ 13.1Q, 131.5, and :1320., respectively, To { ac-il.itate a 

rtbre complete understanding of .the invention, FIGURE 13 

illustrates each trust engine, 1305, 1:310 ; 131.5 and. 

"1320 as: paving a transaction engine, a depositor i :."d-

an authentication engine.. However, 'a skilled artw:a ss,11 

30 will recognize that each transaction e,ngine zmay 

advantageously comprise some, a combina.tion.r ar All. Of 

the elements and cc-mmun at ion :channels disclosed" with 

reference Va FIGURES I-- .. For example,, :eone e bodilmenM 
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mavy advantageously include trust engines baV.- Ing one or 

more tran.aetat t on engines, depositories, and 

cr,yrptographia servers or any combinations thereat 

(GI 901 cesa'rding. to. one embodiment of the invention, 

each of the txust`~ engines 1.305,. :13 .0., 1:315 and .132,x, are 

ge Iographically ,sepa.rated..,. such that, for example, the 

trust eng;Lne 1.303 may reside in a first location, the 

trust ;engine 1:: 1.0 may reside :in. a second location, the 

tti. ist engine 1315 may . eside in a third„ In- cat oon and 

16 the l r use engine 13x'`0 ma lr ••s • d• in a. •••7C X11 • •0at ' an; 

the torego'ing .geographic depaza.tion adi.ra ta.geoubly 

decreasea s,,rstem response time why l;e .increasing the 

security of the overall trust  engine system 13:00-

10.191) For example, when a user logs onto the 

It cramµ-Ograpb c system 100, the user may be nearest the 

first location and may desire to be authenticated, As 

described with reference to FIGURE 10, to be 

a uthenIC.,ica:ted, the u•Ar provides current, ' a autb:entication'. 

data, sxich as a biometr:ic or t^he like, azzid the ck=.rent 

20 autheX3.tlqa, tton data is compared to that user s : 

enrol. Iment  authentication data, Therefore', according 

to one example, the. . user . 0vantageaus y  -pro ►ides 

current authentication data to the ,4ecgraphic lly 

nearest trust engine 13£15 The transactiOn engine 1;32.1. 

25 of the trust engine 1305 then forwards the current 

autt•+er ti.cat ion data t the authenticationengine 3 

also residing at whe first- location.. According t . 

another embodiment,. the transaction engine 1321 

forwards the current authentication data. to one or more 

30 of the authentication ion engines of the trust engines 

131-0:, 1.315, or 1-320. 

0192,1 The t ansact-lan engine 1,321 also requests: the. 

asses,w y .01 the enrollment authentication data. from ;;. Pie 
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depositories of,: -.for example, each of the trust 

engines, 1305 through 13.20. cror-d-ing to thy:.$ 

embodiment,,  each depositary tort' rov d s- its portion of the 

enrollment authentication data tip.. the authentication: 

5 engine 1.322 of the trust eagine 13:05. The 

authentication engine 1322 then employs the i•n k pt6d 

ata. portions from, for .example" the ' first "two 

depositories to respond, and assemb,ies .the enroll' &nt 

Authent l cat "ion- data into deciphered form, The 

iO. autheintIcAtion engine 132,-2 col=ares the enrollment 

a••thehticatdn data with the current:  a whent. cat ion. 

data and returns are authentication res.ti t. -to the 

transaction engine 1,321 of the rust engine 1305. 

[01931 Based ors the above the trust exigine system 

13,00 employs the nearest one of a. plurality o 

geographically separated trust engynes, 1305 through 

1320, to .perform the autbentication process. According 

to one embodiment of the..Invention, the routing of 
. 

information to the nearest transaction engine may 

20 advantag.eously be performed at client- side app.••Ce 

e ecut rig on, one or more of the, riser syptem 1051,, -,,Yen(Ior 

system x,2:0, or certificate authority l.s. According to 

an alternative e-mboCF. ment, a more sophsiticated 

,decision .process may be employed .to select :from the 

2'1; t.rus:.. enginep 13.05 through .1320. For exaltple, the 

decision may be based on the availability, operabilit. r., 

speed, of connections, load., performance, geographi A 

Proximi ty, or a. combination thereat, ;ref a, g vne trust 

engine 

30 [0194) In this .way, the rus_ engine system 1300 

;lowers i..tfj response time: while maintaining :the S.ecur. ty 

advantages associated with gaographical.ly xe: oet data 

storage>  facilities, such aa those -discus -i e i. with 
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refe-1,ence to FIGURE 7 where each: data storage facility 

stores randomized portions of sensiti, e data.. For 

example, a security compromise at , for example, the. 

depository. 1.325 of the trust :engine 1315 does .neat: 

5 necessa:rl . Compromise the nit v : ' data of thy: trust 

engine sys*-'em €.30.0- This is because the d I epo I si tory; 

tb t:. ti ithdut mote, is entirely useless, 

01951 According t' smother embod'iment., :the trust 
io e a;iai c €Stem 1300 00 may -advantagebuslv :include mkil tiple 

c:rypto< • i.c eng •.es arranged similar to the 
authenticat on engines. The cryptographic engines may 

advantageously perform cryptographic functions such. as 

those disclosed with reference to FIGURES .1-8. 

15 According to yet another embodimert, the gust engine 

System I.-.00  may advantageously replace the multiple 

authenti:cat on engines with mul tiple cryptographic 
engines, thereby perforimng cryptographic ,functions 

such as those. disclosed with x:eferen,ce tea FIMRE  

20 According to. yet another embodiment of the invention, 

the trust engine system 1300 may replace each m;.ailtiple 

authent , cat ion engine with an engine having some or all 

of the 11.aunc; ionality of the authentication engines, 

cryptographic engines, or both, as disclosed in the 

25 foregoing, 

[0 1963 Althouch. the trust :engine syat-em 1-1:01) is 

disclosed with reference to its preferred and 

alternative embodiments, a skilled  artisan will 

recognirte that the trust engine system 1300 may 

30 comprise portions of trust en-gines 3.:305 through .x.320:.: 

For example, the trust engine .system 1-3010: may include 

one or more transaction enginee, out € r more 

d.epossi-tt ri.es.,.. :one or mare authentication engines, or 
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one or more cryptographic engines or cord2hinat- ions 

thereof, 

[01.97]_ FIGURE 14 :illustrates. a simplified block 

diagram of a trust engine System -14:00 according t 

5 aspects of yet zAnother embodiment of the, invention. As 

shown in FIGURE 14:j,'the tru sk engine ' s. ysteia 1400 

Includes: multiple_ trust engines ;14 3 1:410 ,1 1.41 15 swld 

1420 According to one embocli:ment, each of the t: st 
engines 1.405' ' 1:4.1:0:, 1.41;5 and 142:0 comprise some or all 

IQ of the e-leme its OP -gust- engine '11 disc-;dosed' itb 

reference: t.0 FIGURES 1-8. Accardin.g to this 

embodiment, when the client side applets of the user. 

system 150, the vendor syst.etr: 1.10, or he certificate 

authority 115, communicate with the trusty: engizie system 

15 x 4:00 , those communications are sent to :the 1p address 

of each of the trust engines 1.405 through ;1. 20 

Furthe:r., each transaction engine of each of the trust. 

engines, 1405, 1.410, 141.5, and 1420, behaves similar to 

the tMan.sact`ion engine ::x,321 of the trust engine 1.305 

0 disclosed with reference to FIGU B 13. For e.:tiampl'e,. 

during an authentl,q .t.io p oce,ss, .each transaction, 

engine of : each of the trust <engines 1405, °1410, 141:S P. 

...and 1.42.0 transmits the current authentication. data to 

their respective authent cation engines and. t;r.ansmits 

25 request to assemble. the randomized zed data stored :in each 

of the depositories of :.each of the trust: e g-ines 1405 

through 1420: FIGURE 14 dues not l.l,ust rate all of 

thew communications; as such illustrat ion -would become these r  

overyl complex.. Continuing with the aut":he.nt•catlon. 

30 process, each of the dep€sitries.  then coin tun sates its 

portion of the randomized data to each of the 

authentication engines of the each of the trust en.g j nee 

1405 thxough 1.420. Each of the atit.hentication engines 

e rV' r: l -- €_•E2 
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of he each of the must engines employs its coo parato 

to determine whether the :current authentictaion. data 

matches the enrollment authentication :data provided by 

the depositaries of each of the trust engines. 140S 

5 through 1420... Accord1-ng :to this embodiment, the rtsu t 

of the cotRparison by each of the au.t:hen.tica.tion :engines 

is then transmitted to a.redundancy. module.:of ' the other 

three trUi engln s:.. For example, the resul.t oil the 

authent ciit bn engine from the trust en:gfne 1405 is 
iO tiransmitted to' the redundancy modules: of the trust 

e.ngi nes : ', 14,15 r and 1420, Thus, the redundandy 

module of. the trust engine 1405 likewise receives the 

result of the. authentication engines trim the trust 

engines 4,210;, 1415. and 1420, 

is [01901 FIGURE Is illustrates a: block dia.g.ratm of t'.d 

ret u:ndenev module of FIGURE 14 - The . redunda cy modul 

comprises a. comparator configured to rece-iye th:. 

authentication result from three autbent icati6h.:enginse 

and transmit that: result - to the t ransact:Lon engine n of 

20 the fourth txu t. engine, The comparator compares the 

authentication result farm the three aut32ent i.lcation 

engines, and if two of the resul-ts agree, ..6he= 

comparator concludes that; the authentication .resnzlt 

should match that of the two agreeing, a uthe:at.ication 

25 engines. Tbie resalt is then transmitted bade to the 

transaction. engine corresponding to the trust engine 

not, associated with the three- authentication ion eng i Armes . 

[01991 Based on the foregoing., the redundancy modale. 

deterTwines an authentication result from data received 

3'x7 from :- Li t hen.t icat.:i on eng.i nes that are pre f e rabl.Y. 

geographically remote from the trust engine of that the 

.redundancy module. By providing such redundancy: 

functionality, the trust engine system 14.00 ensures 
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that. a compromise of the: authentication. engine of one 

of the trust anginee LAOS through 14201 : .is insufficient 

to cotmp omise. the authentication result of the 

redu da modu e of that particular: trust er g? n.6, A 

5 s.k .11ed artisan, ..will recognize that r edundanc' y 'module 

fUta i.onal ty..gf the trust engl ne:system 1040 Maur dl s6 

be applied to the •:_:. ti•gra•ih.i• en the a. •ac h of the 

trust: •6n i.r a 1.405 through 1420 How'ever, suc=h 

Cryptographic e a4.ine communication was not shonw. i'n 

F. •a •P to avai€ c a ttp. e .t moreovet, a skilled 

artisan will recognize a wide number of alternatives 

Uthentwcation result conflict resolution-algorithms 

for the comparator of FIGURE 15 are suitable for use in 

the present invention 

1 [0200) According to yet another embodirient of the 

invention,. the trust engine system 7400 may 

advantageously employ the redundancy module durin 

cryp tograp'In io Comparl son. steps. For example., some or 

.all of the foregoing redundancy . module dlilsclolspre with. 

2 d ref6r.ence to FIGURES 14 and 1.5 may advan•ageo••-pl be 

implemented during a hash compax•soz• •f do"ment.s. 

provided. by one or more parties during a .particular 

transa.ction.. 

02,0 1 Al.t:houg-: the fo eggi-ng In-vent no, has been 

2:5, described :in terms of certain preferred .and a' t erna.tiv-e. 

embodbuents, other embodiments Will be apparent to 

those of ordinary ,ski it in the art .from the d.1sc? osure 

herein. For example, the trust engine 110 tna.y issue 

short-term cert.iftcat.es, where the private 

30 Cryptographic ey : :s released to the user for a 

pr.ede termined period of :time For example, current 

certificate standards include a ,,ali:dity field that can 

e set. to expire after a pre€ eterm ned amount of time, 
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Thus t. the trust, engine 110 may release a private k0y: to 

a user where the private ate :key would be valid for, fot 

example 4  hours According to such an etr•bodimen.t , 

the trusty. entrine X10 tnay a:dvantageouMl +` issue a new 

.5 crypwographa.c key pair to be associated with a 

aaart :cular ser and: then. release the private key :df the 

4iew crypt gra ph irc :ear :paix. TIn n, once the gr va C e 

rjrptr grap io key i4 release. t:•ie tru. t. engine 1:10 

immediately eit: fires any i.Mer- al. valid :use of such 
3 Private key'. ;it:. a 1 p ;longer secn.rablo by the tr ,t 

engine 110-

(02021 In addi.ti.oa, a skilled artisan will recognize 
that the crypt ographl<< system 100 or the trust .engine 

1:1.0 may i,nalude the ability to ;:xecognize any typo o :. 

15 devices., such: as, but.:not limited. to, a laptop, a cel.:l 

phion .:, a netwoa•k, a. biotnetric device or the like.. 

;according to. one et odl-mend:, such recognition may come 
from data supplied in the request for a particular 

s :xvicep. such as, a request for authentication n leading 
0 to access or use, a. request for cryptogr4phic 

functionality, or the life. Accosting to one 

embodiment, the foreg ing request~ may include: a unique: 

device i'dentifi:er., :such.: as, for example, a. processor 

ID. Alternative-ly, t' e request may in .1 de data in a. 

25 particular recognizable data form a t . or example:, 

mdb l.e and satellite phones often do .not include the 

processing power for full X509. v3 heavy encryption 

certificates, and therefore do not re<.juest them. 

According to this embodiment, the trust engine 12.0 may 

30 recognize the: type of data format presented, any 

respond only „:n kind. 

[02 331 In an additlonal.akspect oZ the :system 

d 'ecr•.bed above;., context sena•.c•iv a,•th•ntic.at_ l on can 

e rV' r: 1 -- €_,E2 
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he prove-ded using vari ous tcc nique . as will be. 

described below. C6-ntext sensitive aut"henticat A for 

example  as all,.-own . n FIGURE 16 provides the possibil-l-ty 

of evaluating. scat only the actual delta whcih is sent, by 
5 the User when atteTp:tAgn t o authenticate himself f but 

a.1so the i""i'r cams' tan.ces .S3_ir`'o1,3:ndinc the g nerati6n and 

d.elivdry of that da:ta.a Such te- hni ues may also 

support: transaction spec tic trust. arbitrage .betty=eery . 

the user and tru5t engine 110 or bet,.ween the vendor "and 

10 trust engine, 110., as Will b .esfKxibde below. 

E62041 As dicsussed above, authentication is the 

process, of proving that: a user is who he .says :he .i s , 

Ge ;eraIly, authentication requires demonstrating some 

pct to an authentication. authority,- The E st engine 

is 110 Of the present InventiIon represents the auth rity 

to which a user must authenticate bimse1f. The user. 

must demonstrate to the rust:, engine x:1:0 that he is who 

he says he is by either. know-i ng scimethi ng that only 

the -user should know knowledge.-based acct:henticat.io)n , 

20 ha, ilxg zo et1ing that only the :user should h aavle 

(token-based as henti.cat ion) , or by Deing somethitIng 

that: Only the user should be (bi.ometric-base 
authentication) 

(0205.1 Rx anrples of`knowledge-based authentication 

?5 include withput limitation .a Sass;word', ?INN number, or 

lock: combination, soxampl6s of token- based 

authentication include without limitation a house key.. 

a. physical credit card, a- drive-r`I s 1•cense ., or a. 

particular phone number. Examples of bio etri -based 

30 authentication include without limitation a 

finger r nt, handwri-ting analysis, facial scan, hand 

scaft, ear ;scan, iris scan, vascular pattern, DINA, a 

voce. analysi..s.., or a reti.-nai scan 
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[02061 Each type of authentication has party Cular 

advantages And.disadvantages, and each provides a 

di . fie; enL. legal of security. For example, it. is 

genre-rally harder to ,create- a false fingerprint that 
5 Matl hel someone one else r s than 2t is to overhear someone -i's 

password,and. repeat .it. Each tie of. authentication. 

also requires a d f ekent type of data t be knoum to 

the sut:tcatlx<• ;author3 order t verify omn 

using that fob •Uf >authenticat 0-11. 

1.0 (02071: Ps zed herein ftau hent.i.cat11oilaEf will refer 

broadly to 'the overall pxocess of verifying :someone's 

identity .to be whx he sags he ? s , ;•n t' authent icat::lon 

technique"' Will refer to a part icia ar: type o 

authentication based upon a particular piece of 

15 knowledge, physical token, or biometr c. read .ng. 

llhv4 tbent.ica ion. data ,, refers to Inofrmation why:-ch is 

sent to or Otherwise demonstrated to an authentication 

Authority in order to establish ldenti4y .. °,Enrollment, 

data,$ wail:l: refer to the data which is :ani.t ally. 

0 submitted to an authentication authority irr l order :to 

establish. a. baseline for comparison with authentication. 

.data. An 11 authezatication instance" w12'.11: refer to the 

data associated with an attempt to alathe.intica el by, an 

authentitation techniqu.e. 

25 102083 , The Internal protocols and tommunicat ions 

in-,► rollred in the process of authenticating a; L:ser is 

described with reference to FIGURE lv above. The part: 

of this oroYess within %thich.the context sensitive 

aut:i.i.e. tication, takes pace occurs,within the comparison 

30 step shouln au step 1:.045 of FIGURE 10. This sleep takes 

place Vithin the authentication engine ;2 5 and invo vat 

a.ssAe b inq the enrollment data. 410 retrieved. from the 

depozAo, . 21.O .and comparing the authent Ica t i on. data 
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I pro-va ;d:ed by the use. to :fit.: One ••a: t: l.•"laa c•r embodiment 

o this proses; is shown. Ift FIGURE 16 and described.. 

below.. 

102093 The current aut hentication :data provided by 

5 thin user and the enrollment- data .retr egad'. from. the 

depo6it i 10 are received by the authentication n 

E?nIga:ne 215 its step 1600 of FIGURE 16, Both of these 

gel; of data may,  cc-  n-tain data which is related to 

separate tecta iques of authei t.icat:iq,n4 The 

id aUi3,the. rt..cati 3n eI3gin'? 2.15 :separates she authentication tion 

data associated w• th each i.ndivi.dua'] authen Iica..tio 

instance In step 1605 , This is neecssary so that the 

authent cat oa data is compared with he appropriate 

skLbse:t of he enrollment data for the. user (e. j.> 

15 .i ngerprint authentication data should be compared with 

fingerprint enrollment data, rather than . pa:ssword 

enrollment. data) 

(01210.3 Generally, authenticating a user involves one 

or more Individual authenticationinstances, depending 

20 on which authentication vechniques are available to: t:he 

user. Theze methods are li:mi::ted. by the enr,Q.I.Iment data 

which were provided by he tisex dur4 nq his enrollment 

process ( if f the user did not prVvi de a retinal sc<a.n. 

when enroll na., he wil.l not he ale to a thenti.cate 

25 hi-mae t f using a. retinal scan) , as we-I.I. as the means 

which may be currentlya:vai fable ko the t•se { e.g:. if 

the user does not have a.:fingerprint reader at his 

;current location, fisgerprint authentication will not. 

be practical).; in zome case a single authenticatio 

30 instance may be sufi•~:iaient to au h1ent cafe a user-

however, in. certain circumstances. a c omb inati.on: o 

multiple a :tthen.ti,cation instances may be used in order 
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to more confidently  authenticate a user for a 

particular transaction. 

[02111 •E c• authentication wnst_a.nce c̀onsists -€ f data 
x  . 

-9 ion technique  lar  

5 fingerprint,.: pa s;word, smart card., etc..) and the 

circumstance-s which surround :the-' capture And delivery 

of the data for that parta:culaf technique. For 

e;C&t%px n :a partic'u-:ar instance IOf atteMptinq to: 

ituthemt..Cate - is passwo d will generate not 6Af.ly the 

lo. data related t".0 the Password itself ; '.but also" 

circumstantial data., kaoum as Imetada.taff < related to 

that password attempt. phis circ umstant.ial data 

includes info—rratlon such as.- the time at which the 

pa.rt.Lcu:lar authentication. instance took place , the. 

IS network address from which the authentication 

i.nformatlon was delivered, as well as wiy other 

information e Is .. •o,,,6, : to those of skill in the art. 

which may be determ ned :abort the origin of the. 

aut'hentication data (the type of connect ion, the 

20 processor -Serial number, etc.) 

[L J Ln mangy cases, only a. s••all amoi-int, off. 

ci- c:u stantial met:adata 'will be avallable. For 

example, if the user is located on , a.'networl which us. 

proxies or network add e5s t.ranslation or another 

25 technique. which masks the address of the, originatin 

computer, only the address of the proxy or router may 

be determined. Similarly'. n amany cases information 

such as the processor serial number will not be 

available because at' e-ither limitations of the hardware 

30 or operating system being used, disabling of such.. 

features by the operator of the system,. or other 

limitations of the connection between. the user's system 

and. the trust engine 
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[02131 As shown An. FIGURE 16, once the individual 

au'•:••l.e>bra•:iatij on d ata re . sre(s•en tde • +•••V.th i.,,i •}th e 
$ p y• •y} • autIlie tlication. 'C ata are e. L.•I•G.cted and s eparated G1.4e n step 

1b. f the Aut.hant-Icat3.on engine 215 evaluates each 

inst t• for .its rel:iba. Ixty in indidatin< that %Lh : 

user izw who h" .••.ai t o be. The rel.i;ats ,:l'.i,t)i for a. 

siLIgl.e authefti.c Lion inst ance will generally be 

determ zeal based on, several factors.. .7hese may :he 

grouped as factors relat nq tP the reliability y 

1.0 associate<I, with the authentication. technique, which are 

evaluated in step 161br and factors relating to .the 

reliability of the particular auto entica.tien data 

pre*.vdied, which are evaluated. :in. step 1815,  The f r t. 

group includes without. limitation the inherent 

is reliability of the authentication tech:n: roue being used,. 

and the rel; ah l ty W f , the enrcl.ln,e•at data being used. 

with that method. The. second group incli.des witho,, t 

limitation the degree of match between the enrollment. 

dates .and the :data provided with the authentication 
20 knttance,, and the metadc"! to associated wi th that: 

,authentication instance. Each of these factors may 

T+`ary indepead Titr,ly of the. others, 

(02141 The 2:,nhe ent reliability, of an authentication 

technique is based on how}-yard it.,: Is .for are imposter ko 

25 pro vide so meone 

overall error rates for the authentication technique. 

For passwords and knowledge based autrhent icat 2 0n 

methods, this x:eliab lit' -ice' often fal.rly because 

there is nathIng -ghat prevents someone from .revealing 

30 the ix password to another person and for that second 

person to use that paasward. Even a more comp-lex 

knowledge based systesm may, have Only raoderate 

reliability since knowledge may l transferred from, 
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person tb person fairly easily.: Token., based 

authe^t•catio,n .such as having a proper smart card or 

using a particular terminal to perform the 

"thentIcat one: Is similarly of low :reliability used b 

5 tself..4 since. there .ice no guarantee t.h.at. the :right 

pera•n 'X0 in. posee s on o tie proper t. oken. 

[02151 Boweve:r; b,iometrid techniques are more 

inherent-1,y -relliable. be au e i.t is qe : 'tally dif rie alt 

to provide. someone else -with the ability to use your 

10 fingerprints in a. convenient: manner, j -e ie.n 

inte.ntiona.11y. Because subverting biometric 

authentication.  techniques is more difficult, the 

inherent reliability of bi.ometri.c methods, is, generally 

higher than that of purely knowledge or to, yen based 

iS a btentica:tion.. techniques. However, even bi ometr ic.. 

technqiues may have some occasions in which a fare. 

acceptance or false rejection is:generated. These. 

occurrences many- be reflected by differing reliabi.lities 

for different. implementations of the same biomet lic 

0 t.echniquo. For example., a fingerprint matching system 

PtOvided, by one ornpa y may provis de a, higher 

reliabAlity than one provided by a different company 

because one ,,ses higher gual:ity op t,cs or a better-

,scanning r•• s improvement olut:••n max: •o•• •th•r  which 

reduces the occurrence of, ao eq ptances or false. 

10216] Mete that this relic-b.1,211.1ty may. be e-cpres ed 

n. different. manners The reliability is de:sir :biy 

expressed in some metric which can be used by the 

0 heuristics 530 and algorithms of :the -authentic nat on 

engine 215 to calculate the confidence level of each. 

authenti-cation. One preferred mode of er x•.rez in.g• these 

.f• reilailities is a.a. a percentage or traction. FG3.3. 
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instan.ce.. fingerprints might be ;assigned an inheten't 

es.lilabilik.y of. '97 , while passwords might. only be 

assigned are inherent reli.abi_l-Lty of 0%,. Those of 

skill in 'the art will recognize that these vart icular 

5 Vdlues are merely exemplary and may vary betwkeen 

specificc  i *n e nta.:inn 

[02171. The •sec:ond factor :for which rel ahi.lit"Y' MUM: 

be as'sessed i" the :reliabi=lity of the enrea;≥ linent -, This 

is part: of the: "graded en-  ro;llme nt" process 'referrt.d tb 

10 above,,, This reliability factor reflects the 

.reliability y of the. identification .provided during the 

initial enrollment process. For i.nstar.;ee, if the 

ind.i.vi.dual in enrolls in a manner wbewe they 

physically produce evidence of the it identi:.Ity to a 

15 notary or o:-her public official:, and enrollment. data is 

recorded. at that time and notarized, the data will be 

more reliable than data which is provided over a 

network during enrollment and only vouched :for by a: 

digital si•,rtaa• ••-e or other information which is not 

20 truly tied to the individual. 

0218) Other enrollment €wechni:T"es with varyjng 

l.eVels of. reliability include Without :l mi.t.at ont 

enrollment at. a physIcal office of the trust engine 110. 

.operatcot,; enroll:meAt at: a user's .place of eNm loy ment. f 

25 e€ rol invent at a post office or passport office 

enrollment thi cough an affiliated sated. or trusted party to 

the trust engine 110 ope rat ocr anonymous or 

pseudonymous enrollment ;in which the enro.'I_ed identitY 

is not yet identified w th a particular real. 

30 individual, as well as such other means as are known in 

the art: 

[0 191 These factors, reflect ;the trust, between the 

trust engine. 10.. and the source of identification 
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provided during the enrollment process.. For ;instance,. 

enrollment is performed In, associa.tton with An 

employer during the initial process of providing 

evidence of iden,tityf. this is form tIon malt' 

considered extremely reliable for purposes within the 

obmpany, but may be trUsted to :-a lesser degree by 

goner. meat ag-,acy::. 0r by a compet-i-tor .. Therefore, 

trust ehga.nee operated by each ("f thees other 

O.rgaxxization.g may a•5 ign different _Ievelg of. 

10 .re:liabil.i;ty t6. this enrollment: 

r 0 • 01 Similarly, additional. data which is : sutb fitted 

across. a 3iet°pork., but whi ch s authenticated by other 

trusted 8.ata provided during, a previous enro.l.l.ment::Wlth 

the same tru t engine. 110 may be cons'd:ered as reliable 

l:5 as the crl. in I enrollment data:, was, even.thoug • the 

latter data were submitted across an, open . etwork: In 

such ci::rmimstances, a subsequent notarization W"'.l1. 

effectively increase the .level, of rehab l ty. 

associated with the or gIna,I en,roll:ment data. in this. 

20, wad? for xaple, anr:xYYmus or .pseudonymous 

enrollment may then be raised to a full enrol rient by 

demonstrating- to some enrollment of cial the identity 

of the individual matching ,-the enrolled data, 

(02. 17 The reliability itactors, di..scussed above are 

2:5 generally. values which may be determined in advanee> of 

any particular authentication instance. This is 

because they are :based upon the enrollment and the 

tech,iique, rather than the act:ua.l authentication, in. 

one embodliment, the step of generating reliability 

30 ba;•:ed upon these factors. in-.roles looking up previously 

de .-ermined values  for th .s particular au'then.t ;.caw cation; 

technive and the enrollment:  data of the user... In a. 

further aspect of an advantageous embodaiMent of, the 
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present invention, such r liabilitles may be .included 

with the enrollment data itselfi. In this way , these 

factors are automatically de:iiVe.red to the 

authentication engi.ne 21:5 a l prig with the enrollment 

.. data sent: from the deposdtory 2-19- 

102221 While these factors may generally be 

date?-m ,rx d: advance :any : ridi•c•.i ua.l z uthenticat.ien 

ins tans'  they C ill hays axe on 6 :ch. 

authentication- instance whicIh. uess that partic alar 

6 technique of authentication for that iaser. 

Furthermore, although the valuers may change over tirRe 

(e . g. it the user re- enrolls in a more reliable. 

fashion) , they are not dependent can the. a:uthen:ti,Cat1-on 

data itself. By contrast, the reliability factors 

15 associated :'Wit. a single specific instwicel s, daita may 

eery on each occasion, These factors, as discussed 

below, must be evaluated for each anew :autben ication in 

order to generate reliability scores in step x.$1.5.., 

10223] T e reliaTrliity of authentication data. 

20 reflects the match between the data provided by the. 

user in a: particular authentication instance and the 

data pYvv. i ed dur nq the authentication, e=n-rol,lmen t . 

This is the. fundamental ;question of ;whether the 

authenticatl= data matches: the enrollment data for the 

25 indivi:fual the user is claiming to be. Normally, when 

the data do not match, the user it considered to not he 

successfully authenticated, anal the authentication 

fails. The : aaner in which this is evaluated may 

change depending on: the authentication technique used. 

Cf The com-parison  of such data is Pei fo eld by the 

comparator 515 function of the authe:nticatien engine 

21.5 as shown, in FIGURE 5. 
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G0241 For instance, matches of passwords are 

generally evalut ted in a :binary fashion. in other 

Words, a password .1s .either a perfect match. or a 

failed match. It is usually not desirable to accept as 

5 even a partial match a password which is close to the 

correct password If it is riot exactly correct. 

Therefore, when evaluating a paEswdrd authentication., 

the reliability of the authe it.ication eturtted by the 
conipara cz + tap c t . l r :ether IOWA (corr•Ct.) or 

IQ' ( gong) with no possibility of intermediate values. 

'M2is'l Similar rules to those fog: passwordr.: are 

genera IIly applied to token based authentication. 

methods, such as ,qinart cards, This is because having, a. 

smart. card which has a s milar identifier or which is 

s>l til r to the correct one, is still Just as wrong az 
having any other incorrect token. Therefore tokens: 

tend. also to be b.i;,nary authenticators: a user either 

has the right tcken, or be drew,! ,t . 

1022C51' Howev,e ,. certain types of authenticat do 

.20 data, such as questionnaires an biometrics, are 

generally, not binary authenticators. Fox example, a. 

fingerprint may match a .reference fingerprint to 
vary degrees. To some extent, this may be due to 

variations in the quality of the d4ta,captured either 

2:5 wring the i dtial enrollment or : in subsequent 

autbent cati.ons;. {A. fingerprint may be smudged or a 

person. may have a s t:i l l beai .ing ,scar or burn on a 

particulay f; riper.,) :in other .instances the data may 

„patch less ":han perfectly because the .information 

10 itself i s. scmewha.t variable .and based ttpon pat wean. 

matching. (A voice analysis may ;seem ,close but not 

quite right because of backaro°. nd noise , or the 

acoUrtiCs of the en-vironment. In which the. volce is 

e r r r: I € _•E 2 
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recorded, or because the person .has a. cold—) Finaliy*,',. 

in situatrons where large amounts of data. are being. 

compared, it may simply be the case that ;ouch of the 

data matches well., but some doesn't. (A ten- aest on 

naire ma ha 'eault d in G•.ight cok.rect 

.ers to: per sonai. que • .ohs P but two'inco'rrect 
answer' ) Tory any of these reasonsi the match ..between 

the erxollftient. data a.iad the data for a. pairti'CU'ar: 

aut: 6n't icatio :instance may be de.siraniv as igned . 

10 partial matchvalue by the comparator 51 . 5. in this 

way, the fingerprint might: be said to be a 85%- match,' 

.he voice print a 65% match, and the gue.sI.:ionnaiz e an 

804 -match, tor:.exat'iple. 

[022'71 This measure .( degree of. match) produced by 

5 the comparator 515 , is the factor representing the basic. 

issue of whether an authentication is correct or not. 

However, as discussed above, this is only one of the. 

factors which may 'be used it detendning the 

;reliability of. a given authentication inst'auice. Uote 

20: also that even tough a match to Some partial degree 

may be determined, that ultimately., i t: may be desirable 

to provide a binary result be.se upo•'i a. partial. matca. 

In an alter Gate. mode of ;operation, It is .a:l.so, possible 

to treat par al a.tches as ;b nary, .. e. either perfect 

2.5 ( 1000 or failed ( T•) matches,,, based upon whether or 

not the degree, of match pazses a ,particular threshold 

lavel of match. such a process may be. used to provide 

a simp.Ie paste/fai.l level. of matching for systems which 

would otherwise produce partial m atches. 

t ( 022€ 7 another Eactar to be considered in evaluating 

the reliability Qf a given a thentication instance 

concerns the circumstances under which the 

authentication data: for Whiz particular instance are 
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provided, As discussed above, the circumstances refot 

to the meta- data associated with a particular 

authentication dnstance. This may include without; 

limitation such. ixlf rmlation as the network address O 

S the authael ticator, to the Extent that it can- -be 

d'ete..•ma. xed.•.. the time cif the. -a•xthenti<ca:ta bxi; the de . 

t t: G the a u the n t I c i:car data (p one  .1i ne , 

ce-lirxlar-, Inetwork., t and the :serial -number of the 
system of the authenticator. 

16 (01291 These: factors can be useI d t6 produce a. 

profile le the tvpe of authentication that  is normally 

requested by the user. Then, this information can :be 

€,sed to assess reliability µn at least two manners. 

One ;tanner is is coiwider whether the user is 

IS requ:est n.q alathent cation in a manner wh`: chh $ 

consistent with the normal prof ile of authentication b 

this t:ser.. If the user normally makes authentication 

requests from one network a.ddrers during business days 

(when she .t, at work) and from a diL er.east. network 

20 address. during evenings ,or weekends Mien she is at. 

home) , an authentication which occurs from the home, 

address dtiring the business dad, is less reli ia:ble 

because it is nutside the normal a.uthenti<cat on 

prof 1e. Similarly, if  the uses: normally auth:e.ntlicate,s 

25 Us in a fingerprint ••i•metr)c and in the evenings, asp 

authentication which originates €iur_ing the: da'v uzing 

only a password is lees reliable 

[02303 An additional. way ire hi.ch the c rcamst.antial 

me-fadata can be used to eval-:ate the :reliability of an 

30 instance of authentication Is to determine h.asr: much 

corroboration the circumstance provides that the 

aut.hent.ica:t r is the individual he claims to be. For 

instance, If the aut_hentida,iron cones from a system 
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with a ,serial_ number known to be also-Cla.ted with tho_ 

user., ,this X-S..a goad. circu,msta.nt al indicator that the 
user is who they claim to be. Conversely:.. l f the 

aut-h nt:acation is coming from a network address which 

is known to be ih Los Xngeles when the user is known to 

reside i.n London this is an indication that this 

as thanti and i is leap reliable based. •h its 

circumstances-,: 

[023 x') It :is iaiso possible that a cookie or other 

10. electronic data may be placed upon the 'sy k tem being 

used by a: uses when. they interact with a vendor system 

ox. with the trust engl,ne :.110, This data, is written to 

the sto.racte of: the system of.. the . uses~ .and :may contain. 

an, identification which may .be r ad by a Web browser or; 

l. other so twa.re can the user: system., it this data is 

allowed to reside on the user system between sessions 

(a "persist,ent cookie,*),, it may be sent w1th teh 

authentication data as further evidence. of the past: use 

of this system. .during aut:henticat on of a particular 

20 user, In effect, the met:ada.t>a of , a. givIen 3. n to ce, 

particularly a persistent cookie., may form,  :a sort 0± 

token based authenticator itself, 

(03221 Once... the: appropriate reliability factors 

based on the technique and data of the authentication, 
215 instance are acne aged as described ab,o\re in steps _161:'. 

and 1615. respectively, they are used to produce an 

overall reliability for the authentication .instance 

provided in. step 1620. One means of' doing this is 

simply to express each reliability as a percentage and 

30 then to multiply them together, 

[0233): For example, suppose the a:uthentIcAtion. data 

is being so°wnt Tr. from a .network address known to be the 

tser' s home computer completely in accordance wit;: the 
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user's past authentigat on profile an he 

technique being used is fingerprint identification 

(9 7%-) , and the ;initial finger print data was roistered 

through. the user's "employer with: the trust engine x:10 

(90%) and the match between the authlentiacti:on data 

and the original fi.n srprint template in the enrollment 

data id very cooed t99%) r The Overall relict-il.ity dr . 

thi 6 ;uthenta i. at ibn in.et ace: could then to cdlcU.lat'ed 

as the:.. product.. 6f these xeli abil it:i.&s : 106% * 9? W *' '90 

[0 343 This cAleulated reliability represOnts the 

relia•J,Iity of,, one single instance of authentication 

The overall reliability of a. single authentication 

instance may also be calculated using techniques wb.ich 
i 5 treat. the. di.ff'erent reliability factors differently. 

for example. by usign formulas where difter' .ent Weights 

are assigned to each reliability factor. Furthermore, 

those of skill in the art will recognize that he 

actual values used may represent va:lties o.th er than. 

20 percentages and may use non-ari.I meti.c systems, C3.rte 

embodiment may include A module used by an 

authentication reques,tor to set the weights for each. 

factor and the al,gox ith ms used in establishing the 

overall relilah_ll.ity of the. a}uthen'tJ cati<or instance, 

25 [02351 The authentication engine 215 May use the 

above tecnn quee and variations thereof: to determine 

the reliability of a single aut.hneti.cat:ion ixnstanc.:e,. 

indicated as step 162.0., However, :it may be easeful in 

many authentication situations for multiple 

30 authentication instances to be provided at the. same 

time, For example, while attempting 4o authenticate 

himself using the system of the present in-vention, a 

user may pro-vide a user identification, fingerprint 
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a at I,.ent i-cat.ion data, a. -smarty "card, and a password. In 

such a wuae., three Independent authenticat icon. linstranees. 

are .being- provided to the trust engine 110 for 

e,,,raluat.ion, Proceeding to steep 16 25, It the 

5 authentication engine 215 determines that the data 

zed x .d d. b3"' the uses. includes more than on' 

auttienticat-16tri i:nstancwj then: each instance -in turn: 

will be selec=ted as zl:own Min :step ,1630 ar d evaluated as 

described above. In' steps 1.610, 161 a:nd 620 

1.0 102361, Note,that marl of the Ireli,•:b.ility factor 

discluss d mad vary from one of these an$.tances to 

another., For instance, the jinherentw rell lability of 

these techniques is likely to be different, as well as 

-he d•_zgree of, match provided. between the authentication 

is data, and the enrollment data.. Furthermore., the user 

may Ihave provided enrollment data at different. time: 

and under d fferent c rcumstances for each of these 

techniquea,. providing different enrollment 

reliab.il-ities for each of tbeee instances as well. 

20 Pina.:1ly, even -tho,, gh the circumstances under which the 

data for each of, these instances ;is being submitted is 

the dame, the. use of such :tecbniqie 1 u mad, eagh fit the, 

profile of the u:s.er differently,  and so iiaY be assigned 

different C:ixcumstantial ael ab:alitie . (For exarliple, 

5 the user may normally use -their password .and 

fingerprint, but not their smart caxd;.); 

[02371 As a. result, the final reliability for each 

of these a uthent~icatlon.:instances may be different from 

One another. However,. by sing multiple .instances 

0 together , yet , the overall confidence level for the 

authentication will tend to increase. 

[02381 Once the: :autherticar.ion engin.. :has performed 

steps 1610 through 1620 for ;all of the authenticatim 
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instances provided it .the authenCA-cation, data, the 

reliability of each Instance iz used in utep 163  o, 

evaluate. the overa-ll  authentication c an.f iden.'ce level:.. 

This process of combining the individual authentication. 

instance: re"Ii-abilities into the authentication 

€ ofnic eP--e. le-e J. may .be, modeled. by various methods 

relating the .i di-,Pidual rel.i:abi:1 hies 'produced, and may 

also address thy: particular interaction b twe n :some of 
theae zautfientica.t ion techniques. (nor example. 

i.0 multinpl:e kn:•w3:edge- a•ec• system• such •a pass wc?r s may 

produce leas confidence than -a sIng3e passwoi,d. and aven. 

a.: fairly weak, blcmetri.c:., such as a basic vo ce. 

10,2391 1 one, means in which the authenticat on engine 

i5: 2.15 may combine the el-labilit:i.es of mkilt ple. 

concurrent authentication instances to generate a final 

confidence level, is to multiply the unreliability o 

each instance: to arrive at a total unreliability.: `I`he. 

un',rellahi jity is generally the complementary pe.rcentag.e. 

0 of the reii.ab-ilit'y. For exa zile, a technique which :is, 

84% reliable .is i6% unreliable. :The three 

authentication instances described above • k i ngerpri.n.t,. 

smart t0rd, password.),which produce .reliah:il.i..ti;es o 

86% $  75%,  and 721 would. have cerr esp ndi.ng 

25 unrel ia.bili.ti.es of JIQO- $6):1', (1-00- 15')% and: 100, 

72)*, or 14t, 2.5% and :28V. 'reape'ctiveI-Y.> By 

multiplying these unreli bllities, we get a cumulative 

unreliability of 14% * 25% .* 'cr.8% 98* unrelibaility.. 

which corresponds to a Delia iIffy. . 

30 € 2401 in an addlt ona mode of operation, 

additional factors and heuristics 530 may :be a:pPlied' 

within the authentication engine; 215 to account for the 

interdependence of various authentication teckiniques . 
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For example, if: ;someone has unauthorized access to a 

particular home computer, they probably have access :to 

the phone line at that address as well. Therefore, 

aut ,entIca:tina based on an originating phone aumber as 

well -;as upon. the serial number of the authenticating 

system dies not add much to the overall ton i dehce ih 

the authentication- Ho-wearer, knowledge basest 

auth.6htic tdor largely Independent of. token. based.' 

a. theist icati6n (I-e-, if someon steals your 'Cellular 
10 phoxla or they are no more 'Likely  to .know your PI 

or password than if they hadn.f t) 

102411 Furthermore., different. vendors or othe'r 

autheaaticatlon r gCzestoz ;n yr wisb two •. e .g•• •.•. ff•.re.ryt 

aspects of the authentication differently, This may. 

15 include the use of separate weighing .factors or; 

al.gorithwis used in calculating the reliability of 

individual in. stances as well as the use of i.fferent'. 

means to. evaluate authentication events will multiple 

20 CO2421 For. instance, 'vre dory fC.s'2 t ertaift t:ypee of 

transactions, for instance corporate ema .l systems, may 

desire to 'authenticate primarily based upon heur iet.ics 

and otter. circumstantial data by default.. Therefore, 

they may apply high weights to fay gars realted to the 

25 met.adata and other prof . ile  related information 

associatde. with the circumstances surrounding 

authentication. events. This arrangement could be ;.seed 

to ease the burden on users daring normal operating 

hours, by not requiring more from the user than that he 

30 be lagged on to the correct machine during business 

hours,. However.:, arnother 'Vendor mwy weigh 

authenticatiosn coating f-rom a particular technique most 

heavi: y fir i:ietance fingerprint na.tchin:g, because of 
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a poliyc decision that such a technique is most suited 

to authentication. for the particular vendor ` z puxposes 

[02431 S:u<;h var i t weights may be defined by. the 

authent-ication. req est r in generating the 

authentication req lest and sent to the trust engine 110 

with the ut.lie.htdcatien request in dne made of 

operation. - uch options could also be set as 

preferenc'es during an initial enro- ll 6nt process for 

the a, thenti.wati:on requestdr and 'gtoired i4 t:h..in the 

10: authentication engine: in ;anther mode of- operation. 

[0244.1 Once the authentication engine 215 produces 

4n a tbe.ntida.tion confidence level  for the 

wathent.icat ion data Provided,. this conf i.dence level Via: 

Used to complete the authentication re•iest in step 

1:640, and this infornia.tion is forwarded from the 

authenti cat: on. engine 215 to the -transaction engine 205' 

for inclusion in a message- to the authentication 

recruestor, 

[s 2..a:$ The process described above . is me.relly 

0 exemplary, and. those of skill in the art will recognize 

that the steps need not be per ormeld in the order show.. 

or that only; certain € f the. steps are desired to be 

performed, or that a var..i.ety of combinations. of steps 

Tay be desired. , Furthermore., certain steps, such as 

5 the evaluation of the -eliability: o each 

au:thenticati on. instance provided, may be carried out in 

parallel with one: another ..if circumstances permit.. 

[0246] In a further aspect of this invention, a. 

method: is provided to- accommodate conditions ti ins when the 

30 aut:h.enticat.<ion. confidence level produced by the process 

described above fails to meet the required trust level 

cif the* vander or other party requiring the 

aut.hent caticn . In circumstances such as these• where a 
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16-7 

gap eXistz between the levelof confidence provld-d and 

t he level Of tryst desired, the operatror o the trust 

engine 1,10. is n a: posi•ic•:• to provide opportun;.Ci.es 

Tor one ar :troth parties :tae :provide  alternate data or 

5 requirements in order to close this trust. gap, This 

pro pro I cess will be xeferred o as 11trust _arb%t.r gel 

he:' ei:n, 

[02471 Trust: arbiitr-age may:take place within 'a 

framework- of c- Wt 6gxaphi:o authentication, as described 
10 above with- reference to P1 I GURES '10 and 111: , As shown 

therein, a, vendor or other party will re'ques''t 

authentication of a. part.i.oular'user in association with 

. gart icsil,a,r transaction. In one Ci:rcumstance, the 

vela'dor simply ;requests an authenIt:ica:tio.n, either 

is posi tive or negative..., and after ,receiving appropriate 

data from the user, the trust eng.i e:.no will provide 

.Such a binary authentl,Uation. In circumstances suc. i as 

these., the degree of confidence required in order to'. 

secure a positive authentication. is determined Teased. 

20 upon p . eferences set within the trust engine i.1,0,, 

102481 However , it is also Possibwe that:: t the vendor 

may request a. particular level of lt.,rizst in. order to 

complete a particolar transact -ion, This required level 

may be included with trhe.: authentication request (e.g. 

25 autbent.:iac to this use to 9:3,t icon i:derace.) or may be. 

determi.red by the trust engine 1.I0 based can other 

factors associated with: the transaction (:. e. 

authenticate: e hIs .;user as appropriate, for this 

transaction) . one such ;factor might be the econo nia 

30 value of the transaction. For transactions which have 

greater. economic value, a higher degree of; trust may be 

required. similarly. for transactions with high 

€degrees of risk: a high degree of tru-st may :be required. 
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Conversely:, for transactions which are either of low 

.ak Qx of low value, dower trust_ .levels may be 

required ,by the vendor or other authe t wc« t.ion 

re que s for . 

5, t,02491 The process of trrust arbi trage ucu-z--at :between 

the step .} tl3:t e?}C.?.t,3 receiving the 

lent c ation data in .step 1050 :of FIGURE 10 .and the 
return. of an authentication result to the vendor in 

stomp 1055 6f. FIGURP,1E 1:-.. Between t:hebe step , the 

10 process which: heads to the evaluation ;of trust levels 

and the potential: trust arbitrage Iccurs as shown in 

FIGURE 174 in circumstanoas wbere simple binary 

ut ent cawi on. is perirormed, t1he prQcesz sbown in 
FIGURE l7 reduces to hav ing , the t:ransactiion en :i.ne 2.05 

15 directly compare the au•he t cat ion data prwv.ide wi:trh 

the enrollment data for the identified, user as 

discussed above with. reference  to F1 GURE 10, f.lagginq 

any difference as a negati. e authentication, 

t02:5,01 As. shomi in PIGURE 17, the first: step after' 

0 re.ceiv ra the data, in step 1050. is fo the. transaction 

engine 205, 'to determine the trust level which is 

re ,ui,rec for a. positive, au.thent catwon for: this 

particular transaction in step 171.0.. This steps may be 

performed by one of several di f Brent met :h.ods . The 

required trust: level may be specified to the trust 

engine Flo :box the authentication requester at the time 

when the authentication request is made- The 

authentircat-2;on. reqmest or may also set :a preference in 

advance which is. stored t4ithirn the depository 210 or 

30 other storage which is accessible by the transaction 

engine 205 This preference ;may then be read and used 
each time an authentication request is made by Whits 

a?utben" cat .3-on requestor::. The preference may also .be. 
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associated with a part :c lar user as a security measkire 

suc.1 that a particular level of trust  is always: 

required in order .to authenticate that. user, the user 

preference being stored -in. the. depository 210 or other 

5 stdrage media: access .ble by the, transaction eng .,ne .205. 

The ? equired level may also .be derived by the 

t' arsactio engine :SOS or authentication engine 21.S 

based upom i4ifo mation Provided in the '.a th6nt tat ion 

r..quest.4 ;MA6h- as the value and risk level of the 

10 trans ct to be authenticated. 

tb2$1I In one made of operat.ionF a )Oolicy. .inan'Agement 

module or other software which uSed. a ,eh: :generati.ng 

the aut'hen ca ion. ;:request is used to specify the 

req•iered degree of. trust for the auth:ent ca4l^n of the 

is transaction.. This may be used to provide a series of 

rules to fo. 1low when assigning the required level o 

trust based upon the policJ-es which are :specified 

within. the policy management module. One advantageous 

Mode of ooera..t :o•n is- for such a mod-ale to be. 

00 incoroo aced ' wwith, the web server of a vendor in order. 
,r . 

to appropriately determine red€ Bred level -of trust tor. 

transactions initiated with the, Is wens server, 

in this way., tra.nsactiotl requests from users stay be 

a:s igne.d a ,required t.rus€ . level in accordance with the 

25 pok es of the vendor and such information may be 

forwarded to the trust engine 110 along -:i:th th_e. 

authentication nesu_est.. 

(0 521 This required gust. level correlates with. the 

degree of certainty that the; vendor wants to ha-ve tha't. 

30 the individual authenticating is in fact who he 

identifies h mseit as. For example,. if the transaction. 

is one where the vendor vrant:s a fair degree o.f. 

certainty ,because g,,)ods are changing hands, the vendor 
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may require a, trust level Of 85-k- For situation where 

the vendor is.merely authenticatl-ing the user to allow 

him to view members only content or exercise privlUe es 

on a chat room-, the downside. risk may be small enough 

5 that the.- vendor. :requli rea only a 60t -trust level 

•oweverk  to enter into a production contract with a. 

V.lAua df tens of thousands : of r.•c l2Ar x the vet-ido may 

require as rust leval of 99% or more . 

(0253) This required true level -'e resenta a metre. 

16 to which the user must- auth-pmt cate hi',mself d:n. order to 
complete the transaction. if the required trust .level 

is 85% for example ., the: uses must provide 

a, tItheat scat ion' to the trust engine 110 suf fk icien.t f o'w-

the trust: engine 110 to say with s5W .confidence than:. 

15 the.-user is who they say they are. It is the. ,balance 

between this required trust level and the 

aLit:h.e,at w•ation confide -tce level which produces either a 

positive authentication (to the satisfaction of the 

vendor) or a. possib .pity of tryst. arbitrage. 

20 (02SO .ks shown in FIGURE 17, after the transaction 

engine 2D.5 receives the required trust, 1,ev6l, ;it 

compares in step x.720 the required tract level to the 

authentication confidence level whi.ch the 

authenticat;on engine 215 calculated for the current. 

25 authentication has discussed with reference to 1GU 

!)6 . if the aut!•eriticat'ioh confidence level. iv: higher 

than the required trust :level for the transac i,on in 

step 1730, then the process tnove:s. to step 1740 where a 

pbn-itive authentication :for this transaction is 

30 produced by the transaction engine 205. A message to 

this effe.ct:will then be .inserted into the 

authentication results and returned to the. vendor by 
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the transaction engine 2.05 as shclorn . i.n. step 1.05 ( see 

FIGURE 10). 

(02551 14owever, if the, authentication :conti.dence 

Ieevl does not. fulfill the re.gI fired trust bevel In step. 

5 1730, then, a confidence gap the current: 

authentication, and trust arbitrage ys conduct e- in 

st ep 
yy • . _ yy . ..}}r. y,•'j,• t y..... , . ma•cc... .mac -.. ̀jam ,,;• .y+• step S 150 --crUs7'5..•. arbitrage is deper bed i;core 

cotiplet^e:i.v with reference to F •.GURE 18 below, This 

proce1ss as deperibed:.below takes place within the 

'£ ti annsattion enIgi ne 205 of the trust eng" ne 110 

Because no authentication or other c7- tograthic 

operations  are needed to execute tryst. a?~b .•.ra -e (other: 

than :those regpired for t:he ESL comirunicati.on t•etve+en 

the.. transaction engine 22.05 and other components) the 

1 process may be performed outside the authentication 

engine However, as will be discussed.' below, are;,• 

reevaluation of' authentication data or other 

cryptographic, or authentication events lkill require 'the 

.transaction enuine 2.05 to resubmit. the appropriate data 

20. to the authenti cation engine 215. Those of skill in 

the art will recognize that the. trust arbitrage process 

co!old alternately be structured to, take place partially 

or ent' re y within the authentication engine 215 

itself.. 

25 rns-61 A5 mentioned above, truts arbi,t.raqe is a 

process where the tzust engi-ne 110 mediates a 

negotiation between €:he vendor and user yn an attempt 

to secure a positive authentication where appropriate x 

As show .in et.ep • the transaction e,ac•i.ne 2:0a first. 

30 dek.erm nes whether : .not the current situation is 

appropriate for trust arbitrage. This maybe 

determined based upon the circu€ st-ances o the 

authentication, whether this authentic kti.on has. 
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already been through -multiple cyole•r of 49b trage, as 

well as upon the preferences of either the. `vendor or 

user. as will be. discussed further below, 

Uzi such c scum Lances where arbitrage. -• not 

posasible, the process proceeds to step 1810 where, the 

transaction engin;e 2.y05 generates negative. 

duthentication. and then ins-eras it-.: Into the 

authenticatioix resu-Its which are sent to the vnedor in 

step loSS (.see. FIGURE 1:0) . One limit 'which may be 

10 advantageou:.s.1y used to pveVex:t authent.iea.tidnris from 

pending indeftnite.; y is" to set a wme -but period from 

tbe. initial authenticatlon' . request. In this way, an 

t:ransa:ctionl. which is not posi:tive ;i authenticated 

within the., time mi, is denied further arbitrage and 

1Ern negatively authenticated, Those of :skill in the art 

will. recognize that skich a time ;limit may vary 

depending upwn.'the circumsta ces of the transaction. and 

the desires of the user and vendor. LiMita.t:ions may 

alos be placed upon the number of attempts that may ,bee 
20 -made at providing a aucceseful a,u benti.tation.. Such 

limitations ,iiay be handled , by an attempt limiter 535 A 

sheen in FIGURE 5. 

[02581 if aibi.trage is not prohibited in step .x.8.05, 

the: transaction engine 20-5 will th 4 

25 negotiation with :one or ,both of the transacting 

parties, The. transaction engine 205 may seed a message 

to the user requesting sowke form of add itional 

axzthent ica t ion: in order to boost tl•e .uthent i ca 't ioon 

confIde.nce lever: produced has: ,shown in step 1,820. I 

'40 the simplest form., this itay simply indicates that 

authentication was insuffic en :A request to produce 

one or more additional authentication instance to 
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improve the overall. carif idence level of the 

authenticat ion riay also be sent . 

[02593 It. the tiger provides some additional. 

authentica , ion .instances in step 1825, then the 
5 tra-sacit-i.en engine: 205 adds these: authentication 

instances t^an.ce ":6 the authentication detta for the 
t..Y'an.sta. ct:::i o.n' and. forwards 1t .to the authentication 

engine. 215 as rah.owT.i: in' :-step 1015 (.see F1GURE 1-0) and 

the aqthentwa eAtion is reevalua:ted. based ripen both the 

10 pre-eXisting authentication ion n,gt:a=ek for this 

transaction and the newly provided aut hent:Lcati on: 

ix•staxxe.e• . 

(.02603 An additional €~ype of aut-he:nti:ca:ti oa ma.y. be a.. 

requ.ert tro-m the t.,ruq,t engine 110 to make tame form of 

15 person- to-person cant.ac• between the tr us.t engine 110 

oper:ato (or a trusted associate) and the user , for 

example, by-phone call. This phone call or ether 

non- computer authenti at ion..can. be used to provide 

personal contact with the individual an. 1d also to 

20 conduct. some, .form of questionnaire based 

a.L:thex ticat:ion. This al-so may dive the opportunity to 

verify an origi.natiag telephone ;nvimber and potentially 

a voice analysis cif, the user when he calls in, Even i 

no additional authentication data can be provided, the 

2;5 additional :context associa,te,4 with. the user's phone 

number may improve the rehab l i ty of. the 

authentication context.>  y revised iced data or 

circumstances based upon this phone call are fed into 
the trust en.g ne 113 for use in consideration of the 

30 authentication request:.. 

[02611 AdditSonally in step 1820 the trust engine 

no may Sz rev ide an Opportuniyt. for the user to :purchase 

a:nsura:n:c.e::, effectively buying a more confident, 
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authentication. The operator of the trust engine 1.101 

May,, at tim es, only want to make such an opt -.on 

avai:l.abl . if the confidence level of the auth.enti:catIo 

is above 'A certain threshold to begin with. In effect, 

5 this user siide Insurance is a way for the trust. engine 

1,.:x0 to vouth for the user when the authentication meets 

the normal rer tired t; 1 mat l:eve.l: of tie trust er.gin.e 110. 

for authentication, but: -does not Tneet the .•equifed 

trust level -of the. vendor for this transact c. n.- Tn 

0 this wa r;. the. user may ntwill s ccessfully a.t. t.heh.ti.ca:t'e 

to a very high level: as. may be required by the vender₹. 

even though he only has authentication i:n stances which 

produce, confidence sufficient for the trust~ er gine 110. 

[0262i This function. of the trust engine .11.0 a1:1:ows 

15: the trust engine 110 to €roach for someone who i 

authenticated to the satisfacti.on on. of the, trust .engine. 

110, but not of the vendor. This is analogous to the 

function pe fpr ed by a rotary in. adding ,his signature 

to a document in order , to indicate to someone reading 

20 the document: at a later time: that the person whose 

signature appears oT'3 the document is fact the person 

wsho sa gned it. The signature f t2?e notary te.a wi fe 

'to. the: ac.t o :signing  by the user. in. the same waxy, 

the trust engine is providi n in 1.rldi ation that the. 

25 person transacting is who they say they. are... 

[02 b 31 However, because the trust engine 110 ir, 

a.rt:' ficiall.y osti ag the level of confidence provided 

by the user, there Is a greater :risk to the trust 

engine 110 operator, since the user is not. actually 

30 meeting the required trust level. :of the vendor,  The 

cast, of. the insurance is designed to offset the risk of 

a false posItIve authentication to the trust engine 110 

(who may be effectively ota.rl-zing the authentications 
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of the. user ) The user pays .the trust engine A.0. 

operator to take the risk of authenticating to .a higher 

level of confidence than has. actually been provided. 

[x#2643 Because such an insurance system al.'Lrow 

S someone to effectively .burr a higher confidence rating_ 

.trop the trust. en i•ie 1.1- both vendors and users na. 

Wish to prevent the use of uses Side insurance .gin. 

d6r₹:.aln t.rah caa;.t:3..3:Dns Vendors may wish to litni.t 

Positive s: theht:icat<i tt to i i 2cui•t.staxi (here they 

1.0: know t 'at actual, authe'nt: ca:t:ion data: supports .the 

degree o f cenflden•e which they require and so may 

indicate -t.0 the trust engine 110 that ixse,r side 

insurance is not to he ali'Lo ed.< wimi ar2y r. •-o protect 

hisi online identity, a user may, wIish. to preyent the u.se 

15 of user side insurance on his accoun', or Imay. -with ,to 

11mit. its use. to -situat ons where the authentication 

=.rdl-, idence level without the insurance Is higher than a 

certain iinz. t. This may be used as a security measure.. 

to: prevent someone from overhearing a password. or 

-20 tea.l`in,.• a smart card and using their to ..Falsely 

s thentica%e to a low level of cars iderice., and , then 

p .rcnasi insurance to. , produce A veri high level, of 

(false)  onf. . dente. These factors may be evaluated :in 

determining whether user. side, -insurance is allowed. 

5.: [02651 If user purchases insurance in step 1480, 

then the authentication confidence* lavel :is adjusted 

based upon the insurance purchased in. step :. 845„ and 

the authentication confidence level and required trust 

level are again compared in step 17.30 ; see FIGURE ' 17J, . 

30 The process. continues from there.: and may lead to 

either a posi.t:i,.re authentication -in s e .740:. ( see 

FIGURE .1.-)::.f or tack into the trust arbitrage process i..n': 

.step 1750 for either turther arbi-trage allOwedi or 
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a_bi.t.rage is prohibited, 

t02661 _rh addition to sending a message to the user 

Ln step l32"0 :; the transaction engine 205 may also send 
a message_ -tnd the -Vendor Ln step 1830 Whcih: indicates 

that a pending authentication is currently below the 

requWI-ed trust level. The message may Also oififer 

`various options on how to proceed to the vendor. One 

of these oj?bons is to simply inform the Vend₹ r 'at what 

1: t o current- adtbenti cat on confi^dezire level is a:ftd asks 

It the Vendor wishes to maintain their current 

unfulfilled, rerrui ed trust le-vel. This may .be. 

beneficial because in some oases, the vendor may have 

in, dependen:t means for authenticat.i.ng the Itransa.cti.cn, o: 

15 may have .been using a default set. of requirements which 

generally result in a higher required level bea ng 

initially specified than .is actually needed for the 

part -J "la:r transaction at hand. 

t0.26.11 Fox. instante r it may be standard practice. 

0 that a:ll. incoming purchase order transactions with 'thee 

ve:ndo.r are. expected to meew a 8 trust level, 

However, if an, order was recently discwuss.ed by .-•-,o e 

between the vendor and a Iong..standing .customer, and. 

i-nmedi:ately uhetea.ftex the transaction is 

2.5 authenticated:, but only to a. 93t confidence level., the 

vendor may -wish to sImply lower the acceptance 

threshold for this transaction,. because the phone e call 

effectively provides add:iti:onal authentication to the.. 

vendor in certain circumstances, the vendor may be 

3:0 willing to lower ₹::heir required trust level, but=t tat 

all the way to. the level of the current authentication 

confidence. For Instance, the vendor <I.A the above 

example right: Consider that t he phone call :prior to t,ae 
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order :mrr ght merit a 4t reduction in the degree of trust 

needed; however., this is still sreater than :she 9.3%. 

confidence produced by the user, 

[02683 it the vendor >does adjust their ;required 

5 trust' revel in steps 1835, then the authent cat:ibn 

confidence level produced bkr the authentication and the 

reg•a red trust level are compared in step 1730 isee 

FIGURE 11).. if the confidence :level now exceeds the 

required trust Ievel , a positive authentication mar 'be 
10 gene at•d in the transaction engine 205 in ,6tep 1740 

,see FIGURE X73 if not, further arbitrage may he 

attempted' as discussed above if it is permi wted> 

(02691 in addition to requesting, an a.d •ustment to 

the regu.x.xed trust~ level, the transact-ion engine .. 05 

15 may also offer vendor side .insurance to the vendor. 

requesting the :au Itherticat on < bis insurance serves a 

g Heiler purpose to t.h.at:., described. above for the "er 

side. insurance., Here., however, r4the.r than. the CoAt' 

corresponding to the risk being takes by the trust 

20 engine 11+0 in authenticating aboi vre the actual 

authent:icat.1,on confidence level, produced, the coat of 

the insurance corresponds to the risk Bing taken by 

the vendor in..acqepting ,a lower trust level in the 

authen;tication. 

2• [02701 Instead of just lower:^nq their actual . 

regu;ired trust: level., the vendo has the option of 

purchasing insurance to protect itself .from the 

a: d-I ti.onal. risk. associated with a lower level of trust 

in the authentication of the user, As described move, 

30 it may be advantageous for the, vendor to only coraider 

Purchasing such insurance to cover the trust dap Vin. 

conditions where the existing authentication is already 

above a certain threshold, 
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(0271.1 The availability :-O such vendor side. 

insurance allows the vendor the option to either. lower 

his trust require:neat directly at no add.iti -Nall cost to 

hi selif, bea ilia the risk of a false auther:t cation 

h ie (based can the lov2e . •:r:ust Iev recta red) r ?"> 

buy ipq insurance for the trust: gap between.the 

authenticati lam cs•a' f'•dex;ce le r l and 'his requ rement, 

wi 3 3 •# .engi-ne l td7r beair2<I3 the risk of 

the lowed conf idenec leve.1 whic4- has been. prev-id'4d:. By 

10 purchtasing .the insurance, the vendor effectivelly keep.: 

his high trust:, vel requirement- because the risk, of a 

.se authe,r .ca a z^a is shifted to he t::ru engine 110 

operator . 

(027211. If the vendor purchases insurance in ste. 

15 104:0.1 the authentication confidence level and rewired 

trust, levels are compared in .step 1730 ( see FIGURE 17) , 

.and the process continues as described above. 

f0273) t"ct:e that .it :la also puss ble that: both the 

user and the vendor xespond to messages from the tfru t 

20 engine 1.10. Those of skill in the art will recognize 

that: there are multiple ways in which such situWt- ;:on,s 

can be handled, One ad-vantagepus. Triode o+- handling the 

possibility of multiple; responses 1.s sIMp1y ..to, treat 

the responses in a first .come, firstwserved manner, 

5 Fot example, if the vendor responds with a.: ;€ owered 

required trust level: and mn diat•1y thereafter thel 

user also purchases insurance to raise his 

authenti cat ion. level, the authenti.cation is . r M t 

reevaluated based upon the lowered rust re - rement 

3 0 from the vendor , -it the: authen.ticatior, is now 

pos itive, the user's insurance purchaee -is. ignored,  1n 

another advantageous mode O x>pera:tion, the user might 

dhar ed. T.d the level Of insurance regulred to 
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meet the newer,. lowered trust: requirement of the verndor 

. a--::trust gap. remained even with the lowered vendor 

tgixet :requirement} 

102741. If no response from either party is 'tecieived 

:6 during the trust arbitrage process at step 18 wtihin 

the time limit :yet for the autheDtication,, the 

arb"x'ixag z' reevaluated 1. step 80.51 Th:La 

effectively begins the rbi,trage p.r cess aga:m. If the 

tithe .Limit was final or other circums t aInce Z prevent 

io f uxther arb trage in atep. 805 a ne at11ve 

authent:i ation is generated by the transaction engine 

2.05 in step 1.810 and .returned to the vendor in. step 

1055(See FID 10) • If not, new ,'nessages may be . sent. 

to tlxe user and vendor ,  id the ,process may be :repeated. 

15 as desired, 

[02.751 Not.a that for certain types of transactions, 

for instance, digitally signing documents which are inot 

part of a transaction, there may not necessarily be a 

vendor or othor.. third Pa:rtn- therefore t.iie: :transaction 

0 •s p imar i.1y between the user and the trust engine ' 110 , 

In c Lrcurnat'ances such as these the trust enctirle 110 

ill ;h'aVe', its own requried trust .level which Trust .be 

sat isfied }ink rorder +•wo Generate ay oista •re 7 

uth,e3at•..'•L•b•.•:t.Sn. 3' •LJ•I'•'y'•{ie•,, `in. wZ7'b:ch . cird•,•i :,.•7•c.•ance.gt ;f it 

25 will often not be .de irabie for the. trust engine 110 to 

offer insurance to the user in order for hini to raise 

the confidence of his own signature, 
Y v 

(02761 The process described .above and shown in 

FIGURES 16--18 may he carried out: using various 

30 :coamun-i cat ons modes as described above %,3 tb reference 

to the trust; engine 110 For instance. .4,  the Messages 

€ ay : web-based and sent usng  SSL connections between 

the t u5. engine 110 and applet's downloaded in :real 

e rV' r: 1 -- €_•E2 
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time to browsers running on the Wiser er ve uftor systems. 

Ih an alternate mode of op rat.10n : cez-ta.i:n dedicated 

appl i1cat 4 ons may I?.e in use hY the user and vendor wh ch 

facilitate sum arbitrage acid insurance' trans-actions. 

5.. 1I. ≥pother- a .ternate. mode of operation, secure email 

operatic mwy be used to mediate the -arbi:t aqe 
deseribed above t hereby allowing deferred era ..:•% tidnzs 

acid batch pro cessi. a of autbentications- Those of 

Skill, ill the art'. will recognize t:ha' different 

1.0 communic.ations modes may be used as are •:p•?repriate for 

the ci rcumst.a•ces and. authentication requirements of 

the vendor.. 

(027'11 The fob l owxing description with re.-texence to, 

FIGURE. 19- describes a sample transaction which 

is integrates the various aspects 4f the present invention. 

as described abmre> This example *Illus rates the 

overall process between a user and a vendor as med.ia'tes. 

by the trust  engine '1.10. Although the far e-as st epp, 

and components as deti.cr.ibed In -detail . above may be used 

20 to. carry out the fol.l:owinc transaction, the process 

illustrated focuses on the interaction between t'he. 

trust eng re 1.113, user and vendor. 

102781 The transaction begins when the user, while 

-viewing web pages online, fills out an order form on 

25 the Web site of I:t^he vendor in step 1900: the user 

wishes to submit tini. s order form, to the vendor ., signed 

with his digital s.ignature In € rde tro do this, the 

uses: submits the circler form with his reevaest for a 

signature to the trust engine 110 in step '190-5 . The 

30: user will -also provide authentication data whichta:i 11-also 

be: used as described above to authenticate ha.s 

ident i ty... 
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102791 In 42 the authentications data is 

compared to tile: Q nrollmert data by the trust eng,i ri 110 

as discussed above, and if a positive authentic tion is 

produced,  theLhash Lof she order form, sig ned wi I h the 

rivate key , Off' the user, is forwarded to the vendor 

alogn •i.th the order form itself 

(02801 The vend. receives the signed farm in step. 

l l5 i Gnd Mien: the vendor will generate an nvoic or 

other: dcon:tr;a t related to :the purchase to Na rude .in. 

10 st.ep..1..9.20 This contract. _is 'sent back 'to: the user with 

4: request for a. signature in step :x,925. The vendor 

a so Sends an autbenticat:ion .request for this contract 

transact 1,10171 to the trust engine 110 in step 1390 

including a hash df thy: contract ct which wil ire signed 

2.5 by both parties. To allarJ the contract to be digitally 

signed by both part "Les, the vendor alSOL i.nC udeS. 

authentication data for itself do that t.heL vendor's 

sa nature- upon the contract can later :be verified ti 

2.''0 02813 S'S.•a'SA. diMcusserd above, the -t.riist -engaae; 110 then 

verities, the authentication data provided by the vendor 

to confirm, the vendor's ..identity, and if the data 

produceM a: positive .authentication. i:n step i935,. 

continues: the step 1.955 when the data is received from 

25 the user. I. f- the vendor vs s authent i data doez not 

match the enrollment: data of the vendor to .,the desired 

degree, a message is returned to the vendor requesting 

further authentication Trust arbitrage may be 

pe;rfcrrmed here if necessary, as described above, in 

30 order for the vendor to :successfully authenticate 

itself to the trust -engi e 110. 

[02821 When. the user receives the contract in step 

t he reviews it°,. .generates au•hen scat cation da to 
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sign it ;tf J t .is acceptable in step 1945, and then 

sen&s:.4 hash of .the contract and his aiit₹xe:nt: ica:tian 

data to the trust engine 1:10 in step 195Q, The trust 

engine :. rer.ifles the authentication data • 4 eep 

5 1955 and if the authentication is _Qccd ; proceeds to 

process the contract as described .below, As diAscuss d 

above with reference to FIGURMI 1-7 and 18:, trust 

arbitrage may be performed as appropr.ato to close any 

trust gap which exists between the authentication 

0 confidence level aid the requires auth.antication level 

for the transaction 

[02831 The trust engine 1:x.0 signs, the hash. € f the 

contract with the uses f s private key-, and .sends this. 

ex.gned. hash tq the vendor ,i .. ktep 1980, SigniTict the 

i -Complete message on: its town behal f , including c3 

hash of the covip? ete message (Includ3,ng the user 's 

s.i nat 3.re) encrypted with the private fey .510 of the 

trust e x ine 110, 1his message :i received by e. 

vendor in step 1355. The message represents a 

0 contract (hall- of contract encrypted using uher's 

Private key.) and a. receipt; from the trust eng ne 1.10 

(the hash lot the message ineludilxg the signed ciontract, 

encrypted using the trust engine private. , k.ey) ;. 

[02.841 The,. test engine similarly ;prepares a 

25 hash oaf th.e contract with the vendor." s Private key in 

step i-1470, anti. forwards this to the user , signed by the 

trust engine. 110- In this wad€, the a-ser also receives. ves. 

a copy cf -the contract, signed by the ve do , as well 

as a receipt.,. :vi.gned by the trust engine 1.? 0, for 

30 delivery of the signed contract in step 197:5.. 

[0285) in addition to; the foregoing an eddit«.ion. 

aspect of the: inven tion provides a c .-ypto ra.phi,c 

Service Drovi.der Module ( PM) which may -be a•Ya:ilable to 
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a c1ll ens side application as a means to. acc.es:zl 

functi.nns provided by the treat engine IlO described 

above. One ad rantageous way to provide such a service 

is for the cryptagraphic SPM is to ed.`::ate 

: communications between a third patty. -Amplica.tion. 

Programs-tring Interface (AP-1.) and a° tkust engine 2.1n, 

which is accessible via a network or other remote. 

connection. A samp1Q crYptngraphic -SPM i de's bribed 

below with re-fe,rence to FIGURE 20: 

1 ₹3 £3& "Far . example, on a typical :system., a rsuffiber of 

API ° s are availl .bl.e to progr amIexs t Each API provides 

a wet of function calls which may be made by an 

appl.wc Lion 000 running upon the systemx Examples of 

API I s which provide programming interfaces  .suitable for 

15 cryptographic  functione, authentication f•nctions, and. 
other secu.ri. y function include the Cryptograph c API. 

(CAP13 20.1.. Provided by Mi crosoft w ::th -Its Widn ows 

apes ing systerrks., and the Common Data  ssec raritZ 

sponsored by ? BK, Intel and other 

0 Iiiembers of to e Open GlrOup. CAPS u ill ,be used as an. 

e;Xemplazy +SJecurity API i the CI.•;.•,f•"•::zssion that follo%gs 

However, the ery.pt:ographic: ;S,Pm descr be•d could be -used 

c the CDSA or other sacuIr tv API:r s as are kno- ri .in the. 

art. 

215 tO287] s API is used by a user system 105 or 

vendor :system 120 when a call is trade. for a 

cryptographic function,  Included among these functinos 

may be requests associated with performinng various 

cryptographic cperations,:such: as.en.cryptixrg a document. 

0 with a: particular key., signing a: document, requesting a 

digital ce tificate-, veri y-ing a signature upon a 

signed. document, and such other er ip- tograph c functions 
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as are described herein or mown to these .vf skill in. 

the art k. 

[02881 Such c -ypto'gra-pW c functions are normally 

performed  locally to. the system upon Which- ' .CART 2'010 IS 

located. This is because generally y the functions 

called reOlUi e ' the use of either resources of he local 

user syst6m, 105, s:•ich as a fingerpri t reader ;. or 

software functions ons which are programmed us i g l.:brar es 

wbi.cb are e:keci ted on the local machine. Access tom' 

10 these, local resources is normally provi6dd by one or 

more se re Provider, Modules (18PWs) ;2015 2020 as 

: r d to c.b o tv>• •.ch ••••r•de t-o with which 

the cr~ ptographi.c functions are carried Qut . Such 

SPA?s may include: software libraries 2015 to pe:ryorm 

15 er.,oryptILMg or decrypting operations, or drivi•xs and 

applicati..Ons 2020 which are capable of accessi.Aq:. 

spec a'll.zed hardware 2025. such as biarnet—xic scanning 

devices.. In r:uch the way that CAPI 2010. , provides 

f zncti. ns which may be used by an applicat, or 2000 of 

0 the system 105, the SPWI.s 2015, 2020 provide CAP! with 

access to the lower :level functionk auk resoLzrces 

associated with the at=ailab e serylpes upon :the system,. 

[42891 In accordance with the is 

possible to provide a cryptographic :2030 which is 

5 capable of. accessing the cryptographic functions 

provided by the trust makIng these 

functions available to an application 2000 through CAPI 

2010, Unlike embodiments. where CAPT 2010.: is only able 

to access resources wh . ich. are locally available through 

34 ' s 24:5 r 2420t a crylitograpl-1 4.0 SPM 143V.:aS described 

herein would be able :to submit requests for 

cr'yp ogra.phic operations to : a remote-Iy-located, 
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network -accessible trust engine 110 in order to perfo m 

the operations desired. 

[02901 For instance-. Af an app licatl:o 2000 has a 

need .for .a: -cryptographie operation., such as si .Tlin , a 

5 document.,, the application 2000 rtlakes_ a function call to 

the appropriate CAPI 20:10. function. CAPI x:010 In turn 

will execute this function, making use of the :res urc.es- 

wh1ch are.' made available to it by the SPM I s 2015, 020: 

and the or')•pto. raph c 8 ?Ni 20300 In the case of .a 

IQ digital sign turn function., the crypto' graphic 7SPM 203,0 

will generate an. appropriate req iest which will be sent 
to the trust engine ;1,10 across the communication link 

[ 2911 The: operation's which occur between the 

is cryptographic SPM 2030 and the I trust engine 110 are tie! 

same operations that wovl.d be possible  between .any 
ether system. and the trust engine 11.0. However, these 

functions are effectively made available to a user 
system. x0S thAoucgh ICAPI 2010 such that  they appear to 

0 be. locally Ava l:abl:e upon the user syswem '1OS -itself, 

However, unlike ordinary SPK's 2015, X020, ;the 

functions are ,being carried out can the rempte trust 

engine: 110 and the results relayed. to the cryptographic 

SPM 203.0 in response to .appropriate requests across the 
25 communication link 125, 

[02 923 this cr ypto r phis SPM a number o 

operations available to the user, system 1.06 or a vendor 

system 'i2o whic.h might not otherwise be available. 

These functions. include muthvut lim-:.ta ionst ea arypk.i= 

310 and decryption of. documents.- issuance of digital 

certificates; digital signing of documents; 

v •..f..;..c"ation of >di ital signatures f and such other 
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o,perat.ions as will be appaxent to those of skill in the 

art 

[02931 In ,a separate :emb€diment, the present 

invent.ioh comprises a CoMP1ete system for per iormi:r:g 

.S she data securing methods of the present .inVention 'an 
ahy. data, set, The computer system of this embodir e t 

t&,gbr se a data splittiing module that comprises the 
fun4i:6nality sh6wn :-In FIGURE 8 and d6scribed'here n.. 

in or,e embodiment ment of the present Jin' `ent;,:1 oil, th6 data 

.10 SPI.itting mods l<es sometimes :referred ' to here.in as . 

secure data parser, comprises a parser program or 
o aie suit l wrhi h comprises data splitLi-na, 

encryption and decryp€;:i on, reconstitution or Ireassembly 

functionality, This embodiment may further compripe a. 

I5 data storage facility or multiple data storage 

-ac s i ti r. a `l .. The data split:.ti ng module, Or 

secure data .parser, comprises a cross-platform software 

Tm use suite which integrates within an electronic 

inf rastructu. e, car as an acid- on to any application 

20 which re :-:res :the ultimate security of : Gs dat'Ia 

elements, This parsing. process operates on any t-,4pe of'. 

data set, and on any and all. file type=s, or in a 

database on awl coca, column p3 .cell of data in. that. 

database. 

25 [02947 The parsing process qf' ̀the Present invention 

may, in one embodiment, :.be de-signed in. -a modular t:ie:re'd 

fashion, and any eacryption process is suitable  for use, 

in the process of the present invention. `The modular 

tiers of the parsing and spla ttiag process of. the 

30 present invention may include, ludo, but are not 1ymi ted to, 

1:):. Cryptographic qpl t, dispersed and securely stored 

in multiplevpt, caWtograph.ical.ly 

splyt., dispersed ax . securely .•to•ed in :multiple 
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'.ocat i;: nss; 3) encry pt, ryptographically split., encrypt 

eai-h. share,_ then dispersed and :securely stored ir.. 

multiple locations,, and A). encrypt, ci--ptogra.p.hically 

split, encrypt each. share with a different type d . 

than: wa.w used in the, first -step-, then 

dispersed: and securely stored in multiple locations:;. 
2 ] the process comprises, in one embed tt ent ; 

sp!Itt h . 06., the data according to the C-p'n'tents of a: 

generated random number, or key and pe f.r?.i-ni ng, the Same 

10 crypt.og.r ap Lic splitting of the key used in t he 

encryption, of splitting of the: data to be secured into 

two or more portions, or shires, of parsed and .split 

data:, , and :ire orie embodiment., preferably into :four or, 

more: portions of parsed and split data, encrypting all 

: a o• the portions, :there scattering and storing th.ese. 

portions back intro the database, or re.locat ng them to 

any aimed device, fixed or removable , depending. on the 

requestor's raced :for privacy and security, 

A ternat ,-%rely, in another embodiment,  encrypti ors may. 

20 occur prior to the splitting of the data sat by the. 

,splitting module or secure -data parser. IThe ori.g1>>el 

data .processed. as described in this e od men't is 

encrypted and obfus,gated and . is secu3:edl, the 

dispersion of the encrytped ;elements, if desired" can 

2:5 be v irwual ,: •- limited to, a anywhere, including, , bait. ;,.o• 

ngle server or data storage device, or among separate 

data storage facilities or devices. :t ez:•rpt ;.on :key 

management. in. one et h-)odimen.  rswy be incl.uded ; i4 thin: the 

software suite ; or in another embodiment may be. 

30 integrated into an ;e 1 .5 „infrastru•:ture c- any. other 

desired location. 

[02963 A, cryptographic split to.ryptosplit:) 

partitions the data into N .number vf ahares. The 
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partiti.o.ni :g can be on any size unit of 4 4ta, incµu:dxng . 

individual bit r.?t.t yea, zlohy eg ems, 

or larger units, as well as any pattern. nor c:ombinat.:o 

of data unit siezs whether predetermisa cs or randomly 

5 generated, The un-tts can also be of different sized, 

based. o .d Cher :a random or:,predetermined set of 

values, This means the data can he viewed as a 

sequence of these unl t s In this manner the 'size' of 

the data units themselves may render the data more 

10 secure, for example by using bete or . roe preddtertined. 

or rando-mly generated p4ttern, sequence or combination 

of data unit sizes., The units are when distributed butt d 

(either randomly, or by a. predece mined seq. of values) 

into the 'V shares,. This di:str blit an co,,a .d also 

is involve a. S'buffli nq of the order ca.i≤ the unite ift the 

hares:x. it is readily apparent to those of ordinary 

sici.1.1 is t 'the art that the distribution. of the data 

units into the. shares may be. performed according to a. 

wide variety of possible selections', i,ncluding but not . 

20 limited to size- fixed, predetermined size, or one :or 

more combi Lat ? can, pattern or sequence of data unit. 

si. es that are predetermined or rwadomly generated. 

[02971 One example of this cr-yptogr.aphic spl t 

process, or. cryptosp'lit, would be .to consider the data 

t,o be 3 bytes in size, wi_ththe data iva t c :ze chosen 

to he one Ibyte, and with the nudber of shares selected 

to be 4. Each byte would be distributed into one of 

the 4 shares. Assum ng a random distrikbu:tion, a. :fey 

wotild be obtained to create a segazence of 23 random. 

3:£t numbers (.r.1, r-2,  r3 through x°23:.) , each wit a value 

between. i and 4 corresponding to the four shares .. Each 

o_F the units of data ( in this example ,23 inetivi.:dual 

b,w7tes of data) is associated with one ;of the 2:3 random; 
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numbers corresponding to one of the your shares, The 

distribution of the bytes of data into the four shares 

would. occur 1y placing the ti st byte of the data into 

share number r1.j byte two into share •2:, :byte three. 

into 'share r1i. throe,41! the 3)Ed byte of data into share, 

r2.3.: lt` is readily apparent to those df ' ord:i nary skill 

.iT the art that a :wade variety .of other possible e steps 

o cc b na `adn; o• sequence of steps., in.cludin the size 

o4. the data aAita:, may be used n. the cryptas;• it 

ft PPOCeSsese hire>xt of ., and. tie .above eka-mp'16 

is a non- limiting description of one process for 

cra'ptosplitt i nq data,. To recreate the original data., 

the reverse operation would be petformed , 

ton-el In another embodiment: of 4:h cryptosplit 

.15 process of the, present. invention., an option for the 

cryptosplitt .ng process is to provide sufficle.rit 

r dundancY In the shares such that only a Subset of::••• 

shares are needed to reassemble or restore the data .C.-O 

its o.riginal. or useable form. As e none l mitlr.zq 

20 example, t.he: cryptosplit may be dons ,as a "3 -of 4" 

r.rxfptosp 1i.t such that: only tn.,ree of the foru shares are 

necessary to reassemble or restore the data to its 

original or use,abT.e form. This is also referred to as 

a ='M of c;}yptos-Plit,; where-in N is the to al :nurtiber of 

25 shares,, and .*M is at least one less then N. it Is 

readily apparent to those of ordinary skill in :the art 

that there are many possibilities :for creating this 

redundancy in the cryptosplx:tting process of the 

presentinvention. r•  

30 (€ 2991 in one Embodiment Of the cryptosplitting 

process of the present :in ent on, each unit of. da.ta, is 

stored in. two shame, the .pri-ma:ry share and the backup 

share :» UsIng the If 3 of 4A C.rYptosplitt:a.iia process 

UTUST F t TI : ' EET (RU E 26.) 

EX1010, Page 2163



7M .. . 

described above , an ,Y one share can be missing, and this 

is suLticlent to reassemble or restore he.. pr igi.nal 

data with no missing data units since only three off:: t. ha. 

total 1-o-ur shares are required As described :herein, a 
f 

.5 random. number is generated that: corresponds to: one of 

the shares The random number is .asq oc ated With .a 

dicta uunnit. it.j and stared in the correspond.i.ng sure,. based 

on a. ;ko , Ore key..is used, in this embodiment to 

gen6rate the primary and backup share randotii number. 

0 - As descried herein for the eryptospli:tting process 'of 

the present Invention, f .a set of :random ni tubers- (Also 

refer red to aa. primary share number) from 0 to 3 are 

generated equal to the number of. data units; Then 

another set of random numtbers is generated "also 
15 referred to a.q backup share numbers) from I to 3 equal. 

to the :number of data units, Each. uni t of data is then 

associated with a. prim.avf share number and a backup 

snare, number. Alternatively, a set of random ntleoers 

may be. grenerated that is fewer than the :nwmbe; of data 

20. units, and repeating the random number stet, bit this 

may reduce t.he. security of the sensitive data. The 

primary sure number is used to idetermi e into •4hic 

sure, the data :uni;t is stored- The `bacRup : share number 

is combined with the p i mar share number to create a. 

25 third. share. number between tt and l, fi and this nu er :is 

used to determine :into which share the data unit is 

stored in this , example, the equation to deternine the 

third share number is c 

n_ iI-Iary share= number. + -backup share number MOD 4 

30 third share: umb r•_ 

[03001 in the embodiment described above where the 

primary share number is between 0 and 3, and the backup 

have number is between i and 3 ens-uses that. the third 
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share,: number is different from the primary zha.re 

nai.;tber. This results in the data unit being stored. i 

two different. s1hares it is. readily apparent t those 

of crdi.na:rry skill in. the art that. there are many ways 

5 of performing redundant CryptospliL tting and nor - 

redundant crj"Ptosp ittiing in addition to the 

embo imenst disclosed here's.. For '-xearipl'e, the data 

urx t xa each share •;.o; d be shufk d ut lizi:'g a 

-differenk: a .Ooritbm This data ur if: shufflin . may 'be 

10 perfofted. as the original data is splif, .into the data 
n t r or aft.er the data tinits are Placed .info the 

shares or at , ter  the share is full., for example. 

[03011 The various Cryptosplitt.ina pr ocesses and. 

data shuffling processes described herein, and all 

IS other e,r.bodi.ments of she cr ptosplitting and data 

s3:uff.ling methods of she present invention. may °fi0. 

pexforried on data units of any size, Including but ':hbt. 

limited to, as small as an individual. bit., bits, 'tea, 

eilobytes,. Megabytes or, larger 

20 [03n] An e. ample of one embodiment :f source code 

that Mould perform the cryptosplitting process 

described heyeixi is r 

DATA. [ 1. 4) -..;k ray of bytes ur.ith .the data to be split. 

SkMES [ Cl ; 3.; 1 r 2.41 - 2 -d'imensiona.laxray with each row 

25 representing one of the: shares 

RMMOM U • 2.41 -- a:,rr r rar dooi nun era in the range of 

Q..3 

S2 Ls.: 

30 S.3: 1;4: 

S4 I. 
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27 

10 

is 

0 

Begin 

Be g.i T: 

SHARES [1, S11 DATA 511; 

End. 

ELSE n v  WANDOM f J [ =1 the -zi 

Begin 

SHARES • 2, S21 DATA JJJ 

^ = is.2 + I .i 

ELSE IF . AXDC)M (J f =2 Uien 

Shares [3, S31 = data [J] 

S3 = S3 + 1; 

End 

Else begin 

Sharse 14, S4  data [jI 

$4, :- S4:+1t 

E'lld 

N 

[{303.1 Ap E''efay. pl of one eri4 odimeTlt of, 5-Io cte codle, '. 

that would perform , the cr-yptosl: Iittin + P'AID process 

described herein ,s 

25 C0304I Generate two :sets of numbers, Prizsr>a,ryghare, is 

0 to 3, 'B ckupShare is I to 3. Vie n, put each ddata unit 

into share [primaryshare [III and 

,hare ( (primaryzhare;[lI +back- psbax.e ( i) ? mod. , with the, 

same process as .in cryptospl tting describes abo-ve, 

30 Tbsi method will be sealable to any size X, where only 

N-I shares are-necessary to restage the data, 

[03051 The re:tr3,••Ya•:,- ccnAbii:Abg ;. reasse l .or 

r'e:co .s"i'.ti tuta.11.,g of .tj,. e enrycpted. data elements may 
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uts.l'ize any number of authent.i.La.tion techniques, 

including, but not li*it ed to.. VII.onetrics, such as 

tingezpr int recognit. on..t. facial scar; hand scan,: irri 

scan, retinal scan, ear scan, vascular pattern: 

wecogn- : t ion or DNA analysis. The data spl % t.ing avid/O 

parser  modules of the present invention -may be 

integrated into a wide variety, of Inrfast.. uCture 

products or applications as desired, 

(0306) Traditional encryption. technologies kno;h 

0. the art, ria':1y on one is more key used to encr the 

data and render it. unusable writ bout ut~ the key. The data, 

however, remains whole and intact, and subject - a 

attgckx. The secure data parser of the presen.t'. 
in. ve tion i. in cane embodiment, addresses this problem by 

115 performing a cryptographic pars ing and spla - t iag of the 

encrypted file. into two or more portions or sh•(res ; end 

in another eMbodiment, preferably fo-ar or more shares, 

adding another layer of encryption to each. shire of'.' the. 

data, then storin g the .shares in di;fferez•t. physical 

0 and/or Logical. locat ars < When one or more data shares 
are physically removed from the system, •elt~ber ;by Using 

a. :removable device, such az a data storage device, ce, .or 

by placing the, share under. another pasty's contrdl:t any 

possibility of Compromise: of secured data 4s 

2• effeetiVely removed. 

103071 A example of one R--ho jment<. of the secure 

data parser of the present inveatio and an exam ple of 

ow it may , be utilized is shown in F.IGURE 21 and. 

described below, However, it is readily apparent. to: 

30 those of ordinary skill in the art that the secure. data 

parser of the present invention may. be ut .li ed .in a 

wide. variety o-- way--, in addition sto the rkorz :I m.iting 

example below... As :a deployment opt; on, and in one 
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embodiment,  the secure data parser may be.Implemented 

v.ith external session key management: or secure .internal. 

storage of session: keys. gpon Implement'ation, a Parser, 

asyer Key v,i ll :he generated which will be used t6r. 

ec irInI the application grid 'for encrx ti z . 

it should be also doted that the incei.pora.tIOn 'of the 

Paresr Master key in the re alt ng secu.r6d _data allows 

for a E.Iei ibiIi t  -of sharing of secured data bry 

i.ndivi,duals' withs _work rb p, nt: r rise :r extended 

[0308 . As shown in F-Igu e 2?., this embodiment of the 

present rover' ion shows tbe' .steps of the proses 

p4rfoxnred by the secure data parser on data to store 

the session. master key with: the :parsed data-
1 

[03091x. Genneratxng a eessicn master key and 

entry-t the data using RS-1 stream cipher, 
('031.Oj 21.1 Separating the resulting encrypted data 

into four shares or port pas of parsed data according. 

to the pattern of the session, master. key. 

0 103.111 3 , in this embodiment of the method, the 

se s on master .key will he stored along wtih the 

secured data . ehares in a data deposwto.ry, Separating 

the. sessi,:en master key aecordin t tie :pattern. o tha 

Parser Master. Key And append the ) ey data to the 

2.5 e,.ricrypt,ed parted data, 

(01,121 4. The resulting four shares of date will 

contani encrypted port-ions of the original data and 

powtions of the session; master key, Generate a stream 

civher key for :each of the four: data shares. 

30 [03131 5,. Encrypting each share, then- store the 

encryption keys in different-locations from the 

encrypted data port_iol's or shares. Share 1 gets Key* 4, 
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WO 20.0814 

Share 2 gets Key I, ;Beare 3 Fete Ke}, 2.. Share 4 c 

Key 3. 

(03143 

steps a:r 

To restore the original data format-, the 

t_ is readlly a arc•z t to those of ordinary 

skill in the art thta certain stems of he method 
described herein may be performed In. different orde-a,,. 

or re••at•d •••• ti••e tan•e•, • desired It J s a1:s 

rea ,ily apparent to those skilled i.n the aft that the 

# ok ne.f the data may be handled s.frra't'v from 

one another . For example, multiple pa-ksing steps may 

be pexf orm e d on only one portion of the parsed da t a •. 

Each portion of parsed data may .be ulnigael securad: >it• 

a y desirable wa:y provided only that the data nay be 
15. reassembled,, reconstituted relforme , decrypted or 

restar d to its original or other usable fore.. 

[031.53 As shoi4a in FIGURE 22 and describe. herein] 
Brother embodiment of the .present invention comprises 

the steps. of the pros ss pex formed ..by the secure data. 

20 parser. on data to store the session master fey data in 

one. or more separate .key management a lblea 

(031`] 11 Generating a session master key and 

.encrypt the d to us ng 'R k stream. clphe < 

14310 2:,. eparat,.ing the resulting encrypted data 

2S into four shares or portions of parsed data according 

to -the pattern of the session mast r key, 

[03 93 3:.. In this embodiment of the method of the 

present. invention, the session master key will be: 

stored in a separate key management table in a data 
30 d_f:?aosktory. Generating a unique: trans-action 1D for 

Chia: t;ra.nsaawie:n.. Staring the transactio x ID and 

session master key in a separate key rsiant:gement t bleu. 

Separating the :transaction 1D according to the pattern 
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of the parser. Master Key and append the data to the 

encrypted parses or :separated data. 

1.33201 4, The resulting four shares o.0 data will 

contairn encrypted portions o! this. original . data. and 

5 portions: of the: t ra3 saction 1.D 

(03211 5: Generating a stream cipher key for each 

of the four data shares. 

[03221 `6. Encryptiixg each share, when stare the 

encrypticii keys In. di f.ferent :locations fkom the 

Cr y33ti G data porti olI -or Oa' s : share 1 t  '••y •: r 

S- hp- a 2 gets Key V, Share 3 gets Key 2, Shd e gets 

Key 3 R 

003233 To resta e the original. data. format, the 

steps are reversed: 

[03241 it, is readily aipparent to thoze of ordinary 

skill in the art that certain ateps of the method 

described herein may be performed in different drde:r;; 

or, repeated multiple times, as desired. It iS also 

readily- apparent to there skilled in the art that the 

20 portio).'IS. of the data may, be handled differently from 

one another, r^or example., multiple separating or 

parsing steps may be performed on. only one portion of. 

the parsed da ta. Each portion of paraea data,  may be 

aniuqel y seenei d in any desirable Wa provided only 

25 that the data. may be reassembled., reconstituted, 

reformed, decrypted or restored to .iLts ri'ginal or 

other usable form.. 

( 3251 As shown in Figure 33, this embodiment of the 

present invention shows the steps of the process 

30 performed .by the secure .data parser on data. to store 

the session master . key with the parsed Aa:ta.- 

[03261 1. Accessing the parsed masted' key 

assoc fated. with. the ;authenticate d user 
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0371 .2. Generating a unique Session master key 

103281 3. Derive an Intermediary Key fr€3m an 

excluS.i.ve OR function of the parser Master Kvv, and 

Session Master key 

S. [03"291 4. Optional encryption €.f the data using 'art 

ex1tting or new entry ti.on al,Sorithm keydd vii..th the 

Interm diary K6Y. 

103.301 S. Separati:ng the resin tizig optionally 

encrypted data. into four shares or portions of parsed 

10. dAta. accord z.g pat te o;f ..the : n-te ediary key. 

1033.1 6* in this embodiment of the method., the 

session master key will be stored along with the 

aec•-,red data shares in a data depository . Separating 

she session raster key according to the pattern: of the 

.15 Parser , Master Key and append the key data to the 
op* nal1y encrypted parsed data shares., 

[03321 7., The resulting multiple stares of data 

will l oontain optionally encrypted portions o,f the 

ox -ig :nal data a.nd:portions of the session master key.. 

20 [033:3.1 :8,,. Optionally .generate an encryption key: 

for each of t? e four data shares 

103341 9.1 Optionally encrypting each share with an 
existing. or new encryption a1gor th7m, then stone the 

encryption keys in different 1ocatioins from the. 

25 enCr'ypt:ed data portions or shares-, for example, Share 

I gets. Key 4. Share :2 gets key I., :Share 3 gets Key 2:,. 

Share 4 gets Key 3. 

[0.3351 To restore the original data format, the 

steps are reversed. 

[0. 361 it is readily ;apparent o those of ordinary 

skill fn. the art that. certain steps of the methods 

described herein may be performed in different .order r 

or repeated mul:t .:pl.e- times., as 4e lred I.t. la : also 
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U.3 

readily- apparent to those skilled ;In the art that: the 

portionz of the data: array be handled differently from 

rune another. For example, multiple parsing steps may 

he performed on bnly any portion of the parsed 'd to 
5. Each .Oo rti on of::p• se d data may .be uniquely secured in 

.ahy de irate e way provid d aniy that the data may .be 
t*Arse bled, reconstituted, :refo,L.med., decrytted or 

restored to: its o.r.2—ci- .rai or other usable forml . 

[63371 As .shown in FIGURE 24 and described her6i.n.,. 

10 another embodiment of the present :invention comprises 

the steps. of the process performed by the secure data 

parser on data to store the session master key data. -a:' 

one or more separate key management table 

[0.33,81 1 , Accessing the P.arsar Master Key 

1.5 as.soci.ated. w 11th the authenticated user 

X10339] 2, Generating a unique. Session Master K4y: 

103401 31 Derive an Intermediary Key from an 

exclusive OR functino of the Parser Master Key and 

Session Master key. 

20 103411 4 , Optionally encryypt the data 'Lasing an 

existing or new e.n nrpt:ion algorithm keyed with the. 

Intermediary Key. 

[03 21 54 .separating the re-sulting optionally 

encrypted data, into, dour shares or portions of par :sect 

25 data according to the pattern of the IX-tterme iary fey.. 

[O3431 6. I= this embodiment of the method of the 

present invention, the: session master key will .be 

stored in a separate key management -table in a data 

.depository. Generating a; unique transact on M for. 
3a thia transaction. Storing the transaction ID and 

session master key :a n a: separate. key mana:gemearit table 

or passing the Session Master Key and t:ra. sawt on Ill;. 

back ,to. the calling program for external. management. 
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separating the transaction ID :according to .the pattern 

of the Parser Master K̀ey. and append the dwta to the 

optionally ted parsed :or separated data:. 

103443 7. The reusltirig four sharos of .daua. will 

5 contain ,optionally encrypted .portions of the original 

data, And potions 01f the transaction _ D. 

(03451 8> optionally :generate an encr•7ption key 

for each: of the four data shares. 

[43461 Optionally encrypting each shate ; then 

l:o sto*e. the en=•yption keys i.r• different locations froin 

,th' •x• ••ted data portions or shares, For xa tp.1e 

Share l gets Key 4, Share ? gels.'Xey 1, Share 3 gets. 

Key I. Share 4 gets Key 3 < 

('0347) To restore the oricri.nal data format, the 

15 steps, are reversed. red. 

[03481 it .is readily apparent to those of ordinary 

skill in the art~ that certain steps of the method 

described herein may be performed in different order; 

or, re paated m- uitiple times, as desired, Yt is also. 

0 nevi.y apparent to those skilled in the art that the 

portions of t to data. may be handled difteren.tly from. 

one.. .arnothek . For : example, multiple separating or 

parsing steps. may be performed on only one. portio of 

the. parsed data, Each portion of, parsed data Tray b 

25 uniquely secured in .any desirable way prQv•,,ded only 

that. the data may be reass:eaztbied, reconstituted, 

reformed, de-cry•pted or restored -to. its original or. 

other usable forme 

J03491 A vide variety of encryption methodolog2"e 

30 are: suitable for use :in the ntetbods, of the present 

invention, as is readily appa ent. to those skilled in 

the .art The One Tiiae Pad algorithm, is often. 

considered one of the most secure encryption methods, 
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and is suitable for use in the method of the present 

invention. Using the One Time Pad algorithm requires 

that key be generated which .is as ionq as .the data to 

be secured.. The use of this nethod .may be less 

S desirable . cetta:in. cIreums- tances such as those 

r vu.lt,  aq . an. the generat-Lon an manaegment of very long 

keys because ef_. the skze of the data .set to :b6 seeured< 

ek-C usive-ox function'. XaR, is used or t r4>( binary 

10 streaamtsz x aid >y :of the same Deng h . x x0a . means the 

b:itwise excl.£ si-vre-or of x and y. 

103501, .A:t the bit level is generated.; 

€3 X O R 0 O 

(03:511 -An example, of this process is described 

herein for an n-byte. .secret., s, for data set) to be. 

split. The process ;will geraerate: an n-byte - andcm 

20 value , a, and then sefi s 
b M a. XOR s. 

[Q3521 Note that one can derive 'Is" :Via the 

at ion 

a +t1OR b 

5 [03531 The values a and b are referred to as shares 
.c:r portions and are . p" aecd  in separate depo:.-a.::ories .. 

Once the secret s is split Into two or more shares, it 

is discarded in a secure manner. 

(03543 The secure data parser of the present. 

30 invention may utilize this function, perfo:•mIng 

multiple XOR functions inco-rporating multiple distinct, 

secret key, values. K1.4 K2,. K3, Kn., KS. At the 

beginning of the operatino, the data to be secured is 
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passed through the fisrt, encrypt,-Lon operation:, secure 

data =. data XOR secret key 5 

,0355:51 In order to securely store the result a 

5 dne ypted data in, for example, four wares, S.11 , 

3.4 Sn, the data is parsed and split into 'In" se exits, 

or share.  c d r: x t the value of K5. This 

cpe x:a ion- :resin: s in. -ail'  ;pseta dorandam shares of the 

oz:igi• ri l e dx pted d1.t :. Subsequent :XQR function MAY 

10 .then be pe forMe-d an each have wilti the remain-ing 

secret key values, for example- Se cuke data segment `1 µ. 

encrypted data share. I XOR secret key 1:. 

SDI S.1  XOR KI 

is SD1 S3 XOR K3 

'(0356 11 one emboditvent, it may ,:not be desired to 

have aty one depository contain enough information to 

d0larypt the: information he .Id there, so the .key required 

20 to decrypt the. share, is stored in a different,  data 

depos tsar 

.Depository I.- SDI,, Fn. 

Depository 2-1a SD2, K1 

Dep6sitoty 3'x S,D •j K2: 

25 Depository n: SDr, K3.-

E03571 Additionally appended to each abate may be 

the information required to retrieve the original 

session encryption key, Therefore, in the key 

management example described herein, the ..^.• r •.c•wna• 

30 session raster key is referenced by a transaction ID 

epll t: into lint: shares according to the contents of the 

ins allail--ion dependant Parer Master Key trx.1D1, TID2 f. 

TID3 , T '-)n').:i, 
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U7 .. . 

ep a-Rory I :.7D1, Ran, TIM 

Deposit o! :2:• •D2, •• $ TIM 

Depository 1::. SD 3.; K2, TID3 

Depos itory n: SDn j X3, TIDn 

5 [03583 lift: the incorporated ses,. en..key .exattiple 

de,acribed .herein.,, the Session *nester key is split ih.ta 

►':h." shares: according €:-o the contents :cf the 

installation depen' dint- Parser Master Key .(SK1., 

10 D14pos' itoty t SDI, Rn, SKI 

Repo story x SD 2,, K1, SK2 

bepositOry .3..; SD3, K2, SIQ 

Deposltory ns: SDn, K3, SKrx 

tO3591 Unless al l four shares :ark xetv..-ieve ., the 

15 data cannot be reassembled according to this example. 

t'ven If all four shares are captured, there is no 

pcaaib:lity of reassembling or restoring .•*Iae or gi.iial 

information. without access to the session master .key 

and the Parser Maa ter Key. 

20 t03601 This exam le has, describedan embodiment -Of 

the. method of. the:.present invention, and also 

describes., in another embod' -meat, the algor1t_:h uae-d t 

place shar.Ms into depositories so that  shares, from all 

depo-Aitorie≤s, :can be combined to firm the secret 

25 authentication material. The coiaputations neecled are 

very simple and East. However, with the One `I`irya Path 

(OTP) algorithnt there may be c rcui-•m t:.an.ces that cause 

it to be less desirable, such as .a large data set to be 

secured, because the key size i.s t he sa-me size as the 

30 data to be stored. Therefore, .there wind be a need, to 

store and. tran.smir- abort ti-vice the amount of the 

original data which may be less .dezirab e ,-1-nder certain 

circumstances. 
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Stream C,.Dber RS1. 

(03611 The stream cipher :RSA. spl t.t ing technique is 

emery siplil r to title OTT .split:t inn technique described. 

5 hereinsi Instead of z;ui. n-byte --ran are va ue f an rx 

tt in. h 1.6.1 - byte: ra:ndoti. "Value is generated and used to 

k'' the RSA: -Stream Cipher algor;i:thM.. :The :a.dvantaglM tit 

the R 1. Stream Cipher algorithm is :that R pseLidora. d 

key ix: ere at - f r OM ni h smaller seed. s•iumb r.:. Th. 

10 :peed, of execluti-On of .the R-,ql Stream cipher ehC17yPtion 

is also . tae,d at approximately 10 times the speed of 

the well known in the art T.Xiple DESS encryption without 

prc i ing security. The RIS1 Stream Cipher aigorithit 

is well. known in the a.rt.., and may be used -to generate. 

is: the keys used its ; he XOR. fkanction. The RS1 St ea:m 

Cipher al.go it.hm is .interoperable with other 

commercially available stream c1pher Algorithms, ,much. 

as the RC4T,° stream cipher algorithm of RSA Security.: 

inc aAd is su -table for use in the methods of the. 

20 present in-, eent,ian. 

t03621 Using the .key rotation above, KI t.hru: K5 are, 

now are n'' byte..rand,= values and eve set: 

SÎ•I = $-IXy•O+,€••̂ E (F.1) 
( F 1) 

a 

SEin - Sn XOR L ( kxi). 

cohere E ( KI) t hru E(kn) are the first n' .bytes of Output 

f`rv.m the PSI S ream C- Daher a:igort.thm .keyed by K1 t_hru. 

Kn The shares are now placed into  data depot-4torie>s 

#1 as described herein. 

(03631 In thl a stream cipher RSl alsorithm, the 

required computati€•ae needed :••0 :nearly ."4s: S mP:le and 

past- as the OTP ,algorithm, The banefit. -in th .e a ran le. 
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using. the Rsl Stream Cipher : a that the system needs to 

store and *Z ansmit on average only about 16 bytes more 

than: the size of the original data to be secured per 

shake., When the size of the original data. is more. than 

1 .byte; wha:b :x€81 a••o•ithm 18 more efficient than :the 

OTP a3 gay whm because :fit ` s S_• m• • y shorter . It: is 

reAdily app,.ran t"9 hose of ordinary skill in the •, t. 

that a. •_.•de va. iet• of encrypt:Ion meth ods or  

a $:e .sui table for Lisp' in .the present invention, 

10 includ"I g, k)ut not limited to RSA,,, OTP,: RaC4:"., Triple 

I)ES and. •,%t.S . 

[3 6 4I There are major adv nt.ages provided by the 

da₹•a security meth. ads aad computer systems of the 

present invention over traditional methods. 

1$ One ad•ranuage is the security gained :from: YnoYl ng :shares 

of the data to different.. locations .on one or more data 

depositories or ,storage devices,, that may be in 

dw.fferent Itig cal physical or geographical locations. 

.When the sharer of data are split, physically and tinder 

20 the control of dif ferent, personnel,, for example, t.he. 

possi,bilit,•, of,compromising the data is greatly 

reduced:. 

'E0 3,651 Another advantage provided b,y the methods and 

system of the present invention is the combination of 

25 the steps of the method. of the present. InVent.ion for 

securing data to provide a comprehensive process of: 

maintaining security of sens.1tive data.. The data. i 

encrypted with a secure key any split into one or more 

$hares, and in one exbod-:meat, four shares, according 

30 to the secure key. The secure key is stored safely 

vnth a reference pointer .wi'li •q is secured into four: 

shares according to. a s c:u :key.. The data shares are 

then encrypted individually ;and the keys are st.ared. 
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safely with dl.fferent encrypted shares When cot:zb.inea, 

the entire process fog securing data according to tkie 

method& disclosed herein becomes a co prehen iVe 

pae.ka e for data se-Cu -i y.:. 

5 [03661 The data secured :according to the metbod4-oor 
the present invention. ,is readily retrievable wind 

rtatored, reconstituted, reassembled, :+d6cryptedl O-r 

otbekwise. feturned in-to Its or alnal 6i ether' sup :able 

oral . Ube,. in- coder to ;restore the o•lgin l data:-jj. 

10 the following items may be titilized< 

3 7 1.- All shares or portions of the data set. 

(0361-81 2. Knowledge of and ;abillity to reproduce 

the process flow of the. method used to secure the data:, 

103697 3 Access to the session. master key. 

3,51  103701 4, Access to ₹::he Parser^ Master Key. 

t03711 Therefore, it may be desirable to p'lan, a 

secure Installation. wherein at. ;least .one. of the above 

elements may :be physically separated f-rom the rem mina 

components of the system ( under the control a, 

2'0: different system administrator for .example ) . 

[03721 Protection against a -rogue application 

invdking the data secur:inq methods a•pplication, may he 

enforced, by ease of the :Parser Taster ':Key. A mutual 

authentication handshake between the se'eure data parser 

25 and the. Application may be required in this embodiment 

of the. present invention prior to any action taken. 

t037:31 The security of the system dictates that 

there be no "backdoor" method for recreation € f: the 

original data. For insta.11ationis where data recovery 

30 issues Tnay arise, the secure data parser can use 

enhanced. to ` ox-q:lde a mriror of the four shares and 

session master key depository lard'ware € p"'- ons such 

as RAID (redundant array.. afnexpensli e dilsks, used, to 
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spread. information over several -disks) and se:ktware 

options such as replication can ass1.s:t. as. well in the 

data recovery plain-Ung, 

5 X& Ma aaement 

(0374) In one embodimelit of the present invention,. 

the data securing method uses t1 rwe seas of keys for An 

encrypt;:•Lon ,)(?erat:ion- Each set o£ keys mad, have 

indiv dttal ley storage, retrieval, s ctlr .ty ar.d. 

16 recovery options, .based an the installati.on: The keys 

that may be used., i chide, but are not limited to ,. 

The , Master :Key 

(03751 Th,La key is an, individual key associated with 

the installation of. the secure data pareses. It is 

l:5 instafted' on the server on which the secure data parser 

has been deployed. There are a variety c• options 

suitable xor securing this ;:key Inlcud ng, .but not. 

.1 imited to, a mmart card, separate hardware key store, 

.standard key stares, custom. key stores or within a 

20 sec4red database table, :for example 

The Session :faster. Key 

103761 A Session Master Key ,may be generated each, 

time data Is: secured. The Session Master Key ,is used 
to encrypt the data prior to the Iparsing and slitting 

5 operations. It may also be incorporated ( if the 

Session Master Key is aaot: integrated xnko the parsed. 

.data) as a means of parsing the encrypted data. The 

Session Master Key maybe secured. in -A varie4y of 

manners, including, but not limited to, a standard key 

30 store, custom :key store :' separate database table, or, 

secured within the :encrypted shares, for example.. 

The Ohara nc  y.-ption Kays 
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[01771.  For each sbare or portions. of a data set that 

is crea:ted., an :individual Share Encryption Key may be 

generated to further encrypt the shares. The Share. 

Encryption: ion :Ways may be stored  in different shares than 

5 the share that: eras encrypted. 

[0378) it is :readily apparent to those of ord.%na. 

the art that the data securing methods and 

computer syz t ens. of,. the present i ve,rition :a e widdeli 

ppi. cable to any type of data in any <set,t:irg or 
10 eriva.roYn21ed"t... Inn addition to commerclall aL..P,F,.icbat. osn 4" 

cwndtxc'ted over th-e Internet or be•ween customers and. 

vendors, the data securing methods and compt:te systems 

of the present invention. are highly applicable to non.-. 

commer M ial or private settings or enviranme is . Aay 

.a data. .sit that is desired to be kept secure f.ro,m any 

,unauthorized user may be secured using the methods are 

systems described herein, For example s access to a. 

particular database within a company or organization. 

may lie: advarnt ageoualy res rioted to only selected users. 

20 by employing the methods and systems of the present. 

invention. for securinq data, Another exaumple is the 

generation:, modif cia.t on :Or access to :d;'o tt'menl.s wherein 

i:!t is desire -to restrict access or premtent: 

unauthorized or accidez.-ital.access, Or disclosure outside, 

25 a group of . selected individuals, 'Computers or 

workata.ti:ona. These and other: examplse of the 'Jays: in 

which the methods and ;systems of data secu:ring of the 

present invention are applicable to any non-- commercial 

or COMMercia.l environment or setting for any set.--Ang 

30 include.- but not ;1imite t any orgas-•lzatwon.; 

go,, erg`, i• ent agency -or corporat;_iol , 

[03793 in another embodiment of the present 

invention, the .date: securing method uses three sets of 
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keys for an encryption operation. Each set Of kce:ys mad, 

have individual.:key storage, retrieval, recur-11-ty and 

recovery cpti ots.,. bared on the installation. The keys 

that may he usedr include, but are not a i:t- i ted to 

5 1: The Parser Ya•ster Key 

103801. This key is an individual. key a.sscciated v th. 
the: installation of the secure data parseIr, it s 

ins tailed on the server on which the ' secure data parser 

has b e h. -deplo red. There are a variety of & tions 

l:0 sili .a b.Ie for se curixig th:i:s key Including, .but 

litivited to, a smart card, ae'parate hardware key store, 

Standard key stores,  custom key stores or within a 

.secured database table:; .for example. 

7. T. he  Session Master Bey 

15 [83811 A session Master Vey may be ,ge nerat.ed each. 

time. data is secured. The Session ,master Key is used. 

In Ccn•unction with the Falser ;Master key to derive -the.'. 

Inter-mediary Xey. The, Session faster Key may be 

secar d in, a Zrsaxiety of manners, including., but not 

20 limited to, a: standard fey stare,. custom key 9 tore, . 

separate database table, or secured within  the 

encrypted shares, or example. 

3. the.. 1at<ermiediary :Key 

(038 j An T.ntermediary Key may be generated each 

25 time data is secured The. intermediary Key is used to 

encrypt the data, prior to the pa:=ing and apl ttin 

operation, it may also be Incorporated as a means o 

parsing the encrypted data. 

t• r,r• 1i 4, The • Share .Encr*yptxon .ref s. 

30 60`383# For each share or portions € f a data s'i't that 

is created, an. andi:v1 dual share E cr)rpt iorl Keay may be 

generated to further encrypt., the shares, .the Share. 
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cr)Ttlon Kees may be s-trod in differ=ent shares than 

the share that was e cr, ted. 

[03841 It is readily apparent. o those 0.4 c rdi. ary 

skill :in the: art that the data securing methods: -n 

5 computer system of the . present invention are w .del -

appl cable to any pe of data in .a y settti g car 

en. vironm tit,. In Addition to Commercial applications 

co•ftdu ted bVer. the I to :net or between customers and 

vendor ;3. the date securing methods and. computer systems 

10 :of the nresen. .:.nvexttion are: highly pplicabll to non-

com rnerci 6x Private  settings or eav roh ent y 

data set that is desired to be kept secure fromany 
unauthorized user may be secured usz:rxg..tne..methods and 

systems described herein. For example, access "  a 

S particular database within a company or organization 

may be advantageously restritcted to on y selected users 

by employing the met--hods and systems of the present,. 

n-vention for securing data. Another example is the-

generation, modification or access €:c docume'nts •Aierein 

20 it is desired to restrict access or prevent, 

unauthorized or accidental access or disclosure outside 

a. group of selected individuals, computers or 

workstations..  These and other exampl es of tae ways in 

which the viethods, and systems of data se*; urIng of the 

25 present invention are appl cable. tc any non-commercial 

or commercial ennri onmeat or :setting for any'- sett:r;•g, 

including, but not limited .to any organization, 

governmient. .agency or: corporation. 

i41,—,ri;,g-ro.up,  Pro'ect:, Sndlvidua-1 PG/Laptop or Gros" 

30 Platform Data security 

103851 The data securing methods and comPuter 

-systems off t ile present inavent:ion are: als0 useful In. : 

securing da.t.4- by workgroup, ;project, individual 
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PC./ Laptop and any other platform that is in use 1A, 

for example, k"`iLss7,.iiessse"s, offices, :government agencies, 

or any setting in which: ;sensitive .datta is created, 

dandled, or stored. The resent invention provides; 

5 methods and computer syatems to secure data that is 

known t6 bd sought aftex by organizations, such a.a ' the 

V.S..  GoverT meat; for implementation  acro'sz.: the 'entiie 

government organization t:33:: between gG1l+'e::"niiEenis :at a 

s*:ate: 'qr f deral IeVle 

20 [03863' The' data secur.ingt-ethod• end co pdt6r 

Systems of the present invention provide the a.bi.] ity to 

n, roe and split flat files but also data 

fields sets And or table of u-iy type, Additio.nalt.y. 

-Orms of d t.a are capable of being secured under. 

this process, including, but riot limited to, text, 

v j aeo,, Images, biometrics and voice data.. Scala` vl&ri i 

speed and data throughput of the methods .of seclaring 

data of the present irr ention are only .limited, to the 

hardware the user has at their disposal. 

20 6871 in one embodiment of the present invention, 

the data securing methods are utilized as described 

below in a work-group environment r In tale err:bxodime t, 

as shown in •IGURE 23 and described be:lov, the. 

7orkgru:up, Scalle data securing me hod. of the present 

2s invention uses the private key management functionality 

of the TrustEzgi:ne- to store the user/group 

relationships and the associated private keys (Parser 

Croup Master Keys) ,necessary, for a group of u.eer.s to: 

;hare secure data. The method of the present inventioa 

?4 has the capab.a.lity to secure data or an enterp i se.. 

workgroup, of individual user, depending on. how the 

Parser Mas ter :feu was deployed . 
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[03 81 in one embodiment:.,: additional key management 

and u-ser./group management programs may be provided, 

enabling wide scale workgroup imp.lementAt Were wli th a-

ssn.l.e .poin't_ of administration and key managetr>entr. Uy 

generation, Manaegment: and revocation ate handled by. 

the S' ing.l:e ma-intenance program, wlnhch all .become 

&spet al.l:y important as the number of users increase,' 

In another embodi merit, key management .may also be set 

tip across or.ie:or zeveral different system 

:ltd: a!d inistra:tors:, which may not all64 any one per'sdn: "tip' 

group to: t6ntrol data as needed. This allows 6r the 

managemen t secured data tobe obtained by roles 

respc nei): •iIl ties, membership F rights, etc., as de.f I ned 

by an organizatio , And the access to secured data can 

1.5 be limited to. just those woh are permitted, M.r required 

to have access only to 'the portion they are working ,on., 
while others, such as managers or, executives, May h.ave 

access to all of the secured data r 'rhis embodimeat 

alolws for the sharing ,of secured. data among different. 

10 groups, with. n..a company or organization while at the. 

same time only allcw•..nq certain ael,'eeted indi' di.uals, 

such as those with she authorized and predetermined: 

roles and. responsibilities, to observe, ;:he Glat,a as a 

whole. .fin addition this embodiment of the methods and 

25 systems of the present :invent on also allows for the 

sharing_ of data among, for example, separate companies, 

or separate departments or d if sion.s of companies, or 

any separate organization departments,, groups, 

agencies, c offices., or the like of any government or 

3:0 organization. or any kind, where some sharing is. 

requ:;recd., but notary one party may use permitted to 

ha-ve: access to all the data:... Particularly apparent 

examples of the need and utilit. or such a. qtr t'alod aad 
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system of t.he present invention are to allow sharing, 

but maintain secur:ityt. in between government areas, 

agencies and offices., and between different divisions, ins, 

departments; or offices of a large company.., any ati•ler 

5 organization for example 

03891 An example of the. applicabi-li'ty of the 

method-s of the praisent invention on a smaller scale 3".s 

as .fill ws . A Pa-rser Master key is usde as a. 

serialization or branding of the secure data parser to 

an. organiziatlb' z.. As the scale of,. use 'of the Parser 

Master key is reduced. from ,t he whole enterpr iae to a. 

smaller wor rgroup, the data securing miet Mods described 

herein are used to share files within. groups o.f userz• 

f03901 ln. the example shown in FIGURE . and 

is described below, there are six. users defined along with 

their title. or role within the o.rganiz. a. ion.. Thw sided 

bar represents five possible.groups that the users can . 

'long to according to their role. The arrow 

represents -Riembership by the user in one or more of t.:die 

20 groups. 

[03911 When con, figuring the secure data parser for 

use n this example, the s str`em a.dn, Iz st.x;awor: •cc,e,%yes 

the user and group information :from the operating 

system: by a maintenance program. This ₹uaintenan e 

program generates and assigns parer Group Master Xey s 

to users based on their meywersh p in groups. 

[83921 in this example., there are three members .in 

the Senior Staff group. For this group, Lhe actions 

would he 

SO E.03933 1.. Access Parser . Group Master ;e.ey for the 

Senior Staf f group (generate 4 key if not avail-able) 

103341 2. Generztte a. digital  certificate. 

assoa•.ating C l with the Sensor Staff group, 
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[0 3951 3. Genreate :a dig I certificate 

associating Mwovith the Senior S.  taff group; 

[03961 4 Generate a. di it.al certijj cake 

associating Vice PAesi-dent, Marketing with- -.the Senior 

Sta f f group 

[03971 The same set of actions would be done for 

each group'. and each member within each gr6Up. 'hen 

t e . nte:na pxsg am a•} l f:t > the arse?' Group 

Ma ter- K Se m s a, shared credential for '6aCh member 

e O.f the gz:ay. Revocation. Offf the asst-geed digital 

certificate may be donz e automatica lly when. a user is 

removed, from, a graup through the maintenance program. 

without affecting the remzdn ng me ezo- of the group. 

[03991 once the shared credentials :baVe :peen: 

15 defined., the parsing and splitting process remains the 

same:. When a file, document or data ele.ment is to be 

se;cure4, the tiser is prompted for the target group to. 

be: used When: securing the data.. The resulting secured 

data is o n l.y accessible by other members of the target 

20 group. T.I. s fuaction:ality of the method's .and systems 

of the present-invent.ion may be used with any other 

compute system or Moftwaxe pla.tfozmr any may :be, for 

exampl.>e,. integrated' into existIng application programs 

or used standalone for file secure ty.. 

25 [03991 It is readily apparent to tt ose of olrdi•nary 

skill in the art; that: any :one or combination of 

ncryption aljo ithms are.. suitable for use in the 

methods a-,nd- systems o the present inve.nti.on. For 

example, the encryption steps may, in one embodiment,, 

0 be repeated to produce a mul t -layered encryption 

scheme in a.'dditlon, a feferent .encr tion algorithm, 

or combination of encryption algorithms., may be used in 

vepeat encryption steps .such that different . encryption 

UTUST F t TI : ' EET (RU E 26.) 

EX1010, Page 2187



WO 20.0814 

algorithms are applied to the different layers of the 

multi- layered encr•Tt ion scheme. As .SUCK, the 

encryption scheme itsel.f may, ;become a: component of the 

methods of the present invention for recur .rug sensitd vre 

data from un uwhori:zed i se or access-
[0400) The' secure data. Fearer may -include as 'an 
i t ^-rsa1 component j .ark external component or as 

bath 'at. er,  ror-chec>king oomponen : For examp e.r ip onve 

suitable approach, as port., ib= of de ta.:ar e. crea ted 

16 using the secure data parser. in :accordance. with the. 

preset: invention., to :assure the integrity of the data 

within a portion, a hash value is taken at. preset, 

intervals within the portion and is appended, .to the end 

of the. interval.. The 'hash value is a predictable and 

1:: reproducible ible numeric representation of the data,, if 

any bit within. the data changes, the hash valpe would 

he different. A scanning module (either as a stand-; 

alone component.:external to the secure data parser or 

as an internal component) may then. scar: the portions o 

20 data generated by the secure data parse',. rash portion 

of data (sir atternatively, less than all. pear : ens o 

data accordir g to some interval or by .a random ,or 

pseudo-random .sam-pling) is compared to the appended. 

dash value values: and an action air tae taken This 

25 action may include a report ,of values that match and do 

not match, an. alert nor 'values that der not match, or 

invoking of some external or internal- program to 

trigger a recovery of the data, For example, recover 

of the data could be perforimed by ;invoking a recovexy 

module based on the .concept that fewer than: all 

portions may be needed to generate, oy  gina.1 data in 

accordance with the present. inventlon, 
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(040 . 3 1-kny other ;:suitable integrity checking may be 

implemented L-, z ng aid' suitable integrity -;.nf r"4:at-iL' n 

appended anywhere in: all or a subset .of data ;portio'ns> 

lui.te rit i. 3f .:r•!•t:ion mad, •icli de: any suitable 

.5 inform aation that can be used to determine  the integrity 

of data_ portions;: Examples of integrity n.f& a,tibn 

may .include hash. Values computed based on any suitable 

Pirameter ( based on respective data portions.), 

dig ta-1. signature. . n,forma.tio , messa.ge authentication 

10 code. (VIAC) information, any other zuitzable information, 

or any combination thereof.. 

10420). The semire data parser of the present. 
iznv-entyon may be used in and suitable application. 

Namely, - e secure data parser described here n has a 

:5 variety of applications in different areas zf computing 

and. technology . Several such areas are discussed 

below . I.t will be understood that these a.r; e merely 

xstrati:ve in nature :and that, any other s-ui tab.le 

applications may make use of the secure dita par .ser. 
20 it will. .fux:tber be understood that the examples 

described are rierely illustrative embodiments that may 

be modi:fi:ad in any suitable ;gay in order to satisfy any 

suitable de,zires.. :for exaMP1e >. parsing and split inq 

.may be based on any suitable units, zuch a 9 by bits, by 

25 bytes, by kilobN ytes, by. megabytes, by any oozi•birratlon. 

ther of, , or by any :other suitable unit. 

[04031 The secure data parser:of the present. 

invention. may be used to implement secure .physical 

tokens, wheerby data stored in a phy:s ca3. token T.ay be 

30 required in order to access >additional data stored in 

another storage area. In one suitable approach, a 

physical €token, such as a compact USB flash drive, a 

floppy disk, an optical. disk.,. a .smart card., or any 
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other suitable ph ' cal -tokcen,. may be used t zo store  one 

of at least_ two portions cf parsed data ,iv acoardance 

with .the. Pxeaent In order to access the 

okiginal data., :the USB flash drive wt uld _ne d to be 

5 accessed.. Thus, a perso. al computer :holding on 

porition of parsed data :would need. to ;have the USB t.iash. 

div'e , having the other portion bf parsed : ata, 

attached before the original data: can. be. accessed. 
-F1G RE 216  illustrates this applicat.i o'n- Storage area 

0 1,560 in, chides: a portion: of parsed- data 2502,  ' Phys'ical: 

token 25 4. 3 having a portion of data 2506 would 

need to .be coupled to forage area 2500 using any 

suitable comrunicat ions interface 25H (,G.g>,, uSB, 

serial, parallel, Bluetooth, XR, MEE 1a94, Ethernet:.i. 

IS or any other suitable communi:ea4 ions interface:) in 

order to access the original data, This is Useful in a 
situation where., for example, sensitive datiA ipn,: 

computer is left alone .and subject. Lo .unauthorized 

.access att.empts., By Memo-ving the physical to%en 

0. the USB flash drive), the sensitive data is 

x aceessiblee it •wdl be understood that: .any other 

suitable approach for using. physical. tokens -naq ;he 

used. 

t04,041 The secure data parser. +of the presenit. 

25 invention may be used to implement a+ secure 

authentication system whereby user enrollment data 

(e.g., passwords, private encr••p`tion.:k•e•rs, f:•• ar••rw t 

templates, biometr c data or any other suitable uses 

enrollment data) is parsed -and spUt. using the secure 

0 data parser. The user enrollment 4ata may be parzea 

and split whereby one or more portions. are spored can 

smart card ., ::government Common Access Card, any 

au . tii:b • • p Z • i al storage device (e.<g. , magnet c: or 
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opt. Cal disk.,. LiSB ke::;t dri ei, et ; 3 .j Or .any other 

suitable devigs , one or more other portions of the 

parsed user enrollment data may ;be stared: in. the 5"tem 

pe.rfoxming the authentication.  This provides an added 
level- df sec itv to the adtheInti.cat.i.ch Srdc ase 

acidati to the ibmetz t a• the t:x<C Or information  

obtained from .-he biometrIc source., the user enrollment 

de,:ta tnuat also ltie obtained via, the appropriate paxrsed. 

and split data: port:ion? 

jb4'16.51 The secure data parser of the present 
invention may be. Integ ated into any suitable , existing 

svwt.em. in order ' to provide the use of its functionality 

in each s•INtenzY • r• •pectivre environment. .• 1GURF : 7 

shows a block diagram of an illustrative system .2 600,. 

15 which may include software,. or :::both for 

implementing any suitable application.. system 26b.0 may 

be an existing system in which secure data y:arsex 2;602 

may be retrof`it:ted as a i integrated component. 

Alternatively, secure :data parser may be 

2:0 i:nt:egr t .d into any suitable system 21600 from, for 

example,, its earliest design stage, Secure data. parser 

2600 may he. integrated at any suitable levell of system. 

2 00, For exaTl,pple, secure dLa parser 2°602 may be 

integrated into system 2600 at a suf,i~ici.:ent,ly back- end 

25 level. such that presence of secure. data parser 260.2 

may be substantially: transparent to an end user. o 

system 2.600. Secure data. parser 2602 .may .he used for 

parsing and. splitting data among one or more storage 

devices 2604 in accordance with the present. invention, 

30 Some illustrative examples .of systems _h.avinS, the secure 

data parser integrated therein are discussed. below.. 

104067 The secure data parser of the present 

i:'nventiom may be integrated into an operating system 
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kernel. (e', , t LInUIX, Unix, Or aqy ::ether suitable 

com€•arc:i,a ,. or proprietary operating systems.. This 

integration may be .used b protect: data at t:le device 

level whereby , -for example, date.. that would ord- Inaril y . 

t~.ore 3a•e .sir •croxe dee separate a:xt.o 

certain number of portions by the secure data parser 

L tve'rated; .into the operwtin syst`e and 'stored dmong 

the one, or more devices. When original data :i§. 

at-temOted t.o. be accessed the appr I opr 2.at~e . sot tware, 

10 also integrated into the operating system M .1, 

recombine the .par$ed. data portions into the original 

data. in, a way that may be transparent to the end user., 
L04071 The secure data parser of. the present 

invention may be integrated .into a volume manager Ott. 

:try any other sW_t<able component of a storage system to 

protect local and ::networked data storage a.....e,.ros , any or 

al.l. supported platforms. For example, with the s ecure s ecure 

data parser integrated, a. storage system may make use, 

of the redundancy offered by the secure data. parser 

26 :( i., e ,, which is used.. to im.plemenr the Ieat::ure of • 

nnneeeding f•'we than. all sept•r.sxt••biyy • •" ti.O•ls•3 of daw•• i.n 

order two reconstruct. the original to protect 

against~ data, loss. The secure data parser also allows 

all data written to st.orag.e devices,. whether use ng 

25 redundancy or not e to be in the fore of multiple 

portions that are generated according to the parsing of 

the present: invention. When original data is attempted 

to be. accessed, the appropriate software, also 

integrated. into the volume -mannager or other ui:table 

30 camponent~ of the storage system, may recombine tt:e 

pay sed. data portions into the original data in a. way 

that: may be transparent to the end user 
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[04081 In one suitable approach, the secure data 

parser of : the p̀resent invention may he integrated into 

a RAID controller (as either hardware or software). 

This allows for the. ;secure storage of data to multiple 

drives while maintaining -fault to..:eranc:e in date Of. 

drive failure. 

('04091 Tae secure data pars.r of the p.re:sent~. 

Imterition .may .tie :integrated into 'a da:t base 11.11. 

to, for e.,amp e, protect sensitive table informatIon. 

For example, :ih one. sultabl:d app roach data a4soc ated 

V. h: par.t i.-Cs la cells of a database table ( e : g. ,: 

individual cells, one or more particular columns, one 

6.r ::tore pawtio..ular rows, acv 00mb ration thereof, or an 

ent~are database table) may be parsed and separated 

15 according to the presents. invention (e.g., sYhere: the 

di: ferent portions are stored on one or mare .storage. 

devices at. one or more locations or on a single storage 

dery lce) . Access to recd .ne the portions in order to 

view the original data may ::tae. granted by tr •adltio al. 

20 authe.nu3 cation methods (e,, g. , nsername. and .password 

query) a 

t04101 she, .secure parser of the present invention 

may be integrated in any suitable system that involve--, 

data .in motion ti . e, , transfer of data from, one. 

,25 location to another) ... Such systems include, for 

example, ema 1, streamizis data broadcasts, and wireless 

te..g.>.; WiF.i) co-mmuna eat.ions. Fqjth:. respect 1to email, 1, in 

one suitable approach, t,.he secure parser .may be used to 

parse outgoing messages containing text, binary  

30 data., or :bath (:e:g., 1els attached to an email 

message)). and sending the different: portions of the 

parsed data along different paths thus Creating 

multiple streams of data. -I.f any one of these streans 
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of data is compromised, the original message remains 

secure, because. the system ma_v rec•tx? re t:ha", ii re than 

one of the portions be combined, in accordance with. the 

present: 127vent ion, in order to ge-aerate the drisfinal 

5 data: In another suitable agproachl the different 

portion.- of data may be communicated nciate along Gene pat 

8.eque t ally so: that if one portion is obt.aine'd, it May. 

not .be sufti.C.I. t to generate the origiiial datwar The 

di-fferexitM po ti on.s ar'r.ive at the nt:ended reciipent:. 14 

10. locatiq.n and ray be combined to generate the original 

dat* ill, acco'rdan e with the .prepent inVen.tio . 

Ct34113 FIGURES 2$ and. 29 are illustrative blocck. 

diagrams of Slash ertiall systema, FIGURE 28 sho:GIs a. 

sender system 2700,  which akay include any suit-able. 

is hardware, such as .a computer terminal, personal 

,computer, handheld de..vic.e {e.g,, PDA Bla.ckbe rryY 

cellular telephone, computer network, any other 

su ,tab'le ha-rdware, or any combination thereof sender 

system 2760 is used to generate and/or store a mes sage 

2 0 270.4, whicb may be, or. example, an emai I message, a 

binary data file (e.g graphics, voice, video,, etc.')., 

or:: both.:Message 2704 .is parsed and split by secure 

data parser 2102 in accordance wii_t,11 the present 

invention.. The resultant data portions may be. 

5 communicated across one or Tmore separate "l.omt€mnica t,, i Mans~ 

paths 2706 over network 27:x& (e- g., the Internet., an 

in.tranet, a. LAN', WiF .. Bluetoothl an- other suitable. 

hard-wired or wireless communications means, or awj 

combination thereof) to recipient system 2710. The 

30 data portylons may be communicated parallel :in time or 

alternatively, accordi.ng two any suitable time delay 

between n the communication of the di-fferent data. 

portions Recipient ent system x`710 may ;be any suitable 
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hardware as. described above with respect  to sander 

system 2"700 The separate data port-ions carried along 

communications paths -2706 are recombined at recipient. 

ste 2<10 to generate the original Message or data :in 

5 zccordi3inc' e: it.h. the. presenk invention. 

[041.21 FIGURE 29 shows a sender system 2.800, which 

'may include any suitable hardware, such, as a: c'cmputer 

t6rminh i ::,. personal cot cater, handhele. device • O—  q: , 

.FDA t: :c61 U1a'r telephone, computer new5korki arrf 'other 

10 . unable hardware., or .any comb l ation thereof. Sender 

system, z-800 is used to generate and/or store a. message 

Z,RQ4, whcih. ma use, for example, an email message, a 

binary' ' data i e ( e- g,, graphics r vai ce f video, etc,) , 

or, both. Message 2804 is parsed and split by secure 

IS data parser 280.2 i.+. al=ordance with the present 

nven•ion. The .resultant data portions may 'be. 

communicated across a single cOmrunications paths X806 

over network 2808 (e.g.., the Internet, an intranet, a 

W7, Wi,Fi, Bluetooth, any other auitable communications. 

2:0 means, or any coiWA-nation thereof) to reclip ert system 

810 Th'e data, portions may be c0mrnixnii••ated serially 

across com-munications path 2808 with respect to one 

another. Aec i.plent, :system 2810 m4ty :be a_my suitable 

hardware as described above with respect to sender 

5 system 2800.. Th:e separate data portionA ca-skied along 

commun cations path 2806 ,are -recombiried at: recipient 

system. 2810 to generate 4he original message or data in 

accordance with the present invention. 

[04 1.31 It will be understood t hat. the arrangement of 

30 FIGURES 28 and 29 are merely illustrative. Any other 

suitable arrangement may he used , rod example, in 

another suitable ; approach, the ` eatures of the systems 

of FIGURES  28 and 29 :may be combined whereby the multi 
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path approach of ,KGURE 28 is used and in. which one :or 

more of communications paths 2706 are u red to carry 

more than one portion. of. data as conmunicat.i n ., path: 

2806. does in"" the context of FIGURE :29. 

F t04143 The secure data parser Twy be integrated ; at 

any suitable :tevei of a data--in motion ayste a. For 

example, in. the Context of an email system, thie 'secure 

parser may be: int egra' ted at the user- interface' level 

the M c.rosoft(D Outlook) , in ,vfhich case t.he, user 

10 may have control over the use of the secure data parser 

features "Athen using email. k tern tively, the secure 

parser, may be implemented in a back-end component such 

as at:: the exchange sIerver,. in which case messages may 

l •by+aey•a.Yut'ocm a., t «ca.•. • y parsed.,, •sp•ivpw••€,  and. •w'c••cymmuniicay .yte d' along 

ths in  with  

invention without any. user Intervention. 

(04151 Similarly, in the case: of streaming 

broadcasts of data (e.g, , audio, video) , the outgoing 

data rtziay be parsed and separated into. m•i tipl.e atrea ms 

20 each ccnt.ai.ninq a portion of the parsed data> The 

me It iple streams may be. transmitted along one or more 

paths and; regctibined at 't~he : reei.pi.en.t. , s location in 

acccrdante. with 'the present .inzrent:ion. One of the 

belne its of this 'Api6roach is that: it Avoids the 

S relatively 1'afye y r ae a d ciated 'with traditional onal 

encryption of data followed , by triazz'smission of the 

encrypted data over a single comm n ica.t ens channel, 

The secure parser of the --present. invention allows data. 

i.r. motion to be sent in. multi p.1s :parallel streams, 

0 increasing speed and of f ciency. . 

[04161 xt wil-I be understand that the secure data 

parser may be i te.grated for prj:•,:tec:tion of and fault. 

tolerui e of any type of data ..JLh . tot i ran through any 
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transport medium,including:, :for example, wired, 

Wireless, or physical... For example, voice over 

Internet protocol ..( I p applications may make use of 

the sec L re data parser Of the. present, in utention . 

Wireless  wired Qata t:ra:s ort{} t' 

s-4-t-able personal digital assistant {PDA) de-,rl :es such. 

as Blackberries and Sma--tPh€ nes may be secured US.1.ng 

the secuke data parser of: the present - nV'eritioti. 

COMM' unic:ations ' using'. wireli6at 802.11 'protocols f 6r peer 

1.0 to peer and hub baser Wi eles.s networks.. satelli-te 

c mumn IcatLJ'oh,s, point to point wireless coi33Rlunic:e'3.tInos" 

Internet: c!h.ent/server communications., or any other 

suitable comm'uaicat:: ons may involve the data in motion 

capabilities of. the secure data parser -in accordance. 

IS with thy. pre ent: invention., Data comma. nicaticn between 

computer peripheral device e'.g.0 printer, ,scanner, 

monitor; .keyboard, : netr+or,Ic router -, bion. e .ric 

authentication device ( e.g,, fingerprint scanner) , or 

any other. a iit.'able. peripheral, €device) between a 

0 :computer and a .c:omputer peripheral device, between a. 

compute: peri hera:l device and any other suita:j:>I,e 

device, or: any combination thereof may, make use of the 

data. in mot-:on features of the present invention., 

[.041" 1 The data _in motion features of the present. 

2..S invention may also apply to ,physical transportation of 

secure shares us.ng.for example, separate routes, 

-vehicles, methods, any other suitable physical 

trans Port at ion, or any ca:n.bin.ation thereof. Fear 

examp:te, physical transport;at'.on of data may take place; 

30 on dig-Ita:l /macuiet c tapes, floppy dieks { optical disks, 

physical, tokens, USB drives, xemovab e hard drives. 

consumer electronic: devices vith 1.1ash memory te.g r 

tipple IPOI3s or other- VIP3 ,players) , flash memory,. any 
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other: suitable medium used for transport ng data, or 

any' combination thereof. 

(0418] The: secure data parser of ..the present 

.ihventlon may provide security .with the ability for 

disaster recovery, According to L---he present invent'lon, 

sewer, than all; port Ons of the separated data generated. 

by. the sengvrre data par sex may be necessary .in order to 

rear .e""e :the. original. da. That Isi out of M portions 

stored" -ri ni a, be. the minimum nuMber of these m portions 

J. necessary to retrieve the original data:,. where n <=: m 

For example, If each of; four portions is .stored in a 

different physical location relative to. the other three. 

portions, them:; if n=2 in this example., two € f .the: 

.locations may be compromised whe eby data is desLroy d 

is or Inaccessible, and the original data may stall be. 

1e.tr'i..eved from the portions in the other two locations. 

Any suitable e value for _n or m may be Lased'.. 

10419..) in addition, the n of m feature. of the 

present inventi.on may be used to, create a " two man 

2, ru'l,e!, ;thereby in order to avoid entrusting a: single 

individual: or any other entity with ffull. access to teat: 

may be sensitive data two or more distinct entities. 

each with a port no I af:the separated data par'se'd b the 

secure parser of the present invention may need to 

w agree to pmt their* port ions together In iordear to. 

retrieve the Original al: data. 

(04203 The: 'secure data parser of the present 

inventi.o.n may be used to. provide a group of entities 

with a group.- wide key that allows the: group members to 

1:0. access particular information authorized to be accessed 

by that particular :group. The group :key may he .cane of 

the data portions generated by the secure parsex in 

accordance with the present Invention that: may he 
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required to be combined with ;another portion centrally 

stored, for example in order to retrieve the 

,in.formation sought. This feature allows for, for 

pp l ied i e amp e> dedi.ca.ted networks, virtual.. 

P? ate :networks., intraneta, Or . any other suitable 

network. 

[04211 Spec itc applications of th t; use of the 

Secure  parser include, for example, cpalltwo•n 

.Q information Thai ink; n wih' ch, for ex mple', :' Ultiwx 

national friendly government feces are given the 

capabi'l.1ty •? cmmunicate €ap•:rat:ioxial and o her w ee 

sensitive  data on a. security level authorized to each 

respective country over a single network or a. dual. 

is network (i . e,. , as compared to the many networks 

involving .relatively substantial manual processes 

currently used) This capability :is also applicable 

or companieo or other organizations .in. which 

informatlon needed to be known by one or more, specific 

20 irldividual,s (wit.hi:a the organs z:a.tion or without) may be. 

communicated over a Singl e: netwokr without the need to 

wort.y about unauthorized tndi viduals viewing  the 

.information , 

[04221 Another specific application includes a 

25 ult.i:-.level, security h.ietarchy for Sovernnient systems., 

That is, the secure parser of the present-Ilwn enta,On sifa 

provide for the ability to operate: a government system 

at different leve a of class f.i:ed information [ e.g. , 

unc.la si i=ied, classified: secret, :top secret): using a. 

3:0 i;ng"Le network, if desired, more networks may be used 

(e.g., a separate network for trip secret) .,. :.blut the 

present invention allows for substantially fewer than 
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current arrangement -in whiiqha separate network is used 

for each level of class i:fieation.. 
[042 31 It will be understood that any co i..natlon :of 

the above described applications. of the secure 1. .r 

o the present. : nvention may be used:. For example,: the 

group, :key application car, be used tgoether wl.th the 

data in motion security appli cation 'ti > e_, „ whl ereb' data 

that is cottimhni.ca<ted over a network can only be 

accesses ..by a member of the ;respec t,ive I group and. Where, 

l while .t he data: Is i.n mot ion:, i t i • spl:i t . a:m6ng 'I.Inu ? p l e 

pathk fear sent- In .sequential portions) In accd-kdan e 

with the present, invention) < 

[0424) The secure data parser of the .present: 

i nvent,i.cn. r ay be integrated into aa.y Midd eware. 

IS application, to. enable applications € o securely ,stone 

data to different database products or to dif ereht 

devices without modification to either' the auplicati§? # 

or the database. Middleware is a. general term .for any 

product that allows two separate and already' exilsting 

20 programs to communicate, For exwmple, its one suitable 

approach, middleware having the secure data parser 

integ rateti, 11 a,j, be used to al low ,progr aT,s written for a 

particular database to communicate with ether databases 

,ritbout:.. custom coding , 

5tx zeur t parser of.the greet 

invention -may be implemented having airy combination of 

any suitable capabilities,,. such as those discussed 

herei.n. In. some embodiments of the present invention, 

for example,. the secure :data parser may be implemented 

30 having only certain capabilities whereas other 

capabi' i,ti.es r:ay be obtained through the use of 

extLernal software, hardware, or both interfaced either 

di ectly .ox indirectly with he secure data. parser.. 

e rV' r: I -F € _<E2 
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t04263 FIGURE 30, for :example, shows an illustrative 

implmeentation of the secure data :parser as secure data 

Parser 300 0 ,  Secure data parser 3000  may be 

implemented with very few. built-iij c:apabil tiea.. As 

5 illustrated, secure data parser 3000 :may Include built- 

,a xi aj•)ab lilies for par zing and splitting data 7into 
pqr. ,ion-s (al.sb iaf erred do herein ass a.r es) of data 

u:aincj Todu.le 3002 in a.ceordaxxde with the present 

invent c"n-. Secure data parser 3000 may Ialso :include 

1.0 b iiIt I n C'a•abi'•.•.:tie for •• r.f•xrc€ zx• r•d•••an•y in 

order to be able to implem,ent, for example, the m of n 
feature, described above recreating the original 

data using :fewer than all shares of parsed a"I'd SDI-it 

data) using module ::3.040. Secure data. parser 000 may 

15 elso include share distribution eapabJ:11ties us:Laq. 

module 3006 for plating the shaxes of dat4 a..r1to buffers 

from which they are seat for comnunicatlan ba a x:emo.te 

location, for .storage, etc, In accordance. with the 

present :anvent on- It will-'be understood than. any. 

20 other suitable capabilities maybe built into tecur 

data. parser 3Q100. 

[04273 Assembled data buffer 300 may .be any. 

suitable memory used t,::) store the original data 

4although  not. necessarily In .its or. m na.l .form.) that 

25 will be parsed and split: by secure data parser 3000. 

in a splitting operation, assembled data buffer 3008 

provides input to secure data parser 3008, Ira ,a. 

restore operation, assembled da.ta buffer 3018 may be 

used to store the output of secure data parser 

30 (04 28) sp flit sha-.-es buffers 3010 may be one or more 

memory modules. es. that may be used to store the multiple 

snares of data that resulted from the parsing and 

splitting of o-rig-inal data., In a :sp i.ttin opera, ••n:f. 
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aplalt :shares buffers 3010 hold the. eta :put::Of the secure 

.data pab sG"r-:. J.:}.-- a -r.e..•?'•Lore operation, .split :s.,. -'aa.w.es. 

buffers hold the input to secure  data :parser 3000 .-

(04291 It Will be understood that any other suitable 

3 arrangement of ca abilities: may be bui.l.t in for decure 

data. pwider uoo y additional features may b e 

bt•:.7.t_.i••, and any of the .featiree .i].?<:•trated may be. 

removed# made inure. x0bust, made less r bl'st , or I-nay 

otherwise die modified.  in any suitable wdy.o Buff ee's; 

'3 3d a a likewise merely mu's ral-1ve and may 

-be and f..l:+r,emd, added w _n any suitable i:.:. 

104301 Any suitable modules implemented..in software., 

hardware lox both may be. called by or may calf.. ' to $ecu e. 

data parser 3.00.04 If -desired, even capab` l ties that: 

IS are built. into zecure data parser 3060 MAY be replaced 

by one or more, external modules. As illus•rated; some 

external modules include random :number generator X0.1.2;' 

cipher feedback key generator 301#, hash. algorithm 

3.0.6, any one or more types of , encryption 018 and Key 

20 management X0.20, It will be understood that t1hese are 

merely illustrative external. -mo,du es. 'Any other 

suitable mdui e .stay be used in addition to or in glace 

of those illustrated, 

(04311 C ipkher feedback key generator 3.014 may, 
2 externally to secure data parser generate for 

each secure data parser operation.., a: unicp4e key, or 

random number; (usitag, for example, random, number 

generator 3012) , to be used as a seed "tray ae for an 

operation that :extends an car ginal session key size 

30 a value of 128, 25c31 :5.121 ur 1.024 .bits) "in.t :.a 

value equal to the length cif <the data to be parsed  and 

split. .Any suitable algorithm may be used for the 
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cipher feedback .key generation, i ncludin''., 1qr .example, 

the AVES cipher feedback key generation algorithm.. 

[04321 In. order to facil tate of secure 

data .parser 3000 and its `external modules 6, ;. #etdt* 

data. parser Layer 3 26} into an application eyes 3024 

em Li.l app li atioh., database application, et_, ) ; 

a wrapping .1:ayer that may mike use ef, for example, APB 

f-Lun t o : call gay be used. An j other suitable 

arr.angement for faciiltating integration of .secures data. 

10 parser layer 3026 ii-ItO •loplication layer 3024 may be 

used. 

(04331 FIGURE 31 illustratively shows how the 

arrangement of FIGURE 30 may be used when a. write 

(<e.g. , to a storage device) , ,insert (e.g. ; in a. 

15 database field r or transmit (e.g., across a network) 

command is :sued in application on layer 3024 .. At strap. 

3100 ,data: to be secured is a:denti fted and a call is 

made: to the secure data parser. The call is passed 

through wrapper layer 3022 There at step 31(3:2, Wrappe 

20 layer: 112 streams the input data identified ied at .step 

3100 in:t.o aszembl.e:d data buffer :3€ 08 Alan at step 

3102, any suit.a.bl.e. share informat on, filenames, any 

other sui able . fix' fortiia don, car any c:ombiaat•.ien: 'they e•f 

may 'be stored ( e . g, , as in,, - mat er 31.06  at wrapper 

25 Ieye.' 3022)- Secure data processor 3000 then parses 

as-id splits the data it takes as .input fro .assembled 

data buffer 3008 in accordance with the present 

invention, it outputs the data shares -into split 

shares buffers 3010. At step 3104, wrapper layer 3022 

30 obtains from stared information 3106 any suitable share 

info=Estlon ..:e•. stared by.vrapper. 3022 at step 3102). 

and snare location(a.). from one or more 

con r - r 'layer 3022 then writes configuration i on filed Wr ap 
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the output. shares (.obtained from >split shares buffers 

3.0101 .apprr:p 1ateIly written to. one or more 

storage devices, "communicated onto :a: network, etc..) . 

L 10434:1 {F, FIGURE ,3--rr_YY2--••++•••i>>llus trat:y,,,vel sho••ys :Taw the 
5 C"l'i`". •' angeme t, :of V'I Vi•.+RE -3 0 •.-may be used wh en a read 

from a storage device) select (e. g , fro1. a database 

field.? 1, or receive ( e.g.., from a network.) occurs iAt 

step 3200., data to be restored is ide.ritif iJed and a call 

to s°•C'; re data paxaei 3000 •• ;•tade from ••• ,: aw.ion 
10 layer 3014.. Pt step : 202; from wrapper layer 302 2.::i.:any 

su:ita l.e share information is obtained and share 

l.ocat sash is determined. w1rap r laver . 3 0 k 2 .Loads the 

portions of data. i.denti.f,ied. at step 32,0. into split: 
shares buffers 3010. Secure data. parser 30.00 when 

1.5 processes these shares 111 accordance with the present: 
invention ( e.g., if only three of four shares are 

azraila le, then the redundancy capabilities of, secure, 

data parser 30.00 may he used to restore the original 

data using only the three shares) The restored, data. 

10- s' then . stored in are e tdkz u f er 30 08. 'At step 

3204 appl•c r- at.ion layer 30252:converts :the data stored 

in asse-mbled data buffer 300.8 into 1,ts original data 

format (if. necessary) and provides the original, data. in. 

its original, forzmtat to application layer 3024, 

[04351 It w l:l •:e uncle r•tc d that the parsing adn 

splitting of original. data ill.ustrat d in r''T­GURE 31 and 

the restoring of portions of data into on inal. data 

illustrated in FIGURE 32 is merely illustrative-:. Any 

other suitable processes, CoxngcTIent-S., or both may be. 

30 used in addition to or in place of those illustrated.. 

[04361 FIGURE 33 is a block diagram of an 

illustrative process flow fox parsing and splitting 

original data into two :or pore portions of e'#at'a in 
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e caw Banc ri HY embodiment  f the present 

i.nVtnt on As . illustra ted., the original. data desire 

be parsed. a: d split in plain text 3306 (4:.e,., the 

word rrS MMI:Tlk is used as an example) It will be 

5 understood. that: any other type, of data may be parsed 

and split . in.. accordance with the' present invention, A 

se qi on key 33 00 is :generated. it the, length of. 

se s ion key 3300 is not compatible with the 11•ngth of 

origlpa.l data. 33.016, then- cip1her feedback session. key 
:10 3304. may „be. g'ener•Lt:ed . 

[6073 I1 one suitable approach, original data 330 

may be encrypted prior to parsing, spl i ttinnq, or both. 

For example, as FIGURE 33 w11:ustratfez<, original data.. 

336 6! may be XORed with any suitable value with 

15 cipher feedback session key 3304 , or with awi othe 
suitable value) , It will be understood that any other 

suit-able encr-yTti.on technique may :be used in place of 

or in addition- to the XOR tecbn.ique 'illustrate. It 

. ill ivartlhe.r be understood that althol ugh FIGURE '33 IS 

2:0 iliast:•xat.ed in terms of byte by .byte operations , the 

operation, may take :place ace at. the :bit level or at. any 

other suitable level, it will further: be understood 

that, if desired, there: need: not be any encryption 

whatsoever .off. original data 3:3,06 . 

5 [04381 The resulltwit encrjTted .data for original 

data if no e,ncry st:iori took place) is then hashed :to 

determine how to split the encrypted (or original) data 

among the output. buckets (e.g., of which... there are four 

in the illustrated e ample,I..<. In the illustrated 

ith example, the hashing takes place 4y bytes and is a 

function: of cipher feedback session key 3304, It wi ll 

be understood that this is Merely: 11.ustrative.. The 

:gashing may be perfor ied .at the bit level, if desired. 
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16} 

The hashing may he a function of any other suitable 

aloe ': -sides cipher feedback sessian ,key 3.:304. In 

another suitable opproa h, hashing need no'. . be used.. 

Rather..,, any other suitable teoh.nicfae for splitting data 

5 may be em loved. 

,f,04391 FIG M-1 34 is h :block. diagram of an 

1.1--ust.rative process floes? for restoring original data. 

3306 fr9m niq 6.x more parsed and split p rtibhs of 

or.i 'i.na ata 3306 -n accordance with one 7ernbodiment: o 

10 the. present InventioO.. The process involves hashing 

the j oft.ions -in reverse {.7 .•''• , •o the procsM•+.•z of FIGU• 

3 ) as a. Irun.ction of. •Ipher feedback session, key 3304 

to restore--the encrypted o igina.l..data (or original 

data if there was no encryption prior to the pa.rsiz:g 

15 and spl t' jng) . The encryption key may then be used: to 

re- tore the. original data ( i.e., in the 

eXample., cipher feedback s ession key 33{34 is used to 

decrypt the :MGR encryption by XOP.ing it. with the 

ai••••({ encrypted data) , This the restores o•• yi. gina2 data 330's. 

20:: .t0440 1 A'.3.GLYI CE 35 shows' .•.oi•1 F.. r•.4'",.•ip.•:•Ln tv'.2.'ng ma-

implemented in r.be example of, FIGUU'S ,33 and 3 :.,. A,, 

hash way he used fie. gY , as a function of the p-l"P er 

f•edback session key, as a function, of any other 

suitable -value.) to determine a bit value, alt which to 

5 split each byte of dat a:. it ill be understood that 

this is merely one illustrative gray in which to 

implement splitting at the bit bevel.. Any other 

suitable technique may be used. 

[04411 It will be understood , that any reference to 

30. hash functionality made herein may he made with —respect 

to any siAtable hash algorithm These include for 

exam,ple,, MD5 and :SHE -- 1. Different : sah ,algorithms may 
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,b e .LRe .: at dif f exent tim es and. MAY di.L._ f erent WVE iii-po a fit-s 

of the present invention. 

[04421 After ;a split point has been determined in> 

accordance: with the above 1u-st:rat~:ive xocedu.re or. 

through .Any other procedure -or algorithm, a 

determination ma l; be gads with :regard to which: data 
pa t' iozi5 to ap.pea d, each of the deft and right : egrents , 

°y siji-table a2.gor:a.t h:m may be used for making this 

. ,termi.hat"don 4; For examr.le; .:L.n one suitable approach, 

10 a. table of all possiblee dirt ri,butions (e> g, f ice. the 

form of pairings of' dest ina,tiotz.s :toIr the left segment 

and for the r ight segment) may be. created, whereby a 

destination share value for each of the left a.nd..r x.g'ht 

v_e meat. may be determined by using arIT suitable hash:. 

15 function. On Corresponding data in the. session :fey; 

Cipher feedback session key, or any ether . suitable. 

random or pseudo-random value, which maybe b generated., 

and extended to the size o• the original data. For 

example, a :sash i un.ct i on of a corresponding hype ii the. 

20 random or. pseudo-:random value may be made, The output. 

of the hash f.un'cti.on is used to dete≥r:mine which: pairing 

of destinations {• .: > s one -for the left segment and one 

for the sight se * enw) Lo: select frotts t`rhe -tab e of alb 

the destination combinat Iona. Based on this result:, 

25 each regr e t of the , split data unit 1s appe- n ed to the 

respective two. ;shares indicated tai:ed by the, table value 

selected as a result of the hash fancti:on. 

[0443.1 Redundancy inofrma€M-ion may be. appended to the 

data portions in accordance with the presentlnventioZll 

30 to allow for the z_estoration of the original data .using 

fewer than, all the data portions. For example, if two 

out of : four por t:ion.a are desired to be suf f is ent for 

restorat-ion of data, then additional data fxc:,  -tJ e 
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shares may be accordingly appended to each sure In, 

for exa ple., a round-robin manner here the si -ze 

of the: original ; data is 4MB, then share 3 germs its oomr 

shares as well as those of sharer 2 And 3 share I gets 

is oven share as well-1 a's those of shares 3. and ,4 f share 

gets -its own share as well as those af share.s 4 And. 
1:, and shire 4 ge.t:s its own shares as well as those f 

.hares I an,,-! 2). Any such suitable redundahcy rear be 

kised in accordance with the preIsent invention. 

10 [04.44] it will he -understood that :ahy other'sVi.tabl.e 

parsing and s li:tt:i.aq approach may be used. to generate 

portions of. data from an original datia set.:In ' 

accordance with. the present invention, Por, example,, 

parsing and splittIng may be randoml.r or pe u _ 

15 randomly :Processed on a bit by. bit basis.. A random or 

pseudo-random value may be used session :key:, 

cipher t:eedback session .key. etc,) whereby for each bit. 

in the; original data, the result of a hash. function on 

c orre pond ing data in the random or pseudo-  r and.dm ua.lue 

20 may inda .cat^,^.: to whi ch share to append the respectiNre 

3.t..., In 6?Y^e suitable. approach the s:ai3dom, or pseudo-

random value [may be generated a:s, or extended to, f3: 

times the size of t-he orig•Lnal data so that the hash. 

function may be performed on. a correFpondi.n byte of-

25 the random or pseudo-random value: with Xespect to each 

bit of: the original data. Any other suitable algorithm 

-sir parsi ing and splitting data. on a hit by bit level 

may be used .in accordance with the. present: invention. 

it. will -Curther be appreciated that redundancy data may 

30 be appended to the data shares siAch: as, for example, in 

the manner described immediately above in accordance. 

=pith. the present_ invent.ion . 
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[0445] in one suitable apgroacn, parsing and 

splaft-ting need not be random or pseui o-rando . Rather, 

any suit able deterministic algorithm for pa.rsl.ng and 

Splitting data may be used. For example, breaking up 

the original data into sequential shares may be 

employed ae a parsing and a••.≥A.tt ug algor :thm. no'h.er 

example' is to parse and split the cox i inal data bit by 

:bit:, appending each respective bit to the data shares 

eegdert :all in A. round-•Xobin manner it will further 

10 be app;tediated tt•at redundancy data may be appended Ito 

the data share, such as., for example, i.h the runner 

described .above in accordance with the present 

invention 

[04461 In. one embodiment ox the present Lnventli.on,. 

15. after the secure data ..parser genera I es a .numbe.r of 

portions of original data, in order to restore the. 

original data:, certain one or more of, the generated 

portions may be mandatory. For example, if one of t:he. 

portions .is used as an authentication share ('e . g . , 

20 saved on a physical token device) , and i :. the f;_xult 

tolerance feast-Pre of ,the secure data parser is being 

used. ( i.e., where ,:ewer than all portions are necessary 

to rePt- re. the original sal data), then eve;i tl ough the 

se.care data parser n3ay have access to a sufficient 

25 number of portions of the original nal data in order to. 

restore the originaI data, it may require the 

authett; cation share stored on the physical token 

device beige; it: :restores the original data. `t will 

be understood that any number and types of particular 

3, shares may be required based on, ;-for :exampLe, 

application, type of data, inert any other suitab]'.et 

factors, or any combination ;thereof. 
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144471 Ira one Suitable approach., the .secure data 

parser or some external component. to the secure data 

parser may en-crypt. one or more portions of the ori. inal 

data. The en rypted. portions may be required to be: 

5 provided and decx) t-ed in order to restore the original 

"tat:. The different encrypted portions may be 

dx pt With t • •?:1;'•ent encryption ceys:. For idxAmple,, 

this feature may. be. used to im-dement a more secure 

"two: .ia.n rule whereby a :f first user would need to .have 

14 a p4rt.icu ar 8,•are :encrypted using a first Ieri:oryption 

and a second. user would geed to have a. particular share. 

encr silted using a aecond encryption. key < in order to, 

access the. oraginal data, both users would need to have 

their, respective encryption .keys and prqv•i e their. 

is respective, portions of the original data. Iii one 

suitable approach, a public ,:key may be used to encrypt 

,one or more date::. portions that may .be .a mandatory share 

required to restore the original. data, A private key 

may then be. used to decrypt the share in, order to be 

:20 used to restore to the original data. 

(04461 Awf such: suitable paradiTi may be ,-used that. 

makes use of manciat ory sha-res- . ahexe fewer than all 

shares are needed to restore.or ginal dare.. 

(.4449) in ode: suitable ,embodiment off the.. present 

25 invention, i stribut l:on ,of data into a finite nuri,ber of 

shares of data, may be: _processed randomly or pseudo-

randomly such that from a statistical perspective, the 

probability  that any particular share of data receives 

a particular un Lt of data: Ax equal to the probability. 

30 that any one of the remain ng .shares will rece ye. the 

unit- of data.. ks a re u t = each share' of data will 

have an approximately- equal amount af data bits 
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104501 According to another embodiment of the 

present invention.—each of the: firiwe number of Shares 

of ;data need not have an eta". probab.i pity of r•eceiving: 

units of data. from the parsing and splitting of the 

5 oricti. I data. Rather certain one or more shares -may 

have a higher or lower probability thaln the 3'ema i nign 

shares - .ks a result., certain shares May be larger o 
atrEaller in. terms of bit :size relative.to Ether spar O. 

For; example:j i." a two-.share cenIario., 6ne .share ' a.Y: 

lC) Ve a :. %- probability of receiv.ing a unit of data. 

whereas One. second share has a I99t probabllity, It 

shhind follow, therefore that once the data units have 

been distributed by the secure data parser among the 

two share, the first share should have approximately 1 W 

IS of the data and the second shsr.e :99t:< Any suitable 

Probabilities may be used in accordanc. with the 

present invention. 

(04513 It will be understood that the secure da.:ta. 

passer may use. programmed to distribute Iatla to share. 

20 according to an exact (or near exact:) percentage as 

well. For example, the secure data passer may .be 

programmed to.:distribute F30s of data to a first share 

and the remaining 2Q%- o data to, 4 second share 

(045:21 According vp anoti her embodime t: of tie 

25 present Invention, the secure data parses may genera 

data shares, one or more of wAiich have predefined 

si es . For example, :the secure data parser may split 

orilginal data into data portions there one of the 

portions is exactly :256 hits::. In one suitable 

10: approach., It it i not possible ,.to generate: a. data 

portion having the r e sat-e ,a ez,f they the secure data 

parser may .pad the portion to- make it:: the correct size... 

.uny suitable 811.0 May be used, 

e 
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0.4531 In. .one suitable approach, Che size of a data 

portion may he the size ;of an encrypt :pan key, a 

splitting keyi and; other suitable key, or any.. other. 

su: ,table data: element... 

X04541 :As nrevIOUS—  ly discussed, the secure data 

parser may U.S.e keys in she paring and splitting itt.ing of 

data,: IFOX .puropses of clarity and .hreir. ty, these keys. 

SUAII he, referred to herein as 11 splitting kevs : fE For 

e•ianl le, the sess.iork Master. Key, previousl.y introduced, 

10 is one type o spi ttlxig .key. Al.sj as previously 

dizcussed:, spl..-I sting .keys may be secured with h .hares 

of data. generated .by the secure data parser, Any 

suitable algorithms. for securing splitting keys may be 

used.' to secure them among the share,$ of data, ftt 

IS example, the Shamir algorithm may be used to secure, the 

splitting keys whereby information tbat. :gay be Used to 

reconstruct. a splitting key .is generated and appended 

to the shares of data. Any other such suitable 
algorithm may be used in accordance with the 'present 

20 invention. 

(0455.3 Similarly, any suitable encryption keys m4y 

be secured within one or more shapes of data according 
to any suitable algorithir, such as the Shatrdr algorithm, 

or example, elicr.ypt on keys *.used t:o en.cr pt a data set 

25 prior to parsing and: splitting, encrypt on. used to 

encrypt a data. potions .a:fter- parsing -and splitting, or 

both may lie>..secured using, tor example, the Shamir 

algorithm. or any other suitable al-gorithm, 

(04561 According. to one eioodi ent..:o f the present.. 

30 invention, an. All or Nothing Transform: {AoU.) , such as 

a. Full Package Transform, may be used to further secure 

data by transforming  splitting ng. keys, encryption keys, 

any other suitable data elements, or any combination: 
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thereof, For example, :an encrypt lon key used to 

encrypt A; data >set Prior to: .prim and s la".t:ting in. 

accordance with the present invention may be 

trans formed, by an Ao.N'r algorithm. The transformed 

ner pt.iz r• • the be <distributed among the data 

shares according to.:s, for example, the Shamir algorithm. 

at any other sbitable algorithm; In. order 'to 

reconstruct ruct the encryption ke7; the enckypted data se:t 

must.: be regtored (e:..gl , not :neoeasa..rIly u:smg all the 

:10 da ;a Sharez if redunda'nCy wa_ . used in: accordance with.. 

th-e present invention) in order to access the necessary 

reformation regarding the transformation in accordance 

with ko s as is well .known by one skilled. in the art>. 

When the original na encryption key is, re ira e verd f it M\&" 

I be used to decrypt the encrypted data. Meth to retrieve 

the or..:Lg na i. data set. It will be understood, that the 

fa .lt tolerance features of the present invention may 

be used in conjunction with the Acs.NT featu:r .. Namely:,.: 

redundancy data may be :included in the data po t dohs' 

0 such, that fewer than all data portions are necessary :to 

restore the encrypted data set. 

[.04571 Imo. will be underwCc{od that the %oNT may. be 

applied to eacn..Ttian keys used to encrypt the data 

portions following parsing and sp.d.ittting :either, .fin 

plate of : in, add * - on to the encryption and AoNT of 

t e respective encryption key corresponding to the data 

sets prior to parsing and splitting, L i kewi.se, Oc may 

be a olied to splitting keys. 

[04581 in one emb.od'I.Ment: of the present, invention, 

30 encryption keys, spl itting keys, or both as used. x 

accordance with the present invention may be -further. 

encrypted using-, for example, a workgroup key in; .o des 
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to provide au extra level of security :to a. secured data 

set: 

[# 45:91 in one embodiment of the :present invention, 

an audit module may be provided that tracks whenever 

the secure  da ' a ,:parser is in-txoked to .split data., 

[04603 FIGURE ' 36 illustrates poaswble ,opt=ions 3600 

for'using the eompone:•ts of the secure 'data parser in 
accordance with the :invention. Each Combina.t:ion of 

options is outl:ihed below and labeled ,41th the 

10: appropriate step ;ntumbers from FIGURE .fib , The secure 

data parer may be modular in hature, alloWi.; g tsar an 

knc, algorithm thm to be used within i.n each of: the function  

blocks sown in FIGURE 36: For exAmlple:, other key 

spl.itt_i.ng (e,g, secret sharing) a:lgo.rithm;s .such as 

IS. Blakely may be used, in .palace of Shamir, tit the AEw. 

eb ryp ion could be replaced by other kz omw encryption 

algorithms such as Triple DES. , The labels sho,4m .in. the 

example of FIGURE 36 merely depict one possible 

comb na.t~, on. of algorithms ;for use in or4a embodiment cif 

the :i:nvention, I:t should be understood that any. 

suitable... algc.ri thm or combinat.ion of a _gorit.hms ma be 

used in place of the labeled algorithms. 

t04611 1) 36 . 0, 36.1 7, 36144 3615, 36.14, 3: 1 , :3618, 

3619 

{'6) sig presr7lsy -ez ,`pted data. at step 3'10, 

the data may be eventually split: into a :predefi_ned. 

number of shares. it the split algor.i.thim requires a 

key, a split. encryption key may be generated .at ,step. 

3612 using a cryptographically secure pseudo- ranl!ao • 

30 Number generator. The split encryption key may 

optionally e transformed using ,an All or Nothing 

Transform: (AoNT) into a: transform split key at. step 

3.6.1.4 before being key split -to the predefined :numbed df 
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share wi.,.h faii1t tolerance at fit p 361S... The data may 

then be split. into the predefined number of shares a t 

Step 3610. A fault tolerant- scheme may be -used at step 

3617 to allow for regeneration of t-he data ,from less 

than the total _numebr cif. shares. one the shares are 

created; authentication/ integrity informatdo.,n may be 

embedded into the s a-res at step .3.618. Eahc r>nare may 

be opt io ally post-encrypted At step 3: 1:' ; 

[04631: 2} 3.11.1; 3612, 3614 ; 3,615) ._16x.6, . 167, 361.8,,. 

10 3619 . 

[04641 In some embodiments, the igput data may be. 

encxypted u z . n. x: Lion key prov;xdeez us € •: 

an external system. The external key is provided at 

step 3611, For example, the key may be provided. from 

15 an external key store.. If the split :algorithm. requiret 

a boy:, the split encryption key may be generated. u8'ing 

a crypt ographically secure pseudo- random number 

generator at, step 3612 The split Bey may optionally 

be transformed using an All or Nothing Transform (AQ1 

0 into a t,r nstorm split encryption, key.at step 3614 

before being key split. to the predef .need number of 

shares with. fault tolerance at step 3caw .. The data is 
then split to a pr defined. nu&ber of shares at : step 

3616. A fault olerant scheme may be used at step .•:617 

25 to allow for regelnerat on of. the data from :less than 

the total,. number of !Ohara .. Once the shares are 

created, autnenticatioz /integr4t;.- information may e 

embedded into the sharer at step 3618, Each share may 

be optionally hest-encrypted at step 3619.-

30 [0465-3 31 3512.i 367:3. :3614, 3615, 3612, 361:, B 61,5 

361614 :3 17,.. 3618 F. x:63"9 

(04661 In some embodimen z:r an encryption. grey may be 

generat.w..d u9J'-ng .a. qryptagra.pi itlaIV t•ecure pseudo 
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random number generator at step 45-12. to transform the 

data:, Encryption of the data using the genera tee 

WlCryption, Bey may occur .at step 3.413. The encryption 

:fey may optionally be transrdr iad using an Allor 
Nothiniq Transform (AbNT) into :a transform encrypt .dn 

key at step 361.4 The transform encrypt ion. key and/.t 

en'eraLted encryption key may then be ..split: .ihtb the 

Predefined nui Ttlliber of shares with fault tolerance at 

:step 36151; if the spIl : algorithm .requirL•s a key, 

10 enerat ion.:o:t the split: encl-WI t ido key ugi g a 

er, y;Ptogranhically secure psetado random, .number generator 

may occur. at :step 36 . 2. The. split .fey may Ioptionally. 

into  a transform oplIt en.eryptIon key at .step 36'.14 

.,before being key split to the predefined number of 

shares with., fault tolerance at step 3615. :The data may, 

then be split into .a. predefined number of shares at 

step 3`62.6 A fault tolerant scheme may be: -used at step 

:;"617 to al.lo for regeneration of' the data from. .less 

•O than the total number of shares. once the -are 

created, authenticat ion/ integri tyinformation will b 

embedded .into rbe shares at step 3,61.8. Each share may 

'€Mhen be optionally „post~ encrypted step 

[04671 ) 3612, 3614, .361.5:5 U116:1 36i74 36"iav 3619 

25 (04681 In some embodiments., the data may be sp1 it. 

into a. predefined number of shares, 'if the spl it 

algorithm requires a heir, generation of the split 

e',=ryption key using a erypto rsphically secure pseudo- 

random iwmber :generator may occur at step 3612. The 

34 spay t: key may optionally ;be trans ox ed usi.nq -an All o 

I:oth:ing Transform JAoNT_) into -a transformed split key 

.at step 3614 before being hey split into the: predefined 

number of e.hares with fault tolerance at step 
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Thle data may then be splft at step 16169 - fault 

oltrant scheme maybe used at €3tep 3617 to allow for 

regeneration of the: data from less than the total. 

number of. shares; : Once the shares are 'created, 

5 a*ath xitica :.ion. int grity anfoxination ma embedded. 

into.: the shares at step 3618 Each :share may :be 

opw•.b xa1I po`•t -en•≥..r i•ted at step 3:6.19. 

104651 Although t the above four c Wbinatl' ons o 

6 Lions are. pr e.ferably used .n some embodiments of the. 

10 3 vehtion, .an•r <other suitable c•ambwi•at ions ' oaf fea'tures,. 

ste3as, apt .cry may be used with the secure data 

parser In , at,be.r embodiments 

00410) The secure data. parser may offer ,flexible. 
data prow ectioa by facilitating p4ysical separation. 

15 Data may be. first encrypted, then split' into .shares 

with I'm of n" fault tolerance; This allows for 

regeneration a the original informa liozx wben less than 

the total number of shares is available, For exa.mple 

some shares may .be lost .or corrupted in >t ansllliss.f:o 

The lost or c rTa pted shares May be recreated from 

fault tolerance or integri.ty • rft+••ma.t, o appended to 

the shares, as .discussed .in more detail belawv 

[04 711 rn order to create the shares,, a number of 

keys are optionally utilized by- the secure data parser. 

25 These keys may include one or more,. of the following , 

[04721 Pre-encryption key.-. When p. a. - enc option of 

the shares is selected, an ex ernal. key may be passed 

to t:h e secure data parser;. This key play be generated 

and v:to,"ed. ext.ernal.ly in a key store (or other 

30 locat-Lon) and may be used to optionall_,V 'encrypt data 

prior to data splitting, 

t04731 splitt encryption key: This key may be 

gene: ated internally and used by the secure. data. parser 
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t: encrypt the data prix to splitting-, This key may 

t.1aen be stored securely vithin the shares ua rig a :key 

split: algorithm. 

[04741 split sees on keys his key is not, used -with. 

5 an encnTt:-T' C)n algorithm rather, it may be used. to key 

the data ' a tition .nq algorittims when randoar. split'tiTi 

is elected: when a random slit is used:, a split 

session :fey may be .generated internally and used by the 

secure data peirser to parC-' tion the data into 'shares. 

10 This. key ray .be stored securely within the.. ''shar'es using 

a. key sp i:tt ng alq rithm., 

104753 Post encryption key, When post encr, tion o 

the, ha.xes. is selected, an external 'key may be ..passed. 

to the. secure data parser and. used to post: encrvrt, the 

15, individual shares This key -:ay .be generated and. 

stored externally in a key store or other suitable. 
location. 

(04'7'61 ;:L some embodiments, when data a s secured 

t n • r in this way, the us 3.n.9, ,,:••e secure data pa..se•. • ,. 

fig, information may` only be reassembled provli ded that all 

d t he xequlrea shares and ext:erna:1 en.,ryption ke s are 

present 

f04771 Fl ,uR 3.,7 shows il ust-ative overview process. 

37 0 0 for its ing the secure. data par serf .of t:he present 

5 i vent,io a . in sonme embodiments. As, described above, two 

well- suited functions for secure data parser -376 may 

include encryption 3'702 and backup 3,04. As such, 

ecure data. parser 3706 may be integrated with a :RAID 

or back-up system or ..a hard-ware or softwa.re encrypt .qn. 

30 engine in some embodiments. 

034 81 The primary ke processes associated with 

secure data. parser 3 706 may include one. or more of re-

e. ca-ypt ion. process 3708, encrypt/trans form process 
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.371.0 $ key secure process 3712., parse)-1 distribute process 

3'x:2:4, fault tolerance process 3716, share 

authentication process 3716 , and post-encryption 

princess 3720:. These proceMses MaY be. executed: in 

several: suitable orders or combinations, as detailed in 

FI UR"& 36.. The combiration and order _cif processes. used 

may depend on the pa t:;icular application or use, the 

c?Ve 1,: of 'e' u , ks f d6sired, 'whet~+he:r o t.iiona.% pre-

encr ypt~ t!? ,• pest-encryption, or both., are desired, the 

iO redulida des1 ed< the capabilities' or pekf6rmance 'of. 

an undwrlyr ng. or integrate sus: mY or any other 

suitable. factor or combination of factors, 

(44791 The olt~put_ of illustrative process 3700 -may 

be two or more shares 3722. As described' above, da.t~'a 

'1.5 may be d..istributed, to each of these shares randomly (Or 

paeud6-randomly) in some embodiments.. In other . 

embodiments, a deterministic algorithm (pr some. 

suitable combination of random, paeudo-random, and 

de'termi,n1st w> algorithms) may be used:,. 

0. [04:8,0) to addition to the.. i.ndav :du•Ll prot—tz ction of 

i orm&ti.on assets, there is sometimes a requirement. t-6 

.share information among different groups of users Or 

communities of interest:. It may then be necessax-•y to 

either control access to the . indiv d.u.al -shares within 

25 that group of users or to share credentials among those 

users that would only allow  members of the group to: 

reassemble the aha:res. To this end, a wor group key 

may he deployed to group mer erk :in. some embodiments o 

the in-=e.nt io-n . The workgr'oup key should be protected 

30 and kept confidential, as compromise  of the workg_•oup 

key may potentially allow those outside the group 4.0 

.Access i.nformatlon> Some systems and methods for 

workgroup key deployment and -pr•oteectior, are discussed 
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below 

(048 1) The workgroup key concept allows for enhanced 

.protect-1-era of information assets by encrypting key 

information ion stored v thi the thaw es . Once 

5 operation is performed, even if all required shares an . 

external kegs are discovered., an attacker has no helps 

of recreat. J_r9 the information:  without access to the, 

w•rkg_ opu key-

(04621 : FIGUR-21 38 shows i1-li strative block diagram, 

10 3s 6b for stOring key and data Compone is Wit..i:n the 

shares in the example. of diagram 3800 the c)ptional 

p :e»enc:r,smt and post-encrypt, steps are omitted, 

althovgh these step; may be,: included in ether 

embodiments 

•. 03483') Th s'napla:fled process to sprti the data 

includes encrypting the data using en.cryptio.h a80 

At encryption stage 3802. Portions of exncrrptoin Key.. 
X8104 ,may teen be split and stored within shares 3816 # 

a Lorda.nce w: tla the. present; invention. Po t:i.ons of 

20 split, en.c 'ption key 3806 may also be, stored within, 

shares :. Using t: e an ,t enc r xption .key, data 808 

is. teen spla.:t and. stored in shares 3,8110 

[04 41 _[:n order to restore the data, split 

encryption key 3B4O6 may be .rstr _eveel. and restored in 

25 accordance with the pre4Nert ;invention:. `rhe split 

operation may then be reversed to restore the 

c phertext. Encryptim.-i key; 3804 may alos be retrieved 

and restored, and the c:iphertext may then be decrypted 

using the encryption key, 

311.) [049.51 w2.en a workgroup key: is utilized, the above 

process may be changed slightly to protect the 

enaryrpt cn key gait the workgroup. key . The encryption 

key may, :'fle.i be encrypted with the -Work.-group key prior 

UTUST F t TI : ' EET (RU E 26.) 

EX1010, Page 2220



to being stored within the snares The modified steps. 

are shown in i1llustrative block diag1ram 3900 of. 

FIGURE 39. 

[0486) The simplifted process to zpI it the data 
using a workgroup key includes first encx,-ypti:ng the 

data. using the e.hc yption key at sta9e 3902. The 

ncryptioil key may then be e:: crvpted with the wor'ka oup 

key at stage 3904. The encryption key efficrypted ith 

the wckp4p key may then be spll. nto•:ort ns and 

io seared wi ih. shares °3.91.2.. Split kely 3908 m' y also he 

' Iit and 6tored in s1hares 3912. Finally, poktions of 

data MO are split, and stored ih. shares 39'i2 using: 

split key 2,908, 

[0071 in order to restore the data., the split key.. 

ma,,r ,be retrieved and restored in accordance with the. 
present invention. T.he split operati.o'n may then be 

reversed to restore he ci.phertext in accordance w. th 

the present Invention. The encryption key: (Which t4as 

15 

encrypted 

20 restored. 

using 'tie 

wi th the wcrkgroup key) may be retrieved and 

:The encryption key may then be decryptled 

workgroup key . Finally., the c phe.r. ext may 

e decryp :ed using the encryption key, 

[0488J, There are several secure. methods. for deploying 

and protecting workgro ip keys. Tie selection of which 

25 method to se for a particular application depends on a. 

mimber of factors. These factors may include security 

bevel required, cost, Con-ve.nfence, and the number of 

users in the workgroup. 

used in some embod ritents 

some commonyl used techniques 

are. provided below-

30 [04_891 Hardtraare--based 'Key Storage  

l-'.ariware-based soluti.on.e Senerally provide the 

strongiest guarantees for the secarity o 

encryption., de.c x ti:on keys 'in an. -encrypt•i.o,  system. 
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Exarh-oles of hardware-based storage solutions include 

tamper.... resistant key token devices which store key$ in 

a portable device {•:..g.:.• smart.card/dangle) , or non-. 

o table key storage periphe?rals. These s .elr ces are 

.5 designed to prevent easy dtipl cat.iol of fey material .by 

unauthorized parties. Keys may :be- generated by a 

trusted authority and: distr bute;d. to 'user,se or 

gen r'ated within the hardware. Addi"Ciona lly,. many key 

siro.rage systiems prlov.i de for multi-factor 
10 aUthe. nti.(:.  ,on.- where use of the ..: eye re4iures access 

both ' hvs: i bJeCt (t ake• and: a, p_ zsphrase or 

bi ome t riq..: 

tD4901 Sot twaxe-heed  Key Stmraqe 

While dedicated .hardware-based storage may be desirable. 

15 for high- security deployments or applications, ether 

deployments may ele:ct to store keys directly on. local 

hardware. '( e_tom.,f disks , RM or non-volatile : '.RAM stores 

such as USB.. drives ) This provides a lower level of, 

protection against insider attacks, or in Instances 

20 where an attacker is able. to directly acceszs the 

encryption machine, 

04,911 To secure keys on disk, sditwa.reMbased ;key 

management often protects :keys  by storing therm in 

encr gpted form E der a key derived :from a. combination 

25 of other authentication -met-r es, includ ngi passwords 

and pas sghrases , presence of ;oth:e:r keys • e_ g. , from a 

hardware-based solution), biometrics, or any suitable 

combination of the. foregoing, They le- el of security 

provided by such techniques uay range .from the 

30. relatively weak > key protection. mechanisms provided by 

some operating systems 1tS W ndaws and Linux) a t-O 

more robust solutions -implemented using multi- factor 

Authentication. 
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t04921 The secure data parSer Of the present 

invention may be advantageously used in a number of. 

applications and technologies For example, email 

system,: RA ID sy st ems, video broadcasting systems, 

.S, database'S•ystem or any other suitable system nay have 

th secure data.: parser :in.tegxated at any suitable 

16vel , As previously discussed, it will be Understand 

that the secure da-ta parser may also be integ-rated for 

protection and fault to.3e.rance of any t•Te o; data in 

101 motion through: Any tx:at,isport medium, including., for 

examppde, wired, w relessi or pbyslcal transport. 

mediums.. As one example, voice aver Internet. protocol 

(VoIP) applications may make use Of the secure data. 

parser of the present insen.tlon to solve probleims 

is :relating to echoes and delays that are commonly found. 

in VoIP. The need for network retry ,on dropped packets 

may :he elimniated by using faint tolerance, Which 

guarantees packet delivery even faith the loss of a 

pred.etermine-4 number of shares. Packets of data (evg r , 

20 network tpackets) may also be efficiently spI it and 

restored , on—'Che-fl  with. minimal delay and bulffering, 

resulting in a. coippLe ens ve solution 'tor variouLs types 

of data in molk: ion . The secure d'ata parser may act. on 

network data packets, network voice packets, file. 

25 system, , data blocks, or . airy other suitable unit of 

information, In addition to being integrated wit  a 

%o2P application, the secure data parser may be 

:integrated with e file-Sharing application (e.g., a 

weer-to-peer file-sharing applica ion) , a viedo 

30 broadcasting appli. anon, an electroalc voting €fir 

.polling application (Which may inclement ail electronic 

voting protocol and; bid signatures, such as the 

Se:nsu. prct c 1:.: an email application., or any votber 
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network application that may rE'qElire. -or desire ,secvt 3. e 

com; un.i.oation, 

L04933 in some enbod menu... support for network data 

in motion. may be pro,,rlded by the secure data parse' of 

5 the present invention in two distinct phases - - a 

header  4eneration phase alld a data part it.ionin phase . 

Simplified header generation. process .4000 and 

s3;mp ific-A data par-ULi.3ning process 4010 are sho'w"n in 

FIEGURES 40A  and 4OB, respect.ixiel.y. One car both of 

1.0 t4epe piroc sses may be performed on net`w6rk packets, 

file system blocks, or any other sL tab'l.e information, 

[04941 In some embodiments, header generation 

prowess 4000 may be performed one time at the 

i.n:it,ia.tibn of a network packet- stream. At step 4002, a 

15' random ( ors pseudo-random) split encrypt:i:on key, K., may 

be generated. The split encryption key, X,, may t..he.n :he 

optionally encrypted (e: g. , using the viorkgro p key 

described above) at .ARS key wrap 8t p 4,'004 Althoi-igh. 

an ES key wrap may be used. in some embodiments, any 

0 suitable. key encryption or. .key wrap algorithm may be 
used. in other embodiments. AES key wrap step 400 Rla.y 

operate on the entire split. encrypt gn key., •, or tl-ie 

split 'encry.pt on key may :be parsed into several blocky 

(e.,g 64-..bit blocks) . AES :key wrap step 4004 may then 

5 operate on blocks: of the split encryption key, if 

desired. 

104951 At step 4006, a secret sharing al.cTorithm 

(e . g. , Shamir) may be used to splil:t :the splay 

encryption key, K. in-to :key shares. Each key share may 

30 then be embedded into one of the output- shares ( e.g., 

in.. the share headers) Finally, a share ir.te r.lty. 

blcok and (optionally) a pros t-- authent :oat.i,on tag to . g ". 

Y'AC.? nay be appended to the header bolck of each. share. 
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