£8/¢¢

PTO/SB/16 (09-04)
Approved for use through 07/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

PROVISIONAL APPLICATION FOR PATENT COVER SHEET

509160

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control nigngber.

separately numbered sheets attached hereto

TITLE OF THE INVENTION (500 characters max)

SECURE DATA PARSER METHOD AND SYSTEM

Direct all correspondence to: CORRESPONDENCE ADDRESS
' & The address comesponding to Customer Number: 1473
OR
N I:I Firm or
Individual Name
Address
City State Zip
Country Telephone Fax
ENCLOSED APPLICATION PARTS (check all that apply)
A X spediication Numberof Pages 333 []  cos), Number
& Drawing(s) Number of Sheets 36 D Other (specify)
IE Application Data Sheet. See 37 CFR 1.76
METHOD OF PAYMENT OF FILING FEES FOR THIS PROVISIONAL APPLICATION FOR PATENT
& Applicant claims small entity status. See 37 CFR 1.27. FILING FEE
’ Amount ($)
D A check or money order is enclosed to cover the filing fees. I850'00 I

D Payment by credit card. Form PTO-2038 is attached.

|Z The Director is hereby authorized to charge filing fees or credit any overpayment to Deposit Account Number: 06-1075 Order No.
003960-004

A duplicative copy of this form is enclosed for fee processing.

The invention was made by an agency of the United States Government or under a contract with an agency of the United States Government.
|E No.

D Yes, the name of the U.S. Govemment agency and the Government contract number are:

1/,

SIGNATURE é 4 ,Z : 2 4 4 4 LA Zy: Date September 16, 2005

REGISTRATION NO
TYPED or PRINTED NAME Alexander Shvarts (if appropriate) 47,943
TELEPHONE 212-596-9000

Docket Number:  SEC-3 PROV

USE ONLY FOR FILING A PROVISIONAL APPLICATION FOR PATENT

This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 8 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent

and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissi for P. ts, P.O. Box 1450, Alexandria, VA 22313-1450.

*_ ——
c This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c). 0—'&‘3 =
[/} - =0
: Express Mail Label No. EV615580501US S0 =3
—_— 2 - =
ﬁ e =
INVENTOR(S) o) =
Given Name (first and middle {if any]) Family Name or Sumame ) _ Residence - =
(City and either State or Foreign Country) -
Rick Orsini Flower Mound, TX 75028
Mark OHare Coto De Caza, CA 92679
Roger Davenport Campbell, TX 75422
Paras Traganos Lexington, MA 02421
Steve Winick Rosiyn Heights, NY 11577
Additional inventors are being named on the

IPR2025-01201
IBM v. Security First Innovations, LLC

IBM's Exhibit 1010

EX1010, Page 1



PATENTS
Attorney Docket No. SEC-3 Prov.

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
PROVISIONAL PATENT APPLICATION

Applicants : Rick Orsini, et al.

For : SECURE DATA PARSER METHOD AND SYSTEM

Mail Stop Provisional Application
Hon. Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

“EXPRESS MAIL” mailing label number EV615580501US

Date of Deposit: September 16, 2005

I hereby certify that this certification and the following
papers and fees:

1. Provisional Application Cover Sheet (in
duplicate);

2. Specification (333 pages);

3. Drawings (36 sheets);

4. Print EFS; and

5. Postcard receipt.

are being deposited with the United States Postal Service "Express
Mail Post Office to Addressee" service under 37 C.F.R. § 1.10 on
the date indicated above and are addressed to Mail Stop PROVISIONAL
PATENT APPLICATION, Hon. Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

EX1010, Page 2



Express Mail ‘Label No.;

EV615580501U0S
SEC-3 PROV
SECURE DATA PARSER METHOD AND SYSTEM
Field of the Invention
[0001] ' The present invention relates in general to a

system for securing data from unauthorized access or use.

5 - Background of the Invention

[0002] In today’s society, individuals and businesses
conduct an ever-increasing amount of activities on and
over computer systems. These computer systems,»including
proprietary and non-proprietary computer networks, are

10 often storing, archiving, and transmitting all types of X
o

=

‘sensitive information. Thus, an ever-increasing need
exists for ensuring data stored and transmitted over
these systems cannot be read or otherwise compromised.
[0003] One common solution for securing computer

15 systems is to provide login and password funcﬁiqnality.
However, password management has proven to be quite
costly with a large percentage of help desk calls
relating to password issues. Moreover, passwords provide
little security in that they are generally stored in a

20 file susceptible to inappropriate access, through, for

example, brute-force attacks.
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[0004]  Another solution for securing computer systems“
is to provide cryptographic infrastructures. '
Cryptography, in general, refers to protecting data by
trénsforming, or encrypting, it into an unreadable
format. Only those who possess the key(s) to the
encryption can decrypt the data into a ﬁseable format.
Cryptography is used to identify users, e.g.,
authentication, to allow access pri?ileges, e.g.,
authorization, to create digital certificates and
signatures, and the like. One popular cryptography
system ‘is a public key -system that uses two keys, a
public key known to everyone and a private key known only
to the individual or business owner thereof. Generally,
the data encrypted with oné key is decrypted with the
other and neither key is recreatable from the other.
[0005] Unfortunately, even the foregoing typical
public-key cryptographic systems are still highly reliant
on the user for security. For example, cryptographic
systems issue the private key to the user, for example,
through the user’s browser. Unsophisticated users then»
génerally store the private key on a hard drive
accessible to others through an open computer system,
such as, for example} the Internet. On the other hand,
users may choose poor names for files containing their
private key, such as, for example, “key.” The result of
the foregoing and other acts is to allow the key or keys
to be susceptible to compromise.

[0006] In addition to the foregoing compromises, a
user may save his or her private key on a computer system

configured with an archiving or backup system,
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potentially resulting in copies of the private keyA~.
traveling through multiple computer storage devices or
other systems. This security breach is often referred to
as “key migration.” Similar to key migration, many
applications provide access to a user’'s private key
through, at most, simple login and password access. As
mentioned in the foregoing, login and passWord access
often does not provide adequate security.

[0007] . One solution for increasing the security of the
foregoing cryptographic systems is to include biometrics
as part of the authentication or authorization.
Biometrics generally include measurable physical
characteristics, such as, for example, finger prints or
speechlthat can be checked by an automated system, such
as, for example, pattern matching or recognition of
finger print patterns or speech patterns. In such
systems, a user’s biometric and/or keys may be stored oh
mobile computing devices, such as, for example, a
smartcard, laptop, personal digital assistant, or mobile
phone, thereby allowing the biometric or keys to be
usable in a mobile enviroﬁment.

[0008] The foregoing mobile biometric cryptographic
system still suffers from a variety of drawbacks. For
example, the mobile user may lose or break the smartcard
or portable computing device, thereby having his or her
access to potentially important data entirely cut-off. |
Alternatively, a malicious person may steal the mobile
user’s smartcard or portable computing device and use it
to effectively steal the mobile user’s digital

credentials. On the other hand, the portable-computing
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device may be connected to an open system, such as the
Internet, and, like passwords, the file where the
biometric is stored may be susceptible to compromise

through user inattentiveness to security or malicious

intruders.

Summary of the Invention

[0009] Based on the foregoing, a need exists to
provide a cryptographic system whose security is
user-independent while still supporting mobiie users.
[0010] Accordingly, one aspect of the present
invention is to provide a method for securing virtuélly
any type of data from unauthorized access or use. The
method comprises one or more steps of parsing, splitting
and/or separating the data to be secured into two or more

parts or portions. The method also comprises encrypting

“the data to be secured. Encryption of the data may be

performed prior to or after the first parsing, splitting

and/or separating of the data. In addition, the

‘encrypting step may be repeated for one or more portions

of the data. Similarly, the parsing, splitting and/or
separating steps may be repeated for one or more portions.
of the data. The method also optionally comprises
storing the parsed, split and/or separated daﬁa that has
been encrypted in one location or in multiple locations.
This method also optionally comprises reconstituting or
re-assembling the secured data into its original form for
authorized access or use. This method may be

incorporated into the operations of any computer, server,
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engine or the like, that is capable of executing the
desired steps of the method.

[0011] ‘Another aspect of the present invention
provides a system for securing virtually any type of data
from unauthorized access or use. This system comprises a
data splitting module, a cryptographic handling module,
and, optionally, a data assembly module. The system'may,
in one embodiment, further comprise one or more data
storage facilities where secure data may be stored.

[0012] Accordingly, one aspect of the invention is to
provide a secure server, or trust engine, having
server-centric keys, or in other words, storing
cryptographic keys and user authentication data on a
server. According to thisvembodiment, a user accesses
the trﬁst engine in order to perform aufhentication and
cryptographic functions, such as, but not limited to, for
example, authentication, authorization, digital signing-
and generation, storage, and retrieval of certificates,
encryption,'notary—like and power-of-attorney-like
actions, and the like.

[0013] Another aspect of the invention is to pro#ide'a
reliable, or trusted, authentication process. Moreover,
subsequent to a trustworthy positive authentication, a
wide number of differing actions may be taken, from
providing cryptographic technology, to system or device
authorization and access, to permitting use or control of
one or a wide number of electronic devices.

[0014] Another aspect of the invention is to provide
cryptographic keys and authentication data in an

environment where they are not lost, stolen, or
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compromised, thereby advantageocusly avoiding a need to
continually reissue and manage new keys and
authentication data. According to another aspect of the

invention, the trust engine allows a user to use one key

‘pair for multiple activities, vendors, and/or

authentication requests. According to yet another aspect
of the invention, the trust engine performé at least one
step of cryptographic processing, suéh as, but not
limited to, encrypting, authenticating, or signing, on
the server side, thereby allowing clients or users to
possess only minimal computing resources.f

[0015] According to yet another aspect of the
invention, the trust engine includes one or multiple
depositories for étoring portions of each cryptographic
key and authentication data. The portions are created

through a data splitting process'that prohibits

" reconstruction without a predetermined portion from more

than one location in one depository or from multiple

depositories. According to another embodiment, the

‘multiple depositories may be geographically remote suchA

that a rogue employee or otherwise compromised system at
one depository will not provide access to a user’s key or

authentication data.

.[0016] According to yet another embodiment, the

authentication process advantageously allows the trust
engine toé process multiple authentication activities in
parallel. According to yet another embodiment, the trust
engine may advantageously track failed access attempts
and thereby limit the number of times malicious intruders

may attempt to subvert the system.
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[0017] According to yet another embodiment, the ‘trust
engine may include multiple instantiations where each
trust engine may predict and share processing loads with
the others. According to yet another embpdiment, the
trust engine may include a redundancy module for polling
a plurality of authentication results to ensure that more
than one system authenticates the user. | '
[0018] Therefore, one aspect of the invention includes
a secure cryptographic system, which may be remotely -
accessible, for storing data of any type, in¢1uding; but
not limited to, a plurality of private cryptographic keys
to be associated with a plurality of users. The
cryptographic system associates each-of'the'plurality of
users with one or'more different keys from the plurality
of private cryptographic keys and performs cryptographic
functions for each user using the associated one or more
different keys without releasing the plurality of private
cryptographic keys to the users. The cryptographic
system comprises a depository system having at least one
server which stores the data to be secured, such as a
plurality of private crypﬁographic keys and a plurality
of enrollment authentication data. Each»enrollhent
authentication data identifies one of multiple users and
each of the multiple users is associated with one or more
different keys from the plurality of private
cryptographic keys. The cryptographic system also may
comprise an authentication engine which compares
authentication data received by one of the multiple users
to enrollment authentication data corresponding to the

one of multiple users and received from the depésitory
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system, thereby producing an authentication result. The
cryptographic system also may comprise a cryptographic
engine which, when the authentication result indicates
proper identification of the one of the multiple users,
performs cryptographic functions on behalf of the one of
the multiple users using the associated one or more
differént keys received from the depository system. The
cryptographic system also may compriée a transaction
engine connected to route data from the multiple users to
the depository server system, the authentication engine,
and the cfyptographic engine.

[0019] Another aspect of the invention includes a
secure cryptographic system that is optionally remotely
accessible. The cryptographic system‘comprises a
depository system having at least one server which stores
at least one private key and any other data, such as, but
not limited to, a plurality of enrollment authentication
data, wherein each enrollment authentication data

identifies one of possibly multiple users. The

‘cryptographic system may also optionally comprise an

authentication engine which compares authentication data
received by users to enrollment authentication data
corresponding to the user and received from the
depository system, thereby producing an authentication
result. The cryptographic system also compriées a
cryptographic engine which, when the authentication
result indicates proper identification of the user,
performs cryptographic functions on behalf of the user
using at least said private key, which may be received

from the depository system. The cryptographic system may
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also optionally comprise a transaction engine connected
to route data from the users to other engines or systems
such as, but not limited to, the depository server
system, the authentication engine, and the cryptographic
engine. } .

[0020] Another aspect of the invention includes a
method of facilitating cryptographic functions. The
method comprises associating a user from multiple users
with one or more keys from a plurality of private
cryptographic keys stored on a secure location, such as a
secure server. The method also comprises receiving
authentication data from the user, and comparingvthe
authentication data to authentication data corresponding
to the user, theréby verifying the identity of the user.
The method also comprises utilizing the one or more keys
to perform cryptographic functions without releasing the
one or more keys to the user. |
[0021] Another aspect of the invention includes an
authentication system for uniquely identifying a user
through secure storage of the user’s enrollment
authentication data. The authentication system comprises
one or more data storage facilities, wherein eaéh data
storage facility includes a computer accessible storage
medium which stores at least one of portions 6f-
enrollment authentication data. The authentication
system also comprises an authentication engine which
communicates with the data storage facility or
facilities. The authentication engine comprises a data
splitting module which operates on the enrollment

authentication data to create portions, a data assembling
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module which processes the portions from at least one .of
the data storage facilities to assemble the enrollment
authentication data, and a data comparator module which

receives current authentication data from a user and

compares the current authentication data with the

assembled enrollment authentication data to determine
whether the user has been uniquely identified.

[0022] Another aspect of the invention includes &
cryptographic system. The cryptographic system comprises
one or more data storage facilities, wherein»each data
storage facility includes a computer accessible storage
medium which stores at least one portion of one-ore more
cryptographic keys. The cryptographic System also
comprises a cryptographic engine which communicates with
the data storage facilities. The cryptographic engine

also comprises a data splitting module which operate on

‘the cryptographic keys to create portions, a data

assembling module which processes the portions from at

least one of the data storage facilities to assemble the

‘cryptographic keys, and a cryptographic handling module

which receives the assembled cryptographic keys and
performs cryptographic functions therewith.

[0023] Another aspect of the invention includes a
method of'storing any type of data, including; but not
limited to, authentication data in geographically remote
secure data storage facilities thereby protecting the
data against composition of any individual data storage
facility. The method comprises receiving data at a trust
engine, combining at the trust engine the data with a

first substantially random value to form a first combined
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value, and combining the data with a second substantially
random value to form a second combined value. The method
comprises creating a first pairing of the first
substantially random value with the second combined
value, creating a second pairing of the first
substantially random value with the second substantially
random'value, and storing the first pairing in a first
secure data storage facility. The method comprises
storing the second pairing in a second secure data
storage facility remote from the first secure data
storage facility.

[0024] Another aspect of the invention includes a
method of'storing_any type of data, including, but nét
limited to, authentication data comprising receiving
data, ‘combining the data with a first set of bits to form
a second set of bits, and combining the data with a third
set of bits to form a fourth set of bits. The method
also comprises creating a first pairing of the first set
of bits with the third set of bits. The method also
comprises creating a second pairing of the first set of
bits with the fourth set 6f bits, and storing one of the
first and second pairings in a first computer accessible
storage medium. The method also comprises storing the
other of the first and second pairings in a second
computer accessible storage medium.

[0025] Another aspect of the invention includes a
method of storing cryptographic data in geographically
remote secure data storage facilities thereby protecting
the cryptographic data against comprise of any individual

data storage facility. The method comprises receiving
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cryptographic data at a trust engine, combining at the
trust engine the cryptographic data with a first
substantially random value to form a first combined
value, and combining the cryptographic data with a second
substantially random value to form a second combined
value. The method also comprises creating a first
pairing of the first substantially random value with the
second combined value, creating a second pairing of the
first substantially random value with the second
substantially random value, and storing the first péiring
in a first secure data storage facility. The method also
comprises storing the second pairing in a secure second
data storage facility remote from the first secure data
storage facility.

[0026] Another aspect of the invention includes a
method of storing cryptographic data comprising receiving
authentication data and combining the cryptographic data
With a first set of bits to form a second set of bits.
The method also comprises combining the cryptographic
data with a third set of bits to form a fourth set of
bits, creating a first pairing of the first set of bits
with the third set of bits, and creating a second pairing
of the first set of bits with the fourth set of bits.

The method also comprises storing one of the first and
second pairings in a first computer accessible storage
medium, and storing the other of the first and second
pairings in a second computer accessible storage medium.
[0027] Another aspect of the invention includes a
method of handling sensitive data of any type or form in

a cryptographic system, wherein the sensitive data exists
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in a useable form only during actions by authorized
users, employing the sensitive data. The method also
comprises receiving in a software module, substantially
randomized or encrypted sensitive data from a first
computer accessible storage medium, and receiving in the
software module, substantially randomized or encrypted
data which may or may not be sensitive daté, from one or
more other computer accessible storage medium. The
method also comprises processing the substantiélly
randomized pre-encrypted sensitive data and the
substantially randomized or encrypted data which may or
may not be sensitive data, in the software moduie ﬁo
assemble the sensitive data and émployiﬁg thé sensitive
data in a softwaré engine to perform an action. The
action includes, but is not limited to, one of
authenticating a user and performing a cryptographic
function.

[0028] Another aspect of the invention includes a
secure authentication system. The secure authentication
system comprises a plurality of authentication engines.
Each authentication enginé receives enrollment
authentication data designed to uniquely identify a user
to a degree of certainty. Each authentication engine
receives current authentication data to compafé-to the
enrollment authentication data, and each authentication
engine determines an authentication result. The'securei
authentication system also comprises a redundancy system
which receives the authentication result of at least two
of the authentication engines and determines whether the

user has been uniquely identified.
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Brief Description of the Drawings

[0029] The present invention is described in more

detail below in connection with the attached drawings,

thich are meant to illustrate and not to limit the

invention, and in which:
[0030]. FIGURE 1 illustrates a block diagram of a
cryptographic system, according to aspects of an

embodiment of the invention;

'[0031] © FIGURE 2 illustrates a block diagram of the

trust engine of FIGURE 1, according to aspects of an
embodiment of the invention;

[0032] 'FIGURE 3 illustrates a block diagram of the
transaction engine of FIGURE 2, according to aspects of
an embodiment of the invention;

[0033] FIGURE 4 illustrates a block diagram of the
depository of FIGURE 2, according to aspects of an
embodiment of the invention;

[0034] FIGURE 5 illustrates a block diagram of the

‘authentication engine of FIGURE 2, according to aspects

of an embodiment of the invention;

[0035] FIGURE 6 illustrates a block diagram of the
cryptographic engine of FIGURE 2, according to aspects of
an embodiment,of the invention;

[0036] FIGURE 7 illustrates a block diagram of a
depository system, according to aépects of another
embodiment of the invention;

[0037] FIGURE 8 illustrates a flow chart of a data
splitting process according to aspects of an embodiment

of the invention;
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[0038] FIGURE 9, Panel A illustrates a data flow of an
enroliment process according to aspects of an embodiment
of the invention; .

[0039] FIGURE 9, Panel B illustrates a flow chart of
an interoperability process according to aspects of an
embodiment of the invention; _ V

[0040] FIGURE 10 illustrates a data flow of an
authentication process according to aspects of an
embodiment of the invention;

[0041] FIGURE 11 illustrates a data flow of a signing
process according to aspects of an embodiment of the
invention; |
[0042] FIGURE 12 illustrates a data flow.and an.
encryption/decryption process according to aspects and
yet another embodiment of the invention;

[0043] FIGURE 13 illustrates a simplified block
diagram of a trust engine system according to aspects of
another embodiment of the invention;

[0044]  FIGURE 14 illustrates a simplified block
diagram of a trust engine system according to aspects of
another embodiment of the invention;

[0045] FIGURE 15 illustrates a block diagram of the
redundancy module of FIGURE 14, according to aspects of
an embodiment of the invention; | .

[0046] FIGURE 16 illustrates a process for evaluating
authentications according to one aspect of the invention;
[0047] | FIGURE 17 illustrates a process for aseigning a
value to an authentication according to one aspect as

shown in FIGURE 16 of the invention;
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[0048] FIGURE 18 illustrates a process for performing
trust'arbitrage in an aspect of the invention as shown in
FIGURE 17; and

[0049] FIGURE 19 illustrates a sample transaction

between a user and a vendor according to aspects of an

embodiment of the invention where an initial web based

contact leads to a sales contract signed by both parties.
[0050] FIGURE 20 illustrates a sample user system with
a cryptographic service provider module which provides
security. functions to a user system. » '
[0051] "FIGURE 21 illustrates a process for parsing,
splitting and/or separating.daté with encryptioh and
storage of the encryption master key_with the data.
[0052] FIGURE 22 illustrates a process for parsing,
splitting and/or separating data with encryption and
storing the encryption master key separately from the
data. . '

[0053] FIGURE 23 illustrates the intermediary key
process for parsing, splitting and/of separating data
with encryption and storage of the enéryption master key
with the data.

[0054] = FIGURE 24 illustrates the intermediary key
process for parsing, splitting and/or separating data
with encryption and storing the encryption mééter key
separately from the data.

[0055] FIGURE 25 illustrates utilization of the
cryptographic methods and systems of the present
invention with a small working group.

[0056] FIGURE 26 is a block diagram of an illustrative

physical token security system employing the securé data
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parser in accordance with one embodiment of the present
invention.

[0057] "FIGURE 27 is a block diagram of an illustrative
arrangement in which the secure data parser is integrated
into a system in accordance with one embodiment of the
present invention. -

[0058]. FIGURE 28 is a block diagram of an illustrative

~data in motion system in accordance with one embodiment

of the present invention.

[0059] - FIGURE 29 is a block diamgram of another
illustrative data in motion system in accordance with one
embodiment of the present invention.

[0060] 'FIGURE 30-32 are block diagrams of an
illustrative system having the secure data parser
integrated in accordance with one embodiment of the
present invention.

[0061] FIGURE 33 is a‘proceés flow diagram of an
illustrative process for parsing and splitting data in
accordance with one embodiment of the present invention.
[0062] FIGURE 34 is a process flow diagram of an
illustrative proceSs for festoring portions of data into
original data in accordance with one embodiment of the
present invention.

[0063] FIGURE 35 is a process flow diagram of an
illustrative process for splitting data at the bit level
in accordance with one embodiment of the present |

invention.

Detailed Description of the Invention
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[0064] One aspect of the present invention is to
provide a cryptographic system where one or more secure -
servers, or a trust engine, stores cryptographic keys and
user authentication data. Users access the functionality
of conventional cryptographic systems through network
access to the trust engine, however, the trust engine
does not release actual keys and other authentication
data and therefore, the keys and data remain secure.

This server-centric storage of keys and authentication
data provides for user-independent security,.portability,
availability, and straigﬁtforwardness.

[0065] Because users can be confident in, or truét,
the cryptographic system to perfbrm user and document
authentication and other cryptographic functions, a wide
variety of functionality may be incorporated into the
system. For example, the trust engine provider can
ensure against agreement repudiation by, for example,
authenticating the agreement participants, digitally

signing the agreement on behalf of or for the

‘participants, and storing a record of the agreement

digitally signed by each participant. In addition, the
cryptographic system may monitor agreements and determine.
to apply varying degrees of authentication, based on, for
example, price, user, vendor, geographic location, place
of use, or the like. '

[0066] " To facilitate a complete understanding of the
invention, the remainder of the detailed description
describes the invention with reference to the figures,
wherein like elements are referenced with like numerals

throughout.
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[0067] FIGURE 1 illustrates a block diagram of a
cryptégraphic system 100, according to aspects of an
embodiment of the invention. As shown in FIGURE 1, the
cryptographic system 100 includes a user system 105, a
trust engine 110, a certificate authority 115, and a
vendor system 120, communicating ﬁhrough a communication
link 125. | |
[0068] According to one embodiment of the invention,
the user system 105 comprises a conventional
general-purpose compﬁter having one or more
microprocessors, such as, for example, an Intel-based
processor. Moreover, the user system 105 includes an
appropriate operating system, such as, for example, én-
operating system éapable of including graphicé'or
windows, such as Windows, Unix, Linux, or the like. As
shown in FIGURE 1, the user system 105 may include a
biometric device 107. The biometric device 107 may
advantageously capture a user’s biometric and transfer
the captured biometric to the trust engine 110.

According to one embodiment of the invention, the
biometric device may advahtageously comprise a deviée
having attributes and features similar to those disclosed
in U.S. Patent Application No. 08/926,277, filed on
September 5, 1997, entitled "RELIEF OBJECT IMAGE
GENERATOR, ” U.S. Patent Application No. 09/558,634, filed
on April 26, 2000,-entit1ed "IMAGING DEVICE FOR A RELIEF
OBJECT AND SYSTEM AND METHOD OF USING THE IMAGE DEVICE,”
U.S. Patent Application No. 09/435,011, filed on November
5, 1999, entitled “"RELIEF OBJECT SENSOR ADAPTOR,” and
U.S. Patent Application No. 09/477,943, filed on January
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5, 2000, entitled “PLANAR OPTICAL IMAGE SENSOR AND SYSTEM
FOR GENERATING AN ELECTRONIC IMAGE OF A RELIEF OBJECT FOR
FINGERPRINT READING,” all of which are owned by the

instant assignee, and all of which are hereby

incorporated by reference herein.

[9069] In addition, the user system 105 may connect to .
the cohmunication link 125 through a conventional service
provider, such as, for example, a dial up, digital
subscriber line (DSL), cable modem, fiber connection, or
the like. According to another embodiment,-the user
system ‘105 connects the communication link 125 through
network connectivity such as, for ekample, a local or
wide area network. According to one embodiment, the
operating system includes a TCP/IP stack that handles all
incoming and outgoing message traffic passed over the
communication link 125.

[0070] Although the user syétem 105 is disclosed with
reference to the foregoing embodiments, the invention is

not intended to be limited thereby. Rather, a skilled

‘artisan will recognize from the disclosure herein, a wide

number of alternatives embodiments of the user system
105, including almost any computing device capable of
sending or receiving information from another computer
system. For example, the user system 105 may include,
but is not limited to, a computer‘workstation, an
interactive television, an interactive kiosk, a personal
mobile computing device, such as a digital assistant,
mobile phone, laptop, or the like, a wireless
communications device, a smartcard, an embedded computing

device, or the like, which can interact with the
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communication link 125. 1In such alternative systems;.the
operating systems will likely differ and be adapted for -
the particular device. However, according to one
embodiment,.the operating systems advantageously continue
to provide the appropriate communications protocols
needed to establish communication with the communication
link 125. '

[0071] FIGURE 1 illustrates the trust engine 110.
According to one embodiment, the trust engine 110
comprises one or more secure servers for accessing and
storing sensitive informétion, which may be any type or
form of data, such as, but not limited to text,Aaudio,
video, user authentication data and public ‘and privaﬁe-
cryptographic keys. According to one embodimént, the
authentication data includes data designed to uniquely
identify a user of the cryptographic system 100. For
example, the authentication data may include a user
identification number, one or more biometrics, and a
series of questions and answers generated by the trust
engine 110 or the user, but answered initially by the
user at enrollment. The foregoing guestions may inolude
demographic data, such as place of birth, address,
anniversary, or the like, personal data, such as mother’s
maiden name, favorite ice cream, or the like, or other
data designed to uniquely .identify the user. The trust
engine 110 compares a user’s authentication data '
associated with a current transaction, to the
authentication data provided at an earlier time, such as,
for example, during enrollment. The trust engine 110 may

advantageously require the user to produce the
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authentication data at the time of each transaction, or,
the trust engine 110 ﬁay advantageously allow the user to
periodically produce authentication data, such as at the
beginning of a string of transactions or the logging onto
a particular vendor website.

[0072] According to the embodiment where the user
produces biometric data, the user provides a physical
characteristic, such as, but not limited to, facial scan,
hand scan, ear scan, iris scan, retinal scan, vascular
pattern, DNA, a fingerprint, writing or speeéh, to the
biometric device 107. The biometric device
advantageously produces an -electronic pattern, or
biometric, of the physical characteristic. The
electronic pattern is transferred through the user system
105 to the trust engine 110 for either enrollment or

authentication purposes.

. [0073] Once the user produces the‘appropriate

authentication data and the trust engine 110 determines a

positive match between that authentication data (current

‘authentication data) and the authentication data providéd

at the time of enrollment (enrollment authentication
data), the trust engine 110 provides the user with
complete cryptographic functionality; For example, the
properly éuthenticated user may advantageously employ the
trust engine 110 to perform hashing, digitally signing,
encrypting and decrypting (often together referred to
only as encrypting), creating or distributing digital
certificates, and the like. However, the private

cryptographic keys.used in the cryptographic functions
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will not be available outside the trust engine 110,
thereby ensuring the integrity of the cryptographic keys.
[0074] 'According to one embodiment, the trust engine
110 generates and stores cryptographic keys. According
to another embodiment, at least one cryptographic key is
associated with each user. Moreoﬁér, when the
cryptographic keys include public-key technology, each
private key associated with a user is generated within,
and not released from, the trust engine 110. Thus, so
long as the user has access to the trust engine 110, the
user may perform cryptographic functions using his or her
private or public key. Such remote access advantageously
allows users to remain completely mobile and éccess |
cryptographic functionality through practicaliy any
Internet connection,‘such as cellular and satellite
phones, kiosks, laptops, hotel rooms and the like.

[0075] According to another.embodiment, the trust
engine 110 performs the cryptographic functionality using
a key pair generated for the trust engine 110. According
to this embodiment, the trust engine 110 first
authenticates the usef, ahd after the user has propérly
produced authentication data matching the enroilment
authentication data, the trust engine 110 uses its own.
cryptographic key pair to perform cryptographic. functions
on behalf of the authenticated user.

[0076] A skilled artisan will recognize from the
disclosure herein that the cryptographic keys may
advantageously include some or all of symmetric keys,
public keys, and private keys. In addition, a skilled

artisan will recognize from the disclosure herein that
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the foregoing keys may be implemented with a wide number
of algorithms available from commercial technologies,
such as, for example, RSA, ELGAMAL, or the like.
[0077] FIGURE 1 also illustrates the certificate
authority 115. According to one embodiment, the
certificate authority 115 may advantageously comprise a
trusted third-party organization or company that issues
digital certificates, such as, for ekample, VeriSign,
Baltimore, Entrust, or the like. The trust englne 110
may advantageously transmlt requests for digital
certificates, through one or more conventional dlgital
certificate protocols, such as, for example, PKCS10, to
the certificate authority 115. In response, the
certificate authority 115 will issue a digital
certificate in one or more of a number of differing
protocols, such as, for example, PKCS7. According to one
embodiment of the invention, the trust engihe 110
requests digital certificates from several or all of the

prominent certificate authorities 115 such that the trust

engine 110 has access to a d191ta1 certificate

corresponding to the certificate standard of any
requesting party. _

[0078] According to another embodiment, the trust
engine 110 internally performs certificate iséuances. In
this embodiment, the trust engine 110 may access a
certificate system for generating certificates and/or may
internally generate certificates when they are requested,
such as, for example, at the time of key generation or in

the certificate standard requested at the time of the
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reéuest. The trust engine 110 will be disclosed in
greatér detail below.

[0079] FIGURE 1 also illustrates the vendor system
120. According to one embodiment, the vepdor system 120
advantageously comprises a Web server. Typical Web
servers generally serve éohtent over the Internet ﬁsing
one of several internet markup languages or document -
format standards, such as the Hyper-Text Markup Language
(HTML) or the Extensible Markup Language (XML). The Web

server accepts requests from browsers like Netscape and

- Internet Explorer and then returns the-appropriate

electronic documents. A number of server or client-side
technologies can be used to incréaée the power of the Web
server beyond itslability to deliver standard electronic
documents. For example, these technologies'inciude
Common Gateway Interface (CGI) scripts, Secure Sockets
Layer (SSL) security, and Active Server Pages (ASPs).

The vendor system 120 may advantageously provide -
electronic content relating to commercial, personal,
educational, or other transactions. '

[0080] Although theuvendor system 120 is disclosed
with reference to the foregoing embodiments, the
invention is not intended to be limited thereby. Réther,
a skilled artisan will recognize from the diséiosure
herein that the vendor system 120 may advantageously
comprise any of the devices described with reference to
the user system 105 or combination thereof.

[0081] FIGURE 1 also illustrates the communication
link 125 connecting the user system 105, the trust engine

110, the certificate authority 115, and the vendor system
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120. According to one embodiment,fthe'communication»link
125 preferebly comprises the Internet. The Internet, as
used throughout this disclosure is a global network of
computers. The structure of the Internet, which is well
known to those of ordinary skill in the art, includes a
network backbone with networks brenching from the
backbohe. These branches, in turn, have networks
branching from them, and so on. Routers move information
packets between network levels, and then from network to
network, until the packet reaches the neighborhood of its
destination. From the destination, the destination
network’s host directs the information packet to the
appropriate terminal, or node. In one advantageous |
embodiment, the Internet reuting hubs comprise domain
name system (DNS) servers using Transmission Control
Protocol/Internet Protocol (TCP/IP) as is well known in
the art. The routing hubs conﬁect to one or more other.
routing hubs via high-speed communication links.

[0082] One popular part of the Internet is the World
Wide Web. The World Wide Web contains different
computers, which store doeuments capable of_displaying
graphical and textual information. The computers that
provide information on the World Wide Web are typically
called “websites.” A website is defined by an Internet
address that has an associated electronic page. The
electronic page can be identified by a Uniform Resource
Locator (URL). Generally, an electronic page is a
document that organizes the presentation of text,

graphical images, audio, video, and so forth.

EX1010, Page 28



10

15

20

25

30

- 27 -

[0083] Although the communication link 125 is .
disclosed in terms of its preferred embodiment, one of
ordinary skill in the art will recognize from the
disclosure herein that the communication link 125 may
include a wide range of interactive communications links.
For example, the communication link 125 may include
interactive television networks, telephone networks,
wireless data transmission systems, two-way cable
systems, customized pfivate or public computer networks,
interactive kiosk networks, automatic teller machine
networks, direct links,véatellite or cellular networks,
and the like. |

[0084] FIGURE 2 illustrates a block diagram of the

" trust engine 110 of FIGURE 1 according to aspects of an

embodiment of the invention. As shown in FIGURE 2, the
trust engine 110 includes a transaction engine 205, a
depository 210, an authentication engine 215, and a
cryptographic engine 220. According to one embodiment of
the invention, the trust engine 110 also includes mass
storage 225. As further shown in FIGURE 2, the
transaction engine 205 communicates with the depository
210, the authentication engine 215, and the cryptographic
engine 220, along with the mass storage 225. 1In
addition, the depository 210 communicates with the
authentication engine 215, the cryptographic engine 220,
and the mass storage 225. Moreover, the authentication
engine 215 communicates with the cryptographic engine
220. According to one embodiment of the invention, some
or all of the foregoing communications may advantageously

comprise the transmission of XML documents to IP
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addresses that correspond to the receiving device. ' As
mentioned in the foregoing, XML documents advantageously
allow designers to create their own customized document
tags, enabling the definition, transmission, validation,
and interpretation of data between applications and
between organizations. Moreover, some or all of the
foregoing communications may include conventional SSL-
technologies.

[0085] - According to one embodiment, the transaction
engine 205 comprises a data routing device, such as a
conventional Web server available from Netscape,
Microsoft, Apache, or the like. For example, the Wéb
server may advantageously receive incOmihg data from the
communication link.125. Accérding to one embodiment of
the invention, the incoming data is addressed to a
front-end security system for the trust engine 110. For
example, the front-end security system may advantageously
include a firewall, én intrusion detection system
searching for known attack profiles, and/or a virus
scanner. After clearing the front-end security system,
the data is received by the transaction engihe 205 and
routed to one of the depository 210, thevauthehtication
engine 215, the cryptographic engine 220, and the mass .
storage 225. In addition, the transaction engine 205-
monitors incoming data from the authentication engine 215
and cryptographic engine 220, and routes the data to
particular systems through the communication link 125.
For example, the transaction engine 205 may
advantageously route data to the user system 105, the

certificate authority 115, or the vendor system 120.
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[0086]  According to one embodiment, the data is routed
using conventional HTTP routing techniques, such as, for
example, employing URLs or Uniform Resource Indicators
(URIs). URIs are similar to URLs, however, URIs
typically indicate the source of files or actions, such
as, for example, executables, scripts, and the like.
Therefére, according to the one embodiment, the user
system 105, the certificate authority 115, the vendor
system 120, and the components of the trust engine 210,
advantageously include sufficient data within
communication URLs or URIs for the transaction engine 205
to properly route data throughout the cryptographic
system.

[0087] Although the data routing is disclosed with
reference to its preferred embodiment, a skilled artisan

will recognize a wide number of possible data routing

" solutions or strategies. For example, XML or other data

packets.may advantageously be unpacked and recognized by

their format, content, or the like, such that the

‘transaction engine 205 may properly route data throughont

the trust engine 110. Moreover, a skilled artisan will
recognize that the data routing may advantageously be
adapted to the data transfer protocols conforming to
particulaf network systems, such as, for example, when
the communication link 125 comprises a local network.
[0088] - According to yet another embodiment of the
invention, the transaction engine 205 includes
conventional SSL encryption technologies, such that the
foregoing systems may authenticate themselves, and

vise-versa, with transaction engine 205, during
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particular communications. As will be used throughout
this disclosure, the term “¥% SSL” refers to
communications where a server but not necessarily the
client, is SSL authenticated, and the term’“FULL SsL”
refers to communications where the client and the server
are SSL authenticated. When the instant disclosure uses
the term “SSL”, the communication may compfise»% or FULL
SSL. |

[0089] As the transaction engine 205 routes data to
the various components of the cryptographic system 100,
the transaction engine 205 may advantageoUsly create an
audit trail. According to one embodiment, the audit
trail includes a record of at least the-type and format
of data routed by the transaction engine 205 throughout
the cryptographic system 100. Such audit data may
advantageously be stored in the mass storage 225. '
[0090]. FIGURE 2 also illustrates the deﬁository 210.
According to one embodiment, the depository 210 comprises

one or more data storage facilities, such as, for

‘example, a directory server, a database sexrver, or the

like. As shown in FIGURE 2, the depository 210 stores
cryptographic keys and enrollment authentication data.
The cryptographic keys may advantageously correspond to
the trust engine 110 or to users of the cryptographic
system 100, such as the user or vendor. The enrollment
authentication data may advantageously include data
designed to uniquely identify a user, such as, user ID,
passwords, answers to questions, biometric data, or the
like. This enrollment authentication data may

advantageously be acquired at enrollment of a user or
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another alternative later time. For example, the trﬁst
enginé 110 may include periodic or other renewal or
reissue of enrollment authentication. data.

[0091] According to one embodiment, the communication
from the transaction engine 205 to and from the
authentication engine 215 and the éryptographic engine
220 comprises secure communication, such aé, for example
conventional SSL technology. In addition, as mentioned
in the foregoing, the data 6f the communications to and
from the depository 210 may be transferred using URLS,
URIs, HTTP or XML documeﬁts, with any of the foregoing
advantageously having data requests and formats embédded
therein. | | |
[0092] As mentioned above; the depository 210 may
advantagebusly comprises a plurality of secure data
storage facilities. In such an embodiment, the secure
data storage facilities may be configured such that;jL_.
compromise of the security in one individual data storage
facility will not compromise the cryptographic keys or
the authentication data stored therein. For example,
according to this embddimént, the cryptographic keyé and
the authéntication data are mathematically operéted on so
as to statistically and substantially randomize the data
stored in each data storage facility. According”to one
embodiment, the randomization of the data of an
individual data storage facility renders that data
undecipherable. Thus, compromise of an individual data
storage facility producés only a randomized

undecipherable number and does not compromise the
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security of any cryptographic keys or the authenticatiohi
data as a whole. .

[0093] FIGURE 2 also illustrates the trust engine 110
including the authentication engine 215. According to
one embodiment, the authentication engine 215 comprises a
data comparator Configured to compare data from the
transaction engine 205 with data from the depository 210.
For example, during authenticationm, é user supplies
current authentication data to the trust engine 110 such
that the transaction engine 205 receives the current
authentication data. As mentioned in the foregoing, the
transaction engine 205 recognizes the data requests,
preferably in the URL or URI, and routes the
authentication data to the authentication engine 215.
Moreover, upon request, the depository 210 forwards
enrollment authentication data corresponding to the user
to the authentication engine 215. Thus, thé
authentication engine 215 has both the current

authentication data and the enrollment authentication

‘data for comparison.

[0094] 'According to one embodiment, the communications
to the authentication engine comprise secure
communications, such as, for example, SSL technology.
Additionaily, security can be provided within the truét
engine 110 components, such as, for example,'
super-encryption using public key technologies. For
example, according to one embodiment, the user encrypts
the current authentication data with the public key of
the authentication engine 215. In addition, the

depository 210 also encrypts the enrollment

EX1010, Page 34



10

15

20

25

30

- 33 -

authentication'data with the public key of the g
authentication engine 215. 1In this way, only the
authentication engine’s private key can be used to
decrypt the transmissions. :

[0095] As shown in FIGURE 2, the trust engine 110 also
includes the cryptographic‘engine~220. According to one

embodiment, the cryptographic engine comprises a

cryptographic handling module, configured to

advantageously provide convéntional cryptographic
functions, such as, for eXample, public-key A
infrastructure (PKI) funEtionality. For example, the
cryptographic engine 220 may advantageously issue public
and private keys for users of the cryptdgraphic systém-
100. 1In this manner, the crthographic keys afe
generated at the Cryptographic engine 220 and forwarded
to the depository 210 such that at least the private
cryptographic keys are not available outside of the truét
engine 110. According to another embodiment, the
cryptographic engine 220 randomizes and splits at least
the private cryptographic key data, thereby storing only
the randomized split déta! Similar to the splitting of
the enrollment authentication data, the splittihg process
ensures the stored keys are not available outside the
cryptographic engine 220. According to anothér»' ’_
embodiment, the functions of the cryptographic engine can
be combined with and performed by the authentication |
engine 215.

[0096] According to one embodiment, communications to
and from the cryptographic engine include secure

communications, such as SSL technology. In addition, XML
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documents may advantageously be employed to transfer data
and/or make cryptographic function requests.

[0097] FIGURE 2 also illustrates the trust engine 110
having the mass storage 225. As mentioned in the
foregoing, the transaction engine 205 keeps data
corresponding to an audit trail and stores such data in
the mass storage 225. Similarly, according to one
embodiment of the invention, the depository 210 keeps
data corresponding to an audit trail and stores such data
in the mass storage device 225. The depository audit
trail data is similar toFthat of the transaction engine
205 in that the audit trailvdate comprises a record of'
the requests received by the depository'210 and the
response thereof.v In addition, the mass storage 225 may
be used to store digital certificates having the public
key of a user contained therein. '

[0098] Although the trust engine 110 is disclosed with
reference to its preferred and alternative embodiments,

the invention is not intended to be limited thereby.

‘Rather, a skilled artisan will recognize in the

disclosure herein, a wide number of alternatives for the
trust engine 110. For example, the trust engine 110, may
advantageously perform only authentication, or
alternatiyely, only some or all of the cryptographic
functions, such as data encryption and decryption.
According to such embodiments, one of the authentication
engine 215 and the cryptographic engine 220 may
advantageously be removed, thereby creating a more
straightforward design for the trust engine 110. In.

addition, the cryptographic engine 220 may also
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communicate with a certificate authority such that the
certificate authority is embodied within the trust engine
110. According to yet another embodiment, the trust
engine 110 may advantageously perform authentication and
one or more cryptographic functions, such as, for
example, digital signing. |

[0099]' FIGURE 3 illustrates a block diagram of the
transaction engine 205 of FIGURE 2, according to aspects
of an embodiment of the invention. According to this
embodiment, the transaction engine 205 comprises an
operating system 305 having a handling thread and a
listening thread. The operating system 305 may
advantagebusly be similar to those found in conventidnal
high vqlume servers, such as; for exaﬁple, WebAservers
available from Apaché. The listening thread monitors the
incoming communication from one of the communication link
125, the authentication engine-215, and the cryptographic
engine 220 for incoming data flow. The handling thread
recognizes particular data structures of the incoming
data flow, such as, for example, the foregoing data
structures, thereby rdutihg the incoming data to oné of
the communication link 125, the depository 210; the
authentication engine 215, the cryptographic engine 220,
or the mass storage 225. As shown in FIGURE 3, the
incoming and outgoing data may advantageously be secured
through, for example, SSL technology. _ |
[0100] FIGURE 4 illustrates a block diagram of the
depository 210 of FIGURE 2 according to aspects of an
embodiment of the invention. According to this

embodiment, the depository 210 comprises one or more
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lightweight directory access protocol (LDAP) servers. .
LDAP directory servers.are available from a wide variety
of manufacturers such as Netscape, ISO, and others.
FIGURE 4 also shows that the directory server preferably
stores data 405 corresponding to the cryptographic keys
and data 410 corresponding to the enrollment
authentication data. According to one embbdiment, the
depository 210 comprises a single logical memory
structure indexing authentication data and cryptographic
key data to a unique user ID. The single logical mémory
structure preferably inciudes mechanisms to ensure a high
degree of trust, or security, in the data stored thérein.
For example, the physical location of the depository 210
may advantageouslyvinclude a wide number of conventional
security measures, such as limited employee access,
modern surveillance systems, and the like. In addition
to, or in lieu of, the physical securities, the computer
system or server may advantageously include software

solutions to protect the stored data. For example, the

depository 210 may advantageously create and store data

415 corresponding to an audit trail of actions taken. 1In
addition, the incoming and outgoing communications may
advantageously be encrypted with public key encryption
coupled with conventional SSL technologies.

[0101] According to another embodiment, the depository
210 may comprise distinct and physically separated data
storage facilities, as disclosed further with reference
to FIGURE 7.

[0102] FIGURE 5 illustrates a block diagram of the

authentication engine 215 of FIGURE 2 according to
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aspects of an embodiment of the invention. Similar to
the tfansaction engine 205 of FIGURE 3, the
authentication engine 215 comprises an operating system
505 having at least a listening and a hanqling thread of
a modified version of a conventional Web server, such as,
for example, Web servers aVailable from Apache. As shown
in FIGURE 5, the authentication engine 215-inc1udes '
access to at least one private key 510. The private key
510 may advantageously be used for example, to decrypt

data from the transaétion’engine 205 or the depositbry

© 210, which was encryptedﬁwith a corresponding public key

of the authentication engine 215. o
[0103] FIGURE 5 also illustrates the-authenticatioh
engine 215 compriéing a comparator 515, a data splitting
module 520, and a data assembling module 525. According
to the preferred embodiment of the invention, the
comparator 515 .includes technology capable of comparing‘
potentially complex patterns related to the foregoing
biometric authentication data. The téchnology may
include hardware, software, or combined solutions for
pattern comparisons, such és, for example, those -
representing finger print patterns or Qoice patﬁerns. Ih
addition, according to one embodiment, the comparator 515
of the authentication engine 215 may advantagébuSIy
compare conventional hashes of documents in order to
render a comparison result. According to one embodiment'
of the invention, the comparator 515 includes the
application of heuristics 530 to the comparison. The
heuristics 530 may advantageously address circumstances

surrounding an authentication attempt, such as, for

EX1010, Page 39



10

15

20

25

- 38 -

example, the time of day, IP address or subnet mask,
purchasing profile, email address, processor serial
number or ID, or the like.

[0104] Moreover, the nature of biometric data
comparisons may result in varying degrees of confidence
being produced from the matching of current biometric
authenfication data to enrollment data. For example,
unlike a traditional password which may only return a
positive or negative match, a fingerprint may be
determined to be a partial match, e.g. a 90% match, a 75%
match, or a 10% match, rather than simply being correct
or incorrect. Other biometric identifiers such as voice
print analysis or face recognition may share this
property of probabilistic éuthentication, rather than
absolute authentication.

[0105] When working with such probabilistic

authentication or in other cases where an authentication

is considered less than absolutely reliable, it is

desirable to apply the heuristics 530 to determine

"whether the level of confidence in the authentication

provided is sufficiently high to authenticate the
transaction which is being made.

[0106] It will sometimes be the case that the
transactién at issue is a relatively low value
transaction where it is acceptable to be authenticated to
a lower level of confidence. This could include a
transaction which has a low dollar value associated with
it (e.g., a $10 purchase) or a transaction with low risk

(e.g., admission to a members-only web site).
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[0107] Conversely, for authenticating other K
transactions, it may be desirable to require a high
degree of'chfidence in the authentication before
allowing the transaction to proceed. Such transactions
may include transactions of large dollar value (e.g.,
signing a multi-million dollar supply contract) or
transaction with a high risk if an impropef
authentication occurs (e.g., remotely logging onto a
government computer). ‘

[0108] The use of the heuristics 530 in chbination
with confidence levels and transactions values may be
used as will be described below to allow the compaﬁator
to provide a dynamic context-sensitive authentication
system. |

[01089] According to another embodiment of the
invention, the comparator 515 may advantageously track
authentication attempts for a particular transaction.
For example, when a transaction fails, the trust engine
110 may request the user to re-enter his or her current
authentication data. The comparator 515 of the
authentication enginev215.may advantageously'employ an
attempt limiter 535 to limit the number of authentication
attempts, thereby prohibiting brute-force attempts to
impersonate a user’s authentication data. Acéording to
one embodiment, the attempt limiter 535 comprises a
software module monitoring transactions for repeating
authentication attempts and, for example, limiting the
authentication attempts for a given transaction to three.
Thus, the attempt limiter 535 will limit an automated

attempt to impersonate an individual’s authentication
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data to, for example, simply three “guesses.” Upon:three
failufes, the attempt limiter 535 may advantageously deny
additional authentication attempts. Such denial may

advantageously be implemented through, for example, the

comparator 515 returning a negative result regardless of

the current authentication data being transmitted. On
the other hand, the transaction engine 205.may
advantageously block any additional éuthentication
attempts pertaining to a transaction in which three
attempts have previoﬁsly failed. ,
[0110] The’authenticaéion engine 215 also includes the
data splitting module 520 and the data assemblihg mbdulé
525. The data splitting module 520 advahtageously
comprises a softwaie, hardware, or combination module
having the ébility to mathematically operate on various

data so as to substantially randomize and split the data

'~ into portions. According to one embodiment, original

data is not recreatable from an individual portion. The

data assembling module 525 advantageously comprises a

‘software, hardware, or combination module configured to

mathematically operate on the foregoing substantially
randomized portions, such that the combination thereof
provides the original deciphered data. According to one
embodimenﬁ, the authentication engine 215 empioys'the
data splitting module 520 to randomize and split
enrollment authentication data into portions, and employs
the data assembling module 525 to reassemble the portions
into usable enrollment authentication data.

[0111] FIGURE 6 illustrates a block diagram of the
cryptographic engine 220 of the trust engine 200 of
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FIGURE 2 according to aspects of one embodiment of the
invention. Similar to the transaction engine 205 of
FIGURE 3, the cryptographic engine 220 comprises an
operating syétem 605 having at least a listening and a
handling thread of a modified version of a conventional
Web server, such as, for example, Web servers available
from Apache. As shown in FIGURE 6, the cryptographic'
engine 220 comprises a data splitting module 610 and a
data assembling module 620 that function similar to those
of FIGURE 5. However, acCording‘to one embodiment, the
data splitting module 610 and the data assembling module
620 process cryptographic key data, as opposed to the
foregoing-enrollment authentication data. Although, a
skilled artisan will recognize from the disclosure herein
that the data splitting module 910 and the data.splitting
module 620 may be combined with those of the

‘authentication engine 215.

[0112]  The cryptographic engine 220 also comprises a
cryptogréphic handling module 625 configured to perform
one, some or all of a wide number of cryptographic
functions. According to one embodiment, the
cryptographic handling module 625 may éomprise Software.
modules or programs, hardware, or both. .According to
another embodiment, the cryptographic handling module 625
may perform data comparisons, data parsing, data
splitting, data separating, data hashing, data encryption
or decryption, digital signature verification or
creation, digital certificate generation, storage, or
requests, cryptographic key generation, or the like.

Moreover, a skilled artisan will recognize from the
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disélosure herein that the cryptographic handling module
825 may advantageously'comprises a public-key
infrastructure, such as Pretty Good Privacy (PGP), an
RSA-based public-key system, or a wide number of
alternative key management systems. In addition, the
cryptographic handling module 625 may perform public-key
encryption, symmetric-key encryption, or both. In
addition to the foregoing, the cryptégraphic handling
module 625 may include one or more computer programs or
modules, hardware, or both, for implementing‘seamleés,
transparent, interoperability functions.

[0113] A skilled artisan will also recognize‘from the
disclosure herein that the cryptographic functionality:
may include a wide.number or variety of functions
generally relating to cryptographic key management
systems.

[0114] FIGURE 7 illustrates a simplified'block diagram
of a depository system 700 according to aspects of an

embodiment of the invention. As shown in FIGURE 7, the

depository system 700 advantagédusly comprises multiple

data storage facilities, for example, data storage
facilities D1, D2, D3, and D4. However, it is readily
understood by those of ordinary skill in the art that the
depository system may have only one data storége’
facility. According to one embodiment of the invention,
each of the data storage facilities D1 through D4 may
advantageously comprise some or all of the elements
disclosed with reference to the depository 210 of FIGURE
4. Similar to the depository 210, the data storage

facilities D1 through D4 communicate with the transaction
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engine 205, the authentication engine 215, and the
cryptégraphic engine 220, preferably through conventional
SSL. Communication links transferring, for example, XML
documents. Communications from the transgction engine
205 may advantageously include requests for data, wherein
the request is advantageously broadcast to the IP address
of each data storage facility D1 through D4. On the -
other hand, the transaction engine 205 may broadcast
requests to particular data storage facilities based on a
wide number of critéfia, such as, for examplg, respbnse
time, server loads, mainEenance schedules, or the like.
[0115] In response to requests for data from thé |

transaction engine 205, the depoéitory System 700

- advantageously forwards stored data to the authentication

engine 215 and the cryptographic engine 220. The
respective data assembling modules receive the forwarded
data and assemble the data into useable formats. On’thé
other hand, communications from the authentication éngine
215 and the cryptographic engine 220 to the data storage
facilities D1 through .D4 may include the transmission of
sensitive data to be storéd. For example, aécording to
one embodiment, the authentication engine 215 and the
cryptographic engine 220 may advantageously employ their
respective data splitting modules to divide sénsitive
data into undecipherable portions, and then transmit one

or more undecipherable portions of the sensitive data to

~ a particular data storage facility.

[0116] According to one embodiment, each data storage
facility, D1 through D4, comprises a separate and

independent storage system, such as, for example, a
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dirécto:y server. According to another embodiment of the
invention, the depositbry system 700 comprises multiple
geographically separated independent data storage
systems. By distributing the sensitive data into
distinct and. independent storage facilities D1 through
D4, some or all of which may be advantageously
geograﬁhically separated, the depository system 700
provides redundancy along with additional security

measures. For example, according to one embodiment, only

‘data from two of the multiple data storage fécilities, D1

through D4, are needed to decipher and reassemble the
sensitive data. Thus, as many as two of the four data
storage facilities D1 through D4 may be inoperative due
to maintenance, system failure, power failure, or the
like, ‘without affecting the functionality of the trust
engine 110. In addition, because, according to one
embodiment, the data stored in‘each data storage facility
is randomized and undecipherable, compromise of any

individual data storage facility does not necessarily

‘compromise the sensitive data. Moreover, in the

embodiment having geographical separation of the data
storage facilities, a compromise of multiple
geographically remote facilities becomes increasingly
difficult. In fact, even a rogue employee will be
greatly challenged to subvert the needed multiple
independent geographically remote data storage
facilities. _

[0117] Although the depository system 700 is disclosed
with reference to its preferred and alternative

embodiments, the invention is not intended to be limited
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thereby. Rather, a skilled artisan will recognize from
the disclosure herein, a wide number of alternatives for
the depositqry system 700. For example, the depository
system 700 may comprise one, two or more data storage
facilities. In addition, sensitive data may be
mathematically operated such that.portions from two or
more data storage facilities are needed to'reassemblé and
decipher the sensitive data.

[0118] - As mentioned in the foregoing, the
authentication engine'ZlS and the cryptographic engine
220 each include a data éplitting module 520 and 610,
respectively, for splitting any type or form of'sensitiVe
data, such as, for example, text; audio, video, the
authentication daté and the éryptographic key data.
FIGURE 8 illustrates a flowchart of a data splitting
process 800 performed by the data splitting module
according to aspects of an embodiment of the invention.
As shown in FIGURE 8, the data splitting process 800
begins at step 805 when sensitive data "“S” is received by
the data splitting module of the authentication engine
215 or the cryptographic éngine 220. Preferably, ih step
810, the data splitting module then generates a
substantially random number, value, or string or set of
bits, “A.” For example, the random number A hay be
generated in a wide number of varying conventional
techniques available to one of ordinary skill in the art,
for producing high quality random numbers suitable for
use in cryptographic applications. In addition,
according to one embodiment, the random number A

comprises a bit length which may be any suitable length,
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such as shorter, longer or equal to the bit length of the
sensitive data, S. '

[0119] inladdition, in step 820 the data splitting
process 800 generates another statistically random number
“C.” According to the preferred embodiment, -the
generation of the statistically rahdom numbers A and C
may advantageously be done in parallel. The data .
splitting module then combines the numbers A and C with
the sensitive data S'such that new numbers “B” and “D”
are generated. For éXample, number B may comprise the
binary combination of A,kOR S and number D may comprise
the binary combination of C XOR S. The XOR funétidn, or
the “exclusive-or” function, is well known to those of
ordinary skill inAthe art. The foregoing combihations
preferably occur in Steps 825 and 830, respéctively, and,
according to one embodiment, the foregoing combinations
also occur in parallel. The data splitting process 800v
then proceeds to step 835 where the random numbers A and
C and the numbers B and D are paired such that none of -
the pairings contain sufficient data, by themselves, to
reorganize and deciphef thé original sensitive data-S.
For example, the numbers may be paired as follows: AC,
AD, BC, and BD. According to one embocdiment, each of the
foregoing pairings is distributed to one of the_-
depositories D1 through D4 of FIGURE 7. According to
another embodiment, each of the foregoing pairings is
randomly distributed to one of the depositories D1
through D4. For examplé, during a first data splitting
process 800, the pairing AC may be sent to depository D2,

through, for example, a random selection of D2’s IP
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address. Then, during.a second data splitting process |
800, the pairing AC may be sent to depository D4, V
through, for example, a random selection of D4’s IP
address. 1In addition, the pairings may all be stored on
one depository, and may be stored in separate locations
on said depository.

[0120]' Based on the foregoing, the data splitting
process 800 advantageously places portions of the
sensitive data in each of the four data storage
facilities D1 through D4, such that no single data
storage facility D1 through D4 includes sufficient
encrypted data to recreate the original sensitive data S.
As mentioned in the foregoing, such randomization of the
data into individually unuéable encrypted portions
increases security and provides for maintained trust in
the data even if one of the data storage facilities, D1
through D4, is compromised. |

[0121] Although the data splitting process 800 is

disclosed with reference to its preferred embodiment, the

"invention is not intended to be limited thereby. Rather

a skilled artisan will recognize from the disclosure
herein, a wide number of alternatives for the data
splitting process 800. For example, the data splitting
process méy advantageously split the data into two |
numbers, for example, random number A and number B and,
randomly distribute A and B through two data storage
facilities. Moreover, the data splitting process 800 may
advantageously split the data among a wide number of data
storage facilities through generation of additional

random numbers. The data may be split into any desired,
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selected, predetermined, or randomly assigned size'uhit,
including but not limited to, a bit, bits, bytes,
kilobytes, megabytes or larger, or any combination or
sequence of sizes. In addition, varying the sizes of the
data units resulting from the splitting process may
render the data more difficult to restore to a useable
form, thereby increasing security of sensitive data. It
is readily apparent to those of ordinary skill in the art
that the split data unit sizes may be a wide variety of
data unit sizes or pétterns of sizes or combinationé‘of
sizes. For example, theﬁdata unit sizes may.be-selected
or predetermined to be all of the same size, a fixéd set
of different sizes, a combination of»siZes,~or randomly
generates sizes. Similarly, the data units may be
distributed into one or more shares according to a fixed

or predetermined data unit size, a pattern or combination

‘of data unit sizes, or a randomly generated data unit

size or sizes per share.

[0122] As mentioned in the foregoingh in order to
recreate the sensitive data S, the data portions need to
be derandomized and reorgahized. This process may
advantageously occur in the data assembling modules, 525
and 620, of the authentication engine 215 and the
cryptographic engine 220, respectively. The data
assembling module, for example, data assembly module 525,
receives data portions from the data storage facilities
D1 through D4, and reassembles the data into useable
form. For example, according to one embodiment where the
data splitting module 520 employed the data splitting
process 800 of FIGURE 8, the data assembling module 525
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uses data portions from at least two of the data storage
facilities D1 through»D4 to recreate the sensitive data-
S. For example, the pairings of AC, AD, BC, and BD, were
distributed such that any two provide one:of A and B, or,
C and D. Noting that S = A XOR B or S = C XOR D
indicates that when the data assembling module receives
one of A and B, or, C and D, the_data asseﬁbling module
525 can advantageously reassemble thé sensitive data S.
Thus, the data assembling module 525 may assemble the
sensitive data S, when, for example, it receives data
portions from at least tﬁe first two of the data storage
facilities D1 through D4 to respond to an assemble- |
request by the trust engine 110.

[0123] Based oﬁ the above data splitting and
assembling processes, the sensitive data S exists in

usable format only in a limited area of the trust engine

~ 110. For example, when the sensitive data S includes

enrollment authentication data, usable, nonrandomized

enrollment authentication data is available only in the

‘authentication engine 215. Likewise, when the sensitive

data S includes private cryptographic key data, usable,
nonrandomized private cryptographic key data is available.
only in the cryptographic engine 220. »

[0124] AAlthough the data splitting and assembling
processes are disclosed with reference to their preferred
embodiments, the invention is not intended to be limited
thereby. Rather, a skilled artisan will recognize from
the disclosure herein, a wide number of alternatives for
splitting and reassembling the sensitive data S. For

example, public-key encryption may be used to further
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secure the data at the data storage facilities D1 through
D4. In addition, it is readily apparent'to those of
ordinary ékill in the art that the data splitting module
described herein is also a separate and distinct |
embodiment-of the present invention that may be
incorporated into, combined with 6r otherwise made part
of any‘pre—existing computer systems, software suiteé,
database, or combinations thereof, or other embodiments
of the present invention, such as the trust engine,
authentication engine;’and transaction engine disclosed
and described herein.

[0125] FIGURE 9A illustrates a data flow of an
enrollment process 900 according to aspects of an
embodiment of the invention. As shown in FIGURE 9A, the
enrollment process 900 begins at step 905 when a user
desires to enroll with the trust engine 110 of the
cryptographic system 100. Accdrding to this embodiment;
the user system 105 édvantageously includes a client-side
applet, such as a Java-based, that queries the user to
enter enrollment data, such as demographic data and
enrollment authentication‘data. According to one |
embodiment, the enrollment authentication data includes
user ID, password(s), biometric(s), or the like.
According to one embodiment, during the querying process,
the client-side applet preferably communicates with the
trust engine 110 to ensure that a chosen user ID is
unique. When the user ID is nonunique, the trust engine
110 may advantageously éuggest a unique user ID. The
client-side applet gathers the enrollment data and

transmits the enrollment data, for example, through and
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XML document, to the trust engine 110, and in particular,
to the transaction engine 205. According to one
embodiment, the transmission is encoded with the public
key of the authentication engine 215. _

[0126] According to one embodiment, the user performs
a single enrollment dﬁring step 905 of the enrollment
process 900. For example, the user enrolls himself or
herself as a particular person, such as Joe User. When
Joe User desires to enroll as Joe User, CEO of Mega
Corp., then according to this embodiment, Joé User =
enrolls a second time, réceives a second unique user ID
and the trust engine 110 does not associate the'two
identities. According to another embodiment of the
invention, the enrbllment process 900 provides for
multiple user identities for a single user ID. Thus, in
the above example, the trust engine 110 will
advantageously associate the two identities of Joe User.
As will be understood by a skilled artisan from the

disclosure herein, a user may have many identities, for

‘example, Joe User the head of household, Joe User the

member of the Charitable Foundations, and the like. Even
though the user may have multiple identities, according
to this embodiment, the trust engine 110 preferably
stores oniy one set of enrollment data. Moreoverxr, users
may advantageously add, edit/update, or deléte identities
as they are needed.

[0127] Although the enrollment process 900 is
disclosed with reference to its preferred embodiment, the
invention is not intended to be limited thereby. _Rather,

a skilled artisan will recognize from the disclosure
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herein, a wide number of alternatives for gathering of
enrollment data, and in particular, enrollment
authentication data. For example, the applet may be
common object model (COM) based applet or the like.
[0128]  On the other hand, the-enrollment process may
include graded enrollment.' For exémple, at a lowest
level of enrollment, the user may enroll oﬁer the
communication link 125 without producing ddcumentation as
to his or her identity. According to an increased level

of enrollment; the user enrolls using a trusted thifd

‘party, such as a digitalﬁnotary. ‘For example, and the

user may appear in person to the trusted third party,
produce credentials such as a birth certificate, driver'’s

license, military ID, or the like, and the trusted third

.party may édvantaQeouSly.includeL for example, their

digital signature in enrollment submission. The trusted |
third party may include an actual notary, a government |
agency, such as the Post Office or Department of Motor
Vehicles, a human resources person in a large company
enrolling an employee, or the like. A skiiled artisan
will understand from the disclosure herein that a wide
number of varying levels of enrollment may occurAduring
the enrollment process 900.

[0129] After receiving the enrollment authéntication
data, at step 915, the transaction engine 205, using
conventional FULL SSL technology forwardé the enrollment>
authentication data to the authentication engine 215. 1In
step 920, the authentication engine 215 decrypts the
enrollment authentication data using the private key of

the authentication engine 215. In addition, the
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authentipatioﬁ engine 215 employs the data splitting
module to mathematically operate on the enrollment
authentication data so as to split the data into at least

two independently undecipherable, randomized, numbers.

'As mentioned in the foregoing, at least two numbers may

comprise a statistically random number and a binary XORed
number. In step 925, the authentication engine 215
forwards each portion of the randomiéed numbers to one of
the data storage facilities D1 through D4. As mentioned
in the foregoing, the authentication engine 215 may also
advantageously randomize which portions are transferred
to which depositories. |

[0130] ‘Often during the enrollment process 900, the
user will also desire to have a digital certificate
issued such that he or she may receive encrypted

documents from others outside the cryptographic system

'100. As mentioned in the foregoing, the certificate

authority 115 generally issues digital certificates

according to one or more of several conventional

"standards. Generally, the digital certificate includes>a

public key of the user or system, which is known to
everyone.

[0131] Whether the user requests a digital certificate
at enrollhent, or -at another time, the request is
transferred. through the trust engine 110 to the
authentication enginé 215. According to one embodiment,
the request includes an XML document having, for example,
the proper name of the user. According to step 935, the

authentication engine 215 transfers the request to the
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cr&ptographic engine 220 instructing the cryptographic
enginé 220 to generate a cryptographic key or key pair.
[0132] 'Upon request, at step 935, the cryptographic
engine 220 generates at least one cryptographic key.
According to one embodiment, the-cryptOgraphic handling
module 625 generates a key pair, where one key is used as
a private key, and one is used as a publlc key. The
cryptographic engine 220 stores the private key and,
according. to one embodiment, a copy of the public key.

In step 945, the cryptographic engine 220 transmits a

- request for a digital certificate to the transaction

engine 205. According to one embodiment, the request

advantageously includes a standardized réquest, such as

PKCS10, embedded in, for example, an XML document. The
request for a digital certificate may advantagebusly
correspond to one or more certificate authorities and the
one or more standard formats the certificate authorities
require.

[0133] = In step 950 the transaction engine 205 forwards
this request to the certificate authority 115, who, in
step 955, returns a digital certificate. The return
digitél certificate may advantageously be in a '
standardized format, such as PKCS7, or in a proprietary
format of one or more of the certificate authbrities 115.
In step 960, the digital certificate is received by the
transaction engine 205, and a copy is forwarded to the
user and a copy is stored with the trust engine 110. The
trust engine 110 stores a copy of the certificate such
that the trust engine 110 will not need to rely on the
availability of thercertificate authority 115. For
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example, when the user desires to send a digital .
certificate, or a thifd party requests the user’s digital
certificate, the request for the digital certificate is
typically sent to the certificate authority 115.

However, if the certificate authority 115 is conducting
maintenance or has been victim of a failure or security
compromise, the digital certificate may not be available.
[0134] At any time after issuing the cryptographic
keys, the cryptographic engine 220 may advantageously
employ the data splitting process 800 described aboVe
such that thelcryptograpﬁic keys are split into -
independently undecipherable rahdomized numbers;' Similar
to the authentication data, at step4965 the cryptographic
engine 220 transfefs the randomized numbers to the data
storage facilities D1 through D4.

[0135] A skilled artisan will recognize from the

- disclosure herein that the user may request a digital

certificate anytime after enrollment. Moreover, the

communications between systems may advantageously 1nc1ude

"FULL SSL or public-key encryptlon technologles

Moreover, the enrollment process may issue multiple
digital certificates from multiple certificate.
authorities, including one or more proprietary
certificate authorities internal or external ﬁo the trust
engine 110. .
[0136]1  As disclosed in steps 935 through 960, one
embodiment of the invention includes the request for a
certificate that is eventually stored on the trust engine
110. Because, according to one embodiment, the

cryptographic handling module 625 issues the keys used by
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the trust engine 110, each certificate corresponds to a
private key. Therefore, the trust engine 110 may
advantageéusly provide for interoperability through
monitoring the certificates owned by, or associated with,
a user. For example, when the cryptographic engine 220
receives a request for a cryptogréphic function, the
cryptoéraphic handling module 625 may investigate the
certificates owned by the requesting user to determine
whether the user owns a private key matching the
attributes of the request. When such a certificate
exists, the cryptographic handling module 625 may use the
certificate or the public or private keys associated
therewith} to perform the requested function. When éuch
a certificate does not exist; the cryptographic- -handling
module 625 may advantageously and transparently perform a
number of actions to attempt to remedy the lack of an
appropriate key. For eXample,AFIGURE 9B illustrates a
flowchart of an interoperability process 970, which
according to aspects of an embodiment of the invention,
discloses the foregoing steps to ensure the cryptographic
handling module 625 pérfofms cryptographic fﬁnctioné
using appropriate keys.

[0137] As shown in FIGURE 9B, the interoperability
process 970 begins with step 972 where the cryptographic
handling module 925 determines the type of certificate
desired. According to one embodiment of the invehtion,'
the type of certificate may advantageously be specified
in the request for cryptographic functions, or other data
provided by the requestor. According to another

embodiment, the certificate type may be ascertained by
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the data format of the request. For example, the K
cryptographic handling module 925 may advantageously
recognize the request corresponds to a particular type.

[o138] According to one embodiment, the certificate

type may include one or more algorithm standards, for

example, RSA, ELGAMAL, or the like. In addition, the
certificate type may include one or more kéy types, such
as symmetric keys, public keys, strohg encfyption keys
such as 256 bit keys, less secure keys, or the like.
Moreover, the certificate type may include upgradesfor
replacements of one or more of the foregoing algorithm
standards or keys, one or more message or data forﬁats,
one or more data encapsulation or encoding schemes, such
as Base 32 or Base 64. The certificate type may also
include compatibility with one or more third-party

cryptographic applications or interfaces, one or more

‘communication protocols, or one or more certificate

standards or protocols. A skilled artisan will recognize

from the disclosure herein that other differences may

‘exist in certificate types, and translations to and from

those differences may be implemented as disclosed herein.
[0139] - Once the cryptographic handling module 625
determines the certificate type, the interoperability
process 970 proceeds to step 974, and determines whether
the user owns a certificate matching the type determined
in step 974. When the user owns a matching certificate,
for example, the trust engine 110 has access to the
matching certificate through, for example, prior storage
thereof, the cryptographic handling module 825 knows .that

a matching private key is also stored within the trust
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engine 110. For example, the matching private key may be
stored within the depository 210 or depository system
700. The'cryptographic handling module 625 may
advantageously request the matching priva;e key be
assembled from, for example, the depository 210, and then
in step 976, use the matching privéte key to perform
cryptographic actions or functions. For eﬁample, as
mentioned in the foregoing, the cryptographic handling
module 625 may advantageously perform hashing, hash
comparisons, data ehcryption or decryption, digital”
signature verification o% creation, or the like.

[0140] When the user does not own a matching-
certificate, the interoperability proCess 970 proceedé»to
step 978 where the cryptographic handling module 625
determines whether the users owns a cross-certified
certificate. According to one embodiment,
cross-certificatioh between certificate authorities
occurs when a first certificate authority determines to
trust certificates from a second certificate authority.
In other words, the first certificate authérity
determines that certificatés from the second'cértificate
authority meets certain quality standards, and‘therefore,
may be “certified” as equivalent to the first certificate
authority’s own certificates. Cross—certificétion .
becomes more complex when the certificate authorities
issue, for example, certificates having levels of trust.
For example, the first certificate authority may provide
three levels of trust for a particular certificate,
usually based on the degree of reliability in the

enrollment process, while the second certificate
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authority may'provide seven levels of trust.
Cross-certification méy advantageously track which levels
and which certificates from the second certificate
authority may be substituted for which levels and which
certificates from the first. When the foregoing
c:oss-certification is done officially and publicly
between two certification authorities, the mapping of
certificates and levels to one another is often called
“chaining.”

[0141] - According to another embodiment oflthe
invention, the cryptographic handling module 625 may
advantageously develop cross-certifications outside those
agreed upbn by the certificate authorities. For example,
the cryptographic handling.mOdule 625 may access a first
certificate authérity’s certificate practice statement

(CPS), or other published policy statement, and using,

for example, the authentication tokens required by

particular trust levels, match the first certificate

authority’s certificates to those of another certificate

"authority.

[0142] When, in step 978, the cryptographic handling
module 625 determines that the users owns a
cross-certified certificate, the interoperability process
970 proceéds to step 976, and performs the cryptographic
action or function using the cross-certified public key,
private key, or both. Alternatively, when the
cryptographic handling module 625 determines that the
users does not own a cross-certified certificate, the
interoperability process 970 proceeds to step 980, where

the cryptographic handlihg module 625 selects a
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certificate authority that issues the requested K
certificate type, or a certificate cross-certified
thereto. 1In step 982, the cryptographic handling module
625 determines whether the user enrollment authentication
data, discﬁssed in the foregoing, meets the
authentication requirements of the.chosen certificate
authority. For example, if the user enrolled over a
network by, for example, answering demographic and other
questions, the authentication data provided may establish
a lower level of trust than a user providingAbiometfic
data and appearing beforé a third-party, such as, for
example, a notary. According to one embodiment; the
foregoing authentication requirements'méy advantageouély
be provided in the chosen authentication authofity's CPS.
[0143] When the user has provided the trust engine 110
with enrollment authentication data meeting the
requirements of chosen certificate authorityt the
interoperability process 970 proceeds to step 984, where
the cryptographic handling module 825 acquires the
certificate from the chosen certificate authority.
According to one embodiment, the cryptographic handiing.
module 625 acquires the certificate by followiné steps
945 through 960 of the enrollment process 900. For
example, the cryptographic handling module 625 may
advantageously employ one or more public keys from one or
more of the key paifs already available to the
cryptographic engine 220, to request the certificate from
the certificate authority. According to another
embodiment, the cryptographic handling module 625 may

advantageously generate one or more new key pairs, and
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use the public keys corresponding thereto, to request .the
certificate from the éertificate authority.

[0144] According to another embodiment, the trust
engine 110 may advantageously include one or more
certificate issuing modules capable of issuing one or
more certificate types. According to this embodiment,
the certificate issuing module may provide the foregoing
certificate. When the cryptographié handling module 625
acquires the certificate, the interoperability process
970 proceeds to step'976, and performs the cfyptogréphic
action or function usingﬁthe public key, private key, or
both corresponding to the acquired éertificate.‘ | |
[0145] When the user, in step'982, has not provided
the trust engine ilO with enrollment authentication data
meeting the requirements.of chosen certificate authority,

the cryptographic handling module 625 determines, in step

- 986 whether there are other certificate authorities that

have different authentication requirements. For example,

the cryptographic handling module 625 may look for

‘certificate authorities having lower authentication

requirements, but still issue the chosen certificates, or
cross-certifications thereof.

[0146] When the foregoing certificate authority having
lower reqﬁirements exists, the interoperabilify_process
970 proceeds to step 980 and chooses that certificate
authority. Alternatively, when no such certificate
authority exists, in step 988, the trust engine 110 may
request additional authentication tokens from the user.
For example, the trust engine 110 may request new

enrollment authentication data comprising, for example,
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biometric data. Also, the trust engine 110 may requést"
the user appear before a trusted third party and provide
appropriaﬁevauthenticating credentials, such as, for
example, appearing before a notary with a drivers
license, social security card, bank card, birth
certificate, military ID, or the like. ‘When the trust
enginelllo receives updated authentication data, the'
interoperability process 970 proceeds to step 984 and
acquires the foregoing chosen certificate.

[0147] - Through the‘forégoing interoperability process
970, the cryptographic handling module 625 advantageously
provides seamless, transparent, translations and
conversions between differing cryptographic systems. A
skilled artisan will recognize from the disclosure
herein, a wide numbef of advantages and implementations
of the foregoing interoperable system. For example, the

foregoing step 986 of the interoperability process 970

- may advahtageously include aspects of trust arbitrage,

discussed in further detail below, where the certificate
authority may under special circumstances accept lower
levels of cross-certification. In addition,-the
interoperability process 970 may include ensuring
interoperability between and employment of standard
certificate revocations, such as employing certificate
revocation lists (CRL), online certificate status
protocols (OCSP), or the like. A
[0148] FIGURE 10 illustrates a data flow of an
authentication process 1000 according to aspects of an
embodiment of the invention. According to one

embodiment, the authentication process 1000 includes
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gathering current authentication data from a user and .
comparing that to the enrollment authentication data of -
the user. For example, the authentication process'1000

begins at step 1005 where a user desires to perform a

transaction with, for example, a vendor. Such

transactions may include, for example, selecting a
purchase option, requesting access to a reétricted area
or device of the vendor system 120,Aor the like. At step
1010, a vendor provides the user with a transaction ID
and an authentication request. The transacﬁion ID hay
advantagéously include a' 192 bit quantity having a 32 bit -
timestamp concatenated with a 128 bit random quantity, or
a “nonce,” concatenated with a 32 bit vendor specific
constant. Such a transaction ID uniquely identifies the
transaction such that copycat transactions can be refused
by the trust engine 110.

[0149] The authentication request may advantageously
include what level of authentication is needed for a

particular transaction. For example, the vendor may

-specify a particular level of confidence that is requiréd

for the transaction at issue. If authentication cannot
be made to this level of confidence, as will be discussed.
below, the transaction will not occur without either
further authentication by the user to raise the level of
confidence, or a change in the terms of the '
authentication between the vendor and the server. These
issues are discussed more completely below.

[0150] According to one embodiment, the transaction ID
and the authentication request may be advantageously

generated by a vendor-side applet or other software
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program. In addition, the transmission of the K
transéction-ID and authentication data may include one or
more XML documents encrypted using conventional SSL
technology, such as, for example, ¥ SSL, or, in other
words vendor-side authenticated SSL. .

[0151] After the user system 105 receives the
transaction ID and authentication request,‘the user
system 105 gathers the current authentication data,
potentially including current biometric information, from
the user. The user éystem 105, at step 1015,Aencrybts at
least the current authenéication data “B" and the
transaction ID, with the public key of the authentication
engine 215, and transfers that data to the trust engihe
110. The transmiésion preferably comprises XML documents
encrypted with at least conventional ¥ SSL technology. -
In step 1020, the transaction engine 205 receives the
transmission, preferably recognizes the data;fo:ggtég;“;
request in the URL or URI, and forwards the transmission
to the authentication engine 215.

[0152] During steps 1015 and 1020, the vendor system
120, at step 1025, forwards the transaction ID and the
authentication request to the trust engine 110,'using the
preferred FULL SSL technology. This communication may
also include a vendor ID, although vendor idehtification
may also be communicated through a non-random portion of
the transaction ID. At steps 1030 and 1035, the
transaction engine 205 receives the communication,
creates a record in the audit trail, and generates a
request for the user’s enrollment authentication data to

be assembled from the data storage facilities D1 through
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D4. At step 1040, the depository system 700 transfers
the portiohs of the enrollment authentication data -
corresponding to the user to the authentication ‘-engine

215. At step 1045, the authentication engine 215

‘decrypts the transmission using its private key and

compares the enrollment authentication data to the
current authentication data provided by the user.

[0153] The comparison of step 1045 may advantageously
apply heuristical context sensitive authentication, as
referred to in the forgoing, and discussed in further
detail below. For example, if the biometric information
received does not match perfectly, a lower confidence
match results. In particular embodiments, therlevel of
confidence of the authentication is balanced against the
nature of the transaction and the desires of both the

user and the vendor. Again, this is discussed in greater

.detail below.

[0154] At step 1050, the authentication engine 215

£ills in the authentication request with the result of

‘the comparison of step 1045. According to one embodiment

of the invention, the authentication request is filled
with a YES/NO or TRUE/FALSE result of the authentication
process 1000. 1In step 1055 the filled-in authentication
request is returned to the vendor for the vendor to act
upon, for example, allowing the user to complete the
transaction that initiated the authentication request.
According to one embodiment, a confirmation message is
passed to the user.

[0155] Based on the foregoing, the authentication.

process 1000 advantageously keeps sensitive data secure
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and produces results configured to maintain the integrity
of the sensitive data. For example, the sensitive data -
is assembled only inside the authentication engine 215.
For example, the enrollment authentication data is
undecipherable until it is assembled in the _
authentication engine 215 by the data assembling module,
and the current authentication data is undécipherablef
until it is unwrapped by the conventional SSL technology
and the private key of the authentication engine 215.

Moreover, the authentication result transmitted to the

vendor does not include the sensitive data, and the user

may not even know whether he or she produced valid'_
authentication data. o

[01561] Although.the authentication process 1000 is
disclosed with reference . to its preferred and alternative
embodiments, the invention is not intended to be limited
thereby. Rather, a skilled artisan will recognize from |
the disclosure herein, a wide number of alternatives for
the authentication process 1000. For example, the vendor
may advantageously be replaced by almost any requesting
application, even those reéiding with the user system
105. For example, a client application, such as
Microsoft Word, may use an application program interface
(API) or a cryptographic API (CAPI) to request
authentication before unlocking a document. '
Alternatively, a mail server, a network, a cellular
phone, a personal or mobile computing device, a
workstation, or the like, may all make authentication
requests that can be filled by the authentication process

1000. 1In fact, after providing the foregoing trusted
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authenticetionfprocess 1000, the requesting applicatidn
or device may provide access to or use of a. wide number -
of electrenic or computer devices or. systems.

[0157] Moreover, the authentication process 1000’may
employ a wide number of alternative procedures in the.
event -of authentication failure. For example,
authentication failure may maintain the same transaction
ID and request that the user reenter his or her current
authentication data. As mentioned in the fore901ng, use
of the same transactlon ID allows the comparator of the
authentication engine 215 to monitor and limit the number
of authentication attempts for a partlcular transactlon,
thereby creating a more secure cryptographlc system 100.
[0158] In addition, the aﬁthentication process 1000
may be advantageoUsly be employed to develop elegant
single sign-on solutions, such as, unlocking a sensitive
data vault. For example, successful or positive . |
authentication may provide the authenticated user the
ability to automatically access any number of passwords
for an almost 11m1t1ess number of systems and
appllcatlons. For example, authentlcatlon of a user may
provide the user access to password, login, financial '
credentials, or the like, associated with multiple online
vendors, a local area network, various personél;Computing
devices, Internet service providers, auction providers,
investment brokerages, or the like. By employing a |
sensitive data vault, users may choose truly large and
random passwords because they no longer need to remember
them through association. Rather, the authentication

process 1000 provides access thereto. ' For example, a
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user may choose a random alphanumeric string that is
twenty plué digits inllength rather than something .
associated with a memorable data, name, etc.

[0159] According to one embodiment, a sensitive data
vault associated with a given user may advantageously be
stored in the data storage facilities of the depository
210, or split and stored in the depository system 700.
According to this embodiment, after positive user
authentication, the trust engine 110 serves the requested
sensitive data, such as, for example, to the appropriate
password to the requesting application. According to
another embodiment, the trust engine 110 may include a
separate éystem for storing the sensitive data vault.
For example, the trust engine 110 may include a
stand-alone software engine implementing the data vault
functionality and figuratively residing “behind” the
foregoing front-end security system of the trust engine
110. According to this embodiment, the software engine

serves the requested sensitive data after the software

"engine receives a signal indicating positive user

authentication from the trust engine 110.

[0160] In yet another embodiment, the data vault may
be implemented by a third-party system. Similar to the
software engine embodiment, the third-party system may
advantageously serve the requested sensitive data after
the third-party system receives a signal indicating
positive user authentication from the trust engine 110.
According to yet another embodiment, the data vault may
be implemented on the user system 105. A user-side .

software engine may advantageously serve the foregoing
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data after receiving a signal indicating positive user
authentication from the trust engine 110.

[0161] Although the foregoing data vaults are
disclosed with reference to alternative embodiments, a
skilled artisan will recognize from the disclosure
herein, a wide number of additional implementations
thereof. For example, a particular data vault may
include aspects from some or all of the foregoing
embodiments. In addition, any of the foregoing data
vaults may employ one or more authentication requests at
varying times. For examﬁle, any of the data-vaults may
require authentication every one or more transaétiqhs,-
periodically, every one or more éessions, every accesé'to
one or more Webpagés or Websites, at one or more other
specifiéd intervals, or the like. |

[0162] FIGURE 11 illustrates a data flow of a signing
process 1100 according to aspects of an embodiment of the
invention. As shown in FIGURE 11, the signing process
1100 includes steps similar to those of the
authentication process 1000 described in the foregoing
with reference to FIGURE 10. According to one embodiment
of the invention, the signing process 1100 first |
authenticates the user and then performs one or more of.
several digital signing functions as will be discuSsed»in
further detail below. According to another embodiment,
the signing process 1100 may advantageously store data
related thereto, such as hashes of messages or documents,
or the like. This data may advantageously be used in an
audit or any other event, such as for example, when a

participating party attempts to repudiate a transaction.
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[0163] As shown in FIGURE 11, during the g

- authentication steps, the user and vendor may

advantageously agree on a message, such as, for example,

a contract. During signing, the signing process 1100

advantageously ensures that the contract signed by the

user is identical to the contract supplied by the vendor.
Therefore, according to:-one embodiment, dufing
authentication, the vendor and the user include a hash of
their respective copies of the message or contract, in
the data-transmitted to the authentication eﬁgine 215.

By employing only a hashﬁof a message Or contract, the
trust engine 110 may advantageously store a sighificantly

reduced amount of data, providing for a more efficient

" and cost effective cryptographic system. In addition,

the stored hash may be advantageously compared to a hash

of a document in question to determine whether the

-~ document in question matches one signed by any of the

parties. The ability to determine whether the document
is identical to one relating to_a trénéaction provides
for additional evidence that cah be used against a claim
for repudiation by a pérty to a transaction.

[0164] In step 1103, the authentication engine 215
assembles the enrollment authentication data and compares
it to the current authentication data provided byvthe
user. When the comparator of the authentication engine-
215 indicates that the enrollment authentication data
matches the current authentication data, the comparator
of the authentication engine 215 also compares the hash
of the message supplied by the vendor to the hash of the

message supplied by the user. Thus, the authentication’
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engine 215 advantageously ensures that the message agreéd
to by the user is identical to that agreed to by the
vendor.

[0165] In step 1105, the authentication engine 215
transmits a digital signature request to the.
cryptographic engine 220. Accordihg to one embodiment of
the inQention, the request includes a hash of the mesSage
or contract. However, a skilled artisan will recognize
from the disclosure herein that the cryptographic engine
220 may encrypt virtually any type of data, including,
but not limited to, video, audio, biometrics, images or
text to form the desired digital signature. Returning to
step 1105; the digital signature request preferably |
comprises an XML document éommunicated through"
conventional SSL technologies. _

[0166] In step 1110, the authentication engine 215
transmits a request to each of'the da;a storage
facilities D1 through D4, such that each of the data
storage facilities D1 through D4 transmit their
respective portion of the cryptographic key or keys
corresponding to a'signingbparty. According to another
embodiment, the cryptographic engine 220 employé some or
all of the steps of the interoperability process 970
discussed in the foregoing, such that the cryptographic
engine 220 first determines the appropriate key or keys
to request from the depository 210 or the depository
system 700 for the signing party, and takes actions to
provide appropriate matching keys. According to still
another embodiment, the authentication engine 215 or the

cryptographic engine 220 may advantageously request one
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or more of the keys associated with the signing party .and
stored in the depositéry'ZlO or depository system 700.
[0167] According to one embodiment, the signing party
includes one or both the user and the vendor. In such
case, the authentication engine 215 advantageously
requests the cryptographic keys corresponding to the user
and/or the vendor. According to another embodiment, the
signing party includes the trust engine 110. In this
embodiment, the trust engine 110 is certifying that the
authentication process 1000 properly authenticated the
user, vendor, or both. _%herefore, the authentication
engine 215 requests the cryptographic key of the trﬁst
engine 110, such as, for example, the key belonging to:
the cryptographic engine 220, to perform the digital
signature. According to.another embodiment, the trust

engine 110 performs a digital notary-like function. 1In

- this embodiment, the signing party includes the user,

vendor, or both, along with the trust engine 110. Thus,

the trust engine 110 provides the digital signature of

‘the user and/or vendor, and then indicates with its own

digital signature that the user and/or vendor were
properly authenticated. In this embodiment, the
authentication engine 215 may advantageously request
assembly 6f the cryptographic keys corresponding'to the
user, the vendor, or both. According to another
embodiment, the authentication engine 215 may
advantageously request assembly of the cryptographic keys
corresponding to the trust engine 110.

[0168] According to another embodiment, the trust.

engine 110 performs power of attorney-like functions.
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For example, the trust engine 110 may digitally sign the
message on behalf of a third party. 1In such case, the
authentication engine 215 requests the cryptographic keys
associated with the third party. Accordipg to this
embodiment, the signing process 1100 may advantageously
include authentication of the third party, before
allowing power of attorney-1like functions. In addition,
the authentication process 1000 may include a check for
third party constraints, such as, for example, business

logic or the like dictating when and in what

- circumstances a particulgr third-party’s signature may be

used. .
[0169] Based on the foregoing} in step 1110, the
authentlcatlon englne requested the cryptographlc keys
from the data storage facilities D1 through D4
corresponding to the signing party. In step 1115, the
data storage facilities D1 through D4 transmit their
respective portions of the cryptographic key
corresponding to the signing party to the cryptographic
engine 220. According to one embodiment, the foregoing
transmissions include SSL technologies. According to
another embodiment, the foregoing transmissions.may
advantageously be super-encrypted with the public key of
the cryptographic engine 220. _. '
[0170] In step 1120, the cryptographic engine 220
assembles the foregoing cryptographic keys of the signing
party and encrypts the message therewith, thereby forming
the digital signature(s). In step 1125 of the signing
process 1100, the cryptographic engine 220 transmits the

digital signature(s) to the authentication engine 215.
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In step 1130, the authentication engine 215 transmits the
filled-in éuthenticatibn request along with a copy of the
hashed message.and the digital 'signature(s) to the
transaction engine 205. In step 1135, the transaction
engine 205 transmits a receipt comprising the transaction
ID, an indication of whether the authentication was
succeséful, and the digital signature(s), to the vendor.
According to one embodiment, the foregoing transmission

may advantageously include the digital signature of the

‘trust engine 110. For example, the trust engine 110 may

encrypt the hash of the receipt with its private key,
thereby forming a digital signature to be attached to the
transmission to the vendor. V

[0171] According to one embodiment, the transaction
engine 205 also transmits a confirmation message to the

user. Although the signing process 1100 is disclosed

with reference to its preferred and alternative

embodimehts, the invention is not intended to be limited

thereby. Rather, a skilled artisan will recognize from

the disclosure herein, a wide number of alternatives for

the signing process 1100. For example, the vendor'may be
replaced with a user application, such as an email
application. For example, the user may wish to digitally
sign a particular email with his or her digital
signature. In such an embodiment, the transmission
throughout the signing process 1100 may advantageously
include only one copy of a hash of the message.

Moreover, a skilled artisan will recognize from the
disclosure herein that a wide number of client

applications may request digital signatures. For
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example, the client applications may comprise word
proceasors, spreadsheets, emails, voicemail, access to
restricted system areas, or the like.

[0172] In addition, a skilled artisan will recognize
from the disclosure herein that steps 1105 through 1120
of the signing process 1100 may adﬁantageously employ
some or all of the steps of the interoperability procéss
970 of FIGURE 9B, thereby providing interoperability
between differing cryptographic systems that may, for
example, need to proéess the digital signature under
differing signature typeg.

[0173] FIGURE 12 illustrates a data flow of an
encryption/decryption process 1200 according to aspects
of an embodiment 6f the invention. As shown in FIGURE
12, the decryption process 1200 begins by authenticating
the user using the authentication process 1000.
According to one embodiment, the authenticatiqn process‘
1000 includes in the authentication request, a
synchronous session key. For example, in conventional-
PKI technologies, it is understood by skilled artisans
that encrypting or decrypting data using public and
private keys is mathematically intensive and may require
significant system resources. However, in symmetric key
cryptographic systems, or systems where the sender and
receiver of a message share a single common key that is
used to encrypt and decrypt a message, the mathematical
operations are significantly simpler and faster. Thus,
in the conventional PKI technologies, the sender of a
message will generate synchronous session key, and

encrypt the message using the simpler, faster symmetric
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key system. Then, the sender will encrypt the session

- key with the public key of the receiver. The encrypted-

session key will be attached to the synchronously
encrypted message and both data are sent to the receiver.
The receiver uses his or her private key to decrypt the
session key, and then uses the session key to decrypt the
message. Based on the foregoing, the simpier and faster
symmetric key system is used for the‘majority of the
encryption/decryption processing. Thus, in the
decryption process 1200, the decryption advahtageouély
assumes that a synchronoﬁs key has been encrypted with
the public key of the user.: Thﬁs, as mentionedAin'thei

foregoing, the encrypted session‘key.isAincluded in the

- authentication request.

[0174] Returning to the decryption process 1200, after

the user has been authenticated in step 1205, the

‘authentication engine 215 forwards the encrypted session

key to the cryptographic engine 220. In step 1210, the

authentication engine 215 forwards a request to each of

the data storage facilities, D1 through D4, requesting

the cryptographic key data of the user. 1In step 1215,
each data storage facility, D1 through D4, transmits
their respective portion of the cryptographic key to the
cryptographic‘engine 220. According to one eﬁbodiment,
the foregoing transmission is encrypted with the public
key of the cryptographic engine 220;

[0175] In step 1220 of the decryption process 1200,

.the cryptographic engine 220 assembles the cryptographic

key and decrypts the session key therewith. In step.

1225, the cryptographic engine forwards the session key"
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to the apthentication engine 215. In step 1227, ﬁheA
authentication engine 215 fills in the authentication
request including the decrypted session key, and
transmits the filled-in authentication request to the
transactioh engine 205. In step 1230, the transaction
engine 205 forwards the authenticétion request along with

the session key to the requesting application or vendor .

Then, according to one embodiment, the requesting

application or vendor uses the session key to decrypt the

'encrypted message.

[0176] - Although the decryption process 1200 is _
disclosed with reference to its preferred and alternative
embodiments, a skilled artisan will recognize from the
disclosure herein,'a wide humber of alternati?es for the
decryption process 1200. For example, the decryption -
process 1200 may forego synchronous key encryption and
rely on full public-key technoiogy. In such an -
embodimént, the requesting application may transmit the
entire message to the cryptographic engine 220, or, may
employ some type of compression or reversible hash in
order to transmit the'meséage to the cryptographic engine
220. A skilled artisan will also recognize frdm the
disclosure herein that the foregoing communications may
advantageously include XML documents wrapped in.SSL
technology.

[0177] The encryption/decryption process 1200 also
provides for encryption of documents or other data.

Thus, in step 1235, a requesting application or vendor
may advantageously transmit to the transaction engine 205

of the trust engine 110, a request for the public key of
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the user. The requesting application or vendor makes .
this request because the fequesting application or vendor
uses the public key of the user, for example, to encrypt
the session key that will be used to encrypt the document
or message. As mentioned in the enrollment process 900,
the transaction engine 205 stores a copy of the digital
certificate of the user,; for example, in the mass storage
225. Thus, in step 1240 of the encryption process 1200,
the transaction engine 205 requests the digital
certificate of the user from the mass storage 225. " In
step 1245, the mass storgge 225 transmits ‘the digital
certificate corresponding to the usef, to the tianéaction,
engine 205. In step 1250, the transaction engihe 205
transmits the digital certificate to the requesting
application or vendor. According to one embodiment, the
encryption portion of the encryption process 1200 does
not include the authentication of a user. This is
because the requesting vendor needs only the publid'key
of the user, and is not requesting aﬁy sensitive data.
[0178] A skilled artisan wili recognize from the
disclosure herein that if a particular user does not have
a digital certificate, the trust engine 110 may employ
some or all of the enrollment process 900 in order to
generate a'digital certificate for that partiéular user.
Then, the trust engine 110 may initiate the |
encryption/decryption process 1200 and thereby provide
the appropriate digital certificate. In addition, a
skilled artisan will recognize from the disclosure herein
that steps 1220 and 1235 through 1250 of the

encryption/decryption process 1200 may advantageously
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employ some or all of the steps of the interoperability
process of FIGURE 9B, thereby providing interoperability
between differing cryptographic systems that may,‘for
example, need to process the encryption. :

[0179] FIGURE 13 illustrates a simplified block
diagram of a trust engine system 1300 according to
aspects of yet another embodiment of the invention. As
shown in FIGURE 13, the trust engine system 1300
comprises. a plurality of distinct trust engines 1305,
1310, 1315, and 1320;'respectively. To facilitate é.more
complete understanding o% the invention, FIGﬁRE-lB A
illustrates edach trust engine, 1305, 1310, 1315}Vaod 1320
as having a transaction engine, a depository, and an
authentication engine. However, a skilled'artisan will
recognize that each transaction engine may advantageously"
comprise some, a combination, or all of the elements and
communication channels disclosed with reference to |
FIGURES 1-8. For example, one embodiment may
advantageously include trust engines heving one or more
transaction engines, depositories, and cryptographic
servers or any combinations thereof. ' |

[0180] According to one embodiment of the inﬁention,‘
each of the trust engines 1305, 1310, 1315 and 1320 are
geographically separated, such that, for example, the
trust engine 1305 may reside in a first location, the
trust engine 1310 may reside in a second location, the
trust engine 1315 may reside in a third location, and the
trust engine 1320 may reside in a fourth location. The

foregoing geographic separation advantageously decreases
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system responée time while increasing the security of thé
overall trust engine system 1300. '
[0181] For example, when a user logs onto the
cryptographic system 100, the user may be nearest the
first location and may desire to be authenticated. As
described with reference to FIGURE 10, to be
authenﬁicated, the user provides current authentication
data, such as a biometric or the like, and the current
authentication data is compared to that user’s enrollment
authentication data. Therefore, according to one
example,'the user advantageously provides current
authentication data to the geographically nearest trust
engine 1305. The transaction engine 1321 of the trust
engine 1305 then forwards the current authentication data
to the authentication engine 1322 also residing at the
first location. According to another embodiment, the
transaction engine 1321~forwards the current
authentication data to one or more of the authentication

engines of the trust engines 1310, 1315, or 1320.

" [0182] The transaction engine 1321 also requests the

assembly of the enrollment authentication data from the
depositories of, for example, each of the trust engines,
1305 through 1320. According to this embodiment, each
depository provides its portion of the enrollment
authentication data to the authenticatiqn engine 1322 of
the trust engine 1305. The authentication engine 1322
then employs the encrypted data portions from, for
example, the first two depositories to respond, and
assembles the enrollment authentication data into

deciphered form. The authentication engine 1322 compares
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the enrollment authentication data with the current:
authentication data and returns an authentication result
to the trénsaction engine 1321 of the trust engine 1305.
[0183] Based on the above, the trust engine system
1300 employs the nearest one of a plurality of
geographically separated trust engines, 1305 through
1320, to perform the authentication process. According
to one embodiment of the invention, the routing of
information to the nearest transaction engine may
advantageously be performéd at client-side applets
executing on one or moreﬁof the user system 105, vendor
system 120, or certificate authority 115. Accofding to
an alternative embodiment, a more sophisticated deciéion
process may be empioyed to select from the'truét engines
1305 through 1320. For example, the decision may be
based on the availability, operability, speed of
connections, load, perfdrmance, geographic proximity, of
a combination thereof, of a given trust engine. '
[0184] In this way, the trust engine system 1300
lowers its response time while maintaining'the security
advantages associated witﬁ geographically remote data
storage facilities, such as those discussed with
reference to FIGURE 7 where each data storage facility
stores randomized portions of sensitive data. For' A
example, a security compromise at, for example, the
depository 1325 of the trust engine 1315 does not
necessarily compromisé the sensitive data of the trust
engine system 1300. This is because the depository 1325
contains only non-decipherable randomized data that,

without more, is entirely useless. .
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[0185] According to another embodiment, the trust
enginé system 1300 may advantageously include multiple
cryptographic engines arranged similar to the
authentication engines. 'The cryptographiq engines may
advantageously perform cryptographic functions such as
those disclosed with reference to FIGURES 1-8. According
to yet another embodiment, the trust enginé system 1300
may advantageously replace the multiple authentication
engines with multiple cryptographic engines, thereby
performing cryptographic functions such as those '
disclosed with reference to FIGURES 1-8.. According to
yet another embodiment of the invention, the trust éngine
system 1300 may replace each multiple authentication
engine with an engine having some or all of the
functionality of the authentication engines,

cryptographic engines, or both, as disclosed in the

- foregoing,

[0186] Although the trust engine system 1300 is

disclosed with reference to its preferred and alternative

"embodiments, a skilled artisan will recognize that the

trust engine system 1300 may comprise portions of trust
engines 1305 through 1320. For example, the trust engine.
system 1300 may include one or more transaction engines,
one or more depositories, one oOr more authentlcatlon
engines, or. one or more cryptographlc engines or
combinations thereof.

[0187] FIGURE 14 illustrates a simplified block
diagram of a trust engine System 1400 according to
aspects of yet another embodiment of the invention. . As

shown in FIGURE 14, the trust engine system 1400 includes
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multiple trust engines 1405, 1410, 1415 and 1420.
According to one embodiment, each of the trust engines
1405, 1416,_1415 and 1420, comprise some or all of the '
elements of trust engine 110 disclosed with reference to
FIGURES l-é. According to this embodiment, when the
client side applets of the user syétem 105, the vendor
system‘lzo, or the certificate authority 115, communicate
with the trust engine system 1400, those communications

are sent to the IP address of each of the trust engines

1405 through 1420. Further, each transaction engine of

each of the trust engines, 1405, 1410, 1415, and 1420,
behaves similar to the transaction engine 1321 of the
trust engine 1305 disclosed with reference to FIGURE 13.
For example, during an authentication process, each
transaction_engine of each of the trust engines 1405,
1410, 1415, and 1420 transmits the current authentication
data to their respective autheﬁtication engines and |
transmits a request to assemble the randomized data
stored in each of the depositories of each of the trust
engines 1405 through 1420. FIGURE 14 does not illustrate
all of these commuhicatiohs; as such illustration WOuld_
become overly complex. Continuing with the | '
authentication process, each of the depositories then
communicates its portion of the randomized data4to'eaéh
of the authentication engines of the each of the trust
engines 1405 through 1420. Each of the authentication
engines of the each of the trust engines employs its
comparator to determine whether the current
authentication data matches the enrollment authentication

data provided by the depositories of each of the trust
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engines 1405 through 1420. According to this embodiment ,
the result of the comparisbh by each of the
authentication engines is then transmitted to a-
redundancy module of the other three trust engines. For
example, the result of the authentication engine from the
trust engine 1405 is transmitted to the redundancy
modules of the trust engines 1410, 1415, ahd 1420. Thus,
the redundancy module of the trust engine 1405 likewise
receives the result of the authentication engines from
the trust engines 1410, 1415, and 1420. '
[0188]  FIGURE 15 illustrates a block diagram of the
redundancy module of FIGURE 14. The redundancy'modﬁle :
comprises a comparator configured to receive the
authentication resﬁlt from three authentication engines
and transmit that result .to the transaction engine of the

fourth trust engine. The comparator compares the

‘authentication result form the three authentication

engines, and if two of the results agree, the comparator

concludes that the authentication result should match

‘that of the two agreeing authentication engines. This

result is then transmitted back to the transaction engine
corresponding to the trust engine not associated with the .
three authentication engines.

[0189] Based on the foregoing, the redundancy module
determines an authentication result from data received
from authentication engines that are preferably
geographically remote from the trust engine of that the
redundancy module. By providing such redundancy
functionality, the trust engine system 1400 ensures that

a compromise of the authentication engine of one of the
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trustlengines.1405 through 1420, is insufficient to
compromise“the authentication result of the redundahcy
module of fhat particular trust engine. A skilled
artisan will recognize that redundancy module
functionality of the trust engine system 1400 may also be
applied to the cryptographic enginé of each of the trust
engineé 1405 through 1420. However, such cryptographic
engine communication was not shown in FIGURE 14 to avoid
complexity. Moreover, a skilled artisan will recognize a

wide number of alternative authentication result conflict

" resolution algorithms for the comparator of FIGURE 15 are

suitable for use in the present invention.

[0190] According to yet another embodiment of the
invention, the trust enginé system 1400 may |
advantageously employ the redundancy module during
cryptographic comparison steps. For example, some or all
of the foregoing redundahcy module disclosure with |
reference to FIGURES 14 and 15 may advantageously be
implemented.during a hash comparison of documents
provided by one or more parties during a particular
transaction. | | '

[0191] Although the foregoing invention has been
described in terms of certain preferred and alternative:
embodiments, other embodiments will be apparent to those

of ordinary skill in the art from the disclosure herein.

For example, the trust engine 110 may issue short-term

certificates, where the private cryptographic key is
released to the user for a predetermined period of time.
For example, current certificate standards include a

validity field that can be set to expire after a
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predetermined amount of time. Thus, the trust engine.llo
may release a private key to a user where the private key
would be valid for, for example, 24 hours. According to

such an embodiment, the trust engine 110 may

advantageously issue a new cryptographic key pair to be

associated with a particular user and then release the
private key of the new cryptographic»key pair. Then,:
once the private,cryptographic key is released, the trust
engine 110 immediately expires any internal valid use of
such private key, as it is no longer securable by the
trust engine 110. ; :
[0192] In addition, a skilled artisan will recognizé
that the cryptographic system'loo or the trust éngine 110
may include the ability to recognize any type of devices,
such as, but not limited to, a laptop, a cell phone, a

network, a biometric device or the like. According to

one embodiment, such recognition may come from data

supplied in the request for a particular service, such

as, a request for authentication leading to access or

‘use, a request for cryptographic functionality, or the

like. According to one embodiment, the foregoing request
may include a unique device identifier, such as, for
example, a processor ID. Alternatively, the request may
include data in a particular recognizable data format.
For example, mobile and satellite phones often do not
include the processing power for full X509.v3 heavy
encryption certificates, and therefore do not request
them. According to this embodiment, the trust engine 110
may recognize the type of data format presented, and

respond only in kind.
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[0193] In an additional aspect of the system described
above; context sgnsitive'éuthentication can be provided -
using various techniques as will be described below.
Context sensitive authentication, for example as shown in
FIGURE 16,‘provides the possibility of evaluating not
only the actual data which is sent by the user when
attempting to authenticate himself, but also the
circumstances surrounding the generation and delivery of
that data. Such techniques'may'also support-trénsaction
specific trust arbiﬁfage between the user and tfust 
engine 110 or between thé vendor and trust engine 110, as
will be described below. | |
[0194] As discussed above, authentication is the
process of proving'that a user is who he says.he is.
Generally, authentication requires demonstrating some
fact to an authentication authority. The trust engine
110 of the present invention represents the authority tb
which a user must authenticate himself. The user must
demonstrate to the trust engine 110 that he is who he
says he is by either: knowing something that 6n1y the
user should know (knowledge-based authenticétion), having
something that only the user should have (tokeh-based
authentication), or by being something that only the user
should be (biometric-based authentication). | . ’ ,
[0195] Examples of knowledge-based authentication
include without limitation a password, PIN number, or
lock combination. Examples of token-based authentication
include without.limitation a house key, a physical credit
card, a driver’s license, or a particular phone number.

Examples of biometric-based authentication include
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without limitétion a fingerprint, handwriting analysis,
facial scah, hand scaﬁ, ear scan, iris scan, vascular
pattern, DNA, a voice analysis, or a retinal scan.

[0196] Each type of authentication has particular
advantages and disadvantages, and each provides a
different level of security. For example, it is
generaily harder to create a false fingerprint that
matches someone else’s than it is to'overhear‘someone's
password and repeat it. Each type of authentication also
requires a different type of data to be knowh to the
authenticating authority in order to verify someone using
that form of authentication. |

[0197] ‘As used herein, “authentication” will refer
broadly to the overall proéeSs of verifying someone’s
identity to be who he says he is. An “authentication

technique” will refer to a particular type of

_authentication based upon a particular piece of

knowledgé, physical token, or biometric reading.

“Authentication data” refers to information which is sent

"to or otherwise demonstrated to an authentication

authority in order to establish identity. “Enrollment
data” will refer to the data which is initially submitted.
to an authentication authority in order to establish a
baseline for comparison with authentication data. An'
“authenticétion instance” will refer to the data
associated with an attempt to authenticate by an
authentication technique.

[0198] The internal protocols and communications
involved in the process of authenticating a user is

described with reference to FIGURE 10 above. The part of
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this process within which the context sensitive K
authentication takes place occurs within the comparison -
step shown as step 1045 of FIGURE 10. This step takes
place within the authentication engine 215 and involves
assembling‘the enrollment data 410 retrieved from the
depository 210 and comparing the anthentication data
provided by the user to-it. One particulaf embodiment of
this process is shown_in FIGURE 16 and described below.
[0199] .The current authentication data provided by the
user and the enrollment data retrieved from the '
depository 210 are received by the authentication engine
215 in step 1600 of FIGURE 16. Both of these sets of
data may contain data which is related to separate
techniques of authentication.> The authentication engine
215 separates the authentication_data associated with
each individual authentication instance in step 1605.
This is necessary so that the authentication-data_is,
compared with the appropriate subset of the enrollment
data for the user (e.g. fingerprint authentication data
should be compared with fingerprint enrollnent data,
rather than password enroliment data) . '4 |
[0200] Generally, authenticating a user involves one
or more individual authentication instances, depending on
which authentication techniques are available to the
user. These methods are limited by the enrollment data
which were provided by the user during his enrollment
process (if the user did not provide a retinal scan when
enrolling, he will not be able to authenticate himself
using a retinal scan), as well as the means which may be

currently available to the user (e.g. if the user does
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not have a fingerprint reader at his current location,
fingefprint authentication will not be practical). In
some cases, a single authentication instance may be
sufficient to authenticate a user; however, in certain
circumstances a combination of multiple authentication
instances may be'used in order to more confidently
authenticate a user for a particular transaction.

[0201] Each authentication instance consists of data
related to a particular authentication technique (e.g.
fingerprint, password, smart card, etc.) and the '
circumstances which surréund the capture and delivery of
the data for that particular technique. For exémpie} é

particular instance of attempting to authenticate via -

- password will generate not only the data related to the

password itself, but also circumstantial data, known as
“metadata”, related to that password attempt. This
circumstantial data includes information such as: the
time at which the particular authentication instance took
place, the network address from which the authentication
information was delivered, as well as any other |
information as is known to those of skill in the art
which'may be determined about the origin of the
authentication data (the type of connection, the
processor serial number, etc.).

[0202] In many cases, only a small amount of '
circumstantial metadata will be available. For example,
if the user is located on a network which uses proxies or
network address translation or another technique which
masks the address of the originating computer, only the

address of the proxy or router may be determined.
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Similarly, in many cases information such as the
processor serial number will not be available because of
either limitations of the hardware or operating system
being.used, disabling of such features by the operator of
the system, or other limitations of the connection..
between the user’s system and the ErustAengine 110.
[0203]' As shown in FIGURE 16, once the individual
authentication instances represented within the
authentication data are extracted and separated in step
1605, the authentication éngine 215 evaluates each
instance for its reliability in indicating that the user
is who he claims to be. The reliability for a single
authentication instance will generally be determined
based on several factors. These may be grouped as
factors relating to the reliability assbciated with the
authentication technique, which are evaluated in step
1610, and factors relating to ﬁhe reliability of the
particuiar authentication data providéd; which are
evaluated in step 1815. The first group includes without
limitation the inherent reliability of the authentication
technique being used, and the reliability of the
enrollment data being used with that method. The second
group includes without limitation the degree of match
between the enrollment data and the data provided with
the authentication instance, and the metadata associated
with that authentication instance. Each of these factors
may vary independently of the others.

[0204] The inherent reliability of an authentication
technique is based on how hard it is for an imposter to

provide someone else’'s correct data, as well as the
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overall error rates for the authentication technique. .
For passwords and knowledge based authentication methods,
this reliability is often fairly low because there is
nothing that prevents someone from revealing their
password to another person and for that second person to
use that password. Even a more complex knowledge based
system may have-only moderate reliability since knowledge
may be transferred from person to peison fairly easily.
Token based authentication, such as having a}prOper smart
card or using a particular terminal to perform the '
authentication, is similarly of low reliability used by
itself, since there is no guarantee that the right‘peraon
is in possession of the proper token.

[0205] However, biometric techniqués are more
inherently reliable because it is generally difficult to

provide someone else with the ability to use your '

"~ fingerprints in a convenient manner, even intentionally.

Because subverting biometric authentication techniques is

more difficult, the inherent reliability of biometric

‘methods is generally higher than that of purely knowledge

or token based authentication techniques. However, even
biometric techniques may have some occasions in which a
false acceptance or false rejection is generated. These
occurrences may be reflected by differing reliabilities
for different implementations of the same biometric’
technique. For example, a fingerprint matching system
provided by one company may provide a higher reliability
than one provided by a different company because one uses

higher gquality optics or a better scanning resolution or
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some other improvement which reduces the occurrence of
falseAacceptances or false rejections.

[0206] 'Note that this reliability may be expressed in
different manners. The reliability is desirably
expressed in some metric which can be used by the
heuristics 530 and algorithms of the authentication
engine 215 to calculate the confidence level of each
authentication. One preferred mode of expressing these
reliabilities is as é percentage or fraction. For
instance, fingerprints might be assigned an inherent
reliability of .97%, whilé passwords might only be
assigned an inherent reliability of 50%. Those>of;skiil
in the art will recognize that these-particular values
are merely exempléry and may'vary between spedific
implementations. | '

[0207] "The second factor for which reliability must be

- assessed is the reliability of the enrollment. This is

part of the “graded enrollment” process referred to
above. This reliability factorvreflects the reliability
of the identification provided during the initial
enrollment process. ?br instance, if the ihdividuai
initially enrolls in a manner where they physiéally
produce evidence of theif-identity to a notary or other
public official, and enrollment data is recordéd at that
time and notarized, the data will be more reliable than
data which is provided over a network during enrollmentQ
and only vouched for by a digital signature or other
information which is not truly tied to the individual.
[0208] Other enrollment techniques with varying levels

of reliability include without limitation: enrollment at
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a physical office of the trust engine 110 operator;
enrollment at a user’é place of employment; enrollment at
a post office or passport office; enrollment through an
affiliated or trusted party to the trust engine 110
operator; anonymous or pseudonymous enrollment in which
the enrolled identity is not yet identified with a
particﬁlar real individual, as well as such other means
as are known in the art. |

[0209] These factors reflect the trust between the

‘trust engine 110 and the source of identification

provided during the enrollment process. For instance, if
enrollment is performed in association with an employer
during the initial process of providing evidence of
identity, this information may be considered extremely
reliable for purposes within the company, but may be
trusted to a lesser degree by a government agency, or by
a competitor. Therefore, trusﬁ engines operated by each
of these other organizations may assign different levels

of reliability to this enrollment.

[0210]  Similarly, additional data which is submitted

across a network, but which is authenticated by other
trusted data provided during a previous enrollment with
the same trust engine 110 may be considered as reliable
as the original enrollment data was, even though the
latter data were submitted across an open network. 1In
such circ¢umstances, a subsequent notarization will
effectively increase the level of reliability associated
with the original enrollment data. In this way for
example, an anonymous or pseudonymous enrollment may then

be raised to a full enrollment by demonstrating to some
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enrollment official the identity of the individual .
matching the enrolled data.

[0211] 'The reliability factors discussed above are
generally values which may be determined in advance of
any particﬁlar authentication instance. This is because
they are based upon the enrollmenﬁ and the technique,
rather than the actual authentication. In one |
embodiment, the step of generating reliability_based upon
these factors involveé looking up previously determined
values for this particulér authentication technique and
the enrollment data of tﬁe user. In a further aspect of
an advantageous embodiment of the present inventioh, such
reliabilities may be included with the enrcllment data:
itself. 1In this ﬁay, these factors are autométically
delivered to the authentication engine 215 along with the
enrollment data sent from the depository 210.

[0212] While these factors may generally be determinédl
in advance of any individual authentication instance,
they still have an effect on each authentication instance
which uses that particular technique of authentication
for that user. Furthermofe, although the vélues may
change over time (e.g. if the user re-enrolls in a more
reliable fashion), they are not dependent on the
authentication data itself. By contrast, theireliability
factors associated with a single specific instance’s data
may vary on each occasion. These factors, as discussed
below, must be evaluated for each new authentication in
order to generate reliability scores in step 1815.

[0213] The reliability of the authentication data.

reflects the match between the data provided by the user
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in a particular authentication instance and the date
provided during the aﬁtheﬁtication enrollment. This is .
the fundamental question of whether the authentication
data matches the enrollment data for the individual the
user is claiming to be. Normally, when the data do not
match, the user is considered to not be successfully
authenticated, and the authentication failé. The manner
in which this is evaluated may change depending on the
authentication technique used.  The comparison of such
data is performed by>the comparator 515 function of’the
authentication engine 21§ as shown in FIGURE 5. -

[0214] For instance, matches of basswords aré
generally evaluated in a binary fashion. In other words,
a password is eithér a perfect match,'or a failed match.
It is usually not desirable to accept as even a partial
match a password which is close to the correct password
if it is not exactly correct. Therefore, when evaluating
a password authéntication, the reliability of the
authentication returned by the comparator 515 is
typically either 100% (correct) or 0% (wrong), with no
possibility of intermediate values.

[0215] Similar rules to those for passwords are
generally applied to token based authentication methods,
such as smart cards. This is because having é smart card
which has a similar identifier or which is similar to the
correct one, is still just as wrohg as having any other
incorrect token. Therefore tokens tend also to be binary
authenticators: a user either has the right token, or he

doesn’t.
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[0216] However, certain types of authentication daﬁaf
such as questionnaires and biometrics, are generally not
binary authenticators. For example, .a fingerprint may
match a reference fingerprint to varying degrees. To
some extent, this may be due to variations in the quality
of the data captured either during;the initial enrollment .
or in éubsequent authentications. (A fingerprint may'be
smudged or a person may have a still healing scar or burn
on a particular finger.) In other instances the data may
match less than perfectly because the information itself
is somewhat variable and based upon pattern matching. (A
voice analysis'may seem close but not quite right because
of backgrbund noise, or the acoustics of the environmént
in which the voice is recofded, or because the person has
a cold.) Finally, in-situations where large amounts of
data are being compared, it may simply be the case that
much of the data matches'well,.but some doesn‘t. (A |
ten—queétion questionnaire may have resulted in eight
correct ansWers to personal qguestions, but two incorrect
answers.) For any of these reasons, the match between the
enrollment data and the data for a particulat A .
authentication instance may be desirably assigned a
partial match value by the comparator 515. In this way,
the fingerprint might be said to be a 85% match, the
voice print a 65% match, and the questionnaire an 80%
match, for example. _

[0217] This measure (degree of match) produced by the
comparator 515 is the factor representing the basic issue
of whether an authentication is correct or not. However,

as discussed above, this is only one of the factors which
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may be used in determining the reliability of a given .
authentication instance. Note also that even though a
match to some partial degree may be determined, that
ultimately, it may be desirable to provide a binary
result based upon a partial match. In an alternate mode
of operation, it is also possible to treat partial
matches as binary, i.e. either perfect (106%)»or failed
(0%) matches, based upon whether or not the degree of
match passes a particular threshold level of_match. Such
a process may be used to provide a simple pass/failjlevel
of matching for systems &hich would otherwise produce
partial matches. | |
[0218] Another factor to be considered in evaluating
the reliability of‘a given authentication instance
concerns the circumstances under which the authentication
data for this particular instance are provided. 'As
discussed above, the circumstances refer to the metadata
associated with a particular authentication instance.

This may include without limitation such information as:

"the network address of the authenticator, to the extent

that it can be determined; the time of the
autheﬁtication; the mode of transmission of the

authentication data (phone line, cellular, network,

etc.); and the serial number of the system of the
authenticator. |
[0219] = These factors can be used to produce a profile

of the type of authentication that is normally requested
by the user. Then, this information can be used to
assess reliability in at least two manners. One manner

is to consider whether the user is requesting
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authentication in a manner which is consistent with the
normal profile of authentication by this user. If the
user normally makes authentication requests from one
network address during business days.(whep she is at
work) and from a different network address during
evenings or weekends (whén'she is at home), an
authentication which occurs from the home address during
the business day is less reliable because it is outside
the normal authentication profile. Similarly, if the
user normally authenticates using a fingerprint bioﬁetric
and in the evenings, an_éuthenticationvwhich‘originates
during the day using only a password is less reliabie}.
[0220] An additional way in which the circumstantial
metadata can be uséd to evaluate the reliability of an
instance of authentication is to determine how much
corroboration the circumstance provides that the
authenticator is the individual he claims to be. For
instance, if the authentication comes from a system with
a serial number known to be associated'with the user,
this is a good circumstantial indicator that the user is
who they claim-to>be..'COnversely, if the authentication
is coming from a network address which 1is kﬁown'to_be in
Los Angeles when the user is known to reside in London,
this is an indication that this authenticatioh'is less
reliable based on its circumstances. »
[0221] It is also possible that a cookie or other
electronic data may be placed upon the system being used
by a user when they interact with a vendor system or with
the trust enginelllo. This data is written to the

storage of the system of the user and may contain an
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ideﬁtifipatioh which may be read by a Web browser or
other software on the user system. If this data is
allowed to reside on the user system between sessions (a
“persistent cookie”), it may be sent with the
authentication data as further evidence of the past use
of this system during authentication of a particular
user. 'In effect, the metadata of a given instance,
particularly a persistent cookie, may form a sort of
token based authenticator itself.

[0222] . Once the appropriate reliability factors based
on the ‘technique and data of the authentication instance
are generated as described above in steps 1610 and 1615
respectivély, they are used to produce an overall
reliability for the authentication instance provided in
step 1620. One means of doing this is simply to express
each reliability as a percentage and then to multiply
them together. | ,

[0223]  For example, suppose the authentication data is

being sent in from a network address’known to be the

user’s home computer completely in accordance with the

user’s past authentication profile (100%), and. the
technique being used is fingerprint identification (97%),
and the initial finger pfint data was roistered through
the user’s employer with the trust engine 110 (90%), and
the match between the authentication data and' the
original fingerprint template in the enrollment data is
very good (99%). The overall reliability of this
authentication instance could then be calculated as the
product of these reliabilities: 100% * 97% * 90% * 99% -
86.4% reliability. | |
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[0224] This calculated reliability represents the .
reliability of one single instance of authentication.

The overall reliability of a single authentication
instance may also be calculated using techniques which
treat the different reliability factors differently, for
example by using formulas where different weights are
assigned to each reliability factor. Furthermore, those
of skill in the art will recognize that the actual values
used may represent values other than percentages and may
use non-arithmetic systems. One embodiment may include a
module used by an authentication requestor to set the
weights for each factor and the algorithms used'in:
establishing the overall reliability'Of'the'
authentication inetance. ‘

[0225] The authentication engine 215 may use the above
techniques and variations thereof to determine the
reliability of a single authentication instance,
indicated as step 1620. However, it may be useful in
many authentication situations for multiple
authentication instances to be provided at the same time.
For example, while attempting to authenticate himself
using the system of the present invention, a user may
provide a user identification, fingerprint authentication
data, a smart card, and a password. In such a case,
three independent authentication instances are being
provided to the trust engine 110 for evaluation.
Proceeding to step 1625, if the authentication engine 215
determines that the data provided by the user includes
more than one authentication instance, then each instance

in turn will be selected as shown in step 1630 and
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evaluated as described above in steps 1610, 1615 and
1620. '
[0226] Note that many of the reliability factors

discussed may vary from one of these instances to

~another. For instance, the inherent reliability of these

techniques is likely to be different, as well as the
degree of match provided between the authentication data
and the enrollment data. Furthermoré, the user may have
provided enrollment data at different times and under
different'circumstanées for each of these techniqueé,
providing different enrollment reliabilities for each of
these instances as well. Finally, even though the- |
circumstances under which the data for each of these
instances is being submitted is the same, the use of such
techniques may each fit the profile of the user
differently, and so may be assigned different |
circuhstantial reliabilities. (For example, the user may
normally use their password and fingerprint, but not

their smart card.)

102271 As a result, the final reliability for each of

these authentication instances may be different from One
another. However, by using multiple instances together,
the overall confidence level for the authentication will
tend to increase. : o .
[0228] Once the authentication engine has'performed
steps 1610 through 1620 for all of the authentication
instances provided in the authentication data, the
reliability of each instance is used in step 1635 to
evaluate the overall authentication confidence level.

This process of combining the individual authentication
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instance reliabilities into the authentication confidence
level may be modeled by various methods relating the
individual reliabilities produced, and may also address
the particular interaction between some of these
authentication techniques. (For example, multiple
knowledge—based systems such as paéswords may produce
less confidence than a single password and even a faifly
weak biometric, such as a basic voice analysis.)

[0229] .One means in which the authentication engine
215 may combine the reliabilities of multiple concurrent
authentication instances to generate a final confidence
level is to multiply the unreliability of each instance
to arrive at a total unreliability. The unreliability is
generally the complementary pércentage of the |
reliability. For exémple,.a technique thch is 84%
reliable is 16% unreliable. The three authentication
instances described above (finéerprin;, smart card,
password)which produce reliabilities of 86%, 75%, and 72%
would have corresponding unreliabilities of (100- 86)%,
(100- 75)% and (100- 72)%, or 14%, 25%, and 28%,
respectively. By multiplying these unreliabilities; we
get a cumulative unreliability of 14% * 25% * 28% - .98%
unreliability, which corresponds to a reliability of
99.02%.

[0230] In an additional mode of operation, additional
factors and heuristics 530 may be applied within the
authentication engine 215 to account for the
interdependence of various authentication techniques.

For example, if someone has unauthorized access to a

particular home computer, they probably have access to
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the phone line at that address as well. Therefore,
authenticating based on an originating phone number as
well as upon the serial number of the authenticating

system does not add much to the overall cqnfidence in the

‘authentication. However, knowledge based authentication

is largely indepéndent of token based authentication
(i.e. if someone steals your cellular phohe or keys, -
they are no more.likely to know your-PIN or pastord than
if they hadn’t). '

[0231] = Furthermore, different vendors or other
authentication requestoré may wish to weigh different
aspects of the authentication differently. This.may
include the use of separate weighing factors or
algorithms used in calculating the reiiability of
individual instances as well as the use of different

means to evaluate authentication events with multiple

" instances.

[0232] For instance, vendors for certain types of

transactions, for instance corporate email systems, may

‘desire to authenticate primarily based upon heuristics

and other circumstantial data by default. Therefore,

they may apply high weights to factors related to the

metadata and other profile related information associated

with the circumstances surrounding authentication events.
This arrangement could be used to ease the burden on
users during normal operating hours, by not requiring
more from the user than that he be logged on to the
correct machine during business hours. However, another
vendor may weigh authentications coming from a particular

technique most heavily, for instance fingerprint
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matching, because of a policy decision that such a -
technique is most suited to authentication for the
particular vendor’s purposes.

[0233] Such varying weights may be defined by the
authentication requestor in generating the authentication
request and sent to the trust engine 110 with the
authentication request in one mode of operétion. Such
options could also be set as preferences during an
initial enrollment process for the authentication
requestor and stored within the authentication engihe in
another mode of operatioﬁ;

[0234] Once the authentication engine 215 prbducés an
authentication confidence level fof the'authenticatién-
data provided, thié confidence level is used to complete
the authentication request in step 1640, and this
information is forwarded from the authentication engine
215 to the transactionAengine 205 for inclusion in a
message to the authentication requestor.

[0235] The process described above is merely
exemplary, and those of skill in the art will recognize
that the steps need not bé performed in the order shown
or that only certain of the steps are desired ﬁoAbe
performed, or that a variety of combinations of steps may
be desired. Furthermore, certain steps, such as the
evaluation of the reliability of each authentication
instance provided, may be carried out in parallel with
one another if circumstances permit.

[0236] In a further aspect of this invention, a method
is provided to accommodate conditions when the

authentication confidence level produced by the process
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descfibed above fails to ﬁeet the required trust level of
the vendor or other pafty requiring the authentication.
In circumstances such as these where a gap exists between
the level of confidence provided and the level of trust
desired, the operator of the trust engine 110 is in a
pqsition to provide opportunities for one or both parties
to proQide alternate data or requirements in order to

close this trust gap. This process will be referred to

~as “trust arbitrage” herein.

[0237] - Trust arbitrage may take place within a
framework of cryptographic authentication as described
above with reference to FIGURES 10 and 11. As shown
therein, a vendor or other party will request
authentication of atparticﬁlar user in association with a
particular transaction. In one circumstance, the vendor
simply requests an authentication, either positive or
negative, and after receiving éppropriate data from the
user, the trust engine 110 will providé such a binary
authentication. In circumstances such as these, the
degree of confidence required in order to secure a
pbsitive authentication is determined based upon
preferences set within the trust engine 110.

[0238] However, it is also possible that the vendor
may request a particular level of trust in order to
complete a particular transaction. This required level
may be included with the authentication request (e.g.
authenticate this user to 98% confidence) or may be
determined by the trust engine 110 based on other factors
associated with the transaction (i.e. authenticate this

user as appropriate for this transaction). One such
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factor might be the economic value of the transaction.
For transactions which have greater economic value, a
higher degree of trust may be required. Similarly, for
transactions with high degrees of risk a high degree of
trust may be required. Conversely, for_transactions
which are either of low fisk or of low value,_lowef trust
levels may be required by the vendor or other
authentication requestor.

[0239] ‘The process of trust arbitrage occurs between

the steps of the trust engine 110 receiving the

. authentication data in step 1050 of FIGURE 10 and the

return of an authentication result to the vendor in'step
1055 of FIGURE 10. Between these steps, the procesé
which leads to the'evaluation'of trust levels and the
potential trust arbitrage occurs as shown in FIGURE 17.
In circumstances where simple binary authentication is
performed, the process shown in FIGURE 17 reduces to
having the transaction engine 205 directly compare the
authentication data provided with the enrollment data for
the identified user as discussed above with reference to
FIGURE 10, flaggihg any difference as a negative
authentication. | ‘

[0240] As shown in FIGURE 17, the first step after
receiving the data in step 1050 is for the trénsactiqn.
engine 205 to determine the trust level which is required
for a positive authentication for this partlcular
transactlon in step 1710. This step may be performed by
one of several different methods. The required trust
level may be specified to the trust engine 110 by the

authentication requestor at the time when the
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authentication request is made. The authentication:

. requestor may also set a preference in advance which is -

stored within the depository 210 or other storage which
is accessible by the tramnsaction engine 205. This
preference may then be read and used each time an
authentication request is made by this authentication
requestor. The preference may also be associated with a
particular user as a security measure such that a
particular level of trust is always required in order to
authenticate that usér, the user preference being stored
in the depository 210 of%other storage media accessible
by the transaction engine 205. 'The'required leVel may
also be derived by the transaction enginé 205 or
authentication engine 215 based upon information provided
in the authentication request, such as the value and risk-
level of the transaction to be authenticated.

[0241] In one mode of operation, a policy management
module or other.software which is used when generating
the authentication request is used to specify the
required degree of trust for the authenticétibn of the
transaction. This may'be used to provide a series of
rules to .follow when assigning the required level of
trust based upon the policies which are specified within
the policy management module. One advantagebﬁsAmode.of
operation is for such a module to be incorporated with
the web server of a vendor in order to appropriately
determine required level of trust for transactions
initiated with the vendor’s web server. 1In this way,
transaction requests from users may be assigned a

required trust level in accordance with the policies of
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the vendor and such information may be forwarded to the
trust engihe 110 along with the authentication request.
[0242] 'This required trust level correlates with the’
degree of certainty that the vendor wants to have that
the individual authenticating is in fact who he
identifies himself as. For examplé, if.the transaction
is one where the vendor wants a fair degree of certainty
because goods are changing hands, the vendor may require
a trust level of 85%. For situation where the vendor is
merely authenticating the user to allow him to view
members only content or exercise privileges on a chat
room, the downside risk may be small enough that the
vendor requires only a 60% trust level. However, to.
enter into a production.cohtfact with a value of tens of
thousands of dollars; the vendor may require a trust
level of 99% or more.

[0243] This required trust ievel represents a metric'
to which the user must authenticate himself in order to
complete the transaction. If the required trust level is
85% for example, the user must provide authentication to
the trust engine'lio sufficient for the trust engihé 110
to say with 85% confidence that the user is who they say
they are. It is the balance between this required trust
level and the authentication confidence level which
produces either a positive authentication (to the
satisfaction of the vendor) or a possibility of trust
arbitrage. '

[0244] As shown in FIGURE 17, after the transaction
engine 205 receives the required trust level, it compares

in step 1720 the required trust level to the
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authentication confidence level which the authentication
enginé 215 calculated for the current authentication (as
discussed with reference to FIGURE 16). If the

authentication confidence level is higher than the

required trust level for the transaction in step 1730,

then the process moves to step 1740 where a positive
authentication for this transaction is produced by the
transaction engine 205. A message to this effect will
then be inserted into the authentication results and
returned to the vendor by the transaction engine ZOS.as
shown in step 1055 (see FIGURE 10).

[0245] However, if the authentication confidéncé level
does not fulfill the required trust level in step 1730,
then a confidence‘gap exists for the current
authentication, and trust arbitrage is conducted in step

1750. Trust arbitrage is described more completely with

- reference to FIGURE 18 below. This process as described

below takes place within the transaction engine 205 of

the trust engine 110. Because no authentication or other

cryptographic operations are neéded_to execute trust

arbitrage (other than those required for the SSL
communication between the transaction engine 205 and
other components), the process may be performed outside
the authentication engine 215. However, as.wiil be
discussed below, any reevaluation of authentication data
or other cryptographic or authentication events will
require the transaction engine 205 to resubmit the
appropriate data to the authentication engine 215. Those
of skill in the art will recognize that the trust

arbitrage process could alternately be structured to take

EX1010, Page 112



10

15

20

25

- 111 -

place partially or entirely within the authentication .
engine 215 itself. ‘

[0246] 'As mentioned above, trust arbitrage is a
process where the trust engine 110 mediates a negotiation
between the vendor and user in an attempt to secure a
positive authentication where appfopriate. As shown in
step 1805, the transaction engine 205 first determinés
whether or not the current situation is appropriate for
trust arbitrage. Thié may be determined based upon the
circumstances of the>authentication, e.qg. whether this
authentication has alreaéy been through multiple cycles
of arbitrage, as well as upon the preferences of eithef
the vendor or user, as will be discussed further below.
[0247] In such'circumstances where arbitrage is not
possible, the process proceeds to step 1810 where the
transaction engine 205 generates a negative
authentication and then inserts it into the
authentication results which are sent to the vendor in
step 1055 (see FIGURE 10). One limit which may be
advantageously used to prevent authentications from
pending 1ndef1n1te1y is to set a time-out perlod from the
initial authentication request. 1In this way, any -
transaction which is not positively authenticated within
the time limit is denied further arbitrage and negatively
authenticated. Those of skill in the art will recognize
that such a time limit may vary depending upon the '
circumstances of the transaction and the desires of the
user and vendor. Limitations may also be placed upon the

number of attempts that may be made at providing a
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sﬁcceésfpl authentication. Such limitations may be
handled by an attempt limiter 535 as shown in FIGURE 5.
[0248] If arbitrage is not prohibited in step 1805,
the transaction engine 205 will then engage in
negotiation with one or both of the transacting parties.
The transaction engine 205 may send a message to the user .
requesﬁing some form of additional authentication in
order to boost the authentication confidence level

produced as shown in step 1820. In the simplest form,

‘this may simply indicates that authentication was

insufficient. A request to produce one or more
additional authentication instances:to imprové the
overall confidence level of the authentication may also
be sent. |

[0249] If the user provides some additional
authentication instances in step 1825, then the
transaction engine 205 adds thése authentication
instances to the authentication data for the transaction

and forwards it to the authentication engine 215 as shown

-in step 1015 (see FIGURE 10), and the authentication is'

reevaluated based upon both the pre-existing
authentication instances for this transaction and the
newly provided authentication instances. ‘

[0250] An additional type of authentication may be a
request from the trust engine 110 to make some form of
person-to-person contact between the trust engine 110
operator (or a trusted associate) and the user, for
example, by phone call. This phone call or other
non-computer authentication can be used to provide

personal contact with the individual and also to conduct
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sohe form of questionnaire based authentication. This
also may give the opportunity to verify an originating
telephone number and potentially a voice analysis of the
user when he calls in. Even if no additional
authentication data can be provided, the additional
context associated with the user’s phone number may
improve the reliability of the authentication context.
Any revised data or circumstances based upon this phone
call are fed into the trust engine 110 for use in
consideration of the authentication request. 4
[0251] Additionally, in step 1820 the trust engine 110
may provide an opportunity for the user to purchasé |
insurance, effectively buying a more confident
authentication. The operator of the trust engine 110
may, at times, only want.to make such an optionlavailable
if the confidence level of the authentication ié.above a
certain threshold to begin with. In.effect, this user A
side insurance is a way for the trust engine 110 to vouch
for the user when the authentication meets the normal
required trust level of the trust engine 110 for
authentication, bﬁt does not meet the required trust
level of the vendor for ;his transaction. In this way,
the user may still successfully authenticate to a very
high level as may be required by the vendor, even though
he only has authentication instances which produce
confidence sufficient for the trust engine 110.

[0252] This function of the trust engine 110 allows
the trust engine 110 to vouch for someone who is
authenticated to the satisfaction of the trust engine

110, but not of the vendor. This is analogous to the
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function performed by a notary in adding his signature‘to
a document in order to indicate to someone reading the
document at a later time that the person whose signature
appears on the document is in fact the person who signed
it. The signature of the notary testifies to the act of
signing by the user. In the same way, the trust engine
is providing an indication that the person-transacting is
who they say they are. '

[0253] However, because the trust engine 110 is
artificially boostihg the level of confidence proviaed by
the user, there is a greéter risk to the trust engine 110
operator, since the user is. not actuélly meeting_thé
required trust level of the vendor. The cost of the
insurance is desighed to offset the risk of a false
positive authentication to the trust enginé 110 (who may
be effectively notarizing the authentications of the
user). The user pays the trust engine 110 épexator to
take the risk of authenticating to a higher level of
confidence than has actually been prévided.

-[0254] Because such an‘insurance‘system allows someone
to effectively buy a higher confidence rating from the
trust engine 110, both vendors and users may wish to
prevent the use of user side insurance in certain
transactions. Vendors may wish to limit posiﬁive
authentications to circumstances where they know that
actual authentication data supports the degree of
confidence which they require and so may indicate to the
trust engine 110 that user side insurance is not to be
allowed. Similarly, to protect his online identity, a

user may wish to prevent the use of user side insurance
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on his account, or may wish to limit its use to
situations where the authentication confidence level
without the insurance is higher than a certain limit.

This may be used as a security measure to prevent someone

from overhearing a password or stealing a smart card and

using them to falsely authenticate to a low level of
confidénce, and then purchasing insurance to produce a
very high level of (false) confidencé. These factors may
be evaluated in determining whether user side insurance
is allowed.

[0255] © If user purchases insurance in step 1840, then
the authentication confidence level:is adjusted based
upon the insurance purchased in step 1845, and the
authentication confidence ieVel and required trust level
are again compared in step 1730 (see FIGURE 17). The

process continues from there, and may lead to either a

~ positive authentication in step 1740 (see FIGURE 17), or

back into the trust arbitrage process in step 1750 for

either further arbitrage (if allowed) or a negative

"authentication in step 1810 if further arbitrage is

pfohibited.

[0256] = 1In addition to sending a message to the user in.
step 1820, the transaction engine 205 may also send a |
message to the vendor in step 1830 which indicates thét a
pending authentication is currently below the required
trust level. The message may also offer various options
on how to proceed to the vendor. One of these Options is
to simply inform the vendor of what the current
authentication confidence level is and ask if the vendor

wishes to maintain their current unfulfilled required
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trust level. This may be beneficial because in some
cases; the vendor may have independent means for
authenticéting the transaction or may have been using a
default set of requirements which general;y result in a
higher required level being initially specified than is
actually needed for the particulaf transaction at hand.
[0257] For instance, it may be standard'practice ﬁhat
all incoming purchase order transactions with the vendor
are expected to meet a 98% trust level. However, if an
order was recently discussed by phone between the véndor
and a long-standing custémer, and immediately thereafter
the transaction is authenticated, but only to a-93§ |
confidence level, the vendor may'wish to simply lower the
acceptance threshdld for this transaction, because the
phone call effectively provides additional authentication’
to the vendor. 1In certain circumstances, the vendor may
be wiIling to lower their required trust level, but»not.
all the way to the level of the current authentication
confidence. For instance, the vendor in the above
example might consider that the phone call prior to the
order might merit a 4% reduction in the degfee of trust
needed; however, this is still greater than the 93%
confidence produced by the user.

[0258] If the vendor does adjust their reqﬁired trust
level in step 1835, then the authentication confidence
level produced by the authentication and the required
trust level are compared in step 1730 (see FIGURE 17).
If the confidence level now exceeds the required trust
level, a positive authentication may be generated in the

transaction engine 205 in step 1740 (see FIGURE 17). If
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not, further arbitrage may be attempted as discussed
above if it is permitﬁedL'

[0259] In addition to requesting an adjustment to the
required trust level, the transaction engine 205 may also
offer vendor side insurance to the vendor requesting the
authentication. This insurance serves a similar purpose
to that described above for the user side insurance.
Here, however, rather than the cost-corresponding to the
risk being taken by the trust engine 110 in '
authenticating above the actual authentication confidence
level prdduced, the costﬁof the insurance corresponds to
the risk being taken by the vendor in accepting-a iowef
trust level in the authentication.

[0260] Instead-of just lowering their actual required
trust level, the vendor has the option of purchasing

insurance to protect itself from the additional risk

 associated with a lower level of trust in the

authentication of the user. As described above, it may

be advantageous for the vendor to only consider

“purchasing such insurance to cover the trust gap in

conditions where the existing authentication is already
above a certain threshold.

[0261] The availability of such vendor side insurance
allows the vendor the option to either: lower.his trust
requirement. directly at no additional cost to himself,
bearing the risk of a false authentication himself (based
on the lower trust level required); or, buying insurance
for the trust gap between the authentication confidence
level and his requirement, with the trust engine 110

operator bearing the risk of the lower confidence level

EX1010, Page 119



10

15

20

25

30

- 118 -

which has been provided. By purchasing the insurance,
the vendor effectively keeps his high trust level-
requiremeﬁt; because the risk of a false authentication
is shifted to the trust engine 110 operator.

[0262] If the vendor purchases insurance in step 1840,
the authentication confidence levei and required trust
levels are compared in step 1730 (see FIGURE 17), and the
process continues as described above.

[0263] - Note that it is aiso possible that both the
user and the vendor réspohd to messages from the trust
engine '110. Those of skill in the art will recognize
that there are multiple ways in which such situations can
be handled. One advantageous mode of handling the
possibility of multiple.reépdnses is simply to treat the
responses in a first¥come,.first¥served manner. For
example, if the vendor responds with a lowered required
trust level and immediately théreafter the user also
purchases insurance to raise his authentication level,
the authentication is first reevaluated based upon the
lowered trust requirement from the vendor. If the
authentication is now positive, the user’s insuranée
purchase is ignored. In another advantageous mode of
operation, the user might only be charged for the level
of insurance required to meet the new, lowered trust |
requirement of the vendor (if a trust gap remained even
with the lowered vendor trust requirement). |
[0264] If no respohse from either party is received
during the trust arbitrége process at step 1850 within
the time limit set for the authentication, the arbitrage

is reevaluated in step 1805. This effectively begins the
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arbitrage process again. If the time limit was final .or
other circumstances pfeveﬁt further arbitrage in step
1805, a negative authentication is generated by the
transaction engine 205 in step 1810 and returned to the
vendor in step 1055 (see FIGURE 10). If not, new
messages may be sent to the user and vendor, and the
process may be repeated-as desired. -

[0265] Note that for certain types of tranSactions,
for instance, digitally signing documents which'are not
part of a transaction, there may not necessarily be'a
vendor or other third paity; therefore the transaction is -
primarily between the user and the trust engine>1ld. In
circumstances such as these, the trust engine 110 will:
have its own required trust level which must be satisfied
in order to generate a positive authentication. However,
in such circumstances, it will often not be desirable for
the trust engine 110 to offer insurance to.the user in
order for him to raise the confidence of his own

signature.

" [0266] The process described above and shown in

FIGURES 16-18 may be carried out using various
communications modes as_described above with reference to
the trust engine 110. For instance, the messages may be
web-based»and.sent using SSL connections betwéen'the
trust engine 110 and applets downloaded in real time to
browsers running on the user or vendor systems. In an
alternate mode of operation, certain dedicated
applications may be in use by the user and vendor which
facilitate such arbitrage and insurance transactions. In

another alternate mode of operation, secure email

EX1010, Page 121



10

15

20

25

- 120 -

operations may. be used to mediate the arbitrage deécfibed
above; thereby allowing deferred evaluations and batch
processiné of authentications. Those of skill in the art
will recognize that différent communications modes may be
used as are appropriate for the circumstances and .
authentication requirements of the vendor.

[0267] The following description with reference td-
FIGURE 19 describes a sample transaction which integrates
the various aspects of the present invention as described
above. This example illustrates the overall»procesé.
between a user and a venéor as mediates by the trust .
engine 110. Although the various steps and componén;s.as
described in detail above may be used to carry out the
following transaction, the pfocess illustrated focuses on .
the interaction betwéen the trust.engine 110, user and
vendor. ‘

[0268] The transaction begins when the user, while
viewing web pages oniine, fills out an order form on the
web site of the vendor in step 1900. The user wishes to
submit this order form to the vendor, signed with his
digitallsignature. In order to do this,'the'uéer submits
the order form with his request for a signature to the
trust engine 110 in step 1905. The user will also
provide authentication data which will be used as
described above to authenticate his identity.

[0269] In step 1910 the authentication data is
compared to the enrollment data by the trust engine 110
as discussed above, andAif a positive authentication is

produced, the hash of the order form, signed with the
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private key of the user, is forwarded to the vendor alohg
with the order form itself. |
[0270] The vendor receives the signed form in step
1915, and then the vendor will generate an invoice or
other contract related to the purchase to be made in step
1920. This contract is sent back to the user with a
requesﬁ for a signature in step 1925. The vendor also
sends an authentication request for this contract
transaction to the trust engine 110 in step 1930
including a hash of the contract which will be signed by
both parties. To allow the contract to be digitally
signed by both parties, the vendor élso includes
authentication data for itself so that the vendor’s
signature upon the contract can later be verified if
necessary. ,

[0271] As discussed above, the trust engine 110 then
verifies the authentication daﬁa provided by the vendor
to confifm the vendor’s identity, and if the data

produces a positive authentication in step 1935,

‘continues with step 1955 when the data is received from

the user. If the vendor’s authentication data does not
match the enrollment data of the vendor to the desired
degree, a message is returned to the vendor requesting
further authentication. Trust arbitrage may be performed
here if necessary, as described above, in order for the
vendor to successfully authenticate itself to the trust
engine 110.

[0272] When the user receives the contract in step
1940, he reviews it, generates authentication data to

sign it if it is acceptable in step 1945, and then sends

EX1010, Page 123



10

15

20

25

30

- 122 -

a hash of the contract and his authentication data to the
trust engine 110 in step 1950. The trust engine 110
verifies ﬁhe authentication data in step 1955 and if the
authentication is good, proceeds to process the contract
as described below.. As discussed above with reference to
FIGURES 17 and 18, trust arbitragé may be performed as
appropriate to close any trust gap which_ekists betwéen
the authentication confidence level and the required
authentication level for the transaction.

[0273]  The trust engine 110 signs the hash of the
contract with the user'sﬁprivate key, and sends this
signed hash to the vendor in step 1960, signing the'>
complete message on its own behalf, i.e., including a -
hash of the complete message.(including the user’s
signature) encrypted with the private key 510 of the
trust engine 110. This message is received by the vendor
in step 1965. - The meséage represents a signed contract‘
(hash of contract encrypted using user’s private key) and
a receipt from the trust engine 110 (the hash of the
message including the signed contract, encrypted using
the trust engine 110’é private key) . ‘ | _
[0274] The trust engine 110 similarly prepares a hash
of the contract with the vendor’s private key in step
1970, and forwards this to the user, signed by the trust
engine 110. In this way, 'the user also receives a copy
of the contract, signed by the vendor, as well as a |
receipt, signed by the trust engine 110, for delivery of
the signed contract in step 1975.

[0275] In addition to the foregoing, an additional

aspect of the inverition provides a cryptographic Service

EX1010, Page 124



10

15

20

25

30

- 123 -

Provider Module (SPM) which may be available to a olient
side épplication as a.meaﬁs'to access functions provided
by the trust engine 110 described above. One
advantageous way to provide such a service is for the
cryptographic SPM is to mediate communications between a
third party Application Programming Interface (API) and a
trust engine 110 which is accessible via a network or
other remote connection. A sample cryptographic SPM is
described below with reference to FIGURE 20.

[0276] - For examplé, on a typical system, é number of
API’'s are available to p%ogrammers. Each API provides a
set of function calls which may be ﬁade by an application

2000 running upon the system.: Ekamples‘of API’s which

- provide programming interfaces suitable for cryptographic

functions, authentication functions, and other security

function include the Cryptographic API (CAPI) 2010

',provided by Microsoft with its Windows operating systems,

and the Common Data Security Architecture (CDSA),
sponsored by IBM, Intel and other members of the Open

‘Group. CAPI will be used as an exemplary security API in

the discussion that follows. However, the cryptographic
SPM described could be used with CDSA or other security
API’'s as are known in the art. ' ,

[0277] ‘This API is used by a user system 165_0r vendor
system 120 when a call is made for a cryptographic
function. Included among these functions may be requests
associated with performing various cryptographic
operations, such as encrypting a document with a
particular key, signing a document, requesting a digital

certificate, verifying a'signature upon a signed
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document, and such other cryptographic functions és are
described herein or known to those of skill in the art.
[0278] 'Such cryptographic functions are normally
performed locally to the system upon which CAPI 2010 is
located. This is because generally the functions called
require the use of either resourceé of the local user
system'los, such as a fingerprint reader, or softwaré
functions which are programmed using libraries which are
executed on the local machine. Access to these local
resources is normally'prOVided-by one or more Service
Provider Modules (SPM’s) 2015, 2020.as referred to above
which provide resources with which the cryptographic
functions are carried out. Such SPM’s may include
software libraries 2015.to.pérform encrypting ér
decrypting‘operationé, or drivers and applications 2020
which are capable of accessing specialized hardware 2025,
such as biometric scanning devices. In much the way thét
CAPI 2010 provides functions which may be used by an
application‘2000 of the system 105, the SPM’s 2015, 2020
provide CAPI with access to the lower level functions and
resources associated with»the available services upbn the
system.

[0279] In accordance with the invention, it is
possible to provide a cryptographic SPM 2030 which is
capable of accessing the cryptographic functions provided
by the trust engine 110 and making these functions '
available to an application 2000 through CAPI 2010.
Unlike embodiments where CAPI 2010 is only able to access
resources which are locally available through SPM’'s 2015,

2020, a cryptographic SPM 2030 as described herein would
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be able to submit requests for cryptographic operations
to a femotely-located, network-accessible trust engine
110 in orxrder to perform the operétions desired. -

[0280] For instance, if an application;zooo has a need
for a cryptographic operation, such as signing a
document, the application 2000 makes a function call to
the appropriate CAPI 2010 function. CAPI 2010 in turn
will execute this function, making ﬁse of the resources
which are made available to it by the SPM’s 2015, 2020
and the cryptographic SPM 2030. In the case of a‘digital
signaturé function, the éryptographic SPM 2030 will
generate an appropriate request which will be sént'to the
trust engine 110 across the communication link 125.

{0281] The opefations which occur between the
cryptographic SPM 2030 and the trust engine 110 are the

same operations that would be possible between any other

' system and the trust engine 110. However, these

functions are effectively made available to a user system

105 through CAPI 2010 such that they appear to be locally

"available upon the user system 105 itself. However,

unlike ordinary SPM’s 2015, 2020, the functions are being
carried out on the remote trust engine 110 and the '
results relayed to the cryptographic SPM 2030 in response
to appropfiate requests across the communica;ion link
125. | |
[0282]  This cryptographic SPM 2030 makes a number of
operations available to the user system 105 or a vendor
system 120 which might not otherwise be available. These
functions include without limitation: encryption and

decryption of documents; issuance of digital
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certificates; digital signing of documents; verification
of digital signatures; and such other operations as will
be appareﬁt to those of skill in the. art. ‘

[0283] In a separate embodiment, the present invention
comprises a complete system for performing the data
securing methods of the present in&ention on any data
set. The computer system of this embodimeht comprisés a
data splitting module that comprises the functionality
shown in FIGURE 8 and described herein. In one
embodiment of the préSent'invention, the data splitﬁing
module, sometimes referréd to herein as a secure data
parser, comprises a parser program or software éuité
which comprises data splitting, éncryptibn and
decryption, reconsfitution or reassembly functionality.
This embodiment may further comprise a data storage
facility or multiple data storage facilities, as well.
The data splitting module, or secure data parser,
comprises a cross-platform software module suite which
integrates within an electronic infrastructure, or as an
add-on to any application which requires the ultimate
security of its data elements. This parsing'procesé »
operates on any type of data set, and on any and all file
types, or in a database on any row, column or cell of
data in that database. o _
[0284] The parsing process of the present invention
may, in one embodiment, be designed in a modular tiered
fashion, and any encryption process is suitable for use
in the process of the present invention. The modular
tiers of the parsing and splitting process of the present

invention may incliude, but are not limited to, 1)
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cryptog:aphic'split, dispersed and securely stored in
multiple locations; 2f encrypt, cryptographically split,
dispersed and securely stored inAmultiple locations; 3)
encrypt, cryptographically split, encrypt each share,
then dispersed and securely stored in multiple locations;
and 4) encrypt, cryptographically split, encrypt each
share with a different type of encryption than was used
in the first step, then dispersed and securely stored in
multiple locations. ‘

[0285] = The process comprises, in one embodiment,
3p1itting of the data according to the contents of a
generated random number, or key and'performing the same
cryptographic splitting of the key used in the encryption
of splitting of the data to be secured into two or more
portions, or shares, of parsed ahd split data, and in one

embodiment, preferably into four or more portions of

.parsed and split data, encrypting‘all'of the portions,

then scéttering.and storing these portions back into the

database, or relocating them to any named device, fixed

‘or removable, depending on the requestor’s need for

pfivaéy and security. Alternatively, in another
embodiment, encryption may occur prior to the splitting
of the data set by the splitting module or secure data
parser. The original data processed as described in this
embodiment is encrypted and obfuscated and is secured.
The dispersion of the encrypted elements, if desired, can
be virtually anywhere, including, but not limited to, a
single server or data storage device, or among separate
data storage facilities or devices. Encryption key

management in one embodiment may be included within the
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software suite, or in another embodiment may be W
integfated into an existiﬂg infrastructure or any other -
desired location. '

[0286] A cryptographic split (cryptosplit) partitions
the data into N number of shares. The partitioning can
be on any size unit of data, inclﬁding an individual bit,

bits, bytes, kilobytes, -megabytes, or 1argér units, as

-well as any pattern or combination of data unit sizes

whether predetermined or randomly generated. The units
can also be of diffefént Sized, based on either a réndom
or predetermined set of,%alues. This means the data can
be viewed as a sequence of these units. In thié'mahnef

the size of the data units themsélves'may render the data

" more secure, for example by using one or more

predetermined or randomly generated pattern; sequence Or
combination of data unit sizes. The units are then
distributed (either randomly or by a predetermined set of
values) into the N shares. This distribution could also
involve a shuffling of the order of the units in the
shares. It is readily apparent to those of ordinary
skill in the art that the distribution of the data units
into the shares may be performed according to a wide
variety of possible selections, including but not limited
to size-fixed, predetermined sizes, or one or more
combination, pattern or sequence of data unit sizes that
are predetermined or randomly generated. |
[0287] One example of this cryptographic split
prdcess, or cryptosplit) would be to consider the data to
be 23 bytes in size, with the data unit size chosen to be

one byte, and with the number of shares selected to be 4.
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Each byte would pbe distributed into one of the 4 shares.
Assuming a random distribution, a key would be obtained -
to create a sequence of 23 random numbers (rl, r2,'r3
through r23), each with a value between lzand 4
corresponding to the four shares. Each of the units of
data (in this example 23 individual bytes of data) is
associated with one of the 23 randomAnumbefs
corresponding to one of the four shafes. The
distribution of the bytes of data into the four shares
would occur by placing the first byte of the data iﬁto
share number rl, byte twé into share r2, byte three into
share r3, through the 23™ byte of data into share r23.
It is readily apparent to those of ordinéry skill in the
art that a wide variety of other possible steps or '
combination or sequence of steps, including the size of
the data units, may be used in the cryptosplit process of‘
the present invention, and the above example is a non-
limiting description of one process for cryptosplitting

data. To recreate the original data, the reverse '

‘operation would be performed.

[0288] In another embodiment of the cryptosplit
process of the present invention, an option for the
cryptosplitting process is to provide sufficient
redundancy in the shares such that only a subSet of the
shares are needed to reassemble or restore the data to
its original or useable form. As a non-limiting example,
the cryptosplit may be done as a “3 of 4” cryptosplit
such that only three of the four shares are necessary to
reassemble or restore the data to its original or useable

form. This is also referred to as a “M of N cryptosplit”

EX1010, Page 131



10

15

20

25

30

- 130 -

whérein N is the total nuhber of shares, and M is at
least one less than N. It is readily apparent to those
of ordinary skill in the art that there are many
possibilities for creating this redundancy in the
cryptosplitting process of the present invention.

[0289] In one embodimént of the cryptosplitting
procesé of the present invention, each unit of data is
stored in two shares, the primary share and the backup
share. Using the “3 of 4” cryptosplitting process

described above, any one share can be missing, and this

- is sufficient to reassemble or restore the original data

with no missing data units since only three of the ;otal
four sharés are required. As described herein, a random
number is generated that cbrresponds to one of the
shares. The random number is associated with.ajdata
unit, and stored in the corresponding share, based on a
key. One key is used, in this‘embodiment, to generate
the priméry and backup share random number. As
described herein for the cryptosplitting process of the
present invention, a set of random numbers (also referred
to as primary shafé numbers) from 0 to 3 are generéted
equal to the number of data units. Then another set of
random numbers is generated (also referréd to as baékup
share numbers) from 1 to 3 equal to the number of daté.
units. Each unit of data is then associated with a
primary share number and a backup share number.
Alternatively, a set of random numbers may be generated
that is fewer than the number of data units, and
repeating the random number set, but this may reduce the

security of the sensitive data. The primary share number
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is used to determine into which share the data unit is
stored. The backup share number is combined with the
primary share number to create a third share number

between 0 and 3, and this number is used to determine

into which share the data unit is stored. In this

'example, the equation to determine the third share number

1ls:

(primary share number + backup share number) MOD 4 =
third share number. '

[0290] = In the embodiment described above where the
primary share number is,ﬁetween 0 and 3, and the backup
share number is between 1 and 3 ensures that the third'
share number is different from the primary share number.
This results in the data unit being stored in two
different shares. It is.readily apparent to those of

ordinary skill in the art that there are many ways of

: perfofming redundant cryptosplitting and non-redundant

cryptosplitting in addition to the embodiments disclosed
herein. For example, the data units‘in each share could
be shuffled utilizing a different algorithm. This data
unit shuffling may be performed as the original data is
split into the data units, or after the data units are
placed into the shares, or after the share is full, for
example. ':

[0291] The various cryptosplitting processes and data
shuffling processes described herein, and all other
embodiments of the cryptosplitting and data shuffling
methods of the present invention may be performed on data

units of any. size, including but not limited to, as small
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as an individual bit, bits, bytes, kilobytes, megabytes
or larger. -

[0292] ‘An example of one embodiment of source code
that would perform the cryptosplitting process described
herein is:l '

DATA [1:24] - array of bytes with the data to be split
SHARES[0:3; 1:24] - 2-dimensionalarray with each row
representing one of the shares

RANDOM[1:24] - array random numbers in the range of 0..3
S1 = 1; - |

s2 = 1 :
S3 = 1;
S4 =1
For J = 1 to 24 do

Begin

IF RANDOM[J[ ==0 then

Begin
SHARES [1,S1] = DATA [J];
S1 = S1 + 1;
End

ELSE IF RANDOM[J[ ==1 then
Begin
SHARES [2,S2] = DATA [J];
S2 = 82 + 1;
END

ELSE IF RANDOM[J[ ==2 then
Begin |
Shares[3,83] = data [J];

S3 = 83 + 1;
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. End
Else begin
Shares[4,S84] = data [JI;
S4 = 5S4 + 1;
End;
END;
[0293]' An example of one embodiment of source code
that would perform the cryptosplittihg RAID process
described herein is:
{0294] = Generate two sets of numbers, Priméryshare is 0
to 3, Backupshare is 1 to 3. Then put each data unit into
share [primaryshare([1]] and -
share[(primaryshare[1]+backupshare[l]) mod 4, with the
same process as in cryptosplitting described above. This
method will be scalable to any size N, where only N-1
shares are necessary to restore the data.
[0295] The retrieval, recombining,.reassembly or
reconstituting of the encrypted data elements may utilize

any number of authentication techniques, including, but

‘not limited to, biometrics, such as. fingerprint

récognition, facial scan, hand scan, iris scan, retinal
scan, ear scan, vascular pattern recognition or DNA
analysis. The data splitting and/or parser modules of
the preseﬁt invention may be integrated into a wide |
variety of infrastructure products or appliéations as
desired. - '

[0296] Traditional encryption technologies known in
the art rely on one or more key used to encrypt the data
and render it unusable without the key. The data,

however, remains whole and intact and subject to attack.
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The secure data parser of the present invention, ih-éné
embodiment, addresses this problem by pefforming a
cryptograéhic parsing and splitting of the encrypted file
into two or more portions or shares, and in another
embodiment, preferably four or more shares, adding
another layer of encryption to»each share of the data,

then storing the shares  in different physiéal and/or

‘logical locations. When one or more data shares are

physically removed from the system, either by using a
removable device, such as a data storage device, or'by
placing the share under another party’s. control, any
possibility of compromise of secured data is effectively
removed. »

[0297] An exampie of one émbodiment of the secure data
parser of the present invention and an exaﬁple of how it
may be utilized is shown in FIGURE 21 and described
below. However, it is readily apparent to those of
ordinary skill in the art that the secure data parser of
the present'invention may be utilized in a wide variety
of ways in addition to the non-limiting example below.

As a deployment 0ption; and in one embodiment,'the secure
data parser may be implemented with external session key
management or secure internal storage of session keys.
Upon implementation, a Parser Master Key will be _
generated which will be used for securing the application
and for encryption purposes. It should be also noted |
that the incorporatioh of the Parser Master key in the
reéulting secured data allows for a flexibility of
sharing of secured data by individuals within a

workgroup, enterprise or extended audience.
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[0298] As shown in Figﬁre 21, this embodiment of the
preseht invention shows the steps of the process
performed by the secure data parsér on data to store the
session master key with the parsed data:

[0299] 1. Generating a session master key and
encrypt the data using RS1 stream cipher.

[0300] 2. Separating the resulting enérypted data
into four shares or portions of parséd data according to
the pattern of the session master key. -

(0301] = 3. In this embodiment of the method, the
session méster key will be stored along with the secured
data shares in a data depository. Separating the éession
master key according to the pattérn of the Parsér Master
Key and append thé key data to the encrypted parsed data.
[0302] 4. The resulting fourAshares of data will
contain encrypted portions of the original data and
portions of the session master key. Generate a stream
cipher key for each of the four data shares.

[0303] 5. Encrypting each share, then store the

‘encryption keys in different locations from the encrypted

data portions or shares: Share 1 gets Key 4, Share 2
gets Key 1, Share 3 gets Key 2, Share 4 gets Key 3.

[0304] To restore the original data format, the steps
are reversed. o ‘
[0305] It is readily apparent to those of ordinary
skill in the art that certain steps of the methods
described herein may be performed in different order, or
repeated multiple times, as desired. It is also readily
apparent to those skilled in the art that the portions of

the data may be handled differently from one another.
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For example, multiple paréing steps may be performed'on
only one portion of the parsed data. Each portion of
parsed data may be uniquely secured in any desirable way
provided only that the data may be reassembled,
reconstituted, reformed, decrypted or restored to its.
original or other usable form. |

[0306] As shown in FIGURE 22 and described herein;
another embodiment of the present invention comprises the
steps of the prdcess performed by the secure data parser
on data to store the session master key data in one or
more separate key management table:

[0307] 1. Generating a session master key and.
encrypt the data using RS1 stream cipher.

[0308] 2. Separating thé resulting encrypted data
into four shares or portions of parsed data’acqording to
the pattern of the session master key.

[0309] 3. In this embodiment of the method of the
presentAinventiQn, the session master key will be stored
in a separate key management table in a data depository.
Generating a unique transaction ID for this transaction.
Storing the transaction Ib and session master key in a
separate key management table. Separating the
transaction ID according to the pattern of the Parser
Master Key and append the data to the encrypted parsed or
separated data.

[0310] 4. The resulting four shares of data will
contain encrypted poftions of the original data and
portions of the transaction ID.

[0311] 5. Generating a stream cipher key for each of

the four data shares.
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[0312] 6. Encrypting each share, then store the
encryption keys in different locations from the encrypted
data portions or shares: Share 1 gets Key 4, Share 2
gets Key 1, Share 3 gets Key 2, Share 4 gets Key 3.

[0313] To restore the original data fofmat, the steps
are reversed. _

[0314] - It is readily apparent to those of ordinary
skill in the art that certain steps 6f the method
described herein may-be performed in different order, or
repeated multiple times, as desired. It is élso reédily
apparent to those skilled in the art that the portions of -
the data may be handled differently from one anbthér.
For example, multiple separating or paréing steps may be
performed on onlyvone portion of the parsed data. Each
portion of parsed data may be uniquely secured in any

desirable way provided only that the data may be

reassembled, reconstituted, reformed, decrypted or

restored to its original or other usable form.

[0315] As shown in Figure 23, this embodiment of the

‘present invention shows the steps of the process

performéd by the secure data parser on data to store the
session master key with the parsed data:

[0316] 1. Accessing the parser master key associated
with the authenticated user A '
[0317] 2. Generating a unique Session Master key
folis] = 3. Derive an Intermediary Key from an
exclusive OR function of the Parser Master Key and

Session Master key
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[0319] 4. Optional encryption of the data using an
existing of new encryption algorithm keyed with the
Intermediéry Key.

[0320] S. Separating the resulting ogtionally
encrypted data into four shares or portions of parsed
data according to the pattern of the Intermediary key.
[0321] 6. In this embodiment of the méthod, the‘
session master key will be stored along with the secured
data shares in a data depository. Separating the session
master key according to the pattern of the Parser Méster
Key and append the key data to the optionally encrypted
parsed data shares. o - |
[0322] 7. The resulting muitiple shares of data
will contain optiohally encrthed portions of the
original data and portions of the session master key.
[0323] 8. Optionally generate an encryption key for.
each of the four data shares. |

[0324] 9. Optionally encrypting each share with an

existing or new encryption algorithm, then store the

encryption keys in different locations from the encrypted
data portions or shares: for example, Share 1 gets Key
4, share 2 gets Key 1, Share 3 gets Key 2, Share 4 gets
Key 3. '

[0325] To restore the original data format; the steps
are reversed. '
[0326] It is readily apparent to those of ordinary
skill in the art that certain steps of the methods
described herein may be'performed in different order, or
repeated multiple times, as desired. It is also readily

apparent to those skilled in the art that the portions of
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the data may be handled differently from one another.

For example multiple parsing steps may be performed on
only one portion of the parsed data. Each portion of
parsed data may be uniquely secured in any desirable way
provided only that the data may be reassembled,
reconstituted, reformed, decrypted or restored to its
original or other usable form.

[0327]1 As shown in FIGURE 24 and described herein,
another embodiment of the present invention comprises the
steps of the process performed by the secure.data parser
on data to store the session master-key data in one or
more separate key management table:

[0328] 1. Accessing the Parser Master Key associated
with the authenticated user

[0329] 2. Generating a unique Session Master Key
[0330] 3. Derive an Intermedlary Key from an .
exclusive OR function of the Parser Master Key and
Session Master key

[0331] 4. Optionally encrypt the data using an

‘existing or new encryption algorithm keyed with the

Intermediary Key.

[0332] = 5. Separating the resulting optionally
encrypted data into four shares or portions of parsed
data according to the pattern of the Intermediary Key;
[0333] 6. 1In this embodiment of the method of the
present invention, the session master key will be stored
in a separate key management table in a data depository.
Generating a unique transaction ID for this transaction.
Storing the transaction ID and session master key in a

separate key management table or passing the Session
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Mastér Key and. transaction ID back to the calling»program
for external management. Separating the transaction ID -
according to the pattern of the Parser Master Key and
append the data to the optionally encrypted parsed or
separated data. .

[0334] 7. The resulting four shares of data will
contain optionally encrypted portions of the original
data and portions of ;he transaction ID.

[0335] 8. Optionally generate an encryption key for
each of the four data shares. ' ;
[0336] 9. Optiona11§'encrypting.each'sharef then
store the encryption keys in different locationé frbm the
encrypted data portions or shares. For example: Share 1
gets Key 4, Share 2 gets Key 1, Share 3 gets Key 2, Share
4 gets Key 3.

[0337] To restore the original data format, the ‘steps
are reversed. o

[0338] It is readily apparent to those of ordinary
skill in the art that certain steps of the method
described herein may be performéd in different order, or
repeated multiple times, as desired. It is also readily
apparent - to those skilled in the art that the portions of
the data may be handled differently from one another.

For examplé, multiple separating or parsing sﬁéps may be
performed on only one portion of the parsed data. Each
portion of parsed data may be uniquely secured in any
desirable way provided only that the data may be
reassembled, reconstituted, reformed, decrypted or

restored to its original or other usable form.
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[0339] A wide variety of encryption methodologies are
suitable for use in the methods of the present invention,
as is readily apparent to those skilled in the art.‘ The
One Time Pad algorithm, is often considered one of the
most secure encryption methods, and is suitable for use
in the method of the present invenﬁion. Using the One
Time Pad algorithm requires that a key be generated which
is as long as the data to be secured. The use of this
method may be less desirable in certain circumstances
such as those resulﬁing in the generation and ménagément
of very long keys becausé of the size of the data set to
be secured. 1In the One-Time Pad (OTP) algorithm, ﬁhe |
simple exclusive-or function, XOR, is used. For two
binary streams X ahd y of the same length, x XOR y means

the bitwise exclusive-or.of x and y.

[0340] At the bit level is generated:

0 XOR 0 = 0 |

0 XOR 1 =1

1 XO0R O =1

1 XOR 1 =0

[0341]  An example of this process is described herein

for an n-byte secret, s, (or data set) to be split. The
process will generate an n-byte random value, a, and then
set: |

b = a XOR s. _
[0342] Note that one can derive “s” via the equation:
s = a XOR b.

[0343] The values a and b are réferred to as shares or

portions and are placed in separate depositories. Once
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the secret s is split into two or more shares, it is
discarded in a secure manner.
[0344] The secure data parser of the present invention

may utilize this function, performing multiple XOR

functions incorporating multiplé distinct secret key

values: K1, K2, K3, Kn, K5. At the beginning of the
operation, the data to be secured is passed through the

first encryption operation, secure data = data XOR secret

- key 5:
'S = D XOR K5

[0345] - In order to securely store the fesulting
encrypted data in, for example, four shares, S1, S2, S3,

Sn, the déta is parsed and split into “n” segments, or

" shares, according to the value of KS. This operation

results in “n” pseudorandom shares of the original

encrypted data. Subsequent XOR functions may then be

' performed on each share with the remaining secret key

values, for example: Secure data segment 1 = encrypted

data share 1 XOR secret key 1:

'SD1 = S1 XOR K1

SD2 = S2 XOR K2

SD3 = S3 XOR K3

SDn = Sn XOR Kn. _

[0346] In one embodiment, it may not be desired tov

have any one depository contain enough information to
decrypt the information held there, so the key required

to decrypt the share is stored in a different data

depository:
Depository 1: SD1, Kn
Depository 2: SsD2, K1
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Depository 3:  SD3, K2 | K
Depository n:  SDn, K3.

[0347] 'Additionally, appended to each share may be the
information required to retrieve the original session
encryption key, K5. Therefore, in the key management
example described herein, the original session master key
is referenced by a transaction ID split into “n” shafes
according to the contents of the installation dependant

Parser Master Key (TID1, TID2, TID3, TIDn):

Depository 1: SD1, Kn, TID1
Depository 2:  SD2, K1, TID2
Depository 3:  SD3, K2, TID3
Depository n: SDn, K3, TIDn.
[0348] In the incorporated session key example

described herein, the session master key is split into’
“n” ghares according to the contents of the installation

dependant Parser Master Key (SK1, SK2, SK3, SKn):

Depository 1: SD1, Kn, SK1
Depository 2: sD2, K1, SK2
Depository 3: SD3, K2, SK3
Depository n:  SDn, K3, SKn. ' _
[0349] Unless all four shares are retrieved, the data

cannot be reassembled according to this example. Even if
all four shares are captured, there is no poséibility of
reassembling or restoring the original information
without access to the session master key and the Parser
Master Key. '

[0350] This example has described an embodiment of the
method of the present invention, and also describes, in

another embodiment, the algorithm used to place shares
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into depositories so that shares from all depositories
can be combined to fofm the secret authentication
material. The computations needed are very simple and
fast. However, with the 'One Time Pad (OT?) algorithm
there may be circumstances that cause it to be less
desirable, such as a large'data set to be secured,
because the key size is the same size as the data to be
stored. Thereforxe, ;here would be abneed to store and
transmit about twice the amount of the original data

which may be less desirable under certain circumstances.
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Stream Cipher RS1

[0351] The stream cipher RS1 splitting technique'is
very similar to the OTP splitting technique described
herein. Instead of an n-byte random value, an n’' =

min (n, 16);byte random value is generated and used to key
the RS1 Stream Cipher algorithm. The advantage of the
RS1 Stfeam-Cipher algorithm is that a pseudorandom kéy is
generated from a much smaller seed number. The speed of
execution of the RS1 Streamvcipher encryption is also
rated at approximately 10 times the speed of the well
known in the art Triple DES encryption without
compromising security. The RS1 Stream Cipher algori;hm
is well known in the art, and may be used to generate the
keys used in the XOR function. The RS1 Stream Cipher
algorithm is interopérable with other commercially
available stream cipher algori;hms,‘such as the RC4™
stream cipher algorithm'of RSA Secﬁri;y, Inc and is
suitablé for use in the methods of the present invention.
[0352] ﬁsing the key notation above, K1 thru K5 are
now an n’ byte random values and we set:

SD1 = S1 XOR E(K1)

SD2 = S2 XOR E(K2)

SD3 = S3 XOR E(K3)

SDn = Sn XOR E(Kn)

where E(K1) thru E(Kn) are the first n’ bytes of output
from the RS1 Stream Cipher algorithm keyed by Kl thru Kn.
The shares are now pléced into data depositories as
deécribed herein. _

[0353] In this stream cipher RS1 algorithm, the

required computations needed are nearly as simple and
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fast as the OTP algorithm. The benefit in this example
using-the RS1 Stream Ciphet is that the system needs to .
store and transmit on average only about 16 bytes more
than the size of the original data to be secured per
share. When.the size of the original data is more than
16 bytes, this RS1 algorithm is more efficient than the
OTP algorithm because it is simply shorter. It is
readily apparent to those of ordinary skill in the art
that a wide variety of encryption methods or algorithms
are suitable for use in the present invention, inclﬁding,
but not limited to RS1, 6TP, RC4™, Triple DES and AES.
[0354] There are major advantages provided by the data
security methods and computer syétems of'the-present
invention over traditional encryption methods. One
advantage is the security gained from moving shares of
the data to different locations on one or more data
depositories or storage devices, that may be in different
logical, physical or geographical locations. When the
shares of data are split physically and under the control
of different personnel, for exémplel the possibility of
compromising the data is greatly reduced.

[0355] Another advantage provided by the methods and
system of the present invention is the combipation of the
steps of the method of the present invention fbr securing
data to provide a comprehensive process of maintaining
security of sensitive data. The data is encrypted with a
secure key and split into one or more shares, and in one
embodiment, four shares, according to the secure key.

The secure key is stored safely with a reference pointer

which is secured into four shares according to a secure
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key. The data shares are then encrypted individually .and
the kéys are stored safely with different encrypted '
shares. When combined, the entire process for securing
data according to the methods disclosed herein becomes a
comprehensive package for data securityf _ ,
[0356] The data seéured'according to the methods of
the present invention is readily retrievable and |
restored, reconstituted, reassembled, decrypted, or
otherwise returned info its original or other suitable
form for use. In order to restore the original daté, the
following items may be uEilized:

[0357] 1. All shares or portions of the data set..
[0358] 2. Knowledge of and ébility'tO'reproduce the

process flow of the method used to secure the data.

[0359] 3. Access to.the session master key.
[0360] 4. Access to the Parser Master Key.
[0361] Therefore, it may be desirable to plan a secure

installation wherein at least one of the above elements
may be physically separated from the rémaining components
of the system (under the control of a different system
administrator for example). V |
[0362] Protection against a rogue application invoking
the data securing methods application may be enforced by
use of the Parser Master Key. A mutual authentication
handshake between the secure data parser and the 4
application may be required in this embodiment of the
present invention prior to any action taken.

[0363] The security of the system dictates that there
be no “backdoor” method for recreation of the oriéinal

data. For installations where data recovery issues may
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arise, the secure data parser can be enhanced to prov1de
a mirror of the four shares and session master key
depository. Hardware options such as RAID (redundant

array of inexpensive disks, used to spread information

over several disks) and software options such as

replication can assist as well in the data recovery

planniﬁg.

Key Management

[0364] - 1In one embodiment of the present invention, the
data securing method uses three sets of keys for an
encryption operation. Each set of keys may have
individual key storage, retrieval, security and recovery
options, based on the instéllation. The keys that may be
used, 'include, but are not_limitéd to: |

The Parser Master Key

- [0365] This key is an individual key associated with

the instéllation of the secure data parser. It is

installed on the server on which the secure data parser

‘has been deployed. There are a variety of options

suitable for securing this key including, but not limited
to, a smart card, separate hardware key store, standard
key stores, custom key stores or within a secured
database table, for example.

The Session. Master Key

[0366] " A Session Master Key may be generated each time
data is secured. The Session Master Key is used to
encrypt the data prior to the parsing and splitting
operations. It may also be incorporated (if the Session

Master Key is not integrated into the parsed data) as a
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means of parsing the'encrthed data. The Session Master
Key may be secured in a variety of manners, including,
but not limited to, a standard key store, custom key
store, sepafate database table, or secured within the
encrypted shares, for example.

The Share Encryption Keys

[0367] For each share or portions of a data set that
is created, an individual Share Encryption Key may be
generated. to further encrypt the shares. The Share
Encryption Keys may be stored in different shares than
the share that was encryﬁted. |

[0368] It is readily apparent to those of ordinaiy
skill in the art that the data securing methods and |
computer system of the present invention are widely
applicéble to any type of data in any setting or

environment. In addition to commercial applications

- conducted over the Internet or between customers and

vendors, the data securing methods and computer systems
of the present invention are highly applicable to non--
commercial or private,settings or environménts. Any data
set that is desired to be kept secure from any |
unauthorized user may be secured usingAthe methbdsAand
systems described herein. For example, access to a
particular database within a company or organization may
be advantageously restricted to only selected users by
employing the methods and systems of the present
invention for securing data. Another example is the
generation, modification or access to documents wherein
it is desired to restrict access or prevent unauthorized

or accidental access or disclosure outside a group of
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selécted individuals, comﬁuters or workstations. These
and other examples of the ways in which the methods and
systems of data securing of the present invention are
applicable to any non-commercial or commercial
environment or setting for any setting, including, but
not limited to any organization, government agency or
corporétion.

[0369] In anqther embodiment of the present invention,

the data securing method uses three sets of keys for an

‘encryption operation. Each set of keys may have

individual key storage, retrieval, security and recovery
options, based on the installation. The keys that may be
used, inciude, but are not limited to:

1. The Parser Master Key

[0370] This key is an individual key associated with

the installation of the secure data parser. It is’

installed on the server on which the secure data parser

has been deployed. There are a variety of options
suitable for securing this key including, but not limited
to, a smart card, separate hardWare<key store, standard
kéy stores, custom'key stores or within a secured
database table, for example.

2. The Session Master Key

[0371] A Session Master Key may be generated each time
data is secured. The Session Master Key is used in
conjunction with the Parser Master key to derive the
Intermediary Key. The Session Master Key may be secured
in a variety of manners, including, but not limited to, a

standard key store, custom key store, separate database
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table, or secured within the encrypted shares, for
example.

3. The Intermediary Key

[0372j An Intermediary Key may be generated each time
data is secured. The Intermediary Key is used to encrypt
the data prior to the pafsing and éplitting operation.

It may'also be incorporated as a means of parsing thé
encrypted data.

4. The Share Encryption Keys

[0373] - For each share or portions of a data set that
is created, an -individual Share Encryption Key may be
generated to further encrypt the shares. The Share
Encryptioh Keys may be stored in different shares than
the share that was encryptéd;

[0374] It is readily apparent to those of ordinary
skill in the art that the data securing methods and
computer system of the present‘invention are widely
applicabie to any type of data in any setting or
environment. In addition to commercial applications
conducted over the Internet or between customers and
véndofs, the data éecufing methods and computer_syétems‘
of the present invention are highly applicable to non-
commercial or private settings or environments. Any data
set that is desired to be kept secure from any |
unauthorized user may be secured using the methods and
systems described herein. For example, access to a
particular database within a company or organization may
be advantageously restricted to only selected users by
employing the methods and systems of the present

invention for securing data. Another example is the
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generation, modification or access to documents wherein
it is desired to restrict access or prevent unauthorized
or accidental access or disclosure outside a group of

selected individuals, computers or workstations. These

“and other examples of the ways in which the methods and

systems of data securing of the present invention are
applicable to any non-commercial or commercial
environment or setting for any setting, including, but
not limited to any organization, government agency or
corporation. '

Workgroup, Project, Individual PC/Laptop or Cross

Platform Data Security

[0375] The data securing methods and computer systems
of the present in&ention are also useful in securing data
by workgroup, préject, individual PC/Laptop and any

other platform that is in use in, for example, '
businesses, offices, gbvernment agencies, or any setting
in which sensitive data is created, handled or stored.
The present invention provides methods and computer
systems to secure data that is known to be sought after.
by organizations, such as the U.S. Government, for
implementation across the entire government organization
or between governments at a state or federal level.

[0376] The data securing methods and computer systems
of the present invention provide the ability'to not only
parse and split flat files but also data fields, sets and
or table of any type. Additionally, all forms of data are
capable of being secured under this process, including,
but not limited to, text, video, images, biometrics and

voice data. Scalability, speed and data throughput of
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the methods of. securing data of the present invention are
only limited to the hardware the user has at their
disposal.' '

[0377] In one embodiment of the presen; invention, the
data securing methods are utilized as described below in
a workgroup environmeht. In one ehbodiment, as shown in
FIGURE 23 and described ‘below, the Workgroﬁp Scale déta
securing method of the present invention uses the private
key management functionality of the TrustEngine to store
the user/group relatibnships and the associated priQate
keys (Parser Group Maste% Keys) necessary for a group of
users to share secure data. The method of the presént
invention has the capability to secure data’ for an
enterprise, workgrbup, or individual user, depending on
how the Pérser Master Key was dep;oyed.

{0378] In one embodiment, additional key management
and usér/group-manégement programs may,be provided,_
enabling wide scale workgroup implementation with a

single point of administration and key management. Key

.generation, management and revocation are handled by the

single maintenance program, which all become‘espegially‘
important as the number of users increase. In another
embodiment, key management may also be set up across one
or several different system administrators, which may not
allow any one person or group to control data as needed.
This allows for the management of secured data to be |
obtained by roles, responsibilities, membership, rights,
etc., as defined by an organization, and the access to
secured data can be limited to just those who are

permitted or required to have access only to the portion
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they are working on, while others, such as managers or
executives, may have access to all of the secured data.
This embodiment allows for the sharing of secured data

among different groups within a company or organization

‘while at the same time only allowing certain selected

individuals, such as those with the authorized and
predetérmined roles and responsibilities, to observe the
data as a whole. In addition, this embodiment of the

methods and systems of the present invention also allows

for the sharing of data among, for example, separate

companies} or separate departments or divisions of
companies, or any separate organization departments,
groups, agencies,vor offices, or the like, of any
government or organization-or any kind, where some
sharing is required, but not any one party may be
permitted to have access to all the data. Particularly
apparent examples of the need énd utility for such a
method and system of the present invention are to allow

sharing, but maintain security, in between government

‘areas, agencies and offices, and between different

divisions, departménts or offices of a large compahy, or
any other organization, for example.

[0379] An example of the applicability of the methods
of the présent invention on a smaller scale is as
follows. A Parser Master key is used as a serialization
or branding of the secure data parser to an organization.
As the scale of use of the Parser Master key is reduced
from the whole enterprise to a smaller workgroup, the
data securing methods described herein are used to share

files within groups of users.
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[0380]) In the example shown in FIGURE 25 and described
below; there are six users defined along with their title
or role within the organization. The side bar represents
five possible groups that the users can belong to
according to their role. The arrow represents membership
by the user in one or more of the.groups.

[0381] When configuring the secure data.parser foi~use
in this example, the system administrator accesses the
user and group information from the operating system by a
maintenance program. This maintenance program generétes
and assigns Parser GroupﬁMaster Keys to users based on
their membership in groups. o

[0382] In this example, there are'thrée members in the
Senior Staff group? For this group, the actions would
be: '

[0383] 1. Access Parser Group Master Key for the
Senior Staff group (generate a key if not available) ;
[0384] 2. Generate a digital certificate associating
CEO with the Senior Staff group;

[0385] 3. Generate a digital certificate associating
CFO with the Senior Stéff.group; | _ | _
[0386] 4. Generate a digital certificate associating
Vice President, Marketing with the Senior Staff group.
[0387] The same set of actions would be dohe:for each
group, and each member within each group. When the
maintenance program is complete, the Parser Group Master
Key becomes a shared credential for each member of the
grbup. Revocation of the assigned digital certificate

may be done automatically when a user is removed from a
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group through the maintenance program without affeéting
the rémaining members bf'the group.

[0388] Once the shared credentials have been defined,
the parsing and splitting process remains the same. When
a file, document or data element .is to'be secured, the
user is prompted for the target group to be used when
securing the data. The resulting secured data is only
accessible by other members of the térget group. This
functionality of the methods and systems of the present
invention may be used with any other computer systeﬁ.or
software platform, any mgy be, for example, intégrated
into existing application programs 6r used standalohe for
file security. | ’

[0389] It is reédily apparent to those of ordinary
skill in the art that any one or combination of

encryption algorithms are suitable for use in the methods

- .and syétems of the present invention. For example, the

encryption steps may, in one embodiment, be repeated to

produce a multi-layered encryption scheme. 1In addition,

‘a different encryption algorithm, or combination of

encryption algorithms, may be used in repeat encryption
steps'such that different encryption algorithms are
applied to the different layers of the multi-layered
encryptioh scheme. As such, the encryption scheme itself
may become a component of the methods of the present
invention for securiﬁg sensitive data from unauthorized
use or access.

[0390] The secure data parser may include as an
internal component, as an external component, or as both

an error-checking component. For example, in one
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suitable.approach, as portions of data are created using.
the secure data parser in accordance with the preseﬁt
invention,.to assure the integrity of the data within a
portion, a hash value is taken at preset intervals within
the portion and is appended to the end of the interval.
The hash value is a predictable and reproducible numeric
represéntation of the data. If any bit within the data
changes, the hash value would be different. A scanning

module (either as a stand-alone component external to the

secure data parser or as an internal component) may then

scan the portions of data generated by the secure data
parser. Each portion of data (or alternatively, less
than all portions of data according to some interval or
by a random or pseudo-random éampling) is compared to the
appended hash value or values and an action may be taken.

This action may include a report of values that match and

'do not match, an alert for values that do not match, or

invoking of some external or internal program to trigger
a recovery of the data. For example, recovery of the
data could be performed by_invoking a recovery module
based on the conCept that fewer than all portions may be
needed to generate original data in accordance with the
present invention.

[0391] The secure data parsér of the present invention
may be used in any suitable application. Namely, the
secure data parser described herein has a variety of
appllcatlons in dlfferent areas of computing and
technology. Several such areas are discussed below. It
will be understood that these are merely illustrative in

nature and that any.other suitable applications may make
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use of the secure data parser. It will further be
understood that the examples described are merely
illustrative embodiments that may be modified in any
suitable way in order to satisfy any suitable desires.
For example, parsing and splitting may be based on any
suitable units, such as by bits, by bytes, by kilobytes,
by megabytes, by any combination thereof, or by any other
suitable unit. | '

[0392] The secure data parser of the present invention
may be used to implement secure physical tokens, whéreby
data stored in a physicai token may be -required in order
to access additional data stored in.another storagé aréam
In one suitable approach, a physical token, such as a
compact USB flash-drive, a floppy disk, an optical disk,
a smart éard, or any other suitable physical token, may
be used to store one of at least two portions of parsed
data in accordance with the present_invention. In order
to access the original data, the USBAflash drive would

need to be accessed. Thus, a personal computer holding

‘one portion of parsed data would need to have the USB

flash drive, having the other portion of parsed data,
attached before the original data can be accessed.
FIGURE 26 illustrates this application. Storage area
2500 inclﬁdes a portion of parsed data 2502.AvPhysical
token 2504, having a portion of parsed data 2506 would
need to be coupled to storage area 2500 using any
suitable communications interface 2508 (e.g., USB,
serial, parallel, bluetooth, IR, IEEE 1394, ethernet, or
any other suitable communications interface) in order to

access the original data. This is useful in a situation
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where, for example, sensitive data on a computer ié»iéft
alone and subject to unauthorized access attempts. By
removing the physical token (e.g., the USB flash drive),
the sensitive data is indccessible. It will be
understood that any other suitable approach for using.
physical tokens may be used. B

[0393] The secure data parservof the présent invehtion
may be used to implemgnt a secure authentication system
whereby user enrollment data (e.g., passwords, private
encryption keys, fingérprint templates, biometric déta or
any other suitable user‘énrollment data)  is parsed and
split using the secure data parser. The user ehroilmeﬁt
data may be parsed and split whefeby'One'or more portions
are stored on a smért card, a government Common Access
Card, any suitable physical storage device (e.g.,
magnetic or optical disk, USB key drive, etc.), or any
other suitable device. One or more other portions of the
parsed user enrollment data may be stored in the system
performing'the authentication. This provides an added
level of security to the authentication process (e.g., in
addition to the biometricvauthentication‘infbrmatioh »
obtained from the biomet:ic source, the user enrollment
data must also be obtained via the appropriate parsed and
split data portion). . A
[0394] The secure data parser of the present invention
may be integrated into any suitable existing system in
order to provide the use of its functionality in each
system’s respective environment. FIGURE 27 shows a block
diagram of an illustrative system 2600, which may include

software, hardware, or both for implementing any suitable
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application. ‘System 2600 may be an existing system in
which secure data paréer 2602 may be retrofitted as an
integrated component. Alternatively, secure data parser
2602 may be integrated into any suitable system 2600
from, for example, its earliest design stage. Secure
data parser 2600 may be integrated‘at any suitable level
of sysﬁem 2600. For example, secure data parser 2602 may
be integrated into system 2600 at a sufficiently back-end
level such that the presence of secure data parser 2602
may be substantially transparent to an end user of system
2600. ‘Secure data parser 2602 may be used for parsing
and splitting data among one or moré storage devices 2604
in accordance with the present invention. Some
illustrative examples of sYstems having the secure data
parser integrated therein are discussed below.

[0395] The secure data parser of the present invention
may be integrated into an operéting system kernel (e.g.,
Linux, Unix, or any other suitable commercial or

proprietary operating system). This integration may be

‘used to protect data at the device level whereby, for

example, data that would ordinarily be stored in one or
more devices is separated into a certain number of
portions by the secure data parser integrated into the
operating‘system and stored among the one or more
devices. When original data is attempted to be accessed,
the appropriate software, also integrated into the
operating system, may recombine the parsed data portions
into the original data in a way that may be transparent

to the end user.

EX1010, Page 162



10

15

20

25

30

- 161 -

[0396] The secure data parser of the present invention
may be integrated into a volume manager or any other
suitable éomponent of a storage system to protect local
and networked data storade across any ox all supported
platforms. For example, with the secure data parser
integrated, a storage system may méke use of the
redundancy offered by the secure data parsér (i.e., ﬁhich'
is used to implement the feature of needing fewer than
all separated portions of data in order to reconstruct
the original data) to protect against data loss. The
secure data parser also,gllows all data written ‘to
storage devices, whether using redundancy or not, tb bé
in the form of multiple portions'that’are generated
according to the parsing of the present invention. When
original data is attempted to be accessed,'the
appropriate software, also integrated into the volume
manager or other suitable component}of the storage
system, may recombine the parsed data portions into the
original data in a way that may be trahsparent to the end
user.

[0397] In one suitable approach, the secure data _
parser of the present inyention may be integrated into a
RAID controller (as either hardware or software). This
allows for the secure storage of data to multiple drives
while maintaining fault tolerance in case of drive
failure.

[0398] The secure data parser of the present invention
may be integrated into a database in order to, for
example, protect sensitive table information. For

example, in one suitable approach, data associated with
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particular cells of a database table (e.g., individual
cells, one or more particular columns, one or more
particular rows, any combination thereof, or an entire

database table) may be parsed and separated according to

the present invention (e.g., where the different portions

are stored on one or hore storage devices at one or more
locations or on a single storage device). 'Access to
recombine the portions in order to view the'original data
may be granted by traditional authentication methods
(e.g., username and password query) . ‘
[0399] ' The secure paréer of the~present invention may
be integrated in any suitable systeﬁ that involves daté
in motion (i.e., transfer of data from one location to
another). Such systems include, for example, email,
streaming data broadcasts, and wireless (e.g., WiFi)
communications. With respect to email, in one suitable
approach, the secure pérser may be used to parse outgoing
messages (i.e., containing text, binary data, or both

(e.g., files attached to an email message)) and sending

the different portions of the parsed data aloﬂg different

paths thus creating multiple streams of data. ‘Ianny one
of these streams of datalis compromised, the original
message remains secure because the system may require
that moreithan one of the portions be combined, in
accordance with the present invention, in order to
generate the original data. In another suitable
approach, the different portions of data may be
communicated along one path sequentially so that if one
portion is obtained, it may not be sufficient to generate

the original data. The different portions arrive at the
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intended recipient’s location and may be combined.to-
generate the original data in accordance with the present
invention.

[0400j FIGURES 27 and 28 are illustrative block -
diagrams of such email systems. FIGURE 28 shows a sender
system 2700, which may include anyisuitable hardware,
such as a computer terminal, personal computer, handhéld
device (e.g., PDA), cellular telephone, computer network,

any other suitable hardware, or any combination thereof.

‘Sender system 2700 is used to generate and/or store a

' message 2704, which may be, for example, an email

message, a binary data file (e.g., graphics, voice,
video, etc.), or both. Message 2704 'is parsed and spiit
by secure data parser 2702-iﬁ accordance with the present
invention. The_resuitant data pbrtions may be
communicated across one or more separate communications
paths 2706 over network 2708 (é.g.; the Internet, an |
intranet, a LAN, WiFi, bluetooth, any'other suitable
hard-wired or wireless communications means, or any
combination thereof) to recipient system 2710. The data
portions may be communicatéd parallel in time or
alternatively, according to any suitable time delay
between the communication of the different data portions.
Recipient system 2710 may be any suitable hardware as
described above with respect to sender system 2700. The
separate data portions carried along communications paths
2706 are recombined at recipient system 2710 to generate
the original message or data in accordance with the

present invention.
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[0401]  FIGURES 28 shows a sender system 2800, which
may include any suitable hardware, such as a computér
terminal, personal computer, handheld device (e.g., PDA) ,

cellular telephone, computer network, any other suitable

‘hardware, or any combination thereof. Sender system 2800

is used to generate and/or store a‘message"2804, which
may be; for example, an email message, a binary data file
(e.g., graphics, voice, video, etc.), or both. Message

2804 is parsed and split by secure data parser 2802 in

‘accordance with the present invention. The resultant

data_portions may be communicated across a single
communications paths 2806 over network 2808 (e.g., the
Internet,>an intranet, a LAN, WiFi, bluetooth, any other
suitable communications.meéns, or any combination
thereof) to recipient system 2810. The data portions may
be communicated serially across communications path 2806
with respect to one another. ﬁecipient system 2810 may
be any suitable hardware as described above with respect

to sender system 2800. The separate data portions'

‘carried along communications path 2806 are recombined at

récipient system 2810 to generate the original meséage or
data in accordance with the present invention.

[0402] It will be understood that the arrangement of
FIGURES 27 and 28 are merely illustrative. Any other.
suitable arrangement may be used. For examplé, in
another suitable approach, the systems of FIGURES 27 and
28 may be incorporated whereby the multi-path approach of
FIGURE 28 is used and in which one or more of

communications paths 2706 are used to carry more than one
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portion of data as communications path 2806 does in the
context of FIGURE 29. ' '
[0403] The secure data parser may be integrated at any
suitable level of a data-in motion system. For example,
in the context of an email system, the secure parser may
be integrated at the user-interface level (e.g., into
Microséft@ Outlook) in which case, the user may have

control over the use of the secure data parser'features

when using email. Alternatively, the secure parser may

be implemented in a back-end component such as at the
exchange‘server, in which case, messages may be
automatically parsed, split, and communicated‘along
different-paths in accordance with the present invention
without any user intervention.

[0404] Similarly, in the case of streaming broadcasts

of data (e.g., audio, video), the outgoing data may be

-parsed and separated into multiple streams each

containing a portion of the parsed data. The multiple

streams may be transmitted along one or more paths and

‘recombined at the recipient’s location in accordance with

the present invention. One of the benefits of this

approach is that it avoids the relatively large overhead

associated with traditional encryption of data followed

by transmission of the encrypted data over a single
communications channel. The secure parser of the present
invention allows data in motion tb be sent in multiple
parallel streams, increasing speed and efficiency.

[0405] The secure data parser of the present invention
may provide security with the ability for disaster

recovery. According to the present invention, fewer than
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all portions of the separated data generated by the
secure data parser may be necessary in order to retrieve
the originél data. That is, out of m portions stored, n
may be the minimum number of these m portions necessary
to retrieve the original data, where n <= m.  For

example, if each of four portions is stored in a

different physical location relative to the other three

portions, then, if n=2 in this example, two of the
locations may be compromised whereby data is destroyed or
inaccessible, and the original data may still be '
retrieved from the portiéns in the other two locations.
Any suitable value for n or m may be used. - | |
[0406] In addition, the n of m feature of the present
invention may be uéed to create a “two man rule” whereby
in order to avoid entrusting a single individual or any
other entity with full access to what may be sensitive
data, two or more distinct entities, each with a portion
of the separated data parsed by the secure parser of the
present invention may need to agree to put their portions
together in order to retrieve the original data.

[0407]  The secure data parser of the present invention
may be used to provide a group of entities with a group-
wide key that allows the group members to access
particular information authorized to be accessed by that
particular group. The group key may be one of the data
portions generated by the secure parser in accordance
with the present invention that may be required to be
combined with another portion centrally stored, for
example in order to retrieve the information sought.

This feature allows for, for example, secure
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collabopation'among a'groﬁp. It may be applied in for
example, dedicated networks, virtual private networks,
intranets, or any other suitable network.

[0408} Specific applications of this use of the secure
parser include, for example, coalition information
sharing in which, for example, multi-national friendly
governﬁent forces are given the capability to communicate
operational and otherwise sensitive data on afsecurity
level authorized to each respective country over a single
network or a dual network (i.e., as compared to the many
networks involving relatively substantialfmanual
processes currently used). This capability is also
applicablé for companies or other organizations in which
information needed to be known by one or more specific
individuals (within the organization or without) may be

communicated over a single network without the need to

-worry about unauthorized individuals viewing the

information.

[0409] Another specific application includes a multi-

‘level security hierarchy for government systems. That

is, the secure paréer of the present invention may'
provide for the ability .to operate a government system at.
different levels of classified information (e.g.,
unclassified, classified, secret, top secret) using a
single network. If desired, more networks méy be used
(e.g., a separate network for top secret), but the
present invention allows for substantially fewer than
current arrangement in which a separate network is used

for each level of classification.
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[0410] @ It will be understood that any combination of
the above described applications of the secure parsér of
the preéeﬁtAinvention may be used. For example, the
group key application can be used together with the data
in motion security application (i.e., whereby data that
is communicated over a network can-only be accessed by a
member of the respective group and where, while the data
is in motion, it is split among multiple paths (or sent

in sequential portions) in accordance with the present

invention) .

[0411] - The secure data parser of the present invention
may be integrated into any middleware application to
enable appllcatlons to securely store data to dlfferent
database products or to. dlfferent dev1ces w1thout
modification to elther the.appllcatlons or the database.
Middleware is a general term for any product that .allows
two separate and already existing'programs to |
communicate. For example, in one suiﬁable approach,
middleware having the secure data parser integrated, may
be used to allow programs written for a particular ‘
détabase.to communicate with other databases-wi;hott
custom coding.

[0412] The secure data parser of thé present invention
may be implemented having any combination of any suitéble
cépabilities, such as those discussed herein. In some
embodiments of the present invention, for example, the
secure data parser may be implemented having only certain
capabilities whereas other capébilities may be obtained

through the use of external software, hardware, or both
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1nterfaced either directly or indirectly with the secure
data parser ’
[0413] FIGURE 30, for example, shows an illustrative

implementation of the secure data parser as secure data

parser 3000. Secure data parser 3000 is implemented with

very few built-in capabilities. As illustrated, secure
data parser 3000 may include built-in capabilities for
parsing and splitting data into portions (also referred
to herein as shares) of data using module 3002 in
accordance with the present invention. Secure data
parser 3000 may also include built in capabilities for
performing redundancy in order to be able to 1mp1ement
for example, the m of n feature described above (i.e.,
recreating the original data using fewer than all shares
of parsed and split data) using module 3004. Secure data

parser 3000 may also include share distribution -

-_capabilities_using module 3006 for placing the shares of

data into buffers from which they are sent for

communication to a remote location, for storage, etc. in

‘accordance with the present invention. It will be

understood that any other suitable capabilities may be
built into secure data parser 3000. ' '
[0414] Assembled data buffer 3008 may be any suitable
memory used to store the original data (althongh not
necessarily in its original form) that will be parsed and
split by secure data parser 3000. In a splitting
operation, assembled data buffer 3008 provides input to
secure data parser 3008. In a restore operation,
assembled data buffer 3008 may be used to store the

output of secure data parser 3000.
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[0415] Split shares buffers 3010 may be one or more
memory modules that may be used to store the multipie
shares of aata that resulted from the parsing and
splitting of original data. 1In a splitting operation,
split shares buffers 3010 hold the output of the secure
data parser. In a restore operatibn, split shares
puffers hold the input to secure data parser 3000.

[0416] It will be understood that any other suitable
arrangement of capabilities may be built-in for secure
data parser 3000. Any additional features may be built-
in and ‘any of the features illustrated may be removed,
made more robust, made less robust, or may otherwise be
modified in any suitable way. Buffers 3008 and 3010 ére
likewise merely illustratiﬁe énd may be modified,
removed, or added to in any suitable way.

[0417] Any suitable modules implemented in software,
hardware or both may be called.by or may call.to secure.
data pafser 3000. If desired, even capabilities that are
built into secure data parser 3000 may be replaced by one
or more external modules. As illustrated, some external
modules include random number generator 3012; cipher
feedback key generator 3014, hash algorithm 3016, any one
or more types of encryption 3018, and key management
3020. It will be understood that these are merely
illustrative external modules. Any other suitable
modules may be used in addition to or in place of those
illustrated.

[0418] Cipher feedback key generator 3014 may,
externally to secure data parser 3000, generate for each

secure data parser operation, a unique key, or random
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number (psing'for example random number generator 3012Y{
to be used as a seed Qalue for an operation that extends
an original session key size (e.g., a value of 128, 256,
512, or 1024 bits) into a value equal to the length of
the data to be parsed and split. Any suitable algorithm
may be used for the ciphér feedback key generation,
including, for example, the AES cipher feedback key
generation algorithm. |

[0419] In order to facilitate integration of secure

data parser 3000 and its external modules (i.e., secure

data parser layer 3026) into an_applicatibn layer 3024
(e.g.,vemail application, database application, etc.), a
wrapping iayer that may make use of, for example, API
function calls may be used; 'Any other suitable
arrangement for facilitating integratioh of secure data
parser layer 3026 into application layer 3024 may be
used. | ‘ | '

[0420] | FIGURE 31 illustratively shdws how the

arrangement of FIGURE 30 may be used when a write (e.g.,

‘to a storage device), insert (e.g., in a database field),

or transmit (e.g.,.across a network) command is issued in
application layer 3024. At step 3100 data to be secured
is identified and a call is made to the secure data
parser. The call is passed through wrapper layer 3022
where at step 3102, wrapper layer 3022 streams the input
data identified at step 3100 into assembled data buffer
3008. Also at step 3102, any suitable share information,
filenames, any other suitable information, or any
combination thereof may be stored (e.g., as information

3106 at wrapper layer 3022). Secure data processor 3000
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then parses and splits the data it takes as input from
assembled data buffer 3008 in accordance with the present
invention. It outputs the data shares into split shares
buffers 3010. At step 3104, wrapper 1aye;-3022 obtains
from stored information 3106 any suitable share
information (i.e., stored by wrapper 3022 at step 3102)
and share location(s) (e.g., from one or mbre
configuration files). Wrapper layeri3022 then writes the
output shares (obtained from split shares buffers 3010)
appropriately (e.g., written to one or more étorage“
devices, communicated onEo a network, etc.).

[0421] FIGURE 32 illustratively shows how the
arrangement of FIGURE 30 may be used when a read (e.g.,
from a storage de#ice), select (e.g., from a database
field), or receive (e.g., from a network) occurs. At
step 3200, data to be restored is identified and a call
to secure data parser 3000 is made from application layer
3024. At step 3202, from wrapper layer 3022, any

suitable share information is obtained'and share location

'is determined. Wrapper layer 3022 loads the portions of

data identified at step 3200 into split shares buffers
3010. Secure data parser 3000 then processes these
shares in accordance with the present invention (e.g., if
only three of four shares are available, then.the
redundancy capabilities of secure data parser 3000 may be
used to restore the original data using only the three
shares). The restored data is then stored in assembled
data buffer 3008. At step 3204, application layer 3022
converts the data stored in assembled data buffer 3008

into its original data format (if necessary) and provides
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the originél data in its 6riginal format to application"
layer 3024. '
[0422] ‘It will be understood that the parsing and
splitting of original data illustrated in FIGURE 31. and
the restoring of portions of data into original data
illustrated in FIGURE 32 is merely'illustrative. Any
other suitable processes, components, or both may be'used
in addition to or in place of those illustrated.

[0423] FIGURE 33 is a block diagram of an illustrative

'process flow for parsing and splitting original data into

two or more portions of data in accordance with one
embodiment of the present invention. As illustrated, the
original data desired to be parsed and split is plaiﬁ
text 3306 (i.e., the word “SUMMIT” is used as an
example). It will be understood that ahy other_type of
data may be parsed and split in accordance with the
present invention. A session key 3300 is generated. If
the length of session key 3300 is not compatible with the
length of original data 3306, then cipher feedback
session key 3304 may be generated.

[0424] In one suitéble‘approach, original'data 3306
may be encrypted prior to parsing, splitting, or both.
For example, as FIGURE 33 illustrates, original data 3306
may be XORed with any suitable value (e.g., with ciphér
feedback session key 3304, or with any other suitable
value). It will be understood that any other suitable
encryption technique may be used in place of or in
addition to the XOR technique illustrate. It will
further be understood that although FIGURE 33 is
illustrated in terms of byte by byte operations, the
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operation may'take place at the bit level or at any other

" suitable level. It will further be understood that, if

desired, there need not be any encryption whatsoever of
origihal data 3306.

[0425] The resultant encrypted data (or original data
if no encryption took place) is then hashed to determine
how to'split the encrypted (or original) among the output
buckets (e.g., of which there are four in the illustrated

example). In the illustrated example, the hashing takes

'place by bytes and is a function of cipher feedback

session key 3304. It will be understood that this is
merely illustrative. The hashing may be performed at the
bit level; if desired. The hashing may be a function of
any other suitable value besides cipher feedback session
key 3304. In another suitable approach, hashing need not
be used. Rather, any other suitable technique for
spllttlng data may be employed.

[0426] FIGURE 34 is a block dlagram of an illustrative
process flow for restoring orlglnal data 3306 from two or
more parsed and split portions of original data 3306 in
accordance with one embodiment of the present invention.
The process involves hashing the portions in reverse
(i.e., to the process of FIGURE 33) as a function of
cipher feedback session key 3304 to restore the encrypted
original data (or original data if there was no
encryption prior to the parsing and splitting). The
encryption key may then be used to restore the original
data (i.e., in the illustrated example, cipher feedback

session key 3304 is used to decrypt the XOR encryption by
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XORing it with the encrypted data).‘ This the restores
original data 3306. ‘

[0427] FIGURE 35 shows how bit-splitting may be
implemented in the example of FIGURES 33 and 34. A hash
may be used (e.g., as a function of the cipher feedback
session key, as a function of ahy 6ther suitable value)
to determine a bit value at which to split.each byte bf
data. It will be understood that this is merely one
illustrative way in which to implement splitting at the
bit level. Any other suitable technique may be used,
[0428] It will be undérstood that any reference to
hash functionality made herein may be made with'respecﬁ
to any suitable hash algorithm. ‘These include for
example, MD5 and SHA-l. Different hash algoriﬁhms may be
used at different'tihes and by different components of
the present invention.

[0429]’ In one embodimént of the present invention, ah
audit module may be provided that tracks whenever the
secure data-parser is invoked to parse and/or split data.
[0430] Additionally, other combinations, additions,
substitutions and modificaﬁions will be appafent to-the.
skilled artisén in view of the disclosure herein.
Accordingly, the present invention is not intended to be
limited by the reaction of the preferred embodimeﬁts_but
is to be defined by a reference to the appended claims.
[0431] It shall be understood that features,
approaches, embodiments, arrangements, etc. as described
in this provisional appiication shall take on

illustrative interpretations. For example, when language
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such as_“required," “must,” and “is” is used, it shall be

interpreted as meaning “may be.”
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SEQ-3 PROV

SECURE DATA PARSER METﬁOD AND SYSTEM

Abstract of the Invention

[0432] A secure data ﬁarser is provided that may be
integrated into any suitable system for securely,storihg
and communicating data. The secure data parser parses
data and then splits the data into multiple portions that
are stored or communicated distinctly. Encryption of the
original data, the portions of data, or both may be
emploYed for additional security. The secure data parsér
may be used to protect data in motion by splitting
original data into portions of data, that may be

communicated using multiple communications paths.
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PROBLEM : BACKUP TAPES & VULNERABILITIES

The security of backup tapes is of great importance due to increased regulatory
attention and publicity attending the loss of sensitive data. Tape backup data
represents a significant vulnerability in many security policies, as tapes frequently
contain significant quantities of high-value data in a portable form. Furthermore,
centralized data backup operations frequently provide a path by which sensitive
data can become unintentionally mixed with less sensitive data, leading to an
inappropriate deployment of physical security for some backup tapes.

We begin by briefly noting that “traditional” encryption is only one technique for
providing security for backup tapes, and detail a set of disadvantages to this
approach. These limitations derive primarily from the need to securely perform
key management. We then describe the technique used by the SecureParser,
which employs NSA Type 1 cryptographic primitives to provide an alternative
approach to data security. We note that the SecureParser approach simplifies
key management and obviates the need for complex key-storage hardware and
training for backup operators.

CONCERNS

Single Point of Failure - Encryption-only approach

“Traditional” encryption encompasses symmetric and public-key encryption
operations, which make use of encryption keys to encipher/decipher data. While
these techniques sufficiently protect data, their practical use is complicated
primarily by the need to securely perform key storage and management. This
necessitates an additional set of procedures for generating, storing, and auditing
the use of encryption/decryption keys. Fundamentally, an encryption-based
approach is no more secure than the procedures applied to the encryption keys.

Should keys become compromised at any point before, during or subsequent to
a data-loss incident, encryption offers no protection for the compromised data.

Key Management = Extra Work & Costs

Key Generation: When unique encryption keys are generated for each backup
operation, each new key must be stored. This can be done using a local key-
store, maintained at the backup location. However, in this scenario, key material
may be vulnerable to compromise along with data. This concern can be
mitigated through the use of tamper-resistant hardware, key encryption, offsite
key-storage, etc. However, many of these approaches serve only to shift the
problem of key storage to another potential point of failure.
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Key Re-use — Exposure & Compromise: Use of long-term encryption keys over
multiple backups significantly reduces the quantity of key material that must be
stored. Furthermore, when a single key is used repeatedly, its value is greatly
increased and it becomes a significantly more likely target for compromise.

Simultaneously, it must be exposed more frequently, in order to facilitate tape
decryption (and in some schemes, encryption as well). When using symmetric-
key (secret key) encryption algorithms, a single key is used to both encrypt and
decrypt documents. This allows for potential exposure of keys at tape creation
and at a later decryption point. The use of Public Key cryptography can mitigate
this problem by providing a separate (non-secret) key for use specifically when
encrypting tapes (this key cannot be used to decrypt tapes). However, data
recovery from tape still requires access to the secret decryption key, which must
be conveyed from secure storage and used by some responsible party.

Key Loss (Destruction): Loss or destruction of encryption keys renders stored
data unrecoverable. Therefore, in any approach to data backup where keys
required for recovery, the system should include a separate mechanism
designed to “back up” keys themselves (e.g., storing keys in separate physical
locations, etc.) However, each key replica represents a single point of failure,
and must be protected. Furthermore, stewardship of keys by multiple parties
substantially increases the risk of insider attack. (This can be mitigated through
key-splitting approaches where multiple “split” keys must be re-combined to
recover an encryption keys. SecureParser provides a similar functionality using
a more flexible security mechanism.)

SOLUTION : SECUREPARSER

Data Splitting - Parsing: The cryptographic data-splitting approach of
SecureParser addresses many of the above concerns by obviating the need for
complex key management schemes. SecureParser operates by dividing input
data into multiple “shares”, which may be placed onto separate tapes (or on other
media including networked hard drives, NV-RAM storage devices, etc.). Any
party who obtains one (or fewer than a pre-specified number) of these shares will
be unable to recover the original data. In an example scenario, the
SecureParser might “split” a single multi-gigabyte input across a set of four
backup tapes (each containing approximately ¥ of the total material), such that

all four tapes must be recovered in order to recover the initial file. At the same

20/
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time, the SecureParser approach provides cryptographic guarantees that no 3 of
the backup tapes will reveal any useful information about the original data.

Advantages

Significant Advantage: This approach to data security has significant
advantages over key-based techniques, in that it is easily deployed and can be
understood by all players in a security policy. Provided that participants can
prevent the loss of some (user-specified) number of shares, parsing provides an
identical level of security to traditional encryption techniques. Furthermore,
SecureParser can offer a protection not offered by keyed-encryption, which is a
form of “security through bulk”, where an attacker must recover most of a
potentially very large backup tape in order to obtain useful data. This prevents
insiders from memorizing and stealing secrets, as might be possible with
decryption keys. ‘

Cryptographic Security: The security guarantees of the SecureParser system
are equivalent to those provided by traditional (keyed) encryption approaches.
This is due to the fact that SecureParser is itself a form of (un-keyed) encryption,
and uses an NSA Type 1 encryption algorithm (AES) as its core component. (In
an alternative sense, the SecureParser can be considered as a keyed encryption

algorithm where the shares themselves combine to form the key.) The.

constructions used by SecureParser provide the same level of security as AES
against any attacker who does not possess the correct number of shares. Using
standard parameters, this will prevent recovery even by an attacker with
enormous resources. Moreover, the SecureParser algorithm is highly efficient,
and operates at speeds similar to other secure encryption modes (on some
hardware, parsing throughput may be significantly greater than many encryption
techniques, due to the parallelizable algorithms used).

Physical Separation - Data Storage and Transport Application: In practice,

SecureParser allows for flexible storage policies whereby critical data is split onto

separate media (e.g., tapes), which may then be stored in disparate locations.

To prevent loss of sensitive data, it is only necessary to ensure that an attacker .

be unable to recover a sufficient set of shares to recover the original data. By
distributing tapes sensibly, an organization can ensure data confidentiality unless
an attacker is able to compromise several separate storage locations (or,
alternatively, obtain the collusion of a large number of insiders). Alternatively,
data can be transported securely to an offsite location by splitting data into
multiple shares, which are then transported via independent channels or routes
(electronic or physical). Provided that at least 1 (or some pre-specified) number
of transport channels are secure, data confidentiality is guaranteed.

Resilience to Share Loss / Destruction: Using traditional encryption approaches,
data recovery depends on the availability of decryption keys. In that approach,

ACR
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the loss or destruction of a decryption key will prevent any future recovery of an
encrypted backup tape, rendering it useless. Protecting against key loss in
traditional encryption scenarios requires complex key. management techniques,
which may not be appropriate for many deployments.

Fault Tolerance: While SecureParser shares may also be lost or destroyed,
SecureParser includes built-in disaster recovery features to account for the
possibility of share destruction. To allow for data recovery in the event of share
destruction, SecureParser allows for the creation of “m of n” data splits. This
technique produces n individual shares, but only requires some subset (m) of
those shares in order to achieve data recovery. This provides a level of
redundancy in the event that some shares are not available during the re-
construction process. In an example scenario, critical data might be split onto
four separate backup tapes. In the event that any one tape is damaged or
destroyed, the remaining three tapes can be recombined to recover the original
data. This “3 of 4” split is one of many possible parameterizations of the parser.
In addition to its security properties, this approach can be used to add S|mp|e
redundancy, as in the case of RAID drives or striped backup tapes.

Policies & Procedures: The “m of n’-split can also be used to.create ﬂéxible
security policies. For example, a backup operator might produce n tapes for
storage by distinct individuals or departments. Based on the settings of

SecureParser, any quorum of m individuals can combine their shares in order to-

re-construct data. This addresses a recovery scenario where only certain users
are available, but also prevents insider attack by some smaller number of users.

Mandatory Share - Advanced Options and Secure Deletion: To provide
additional flexibility, SecureParser can also provide for options such as
“mandatory shares” which will always be required in order to reconstruct a
document. These shares serve as a backstop—in a sense, a “master key"—
without which no set of shares can be used to reconstruct the document. This
has useful implications for tape re-purposing and destruction. Once a mandatory
share has been destroyed, the entire underlying document is effectively
destroyed (the remaining shares are will not allow for data recovery). This allows

for rapid destruction of data once it is no longer required for storage, and can -

allow for re-purposing of the remaining tapes or storage devices.

Efficiency: The SecureParser algorithms process data at rates similar or greater

to other (secure) encryption schemes. SecureParser's AES-based algorithm is -

optimal, i.e. operates at the same rate as other secure AES-encryption
approaches. (Although the SecureParser can be adapted to use other ciphers,
AES is recommended due to its security and efficiency.) The SecureParser
algorithm offers a set of internal settings, which adjust parameters such as the
AES cipher's key length (128/192/256-bit). These decisions can enhance the
security level of parsed shares, at some cost to performance. ’

J03 ,_
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Throughput Improvement - MultiPathing: Moreover, the encryption
schemes used by SecureParser are explicitly designed to take advantage of
advanced hardware features such as multi-processing and dedicated
cryptographic hardware, in order to multiply data throughput. SecureParser
algorithms use a non-sequential encryption mode (AES-CTR) so as to allow
parallel processing of data, which allows for many times speedup in the event
that these features are available in the underlying hardware.

Faster - Elapsed Time Decreased: In a common use of SecureParser,
backup data shares are written to separate media (e.g., multiple tapes). In these
cases, SecureParser allows for faster backup via parallel writes. Customers who
possess multiple tape drives can perform this splitting and media-write process
on several drives simultaneously. For instance, a customer might divide input
data into 8 shares, which could be simultaneously written to 8 separate tapes.
Consequently, a large backup job can be performed in a fraction of the time
required to write data one tape at a time.

Integrity of Data/ Authentication: A concern raised in the referenced document
is the possibility of data tampering, e.g., the placement of a Trojan Horse
program onto a stored backup. Such tampering can offer a back-channel by
which malicious code or data can be inserted into a secure system. SecureParser
offers built-in integrity and authentication for shares based on Message
Authentication Codes and Digital Signatures (e.g.,, HMAC-SHA1 and RSA-PSS) .
This approach provides cryptographic guarantees against data modification by
malicious actors.

A

y
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The SecureParser Data Processing Module

The SecureParser is a cryptographic software module designed to efficiently process full-
duplex data streams with specific functionality for [Pv4/IPv6 network traffic and other
common network protocols. The SecureParser ensures the confidentiality of transmitted
data using industry standard strong data encryption techniques'and algorithms, while
adding minimal latency and maximizing performance on a variety of single- and multi-
processing architectures.

In addition to providing FIPS-compliant encryption techniques, the SecureParser
implements a novel cryptographic data splitting technique designed to transparently
multiplex data-streams over multiple sub-channels, including wired and wireless
connections. This process allows transmitters to transparently combine several channels
into a single high-bandwidth “virtual” channel without introducing significant latency to
impede real-time communications applications. This innovative data-splitting technology
provides additional security guarantees above and beyond those provided by standard
encryption techniques.

The SecureParser consists of two primary components:

1. A highly-efficient encryption module designed to meet FIPS-140-02 standards for
a software cryptographic module, including standard data authentication, key
management and user authentication mechanisms.

2. A proprietary “data splitting” core designed to securely multiplex data-streams,
with minimal latency and strong cryptographic guarantees.

The remainder of this document describes the SecureParser and discusses the potential
applications of this software.

Secure Authenticated Encryption

The SecureParser is designed to encrypt arbitrary data streams using industry-standard
AES encryption and FIPS-compliant data authentication mechanisms. SecureParser
provides low-latency, high-performance encryption of arbitrary data streams, and
includes specific operating modes designed to secure a variety of specific data formats,
including IP (v4/v6) traffic. SecureParser is capable of encapsulating encrypted output
into a variety of formats for transmission over arbitrary communication channels.

High Throughput. The SecureParser incorporates a highly efficient AES encryption
engine which complies with FIPS-140-02 requirements and provides encryption at key
lengths of 128, 192 and 256 bits. The encryption algorithms included in SecureParser are
implemented so as to provide optimal throughput on parallel- and multi-processor
architectures, using parallelizable cipher modes wherever possible. '

Cryptographic Message Authentication and Integrity. Data streams transmitted
through the SecureParser system are authenticated using efficient FIPS-compliant

305
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message authentication codes (HMAC-SHA1). Additionally; SecureParser incorporates
digital signatures (EC-DSA and RSASSA-PSSA) for transmissions which require non-
reputability and to perform authenticated key-agreement.

Key Management and Key Agreement. The SecureParser provides a variety of
techniques for managing keys, compliant with FIPS standards for a software encryption
module. These include systems for encrypting keys data, use of protected memory for
key material, and “split-knowledge” techniques which allow keys to be safely divided
among multiple participants.

Additionally, the SecureParser implements provably-secure authenticated Key
Agreement techniques designed to rapidly establish connections between SecureParser
modules, and is compliant with industry standards including IPSEC, TLS and SSL.

Cryptographic Data Splitting

A principal feature of the SecureParser is a proprietary data-splitting technology designed
to “split” or multiplex arbitrary data-streams over multiple sub-streams. This capability
can be used to combine a series of low-bandwidth channels into a single high-bandwidth
data channel, without introducing significant latency. Alternatively, it can be used to
combine several variable-bandwidth channels into a single virtual channel with a more
stable aggregate bandwidth.

The SecureParser data-splitting process also provides an additional layer of cryptographic
security for transmitted data. This approach provides provable guarantees that an
eavesdropper who intercepts one (or a subset) of the sub-streams will be unable to
reconstruct the original data. When combined with the standard encryption protections
provided by SecureParser, this approach can offer significantly enhanced security for
transmitted data, at minimal computational cost. '

Low latency. The proprietary SecureParser data-splitting technology multiplexes data at
the “bit” level, rather than at the frame or packet level. This results in minimal added
latency, which is critical for real-time communications protocols and voice
communications. :

Cryptographic security. To accomplish secure data splitting, the SecureParser uses a
proprietary coding technology which incorporates provably-secure cryptographic
elements. The security guarantees provided by this process ensure that channel re-
construction is only possible when a sufficient number of sub-channels are available to
the receiver. In practice, this protects the data-stream against eavesdroppers who are
capable of intercepting only certain channels (e.g., broadcast channels) but not others,
including wired connections and other restricted forms of radio broadcast (e.g., cellular
communications). This additional layer of protection can provide a critical additional
protection, particularly in the event that an encryption key is compromised.

206
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The data-splitting approach can also be used to increase the efficiency of SecureParser or
another encryption product. Because the splitting process provides provably guarantees
for the confidentiality of a full data stream when some channels are unavailable to an
attacker, users can protect data by encrypting only a subset of the resulting sub-streams.
Due to the security properties of the splitting algorithm, the data-stream remains secure
even if no encryption is applied to the remaining channels. As these encrypted sub-
channels may carry significantly less data than the original data-stream, this approach can
significantly reduce the burden on an encryption device. Sub-stream encryption can be
used to replace or augment the protection provided by the primary SecureParser
encryption functionality.

Integrity and disaster recovery. The SecureParser splitting algorithm may be
parameterized to add redundancy to split data. In the case that some channels are
unreliable, for example, SecureParser can split data into n sub-streams such that any m of
those streams will allow for full data recovery. This ensures that data transmission is
uninterrupted even in the event of temporary (or permanent) disconnection of some
channels. Additionally, data may be split so that certain sub-streams are “mandatory” for
re-construction of the signal, while others are not.

SecureParser can also add redundancy to individual data streams by embedding standard

error correction codes, along with cryptographic integrity protections to prevent
malicious tampering.
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Secured Storage Using SecureParsertm

ABSTRACT

Securing storage data is a manifold problem with requirements in
three dimensions: data security, data integrity, and the safety of
data. Meeting the requirements for one dimension often means
compromising another. SecureParser™ is a software technology
which addresses all three dimensions of secure storage without
compromising any. In this paper, we describe the SecureParser™
technology and discuss how it addresses the three dimensions of
secured storage: security, integrity, and safety.

1. INTRODUCTION

The SecureParser™ from Security First Corp. is a unique cross-
platform software module suite that not only incorporates NSA
cryptographic primitives providing an alternative approach to data
security, but also has the ability to provide fault tolerance,
increased access speed and physical separation of data. This
approach eliminates many of the problems typically associated
with security solutions including key management single points of
failure and data unavailability.

The cryptographic data-splitting approach of the SecureParser
operates by randomly dividing the input data at the bit level into
multiple “shares”. These shares may be stored in separate
locations or transmitted across different communication channels.
Any party who obtains or holds one (or less than a pre-specified
number) of these shares will be unable to recover the original
data. There are several methods that the SecureParser'™ employs
for securing and splitting data. One of these methods is discussed
in detail in this paper.

The SecureParser allows for additional information to be written
to each share, thereby creating a fault tolerant environment that
can sustain the loss of one or more shares. For example, the
output may be configured to allow for any 3 of 4 shares to
recreate the original information. Each share is authenticated
during creation and has built-in integrity checks to protect against
intentional and unintentional damage.

The SecureParser'™ approach simplifies key management and
eliminates the need for complex key storage systems. For those
installations where keyed encryption type systems are mandated,
the SecureParser™ can be configured to pass a session key back to
be stored in a key store. The security guarantees of the
SecureParser'™ system are similar to those provided by traditional
encryption approaches. This is due to the fact that the
SecureParser'™ s itself a form of un-keyed encryption and uses an
NSA registered encryption algorithm (AES) as its core security
component. In an alternative sense, the SecureParser'™ can be
considered a “keyed” encryption algorithm where the shares
themselves form the key. The construct
SecureParser'™ guarantees that the “parsed” output possesses the

used by the

security properties of the encryption algorithm, which prevents
recovery even by an attacker with enormous resources. With the
additional attributes of physical separation and fault tolerance, a
data security level distinct from traditional, serial encryption is
now available.

2. PROBLEM STATEMENT

To ensure the quality of data, information management systems
must guarantee the safety, integrity, and security of that data.

The term “data safety” in the context of this paper refers to the
requirement that data can not be lost through accident or attack.
Typically, rigorous backup procedures are implemented to
periodically copy all data to offsite, geographically dispersed,
locations. Of course, there are windows in time when data is at
risk, specifically between when a file is modified and when it is
backed up. Mirroring technologies help close the timing holes,
but at a high cost. In general, ensuring data safety in traditional
ways incurs high costs in manpower and equipment.

“Data integrity” means that data can not be changed, either
through accident or by design. Enterprise-class IT equipment
protects against data corruption with hardware mechanisms such
as parity and error-correcting codes. More insidious, however,
are malicious modifications that go undetected until they have
caused system crashes or erroneous decisions. Checksumming
and other techniques such as digital watermarking may be
employed by software to guarantee the integrity of data files, but
those techniques are processor intensive and are often not applied
consistently across and enterprise’s digital assets.

Finally, “data security” means that data can not be read or copied
by unauthorized agents. Maintaining safety and security of data
often means working at cross purposes. To be safe, data should
be duplicated as many times as necessary to ensure a copy will
survive the worst case disaster. This could very well mean
multiple, remote backups and/or replication of live data to disaster
recovery sites. On the flip side, to be secure, data should exist in
only one place, since the more data is replicated, the more likely it
is to be stolen. '

SecureParser™ and the methods by which it may be employed, as
described herein, can maximize all three aspects of data safety,
integrity, and security in a coherent manner.

2.1 Solving the Data Security Requirement

“Traditional” encryption employ private or public-key encryption
operations, which make use of encryption keys to
encipher/decipher data in a serial or streamed fashion. The
practical use of these techniques is complicated primarily by the
need to securely perform key storage and key management. This
necessitates an additional set of procedures for generating,
storing, and auditing the use of encryption/decryption keys.
Fundamentally, an encryption based approach is no more secure
than the procedures applied to the encryption keys. Should keys
become compromised before, during or subsequent to a data loss

008

EX1010, Page 210



incident, encryption offers no protection for the compromised
data. '

The SecureParser™ has advantages in performance over other
security solutions. The encryption operations are efficient and
operate on small blocks of data. The algorithm is explicitly
designed to take advantage of advanced. hardware features such as
multi-processing and dedicated cryptographic hardware in order
to multiply data throughput performance. A ‘parallelizable’
encryption mode (AES-CTR) is used so as to allow for parallel
processing of data, which allows for significant speed
enhancement if those features are available in the underlying
hardware. Also, since the output of the SecureParser'™ is multiple
shares, each smaller than the original data, multiple channels to
storage arrays or communication channels allow for multi-
threaded 1/0, enhancing speed of access during read and write
operations. -

The SecureParser™ is parameter based, allowing for configuration
of parameters such as the number of. output shares, number of
shares required to recombine the data, AES key length
(128/192/256 bit) and designation of mandatory shares. The
SecureParser™ can integrate easily with PKI, securing any
individual key value or share with a public key, and allowing only
the owner of the private key the ability to restore the data.

The following diagram (Figure 1) outlines the functional flow of
the SecureParser™ process in more detail.

[T

1. Split input data (x) into “n” number of blocks of
preconfigured sizes 128, 192 or 256 bits each in length. The
resulting blocks are designated in the diagram as x, through
X

2.  Generate a random value “k” to be used as the transform key.
The random number can be generated from hardware if
necessary.

3. Transform each “x” block into a corresponding *“y” block
using the key value “k”.

4. Compute a new y value “y,” to represent the XOR of all
available  “y”  blocks and the key  value
“k” yo=y1 XOR y, XOR y; ... y, XOR k.

Discard key value “k”.

If a session key needs to be held, any y value, .including Yo,
may be optionally held as a session key or encrypted using a
public key.

7. Resulting y values including y, are distributed randomly at
the bit level to shares adding fault tolerance as specified.

To restore the information, all available bits from the shares
representing the original “y” blocks must be presented

Figure 1. SecureParser™ Functional Flow

3. SECUREPARSER™ TECHNOLOGY

3.1 Description of Method ,

The SecureParser™ Core (Figure 2) isolates the functions of data
splitting (share creation, redundancy, and distribution to share
buffers) into a callable module. Data is placed in the Assembled
Data Buffer to be split and the SecureParser™ is invoked. The
resulting shares are placed into the Split Shares Buffers to be
securely stored or transmitted by the host application:

All cryptographic functions are external calls for the
SecureParser™. This allows for the custom integration of
various cryptographic libraries, giving flexibility for “bolting
on” other encryption modules, key management systems,
random number generators, etc. as needed.

External functions called by the SecureParser™ are:

* Random Number Generator — For each split operation,
a unique random value is generated to be used as the
basis for the split. Random numbers can be generated
in a number of ways, via software program or hardware
interface. :

e AES Counter Mode Module — This module secures each
block of data prior to the distribution to the shares.

¢ Encryption Algorithm — In some circumstances the
data must be pre-encrypted. If this is the case, the
SecureParser can invoke external encryption to process
the data prior to the split. Alternatively, shares may be
encrypted post-splitting.

e Key Management System — In some cases, external key
management will be mandated. If so, the SecureParser
will pass a key value to an external system for secure
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Figure 2. SecureParser'™ Core

Integration to the SecureParser™ is accomplished through a well
documented Application Programming Interface (API). Since the
SecureParser™ is designed to be integrated to any application or
infrastructure component which stores or transmits data, there are
no references within the SecureParser to where the data is stored
or transmitted. Data is placed into the inbound SecureParser™
buffer to be split, and the resulting split shares are picked up by
the host application. In many cases, an API integration layer is an
effective way to reduce the amount of coding needed for a
particular environment. The API integration layer defines the
location of the resulting shares, such as paths to send the
information or storage device to store the shares. The API
integration layer also defines the naming convention of the
resulting data, or parameters to store with the information such as
row, column and table ID in the case of a database application or
the original filename in the case of unstructured data such as
documents, images, maps, multimedia, or streaming data. The
diagram below (Figure 3) shows the API integration layer.
Overall, this API layer handles streaming of the data to the
SecureParser and secure storage or communications of the
resulting shares.

/0

Figure 3. SecureParser'™ API Integration Layers

3.2 Integration Poinfs

There are

several points within the data communications

architecture where the SecureParser™ technology can be

integrated.
Table 1.

These integration points and their pros are shown in

Table 1. SecureParser*™ Integration Pros

Layer

Pros

Application [and value-add. (Currently

Custom integration for
application differentiation

packaged with installation
tools.)

File system

Generic file access;
Local and remote files
supported;

Share/key mapping
integrated into directory;

Concurrent multiple paths

Device
driver

LUN-based rather than
file-based;

Concurrent multiple paths;
Supports legacy HBAs and
fabrics

HBA

Offloads parsing overhead
from host CPU;
Legacy fabrics supported

Switch

Parsing is transparent to
hosts;
Highest performance

An example of a Parsed File System is outlined below. Because
implementation of SecureParser'™ at the device driver and/or HBA
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layers requires hardware and/or system software updates to all
servers (as does a PFS), these approaches are less practical than
integrating SecureParser™ into the fabric itself by implementing it
within the switches.

In the sections below, the Parsed File System and Parsed Fabric
options are examined. '

3.3 Parsed File System

The Parsed File System (PFS) is a distributed file system which
incorporates a directory, shared among the file servers, which is
itself parsed. The PFS directory is the clients’ view of all file
assets. The set of files visible to an individual client is controlled
by that client’s group keys. An example is given in the next
section.

PFS features include:

1) The distribution of SecureParser™ shares is hidden from the
client. The file server location and the names of the files
containing the share data (i.e. the URLs of the shares) are
maintained within the directory. The file system client is
given access to those shares at file open.

2) In addition to the normal file attributes such as timestamps,
size, access privileges, etc., the directory stores:

a. N-of-M

b. URLSs or some other globally unique identifier (GUID) of
the shares

¢. A Key-Id referencing the actual SecureParser'™ key
which was used to parse the file. The file server verifies
at open time that the client has been granted the key
referenced by the Key-1d.

. d. Validity check data

3) The directory data is parsed with separate, replaceable group

keys to allow keys to be rescinded and replenished as -

required, for example when personnel changes or suspected
security breaches warrant.

4) Open and close operations are audited and any suspected
declassifications (movement of data from a higher security
level to a lower security level) are sequestered for
authorization. The sequestration method is as follows:

a. As data is read from a file, a signature of the data is
calculated every S bytes (S is a tunable parameter).
b. Signatures, along with the file’s group key are stored by
the file server until all of the following are true:
i. the file is closed
ii. all processes running when the file was
opened are terminated
iii. all processes which were started after the
file was opened but while there was data
in the clipboard are terminated
c.  Target signatures are generated on writes and compared
to read signatures of files with different group keys to
detect suspicious cut-and-paste operations.

5) Files parsed with group keys not included in the user’s
authorized key set are not visible to that user in the directory.

6) Signature generators for different file types (e.g. .TXT,
.WRD, .XLS, .JPG) can be added to PFS through a plug-in
interface.

7) Group keys can be defined to inherit privilege from other
keys. For example: '

a. Unclassified = {UNCLASS}

Secret = {SECRET, UNCLASS}

TS/SCI = {TS_SCI, SECRET, UNCLASS}.
Speciall'= {SAP1, SECRET, UNCLASS}
Special2 = {SAP2, TS_SCI, SECRET, UNCLASS}
Special3 = {SAP3, SAP1, TS_SCI, SECRET,
UNCLASS}

moaog

3.3.1 PFS Example

A sample use-case illustrates the PFS behavior.

1) USERI logs in to the network and is granted {USERI,
SAP1, SECRET, UNCLASS} keys.

2) USERI opens Notepad and types “The quick fox jumped
over the lazy brown dog.” ’

3) USERI saves the file as TEST1.TXT.

4) A dialog box appears asking what SecureParser™ group key
should be used: USERI1, SAP1, SECRET, or UNCLASS.

5) USERI chooses SECRET and TEST1.TXT is saved.

6) USER2 logs in and is granted {USER2, UNCLASS} keys.

7) TESTL.TXT is not visible when USER2 opens Explorer.

8) USERS3 logs in and is granted {USER3, TS_SCI, SAPI1,
SECRET, UNCLASS} keys.

9) USERS3 sees TEST1.TXT and opens it.

10) USERS3 copies “quick fox” to clipboard.

11) USERS3 pastes clipboard (“quick fox™) to a new file.

12) USERS3 saves the new file as"TEST2.TXT and picks the
UNCLASS group key.

13) A warning dialog box appears with the message
“TESTZ TXT will be sequestered for declass:ﬁcatlon

" review.”

14) USERS3 cancels the warning — the new file is not saved.

15) USER3 saves TEST2.TXT using SAP1 key. Since SAP1
includes SECRET, which was TEST1.TXT’s key, no
wamming is issued.

16) USERT1 sees and reads TEST2.TXT (since he has the SAP1
key), but USER2 can not.

17) USERS3 copies/pastes “brown dog” to a new file and saves
the new file as TEST3.TXT using key UNCLASS.

18) The declassification warning appears and USER3 OKs it.

19) ADMIN logs in and is granted all keys.

'20) ADMIN receives a message to review TEST3.TXT for

possible declassification.

21) ADMIN shows Details>>>
File TEST3.TXT, written by USER3 using key UNCLASS.
It contains “brown dog”, which may have been copied from
TEST1.TXT (key SECRET).

22) ADMIN OKs the save.

23) USERI, USER2, and USER3 all see and can access
TEST3.TXT.

3.4 Parsed Fabric

An alternative to the Parsed File System is an approach which
pushes the parsing operation into the storage fabric. Rather than
parsing individual files, specific logical unit numbers (LUNS), i.e.
drives, are parsed.

In the method shown above, the host application and server have
no involvement in the parsing process. They simply issue
standard operations (Read, Write, etc.) into the fabric. The
Parser-enabled Switch is responsible for accessing the Key
Manager and a LUN Map, somewhere in the fabric, which

Al

EX1010, Page 213



contains a mapping from application-visible LUNs to physical
locations of the corresponding shares.

By pushing the parsing function into the fabric, all parsing
processing is offloaded from the servers. More importantly, no
changes are required to application, device driver, or operating
system software. In environments where rigorous certification
processes are used to qualify all software, being host-transparent
is a significant advantage. '

Of course, the Parser-enabled Switch must be certified to
interoperate with all of the appropriate fabric and storage
equipment.

4. Differentiators
There are several key advantages of the SecureParser™ over
typical encryption methods:

e  The SecureParser™ offers keyless security, eliminating the
complexity of generation, storage and long term management
of encryption keys. )

e  Physical separation of data allows for flexible data storage
and transmission policies which are unable to be achieved
using existing encryption.

e  The fault tolerant mode of the SecureParser'™ can allow for
faster access to data, disaster recovery using the remaining
shares, and can eliminate the need for data backup.

e The system is easily deployed and can be understood by all
players in a security policy.

e  The SecureParser™ offers improved speed of encryption

 through a parallelizable encryption mode, and faster /O
operations through multi-threading of read and write
operations using smaller shares of data than the original.

4.1 Why Is It Secure?

The SecureParser™ employs strong NSA registered cryptographic
primitives as its core security component. The construction used
by the SecureParser'™ guarantees that the parsed output possesses
the security properties of the encryption algorithm. The
SecureParser'™ not only employs strong NSA registered
cryptography at its core, but uses bit-level physical separation of
all the data as a construct to improve security over typical
encryption solutions, eliminating single points of failure.

4.2 Data Recovery

The SecureParser™ was designed with the ability to be deployed
without the need for traditional backup practices. Offsite storage
of backups, redundant systems, mirrors and replicated data create
an additional security risk by exposing the entirety of the data in
other locations and formats. A built in fault tolerance option in the
SecureParser™ allows for additional information to be written to
each resulting share, allowing for the recreation of the original
information from less than the total number of shares. For
example, using a 2 of 4 distribution model, only 2 shares would
be needed to recreate the original data. This allows for the
recreation of a lost or damaged share by any 2 of the remaining 3
shares and may eliminate the need for backup or replication of
data. :

Integrity of the individual shares is assured by the use of an
authentication value embedded in the individual shares. This
integrity value ensures that the share has the required information
to recreate the original data and has not been tampered with or
damaged. Use of a ‘utility’ program module to verify integrity will
proactively validate the information and send an alert if a share
has been damaged in any manner.

4.3 Key Management

The SecureParser™ method allows for keyless information
security, eliminating the complexities of current keyed encryption
solutions. Discussed below are some issues associated with key
management.

4.3.1 Key Generation

When unique encryption keys are generated for each operation,
each new key must be stored. This can be done using a local key-
store. However, in this scenario, key material may be vulnerable

- to compromise along with the data. This concern can be mitigated

through the use of tamper-resistant hardware, key encryption,
offsite key storage, etc. However, many of these approaches serve
only to shift the problem of key storage to another potential single
point-of-failure.

4.3.2 Key Exposure A

When using symmetric-key encryption algorithms, a single key is
used to both encrypt and decrypt data. This allows for potential
exposure of keys at encryption and at a later decryption point. The
use of public key cryptography can mitigate this problem by
providing a separate non-secret key for use specifically when
encrypting data (this key cannot be used to decrypt the data).
However, data recovery still requires access to the secret
decryption key, which must be conveyed from a secure location
and used by a responsible party.

4.3.3 Key Loss

Loss or destruction of encryption keys renders stored data
unrecoverable. Therefore, in any approach to data backup where
keys are required for recovery, the system should include a

separate mechanism designed to “back-up” keys themselves (e.g.,

storing keys in a separate physical location). However, each key
replica represents a single point of failure and must be protected.
Furthermore, stewardship of keys by multiple parties substantially
increases the risk of insider attack. This can be mitigated through
key-splitting approaches where multiple “split” keys must be re-
combined to recover an encryption key. The SecureParser'™
provides this functionality using a more flexible security

mechanism, similar to the two man rule for missile launching.

5. SUMMARY

The SecureParser™ offers unmatched flexibility in information
security and access. At the core, strong NSA cryptographic
primitives protect the data in a keyless encryption offering,
eliminating the single point of failure in other data security
solutions. Physical separation allows for enhanced protection of
data, survivability and business continuity, as well as potential
performance increases in multi-threaded read/write operations.
The SecureParser’s™ “m of n” fault tolerance mode offers
improved access speed, assembling the data when the first “m”
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shares are retrieved. This mode also allows for reconstruction of
any share from the remaining shares in case of an intentional or
unintentional failure. The mandatory share option allows for
repurposing of storage media by the simple destruction of a single
block of data.

23

The SecureParser™ is small, efficient, and portable and may be
run in any number of environments, from servers to desktops, cell

phones to PDAs, and dedicated appliances to smartcards.
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SecureParser — How it Effectively Tackles
Customer Financial Data Theft & Storage Vulnerabilities

Executive Summary: ,

Identity Theft and Fraud is rampant and has reached epidemic proportions to
become the fastest growing crime in the US. All of the solutions that have been
developed are focused on minimizing breaches and losses to business while
keeping implementation costs in check. Most standards require encryption -of
data for protection, which is expensive to implement and manage due to the
complexity of securely generating and managlng encryption keys. As a result, its
adoption has been slow

SecureParser provides a robust data protection solution that is better than just
encryption while economical to implement and manage. SecureParser provides
“data splitting” technology while offering simplified “traditional” strong encryption
with flexible key management techniques, including key generation, storage and
distribution facilities. However, the most notable advantage of the SecureParser
product is a new form of cryptographic “data splitting”, which provides robust
security even in the event of key theft, or other failures in key management. Data
splitting technology divides sensitive data into portions (data shares) and stores it
in separate locations, such that the file data cannot be recovered without an
attacker obtaining all (or some pre-specified number) of the resulting shares. This

innovative approach to data security complements, and, in most cases, obviates

the need for, complex key management techniques based.

Therefore, as an alternative to traditional encryption the SecureParser, provides
a security and business continuity suite which incorporates strong AES
encryption with embedded key management.

The SecureParser offers the following advantages over: traditional encryptlon
solutions:

¢ Integrated key storage eliminates the need for complicated and costly key '

management policies and procedures.

o Cryptographic data splitting creates variable “shares” allowing for physical
or virtual separation of data.

e Optional additional fault tolerant data written to each share allows for
recreation of original information from less than the total number of
shares.

e Data cannot be restored unless aII (or a predetermined number) of shares
are retrieved.

o Embedded authentication information ensures the integrity of shares
without exposing the information.

2/
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» Encryption keys are protected within the data, allowing for flexible security
policies which are easily implemented and understood by all participants
in a security policy.

The SecureParser . is packaged for easy integration to existing or new
applications. Database applications are supported through easily adapted field
level security which secure data at point of insert into the database and supports
secure access to data during select, change and delete operations. Once
deployed, the SecureParser is transparent to the user and does not affect the
user interface. -

Background:

Compromise of customer data has serious consequences for financial service
institutions. Theft of customer information such as customer identities or credit
card or other account information can expose institutions to significant direct and
indirect financial costs. Direct costs include loss due to fraud, as well as the cost
of replacing stolen information, e.g., re-issuing credit cards. Indirect costs
include legal, brand and public relations exposure due to lawsuit. and regulatory
action. Laws enacted in California demand customer notification when sensitive
data is lost, and legisiative efforts in other states may follow suit to implement
such policies. '

Even though data theft is not a new threat, over time the costs associated with

information theft have risen exponentially in step with the capabilities of

information thieves. The increasing sophistication of these attacks is illustrated
by the recent and highly publicized breach at CardSystems Solutions Inc., in
which approximately 40 million credit card numbers were stolen by thieves using
a remotely activated “trojan horse” program. While the CardSystems breach is
noteworthy for its complexity and for the magnitude of the loss, more traditional
forms of data theft such as theft by authorized insiders is a common occurrence.

One result of the CardSystems breach has been the adoption of more rigorous
security programs by Card Associations, processors and other financial
institutions. Mastercard International Inc. and Visa U.S.A Inc. have jointly
pushed the Payment Card Industry Data Security Standard (PCI) for adoption by
processors and organizations which regularly deal with customer data, such as
card numbers, Social Security numbers, and other customer-identifying
information. The PCI standard includes a variety of policy and technical
measures designed to enhance network and storage security. In particular, the
PCIl recommends encryption of stored data to protect it in the event that other
layers of security fail. Unfortunately, implementing the PCI recommendations
presents a number of challenges for organizations, due to the complexity of
securely generating and managing encryption keys and systems. In the final
analysis, these concerns are the most expensive and complex component of any
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storage-based encryption system, and represent the most likely cause of storage
vulnerabilities.

In the next sections we address the goals of a secure storage solution, and
describe many of the security failures that may occur due to poor key
management used in traditional encryption solutions. We then describe the
advantages of the SecureParser product and explain how it can prevent data
losses caused by remote and insider attacks.

SECURE FILE STORAGE: GOALS

Before considering the appropriateness of any given approach, it is important to
fully understand the requirements that a secure storage device or application
must achieve. These include:

¢ Confidentiality of stored data. Any data stored to disk or tape is
vulnerable to theft by a motivated attacker. A secure storage scheme
must provide strong cryptographic guarantees that unauthorized users
cannot derive any significant information about the protected data, and
must prevent attackers—including authorized insiders—from bypassing
encryption through sophisticated attacks on supporting components,
including key-stores and encryption devices.

o Integrity of stored data. Data committed to disk or backup tape is
vulnerable to modification by insiders or successful remote attackers. This
can range from alteration of financial information, to insertion of malicious
software (e.g., a Trojan horse). To protect against this, an encryption
system must incorporate mechanisms guaranteeing that unauthonzed
modifications will be detected before data is used.

o Disaster recovery. Hardware failure or human error can destroy data or -

encryption keys required to recover data. In the event that a decryption
key is permanently destroyed, large quantities of encrypted data may
become unrecoverable. This induces substantial complexity into a key
management and storage process, requiring companies to back up data
and encryption keys to insure against loss of critical data.

o Secure deletion. The PCI standard recommends that institutions rapidly
destroy sensitive data once it is no longer needed. However,
sophisticated techniques for recovering data stored on magnetic media
require time-consuming deletion processes (or costly destruction of
media). A data storage solution should offer efficient and secure
techniques for destroying data once it is no longer required.

DATA ENCRYPTION: Challenges
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Despite its obvious benefits in securing stored data, data encryption has seen
slow adoption in many organizations. To a large extent this is a result of the
complex policies required to generate and manage the keys required by the
encryption process. In the following sections we briefly outline these challenges,
and describe how the SecureParser's data splitting technology can address
these problems by complementing or eliminating complex key management.

Single Point of Failure - Encryption-only approach

The goal of an encryption system is to protect the confidentiality of sensitive data,
even when such data falls into the hands of an attacker. “Traditional” encryption
approaches provide this confidentiality by enciphering data under an encryption
key. This key, or a corresponding decryption key is required in order to decipher
the data. Modern cryptographic algorithms guarantee that even a resourceful,
motivated attacker is unable to decipher encrypted data without access to the
required key material. As a result, attackers have turned their attention to
compromising decryption keys themselves. This necessitates an additional set
of procedures for generating, storing, and auditing the use of
encryption/decryption keys. Regardless of the technology used, a traditional
encryption approach is as secure as the procedures applied to the keys. Should
keys become compromised at any point before, during or subsequent to a data-
loss incident, encryption offers no protection for the compromised data.

Key Management = Extra Work & Costs

Key Generation: One concern with key-based approaches is the procedure
used to generate keys. Are fresh keys generated with each file stored, or is a
single key re-used to encrypt many files? This has significant implications for

storage: when unique encryption keys are generated for each file stored, each -

new key must itself be securely stored. This can be done using a local key-store,
maintained at the backup location. However, in this scenario, key material may
be vulnerable to compromise along with data. Some specialized approaches
attempt to mitigate this concern through the use of tamper-resistant hardware,
key encryption, offsite key-storage, etc. However, many of these approaches
serve only to shift the problem of key storage to another potential point of failure.

Key Re-use — Exposure & Compromise: Use of long-term encryption keys over
multiple files significantly reduces the quantity of key material that must be
stored. Furthermore, when a single key is used repeatedly, its value is greatly
increased and it becomes a significantly more likely target for compromise.

Simultaneously, long-term keys must be exposed more frequently, in order to
facilitate decryption (and in some schemes, encryption as well). When using

symmetric-key (secret key) encryption algorithms, a single key is used to both
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encrypt and decrypt documents. This allows for potential exposure of keys at
encryption time and upon later decryption.

Key Loss (Destruction): Loss or destruction of encryption keys renders stored
data unrecoverable. Therefore, in any storage system where keys are needed to
decrypt data, the system must include a separate mechanism designed to “back
up” keys themselves (e.g., storing keys in separate physical locations, etc.)
However, each key replica represents a single point of failure, and must be
protected. Furthermore, stewardship of keys by muitiple parties substantially
increases the risk of insider attack.

SOLUTION : SECUREPARSER

The SecureParser product is a complete storage security solution, which offers
strong encryption and key management, as well as an innovative approach to
“splitting data”. The SecureParser system encrypts stored data using the
Advanced Encryption Standard (AES), which is sufficient to protect data against
even the most resourceful attackers. In addition, the SecureParser provides an
efficient and secure “randomized bit level data splitting” approach to securing
information, which is more robust and economical to implement and can replace
or complement traditional encryption.

Data Splitting — Parsing: The data-splitting approach of SecureParser
addresses many of the concerns with traditional encryption by providing
cryptographic security without complex key management. The SecureParser’s
data splitting capability works by dividing data into multiple “shares”, which are
stored in separate locations and or under separate administrative control. The
security of data splitting is based on the difficulty of reconstructing the original
data without obtaining a pre-specified requisite number of shares. This
guarantees that any party who obtains one (or fewer than a pre-specified
number) of these shares will learn nothing about the underlying data. Moreover,
the SecureParser data splitting approach maps to RAID drives or other high-
performance parallel storage systems, and offers many of the same efficiency
guarantees. :

The following diagram (Figure 1) illustrates the two-step process used by the
SecureParser to secure and split data.

Figure 1: SecureParser — Functional Flow

I
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1. Split input data (x) into “n” number of blocks of preconfigured sizes 128,
192 or 256 bits each in Iength. The resulting blocks are designated in the
diagram as x4 through x;.

2. Generate a random value “k” to be used as the transform key. The
random number can be generated from hardware if necessary.

3. Transform each “x" block into a corresponding “y" block using the key
value “k”. '

4. Compute a new y value “yo" to represent the XOR of all available “y”
blocks and the key value “k": yo = y1 XOR y2 XOR y3 ... Yo XOR k.

5. Discard kéy value “K".

‘6. If a session key needs to be held, any y value, including yo, may be
optionally held as a session key or encrypted using a public key.

7. Resulting y values including yo are distributed randomly at the bit level to
shares adding fault tolerance as specified.

To restore the information, all available bits from the shares representing the

original “y” blocks must be presented

As an example, the SecureParser might “split” a multi-gigabyte customer
database into four separate shares (each containing approximately % of the total
material), such that all four shares must be recovered in order to recover the
initial file. At the same time, the SecureParser approach provides cryptographic
guarantees that no 3 of the shares will reveal any useful information about the

original data. Similarly, SecureParser might split stored customer data across -

several file servers which separate administrative controls and authorization
mechanisms.

One obvious application for this technique is to protect sensitive data when it is
“at rest”, as in the case of backup data. In this example, sensitive data might be
divided across several backup tapes which could then be stored in separate
secure locations. However, SecureParser can also split live data, by dividing it
across multiple drives, possibly stored at different locations throughout a
network. In either of these examples, an attacker who steals shares, gains no
information about the underlying data.

Advantages

Multiple Security Levels: Data splitting is robust enough to be deployed as the
sole layer of security in a storage application, and offers strong security
guarantees through the use of well-studied cryptographic techniques. When
multiple levels of security are desired, the SecureParser's integrated AES
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encryption and built-in key management can also be used in combination with
data splitting. This combination produces a result that is substantially more
resilient to attack than traditional encryption approaches used alone, and
provides substantial performance benefits and additional features such as secure
deletion. -

Significant Advantage: Data splitting provides an easily-deployed alternative to
complex key management, one that can be understood by all players in a
security policy. This is particularly relevant, for applications keys and key
management represent a significant obstacle to the deployment of any secure

storage. Once split, sensitive data is unrecoverable to an attacker, provided that

participants can prevent the loss of some (user-specified) number of shares.
This process provides a level of security identical to traditional encryption
techniques. Furthermore, SecureParser offers a protection not offered by other
encryption approaches, which is a form of “security through bulk”, where an
attacker must recover most of a potentially very large backup tape in order to
obtain useful data. This prevents insiders from memorizing and stealing secrets,
as might be possible with decryption keys. ‘

Cryptographic Security: The security guarantees of the SecureParser system
are equivalent to those provided by traditional encryption approaches. This is
due to the fact that the data splitting component of SecureParser is itself built
from an federally-certified encryption algorithm (AES), using well-studied
cryptographic techniques. In a cryptographic sense, SecureParser can be
thought of as an encryption system where the shares themselves combine
mathematically to form a key. While data splitting and traditional key-based
encryption are different techniques, the constructions used by SecureParser offer
the same confidentiality guarantees as AES encryption provided that an attacker
does not possess the correct number of shares, i.e., parsed data resists recovery
even by an attacker with enormous resources. Moreover, the SecureParser
algorithm is highly efficient, and operates at speeds similar to or greater than
other secure encryption modes. On some hardware, parsing throughput may be
substantially greater, due to the parallelizable algorithms used.

Faster — Elapsed Time Decreased: = SecureParser data splitting maps
perfectly onto parallel-storage solutions such as RAID drives and distributed
SAN/NAS stores. By splitting data into shares through a parallelizable process,
SecureParser can substantially improve throughput while maintaining security.
This allows storage systems to operate at higher capacity by writing to muitiple
drives, rather than being bound by disk performance. Similarly, SecureParser
can substantially decrease backup time by allowing operators to backup onto
several tapes simultaneously. Consequently, a large backup job can be
performed in a fraction of the time required to write data one tape at a time.
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Physical Separation - Data Storage and Transport Application: In practice,
SecureParser allows for flexible storage policies whereby critical data “at rest” is
split onto separate media (e.g., tapes or hard drives), which may then be stored
in disparate locations. To prevent loss of sensitive data, it is only necessary to
ensure that an attacker is unable to recover a sufficient set of shares to recover
the original data. By distributing shares sensibly, an organization can ensure
data confidentiality unless an attacker is able to compromise several separate
storage locations (or, alternatively, obtain the collusion of a large number of
insiders). When data is transported to an offsite location, split data may be
transported via independent channels or routes (electronic or physical). An
attacker looking to compromise data en route to another location succeeds only If
he can compromise many of these transport channels.

Resilience to Share Loss / Destruction:. Using traditional encryption
approaches, data recovery depends on the availability of decryption keys. In that
approach, the loss or destruction of a decryption key will prevent any future
recovery of an encrypted backup tape, rendering it useless. Protecting against
key.loss in traditional encryption scenarios requires complex key management
techniques, which may not be appropriate for many deployments.

SecureParser includes built-in disaster recovery features to account for the
possibility that shares will be lost or destroyed. To allow for data recovery in the
event of missing shares, SecureParser allows for the creation of redundant data
shares, also called “m of n” data splits. This technique produces n individual
shares, but only requires some subset (m) of those shares in order to achieve
data recovery. This provides a level of redundancy in the event that some
shares are not available during the re-construction process. In an example
scenario, critical data might be split into four separate shares, which are stored
separately. In the event that any one share is damaged or destroyed, the

remaining three tapes can be recombined to recover the original data. This “3 of -

4" split is one of many possible parameterizations of the parser. In addition to its
security properties, this approach can be used to add simple redundancy, as in
the case of RAID drives or striped backup tapes.

Policies & Procedures: The “m of n”-split can also be used to create flexible
security policies. For example, an operator might divide data into n shares for
storage by distinct individuals or departments. Based on the settings of
SecureParser, any quorum of m individuals can combine their shares in order to
re-construct data. This addresses a recovery scenario where only certain users
are available, but also prevents insider attack by some smaller number of users.

Mandatory Share - Advanced Options and Secure Deletion: To provide
additional flexibility, SecureParser can also provide for options such as
“mandatory shares”: shares which are always required in order to reconstruct a
file. Depending on policy, storage devices may produce an arbitrary number of
such shares, which may optionally be sized small enough to fit on portable
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devices. These shares serve as a backstop—in a sense, a “master key"—
without which the remaining shares cannot be re-combined. This has useful
implications for tape re-purposing and destruction. Once a mandatory share has
been destroyed, the entire underlying document is effectively destroyed (the
remaining shares are will not allow for data recovery). This allows for rapid
destruction of data once it is no longer required for storage, and for re-purposing
of the remaining tapes or storage devices.

Efficiency: The SecureParser algorithms process data at rates similar or greater
to other (secure) encryption schemes. SecureParser's AES-based algorithm is
optimal, i.e. operates at the same rate as other secure AES-encryption
approaches. (Although the SecureParser can be adapted to use other ciphers,
AES is recommended due to its security and efficiency.) The SecureParser
algorithm offers a set of internal settings, which adjust parameters such as the
AES cipher's key length (128/192/256-bit). These decisions can- enhance the
security level of parsed shares, at some cost to performance.

Throughput Improvement — MultiPathing: A  primary  advantage  of
SecureParser is the efficiency of the parsing approach. Data “splits” can be
performed in parallel by taking advantage of parallel-processing features of the
host implementation. Moreover, the encryption schemes used by SecureParser
are explicitly designed to take advantage of advanced hardware features such as
multi-processing and dedicated cryptographic hardware, in order to multiply data
throughput. SecureParser algorithms use a non-sequential encryption mode
(AES-CTR) so as to allow parallel processing of data, which allows for many
times speedup in the event that these features are available in the underlying
hardware.

Integrity of Data / Authentication: A concern raised in the referenced
document is the possibility of data tampering, e.g., the placement of a Trojan
Horse program onto a stored backup. Such tampering can offer a back-channel
by which malicious code or data can be inserted into a secure system.
SecureParser offers built-in integrity and authentication for shares based on
Message Authentication Codes and Digital Signatures (e.g., HMAC-SHA1 and
RSA-PSS) . This approach provides cryptographic guarantees against data
modification by malicious actors.

SUMMARY
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Given the high costs of data loss, card associations, processors and financial
institutions have no choice but to implement secure storage solutions to protect
customer data. SecureParser is a complete solution for data protection, and
provides a full range of encryption capabilities, including key management, as
well as advanced techniques for data-splitting and secure deletion not provided
by any other data protection and storage solution. Hence, the secure Parser
provides confidentiality, integrity of protection, ease of disaster recovery, along
with the ease of implementing a security policy.
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INTRODUCTION

The SecureParser is a unique cross-platform software module suite that not only
incorporates NSA Type 1 cryptographic primitives! providing an alternative approach to
data security, but also has the ability to provide fault tolerance, increased access speed
and physical separation of data. This approach eliminates many of the problems typically
associated with security solutions including key management and single points of failure.

The cryptographic data-splitting approach of the SecureParser operates by randomly
dividing the input data at the bit level into multiple “shares”. These shares may be stored
in separate locations or transmitted across different channels. Any party who obtains one
(or fewer than a pre-specified number) of these shares will be unable to recover the
original data. There are several methods that the SecureParser employs for securing and
splitting data. One of these methods is discussed in detail in this paper.

The SecureParser allows for additional information to be written to each share, thereby
creating a fault tolerant environment that can sustain the loss of one or more shares. For
example, the output may be configured to allow for any 3 of 4 shares to recreate the
original information. Each share is authenticated during creation and has built-in
integrity checks to protect against intentional and unintentional damage.

To provide additional flexibility, the SecureParser also provides for “mandatory shares”
which will always be required in order to reconstruct the original data. These shares
serve as a backstop — in a sense, a “master key” — without which no set of shares can be
used to reconstruct the data. Once a mandatory share has been destroyed, the entire
underlying data is effectively destroyed. This allows for rapid destruction of data once it
is no longer required for storage and can allow for re-purposing of storage assets.

The SecureParser approach simplifies key management and eliminates the need for
complex key storage systems. For those installations where keyed encryption type
systems are mandated, the SecureParser can be configured to pass a session key back to
be stored in a key store. '

The security guarantees of the SecureParser system are similar to those provided by
traditional encryption approaches. This is due to the fact that the SecureParser is itself a

form of un-keyed encryption and uses an NSA Type 1 encryption algorithm (AES)? as its

core security component. In an alternative sense, the SecureParser can be considered a
keyed encryption algorithm where the shares themselves form the key. The construct
used by the SecureParser guarantees that the “parsed” output possesses the security

-properties of the encryption algorithm, which prevents recovery even by an attacker with -

enormous resources. With the additional attributes of physical separation and fault
tolerance, a data security level beyond encryption is now available.

)
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1The AES algorithm was certified in 2003 by the NSA for use in Type 1/Type 2 cryptographic modules and by NIST under FIPS for
use on Type 3 modules (CNSS Policy No. 15, Fact Sheet No. 1: http://csre.nist.gov/cryptval /CNSS15FS pdf, National Information
Assurance Glossary: http://www.cnss.gov/Assets/pdf/cnssi 4009.pdf). Certification of an encryption algorithm for classified use
does not imply certification for a specific module.

2 Ibid.
A DIFFERENT APPROACH TO INFORMATION ASSURANCE

“Traditional” encryption encompasses symmetric and public-key encryption operations, which
make use of encryption keys to encipher/decipher data. The practical use of these techniques is
complicated primarily by the need to securely perform key storage and management. This
necessitates an additional set of procedures for generating, storing, and auditing the use of
encryption/decryption keys. Fundamentally, an encryption based approach is no more secure
than the procedures applied to the encryption keys. Should keys become compromised before,
during or subsequent to a data loss incident, encryption offers no protection for the
compromised data.

The SecureParser has advantages in performance over other security solutions. The encryption
operations are efficient and operate on small blocks of data. The algorithm is explicitly designed
to take advantage of advanced hardware features such as multi-processing and dedicated
cryptographic hardware in order to multiply data throughput. A parallelizable encryption mode
(AES-CTR) is used so as to allow for parallel processing of data, which allows for significant
speed enhancement if those features are available in the underlying hardware. Also, since the
output of the SecureParser is multiple shares, each smaller than the original data, multiple
channels to storage arrays or communication channels allow for multi-threaded 1/0, enhancing
speed of access during read and write operations. '

In addition, through the use of workgroup keys, the SecureParser can secure information that
can only be retrieved by members of a designated group. This can be used in support of
Multilevel Security (MLS) solutions for government or hierarchical access for corporate users.
In addition, where mandated, the data may be pre-encrypted or any individual share or block of
data may be post-encrypted using any encryption algorithm.

The SecureParser is parameter based, allowing for configuration of parameters such as the
number of output shares, number of shares required to recombine the data, AES key length
(128/192/256 bit) and designation of mandatory shares. The SecureParser can integrate easily
with PKI, securing any individual key value or share with a public key, and allowing only the
owner of the private key the ability to restore the data.

The following diagram (Figure 1) outlines the functional flow of the SecureParser process in
more detail.

1. Split input data (x) into “n” number of blocks of preconfigured sizes 128, 192 or 256 bits each in
length. The resulting blocks are designated in the diagram as x, through x.

2. Generate a random value “k” to be used as the transform key. The random number can be
generated from hardware if necessary.

@y

3. Transform each “x” block into a corresponding “y” block using the key value “k”.

4. Compute a new y value “yo” to represent the XOR of all available “y” blocks and the key value
“k”: Yo=Y XOR Y2 XOR ¥Y3...¥n XOR k.
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5. Discard key value “k”.

6. If a session key needs to be held, any y value, including yo, may be optionally held as a session key
or encrypted using a public key.

7. Resulting y values including y, are distributed randomly at the bit level to shares adding fault
tolerance as specified.

To restore the information, all available bits from the shares representmg the orzgmal “y?
blocks must be presented

'Figure 1: SecureParser — Functional Flow
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HOW IS THE SECUREPARSER INTEGRATED TO PROTECT DATA AT REST OR IN
MOTION?

The SecureParser Core (Figure 2) isolates the functions of data splitting (share creation,
redundancy, and distribution to share buffers) into a callable module. Data is placed in the
Assembled Data Buffer to be split and the SecureParser is invoked. The resulting shares are
placed into the Split Shares Buffers to be securely stored or transmitted by the host application.

All cryptographic functions are external calls for the SecureParser. This allows for the custom
integration of various cryptographic libraries, giving flexibility for “bolting on” other encryption
modules, key management systems, random number generators, etc. as needed. :

External functions called by the SecureParser are:

e Random Number Generator — For each split operation, a unique random value is
generated to be used as the basis for the split. Random numbers can be generated in a
number of ways, via software program or hardware interface.

e AES Counter Mode Module — This module secures each block of data prior to the
distribution to the shares.

e Encryption Algorithm — In some circumstances the data must be pre-encrypted. If this is
the case, the SecureParser can invoke external encryption to process the data prior to the
split. Alternatively, shares may be encrypted post-splitting. '

e Key Management System — In some cases, external key management will be mandated.
If so, the SecureParser will pass a key value to an external system for secure storage.

Figure 2: SecureParser Core
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Integration to the SecureParser is accomplished through a well defined Application
Programming Interface (API). Since the SecureParser is designed to be integrated to any
application or infrastructure component which stores or transmits data, there are no references
within the SecureParser to where the data is stored or transmitted. Data is placed into the
inbound SecureParser buffer to be split, and the resulting split shares are picked up by the host
application. In many cases, an API integration layer is an effective way to reduce the amount of
coding needed for a particular environment. The API integration layer defines the location of the
resulting shares, such as paths to send the information or storage device to store the shares. The
API integration layer also defines the naming convention of the resulting data, or parameters to
store with the information such as row, column and table ID in the case of a database
application or the original filename in the case of unstructured data such as documents, images,
maps, multimedia, or streaming data. The diagram below (Figure 3) shows the API integration
layer. Overall, this API layer handles streaming of the data to the SecureParser and secure
storage or communications of the resulting shares.

Figure 3: SecureParser Integration
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WHAT MAKES THIS TECHNOLOGY DIFFERENT FROM TYPICAL ENCRYPTION
METHODS? - : :

There are several key advantages of the SecureParser over typical encryption methods:

1. The SecureParser offers keyless security, eliminating the complexity of generation,
storage and long term management of encryption keys.

2. Physical separation of data allows for flexible data storage and transmission policies
which are unable to be achieved using existing encryption.

3. The fault tolerant mode of the SecureParser can allow for faster access to data, disaster
recovery using the remaining shares, and can eliminate the need for data backup.

4. The system is easily deployed and can be understood by all players in a security policy.
5. The SecureParser offers improvéd speed of encryption through a parallelizable

encryption mode, and faster 1/O operations through multi-threading of read and write
operations using smaller shares of data than the original. '

WHY IS IT SECURE?

The SecureParser employs strong NSA Type 1 cryptographic primitives as its core security
component. The construction used by the SecureParser guarantees that the parsed output
possesses the security properties.of the encryption algorithm. As a construct to improve security
over typical encryption solutions, the SecureParser uses randomized bit level physical
separation of all data into discrete shares, eliminating single points of failure.

HOW IS ACCESS TO THE DATA MONITORED?

A common concern raised is the possibility of data tampering such as the placement of a
malicious program. Such tampering can offer a back-channel by which malicious code or data
can be inserted into a secure system. The SecureParser offers built-in integrity and
authentication for shares based on Message Authentication Codes and Digital Signatures. This
approach provides cryptographic guarantees against data modification.

The SecureParser also has an available audit module that logs each time a user or program
requests that data be recombined. This module ensures that a record of authorized (and
‘unauthorized) attempts at data access has been recorded. For additional security, the resulting
audit log may be parsed and distributed to multiple locations to prevent tampering with the
information.

A3/
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-WHAT ABOUT DATA RECOVERY?

The SecureParser was designed with the ability to be deployed without the need for backup.
Offsite storage of backups, redundant systems, mirrors and replicated data create an additional
security risk by exposing the entirety of the data in other locations and formats. A built in fault
tolerance option in the SecureParser allows for additional information to be written to each
resulting share, allowing for the recreation of the original information from less than the total
number of shares. For example, using a 2 of 4 distribution model, only 2 shares would be needed
to recreate the original data. This allows for the recreation of a lost or damaged share by any 2 of
the remaining 3 shares and may eliminate the need for backup or replication of data.

Integrity of the individual shares is assured by the use of an authentication value embedded in
the individual shares. This integrity value ensures that the share has the required information to
recreate the original data and has not been tampered with or damaged. Use of a utility program
to verify integrity will proactively validate the information and send an alert if a share has been
damaged in any manner.

KEY MANAGEMENT

The SecureParser method allows for keyless information security, eliminating the complexities
of current keyed encryption solutions. The SecureParser is also compatible with existing keyed
systems by optionally withholding a key value to be stored if desired and /or required.

Discussed below are some issues associated with traditional key management:

Key Generation: When unique encryption keys are generated for each operation, each new
key must be stored. This can be done using a local key-store. However, in this scenario, key
material may be vulnerable to compromise along with the data. This concern can be mitigated
through the use of tamper-resistant hardware, key encryption, offsite key storage, etc. However,
many of these approaches serve only to shift the problem of key storage to another potential
point of failure.

Key Exposure: When using symmetric-key encryption algorithms, a single key is used to both .

encrypt and decrypt data. This allows for potential exposure of keys at encryption and at a later
decryption point. The use of public key cryptography can mitigate this problem by providing a
separate non-secret key for use specifically when encrypting data (this key cannot be used to
decrypt the data). However, data recovery still requires access to the secret decryption key,
which must be conveyed from a secure location and used by a responsible party.

Key Loss (Destruction): Loss or destruction of encryption keys renders stored data
unrecoverable. Therefore, in any approach to data backup where keys are required for recovery,
the system should include a separate mechanism designed to “back-up” keys themselves (e.g.,
storing keys in a separate physical location). However, each key replica represents a single point
of failure and must be protected. Furthermore, stewardship of keys by multiple parties

substantially increases the risk of insider attack. This can be mitigated through key-splitting
- approaches where multiple “split” keys must be re-combined to recover an encryption key. The
SecureParser provides this functionality using a more flexible security mechanism, similar to the
two man rule for missile launching or a kill switch mechanism.

8
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SUMMARY

The SecureParser offers unmatched flexibility in information security and access. At the core,
strong NSA Type 1 cryptographic primitives3 protect the data in a keyless encryption offering,
eliminating the single point of failure in other data security solutions. Physical separation allows
for enhanced protection of data, survivability and business continuity, as well as potential
performance increases in multi-threaded read/write operations. The SecureParser’s “m of n”
fault tolerance mode offers improved access speed, assembling the data when the first “m”
shares are retrieved. This mode also allows for reconstruction of any share from the remaining
shares in case of an intentional or unintentional failure. The mandatory share option allows for
repurposing of storage media by the simple destruction of a single block of data.

The SecureParser is small, efficient, and portable and may be run in any number of

environments, from servers to desktops, cell phones to PDAs, and dedicated appliances to
smartcards.
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Secured Storage

ABSTRACT

Securing storage data is a manifold problem with requirements in
three dimensions: data security, data integrity, and the safety of
data. Meeting the requirements for one dimension often means
compromising another. SecureParser™ is a software technology
which addresses all three dimensions of secure storage without
compromising any. In this paper, we describe the SecureParser™
technology and discuss how it addresses the three dimensions of
secured storage: security, integrity, and safety.

1. INTRODUCTION

The SecureParser™ from Security First Corp. is a unique, patent
pending, cross-platform software module suite that not only
incorporates NSA cryptographic primitives providing an
alternative approach to data security, but also has the ability to
provide fault tolerance, increased access speed and physical
separation of data. This approach eliminates many of the problems
typically associated with security solutions including key
management and single points of failure and data unavailability.

The cryptographic data-splitting approach of the SecureParser'™
operates by randomly dividing the input data at the bit level into
multiple “shares”. These shares may- be stored in separate
locations or transmitted across different communication channels.
Any party who obtains or holds one (or less than a pre-specified
number) of these shares will be unable to recover the original
data. There are several methods that the SecureParser™ employs
for securing and splitting data. One of these methods is discussed
in detail in this paper. :

The SecureParser™ allows for additional information to be written
to each share, thereby creating a fault tolerant environment that
can sustain the loss of one or more shares. For example, the
output may be configured to allow for any 3 of 4 shares to
recreate the original information. Each share is authenticated
during creation and has built-in integrity checks to protect against
intentional and unintentional damage.

The SecureParser™ approach simplifies key management and
eliminates the need for complex key storage systems. For those
installations where keyed encryption type systems are mandated,
the SecureParser'™ can be configured to pass a session key back to
be stored in a key store. The security guarantees of the

SecureParser™ system are similar to those provided by traditional

encryption approaches. This is due to the fact that the

SecureParser™ is itself a form of un-keyed encryption and uses an
NSA registered encryption algorithm (AES) as its core security
component. In an alternative sense, the SecureParser™ can be
considered a “keyed” encryption algorithm where the shares
themselves form the key. The construct used by the
SecureParser™ guarantees that the “parsed” output possesses the
security properties of the encryption algorithm, which prevents
recovery even by an attacker with enormous resources. With the
additional attributes of physical separation and fault tolerance, a
data security level distinct from traditional, serial encryption is
now available.

2. PROBLEM STATEMENT

To ensure the quality of data, information management systems
must guarantee the safety, integrity, and security of that data.

The term “data safety” in the context of this paper refers to the
requirement that data can not be lost through accident or attack.
Typically, rigorous backup procedures are implemented to
periodically copy all data to offsite, geographically dispersed,
locations. Of course, there are windows in time when data is at
risk, specifically between when a file is modified and when it is
backed up. Mirroring technologies help close the timing holes,
but at a high cost. In general, ensuring data safety in traditional
ways incurs high costs in manpower and equipment.

“Data integrity” means that data can not be changed, either
through accident or by design. Enterprise-class IT equipment
protects against data corruption with hardware mechanisms such
as parity and error-correcting codes. More insidious, however,
are malicious modifications that go undetected until they have
caused system crashes or erroneous decisions. Check summing
and other techniques such as digital watermarking may be
employed by software to guarantee the integrity of data files, but
those techniques are processor intensive and are often not applied
consistently across and enterprise’s digital assets.

Finally, “data security” means that data can not be read or copied
by unauthorized agents. Maintaining safety and security of data
often means working at cross purposes. To be safe, data should

"be duplicated as many times as necessary to ensure a copy will

survive the worst case disaster. This could very well mean
multiple, remote backups and/or replication of live data to disaster
recovery sites. On the flip side, to be secure, data should exist in
only one place, since the more data is replicated, the more likely it
is to be stolen.

SecureParser™ and the methods it may be employed, as described
herein, can maximize all three aspects of data safety, integrity, and
security in a coherent manner.

L3
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2.1 Solving the Data Security Requirement
“Traditional” encryption employ private or public-key encryption
operations, which make use of encryption keys to
encipher/decipher data in a serial or streamed fashion. The
practical use of these techniques is complicated primarily by the
need to securely perform key storage and key management. This
necessitates an additional set of procedures for generating,
storing, and auditing the use of encryption/decryption keys.
Fundamentally, an encryption based approach is no more secure
than the procedures applied to the encryption keys. Should keys
become compromised before, during or subsequent to a data loss
incident, encryption offers no protection for the compromised
data.

The SecureParser'™ has advantages in performance over other
security solutions. The encryption operations are efficient and
operate on small blocks of data. The algorithm is explicitly
designed to take advantage of advanced hardware features such as
multi-processing and dedicated cryptographic hardware in order
to multiply data throughput performance. A ‘parallelizable’
encryption mode (AES-CTR) is used so as to allow for parallel
processing of data, which allows for significant speed
enhancement if those features are available in the underlying
hardware. Also, since the output of the SecureParser™ is multiple
shares, each smaller than the original data, multiple channels to
storage arrays or communication channels allow for multi-
threaded /O, enhancing speed of access during read and write
operations. '

The SecureParser'™ is parameter based, allowing for configuration
of parameters such as the number of output shares, number of
shares required to recombine the ‘data, AES key length
(128/192/256 bit) and designation of mandatory shares. The
SecureParser™ can integrate easily with PKI, securing any
individual key value or share with a public key, and allowing only
the owner of the private key the ability to restore the data.

The following diagram (Figure 1) outlines the functional flow of
the SecureParser*™ process in more detail.

[ 1)

1. Split input data (x) into “n” number of blocks of
preconfigured sizes 128, 192 or 256 bits each in length. The
resulting blocks are designated in the diagram as x, through
X

2. Generate a random value “k” to be used as the transform key.
The random number can be generated from hardware if
necessary.

3. Transform each “x” block into a corfesponding “y” block
using the key value “k”.

4. Compute a new y value “yo” to represent the XOR of all
available  “y” blocks and the key  value
“k”: yo=y; XORy, XOR y; ... y, XOR k.

Discard key value “k”.

6. If a session key needs to be held, any y value, including yo, -

may be optionally held as a session key or encrypted using a
public key.

7. Resulting y values including y, are distributed randomly at
the bit level to shares adding fault tolerance as specified.

A35

To restore the information, all available bits from the shares
representing the original “y” blocks must be presented

Figure 1. SecureParser*™ Functional Flow

3. SECUREPARSER™ TECHNOLOGY

3.1 Description of Method

The SecureParser™ Core (Figure 2) isolates the functions of data
splitting (share creation, redundancy, and distribution to share
buffers) into a callable module. Data is placed in the Assembled
Data Buffer to be split and the SecureParser*™ is invoked. The
resulting shares are placed into the Split Shares Buffers to be
securely stored or transmitted by the host application.

All cryptographic functions are external calls for the

SecureParser'™, This allows for the custom integration of

various cryptographic libraries, giving flexibility for “bolting
on” other encryption modules, key management systems,
random number generators, etc. as needed. .

External functions called by the SecureParser'™ are:

¢ Random Number Generator - For each split operation,
a unique random value is generated to be used as the
basis for the split. Random numbers can be generated
in a number of ways, via software program or hardware
interface.

e AES Counter Mode Module — This module secures each
block of data prior to the distribution to the shares.

¢ Encryption Algorithm - In some circumstances the
data must be pre-encrypted. If this is the case, the
SecureParsert™ can invoke external encryption to
process the data prior to the split. Alternatively, shares
may be encrypted post-splitting.
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e Key Management System — In some cases, external key
management will - be mandated. If so, the
SecureParser™ will pass a key value to an external
system for secure storage.

Storage Communications

Rhn
' Number

Figure 2. SecureParser'™ Core

Integration to the SecureParser'™ is accomplished through an
Application Programming Interface (API). Since the
SecureParser'™ is designed to be integrated to any application or
infrastructure component which stores or transmits data, there are
no references within the SecureParser'™ to where the data is stored
or transmitted. Data is placed into the inbound SecureParser'™
buffer to be split, and the resulting split shares are picked up by
the host application. In many cases, an API integration layer is an
effective way to reduce the amount of coding needed for a
particular environment. The API integration layer defines the
location of the resulting shares, such as paths to send the
information or storage device to store the shares. The API
integration layer also defines the naming convention of the
resulting data, or parameters to store with the information such as
row, column and table ID in the case of a database application or
the original filename in the case of unstructured data such as
documents, images, maps, multimedia, or streaming data. The
diagram below (Figure 3) shows the API integration layer.
Overall, this API layer handles streaming of the data to the
SecureParser'™ and secure storage -or communications of the
resulting shares.

Figure 3. SecureParser'™ API Integration Layers

3.2 Integration Points

There are several points within the data communications
architecture where the SecureParser™ technology can be
integrated. These integration points and their pros and cons are
shown in Table 1.

Table 1. SecureParser'™ Integration Pros and Cons

Layer Pros Cons

Custom integration for Customization required
application differentiation [for each application

Application |and value-add. (Currently
packaged with installation

tools.)
‘|Generic file access; System software update
Local and remote files required
: supported;
File system Share/key mapping

integrated into directory;
Concurrent multiple paths

LUN-based rather than System software update

. file-based; required
Device .
driv Concurrent multiple paths;
i Supports legacy HBAs and
fabrics

Offloads parsing overhead |System software update
HBA from host CPU; required
Legacy fabrics supported

Parsing is transparent to  |Switch-accessible LUN
hosts; map required;

Highest performance Specific switch hardware
required

Switch

An example of a Parsed File System is outlined below. Because
implementation of SecureParser'™ at the device driver and/or HBA
layers requires hardware and/or system software updates to all
servers (as does a PFS), these approaches are less practical than
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integrating SecureParser™ into the fabric itself by implementing it
within the switches.

In the sections below, the Parsed File System and Parsed Fabric
options are examined.

3.3 Parsed File System

The Parsed File System (PFS) is a distributed file system which
incorporates a directory, shared among the file servers, which is
itself parsed. The PFS directory is the clients’ view of all file
assets. The set of files visible to an individual client is controlled

by that client’s group keys. An example is given in the next '

section.
PFS features include:

1) The distribution of SecureParser™ shares is hidden from the
client. The file server location and the names of the files
containing the share data (i.e. the URLs of the shares) are
maintained within the directory. The file system client is
given access to those shares at file open.

2) In addition to the normal file attributes such as timestamps,
size, access privileges, etc., the directory stores:

a. N-of-M

b. URLs or some other globally unique identifier (GUID) of

the shares

c. aKey-Id referencing the actual SecureParser'™ key which
was used to parse the file. The file server verifies at open
time that the client has been granted the key referenced
by the Key-Id.

d. Validity check data :

3) The directory data is parsed with separate, replaceable group
keys to allow keys to be rescinded and replenished as
required, for example when personnel changes or suspected
security breaches warrant.

4) Open and close operations are audited and any suspected

declassifications (movement of data from a higher security
level to a lower security level) are sequestered for
authorization. The sequestration method is as follows:
a.  As data is read from a file, a signature of the data is
calculated every S bytes (S is a tunable parameter).
b. Signatures, along with the file’s group key are stored by
the file server until all of the following are true:
i. the file is closed
ii. all processes running when the file was
opened are terminated
iii. all processes which were started after the
file was opened but while there was data
in the clipboard are terminated
c.  Target signatures are generated on writes and compared
to read signatures of files with different group keys to
detect suspicious cut-and-paste operations.
5) Files parsed with group keys not included in the user’s
authorized key set are not visible to that user in the directory.
6) Signature generators for different file types (e.g. . TXT,
. .WRD, .XLS, .JPG) can be added to PFS through a plug-in .
interface.
7) Group keys can be defined to inherit privilege from other
keys. For example:
a. Unclassified = {UNCLASS}
b. Secret= {SECRET, UNCLASS}
¢. TS/SCI= {TS_SCI, SECRET, UNCLASS}
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d. Speciall = {SAP1, SECRET, UNCLASS}

e. Special2 = {SAP2, TS_SCI, SECRET, UNCLASS}

f. Special3 = {SAP3, SAP1, TS_SCI, SECRET,
UNCLASS)

3.3.1 PFS Example

A sample use-case illustrates the PFS behavior.

1) USERI logs in to the network and is granted
{USER1,SAP1,SECRET,UNCLASS} keys.

2) USERI opens Notepad and types “The quick fox jumped
over the lazy brown dog.”

3) USERI saves the file as TEST1.TXT.

4) A dialog box appears asking what SecureParser"™ group key
should be used: USER1, SAP1, SECRET, or UNCLASS.

5) USERI chooses SECRET and TEST1.TXT is saved.

6) USER2 logs in and is granted {USER2,UNCLASS} keys.

7) TESTL.TXT is not visible when USER2 opens Explorer.

8) USERS3 logs in and is granted
{USER3,TS_SCI,SAP1,SECRET,UNCLASS} keys.

9) USER3 sees TEST1.TXT and opens it.

10) USER3 copies “quick fox™ to clipboard.

11) USER3 pastes clipboard (“quick fox) to a new file.

12) USER3 saves the new file as TEST2.TXT and pleS the
UNCLASS group key.

13) A waming dialog box appears with the message

_“TEST2.TXT will be sequestered for declassification

review.”

14) USER3 cancels the warning — the new file is not saved.
15) USER3 saves TEST2.TXT using SAP1 key. Since SAP1
includes SECRET, which was TEST1.TXT’s key, no

warning is issued.

16) USERI sees and reads TEST2.TXT (since he has the SAP]
key), but USER2 can not.

17) USER3 copies/pastes “brown dog” to a new file and saves
the new file as TEST3.TXT using key UNCLASS.

18) The declassification warning appears and USER3 OKsiit.

19) ADMIN logs in and is granted all keys. '

20) ADMIN receives a message to review TEST3.TXT for
possible declassification.

" 21) ADMIN shows Details>>> -

File TEST3.TXT, written by USER3 using key UNCLASS.
It contains “brown dog”, which may have been copied from
TEST1.TXT (key SECRET). '

22) ADMIN OKs the save.

23) USERI, USER2, and USERS3 all see and can access
TEST3.TXT.

3.4 Parsed Fabric

An alternative to the Parsed File System is an approach which
pushes the parsing operation into the storage fabric. Rather than
parsing individual files, specific logical unit numbers (LUNs), i.e.
drives, are parsed.

In the method shown above, the host application and server have
no involvement in the parsing process. They simply issue
standard operations (Read, Write, etc.) into the fabric. The
Parser-enabled Switch is responsible for accessing the Key
Manager and a LUN Map, somewhere in the fabric, which
contains a mapping from application-visible LUNs to physical
locations of the corresponding shares.
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By pushing the parsing function into the fabric, all parsing
processing is offloaded’ from the servers. More importantly, no
changes are required to application, device driver, or operating
system software. In environments where rigorous certification
processes are used to qualify all software, being host-transparent
is a significant advantage.

Of course, the Parser-enabled Swnch must be certified to
interoperate with all of the appropriate fabric and storage
equipment.

4. - Differentiators
There are several key advantages of the SecureParser™ over
typical encryption methods:

e  The SecureParser™ offers keyless security, eliminating the
complexity of generation, storage and long term management
of encryption keys.

o  Physical separation of data allows for flexible data storage
and transmission policies which are unable to be achieved
using existing encryption.

e  The fault tolerant mode of the SecureParser™ can allow for

faster access to data, disaster recovery using the remaining -

shares, and can eliminate the need for data backup.

e  The system is easily deployed and can be understood by all
players in a security policy.

e The SecureParser™ offers.improved speed of encryption
through a parallelizable encryption mode, and faster 1/O
operations through multi-threading of read and write
operations using smaller shares of data than the original.

4.1 Why Is It Secure?

The SecureParser™ employs strong NSA reglstered cryptographic
primitives as its core security component. The construction used
by the SecureParser'™ guarantees that the parsed output possesses
the security properties of the encryption algorithm. The
SecureParser™ not only employs strong NSA registered
cryptography at its core, but uses bit-level physical separation of
all the data as a construct to improve security over typical
encryption solutions, eliminating single points of failure.

4.2 Data Recovery

The SecureParser™ was designed with the ability to be deployed
without the need for traditional backup practices. Offsite storage
of backups, redundant systems, mirrors and replicated data create
an additional security risk by exposing the entirety of the data in
other locations and formats. A built in fault tolerance option in the
SecureParser™ allows for additional information to be written to
each resulting share, allowing for the recreation of the original
information from less than the total number of shares. For
example, using a 2 of 4 distribution model, only 2 shares would
be needed to recreate the original data. This allows for the
recreation of a lost or damaged share by any 2 of the remaining 3
shares and may eliminate the need for backup or replication of
data.

. Integrity of the individual shares is assured by the use of an
authentication value embedded in the individual shares. This
integrity value ensures that the share has the required information
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to recreate the original data and has not been tampered with or
damaged. Use of a ‘utility’ program module to verify integrity will
proactively validate the information and send an alert if a share
has been damaged in any manner.

4.3 Key Management

The SecureParser™ method allows for keyless information’
security, eliminating the complexities of current keyed encryption
solutions. Discussed below are some issues associated with key

‘management.

4.3.1 Key Generation

When unique encryption keys are generated for each operation,
each new key must be stored. This can be done using a local key-
store. However, in this scenario, key material may be vulnerable
to compromise along with the data. This concern can be mitigated
through the use of tamper-resistant hardware, key encryption,
offsite key storage, etc. However, many of these approaches serve
only to shift the problem of key storage to another potential single
point-of-failure.

4.3.2 Key Exposure

When using symmetric-key encryption algomhms a single key is
used to both encrypt and decrypt data. This allows for potential
exposure of keys at encryption and at a later decryption point. The
use of public key cryptography can mitigate this problem by
providing a separate non-secret key for use specifically when
encrypting data (this key cannot be used to decrypt the data).
However, data recovery still requires access to .the secret
decryption key, which must be conveyed from a secure location
and used by a responsible party.

4.3.3 Key Loss

Loss or destruction of encryption keys renders stored data
unrecoverable. Therefore, in any approach to data backup where
keys are required for recovery, the system should include a
separate mechanism designed to “back-up” keys themselves (e.g.,
storing keys in a separate physical location). However, each key
replica represents a single point of failure and must be protected.

. Furthermore, stewardship of keys by multiple parties substantially

increases the risk of insider attack. This can be mitigated through
key-splitting approaches where multiple “split” keys must be re-
combined to recover an encryption key. The SecureParser'™
provides this functionality using a more flexible security.
mechanism, similar to the two man rule for missile launching.

5. SUMMARY

" The SecureParser™ offers unmatched flexibility in information

security and access. At the core, strong NSA cryptographic
primitives protect the data in a keyless encryption offering,
eliminating the single point of failure in other data security
solutions. Physical separation allows for enhanced protection of
data, survivability and business continuity, as well as potential
performance increases in multi-threaded read/write operations.
The SecureParser’s™ “m of n” fault tolerance mode offers
improved access speed, assembling the data when the first “m”
shares are retrieved. This mode also allows for reconstruction of
any share from the remaining shares in case of an intentional or
unintentional failure. The mandatory share option allows for
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repurposing of storage media by the simple destruction of a single The SecureParser™ is small, efficient, and portable and may be
block of data. : run in any number of environments, from servers to desktops, cell
phones to PDASs, and dedicated appliances to smartcards.
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1. Introduction

The Security First Corp SecureParser is a robust library designed to secure digital
information. This document describes the application programming interface, or API. It
is aimed at the C developer for interfacing into applications.

1.1. Description

The SecureParser is an M of N data splitting algorithm. Essentially, the algorithm uses
cryptographic technique to redistribute a stream of data into a set of shares, such that
no information may be obtained about the original data unless some set of M shares are
recovered. When used in this mode, recovery is using any subset of M shares.
SecureParser also allows for the creation of additional “mandatory” shares, which must
always be available in order to permit data recovery, In addition, standard symmetric
encryption and integrity checking can be externally invoked from the SecureParser as
well.

1.2. Installation

1.2.1. Disk Content

The SecureParser 4.0 release contains 3 files deployed in a ZIP file. These 3 files
(capitalized for readability) are:

e SETUP.EXE - The executable setup program that invokes the windows installer program.
e SETUP.INI — Configuration parameters for the SETUP program
¢ PARSER 4.0.MSI - The windows installer program which installs the SecureParser toolkit.

1.2.2. Install

Extract the files to a directory on your system and run the SETUP.exe program to install. Once
the installation is completed, the files listed below (capitalized for readability) will now reside in
the destination directory.

o LIBPARSER.DLL ~ The SecureParser version 4.0, deployed as a DLL.

e LIBPARSER.H - The SecureParser version 4.0 API header file which allows for integration of external
applications. This file contains functional type definitions.

o LIBPARSER_TYPES.H - The SecureParser version 4.0 types definition file which contains structure and
variable definition.

e LIBPARSER_KEYS - Required for the UNITTEST program.

e LIBEAY32.DLL - The openSSL library version 0.9.7e which contains the encryption algorlthm and the
random number generator.

e MSVCR71.DLL - The Microsoft C Runtime Library version 7.10.3052.4
o STDAFX.CPP - The standard C++ library which allows for integration of C++ code to the SecureParser.
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2.2.

2.2.1.

o STDAFX.H - Part of the standard C++ library.
e UNITTEST.C - The SecureParser 4.0 test harness source code.
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e UNITTEST.EXE - The SecureParser 4.0 test harness executable, which executes 1000 passes through

the SecureParser 4.0.

e UNITTEST.VCPROJ — The SecureParser 4.0 test harness Visual C++ project file.

e README - A text file cohtaining this overview

Secure Parser Test Harness:

Also installed and loaded to the Windows start menu is the SecureParser 4.0 test harness program, which can be
executed from the programs menu by following the SecureParser / 4.0 test menu selection.

Data Typés and Structures

Base Types, structures, and enumerators

Type

Parser -

Key

Share
ParserParams
HeaderInfo
FooterInfo
EncContext .
SigContext
HashingContext
SplitContext
ERROR_TYPE
SPLIT TYPE
ENC_TYPE
AUTH_TYPE
HASH_TYPE

TRANSFORM_TYPE

KEY TYPE
uint8

uint16
uint32

The SecureParser uses several data types and structures.

Enumerators

ENC_TYPE

Structure for holding the state and associated I/O data.
Structure for holding a generic key.

Structure for holding a generic buffer.

Structure for holding parser parameters.
Structure for holding header information.
Structure for holding footer information.
Structure for storing various encryption contexts.
Structure for storing various signature contexts.
Structure for storing various hash contexts.
Structure for storing the split context.
Enumerator indicating a specific error type.

Enumerator identifying the type of split algorithm to utilize.

Enumerator identifying the encryption mode to use.
Enumerator identifying the authentication mode to use.
Enumerator identifying the hashing mode to use.
Enumerator identifying the transform type to use.
Enumerator indicating a specific key type.

An unsigned 8 bit integer.

An unsigned 16 bit integer.

_An unsigned 32 bit integer.

1. ENC_NONE - no encryption
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2.2.2.

2.2.3.

2.2.4.

2.2.5.
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ENC_AES128CTR - AES 128 bitin CTR mode
ENC_AES192CTR - AES 192 bit in CTR mode
ENC_AES256CTR — AES 256 bit in CTR mode .
ENC_AES128CBC - AES 128 bit in CBC mode
ENC_AES192CBC - AES 192 bit in CBC mode
ENC_AES256CBC — AES 256 bit in CBC mode
ENC_3DESCBC - Triple DES in CBC mode

AUTH_TYPE

1.

2
3.
4

SIGN_RSAPSS - RSA-PSS algorithm

SIGN_DSA - Digital Signature Algorithm

SIGN_ECSA - Elliptic Curve Digital Signature Algorithm

SIGN_HMACSHA1 -HMAC-SHA1 symmetric Message Authentication Code

HASH_TYPE

1.
2.

HASH_NONE - no hashing algorithr-n;
HASH_SHA256 — SHA-256 hashing algorithm.

SPLIT_TYPE

1.
2.

SPLIT_NONE - No split is used.

SPLIT_BLOCK - Target Data will be split at an block level determined by the splitting
algorithm

SPLIT_BYTE — Target Data will be split at the byte level
SPLIT_BIT ~ Target Data will be split at the bit ievel

SPLIT_BIT_SCATTER - Target Data will be bit scattered. '

KEY_TYPE

1.

N o o s N

KEY_SYM (keys for all symmetric algorithms)
KEY_RSAPUB

KEY_RSAPRI

KEY_DSAPUB

KEY_DSAPRI

KEY_ECDSAPUB

KEY_ECDSAPRI
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2.2.6.

ERROR_TYPE

© ® N o o s 0N =

ERROR_NONE - No error
ERROR_NO_MASTER_KEY - No master key, can not continue.
ERROR_INVALID_CALLBACK - An invalid callback was registered
ERROR_INVALID_METHOD - An invalid parse split method occurred.
ERROR_NO_TARGET - No target was set to parse.

ERROR_NO_TARGET_LENGTH - Target buffer has no length
ERROR_NOT_ENOUGH_SHARES - Unable to restore, not enough shares are present.
ERROR_INVALID_SHARE - An invalid share was set

ERROR_INVALID_KEY - An invalid key was set

10. ERROR_INTEGRITY_CHECK - An integrity check failure occurred
11. ERROR_NO_M EMORY - Out of memory '

2.3. Data Structures

2.3.1.

2.3.2.

Page 6/22

Parser:

-originalShare Share stores the original unsplit data.

f’shares - Share [] an array of Share data structures of size

_ ’ | MAX SHARE_COUNT. '

shareCount ' int actual number of shares used.

sphtEncContext EncContext * buffer holding pre-encryption context between
I calls to doSplit and doRestore.

finalFlag int indicates that the final call to doSplit or doRestore

will be made next (default = 0).

ParserParams:

total number of mandatory shares (default =

L int 0).
N nt total number of non-mandatory shares (default = 0).
M int total number of non-mandatory shares needed for
' | recovery (default = 0).
splitType SPLIT _TYPE the split algorithm to use (default = NONE). ’
splitEncMode ENC_TYPE the encryption mode to use during the split (default =

ATOWNNTYDN
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2.3.3.

2.3.4.

2.3.5.

Page 7/22

2

NONE).

p_réEncMode ENC_TYPE the pre-encryption mode to use (default = NONE).
postEncMode , ENC_TYPE the post-encryption mode to use (default = NONE).
splitHashMode HASH_TYPE the hash mode to use (default = HASH_SHA256).
preAuthMode AUTH_TYPE | the pre-signing mode to use (default = NONE).
postAuthMode AUTH_TYPE the post-signing mode to use (default = NONE).
‘preEncKey char * handle for the pre-encryption key (default = NONE).
postEncKey char * handle for the post-encryption key (defaﬁlt = NONE).V
-preAuthKey char * handle for the pre-signature key (default = NONE).
postAuthKey char * handle for the post-signature key (default = NONE).
maxOrigBufSize | int max size for the original‘ buffer (default =

' o MAX_ORIG_BUF_SIZE).

bmaxShareBufSize int max size for each share buffer (default =

3 MAX_SHARE_BUF_SIZE).
Keyld:

uque dentifier for this key.

‘idLen .-

length of buffer holding id.

KeyShare:

data

key share data for

’ dat_aLen

int

length of data (in bits) of data buffer.

keyld Keyld

type KEY_TYPE type of key that this.

data uint8 * pointer to the buffer holding the key data.
datal.en int length of the buffer holding the key data.
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2.3.6.

2.3.7.

2.3.8.

2.3.9.

Page 8/22

Share:

A7

ENC_TYPE

| ata data buffer for this share.

datalen int length indicating the amount of data found in this

share. A
encContext EncContext data buffer storing the encryption context between
o o calls to doSplit and doRestore. A
| authContext SigContext data buffer storing the authentication context between

: , calls to doSplit and doRestore.

hashContext - HashContext data buffer storing the hash context between calls to

’ doSplit and doRestore.
EncContext:

the type of encryption bem ed.

Union

various types of encryption contexts can be placed
here.

EncContext_ AESCBC

‘encKeyld Keyld unique identifier of the encryption key to use for this
L context.

currentlV uint8 * the current IV being stored for this context.
currentldLen int the length of the current IV in bytes.

EncContext_ AESCTR

encKeyld

Keyld

unique identifier of the encryptlo ke use for this
context.

currentlV

uint8 *

the current IV being stored for this context.

c_urrentIVLen

int

the length of the current IV in bytes.
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2.3.10.

2.3.11.

2.3.12.

2.3.13.

2.3.14.

Page 9/22

AuthContext

24

ERT escrlpnon

authMode “

AUTH TYPE

the type of authentication bemg used.

Union

various types of authentication contexts can be placed
here.

AuthContext RSAPSS

Keyld unique identifier of the public key to use for this |
context. :
privKeyld Keyld unique identifier of the pnvate key to use for this
context. -
hashContext openSSL? Pointer to the OpenSSL hash context data type.

AuthContext_DSA

eyd ey d niue identifier uli ky use for this
context. :

‘privKeyld Keyld unique identifier of the private key to use for this

o context.

‘:‘h‘etshContext openSSL? Pointer to the OpenSSL hash context data type.

AuthContext_ ECSA

t;nnque 1dent1ﬁr the pubhe for this

pubKeyld Keyd

: context.

-privKeyld Keyld unique identifier of the private key to use for this
: context.

hashContext openSSL? Pointer to the OpenSSL hash context data type.

AuthContext HMACSHA1

macContext

openSSL?

| Pointer totheOpenSSL mac context atatype '

EX1010, Page 250



AL

2.3.15. HashContext

‘:Descnptmn

hashMode - HASH TYPE Q the type of hashmg bcmgused

Union various types of hashing contexts can be placed here. -

2.3.16. HashContext_SHA

“hashContext openSSL? Pointer to theOpenSSL hash context data type .

Page 10/22
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2.4. Data Format:

post-encrypted data

\n----- END POST-ENC DATA ----- \n
\n----- BEGIN POST-ENC FOOTER -----\n
_poét—enérypted footer
\n----- END POST-ENC FOOTER -----\n

Key share (len):key share information\n .
Share id (2):share ID\n

L (2):L\n

M (2):M\n

N (2):N\n'

Split mode (1):split mode\n

Page 11/22

EX1010, Page 252



Page 12/22

L5/

Split-encryption key (len):split-encryption key id\n

Split-encryption IV (len): split-encryption IV data\n

Split-hash mode (1):split-hash mode\n

Original buffer (4):original buffer size\n

Share buffers (4):share buffer size\n

Pre-encryption key (len):pre-encryption key id\n

Pre-signature key (len):pre-signature key id\n

ost _Eé&,jitéil?déf& ;
"ENCRYPTED FOOTER -----

BEGIN SPLIT-HASH DATA ——\n_

“split-hash data

\n----- BEGIN PRE-SIG DATA ----- \n

‘pre-signature data

EX1010, Page 253



3.1.

3.2.

3.3.

3.4.

3.5.

2522

Function Library Reference

The function library provides all the necessary functions to initialize, parse, restore, and

close the Parser context.

parser_createParser

Parameters

Returns

Description
parser_destroyParser

Parameters
" Returns
Description

parser_createKey

- Parameters

. Returns
Description

parser_destroyKey

Parameters
Returns
Description

parser_createShare

Parameters

Returns
Description

Page 13/22

none
Parser *p
Allocates the SecureParser context, and sets default values.

Parser *p

void

Destroys the SecureParser context, including parser parameter
objects and share buffers.

char *id

uint8 *data

size_t length

KEYTYPE type

Key *k

Constructs the structure k for use with the parser from the unque id,
key data buffer, length indicater and key type given.

Key *k

none

Destroys the key pointed to by k. Note: Do not destroy a key
currently in use with the Parser.

int length

Key *encKey

Key *authKey

HASH_MODE h

Share *s

Constructs a Share data structure based on the given length, the
encryption key type, authentication key type and hash mode.
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3.6.

3.7.

3.8.

3.9.

3.10. parser_ge tOriginaIShare

parser_destrbyShare

Parameters
Returns
Description

parser_initParameters

Parameters
Returns
Description

parser_setParameters

Parameters
Returns
Description

parser_setFinalize

Parameters
Returns
Description

Parameters
Returns
Description

Page 14/22
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Share *s

none

Destroys the share pointed to by s, including all encryption and
authentication keys. -

ParserParams *params

int error :

Initializes a ParserParams data structure to the default
parametr set. The return error should be 0 for success, and
non-zero error message for failure.

Parser *p, ParserParams *params

int error

Deletes any old ParserParams that may have already been
added to the Parser struct. Creates a copy of the new
ParserParams pointed to by params for internal use and stores
in in the Parser pointed to by p. If params is altered or
destroyed by the user, Parser p will still have retained a copy
for itself that is not affected. Any data structures that must be
created by the parameters struct, such as Shares or Keys will
be created. The Parser will destroy the params object itself
upon being closed. ' '

Parser *p

none

Sets the internal state of the Parser to finalize the output
stream during the next SecureParser split session. After
setFinalize is called, only one more call to doSessionSplit may
be made.

Parser *p

Share *s

Returns a Share structure representing the original buffer used
by the Parser.
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3.11. parser_getShare
Parameters

Returns
Description

'3.12. parser_doSplit

Parameters
Returns
Description

3.13. parser_doRestore

Parameters
Returns
Description

3.14. parser_generateHeaders

Parameters
Returns
Description

3.15. parser_generateFooters

Parameters
Returns
Description

3.16. parser_restoreHeaders

Parameters

Page 15/22

Parser *p,

int SharelD

Share *s

Returns a Share containing the Share structure for the Share
matching the given SharelD.

Parser *p

int error

Performs the SecureParser split. This action treats data that is
in the target buffer as input and places split data that is output
into buffers for each Share. A return value of 0 indicates
success, otherwise a failure has occurred and the error is
returned. If setFinalize has been called, this must be the last

Parser *p

int error _
Performs the SecureParser restore. This action treats all data
in share buffers as input and places output data (the
reconstructed original data) into the target buffer. A return
value of 0 indicates success, otherwise a failure has occured
and the error is returned.

Parser *p

int error ,

Generates the necessary header information based on the
parser's current parameter set and state, and puts this header
information appropriately within each Share buffer.

Parser *p

int error

Generates the necessary footer information based on the
parser's current parameter set and state, and puts this footer
information appropriately within each Share buffer.

Parser *p
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Parameters Parser *p
Returns int error ‘
Description This function assumes that the data within each Share buffer is

header information and will be restored into the Parser, its
parameters reset and its state changed appropriately.

3.17. parser_restoreFooters
Parameters Parser *p

Returns - int error : .
Description This function assumes that the data within each Share buffer is

" footer information and will be restored into the Parser, its
parameters reset and its state changed appropriately.

3.18. parser_getRestoreStatus

Parameters Parser *p
Returns int status _
Description This funcion will return the status of the prior restore process.

Either a success value will be returned if the restore process
has completed with no errors, or the appropriate error status.
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4. Function Details

4.1. parser_generateHeaders
Purpose

The purpose of this function is to generate share header information for each share
based on any meta-data that must necessarily be communicated to the SecureParser
when later performing a restore algorithm. The header information can only contain
data that is available to the SecureParser prior to the start of the data splitting process.
The parser_generateHeaders routine creates the header blocks for each share and
places them within each Share buffer. A call to parser_generateHeaders must be made
prior to any calls to parser_doSpilit. ’

Algorithm
1. Split key using Shamir splitting atgorithm.
2. Create a temporary buffer.
3. For each share...
3.1. Include key share information in temporary buffer.
3.2. Include share ID in temporary buffer.
3.3. include L, M and N in temporary buffer.
3.4. Include split mode in temporary buffer.
3.5. Include split-encryption key ID in temporary buffer.
3.6. Include split-encryption IV in temporary buffer.
3.7. Include split-hash mode in temporary buffer.
3.8. Include original buffer size in temporary buffer.
3.9. Include share buffer size in temporary buffer.
3.10. Include pre-encryption key ID in temporary buffer.
3.11. Include pre-encryption IV in temporary buffer.
3.12. Include pre-signature key ID in temporary buffer.
3.13. Include pre-signature IV in temporary buffer.
3.14. Replace key share information in temporary buffer with Share i's key share.
3.15. Replace share ID in temporary buffer with Share i's ID.
3.16. Begin split-hash on the data in tempofary buffer and store context for later.

3.17. Encrypt temporary buffer with post-encryption key and post-encryption IV and include resulting
ciphertext in Share i's output buffer. Maintain Share i's post-encryption context for later use.

3.18. Begin post-signature on Share i's output buffer and store context for later.
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4.2. parser_doSplit
Purpose

The purpose of this functlon is to split all data from the target buffer into share buffers to -
be later handled by the calling function. A series of steps are taken to provide
confidentiality, integrity, authenticity and data partltlonlng for the data that is split, before
and after the data is split.

Algorithm
1. Test if pre-encrypt is on.
If Yes,
1.1. Encrypt target buffer under pre-encrypt key and pre-encrypt iv.
2. Test if pre-sign is on.
If Yes,
2.1. Sign target buffer under pré-sign key.
2.2, Test if finalize has been set. |
If Yes,
2.2.1. Finalize pre-signature context.

3. Do split-encryption using split-encryption key and split-encryption context. (Should be inialized during
the first call to this function.) -

4. Call appropriate split algorithm... -
5. Test if hashing is on
If Yes,
5.1. For each output share
5.1.1. Continue hash for share i's buffer..
6. Test if post-encrypt is on. '
If Yes,
6.1. For each output share.
6.1.1. Encrypt share i's buffer using share i's post-encryption key and post-encryption context.
7. Test if post-sign is on
If Yes,
7.1. For each output share

7.1.1. Continue signature for share i's output buffer under share i's post-signature key using share
i's post-signature context.
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4.3. parser_generateFooters
Purpose

The purpose of this function is to generate share footer information for each share
based on any meta-data that must necessarily be communicated to the SecureParser
when later performing a restore algorithm. The footer information is typically only
available to the SecureParser after the body of the data has be parsed. The
parser_generateFooters routine creates the footer blocks for each share and places
them within each Share buffer. parser_generateFooters must be called following all
calls to parser_doSplit and parser_setFinalize.
Algorithm
1. Create temporary buffer 1 for unencrypted footer information.
2. Create temporary buffer 2 for partially encrypted footer information.
3. For each share... »

3.1. Include pre-signature data in unencrypted buffer.

3.2. Encrypt temporary buffer 1 using split-key and split-encryption context and include resulting
ciphertext in temporary buffer 2.

3.3. Continue split-hash over temporary buffer 2 using share i's split-hash context.
3.4. Include split-hash data in temporary buffer 2.

3.5. Encrypt temporary buffer 2 using share i's post-encryption key and post-encryption context and
place resulting ciphertext in share i's output buffer.

3.6. Continue post-authentication signature over share i's output buffer using share i's post-signature
context.

3.7. Finalize share i's post-signature context.

3.8. Include share i's post-signature in share i's output buffer.
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4.4. parser_restoreHeaders
Purpose

The purpose of this function is to restore header information for each share based on
any meta-data that was stored by the SecureParser for later restoration. The header
information may contain data that is required for future calls to the parser_doRestore
process to function properly. The parser_restoreHeaders routine requires that the
header blocks for each share be placed within each Share buffer. A call to
parser_restoreHeaders must be made prior to any calls to parser_doRestore.

Algorithm
1. For each share...
1.1. Create a temporary buffer for share i.

1.2. Begin signature over share i's buffer using share i's post-signature key and post-signature IV.
Maintain post-signature context for share i. :

1.3. Decrypt share i's buffer using share i's post—ehcryption key and post-encryption IV and place
contents into share i's temporary buffer.

1.4. Recover key share information for share i from share i's temporary buffer.
1.5. Test if this share 0.
If no,

1.5.1. Compare share i's header information in temporary buffer with share 0's header information
in temporary buffer. If there is a mismatch, return an error.

2. Recover split-encryption key, based on all key share information for in each share's temporary buffer.

3. Recover parser state based on header information found in share 0's temporary buffer.
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4.5. parser_doRestore
Purpose

The purpose of this function is to restore all shares to their original single source. A
series of steps verify that the data has not been tampered with before and after data
restoration has completed.

Algorithm
1. Test if post-sign is on.
If Yes,
1.1. For each output share
1.1.1. Sign share i's output buffer under share i's post-signature key.
2. Test if post-encrypt is on.
If Yes,
2.1. For each output share.
2.1.1. Decrypt share i's buffer using key post-decrypt key i and IV i.
3. Test if hashing is on '
If Yes,
3.1. For each output share
3.1.1. Continue hash for share i's buffer.
4. Call appropriate restore algorithm...

5. Do split-decryption using split-decryption key and split-decryption context. (Should be inialized during
the first call to this function.)

6. Test if pre-sign is on.
If Yes,
6.1. Sign original buffer under pre-sign key using pre-signature context or pre-signature IV.
6.2. Test if finalize has been set.
If Yes,
6.2.1. Finalize pre-signature context.
7. Test if pre-encrypt is on.
If Yes,
7.1. Decrypt original buffer under pre-decryption key.
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4.6. parser_restoreFooters
Purpose

The purpose of this function is to restore footer information for each share based on any
meta-data that was stored by the SecureParser for later restoration. The footer
information may contain data that is needed for valid completion of the restore process.
The parser_restoreFooters routine requires that the footer blocks for each share be
placed within each Share buffer. A call to parser_restoreFooters must be after all calls
to parser_doRestore and parser_setFinalize.

Algorithm
1. Create a temporary pre-signature buffer.
2. For each share...
2.1. Create a temporary buffer for share i.

2.2. Continue post-signature over share i's buffer using share ‘i's post-signature key and post-
signature context.

2.3. Finalize share i's post-signature context.

2.4. Compare share i's post-signature result with expected post-signature result and return an error
on mismatch.

2.5. Decrypt share i's buffer using share i's post-decryption key and post-decryption context and place
contents into share i's temporary buffer.

2.6. Continue split-hash over share i's encrypted footer portion of share i's témporary buffer using
share i's split-hash context.

2.7. Finalize share i's split hash context.

2.8. Compare share i's split-hash result with expected split-hash resuit found in remalmng portlon of
Share i's temporary buffer and return an error on mismatch.

2.9. Decrypt the footer port|on of share i's temporary buffer using the split-decryption key and split-
decryption context and place resuiting plaintext into the temporary pre-signature buffer.

2.10. Compare temporary pre-signature buffer with finalized pre-signature result and return an error
on mismatch. '
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1 Introduction

This document contains a high-level description of the SecureParser v4.0 cryptographic
core. The SecureParser is-a high-security cryptographic module designed to protect the
confidentiality and integrity of stored data. To accomplish this goal, the SecureParser
provides data encryption, decryption, and authentication/integrity protection.
Additionally, the SecureParser implements the technique of “data sphttlng” (also referred

to as “parsing”), which efficiently divides input data into shares in a cryptographically
secure manner. ‘

Thé features described in this document include:

1. An overview of the SecureParser processing architecture, which provides for data
processing operations such as pre-encryption, data splitting (parsing), post-
encryption, authentication and data compression.

2. An authentication mechanism designed to protect data integrity and detect data
tampering.

3. A data- sphttlng (parsing) algorithm which processes input data into multlple
output “shares”. Data splitting techniques have the property that no data is
revealed unless some (pre-specified) number of shares are recovered.

The security mechanisms described in this document may be combined with other
techniques, and do not preclude the implementation of other elements within the

SecureParser framework, e.g., media-specific functionality or alternative security
mechanisms.

The algorithms described in this document have three principal advantages over
alternative approaches to splitting data:

® High throughput. Data processing involves AES encryption operations and .

XOR operations, and a limited amount of polynomial computation. Furthermore,
processing time can be further improved by dividing work amongst several
machines, processors, or hardware encryption circuits operating in parallel.

® Industry-standard security. The security of the constructions is based on the

strength of standard cryptographic algorithms such as AES, HMAC-SHAI and

Shamir secret sharing.

® Simplicity of implementation. The algorithms presented require only a single
encryption function (AES encryption), techniques for Shamir sharing, a MAC
function and a cryptographically-secure Pseudo-Random Number Generator
(CSPRNG).

A4
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2 SecureParser Architecture—Overview

The SecureParser system performs a variety of operations on input data in order to
provide data confidentiality and integrity. In addition, the SecureParser architecture
leaves room for other operations, e.g., compression and error-correction coding, or
alternative methods of authenticating files. These operations are considered external to
the SecureParser’s trusted core, and may be implemented outside of the SecureParser
itself. :

The following architecture divides the SecureParser into three separate levels which
contain separable functionality. Figure 1 below illustrates these levels, and provides
examples of processing functions which might be performed within each.

_“Pre-processing

Figure 1: Proposed architecture process-flow, from top-left. (Broken lines denote
optional processes.)

The proposed architecture divides data processing into three general stages:

1. Pre-processing. In this stage, data may be optionally pre-encrypted and
authenticated using a secure authenticated encryption mode. This encryption is
separate from the data-splitting algorithm, and serves as an optional layer of
protection.

2. Data split. This stage contains the core of the SecureParser algorithm, and
implements one or more of the data splitting algorithms proposed in a later
section of this document.

RLE
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3. Post-processing. In this stage, individual shares are authenticated (signed) using
a standard signature algorithm. Optionally, file shares may be themselves
encrypted using some external mechanism. After post processing, error correcting
or detecting codes may be employed.

2.1 Data Splitting

Prior to discussing the specific mechanisms used to split data in the SecureParser, we
briefly describe the security requirements of a data-splitting system. These goals should
stand in the face of an adversary with detailed knowledge of the underlying algorithms,
and access to some shares.

1. Correctness. Given any “legitimate” set of shares (e.g., M of N) created by the
parsing algorithm, a user should be able to recover the initial file.

2. Confidentiality. An attacker should be unable to recover any information about
an underlying plaintext (other than file size), without recovering the full set of
shares required by the split.

3. Randomness. Two operations of the splitting algorithm should produce
unlinkable, dissimilar outputs, even when executed on the same input.

4. Integrity. An attacker should be unable to alter any of the file shares without this
alteration being detected.

5. Modular Data Splitting. Many different data splitting models ‘should be
admissible.

Optional application-specific goal:
6. Bulk Protection of Data. The amount of data that an adversary needs to access to
reconstruct a file should be at least linear in the size of the file. This requirement

motivates the second data spllttmg algorithm, which is based on the “all or
nothing transform”.
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3 Preliminaries

This section briefly introduces the notation and cryptographic primitives used in the
remainder of this document. Throughout this specification, variables are denoted as
boldfaced letters, e.g., X, Y, Z. |A| indicates the size (in bits) of a variable.
Concatenation of values is represented as (A | B), and the Exclusive-OR (XOR) operation
as (A © B).

3.1 The Advanced Encryption Standard (AES)

The Advanced Encryption Standard (FIPS 197) is a NIST-approved block cipher
designed to operate on fixed 128-bit data blocks, using a key size of 128, 192 or 256 bits.
AES consists of two algorithms, AES-ENC and AES-DEC, which each accepts a key K
and 128-bit input block, producing a 128-bit output. Use of these algorithms to directly
encipher messages is typically referred to as “Electronic Codebook’ mode (AES-ECB).

AES is approved by NIST to be used in several modes, including CBC, CTR and CFB.
These modes provide for the secure encryption of longer messages, and allow for
randomized encryption, where multiple encryptions of a given message generate distinct
ciphertexts. The constructions presented in this document can be instantiated using any
of the above modes. For the purposes of this implementation, we select CTR-mode
encryption as described below.

3.1.1 AES-CTR

AES-CTR mode uses the AES-ENC primitive to implement a stream cipher. For every
128-bit plaintext block to be encrypted, CTR mode first generates a 128-bit keystream
block by calling AES-ENC (K, T), where T is a counter value incremented at each
iteration (when T exceeds the maximum counter value, it wraps back to 0). The plaintext
block is then encrypted by XORing it with the keystream block.

CTR-mode encryption is defined by the following piece of pseudo-code. K is an
encryption key, and T is an initial counter value (Initialization Vector). The plaintext is
represented as a series of 128-bit blocks (M, , ... , M,) where M; represents the i™ block
of plaintext. AES-CTR does not require plaintext padding: when the plaintext does not
divide perfectly into an integer number of blocks, then the final block M, may be a
partial block of size p bits, where p < 128. When a p-bit plaintext block is XORed with a
normal keystream block, only the first p bits of the two blocks are considered.

The resulting ciphertéxt is represented as a series of blocks (Cy, ... , Cy) along with the
initial counter value Ty. To encrypt a message using AES-CTR:

T=T0

Fori=1ton
C;=M; ©@ AES-ENC(K, T)
T=T+1
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CTR-mode decryption is identical to encryption, except that the algorithm operates on
ciphertext blocks. To correctly decrypt a CTR-mode ciphertext (To, C1 , ... , Ca),
compute:

T=T0

Fori=1ton
M; =C; © AES-ENC(K, T)
T=T+1

CTR mode encryption requires that the 128-bit initial counter value Tg be 1mt1a11zed to
any value between 0 and 2128 _ 1 inclusive. The default value for Ty is 0. This counter is
subsequently incremented for each 128-bit block encrypted or decrypted (if the counter
exceeds 2'%°— 1, it wraps back to 0). To ensure the security of CTR-mode encryptions, it
is critical that no value of T ever be re-used without re-keying. The method of choosing
the initial counter is dependent on the implementation.

CTR mode may be parallelized across multiple processes or processors: after selecting an
initial counter Ty, the plaintext may be divided into separate segments and encrypted
separately, provided that each encryption process is given the correct counter offset for
the first block it encrypts.

3.1.2 AES-CBC

AES-CBC (Cipher-Block Chaining) mode uses the AES-ENC and AES- DEC primitives

to encrypt/decrypt multi-block plaintexts. In addition to the encryption key K, CBC
mode requires a 128-bit Initialization Vector (IV), which we denote by To. Note that for
security, this Initialization Vector must be 1) unique for each message encrypted, and 2)
be generated using a cryptographically-secure Random Number Generator (see section
below).

AES-CBC mode requires that the plaintext consist of an even number of AES blocks, i.e.,
is a multiple of 128-bits. When this is not the case, the plaintext should be padded by

appending a 1 followed by as many Os as necessary to reach a block boundary. If there 1s

insufficient room to insert the shortest unambiguous padding sequence “10”, an
additional plaintext block must be added.

AES-CBC computes each ciphertext block by XORing a plaintext block with the

previous ciphertext block, then encrypting the result using AES-ENC. In the case of the
first ciphertext block, the Initialization Vector Ty replaces the previous ciphertext value.
CBC-mode encryption is defined by the following piece of pseudo-code. The plamtext 1s
represented as a series of 128-bit blocks (M, ... , M) where M; represents the i™ block
of plaintext. The resulting ciphertext is represented as a series of blocks (Cy , ... , C,)
along with the Initialization Vector To. To encrypt a message using AES-CBC:

C; =AES-ENC(K, M, © Ty)
Fori=2ton :
C;=AES-ENC(K, M; © Cy,y)
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CBC-mode decryption is defined below. To correctly decrypt a CBC-mode ciphertext
(To, Cy, ... , Cp), compute:

M, = AES-DEC(K,C))®D T,
Fori=2ton
M; = AES-DEC(K, C;)) & C;,

3.2 Cryptographic Hash Functions

The SecureParser integrity checking mechanisms require a collision-resistant
cryptographic hash function. Hash functions accept an arbitrary-length input M and
output a fixed-length hash value, and are strongly collision resistant. Except where
otherwise specified, all hash functions in the SecureParser are implemented using SHA-
256 (FIPS PUB 180-2), which accepts inputs of up to 2% bits and outputs a 256-bit hash
value.

3.3 Message Authentication Codes

Message Authentication Codes allow for the detection of unauthorized modifications to a
message, which might occur if an adversary tampers with a stored file. MAC algorithms
accept an arbitrary-length message M and a key Kmac, and output a fixed-length code
which is typically stored with the message. Verifiers who have access to Kmac can check
this code by re-computing the MAC on the message, and comparing the result to the
stored code. Throughout this document, Message Authentication Code computation is
represented by the generic notation MAC(Kmac, M).

All MAC functions in the SecureParser are implemented by HMAC-SHA1 (FIPS PUB
198) which produces a 160-bit MAC output. FIPS guidelines require a minimum key
size of 80 bits, though for the purpose of this implementation we require a minimum of
128 bits, and recommend a key size of 160 bits. '

A secure MAC can be combined with an appropriate encryption algorithm in order to
provide “authenticated encryption”. When these algorithms are combined, encryption
will be performed first, and the MAC is computed on the resulting ciphertext (including
any other information which will be stored/transmitted with the ciphertext, and used
during the decryption process, €.g., the Initialization Vector.) '

3.4 Random Number Generation

Many of the algorithms described in this document require a source of unpredictable bits
that are statistically indistinguishable from truly random bits. Examples include key
generation and the creation of Initialization Vectors. These values are generated using a
deterministic cryptographically-secure pseudo-random number generation algorithm
(CSPRNG), which must itself be correctly seeded from a suitable source of entropy such
as a non-deterministic Random Number Generator. SecureParser implementations
contain an internal CSPRNG implementation satisfying the requirements of FIPS 140-2,
though correct seeding still falls to the host implementation.

8
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Additionally, the SecureParser can be configured to work with an external RNG/PRNG
provided by the host implementation. However, it is critical to note that flaws in the
external (P)RNG or seeding procedure may compromise the functlomng security of the
SecureParser algorithms.

3.5 Digital Signatures

For purposes of share integrity and authentication, shares may be signed with an
appropriate digital signature algorithm. The Secure Parser implements signatures using
EC-DSA and DSA according to the guidelines of FIPS PUB 186-2. Digital signatures
provide integrity protection and non-repudiability for stored information. Signatures
allow re-constructing parties to test for modifications or damage to shares prior to
conducting the re-construction process.

Signatures use public key cryptographic techniques, and possess two key components: a
secret signing key, which is used only when authoring shares (e.g., during the splitting
process), and a public verification key, which is used to validate the authenticity of signed
shares. The signing key is kept secret by the splitting party, while the verification key
may be published or stored in an appropriate manner.

When signatures are performed on split files, the signature is taken over the encrypted
share, along with all meta-data: this includes a random per-file identifier that binds shares
together; a share identifier, and a constant that defines the type of splitting that was
performed along with other information used in the splitting process.

3.6 Secret Sharing (Informative)

The technique of “secret sharing”, sometimes referred to as “split knowledge”, allows
parties to divide some piece of secret data into shares such that the secret can only be
recovered by re-combining all, or some preset number, of the shares. A simple n-part
split of a secret S can be accomplished in a secure manner using a cryptographlcally-
secure pseudo-random number generator and the XOR operation as follows

S; = RAND(|S)), ..., Sn.1 = RAND(|S)),
S.,=S@S,EB ...@Sn-]

The technique developed by Shamir in 1979 allows for threshold splitting, in which the
number of shares required to recover the secret (rf) may be smaller than the total number
of shares (1). This is generally referred to as t-out-of-n secret splitting, where ¢ <n. The
Shamir algorithm encodes a secret as the y-intercept of a polynomial of degree -1, and
computes each secret share as the coordinates of some other point on the curve, computed
over a finite field. Given any ¢ shares, it is possible to interpolate to find the y-intercept
and thus recover the secret. The Shamir scheme has an important property for secure
implementations: it provides information-theoretic (“‘perfect”) security. Even when an
attacker obtains -1 shares, she gains no information about the secret, as every possible
value represents a valid solution to the equation formed by the ¢-1 shares.
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3.7 The Package Transform (Informative)

~ The “package transform” (Rivest, 1997) is a randomized algorithm which adds “security
through bulk” for data splitting. In the Rivest technique, data is first encrypted using a
secure block cipher under a randomly-generated session key K. Each [K|-bit block of the
resulting ciphertext is then XORed with the session key. This process may be reversed
by any party who obtains the obfuscated key and the entire ciphertext. However, it
prevents recovery of the session key (and hence the ciphertext) by any person who does
not possess all of the ciphertext blocks. Used correctly, this can prevent ciphertext
recovery by an attacker who obtains a partial share.

3.8 Hash Trees (Informative)

Hash trees provide an efficient means to “commit” to large set of values or messages,
using minimal storage. Hash trees are constructed using a collision-resistant
cryptographic hash function—represented by H()—by computing the hash of a set of
messages, e.g., file shares {S ... Sn}, then recursively hashing pairs of hash results until
only one “root” value remains. The following diagram illustrates a hash tree containing 4
elements. '

Root =H(* | *)
% ~
A=H(*|% B=H(*|*)
v AN VRN
H(Sy) H(Sz:)  H(S3) H(S4)

Any party can verify the integrity of a share S; given only one value from each level of
the tree, in this example H(S), B, Root by computing H( H((H(S,) | H(Sz)) | B) and
comparing the result to Root. , '

This technique is used to ensure the integrity of shares when only a subset of shares is
available.

10
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4 Pre- and Post-encryption

- The SecureParser provides strong encryption for stored data, using the Advanced
Encryption Standard algorithm. The Pre- and Post encryption layers are designed to
operate independently from the data-splitting core, and provide an additional layer of
confidentiality and integrity-checking for stored files. Data encryption in the
SecureParser is designed to comply with FIPS 140-2 standards for symmetric-key
encryption. : ‘ »

4.1 Pre-encryption.

Input files may be encrypted prior to execution of the data split procedure, in which case
the encryption is termed pre-encryption. Pre- encryption operates on the input file as a
whole, and produces a ciphertext which is then sent to the data-splitting core (if data
splitting is being performed) to be broken into shares. This initial ciphertext includes
authenticity/integrity-checking information, which is generated using a secret key held by
the encryptor. :

4.2 Post-encryption.

Subsequent to the splitting process, the split shares may themselves be encrypted, under
one key (or several different keys). This process is termed post-encryption. Post-
encryption operates on each data share as a completely independent file to be encrypted.
Each of these the resulting post-split ciphertexts is embedded with its own
integrity/authenticity information.

4.3 Data Authenticity and Integrity.

To ensure the authenticity of stored data, and detect malicious tampering or data storage
errors, all encrypted data is authenticated using a Message Authentication Code (MAC)
and optionally a digital signature to allow public verification. This protection ensures
that any modifications to the data contents will be detected during the decryption process.

4.4 Message Authentication Codes.

Are generated by a symmetric-key algorithm, which requires a single secret key be
present during both authentication and verification. This key should be stored along
with the message decryption key, in an appropriate manner. Signatures are generated
using a secret signing key, which must also be stored using appropriate security
procedures. The corresponding signature verification key can be publicly distributed.
However, its authenticity must be guaranteed using appropriate mechanisms, €.g., by
incorporating it into a certificate which is then signed by a trusted authority.

11
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4.5 Meta-Data.

Any meta-data describing the file is pre-pended to the file prior to encryption. This
includes: ‘

File name
File length '
Creation/Modification dates

Any other host-specific file information

The resulting encrypted file should not be named for the original plaintext, in order to
prevent information leakage from filenames, extensions, etc. To prevent this, the
SecureParser includes a default-naming scheme for new encrypted files which uses a
random number generator to create unique per-file encryption names.

4.6 AES Encryption

Data encryption in Secure Parser uses the AES algorithm (FIPS 197) in either of two
NIST approved modes: AES-CBC and AES-CTR (see above for definitions). Each of
these algorithms accepts key sizes of 128, 192 and 256 bits. Every file/share encrypted
using a given key K requires a unique 128-bit Initialization Vector (or Initial Counter
value). There are various constraints on the generation of these values (see the prévious
section), and correct generation is described below.

4.6.1 Key Generation

AES keys are used both to encrypt and decrypt data. Keys must be stored securely when
not in use, either locally at the device, or on a removable tamper-resistant key-storage -
device. The SecureParser includes facilities for generating AES encryption keys, using a
correctly seeded CSPRNG. While in host memory, keys encryption keys are protected in
order to prevent them from being moved to other memory locations, or paged to disk, and
they are securely deleted from memory when no longer in use. The mechanisms for
ensuring memory protection are specific to the host implementation.

For each AES encryption key generated (of length 128, 192 or 256 bits), the key
generation algorithm also generates a random MAC key of length 128-256 bits. This
value is stored securely along with the encryption/decryption key, and the two are not
separated.

4.6.2 Initialization Vector Generation

Secure encryption under AES-CBC or AES-CTR requires the generation of a 128-bit
Initialization Vector or Initial Counter value (IV) for each message processed. This value
is denoted as Toq. The requirements for this value are different depending on which
encryption mode is being used. In either case, the value is generated by computing 128
bits randomly from a CSPRNG for each message. This random value makes up the first
128-bits of the resulting ciphertext.

12
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4.6.3 Encryption Padding

When using AES-CBC, plaintexts are padded using the padding scheme described in the
definition of AES-CBC encryption above. This padding consists of a “1” value followed
by one or more zeros, and must be sufficient to make the total message size equal to an
integer multiple of the AES block size (128 bits). When there is insufficient room to
include the shortest possible unambiguous padding sequence “10”, an additional 128-bit
block of “0”’s is appended to the plaintext.

The AES-CTR algorithm does not require padding, and plaintexts may be of arbitrary
size, not necessarily a multiple of the block size. '

4.6.4 Encryption and Formatting

SecureParser encrypts data using the encryption mode specified by the user (AES-
CBC/CTR), and pre-pends the Initialization Vector to the resulting ciphertext. The
encryption also pre-pends an un-encrypted meta-data block which consists of the
ciphertext length, encryption mode, and an optional random identifier for the file and/or
for the encryption key. File and key identifiers are determined by the integration layer,
and are not based on values from the file or key themselves.

When pre-encrypting data for a split procedure, the ciphertéxt produced by the pre-
encryption stage is passed directly to the splitting core as it is generated. Similarly, the

post-encryption process may begin to encrypt data that is being simultaneously generated
by the splitting core.

4.6.5 Message Authentication/Signing

Once a file or data share has been completely encrypted using either AES-CBC or AES-
CTR, the resulting ciphertext-——including the meta-data block and the Initialization
Vector—is authenticated using a Message Authentication Code generated under the
appropriate secret MAC key. The SecureParser uses HMAC-SHAL to compute MAC
values on the ciphertext. The resulting 160-bit MAC tag is appended to the ciphertext.

When a user provides a secret signing key, files may also be signed using EC-DSA or
DSA. The signing process should be applied across the ciphertext, the meta-data block,
the Initialization Vector, and any MAC tag applied to the message

4.6.6 Verification and Decryption

Prior to decrypting any ciphertext, the file’s authenticity is be checked by computing the
MAC of the meta-data, ciphertext, and IV under the secret MAC key. This value should
be compared to the MAC tag which was appended to the end of the ciphertext. Any
mismatch in these values results in the immediate termination of the decryption process.

If this process succeeds, the resulting ciphertext is decrypted using the apprbpriate

encryption key, and the plaintext along with the encrypted file meta-data is used to
reconstitute the original file. : - ~

13
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5 Cryptographic Data Splitting

The SecureParser incorporates the technique of secret sharing of Shamir (Adi Shamir,
1979) for encryption key security. This data is first encrypted using an authenticated
encryption construction under a randomly-generated session key K. This key 1is
subsequently “split” into N shares using the Shamir technique, such that any M shares are
required in order to re-construct the original key. The ciphertext is then partitioned into
N subfiles using one of several data splitting methods, and one key-share is pre-pended to
each. The resulting construction offers rapid splitting and provable security.

Because security is achieved through the AES encryption and Shamir key-split, this

approach permits a variety techniques for partitioning the resulting ciphertext, provided
that the key shares are correctly generated and distributed. Several algorithms are
defined below, and additional splitting algorithms may be defined in later documents.

5.1 Input Parameters

The three principal adjustable parameters provided to the splitting algorithm L, M, N are
defined as follows: :

L refers to the number of mandatory shares.

e M is the number of non-mandatory shares required (along with the L mandatory
shares) to recover the original file.

e N refers to the total number of non-mandatory shares. (Thus, there are a total of
N+L shares produced.) '

14
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5.2 Procedure for Data Split
- The full algorithm for splitting an input file consists of six stages:

1. Key Generation. In this stage, a session key K is generated using a secure
PRNG.

2. Data Encryption. The plaintext is encrypted using AES-CTR or AES-CBC
under the key K. ' : A

3. Package Transform (optional). The key K is processed using the Package
transform, by XORing it with every |K|-bit block from the encrypted file. This
approach prevents key recovery by an adversary who only recovers partial file
shares.

4. Key Secure. The key K (which may have been obscured in the prev1ous step) is
divided into kéy-shares using the Shamir technique. Each share is distributed to
one output file share. Alternatively, the key may be passed to an external secure

_key store.

5. Parse/Distribute. Thé ciphertext is partitioned into segments as defined by the
split parameters. When fault-tolerant mode is used, this implies that the full
ciphertext should be recoverable from all L mandatory shares plus any M non-
mandatory shares). This data is stored into the file shares, along with the key
shares generated in step 3.

6. Share Integrity Protection. Finally, the split process embeds integrity.
information into each share, which allows for the detection of damaged or
malformed shares upon file recovery. This information is generated using
cryptographic hashes. :

Each of these steps is described in detail below.

Step 1 - Key Generation

The first phase of the splitting operation requires the generation of a key K using a
cryptographically secure RNG/PRNG, as defined elsewhere in this document For AES,
K may be 128, 192 or 256 bits.

Step 2 - Data Encryption

Encryption is implemented using either AES-CBC or AES-CTR as specified by the user.
Encryption under K requires a randomly generated Initialization Vector (Initial Counter)
which must be generated using a RNG/PRNG."

Plaintext padding. First, pad the plaintext until it is equal in size to an integer
number of AES blocks. This padding consists of a 1-bit followed by 0 bits. In
some cases, this may involve the addition of one extra block of plaintext.

Encryption. To compute the encryption of a padded plaintext M :
1. Generate a random Initialization Vector Ty using a CSPRNG.
2. Encrypt the plaintext M under the key K using AES-CBC or AES-CTR using
the IV Ty to produce C.
15
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3. Prepend the value Ty, to produce the ciphertext {To | C}.

Step 3- Package Transform (optional)

To achieve security through bulk, the key K may optionally be processed using the
Package Transform. The Package Transform must be used in combination with the
BlockSplit algorithm. This security procedure prevents key recovery by an adversary
who recovers only a partial share. To compute this transform:

1. Treat the ciphertext {T, | C} as n |[K|-bit blocks (C, ... , Cy).
2. Compute the new value of Kas K=C, ©.. @ C, & K

Once the session key has been processed in this way, the original value of K cannot be
recovered without access to all 7 blocks of the file. Should an attacker lack all of any one
of these blocks, she will be prevented recovering this key.

The use of this transform should be indicated in all resulting file shares, in order to allow
correct recovery. ‘

Step 4- Key Split

This step uses the Shamir technique to split K across the mandatory and non-mandatory
shares: '

1. If the number of mandatory shares (L) is zero, set J = K and start at step 3.

2. Otherwise, “split” into K into L+ key-shares using the Shamir algorithm (or by
using an XOR-based n-of-n split) such that all L+1 key-shares are required in
order to reconstruct K. Distribute one of the first L key-shares (Kj, ..., Ky) to
each of the L mandatory data-shares. SetJ = Ky+.

3. Next, split the value J into N shares (Ji, ..., Jn) such that any M shares are

required in order to recover J. Distribute one of these N shares to each of the non-

mandatory data-shares.

Finally, the session key K should be securely wiped from memory.

Step 5- Data Partition

Once data has been encrypted using the above operations, the resulting ciphertext {To |
C} must be partitioned and distributed into L+N data shares. For such a partition to be
correct, it must be possible to recover the full ciphertext from a share set consisting of all
L mandatory data-shares, along with any M non-mandatory data-shares.

Before any data is partitioned, a “meta-data” block is pre-pended to the ciphertext to
indicate the file length, encryption mode, key size, and a flag indicating whether the
Package transform is to be used in processing the key K.

Data partitioning can be performed using a variety of algorithms. Unless the Package
Transform option is being used, the partitioning algorithm need is not required to provide
any security properties, as the encryption and key-splitting procedures provide
confidentiality for the data. For brevity, three algorithms are presented in the Appendix
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of this document: BiiSplit, BitScatter and BlockSplit. The Package Transform must be
used in combination with the BlockSplit algorithm.

Step 6- Share Integrity Protection

The Integrity Protection process inserts additional information into file shares, which
allows verifiers to detect errors prior to reconstructing a file.

The principal function of the Integrity Protection/Verification mechanism is to detect of
non-malicious (accidental) damage to files, some of which might occur due to storage or
communication errors. Integrity Protection is not designed to ensure the correctness of
shares in the face of a deliberate attack, as an attacker may alter a share and also change
its integrity information. To provide strong authenticity protection, it is recommended
that users also sign shares under an appropriate secret signing key.

Integrity Protection can augment a separate authenticity check, as each share embeds
cryptographic information about all of the other shares. When any one share in the
recovery set is known to be authentic (e.g., is correctly signed), Integrity Protection
allows recovery agents to detect flaws in the remaining shares by evaluating integrity-
check information in the authentic share. :

Share Integrity information is computed using a -collision-resistant cryptographic hash
function H() (implemented by SHA-256), using hash-tree construction. For a set of
shares {SHARE,, ..., SHAREn..} (constructed according to the above process),
integrity protection is computed as follows:

1. If N+L < 8, append the value (H(SHARE) | ... | H(SHAREn.y) to cach of the

shares.
2. IfN+L > 8, compute a hash tree from the share set:
a. Compute each consecutive pair of share hashes pre-pended with the one-
byte “0” value (e.g., H(0x00 | SHARE,), H(0x00 | SHARE,)).
b. Next, compute H (0xFF | A | B) where OxFF is a one-byte value

consisting of 8 “1” bits, A is the first hash result, B is the second hash

result, and | is concatenation. If the total number is odd, compute H (0xFF
| A) where A is the final share.

c. Repeat step (a) on the resulting list, until only one hash result is left. This
is the root of the hash tree.

d. To each share SHARE,;, distribute: H (SHARE;), the tree root, along w1th

up to one value from each level of the tree, as necessary to compute the

tree root from H (SHARE;).

Procedure for Data Restore
The full algorithm for recovering an input file from shares consists of five stages: -
1. Share Integrity Verification. All available shares are compared to verify data
integrity, and to detect mismatches between share integrity information.

2. Key Recovery. The key K is recovered from the key-shares included with the L
mandatory shares and any M non-mandatory shares.
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Data De-Partition. The full ciphertext is reconstructed from the file shares.

4. Inverse Package Transform. If it was employed during the splitting process, the
Package Transform process is inverted in order to reveal the original (un-
processed) value of K. '

5. Data Decryption. The ciphertext is decrypted under the key K.

Each of these steps is described in detail below.

Step 1- Share Integrity Verification

Before recovering data from any set of shares, the recovery process verifies the integrity

of all shares in the recovery set. By itself, this process does not ensure the authenticity of -

shares (see “Share Signing and Integrity” below), but will detect non-malicious damage
to files. Additionally, if one share in the recovery set is known to be authentic, the share
integrity procedures will detect even deliberate attacks on the remaining shares.

Share integrity verification proceeds using the hash values embedded during the data split
process, as follows: '

1. For each SHARE;, compute the cryptographic hash of the share (excepting the
integrity section) pre-pended with a zero byte 0x00. Compare the result to the
hash value H (0x00 | SHARE;) embedded in the share during the share
construction process. In the event of a mismatch, abort recovery.

2. If the total number of shares (N+L) is less than 8, check the hash of each share
pre-pended with 0x00 against the corresponding value H (0x00 | SHARE;) stored
with every other share. If any of these checks fails, reject the share(s) in question

- and abort recovery.

3. If the total number of shares (N+L) is greater or equal to 8, then for each share
SHARE;, compute the root of the hash tree using the information stored along
with the share (see the share integrity section). If these values differ between
shares, abort recovery. '

Step 2- Key Recovery

The second phase of the recovery operation reconstructs the value K from a legitimate set
of mandatory and non-mandatory file shares. Each file share contains one key share,
processed according to the key splitting algorithm described in the previous section.

To recover K from these file shares:

1. Combine any M key-shares from the non-mandatory file-shares in order to
recover the value J.

2. If no mandatory shares exist, set K=J and output K.

3. Otherwise, combine all of the key-shares from the mandatory file-shares (Kj, ...,
K.) with the final share J. Output the result as K.

Step 3- Data De-partition

Data is subsequently recovered from the L + M shares using the appropriate -de-
partitioning algorithm. All file shares are marked with an identifier indicating the

18

279

EX1010, Page 281

i



partitioning algorithm which was used during the data split process. De-partitioning
algorithms are specified in the appendix. '

The recovery process should reconstruct the ciphertext (To | C), and recover the meta-
data block indicatingfile size, key length, encryption mode and use of the package
transform.

Step 4- Inverse Package Transform

If the meta-data associated with the shares indicates that the package transform was used
during the split process, the inverse process must be applied to the value K. The package
transform process can be inverted using the same algorithm used to apply the original
transform:

1. Treat the ciphertext C as n |K|-bit blocks (C;, ..., Cq).
2. Compute the new value of Kas K=C,; @ .. ® C, ® K.
Step 5- Data Decryption

Next, decrypt the ciphertext C under the recovered key K using AES-CTR or AES- CBC
as indicated by the meta data included in the shares, using the Initialization Vector (Initial
Counter) value To. This recovers the plaintext M. Discard the encryptlon padding
(recognizable as a 1 followed by a series of 0s).

Output M as the result of the data recovery process.
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5.4 Signing and Share Integrity

It is important to protect against share tampering, which might occur if an attacker gains
control of a storage channel. Without adequate protections, tampering may allow a
sophisticated attacker to modify the shares so that the re-constructed file is incorrect.

The Share Integrity mechanism (described above) does not by itself guarantee the
authenticity of file shares. However, provided that any one share is known to be
authentic, the integrity-checking mechanism can detect unauthorized modifications any
of the other shares.

The recommended mechanism for ensuring authenticity/integrity is to sign the Integrity
segment of one or more file shares using a secure digital signature algorithm. The
authenticity of this data can be verified against the corresponding verification key, and
the remaining shares can be verified from the Integrity segment itself.

Share signing in the SecureParser is achieved using either the EC-DSA signing algorithm
using 384/512-bit curves as defined in FIPS 186-2, or the standard DSA algorithm using
a modulus of size 512-1024 bits. Signing keys must be generated using the appropriate
algorithm, and should be stored securely in compliance with FIPS-140 standards.
Verification keys should also be certified according to those standards, and should be
signed by some trusted authority.

20
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6 SecureParser Data Partitionin'gAAIgorithms

6.1 “BlockSplit” .

When a file is processed using the optional Package Transform, the resulting ciphertext
must be partitioned divided into shares such that following properties hold over the
resultant shares. We say that a set of shares is legitimate if it is allowed to reconstruct the
data, and that it is illegitimate if it is not allowed to reconstruct the data. ‘ '

1. Any set of shares which contains some portion of every output block (T, Ci, s
C,) is legitimate.
2. Every legitimate set of shares contains all of every output block.

Provided that the above requirements are met, this split may be accomplished using any
technique that supports the desired policy. The “BlockSplit” algorithm is one such
technique, and is defined below:

Notation. In the description of this algorithxh, we standardize a number of definitions. .

e A block refers to a consecutive group of bits whose size equals the [K| (i.e., either
128, 192, or 256). (This should not be confused with the AES block size, which
is always 128 bits.) ' ‘

e A segment is an abstraction consisting of groups of blocks; an entire file will be
divided into segments for the splitting and joining processes.

e [r] indicates the greatest integer not exceeding r

e C (n)k) denote the binomial coefficient “n choose k,” the number of k-element
subsets of a set of n elements, equal to n//(k!(n-k)/).

e Note also that all counting, whether of blocks, segments, or shares, is zero-
indexed.

Assigning Segments. A splittable file must contain at least L+C(N, M-1) segments; any

smaller number of segments will allow the file to be recovered with fewer than L+M
shares. Each segment must contain at least one complete block.

The blocks are then divided up into segments as follows. Let F be the number of blocks
in the given file, and define:

g e i

: +
M-1) \N-M+1 M-1 \M-1

Then the i segment (counting from zero) contains blocks (a * i) through (a (#+1)-1),
inclusive, if i < C(N,M-1); otherwise, the remaining L segments are partitioned evenly
from the end of the file and contain blocks b + [(F — b) * (i — C(N,M-1)) / L] through b +
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[(F - b) * ((i+1) - C(N,M-1)) / L] - 1, inclusive. These formulae result in the final output
shares being equally distributed in size.

Assigning segments to shares. The last L segments of the file are assigned in order to
the L mandatory shares, with one segment per share. To assign the first C(N, M-1)
segments to the N non-mandatory shares, we first enumerate all C(V, M-1) of the (M-1)-
element subsets of {0, 1, ..., N-1} in lexicographical order. If (and only if) the i™ such
subset does not contain the element j, then the jlh non-mandatory share will contain
segment i. This ensures that every possible collection of M-1 non-mandatory shares is
missing at least one of the C(N, M-1) segments, while every collection of M non-
mandatory shares has all of them, and this assignment is optimal.

Writing out the shares. The i™ non-mandatory share will have the following preamble,
where each line is terminated by a single carriage return (“\n”):

e Line 1. Six space-separated integers: i, L, M, N, C(N-1, M-1), and the size of a
block in bits.

e Line 1+i (i < C(V-1, M-1)). Three space-separated integers: the segment number,
the number of the first block it contains, and the number of the last block it
contains.

If the share is a mandatory one, then the preamble is exactly the same except that it only
contains two lines. Immediately following the preamble, a share contains each of its
segments in exactly the order listed by the preamble, with no padding. If the second line
of the preamble contained “2 105 108\n”, for example, the data immediately following
the preamble would be blocks 105 through 108, inclusive, of the original encrypted file,
followed immediately by the next segment listed in the preamble.

Joining the shares. Given a number of shares, we first parse the preamble to ensure that

all L+C(N, M-1) segments are present in the provided shares and to find offsets within the -

shares to each segment. Joining then requires two passes: on the first pass, we scan
through all blocks to obtain the key K, and on the second pass we use K and Ty to
decrypt the file. Writing stops when the number of bytes specified in the file size block

has been written out.“BitSegment”

Closely related to the “BlockSegment” technique above, “BitSegment” assigns bits to
shares according to the technique described below.

Notation. In the description of this algorithm, we standardize a number of definitions.

e A segmentis an abstraction consisting of groups of bits. An entire file will be
divided into segments for the splitting and joining processes. When there are 4
total segments, then segment i consists of bits (i | 4 + i | (2*4) +i | (3%4) +i )
[r] indicates the greatest integer not exceeding

C(n,k) denote the binomial coefficient “n choose k,” the number of k-element

subsets of a set of n elements, equal to n//Ak!(n-k)!).
e Note also that all counting, whether of bits, segments, or shares, is zero-indexed.
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Assigning Segments. A splittable file must contain at least C(N+L, M-1) segments; any
smaller number of segments will allow the file to be recovered with fewer than L+M
shares. The file to be split will be padded later with D bits of meta-data, so if it contains
fewer than L+C(N, M-1)-D bits, then it is padded at the end with randomly—generated bits
until reaching this size. The prefix will have a block only the original file size stored in
the big-endian order.

The bits are then divided up into segments as follows:

Let F be the number of bits in the given file, and define:

Rl AR

Let S = C(N,M-1). For i=0 to C(V,M-1) — 1, the ' " segment () contains bits (i | S+ |
2S+i, ..., aS+i). The remaining L mandatory shares are computed from the end of the
file, by d1v1d1ng the remaining (b*L) bits in a similar manner: mandatory share j contains
bits ((a+1)S +j | (a+1)S+ L +j | (a+1)S + 2L +j | ... | (a+1)S + bL + j). These formulae
will result in the final output shares being equally distributed in size.

Assigning segments to shares. To assign the C(N, M-1) segments to the N non-
mandatory shares, we first enumerate all C(N, M-1) of the (M-1)-element subsets of {0, 1,

., N-1} in lexicographical order. We assign the remaining L segments to the mandatory '

shares.

Bits are distributed sequentially: each chunk of C(N, M-1) bits contains one bit belonging
to each individual segment. These chunks are parsed sequentially one bit at a time, and
each bit is written to the shares assigned to that segment.

Writing out the shares. The i™ non-mandatory share will have the follewing preamble, |

where each line is terminated by a single carriage return (“\n”):

e Line 1. Six space-separated integers: i, L, M, N, C(N-1, M-1).
e Line 1+i (i < C(N-1, M-1)). Three space-separated integers: the segment number
the number of the first bit it contains, and the number of total bits it contains.

If the share is a mandatory one, then the preamble is exactly the same except that it only
contains two lines. Immediately following the preamble, a share contains each of its
segments in exactly the order listed by the preamble, with no padding.

Joining the shares. Given a number of shares, we first parse the preamble to ensure that

all L+C(N, M-1) segments are present in the provided shares and to find offsets within the
shares to each segment. Writing stops when the number of bytes specified in the file size
block has been written out.
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6.3 “BitS(;atter”

The bit scattering algorithm (refer to Figures 2 and 3) is used to separate a stream of input
bytes into separate output streams by bit.” As such:

1. We first require a plain text P, a master key K and a session key K.

2. Perform an “m of n” key expansion (see Figure 2 to create SKj...SKy, which is
equal in length to P * 8). We allocate arrays So...Sy of the maximum length from
all the SKo,..SKM.

3. We iterate through each SK one integer at a time and read y. y represents the
original position of the bit from P.

4. We read P at bit y and append the bit to the current share S which we are iterating
through.

Bit Scatter Parse -

Input
Sessicn Nay 3 byte P

Master Key

Share 1

0 Denotes a single bit copy to share operation based on key integer value

Figure 2: Bit Scatter Parse
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Bit Scatter Restore

Share 1

Session Key 1

Master Key

ey
Expansion

. Denotes a single bit copy to share operation based on key integer value

Figure 3: Bit Scatter Restore

6.3.1 M of N Key Expansion

The parser currently utilizes two external algorithms for key expansion, ANSI X9.82
(Draft July 2004) as a PRNG and an RC4 type algorithm for randomizing the order.
Other key expansion algorithms may be integrated as external calls from the
SecureParser.
An initial master key MK seeds the X9.82 running in AES-OFB mode, which produces k.
The returned k blocks shall be of length len + 4 of plain text P, padding for AES.

Kien = Pien += 4

k = aes_ofb( MK, aes_pad_length (K ))

len = aes_pad_length{ Py, )

We instantiate an array of integers S which represent the order of the bits in the plain text
up to 2'®. The array is initialized from Sy, Sy, ..., Sien. We also use a counters i, j, and x.
The key len & is assumed to be equal to the array length of S. We then perform:
i=3=x=0;
for( i ... len )
j = (J + kg + S;) mod len
swap( S{i], S[3] )

X++;

This effectively randomizes the order of S, which we will use as a seed for our session
keys SKy..SK,,. Assuming we want to have a minimum of n shares out of m, we calculate

25
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the percentage of key material from S which is required to reproduce P. llustration 1
below shows an example of a 2 of 4 key split.

ratio =1 - (1 / m) * (n-1)
Now we copy the S material using the ratio as the length to create our SKy ... Skm. Each
successive copy starts at the byte following the end of the last byte on the S key, looping
back to the beginning at the end of the key array. Illustration 1 below shows an example
of a 2 of 4 key split.

Bit Scatter Key Distribution for 2 of 4

Illustration 1: Only the areas in red are copied from the yellow S key.

This ensures that the key material can correctly reproduce the plain text P. Finally, we
iterate through each key re-randomize the SK with a random nonce:

for( SK, ... Ska )
i=3=x=0;
for( i ... len )
j = (3 +n, + S;) mod len
swap( S[i], sI[3jl )
. x = (x+1) mod keylen;
6.4 “BitSplit”

The bit splitting algorithm is used. to partition a single input stream byte of data into
separate output streams at the bit level. Figure 4 below is provided to aid in
understanding the BitSplit process.

26
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SecureParser BitSplit Processflow

Figure 4: Secure Parser BitSplit Process flow

To split the data, the following takes place. We first require an input stream P, a optional
Master Key K and a random session key SK:

1. The session key SK is XOR'ed w1th master session key K to create a session key
XK.
The XK key is N of M key expanded (see “BitScatter’”) using to a. length of Plen
We right shift by 5 the XK byte to produce a split point SP.
We optionally XOR the P byte with the XK byte.
We create a mask 0,, with the bits set to 1 from the right using the SP. For -
instance, if the split point were 2, then the mask M value would initially be
00000011. The mask is simply used to separate the plain text byte into separate
portions.
6. We AND operate the mask M with the P byte, to create IVR the right output split.
IVR = P & M
7. We look ahead in the master session key 4 bytes in XK as a key feedback F and
we AND operate the mask M with it to create the feedback value FR.
FR = F & M |
- 8. Next, we XOR the mask M with 11111111 to invert the bits (in our example, our
output would be - 11111100)
M =M XOR 1111111111 ‘
9. We AND operate the mask M with P, to create IVL, the right output split.
IVL = P & M

kW
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10.  We AND operate F with the mask M with it to create the feedback value
FL. v :
FL = F & M
11. FL is XOR operated with IVL, and FR is XOR operated with IVR, with
the results stored in SVL and SVR respectively.
SVL = FL ' XOR IVL

SVR = FR XOR IVR »

12. The SVL and SVR chunks are appended to the shares determined by Dk; by
ANDing each bit position which corresponds to an output share. For instance, DK
contains 0011 would correspond to share 1 and 2, as bits 1 and 2 are set.

6.4.1 Key and Output Share Storage

SecureParser BitSplit Distribution

XK

DK

ooy
100
‘oior

1010

Share 1 Share 2 Share3  Shared

Figure 5: SecureParser BitSplit Distribution

Storing the shares (see Figure 5) is simply a matter of avoiding keys which were matched -
with shares, or dividing the key into multiple pieces across numerous shares. For a 4 of 4
restore fileset, the following are output from the SecureParser.

Session Key 1: Output share 1,2,3, & 4 .

These can be stored into 4 separate files: (This would be 4 of 4 splitting)  First, the
session key is divided into 4 parts. la, 1b, lc, and 1d. Then we store them into 4 files,
along with the share output generated by the SecureParser.

; Share 1
E Share 2

28
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1b

Share 3

Share 4

7 Conclusion

This document outlines an architecture and proposed algorithms for efficient data
splitting with strong security guarantees. These solutions are among several approaches
to the problem of securely splitting data. The algorithms enclosed within this document
do not preclude the development of additional algorithms and security features in future

versions of the SecureParser.
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U BLACK BORDERS |
0O IMAGE CUT OFF AT TOP, BOTTOM OR SIDES
jﬁ{ FADED TEXT OR DRAWING
0 BLURRED OR ILLEGIBLE TEXT OR DRAWING
'] SKEWED/SLANTED IMAGES
0 COLOR OR BLACK AND WHITE PHOTOGRAPHS
U GRAY SCALE DOCUMENTS
@LINES OR MARKS ON ORIGINAL DOCUMENT
U REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY

U OTHER:

IMAGES ARE BEST AVAILABLE COPY.

As rescanning these documents will not correct the image
problems checked, please do not report these problems to
the IFW Image Problem Mailbox.
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PATENT APPLICATION SERIAL NO

09/21/2005 FHEfEKIl_ 00000117 061075 60716185

01°FC:2005°  100.00 DA
0 FC:2085 . 750.00 DA

PTO-1556
(5/87) :

“U.8° Goverrymend Prvang Ofos: 002 e0e-267/00033

_U.S. DEPARTMENT OF COMMERCE
" 'PATENT - AND TRADEMARK OFFICE
FEE RECORD' SHEET
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INVENTOR INFORMATION

Inventor One Given Name:: Rick
Family Name:: Orsini

Postal Address Line One:: 2100 KIngs Forest Lane
City:: Flower Mound

State or Province:: TX

Country:: United States

Postal or Zip Code:: 75028

City of Residence:: Flower Mound
State or Province of Residence:: TX
Country of Residence:: United States
Citizenship Country:: United States
Inventor Two Given Name:: Mark S
Family Name:: O'Hare

Postal Address Line One:: 8 Kennedy Court
City:: Coto De Caza '

State or Province:: CA

Country:: United States

Postal or Zip Code:: 92679 .

City of Residence:: Coto De Caza
State or Province of Residence:: CA
Country of Residence:: United States

Citizenship Country:: United States

Inventor Three Given Name:: Roger
Family Name:: Davenport

Postal Address Line One:: 3204 CR 4119
City:: Campbell :

State or Province:: TX

Country:: United States

Postal or Zip Code:: 75422

City of Residence:: Campbell

State or Province of Residence:: TX
Country of Residence:: United States
Citizenship Country:: 75422
Inventor. Four Given Name:: Paras

- Family Name:: Traganos

Postal Address Line One:: 21 Ewell Avenue
City:: Lexington o
State or Province:: MA

Country:: United States

Postal or Zip Code:: 02421

City of Residence:: Lexington

State or Province of Residence:: MA
Country of Residence:: United States
Citizenship Country:: United States
Inventor Five Given Name:: Steve

Family Name:: Winick _

Postal Address Line One:: 3 Expressway Plaza -
City:: Roslyn Heights
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State or Province:: NY

Country:: United States

Postal or Zip Code:: 11577

City of Residence:: Roslyn Heights

" State or Province of Residence:: NY

Country of Residence:: United States
Citizenship Country:: United States
CORRESPONDENCE INFORMATION
Correspondence Customer Number:: 1473
Fax One:: 2125969090 '

Electronic Mail One:: ashvarts@fishneave.com

APPLICATION INFORMATION

Title Line One:: SECURE DATA PARSER METHOD AND SYSTEM

Total Drawing Sheets:: 36

Formal Drawings?:: No

Application Type:: Provisional
Docket Number:: SEC-3 Prov

Secrecy Order in Parent Appl.?:: No

REPRESENTATIVE INFORMATION
Represenfative Customer Number:: 1473

Registration Number One:: 47943
Registration Number Two:: 31069

‘Source:: PrintEFS Version 1.0.1
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