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(57) ABSTRACT

An information processing unit and methods therefore 
which render it more difficult to infer information being 
processed within an information processing unit by observ­
ing the unit’s current consumption or electromagnetic radia­
tion. Specifically, the information processing unit preferably 
encrypts and decrypts data when the data is read from/ 
written to memories within the unit. The encryption/decryp- 
tion process may include the use of multiple cryptographic 
keys, permutated data storage locations, randomly generated 
keys, and permutated data processing steps.
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INFORMATION PROCESSING UNIT

CLAIM OF PRIORITY
[0001] This application claims priority to Japanese Patent 
Application No. 2001-331856 filed on Oct. 30, 2001.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to an information 
processing unit, more particularly to a method of encrypting 
and decrypting data to be processed in an information 
processing unit, and still more particularly to a method of 
encrypting and decrypting data used within an information 
processing unit.

[0004] 2. Description of the Background

[0005] Most IC (integrated circuit) cards and household 
electrical information appliances are equipped with infor­
mation processing units based on a common structure shown 
in FIG. 1. These information processing units have only a 
limited amount of processing power and memory space, 
such as an 8-bit central processing unit (CPU) E101, on the 
order of 10 KB of volatile memory (RAM E102), and some 
amount of nonvolatile memory (EEPROM E103 and ROM 
E104). Network node devices’ and routers, however, which 
generally use cryptographic processing, have a larger 
amount of processing power and memory space, such as a 
32-bit CPU and several hundred megabytes of volatile 
memory (RAM). The latter also have fewer limitations on 
system size and maximum power consumption than the 
former, which cannot increase their processing capabilities 
by boosting the clock rate of the processor or by adding 
external hardware.

[0006] Adding computer hardware to a variety of electri­
cal information appliances and systems is becoming perva­
sive, and, accordingly, the storage and use of various infor­
mation and the exchange of data between computers has 
come to be performed more frequently. It is increasingly 
necessary, therefore, to process data that requires protection 
against leakage to the outside during computer-to-computer 
data exchanges, such as electronic money, billing informa­
tion, and private information. Cryptographic techniques are 
indispensable for processing such information in secrecy.

[0007] Typical of the cryptographic systems now being 
used are DES (Data Encryption Standard)(National Bureau 
of Standards, Data Encryption Standard, U.S. Department 
of Commerce, FIPS pub. 46, January 1977) and RSA 
(named after its inventors, Rivest, Shamir, and Adleman)(R. 
L. Rivest, A. Shamir, and L. M. Adleman, A method for 
obtaining digital signatures and public-key cryptosystems, 
Communications of the ACM (2) 21 (1978), 120-126). The 
former is a secret-key cryptosystem, and the latter is a 
public-key cryptosystem. A secret-key cryptosystem uses a 
common secret key for encryption and decryption and is also 
referred to as a common-key cryptosystem or a symmetric- 
key cryptosystem. On the other hand, a public-key crypto­
system uses different keys for encryption and decryption and 
is also referred to as an asymmetric-key cryptosystem. In 
general, the cipher used in a secret-key cryptosystem, 
involves the combination of 64 to 128 bit input data with 64 
to 128 key bits by substitution of bit relationships and 
permutation of bit positions, concurrently performed a plu­
rality of times.

[0008] The only calculations required in a secret-key 
cryptosystem are bit operations and reference to relatively 
small tables, making it possible for even an information 
processing unit with comparatively modest capabilities to 
complete the processing in a short time, such as a few 
milliseconds.

[0009] The keys in a public-key cryptosystem are 
restricted by mathematical relationships that must hold 
between the encryption and decryption keys, so the keys 
generated in these systems are likely to be long, such as 1024 
bits. In addition, extensive numerical calculations are per­
formed, taking a few hundred milliseconds for an informa­
tion processing unit with comparatively small processing 
power, even if a co-processor is used.

[0010] A secret-key cryptosystem provides a key shared 
by the sender and receiver in advance, thereby enabling 
faster processing; a public-key cryptosystem lays the 
encryption key open to the public for one side to use to 
encrypt data while the other side decrypts by using a secret 
decryption key. This system achieves greater security, but it 
requires more time for calculation than a secret-key cryp­
tosystem. Therefore, secret-key cryptosystems are often 
used for cryptographic processing of data used within the 
same information processing unit, while public-key crypto­
systems are used for cryptographic processing of data 
exchanged among different information processing units.

[0011] An information processing unit which stores secret 
information in the nonvolatile memory device may use a 
secret-key cryptosystem to encrypt the information and 
maintain the encrypted information, in case the memory 
device is taken out and physically analyzed while the system 
is powered off. Secret information can be kept secure in this 
way by having the user memorize the cryptographic key in 
a scrambled form that cannot be unscrambled easily by a 
third party. Methods using DES and other secret-key cryp­
tosystems are also implemented by disclosed software, such 
as PGP (Pretty Good Privacy), as cryptographic algorithms 
for data stored in external storage devices.

[0012] For security, however, encryption only of data to be 
stored in external storage devices is inadequate, it is also 
necessary to keep data secret within the system unit that 
performs encryption and decryption of the data. The present 
invention provides hardware that achieves this goal with 
comparatively small resources, including just a few registers 
for holding key data, calculation equipment, and an infor­
mation processing unit with comparatively small processing 
power, the small hardware scale also enabling faster pro­
cessing. An information processing unit according to the 
present invention can perform processing that is secure 
against information leakage. Attention was drawn to this 
problem by a cryptographic analysis method known as DPA 
(Differential Power Analysis) (See, P. Kocher, J. Jaffe, and 
B. Junn, Differential Power Analysis, Advances in Cryptol­
ogy CYPT’99, Lecture Note in Computer Science 1666, 
Springer-Verlag, pp388-397, 1999), presented by P. Kocher 
in 1998. The disclosure of this method showed the necessity 
for the protection not only of data stored in external storage 
devices but also data being operated on in arithmetic and 
logic units. DPA is an analysis technique that observes how 
current consumption varies with the data being operated on 
to determine the state of a certain bit. The essence of this 
analysis technique lies in utilization of the correlation 
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between the data being processed by an information pro­
cessing unit and the corresponding current consumption.

[0013] The current consumption of an information pro­
cessing unit varies with the data being processed. The data 
to be processed is characterized by two parameters: one 
indicating its notation and the other indicating its location, 
such as binary notation in computers and the address in a 
CPU address space. Conventional information processing 
units present processed data in a combination of inputs and 
outputs. Because of the properties of the CMOS chips used 
in integrated circuits, current consumption differs depending 
on whether a “1” or a “0” is being processed.

[0014] Suppose the current consumption when data x 
located at address a is processed is expressed in the form c(x, 
a); and the number of “l’s” of data x in binary notation, 
referred to as its Hamming weight, is expressed as H(x). If 
the bus width of the information processing unit is w bits, 
obviously 0=H(x)=w. Note that binary notation is also used 
in accessing address a. Suppose also that the current con­
sumption in processing a “1” is dl, and the current con­
sumption in processing a “0” is dO. If, for example, the 
widths of the data bus and address bus of the information 
processing unit are 8 bits, then

C(x, α)=(Η(χ)+Η(α))ίΖ1+((8-Η(χ))+(8-Η(α)))ίΖ0+α+β

[0015] where a is the power consumption added when a 
specific part of the information processing unit operates, and 
β is noise caused by the measurement equipment.

[0016] First, a and β, which are elements independent of 
the data, need to be eliminated. If an information processing 
unit is kept in a given state and processes two different items 
of data, xO and xl, the values of αθ and al in the following 
equations indicating current consumption in processing xO 
and xl, respectively, will be the same.

C(x0, αΟ)=(/7(χΟ)+/7(αΟ))Λ+((8-/7(χθ))+(8-
//(αΟ)))ίΖΟ+αΟ+βΟ

[0017] and
C(xl, α1)=(/7(χ1)+/7(α1))Λ+((8-/7(χ1))+(8-
/7(α1)))</θ+α1+β1

[0018] Then, if the noise terms βθ and βΐ can be elimi­
nated, it is possible to compare data xO with data xl by 
comparing c(x0, aO) and c(xl, al). Since β is a noise 
quantity, its mean value is 0. Therefore, β can be eliminated 
by calculating the mean value of n current consumption 
measurements c[0] to c[n-l], by dividing their sum by n, if 
n is sufficiently large. If βθ and βΐ are eliminated in this way, 
then

c(x0, a0)-c(xl, α1)=((/7(χΟ)+/7(α))(/7(χ1)+/7(α1)))Λ+ 
((27(χ1)+27(α1))-(27(χ0)+Λ(α0)))</0

[0019] and if the two items of data are placed at the same 
address, that is, a0=al, then

c(x0, a0)-c(xl, α1)=(/7(χΟ)-/7(χ1))Λ-(/7(χΟ)-
H(xl))d0

[0020] Furthermore, if d=dl-dO, the equation above can 
be reduced to C(x0, a0)-c(xl, al)=(H(x0)-H(xl))d

[0021] It is impractical to track and know which part of the 
information processing unit is operating at some point in 
time, so it is difficult to obtain a. It is easier, however, to find 
the difference d, instead of the absolute values of dl and dO, 
by taking differences of data, with a becoming an offset. 
Consequently, based on this information, it is possible to 

know the Hamming weight difference between data xO and 
xl from the expression c(x0, a0)-c(xl, al). Before actual 
data are inferred, for an 8-bit bus it is useful to check the 
power consumption of nine data items with Hamming 
weights of 0 to 8 in advance, for example, as a basic test. As 
the nine data items, suppose 0, 1, 3, 7, 15, 31, 63, 127, and 
255 are used, which are expressed as b'0, b'l, b'll, b'lll, 
b'llll, b'lllll, b'llllll, b'lllllll, and b'llllllll in 
binary notation, and have Hamming weights 0, 1, 2, 3, 4, 5, 
6, 7, and 8. If the difference between the basic test data and 
the obtained data is calculated, it is possible to obtain data 
with a difference of 0 in Hamming weight from the data to 
be processed.

[0022] Suppose the current consumption observed during 
a calculation with the data being processed matches data 1 
obtained from the basic test. This means the Hamming 
weight of the data to be processed is 1. 8-bit numeric values 
with Hamming weight 1 are 1, 2, 4, 8, 16, 32, 64, and 128, 
so it is possible to know that the value of the data being 
processed is one of these values. Depending on the archi­
tecture of the information processing technology, there are 
cases in which current consumption may differ depending on 
the bit positions (0 to 7) in an 8-bit bus. In this case, it is 
possible to uniquely determine the data being processed by 
obtaining all 28=256 basic test data items in advance and 
comparing them with the data being processed, one by one. 
If data can be obtained in this way in the key operation part 
of a cryptographic processing unit, ciphers can be easily 
decrypted.

[0023] The elimination of the value of noise β described 
above then becomes a problem. In general, an information 
processing unit is caused to operate on the same data n times, 
where n is an adequately large number, so the current 
consumption patterns c[0] to c[n-l] are obtained, and their 
mean value can be calculated. The mean value of β is 0, and 
accordingly β can be eliminated. It should be noted that 
information that tends not to change, such as private infor­
mation, is more prone to leakage when noise is eliminated 
by averaging data measured a plurality of times. The value 
of n cannot be defined easily because it depends on the noise 
source of the information processing unit and the accuracy 
of the measurement equipment. However, if the actual value 
of n cannot be derived, it is permissible simply to keep 
repeating the measurement until the noise is eliminated. A 
possible countermeasure against such data analysis would be 
to disable operations repeated a number of times adequate to 
eliminate noise through averaging.

[0024] Since information processing units operate on elec­
tric current, it is impractical to eliminate the correlation 
between the information being processed and the current 
consumption. Therefore, data being processed must be 
encrypted to make it impossible for the analyzers to infer the 
contents of data. The DES cryptosystem described above 
and other such cryptographic algorithms can be used, but 
they take too long, and require too many hardware resources 
such as registers and volatile memory space for data encryp­
tion, to be suitable for use in units with comparatively small 
processing power which must encrypt and decrypt data on 
demand. Encryption/decryption units that can perform cryp­
tographic processing with minimal hardware resources and 
processing time are required.
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SUMMARY OF THE INVENTION

[0025] An information processing unit according to the 
present invention encrypts the contents of data exchanged 
between a memory device and calculation equipment, 
thereby making it possible to break the correlation between 
data to be processed and current consumption. Therefore, an 
analyzer who checks current consumption when the data is 
processed cannot learn the contents of the data. In addition, 
the information processing unit according to the present 
invention can encrypt and decrypt data both automatically 
and transparently. Therefore, it can provide security against 
current-consumption analysis by a third party without hav­
ing to call the user’s attention to the encryption and decryp­
tion processes.

[0026] An information processing unit according to at 
least one embodiment of the present invention encrypts data 
that is being stored in a memory device or that is newly 
generated, and stores the encrypted data in the memory 
device. Since data is output from the calculation equipment 
in a form that can not be predicted by an external attacker, 
the external attacker cannot perform analysis using the data 
as a clue. In particular, changing the key data used for 
encryption periodically or randomly can make information 
about the key data that has been stored by an external 
attacker invalid after some point in time. When the key is 
changed, re-encryption of data that has already been 
encrypted and stored is performed. The re-encryption may 
be implemented by decrypting the encrypted data with the 
original key, and encrypting the decrypted data afresh with 
the changed key. Alternatively, the original encrypted data 
may be encrypted with the changed key without being 
decrypted, and a new key enabling decryption of the newly 
encrypted data can be generated from the original key and 
the changed key and stored. In this way, the decrypted data 
can be protected against external attack, resulting in 
improved security.

[0027] In some cases, an attacker may notice that an item 
of input data is processed a plurality of times in the infor­
mation processing unit. As just described above, the pro­
cessed data is encrypted and takes different forms in each 
operation. However, if the same data is processed in the 
same order, there may be cases in which the noise that can 
be observed and measured during current consumption 
analysis can be eliminated. Data extending over a plurality 
of blocks is generally processed sequentially from the top 
block, so an attacker will attempt data analysis on this 
assumption. The present invention executes processing of 
data blocks in a random order which can not be predicted by 
attackers, thereby making the analysis more difficult. When 
the execution order is changed, it is possible to permute the 
data in a predetermined or random order and execute the 
processing sequentially from the top block, or it is possible 
to take data directly from the storage position without 
permuting it. Encrypting data with permutation thereof can 
make the analysis still more difficult.

[0028] Permuting data storage positions physically or 
logically prevents information leakage depending on 
address information for designating data storage positions or 
physical characteristics of the storage positions even if the 
same data is used repetitively, thereby enabling more secure 
information processing. Data storage positions may be made 

dependent on the contents of data, may be determined by the 
applicable data storage position controller, or may be ran­
domized.

[0029] It should be noted that the present invention is 
applicable to information processing units having an exter­
nal interface such as an I/O port as a data input terminal or 
output terminal, or as both.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] For the present invention to be clearly understood 
and readily practiced, the present invention will be described 
in conjunction with the following figures, wherein like 
reference characters designate the same or similar elements, 
which figures are incorporated into and constitute a part of 
the specification, wherein:

[0031] FIG. 1 is a block diagram showing the basic 
structure of an information processing unit;

[0032] FIG. 2 is a block diagram showing a basic opera­
tion flow of an information processing unit;

[0033] FIG. 3 is a block diagram showing an encryption/ 
decryption unit for data within a memory device by calcu­
lation equipment;

[0034] FIG. 4 is a block diagram showing an encryption/ 
decryption unit for data within a memory device by calcu­
lation equipment with a random number generator;

[0035] FIG. 5 is a block diagram showing an encryption/ 
decryption unit for undefined length data using a plurality of 
items of key data;

[0036] FIG. 6 is a block diagram showing an encryption/ 
decryption unit using an item of key data;

[0037] FIG. 7 is a block diagram showing an information 
processing unit that encrypts and decrypts data from a 
memory device using key data and that encrypts and 
decrypts data using new key data (when storing initial data);

[0038] FIG. 8 is a block diagram showing an information 
processing unit that encrypts and decrypts data read from a 
memory device using key data, then encrypts and decrypts 
the data and writes the data back using new key data (when 
reading the data);

[0039] FIG. 9 is a block diagram showing an information 
processing unit that encrypts and decrypts data read from a 
memory device using key data, then encrypts and decrypts 
the data and writes the data back using new key data (when 
re-encrypting data);

[0040] FIG. 10 is a block diagram showing an information 
processing unit (during encryption);

[0041] FIG. 11 is a block diagram showing an information 
processing unit that changes the processing order of data in 
the memory device using data for determining execution 
order, performs encryption and decryption of data using key 
data, and restores the order of the encrypted or decrypted 
data to the order at the time of the input using the data for 
determining execution order (during decryption);

[0042] FIG. 12 is a block diagram showing an information 
processing unit that performs encryption/decryption by 
changing the processing order;
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[0043] FIG. 13 is a block diagram showing an information 
processing unit that changes data storage positions, then 
encrypts and decrypts data, and stores the data;

[0044] FIG. 14 is a block diagram showing an information 
processing unit that changes data storage positions, then 
encrypts and decrypts data, and stores the data; and

[0045] FIG. 15 is an explanatory diagram showing a 
method of interchanging data storage positions such that the 
interchanged storage positions cannot be estimated from the 
original storage positions.

DETAILED DESCRIPTION OF THE 
INVENTION

[0046] It is to be understood that the figures and descrip­
tions of the present invention have been simplified to 
illustrate elements that are relevant for a clear understanding 
of the present invention, while eliminating, for purposes of 
clarity, other elements that may be well known. Those of 
ordinary skill in the art will recognize that other elements are 
desirable and/or required in order to implement the present 
invention. However, because such elements are well known 
in the art, and because they do not facilitate a better 
understanding of the present invention, a discussion of such 
elements is not provided herein. The detailed description 
will be provided hereinbelow with reference to the attached 
drawings.

[0047] Embodiments of the invention will now be 
described with reference to the attached drawings, on the 
assumption that encryption and decryption are performed 
using a secret-key cryptosystem.

[0048] First Exemplary Embodiment

[0049] This embodiment relates to the encryption of data 
to be processed. As shown in FIG. 2, data processing by an 
information processing unit E201 basically comprises: (a) 
the reading of data from a memory device E202 (step S201); 
(b) calculation by calculation equipment E203 (step S202); 
and (c) the writing of data into the memory device E202 
(step S203). At this time, various types of data items are read 
from the memory device E202 depending on the purpose or 
status of the unit. In this example, the data items are assumed 
to have fixed values, such as the ID number of the infor­
mation processing unit, private information of the owner, 
and the encryption keys. If such fixed values are read by an 
information processing unit without the countermeasures 
provided by the present invention, an attacker may be able 
to obtain the corresponding data by using the methods 
described above.

[0050] An information processing unit E301 according to 
this embodiment, shown in FIG. 3, initially stores data d[0] 
in a memory device E302 by encrypting the data d[0] with 
key data k[0] stored in another memory device E304 (step 
S301) to obtain encrypted data d'[0] which is then stored in 
the memory device E302 (step S302). In step (a) described 
above, after reading data d'[0] from the memory device 
E302, calculation equipment E303 can obtain data d[0] by 
decrypting d'[0] with the key data k[0] (step S304). Next, the 
calculation equipment E303 encrypts the data d[0] afresh 
with new key data k[l] stored in the memory device E304 
to obtain data d"[0] (step S305) and stores the data d"[0] in 
the memory device E302 (step S306). Therefore, the data 
preferably changes every time it is read out.

[0051] Although d[0] is re-encrypted with k[l] in this 
example, d'[0] may be encrypted instead to obtain d"'[0]. In 
this case, the data d"'[0] is decrypted by using k[l] and k[0] 
sequentially. In another example, a new key k'[0] is gener­
ated from k[l] and k[0] for direct decryption of d"'[0] to 
d[0]. In particular, if an XOR operation is used as the 
cryptographic processing method, the following relationship 
holds

<r[o]=</'[oj¥cw 4i]=(d[ojrcw qo])¥cw 4i]=d[o] 
XORil^oyiOR 41])

[0052] Therefore, if k'[0]=k[0] XOR k[l] is used, then

<r[o]¥cw £to]=4oj¥cw(4ojrcw qi])xcw(qO] 
xor 41))=40]

[0053] Thus decryption can be implemented. Addition or 
multiplication operations in finite fields can also be used 
instead of the XOR operation to cause the same relationship 
to hold. Data prepared by the user or provided by the 
information processing unit itself can be stored in the 
memory device for use as non-random key data, or the 
output from a random number generator E405 can be stored 
in the memory device as shown in FIG. 4 for use as key data.

[0054] A plurality of encryption keys may be prepared 
corresponding to each possible data length as shown in FIG. 
5, or a common key may be used by the entire memory 
device as shown in FIG. 6. The two memory devices E501 
and E504 shown in FIG. 5 may be independent memory 
devices, or they may be combined into one memory device 
from which data is read and into which data is written. There 
may be a plurality of memory devices E502, E505, and E506 
for storing key data, or the memory devices E502, E505, and 
E506 may be a single memory device in which the key data 
is updated sequentially.

[0055] When key data k[0] is updated to key data k[l], 
data stored in a region encrypted with the same key data k[0] 
is encrypted afresh with the key data k[l]. Reducing the size 
of the region reduces the amount of re-encryption necessary 
when the key data is updated, thereby reducing the process­
ing load, but requires addition of a new memory device for 
holding a plurality of key data items or processing for 
updating key data.

[0056] The user can manually direct the updating of 
encryption keys and re-encrypt data held in a memory 
device, or an encryption/decryption unit can be made to 
perform the updating automatically.

[0057] Suppose DES is used as the cryptographic algo­
rithm. DES uses 56-bit key data, 64-bit input, and 64-bit 
output. Now suppose 64-bit data d'[0] that has been 
encrypted with a 56-bit key data k[0] and stored in the 
memory device is read out. Next, a new 56-bit key data k[l] 
is generated by the random number generator. If the number 
of 64-bit blocks in the region encrypted with key data k[0] 
is n (where n is a natural number), the stored data d[i] (where 
i varies from 0 to n) is read in 64-bit units from the top block 
in the memory device sequentially or in random order and 
decrypted with key data k[0], yielding data items d[0] to 
d[n-l]. Thereafter these data items are re-encrypted with the 
key data k[l] at the same time or subsequently, and the 
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resultant data items d"[0] . . . d"[n-l] are stored in the 
memory device. Data items d'[0] . . . d'[n-l] can also be 
re-encrypted with the key data k[l] to obtain d"'[0] . . . 
d'"[n-l]. The decryption method is as described above.

[0058] In this embodiment, encrypted data is stored only 
in the memory devices provided in the information process­
ing unit and is not output to the outside. Furthermore, 
high-security information processing units are provided with 
tamper-proof devices, making access to the devices held 
therein difficult, preventing internally held data from being 
known. Therefore, it is difficult for an analyzer to recognize 
input-output text pairs that are necessary to analyze the 
encryption keys and to determine key data items used in the 
devices. Thus, it is possible to use the same key data for a 
fixed time period, instead of updating the key data every 
time data is processed and read out.

[0059] It is obvious that secret-key cryptosystems other 
than DES can be used. Public-key cryptosystems can also be 
used, but processing speeds will decrease. When a public­
key cryptosystem is used, a pair of keys e[0] and d[0] is 
generated, where e[0] is an encryption key and d[0] is a 
decryption key. Data x encrypted with e[0] is stored in a 
memory device. The data x is read from the memory device 
and decrypted with d[0], yielding the decrypted data x'. A 
new pair of keys e[l] and d[l] is generated, where e[l] is an 
encryption key and d[l] is a decryption key. The decrypted 
data x' is re-encrypted with the encryption key e[l], and the 
re-encrypted data x" is stored in the memory device.

[0060] In a secret-key cryptosystem, the same key must be 
used at least two times, once for encryption and once for 
decryption, while in a public-key cryptosystem, different 
keys are used at the time of encryption and decryption, so it 
is possible to limit the number of uses of each encryption 
key and decryption key only to one. This can make it 
difficult to predict the decryption key even if the encryption 
key is revealed, and vice versa. In general, since data 
analysis becomes more difficult as the number of chances to 
observe the data decreases, it is preferable to use public-key 
cryptosystems for security-critical applications. Thus, 
although cryptographic processing using a secret-key cryp­
tosystem is being assumed unless otherwise specified, a 
public-key cryptosystem is also applicable.

[0061] Second Exemplary Embodiment

[0062] This embodiment relates to randomization of 
execution orders and data locations.

[0063] (2-1) Deciphering Method Using Data Location 
Information

[0064] Suppose the modular exponentiation yx mod N is 
performed. Modular exponentiation is an essential operation 
in the RSA public-key cryptographic algorithm. In RSA, N 
is a public key and known information, y is input data, and 
x is a secret exponent. Modular exponentiation has to be 
performed to prevent leakage of the secret exponent x.

[0065] A known method of performing modular exponen­
tiation operations at high speed is the Addition Chain 
method. This embodiment provides an example using the 

2-bit Addition Chain method. Suppose x is 2048 bits long, 
and x[i] presents the ith 2-bit block. That is, 0 = x[i] = 3. The 
following operation is performed.

s[0] = 1;
For (I = 0; i< 1024; i++) {
S[i] = S[i]4 mod N; (a)
Switch(x[i]) {

Case 0:

S[i + 1] = S[i]*
Break;

Case 1:

S[i + 1] = S[i]*
Break;

Case 2:

S[i + 1] = S[i]*
Break;

Case 3:

S[i + 1] = S[i]*
Break;

l·
return S[n];

y° mod N; (b-1)

y1 mod N; (b-2)

y2 mod N; (b-3)

y3 mod N; (b-4)

[0066] The operation is divided into four branches (b-1) to 
(b-4) depending on the value of the secret exponent. If x is 
a random number, operations (b-1) to (b-4) are processed 
256 times each on the average. For operations (b-1) to (b-4), 
to obtain y° mod N, y1 mod N, y2 mod N, and y3 mod N by 
performing multiplication modulo N, data stored in the 
memory device must be read out. By observing the data that 
is transferred and used at the time of multiplication modulo 
N, an attacker can tell which operation among operations 
(b-1) to (b-4) is being performed, and accordingly identify 
the corresponding x[i]. The secret exponent can be deter­
mined in this way.

[0067] The information processing unit according to this 
embodiment generates y° mod N, y1 mod N, and y2 mod N, 
and y3 mod N from input y as an initial calculation, encrypts 
them using key data k[0] E707, k[l] E708, k[2] E709, and 
k[3] E710 respectively, then stores them in the form of a 
table E703, E704, E705, E706 so that they can be referenced 
later (see, FIG. 7). One loop in the Addition Chain process 
divides the operation into one of the branches (b-1) to (b-4), 
and the table data is read out in the way shown in FIG. 8 
(steps S801, S802, S803, and S804). The read data is 
decrypted with the corresponding key data (E807, E808, 
E809, and E810) in an encryption/decryption unit E802, and 
is then transmitted to the external output E801 of the 
calculation equipment or the memory device or the infor­
mation processing unit. The data according to the calcula­
tions y° mod N, y1 mod N, y2 mod N, and y3 mod N stored 
in the memory device are all encrypted afresh with new 
encryption keys k'[0] E907, k'[l] E908, k'[2] E909, and k'[3] 
E910, as shown in FIG. 9, then stored in the memory device 
(steps S901, S902, S903, and S904). This prevents the 
analyzer from knowing which one of the operations (b-1) to 
(b-4) is used, because if y° mod N is used in a loop and it is 
used again thereafter, the values read out in each case are 
different.

[0068] In this description, the key data items from k[0] to 
k[3] and from k'[0] to k'[3] are assumed to be different from 
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each other, but it is possible to make the memory device 
used for storing key data more compact by defining k[0]= 
k[l]=k[2]=k[3] and k'[0]=k'[l]=k,[2]=k,[3]. In addition, it is 
possible to use different memory devices for k[0] to k[3] and 
k'[0] to k'[3], and it is also possible to make the memory 
device more compact by rewriting data to enable the use of 
the same memory device. Furthermore, the increase in 
processing time can be minimized if only data that has been 
used is re-encrypted with a new encryption key. In this case, 
the encryption keys are held in association with the data 
items as shown in FIGS. 7, 8, and 9.

[0069] Although this embodiment has been described with 
respect to the 2-bit Addition Chain method, it can also be 
applied to the general n-bit Addition Chain method, the 
Sliding Window method, and other methods in which it is 
necessary to read out the same data repetitively, including 
cases other than modular exponentiation.

[0070] (2-2) Randomization of Execution Order

[0071] FIG. 10 shows an encryption unit that performs 
encryption processing in a random order, and FIG. 11 shows 
the corresponding decryption unit. In the information pro­
cessing unit, an execution order control unit E1002 reads 
data from a memory device E1001 with execution order 
control data s[0] stored in a memory device E1004, and 
stores data in a permuted location order in a memory device 
E1003. Calculation equipment E1006 in the encryption/ 
decryption unit encrypts the data stored in the memory 
device E1003 with key data k[0] sequentially, and stores the 
encrypted data in another memory device E1007. An execu­
tion order control unit E1008 performs the permutations 
performed in the execution order control unit E1002 in 
reverse by using the execution order control data s[0], and 
stores data in a memory device E1009 in the same order in 
which the encrypted data was stored in the memory device 
E1001. The execution order control data stored in the 
memory device E1004 can be defined arbitrarily by the user 
or can be input from a random number generator. In par­
ticular, there is no necessity for the execution order control 
data s[0] E1004 and s[l] E1104 to be the same.

[0072] Although, in this embodiment, the memory devices 
E1001 and E1003 in the encryption unit, and E1007 and 
E1009 in the decryption unit in FIG. 10, and the memory 
devices E1101 and E1103 in the encryption unit, and E1107 
and E1109 in the decryption unit in FIG. 11 are described as 
different memory devices, each pair of memory devices may 
be combined into one memory device by updating the data 
stored therein. Also, memory devices E1001, E1003, E1007, 
and E1009 and memory devices E1101, E1103, E1107, and 
E1109 can each be implemented as one memory device.

[0073] Furthermore, as shown in FIG. 12, faster crypto­
graphic processing is possible by permuting only the execu­
tion orders of processes S1201, S1202, S1203, S1204, 
S1205, S1206, and S1207, instead of following the proce­
dure that permutes the order of data read from the memory 
device in the execution order control unit and restores the 
data after the permutation before starting the encryption and 
decryption operation. More specifically, the processing 
order, which is ordinarily sequential from d[0] to d[6], is 
manipulated so as to always be unpredictable. As in the first 
embodiment, execution order control data can be held to 
define the execution order, thereby allowing the user to 
define the order by himself, or a random number generator 

can generate execution order control data to cause process­
ing to be performed,in an order that can not be predicted by 
the analyzer. In FIG. 12, the key data items E1204 to E1210 
are assumed to be different from each other, but they can be 
combined into one key data as

[0074] k[0]=k[l]=k[2]=k[3]=k[4]=k[5]=k[6].

[0075] (2-3) Randomization of Data Locations

[0076] As described above, data to be processed by infor­
mation processing units is characterized by two parameters: 
one indicating its notation and the other indicating its 
location, such as binary notation in computers and the 
address in a CPU address space. Data analysis methods and 
their countermeasures depending on notation are as 
described above. An embodiment of the countermeasures 
against data analysis using data addresses will now be 
described.

[0077] This embodiment assumes modular exponentia­
tion. The 2-bit Addition Chain method is used as described 
above.

[0078] This method hides the expressions y° mod N, y1 
mod N, y2 mod N, and y3 mod N by encrypting them to 
prevent the analyzer from predicting which one of (b-f), 
(b-2), (b-3), and (b-4) is used, and stores them in the memory 
device. In addition, this embodiment changes data locations. 
As an example, permutations of data locations will be 
described.

[0079] As shown in FIG. 13, an information processing 
unit provides four blocks b[0] (E1304), b[l] (1305), b[2] 
(1306), and b[3] (1307) to store y° mod N, y1 mod N, y2 mod 
N, and y3 mod N, respectively. As the initial calculation, y° 
mod N, y1 mod N, y2 mod N, and y3 mod N are generated 
from input y, and encrypted with encryption key k[0], then 
stored in the corresponding blocks described above. At this 
time, the values of y° mod N, y1 mod N, y2 mod N, and y3 
mod N that have been encrypted with the encryption key 
k[0] are stored in a random order in the blocks b[0] to b[3] 
(steps S1301, S1302, S1303, and S1304).

[0080] This embodiment permutes the blocks b[0] to b[3] 
in random order on every processing loop and re-encrypts all 
of y° mod N, y1 mod N, y2 mod N, and y3 mod N stored in 
the blocks b[0] to b[3] in undefined order with a new 
encryption key k[l] and stores the results (steps S1401 to 
S1404 in FIG. 14). However, there is no need to permute all 
blocks b[0] to b[3] at every processing loop. Suppose, for 
example, a value stored in b[0] is read out. A permutation of 
b[0] and one of the blocks b[l] to b[3] is performed using 
output from the random number generator with the prob­
ability of 3/4. The probability that each one of the blocks 
b[l] to b[3] will be selected to be permuted with b[0] is set 
at 1/3. As shown by the state change from E1501 to E1503 
in FIG. 15, if b[0] is permuted with b[l], then b[2] and b[3] 
are also permuted. Similarly, if b[0] is permuted with b[2], 
then b[l] and b[3] are permuted (E1504); if b[0] is permuted 
with b[3], then b[l] and b[2] are permuted (E1505). By 
following this procedure, the probability that accessing b[0] 
afresh encounters the previous data becomes 1/4. As is 
evident from FIG. 15, the probability that the same data is 
stored when b[l], b[2], and b[3] are accessed afresh each 
also becomes 1/4. Each of E1502, E1503, E1504, and E1505 
in FIG. 15 occurs with the probability of 1/4, so the analyzer 
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cannot obtain information about the data being processed 
from the locations at which the data are accessed.

[0081] There is some probability that the permutation 
target locations may be determined from the locations 
accessed at the time of permutation. For example, differ­
ences among permutations b[0] and b[l], b[0] and b[2], and 
b[0] and b[3] may be observed due to the locations accessed. 
Therefore, it is preferable if accesses are made to all the 
blocks lest unexecuted permutations should be observed.

[0082] In this embodiment, permutations of locations are 
performed to eliminate the need for extra space in the 
memory device. A similar effect can be produced by pro­
viding a storage area larger than the size of the data to be 
stored and changing the storage locations arbitrarily. If the 
processing order of the steps by which the storage locations 
are changed is randomized in the way described above, the 
analysis can be made more difficult.

[0083] It is impossible to eliminate noise contained in 
measurement data such as quantities of current consumption 
data and electromagnetic radiation data by operation on one 
measurement data item. It is necessary to eliminate such 
noise by averaging measurement data obtained from a 
plurality of measurements. When the data vary at every 
measurement, however, or vary before an adequate number 
of measurement samples are obtained to eliminate noise, an 
averaging operation will only mix up the signal elements in 
the data. Therefore, the analyzer cannot infer the contents of 
the target data through observation of the current consump­
tion.

[0084] By reducing the correlation between the data being 
processed and the current consumption and electromagnetic 
radiation of the information processing unit, though using 
comparatively small-scale hardware and with comparatively 
little computational overhead, the embodiments of the 
present invention can make it difficult or impossible for an 
analyzer to obtain information.

[0085] Nothing in the above description is meant to limit 
the present invention to any specific materials, geometry, or 
orientation of parts. Many part/orientation substitutions are 
contemplated within the scope of the present invention. The 
embodiments described herein were presented by way of 
example only and should not be used to limit the scope of the 
invention.

[0086] Although the invention has been described in terms 
of particular embodiments in an application, one of ordinary 
skill in the art, in light of the teachings herein, can generate 
additional embodiments and modifications without depart­
ing from the spirit of, or exceeding the scope of, the claimed 
invention. Accordingly, it is understood that the drawings 
and the descriptions herein are proffered by way of example 
only to facilitate comprehension of the invention and should 
not be construed to limit the scope thereof.

What is claimed is:
1. An information processing unit, comprising:

a calculation equipment;

first and second memory devices;

a first bus line that links the calculation equipment and the 
first memory device; and 

a second bus line that links the calculation equipment and 
the second memory device,

wherein the calculation equipment receives key data 
stored in the first memory device through the first bus 
line and input data stored in the second memory device 
through the second bus line, further wherein the cal­
culation equipment encrypts/decrypts the received 
input data using the received key data and stores the 
encrypted or decrypted data in the second memory 
device.

2. The information processing unit of claim 1, wherein the 
first memory device is an internal register.

3. The information processing unit of claim 1, wherein the 
second memory device is a random access memory (RAM).

4. The information processing unit of claim 1, wherein 
after receiving the key data, the calculation equipment 
receives different input data a plurality of additional times.

5. The information processing unit of claim 4, wherein the 
calculation equipment receives new key data for encrypting 
the input data every time different input data is received.

6. The information processing unit of claim 4, wherein the 
calculation equipment receives new key data for encrypting 
the input data at periodic intervals.

7. The information processing unit of claim 1, wherein the 
key data is generated randomly.

8. The information processing unit of claim 1, wherein a 
plurality of key data items are provided in advance to be 
selectively used by the calculation equipment to encrypt/ 
decrypt input data.

9. The information processing unit of claim 1, wherein the 
calculation equipment receives additional key data and 
re-encrypts the input data, using the additional key data, that 
has already been encrypted by the original key data.

10. The information processing unit of claim 9, wherein 
the re-encryption of the encrypted input data occurs after the 
encrypted input data is decrypted using the original key data.

11. The information processing unit of claim 1, wherein 
the input data is separated into a plurality of blocks and each 
block is encrypted/decrypted using the key data.

12. The information processing unit of claim 11, wherein 
the same key data is used to encrypt/decrypt a sequence of 
two or more successive blocks.

13. The information processing unit of claim 12, wherein 
the block data and the key data have the same data size.

14. The information processing unit of claim 13, wherein 
the data size is 32 bits.

15. The information processing unit of claim 11, wherein 
the key data is used as first key data to encrypt/decrypt a first 
block in the sequence, and the encrypted/decrypted first 
block data is used as a second key data to encrypt/decrypt 
the second block in the sequence.

16. The information processing unit of claim 11, wherein 
the key data is used as first key data to encrypt/decrypt a first 
block in the sequence, and the original first block data is 
used as a second key data to encrypt/decrypt the second 
block in the sequence.

17. The information processing unit of claim 1, wherein 
an exclusive OR operation is used for encryption/decryption 
of the input data with the key data.

18. The information processing unit of claim 11, wherein 
the execution order of encryption/decryption processing of 
the sequence of blocks is defined, and the blocks are 
encrypted/decrypted sequentially in the defined order.

EX1005, Page 18



US 2003/0091191 Al May 15, 2003
8

19. The information processing unit of claim 11, wherein 
the execution order of encryption/decryption processing of 
the sequence of blocks is defined, and the blocks are 
encrypted/decrypted in a random order.

20. A method for encrypting/decrypting data internally in 
an information processing unit comprising calculation 
equipment, a memory device, and a bus line that links the 
calculation equipment and the memory device, comprising 
the steps of:

receiving key data at the calculation equipment from the 
memory device via said bus line;

receiving input data at the calculation equipment from the 
memory device via said bus line;

encrypting said received input data using said key data; 
and

storing the encrypted data in the memory device.
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