
If this request-for-share-distribution signal is received, the authentication server 23 will search 
the public key certification of the automatic setting equipment 11 corresponding to the automatic 
setting device identifier in the automatic setting equipment 11 of this connection destination with 
reference to the repository 105 based on the automatic setting device identifier of the received 
request-for- share-distribution signal (5115). The authentication server 23 creates the signal 
transmission (handing out signal) which accommodates the public key certification of the 
searched automatic setting equipment 11 of a connection destination, and replies it to the 
automatic setting equipment 11 of a connecting agency (S 116). 
[0111] 
If this handing out signal is received, the tunnel set part 62 in the automatic setting equipment 11 
of a connecting agency will verify whether the public key certification of the automatic setting 
equipment 11 of a connection destination is genuine using the public key certification of the 
authentication server 23 (S 117). 
[0112] 
Next, it describes about the method of obtaining the public key certification of another side by 
exchanging the public key certification of the automatic setting equipment 11 mutually in the 
automatic setting equipment 11 of a connection destination a connecting agency. 
[0113] 
The tunnel set part 62 in the automatic setting equipment 11 of a connecting agency creates the 
signal transmission (public key certification notification signal) which accommodated the public 
key certification of the own (automatic setting equipment 11 of a connecting agency) automatic 
setting equipment 11, and transmits to the automatic setting equipment 11 of a connection 
destination (5118). 
[0114] 
The tunnel set part 62 in the automatic setting equipment 11 of the connection destination 
received from the automatic setting equipment 11 of this public key certification notification 
signal connection-origin, It is verified whether it is genuine using the public key certification of 
the authentication server 23 in the public key certification of the automatic setting equipment 11 
of the connection origin accommodated in this received public key certification notification 
signal (S 119). And the tunnel set part 62 in the automatic setting equipment 11 of a connection 
destination judges whether the public key certification of the automatic setting equipment 11 of a 
connecting agency is a public key certification of the genuine automatic setting equipment 11 by 
judging the result verified by the processing 5118 (5120). According to this embodiment, since 
the public key certification of the authentication server 23 is a self signature, it is improving the 
reliability of the public key of the automatic setting equipment 11 by performing such processing 
S120. 
[0115] 
The tunnel set part 62 in the automatic setting equipment 11 of a connection destination, The 
signal transmission (decision result notification signal) which accommodated the decision result 
is created to the automatic setting equipment 11 of a connecting agency, and it transmits to it 
(S 121), and in not being a genuine public key certification as a result of judgment, the automatic 
setting equipment 11 of a connecting agency judges that it is not the genuine automatic setting 
equipment 11, and ends this processing. On the other hand, in being a genuine public key 
certification as a result of judgment, The tunnel set part 62 in the automatic setting equipment 11 
of a connection destination transmits the signal transmission (public key certification notification 
signal) which accommodated the public key certification of the own (automatic setting 
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equipment 11 of a connection destination) automatic setting equipment 11 to the automatic 
setting equipment 11 of a connecting agency (S 122). 
[0116] 
The tunnel set part 62 in the automatic setting equipment 11 of the connection origin which 
received this public key certification notification signal from the automatic setting equipment 11 
of the connection destination, It is verified whether it is genuine using the public key certification 
of the authentication server 23 in the public key certification of the automatic setting equipment 
11 of a connection destination accommodated in this received public key certification 
notification signal (5123). And the tunnel set part 62 in the automatic setting equipment 11 of a 
connecting agency judges whether the public key certification of the automatic setting equipment 
11 of a connection destination is a public key certification of the genuine automatic setting 
equipment 11 by judging the result verified by the processing S 123 (S 124). 
[0117] 
The tunnel set part 62 in the automatic setting equipment 11 of a connecting agency, The signal 
transmission (decision result notification signal) which accommodated the decision result is 
created to the automatic setting equipment 11 of a connection destination, and it transmits to it 
(5125), and in not being a genuine public key certification as a result of judgment, the automatic 
setting equipment 11 of a connection destination judges that it is not the genuine automatic 
setting equipment 11, and ends this processing. On the other hand, in being a genuine public key 
certification as a result of judgment, the tunnel set part 62 in the automatic setting equipment 11 
of a connecting agency generates a challenge character string at random (S 126). And the 
automatic setting equipment 11 of a connecting agency creates the signal transmission (challenge 
character string notification signal) which accommodates the generated challenge character 
string, and transmits to the automatic setting equipment 1 ] of a connection destination (S 127). 
[0118] 
The tunnel set part 62 in the automatic setting equipment 11 of a connection destination, If a 
challenge character string notification signal is received, the challenge character string 
accommodated in this signal will be calculated with the predetermined arithmetic method on 
which it decided previously between the automatic setting equipment 11, A response character 
string is generated by enciphering the result of an operation with the secret key (secret key of the 
automatic setting equipment 11 of a connection destination) of the own (automatic setting 
equipment 11 of a connection destination) automatic setting equipment 11 (5128). Although 
what kind of arithmetic method it may be sufficient as this predetermined arithmetic method, it is 
a one-way hash function (one-way hash function) in this embodiment, for example. Therefore, 
the tunnel set part 62 in the automatic setting equipment 11 of a connection destination generates 
a response character string by calculating the hash value of a challenge character string and 
enciphering the calculated hash value with the secret key of the own automatic setting equipment 
11. Next, the tunnel set part 62 in the automatic setting equipment 11 of a connection destination 
creates the signal transmission (response character string notification signal) which 
accommodates a response character string, and transmits to the automatic setting equipment 11 
of a connecting agency (5129). 
[0119] 
The tunnel set part 62 in the automatic setting equipment 11 of a connecting agency, The result 
of an operation which calculated the challenge character string generated by the processing S 126 
with the above-mentioned predetermined arithmetic method when the response character string 
notification signal was received, The decoding result which decrypted the response character 
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string accommodated in this signal by the public key of the automatic setting equipment 11 of 
the connection destination included in the public key certification of the automatic setting 
equipment 11 of a connection destination is compared, and it is judged whether it corresponds or 
not (5130). 
[0120] 
The tunnel set part 62 in the automatic setting equipment 11 of a connecting agency, In creating 
the signal transmission (decision result notification signal) which accommodated the decision 
result to the automatic setting equipment 11 of a connection destination, transmitting to it (5131) 
and not corresponding as a result of judgment, the automatic setting equipment 11 of a 
connection destination judges that it is not the genuine automatic setting equipment 11, and ends 
this processing. On the other hand, in corresponding as a result of judgment, the tunnel set part 
62 in the automatic setting equipment 11 of a connecting agency continues the below-mentioned 
processing. 
[0121] 
If a decision result notification signal is received, the tunnel set part 62 in the automatic setting 
equipment 11 of a connection destination will create the challenge character string notification 
signal which generates a challenge character string at random (S 132), and accommodates the 
generated challenge character string, and will transmit to the automatic setting equipment 11 of a 
connecting agency (S 133). 
[0122] 
The tunnel set part 62 in the automatic setting equipment 11 of a connecting agency, If this 
challenge character string notification signal is received, the challenge character string 
accommodated in this signal will be calculated with an above-mentioned predetermined 
arithmetic method, A response character string is generated by enciphering the result of an 
operation with the secret key (secret key of the automatic setting equipment 11 of a connection 
destination) of the own automatic setting equipment 11 (S 134). Next, the tunnel set part 62 in the 
automatic setting equipment 11 of a connecting agency creates the response character string 
notification signal which accommodates a response character string, and transmits to the 
automatic setting equipment 11 of a connection destination (5135). 
[0123] 
The tunnel set part 62 in the automatic setting equipment 11 of a connection destination, The 
result of an operation which calculated the challenge character string generated by the processing 
S 132 with the above-mentioned predetermined arithmetic method when the response character 
string notification signal was received, The decoding result which decrypted the response 
character string accommodated in this signal by the public key of the automatic setting 
equipment 11 of the connection origin included in the public key certification of the automatic 
setting equipment 11 of a connecting agency is compared, and it is judged whether it corresponds 
or not (S 136). The tunnel set part 62 in the automatic setting equipment 11 of a connection 
destination, In creating the decision result notification signal which accommodated the decision 
result to the automatic setting equipment 11 of a connecting agency, transmitting to it (S 137) and 
not corresponding as a result of judgment, the automatic setting equipment 11 of a connecting 
agency judges that it is not the genuine automatic setting equipment 11, and ends this processing. 
On the other hand, in corresponding as a result of judgment, the tunnel set part 62 in the 
automatic setting equipment 11 of a connection destination continues the below-mentioned 
processing. 
[0124] 
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Thus, according to this embodiment, the cryptographic key pair was likened with the password 
and challenge-response authentication technology is used. 
[0125] 
The automatic setting equipment 11 of a connecting agency and the automatic setting equipment 
11 of a connection destination perform mutual recognition using the authentication server 23 
which is an independent organization by performing the above the processing S 101 thru/or the 
processing S 137. 
[0126] 
If it succeeds in mutual recognition, the tunnel set part 62 in the automatic setting equipment 11 
of a connecting agency and the tunnel set part 62 in the automatic setting equipment 11 of a 
connection destination will exchange mutually information required for setting out of 604 tunnel. 
Namely, the tunnel set part 62 in the automatic setting equipment 11 of a connecting agency, The 
own tunnel external IP address in the automatic setting equipment 11, inside IP address of a 
tunnel, and its prefix length, Create the signal transmission (tunnel construction indication 
signal) which accommodated IPsec setup information and the information on the purport that 
construction of a tunnel is instructed, and it transmits to the automatic setting equipment 11 of a 
connection destination (S 138), On the other hand, the tunnel set part 62 in the automatic setting 
equipment 11 of a connection destination, The own tunnel external IP address in the automatic 
setting equipment 11, inside IP address of a tunnel, and its prefix length, The signal transmission 
(tunnel construction indication signal) which accommodated IPsec setup information and the 
information on the purport that construction of a tunnel is instructed is created, and it transmits to 
the automatic setting equipment 11 of a connecting agency (S 139). Here, the inside IP address of 
a tunnel and its prefix length are information which is needed in order to set up the security 
policy of IPsec. 
[0127] 
It is judged whether the tunnel set part 62 in the automatic setting equipment 11 of a connecting 
agency can set up 6o4 tunnel using the memorized information (S 140). Judgment of the 
propriety of this tunnel setting out The tunnel external address of a connecting agency, The 
inside IP address of a tunnel of a connecting agency, the tunnel external IP address of a 
connection destination, It is the existence of the inside IP address of a tunnel of a connection 
destination, and IPsec setup information, when there is these information, it is judged that setting 
out of 6o4 tunnel is possible, and when it is missing among these information whether it is either, 
setting out of 6o4 tunnel is judged to be impossible. When it is judged as a result of judgment 
that it is impossible, the tunnel set part 62 in the automatic setting equipment 11 of a connecting 
agency creates the signal transmission (decision result notification signal) which accommodates 
a decision result, transmits to the automatic setting equipment 11 of a connection destination 
(5149), and ends this processing which sets up 6o4 tunnel automatically. On the other hand, 
when it is judged as a result of judgment that it is possible, the tunnel set part 62 in the automatic 
setting equipment 11 of a connecting agency creates the signal transmission (decision result 
notification signal) which accommodates a decision result, and transmits to the automatic setting 
equipment 11 of a connection destination (5141). 
[0128] 
It is judged whether on the other hand, the tunnel set part 62 in the automatic setting equipment 
11 of a connection destination can set up 6o4 tunnel using the memorized information (S 142). 
When it is judged as a result of judgment that it is impossible, the tunnel set part 62 in the 
automatic setting equipment 11 of a connection destination creates the signal transmission 
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(decision result notification signal) which accommodates a decision result, transmits to the 
automatic setting equipment 11 of a connecting agency (5155), and ends this processing which 
sets up 604 tunnel automatically. On the other hand, when it is judged as a result of judgment 
that it is possible, the tunnel set part 62 in the automatic setting equipment 11 of a connection 
destination creates the signal transmission (decision result notification signal) which 
accommodates a decision result, and transmits to the automatic setting equipment 11 of a 
connecting agency (5143). 
[0129] 
If the decision result notification signal which accommodates the decision result of the purport 
that it was judged from the automatic setting equipment 11 of another side that setting out of 6o4 
tunnel was possible is received, the tunnel set part 62 in the automatic setting equipment 11 of a 
connecting agency and a connection destination will perform processing which eliminates a 
connection, respectively (S 144). If a connection is eliminated, the tunnel set part 62 in the 
automatic setting equipment 11 of a connecting agency and the tunnel set part 62 in the 
automatic setting equipment 11 of a connection destination will perform tunnel construction 
processing which builds 6o4 tunnel, respectively (S 145, S 146). 
[0130] 
If it describes in details more about this tunnel construction processing, in F ig.19, the tunnel set 
part 62 in the control part 52 of the automatic setting equipment I 1 will generate the tunnel name 
of the 6o4 tunnel which it is going to set up automatically according to a predetermined 
procedure (5151). 
[0131] 
The predetermined procedure which generates a tunnel name, for example like the procedure 
which assigns a numerical value in order, or the procedure which assigns the alphabet to order, If 
it overlaps and a tunnel name is not generated, what kind of procedure may be sufficient, but in 
this embodiment, it is a procedure which gives the alphabet to "6o4" which called for short the 
IPv6overIPv4 tunnel in which the kind of tunnel is shown in order. 
[0132] 
Next, the tunnel set part 62 in the control part 52 of the automatic setting equipment 11 judges 
whether IPsec is set up or not by referring to the IPsec setup information accommodated in the 
tunnel construction indication signal (S152). In not setting up IPsec as a result of judgment (un-
setting up), the tunnel set part 62 of the automatic setting equipment 11 performs the below-
mentioned processing 5155. 
[0133] 
On the other hand, in setting up IPsec as a result of judgment (setting out), the tunnel set part 62 
of the automatic setting equipment 11 sets up the security policy (Security Policy) which 
specifies the processing method of an IP packet about the tunnel to build (5153). Namely, the 
tunnel set part 62 of the automatic setting equipment 11, The security policy database which 
matches and registers the information (selector) for specifying the processing method of an IP 
packet, and an IP packet () [ Security Policy Database and ] Hereafter, it is written as "SPD". It 
creates and created SPD is memorized to the storage part 53. A selector A security policy 
number, a transmitting agency IP address, destination IP addresses, The polish which are a 
transmission origin port number, a destination port number, and a transport layer protocol, and 
specifies the processing method of an IP packet, They are an IP address of the processing method 
(action) of an IP packet, a security protocol, encapsulation Mohd, ****** of input and output, 
and the Nobumoto side security gateway, and destination IP addresses of the address side 
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security gateway. The processing methods of an IP packet are cancellation of an IP packet, the 
passage for IPsec unsuitable, and passage of IPsec application. These are set up about the tunnel 
to build. Namely, in the automatic setting equipment 11 of a connecting agency between the 
automatic setting equipment 11 of a connection destination, In setting up the security policy that 
the direction of input and output is set to out among security policies, A number is assigned in 
order by the security policy number, and for a transmitting agency IP address, They are set up by 
the inside IP address of a tunnel in the automatic setting equipment 11 and its prefix length of a 
connecting agency, and in destination IP addresses, The inside IP address of a tunnel in the 
automatic setting equipment 11 and its prefix length of the connection destination acquired by 
the processing 5139 are set up, A transmission origin port number, a destination port number, a 
transport layer protocol, To action, a security protocol, and encapsulation Mohd (for example, in 
this embodiment, it fixes to tunnel mode.), Based on the IPsec pertinent information memorized 
previously, it is set to the storage part 53 of the automatic setting equipment 11, and for the IP 
address of the transmitting agency side security gateway, It is set up by the tunnel external IP 
address in the automatic setting equipment 11 of a connecting agency, and in the destination IP 
addresses of the address side security gateway, The tunnel external IP address in the automatic 
setting equipment 11 of a connection destination accommodated in the connection destination 
tunnel external IP address reply signal acquired from the information server 21 by the processing 
S 104 is set up. Passage of IPsec application is set to the processing method of an IP packet. In 
setting up the security policy that the direction of input and output is set to in among security 
policies, between the automatic setting equipment 11 of a connection destination in the automatic 
setting equipment 11 of a connecting agency, A number is assigned in order by the security 
policy number, and for a transmitting agency IP address, They are set up by the inside IP address 
of a tunnel in the automatic setting equipment 11 and its prefix length of the connection 
destination acquired by the processing S 139, and in destination IP addresses, The inside IP 
address of a tunnel in the automatic setting equipment 11 and its prefix length of a connecting 
agency are set up, A transmission origin port number, a destination port number, a transport layer 
protocol, To action, a security protocol, and encapsulation Mohd (for example, in this 
embodiment, it fixes to tunnel mode.), Based on the IPsec pertinent information memorized 
previously, it is set to the storage part 53 of the automatic setting equipment 11, and for the IP 
address of the transmitting agency side security gateway, By the processing S 104, it is set up by 
the tunnel external IP address in the automatic setting equipment 11 of a connection destination 
accommodated in the connection destination tunnel external IP address reply signal acquired 
from the information server 21, and in the destination IP addresses of the address side security 
gateway, The tunnel external IP address in the automatic setting equipment 11 of a connecting 
agency is set up, and passage of IPsec application is set to the processing method of an IP packet. 
On the other hand in the automatic setting equipment 11 of a connection destination, between the 
automatic setting equipment 11 of a connection destination, In setting up the security policy that 
the direction of input and output is set to out among security policies, A number is assigned in 
order by the security policy number, and for a transmitting agency IP address, They are set up by 
the inside IP address of a tunnel in the automatic setting equipment 11 and its prefix length of a 
connection destination, and in destination IP addresses, The inside IP address of a tunnel in the 
automatic setting equipment 11 and its prefix length of the connection origin transmitted from 
the automatic setting equipment 11 of the connecting agency by the processing S 138 are set up, 
A transmission origin port number, a destination port number, a transport layer protocol, To 
action, a security protocol, and encapsulation Mohd (for example, in this embodiment, it fixes to 
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tunnel mode.), Based on the IPsec pertinent information memorized previously, it is set to the 
storage part 53 of the automatic setting equipment 11, and for the IP address of the transmitting 
agency side security gateway, It is set up by the tunnel external IP address in the automatic 
setting equipment 11 of a connection destination, and in the destination IP addresses of the 
address side security gateway, The tunnel external IP address in the automatic setting equipment 
11 of the connection origin acquired from the connection information established in tunnel 
construction processing between the automatic setting equipment 11 of a connecting agency and 
the automatic setting equipment 11 of a connection destination is set up. Passage of IPsec 
application is set to the processing method of an IP packet. In setting up the security policy that 
the direction of input and output is set to in among security policies, between the automatic 
setting equipment 11 of a connection destination in the automatic setting equipment 11 of a 
connection destination, A number is assigned in order by the security policy number, and for a 
transmitting agency IP address, They are set up by the inside IP address of a tunnel in the 
automatic setting equipment 11 and its prefix length of the connection origin acquired by the 
processing S 138, and in destination IP addresses, The inside IP address of a tunnel in the 
automatic setting equipment 11 and its prefix length of a connection destination are set up, A 
transmission origin port number, a destination port number, a transport layer protocol, To action, 
a security protocol, and encapsulation Mohd (for example, in this embodiment, it fixes to tunnel 
mode.), Based on the IPsec pertinent information memorized previously, it is set to the storage 
part 53 of the automatic setting equipment 11, and for the IP address of the transmitting agency 
side security gateway, The tunnel external IP address in the automatic setting equipment 11 of 
the connection origin acquired from the connection information established in tunnel 
construction processing between the automatic setting equipment 11 of a connecting agency and 
the automatic setting equipment 11 of a connection destination is set up, The tunnel external IP 
address in the automatic setting equipment 11 of a connection destination is set to the destination 
IP addresses of the address side security gateway. 
[0134] 
Next, the tunnel set part 62 of the automatic setting equipment 11 establishes a security 
association (Security Association and the following write it as "SA".) about each of a connection 
destination and a connection destination to a connecting agency from a connecting agency 
(S 154). Namely, about each of SA from a connecting agency to a connection destination, and SA 
from a connection destination to a connecting agency the tunnel set part 62 of the automatic 
setting equipment 11, Perform the negotiation which performs presentation of an encryption 
algorithm, determination, exchange of an encryption key, etc. using IKE, and SA is determined, 
Determined SA is registered into a security association database (Security Association Database 
and the following write it as " SAD".). SAD is memorized by the storage part 53. The encryption 
algorithms shown using IKE are common key encryption systems, such as DES-CBC, 3 DES-
CBC, CAST- 128, RC-5, IDEA, and Blowfish. 
[0135] 
Next, the tunnel set part 62 of the automatic setting equipment 11, The tunnel name generated by 
the processing 5151, the IP address assigned by DHCP server 26 by the processing S 153 (tunnel 
external IP address of a connecting agency), The inside IP address of a connecting agency 
tunnel, the connection destination automatic setting device identifier which is input from the 
input part 54 and memorized by the storage part 53, The connection destination tunnel external 
IP address acquired from the information server 21 by the processing 103, The inside IP address 
of a connection destination tunnel generated by the processing 5151, the IPsec setup information 
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which is input from the input part 54 and memorized by the storage part 53, And it registers with 
each field which is the information which shows ending with setting out and where the setting-
out tunnel-pipes Osamu information table 101 corresponds "finishing [ setting out 
respectively (5155). 
[0136] 
And it is judged whether the tunnel set part 62 of the automatic setting equipment 11 has the 
built normally usable tunnel (S 156). As a result of judgment, the automatic setting equipment 11 
starts operation of 604 tunnel, when normally usable (Yes) (S 157), and when not normally 
usable, it redoes tunnel automatic setting processing from the processing S61 again to (No) 
(S 158). For example, the tunnel set part 62 of the automatic setting equipment 11 transmits the 
ping (Ping) to the 6o4 built tunnel, and judges whether the reply is received. When it is judged 
that the 6o4 built tunnel was normally built usable when the reply of a ping was received and the 
reply of a ping is not received, it is judged that the 6o4 built tunnel was not built usable 
normally. 
[0137] 
When the tunnel set part 62 in the automatic setting equipment 11 of such processing S 151 
thru/or the processing S 158 connection-origin and the tunnel set part 62 in the automatic setting 
equipment 11 of a connection destination perform, respectively, 6o4 tunnel is built and 
communication using 6o4 tunnel is attained. 

[0138] 
And when setting up two or more 6o4 tunnels, the automatic setting equipment 11. After 
performing initial processing of the processing S61 thru/or the processing 568, the processing 
S101 thru/or tunnel construction processing of the processing S146 (the processing S151 thru/or 
tunnel construction processing of the processing S 155 are included) are performed every six 
oeach 4 tunnel. For example, as shown in F%g.1, when automatic setting equipment 11-A sets up 
6o4 tunnel, respectively between automatic setting equipment 11-B and automatic setting 
equipment 11-C. First, automatic setting equipment 11-A performs initial processing of the 
processing S61 thru/or the processing S68, next performs the processing S 101 thru/or tunnel 
construction processing of the processing 5146 between automatic setting equipment 11-B, 6o4 
tunnel 5-AB is set up, and the processing S101 thru/or tunnel construction processing of the 
processing S 146 are performed between automatic setting equipment 11-C, and 6o4 tunnel 5-AC 
is set up. After automatic setting equipment 11-A sets up 6o4 tunnel 5-AC, the order which may 
set up 6o4 tunnel 5-AB and sets up 6o4 tunnel is arbitrary. 
[0139] 
The automatic setting equipment 11 can set up 6o4 tunnel automatically by Kami who performed 
mutual recognition using an independent organization to have described above. For this reason, 
setting up 6o4 tunnel among the unauthorized automatic setting equipment 11 which is not 
meant, such as spoofing, is prevented. Since IPsec is available, high communication of security 
can be performed. 
[0140] 
And since it is selectable every 6o4 tunnel by inputting from the input part 54 and registering 
with the setting-out tunnel-pipes Osamu information table 101 every 6o4 tunnel, use of this 
IPsec, Since IPsec can be used according to the communicative contents when required, when 
communicating, the amount of information processings of the automatic setting equipment 11 
can be reduced, and the load of the automatic setting equipment 11 can be reduced. 
[0141] 
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When ending use of 604 tunnel, tunnel cut treating which cuts automatically the tunnel which 
used the authentication server 23 is performed. 
[0142] 
Next, it describes about tunnel cut treating. Fig.22. thru/or Fig.26 are the sequence diagrams (the 
1- the 5) showing operation of the tunnel deletion in tunnel automatic setting processing. 
[0143] 
In Fig.'?!  thru/or Fig.26, the tunnel cutout 65 in the control part 52 of the automatic setting 
equipment 11 of a cutting agency,First, "under cutting" is registered into the tunnel established-
state information field 119 of the record corresponding to the 6o4 tunnel which it is going to cut 
in the setting-out tunnel-pipes Osamu information table 101 (5303). [ which is the information 
which shows under cutting of 6o4 tunnel ] 
[0144] 
Next, the tunnel cutout 65 of the automatic setting equipment 11 of a cutting agency performs 
the update process which updates the public key certification of the automatic setting equipment 
11 that the validity of the public key certification of the automatic setting equipment 11 should 
be checked (5304). Since this update process is the same as the above-mentioned update process 
described using Fig.20  and Fig.21, that description is omitted. 
[0145] 
Next, the tunnel cutout 65 in the automatic setting equipment I 1 of a cutting agency creates the 
signal transmission (cutting start notification signal) which accommodated the information on 
the purport that cutting of 6o4 tunnel is started, and transmits to the automatic setting equipment 
11 of a cutting place (5305). 
[0146] 
If a cutting start notification signal is received, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting place will perform the update process which updates the public key 
certification of the automatic setting equipment 11 that the validity of the public key certification 
of the automatic setting equipment 11 should be checked (5306). Since this update process is the 
same as the above-mentioned update process described using Fig.20  and Fig.21, that description 
is omitted.And the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place 
creates the signal transmission (cutting consent notification signal) which accommodated the 
information on the purport that it consents to the cutting start of a tunnel, and replies it to the 
automatic setting equipment 11 of a cutting agency (5307). 
[0147] 
If a cutting consent notification signal is received, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting agency will create an automatic setting device identifier notification 
signal, and will transmit to the automatic setting equipment 11 of a cutting place (5308). 
[0148] 
If this automatic setting device identifier notification signal is received from the automatic 
setting equipment 11 of a cutting agency, the tunnel cutout 65 in the automatic setting equipment 
11 of a cutting place, The signal transmission (automatic setting device identifier notification 
signal) which accommodates an own (automatic setting equipment 11 of a cutting place) 
automatic setting device identifier is created, and it transmits to the automatic setting equipment 
11 of a cutting agency (5309). 
[0149] 
Next, the automatic setting equipment 11 of a cutting agency and a cutting place has two kinds of 
obtaining methods of this public key certification, although the public key certification of the 
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automatic setting equipment 11 of another side comes to hand and the public key certification of 
********** 11 of another side which came to hand checks it in Shinsei, respectively. 
[0150] 
First, it describes a cutting agency about the method of obtaining the public key certification of 
the automatic setting equipment 11 of another side from an authentication server in the automatic 
setting equipment 11 of a cutting place. 
[0151] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting place creates a request-
for- share-distribution signal, and transmits to the authentication server 23 so that it may receive 
handing out of the public key certification in the automatic setting equipment 11 of a cutting 
agency (S310). 
[0152] 
If this request-for-share-distribution signal is received, the authentication server 23 will search 
the public key certification of the automatic setting equipment 11 corresponding to the automatic 
setting device identifier in the automatic setting equipment 11 of this cutting origin with 
reference to the repository 105 based on the automatic setting device identifier of the received 
request-for- share-distribution signal (S311). Based on search results, the authentication server 23 
creates a handing out signal, and replies it to the automatic setting equipment 11 of a cutting 
place (S312). 
[0153] 
If this handing out signal is received, the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting place will verify whether the public key certification of the automatic setting 
equipment 11 of a cutting agency is genuine using the public key certification of the 
authentication server 23 (S313). 
[0154] 
the automatic setting equipment 11 of a cutting place to this automatic setting device identifier 
notification signal -- receiving (S309) -- the tunnel cutout 65 in the automatic setting equipment 
11 of a cutting agency, A request-for-share-distribution signal is created and it transmits to the 
authentication server 23 in order to receive handing out of the public key certification in the 
automatic setting equipment 11 of a cutting place (S314). 
[0155] 
If this request-for-share-distribution signal is received, the authentication server 23 will search 
the public key certification of the automatic setting equipment 11 corresponding to the automatic 
setting device identifier in the automatic setting equipment 11 of this cutting place with reference 
to the repository 105 based on the automatic setting device identifier of the received request-for-
share-distribution signal (5315). The authentication server 23 creates a handing out signal based 
on search results, and replies it to the automatic setting equipment 11 of a cutting agency (5316). 
[0156] 
If this handing out signal is received, the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting agency will verify whether the public key certification of the automatic setting 
equipment 11 of a cutting place is genuine using the public key certification of the authentication 
server 23 (S317). 
[0157] 
Next, it describes about the method of obtaining the public key certification of another side by 
exchanging the public key certification of the automatic setting equipment 11 mutually in the 
automatic setting equipment 11 of a cutting place a cutting agency. 
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[0158] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency creates an own 
(automatic setting equipment 11 of a cutting agency) public key certification notification signal, 
and transmits to the automatic setting equipment 11 of a cutting place (5318). 
[0159] 
The tunnel cutout 65 in the automatic setting equipment 11 of the cutting place which received 
this public key certification notification signal from the automatic setting equipment 11 of the 
cutting agency, It is verified whether it is genuine using the public key certification of the 
authentication server 23 in the public key certification of the automatic setting equipment 11 of 
the cutting origin accommodated in this received public key certification notification signal 
(5319). And the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place judges 
whether the public key certification of the automatic setting equipment 11 of a cutting agency is 
a public key certification of the genuine automatic setting equipment 11 by judging the result 
verified by the processing 5319 (5320). 
[0160] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting place, A decision result 
notification signal is created to the automatic setting equipment 11 of a cutting agency, and it 
transmits to it (5321), and in not being a genuine public key certification as a result of judgment, 
the automatic setting equipment 11 of a cutting agency judges that it is not the genuine automatic 
setting equipment 11, and ends this processing. On the other hand, in being a genuine public key 
certification as a result of judgment, the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting place transmits an own (automatic setting equipment 11 of a cutting place) public 
key certification notification signal to the automatic setting equipment 11 of a cutting agency 
(5322). 
[0161] 
The tunnel cutout 65 in the automatic setting equipment 11 of the cutting origin which received 
this public key certification notification signal from the automatic setting equipment 11 of the 
cutting place, It is verified whether it is genuine using the public key certification of the 
authentication server 23 in the public key certification of the automatic setting equipment 11 of a 
cutting place accommodated in this received public key certification notification signal (5323). 
And the tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency judges 
whether the public key certification of the automatic setting equipment 11 of a cutting place is a 
public key certification of the genuine automatic setting equipment 11 by judging the result 
verified by the processing 5323 (5324). 
[0162] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency, A decision result 
notification signal is created to the automatic setting equipment 11 of a cutting place, and it 
transmits to it (5325), and in not being a genuine public key certification as a result of judgment, 
the automatic setting equipment 11 of a cutting place judges that it is not the genuine automatic 
setting equipment 11, and ends this processing. On the other hand, in being a genuine public key 
certification as a result of judgment, the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting agency generates a challenge character string at random (5326). And the tunnel 
cutout 65 in the automatic setting equipment 11 of a cutting agency creates a challenge character 
string notification signal, and transmits to the automatic setting equipment 11 of a cutting place 
(5327). 
[0163] 
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The tunnel cutout 65 in the automatic setting equipment 11 of a cutting place, If a challenge 
character string notification signal is received, the challenge character string accommodated in 
this signal will be calculated with the predetermined arithmetic method on which it decided 
previously between the automatic setting equipment 11, A response character string is generated 
by enciphering the result of an operation with the secret key (secret key of the automatic setting 
equipment 11 of a cutting place) of the own (automatic setting equipment 11 of a cutting place) 
automatic setting equipment 11 (5328). Next, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting place creates a response character string notification signal, and 
transmits to the automatic setting equipment 11 of a cutting agency (5329). 
[0164] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency, The result of an 
operation which calculated the challenge character string generated by the processing 5326 with 
the above-mentioned predetermined arithmetic method when the response character string 
notification signal was received, The decoding result which decrypted the response character 
string accommodated in this signal by the public key of the automatic setting equipment 11 of a 
cutting place accommodated in the public key certification of the automatic setting equipment 11 
of a cutting place is compared, and it is judged whether it corresponds or not (5330). When 
creating a decision result notification signal to the automatic setting equipment 11 of a cutting 
place, transmitting to it (S33 1) and not corresponding as a result of judgment, the tunnel cutout 
65 in the automatic setting equipment 11 of a cutting agency judges that the automatic setting 
equipment 11 of a cutting place is not the genuine automatic setting equipment 11, and ends this 
processing. On the other hand, in corresponding as a result of judgment, the tunnel cutout 65 in 
the automatic setting equipment 11 of a cutting agency continues the below-mentioned 
processing. 
[0165] 
If a decision result notification signal is received, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting place will generate a challenge character string at random (5332), will 
create a challenge character string notification signal, and will transmit to the automatic setting 
equipment 11 of a cutting agency (5333). 
[0166] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency, If this challenge 
character string notification signal is received, the challenge character string accommodated in 
this signal will be calculated with an above-mentioned predetermined arithmetic method, A 
response character string is generated by enciphering the result of an operation with the secret 
key (secret key of the automatic setting equipment 11 of a cutting place) of the own automatic 
setting equipment 11 (5334). Next, the tunnel cutout 65 in the automatic setting equipment 11 of 
a cutting agency creates a response character string notification signal, and transmits to the 
automatic setting equipment 11 of a cutting place (5335). 
[0167] 
The tunnel cutout 65 in the automatic setting equipment 11 of a cutting place, The result of an 
operation which calculated the challenge character string generated by the processing 5332 with 
the above-mentioned predetermined arithmetic method when the response character string 
notification signal was received, The decoding result which decrypted the response character 
string accommodated in this signal by the public key of the automatic setting equipment 11 of 
the cutting origin accommodated in the public key certification of the automatic setting 
equipment 11 of a cutting agency is compared, and it is judged whether it corresponds or not 
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(5336). When creating a decision result notification signal to the automatic setting equipment 11 
of a cutting agency, transmitting to it (5337) and not corresponding as a result of judgment, the 
tunnel cutout 65 in the automatic setting equipment 11 of a cutting place judges that the 
automatic setting equipment 11 of a cutting agency is not the genuine automatic setting 
equipment 11, and ends this processing. On the other hand, in corresponding as a result of 
judgment, the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place continues 
the below-mentioned processing. 
[0168] 
The automatic setting equipment 11 of a cutting agency and the automatic setting equipment 11 
of a cutting place perform mutual recognition using the authentication server 23 which is an 
independent organization by performing the above the processing 5304 thru/or the processing 
5337. 
[0169] 
If it succeeds in mutual recognition, the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting agency and the tunnel cutout 65 in the automatic setting equipment 11 of a cutting 
place will exchange mutually information required for cutting of 604 tunnel. Namely, the tunnel 
cutout 65 in the automatic setting equipment 11 of a cutting agency, Create the signal 
transmission (tunnel disconnect indication signal) which accommodated the information for 
identifying the tunnel to cut, and the information on the purport that cutting of 6o4 tunnel is 

instructed, and it transmits to the automatic setting equipment 11 of a cutting place (5338), On 
the other hand, the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place also 
creates a tunnel disconnect indication signal, and transmits to the automatic setting equipment 11 
of a cutting agency (5339). The information for identifying the tunnel to cut here is with the 
tunnel external address of a connecting agency, a tunnel internal address and an automatic setting 
device identifier, the tunnel external address of a connection destination, a tunnel internal 
address and an automatic setting device identifier, and a tunnel name, for example. 
[0170] 
If a tunnel disconnect indication signal is received from the automatic setting equipment 11 of a 
cutting place, it will be judged whether the tunnel cutout 65 in the automatic setting equipment 
11 of a cutting agency can cut a tunnel using the memorized information (5340). It is judged that 
cutting of 6o4 tunnel is possible for judgment of the propriety of this tunnel setting out when it is 
the existence of the applicable tunnel information on an offer tunnel table and there is these 
information, and when it is missing among these information whether it is either, cutting of 6o4 
tunnel is judged to be impossible. When it is judged as a result of judgment that it is impossible, 
the tunnel cutout 65 in the automatic setting equipment 11 of a cutting agency ends this 
processing which cuts 6o4 tunnel automatically. On the other hand, when it is judged as a result 
of judgment that it is possible, the tunnel cutout 65 in the automatic setting equipment 11 of a 
cutting agency creates a decision result notification signal, and transmits to the automatic setting 
equipment 11 of a cutting place (5341). 
[0171] 
On the other hand, the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place, 
If this decision result notification signal is received from the automatic setting equipment 11 of a 
cutting agency, it will be judged whether the tunnel cutout 65 in the automatic setting equipment 
11 of a cutting place can cut 6o4 tunnel using the memorized information (5342). When it is 
judged as a result of judgment that it is impossible, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting place ends this processing which cuts TO 6o4 NNERU automatically. 
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On the other hand, when it is judged as a result of judgment that it is possible, the tunnel cutout 
65 in the automatic setting equipment 11 of a cutting place creates a decision result notification 
signal, and transmits to the automatic setting equipment 11 of a cutting agency (S343). 
[0172] 
If the decision result notification signal which accommodates the decision result of the purport 
that it was judged from the automatic setting equipment 11 of another side that cutting of 6o4 
tunnel was possible is received, the tunnel cutout 65 in a cutting agency and the automatic setting 
equipment 11 of a cutting place will perform processing which eliminates a connection, 
respectively (S344). If a connection is eliminated, the tunnel cutout 65 in the automatic setting 
equipment 11 of a cutting agency and the tunnel cutout 65 in the automatic setting equipment 11 
of a cutting place will perform cutting of 6o4 tunnel, respectively (S345, S346). Delete the 
record corresponding to the 6o4 tunnel cut from the setting-out tunnel-pipes Osamu information 
table 101, and cutting of 6o4 tunnel. It is carried out by deleting the security policy and security 
association corresponding to the 6o4 tunnel cut from SPD and SAD, respectively. 
[0173] 
Thus, since 6o4 tunnel is cut after performing mutual recognition, unjust cutting can be avoided, 
the information corresponding to the 6o4 tunnel which also cuts the automatic setting equipment 
11 of the connection destination of a tunnel can be deleted, and resources, such as the control 
part 52 and the storage part 53, can be saved. 

CONTINUE 
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Continued translation. 

[0174] 
Although the automatic setting equipment 11 was embedded previously and the creation 
information of the IPv6 address made it the own automatic setting device identifier in the above-
mentioned embodiment at the time of shipment, Any character string which serves as a meaning 

EX1009, Page 714



at the time of shipment, for example, the serial number of a product, etc., may be embedded, and 
in initial processing, by using any character string which serves as this meaning, IPv6 address 
creation information may be constituted so that it may acquire from the information server 21. 
[0175] 
Flig.2 7 is a figure showing the composition of the inside IP address creation information table of 
a tunnel in the information server in the case of acquiring IPv6 creation information from an 
information server. Fig.28  is some sequence diagrams showing operation of the initial processing 
of the automatic setting equipment applied when acquiring IPv6 creation information from an 
information server. Fig.2q  is a flow chart which shows operation of an information server in a 
part of initial processing of the automatic setting equipment applied when acquiring IPv6 
creation information from an information server. 
[0176] 
In Fig.27, the inside IP address creation information table of a tunnel matches with the automatic 
setting device identifier of the automatic setting equipment 11 the inside IP address creation 
information of a tunnel assigned according to the demand from the automatic setting equipment 
11, and registers it. The inside IP address creation information table 106 of a tunnel, for example, 
the management number field 161 which registers the management number which manages each 
record as shown in Fig.27  and the automatic setting device identifier field 162 which registers 
the automatic setting device identifier of the automatic setting equipment 11 -- and, It has the 
inside IP address creation information field 163 of a tunnel which registers the inside IP address 
creation information of a tunnel assigned to the automatic setting equipment 11 concerned, and is 
constituted, and a record is created every automatic setting equipment 11 which had inside IP 
address creation information of a tunnel assigned. 
[0177] 
Processing shown in Fig.28 between the processing S64 and the processing S65 which were 
described using the 1:`1g. 0)  in the above-mentioned embodiment is performed.That is, in Flig.28, 
the tunnel set part 62 of the automatic setting equipment 11 creates the signal transmission 
(inside IP address creation information requirement signal of a tunnel) which accommodates the 
information on the purport that an automatic setting device identifier and the inside IP address 
creation information of a tunnel are required, and transmits to the information server 21 (S171). 
The information server 21 will assign the inside IP address creation information of a tunnel to the 
automatic setting device identifier accommodated in this signal, if the inside IP address creation 
information requirement signal of a tunnel is received (S 172). 
[0178] 
Next, it describes still in detail about the processing S172. In Fig.28, if the inside IP address 
creation information requirement signal of a tunnel is received, the information server 21, Based 
on the automatic setting device identifier accommodated in this signal, the tunnel external IP 
address corresponding to this automatic setting device identifier is searched from the inside IP 
address creation information table 106 of a tunnel, It is judged whether it is the inside IP address 
creation information of tunnel registered Mika no corresponding to this automatic setting device 
identifier (S81). This judgment whether to be registered or not, It is carried out by searching 
whether the record which the automatic setting device identifier and the inside IP address 
creation information of a tunnel which are accommodated in the inside IP address creation 
information requirement signal of a tunnel are matched, and is registered exists in the inside IP 
address creation information table 106 of a tunnel, When a record exists, it is judged that it is 
registered, and when a record does not exist, it is judged that it is not registered. When it is 
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judged as a result of judgment that it is not registered, The information server 21 chooses the 
network prefix of an unassigned IPv6 address out of the network prefix of the IPv6 address 
currently prepared previously, Give a new management number to the inside IP address creation 
information table 106 of a tunnel, and a new record is created, In the automatic setting device 
identifier field 162 and the inside IP address creation information field 163 of a tunnel in the 
created record, The automatic setting device identifier of the inside IP address creation 
information requirement signal of a tunnel and the selected network prefix of an IPv6 address are 
registered, respectively (S82). On the other hand, when it is judged as a result of judgment that it 
is registered, The information server 21 exists in the inside IP address creation information table 
106 of a tunnel, The automatic setting device identifier and the inside IP address creation 
information of a tunnel which are accommodated in the inside IP address creation information 
requirement signal of a tunnel acquire the inside IP address creation information of a tunnel from 
the record matched and registered (S83). 
[0179] 
And the information server 21 creates the signal transmission (inside IP address creation 
information reply signal of a tunnel) which accommodated the network prefix of the assigned 
IPv6 address as inside IP address creation information of a tunnel, and replies it to the tunnel 
automatic setting equipment 11 (S 173). Then, the tunnel set part 62 of the automatic setting 
equipment 11 will continue processing not more than processing 565, if the inside IP address 
registration reply signal of a set up tunnel is received from the information server 21. 
[0180] 
The information server 21 carries out batch management of the IPv6 address which is assigned 
by the automatic setting equipment 11 and used as an inside IP address of a tunnel in operating in 
this way, Since the IPv6 address is assigned according to the demand of the automatic setting 
equipment 11, By deleting timely about the IPv6 address which is not used for the long period of 
time with the registered IPv6 address from the table 106 continuing, When the automatic setting 
equipment 11 is not canceled or it is no longer used, IPv6 addresses can be collected and an IPv6 
address can be efficiently used about. 
[0181] 
And although it is not confirming whether the connection from the automatic setting equipment 
11 of a connecting agency is proper in the automatic setting equipment 11 of a connection 
destination in the case of tunnel construction processing, it may constitute from an above-
mentioned embodiment so that it may check. moreover -- setting to the automatic setting 
equipment 11 of a cutting place in an above-mentioned embodiment in the case of tunnel 
deletion -- the connection from the automatic setting equipment 11 of a cutting agency --
although it is not confirming whether it is proper, it may constitute so that it may check. 
[0182] 
FiR'.30  is some sequence diagrams showing operation of tunnel construction processing of the 
automatic setting equipment applied when checking a tunnel external IP address. Fig.31  is some 
sequence diagrams showing operation of the tunnel deletion of the automatic setting equipment 
applied when checking a tunnel external IP address. 
[0183] 
Processing shown in Fig. 30 between the processing 5108 described using the Fig. 14.  in the 
above-mentioned embodiment and the processing 5109 of Fig. 15 is performed. Namely, the 
tunnel set part [ in / on Fig.30  and / the automatic setting equipment 11 of a connection 
destination ] 62, The automatic setting device identifier in the automatic setting equipment 11 of 
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the connection origin accommodated in the automatic setting device identifier notification signal 
received from the automatic setting equipment 11 of the connecting agency in the processing 
S 108, And the signal transmission (connecting agency tunnel external IP address requirement 
signal) which accommodated the information on the purport that the tunnel external IP address in 
the automatic setting equipment 11 of a connecting agency is required is created, and it transmits 
to the information server 21 (5161). The information server 21 will search the tunnel external IP 
address corresponding to this automatic setting device identifier from 102 from an offer tunnel 
setting information table based on the automatic setting device identifier accommodated in this 
signal, if a connecting agency tunnel external IP address requirement signal is received (S 162). 
And the information server 21 creates the signal transmission (connecting agency tunnel external 
IP address reply signal) which accommodated the searched tunnel external IP address, and 
replies it to the automatic setting equipment 11 of a connection destination (S 163). If a 
connecting agency tunnel external IP address reply signal is received from the information server 
21, it will be judged whether the tunnel set part 62 in the automatic setting equipment 11 of a 
connection destination has a genuine connection from the automatic setting equipment 11 of a 
connecting agency (S 164). This judgment whether to be genuine or not is made by comparing 
the IP address of the automatic setting equipment 11 of the connection origin which has 
established the connection with the connecting agency tunnel external IP address accommodated 
in the connecting agency tunnel external IP address reply signal acquired from the information 
server 21, When both IP addresses correspond, it is judged that it is genuine, and when both IP 
addresses are inharmonious, it is judged that it is not genuine. When it is judged as a result of 
judgment that it is not genuine, the tunnel set part 62 in the automatic setting equipment 11 of a 
connection destination ends this processing which sets up 604 tunnel automatically. On the other 
hand, when it is judged as a result of judgment that it is genuine, the tunnel set part 62 in the 
automatic setting equipment 11 of a connection destination continues processing not more than 
processing S 109. 
[0184] 
And processing shown in Fig.31 between the processing 5308 described using the Fig.2'>  in the 
above-mentioned embodiment and the processing 5309 of Fig.23 is performed. Namely, the 
tunnel cutout [ in / on Fig. 31  and / the automatic setting equipment 11 of a cutting place ] 65, 
The automatic setting device identifier in the automatic setting equipment 11 of the cutting origin 
accommodated in the automatic setting device identifier notification signal received from the 
automatic setting equipment 11 of the cutting agency in the processing 5308, And the signal 
transmission (cutting agency tunnel external IP address requirement signal) which 
accommodated the information on the purport that the tunnel external IP address in the automatic 
setting equipment 11 of a cutting agency is required is created, and it transmits to the information 
server 21 (5361). The information server 21 will search the tunnel external IP address 
corresponding to this automatic setting device identifier from 102 from an offer tunnel setting 
information table based on the automatic setting device identifier accommodated in this signal, if 
a cutting agency tunnel external IP address requirement signal is received (5362). And the 
information server 21 creates the signal transmission (cutting agency tunnel external IP address 
reply signal) which accommodated the searched tunnel external IP address, and replies it to the 
automatic setting equipment 11 of a cutting place (5363). If a cutting agency tunnel external IP 
address reply signal is received from the information server 21, it will be judged whether the 
tunnel cutout 65 in the automatic setting equipment 11 of a cutting place has a genuine 
connection from the automatic setting equipment 11 of a cutting agency (5364). This judgment 
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whether to be genuine or not is made by comparing the IP address of the automatic setting 
equipment 11 of the cutting origin which has established the connection with the cutting agency 
tunnel external IP address accommodated in the cutting agency tunnel external IP address reply 
signal acquired from the information server 21, When both IP addresses correspond, it is judged 
that it is genuine, and when both IP addresses are inharmonious, it is judged that it is not 
genuine. When it is judged as a result of judgment that it is not genuine, the tunnel cutout 65 in 
the automatic setting equipment 11 of a cutting place ends this processing which sets up 604 
tunnel automatically. On the other hand, when it is judged as a result of judgment that it is 
genuine, the tunnel cutout 65 in the automatic setting equipment 11 of a cutting place continues 
processing not more than processing 5309. 
[0185] 
In operating in this way, in tunnel construction processing, the automatic setting equipment 11 of 
a connection destination, With whether the automatic setting equipment 11 of a connecting 
agency is the automatic setting equipment 11 with a genuine tunnel external IP address, and it 
checking, Security can be raised and the load of the automatic setting equipment 11 can be 
lowered by not performing tunnel construction processing after it by performing immediately 
after the start of tunnel construction processing, when the automatic setting equipment of a 
connecting agency is unauthorized. In tunnel deletion, the automatic setting equipment 11 of a 
cutting place, With whether the automatic setting equipment 11 of a cutting agency is the 
automatic setting equipment 11 with a genuine tunnel external IP address, and it checking, 
Security can be raised and the load of the automatic setting equipment 11 can be lowered by not 
performing tunnel deletion after it by performing immediately after the start of tunnel deletion, 
when the automatic setting equipment of a cutting agency is unauthorized. 
[0186] 
Although it is not confirming whether the inside IP address of a tunnel transmitted from the 
automatic setting equipment 11 of the connecting agency in the automatic setting equipment 11 
of a connection destination on the occasion of tunnel construction processing is proper, it may 
constitute from an above-mentioned embodiment so that it may check. Although it is not 
confirming whether the inside IP address of a tunnel transmitted from the automatic setting 
equipment 11 of the connection destination in the automatic setting equipment 11 of a 
connecting agency on the occasion of tunnel construction processing is proper, it may constitute 
from an above-mentioned embodiment so that it may check. 
[0187] 
Fig.32 is a figure showing the composition of the inside IP address table of a set up tunnel in the 
information server which starts when checking the inside IP address of a tunnel. Fig.33 is some 
sequence diagrams showing operation of the initial processing of the automatic setting 
equipment applied when checking the inside IP address of a tunnel. Fig.34  and Fig.35 are some 
sequence diagrams showing operation of tunnel construction processing of the automatic setting 
equipment applied when checking a tunnel external IP address. 
[0188] 
In Fig.32, the inside IP address table of a set up tunnel matches with an automatic setting device 
identifier inside IP address ** of a tunnel set as the LAN side interface part of the automatic 
setting equipment 11 according to the demand of the automatic setting equipment 11, and 
registers it. Inside IP address table 107 of a set up tunnel, for example, the management number 
field 171 which registers the management number which manages each record as shown in 
Fig.32  and the automatic setting device identifier field 172 which registers the automatic setting 
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device identifier of the automatic setting equipment 11 -- and, Have the inside IP address field 
173 of a set up tunnel which registers the inside IP address of a tunnel set as the LAN side 
interface part of the automatic setting equipment 11 concerned, and it is constituted, A record is 
created in the inside IP address of a tunnel every automatic setting equipment 11 set to the LAN 
side interface. 
[0189] 
Processing shown in Fig.33 between the processing S66 and the processing S67 which were 
described using the Fig, 13 in the above-mentioned embodiment is performed. Namely, in Fi&33 
the tunnel set part 62 of the automatic setting equipment 11, An automatic setting device 
identifier, The signal transmission (inside IP address registration request signal of a set up 
tunnel) which accommodates the information on the purport that registration of the inside IP 
address of a set up tunnel (tunnel internal address set as the LAN side interface) and the inside IP 
address of a set up tunnel is required is created. It transmits to the information server 21 (S91). If 
the inside IP address registration request signal of a set up tunnel is received, the information 
server 21, Give a new management number to inside IP address table 107 of a set up tunnel, and 
a new record is created, To the automatic setting device identifier field 172 and the inside IP 
address field 173 of a set up tunnel in the created record, The inside IP address of a tunnel 
accommodated in the automatic setting device identifier and the inside IP address registration 
request signal of a set up tunnel which are accommodated in the inside IP address registration 
request signal of a set up tunnel is registered, respectively (S92). And the information server 21 
creates the signal transmission (inside IP address registration reply signal of a set up tunnel) 
which accommodated everybody's information which registration of the inside IP address of a set 
up tunnel completed, and replies it to the tunnel automatic setting equipment 11 (S93). Then, the 
tunnel set part 62 of the automatic setting equipment I 1 will continue processing not more than 
processing S67, if the inside IP address registration reply signal of a set up tunnel is received 
from the information server 21. 
[0190] 
And processing shown in Fig.34 between the processing S 139 described using the Fig. 1.7  in the 
above-mentioned embodiment and the processing S 140 of Fig. 18 is performed. Namely, the 
tunnel set part [ in / on Fi-a.34  and / the automatic setting equipment 11 of a connecting agency ] 
62, If a tunnel construction indication signal is received from the automatic setting equipment 11 
of a connection destination in the processing S 139, The signal transmission (inside IP address 
requirement signal of a set up connection destination tunnel) which accommodated the 
information of everybody who demands the inside IP address of a tunnel in the automatic setting 
equipment 11 of a connection destination as the automatic setting identifier in the automatic 
setting equipment 11 of a connection destination is created, and it transmits to the information 
server 21 (5171). 
[0191] 
When this inside IP address requirement signal of a set up connection destination tunnel is 
received, the information server 21, Based on the automatic setting device identifier of the 
automatic setting equipment 11 of a connection destination accommodated in this received inside 
IP address requirement signal of a set up connection destination tunnel, inside IP address table 
107 of a set up tunnel is referred to, The inside IP address of a set up tunnel corresponding to the 
automatic setting device identifier of the automatic setting equipment 11 of this connection 
destination is searched (S 172). The information server 21 creates the signal transmission (inside 
IP address reply signal of a set up connection destination tunnel) which accommodates the 
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searched inside IP address of a set up connection destination tunnel, and replies it to the 
automatic setting equipment 11 of a connecting agency (S 173). If the inside IP address reply 
signal of a set up connection destination tunnel is received, the tunnel set part 62 in the automatic 
setting equipment 11 of a connecting agency, By comparing the inside IP address of a tunnel 
transmitted from the automatic setting equipment 11 of the connection destination by the 
processing S 139 with the inside IP address of a set up connection destination tunnel 
accommodated in the inside IP address reply signal of a set up connection destination tunnel 
acquired from this information server 21, It is judged whether the inside IP address of a tunnel 
transmitted from the automatic setting equipment 11 of the connection destination is genuine 
(S 174). It is judged that this judgment is genuine when the inside IP address of a tunnel and the 
inside IP address of a set up connection destination tunnel which were transmitted from the 
automatic setting equipment 11 of the connection destination correspond, When the inside IP 
address of a tunnel and the inside IP address of a set up connection destination tunnel which 
were transmitted from the automatic setting equipment 11 of the connection destination are 
inharmonious, it is judged that it is not genuine. When it is judged as a result of judgment that it 
is not genuine, The tunnel set part 62 in the automatic setting equipment 11 of a connecting 
agency creates the signal transmission (decision result notification signal) which accommodates 
a decision result, transmits to the automatic setting equipment 11 of a connection destination 
(S 149), and ends this processing which sets up 604 tunnel automatically. On the other hand, 
when it is judged as a result of judgment that it is genuine, the tunnel set part 62 in the automatic 
setting equipment 11 of a connecting agency continues processing not more than processing 
S140. 
[0192] 
Processing shown in Fig. 35 between the processing S 141 and the processing S 142 which were 
described using the Fig. 18 in the above-mentioned embodiment is performed.Namely, the tunnel 
set part [ in / on 1= ig.35  and / the automatic setting equipment 11 of a connection destination 162, 
If a tunnel construction indication signal is received from the automatic setting equipment 11 of 
a connecting agency in the processing S 138, The signal transmission (inside 1P address 
requirement signal of a set up connection former tunnel) which accommodated the information 
of everybody who demands the inside IP address of a tunnel in the automatic setting equipment 
11 of a connecting agency as the automatic setting device identifier in the automatic setting 
equipment 11 of a connecting agency is created, and it transmits to the information server 21 
(5181). 
[0193] 
When self of this inside IP address requirement signal of a set up connection former tunnel is 
carried out, the information server 21, Based on the automatic setting device identifier of the 
automatic setting equipment 11 of the connection origin accommodated in this received inside IP 
address requirement signal of a set up connection former tunnel, inside IP address table 107 of a 
set up tunnel is referred to, The inside IP address of a set up tunnel corresponding to the 
automatic setting device identifier of the automatic setting equipment 11 of this connection 
origin is searched (5182). The information server 21 creates the signal transmission (inside IP 
address reply signal of a set up connection former tunnel) which accommodates the searched 
inside IP address of a set up connection former tunnel, and replies it to the automatic setting 
equipment 11 of a connection destination (5183). If the inside IP address reply signal of a set up 
connection former tunnel is received, the tunnel set part 62 in the automatic setting equipment 11 
of a connection destination, By comparing the inside IP address of a tunnel transmitted from the 
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automatic setting equipment 11 of the connecting agency by the processing S 139 with the inside 
IP address of a set up connection former tunnel accommodated in the inside IP address reply 
signal of a set up connection former tunnel acquired from this information server 21, It is judged 
whether the inside IP address of a tunnel transmitted from the automatic setting equipment 11 of 
the connecting agency is genuine (S 184). It is judged that this judgment is genuine when the 
inside IP address of a tunnel transmitted from the automatic setting equipment 11 of the 
connecting agency and the inside IP address of a set up connection former tunnel correspond, 
When the inside IP address of a tunnel transmitted from the automatic setting equipment 11 of 
the connecting agency and the inside IP address of a set up connection former tunnel are 
inharmonious, it is judged that it is not genuine. When it is judged as a result of judgment that it 
is not genuine, The tunnel set part 62 in the automatic setting equipment 11 of a connection 
destination creates the signal transmission (decision result notification signal) which 
accommodates a decision result, transmits to the automatic setting equipment 11 of a connecting 
agency (S 149), and ends this processing which sets up 604 tunnel automatically. On the other 
hand, when it is judged as a result of judgment that it is genuine, the tunnel set part 62 in the 
automatic setting equipment I1 of a connection destination continues processing not more than 
processing S 142. 
[0194] 
Security can be raised with whether in operating in this way, it is the automatic setting 
equipment 11 in which the automatic setting equipment 11 of a connecting agency has an inside 
IP address of a tunnel with the genuine automatic setting equipment 11 of a connection 
destination in tunnel construction processing, and it checking. In tunnel construction processing, 
the automatic setting equipment 1 I of a connection destination can raise security with whether 
the automatic setting equipment 11 of a connecting agency is the automatic setting equipment 11 
with a genuine inside IP address of a tunnel, and it checking. 
[0195] 
In an above-mentioned embodiment, although two or more 6o4 tunnels were simultaneously set 
to two or more of other automatic setting equipment 11, respectively by generating two or more 
logical interfaces to the physical WAN side [ one piece ] interface part 55, the automatic setting 
equipment 11, By having two or more physical WAN side interface parts, it may constitute so 
that two or more 6o4 tunnels may be simultaneously set to two or more of other automatic 
setting equipment 11, respectively. 
[0196] 
Fig.36 is a block diagram showing the composition of the network containing tunnel automatic 
setting equipment provided with two or more WAN side interface parts. Fig.37 is a figure 
showing the composition of the setting-out tunnel-pipes Osamu information table concerning 
tunnel automatic setting equipment provided with two or more WAN side interface parts. Fig.38  
is a figure showing the composition of the offer tunnel setting information table of an 
information server in case tunnel automatic setting equipment is provided with two or more 
WAN side INTAFE parts. 
[0197] 
In Fig.36, the automatic setting equipment 11' is provided with the control part 52', the storage 
part 53' and the input part 54, and two or more WAN side interface part 55' (55 '-0, 55'-1, ..., 55' -
n), and is constituted. [ the LAN side interface part 51, ] These LAN side interface part 51, the 
control part 52', the storage part 53' and the input part 54, and WAN side interface part 55', 
WAN side interface part 55' is plurality, and Each WAN side interface part 55 '- 0, 55'-1, ..., The 
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WAN side interface device name which is an identifier for identifying 55'-n Each WAN side 
interface part 55 '-0, 55'-1, ..., It is given to 55'-n, respectively, To Fig,.37. So that it may be 
shown. To the setting-out tunnel-pipes Osamu information storage part 73'. The setting-out 
tunnel-pipes Osamu information table 101 showing in Fig.3 the WAN side interface device name 
field 112 which registers the WAN side interface device name is further equipped with setting-
out tunnel-pipes Osamu information table 101' memorized, and it is constituted, It removes using 
this WAN side interface device name, when the tunnel set part 62' of the control part 52' sets up 
604 tunnel automatically, Since it is the same as that of the LAN side interface part 51 mentioned 
above, the control part 52, the storage part 53, the input part 54, and the WAN side interface part 
55 respectively, the description is omitted. 
[0198] 
And in order to manage individually the tunnel external IP address given to each WAN side 
interface part 55'-0 and 55 '- 1, ..., 55'-n, respectively, the information server 21, Offer tunnel 
setup information is matched with the group of the WAN side interface device name and an 
automatic setting device identifier, and an offer tunnel setting information storage part 
memorizes. For example, offer tunnel setting information table 102' memorized by the offer 
tunnel setting infoi7nation storage part as shown in Fig.38, Prepare for the offer tunnel setting 
information table 102 showing in Fig.4  the WAN side interface device name field 122 which 
registers the WAN side interface device name further, and it is constituted, A record is created 
for every group of the WAN side interface device name and an automatic setting device 
identifier. 
[0199] 
And in processing of the processing 564, the processing 565, the processing S 108, the 
processing S109, the processing S 110, and the processing S 111, it replaces with an automatic 
setting device identifier, and the group of an automatic setting device identifier and the WAN 
side interface device name is used. When the automatic setting equipment 11 of the connection 
destination is provided with two or more WAN side interface parts 55, here, Although the tunnel 
set part 62' in the automatic setting equipment 11' of a connecting agency will acquire two or 
more tunnel external IP addresses from the information server 21 by performing the processing 
S 102 thru/or processing S 104, The tunnel set part 62' in the automatic setting equipment 11 of a 
connecting agency should just use one tunnel external IP address arbitrarily from two or more 
tunnel external IP addresses. 
[0200] 
Since the 6o4 tunnel which should be cut by receiving a tunnel disconnect indication signal in 
the case of tunnel cut treating is specified, 6o4 tunnel can be cut by performing the processing 
5303 thru/or the processing 5343 mentioned above even when multidata input of the 6o4 tunnel 
was carried out. 
[0201] 
And although the automatic setting equipment 11 and I F described about the case where it is 
included in a router device, in the above-mentioned embodiment, You may also include in the 
gateway unit further provided with the function to perform protocol conversion for example, in 
addition to the routing function which performs routing of a communication packet instead of 
what is limited to this. 
[0202] 
Constituted the automatic setting equipment 11 and I F from an above-mentioned embodiment 
so that the location information of the information server 21, the registration server 22, the 

EX1009, Page 722



authentication server 23, and NTP server 24 might be memorized to the storage part 53 by an IP 
address, but. The database which described the correspondency of a host name and an IP address 
is managed, According to the demand from a client, the IP address is searched from a host name, 
The network 1 is made to equip EiR.I with the DNS (Domain Name System) server 25 which 
replies search results to a client further, as a dashed line shows. The automatic setting equipment 
11 and 11' may be constituted so that at least one location information may be memorized to the 
storage part 53 by a host name among the information server 21, the registration server 22, the 
authentication server 23, and NTP server 24. By constituting in this way, even when the IP 
address of the information server 21, the registration server 22, the authentication server 23, or 
NTP server 24 is changed, the automatic setting equipment 11 and 11' can be connected to the 
information server 21 etc. Since especially location information, such as the information server 
21, is memorized by the manufacturing stage etc. at the storage part 53, even when IP addresses, 
such as the information server 21, are changed after the automatic setting equipment 11 and 11' 
were shipped, the automatic setting equipment 11 and 11' can be connected to the information 
server 21 etc. 
[0203] 
Two 6o4 tunnels with the 6o4 tunnel whose connecting agency and connection destination are 
the same and apply IPsec in an above-mentioned embodiment, and the 6o4 tunnel which does not 
apply IPsec are set up, By constituting so that either may be chosen from among two 6o4 tunnels 
according to the communicative contents, Since IPsec can be used according to the 
communicative contents when encryption is required, when communicating, the amount of 
information processings of the control part 52 can be reduced, and the burden of the control part 
52 can be eased. 
[0204] 
And the control part 52 and 52' may judge whether the obstacle has arisen to the 6o4 tunnel set 
up, and they may constitute it from an above-mentioned embodiment so that 6o4 tunnel may be 
deleted, also when the obstacle has arisen. Ping (Ping) is transmitted to the automatic setting 
equipment 11 of the setting-out place of 6o4 tunnel, and 11', and the existence of an obstacle 
judges that there is no obstacle, when it receives before timing out, and when it times out, it 
judges the received response to the ping concerned that there is an obstacle, for example. By 
constituting in this way, neglect of the 6o4 tunnel it became impossible to use according to an 
obstacle can be avoided, and the futility of resources, such as the control part 52, 52', the storage 
part 53, 53', can be lost. And when 6o4 tunnel is deleted, the tunnel cutout 66 may be constituted 
so that 6o4 tunnel may newly be automatically reset by making into a connection destination the 
automatic setting equipment 11 of another side in the 6o4 tunnel which deleted [ use ] the tunnel 
set part 62, and 11'. Since an obstacle is automatically removable by constituting in this way, the 
fault tolerance of the 6o4 tunnel [ itself ] can be improved, and 6o4 tunnel can be maintained in 
the usable state. 
[0205] 
In an above-mentioned embodiment, the automatic setting equipment 11 is an embodiment 
which forms IPv6overIPv4 tunnel among other automatic setting equipment 11 on ISP networks 
3 of IPv4, and the network 4 of IPv4. Even when it shifts to the network of IPv6 when the 
network of IPv4 adopts IPv6 sequentially, and above-mentioned ISP networks 3 and the network 
4 in an embodiment become IPv6, by same operation, The automatic setting equipment 11 of 1 
can form IPv6overIPv6 tunnel among other automatic setting equipment 11 on ISP networks 3 
and the network 4. Thus, by using the automatic setting equipment 11 concerning the present 
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invention, even when all the nodes of the network 1 come to operate by IPv6 manufacturing 
enterprises, The tunnel automatic setting equipment 11 can not only be manageable, but a secure 
(it is safe) communication path is securable by setting up a tunnel between the networks 2 of 
each IPv6. 
[Brief Description of the Drawings] 
[0206] 
f Drawing 1]It is a figure showing the entire configuration of the network in an embodiment. 
(Drawing  211t is a block diagram showing the composition of the network containing tunnel 
automatic setting equipment. 
[Drawing 3IIt is a figure showing the composition of the setting-out tunnel-pipes Osamu 
information table in tunnel automatic setting equipment. 
f Drawing 4]It is a figure showing the composition of the offer tunnel setting information table in 
an information server. 
[Drawing 511t is a figure showing the composition of the login certification information 
registration table in a registration server. 
[Drawing 6]It is a figure showing the composition of the automatic setting equipment book 
humanity news registration table in a registration server. 
[Drawing >11t is a figure showing the composition of the repository in an authentication server. 
[Drawing 81It is a sequence diagram showing operation of public key certification acquisition 
processing. 
J'Drawing 911t is a flow chart which shows the operation in the issue processing of the public key 
certification of automatic setting equipment. 
[Drawing 1.011t is a flow chart which shows the operation in the memory processing of the public 
key certification of automatic setting equipment. 
[Drawing I I 11 is a sequence diagram showing the operation in the update process to the public 
key certification of an authentication server. 
f Drawing 1211t is a flow chart which shows the operation in the update process to the public key 
certification of an authentication server. 
[Drawing 1311t is a sequence diagram showing operation of the initial processing of tunnel 
automatic setting processing. 
[Drawing 14]It is a sequence diagram (the 1) showing operation of the tunnel construction 
processing in tunnel automatic setting processing. 
f Drawing 1511t is a sequence diagram (the 2) showing operation of the tunnel construction 
processing in tunnel automatic setting processing. 
[Drawing 1611t is a sequence diagram (the 3) showing operation of the tunnel construction 
processing in tunnel automatic setting processing. 
J'Drawing I7 ]It is a sequence diagram (the 4) showing operation of the tunnel construction 
processing in tunnel automatic setting processing. 
(Drawing 1811t is a sequence diagram (the 5) showing operation of the tunnel construction 
processing in tunnel automatic setting processing. 
[Drawing 1911t is a flow chart which shows operation of the tunnel construction processing in 
tunnel automatic setting processing. 
f Drawing 2011t is a sequence diagram showing the operation in the update process to the public 
key certification of automatic setting equipment. 
[Drawing 21 ]It is a flow chart which shows operation of the usability judging process in the 
public key certification of automatic setting equipment. 
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[Drawing 22]It is a sequence diagram (the 1) showing operation of the tunnel deletion in tunnel 
automatic setting processing. 
[Drawing 2311t is a sequence diagram (the 2) showing operation of the tunnel deletion in tunnel 
automatic setting processing. 
]-Drawing 2411t is a sequence diagram (the 3) showing operation of the tunnel deletion in tunnel 
automatic setting processing. 
[Drawing 2511t is a sequence diagram (the 4) showing operation of the tunnel deletion in tunnel 
automatic setting processing. 
[Drawing 261It is a sequence diagram (the 5) showing operation of the tunnel deletion in tunnel 
automatic setting processing. 
[Drawing 27]1t is a figure showing the composition of the inside IP address creation information 
table of a tunnel in the information server in the case of acquiring IPv6 creation information from 
an information server. 
[Drawing 281They are some sequence diagrams showing operation of the initial processing of 
the automatic setting equipment applied when acquiring IPv6 creation information from an 
information server. 
[Drawing 2911t is a flow chart which shows operation of an information server in a part of initial 
processing of the automatic setting equipment applied when acquiring IPv6 creation information 
from an information server. 
["Drawing 301When checking a tunnel external IP address, they are some sequence diagrams 
showing operation of tunnel construction processing of the automatic setting equipment to apply. 
jDrawing 311 When checking a tunnel external IP address, they are some sequence diagrams 
showing operation of the tunnel deletion of the automatic setting equipment to apply. 
JDrawing  321When checking the inside IP address of a tunnel, it is a figure showing the 
composition of the inside IP address table of a set up tunnel in the starting information server. 
f'Drawing, 33 ]When checking the inside IP address of a tunnel, they are some sequence diagrams 
showing operation of the initial processing of the automatic setting equipment to apply. 
[Drawing 341When checking a tunnel external IP address, they are some sequence diagrams 
showing operation of tunnel construction processing of the automatic setting equipment to apply. 
[Drawing 351When checking a tunnel external IP address, they are some sequence diagrams 
showing operation of the tunnel deletion of the automatic setting equipment to apply. 
[Drawing 36]It is a block diagram showing the composition of the network containing tunnel 
automatic setting equipment provided with two or more WAN side interface parts. 
[Drawing 3711t is a figure showing the composition of the setting-out tunnel-pipes Osamu 
information table concerning tunnel automatic setting equipment provided with two or more 
WAN side interface parts. 
]Drawing 381It is a figure showing the composition of the offer tunnel setting information table 
of an information server in case tunnel automatic setting equipment is provided with two or more 
WAN side INTAFE parts. 
[Explanations of letters or numerals] 
[0207] 
1 Network 
2 The network of IPv6 
3 ISP networks of IPv4 
4 The network of IPv4 
5 IPv6overIPv4 tunnel 
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11 and 11' tunnel automatic setting equipment 
21 Information server 
22 Registration server 
23 Authentication server 
24 NTP server 
25 DNS server 
26 DHCP server 
51 Local area network side interface part 
52 and 52' control part 
53 and 53' storage part 
54 Input part 
55 and 55' wide area network side interface part 
62 and 62' tunnel set part 
63 Inside IP address generation part of a connection destination tunnel 
64 Public key certification Management Department 
65 Tunnel cutout 
66 Clock part 
71 The information storage part for tunnel setting out 
72 Security information storage part 
73 and 73' setting-out tunnel-pipes Osamu information storage part 
101 and 101' setting-out tunnel-pipes Osamu information table 
102 and 102' offer tunnel setting information table 
103 Login certification information registration table 
104 Automatic setting equipment book humanity news registration table 
105 Repository 
106 Inside IP address creation information table of a tunnel 
107 Inside IP address table of a set up tunnel 

.................................................. 
[Translation done.] 

* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1.This document has been translated by computer. So the translation may not reflect the original 
precisely. 
2.**** shows the word which can not be translated. 
3.In the drawings, any words are not translated. 
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Application No. 13/371,363 
Amendment dated July 11, 2013 
Reply to Office Action of April 11, 2013 

Docket No.: 104093-0002-105 

AMENDMENTS TO THE SPECIFICATION 

Please amend paragraph [0449] of the specification as follows: 

[0449] Similarly, any suitable encryption keys may be secured within one or more shares of data 

according to any suitable algorithm such as the Shamir secret sharing algorithm. For example, 

encryption keys used to encrypt a data set prior to parsing and splitting, encryption keys used to 

encrypt a data portions after parsing and splitting, or both may be secured using, for example, the 

Shamir secret sharing  algorithm or any other suitable algorithm. 

2 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Filer: Christopher Jinhyun Han/Joanne Ryan 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Utility under 35 USC 111(a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Statutory or Terminal Disclaimer 1814 1 160 160 

Total in USD ($) 340 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of. 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION 

MS Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated April 11, 2013, please amend the above-identified 

U.S. patent application as follows: 

Amendments to the Specification begin on page 2 of this paper. 

Amendments to the Claims are reflected in the listing of claims which begins on page 3 of 

this paper. 

Remarks/Arguments begin on page 9 of this paper. 
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PTO/SB/26 (08-11) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING 
REJECTION OVER A "PRIOR" PATENT 

Docket Number (Optional) 

104093-0002-105 

In re Application of: Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

The owner',  Security First Corp.  , of  100  percent interest in the 
instant application hereby disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the 

instant application which would extend beyond the expiration date of the full statutory term of prior patent No. 8,271,802 

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so 
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly 
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors 
or assigns. 

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant 
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent 
is presently shortened by any terminal disclaimer," in the event that said prior patent later: 

expires for failure to pay a maintenance fee; 
is held unenforceable; 
is found invalid by a court of competent jurisdiction; 
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321; 
has all claims canceled by a reexamination certificate; 
is reissued; or 
is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer. 

Check either box 1 or 2 below, if appropriate. 

For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency, 
etc.), the undersigned is empowered to act on behalf of the business/organization. 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these statements were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code 
and that such willful false statements may jeopardize the validity of the application or any patent issued thereon. 

2. 

X 

X The undersigned is an attorney or agent of record. Reg. No.  70,069 

/Christopher J. Han/  July 11, 2013 
Signature Date 

Christopher J. Han 
Typed or printed name 

(617) 951-7000 
Telephone Number 

Terminal disclaimer fee under 37 CFR 1.20(d) is included. 

WARNING: Information on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PTO-2038. 

'Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner). 
Form PTO/SB/96 may be used for making this certification. See MPEP § 324. 

36779335_1 

EX1009, Page 812



Application No. 13/371,363 
Amendment dated July 11, 2013 
Reply to Office Action of April 11, 2013 

REMARKS 

Docket No.: 104093-0002-105 

Applicants amend independent claim 1 to clarify the claimed invention; and the specification 

to improve clarity. The amendments are fully supported by the specification and do not add new 

matter. Applicants respectfully traverse the rejections and request reconsideration and withdrawal 

of the same in light of the following remarks: 

Summary of Examiner Interview 

The undersigned wishes to thank Examiner Chao for the courtesies extended during the 

telephonic interviews conducted on Tuesday, May 21, 2013 and Wednesday, June 26, 2013. During 

the interviews, the undersigned, his colleague Regina Sam (Reg. No. 67,362), and the Examiner 

discussed the rejections under § 101, § 112, and § 103. 

The Terminal Disclaimer Overcomes the Double Patenting Rejection  

The Examiner rejected claims 1-27 under obviousness-type non-statutory double patenting 

over U.S. Patent No. 8,271,802. Without concurring in the rejection, but solely to advance 

prosecution, Applicants submit herewith a Terminal Disclaimer, thereby obviating the rejection. 

Accordingly, Applicants respectfully request that the double-patenting rejection be withdrawn. 

Independent Claim 1 Recites Patentable Subject Matter Under $ 101  

The Examiner rejected claims 1-9 under 35 U.S.C. § 101 as allegedly being directed to non-

statutory subject matter. See Office Action pg. 4. 

In order to expedite prosecution, and without conceding the issue of patentability, 

Applicants have amended independent claim 1 to specify that the step of encrypting is performed by 

processing circuitry. The Examiner agreed during the interview on May 21, 2013 that this 

amendment would overcome the § 101 rejection. Accordingly, Applicants respectfully request 

reconsideration and withdrawal of the rejection under 35 U.S.C. § 101 for claims 1-9. 

9 
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Application No. 13/371,363 
Amendment dated July 11, 2013 
Reply to Office Action of April 11, 2013 

Docket No.: 104093-0002-105 

The Amended Specification Satisfies the Written Description Requirement of § 112  

The Examiner rejected claims 6, 15, and 24 as allegedly containing subject matter which 

was not sufficiently described in the specification. In particular, the Examiner objected to the 

addition of "secret sharing" to the above-identified claims, contending that Applicant's specification 

did not adequately describe secret sharing algorithm. Without concurring in the rejection, but in 

order to advance prosecution, Applicants have amended paragraph 449 of the specification to 

explicitly recite "Shamir secret sharing." Support for this amendment can be found in at least U.S. 

Provisional Application No. 60/718,185 (see, e.g., pages 178, 256, 264, 270, 275, and 277), to 

which the present application claims priority, and which was incorporated by reference in the 

specification. The Examiner agreed during the interview on May 21, 2013 that this amendment 

would overcome the § 112 rejection and would not raise a new matter issue. Accordingly, 

Applicants respectfully request reconsideration and withdrawal of the rejection under 35 U.S.C. § 

112 for claims 6, 15, and 24. 

Independent Claims 1, 10, and 19 Patently Distinguish over the Cited References 

Independent claims 1, 10, and 19 are rejected under 35 U.S.C. § 103 as being allegedly 

obvious from Krawczyk, Secret Sharing Made Short ("SSMS") in view of Krawcyzk, Distributed 

Fingerprints and Secure Information Dispersal ("DFSID"), and Li U.S. Patent Application 

Publication No. 2006/0080454 ("Li"), or in the alternative, Hand, Spread Spectrum Storage with 

Mnemosyne ("Hand"). Applicants respectfully traverse the rejection. 

Independent claim 1 recites, inter alia, generating data splitting information, wherein the 

data splitting information is usable to determine into which of a plurality of shares of data a unit of 

data of the encrypted data set will be placed. Independent claims 10 and 19 recite a non-transitory 

computer readable medium and a computer system, respectively, directed towards similar subject 

matter as independent claim 1. 

During the interview on June 26, 2013, the Examiner indicated that none of DFSID, Li, and 

Hand show this claimed feature. Rather, the Examiner contended that SSMS teaches the claimed 

generating data splitting information step, by reference to "information dispersal" in § 3. 

Applicants respectfully disagree. The cited section states 

10 
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Application No. 13/371,363 
Amendment dated July 11, 2013 
Reply to Office Action of April 11, 2013 

Docket No.: 104093-0002-105 

Information dispersal was introduced by Rabin [ 15]. It is a scheme 
intended for the distribution of a piece of information among n active 
processors, in such a way that the recovery of the information is 
possible in the presence of in active processors (i.e. out of m 
fragments), where in and n are parameters satisfying 1 ≤ m ≤ n ... 
The basic idea is to add to the information, say a file F, some 
amount of redundancy and then to partition it into n fragments, 
each transmitted to one of the parties. Reconstruction of F is 
possible out of ni (legitimate) fragments. 

(SSMS, § 3, emphasis added). 

The cited section discusses adding redundancy information to original data so that the data 

can be recovered from less than all of the initial pieces. Nowhere in the above-cited section, 

however, does SSMS describe data splitting information which determines into which of a plurality 

of shares of data a unit of data of an encrypted data set will be placed. Specifically, the redundancy 

information does not indicate how a particular unit of original data ends up in a particular fragment; 

rather the redundancy information is added to the original data and is itself distributed along with 

the original data. Moreover, while SSMS discusses "partitioning" a file F into n fragments, SSMS 

does not describe how any data units from the file F are distributed into the n fragments — i.e., there 

is no discussion of how any of the n fragments is composed, much less a discussion of generating 

data splitting information which determines into which of the n fragments a unit of data from the 

file F is placed. The mere fact of "partitioning" does not suggest generating data splitting 

information usable to determine into which of a plurality of shares of data a unit of data will be 

placed. 

For at least the forgoing reasons, Applicants respectfully submit that SSMS, DFSID, Li, and 

Hand, either alone or in combination, fail to describe, teach, or suggest all of the elements of 

independent claims 1, 10, and 19 (or any of claims 2-9, 11-18, and 20-27 that depend therefrom). 

Accordingly, Applicants respectfully request reconsideration and withdrawal of the rejections of 

claims 1-27 under 35 U.S.C. § 103. 

11 
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Application No. 13/371,363 
Amendment dated July 11, 2013 
Reply to Office Action of April 11, 2013 

Docket No.: 104093-0002-105 

Conclusion 

For at least the reasons set forth above, Applicants respectfully submit that claims 1-27 are 

allowable and that this application is in condition for allowance. Reconsideration and prompt 

allowance of this application are respectfully requested. 

Applicants believe no fee is due with this response other than as indicated on the Fee 

Transmittal submitted concurrently herewith. However, if a fee is due, please charge our Deposit 

Account No. 06-1075, under Order No. 104093-0002-105 from which the undersigned is authorized 

to draw. 

Dated: July 11, 2013 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 
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AMENDMENTS TO THE CLAIMS 

Docket No.: 104093-0002-105 

The following listing of claims will replace all prior versions, and listings, of claims in this 

application. 

Listing of Claims  

1. (Currently Amended) A method for securing a data set, the method steps 

implemented by a programmed computer system, the method steps comprising: 

encrypting, by processing circuitry, the data set based on an encryption key to 

produce an encrypted data set; 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

2. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

3. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

4. (Original) The method of claim 1, further comprising causing a plurality of data 

units in each of the shares to be rearranged relative to one another after the separating step. 
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5. (Original) The method of claim 1, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

6. (Previously Presented) The method of claim 1, wherein the data indicative of the 

encryption key comprises data created using a Shamir secret sharing algorithm. 

7. (Original) The method of claim 1, wherein the step of including data indicative of 

the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

8. (Original) The method of claim 7 further comprising the method step of storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

9. (Original) The method of claim 1, wherein the step of storing the shares in 

respective separate storage locations comprises storing the shares on at least two separate storage 

devices. 

10. (Previously Presented) A non-transitory computer readable medium storing 

computer executable instructions that, when executed by at least one processor, cause a computer 

system to carry out a method for securing a data set, the method comprising the steps of-

encrypting the data set based on an encryption key to produce an encrypted 

data set; 

creating hash information based on a hash operation using the data set; 
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generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

11. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a deterministic technique. 

12. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a substantially random technique. 

13. (Original) The non-transitory computer readable medium of claim 10, wherein 

the method further comprises causing a plurality of data units of the encrypted data set to be 

rearranged relative to one another after the separating step. 

14. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data into the plurality of shares comprises causing the plurality 

of shares to have a substantially randomly distribution of the encrypted data set. 

15. (Previously Presented) The non-transitory computer readable medium of claim 

10, wherein the data indicative of the encryption key comprises data created using a Shamir secret 

sharing algorithm. 
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16. (Original) The non-transitory computer readable medium of claim 11, wherein 

the step of including data indicative of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

17. (Original) The non-transitory computer readable medium of claim 16 wherein 

the method further comprises storing the second key outside of the plurality of shares, wherein the 

data set is restorable by accessing less than all, but at least a threshold number of, the plurality of 

shares, and the second key. 

18. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of storing the shares in respective separate storage locations comprises storing the shares on 

at least two separate storage devices. 

19. (Previously Presented) A computer system for securing a data set, the system 

comprising: 

at least one processor; 

a non-transitory computer readable medium storing computer executable 

instructions that, when executed by the at least one processor, cause the computer system to carry 

out the following steps: 

encrypting the data set based on an encryption key to produce an encrypted 

data set; 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 
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separating the encrypted data set into the plurality of shares based on the data 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

20. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

21. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

22. (Original) The system of claim 19, wherein the method further comprises 

causing a plurality of data units of the encrypted data set to be rearranged relative to one another 

after the separating step. 

23. (Original) The system of claim 19, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

24. (Previously Presented) The system of claim 19, wherein data indicative of the 

encryption key comprises data that was created using a Shamir secret sharing algorithm. 

25. (Original) The system of claim 19, wherein the step of including data indicative 

of the encryption key comprises: 

encrypting the encryption key with a second key; and 
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including in the plurality of shares data indicative of the encrypted encryption 

26. (Original) The system of claim 25 wherein the method further comprises storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

27. (Original) The system of claim 19, wherein the separate storage locations are 

located on at least two separate storage devices. 
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requested that the information be expressly considered during the prosecution of this application, 
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the U.S. filing date, OR more than three months after the date of entry of the national stage of a PCT 

application, AND after the mailing date of the first Office Action on the merits, whichever occurs 

first, but before the mailing date of any of a Final Office Action, a Notice of Allowance (37 C.F.R. 

§ 1.97(c)) or an action that otherwise closes prosecution in the application. 

37008846_1 

EX1009, Page 828



Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. Applicant submits herewith a copy of non-patent literature in 

accordance with 37 C.F.R. § 1.98(a)(2). 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Supplemental Information 

Disclosure Statement shall not be construed to mean that a search has been made or that no other 

material information as defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 

1.97(h), the filing of this Supplemental Information Disclosure Statement shall not be construed to 

be an admission that any patent, publication or other information referred to therein is "prior art" for 

this invention unless specifically designated as such. 

Notice of Related Patent Applications  

The Examiner is advised that the following patent applications contain subject matter that 

may be related to the pending claims in the present application. In particular, Applicants would like 

to draw the Examiner's attention to the fact that substantive examination may have occurred in these 

cases. For these cases, copies of any Office Actions that have issued and Replies that have been 

filed in these cases that have not been previously submitted are submitted herewith, and a 

corresponding entry for the Examiner's initials has been added on the form PTO/SB/08b filed 

concurrently herewith. Applicants invite the Examiner to review these documents or any future 

substantive documents that will issue or be filed in any of the below cases. By bringing the 

following applications to the Examiner's attention, applicants do not waive any applicable 

confidentiality provisions of 35 U.S.C. 122. 
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Publication No. Attorney Docket 

No. 

Filing Date Status 

12/148,365 US 2008-0244277 104093-0001-102 4/18/2008 Pending 

13/024,791 US 2011-0179287 104093-0001-103 2/10/2011 Pending 

13/024,804 US 2011-0179271 104093-0001-104 2/10/2011 Pending 

13/371,364 US 2012-0159197 104093-0002-106 2/10/2012 Pending 
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It is submitted that the Supplemental Information Disclosure Statement is in compliance 

with 37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Deposit Account No. 06-1075 in the amount of $ 180.00 covering the fee 

set forth in 37 C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the 

fees filed, asserted to be filed or which should have been filed herewith (or with any paper hereafter 

filed in this application by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-

0002-105. 

Dated: July 18, 2013 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Attorneys/Agents For Applicant 
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Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 
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In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. 
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1.97(h), the filing of this Supplemental Information Disclosure Statement shall not be construed to 

be an admission that any patent, publication or other information referred to therein is "prior art" for 

this invention unless specifically designated as such. 
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may be related to the pending claims in the present application. In particular, Applicants would like 

to draw the Examiner's attention to the fact that substantive examination may have occurred in these 

cases. For these cases, copies of any Office Actions that have issued and Replies that have been 

filed in these cases that have not been previously submitted are submitted herewith, and a 

corresponding entry for the Examiner's initials has been added on the form PTO/SB/08b filed 

concurrently herewith. Applicants invite the Examiner to review these documents or any future 

substantive documents that will issue or be filed in any of the below cases. By bringing the 

following applications to the Examiner's attention, Applicants do not waive any applicable 

confidentiality provisions of 35 U.S.C. 122. 
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It is submitted that the Supplemental Information Disclosure Statement is in compliance 

with 37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 
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filed in this application by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-

0002-105. 

Dated: August 21, 2013 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Attorneys/Agents For Applicant 

3 
37710691_1 

EX1009, Page 837



PTO/S13/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 

No. 1 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code 2 (if known) 

US-2007/0162744 07-12-2007 Hoshino et al. 
US-8,060,832 11-15-2011 Kruempelmann et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

T 6 
T CountryCode3 -Number'-KindCodes(6 known) 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

37710693_1 

EX1009, Page 838



PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 

Examiner 

Initials 
Cite 
No.' 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 

the item (book, magazine, journal, serial, sym posium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

TZ 

Examiner Date 

Signature Considered 

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant isto place a check mark here if English language Translation is attached. 

37710693_1 

EX1009, Page 839



Electronic Acknowledgement Receipt 

EFSID: 16650176 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Joanne Ryan 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 21-AUG-2013 

Filing Date: 10-FEB-2012 

Time Stamp: 17:23:50 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 4692 

Deposit Account 061075 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 

EX1009, Page 840



File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 Transmittal Letter 
104093-0002p105_Supp_IDS. 

df 

79085 

no 3 
478900d,a99692bcb919ac66bff8S16aSb6 

00-9 

Warnings: 

Information: 

2 Information Disclosure Statement (IDS) 
Form (SB08) 

104093-0002-105_SBO8.pdf 

125788 

no 2 
bOe88e773412e1662ee5a7676S4d2c74250 

d4cde 

Warnings: 

Information: 

This is not an LISPTO supplied IDS fillable form 

3 Fee Worksheet (SB06) fee-info.pdf 

30499 

no 2 
6f4d31663f91 a995915fc68cd7fe2f8ece6f3a 

ab 

Warnings: 

Information: 

Total Files Size ( in bytes): 235372 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application_ Filed with the USPTO_as a_Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 

EX1009, Page 841



Notice of References Cited 

Application/Control No. 

13/371,363 

Applicant(s)/Patent Under 
Reexamination 

ORSINI ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Name Classification 

A US-

B US-

C US-

D US-

E US-

F US-

G US-

H US-

I US-

1 US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Country Name Classification 

N 

O 

P 

Q 

R 

S 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

U Rabin et al., Efficient Dispersal of Information for Security, Load Balancing, and Fault Tolerance, 1989, Retrieved from the 
Internet <URL: dl.acm.org/citation.cfm?id=62050>, pp 1-14 as printed. 

V 

W 

X 

'A copy of th's reference is not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 
PTO-892 ( Rev. 01-2001) Notice of References Cited Part of Paper No. 20130716 

EX1009, Page 842



Search Notes 

Application/Control No. 

13371363 

Applicant(s)/Patent Under 
Reexamination 

ORSINI ET AL. 

Examiner 

MICHAEL CHAO 

Art Unit 

2492 

CPC- SEARCHED 

Symbol Date Examiner 

CPC COMBINATION SETS - SEARCHED 

Symbol Date Examiner 

US CLASSIFICATION SEARCHED 

Class Subclass Date Examiner 
726 26 5/4/2012 me 

SEARCH NOTES 

Search Notes Date Examiner 
Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search History 
Printout. 

5/4/2012 me 

Inventor name search in EAST 5/4/2012 me 
Assignee name search in EAST 5/4/2012 me 
google scholar searched "fountain OR erasure OR tornado OR LT OR 
raptor OR rateless code encrypted key hash OR fingerprint OR 
checksum" 

5/4/2012 me 

updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

7/16/2012 me 

google searched "shamir secret sharing" 3/12/2013 me 
updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

3/12/2013 me 

updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

7/17/2013 me 

INTERFERENCE SEARCH 

U.S. Patent and Trademark Office Part of Paper No.: 20130716 

EX1009, Page 843



US Class/ 
CPC Symbol 

US Subclass / CPC Group Date Examiner 

U.S. Patent and Trademark Office Part of Paper No.: 20130716 

EX1009, Page 844



Receipt date: 97/18/2©13 13371383 - GAU: 2492 

PTO/S13/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 

No. t 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code 2 (if known) 

US-2007/0071234 03-29-2007 Lagrange et al. 
I'j.&' US-2007/0124584 05-31-2007 Gupta 

/I c US-2007/0162744 07-12-2007 Hoshino et al. 
US-2009/0304004 12-10-2009 Huynh Van et al. 
US-2010/0054474 03-04-2010 Schneider 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

6 

T CountryCode3-Number"-KindCodesff known) 

Examiner Date 
Signature /Mit,h,;Q1 Ch-in< Considered M9/0W013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST.16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

37008896_1 

EX1009, Page 845



Receipt date: 97/18/2©13 13371383 - GAU: 2492 

PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 

Examiner 
Initials 

Cite 
No.' 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 

the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

TZ 

1M .C.1 
Xu, "Locality Driven Key Management Architecture for Mobile Ad-hoc Networks," 2004 IEEE 
International Conference on Mobile Ad-hoc and Sensor Systems," pgs. 436-446. 

P 

Examiner 
Signature 

•, A 
/Michae l Chao/ Date 

Considered 
09/06/'2013 

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant isto place a check mark here if English language Translation is attached. 

37008896_1 

EX1009, Page 846



Index of Claims 

Application/Control No. 

13371363 

Applicant(s)/Patent Under 
Reexamination 

ORSINI ET AL. 

Examiner 

MICHAEL CHAO 

Art Unit 

2492 

✓ Rejected 

- Allowed 

- Cancelled 

- Restricted 

N Non-Elected 

I Interference 

A Appeal 

O Objected 

■ Claims renumbered in the same order as presented by applicant ■ CPA ■ T. D. ■ R.1.47 

CLAIM DATE 

Final Original 05/02/2012 07/16/2012 03/12/2013 09/06/2013 

1 ✓ ✓ ✓ ✓ 

2 ✓ ✓ ✓ ✓ 

3 ✓ ✓ ✓ ✓ 

4 ✓ ✓ ✓ ✓ 

5 ✓ ✓ ✓ ✓ 

6 ✓ ✓ ✓ ✓ 

7 ✓ ✓ ✓ ✓ 

8 ✓ ✓ ✓ ✓ 

9 ✓ ✓ ✓ ✓ 

10 ✓ ✓ ✓ ✓ 

11 ✓ ✓ ✓ ✓ 

12 ✓ ✓ ✓ ✓ 

13 ✓ ✓ ✓ ✓ 

14 ✓ ✓ ✓ ✓ 

15 ✓ ✓ ✓ ✓ 

16 ✓ ✓ ✓ ✓ 

17 ✓ ✓ ✓ ✓ 

18 ✓ ✓ ✓ ✓ 

19 ✓ ✓ ✓ ✓ 

20 ✓ ✓ ✓ ✓ 

21 ✓ ✓ ✓ ✓ 

22 ✓ ✓ ✓ ✓ 

23 ✓ ✓ ✓ ✓ 

24 ✓ ✓ ✓ ✓ 

25 ✓ ✓ ✓ ✓ 

26 ✓ ✓ ✓ ✓ 

27 ✓ ✓ ✓ ✓ 

U.S. Patent and Trademark Office Part of Paper No.: 20130716 

EX1009, Page 847



EAST Search History 

EAST Search History 

EAST Search History ( Prior Art) 

Ref Hits 

L1 

L2 

Search Query 

0 (fountain OR erasure OR tornado OR raptor 
OR rateless) adj (coding or codes) encrypted 
key ( hash OR fingerprint OR checksum) and 
@pd> "20130411 " and (@ad< "20041025" or 
(arlad< " 20041025") 

Dl3s 

US-
PGPUB; 
USPAT; 
EPO; 
IBM TDB 

Default 
Operator 

AND 

-------------------------
0 (fountain OR erasure OR tornado OR LT OR 

raptor OR rateless) adj2 cod$3 encrypted 
key ( hash OR fingerprint OR checksum) and 
@pd> "20130411 " and (@ad< "20041025" or 
@rlad< " 20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND 

Plurals 

-------------------
OFF 

-------------------

Time 
Stamp 
--------------------------
2013/ 07/ 17 
09:43 

--------------------------
OFF 2013/ 07/ 17 

09:43 

1 (orsini and rick or hare and mark or 
davenport and rojer or winick and steven).in. 
and @pd> "20130411 " 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

OR OFF 

4 (security adj first).asn. and 
@pd> "20130411 " 

US-
PGPUB; 
USPAT; 
EPO; 
IBM TDB 

OR OFF 

2013/07/17 
09:43 

2013/07/17 
09:43 

27 

6 

726/27.ccls. and @pd>"20130411" and 
(@ad<"20041025" or @rlad<"20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

713/153.ccls. and @pd>"20130411" and 
(@ad<"20041025" or @rlad<"20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

2013/07/17 
09:46 

2013/07/17 
09:46 

7/ 17/ 2013 9:48:16 AM 
C:\ Users\ mchao\ Documents\ EAST\ Workspaces\ 13371363.wsp 

file:///CI[Users/mchao/Documents/e-Red%2OFolder/13371363/EASTSearchHistory.13371363_AccessibleVersion.htm[7/17/2013 9:48:25 AM] 

EX1009, Page 848



Receipt date: 08/21/2013 13371383 - GAU: 2492 

PTO/S13/08a (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No. t 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code 2 ( if known) 

1 C ! US-2007/0162744 07-12-2007 Hoshino et al. 

lU r US-8,060,832 11-15-2011 Kruempelmann et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

6 
T CountryCode3-Number"-KindCodesff known) 

Examiner 

Signature /Michael Chao/ 
Date 

Considered 
•/ `•1 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

37710693_1 

EX1009, Page 849



Receipt date: 07/11/2013 13371363 - GAU e 2492 

PTO/S13/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 131371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 5 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 

No. t 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code 2 (if known) 

US-8,307,443 11-06-2012 Wang et al. 
US-8,261,265 09-04-2012 Chen et al. 
US-8,250,643 08-21-2012 Enomoto et al. 
US-8,195,976 06-05-2012 Rao et al. 
US-8,060,088 11-15-2011 Ihattula 
US-7,926,090 04-12-2011 Blevins et al. 
US-7,921,288 04-05-2011 Hildebrand 
US-7,865,741 01-04-2011 Wood et al. 
US-7,801,781 09-21-2010 Olin et al. 
US-7,756,792 07-13-2010 Hughes 
US-7,752,482 07-06-2010 Gredone et al. 
US-7,721,150 05-18-2010 Belyakov et al. 
US-7,623,809 11-24-2009 Nakano et al. 
US-7,535,905 05-19-2009 Narayanan et al. 
US-7,478,427 01-13-2009 Mukhedee et al. 
US-7,428,754 09-23-2008 Neumann et al. 
US-7,363,361 04-22-2008 Tewari et al. 
US-7,346,925 03-18-2008 Marcjan 
US-7,140,044 11-21-2006 Redlich et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

T 6 
T CountryCode3-Number"-KindCodesff known) 

JP-2006-174152-A 06-29-2006 
Matsushita Electric Works 
Ltd. 

Examiner 
Signature 

/Michael C 0/ Date 
Considered 

07/1 7j201.3 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). ' See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 
precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 

possible. ' Applicant is to place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 

EX1009, Page 850



Receipt date: 07/11/2013 13371363 - GAU e 2492 

PTO/SB/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 5 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 

Initials* 

Cite 

No.' 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
App licant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant g 

Figures Appear Number-KindCode2(rfknown) 

US-7,107,385 09-12-2006 Rajanetal. 
US-7,085,854 08-01-2006 Corente 
US-7,003,668 02-21-2006 Berson et al. 
US-6,915,436 07-05-2005 Booth, III et al. 
US-6,785,768 08-31-2004 Peters et al. 
US-6,505,216 01-07-2003 Schutzman et al. 
US-6,415,373 07-02-2002 Peters et al. 
US-5,666,514 09-09-1997 Cheriton 
US-5,623,549 04-22-1997 Ritter 
US-5,603,003 02-11-1997 Akizawa et al. 
US-2013/0042105 02-14-2013 Orsini et al. 
US-2012/0266231 10-18-2012 Spiers et al. 
US-2012/0255035 10-04-2012 Orsini et al. 
US-2012/0255034 10-04-2012 Orsini et al. 
US-2011/0145413 06-16-2011 Dawson et al. 
US-2011/0093113 04-21-2011 Sager et al. 
US-2010/0332617 12-30-2010 Goodwin et al. 
US-2010/0318812 12-16-2010 Auradkar et al. 
US-2010/0283734 11-11-2010 Hallbauer et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

T 6 
T CountryCode3-Number"-KindCodesff known) 

J 

Examiner 
Signature "Michae' Chao/ 

Date 
Considered X11 /2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued 
the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 

EX1009, Page 851



Receipt date: 07/11/2013 13371363 - GAU e 2492 

PTO/SB/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 3 of 5 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 

Initials* 

Cite 

No.' 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
App licant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant g 

Figures Appear Number-KindCode2(rfknown) 

US-2010/0223613 09-02-2010 Schneider 
US-2010/0125730 05-20-2010 Dodgson et al. 
US-2010/0005028 01-07-2010 Hartley et al. 

Q 
I IQ nnnotp-ApGonn :0 do 0nno R9 lio, k; a+ I 

A 

US-2009/0300284 12-03-2009 Murotani et al. 
US-2009/0292919 11-26-2009 England 
US-2009/0209232 08-20-2009 Cha et al. 
US-2009/0113203 04-30-2009 Tsuge et al. 
US-2009/0097657 04-16-2009 Scheidt et al. 
US-2009/0092252 04-09-2009 Noll et al. 
US-2008/0240441 10-02-2008 Kawakami 
US-2008/0232592 09-25-2008 Lee et al. 
US-2008/0155252 06-26-2008 Nambiar 
US-2008/0126614 05-29-2008 Ooi et al. 
US-2008/0072035 03-20-2008 Johnson et al. 
US-2008/0046752 02-21-2008 Berger et al. 
US-2008/0016334 01-17-2008 Kurapati et al. 
US-2007/0097885 05-03-2007 Traversat et al. 
US-2006/0165060 07-27-2006 Dua 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

6 

T CountryCode3-Number"-KindCodesff known) 

J 

Examiner Date 
Signature /Michne! Chpo/ Considered 07/117/20 3 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 
the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 

EX1009, Page 852



Receipt date: 07/11/2013 13371363 - GAU e 2492 

PTO/SB/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 4 of 5 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 

Initials* 

Cite 

No.' 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
App licant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant g 

Figures Appear Number-KindCode2(rfknown) 

US-2006/0078127 04-13-2006 Cacayorin 
US-2006/0046728 03-02-2006 Jung et al. 
US-2005/0198306 09-08-2005 Palojarvi et al. 
US-2005/0160290 07-21-2005 Moon et al. 
US-2005/0132060 06-16-2005 Mo et al. 
US-2005/0071631 03-31-2005 Langer 
US-2004/0122960 06-24-2004 Hall et al. 
US-2003/0084290 05-01-2003 Murty et al. 
US-2003/0061481 03-27-2003 Levine et al. 
US-2003/0023958 01-30-2003 Patel et al. 
US-2003/0005094 01-02-2003 YUAN et al. 
US-2002/0184444 12-05-2002 Shandony 
US-2002/0178361 11-28-2002 Genty et al. 
US-2002/0141590 10-03-2002 Montgomery 
US-2002/0023210 02-21-2002 Tuomenoksa et al. 
US-2002/0016926 02-07-2002 Nguyen et al. 
US-2007/157025 07-05-2007 Sastry et al. 
US-2010/0077252 03-25-2010 Siewert et al. 
US-2010/0306578 12-02-2010 THORNTON et al. 
US-8,397,288 03-12-3013 Melvin, Jr. et al. 
US-8,341,115 12-25-2012 Natanzon et al. 
US-8,261,084 09-04-2012 Nonaka et al. 
US-7,743,261 06-22-2010 Nonaka et al. 
US-7,596,741 09-29-2009 LaVigne et al. 
US-7,549,061 06-16-2009 Nonaka et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
N0.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

6 

T Country Code 3 -Number°-KindCodesff known) 

Examiner 
Signature /Mcihael Chao/ 

Date 
Considered 0-, / 17/2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 
precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if 

possible. ' Applicant is to place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 

EX1009, Page 853



Receipt date: 07/11/2013 13371363 - GAU e 2492 

PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 5 of 5 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 

Examiner 
Initials 

Cite 
No.' 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 

the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where published. 
TZ 

Dierks, "The Transport Layer Security Protocol," RFC 4346m Version 1.1, April 2006, 86 
pages 

Johnson, "MLS-Net and Secure Parser: A New Method for Securing and Segregating Network 
Data" [Online] 8-July 2007"XP002582437 5th International Symposium on Risk Management 
and Informatic: WMS12007, Orlando Florida, USA 

Kent, "Security Architecture for the Internet Protocol," RFC 2401, November 1998, 67 pages. 

Krog, Erol, "Access Control in Peer-to-Peer Storage Systems," 1 Oct 2006, XP55036196, 
Retrieved from the Internet: URL:ftp://ftp.tik.ee.ethz.ch/pub/studfents/2006-So/MA-2006-10.pdf 
jretrieved on 2012-08-231 page. 61-62 

Pattam, "Enhancing Security in 802.11 and 802.1X Networks with Intrusion Detection," Jan. 
20, 2006, Univ. of New Orleans Theses and Dissertations, Paper 1034, 111 pages 

Sengar et al., "MTPSec: Customizable Secure MTP3 Tunnels in the SS7 Network," 
Proceedings of the 19th IEEE International Parallel and Distributed Processing Symposium, 8 
pages (2005) 

Copies of Office Actions and Replies for U.S. Application No. 12/148,365 ( 104093-0001-102) 

Copies of Office Actions and replies for U.S. Application No. 13/024,791 ( 104093-0001-103) 

Copies of Office Actions and replies for U.S. Application No. 13/024,804 ( 104093-000-104) 

Copies of Office Actions and Replies for U.S. Application No. 13/371,364 ( 104093-0002-106) 

Examiner 
Signature /NIICh30l Chao/ 

Date 
Considered 07/17/2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant isto place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 

EX1009, Page 854



UNITED STA 1'hS PA 1'hNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gw 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 

1473 7590 

ROPES & GRAY LLP 
PA 1'LNT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

09/17/2013 

Rick L. Orsini 104093-0002-105 7984 

EXAMINER 

CHAO, MICHAEL W 

ART UNIT PAPER NUMBER 

2492 

NOTIFICATION DATE DELIVERY MODE 

09/17/2013 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

USPatentMail@ropesgray.com 
USPatentMail2@ropesgray.com 

PTOL-90A (Rev. 04/07) 

EX1009, Page 855



Application No. 
13/371,363 

Applicant(s) 
ORSINI ET AL. 

Office Action Summary Examiner 
Michael Chao 

Art Unit 
2492 

AIA (First Inventor to File) 
Status 
No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)® Responsive to communication(s) filed on 11 July 2013. 

❑ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on  

2a)® This action is FINAL. 2b)❑ This action is non-final. 

3)❑ An election was made by the applicant in response to a restriction requirement set forth during the interview on 

the restriction requirement and election have been incorporated into this action. 

4)❑ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)® Claim(s) 1-27is/are pending in the application. 

5a) Of the above claim(s) is/are withdrawn from consideration. 

6)❑ Claim(s) is/are allowed. 

7)® Claim(s) 1-27is/are rejected. 

8)❑ Claim(s) is/are objected to. 

9)❑ Claim(s) are subject to restriction and/or election requirement. 

* If any claims have been determined allowable you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

httP://www.uspto.gov/patents/:nit events/pph/index.jsp or send an inquiry to PPHfeedbackCrDUspto.cIov. 

Application Papers 

10)❑ The specification is objected to by the Examiner. 

11)❑ The drawing(s) filed on is/are: a)❑ accepted or b)❑ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

Priority under 35 U.S.C. § 119 

12)❑ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)❑ All b)❑ Some * c)❑ None of the: 

1.❑ Certified copies of the priority documents have been received. 

2.❑ Certified copies of the priority documents have been received in Application No. 

3.❑ Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) ® Notice of References Cited ( PTO-892) 

2) ® Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date See Continuation Sheet. 

3) ❑ Interview Summary (PTO-413) 

Paper No(s)/Mail Date. 

4) ❑ Other: 

U.S. Patent and Trademark Office 
PTOL-326 ( Rev. 05-13) Office Action Summary Part of Paper No./Mail Date 20130716 

EX1009, Page 856



Continuation Sheet (PTOL-326) Application No. 13/371,363 

Continuation of Attachment(s) 2). Information Disclosure Statement(s) (PTO/SB/08), Paper No(s)/Mail Date :7/11/2013, 7/18/2013, 
8/21/2013. 

EX1009, Page 857



Application/Control Number: 13/371,363 Page 2 

Art Unit: 2492 

1 DETAILED ACTION 

2 This action is in response to argument filed 7/11/2013. Application 13/371,363 

3 claims priority to 10/25/2004. Claims 1-27 are pending and directed toward distributed 

4 data storage in an encrypted system. 

5 

6 Information Disclosure Statement 

7 The information disclosure statement ( IDS) submitted on 7/11/2013 was filed 

8 after the mailing date of the Non- Final OA on 4/11/2013. The submission is in 

9 compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 

10 statement is being considered by the examiner. 

11 The following references in the IDS do not appear relevant and have not been 

12 "considered." 

13 Belouchi et al., US 2009/0305900, Genemap of the Human Genes Associated 

14 with Longevity. 

15 The information disclosure statement filed 8/21/2013, 7/18/2013 fails to comply 

16 with the provisions of 37 CFR 1.97, 1.98 and MPEP § 609 because it does not provide 

17 (b) a column that provides a space next to each document listed to permit the 

18 examiner's initials. It has been placed in the application file, but the information referred 

19 to therein has not been considered as to the merits. Applicant is advised that the date 

20 of any re-submission of any item of information contained in this information disclosure 

21 statement or the submission of any missing element(s) will be the date of submission for 

22 purposes of determining compliance with the requirements based on the time of filing 
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1 the statement, including all certification requirements for statements under 37 CFR 

2 1.97(e). See MPEP § 609.05(a). 

3 The portions of these IDSs that list related applications cannot be considered 

4 because they are not in a form that allows the Examiner to mark them as considered. In 

5 addition, they are not documents but rather constitute entire prosecution histories. 

6 Although the Examiner is aware of the co-pending and allowed cases, he cannot 

7 "consider" an entire prosecution history. 

8 

9 Response to Arguments 

10 Applicant's arguments filed 7/11/2013 have been fully considered but they are 

11 not persuasive. 

12 It is a principle of patent prosecution that the Applicant may act as his own 

13 lexicographer and define the invention in any terms he deems fit. This benefit is 

14 counterbalanced by the requirement that claims are given their broadest reasonable 

15 construction in light of the specification (see MPEP 2111). This counterbalance is 

16 required because without broadly construing the claim terms in view of the detailed 

17 description an Applicant could create his own terms and then merely claim the prior art 

18 does not feature said terms; such would frustrate the purpose of 35 USC 102 and 103. 

19 Thus, while the Applicant may use any terminology he desires, the terminology is 

20 afforded only the meaning required by the claim viewed in light of the specification. The 

21 result of these axioms is that when Applicant points out distinctions between the prior 

22 art and the claimed invention it is useful to provide supporting citations to the 
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1 specification so that Applicant's arguments can gain the benefit of the context of the 

2 Application. This is especially true when the Applicant and the Examiner disagree as to 

3 the meaning of a claim term; which is the present issue. 

4 For example, if Applicant responds by an argument directed toward a particular 

5 limitation and provides a citation to an embodiment of the specification to which he 

6 avers the claim requires; the Examiner might respond by pointing out other possible 

7 interpretations, or alternatively by pointing out portions of the detailed description which 

8 are not presently claimed. This would clarify both the Applicant's and the Examiner's 

9 position for the benefit of both parties as well as any parties which must review the 

10 prosecution history. 

11 Presently, Applicant and Examiner disagree as to the appropriate interpretation 

12 of "data splitting information". The Examiners position is that the term is defined by the 

13 context in which it is recited by the claim. Applicant's position is that the "data splitting 

14 information" requires "information which determines into which of the n fragments a unit 

15 of data from the file Fis placed. " (Applicant's Arguments p. 117 2). In the prior art 

16 systems cited below, the Krawczyk references, referred to as SSMS and DFSID, the file 

17 F is split into n fragments ("2. Using IDA partition the encryption file E into n fragments, 

18 E1, E2, ... , En." SSMS p. 6). Applicant further states that "The mere fact of p̀artitioning' 

19 does not suggest generating data splitting information usable to determine into which of 

20 a plurality of shares of data a unit of data will be placed" (Applicant's Arguments p. 11 ¶ 

21 2). 
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1 However, to the Examiner, it is self-evident that any system that uses IDA to 

2 partition data either uses IDA as "data splitting information", or IDA must inherently 

3 include "data splitting information" to partition the file. The key issue at this point, is what 

4 Applicant intends "data splitting information" to be, which of course, would require 

5 citations to the detailed description. In this respect the arguments are lacking. 

6 

7 What follows is an overly verbose discussion of the claimed invention and the 

8 mapping of the prior art thereto. While not critical to the Examiner's response (see 

9 above) it may be useful to gain insight into the Examiner's analysis of the claim. 

10 

11 

12 

13 Applicant's sole argument is that the cited prior art Krawczyk (Secret Sharing 

14 made Short) SSMS, in view of Krawczyk ( Distributed Fingerprints and Secure 

15 Information Dispersal) DFSID, in view of { Li or, in the alternative, Hand} does not 

16 disclose "splitting information". This argument is not persuasive for reasons detailed 

17 below. 

18 

19 Background 

20 In a prior action dated 7/26/2012 the Examiner had rejected claims 6, 15, and 24 

21 as failing to fulfill the written description requirement because a "Shamir algorithm" was 

22 not described in the specification. Adi Shamir is a cryptographer who has authored 
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1 numerous algorithms, the most common of which is the RSA algorithm. In response to 

2 this rejection Applicant's pointed to, and have now amended the specification to include 

3 (see remarks p. 10) "Shamir secret sharing algorithm" as detailed in the provisional 

4 Application 60/718,185. 

5 Upon the performance of an updated search for "Shamir secret sharing", the 

6 Krawczyk references were found and applied in a rejection; where the DFSID reference 

7 explicitly contemplated its use with SSMS (DFSID § 5 and NFOA 4/11/2013 p. 9 II. 9-

8 11). 

9 These two Krawczyk references have been (NFOA 4/11/2013) and are currently 

10 cited as disclosing all the claimed limitations with the exception of "splitting information" 

11 and the rearranging the shares of claims 4, 13 and 22. While the Krawczyk reference 

12 discloses the invention in nearly identical language, no "splitting information" was found. 

13 Thus, the Examiner believed that Krawczyk did not disclose such and it became 

14 necessary to determine how the splitting information was used. 

15 Claim 1 recites: 

16 "generating data splitting information, wherein the data splitting information is 

17 usable to determine into which of a plurality of shares a data unit of data of the 

18 encrypted data set will be placed; 

19 separating the encrypted data set into the plurality of shares based on the data 

20 splitting information 

21 

EX1009, Page 862



Application/Control Number: 13/371,363 Page 7 

Art Unit: 2492 

1 Causing the plurality of shares to be stored in respective separate storage 

2 locations; 

3 ....,, 

4 SSMS discloses the following analogous steps (absent the splitting information). 

5 "2. Using IDA partition the encrypted file E into n fragments, El, Ez,... , En. 

6 3. ... 

7 4. Send to each participant Pi, i = 1'2,... ,n the share Si = (E;, Ki). The 

8 portion Ki is privately transmitted to Pi (e.g. using encryption or any other 

9 secure way)." (SSMS p. 6). 

10 

11 As disclosed by the prior art (SSMS, DSFID) n shares are created which are 

12 indistinct such that any threshold m number is sufficient to reconstruct the file (SSMS p. 

13 6)(also Applicant's claim 1). (The details of this will be discussed later in the Prior Art 

14 Splitting section.) If shares are indistinct, then what use is the "data splitting information 

15 [is] usable to determine into which of a plurality of shares of data a unit of data of the 

16 encrypted data set will be placed"? In addition, any system which "separate[ed] the 

17 encrypted data set" would inherently disclose "splitting information," which would make 

18 the splitting information limitation superfluous unless it required something more, an 

19 implied limitation, or a reason to place data in a particular share. 

20 The answer must be that the shares are not indistinct, and the only distinction in 

21 the claim is which "storage location" the share is sent to. Note that claim 4, requires 

22 rearrangement of the data in the share, which would have no utility unless it changed 
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1 where the data was located at (since any m number of shares can reconstruct the file, 

2 switching the data of the shares among storage locations would perform no action). At 

3 the time, a brief inspection of the specification did not yield a definition, or any other 

4 recitation of the term "splitting information". Thus, the Examiner interpreted the "splitting 

5 information" to define how to distribute the data of the encrypted file to physical 

6 locations. In other words, the Examiner interpreted the context of the shares in the claim 

7 to define how the "data splitting information" is used. In accordance with this 

8 interpretation, and the understanding that the Krawczyk references were agnostic with 

9 regard to where the particular data was sent the Li or Hand references were combined 

10 which featured particular algorithms for managing analogously coded data distribution. 

11 ("each peer node is assigned k keys in the coded message space of n, with each key being the 
12 row index of the generator matrix G. The key assignment may be carried out by the server. Further, if the 
13 number of peers caching the media is smaller than n/k, it is possible to assign each peer a unique set of 
14 keys. As a result, it can be guaranteed that each peer holds distinctive coded messages. While this 
15 strategy provides a number of benefits, it still requires a central coordination node (such as the server)." 
16 Li [0109]) 
17 ("Location: Mnemosyne achieves its security properties by storing encrypted data blocks in 
18 pseudo-random (and, to an adversary, unpredictable) locations in a large virtual network store, which is 
19 then mapped onto distributed physical storage devices. The locations of the encrypted blocks making up 
20 a data set are determined by a sequence of 256-bit values obtained by successively hashing an initial 
21 value which depends ultimately on the filename and the user's key K. 
22 Distribution: The sequence of 256-bit location identifiers from the previous step is finally mapped 
23 onto physical storage using a peer-to-peer network of storage nodes, each of which holds a fixed-size 
24 physical block store." Hand § 27.2 ¶ 6-7). 

25 

26 However, Applicant responds in the present remarks (p. 10-11) and during the 

27 most recent interview 6/26/2013 (noted in remarks p. 10) that this interpretation was 

28 incorrect and that the data splitting information determines which logical "share" the 

29 data goes into ( how the data is separated) rather than what storage location the share is 

30 destined (What Li and Hand were cited for). Thus, the Examiner is again stuck with the 
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1 conundrum of determining an appropriate interpretation of "data splitting information" 

2 and to contrast that with the prior art method of partitioning ("2. Using IDA partition the 

3 encryption file E into n fragments, E1, E2, ... , En." SSMS p. 6). 

4 

5 Applicant's Disclosure 

6 As a preliminary note, the term "splitting information" was not found in the 

7 specification. Upon review of the figures, Figure 21-23 feature a block without a numeric 

8 indicator titled "Split data according to session key". The following description of which 

9 was found on ¶¶ 303-306: (see also ¶¶ 311-314, 320-322, 332-335) 

10 [0303] 1. Generating a session master key and encrypt the data using RSI stream cipher. 
11 [0304] 2. Separatinq the resulting encrypted data into four shares or portions of parsed data  
12 according to the pattern of the session master key.  
13 [0305] 3. In this embodiment of the method, the session master key will be stored along with the 
14 secured data shares in a data depository. Separating the session master key according to the pattern of 
15 the Parser Master Key and append the key data to the encrypted parsed data. 
16 [0306] 4. The resulting four shares of data will contain encrypted portions of the original data and 
17 portions of the session master key. Generate a stream cipher key for each of the four data shares. 
18 
19 Note that while these sections of the specification disclose that the "splitting 

20 information" is a "session master key," they do not disclose how it is actually used to 

21 define which data goes into the shares. This is irrelevant at this point because the prior 

22 art discloses a key that inherently determines which "data" is placed in the share. 

23 

24 Prior Art Splitting 

25 SSMS was cited as disclosing the separating portion of the limitation: ("2. Using 

26 IDA partition the encryption file E into n fragments, E1, E2, ... , En." SSMS p. 6)("3. 

27 Using PSS generate n shares for the key K" SSMS p. 6). SSMS defines IDA ("We 

28 assume a generic information dispersal algorithm that we denote by IDA" p. 6) as 
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1 "Information Dispersal was introduced by Rabin [15]" (§ 3). See also DFSID ¶ 2. The 

2 referenced Information Dispersal Algorithm is defined in Rabin et al. ( Efficient Dispersal 

3 of Information for Security, Load Balancing, and Fault tolerance). 

4 SSMS provides a brief disclosure of the workings of an IDA algorithm (" Remark:" 

5 beginning on SSMS p. 5) which "determine[s] into which of a plurality of shares a data 

6 unit of data of the encrypted data set will be placed". 

7 "For completeness, we outline the following simple information dispersal scheme based on Reed 
8 Solomon erasure codes. The information to be shared is partitioned into m equal parts where each part is 
9 viewed as an element over a finite field (e.g. GF@), for a large enough prime p ) . These m elements are 

10 then viewed as coefficients of a polynomial of degree m - 1, and the n fragments for distribution are 
11 obtained by evaluating this polynomial in n different points. Clearly the whole information can be 
12 reconstructed (by interpolation) from any m fragments. We stress that for large files, it is not necessary to 
13 work on a huge field but just to view the information as the concatenation of different polynomials. Notice 
14 the difference between such a scheme and Shamir's secret sharing in which the information is 
15 represented by the free coefficient and not by the whole polynomial (this is essential in Shamir's scheme 
16 to provide perfect secrecy but not for information dispersal where secrecy is not a concern)." 
17 
18 However to fully illustrate the workings of the prior art, the Rabin reference will 

19 now be discussed. While Rabin discloses the method in multitude of detail, the portion 

20 with which we are concerned is how the prior art IDA scheme splits the data. ( Rabin p. 

21 4) 
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318 MICHAT-A, O—RABIN 
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The prior art Rabin discloses "separating the encrypted data set into the plurality 
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1 the claimed "encrypted data". Rabin goes on to disclose that this is done using matrix 

2 multiplication through the inverse of the matrix A formed of vectors a;. 

3 Recall now that SSMS first encrypts the data S with key K before using IDA 

4 (Rabin or the Remark section on SSMS p. 5) to partition (separate) the data. Separating 

5 the data through a matrix multiplication ( Rabin) or by evaluating the polynomial at 

6 different points (SSMS p. 5) is not like cutting a file into pieces and placing contiguous 

7 bits in various shares, rather, the matrix multiplication and polynomial evaluation creates 

8 each share based upon every byte in the input file. Thus, when the file is first encrypted, 

9 it is implicit that the encrypted/unencrypted files would generate distinct shares. Thus, 

10 the embodiment of Applicant's invention which separates data based on a Key, is 

11 inherently disclosed by the combination of SSMS in view of DFSID. 

12 

13 

14 Claim Interpretation of "splitting information" 

15 As seen above, through exploration of Applicant's specification (Applicant's 

16 Disclosure) and review of the structures of the prior art ( Prior Art Splitting), the cited 

17 references SSMS in view of DFSID disclose the process of Applicant's specification ¶¶ 

18 303-306. However, these paragraphs are unclaimed, thus the claim must be afforded a 

19 broadest reasonable interpretation. This means that, until clarified, the Examiner must 

20 maintain his prior claim interpretation; that the "splitting information" defines how to 

21 distribute the data of the encrypted file to physical locations. 
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1 Paradoxically this is a narrower interpretation than Applicant appears to be 

2 asserting (see remarks pp. 10-11), but when the claimed invention has features which 

3 are not detailed in the specification with similar language certain assumptions and 

4 interpretations must be made. In this instance, the Examiner was forced to assume that 

5 the claim required that the "splitting information" determined the physical storage 

6 locations. Even if Applicant's asserted interpretation of the claim were adopted, and the 

7 splitting information decided only into which logical share data would be placed, rather 

8 than Examiners interpretation of what physical location to store the share, such is an 

9 inherent feature of any system which "separate[s] the encrypted data set" and would 

10 therefore be disclosed solely by the Krawczyk references SSMS in view of DFSID, as 

11 detailed above in the Prior Art Splitting section. 

12 Note that whether or not all the references (SSMS in view of DFSID in view of Li 

13 or Hand) are required to support the § 103 rejection, finality need not be withdrawn. See 

14 Fed. Reg. Vol. 76, No. 225 pp. 72278-79: "Factual Situations That Do Not Constitute a 

15 New Ground of Rejection ... 3. Relying on fewer than all references in support of a § 

16 103 rejection, but relying on the same teachings." 

17 Available at <URL: http://www.gpo.gov/fdsys/pkg/FR-2011-11-22/html/2011- 

18 29446. htm>. 

19 

20 Note that while the Examiner has highlighted an alternate interpretation of the 

21 claim, that the "splitting information" is a key which somehow determines how the 

22 shares are composed, and that this is shown by the combination of SSMS in view of 
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1 SFSID, the Examiner was still unable to determine how the splitting information " is 

2 usable to determine into which of a plurality of shares ...." In other words, the 

3 Examiner is unable to determine what differences may exist between the claimed 

4 "splitting information/session master key" and they Key of SSMS. 

5 In future arguments it may be useful to point out which portions of the 

6 specification detail the use of the "splitting information," and any other potential 

7 disclosures that may be relevant to the claimed "splitting information," despite having 

8 dissimilar wording. 

9 Applicant's argument, with respect to the prior art, is not persuasive, either 

10 because Applicant is arguing unclaimed features (Applicant's Disclosure ¶¶ 303-306) or 

11 because such is inherently disclosed by the prior art ( Prior Art Splitting). While Applicant 

12 has asserted that there " is no discussion of how any of the n fragments is composed" 

13 (remarks p. 11 ¶ 2), SSMS discloses algorithms and information to separate a file both 

14 explicitly ( Remarks on p. 5) and inherently by reference to the prior published Rabin IDA 

15 scheme (discussed above). As Applicant has provided no further definition of "splitting 

16 information" in the claim, and the Examiner was unable to determine how Applicant's 

17 specification might differ from the prior art, Applicant's argument is unpersuasive. 

18 

19 
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1 
2 Claim Rejections - 35 USC § 103 

3 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

4 obviousness rejections set forth in this Office action: 

5 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 
6 forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
7 the prior art are such that the subject matter as a whole would have been obvious at the time the 
8 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
9 Patentability shall not be negatived by the manner in which the invention was made. 

10 
11 Claims 1-3, 5-12, 14-21, and 23-27 are rejected under 35 U.S.C. 103(a) as being 

12 unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred to as 

13 SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information Dispersal) 

14 hereafter referred to as DFSID, in view of Li (US 2006/0080454) or in the alternative in 

15 view of Hand (Spread Spectrum Storage with Mnemosyne). 

16 With respect to claims 1, 10, 19, SSMS teaches: A method for securing a data 

17 set, the method steps implemented by a programmed computer system, the method 

18 steps comprising: 

19 encrypting the data set based on an encryption key to produce an encrypted data 

20 set; (" 1. Choose a random encryption key K. Encrypt the secret S using the encryption 

21 function ENC under the key K, let E = ENCK(S)" SSMS p. 6). 

22 [creating hash information based on a hash operation using the data set;] 

23 generating [data splitting] information, wherein the [data splitting] information is 

24 usable to determine into which of a plurality of shares of data a unit of data of the 

25 encrypted data set will be placed; (SSMS discloses information used to split the data 

26 into shares, see below, but does not disclose particularizing which share contains which 
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1 data. Although the claim does not draw a distinction between the two, it has been 

2 assumed that "data splitting information" requires the latter.) 

3 ("We assume a generic information dispersal algorithm that we denote by IDA, and which works 
4 for parameters n (number of file fragments) and m (number of required fragments to reconstruct the file)." 
5 SSMS p. 6) 
6 ("we outline the following simple information dispersal scheme based on Reed Solomon erasure 
7 codes. The information to be shared is partitioned into m equal parts where each part is viewed as an 
8 element over a finite field (e.g. GF@), for a large enough prime p ) . These m elements are then viewed 
9 as coefficients of a polynomial of degree m - 1, and the n fragments for distribution are obtained by 

10 evaluating this polynomial in n different points." SSMS pp. 5-6. This details how the information used to 
11 determine into which of a plurality of shares data will be placed.) 
12 
13 separating the encrypted data set into the plurality of shares [based on the data 

14 splitting information;] ("2. Using IDA partition the encryption file E into In fragments, E1, 

15 E2, ... , En." SSMS p. 6)("3. Using PSS generate In shares for the key K" SSMS p. 6) 

16 including in the plurality of shares (a) data indicative of the encryption key and 

17 [(b) the hash information]; and ("4. Send to each participant P;, I = 1, 2, ... , In the share 

18 Si = ( E;, K;). The portion Ki is privately transmitted to Pi (e.g. using encryption or any 

19 other secure way)." SSMS p. 7) 

20 causing the plurality of shares to be stored in respective separate storage 

21 locations; (to each participant. SSMS p. 7. "The distribution process gets - 1 sin put the 

22 secret S (and the values of n and m) and generates n shares SI, Sz, .. , , Sn, which are 

23 privately delivered to the system participants." SSMS p. 3) ( where the system is a set of 

24 distributed servers "These constructions have many applications, especially in 

25 distributed scenarios where secrecy and integrity of information are to be protected. For 

26 example, consider a group of five servers sharing a data base of confidential 

27 information such that no pair of servers is allowed to learn about the information without 
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1 the collaboration of a third one. (That is, the system tolerates up to two corrupted 

2 servers without compromising the information)." SSMS p. 2) 

3 wherein the data set is restorable by accessing less than all, but at least a 

4 threshold number of, the plurality of shares. ("The reconstruction process reconstructs 

5 the correct secret when input with any subset of m shares." SSMS p. 3) 

6 SSMS does not disclose: 

7 creating hash information based on a hash operation using the data set; 

8 (b) the hash information; 

9 

10 Further, while SSMS explicitly and implicitly discloses "separating the encrypted 

11 data set into the plurality of shares [based on the data splitting information;]" which 

12 inherently contains some information on how to "separat[e] the encrypted data". SSMS 

13 does not disclose that the system is purposed to particularly select shares to store data 

14 in. Since the shares are indistinct, 

15 ("wherein the data set is restorable by accessing less than all, but at least a threshold number of, 
16 the plurality of shares." Applicants claim 1 "The reconstruction process reconstructs the correct secret 
17 when input with any subset of m shares." SSMS p. 3) 
18 
19 such that any share is useable in place of any other share, determining which 

20 data to place in a share is a superfluous limitation. There is, however, one interpretation 

21 that would allow `splitting information which particularizes which share to store data in' 

22 to have meaning. Since the only distinction between the shares is that they are stored in 

23 distinct physical storage locations, the splitting information could define how to distribute 

24 the data into distinct physical locations. This would make "splitting information" 

25 meaningful, whereas otherwise, it would be an inherent feature of any system that 
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1 "separat[es] the encrypted data". SSMS does not disclose a particular method of data 

2 distribution: 

3 data splitting information [is usable to determine into which of a plurality of shares 

4 data will be placed; which, in turn, determines into which respective storage location the 

5 data will be placed] 

6 

7 DFSID discloses an analogous algorithm purposed for use with SSMS (DFSID § 

8 5 referencing the SSMS disclosure as system architecture "[6]"). 

9 DFSID further creating hash information based on a hash operation using the 

10 data set; 

11 (b) the hash information: 

12 "1. Use I DA to distribute the file among the n processors. Denote by F; the piece 

13 distributed to processor p;. 

14 2. Fingerprint each piece F;, i = 1, .. , n, by the DFP method (as described in 

15 Section 3). That is, for each i, compute H(F;) and then distribute this value among all 

16 processors using the coding function C. ( Each processor pj gets a share sq 

17 corresponding to H(F;))." (DFSID § 4.1, see also § 4.1 generally) 

18 A fingerprint is a hash, see DFSID § 3. 

19 A person of ordinary skill in the art at the time of invention would have modified 

20 SSMS by including the fingerprint of DFSID. It would have been obvious to one of 

21 ordinary skill in the art at the time of invention to modify SSMS with DFSID since it was 
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1 suggested explicitly by DFSID (DFSID § 5 referencing the SSMS disclosure as system 

2 architecture "[6]") and to solve the information integrity problem (DFSID Abstract). 

3 SSMS in view of DFSID does not disclose a particular method of data 

4 distribution: 

5 data splitting information [is usable to determine into which of a plurality of shares 

6 data will be placed; which, in turn, determines into which respective storage location the 

7 data will be placed] 

8 In other words, SSMS in view of DFSID does not disclose a particular share 

9 distribution scheme. 

10 

11 (1) Li discloses a similar system directed toward peer distribution ( Li [0003]) 

12 using erasure/error coding ( Li [0106]). Li further discloses a method for selecting the 

13 peers for storing data ("each peer node is assigned k keys in the coded message space 

14 of n, with each key being the row index of the generator matrix G. The key assignment 

15 may be carried out by the server. Further, if the number of peers caching the media is 

16 smaller than n/k, it is possible to assign each peer a unique set of keys. As a result, it 

17 can be guaranteed that each peer holds distinctive coded messages. While this strategy 

18 provides a number of benefits, it still requires a central coordination node (such as the 

19 server)." Li [0109]; alternatively " in another embodiment, the role of the central 

20 coordination node is eliminated by allowing each peer to choose k random keys." Li 

21 [0110]). Note that, as used in Li, keys are referring to the erasure coding blocks held by 

22 a peer and are not cryptographic keys. ("the availability vector will include the media 
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1 erasure coding keys assigned to serving peer, and the number of erasure blocks held 

2 by the serving peer. In addition, if the serving peer uses erasure coding and the media 

3 is also embedded coded, the availability vector will include the assigned media erasure 

4 coding keys" Li [0065]) 

5 A person of ordinary skill in the art at the time of invention would have combined 

6 SSMS in view of DFSID with Li by using the concepts of Li to implement the distribution 

7 of shares (SSMS p. 2). It would have been obvious to one of ordinary skill in the art at 

8 the time of invention to combine SSMS in view of DFSID with Li in order to implement 

9 necessary but unspecified functionality of Horne using a solution disclosed in a similar 

10 system ( Li [0109-10]). 

11 

12 (2) In the alternative, Hand discloses a similar system directed to distributed 

13 (Hand § 27.1 ¶ 1) erasure coded fragments for data storage (Hand § 27.1 ¶ 2). Hand 

14 additionally discloses a method for distributing the data, as claimed: wherein the data 

15 splitting information is usable to determine into which of a plurality of shares of data a 

16 unit of data of the encrypted data set will be placed; 

17 ("Location: Mnemosyne achieves its security properties by storing encrypted data 

18 blocks in pseudo-random (and, to an adversary, unpredictable) locations in a large 

19 virtual network store, which is then mapped onto distributed physical storage devices. 

20 The locations of the encrypted blocks making up a data set are determined by a 

21 sequence of 256-bit values obtained by successively hashing an initial value which 

22 depends ultimately on the filename and the user's key K. 
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1 Distribution: The sequence of 256-bit location identifiers from the previous step is 

2 finally mapped onto physical storage using a peer-to-peer network of storage nodes, 

3 each of which holds a fixed-size physical block store." Hand § 27.2 ¶ 6-7). 

4 A person of ordinary skill in the art at the time of invention would have combined 

5 SSMS in view of DFSID with Hand by using the concepts of Hand to implement the 

6 distribution of shares (SSMS p. 2). It would have been obvious to one of ordinary skill in 

7 the art at the time of invention to combine Horne with Hand in order to implement 

8 necessary but unspecified functionality of SSMS in view of DFSID using a solution 

9 disclosed in a similar system Hand § 27.2 ¶ 6-7). 

10 

11 With respect to claims 2, 11, 20, SSMS in view of DFSID in view of ( Li or, in the 

12 alternative, Hand) discloses: wherein the step of separating the encrypted data set 

13 comprises using a deterministic technique. (determinism is a necessary feature of any 

14 system that will retrieve obfuscated data) 

15 

16 With respect to claims 3, 12, 21, SSMS in view of DFSID in view of ( Li or, in the 

17 alternative, Hand) discloses: wherein the step of separating the encrypted data set 

18 comprises using a substantially random technique. ("An (n,m)-secret sharing scheme is 

19 a randomized protocol for the distribution of a secret S among n parties such that the 

20 recovery of the secret is possible out of m shares for a fixed value m, 1 <= m <= n, 

21 while m - 1 shares give no information on the secret S" SSMS § 2) 

22 
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1 With respect to claims 5, 14, 23, SSMS in view of DFSID in view of ( Li or, in the 

2 alternative, Hand) discloses: wherein the step of separating the encrypted data into the 

3 plurality of shares comprises causing the plurality of shares to have a substantially 

4 randomly distribution of the encrypted data set. ("An (n,m)-secret sharing scheme is a 

5 randomized protocol for the distribution of a secret S among n parties such that the 

6 recovery of the secret is possible out of m shares for a fixed value m, 1 <= m <= n, 

7 while m - 1 shares give no information on the secret S" SSMS § 2) 

8 

9 With respect to claims 6, 15, 24, SSMS in view of DFSID in view of ( Li or, in the 

10 alternative, Hand) discloses: wherein the data indicative of the encryption key 

11 comprises data created using a Shamir secret sharing algorithm. (" In order to achieve a 

12 space efficient secret sharing scheme we combine an information dispersal scheme 

13 with a secure encryption scheme and a perfect (e.g. Shamir's) secret sharing scheme." 

14 SSMS § 3) 

15 

16 With respect to claims 7, 16, 25, SSMS in view of DFSID in view of ( Li or, in the 

17 alternative, Hand) discloses: wherein the step of including data indicative of the 

18 encryption key comprises: 

19 encrypting the encryption key with a second key; and 

20 including in the plurality of shares data indicative of the encrypted encryption 

21 key. ("The portion Ki is privately transmitted to Pi (e.g. using encryption or any other 

22 secure way)." SSMS p. 6. See also p. 7. Encryption requires a key of some kind.) 
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1 

2 With respect to claims 8, 17, 26, SSMS in view of DFSID in view of ( Li or, in the 

3 alternative, Hand) discloses: further comprising the method step of storing the second 

4 key outside of the plurality of shares, wherein the data set is restorable by accessing 

5 less than all, but at least a threshold number of, the plurality of shares, and the second 

6 key. ("An (n,m)-secret sharing scheme is a randomized protocol for the distribution of a 

7 secret S among n parties such that the recovery of the secret is possible out of m 

8 shares for a fixed value m, 1 <= m <= n, while m - 1 shares give no information on the 

9 secret S" SSMS § 2). 

10 

11 With respect to claims 9, 18, 27, SSMS in view of DFSID in view of ( Li or, in the 

12 alternative, Hand) discloses: wherein the step of storing the shares in respective 

13 separate storage locations comprises storing the shares on at least two separate 

14 storage devices. 

15 

16 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

17 over SSMS in view of DFSID in view of [Li (US 2006/0080454) or in the alternative 

18 Hand (Spread Spectrum Storage with Mnemosyne)] in view of Kubiatowicz 

19 (OceanStore). 

20 With respect to claims 4, 13, and 22, SSMS in view of DFSID in view of Li or 

21 Hand does not disclose: further comprising causing a plurality of data units in each of 

22 the shares to be rearranged relative to one another after the separating step. 
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1 Kubiatowicz discloses a similar system based on distributed storage 

2 (Kubiatowicz § 2 figure 1) of erasure codes (Kubiatowicz § 4.5). Kubiatowicz further 

3 discloses a method of updating the data objects. 

4 ("Objects in the OceanStore are modified through updates. Updates contain 

5 information about what changes to make to an object and the assumed state of the 

6 object under which those changes were developed, much as in the Bayou system [ 13]. 

7 In principle, every update to an OceanStore object creates a new version2. Consistency 

8 based on versioning, while more expensive to implement than update-in-place 

9 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

10 obviates the need for backup and supports "permanent" pointers to information." 

11 Kubiatowicz § 2 ¶ 4) (" For the user, we provide a naming syntax which explicitly 

12 incorporates version numbers. Such names can be included in other documents as a 

13 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

14 history and to set versioning policies [44]. Although in principle every version of every 

15 object is archived, clients can choose to produce versions less frequently. Archival 

16 copies are also produced when objects are idle for a long time or before objects 

17 become inactive. When generating archival fragments, the floating replicas of an object 

18 participate together: they each generate a disjoint subset of the fragments and 

19 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

20 A person of ordinary skill in the art would have modified SSMS in view of DFSID 

21 in view of Li (or Hand) with Kubiatowicz by providing a method for versioning the files to 

22 be distributed as disclosed in Kubiatowicz. It would have been obvious to one of 
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1 ordinary skill in the art at the time of invention to allow versioning of the files so that 

2 users could update the files thereby allowing for flexibility of the media storage. 

3 

4 

5 

6 In the alternative, Claims 1-3, 5, 7-12,14,16-21, 23, and 25-27 are rejected 

7 under 35 U.S.C. 103(a) as being unpatentable over Horne et al. (Escrow Services 

8 and Incentives in Peer-to-Peer Networks) in view of Li (US 2006/0080454) or in the 

9 alternative in view of Hand (Spread Spectrum Storage with Mnemosyne). 

10 With respect to claims 1, 10, 19, Horne teaches: A method for securing a data 

11 set, the method steps implemented by a programmed computer system, the method 

12 steps comprising: 

13 encrypting the data set based on an encryption key to produce an encrypted data 

14 set; (" In the protocol that we describe, S encrypts C with a key K and sends the 

15 encryption EK(C)to R." Horne 2.2 ¶ 3) 

16 creating hash information based on a hash operation using the data set; (" In 

17 order to take part in the protocol ES requires the correct hash of the encrypted content, 

18 H(EK(C)), and the key K that decrypts the content.... we assume that S sent the pair 

19 K,H(EK(C)) to ES in a preprocessing stage, together with a 

20 description of C." Horne 2.2 ¶ 3; see also Horne § 4.2) 

21 generating data splitting information, ("A Straightforward Method Based on Error 
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1 Correcting Codes" Horne § 4.1) [wherein the data splitting information is usable 

2 to determine into which of a plurality of shares of data a unit of data of the encrypted 

3 data set will be placed;] 

4 separating the encrypted data set into the plurality of shares based on the data 

5 splitting information; (" Distributed file storage: In this model files are not stored at a 

6 single server. Instead, a file is divided into many blocks encoded with an error correcting 

7 code, and each block is stored at a different location (this is the storage method used by 

8 Mojonation.com). The use of error correcting codes ensures that the file can be restored 

9 even if part of the peers that store parts of the file are unavailable or corrupt. The 

10 directory service might be centralized or distributed. Our ES service can cooperate with 

11 this storage system, where the use of error correcting codes we suggest in Section 4 

12 might use (or might not use) the same error correcting code as the storage method." 

13 Horne § 5 ¶ 4) 

14 including in the plurality of shares (a) data indicative of the encryption key and (b) 

15 the hash information; and (" In order to obtain the key K, R computes the hash of the 

16 encrypted content H(EK(C)) and sends it to ES, together with a description of the 

17 content C it desires to obtain, and the identity of S. It also sends a payment for the 

18 content C, which will only be processed if the content is valid (step 2)." Horne § 2.2 ¶ 7; 

19 "The reconstruction operation of R should therefore be to decrypt each block, examine 

20 its signature, and if it is correct use the block in the reconstruction of the original 

21 content." Horne § 4.1. Signatures are encrypted hashes. "After receiving this message 

22 R picks a small random set of the encrypted encoded blocks (where is a parameter to 
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1 be defined below). It sends to ES this set of encrypted blocks, together with their 

2 indexes and the encrypted message that is directed from S to ES." Horne § 4.1 ¶ 3; " In 

3 order to verify the encrypted content that it receives from S, R should forward this 

4 signature and randomly chosen encrypted blocks to ES." Horne § 4.2 ¶ 8) 

5 causing the plurality of shares to be stored in respective separate storage 

6 locations; ( Horne § 5 ¶ 4) 

7 wherein the data set is restorable by accessing less than all, but at least a 

8 threshold number of, the plurality of shares. ("The scheme could either use error 

9 correction codes, or use more efficient erasure codes. We first examine the use of error 

10 correction codes. The codes have the property that given n blocks, such that at least t of 

11 them are correct (although the receiver does not know which ones these are), the 

12 receiver can reconstruct the original message." Horne § 4.1 ¶ 6). 

13 Although Horne discloses that a distributed storage system may be used (Horne 

14 § 5 ¶ 4) it does not disclose how the data is distributed among the stores, as claimed: 

15 wherein the data splitting information is usable to determine into which of a 

16 plurality of shares of data a unit of data of the encrypted data set will be placed; 

17 

18 Li discloses a similar system directed toward peer distribution ( Li [0003]) using 

19 erasure/error coding ( Li [0106]). Li further discloses a method for selecting the peers for 

20 storing data ("each peer node is assigned k keys in the coded message space of n, with 

21 each key being the row index of the generator matrix G. The key assignment may be 

22 carried out by the server. Further, if the number of peers caching the media is smaller 
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1 than n/k, it is possible to assign each peer a unique set of keys. As a result, it can be 

2 guaranteed that each peer holds distinctive coded messages. While this strategy 

3 provides a number of benefits, it still requires a central coordination node (such as the 

4 server)." Li [0109]; alternatively " in another embodiment, the role of the central 

5 coordination node is eliminated by allowing each peer to choose k random keys." Li 

6 [0110]). Note that, as used in Li, keys are referring to the erasure coding blocks held by 

7 a peer and are not cryptographic keys. ("the availability vector will include the media 

8 erasure coding keys assigned to serving peer, and the number of erasure blocks held 

9 by the serving peer. In addition, if the serving peer uses erasure coding and the media 

10 is also embedded coded, the availability vector will include the assigned media erasure 

11 coding keys" Li [0065]) 

12 A person of ordinary skill in the art at the time of invention would have combined 

13 Horne with Li by using the concepts of Li to implement the distribution of erasure coded 

14 blocks in Horne (Horne § 5 14). It would have been obvious to one of ordinary skill in 

15 the art at the time of invention to combine Horne with Li in order to implement necessary 

16 but unspecified functionality of Horne using a solution disclosed in a similar system ( Li 

17 [0109-10]). 

18 

19 In the alternative, Hand discloses a similar system directed to distributed ( Hand § 

20 27.1 ¶ 1) erasure coded fragments for data storage (Hand § 27.1 ¶ 2). Hand additionally 

21 discloses a method for distributing the data, as claimed: wherein the data splitting 
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1 information is usable to determine into which of a plurality of shares of data a unit of 

2 data of the encrypted data set will be placed; 

3 Also Hand uses the hash of data as its identifier ("GUID for an archival fragment 

4 is a secure hash over the data it holds." Hand § 4.1) 

5 ("Location: Mnemosyne achieves its security properties by storing encrypted data 

6 blocks in pseudo-random (and, to an adversary, unpredictable) locations in a large 

7 virtual network store, which is then mapped onto distributed physical storage devices. 

8 The locations of the encrypted blocks making up a data set are determined by a 

9 sequence of 256-bit values obtained by successively hashing an initial value which 

10 depends ultimately on the filename and the user's key K. 

11 Distribution: The sequence of 256-bit location identifiers from the previous step is 

12 finally mapped onto physical storage using a peer-to-peer network of storage nodes, 

13 each of which holds a fixed-size physical block store." Hand § 27.2 ¶ 6-7). 

14 A person of ordinary skill in the art at the time of invention would have combined 

15 Horne with Hand by using the concepts of Hand to implement the distribution of erasure 

16 coded blocks in Horne (Horne § 5 ¶ 4). It would have been obvious to one of ordinary 

17 skill in the art at the time of invention to combine Horne with Hand in order to implement 

18 necessary but unspecified functionality of Horne using a solution disclosed in a similar 

19 system Hand § 27.2 ¶ 6-7). 

20 

21 With respect to claims 2, 11, 20, Horne in view of Li or Hand discloses: wherein 

22 the step of separating the encrypted data set comprises using a deterministic technique. 
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1 ("each peer node is assigned k keys in the coded message space of n, with each key 

2 being the row index of the generator matrix G. The key assignment may be carried out 

3 by the server. Further, if the number of peers caching the media is smaller than n/k, it is 

4 possible to assign each peer a unique set of keys. As a result, it can be guaranteed that 

5 each peer holds distinctive coded messages. While this strategy provides a number of 

6 benefits, it still requires a central coordination node (such as the server)." Li [0109]) 

7 ("The locations of the encrypted blocks making up a data set are determined by a 

8 sequence of 256-bit values obtained by successively hashing an initial value which 

9 depends ultimately on the filename and the user's key K." Hand § 27.2 ¶ 6-7). 

10 

11 With respect to claims 3, 12, 21, Horne in view of Li or Hand discloses: wherein 

12 the step of separating the encrypted data set comprises using a substantially random 

13 technique. (" in another embodiment, the role of the central coordination node is 

14 eliminated by allowing each peer to choose k random keys." Li [0110]) (" Location: 

15 Mnemosyne achieves its security properties by storing encrypted data blocks in pseudo-

16 random (and, to an adversary, unpredictable) locations in a large virtual network store, 

17 which is then mapped onto distributed physical storage devices." Hand § 27.2 ¶ 6-7; 

18 thus as disclosed by Hand, the process is `random' despite being deterministic due to a 

19 consistent result given the same inputs) 

20 

21 With respect to claims 5, 14, 23, Horne in view of Li or Hand discloses: wherein 

22 the step of separating the encrypted data into the plurality of shares comprises causing 
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1 the plurality of shares to have a substantially random distribution of the encrypted data 

2 set. (" in another embodiment, the role of the central coordination node is eliminated by 

3 allowing each peer to choose k random keys." Li [0110]) ("Location: Mnemosyne 

4 achieves its security properties by storing encrypted data blocks in pseudo-random 

5 (and, to an adversary, unpredictable) locations in a large virtual network store, which is 

6 then mapped onto distributed physical storage devices." Hand § 27.2 ¶ 6-7; thus as 

7 disclosed by Hand, the process is `random' despite being deterministic due to a 

8 consistent result given the same inputs). 

9 

10 With respect to claims 7, 16, 25, Horne in view of Li or Hand discloses: wherein 

11 the step of including data indicative of the encryption key comprises: 

12 Encrypting the encryption key with a second key; and. (" It then sends these 

13 blocks to R together with the key K encrypted with the public key of ES." Horne § 4.1 ¶ 

14 2) 

15 Including in the plurality of shares data indicative of the encrypted encryption 

16 key.("In order to obtain the key K, R computes the hash of the encrypted content 

17 H(EK(C)) and sends it to ES, together with a description of the content C it desires to 

18 obtain, and the identity of S. It also sends a payment for the content C, which will only 

19 be processed if the content is valid (step 2)." Horne § 2.2 ¶ 7). 

20 

21 With respect to claims 8, 17, 26, Horne in view of Li or Hand discloses: further 

22 comprising the method step of storing the second key outside of the plurality of shares 
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1 (" It then sends these blocks to R together with the key K encrypted with the public key 

2 of ES." Horne § 4.1 ¶ 2; ES is distinct from source S and receiver R), wherein the data 

3 set is restorable by accessing less than all, but at least a threshold number of, the 

4 plurality of shares, and the second key. ("The scheme could either use error correction 

5 codes, or use more efficient erasure codes. We first examine the use of error correction 

6 codes. The codes have the property that given n blocks, such that at least t of them are 

7 correct (although the receiver does not know which ones these are), the receiver can 

8 reconstruct the original message." Horne § 4.116). 

9 

10 With respect to claims 9, 18, 27, Horne in view of Li or Hand discloses: wherein 

11 the step of storing the shares in respective separate storage locations comprises storing 

12 the shares on at least two separate storage devices. (" Distributed file storage: In this 

13 model files are not stored at a single server. Instead, a file is divided into many blocks 

14 encoded with an error correcting code, and each block is stored at a different location 

15 (this is the storage method used by Mojo nation. com). The use of error correcting codes 

16 ensures that the file can be restored even if part of the peers that store parts of the file 

17 are unavailable or corrupt. The directory service might be centralized or distributed. Our 

18 ES service can cooperate with this storage system, where the use of error correcting 

19 codes we suggest in Section 4 might use (or might not use) the same error correcting 

20 code as the storage method." Horne § 5 ¶ 4) 

21 
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1 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

2 over Horne et al. ( Escrow Services and Incentives in Peer-to- Peer Networks) in view of 

3 [Li ( US 2006/0080454) or in the alternative Hand (Spread Spectrum Storage with 

4 Mnemosyne)] in view of Kubiatowicz (OceanStore). 

5 With respect to claims 4, 13, and 22, Horne in view of Li or Hand does not 

6 disclose: further comprising causing a plurality of data units in each of the shares to be 

7 rearranged relative to one another after the separating step. 

8 Kubiatowicz discloses a similar system based on distributed storage 

9 (Kubiatowicz § 2 figure 1) of erasure codes (Kubiatowicz § 4.5). Kubiatowicz further 

10 discloses a method of updating the data objects. 

11 ("Objects in the OceanStore are modified through updates. Updates contain 

12 information about what changes to make to an object and the assumed state of the 

13 object under which those changes were developed, much as in the Bayou system [ 13]. 

14 In principle, every update to an OceanStore object creates a new version2. Consistency 

15 based on versioning, while more expensive to implement than update-in-place 

16 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

17 obviates the need for backup and supports "permanent" pointers to information." 

18 Kubiatowicz § 2 ¶ 4) ("For the user, we provide a naming syntax which explicitly 

19 incorporates version numbers. Such names can be included in other documents as a 

20 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

21 history and to set versioning policies [44]. Although in principle every version of every 

22 object is archived, clients can choose to produce versions less frequently. Archival 
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1 copies are also produced when objects are idle for a long time or before objects 

2 become inactive. When generating archival fragments, the floating replicas of an object 

3 participate together: they each generate a disjoint subset of the fragments and 

4 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

5 A person of ordinary skill in the art would have modified Horne in view of Li (or 

6 Hand) with Kubiatowicz by providing a method for versioning the files to be distributed 

7 as disclosed in Kubiatowicz. It would have been obvious to one of ordinary skill in the 

8 art at the time of invention to allow versioning of the files so that users could update the 

9 files thereby allowing for flexibility of the media storage. 

10 

11 Claims 6, 15, 24, are rejected under 35 U.S.C. 103(a) as being unpatentable 

12 over Horne et al. ( Escrow Services and Incentives in Peer-to- Peer Networks) in view of 

13 [Li ( US 2006/0080454) or in the alternative in view of Hand (Spread Spectrum Storage 

14 with Mnemosyne)] in view of SSMS. 

15 With respect to claims 6, 15, and 24 Horne in view of Li or Hand discloses: 

16 wherein the data indicative of the encryption key comprises data created using a 

17 [Shamir secret sharing algorithm]. ("The encryption can be done using public key 

18 cryptography" Horne § 2.1.2 ¶ 5) (" It then sends these blocks to R together with the key 

19 K encrypted with the public key of ES." Horne § 4.1 ¶ 2). While Horne does disclose the 

20 use of a public key encryption, it does not disclose a Shamir Algorithm. SSMS discloses 

21 a Shamir secret sharing algorithms use with coded data (" In order to achieve a space 

22 efficient secret sharing scheme we combine an information dispersal scheme with a 
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1 secure encryption scheme and a perfect (e.g. Shamir's) secret sharing scheme." SSMS 

2 § 3). A person of ordinary skill in the art at the time of invention would have modified 

3 Horne in view of ( Li or, in the alternative, Hand) with SSMS by utilizing the key splitting 

4 mechanism of SSMS with the combination. It would have been obvious to one of 

5 ordinary skill in the art at the time of invention to use the key splitting of SSMS in order 

6 to create space efficient secured secret shares (SSMS § 1). 

7 
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1 Conclusion 

2 THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

3 policy as set forth in 37 CFR 1.136(a). 

4 A shortened statutory period for reply to this final action is set to expire THREE 

5 MONTHS from the mailing date of this action. In the event a first reply is filed within 

6 TWO MONTHS of the mailing date of this final action and the advisory action is not 

7 mailed until after the end of the THREE-MONTH shortened statutory period, then the 

8 shortened statutory period will expire on the date the advisory action is mailed, and any 

9 extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

10 the advisory action. In no event, however, will the statutory period for reply expire later 

11 than SIX MONTHS from the mailing date of this final action. 

12 Any inquiry concerning this communication or earlier communications from the 

13 examiner should be directed to Michael Chao whose telephone number is (571)270-

14 5657. The examiner can normally be reached on 8-4 Monday through Thursday. 

15 
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1 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

2 supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone number for 

3 the organization where this application or proceeding is assigned is 571-273-8300. 

4 Information regarding the status of an application may be obtained from the 

5 Patent Application Information Retrieval (PAIR) system. Status information for 

6 published applications may be obtained from either Private PAIR or Public PAIR. 

7 Status information for unpublished applications is available through Private PAIR only. 

8 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

9 you have questions on access to the Private PAIR system, contact the Electronic 

10 Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

11 USPTO Customer Service Representative or access to the automated information 

12 system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

13 

14 
15 
16 
17 
18 

/Michael Chao/ 
Examiner, Art Unit 2492 
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Berlin Heidelbert, pp. 649-690 (2000) 

Examiner Date 

Signature Considered 

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant isto place a check mark here if English language Translation is attached. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

RESPONSE TO FINAL ACTION UNDER 37 C.F.R. 1.116 

MS RCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated September 17, 2013, Applicants respectfully request 

reconsideration and allowance in view of the following remarks. 

Remarks/Arguments begin on page 2 of this paper. 
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PTO/SB/30 (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

Req uest 
for 

Continued Examination (RCE) 
Transmittal 

Address to: 
Mail Stop RCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22 31 3-1 45 0 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Attorney Docket Number 104093-0002-105 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 
8, 1995, or to any design application. See Instruction Sheet for RCEs (not to be submitted to the USPTO) on page 2. 

2. 

Submission required under 37 CFR 1.114 Note: If the RCE is proper, any previously filed unentered amendments and 
amendments enclosed with the RCE will be entered in the order in which they were filed unless applicant instructs otherwise. If 
applicant does not wish to have any previously filed unentered amendment(s) entered, applicant must request non-entry of such 
amendment(s). 

a. I I Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action 
u  may be considered as a submission even if this box is not checked. 

i.   Consider the arguments in the Appeal Brief or Reply Brief previously filed on   

b. 

ii. I  Other 

Enclosed X 

X 

X 

Amendment/Reply 

Affidavit(s)/Declaration(s) 

Miscellaneous 

iii. F] Information Disclosure Statement (IDS) 
iv. Other 

a. u Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a 
period of   months. (Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

b. El Other   
3. Fees The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 

a. I The Director is hereby authorized to charge the following fees, any underpayment of fees, or credit any 

Overpayments, to Deposit Account No.  06-1075  

i. l l RCE fee required under 37 CFR 1.17(e) 

ii. X Extension of time fee (37 CFR 1.136 and 1.17) 

iii. Other 

b. 

C. 

Check in the amount of $ 

Payment by credit card (Form PTO-2038 enclosed) 

enclosed 

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide 
credit card information and authorization on PTO-2038. 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

Signature /Christopher J. Han/ Date February 13, 2014 

Name (Print/Type) Christopher J. Han Registration No. 70,069 
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Under the Pa.erwork Reduction Act of 1995, no 

PTO/SB/22 (03-13) 
Approved for use through 03/31/2013. OMB 0651 -0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
ersons are re.uired to res.ond to a collection of information unless if dis.la s a valid OMB control number. 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
Docket Number (Optional) 

104093-0002-105 

Application Number 13/371,363 Filed February 10, 2012 

For 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

Art Unit 2492 I Examiner M. W. Chao 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application. 

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

Fee Small Entity Fee Micro Entity Fee 

One month (37 CFR 1.17(a)(1)) $200 $100 $50 $ 

x Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $ 600.00 

  Three months (37 CFR 1.17(a)(3)) $1,400 $700 

Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 

❑ Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 

❑ Applicant asserts small entity status. See 37 CFR 1.27. 

❑ Applicant certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted 

  A check in the amount of the fee is enclosed. 

❑ Payment by credit card. Form PTO-2038 is attached. 

$350 $ 

$550 $ 

$750 $ 

previously. 

to a Deposit Account. 

required, or credit any overpayment, to 

should not be included on this form. Provide credit 

3.73(b) statement is enclosed (Form PTO/SB/96). 

x The Director has already been authorized to charge fees in this application 

X The Director is hereby authorized to charge any fees which may be 

Deposit Account Number 06-1075 

X Payment made via EFS-Web. 

WARNING: Information on this form may become public. Credit card information 
card information and authorization on PTO-2038. 

I am the 

applicant/inventor. 

  assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 

x attorney or agent of record. Registration number 70,069 

attorney or agent acting under 37 CFR 1.34. Registration number 

/Christopher J. Han/ February 13, 2014 
Signature Date 

Christopher J. Han (617) 951-7000 
Typed or printed name 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 

Telephone Number 

for signature requirements and certifications. Submit 
multiple forms if more than one signature is required, see below'. 

  'Total of  1  forms are submitted. 
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Application No. 13/371,363 
Amendment dated February 13, 2014 
After Final Office Action of September 17, 2013 

REMARKS 

Docket No.: 104093-0002-105 

Independent claims 1, 10, and 19 are rejected under 35 U.S.C. § 103 as being allegedly 

obvious from Krawczyk, Secret Sharing Made Short ("SSMS") in view of Krawcyzk, Distributed 

Fingerprints and Secure Information Dispersal ("DFSID"), and Li, U.S. Patent Application 

Publication No. 2006/0080454 ("Li"), or in the alternative, Hand, Spread Spectrum Storage with 

Mnemosyne ("Hand"). In the alternative, independent claims 1, 10, and 19 are rejected under 35 

U.S.C. § 103 as being allegedly obvious from Horne, Escrow Services and Incentives in Peer-to-

Peer Networks ("Horne") and Li, or in the alternative, Hand. Applicants respectfully traverse the 

rejection. 

Submission of Declaration  

Applicants submit the enclosed Declaration of Dr. George T. Ligler under 37 C.F.R. § 1.132 

(the "Ligler Decl. "). Dr. Ligler is a Rhodes Scholar with degrees from Furman University and 

Oxford University, and he has over three decades of relevant technical experience. See, Ligler 

Decl., ¶¶ 1-5. Dr. Ligler describes in detail the operation of various embodiments of SSMS, 

DFSID, Horne, Li, Hand, and Rabin, Efficient Dispersal of Information for Security, Load 

Balancing, and Fault Tolerance ("Rabin"), compares the references to the claimed approach, and 

sets forth his reasoned and incontrovertible conclusion that one of ordinary skill in the art would not 

be led to the claimed approach by the references, whether taken alone or in combination. See, 

Ligler Decl., ¶¶ 14-29. 

Independent Claims 1, 10, and 19 Patently Distinguish over the Cited References  

Independent claim 1 recites, inter alia, generating data splitting information, wherein the 

data splitting information is usable to determine into which of a plurality of shares of data a unit of 

data of the encrypted data set will be placed. Independent claims 10 and 19 recite a non-transitory 

computer readable medium and a computer system, respectively, directed towards similar subject 

matter as independent claim 1. Support for this subject matter can be found throughout Applicant's 

specification, including, for example, at ¶¶ 122-125 and 290-298. In one non-limiting example, 

2 
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Application No. 13/371,363 
Amendment dated February 13, 2014 
After Final Office Action of September 17, 2013 

Docket No.: 104093-0002-105 

¶ 291 describes a process that places units of data from a data set in 1 of 4 shares of data, where the 

placement of each unit is determined by a number in a substantially random sequence of numbers. 

The cited references, either alone or in combination, fail to render obvious the claimed 

subject matter. The Examiner contends that a combination of SSMS and DFSID teaches the 

claimed data splitting information by partitioning a file F into n fragments using an information 

dispersal algorithm (IDA). See Office Action pp. 4. Applicants' respectfully disagree. SSMS and 

DFSID fail to teach data splitting information which is usable to determine into which of a plurality 

of shares of data a unit of data of the encrypted data set will be placed, as claimed. 

SSMS and DFSID discuss using an IDA as taught by Rabin to "partition the encrypted file E 

into n fragments, El, E2, ...,E,,." See SSMS pp. 5-6 and DFSID pp. 1-2. However, as discussed in 

the Ligler Decl., Rabin's IDA does not place units of data (e.g., bits, bytes, or any other logical 

block of data) from a data set into a plurality of shares. See Ligler Decl. 18-21. Instead, Rabin's 

IDA computes each share based upon the entire original file (Ibid.). There is no reason to generate 

data splitting information that is usable to determine into which of the shares a unit of data is placed 

because no unit of data from the file is placed in the shares. See Rabin, pg. 338. Indeed, the 

Examiner concedes this point: "the matrix multiplication and polynomial evaluation creates each 

share based upon every byte in the input file." See Office Action pg. 12. Thus, while the shares 

generated by Rabin's IDA may be based on the input file through a matrix multiplication, the 

generated shares do not contain any units of data from the input file. That is, Rabin's IDA computes 

shares based on the input file in its entirety, but does not actually place units of data from the input 

file into the shares. Therefore, Rabin, and by extension SSMS and DFSID, do not show data 

splitting information which is usable to determine into which of a plurality of shares of data a unit 

of data of the encrypted data set will be placed. 

Li and Hand, either alone or in combination, also fail to teach data splitting information 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed. Li discusses a peer-to-peer media streaming method which uses erasure resilient 

coding so that media may be assembled from "fixed numbers of erasure coded blocks regardless of 

where and what specific blocks are retrieved." See Li, Abstract and ¶ 24. Li, however, also 

describes the use of matrix multiplication and a generator matrix in the development of coded 

3 
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Application No. 13/371,363 
Amendment dated February 13, 2014 
After Final Office Action of September 17, 2013 

Docket No.: 104093-0002-105 

messages, as is done in Rabin. See Li, ¶ 107 and Ligler Decl. 26. Hand discusses encoding data 

using Rabin's IDA, which, as discussed above in relation to SSMS and DFSID, does not disclose or 

suggest the claimed data splitting information. Therefore, neither Li nor Hand remedy the 

deficiencies of DFSID and SSMS. 

Horne also fails to teach data splitting information usable to determine into which of a 

plurality of shares of data a unit of data of the encrypted data set will be placed. See Ligler Decl. 

28. The Examiner concedes that Horne does not "disclose how data is distributed among the stores" 

and relies on Li and Hand to remedy this deficiency. See Office Action pg. 27. However, as 

discussed above, Li and Hand do not teach or suggest the claimed data splitting information. 

Conclusion 

For at least the forgoing reasons, Applicants respectfully submit that the cited references, 

either alone or in combination, fail to render obvious independent claims 1, 10, and 19 and all 

claims that depend thereon. Accordingly, Applicants respectfully request reconsideration and 

withdrawal of the rejection under § 103 for claims 1-27 

Applicants believe no fee is due with this response other than as reflected on the enclosed 

Fee Transmittal. However, if a fee is due, please charge our Deposit Account No. 06-1075, under 

Order No. 104093-0002-105 from which the undersigned is authorized to draw. 

Dated: February 13, 2014 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Attorney For Applicants 

4 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 

STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Filer: Christopher Jinhyun Han/Joanne Ryan 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Utility under 35 USC 111(a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Extension-of-Time: 

Extension - 2 months with $ 0 paid 1252 1 600 600 
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Docket No: 1040 

I9 THE LIIT32 STATES PATENT AND TRADEMARK Oy£ICS 

2&I3E- I., IC, _L!  

&ggiicaats : Orsini et a1. 

Application No. : I3//71./63 Coa£i£mation No. : 7984 

£lied February IO, 2012 

30 = 

PATENTS 

002-105 

SYSTEMS &mD METHODS y02 

C272IOGR&28ICA T tY S2£IIIING AND STORING 

DATA 

Art Oait : 2&92 

Examine£ : MicSael W. Chow 

Commissiose£ for Patents 

P.O. Sox `1450 

alexae3£ia, 2i£gisia 22313-1450 

DEC£2R&IIOg UNDER 37 C.y.R. \ 1,132 OE OR. GEORGE I. £ISLE@ 

Madam: 

I, O£, George T. tigle2. 'hereby dec±a£e as follows= 

1. I am self-employed as the sole proprietor o£ 

GI£ associates. I g2o2i5e coEseltiag se£2ices primarily 

=elate) to Systems engineering o£ comgoter systems. both 

Ea=d7a=e and software, ae4 t e I e c o r - Lm  n1'. atiocs. Systems 

eeginee£iog~ is the engineering tEat it takes to got together 

a compute£ system, starting from £ems:i£emeGts t5zoO9\ design, 

imgleme.ntatioa and £iel4ieg. Since I began GIt associates fa 

1 
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1988, 11 have worked with 41 clients in the 1-U -iced States, 

Europe and Asia, including assignments at both the national 

and international levels on real-time computer system 

standards including computer displays for aviation at, the 

reque st d (l' i`i C' o o f the Federa l u• •- C 1. Aviati     o n Administr ation . •- •_ J t.r a • 1. V n . 1 hav\! e e also s 

served on a pro Lono bas is both on several panels formed by 

the National. Research Council to advise the Government: on. 

issues related. to compute:_ system technology, design and. 

implementation and, at the request of SF::..- eta- y or Commerce 

Gutierrez, on a 2008 Exper:. Panel ::C'..atC-'d to technology 

implementation for the 2010 Census 

2. i earned a Bachelors degree in Mathematics 

(summa ma cum laude) from Furman University in 1.971., and Master 

of Science (M. Sc. ) and Doctorate ( D. Phl_. ) degrees x,n 

Computer Science from Oxford 'University in 19%3 and 1975, 

respectively. No studies at Oxford were supported by a 

Rhodes Scholarship. My doctoral dissertation was Wrected to 

•e des ign n • to pr n the •i•.s•. •, o- com_}u,_•..r programming languages. , 

3. 1 have thirty-eight years of professional 

de sign n development •f hardware and. experience •_:. ,..:e <es•_•,n and deg _. o•.„Went c 

r •r computer  systems ( as well soitT•Ja-I.. for c >i,11. per and  

as the design and development of those systems in their 

nt_rety) for a wide variety of applications. These computer 

2 
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systems vary fr'orr embedded real-time microprocessor-based 

•c to ;fin en i r `,n de n application sr. s• ... cific sys _..ms, s•. -- as ..._ vrY_}t• __ ,,•.v••es to 

secue cot:, _. .:s-t1, •:ncla.svifiea as well as classified 

orma.ti.on., ..o m.jor natior:al and in.te:J_n.at:ional. data 

C:OiT1„ l.ur:t.7 Cat.7 OT,S networks. Appl _cations rta.ve i_nca_ riled L̀-.he use 

of comer.. _{• r Lechnoloc,•' •o support date commu--cations, 

:J_nc'-Aii.cliing ;; ecu.7_'e da"a colS[,un•cat•ons, over cable j-:e__  

netwoY1Cs, ce1._..u_ -Lar_ n e t w o ks;, a /igr_ourid V17,11,71 co,nrm_a:.ic.a.t1.o n 

networks, ,_.:d G,..tTC-'.nt10na l •u •y1C Sx1tc.:ECd "k.E le p."n- : 

netwo.r_•ks . I :rave also been re-s:>ons,_bA.e for_ ,,.re deve.1opr.,ien -L. 

and. manufacture o4 co . o _ cra.pt:i.cs display generators and 

color computer monitors. 

4. have. aL- .ho.v-ed o ' co - a.ut.hored twenty 

tec : r.7 :_ ca.:l_ pub:l :. ca.•_..orr.s in seve.r.a1. :- El.,i Cs, includ-ing articles 

relating to to programming Iang:.rage• • • e so computer r _ ages, •., omr a •, r ,.• ,., f t w a r t:. 

developme--t met .odologies, and comr-)ute-r 1 corrputc-:r syst:e,r1 

a.rc:'ritectu.:_e, Additi.onal."_Y, 1_ have co-authored five -'.epo '. ts 

issued bv t':e National Research Council. 

am Senior Member of _. e Institute of 

E...ec.tr.ical and E:.ectron.ics Engineers { TE.F_:E?, and a member. or 

the IEEE Computer Society, the Association for Computing 

Ma::'^inery (ACM) , and the Institute of Navigation. 

6.  bee ," retc:ineaattttoorrnneeyyss for assignee 

3 
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of  !C.hi s a.Jplication at my no-r-.,aL rate of vL Ov per h_o: r. 

J TA r -• s- r r ed t ̀ •, . c 
. ..Oi.,y Oy my -resum e 1s atta•.•. .. _ t'Ci_.3 

Declare" lion as Exhibit A. 

A. Topics Considered 

8. ': t iti, r,y n.nde_"stand.:_.r-tg that t.be cur.re-t. 

independent claims i.. the above-named patent-- aP -1 1C .-L *. io.i 

Orsrla ap l'_c Ai:__i::"; stand re'ec"t.ed A.or obviousness 

based. on K— "a;dczvk, "Secret Sb.ar -',.ng Made Short" (" S. SMS") 7_n 

VrE"W o  Krasucz_vk, " D str'' but Fin••erprJ n . s and Secure 

1:n-Forr.,ia.t:i.on. Dispersal" D-FS1:1.D"; , a..d Ia,_, U. S. Pat.er_t: 

Application }ubl-i.cation. Nu.rrtbe:_ :_'. 0861008+1454 (", 4 11 ) or _.. n the 

alternative in vier of Band and Roscoe, "Spread tipectrum 

St,o.7:'a.ge with Mnemosyne", ("`?and") ( Sept.erfibe.'_ 1.7, ?il.1 ^ Office 

Ar_,tior7 at. page 1.5) , ;Alte.rnat-Lvel.y, he cu-r.-rent independent. 

{:.-aims of the 0--sini application . sand rejected for 

tJb V_tJ .. s__._.7 s based upo n_.  Flo- s_._ et al ., "Escro w Serv1 G._.7 c"L_.d 

I.:cer,C..7_ J , 17 e_ - to e_ Networks " (, . erne %, 4.r, vIe,v of T_.., 

ar in the alterative Hand. 

a av• been asked to review thE: -rf:•_rnces 

app •.7_ed by the "ta._T,?_ne _ to determine wheth er fl-f.:ey, alone or 

in combination, render the currently pendinq independent 

C F-L -.rLs _, 18, and 19 in the Orsini app l-cat- o.. obvious. 

4 
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B. Materials Reviewed 

1n. In considering the above topics, I have 

par,.icLi-arly reviewed th rollowing material s . 

a) rle OrJi 1 a p'LiCationr 

b) SSM' ; 

c) D',, S I D; 

e) ^a d 

"E ffiClen;: Dispersal of Information for Sec"1Jrlty, 

1 C) %1. d. cl.laTlC::11' , %•.1.0 •' u1.; 1'a 1. t' nC: c' rf , c•Giax-.i1ci._i C?f %•l"J Ce CcNr, 

Vo.l_. 36, No.2, 1138.1, pp. 335 - 34 8 ("Ra;Jin"\ r '- ted by both 

SSMS and DF SID; 

g) :Horne; and 

P e .r. t i. n. r t. p o r •..i_ o :: s o h. • e _. C_ y Y' e f. the pro s c:U. on. 7• t. _ c f the 

(Dr s i Il a r)1 r •, i r"iladl n • c ' r e ct •?• .-•. ati- o ., in g t h e 1̀f T1 < 1011 ,.• atL.,..,. 

Sep - ember, I , 2 013 a17C1 -A.ppli Can; I S lL•mendment in £;ems:aanse to 

0n _I n a 1. Office  Act..-"Lon.. dated  u i_l. _-- y _.:1_ ,. .' 0 "JI_ ._, , which c. o : t a.j_ r . 

the currently pending claims, 

C. Level of Skill in the Ark. 

1. 1. person of ordinary sk" I . i.n the ar.t of the 

Orsini application in 20n4, that art in part.icu" r being 

systems for sec,  data bra horized access or use •y• =r• • • •, r; Llnait- 

(Orsinni applAcat1oin at. Daragr=ph ;,(1n2} r was a skilled 

5 
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individual with three years o£ experience is the art and a 

bachelor's degree in computer science, computer engineering, 

or electrical engineering. Alternatively, the individual 

might have a graduate degree is one o£ these fields and one 

o£ two years o£ experience is the aft. I base this definition 

o£ the level o£ skill in the aft on my personal experience in 

the engineering o£ secure computer systems ao6 data networks 

as well as discussions with a somber o£ people in the field 

in the relevant time frame. 

D. The Currently Pending Claims o£ the Orsini application  

12. Each o£ the currently pending claims in the 

Orsini application recites, 

generating data splitting information, wherein the 

data splitting information is usable to determine 

into which o£ a plurality o£ shares o£ data a unit o£ 

data of the encrypted data set will be placed ( jliy 

11, 2013 Amendment  is Response to Non-Final Office 

Action, gages 3, 5, and 6). 

I wjll call this recitation the ®generating data splitting 

information usable for data placement feature" is the 

remainder o£ this Declaration. 

13. For example, pending claim 1 is as follows 
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(emphasis added): 

1, & method £o£ securing a data the method steps 

implemented by a programaned computer system, the method steps 

comprising: 

eac-yptiog, by processing circuitry, tRe data set based 

of as eac£ygtioe Zey to produce an encrypted Rata Set, 

C£eatisg bash ie£o£mation based on a bash oge£atioo 

9sieg the data set; 

geae£ati2g data Splitting ia£o CJtioG, wbe£ein the data 

splitting ie£ormatios is usable to Bete' : ne into wbic\ of a  

gl9£ality o£ shares of data a snit o£ data o£ the eec£ypted 

data set will be Placed'; 

Separating the enc£y ted data set into the plurality o£ 

shares based on the data splitting information,. 

iEclSSieg ie the glS£ality o£ Shares ( a) data iE6icati?e 

o£ the encryption key and (b) the has\ in£orl tioEz aE5 

caSsiog the plurality of shares to be stored ie 

£esgecti2e storage locations, 

whe=eiB the data set is restorable Sy accessing less 

tSan all. but at least a tb£eS5ol4 eg ae£ o£ r the plurality 

o£ shares. 

E. Summary o£ Findings 

14. Neither SSRS o£ DESID discloses o£ Suggests 

EX1009, Page 917



the "general. -ing data splitting,, i11 format ion usable for data 

placement feat.re" oy she currently ;lending independent 

c_EL -:rLs of the Orsini appl_cat_ol, More specifical 1y, t le 

c.arrent_y pending c.- aims expresI-s-Iv reci:.._ a particu=ar type 

of '" data spl. _ • ti.ng _.ri.f_v T a.t i_on." _ot present or suggeste • in J_.1. 

SSMS or D 'SID. Moreover, a person of o-d •r skill _ n t :e 

ar -t: .-, o.A.d not: be moll -ivated ^ led t modify •;j _oize C or l :;• • c r:; J da_ is • SSMS , . , _•. _ • r a. n. 

V.Lew of DF:SID, to --each the "• n.er •' • i ac h• •e at.•_ :g x,s.ta s• l.. Lt1.n.g 

i:.format.ion usable for data placement feature" of the pendim.]- 

ca.a.__ms: Neither- L_i. nor Hand remedy this def,_ca.ency of SSMS 

ar:d. DFSID. 

1`i. Horne also d disclo' se st t .- e J not  or s c < •;e t_ 

AN ge."erat:.in dat.;a :3p1--tt:1__ g- 7_r_`L:o rmat7_on I s a b I e :for data. 

pl.acerri.er:t" feat.i_are of ;Y.e peridi_ng cla.i_m.s of the or.si.n.i 

application, As i_s the case for SS•`•IS and DF SID, :erti.er Li 

nor Hand Can remedy this deficiency. 

F. Neither SSMS nor DFSID disclose or suggest the "generating 

data splitting information usable for data placement" feature 

of the currently pending claims of the Orsini application  

1.6. P.s noted by= the ", xa.:7l_...rter., both SSMS and DFS1 D 

are based v_pon usi. q an Information Dispersal Algorithm ( IDA) 

as introduced i:. Rabin ( Septerber _ 7, 211? Of 7 ` -e Action at, 

._..g., page„ 9-1-2). T.-.-e ..ext from Rabin cited by the Examiner 

8 
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on page :J_ :_ of t:le Septer-aber 1 2S1 Office Action is as 

fol ows: 

The -.6huro o b., .mad_ .' area >a.- :iPuwwrs latwoftm a detain Mn : 
: For R: ₹S fk, 3Qa •q 3Si f 3ax°s#.$ • *a theaF  y 2 5 6, • ,-xi:.' a: 

1sj va- thAo 0"1, P P,140tk, Ow >,ivif p -2.57 tti sr,,,- 6 all vux • O ' ww'. tip. 
pa by- •, 13Wr1wToi to IDA in 9 Ak?r bytlls, 

N w. ".r is a b̀ yirig, C, fesiduo mod y3> d uat i&, a u iag•, of det' llmis. 

in o* €smite` .hei l ,, iii aw fglaklw3-sig o*iv pvtW(x—,k.S ire, in Z,,; -ftmt : •z pnod.,P: 
(A₹ato,"w-. im $$pprop0me- m qvx- w .'its IN,1 ?'k ez "l-i ';""> wb:,Mcs iipn ;A. I + L flk 4 

ch that. 

vvm stj -t kyf P1 dimmnt ;m livarl3 it w0l 
Suffi oc ip.swun-w that. with high jprobabilit-& a Tandomly Who.s"m q1hvt of fn ymum 
"I la-,§ :. 3 a, i% fi"marly ande' ndent, We shalt ass. later (-.m, lhow to •,dtas4y aeb of 

,wfi a 

•. 44 > 

I o Pu'ves W we Ovne, '.{3?tr•t?d .P•+° POIO•-,S Let,sfu: 

i•Ff. rrY Akssy R`' Obe .3Ta ₹ k5 # 1F3s . vt es a; . 18 ₹: &'tit la, "r . $ M, 3 }• su`z:.n tW*g, 

:)COm TIM Ah mw Otx•,, OY (On' • idamcf .9, fir A 

1, 17. n. ontsidie _- ing re '. e=,; arse o SSMS and 7FS . D 

the e .-d •• - c c i to t__ p••_••nl v•a-ms . f t«.. Crsi__i ap_•l• at• _ , it is 
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essential to note two properties of Rabin'._ IDA. 

18. First, in Ra > in' s - DA, each character in the 

file E' that is to be dispersed is a factor within a tern- in 

the calculation of every one of the pieces Fi that are 

aspersed. This can e  seen "o examination of the equation .• from :n et? -- 

for Lei in conj unction with equation 11) above..  There .t" ab•.• `]' i1C-'. E-' are N m 

elements fir_ each Each of these elem,-ent:s is ca._c,..lat:ed 

using a different SL where each S contains a. different subset 

of m elements of ;.he N elements of ;.he original fl_._ F, and 

all S- are used in the calculation of each. 

19. Second, in. Ra.bi.n' s IDA, no character b;. from 

the file F itself actually appears .>rs - l-... .•• .•?_•t:..c • n any of tr1E'. p1eCE'.s T., 

that are to be dispersed. Again, -this can be rea.d.:i.l.y seen 

fr.-om the equation for . y in conjunct-.. on with. equation ( l) 

above. 

20. in V1e'v3 of these _und.zm:_.:.:al properties, 

Rabin' S ! DR does not disclose e "generatin g at.a. spl splitting c... ..•. s ~_Lose the d 

information usable o placement " t " e ^e ,•..• abl_ f•• data ,••acem feature of the 

currently pending claims of the Orsini application. First, 

s...rice each piece o1 data . s used to calculate the value of 

every shar-e  to •>e dispersed the recited determination •..r1 data •,_ ,_ , 

of "which of a pl,_rality or shares of data a unit of data of 

the encrypted data set will be placed" ( emphasis added) is 

_-. o 

EX1009, Page 920



not met by R Abin—each " u. it. of data of -the- encrypted data 

set" is essential to the calculation of every one of the 

lkpl -Ji C.l- t••• of shares". 

2_ . _. ei,C?nC r S1 nC P nc, piece Gf t.:ie data ar: 't.uc .•-__ Y 

a spears _ rl a -v o- Ra.b_in' S sna.res, e -recite-al determi - at.lon 

of " t'v.:1C}7 of e: x l ira l -ty of iareS of dElta a L1nit of G f' 

the encrypted dal.--a S. 1l b placed' efnpha.S_ add.e(J.) , L`L's 

]:• o t ?11e t 

22. _n Short, Rab i ' S IDA is ver.y different from 

L'rle " gene:!_' %•.C.:l.:":C• C;eata p_-_l.tt__ng J_r.•Cirm.at7_on usable :for data 

•• i lGY' `• 'T s cot te p_••acemer:t feat.u.re o.-- the c . .r_er:t_•.y ••`..< d4  rl•, c_._a:•.nl,_> 

ors-n- application. Since :either SSMS nor DFSID Suggests 

the whol.escal.e depart,u.!_"e frof:l Raba.n's t-.echnique that: wol.ald be 

]Needed to haVe the "ge n erating dat1. Sp.l__..t.t.7_rlg 1.n.fOrfClatl.ol'] 

usable for data placement" feature of she currently pending 

C1c"L ' ms o f ;p - indeed, see - ti S Section i t. I7 f-, L SiY1_ a ;_•-1C a'::li7rt (- ••-- :> ;I'..• j: •{-- : j:1OI7 

SeC;Ci.:,+. pa 'agI'ap ., a.r:d a bs t.,'; •. „-„t . , - ac •- o DF r D the 

references t.a kE . alone r t, ' - - r i c•m_,..rnat••:. neither d•.,•c1o,••.. no 

suggest the "ge:.era ting data spl-tting i::format.ion usable for 

t.;;. L,_ e • f h.e ctl._r.1 en.t_l.Y LY , cl.. J. d. a la Yeattl.r o `.n .- nc, t.. 

23. - nose that the September _ r, 2013" G1"fic- 

Facts on discusses " sp-itting information" at length ( see, 

....q., pages 9, 12-14). 1 find at however the 
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interpretat1on o• t re terry `` splitting irIformation" is 

resolved, the particu-1 • type of "sp tt c v a_ •_i in inf rmatr 

rec-ted _n the currently ps .dine; c-,..1ms o` the Orsini 

app_i-cati-on _li s ne,_t rer disclosed or suggested. i-.. SSMS and 

SF Tn, 

G. A person of ordinary skill would not be led by either SSMS  

or DFSID to make the extensive modifications required to SSMS  

and/or LDFSILD to reach the "generating data splitting 

information usable for data placement" feature of the 

currently pending claims of the Orsini application  

24, As stated above, meeting the "generating data 

splitting information usable for data placement" feature of 

t:_ p . d ...- rig . a.••..__rn , • f t: re t,.:_si..a_ ap:>lic.at:' on wou"Ld require a. 

fundari.er,t.ali.y di ffc_ent. type of TP,A than that relied :por.• by 

SSMS and DFS- D---- .e . e.- r • yr different n r a•• ...•.tr • 1,, t•if••..r,..nt i .formation 

dispersal al or ..mo Particularly give„ th tr"__;• 

r• a r er c r e, to A r. ,. n FS. e.:t_.o _ ser,. ,. rt if R.a••-:- s and _r. ._. a• .d .T"?..s 1..., SSMS a.•.t_. D TD 

e -a : • M S r -- a co `•• r r }-• 1 . rr • e ti -'r-
i._ _e, t..... e •I o , :..7 r.. . hl v ViJ(... •... f ems • a)J +. •r lr\•:•e d•... {.ter ll._)Z:: C.r 

Rabin' s li t, in S e, i,ion ?, pa ge _4L and D IE"',ID r s desc:r_bed 

"bu -.•_ ding on" P ab7_r. 1_n _-iits  Abs t rac t , page 20"1 u person o f 

ordinary sill would not be motivated to mak.e such a major 

modification to those references 

11_ 2 
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H. Neither Li nor Hand remedy the deficiencies of SSMS and 

DFSID 

25. The September -L7, 2013 O five Action- Cites L_1. 

and/or Hand as pro,%id.ing a pa._r-t_.c :_l -r share dist.ri_but.i_ori 

scheme {` ;ELq : 1q and hand do no -, and the ) x;":mii:er has 

not: .; t:at:ed otlnerwise i.:. t: discussion. oA. Cor:ba.n.,_rla t : e.,e 

.::e e'.'erice•> W)_ SSMS a.nd. 1FSTD, ci..s,close Cr suggest t :te 

°1 C3E:nerctC.lng dcl : r3 splri:;:l ni g l::j OrTlatlC)n sable Or doc"t'ta 

p-a.cei.tie-t:" -Eeat:u._e of ,,.ie pend Mg C1ai.ilis of tae 0rsi_n:i. 

appa.ication . 

26. Li is directed toward receiver--- driven peer to --- 

pee.1_' I11E'C•.:l.cl :; t:r ckrCl _ TlC for __ oosel.}? %oi,pa.ed. peer - to-peer 

networ.'ks (I Li a. t, T • '? / de s cribes, e.g., Pa agr.a p, • 0;_;2% . 7_ ue,_".r7_r)es r as 

stated b'; the Examiner, the - se of t\ a high rate erasure 

rc-3s pent code to ensire t -,at one or rCorE: of "rle peers wi_1 

have the data blocks - ec.es . a._'y to reconstruct pu.._t_..cu.:l_ar data 

units while si=11_}li•yii. g the demand ,.. the client •r..,entif_y 

which of the peers contains tree necessary data" Li at 

Par .gr.a )h _. 06; Se pteiiiber 17, 2013 o.ffi.ce Action at page 1.9; . 

I-- a manner related to that discussed for Rabin above, matrix 

ntul,.ipl-C•.t:-ci. ii.volving oricina- message- ti xi and a generator 

matrix G il, the development of coded messages C_ T i at, e g. , 

3 
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paragraph. 0" 07 j -indicates tha yi neither ..._ ac.. or suggests 

the "renera rata splitting information usable for data 

piELceme-^t" feature of t^e pending claims o} t Orsini 

app i.cati.on. 

27, and express?- ,Y= user. Rabi.n.rs DA. and. t-:erefore 

cani:ot rE;_rCcedy ^_P_ C efec 4-E z of SSMS and D• SID d scu-issed above 

(` cl..d at: Pi ;. ge 2, s• bsect•o-n e_rlt:_t.•ed " Dispe':sal." o1: Sec'- ion. 

1. Horne also does not disclose or suggest the "generating 

data splitting information usable for data placement" feature 

of the pending claims of the Orsini application  

2 g . HII is directed toward aspects of 

di-st.ri-b. ti- or. of cont:en", such as music, i-ri peer- to-peer 

i:•etwor.'ks (. Abstract'] . Vine Examiner does not. appear to a.sse.rt. 

r o e " .e.n ng data Splitting that F-io n•.. contain th,... •,._::...ra`i • ti 

l.ifor'MFL;C,i0 n 'Glsable for data p-ace.reit' of the Pending 

C al,lls C%f ti,e O, -' - a.px?1.i.cati.or] ( sec t e.g,, the September 

1.3, 2''13 Officte •• ct; tomr) t page 26, liner=s 1 to 3 and -p •e V 1 i J.. C. •....... .J i CLC• 2 7, 

lines 13-_6) Indeed, Horne, in Section 4,1 ( cited by t.e 

Ex am. .i-:e.r or- page 26 o.Y the Septernbe : 13, 2013 0 f fi.ce A.,-ti- or.) , 

describes a vender pa-may S forming, from k blocks of content, 

encoded content, blocks and then sending all n of tho 

encoded content b_-ocks to a recei ver Party;` S as well as to an 

-4 
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escrow serve._ ES--no ..o:.ion of placing port1ons c) ,.--  data 

content into respective shares is involved rHo_r Section 

4.1 11 . 

29. The Examiner ,, yt.es j_ or, in th.e alternat've, 

H..n.d • - ec y s tc o Heir n  . However, for t : e t• er,.l. : 1 Briar • o:r,_.ri:. 

rcasa,_s discussed yn agrc"t`_^_S 25- 2  r a•.•ove, y..-- - •_ nor 

Hared dAsclose or suggest; the "q erata_ .TI. g diata spl.a.t;t.i...q 

U C 1 } n  "i e `, I' • - fay:'r.at.7_on •. , a.b:_•. fa_ data • .aceme .• f`.,s.ti_a e . f t::,e 

cl irr.,nt;_y pe In. dinc; c1a=n_s of t:Ie Orsin- a-opllcatlon. I 

t:i-xeref ; re cone."'Lude that: t:-._ combinat.:Aor. of Hr e oa. C • • .7.' I7. .l. I-1 view e w 

IAI or, in the alte::-nat.,_ve, Hand does not reacYl this feat.•_ar.,e 

of the pen:aing claims. 

I hereby dec._..a.re .hat aA.l statem.en.tt, made herein of 

my own knowledge are true and that al.l1 s Eatements made, on 

i::far'matian and belief are believed to be tr le, and further 

t the e ,f t_-he, Y w rY t. gat _. ..: e statements ae'e made w•_ -- •. k.•:,avt_l.et_,.•e that 

„ 111fu1 false statements any •Y7e like sa make are unishable 

by fine or imprisonment-, or both, under 18 T J : S . C . § - 0 01 and 

.• t':at. such •.r:.1.. 1_ .._,.1. _f.a_se statements may jeopard.;.ze the 

validity of the application and any patent Issued thereon. 

Date.  __ 3 FP_bI_Ua_: " 0"_ 'Geo-rge T_. ._..-i_g1.er  
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•' Y` 1' Ll 1. 6•_._.C.nCC 

'- / ____ T T /) r\ \ ) / F1 (1 / ,\  1 Au.,•:.st 2 . , - :.JoT• er lber - . PROJECT /_ _ANTA— ,EI-'_[1ENT 

ENTERPR-:  ES, IN , , Be Lhesd _, >'\'Ia r`y71c_nd 

Senior Consultant 

7 , 5=.• :; cct matter expert o.. a i art-t-.ne e.rr lo, g. • •, basis to 
support t.1,.z L''e Feral Avia t =o:. Administration's 
of J_?` :endeni. Survei_lance—Broad cas'-t a 

C O ,rl_J o - - `, .\ ., t of t rl C Next V C n. e _. •J. t .. A.1..7_ ... _. a n.s rJ V - t a t. i o n D v ti: t. a r'.. , 

Decer ber1f 98 4 I December - 988 e C C-OMPUTER SCIENCE 
1\ , .~• c•..a. _._ •, t, n :,• r c 1• , Vr _)_ .• g• A. X : _•_. A 

Vice President, Systems Group, Nov'er:ber 1987 - December 1988 

r\ s s_ :s o n ma o r ram ac u+.S +. on. S? 1 s Y•I •,.;,,•grm•.nt • r•r pr; r_ • Wit , f -port s  w ith -Ln 

Systems Croup, CSC t s C'/`SOH /' veai _over nment business. Areas 

of ins,olvemeni: pre-aw- .lyd project +t.eam prep a ration, 
plopo.7 EL - revr E: CL_ C iJ 71t 4C:.ILC.'•t iJiiJJCCJ::I.rC•I.I.C•• : • E:C.I • Ci_ and 

man.agerr.,ent., Co,r1pet.a_t::i.ve t:nal.ysi s, and business a.cq,.a_s:i.t.a_on 

process revi_ew. 

Vice President & Executive Director , Consolidated Data 
Network, Systems Divi ^n, October 1986 N^ti7ember 1987 

Pr.-ogr:am Office respon.si. i 1 :tv for a $ 282 ;.r:.i:l_l.i.or., 8- yea. I-., 
effort to p _-c•c=i.de, operate, and ma i.nta i..r, packet.- switched data 
network for she U.S. Treas,•.ry Department, with AT&T and BBB 

•, ;, ; - n s a:7 T 1i3._. •; r :• L..•,C:•.. ;, raC , ors . PLli • rl plac:_ cL _tvVOr•i desig nI7 am 

imp_._r •. t . i,-c,.. infra • trL:•tu-e .hat ac ie—,2ed e li .,•tovE,r 

r'c•tes oa. ov- e.r 20 ne .wo.rk locat_ons per wor j--I.g day, E tlaba.:1_" 

<<ustor,.er to .:ransi_tion to new expanded enforce-rent da.t-a 

syS -e w t'r out r a, a.r de_l.a.v. ReducedCSC roc per si te 
r- 'r i- -r fl i E stab li she d m ateria l i i : g tov•r ,•1r ,->•fe- 2 •/ ,• .   _>1an is 
methodology ( RIPI_} to _mprove inventory management. Laid 

the gro.•ndwork ror resolut_o:n of several important 
cont..ractui.al_ iss? . Recruit_ed and developed successor program 
man.:ger. 
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•' Y` 1' LI 1. 6•_._.C.nCC 

Vice President, Communications and Controls Products, Systems 

Division, December 1984 - October 19806 

s t x R.__s ^"' t= )r X12"r; }re r 1 S iT1 eS z• . rea e rlcF a Qd 1-.": t1P, o y __  

surJ;)7_y of En e rgy 'lcrla-Clement aril cor:lt.rol. 1 Y> •eJ.rS ", C and.coml^u.:ications ubsystems for lrban rapicc _- systems 

Expanded ET ,., S b;.. _ness I-r .m Tri--Be_vic.. app licati o.. s t  

Comm rC=al arE;_^_:3 and il"a e t'-, at business profi -able. 

Respo::s,-bae a.o.~ tn'e : e-velopme.:i: of se•ect:ec: commur:i_catJ_on 

r C:. ra.t;y v'o A:: C:.:, as value - added :)p ,- :).: S A.oS' C ` S S C.erl 

i.ntec{.rati.or.? t ti ,_. 

Larch 1932 - Dece-r-n-;el _ 984. AYDIN C RP'ORATION, Tort. 

Washington, 

President, Aydin Controls Division, March 1982 December 

_1.984. 

Vice President, Aydin Corporation, February 1.98 - December 

1984. 

General Management resA,onSi)?-1i for a 37 5 )erson, f'LAl 

i_nt:egrat.ed. Di.'c'.__sa.o•_ .-ra.t'_ ar:nual sales oa. ` 271'! of corlrpl t:er 

gr-ap]:?4_cs  •).meat, ?roduct :_ i.nes 1:?. coa_or raster s .̀ a a.r.? 
d. - sp.l_ ' gener'ator's 1).'_Ct:: resolution mordl.tors and -- t ••' generators, • r tut:-lkey 
CAD/CAM systems. N•arket areas included process ^n •/•.L'-•• •? J ... ti c•.• tr.•i, 

ut1_ltles, de fense-, and petrochemica- resource exploratJ- on . 

D_4 v on 1-r ..h 198_ 1904 of p _' t 45%, utp.arforml_^;•. ! _ iJ+l: U l7 GV' C? ..J C:. prJX-:l Lc. .e1y 'O tJ _. 

il1C)SL g''_aptl:aca terminal C:Olrl3Jer.__torc, S_'C _". C?`•L :1:'a.:,_l.ona-1. 

,.a.._> boost ed in. a.rg:.n.s for_ _.. n estr-,.`nt i_:. a_•e_•, 

ma -.keti n , and prodUct .-o 

April 1930 - March 1932. B RROUG3HiS ORPORATiON" 

Pao— J , Pen nsy%lvania. 

Deputy Manager, Great Valley Lab's, April 1980 -- January 1981. 

Deputy General Manager and Director of Engineering, Special 

Systems Division, Federal. and Spec i_al. Systems Groi_a.p, 

?areua•v _ 981 to Marcn 1982 

9 
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Chief technical executive for Special Systems Division 

precursor. Later responsible for 400 research and engineering 

personnel engaged in ..he development of pr.imariiy 

command/control; communications and secure systems. Research 
l +' x w o Y r, '- projec ts `• r C L component f or_,.••Zzatl.on executing  •_ r d iv erse ar e as 

of computer science  an.. engineering, including distributed 

process ing, _ IJL.dl area networks, iJ Jf :.wa_e too ls / engineering, 

V'_S_C desi gn, and machine intelligence. Remaining activities 

matrixed into Division programs for customers including NATO, 

NSA Navy, Army•' , and hssist. + g oa. , c , ) , 'vi/i.:.. }]. :TC-'.ne' "C:c•:.%1.....1;ie:_ -r: 

market ing,  n r r `' n a , •_? 0M     Gnd m.a.• manuf acturing ope rati on . , .. 

September 1976 - AT._.ril "1980. 'TEXAS iNSTR-IUMENTS, 

Dal- as, Texas. " 

Project Manager, Research Manager. 

Developed software products ( e.g., compilers, programming 

tools) which became sources of `! revenue. Built z.n applied 
research and de•Je.lopment activity of 15-20 persons w:i.t:.h 

diverse program elements in computer systems zinc; software 

engineering. Chaired a 25-member corporate-wide technical 
working group on advanced computer architectures; member of 

corporate computer science thrust tear,. 

September 197-5 - Se-pter- er 19176. UNIVERSITY OF' 
TEXAS  SAN ANTONIO, San An t. o nd o, Texas. 

Assistant Professor of Computer Science 

Taught graduate/,undergraduate courses in programming 
g analysis o} algorithms. Research •,,:; languages and hE:aear•.__ ut__•• 

publication in software engineering and programming language 

design. Chairman, Division Faculty Recruiting Committee. 
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A-----t.. ,,-or or co-author of twenty technical papers in the areas 

c.f software engineering, •e c o'n p- r :• • 7 e •e • c r-nu_ni ati _s c" m ate_ and 

codTLpl1"• r systems archi tec t ure, avlCFat10r1 and 1i:`O-= LilUil 
systems for av_ .lt__o n, and Uorrmuter arapin jCS . Co- t'l or of 

five reports -._„tared by the Na'-ional Research Coun.ci-l.. 

• 7 Y  Rh-odes S h-oiars :1CI" ION. :1em_) r, As so cOi•-•Cr•.lon i-• f ine_-ivan R: de iv._..:: F •- t 

Sen-or 1A,embe IEEE 

N;.rnercna:5 a.n.vi t.ed ' ec-t.•.~es, pane and prograin Corr:rni_t:j:.ee 

merrlbea_'s fps . 

Add . nc:t fac•:l•y meibler ( two d- ssertatio:. committees' , Union 

Institute, . 989-1993. 

•.  IncA:ct.ed -nt-o =, rl;:an Unit;erSlt: ,°s+lul_:ni ='ail of 'Fame,, 9%9. 

Member of Na.t :_ C r :. 0 (1 rL ° •._ Rev)iew na." .•ese a.' h̀ • u. 1. S o Tlr._l.L.tee on x•e J1.eV f 

t:l,e In.forlTlatl.on Svstems Mode.rni- ,a on of -he In.tern.al. j?eveTlue 

Service, 1990--199`x. 

Member of Technical R:?VieW COrturi' t : ee for Georg"ia Institute of 

:1'ec_.no.logy°s 1'utUirener Wh'iC11 formed the bacl:bane for 

te1ecorrr.un.icat.i_ons j. 1t ..._ n the :1.996 Olympic Vi_.1_age, 19'_34-

1.9'_36. 

- '•1embE:r, -='oqram r:an%-Lg-c.r,e•r t :. •,i•.:nrt:t f, R'I'iA ( Av1•.Lt,ior-1 

S•,andard• L''C':•E;_al L-•d'v-sU_zI C'vrr•'RLt'._•.C•}, lllv11:7t 2v0\. t" 

present:. C+O - \i_.aa..__ iJf R'.1'.CA' s S-eci._ _. COmar:.A 4E.t_ee on Sat:e1 =__i.t.e 
r fat:a.or June 2L;)05 t.: present. C.:,_ f •;,C I • A_A eg.r 1• a •• a. c _ , __ • ; %• s e r. ; . Chair v ._ R : r. _l. t, •_ a. t, _t. a n. 

a- d Coordination Com-mittee, Apr_ i_1 2_.06`3 to p _esen.t. Ch.a :. r of 

R1'C A' s Spe^ al Cormittee on Unmanned • Svs to , May •_ _... •:: .• •.. aircraft. -r:••. 

2013 to present. 

Chair, Co- ,h.a:i. _ or Facilitator of R`1' .A Standards Working 

Croups t::a. t d.e ve=_ o>ed six aviation st-A..d.ards, 1992-2009. 

Rappo.rteu.r for devel.opment of. Interna.ti.on.a1. Civil. Aviation 

rgan_Zat_ol-. Standards a-n d -:ecormended practices for the 
Universal Access -11ansceiver (21002 - 2005) . 05) 

Me-.dDer t-/•of Naiona! Reseaic • :.oun CL cil ti - nel on Research on 

T,. ti.-re Census .,•` e- - ods, Lererzber 200:. •. o March. 2004. 
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Recipieint of MICA'S 2006 Ac1nievement Awa£6. 

Membe= ( iasite4 by Federal aJiatioe &m£iaist=ation). 

astomatic Dependent Surveillance-Broadcast (ADS B) Aviation 

R21ema»ieg Committee, Jolt' 2007- Jolt' 2009. 

ye3Ke£ ( io vited by Secretary o£ Cow £ce). Census Expert 

2aael. Marc', 2008- September 2008. 

Member o£ National Research- CoQEci1 ,s -Pal-el to Review the 

2010 Ce25as, Septe.ae£ 2009 to present. 

Member ( 4n vite4 by the Federal Aviation A jeist£ation). 

AItomat£c Depeo4eot S9£7eillaece 5£oa2cast (ADS-5) Ie 

ziatioo 2Qlema»iag Committee, Uune JO. 2010 to NOsembe£ 30, 

2012, 

Member ( invited by RICA). Ke3tGen advisory Committee 

Subcor Rittee, December 2010 to present, 

22 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement, pursuant to 37 C.F.R. § 1.114(c), accompanies the 

Request for Continued Examination (37 C.F.R. § 1.114) submitted herewith. 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

40759658_1 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. § 

1.98 and the Examiner is respectfully requested to consider the listed references. 

The Director is hereby authorized to charge any deficiency in the fees filed, asserted to be 

filed or which should have been filed herewith (or with any paper hereafter filed in this application 

by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-0002-105. 

Dated: February 13, 2014 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Attorneys/Agents For Applicant 
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PTO/S13/08a (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 131371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 

No. 1 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear Number-Kind Code 2 (if known) 

US-6,473,860 10-29-2002 Chan 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

T 6 
T CountryCode3 -Number'-KindCodes(6 known) 

El 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ' Enter Office that issued 

the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 
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PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 

Examiner 

Initials 
Cite 
No.' 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 

the item (book, magazine, journal, serial, sym posium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

TZ 

Examiner Date 

Signature Considered 

"EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant isto place a check mark here if English language Translation is attached. 
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Electronic Acknowledgement Receipt 

EFSID: 18197274 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Joanne Ryan 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 13-FEB-2014 

Filing Date: 10-FEB-2012 

Time Stamp: 15:44:59 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $2300 

RAM confirmation Number 1458 

Deposit Account 061075 

Authorized User 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 
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1 Extension of Time 
104093-0002-105—Extension. 

88808 

nopdf 1 

1 cd7a8d4ObO5cf6db1 cd 7bO887cb95463 63 
5cB. 

Warnings: 

Information: 

2 
Request for Continued Examination 

(RCE) 

104093-0002-105_ RCE _Transm 

ittal.pdf 

95531 

no 1 

81 dOe95bb57bWb900772869c36554a8e 
78a27c 

Warnings: 

This is not a USPTO supplied RCE SB30 form. 

Information: 

3 Miscellaneous Incoming Letter 
104093-0002-105_Ligler_Decla 

ration.pdf 

327481 

no 22 

59WOU486bcd5dd7c35ac67cdeOMB2b 
11e0 

Warnings: 

Information: 

4 104093-0002-105_Final_Respo 

nse.pdf 

103992 

Y es 4 

38e5e94f65344fa7779303602a26a4644ee4 
eef6 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment Submitted/Entered with Filing of CPA/RCE 1 1 

Applicant Arguments/Remarks Made in an Amendment 2 4 

Warnings: 

Information: 

5 Transmittal Letter 
104093-0002p1d05_Supp_IDS. 

69392 

no 2 

Sccb7befbdf777765dd471747dd582fOcbd 
25998 

Warnings: 

Information: 

6 Information Disclosure Statement (IDS) 

Form (SB08) 
104093-0002-105_SBO8.pdf 

126140 

no 2 

ca7d 13e17f9a757490fef031 cdaa2b263b99 
837e 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

7 Fee Worksheet (SB06) fee-info.pdf 

32362 

no 2 

9114aO9bfdc277517d5b701 af59a14ea8ee 
79fad 

Warnings: 

Information: 
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Total Files Size (in bytes) 843706 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371  
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office  
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Supplemental Information Disclosure Statement is filed before the mailing date of a 

first Office Action after the filing of a Request for Continued Examination under 37 C.F.R. § 1.114 

(37 C.F.R. § 1.97(b)(4)). 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. Applicant submits herewith a copy of a non-patent literature in 

accordance with 37 C.F.R. § 1.98(a)(2). 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Supplemental Information 

Disclosure Statement shall not be construed to mean that a search has been made or that no other 

material information as defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 

1.97(h), the filing of this Supplemental Information Disclosure Statement shall not be construed to 

be an admission that any patent, publication or other information referred to therein is "prior art" for 

this invention unless specifically designated as such. 

Notice of Related Patent Applications  

The Examiner is advised that the following patent applications contain subject matter that 

may be related to the pending claims in the present application. In particular, Applicants would like 

to draw the Examiner's attention to the fact that substantive examination may have occurred in these 

cases. For these cases, copies of any Office Actions that have issued and Replies that have been 

filed in these cases that have not been previously submitted are submitted herewith. Applicants 

invite the Examiner to review these documents or any future substantive documents that will issue 

or be filed in any of the below cases. By bringing the following applications to the Examiner's 

attention, Applicants do not waive any applicable confidentiality provisions of 35 U.S.C. 122. 

Application 

No. 

Publication No. Attorney Docket 

No. 

Filing Date Status 

12/148,365 US 2008-0244277 104093-0001-102 4/18/2008 Pending 
13/024,791 US 2011-0179287 104093-0001-103 2/10/2011 Pending 
13/024,804 US 2011-0179271 104093-0001-104 2/10/2011 Pending 
13/371,364 US 2012-01159197 104093-0002-106 2/10/2012 Pending 

It is submitted that the Supplemental Information Disclosure Statement is in compliance 

with 37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 

2 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

The Director is hereby authorized to charge any deficiency in the fees filed, asserted to be 

filed or which should have been filed herewith (or with any paper hereafter filed in this application 

by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-0002-105. 

Dated: April 7, 2014 Respectfully submitted, 

Electronic signature: /Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 
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Electronic Acknowledgement Receipt 

EFSID: 18687120 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 

STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/joanne ryan 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 07-APR-2014 

Filing Date: 10-FEB-2012 

Time Stamp: 16:17:04 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Transmittal Letter 104093-0002-105_IDS.pdf 

78171 

no 3 

Wacee815dd9ea4cb94a6e4ce3b080937fa 

f570 

Warnings: 

Information: 
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2 Information Disclosure Statement (IDS) 

Form (SBO8) 
104093-0002-105_SBO8.pdf 

127105 

no 2 

—Dcf911 cb245c61 e99090274e3d4d3975 
813c 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

3 Non Patent Literature 
Copy_of_OAs_and_Replies_for 

_12148365.pdf 

2816426 

no 55 

4687ad I Ofc686d6bb736eMc5a%e2478c3 
d1232 

Warnings: 

Information: 

4 Non Patent Literature 
Copy_of Reply_Brief_for_1302 

4791.pdf 

383744 

no 9 

d4daff41a7dfMb4f11 f6c8beaf5d8395be7 
Ob9 

Warnings: 

Information: 

5 Non Patent Literature Copy_of_Replpyjf r_13024804. 
984443 

no 25 

47c49c6a0d535c161135cbef2a0ac51 Ma41 
06b 

Warnings: 

Information: 

6 Non Patent Literature Copy_of_Reply_for_13371364. 
pdf 

1428898 

no 34 

4d 77775fb5643bbfO8ae3 8175 09fad 96827c 
a9c2 

Warnings: 

Information: 

7 Non Patent Literature Rosen_BGP-MPLS_VPNs.pdf 

1074834 

no 25 

3223f8e661 ff7fe7b94c56f834846dbdb7e9 
30b2 

Warnings: 

Information: 

Total Files Size (in bytes): 6893621 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371  
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/403 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office  
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Examiner-Initiated Interview Summary 

Application No. 

13/371,363 

Applicant(s) 

ORSINI ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Michael Chao. 

(2) Christopher J. Han (Reg. No. 70, 069). 

Date of Interview: 22 April 2014. 

Type: ® Telephonic ❑ Video Conference 
❑ Personal [copy given to: ❑ applicant 

Exhibit shown or demonstration conducted: ❑ Yes 
If Yes, brief description: 

(3) 

(4) 

❑ applicant's representative] 

® No. 

Issues Discussed ❑101 ❑112 ®102 ®103 ❑Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1. 

Identification of prior art discussed: Plank, Xu, see OA mailed herewith. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...) 

Applicant's representative and Examiner discussed Examiner sumested amendments to the claims with respect to 
the "data splitting information" limitation. No_ agreement was reached. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

❑ Attachment 

U.S. Patent and Trademark Office 

PTOL-4136 ( Rev. 8/11/2010) Interview Summary Paper No. 20140422 
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Application No. 
13/371,363 

Applicant(s) 
ORSINI ET AL. 

Office Action Summary Examiner 
Michael Chao 

Art Unit 
2492 

AIA (First Inventor to File) 
Status 
No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF 
THIS COMMUNICATION. 

Extensions of time maybe available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)® Responsive to communication(s) filed on 7/11/2013. 

❑ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on  

2a)❑ This action is FINAL. 2b)® This action is non-final. 

3)❑ An election was made by the applicant in response to a restriction requirement set forth during the interview on 

the restriction requirement and election have been incorporated into this action. 

4)❑ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 

5)® Claim(s) 1-27is/are pending in the application. 

5a) Of the above claim(s) is/are withdrawn from consideration. 

6)❑ Claim(s) is/are allowed. 

7)® Claim(s) 1-27is/are rejected. 

8)❑ Claim(s) is/are objected to. 

9)❑ Claim(s) are subject to restriction and/or election requirement. 

* If any claims have been determined allowable you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://www.uspto.gov/patents/:nit events/pph/index.jsp or send an inquiry to PPHfeedbackCrDUspt0,CI0V. 

Application Papers 

10)❑ The specification is objected to by the Examiner. 

11)❑ The drawing(s) filed on is/are: a)❑ accepted or b)❑ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

Priority under 35 U.S.C. § 119 

12)❑ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)❑ All b)❑ Some** c)❑ None of the: 

1.❑ Certified copies of the priority documents have been received. 

2.❑ Certified copies of the priority documents have been received in Application No. 

3.❑ Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

" See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) ® Notice of References Cited ( PTO-892) 

2) ® Information Disclosure Statement(s) ( PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date 4/07/2014; 2/13/2014; 11/15/2013. 

3) ® Interview Summary (PTO-413) 

Paper No(s)/Mail Date. herewith. 

4) ❑ Other: 

U.S. Patent and Trademark Office 
PTO L-326 ( Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20140422 
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Application/Control Number: 13/371,363 Page 2 

Art Unit: 2492 

1 The present application is being examined under the pre-AIA first to invent 

2 provisions. 

3 

4 DETAILED ACTION 

5 This action is in response to argument filed 7/11/2013. Application 13/371,363 

6 claims priority to 10/25/2004. Claims 1-27 are pending and directed toward distributed 

7 data storage in an encrypted system. 

8 

9 Information Disclosure Statement 

10 The information disclosure statement ( IDS) submitted on 7/11/2013 was filed 

11 after the mailing date of the Non- Final OA on 4/11/2013. The submission is in 

12 compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 

13 statement is being considered by the examiner. 

14 The documents submitted on 9/20/2012 and 4/07/2014, which appear to be 

15 transmittal letters, with the subheading of "Notice of Related Patent Applications" fails to 

16 comply with the provisions of 37 CFR 1.97, 1.98 and MPEP § 609 because it does not 

17 provide ( b) a column that provides a space next to each document listed to permit the 

18 examiner's initials. It has been placed in the application file, but the information referred 

19 to therein has not been considered as to the merits. Applicant is advised that the date 

20 of any re-submission of any item of information contained in this information disclosure 

21 statement or the submission of any missing element(s) will be the date of submission for 

22 purposes of determining compliance with the requirements based on the time of filing 
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Application/Control Number: 13/371,363 Page 3 

Art Unit: 2492 

1 the statement, including all certification requirements for statements under 37 CFR 

2 1.97(e). See MPEP § 609.05(a). 

3 The portions of these transmissions in the form titled " Information Disclosure 

4 Statement by Applicant" have been considered. To clarify, while the IDS documents 

5 themselves have been considered, the documents submitted simultaneously with the 

6 IDS that lists " related applications" have not been "considered" Although the Examiner 

7 is aware of the co-pending and allowed cases, he cannot "consider" an entire 

8 prosecution history. Whether or not Applicant intended these "related applications" to 

9 function as an IDS per se the Examiner must still note for the record that they are not 

10 "considered" since there is no singular document for consideration. 

11 

12 Response to Arguments 

13 Applicant's arguments filed 2/13/2014 have been fully considered but they are 

14 not persuasive. 

15 Although much has been said in the prosecution history regarding the claimed 

16 "splitting information", OA dated 9/19/2013, Applicant's remarks on 7/11/2013, as well 

17 as the presently presented 132 affidavit (on 2/13/2014) and remarks 2/13/2014; it 

18 appears that the only outstanding issue is the appropriate interpretation of the claim 

19 language: 

20 "generating data splitting information, wherein the data splitting 

21 information is usable to determine into which of a plurality of shares of data a 

22 unit of data of the encrypted data set will be placed" 
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Application/Control Number: 13/371,363 Page 4 

Art Unit: 2492 

1 

2 In order to address the above, it must first be determined what a "share of data" 

3 is; the only definition of which is found in the last clause of the claim: 

4 "wherein the data set is restorable by accessing less than all, but at least a 

5 threshold number of, the plurality of shares." 

6 In the art, this is termed "erasure coding" which is defined in Xu ( Highly Available 

7 Distributed Storage Systems) as 

8 (" Erasure-correcting codes are a mathematical means of representing data so that lost 
9 information can be recovered. With an (n,k) erasure-correcting code, we represent k symbols of the 

10 original data with n symbols of encoded data (n — k is called the amount of redundancy or parity)." 
11 Xu § 2.1) 
12 

13 "erasure coding" is defined in Krawczyk as" 

14 (" Information Dispersal was introduced by Rabin [15]. It is a scheme intended for the distribution 
15 of a piece of information among n active processors, in such a way that the recovery of the information is 
16 possible in the presence of m active processors ( i.e. out of m fragments), where m and n are parameters 
17 satisfying 1 <= m <= n. The scheme assumes that active processors behave honestly, i.e. returned 
18 fragments are unmodified. The basic idea is to add to the information, say a file F, some amount of 
19 redundancy and then to partition it into n fragments, each transmitted to one of the parties. 
20 Reconstruction of F is possible out of m (legitimate) fragments. Remarkably, each distributed 
21 fragment is of length which is clearly space optimal. Information dispersal schemes can be implemented 
22 in a variety of ways, all corresponding to the notion of erasure codes in the theory of error correcting 
23 codes (see [15, 13, 91)." Krawczyk, SSMS, § 3) 
24 
25 Note the bolded fragments which similarly disclose the property of erasure 

26 coding, that the original data can be reconstructed with a subset of the distributed data. 

27 It can further be seen that both disclosures similarly state that "erasure coding" breaks 

28 an input data into a plurality of parts. 

29 Applicant's claimed "splitting information" is stated to be used to determine which 

30 part comprises a piece of data. It is not stated how this information is used, nor how it is 

31 generated, only that it is used to separate the data, in some way. The Examiner 
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Application/Control Number: 13/371,363 Page 5 

Art Unit: 2492 

1 believes it should be self-evident at this point that both Krawczyk (SSMS) and Xu must 

2 similarly disclose some "information" that is used to determine how to separate the data 

3 since they are both commonly directed to the separation of data. The references also 

4 explicitly state how they generate information used in splitting the input data. 

5 Xu: (" In an array code, the information (original) and parity (redundant) bits are placed in a 2-
6 dimentional array of size I x n. In a distributed storage system, the bits in the same column are stored in  
7 the same disk. If any bit in a disk is corrupted, then the disk is considered to be a failure disk and needs 
8 repair, i.e., the corresponding column of the code is considered to be an erasure." Xu § 2.1. See also Xu 
9 §§ 3-5 for further methods) 

10 Krawczyk: ("2. Using IDA partition the encryption file E into n fragments, El, E2, ... , En." SSMS 
11 p. 6). 
12 Krawczyk: ("For completeness, we outline the following simple information dispersal scheme 
13 based on Reed Solomon erasure codes. The information to be shared is partitioned into m equal parts  
14 where each part is viewed as an element over a finite field (e.q. GF(p)), for a larqe enouqh prime p). 
15 These m elements are then viewed as coefficients of a polynomial of deqree m - 1, and the n fraqments  
16 for distribution are obtained by evaluatinq this polynomial in n different points. Clearly the whole 
17 information can be reconstructed (by interpolation) from any m fragments. We stress that for large files, it 
18 is not necessary to work on a huge field but just to view the information as the concatenation of different 
19 polynomials. Notice the difference between such a scheme and Shamir's secret sharing in which the 
20 information is represented by the free coefficient and not by the whole polynomial (this is essential in 
21 Shamir's scheme to provide perfect secrecy but not for information dispersal where secrecy is not a 
22 concern)." SSMS § 3). 

23 

24 Note that each of the underlined portion comprises "information", information 

25 which is used to separate the data into n fragments or shares; information that is usable 

26 to determine into which share data should be placed; information that might be termed 

27 "splitting information". 

28 

29 Applicant argues (Rem. p. 3 on 2/13/2014), that the cited SSMS and DFSID 

30 "does not place units of data (e.g., bits, bytes, or any other logical block of data) from 

31 the data set into a plurality of shares". This interpretation is contrary to proper claim 

32 interpretation; a proper interpretation of a claim comprising the transitional phrase 

33 "comprising" does not exclude additional unrecited acts, such as transforming the data 
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1 by encryption, compression, or evaluation of polynomial coefficients (SSMS). Both 

2 SSMS and Xu, and any method of erasure coding commonly use " codes [that] are a 

3 mathematical means of representing data so that lost information can be recovered." As 

4 to how Applicant's erasure code may differ from the species of SSMS and Xu, such is 

5 unclaimed. 

6 Note that Applicant's specification specifically provides that the shares: "although 

7 FIG. 33 is illustrated in terms of byte by byte operations, the operation may take place at 

8 the bit level or at any other suitable level." (¶ 436 as published 2012/0166815). Thus the 

9 splitting information might appropriately be interpreted as a method of determining 

10 where the shares are placed, since a share might reasonably be interpreted as a 

11 "suitable level". 

12 

13 Applicant's, George T. Ligler, affidavit filed 2/13/2014; the affidavit generally 

14 asserts that none of the cited references disclose "generating data splitting information". 

15 This assertion, extrinsic evidence, affidavit, is not persuasive. 

16 Regardless of how Applicant, Applicant's representative, or the Affiant 

17 characterize the prior art references the critical issue is does the prior art disclose a 

18 broadest reasonable interpretation of "generating data splitting information". 

19 As seen above, Applicant appears to be claiming a type of erasure coding 

20 system; where SSMS and Xu disclose species of erasure coding. The claim does not 

21 state or imply how the "data splitting" information is generated nor applied. More 
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1 particularly Applicant has never argued, asserted, implied, or otherwise provided any 

2 evidence on the record that his erasure coding scheme is different than the prior art. 

3 To reiterate, Applicant has never responded to Examiners comments that 

4 definition of "splitting information" information is necessary (OA p. 4 II. 4-10; Interview on 

5 7/11/2013 and more recently on the interview summary mailed herewith.) Applicant has 

6 never responded to the rejection by pointing to any portion of his own specification that 

7 might illustrate the "splitting information" nor pointed out how Applicant's "splitting 

8 information" differs from the prior art. The closest the arguments have come to defining 

9 the "splitting information" is in the presently presented arguments which state: "does not 

10 place units of data (e.g., bits, bytes, or any other logical block of data) from the data set 

11 into a plurality of shares". This neither states how the "splitting information" is generated 

12 nor how it works and is also unclaimed. Again, note that even if the above were 

13 claimed, a share might just be the entire "logical block of data" and inherently disclosed 

14 by any erasure coding scheme. 

15 

16 In summary, the Examiner believes a lack of illustration as to the distinction of 

17 the argued "splitting information" is a strong implication that the below stated rejection is 

18 appropriate and correct. If Applicant's intended claim scope in fact differs from the 

19 method disclosed in the Krawczyk references (SSMS, DSFID) then Applicant has no 

20 reason to be shy about particularly pointing out and distinctly claiming such difference. 

21 
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1 Note that although Li and Hand were previously cited as disclosing the 

2 generation of data splitting information for an alternate interpretation thereof; it has 

3 become evident that that interpretation was overly narrow and the "data splitting" 

4 information is just that, information on how the data is split. This is inherent to all 

5 erasure coding schemes and the rejection has been edited to reflect this scope. 

6 

7 Examiner's suggested amendment to the independent claims to overcome the 

8 references: 

9 "segmenting the encrypted data set into a plurality of blocks which are 

10 represented by a plurality of shares, wherein the particular bits from a given block are 

11 selected for a share based on data splitting information, 

12 wherein the data splitting information specifies different amounts of bits 

13 from the respective block for a plurality of the shares; or (e.g. ¶ 441 as published) 

14 wherein the data splitting information specifies a plurality of non-

15 contiguous bits of at least one byte of the original encrypted data set for at least 

16 one share;" (e.g. Fig. 35) 

17 

18 Double Patenting 

19 The nonstatutory double patenting rejection is based on a judicially created 

20 doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 

21 unjustified or improper timewise extension of the "right to exclude" granted by a patent 

22 and to prevent possible harassment by multiple assignees. A nonstatutory 
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1 obviousness-type double patenting rejection is appropriate where the conflicting claims 

2 are not identical, but at least one examined application claim is not patentably distinct 

3 from the reference claim(s) because the examined application claim is either anticipated 

4 by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 

5 F.3d 1428, 46 USPQ2d 1226 ( Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 

6 USPQ2d 2010 ( Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 ( Fed. Cir. 

7 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 

8 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 

9 USPQ 644 (CCPA 1969). 

10 A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) 

11 may be used to overcome an actual or provisional rejection based on a nonstatutory 

12 double patenting ground provided the conflicting application or patent either is shown to 

13 be commonly owned with this application, or claims an invention made as a result of 

14 activities undertaken within the scope of a joint research agreement. 

15 Effective January 1, 1994, a registered attorney or agent of record may sign a 

16 terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 

17 37 CFR 3.73(b). 

18 

19 Claims 1, 10, and 19 are rejected on the ground of nonstatutory obviousness-

20 type double patenting as being unpatentable over claims 7, 16, and 26 of US application 

21 13/371,364. Although the conflicting claims are not identical, they are not patentably 

22 distinct from each other because (claims 16 and 26) they substitute hash information for 
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1 integrity information, which is stated to include in its scope hash information in ¶ 400. As 

2 to claim 1, of the present application, the claim is identical except for the "by processing 

3 circuitry"; which while not significant enough to avoid being anticipated by claim 7 of 

4 `364 presumably includes some difference in scope 

5 In summary, claims 1, 10, and 19 are anticipated by copending claims of `364, 7, 

6 16, and 26. 

7 Claims 1-27 are rejected on the ground of nonstatutory obviousness-type double 

8 patenting as being unpatentable over claims 1-6, 8-15, 17-25, and 27-30 of US 

9 application 13/371,364. Although the conflicting claims are not identical, they are not 

10 patentably distinct from each other because the claims sole distinguishing factor is that 

11 the claims of `364 lack the "hash information". As seen in the art combination below, for 

12 erasure coding systems, it was known to append hash information, see DFSID as cited 

13 below. 

14 A person of ordinary skill in the art at the time of invention would have modified 

15 the claims of `364 by including the fingerprint of DFSID. It would have been obvious to 

16 one of ordinary skill in the art at the time of invention to modify `364 which are similar 

17 with SSMS with DFSID since it was suggested explicitly by DFSID ( DFSID § 5 

18 referencing the SSMS disclosure as system architecture "[6]") and to solve the 

19 information integrity problem (DFSID Abstract). 

20 Integrity information includes in its scope hash information as disclosed by 

21 Applicant in ¶¶ 394, 395. 

22 
23 
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1 Claim Rejections - 35 USC § 103 

2 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

3 obviousness rejections set forth in this Office action: 

4 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 
5 forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
6 the prior art are such that the subject matter as a whole would have been obvious at the time the 
7 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
8 Patentability shall not be negatived by the manner in which the invention was made. 

9 
10 Claims 1-3, 5-12,14-21, and 23-27 are rejected under 35 U.S.C. 103(a) as 

11 being unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred 

12 to as SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

13 Dispersal) hereafter referred to as DFSID. 

14 With respect to claims 1, 10, 19, SSMS teaches: A method for securing a data 

15 set, the method steps implemented by a programmed computer system, the method 

16 steps comprising: 

17 Encrypting, by processing circuitry, the data set based on an encryption key to 

18 produce an encrypted data set; (" 1. Choose a random encryption key K. Encrypt the 

19 secret S using the encryption function ENC under the key K, let E = ENCK(S)" SSMS P. 

20 6). 

21 [creating hash information based on a hash operation using the data set;] 

22 generating data splitting information, wherein the data splitting information  

23 is usable to determine into which of a plurality of shares of data a unit of data of  

24 the encrypted data set will be placed; (SSMS discloses information used to split the 

25 data into shares) 
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1 ("We assume a generic information dispersal algorithm that we denote by IDA, and which works 
2 for parameters n (number of file fragments) and m (number of required fragments to reconstruct the file)." 
3 SSMS p. 6) 
4 ("we outline the following simple information dispersal scheme based on Reed Solomon erasure 
5 codes. The information to be shared is partitioned into m equal parts where each part is viewed as an 
6 element over a finite field (e.g. GF@), for a large enough prime p ) . These m elements are then viewed 
7 as coefficients of a polynomial of degree m - 1, and the n fragments for distribution are obtained by 
8 evaluating this polynomial in n different points." SSMS pp. 5-6. This details how the information used to 
9 determine into which of a plurality of shares data will be placed.) 

10 
11 separatinq the encrypted data set into the plurality of shares based on the  

12 data splittinq information; ("2. Using IDA partition the encryption file E into n 

13 fragments, E1, E2, ... , En." SSMS p. 6)("3. Using PSS generate n shares for the key K" 

14 SSMS p. 6) 

15 including in the plurality of shares (a) data indicative of the encryption key and 

16 [(b) the hash information]; and ("4. Send to each participant P;, I = 1, 2, ... , n the share 

17 Si = ( E;, K;). The portion Ki is privately transmitted to Pi (e.g. using encryption or any 

18 other secure way)." SSMS p. 7) 

19 causing the plurality of shares to be stored in respective separate storage 

20 locations; (to each participant. SSMS p. 7. "The distribution process gets - 1 sin put the 

21 secret S (and the values of n and m) and generates n shares SI, Sz, .. , , Sn, which are 

22 privately delivered to the system participants." SSMS p. 3) ( where the system is a set of 

23 distributed servers "These constructions have many applications, especially in 

24 distributed scenarios where secrecy and integrity of information are to be protected. For 

25 example, consider a group of five servers sharing a data base of confidential 

26 information such that no pair of servers is allowed to learn about the information without 

27 the collaboration of a third one. (That is, the system tolerates up to two corrupted 

28 servers without compromising the information)." SSMS p. 2) 
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1 wherein the data set is restorable by accessing less than all, but at least a 

2 threshold number of, the plurality of shares. ("The reconstruction process reconstructs 

3 the correct secret when input with any subset of m shares." SSMS p. 3) 

4 SSMS does not disclose: 

5 creating hash information based on a hash operation using the data set; 

6 (b) the hash information; 

7 

8 DFSID discloses an analogous algorithm purposed for use with SSMS (DFSID § 

9 5 referencing the SSMS disclosure as system architecture "[6]"). 

10 DFSID further creating hash information based on a hash operation using the 

11 data set; 

12 (b) the hash information: 

13 "1. Use I DA to distribute the file among the n processors. Denote by F; the piece 

14 distributed to processor p;. 

15 2. Fingerprint each piece F;, i = 1, .. , n, by the DFP method (as described in 

16 Section 3). That is, for each i, compute H(F;) and then distribute this value among all 

17 processors using the coding function C. ( Each processor pj gets a share sq 

18 corresponding to H(F;))." (DFSID § 4.1, see also § 4.1 generally) 

19 A fingerprint is a hash, see DFSID § 3. 

20 A person of ordinary skill in the art at the time of invention would have modified 

21 SSMS by including the fingerprint of DFSID. It would have been obvious to one of 

22 ordinary skill in the art at the time of invention to modify SSMS with DFSID since it was 
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1 suggested explicitly by DFSID (DFSID § 5 referencing the SSMS disclosure as system 

2 architecture "[6]") and to solve the information integrity problem (DFSID Abstract). 

3 

4 

5 With respect to claims 2, 11, 20, SSMS in view of DFSID discloses: wherein the 

6 step of separating the encrypted data set comprises using a deterministic technique. 

7 (determinism is a necessary feature of any system that will retrieve obfuscated data) 

8 

9 With respect to claims 3, 12, 21, SSMS in view of DFSID discloses: wherein the 

10 step of separating the encrypted data set comprises using a substantially random 

11 technique. ("An (n,m)-secret sharing scheme is a randomized protocol for the 

12 distribution of a secret S among n parties such that the recovery of the secret is 

13 possible out of m shares for a fixed value m, 1 <= m <= n, while m - 1 shares give no 

14 information on the secret S" SSMS § 2) 

15 

16 With respect to claims 5, 14, 23, SSMS in view of DFSID discloses: wherein the 

17 step of separating the encrypted data into the plurality of shares comprises causing the 

18 plurality of shares to have a substantially randomly distribution of the encrypted data 

19 set. ("An (n,m)-secret sharing scheme is a randomized protocol for the distribution of a 

20 secret S among n parties such that the recovery of the secret is possible out of m 

21 shares for a fixed value m, 1 <= m <= n, while m - 1 shares give no information on the 

22 secret S" SSMS § 2) 
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1 

2 With respect to claims 6, 15, 24, SSMS in view of DFSID discloses: wherein the 

3 data indicative of the encryption key comprises data created using a Shamir secret 

4 sharing algorithm. (" In order to achieve a space efficient secret sharing scheme we 

5 combine an information dispersal scheme with a secure encryption scheme and a 

6 perfect (e.g. Shamir's) secret sharing scheme." SSMS § 3) 

7 

8 With respect to claims 7, 16, 25, SSMS in view of DFSID discloses: wherein the 

9 step of including data indicative of the encryption key comprises: 

10 encrypting the encryption key with a second key; and 

11 including in the plurality of shares data indicative of the encrypted encryption 

12 key. ("The portion Ki is privately transmitted to Pi (e.g. using encryption or any other 

13 secure way)." SSMS p. 6. See also p. 7. Encryption requires a key of some kind.) 

14 

15 With respect to claims 8, 17, 26, SSMS in view of DFSID discloses: further 

16 comprising the method step of storing the second key outside of the plurality of shares, 

17 wherein the data set is restorable by accessing less than all, but at least a threshold 

18 number of, the plurality of shares, and the second key. ("Send to each participant ... 

19 portion Ki is privately transmitted to Pi (e.g. using encryption or any other secure way)." 

20 SSMS § 3. A second encryption, a second key, to transmit the share, and therefore not 

21 contained within the share.) 

22 
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1 With respect to claims 9, 18, 27, SSMS in view of DFSID discloses: wherein the 

2 step of storing the shares in respective separate storage locations comprises storing the 

3 shares on at least two separate storage devices. ("Send to each participant ..." SSMS 

4 § 3.) 

5 

6 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

7 over SSMS in view of DFSID in view of Kubiatowicz (OceanStore). 

8 With respect to claims 4, 13, and 22, SSMS in view of DFSID does not disclose: 

9 further comprising causing a plurality of data units in each of the shares to be 

10 rearranged relative to one another after the separating step. 

11 Kubiatowicz discloses a similar system based on distributed storage 

12 (Kubiatowicz § 2 figure 1) of erasure codes (Kubiatowicz § 4.5). Kubiatowicz further 

13 discloses a method of updating the data objects. 

14 ("Objects in the OceanStore are modified through updates. Updates contain 

15 information about what changes to make to an object and the assumed state of the 

16 object under which those changes were developed, much as in the Bayou system [ 13]. 

17 In principle, every update to an OceanStore object creates a new version2. Consistency 

18 based on versioning, while more expensive to implement than update-in-place 

19 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

20 obviates the need for backup and supports "permanent" pointers to information." 

21 Kubiatowicz § 2 ¶ 4) ("For the user, we provide a naming syntax which explicitly 

22 incorporates version numbers. Such names can be included in other documents as a 
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1 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

2 history and to set versioning policies [44]. Although in principle every version of every 

3 object is archived, clients can choose to produce versions less frequently. Archival 

4 copies are also produced when objects are idle for a long time or before objects 

5 become inactive. When generating archival fragments, the floating replicas of an object 

6 participate together: they each generate a disjoint subset of the fragments and 

7 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

8 A person of ordinary skill in the art would have modified SSMS in view of DFSID 

9 with Kubiatowicz by providing a method for versioning the files to be distributed as 

10 disclosed in Kubiatowicz. It would have been obvious to one of ordinary skill in the art at 

11 the time of invention to allow versioning of the files so that users could update the files 

12 thereby allowing for flexibility of the media storage. 

13 
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1 Claims 1-3, 5-12,14-21, and 23-27 are rejected under 35 U.S.C. 103(a) as 

2 being unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred 

3 to as SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

4 Dispersal) hereafter referred to as DFSID, in view of Xu et al. (Highly Available 

5 Distributed Storage Systems). 

6 As seen above the Krawczyk references disclose the recited limitations; there are 

7 however other art that would form an obvious combination therewith to change the 

8 nature of the claim elements: 

9 generating data splitting information, wherein the data splitting information  

10 is usable to determine- into-which o_f_a_plurality of shares of data a_unit of data-of  

11 the encrypted_data_set will_be_placed; 

12 
13 separating _the _encrypted_data_set_into_the_pluralitv_of_ shares_ based_ on the  

14 data splitting information;  

15 In other words, there are other obvious methods of generating splitting 

16 information to determine how to separate data into a plurality of shares that are: 

17 Restorable by accessing less than all, but at least a threshold number of, the 

18 plurality of shares. (" Erasure-correcting codes are a mathematical means of 

19 representing data so that lost information can be recovered. With an ( n,k) erasure-

20 correcting code, we represent k symbols of the original data with n symbols of encoded 

21 data (n — k is called the amount of redundancy or parity)." Xu § 2.1) 

22 Xu further teaches that: ("The complexity of the computations needed to 

23 construct the encoded data (a process called encoding) and to recover the original data 

EX1009, Page 971



Application/Control Number: 13/371,363 Page 19 

Art Unit: 2492 

1 (a process called decoding) is an important consideration for practical systems. Array 

2 codes are ideal in this respect. Array codes have been studied extensively." Xu § 2.1) 

3 qeneratinq data splittinq information, wherein the data splittinq information  

4 is usable to determine into which of a plurality of shares of data a unit of data of  

5 the encrypted data set will be placed; (" In an array code, the information (original)  

6 and parity (redundant) bits are placed in a 2-dimentional array of size I x n. In a 

7 distributed storage system, the bits in the same column are stored in the same disk. If 

8 any bit in a disk is corrupted, then the disk is considered to be a failure disk and needs 

9 repair, i.e., the corresponding column of the code is considered to be an erasure." Xu § 

10 2.1) 

11 
12 separatinq_the_encr_ypted_data_set_into_the_plurality_ of shares_ based_ on the  

13 data splittinq -information;  

14 ("In an array code, the information (original) and parity (redundant) bits are 

15 placed in a 2-dimentional array of size I x n. In a distributed storage system, the bits in  

16 the same column are stored in the same disk. If any bit in a disk is corrupted, then the 

17 disk is considered to be a failure disk and needs repair, i.e., the corresponding column 

18 of the code is considered to be an erasure." Xu § 2.1) 

19 See also Xu § 2.4.1 (" In X-Code, information bits are placed in array of size (n-2) 

20 x n. Like other array codes [2][3][5][11], parity bits are constructed by adding the 

21 information bits along several parity check lines or diagonals of given slopes." 

22 Alternative methods of splitting the data) 

23 See also Xu § 2.5 B-codes for an additional method of splitting data. 
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1 A person of ordinary skill in the art at the time of invention would have modified 

2 the Information Dispersal Algorithm of Krawczyk with Xu by utilizing any of the array 

3 coding methods disclosed in Xu as a substitute erasure coding method for that 

4 disclosed in SSMS. It would have been obvious to one of ordinary skill in the art at the 

5 time of invention to use an alternate erasure coding method in order to obtain efficient 

6 encoding and decoding, for which array codes are ideal Xu § 2.1. 

7 

8 Additionally, the Krawczyk reference at § 3 states that the " Information dispersal 

9 schemes can be implemented in a variety of ways, all corresponding to the notion of 

10 erasure codes in the theory of error correcting codes". The Xu reference discloses in § 3 

11 that "We will show here a more systematic way of using proper redundancy, based on 

12 error-correcting codes (particularly the MDS array codes described above)". Thus, Both 

13 the Information Dispersal Algorithm (IDA) of Krawczyk and the array codes of Xu are 

14 species of "error-correcting codes". 

15 The modification of Krawczyk's discussed IDS scheme with that of Xu is either a 

16 ( 1) simple substitution of one known element for another to obtain predictable results 

17 the (2) use of a known technique to improve [a] similar method in the same way. 

18 As to the particular findings required mandated by MPEP 2143(I)(B-C); the fact 

19 that the Krawczyk and Xu references are species of the same genus and that Krawczyk 

20 discloses that the "information dispersal scheme can be implemented in a variety of 

21 ways [corresponding to the genus of error-correcting codes]" supports a finding of all the 

22 factors. 
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1 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

2 over SSMS in view of DFSID, in view of Xu et al. (Highly Available Distributed 

3 Storage Systems), in view of Kubiatowicz (OceanStore). 

4 With respect to claims 4, 13, and 22, SSMS in view of DFSID, in view of Xu does 

5 not disclose: further comprising causing a plurality of data units in each of the shares to 

6 be rearranged relative to one another after the separating step. 

7 Kubiatowicz discloses a similar system based on distributed storage 

8 (Kubiatowicz § 2 figure 1) of erasure codes (Kubiatowicz § 4.5). Kubiatowicz further 

9 discloses a method of updating the data objects. 

10 ("Objects in the OceanStore are modified through updates. Updates contain 

11 information about what changes to make to an object and the assumed state of the 

12 object under which those changes were developed, much as in the Bayou system [ 13]. 

13 In principle, every update to an OceanStore object creates a new version2. Consistency 

14 based on versioning, while more expensive to implement than update-in-place 

15 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

16 obviates the need for backup and supports "permanent" pointers to information." 

17 Kubiatowicz § 2 ¶ 4) ("For the user, we provide a naming syntax which explicitly 

18 incorporates version numbers. Such names can be included in other documents as a 

19 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

20 history and to set versioning policies [44]. Although in principle every version of every 

21 object is archived, clients can choose to produce versions less frequently. Archival 

22 copies are also produced when objects are idle for a long time or before objects 

EX1009, Page 974



Application/Control Number: 13/371,363 Page 22 

Art Unit: 2492 

1 become inactive. When generating archival fragments, the floating replicas of an object 

2 participate together: they each generate a disjoint subset of the fragments and 

3 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

4 A person of ordinary skill in the art would have modified SSMS in view of DFSID 

5 in view of Xu with Kubiatowicz by providing a method for versioning the files to be 

6 distributed as disclosed in Kubiatowicz. It would have been obvious to one of ordinary 

7 skill in the art at the time of invention to allow versioning of the files so that users could 

8 update the files thereby allowing for flexibility of the media storage. 

9 

10 

11 

12 

13 
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1 Conclusion 

2 The prior art made of record and not relied upon is considered pertinent to 

3 applicant's disclosure. 

4 Plank, James (A tutorial on Reed-Solomon Coding for Fault-Tolerance in RAI D-

5 like Systems) discloses a mechanism for separating varying lengths of data. 

6 

7 

EX1009, Page 976



Application/Control Number: 13/371,363 Page 24 

Art Unit: 2492 

1 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

2 supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone number for 

3 the organization where this application or proceeding is assigned is 571-273-8300. 

4 Information regarding the status of an application may be obtained from the 

5 Patent Application Information Retrieval ( PAIR) system. Status information for 

6 published applications may be obtained from either Private PAIR or Public PAIR. 

7 Status information for unpublished applications is available through Private PAIR only. 

8 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

9 you have questions on access to the Private PAIR system, contact the Electronic 

10 Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

11 USPTO Customer Service Representative or access to the automated information 

12 system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

13 

14 
15 
16 
17 
18 

19 

/Michael Chao/ 
Primary Examiner, Art Unit 2492 
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EAST Search History 

S78 

EAST Search History 

EAST Search History ( Prior Art) 

Ref 
# 

Hits 

9 1 

Search Query 

(security adj first).asn. and 
@pd>"20130411" 

Dl3s 

US-
PGPUB; 
USPAT; 
EPO; 
IBM TDB 
------------------------

Default 
Operator 

OR 

-------------------------
8 1 (orsini and rick or hare and mark or 

davenport and rojer or winick and 
steven).in. and @pd>"20130411" 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

OR 

Plurals 

-----------------
OFF 

-------------------

Time 
Stamp 
--------------------------
2013/ 07/ 17 
09:43 

--------------------------
OFF 2013/ 07/ 17 

09:43 

7 0 (fountain OR erasure OR tornado OR LT 
OR raptor OR rateless) adj2 cod$3 
encrypted key ( hash OR fingerprint OR 
checksum) and @pd>"20130411" and 
(@ad<"20041025" or @rlad<"20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 2013/07/17 
09:43 

6 0 (fountain OR erasure OR tornado OR 
raptor OR rateless) adj ( coding or codes) 
encrypted key ( hash OR fingerprint OR 
checksum) and @pd>"20130411" and 
(@ad<"20041025" or @rlad<"20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM TDB 

AND OFF 2013/07/17 
09:43 

S71 9 713/ 153.ccls. and @pd> "20130411 " and 
(@ad<"20041025" or @rlad<"20041025") 

27 726/27.ccls. and @pd>"20130411" and 
(@ad<"20041025" or @rlad<"20041025") 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

2013/07/17 
09:46 

2013/07/17 
09:46 

73 

136 

orsini adj2 rick US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

(orsini and rick or hare and mark or 
davenport and rojer or winick and 
steven).in. 

US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

OR OFF 

1 orsini adj2 rick and header.clm. US-
PGPUB; 
USPAT; 
EPO; 
IBM_TDB 

AND OFF 

2014/03/27 
12:22 

2014/03/27 
12:46 

2014/03/27 
13:38 

7 153 

I 

data adj splitting and shares US-
PGPUB; 
USPAT; 
USOCR 

OR OFF 2014/03/27 
17:24 
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EAST Search History 

S86 

S88 

1072 data adj splitting US- 
PGPUB; 
USPAT; 
USOCR 

OR OFF 2014/03/27 
17:24 

575 erasure adj code US- 
PGPUB; 
USPAT; 
USOCR 

OR OFF 2014/03/27 
17:33 

S89 71 g06f2221/0784.cpc. US- 
PGPUB; 
USPAT; 
USOCR  

OR OFF 2014/03/27 
17:37 

S90 2128 ( torrent 

 USOCR    

US- 
PGPUB; 
USPAT 

 USOCR    

OR OFF 2014/03/28 
08:43 

S91 450 ;'bit adj torrent US- 
PGPUB; 
USPAT; 
USOCR   

OR OFF 2014/03/28 
08:44 

S93 175 h04L67/108.cpc. and (@ad<"20041025" or 
@rlad<"20041025") 

US- 
PGPUB; 
USPAT; 
USOCR 

OR OFF 2014/03/28 
08:46 

S92 468 h04L67/108.cpc. US- OR OFF 2014/03/28 
PGPUB; 08:46 
USPAT; 
'USOCR 

S94 112 h04L67/108.cpc. and (@ad<"20041025' or US- OR OFF 2014/03/28 
@rlad<"20041025') and ( bit or byte) PGPUB; 08:47 

USPAT; 
USOCR 

S95 101 h04L67/108.cpc. and (@ad<"20041025' or US- OR OFF 2014/03/28 
@rlad<"20041025") and ( bit$3) PGPUB; 08:48 

USPAT; 
USOCR   

S96 

S99 

151 file adj segmentation US- 
PGPUB; 
USPAT; 
USOCR 

OR OFF 2014/03/28 
08:52 

3120 reed adj solomon adj coding 

 USOCR  

US- 
PGPUB; 
USPAT; 

 USOCR  

OR OFF 2014/03/28 
15:16 

2014/03/28 
15:17 

S100 52 reed adj solomon adj coding and 
distributed adj storage 

US- 
PGPUB; 
USPAT; 
USOCR 

OR OFF 

S102 103 jg06f11/1092.cpc. 
"storage 

and distributed adj 

  USOCR   

US- 
PGPUB; 
USPAT; 

  USOCR   

OR OFF 2014/03/28 
15:18 

S101 512 g06f 11/ 1092. cpc. US-
PGPUB; 
USPAT; 
USOCR 

S105 13 distributed near storage nearl0 (bits or 
bytes) and (@ad<"20041025" or 
@rlad< " 20041025') 

US-
PGPUB; 
USPAT; 

OR OFF 2014/03/28 
15:18 

AND OFF 2014/03/31 
12:06 
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EAST Search History 

  IBM TDB   
EPO; 

  IBM TDB   

S104 10 ;(distributed adj storage) file (segmentation 
OR splitting OR separation) same bits and 
(@ad<"20041025" or @rlad<"20041025") 

US- 
PGPUB; 
USPAT; 
EPO; 
IBM TDB -------------

AND OFF 2014/03/31 
12:06 

S103 70 ;'(distributed 
€IOR 

adj storage) file (segmentation 
splitting OR separation) same bits 

US- 
PGPUB; 
USPAT; 
EPO; 
IBM TDB  

AND OFF 2014/03/31 
12:06 

EAST Search History ( Interference) 

Ref Hits Search Query DBs Default 
Operator 

Plurals 

S106 

S107 

0 

42 

Time 
Stamp 

713/153.ccls. and (splitting adj 
information).clm. 

USPAT; 
UPAD 

AND OFF 2014/03/31 
12:03 

(splitting adj information).clm. USPAT; 
UPAD 

AND OFF 2014/03/31 
12:04 

4/ 25/ 2014 6:03:22 PM 
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Notice of References Cited 

Application/Control No. 

13/371,363 

Applicant(s)/Patent Under 
Reexamination 
ORSINI ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Name Classification 

A US-

B US-

C US-

D US-

E US-

F US-

G US-
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FOREIGN PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Country Name Classification 
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T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

U Xu et al.; Highly Available Distributed Storage Systems; 1999; Retrieved from the Internet <URL: 
link.springer.com/chapter/10.1007%2FBFb0110096?Ll=true>; pp 1-24 as printed. 

V Plank, James; A Tutorial on Reed-solomon Coding for Fault-Tolerance in RAID-like systems; 1997; Retrieved from the Internet 
<URL: citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.160.4742&rep=rep1&type=pdf>; pp. 1-18 as printed. 

W 

X 

'A copy of th's reference is not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 
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USPatentMail@ropesgray.com 
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Application No. 

Applicant-Initiated Interview Summary 
13/371,363 

Applicant(s) 

ORSINI ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Michael Chao. (3)  George Ligler. 

(2) Regina Sam (Reg. No. 67,362). (4) 

Date of Interview: 22 September 2014. 

Type: ❑ Telephonic ❑ Video Conference 
® Personal [copy given to: ❑ applicant ® applicant's representative] 

Exhibit shown or demonstration conducted: ❑ Yes ® No. 
If Yes, brief description: 

Issues Discussed ❑101 ❑112 ❑102 ® 103 ❑ Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1. 

Identification of prior art discussed: Krawczyk. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...) 

Applicant's representative and the Examiner discussed the context of the claimed 'solittinq information'. Examiner 
aqreed that a proposed amendment: "wherein each share is based on one or more, but not all, of the units of data of 
the encrypted data set" would overcome the Krawczyk references. No other agreement was reached. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

❑ Attachment 

/Michael Chao/ 
Primary Examiner, Art Unit 2492 

U.S. Patent and Trademark Office 

PTOL-413 ( Rev. 8/11/2010) Interview Summary Paper No. 20140922 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
—Application Number (Series Code and Serial Number) 
—Name of applicant 
—Name of examiner 
—Date of interview 
—Type of interview (telephonic, video-conference, or personal) 
—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
—An indication whether or not an exhibit was shown or a demonstration conducted 
—An identification of the specific prior art discussed 
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 

EX1009, Page 988



Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 

STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Filer: Christopher Jinhyun Han/Joanne Ryan 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Utility under 35 USC 111(a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Extension-of-Time: 

Extension - 2 months with $ 0 paid 1252 1 600 600 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 7$o 
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Application No. 13/371,363 
Amendment dated September 29, 2014 
Reply to Office Action of May 1, 2014 

REMARKS 

Docket No.: 104093-0002-105 

Claims 1-27 are pending. Claims 1-3, 5-12, 14-21, and 23-27 stand rejected under 35 U.S.C. 

§ 103 as being allegedly obvious in view of Krawczyk, Secret Sharing Made Short ("SSMS"), 

Krawczyk Distributed Fingerprints and Secure Information Dispersal ("DFSID"). In the 

alternative, claims 1-3, 5-12, 14-21, and 23-27 stand rejected under 35 U.S.C. § 103 as being 

allegedly obvious in view of SSMS, DFSID, and Xu et al. Highly Available Distributed Storage 

Systems ("Xu"). Claims 4, 13, and 22 stand rejected under 35 U.S.C. § 103 as being allegedly 

obvious in view of SSMS, DFSID, and Kubiatowicz, OceanStore ("Kubiatowicz"). In the 

alternative, claims 4, 13, and 22 stand rejected under 35 U.S.C. § 103 as being allegedly 

unpatentable in view of SSMS, DFSID, Xu, and Kubiatowicz. Claims 1-27 stand rejected under 

nonstatutory obviousness-type double patenting over claims 1-6, 8-15, 17-25, and 27-30 of U.S. 

Patent Application No. 13/371,364. 

In order to expedite prosecution, and without concurring in the rejections, Applicants have 

amended independent claims 1, 10, and 19 to clarify the claimed subject matter. The amendments 

do not add new matter and are fully supported by the original application. Furthermore, these 

amendments are submitted without prejudice to the pending claims, and should not be construed as 

an admission by Applicants that the cited references render the pending claims obvious. The 

rejections are respectfully traversed. 

Summary of Examiner Interview 

On September 22, 2014, Applicants' representatives (Regina Sam (Reg. No. 67,362), and 

technical expert Dr. George Ligler) conducted an in-person interview with the Examiner. The 

undersigned wishes to thank Examiner Chao for the courtesies extended during the interview. 

During the interview, the Examiner and Applicants' representatives discussed the rejections under 

103 and the declaration under 37 CFR 1.132 previously submitted by Applicants' technical expert 

Dr. Ligler. Applicants and the Examiner also discussed a clarifying amendment along the lines 

presented herein. The Examiner agreed that the discussions and the amendments made herein 

render moot the rejections under § 103. Accordingly, Applicants respectfully request 
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reconsideration and withdrawal of the rejections under § 103 for independent claims 1, 10, and 19 

and all claims that depend thereon. 

Applicants' Reply to the Provisional Double Patenting Rejections  

Claims 1-27 were provisionally rejected on the ground of obviousness-type non-statutory 

double patenting over claims 1-6, 8-15, 17-25, and 27-30 of U.S. Patent Application No. 13/371,364 

("the ` 364 application"). Applicants respectfully requests that the Examiner hold the provisional 

double patenting rejection in abeyance until allowable subject matter is identified in the instant 

application. Upon identification of allowable subject matter, Applicants will consider whether the 

allowed claims are patentably distinct from the claims in the `364 application and, if appropriate, 

file a Terminal Disclaimer. 

Conclusion 

For at least the reasons set forth above, Applicants respectfully submit that claims 1-27 are 

allowable and that this application is in condition for allowance. Reconsideration and prompt 

allowance of this application are respectfully requested. 

Applicants believe no fee is due with this response other than as indicated on the Fee 

Transmittal submitted concurrently herewith. However, if a fee is due, please charge our Deposit 

Account No. 06-1075, under Order No. 104093-0002-105 from which the undersigned is authorized 

to draw. 

Dated: September 29, 2014 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 

(617) 235-9492 (Fax) 
Agent For Applicants 
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AMENDMENTS TO THE CLAIMS  

The following listing of claims will replace all prior versions, and listings, of claims in this 

application. 

Listing of Claims  

1. (Currently Amended) A method for securing a data set, the method steps 

implemented by a programmed computer system, the method steps comprising: 

encrypting, by processing circuitry, the data set based on an encryption key to 

produce an encrypted data set; 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

2. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

3. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 
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4. (Original) The method of claim 1, further comprising causing a plurality of data 

units in each of the shares to be rearranged relative to one another after the separating step. 

5. (Original) The method of claim 1, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

6. (Previously Presented) The method of claim 1, wherein the data indicative of the 

encryption key comprises data created using a Shamir secret sharing algorithm. 

7. (Original) The method of claim 1, wherein the step of including data indicative of 

the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

8. (Original) The method of claim 7 further comprising the method step of storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

9. (Original) The method of claim 1, wherein the step of storing the shares in 

respective separate storage locations comprises storing the shares on at least two separate storage 

devices. 

10. (Currently Amended) A non-transitory computer readable medium storing 

computer executable instructions that, when executed by at least one processor, cause a computer 

system to carry out a method for securing a data set, the method comprising the steps of-

encrypting the data set based on an encryption key to produce an encrypted 

data set; 
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creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

11. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a deterministic technique. 

12. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a substantially random technique. 

13. (Original) The non-transitory computer readable medium of claim 10, wherein 

the method further comprises causing a plurality of data units of the encrypted data set to be 

rearranged relative to one another after the separating step. 

14. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data into the plurality of shares comprises causing the plurality 

of shares to have a substantially randomly distribution of the encrypted data set. 
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15. (Previously Presented) The non-transitory computer readable medium of claim 

10, wherein the data indicative of the encryption key comprises data created using a Shamir secret 

sharing algorithm. 

16. (Original) The non-transitory computer readable medium of claim 11, wherein 

the step of including data indicative of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

17. (Original) The non-transitory computer readable medium of claim 16 wherein 

the method further comprises storing the second key outside of the plurality of shares, wherein the 

data set is restorable by accessing less than all, but at least a threshold number of, the plurality of 

shares, and the second key. 

18. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of storing the shares in respective separate storage locations comprises storing the shares on 

at least two separate storage devices. 

19. (Currently Amended) A computer system for securing a data set, the system 

comprising: 

at least one processor; 

a non-transitory computer readable medium storing computer executable 

instructions that, when executed by the at least one processor, cause the computer system to carry 

out the following steps: 

encrypting the data set based on an encryption key to produce an encrypted 

data set; 

creating hash information based on a hash operation using the data set; 
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generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

20. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

21. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

22. (Original) The system of claim 19, wherein the method further comprises 

causing a plurality of data units of the encrypted data set to be rearranged relative to one another 

after the separating step. 

23. (Original) The system of claim 19, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

24. (Previously Presented) The system of claim 19, wherein data indicative of the 

encryption key comprises data that was created using a Shamir secret sharing algorithm. 
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25. (Original) The system of claim 19, wherein the step of including data indicative 

of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

26. (Original) The system of claim 25 wherein the method further comprises storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

27. (Original) The system of claim 19, wherein the separate storage locations are 

located on at least two separate storage devices. 
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MS Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Supplemental Information Disclosure Statement is filed more than three months after 

the U.S. filing date, OR more than three months after the date of entry of the national stage of a PCT 

application, AND after the mailing date of the first Office Action on the merits, whichever occurs 

first, but before the mailing date of any of a Final Office Action, a Notice of Allowance (37 C.F.R. 

§ 1.97(c)) or an action that otherwise closes prosecution in the application. 
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In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. Applicant submits herewith copies of foreign patents in 

accordance with 37 C.F.R. § 1.98(a)(2). 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Supplemental Information 

Disclosure Statement shall not be construed to mean that a search has been made or that no other 

material information as defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 

1.97(h), the filing of this Supplemental Information Disclosure Statement shall not be construed to 

be an admission that any patent, publication or other information referred to therein is "prior art" for 

this invention unless specifically designated as such. 

It is submitted that the Supplemental Information Disclosure Statement is in compliance 

with 37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Credit Card in the amount of $ 180.00 covering the fee set forth in 37 

C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed, 

asserted to be filed or which should have been filed herewith (or with any paper hereafter filed in 

this application by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-0002-

105. 

Dated: September 29, 2014 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Attorneys/Agents For Applicant 
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Application/Control Number: 13/371,363 Page 2 

Art Unit: 2492 

1 The present application is being examined under the pre-AIA first to invent 

2 provisions. 

3 

4 DETAILED ACTION 

5 This action is in response to argument filed 9/29/2014. Application 13/371,363 

6 claims priority to 9/29/2014. Claims 1-27 are pending and directed toward distributed 

7 data storage in an encrypted system. 

8 

9 

10 Response to Arguments 

11 The present amendment to the claims (9/29/2014) has obviated the double 

12 patenting issue, the rejection has been withdrawn. 

13 As previously agreed in the in person interview on 9/22/2014, the amendment 

14 stating that shares are based on some, but not all, of the units of data overcomes the 

15 Krawczyk references as previously cited. 

16 As Applicant has not argued the amendment or otherwise discussed the change 

17 in scope ( Rem. on 9/29/2014) it is necessary for the Examiner to state his 

18 understanding of the current scope of the claims. 

19 Examiners previous response (5/01/2014) and position during the interview 

20 (9/22/2014) is that Applicant's claimed (1) "data splitting information" merely implicated 

21 the genus of all systems which otherwise fulfill the requirement that (2) "the data set is 

22 restorable by accessing less than all, but at least a threshold number of the plurality of 
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Art Unit: 2492 

1 shares." Ostensibly, the Examiner reasons that any system which fulfills the 

2 requirement (2) must separate the data in a particular manner in order to achieve the 

3 properties of (2); thus the "data splitting information" (1) is either inherent or generic to 

4 all systems which accomplish (2). 

5 The Examiner (Office Action 5/01/2014 p. 5 discussing the Krawczyk references) 

6 and Applicant (Affidavit on 2/13/2014) agree that the Krawczyk references transform the 

7 input data into shares by a computation which takes the entire input data to formulate 

8 each output share. Hence, by stating that each share cannot be "based on" or "contain" 

9 all the units of data the claim avoids the coding mechanisms of Krawczyk references. 

10 This is because Krawczyk contemplates a computation which requires all the input 

11 units, thereby "basing" or "containing" in the output shares data from all the input units. 

12 (A) (Note that the Examiner suggested the language "based on" rather than 

13 "contains") 

14 The result is that the amended claim (9/29/2014) now avoids the Krawczyk 

15 references and contemplates embodiments in which the units of data are merely 

16 "mapped" to output shares without computations which require all the units of data, see 

17 e.g. Applicant's fig. 35. 

18 (B) ( During the interview 9/22/2014 Applicant also made reference to ¶¶ 291, 

19 303-304, 311-312, 319-324, 333-336). 

20 

21 (A) Scope of "based on one or more, but not all, of the units of data" compared 

22 with "contains one or more, but not all, of the units of data". 
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1 A claim which recites "contains" merely requires that some of the units, which the 

2 Examiner will discuss as bits for simplicity, are found in each share, but no share 

3 comprises all of them. Presumably this would avoid Krawczyk since each share of 

4 Krawczyk is formulated based on all of the units and must either be considered to 

5 "contain" either all or none of the input units. (Because the data of Krawczyk is 

6 transformed, it might either be considered to "comprise" all the input or none of the input 

7 since the input is not verbatim contained in the shares. This would therefore distinguish 

8 over the previously cited art (Krawczyk) by limiting what input data forms the shares. 

9 A claim which recites "based on" differentiates from Krawczyk more specifically 

10 excludes the type of computation of Krawczyk (as described above) which implies that 

11 each share must contain data which is only related to a subset of the input (again e.g. 

12 Applicant's Fig. 23). This therefore distinguishes over the previously cited art by limiting 

13 either the input or the mechanism of computation. 

14 

15 This may seem to be a pointless discussion; however, a search of the prior art 

16 revealed that the distinction is actually quite significant. 

17 As an Example of the types of splitting the prior art contains see Wylie (Selecting 

18 the right data distribution scheme for a survivable storage system) in which Wylie 

19 surveys the different "threshold" methods of creating the "shares" as " replication, 

20 Decimation (Striping), Splitting (XORing), Information Dispersal, Secret Sharing, Ramp 

21 Schemes" (Wylie § 2.1). 
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1 Most of these systems generate output shares "based on" all the data 

2 (Information Dispersal, Secret Sharing, Ramp Schemes) the splitting scheme does not 

3 tolerate failure (Splitting "all n shares are needed to recover the original data." Wylie § 

4 2.1), lastly replication and decimation are both techniques contemplated by RAID. 

5 Among RAID schemes many utilize "parity" where the parity is located in each 

6 share (See e.g. Xu B-Code § 2.5). When the parity is in each share then the share is 

7 arguably "based on all the units of data". 

8 Conversely a claim reciting "contains" would only require that the input data 

9 were mapped to the various shares without modification or coding that was dependent 

10 upon all the data. This would therefore not exclude a majority of RAID algorithms. 

11 Both embodiments exclude all "information dispersal, secret sharing, and Ramp 

12 schemes" as contemplated by Wylie. 

13 There is also the related issue of whether a "share" can be "based on" less than 

14 all of the input data when the "share" must have "hash information" which is defined by 

15 the claim to be based on all of the input data. 

16 

17 The Examiner would therefore retract his previous suggestion of the wording 

18 "based on" and suggest the original wording, while slightly broader, "contains" be 

19 adopted. This would broaden the claims slightly to allow references such as Plank et al. 

20 (A tutorial on Reed-Solomon coding for fault-tolerance in RAID-like systems) to be 

21 applicable to the claims, but would improve the form of the claims. 
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1 To summarize, the phrase "based on one or more ..." appears to exclude 

2 commonly used RAID parity information, but also the claimed "data indicative" since the 

3 data indicative is by definition based on all the data. Using the term "comprises one or 

4 more, but not all of the units of data" would be more logically consistent with the intent 

5 of the claim. 

6 

7 (B) The referenced sections of the specification discussing how "splitting data" is 

8 utilized. 

9 The Examiner has previously suggested that the Applicant define how the "data 

10 splitting information" is used (Office Action 5/01/2014 p. 7) and would again note that 

11 Applicant has avoided any reference to a particular embodiment describing the use of 

12 "data splitting information"; presumably to avoid prosecution history estoppel. Further, 

13 the present amendment, while overcoming the prior rejection, distinguishes based on 

14 the output, or product, of the system, rather than how the system operates (e.g. how the 

15 "data splitting information" is used). This yields some issues of claim interpretation that 

16 require discussion. 

17 (1) When the result of a system, the product, is claimed rather than how it is 

18 achieved, the Examiner should consider all methods of achieving that result. 

19 This merits consideration of numerous methods of achieving the product where 

20 no method is more appropriate to cite in a grounds of rejection. Therefore, note the 

21 plurality of potential combinations described below as co-equal methods of achieving 

22 the claimed result. 
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1 Additionally it is difficult to discern the exact properties of systems which would 

2 accomplish those stated results. For example, those portions referenced by Applicant 

3 during the interview on 9/25/2014 (¶¶ 291, 303-304, 311-312, 319-324, 333-336) do not 

4 illustrate a threshold system, as claimed: "wherein the data set is restorable by 

5 accessing less than all, but at least a threshold number of, the plurality of shares." The 

6 only section of the specification which describes a scheme which allows recovery of 

7 data with "less than all of the shares" is found in Applicant's specification ¶¶ 292-294. 

8 These particulars are not required by the claim, nor can the Examiner read the 

9 specification into the claims, MPEP 2111. However, as Applicant's specification 

10 describes no other embodiments which comply with the claim it bears additional 

11 consideration. 

12 The particular method of 11292-294 was not found in the prior art, 

13 however, as the particulars are unclaimed, it is substantially identical to a RAID 

14 mirroring system. The claimed "shares", broader still than the embodiment of ¶¶ 292-

15 294, are analogous to several RAID type systems premised on Array Coding. 

16 The Examiner concedes that it could be argued that " is based on" might 

17 be read to exclude the "parity" disks of Xu and Burkhard since the use of the parity is 

18 that it represents all the data inputs. However, such that there exist some shares that do 

19 not include "parity" in both these references it fairly discloses that "each share is based 

20 on one or more, but not all, of the units of data" since the parity disks might be viewed 

21 as extra data that is not a "share" and the transitional phrase comprising does not 

22 exclude additional elements, MPEP 2111.03. 
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1 

2 The Examiner has reviewed Applicant's product disclosures. While not illustrating 

3 how the process is actually performed, the diagrams of 

4 <https://www.securityfirstcorp.com/sharcdc.php> are analogous to the RAID schemes 

5 currently cited. "Advanced Secure" appears to be the RAID system of Xu or Burkhard 

6 and "Advanced Multi-site" appears to be a RAID 0+1 system discussed in Wiencko. 

7 

8 The Examiner would further note that none of the references cited, nor those 

9 seen in the present search revealed any art in which "the encryption key is used as data 

10 splitting information". However, note that the act of encryption inherently "transforms" 

11 the data and thereby acts to determine which units of encrypted data a share is "based 

12 on". This is because a public key encryption system works in the same way as 

13 Krawczyk's IDA scheme. 

14 

15 

16 Claim Rejections - 35 USC § 103 

17 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

18 obviousness rejections set forth in this Office action: 

19 (a) A patent may not be obtained though the invention is not identically disclosed or described as set 
20 forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
21 the prior art are such that the subject matter as a whole would have been obvious at the time the 
22 invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
23 Patentability shall not be negatived by the manner in which the invention was made. 
24 
25 
26 Claims 1, 2, 6-11, 15-20, and 24-27 are rejected under 35 U.S.C. 103(a) as 

27 being unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred 
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1 to as SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

2 Dispersal) hereafter referred to as DFSID in view of either {Wiencko et al. (US 

3 6,557,123); Buckhard et al. (Disk Array Storage System Reliability); or Xu (Highly 

4 Available Distributed Storage Systems) 

5 With respect to claims 1, 10, 19, SSMS teaches: A method for securing a data 

6 set, the method steps implemented by a programmed computer system, the method 

7 steps comprising: 

8 Encrypting, by processing circuitry, the data set based on an encryption key to 

9 produce an encrypted data set; (" 1. Choose a random encryption key K. Encrypt the 

10 secret S using the encryption function ENC under the key K, let E = ENCK(S)" SSMS P. 

11 6). 

12 [creating hash information based on a hash operation using the data setj 

13 generating data splitting information, wherein the data splitting information  

14 is usable to determine into which of a plurality of shares of data a unit of data of  

15 the encrypted data set will be placed; (SSMS discloses information used to split the 

16 data into shares) 

17 ("We assume a generic information dispersal algorithm that we denote by IDA, and which works 
18 for parameters n (number of file fragments) and m (number of required fragments to reconstruct the file)." 
19 SSMS p. 6) 
20 ("we outline the following simple information dispersal scheme based on Reed Solomon erasure 
21 codes. The information to be shared is partitioned into m equal parts where each part is viewed as an 
22 element over a finite field (e.g. GF@), for a large enough prime p) . These m elements are then viewed 
23 as coefficients of a polynomial of degree m - 1, and the n fragments for distribution are obtained by 
24 evaluating this polynomial in n different points." SSMS pp. 5-6. This details how the information used to 
25 determine into which of a plurality of shares data will be placed.) 
26 
27 separating the encrypted data set into the plurality of shares based on the  

28 data splitting information; ("2. Using IDA partition the encryption file E into n 
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1 fragments, E1, E2, ... , E,,." SSMS p. 6)("3. Using PSS generate n shares for the key K" 

2 SSMS p. 6) 

3 including in the plurality of shares (a) data indicative of the encryption key and 

4 [(b) the hash information]; and ("4. Send to each participant P;, I = 1, 2, ... , n the share 

5 Si = (E;, K;). The portion Ki is privately transmitted to Pi (e.g. using encryption or any 

6 other secure way)." SSMS p. 7) 

7 causing the plurality of shares to be stored in respective separate storage 

8 locations; (to each participant. SSMS p. 7. "The distribution process gets - 1 sin put the 

9 secret S (and the values of n and m) and generates n shares SI, Sz, .. , , Sn, which are 

10 privately delivered to the system participants." SSMS p. 3) ( where the system is a set of 

11 distributed servers "These constructions have many applications, especially in 

12 distributed scenarios where secrecy and integrity of information are to be protected. For 

13 example, consider a group of five servers sharing a data base of confidential 

14 information such that no pair of servers is allowed to learn about the information without 

15 the collaboration of a third one. (That is, the system tolerates up to two corrupted 

16 servers without compromising the information)." SSMS p. 2) 

17 wherein the data set is restorable by accessing less than all, but at least a 

18 threshold number of, the plurality of shares. ("The reconstruction process reconstructs 

19 the correct secret when input with any subset of m shares." SSMS p. 3) 

20 SSMS does not disclose: 

21 creating hash information based on a hash operation using the data set; 

22 (b) the hash information; 
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1 Wherein each share is based on one or more, but not all, of the units of data of 

2 the encrypted data set; (see above for explanation) 

3 

4 DFSID discloses an analogous algorithm purposed for use with SSMS (DFSID § 

5 5 referencing the SSMS disclosure as system architecture "[6]"). 

6 DFSID further creating hash information based on a hash operation using the 

7 data set; 

8 (b) the hash information: 

9 "1. Use IDA to distribute the file among the n processors. Denote by F; the piece 

10 distributed to processor p;. 

11 2. Fingerprint each piece F;, i = 1, .. , n, by the DFP method (as described in 

12 Section 3). That is, for each i, compute H(F;) and then distribute this value among all 

13 processors using the coding function C. (Each processor pj gets a share s;j 

14 corresponding to H(F;))." ( DFSID § 4.1, see also § 4.1 generally) 

15 A fingerprint is a hash, see DFSID § 3. 

16 A person of ordinary skill in the art at the time of invention would have modified 

17 SSMS by including the fingerprint of DFSID. It would have been obvious to one of 

18 ordinary skill in the art at the time of invention to modify SSMS with DFSID since it was 

19 suggested explicitly by DFSID (DFSID § 5 referencing the SSMS disclosure as system 

20 architecture "[6]") and to solve the information integrity problem (DFSID Abstract). 

21 SSMS in view of DFSID does not disclose: 
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1 Wherein each share is based on one or more, but not all, of the units of data of 

2 the encrypted data set; (see above for explanation) 

3 SSMS and DFSID both contemplate an IDA scheme to divide the data (see 

4 above) which is generic to any scheme that allows recovery with only m required 

5 fragments/shares out of n total. 

6 "We assume a generic information dispersal algorithm that we denote by IDA, 

7 and which works for parameters n (number of file fragments) and m (number of required 

8 fragments to reconstruct the file)." (SSMS § 3) 

9 "The basic approach taken in IDA is to distribute the information being protected 

10 among n active processors, in such a way that the recovery of the information is 

11 possible in the presence of up to t failed (inactive) processors at the time of 

12 reconstruction." (DFSID § 1.1) (SSMS § 3) 

13 

14 (A) Xu also contemplates the concept of restorable by accessing less than all, 

15 but at least a threshold number of, the plurality of shares. ("Erasure-correcting codes 

16 are a mathematical means of representing data so that lost information can be 

17 recovered. With an ( n,k) erasure-correcting code, we represent k symbols of the original 

18 data with n symbols of encoded data (n — k is called the amount of redundancy or 

19 parity)." Xu § 2.1) 

20 Xu further teaches that: ("The complexity of the computations needed to 

21 construct the encoded data (a process called encoding) and to recover the original data 
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1 (a process called decoding) is an important consideration for practical systems. Array 

2 codes are ideal in this respect. Array codes have been studied extensively." Xu § 2.1) 

3 qeneratinq data splittinq information, wherein the data splittinq information  

4 is usable to determine into which of a plurality of shares of data a unit of data of  

5 the encrypted data set will be placed; (" In an array code, the information (original)  

6 and parity (redundant) bits are placed in a 2-dimentional array of size I x n. In a 

7 distributed storage system, the bits in the same column are stored in the same disk. If 

8 any bit in a disk is corrupted, then the disk is considered to be a failure disk and needs 

9 repair, i.e., the corresponding column of the code is considered to be an erasure." Xu § 

10 2.1) 

11 
12 separatinq_the_encr_ypted_data_set_into_the_plurality_ of shares_ based_ on the  

13 data splitting information  (" In an array code, the information (original) and parity 

14 (redundant) bits are placed in a 2-dimentional array of size I x n. In a distributed storage 

15 system, the bits in the same column are stored in the same disk. If any bit in a disk is 

16 corrupted, then the disk is considered to be a failure disk and needs repair, i.e., the 

17 corresponding column of the code is considered to be an erasure." Xu § 2.1) 

18 , wherein each share is based on one or more, but not all, of the units of  

19 data of the encrypted data set; ("The EVENODD code has a very simple structure; all 

20 bits are placed in an array of size (p-1) x ( P+2), where p is a prime number, i.e., it has 

21 p+2 columns. All the information bits are placed in the first p columns, and the last 2 

22 columns contain all parity bits" Xu § 2.2) 
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1 See also Xu § 2.4.1 (" In X-Code, information bits are placed in array of size ( n-2) 

2 x n. Like other array codes [2][3][5][11 ], parity bits are constructed by adding the 

3 information bits along several parity check lines or diagonals of given slopes." 

4 Alternative methods of splitting the data) 

5 See also Xu § 2.5 B-codes for an additional method of splitting data. 

6 A person of ordinary skill in the art at the time of invention would have modified 

7 the Information Dispersal Algorithm of Krawczyk with Xu by utilizing any of the array 

8 coding methods disclosed in Xu as a substitute erasure coding method for that 

9 disclosed in SSMS. It would have been obvious to one of ordinary skill in the art at the 

10 time of invention to use an alternate erasure coding method in order to obtain efficient 

11 encoding and decoding, for which array codes are ideal Xu § 2.1. 

12 

13 (B) Burkhard discloses a similar array coding system in which "MDS disk 

14 organizations are described in terms of two parameters n and m. MDS organizes a file 

15 into n equal-sized pieces, referred to as fragments, with each stored as an ordinary file 

16 on a different disk. The second MDS parameter m specifies the number of fragments 

17 such that any m suffice to reconstruct the file." (Buckhard § 2) 

18 Buckhard further discloses data splitting information (Buckhard § 2 "An example 

19 dispersal matrix"). 

20 A person of ordinary skill in the art at the time of invention would have modified 

21 the IDA algorithm of Krawczyk with Buckhard by utilizing the MDS organization method 

22 of Buckhard (§ 2). It would have been obvious to one of ordinary skill in the art at the 
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1 time of invention to utilize the MDS method of Buckhard as the IDA scheme of 

2 Krawczyk because they are methods which share the common property that is 

3 disclosed as desirable in the references ("m of n" Buckhard § 2. DFSID § 1.1. SSMS § 

4 3). 

5 

6 (C) Wiencko discloses that RAID 0+1, while not a true m of n scheme, allows for 

7 data recoverability (Wiencko background). 

8 Wiencko discloses that RAID 0+1 is: " in a "0+1" array, two striped arrays of five 

9 disks each mirror the other." (Wiencko background)(illustrated in Fig. 2). 

10 Wiencko then discloses a proposed m of n scheme to improve RAID (Wiencko 

11 summary) 

12 A person of ordinary skill in the art at the time of invention would have modified 

13 the IDA algorithm of Krawczyk with Wiencko by selecting either the RAID 0+1 system, 

14 or the Wiencko improvement thereupon as the IDA scheme of Krawczyk. It would have 

15 been obvious to one of ordinary skill in the art at the time of invention to utilize the RAID 

16 0+1 or the m of n Wiencko improvement as the IDA scheme of Krawczyk because they 

17 are methods which share the common property of recoverability in the face of failures 

18 (Wiencko Background and Summary. DFSID § 1.1. SSMS § 3). 

19 

20 
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1 With respect to claims 2, 11, 20, SSMS in view of DFSID discloses: wherein the 

2 step of separating the encrypted data set comprises using a deterministic technique. 

3 (determinism is a necessary feature of any system that will retrieve obfuscated data) 

4 

5 With respect to claims 3, 12, 21, SSMS in view of DFSID discloses: wherein the 

6 step of separating the encrypted data set comprises using a substantially random 

7 technique. ("An (n,m)-secret sharing scheme is a randomized protocol for the 

8 distribution of a secret S among n parties such that the recovery of the secret is 

9 possible out of m shares for a fixed value m, 1 <= m <= n, while m - 1 shares give no 

10 information on the secret S" SSMS § 2) 

11 

12 With respect to claims 5, 14, 23, SSMS in view of DFSID discloses: wherein the 

13 step of separating the encrypted data into the plurality of shares comprises causing the 

14 plurality of shares to have a substantially randomly distribution of the encrypted data 

15 set. ("An (n,m)-secret sharing scheme is a randomized protocol for the distribution of a 

16 secret S among n parties such that the recovery of the secret is possible out of m 

17 shares for a fixed value m, 1 <= m <= n, while m - 1 shares give no information on the 

18 secret S" SSMS § 2) 

19 

20 With respect to claims 6, 15, 24, SSMS in view of DFSID discloses: wherein the 

21 data indicative of the encryption key comprises data created using a Shamir secret 

22 sharing algorithm. (" In order to achieve a space efficient secret sharing scheme we 
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1 combine an information dispersal scheme with a secure encryption scheme and a 

2 perfect (e.g. Shamir's) secret sharing scheme." SSMS § 3) 

3 

4 With respect to claims 7, 16, 25, SSMS in view of DFSID discloses: wherein the 

5 step of including data indicative of the encryption key comprises: 

6 encrypting the encryption key with a second key; and 

7 including in the plurality of shares data indicative of the encrypted encryption 

8 key. ("The portion Ki is privately transmitted to Pi (e.g. using encryption or any other 

9 secure way)." SSMS p. 6. See also p. 7. Encryption requires a key of some kind.) 

10 

11 With respect to claims 8, 17, 26, SSMS in view of DFSID discloses: further 

12 comprising the method step of storing the second key outside of the plurality of shares, 

13 wherein the data set is restorable by accessing less than all, but at least a threshold 

14 number of, the plurality of shares, and the second key. ("Send to each participant ... 

15 portion Ki is privately transmitted to Pi (e.g. using encryption or any other secure way)." 

16 SSMS § 3. A second encryption, a second key, to transmit the share, and therefore not 

17 contained within the share.) 

18 

19 With respect to claims 9, 18, 27, SSMS in view of DFSID discloses: wherein the 

20 step of storing the shares in respective separate storage locations comprises storing the 

21 shares on at least two separate storage devices. ("Send to each participant ..." SSMS 

22 § 3.) 
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1 

2 Claims 1, 2, 6-11, 15-20, and 24-27 are rejected under 35 U.S.C. 103(a) as 

3 being unpatentable over Wells (The OceanStore Archive: Goals, Structures, and 

4 Self-Repair) in view of either {Wiencko et al. (US 6,557,123); Buckhard et al. (Disk 

5 Array Storage System Reliability); or Xu (Highly Available Distributed Storage 

6 Systems)}. 

7 With respect to claims 1, 10, 19, Wells discloses: 

8 1. (Currently Amended) A method for securing a data set, the method steps 

9 implemented by a programmed computer system, the method steps comprising: 

10 encrypting, by processing circuitry, the data set based on an encryption key to 

11 produce an encrypted data set; (" In a digital archive, end-to-end encryption can be used 

12 to preserve the privacy of documents" Wells § 2.1 Security) 

13 creating hash information based on a hash operation using the data set; ("As 

14 mentioned in Section 3.3, the GUID of a block is the root hash in a hierarchical 

15 verification tree over the block's data and its fragments." Wells § 3.1) 

16 generating data splitting information, wherein the data splitting information is 

17 usable to determine into which of a plurality of shares of data a unit of data of the 

18 encrypted data set will be placed; (Wells § 3.2 RAID, as combined below) 

19 separating the encrypted data set into the plurality of shares based on the data 

20 splitting information, (Wells "distributed archive") 

21 wherein each share is based on one or more, but not all, of the units of data of 

22 the encrypted data set; (Wells § 3.2 RAID, as combined below) 
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1 including in the plurality of shares (a) data indicative of the encryption key and (b) 

2 the hash information; and (a) ("We produce a hash over each fragment, concatenate 

3 the corresponding hash with a sibling hash to produce a higher level hash, and continue 

4 the algorithm until there is a topmost hash. We then store with each fragment all of the 

5 sibling hashes to the topmost hash, a total of log n hashes" Wells § 3.4) (b) ("That is, 

6 there must be a key which the responsible party stores in addition to the GUID of an 

7 erasure-encoded object, and this key must validate the GUID of any server claiming to 

8 store a fragment" Wells § 8 Future work) 

9 causing the plurality of shares to be stored in respective separate storage 

10 locations; (Wells "distributed archive") 

11 wherein the data set is restorable by accessing less than all, but at least a 

12 threshold number of, the plurality of shares. (Wells § 3.2) 

13 Wells does not disclose that the distribution scheme (erasure coding in Wells) 

14 creates shares which are not based on all the units of data, as claimed: 

15 wherein each share is based on one or more, but not all, of the units of data of 

16 the encrypted data set. 

17 As cited above, each of Weincko, Buckhard and Xu contemplate splitting data in 

18 a RAID system "wherein each share is based on one or more, but not all, of the units of 

19 data of the encrypted data set". 

20 A person of ordinary skill in the art at the time of invention would have used any 

21 of the RAID mechanisms discussed in Weincko, Buckhard or Xu in the system of Wells 
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1 as a method of separating data to recover from faults and including the further 

2 encryption and hashing of Wells to archive the other archival goals (Wells § 2.1). 

3 It would have been obvious to one of ordinary skill in the art at the time of 

4 invention to modify Wells with any of Weincko, Buckhard or Xu since Wells himself 

5 contemplates that a RAID system is a related storage method (Wells § 7.1). 

6 

7 With respect to claims 2, 11, 20, Wells discloses a deterministic method. 

8 

9 With respect to claims 7, 16, 25, Wells discloses a encrypting the encryption key. 

10 ("One simple mechanism for an individual who wished to pass on his key would be to 

11 encrypt it using his inheritors' keys, and place the results in the care of his estate's 

12 executor, but this scheme relies on the trustworthiness of the executor." Wells § 2.1 

13 Usability) 

14 

15 With respect to claims 8, 17, 26, Wells discloses storing the encrypted key (Wells 

16 § 2.1 Usability) 

17 With respect to claims 9, 18, 27, Wells discloses separate physical storage 

18 (Wells "distributed archive"). 

19 

20 

21 Claims 3, 5, 12, 14, 21, and 23 are rejected under 35 U.S.C. 103(a) as being 

22 unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred to as 
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1 SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

2 Dispersal) hereafter referred to as DFSID in view of either {Wiencko et al. (US 

3 6,557,123); Buckhard et al. (Disk Array Storage System Reliability); or Xu (Highly 

4 Available Distributed Storage Systems)} in view of either { Fitzpatrick (US 

5 2003/30167408) or Tewari et al. (High Availability in Clustered Multimedia 

6 Servers) }. 

7 The above combination (Krawczyk in view of any of {Wiencko, Buckhard or Xu} 

8 does not discuss that the RAID distribution scheme is random. 

9 Tewari discloses a method of randomizing the parity placement (see § 4.3.2) in 

10 RAID (Tewari Abstract). 

11 A person of ordinary skill in the art at the time of invention would have modified 

12 Krawczyk as modified by any of Wiencko, Buckhard or Xu with Tewari by further 

13 optimizing the RAID system according to Tewari. It would have been obvious to one of 

14 ordinary skill in the art at the time of invention to further modify the combination in order 

15 to optimize the RAID system (Tewari § 1.2). 

16 

17 Fitzpatrick discloses a method of randomizing data placement in a storage 

18 system such as RAID (Fitzpatrick ¶ 3) for the purpose of data security ( Fitzpatrick ¶ 5). 

19 A person of ordinary skill in the art at the time of invention would have modified 

20 Krawczyk as modified by any of Wiencko, Buckhard or Xu with Fitzpatrick by further 

21 optimizing the RAID system according to Fitzpatrick. It would have been obvious to one 
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1 of ordinary skill in the art at the time of invention to further modify the combination in 

2 order to secure the data ( Fitzpatrick ¶ 5). 

3 

4 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

5 over SSMS in view of DFSID in view of either {Wiencko et al. (US 6,557,123); 

6 Buckhard et al. (Disk Array Storage System Reliability); or Xu (Highly Available 

7 Distributed Storage Systems)} in view of Kubiatowicz (OceanStore). 

8 With respect to claims 4, 13, and 22, SSMS in view of DFSID does not disclose: 

9 further comprising causing a plurality of data units in each of the shares to be 

10 rearranged relative to one another after the separating step. 

11 Kubiatowicz discloses a similar system based on distributed storage 

12 (Kubiatowicz § 2 figure 1) of erasure codes (Kubiatowicz § 4.5). Kubiatowicz further 

13 discloses a method of updating the data objects. 

14 ("Objects in the OceanStore are modified through updates. Updates contain 

15 information about what changes to make to an object and the assumed state of the 

16 object under which those changes were developed, much as in the Bayou system [ 13]. 

17 In principle, every update to an OceanStore object creates a new version2. Consistency 

18 based on versioning, while more expensive to implement than update-in-place 

19 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

20 obviates the need for backup and supports "permanent" pointers to information." 

21 Kubiatowicz § 2 ¶ 4) ("For the user, we provide a naming syntax which explicitly 

22 incorporates version numbers. Such names can be included in other documents as a 
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1 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

2 history and to set versioning policies [44]. Although in principle every version of every 

3 object is archived, clients can choose to produce versions less frequently. Archival 

4 copies are also produced when objects are idle for a long time or before objects 

5 become inactive. When generating archival fragments, the floating replicas of an object 

6 participate together: they each generate a disjoint subset of the fragments and 

7 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

8 A person of ordinary skill in the art would have modified SSMS in view of DFSID 

9 with Kubiatowicz by providing a method for versioning the files to be distributed as 

10 disclosed in Kubiatowicz. It would have been obvious to one of ordinary skill in the art at 

11 the time of invention to allow versioning of the files so that users could update the files 

12 thereby allowing for flexibility of the media storage. 

13 

14 Claims 3, 5, 12, 14, 21, and 23 are rejected under 35 U.S.C. 103(a) as being 

15 unpatentable over Wells (The OceanStore Archive: Goals, Structures, and Self-

16 Repair) in view of either {Wiencko et al. (US 6,557,123); Buckhard et al. (Disk 

17 Array Storage System Reliability); or Xu (Highly Available Distributed Storage 

18 Systems)} in view of either { Fitzpatrick (US 2003/30167408) or Tewari et al. (High 

19 Availability in Clustered Multimedia Servers) }. 

20 The above combination (Wells in view of any of {Wiencko, Buckhard or Xu] does 

21 not discuss that the RAID distribution scheme is random. 
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1 Tewari discloses a method of randomizing the parity placement (see § 4.3.2) in 

2 RAID (Tewari Abstract). 

3 A person of ordinary skill in the art at the time of invention would have modified 

4 Wells as modified by any of Wiencko, Buckhard or Xu with Tewari by further optimizing 

5 the RAID system according to Tewari. It would have been obvious to one of ordinary 

6 skill in the art at the time of invention to further modify the combination in order to 

7 optimize the RAID system (Tewari § 1.2). 

8 

9 Fitzpatrick discloses a method of randomizing data placement in a storage 

10 system such as RAID (Fitzpatrick ¶ 3) for the purpose of data security ( Fitzpatrick ¶ 5). 

11 A person of ordinary skill in the art at the time of invention would have modified 

12 Wells as modified by any of Wiencko, Buckhard or Xu with Fitzpatrick by further 

13 optimizing the RAID system according to Fitzpatrick. It would have been obvious to one 

14 of ordinary skill in the art at the time of invention to further modify the combination in 

15 order to secure the data ( Fitzpatrick 15). 

16 

17 Claims 4, 13, 22, are rejected under 35 U.S.C. 103(a) as being unpatentable 

18 over Wells (The OceanStore Archive: Goals, Structures, and Self-Repair) in view 

19 of either {Wiencko et al. (US 6,557,123); Buckhard et al. (Disk Array Storage 

20 System Reliability); or Xu (Highly Available Distributed Storage Systems)} in view 

21 of Kubiatowicz (OceanStore). 
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1 With respect to claims 4, 13, and 22, Oceanstore as disclosed in Wells does not 

2 describe rearranging the storage. 

3 Kubiatowicz further discloses elements of an Oceanstore system. 

4 Kubiatowicz further discloses a method of updating the data objects. 

5 ("Objects in the OceanStore are modified through updates. Updates contain 

6 information about what changes to make to an object and the assumed state of the 

7 object under which those changes were developed, much as in the Bayou system [ 13]. 

8 In principle, every update to an OceanStore object creates a new version2. Consistency 

9 based on versioning, while more expensive to implement than update-in-place 

10 consistency, provides for cleaner recovery in the face of system failures [49]. It also 

11 obviates the need for backup and supports "permanent" pointers to information." 

12 Kubiatowicz § 2 ¶ 4) ("For the user, we provide a naming syntax which explicitly 

13 incorporates version numbers. Such names can be included in other documents as a 

14 form of permanent hyper-link. In addition, interfaces will exist to examine modification 

15 history and to set versioning policies [44]. Although in principle every version of every 

16 object is archived, clients can choose to produce versions less frequently. Archival 

17 copies are also produced when objects are idle for a long time or before objects 

18 become inactive. When generating archival fragments, the floating replicas of an object 

19 participate together: they each generate a disjoint subset of the fragments and 

20 disseminate them into the infrastructure." Kubiatowicz § 4.5 ¶4). 

21 A person of ordinary skill in the art would have combined Wells in view of { 

22 Wiencko, Buckhard or Xu] with Kubiatowicz by including a method for versioning the 
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1 files to be distributed as disclosed in Kubiatowicz. It would have been obvious to one of 

2 ordinary skill in the art at the time of invention to allow versioning of the files so that 

3 users could update the files thereby allowing for flexibility of the media storage or, 

4 alternatively, because Kubiatowicz explicitly contemplates that it is intentioned for the 

5 same type of system (Oceanstore). 

6 

7 Conclusion 

8 The prior art made of record and not relied upon is considered pertinent to 

9 applicant's disclosure. 

10 Garay et al. ( US 5,991,414) is a publication which contemplates a further 

11 extension of the Krawczyk references. 

12 

13 Applicant's amendment necessitated the new ground(s) of rejection presented in 

14 this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

15 § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

16 CFR 1.136(a). 

17 A shortened statutory period for reply to this final action is set to expire THREE 

18 MONTHS from the mailing date of this action. In the event a first reply is filed within 

19 TWO MONTHS of the mailing date of this final action and the advisory action is not 

20 mailed until after the end of the THREE-MONTH shortened statutory period, then the 

21 shortened statutory period will expire on the date the advisory action is mailed, and any 

22 extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
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1 the advisory action. In no event, however, will the statutory period for reply expire later 

2 than SIX MONTHS from the date of this final action. 

3 Any inquiry concerning this communication or earlier communications from the 

4 examiner should be directed to Michael Chao whose telephone number is (571)270-

5 5657. The examiner can normally be reached on 8-4 Monday through Thursday. 

6 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

7 supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone number for 

8 the organization where this application or proceeding is assigned is 571-273-8300. 

9 Information regarding the status of an application may be obtained from the 

10 Patent Application Information Retrieval ( PAIR) system. Status information for 

11 published applications may be obtained from either Private PAIR or Public PAIR. 

12 Status information for unpublished applications is available through Private PAIR only. 

13 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

14 you have questions on access to the Private PAIR system, contact the Electronic 

15 Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

16 USPTO Customer Service Representative or access to the automated information 

17 system, call 800-786-9199 ( IN USA OR CANADA) or 571-272-1000. 

18 

19 
20 /Michael Chao/ 
21 Primary Examiner, Art Unit 2492 
22 
23 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

was known to any individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the 

filing of this Supplemental Information Disclosure Statement. 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Supplemental Information 

Disclosure Statement shall not be construed to mean that a search has been made or that no other 

material information as defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 

1.97(h), the filing of this Supplemental Information Disclosure Statement shall not be construed to 

be an admission that any patent, publication or other information referred to therein is "prior art" for 

this invention unless specifically designated as such. 

It is submitted that the Supplemental Information Disclosure Statement is in compliance 

with 37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Credit Card in the amount of $ 180.00 covering the fee set forth in 37 

C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed, 

asserted to be filed or which should have been filed herewith (or with any paper hereafter filed in 

this application by this firm) to our Deposit Account No. 06-1075, under Order No. 104093-0002-

105. 

Dated: December 3, 2014 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
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Electronic Acknowledgement Receipt 

EFSID: 20856657 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 03-DEC-2014 

Filing Date: 10-FEB-2012 

Time Stamp: 17:40:10 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $180 

RAM confirmation Number 4401 

Deposit Account 061075 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 Transmittal Letter 
104093-0002p105_Supp_IDS. 

df 

81338 

no 2 
6fc2e5f4f7ac33d879c7c9bab4c2ac80b3aa 

C55 

Warnings: 

Information: 

2 Information Disclosure Statement (IDS) 
Form (SB08) 

104093-0002-105_SBO8.pdf 

131660 

no 2 
8a7082de504c8d79d58ac66d2b33b062ad 

689a66 

Warnings: 

Information: 

This is not an LISPTO supplied IDS fillable form 

3 Fee Worksheet (SB06) fee-info.pdf 

30500 

no 2 
17a1967508d5del e2efc314b4db655f7586 

daefb 

Warnings: 

Information: 

Total Files Size ( in bytes): 243498 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application_ Filed with the USPTO_as a_Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Filer: Christopher Jinhyun Han/Lise Ann Ruggeri-Kalil 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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PTO/SB/08a (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 131371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

US-6,662,299 12-09-2003 Price, III 
US-7,499,905 03-03-2009 Jaschek et al. 
US-6,853,988 02-08-2005 Dickinson et al. 
US-7,260,724 08-21-2007 Dickinson et al. 
US-5,239,659 08-24-1993 Rudeseal et al. 
US-6,381,331  04-30-2002 Kato 
US-6,009,173 12-28-1999 Sumner 
US-20040078542 04-22-2004 Fuller et al. 
US-20030084397 05-01-2003 Peleg 
US-6,519,262 02-11-2003 Stephens et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages Or 

Relevant Figures A ppear 

Te 

Country Code'-Number` Kind Code5(ifknown) 

CN-101375284-A 02-25-2009 Orsini Rick L 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.qov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ° For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. B Applicant is to place a check mark here if English language 
Translation is attached. 
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PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 
Examiner 

Initials" 

Cite 
No. 1 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 

number(s), publisher, city and/or country where published. 

T  

Kim et al., "Secure Group Key Management for Storage Area Networks," IEEE Communications 
Magazine, August 2003, pp. 92-99. 
Bendix, "RAID and Informix Databases," White Paper, Advanced Technology Group, June 1995; 
Retrieved from the Internet <URL: informix.com.ua/articles/raid/raid.htm>; retrieved from the 

internet on December 3, 2014, pp. 1-15 as printed 

Examiner Date 

Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant is to place a check mark here if English language Translation is attached. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of-
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (SIDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark Office is 

hereby directed to the references listed on the attached PTO/SB/08. It is respectfully requested that the 

information be expressly considered during the prosecution of this application, and that the references be 

made of record therein and appear among the "References Cited" on any patent to issue therefrom. 

This Supplemental Information Disclosure Statement is filed after the mailing date of a Final Office 

Action or Notice of Allowance, whichever occurred first, but on or before payment of the Issue Fee (37 

C.F.R. § 1.97(d)). Applicant(s) hereby petition(s) that the Information Disclosure Statement be considered. 

I hereby certify, pursuant to 37 C.F.R. § 1.97(e)(2), that no item of information contained in this 

Supplemental Information Disclosure Statement was cited in a communication from a foreign patent office in 

a counterpart foreign application and, to my knowledge after making reasonable inquiry, no item of 

information contained in this Supplemental Information Disclosure Statement was known to any individual 

designated in 37 C.F.R. § 1.56(c) more than three months prior to the filing of this Information Disclosure 

Statement. 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. patents and 

U.S. patent applications. Applicant submits herewith copies of foreign patents and non-patent literature in 

accordance with 37 C.F.R. § 1.98(a)(2). 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Supplemental Information Disclosure 

Statement shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this Information 

Disclosure Statement shall not be construed to be an admission that any patent, publication or other 

information referred to therein is "prior art" for this invention unless specifically designated as such. 

It is submitted that the Supplemental Information Disclosure Statement is in compliance with 

37 C.F.R. § 1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Credit Card in the amount of $ 180.00 covering the fee set forth in 37 C.F.R. § 

1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed, asserted to be filed or 

which should have been filed herewith (or with any paper hereafter filed in 

this application by this firm) to our Deposit Account No. 06-1075. 

Dated: January 21, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
1900 University Avenue 
6th Floor 
East Palo Alto, California 94303-2284 
(650) 617-4000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
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Espacenet - Bibliographic data Page 1 of 2 

Espacenet 

Bibliographic data: CNIO1375284 (A ---- 2009-02-25 

Inventor(s): 

Applicant(s): 

Classification: 

Application 
number: 

Priority number 
(s): 

Also published 
as: 

ROGER DAVENPORT [US]; STEVEN WINICK [US] ± 
(DAVENPORT ROGER,; WINICK STEVEN) 

ORSINI RICK L [US] ± (ORSINI RICK L) 

- international: G06F21100 
- cooperative: G06F21/602; G06F21/606; G06F21/62; IQ41-63/04: 

H04L63/08; H04L63/0876; H04L69/14; H04L9/085; 
H04L9/3226; H04L9/3263; H04L2209/80  

CN2005841868 20051025 

W02005US38806 20051025 ; US20040622146P 20041025 ; 
US20050718185P 20050016 

CN101375284(B) W02006047694JA1) US2014372770(A1)  
US2013283065 CA1) US2013275768 CA1) more 

Abstract of CN°IO137 e84 (A) 

A secure data parser is provided that may 

be integrated into any s:. itable systern, for 
securely storing and cromr unkca,:ng data. 

_t_.; ; e secure data parser ;arses data and 

'i-ten siolits the datadata into m . lti2ol portions 
,Hhat are. 4iomd or 4•l.}•••••i•i4 C-SL4 Z.2 
distinctly. .mncry 1tion of the original data, 
t_'te portions of data, or both nay be 
erne: oyed for additional security. The 
secure data ;gar's: r may Igo used to 
protect data in motion by splitting original 
data into portions of data, that rrray he 
cone;';'iunicated iusing rnuittple 
core -n1,unications ;paths. 

http://worldwide.espacenet.com/publicationDetaits/biblio?DB=EPODOC&FT=D&CC=C... 1/20/2015 
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Electronic Acknowledgement Receipt 

EFSID: 21264877 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Lise Ann Ruggeri-Kalil 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 21-JAN-2015 

Filing Date: 10-FEB-2012 

Time Stamp: 15:50:00 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $180 

RAM confirmation Number 2250 

Deposit Account 061075 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 
Information Disclosure Statement (IDS) 

Form (SB08) 
104093_0002_105_SB08.pdf 

132616 

no 2 

69666140e30ff617b06438a3694107eedk 
.9123 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

2 Foreign Reference CN101375284.pdf 

139475 

no 2 

23b489050f91890fdfed8a07d2f9172521 b1 
6aa1 

Warnings: 

Information: 

3 Non Patent Literature 
Bendix_RAID_and_Informix_Da 

tabases.pdf 

1123926 

no 15 

db9<74f186cf26672f1712ea20c3d9fe9034 
31e6 

Warnings: 

Information: 

4 Non Patent Literature 
Kim—et—al—Secure—Group—Key— 

Management.pdf 

1206245 

no 8 

1a0f7edf657d1dce63770<a5ef099fd25837 
a4da 

Warnings: 

Information: 

5 Transmittal Letter 104093_0002_105_SIDS.pdf 

81723 

no 2 

366a9f17fad423f25d7bcd9658ddc0441 e49 
6e70 

Warnings: 

Information: 

6 Fee Worksheet (SB06) fee-info.pdf 

30810 

no 2 

19d6c548b4783bc4c12bb942c6251 b579f7 
856dd 

Warnings: 

Information: 

Total Files Size (in bytes): 2714795 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371  
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/403 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office  
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA 1'hS PA 1'hNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.grn 

APPLICATION NO. FILING DATE FIRST NAMID INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 

1473 7590 

ROPES & GRAY LLP 
PA 1'LNT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

03/18/2015 

Rick L. Orsini 104093-0002-105 7984 

EXAMINER 

CHAO, MICHAEL W 

ART UNIT PAPER NUMBER 

2492 

NOTIFICATION DATE DELIVERY MODE 

03/18/2015 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

USPatentMail@ropesgray.com 
USPatentMail2@ropesgray.com 

PTOL-90A (Rev. 04/07) 
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Application No. 

Applicant-Initiated Interview Summary 
13/371,363 

Applicant(s) 

ORSINI ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Michael Chao. 

(2) Christopher Han (Reg. No. 70069)  . 

Date of Interview: 12 March 2015. 

Type: ❑ Telephonic ❑ Video Conference 
® Personal [copy given to: ❑ applicant 

Exhibit shown or demonstration conducted: ❑ Yes 
If Yes, brief description: 

(3)  George Ligler. 

(4) 

® applicant's representative] 

® No. 

Issues Discussed ❑101 ❑112 ❑102 ®103 ❑Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1. 

Identification of prior art discussed: SSMS in view of DSFID in view of various Array (RAID) coding references. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...) 

Examiner agrees that if Shamir Secret Sharing is a principle of operation of the SSMS reference that the properties of 
Secret Sharing would be lost by modification with an array codinq (RAID type) system.Examiner agrees that the 
discussed citation to Wells 3.2 suggests that the combination of Wells with a RAID scheme would not be obvious. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

❑ Attachment 

/Michael Chao/ 
Primary Examiner, Art Unit 2492 

U.S. Patent and Trademark Office 

PTOL-413 ( Rev. 8/11/2010) Interview Summary Paper No. 20150312 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
—Application Number (Series Code and Serial Number) 
—Name of applicant 
—Name of examiner 
—Date of interview 
—Type of interview (telephonic, video-conference, or personal) 
—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
—An indication whether or not an exhibit was shown or a demonstration conducted 
—An identification of the specific prior art discussed 
— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 

EX1009, Page 1072



Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 1 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No 

Document Number Publication Date 

MM-DD-YYYY 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, Where 

Relevant Passages or Relevant 
Figures Appear 

2 (ifknown) 
Number-Kind Code 

US-6,473,858 10-29-2002 Shimomura et al. 
US-7,206,250 04-17-2007 Groux 
US-20050289218 12-29-2005 Rothman et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 

Initials* 

Cite 

No.' 

Foreign Patent Document Publication 

Date 

MM-DD-YYYY 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, 

Where Relevant Passages Or 

Relevant Figures A ppear 

Te 

Country Code' Number° Kind Code5(ifknown) 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ° For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 

the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. B Applicant is to place a check mark here if English language 
Translation is attached. 

49325380_1 

EX1009, Page 1073



Electronic Acknowledgement Receipt 

EFSID: 21962359 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 06-APR-2015 

Filing Date: 10-FEB-2012 

Time Stamp: 15:20:44 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $780 

RAM confirmation Number 1717 

Deposit Account 061075 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 

EX1009, Page 1074



File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 
Information Disclosure Statement (IDS) 

Form (SB08) 
104093_0002_105_SB08.pdf 

106212 

no 1 

a25332aa9abf3c5e723e324e975c1 c3f3fec3 
ff6 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

2 Transmittal Letter 
104093_0002_105_IDS Transm 

ittal.pdf 

81221 

no 2 

WbM2858020932fad407 3e94fdcb3746 
6ead4 

Warnings: 

Information: 

3 Extension of Time 104093_0002_105_EOT.pdf 

89246 

no 1 

0232fff52045891692c6d9bfb7d2f4a6835f5 
399 

Warnings: 

Information: 

4 104093_0002_105_Amendmen 

t.pdf 

135586 

y es 5 

d4754fa566997acd4cfe705d17196ee8451 
9408c 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Response After Final Action 1 1 

Applicant Arguments/Remarks Made in an Amendment 2 5 

Warnings: 

Information: 

5 Fee Worksheet (SB06) fee-info.pdf 

32718 

no 2 

4a75e71fe2a21933e170746d036d871 e03  
8668a 

Warnings: 

Information: 

Total Files Size (in bytes): 444983 

EX1009, Page 1075



This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371  
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/403 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office  
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

EX1009, Page 1076



Under the Pa.erwork Reduction Act of 1995, no 

PTO/SB/22 (03-13) 
Approved for use through 3/31/2013. OMB 0651 -0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
ersons are re- uired to res.ond to a collection of information unless it dis.la s a valid OMB control number. 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
Docket Number (Optional) 

104093-0002-105 

Application Number 13/371,363 Filed February 10, 2012 

For 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

Art Unit 2492 I Examiner M. W. Chao 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application. 

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

Fee Small Entity Fee Micro Entity Fee 

One month (37 CFR 1.17(a)(1)) $200 $100 $50 $ 

x Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $ 600.00 

  Three months (37 CFR 1.17(a)(3)) $1,400 $700 

Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 

❑ Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 

❑ Applicant asserts small entity status. See 37 CFR 1.27. 

❑ Applicant certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted 

  A check in the amount of the fee is enclosed. 

$350 $ 

$550 $ 

$750 $ 

previously. 

to a Deposit Account. 

required, or credit any overpayment, to 

should not be included on this form. Provide credit 

3.73(b) statement is enclosed (Form PTO/SB/96). 

x Payment by credit card. Form PTO 2038 is attached. 

❑ The Director has already been authorized to charge fees in this application 

X The Director is hereby authorized to charge any fees which may be 

Deposit Account Number 06-1075 

X Payment made via EFS-Web. 

WARNING: Information on this form may become public. Credit card information 
card information and authorization on PTO-2038. 

I am the 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement is filed after the mailing date of a Final Office 

Action, but before payment of the Issue Fee (37 C.F.R. § 1.97(d)). Applicant(s) hereby petition(s) 

that the Information Disclosure Statement be considered. 

I hereby certify, pursuant to 37 C.F.R. § 1.97(e)(2), that no item of information contained in 

this Information Disclosure Statement was cited in a communication from a foreign patent office in 
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a counterpart foreign application and, to my knowledge after making reasonable inquiry, no item of 

information contained in this Information Disclosure Statement was known to any individual 

designated in 37 C.F.R. § 1.56(c) more than three months prior to the filing of this Information 

Disclosure Statement. 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. § 

1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Credit Card in the amount of $ 180.00 covering the fee set forth in 37 

C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed, 

asserted to be filed or which should have been filed herewith to our Deposit Account No. 06-1075, 

under Order No. 104093-0002-105. 

Dated: April 6, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 

800 Boylston Street 

Boston, Massachusetts 02199 

(617) 951 -7000 
(617) 235-9492 (Fax) 

Agent For Applicants 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRY11"I'OG]UPEIICAL Y SPLITTING AND 
SIX)RING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: Michael W. Chao 

RESPONSE AFTER FINAL OFFICE ACTION 

MS AF 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

In response to the Office Action dated November 26, 2014, Applicants respectfully request 

reconsideration and withdrawal in view of the following remarks: 

Remarks/Arguments begin on page 2 of this paper. 
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Application No. 13/371,363 
Amendment dated April 6, 2015 
Reply to Office Action of November 26, 2014 

REMARKS 

Docket No.: 104093-0002-105 

Claims 1-27 are pending in this application. Independent claims 1, 10, and 19 stand finally 

rejected under 35 U.S.C. § 103 as being allegedly obvious in view of Krawczyk, Secret Sharing 

Made Short ("SSMS"), Krawczyk, Distributed Fingerprints and Secure Information Dispersal 

("DFSID"), and one of U.S. Patent No. 6,557,123 ("Wiencko"), Burkhard, Disk Array Storage 

System Reliability ("Burkhard"), or Xu, Highly Available Distributed Storage Systems ("Xu"). In 

the alternative, independent claims 1, 10, and 19 stand rejected under 35 U.S.C. § 103 as being 

allegedly obvious in view of Wells, The OceanStore Archive: Goals, Structures, and Self-Repair 

("Wells") and one of Wiencko, Burkhard, or Xu. The dependent claims are also finally rejected 

under § 103 based on one or more combinations that include the above-identified references. 

Summary of Examiner Interview  

The undersigned wishes to thank Examiner Chao for the courtesies extended during the in-

person interview conducted on Thursday, March 12, 2015. During the interview, the Examiner, the 

undersigned, and Applicants' expert, Dr. George Ligler, discussed the cited references and the 

rejections under § 103. 

Regarding the rejection based on SSMS in combination with other references, tentative 

agreement was reached that the currently claimed inventions are not obvious from the combination 

of SSMS with DFSID and Wiencko, Burkhard, or Xu. Specifically, the undersigned and 

Applicants' expert presented arguments that secret sharing and maintaining security of the data are 

key principles of operation of the system described in SSMS, and that the Office Action's proposed 

combination of SSMS with Wiencko, Burkhard, or Xu would destroy these key principles and 

render SSMS inoperable for its intended purpose. The purpose of SSMS is clearly to provide a 

secure secret sharing scheme, as indicated by the title, "Secret Sharing Made Simple" (emphasis 

added). For example, SSMS pg. 137 states: 

In this note we present a solution to the above question which is surprising in two 
senses 

- The resultant scheme is extremely space (and communication) efficient. It 
realizes an m-threshold scheme, where m shares recover the secret but m-1 shares 
give no (computational) information on the secret ... 

2 
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Application No. 13/371,363 
Amendment dated April 6, 2015 
Reply to Office Action of November 26, 2014 

Docket No.: 104093-0002-105 

- The resultant solution is strikingly simple. It just combines in a natural 
way traditional secret sharing schemes, with encryption and information 
dispersal techniques. 

Our scheme is simple, practical and provable secure given a secure private 
key encryption system (in particular, it just requires the existence of a one-way 
function). 

See SSMS, pg. 137 (emphasis added). This cited section of SSMS makes clear that at the core of 

SSMS is the principle of combining traditional secret sharing schemes with information dispersal 

techniques to provide a space-efficient secret sharing scheme that is "simple, practical, and provably 

secure." The Office Action proposes it would have been obvious to a person of ordinary skill in the 

art to replace these secret sharing features of SSMS (which are directed toward security) with 

features from Wiencko, Burkhard, or Xu that are directed towards error correction and fault 

tolerance.' However, this would be antithetical to SSMS's premise of using traditional secret 

sharing techniques for a "simple, practical, and provably secure" scheme. For example, as 

discussed in the Expert Declaration filed on February 13, 2014, SSMS uses each character of an 

original file F in the calculation of every one of the pieces F;.2 Furthermore, secret sharing 

algorithms include an "m of n" security feature, where the secret S may be recoverable using any m 

shares, but where no information about S may be determined from less than m shares. See, e.g., 

SSMS pp. 138, 142. These aspects of secret sharing — i.e., the manner in which the secret is held by 

multiple parties and the requirement that no information be recovered with less than m shares — are 

both critical to achieving the security provided by SSMS. See SSMS, abstract, pg. 137. 

The Office Action's suggested combination of SSMS with Wiencko, Burkhard, or Xu would 

result in the loss of both of these fundamental security features, which would impermissibly change 

the operation of SSMS. For instance, the Office Action suggests modifying SSMS with Wiencko, 

Burkhard, or Xu so that the alleged shares are based on portions of the original data, rather than the 

entire original data as discussed in SSMS. But this is inconsistent with the fundamental principle of 

secret sharing that the shares be based on the entire original data. Moreover, the proposed 

combination would also result in the loss of the "m of n" security feature because each of the 

'See Office Action, pp. 13-15. See also Wiencko col. 4 lines 55-58, Burkhard § 2, and, Xu § 2.1 
2 See Expert Declaration filed February 13, 2014, pp. 8-11. 

3 
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Application No. 13/371,363 
Amendment dated April 6, 2015 
Reply to Office Action of November 26, 2014 

Docket No.: 104093-0002-105 

alleged portions in Wiencko, Burkhard, or Xu reveal some of the original data, as discussed in the 

cited portions below. 

"...a disk array has n disks with a stripe set stored across the n disks ... A "stripe" is 
that part of a stripe set that resides on a single disk. Every stripe of a stripe set is an 
integer number of chunks, and starts and ends at chunk boundaries ... A "chunk" is 
the maximum contiguous collection of data that is treated as an indivisible unit by 
the Wiencko code." - Wiencko col. 7 line 15 to col. 8 line 54 (emphasis added) 

"Then the five fragments contain the following byte value expressed in octal 
notation: Fragments Fo, F1, and F2 consist of every third value in the file as 
demonstrated in figure 1... the three fragments Fo, F1, and F2 allow very easy file 
reconstruction since merging them is all that is necessary." - Burkhard, § 2 
(emphasis added) 

"In an array code, the information (original) and parity bits are placed in a 2-
dimensional array of size l x n. In a distributed storage system, the bits in the same 
column are stored in the same disk." - Xu, § 2 (emphasis added) 

As seen above, each of the portions in Wiencko, Burkhard, and Xu contain portions of the original 

data. An adversary with knowledge of how the original data is arranged in the portions (e.g., 

contiguously in Wiencko, every third value in Burkhard, every column in Xu) would be able to 

recover the portion of original data without having access to a threshold number of other shares. In 

contrast, secret sharing, as discussed in SSMS, requires that no information about the original data 

be available to an adversary with less than the threshold number of shares. Therefore, if SSMS 

were combined with Wiencko, Burkhard or Xu, then the principles of secret sharing would be 

completely lost, and SSMS would become inoperable for its intended purpose. During the 

interview, the Examiner agreed that the currently claimed inventions would not be obvious from the 

combination of secret sharing, as discussed in SSMS, with the error correction and fault tolerance 

techniques of Wiencko, Burkhard, or Xu, and the Examiner agreed to reconsider the rejections 

under § 103 after receiving Applicants' written reply set forth above. 

Regarding the Office Action's alternate rejection based on Wells in combination with other 

references, the Examiner agreed that § 3.2 of Wells disparages a combination with a RAID scheme 

(the basis for the combination suggested on pp. 19-20 of the Office Action). Therefore, in view of 

Wells' explicit teachings against combination with a RAID scheme, a person of ordinary skill in the 

4 
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Application No. 13/371,363 
Amendment dated April 6, 2015 
Reply to Office Action of November 26, 2014 

Docket No.: 104093-0002-105 

art would not have found it obvious to combine Wells with the RAID mechanisms discussed in 

Wiencko, Burkhard, or Xu, as suggested on pp. 19-20 of the Office Action. 

For at least the foregoing reasons, Applicants respectfully request reconsideration and 

withdrawal of the rejections under § 103. 

Conclusion 

In view of the above, Applicants believe the pending application is in condition for 

allowance. 

Applicants believe no fee is due with this response. However, if a fee is due, please charge 

our Deposit Account No. 06-1075, under Order No. 104093-0002-105 from which the undersigned 

is authorized to draw. 

Dated: April 6, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 
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Application or Docket Number 
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APPLICATION AS FILED — PART 
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APPLICATION SIZE FEE 
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Computer Encryption Systems 

This invention relates to computer encryption systems. 

Computer encryption systems known in the art fall 

broadly into two categories: hard disk or partition-based 

systems, and file-based systems. Each type has associated 

advantages and disadvantages. 

Hard disk-based systems have the advantage that the 

entire disk is guaranteed to be encrypted. Within the disk 

there can be no leaked clear files which may not have been 

encrypted. Furthermore, if the system partition is encrypted 

then the hard disk encryption system must obtain the key 

from the end user before the computer is able to boot. 

Hard disk-based systems have the disadvantage that the' 

encryption driver must be running on the computer before the 

operating system has loaded. Thus, the encryption driver 

cannot access operating system resources such as the GUI 

interface and hardware that needs operating system drivers. 

For the same reason external secure media such as smart 

cards cannot be accessed without the hard disk encryption 

system developer writing specific code to support the smart 

media and any other system device the smart media needs to 

be able to function. 

A weakness in hard disk-based systems is that the 

protection key is only protected by the users' pass phrase. 

These cannot be stored on smart media and so are vulnerable 

to social engineering attacks. Hard disk encryption systems 

are also time consuming to install. As the whole disk has to 

be encrypted, the encryption process may take hours during 

which the computer cannot be used. 

In file-based systems, only those files and folders 

that need encryption are encrypted. This reduces the time 

required for encryption and takes place after the operating 

system has loaded and the end user has been authenticated. 

As a result, any smart media, readers, and other hardware 

that are supported by the operating system can be used by 
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the encryption process. Moreover, there is no post 

installation encryption phase as required by the hard disk 

encryption method. New files may be encrypted automatically 

and existing clear files that require encryption can be 

encrypted either individually or in bulk. 

File based systems have the disadvantage that there is 

always a potential leakage of unencrypted files. These may 

be temporary files the permanent versions of which will be 

encrypted. This problem can usually be avoided by a correct 

set up of the computer and encryption system. 

It will be appreciated from the above discussion that 

both systems have advantages and disadvantages. However, 

neither permit end users to share access to their encrypted 

files without releasing the key used to encrypt the file. 

Neither can they allow users to grant encrypted access to 

files to other users without access to the other user's key. 

In all areas of work, people work in groups and 

collaborate. They need to share files and data. To maintain 

security whilst allowing this type of access, a system must 

permit end-users to encrypt their files, allow their 

encrypted files to be accessed by others and work together 

on a group of encrypted files. Organisations maintaining and 

operating the computer systems need to be able to recover 

encrypted files when the end-user is no longer available, 

for example they have left the company. 

The invention aims to address the problem with the 

prior art discussed above and to provide a system and method 

which can meet the requirements discussed. 

Broadly, the invention uses a key file associated with 

a file to be encrypted. The key file holds the decryption 

key and all file handling, such as moving, copying etc. 

performed on the file to be encrypted is also performed on 

the key file. The key file may hold decryption keys for a 

number of users making multiple access possible 

more specifically there is provided a method for 

encrypting computer files comprising: encrypting at least 

one file within a folder; for each encrypted file, creating 
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an associated key file containing the decryption key, 

wherein the association between an encrypted file and its 

key file is such that any file handling operation perfOLILLed 

on the encrypted file is also performed on the key file. 

In one preferred embodiment, folders are marked to 

indicate that files within that folder are to be encrypted. 

Preferably a file is placed in the folder containing 

default encryption setting for files created in the folder. 

Preferably, the associated key files are hidden from a 

user by a file system driver. The file system driver also 

ensures that when an operation is performed on a file, the 

same operation is performed on the key file. The file and 

the key file may have the same file name but different 

extensions. 

In one preferred embodiment of the invention the key 

file contains decryption keys for a plurality of users. 

This allows an encrypted file to be made available to a 

plurality of users. 

Preferably, the key file comprises a wrapped symmetric 

key for the associated encrypted file. The symmetric key may 

be wrapped by an end-user's public key. 

Preferably, the default encryption settings include a 

list of end-users for which a file is to be encrypted. 

Preferably, on receipt of a file encryption request, 

the file system driver reads the directory encryption 

settings file and retrieves the end-user list for which the 

file needs to be encrypted. The certificates for all the 

end-users on the list are located and the key file is 

created from the symmetric file encryption key wrapped end-

user's by the public key for each end-user in the end-user 

list. 

Where a file is to be encrypted in a directory that has 

not been marked for encryption, on receipt of a request to 

encrypt a file, the end-user may be asked for a list of end-

users for whom the file is to be encrypted, the certificates 

for each end-user on the list are then retrieved, and a 

symmetric file encryption key generated. The file 
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encryption key is then wrapped with the certificate for each 

user, the wrapped encryption keys comprising the key file. 

In this preferred embodiment, the step of encrypting 

the file may include saving the file in a temporary file to 

the name of the key file. The symmetric file key may then 

be requested and the original clear file read. The 

temporary encrypted temporary file may then be written and 

the clear file renamed to a further temporary file. The 

encrypted temporary file is then renamed to the original 

file name and the further temporary file deleted. 

Embodiments of the invention may be used to encrypt 

files over a network. In that case, in one embodiment the 

directory encryption settings file is stored in a network 

folder and an encrypted network file is created at a local 

user computer and sent over the network in encrypted form. 

In another case, the encrypted temporary file is stored 

in a network folder, and the further temporary file is 

stored at a local computer, whereby the clear file is not 

transmitted over the network. 

The invention also provides a method of reading or 

writing a file encrypted according to the method defined 

above, comprising detecting the key file associated with the 

encrypted file, retrieving the decryption key from the key 

file, decrypting the file using the decryption key, and 

reading and/or writing the decrypted file. 

Preferably, retrieving the decryption key comprises 

finding a private key, and using the private key to unwrap a 

wrapped key in the key file. Where the file has been 

encrypted for group access, the key file may include a list 

of users for whom the file is encrypted. Finding a private 

key then comprises finding a private key that corresponds to 

the list of users. 

In one preferred embodiment, the key file is a network 

key file, the key file is opened at the local user's computer 

and the file is decrypted at the local computer after is has 

been read across the network. This has the advantage that 
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the file is always transported across the network in 

encrypted form so maintaining security. 

The invention also provides a system for encrypting 

computer files comprising an installable file system driver 

transparent to the computer operating system for reading 

directory encryption settings and retrieving an end user 

list for which the file is to be encrypted, a daemon, a 

vault, the daemon operating to retrieve certificates stored 

in the vault, means for generating a symmetric encryption 

key, the key being sent by the daemon to the file system 

driver, the file system driver including means for creating 

a key file from the end-user certificates and the 

symmetrical encryption key and for associating the key file 

with the encrypted file. 

Preferably, the system includes an object locator, 

wherein the object locator communicates between the vault 

and the daemon for retrieval of certificates. The vault may 

comprise a smart media and/or a soft vault on an end-user's 

computer. 

A preferred embodiment of the invention comprises an 

operating system shell extension for retrieving 

certificates, generating the symmetric file encryption key 

and wrapping the symmetric key with the certificate of each 

user who has access to an encrypted file. 

Embodiments of the invention use file or folder-based 

encryption. This means that the encryption within a computer 

system is selected. Such a system can use any smart media 

that is supported by the operating system. By allowing the 

computer to boot before accessing the smart-media, no 

manufacture specific interface need be written to access the 

smart media. This allows industry standard APIs to be used. 

Thus, the end user has the choice of any smart media 

supported by the operating system and can choose the smart 

media to be compatible with other applications required by 

the system. 

This sort of flexibility would not be possible in a 

hard disk-based encryption system. In these systems, when 
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the computer boots, the encryption needs the decryption key 

before the operating system can be loaded. The device 

drivers needed to provide access to smart media or files on 

a card disk have not yet been loaded and so are not 

available to the encryption system. As a result, these 

systems must rely on pass phrase-based protection or can 

only support a limited number or range of smart media 

products. 

The key files generated are not visible to the user and 

are associated with the encrypted files such that the two 

are always operated on together. The key files are small 

and so do not significantly affect the total file size or 

response times. 

Whilst the advantages of the invention have been 

discussed in conjunction with smart media, end-users do not 

always want to use smart media to gain access to systems. 

For example, they may consider that the cost of smart media 

security is not justified in their environment. Embodiments 

of the present invention use a soft vault which is stored on 

the end-user computer. Preferably, this vault will have many 

of the characteristics of smart media. The file-based 

encryption system can use this vault instead of or in 

addition to smart media. 

Embodiments of the invention will now be described, by 

way of example, and with reference to the accompanying 

drawings, in which: 

Figure 1 shows how an embodiment of the invention may 

be integrated into a Microsoft Windows (RTM) operating 

system such as Windows 2000; 

Figure 2 is a schematic diagram showing how an 

encrypted file is created in a folder marked for encryption; 

Figure 3 is a schematic diagram showing how an 

encrypted file is created from an existing unencrypted File: 

Figure 4 is a schematic diagram showing how an existing 

encrypted file can be read; 

Figure 5 is a schematic diagram showing how an existing 

encrypted file can be written; 
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Figure 6 is a schematic diagram showing how a new 

encrypted file can be created across a network in a folder 

marked for encryption; 

Figure 7 is a schematic diagram showing how a new 

encrypted file can be created across a network from an 

existing unencrypted File: 

Figure 8 is a schematic diagram showing how an existing 

encrypted file can be read across a network; and 

Figure 9 is a schematic diagram showing how an existing 

encrypted file can be written across a network. 

The embodiments to be described use a file-based 

encryption system. This allows smart-media to be used in the 

system simply. End user files can be protected by a 

combination of the smart media and the PIN ( Personal 

Identification Number) for the smart media. In practice, the 

PIN is not necessarily a number but, for example, a series 

of alphanumeric or other characters. A soft vault internal 

to the system may be used instead of the smart media in 

order to reduce costs. 

The system to be described allows file sharing by 

different users. To achieve this using a single user 

encryption system, that is where the file is originally 

encrypted by a single user, the end-user files are first 

decrypted for the first user and then re-encrypted for the 

second user. End-user files must be clear, or unencrypted, 

to be shared and another copy made for the second, or each 

further, user. Such an approach makes collaboration 

difficult. The embodiment to be described allows 

simultaneous encryption of end-user files for multiple users 

without an increase in file size allowing authorised users 

to access the same files without copies having to be made 

for each user. Thus, efficient and secure multi-user and 

group encryption is achieved. 

Embodiments to be described also permit encryption 

across a network. The encryption system sits above the 

operating file system drivers on the computer system and so 

has transparent access both to files on the local computer 
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and the network allowing files available on the network to 

be encrypted, shared by group encryption and have recovery 

encryption applied to them. The encryption and decryption 

take place on the computer local to the user. This means 

that files cross the network in encrypted form so there is 

no vulnerability to a clear file being intercepted on the 

network. 

Embodiments of the present invention use an Installable 

File System ( IFS) that acts as a low-level file driver. When 

handling encrypting files, it acts as a virtual file system 

handling all file operation transparently to the operating 

system, applications and users. 

Figure 1 illustrates how the system may integrate into 

an operating system such as Windows 2000. 

The manner in which files are encrypted will now be 

described. 

Applications are provided which set a default file and 

folder encryption settings for the computer and for each 

folder. The computer default application stores default 

settings for encrypting new files and folders centrally on 

the computer. The stored information includes the identity 

of the user or users for which new folders or files should 

be encrypted. This information can be pre-loaded on the 

computer when it is first set up o.r by the end-user at some 

later time. This application accesses end-user certificates 

and presents a list of available users for selection. Once 

selected, the certificate identities are stored on the 

computer as the default encryption settings. These settings 

may be imported or exported to other computers allowing 

quick configuration. 

The default encryption settings for the computer are 

stored in the computer's registry. The format of these 

settings is: 

DefaultEncryptionSettings\{identity} 

EntityIdentifer={identity} 

Description={end-user description} 

EX1009, Page 1105



WO 2004/001561 PCT/GB2003/002656 

- 9 - 

RecoveringKey={identity} 

The above settings then repeated for each identity used for 

default encryption. 

The application that sets the folder settings stores 

the folder settings on the end-user's computer. New files are 

then automatically encrypted. On set up of the default 

conditions for a folder, the user is presented with the 

default encryption settings for the computer. The end-user 

may modify this list to add or remove users by selecting 

their certificates. The settings may be propagated down a 

tree of folders. 

Folders on an end-users computer system are not in 

themselves encrypted. Instead they are marked to indicate 

then any files created in them should be created encrypted. 

This marking is done by placing a file 

ASEF Dir Default.dat 

into the folder. The file is hidden from the end-user by the 

system driver. The file contains the default encryption 

setting for all new files created in the folder. The 

contents of the file are formatted as follows: 

ASEF Dir Default.dat: <SuniveralData Header> 

<SDirectorySettingsFile V1 HeaderInf 

o> 

<SUniversalData V1_ EncryptionInfo> 

<encrypting_entity_collection> 

<padding> 

<SUniversalData V1 Checksum> 

SUniversalData Header: <Identifier> 

<Version>' 

SDirectorySettingsFile 

V1 HeaderInfo: 

<TotalFileLength> 
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SUniversalData V1_Encr 

pytionInfo: 

<EncryptionAlgorithm> 

Encrpyting_entity_coll 

ection: 

[<encrypting_entity>} 

<encrypting_entity_sentinal> 

Encrypting_entity: <SUniversalData V1_EntityInfo> 

<SEncrpytedFile Vl_Entity_User> 

SUniversal V1_EntityIn 

fo: 

<Entity Type> 

SEncrpytedFile Vl_Enti 

ty_User: 

<UserIDLength> 

<UserNameLength> 

<KeyBlockLength> 

<UserID> 

<UserName> 

<KeyBlock> 

Identifier: <integer> 

Version: <integer> 

TotalFileLength: <long integer> 

EntityType: <integer> 

UserIDLength: <integer> 

UserIDLength: <integer> 

KeyBlockLength: <integer> 

UserID: [<byte>] 

UserName [<byte>] 

Keyblock: [<byte>] 

A group-based encryption setting may be created by 

creating an identity for a group of users and providing this 

group with a private key for the group, as well as their own 
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key. This effects a simple, but powerful group encryption 

scheme. By ensuring that all files to which members of the 

group require access are included, in folders that include 

the group identity in the default settings, files in these 

folders will be encrypted for the group. Files are encrypted 

for all users in the folder's or computer's encryption 

settings. 

When files are encrypted the decryption key for each 

user is stored in a companion file with a known but 

different file extension, for example if MyData.doc is 

encrypted then the key file MyData.as enc is created to hold 

the wrapped encryption/decryption keys. The file system 

driver hides this file from the end-user. 

If the end-user's file is moved, copied or renamed then the 

file system driver moves, copies or renames the file as 

appropriate. Thus, any file handling operation performed on 

the end-user's file is also performed on the associated key 

file. 

The contents of the file are formatted as follows: 

Key_file.as_enc 
<SUniversalData_Header><SEncryp 

tedFile V1 HeaderInfo><SUnivers 

alData V1_Encryptionlnfo><encry 

pting_entity_collection><paddin 

g><SUniversalData Vl Checksum> 

SUniversalData Header <Identifier><Version> 

SEncryptedFile V1_HeaderI 

nfo 

<TotalFileLength> 

SUniversalData V1_Encrypt 

ionInfo 

<EncryptionAlgorithm> 
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encrypting_entity_collect 

ion 

[<encrypting_entity>]<encryptin 

g_entity_sentinal> 

Encrypting_entity: 
<SUniversalData V1 EntityInfo>< 

SEncryptedFile Vl_Entity_User> 

SUniversalData Vl EntityI 

nfo : 

<EntityType> 

SEncryptedFile V1_Entity_ 

User: 

<UserIDLength><UserNameLength>< 

KeyBlockLength><UserID><UserNam 

e><KeyBlock> 

Identifier: <integer> 

Version: <integer> 

TotalFileLength: <long integer> 

EntityType: <integer> 

UserIDLength: <integer> 

UserIDLength: <integer> 

KeyBlockLength: <integer> 

UserID: [<byte>] 

UserName [<byte>] 

KeyBlock: [<byte>] 

The file system driver creates this file whenever a 

file is created in a folder marked for encryption. 

The KeyBlock is the wrapped symmetric key for the file. The 

symmetric key is wrapped by an end-users public key 

(contained in a certificate) and can only be decrypted by 

the user's private key. As public certificates are available 

to all end-users, any end-user may encrypt a file for any 

other end-user providing the first end-user can decrypt the 

file in the first place. Once the first end-user using 

their private key has managed to decrypt their wrapped key 
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they may wrap the symmetric file key for any other end-user 

and append a new encrypting_entity to the encryption file. 

The group-based encryption may be used to implement a 

file recovery scheme. A recovery user identity ( key pair and 

certificate) is created and this identity identifier is 

included on all a computer's default encryption settings. Any 

encrypted files created will automatically be encrypted for 

this recovery user. If access is required to files that have 

been encrypted, but for which the end-user's key is not 

available, the recovery key can be used in its place. 

When a file is encrypted, a key file is created to hold 

the wrapped encryption/decryption keys for the file. This 

key file has the same name but a different extension from 

the end-user file. When the end-user file is moved, copies, 

deleted or renamed, the key file is moved, deleted or 

renamed as appropriate. The encryption system file system 

driver treats the two files as if they were one. The user is 

not aware of the second file containing the wrapped keys. 

When a new file is created in an encrypted folder, the 

end-user needs to have certificates available for all end-

user identities in the default setting for the folder. If 

these are all available, the new file is created using the 

keys from the end user certificates. If any certificates are 

missing, the user is prompted'to'retrieve them. 

Having selected an existing file, the end-user may 

request that the file is encrypted. The default encryption 

settings for the folder are used or if the folder is not 

encrypted then the default settings for the computer are 

used. In both cases the end-user needs to have available 

the certificates for all the end-user identities contained 

in the default settings ( folder or computer as appropriate). 

If all these certificates are available (which they normally 

would be) then the file is encrypted for the list of 

end-users. If any certificates are not presently available 

then the end-user is prompted to try to retrieve the missing 

certificates. This may be done in a variety of methods. If 
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the end-user still cannot provide all the required 

certificates the file may optionally still be encrypted. 

may 

the 

Having selected an existing encrypted file the end-user 

request for the file to be decrypted. To achieve this, 

end-user must have available the private key 

corresponding to any of the identities used to encrypt the 

file. If one of these private keys is available the file is 

decrypted. If none of the corresponding private keys is 

available to the end-user, the end-user is prompted to 

retrieve one of the required keys. 

private keys can be made available, 

If however none of the private keys 

If one of the required 

the file is decrypted. 

can be obtained by the 

end-user then access is denied to the file and the file is 

not decrypted. 

Third party applications ( e.g. MS-Word) create, delete, 

read and write files. When performing these file operations 

on encrypted files or creating new files in encrypted 

folders the user is not aware that the encryption/decryption 

process is happening. The end-user is only required to 

intervene if the encryption system does not have all the 

required keys available. When the third party application 

tries the open an encrypted file, the file is decrypted as 

it is read from the disk and into memory. To achieve this, 

the end-user must have the private key corresponding to any 

of the identities used to encrypt the file. If one of these 

private keys is available then the file is decrypted as it 

is read into memory by the application. If none of the 

corresponding private keys is available to the end-user, the 

end-user is prompted to retrieve one of the required keys. 

If one of the required private keys can be made available, 

the file is decrypted as it is read into memory by the 

application, if however none of the private keys can be 

obtained by the end-user then access is denied to the file 

and the file is not decrypted. The third party application 

will usually present the end-user with an access denied 

message; obviously the details of the message depend upon 
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the application. 

Once the file has been opened the application can 

continue to read from or write to the file without further 

intervention being required from the end-user. 

By way of a further example, figures 2 to 9 describe 

some of the above-mentioned processes in greater detail. 

Referring now to figure 2, the manner in which a new 

encrypted file is created in a folder marked for encryption 

will be described. Figure 2 shows Windows 2000 user mode 

with the WIN32 operating 90 system communicating with 

Windows applications 92 and with the kernel 94 in kernel 

mode. The system in kernel mode can accept external user 

inputs via a keyboard 96 and a mouse 98. These are, of 

course, only exemplary and other data inputs may be 

provided. 

At 1, the file system driver embodying the invention 

100 receives a >create= request for the end-user file. The 

request asks for an encrypted file to be created. At 2, the 

file system driver 100 reads the directory encryption 

settings 102 via the Windows NT File Systems 104 and 

retrieves the list of end users for which the file needs to 

be encrypted. At 3, the IFS driver 100 transmits this list 

of users to a daemon 106 which, at step 4 uses the system 

object locator 108 to try and find all the certificates for 

the end users on the list from the system vault 110. The 

daemon is a process running in the background that performs 

operations in response to certain events. If any 

certificates are missing, at step 5, the object locator 108 

prompts the user to find any certificates that the object 

locator has not been able to retrieve. 

Once all the certificates are present, the daemon 106 

generates the symmetric file encryption key at step 6. At 

step 7, the daemon wraps the file encryption key for each 

user in the user list using the corresponding certificate 

which provides the public key. At step 8, the daemon 106 
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returns the file encryption key with the list of users with 

the wrapped keys attached to the file system driver 100. The 

driver 100 then at step 9 uses the user list and the wrapped 

keys to create a key file 112 for the end-user file being 

created. Following this the end user file 114 is created at 

step 10 and at step 11 any data written to the end user file 

114 is encrypted with the file encryption key. 

Figure 3 is a similar diagram to figure 2 showing how a 

new encrypted file can be created from an existing 

unencrypted file. 

Initially, the user selects, at step 1, the file to be 

encrypted. This may be done, for example, via Windows 

Explorer 116. At step 2, a system shell extension 118 

prompts the end user to choose the end-users for which the 

file is to be encrypted. It is important to understand that 

the file may be encrypted for a single user or a group of 

users. 

At step 3, the shell extension retrieves certificates 

for the users chosen by the end user. If the certificates 

cannot be retrieved, the shell extension prompts the user to 

provide them. At step 4, the shell extension then generates 

the symmetric file encryption key, which it wraps at step 5, 

for each selected end-user. The shell extension then writes 

at step 6, the key file to the system disk with a temporary 

name (T1) 120. At step 7 the file originally selected in 

Windows Explorer 116 is copied to the temporary file name T1 

which causes the file system driver 100 to encrypt the file 

to create an encrypted file (T1) 122. The original clear file 

124 is then by the file system driver 100 at step S. The 

driver 100 sees that the destination file is encrypted and 

requests, at step 9, the symmetric file key from the daemon 

106. The daemon retrieves the file key from the shell 

extension 118 and, at step 11, returns the key to the file 

system driver 100. The driver 100 can then read the original 

clear file and writes the new encrypted temporary file T1. At 

step 13, the original clear file is renamed to a new 
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temporary file T2 by the shell extension 118 and at step 14 

the encrypted file is renamed by the shell extension. The 

user now has the original file encrypted saved as T1 which is 

then saved back to its original name at step 15. When this 

is successfully completed, the second temporary file, T2i is 

deleted leaving the user with just the original file 

encrypted. 

Figure 4 shows how an existing encrypted file may be 

read. The file system driver 100 receives a request from the 

user to open a file, for example by a combination of the 

mouse 98, and a Windows application 92. The file system 

driver 100 detects that a key file exists for the file that 

has been requested and therefore that the file is encrypted 

(step 2). The file system drive opens the key file and 

retrieves and reads the list of users contained within it at 

step 3 and, at step 4, passes the retrieved user list 

together with the wrapped keys contained in the key file to 

the daemon 106. The daemon at step 5 searches for a private 

key that corresponds to the user list received from the file 

system driver. This search is conducted via the object 

locator 108 and the vault 110. At step 6, if the private key 

is not found by the daemon, a prompt is sent to the user to 

provide a private key. When the private key has been found, 

at step 7, the daemon unwraps the wrapped key corresponding 

to the retrieved private key. The step 8 this unwrapped key 

is returned to the file system driver 100 which, at step 9, 

uses the unwrapped key to decrypt the encrypted file 124 and 

return a clear file to the application via the kernel 94 at 

step 10. 

The routine shown in figure 5 writes to an existing 

encrypted file. The routine is identical to steps 1 to 9 of 

the encrypted file routine described above with respect to 

figure 4 above. Once the unwrapped key has been used to 

decrypt the file at step 9, the application can write clear 

data to the file. This is then encrypted by the file system 

drive 100 and encrypted data can be written to the file. 
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The routines shown in figures 6 to 9 correspond to 

figures 2 to 5 where files are encrypted or decrypted across 

a network. In the example of figure 6 a new encrypted file 

is created at a remote computer 132 across a network 130 in 

a folder marked for encryption. At step 1, the file system 

driver 100 at a local computer receives a create request for 

the end-user file to be created over the network on another 

computer, shown in the figure as the remote computer 132. 

The end-user file is shown as file 114 at the remote 

computer 132. The file system driver 100 on the local 

computer at step 2 reads the directory encryption settings 

file 102 from the network folder and retrieves the list of 

end-users for which the network file needs to be encrypted. 

At step 3, the file system driver 100 on the local computer 

sends this user list to the daemon 106 on the local 

computer. The daemon, at step 4, uses the object locator 108 

and the vault 110 to retrieve the certificates for the 

users on the user list. If those certificates are not all 

received, the user, at step 5, is prompted for the missing 

certificates. The daemon at step 6 then generates the 

symmetric file encryption key and at step 7 wraps the file 

encryption key for each user in the user list using the 

corresponding certificate, that is the public key. At step 

8, the file encryption key and the user list, together with 

the wrapped keys is sent back from the daemon 106 on the 

local computer to the local computer file system driver 100. 

The driver 100 then creates the key file 112 from the user 

list and the wrapped keys in the network folder for the end-

user remote file being created. The local system driver then 

creates the end-user network file 114 over the network. Data 

now written to the network file is encrypted with the file 

encryption key by the local file system driver. All data 

sent over the network is encrypted. 

Figure 7 is a network version of figure 3 where a new 

encrypted file is created at the remote computer from an 

existing, clear, file residing on that remote computer. The 
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end-user at the local computer selects a file to be 

encrypted, for example via Windows Explorer 116 at step 1. 

At step 2, the shell extension 118 at the local computer 

prompts the user to choose the end-users for whom the file 

is to be encrypted. At step 3, the shell extension 118 

retrieves certificates for the selected users, using the 

object locator 108 and the vault 110. If they cannot be 

found, the local computer user is prompted to provide the 

certificates. At step 4, the shell extension generates the 

symmetric file extension key and at step 5', the local 

computer shell extension wraps the file encryption key for 

each selected end user. 

At step 6, the shell extensions 118 on the local 

computer writes the key file 120 to the network folder with 

a temporary name T1. At step 7, the shell extension 118 

copies the end-user network file originally selected by the 

user to the temporary file name T1 in the network folder. The 

new network file T1 is then encrypted by the local computer 

file system driver. The clear original network file is then 

read at step 8 by the file system driver which, at step 9, 

sees that the destination network file is encrypted and 

requests the symmetric file key from the local daemon 106. 

At step 10, the local computer daemon retrieves the file key 

from the local shell extension 118 and at step 9 passes the 

key to the local computer file system driver 100. At step 

12, the file system driver 100 on the local computer reads 

the original clear network file and writes the new encrypted 

temporary network file T1 . At step 13, when the file is 

completely written, the original clear network file is 

renamed to a new temporary network file T2 . The shell 

extension 118 on the local computer renames the encrypted 

network file T1 i back to the original network file name at 

step 14. Once this has been completed, at step 15, the 

second temporary network file ( the clear file) is deleted 

and at step 16 the end user is left with the original 

network file encrypted. 
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Figure 8 shows how an existing encrypted file may be 

read across a network. At step 1 the local computer file 

system driver receives a request to open a network file. The 

file system driver 100 at step 2 detects that there is a 

network key file for the file to be opened, and that, 

therefore, the file is encrypted. The file system driver 

opens the network key file 112 at step 3 and reads the list 

of users over the network. This list is passed by the file 

system driver 100 at step 4 to the local system daemon 106 

together with the wrapped keys. At step 5 the local daemon 

tries to find a private key that corresponds to the list of 

users passed to it by the local file system driver. At step 

6, the end user is prompted, on the local computer for a 

private key if no private key can be found. At step 7, when 

a private key has been found, the local computer daemon 

unwraps the wrapped symmetric key that corresponds to the 

private key retrieved and at step 8 this unwrapped key is 

returned to the local computer file system driver. At step 

9, the file system driver uses the unwrapped key to decrypt 

the file after it has been read across the network. Clear 

data can then be returned to the application on the local 

computer. 

Figure 9 shows how to write an existing encrypted file 

across a network. Steps 1 to 8 are identical to the read 

process of figure 14 above. At step 9, the local computer 

file system driver uses the unwrapped key to encrypt the 

data being sent to the file before it is transmitted across 

the network and at step 10 the local application writes 

clear data to the file. The local computer encrypts that 

data and sends encrypted data over the network. 
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CLAIMS 

1. A method for encrypting computer files comprising: 

encrypting at least one file within a folder; 

for each encrypted file, creating an associated 

key file containing the decryption key, 

wherein the association between an encrypted file 

and its key file is such that any file handling 

operating performed on the encrypted file is also 

performed on the key file. 

2. A method according to claim 1, comprising marking 

folders to indicate that files within that folder are 

to be encrypted. 

3. A method according to claim 2, wherein marking a folder 

comprising placing a file in the folder containing 

default encryption setting for files created in the 

folder. 

4. A method according to claim 1, 2 or 3, wherein the 

associated key files are hidden from a user by a file 

system driver. 

5. A method according to claim 4, wherein when an 

operation is performed on an encrypted file, the file 

system driver performs the same operations on the key 

file. 
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6. A method according to any preceding claim, wherein the 

key file contains decryption keys for a plurality of 

users. 

7. A method according to any preceding claim, wherein the 

key file has the same file name as the encrypted file 

and a different extension. 

8. A method according to any preceding claim, wherein the 

key file comprises a wrapped symmetric key for the 

associated encrypted file. 

9. A method according to claim 8, wherein the symmetric 

key is wrapped by an end-user=s public key. 

10. A method according to claim 3, wherein the default 

encryption settings includes a list of end-users for 

which a file is to be encrypted. 

11. A method according to claim 10, comprising, on receipt 

of an encryption create request, the file system driver 

reads the directory encryption settings file and 

retrieves the end-user list for which the file needs to 

be encrypted. 

12. A method according to claim 11, wherein the 

certificates for all the end-users on the list are 

located. 

13. A method according to claims 9 and 12 wherein the key 

file is created from the symmetric file encryption key 

is wrapped by the end-user's public key for each end-

user in the end-user list. 

EX1009, Page 1119



WO 2004/001561 PCT/GB2003/002656 

- 23 - 

14. A method according to claim 1, comprising, on receipt 

of a request to encrypt a file, requesting from the 

end-user a list of end-users for whom the file is to be 

encrypted, retrieving the certificates for each end-

user on the list, generating a symmetric file 

encryption key, and wrapping the file encryption key 

with the certificate for each user, the wrapped 

encryption keys comprising the key file. 

15. A method according to claim 14, wherein encrypting the 

file comprises saving the file in a temporary file to 

the name of the key file. 

16. A method according to claim 15, comprising requesting 

the symmetric file key, reading the original clear 

file, writing the encrypted temporary file, renaming 

the clear file to a further temporary file, renaming 

the encrypted temporary file to the original file name 

and deleting the further temporary file. 

17. A method according to claim 3, wherein the directory 

encryption settings file is stored in a network folder 

and the file is a network file and wherein encrypted 

network file is created at a local user computer and 

sent over the network in encrypted form. 

18. A method according to claim 15, wherein the encrypted 

temporary file is stored in a network folder, and the 

further temporary file is stored at a local computer, 

whereby the clear file is not transmitted over the 

network. 
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19. A method of decrypting a file encrypted according to 

the method of any of claims 1 to 18, comprising opening 

the key file and retrieving the decryption key, 

retrieving a certificate corresponding to the 

decryption key, and decrypting the file. 

20. A method according to claim 19, wherein the key file 

comprises a list of users and wrapped keys, and wherein 

the step of retrieving the list of users from the key 

file, together with the wrapped keys, retrieving a 

private key corresponding to the user list, unwrapping 

the wrapped keys using the private key and using the 

unwrapped keys to decrypt the file. 

21. A method of reading or writing a file encrypted 

according to the method of any of claims 1 to 20, 

comprising detecting the key file associated with the 

encrypted file, retrieving the decryption key from the 

key file, decrypting the file using the decryption key, 

and reading and/or writing the decrypted file. 

22. A method according to claim 21, wherein retrieving the 

decryption key comprises finding a private key, and 

using the private key to unwrap a wrapped key in the 

key file. 

23. A method according to claim 22, wherein the key file 

includes a list of users for whom the file is 

encrypted, and finding a private key comprises finding 

a private key that corresponds to the list of users. 

24. A method according to any of claims 21, 22 or 23, 

wherein the key file is a network key file, the key 

file is opened at the local user=s computer and the 
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file is decrypted at the local computer after is has 

been read across the network. 

25. A computer program for encryption and/or decryption of 

computer files comprising computer code, which when run 

on a computer or a computer network, performs the steps 

of any of claims 1 to 24. 

26. A computer program for encryption and/or decryption of 

computer files comprising a program storage medium 

having recorded thereon computer code, which when run 

on a computer or a computer network, performs the steps 

of any of claims 1 to 24. 

27. A system for encrypting computer files comprising an 

installable file system driver transparent to the 

computer operating system for reading directory 

encryption settings and retrieving an end user list for 

which the file is to be encrypted, a daemon, a vault, 

the daemon operating to retrieve certificates stored in 

the vault, means for generating a symmetric encryption 

key, the key being sent by the daemon to the file 

system driver, the file system driver including means 

for creating a key file from the end-user certificates 

and the symmetrical encryption key and for associating 

the key file with the encrypted file. 

28. A system according to claim 27, comprising an object 

locator, wherein the object locator communicates 

between the vault and the daemon for retrieval of 

certificates. 

29. A system according to claim 27 or 28, wherein the vault 

comprises a smart media. 
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30. A system according to claim 27, 28 or 29 , wherein the 

vault comprises a soft vault on an end-user=s computer. 

31. A system according to any of claims 27 to 30, 

comprising an operating system shell extension for 

retrieving certificates, generating the symmetric file 

encryption key and wrapping the symmetric key with the 

certificate of each user who has access to an encrypted 

file. 
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Michael Chao 

Art Unit 
2492 

AIA (First Inventor to File) Status 

No 

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 06 April 2015 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE. 
NO NOTICE OF APPEAL FILED  

1. ® The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file 
one of the following replies: ( 1) an amendment, affidavit, or other evidence, which places the application in condition for allowance; 

(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with 
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of 
the following time periods: 

a) ® The period for reply expires 5 months from the mailing date of the final rejection. 

b) ❑ The period for reply expires on: ( 1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later. 
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection. 

C) ❑ A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed 
within 2 months of the mailing date of the final rejection. The current period for reply expires months from the mailing date of 
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier. 

Examiner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE 
FIRST RESPONSE TO APPLICANT'S FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL 
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f). 

Extensions of time maybe obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate 
extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The 
appropriate extension fee under 37 CFR 1.17(a) is calculated from: ( 1) the expiration date of the shortened statutory period for reply originally 
set in the final Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the 
mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b). 
NOTICE OF APPEAL  

2. ❑ The Notice of Appeal was filed on A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the 
Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of 
Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a). 

AMENDMENTS  

3. ❑ The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because 

a) ❑ They raise new issues that would require further consideration and/or search (see NOTE below); 

b) ❑ They raise the issue of new matter (see NOTE below); 

c) ❑ They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for 
appeal; and/or 

d) ❑ They present additional claims without canceling a corresponding number of finally rejected claims. 

NOTE: . (See 37 CFR 1.116 and 41.33(a)). 

4. ❑ The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324). 

5. ® Applicant's reply has overcome the following rejection(s): Wells in view of Burkhard. 

6. ❑ Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-
allowable claim(s). 

7. ❑ For purposes of appeal, the proposed amendment(s): (a) ❑ will not be entered, or (b) ❑ will be entered, and an explanation of how the 
new or amended claims would be rejected is provided below or appended. 

AFFIDAVIT OR OTHER EVIDENCE  

8. ❑ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on 

9. ❑ The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because 
applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier 
presented. See 37 CFR 1.116(e). 

10. ❑ The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered 
because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good 
and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1). 

11. ❑ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached. 
REQUEST FOR RECONSIDERATION/OTHER  

12. ® The request for reconsideration has been considered but does NOT place the application in condition for allowance because: 
See Continuation Sheet.  

13. ® Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s). See Continuation Shee  

14. ❑ Other: 
STATUS OF CLAIMS  

15. The status of the claim(s) is (or will be) as follows: 

Claim(s) allowed: 
Claim(s) objected to: 
Claim(s) rejected: 1-27. 
Claim(s) withdrawn from consideration: 

/Michael Chao/ 
Primary Examiner, Art Unit 2492 

U.S. Patent and Trademark Office 
PTOL-303 ( Rev. 08-2013) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20150409 
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Continuation of 12. does NOT place the application in condition for allowance because: 
Applicant's argument, first presented during the in person interview on 3/18/2015, is ostensibly that modifying Shamir's Secret Sharing 

algorithm, as used in the SSMS reference ("Secret Sharing Made Short" by Krawczyk et al.), with any of the error correcting/erasure coding 
methods of Wiencko et al., Buckhard et al. or Xu would change the principle of operation of Shamir's Secret Sharing. This is because if you 
have less than a threshold number of shares in a secret sharing scheme you cannot recover any information on the secret (see SSMS § 2 
1); however, Wiencko/Buckhard/Xu are based on error correcting/erasure coding methods that do not obfuscate the base data and thereby 
yield information with less than a threshold number of shares. As phrased by Applicant's characterization of Shamir's secret sharing 
discussed in SSMS on p. 2 of the response on 4/6/2015: 

"m-1 shares give no (computational) information on the secret ... 
- The resultant solution is strikingly simple. It just combines in a natural way traditional secret sharing schemes, with encryption and 

information dispersal techniques." 
Examiner agrees with Applicant's premise that modifying a Shamir's Secret Sharing scheme with the error correcting/erasure coding 

methods of Wiencko/Buckhard/Xu would change the principle of operation of Shamir's Secret Sharing. But, the Examiner cannot agree that 
the combination of SSMS ( in view of DSFID) and Wiencko/Buckhard/Xu is non-obvious due to the above reasons because the combination 
as stated in the office action on 11/26/2014, specifically: p. 12 11. 3-12, p. 14 I. 7, p. 15 I. 1, p. 15 I. 13 (and on 5/01/2014 p. 20 I. 2), did not 
modify Shamir's Secret Sharing. 

As reproduced above, SSMS uses traditional secret sharing schemes, with encryption and information dispersal techniques. It was the 
information dispersal technique (IDS) that was modified by Wiencko/Buckhard/Xu. Thus, any principle of operation argument would 
necessarily be premised on changing the principle of operation of the IDS scheme discussed in SSMS. However, if we apply Applicant's 
argument that the secrecy is not maintained by modifying the SSMS' IDS with Wiencko/Buckhard/Xu (as opposed to SSMS' Shamir's 
secret sharing) the argument fails as Krawczyk explicitly disclaims the need for secrecy by stating: 

"(this is essential in Shamir's scheme to provide perfect secrecy but not for information dispersal where secrecy is not a concern)" 
Krawczyk p. 141 1. 

Note additionally that had the Examiner modified Shamir's Secret Sharing of SSMS then the combination would fail to disclose claim 6 
which requires Shamir's Secret Sharing. 

As a further comment on the obviousness of the combination, Krawczyk discloses in SSMS § 3 2 that: " Information dispersal schemes 
can be implemented in a variety of ways, all corresponding to the notion of erasure codes in the theory of error correcting codes (see [ 15, 
13, 91). We note that basic information dispersal schemes do not deal with malicious parties or with secrecy of information." 
Where all of Wiencko/Buckhard/Xu are directed to erasure codes (Xu § 2.1) or error correcting codes (Wiencko col. 19 II. 35-42; 

Burkhard Abstract; Xu § 3). Thus the references themselves suggest combination. 

As to the argument directed toward § 3.2 of the Wells reference (Oceanstore) on p. 4 submitted 4/06/2015. Having notice of the argument 
and time to review the Wells reference, § 3.2 is titled "A Case for Erasure Codes" where the remaining section generally states that RAID 
systems are less appropriate than a system based on erasure codes because they "do[] not provide the robustness necessary to survive 
the high rate of failures expected in the wide area." 

Concerning the Wiencko reference, Weincko similarly states that prior art RAID is insufficient and proposes an improvement Wiencko 
col. 7 II. 1-14. Since Wells and Wiencko commonly disparage the use of RAID it is not evident that Wiencko's improvement would be 
incompatible with Wells. Additionally, Wiencko's described improvement is described in a strikingly similar manner to that of erasure 
coding, see Wiencko col. 7 II. 1-14. 

As noted above Xu discloses Erasure-correcting codes as suggested by the Wells reference which states in § 3.2: " Erasure codes are a 
superset of these classic mechanisms which provide extremely high durability and availability without imposing an unreasonable overhead 
in storage space." 

Further, Wells states that erasure codes are a genus of RAID and replication and designates their use for his system while Xu discloses 
a type of erasure code that might improve RAID (Xu p. 3 3). With this background, Applicant's argument can be summarized as: "Wells 
intended species of erasure codes excludes the species of erasure code disclosed in Xu"; while the Examiner's necessary retort is that "the 
species of erasure code disclosed in Xu is fairly interpreted to be combinable with the genus of erasure codes designated by Wells". The 
Examiner is unable to determine the better argument as the Wells disclosure of what the intended genus of erasure codes comprises is 
ambiguous. This provides an important lesson with regard to particularly pointing out and distinctly describing systems using generic 
(genus) terms such as " erasure codes" and "data splitting information": that illustrative definitions are necessary to avoid unintended 
interpretations. See e.g. Interview Summary on 7/11/2013; Office Action on 9/17/2013 p. 4 II. 11-12; Interview Summary on 5/01/2014; 
Office Action on 5/01/2014 p. 7 II. 16-17; Interview Summary on 9/25/2014; Office Action on 11/26/2014 p. 2 II. 20-21, p. 8 II. 8-13.. 

Continuation of 13. 12/03/2014; 1/21/2015; 4/06/2015; 4/15/2015. 
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Translation is attached. 
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Receipt date: 01/21/2015 13371363 - GAU e 2492 

PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 
Examiner 

Initials" 

Cite 
No. 1 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 

number(s), publisher, city and/or country where published. 

T  

/M C,/ Kim et al., "Secure Group Key Management for Storage Area Networks," IEEE Communications 
Magazine, August 2003, pp. 92-99. 

/M.C./ 
Bendix, "RAID and Informix Databases," White Paper, Advanced Technology Group, June 1995; 
Retrieved from the Internet <URL: informix.com.ua/articles/raid/raid.htm>; retrieved from the 

internet on December 3, 2014, pp. 1-15 as printed 

Examiner Date 

Signature /Michael'Chao/ Considered 04/09/2015 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

'Applicant's unique citation designation number (optional). 2Applicant is to place a check mark here if English language Translation is attached. 
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Filing Date:: 

Application Type:: 
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Suggested Group Art Unit:: 

CD-ROM or CD-R?:: 

Sequence submission?:: 

Computer Readable Form (CRF)?:: 
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Attorney Docket Number:: 

Request for Early Publication?:: 

Request for Non-Publication?:: 

Total Drawing Sheets:: 
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Petition included?:: 
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Applicant Information 

Applicant Authority Type:: Inventor 

Primary Citizenship Country:: uS 

Status:: Full Capacity 

Given Name:: RickMark 

Middle Name:: [[L.]]S. 

Family Name:: OrsiniO'Hare  

City of Residence:: Flewer Me Coto De Caza  

State or Province of Residence:: [[TX]]CA 

Country of Residence:: uS 

Street of mailing address:: 2100 Kings Forest Lane8 Kennedy 

Court 
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State or Province of mailing address:: [[TX]]CA 
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Status:: Full Capacity 

Given Name:: MarkRick 

Middle Name:: [[S.]]L. 
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State or Province of Residence:: [[CA]]TX 

Country of Residence:: uS 

Street of mailing address:: 8 Kennedy Court2100 Kings Forest 

Lane 

City of mailing address:: Coto De CazaFlower Mound  

State or Province of mailing address:: [[CA]]TX 

Postal or Zip Code of mailing address:: Q75028 

Applicant Authority Type:: Inventor 

Primary Citizenship Country:: uS 

Status:: Full Capacity 

Given Name:: Roger 

Middle Name:: S. 

Family Name:: Davenport 

City of Residence:: Campbell 

State or Province of Residence:: TX 

Country of Residence:: uS 

Street of mailing address:: 3204 CR 4119 
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Applicant Authority Type:: Inventor 
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Primary Citizenship Country:: US 

Status:: Full Capacity 

Given Name:: Steven 

Family Name:: Winick 

City of Residence:: Roslyn Heights 

State or Province of Residence:: NY 

Country of Residence:: US 

Street of mailing address:: 3 Expressway Plaza 

City of mailing address:: Roslyn Heights 

State or Province of mailing address:: NY 

Postal or Zip Code of mailing address:: 11577 

Correspondence Information 
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E-Mail address:: 

Representative Information 

01473 
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Representative Customer Number:: 01473 
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Domestic Priority Information 

Application:: Continuity Type:: Parent Application:: Parent Filing Date:: 

This Application Continuation of 11/258,839 10/25/05 

11/258,839 An application 
claiming the benefit 
under 35 USC 
119(e) 

60/718,185 09/16/05 

11/258,839 An application 
claiming the benefit 
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119(e) 
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Please see 37 CFR 1.4(d) for the form of the signature. 

Signature /Christopher J. Han/ Date April 30, 2015 
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(Print/Type) 

Christopher J. Han Registration No. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 

STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Filer: Christopher Jinhyun Han/Christina Genoveze 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 
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Claims: 

Miscellaneous-Filing: 
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Patent-Appeals-and-Interference: 
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Extension-of-Time: 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
Orsini et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

RE 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: Chao, Michael W. 

UEST TO UPDATE THE ORDER OF THE NAMES OF JOINT INVENTORS UNDER 
37 CFR 1.480  

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Due to a typographical error, the order of the names of joint inventors was incorrectly listed 

in the above-identified application. 

In accordance with 37 C.F.R. § 1.48(f), Applicants hereby update the order of the names of 

joint inventors as indicated in the attached supplemental Application Data Sheet. 

Applicants respectfully request that all PTO records related to this application be updated to 

reflect this change. 

The Director is hereby authorized to charge the processing fee of $ 140.00 per 37 CFR 

1.17(i) to our Credit Card. The Director is also hereby authorized to charge any additional fees 

which may be required, or credit any overpayment, to our Deposit Account Number 06-1075, under 

Order No. 104093-0002-105 from which the undersigned is authorized to draw. 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

Dated: April 30, 2015 Respectfully submitted, 

By /Christopher J. Han/  
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, MA 02199 
(617) 951-7000 

(617) 235-9492 (Fax) 
Agent For Applicants 
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Electronic Acknowledgement Receipt 

EFSID: 22216900 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Rick L. Orsini 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Christina Genoveze 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 30-APR-2015 

Filing Date: 10-FEB-2012 

Time Stamp: 20:01:16 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $140 

RAM confirmation Number 6893 

Deposit Account 061075 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 
Request under Rule 48 correcting 

inventorship 

104093_0002_105_Change_of 

_Inventorship_Request.pdf 

82403 

no 2 

92de66e904731e9707a55047cd35e211a48 

858a8 

Warnings: 

Information: 

2 Application Data Sheet 
104093_0002_105_Change_of 

_Inventorship_ADS.pdf 

62426 

no 6 

R877778f734e07e61 dc2d6135695f911385 

a01b 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

3 Fee Worksheet (SB06) fee-info.pdf 

30807 

no 2 

6a97f4922519a8495b5ad9ceaf08ed 159e25 

9e00 

Warnings: 

Information: 

Total Files Size (in bytes): 175636 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pt..p, 

FILING or  NUMBER APPLICATION I 371(c) ATE I GRUNIT T I FIE FEE RECD 
13/371,363 

ATTY.DOCKET.NO ITOT CLAIMS  IND CLAIMS 
02/10/2012 2492 

1473 
ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

2590 104093-0002-105 27 3 

CONFIRMATION NO. 7984 

CORRECTED FILING RECEIPT 

111 1111 
000000007 973948 

Date Mailed: 05/08/2015 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Inventor(s) 
Mark S. O'Hare, Coto De Caza, CA; 
Rick L. Orsini, Flower Mound, TX; 
Roger Davenport, Campbell, TX; 
Steven Winick, Roslyn Heights, NY; 

Applicant(s) 
Mark S. O'Hare, Coto De Caza, CA; 
Rick L. Orsini, Flower Mound, TX; 
Roger Davenport, Campbell, TX; 
Steven Winick, Roslyn Heights, NY; 

Assignment For Published Patent Application 
Security First Corp., Rancho Santa Margarita, CA 

Power of Attorney: The patent practitioners associated with Customer Number 1473  

Domestic Priority data as claimed by applicant 
This application is a CON of 11/258,839 10/25/2005 PAT 8266438 
which claims benefit of 60/718,185 09/16/2005 
and claims benefit of 60/622,146 10/25/2004 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

If Required, Foreign Filing License Granted: 02/24/2012 
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 13/371,363 

Projected Publication Date: Not Applicable 

Non-Publication Request: No 

Early Publication Request: No 
Title 

SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty ( PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at anytime on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce ( 15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase " IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

SelectUSA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+1-202-482-6800. 
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PTO/SB/22 (03-13) 
Approved for use through 3/31/2013. OMB 0651 -0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
Docket Number (Optional) 

104093-0002-105 

Application Number 13/371,363 Filed February 10, 2012 

For 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

Art Unit 2492 I Examiner M. W. Chao 

This 

The 

WARNING: 
card 

I 

❑ 

x 

❑ 

❑ 

 Applicant  certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted 

A check in the amount of the fee is enclosed. 

is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application. 

requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

Fee Small Entity Fee Micro Entity Fee 

One month (37 CFR 1.17(a)(1)) $200 $100 

Two months (37 CFR 1.17(a)(2)) $600 $300 

Three months (37 CFR 1.17(a)(3)) $1,400 $700 

Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 

Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 

Applicant asserts small entity status. See 37 CFR 1.27. 

 Applicant  certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted 

A check in the amount of the fee is enclosed. 

$50 $ 

$150 $ 

$800.00 
$350 $ ($600.00 paid 

4/6/15) 

$550 $ 

$750 $ 

previously. 

to a Deposit Account. 

required, or credit any overpayment, to 

should not be included on this form. Provide credit 

3.73(b) statement is enclosed (Form PTO/SB/96). 

x Payment by credit card. Form PTO 2038 is attachod. 

❑ The Director has already been authorized to charge fees in this application 

X The Director is hereby authorized to charge any fees which may be 

Deposit Account Number 06-1075 

X Payment made via EFS-Web. 

am 

NOTE: 

Information on this form may become public. Credit card information 
information and authorization on PTO-2038. 

the 

  applicant/inventor. 

assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 

X attorney or agent of record. Registration number 70,069 

❑ attorney or agent acting under 37 CFR 1.34. Registration number 

/Christopher J. Han/ May 26, 2015 
Signature Date 

Christopher J. Han (617) 951-7000 
Typed or printed name 

This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 

Telephone Number 

for signature requirements and certifications. Submit 
multiple forms if more than one signature is required, see below'. 

X  . Total of  1  forms are submitted. 

50799658_1 

EX1009, Page 1156



Application No. 13/371,363 
Amendment dated May 26, 2015 
After Final Office Action of November 26, 2014 

REMARKS 

Docket No.: 104093-0002-105 

Claims 1-27 are pending in this application. Independent claims 1, 10, and 19 stand finally 

rejected under 35 U.S.C. § 103 as being allegedly obvious in view of Krawczyk, Secret Sharing 

Made Short ("SSMS"), Krawczyk, Distributed Fingerprints and Secure Information Dispersal 

("DFSID"), and one of U.S. Patent No. 6,557,123 ("Wiencko"), Burkhard, Disk Array Storage 

System Reliability ("Burkhard"), or Xu, Highly Available Distributed Storage Systems ("Xu"). In 

the alternative, independent claims 1, 10, and 19 stand rejected under 35 U.S.C. § 103 as being 

allegedly obvious in view of Wells, The OceanStore Archive: Goals, Structures, and Self-Repair 

("Wells") and one of Wiencko or Xu. The dependent claims are also finally rejected under § 103 

based on one or more combinations that include the above-identified references. The Examiner 

withdrew the rejection under 35 U.S.C. § 103 of independent claims 1, 10, and 19 based on Wells 

and Burkhard in the advisory action mailed April 22, 2015. 

Applicants have amended independent claims 1, 10, and 19 to clarify the claimed subject 

matter. The amendments do not add new matter and are fully supported by the original application 

(see, e.g., ¶¶ 290-299, 434-439, and 447-448). Applicants traverse the rejections and request 

reconsideration and withdrawal of the same in light of the following remarks. 

Summary of Examiner Interview  

The undersigned wishes to thank Examiner Chao for the courtesies extended during the 

telephonic interview conducted on May 21, 2015. During the interview, the Examiner and the 

undersigned discussed the references, claim amendments similar to those shown in this reply, and 

arguments for overcoming the rejections under § 103. 

Independent Claims 1, 10, and 19 Patentably Distinguish Over the Cited References  

In order to expedite prosecution, and without concurring in the rejections, Applicants have 

amended independent claim 1 to recite, inter alia, separating the encrypted data set into the plurality 

of shares based on the data splitting information, wherein each share is based on one or more, but 

not all, of the units of data of the encrypted data set, and wherein at least some of the plurality of 

shares contain a non-contiguous subset of the encrypted data set. Amended independent claims 10 

8 
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Application No. 13/371,363 
Amendment dated May 26, 2015 
After Final Office Action of November 26, 2014 

Docket No.: 104093-0002-105 

and 19, which recite a non-transitory computer readable medium and a computer system, 

respectively, have been amended to recite similar subject matter as independent claim 1. 

The cited references, either alone or in combination, fail to teach or suggest separating 

encrypted data into a plurality of shares, wherein at least some of the plurality of shares contain a 

non-contiguous subset of the encrypted data set. For example, in the Office Action, the Examiner 

acknowledges that SSMS and DFSID "transform the input data into shares by a computation which 

takes the entire input data to formulate each output share." See Office Action, pg. 3 (emphasis 

added). Since each of the alleged shares in SSMS and DFSID is based on the entire input data, i.e., 

contiguous data, the alleged shares do not contain a "non-contiguous subset" of the input data, as 

required by Applicants' claims. 

The Examiner acknowledges that Wells fails to teach shares which are based on less than all 

of the units of data of the encrypted data set. See Office Action, pg. 19. Since Wells does not teach 

shares based on a subset of the encrypted data set, it follows that Wells also does not teach shares 

that contain a non-contiguous subset of the encrypted data set. Therefore, Wells fails to remedy the 

deficiencies of SSMS and DFSID. 

Each of Wiencko, Burkhard, and Xu also fail to teach shares that contain a non-contiguous 

subset of the encrypted data set. Wiencko discusses a data storage apparatus comprising a disk 

array of n disks, each disk storing a "stripe set" comprising H data bits and Q redundancy bits. See 

Wiencko, col. 7 lines 15-18 and col. 8 lines 37-44. However, Wiencko does not specify that the H 

data bits comprise a non-contiguous subset of an encrypted data set, as claimed. In fact, in RAID 

systems, which are referenced throughout Wiencko, a data "stripe" consists of contiguous, 

sequential segments of the original data.' Therefore, one of ordinary skill in the art would 

understand Wiencko's stripes to be contiguous sequential data, and not a non-contiguous subset of 

an encrypted data set, as claimed. 

Burkhard discusses the use of a dispersal matrix which maps m data byte values to n 

fragment byte values. See Burkhard, § 2. As with SSMS and DFSID, Burkhard utilizes the entire 

' See, e.g., Common RAID Disk Data Format Specification, Storage Networking Industry Association (March 27, 2009), 
http://www.snia.org/sites/default/files/SNIA DDF_Technical_Position v2.0.pd£ 
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input data, through its dispersal matrix, to transform the input m data bytes into fragments, and thus 

also fails to teach shares that contain a "non-contiguous subset" of the input data, as claimed. 

Xu discusses storing data through the use of an array code, wherein data bits and parity bits 

are placed in a 2-dimensional array, and wherein bits in the same column are stored in the same 

disk. See Xu, § 2.1. During the telephonic interview, the Examiner contended that "bits in the same 

column" comprise a "non-contiguous subset" of the original data. Specifically, the Examiner 

asserted that the information bits, when placed in a 2-dimensional array as taught by Xu, formed a 

sequence such that each row of the 2-dimensional array formed a contiguous subset of the original 

data, but that columns of the 2-dimensional array did not form a contiguous subset of the original 

data. Applicants respectfully disagree. Contrary to the Examiner's assertions, both the rows and 

the columns of Xu's 2-dimensional array comprise a contiguous subset of the 2-dimensional array. 

That is, each of the rows and columns in Xu's 2-dimensional array comprises a sequential portion of 

adjacent elements of the 2-dimensional array. In contrast, Applicants' claims recite shares that 

contain a non-contiguous subset of the data. This serves to improve security because an adversary 

that obtains one or more shares would require knowledge of the data splitting information used to 

separate the units of data in order recover any portion of the original data. 

For at least the foregoing reasons, the cited references, either alone or in combination, fail to 

teach the subject matter of independent claims 1, 10, and 19, and all claims dependent thereon. 

Applicants respectfully request reconsideration and withdrawal of the rejections under § 103. 
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Conclusion 

In view of the foregoing, Applicants believe the pending application is in condition for 

allowance. 

Applicants believe no fee is due with this response other than as indicated on the Fee 

Transmittal submitted concurrently herewith. However, if a fee is due, please charge our Deposit 

Account No. 06-1075, under Order No. 104093-0002-105 from which the undersigned is authorized 

to draw. 

Dated: May 26, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 
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AMENDMENTS TO THE CLAIMS  

The following listing of claims will replace all prior versions, and listings, of claims in this 

application. 

Listing of Claims  

1. (Currently Amended) A method for securing a data set, the method steps 

implemented by a programmed computer system, the method steps comprising: 

encrypting, by processing circuitry using a hardware processor, the data set 

based on an encryption key to produce an encrypted data set; 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set, and wherein at least some of the plurality of shares contain a non-contiguous  

subset of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

2. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

3. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 
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4. (Original) The method of claim 1, further comprising causing a plurality of data 

units in each of the shares to be rearranged relative to one another after the separating step. 

5. (Original) The method of claim 1, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

6. (Previously Presented) The method of claim 1, wherein the data indicative of the 

encryption key comprises data created using a Shamir secret sharing algorithm. 

7. (Original) The method of claim 1, wherein the step of including data indicative of 

the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

8. (Original) The method of claim 7 further comprising the method step of storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

9. (Original) The method of claim 1, wherein the step of storing the shares in 

respective separate storage locations comprises storing the shares on at least two separate storage 

devices. 

10. (Currently Amended) A non-transitory computer readable medium storing 

computer executable instructions that, when executed by at least one processor, cause a computer 

system to carry out a method for securing a data set, the method comprising the steps of-

encrypting the data set based on an encryption key to produce an encrypted 

data set; 
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creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set, and wherein at least some of the plurality of shares contain a non-contiguous  

subset of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

11. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a deterministic technique. 

12. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a substantially random technique. 

13. (Original) The non-transitory computer readable medium of claim 10, wherein 

the method further comprises causing a plurality of data units of the encrypted data set to be 

rearranged relative to one another after the separating step. 

14. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data into the plurality of shares comprises causing the plurality 

of shares to have a substantially randomly distribution of the encrypted data set. 
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15. (Previously Presented) The non-transitory computer readable medium of claim 

10, wherein the data indicative of the encryption key comprises data created using a Shamir secret 

sharing algorithm. 

16. (Original) The non-transitory computer readable medium of claim 11, wherein 

the step of including data indicative of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

17. (Original) The non-transitory computer readable medium of claim 16 wherein 

the method further comprises storing the second key outside of the plurality of shares, wherein the 

data set is restorable by accessing less than all, but at least a threshold number of, the plurality of 

shares, and the second key. 

18. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of storing the shares in respective separate storage locations comprises storing the shares on 

at least two separate storage devices. 

19. (Currently Amended) A computer system for securing a data set, the system 

comprising: 

at least one processor; 

a non-transitory computer readable medium storing computer executable 

instructions that, when executed by the at least one processor, cause the computer system to carry 

out the following steps: 

encrypting the data set based on an encryption key to produce an encrypted 

data set; 

creating hash information based on a hash operation using the data set; 
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generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on one or more, but not all, of the units of data of 

the encrypted data set, and wherein at least some of the plurality of shares contain a non-contiguous  

subset of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

20. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

21. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

22. (Original) The system of claim 19, wherein the method further comprises 

causing a plurality of data units of the encrypted data set to be rearranged relative to one another 

after the separating step. 

23. (Original) The system of claim 19, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 
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24. (Previously Presented) The system of claim 19, wherein data indicative of the 

encryption key comprises data that was created using a Shamir secret sharing algorithm. 

25. (Original) The system of claim 19, wherein the step of including data indicative 

of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

26. (Original) The system of claim 25 wherein the method further comprises storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

27. (Original) The system of claim 19, wherein the separate storage locations are 

located on at least two separate storage devices. 
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—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
O'Hare et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Madam: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement is filed before the mailing date of a first Office 

Action after the filing of a Request for Continued Examination under 37 C.F.R. § 1.114 (37 C.F.R. 

§ 1.97(b)(4)). 

51250391_1 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. Applicant submits herewith copies of non-patent literature in 

accordance with 37 C.F.R. § 1.98(a)(2). 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § L56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. § 

1.98 and the Examiner is respectfully requested to consider the listed references. 

Dated: June 22, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
51250391_1 
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Electronic Acknowledgement Receipt 

EFSID: 22698317 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 

STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 22-JUN-2015 

Filing Date: 10-FEB-2012 

Time Stamp: 16:25:54 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Transmittal Letter 104093_002_105_IDS Transmi 
ttal.pdf 

81989 

no 2 

6d-443b420091 39629a462393 699a63 7 

e4a69 

Warnings: 

Information: 
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2 Information Disclosure Statement (IDS) 

Form (SBO8) 
104093_002_105_SBO8.pdf 

118266 

no 2 

dad a812f2a7bb556cc27212223flf6963U 

adc 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

3 Non Patent Literature 

DArco Fault Tolerant and Dis 

tributed_Broadcast_Encryption 

.pdf 

15967090 

no 18 

92ee221522a82462accc64e28363501 cl 39 

3d47f 

Warnings: 

Information: 

4 Non Patent Literature 
Schwa rtz_Using_field_encrypti 

on_in_applications.pdf 

20644110 

no 16 

73f0606352fMc4a0fb0b394ce6ab5da5fe2 

cc3 

Warnings: 

Information: 

Total Files Size (in bytes): 36811455 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application_ Filed with the _USPTO _as a Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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PTO/SB/08a (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 131371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

US-2003/0126434 07-03-2003 Lim et al. 
US-7,730,543 06-01-2010 Nath 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages Or 

Relevant Figures A ppear 

Te 

Country Code'-Number` Kind Code5(ifknown) 

I 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.qov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ° For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. B Applicant is to place a check mark here if English language 
Translation is attached. 
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PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 
Examiner 

Initials" 

Cite 
No. 1 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 

number(s), publisher, city and/or country where published. 

T  

D'Arco et al.: "Fault Tolerant and distributed Broadcast Encryption"; 2003: Retrieved from the 
Internet<URL:Iink.springer.com/chapter/10.1007/3-540-36563-x18#page-1>; pp. 1-18 as printed. 
Schwartz, Richard; "Using field encryption in applications"; 2001; Retrieved from the 
Internet<URL:ibm.com/developerworks/lotus/library/IS-filed encryption/>; pp. 1-16 as printed. 

Examiner Date 

Signature Considered 

'EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

' Applicant's unique citation designation number (optional). ZApplicant is to place a check mark here if English language Translation is attached. 
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Receipt date: 66/22/2615 13371363 - GAU: 2492 

PTO/SB/08a (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

IM. C. US-2003/0126434 07-03-2003 Lim et al. 

/M.C./ US-7,730,543 06-01-2010 Nath 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages Or 

Relevant Figures A ppear 

Te 

Country Code'-Number` Kind Code5(ifknown) 

I 

Examiner /Michael Chao/ Date 
Signature Considered 

r 
06/26/2015 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.qov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ° For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. B Applicant is to place a check mark here if English language 
Translation is attached. 
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Receipt date: 66/22/2615 13371363 - GAU: 2492 

PTO/SB/08b (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

NON PATENT LITERATURE DOCUMENTS 
Examiner 

Initials" 

Cite 
No. 1 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 

number(s), publisher, city and/or country where published. 

T  

/ M. C / D'Arco et al.: "Fault Tolerant and distributed Broadcast Encryption"; 2003: Retrieved from the 
Internet<URL:Iink.springer.com/chapter/10.1007/3-540-36563-x18#page-1>; pp. 1-18 as printed. 

/M.C./ Schwartz, Richard; "Using field encryption in applications"; 2001; Retrieved from the 
Internet<URL:ibm.com/developerworks/lotus/library/IS-filed encryption/>; pp. 1-16 as printed. 

Examiner 

Signature /MiClhapl Chao/ 
Date 

Considered 
06/"26/2015 

'EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

' Applicant's unique citation designation number (optional). ZApplicant is to place a check mark here if English language Translation is attached. 
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Notice of References Cited 

Application/Control No. 

13/371,363 

App Iicant(s)/Patent Under 
Reexamination 
O'HARE ET AL. 

Examiner 

Michael Chao 

Art Unit 

2492 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Name Classification 

A US-

A US-

C US-

D US-

E US-

F US-

G US-

H US-

I US-

j US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* Document Number 
Country Code-Number-Kind Code 

Date 
MM-YYYY Country Name Classification 

N 

O 

P 

Q 

R 

S 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

U Goodson et al.; Efficient consistency for erasure-coded data via versioning servers; 3-2003; Retrieved from the Internet <URL: 
oai.dtic.mil/oai/oai?verb=getRecord&metadataPrefix=html&identifier=ADA461126>; pp. 1-25 as printed. 

V Long et al.; Swift/RAID: A Distributed RAID System; 1994; Retrieved from the Internet <URL: 
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.53.7183>; pp. 1-20 as printed. 

W 

X 

'A copy of th's reference is not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 ( Rev. 01-2001) Notice of References Cited Part of Paper No. 20150612 
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UNITED STA 1'hS PA 1'hNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.grn 

APPLICATION NO. FILING DATE FIRST NAMID INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 

1473 7590 

ROPES & GRAY LLP 
PA 1'LNT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

07/01/2015 

Mark S. O'Hare 104093-0002-105 7984 

EXAMINER 

CHAO, MICHAEL W 

ART UNIT PAPER NUMBER 

2492 

NOTIFICATION DATE DELIVERY MODE 

07/01/2015 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

USPatentMail@ropesgray.com 
USPatentMail2@ropesgray.com 
pair_rg@firsttofile.com 

PTOL-90A (Rev. 04/07) 
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Application No. 
13/371,363 

Applicant(s) 
O'HARE ET AL. 

Office Action Summary Examiner 
Michael Chao 

Art Unit 
2492 

AIA (First Inventor to File) 
Status 
No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF 
THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX ( 6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)® Responsive to communication(s) filed on 5/26/2015. 

❑ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on  

2a)❑ This action is FINAL. 2b)® This action is non-final. 

3)❑ An election was made by the applicant in response to a restriction requirement set forth during the interview on 

the restriction requirement and election have been incorporated into this action. 

4)❑ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 

5)® Claim(s) 1-27 is/are pending in the application. 

5a) Of the above claim(s) is/are withdrawn from consideration. 

6) El Claim(s) is/are allowed. 

7)® Claim(s) 1-27 is/are rejected. 

8) F-1 Claim(s) is/are objected to. 

9) El Claim(s) are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://WWW.Uspto.gov/patents/:nit events/pph/indeX.jsp or send an inquiry to PPI•ifeedbackCrDUspt0,CI0V. 

Application Papers 

10)❑ The specification is objected to by the Examiner. 

11)❑ The drawing(s) filed on is/are: a)❑ accepted or b)❑ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

Priority under 35 U.S.C. § 119 

12)❑ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)❑ All b)❑ Some** c)❑ None of the: 

1.❑ Certified copies of the priority documents have been received. 

2.❑ Certified copies of the priority documents have been received in Application No. 

3.❑ Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

" See the attached detailed Office action for a list of the certified copies not received. 

Attachment(s) 

1) ® Notice of References Cited ( PTO-892) 

2) ® Information Disclosure Statement(s) ( PTO/SB/08a and/or PTO/S13/08b) 
Paper No(s)/Mail Date 6/22/2015. 

3) ❑ Interview Summary (PTO-413) 

Paper No(s)/Mail Date.  

4) ❑ Other:  

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20150612 
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Application/Control Number: 13/371,363 Page 2 

Art Unit: 2492 

1 The present application is being examined under the pre-AIA first to invent 

2 provisions. 

3 

4 DETAILED ACTION 

5 Although Applicant and Examiner agree on how Applicant's system differs from 

6 the prior art RAID/array-coding systems the following action is provided to elaborate the 

7 Examiner's position and to clarify the record regarding Applicant's position on the 

8 applicability of RAID type splitting to the claimed "splitting" Step. 

9 Claims 1-27 are pending. 

10 

11 Argument Summary 

12 The newly cited reference Swift (Long et al.) discloses a species of RAID where 

13 an input file is first separated into a stripe (A) and the stripe is then decomposed into 

14 blocks ( B) where the blocks of multiple stripes are assigned to a disk (share) (C). See 

15 Figure 2 which represents the RAID as a two dimensional array with rows forming 

16 stripes and columns forming drives/nodes. 

17 SSMS discloses a method for distributing data using secret sharing appended to 

18 an Information Dispersal Algorithm where the IDA works on some file, which may be a 

19 large file (A), formed by the concatenation of multiple IDAs (SSMS p. 6 ¶ 1: "We stress 

20 that for large files, it is not necessary to work on a huge field but just to view the 

21 information as the concatenation of different polynomials.")(B) Such that each IDA forms 

22 a portion of a share, which is concatenated to form the whole (C) (SSMS p. 6 step 2). 
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Application/Control Number: 13/371,363 Page 3 

Art Unit: 2492 

1 Xu discloses an analogous IDA mechanism (Erasure Correcting Code, Xu § 2.1) 

2 where original data (A) is represented by a two dimensional array (B) and the columns 

3 thereof are used to compose a share (C) (" In an array code, the information (original) 

4 and parity (redundant) bits are placed in a 2-dimensional array of size 1 x n. In a 

5 distributed storage system, the bits in the same column are stored in the same disk." Xu 

6 § 2.1). 

7 Although SSMS was modified by Xu, they collectively share the property that 

8 some "original" data or "large file" (A) is decomposed into an intermediate 

9 representations(B) {different polynomials (SSMS), rows (Xu)} which are concatenated 

10 (SSMS) or placed in the same column (Xu) to form an IDA share (C). 

11 

12 Applicant's system works in a similar manner retrieving an input file, placing it 

13 into an intermediate data store, and finally outputting the shares. " FIG. 31 .... (A) At 

14 step 3100 data to be secured is identified and a call is made to the secure data parser. . 

15 .. (B) It outputs the data shares into split shares buffers 3010.... (C) Wrapper layer 

16 3022 then writes the output shares (obtained from split shares buffers 3010) 

17 appropriately (e.g., written to one or more storage devices, communicated onto a 

18 network, etc.)." (¶ 432 as published 2012/016681) 

19 

20 Applicant avers that the new limitation "wherein at least some of the plurality of 

21 shares contain a non-contiguous subset of the encrypted data set;" is not shown by Xu 
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1 because (Rem. p. 10 ¶ 2 on 5/26/2015) the intermediate array representation of the 

2 data ( B) in Xu, which assigns a column to a share, only contains "contiguous" data. 

3 

4 In other words, Applicant argues that the data in each column is "contiguous" 

5 because it is intermediately stored (B) in an array where the column bits are 

6 represented as next to each other. 

7 Examiner's position is that it is a reasonable interpretation that contiguity is 

8 judged solely by the relationship of the data to its original input form. Thus, the data in 

9 the columns cannot be contiguous because they are from successive bytes (Xu) or 

10 stripes ( Swift) and are missing the intermediate data found in other drives or nodes. 

11 This interpretation is supported by Swift which states that " Data within each data stripe 

12 is logically contiguous." (p. 2 ¶ 1) As data within a stripe is contiguous, then data in the 

13 set of blocks at any given node (Swift Figure 2) must be non-contiguous as it lacks the 

14 contiguous blocks of the stripe stored at other nodes. 

15 Additionally, if the layout or orientation of the data in intermediary processing 

16 steps (B) could render the data contiguous or non-contiguous then Applicant's own 

17 system, which breaks the data into "shares buffers 3010" and then without further 

18 computations uses said shares buffers to constitute the claimed output shares would 

19 also contain solely contiguous data. 

20 

21 Response to Arguments 
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1 Applicant's arguments filed 5/26/2015 have been fully considered but they are 

2 not persuasive. 

3 The only claim term currently at issue is the requirements for "separating the 

4 encrypted data into a plurality of shares based on the data splitting information". While 

5 no particular method is required Applicant further narrows this limitation by stating two 

6 properties of the separation: 

7 (1) wherein each share is based on one or more, but not all, of the units of data 

8 of the encrypted data set. 

9 (2) wherein at least some of the plurality of shares contain a non-contiguous  

10 subset of the encrypted data set.  

11 Since the set of all possible data separation mechanisms are circumscribed by 

12 the claim limitations ( 1) and (2) the issue is determining whether prior art examples of 

13 data separation mechanisms conform to the requirements of the claim ( 1) and (2) or are 

14 excluded thereby. Since the claims must be "given their broadest reasonable 

15 interpretation consistent with the specification," Phillips v. AWH Corp., 415 F.3d 1303, 

16 1316, 75 USPQ2d 1321, 1329 (Fed. Cir. 2005), our inquiry begins with Applicant's 

17 detailed description. 

18 [0443] It will be understood that any other suitable parsing and splitting approach may be used to 
19 generate portions of data from an original data set in accordance with the present invention. For example, 
20 parsing and splitting may be randomly or pseudo-randomly processed on a bit by bit basis. A random or  
21 pseudo-random value may be used (e.g., session key, cipher feedback session key, etc.) whereby for  
22 each bit in the oriqinal data, the result of a hash function on corresponding data in the random or pseudo-
23 random value may indicate to which share to append the respective bit. In one suitable approach the 
24 random or pseudo-random value may be generated as, or extended to, 8 times the size of the original 
25 data so that the hash function may be performed on a corresponding byte of the random or pseudo-
26 random value with respect to each bit of the original data. Any other suitable algorithm for parsing and 
27 splitting data on a bit by bit level may be used in accordance with the present invention. It will further be 
28 appreciated that redundancy data may be appended to the data shares such as, for example, in the 
29 manner described immediately above in accordance with the present invention. 
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1 
2 (as published US 2012/0166815, emphasis Examiners.) 

3 Although Applicant's Figure 35 shows a two shares with consecutive bits the 

4 above paragraph supports shares with a plurality of non-consecutive bits. 

0 v Q 0 0 a 0 1 

6 bit ruask 

a 
.......... 
D 

......... 
U 

.......... 
0 

.................... 
Q 0 

output   
Share 1  

5 

6 

7 Swift discloses how a RAID-4 system functions to break the data up into a 

8 multitude of disks (nodes) in Figure 2. 

2 bit 
mash 

Output 
Share 2  

FIG. 35 
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Here each stripe is analogous to the full byte input in Applicant's cropped Figure 

35 (above) and each block is analogous to one or more bits. Both systems take some 

arbitrary length input file and break it into a plurality of stripes ( Swift) or bits (Applicant). 

Clearly, each bit of Applicant's input byte are contiguous and each block in the 

stripe of Swift is contiguous (Swift p. 2 ¶ 1). Further, as to the individual shares 

(Applicant's figure 35) or nodes (Swift) the data within is contiguous as it is merely a 

partition of a larger input stripe (Swift) or byte (Applicant). 
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1 Applicant's ¶ 443 discloses a further modification where the bits for a given share 

2 are ( N.1) not consecutive bits of the input byte but rather "random or pseudo-randomly" 

3 selected for a given share. Applicant's Figure 35 also discloses ( N.2) that the shares 

4 may have disparate amounts of data. 

5 The prior art Swift differs from both (N.1) and (N.2) in that the nodes have equal 

6 amounts of data in each stripe and further that the data of the blocks for a given stripe 

7 are consecutive respective to the input (Swift p. 2 ¶ 1). 

8 All the other art cited in the alternative to Swift (Xu, Buckhard, Weincko) is 

9 similarly distinct from ( N.1) and (N.2). 

10 

11 Applicant presently asserts that the claim limitation "wherein at least some of the 

12 plurality of shares contain a non-contiguous subset of the encrypted data set" excludes 

13 the prior art Xu because the columns of the two dimensional arrays of Xu (and Swift) 

14 are "contiguous". In other words, Applicant argues that multiple blocks resident in each 

15 column (Swift) or bytes of each column of Xu are contiguous by virtue of the two 

16 dimensional array. 

17 If the intermediary representations of data, between the original input file and the 

18 output shares (nodes-Swift, disks-Xu) rendered data contiguous then Applicant's own 

19 intermediary step of storing data within the "split shares buffers 3010" (Applicant's ¶ 432 

20 as published) would similarly render all data within the "share" contiguous. 

21 Furthermore, in asserting that the data of the prior art is contiguous Applicant 

22 focuses on where the data is stored, rather than what the data represents. Asserting 
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1 that the storage of the intermediary data in two dimensional arrays of the prior art (Xu, 

2 Swift) render the data contiguous focuses solely on how the data is stored and ignores 

3 what the data represents (e.g. if the data in the share was contiguous, consecutive, or 

4 adjacent in the original data set). The issue with Applicant's interpretation is that data 

5 will always be "contiguous" to some other data; if the logical representation of the data 

6 is ignored (Swift p. 2 ¶ 1) it is uncertain how contiguousness, or lack thereof, could be 

7 determined. 

8 

9 Applicant is free to define the claims using any terms he desires (MPEP 

10 2111.01 ( IV) and the Examiner is not opposed to expressions/arguments which invoke 

11 prosecution history estoppel from avoiding the prior art (MPEP 2173.02(III)(B). The 

12 question therefore becomes what exactly is included or excluded by the explanatory 

13 properties of the claimed "splitting" step: 

14 (1) wherein each share is based on one or more, but not all, of the units of data 

15 of the encrypted data set. 

16 (2) wherein at least some of the plurality of shares contain a non-contiguous  

17 subset of the encrypted data set.  

18 If ( 2) requires that a share contain a plurality non-consecutive bits from a single 

19 stripe ( Swift), byte (Xu), or IDA (Krawczyk, where multiple IDAs are concatenated to 

20 create the original file p. 6 ¶ 1)(e.g. N.1), then such is not shown by the prior art. 

21 Conversely, if (2) merely requires that from the splitting process any two non-
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1 consecutive data from the original file be present in a share, then such would be shown 

2 by all RAID(Swift) or array-coding (Xu) systems. 

3 This action is provided to clarify Applicant's and Examiner's position so that the 

4 record may be clear with regard to how the claimed "splitting" is distinct from the prior 

5 art RAID (Swift) and array-coding (Xu) systems. 

6 

7 Claims 1, 2, 6-11, 15-20, and 24-27 are rejected under 35 U.S.C. 103(a) as 

8 being unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred 

9 to as SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

10 Dispersal) hereafter referred to as DFSID in view of either (Wiencko et al. (US 

11 6,557,123); Buckhard et al. (Disk Array Storage System Reliability); Xu (Highly 

12 Available Distributed Storage Systems); or Swift (Long et al.—Swift/RAID: A 

13 Distributed RAID System). 

14 Goodson et al. ( Efficient consistency for erasure-coded data via versioning 

15 servers) discloses terminology in the art of erasure coding, specifically "With erasure 

16 coding, a data-item is encoded into a set of fragments such that any sufficient subset 

17 allows reconstruction. (A primitive version of this is the RAID mechanism [45] of striping 

18 plus parity computed across the stripe units.) With these data distribution schemes, 

19 reads require fragments from multiple servers. Moreover, the set of fragments must 

20 correspond to the same write operation or else the reconstituted "data" will be 

21 incoherent. Examples of distributed storage systems that use erasure coding include 

EX1009, Page 1197



Application/Control Number: 13/371,363 Page 11 

Art Unit: 2492 

1 Zebra [21], SwiftRAID [35], Intermemory [10], Cheops [4], Myriad [9], and PASIS [59, 

2 60]." (Goodson p. 3 ¶ 1). 

3 In summary, RAID was considered analogous to erasure coding, and SwiftRAID 

4 uses erasure coding. Swift would therefore have been an obvious implementation of the 

5 I DA scheme of Krawczyk, as suggested by Krawczyk (§ 3 ¶ 2). 

6 

7 See prior action ( 11/26/2014) and/or prosecution history for detailed mapping. 

8 

9 Claims 3, 5, 12, 14, 21, and 23 are rejected under 35 U.S.C. 103(a) as being 

10 unpatentable over Krawczyk (Secret Sharing Made Short) hereafter referred to as 

11 SSMS, in view of Krawczyk (Distributed Fingerprints and Secure Information 

12 Dispersal) hereafter referred to as DFSID in view of either {Wiencko et al. (US 

13 6,557,123); Buckhard et al. (Disk Array Storage System Reliability); Xu (Highly 

14 Available Distributed Storage Systems); or Swift (Long et al.—Swift/RAID: A 

15 Distributed RAID System)} in view of either { Fitzpatrick (US 2003/30167408) or 

16 Tewari et al. (High Availability in Clustered Multimedia Servers) }. 

17 

18 Claims 1, 2, 6-11, 15-20, and 24-27 are rejected under 35 U.S.C. 103(a) as 

19 being unpatentable over Wells (The OceanStore Archive: Goals, Structures, and 

20 Self-Repair) in view of either {Wiencko et al. (US 6,557,123); or Xu (Highly 

21 Available Distributed Storage Systems)}. 

22 
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1 
2 Conclusion 

3 Any inquiry concerning this communication or earlier communications from the 

4 examiner should be directed to Michael Chao whose telephone number is (571)270-

5 5657. The examiner can normally be reached on 8-4 Monday through Thursday. 

6 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

7 supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone number for 

8 the organization where this application or proceeding is assigned is 571-273-8300. 

9 Information regarding the status of an application may be obtained from the 

10 Patent Application Information Retrieval ( PAIR) system. Status information for 

11 published applications may be obtained from either Private PAIR or Public PAIR. 

12 Status information for unpublished applications is available through Private PAIR only. 

13 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

14 you have questions on access to the Private PAIR system, contact the Electronic 

15 Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

16 USPTO Customer Service Representative or access to the automated information 

17 system, call 800-786-9199 ( IN USA OR CANADA) or 571-272-1000. 

18 

19 
20 /Michael Chao/ 
21 Primary Examiner, Art Unit 2492 
22 
23 

24 

25 
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Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

AMENDMENTS TO THE CLAIMS 

Docket No.: 104093-0002-105 

The following listing of claims will replace all prior versions, and listings, of claims in this 

application. 

Listing of Claims  

1. (Currently Amended) A method for securing a data set, the method steps 

implemented by a programmed computer system, the method steps comprising: 

encrypting, using a hardware processor, the data set based on an encryption 

key to produce an encrypted data set; 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on contains one or more, but not all, of the units 

of data of the encrypted data set, and wherein at least some two of the plurality of shares contain-a 

non contiguous subset different amounts of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

2. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

3. (Original) The method of claim 1, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

2 
53758597_1 
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Docket No.: 104093-0002-105 

4. (Original) The method of claim 1, further comprising causing a plurality of data 

units in each of the shares to be rearranged relative to one another after the separating step. 

5. (Original) The method of claim 1, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

6. (Previously Presented) The method of claim 1, wherein the data indicative of the 

encryption key comprises data created using a Shamir secret sharing algorithm. 

7. (Original) The method of claim 1, wherein the step of including data indicative of 

the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

8. (Original) The method of claim 7 further comprising the method step of storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

9. (Currently Amended) The method of claim 1, wherein the step of storing the 

shares in respective separate storage locations comprises storing the shares are located on at least 

two separate storage devices. 

10. (Currently Amended) A non-transitory computer readable medium storing 

computer executable instructions that, when executed by at least one processor, cause a computer 

system to carry out a method for securing a data set, the method comprising the steps of-

3 
53758597_1 

EX1009, Page 1206



Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

data set; 

Docket No.: 104093-0002-105 

encrypting the data set based on an encryption key to produce an encrypted 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on contains one or more, but not all, of the units 

of data of the encrypted data set, and wherein at least some two of the plurality of shares contain--& 

non contiguous subset different amounts of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in  respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

11. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a deterministic technique. 

12. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data set comprises using a substantially random technique. 

13. (Original) The non-transitory computer readable medium of claim 10, wherein 

the method further comprises causing a plurality of data units of the encrypted data set to be 

rearranged relative to one another after the separating step. 

4 
53758597_1 

EX1009, Page 1207



Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

Docket No.: 104093-0002-105 

14. (Original) The non-transitory computer readable medium of claim 10, wherein 

the step of separating the encrypted data into the plurality of shares comprises causing the plurality 

of shares to have a substantially randomly distribution of the encrypted data set. 

15. (Previously Presented) The non-transitory computer readable medium of claim 

10, wherein the data indicative of the encryption key comprises data created using a Shamir secret 

sharing algorithm. 

16. (Original) The non-transitory computer readable medium of claim 11, wherein 

the step of including data indicative of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

17. (Original) The non-transitory computer readable medium of claim 16 wherein 

the method further comprises storing the second key outside of the plurality of shares, wherein the 

data set is restorable by accessing less than all, but at least a threshold number of, the plurality of 

shares, and the second key. 

18. (Currently Amended) The non-transitory computer readable medium of claim 

10, wherein the step of storing the shares in respective separate storage locations comprises stony 

the shares are located on at least two separate storage devices. 

19. (Currently Amended) A computer system for securing a data set, the system 

comprising: 

at least one processor; 

a non-transitory computer readable medium storing computer executable 

instructions that, when executed by the at least one processor, cause the computer system to carry 

out the following steps: 

5 
53758597_1 

EX1009, Page 1208



Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

data set; 

Docket No.: 104093-0002-105 

encrypting the data set based on an encryption key to produce an encrypted 

creating hash information based on a hash operation using the data set; 

generating data splitting information, wherein the data splitting information is 

usable to determine into which of a plurality of shares of data a unit of data of the encrypted data set 

will be placed; 

separating the encrypted data set into the plurality of shares based on the data 

splitting information, wherein each share is based on contains one or more, but not all, of the units 

of data of the encrypted data set, and wherein at least some two of the plurality of shares contain--& 

non contiguous subset different amounts of the encrypted data set; 

including in the plurality of shares (a) data indicative of the encryption key 

and (b) the hash information; and 

causing the plurality of shares to be stored in  respective separate storage 

locations; 

wherein the data set is restorable by accessing less than all, but at least a 

threshold number of, the plurality of shares. 

20. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a deterministic technique. 

21. (Original) The system of claim 19, wherein the step of separating the encrypted 

data set comprises using a substantially random technique. 

22. (Original) The system of claim 19, wherein the method further comprises 

causing a plurality of data units of the encrypted data set to be rearranged relative to one another 

after the separating step. 
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23. (Original) The system of claim 19, wherein the step of separating the encrypted 

data into the plurality of shares comprises causing the plurality of shares to have a substantially 

randomly distribution of the encrypted data set. 

24. (Previously Presented) The system of claim 19, wherein data indicative of the 

encryption key comprises data that was created using a Shamir secret sharing algorithm. 

25. (Original) The system of claim 19, wherein the step of including data indicative 

of the encryption key comprises: 

encrypting the encryption key with a second key; and 

including in the plurality of shares data indicative of the encrypted encryption 

key. 

26. (Original) The system of claim 25 wherein the method further comprises storing 

the second key outside of the plurality of shares, wherein the data set is restorable by accessing less 

than all, but at least a threshold number of, the plurality of shares, and the second key. 

27. (Original) The system of claim 19, wherein the separate storage locations are 

located on at least two separate storage devices. 

28. (New) The method of claim 1, wherein the separate storage locations are located 

on one storage device. 

29. (New) The method of claim 1, wherein the separate storage locations are 

geographically separated. 

30. (New) The method of claim 1, wherein causing the plurality of shares to be 

stored in separate storage locations comprises causing the plurality of shares to be stored in 

respective separate storage locations. 
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31. (New) The non-transitory computer readable medium of claim 10, wherein the 

separate storage locations are located on one storage device. 

32. (New) The non-transitory computer readable medium of claim 10, wherein the 

separate storage locations are geographically separated. 

33. (New) The non-transitory computer readable medium of claim 10, wherein 

causing the plurality of shares to be stored in separate storage locations comprises causing the 

plurality of shares to be stored in respective separate storage locations. 

34. (New) The computer system of claim 19, wherein the separate storage locations 

are located on one storage device. 

35. (New) The computer system of claim 19, wherein the separate storage locations 

are geographically separated. 

36. (New) The computer system of claim 19, wherein causing the plurality of 

shares to be stored in separate storage locations comprises causing the plurality of shares to be 

stored in respective separate storage locations. 
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Description 

Field of the invention 

[0001] The Invention re;ates Loa method for transfer-

ring data in a computerized network. 

Background 

[0002] in an e:xaV10!e for thf implerne ntat:icrr; of a dis-

tributed storage an entire set of data is encrypted and 

then transferred entirely to a single storage unit of at dis-

tributed storage system. 

[0003] However transferring entire sets of data, even 

encrypted, to a single storage unit, makes an attempt to 

breach that encryption and abtciin the entire sett of data 

easy. Data security in this case depends on the strength 

of the encryption only, 

[000€] In .another example. a single set of data is split 

up into parts and individual parts of the single set of data 

are transferred to different storage units of a distributed 

storage. 

[0005] This rneans that for n;ultiplesetsofdata a head-

er' is needed fur each part of each set of data. Furthermore 

this way of splitting up the set of data may easily allow 

not authorized access to the data: trarisfe-rred to t." dis.. 

tributed storage, because the inherent structure of the 

parts and the headers is well known. 

[0008] US2004i015724M discloses a wansparent se.. 

cure file storage in which network data files are secure 

through the operation oaf an infrastructuregateway based 

network file access iappliance. Network file data corre-

sponding to network pocket payload data are further re-

duced to a sequence of data blocks that are secured 

through any corn bination of blockencryption, impression 

and digital signatures. 

[0007] Thus, storing multiple setsofda₹a,e.g.fiiesfrom 

a company server, on a distributed storage, e.g. in rleud 

computing, with the afore=mentioned methods either is 

susceptible to breaching the encryption or requires a 

large overhead and a clear structure whin the stored 

parts, that makes unauthorized access less difficult. 

  Mry 

[00084] The ob ect of the invention is thus to improve 

the transfer of data to a distributed storage. 

[0009] t he main idea of the inven=tion is totransferdata 

in a computerized network, wherein a first data block is 

transferred between a first server and a second server, 

said first data block containing a first data segment de-

termirled depending on a first tile, and a second data 

segment determined depe=nding on a second flie. This 

means that files, are split up in data segments and indi-

vidual data segments of different files are combined ₹o 

data blocks that are stored on a distributed storage. This 

way each data block contains data segments of different 

sets of data. This means that. because the data blocks 

don't contain information aboaut start and end of a certain 

data segment, said data segments, and therefore said 

files, can't be accessed LvV.hout further information about 

the structure of the data block that is not sent to said 

distributed storage. 

[0010] :advantageously said first server determines 

said first data segment depending on a first fragment of 

said first set of data or of a first encrypted set of data, or 

said second data seornent defending on a second frag-

10 meat ofsaid second set oaf data pr of a second encrypted 

set of data. This means that the sets of data, e.g. files, 

are split up in fragments slid data blocks containing only 

fragments of the sells cf data. Titus no sir;gie storage 

device of said distributed storage stores all data seg-

-5 meats required to re-assernble a certain set of data, i.e. 

file. This makes unauthorized access to the sets of data 

more difficult. 

[00'11] Advantageously said first server determines 

said first data segment depending on a first encryption 

2f01 keyorsaidseconddatasegmentctependingonasecond 

encryption key. This rneans thatthe segments are stored 

encrypted which adds to the data security. 

[0012] advantageously said first encrypted set of data 

or said second encrypted suet of data contains error cor-

;if? 

35 

reaction code, and said first set of data or said second set 

of data is recreated from less than aII of said data blocks. 

[00'13] Further developments of the invention can be 

gathered from the dependent claims and the following 

description. 

Brief description of the flijures, 

[0014] In the following the invention will be explained 

further malting reference to the attached drawings. 

Fig. 1 schematically show's part of a computerized 

network according to an embodiment of the Inven-

tion. 

40 rill. 2 schematically shows same typical data struc-
tures according to said embodiment of the invention. 

Fig. 3 scheratically shows a table according to said 

embodiment of the invention. 
45 

Fig. 4 s&..ernati tally shows a flow chart according to 

said embodiment of the invention. 

Detailed description of the embodiments 
50 

[0015] A first example of an embodiment of the inven-

tion is described below rnaking reference to figures 1, 2, 

3 and 4. 

[0018] Goal of said fist exam pie" is to store lv o sets of 

55 data, e.g. two files, on a distributed storage. 

[0017] f=ig. 1 shows part of a computerized network 

100 according to said first example. 

[0018] Said computerized nets✓ork 100 comprises sev-

2 
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en servers -101, . , 107. Said servers -1131, . , 10-7 are 

identified by consecutively numbered storage identifiers 

A1, .... A7. 

[0019] Saoidstc;rageidentifiersAl,...,A7areforexam-

pie Internet protocol addresses of said corresponding 

servers 101.. , 107. Said storage identifiers A1, . , A7 

may be any other identifier of said servers 101, .... 107, 

like a name according to the domain name system (;,veil 

kncr.vn as DNS)-

[0020] Said internet protocol addre SSE:s are for exam-

ple read by said first server 101 from a mapping stored 

on said first server 101 in a first non-volatile storage. 

[0021 ] Said servers 101, . , 1 G? <ar , c<?nnected tr, each 

other via one data link or multiple a data links. 

[0022] According to said first example said distributed 

storage comprises said server 101, ..., 107. Alternatively 

said distributed storage may include more or less serv-

ers.A lten,at.iveiysaid distributed storage :naynotinclude 

said first server 101.. 

[0023] Said data link is for example aninternetprotocol: 

connection (weal! known as IP connection) or any other 

type of data connection. 

[0024] Said servers 10-1 ..., 107 may be connected to 

each other viva multiple network nodes or directly. 

[0025] Said figure 2 schematically shows a first set of 

data 201 and a second set of data 2012. 

[0026) Said first server 101 may be adapted to store 

said sets of data 201,207 in a first volatile memory of 

said first server 101. A^llternadvely said sets of data 201, 

202 may be stored at least temporarily can said first 

non-volatile storage. 

[0027 ] Furthermore said figure 2 schematically shows 

a first encrypted set of data 203 and a second encrypted 

set of data 204. Said first server 101 may be adapted to 

encrypt said setts of data 201, 202 to determine said en-

crypted sets of data 2103. 204 using a first encryption key 

k1 and a second encryption key k2 respectively. 

[0029] Methods for encrypting sets of data, e.g. rasing 

'wofish ancryption or the symmetric advanced encryp-

tion standard (well known as AES), are well know to a 

person skilled in the art and not further explained here. 

[0029] Additionally said first server 101 is adapted to 

fragment said encrypted sets of data 203, 2.04 into data 

fragments. Said first server 101 is for example adapted 

to random ly fragment each of sold encrypted sets of data 

203, 234 into the same amount of fragments. Said frag-

ments may be of same size, e.g. 12Sbit or different. ar-

bitrarily, e.g, randomly, chosen size, 

[0030] Alternativelysoidfirstserver101 may beadapt-

ed to fragment said encrypted sets of data 203, 204 into 

different amounts offragments. This is particularly useful 

in case: more than two E'nCrycied sets of data: are to be 
stared. 

[0031 ] Any of the sets of data or encrypted sets of data 

may be padded, i.e, filled, with additional, e.g. randomly 

selected, bits. 

[0032] Furthern-lore said first server 131 is adapted to 

determine data blocks from said data fragments. 

±o 

-15 

20 

35 

40 

45 

50 
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[0033] Said figure 2 schematically shows a first data 

block 210 as an example for said data blocks. Said first 

data block 210 comprises a firs header 211, a first data 

segment 212 and a second data segment 213. 

[0034] said first data block 210 is determined by said 

first server 101 depending on a first data fragment 205 

and a second data fragment 206. Said first data fragment 

205 and said second data fragment 206 are, e.g. ran-

domly or consecutively, chosen by said first server 101 

from: said data fragme=nts of said first encrypted set of 

data 203 and said second encrypted set of data 204 re-

spectively. 

[0035] Additionally the order of said first data segment 

212 and said second data segment 213 1n said first data 

block 210 isdetermined randorly bysaidfirst server 101. 

[0036] In order to be able to reconstruct said sets of 

data 201, 202 froth said data blocks, said first server 101 

is adapted to gather and store information 3boUt Said 

data :docks. According to said first example a first table 

301, as depicted in figure 3, is stored in surd first non-vok 

aide itorat-;,eP. 

[0037] Said table 301 consist of a first column contain-

ing in a first row a first data Identifier 11 of said first set of 

data 201 and in a. second row a second data idertifier 12 

of said second set of data 202. 

[0036] Columns tyeo to eight contain in each rove 3-tu-. 

pies each containing one of said storage identifiers 

Al, ..., A7, said block identifiers 8'1, ..., 87, and a seg-

rnent identifier S(1181), ..., S(I'I,B7), 5(12,8 .1), ..., S(12, 

157, each. 

]0039] Said segment identifiers S(11,131), ..., 5;11,87), 

S(12,F1), ,S(12,87) are: determined by said first server 

101 for each of said data segments. Said segment iden-

tiflers 5(11,131); ..., S(11,87), 5(12,81), ..., S(12,87) refer-

ences a position of each of said data segments in their 

respective data block. Said position is for example refer-

enced via a Bit offset for the starting address of each of 

said data segments in each of said data blocks. 

[0040] As an example the determination of a first seg-

ment identifier 5(11.}31) and a second segment identifier 

S{12,81) as shown in table 301 is explained below. All 

other segment identifiers are determined likewise. 

[0041] :Said first: segment Identifier 5(11,13'1) is set to 

the starting address of said first data segment 212 in said 

first data block 2101. Additionally said second segment 

identifier S(12,131) is set to the starting address of said 

second data segment 213 in said first data block 210. 

[0042] Said first server 101 is adapted to places each 

randomly chosen data fragment into any randomly cho-

sen data segment of any randomly chosen data block. 

Additionally said firs.-t server 101 may be adapted to place 

only a single data fragment. Cif a specific set of data into 

a certain data block. 

[0043] Said table 301 Is further explained using said 

first data block 210 as example. Information about any 

other data block is stored i.: the same way. 

[0044] Said table 301 indicales the storage locsion of 

said first data fragment 205 of said first encrypted set of 
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data 203. According to said table 301, said first data frag-

ment 205 is stared on said first server 101 in said first 

data block 210 as indicated by said 3-touple in line one, 

column two. also from said first segment identifier S 

(11,81) contained in said 3-tou Die the starting position of 

said first data segment 212 containing said first data frag-

MerEt 205 can be derived. The length of said first data 

fragment 205 can be derived from the starting address 

of said second data fragment 206 or the overall length 

of said first data hlock 210 rn case said flat: ata fraginent 

205 would be the last data fragment of said first data 

block 210. 

[004.5] Additionally to the storage information, said first 

encryption key k1 and said second encryption; key k2 are 

stored in a last column, i.e. colurrin. 9, of said table 301 

in said first row and said second row respectively, 

[0046] According to said first example seven data 

blocks including t+vo data segrnentseach aredet; rrnined 

this way. 

[OOs47] Said data biocksaccordingtosaidfirs:exampl e 

are identified by oorasf:outive data block identifiers 1, ..., 

87r spectively, Said data block identifiers are for exam-

ple a consecutive numbering of said data blocks starting 

at, One, e.g. f31=1, ..., D7=7. 

[0040] Said first header 211 contains said first data 

black identifier 131, identifying said first data block 210. 

[O0 49] Said first data block identifier 131 is set for ex-

ample to One by said first server 101, stored in said first 

table 301 and said first header 211. Said first data block 

identifier 131 may be any other identifier, like a random 

number or a literal. 

[0050] Additionally said first server 101 is ad<~,pted to 

transfer, i.e. to send or receive, said data blocks. 

[0051] Said first server 101 is adapted to determine, 

e.g, randornly, said .storage identifiers as <a destination 

for each of said data blocks. Additionally said server 101 

is adapted to send each of said data blocks in a first 

message to the server corresponding to the determined 

storage ideri fler. Said first rnessage contains a first in-

dicator, e.g. a bit, indicating the request to store said first 

data block 210. 

[005.2] Additionally said first server 101 is adapted to 

storey said storage identifier in the appropriate 3-tuple In 

said first table 301. 

[0053] Said first storage Identifier is for example said 

internet protocol address of said first data storage 111. 

[005€] Additionally said first server 101 is adapted to 

request said data blocks from thel3- respective storage. 

[0055] Tel that end said first server 101 is adapted to 

read said information about said storage location from 

said first table 301 stored on said non-volatile storage. 

[O056] According to said first exam;;le at  servers, data 

blocks and data segments are selected by said first serv-

er 101 randomly. Alternatively the order of said distribut-

ed storages said data blocks or said data segments may 

be selected consecutively. 

[0057] in order to retrieve a certain set of data frorn 

said distributed storage, said first server 101 is adapted 

to send a second message, e.g. 3s burst message to all 

servers, requesting all data blocks a set of dats is com-

prised of. Said second rrrassage is determined by said 

first server 101 depending on said information about said 
5 storage location stored in said first table 301. 

[0058] According to said first example said first server 

101 is adapter: to rook up said information about said 

storage location in said table 301 upon a ₹rigger. Such 

trigger is for example a user- input received by said first 

10 server 101 via user Interf;-aCe. Said uSer' irl,Irlt identifies 

said first set of data 201 by means of said first data iden-

tifier 11 or said second set of data 202 by means of said 

second data identifier 12. 

[0059] Said first server 101 is adapted to determine 

-15 said second rnessageto requestsaid data blocks by look-

ing up said storage identifiers, i.e. said first, internet pro-

tocol addresses of said servers, in said table 301. Said 

second message is sent to said iraternet protocol aid-

dresses of said servers via said internet protocol. 

2f? [0060] Furthermore said second message contains a 

second indicatorthatsaid data Mocks are requester; frorn 

said servers. Said indicator may be a bit indicating said 

reca est. Additlonallysaid second message contains said 

data t?lcck, :de:rrtifiers B", BT 

[0061] Said first server 101 Is adapted to wait for a third 

rnfessage In response to sending said second message. 

According to said first example said first server 101 is 

adapted monitor all Incoming messages to detect said 

third message containing :any of said data blocks. 

[0062] The assembling of said sets of data is explained 

by example of said first set of dates 201. Any other set of 

a'a is assembled by said first server 101 likewise. 

[0063] Said first server 101 is adapted to assemble 

said first set of data 201 depending on said data blocks 

35 received from said distributed storage: in said third rnes- 

sages. 

[O064] According to said first example, said first server 

.1 01 is adapted to assemble said first encrypted set of 

data 204 by consecutively onsecutively looking up said data segments 

40 in all data blocks according to the information stored in 

the row of said table 301 that is indicated by said data 

Identifier 1'1. 

[0065] Said first server 101 is adapted to decipher said 

first encrypted set of data 201 using said first encryption 

45 key ki, stored in said table 30 -1, 

[0066] As example for all servers of said distributed 

data storage capable of storing data blocks, a second 

server 107 is described below. All other servers are 

adapted likewise. 

50 [0067] According to said first example said second 

server 107 is adapted to store said first data block 210 

upon reaceipt of saint frsi. message. TC? that end said seC:-

ond server 107 is adapted to monitor all ir;coming mes-

sages and to determine if an incorning Inessage contains 

55 said first indicator or said first data block 210. Further-

more said second server 107 is adapted to store said 

first data block 213 if it was determined that said first data 

block 210 was received. 
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[0066] Furthermore according to said first example 

said second server 107 is adapted to determine said first 

data block identifier 8` from said first message and store 

said first data identifier 131 in a look- up table together with 

a reference to the storage locations of said first data block 

210 on said second server '107. 

[0069] Additionally said second server 107 is adapted 

to transfer said first data block 210 upon receipt of said 

second rriessage. To that end said second server 107 is 

adapted to monitor all incorning rneassages t.o determine 

if said second message is received, e.g. by monitoring 

said bit in said messages. 

[0070] Additionally said second server 107 is adapted 

to send a third message containing said first data block 

210 to said server 101 upon receipt of said second mes-

sage. 

[0071] Furtlaermore said second server 107lsadapted 

to determine said first data block identifier ?? 1 from said 

second message and determine said third message con-

taining said first data block 210 by looking up said storage 

sector in said look-up table. 

[0072] According to said first example, said third fries-

sage is sent to said server 101 using a second Internet 

protocol address of said server 101. Said second interne:t 

protocol address is received as return address Ira said 

second message. 

[0073] T he goal of a first mothcd according to the in-

vention is to transfer said sets of data to said distributed 

storage, According to said first example said first method 

starts as s=oon as two sots of data nee=d to be stored,'. 

[007.41 Below said first Method isdescribed referencing 

figure 4 and using said first set of data 201 and said sec-

ond set of data 202 as example. Said first method applies 

likewise to any other amount of sets of data. 

[0075] !'after the start of said first method a step 1 is 

executed. 

[00761 In said step 1 all sets of data that need to be 

stared on said distributed storage are determined by 

means of their data identifier. A set of data may be a file 

or a folder as defined by an operating system that is used 

to run said first server 101. According to said firstexample 

only said first set of data 201 and said second set of data 

202 creed to be transferred. Afterwards. a step 2 is exe-

cuted. 

[0077] In said step 2 each set of data is encrypted. 

According to said first example said first set of data 201 

is encrypted using said first encryption key k1 and said 

second set of data 202 is encrypted using said second 

encryption key k2. Said encrypted sets o f  data are stored 

in a volatile storage on said first server 131. Said first 

encrypted set of data 203 or said second encrypted set 

of data 204 may additionally contain ender correct; crn 

code. e.g. a forward error correction code like a 

teed-Solomon-Code, or rr:anipulation detection code, 

e.g. a hash value or a cyclic redundancy check check-

sum. Afterwards a step 3 is executed. 

[007#8] In said step 3 each encrypted set of data is frag-

mented. According to said first example said firstencrypt-

ed setof data 203 and said second encrypted set of data 

204 are fragmented into 7 randomly sized fragments 

each. Afterwards a step A is executed. 

[0079] In said step 4 each header of each data block 

is determined. According to said first example said first 

data block 210 contains said first header 211. Said first 

header 211 comprises said firs: data block identifier B1. 

Said first. data block identifier 81 is set ₹o B1=1. ,All other 

headers are determined likewise using corresponding 

10 storage: identifiers and data identifiers.. Afterwards a step 

is executed. 

[00601 In said step 5 each data block is assembled by 

combining its header with data; segments resulting from 

fragmenting said encrypted sets of data. According to 

15 said first ex-arnple each data block contains at least one 

data fragment of each ,-ncrypted set of data. According 

to said first example said first data block2,' 0 is assembled 

to comprise said first header 21 1 , said first data segment 

212, containing said first data fragment 205, and said 

2f01 second data segment 213, containing said second data 

fragment 206, To Indicate the position of said first data 

segment 212 in said first data bleach 21o, sald first seg-

ment identifier S(11,B -l) is set to the starting address of 

said first: data segment 2.12.. Likewise sold second data 

segment Identifier (12,61) is set to the starting address 

of said second data segment 213. Afterwards a step 6 is 

executed. 

[0081] In said step 6 said information about said stor-

age location is stored. According to said first example 

said ₹able. 01 is generated and stared. Afterwards a step 

7 is executed. 

[0082] In said steep 7 each data block is sent: to a ran-

dom server of the distributed storage. Said first table 301 

is amended to Include the storage identiflerfor each data 

ss block. According to said first oxample said first message 

is determined and sent. Afterwards said first method 

ends. 

(0583] The goal of a second method according to the 

Invention Is to retrieve data blocks stored on said distrib-

40 uted storage. 

[0084•] Said second method isdescribedusingsaidfirSt 

set of data 201 as an example but applies to any set of 

data as well. 

[0085] Said second niwthod starts, whenever sald first 

45 setofdata 201 needs to be retrieved from said distributed 

storage. According to said first example said second 

method stars, whenever said user inputs said first data 

identifier I1 using said user interface. 

[00.86] After said second method started a step 20 is 
So executed. 

[008.7] In said step 20 said second message is deter-

mined. According to said first example said second rnes-

sage is determined to include all data block identifier 

131, ..., 37 depending on said table 301. Said second 

55 message is determined to contain said first storage iden-

tifier Al and said first block identifier 931. Afterwards a 

step 21 is execrated. 

[0088] In stew 21 said second message is sent. Ac-

:if? 
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Larding to said first ex2,rnple, said second message is 

sent to all servers that according to said first table 301 

contain: data blacks of said first set of data 201. After-

wards a step 22 is executed. 

[0089] In said step 22 a timer is started to wait for said 

third messages. According to said second method, said 

time, is a clock initialised with ierc. Afterwards a stet, 23 

is executed. 

[00901 In said step 23 a test is performed to determine 

if said timer exceeds a first threshold. According to said 

second example a tes₹ is performed todetermine, wheth-

er said timer exceeds 500 milliseconds. In case said timer 

exceeds said first threshold said second method ends, 

for example with an error message. Otherwise a step 24 

is executed. 

[00911 In said stop 24. a test: is performed to check 

whether all or all except one of the requested data blocks 

were received. To that e rid 'fie block identifiers of the 

data blocks received are compared to the entries in said 

first table 301. , n case all of the requested data blocks 

or all but One of the requested data block were received 

a step 25 is executed. Otherwise said timer is increased, 

e.g. by 5 milliseconds, and said step 23 is axecuted. 

[0092] In said step 25 said first encrypted set of data 

203 is assembled using all available data fragwients of 

,all data blocks received with said third rnessares. In case 

one data block is missing, an additional step is axecuted 

to recreate said first encrypted set of data 203 or said 

second encrypted set of data 204 from less than: all of 

said data blacks by means ofdecoding said error correc-

tion code. Afterwards a step 2̂c is eye-cuted. 
[0093] In said step 26 said first encrypted set of data 

203 is deciphered using said first encryption key k1 to 

determine said first set of data 201. Afterwards sold sec-

ond method ends. 

[0094] The goal of a third method according to the in-

vention is to store said data blocks on said servers 

101, ..., 107. 

[0095] Said third method is described using said first 

data block 210 as an exarnple. Said third method starts 

whenever said first message is received. Afterwards a 

step 30 is executed. 

[0096] In said step 30 said firstdata block 210 received 

in said first message is stored. Additionally Bald first data 

block Identifier B1 is determined and stored separately 

in said lock- up table. Afterwards said third method ends. 

(009'7] The goal of a fourth method according to the 

invention is to send said data blocks from said data stor-

ages 111, 112, ..., 119 to said first server 101. 

[00981 Said fourth method is described using said first 

data block 210 was an exarriple. Said fourth method 

starts whenever said sr-.crand meSS8ge :s received. Af-

terwards a step 4'0 is executed. 

[00991 In said step 40 said firstdata block identifier S1. 

is determined from said second message and used to 

look up said storage location of said first data block 210 

in said look- up Loble. Afterwards said firstdata block210 

is read and sent in said third message. According to said 

first example, said third message is addressed using said 

internet protocol address received in said second mes-

sage. Afterwards said fourth method ends. 

[0100] The invention is neither Hnlited to deterrnining 
5 seven data blocks nor to using .seven servers or frag-

ments. Any other number or order of data blocks and 

servers may be used. Furthermore the number of data 

blocks and the number of servers may differ from each 

other_ 

10 [0101] All of t:he aforernen tic) ned mefhcds rnay be im-

plemented as a computer program that, when executed 

on a computer performs all of the steps described in the 

method. Said cornp titer program maybe stored on a corn-. 

puter program product, like a com pact risk or a hard disk. 

15 [0102] The description and drawings merely iliustrate 

the principles of the invanflcn. Itlr:ill thus be appreciated 

that those skilled in the art will be able to devise various 

arrangements that, although not explicitly described or 

shown herein, embody the principles of the invention and 

20 are included within its spirit and scope. Furthermore, all 

£examples, recited herein ar£? principally intended ex-

pressly o be only for pedagogical purposes ₹o aid the 

re?der in understanding 'he principles of the invention 

a?:d faze concepts contributed by the Inventor(£>) to fur-

thering the art, and are to be construed as being without 

li?nitation to such specifically recited examples and con-

ditions. 1N`oreover, all statements herein reciting princi-

ples, aspects; and embodiments of the invention, as well 

as specificexamplesthereof, are intended to encompass 

equivalents thereof. 

[0103] The functions of the various elements shown in 

the figures, including any functional blocks labeled as 

'processors', may be provided through the use of dedi-

cated hardware as well as hardware capable of executing 

35 iOftwc'i?'Ee it,. association with appropriate soft'l:+are, When 

provided by a processor, the functions may be provided 

by a single dedicated processor, by a single shared proc-

essor, or by ;a plurality of individual processors, some. of 

which may be shared. Moreover, explicit use of the term 

40 'processor' cr not be construed to refer 

exclusively to hardware capable of executing software, 

and may implicitlyinclude,withoutlimitation, digital signal 

processor (DSP) hardware, network processor, applica-

tion specific, Integrated circuit (ASIO;), field programma-
45 ble gate array (FPGA , read only memory (ROM) far stor-

ing software, random access rnernory (RAM), and non 

volatile storage, Other hardware, conventlonel and/or 

custom, may also be included. Similarly, any switches 

shown in the figures are concep tua:l only. Their function 

50 may be carried outthrough th,e operation of program log-

ic, through dedicaated logic, through the interaction of pro--

gram control and dedicated logic, or ever rnanuaily, the 

particular technique being selectable by the implementer 

as more specifically ;understood from: the context, 

55 [0104] It should be appreciated by those skilled in the 

art that any block diagrams herein represent conceptual 

views of illustrative circuitry embodying the principles of 

the invention, Similarly, it will be appreciated that any 
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flow charts, flow diaorams, state transition diagrams, 

pseudo code, and the like represent various processes 
which may be substantially represented in computer 

readable r7EeC irJm and so executed bye c amputer or proc-
essor, whether or not such computer or processor is ox-
plicitly shown. 
[0105] A person: of skill in the art would readily recog-

nize that steps of various above-described methods can 
be performed by programmed computers- Herein, some 

ernbodimen is are also in€:ended to cover prograrn st:orage 

devices, e.g., digital data storage media, which are ma-

chine or corn Puter readable and encode machine-exe-
cutable or computer- executable programs of €nstruc-

tions, wherein said instructions perform some or all of 
the steps of said above-described methods. The program 
stowage devices may be., e.g., digital memories, magnetic 

storage media such as a magnetic disks and magnetic 
tapes, hard drives, or optically readable digital data stor-

age media. The embodiments are also intended to cover 
computers programmed to perform said steps of the 
above-described methods. 

Claims 

1. A method for transferring data in a corriputeriz.ed net-
work, wherein a first data block (210) is transferred 
between a first server (131) and a second server 
(137), characterized in that said first data block 
(2 10) contains a first data segment(212) do rmner.' 

depend ing o n a first fragment (205) of a firstNe (201): 

and a second da'a segment (213) deierrnined de-

pending on a second fragment (206) of  second file 
(232). 

2. The method according to claim 1, characterized in 
that said first server ( 101) determines said first data 

segment (:212) :: ependincg on a f€rst fragment (205) 

of a first encrypted set of data (203), or said second 
data Segment (213) depending on a second frag-

ment (206) of a second encrypted set of data (204). 

3, The method according to clairn 1, characterized in 
that said first server ( 101) determines said first data 
segment (212) depending on a first  encryption key 

(k1) or said second data segment (213) depending 
on a second encryption key ( k2). 

4. The method according to claim 1, characterized in 
that said first server ill 01) stores information (301) 
about said second server (107). 

5. The method according to claim 1, characterized in 
that said first file or said second file are recreated 

frorn said data blocks. 

6. The rnethod according to cla irm 1, characterized in 
that a first encrypted set of data (203) or a second 

encrypted set of data (204) contain error correction 

code. and that said first file or said second f€le is 
recreated from less than all of said data blocks. 

s 7. Asystem for transferring data in a computerized r;et-
work, wherein sa id system comprises a first server 
(101) and a second server ( 11 07.)  for transferring a 

first data block (2101, said first data block '2'10) cdn-
taining a3 first data segment (212) determined de-

'd pend;ng on a first fragment ( 205) of a first file ( 2.01) 

and a second data segment (21.0) determined de-
pending on a second fragment (206) of a second file 
(202). 

-15 8. A first server ( 101) for transferring data in a cc+rripu-

₹erized network, adapted to determine a first data 

block (2101, containing a first data segment (212; de-

tern:ined depending on a first fragment (235) of a 

first file (201! and a second data segment (213) de-
2t? 'ermined depending on asecond fragment (206) of 

a second file ( 202!), and to transfer said first data 
block (210). 

9. A computer program for- transferring data in a com-

puterized network, wherein said computer program, 

when executed on a computer, caUSeS the carrputer 
tc• transfer a first data block (210), said first data block 
(214) containing a first data segment (212) deter-
mined depending on a first fragment (205) of a first 

?e file (201) and ai second data segment (213) deter-

mined depending on a second fragment (246) of a 
second file (24^). 

10, A computer program product for transferring data in 
35 a computerized network, comprising a corputer us- 

able medium haling a computer readable program, 

wherein said computer readable program, when ex-
ecuteci on a computer, causes the computer to trans-

fer a first data block ('210), said first data block (210) 
40 contairng a first data secrnent. (212) determined de-

ponding on a first fragment ('245) of a first file (201) 
and a second data segment (21:x) determined de-
Pending or.. a second fragrent (206) of a second file 
(202). 

45 

PatentanspNiche 

1. VerfahrenzurObertragungvor.Datenineinemcom-
So putergesteuerten Netrwerk, woaei ein erster Daten-

block (210% zwischen einem ersten Server ( 101) and 
eire'n zwe€ten cser- Ver ( 107) Obe.rtragerr wird, da-

durch gekennze€chnet, dass der besagte erste Da-
tenblock (210) ein erstes Datensegrnent (212), wel-

525 ches in Abhangigkeit von einem ersten Fragment 

(205) einer ersten Datei (201) bestimmt wird, Lind 
ein zweites Datensegment ( 213), xn elches in Abadn-
gigkeit von einem zweiten Fragment (206) einer 
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zwelten Datei (202) bestirnrnt wird, enthalt. 

2. Verfahren nach Anspruch 1, dadurch gekenn-

zeichneet, dass der besagte erste Server ( 101; das 

besagte erste Datensegment (212) in Abhangigkeit 

von einem ersten. Fragment (2051 eines ersten ver-

schlOsselten Datensatzes (203) cder das besagte 

zwelte Datensegment (213) in Abhangigkeit von ei-

nern z:,,eiten Fragment (206) eines zweiten ver-

schlossellen Dal:ensatzes (204) bestirnmt. 

3. Veirfahren nach Anspruch 1, dadurch gekenn-

zelchnet, dass der besagte- erste Server ( 101; das 

besagte erste Datensegment (2112) in AbMngigkelt 

von einern erster: Versc;:iusse!L;ngsschli.issel (M*' 
odes das besagte zwelte Date,isegment: (2'13) In Ab-

hanglgkeit von einem zwelten VerschlOsselungs-

schli;ssel ( k2) bestimmt. 

4. Verfahren nach Anspruch 1, dadurch gekenn-

zelchnet, dass d.,r t'.esagte erste; SENer (101) In-

formationen (301) fiber den besagten zwelten Ser-

ver ( 107) spelchert. 

5. Verfahren nach Anspruch 1, dadurch gekenn-

zelchnet, lass die besagite erste Datei oderdie be•• 

sagte zweite Datei aus den besargten Datenblc's ken 

zurockgewonnen ward. 

6. Verfahren nach Anspruch 1, dadurch cgekenn-

zelchn€at, days ein ersterverschlOsselter Datensatz 

(220:3) Oder ein zweiter vemchlOsselt.er Datensatz 

(20.1.) einen Fehlerkorrekturcode enthalt, and dass 

die besagte erste Datei oder die besagte zweite Da-

tei erns weniger als allen der besagten Da3tenblacke 

zuruckgewonnen wird. 

;. System zur Obertragung von Oaten in einem cram-

putergesteuerten Netzwerk, webel das besagte Sy-

stem einen ersten :server ( 101) and einen zwelten 

Server ( 107) for die Obertragung eines ersten Da-

tenblocks (210) Umfasst, wobei der besagte ersts 

Datenblock (210) ein erstes Datensegment (212), 

welches in Abhangigkeltvon einem ersten Fragment 

(205) einer ersten Date! (20 -11) bestimmt wird, and 

ein z Lveites Datensegment (213), welches in Abhan-

gigkeit von einem zweiten Fragment (206) einer 

zweiten Date; (202) besthr:;t wird, enthMt. 

S. Erster Server (101) zur Obertragung von Daten in 

einem computergesteuerten Netzwerk, dazu ausge-

legi, einen ersten Datenbiock (210), der ein erstes 

Datensegment (212). welches in Abhangigkeit von 

einem ,ersten Fragment (205) einer ersten Datei 

(201) bestimrntwird, and ein zweites Datensegment 

(213), welches in Abhangigkeit von einem zweiten 

Fragment (2:36; einer zweiten Datci (202) bestimrnt 

wird, enthait, zu bestirnmen and den besagten ersten 

Datenblock (210) zu •ibertragen. 

9. Corn puterprogramm zur Obertragung von ;paten in 

einern crrnput:ergesteuerten Netzwerk, wobei das 

besagte CompLlterprogra rrm bei cessen AusfOh-

rung aut einem Computer den Computer veranlasst, 

einer. ersten Datenblock (210) zLl Obertragen, wobei 

der besagte erste Datenblock (210) ein erstes Da-

tensegment (212), welches irl Abhangigkeit very ei-

nem ersten Fragment (205) einer ersten Datei (2.01) 

bestimmtwird, and ein zweites Datensegment (213), 

welches in Abhangigkeit vcn einern zwelten ,-rag-

rnent(206) einer:_v✓eaten Datei (202) best;rnr:t wird, 

enthait. 
'!1 

10. C.ornputerprogramm- Prod Li kt zur Obertragung von 

Hater; in einem corriputergesteuerten Netzwerk, Lim-

fassend ein comput.erlesbares Medium rnit einern 

compLrterlesbaren Programm, wobei das besagte 

2t? eorrrputerlesbare Prugramm bei dessen Ausf0 Krung 

tau? einem Computer den Corputer veranlasst, ei-

ner; ersten Dater- block (210) zU ubertragen, wobel 

der besagte erste Datenblock (2'10) ein erstes Da-

 (212), welches :In Abhangigikeit, von ei-

nern ersten Fragment (205) einer ersten Date! (201) 

bestirrrmtwird, and ein zv✓eltes Datensegment (213), 

welches in Abhangigkeit von einem zweiten Frag-

ment (206) einer zweiten Datei (202) bestimmt wind, 

er:thatt. 
3e 

Revend'acaations 

1. Proc8d8 de transfert de donnaes clans Lin rdseau 

35 infurmaaticA,MelonlegUel LM, prernierblocdedonn6es 

(210) es' transW6 enlre un premier serveur ( 101) 

et tin second SerVeLll' ( 107), caractdrM en ce qua 

ledlt premier bloc de donnaes (210) r ondent tin pre-

mier segment de dcnnees (212) deterrnina en fonc-

40 Lion d'un premierfrag gent (205) d'un prerzierfichier 

(20'1), et Lin second segment de donnaes (213) de-

termine en fonction d'un second fragment (206) d'un 

second fishier (202), 

45 2. Precede selon la revend ication 1, caract&rtsa en ce 

g£.re ledit premier serveur ( 101) determine iedit pre-

nlierseg mentdedcnnaes (212)enfoncticn d'un pre-

mier fragment (205) d'un premier ensemble crypt& 

de donnaes (20;3) ou ledit second segment de don-

So rides (213) en fonction d'un second fragment (206) 

d'un second ensemble crypte de donnees (2!04). 

3. Procede selon la revendication 1, ctaracteris6 en ce 

g2£e ledit prernier serveur ( 101) determine ledit pre-

mier segment de donna es (212) en fonction dune 

premiere cle de cryptage (:K1) ou iedit second seg-

ment de donnaes (213) en fonction dune second e 

cla de cryptage (k2). 

8 

EX1009, Page 1222



5 EP 2 309 700 B9 16 

4. PrucedE scion la revendieation 1, caract•ris• e• ce 

Clue eedit premier serveur (1011 stocke des nforma-

tions (301) h pro pus dudit second serveur ( 107)_ 

5. Prco6de seicn is rcvendication 'l, caracteriae en ce 

que ledit premier fishier ou [edit second fichier sont 

recrees a partir desdits blocs de donnees. 

6. Procede seicn ha mveridication 1, caract6risr; en ce 

rlu'un premier ensemble cryp₹e de donnees (203) 
ou un second ensemble crypte de donnees (204) 

contiellt Un code de correcflon d'erreureten ce que 

eedit premier fichier ou ledit second fichier estrecree 

e partir de rioins que la totalize de Bits blocs de don-

nees. 

7. Systenle de transfert de donnees darts un reseau 

informatise, (edit sys e'nie cornprenant un premier 

serveur ( 101) et Lm second serveur ( 107) pour trans-

ferer un premier bloc de donnees (210), ledit premier 

bloc de donnees (21 0) contenant un premier seg-

ment de donnees (212) determine en forection d'un 

premier f rag meat (205) d'un premier fickler (261) et 

un second segrilent de donnees (213) d6ler'rii; i16 erl 

fonction d'un second frayrlent (206) d'un second fi-

chler, (202). 

B. Premier serveur ( 101) pour transferer des donnees 

dans un reseau informatise, adapte pourdeterrziner 

un premle.r blocde donnees (2 10) mont.enant Ur.' pre.-

Mier segirlerit de donnees (212) determine en fonc-

tirn d'un premlerfragment (2.05) d'un premier fichier 

(201), et un second segment de donnees (213) de-

termine en fonction d'un second fragrrent(206) d'un 

sE:cond fichier (202), et pour iransferer le(M prerllier 

bloc de donnees ('210). 

?0 

-11 

20 

30 

35 

9. Progromme informatiqu13 pour iransrcrer des don-

nees dans Lin reseau infonratise, ledit progranlme 

informatique, iorsqu'il e5t execute sur url ordinatUur, 40 

ayant poureffe₹clue I'ordirateurtransfere url premier 

blocdedonn2es(210), leditpremierbiocdedonnees 

(2 1 0) conterlant Lin prerrver segrnent de donnees 

(2' 2' determine en fonction d'un premier fragment 

(205) d'un premier fichier (201) et un second Seg- 45 

meat de donnees (213) determine en fonction d'un 

second fragment (206) d'un second fichier (202). 

10. Prcduit de programme informatique pour transferer 

des donnees dans un reseau inforriatis6, comore-

nantur supportutllisable par unordinateursurleguei 

se troUV£3 un programme lisibie par un ordinateur, 

eedit programme lisible par un ord,Mateur, lorsqu'il 

est execute sur un ordinateur, ayant pour effet que 

l'ordinsteur transf6re un premier bloc de donnees 

(21 0), eedit prergier blocde donnees (210) contenant 

Lill premier segment de donnees (212) determine en 

function d'un premier fragment (205) d'-,..,r premier 

50 

525 

9 

fichier(201) et un second seg rnent de donnees (213) 

determine en function d'un second fragment (206) 

d'un second ficilier (2012). 
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Abstract of JP2005244379 (A) 

PROBLEM TO BE SOLVED, To provide a, VPN syste i endhanci € g a communication 
spee r'ccs€ r i €tit atics€ i t plurality o ?'a tE € z•` ;lw. ;SOLUTION. +'t € ,I is 
estab4shed between a VPN apparatus 3-- -I and a VPN appa.'c'itus 1• (a2), and an 

encryption key is exchanged betvmen the. VPN apparatu,'s 1-1 and the VPN apparatus 
2. (a1). 1n the ca of 0htabIi shin., a Vt=;N tti•, itie1, botw,een the, VPN apparr •, t us 1,2 1 ,nd a 
VPN apparatus, 1-3 the- VPN apparattt "1 -2 uses the VPN tunnel having already 
been established and ercNqj'pl(-)d to securely inform the VPN ap paratus tus 1 - 1 about the 

y lien key (a3) received from the VPN apparatus 1-3 •ar6) Ligon the re ,.ei t EJ he 

encryp tion key of t h eVPN 
encryp tion ke y 

{1-3 from t1• Tey•p+'•1•1p•r apparatus •1 A.2, th e j(̀••{̀ fP 

encryption 
C̀ ••yp1 (•`•p`:23a>Cl•E,:Y.`t;sy •+t•-' 1 :J••``E.GJlS y\à'•s- the yy•••x'Fs••.t'rypt!S`yo f Stp`ke Z(••[•to a C•.•t€2``'•€2key :6..•;:llty>•[ i.i•f..•'n •.e F.a €- E•2•`'.SEC:[Qt`••}i}`••./:•i;ffi[.2\•}•:•t{`•}i+••, opposite 
•+ncry i'tion key storage =V~,-.• SI tT•$ i2•M~•,•• -L. s th encryption lie O..iy S„•izich c••mFFfl•:7•cation opposite 
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. i ₹, i 7 v \'.••+ ;; i a•x'+.'âO t:  ₹'•vetni42n a> <w•`k 'i i s tr' W f:Q•?w;.tri•.•••. •,31 ••'b•i•_' !'•::.a•.•, . PP •'•:• L' :`,•..'.•.•.•••a. t••, t •' • o b y f U. ,e: s,J, a .. 

€.A,.:•v  ..Zf. a l•• ,\'••f. R.4 ;4.4•; ,,.•.:;; G.•:• Z? Rcs.`.•-`o# `: ..: J'1Y:Y,L:`•y:.L t .••••: i i:••J'; •'\. rOn:: €• •• ` ?i ì •¢: fit,+ r•••i:, •;y 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
O'Hare et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: M. W. Chao 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement is filed more than three months after the U.S. filing 

date, AND after the mailing date of the first Office Action on the merits, but before the mailing 

date of any of a Final Office Action, a Notice of Allowance (37 C.F.R. § 1.97(c)) or an action that 

otherwise closes prosecution in the application. 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted a copy of the U.S. 

patent. Applicant submits herewith copies of foreign patents and non-patent literature in accordance 

with 37 C.F.R. § 1.98(a)(2). 

53813065_1 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. § 

1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Deposit Account No. 18-1945 in the amount of $ 180.00 covering the fee 

set forth in 37 C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the 

fees filed, asserted to be filed or which should have been filed herewith (or with any paper hereafter 

filed in this application by this firm) to our Deposit Account No. 18-1945, under Order No. 104093-

0002-105. 

Dated: October 27, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
53813065_1 
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10 TCP Then m itiiiZes J£? S utfssr£ by controffi ₹g the r: qo #4 vvhirh the 

r3a°•'•*•Tly t•i.t•C3i:••-,;•2 r;# istt:•'}••1L`:tl'.•s'lil[•atLS..> 

TCP Was, cldned tia ila early c£oF%}es when the it s is"Sio3. m6.twrl was ri 

,-m ?iT3unciaiio botitenock, (Them ha-ve. been n≥.Fn"Z-rt.F s 'tnodi icafibils: to: e``lihame the 

sc t ;, tit to .': sx 
Pe> orST•awe of lTCP Mich *8 ;.s•ti e. _:noh•ied tit .• vu"ndow- .scale option Y 

215 's 3€ln£ €'F a. ? a:Me;Measure.ment", ₹₹T}£ "j rf?E i iA43•9 i3 t1 1 `$ 3 1iG'13C ` '2IA TI TC?r `'s,: 

is clay tile t3xc iaag }use o lalMh-spmd :petwo•4 fiber tic: links. and owerf l routers, 

m €lea aticall"' ream€cod the zumlbor of compted ice' log. pAc ets in.t a Inier et. `i'#ii:s::.h 

i ac.k: the existing transfer pTotmol a°e undmi dda slow in.:sorne abases, due: to Elxeir. 

.as.5w a ?bon of a MY € OrOia le :ttetwork ky•m: T _l• is the test Widely used transport 

;3v protocal'en i e ix ternct; although: misa-amohm-d With the speed and reliability of 

gigabit class networks. This mist.?atih Is €Fiait y Clue to: 'lCP's. us, e of a sliciirig-wibdew 

me.chanisth and a sloes start prm%•Aa epsure 41cf. i< bt,i virt-wil connection. Slowness of 

TCP leas :tie mativation.ter te i iirFtµ :t Utz r a pl minor prot•: ool&. ` his It teen ac ievezl. 

2 

SUBS-nTUT SHEET (RULE 26): 

EX1009, Page 1257



as. a trade.: off: betw&n. S a :ed and lom s of. data: inte a'3ty.: •a:,ee,.. t? „•• r .. -:€:: at € . • .t••••. 

receivW411 the: packets, For cxamplej   Sri-v a• le'Tr -Ocr Prdibcbl): -uses User 

ate Protocol .' its ttlal?on ievei somi . ca :t 233:x3: ground. wit no 

ri llal i:t% to anta:e. T 'ou h. T `TP is: aoceptabto. on a'SMmall L.A ', or subnet -=here data. 

S Can be reliably Mivered it is taint: kasibt : in the internet . A. W..  €here. i• 

Wbstwit%al reliability owa per packct basis but, there is still no a votee hat the. data'0lll 

MnVe: lra ruder; 

File mansfer across . aii. network: that ut_i-1. es T.CP asthe trans oil ,layer protoed.1 ir• 

carrim Oa after a Wdlrectiotaal colt-ne-e on is ii-iade hetxnmthe two :paalles, The. °iTCP 

Its ehnnection.1s onsidE>.red idb_1 . because Ts ' s is: provided: to the 

a p]i st o-a Aavtr i •3 if:.i' a•aii z lltsaat ;:1:c•r::fC:l, 3 34` u ai;h a?_amilc•.n a rat1i•S3m v 

a:sipied lta.•a• . (3 .: b:it) &-;qu; 1?zr••; ob' 1?a3•1ii ers as kin ideizti cr. to allow: a tez %affil ìC3. 

li.aF. ia#;a# •u b t+rt• it 333a$ iPIC-'r scssioi S. h-< k5 rl-,;e.• cacti A`CIF co$:ne i w,,., t #r •t3 i€: 3u 

o tEtetl, iS asMgaes oAzi _, 1a#Abu t1`.c t it is idea;a:t.4a :,)Y, •: a:aSC' t1F i'L'• RM 

I.S. Of' rx"sibik, li u 6lrers that probability, fta v , 'C • s -s s om ml a single 6y,,• Cn4l M11 11i•V 

s::a?'a7C> Fi'.ea aier- is Small. To tf'i•1 sfd dka, T 1 •?°Z?I• ides a klidtil•-.',. Yi=3 .  

arlspk- pa.Aets, a)jd t9.osist In E'C:i3.;:•seinbiin g fho-in in C.IDTMOt f3rt&-r for tile- 4pplkadatf ,i e.e 

To ia31s1313t;datFa., 3 CP 1''' slil?'C.o t1?.h; wndolr tC3 ft"st•;;,>>r,,,,st taay :acaaa. il.t.1 5op•en€g; 'Whicla'art 

t ,Cn om .Ipsulated in. €a Data. t i It. t f€':::lid,);; The `iTPOU has is .'haaad' 

. 0011t<ab)ing inforrnad ai?oul 1c sou-me, One desthiation, ft. SCIOion 11)a 6n. d several othoz 

fktar5 ì'be, :l'MIJ is -iransnxittc--d effiher : pon reedit of to ptaSb ci)mmand..fmm. the. 

aptlit•ation ila••ar,, t? $.`.1?C'n a i•eaiaa ea` •ii3?x•a, o• i•a7aCir•L•• •••` ••:aaatng •4ilti•ow .is defied, 

and <a number ofJI'DIS"Is irxiswiftbd, 7'110 rmtivbr.-swnds an acnkowl eb(` ACK) 

fs•:r e•;b.."`p•1.• t13;t aS sec•i••tt grit₹;oaat. etrtar. •3•t£•ta.:tlt• c•a'lst ri'.t'≥•G• i Eh•: c•=iutl•z•• is 

e ••»-Jedgod €1_; i the w.! td0'r•=,::sfldes wallow Wher 'T r DIS to tit; transaiit€ed:. lf'aai 

C is not redeIY06 for a I-I DU ?w .€ttaa3 zsed €i •,. a•r:h•fp• •''l°pDLT Mar the eiid f the 

ui° Is alai * t.? Ow '' l ll;:S togm, `,ha Idos ld piai ttr the aivat 

of: alt. the T131 kU, it ilso infrodum the unnectwary. tw-s us on -of TPDUs: '&'ben a. 

DID is received . is ar r1>c CK is lsi : in traiastati d- a : • ec• ,• •l the TPD is sent t6 

glee receiver which f eria cii: ar s : T VDU aid. ids wiot ter CK., which r Santa 11) 

tinrtece nary Araft., 11'p on .receiving. Al tht TFDUs that: conmittite the- data being 

arafisit tteds XTp.mvides the c*rip-letcd daft to th alspl boon lq•,-r. This.aliowa TC F to 

erasure that €lte data 'has artived ' d is pnestinted -in order without error. TOP Was 
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11M aed to. obatst:i z.an uc reli e:envirm m a. ti and ap at••.at•l 

siri pi .:file transfers, Ohe: Of die,- txi.ost %nd ty: t e• file € sf, " •l•l li a ii•n: pgngmmm on 

the is File ''raosfxo1.T•. H:.:vrR. b:•. ; I'' l : ark: TCP 

transport fay-Ir protowlsp :tt: is In ffikient iii .moving ownig l.argp: da€a..;sets -n A ti a-[Yman er . uc 

5 to the overhead: mufn•,d to hlnolketx mt: and .profzss kickniowled "ents and error: 

Different Iiave:bee-p t- •kegi to ovz:mtzmo €he:. inef₹icae ties of :'FT-P tsar 

Me t €t•f'br:::. tir era .te; ; Sun Ml krosysteans< Inc, bas aids • ed a S••t3 .aaem, rk tilc 

(ftbNF7 ) :f .€ lbar€ng files t?v4.r- he iw:eruct, webmN xni.; s an trpdat•: af.slm,g. 

i 'I 4 f• X31 = 3 • a IAc i s. < • ; :•tfri? s.•• ca€o. •.a3. lb op i sit ndard N 

<a 'sprier. fransftr of files: Wit. €het N ac-co;a pilsz:ud ti?rz?€ g thr. t£ of standard co y 

C,O t<tat€as: Add.lUbm ify bo,'l $•'uf• •. a.•• and Tuts ''11.-allow (MI.S arcut .a mss to ho 

&td um tim \ha red .partition, wlwmb y 2 Fuser can 8:Z::£ u.tt c?plpica ti sas firo '#. the Shi`sn"ed 

p1miti4b, :And O ltarmse .Aa u :if tihat Pam bon w%q a part of them" physical n.ukt ri . 

.15 N: S is ty•pivally on] wt ,e mn touI.networks, du to ti>u rw W odtw of :mliabilRy aid 

i O <a < 7 • i, Y 4 < i •k••,i• i.Lt::•f.••.:t :•ilst'f?E•:Uv•"•C,. On •:?:t•c:i' Eta, .i•'a3.a."•''S-,. •a•i.• •;, :'• •€r•.• ai2•..;,, •••' .?L•.•i.s•So of th' 

Mone#<a , y tiil. e1?.t•ble.?3aal3#•e i?fth>r T?a#:eiats, iori1pi#.,LL € lue;xd:1'₹z;•tb'Z.'nks.f. 

gg bl ill dition there.  i#','L prier-wi)' •yrotLi?t.ols for fl:l•`.'tT•i•T sf.er that :ate •^sm,-.- C•i ti 

L.'• n Where Vie #. E.2$•,' tr CsfiS€4j.`• t2p5wSo.2a: •≥ t ••`t •• ≥C:v •i?t:u:ti3i,'+. fer the reiiab e €.r`3 n.,,ffS',.r'o  •.a•ta, 

€3 l Jf' itself: as a-coflliecdlMlu s at:r tj atFle €r•atasl u>t protocol. 11,0t• r4l e s •• tt•• ea€••r 

• •<`tyVorky or ti3e a;; P• :%anion lar`4•r' to i".ns"a- fr '. bail •••oss,^;w}:iiai are €7is.Ii, ,•3. •€.•'i• C:.S33"!w°l•'€••. IMP 

doeshavu a:1eader; •:u4: tf is. inilliam] tai mittare, .t) reds e ov-erh d. TJ -pm=ts olighm I 

designed for slwr, i Om.trr`ieTlimfions Where tho Ebb eihe-:ad 0f estabbslung a ` ep .eQamoct on 

woes :l one^ zcommol €fie .for UDP aq• in regooa€'s i•'•..••oina n 

Nlamt Sw,a rs (D N'S). A I ; S t€. M3in tl y s a of f3a aa•.e€ e: stn and lmu 

r st?t?rise  It at a dims < assc is€: c with ib 1 1 • t=..r ri sue.: ` s r ues€s are 

short rand :.buusty in: hature And #holy es Mishit,- a: Canne tion-oilented sossion. is not. 

ncededa If Ow does ri'at receive a the. :DNS qu ym the €ftaa an .fie: n- 

issu cd. l D-P rdiuh . pwi a reliable whereas 'C'Massumes a 

30 u€nrefiable: tsetw. ork, Becauso tagd.itiotwly UDp mmquests were.. only :pit OCT 6.. titor 

€opoki iol: airs€ant ate:a em.ork.was.c.o is tiered rdi.abff. 

Several. fsraprietar transfer techniques- brave teem devetop: d usipg LIDE . the most; 

ptominent of than! being developed for use i_n ReahkudiaYNxid R eaW is W"I applications, 
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I£i tllc c. t# ::.;s rvar • :t into )'CJs. ;•:s... ;:can ....: • : ' fx`Aos€#x#is 

them ti's :the 'Flat: packets ar ve out of order dae, to thy: unrlea tonature: of :tha. 

intemet, To accommodate. the out. off odrer: .t e o €xa• &ta, a bilifer €s employed by the, 

a.limt to. •fllow the data.'be.reconst ucaod ,in arder. Occasionally ::Packets hot arnive, or 

do .not grnw befibxv tl p), axe need , and the missipgoAcketis s ipp.ed i tl 6 Presentation 

of :d£ttia,; The liskcgeror r, a €te 0;lt noti ; pht .:rfii ttag;  Mad thus tip  C.AdUser 

t a' sygc . hays .ion= overhead, an -hrouga: he vk of .i b € it ensures' that th..e data is 

r . x t d: in order. n.<it i a. dhese oplicatimit.:Aq..t ot: ••v• 'a t•.r tz•x•••i: at ensuring 

(bat  a packet ii daliymd, £r£aakir£gg tlae:rn 08. it appficafio'} where. data 

Weer'tfir is MOPAMI.-

lt is also: w- > known u t tlaalt C,l : tmhsficr'mec alnisms' sari 'N ctWbbutcd cave#' a 

numb X o teOrm.. 'i'd^pi.• ,,ffly this iG alone throwgh lh3 we of n i ond. seryera: Tb ensure. 

data3 a Alalailig" £n tY Pr 0f. itlat r;n tt c zk ou a3e, iOm dew£,nd or othcr guch:problem ::, 

Imlay' aer` ers.o . the 1htomtcl CoIi in io`2iies of J10 :sane d ata sa Be at£se'c the Sta3xiard 

. : FT upPlt0£i£id3r£.'bits the ability to re lmm a tT'w siler khat: had o? e prev£Ca1.Y. t`v'rn'lt.l' ated it: 

is asilile, if a SUP of mu.-mr. Si-rTvcrs am kl:town" til have an l'"TP z.iient w' clirrowly 

Llwdlf3G£d, dtffeF'ea:st mgmenta %3'f the sa3£I'£i,-- filt^.•. ftc'3n;. dl:fa£3'Mt' 6d`.'`.'i°i't'n,'r,; -$o i'.'.dvwL' .:.t.e.. 

kr£uadWidth libi tnt#Za£ls IFls:tiA£- d on i£ buy s r4-;a- "Mis: SC₹.'a:?e-Ahn'o, teQhrtlque. iS "peel.-Y' 

skPown of l..)S PIPPO the Client,'t€wi thw Clio ;£ l:'txf4?rlls €110. rc-•ass rnbly of thy`• tm.tgferd°adAlle: 

-16 ff.fctitve .arch t tnln• ,Q. fbr s ackndy tJ n.sfc .:•ing large data sets 2.`.3•'twer £'equie' net. e'6ti, 

and server l•aia I•G•Tt;`i'•££it.`s(+••E:`s:'>t•-:C'..•a 'to tbe e yy,  f..n'cfivo-

T,ypice3ll y a: 11111-:A)er of cwn lie, joined tti.Fggttho In.: $ load. balancing 

trria£igeww so t wa in the eve.A t f h≤aai: d .:£a£: tll •l r rx£lad s : r d alrla a x?£ITIl 1 l 

,,; •.-,. o.t: s•rs•er'a: :a,r3 •.•.••: u.•esat all' erw•rqpas€s : rottte .. to: a 

a load-balarw4qg steer whIc a deter bl w is .sear the ol•6tt: requos€ slitould be routed 

tov Thera area n,.11iibe;- of'tc-chniques. that:can be applied,: but the Foos€ e1 dent iS  aloa i 

monitonno, technique, whcre the load b£:cites ar el:r5 the, cent rt#t: tti. tiaa: 

server grith the at;at l• 1. l•;•. ••t t.l•s•:: •••••••€5•: t• 13a1i•rll,: •aad "C•:Rnet-5tcta 

togdr alantink in: Clioat Serwir NaWokr j.. disctoscs. ofnieffiod of fethev' : ra file .from. a 

3€# tilurality' of •MM With ut ntera -:•wiih a taint bate mi " rvcr: The Proble.m: of a 

tcd-ba . hmoink sorVer is that since all requests  aremuted t ier€ li:a co teal wou th:ereis t 

Bangle poiait of tai Iwo at €he:load balane' serve: Ballard disc loses •a method when the . 

Clitnt i€self' determines Ibe :server with :thee lox-vest lmd mid. directs its €ratade-  to. that 
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saver, Ills metbad requires::  tho.::0sp of a lc"!. W.id-baland list'•4he wntnirm; 

ifikorination:.€• selYrem iueJudieip the :s e. of fhe : load. that, #lieserver. :should. cam, and 

optionally contains. info ration ti•m fc. -Imid cmried by each -sorer. 'T`W fbamt€on iR. 

€ btair r s e c Vie:. •: ve lie: e i € •sz: . lT € to selec a server with the 

s most.: excess Cap;wl3r'., and bef•ixia: the. t nsl=e.£: s-:itti thai server; ' hre'c are prooMm 

available for events suchas ii-ic-unavaitob l ty-of< wt.;ded svver that ar.4:.So disdo4 . 

US-Patent. o, • 85, x, ko Fa•3c••.r 'i tx.•tiil " n de•?te•ti• • l••i a(iei ails 

Transfer € I", is 3s a • • 4€x• tt =.3st t a t €c a ci s t.fTo€• t:serue•, The 

method disclosed :b aboz mquix s••i•i•:£at i , tlic t1l•x. iK•e•t a•• a: lob €o yid; it the, 

o the s nxentect t lL, t a Y •>i iri•• tl Y lob tc tl .:clieit it €sea3 a • ag.# e 

clicnt. to gccsi each of ti e st% .€s in fig.€.ere It ale irmster ae t ns af£d .recanst d: the 

Me 'Ppon.mccip't aA g l the. T1d- seers.. tp ove"Tc-omw lh.e PT04.1ein't drat 

13'wrtinge with P'. Sliding lbL' Ci'i:.clting smll€ipfi'• :Aiding Z3'},I}do*s,!And lott££1 <'€f'few 

didi wi.: d ?s: dt≤'tt•t > •:liMtn 'ibis tilt h•c l o i • citti: ly •:e4i i3 a .ale do iftfg6dW-e 

t, edT€:iectsz aiad t oett .Ii:ciitcti tilk i?• 'l•<3ttst•cis€tti >e€ric:ti••r:s at a si seier'r 

i"c ti 1v"€Ftsl :a•lat.',.iil'ije 'itY£pt`a.se On,11)11.16 c? lo-. 11S .thnn'a sm"yam dient:Additzonall.  

1s: .it powt cal }.e Ùt n.S, <3 he're thk mnt• head of si,-ffineftt TCl? Se'S" OVS 

b.-m-?£i-tes :more:. or A i3w'don on he transl:er than the additional scs,66fi PwvIdm in, 

20 lt: 1.s, €'i?'k•G °S9s 6̀.`a t••4•: 1•>i• to P'r'0V*R e it mothod and sy'ucm f£ r 'rial,sefrring t£WF 

•:anci'dar • lar'-s filcs ov r iii 1:3t--rnel.that pm vide roh n£lit•Fa `,peed withagt l4ik 

SUMMARY  OF TIMINVENTIONN 

It. is am objQet of ` the j .r ihvl• t:iorl W ob' .We a r£r£tigatc at lee Ono 

disadvantage.  of p revious ysterns and. eilio€3 for file. tt sfer a is a attiallar objet of 

the Prewnt ilia er tim: tc it t ra v aa.: 1 mlmlc-e .o l•term bas, appp icati•ris that. 

quire im-svinP d ata .rr->: m one o 'more, k a-S over tile: _blic- € et, xo i.ng data between 

die €s and. scr, Fors, ri ovirig va i3awt° a pe'm' w' :-a:pcea: iii--peer pie€work; d movingdata 

iiat•viceaaciie;er :r   %roalc:tom 

b a first: awed, tilt prce• iftvei£tirfiY pm-odes, a mw hod fdr'transaut€inn dAta bb a:: 

J:ietit in a. dial :ibute l t t• r* N rcrgl:•u •a : 1'lia i € rzissio ray€itotl taegi:tia b.y 
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tsl is ltiit iat sl. of :• sli Ibis oohtrol .coalll•al opt. itl• etiplt•y• a 

:vot tt tits € ptotdCc•ix lei$ :a . ' .Tree Baia irarE a€t t : the client: is en 

segmented , hto data segme' s, and.' ≥he, dawsegni nts ci ''tnusmini t#ed o the elxezlt M..t=t9 'a 

Coi eecionlc protocol, s 1C:h saJID In.:a vrescnfl il,`derred em-lbodi:itient. a se'Que ce 

5 numberisaltach .to each data 63. gmc t poor to tranmnmmon,  R• ,eat reqimsts., requpaffigg 

retransmissim of , end data :se;•#:1,.e nt a are. received.. our the cnotrol.. cl armel> Tb 

improve-Porfoul a c t a t Is € € •t sips la c apt a t•clud . 

l.l further aspect, there is. Prov lei= a awthud fo_ o:: a: data. 

d strib U-d netwokk e€ virk"am ;. 't7he rf"Cept or, TmAlm b(,gins by. establishink a. Ontral 

10 3,'lia#:c3-wA w :a. server. This C,fi•fF.trol c;.•ll #.nz uei O ?6Ll£`et ly emp1 1 S` a t°l)Y3Y3ccfi.m':( F.i•;#Ati 

,i 3•i • "F.l"•li:sC •y?ttDif S 3, ill.11 its UDP- S dam file ivaaswa.ib1::1d framl tht:'receiftd d4a 

fill: sc ae m" tzpi•:•.tly l r <3 f1-,zfri g w segments by.•t their segi£epot xi:p,Obers•.. or thrOU04 

supplom".ntat WWI in, oxxlxai'oil, it tile data fi.1t eontsizis arred sgw£awats'.9. 

1.5 rei lle't ₹ IT °:'am:i3.1#•,£ir.t3 E.tr ihe.• em,-d uqr ants is FA do i?>`e: the. c on"LIVI tha••tmi., 

1.1 YCt a t:3,".El;.or "ePet lhe#N• is `#,3rovided. a method forixa.-,E'.,'.$.ift Ag ti dAt-6 flip td a 

clitnt in a dist.£`abweet .network c#':vi.rc'?#'EI13.ent• The method, bggims by establishing tontmi 

chaalmls''f"s` n) .a ph ralsty . of '<'Onri::m to .i s.l ent< Tl-£ese control char`:.i? . k optionally omploy 

pwo:oclo , a£idh us TCT, TIm C a— a file it- El.1S'1.ded zntG. oornpont nu on. 

20. 111C: `l`A;:£1ali df .Si":" r,s l"q1(; tit f-u'll '3t the plurel£tr' of serue:s. Vl3e Cori pollems am. 

u8" •,;mented E£1to .t aw c'.4 f31%.1:8 W O tMMMIilIe\l to t -te, C.l£s.:flt, T-f3n..E ata segirimts t re tllon 

tmsuii€ ed to the el cht; i ar:lll. 1, ai a : lfri e • f 3lc•s istc•;d i, Null. as L' P, A 

repi~a . ftgW t, repe'amg re r lmumisi . o of etrcd ;aui .-ggnf r iisf Can be. ree&kd orc any 

,.:}ftho coy ? c a.m wi:s.jAa tx .,mcigP`ea be impleme ted o.l£:≥prvotp formalloo, 

A II Yw Anotber Aspect til r;k:f :provided a<ffle 

f:l , to a a-Aiadbutcd n tvibm' : wvv-iron tie, t: ` h :file trando symm. inCl.0 es 

data:segm•£1 it'r W dividing a fi.{lul file, ifl if rnmr3i?t eats on a ONWIty of`sove. s:an : for 

segixie-ating the: cor poncats i.£lto: data. 'segments to be tramsmi eel to a client. A. 

cS}.ilrim10 nless ttam& cggi e, in' . +»oF :f.ZluzmFlwom •,xkh .t a data sG t enters tratfsmits.. in 

10 parallel,; tl1e at:kl se8Meiits 16. tl e client usi l ..a ev,rt cctiti l prot>5c l Finally; coytrol 

eng inn in uei• mimi£ i$t on :with the connectiouless lfti& engine, can establh eontr6l 

chalme I Nftomtliw to a climt and con r leve over at Iut oue..of the 

contro.l chadue.It, a mput =ari test 1- qu sting retrwrsmi--i:,ion. of aer i data: segments. The 
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cssotrs l ftine.optionall includcg:a<:aonnectioa - erica €e control •ri•€:iliC.;. •• : vpgi0 IV 

e tnt a • eei €rrty ri rit ; pr ti a •;t U) e•tablish a 0.00.1. ch-13 mell 

L the recd i4on sdie,: he .- s also provided a We transfar .System. for e6ociving. a: 

data. Me :iti a distributed riot ork. em•lromeat. 1"his receiving syst .. i icl des . a., eOptroi 

5 en. pie: tiist estab.1.i i a can ! Chamlet. t:€i :a. 5k fer. 'The fontrof w0,11C :ap€io.n ly: 

riiI.cluilts: a. cormection f rimi cd i::ontro.. -to ar opts aalhr. w';#.F;.ploy4: a connection-

oriented protocol. to establish a: Pontmi. a h iimel. A comiectioraess receiver,.: in 

eorrrrri'en cat o. with €he:: trr ti€•a-c••'1.enu 1 ,•?z?try? •:.ngimu, receives .dwa:.tile stsmo its: 

transmitted: thorn the server' ;.tsA.,g..I..rf;m—eCt>0£r less: akocwol.'W'li l:e a:data rise iblur ri 

10 commmlicadon With: the Cotinectior ele vveiveri. assem les a. data: file ft .m. the`.ri~ceive 

d A : gPionts..A d•. a irite• € -%er°r .iii collim- •lcstton mrtt1F the data ami ixFb er3 caii 

tl- ci- n dd.e.a ..no if dre Liss rnhlf-,,  A rta t=ile imlvdes orred B ert , and : •a relay Wft 

t tt£?ti Sri. ri Ht contrnF1'vil₹ .1ne a mques€ kid tran.i€i3i on or the •F'r••Ci n#'•hf:Fli?rl•y. 

£?Mier .; 5,• alld fcattrx-, of tile Present i:r•veation will •i Ct?mf" ti  ire:sat t0 those 

i??"dri artily skille,, ' ..41 dW 'Wil U1P3ti ifJ6'3M Of the 4011+?•,Vin£,. dtscl-ip :ion of :iii-ec1fiG 

iv#•,:hc3i31.i71 i? S (7i sl?' £F£> o-`•'IFiiU'iF :irF C•?i ii•.Gtii•ii.•S'itlE t 1 ` t3f•f l?:3: i3YF•'I.iI K fey ure i 

BRIEF DESCRIPTIONOF T*RE DRAWINGS 

of the Will £iL'v be d -s rib<'d, •Y wzy of e0mple 

?£FlY, W ilh..r.efore tie to the ,ntrachi dl figu —" s Mhtti'e£F'£; 

Pi 1 rs.. 19 t;• aila„r iTF o £i • t•£i':F£i£i>FiL•"cit#z}i1 i sy%ti a? i Zrt?a•ti.i to the pi S riC 

is 3 • .2i:on, 

accord ing'I?'. i a 2 W?ri•:• @•adipiya•+ z£•pip of t :ls t_esi: r::••s: i;••?rF ;.i : ` f 1 ' apt' syat m 

vlt  

Fi :3. is. 4 11sL r el£art Otte C, i iri; oneat-bin-A dawnl0ad' etliod of tile prestbt 

Fig., 4' . i k a. flm-7,; climi of tr irisrb protocol method of the. present 

iir•atao•; 

dig: b ' : flow e of- lbe coru•,#• ct3 elor•<<it =b•s• €•wri•b and ale sr: eat: 

trW)Sfer pr.6teeol .m `thKud of tlid preset# itrvenoorr; -and. 

xg. G is a :t10 . — chat o.€ tlic d0n 4, free tfamAr mothod Of the Present 

ini,enti.On. 
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DETAILED DESCRIPTION 

:the prtserk Inventioil l•roties:a e th d tiicterit: for €tasferid: 

i3 : files over. .:e, :Irate br othcr d-is£ b _ited >cz nti i iti €i i iietir. it : Reilly, the 

.prCISt:0 € .ventten r ufts ,an :€ t" ueta::tmas tiasion perfditan e as viivw d lxom all: 

indlvi u i er's p i e.. :m ,. • - str bu e• •pp€ou sir dow.uloadi fl s, ref6 -A 

€o Weill as Corxioonent-: saed :Download (CBD), is.: dnM': Second, an app.li:catib.A 

pmlocot for more effident and reliable imn-d r of large'data sets,'re.10trred td :herein as;)File 

Traus;fer Protocol is rl• :i :il uil: T•ir 4 the to rd of • •"? .••d it  

F TP* refermd to burin ss. t"•D4- ':ST' is Ceasr be& Foulih, a ale trande.f.architedure, 

tz re erne to l •€n At Distributed File Tramsf& (l FT) wmfitmtuer, Is delimmed, Dr—T. us 0 

mmdard file trmisfvr protocols to adzlp€ivety &,-iv i;gad .gments 4mplicated files stored 

:on: dis£xib€ited. sem. ors. 3 iTiall R :ate results uA s,—cv ral s€niud< ions and ft.` s ff.₹e T•.••• so-r.aed ot 

dmonst: w € e. Admitages of:thc propw•ct: ifs: that: i:iiii sj% css . 

'I':tte fo:loliix. tlesi<rip.ir..ta 'w:ili iii;:i_,s on €t3.e t.rr`5eiTtly p.,L'f.C:.>AvL3 e'zA:tzvclrest o.l'Ale 

I  pre4'0'S:i;t':ir3•i,£'iitii?Ei; V.Vhi h is ol?Lry'3live iri a  iocll3i a:ng, fpr 

e i:rigkl t r a chine—,, of e?.:iting '?m&.r a Mi: i`i)-"ofl .k Windo-w"s or UIN. 'd# a cnv1TC?`!'i3'il m •W(l 

i`vC? Tit L": .'£E) ii3t \)•3•.23.2£t•iZS HI , viI( •: iii i .1".l'..£ii`£: Tho press a .£ii iltl.i•.i1 1•4•.£2•3£•, iC• • + Sk+ig' 

limited to'.:an yl bsrtkuhar ouc'eri roi i e.at. nstead, will bu Landon-itood by..tlifte of sk li 

123'. tit ag. th.t SL's € m and,nwtliods dos C;ile, I e in din b  td. :a 

20: variey o •ystem aid a:pplicatio : soth- ire, operat-ing on a vanety of:piettomm, hxihdip. 

the..'.l Wvtoeh operating sysicnn &,d £iJV :Ickc, and can, Sipply to. oh 

any wide. rota n t,'vork. ( 'AN), or 10uat rri a Tmx•Evcv )ils (IAN). 

Refsxvirig. td Fig, 1,A' block- diag-a n of the gderr of the present ffiventidti is 

vh—osvn, and Moamilly re'-fineh ow. at 20. System 20 t erterally oeresiks 6f e.lietit(s) :24p 

k5: servers 28, 3', .atarl 34, inirmi mooted visa €liu Bute e£ 36. :lieni£s: 4 are typi.cAtly. 

canbodied on a wzb ral liiirl.o se colliputer., sup'b as: all .IBM PC-cbmpaliblo pei'amsl 

c(3432 Silt6:i'• bpc- of 3.3 - as staz, l-aldne :23••Ec•? { .s or int< umne•T dd on a ••.E•nl'•'. Fur-example-  n 

s:.1: AN b ed ei-tvirunment;: client ctm consist :of .a - oral: prooesior,. a rei ain. m omot ;. s.uoli 

a  tioxial rai,u•tixi es .iteoi l_#q s€i ixip•iiit4 c•trolte ;. s lse+, :s. 

1% poiln(W. d vic:•e;. s•iU : s. ouse'Imc a lady, tia . pad, pe- Atevice ar the like, :a display or 

creet deviro; . mss: 6icra • cFe-vi siich as a h rd F•.ri•'•; •i•pl•• d've pt-i6l disk d A 

memory or the tllrc,;:a network ink.,K- ice cite roen€mlli>rr. such as: sip Ether.e Wd, and a. 

9 
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. m Clio at::2 co urt evitl €•tl?er'syst as . t ;net.wo k: iat•r•€ ace cm ... or 

van do ba aitachad to.iiwTt 4, :il.ntlin nt:i lidu output devices, pat;. eto: Tytsiely, a ion₹per€es 

sol vate sy 00i: 19providcd for direoting...th- cp "mAlorA OfebWot.24, 11e.so gyV ^e sysu 

is: stored: iax.:: Tie.₹rtsiy;: and on the mass s€3 r3 ;z≥ de-Ace; and :Oneraliy incl:udes :;a lr• ri: i,::Or 

o e # n :syste d s:seriitd.o .;• shell. 'fhe  OOSari . vvindo-vvs QW11 Gags fdr-examale; 

be provided by icrow-tf • ti+ ows 98, Nfts so_ "" Wimlows N711. IBM f3Si'Z0z. 

.• anto f tinuxpOr".: • oust s, i.lx, a, I <€z i€t :e or:: Yore; up li uttoT• p t an3s,. 

stjoll as Ofirmt aD1 iktaion Soft m,. cml lie" oadmd for eye•a ion by.: thdit 24. l'.t . 4 

i•w. r, ch 

as "Microsoft Intemet lrx: l 3m. rtN or NTttscap ; Nzamvi :to; ,• 61%, ier sofwtare that 

(IM Mull scales with'tile :triterna throagh a orsm ? unto.a€ion lqy& of dflvdr Woo W: a 

os₹3k.o?e I1cf≥:1b•€e sys.em typica2vf₹: i iia:iict.sr intrsE..Pr:6.f•al•iy 

a graplmoal its. ' iinte°ff4c, -k'or mci.wiri•Y.and diS.z ỳ`rng uss_r 14UPt•,e  

15 data 'o#ld tl₹1> ,,i,ts reOulfing $i'₹`al I;pea'atioll of the opem-ting sy_w 3? abd t1he application 

etv:ers 28,..32 tad :34 can i-i3::3 iC33a;33y€ of one c:r fdord cvhv ntiairmj..Computc:rs 

having aT64.6ur 3 m: •Jmss or betftLr, Eln#t':ttXI'₹ M, TITUMAi34tured by 

.YmO.11m Corprad0i", Sm.im Clara, CA, rm offier vimiliir processing link Each of the Servers 

,20 cab:bC p7ov i:cti>d with p? ii heral Css.€F1poen -, si ₹ ild ";O4 varu i•isTi3•3i3z3i. • ; c•3 3 £`ai "a •`• <• ' f° 

with respect t 3 dight. 24, .` ,..rvors 28, 32 i txl 4 i< n be atluh;ef", TLS' !&So. mass: -:v): asp 

devices, stick &s a RAID storage devim Thow of skill in the art mill tt Ontand: that. 

servers 28, 2 and 34 can be distril•ti€e1 n Various, and. 4 :1>.t Oo€d'a:Fyluni'$tevitk6a 3. 

otha. o e CIed#i at₹ d F ='Fes* or over ..1n.t :met 36. 

2S Thy: logi:c4:l c;c.m3:i3o:3m t:< of ti-e €rameft *-,u ml 20 are shown in: 11g. 2.: 

logical tomiYonen s are e,Tabadied.in appjr pri to .• i e.at on soAwarollm is ••rell 1•3.own. to 

those of skill in tbjj ar€, On hl' tranmi4€irig side,liW trans er systcm 20 consists Ot a:data 

e inentez fair se ;T₹3.emii.q,, a dWa .file into data: so tints to be transnxitt lo:. a client :.A. 

a 6 nnectif'riles5 tra nf•­r egim .54. is: ni . conummica€i on vinth tlty. da#a. se enter 52.. The 

30 eonjaectiordzss .tra nsfiar engine 54 trartsmits thodata: &'gz-nems to the. c.iient U.Slag A. 

connectionim rbt wl„ s,ic.h :as UD. P.. A controf vagme 561. in 

00.171tnmicatinn vvith the zonneellu le4ss iransfur engine -54, 

lo: the diem .ns ng a: imi fect on-crie.₹3tcd protocol, Stier..: TQ , nn ..cm receive, .r at: 

10 
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tramm is"Slon Toq uests. for .ermd.. data. se i ert .. As :r#s -d Martin, 0 erred. data sqg= # it: 

£fin the .mace er. side. system 2ti •>unn s its of: a further wimecti•li•c•tibnft cpntr•l. 

ettih :dQ tiit .C:£•fi €€ € .i3?l€i:: it3-psi i. el. 311i t+ eSEblili .a 

protcot..: ciin#aeetion ass 

rewi lcr 2,. in cs marAi icati n; with  •tsnI-ro€ er gim 60 .d the: 

€ # e ii axle trap .e.r engine.54, }oceivi:s €ranstnitted from the sever 

[$mngr ;a ci nw—ntit llIess: pnnd wl, A d a€a. Msmi-Able' ' .y in with  6c, 

con ect:ionless:,recolve 62.• wmer£ blpa a dat! 6 i € • rceeived da ale se n••t•; 

its: d it :.i . ity tester 66, in: •olItIrntuile filo a •rit•:ti•e € it sweat •• r .64, siaerinines: it the 

assea,b f-d l,i a ffle.iwludu erred s f etit , a*tl i €a•fs . regfaes .:f€•# retcai misii r# t ;the: 

&43 33F C i 'i3-t3 i:t1 . contro" engin' 60 Uchida Ca ll so-Ad  to r at. to the '::a"sane,::# dn- 

: de.. nb6d WOW4 he i3€ ntrol .n-nit. of ht. qst in 20 need £lot bt wg'xi tvti₹ -d 

X.19:.P.O•SlIbIt t6 systitlli, wi€laic-: the s opc of t'ige. present .i#ive •s•xt.i 

£ 1#! tfaES ;g port. cetii3#1ki~` h pLrsMc of IKI C t->EbliA. a c.on'trol c'.? arthOL Thig. 6bfitiul C1 £ all, . 

' ' total. r b^ 11.i-directionii1. -to facilitate. Co1;iTEeation i`.i`li-:i`tcd i`,hai-ttlels 

€#itr6dii.%% 1'meiflts, 'a it • 11 as a, wwr'w£atcod arrNil o 'co tirol ibR?.,Xt7.Wa6'k3j Olat though 

b.'.ile •?£i 2kTc• #it3t 'et#ti l tc3 tai3•: •Fpe":iiNoll of the prestlit fTf' 6,tt₹ 1, 

: 3 The operation of •yst.eni 20 kind the 4 e-th d of Eha- iAvt:•ntoin Wiltilow be 

&scri.hedl gal:refet•ei wx to Figs. t - 6 :'1'k:.. I:nllos<1rig  that: the: oia€.€: 

24.1s c,:?Iln6il to o TF.at;`..Y iet 36 a.,,A has a<:£ c-s to the seners' 28, 31 -all : 34 :fin O ur Oses 

of t£3e dJ w#ilr a&-  

l bm&j : W Fig, 3, using C-13 ., a #:ikw w be dz,_wtal deal i• .sltlit. i:riti• Wfa plolonts 

25 or idusteni At -,tel 200. 'The nuaii r. of is detemtinea. by the: number of 

az:k40, 0 s nm,ers, 28,32 aid 4, whili^ €lieu of tan be determin d by: the 

rolauve conn£x°d:nia speeds, server gpftds, Or Otk tlitgbk-f MT& Wally fhe: compownt 

siza: iuc c#3men :a£ic.ia that each Co£`alpotient. can. be dMA.-0-adk'`d to the : cheat :24 in. 

approxffiWe, iwt sarne time. Exl wr aponeilt: is t-IM. 1 is ed : n. <a different. seer at step 

4 202, Wrte a me-r, iti£;ati d- :. client. ;-24 4 ate npos. to download d the file,:. pang 14L or 

cowurrent, contieetio we establishe;d, at Faelp 2.04, betweeit the client 24 wid the servers 

28, 2 34 nasa3 tie#i3:ink €13e:: W ciaml onwtnL Ali the-omponents are then. downloaded 

Simultaneously at step. 206 At the client side Pftt ;r the downfoad #s : cOarz•ieteP e 
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e6.111ponents an I.lie cl.jent maichfix, arc appended to. e=. ,h oiber at step . € 9, €herek 

reconstituting the::*Alinslflile, 

lit other with HDo. a M.C. .is: fi €. d vided nto : •3,• ••• components: or CIU.sCeis 

and put on differ em server d of the :file. parallel. F`iP 
u sessions axe. est bl:islaed behv n the um And the resperf ve servers.. and files 

dowel ded tt sid in ai ₹atitalletflas ii€•ti, On. l TF sessiota.. as 

terminated after the respective This leach, to a fha r 

CBD is :-nheaently fatalt *X9.1ormit, There are o c> ;si os in whidi aa. server Maur o: 

.€.€l slsswn or a router :-tests:: :is'c ,dink, the packets w:t£e:£i l uffem :ate fall. ` h" ans: - ile 

eomponea€s mad';; no. 1 . priger he accessibuz i :" tllcy amide on VNil. part of the sub-iletvvrk: 

Us problem p.m be n &FI Sawl- by .re'sorti£ig to A. rcpiic ali.op ;,,ob''me.DO-pending oa ti L 

' f•;gg { the a n £•A '• a li t t 
'•.}.S''•€t ll, t3t>''€y° 't134."e t:.lia•€erg iAixi• •i.3v 3'••r`. .̀@LC •sk•:•w •..:1;rE•,e'•..•••€•p .•`".••r.F•.• S.1 •1:•.f.• b"•`•?aaL••<'A..'•t',•.• 

whwnesm.can be .imlsle•sIateii. One is to pu€: €la., wl :ii Me clmwT on a, lsa hp, Odym.'Tltc 

. tl €a tt3 £ 31J id € ? i..3Et• r". i£ •ii$i••l C{sl •:12•3 ;••tt i <^€t<! X13 •'i3t € ?•°i£i •£E£i i €iiL Y•"t: 

l.ia S;.rel; r €t> si4 3s aI2 #at1, the: # iS::iii•:€'ion, ffi CD is .€:isle£' tbkwn the c6vaehfidnol 

appm ae , :9 sOn of. pi z.-Ii. ,•ai#d3tin C:S:POT#.menazl tilt-as, r£:•£1le•Iits "Were ca.i':i'i0j' OUtF  In V10,0* 

e,xpe.r:ments the CBD panl..tigm tis d ; t' WS the i.l:. €r""as-ft"r proto al (F`i't` amgs rhosenR 

because. at £:a the d4: 'facto pt,C3€dxo.l .'Chr d53wnload rg, aibn, t:ii'J':3gh the ts"•ine)., the 

Q, rospec",li% i te£i ie werc 2i ox,,,.uCed, <3rd compa£i'e<. to ,bv aa•te me: •vl3ile 'E•.iai• the, 

Coll vm aa£arl rfi, Atlwl, To do that, several '.Iles, :,i£#c ate-d on differtn't T ,•̀e8"'ry s, were. 

dok,vr£loa ec: by es€ahlislaing, sm-nultaneous F s smie is (iic.- wricurrm ttly) Then ,,: th•:: 

by opt:ri ngg FI P w•sion wtih those servers one after an6ther 

OX titi3 €iaa1MI.. EA'e•eaasu£'ei'I ent5 w p-,Tkxaiwd. snit the skits .are d perms in detail 

5. bOOIVIV Esxte£isiVe Operi£;ic atril t`mats.w6rg cdllmtf.£I 'Iver campus type t;A,.M modems.; 
and wireless. t:;.ANsT si3,t) ?oni£ia the wirelm rot t 80.21:1, ' inYe al- efrent F.. sem•et1 at 

.r,: mote I.tii>z3"zion:s we.m. i:lrs see tv. c"ro's ft c6m !13 #irk., f1 . ix. :.i7Sa :acc S,••. im •.£l ••s•p. 

aia- d .fkp dti,ad,;p rat hap i,a Oh etch si<rwlr, rdla £ 1y •large:fi Olere select€ed for d€ wnload . 

(2;: & 4:.7 .NIbb'tbS, mspectfvely), A • lNMMSUN ork-aa€ion connected: ected We: f0€ BA6s,1` . 

m L:& wr used: as the client machine, housed.-at tIm • taivtisity €•f -ivumitu . The 0 nit il: 

take to download the Me,, to the lolml Machine w-sa::naea rW n wo.ways: {1.) ` he three;. 
y 
t€les were.tonseentivbl• down.l a£i , and h( Latel"Mies incum. ed in &wnloadirie eaeli fi e 

was measured. Tbe latencies weriamaOded, 'which gaa%,c us: tbo €ot'al latency..: (2) The..same 

1.2 

,UBS-n UT SHEET (RULE 26): 

EX1009, Page 1267



WOO- rsWo W .TTA60000,46 

tome, fila evert dout'loadcd. this time by es€:a wdl ng hr sira•141 ea is FTP sessi-ns: 

With those sees. we mcamnd the time interval. bctwe . :i ik at€on vf'the f'i'rst FTP 

session: and i6mi.iaation: of~'ft.lit: session.. l r&n ihe :FTC Sass axis s•i•auita•e•tisl• •y 

Spawraq, parallel thread.4 Abr. eat :€ llc P_ii vWI ,: fi:-ta e;:i&111c:  laten.cy . Derceiv by.. 

.: :the user while usibe the:CBD ai tYra ap13. I2t::i-rdL-r to ba aF•le t...:rep. €'tlh.•.estp•ra:.: nt fdr`=k. 

-reas6riable tiurnixa ,r of tires, a Java application W-as created €a autoinate €he.:proce.w:.of 

opening the F T sessions. wn, swing and colfel cfii.iw the latencies, 1 • the. expori etit , 

nl.iot. occur :ire a. viral-ii-fe siwation overlle covered, TO: compensate 

M. vjarivus lsoun of the.. day on different da -\ of th.o vtit>z<k: Wt r.T?i:ated ow. expert efAt. lit 

tines Ito. got`. a. reliable: result, According to c?iir the average time fair 

v loading tiles thro-, gh vu. coulponer-t- ased skzx rc•nh ;v•ais 13.- ,s&-onsis,' s:gypp•:s d to 

CORV,mOb aI approac-h delay xith an av ora e stf 25:,x;, seconds, These results Olearl:k= 

'I.liist: [eel tlt:, v? ,nntial i iir i'i?z: z13e of a ilet*,ork by Wsmr'' CBD for largo 

i. €zies. 

I,n*+$,ei7oPd test, the. O al. latencies fur cach scclnario w-cl-V IRMlows'.In 

`• v < v Y v alue r'{ Y n r ••3itt•••'•t3t t•C'•z•i3l•s; . tli•. A'S•.Z:E;iv'•i> latc.•i•• ••; •:••;;i;•l tt? ••: wrea€€ ••lu., ' .i •:.a••is,.s 

iMllsurvd for i acch d vs i li3ad- In sequ= 6 l dokv nload, i`..•, gze-nuived latoNy is. equal to the 

ififl of . 1d T3 iv . :ilFbStSi rde fo- e•3ch Z•iOA iili`c3Sw. The :'I•i••'.•l i3•ES":3ts were l$ert•3axix•=el•. f•'£3' •` 

ai : vt t' t•vit'iw i.i n ;ts: l• ll <zse l LAN., R. asa LNA, 802.11 LAN, `Mtlt'a•, 

dialup ?Mil t.. first, €lute. files s .>h tiitai fre of 45. ariegzly€•N,;.scc.ond, thfkt t x:g f ks 

With total l si::c' d :26 df:26 rive.M b •%€ ≥ xfic•i an: , t:•c• t c v Atli. ici>al. sii of x ytes: Were 

dale adecl.. 

The results clmrly ilhistratz the potcnfiai W improv>c fbe perfbrm nce..'Of 9. n. exk- 

2: by using CMD for lagw filcs, Latenoy 10-A sthan:50% c ippand, to whoin 

de•-->ilo,ading in Gofvenfii3l al w 4 I.Ienc remits a ;;iui•ism in Tiblc: -: 

Table 14; . c-,',a ivc.LaU,,n ies 11or CBD €o.traditfenil. FIT 

Sii, OI TO. of Mks i r.•riz• tit 

30 l00.ast f 1.1 Dial up modem. 

.3. Arles (4Meg) .0,48 0:47 :0:46 L60 

5 HMO IWO 034 &32 
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In: t it lable:velaftve. latonc ios (thel fkn .meth. divided. bybc •'i.tc cy 

:for scouenti..at download) are nroswted. This method cm be:.extendtd. UsI o va•,c•d9 

£a xt l3ei t T P es e:u ta:F , larger € l?s and varimis ads method is d4cmiine an 

5 ;optimal :rm e, of TCP Comiectiovs, -which gives the- bestlaten cyOpening r••ir•. "a •.:'.P 

sool£eu enhances tivo.lstwcv= but this wuold also rltrod=• inore: ew   

overhPad. 

o:&rr ng to flo." 4; t f&(hct: ;fF-nrwovc the l0te•icy a :•ovol k •liliF ari•s•-level 

pr€ wc.ol, FSTP., is s cat ta. Jn: its p.rq* a TCP — lie£ in•6. is;-estabhs ,ed at.step 

100, l 't• P c?t t ,s•F cti :t titFt t crsf ftI. san an ..is iis•,at for setttt€t•. 

comamnd&. bnc:.EcrrC.ntl•: t ;Met • 00• or Sep tayp: :one. br •:t?:oro UDP socket 

Conn ti.C3£a a.m t?'P•tabhsh .c$l::W 302 t"o:eE3zl l-- dam €Es£t>S33fi•:-•t?.#1:. :••Z` corit istj i€I FT7, 

,,0iic,li is:t e t vr.vc.a d60i` WW Brett?•: 1 f6rirailst:;F•F•i£iz• data, TC.P s6cloets artW wd for boob 

the. eottetV, aftJ dAttt;haroncts:..At: s€t:p 304, the :l:mxe-M data t'it.c is £ranari•ittcd as data uriita,: 

1 ` as d a is its Ski p t of prlWia rmirl"M, size, as is vveM. l;'lliwn to, those of 9kilf in 

the ii£•t• S1t9Ce ll.F,)i dl'i".: k?i•t, llr:{3vFd% a, ri::ac'E:?zS: S:i3`sti.vLl.ot:., the '€t3 eggity of the data tF'iimfeF• 

ts .:Chftk0dAn t.bO applicat bn krvel a stq) 306, FSTl> Ot bo more .mlhlble 

*tO drk. idfrOlwc<,,re i,Frri — k€l;;` availa- ble ict the Intemot a,,, £:6tE)par d to when TCP was 

llO intrr.:iAix it, l'r h'ulinar"• Os• s 4 "•z` at F s l:t` ma •.. iii.: {aata .t ;E.la l st ttZala : ' 1 

•• a1i3;s•••'3.i•it>•.•. T•;iFFItF: l•£EL;': ,?G•.•ti. it •F.:i133c'i'"..isT •:F3:?'Fa•+Fiii •_;:•i'•.'i •T1,•a•SS •:•:••41$i'ib• 1t;'3Cl:i€•"i€'•;•.• 

td-cp1" oen moderns xid cably 11 od otel& hi th V►brnst c£igt:, F,S°,TP tiF'•E•fi•£.•" •l<• •fDtS• €•'•€ 

FTP, xsd in flllf• lira€ cFiae, €c ciiize'whb e Perin-leti" s ovm- bm. dbwid netWorks tl pieal: til,6 

trii,risfer ; pf,-ed-i:#t? i ₹ eon. One Z'iidtr of 500-80M. 

To btn. Wt F91Pi €he network an .P'I`P session 

?5 ariw explaince, atw cormpam-d to ,̀ the transp rt lad er x'W" 4dons: used in. ft pSTP prowcol, 

Tl> uses 1-wo .-FCF t:c?F?_F cations, one for and :t 0 

Other ono for 0-ke data itsalt: Basically, F l? porfit l: s not wale ed '  ri, the 

ssin 'ct?rrtFlF€G lea alit t •: °l'he job t3£ r"c?g € t ix ;a reRi sle Oetwsir t:•.tx••t •s• is.d•legated 

to the. trariskr la `t:r Protocol; ::i e. TCP:. TC-P etsum.  ic: inte, ty of`the .dada by. a•hea: kmg 

30 the: incoming ;pas ke%: and a*ing. the other side f6r re'transmission of did: 

e:rizrai#•r£•issa•: pa::l•.•>s. 

S T`P operates sig ifieantly diffbn ntly --froM FM Although. therc i. sti.l..a Tep. 

nawo k mie-cdon to send conunakn-d/)req=jts w the s ax Atli f thg data is tranaf. i 
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W00-PssWo PC.TXAWAA0,% 

pia. P packets. ••P: hem affords sip-€gulf: access to the Tat r.••• Protoc •l •I•°°} layer. 

Senidr1 dstaover I.I P :do heat::bind .ust : resf:rz l€1 i.; g €= € of.a .TC,'P : Q ono 's. 

sli ri; nc3e • € c ntre , ndber i•em-ft :1•.ming IMP ptd pts is that tie is . 

pr ee::ir g o. r catt ea•arpd to T P •:omne••:.ii:o owev•• since UDt' Drily pri va tes; a 

ata mn service, t e:necessar fanuippality fpr data. cons€stency:is;.pro i.ed ib..ario er 
le-vel. This. mskis norm in tW applicaii on iew-i (i.e::s by:FSTP ASCH) 16 a spntl 

Preferred em l dinscnt,, FST ,atta ir a z u:• qoe scq u re.o..gag -RUM er to: each :vacke€:: Or 

el%e£ t: Me;. der :F≥ 'I'' :receiv.es ail of the :data. :flack in. a StroaT .,.:t•:. cac1..: a •sr 

is c r 1pt <l c ei.: The vnis- n . n ce • MWi>c logged d iiriil• the. t•afer or 

10 iielemli aed after (tie: va1:£1si::r is t:oa:£1p tcd.. If is wid, fh'f FEISTP Client send. a req;AC fbf 
F Et1 a t1SrrA a ld? 3.. 0Ft.hC::.mJSsmg Pao.keu: back to the FST.P se'rvell The krV'errarieves A e 

ntissi : i? rt : 1f dx1 rile:l"rom i• l• it .€ disk r •,emoicy, and seat: tt ern ag,i n to xft tfient. 

Thi ; loon tl,nlil ; 4' dad.€i3.:€s co lifts--tel r imnsi`erm'd to fllMz t1ser, 

Gerd , it rtgni€ti • •sadkfes- at the t1xs•?,•II1.1Ta31 •••• ii;i 'M•£eed Can t cult irl lr;atiy of 
15- the po<. is g6ifing I t .[ . tr mm dµe €o a snnallm- vaa:again,.N-o 'bmidwidt1i :over i:crtai n: 

por.#611S ofti14 lrlterrce€ < nd,1 0,- al itlab lit•• o the Client .:<; t;tocess the 16CO x•i€ gd.tzt.••ra s. 

TO. nlgiit t4ib. a xe o.n3 '3`v small perec M alge o ,;iact-' t 10"'s, an inter-packot' 'tr<3.;3mnis,ii:on 

delay can be. ' adi div to A£;Si.1£1£ ≥.i?is delay 1` - ails :in a g€c:,$.Wr packet rvcep6on :,,Uc4es>s rate 

(with respect' to the nvlizher of packets .it wi€s i€3 ieWdr £eqLt?rod 

20 rett 9s133iuions, Ber";uge the tt:xafnliliation Of rexiei ml pa kets, gezlerat:£sm .of a 

Tt"r1srf?ission Tc i;3v i arid of these F'c''glw-sl by the semer takes of hnea th.e 

Perceiver la?€enoy to =he user " rill Icti-mi l ' be less with. the use. of the appa+: rpig. te. inter 
p kc8 ti 1 Y.1 isu€L`t1 delay :tt1r r<r- she ;seal ?<:c< e€ sim .At,.iapivte inter-puket. 

MiTISITASSion liming ulmnevwtl <W-.0 Work WM.: •irlii•o e•eeMa••e •ett3=txr•€ •a•€e;. 

25: To optimize between the idni a£1ci the: waver, FS P o n, f6.r tma €P44 

d:ond t' a bric.t :cu Whore the attt'mpt s ₹tirow its Lomeefion With tTIV .PAC LS. 

destined for the eflcat fiv a short time intt-ival (.wens ..l s md). The client et?£1nts: the 
nw,nbr of packi0s...i€ rmMikei out of € ?o total uld" with :€te. neted transm. ission time .f€ om 

ties 1 ex,.:oale.tr et art a;t1pt'•:.=i?•'•€*Aeiayr F%6r oxam$b i the servu acea•s lQ€•€3 Isaeke€ 

in one second and die dents receivcs IM we can •calim that if we tranaxnit a; pa et 

t: x 1€ 1xS, e sit nld:fie abbe<t 1. n i€ i a a it p3 zckevre epoll.suc le"s, 

Tl3e pi°eseotly   ions a. FS' ltie u i rzi... ase: FSTP 

'Ll.ierat ol?etr•'1• a TAP c.,• y1?^• t:i`1? ••=il€7 tuts' skr•er ≥ r̀sr e••ixa:£•in• eeatlaaz•••. Tie Ct'f:Gr£t 
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receives a list of files old their respectivo4im, ' lie pa4et size is dhosenby the -m.er...a d. 

this: select.ton:is forwarded to the-server... The server beg* the 

s£icii aket of € lieeied e to €. lit.- After the test; leasle€ect, tl?. 

seme sends: €he fient a Mcssage ndicating the tats trans issfon €:, for th test and.. the 

r€iiiirlier of packets, trans.inined dum t- the. tom. `Else, i0i mi. ca:.ulat :.W: pprpbriaw. into- 

pa..ekei trantm ss 01i time aad sets thiss r <t:isri fission rlda.y on the serosm Teh. clieift.sends. 

" l"; D" command by sperir" it Ala: n?mze of theMew.  3.takin noteso.f. tie 

:1:'s<e :6.0nr: tlaiv..ry . sisF ae€tires fr.e.liht£r. 

301,11 OIC eti t :aad.heo. &• ve,, can. caic flag fate nu-Mbor.o Wes Tier"m Aary f.. (tic 

fit) packets' seauenee:Ilumber&:or t<ws-, It is fbr the CiieAt to talctilat& this a$ well,. 

sty it will;:pro erly:handle'e??k fom iat Of tl?e;.re"Ceiv, a carets zvi iou tch-: s £'rer havi hg. to 

explicitly s!c•3Att:a description. of -for tai: This is Possible becau c thy: 6-lgarit.ohd seer 

tise::14,4 QAII.c program Ifluni.£y €o I-f<uidl - tag atuli :i M M;c <•.n•.e.'r sends the file: 06 a ste.lii 

t7.f tq',P Con tun th file 2'fatne and vig 2Tiad,,t• of bymt tq lftdii•-sae the 

is 1.:3tie;i?n C?f't...0 data in i>.e l?ll=^. :3t.tr.:rYtcLl.t:?ds with two;: ove>tAwii asst bu asecl;*cli gs:••r•.::r 

the SEx;«1m 3:3f tJDF' pw.hm 3.u3& C:i^fdf>d> the cfiZ.nt 4C.£ u:aF 9 ,tfs. S3fTntari.^R3:i&v£a"•lPu-d 

l;<.v:ke,w and send,, tttein in a ri:•t1'3n. . tlissio  to tbl3t• se''fvw; tile ser-"er TetY'<3:isni ;i1.tS'.the 

refl'ucsted packets in tt): s;?nie .fb. n of x,,, the i n.'g,>..wt and'tbiF reininsmisslom 

Coitt:tttt4a 4.41itit the ;•ck ks acv £•:•ii'•Gi. If2 A>i,tL?oiat tht 400n,€3`,,•.t•"e, packetsy: -the 

10: eliac swri capability of •u'DP p.s?tio co mu be used' h mitten ciperfrnental sys'te€t) 

at'tr;.inp to C". t:i3bl,.Oi an. da-w Trig. in, paeke% .per -,,.eOi:ud (f6 A. :O "tf 

pnekt siz. ) and tra Smits flhi e data troili a szfinglg Server to the eient. 

s r• . 1, ern. ttiz•w txtLt}ts•f would -t>e ka, the sorer :tip add t its .rate aad pactket size in. 

responso tfj the, clie£tt. T ,,,• Pack ,:t Aze is t;26ily a usuz l and €s €?..ten 'Opti'£riaal.:at' i;ear the 

2'' •. annnw-r; ae neal size:of lily of tt:₹?•: intro :"ing €iebkorks a ti•ia t i•••ale3:tr.:;•°e•:se' 

srs•e to destination. For ex jP•e, bxs• :cl on ail e••eri£ri•i?va. to date a packet site of :l . 3t0' 

bytes .has t?e.cn found to l?e near optimal. In :tdd-Won the.inla.,packvt tt:ansmisdon :delay. 

€weir: be adapted :usift a. sibi sle feedba .C.Ob l it?e>euing- or decreasing: the: rate 

depending ' on th ;rate`€ " aekd6 rwoql: It for ex:ampit. €f only • /0" of tie Packets mere 

3€l being dcllvefed the st-njor eawt•. -O tk- back. it.^ irmiIst;t eon of packets the network 

until A desirable ncePfiou ra"te it O'Chieved, 

To test the P rfmill nee :of FOP -aftd it: €h.. that of FTP, some 

Orel . iminwy Measutnr ?tints Wercperfo t ed - `11-n-m ypes of machines: and. it:etor . 
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WOOPssWo ms's: ['A60000,46 

is v rti Fib ` were chmen. ̀ ' 4zMM file wad do i # F af• j :'FT.P and €1 p lid F T . 

`fie time: ulkan f..br earh:sf:awnfoad. wa.s. rocordcA x ttl oompaF ... Fm a floe. results Of the" 

tts% when a 1.5.00-  to fT' ={b^lc t-size. s.ustted vvit'F : S•F-_P •a•is:furs tl  

=i% ' the. ₹ref :li:me „anE-;•: from appoiximately the same as. FT.P :taznos td:.nitie.: tiFta 8. 

f ter: `i'ht : FtioSt tat ly bE tlac. l 1 F• f^ s;. s: a t l . tt ci s 1e33g••: ent 

for each Packet and are. therefore, ti.o: botind by .rc untl -#rip Prop tion delay.. ovm tlxv" 

TP does hot: imorove th. 6 : tency Ftetwi•r.. The otz'avF• fiGt%iler:F•et• f•nx €•:: #c.st is, #that f`.S 

when: used in a Ww• bmid i3 tli. #1B:mlork 0011motion (04,; dial tip modmi). ThiK is not 

%jr sin ,v because. -81"•.:in, basically?  dosigoW based. owt :ass' um #,.on of e•:pI itiog the 

l€l large: w0bb1c bandwidth (wh:oxa :is e.'cagfly .€ : ortctan•_Dnk OfFTr ' thai U5.69 TCP ibr 

transkrri## i date.. So FST P p6rlbrms best': Cote •re• t... F"fT? xi tF•:e. •3e t••: 

(Pittrtt and Sce..m0 :cam= Wns3t'ded vla a $cis' .i#iti.met ist`, veic'tiony with. a Telativti9. g $ - . ,•r. T 

.(r'pugd trip .zro). °Y ably 2 shows. the.:ex'era e €ra nd.'or Fim s .ft r FIT wdi FSTP rneasored.i 

is 

T ablo r' 1.:; wIci s for FIT '."r,zl .t STS (second"s) 

.lyFle siv  

J5 Meg) 1.92: 35 .21 19: 

2 

F ;: F • •o ' sam stoat ns, running silt:#pis.`' &. ) x• d 5Ji ` hdy mere coy ll t 'gib a. 

bid .- s-Po d cor'.11m on, The 1m:3stF#°exT:lm.is %IFS mpo: •d. 5: tin:es; . tlarin. a weekda 

25.. aftemoon., when the: FlF£#i.iFi:Fies wore :bitsy rofolfiw otheir rah ses `and teas: Internot'ivas 
:.: 

b•:.#.F3,••"• used •;r 3tiSirF•u:i3 F3#FCl 3aL•cl•.Ft11k:'F3•Er5s Three € ]## i:"eFvI#t. •3`.•FtAIt a sF;••4a•s ti'e'#e 3.isG`•Ed., 500;. 

a'DOC and 108. 

The. Mahod dls Posed in the uAA a TCP oorneotiozi for the 

wilt i•f s i16tai elv doe lk) tho ime it - .k6ility of the TCP diannei this is. 

a : admit eoUS its nlany cl=ullt_•t<tnces:%t:•hoiild beootWi HAI the MIMI chamel need .only 

be;• biesfa•ti•••Ftt cha•Friel •tF•l efi,,.• tit •bs•litt•:iy::•i tip •r•efit• df a T€••' e•ssr•n•l.. 
etlib.0 

di01erFt of tla .resOntin • tiQu us a co s<tiortf:c pt•toeral -for: ef•xF#rot:. 

channel ind. €be. Wander clizi#- id Th€s embia'iiina-nt takte advimiAge of.the Jack of 
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i• er a• to tm•ini iz, fo to the. c.onuo cfl{,iinel. As.sV.n is am•_c. at €i3•:T•E•I'k•f. 

or erred sog tents is prepared and sent out rater a comeet 011106s chwincl 

prcfenably:.wing VDP. U rec:ci t`z?.i- the. mAraftsmiss ors list 

:segmem .-*Om the Orr €: 

Segment List ..l hey t•:a•"& Vrav• inW. s•:g.ments.. do not err"v• :c••••I1 or. -.off: 

€v.':it: ill,. s irz•s5zaai,t• €•< i.11 I c -r.itd a„> tide pr.siil 

izondrIm.. until all the segawn. ts:itan at ved, 

13: Althou$hgood results bm been ai_:tiitawd usiti , M (4p, to €3€ %).1: 411 Mom 

i3 3ciit6 eiT3'it " :can lac '(•( i?.e 'on S P •?•w3•i?:d., t•'#€•••)t?• aaffbed:u the•5`s d •d'••'fL%e.p S 

e,rnb eimeO with tt.FSTPI 

•`C?tome# 3. ; E?..' 3; tl? ifs ?Xzt₹. it4i• isS2#t?••zF an iic im-c even A. igher •spe'd 

of FS P im umiely CBD-t S P, .is sh>3wu Uider. 

1 . ti tS Str11 ted `C i • 1.i`E?., ?lA£ E?A ? i?:.?•"€€ >Ei'i• €L`f':^ I ^tl X 14 i>?A€f'L f6' .E 6' ii G: t 4 ,tilt- - dcd 

to € e c:lient 24 seamle, 3sl over FS'FP coazmai€.om:, A file ;o be downioaded is 

,split :1p't 3 .e i i : 3",.ice tA.:C; : clustersq at 's eas 1,00, i.S de,-mbed b Ve, Eaoh ctFl•i':porIWI IS.thon 

j3 £ •) i ill ft C'111 (:a• :[' i t'. •ttN ? kt h. •'1?k?•II a L£ fu—  attempts to ••[?wddiad, the .MOO 

r i atlel> Orconcurre.stt, F i v :: fiEa<w;tai i?w are eatablisAi•ed, at: stp 404, As &i ,- gibed ab•)vt.l 

t3 a 'f't P sc,Aet •eo3'ni9nedid- is :estgbliAed •-vl.tit C.,x i :,e;.x e-, and UDW 96 ket• OWwct ous are 

for: the. -data, transmissit?ii. At step, 41  thw, se-p-ncs udd ita file ii.msnt itt;•- 

y atwgm ns in pa r,001. frbm eat h :SeMu to tie oliteix-•, •t he of cht• s •'do* After tthi. •tz••••;••1j•?aj.d 

is per : .tilt' fn's/n'r,"Ine l."s wil 4 ie Client •• iaZiE_ teh ia•. v. rcrsegSiM&Qd ai ",,,uq) `.X11 t '. 

rccvwsti ztil% tl°ie'On."g ;tal "JI&:A Check is wade :ot zk ;sm,i gP avid: Cxm,,iru ? packets at.: step 41:x;. 

kind tr:ir:"miss:ion of iy eved padkecs ts.iquezzul at stq 416, 

In tli.is :,•twig:-, FSTP is Used within he. C:BD amhifttuxe,'lets is.. a M' nPlre 

extens. ion and illu:it.r tes the use of FS`rt} . th.Al cool cuff. nt slommiacd envikoftment M 

explFeted, :uric. -ails trwsf.bi del, is m• Loved 3•' €li either i vtx.   

To. iiif`•C?npi!r a'te FS V`P•  €- to the,  +t_ BD paradigm, ::[1me modifications ara. applied to 

FSTR ThefollowinG. fe iti xe: t }ice? 4• are ail ed z i TP.<: An. additiona °ieId is added .Ia 

the FSTP header ;A hi,i; -f?Ia .represonts the tale ..90!11A ortW.,   : to  W-hic. t that: packed is 

1`ielded: 

1. 
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Since in the: CBD gpta•: cl•: dli•• Client •stal?• • •e:•.; • •.1••1•••:ci• •t. Comec. 

alti l • Inc v is is ii °i :-ol•--zi• d: u• .t•iRds. ; c8 three : s rtspc nsI le for 

maintaining Gi 11I1 Cti X31 tpaQng :55eTVer. 

After the gli nt sorts each •?a?••f?:•••• :••:. •:••d• il•••p compon•a•€• seq ential•y 

t. :cr'atc he::ori final f3lt, 

Initial tests: W011 C.BD-FST1 sittm'-s :an Owl faster do%t cad*ii ' 0 Compmil.lo 

sin ::F l et :inary:€e t.r c1 r • t)-- STl?'•.Onn•ctioi:3 try 'iBlt•rla fit.:C.dg a•B r 

Remus S .Cwmd* and EdmoWm 'll Cana • 4.' rn •• inolm. %MD Canada, demonstrate 

the rtxatll licatl C Opeedup of bolt €eohnigix . `fbe•s• resatits a Mustrr:t• %• `€` •tale 3. 

(40 t%4:eg) 4 122 198 872: 

X,dovel 3o1M l?;Ilhl'f£ag1 F'E.i.`.£i odp .3ammlY' 'DFT, can also be Fmpleme"•at (' in the 

0 gatern of th o present" 13Ivertfio n. DF'1' ulilin, ; a intw;;tT;;G:diaalk tier. pr,,),rxSs': €O"moftfi:mde the 

ocic.£'}i.t?'t10ffile'servers <'3..itl t43 £r..w1ntsi. ̀ s ;il" 'i~<r Status, tho itnl .L' i1.ctata .53n of 

ivs .l. czxlh m< A,,elr Ims s.:.ata or foes,- he {_ ogree to whcih a:server 

provides com,.ent is bwefl on rnmsi3n'i i? ;mts nu- de by the €:.l€om:... `•10 chent yombes omb 
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Under the Pa.erwork Reduction Act of 1995, no 

PTO/SB/22 (03-13) 
Approved for use through 3/31/2013. OMB 0651 -0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
ersons are re- uired to res.ond to a collection of information unless it dis.la s a valid OMB control number. 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
Docket Number (Optional) 

104093-0002-105 

Application Number 13/371,363 Filed February 10, 2012 

For 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

Art Unit 2492 I Examiner M. W. Chao 

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application. 

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

Fee Small Entity Fee Micro Entity Fee 

x One month (37 CFR 1.17(a)(1)) $200 $100 

❑ Two months (37 CFR 1.17(a)(2)) $600 $300 

  Three months (37 CFR 1.17(a)(3)) $1,400 $700 

Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 

❑ Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 

❑ Applicant asserts small entity status. See 37 CFR 1.27. 

❑ Applicant certifies micro entity status. See 37 CFR 1.29. 
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted 

  A check in the amount of the fee is enclosed. 

❑ Payment by credit card. Form PTO-2038 is attached. 

$50 $ 200.00 

$150 $ 

$350 $ 

$550 $ 

$750 $ 

previously. 

to a Deposit Account. 

required, or credit any overpayment, to 

should not be included on this form. Provide credit 

3.73(b) statement is enclosed (Form PTO/SB/96). 

x The Director has already been authorized to charge fees in this application 

X The Director is hereby authorized to charge any fees which may be 

Deposit Account Number 18-1945 

X Payment made via EFS-Web. 

WARNING: Information on this form may become public. Credit card information 
card information and authorization on PTO-2038. 

I am the 

applicant/inventor. 

  assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 

x attorney or agent of record. Registration number 70,069 

attorney or agent acting under 37 CFR 1.34. Registration number 

/Christopher J. Han/ October 27, 2015 
Signature Date 

Christopher J. Han (617) 951-7000 
Typed or printed name 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 

Telephone Number 

for signature requirements and certifications. Submit 
multiple forms if more than one signature is required, see below'. 

X . Total of  1  forms are submitted. 

53813918_1 
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Electronic Acknowledgement Receipt 
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Confirmation Number: 7984 
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SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 27-OCT-2015 
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RAM confirmation Number 944 

Deposit Account 181945 

Authorized User HAN, CHRISTOPHER 
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Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Document 

Number 
Document Description File Name 

File Size(Bytes)/ 
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Multi 

Part /.zip 

Pages 

(if appl.) 

1 Foreign Reference EP2309700.pdf 

15846871 

no 14 

c635d76f2444cefbIM3eb341 d94cb920bO 
902,1 

Warnings: 

Information: 

2 Foreign Reference 

JP2005244379_with_Eng_Abst 

ract_and_machine_translation 

pdf 

4239700 

no 23 

aa1SWUM] 53212dd78f855a5884ef03f5 
69dc 

Warnings: 

Information: 

3 Foreign Reference WO200154370.pdf 

9398333 

no 33 

d9f6b5642d28e6906be475efb46c82113a61 
2x30 

Warnings: 

Information: 

4 Non Patent Literature 
Goodson—Efficient—consistency no 
_for_erasure_coded_data.pdf 

10454415 

25 

a8586c86a7a676a11<Oc66126fOd13e09f59 
ald5 

Warnings: 

Information: 

5 Non Patent Literature 

Long—Swift- 

RAID_A_Distributed_RAID_Syst 

em.pdf 

22433782 

no 20 
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bbf0 

Warnings: 

Information: 

6 Information Disclosure Statement (IDS) 

Form (SB08) 
104093_0002_105_SBO8.pdf 

160106 

no 2 

1Bdf1693a4e652956644c2ef3d5a1c930cb 
1627 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

7 Transmittal Letter 
104093_0002_105_IDS Transm 

ittal.pdf 

83344 

no 2 
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a1421 

Warnings: 

Information: 
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8 104093_0002_105_Amendmen 

t.pdf 

135081 

es yes 10 

3d45c 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Claims 2 8 

Applicant Arguments/Remarks Made in an Amendment 9 10 

Warnings: 

Information: 

75047 

9 Extension of Time 104093_0002_105_EOT.pdf no 1 
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Warnings: 

Information: 

34094 

10 Fee Worksheet (SB06) fee-info.pdf no 2 

483f4ae4333e62d 1727707601 cee7dd 17 
9e451 
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Total Files Size ( in bytes): 62860773 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New-App Iications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Filer: Christopher Jinhyun Han/Paula Derby 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Claims in Excess of 20 1202 9 80 720 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Extension - 1 month with $ 0 paid 1251 1 200 200 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 1100 
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Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

REMARKS 

Docket No.: 104093-0002-105 

Claims 1-27 are pending in this application. Independent claims 1, 10, and 19 stand rejected 

under 35 U.S.C. § 103 as being allegedly obvious in view of Krawczyk, Secret Sharing Made Short 

("SSMS"), Krawczyk Distributed Fingerprints and Secure Information Dispersal ("DFSID"), and 

in combination with one of the following: U.S. Patent No. 6,557,123 ("Wiencko"), Buckhard Disk 

Array Storage System Reliability (` Buckhard"), Xu Highly Available Distributed Storage Systems 

("Xu"), or Swift RAID: A Distributed RAID System ("Swift"). In the alternative, independent 

claims 1, 10, and 19 stand rejected under 35 U.S.C. § 103 as being allegedly obvious in view of 

Wells The OceanStore Archive: Goals, Structures, and Self-Repair in combination with one of 

Wiencko or Xu. 

In order to expedite prosecution, and without concurring in the rejections, Applicants have 

amended independent claims 1, 10, and 19 to clarify the claimed subject matter. Dependent claims 

9 and 18 are amended to conform to amended independent claims 1, 10, and 19. New claims 28-36 

are added. The amendments and new claims do not add new matter and are fully supported by the 

original application. Applicants traverse the rejections and request reconsideration and withdrawal 

of the same in light of the following remarks. 

Summary of Examiner Interview 

The undersigned wishes to thank Examiner Chao for the courtesies extended during the in-

person interview conducted on October 15, 2015. During the interview, the Examiner and the 

undersigned discussed the rejections under § 103 and the amendments made herein in this reply. 

The Examiner agreed that the amended claims are patentable over the art of record (for example, the 

art of record does not teach or suggest shares that have different amounts of data from an encrypted 

data set, as claimed). Accordingly, Applicants respectfully request reconsideration and withdrawal 

of the rejections under § 103 of the independent claims 1, 10, and 19 and all claims that depend 

thereon. 

9 
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Application No. 13/371,363 
Amendment dated October 27, 2015 
Reply to Office Action of July 1, 2015 

Conclusion 

Docket No.: 104093-0002-105 

In view of the foregoing, Applicants believe the pending application is in condition for 

allowance. 

Applicants believe no fee is due with this response other than as indicated on the Fee 

Transmittal submitted concurrently herewith. However, if a fee is due, please charge our Deposit 

Account No. 18-1945, under Order No. 104093-0002-105 from which the undersigned is authorized 

to draw. 

Dated: October 27, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

10 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. OMB 0651 -0032 

U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD 
Substitute for Form PTO-875 

Application or Docket Number 

13/371,363 
Filing Date 

02/10/2012 ❑ To be Mailed 

APPLICATION AS FILED — PART 

(Column 1) (Column 2) 

❑ SMALL ❑ MICRO ENTITY: // LARGE 

I 

FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) 

■ BASIC FEE 
(37 CFR 1.16(a), ( b), or (c)) 

N/A 
_ 

N/A N/A 

■ SEARCH FEE 
(37 CFR 1.16(k), ( i), or ( m)) 

N/A 
_ 

N/A N/A 

■ EXAMINATION FEE 
(37 CFR 1.16(o), ( p), or (q)) 

N/A N/A N/A 

TOTAL CLAIMS 
(37 CFR 1.16(1)) minus 20 = X $ _ 

INDEPENDENT CLAIMS 
(37 CFR 1,16(h)) minus 3 = X $ _ 

APPLICATION SIZE FEE 
(37 CFR 1.16(s)) 

If the specification and drawings exceed 100 sheets 

of paper, the application size fee due is $310 ($155 

for small entity) for each additional 50 sheets or 

fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 

CFR 1.16(s). 

■ 

❑ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED — PART II 

(Column 1) (Column 2) (Column 3) 

A
M
E
N
D
M
E
N
T
 10/27/2015 

CLAIMS 
REMAINING 
AFTER 
AMENDMENT 

HIGHEST 
NUMBER 
PREVIOUSLY 
PAID FOR 

PRESENT EXTRA RATE ($) ADDITIONAL FEE ($) 

Total (37 CFR 36 Minus r -- 27 = 9 x $80 = 720 
Independent 
(37 CFR 1.16(h)) 

3 Minus ***3 = 0 x $420 = 0 

❑ Application Size Fee (37 CFR 1.16(s)) ■ 

❑ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

(Column 1) (Column 2) (Column 3) 

TOTAL ADD'L FEE 720 

A
M
E
N
D
M
E
N
T
 

CLAIMS 
REMAINING 
AFTER 

AMENDMENT 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

PRESENT EXTRA 

the appropriate 

RATE ($) ADDITIONAL FEE ($) 

Total (37 CFR 
1.16(i)) 

Minus ** = x $ 
Independent 
(37 CFR 1.16(h)) 

* Minus *** 
_ 

— x $ - 

❑ Application Size Fee (37 CFR 1.16(s)) 

❑ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 

If the " Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter W. 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in 

TOTAL ADDT FEE 

LIE 
/VEN ESSA JONES/ 

box in column 1. 

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
O'Hare et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: T. K. Kim 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement is filed more than three months after the U.S. filing 

date, AND after the mailing date of the first Office Action on the merits, but before the mailing 

date of any of a Final Office Action, a Notice of Allowance (37 C.F.R. § 1.97(c)) or an action that 

otherwise closes prosecution in the application. 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted copies of U.S. 

patents and U.S. patent applications. 

54258611_1 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. § 

1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Deposit Account No. 18-1945 in the amount of $ 180.00 covering the fee 

set forth in 37 C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the 

fees filed, asserted to be filed or which should have been filed herewith (or with any paper hereafter 

filed in this application by this firm) to our Deposit Account No. 18-1945, under Order No. 104093-

0002-105. 

Dated: December 4, 2015 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 
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Electronic Acknowledgement Receipt 

EFSID: 24261924 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 04-DEC-2015 

Filing Date: 10-FEB-2012 

Time Stamp: 11:37:10 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 8906 

Deposit Account 181945 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 
Information Disclosure Statement (IDS) 

Form (SB08) 
104093_0002_105_SB08.pdf 

99634 

no 2 

f02d6ad4951 cee62192d60763e1 a512c142 
a838f 

Warnings: 

Information: 

This is not an LISPTO supplied IDS fillable form 

2 Transmittal Letter 
104093_0002_105_IDS Transm 

ittal.pdf 

83083 

no 2 

7ecbc41 d374f42d998524e0165a8c613fdc0 
1078 

Warnings: 

Information: 

3 Fee Worksheet (SB06) fee-info.pdf 

30788 

no 2 

3e9f7354cO89caa0ce0a4bbaffe6fca10228f 
Ob8 

Warnings: 

Information: 

Total Files Size (in bytes): 213505 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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PTO/SB/08a (07-09) 
Approved for use through 07/31/2016. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 131371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

US-2003/0110188-A1 06-12-2003 Howard et al. 
US-20040193878-A1 09-30-2004 Dillinger et al. 
US-20050210243-A1 09-22-2005 Archard et al. 
US-2006/0090200-A1 04-27-2006 Oie 
US-20060075225-A1 04-06-2006 Flynn et al. 
US-2010/0191958-A1 07-29-2010 Chen 
US-4,802,220 01-31-1989 Marker, Jr. 
US-6,078,888 06-20-2000 Johnson, Jr. 
US-6,898,285 05-24-2005 Hutchings et al. 
US-6,981,141 12-27-2005 Mahne et al. 
US-7,039,189 05-02-2006 Kienzle et al. 
US-7,076,651 07-11-2006 Droge 
US-7,346,773 03-18-2008 Cam-Winget et al. 
US-7,464,152 12-09-2008 Ishizaki et al. 
US-7,548,556 06-16-2009 Wittenschlaeger 
US-7,584,285 09-01-2009 Hudson et al. 
US-7,609,687 10-27-2009 Kobayashi et al. 
US-7,940,932 05-10-2011 Paksoy et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 

Or Relevant Figures A ppear 

Te 

Country Code'Number"XindCode5(ifknown) 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those applications) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). ' See Kinds Codes of USPTO Patent Documents at :::v..•.::; . c. ;;_.•_ or MPEP 901.04. ' Enter Office that issued the document, by the 
two-letter code (WIPO Standard ST.3). " For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the 
patent document. 5Kind of document by the appropriate symbols as indicated on the document under WIPO Standard STA6 if possible. 6Applicant is to place a check 
mark here if English language Translation is attached. 

54258316_1 
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Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 

Initials* 

Cite 

No.' 

Document Number Publication Date 

MM-DD-YYYY 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, Where 

Relevant Passages or Relevant 
Figures Appear 

2 (ifknown) 
Number-Kind Code 

US-7,983,994 07-19-2011 Hurry 
US-8,112,622 02-07-2012 Qi 
US-8,135,980 03-13-2012 Dodgson et al. 
US-8,190,905 05-29-2012 Chang et al. 
US-8,213,387 07-03-2012 Xia et al. 
US-8,397,083 03-12-2013 Sussland et al. 
US-8,473,757 06-25-2013 Gladstone et al. 
US-8,635,456 01-21-2014 Fascenda 
US-8,755,322 06-17-2014 Miettinen et al. 
US-8,761,401 06-24-2014 Sprunk et al. 
US-8,959,199 02-17-2015 Peleg et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 

Or Relevant Figures A ppear 

Te 

Country Code3"Number°"Kind Code 5(lfknown) 

Examiner Date 
Signature Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2See Kinds Codes of USPTO Patent Documents at ::w.;.sac:.•--,cv or MPEP 901.04. 3 Enter Office that issued the document, by the 
two-letter code (WIPO Standard ST.3). " For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the 
patent document. 5Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6Applicant is to place a check 
mark here if English language Translation is attached. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Filer: Christopher Jinhyun Han/Paula Derby 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Extension-of-Time: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Miscellaneous: 

Submission- Information Disclosure Stmt 1806 1 180 180 

Total in USD ($) 180 
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Index of Claims 

Application/Control No. 

13371363 

Applicant(s)/Patent Under 
Reexamination 

O'HARE ET AL. 

Examiner 

TAE KIM 

Art Unit 

2492 

✓ Rejected 

- Allowed 

- Cancelled 

- Restricted 

N Non-Elected 

I Interference 

A Appeal 

O Objected 

►3 Claims renumbered in the same order as presented by applicant ■ CPA ■ T. D. ■ R.1.47 

CLAIM DATE 

Final Original 05/02/2012 07/16/2012 03/12/2013 09/06/2013 10/03/2014 12/14/2015 

1 ✓ ✓ ✓ ✓ ✓ _ 

2 ✓ ✓ ✓ ✓ ✓ _ 

3 ✓ ✓ ✓ ✓ ✓ _ 

4 ✓ ✓ ✓ ✓ ✓ _ 

5 ✓ ✓ ✓ ✓ ✓ _ 

6 ✓ ✓ ✓ ✓ ✓ _ 

7 ✓ ✓ ✓ ✓ ✓ _ 

8 ✓ ✓ ✓ ✓ ✓ _ 

9 ✓ ✓ ✓ ✓ ✓ _ 

10 ✓ ✓ ✓ ✓ ✓ _ 

11 ✓ ✓ ✓ ✓ ✓ _ 

12 ✓ ✓ ✓ ✓ ✓ _ 

13 ✓ ✓ ✓ ✓ ✓ _ 

14 ✓ ✓ ✓ ✓ ✓ _ 

15 ✓ ✓ ✓ ✓ ✓ _ 

16 ✓ ✓ ✓ ✓ ✓ 

17 ✓ ✓ ✓ ✓ ✓ _ 

18 ✓ ✓ ✓ ✓ ✓ _ 

19 ✓ ✓ ✓ ✓ ✓ _ 

20 ✓ ✓ ✓ ✓ ✓ _ 

21 ✓ ✓ ✓ ✓ ✓ _ 

22 ✓ ✓ ✓ ✓ ✓ 
- 

23 ✓ ✓ ✓ ✓ ✓ 
- 

24 ✓ ✓ ✓ ✓ ✓ 
- 

25 ✓ ✓ ✓ ✓ ✓ 
- 

26 ✓ ✓ ✓ ✓ ✓ 
- 

27 ✓ ✓ ✓ ✓ ✓ 
- 

28 = 

29 - 

30 = 

31 = 

32 = 

33 = 

34 = 

35 = 

36 = 

U.S. Patent and Trademark Office Part of Paper No.: 20151211 
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UNITED STA 1'ES PA 1'ENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.go 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

1473 7590 01/14/2016 

ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

EXAMINER 

KIM, TAE K 

ART UNIT PAPER NUMBER 

2492 

DATE MAILED: 01/14/2016 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 Mark S. O'Hare 104093-0002-105 

TITLE OF INVENTION: SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

7984 

APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE I DATE DUE 

nonprovisional UNDISCOUNTED $960 $0 $0 $960 04/14/2016 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
,STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

or Fax (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

1473 7590 

ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

01/14/2016 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 Mark S. O'Hare 104093-0002-105 

TITLE OF INVENTION: SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA 

7984 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $960 $0 

EXAMINER ART UNIT CLASS-SUBCLASS 

KIM, TAE K 2492 726-030000 

$0 $960 04/14/2016 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

❑ Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

❑ "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

2. For printing on the patent front page, list 

(1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

1  

2  

3  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : ❑ Individual ❑ Corporation or other private group entity ❑ Government 

4a. The following fee(s) are submitted: 

❑ Issue Fee 

❑ Publication Fee (No small entity discount permitted) 

❑ Advance Order - # of Copies  

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above) 

❑ A check is enclosed. 

❑ Payment by credit card. Form PTO-2038 is attached. 

❑ The director is hereby authorized to charge the required fee(s), any deficiency, or credits any 
overpayment, to Deposit Account Number (enclose an extra copy of this form). 

5. Change in Entity Status (from status indicated above) 

❑ Applicant certifying micro entity status. See 37 CFR 1.29 

❑ Applicant asserting small entity status. See 37 CFR 1.27 

❑ Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature  

Typed or printed name  

Date  

Registration No.  

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 
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UNITED STA 1'hS PA 1'hNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.go 

APPLICATION NO. FILING DATE FIRST NAMED INVEN'T'OR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 

1473 7590 01/14/2016 

ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

Mark S. O'Hare 104093-0002-105 7984 

EXAMINER 

KIM, TAE K 

ART UNIT PAPER NUMBER 

2492 

DATE MAILED: 01/14/2016 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the 
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See 
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer 
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to 
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant 
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the 
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term 
adjustment) should follow the process outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200. 
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When OMB approves an agency 
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the OMB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid OMB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: ( 1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.0 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
13/371,363 
Examiner 
TAE KIM 

Applicant(s) 
O'HARE ET AL. 
Art Unit 
2492 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. ® This communication is responsive to October27, 2015. 

❑ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on  

2. ❑ An election was made by the applicant in response to a restriction requirement set forth during the interview on the restriction 

requirement and election have been incorporated into this action. 

3. ® The allowed claim(s) is/are 1-36. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 

Highway program at a participating intellectual property office for the corresponding application. For more information, please see 

Iltto:/!www.usoto.gov/patents;init eve nts% ph/index.jsp or send an inquiry to PPHfeedbackauspto.aov  . 

4. ❑ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) ❑ All b) ❑ Some 'c) ❑ None of the: 

1. ❑ Certified copies of the priority documents have been received. 

2. ❑ Certified copies of the priority documents have been received in Application No. 

3. ❑ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

Certified copies not received: 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. ❑ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

❑ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 
Paper No./Mail Date 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. ❑ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. ® Notice of References Cited ( PTO-892) 

2.2 Information Disclosure Statements ( PTO/SB/08), 
Paper No./Mail Date 10/27/15: 12/04/15  

3. ❑ Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. ❑ Interview Summary (PTO-413), 
Paper No./Mail Date 

5. ❑ Examiner's Amendment/Comment 

6. ® Examiner's Statement of Reasons for Allowance 

7. ❑ Other 

/TAE KIM/ 

Primary Examiner, Art Unit 2492 

U.S. Patent and Trademark Office 

PTOL-37 ( Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151211 
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Application/Control Number: 13/371,363 Page 2 

Art Unit: 2492 

The present application is being examined under the pre-AIA first to invent 

provisions. 

DETAILED ACTION 

This is in response to the Applicant's response filed on October 27, 2015. 

Claims 1, 10, and 19 are amended by the Applicant. Claims 28 — 26 are added. Claims 

1 — 36, where Claims 1, 10, and 19 are in independent form, are presented for 

examination. 

Information Disclosure Statement 

The information disclosure statements ( IDSs) submitted on October 27, 2015 and 

December 4, 2015 were filed before the mailing date of the current action. The 

submission is in compliance with the provisions of 37 CFR 1.97. Accordingly, the 

information disclosure statement is being considered by the examiner. 

Allowable Subject Matter 

Claims 1 — 36 allowed. 

The following is an examiner's statement of reasons for allowance: see Remarks, 

Pg. 9; shares that have different amounts of data from an encrypted data set. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Contacts 
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Application/Control Number: 13/371,363 Page 3 

Art Unit: 2492 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Tae K. Kim, whose telephone number is (571) 270-

1979. The examiner can normally be reached on Monday - Friday ( 10:00 AM - 6:30 PM 

EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Saleh Najjar, can be reached on (571) 272-4006. The fax phone number for 

submitting all Official communications is (703) 872-9306. The fax phone number for 

submitting informal communications such as drafts, proposed amendments, etc., may 

be faxed directly to the examiner at (571) 270-2979. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval ( PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at (866) 217-9197 (toll-free). 

/Tae K. Kim/ 

Tae K. Kim 
Primary Examiner, Art Unit 2492 
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Search Notes 

Application/Control No. 

13371363 

Applicant(s)/Patent Under 
Reexamination 

O'HARE ET AL. 

Examiner 

Tae Kim 

Art Unit 

2492 

CPC- SEARCHED 

Symbol Date Examiner 
H04L 67/108 4/25/2014 me 

G06F 11/1092 4/25/2014 me 

G06F21/ 6218, /606, /62, /602 12/14/2015 Tae Kim 

H04L9/08, /3226, /3263 12/14/2015 Tae Kim 

H04L63/04, /08, /0876, /0428 12/14/2015 Tae Kim 

CPC COMBINATION SETS - SEARCHED 

Svmbol Date Examiner 

US CLASSIFICATION SEARCHED 

Class Subclass Date Examiner 
726 26 5/4/2012 me 

SEARCH NOTES 

Search Notes Date Examiner 
Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search History 
Printout. 

5/4/2012 me 

Inventor name search in EAST 5/4/2012 me 

Assignee name search in EAST 5/4/2012 me 
google scholar searched "fountain OR erasure OR tornado OR LT OR 
raptor OR rateless code encrypted key hash OR fingerprint OR 
checksum" 

5/4/2012 me 

updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

7/16/2012 me 

google searched "shamir secret sharing" 3/12/2013 me 
updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

3/12/2013 me 

updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

7/17/2013 me 

updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

4/25/2014 me 

U.S. Patent and Trademark Office Part of Paper No.: 20151211 
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SEARCH NOTES 

Search Notes Date Examiner 
google searched "array coding" and "erasure OR error coding raid" 4/25/2014 me 
updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

10/3/2014 me 

google searched " RAID 0+1" " RAID storage randomize" 10/3/2014 me 
google searched "erasure-coding RAID" 6/11/2015 me 
updated Text search of USPAT, US PGPUB, EPO, IBM TDB. See Search 
History Printout. 

6/12/2015 me 

updated search 12/14/2015 Tae Kim 

INTERFERENCE SEARCH 

US Class/ 
CPC Symbol 

US Subclass / CPC Group Date Examiner 

726 26 (with claim terms) 10/3/2014 me 
G06F21/ 6218, 
/606, /62, /602 

12/14/2015 Tae Kim 

H04L9/08, 
/3226, /3263 

12/14/2015 Tae Kim 

H04L63/04, 
/08,/0876, 
/0428 

12/14/2015 Tae Kim 

U.S. Patent and Trademark Office Part of Paper No.: 20151211 
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13371363 - CAt: 2492 
Receilot date: 12/04/201 

PTO/SB/08a (07-09) 
Approved for use through 07/31/2016. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

US-2003/0110188-A1 06-12-2003 Howard et al. 
US-20040193878-A1 09-30-2004 Dillinger et al. 
US-20050210243-A1 09-22-2005 Archard et al. 
US-2006/0090200-A1 04-27-2006 Oie 
US-20060075225-A1 04-06-2006 Flynn et al. 
US-2010/0191958-A1 07-29-2010 Chen 
US-4,802,220 01-31-1989 Marker, Jr. 
US-6,078,888 06-20-2000 Johnson, Jr. 
US-6,898,285 05-24-2005 Hutchings et al. 
US-6,981,141 12-27-2005 Mahne et al. 
US-7,039,189 05-02-2006 Kienzle et al. 
US-7,076,651 07-11-2006 Droge 
US-7,346,773 03-18-2008 Cam-Winget et al. 
US-7,464,152 12-09-2008 Ishizaki et al. 
US-7,548,556 06-16-2009 Wittenschlaeger 
US-7,584,285 09-01-2009 Hudson et al. 
US-7,609,687 10-27-2009 Kobayashi et al. 
US-7,940,932 05-10-2011 Paksoy et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

Te 

Country Code'Number"XindCode5(ifknown) 

Examiner Date 
Signature (T30 j/ Considered 12%11 /2016 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those applications) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). ' See Kinds Codes of USPTO Patent Documents at :::v..•.::; . c. ;;_.•_ or MPEP 901.04. ' Enter Office that issued the document, by the 
two-letter code (WIPO Standard ST.3). " For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the 
patent document. 5Kind of document by the appropriate symbols as indicated on the document under WIPO Standard STA6 if possible. 6Applicant is to place a check 
mark here if English language Translation is attached. 

54258316_1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /T,K./ 
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13371363 - CAt: 2492 
Receilot date: 12/04/201 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 
Filing Date February 10, 2012 
First Named Inventor Mark S. O'Hare 

Art unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 

Initials* 

Cite 

No.' 

Document Number Publication Date 

MM-DD-YYYY 

Name of Patentee or 

Applicant of Cited Document 

Pages, Columns, Lines, Where 

Relevant Passages or Relevant 
Figures Appear 

2 (ifknown) 
Number-Kind Code 

US-7,983,994 07-19-2011 Hurry 
US-8,112,622 02-07-2012 Qi 
US-8,135,980 03-13-2012 Dodgson et al. 
US-8,190,905 05-29-2012 Chang et al. 
US-8,213,387 07-03-2012 Xia et al. 
US-8,397,083 03-12-2013 Sussland et al. 
US-8,473,757 06-25-2013 Gladstone et al. 
US-8,635,456 01-21-2014 Fascenda 
US-8,755,322 06-17-2014 Miettinen et al. 
US-8,761,401 06-24-2014 Sprunk et al. 
US-8,959,199 02-17-2015 Peleg et al. 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 

Or Relevant Figures A ppear 

Te 

Country Code3"Number°"Kind Code 5(lfknown) 

Examiner 
Signature ae Kim/ . 

Date 
Considered 12;1 11,1201 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next to the 
Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's unique citation 
designation number (optional). 2See Kinds Codes of USPTO Patent Documents at ::w.;.sac:.•--,cv or MPEP 901.04. 3 Enter Office that issued the document, by the 
two-letter code (WIPO Standard ST.3). " For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the 
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Long et al., "Swift/RAID: A Distributed RAID System," Retrieved from the 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 
O'Hare et al. 

Application No.: 13/371,363 

Filed: February 10, 2012 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING 
AND STORING DATA 

Allowed: January 14, 2016 

Confirmation No.: 7984 

Art Unit: 2492 

Examiner: T. K. Kim 

INFORMATION DISCLOSURE STATEMENT (IDS) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Pursuant to 37 C.F.R. § 1.56, 1.97 and 1.98, the attention of the Patent and Trademark 

Office is hereby directed to the references listed on the attached PTO/SB/08. It is respectfully 

requested that the information be expressly considered during the prosecution of this application, 

and that the references be made of record therein and appear among the "References Cited" on any 

patent to issue therefrom. 

This Information Disclosure Statement is filed after the mailing date of a Notice of 

Allowance, but on or before payment of the Issue Fee (37 C.F.R. § 1.97(d)). Applicant(s) hereby 

petition(s) that the Information Disclosure Statement be considered. 

I hereby certify, pursuant to 37 C.F.R. § 1.97(e)(1), that each item of information contained 

in this Information Disclosure Statement was first cited in any communication from a foreign patent 

office in a counterpart foreign application not more than three months prior to the filing of this 

Information Disclosure Statement. 
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Application No.: 13/371,363 Docket No.: 104093-0002-105 

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), Applicant has not submitted a copy of the U.S. 

patent. 

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure Statement 

shall not be construed to mean that a search has been made or that no other material information as 

defined in 37 C.F.R. § 1.56(a) exists. In accordance with 37 C.F.R. § 1.97(h), the filing of this 

Information Disclosure Statement shall not be construed to be an admission that any patent, 

publication or other information referred to therein is "prior art" for this invention unless 

specifically designated as such. 

It is submitted that the Information Disclosure Statement is in compliance with 37 C.F.R. 

§ 1.98 and the Examiner is respectfully requested to consider the listed references. 

Please charge our Deposit Account No. 18-1945 in the amount of $ 180.00 covering the fee 

set forth in 37 C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the 

fees filed, asserted to be filed or which should have been filed herewith (or with any paper hereafter 

filed in this application by this firm) to our Deposit Account No. 18-1945, under Order No. 104093-

0002-105. 

Dated: January 19, 2016 Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
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Examiner Date 
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). z See Kinds Codes of USPTO 
Patent Documents at ovw.v.usoiac{oir or MPEP 901.04. ' Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese 
patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ' Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6Applicant is to place a check mark here if English language Translation is attached. 
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International Application Number: 

Confirmation Number: 7984 

Title of Invention• 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 
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Application Type: Utility under 35 USC 111(a) 

Payment information: 
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Payment Type Deposit Account 
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RAM confirmation Number 3519 

Deposit Account 181945 

Authorized User HAN, CHRISTOPHER 
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Part /.zip 

Pages 
(if appl.) 

1 Transmittal Letter 
104093_0002_105_IDS_Statem 

ent.pdf 

83326 

no 2 

e14a02767be681 bb3dd08aba4da3cf098c8 
416f4 

Warnings: 

Information: 

2 

Information Disclosure Statement (IDS) 
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This is not an USPTO supplied IDS Tillable form 
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Warnings: 
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Total Files Size (in bytes): 202514 
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Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
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date of the application. 

35 U.S.C. 371 
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of the International Application Number 
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National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
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New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application 
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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U. S. PATENT DOCUMENTS 
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Number-Kind Code 
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Patent Documents at ovw.v.usoiac.{oir or MPEP 901.04. ' Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese 
patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ' Kind of document by the appropriate 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

or Fax (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where 
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(Date) 
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726-030000 

$0 $960.00 04/14/2016 

1. Change of correspondence address or indication of "Fee 
Address" (37 CFR 1.363). 

Change of correspondence address (or Change of 
— Correspondence Address form PTO/SB/122) attached. 

"Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a 
Customer Number is required. 

2. For printing on the patent front page, list 

(1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

1 Ropes & Gray LLP 

2 

3 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed 
for recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Security First Corp. Rancho Santa Margarita, California 

Please check the appropriate assignee category or categories (will notbe printed on the patent) : El Individual •g Corporation or other private group entity L  Government 

4a. The following fee(s) are submitted: 

I X Issue Fee 

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above) 

A check is enclosed. 

Publication Fee (No small entity discount permitted) ❑ Payment by credit card. Form PTO-2038 is attached. 

71 Advance Order - # of Copies   ❑X The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number 18-1945 (enclose an extra copy of this form). 

5.  Change in Entity Status (from status indicated above) 

Applicant certifying micro entity status. See 37 CFR 1.29 

Applicant asserting small entity status. See 37 CFR 1.27 

Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee 
payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken to 
be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature 

Typed or printed name 

/Christopher J. Han/ Date February 4, 2016 

Christopher J. Han Registration No. 70,069 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

55198568_1 
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Electronic Acknowledgement Receipt 

EFSID: 24820533 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention• 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 04-FEB-2016 

Filing Date: 10-FEB-2012 

Time Stamp: 15:00:11 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $960 

RAM confirmation Number 1380 

Deposit Account 181945 

Authorized User HAN, CHRISTOPHER 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 Issue Fee Payment (PTO-85B) 
104093_0002p1d05_Issue_Fee. 

110077 

no 1 

64cb39da652a967fa3662cfb32f50b9dfe06 
41d0 

Warnings: 

Information: 

2 Fee Worksheet (SB06) fee-info.pdf 

30573 

no 2 

162d 1 b5cfK97c639e396389fa053df27fb21 
eld 

Warnings: 

Information: 

Total Files Size (in bytes): 140650 

This Acknowledgement Receipt evidences receipt 

characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35_ U.S.C. 371 

of the indicated documents, 

It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 

National-Stage of an International-Application under_ 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 

New International Application Filed with the_USPTO as a_Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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UNITED STA 1'hS PA 1'hNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.grn 

APPLICATION NO. FILING DATE FIRST NAMID INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 02/10/2012 

1473 7590 

ROPES & GRAY LLP 
PA 1'LNT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

02/04/2016 

Mark S. O'Hare 104093-0002-105 7984 

EXAMINER 

KIM, TAE K 

ART UNIT PAPER NUMBER 

2492 

NOTIFICATION DATE DELIVERY MODE 

02/04/2016 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

USPatentMail@ropesgray.com 
USPatentMail2@ropesgray.com 
pair_rg@firsttofile.com 

PTOL-90A (Rev. 04/07) 

EX1009, Page 1335



UNITED STATES DEPARTMENT OF COMMERCE 

U.S. Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 

APPLICATION N0./ FILING DATE FIRST NAMED INVENTOR / ATTORNEY DOCKET NO. 
CONTROL NO. PATENT IN REEXAMINATION 
13/371,363 10 February, 2012 O'HARE ET AL. 104093-0002-105 

EXAMINER 

ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

TAE KIM 

ART UNIT PAPER 

2492 20160128 

DATE MAILED: 

Please find below and/or attached an Office communication concerning this application or 
proceeding. 

Commissioner for Patents 

IDS submitted on January 19, 2016 has been considered. 

/TAE KIM/ 
Primary Examiner, Art Unit 2492 

PTO-90C ( Rev.04-03) 
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EAST Search History 

EAST Search History 

EAST Search History ( Prior Art) 

Ref Hits Search Query 

L1 2 "20030204605" 

D Bs Default 
Operator 
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US-PGPUB; USPAT; EPO; 
JPO 

OR ON 

Time Stamp 

2016/01/28 
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EAST Search History ( Interference) 

<This search history is empty> 

1/ 28/ 2016 5:02:18 PM 
C:\ Users\ tkim4\ Documents\ EAST\ Workspaces\ App13371363.wsp 

EASTSearchHistory.13371363_AccessibleVersion.htm[1/28/2016 5:02:39 PM] 
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Electronic Patent Application Fee Transmittal 

Application Number: 13371363 

Filing Date: 10-Feb-2012 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Filer: Christopher Jinhyun Han/Paula Derby 

Attorney Docket Number: 104093-0002-105 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-issuance: 

Utility Appl Issue Fee 1501 1 960 960 

EX1009, Page 1338



Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 960 
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13371363 - GAU: 2492 Receilot date: 10/27/201 

Ckange(s) ai 

to document, 

/5.D/ 
1/21/2016 

PTO/SB/08a (07-09) 
Approved for use through 07/31/2016. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Mark S. O'Hare 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 1 of 2 Attorney Docket Number 104093-0002-105 

U. S. PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Document Number Publication Date 
MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 
2 (if known) 

Number-Kind Code 

8,959,199 02/201 5 00/2A/2000  Peleg et al. 
died 

FOREIGN PATENT DOCUMENTS 
Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYYY 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 

Or Relevant Figures A ppear 

Te 

Country Code' Number° Kind Code5(ifknown) 

EP 2 309 700 04/13/2011 Alcatel Lucent 
JP 2005/244379 09/08/2005 NEC Communication Syst 
WO 2001/054370 07/26/2001 The University of Manitoba 

Examiner 
Signature 

/Tae Kim/ Date 
Considered i '11 /n ILr ,x.015 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). 2 See Kinds Codes of USPTO 
Patent Documents at •.:_; ...:; sc::. ;v or MPEP 901.04. ' Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). ' For Japanese 
patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 'Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6Applicant is to place a check mark here if English language Translation is attached. 

53811906_1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. ,rF.K., 
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Receipt date: 07/11/2013 13371363 - GAU e 2492 

Ckange(5) applie 

to document, 

/5.D/ 
1/21/2016 

PTO/SB/08a (07-09) 

Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

Complete if Known 

Application Number 13/371,363 

Filing Date February 10, 2012 

First Named Inventor Rick L. Orsini 

Art Unit 2492 

Examiner Name M. W. Chao 

Sheet 2 of 5 Attorney Docket Number 104093-0002-105 

U.S. PATENT DOCUMENTS 

Examiner 

Initials* 

Cite 

No.' 

Document Number 
Publication Date 
MM-DD-YYYY 

Name of Patentee or 
App licant of Cited Document 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant g 

Figures Appear Number-KindCode2(rfknown) 

US-7,107,385 09-12-2006 Rajanetal. 
US-7,085,854 08-01-2006 6erente Keane et al. 
US-7,003,668 02-21-2006 Berson et al. 
US-6,915,436 07-05-2005 Booth, III et al. 
US-6,785,768 08-31-2004 Peters et al. 
US-6,505,216 01-07-2003 Schutzman et al. 
US-6,415,373 07-02-2002 Peters et al. 
US-5,666,514 09-09-1997 Cheriton 
US-5,623,549 04-22-1997 Ritter 
US-5,603,003 02-11-1997 Akizawa et al. 
US-2013/0042105 02-14-2013 Orsini et al. 
US-2012/0266231 10-18-2012 Spiers et al. 
US-2012/0255035 10-04-2012 Orsini et al. 
US-2012/0255034 10-04-2012 Orsini et al. 
US-2011/0145413 06-16-2011 Dawson et al. 
US-2011/0093113 04-21-2011 Sager et al. 
US-2010/0332617 12-30-2010 Goodwin et al. 
US-2010/0318812 12-16-2010 Auradkar et al. 
US-2010/0283734 11-11-2010 Hallbauer et al. 

FOREIGN PATENT DOCUMENTS 

Examiner 
Initials* 

Cite 
No.' 

Foreign Patent Document Publication 
Date 

MM-DD-YYW 

Name of Patentee or 
Applicant of Cited Document 

Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 

T 6 
T CountryCode3-Number"-KindCodesff known) 

J 

Examiner 
Signature /Michael Chao/ 

Date 
Considered X11 /2013 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next 
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. ' Applicant's 
unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued 
the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must 

precede the serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under W IPO Standard ST. 16 if 
possible. ' Applicant is to place a check mark here if English language Translation is attached. 

36663708 1 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.( 
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UNITED STA 1'ES PA PENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/371,363 

1473 7590 

ROPES & GRAY LLP 
PA 1'LNT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

03/22/2016 

03/02/2016 

9294444 104093-0002-105 7984 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Mark S. O'Hare, Coto De Caza, CA; 
Rick L. Orsini, Flower Mound, TX; 
Roger Davenport, Campbell, TX; 
Steven Winick, Roslyn Heights, NY; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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Electronic Acknowledgement Receipt 

EFSID: 25665065 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Christopher Jinhyun Han/Paula Derby 

Filer Authorized By: Christopher Jinhyun Han 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 03-MAY-2016 

Filing Date: 10-FEB-2012 

Time Stamp: 13:41:15 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Request for Certificate of Correction 
104093_ 
r_Ce 

0002_105_Request_Fo 
174343 

no 3 
rt ifi cate_of_Co rrect i o n. pd f 

913d44fd773b222b90R6ee0d 3 92e7eNAf 

206b 

Warnings: 

Information: 
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Total Files Size (in bytes) 174343 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371  
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office  
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Docket No.: 104093-0002-105 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Letters Patent of: 
O'Hare et al. 

Patent No.: 9,294,444 

Issued: March 22, 2016 

For: SYSTEMS AND METHODS FOR 
CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

REQUEST FOR CERTIFICATE OF CORRECTION 
PURSUANT TO 37 C.F.R. § 1.322  

Attention: Certificate of Correction Branch 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Upon reviewing the above-identified patent, Patentee noted a typographical error which 

should be corrected. 

On the front page of patent: 

In item (60) (Second item under Related U.S. Application Data), "60/222,146" should be 

--60/622,146--

Patentee respectfully submits that the error was not in the application as filed by applicant 

and is not the result of Patentee's mistake. For example, both the original specification and the 

application data sheet as filed on February 10, 2012 indicate the provisional application No. 

56058209_1 
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Patent No.: 9,294,444 Docket No.: 104093-0002-105 

60/622,146. Accordingly, this error is believed to be the responsibility of the Patent and Trademark 

Office, the correction of which neither constitutes new matter nor requires reexamination. 

Transmitted herewith is a proposed Certificate of Correction effecting such amendment. 

Patentee respectfully solicits the granting of the requested Certificate of Correction. 

Because this error is believed to be the responsibility of the Patent and Trademark Office, 

Applicant believes no fee is due with this request. However, if a fee is due, please charge our 

Deposit Account No. 18-1945, under Order No. 104093-0002-105 from which the undersigned is 

authorized to draw. 

Dated: May 3, 2016 

56058209_1 

Respectfully submitted, 

/Christopher J. Han/ 
Christopher J. Han 

Registration No.: 70,069 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 
(617) 951-7000 
(617) 235-9492 (Fax) 
Agent For Applicants 

2 
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PTO/SB/44 (09-07) 
Approved for use through 08/31/2013. OMB 0651-0033 

U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

(Also Form PTO-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

Page 1 of 1 

PATENT NO. 9,294,444 

APPLICATION NO. 13/371,363 

ISSUE DATE March 22, 2016 

INVENTOR(S) O'Hare et al. 

It is certified that an error appears or errors appear in the above-identified patent and that said 
Letters Patent is hereby corrected as shown below: 

On the front page of the patent: 

In item (60) (Second item under Related U.S. Application Data), "60/222,146" should be 
--60/622,146--

MAILING ADDRESS OF SENDER (Please do not use customer number below): 
Christopher J. Han 
ROPES & GRAY LLP 
Prudential Tower 
800 Boylston Street 
Boston, Massachusetts 02199 

56058115_1 

1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 9,294,444 B2 

APPLICATION NO. : 13/371363 

DATED : March 22, 2016 

INVENTOR(S) : O'Hare et al. 

Page 1 of 1 

It is certified that error appears in the above- identified patent and that said Letters Patent is hereby corrected as shown below: 

On the title page of the patent: 

In item (60) (Second item under Related U.S. Application Data), "60/222,146" should be 

--60/622,146--

Signed and Sealed this 

Seventh Day of June, 2016 

/<--0 40-• 
Michelle K. Lee 

Director of the United States Patent and Trademark Office 
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Electronic Acknowledgement Receipt 

EFSID: 28911435 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 1473 

Filer: Alexander Shvarts/Juanita Alvarez 

Filer Authorized By: Alexander Shvarts 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 12-APR-2017 

Filing Date: 10-FEB-2012 

Time Stamp: 18:42:27 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Power of Attorney 104093_0002_105_POA.pdf 

222335 

no 1 

78f5a6500500983e73b2d95flfc663d44fab 

6222 

Warnings: 
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Information: 

32640 

2 Assignee showing of ownership per 37 104093_0002_105_STATEMEN 
no 1 

CFR 3.73 T_373b.pdf 
575b350b34feef1942c7d281 da08220eca3 

384bb 

Warnings: 

Information: 

Total Files Size (in bytes): 254975 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/SB/96 (07-09) 
Approved for use through 07/31/2012. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(b)  

Applicant/Patent Owner: Security First Corp. 

Application No./Patent No.:  13/371,363 

Titled: 

Filed/Issue Date: February 16, 2012 

SYSTEMS AND METHODS FOR CRYPTOCRAPHICAI_-I--Y SPLITTING AND STORING DATA. 

Security First Corp. a corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc. 

states that it is: 

2. 

3. 

El 

El 

the assignee of the entire right, title, and interest in; 

an assignee of less than the entire right, title, and interest in 
(The extent (by percentage) of its ownership interest is %); or 

the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made) 

the patent application/patent identified above, by virtue of either: 

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 02809A  Frame  6396  or for which a 
copy therefore is attached. 

OR 

B. ❑ A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: 

El 

El 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame , or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel   , Frame , or for which a copy thereof is attached. 

3. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel   , Frame  or for which a copy thereof is attached. 

Additional documents in the chain of title are listed on a supplemental sheet(s). 

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was, 
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (Le., a true copy of the original assignment document(s)) must be submitted to Assignment Division in 
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Alexander Shvarts/ April 12, 2417 

Signature Date 

Alexander Shvarts Attorney for Assignee 

Printed or Typed Name Title 

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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The irsdi-vi du, a1 whs•:rs; 5iPataire atzd 1i 's4' i. suJVK-Yd beiI rw s a#a2}rozi.wd to aet crn aiz a  #tre  assiP= 

,,,')I 

jarnes Vamer 

Date 

Teienhone - 

EX1009, Page 1352



UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 02/10/2012 

1473 
ROPES & GRAY LLP 
PATENT DOCKETING 39/361 
1211 AVENUE OF THE AMERICAS 
NEW YORK, NY 10036-8704 

Mark S. O'Hare 104093-0002-105 
CONFIRMATION NO. 7984 

POWER OF ATTORNEY NOTICE 

IIIII 
000000009076850 

Date Mailed: 04/21/2017 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/12/2017. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 
of Data Management, Application Assistance Unit, at 

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/mabebe/ 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 

15314 
Shvarts & Leiz LLP 
111 North Market Street, Suite 820 
San Jose, CA 95113 

02/10/2012 Mark S. O'Hare 104093-0002-105 
CONFIRMATION NO. 7984 

POA ACCEPTANCE LETTER 

IIIII 
00000000907685 2 

Date Mailed: 04/21/2017 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 04/12/2017. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 
of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/mabebe/ 

page 1 of 1 
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505138684 10/12/2018 

PATENT ASSIGNMENT COVER SHEET 

Electronic Version v1.1 
Stylesheet Version v1.2 

EPAS ID: PAT5185448 

SUBMISSION TYPE: NEW ASSIGNMENT 

NATURE OF CONVEYANCE: RELEASE OF SECURITY INTEREST 

CONVEYING PARTY DATA 

Name Execution Date 

MR. ANDY GYENES 10/11/2018 

AUBER INVESTMENTS LTD. 10/11/2018 

MS BARBARA SIMONS 10/11/2018 

BLT1 10/11/2018 

MR COLIN O'REILLY 10/11/2018 

COOPER ROAD LLC 10/11/2018 

COYDOG FOUNDATION 10/11/2018 

DASA INVESTMENTS LLC 10/11/2018 

MR DAVID E LAKOFF 10/11/2018 

MR DAVID LEES 10/11/2018 

MR. DAVID O'REILLY 10/11/2018 

MR DAVID O KST 10/11/2018 

MR DEAN C KEHLER 10/11/2018 

MS DOROTHY KOBAK 10/11/2018 

MS ELIZABETH CRAWFORD 10/11/2018 

MR ERIC ALTMANN 10/11/2018 

MR GERALD R JORDAN JR 10/1 1/2018 

GRANDPRIX LIMITED 10/11/2018 

MR H.W. RAUTENBERG 10/11/2018 

MR JAMES W HARPEL 10/11/2018 

MR JASPER WU 10/11/2018 

MR. JAIME PEISACH 10/11/2018 

LG MANAGEMENT LLC 10/11/2018 

LTE PARTNERS 10/11/2018 

MR MARK RAUTENBERG 10/11/2018 

MR MAURICE PINTO 10/11/2018 

MEYTHALER INVESTMENT PARTNERS LLC 10/11/2018 

MR MICHAEL MASELLI 10/11/2018 

MR PETER GYENES 10/11/2018 

MR RAYMOND GINTHER 10/11/2018 

MR RICHARD M BERKELEY 10/11/2018 
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Name Execution Date 

MR ROBERT MERCER 10/11/2018 

ROLA INVESTMENTS LLC 10/11/2018 

SOS & CO. 10/11/2018 

MR STANKO BARLE 10/11/2018 

MR SANDOR STRAUS 10/11/2018 

MR SYLVAIN MIROCHNIKOFF 10/11/2018 

MS REBEKAH MERCER 10/11/2018 

TOPSPIN SFC HOLDINGS LLC 10/11/2018 

MR WESLEY W BARTON 10/11/2018 

ZUG VENTURES LLC 10/11/2018 

MR CHARLES ZUCKER 10/11/2018 

MR ROGER T COLEMAN 10/11/2018 

MS MARGARET E COLEMAN 10/11/2018 

MS THERESA M COLEMAN 10/11/2018 

MR JOHN T COLEMAN 10/11/2018 

MR STEPHEN PERLBINDER 10/11/2018 

RECEIVING PARTY DATA 

Name: SECURITY FIRST CORP. 

Street Address: 29811 SANTA MARGARITA PARKWAY 

City: RANCHO SANTA MARGARITA 

State/Country: CALIFORNIA 

Postal Code: 92688 

PROPERTY NUMBERS Total: 91 

Property Type Number 

Patent Number: 7260724 

Patent Number: 9189777 

Patent Number: 7187771 

Patent Number: 6853988 

Patent Number: 7391865 

Patent Number: 7577621 

Patent Number: 8266438 

Patent Number: 8009830 

Patent Number: 7802104 

Patent Number: 8155322 

Patent Number: 8904080 

Patent Number: 8135134 
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Property Type Number 

Patent Number: 8473756 

Patent Number: 8656167 

Patent Number: 8494969 

Patent Number: 8654971 

Patent Number: 8214650 

Patent Number: 8745372 

Patent Number: 9195839 

Patent Number: 8650434 

Patent Number: 8601498 

Patent Number: 8320560 

Patent Number: 8656189 

Patent Number: 9275071 

Patent Number: 9165137 

Patent Number: 8769270 

Patent Number: 8677148 

Patent Number: 8271802 

Patent Number: 9294444 

Patent Number: 8332638 

Patent Number: 9397827 

Patent Number: 8787583 

Patent Number: 9100186 

Patent Number: 9338140 

Patent Number: 9047475 

Patent Number: 8769699 

Patent Number: 8904194 

Patent Number: 9294445 

Patent Number: 9009848 

Patent Number: 8726033 

Patent Number: 8745379 

Patent Number: 8644502 

Patent Number: 9213857 

Patent Number: 9098718 

Patent Number: 8898464 

Patent Number: 9177159 

Patent Number: 9015480 

Patent Number: 9064127 

Patent Number: 9317705 

Patent Number: 9215218 
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Property Type Number 

Patent Number: 9264224 

Patent Number: 9300649 

Patent Number: 9407431 

Patent Number: 9298937 

Patent Number: 9135456 

Application Number: 12148365 

Application Number: 13024791 

Application Number: 13024804 

Application Number: 13077770 

Application Number: 13371364 

Application Number: 13468428 

Application Number: 13831164 

Application Number: 13831273 

Application Number: 13831313 

Application Number: 13866345 

Application Number: 13866452 

Application Number: 13866477 

Application Number: 13915081 

Application Number: 13915570 

Application Number: 14057902 

Application Number: 14164995 

Application Number: 14180151 

Application Number: 14253588 

Application Number: 14317742 

Application Number: 14546887 

Application Number: 14659008 

Application Number: 14710522 

Application Number: 14710528 

Application Number: 14713792 

Application Number: 14749058 

Application Number: 14749172 

Application Number: 14750562 

Application Number: 14828377 

Application Number: 14875687 

Application Number: 14918176 

Application Number: 14931169 

Application Number: 14949370 

Application Number: 14949519 
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Property Type Number 

Application Number: 14969651 

Application Number: 14984087 

PCT Number: US2015062188 

CORRESPONDENCE DATA 

Fax Number: (516)622-9212 

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent 
using a fax number, if provided; if that is unsuccessful, it will be sent via US Mail. 

Phone: (516) 622-9200 

Email: AEDERER@WESTERMANLLP.COM 

Correspondent Name: ALAN C. EDERER 

Address Line 1: 1201 RXR PLAZA 

Address Line 2: C/O WESTERMAN BALL EDERER MILLER ZUCKER & SHARFSTE 

Address Line 4: UNIONDALE, NEW YORK 11556 

NAME OF SUBMITTER: ALAN EDERER 

SIGNATURE: /Alan Ederer/ 

DATE SIGNED: 10/12/2018 

This document serves as an Oath/Declaration (37 CFR 1.63). 

Total Attachments: 10 

source=Termination Agreement (Executed) (01884807xB2F1A)#page1.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page2.tif 

source=Termination Agreement (Executed) (01884807xB2F1 A)#page3.tif 

source=Termination Agreement (Executed) (01884807xB2F1 A)#page4.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page5.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page6.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page7.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page8.tif 

source=Termination Agreement (Executed) (01884807xB2F1A)#page9.tif 

source=Termination Agreement (Executed) (01884807xB2F1 A)#page10.tif 
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TERMINATION OF SECURITY INTEREST IN PATENTS 

L' HERFAS, Security First Corp., a Delaware corporation with its principal place of 
business at 29811 Santa Margarita Parkway, Suite 600, Rancho Santa Margarita, CA 92688 (the 
"Grantor"), is the owner of record of the patents and patent applications listed on. the attached 
Exhibit A, now issued or pending in the United States Patent and Trademark Office (the 
".Patents"); and 

WRERE AS, the Grantor entered into that certain Patent Security Agreement dated as of 
April 12, 2016 (the "Security Agreement"), between the Grantor and the secured parties 
identified therein (collectively, the "Secured Party"), a true and correct copy of which was 
recorded by the United States Patent and Trademark Office on June 24, 2016, at Reel 039153, 
Frame 0321; and 

VVHFREAS, pursuant to that certain Written Consent and Agreement of the Secured 
Party dated February 6, 2017 (the "Consent"), the Secured Party, among other things, released its 
lien and security interest in the Patents, and authorized the Grantor to file with the. U.S. Patent 
and Trademark Office any and all termination statements in order to release such lien and 
security interest; 

NOW, TFIEREFORE, for good and valuable consideration, receipt of which is hereby 
acknowledged, the Grantor, pursuant to the authority granted by the Security Parry in the 
Consent hereby. 

1. Releases and reassigns to the Grantor any and all liens, security interests, right, title 
and interest of Secured Party pursuant to the Security Agreement in the patents and applications 
more fully described on Exhibit A, without recourse or representation or warranty, express or 
implied; and 

2. Authorizes and requests the Commissioner of Patents and Trademarks of the United 
States of America to note and record the existence of the release hereby given. 

[Remainder of Page Intentionally Left Blank] 

IN WITNESS WHEREOF, the Grantor has caused this Termination of Security Interest 

in Patents to be signed by its duly authorized representative as of this 1 ì h day of October, 2018-

GRANTOR-

Security First Corp. 

By:  

San es /AamOer, President and CEO 
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Sworn to before me this I L  day of October, 2018 

"'• (• 
Not ubtce 

chow ,y2"'o 

41557469 

wv_ ' 

X51 

TODD R, KEN*ARE 
NOTARY PUBLIC 

Durham County, North Caro#ir+a 
Y. Commission Expires May 25, 2©20 

tSignaturc Page to Termination of Security Interest in Patents) 

EXHURIT A 

Patents amd Applications  

Sce attached, 
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EXHIBIT A 

Patents and Applications 

See attached. 

01557069 
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0391.53/0321 PAGE 6 

APPLICATION NUMBER: 09666377 FILING DATE: 09/20/2000 
PATENT NUMBER: 7260724 ISSUE DATE: 08/21/2007 
TITLE: CONTEXT SENSITIVE DYNAMIC AUTHENTICATION IN A CRYPTOGRAPHIC 

SYSTEM 

APPLICATION NUMBER.: 09666378 FILING DATE: 09/20/2000 
PATENT NUMBER: 9189777 ISSUE DATE: 11/17/2015 
TITLE: ELECTRONIC COMMERCE WITH CRYPTOGRAPHIC AUTHENTICATION 

APPLICATION NUMBER: 09666519 FILING DATE: 09/20/2000 
PATENT NUMBER: 7187771 ISSUE DATE: 03/06,/2007 
TITLE: SERVER-SIDE IMPLEMENTATION OF A CRYPTOGRAPHIC SYSTEM 

APPLICATION NUMBER: 09666647 FILING DATE: 09/20/2000 
PATENT NUMBER: 6853988 ISSUE DATE: 02/08/2005 
TITLE: CRYPTOGRAPHIC SERVER WITH PROVISIONS FOR INTEROPERABILITY 

BETWEEN CRYPTOGRAPHIC SYSTEMS 

APPLICATION NUMBER: 10458928 FILING DATE: 06/11/2003 
PATENT NUMBER: 7391865 ISSUE DATE: 06/24/2008 

TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 11014967 FILING DATE: 12/20/2004 
PATENT NUMBER: 7577621 ' ISSUE DATE: 08/18/2009 
TITLE: CRYPTOGRAPHIC SERVER WITH PROVISIONS FOR INTEROPERASILITY 

BETWEEN CRYPTOGRAPHIC SYSTEMS 

APPLICATION NUMBER: 11258839 
PATENT NUMBER: 8266438 
TITLE: SECURE DATA PARSER METHOD 

APPLICATION NUMBER: 11602667 
PATENT NUMBER: 8009830 
TITLE: SECURE DATA _ PARSER METHOD 

APPLICATION NUMBER: 11839927 
PATENT NUMBER: 7802104 
TITLE: CONTEXT SENSITIVE DYNAMIC 

SYSTEM 

FILING DATE: 10/25/2005 
ISSUE DATE: 09/11/2012 

AND SYSTEM 

FILING DATE: 11/20/2006 
ISSUE DATE: 08/30/2011 

AND SYSTEM 

FILING DATE: 08/16/2007 
ISSUE DATE: 09/21/2010 

AUTHENTICATION IN A CRYPTOGRAPHIC 

APPLICATION NUMBER: 11983355 FILING DATE: 11/07/2007 
PATENT NUMBER: 8155322 ISSUE DATE: 04/10/2012 
TITLE: SYSTEMS AND METHODS FOR DISTRIBUTING AND SECURING DATA 

APPLICATION NUMBER: 11.999575 
PATENT NUMBER: 8904080 
TITLE: TAPE BACKUP METHOD 

FILING DATE: 12/05/2007 
ISSUE DATE: 12/02/2014 

APPLICATION NUMBER: 12148365 FILING DATE: 04/18/2008 
PATENT NUMBER:. ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 12209703 FILING DATE: 09/12/2008 
PATENT NUMBER: 8135134 ISSUE DATE: 03/13/2012 
TITLE: SYSTEMS AND METHODS FOR MANAGING CRYPTOGRAPHIC KEYS 
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039153/0321 PAGE 7 

APPLICATION NUMBER: 12349897 FILING DATE: 01/07/2009 
PATENT NUMBER: 8473756 ISSUE DATE: 06/25/2013 
TITLE. SYSTEMS AND METHODS FOR SECURING DATA USING MULTI-FACTOR OR 

KEYED DISPERSAL 

APPLICATION NUMBER: 1.2391025 FILING DATE: 02/23/2009 
PATENT NUMBER: 86561.67 ISSUE DATE: 02/18/2014 
TITLE: SYSTEMS AND METHODS FOR SECURE WORKGROUP MANAGEMENT AND 

COMMUNICATION 

APPLICATION NUMBER: 12542468 FILING DATE: 08/17/2009 
PATENT NUMBER: 8494969 ISSUE DATE: 07/23/2013 
TITLE: CRYPTOGRAPHIC SERVER WITH PROVISIONS FOR INTEROPERABILITY 

BETWEEN CRYPTOGRAPHIC SYSTEMS 

APPLICATION NUMBER: 12783276 FILING DATE: 05/19/2010 
PATENT NUMBER: 8654971 ISSUE DATE: 02/18/2014 
TITTLE: SYSTEMS AND METHODS FOR SECURING DATA IN THE CLOUD 

APPLICATION NTIMBER: 12878317 FILING DATE: 09/09/2010 
PATENT NUMBER: 8214650 ISSUE DATE: 07/03/2012 
TITLE: CONTEXT SENSITIVE DYNAMIC AUTHENTICATION IN A CRYPTOGRAPHIC 

SYSTEM 

APPLICATION NUMBER: 12953877 FILING DATE: 11/24/2010 
PATENT NUMBER: 8745372 ISSUE DATE: 06/03/2014 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA IN MOTION 

APPLICATION NUMBER: 13024783 
PATENT NUMBER: 9195839 
TITLE: TAPE BACKUP METHOD 

FILING DATE: 02/10/2011 
ISSUE DATE: 11/24/2015 

APPLICATION NUMBER: 1.3024791 FILING DATE: 02/10/2011 
PATENT NUMBER: ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13024804 FILING DATE: 02/10/2011 
PATENT NUMBER: ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13077770 FILING DATE: 03/31/2011 
PATENT NUMBER: ISSUE DATE: 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA IN MOTION 

APPLICATION NUMBER: 13077802 
PATENT NUMBER: 8650434 
TITLE: SYSTEMS AND METHODS FOR 

APPLICATION NUMBER: 13117791 
PATENT NUMBER: 8601498 
TITLE: ACCELERATOR SYSTEM FOR 

FILING DATE: 03/31/2011 
ISSUE DATE: 02/11/2014 

SECUR.7;NG DATA IN MOTION 

FILING DATE: 05/27/201.1. 
ISSUE DATE: 12/03/2013 

USE WITH SECURE DATA STORAGE 

APPLICATION NUMBER: 13172682 FILING DATE: 06/29/201.1 
PATENT NUMBER: 8320560 ISSUE DATE: 11/27/2012 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13208132 FILING DATE: 08/11/2011 
PATENT NUMBER: 8656189 ISSUE DATE: 02/18/2014 
TITLE: SYSTEMS AND METHODS FOR SECURE MULTI-TENANT DATA STORAGE 
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APPLICATION NUMBER: 13209167 FILING DATE: 08/12/2011 
PATENT NUMBER: 9275071 ISSUE DATE: 03/01/2016 
TITLE: SYSTEMS AND METHODS FOR SECURE REMOTE STORAGE 

APPLICATION NUMBER: 13212360 FILING DATE: 08/1.8/2011 
L'AT'ENT NUMBER: 9165137 ISSUE DATE: 10/20/2015 
TITLE: SYSTEMS AND METHODS FOR SECURING VIRTUAL MACHINE COMPUTING 

ENVIRONMENTS 

APPLICATION NUMBER: 13237781 FILING DATE: 09/20/2011 
PATENT NUMBER: 8769270 ISSUE DATE: 07/01/2014 
TITLE: SYSTEMS AND METHODS FOR SECURE DATA. SHARING 

APPLICATION NUMBER: 13350385 FILING DATE: 01/27/2012 
PATENT NUMBER: 8677148 ISSUE DATE: 03/18/2014 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA 

APPLICATION NUMBER: 13371361 FILING DATE: 02/10/2012 
PATENT NUMBER: 5271802 ISSUE.DATE: 09/18/2012 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13371363 FILING DATE: 02/10/2012 
PATENT NUMBER: 9294444 ISSUE DATE: 03/22/2016 
TITLE: SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING, AND STORING 

DATA 

APPLICATION NUMBER: 1.3371364 FILING DATE: 02/10/2012 
PATENT NUMBER: ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 1.3399923 FILING DATE: 02/17/2012 
PATENT NUMBER: 8332638 ISSUE DATE: 12/11/2012 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13403142 FILING DATE: 02/23/2012 
PATENT NUMBER: 9397827 ISSUE DATE: 07/19/2016 
TITLE: SYSTEMS AND METHODS FOR MANAGING CRYPTOGRAPHIC KEYS 

APPLICATION NUMBER- 13412111 FILING DATE: 03/05/2012 
PATENT ?NUMBER: 8757553 ISSUE DATE: 07/22/2014 
TITLE: SYSTEMS AND METHODS FOR DISTRIBUTING AND SECURING DATA 

APPLICATION NUMBER: 13413195 FILING DA'L'E: 03/06/2012 
PATENT NUMBER: 9100186 ISSUE DATE: 08/04/201.5 
TITLE: SECURE FILE SHARING METHOD AND SYSTEM 

APPLICATION NUMBER: 13468383 FILING DATE: 05/10/2012 
PATENT NUMBER: 9338140 ISSUE DATE: 05/10/2016 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER 1346,8428 ------_---.._ _FILING _ LLDATE:.05/10/2012 
PATENT NUMBER: ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13468450 FILING DATE: 05/10/2012 
PATENT NUMBER: 9047475 ISSUE DATE: 06/02/2015 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 
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APPLICA'T'ION NUMBER: 13468523 
PATENT NUMBER: 8769699 
TITLE: SECURE DATA PARSER METHOD 

APPLICATION NUMBER: 13468562 
PATENT NUMBER: 8904194 
TITLE: SECURE DATA PARSER METHOD 

APPLICATION NUMBER: 13468584 
PATENT NUMBER: 9294445 
TITLE: SECURE DATA PARSER METHOD 

APPLICATION NUMBER: 13468605 
PATENT NUMBER: 9009848 
TITLE: SECURE DATA PARSER METJ40D 

APPLICATION NUMBER.: 13540030 
PATENT NUMBER: 8726033 
TITLE: CONTEXT SENSITIVE DYNAMIC 

SYSTEM 

FILING DATE: 05/10/2012 
ISSUE DATE: 07/01/2014 

AND SYSTEM 

FILING DATE: 05/10/2012 
ISSUfF DATE: 12/02/2014 

AND SYSTEM 

FILING DATE: 05/10/2012 
ISSUE DATE: 03/22/2016 

AND SYSTEM 

FILING DATE: 05/10/2012 
ISSUE DATE: 04/14/2015 

AND SYSTEM 

FILING BATE: 07/02/2012 
ISSUE DATE: 05/13/2014 

AUTHENTICATION IN A CRYPTOGRAPHIC 

APPLICATION NUMBER.: 13589894 FILING DATE: 08/20/2912 
PATENT NUMBER: 8745379 ISSUE DATE: 06/03/2014 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA IN MOTION 

APPLICATION NUMBER: 13668433 FILING DATE: 11/05/2012 
PATENT NUMBER: 8644502 ISSUE DATE: 02/04/2014 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 
PATENT NUMBER: 
TITLE: SYSTEMS AND 

APPLICATION NUMBER: 
PATENT NUMBER: 
TITLE: SYSTEMS AND 

13831164 

METHODS FOR 

13831273 

METHODS FOR 

FILING DATE: 03/14/2013 
ISSUE DATE: 

SECURING AND RESTORING VIRTUAL MACHINES 

FILING DATE: 93/14/2013 
ISSUE DATE: 

SECURING AND RESTORING VIRTUAL MACHINES 

APPLICATION NUMBER: 13831313 FILING DATE: 03/14/2013 
PATENT NUMBER: ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 13866345 
PATENT NUMBER: 
TITLE: SYSTEMS AND METHODS FOR 

FILING DATE: 04/19/2013 
ISSUE DATE: 

SECURING DATA IN MOTION 

APPLICATION NUMBER: 13866411 FILING DATE: 04/19/2013 
PATENT NUMBER: 921.3857 ISSUE DATE: 12/15/2015 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA IN MOTION 

APPLICATION NUMBER: 13866452 
PATENT- DiUMBE.R : ......................... -- ......................... 
TITLE: SYSTEMS AND METHODS FOR 

APPLICATION NUMBER: 13866477 
PATENT NUMBER: 
TITLE: SYSTEMS AND METHODS FOR 

FILING DATE: 04/19/2013 
.......... _ ................... ISSUE.  DATE.-. 
SECURING DATA IN MOTION 

FILING DATE: 04/19/2013 
ISSUE DATE: 

SECURING DATA IN MOTION 
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APPLICATION NUMBER: 13903444 FILING DATE: 05/28/2013 
PATENT NUMBER: 9098718 ISSUE DATE: 08/04/2015 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA USING MULTI-FACTOR OR 

KEYED DISPERSAL 

APPLICATION NUMBER: 13910798 
PATENT NUMBER: 8898464 
TITLE: SYSTEMS AND METHODS FOR SECURE 

COMMUNICATION 

APPLICATION NUMBER: 13915081 
PATENT NUMBER: 
TITLE: SECURE DATA PARSER METHOD AND. 

FILING DATE 
ISSUE DATE: 

WORKGROUP i 

FILING DATE 
ISSUE DATE: 

SYSTEM 

06/05/2013 
13/25/2014 

MANAGEMENT AND 

: 06/11/2013 

APPLICATION NUMBER: 13915518 FILING DATE: 06/11/2013 
PATENT NUMBER: 9177159 ISSUE DATE: 11/03/2015 
TITLE: SECURE DATA PARSER METHOD AND SYSTEM 

APPLICATION NUMBER: 1391.5570 FILING DATE: 06/11/2013 
PATENT NUMBER; ISSUE DATE: 
TITLE: SECURE DATA PARSER METHOD A. SYSTEM 

APPLICATION NUMBER: 13973637 FILING DATE: 08/22/2013 
PATENT NUMBER: 9015480 ISSUE DATE: 04/21/201.5 
TITLE: SYSTEMS AND METHODS FOR SECURE MULTI-TENANT DATA STORAGE 

APPLICATION NUMBER. 14057902 FILING DA'Z'E 
PATENT NUMBER: ISSUE DATE: 
TITLE: ,ACCELERATOR SYSTEM FOR USE WITH SECURE DATA 

APPLICATION NUMBER: 
'LATENT NUMBER: 9064 
TITLE: SYSTEMS AND 

APPLICATION? NUMBER: 
PATENT NUMBER: 931.7 
TITLE: SECURE DATA 

APPLICATION NUMBER: 
PATENT NUMBER: 
TITLE: SYSTEMS AND 

APPLICATION NUMBER: 
PATENT NUMBER: 
TITLE: SYSTEMS AND 

: 1.0/18/201,3 

STORAGE 

14083333 FILING DATE: 
127 ISSUE DATE: 
METHODS FOR SECURING DATA IN THE 

14133903 FILING DATE: 
705 ISSUE DATE: 
PARSER METHOD AND SYSTEM 

14164995 FILING DATE: 
ISSUE DATE: 

ME'T'HODS FOR SECURING DATA 

14180151 

METHODS FOR 

APPLICATION NUMBER: 14181257 
PATENT NUMBER: 92152.16 
TITLE: SYSTEMS AND METHODS FOR. 

COMMUNICATION 

APPLICATION NUMBER: 14247971 
PATENT NUMBER: 9264224 
TITLE: SYSTEMS AND METHODS FOR 

11/18/2013 
06/23/2015 
CLOUD 

12/19/2013 
04/1,9/2.016 

01/27/2014 

FILING DATE: 02/13/2014 
ISSUE DATE: 

A CRYPTOGRAPHIC FILE SYSTEM LAYER 

FILING DATE: 02/14/2014 
ISSUE DATE: 12/15/2015 

SECURE WORKGROUP MANAGEMENT AND 

FILING DATE: 04/08/2014 
ISSUE DATE: 02/16/2016 

SECURE DATA SHARING 

APPLICATION NUMBER: 14253588 FILING DATE: 04/15/2014 
PATENT NUMBER: ISSUE DATE: 
TITLE: SYSTEMS AND METHODS FOR SECURING DATA IN MOTION 
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FILING DATE:03'29{20164 

AppLTCATION NUMBER: 
14256 841. ISSUE DATE: CRYPTOGRAP1iIC 

PATENT NUMBER: 930064 DYNAMIC AUTHENTICATION IN A 

TITLE: CONTEXT SENSxTIVE 
SYSTEM FILING DATE: 06/16/2014 

A2VLICATI.ON NUMBER: 14305993 
ISSUE DATE: 08/02{2016 

PATENT NUMBER-. 9407431 
METHODS FOR DISTRTaCTT ING AND SECURING DATA 

TITLE: SySTF S AN FILING DATE: 06/27/2014 

APPLICATION UMBER: 
14317 742 ISSUE DATE: 

PATENT "VAB ER IviETHODS FOR SECURING DATA IN MOTION 

TITLE: SYSTEMS AND FILING DATE: 08/29{ 2014 

APPLICATION BER: 144733 87 
ISSUE RATE: 03 {29/2016 

PATENT NUMBER: 929893 7 n SY5TEM 
TITLE. SECURE DATA PARSER MFTROD AN DATE: 08/29/2014 

FILING  /2015 
144738 13 ISSUE DATE: 09/15 

PATENT APPLICATION !) 1.35456 METHOD AND SYSTEM 

TITLE: SECURE DATA PARSERFILING DATE. 11/18/20 14 

BF,R : 14.546 887 ISSUE DATE: 
APPLICATION NUM SYSTEM 
PATENT NUMBER: 
TITLE; SECURE DATA PARSER METI•OD FILING DATE: 03/16/2015 

APPLICATIOBE S UMBER: 14659008 
ISSUE DATE: DATA STORAGE 

NUM. SYSTEMS AND METHOD FOR SECURE MUL`TI PATENVANT —• 
T DATE: Os/12Iao15 

TITLE: FILING 
ISSUE DATE: 

APPL1 CP,T10 N PATENT N RBE2 : 14710522 TROD AND SYSTEM 

TITTLE: SECURE DATA PARSER ME 05/12/2015 
FILING DATE:  

A••LZCATzaN zaU MBRR: 14710528 ISSUE DATE: 

PATENT NUM' 3'ER.: D SYSTEM 
TITLE: SECURE DATA PARSER METHOD AN 05f15J2015 

FILING DATE: 

147137 92 ISSL7E HATE: 
APPLICATION NUMBER: xHE CLOUD 

PATENT NUMBER 
TITLE : SYSTEMS AND METHODS FOR SECURING O ILING DATE: 06/24/2015 

F 

API'S,ICA`TIONBE 
BER: 14749058 ISSUE DATE: CQMPUfiSNG 

PATENT TEMS AND METHODS FOR SECURINGIRTUAI4 MACHINE 
TITLE. 

ENVIRONMENTS FILING DATE: 06/24/2015 

14749172 ISSUE DATE: 
APPLICATION NUMBER: D SYSTEM 
PATENT NUMBER: 
TITLE: SECURE FIVE SHARING METHOD 06/25/20 5 

FS LING DATE....' .............................. .. 
14750562 ISSUE DA'•E: OR BER:....._ ..............._. _.. APPLICATION NL7NI 

SER ..................... pA.`I'•N'• • D METHODS FOR SECU OF 
RING DATA USING MUI,zI —FACT 

TITLE'. SYSTTEMS AN 
KEYED DISPERSAL FIL_lVG DATE: 08/17/2015 

FR : 14828371 ISSUE DATE: 

ApPLxCATIOBER B OD AND SYSTEM 
PATENT NE DATA PARSER METTcI 
TITLE, 
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FILING DATE: 10/05/2015 

APPLICATION NrJMBER: 14875687 ISSUE DATE: 

PATENT NUMBER: COMMERCE WITH CRYPTOGRAPHIC AUTHENTICATION 
TITLE: 'ELECTRONIC 

FILING DATE: 10/20/2015 

ISSUE DATE: APPLICATION NUMBER: 14918176 

pATENT NUMBER: 
TITLE: TAPE BACKUP METHOD 

APPLICATION NUMBER: 1493116 9 

PATENT NUMBER; 

TITLE' COMMUNICATION 
STEMSND METHODS FOR SE 

APPLICATION NUMBER: 149493 70 
PATENT NC7MBER : 
TITLE: GATEWAY FOR CLOUD-BASED SE 

APPLICATION NUMBER: 14949519 

PATENT NUMBER: 
TITLE: GATEWAY FOR CLOUD-BASED S 

APPLICATION NUMBER: 14969651. 

PATENT NUMBER: 
TITLE: SYSTEMS AND METHODS FOR S 

APPLICATION NUMBER: 14984087 

PATENT NUMBER: 
TITLE: SYSTEMS AND METHODS FOR 

APPLICATION NUMBER.: 

PATENT NUMBER: 
PCT NUMBER: US2015002188 
TITLE: GATEWAY FOR CLOUD-BASED SECURE STORAGE 

ASSIGNMENT 
PUBLIC RECORDS ODIVISO RANCH ION  

FILING DATE: 1.1/03/2015 

ISSUE DATE: 
CURE WORYGROUP MANAGEMENT AND 

FILING DATE: 11-/23/ 2015 

ISSUE DATE: 

CURE STORAGE 

FILING DATE: 1-1/23/20 1.5 

ISSUE DATE: 

ECURE STORAGE 

FILING DATE: 12/15/2 015 

ISSUE DATE: 
ECURE REMOTE STORAGE 

FILING DATE: 
ISSUE DATE: 

SECURE DATA SHARING 

FILING DATE: 11/23/2015 

ISSUE DATE: 

12/30/2015 
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Doc Code: PA.. 

Document Description: Power of Attorney 
PTO/AIA/82B (07-13) 

Approved for use through 03/31/2021. OMB 0651-0035 
U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 

the boxes below. 

Application Number Filing Date 

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

✓ I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identified above: 

OR 
33438 

❑ I hereby appoint Practitioner(s) named in the attached list (form PTO/A A/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 

Please 

letter 

6/ 

recognize or change the correspondence address for the application identified in the attached transmittal 

or the boxes above to: 

The address associated with the above-mentioned Customer Number 

OR 

❑ 
The address associated with Customer Number: 

OR 

❑ Firm or 
Individual Name 

Address 

City State Zip 

Country 

Telephone I Email 

I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

Security First Corp. 

❑ 

❑ 

✓ 

❑ 

Inventor or Joint Inventor (title not required below) 

Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the 
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose a is upplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Signature •• Date (Optional) 

Name Andrew S. Price 

Title CFO 
NOTE: Signature - Th's form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

✓ Total of 1 forms are submitted. 
This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PTO/AIA/82C (07-13) 
Approved for use through 03/31/2021. OMB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number 

POWER OF ATTORNEY BY APPLICANT 

No more than ten (10) patent practitioners total may be appointed as set forth below by name and registration number. 
This page need not be submitted if appointing the Patent Practitioner(s) associated with a Customer Number (see form 
PTO/AIA/82B): 

Name 
Registration 
Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in 
connection with your submission of the attached form related to a patent application or patent. 
Accordingly, pursuant to the requirements of the Act, please be advised that: ( 1) the general 
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the 
information solicited is voluntary; and (3) the principal purpose for which the information is used 
by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent 
and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the 
patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records 
from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including 
disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, 
when the individual has requested assistance from the Member with respect to the 
subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of 
the Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, 
as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty 
in this system of records may be disclosed, as a routine use, to the International Bureau 
of the World Intellectual Property Organization, pursuant to the Patent Cooperation 
Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant 
to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the 
Administrator, General Services, or his/her designee, during an inspection of records 
conducted by GSA as part of that agency's responsibility to recommend improvements in 
records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) 
directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public 
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a 
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the 
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and 
which application is referenced by either a published application, an application open to 
public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, 
State, or local law enforcement agency, if the USPTO becomes aware of a violation or 
potential violation of law or regulation. 
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Doc Code: PA.. 

Document Description: Power of Attorney 
PTO/AIA/82A (07-13) 

Approved for use through 03/31/2021. OMB 0651-0035 
U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 13/371363 

Filing Date February 10, 2012 

First Named Inventor 
Mark S. O'Hare 

Title Systems and Methods for Cryptographically Splitting and Storing Data 

Art Unit 2492 

Examiner Name Tae K. Kim 

Attorney Docket Number T00531-C1-B 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Kent B. Chambers/ Date (Optional) January 20, 2021 

Name Kent B. Chambers Registration 
Number 

38,839 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
one applicant, use multiple forms. more than 

V *Total of 1 forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Electronic Acknowledgement Receipt 

EFSID: 41696275 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 15314 

Filer: Kent Bryan Chambers/Celeste Scarborough 

Filer Authorized By: Kent Bryan Chambers 

Attorney Docket Number: 104093-0002-105 

Receipt Date: 20-JAN-2021 

Filing Date: 10-FEB-2012 

Time Stamp: 16:02:59 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 Power of Attorney SecurityFirst_POA_82B.pdf 

189734 

no 3 
46d2&88d8dbOf87d2e41 a49f19f2167b6d 

b9f9 

Warnings: 
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Information: 

118551 

2 Assignee showing of ownership per 37 

CFR 3.73 

T00531-C1-B_Statement_373. 

pdf 
no 3 

de71794a71c060850315d62a56dee73692 

S641c8 

Warnings: 

Information: 

213487 

3 Power of Attorney T00531-C1-B_POA_82A.pdf no 1 
13S5c80153396665948bb62ec59d2c588d 

37dd88 

Warnings: 

Information: 

Total Files Size (in bytes): 521772 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c)  

Applicant/Patent Owner: Security First Corp. 

Application No./Patent No.:  13/371363 Filed/Issue Date: February 10, 2012 

Titled: Systems and Methods for Cryptographically Splitting and Storing Data 

Security First Corp. a corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 

2. ❑ 

The assignee of the entire right, title, and interest. 

An assignee of less than the entire right, title, and interest (check applicable box): 

  The extent (by percentage) of its ownership interest is  %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

❑ There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. ❑ The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. ❑ The recipient, via a court proceeding or the like ( e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. 

B. 

El An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel  Frame  or for which a copy 

thereof is attached. 

A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: Orsini et al. To: Security First Corp. 

The document was recorded in the United States Patent and Trademark Office at 

Reel  028094 Frame  0896 or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel , Frame , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 

Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call I-800-PTO-9199 and select option 2. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: To: 

4. From: 

The document was recorded in the United States Patent and Trademark Office at 

Reel  Frame  or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel  Frame  or for which a copy thereof is attached. 

5. From: To: 

6. From: 

❑✓ 

The document was recorded in the United States Patent and Trademark Office at 

Reel  Frame  or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel , Frame , or for which a copy thereof is attached. 

❑ Additional documents in the chain of title are listed on a supplemental sheet(s). 

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Kent B. Chambers/ January 20, 2021 
Signature 

Kent B. Chambers 
Date 

38,839 

Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: ( 1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.0 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant ( i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 02/10/2012 

33438 
TERRILE, CANNATTI & CHAMBERS, LLP 
P.O. BOX 203518 
AUSTIN, TX 78720 

Mark S. O'Hare T00531-C1-B 

CONFIRMATION NO. 7984 

POA ACCEPTANCE LETTER 

IIIII i iiiii iiiii iiiii i ii i 8 iiiii 1 
Date Mailed: 01/27/2021 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 01/20/2021. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 
of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/vnguyen/ 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 

15314 
Haley Guiliano LLP (S&L) 
75 Broad Street 
Suite 1000 
New York, NY 10004-3226 

02/10/2012 Mark S. O'Hare 104093-0002-105 
CONFIRMATION NO. 7984 

POWER OF ATTORNEY NOTICE 

IIIII i iiiii iiiii iiiii 22860 i i iii 

Date Mailed: 01/27/2021 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 01/20/2021. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 
of Data Management, Application Assistance Unit, at 

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/vnguyen/ 
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PTO/AIA/96 (08-12) 

Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

Attorney Docket No.: 0890103C2 
STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent Owner:  Security First Innovations, LLC 

Application No./Patent No.: 13/371,363 Filed/Issue Date:  2/10/2012 

Titled:  SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND STORING DATA  

Security First Innovations, LLC, a Limited Liability Company 
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3, or 4 below): 

1. X The assignee of the entire right, title, and interest 

2. ❑ An assignee of less than the entire right, title and interest (check applicable box): 

❑ The extent (by percentage) of it's ownership interest is %. Additional Statement(s) by the 
owners holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

❑ There are unspecified percentages of ownership. The other parties, including inventors, who together own the 
entire right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for 
the entire right, title, and interest. 

3, n The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 

The other parties, including inventors, who together won the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for 
the entire right, title, and interest. 

The recipient, via a court proceeding or the like ( e.g., bankruptcy, probate), of an undivided interest in the entirety 
4• (a complete transfer of ownership interest was made). The certified documents(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B 
below): 

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded 

in the United States Patent and Trademark Office at Reel, Frame, or for which a copy thereof is attached. 

OR 

B. FX-] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as 
follows: 

1. From: O'Hare, et al.  To: SECURITY FIRST CORP. 

The document was recorded in the United States Patent and Trademark Office at 
Reel 028094, Frame 0896, or for which a copy thereof is attached. 

2. From: SECURITY FIRST CORP.  To: SECURITY FIRST INNOVATIONS, LLC 

The document was recorded in the United States Patent and Trademark Office at 
Reel 061262, Frame 0865, or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 

complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 

P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLE'T'ED FORMS TO THIS ADDRESS. 

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PTO/AIA/96 (08-12) 

Approved for use through 01/31/2013. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From:  To:  
The document was recorded in the United States Patent and Trademark Office at 
Reel  , Frame , or for which a copy thereof is attached. 

4. From:  To:  

The document was recorded in the United States Patent and Trademark Office at 
Reel  , Frame , or for which a copy thereof is attached. 

5. From:  To:  

The document was recorded in the United States Patent and Trademark Office at 
Reel  , Frame , or for which a copy thereof is attached. 

6. From:  To:  
The document was recorded in the United States Patent and Trademark Office at 
Reel  , Frame , or for which a copy thereof is attached. 

Additional documents in the chain of title are listed on a supplemental sheet(s). 

n As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/farshad farjami/  
Signature 

February 16, 2023 
Date 

Farshad Fariami, Esq. 41,014 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 

complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 

P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. 

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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Electronic Acknowledgement Receipt 

EFSID: 47548272 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 33438 

Filer: Michael Farjami/Evan Gunderman 

Filer Authorized By: Michael Farjami 

Attorney Docket Number: T00531-C1-B 

Receipt Date: 16-FEB-2023 

Filing Date: 10-FEB-2012 

Time Stamp: 18:41:33 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 
0890103C2_POA_Feb_16_23. 

pdf 

1161103 

yes 6 
7f52d43694672efa0e8a082919f991544fd1 

5ad1 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal Letter 1 1 

Power of Attorney 2 6 

Warnings: 

Information: 

Total Files Size (in bytes): 1161103 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Doc Cade: PA.. 
PTOtAIAl82A (07-13) 

Document Description: Power of Attorney Approved for use through 03131/2-021.0nre 0651-0035 

U.S. Patent acid Trademark Office; U.S DEPARTMENT OF COMMERCE 
Under the Paperwork Retlnction Act of iccb, no persons are required to respond to a collection of inforrnation uriless it displays a valid OlVB Mlt3'ol nUrriber. 

4r 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

MOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AID%8213) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA823 Identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will riot be recognized in the application. 

Application Number 

Filing Date 

First Named Inventor 

Title 

Art Unit 

Examiner Name 

Attorney Docket Number 

131371,363 

2/10/2012 

O'Hare 

SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING 
AND STORING DATA 

3390 1 0302 

SIGNATURE of Applicant or Latent Practitioner 

Signature /Farshad Farjami/ 
*fame Farshad Farjami 

Date (Optional) 2/16/2023 

Registration 
Number 

41014 

Title (if Applicant is a 
Jurisk entity) 

Applicant dame ( if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

*Total of forms are submitted. 

This collection of information is required by 37 CFIR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (arid by the USPTO to process) an application. Confidentiality is /governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and Submitting the completed 
application form to the USPTO. Time will vary depending upon the individual Case. Any comments on the amount of time you require 
to complete this fordo and/or suggestions for reducing this burden; should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

If you need assistance in comp feting the form, calf i-800-PTO-9199 rapd se-Ifect option 2. 
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Name 

Appruvnder use t'rou,,h 1 . Dt•4 ocis1-003{ 
U PutentandTtadernaik to ;re: u.5. DFP P MEN) OP Ci 'o?riERCE 

Under the F•apet work F c tuctitl:, Act of 199;1, no persons are rcgui• t• t•s•rd to a coltedfioil or inforrrit;on unjef:s, it d!sa„•yg.. valid ' SAC: c•ntroi ;: urnhur.: 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

i hereby revoke all previous powers Of attorney given in the application identified in  37 (CFQ 3.73f€ she attached statement under.   

i hereby appoint 

i ,'• Practitioners a: scClr:;ed with the Customer Nurrias:?f: 

  OR 

i PMCLitioner(s) named below (if mpfe thaq ten patent practiiiNV-js are to ne named, then a clsstotri sr number mast be used): 

189503 

Name. Registration 
Number 

Name Registra#io;1 
Number 

a.5 attcrney(s) or aget,rgs) to represent the undersigned before the United Stag-s f atent end -Trademark O₹f WSPTD) in connection ,, ith 
any and onli patent applicailons assigned only to the unders gned.according to the WPM assignment recwds or assignment documents 
attached to this fora: in accordance .yiin 37 CFR "3. 3jb),  

Please change the Qorrespcnderlee address f6r the ap#ifeation 'identified in the. attached stateme4it under 37 CFR i:73(b) to; 

i i 8i5D3 The address associated tA+-i₹h Ousioffiisc tilurribt:r: 

OR 
Firm or 
mdif dual Name 

Address 

City 

Country 

Telephon 

State Zip. 

,Assignee Nanie and Address: 

Security i ttst. innovations, LLC 
44035 pipeline Plaza, Suite 140 
Ashburn, VA 20147 

I Ema;) 

.A copy of this form, together with a state -lent undor 37 CFR 3.73(bj {f=orm i'T•IS$l$6 or equivalent) is required to be 
filed in each application inwhich this form used. The statement under 37 CFR 3.73(b ) may be Completed by one of 
the PractitE;zners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee, 
and must iw'enfify the application in which this Power of Attorney is to be fled. 

tG[dA7#JRE a# Assicunee of Record 
al ai L sis it s fir€ title uppticd beck is atiftirorzxed to alt on behalfoF the ;is i ee 

•.  

f••r: Leo Guthart 

Title Member, Security First Innovations, LLC 
Thisc i•c_ron of • rr •!atm is , er0 rd by 37 CFA'. 1 + .32and 1 33 The information is -oclLI i to obta!r. rr re;a;n h nel it by iy: „,: blic wi':L;..s a ff • ;and 
o{ e t1.,r' i C r• .•r 1 an a n ic•hor Gantident,ul :,c iS goven:ed by s, U.S:C. 122 and 3-(:CFR 111 and 1:14. This ra;lc•t o.. ;s esh:na„Y, to take 3 nin tes 
to < ir: to inC:::et;r +r ! rtg. ,;c-panng, :::,+ s:.°,r ! i .nod the xmmoeter3 apglii hoes fCrrr iii thss LESt•'rSJ. lime .v;ll vary :: pending ::pn:: e : vxtu:!ica: Arra 

;?. cs mfrs.^.+s nn is^.e :..o..,.t of i',' v'J'J re•x' ire fry s.nmpfa e`th Wi r. and.or .suggestions far re-during this l:ttrde shasi:+ 'r:r= sent to file f t::, ` In:`:,rma?i,^.n 
cn t; t a:::; TrF, dB .^.:3'!i G•i:ic•, 0.S 'Dcparfinent of Commence,- P.G. Box 145E giexanCnA. VA .2.1.:13.14:.:• DO N, c,•:.. •• " - 

K••s TO T i tiw' A0[jF? ,9 END To,. Ct•rnMISSiorter for PateantS; P £3: 13ox 9450, Alexandria, VA 22313-1430. 

If you rVed assistance in cor,1pfetit the form, call 1-$oa-pro-919.9 and select aotioJi:s 

Date 
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Rrivac•r Act Statement 

The Privacy ,Act of / 974 (P,L_ 93-579) requires that you be given certain information in connection 
with your sf_ bm!ssion o₹ the attached form related to a patent application. o, patent. A;. cordingly. 
Pursuant «, th,:, rec; airsrn tits of the Act, p€ease €3e advised that., (1) the genera l at!lhority for the 
coilection of this infvrrmaticn is 35 U.S.C.' 2(b)(2); (2) furnishing of the information solir,ited is voluntary; 
and (3) the prin :ipa' .Durnose for which the rnfomnatron is. used by.the U.S. Patent and Tu-i jerriark 
Office is to process andfor examii.-te your submission related to a patent apf lication or patent: if you do 
not fur,is:h the requested inforn alion, the U.S_ Patent and Trademark Office may not be ab,e tc 
process anrllor examine your submission, which may result in termination of proceevd.ings or 
abandonment of ttre application or expiration of the. patent. 

The information provided by you in this form will be subject to the following routine uses: 

'1 The information on this forrn:will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U:S,C: 552) and the Privacy Art, (5 U.S.0 552a). Records from 
this system: of records may be disclosed to the Department of Justice to determine disclosure whetherof these records is required by the Freedom of Information .Act. 

2. A record from this system of records May be disclosed, as a routine use, in the course of 
presenting evffence to a;eourt, rr?agistrate, or administrative tribunal, ineludin.g disc€osures to 
opposing counsel in the course of settletpent negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an indivIidual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject'Matter'of the. 
record., 

4 A record in this system of records may be disclosed, as a routine use; to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shail be required to comply with the requirements of the Privacy Act of 1974; as 
amended; pursuant 10 5 U,S.C. 552ai(m). 

5. A,record related to an international Application filed tender the t= Plnat: Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International, Bureau of the 
World intellectual Property Organization., pursuant to the Patent Cooperation Treaty, 

6 A record in this :system. of records may be disclosed, as a routine use, to another federal'. 
agency for purposes of National Security revlew (35 U.S.C. 981) and for review pursuant to 
the Atomic Energy Act (42 U.S.C., 218(c)). 

7, A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part, of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.;S.C;. 2go4 and 2905. Such disclosure shall 
be made in accordance with the GSA regulations governing inspec•fon of records for this 
purpose, and any other relevant (Le. ; GSA or Commerce) directive. Such disclosure shalt not 
be used to make determinations about individuals, 

8, A record from this system of records may:be disclosed, as a routine use; to the public after 
either publication of the application pursuant to 35 U.S.C. .122(b) or issuance of a patent 
pursuant to 35 U.&C- IS1. Further, a record relay be:disclosed, subject to the lim itations of 3 
CFR 1.14, as a routine use, to the public ifthe record was filed in an application which 
became abandoned or ire :which the proceedings were #erminated and which application is 
referenced b either a .published app€ication, art application open to perblic inspectirrn or an 
issued patent. 

9 A record fr'arra this system of records may be disclosed, as a routine use, to a Federal: Skate, 
or local; later e.ruorce;-nent agenW.. ff the USPTQ becomes aware of a 0oiation or p<rtcrntial 
violation o€ law or regulation:: 
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FARJAMI & FARJAMI LLP 
A N INTELLECTUAL PROPERTY LAW FIRM 

% ww.far7arni..coEn  

26522 La Alameda Avenue, Suite 360 
Mission Viejo, California 92691 

tel: (949) 282-1000 
fax: (949) 282-1002 

ELECTRONIC TRANSMISSION COVER SHEET 

Date: 

To: 

Re: 

February 16, 2023 

United States Patent and Trademark Office 
Examiner: Kim, Tae K.; Art Unit: 2492 

Application Serial No.: 13/371,363 
Filing Date: 2/10/2012; First-Named Inventor: O'Hare 
Attorney Docket No.: 0890103C2 

From: Farjami & Farjami LLP 

Number of pages including the cover sheet: 6 

Message: 

Enclosed, please find: 

1. Transmittal for Power of Attorney (Form PTO/AIA/82A); 

2. Statement Under 37 CFR 3.73(c) (Form PTO/AIA/96); and 
3. Power of Attorney Document (Form PTO/AIA/82B) 

Authorization is hereby given to the Commissioner to charge any fees associated with this 

communication or credit any overpayment to Deposit Account 50-0731. 

Thank you. 

The documents accompanying this electronic transmission contain PRIVII_FGED AND CONFIDENTIAL information intended only 
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the 
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please 
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service. 
We will reimburse you for all expenses incurred. 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER 
I 

FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 

189503 
Security First Innovations, LLC 
C/O Farjami & Farjami LLP 
26522 La Alameda Ave., Suite 360 
Mission Viejo, CA 92691 

02/10/2012 Mark S. O'Hare 089010302 

CONFIRMATION NO. 7984 

POA ACCEPTANCE LETTER 

IIIII i iiiii iiiii iiiii 3749 95 iii•i 

Date Mailed: 03/07/2023 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/16/2023. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

Questions about the contents of this notice and the 

requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/sstephanos/ 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address. COMMISSIONER FOR PATENTS 

PO_ Box 1450 
Alexandria, P, gn.a 22313-1450 
wwu.-pto.g-

APPLICATION NUMBER 
I 

FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE 

13/371,363 02/10/2012 

33438 
TERRILE, CANNATTI & CHAMBERS, LLP 
P.O. BOX 203518 
AUSTIN, TX 78720 

Mark S. O'Hare T00531-C1-B 

CONFIRMATION NO. 7984 

POWER OF ATTORNEY NOTICE 

IIIII i iiiii iiiii iiiii 3749 93 iii•i 
Date Mailed: 03/07/2023 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/16/2023. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

Questions about the contents of this notice and the 

requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

/sstephanos/ 

page 1 of 1 
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Electronic Acknowledgement Receipt 

EFSID: 47878911 

Application Number: 13371363 

International Application Number: 

Confirmation Number: 7984 

Title of Invention: 
SYSTEMS AND METHODS FOR CRYPTOGRAPHICALLY SPLITTING AND 
STORING DATA 

First Named Inventor/Applicant Name: Mark S. O'Hare 

Customer Number: 189503 

Filer: Michael Farjami/Evan Gunderman 

Filer Authorized By: Michael Farjami 

Attorney Docket Number: 0890103C2 

Receipt Date: 20-APR-2023 

Filing Date: 10-FEB-2012 

Time Stamp: 19:46:47 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment no 

File Listing: 

Document 

Number 
Document Description File Name 

File Size(Bytes)/ 

Message Digest 

Multi 

Part /.zip 

Pages 

(if appl.) 

1 
0890103C2_Req_for_Cert_of_C 

84710 

y es 4 
orrection_Apr_20_23.pdf 

70b137a68bb2e7a4e9facceba06D67f57e4 

f74d 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal Letter 1 1 

Request for Certificate of Correction 2 4 

Warnings: 

Information: 

Total Files Size (in bytes): 84710 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Attorney Docket No.: 0890103C2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant(s): O'Hare et al. 
Patent No.: 9,294,444 
Issue Date: 3/22/2016 
Filing Date: 2/10/2012 
Application Serial No.: 13/371,363 
Title: SYSTEMS AND METHODS FOR 

CRYPTOGRAPHICALLY 
SPLITTING AND STORING DATA 

Group Art Unit: 2492 

Examiner: Kim, Tae K. 

REQUEST FOR A CERTIFICATE OF CORRECTION FOR PTO's ERROR 

Commissioner for Patents 
Office of Patent Publication 
Attention: Certificates of Correction Branch 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir/Madam: 

Applicants respectfully request that a certificate of correction be issued to correct some 

clerical errors made by the Patent Office on the face of the above-referenced patent, and no fault 

of applicant, as shown in the enclosed copy of Form PTO- 1050. 

The Assistant Commissioner is hereby authorized to charge or credit Deposit Account 

No. 50-0731  for any deficiency or overpayment in the fees required for the filing of this request 

for a certificate of correction. 

Page 1 
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Attorney Docket No.: 0890103C2 

A certificate of correction is respectfully requested. Applicants respectfully invite the 

examiner to contact the undersigned for any questions. 

Respectfully submitted, 
Farj ami & Farj ami LLP 

Dated:  April 90, 9091 By  lfar.vhad farjamil 
Farshad Farjami 
Reg. No. 41,014 
Attorney for Applicants 

FARJAMI & FARJAMI LLP 
26522 La Alameda Ave., Ste. 360 
Mission Viejo, CA 92691 
Tel: (949) 282-1000 
Fax: (949) 282-1002 

CERTIFICATE OF ELECTRONIC TRANSMISSION 

I hereby certify that this correspondence is being filed via EFS in United States 
Patent and Trademark Office, on the date stated below. 

April 20, 2023 
Date 

Evan C. Gunderman  /evan c. gunderman✓ 
Name Signature 

Page 2 
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PTO/SB/44 (09-07) 
Approved for use through 08/31/2010. OMB 0651-0033 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

(Also Form PTO-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. 9,294,444 

APPLICATION NO. 13/371,363 

ISSUE DATE 3/22/2016 

INVENTOR(S) O'Hare et al. 

Page 1 of 1 

It is certified that an error appears or errors appear in the above-identified patent and that said 
Letters Patent is hereby corrected as shown below: 

On the face of the patent, in Section (60), " provisional application No. 60/222,146." should be --
provisional application No. 60/622,146.--

MAILING ADDRESS OF SENDER: 

Farshad Farjami, Esq. 
Farjami & Farjami LLP 
26522 La Alameda Avenue, Suite 360 
Mission Viejo, California 92691 

PATENT NO:  9,294,444 

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to 
take 1.0 hour to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent 
to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO 
NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, 
P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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FARJAMI & FARJAMI LLP 
A N INTELLECTUAL PROPERTY LAW FIRM 

www.farjami.com 

26522 La Alameda Avenue, Suite 360 
Mission Viejo, California 92691 

tel: (949) 282-1000 
fax: (949) 282-1002 

ELECTRONIC TRANSMISSION COVER SHEET 

Date: April 20, 2023 

To: Office of Patent Publication, Attention: Certificates of Correction Branch 
United States Patent and Trademark Office 

Examiner: Kim, Tae K.; Art Unit: 2492 

Re: Application Serial No.: 13/371,363 
Patent No: 9,294,444 
Filing Date: 2/10/2012; First-Named Inventor: O'Hare 
Attorney Docket No.: 0890103C2 

From: Farjami & Farjami LLP 

Number of pages including the cover sheet: 4 

Message: 

Enclosed, please find the Request for a Certificate of Correction and Form PTO- 1050. 

Authorization is hereby given to the Commissioner to charge any fees associated with this 

communication or credit any overpayment to Deposit Account 50-0731. 

Thank you. 

The documents accompanying this electronic transmission contain PRIVII_FGED AND CONFIDENTIAL information intended only 
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the 
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please 
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service. 
We will reimburse you for all expenses incurred. 
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