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What is claimed is:  

1. A method for securing communication of a 

data set from a first location to a second location, 

the method comprising: 

5 generating at the first location at 

least two portions of data from the data set, wherein 

each of the at least two portions of data respectively 

contains a substantially random distribution of a 

respective subset of the data set; 

10 communicating from the first location to 

the second location the at least two portions of data 

over at least one communications path, wherein the at 

least two portions of data are communicated separately 

from each other; and 

15 restoring at the second location the 

data set from at least a subset of the at least two 

portions of data. 

2. The method of claim 1 wherein the 

communicating comprises communicating the at least two 

portions of data on separate communications paths in 

5 parallel. 

3. The method of claim 1 wherein the 

communicating comprises communicating that at least two 

portions of data on a single communications path in a 

5 serial transmission. 

4. The method of claim 1 wherein the 

generating is accomplished using an email application. 
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5. The method of claim 1 wherein the 

generating is accomplished using a video broadcasting 

application. 

6. The method of claim 1 wherein the 

communicating over the at least one communications path 

comprises communicating over a wireless communications 

5 path. 

7. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over the wireless 

5 communications path using an 802.11 protocol. 

8. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over the wireless 

5 communications path using Bluetooth. 

9. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over a wireless LAN. 

10. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over a cellular network. 

11. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over a peer to peer wireless 

5 network. 
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12. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over a hub based wireless 

5 network. 

13. The method of claim 6, wherein the 

communicating over the wireless communications path 

comprises communicating over a satellite transmission. 

14. The method of claim 1 wherein at least 

one of the first location and the second location is a 

computer peripheral device. 

15. The method of claim 1 wherein at least 

one of the first location and the second location is a 

PDA device. 

16. The method of claim 1 wherein at least 

one of the first location and the second location is a 

storage device. 

17. The method of claim 1 wherein the 

communicating over the at least one communications path 

comprises communicating over a wired communications 

5 path. 

18. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set; 
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storing the at least two portions of 

10 data on at least two data depositories, wherein the at 

least two data depositories are physically separate 

from each other; and 

using at least one of the at least -two 

portions of data stored on at least one of the at least 

15 two data depositories as an authentication key stored 

in an authentication depository in order to restore the 

data set. 

19. The method of claim 18 wherein the 

authentication depository is a physical token device. 

20. The method of claim 18 further 

comprising restoring the data set when the 

authentication depository is coupled to at least a 

5 subset of the at least two data depositories. 

21. The method of claim 20 further 

comprising removing access to the data set when the 

authentication depository is no longer coupled to the 

5 at least a subset of the at least two data 

depositories. 

22. A method for securing a data set, the 

method comprising: 

generating at least two portions of data from 

5 the data set, wherein each of the at least two portions 

of data respectively contains a substantially random 

distribution of a respective subset of the data set; 

generating respective integrity information 

for each of the at least two portions of data; 
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10 writing the respective integrity information 

to each of the at least two portions of data; 

storing each of the at least two portions of 

data separately; and 

restoring the data set from at least a subset 

15 of the at least two portions of data when the 

respective integrity information of the at least a 

subset of the at least two portions of data has been 

verified. 

23. The method of claim 22, wherein the 

integrity information is generated using a hash 

algorithm. 

24. The method of claim 22, wherein the 

integrity information is generated using a MAC 

signature. 

25. The method of claim 22, wherein the 

integrity information is generated using a digital 

signature. 

26. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set; 

storing each of the at least two 

10 portions of data separately; and 

restoring the data set from at least a 

subset of the at least two portions of data, wherein at 
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least one particular portion of data is required in 

order to restore the data set. 

27. The method of claim 26 further 

comprising encrypting at least one of the at least two 

portions of data, the at least one of the at least two 

5 portions of data comprising the at least one particular 

portion of data. 

28. The method of claim 27 wherein the 

encrypting comprises encrypting at least one of the at 

least two portions of data according to a first 

5 encryption key and at least one other of the at two' 

least portions of data according to a second encryption 

key. 

29. The method of claim 27 wherein the 

encrypting comprises encrypting at least one of the at 

least two portion of data using a public key that may 

5 be decrypted using a private key. 

30. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set, and wherein the probability that data from the 

data set is distributed to at least one of the at least 

10 two portions of data is less than the probability that 

data from the data set is distributed to a remainder of 

the at least two portions of data; 
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storing each of the at least two 

portions of data separately; and 

15 restoring the data set from at least a 

subset of the at least two portions of data. 

31. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set, and wherein at least one of the at least two 

portions of data has a predetermined size; 

10 storing each of the at least two 

portions of data separately; and 

restoring the data set from at least a 

subset of the at least two portions of data. 

32. The method of claim 31 wherein the 

generating the at least two portions of data comprises 

using a splitting key having a splitting key size and 

5 wherein the predetermined size is the splitting key 

size. 

33. The method of claim 31 further 

comprising encrypting the data set with an encryption 

key having an encryption key size prior to the 

5 generating the at least two portions of data and 

wherein the predetermined size is the encryption key 

size. 

34. A method for securing a data set, the 

method comprising: 
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generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set, and wherein the probability that data from the 

data set is distributed to each of the at least two 

10 portions of data is substantially equal; 

storing each of the at least two 

portions of data separately; and 

restoring the data set from at least a 

subset of the at least two portions of data. 

35. A method for securing a data set, the 

method comprising: 

generating, according to a splitting 

5 key, at least two portions of data from the data set, 

wherein each of the at least two portions of data 

respectively contains a substantially random 

distribution of a respective subset of the data set; 

generating, according to a Shamir 

10 algorithm, splitting key information that is capable of 

being used to generate the splitting key, wherein the 

splitting key information is distributed among the at 

least two portions of data; 

storing each of the at least two 

15 portions of data separately; and 

restoring the data set from at least a 

subset of the at least two portions of data. 

36. The method of claim 35 wherein restoring 

the data set comprises restoring the splitting key from 

20 the splitting key information from at least a subset of 

the at least two portions of data. 
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37. A method for securing a data set, the 

method comprising: 

encrypting the data set using an 

5 encryption key; 

generating at least two portions of data 

from the encrypted data set, wherein each of the at 

least two portions of data respectively contains a 

substantially random distribution of a respective 

10 subset of the encrypted data set; 

generating, according to a Shamir 

algorithm, encryption key information that is capable 

of being used to generate the encryption key, wherein 

the splitting key information is distributed among the 

15 at least two portions of data; 

storing each of the at least two 

portions of data separately; and 

restoring the encrypted data set from at 

least a subset of the at least two portions of data. 

38. The method of claim 37 further 

comprising: 

restoring the encryption key from the 

5 encryption key information from at least a subset of 

the at least two portions of data; and 

restoring the data set from the 

encrypted data set and the encryption key. 

39. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 
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random.distribution of a respective subset of the data 

set; 

encrypting the at least two portions of 

10 data using the encryption key; 

generating, according to a Shamir 

algorithm, encryption key.information that is capable 

of being used to generate the encryption key, wherein 

the splitting key information is distributed among the 

15 at least two portions of data; 

storing the at least two encrypted 

portions of data separately from each other; and 

restoring the data set using a subset of 

the at least two encrypted portion of data. 

40. The method of claim 39 wherein restoring 

the data set comprises restoring the splitting key from 

the splitting key information from at least a subset of 

5 the at least two portions of data. 

41. A method for securing a data set, the 

method comprising: 

determining a number of portions of data 

5 into which to distribute the data set; 

generating a substantially random 

number; 

determining into which of the portions 

of data to distribute each unit of data from the data 

10 set based on corresponding data from the substantially 

random number and distributing accordingly; 

storing the portions of data separately; 

and 

restoring the data set from at least a 

15 subset of the portions of data. 
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42. The method of claim 41 wherein the 

determining into which of the portions of data to 

distribute each unit of data from the data set 

5 comprises determining into which of the portions of 

data to distribute each unit of data from the data set 

based on a hash function of corresponding data from the 

substantially random number. 

43. The method of claim 41 wherein the unit 

of data is a bit. 

44. The method of claim 41 wherein the size 

of the substantially random number is a multiple, M, of 

the size of the data set and wherein the determining 

5 into which of the portions of data to distribute each 

unit of data from the data set comprises determining 

into which of the portions of data to distribute each 

unit of data from the data set based on a hash function 

of a corresponding M bits from the substantially random 

10 number. 

45. The method of claim 44 wherein the 

multiple, M, is 8 and wherein the determining into 

which of the portions of data to distribute each unit 

5 of data from the data set based on a hash function of a 

corresponding M bits from the substantially random 

number comprises determining into which of the portions 

of data to distribute each bit of data from the data 

set based on a hash function of a corresponding byte 

10 from the substantially random number. 
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46. The method of claim 41 further 

comprising appending redundancy data to each of the 

portions of data. 

47. A method for securing a data set, the 

method comprising: 

determining a number of portions of data 

5 into which to distribute the data set; 

generating a substantially random 

number; 

for each unit of data of the data set, 

splitting the unit of data into a left segment and a 

10 right segment by determining, based on correspodning 

data from the substantially random number, a splitting 

location wherein bits to the left of the splitting 

location represent the left segment and bits to the 

right of the splitting location represent the right 

15 segment; 

determining into which of the portions 

of data to distribute each of the left segment and the 

right segment of each unit of data from the data set 

based on corresponding data from the substantially 

20 random number and distributing accordingly; 

storing the portions of data separately; 

and 

restoring the data set from at least a 

subset of the portions of data. 

48. The method of claim 47 wherein the 

splitting the unit of data into the left segment and 

the right segment comprises splitting the unit of data 

5 into the left segment and the right segment based on a 
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hash function of a corresponding data from the 

substantially random number. 

49. The method of claim 47 wherein the unit 

of data is a byte. 

50. The method of claim 47 wherein 

generating the substantially random number comprises 

generating the substantially random number of size 

5 equal to the size of the data set. 

51. The method of claim 50 wherein the unit 

of data is a byte and wherein the splitting the unit of 

data into the left segment and the right segment 

5 comprises splitting the unit of data into the left 

segment and the right segment based on a hash function 

of a corresponding unit of data from the substantially 

random number. 

52. The method of claim 47 wherein the 

determining into which of the portions of data to 

distribute each of the left segment and the right 

5 segment comprises determining into which of the 

portions of data to distribute each of the left segment 

and the right segment of each unit of data from the 

data set based on corresponding data from the 

substantially random number and based on a table 

10 containing an array of all possible distributions of 

the right segment and the left. 

53. The method of 47 wherein the determining 

into which of the portions of data to distribute each 

of the left segment and the right segment comprises 
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5 determining into which of the portions of data to 

distribute each of the left segment and the right 

segment of each unit of data from the data set based on 

a hash function of corresponding data from the 

substantially random number and based on a table 

10 containing an array of all possible distributions of 

the right segment and the left segment, wherein the 

hash function of the corresponding data from the 

substantially random number indicates which entry in 

the table to use, the entry indicating a destination 

15 portion for the left segment and a destination portion 

for the right segment. 

54. The method of claim 53 wherein: 

generating the substantially random 

number comprises generating the substantially random 

5 number of size equal to the size of the data set; 

the unit of data is a byte; and 

the corresponding data is a 

corresponding unit of data. 

55. A method for securing a data set, the 

method comprising: 

encrypting the data set using an 

5 encryption key; 

transforming the encryption key using an 

All or Nothing Transform into a transformed encryption 

key; 

generating at least two portions of data 

10 from the encrypted data set, wherein each of the at 

least two portions of data respectively contains a 

substantially random distribution of a respective 

subset of the encrypted data set; 
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generating tranformed encryption key 

15 information that is capable of being used to generate 

the transformed encryption key, wherein the transformed 

encryption key information is distributed among the at 

least two portions of data; 

storing each of the at least two 

20 portions of data separately; and 

restoring the encrypted data set from at 

least a subset of the at least two portions of data. 

56. The method of claim 55 further 

comprising: 

restoring the transformed encryption key 

5 from at least a subset of the at least two portions of 

data; 

restoring the encryption key from the 

transformed encryption key; and 

decrypting the encrypted data set. 

57. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set; 

encrypting each of the at least two 

10 portions of data using an encryption key into at least 

two portions of encrypted data; 

transforming the encryption key using an 

All or Nothing Transform into a transformed encryption 

key; 
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15 generating tranformed encryption key 

information that is capable of being used to generate 

the transformed encryption key, wherein the transformed 

encryption key information is distributed among the at 

least two portions of data; 

20 storing each of the at least two 

portions of encrypted data separately; and 

restoring the data set from at least a 

subset of the at least two portions of data. 

58. The method of claim 57 wherein the 

restoring comprises: 

restoring the transformed encryption key 

5 from at least a subset of the at least two portions 

data; 

restoring the encryption key from the 

transformed encryption key; and 

decrypting the at least a subset of the 

10 at least two portions of data. 

59. A method for securing a data set, the 

method comprising: 

generating, using a splitting key, at 

5 least two portions of data from the data set, wherein 

each of the at least two portions of data respectively 

contains a substantially random distribution of a 

respective subset of the data set; . 

transforming the splitting key using an 

10 All or Nothing Transform into a transformed splitting 

key; 

generating tranformed splitting key 

information that is capable of being used to generate 

the transformed splitting key, wherein the transformed 
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15 splitting key information is distributed among the at 

least two portions of data; 

storing each of the at least two 

portions of data separately; and 

restoring the data set from at least a 

20 subset of the at least two portions of data. 

60. The method of claim 59 wherein the 

restoring comprises: 

restoring the transformed splitting key 

5 from at least a subset of the at least two portions of 

data; and 

restoring the splitting key from the 

transformed splitting key. 

61. A method for securing a data set, the 

method comprising: 

encrypting the data set using an 

5 encryption key into an encrypted data set; 

encrypting the encryption key; 

generating at least two portions of data 

from the encrypted data set, wherein each of the at 

least two portions of data respectively contains a 

10 substantially random distribution of a respective 

subset of the encrypted data set, 

storing each of the at least two 

portions of the encrypted data set separately; 

restoring the encrypted data set from at 

15 least a subset of the at least two portions of the 

encrypted data set; 

decrypting the encryption key; and 

decrypting the data set from the 

encrypted data set using the encryption key. 
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20 

62. The method of claim 61 wherein the 

encryption key is encrypted using a workgroup key. 

63. A method for securing a data set, the 

method comprising: 

generating at least two portions of data 

5 from the data set, wherein each of the at least two 

portions of data respectively contains a substantially 

random distribution of a respective subset of the data 

set; 

encrypting the at least two portions of 

10 data using an encryption key into at least two 

encrypted portions of data; 

encrypting the encryption key; 

storing each of the at least two 

encrypted portions of data separately; and 

15 restoring the data set from at least a 

subset of the at least two encrypted portions of data, 

the restoring comprising: 

decrypting the encryption key, and 

decrypting the at least a subset of 

20 the at least two encrypted portions of data using the 

encryption key. 

64. The method of claim 63 wherein the 

encryption key is encrypted using a workgroup key. 

65. A method for securing a data set, the 

method comprising: 

generating, using a splitting key, at 

5 least two portions of data from the data set, wherein 
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each of the at least two portions of data respectively 

contains a substantially random distribution of a 

respective subset of the data set; 

encrypting the splitting key using an 

10 encryption key; 

storing each of the at least two 

portions of the data set separately; and 

restoring the data set from at least a 

subset of the at least two portions of the data set, 

15 the restoring comprising: 

decrypting the splitting key, and 

restoring, using the splitting key, 

the data set from the at least a subset of the at least 

two portions of data. 

66. The method of claim 65 wherein the 

splitting key is encrypted using a workgroup key. 

67. A method for securing a data set, the 

method comprising: 

determining a number of portions of data 

5 into which to distribute the data set; 

sequentially distributing substantially 

equal shares of data from the data set into each of the 

data portions, respectively; 

appending redundancy data to each of the 

10 portions of data; 

storing each of the data portions 

separately; and 

restoring the data set from a subset of 

the data portions. 
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68. A method for securing a data set, the 

method comprising: 

determining a number of portions of data 

5 into which to distribute the data set; 

sequentially distributing the data set, 

one bit at a time, into each of the data portions, 

respectively, in a round-robin manner until all bits of 

10 

the data set have been distributed; 

appending redundancy data to each of the 

portions of data; 

storing each of the data portions 

separately; and 

restoring the data set from a subset of 

15 the data portions. 

69. A system for securing communication of a 

data set from a first location to a second location, 

the system comprising: 

5 a first processor for generating at the 

10 

15 

first location at 

data set, wherein 

data respectively 

distribution of a 

least two portions of data from the 

each of the at least two portions of 

contains a substantially random 

respective subset of the data set; 

at least one communications path over 

which are communicated the at least two portions of 

data from the first location to the second location, 

wherein the at least two portions of data are 

communicated separately from each other; and 

a second processor for restoring at the 

second location the data set from at least a subset of 

the at least two portions of data. 
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70. The system of claim 69 wherein the at 

least two portions of data are communicated on separate 

5 communications paths in parallel. 

71. The system of claim 69 wherein the at 

least two portions of data are communicated on a single 

communications path in a serial transmission. 

72. The system of claim 69 wherein the first 

processor is used in conjunction with an email 

application. 

73. The system of claim 69 wherein the first 

processor is used in conjunction with a video 

broadcasting application. 

74. The system of claim 69 wherein the at 

least one communications path comprises a wireless 

communications path. 

75. The system of claim 74, wherein the 

wireless communications path comprises an 802.11 

protocol communications path. 

76. The system of claim 74, wherein the' 

wireless communications path comprises a Bluetooth 

communications path. 

77. The system of claim 74, wherein the 

wireless communications path comprises a wireless LAN. 
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78. The system of claim 74, wherein the 

wireless communications path comprises a cellular 

network. 

79. The system of claim 74, wherein the 

wireless communications path comprises a peer to peer 

wireless network. 

80. The system of claim 74, wherein the 

wireless communications path comprises a hub based 

wireless network. 

81. The system of claim 74, wherein wireless 

communications path comprises a satellite 

communications path. 

82. The system of claim 69 wherein at least 

one of the first location and the second location is a 

computer peripheral device. 

83. The system of claim 69 wherein at least 

one of the first location and the second location is a 

PDA device. 

84. The system of claim 69 wherein at least 

one of the first location and the second location is a 

storage device. 

85. The system of claim 69 wherein the at 

least one communications path comprises a wired 

communications path. 

5 
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Express Mail Label No. EV615580492US 

SEC- 2 

SECURE DATA PARSER METHOD AND SYSTEM 

Cross-reference to Related Applications  

[0001] This application claims the benefit of U.S. 

provisional application No. 60/622,146, filed on 

October 25, 2004, and U.S. provisional application No. 

60/718,185, filed September 16, 2005, both of which are 

hereby incorporated by reference herein in their 

entireties. 

Field of the Invention  

[0002] The present invention relates in general to a 

system for securing data from unauthorized access or 

use. 

5 

Background of the Invention  

[0003] In today's society, individuals and 

businesses conduct an ever-increasing amount of 

activities on and over computer systems. These computer 

10 systems, including proprietary and non-proprietary 

computer networks, are often storing, archiving, and 

transmitting all types of sensitive information. Thus, 

an ever-increasing need exists for ensuring data stored 

and transmitted over these systems cannot be read or 

15 otherwise compromised. 

[0004] One common solution for securing computer 

systems is to provide login and password functionality. 
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However, password management has proven to be quite 

costly with a large percentage of help desk calls 

relating to password issues. Moreover, passwords 

provide little security in that they are generally 

5 stored in a file susceptible to inappropriate access, 

through, for example, brute- force attacks. 

[0005] Another solution for securing computer 

systems is to provide cryptographic infrastructures. 

Cryptography, in general, refers to protecting data by 

10 transforming, or encrypting, it into an unreadable 

format. Only those who possess the key(s).to the 

encryption can decrypt the data into a useable format. 

Cryptography is used to identify users, e.g., 

authentication, to allow access privileges, e.g., 

15 authorization, to create digital certificates and 

signatures, and the like. One popular cryptography 

system is a public key system that usestwo keys, a 

public key known to everyone and a private key known 

only to the individual or business owner-thereof. 

20 Generally, the data encrypted with one key is decrypted 

with the other and neither key is recreatable from the 

other. 

[0006] Unfortunately, even the foregoing typical 

public- key cryptographic systems are still highly 

25 reliant on the user for security. For example, 

cryptographic systems issue the private key to the 

user, for example, through the user's browser. 

Unsophisticated users then generally store the private 

key on a hard drive accessible to others through an 

.30 open computer system, such as, for example, the 

Internet. On the other hand, users may choose poor 

names for files containing their private key, such as, 

for example, "key." The result of the foregoing and 
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other acts is to allow the key or keys to be 

susceptible to compromise. 

[0007] In addition to the foregoing compromises, a 

user may save his or her private key on a computer 

5 system configured with an archiving or backup system, 

potentially resulting in copies of the private key 

traveling through multiple computer storage devices or 

other systems. This security breach is often referred 

to as "key migration." Similar to key migration, many 

10 applications provide access to a user's private key 

through, at most, simple login and password access. As 

mentioned in the foregoing, login and password access 

often does not provide adequate security. 

[0008] One solution for increasing the security of 

15 the foregoing cryptographic systems is to include 

biometrics as part of the authentication or 

authorization. Biometrics generally include measurable 

physical characteristics, such as, for example, finger 

prints or speech that can be checked by an automated 

20 system, such as, for example, pattern matching or 

recognition of finger print patterns or speech 

patterns. In such systems, a user's biometric and/or 

keys may be stored on mobile computing devices, such 

as, for example, a smartcard, laptop, personal digital 

25 assistant, or mobile phone, thereby allowing the 

biometric or keys to be usable in a mobile environment. 

[0009] The foregoing mobile biometric cryptographic 

system still suffers from a variety of drawbacks. For 

example, the mobile user may lose or break the 

30 smartcard or portable computing device, thereby having 

his or her access to potentially important data 

entirely cut-off. Alternatively, a malicious person 

may steal the mobile user's smartcard or portable 
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computing device and use it to effectively steal the 

mobile user's digital credentials. On the other hand, 

the portable- computing device may be connected to an 

open system, such as the Internet, and, like passwords, 

5 the file where the biometric is stored may be 

susceptible to compromise through user inattentiveness 

to security or malicious intruders. 

Summary of the Invention 

10 [0010) Based on the foregoing, a need exists to 

provide a cryptographic system whose security is 

user- independent while still supporting mobile users. 

[0011] Accordingly, one aspect of the present 

invention is to provide a method for securing virtually 

15 any type of data from unauthorized access or use. The 

method comprises one or more steps of parsing, 

splitting and/or separating the data to be secured into 

two or more parts or portions. The method also 

comprises encrypting the data to be secured. 

20 Encryption of the data may be performed prior to or 

after the first parsing, splitting and/or separating of 

the data. In addition, the encrypting step may be 

repeated for one or more portions of the data. 

Similarly, the parsing, splitting and/or separating 

25 steps may be repeated for one or more portions of the 

data. The method also optionally comprises storing the 

parsed, split and/or separated data that has been 

encrypted in one location or in multiple locations. 

This method also optionally comprises reconstituting or 

30 re- assembling the secured data into its original form 

for authorized access or use. This method may be 

incorporated into the operations of any computer, 
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server, engine or the like, that is capable of 

executing the desired steps of the method. 

[0012] Another aspect of the present invention 

provides a system for securing virtually any type of 

5 data from unauthorized access or use. This system 

comprises a data splitting module, a cryptographic 

handling module, and, optionally, a data assembly 

module. The system may, in one embodiment, further 

comprise one or more data storage facilities where 

10 secure data may be stored. 

[0013] Accordingly, one aspect of the invention is 

to provide a secure server, or trust engine, having 

server- centric keys, or in other words, storing 

cryptographic keys and user authentication data on a 

15 server. According to this embodiment, a user accesses 

the trust engine in order to perform authentication and 

cryptographic functions, such as, but not limited to, 

for example, authentication, authorization, digital 

signing and generation, storage, and retrieval of 

20 certificates, encryption, notary- like and 

power- of- attorney- like actions, and the like. 

[0014] Another aspect of the invention is to provide 

a reliable, or trusted, authentication process. 

Moreover, subsequent to a trustworthy positive 

25 authentication, a wide number of differing actions may 

be taken, from providing cryptographic technology, to 

system or device authorization and- access, to 

permitting use or control of one or a wide number of 

electronic devices. 

30 [0015] Another aspect of the invention is to provide 

cryptographic keys and authentication data in an 

environment where they are not lost, stolen, or 

compromised, thereby advantageously avoiding a need to 
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continually reissue and manage new keys and 

authentication data. According to another aspect of 

the invention, the trust engine allows.a user to use 

one key pair for multiple activities, vendors, and/or 

5 authentication requests. According to yet another 

aspect of the invention, the trust engine performs at 

least one step of cryptographic processing, such as, 

but not limited to, encrypting, authenticating, or 

signing, on the server side, thereby allowing clients 

10 or users to possess only minimal computing resources. 

[0016] According to yet another aspect of the 

invention, the trust engine includes one or multiple 

depositories for storing portions of each cryptographic 

key and authentication data. The portions are created 

15 through a data splitting process that prohibits 

reconstruction without a predetermined portion from 

more than one location in one depository or from 

multiple depositories. According to another 

embodiment, the multiple depositories may be 

20 geographically remote such that a rogue employee or 

otherwise compromised system at one depository will not 

provide access to a user's key or authentication data. 

[0017] According to yet another embodiment, the 

authentication process advantageously allows the trust 

25 engine to process multiple authentication activities in 

parallel. According to yet another embodiment, the 

trust engine may advantageously track failed access 

attempts and thereby limit the number of times 

malicious intruders may attempt to subvert the system. 

30 [0018] According to yet another embodiment, the 

trust engine may include multiple instantiations where 

each trust engine may predict and share processing 

loads with the others. According to yet another 
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embodiment, the trust engine may include a redundancy 

module for polling a plurality of authentication 

results to ensure that more than one system 

authenticates the user. 

5 [0019) Therefore, one aspect of the invention 

includes a secure cryptographic system, which may be 

remotely accessible, for storing data of any type, 

including, but not limited to, a plurality of private 

cryptographic keys to be associated with a plurality of 

10 users. The cryptographic system associates each of the 

plurality of users with one or more different keys from 

the plurality of private cryptographic keys and 

performs cryptographic functions for each user using 

the associated one or more different keys without 

15 releasing the plurality of private cryptographic keys 

to the users. The cryptographic system comprises a 

depository system having at least one server which 

stores the data to be secured, such as a plurality of 

private cryptographic keys and a plurality of 

20 enrollment authentication data. Each enrollment 

authentication data identifies one of multiple users 

and each of the multiple users is associated with one 

or more different keys from the plurality of private 

cryptographic keys. The cryptographic system also may 

25 comprise an authentication engine which compares 

authentication data received by one of the multiple 

users to enrollment authentication data corresponding 

to the one of multiple users and received from the 

depository system, thereby producing an authentication 

30 result. The cryptographic system also may comprise a 

cryptographic engine which, when the authentication 

result indicates proper identification of the one of 

the multiple users, performs cryptographic functions on 
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behalf of the one of the multiple users using the 

associated one or more different keys received from the 

depository system. The cryptographic system also may 

comprise a transaction engine connected to route data 

5 from the multiple users to the depository server 

system, the authentication engine, and the 

cryptographic engine. 

[0020] Another aspect of the invention includes a 

secure cryptographic system that is optionally remotely 

10 accessible. The cryptographic system comprises a 

depository system having at least one server which 

stores at least one private key and any other data, 

such as, but not limited to, a plurality of enrollment 

authentication data, wherein each enrollment 

15 authentication data identifies one of possibly multiple 

users. The cryptographic system may also optionally 

comprise an authentication engine which compares 

authentication data received by users to enrollment 

authentication data corresponding to the user and ` 

20 received from the depository system, thereby producing 

an authentication result. The cryptographic system 

also comprises a cryptographic engine which, when the 

authentication result indicates proper identification 

of the user, performs cryptographic functions on behalf 

25 of the user using at least said private key, which may 

be received from the depository system. The 

cryptographic system may also optionally comprise a 

transaction engine connected to route data from the 

users to other engines or systems such as, but not 

30 limited to, the depository server system, the 

authentication engine, and the cryptographic engine. 

[0021] Another aspect of the invention includes a 

method of facilitating cryptographic functions. The 
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method comprises associating a user from multiple users 

with one or more keys from a plurality of private 

cryptographic keys stored on a secure location, such as 

a secure server. The method also comprises receiving 

5 authentication data from the user, and comparing the 

authentication data to authentication data 

corresponding to the user, thereby verifying the 

identity of the user. The method also comprises 

utilizing the one or more keys to perform cryptographic 

10 functions without releasing the one or more keys to the 

user. 

[0022] Another aspect of the invention includes an 

authentication system for uniquely identifying a user 

through secure storage of the user's enrollment 

15 authentication data. The authentication system 

comprises one or more data storage facilities, wherein 

each data storage facility includes a computer 

accessible storage medium which stores at least one of 

portions of enrollment authentication data. The 

20 authentication system also comprises an authentication 

engine which communicates with the data storage 

facility or facilities. The authentication engine 

comprises a data splitting module which operates on the 

enrollment authentication data to create portions, a 

25 data assembling module which processes the portions 

from at least one of the data storage facilities to 

assemble the enrollment authentication data, and a data 

comparator module which receives current authentication 

data from a user and compares the current 

30 authentication data with the assembled enrollment 

authentication data to determine whether the user has 

been uniquely identified. 
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[0023] Another aspect of the invention includes a 

cryptographic system. The cryptographic system 

comprises one or more data storage facilities, wherein 

each data storage facility includes a computer 

5 accessible storage medium which stores at least one 

portion of one ore more cryptographic keys. The 

cryptographic system also comprises a cryptographic 

engine which communicates with the data storage 

facilities. The cryptographic engine also comprises a 

10 data splitting module which operate on the 

cryptographic keys to create portions, a data 

assembling module which processes the portions from at 

least one of the data storage facilities to assemble 

the cryptographic keys, and a cryptographic handling 

15 module which receives the assembled cryptographic keys 

and performs cryptographic functions therewith. 

[0024] Another aspect of the invention includes a 

method of storing any type of data, including, but not 

limited to, authentication data in geographically 

20 remote secure data storage facilities thereby 

protecting the data against composition of any 

individual data storage facility. The method comprises 

receiving data at a trust engine, combining at the 

trust engine the data with a first substantially random 

25 value to form a first combined value, and combining the 

data with a second substantially random value to form a 

second combined value. The method comprises creating a 

first pairing of the first substantially random value 

with the second combined value, creating a second 

30 pairing of the first substantially random value with 

the second substantially random value, and storing the 

first pairing in a first secure data storage facility. 

The method comprises storing the second pairing in a 
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first secure data storage facility. 

[0025] Another aspect of the invention includes a 

method of storing any type of data, including, but not 

5 limited to, authentication data comprising receiving 

data, combining the data with a first set of bits to 

form a second set of bits, and combining the data with 

a third set of bits to form a fourth set of bits. The 

method also comprises creating a first pairing of the 

10 first set of bits with the third set of bits. The 

method also comprises creating a second pairing of the 

first set of bits with the fourth set of bits, and 

storing one of the first and second pairings in a first 

computer accessible storage medium. The method also 

15 comprises storing the other of the first and second 

pairings in a second computer accessible storage 

medium. 

(0026] Another aspect of the invention includes a 

method of storing cryptographic data in geographically 

20 remote secure data storage facilities thereby 

protecting the cryptographic data against comprise of 

any individual data storage facility. The method 

comprises receiving cryptographic data at a trust 

engine, combining at the trust engine the cryptographic 

25 data with a first substantially random value to form a 

first combined value, and combining the cryptographic 

data with a second substantially random value to form a 

second combined value. The method also comprises 

creating a first pairing of the first substantially 

30 random value with the second combined value, creating a 

second pairing of the first substantially random value 

with the second substantially random value, and storing 

the first pairing in a first secure data storage 
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facility. The method also comprises storing the second 

pairing in a secure second data storage facility remote 

from the first secure data storage facility. 

[002?] Another aspect of the invention includes a 

5 method of storing cryptographic data comprising 

receiving authentication data and combining the 

cryptographic data with a first set of bits to form a 

second set of bits. The method also comprises 

combining the cryptographic data with a third set of 

10 bits to form a fourth set of bits, creating a first 

pairing of the first set of bits with the third set of 

bits, and creating a second pairing of the first set of 

bits with the fourth set of bits. The method also 

comprises storing one of the first and second pairings 

15 in a first computer accessible storage medium, and 

storing the other of the first and second pairings in a 

second computer accessible storage medium. 

[0028] Another aspect of the invention includes a 

method of handling sensitive data of any type or form 

20 in a cryptographic system, wherein the sensitive data 

exists in a useable form only during actions by 

authorized users, employing the sensitive data. The 

method also comprises receiving in a software module, 

substantially randomized or encrypted sensitive data 

25 from a first computer accessible storage medium, and 

receiving in the software module, substantially 

randomized or encrypted data which may or may not be 

sensitive data, from one or more other computer 

accessible storage medium. The method also comprises 

30 processing the substantially randomized pre- encrypted 

sensitive data and the substantially randomized or 

encrypted data which may or may not be sensitive data, 

in the software module to assemble the sensitive data 
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and employing the sensitive data in a software engine 

to perform an action. The action includes, but is not 

limited to, one of authenticating a user and performing 

a cryptographic function. 

5 [0029] Another aspect of the invention includes a 

secure authentication system. The secure 

authentication system comprises a plurality of 

authentication engines. Each authentication engine 

receives enrollment authentication data designed to 

10 uniquely identify a user to a degree of certainty. 

Each authentication engine receives current 

authentication data to compare to the enrollment 

authentication data, and each authentication engine 

determines an authentication result. The secure 

15 authentication system also comprises a redundancy 

system which receives the authentication result of at 

least two of the authentication engines and determines 

whether the user has been uniquely identified. 

[0030] Another aspect of the invention includes a 

20 secure data in motion system whereby data may be 

transmitted in different portions that are secured in 

accordance with the present invention such that any one 

portion becoming compromised shall not provide 

sufficient data to restore the original data. This may 

25 be applied to any transmission of data, whether it be 

wired, wirless, or physical. 

[0031] Another aspect of the invention includes 

integration of the secure data parser of the present 

invention into any suitable system where data is stored 

30 or communicated. For example, email system, RAID 

systems, video broadcasting systems, database systems, 

or any other suitable system may have the secure data 

parser integrated at any suitable level. 

EX1024, Page 76



- 14 - 

[0032] Another aspect of the invention includes 

using any suitable parsing and splitting algorithm to 

generate shares of data. Either random, pseudo- random, 

deterministic, or any combination thereof may be 

5 employed for parsing and splitting data. 

Brief Description of the Drawings  

[0033] The present invention is described in more 

detail below in connection with the attached drawings, 

10 which are meant to illustrate and not to limit the 

invention, and in which: 

[0034] FIGURE 1 illustrates a block diagram of a 

cryptographic system, according to aspects of an 

embodiment of the invention; 

15 [0035] FIGURE 2 illustrates a block diagram of the 

trust engine of FIGURE 1, according to aspects of an 

embodiment of the invention; 

[0036] FIGURE 3 illustrates a block diagram of the 

transaction engine of FIGURE 2, according to aspects of 

20 an embodiment of the invention; 

[0037] FIGURE 4 illustrates a block diagram of the 

depository of FIGURE 2, according to aspects of an 

embodiment of the invention; 

[0038] FIGURE 5 illustrates a block diagram of the 

25 authentication engine of FIGURE 2, according to aspects 

of an embodiment of the invention; 

[0039] FIGURE 6'illustrates a block diagram of the 

cryptographic engine of FIGURE 2, according to aspects 

of an embodiment of the invention; 

30 [0040] FIGURE 7 illustrates a block diagram of a 

depository system, according to aspects of another 

embodiment of the invention; 
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[0041] FIGURE 8 illustrates a flow chart of a data 

splitting process according to aspects of an embodiment 

of the invention; 

[0042] FIGURE 9, Panel A illustrates a data flow of 

5 an enrollment process according to aspects of an 

embodiment of the invention; 

[0043] FIGURE 9, Panel B illustrates a flow chart of 

an interoperability process according to aspects of an 

embodiment of the invention; 

10 [0044] FIGURE 10 illustrates a data flow of an 

authentication process according to aspects of an 

embodiment of the invention; 

[0045] FIGURE 11 illustrates a data flow of a 

signing process according to aspects of an embodiment 

15 of the invention; 

[0046] FIGURE 12 illustrates a data flow and an 

encryption/decryption process according to aspects and 

yet another embodiment of the invention.-

[00471 FIGURE 13 illustrates a simplified block 

20 diagram of a trust engine system according to aspects 

of another embodiment of the invention; 

[0048] FIGURE 14 illustrates a simplified block 

diagram of a trust engine system according to aspects 

of another embodiment of the invention; 

25 [0049] FIGURE 15 illustrates a block diagram of the 

redundancy module of FIGURE 14, according to aspects of 

an embodiment of the invention; 

[0050] FIGURE 16 illustrates a process for 

evaluating authentications according to.one aspect of 

30 the invention; 

[0051] FIGURE 17 illustrates a process for assigning 

a value to an authentication according to one aspect as 

shown in FIGURE 16 of the invention; 
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[0052] FIGURE 18 illustrates a process for 

performing trust arbitrage in an aspect of the 

invention as shown in FIGURE 17; and 

[0053] FIGURE 19 illustrates a sample transaction 

5 between a user and a vendor according to aspects of an 

embodiment of the invention where an initial web based 

contact leads to a sales contract signed by both 

parties. 

[0054] FIGURE 20 illustrates a sample user system 

10 with a cryptographic service provider module which 

provides security functions to a user system. 

[0055] FIGURE 21 illustrates a process for parsing, 

splitting and/or separating data with encryption and 

storage of the encryption master key with the data. 

15 [0056] FIGURE 22 illustrates a process for parsing, 

splitting and/or separating data with encryption and 

storing the encryption master key separately from the 

data. 

[0057] FIGURE 23 illustrates the intermediary key 

20 process for parsing, splitting and/or separating data 

with encryption and storage of the encryption master 

key with the data. 

[0058] FIGURE 24 illustrates the intermediary key 

process for parsing, splitting and/or separating data 

25 with encryption and storing the 

separately from the data. 

[0059] FIGURE 25 illustrates 

encryption master key 

utilization of the 

cryptographic methods and systems of the present 

invention with a small working group. 

30 [0060] FIGURE 26 is a block diagram of an 

illustrative physical token security system employing 

the secure data parser in accordance with one 

embodiment of the present invention. 
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[0061] FIGURE 27 is a block diagram of an 

illustrative arrangement in which the secure data 

parser is integrated into a system in accordance with 

one embodiment of the present invention. 

5 [0062] FIGURE 28 is a block diagram of an 

illustrative data in motion system in accordance with 

one embodiment of the present invention. 

[0063] FIGURE 29 is a block diamgram of another 

illustrative data in motion system in accordance with 

10 one embodiment of the present invention. 

[0064] FIGURE 30-32 are block diagrams of an 

illustrative system having the secure data parser 

integrated in accordance with one embodiment of the 

present invention. 

15 [0065] FIGURE 33 is a process flow diagram of an 

illustrative process for parsing and splitting data in 

accordance with one embodiment of the present 

invention. 

[0066] FIGURE 34 is a process flow diagram of an 

20 illustrative process for restoring portions of data 

into original data in accordance with one embodiment of 

the present invention. 

[0067] FIGURE 35 is a process flow diagram of an 

illustrative process for splitting data at the bit 

25 level in accordance with one embodiment of the present 

invention. 

Detailed Description of the Invention  

[0068] One aspect of the present invention is to 

30 provide a cryptographic system where one or more secure 

servers, or a trust engine, stores cryptographic keys 

and user authentication data. Users access the 

functionality of conventional cryptographic systems 
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through network access to the trust engine, however, 

the trust engine does not release actual keys and other 

authentication data and therefore, the keys and data 

remain secure. This server- centric storage of keys and 

5 authentication data provides for user- independent 

security, portability, availability, and 

straightforwardness. 

[0069] Because users can be confident in, or trust, 

the cryptographic system to perform user and document 

10 authentication and other cryptographic functions, a 

wide variety of functionality may be incorporated into 

the system. For example, the trust engine provider can 

ensure against agreement repudiation by, for example, 

authenticating the agreement participants, digitally 

15 signing the agreement on behalf of or for the 

participants, and storing a record of the agreement 

digitally signed by each participant. In addition, the 

cryptographic system may monitor agreements and 

determine to apply varying degrees of authentication, 

20 based on, for example, price, user, vendor, geographic 

location, place of use, or the like. 

[0070] To facilitate a complete understanding of the 

invention, the remainder of the detailed description 

describes the invention with reference to the figures, 

25 wherein like elements are referenced with like numerals 

throughout. 

[0071] FIGURE 1 illustrates a block diagram of a 

cryptographic system 100, according to aspects of an 

embodiment of the invention. As shown in FIGURE 1, the 

30 cryptographic system 100 includes a user system 105, a 

trust engine 110, a certificate authority 115, and a 

vendor system 120, communicating through a 

communication link 125. 
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[0072] According to one embodiment of the invention, 

the user system 105 comprises a conventional 

general-purpose computer having one or more 

microprocessors, such as, for example, an Intel-based 

5 processor. Moreover, the user system 105 includes an 

appropriate operating system, such as, for example, an 

operating system capable of including graphics or 

windows, such as Windows, Unix, Linux, or the like. As 

shown in FIGURE 1, the user system 105 may include a 

10 biometric device 107. The biometric device 107 may 

advantageously capture a user's biometric and transfer 

the captured biometric to the trust engine 110. 

According to one embodiment of the invention, the 

hiometric device may advantageously comprise a device 

15 having attributes and features similar to those 

disclosed in U.S. Patent Application No. 08/926,277, 

filed on September 5, 1997, entitled "RELIEF OBJECT 

IMAGE GENERATOR," U.S. Patent Application 

No. 09/558,634, filed on April 26, 2000, entitled 

20 "IMAGING DEVICE FOR A RELIEF OBJECT AND SYSTEM AND 

METHOD OF USING THE IMAGE DEVICE," U.S. Patent 

Application No. 09/435,011, filed on November 5, 1999, 

entitled "RELIEF OBJECT SENSOR ADAPTOR," and U.S. 

Patent Application No. 09/477,943, filed on January 5, 

25 2000, entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM 

FOR GENERATING AN ELECTRONIC IMAGE OF A RELIEF OBJECT 

FOR FINGERPRINT READING," all of which are owned by the 

instant assignee, and all of which are hereby 

incorporated by reference herein. 

30 [0073] In addition, the user system 105 may connect 

to the communication link 125 through a conventional 

service provider, such as, for example, a dial up, 

digital subscriber line (DSL), cable modem, fiber 
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connection, or the like. According to another 

embodiment, the user system 105 connects the 

communication link 125 through network connectivity 

such as, for example, a local or wide area network. 

5 According to one embodiment, the operating system 

includes a TCP/IP stack that handles all incoming and 

outgoing message traffic passed over the communication 

link 125. 

[0074] Although the user system 105 is disclosed 

10 with reference to the foregoing embodiments, the 

invention is not intended to be limited thereby. 

Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives 

embodiments of the user system 105, including almost 

15 any computing device capable of sending or receiving 

information from another computer system. For example, 

the user system 105 may include, but is not limited to, 

a computer workstation, an interactive television, an 

interactive kiosk, a personal mobile computing device, 

20 such as a digital assistant, mobile phone, laptop, or 

the like, a wireless communications device, a 

smartcard, an embedded computing device, or the like, 

which can interact with the communication link 125. In 

such alternative systems, the operating systems will 

25 likely differ and be adapted for the particular device. 

However, according to one embodiment, the operating 

systems advantageously continue to provide the 

appropriate communications protocols needed to 

establish communication with the communication link 

30 125. 

[0075] FIGURE 1 illustrates the trust engine 110. 

According to one embodiment, the trust engine 110 

comprises one or more secure servers for accessing and 
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storing sensitive information, which may be any type or 

form of data, such as, but not limited to text, audio, 

video, user authentication data and public and private 

cryptographic keys. According to one embodiment, the 

5 authentication data includes data designed to uniquely 

identify a user of the cryptographic system 100. For 

example, the authentication data may include a user 

identification number, one or more biometrics, and a 

series of questions and answers generated by the trust 

10 engine 110 or the user, but answered initially by the 

user at enrollment. The foregoing questions may 

include demographic data, such as place of birth, 

address, anniversary, or the like, personal data, such 

as mother's maiden name, favorite ice cream, or the 

15 like, or other data designed to uniquely identify the 

user. The trust engine 110 compares a user's 

authentication data associated with a current 

transaction, to the authentication data provided at an 

earlier time, such as, for example, during enrollment. 

20 The trust engine 110 may advantageously require the 

user to produce the authentication data at the time of 

each transaction, or, the trust engine 110 may 

advantageously allow the user to periodically produce 

authentication data, such as at the beginning of a 

25 string of transactions or the logging onto a particular 

vendor website. 

[0076] According to the embodiment where the user 

produces biometric data, the user provides a physical 

characteristic, such as, but not limited to, facial 

30 scan, hand scan, ear scan, iris scan, retinal scan, 

vascular pattern, DNA, a fingerprint, writing or 

speech, to the biometric device 107. The biometric 

device advantageously produces an electronic pattern, 
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or biometric, of the physical characteristic. The 

electronic pattern is transferred through the user 

system 105 to the trust engine 110 for either 

enrollment or authentication purposes. 

5 [0077] Once the user produces the appropriate 

authentication data and the trust engine 110 determines 

a positive match between that authentication data 

(current authentication data) and the authentication 

data provided at the time of enrollment (enrollment 

10 authentication data), the trust engine 110 provides the 

user with complete cryptographic functionality. For 

example, the properly authenticated user may 

advantageously employ the trust engine 110 to perform 

hashing, digitally signing, encrypting and decrypting 

15 (often together referred to only as encrypting), 

creating or distributing digital certificates, and the 

like. However, the private cryptographic keys used in 

the cryptographic functions will not be available 

outside the trust engine 110, thereby ensuring the 

20 integrity of the cryptographic keys. 

[0078] According to one embodiment, the trust engine 

'110 generates and stores cryptographic keys. According 

to another embodiment, at least one cryptographic key 

is associated with each user. Moreover, when the 

25 cryptographic keys include public-key technology, each 

private key associated with a user is generated within, 

and not released from, the trust engine 110. Thus, so 

long as the user has access to the trust engine 110, 

the user may perform cryptographic functions using his 

30 or her private or public key. Such remote access 

advantageously allows users to remain completely mobile 

and access cryptographic functionality through 

practically any Internet connection, such as cellular 
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and satellite phones, kiosks, laptops, hotel rooms and 

the like. 

[0079] According to another embodiment, the trust 

engine 110 performs the cryptographic functionality 

5 using a key pair generated for the trust engine 110. 

According to this embodiment, the trust engine 110 

first authenticates the user, and after the user has 

properly produced authentication data matching the 

enrollment authentication data, the trust engine 110 

10 uses its own cryptographic key pair to perform 

cryptographic functions on behalf of the authenticated 

user. 

[0080] A skilled artisan will recognize from the 

disclosure herein that the cryptographic keys may 

15 advantageously include some or all of symmetric keys, 

public keys, and private keys. In addition, a skilled 

artisan will recognize from the disclosure herein that 

the foregoing keys may be implemented with a wide 

number of algorithms available from commercial 

20 technologies, such as, for example, RSA, ELGAMAL, or 

the like. 

[0081] FIGURE 1 also illustrates the certificate 

authority 115. According to one embodiment, the 

certificate authority 115 may advantageously comprise a 

25 trusted third-party organization or company that issues 

digital certificates,.such as, for example, VeriSign, 

Baltimore, Entrust, or the like. The trust engine 110 

may advantageously transmit requests for digital 

certificates, through one or more conventional digital 

30 certificate protocols, such as, for example, PKCS10, to 

the certificate authority 115. In response, the 

certificate authority 115 will issue a digital 

certificate in one or more of a number of differing 
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protocols, such as, for example, PKCS7. According to 

one embodiment of the invention, the trust engine 110 

requests digital certificates from several or all of 

the prominent certificate authorities 115 such that the 

5 trust engine 110 has access to a digital certificate 

corresponding to the certificate standard of any 

requesting party. 

[0082] According to another embodiment, the trust 

engine 110 internally performs certificate issuances. 

10 In this embodiment, the trust engine 110 may access a 

certificate system for generating certificates and/or 

may internally generate certificates when they are 

requested, such as, for example, at the time of key 

generation or in the certificate standard requested at 

15 the time of the request. The trust engine 110 will be 

disclosed in greater detail below. 

[0083] FIGURE 1 also illustrates the vendor system 

120. According to one embodiment, the vendor system 

120 advantageously comprises a Web server. Typical Web 

20 servers generally serve content over the Internet using 

one of several internet markup languages or document 

format standards, such as the Hyper- Text Markup 

Language (HTML) or the Extensible Markup Language 

(XML). The Web server accepts requests from browsers 

25 like Netscape and Internet Explorer and then returns 

the appropriate electronic documents. A number of 

server or client- side technologies can be used to 

increase the power of the Web server beyond its ability 

to deliver standard electronic documents. For example, 

30 these technologies include Common Gateway Interface 

(CGI) scripts, Secure Sockets Layer ( SSL) security, and 

Active Server Pages (ASPS). The vendor system 120 may 

advantageously provide electronic content relating to 
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commercial, personal, educational, or other 

transactions. 

[0084] Although the vendor system 120 is disclosed 

with reference to the foregoing embodiments, the 

5 invention is not intended to be limited thereby. 

Rather, a skilled artisan will recognize from the 

disclosure herein that the vendor system 120 may 

advantageously comprise any of the devices described 

with reference to the user system 105 or combination 

10 thereof. 

[0085] FIGURE 1 also illustrates the communication 

link 125 connecting the user system 105, the trust 

engine 110, the certificate authority 115, and the 

vendor system 120. According to one embodiment, the 

15 communication link 125 preferably comprises the 

Internet. The Internet, as used throughout this 

disclosure is a global network of computers. The 

structure of the Internet, which is well known to those 

of ordinary skill in the art, includes a network 

20 backbone with networks branching from the backbone. 

These branches, in turn, have networks branching from 

them, and so on. Routers move information packets 

between network levels, and then from network to 

network, until the packet reaches the neighborhood of 

25 its destination. From the destination, the destination 

network's host directs the information packet to the 

appropriate terminal, or node. In one advantageous 

embodiment, the Internet routing hubs comprise domain 

name system ( DNS) servers using Transmission Control 

30 Protocol/Internet Protocol (TCP/IP) as is well known in 

the art. The routing hubs connect to one or more other 

routing hubs via high-speed communication links. 
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[0086] One popular part of the Internet is the World 

Wide Web. The World Wide Web contains different 

computers, which store documents capable of displaying 

graphical and textual information. The computers that 

5 provide information on the World Wide Web are typically 

called "websites." A website is defined by an Internet 

address that has an associated electronic page. The 

electronic page can be identified by a Uniform Resource 

Locator (URL). Generally, an electronic page is a 

10 document that organizes the presentation of text, 

graphical images, audio, video, and so forth. 

[0087] Although the communication link 125 is 

disclosed in terms of its preferred embodiment, one of 

ordinary skill in the art will recognize from the 

15 disclosure herein that the communication link 125 may 

include a wide range of interactive communications 

links. For example, the communication link 125 may 

include interactive television networks, telephone 

networks, wireless data transmission systems, two-way 

20 cable systems, customized private or public computer 

networks, interactive kiosk networks, automatic teller 

machine networks, direct links, satellite or cellular 

networks, and the like. 

[0088] FIGURE 2 illustrates a block diagram of the 

25 trust engine 110 of FIGURE 1 according to aspects of an 

embodiment of the invention. As shown in FIGURE 2, the 

trust engine 110 includes a transaction engine 205, a 

depository 210, an authentication engine 215, and a 

cryptographic engine 220. According to one embodiment 

30 of the invention, the trust engine 110 also includes 

mass storage 225. As further shown in FIGURE 2, the 

transaction engine 205 communicates with the depository 

210, the authentication engine 215, and the 
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cryptographic engine 220, along with the mass storage 

225. In addition, the depository 210 communicates with 

the authentication engine 215, the cryptographic engine 

220, and the mass storage 225. Moreover, the 

5 authentication engine 215 communicates with the 

cryptographic engine 220. According to one embodiment 

of the invention, some or all of the foregoing 

communications may advantageously comprise the 

transmission of XML documents to IP addresses that 

10 correspond to the receiving device. As mentioned in 

the foregoing, XML documents advantageously allow 

designers to create their own customized document tags, 

enabling the definition, transmission, validation, and 

interpretation of data between applications and between 

15 organizations. Moreover, some or all of the foregoing 

communications may include conventional SSL 

technologies. 

[0089] According to one embodiment, the transaction 

engine 205 comprises a data routing device, such as a 

20 conventional Web server available from Netscape, 

Microsoft, Apache, or the like. For example, the Web 

server may advantageously receive incoming data from 

the communication link 125. According to one 

embodiment of the invention, the incoming data is 

25 addressed to a front-end security system for the trust 

engine 110. For example, the front-end security system 

may advantageously include a firewall, an intrusion 

detection system searching for known attack profiles, 

and/or a virus scanner. After clearing the front-end 

30 security system, the data is received by the 

transaction engine 205 and routed to one of the 

depository 210, the authentication engine 215, the 

cryptographic engine 220, and the mass storage 225. In 
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addition, the transaction engine 205 monitors incoming 

data from the authentication engine 215 and 

cryptographic engine 220, and routes the data to 

particular systems through the communication link 125. 

5 For example, the transaction engine 205 may 

advantageously route data to the user system 105, the 

certificate authority 115, or the vendor system 120. 

[0090] According to one embodiment, the data is 

routed using conventional HTTP routing techniques, such 

10 as, for example, employing URLs or Uniform Resource 

Indicators (URIs). URIs are similar to URLs, however, 

URIs typically indicate the source of files or actions, 

such as, for example, executables, scripts, and the 

like. Therefore, according to the one embodiment, the 

15 user system 105, the certificate authority 115, the 

vendor system 120, and the components of the trust 

engine 210, advantageously include sufficient data 

within communication URLs or URIs for the transaction 

engine 205 to properly route data throughout the 

20 cryptographic system. 

[0091] Although the data routing is disclosed with 

reference to its preferred embodiment, a skilled 

artisan will recognize a wide number of possible data 

routing solutions or strategies. For example, XML or 

25 other data packets may advantageously be unpacked and 

recognized by their format, content, or the like, such 

that the transaction engine 205 may properly route data 

throughout the trust engine 110. Moreover, a skilled 

artisan will recognize that the data routing may 

30 advantageously be adapted to the data transfer 

protocols conforming to particular network systems, 

such as, for example, when the communication link 125 

comprises a local network. 
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[0092] According to yet another embodiment of the 

invention, the transaction engine 205 includes 

conventional SSL encryption technologies, such that the 

foregoing systems may authenticate themselves, and 

5 vise-versa, with transaction engine 205, during 

particular communications. As will be used throughout 

this disclosure, the term 11% SSL" refers to 

communications where a server but not necessarily the 

client, is SSL authenticated, and the term "FULL SSL" 

10 refers to communications where the client and the 

server are SSL authenticated. When the instant 

disclosure uses the term "SSL", the communication may 

comprise M or FULL SSL. 

[0093] As the transaction engine 205 routes data to 

15 the various components of the cryptographic system 100, 

the transaction engine 205 may advantageously create an 

audit trail. According to one embodiment, the audit 

trail includes a record of at least the type and format 

of data routed by the transaction engine 205 throughout 

20 the cryptographic system 100. Such audit data may 

advantageously be stored in the mass storage 225. 

[0094] FIGURE 2 also illustrates the depository 210. 

According to one embodiment, the depository 210 

comprises one or more data storage facilities, such as, 

25 for example, a directory server, a database server, or 

the like. As shown in FIGURE 2, the depository 210 

stores cryptographic keys and enrollment authentication 

data. The cryptographic keys may advantageously 

correspond to the trust engine 110 or to users of the 

30 cryptographic system 100, such as the user or vendor. 

The enrollment authentication data may advantageously 

include data designed to uniquely identify a user, such 

as, user ID, passwords, answers to questions, biometric 
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data, or the like. This enrollment authentication data 

may advantageously be acquired at enrollment of a user 

or another alternative later time. For example, the 

trust engine 110 may include periodic or other renewal 

5 or reissue of enrollment authentication data. 

[0095] According to one embodiment, the 

communication from the transaction engine 205 to and 

from the authentication engine 215 and the 

cryptographic engine 220 comprises secure 

10 communication, such as, for example conventional SSL 

technology. In addition, as mentioned in the 

foregoing, the data of the communications to and from 

the depository 210 may be transferred using URLs, URIs, 

HTTP or XML documents, with any of the foregoing 

15 advantageously having data requests and formats 

embedded therein. 

[0096] As mentioned above, the depository 210 may 

advantageously comprises a plurality of secure data 

storage facilities. In such an embodiment, the secure 

20 data storage facilities may be configured such that a 

compromise of the security in one individual data 

storage facility will not compromise the cryptographic 

keys or the authentication data stored therein. For 

example, according to this embodiment, the 

25 cryptographic keys and the authentication data are 

mathematically operated on so as to statistically and 

substantially randomize the data stored in each data 

storage facility. According to one embodiment, the 

randomization of the data of an individual data storage 

30 facility renders that data undecipherable. Thus, 

compromise of an individual data storage facility 

produces only a randomized undecipherable number and 
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does not compromise the security of any cryptographic 

keys or the authentication data as a whole. 

[0097] FIGURE 2 also illustrates the trust engine 

110 including the authentication engine 215. According 

5 to one embodiment, the authentication engine 215 

comprises a data comparator configured to compare data 

from the transaction engine 205 with data from the 

depository 210. For example, during authentication, a 

user supplies current authentication data to the trust 

10 engine 110 such that the transaction engine 205 

receives the current authentication data. As mentioned 

in the foregoing, the transaction engine 205 recognizes 

the data requests, preferably in the URL or URI, and 

routes the authentication data to the authentication 

15 engine 215. Moreover, upon request, the depository 210 

forwards enrollment authentication data corresponding 

to the user to the authentication engine 215. Thus, 

the authentication engine 215 has both the current 

authentication data and the enrollment authentication 

20 data for comparison. 

[0098} According to one embodiment, the 

communications to the authentication engine comprise 

secure communications, such as, for example, SSL 

technology. Additionally, security can be provided 

25 within the trust engine 110 components, such as, for 

example, super-encryption using public key 

technologies. For example, according to one 

embodiment, the user encrypts the current 

authentication data with the public key of the 

30 authentication engine 215. In addition, the depository 

210 also encrypts the enrollment authentication data 

with the public key of the authentication engine 215. 

EX1024, Page 94



- 32 - 

In this way, only the authentication engine's private 

key can be used to decrypt the transmissions. 

[0099] As shown in FIGURE 2, the trust engine 110 

also includes the cryptographic engine 220. According 

5 to one embodiment, the cryptographic engine comprises a 

cryptographic handling module, configured to 

advantageously provide conventional cryptographic 

functions, such as, for example, public- key 

infrastructure ( PKI) functionality. For example, the 

10 cryptographic engine 220 may advantageously issue 

public and private keys for users of the cryptographic 

system 100. In this manner, the cryptographic keys are 

generated at the cryptographic engine 220 and forwarded 

to the depository 210 such that at least the private 

15 cryptographic keys are not available outside of the 

trust engine 110. According to another embodiment, the 

cryptographic engine 220 randomizes and splits at least 

the private cryptographic key data, thereby storing 

only the randomized split data. Similar to the 

20 splitting of the enrollment authentication data, the 

splitting process ensures the stored keys are not 

available outside the cryptographic engine 220. 

According to another embodiment, the functions of the 

cryptographic engine can be combined with and performed 

25 by the authentication engine 215. 

[0100] According to one embodiment, communications 

to and from the cryptographic engine include secure 

communications, such as SSL technology. In addition, 

XML documents may advantageously be employed to 

30 transfer data and/or make cryptographic function 

requests. 

[0101] FIGURE 2 also illustrates the trust engine 

110 having the mass storage 225. As mentioned in the 
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foregoing, the transaction engine 205 keeps data 

corresponding to an audit trail and stores such data in 

the mass storage 225. Similarly, according to one 

embodiment of the invention, the depository 210 keeps 

5 data corresponding to an audit trail and stores such 

data in the mass storage device 225. The depository 

audit trail data is similar to that of the transaction 

engine 205 in that the audit trail data comprises a 

record of the requests received by the depository 210 

10 and the response thereof. In addition, the mass 

storage 225 may be used to store digital certificates 

having the public key of a user contained therein. 

[0102] Although the trust engine 110 is disclosed 

with reference to its preferred and alternative 

15 embodiments, the invention is not intended to be 

limited thereby. Rather, a skilled artisan will 

recognize in the disclosure herein, a wide number of 

alternatives for the trust engine 110. For example, 

the trust engine 110, may advantageously perform only 

20 authentication, or alternatively, only some or all of 

the cryptographic functions, such as data encryption 

and decryption. According to such embodiments, one of 

the authentication engine 215 and the cryptographic 

engine 220 may advantageously be removed, thereby 

25 creating a more straightforward design for the trust 

engine 110. In addition, the cryptographic engine 220 

may also communicate with a certificate authority such 

that the certificate authority is embodied within the 

trust engine 110. According to yet another embodiment, 

30 the trust engine 110 may advantageously perform 

authentication and one or more cryptographic functions, 

such as, for example, digital signing. 
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[0103] FIGURE 3 illustrates a block diagram of the 

transaction engine 205 of FIGURE 2, according to 

aspects of an embodiment of the invention. According 

to this embodiment, the transaction engine 205 

5 comprises an operating system 305 having a handling 

thread and a listening thread. The operating system 

305 may advantageously be similar to those found in 

conventional high volume servers, such as, for example, 

Web servers available from Apache. The listening 

10 thread monitors the incoming communication from one of 

the communication link 125, the authentication engine 

215, and the cryptographic engine 220 for incoming data 

flow. The handling thread recognizes particular data 

structures of the incoming data flow, such as, for 

15 example, the foregoing data structures, thereby routing 

the incoming data to one of the communication link 125, 

the depository 210, the authentication engine 215, the 

cryptographic engine 220, or the mass storage 225. As 

shown in FIGURE 3, the incoming and outgoing data may 

20 advantageously be secured through, for example, SSL 

technology. 

[0104] FIGURE 4 illustrates a block diagram of the 

depository 210 of FIGURE 2 according to aspects of an 

embodiment of the invention. According to this 

25 embodiment, the depository 210 comprises one or more 

lightweight directory access protocol ( LDAP) servers. 

LDAP directory servers are available from a wide 

variety of manufacturers such as Netscape, ISO, and 

others. FIGURE 4 also shows that the directory server 

30 preferably stores data 405 corresponding to the 

cryptographic keys and data 410 corresponding to the 

enrollment authentication data. According to one 

embodiment, the depository 210 comprises a single 
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logical memory structure indexing authentication data 

and cryptographic key data to a unique user ID. The 

single logical memory structure preferably includes 

mechanisms to ensure a high degree of trust, or 

5 security,.in the data stored therein. For example, the 

physical location of the depository 210 may 

advantageously include a wide number of conventional 

security measures, such as limited employee access, 

modern surveillance systems, and the like. In addition 

10 to, or in lieu of, the physical securities, the 

computer system or server may advantageously include 

software solutions to protect the stored data. For 

example, the depository 210 may advantageously create 

and store data 415 corresponding to an audit trail of 

15 actions taken. In addition, the incoming and outgoing 

communications may advantageously be encrypted with 

public key encryption coupled with conventional SSL 

technologies. 

[0105] According to another embodiment, the 

20 depository 210 may comprise distinct and physically 

separated data storage facilities, as disclosed further 

with reference to FIGURE 7. 

[0106] FIGURE 5 illustrates a block diagram of the 

authentication engine 215 of FIGURE 2 according to 

25 aspects of an embodiment of the invention. Similar to 

the transaction engine 205 of FIGURE 3, the 

authentication engine 215 comprises an operating system 

505 having at least a listening and a handling thread 

of a modified version of a conventional Web server, 

30 such as, for example, Web servers available from 

Apache. As shown in FIGURE 5, the authentication 

engine 215 includes access to at least one private key 

510. The private key 510 may advantageously be used 
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for example, to decrypt data from the transaction 

engine 205 or the depository 210, which was encrypted 

with a corresponding public key of the authentication 

engine 215. 

5 [0107] FIGURE 5 also illustrates the authentication 

engine 215 comprising a comparator 515, a data 

splitting module 520, and a data assembling module 525. 

According to the preferred embodiment of the invention, 

the comparator 515 includes technology capable of 

10 comparing potentially complex patterns related to the 

foregoing biometric authentication data. The 

technology may include hardware, software, or combined 

solutions for pattern comparisons, such as, for 

example, those representing finger print patterns or 

15 voice patterns. In addition, according to one 

embodiment, the comparator 515 of the authentication 

engine 215 may advantageously compare conventional 

hashes of documents in order to render a comparison 

result. - According to one embodiment of the invention, 

20 the comparator 515 includes the application of 

heuristics 530 to the comparison. The heuristics 530 

may advantageously address circumstances surrounding an 

authentication attempt, such as, for example, the time 

of day, IP address or subnet mask, purchasing profile, 

25 email address, processor serial number or ID, or the 

like. 

[0108] Moreover, the nature of biometric data 

comparisons may result in varying degrees of confidence 

being produced from the matching of current biometric 

30 authentication data to enrollment data. For example, 

unlike a traditional password which may only return a 

positive or negative match, a fingerprint may be 

determined to be a partial match, e.g. a 90% match, a 
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75% match, or a 10% match, rather than simply being 

correct or incorrect. Other biometric identifiers such 

as voice print analysis or face recognition may share 

this property of probabilistic authentication, rather 

5 than absolute authentication. 

[0109] When working with such probabilistic 

authentication or in other cases where an 

authentication is considered less than absolutely 

reliable, it is desirable to apply the heuristics 530 

10 to determine whether the level of confidence in the 

authentication provided is sufficiently high to 

authenticate the transaction which is being made. 

[0110] It will sometimes be the case that the 

transaction at issue is a relatively low value 

15 transaction where it is acceptable to be authenticated 

to a lower level of confidence. This could include a 

transaction which has a low dollar value associated 

with it ( e.g., a $ 10 purchase) or a transaction with 

low risk ( e.g., admission to a members-only web site). 

20 [0111] Conversely, for authenticating other 

transactions, it may be desirable to require a high 

degree of confidence in the authentication before 

allowing the transaction to proceed. Such transactions 

may include transactions of large dollar value ( e.g., 

25 signing a multi-million dollar supply contract) or 

transaction with a high risk if an improper 

authentication occurs ( e.g., remotely logging onto a 

government computer). 

[0112] The use of the heuristics 530 in combination 

30 with confidence levels and transactions values may be 

used as will be described below to allow the comparator 

to provide a dynamic context- sensitive authentication 

system. 
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[0113] According to another embodiment of the 

invention, the comparator 515 may advantageously track 

authentication attempts for a particular transaction. 

For example, when a transaction fails, the trust engine 

5 110 may request the user to re-enter his or her current 

authentication data. The comparator 515 of the 

authentication engine 215 may advantageously employ an 

attempt limiter 535 to limit the number of 

authentication attempts, thereby prohibiting 

10 brute- force attempts to impersonate a user's 

authentication data. According to one embodiment, the 

attempt limiter 535 comprises a software module 

monitoring transactions for repeating authentication 

attempts and, for example, limiting the authentication 

15 attempts for a given transaction to three. Thus, the 

attempt limiter 535 will limit an automated attempt to 

impersonate an individual's authentication data to, for 

example, simply three "guesses." Upon three failures, 

the attempt limiter 535 may advantageously deny 

20 additional authentication attempts. Such denial may 

advantageously be implemented through, for example, the 

comparator 515 returning a negative result regardless 

of the current authentication data being transmitted. 

On the other hand, the transaction engine 205 may 

25 advantageously block any additional authentication 

attempts 

attempts 

[0114] 

the data 

pertaining to a transaction in which three 

have previously failed. 

The authentication engine 215 also includes 

splitting module 520 and the data assembling 

30 module 525. The data splitting module 520 

advantageously comprises a software, hardware, or 

combination module having the ability to mathematically 

operate on various data so as to substantially 
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randomize and split the data into portions. According 

to one embodiment, original data is not recreatable 

from an individual portion. The data assembling module 

525 advantageously comprises a software, hardware, or 

5 combination module configured to mathematically operate 

on the foregoing substantially randomized portions, 

such that the combination thereof provides the original 

deciphered data. According to one embodiment, the 

authentication engine 215 employs the data splitting 

10 module 520 to randomize and split enrollment 

authentication data into portions, and employs the data 

assembling module 525 to reassemble the portions into 

usable enrollment authentication data. 

[0115] FIGURE 6 illustrates a block diagram of the 

15 cryptographic engine 220 of the trust engine 200 of 

FIGURE 2 according to aspects of one embodiment of the 

invention. Similar to the transaction engine 205 of 

FIGURE 3, the cryptographic engine 220 comprises an 

operating system 605 having at least a listening and a 

20 handling thread of a modified version of a conventional 

Web server, such as, for example, Web servers available 

from Apache. As shown in FIGURE 6, the cryptographic 

engine 220 comprises a data splitting module 610 and a 

data assembling module 620 that function similar to 

25 those of FIGURE S. However, according to one 

embodiment, the data splitting module 610 and the data 

assembling module 620 process cryptographic key data, 

as opposed to the foregoing enrollment authentication 

data. Although, a skilled artisan will recognize from 

30 the disclosure herein that the data splitting module 

910 and the data splitting module 620 may be combined 

with those of the authentication engine 215. 
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[0116] The cryptographic engine 220 also comprises a 

cryptographic handling module 625 configured to perform 

one, some or all of a wide number of cryptographic 

functions. According to one embodiment, the 

5 cryptographic handling module 625 may comprise software 

modules or programs, hardware, or both. According to 

another embodiment, the cryptographic handling module 

625 may perform data comparisons, data parsing, data 

splitting, data separating, data hashing, data 

10 encryption or decryption, digital signature 

verification or creation, digital certificate 

generation, storage, or requests, cryptographic key 

generation, or the like. Moreover, a skilled artisan 

will recognize from the disclosure herein that the 

15 cryptographic handling module 825 may advantageously 

comprises a public- key infrastructure, such as Pretty 

Good Privacy ( PGP), an RSA-based public-key system, or 

a wide number of alternative key management systems. 

In addition, the cryptographic handling module 625 may 

20 perform public-key encryption, symmetric-key 

encryption, or both. In addition to the foregoing, the 

cryptographic handling module 625 may include one or 

more computer programs or modules, hardware, or both, 

for implementing seamless, transparent, 

25 interoperability functions. 

[0117] A skilled artisan will also recognize from 

the disclosure herein that the cryptographic 

functionality may include a wide number or variety of 

functions generally relating to cryptographic key 

30 management systems. 

[0118] FIGURE 7 illustrates a simplified block 

diagram of a depository system 700 according to aspects 

of an embodiment of the invention. As shown in FIGURE 
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7, the depository system 700 advantageously comprises 

multiple data storage facilities, for example, data 

storage facilities D1, D2, D3, and D4. However, it is 

readily understood by those of ordinary skill in the 

5 art that the depository system may have only one data 

storage facility. According to one embodiment of the 

invention, each of the data storage facilities Dl 

through D4 may advantageously comprise some or all of 

the elements disclosed with reference to the depository 

10 210 of FIGURE 4. Similar to the depository 210, the 

data storage facilities D1 through D4 communicate with 

the transaction engine 205, the authentication engine 

215, and the cryptographic engine 220, preferably 

through conventional SSL. Communication links 

15 transferring, for example, XML documents. 

Communications from the transaction engine 205 may 

advantageously include requests for data, wherein the 

request is advantageously broadcast to the IP address 

of each data storage facility D1 through D4. On the 

20 other hand, the transaction engine 205 may broadcast 

requests to particular data storage facilities based on 

a wide number of criteria, such as, for example, 

response time, server loads, maintenance schedules, or 

the like. 

25 [0119] In response to requests for data .from the 

transaction engine 205, the depository system 700 

advantageously forwards stored data to the 

authentication engine 215 and the cryptographic engine 

220. The respective data assembling modules receive 

30 the forwarded data and assemble the data into useable 

formats. On the other hand, communications from the 

authentication engine 215 and the cryptographic engine 

220 to the data storage facilities D1 through D4 may 
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include the transmission of sensitive data to be 

stored. For example, according to one embodiment, the 

authentication engine 215 and the cryptographic engine 

220 may advantageously employ their respective data 

5 splitting modules to divide sensitive data into 

undecipherable portions, and then transmit one or more 

undecipherable portions of the sensitive data to a 

particular data storage facility. 

[0120] According to one embodiment, each data 

10 storage facility, D1 through D4, comprises a separate 

and independent storage system, such as, for example, a 

directory server. According to another embodiment of 

the invention, the depository system 700 comprises 

multiple geographically separated independent data 

15 storage systems. By distributing the sensitive data 

into distinct and independent storage facilities D1 

through D4, some or all of which may be advantageously 

geographically separated, the depository system 700 

provides redundancy along with additional security 

20 measures. For example, according to one embodiment, 

only data from two of the multiple data storage 

facilities, D1 through D4, are needed to decipher and 

reassemble the sensitive data. Thus, as many as two of 

the four data storage facilities D1 through D4 may be 

25 inoperative due to maintenance, system failure, power 

failure, or the like, without affecting the 

functionality of the trust engine 110. In addition, 

because, according to one embodiment, the data stored 

in each data storage facility is randomized and 

30 undecipherable, compromise of any individual data 

storage facility does not necessarily compromise the 

sensitive data. Moreover, in the embodiment having 

geographical separation'of the data storage facilities, 
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a compromise of multiple geographically remote 

facilities becomes increasingly difficult. In fact, 

even a rogue employee will be greatly challenged to 

subvert the needed multiple independent geographically 

5 remote data storage facilities. 

[0121] Although the depository system 700 is 

disclosed with reference to its preferred and 

alternative embodiments, the invention is not intended 

to be limited thereby. Rather, a skilled artisan will 

10 recognize from the disclosure herein, a wide number of 

alternatives for the depository system 700. For 

example, the depository system 700 may comprise one, 

two or more data storage facilities. In addition, 

sensitive data may be mathematically operated such that 

15 portions from two or more data storage facilities are 

needed to reassemble and decipher the sensitive data. 

[0122] As mentioned in the foregoing, the 

authentication engine 215 and the cryptographic engine 

220 each include a data splitting module 520 and 610, 

20 respectively, for splitting any type or form of 

sensitive data, such as, for example, text, audio, 

video, the authentication data and the cryptographic 

key data. FIGURE 8 illustrates a flowchart of a data 

splitting process 800 performed by the data splitting 

25 module according to aspects of an embodiment of the 

invention. As shown in FIGURE 8, the data splitting 

process 800 begins at step 805 when sensitive data " S" 

is received by the data splitting module of the 

authentication engine 215 or the cryptographic engine 

30 220. Preferably, in step 810, the data splitting 

module then generates a substantially random number, 

value, or string or set of bits, "A." For example, the 

random number A may be generated in a wide number of 
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varying conventional techniques available to one of 

ordinary skill in the art, for producing high quality 

random numbers suitable for use in cryptographic 

applications. In addition, according to one 

5 embodiment, the random number A comprises a bit length 

which may be any suitable length, such as shorter, 

longer or equal to the bit length of the sensitive 

data, S. 

[0123] In addition, in step 820 the data splitting 

10 process 800 generates another statistically random 

number "C." According to the preferred embodiment, the 

generation of the statistically random numbers A and C 

may advantageously be done in parallel. The data 

splitting module then combines the numbers A and C with 

15 the sensitive data S such that new numbers "B" and "D" 

are generated. For example, number B may comprise the 

binary combination of A XOR S and number D may comprise 

the binary combination of C XOR S. The XOR function, 

or the "exclusive- or" function, is well known to those 

20 of ordinary skill in the art. The foregoing 

combinations preferably occur in steps 825 and 830, 

respectively, and, according to one embodiment, the 

foregoing combinations also occur in parallel. The 

data splitting process 800 then proceeds to step 835 

25 where the random numbers A and C and the numbers B and 

D are paired such that none of the pairings contain 

sufficient data, by themselves, to reorganize and 

decipher the original sensitive data S. For example, 

the numbers may be paired as follows: AC, AD, BC, and 

30 BD. According to one embodiment, each of the foregoing 

pairings is distributed to one of the depositories D1 

through D4 of FIGURE 7. According to another 

embodiment, each of the foregoing pairings is randomly 

EX1024, Page 107



- 45 - 

distributed to one of the depositories D1 through D4. 

For example, during a first data splitting process 800, 

the pairing AC may be sent to depository D2, through, 

for example, a random selection of D2's IP address. 

5 Then, during a second data splitting process 800, the 

pairing AC may be sent to depository D4, through, for 

example, a random selection of D4's IP address. In 

addition, the pairings may all be stored on one 

depository, and may be stored in separate locations on 

10 said depository. 

[0124] Based on the foregoing, the data splitting 

process 800 advantageously places portions of the 

sensitive data in each of the four data storage 

facilities D1 through D4, such that no single data 

15 storage facility D1 through D4 includes sufficient 

encrypted data to recreate the original sensitive data 

S. As mentioned in the foregoing, such randomization 

of the data into individually unusable encrypted 

portions increases security and provides for maintained 

20 trust in the data even if one of the data storage 

facilities, D1 through D4, is compromised. 

[0125] Although the data splitting process 800 is 

disclosed with reference to its preferred embodiment, 

the invention is not intended to be limited thereby. 

25 Rather a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for 

the data splitting process 800. For example, the data 

splitting process may advantageously split the data 

into two numbers, for example, random number A and 

30 number B and, randomly distribute A and B through two 

data storage facilities. Moreover, the data splitting 

process 800 may advantageously split the data among a 

wide number of data storage facilities through 
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generation of additional random numbers. The data may 

be split into any desired, selected, predetermined, or 

randomly assigned size unit, including but not limited 

to, a bit, bits, bytes, kilobytes, megabytes or larger, 

5 or any combination or sequence of sizes. In addition, 

varying the sizes of the data units resulting from the 

splitting process may render the data more difficult to 

restore to a useable form, thereby increasing security 

of sensitive data. It is readily apparent to those of 

10 ordinary skill in the art that the split data unit 

sizes may be a wide variety of data unit sizes or 

patterns of sizes or combinations of sizes. For 

example, the data unit sizes may be selected or 

predetermined to be all of the same size, a fixed set 

15 of different sizes, a combination of sizes, or randomly 

generates sizes. Similarly, the data units may be 

distributed into one or more shares according to a 

fixed or predetermined data unit size, a pattern or 

combination of data unit sizes, or a randomly generated 

20 data unit size or sizes per share. 

[0126] As mentioned in the foregoing, in order to 

recreate the sensitive data S, the data portions need 

to be derandomized and reorganized. This process may 

advantageously occur in the data assembling modules, 

25 525 and 620, of the authentication engine 215 and the 

cryptographic engine 220, respectively. The data 

assembling module, for example, data assembly module 

525, receives data portions from the data storage 

facilities D1 through D4, and reassembles the data into 

30 useable form. For example, according to one embodiment 

where the data splitting module 520 employed the data 

splitting process 800 of FIGURE 8, the data assembling 

module 525 uses data portions from at least two of the 
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data storage facilities D1 through D4 to recreate the 

sensitive data S. For example, the pairings of AC, AD, 

BC, and BD, were distributed such that any two provide 

one of A and B, or, C and D. Noting that S = A XOR B 

5 or S = C XOR D indicates that when the data assembling 

module receives one of A and B, or, C and D, the data 

assembling module 525 can advantageously reassemble the 

sensitive data S. Thus, the data assembling module 525 

may assemble the sensitive data S, when, for example, 

10 it receives data portions from at least the first two 

of the data storage facilities D1 through D4 to respond 

to an assemble request by the trust engine 110. 

[0127] Based on the above data splitting and 

assembling processes, the sensitive data S exists in 

15 usable format only in a limited area of the trust 

engine 110. For example, when the sensitive data S 

includes enrollment authentication data, usable, 

nonrandomized enrollment authentication data is 

available only in the authentication engine 215. 

20 Likewise, when the sensitive data S includes private 

cryptographic key data, usable, nonrandomized private 

cryptographic key data is available only in the 

cryptographic engine 220. 

[0128] Although the data splitting and assembling 

25 processes are disclosed with reference to their 

preferred embodiments, the invention is not intended to 

be limited thereby. Rather, a skilled artisan will 

recognize from the disclosure herein, a wide number of 

alternatives for splitting and reassembling the 

30 sensitive data S. For example, public- key encryption 

may be used to further secure the data at the data 

storage facilities D1 through D4. In addition, it is 

readily apparent to those of ordinary skill in the art 
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that the data splitting module described herein is also 

a separate and distinct embodiment of the present 

invention that may be incorporated into, combined with 

or otherwise made part of any pre-existing computer 

5 systems, software suites, database, or combinations 

thereof, or other embodiments of the present invention, 

such as the trust engine, authentication engine, and 

transaction engine disclosed and described herein. 

[0129] FIGURE 9A illustrates a data flow of an 

10 enrollment process 900 according to aspects of an 

embodiment of the invention. As shown in FIGURE 9A, 

the enrollment process 900 begins at step 905 when a 

user desires to enroll with the trust engine 110 of the 

cryptographic system 100. According to this 

15 embodiment, the user system 105 advantageously includes 

a client- side applet, such as a Java-based, that 

queries the user to enter enrollment data, such as 

demographic data and enrollment authentication data. 

According to one embodiment, the enrollment 

20 authentication data includes user ID, password(s), 

biometric(s), or the like. According to one 

embodiment, during the querying process, the 

client- side applet preferably communicates with the 

trust engine 110 to ensure that a chosen user ID is 

25 unique. When the user ID is nonunique, the trust 

engine 110 may advantageously suggest a unique user ID. 

The client- side applet gathers the enrollment data and 

transmits the enrollment data, for example, through and 

XML document, to the trust engine 110, and in 

30 particular, to the transaction engine 205. According 

to one embodiment, the transmission is encoded with the 

public key of the authentication engine 215. 
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[0130] According to one embodiment, the user 

performs a single enrollment during step 905 of the 

enrollment process 900. For example, the user enrolls 

himself or herself as a particular person, such as Joe 

5 User. When Joe User desires to enroll as Joe User, CEO 

of Mega Corp., then according to this embodiment, Joe 

User enrolls a second time, receives a second unique 

user ID and the trust engine 110 does not associate the 

two identities. According to another embodiment of the 

10 invention, the enrollment process 900 provides for 

multiple user identities for a single user ID. Thus, 

in the above example, the trust engine 110 will 

advantageously associate the two identities of Joe 

User. As will be understood by a skilled artisan from 

15 the disclosure herein, a user may have many identities, 

for example, Joe User the head of household, Joe User 

the member of the Charitable Foundations, and the like. 

Even though the user may have multiple identities, 

according to this embodiment, the trust engine 110 

20 preferably stores only one set of enrollment data. 

Moreover, users may advantageously add, edit/update, or 

delete identities as they are needed. 

[0131] Although the enrollment process 900 is 

disclosed with reference to its preferred embodiment, 

25 the invention is not intended to be limited thereby. 

Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for 

gathering of enrollment data, and in particular, 

enrollment authentication data. For example, the 

30 applet may be common object model ( COM) based applet or 

the like. 

[0132] on the other hand, the enrollment process may 

include graded enrollment. For example, at a lowest 
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level of enrollment, the user may enroll over the 

communication link 125 without producing documentation 

as to his or her identity. According to an increased 

level of enrollment, the user enrolls using a trusted 

5 third party, such as a digital notary. For example, 

and the user may appear in person to the trusted third 

party, produce credentials such as a birth certificate, 

driver's license, military ID, or the like, and the 

trusted third party may advantageously include, for 

10 example, their digital signature in enrollment 

submission. The trusted third party may include an 

actual notary, a government agency, such as the Post 

Office or Department of Motor Vehicles, a human 

resources person in a large company enrolling an 

15 employee, or the like. A skilled artisan will 

understand from the disclosure herein that a wide 

number of varying levels of enrollment may occur during 

the enrollment process 900. 

[0133] After receiving the enrollment authentication 

20 data, at step 915, the transaction engine 205, using 

conventional FULL SSL technology forwards the 

enrollment authentication data to the authentication 

engine 215. In step 920, the authentication engine 215 

decrypts the enrollment authentication data using the 

25 private key of the authentication engine 215. In 

addition, the authentication engine 215 employs the 

data splitting module to mathematically operate on the 

enrollment authentication data so as to split the data 

into at least two independently undecipherable, 

30 randomized, numbers. As mentioned in the foregoing, at 

least two numbers may comprise a statistically random 

number and a binary XORed number. In step 925, the 

authentication engine 215 forwards each portion of the 
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randomized numbers to one of the data storage 

facilities D1 through D4. As mentioned in the 

foregoing, the authentication engine 215 may also 

advantageously randomize which portions are transferred 

5 to which depositories. 

[0134] often during the enrollment process 900, the 

user will also desire to have a digital certificate 

issued such that he or she may receive encrypted 

documents from others outside the cryptographic system 

10 100. As mentioned in the foregoing, the certificate 

authority 115 generally issues digital certificates 

according to one or more of several conventional 

standards. Generally, the digital certificate includes 

a public key of the user or system, which is known to 

15 everyone. 

[0135] whether the user requests a digital 

certificate at enrollment, or at another time, the 

request is transferred through the trust engine 110 to 

the authentication engine 215. According to one 

20 embodiment, the request includes an XML document 

having, for example, the proper name of the user. 

According to step 935, the authentication engine 215 

transfers the request to the cryptographic engine 220 

instructing the cryptographic engine 220 to generate a 

25 cryptographic key or key pair. 

[0136] Upon request, at step 935, the cryptographic 

engine 220 generates at least one cryptographic key. 

According to one embodiment, the cryptographic handling 

module 625 generates a key pair, where one key is used 

30 as a private key, and one is used as a public key. The 

cryptographic engine 220 stores the private key and, 

according to one embodiment, a copy of the public key. 

In step 945, the cryptographic engine 220 transmits a 
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request for a digital certificate to the transaction 

engine 205. According to one embodiment, the request 

advantageously includes a standardized request, such as 

PKCS10, embedded in, for example, an XML document. The 

5 request for a digital certificate may advantageously 

correspond to one or more certificate authorities and 

the one or more standard formats the certificate 

authorities require. 

[0137] In step 950 the transaction engine 205 

10 forwards this request to the certificate authority 115, 

who, in step 955, returns a digital certificate. The 

return digital certificate may advantageously be in a 

standardized format, such as PKCS7, or in a proprietary 

format of one or more of the certificate authorities 

15 115. In step 960, the digital certificate is received 

by the transaction engine 205, and a copy is forwarded 

to the user and a copy is stored with the trust engine 

110. The trust engine 110 stores a copy of the 

certificate such that the trust engine 110 will not 

20 need to rely on the availability of the certificate 

authority 115. For example, when the user desires to 

send a digital certificate, or a third party requests 

the user's digital certificate, the request for the 

digital certificate is typically sent to the 

25 certificate authority 115. However, if the certificate 

authority 115 is conducting maintenance or has been 

victim of a failure or security compromise, the digital 

certificate may not be available. 

[0138] At any time after issuing the cryptographic 

30 keys, the cryptographic engine 220 may advantageously 

employ the data splitting process 800 described above 

such that the cryptographic keys are split into 

independently undecipherable randomized numbers. 

EX1024, Page 115



- 53 - 

Similar to the authentication data, at step 965 the 

cryptographic engine 220 transfers the randomized 

numbers to the data storage facilities D1 through D4. 

[0139] A skilled artisan will recognize from the 

5 disclosure herein that the user may request a digital 

certificate anytime after enrollment. Moreover, the 

communications between systems may advantageously 

include FULL SSL or public- key encryption technologies. 

Moreover, the enrollment process may issue multiple 

10 digital certificates from multiple certificate 

authorities, including one or more proprietary 

certificate authorities internal or external to the 

trust engine 110. 

[0140] As disclosed in steps 935 through 960, one 

15 embodiment of the invention includes the request for a 

certificate that is eventually stored on the trust 

engine 110. Because, according to one embodiment, the 

cryptographic handling module 625 issues the keys used 

by the trust engine 110, each certificate corresponds 

20 to a private key. Therefore, the trust engine 110 may 

advantageously provide for interoperability through 

monitoring the certificates owned by, or associated 

with, a user. For example, when the cryptographic 

engine 220 receives a request for a cryptographic 

25 function, the cryptographic handling module 625 may 

investigate the certificates owned by the requesting 

user to determine whether the user owns a private key 

matching the attributes of the request. When such a 

certificate exists, the cryptographic handling module 

30 625 may use the certificate or the public or private 

keys associated therewith, to perform the requested 

function. When such a certificate does not exist, the 

cryptographic handling module 625 may advantageously 
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and transparently perform a number of actions to 

attempt to remedy the lack of an appropriate key. For 

example, FIGURE 9B illustrates a flowchart of an 

interoperability process 970, which according to 

5 aspects of an embodiment of the invention, discloses 

the foregoing steps to ensure the cryptographic 

handling module 625 performs cryptographic functions 

using appropriate keys. 

[0141] As shown in FIGURE 9B, the interoperability 

10 process 970 begins with step 972 where the 

cryptographic handling module 925 determines the type 

of certificate desired. According to one embodiment of 

the invention, the type of certificate may 

advantageously be specified in the request for 

15 cryptographic functions, or other data provided by the 

requestor. According to another embodiment, the 

certificate type may be ascertained by the data format 

of the request. For example, the cryptographic 

handling module 925 may advantageously recognize the 

20 request corresponds to a particular type. 

[0142] According to one embodiment, the certificate 

type may include one or more algorithm standards, for 

example, RSA, ELGAMAL, or the like. In addition, the 

certificate type may include one or more key types, 

25 such as symmetric keys, public keys, strong encryption 

keys such as 256 bit keys, less secure keys, or the 

like. Moreover, the certificate type may include 

upgrades or replacements of one or more of the 

foregoing algorithm standards or keys, one or more 

30 message or data formats, one or more data encapsulation 

or encoding schemes, such as Base 32 or Base 64. The 

certificate type may also include compatibility with 

one or more third-party cryptographic applications or 
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interfaces, one or more communication protocols, or one 

or more certificate standards or protocols. A skilled 

artisan will recognize from the disclosure herein that 

other differences may exist in certificate types, and 

5 translations to and from those differences may be 

implemented as disclosed herein. 

[0143] Once the cryptographic handling module 625 

determines the certificate type, the interoperability 

process 970 proceeds to step 974, and determines 

10 whether the user owns a certificate matching the type 

determined in step 974. When the user owns a matching 

certificate, for example, the trust engine 110 has 

access to the matching certificate through, for 

example, prior storage thereof, the cryptographic 

15 handling module 825 knows that a matching private key 

is also stored within the trust engine 110. For 

example, the matching private key may be stored within 

the depository 210 or depository system 700. The 

cryptographic handling module 625 may advantageously 

20 request the matching private key be assembled from, for 

example, the depository 210, and then in step 976, use 

the matching private key to perform cryptographic 

actions or functions. For example, as mentioned in the 

foregoing, the cryptographic handling module 625 may 

25 advantageously perform hashing, hash comparisons, data 

encryption or decryption, digital signature 

verification or creation, or the like. 

[0144] When the user does not own a matching 

certificate, the interoperability process 970 proceeds 

30 to step 978 where the cryptographic handling module 625 

determines whether the users owns a cross- certified 

certificate. According to one embodiment, 

cross- certification between certificate authorities 
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occurs when a first certificate authority determines to 

trust certificates from a second certificate authority. 

In other words, the first certificate authority 

determines that certificates from the second 

5 certificate authority meets certain quality standards, 

and therefore, may be "certified" as equivalent to the 

first certificate authority's own certificates. 

Cross- certification becomes more complex when the 

certificate authorities issue, for example, 

10 certificates having levels of trust. For example, the 

first certificate authority may provide three levels of 

trust for a particular certificate, usually based on 

the degree of reliability in the enrollment process, 

while the second certificate authority may provide 

15 seven levels of trust. Cross- certification may 

advantageously track which levels and which 

certificates from the second certificate authority may 

be substituted for which levels and which certificates 

from the first. When the foregoing cross-certification 

20 is done officially and publicly between two 

certification authorities, the mapping of certificates 

and levels to one another is often called "chaining." 

[0145] According to another embodiment of the 

invention, the cryptographic handling module 625 may 

25 advantageously develop cross- certifications outside 

those agreed upon by the certificate authorities. For 

example, the cryptographic handling module 625 may 

access a first certificate authority's certificate 

practice statement ( CPS), or other published policy 

30 statement, and using, for example, the authentication 

tokens required by particular trust levels, match the 

first certificate authority's certificates to those of 

another certificate authority. 
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[0146] When, in step 978, the cryptographic handling 

module 625 determines that the users owns a 

cross- certified certificate, the interoperability 

process 970 proceeds to step 976, and performs the 

5 cryptographic action or function using the 

cross- certified public key, private key, or both. 

Alternatively, when the cryptographic handling module 

625 determines that the users does not own a 

cross- certified certificate, the interoperability 

10 process 970 proceeds to step 980, where the 

cryptographic handling module 625 selects a certificate 

authority that issues the requested certificate type, 

or a certificate cross- certified thereto. In step 982, 

the cryptographic handling module 625 determines 

15 whether the user enrollment authentication data, 

discussed in the foregoing, meets the authentication 

requirements of the chosen certificate authority. For 

example, if the user enrolled over a network by, for 

example, answering demographic and other questions, the 

20 authentication data provided may establish'a lower 

level of trust than a user providing biometric data and 

appearing before a third-party, such as, for example, a 

notary. According to one embodiment, the foregoing 

authentication requirements may advantageously be 

25 provided in the chosen authentication authority's CPS. 

[0147] When the user has provided the trust engine 

110 with enrollment authentication data meeting the 

requirements of chosen certificate authority, the 

interoperability process 970 proceeds to step 984, 

30 where the cryptographic handling module 825 acquires 

the certificate from the chosen certificate authority. 

According to one embodiment, the cryptographic handling 

module 625 acquires the certificate by following steps 
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945 through 960 of the enrollment process 900. For 

example, the cryptographic handling module 625 may 

advantageously employ one or more public keys from one 

or more of the key pairs already available to the 

5 cryptographic engine 220, to request the certificate 

from the certificate authority. According to another 

embodiment, the cryptographic handling module 625 may 

advantageously generate one or more new key pairs, and 

use the public keys corresponding thereto,'to request 

10 the certificate from the certificate authority. 

[0148] According to another embodiment, the trust 

engine 110 may advantageously include one or more 

certificate issuing modules capable of issuing one or 

more certificate types. According to this embodiment, 

15 the certificate issuing module may provide the 

foregoing certificate. When the cryptographic handling 

module 625 acquires the certificate, the 

interoperability process 970 proceeds to step 976, and 

performs the cryptographic action or function using the 

20 public key, private key, or both corresponding to the 

acquired certificate. 

[0149) When the user, in step 982, has not provided 

the trust engine 110 with enrollment authentication 

data meeting the requirements of chosen certificate 

25 authority, the cryptographic handling module 625 

determines, in step 986 whether there are other 

certificate authorities that have different 

authentication requirements. For example, the 

cryptographic handling module 625 may look for 

30 certificate authorities having lower authentication 

requirements, but still issue the chosen certificates, 

or cross- certifications thereof. 
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[0150] When the foregoing certificate authority 

having lower requirements exists, the interoperability 

process 970 proceeds to step 980 and chooses that 

certificate authority. Alternatively, when no such 

5 certificate authority exists, in step 988, the trust 

engine 110 may request additional authentication tokens 

from the user. For example, the trust engine 110 may 

request new enrollment authentication data comprising, 

for example, biometric data. Also, the trust engine 

10 110 may request the user appear before a trusted third 

party and provide appropriate authenticating 

credentials, such as, for example, appearing before a 

notary with a drivers license, social security card, 

bank card, birth certificate, military ID, or the like. 

15 When the trust engine 110 receives updated 

authentication data, the interoperability process 970 

proceeds to step 984 and acquires the foregoing chosen 

certificate. 

[0151] Through the foregoing interoperability 

20 process 970, the cryptographic handling module 625 

advantageously provides seamless, transparent, 

translations and conversions between differing 

cryptographic systems. A skilled artisan will 

recognize from the disclosure herein, a wide number of 

25 advantages and implementations of the foregoing 

interoperable system. For example, the foregoing step 

986 of the interoperability process 970 may 

advantageously include aspects of trust arbitrage, 

discussed in further detail below, where the 

30 certificate authority may under special circumstances 

accept lower levels of cross- certification. In 

addition, the interoperability process 970 may include 

ensuring interoperability between and employment of 

EX1024, Page 122



- 60 - 

standard certificate revocations, such as employing 

certificate revocation lists ( CRL), online certificate 

status protocols (OCSP), or the like. 

[0152] FIGURE 10 illustrates a data flow of an 

5 authentication process 1000 according to aspects of an 

embodiment of the invention. According to one 

embodiment, the authentication process 1000 includes 

gathering current authentication data from a user and 

comparing that to the enrollment authentication data of 

10 the user. For example, the authentication process 1000 

begins at step 1005 where a user desires to perform a 

transaction with, for example, a vendor. Such 

transactions may include, for example, selecting a 

purchase option, requesting access to a restricted area 

15 or device of the vendor system 120, or the like. At 

step 1010, a vendor provides the user with a 

transaction ID and an authentication request. The 

transaction ID may advantageously include a 192 bit 

quantity having a 32 bit timestamp concatenated with a 

20 128 bit random quantity, or a "nonce," concatenated 

with a 32 bit vendor specific constant. Such a 

transaction ID uniquely identifies the transaction such 

that copycat transactions can be refused by the trust 

engine 110. 

25 [0153] The authentication request may advantageously 

include what level of authentication is needed for a 

particular transaction. For example, the vendor may 

specify a particular level of confidence that is 

required for the transaction at issue. If 

30 authentication cannot be made to this level of 

confidence, as will be discussed below, the transaction 

will not occur without either further authentication by 

the user to raise the level of confidence, or a change 
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in the terms of the authentication between the vendor 

and the server. These issues are discussed more 

completely below. 

[0154] According to one embodiment, the transaction 

5 ID and the authentication request may be advantageously 

generated by a vendor- side applet or other software 

program. In addition, the transmission of the 

transaction ID and authentication data may include one 

or more XML documents encrypted using conventional SSL 

10 technology, such as, for example, M SSL, or, in other 

words vendor- side authenticated SSL. 

[0155] After the user system 105 receives the 

transaction ID and authentication request, the user 

system 105 gathers the current authentication data, 

15 potentially including current biometric information, 

from the user. The user system 105, at step 1015, 

encrypts at least the current authentication data "B" 

and the transaction ID, with the public key of the 

authentication engine 215, and transfers that data to 

20 the trust engine 110. The transmission preferably 

comprises XML documents encrypted with at least 

conventional % SSL technology. In step 1020, the 

transaction engine 205 receives the transmission, 

preferably recognizes the data format or request in the 

25 URL or URI, and forwards the transmission to the 

authentication engine 215. 

[0156] During steps 1015 and 1020, the vendor system 

120, at step 1025, forwards the transaction ID and the 

authentication request to the trust engine 110, using 

30 the preferred FULL SSL technology. This communication 

may also include a vendor ID, although vendor 

identification may also be communicated through a 

non-random portion of the transaction ID. At steps 
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1030 and 1035, the transaction engine 205 receives the 

communication, creates a record in the audit trail, and 

generates a request for the user's enrollment 

authentication data to be assembled from the data 

5 storage facilities D1 through D4. At step 1040, the 

depository system 700 transfers the portions of the 

enrollment authentication data corresponding to the 

user to the authentication engine 215. At step 1045, 

the authentication engine 215 decrypts the transmission 

10 using its private key and compares the enrollment 

authentication data to the current authentication data 

provided by the user. 

[0157] The comparison of step 1045 may 

advantageously apply heuristical context sensitive 

15 authentication, as referred to in the forgoing, and 

discussed in further detail below. For example, if the 

biometric information received does not match 

perfectly, a lower confidence match results. In 

particular embodiments, the level of confidence of the 

20 authentication is balanced against the nature of the 

transaction and the desires of both the user and the 

vendor. Again, this is discussed in greater detail 

below. 

[01581 At step 1050, the authentication engine 215 

25 fills in the authentication request with the result of 

the comparison of step 1045. According to one 

embodiment of the invention, the authentication request 

is filled with a YES/NO or TRUE/FALSE result of the 

authentication process 1000. In step 1055 the 

30 filled- in authentication request is returned to the 

vendor for the vendor to act upon, for example, 

allowing the user to complete the transaction that 

initiated the authentication request. According to one 
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embodiment, a confirmation message is passed to the 

user. 

[0159] Based on the foregoing, the authentication 

process 1000 advantageously keeps sensitive data secure 

5 and produces results configured to maintain the 

integrity of the sensitive data. For example, the 

sensitive data is assembled only inside the 

authentication engine 215. For example, the enrollment 

authentication data is undecipherable until it is 

10 assembled in the authentication engine 215 by the data 

assembling module, and the current authentication data 

is undecipherable until it is unwrapped by the 

conventional SSL technology and the private key of the 

authentication engine 215. Moreover, the 

15 authentication result transmitted to the vendor does. 

not include the sensitive data, and the user may not 

even know whether he or she produced valid 

authentication data. 

[0160] Although the authentication process 1000 is 

20 disclosed with reference to its preferred and 

alternative embodiments, the invention is not intended 

to be limited thereby. Rather, a skilled artisan will 

recognize from the disclosure herein, a wide number of 

alternatives for the authentication process 1000. For 

25 example, the vendor may advantageously be replaced by 

almost any requesting application, even those residing 

with the user system 105. For example, a client 

application, such as Microsoft Word, may use an 

application program interface (API) or a cryptographic 

30 API ( CAPI) to request authentication before unlocking a 

document. Alternatively, a mail server, a network, a 

cellular phone, a personal or mobile computing device, 

a workstation, or the like, may all make authentication 
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requests that can be filled by the authentication 

process 1000. In fact, after providing the foregoing 

trusted authentication process 1000, the requesting 

application or device may provide access to or use of a 

5 wide number of electronic or computer devices or 

systems. 

[0161] Moreover, the authentication process 1000 may 

employ a wide number of alternative procedures in the 

event of authentication failure. For example, 

10 authentication failure may maintain the same 

transaction ID and request that the user reenter his or 

her current authentication data. As mentioned in the 

foregoing, use of the same transaction ID allows the 

comparator of the authentication engine 215 to monitor 

15 and limit the number of authentication attempts for a 

particular transaction, thereby creating a more secure 

cryptographic system 100. 

[0162] In addition, the authentication process 1000 

may be advantageously be employed to develop elegant 

20 single sign- on solutions, such as, unlocking a 

sensitive data vault. For example, successful or 

positive authentication may provide the authenticated 

user the ability to automatically access any number of 

passwords for an almost limitless number of systems and 

25 applications. For example, authentication of a user 

may provide the user access to password, login, 

financial credentials, or the like, associated with 

multiple online vendors, a local area network, various 

personal computing devices, Internet service providers, 

30 auction providers, investment brokerages, or the like. 

By employing a sensitive data vault, users may choose 

truly large and random passwords because they no longer 

need to remember them through association. Rather, the 
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authentication process 1000 provides access thereto. 

For example, a user may choose a random alphanumeric 

string that is twenty plus digits in length rather than 

something associated with a memorable data, name, etc. 

5 [0163] According to one embodiment, a sensitive data 

vault associated with a given user may advantageously 

be stored in the data storage facilities of the 

depository 210, or split and stored in the depository 

system 700. According to this embodiment, after 

10 positive user authentication, the trust engine 110 

serves the requested sensitive data, such as, for 

example, to the appropriate password to the requesting 

application. According to another embodiment, the 

trust engine 110 may include a separate system for 

15 storing the sensitive data vault. For example, the 

trust engine 110 may include a stand-alone software 

engine implementing the data vault functionality and 

figuratively residing "behind" the foregoing front-end 

security system of the trust engine 110. According to 

20 this embodiment, the software engine serves the 

requested sensitive data after the software engine 

receives a signal indicating positive user 

authentication from the trust engine 110. 

[0164] In yet another embodiment, the data vault may 

25 be implemented by a third-party system. Similar to the 

software engine embodiment, the third-party system may 

advantageously serve the requested sensitive data after 

the third-party system receives a signal indicating 

positive user authentication from the trust engine 110. 

30 According to yet another embodiment, the data vault may 

be implemented on the user system 105. A user- side 

software engine may advantageously serve the foregoing 
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data after receiving a signal indicating positive user 

authentication from the trust engine 110. 

[0165] Although the foregoing data vaults are 

disclosed with reference to alternative embodiments, a 

5 skilled artisan will recognize from the disclosure 

herein, a wide number of additional implementations 

thereof. For example, a particular data vault may 

include aspects from some or all of the foregoing 

embodiments. In addition, any of the foregoing data 

10 vaults may employ one or more authentication requests 

at varying times. For example, any of the data vaults 

may require authentication every one or more 

transactions, periodically, every one or more sessions, 

every access to one or more Webpages or Websites, at 

15 one or more other specified intervals, or the like. 

[0166] FIGURE 11 illustrates a data flow of a 

signing process 1100 according to aspects of an 

embodiment of the invention. As shown in FIGURE 11, 

the signing process 1100 includes steps similar to 

20 those of the authentication process 1000 described in 

the foregoing with reference to FIGURE 10. According 

to one embodiment of the invention, the signing process 

1100 first authenticates the user and then performs one 

or more of several digital signing functions as will be 

25 discussed in further detail below. According to 

another embodiment, the signing process 1100 may 

advantageously store data related thereto, such as 

hashes of messages or documents, or the like. This 

data may advantageously be used in an audit or any 

30 other event, such as for example, when a participating 

party attempts to repudiate a transaction. 

[0167] As shown in FIGURE 11, during the 

authentication steps, the user and vendor may 
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advantageously agree on a message, such as, for 

example, a contract. During signing, the signing 

process 1100 advantageously ensures that the contract 

signed by the user is identical to the contract 

5 supplied by the vendor. Therefore, according to one 

embodiment, during authentication, the vendor and the 

user include a hash of their respective copies of the 

message or contract, in the data transmitted to the 

authentication engine 215. By employing only a hash of 

10 a message or contract, the trust engine 110 may 

advantageously store a significantly reduced amount of 

data, providing for a more efficient and cost effective 

cryptographic system. In addition, the stored hash may 

be advantageously compared to a hash of a document in 

15 question to determine whether the document in question 

matches one signed by any of the parties. The ability 

to determine whether the document is identical to one 

relating to a transaction provides for additional 

evidence that can be used against a claim for 

20 repudiation by a party to a transaction. 

[0168] In step 1103, the authentication engine 215 

assembles the enrollment authentication data and 

compares it to the current authentication data provided 

by the user. When the comparator of the authentication 

25 engine 215 indicates that the enrollment authentication 

data matches the current authentication data, the 

comparator of the authentication engine 215 also 

compares the hash of the message supplied by the vendor 

to the hash of the message supplied by the user. Thus, 

30 the authentication engine 215 advantageously ensures 

that the message agreed to by the user is identical to 

that agreed to by the vendor. 
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[0169] In step 1105, the authentication engine 215 

transmits a digital signature request to the 

cryptographic engine 220. According to one embodiment 

of the invention, the request includes a hash of the 

5 message or contract. However, a skilled artisan will 

recognize from the disclosure herein that the 

cryptographic engine 220 may encrypt virtually any type 

of data, including, but not limited to, video, audio, 

biometrics, images or text to form the desired digital 

10 signature. Returning to step 1105, the digital 

signature request preferably comprises an XML document 

communicated through conventional SSL technologies. 

[0170] In step 1110, the authentication engine 215 

transmits a request to each of the data storage 

15 facilities D1 through D4, such that each of the data 

storage facilities D1 through D4 transmit their 

respective portion of the cryptographic key or keys 

corresponding to a signing party. According to another 

embodiment, the cryptographic engine 220 employs some 

20 or all of the steps of the interoperability process 970 

discussed in the foregoing, such that the cryptographic 

engine 220 first determines the appropriate key or keys 

to request from the depository 210 or the depository 

system 700 for the signing party, and takes actions to 

25 provide appropriate matching keys. According to still 

another embodiment, the authentication engine 215 or 

the cryptographic engine 220 may advantageously request 

one or more of the keys associated with the signing 

party and stored in the depository 210 or depository 

30 system 700. 

[0171] According to one embodiment, the signing 

party includes one or both the user and the vendor. In 

such case, the authentication engine 215 advantageously 
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requests the cryptographic keys corresponding to the 

user and/or the vendor. According to another 

embodiment, the signing party includes the trust engine 

110. In this embodiment, the trust engine 110 is 

5 certifying that the authentication process 1000 

properly authenticated the user, vendor, or both. 

Therefore, the authentication engine 215 requests the 

cryptographic key of the trust engine 110, such as, for 

example, the key belonging to the cryptographic engine 

10 220, to perform the digital signature. According to 

another embodiment, the trust engine 110 performs a 

digital notary- like function. In this embodiment, the 

signing party includes the user, vendor, or both, along 

with the trust engine 110. Thus, the trust engine 110 

15 provides the digital signature of the user and/or 

vendor, and then indicates with its own digital 

signature that the user and/or vendor were properly 

authenticated. In this embodiment, the authentication 

engine 215 may advantageously request assembly of the 

20 cryptographic keys corresponding to the user, the 

vendor, or both. According to another embodiment, the 

authentication engine 215 may advantageously request 

assembly of the cryptographic keys corresponding to the 

trust engine 110. 

25 [0172] According to another embodiment, the trust 

engine 110 performs power of attorney- like functions. 

For example, the trust engine 110 may digitally sign 

the message on behalf of a third party. In such case, 

the authentication engine 215 requests the 

30 cryptographic keys associated with the third party. 

According to this embodiment, the signing process 1100 

may advantageously include authentication of the third 

party, before allowing power of attorney- like 
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functions. In addition, the authentication process 

1000 may include a check for third party constraints, 

such as, for example, business logic or the like 

dictating when and in what circumstances a particular 

5 third-party's signature may be used. 

[0173] Based on the foregoing, in step 1110, the 

authentication engine requested the cryptographic keys 

from the data storage facilities D1 through D4 

corresponding to the signing party. In step 1115, the 

10 data storage facilities D1 through D4 transmit their 

respective portions of the cryptographic key 

corresponding to the signing party to the cryptographic 

engine 220. According to one embodiment, the foregoing 

transmissions include SSL technologies. According to 

15 another embodiment, the foregoing transmissions may 

advantageously be super- encrypted with the public key 

of the cryptographic engine 220. 

[0174] In step 1120, the cryptographic engine 220 

assembles the foregoing cryptographic keys of the 

20 signing party and encrypts the message therewith, 

thereby forming the digital signature(s). In step 1125 

of the signing process 1100, the cryptographic engine 

220 transmits the digital signature(s) to the 

authentication engine 215. In step 1130, the 

25 authentication engine 215 transmits the filled- in 

authentication request along with a copy of the hashed 

message and the digital signature(s) to the transaction 

engine 205. In step 1135, the transaction engine 205 

transmits a receipt comprising the transaction ID, an 

30 indication of whether the authentication was 

successful, and the digital signature(s), to the 

vendor. According to one embodiment, the foregoing 

transmission may advantageously include the digital 
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signature of the trust engine 110. For example, the 

trust engine 110 may encrypt the hash of the receipt 

with its private key, thereby forming a digital 

signature to be attached to the transmission to the 

5 vendor. 

[0175] According to one embodiment, the transaction 

engine 205 also transmits a confirmation message to the 

user. Although the signing process 1100 is disclosed 

with reference to its preferred and alternative 

10 embodiments, the invention is not intended to be 

limited thereby. Rather, a skilled artisan will 

recognize from the disclosure herein, a wide number of 

alternatives for the signing process 1100. For 

example, the vendor may be replaced with a user 

15 application, such as an email application. For 

example, the user may wish to digitally sign a 

particular email with his or her digital signature. In 

such an embodiment, the transmission throughout the 

signing process 1100 may advantageously include only 

20 one copy of a hash of the message. Moreover, a skilled 

artisan will recognize from the disclosure herein that 

a wide number of client applications may request 

digital signatures. For example, the client 

applications may comprise word processors, 

25 spreadsheets, emails, voicemail, access to restricted 

system areas, or the like. 

[0176] In addition, a skilled artisan will recognize 

from the disclosure herein that steps 1105 through 1120 

of the signing process 1100 may advantageously employ 

30 some or all of the steps of the interoperability 

process 970 of FIGURE 9B, thereby providing 

interoperability between differing cryptographic 
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systems that may, for example, need to process the 

digital signature under differing signature types. 

[0177] FIGURE 12 illustrates a data flow of an 

encryption/decryption process 1200 according to aspects 

5 of an embodiment of the invention. As shown in FIGURE 

12, the decryption process 1200 begins by 

authenticating the user using the authentication 

process 1000. According to one embodiment, the 

authentication process 1000 includes in the 

10 authentication request, a synchronous session key. For 

example, in conventional PKI technologies, it is 

understood by skilled artisans that encrypting or 

decrypting data using public and private keys is 

mathematically intensive and may require significant 

15 system resources. However, in symmetric key 

cryptographic systems, or systems where the sender and 

receiver of a message share a single common key that is 

used to encrypt and decrypt a message, the mathematical 

operations are significantly simpler and faster. Thus, 

20 in the conventional PKI technologies, the sender of a 

message will generate synchronous session key, and 

encrypt the message using the simpler, faster symmetric 

key system. Then, the sender will encrypt the session 

key with the public key of the receiver. The encrypted 

25 session key will be attached to the synchronously 

encrypted message and both data are sent to the 

receiver. The receiver uses his or her private key to 

decrypt the session key, and then uses the session key 

to decrypt the message. Based on the foregoing, the 

30 simpler and faster symmetric key system is used for the 

majority of the encryption/decryption processing. 

Thus, in the decryption process 1200, the decryption 

advantageously assumes that a synchronous key has been 
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encrypted with the public key of the user. Thus, as 

mentioned in the foregoing, the encrypted session key 

is included in the authentication request. 

[0178] Returning to the decryption process 1200, 

5 after the user has been authenticated in step 1205, the 

authentication engine 215 forwards the encrypted 

session key to the cryptographic engine 220. In step 

1210, the authentication engine 215 forwards a request 

to each of the data storage facilities, D1 through D4, 

10 requesting the cryptographic key data of the user. In 

step 1215, each data storage facility, Dl through D4, 

transmits their respective portion of the cryptographic 

key to the cryptographic engine 220. According to one 

embodiment, the foregoing transmission is encrypted 

15 with the public key of the cryptographic engine 220. 

[0179] In step 1220 of the decryption process 1200, 

the cryptographic engine 220 assembles the 

cryptographic key and decrypts the session key 

therewith. In step 1225, the cryptographic engine 

20 forwards the session key to the authentication engine 

215. In step 1227, the authentication engine 215 fills 

in the authentication request including the decrypted 

session key, and transmits the filled- in authentication 

request to the transaction engine 205. In step 1230, 

25 the transaction engine 205 forwards the authentication 

request along with the session key to the requesting 

application or vendor. Then, according to one 

embodiment, the requesting application or vendor uses 

the session key to decrypt the encrypted message. 

30 [0180] Although the decryption process 1200 is 

disclosed with reference to its preferred and 

alternative embodiments, a skilled artisan will 

recognize from the disclosure herein, a wide number of 
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alternatives for the decryption process 1200. For 

example, the decryption process 1200 may forego 

synchronous key encryption and rely on full public- key 

technology. In such an embodiment, the requesting 

5 application may transmit the entire message to the 

cryptographic engine 220, or, may employ some type of 

compression or reversible hash in order to transmit the 

message to the cryptographic engine 220. A skilled 

artisan will also recognize from the disclosure herein 

10 that the foregoing communications may advantageously 

include XML documents wrapped in SSL technology. 

[0181] The encryption/decryption process 1200 also 

provides for encryption of documents or other data. 

Thus, in step 1235, a requesting application or vendor 

15 may advantageously transmit to the transaction engine 

205 of the trust engine 110, a request for the public 

key of the user. The requesting application or vendor 

makes this request because the requesting application 

or vendor uses the public key of the user, for example, 

20 to encrypt the session key that will be used to encrypt 

the document or message. As mentioned in the 

enrollment process 900, the transaction engine 205 

stores a copy of the digital certificate of the user, 

for example, in the mass storage 225. Thus, in step 

25 1240 of the encryption process 1200, the transaction 

engine 205 requests the digital certificate of the user 

from the mass storage 225. In step 1245, the mass 

storage 225 transmits the digital certificate 

corresponding to the user, to the transaction engine 

30 205. In step 1250, the transaction engine 205 

transmits the digital certificate to the requesting 

application or vendor. According to one embodiment, 

the encryption portion of the encryption process 1200 
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does not include the authentication of a user. This is 

because the requesting vendor needs only the public key 

of the user, and is not requesting any sensitive data. 

[0182] A skilled artisan will recognize from the 

5 disclosure herein that if a particular user does not 

have a digital certificate, the trust engine 110 may 

employ some or all of the enrollment process 900 in 

order to generate a digital certificate for that 

particular user. Then, the trust engine 110 may 

10 initiate the encryption/decryption process 1200 and 

thereby provide the appropriate digital certificate. 

In addition, a skilled artisan will recognize from the 

disclosure herein that steps 1220 and 1235 through 1250 

of the encryption/decryption process 1200 may 

15 advantageously employ some or all of the steps of the 

interoperability process of FIGURE 9B, thereby 

providing interoperability between differing 

cryptographic systems that may, for example, need to 

process the encryption. 

20 [0183] FIGURE 13 illustrates a simplified block 

diagram of a trust engine system 1300 according to 

aspects of yet another embodiment of the invention. As 

shown in FIGURE 13, the trust engine system 1300 

comprises a plurality of distinct trust engines 1305, 

25 1310, 1315, and 1320, respectively. To facilitate a 

more complete understanding of the invention, FIGURE 13 

illustrates each trust engine, 1305, 1310, 1315, and 

1320 as having a transaction engine, a depository, and 

an authentication engine. However, a skilled artisan 

30 will recognize that each transaction engine may 

advantageously comprise some, a combination, or all of 

the elements and communication channels disclosed with 

reference to FIGURES 1-8. For example, one embodiment 
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may advantageously include trust engines having one or 

more transaction engines, depositories, and 

cryptographic servers or any combinations thereof. 

[0184] According to one embodiment of the invention, 

5 each of the trust engines 1305, 1310, 1315 and 1320 are 

geographically separated, such that, for example, the 

trust engine 1305 may reside in a first location, the 

trust engine 1310 may reside in a second location, the 

trust engine 1315 may reside in a third location, and 

10 the trust engine 1320 may reside in a fourth location. 

The foregoing geographic separation advantageously 

decreases system response time while increasing the 

security of the overall trust engine system 1300. 

[0185] For example, when a user logs onto the 

15 cryptographic system 100, the user may be nearest the 

first location and may desire to be authenticated As 

described with reference to FIGURE 10, to be 

authenticated, the user provides current authentication 

data, such as a biometric or the like, and the current 

20 authentication data is compared to that user's 

enrollment authentication data. Therefore, according 

to one example, the user advantageously provides 

current authentication data to the geographically 

nearest trust engine 1305. The transaction engine 1321 

25 of the trust engine 1305 then forwards the current 

authentication data to the authentication engine 1322 

also residing at the first location. According to 

another embodiment, the transaction engine 1321 

forwards the current authentication data to one or more 

30 of the authentication engines of the trust engines 

1310, 1315, or 1320. 

[0186] The transaction engine 1321 also requests the 

assembly of the enrollment authentication data from the 
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depositories of, for example, each of the trust 

engines, 1305 through 1320. According to this 

embodiment, each depository provides its portion of the 

enrollment authentication data to the authentication 

5 engine 1322 of the trust engine 1305. The 

authentication engine 1322 then employs the encrypted 

data portions from, for example, the first two 

depositories to respond, and assembles the enrollment 

authentication data into deciphered form. The 

10 authentication engine 1322 compares the enrollment 

authentication data with the current authentication 

data and returns an authentication result to the 

transaction engine 1321 of the trust engine 1305. 

[0187] Based on the above, the trust engine system 

15 1300 employs the nearest one of a plurality of 

geographically separated trust engines, 1305 through 

1320, to perform the authentication process. According 

to one embodiment of the invention, the routing of 

information to the nearest transaction engine may 

20 advantageously be performed at client- side applets 

executing on one or more of the user system 105, vendor 

system 120, or certificate authority 115. According to 

an alternative embodiment, a more sophisticated 

decision process may be employed to select from the 

25 trust engines 1305 through 1320. For example, the 

decision may be based on the availability, operability, 

speed of connections, load, performance, geographic 

proximity, or a combination thereof, of a given trust 

engine. 

30 [0188] In this way, the trust engine system 1300 

lowers its response time while maintaining the security 

advantages associated with geographically remote data 

storage facilities, such as those discussed with 
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reference to FIGURE 7 where each data storage facility 

stores randomized portions of sensitive data. For 

example, a security compromise at, for example, the 

depository 1325 of the trust engine 1315 does not 

5 necessarily compromise the sensitive data of the trust 

engine system 1300. This is because the depository 

1325 contains only non- decipherable randomized data 

that, without more, is entirely useless. 

[0189] According to another embodiment, the trust 

10 engine system 1300 may advantageously include multiple 

cryptographic engines arranged similar to the 

authentication engines. The cryptographic engines may 

advantageously perform cryptographic functions such as 

those disclosed with reference to FIGURES 1-8. 

15 According to yet another embodiment, the trust engine 

system 1300 may advantageously replace the multiple 

authentication engines with multiple cryptographic 

engines, thereby performing cryptographic functions 

such as those disclosed with reference to FIGURES 1-8. 

20 According to yet another embodiment of the invention, 

the trust engine system 1300 may replace each multiple 

authentication engine with an engine having some or all 

of the functionality of the authentication engines, 

cryptographic engines, or both, as disclosed in the 

25 foregoing, 

[0190] Although the trust engine system 1300 is 

disclosed with reference to its preferred and 

alternative embodiments, a skilled artisan will 

recognize that the trust engine system 1300 may 

30 comprise portions of trust engines 1305 through 1320. 

For example, the trust engine system 1300 may include 

one or more transaction engines, one or more 

depositories, one or more authentication engines, or 
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one or more cryptographic engines or combinations 

thereof. 

[0191] FIGURE 14 illustrates a simplified block 

diagram of a trust engine System 1400 according to 

5 aspects of yet another embodiment of the invention. As 

shown in FIGURE 14, the trust engine system 1400 

includes multiple trust engines 1405, 1410, 1415 and 

1420. According to one embodiment, each of the trust 

engines 1405, 1410, 1415 and 1420, comprise some or all 

10 of the elements of trust engine 110 disclosed with 

reference to FIGURES 1-8. According to this 

embodiment, when the client side applets of the user 

system 105, the vendor system 120, or the certificate 

authority 115, communicate with the trust engine system 

15 1400, those communications are sent to the IP address 

of each of the trust engines 1405 through 1420. 

Further, each transaction engine of each of the trust 

engines, 1405, 1410, 1415, and 1420, behaves similar to 

the transaction engine 1321 of the trust engine 1305 

20 disclosed with reference to FIGURE 13. For example, 

during an authentication process, each transaction 

engine of each of the trust engines 1405, 1410, 1415, 

and 1420 transmits the current authentication data to 

their respective authentication engines and transmits a 

25 request to assemble the randomized data stored in each 

of the depositories of each of the trust engines 1405 

through 1420. FIGURE 14 does not illustrate all of 

these communications; as such illustration would become 

overly complex. Continuing with the authentication 

30 process, each of the depositories then communicates its 

portion of the randomized data to each of the 

authentication engines of the each of the trust engines 

1405 through 1420. Each of the authentication engines 
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of the each of the trust engines employs its comparator 

to determine whether the current authentication data 

matches the enrollment authentication data provided by 

the depositories of each of the trust engines 1405 

5 through 1420. According to this embodiment, the result 

of the comparison by each of the authentication engines 

is then transmitted to a redundancy module of the other 

three trust engines. For example, the result of the 

authentication engine from the trust engine 1405 is 

10 transmitted to the redundancy modules of the trust 

engines 1410, 1415, and 1420. Thus, the redundancy 

module of the trust engine 1405 likewise receives the 

result of the authentication engines from the trust 

engines 1410, 1415, and 1420. 

15 [0192] FIGURE 15 illustrates a block diagram of the 

redundancy module of FIGURE 14. The redundancy module 

comprises a comparator configured to receive the 

authentication result from three authentication engines 

and transmit that result to the transaction engine of 

20 the fourth trust engine. The comparator compares the 

authentication result form the three authentication 

engines, and if two of the results agree, the 

comparator concludes that the authentication result 

should match that of the two agreeing authentication 

25 engines. This result is then transmitted back to the 

transaction engine corresponding to the trust engine 

not associated with the three authentication engines. 

[0193] Based on the foregoing, the redundancy module 

determines an authentication result from data received 

30 from authentication engines that are preferably 

geographically remote from the trust engine of that the 

redundancy module. By providing such redundancy 

functionality, the trust engine system 1400 ensures 
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that a compromise of the authentication engine of one 

of the trust engines 1405 through 1420, is insufficient 

to compromise the authentication result of the 

redundancy module of that particular trust engine. A 

5 skilled artisan will recognize that redundancy module 

functionality of the trust engine system 1400 may also 

be applied to the cryptographic engine of each of the 

trust engines 1405 through 1420. However, such 

cryptographic engine communication was not shown in 

10 FIGURE 14 to avoid complexity. Moreover, a skilled 

artisan will recognize a wide number of alternative 

authentication result conflict resolution algorithms 

for the comparator of FIGURE 15 are suitable for use in 

the present invention. 

15 [0194] According to yet another embodiment of the 

invention, the trust engine system 1400 may 

advantageously employ the redundancy module during 

cryptographic comparison steps. For example, some or 

all of the foregoing redundancy module disclosure with 

20 reference to FIGURES 14 and 15 may advantageously be 

implemented during a hash comparison of documents 

provided by one or more parties during a particular 

transaction. 

[0195] Although the foregoing invention has been 

25 described in terms of certain preferred and alternative 

embodiments, other embodiments will be apparent to 

those of ordinary skill in the art from the disclosure 

herein. For example, the trust engine 110 may issue 

short-term certificates, where the private 

30 cryptographic key is released to the user for a 

predetermined period of time. For example, current 

certificate standards include a validity field that can 

be set to expire after a predetermined amount of time. 
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Thus, the trust engine 110 may release a private key to 

a user where the private key would be valid for, for 

example, 24 hours. According to such an embodiment, 

the trust engine 110 may advantageously issue a new 

5 cryptographic key pair to be associated with a 

particular user and then release the private key of the 

new cryptographic key pair. Then, once the private 

cryptographic key is released, the trust engine 110 

immediately expires any internal valid use of such 

10 private key, as it is no longer securable by the trust 

engine 110. 

[0196] In addition, a skilled artisan will recognize 

that the cryptographic system 100 or the trust engine 

110 may include the ability to recognize any type of 

15 devices, such as, but not limited to, a laptop, a cell 

phone, a network, a biometric device or the like. 

According to one embodiment, such recognition may come 

from data supplied in the request for a particular 

service, such as, a request for authentication leading 

20 to access or use, a request for cryptographic 

functionality, or the like. According to one 

embodiment, the foregoing request may include a unique 

device identifier, such as, for example, a processor 

ID. Alternatively, the request may include data in a 

25 particular recognizable data format. For example, 

mobile and satellite phones often do not include the 

processing power for full X509.v3 heavy encryption 

certificates, and therefore do not request them. 

According to this embodiment, the trust engine 110 may 

30 recognize the type of data format presented, and 

respond only in kind. 

[0197] In an additional aspect of the system 

described above, context sensitive authentication can 
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be provided using various techniques as will be 

described below. Context sensitive authentication, for 

example as shown in FIGURE 16, provides the possibility 

of evaluating not only the actual data which is sent by 

5 the user when attempting to authenticate himself, but 

also the circumstances surrounding the generation and 

delivery of that data. Such techniques may also 

support transaction specific trust arbitrage between 

the user and trust engine 110 or between the vendor and 

10 trust engine 110, as will be described below. 

[0198] As discussed above, authentication is the 

process of proving that a user is who he says he is. 

Generally, authentication requires demonstrating some 

fact to an authentication authority. The trust engine 

15 110 of the present invention represents the authority 

to which a user must authenticate himself. The user 

must demonstrate to the trust engine 110 that he is who 

he says he is by either: knowing something that only 

the user should know ( knowledge-based authentication), 

20 having something that only the user should have 

(token-based authentication), or by being something 

that only the user should be (biometric-based 

authentication). 

[0199] Examples of knowledge-based authentication 

25 include without limitation a password, PIN number, or 

lock combination. Examples of token-based 

authentication include without limitation a house key, 

a physical credit card, a driver's license, or a 

particular phone number. Examples of biometric-based 

30 authentication include without limitation a 

fingerprint, handwriting analysis, facial scan, hand 

scan, ear scan, iris scan, vascular pattern, DNA, a 

voice analysis, or a retinal scan. 
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[0200] Each type of authentication has particular 

advantages and disadvantages, and each provides a 

different level of security. For example, it is 

generally harder to create a false fingerprint that 

5 matches someone else's than it is to overhear someone's 

password and repeat it. Each type of authentication 

also requires a different type of data to be known to 

the authenticating authority in order to verify someone 

using that form of authentication. 

10 [0201] As used herein, "authentication" will refer 

broadly to the overall process of verifying someone',s 

identity to be who he says he is. An "authentication 

technique" will refer to a particular type of 

authentication based upon a particular piece of 

15 knowledge, physical token, or biometric reading. 

"Authentication data" refers to information which is 

sent to or otherwise demonstrated to an authentication 

authority in order to establish identity. "Enrollment 

data" will refer 

20 submitted 

establish 

data. An 

to the data which is initially 

to an authentication authority in order to 

a baseline for comparison with authentication 

"authentication instance" will refer to the 

data associated with an attempt to authenticate by an 

authentication technique. 

25 [0202] The internal protocols and communications 

involved in the process of authenticating a user is 

described with reference to FIGURE 10 above. The part 

of this process within which the context sensitive 

authentication takes place occurs within the comparison 

30 step shown as step 1045 of FIGURE 10. This step takes 

place within the authentication engine 215 and involves 

assembling the enrollment data 410 retrieved from the 

depository 210 and comparing the authentication data 
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provided by the user to it. one particular embodiment 

of this process is shown in FIGURE 16 and described 

below. 

[0203] The current authentication data provided by 

5 the user and the enrollment data retrieved from the 

depository 210- are received by the authentication 

engine 215 in step 1600 of FIGURE 16. Both of these 

sets of data may contain data which is related to 

separate techniques of authentication. The 

10 authentication engine 215 separates the authentication 

data associated with each individual authentication 

instance in step 1605. This is necessary so that the 

authentication data is compared with the appropriate 

subset of the enrollment data for the user ( e.g. 

15 fingerprint authentication data should be compared with 

fingerprint enrollment data, rather than password 

enrollment data). 

[0204] Generally, authenticating a user involves one 

or more individual authentication instances, depending 

20 on which authentication techniques are available to the 

user. These methods are limited by the enrollment data 

which were provided by the user during his enrollment 

process ( if the user did not provide a retinal scan 

when enrolling, he will not be able to authenticate 

25 himself using a retinal scan), as well as the means 

which may be currently available to the user ( e.g. if 

the user does not have a fingerprint reader at his 

current location, fingerprint authentication will not 

be practical). In some cases, a single authentication 

30 instance may be sufficient to authenticate a user; 

however, in certain circumstances a combination of 

multiple authentication instances may be used in order 
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to more confidently authenticate a user for a 

particular transaction. 

[0205] Each authentication instance consists of data 

related to a particular authentication technique ( e.g. 

5 fingerprint, password, smart card, etc.) and the 

circumstances which surround the capture and delivery 

of the data for that particular technique. For 

example, a particular instance of attempting to 

authenticate via password will generate not only the 

10 data related to the password itself, but also 

circumstantial data, known as "metadata", related to 

that password attempt. This circumstantial data 

includes information such as: the time at which the 

particular authentication instance took place, the 

15 network address from which the authentication 

information was delivered, as well as any other 

information as is known to those of skill in the art 

which may be determined about the origin of the 

authentication data ( the type of connection, the 

20 processor serial number, etc.). 

[0206] In many cases, only a small amount of 

circumstantial metadata will be available. For 

example, if the user is located on a network which uses 

proxies or network address translation or another 

25 technique which masks the address of the originating 

computer, only the address of the proxy or router may 

be determined. Similarly, in many cases information 

such as the processor serial number will not be 

available because of either limitations of the hardware 

30 or operating system being used, disabling of such 

features by the operator of the system, or other 

limitations of the connection between the user's system 

and the trust engine 110. 
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[0207] As shown in FIGURE 16, once the individual 

authentication instances represented within the 

authentication data are extracted and separated in step 

1605, the authentication engine 215 evaluates each 

5 instance for its reliability in indicating that the 

user is who he claims to be. The reliability for a 

single authentication instance will generally be 

determined based on several factors. These may be 

grouped as factors relating to the reliability 

10 associated with the authentication technique, which are 

evaluated in step 1610, and factors relating to the 

reliability of the particular authentication data 

provided, which are evaluated in step 1815. The first 

group includes without limitation the inherent 

15 reliability of the authentication technique being used, 

and the reliability of the enrollment data being used 

with that method. The second group includes without 

limitation the degree of match between the enrollment 

data and the data provided with the authentication 

20 instance, and the metadata associated with that 

authentication instance. Each of these factors may 

vary independently of the others. 

[0208] The inherent reliability of an authentication 

technique is based on how hard it is for an imposter to 

25 provide someone else's correct data, as well as the 

overall error rates for the authentication technique. 

For passwords and knowledge based authentication 

methods, this reliability is often fairly low because 

there is nothing that prevents someone from revealing 

30 their password to another person and for that second 

person to use that password. Even a more complex 

knowledge based system may have only moderate 

reliability since knowledge may be transferred from 
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person to person fairly easily. Token based 

authentication, such as having a proper smart card or 

using a particular terminal to perform the 

authentication, is similarly of low reliability used by 

5 itself, since there is no guarantee that the right 

person is in possession of the proper token. 

[0209] However, biometric techniques are more 

inherently reliable because it is generally difficult 

to provide someone else with the ability to use your 

10 fingerprints in a convenient manner, even 

intentionally. Because subverting biometric 

authentication techniques is more difficult, the 

inherent reliability of biometric methods is generally 

higher than that of purely knowledge or token based 

15 authentication techniques. However, even biometric 

techniques may have some occasions in which a false 

acceptance or false rejection is generated. These 

occurrences may be reflected by differing reliabilities 

for different implementations of the same biometric 

20 technique. For example, a fingerprint matching system 

provided by one company may provide a higher 

reliability than one provided by a different company 

because one uses higher quality optics or a better 

scanning resolution or some other improvement which 

25 reduces the occurrence of false acceptances or false 

rejections. 

[0210] Note that this reliability may be expressed 

in different manners. The reliability is desirably 

expressed in some metric which can be used by the 

30 heuristics 530 and algorithms of the authentication 

engine 215 to calculate the confidence level of each 

authentication. One preferred mode of expressing these 

reliabilities is as a percentage or fraction. For 
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instance, fingerprints might be assigned an inherent 

reliability of 97%, while passwords might only be 

assigned an inherent reliability of 50%. Those of 

skill in the art will recognize that these particular 

5 values are merely exemplary and may vary between 

specific implementations. 

[0211] The second factor for which reliability must 

be assessed is the reliability of the enrollment. This 

is part of the "graded enrollment" process referred to 

10 above. This reliability factor reflects the 

reliability of the identification provided during the 

initial enrollment process. For instance, if the 

individual initially enrolls in a manner where they 

physically produce evidence of their identity to a 

15 notary or other public official, and enrollment data is 

recorded at that time and notarized, the data will be 

more reliable than data which is provided over a 

network during enrollment and only vouched for by a 

digital signature or other information which is not 

20 truly tied to the individual. 

[0212] Other enrollment techniques with varying 

levels of reliability include without limitation: 

enrollment at a physical office of the trust engine 110 

operator; enrollment at a user's place of employment; 

25 enrollment at a post office or passport office; 

enrollment through an affiliated or trusted party to 

the trust engine 110 operator; anonymous or 

pseudonymous enrollment in which the enrolled identity 

is not yet identified with a particular real 

30 individual, as well as such other means as are known in 

the art. 

[0213] These factors reflect the trust between the 

trust engine 110 and the source of identification 
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provided during the enrollment process. For instance, 

if enrollment is performed in association with an 

employer during the initial process of providing 

evidence of identity, this information may be 

5 considered extremely reliable for purposes within the 

company, but may be trusted to a lesser degree by a 

government agency, or by a competitor. Therefore, 

trust engines operated by each of these other 

organizations may assign different levels of 

10 reliability to this enrollment. 

[0214] Similarly, additional data which is submitted 

across a network, but which is authenticated by other 

trusted data provided during a previous enrollment with 

the same trust engine 110 may be considered as reliable 

15 as the original enrollment data was, even though the 

latter data were submitted across an open network. In 

such circumstances, a subsequent notarization will 

effectively increase the level of reliability 

associated with the original enrollment data. In this 

20 way for example, an anonymous or pseudonymous 

enrollment may then be raised to a full enrollment by 

demonstrating to some enrollment official the identity 

of the individual matching the enrolled data. 

[0215] The reliability factors discussed above are 

25 generally values which may be determined in advance of 

any particular authentication instance. This is 

because they are based upon the enrollment and the 

technique, rather than the actual authentication. In 

one embodiment, the step of generating reliability 

30 based upon these factors involves looking up previously 

determined values for this particular authentication 

technique and the enrollment data of the user. In a 

further aspect of an advantageous embodiment of the 
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present invention, such reliabilities may be included 

with the enrollment data itself. In this way, these 

factors are automatically delivered to the 

authentication engine 215 along with the enrollment 

5 data sent from the depository 210. 

[0216] While these factors may generally be 

determined in advance of any individual authentication 

instance, they still have an effect on each 

authentication instance which uses that particular 

10 technique of authentication for that user. 

Furthermore, although the values may change over time 

(e.g. if the user re- enrolls in a more reliable 

fashion), they are not dependent on the authentication 

data itself. By contrast, the reliability factors 

15 associated with a single specific instance's data may 

vary on each occasion. These factors, as discussed 

below, must be evaluated for each new authentication in 

order to generate reliability scores in step 1815. 

[0217] The reliability of the authentication data 

20 reflects the match between the data provided by the 

user in a particular authentication instance and the 

data provided during the authentication enrollment. 

This is the fundamental question of whether the 

authentication data matches the enrollment data for the 

25 individual the user is claiming to be. Normally, when 

the data do not match, the user is considered to not be 

successfully authenticated, and the authentication 

fails. The manner in which this is evaluated may 

change depending on the authentication technique used. 

30 The comparison of such data is performed by the 

comparator 515 function of the authentication engine 

215 as shown in FIGURE 5. 
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[0218] For instance, matches of passwords are 

generally evaluated in a binary fashion. In other 

words, a password is either a perfect match, or a 

failed match. It is usually not desirable to accept as 

5 even a partial match a password which is close to the 

correct password if it is not exactly correct. 

Therefore, when evaluating a password authentication, 

the reliability of the authentication returned by the 

comparator 515 is typically either 100% ( correct) or 0% 

10 (wrong), with no possibility of intermediate values. 

[0219] Similar rules to those for passwords are 

generally applied to token based authentication 

methods, such as smart cards. This is because having a 

smart card which has a similar identifier or which is 

15 similar to the correct one, is still just as wrong as 

having any other incorrect token. Therefore tokens 

tend also to be binary authenticators: a user either 

has the right token, or he doesn't. 

[0220] However, certain types of authentication 

20 data, such as questionnaires and biometrics, are 

generally not binary authenticators. For example, a 

fingerprint may match a reference fingerprint to 

varying degrees. To some extent, this may be due to 

variations in the quality of the data captured either 

25 during the initial enrollment or in subsequent 

authentications. (A fingerprint may be smudged or a 

person may have a still healing scar or burn on a 

particular finger.) In other instances the data may 

match less than perfectly because the information 

30 itself is somewhat variable and based upon pattern 

matching. (A voice analysis may seem close but not 

quite right because of background noise, or the 

acoustics of the environment in which the voice is 
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recorded, or because the person has a cold.) Finally, 

in situations where large amounts of data are being 

compared, it may simply be the case that much of the 

data matches well, but some doesn't. (A ten- question 

5 questionnaire may have resulted in eight correct 

answers to personal questions, but two incorrect 

answers.) For any of these reasons, the match between 

the enrollment data and the data for a particular 

authentication instance may be desirably assigned a 

10 partial match value by the comparator 515. In this 

way, the fingerprint might be said to be a 85% match, 

the voice print a 65% match, and the questionnaire an 

80% match, for example. 

[0221] This measure ( degree of,match) produced by 

15 the comparator 515 is the factor representing the basic 

issue of whether an authentication is correct or not. 

However, as discussed above, this is only one of the 

factors which may be used in determining the 

reliability of a given authentication instance. Note 

20 also that even though a match to some partial degree 

may be determined, that ultimately, it may be desirable 

to provide a binary result based upon a partial match. 

In an alternate mode of operation, it is also possible 

to treat partial matches as binary, i.e. either perfect 

25 ( 100%) or failed ( 0%) matches, based upon whether or 

not the degree of match passes a particular threshold 

level of match. Such a process may be used to provide 

a simple pass/fail level of matching for systems which 

would otherwise produce partial matches. 

30 [0222] Another factor to be considered in evaluating 

the reliability of a given authentication instance 

concerns the circumstances under which the 

authentication data for this particular instance are 
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provided. As discussed above, the circumstances refer 

to the metadata associated with a particular 

authentication instance. This may include without 

limitation such information as: the network address of 

5 the authenticator, to the extent that it can be 

determined; the time of the authentication; the mode of 

transmission of the authentication data (phone line, 

cellular, network, etc.); and the serial number of the 

system of the authenticator. 

10 [0223] These factors can be used to produce a 

profile of the type of authentication that is normally 

requested by the user. Then, this information can be 

used to assess reliability in at least two manners. 

One manner is to consider whether the user is 

15 requesting authentication in a manner which is 

consistent with the normal profile of authentication by 

this user. If the user normally makes authentication 

requests from one network address during business days 

(when she is at work) and from a different network 

20 address during evenings or weekends (when she is at 

home), an authentication which occurs from the home 

address during the business day is less reliable 

because it is outside the normal authentication 

profile. Similarly, if the user normally authenticates 

25 using a fingerprint biometric and in the evenings, an 

authentication which originates during the day using 

only a password is less reliable. 

[0224] An additional way in which the circumstantial 

metadata can be used to evaluate the reliability of an 

30 instance of authentication is to determine how much 

corroboration the circumstance provides that the 

authenticator is the individual he claims to be. For 

instance, if the authentication comes from a system 
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with a serial number known to be associated with the 

user, this is a good circumstantial indicator that the 

user is who they claim to be. Conversely, if the 

authentication is coming from a network address which 

5 is known to be in Los Angeles when the user is known to 

reside in London, this is an indication that this 

authentication is less reliable based on its 

circumstances. 

[0225] It is also possible that a cookie or other 

10 electronic data may be placed'upon the system being 

used by a user when they interact with a vendor system 

or with the trust engine 110. This data is written to 

the storage of the system of the user and may contain 

an identification which may be read by a Web browser or 

15 other software on the user system. If this data is 

allowed to reside on the user system between sessions 

(a "persistent cookie"), it may be sent with the 

authentication data as further evidence of the past use 

of this system during authentication of a particular 

20 user. In effect, the metadata of a given instance, 

particularly a persistent cookie, may form a sort of 

token based authenticator itself. 

[0226] Once the appropriate reliability factors 

based on the technique and data of the authentication 

25 instance are generated as described above in steps 1610 

and 1615 respectively, they are used to produce an 

overall reliability for the authentication instance 

provided in step 1620. One means of doing this is 

simply to express each reliability as a percentage and 

30 then to multiply them together. 

[0227] For example, suppose the authentication data 

is being sent in from a network address known to be the 

user's home computer completely in accordance with the 
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user's past authentication profile ( 100%), and the 

technique being used is fingerprint identification 

(97%), and the initial finger print data was roistered 

through the user's employer with the trust engine 110 

5 (90%), and the match between the authentication data 

and the original fingerprint template in the enrollment 

data is very good ( 99%). The overall reliability of 

this authentication instance could then be calculated 

as the product of these reliabilities: 100% * 97% * 90% 

10 * 99% - 86.4% reliability. 

[0228] This calculated reliability represents the 

reliability of one single instance of authentication. 

The overall reliability of a single.authentication 

instance may also be calculated using techniques which 

15 treat the different reliability factors differently, 

for example by using formulas where different weights 

are assigned to each reliability factor. Furthermore, 

those of skill in the art will recognize that the 

actual values used may represent values other than 

20 percentages and may use non- arithmetic systems. One 

embodiment may include a module used by an 

authentication requestor to set the weights for each 

factor and the algorithms used in establishing the 

overall reliability of the authentication instance. 

25 [0229] The authentication engine 215 may use the 

above techniques and variations thereof to determine 

the reliability of a single authentication instance, 

indicated as step 1620. However, it may be useful in 

many authentication situations for multiple 

30 authentication instances to be provided at the same 

time. For example, while attempting to authenticate 

himself using the system of the present invention, a 

user may provide a user identification, fingerprint 
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authentication data, a smart card, and a password. In 

such a case, three independent authentication instances 

are being provided to the trust engine 110 for 

evaluation. Proceeding to step 1625, if the 

5 authentication engine 215 determines that the data 

provided by the user includes more than one 

authentication instance, then each instance in turn 

will be selected as shown in step 1630 and evaluated as 

described above in steps 1610, 1615 and 1620. 

10 [0230] Note that many of the reliability factors 

discussed may vary from one of these instances to 

another. For instance, the inherent reliability of 

these techniques is likely to be different, as well as 

the degree of match provided between the authentication 

15 data and the enrollment data. Furthermore, the user 

may have provided enrollment data at different times 

and under different circumstances for each of these 

techniques, providing different enrollment 

reliabilities for each of these instances as well. 

20 Finally, even though the circumstances under which the 

data for each of these instances is being submitted is 

the same, the use of such techniques may each fit the 

profile of the user differently, and so may be assigned 

different circumstantial reliabilities. ( For example, 

25 the user may normally use their password and 

fingerprint, but not their smart card.) 

[0231] As a result, the final reliability for each 

of these authentication instances may be different from 

One another. However, by using multiple instances 

30 together, the overall confidence level for the 

authentication will tend to increase. 

[0232] Once the authentication engine has performed 

steps 1610 through 1620 for all of the authentication 

EX1024, Page 160



- 98 - 

instances provided in the authentication data, the 

reliability of each instance is used in step 1635 to 

evaluate the overall authentication confidence level. 

This process of combining the individual authentication 

5 instance reliabilities into the authentication 

confidence level may be modeled by various methods 

relating the individual reliabilities produced, and may 

also address the particular interaction between some of 

these authentication techniques. ( For example, 

10 multiple knowledge-based systems such as passwords may 

produce less confidence than a single password and even 

a fairly weak biometric, such as a basic voice 

analysis.) 

[0233] One means in which the authentication engine 

15 215 may combine the reliabilities of multiple 

concurrent authentication instances to generate a final 

confidence level is to multiply the unreliability of 

each instance to arrive at a total unreliability. The 

unreliability is generally the complementary percentage 

20 of the reliability. For example, a technique which is 

84% reliable is 16% unreliable. The three 

authentication instances described above ( fingerprint, 

smart card, password)which produce reliabilities of 

86%, 75%, and 72% would have corresponding 

25 unreliabilities of ( 100- 86)%, ( 100- 75)% and ( 100-

72)%, or 14%, 25%, and 28%, respectively. By 

multiplying these unreliabilities, we get a cumulative 

unreliability of 14% * 25% * 28% - . 98% unreliability, 

which corresponds to a reliability of 99.02%. 

30 [0234] In an additional mode of operation, 

additional factors and heuristics 530 may be applied 

within the authentication engine 215 to account for the 

interdependence of various authentication techniques. 
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For example, if someone has unauthorized access to a 

particular home computer, they probably have access to 

the phone line at that address as well. Therefore, 

authenticating based on an originating phone number as 

5 well as upon the serial number of the authenticating 

system does not add much to the overall confidence in 

the authentication. However, knowledge based 

authentication is largely independent of token based 

authentication ( i.e. if someone steals your cellular 

10 phone or keys, they are no more likely to know your PIN 

or password than if they hadn't). 

[0235] Furthermore, different vendors or other 

authentication requestors may wish to weigh different 

aspects of the authentication differently. This may 

15 include the use of separate weighing factors or 

algorithms used in calculating the reliability of 

individual instances as well as the use of different 

means to evaluate authentication events with multiple 

instances. 

20 [0236] For instance, vendors for certain types of 

transactions, for instance corporate email systems, may 

desire to authenticate primarily based upon heuristics 

and other circumstantial data by default. Therefore, 

they may apply high weights to factors related to the 

25 metadata and other profile related information 

associated with the circumstances surrounding 

authentication events. This arrangement could be used 

to ease the burden on users during normal operating 

hours, by not requiring more from the user than that he 

30 be logged on to the correct machine during business 

hours. However, another vendor may weigh 

authentications coming from a particular technique most 

heavily, for instance fingerprint matching, because of 
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a policy decision that such a technique is most suited 

to authentication for the particular vendor's purposes. 

[0237] Such varying weights may be defined by the 

authentication requestor in generating the 

5 authentication request and sent to the trust engine 110 

with the authentication request in one mode of 

operation. Such options could also be set as 

preferences during an initial enrollment process for 

the authentication requestor and stored within the 

10 authentication engine in another mode of operation. 

[0238] Once the authentication engine 215 produces 

an authentication confidence level for the 

authentication data provided, this confidence level is 

used to complete the authentication request in step 

15 1640, and this information is forwarded from the 

authentication engine 215 to the transaction engine 205 

for inclusion in a message to the authentication 

requestor. 

[0239] The process described above is merely 

20 exemplary, and those of skill in the art will recognize 

that the steps need not be performed in the order shown 

or that only certain of the steps are desired to be 

performed, or that a variety of combinations of steps 

may be desired. Furthermore, certain steps, such as 

25 the evaluation of the reliability of each 

authentication instance provided, may be carried out in 

parallel with one another if circumstances permit. 

[0240] In a further aspect of this invention, a 

method is provided to accommodate conditions when the 

30 authentication confidence level produced by the process 

described above fails to meet the required trust level 

of the vendor or other party requiring the 

authentication. In circumstances such as these where a 

EX1024, Page 163



- 101 - 

gap exists between the level of confidence provided and 

the level of trust desired, the operator of the trust 

engine 110 is in a position to provide opportunities 

for one or both parties to provide alternate data or 

5 requirements in order to close this trust gap. This 

process will be referred to as "trust arbitrage" 

herein. 

[0241] Trust arbitrage may take place within a 

framework of cryptographic authentication as described 

10 above with reference to FIGURES 10 and 11. As shown 

therein, a vendor or other party will request 

authentication of a particular user in association with 

a particular transaction. In one circumstance, the 

vendor simply requests an authentication, either 

15 positive or negative, and after receiving appropriate 

data from the user, the trust engine 110 will provide 

such a binary authentication. In circumstances such as 

these, the degree of confidence required in order to 

secure a positive authentication is determined based 

20 upon preferences set within the trust engine 110. 

[0242] However, it is also possible that the vendor 

may request a particular level of trust in order to 

complete a particular transaction. This required level 

may be included with the authentication request ( e.g. 

25 authenticate this user to 98% confidence) or may be 

determined by the trust engine 110 based on other 

factors associated with the transaction ( i.e. 

authenticate this user as appropriate for this 

transaction). One such factor might be the economic 

30 value of the transaction. For transactions which have 

greater economic value, a higher degree of trust may be 

required. Similarly, for transactions with high 

degrees of risk a high degree of trust may be required. 
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Conversely, for transactions which are either of low 

risk or of low value, lower trust levels may be 

required by the vendor or other authentication 

requestor. 

5 [0243] The process of trust arbitrage occurs between 

the steps of the trust engine 110 receiving the 

authentication data in step 1050 of FIGURE 10 and the 

return of an authentication result to the vendor in 

step 1055 of FIGURE 10. Between these steps, the 

10 process which leads to the evaluation of trust levels 

and the potential trust arbitrage occurs as shown in 

FIGURE 17. In circumstances where simple binary 

authentication is performed, the process shown in 

FIGURE 17 reduces to having the transaction engine 205 

15 directly compare the authentication data provided with 

the enrollment data for the identified user as 

discussed above with reference to FIGURE 10, flagging 

any difference as a negative authentication. 

[0244] As shown in FIGURE 17, the first step after 

20 receiving the data in step 1050 is for the transaction 

engine 205 to determine the trust level which is 

required for a positive authentication for.this 

particular transaction in step 1710. This step may be 

performed by one of several different methods. The 

25 required trust level may be specified to the trust 

engine 110 by the authentication requestor at the time 

when the authentication request is made. The 

authentication requestor may also set a preference in 

advance which is stored within the depository 210 or 

30 other storage which is accessible by the transaction 

engine 205. This preference may then be read and used 

each time an authentication request is made by this 

authentication requestor. The preference may also be 
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associated with a particular user as a security measure 

such that a particular level of trust is always 

required in order to authenticate that user, the user 

preference being stored in the depository 210 or other 

5 storage media accessible by the transaction engine 205. 

The required level may also be derived by the 

transaction engine 205 or authentication engine 215 

based upon information provided in the authentication 

request, such as the value and risk level of the 

10 transaction to be authenticated. 

[0245] In one mode of operation, a policy management 

module or other software which is used when generating 

the authentication request is used to specify the 

required degree of trust for the authentication of the 

15 transaction. This may be used to provide a series of 

rules to follow when assigning the required level of 

trust based upon the policies which are specified 

within the policy management module. One advantageous 

mode of operation is for such a module to be 

20 incorporated with the web server of a vendor in order 

to appropriately determine required level of trust for 

transactions initiated with the vendor's web server. 

In this way, transaction requests from users may be 

assigned a required trust level in accordance with the 

25 policies of the vendor and such information may be 

forwarded to the trust engine 110 along with the 

authentication request. 

[0246] This required trust level correlates with the 

degree of certainty that the vendor wants to have that 

30 the individual authenticating is in fact who he 

identifies himself as. For example, if the transaction 

is one where the vendor wants a fair degree of 

certainty because goods are changing hands, the vendor 
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may require a trust level of 85%. For situation where 

the vendor is merely authenticating the user to allow 

him to view members only content or exercise privileges 

on a chat room, the downside risk may be small enough 

5 that the vendor requires only a 60% trust level. 

However, to enter into a production contract with a 

value of tens of thousands of dollars, the vendor may 

require a trust level of 99% or more. 

[0247] This required trust level represents a metric 

10 to which the user must authenticate himself in order to 

complete the transaction. If the required trust level 

is 85% for example, the user must provide 

authentication to the trust engine 110 sufficient for 

the trust engine 110 to say with 85% confidence that 

15 the user is who they say they are. It is the balance 

between this required trust level and the 

authentication confidence level which produces either a 

positive authentication ( to the satisfaction of the 

vendor) or a possibility of trust arbitrage. 

20 [0248] As shown in FIGURE 17, after the transaction 

engine 205 receives the required trust level, it 

compares in step 1720 the required trust level to the 

authentication confidence level which the 

authentication engine 215 calculated for the current 

25 authentication ( as discussed with reference to FIGURE 

16). If the authentication confidence level is higher 

than the required trust level for the transaction in 

step 1730, then the process moves to step 1740 where a 

positive authentication for this transaction is 

30 produced by the transaction engine 205. A message to 

this effect will then be inserted into the 

authentication results and returned to the vendor by 
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the transaction engine 205 as shown in step 1055 ( see 

FIGURE 10). 

[0249] However, if the authentication confidence 

level does not fulfill the required trust level in step 

5 1730, then a confidence gap exists for the current 

authentication, and trust arbitrage is conducted in 

step 1750. Trust arbitrage is described more 

completely with reference to FIGURE 18 below. This 

process as described below takes place within the 

10 transaction engine 205 of the trust engine 110. 

Because no authentication or other cryptographic 

operations are needed to execute trust arbitrage (other 

than those required for the SSL communication between 

the transaction engine 205 and other components), the 

15 process may be performed outside the authentication 

engine 215. However, as will be discussed below, any 

reevaluation of authentication data or other 

cryptographic or authentication events will require the 

transaction engine 205 to resubmit the appropriate data 

20 to the authentication engine 215. Those of skill in 

the art will recognize that the trust arbitrage process 

could alternately be structured to take place partially 

or entirely within the authentication engine 215 

itself. 

25 [0250] As mentioned above, trust arbitrage is a 

process where the trust engine 110 mediates a 

negotiation between the vendor and user in an attempt 

to secure a positive authentication where appropriate. 

As shown in step 1805, the transaction engine 205 first 

30 determines whether or not the current situation is 

appropriate for trust arbitrage. This may be 

determined based upon the circumstances of the 

authentication, e.g. whether this authentication has 
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already been through multiple cycles of arbitrage, as 

well as upon the preferences of either the vendor or 

user, as will be discussed further below. 

[0251] In such circumstances where arbitrage is not 

5 possible, the process proceeds to step 1810 where the 

transaction engine 205 generates a negative 

authentication and then inserts it into the 

authentication results which are sent to the vendor in 

step 1055 ( see FIGURE 10). One limit which may be 

10 advantageously used to prevent authentications from 

pending indefinitely is to set a time-out period from 

the initial authentication request. In this way, any 

transaction which is not positively authenticated 

within the time limit is denied further arbitrage and 

15 negatively authenticated. Those of skill in the art 

will recognize that such a time limit may vary 

depending upon the circumstances of the transaction and 

the desires of the user and vendor. Limitations may 

also be placed upon the number of attempts that may be 

20 made at providing a successful authentication. Such 

limitations may be handled by an attempt limiter 535 as 

shown in FIGURE 5. 

[0252] If arbitrage is not prohibited in step 1805, 

the transaction engine 205 will then engage in 

25 negotiation with one or both of the transacting 

parties. The transaction engine 205 may send a message 

to the user requesting some form of additional 

authentication in order to boost the authentication 

confidence level produced as shown in step 1820. In 

30 the simplest form, this may simply indicates that 

authentication was insufficient. A request to produce 

one or more additional authentication instances to 
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9 

improve the overall confidence level of the 

authentication may also be sent. 

[0253] If the user provides some additional 

authentication instances in step 1825, then the 

5 transaction engine 205 adds these authentication 

instances to the authentication data for the 

transaction and forwards it to the authentication 

engine 215 as shown in step 1015 (see FIGURE 10), and 

the authentication is reevaluated based upon both the 

10 pre-existing authentication instances for this 

transaction and the newly provided authentication 

instances. 

[0254] An additional type of authentication may be a 

request from the trust engine 110 to make some form of 

15 person- to-person contact between the trust engine 110 

operator ( or a trusted associate) and the user, for 

example, by phone call. This phone call or other 

non- computer authentication can be used to provide 

personal contact with the individual and also to 

20 conduct some form of questionnaire based 

authentication. This also may give the opportunity to 

verify an originating telephone number and potentially 

a voice analysis of the user when he calls in. Even if 

no additional authentication data can be provided, the 

25 additional context associated with the user's phone 

number may improve the reliability of the 

authentication context. Any revised data or 

circumstances based upon this phone call are fed into 

the trust engine 110 for use in consideration of the 

30 authentication request. 

[0255] Additionally, in step 1820 the trust engine 

110 may provide an opportunity for the user to purchase 

insurance, effectively buying a more confident 
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authentication. The operator of the trust engine 110 

may, at times, only want to make such an option 

available if the confidence level of the authentication 

is above a certain threshold to begin with. In effect, 

5 this user side insurance is a way for the trust engine 

110 to vouch for the user when the authentication meets 

the normal required trust level of the trust engine 110 

for authentication, but does not meet the required 

trust level of the vendor for this transaction. In 

10 this way, the user may still successfully authenticate 

to a very high level as may be required by the vendor, 

even though he only has authentication instances which 

produce confidence sufficient for the trust engine 110. 

[0256] This function of the trust engine 110 allows 

15 the trust engine 110 to vouch for someone who is 

authenticated to the satisfaction of the trust engine 

110, but not of the vendor. This is analogous to the 

function performed by a notary in adding his signature 

to a document in order to indicate to someone reading 

20 the document at a later time that the person whose 

signature appears on the document is in fact the person 

who signed it. The signature of the notary testifies 

to the act of signing by the user. In the same way, 

the trust engine is providing an indication that the 

25 person transacting is who they say they are. 

[0257] However, because the trust engine 110 is 

artificially boosting the level of confidence provided 

by the user, there is a greater risk to the trust 

engine 110 operator, since the user is not actually 

30 meeting the required trust level of the vendor. The 

cost of the insurance is designed to offset the risk of 

a false positive authentication to the trust engine 110 

(who may be effectively notarizing the authentications 
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of the user). The user pays the trust engine 110 

operator to take the risk of authenticating to a higher 

level of confidence than has actually been provided. 

[0258] Because such an insurance system allows 

5 someone to effectively buy a higher confidence rating 

from the trust engine 110, both vendors and users may 

wish to prevent the use of user side insurance in 

certain transactions. Vendors may wish to limit 

positive authentications to circumstances where they 

10 know that actual authentication data supports the 

degree of confidence which they require and so may 

indicate to the trust engine 110 that user side 

insurance is not to be allowed. Similarly, to protect 

his online identity, a user may wish to prevent the use 

15 of user side insurance on his account, or may wish to 

limit its use to situations where the authentication 

confidence level without the insurance is higher than a 

certain limit. This may be used as a security measure 

to prevent someone from overhearing a password or 

20 stealing a smart card and using them to falsely 

authenticate to a low level of confidence, and then 

purchasing insurance to produce a very high level of 

(false) confidence. These factors may be evaluated in 

determining whether user side insurance is allowed. 

25 [0259] If user purchases insurance in step 1840, 

then the authentication confidence level is adjusted 

based upon the insurance purchased in step 1845, and 

the authentication confidence level and required trust 

level are again compared in step 1730 ( see FIGURE 17). 

30 The process continues from there, and may lead to 

either a positive authentication in step 1740 ( see 

FIGURE 17), or back into the trust arbitrage process in 

step 1750 for either further arbitrage ( if allowed) or 
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a negative authentication in step 1810 if further 

arbitrage is prohibited. 

[0260] In addition to sending a message to the user 

in step 1820, the transaction engine 205 may also send 

5 a message to the vendor in step 1830 which indicates 

that a pending authentication is currently below the 

required trust level. The message may also offer 

various options on how to proceed to the vendor. One 

of these Options is to simply inform the vendor of what 

10 the current authentication confidence level is and ask 

if the vendor wishes to maintain their current 

unfulfilled required trust level. This may be 

beneficial because in some cases, the vendor may have 

independent means for authenticating the transaction or 

15 may have been using a default set of requirements which 

generally result in a higher required level being 

initially specified than is actually needed for the 

particular transaction at hand. 

[0261] For instance, it may be standard practice 

20 that all incoming purchase order transactions with the 

vendor are expected to meet a 98% trust level. 

However, if an order was recently discussed by phone 

between the vendor and a long-standing customer, and 

immediately thereafter the transaction is 

25 authenticated, but only to a 93% confidence level, the 

vendor may wish to simply lower the acceptance 

threshold for this transaction, because the phone call 

effectively provides additional authentication to the 

vendor. In certain circumstances, the vendor may be 

30 willing to lower their required trust level, but not 

all the way to the level of the current authentication 

confidence. For instance, the vendor in the above 

example might consider that the phone call prior to the 
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needed; however, this is still greater than the 93% 

confidence produced by the user. 

[0262] If the vendor does adjust their required 

5 trust level in step 1835, then the authentication. 

confidence level produced by the authentication and the 

required trust level are compared in step 1730 ( see 

FIGURE 17). If the confidence level now exceeds the 

required trust level, a positive authentication may be 

10 generated in the transaction engine 205 in step 1740 

(see FIGURE 17). If not, further arbitrage may be 

attempted as discussed above if it is permitted. 

[0263] In addition to requesting an adjustment to 

the required trust level, the transaction engine 205 

15 may also offer vendor side insurance to the vendor 

requesting the authentication. This insurance serves a 

similar purpose to that described above for the user 

side insurance. Here, however, rather than the cost 

corresponding to the risk being taken by the trust 

20 engine 110 in authenticating above the actual 

authentication confidence level produced, the cost of 

the insurance corresponds to the risk being taken by 

the vendor in accepting a lower trust level in the 

authentication. 

25 [0264] Instead of just lowering their actual 

required trust level, the vendor has the option of 

purchasing insurance to protect itself from the 

additional risk associated with a lower level of trust 

in the authentication of the user. As described above, 

30 it may be advantageous for the vendor to only consider 

purchasing such insurance to cover the trust gap in 

conditions where the existing authentication is already 

above a certain threshold. 
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[0265] The availability of such vendor side 

insurance allows the vendor the option to either: lower 

his trust requirement directly at no additional cost to 

himself, bearing the risk of a false authentication 

5 himself (based on the lower trust level required); or, 

buying insurance for the trust gap between the 

authentication confidence level and his requirement, 

with the trust engine 110 operator bearing the risk of 

the lower confidence level which has been provided. By 

10 purchasing the insurance, the vendor effectively keeps 

his high trust level requirement; because the risk of a 

false authentication is shifted to the trust engine 110 

operator. 

[0266] •If the vendor purchases insurance in step 

15 1840, the authentication confidence level and required 

trust levels are compared in step 1730 ( see FIGURE 17), 

and the process continues as described above. 

[0267] Note that it is also possible that both the 

user and the vendor respond to messages from the trust 

20 engine 110.- Those of skill in the art will recognize 

that there are multiple ways in which such situations 

can be handled. One advantageous mode of handling the 

possibility of multiple responses is simply to treat 

the responses in a first- come, first- served manner. 

25 For example, if the vendor responds with a lowered 

required trust level and immediately thereafter the 

user also purchases insurance to raise his 

authentication level, the authentication is first 

reevaluated based upon the lowered trust requirement 

30 from the vendor. If the authentication is now 

positive, the user's insurance purchase is ignored. In 

another advantageous mode of operation, the user might 

only be charged for the level of insurance required to 
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meet the new, lowered trust requirement of the vendor 

(if a trust gap remained even with the lowered vendor 

trust requirement). 

[0268] If no response from either party is received 

5 during the trust arbitrage process at step 1850 within 

the time limit set for the authentication, the 

arbitrage is reevaluated in step 1805. This 

effectively begins the arbitrage process again. If the 

time limit was final or other circumstances prevent 

10 further arbitrage in step 1805, a negative 

authentication is generated by the transaction engine 

205 in step 1810 and returned to the vendor in step 

1055 ( see FIGURE 10). If not, new messages may be sent 

to the user and vendor, and the process may be repeated 

15 as desired. 

[0269] Note that for certain types of transactions, 

for instance, digitally signing documents which are not 

part of a transaction, there may not necessarily be a 

vendor or other third party; therefore the transaction 

20 is primarily between the user and the trust engine 110. 

In circumstances such as these, the trust engine 110 

will have its own required trust level which must be 

satisfied in order to generate a positive 

authentication. However, in such circumstances, it 

25 will often not be desirable for the trust engine 110 to 

offer insurance to the user in order for him to raise 

the confidence of his own signature. 

[0270] The process described above and shown in 

FIGURES 16 -18 may be carried out using various 

30 communications modes as described above with reference 

to the trust engine 110. For instance, the messages 

may be web-based and sent using SSL connections between 

the trust engine 110 and applets downloaded in real 
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time to browsers running on the user or vendor systems. 

In an alternate mode of operation, certain dedicated 

applications may be in use by the user and vendor which 

facilitate such arbitrage and insurance transactions. 

5 In another alternate mode of operation, secure email 

operations may be used to mediate the arbitrage 

described above, thereby allowing deferred evaluations 

and batch processing of authentications. Those of 

skill in the art will recognize that different 

10 communications modes may be used as are appropriate for 

the circumstances and authentication requirements of 

the vendor. 

[0271] The following description with reference to 

FIGURE 19 describes a sample transaction which 

15 integrates the various aspects of the present invention 

as described above. This example illustrates the 

overall process between a user and a vendor as mediates 

by the trust engine 110. Although the various steps 

and components as described in detail above may be used 

20 to carry out the following transaction, the process 

illustrated focuses on the interaction between the 

trust engine 110, user and vendor. 

[0272] The transaction begins when the user, while 

viewing web pages online, fills out an order form on 

25 the web site of the vendor in step 1900. The user 

wishes to submit this order form to the vendor, signed 

with his digital signature. In order to do this, the 

user submits the order form with his request for a 

signature to the trust engine 110 in step 1905. The 

30 user will also provide authentication data which will 

be used as described above to authenticate his 

identity. 
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[0273] In step 1910 the authentication data is 

compared to the enrollment data by the trust engine 110 

as discussed above, and if a positive authentication is 

produced, the hash of the order form, signed with the 

5 private key of the user, is forwarded to the vendor 

along with the order form itself. 

[0274] The vendor receives the signed form in step 

1915, and then the vendor will generate an invoice or 

other contract related to the purchase to be made in 

10 step 1920. This contract is sent back to the user with 

a request for a signature in step 1925. The vendor 

also sends an authentication request for this contract 

transaction to the trust engine 110 in step 1930 

including a hash of the contract which will be signed 

15 by both parties. To allow the contract to be digitally 

signed by both parties, the vendor also includes 

authentication data for itself so that the vendor's 

signature upon the contract can later be verified if 

necessary. 

20 [0275] As discussed above, the trust engine 110 then 

verifies the authentication data provided by the vendor 

to confirm the vendor's identity, and if the data 

produces a positive authentication in step 1935, 

continues with step 1955 when the data is received from 

25 the user. If the vendor's authentication data does not 

match the enrollment data of the vendor to the desired 

degree, a message is returned to the vendor requesting 

further authentication. Trust arbitrage may be 

performed here if necessary, as described above, in 

30 order for the vendor to successfully authenticate 

itself to the trust engine 110. 

[0276] when the user receives the contract in step 

1940, he reviews it, generates authentication data to 

EX1024, Page 178



- 116 - 

sign it if it is acceptable in step 1945, and then 

sends a hash of the contract and his authentication 

data to the trust engine 110 in step 1950. The trust 

engine 110 verifies the authentication data in step 

5 1955 and if the authentication is good, proceeds to 

process the contract as described below. As discussed 

above with reference to FIGURES 17 and 18, trust 

arbitrage may be performed as appropriate to close any 

trust gap which exists between the authentication 

10 confidence level and the required authentication level 

for the transaction. 

[0277] The trust engine 110 signs the hash of the 

contract with the user's private key, and sends this 

signed hash to the vendor in step 1960, signing the 

15 complete message on its own behalf, i.e., including a 

hash of the complete message ( including the user's 

signature) encrypted with the private key 510 of the 

trust engine 110. This message is received by the 

vendor in step 1965. The message represents a signed 

20 contract (hash of contract encrypted using user's 

private key) and a receipt from the trust engine 110 

(the hash of the message including the signed contract, 

encrypted using the trust engine 110's private key). 

[0278] The trust engine 110 similarly prepares a 

25 hash of the contract with the vendor's private key in 

step 1970, and forwards this to the user, signed by the 

trust engine 110. In this way, the user also receives 

a copy of the contract, signed by the vendor, as well 

as a receipt, signed by the trust engine 110, for 

30 delivery of the signed contract in step 1975. 

[0279] In addition to the foregoing, an additional 

aspect of the invention provides a cryptographic 

Service Provider Module ( SPM) which may be available to 

EX1024, Page 179



- 117 - 

a client side application as a means to access 

functions provided by the trust engine 110 described 

above. One advantageous way to provide such a service 

is for the cryptographic SPM is to mediate 

5 communications between a third party Application 

Programming Interface (API) and a trust engine 110 

which is accessible via a network or other remote 

connection. A sample cryptographic SPM is described 

below with reference to FIGURE 20. 

10 [0280] For example, on a typical system, a number of 

API's are available to programmers. Each API provides 

a set of function calls which may be made by an 

application 2000 running upon the system. Examples of 

API's which provide programming interfaces suitable for 

15 cryptographic functions, authentication functions, and 

other security function include the Cryptographic API 

(CAPI) 2010 provided by Microsoft with its Windows 

operating systems, and the Common Data Security 

Architecture ( CDSA), sponsored by IBM, Intel and other 

20 members of the Open Group. CAPI will be used as an 

exemplary security API in the discussion that follows. 

However, the cryptographic SPM described could be used 

with CDSA or other security API's as are known in the 

art. 

25 [0281] This API is used by a user system 105 or 

vendor system 120 when a call is made for a 

cryptographic function. Included among these functions 

may be requests associated with performing various 

cryptographic operations, such as encrypting a document 

30 with a particular key, signing a document, requesting a 

digital certificate, verifying a signature upon a 

signed document, and such other cryptographic functions 
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as are described herein or known to those of skill in 

the art. 

[0282] Such cryptographic functions are normally 

performed locally to the system upon which CAPI 2010 is 

5 located. This is because generally the functions 

called require the use of either resources of the local 

user system 105, such as a fingerprint reader, or 

software functions which are programmed using libraries 

which are executed on the local machine. Access to 

10 these local resources is normally provided by one or 

more Service Provider Modules ( SPM's) 2015, 2020 as 

referred to above which provide resources with which 

the cryptographic functions are carried out. Such 

SPM's may include software libraries 2015 to perform 

15 encrypting or decrypting operations, or drivers and 

applications 2020 which are capable of accessing 

specialized hardware 2025, such as biometric scanning 

devices. In much the way that CAPI 2010 provides 

functions which may be used by an application 2000 of 

20 the system 105, the SPM's 2015, 2020 provide CAPI with 

access to the lower level functions and resources 

associated with the available services upon the system. 

[0283] In accordance with the invention, it is 

possible to provide a cryptographic SPM 2030 which is 

25 capable of accessing the cryptographic functions 

provided by the trust engine 110 and making these 

functions available to an application 2000 through CAPI 

2010. Unlike embodiments where CAPI 2010 is only able 

to access resources which are locally available through 

30 SPM's 2015, 2020, a cryptographic SPM 2030 as described 

herein would be able to submit requests for 

cryptographic operations to a remotely- located, 
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network-accessible trust engine 110 in order to perform 

the operations desired. 

[0284] For instance, if an application 2000 has a 

need for a cryptographic operation, such as signing a 

5 document, the application 2000 makes a function call to 

the appropriate CAPI 2010 function. CAPI 2010 in turn 

will execute this function, making use of the resources 

which are made available to it by the SPM's 2015, 2020 

and the cryptographic SPM 2030. In the case of a 

10 digital signature function, the cryptographic SPM 2030 

will generate an appropriate request which will be sent 

to the trust engine 110 across the communication link 

125. 

[0285) The operations which occur between the 

15 cryptographic SPM 2030 and the trust engine 110 are the 

same operations that would be possible between any 

other system and the trust engine 110. However, these 

functions are effectively made available to a user 

system 105 through CAPI 2010 such that they appear to 

20 be locally available upon the user system 105 itself. 

However, unlike ordinary SPM's 2015, 2020, the 

functions are being carried out on the remote trust 

engine 110 and the results relayed to the cryptographic 

SPM 2030 in response to appropriate requests across the 

25 communication link 125. 

[0286] This cryptographic SPM 2030 makes a number of 

operations available to the user system 105 or a vendor 

system 120 which might not otherwise be available. 

These functions include without limitation: encryption 

30 and decryption of documents; issuance of digital 

certificates; digital signing of documents; 

verification of digital signatures; and such other 
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operations as will be apparent to those of skill in the 

art. 

[0287] In a separate embodiment, the present 

invention comprises a complete system for performing 

5 the data securing methods of the present invention on 

any data set. The computer system of this embodiment 

comprises a data splitting module that comprises the 

functionality shown in FIGURE 8 and described herein. 

In one embodiment of the present.invention, the data 

10 splitting module, sometimes referred to herein as a 

secure data parser, comprises a parser program or 

software suite which comprises data splitting, 

encryption and decryption, reconstitution or reassembly 

functionality. This embodiment may further comprise a 

15 data storage facility or multiple data storage 

facilities, as well. The data splitting module, or 

secure data parser, comprises a cross-platform software 

module suite which integrates within an electronic 

infrastructure, or as an add-on to any application 

20 which requires the ultimate security of its data 

elements. This parsing process operates on any type of 

data set, and on any and all file types, or in a 

database on any row, column or cell of data in that 

database. 

25 [0288] The parsing process of the present invention 

may, in one embodiment, be designed in a modular tiered 

fashion, and any encryption process is suitable for use 

in the process of the present invention. The modular 

tiers of the parsing and splitting process of the 

30 present invention may include, but are not limited to, 

1) cryptographic split, dispersed and securely stored 

in multiple locations; 2) encrypt, cryptographically 

split, dispersed and securely stored in multiple 
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locations; 3) encrypt, cryptographically split, encrypt 

each share, then dispersed and securely stored in 

multiple locations; and 4) encrypt, cryptographically 

split, encrypt each share with a different type of 

5 encryption than was used in the first step, then 

dispersed and securely stored in multiple locations. 

[0289] The process comprises, in one embodiment, 

splitting of the data according to the contents of a 

generated random number, or key and performing the same 

10 cryptographic splitting of the key used in the 

encryption of splitting of the data to be secured into 

two or more portions, or shares, of parsed and split 

data, and in one embodiment, preferably into four or 

more portions of parsed and split data, encrypting all 

15 of the portions, then scattering and storing these 

portions back into the database, or relocating them to 

any named device, fixed or removable, depending on the 

requestor's need for privacy and security. 

Alternatively, in another embodiment, encryption may 

20 occur prior to the splitting of the data set by the 

splitting module or secure data parser. The original 

data processed as described in this embodiment is 

encrypted and obfuscated and is secured. The 

dispersion of the encrypted elements, if desired, can 

25 be virtually anywhere, including, but not limited to, a 

single server or data storage device, or among separate 

data storage facilities or devices. Encryption key 

management in one embodiment may be included within the 

software suite, or in another embodiment may be 

30 integrated into an existing infrastructure or any other 

desired location. 

[0290] A cryptographic split ( cryptosplit) 

partitions the data into N number of shares. The 
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partitioning can be on any size unit of data, including 

an individual bit, bits, bytes, kilobytes, megabytes, 

or larger units, as well as any pattern or combination 

of data unit sizes whether predetermined or randomly 

5 generated. The units can also be of different sized, 

based on either a random or predetermined set of 

values. This means the data can be viewed as a 

sequence of these units. In this manner the size of 

the data units themselves may render the data more 

10 secure, for example by using one or more predetermined 

or randomly generated pattern, sequence or combination 

of data unit sizes. The units are then distributed 

(either randomly or by a predetermined set of values) 

into the N shares. This distribution could also 

15 involve a shuffling of the order of the units in the 

shares. It is readily apparent to those of ordinary 

skill in the art that the distribution of the data 

units into the shares may be performed according to a 

wide variety of possible selections, including but not 

20 limited to size- fixed, predetermined sizes, or one or 

more combination, pattern or sequence of data unit 

sizes that are predetermined or randomly generated. 

[0291] One example of this cryptographic split 

process, or cryptosplit, would be to consider the data 

25 to be 23 bytes in size, with the data unit size chosen 

to be one byte, and with the number of shares selected 

to be 4. Each byte would be distributed into one of 

the 4 shares. Assuming a random distribution, a key 

would be obtained to create a sequence of 23 random 

30 numbers ( rl, r2, r3 through r23), each with a value 

between 1 and 4 corresponding to the four shares. Each 

of the units of data ( in this example 23 individual 

bytes of data) is associated with one of the 23 random 
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numbers corresponding to one of the four shares. The 

distribution of the bytes of data into the four shares 

would occur by placing the first byte of the data into 

share number rl, byte two into share r2, byte three 

5 into share r3, through the 23 rd byte of data into share 

r23. It is readily apparent to those of ordinary skill 

in the art that a wide variety of other possible steps 

or combination or sequence of steps, including the size 

of the data units, may be used in the cryptosplit 

10 process of the present invention, and the above example 

is a non- limiting description of one process for 

cryptosplitting data. To recreate the original data, 

the reverse operation would be performed. 

[0292] In another embodiment of the cryptosplit 

15 process of the present invention, an option for the 

cryptosplitting process is to provide sufficient 

redundancy in the shares such that only a subset of the 

shares are needed to reassemble or restore the data to 

its original or useable form. As a non- limiting 

20 example, the cryptosplit may be done as a " 3 of 4" 

cryptosplit such that only three of the four shares are 

necessary to reassemble or restore the data to its 

original or useable form. This is also referred to as 

a "M of N cryptosplit" wherein N is the total number of 

25 shares, and M is at least one less than N. It is 

readily apparent to those of ordinary skill in the art 

that there are many possibilities for creating this 

redundancy in the cryptosplitting process of the 

present invention. 

30 [0293] In one embodiment of the cryptosplitting 

process of the present invention, each unit of data is 

stored in two shares, the primary share and the backup 

share. Using the " 3 of 4" cryptosplitting process 
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described above, any one share can be missing, and this 

is sufficient to reassemble or restore the original 

data with no missing data units since only three of the 

total four shares are required. As described herein, a 

5 random number is generated that corresponds to one of 

the shares. The random number is associated with a 

data unit, and stored in the corresponding share, based 

on a key. One key is used, in this embodiment, to 

generate the primary and backup share random number. 

10 As described herein for the cryptosplitting process of 

the present invention, a set of random numbers ( also 

referred to as primary share numbers) from 0 to 3 are 

generated equal to the number of data units. Then 

another set of random numbers is generated ( also 

15 referred to as backup share numbers) from 1 to 3 equal 

to the number of data units. Each unit of data is then 

associated with a primary share number and a backup 

share number. Alternatively, a set of random numbers 

may be generated that is fewer than the number of data 

20 units, and repeating the random number set, but this 

may reduce the security of the sensitive data. The 

primary share number is used to determine into which 

share the data unit is stored. The backup share number 

is combined with the primary share number to create a 

25 third share number between 0 and 3, and this number is 

used to determine into which share the data unit is 

stored. In this example, the equation to determine the 

third share number is: 

(primary share number + backup share number) MOD 4 = 

30 third share number. 

[0294] In the embodiment described above where the 

primary share number is between 0 and 3, and the backup 

share number is between 1 and 3 ensures that the third 
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share number is different from the primary share 

number. This results in the data unit being stored in 

two different shares. It is readily apparent to those 

of ordinary skill in the art that there are many ways 

5 of performing redundant cryptosplitting and non-

redundant cryptosplitting in addition to the 

embodiments disclosed herein. For example, the data 

units in each share could be shuffled utilizing a 

different algorithm. This data unit shuffling may be 

10 performed as the original data is split into the data 

units, or after the data units are placed into the 

shares, or after the share is full, for example. 

[0295] The various cryptosplitting processes and 

data shuffling processes described herein, and all 

15 other embodiments of the cryptosplitting and data 

shuffling methods of the present invention may be 

performed on data units of any size, including but not 

limited to, as small as an individual bit, bits, bytes, 

kilobytes, megabytes or larger. 

20 [0296] An example of one embodiment of source code 

that would perform the cryptosplitting process 

described herein is: 

DATA [ 1:24] - array of bytes with the data to be split 

SHARES[0:3; 1:24] - 2-dimensionalarray with each row 

25 representing one of the shares 

RANDOM[1:24] - array random numbers in the range of 

0..3 

S1 = 1; 

S2 = 1; 

30 S3 = l; 

S4 = 1; 

For J = 1 to 24 do 
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Begin 

IF RANDOM [J [ == 0 then 

Begin 

SHARES [ 1,  S 1 ] = DATA [ J ] ; 

5 S1 = S1 + 1; 

End 

ELSE IF RANDOM [J [ == 1 then 

Begin 

SHARES [ 2,  S 2 ] = DATA [ J ] ; 

10 S2 = S2 + 1; 

END 

ELSE IF RANDOM[J[ ==2 then 

Begin 

Shares [ 3 , S3 ] = data [J] ; 

15 S3 = S3 + 1; 

End 

Else begin 

Shares [4, S41 = data [J] ; 

S4 = S4 + 1; 

20 End; 

END; 

[0297] An example of one embodiment of source code 

that would perform the cryptosplitting RAID process 

described herein is: 

25 [0298] Generate two sets of numbers, Primaryshare is 

0 to 3, BackupShare is 1 to 3. Then put each data unit 

into share [primaryshare [ 1 ] ] and 

share [ (primaryshare [ 1 ] +backupshare [ 1 ] ) mod 4, with the 

same process as in cryptosplitting described above. 

30 This method will be scalable to any size N, where only 

N-1 shares are necessary to restore the data. 

[0299] The retrieval, recombining, reassembly or 

reconstituting of the encrypted data elements may 
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utilize any number of authentication techniques, 

including, but not limited to, biometrics, such as 

fingerprint recognition, facial scan, hand scan, iris 

scan, retinal scan, ear scan, vascular pattern 

5 recognition or DNA analysis. The data splitting and/or 

parser modules of the present invention may be 

integrated into a wide variety of infrastructure 

products or applications as desired. 

[0300] Traditional encryption technologies known in 

10 the art rely on one or more key used to encrypt the 

data and render it unusable without the key. The data, 

however, remains whole and intact and subject to 

attack. The secure data parser of the present 

invention, in one embodiment, addresses this problem by 

15 performing a cryptographic parsing and splitting of the 

encrypted file into two or more portions or shares, and 

in another embodiment, preferably four or more shares, 

adding another layer of encryption to each share of the 

data, then storing the shares in different physical 

20 and/or logical locations. When one or more data shares 

are physically removed from the system, either by using 

a removable device, such as a data storage device, or 

by placing the share under another party's control, any 

possibility of compromise of secured data is 

25 effectively removed. 

[0301] An example of one embodiment of the secure 

data parser of the present invention and an example of 

how it may be utilized is shown in FIGURE 21 and 

described below. However, it is readily apparent to 

30 those of ordinary skill in the art that the secure data 

parser of the present invention may be utilized in a 

wide variety of ways in addition to the non- limiting 

example below. As a deployment option, and in one 
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embodiment, the secure data parser may be implemented 

with external session key management or secure internal 

storage of session keys. Upon implementation, a Parser 

Master Key will be generated which will be used for 

5 securing the application and for encryption purposes. 

It should be also noted that the incorporation of the 

Parser Master key in the resulting secured data allows 

for a flexibility of sharing of secured data by 

individuals within a workgroup, enterprise or extended 

10 audience. 

[0302] As shown in Figure 21, this embodiment of the 

present invention shows the steps of the process 

performed by the secure data parser on data to store 

the session master key with the parsed data: 

15 [0303] 1. Generating a session master key and 

encrypt the data using RS1 stream cipher. 

[0304] 2. Separating the resulting encrypted data 

into four shares or portions of parsed data according 

to the pattern of the session master key. 

20 [0305] 3. In this embodiment of the method, the 

session master key will be stored along with the 

secured data shares in a data depository. Separating 

the session master key according to the pattern of the 

Parser Master Key and append the key data to the 

25 encrypted parsed data. 

[0306] 4. The resulting four shares of data will 

contain encrypted portions of the original data and 

portions of the session master key. Generate a stream 

cipher key for each of the four data shares. 

30 [0307] 5. Encrypting each share, then store the 

encryption keys in different locations from the 

encrypted data portions or shares: Share 1 gets Key 4, 
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Share 2 gets Key 1, Share 3 gets Key 2, Share 4 gets 

Key 3. 

[0308] To restore the original data format, the 

steps are reversed. 

5 [0309] It is readily apparent to those of ordinary 

skill in the art that certain steps of the methods 

described herein may be performed in different order, 

or repeated multiple times, as desired. It is also 

readily apparent to those skilled in the art that the 

10 portions of the data may be handled differently from 

one another. For example, multiple parsing steps may 

be performed on only one portion of the parsed data. 

Each portion of parsed data may be uniquely secured in 

any desirable way provided only that the data may be 

15 reassembled, reconstituted, reformed, decrypted or 

restored to its original or other usable form. 

[0310] As shown in FIGURE 22 and described herein, 

another embodiment of the present invention comprises 

the steps of the process performed by the secure data 

20 parser on data to store the session master key data in 

one or more separate key management table: 

[0311] 1. Generating a session master key and 

encrypt the data using RS1 stream cipher. 

[0312] 2. Separating the resulting encrypted data 

25 into four shares or portions of parsed data according 

to the pattern of the session master key. 

[0313] 3. In this embodiment of the method of the 

present invention, the session master key will be 

stored in a separate key management table in a data 

30 depository. Generating a unique transaction ID for 

this transaction. Storing the transaction ID and 

session master key in a separate key management table. 

Separating the transaction ID according to the pattern 
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of the Parser Master Key and append the data to the 

encrypted parsed or separated data. 

[0314] 4. The resulting four shares of data will 

contain encrypted portions of the original data and 

5 portions of the transaction ID. 

[0315] 5. Generating a stream cipher key for each 

of the four data shares. 

[0316] 6. Encrypting each share, then store the 

encryption keys in different locations from the 

10 encrypted data portions or shares: Share 1 gets Key 4, 

Share 2 gets Key 1, Share 3 gets Key 2, Share 4 gets 

Key 3. 

[0317] To restore the original data format, the 

steps are reversed. 

15 [0318] It is readily apparent to those of ordinary 

skill in the art that certain steps of the method 

described herein may be performed in different order, 

or repeated multiple times, as desired. It is also 

readily apparent to those skilled in the art that the 

20 portions of the data may be handled differently from 

one another. For example, multiple separating or 

parsing steps may be performed on only one portion of 

the parsed data. Each portion of parsed data may be 

uniquely secured in any desirable way provided only 

25 that the data may be reassembled, reconstituted, 

reformed, decrypted or restored to its original or 

other usable form. 

[0319] As shown in Figure 23, this embodiment of the 

present invention shows the steps of the process 

30 performed by the secure data parser on data to store 

the session master key with the parsed data: 

[0320] 1. Accessing the parser master key 

associated with the authenticated user 
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[0321] 2. Generating a unique Session Master key 

[0322] 3. Derive an Intermediary Key from an 

exclusive OR function of the Parser Master Key and 

Session Master key 

5 [0323] 4. Optional encryption of the data using an 

existing or new encryption algorithm keyed with the 

Intermediary Key. 

[0324] 5. Separating the resulting optionally 

encrypted data into four shares or portions of parsed 

10 data according to the pattern of the Intermediary key. 

[0325] 6. In this embodiment of the method, the 

session master key will be stored along with the 

secured data shares in a data depository. Separating 

the session master key according to the pattern of the 

15 Parser Master Key and append the key data to the 

optionally encrypted parsed data shares. 

[0326] 7. The resulting multiple shares of data 

will contain optionally encrypted portions of the 

original data and portions of the session master key. 

20 [0327] 8. Optionally generate an encryption key 

for each of the four data shares. 

[0328] 9. Optionally encrypting each share with an 

existing or new encryption algorithm, then store the 

encryption keys in different locations from the 

25 encrypted data portions or shares: for example, Share 

1 gets Key 4, Share 2 gets Key 1, Share 3 gets Key 2, 

Share 4 gets Key 3. 

[0329] To restore the original data format, the 

steps are reversed. 

30 [0330] It is readily apparent to those of ordinary 

skill in the art that certain steps of the methods 

described herein may be performed in different order, 

or repeated multiple times, as desired. It is also 
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readily apparent to those skilled in the art that the 

portions of the data may be handled differently from 

one another. 

be performed 

5 Each portion 

For example, multiple parsing steps may 

on only one portion of the parsed data. 

of parsed data may be uniquely secured in 

any desirable way provided only that the data may be 

reassembled, reconstituted, reformed, decrypted or 

restored to its original or other usable form. 

[0331] As shown in FIGURE 24 and described herein, 

10 another embodiment of the present invention comprises 

the steps of the process performed by the secure data 

parser 

one or 

[0332] 

on data to store the session master key data in 

more separate key management table: 

1. Accessing the Parser Master Key 

15 associated with the authenticated user 

[0333] 2. Generating a unique Session Master Key 

[0334] 3. Derive an Intermediary Key from an 

exclusive OR function of the Parser Master Key and 

Session Master key 

20 [0335] 4. Optionally encrypt the data using an 

existing or new encryption algorithm keyed with the 

Intermediary Key. 

[0336] 5. 

encrypted data 

25 data according 

[0337] 6. 

Separating the resulting optionally 

into four shares or portions of parsed 

to the pattern of the Intermediary Key. 

In this embodiment of the method of the 

present invention, the session master key will be 

stored in a separate key management table in a data 

depository. Generating a unique transaction ID for 

30 this transaction. Storing the transaction ID and 

session master key in a separate key management table 

or passing the Session Master Key and transaction ID 

back to the calling program for external management. 
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Separating the transaction ID according to the pattern 

of the Parser Master Key and append the data to the 

optionally encrypted parsed or separated data. 

[0338] 7. The resulting four shares of data will 

5 contain optionally encrypted portions of the original 

data and portions of the transaction ID. 

[0339] 8. Optionally generate an encryption key 

for each of the four data shares. 

[0340] 9. Optionally encrypting each share, then 

10 store the encryption keys in different locations from 

the encrypted data portions or shares. For example: 

Share 1 gets Key 4, Share 2 gets Key 1, Share 3 gets 

Key 2, Share 4 gets Key 3. 

[0341] To restore the original data format, the 

15 steps are reversed. 

[0342] It is readily apparent to those of ordinary 

skill in the art that certain steps of the method 

described herein may be performed in different order, 

or repeated multiple times, as desired. It is also 

20 readily apparent to those skilled in the art that the 

portions of the data may be handled differently from 

one another. For example, multiple separating or 

parsing steps may be performed on only one portion of 

the parsed data. Each portion of parsed data may be 

25 uniquely secured in any desirable way provided only 

that the data may be reassembled, reconstituted, 

reformed, decrypted or restored to its original or 

other usable form. 

[0343] A wide variety of encryption methodologies 

30 are suitable for use in the methods of the present 

invention, as is readily apparent to those skilled in 

the art. The One Time Pad algorithm, is often 

considered one of the most secure encryption methods, 
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and is suitable for use in the method of the present 

invention. Using the One Time Pad algorithm requires 

that a key be generated which is as long as the data to 

be secured. The use of this method may be less 

5 desirable in certain circumstances such as those 

resulting in the generation and management of very long 

keys because of the size of the data set to be secured. 

In the One-Time Pad (OTP) algorithm, the simple 

exclusive- or function, XOR, is used. For two binary 

10 streams x and y of the same length, x XOR y means the 

bitwise exclusive- or of x and y. 

[0344] At the bit level is generated: 

0 XOR 0 = 0 

0 XOR 1 = 1 

15 1 XOR 0 = 1 

1 XOR 1 = 0 

[0345] An example of this process is described 

herein for an n-byte secret, s, (or data set) to be 

split. The process will generate an n-byte random 

20 value, a, and then set: 

b = a XOR s 

[0346] Note that one can derive " s" via the 

equation: 

s = a XOR b. 

25 [0347] The values a and b are referred to as shares 

or portions and are placed in separate depositories. 

Once the secret s is split into two or more shares, it 

is discarded in a secure manner. 

[0348] The secure data parser of the present 

30 invention may utilize this function, performing 

multiple XOR functions incorporating multiple distinct 

secret key values: K1, K2, K3, Kn, K5. At the 

beginning of the operation, the data to be secured is 
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passed through the first encryption operation, secure 

data = data XOR secret key 5: 

S = D XOR K5 

[0349] In order to securely store the resulting 

5 encrypted data in, for example, four shares, S1, S2, 

S3, Sn, the data is parsed and split into "n" segments, 

or shares, according to the value of K5. This 

operation results in "n" pseudorandom shares of the 

original encrypted data. Subsequent XOR functions may 

10 then be performed on each share with the remaining 

secret key values, for example: Secure data segment 1 = 

encrypted data share 1 XOR secret key 1: 

SD1 = S1 XOR K1 

SD2 = S2 XOR K2 

15 SD3 = S3 XOR K3 

SDn = Sn XOR Kn. 

[0350] In one embodiment, it may not be desired to 

have any one depository contain enough information to 

decrypt the information held there, so the key required 

20 to decrypt the share is stored in a different data 

depository: 

Depository 1: SD1, Kn 

Depository 2: SD2, K1 

Depository 3: SD3, K2 

25 Depository n: SDn, K3. 

[0351] Additionally, appended to each share may be 

the information required to retrieve the original 

session encryption key, K5. Therefore, in the key 

management example described herein, the original 

30 session master key is referenced by a transaction ID 

split into "n" shares according to the contents of the 

installation dependant Parser Master Key (TID1, TID2, 

TID3 , TIDn) : 
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Depository 1: SD1, Kn, TID1 

Depository 2: SD2, K1, TID2 

Depository 3: SD3, K2, TID3 

Depository n: SDn, K3, TIDn. 

5 [0352] In the incorporated session key example 

described herein, the session master key is split into 

"n" shares according to the contents of the 

installation dependant Parser Master Key ( SK1, SK2, 

SK3 , SKn) : 

10 Depository 1: SD1, Kn, SK1 

Depository 2: SD2, K1, SK2 

Depository 3: SD3, K2, SK3 

Depository n: SDn, K3, SKn. 

[0353] Unless all four shares are retrieved, the 

15 data cannot be reassembled according to this example. 

Even if all four shares are captured, there is no 

possibility of reassembling or restoring the original 

information without access to the session master key 

and the Parser Master Key. 

20 [0354] This example has described an embodiment of 

the method of the present invention, and also 

describes, in another embodiment, the algorithm used to 

place shares into depositories so that shares from all 

depositories can be combined to form the secret 

25 authentication material. The computations needed are 

very simple and fast. However, with the One Time Pad 

(OTP) algorithm there may be circumstances that cause 

it to be less desirable, such as a large data set to be 

secured, because the key size is the same size as the 

30 data to be stored. Therefore, there would be a need to 

store and transmit about twice the amount of the 

original data which may be less desirable under certain 

circumstances. 
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Stream Cipher RS1  

[0355] The stream cipher RS1 splitting technique is 

very similar to the OTP splitting technique described 

5 herein. Instead of an n-byte random value, an n' _ 

min(n, 16)-byte random value is generated and used to 

key the RS1 Stream Cipher algorithm. The advantage of 

the RS1 Stream Cipher algorithm is that a pseudorandom 

key is generated from a much smaller seed number. The 

10 speed of execution of the RS1 Stream Cipher encryption 

is also rated at approximately 10 times the speed of 

the well known in the art Triple DES encryption without 

compromising security. The RS1 Stream Cipher algorithm 

is well known in the art, and may be used to generate 

15 the keys used in the XOR function. The RS1 Stream 

Cipher algorithm is interoperable with other 

commercially available stream cipher algorithms, such 

as the RC4 TM stream cipher algorithm of RSA Security, 

Inc and is suitable for use in the methods of the 

20 present invention. 

[0356] Using the key notation above, K1 thru K5 are 

now an n' byte random values and we set: 

SD1 = S1 XOR E(K1) 

SD2 = S2 XOR E(K2) 

25 SD3 = S3 XOR E(K3) 

SDn = Sn XOR E(Kn) 

where E(K1) thru E(Kn) are the first n' bytes of output 

from the RS1 Stream Cipher algorithm keyed by K1 thru 

Kn. The shares are now placed into data depositories 

30 as described herein. 

[0357] In this stream cipher RS1 algorithm, the 

required computations needed are nearly as simple and 

fast as the OTP algorithm. The benefit in this example 
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using the RS1 Stream Cipher is that the system needs to 

store and transmit on average only about 16 bytes more 

than the size of the original data to be secured per 

share. When the size of the original data is more than 

5 16 bytes, this RS1 algorithm is more efficient than the 

OTP algorithm because it is simply shorter. It is 

readily apparent to those of ordinary skill in the art 

that a wide variety of encryption methods or algorithms 

are suitable for use in the present invention, 

10 including, but not limited to RS1, OTP, RC4T"", Triple 

DES and AES. 

[0358] There are major advantages provided by the 

data security methods and computer systems of the 

present invention over traditional encryption methods. 

15 One advantage is the security gained from moving shares 

of the data to different locations on one or more data 

depositories or storage devices, that may be in 

different logical, physical or geographical locations. 

When the shares of data are split physically and under 

20 the control of different personnel, for example, the 

possibility of compromising the data is greatly 

reduced. 

[0359] Another advantage provided by the methods and 

system of the present invention is the combination of 

25 the steps of the method of the present invention for 

securing data to provide a comprehensive process of 

maintaining security of sensitive data. The data is 

encrypted with a secure key and split into one or more 

shares, and in one embodiment, four shares, according 

30 to the secure key. The secure key is stored safely 

with a reference pointer which is secured into four 

shares according to a secure key. The data shares are 

then encrypted individually and the keys are stored 
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safely with different encrypted shares. When combined, 

the entire process for securing data according to the 

methods disclosed herein becomes a comprehensive 

package for data security. 

5 [0360] The data secured according to the methods of 

the present invention is readily retrievable and 

restored, reconstituted, reassembled, decrypted, or 

otherwise returned into its original or other suitable 

form for use. In order to restore the original data, 

10 the following items may be utilized: 

[0361] 1. All shares or portions of the data set. 

[0362] 2. Knowledge of and ability to reproduce 

the process flow of the method used to secure the data. 

[0363] 3. Access to the session master key. 

15 [0364] 4. Access to the Parser Master Key. 

[0365] Therefore, it may be desirable to plan a 

secure installation wherein at least one of the above 

elements may be physically separated from the remaining 

components of the system (under the control of a 

20 different system administrator for example). 

[0366] Protection against a rogue application 

invoking the data securing methods application may be 

enforced by use of the Parser Master Key. A mutual 

authentication handshake between the secure data parser 

25 and the application may be required in this embodiment 

of the present invention prior to any action taken. 

[0367] The security of the system dictates that 

there be no "backdoor" method for recreation of the 

original data. For installations where data recovery 

30 issues may arise, the secure data parser can be 

enhanced to provide a mirror of the four shares and 

session master key depository. Hardware options such 

as RAID ( redundant array of inexpensive disks, used to 
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spread information over several disks) and software 

options such as replication can assist as well in the 

data recovery planning. 

5 Key Management  

[0368] In one embodiment of the present invention, 

the data securing method uses three sets of keys for an 

encryption operation. Each set of keys may have 

individual key storage, retrieval, security and 

10 recovery options, based on the installation. The keys 

that may be used, include, but are not limited to: 

The Parser Master Key  

[0369] This key is an individual key associated with 

the installation of the secure data parser. It is 

15 installed on the server on which the secure data parser 

has been deployed. There are a variety of options 

suitable for securing this key including, but not 

limited to, a smart card, separate hardware key store, 

standard key stores, custom key stores or within a 

20 secured database table, for example. 

The Session Master Key  

[0370] A Session Master Key may be generated each 

time data is secured. The Session Master Key is used 

to encrypt the data prior to the parsing and splitting 

25 operations. It may also be incorporated ( if the 

Session Master Key is not integrated into the parsed 

data) as a means of parsing the encrypted data. The 

Session Master Key may be secured in a variety of 

manners, including, but not limited to, a standard key 

30 store, custom key store, separate database table, or 

secured within the encrypted shares, for example. 

The Share Encryption Keys  
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[0371] For each share or portions of a data set that 

is created, an individual Share Encryption Key may be 

generated to further encrypt the shares. The Share 

Encryption Keys may be stored in different shares than 

5 the share that was encrypted. 

[0372] It is readily apparent to those of ordinary 

skill in the art that the data securing methods and 

computer system of the present invention are widely 

applicable to any type of data in any setting.or 

10 environment. In addition to commercial applications 

conducted over the Internet or between customers and 

vendors, the data securing methods and computer systems 

of the present invention are highly applicable to non-

commercial or private settings or environments. Any 

15 data set that is desired to be kept secure from any 

unauthorized user may be secured using the methods and 

systems described herein. For example, access to a 

particular database within a company or organization 

may be advantageously restricted to only selected users 

20 by employing the methods and systems of the present 

invention for securing data. Another example is the 

generation, modification or access to documents wherein 

it is desired to restrict access or prevent 

unauthorized or accidental access or disclosure outside 

25 a group of selected individuals, computers or 

workstations. These and other examples of the ways in 

which the methods and systems of data securing of the 

present invention are applicable to any non-commercial 

or commercial environment or setting for any setting, 

30 including, but not limited to any organization, 

government agency or corporation. 

[0373] In another embodiment of the present 

invention, the data securing method uses three sets of 
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keys for an encryption operation. Each set of keys may 

have individual key storage, retrieval, security and 

recovery options, based on the installation. The keys 

that may be used, include, but are not limited to: 

5 1. The Parser Master Key 

[0374] This key is an individual key associated with 

the installation of the secure data parser. It is 

installed on the server on which the secure data parser 

has been deployed. There are a variety of options 

10 suitable for securing this key including, but not 

limited to, a smart card, separate hardware key store, 

standard key stores, custom key stores or within a 

secured database table, for example. 

2. The Session Master Key 

15 [0375] A Session Master Key may be generated each 

time data is secured. The Session Master Key is used 

in conjunction with the Parser Master key to derive the 

Intermediary Key. The Session Master Key may be 

secured in a variety of manners, including, but not 

20 limited to, a standard key store, custom key store, 

separate database table, or secured within the 

encrypted shares, for example. 

3. The Intermediary Key 

[0376] An Intermediary Key may be generated each 

25 time data is secured. The Intermediary Key is used to 

encrypt the data prior to the parsing and splitting 

operation. It may also be incorporated as a means of 

parsing the encrypted data. 

4. The Share Encryption Keys  

30 [0377] For each share or portions of a data set that 

is created, an individual Share Encryption Key may be 

generated to further encrypt the shares. The Share 
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Encryption Keys may be stored in different shares than 

the share that was encrypted. 

[0378] It is readily apparent to those of ordinary 

skill in the art that the data securing methods and 

5 computer system of the present invention are widely 

applicable to any type of data in any setting or 

environment. In addition to commercial applications 

conducted over the Internet or between customers and 

vendors, the data securing methods and computer systems 

10 of the present invention are highly applicable to non-

commercial or private settings or environments. Any 

data set that is desired to be kept secure from any 

unauthorized user may be secured using the methods and 

systems described herein. For example, access to a 

15 particular database within a company or organization 

may be advantageously restricted to only selected users 

by employing the methods and systems of the present 

invention for securing data. Another example is the 

generation, modification or access to documents wherein 

20 it is desired to restrict access or prevent 

unauthorized or accidental access or disclosure outside 

a group of selected individuals, computers or 

workstations. These and other examples of the ways in 

which the methods and systems.of data securing of the 

25 present invention are applicable to any non-commercial 

or commercial environment or setting for any setting, 

including, but not limited to any organization, 

government agency or corporation. 

Workgroup, Project, Individual PC/Laptop or Cross  

30 Platform Data Security 

[0379] The data securing methods and computer 

systems of the present invention are also useful in 

securing data by workgroup, project, individual 
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PC/Laptop and any other platform that is in use in, 

for example, businesses, offices, government agencies, 

or any setting in which sensitive data is created, 

handled or stored. The present invention provides 

5 methods and computer systems to secure data that is 

known to be sought after by organizations, such as the 

U.S. Government, for implementation across the entire 

government organization or between governments at a 

state or federal level. 

10 [0380] The data securing methods and computer 

systems of the present invention provide the ability to 

not only parse and split flat files but also data 

fields, sets and or table of any type. Additionally, 

all forms of data are capable of being secured under 

15 this process, including, but not limited to, text, 

video, images, biometrics and voice data. Scalability, 

speed and data throughput of the methods of securing 

data of the present invention are only limited to the 

hardware the user has at their disposal. 

20 [0381] In one embodiment of the present invention, 

the data securing methods are utilized as described 

below in a workgroup environment. In one embodiment, 

as shown in FIGURE 23 and described below, the 

Workgroup Scale data securing method of the present 

25 invention uses the private key management functionality 

of the TrustEngine to store the user/group 

relationships and the associated private keys ( Parser 

Group Master Keys) necessary for a group of users to 

share secure data. The method of the present invention 

30 has the capability to secure data for an enterprise, 

workgroup, or individual user, depending on how the 

Parser Master Key was deployed. 

EX1024, Page 207



- 145 - 

[0382] In one embodiment, additional key management 

and user/group management programs may be provided, 

enabling wide scale workgroup implementation with a 

single point of administration and key management. Key 

5 generation, management and revocation are handled by 

the single maintenance program, which all become 

especially important as the number of users increase. 

In another embodiment, key management may also be set 

up across one or several different system 

10 administrators, which may not allow any one person or 

group to control data as needed. This allows for the 

management of secured data to be obtained by roles, 

responsibilities, membership, rights, etc., as defined 

by an organization, and the access to secured data can 

15 be limited to just those who are permitted or required 

to have access only to the portion they are working on, 

while others, such as managers or executives, may have 

access to all of the secured data. This embodiment 

allows for the sharing of secured data among different 

20 groups within a company or organization while at the 

same time only allowing certain selected individuals, 

such as those with the authorized and predetermined 

roles and responsibilities, to observe the data as a 

whole. In addition, this embodiment of the methods and 

25 systems of the present invention also allows for the 

sharing of data among, for example, separate companies, 

or separate departments or divisions of companies, or 

any separate organization departments, groups, 

agencies, or offices, or the like, of any government or 

30 organization or any kind, where some sharing is 

required, but not any one party may be permitted to 

have access to all the data. Particularly apparent 

examples of the need and utility for such a method and 
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system of the present invention are to allow sharing, 

but maintain security, in between government areas, 

agencies and offices, and between different divisions, 

departments or offices of a large company, or any other 

5 organization, for example. 

[0383] An example of the applicability of the 

methods of the present invention on a smaller scale is 

as follows. A Parser Master key is used as a 

serialization or branding of the secure data parser to 

10 an organization. As the scale of use of the Parser 

Master key is reduced from the whole enterprise to a 

smaller workgroup, the data securing methods described 

herein are used to share files within groups of users. 

[0384] In the example shown in FIGURE 25 and 

15 described below, there are six users defined along with 

their title or role within the organization. The side 

bar represents five possible groups that the users can 

belong to according to their role. The arrow 

represents membership by the user in one or more of the 

20 groups. 

[0385] When configuring the secure data parser for 

use in this example, the system administrator accesses 

the user and group information from the operating 

system by a maintenance program. This maintenance 

25 program generates and assigns Parser Group Master Keys 

to users based on their membership in groups. 

[0386] In this example, there are three members in 

the Senior Staff group. For this group, the actions 

would be: 

30 [0387] 1. Access Parser Group Master Key for the 

Senior Staff group (generate a key if not available); 

[0388] 2. Generate a digital certificate 

associating CEO with the Senior Staff group; 
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[0389] 3. Generate a digital certificate 

associating CFO with the Senior Staff group; 

[0390] 4. Generate a digital certificate 

associating Vice President, Marketing with the Senior 

5 Staff group. 

[0391] The same set of actions would be done for 

each group, and each member within each group. When 

the maintenance program is complete, the Parser Group 

Master Key becomes a shared credential for each member 

10 of the group. Revocation of the assigned digital 

certificate may be done automatically when a user is 

removed from a group through the maintenance program 

without affecting the remaining members of the group. 

{0392] Once the shared credentials have been 

15 defined, the parsing and splitting process remains the 

same. When a file, document or data element is to be 

secured, the user is prompted for the target group to 

be used when securing the data. The resulting secured 

data is only accessible by other members of the target 

20 group. This functionality of the methods and systems 

of the present invention may be used with any other 

computer system or software platform, any may be, for 

example, integrated into existing application programs 

or used standalone for file security. 

25 [0393] It is readily apparent to those of ordinary 

skill in the art that any one or combination of 

encryption algorithms are suitable for use in the 

methods and systems of the present invention. For 

example, the encryption steps may, in one embodiment, 

30 be repeated to produce a multi- layered encryption 

scheme. In addition, a different encryption algorithm, 

or combination of encryption algorithms, may be used in 

repeat encryption steps such that different encryption 
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algorithms are applied to the different layers of the 

multi- layered encryption scheme. As such, the 

encryption scheme itself may become a component of the 

methods of the present invention for securing sensitive 

5 data from unauthorized use or access. 

[0394] The secure data parser may include as an 

internal component, as an external component, or as 

both an error- checking component. For example, in one 

suitable approach, as portions of data are created 

10 using the secure data parser in accordance with the 

present invention, to assure the integrity of the data 

within a portion, a hash value is taken at preset 

intervals within the portion and is appended to the end 

of the interval. The hash value is a predictable and 

15 reproducible numeric representation of the data. If 

any bit within the data changes, the hash value would 

be different. A scanning module ( either as a stand-

alone component external to the secure data parser or 

as an internal component) may then scan the portions of 

20 `data generated by the secure data parser. Each portion 

of data ( or alternatively, less than all portions of 

data according to some interval or by a random or 

pseudo- random sampling) is compared to the appended 

hash value or values and an action may be taken. This 

25 action may include a report of values that match and do 

not match, an alert for values that do not match, or 

invoking of some external or internal program to 

trigger a recovery of the data. For example, recovery 

of the data could be performed by invoking a recovery 

30 module based on the concept that fewer than all 

portions may be needed to generate original data in 

accordance with the present invention. 
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[0395] Any other suitable integrity checking may be 

implemented using any suitable integrity information 

appended anywhere in all or a subset of data portions. 

Integrity information may include any suitable 

5 information that can be used to determine the integrity 

of data portions. Examples of integrity information 

may include hash values computed based on any suitable 

parameter ( e.g., based on respective data portions), 

digital signature information, message authentication 

10 code (MAC) information, any other suitable information, 

or any combination thereof. 

[0396] The secure data parser of the present 

invention may be used in any suitable application. 

Namely, the secure data parser described herein has a 

15 variety of applications in different areas of computing 

and technology. Several such areas are discussed 

below. It will be understood that these are merely 

illustrative in nature and that any other suitable 

applications may make use of the secure data parser. 

20 It will further be understood that the examples 

described are merely illustrative embodiments that may 

be modified in any suitable way in order to satisfy any 

suitable desires. For example, parsing and splitting 

may be based on any suitable units, such as by bits, by 

25 bytes, by kilobytes, by megabytes, by any combination 

thereof, or by any other suitable unit. 

[0397] The secure data parser of the present 

invention may be used to implement secure physical 

tokens, whereby data stored in a physical token may be 

30 required in order to access additional data stored in 

another storage area. In one suitable approach, a 

physical token, such as a compact USB flash drive, a 

floppy disk, an optical disk, a smart card, or any 
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other suitable physical token, may be used to store one 

of at least two portions of parsed data in accordance 

with the present invention. In order to access the 

original data, the USB flash drive would need to be 

5 accessed. Thus, a personal computer holding one 

portion of parsed data would need to have the USB flash 

drive, having the other portion of parsed data, 

attached before the original data can be accessed. 

FIGURE 26 illustrates this application. Storage area 

10 2500 includes a portion of parsed data 2502. Physical 

token 2504, having a portion of parsed data 2506 would 

need to be coupled to storage area 2500 using any 

suitable communications interface 2508 ( e.g., USB, 

serial, parallel, Bluetooth-, IR, IEEE 1394, ethernet, 

15 or any other suitable communications interface) in 

order to access the original data. This is useful in a 

situation where, for example, sensitive data on a 

computer is left alone and subject to unauthorized 

access attempts. By removing the physical token ( e.g., 

20 the USB flash drive), the sensitive data is 

inaccessible. It will be understood that any other 

suitable approach for using physical tokens may be 

used. 

[0398] The secure data parser of the present 

25 invention may be used to implement a secure 

authentication system whereby user enrollment data 

(e.g., passwords, private encryption keys, fingerprint 

templates, biometric data or any other suitable user 

enrollment data) is parsed and split using the secure 

30 data parser. The user enrollment data may be parsed 

and split whereby one or more portions are stored on a 

smart card, a government Common Access Card, any 

suitable physical storage device ( e.g., magnetic or 
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optical disk, USB key drive, etc.), or any other 

suitable device. One or more other portions of the 

parsed user enrollment data may be stored in the system 

performing the authentication. This provides an added 

5 level of security to the authentication process ( e.g., 

in addition to the biometric authentication information 

obtained from the biometric source, the user enrollment 

data must also be obtained via the appropriate parsed 

and split data portion). 

10 [0399] The secure data parser of the present 

invention may be integrated into any suitable existing 

system in order to provide the use of its functionality 

in each system's respective environment. FIGURE 27 

shows a block diagram of an illustrative system 2600, 

15 which may include software, hardware, or both for 

implementing any suitable application. System 2600 may 

be an existing system in which secure data parser 2602 

may be retrofitted as an integrated component. 

Alternatively, secure data parser 2602 may be 

20 integrated into any suitable system 2600 from, for 

example, its earliest design stage. Secure data parser 

2600 may be integrated at any suitable level of system 

2600. For example, secure data parser 2602 may be 

integrated into system 2600 at a sufficiently back- end 

25 level such that the presence of secure data parser 2602 

may be substantially transparent to an end user of 

system 2600. Secure data parser 2602 may be used for 

parsing and splitting data among one or more storage 

devices 2604 in accordance with the present invention 

30 Some illustrative examples of systems having the secure 

data parser integrated therein are discussed below. 

[0400) The secure data parser of the present 

invention may be integrated into an operating system 
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kernel ( e.g., Linux, Unix, or any other suitable 

commercial or proprietary operating system). This 

integration may be used to protect data at the device 

level whereby, for example, data that would ordinarily 

5 be stored in one or more devices is separated into a 

certain number of portions by the secure data parser 

integrated into the operating system and stored among 

the one or more devices. When original data is 

attempted to be accessed, the appropriate software, 

10 also integrated into the operating system, may 

recombine 

data in a 

[0401] 

invention 

15 any other 

the parsed data portions into the original 

way that may be transparent to the end user. 

The secure data parser of the present 

may be integrated into a volume manager or 

suitable component of a storage system to 

protect local and networked data storage across any or 

all supported platforms. 

data parser integrated, a 

of the redundancy offered 

For example, with the secure 

storage system may make use 

by the secure data parser 

20 ( i.e., which is used to implement the feature of 

needing fewer than all separated portions of data in 

order to reconstruct the original data) to protect 

against data loss. The secure data parser also allows 

all data written to storage devices, whether using 

25 redundancy or not, to be in the form of multiple 

portions that are generated according to the parsing of 

the present invention. When original data is attempted 

to be accessed, the appropriate software, also 

integrated into the volume manager or other suitable 

30 component of the storage system, may recombine the 

parsed data portions into the original data in a way 

that may be transparent to the end user. 
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[0402] In one suitable approach, the secure data 

parser of the present invention may be integrated into 

a RAID controller ( as either hardware or software). 

This allows for the secure storage of data to multiple 

5 drives while maintaining fault tolerance in case of 

drive failure. 

[0403] The secure data parser of the present 

invention may be integrated into a database in order 

to, for example, protect sensitive table information. 

10 For example, in one suitable approach, data associated 

with particular cells of a database table ( e.g., 

individual cells, one or more particular columns, one 

or more particular rows, any combination thereof, or an 

entire database table) may be parsed and separated 

15 according to the present invention ( e.g., where the 

different portions are stored on one or more storage 

devices at one or more locations or on a single storage 

device). Access to recombine the portions in order to 

view the original data may be granted by traditional 

20 authentication methods ( e.g., username and password 

query) . 

[0404] The secure parser of the present invention 

may be integrated in any suitable system that involves 

data in motion ( i.e., transfer of data from one 

25 location to another). Such systems include, for 

example, email, streaming data broadcasts, and wireless 

(e.g., WiFi) communications. With respect to email, in 

one suitable approach, the secure parser may be used to 

parse outgoing messages ( i.e., containing text, binary 

30 data, or both ( e.g., files attached to an email 

message)) and sending the different portions of the 

parsed data along different paths thus creating 

multiple streams of data. If any one of these streams 
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of data is compromised, the original message remains 

secure because the system may require that more than 

one of the portions be combined, in accordance with the 

present invention, in order to generate the original 

5 data. In another suitable approach, the different 

portions of data may be communicated along one path 

sequentially so that if one portion is obtained, it may 

not be sufficient to generate the original data. The 

different portions arrive at the intended recipient's 

10 location and may be combined to generate the original 

data in accordance with the present invention. 

[0405] FIGURES 27 and 28 are illustrative block 

diagrams of such email systems. FIGURE 28 shows a 

sender system 2700, which may include any suitable 

15 hardware, such as a computer terminal, personal 

computer, handheld device ( e.g., PDA, Blackberry), 

cellular telephone, computer network, any other 

suitable hardware, or any combination thereof. Sender 

system 2700 is used to generate and/or store a message 

20 2704, which may be, for example, an email message, a 

binary data file ( e.g., graphics, voice, video, etc.), 

or both. Message 2704 is parsed and split by secure 

data parser 2702 in accordance with the present 

invention. The resultant data portions may be 

25 communicated across one or more separate communications 

paths 2706 over network 2708 ( e.g., the Internet, an 

intranet, a LAN, WiFi, Bluetooth, any other suitable 

hard-wired or wireless communications means, or any 

combination thereof) to recipient system 2710. The 

30 data portions may be communicated parallel in time or 

alternatively, according to any suitable time delay 

between the communication of the different data 

portions. Recipient system 2710 may be any suitable 
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hardware as described above with respect to sender 

system 2700. The separate data portions carried along 

communications paths 2706 are recombined at recipient 

system 2710 to generate the original message or data in 

5 accordance with the present invention. 

[0406] FIGURES 28 shows a sender system 2800, which 

may include any suitable hardware, such as a computer 

terminal, personal computer, handheld device ( e.g., 

PDA), cellular telephone, computer network, any other 

10 suitable hardware, or any combination thereof. Sender 

system 2800 is used to generate and/or store a message 

2804, which may be, for example, an email message, a 

binary data file ( e.g., graphics, voice, video, etc.), 

or both. Message 2804 is parsed and split by secure 

15 data parser 2802 in accordance with the present 

invention. The resultant data portions may be 

communicated across a single communications paths 2806 

over network 2808 ( e.g., the Internet, an intranet, a 

LAN, WiFi, Bluetooth, any other suitable communications 

20 means, or any combination thereof) to recipient system 

2810. The data portions may be communicated serially 

across communications path 2806 with respect to one 

another. Recipient system 2810 may be any suitable 

hardware as described above with respect to sender 

25 system 2800. The separate data portions carried along 

communications path 2806 are recombined at recipient 

system 2810 to generate the original message or data in 

accordance with the present invention. 

[0407] It will be understood that the arrangement of 

30 FIGURES 27 and 28 are merely illustrative. Any other 

suitable arrangement may be used. For example, in 

another suitable approach, the systems of FIGURES 27 

and 28 may be incorporated whereby the multi-path 
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approach of FIGURE 28 is used and in which one or more 

of communications paths 2706 are used to carry more 

than one portion of data as communications path 2806 

does in the context of FIGURE 29. In general 

5 [0408] The secure data parser may be integrated at 

any suitable level of a data- in motion system. For 

example, in the context of an email system, the secure 

parser may be integrated at the user- interface level 

(e.g., into MicrosoftO Outlook) in which case, the user 

10 may have control over the use of the secure data parser 

features when using email. Alternatively, the secure 

parser may be implemented in a back- end component such 

as at the exchange server, in which case, messages may 

be automatically parsed, split, and communicated along 

15 different paths in accordance with the present 

invention without any user intervention. 

[0409] Similarly, in the case of streaming 

broadcasts of data ( e.g., audio, video), the outgoing 

data may be parsed and separated into multiple streams 

20 each containing a portion of the parsed data. The 

multiple streams may be transmitted along one or more 

paths and recombined at the recipient's location in 

accordance with the present invention. One of the 

benefits of this approach is that it avoids the 

25 relatively large overhead associated with traditional 

encryption of data followed by transmission of the 

encrypted data over a single communications channel. 

The secure parser of the present invention allows data 

in motion to be sent in multiple parallel streams, 

30 increasing speed and efficiency. 

[0410] It will be understand that the secure data 

parser may be integrated for protection of and fault 

tolerance of any type of data in motion through any 
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transport medium, including, for example, wired, 

wireless, or physical. For example, voice over 

Internet protocol (VoIP) applications may make use of 

the secure data parser of the present invention. 

5 wireless or wired data transport from or to any 

suitable personal digital assistant ( PDA) devices such 

as Blackberries and SmartPhones may be secured using 

the secure data parser of the present invention. 

Communications using wireless 802.11 protocols for peer 

10 to peer and hub based wireless networks, satellite 

communications, point to point wireless communications, 

Internet client/server communications, or any other 

suitable communications may involve the data in motion 

capabilities of the secure data parser in accordance 

15 with the present invention. Data communication between 

computer peripheral device ( e.g., printer, scanner, 

monitor, keyboard, network router, biometric 

authentication device ( e.g., fingerprint scanner), or 

any other suitable peripheral device) between a 

20 computer and a computer peripheral device, between a 

computer peripheral device and any other suitable 

device, or any combination thereof may make use of the 

data in motion features of the present invention. 

[0411] The data in motion features of the present 

25 invention may also apply to physical transportation of 

secure shares using for example, separate routes, 

vehicles, methods, any other suitable physical 

transportation, or any combination thereof. For 

example, physical transportation of data may take place 

30 on digital/magnetic tapes, floppy disks, optical disks, 

physical tokens, USB drives, removable hard drives, 

consumer electronic devices with flash memory ( e.g., 

Apple IPODs or other MP3 players), flash memory, any 
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other suitable medium used for transporting data, or 

any combination thereof. 

[0412] The secure data parser of the present 

invention may provide security with the ability for 

5 disaster recovery. According to the present invention, 

fewer than all portions of the separated data generated 

by the secure data parser may be necessary in order to 

retrieve the original data. That is, out of m portions 

stored, n may be the minimum number of these m portions 

10 necessary to retrieve the original data, where n <= m. 

For example, if each of four portions is stored in a 

different physical location relative to the other three 

portions, then, if n=2 in this example, two of the 

locations may be compromised whereby data is destroyed 

15 or inaccessible, and the original data may still be 

retrieved from the portions in the other two locations. 

Any suitable value for n or m may be used. 

[0413] In addition, the n of m feature of the 

present invention may be used to create a "two man 

20 rule" whereby in order to avoid entrusting a single 

individual or any other entity with full access to what 

may be sensitive data, two or more distinct entities, 

each with a portion of the separated data parsed by the 

secure parser of the present invention may need to 

25 agree to put their portions together in order to 

retrieve the original data. 

[0414] The secure data parser of the present 

invention may be used to provide a group of entities 

with a group-wide key that allows the group members to 

30 access particular information authorized to be accessed 

by that particular group. The group key may be one of 

the data portions generated by the secure parser in 

accordance with the present invention that may be 
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required to be combined with another portion centrally 

stored, for example in order to retrieve the 

information sought. This feature allows for, for 

example, secure collaboration among a group. It may be 

5 applied in for example, dedicated networks, virtual 

private networks, intranets, or any other suitable-

network. 

[0415] Specific applications of this use of the 

secure parser include, for example, coalition 

10 information sharing in which, for example, multi-

national friendly government forces are given the 

capability to communicate operational and otherwise 

sensitive data on a security level authorized to each 

respective country over a single network or a dual 

15 network ( i.e., as compared to the many networks 

involving relatively substantial manual processes 

currently used). This capability is also applicable 

for companies or other organizations in which 

information needed to be known by one or more specific 

20 individuals (within the organization or without) may be 

communicated over a single network without the need to 

worry about unauthorized individuals viewing the 

information. 

[0416] Another specific application includes a 

25 multi- level security hierarchy for government systems. 

That is, the secure parser of the present invention may 

provide for the ability to operate a government system 

at different levels of classified information ( e.g., 

unclassified, classified, secret, top secret) using a 

30 single network. If desired, more networks may be used 

(e.g., a separate network for top secret), but the 

present invention allows for substantially fewer than 
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current arrangement in which a separate network is used 

for each level of classification. 

[0417] It will be understood that any combination of 

the above described applications of the secure parser 

5 of the present invention may be used. For example, the 

group key application can be used together with the 

data in motion security application ( i.e., whereby data 

that is communicated over a network can only be 

accessed by a member of the respective group and where, 

10 while the data is in motion, it is split among multiple 

paths ( or sent in sequential portions) in accordance 

with the present invention). 

[0418] The secure data parser of the present 

invention may be integrated into any middleware 

15 application to enable applications to securely store 

data to different database products or to different 

devices without modification to either the applications 

or the database. Middleware is a general term for any 

product that allows two separate and already existing 

20 programs to communicate. For example, in one suitable 

approach, middleware having the secure data parser 

integrated, may be used to allow programs written for a 

particular database to communicate with other databases 

without custom coding. 

25 [0419] The secure data parser of the present 

invention may be implemented having any combination of 

any suitable capabilities, such as those discussed 

herein. In some embodiments of the present invention, 

for example, the secure data parser may be implemented 

30 having only certain capabilities whereas other 

capabilities may be obtained through the use of 

external software, hardware, or both interfaced either 

directly or indirectly with the secure data parser. 
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[0420] FIGURE 30, for example, shows an illustrative 

implementation of the secure data parser as secure data 

parser 3000. Secure data parser 3000 is implemented 

with very few built-in capabilities. As illustrated, 

5 secure data parser 3000 may include built-in 

capabilities for parsing and splitting data into 

portions ( also referred to herein as shares) of data 

using module 3002 in accordance with the present 

invention. Secure data parser 3000 may also include 

10 built in capabilities for performing redundancy in 

order to be able to implement, for example, the m of n 

feature described above ( i.e., recreating the original 

data using fewer than all shares of parsed and split 

data) using module 3004. Secure data parser 3000 may 

15 also include share distribution capabilities using 

module 3006 for placing the shares of data into buffers 

from which they are sent for communication to a remote 

location, for storage, etc. in accordance with the 

present invention. It will be understood that any 

20 other suitable capabilities may be built into secure 

data parser 3000. 

[0421] Assembled data buffer 3008 may be any 

suitable memory used to store the original data 

(although not necessarily in its original form) that 

25 will be parsed and split by secure data parser 3000. 

In a splitting operation, assembled data buffer 3008 

provides input to secure data parser 3008. In a 

restore operation, assembled data buffer 3008 may be 

used to store the output of secure data parser 3000. 

30 [0422] Split shares buffers 3010 may be one or more 

memory modules that may be used to store the multiple 

shares of data that resulted from the parsing and 

splitting of original data. In a splitting operation, 
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split shares buffers 3010 hold the output of the secure 

data parser. In a restore operation, split shares 

buffers hold the input to secure data parser 3000. 

[0423] It will be understood that any other suitable 

5 arrangement of capabilities may be built-in for secure 

data parser 3000. Any additional features may be 

built-in and any of the features illustrated may be 

removed, made more robust, made less robust, or may 

otherwise be modified in any suitable way. Buffers 

10 3008 and 3010 are likewise merely illustrative and may 

be modified, removed, or added to in any suitable way. 

[0424] Any suitable modules implemented in software, 

hardware or both may be called by or may call to secure 

data parser 3000. If desired, even capabilities that 

15 are built into secure data parser 3000 may be replaced 

by one or more external modules. As illustrated, some 

external modules include random number generator 3012, 

cipher feedback key generator 3014, hash algorithm 

3016, any one or more types of encryption 3018, and key 

20 management 3020. It will be understood that these are 

merely illustrative external modules. Any other 

suitable modules may be used in addition to or in place 

of those illustrated. 

[0425] Cipher feedback key generator 3014 may, 

25 externally to secure data parser 3000, generate for 

each secure data parser operation, a unique key, or 

random number (using for example random number 

generator 3012), to be used as a seed value for an 

operation that extends an original session key size 

30 (e.g., a value of 128, 256, 512, or 1024 bits) into a 

value equal to the length of the data to be parsed and 

split. Any suitable algorithm may be used for the 
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cipher feedback key generation, including, for example, 

the AES cipher feedback key generation algorithm. 

[0426] In order to facilitate integration of secure 

data parser 3000 and its external modules ( i.e., secure 

5 data parser layer 3026) into an application layer 3024 

(e.g., email application, database application, etc.), 

a wrapping layer that may make use of, for example, API 

function calls may be used. Any other suitable 

arrangement for facilitating integration of secure data 

10 parser layer 3026 into application layer 3024 may be 

used. 

[0427] FIGURE 31 illustratively shows how the 

arrangement of FIGURE 30 may be used when a write 

(e.g., to a storage device), insert ( e.g., in a 

15 database field), or transmit ( e.g., across a network) 

command is issued in application layer 3024. At step 

3100 data to be secured is identified and a call is 

made to the secure data parser. The call is passed 

through wrapper layer 3022 where at step 3102, wrapper 

20 layer 3022 streams the input data identified at step 

3100 into assembled data buffer 3008. Also at step 

3102, any suitable share information, filenames, any 

other suitable information, or any combination thereof 

may be stored ( e.g., as information 3106 at wrapper 

25 layer 3022). Secure data processor 3000 then parses 

and splits the data it takes as input from assembled 

data buffer 3008 in accordance with the present 

invention. It outputs the data shares into split 

shares buffers 3010. At step 3104, wrapper layer 3022 

30 obtains from stored information 3106 any suitable share 

information ( i.e., stored by wrapper 3022 at step 3102) 

and share location(s) ( e.g., from one or more 

configuration files). Wrapper layer 3022 then writes 
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the output shares (obtained from split shares buffers 

3010) appropriately ( e.g., written to one or more 

storage devices, communicated onto a network, etc.). 

[0428] FIGURE 32 illustratively shows how the 

5 arrangement of FIGURE 30 may be used when a read ( e.g., 

from a storage device), select ( e.g., from a database 

field), or receive ( e.g., from a network) occurs. At 

step 3200, data to be restored is identified and a call 

to secure data parser 3000 is made from application 

10 layer 3024. At step 3202, from wrapper layer 3022, any 

suitable share information is obtained and share 

location is determined. Wrapper layer 3022 loads the 

portions of data identified at step 3200 into split 

shares buffers 3010. Secure data parser 3000 then 

15 processes these shares in accordance with the present 

invention ( e.g., if only three of four shares are 

available, then the redundancy capabilities of secure 

data parser 3000 may be used to restore the original 

data using only the three shares). The restored data 

20 is then stored in assembled data buffer 3008. At step 

3204, application layer 3022 converts the data stored 

in assembled data buffer 3008 into its original data 

format ( if necessary) and provides the original data in 

its original format to application layer 3024. 

25 [0429] It will be understood that the parsing and 

splitting of original data illustrated in FIGURE 31 and 

the restoring of portions of data into original data 

illustrated in FIGURE 32 is merely illustrative. Any 

other suitable processes, components, or both may be 

30 used in addition to or in place of those illustrated. 

[0430] FIGURE 33 is a block diagram of an 

illustrative process flow for parsing and splitting 

original data into two or more portions of data in 
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accordance with one embodiment of the present 

invention. As illustrated, the original data desired 

to be parsed and split is plain text 3306 ( i.e., the 

word " SUMMIT" is used as an example). It will be 

5 understood that any other type of data may be parsed 

and split in accordance with the present invention. A 

session key 3300 is generated. If the length of 

session key 3300 is not compatible with the length of 

original data 3306, then cipher feedback session key 

10 3304 may be generated. 

[0431] In one suitable approach, original data 3306 

may be encrypted prior to parsing, splitting, or both. 

For example, as FIGURE 33 illustrates, original data 

3306 may be XORed with any suitable value ( e.g., with 

15 cipher feedback session key 3304, or with any other 

suitable value). It will be understood that any other 

suitable encryption technique may be used in place of 

or in addition to the XOR technique illustrate. It 

will further be understood that although FIGURE 33 is 

20 illustrated in terms of byte by byte operations, the 

operation may take place at the bit level or at any 

other suitable level. It will further be understood 

that, if desired, there need not be any encryption 

whatsoever of original data 3306. 

25 [0432] The resultant encrypted data (or original 

data if no encryption took place) is then hashed to 

determine how to split the encrypted ( or original) data 

among the output buckets ( e.g., of which there are four 

in the illustrated example). In the illustrated 

30 example, the hashing takes place by bytes and is a 

function of cipher feedback session key 3304. It will 

be understood that this is merely illustrative. The 

hashing may be performed at the bit level, if desired. 
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The hashing may be a function of any other suitable 

value besides cipher feedback session key 3304. In 

another suitable approach, hashing need not be used. 

Rather, any other suitable technique for splitting data 

5 may be employed. 

[0433] FIGURE 34 is a block diagram of an 

illustrative process flow for restoring original data 

3306 from two or more parsed and split portions of 

original data 3306 in accordance with one embodiment of 

10 the present invention. The process involves hashing 

the portions in reverse ( i.e., to the process of FIGURE 

33) as a function of cipher feedback session key 3304 

to restore the encrypted original data ( or original 

data if there was no encryption prior to the parsing 

15 and splitting). The encryption key may then be used to 

restore the original data ( i.e., in the illustrated 

example, cipher feedback session key 3304 is used to 

decrypt the XOR encryption by XORing it with the 

encrypted data). This the restores original data 3306. 

20 [0434] FIGURE 35 shows how bit- splitting may be 

implemented in the example of FIGURES'33 and 34. A 

hash may be used ( e.g., as a function of the cipher 

feedback session key, as a function of any other 

suitable value) to determine a bit value at which to 

25 split each byte of data. It will be understood that 

this is merely one illustrative way in which to 

implement splitting at the bit level. Any other 

suitable technique may be used. 

[0435] It will be understood that any reference to 

30 hash functionality made herein may be made with respect 

to any suitable hash algorithm. These include for 

example, MD5 and SHA-1. Different hash algorithms may 
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be used at different times and by different components 

of the present invention. 

[0436] After a split point has been determined in 

accordance with the above illustrative procedure or 

5 through any other procedure or algorithm, a 

determination may be made with regard to which data 

portions to append each of the left and right segments. 

Any suitable algorithm may be used for making this 

determination. For example, in one suitable approach, 

10 a table of all possible distributions ( e.g., in the 

form of pairings of destinations for the left segment 

and for the right segment) may be created, whereby a 

destination share value for each of the left and right 

segment may be determined by using any suitable hash 

15 function on corresponding data in the session key, 

cipher feedback session key, or any other suitable 

random or pseudo-random value, which may be generated 

and extended to the size of the original data. For 

example, a hash function of a corresponding byte in the 

20 random or pseudo- random value may be made. The output 

of the hash function is used to determine which pairing 

of destinations ( i.e., one for the left segment and one 

for the right segment) to select from the table of all 

the destination combinations. Based on this result, 

25 each segment of the split data unit is appended to the 

respective two shares indicated by the table value 

selected as a result of the hash function. 

[0437] Redundancy information may be appended to the 

data portions in accordance with the present invention 

30 to allow for the restoration of the original data using 

fewer than all the data portions. For example, if two 

out of four portions are desired to be sufficient for 

restoration of data, then additional data from the 
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shares may be accordingly appended to each share in, 

for example, a round-robin manner ( e.g., where the size 

of the original data is 4MB, then share 1 gets its own 

shares as well as those of shares 2 and 3; share 2 gets 

5 its own share as well as those of shares 3 and 4; share 

3 gets its own share as well as those of shares 4 and 

1; and share 4 gets its own shares as well as those of 

shares 1 and 2). Any such suitable redundancy may be 

used in accordance with the present invention. 

10 (0438] It will be understood that any other suitable 

parsing and splitting approach may be used to generate 

portions of data from an original data set in 

accordance with the present invention. For example, 

parsing and splitting may be randomly or pseudo-

15 randomly processed on a bit by bit basis. A random or 

pseudo- random value may be used ( e.g., session key, 

cipher feedback session key, etc.) whereby for each bit 

in the original data, the result of a hash function on 

corresponding data in the random or pseudo-random value 

20 may indicate to which share to append the respective 

bit. In one suitable approach the random or pseudo-

random value may be generated as, or extended to, 8 

times the size of the original data so'that the hash 

function may be performed on a corresponding byte of 

25 the random or pseudo- random value with respect to each 

bit of the original data. Any other suitable algorithm 

for parsing and splitting data on a bit by bit level 

may be used in accordance with the present invention. 

It will further be appreciated that redundancy data may 

30 be appended to the data shares such as, for example, in 

the manner described immediately above in accordance 

with the present invention. 
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[0439] In one suitable approach, parsing and 

splitting need not be random or pseudo- random. Rather, 

any suitable deterministic algorithm for parsing and 

splitting data may be used. For example, breaking up 

5 the original data into sequential shares may be 

employed as a parsing and splitting algorithm. Another 

example is to parse and split the original data bit by 

bit, appending each respective bit to the data shares 

sequentially in a round-robin manner. It will further 

10 be appreciated that redundancy data may be appended to 

the data shares such as, for example, in the manner 

described above in accordance with the present 

invention. 

[0440] In one embodiment of the present invention, 

15 after the secure data parser generates a number of 

portions of original data, in order to restore the 

original data, certain one or more of the generated 

portions may be mandatory. For example, if one of the 

portions is used as an authentication share ( e.g., 

20 saved on a physical token device), and if the fault 

tolerance feature of the secure data parser is being 

used ( i.e., where fewer than all portions are necessary 

to restore the original data), then even though the 

secure data parser may have access to a sufficient 

25 number of portions of the original data in order to 

restore the original data, it may require the 

authentication share stored on the physical token 

device before it restores the original data. It will 

be understood that any number and types of particular 

30 shares may be required based on, for example, 

application, type of data, user, any other suitable 

factors, or any combination thereof. 
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[0441] In one suitable approach, the secure data 

parser or some external component to the secure data 

parser may encrypt one or more portions of the original 

data. The encrypted portions may be required to be 

5 provided and decrypted in order to restore the original 

data. The different encrypted portions may be 

encrypted with different encryption keys. For example, 

this feature may be used to implement a more secure 

"two man rule" whereby a first user would need to have 

10 a particular share encrypted using a first encryption 

and a second user would need to have a particular share 

encrypted using a second encryption key. In order to 

access the original data, both users would need to have 

their respective encryption keys and provide their 

15 respective portions of the original data. In one 

suitable approach, a public key may be used to encrypt 

one or more data portions that may be a mandatory share 

required to restore the original data. A private key 

may then be used to decrypt the share in order to be 

20 used to restore to the original data. 

[0442] Any such suitable paradigm may be used that 

makes use of mandatory shares where fewer than all 

shares are needed to restore original data. 

[0443] In one suitable embodiment of the present 

25 invention, distribution of data into a finite number of 

shares of data may be processed randomly or pseudo-

randomly such that from a statistical perspective, the 

probability that any particular share of data receives 

a particular unit of data is equal to the probability 

30 that any one of the remaining shares will receive the 

unit of data. As a result, each share of data will 

have an approximately equal amount of data bits. 
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[0444] According to another embodiment of the 

present invention, each of the finite number of shares 

of data need not have an equal probability of receiving 

units of data from the parsing and splitting of the 

5 original data. Rather certain one or more shares may 

have a higher or lower probability than the remaining 

shares. As a result, certain shares may be larger or 

smaller in terms of bit size relative to other shares. 

For example, in a two- share scenario, one share may 

10 have a 1% probability of receiving a unit of data 

whereas the second share has a 99% probability. It 

should follow, therefore that once the data units have 

been distributed by the secure data parser among the 

two share, the first share should have approximately 1% 

15 of the data and the second share 99%. Any suitable 

probabilities may be used in accordance with the 

present invention. 

[0445] It will be understood that the secure data 

parser may be programmed to distribute data to shares 

20 according to an exact ( or near exact) percentage as 

well. For example, the secure data parser may be 

programmed to distribute 80% of data to a first share 

and the remaining 20% of data to a second share. 

[0446] According to another embodiment of the 

25 present invention, the secure data parser may generate 

data shares, one or more of which have predefined 

sizes. For example, the secure data parser may split 

original data into data portions where one of the 

portions is exactly 256 bits. In one suitable 

30 approach, if it is not possible to generate a data 

portion having the requisite size, then the secure data 

parser may pad the portion to make it the correct size. 

Any suitable size may be used. 
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[0447] In one suitable approach, the size of a data 

portion may be the size of an encryption key, a 

splitting key, any other suitable key, or any other 

suitable data element. 

5 [0448] As previously discussed, the secure data 

parser may use keys in the parsing and splitting of 

data. For purposes of clarity and brevity, these keys 

shall be referred to herein as " splitting keys." For 

example, the Session Master Key, previously introduced, 

10 is one type of splitting key. Also, as previously 

discussed, splitting keys may be secured within shares 

of data generated by the secure data parser. Any 

suitable algorithms for securing splitting keys may be 

used to secure them among the shares of data. For 

15 example, the Shamir algorithm may be used to secure the 

splitting keys whereby information that may be used to 

reconstruct a splitting key is generated and appended 

to the shares of data. Any other such suitable 

algorithm may be used in accordance with the present 

20 invention. 

[0449] Similarly, any suitable encryption 

be secured within one or more shares of data 

to any suitable algorithm such as the Shamir 

For example, encryption keys used to encrypt 

keys may 

according 

algorithm. 

a data set 

25 prior to parsing and splitting, encryption keys used to 

encrypt a data portions after parsing and splitting, or 

both may be secured using, for example, the Shamir 

algorithm or any other suitable algorithm. 

[0450] According to one embodiment of the present 

30 invention, an All or Nothing Transform (AoNT), such as 

a Full Package Transform, may be used to further secure 

data by transforming splitting keys, encryption keys, 

any other suitable data elements, or any combination 
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thereof. For example, an encryption key used to 

encrypt a data set prior to parsing and splitting in 

accordance with the present invention may be 

transformed by an AoNT algorithm. The transformed 

5 encryption key may then be distributed among the data 

shares according to, for example, the Shamir algorithm 

or any other suitable algorithm. In order to 

reconstruct the encryption key, the encrypted data set 

must be restored ( e.g., not necessarily using all the 

10 data shares if redundancy was used in accordance with 

the present invention) in order to access the necessary 

information regarding the transformation in accordance 

with AoNTs as is well known by one skilled in the art. 

When the original encryption key is retrieved, it may 

15 be used to decrypt the encrypted data set to retrieve 

the original data set. It will 

fault tolerance features of the 

be used in conjunction with the 

redundancy data may be included 

be understood that the 

present invention may 

AoNT feature. Namely, 

in the data portions 

20 such that fewer than all data portions 

the encrypted data set. 

It will be understood 

to encryption keys used 

restore 

[0451] 

applied 

are necessary to 

that the AoNT may be 

to encrypt the data 

portions following parsing and splitting either in 

25 place of or in addition to the encryption and AoNT of 

the respective encryption key corresponding to the data 

set prior to parsing and splitting. Likewise, AoNT may 

be applied to splitting keys. 

[0452] In one embodiment of the present invention, 

30 encryption keys, splitting keys, or both as used in 

accordance with the present invention may be further 

encrypted using, for example, a workgroup key in order 
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to provide an extra level of security to a secured data 

set. 

[0453] In one embodiment of the present invention, 

an audit module may be provided that tracks whenever 

5 the secure data parser is invoked to parse and/or split 

data. 

[0454] Additionally, other combinations, additions, 

substitutions and modifications will be apparent to the 

skilled artisan in view of the disclosure herein. 

10 Accordingly, the present invention is not intended to 

be limited by the reaction of the preferred embodiments 

but is to be defined by a reference to the appended 

claims. 

EX1024, Page 237



- 197 - 

SEC- 2 

SECURE DATA PARSER METHOD AND SYSTEM 

Abstract of the Invention 

[0455] A secure data parser is provided that may be 

integrated into any suitable system for securely 

storing and communicating data. The secure data parser 

5 parses data and then splits the data into multiple 

portions that are stored or communicated distinctly. 

Encryption of the original data, the portions of data, 

or both may be employed for additional security. The 

secure data parser may be used to protect data in 

10 motion by splitting original data into portions of 

data, that may be communicated using multiple 

communications paths. 
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Express Mail Label No. EV615580492US 

SEC- 2 

DECLARATION AND POWER OF ATTORNEY  

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are 
as stated below next to my name; 

I believe I am an original, first and sole inventor ( if 
only one name is listed below) or an original, first 
and joint inventor ( if plural names are listed below) 
of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

SECURE DATA PARSER METHOD AND SYSTEM 

the specification of which 

[X] is attached hereto 

[ ] was filed on   as 
Application Serial No.   

I hereby state that I have reviewed and understand the 
contents of the above- identified specification, 
including the claims. 

I do not know and do not believe that the invention was 
ever patented or described in any printed publication 
in any country before my or our invention thereof or 
more than one year prior to this application. 

I do not know and do not believe that the invention was 
in public use or on sale in the United States of 
America more than one year prior to this application. 

I acknowledge the duty to disclose to the United States 
Patent and Trademark Office all information known by me 
to be material to patentability as defined in Title 37, 
Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 
35, United States Code, § 119(a)-( d) of any foreign 
application(s) for patent or inventor's certificate 
listed below and have also identified below any foreign 
application for patent or inventor's certificate having 
a filing date before that of the application on which 
priority is claimed: 
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Prior Foreign Application(s) 
Priority 
Claimed 

(Number) (Country) (Filing Date) Yes No 

I hereby claim the benefit under Title 35, United 
States Code § 119(e) of any United States provisional 

application(s) listed below. 

60/622,146 
(Application Serial No.) 

60/718,185 
(Application Serial No.) 

October 25, 2004  
(Filing Date) 

September 16, 2005 

(Filing Date) 

I hereby claim the benefit under Title 35, United 

States Code, § 120 of any United States application(s) 

listed below and, insofar as the subject matter of each 

of the claims of this application is not disclosed in 
the prior United States application in the manner 

provided by the first paragraph of Title 35, United 

States Code, § 112, I acknowledge the duty to disclose 

to the United States Patent and Trademark Office all 

information known by me to be material to patentability 
as defined in Title 37, Code of Federal Regulations, 

§ 1.56 which became available between the filing date 
of the prior application and the national or PCT 

international filing date of this application: 

(Application ( Filing Date) (Status)(patented, 
Serial No.) pending, abandoned) 

As a named inventor, I hereby appoint the following 
attorneys or agents to prosecute this application and 
transact all business in the United States Patent and 

Trademark Office connected therewith: 
Robert R. Jackson, Esq. - Reg. No. 26,183  
Jeffrey H. Ingerman, Esq. - Req. No. 31,069 

Alexander Shvarts, Esq. - Reg. No. 47,943 

Send correspondence to: Alexander Shvarts 
FISH & NEAVE IP GROUP 

ROPES & GRAY LLP 
1251 Avenue of the Americas 
New York, New York 10020-1104 

Direct telephone calls to: Alexander Shvarts 
(212) 596-9000 
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I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 
information and belief are believed to be true; and 
further that these statements were made with the 
knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may 
jeopardize the validity of the application or any 
patent issued thereon. 

Full name of first inventor Rick L. Orsini 

First inventor's signature   
Date 

Residence  2100 Kings Forest Lane, Flower Mound, 
Texas 75028 
Citizenship United States 
Post Office Address  2100 Kings Forest Lane, Flower 
Mound, Texas 75028  

Full name of second inventor Mark S. O'Hare 

Second inventor's signature   
Date 

Residence  8 Kennedy Court, Coto De Caza, CA 92679 
Citizenship United States 
Post Office Address  8 Kennedy Court, Coto De Caza, 
CA 92679 

Full name of third Inventor Roger Davenport 

Third Inventor's signature   
Date 

Residence  3204 CR 4119, Campbell, Texas 75422  
Citizenship United States  
Post Office Address  3204 CR 4119, Campbell, Texas 75422  
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Full name of fourth Inventor Steven Winick 

Fourth Inventor's signature   
Date 

Residence  3 Expressway Plaza, Roslyn Heights, NY 11577  

Citizenship United States  

Post Office Address  3 Expresswav Plaza, Roslvn Heights,  
NY 11577 
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UNITED STATES PATENT AND rPRADEMARK OFFIGE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Ofrice 
Aft—COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Al— diia,Yugh" 22313-1450 
www.urpto.s-

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER 

11/258,839 10/25/2005 

1473 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 AVENUE OF THE AMERICAS FL C3 
NEW YORK, NY 10020-1105 

Rick Orsini SEC-2 

CONFIRMATION NO. 2420 

FORMALITIES 
LETTER 

Date Mailed: 01/17/2006 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

. The statutory basic filing fee is missing. 
Applicant must submit $150 to complete the basic filing fee for a small entity. 

. The oath or declaration is unsigned. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

. Additional claim fees of $3425 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due. 
• To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be 
submitted with the missing items identified in this letter. 

SUMMARY OF FEES DUE: 

Total additional fee(s) required for this application is $4365 for a Small Entity 

• $150 Statutory basic filing fee. 
• $65 Surcharge. 

9 The application search fee has not been paid. Applicant must submit $250 to complete the search fee. 

EX1024, Page 243



Page 2 of 2 

. The application examination fee has not been paid. Applicant must submit $100 to complete the 
examination fee for a small entity in compliance with 37 CFR 1.27 

. The specification and drawings contain more than 100 pages. Applicant owes $375 for 133 pages in 
excess of 100 pages for a small entity in compliance with 37 CFR 1.27. 

• Total additional claim fee(s) for this application is $3425 

■ $1800 for 18 independent claims over 3. 

■ $1625 for 65 total claims over 20. 

Replies should be mailed to: Mail Stop Missing Parts 

Commissioner for Patents 

P.O. Box 1450 

Alexandria VA 22313-1450 

A copy of this notice MUST be returned with the reply. 

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382 
PART 3 - OFFICE COPY 
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SEC- 2 

DECLARATION AND POWER OF ATTORNEY  

As a below named inventor, I hereby declare that: 

,My residence, post office address and citizenship are 

as stated below next to my name; 

I believe I am an original, first and sole inventor ( if 

only one name is listed below) or an original, first 
and joint inventor ( if plural names are listed below) 
of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

SECURE DATA PARSER METHOD AND SYSTEM 

the specification of which 

[ ] is attached hereto 

[X] was filed on  October 25, 2005  
as Application Serial No.  11/258,839  

I hereby state that I have reviewed and understand the 
contents of the above- identified specification, 

including the claims. 

I do not know and do not believe that the invention was 
ever patented or described in any printed publication 

in any country before my or our invention thereof or 
more than one year prior to this application. 

I do not know and do not believe that the invention was 
in public use or on sale in the United States of 
America more than one year prior to this application. 

I acknowledge the duty to disclose to the United States 
Patent and Trademark Office all information known by me 
to be material to patentability as defined in Title 37, 

Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 
35, United States Code, § 119(a)-( d) of any foreign 
application(s) for patent or inventor's certificate 
listed below and have also identified below any foreign 

application for patent or inventor's certificate having 
a filing date before that of the application on which 
priority is claimed: 
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Prior Foreign Application(s) 
Priority 
Claimed 

(Number) (Country) (Filing Date) 
[ l [ l 
Yes No 

I hereby claim the benefit under Title 35, United 
States Code § 119(e) of any United States provisional 
application(s) listed below. 

60/622,146 
(Application Serial No.) 

60/718,185 
(Application Serial No.) 

October 25, 2004 
(Filing Date) 

September 16, 2005 
(Filing Date) 

I hereby claim the benefit under Title 35, United 
States Code, § 120 of any United States application(s) 
listed below and, insofar as the subject matter of each 
of the claims of this application is not disclosed in 

the prior United States application in the manner 
provided by the first paragraph of Title 35, United 
States Code, § 112, I acknowledge the duty to disclose 
to the United States Patent and Trademark Office all 
information known by me to be material to patentability 
as defined in Title 37, Code of Federal Regulations, 
§ 1.56 which became available between the filing date 

of the prior application and the national or PCT 
international filing date of this application: 

(Application (Filing Date) (Status)(patented, 
Serial No.) pending, abandoned) 

As a named inventor, I hereby appoint the following 
attorneys or agents to prosecute this application and 
transact all business in the United States Patent and 
Trademark Office connected therewith: 

Robert R. Jackson, Esq. - Reg. No. 26,183  
Jeffrey H. Inqerman, Escr. - Req. No. 31,069 

Alexander Shvarts, Esq. - Reg. No. 47,943 

Send correspondence to: Alexander Shvarts 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 Avenue of the Americas 
New York, New York 10020-1104 

Direct telephone calls to: Alexander Shvarts 
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(212) 596-9000 

I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 
information and belief are believed to be true; and 
further that these statements were made with the 
knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may 
jeopardize the validity of the application or any 
patent issued thereon. 

Full name of first inventor Rick L. Orsini 

First inventor's signature   
Date 

Residence  2100 Kinqs Forest Lane, Flower Mound, 

Texas 75028 
Citizenship United States 
Post Office Address  2100 Kinqs Forest Lane, Flower 

Mound, Texas 75028  

Full name of second inventor Mark S. O'Hare 

Second inventor's signature   
Date 

Residence  8 Kennedy Court, Coto De Caza, CA 92679 

Citizenship United States 
Post Office Address  8 Kennedy Court, Coto De Caza, 

CA 92679 

Full name of third Inventor Roger Davenport 

Third Inventor's signature   
Date 

Residence  3204 CR 4119, Campbell, Texas 75422  

Citizenship United States  
Post Office Address  3204 CR 4119, Campbell, Texas 75422  
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Full name of fourth Inventor Steven Wini4 

Fourth Inventor's signature 
Date r 

Residence  3 Expressway Plaza, Roslyn Heiglits, NY 11577  

Citizenship United States 
Post Office Address  3 Expressway Plaza, Roslyn Heights,  

NY 11577  
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DECLARATION AND POWER OF ATTORNEY 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are 
as stated below next to my name; 

I believe I am an original, first and sole inventor ( if 
only one name is listed below) or an original, first 
and joint inventor ( if plural names are listed below) 
of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

SECURE DATA PARSER METHOD AND SYSTEM 

the specification of which 

[ ) is attached hereto 

[X] was filed on October 25. 2005  
as Application Serial No.  11/258,839 

I hereby state that I have reviewed and understand the 
contents of the above- identified specification, 
including the claims. 

I do not know and do not believe that the invention was 
ever patented or described in any printed publication 
in any country before my or our invention thereof or 
more than one year prior to this application. 

I do not know and do not believe that the invention was 
in public use or on sale in the United States of 
America more than one year prior to this application. 

I acknowledge the duty to disclose to the United States 
Patent and Trademark Office all information known by me 
to be material to patentability as defined in Title 37, 
Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 
35, United States Code, § 119(a)-(d) of any foreign 
application(s) for patent or inventor's certificate 
listed below and have also identified below any foreign 
application for patent or inventor's certificate having 
a filing date before that of the application on which 
priority is claimed: 
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Prior Foreign Application(s) 

Priority 
Claimed 

[ ] [ ] 
(Number) (Country) (Filing Date) Yes No 

I hereby claim the benefit under Title 35, United 
States Code § 119(e) of any United States provisional 
application(s) listed below. 

60/622,146  October 25, 2004 
(Application Serial No.) (Filing Date) 

60/718,185  September 16, 2005 
(Application Serial No.) ( Filing Date) 

I hereby claim the benefit under Title 35, United 

States Code, § 120 of any United States application(s) 
listed below and, insofar as the subject matter of each 
of the claims of this application is not disclosed in 
the prior United States application in the manner 
provided by the first paragraph of Title 35, United 

States Code, S 112, I acknowledge the duty to disclose 
to the United States Patent and Trademark Office all 
information known by me to be material to patentability 
as defined in Title 37, Code of Federal Regulations, 

§ 1.56 which became available between the filing date 
of the prior application and the national or PCT 
international filing date of this application: 

(Application ( Filing Date) ( Status)(patented, 
Serial No.) pending, abandoned) 

As a named inventor, I hereby appoint the following 
attorneys or agents to prosecute this application and 
transact all business in the United States Patent and 
Trademark Office connected therewith: 

Robert R. Jackson, Esq. - Reg. No. 26,183  
Jeffrey H. Inqerman, Esq. - Req. No. 31,069 
Alexander Shvarts Esq. - Reg. No. 47,943 

Send correspondence to: Alexander Shvarts 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 Avenue of the Americas 
New York, New York 10020-1104 

Direct telephone calls to: Alexander Shvarts 
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(212) 596-9000 

I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 
information and belief are believed to be true; and 
further that these statements were made with the 
knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may 
jeopardize the validity of the application or any 
patent issued thereon. 

Full name of first inventor Rick L. Orsini 

First inventor's signature 

Residence  2100 Kings Forest Lane, Flower Mound, 
Texas 75028 
Citizenship United States 
Post Office Address  2100 Kings Forest Lane, Flower 
Mound, Texas 75028 

Full name of second inventor Mark S. O'Hare 

Second inventor's signature   
Date 

Residence  8 Kennedy Court, Coto De Caza, CA 92679 
Citizenship United States 
Post Office Address  8 Kennedy Court, Coto De Caza, 
CA 92679 

Full name of third Inventor Roger Davenport 

Third Inventor's signature   
Date 

Residence  3204 CR 4119, Campbell, Texas 75422  
Citizenship United States  
Post Office Address  3204 CR 4119, Campbell, Texas 75422  
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Full name of fourth Inventor Steven Winick 

Fourth Inventor's signature   
Date 

Residence  3 Expressway Plaza, Roslyn Heights, NY 11577  

Citizenship United States  
Post office Address  3 Expressway Plaza, Roslyn Heights,  
NY 11577 
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DECLARATION AND POWER OF ATTORNEY  

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are 
as stated below next to my name; 

I believe I am an original, first and sole inventor ( if 
only one name is listed below) or an original, first 
and joint inventor ( if plural names are listed below) 
of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

SECURE DATA PARSER METHOD AND SYSTEM 

the specification of which 

[ ] is attached hereto 

[X] was filed on October 25. 2005  
as Application Serial No.  11/258.839 

I hereby state that I have reviewed and understand the 
contents of the above- identified specification, 
including the claims. 

I do not know and do not believe that the invention was 
ever patented or described in any printed publication 
in any country before my or our invention thereof or 
more than one year prior to this application. 

I do not know and do not believe that the invention was 
in public use or on sale in the United States of 
America more than one year prior to this application. 

I acknowledge the duty to disclose to the United States 
Patent and Trademark Office all information known by me 
to be material to patentability as defined in Title 37, 
Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 
35, United States Code, § 119(a)-( d) of any foreign 
application(s) for patent or inventor's certificate 
listed below and have also identified below any foreign 
application for patent or inventor's certificate having 
a filing date before that of the application on which 
priority is claimed: 
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Prior Foreign Application(s) 
Priority 
Claimed 

[ ] [ ] 
(Number) (Country) (Filing Date) Yes No 

I hereby claim the benefit under Title 35, United 
States Code § 119(e) of any United States provisional 
application(s) listed below. 

60/622,146  October 25, 2004 
(Application Serial No.) ( Filing Date) 

60/718,185 Sentember 16. 2005 
(Application Serial No.) ( Filing Date) 

I hereby claim the benefit under Title 35, United 

States Code, § 120 of any United States application(s) 
listed below and, insofar as the subject matter of each 
of the claims of this application is not disclosed in 
the prior United States application in the manner 
provided by the first paragraph of Title 35, United 
States Code, § 112, I acknowledge the duty to disclose 
to the United States Patent and Trademark Office all 
information known by me to be material to patentability 
as defined in Title 37, Code of Federal Regulations, 
§ 1.56 which became available between the filing date 
of the prior application and the national or PCT 
international filing date of this application: 

(Application (Filing Date) (Status)(patented, 
Serial No.) pending, abandoned) 

As a named inventor, I hereby appoint the following 
attorneys or agents to prosecute this application and 
transact all business in the United States Patent and 
Trademark Office connected therewith: 

Robert R. Jackson, Esq. - Rea. No. 26.183  
Jeffrey H. Inaerman, Esq. - Rea. No. 31,069 
Alexander Shvarts. Esq. - Rea. No. 47,943 

Send correspondence to: Alexander Shvarts 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 Avenue of the Americas 
New York, New York 10020-1104 

Direct telephone calls to: Alexander Shvarts 
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(212) 596-9000 

I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 

information and belief are believed to be true; and 
further that these statements were made with the 

knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment , or both, 
under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may 

jeopardize the validity of the application or any 
patent issued thereon. 

Full name of first inventor Rick L. Orsini 

First inventor 's signature   

Date 
Residence  2100 Kings Forest Lane , Flower Mound, 
Texas 75028 

Citizenship United States 

Post Office Address  2100 Kings Forest Lane , Flower 
Mound , Texas 75028 

Full name of second inventor Mark S. O'Hare 

Second inventor 's signature   

Date 
Residence 8 Kennedy Court, Coto De Caza, CA 92679 
Citizenship United States 

Post Office Address  8 Kennedy Court , Coto De Caza, 
CA 92679 

Full name of third Inventor Roger Davenport 

Third Inventor 's signature ntyS•  2115104  
Date 

Residence 3204 CR 4119, Campbell , Texas 75422  
Citizenship United States  
Post Office Address  3204 CR 4119, Campbell , Texas 75422  
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Full name of fourth Inventor Steven Winick 

Fourth Inventor's signature   

Date 
Residence  3 Expressway Plaza, Roslyn Heiqhts, NY 11577  
Citizenship United States  

Post Office Address  3 Expressway Plaza, Roslvn Heights,  
NY 11577 
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DECLARATION AND POWER OF ATTORNEY  

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are 

as stated below next to my ame; 

I believe I am an original, first and sole inventor ( if 

only one name is listed below) or an original, first 
and joint inventor ( if plural names are listed below) 
of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

SECURE DATA PARSER METHOD AND SYSTEM 

the specification of which 

[ ] is attached hereto 

[X] was filed on October 25, 2005  
as Application Serial No.  11/258,839 

I hereby state that I have reviewed and understand the 

contents of the above- identified specification, 
including the claims. 

I do not know and do not believe that the invention was 
ever patented or described in any printed publication 
in any country before my or our invention thereof or 
more than one year prior to this application. 

I do not know and do not believe that the invention was 
in public use or on sale in the United States of 
America more than one year prior to this application. 

I acknowledge the duty to disclose.to the United States 
Patent and Trademark Office all information known by me 
to be material to patentability as defined in Title 37, 

Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 
35, United States Code, § 119(a)-( d) of any foreign 
application(s) for patent or inventor's certificate 
listed below and have also identified below any foreign 
application for patent or inventor's certificate having 
a filing date before that of the application on which 
priority is claimed: 
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Prior Foreign Application(s) 
Priority 

Claimed 

[ ] [ ] 
(Number) (Country) (Filing Date) Yes No 

I hereby claim the benefit under Title 35, United 
States Code § 119(e) of any United States provisional 

application(s) listed below. 

60/622,146  October 25, 2004 
(Application Serial No.) ( Filing Date) 

60/718,185  September 16, 2005 
(Application Serial No.) ( Filing Date) 

I hereby claim the benefit under Title 35, United 
States Code, § 120 of any United States application(s) 

listed below and, insofar as the subject matter of each 

of the claims of this application is not disclosed in 
the prior United States application in the manner 
provided by the first paragraph of Title 35, United 

States Code, § 112, I acknowledge the duty to disclose 

to the United States Patent and Trademark Office all 
information known by me to be material to patentability 
as defined in Title 37, Code of Federal Regulations, 
§ 1.56 which became available between the filing date 
of the prior application and the national or PCT 
international filing date of this. application: 

(Application (Filing Date) ( Status)(patented, 
Serial No.) pending, abandoned) 

As a named inventor, I hereby appoint the following 
attorneys or agents to prosecute this application and 
transact all business in the United States Patent and 
Trademark Office connected therewith: 

Robert R. Jackson, Esq. - Reg. No. 26,183  
Jeffrey H. Ingerman, Esq. - Reg. No. 31,069 

Alexander Shvarts, Esq. - Req. No. 47,943 

Send correspondence to: Alexander Shvarts 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 Avenue of the Americas 
New York, New York 10020-1104 

Direct telephone calls to: Alexander Shvarts 
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(212) 596-9000 

I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 
information and belief are believed to be true; and 
further that these statements were made with the 
knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, 

under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may 
jeopardize the validity of the application or any 
patent issued thereon. 

Full name of first inventor Rick L. Orsini 

First inventor's signature   
Date 

Residence  2100 Kings Forest Lane, Flower Mound,  
Texas 75028  
Citizenship United States  
Post Office Address  2100 Kings Forest Lane, Flower 
Mound, Texas 75028  

Full name of second inventor Mark S. O'Hare  

Second inventor's signature 
Date 

Residence  8 Kennedy Court, Cotb De Caza, CA 92679  
Citizenship United States -
Post Office Address  8 Kennedy Court, Coto De Caza,  

CA 92679 

Full name of third Inventor Roger Davenport 

Third Inventor's signature   
Date 

Residence  3204 CR 4119, Campbell, Texas 75422  
Citizenship United States  
Post Office Address  3204 CR 4119, Campbell, Texas 75422  
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Full name of fourth Inventor Steven Winick 

Fourth Inventor's signature   
Date 

Residence  3 Expressway Plaza, Roslyn Heights, NY 11577  
Citizenship United States  
Post Office Address  3 Expressway Plaza, Roslyn Heights,  

NY 11577 
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SEC- 2  

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PATENT APPLICATION 

Applicants Rick L. Orsini, et al. 

Application No. 11/258,839 Confirmation No. : 2420 

Filed October 25, 2005 

For SECURE DATA PARSER METHOD AND SYSTEM 

Group Art Unit 2131 

Examiner Not Yet Assigned 

EXPRESS MAIL CERTIFICATION 

"Express Mail" mailing label number EV674900382US 
Date of Deposit April 17, 2006  

I hereby certify that this Reply to Notice to File Missing Parts of Nonprovisional Application 
and the other papers and fees identified in this Reply as being transmitted herewith are being 
deposited with the United States Postal Service " Express Mail Post Office to Addressee" service 
under 37 C.F.R. § 1.10 on the date indicated above and are addressed to Mail Stop Missing Parts 
to the Hon. Commissioner for Patents, P.O. Box 1450, Alexandria, VA 223450. 

Isatta B. Smith 
Mail Stop Missing Parts 

Hon. Commissioner for Patents 

P.O. Box 1450 

Alexandria, Virginia 22313-1450 

REPLY TO NOTICE TO FILE MISSING 

PARTS OF NONPROVISIONAL APPLICATION 

Sir: 

Responsive to the Notice to File Missing Parts of 

Nonprovisional Application mailed January 17, 2006, applicants 

hereby submit the following: 

1. A copy of the January 17, 2006 Notice to File 

Missing Parts of Nonprovisional Application; and 

04/20/2006 HLE333 00000004 061075 11258839 

08 FC:2251 60.00 DA 
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2. Four ( 4) executed Declarations and Powers of 

Attorney. 

The Director is hereby authorized to charge the 

outstanding fees (i.e., Statutory Basic Filing Fee, Surcharge 

Fee, Examination Fee, Excess Pages Fee, Additional Claims Fee) 

totalling $4,365.00 to Deposit Account No. 06-1075, Order No. 

104093-0002. 

Applicants hereby petition for an extension of time 

under 37 C.F.R. § 1.136(a). Pursuant to 37 C.F.R. 

§ 1.17(a)(1), the Director is hereby authorized to charge a 

one-month extension fee in the amount of $ 60.00 to Deposit 

Account No. 06-1075, Order No. 104093-0002. 

The Director is hereby authorized to charge any 

additional fee or to credit any overpayment in connection with 

this Reply or the related patent application to Deposit 

2 
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Account No. 06-1075, Order No. 104093-0002. A duplicate copy 

of this paper is enclosed herewith. 

ResRectfully submitted, 

A"lexanddr Shvarts 

Reg. No. 47,943 

Attorney for Applicants 

FISH & NEAVE IP GROUP 

ROPES & GRAY LLP 

Customer No. 1473 

1251 Avenue of the Americas 

New York, New York 10020-1105 

Tel.: ( 212) 596-9000 

Fax: ( 212) 596-9090 
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APPLICATION NUMBER 

Items Required To Avoid Abandonment:  

APR 17 2006 

%nIITED sy S PATENT AND ThADEMARK OFFICE 

1 
11/258,839 

FILING OR 371 (c) DATE 

10/25/2005 

1473 
FISH & NEAVE IP GROUP 
ROPES & GRAY LLP 
1251 AVENUE OF THE AMERICAS FL C3 
NEW YORK, NY 10020-1105 

I 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Addrcn: COMMISSIONER FOR PATENTS 

P.O. B= 1050 
Alexandria. Yaginia 27717-14" 
wwa.arpto.gov 

FIRST NAMED APPLICANT ' ATTORNEY DOCKET NUMBER I 

Rick Orsini SEC-2 

RECEIVED 

JAN 2 3 2006 

ROPES & G1A••PATENT DEPT. 
REFERRED TO' `•  
NOTED 8Y  

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

CONFIRMATION NO. 2420 

FORMALITIES 
LETTER 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted  6:  OOCKETED FOR 
,  

Date Mailed: 01/17/2006 

14J KAQ— 
An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from'the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

e The statutory basic filing fee is missing. 
Applicant must submit $150 to complete the basic filing fee for a small entity. 

e The oath or declaration is unsigned. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

e Additional claim fees of $3425 as a small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due. 
e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or 
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be 
submitted with the missing items identified in this letter. 

04/20/2006 NLE333 00000004 061075 11258839 

SUMMARY OF FEES DUE: 1 01 FC:2011 
02  FC:2081 
03 FC:2111 

Total additional fee(s) required for this application is $4365 for a Small Entit94 FC:2311 
05 FC:2201 
06 FC:2202 

e $150 Statutory basic filing fee. 07 FC:2051 

e $65 Surcharge. 

150.00 DA 
375.00 DA 
250.00 DA 
100.00 DA 
1800.00 DA 
1625.00 DA 

65.00 DA 

e The application search fee has not been paid. Applicant must submit $250 to complete the search fee. 
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• The application examination fee has not been paid. Applicant must submit $100 to complete the 
examination fee for a small entity in compliance with 37 CFR 1.27 

• The specification and drawings contain more than 100 pages. Applicant owes $375 for 133 pages in 
excess of 100 pages for a small entity in compliance with 37 CFR 1.27. 

• Total additional claim fee(s) for this application is $3425 

■ $1800 for 18 independent claims over 3. 

■ $1625 for 65 total claims over 20. 

Replies should be mailed to: Mail Stop Missing Parts 

Commissioner for Patents 

P.O. Box 1450 . 

Alexandria VA 22313-1450 

A copy of this notice MUST be returned with the reply. 

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382 
PART 1 - ATTORNEY/APPLICANT COPY 
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Description 

The present invention relates to data cryptography using control vectors. 

Various methods exist in support of electronic data security. Cryptography is the transformation of intelligible infor-

5 mation into apparently unintelligible form in order to conceal the information from unauthorised parties. Cryptography is 

the only known practical method to protect information transmitted through communications networks that use land line, 

communications satellites, and microwave facilities. It can also be the most economical way to protect stored data. 

Cryptographic procedures can be used not only to protect the privacy of data, but also the integrity of data. 

A discussion of current techniques for the generation and distribution of cryptographic keys is given in the article in 

10 the ICL Technical Journal, Vol. 4, No. 2, November 1984, pp 146-158. 

The cryptographic transformation of data is ordinarily defined by a selected algorithm, or procedure, under the 

control of a key. Since the algorithm is normally public knowledge, protection of the transformed, or enciphered, data 

depends on secrecy of the key. Thus the key must be kept secret to prevent an opponent from simply using the known 

algorithm and key to recover the enciphered data. The protection of the data therefore hinges on the protection of secret 

75 keys. 

A new approach to key management is described in the above-mentioned co-pending European Patent Application 

No. 89308068.9. The invention disclosed herein deals with data cryptography which has as its objective the application 

of crytographic keys and methods to protecting the confidentiality and integrity of data via cryptography whereas the 

co-pending patent application deals with the generation, distribution, and management of the keys themselves. 

20 Prior art methods for encryption and decryption of data have evolved into complex sequences of key and data 

manipulations to thwart the attacks of an eavesdropper. These sequences have become so convoluted that security 

management of the secure system is difficult. Changing the security features of a processor or a system of processors 

is costly. What is needed is a better way to control usage of keys and the data encrypted by those keys. It is important 

for the system administrator to be able to specify the security features of the system, including the ability to maintain 

25 the separation of certain types of data and the corresponding keys. To maximise the security of the system, the admin-

istrator should be able to do this on a dynamic, unannounced basis with ease. The system administrator must be able 

to enforce a security policy for the system which imposes restrictions on the users, the data, the keys and the crypto-

graphic operations which can be performed. That enforcement should be easily implemented by the administrator and 

yet should be secure from subversion by an attacker. The features of flexibility and security have been difficult to achieve 
so in the prior art. 

It is therefore an object of the invention to provide an improved method of data cryptography. 

This object is achieved by the invention claimed in claim 1. 

The invention provides the basis of an improved data cryptography which controls the authorisation of users to 

encrypt, decrypt or authenticate data in accordance with a security policy established by the system manager and can 
35 be used to build into the storage of a key the authority to use that key in a manner which has been authorised by its 

priginator and to improve file security by providing the ability to encrypt a data file so that one portion is fully encrypted 

and another portion can be decrypted by authorised recipients. 

In the disclosed embodiment data cryptography is achieved in an improved manner by associating with the data 

cryptography key, a control vector which provides the authorisation for the uses of the key intended by the originator of 

40 the key. Among the uses specified by the control vector are limitations on encryption, decryption, authentication code 

generation and verification, and translation of the user's data. Complex combinations of data manipulation functions are 

possible using the control vectors, in accordance with the invention. The system administrator can exercise flexibility in 

changing the implementation of his security policy by selecting appropriate control vectors. 

Complex scenarios such as encrypted mail box, session protection, file protection, ciphertext translation centre, 

45 peer-to-peer ciphertext translation, message authentication, message authentication with non- repudiation and many 

others can be easily implemented by a system designer using the control vectors. 

The present invention will be described further by way of example with reference to an embodiment thereof as 

illustrated in the accompanying drawings in which:-

50 Fig. 1 is a system diagram showing the major components of the Cryptographic Facility (CF); 

Fig. 2 is a system diagram showing the components of the CF, software driver CFAP and cryptographic application 

programs; 

55 Fig. 3 illustrates the fundamental cryptographic key separation; 

Fig. 4 illustrates data key separation; 

2 
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Fig. 5 shows the general format for Control Vectors (CV); 

Fig. 6 shows the CV format for privacy keys; 

5 Fig. 7 shows the CV format for MAC keys; 

Fig. 8 shows the CV format for data compatability keys; 

Fig. 9 shows the CV format for data translate (XLATE) keys; 
10 

Fig. 10 shows the CV format for ANSI Data keys; 

Fig. 11. shows the CV format for intermediate ICVs; 

75 Fig. 12 shows the CV format for tokens; 

Fig. 13 is a block diagram of the encode instruction; 

Fig. 14 is a block diagram of the decode instruction; 
20 

Fig. 15 is a block diagram of the encipher instruction; 

fig. 16 is a block diagram of the decipher instruction; 

25 Fig. 17 is a block diagram of the generate message authentication code (Genmac) instruction; 

Fig. 18 is a block diagram of the verify message authentication code (Vermac) instruction; 

Fig. 19 is a block diagram of the translate cipher text instruction; 
30 

Fig. 20 shows the electronic code book (ECB) mode of DES encryption; 

Fig. 21 shows the cipher block chaining (CBC) mode of DES encipherment; 

35 Fig. 22 shows the CBC mode of DES decipherment; 

Fig. 23 shows the message authentication (MAC) algorithm; 

Fig. 24 summarises the equations for each of the data instructions; 
40 

Fig. 25 shows the operation of session protection; 

Fig. 26 shows the operation of file protection; 

45 Fig. 27 shows the operation of encrypted mail box; 

Fig. 28 shows the operation of ciphertext translation centre; 

Fig. 29 shows the operation of peer-to-peer ciphertext translation; 
s0 

Fig. 30 shows translating part of an encrypted file; 

Fig. 31 shows message integrity using control vectors; 

55 Fig. 32 shows message integrity with non-repudiation using control vectors; and 

Fig. 33 shows a message format. 

EX1024, Page 268



EP 0 354 774 1131 

The Cryptographic Architecture which underpins this invention enforces strict key separation within the local cryp-

tographic facility and between systems by employing control vectors which force the recipient or user of a key to use 

the key in a manner consistent with the intentions of the originator of the key. 

The following cryptographic data management functions are provided by the arrangement disclosed herein: 
s 

1. Data Confidentiality. Data confidentiality protects the contents of a message or file form unauthorised disclosure. 

Applications of data confidentiality include the following: 

Session Protection. Data encryption to protect the confidentiality or session level data transmission between 

10 two communicating devices. Each end user (device or application) shares a common data encrypting/decrypting 

key, thus permitting each end user to both send and receive encrypted data. 

File Protection. Data encryption to protect the confidentiality of data files. A single end user (device or applica-

tion) possesses a data encrypting/decrypting key permitting data to be encrypted for storage and to be decrypt-

75 ed, at a later time, for purposes of recovery or access to the file. 

Encrypted Mail Box. The encrypted mail box describes a multi-user environment in which each user has a 

data/privacy key in two forms. The first form permits data encryption; the second form permits data decryption. 

The first form of the key is placed in a public directory or central registry accessible to all users of the system. 
20 Each so registered key is recorded under a user identifier belonging to the user who registers the key. The 

second form of the key is kept private by the user to which it belongs. Thus, a user i who wishes to send 
encrypted messages to user j, first requests user i's, encryption from the public directory. Data encrypted with 

this key is then sent to user i and placed in user is mail box. User i can read received mail by decrypting first 

with his/her private decryption key. But since noother user has access to user is decryption key, the environment 
25 is such that users can encrypt mail for each other user but only the authorised designated receiving user can 

decrypt and read his/her mail. 

Ciphertext Translation Centre (CTC). The ciphertext translation centre is a network node or device capable of 

securely translating encrypted data from encryption under a first data key to encryption under a second data 
so key. In effect, the CTC possesses one or more data keys under which encrypted data may be received and one 

or more Batas keys under which received encrypted data may be re-encrypted. These data keys thus establish 

a secure channel permitting the CTC to translate ciphertext from one key to another but not to decrypt ciphertext. 

The CTC may be further restricted from encrypting data with one or more of these data/privacy keys for the 

purpose of introducing data into the secure channel. 
35 

Peer-to-Peer Ciphertext Translation. This environment consists of a chain of two or more CTCs which establish 

a secure channel from one set of network devices to another set of network devices. The first CTC in the chain 

possesses one or more data keys under which encrypted data may be received from the first set of network 

devices. Each CTC in the chain possesses one or more data keys under which encrypted data may be re-en-

40 crypted, but not decrypted. The CTCs may be further restricted from encrypting data with one or more of these 

keys for the purpose of introducing data into the secure channel. The last CTC in the chain re-encrypts the 

encrypted data under one or more data keys shared with members of the second set of network devices. 

Translate Part of an Encrypted File. This is an application wherein part of an encrypted file can be translated 

45 to a key which can be conveniently shared with an intended receiver. The method avoids sharing the original 

data/privacy key used to encrypt the file, since doing so may jeopardise the confidentiality of data not intended 

to be shared. 

2. Data Integrity. Data integrity protects the contents of message orfile from unauthorised modification. This includes 
50 changes, additions, and deletions to the data. Cryptography provides only methods for detecting unauthorised 

changes to data. It cannot prevent unauthorised changes to data. 

3. Message Authentication. Message authentication is a procedure established between two communicants which 

allows each communicant to verify that received messages are genuine. Communicants can be people; devices, 
55 or processing functions. Message authentication allows the receiver of a message to determine that. 

-- The message originated with the alleged sender. 
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-- The contents of the message have not been accidentally or intentionally changed. 

-- The message has been received in the same sequence that it was transmitted. 

5 -- The message was delivered to the intended receiver. 

In other words, message authentication permits the receiver to validate a message's origin, contents, timeliness, 

and intended destination. Applications of message authentication include the following: 

10 -- Straight message authentication. 

b-- Non- repudiation via MACGEN and MACVER. 

Fig. 1 gives a block diagram representation of the data processing system with the cryptographic facility therein. In 

75 Fig. 1, the data processing system 2 executes a program such as the crypto facility access programs and the application 

programs illustrated in Fig. 2. These programs output cryptographic service requests for data cryptography operations 

using keys which are associated with control vectors. The general format for a control vector is shown in Fig. 5. Control 

vectors define the function which the associated key is allowed by its originator to perform. The arrangment disclosed 

herein is an apparatus and a method for validating that data cryptography functions requested for a data set by the 

20 program, have been authorised by the originator of the key. 

As is shown in Fig. 1, contained within or associated with the data processing system 2 is a cryptographic facility 4 
which is characterised by a secure boundary 6. An input/output path 8 passes through the secure boundary 6 for receiving 

the cryptographic service request, data, cryptographic keys and their associated control vectors from the program. The 

input/out path 8 outputs responses to those cryptographic requests from the cryptographic facility. Included within the 

25 secure boundary 6 is a cryptographic instruction storage 10 which is coupled by units of the bus 12 to the input/output 

path B. A control vector checking units 14 is coupled to the instruction in storage 10 and a cryptographic processing 

units 16 is also coupled to the instruction storage 10. A master key storage 18 is coupled to the cryptographic processing 

unit 16. The cryptographic facility 4 provides a secure location for executing data cryptography functions in response to 

the received service request. 
so The cryptographic instruction storage 10 receives over the input/output path 8 a cryptographic service request for 

performing a data cryptography function with a cryptographic key. The control vector checking unit 14 has an input 

coupled to the input/output path 8, for receiving a control vector associated with the cryptographic key. The control vector 

checking unit 14 also has an input connected to the cryptographic instruction storage 10, for receiving control signals 

to initiate checking that the control vector authorises the data cryptography function which is requested by the crypto-
35 graphic service request. 

The control vector checking unit 14 has an authorisation output 20 which is connected to an input of the cryptographic 

processing unit 16, for signalling that data cryptography function is authorised, the receipt of the authorisation signal by 

the cryptographic processing unit 16 initiates the performance of the requested data cryptography function with the 

cryptographic key. A cryptographic key storage unit 22 is coupled to the cryptographic facility 14 over the input/output 

40 path S. The cryptographic key storage unit 22 storesthe cryptographic key in an encrypted form in which the cryptographic 

key is encrypted under a storage key which is a logical product of the associated control vector and the master key 

stored in the master key storage 18. 

An example of recovering an encrypted key from the cryptographic key storage 22 occurs when the cryptographic 

instruction storage 10 receives over the input/output path 8 a cryptographic service request for recovering the crypto-

45 graphic key from the cryptographic key storage units 22. The control vector checking unit 14 will then output in response 

thereto, an authorisation signal on line 20 to the cryptographic processing unit 16 that the function of recovering the 

cryptographic key is authorised. The cryptographic processing unit 16 will then operate in response to the authorisation 

signal on line 20, to receive the encrypted form of the cryptographic key from the cryptographic key storage 22 and to 

decrypt the encrypted form under the storage key which is a logical product of the associated control vector and the 
5o master key stored in the master key storage 18. 

The storage key is the exclusive-OR product of the associated control vector and the master key stored in the master 

key storage 18. Although the logical product is an exclusive OR operation in the preferred embodiment, it can also be 

other types of logical operations. 

The associated control vector, whose general format is shown in Fig. 5, is stored with the encrypted form of its 
55 associated cryptographic key in the cryptographic key storage 22. Since all keys stored on a cryptographic storage are 

encrypted under the master key, a uniform method for encryption and decryption of encrypted keys thereon can be 

performed. 

The associated control vector, whose general format is shown in Fig. 5, includes fields defining the authorised types 
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of cryptographic functions, including data cryptography functions, data encryption/decryption functions and personal 

identification numbers (PIN) processing functions. In the data cryptography applications, the data cryptography functions 

type is designated for the type field. The associated control vector also includes additional fields which can define export 

control for the keys and associated encrypted information and the usage of the keys and associated encrypted infor-

5 mation. 

The following provides a more detailed description of the components and operations of the disclosed arrangement. 

Fig. 2 shows the major components of a crypto subsystem. The cryptographic subsystem consists of a Crypto 

Facility (CF), Crypto Facility Access Program (CFAP), and Application Program (AP). Normally, the CF is implemented 

in hardware, inside a physically secure box. Depending upon the implementation, the CF, CFAP, and AP could all be in 

10 a physically secure box. 

The Cryptographic Facility 4 consists of: 

- Key Registers 

The registers and their usages are described below: 

75 Master Key Register 18: The master key register is 128 bits wide, containing the master key. 

New Master Key (NMK) register: The new master key register is 128 bits wide, containing the new master key that 

is going to become the current master key. The New Master Key will become the current master key only after a 

special instruction, the SMK instruction is issued to load the value of new master key into the master key register. 

Old Master Key Register: The old master key register is 128 bits wide, containing the master key that was replaced 

20 by the current master key. The master key update mechanism is such that the current master key becomes the old 

master key prior to the new master key becoming the current master key. 
Key Part Register: The key part register is 128 bits wide, containing the value of a key part (component), or a 

complete key that is being installed via a key loading device such as a key pad or key board attached to the CF via 
an optional secured physical interface. 

25 Working Key Register(s): For performance reasons, the system has working register(s), 128 bits wide each ; to 

contain immediate working key(s) for fast accesses. For example, a key that is used to encrypt data is brought into 

the CF is encrypted form on the first use. It then is decrypted and the clear value can be stored in one of the working 

key registers. In subsequent uses to encrypt or decrypt the data, this clear key can be quickly accessed from a 

specific working key register, thus eliminating the repeated steps of decrypting the key prior to using it. 
so Program MDC Register (PMDC Reg): The program MDC register is 64 bits wide, containing the MDC of the program 

to be loaded in the program memory inside the CF. 

Dataset MDC register (DMDC Reg): The dataset MDC register is 64 bits wide, containing the MDC of the datasets 

whose integrity is validated by CFAP. This normally is, at least, the key storage datasets. 

35 Cryptographic instructions and control vector checking algorithms. 

The instruction set and control vector checking algorithms are implemented in the secured cryptographic facility 

and are stored in the cryptographic instruction storage 10 which is a random access memory. They are executed in a 

microprocessor such as an Intel 80286 which can serve as the cryptographic processing unit 16. The control vector 

40 checking unit 14 can also be implemented in the cryptographic processing unit 16 or it can be implemented by a second 

microprocessor such as an Intel 80286 serving as the control vector checking unit 14. 

Program Memory and Processing Engine 

45 The system can also employ a memory inside the CF to store user's programs and a processing engine to execute 

the programs. An example of this is a program or macro for performing new algorithms for PIN verifications on new PI N 

formats. 

Random Number Generator 26 
so 

The random number generator is an algorithmic procedure for producing 64 bit pseudo random numbers. The al-

gorithm itself is non-secret, but makes use of two 128 bit secret keys and a 64 bit non-secret incrementing counter. 

Although non-secret, the integrity and proper management of the counter are essential to security. 

The Crypto Facility (CF) is a secure implementation containing the Data Encryption Algorithm and storage for a 
55 small number of key and data parameters in the cryptographic instruction storage 10. It can be assessed only through 

inviolate interfaces (secure against intrusion, circumvention, and deception) which allow processing requests, key, and 

data parameters to be presented, and transformed output(s) to be received. 

The ANSI Data Encryption Algorithm (DEA) is a standard cryptographic algorithm for commercial data security 
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products. The DEA is a symmetric block cipher algorithm that uses a 56-bit secret key to encipher 64 bits of plaintext 

to form 64 bits of cipher text. DEA keys are normally stored with 1 parity bit per byte; forming a 64-bit key. DEA forms 

the basis for the National Bureau of Standards approved Federal Data Encryption Standard, so it is also called DES. 

The cryptographic facility must resist probing by an insider adversary who has limited access to the cryptographic 

5 hardware. " Limited" is measured in minutes or hours as opposed to days and weeks, and the adversary is constrained 

to a probing attack at the location where the system is installed, using limited electronic devices as opposed to a labo-

ratory attack launched at a site under the control of the adversary using sophisticated electronic and mechanical equip-

ment. 

The cryptographic facility must detect attempts at physical probing or intrusion. This may be accomplished using a 

10 variety of electro-mechanical sensing devices. 

The cryptographic facility must provide for the automatic zeroing of all internally stored clear keys. Such zeroing 

must be performed automatically whenever an attempted probing or intrusion has been detected. The cryptographic 

facility must also provide a manual capability to zero key storage via the front panel interface. 

The crypto facility contains one master key KM. All other keys can reside on mass storage encrypted under a key 
75 formed by Exclusive ORing the master key with a valid control vector. 

U.S. Patent 4,386,234 entitled "Cryptographic Communications and File Security Using Terminals" describes an 

sample Cryptographic Facility. 

The CFAP is the programming interface between the CF and the application program. Since users do not have 

direct access to the cryptographic facility, the CFAP is the programming interface through which the users can request 

20 the CF to perform specific operations. 

Associated with the CFAP is the Key Storage outside the CF where encrypted keys are stored. No clear keys are 
stored outside the CF. The Key Storage 22 is also referred to herein as the "Cryptographic Key Data Set" (CKDS). 

The CFAP typically consists of the following: 

25 - Key Storage Manager to manager keys stored in the key storage mentioned above. 

- CFAP Macros through which users access to the CF to perform cryptographic functions. 

Application programs include user's application programs, some utilities such as a key installation utility; and com-

munication programs such as IBM VTAM. 
so User's application programs consist of statements that will invoke certain CFAP macros to perform a specific task. 

As mentioned, the CFAP is the only interface through which application programs can request CF to execute a crypto-

graphic operation. For example, a user might want to encipher a file prior to shipping it to another node on the network. 

His application program might have one statement that calls a CFAP macro to generate a key, and another statement 

that invokes another CFAP macro to encipher the data of the file with the given key. 
35 Another example of a user's application program is one that allows the manual installation of keys on the system, 

similar to the installation program mentioned above. 

Notation - The following notation is used herein: 

40 

45 

50 

55 
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ECB Electronic code book , 

CBC Cipher block chaining 

5 KM 128 bit Master key 

KEY, 128 bit Key encrypting key 

K 64 bit key 

*K 128 bit key 

(*)K 64 or 128 bit key 

KD 64 bit data encrypting key 

KK 64 bit Key encrypting key 

15 *KK 128 bit Key encrypting key 

KKo offset 64 bit Key encrypting key 

*KKo offset 128 bit Key encrypting key 

(*)KKo offset 64 or 128 bit Key encrypting key 

20 *KKNZ 128 bit partial notarising Key encrypting 

key 

*KN 128 bit notarising key, equivalent to 

*KKNIo 

cx 64 bit control vector 

CxL 64 bit left control vector 

10 

25 

30 

35 

40 

45 

50 

55 
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CxR 64 bit right control vector 

5 XOR or xor exclusive or operation 

or logical or operation 

X ' 0' Hex notation 

11 concatenation operation 
10 

(xI optional parameter x 

not = not equal 

E or a single encryption 

75 D or d single decryption 

EDE or ede triple encryption 

DED or ded triple decryption 

20 

25 

s0 

35 

40 

45 

s0 

55 

Equations 

KM. Cx 

The function of each instruction is mathematically 

denoted in the form: 

11, I2, I3, I4,... --- 01, 02, 03,... 

where 11, I2, I3,... are the inputs to the function and 

01, 02, 03,... are the outputs from the function. 

(KML XOR Cx) 11 ( KMR XOR Cx) = KMY 11 KMX 

where, KML = Left 64 bits of the master key 

KM, 

KMR = right 64 bits of the master key 

KM, 
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5 

10 

15 

KMX = KMR XOR CXL 

e*KD1.CxR(KEKnR)e*KM.CxR(KEKR) = eKMY(dKMX(eKMY(KEKnR))) 

where, KEKR = right 64 bits of KEK 

KMY = KML XOR CxR 

KRX = KMR XOR CXR ' 

e*KEKo(key) a*KEKo(key) = eKEKLo(dKEKRo(eKEKLo(key) 

where, KEKLo = KEKL XOR cntr 

KEKRo = KEKR XOR cntr 

cntr = implicit 64-bit key-message 

counter for KEK 

key = 64- bit key 

Cryptographic Separation of Keys 

20 Keys are separated cryptographically according to key type and key usage attributes. 

- 1. The architecture guarantees that cryptographic keys can be used only in the way or ways prescribed and intended. 

2. Internal Versus On-The-Link Separation. Internally (i.e., within the cryptographic facility), keys are separated via 

control vectors or other appropriate/equivalent mechanism. On the link, keys are separated using control vectors. 

25 3. Hardware Versus Software Enforcement. Certain cryptographic separation is implemented in hardware; other 

cryptographic separation can be implemented via software. 

4. Control vector key types and compatibility-mode key types. In order that the compatibility-mode key types will 

not diminish the security, certain rules governing generation, distribution, and usage of these two classes of key 

types is imposed. 
so 5. A list of required key separations provided by the invention is listed below: 

35 

40 

Data Privacy. ENCIPHER from DECIPHER, allows public key protocols such as mailbox, ballot and pass on. 

Data MAC. MACGEN from MACVER, allows for non-repudiation (equivalent of electronic signature). 

Data XLATE. Allows a secure translate channel to be established, where intermediate devices cannot decrypt 

encrypted data. 

Data COMPAT. Allows compatibility mode without weakening security of other data keys. 

Data ANSI. Allows ANSI X9.17 data cryptography to be coexist with non-ANSI X9.17 data cryptography without 

loss of security to either approach. 

Key Encrypting Keys. KEK Sender from KEK Receiver. 

PIN Keys. PIN Generating-Key from PIN Encrypting Key. 

The following notation is used for Figs. 3 and 4: 

Near each line leaving a box is a separation letter and a priority number. 

45 - The separation letter will correspond with descriptions below: 

- The range of priority numbers ( 1 through 4) should be interpreted as follows: 

1. Absolute necessity 

2. Strongly recommended 
50 3. Recommended 

4. Desirable 

Fundamental Key Separation 

55 Fig. 4 illustrates the fundamental cryptographic key separation. An explanation of the separation is given below: 

10 

EX1024, Page 275



EP 0 354 774 131 

- 1. A. Data Keys : KEKs and PIN keys 

If KDs (Data Keys) are not separated from KEKs and PIN keys, then Decipher data function used with data keys 

could be misused to decipher KEKs and PINS. 
5 

- 2. B. Key Encrypting Keys: PIN keys 

If KEKs (Key Encrypting Keys) are not separated from PIN Keys it would be possible for an outsider to wiretap an 

encrypted PIN block and replay it in place of an encrypted KID. Ahead of time, an insider accomplice could replace the 

10 encrypted stored KEK with the encrypted stored PIN Key in the receiving node's cryptographic key-data set. The PIN 

block would be then recovered and used as a data key at the receiving node. Subsequently, data that would be encrypted 

under this PI N block used as a data key would be much easier to subject to a key exhaustion attack as the variability 

of PINs (normally four to six decimal digits) is much less than that of a random 56 bit data key. 

75 Data Keys Separation 

Fig. 4 shows the flow chart of the Data keys separation. The justifications for the separation are given below. 

- 1. A - Authentication: Privacy 
20 

An insider who can collect plain and corresponding ciphertext encrypted with a MAC key can perpetrate an attack 
against the MAC procedure. For example, it would be possible to construct fraudulent messages and MACS that would 

be authenticated and accepted by the MAC algorithm. Thus, the data keys used for encryption/decryption should not 

be used for authentication of data. 

25 On the link, if an intercepted data key can be substituted for a MAC key, the transmitted ciphertext ( under that data 

key) could be used to construct a fraudulent message and MAC. 

-- B - Xlate Ciphertext : Privacy 

so By definition, Xlate Ciphertext impliesthe use of a pair of data keys KD1 and KD2, where ciphertext encrypted under 

KD1 is decrypted under KD1 and then re-encrypted under KD2 without exposing the data to the calling application 

program. Otherwise, Mate Ciphertext could be performed using the existing Decipher and Encipher functions. 

-- C - ANSI : all others 
35 

ANSI keys have their own protocol for key distribution and an additional possible usage referred to as ANSI COM-

BINE KEYS. These differences mandate a separate pool for all ANSI keys. 

-- D - Data COMPATIBILITY " All others 
40 

Data Compatibility keys exist due to requirements to be compatible with previous systems such as IBM CUSP/3848, 

IBM PCF; and IBM 4700. As the enforced internal separation in these systems does not extend to the level of separating 

MAC from Privacy keys, these keys need to be distinguished from the CV keys which support such an improved level 

of separation. 
45 

- 2. B - MACGEN : MACVER 

Provides an audit trail to " prove" who originated a message and MAC (called non-repudiation). This method is no 

more secure than the CF, and assumes a mutual trust in the integrity and secrecy of keys stored in the CF. 
so 

- 3. C - Encipher : Decipher 

Provides true separation of the encipher and decipher functions, thus permitting data to be enciphered under a data 

key without exposing the right to decipher under that same data key. For example, an encipher only data key could be 
55 used in a 'vote and pass on' balloting scheme. A decipher only data key could be used in an environment where a user 

is authorised to read but not write some data. 

11 
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Control Vectors 

The control vector is a 64 bit non-secret cryptographic variable for controlling the usage of keys. Each key K defined 

to the cryptographic system has an associated control vector C, i.e., the key and control vector define a tuple (K, C). 

5 Each control vector specifies a CV-TYPE; which broadly defines how the key may be used and the rules governing 

how that key may be communicated on the link. A key may be a data key, sender key encrypting key, receiver key 

encrypting key, PIN encrypting key, PIN generating key, Intermediate ICV, Key part or Token. Additional bits in the control 

vector specify exactly in which cryptographic instructions and parameter inputs the key may operate. Still other bits 

control the export of the key, i.e., whether the key can be exported or not. 

10 The control vector is coupled cryptographically to the key via a special encryption function. For example, when the 

K is stored in a Key Storage, K is encrypted under a key formed by Exclusive-ORing the control vector with the master 

key, i.e., K is stored as the tuple (eKM.C(K), C), where KM.0 denotes KM xor C. When K is transmitted on the link (from 

one device to another), a similar encrypted form is used. In this case, the master key KM is replaced by a key encrypting 

key KEK, where KEK is a key shared between the sender and receiver. Thus, K is transmitted as the tuple ( eKEK.0 

75 (K), C). The architecture does not require that the control vector be stored or transmitted with the key in situations where 

its value is defined implicitly from the context or can be reconstructed from available key-related information. 

Since the control vector (C) is tightly coupled to the key (K), via the encrypted form eKM.C(K) or eKEK.C(K), it is 

apparent that K cannot be recovered from its encrypted form unless C is correctly specified. Thus, if the tuple (eKM.0 

(K), C) is provided as an input to a requested cryptographic instruction, the cryptographic facility will first check the 

20 supplied value of C to determine that the requested usage of the key is permitted. Only then will C be used to decrypt 

eKM.C(K) to recover the clear value of K internal to the cryptographic facility. If a false value C* is specified, the cryp-

tographic facility may be fooled temporarily into accepting C*, but K will not be recovered properly. Thus, there is no 

opportunity for a user to recover the correct value of K unless the correct value of C is also specified. The cryptographic 

principle is thus the basis upon which the entire architecture is built; and additional security is provided as necessary 

25 and where appropriate. 

The control vector is a compact data structure for defining the usage attributes of a cryptographic key. The control 

vector is cryptographically coupled to the key via an encryption process. This process is such that the key can be de-

crypted properly only if the control vector is correctly specified. (Even a single bit change in the control vector will cause 

an entirely different key to be recovered. 
30 

- CV Checkinq 

35 

40 

45 

s0 

The control vector is designed to minimise CV checking. Control vector usage bits are defined and structured so 

that each usage attribute, by itself, grants or denies a specific usage. Thus, the capability to encipher data via the 

Encipher Data instruction is controlled via a single "Encipher" bit within the control vector whose type/subtype is "da-

ta/privacy". 

Thus, each usage attribute is defined independently from all other usage attributes. This guarantees a CV checking 

process such that each instruction checks onlythe usage attributes called for bythe requested function. A design wherein 

usage attributes are enabled only when certain other attributes are enabled or disabled is specifically avoided, since 

this increases CV checking. Some cross checking of attributes among two or more control vectors is required, but is 

kept to a minimum. 

To facilitate and simplify CV checking, each cryptographic instruction, where necessary, is passed a " mode" param-

eter declaring a specified use of the key or keys passed as parameters to the instruction. Thus, the CV checking process 

tests each control vector according to the specified "mode". This eliminates costly cross checking among control vector 

attributes to ensure consistency. 

The design also follows a principle that no cryptrographic instruction generates a control vector. All control vectors 

are supplied to the cryptographic instructions as parameter inputs. 

Where possible, like usage attributes and field definitions are located at the same bit positions in the control vector, 

regardless of CV type. This facilitates CV checking. For example, the translate ciphertext instruction interrogates the 

same bit positions in the data/privacy and the data/xlate control vectors, even though the usage bits are " E" and " D" for 

the data/privacy CV and "XOUT" and "XIN" for the data/xlate CV, respectively. 

- CV Structure 

55 In general, the control vector structure (including formats, field and bit assignments) has been defined to minimise 

and to facilitate CV checking, while at the same time providing cryptographic security. The CV structure, so to speak, is 

the variable with the greatest degree of freedom in the design process. 

The following design options have been employed in the control vector: 
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-- 1. Vertical Separation. 

The control vector has a "CV Type" field that provides vertical separation within the control vector structure, much 

like the separation provided by variants. Control vector types are defined along intuitive lines, following existing key 

5 terminology and data cryptography. However, vertical separation is implemented only where necessary under the CA, 

thus ensuring architectural simplicity and ease of comprehension of the CV checking rules. 

By first defining broad classes of CV Main Types (e.g. Data Keys, Key Encrypting Keys, PIN Keys) and then further 

defining CV Subtypes and usage attributes within CV Type; the CV checking rules can be optimised much in the same 

way that a "divided and conquer" search can be employed more effectively than a brute force approach. 
10 

-- 2. Horizontal Separation. 

The control vector is ideally suited as a data structure for recording the usage attributes to be associated with a key 

(or other cryptographic variable). Within the CA, this is accomplished by specifying a bit in the control vector for every 

75 cryptographic instruction (or key parameter within the instruction, if more than one key parameter may participate) where 

the key may be used as an input. A bit value of ' 1" signifies that a usage of the key is "enabled" by the CF whereas a 

bit value of "0" signifies that a usage of the key is "disabled" by the CF. This form of control vector structuring is called 

horizontal separation. 

20 -- 3. Encoded Fields. 

A field of two or more bits is sometimes encoded for reasons of security. An encoded field has the property that 

individual bits have no significance by themselves, but the bits together define a set of possible values. Encoded fields 
have the advantage that they define mutually exclusive events since the field can take on only one value at a time. 

25 Encoded fields have the potential disadvantage that CV checking is not always optimised from a performance standpoint. 

However, encoded fields are sometimes necessary to ensure that usage attributes cannot be mixed in inappropriate 

combinations that give rise to cryptographic attack or introduce some cryptographic weakness. 

-- 4. Protection From Non-System Generated Keys. 
30 

35 

40 

The method for coupling the control vector and key is such that CV checking is unable to detect a system generated 

key (via KGEN or GKS) from a non-system generated key. For this reason, a "back-door" method exists within the 

architecture for generating a keys and control vectors. It consists of defining a control vector "of choice" and a random 

number which is then represented as a key encrypted in the manner described under the architecture using the selected 

control vector. ( However, the method has no capability to control the key actually recovered within the cryptographic 

facility.) 

The so-called "back-door" method of key generation is primarily an annoyance, although in some cases crypto-

graphic attacks would be possible if additional measures of defence were not taken in the architecture. It would be a 

simple matter to define an architecture that eliminates this "back-door" key generation (once and for all), but doing so 

would introduce additional unwarranted complexity and processing. A more practical approach is followed by the CA, 

viz., the "back-door" key generation problem is prevented only where necessary for security reasons. Thus, a good 

balance among security, complexity, and performance is achieved. Techniques to avoid cryptographic weaknesses in-

troduced by the " back-door" method of key generation are these: 

45 --- Where necessary, conflicting usage attributes within a single control vector are split among two control vectors. The 

GKS instruction has checking that prevents so-called bad combinations of key pairs from being generated. 

--- Where necessary, conflicting usage attributes within a single control vector are grouped into a single encoded field. 

--- As a last resort, extra redundancy is used so that the CF can validate its own system generated keys. 

50 -- 5. Even Parity for Control Vectors. 

Even parity is enforced on the control vector. This ensures that the Exclusive-OR of an odd parity key with the control 

vector will result in an internal key of odd parity. This, in turn, ensures compatibility with hardware that may check such 

internally derived keys for odd parity (if such checking is enforced). Saying it another way, the CA cannot ensure that 
55 hardware will not enforce this odd parity on internal keys. 

A control vector of 64 bits, numbered 0 through 63. The most significant bit is bit 0, by convention. Of the 64 bits, 

there are 8 parity bits. 
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-- 6. Anti-Variant Bits. 

This guarantees cryptographic separation between variants and control vectors, which may unavoidably be mixed 

in some implementations internal to a node. 
5 

-- 7. Avoid Onto Mappings. 

The control vector design and the manipulation of the control vector via the cryptographic instruction set avoids 

instances where CV fields with multiple values are mapped into a single value. Some specific instances of such onto 

10 mappings are allowed (e.g., LCVA, RFMK, and RTMK instructions) where security is not jeopardised. 

- CFAP Control 

Certain bits in the control vector are reserved for CFAP. These bits can be used by CFAP for further data cryptography 

75 control. These bits are not checked by the CF, but are entirely managed by CFAP. 

- General Format for Control Vectors 

Fig. 5 shows the general format for control vectors. The first row of of Fig. 5 shows the fields that are in common 

20 for most of the control vectors. They are briefly described as follows: (Further details can be found in subsequent sub-

sections.) 

-- CV Type 

25 This field indicates the type of control vector, and is also the key type of the key to which this control vector is 

attached. The CV Type field consists of main-type and sub-type. 

The main types of a control vector are: 

Data key: Data keys are used to encrypt/decrypt data, or to authenticate data. 
so PI N key: PI N keys are used to encrypt PINs or to generate PINS. 

Key-encrypting key: Key-encrypting keys are used to encrypt keys. 

Key part: A key part is a part or a component of a key, having the same length as the key. For example, a key K 

may have two key parts Ka and Kb such that Ka XOR Kb = K. 

Intermediate ICV: An Intermediate ICV is used during MAC processing to encrypt the intermediate Output Chaining 
35 Value of a segment of data or message. This OCV is then fed into the next segment of the data and used as an 

ICV. This occurs when a message or data on which a MAC to be generated or verified is long and must be divided 

into shorter segments. 

Token: Tokens are variables used to protect the integrity of the data keys stored in the Data Key Dataset (a key 

storage for Data keys). They help prevent the access of data keys by unauthorised users. 
40 

The sub type differentiates the classes of keys of the same main type. For example, a key of main type data key 

can have the sub type of privacy (capable of doing encryption and decryption); or MAC (capable of doing data authen-

tication); or XLATE Data (capable of translating ciphertext); etc. When no sub-type distinction is made, the keys are 

normally referred by the main type (e.g., Data key, PIN key, etc.) 
45 

Export Control: This field indicates how the export of the key associated to this control vector is controlled, and 

whether the key is allowed to be exported. 

CF Enforced Usage: This field indicates for what CAfunctions the key can be used, and how it is used. For example, 

a data privacy key may have the usage attributes E=1 and D=1, which indicate that the key can be used in the 
so Encipher and Decipher function to encrypt and decrypt the data; respectively. 

AV (Anti-Variant): This field differentiates any valid control vector from the 64 predefined variants that are used in 

variant-based crypto systems. Since all 8 bytes of the any variant of the 64 predefined variants are the same, setting 

the value of the AV field such that at least two bytes of the control vector are not the same will differentiate a valid 

control vector from a predefined variant. 
55 Software Bits: This field represents control vector bits that are control Ied/managed entirely by CFAP; The software 

field is not checked/enforced by the hardware (CF). When no control vector exists, CFAP builds a control vector 

from information supplied to CFAP (normallyvia parameter in a macro). When a control vector already exists, CFAP 

will check the control vector (including the software field) to determine whether the key is allowed to operate in the 
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5 

manner specified/requested. The hardware (CF), unlike software (CFAP), checks only those bits associated with a 

CA instruction, other usage bits are not checked). 

Extension: This field indicates whether the control vector is a 64 bit control vector or an extended control vector of 

128 bits. In the current CA, all the control vectors have 64 bits in length. This field is defined now to ease the 

expanding of the control vector in the future when the number of bits required to specify the control vector exceeds 

the b4 bit length. 

Reserved Bits: This field is reserved for the system for future use. 

Parity Vector: Every parity bit is the even parity of the preceding 7 bits of the byte. 

10 For key-encrypting key control vectors, besides the common fields listed above, there are two additional fields, KEY 

FORM and LINK CONTROL. 

Key Form: This field indicates the length of the key (single or double length) and whether the key half associated 

with the control vector key is the right or left half of the key. Note that for a single length key, the right half is the 

75 same as the left half and is the key itself. 

Link Control: This field indicates how the key-encrypting key associated to this control vector is used to transmit 

other keys on the link, and what type of system (e.g., CV system or non-CV system) can keys be shipped to or 

received from , under this key-encrypting key. 

20 NOTE: The descriptions in the second row and the third row in the general figure and other referenced figures in 

this section are not part of the control vector. They are put there to give information on the fields of the control vector 
as follows: 

The second row indicates the bit length of the fields. The abbreviation'b'stands for'bit' . For example, lb stands for 1 

25 bit; 3b stands for 3 bits, etc. 

The third row indicates whether the field is checked by hardware 

(CF) or software (CFAP). 

30 

Control Vector Format for Data Key 

Data keys are divided into the following subtypes: 

Data Compatibility Key. This is the data key that would be used to maintain compatibility with existing systems such 

as IBM 3848/CUSP or IBM 4700 FCS. Since these existing systems do not have the cryptographic separation 
35 between privacy and authentication, this key can be used to perform any or all of the following functions: encipher, 

decipher, generate MACS and verify MACs. This control vectorcan be removed (i.a., substituted by CV=O on-the-link) 

when it is exported to other systems (via the RFMK instruction), whereas the control vectors for all other data keys 

except ANSI data keys cannot be removed. 

Privacy Key. This is the key used for enciphering and/or deciphering only. 

40 - MAC Key. This is the key used for the purpose of data authentication only. That is, it can only be used to generate 

MACs and/or verify MACs. 

- Data Translation Key (Data XLT Key). This is the key used in the translation of ciphertext. 

- ANSI Key. This is the key that is used in ANSI applications. It can be used to encipher and decipher data or to 

generate and verify MACs. It can also be combined with another ANSI key to form an ANSI MAC key ( i.e., a Data 

45 ANSI key with generate MAC/verify MAC capability). This control vector can be removed when exported to other 

systems (i.e., substituted by CV=O on-the-link) via the ARFMK instruction, whereas the control vectors for all other 

data keys except compatibility keys cannot be removed. 

Depending on the CV subtype of the control vector, the bits in the USAGE field have specific meaning to be described 
50 shortly. 

55 

Control Vector for Privacy Keys 

Referring to Fig. 6, the following is a detailed description of each field and subfield of the figure. 

- CV Type 

CV Type for privacy key (main type="DATA KEY", subtype="PRIVACY". 

- Export Control (controls exporting of this key): This field occupies 1 bit: 
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EXPORT CONTROL = 1: This key can be exported by RFMK. Also, the RFMK, RTMK and LCVA instruction 

can reset this bit to 0. 

EXPORT CONTROL - 0: This key cannot be exported by RFMK. Also, it cannot be changed to 1 by any in-

struction. 
s 

As an example, suppose node X generates a key K and control vector C and sends them to node Y. 

- Usage 

10 -- E 

- =1: This key can be used in the ENCIPHER instruction to encrypt the data. 

- =0: This key cannot be used in the ENCIPHER instruction to encrypt the data. 

--- = 1: This key can be used in the DECIPHER instruction to decrypt the data. 

--- =0: This key cannot be used in the DECIPHER instruction to decrypt the data. 

20 - AV (Anti-Variant) 

This field occupies two bits, used to differentiate the control vector from 64 predefined variants that are used in 

variant-based crypto systems. Since all 6 bytes of the any variant of the 64 predefined variants are the same, setting 
the value of the AV field such that at least two bytes of the control vector are not the same will differentiate a valid control 

25 vector from a predefined variant. 

- Software bits 

This field occupies 12 bits. 
30 

- CV Version 

This field is 6 bits long and is used by CFAP to distinguish the current control vector definition from future definitions. 

35 Software - Enforced Usage (See also the CFAP section.) 

40 

CVDPIM (Control Vector Data Privacy ICV Mandatory) 

CVDPCU (Control Vector Data Privacy CUsp) 

CVDP47 (Control Vector Data Privacy 4700) 

CVDPM8 (Control Vector Data Privacy Multiple of 8) 

- Extension 

This field indicates whether the control vector is a 64 bit control vector or an extended control vector of more than 

45 64 bits. 

s0 

55 

Reserved bits 

This field is reserved for the system for future use. 

Parity 

This field consists of the last bit of every byte of the control vector. The parity bit of each byte is set to achieve even 

parity for the byte. 

Control Vector for MAC keys 

Referring to Fig. 7, the following is a detailed description of each field and subfield of the figure. 
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- CV Type: 

CV Type for MAC key (main type=:DATA KEY', sub type ="MAC"). 

5 - Export Control (controls exporting of this key): 

Same description as that of Privacy keys. 

- Usage 
10 

-- MG 

- =1: This key is permitted to be used in the GMAC instruction to generate MACs on data. 

- =0: This key is not permitted to be used in the GMAC instruction to generate MACs on data. 
15 

-- MV 

--- = 1: This key is permitted to be used in the VMAC instruction to verify MACs on data. 

--- =0: This key is not permitted to be used in the VMAC instruction to verify MACs on data. 
20 

AV (Anti-Variant) 

Same description as that of Privacy keys. 

25 Software bits 

This field occupies 12 bits. 

-- CV Version 
so 

CV TYPE for MAC key (main type=:DATA KEY', sub type =" MAC"). 

-- Software-Enforced Usage (See also the CFAP section) 

35 CVDML4 (Control Vector Data MACLEN = 4) 

CVDM99 (Control Vector Data MAC MODE = ANSI X 9.9) 

CVDM19 (Control Vector Data MAC MODE = ANSI X 9.19) 

CVDM00 (Control Vector Data MAC MODE = IBM 4700) 

CVDM30 (Control Vector Data MAC MODE = IBM 4730) 
40 
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CV Type 

CV TYPE = for data compatibility key (main type="DATA KEY", sub type ="COMPATIBILITY" 

5 Export Control 

Same description as that of Privacy keys. 

Usage 
10 

-- E 

- =1: This key can be used in the ENCIPHER instruction to encrypt the data. 
- =0: This key cannot be used in the ENCIPHER instruction to encrypt the data. 

15 

-- D 

--- = 1: This key can be used in the DECIPHER instruction to decrypt the data. 

--- =0: This key cannot be used in the DECIPHER instruction to decrypt the data. 
20 

-- MG 

--- = 1: This key can be used in the GMAC instruction to generate MACs on data. 

- =0: This key cannot be used in the GMAC instruction to generate MACs on data. 
25 

-- MV 

--- =1: This key can be used in the VMAC instruction to verify MACs on data. 

- =0: This key cannot be used in the VMAC instruction to verify MACs on data. 
30 

AV (Anti-Variant) 

Same description as that of Privacy keys. 

ss Software bits 

This field occupies 12 bits. 

CV Version 
40 

Same description as that of Privacy keys. 

Software-Enforced Usage 

45 Extension 

Same description as that of Privacy keys. 

Reserved bits 
s0 

Same description as that of Privacy keys. 

Parity bits 

55 Same description as that of Privacy keys. 
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Control Vector for Data XLATE key 

Referring to Fig. 9, thehe following is a detailed description of each field and subfield of the figure. 

5 - CV Type 

CV Type for data XLATE key (main type="DATA KEY", sub type="XLATE") 

- Export Control (controls exporting of this key) 
10 

Same description as that of Privacy keys. 

- Usage 

75 -- XDout 

--- = 1: This key is permitted to be used as the output data key in the TRANSLATE CIPHERTEXT instruction. 

--- =0: This key is not permitted to be used as the output data key in the TRANSLATE Cl PHERTEXT instruction. 

20 -- XDin 

--- = 1: This key is permitted to be used as the input data key in the TRANSLATE CIPHERTEXT instruction. 

--- =0: This key is not permitted to be used as the input data key in the TRANSLATE Cl PHERTEXT instruction. 

25 - AV (Anti-Variant) 

Same description as that of Privacy keys. 

- Software Bits 
30 

This field occupies 12 bits 

-- CV Version 

-- Software-Enforced Usage - None. 
35 

- Extension 

Same description as that of Privacy keys. 

40 - Reserved Bits 

Same description as that of Privacy keys. 

- Parity Bits 
45 

Same description as that of Privacy keys. 

Control Vector for ANSI Data Keys 

50 Referring to Fig. 16, the following is a detailed description of each field and subfield of the figure. 

- CV Type 

CV Type for data ANSI key (main type="DATA KEY", sub type ="ANSI") 
55 

- Export control 

Same description as that of Privacy keys. 
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- Usage 

5 -- E 

--- = 1: This key can be used in the ENCIPHER instruction to encrypt the data. 

--- =0: This key cannot be used in the ENCIPHER instruction to encrypt the data. 

10 -- D 

-- = 1: This key can be used in the DECIPHER instruction to decrypt the data. 

-- -0: This key cannot be used in the DECIPHER instruction to decrypt the data. 

15 -- MG 

--- = 1: This key can be used in the GMAC instruction to generate MACs on data. 

--- =0: This key cannot be used in the GMAC instruction to generate MACs on data. 

20 -- MV 

--- = 1: This key can be used in the VMAC instruction to verify MAC on data. 

--- =0: This key cannot be used in the VMAC instruction to verify MAC on data. 

25 -- ACMB 

This bit indicates whether the data key can be XORed with another data key having the ACOMBKD attribute. The 

XORing process is done bythe ACOMBKD instruction, as will be described in section "ANSI Combine KDs (ACOMBKD)." 

The resulting key is used to verify and generate MACs for the messages communicated via the ANSI X9.17 protocol. 
30 

--- = 1: This data key can be combined in the ACMB instruction. 

--- =0: This data key cannot be combined in the ACMB instruction. 

AV (Anti-Variant) 
35 

Same description as that of Privacy keys. 

Software Bits 

40 CV Version 

Same description as that of Privacy keys. 

Software-Enforced Usage - None. 
45 

Extension 

Same description as that of Privacy keys. 

50 Reserved Bits 

Same description as that of Privacy keys. 

- Parity Bits 
55 

Same description as that of Privacy keys. 
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Control Vector Format for Intermediate ICV 

Referring to Fig. 11, the following is a detailed description of each field and subfield of the figure. 

5 - CV TYPE 

CV TYPE, where the last three bits xxx of CV TYPE are set to zero but are not checked by the instructions (main-

type="Intermediate ICV", subtype=Not applicable) 

10 - Export Control 

Same description as that of Privacy keys. The ICV keys are normally not imported to other nodes except in the case 

of a hot backup. Thus, normally, this field assumes the value B'00' for an ICV control vector. 

75 AV (Anti-Variant) 

Same description as that of Privacy keys. 

Software Bits 
20 

CV VERSION 

Same description as that of Privacy keys. 

25 Software-Enforced Usage - None. 

Extension 

Same description as that of Privacy keys. 
30 

- Reserved Bits 

Same description as that of Privacy keys. 

ss Parity Bits 

Same description as that of Privacy keys. 

Control Vector Format for Tokens 
40 

Referring to Fig. 12, the following is a detailed description of each field and subfield of the figure. 

- CV TYPE 

45 CV TYPE, where the last three bits xxx of CV TYPE are set to zero but are not checked by the instructions (main-

type="Token", subtype=Not applicable). 

Tokens are secret quantities used to protect the integrity of Data keys stored in the Data Keys Dataset (DKDS). 

Data keys are stored in the DKDS in the form token+e'KM.C1(K),e'KM.C2(token). Token control vector type is allowed 

in several instructions such as EMK, RTNMK and RTCMK. 
so 

- Export Control 

Same description as that of Privacy keys. The ICV keys are normally not imported to other nodes except in the case 

of a hot backup. Thus, normally, this field assumes the value B'00' for an ICV control vector. 
55 

- AN (Anti-Variant) 

Same description as that of Privacy keys. 
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Software Bits 

CV VERSION 

5 Same description as that of Privacy keys. 

Software-Enforced Usage - None. 

- Reserved Bits 
10 

Same description as that of Privacy keys. 

- Extension 

75 Same description as that of Privacy keys. 

- Parity Bits 

Same description as that of Privacy keys. 
20 

Instruction Set 

The instruction set described here is a common cryptographic function set which is implemented in the CF. There 

may be exceptions to this requirement; for instance, MDC can be implemented at a CFAP level. Other deviations in the 

25 instruction set implementation should be carefully considered based on security requirements and product environment. 

The instruction set is based on a control vector approach. There are several fields in the control vectors which may 

or may not be implemented in a particular system. However, the minimum control vector checking as described here 

must be performed in each system in the CF. If the full crypto separation is not required or only a subset of the instruction 

set is sufficient for a given application, the control vector checking can be excluded for the functions not implemented 
so in a given design. (The checking on subtype fields in the control vector, an encoded field, ensures that control vectors 

can not be mixed and matched in the crypto instructions using invalid combinations. This checking is crucial to security.) 

The instruction set equations represent the inputs required to the function and outputs expected from the function 

related to a cryptographic function described. Instead of passing actual data to the function, the implementation may 

pass the addresses of data to the function. This addressing would depend upon the given system implementation and 
35 is not described here. 

The equations describe all the parameters and data required to perform a given function. Depending upon the 

modes of the operation, some or all the parameters are used in the function, however, the fields in the equation have 

to be treated as inputs and outputs rather than the actual values of inputs and outputs as passed to the function in a 

given implementation. For example: the "A" field in the equation represent the data to be passed to a function, the 

40 physical form of this may be a 32 bit address pointing to the data to be fetched by the instruction from memory or to be 

stored to the memory. The data bus width from memory is also implementation dependent, whereas the input data to 

be encrypted or decrypted by crypto function operations is always a multiple of 8 bytes. 

There are two fundamental ways in which CV checking can be done. 

45 - Test Bits in Control Vector: Test the control vector bits according to what they should be, if it does not match then set 

a condition code and abort the operation. 

For example, in ENCIPHER instruction " E" bit of the CV is tested for " 1 ", if it is not one then the operation is aborted. 

For more complicated instructions, the testing is not as trivial as this, and we need to pass some parameters to specify 

so the intent of input and output operation and the usage of control vector. For example, in generate key set (GKS), "mode" 

is specified to the instruction to generate a particularfrom of output, and the control vector checking has to be performed 

according to the "mode" specification. 

- Set bits in Control Vector: Set a bit in control vector as appropriate then perform the operation. This does not require 
55 any testing of control vectors. 

For example, in ENCIPHER instruction " E" bit is set in the control and the operation is performed. Now, each in-

struction has to know, what bits to set and under what conditions? This strategy may not work in all cases. For instance, 
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how would the instruction know what is the bit setting for "target control'? This means, there has to be a parameter 

specified to the instruction indicating to choose a particular setting in the control vector. This approach will take away 

all the flexibility in the control vector specification. 

Either of the above two techniques will satisfy the cryptographic requirements of the control vector checking. We 

5 have chosen the "Test bits in Control vector" approach (no bits in the control vector are set by the instruction) for the 

following reasons: 

- Instruction does not have to know what bits to set nor when. 

- It is very flexible to pass a parameter like "mode' and get the possible combination of outputs, and provide a com-

10 bination of inputs to the instruction. 

If the setting is hardcoded in the CF, then it is very hard to make extension to the architecture, and it is also very 

difficult to know all the possible combinations ahead of time. 

It simplifies hardware implementation, and provides greater flexibility to software. 

It preserves the intent of control vectors: Control vectors (at the present time) are used for cryptographic separation 

75 and specifically for security reasons. Control vectors are not used in CA for "specifying an operation or a function 

to the instruction". In other words, control vectors are not like an "extended opcode" for the instruction. 

Encode (ENC) 

20 - Equation: KID, A =__= eKD(A) 

Inputs: 

KID 64 bit clear key 

A 64 bit plain text 
25 

- Outputs: eKD(A) 64 bit encrypted data 

Description: The encode function is used to encipher an 8 byte plain text data in ECB mode using a 64 bit clear key. 

No control vector is passed to this instruction. 
so Fig. 13 is a block diagram of this instruction. 

- cc: 

35 

1. successful operation 

2. unsuccessful operation (error) 

NOTE: Unsuccessful operation can be any hardware error specific to a given implementation. The condition codes 

40 (cc described here merely represent suggested condition codes forthe instruction, however, there may be more condition 

ccdes implemented in a given system. Furthermore, the CC codes do not represent the actual condition codes that have 

to be passed by the function in a given implementation, the numbering used here is for a convenient description of crypto 

architecture. 

45 - Control Vector Checking: - None. 

Decode (DEC) 

- Equation: KID, eKD(A) ___= A 

50 - Inputs: 

KID 64 bit clear key 

eKD(A) 64 bit encrypted data 

55 - Outputs: A 64 bit encrypted data 

Description: The decode function is used to encipher an 8 byte plain text data in ECB mode using a 64 bit clear key. 

No control vector is passed to this instruction. 
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Fig. 14 is a block diagram of this instruction. 

- CC: 

5 -- 1. successful operation 

-- 2. unsuccessful operation (error) 

- Control Vector Checking: - None 

10 Encipher (ENCI)  

- Equation: e*KM.C1(KD1), ICV, A, n, C1 ==== eKDI(ICV,A) 

- Inputs: 

75 e*KM.C1(KD1) 64 bit data key (KD1) triple encrypted under the master key (KM) with a control vector C1. 

ICV 64 bit plain input chaining value 

NOTE: Encrypted ICVs are managed by CFAP as described in the "ICV/CCV Management" and "Software Inter-

face." 

20 If output chaining value (OCV) is required, the last 8 byte output (En) must be used as OCV however, this is not a 

standard approach. Each system implementation treats the encryption and decryption of the last block differently. Refer 

to " Software Interface" for more details on the last block treatment and OCV generation techniques. CFAP handles all 

the possible last block encipherment and decipherment and also OCV management. 

25 A Data to be encrypted, in multiples of 8 byte blocks. 

The 8 byte blocks are Al, A2 .... An. If the last block An is not a multiples of 8 bytes, padding should be performed 

by CFAP before calling this instruction. CF instructions always assume multiples of 8 bytes data as inputs and outputs. 

so n number of 8 byte blocks to be encrypted. 

n should be as large as possible, however, this may be system dependent. CA does not define any maximum limit 

on n. For example: If number of 8 byte blocks = 10,000 and n max = 4,000, then Encipher instruction will be invoked as 

follows: 
35 

- Encipher n=4000 

-- Encipher n=4000 

- Encipher n=2000 

40 NOTE: After each call of Encipher, the last 8 bytes enciphered data En (OCV) has to be fed back as ICV input to 

the next Encipher call. 

c1 64 bit control vector for data key (KD1). 

45 - Outputs: ekDI(ICV,A encrypted data, n blocks, each block is 8 bytes (E1, E2..En). 

Description: The input data is encrypted via the CBC mode of DEA encryption. Multiples of 8 byte blocks are en-

crypted by this instruction until all n blocks are encrypted. 

The architecture defines only plain ICV input to the function. If encrypted ICV is required, the ICV can be encrypted 
50 using a data key ( KD2) using encipher instruction. Encrypted ICV's can be decrypted using decipher instruction. All the 

encrypted ICV's and OCV's are managed by the CFAP program. 

If the input data is not in multiples of 8 byte blocks then padding must be done. This padding has to be performed 

by CFAP before invoking the encipher function. 

Fig. 15 is a block diagram of this instruction. 
55 
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- 1. successful operation 

- 2. C1 is invalid 

- 3. unsuccessful operation (error) 

5 - Control Vector Checking: 

-- 1. Checking on C1 

--- CV type = "data/compatibility" or "data/privacy" or "data/ANSI' 

10 --- E usage bit = 1 

--- reserved (48:63) = X'0' 

NOTE: For all the instructions described,here, control vector checking implies that if the check is not passed then 

the instruction must be aborted and the corresponding control vector invalid condition code (cc) be turned on. If there 

75 are one or more checks to be performed on the control vectors, all the checks are performed and all the checks have 

to be passed to perform the operation. If any of the checks fail, the operation must be aborted. 

Decipher (DECI) 

20 - Equation: e*KM.C1(KD1), ICV, eKDI(ICV,A), n, C1 ==== A 

Inputs: 

e*KM.C1(Kd1) 64 bit data key (KD1) triple encrypted under the master key (KM) with a control vector C1. 

ICV 64 bit plain input chaining value. 
25 

NOTE: Encrypted ICVs are managed by CFAP as described in the "ICV/OCV Management" and "Software Inter-

face." 

If output chaining value (OCV) is required, the last 8 byte input ( En) must be used as OCV, however, this is not a 

standard approach. Each system implementation treats the encryption and decryption of the last block differently. Refer 
so to " Software Interface" for more details on the last block treatment and OCV generation techniques. CFAP handles all 

the possible last block encipherment and decipherment and also OCV management. 

eKd1(ICVA) encrypted data, n blocks, each block is 8 bytes (E1, E2..En). 

n number of 8 byte blocks to be decrypted. 
35 

n should be as large as possible, however, this may be system dependent. CA does not define any maximum limit 

on n. 

NOTE: After each call of Decipher, the last 8 bytes enciphered data En (OCV) has to be fed as input ICV to the next 

Decipher call. This is being managed by CFAP. For example: If the number of 8 byte blocks = 10,000 and n max =4000, 

40 then Decipher instruction will be invoked as follows: 

-- Decipher n=4000 

-- Decipher n=4000 

-- Decipher n=2000 
45 

Cl 64 bit control vector for data key (KD1). 

Outputs: A Plain data, in a multiples of 8 byte blocks. 

The 8 byte blocks are Al, A2 .... An. 
so 

Description: The input data is decrypted via the CBC mode of DEA encryption. The multiples of 8 byte blocks are 

decrypted by this instruction until all n blocks are decrypted. 

The architecture defines only plain ICV input to the function. If encrypted ICV is required, the CV can be encrypted 

using a data key ( KD2) using encipher instruction. Encrypted ICV's can be decrypted using decipher instruction. All the 
55 encrypted ICV's and OCV-='s are managed by the CFAP. 

Fig. 16 is a block diagram of this instruction. 

25 
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- CC: 

s 

10 

-- 1. successful operation 

-- 2. C1 is invalid 

-- 3. unsuccessful operation (error) 

- Control Vector Checking 

-- 1. Checking on C1 

CV type = "data/compatibility" or'dataiprivacy" or "data/ANSI" 

D usage bit = 1 

reserved (48:63)x , '0' 

75 GENMAC (GMAC) 

20 

25 

- Equation: e*KM.C1(KD2=1), [e*KM.C2(KD2)], ICV[e*KM.C3(OCV)], A, n, iCV-type, output-type, mac-enc, C1, [C2], 

[C3] ==== MAC (64 bit) or e*KM.C3(OCV) 

Inputs: 

e*KM.C1(KD1) KD1 is a MAC generation key for single encrypting MAC, triple encrypted under KM with a control 
vector C1. 

e*KM.C2(KD2) KD2 is an optional MAC generation key for triple encrypting MAC, triple encrypted under KM with 

a control vector C2. 

This is an optional input required for triple encrypting mac output if mac-enc = 1. 

ICV ICV equal to zero is the default Initial Chaining Value, and is standard to CA architecture, ANSI X9.9 and ANSI X9.19. 

so Non-zero plain ICV can also be used to be compatible with systems which require plain ICV input. Encrypted ICV 

input is not supported by CA as it was found that it does not provide any more security for the function. Encrypted 

intermediate ICVs are supported by CA. 

NOTE: Encrypted ICVs if required are managed by CFAP as described in the ICV/OCV Management" and "Software 

Interface." 
35 

e*KM.C3(OCV) This is a 64 bit intermediate ICV encrypted under the master key with a special control vector C3. 

This is an optional input which must be provided if large blocks of data (/n) are used to generate MAC. Decrypting 

the ICV is done internal to the function. Intermediate OCV can not be shipped from the local node, as it is stored under 

40 the master key with a control vector in the form for local use only. 

A Data to be MAC'd, in multiples of 8 byte blocks (Al, A2...An). 

n number of 8 byte blocks to be MAC'd. n should be as large as possible, however, this may be system dependent. 

45 ccA does not define any maximum limit on n. If large number of blocks have to be MAC'd then GMAC is invoked 

multiple number of times until all blocks are complete. For example: if n max is 4000 for the system, and the data to be 

MAC's are 10,000 8 byte blocks, then GMAC is invoked as follows: 

- GMAC n=4000,output-type=1 jCV-type=0 

so - GMAC n=4000,output-type=1 jCV-type=2 

-- GMAC n=2000,output-type=1 jCV-type=2 

55 

NOTE: After each call of GMAC, the intermediate ICV e*KM.C3(OCV) must be fed back to next GMAC call as ICV 

input. The decryption of this intermediate ICV must be done internally in the CF 

iCV-type iCV-type indicates whether the ICV passed to the function is zero, plain, or intermediate. 

Intermediate ICV is triple encrypted under the master key with a control vector C3. Zero ICV is a default value. 

26 

EX1024, Page 291



EP 0 354 774 B1 

- 0: zero ICV (default) 

- 1: plain ICV 

- 2: intermediate ICV (OCV) 

s output-type indicates the stage of the mac generation process to the instruction. 

0: MAC output 

1: Intermediate ICV output (OCV) 

10 mac-enc mac-enc indicates a single or triple encryption mac output 

- 0: single encrypting mac output 

- 1: triple encrypting mac output(ANSI 9.19 requirement) 

75 C1,C2,C3 64 bit control vectors for KD1, KD2, and OCV respectively. 

C2 and C3 are optional inputs to the instruction, C2 must be input if mac-enc=1, and C3 must be input if iCV-type 

=2 or output-type=l . 

20 - Outputs: 

MAC is a 64 bit output, resulted from the single encryption or triple encryption of the final input block 

of data, depending upon mac-enc parameter. This output is valid only if output-type=0. 

25 a*KM.C3(OCV) OCV is a 64 bit intermediate ICV triple encrypted under KM with control vector C3. This output 

is valid only if output-type=l . MAC output and Intermediate OCV outputs both must not be output 

at the same time for security reasons. 

Description: The input data is encrypted with CBC mode of DEA encryption, and the final block of encrypted data 
so is output. There are two modes, the single encryption mode and triple encryption mode. With the single encryption mode, 

a single key KD1 is used to create the MAC. In the triple encryption mode, the single encryption mode is employed with 

KD1 to create a MAC, except the MAC is then decrypted with KD2, and re-encrypted again with KD1 to produce the 

final 64 bit MAC. 

The instruction outputs 64 bit MAC, however, X9.9 specifies 32 bit MAC which is 32 left most bits of the 64 bit MAC 
35 output. CFAP has to extract the appropriate MAC bits from the 64 bit MAC output. 

ICV is zero as a standard and optionally can be a plain or intermediate ICVto GMAC instruction. If encrypted ICV's 

are required then CFAP must encrypt ICV under (KDS) and must pass a plain ICV to the GMAC instruction. The ANSI 

X9.9 MAC standard specifies a zero ICV for the first block and thus is defined here as a standard input. However, 

architecture provides plain and intermediate inputs to satisfy every possible need of MAC generation. 

40 If MAC generation is required for the blocks greaterthan n, intermediate ICV option must be used to generate MAC. 

This requirement provides additional security by not exposing intermediate ICVs in clear. 

If the data block is not multiples of 8 byte blocks, padding must be done. The padding has to be performed by the 

CFAP before invoking this function. MAC computation must be for the binary data as specified by the ANSI X9.9-1986 

section 5.0 and Coded character sets authentication if needed must be implemented by CFAP. 

45 Fig. 17 is a block diagram of this instruction. 

- CC: 

-- 1. successful operation 

50 -- 2. C1 is invalid 

-- 3. C2 or C3 is invalid 

-- 4. unsuccessful operation (error). 

55 

- Control Vector Checking: 

-- 1. Checking on C1 

--- data-type = "data/compatibility" or "data/mac' or'data/ANSI" 
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MG usage bit = 1 

reserved (48:63)=X'0' 

2. Checking on C2 if (mac-enc =1). 
5 

CV type = "data/compatibility" or 'data/mac" or "data/ANSI" 
MG usage bit = 1 

reserved 48:63) =X'0' 

10 3. Checking on C3 if ( iCV-type=2 OR output-type = 1). 

--- CV type= " Intermediate ICV" 

Verify MAC (VMAC)  
15 

Equation: e*KM.C1(KD1), [e*KM.C2(KD2)] ICV[e*KM.C3(OCV)], A, MAC, n, iCV-type, output-type, mac-enc, 

mac-Ien, C1, [C2], [C3] ==== yes/no or a*KM.C3(OCV) 

Inputs: 

20 a*KM.C1(KD1) KD1 is a mac verification key for single encrypting mac, triple encrypted under KM with a control 

vector Cl 

e*KM.C2(KD2) KD2 is a mac verification key for triple encrypting mac, triple encrypted under KM with a control 

vector C2. 

25 This is an optional input required for triple encrypting mac output if mac-enc=1. 

ICV ICV equal to zero is the default Initial Chaining Value, and is standard to CA architecture,ANSI X9.9 and ANSI 

X9.19. 

so Non-zero plain ICV can also be used to be compatible with systems which require plain ICV input. Encrypted ICV 

input is not supported by CA as it was found that it does not provide any more security for the function. Encrypted 

intermediate ICVs are supported by CA. 

NOTE: Encrypted ICVs if required are managed by CFAP as described in the "ICV/OCV Management" and "Software 

Interface." 
35 

e*KM.C3(OCV) This is a 64 bit intermediate ICV encrypted under the master key with a special control vector C3. 

This is an optional input but must be provided if large blocks of data (] n) are used to verify MAC. Decrypting the 

ICV is done internal to the function. Intermediate OCV can not be shipped from the local node, as it is stored under the 

40 master key with a control vector in the form for local use only. The intermediate ICV's must be secret in the MAC veri-

fication process to protect from attacks. 

A Data used in MAC, in multiples of 8 byte blocks (A1,A2 ... An). 

MAC 64 bit MAC input to the instruction either single or triple encrypted. 
45 

By default, only left most 32 bits of this MAC are used for MAC comparison. mac-Ien may be used to explicitly 

specify other comparison lengths. 

n number of 8 byte blocks MAC'ed. n should be as large as possible, however, this may be system dependent. 
so 

If large number of blocks have to be mac verified then VMAC is invoked multiple number of times until all blocks 

are complete. For example: if n max is 4000 for the system, and the data to be verified are 10,000 8 byte blocks, then 

VMAC is invoked as follows: 

NOTE: After each call of VMAC, the intermediate ICV e*KM.C3(OCV) must be fed back to next VMAC call as ICV 
55 input. The decryption of this intermediate ICV must be done internally in the CF. 

-- VMAC n=4000,output-type=1,iCV-type=0 

-- VMAC n=4000,output-type=lI JCV-type=2 
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-- VMAC n=2000,output-type=O,ICV-type=2 

iCV-type iCV-type indicates whether the ICV passed to the function is zero, plain, or intermediate. Intermediate 

ICV is triple encrypted under the master key with a control vector C3. 
5 

O:zero ICV (default) 

1:plain ICV 

2: intermediate ICV (OCV) 

10 output-type indicates the stage of the mac verification process to the instruction 

-- 0: MAC Verification output 

-- 1 : Intermediate ICV output (OCV) 

75 mac-enc mac-enc indicates a single or triple encryption mac input. 

--- 0 : single encrypting mac input 

--- 1 : triple encrypting mac input (ANSI 9.19 requirement) 

20 mac-len mac-len specifies the number of bytes of the mac to be compared. 4 left most bytes are compared 

as a default. 

--- 0 : 4 left most bytes 

-- 1 : 5 left most bytes 
25 --- 2 : 6 left most bytes 

--- 3 : 7 left most bytes 

-- 4: 8 bytes 

NOTE: provision of 4, 5, 6, 7, 8 byte MAC verification may subvert MAC generation process for 8 byte MAC. CFAP 
30 may consider some checking for different length MAC verification. 

C1,C2,C3 64 bit control vectors for KD1, KD2, and CCV respectively. 

C2 and C3 are optional inputs to the instruction, C2 is required if mac-enc=1, and C3 is required if iCV-type=2 or 
35 output-type=l. 

- Outputs: 

yes/no mac is verified or not. 

40 e'KM.C3(OCV) OCV is a 64 bit intermediate ICV triple encrypted under KM with control vector C3. This is an 

optional output valid for output-type=l . 

Description: The input data is encrypted with CBC mode of DEA encryption using data key KD1 and 32 left most 

bits of the final encrypted block are compared for equality with the supplied MAC.32 bit MAC compare is a default value, 

45 and other comparisons must be made as specified by the mac-len parameter. CC = 1 is set for macs equal and CC=2 

is set if macs are not equal. There are two encryption modes: single encryption mode, a single key KD1 is used to create 

the MAC. In the triple encryption mode, the single encryption mode is employed with KD1 to create a MAC, except the 

MAC is then decrypted with KD2, and re-encrypted again with KD1 to produce the final 64 bit MAC. The MAC is generated 

as specified by mac-enc input and then compared with the supplied mac to the function. 
50 The first ICV is zero as a standard and optionally can be plain. Intermediate ICV must be used if the mac'd data is 

greater than n blocks in length. If the data block is not multiples of 8 byte blocks, padding must be done. The padding 

has to be performed by the CFAP before invoking this instruction. 

Fig. 18 is a block diagram of this instruction. 

55 - CC: 

1. MACS equal 

2. MACS not equal 
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3. C1 is invalid 

4. C2 or C3 is invalid 

5. unsuccessful operation (error). 

5 - Control Vector Checking: 

-- 1. Checking on C1 

10 

15 

20 

CV type = "data/compatibility' or 'data/mac" or "data/ANSI" 

MV usage bit = 1 

reserved (48:63)=X'0' 

2. Checking on C2 if (mac-enc =1). 

CV type = "data/compatibility" or 'data/mac" or "data/ANSI" 

MG usage bit = 1 

reserved 48:63) =X'0' 

3. Checking on C3 if ( iCV-type=2 OR output-type = 1). 

---- CV type = " Intermediate ICV" 

25 Translate Cipher Text (TCTXT) 

30 

35 

Equation: e"KM.C1(KD1), ICV1, eKD1(ICV1,A), e'KM.C2(KD2), ICV2, n, C1, C2 

___= eKD2 (ICV2,A) 

Inputs: 

e'KM.C1(KD1) 

ICV1 

eKD1(ICV1,A) 

ICV2 

n 

C1, C2 

KD1 is an input data key, triple encrypted under KM with a control vector C1. 

64 bit clear ICV. 

KD2 is an output data key, triple encrypted under KM with a control vector C2 

64 bit clear ICV. 

Number of 8 byte blocks of data to be translated. 

Control vectors for KD1, KD2 respectively. 

Outputs: eKD2(ICV2,A) outputs Data A encrypted with data key KD2 using ICV2. 

40 Description: Translate cipher text instruction translates data from one data key and ICV to another data key and 

ICV. This instruction operates with data/xlt keys, and data/compatibility keys. CV keys or CV=O keys can be used to 

translate data, no mix and match of these key types are permitted by this instruction. The data can be up to n 8 byte 

blocks, the translation is done in the crypto facility without exposing the clear data outside the crypt facility. 

The ICV inputs ICV1 and ICV2 can only be plain ICV inputs to the instruction. No intermediate ICV is provided by 

45 the instruction. If more than n blocks of data have to be translated, and the data has to be chained then CFAP has to 

pass the last 8 byte encrypted block(En) as input to ICV. If encrypted ICVs are used then CFAP must decipher the ICVs 

before passing ICVs to the instruction. 

NOTE: The xlate Ciphertext instruction is specifically designed to operate with CV-only keys (i.e., xlate data keys). 

There is no compatibility mode xlate ciphertext option offered. To get around this, the xlate ciphertext instruction will 

50 accept data keys with the D and E attributes as well as the XDin and XDout attributes. But this is provided as a service 

to reduce the accidental exposure of clear data, since an insider adversary could recover data unclear using the decipher 

instruction. It is not possible to isolate the xlate ciphertext keys in the compatibility mode, and to architect a control vector 

for this would give an illusion of security, when in fact, an attack could be perpetrated with the RTMK instruction by 

importing an intended xlate key (sent over CV=O channel) as a decipher key. Thus, the xlate ciphertext data channel 
55 could be subverted by deciphering data sent over that channel. 

Fig. 19 is a block diagram of this instruction-

- CC: 
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-- 1. successful operation 

-- 2. C1 or C2 is invalid 

-- 3. unsuccessful operation (error) 

5 - Control Vector Checking: 

-- 1. Checking on CI 

--- CVy type ="data/xlt" or "data/compatability" 

10 --- If (CV type = "data/At") then XDin = 1 

--- reserved (48:63)=X'0' 

-- 2. Checking on C2 if (mac-enc =1). 

75 - CV type = "data/lxt" or "data/compatability" 

--- If (CV type ="data/xlt") then XDout = 1. 

--- reserved 48:63) =X'0' 

20 

3. Checking on C1 and C2 

--- CV type(C1) ="CV type (C2) 

MDCOP (MDC OPERATION)  

25 DESCRIPTION: It is within the skill of the art to provide an instruction which calculates a Modification Detection 

Code ( MDC) and this is not further discussed herein. 

ICV/OCV Manaqement 

so An initial chaining value (ICV) is a 64 bit random, pseudo-random, or, in some cases, non-repeating value used with 

the cipher block chaining (CBC) mode of encryption of the DEA and with some algorithms for calculating message 

authentication codes (MACS). 

ICV management includes options for electronic transmission and local storage of both plain and encrypted ICVs. 

However, encrypted ICVs must first be decrypted before being used as input parameters to any of the cryptographic 
35 functions. 

An output chaining value (OCV) is a 64 bit value returned; under certain conditions, by the GENMAC and VERMAC 

cryptographic instructions. The same cryptographic instruction is again called and the OCV is passed as the ICV. The 

OCV is always encrypted in the form eKM.CV(OCV), where CV is acontrol vectorfor intermediate ICV. Forthe VERMAC 

instruction, an encrypted OCV is absolutely essential for reasons of security. A plain OCV, in this case, could be used 

40 to reveal MACs, which is something that the VERMAC instruction is not supposed to do. An encrypted OCV is also 

defined for the GENMAC instruction. This is done so that the GENMAC and VERMAC instructions are made as similar 

as possible, thus allowing for possible function overlap in hardware. 

45 

ICV Management Outside the Cryptrographic Facility 

The Communication Architecture permits the following three modes of electronic transmission of the ICV: 

1. Plain ICV: sent in the clear. 

2. Encrypted ICV: encrypted with a data key (KD) shared between the sender and receiver. 

so 3. Private Protocol: ICV established using a private protocol between sender and receiver. 

Under the CA, CFAP must handle both plain and encrypted ICVs. Although, applications may elect to manage their 

own encrypted ICVs thus passing plain ICVs to CFAP to encrypt ICVs for transmission and to decrypt all encrypted I DVs 

received from other nodes. Optionally,the cryptographic support program may also establish ICVs using a private pro-
55 tocol. 
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ICV Management Inside the Cryptographic Facility 

Control vectors are not used for the electronic distribution of IDVs, nor are there any bits in the control vector that 

may be used by the cryptographic facility (hardware) to control ICV distribution. There is no checking or enforcement 

5 by the cryptographic facility of the mode of ICV distribution. Thus, ICV management is strictly a function of the crypto-

graphic support program (i.e., software external to the cryptographic facility). 

All ICV's passed as cryptographic function input parameters to the cryptographic facility must be plain ICVs. ICV = 

0, which is required by the G ENMAC and VERMAC instructions, is just asubcase of Plain ICV. The affected cryptographic 

instructions are these: 
10 

1. Encipher 

2. Decipher 

- 3. Genmac 

- 4. Vermac 

75 - 5. Translate Cipher Text 

Acronyms and Abbreviations 

20 

CC Condition code 
CA or CCA Cryptographic Architecture 

CV Control Vector (nothing to do with ICV or OCV) 

CBC Cipher Block Chaining. An encryption mode of the Data Encryption Standard. 

25 DED Decipher, Encipher and Decipher 

DEA Data Encryption Algorithm 

DES Data Encryption Standard 

ECB Electronic Code Book. An encryption mode of DES. 

EDE Encipher, Decipher and Encipher 
so ICV Input Chaining Value (Nothing to do with CV) 

KDx Data Key (x = integer) 

KEKx Key Encrypting Key (x - integer) 

KM Master Key 

KMN New master key 
35 KMO Old master key 

KPEx Pin Encrypting Key (x = integer) 

KPGx Pin Generation Key (x = integer) 

KPVx Pin Validation Key (x = integer) 

KKNI Immediate notarized key, 128 bits 

40 KKNIL Left 64 bits of KKNI 

KKNIR Right 64 bits of KKNI 

KDmac Temporary MAC key for ANSI message 

MAC Message Authentication Code 

MDC Modification Detection Code 

45 OCV Output Chaining Value 

PIN Personal Identification Number (used with ATMs) 

Alqorithms 

so Encode and Decode Alqorithm 

The Encode and Decode instructions use the ECB (Electronic Code Book) mode of the DES. There is no chaining 

or feedback in this mode. Fig. 20 illustrates the operation of the ECB mode of encryption and decryption. 

55 Cipher Alqorithm 

The Enciphering/Deciphering Algorithm is the National Bureau of Standards Data Encryption Standard (DES) or 

equivalentlythe American National Standards Institute Data Encryption Algorithm (ANSI DEA) X9.92-1981. Cipher Block 

32 

EX1024, Page 297



EP 0 354 774 1131 

Chaining (CBC) is done as specified in ANSI Cryptographic Modes of Operation X9.106-1983. Figs. 21 and 22 show 

the CBC mode of operation of Encipher and Decipher operations respectively. 

Message Authentication (MAC) 
5 

The Financial Institution Message Authentication Standard (Wholesale ANSI X9.9) as referenced in Reference (6), 

defines a process for authentication of messages from originator to recipient. This process is independent of commu-

nication media an and payment systems. 

The authentication process includes the computation, transmission, and verification of a Message Authentication 

10 code (MAC). The MAS=C is based on either of the complete message text or a selected message elements of the text. 

The MAC is added to the message by the originator and is transmitted to the recipient. The message or message 

elements are accepted as authentic by the recipient if the same algorithm and secret key produce a MAC identical to 

the received MAC. The security of the authentication process is directly dependent on the security afforded to the secret 

key. 

75 The MAC is generated as shown in Fig. 23. The authentication algorithm as described in this standard may be 
implemented using either the 64 bit CBC or CFB modes of operation as described in ANSI X3.106-1983. Both modes 

shall be initialized so as to produce equivalent MAC's. KEY is a 64 bit key, and Al through An are 64 bit data blocks. 

Initial chaining value is'0' in this standard and CBC mode of operation should be implemented as shown in Fig. 23. If 

An is less than 64 bits, then '0's are appended (padded) to the right of the remaining bits. The left most 32 bits of (on) 

20 are taken as the MAC. 

NOTE: The capability should exist to generate and to process 48 to 64 bit MAC'S. For these cases, the left most 48 
bits or the entire final output (On) are taken as the MAC. 

The algorithm describes the MAC generation for binary data. Message authentication for "Coded Character Sets" 
should be implemented as described in the ANSI X9.9-1986, the MAC algorithm is invoked after the characters are 

25 represented in binary data. 

MDC Algorithms 

Two MDC algorithms can be used: 
30 

1. MDC-2 - Two encipherments per 8 byte input data block 

2. MDC-4 - Four encipherments per 8 byte input data block 

Two different algorithms allow the invoker to trade a 50% performance improvement for a slight decrease in security 
35 depending on his applications. 

MDC-2 (text) 

40 

45 

1. Pad the input text with X'FF' to a multiple of 8 bytes. 

2. Partition the input text into [n] 8 byte blocks T8[1 ] to T8[n]. 

3. If n=1 then set n=2 and T8[2] = 8 bytes of x'00'. 

4. Set initial values of KD1 and KD2 (see below). 

5. For [ i] = 1,2,...,n: 

a. MDCOP(KD1,KD2,T8[i],T8[i] 

b. KD1 :=OUT1 

c. KD2 :=OUT2 

d. end of FOR loop 

50 -- 6. Output of MDC-2 is the 16 byte MDC :=(KD1 // KD2). 

MDC_4 (text) 

- 1. Pad the input text with X'FF' to a multiple of 8 bytes. 
55 - 2. Partition the input text into [n] 8 byte blocks T8[1 ] to T8[n] 

- 3. If n=1 then set n=2 and T8[2] = 8 bytes of x'00' 

- 4. Set initial values of KD1 and KD2 (see below) 

- 5. For [ i] = 1,2,...,n: 
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5 

a. MDCOP(KD1,KD2,T8[i],T8[i]) 

b. KD1 int :=OUT1 

c. KD2int :=OUT2 

d. MDCOP(KD1int,KD2int,KD2,KD1) 

e. KD1 :=0UT1 

f. KD2:=0UT2 

g. end of FOR loop 

- 6. Output of MDC_4 is the 16 byte MDC :=(KD1 // KD2) 
yo 

The initial values of KD1 and KD2 are as follows: 

1. KD1 :=X'5252525252525252' 

2. KD2 :=X'2525252525252525' 
75 

Notarisation Alqorithms  

Usinq KK 

20 Let KK be the key which is to be used to compute the notarisation key. Then: 

- KKR = KK + FM1 (+ is exclusive or operation, and FM1 is first 8 bytes of from ID) 

- KKL = KK + T01 (T01 is the first 8 bytes of to ID) 
- NS1 = eKKR(T02) (T02 is the second 8 bytes of to ID) 

2s - NSr = eKKL(FM2) (FM2 is the second S bytes of from ID) 

- NS = ( left most 32 bits of NS1) // 

right most 32 bits of NSr) + CT 

(CT is a 64 bit counter associated with KK) 

KN = KK + NS 
30 

KN is a notarised key used to encrypt either KID or KK. 

Using *KK 

35 Let *KK be the key which is to be used to compute the notarisation key. Then: 

- **KK = KK1 // KKr 

- KKR = KKr + FM1 (+ is exclusive or operation, and FM1 is first 8 bytes of from ID) 

- KKL = KK1+ T01 (T01 is the first 8 bytes of to ID) 

40 - NS1 - eKKR(T02)+ CT (T02 is the second 8 bytes of to ID and CT is a 64 counter associated with *KK) 

- NSr = eKKL(FM2)+CT (FM2 is the second 8 bytes of from ID) 

- *KN = (KK1 + NS1) // (KKr + NSr) 

45 

*KN is a notarised key used to encrypt either a KID or (*) KK. 

Standards and Definitions  

Standards 
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ANSI X9.9 - 1986 "American National Standard for Financial Institution Message Authentication (Wholesale)". 

This standard established a method to authenticate financial pessages (wholesale), including fund transfers (e.g. wire 

transfers), letters of credit, security transfers, loan agreements and foreign exchange contracts. 

NISI X9.17 - 1985 "Financial Institution Key Management (Wholesale)". This standard establishes methods (in-

s cluding the protocol) for the generation; exchange and use of cryptographic keys of authentication and encryption. 

ANSI X9.19 - 198X  " Financial Institution Retail Message Authentication". This standard establishes a method to 

authenticate financial messages for retail transactions. 

ANSI X9.23 - 198X  " Encryption of Wholesale Financial Messages". This standard established a method to encrypt 

wholesale financial messages in order to provide confidentiality (e.g., wire transfers, letters of credit, etc.) 

10 ISO DIS 8583  " Bank Card Originated Messages - Interchange Message Specifications - Content for Financial  

Transactions". This international standard specifies a common interface by which bank card originated messages re-

lating to a financial transaction may be interchanged between private systems. It specifies message structure, format 

and content, data elements and values . 

ISO DIS 8720 "Message Authentication' 

75 ISO DP 8730 "Banking - Requirements for Standard Message Authentication (wholesale)". This international 

standard specifies a technique for protecting the authenticity of messages passing between financial institutions by 

means of a Message Authentication Code (MAC). 

ISO DP 8731 "Banking - Approved Algorithms for Message Authentication - Part 1 : DES- 1 Algorithm". This part 

of ISO 8731 deals with the Data Encryption Algorithm (DEA-1) as a method for use in the calculation of the Message 

20 Authentication Code (MAC). Part-2 Other non DEA Algorithms 

ISO DP 8732 "Banking - Key Manaqement Wholesale" This international standard specifies methods for the man-
gement of keying material used forthe encryption and authentication of messages exchanged in the course of wholesale 

financial transactions. 

ISO DP 9546 "Personal Identification Number Manaqement and Security Part 1 - PIN Protection Principles and  

25 Technique" This standard specifies the minimum security measures required for effective PIN management. Standard 

means of interchanging PIN data are provided. 

Instructions and Macros Summary Chart 

so Fig. 24 summarises the equations for each of the data instructions. 

Operation  

35 

40 

45 

The operation of the arrangement will become clear from the following description of the execution of several cryp-

tograhic data management functions. These data management functions make use of the encipher, decipher, generate 

MAC, verify MAC and translate ciphertext instructions. Operationally, these instructions require, besides data, key and 

control vector parameters, an initial chaining value (ICV). However, since the I CV is of secondary importance in explaining 

the data management functions, as a convenience ICVs are omitted from the discussion. However, the reader will ap-

preciate that the originator of ciphertext and MACs will also be required to generate, use, and communicate ICVs to 

other communicants in order that the cryptographic instruction will operate consistently and in conformance to their 

defined, architected interfaces. See for example C. H. Meyer and S. M. Matyas, "Cryptography: A New Dimension in 

Computer Data Security," John Wiley & Sons, 1982. 

- 1. Data Confidentiality. Data confidentiality protects the contents of a message or file from unauthorised disclosure. 

Applications of data confidentiality include the following: 

-- a. Session Protection. Data encryption is used to protect the confidentiality or session level data transmission be-

tween two communicating devices. Each end user (device or application) shares a common data encrypting/de-

crypting key, thus permitting each end user to both send and receive encrypted data. 

50 Under the disclosed arrangement, as shown in Fig. 25, session protection is provided by a data/privacy key shared 

between two end users. Each key is stored in operational form, i.e., encrypted under the master key of each respective 

device. The control vector usage attributes of each key are encipher (E) and decipher (D), respectively, which enables 

each key to be used to both encipher with an encipher instruction and decipher data with a decipher instruction. 

55 -- b. File Protection. Data encryption to protect the confidentiality of data files. A single end user (device or application) 

possesses a data encrypting/decrypting key KID permitting data to be encrypted for storage and to be decrypted, 

at a later time, for purposes of recovery or access to the file. 
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Under the disclosed arrangement, as shown in Fig. 26, file protection is provided by a data/privacy key KD belonging 

to or possessed by a single end user. The key is stored in import form; i.e., encrypted under a key encrypting key with 

KEK/receiver attribute. The encrypted data/privacy key is stored in a data storage with the encrypted data, e.g., in a file 

header record. Because the key KD is encrypted under KEK in the import form, a re-encipher to master key (RTMK) 

5 instruction is authorised by the control vector for KEK to enable it to re-encipher the data/privacy key KD under the 

master key KM. Once in the operational form, the key KD can be used to encipher and decipher data. Storing the key 

KD in data storage encrypted under KEK in the import form means that the master key KM can be changed without 

causing the data/privacy key KD to be invalid or unusable for file recovery. The control vector usage attributes of the 

data/privacy key KD are encipher ( E) and decipher (D). This permits a data file to be both encrypted using an encipher 

10 instruction and decrypted using a decipher instruction with the same key. 

c. Encrypted Mail Box. The encrypted mail box describes a multi-user environment in which each user has a da-

ta/privacy key in two encrypted forms, encrypted under a storage key formed as the exclusive-OR of the master 

key KM and the control vector of the associated data/privacy key. The first form permits data encryption; the second 

75 form permits data decryption. The first form of the key is placed in a central directory or central registry accessible 

to all users of the system. Each so registered key is recorded under a user identifier belonging to the user who 

registers the key. Each sending user i can obtain a copy from the central directory. He then stores the encryption 

key under his master key KMi. The second form of the key is kept private by the receiving user j to which it belongs, 

under j's master key KMj. Thus, a user i who wishes to send encrypted messages to user j, first requests user j's 
20 encryption key from the public directory. Data encrypted by user i using an encipher instruction with this key is then 

sent to user j and placed in user j's mail box. User j can read received mail by decrypting first with his/her private 
decryption key using a decipher instruction. But since no other user has access to user j's decryption key, the 

environment is such that users can encrypt mail going to each other user but only the authorised designated receiving 

user can decrypt and read his/her mail. 
25 

Under the disclosed arrangement, as shown in Fig. 27, an encrypted mail box environment is provided via a da-

ta/privacy key which has been generated in two forms. The first form permits encipher (E) only and the second form 

permits decipher (D) (not necessarily decipher only, since possession of both encipher and decipher attributes by the 

recipient would suffice). The control vector usage attributes for the first form of the data/privacy key are encipher ( E) 
so only and for the second form of the key are decipher (D) only (or both E and D). 

d. Ciphertext Translation Centre (CTC). The ciphertext translation centre is a network node or device capable of 

securely translating encrypted data from encryption under a first data key to encryption under a second data key 

with a translate ciphertext instruction. In effect, the CTC possesses one or more data keys under which encrypted 
35 data may be received and one or more data keys under which received encrypted data may be re-encrypted. These 

data keys thus establish a secure channel permitting the CTC to translate ciphertext from one key to another but 

not to decrypt ciphertext. The CTC may be further restricted from encrypting data with one or more of these da-

ta/privacy keys for the purpose of introducing data into the secure channel. 

40 Under the disclosed arrangement, as shown in Fig. 28, a ciphertext translation centre is provided via a data/xlate 

key used in combination with a data/privacy key. Consider a network of n devices connected to a single ciphertext 

translation centre (CTC). Each device generates a data key in two encrypted forms. The first form is a data/privacy key 

stored in operational form, where the storage key is the master key KM exclusive-ORed with the control vector of the 

data/privacy key. The control vector for this key has encipher (E) and decipher (D) attributes for bi-directional commu-

45 nication. The second form is a data/xlate key in export form, suitable for export to the CTC where the storage key is a 

key encrypting key KEK which is exclusive-ORed with the control vector of the data/xlate key. At the CTC, the received 

data/xlate key is imported using the RTMK instruction, which converts the received data/xlate key to an operational form. 

The control vector for this key has Xlate-in and Xlate-out attributes for bi-directional communication. Thus, data enci-

phered at device " i" can be translated with a translate ciphertext instruction at the CTC to encipherment under a key 
50 known to any one of the other devices. But the CTC cannot decrypt received inbound encrypted data nor encrypt data 

in a form comparable to the outbound encrypted data, since the control vector associated with the data/xlate key has 

no usage attributes permitting the encipher or decipher instructions to be executed. 

In order to provide only uni-directional ciphertext translation from system A to system B, the respective control 

vectors establish that the first form of the first data key is a data/privacy key with an encipher only usage attribute; the 
55 second form of the first data key is a data/xlate key with an xlate-in usage attribute; the first form of the second data key 

is a data/privacy key with a decipher only (or encipher and decipher) usage attribute; and the second form of the second 

data key is a data/xlate key with an xate-out usage attribute. 
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e. Peer-to-Peer Ciphertext Translation. As is shown in Fig. 29, this environment consists of a chain of two or more 

CTCs which establish a secure channel from one set of network devices to another set of network devices. Fig. 29 

is an example of uni-directional peer-to-peer ciphertext translation. The first CTC in the chain possesses one or 

more data keys under which encrypted data may be received from the first set of network devices. Each CTC in the 

chain possesses one or more data keys under which encrypted data may be re-encrypted, but not decrypted. The 

CTCs may be further restricted from encrypting data with one or more of these keys for the purpose of introducing 

data into the secure channel. The last CTC in the chain re-encrypts the encrypted data under one or more data 

keys shared with members of the second set of network devices. 

10 Under the disclosed arrangement, a ciphertext translation centre is provided via a data/xlate key used in combination 

with either a data/privacy key or another data/xlate key. Consider a node i of a network A of devices connected to a 

node j of a network B of devices via a chain of k CTCs, labelled in order CTC1, CTC2,...,CTCk. Node i generates a data 

key in two forms. The first form is a data/privacy key in operational form. The control vector for this key has an E attribute. 

The second form is a data/xlate key in export form, suitable for export to CTC1, the first CTC in the chain. At CTC1, the 

75 received data/xlate key is imported using the RTMK instruction, which converts the received data/xlate key to an oper-

ational form. The control vector for this key has an xlate-in attribute. 
Node j generates a key in the same two forms: an operational data/privacy key and exportable data/xlate key. The 

control vector of j's data/privacy key has a decipher attribute. The data/xlate key is shipped to CTCk, the last CTC in 

the chain. At CTCk, the received data/xlate key is imported to operational form via RTMK. The control vector for this 
20 key has an xlate-out attribute. 

Each CTC in the chain (except CTCk) generates a data/xlate key in two forms: operational and exportable. The 
operational data/xlate key has a control vector with an xlate-out attribute. The exportable form is shipped to the next 

CTC in the chain, i. e. CTCx ships to CTC(x+1) for x equals 1 to ( k-1). The receiving CTC imports the received data/xlate 

key and converts it to operational form via the RTMK instruction. The control vector for the data/xlate key has an xlate-in 

25 attribute. 

Alternatively, a third party node can generate and ship a data/xlate key and its associated control vector in two forms 

for nodes x and x+1, an xlate-out for node x and an xlate-in for node x+1. 

Thus, data enciphered at node i of network A with the encipher instruction, can be translated and re-translated along 

the chain of CTCs from CTC1 to CTCk with a translate ciphertext instruction and finally to node j of network B. But none 
so of the CTCs in the chain can decrypt received inbound data nor encrypt arbitrary data in a form comparable to the 

outbound encrypted data. Thus, the chain of CTCs and the above-defined keys form a secure channel permitting the 

CTCs, as a group to translate data enciphered under one key held by node i to encipherment under another key held 

by node j. Although Fig. 29 shows a uni-directional peer-to-peer communication, the control vectors can be modified to 

allow bi-directional communication. 
35 

- f. Translate Part of an Encrypted File. This is an application wherein part of an encrypted file can be translated to 

a key which can be conveniently shared with an intended receiver. The method avoids sharing the original data/pri-

vacy key used to encrypt the file, since doing so may jeopardize the confidentiality of data not intended to be shared. 

40 In order for a user or application program to beneficially use this feature, it is necessary for the user to generate a 

data key in two encrypted forms. The first form of the data key is a data privacy key stored in operational form, i.e., 

encrypted under a storage key formed as the exclusive-OR operation of the master key and a first control vector asso-

ciated with the first form of the data key. The second form of the data key is a data xlate key stored in import form., i.e., 

encrypted under a storage key formed as the exclusive-OR operation of a key encrypting key KEK1 and a second control 

45 vector associated with the second form of the data key, where the control vector of KEK1 defines KEK1 as an import 

key encrypting key. 

NOTE: defining KEK1 as an import key encrypting key permits the so encrypted data xlate key encrypted under 

KEK1 to be re-enciphered, at any later time, from encipherment under KEK1 to encipherment under the master key via 

a re-encipher to master key (RTMK) instruction. 

50 The control vector for the first form of the data key is a data/privacy control vector with usage attribute encipher ( E), 

thus allowing data to be enciphered under the data key via an encipher instruction. The control vector for the second 

form of the dal key is a data/xlate control vector with usage attribute xlate in (Xin), thus allowing data enciphered under 

the data key to be translated from encipherment under the data key to encipherment under some other data key via a 

translate ciphertext instruction. 
55 In practice, as shown in Fig. 30, the data file is first encrypted with the data key K1 via an encipher instruction using 

the first form of the data key, i.e., the operational form of the key whose control vector is a data/privacy control vector 

with usage attribute encipher (E). The second form of the data key stored in import form is written in a header record of 

the encrypted data file. Thus, at any later time when it is desired to translate part of the encrypted data file from encryption 
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under the present data key (called the first data key) to encryption under a second data key, the following procedure is 

followed. The second form of the first data key stored in import form and written in the header record of the encrypted 

data file is assessed and is re-enciphered from encryption under KEK1 to encryption under the master key by using an 

RTMK instruction. This converts the second form of the data key (i.e., the data/xlate with xin usage attribute) to an 

5 operational key which is now suitable for use in translate ciphertext instruction. 

A second data key K2 is now generated in two encrypted forms. The first encrypted form of the key is a data/xlate 

key stored in operational form, i.e., encrypted under a storage key formed as the exclusive-OR operation of the master 

key and the control vector associated with the data/xlate key. The second encrypted form of the key is a data/privacy 

key stored in export form, i.e., encrypted under a key encrypting key KEK2 shared with the intended receiver. ( It is 

10 assumed that the intended receiver can importthe so-generated data/privacy keyvia a re-encipherto master key (RTMK) 

instruction, thus causing the data/privacy key to be stored encrypted under a storage key formed as the exclusive-OR 

operation of the master key of the supporting device and the control-vector associated with the data/privacy key.) The 

control vector usage attributes for the first form of the second data key ( i.e., for the data/xlate key) are xlate out (Xout) 

and for the second form of the second data key (i.e., for the data/privacy key) are decipher ( D) only (or decipher and 

75 encipher). Now a portion of the encrypted data file is re-enciphered from encryption under the first data key to encryption 

under the second data key via a translate ciphertext instruction, using second encrypted form of the first data key which 

has been re-enciphered from import form to operational form (whose control vector designates the key as a data/xlate 

key with Xin usage attribute) and the first encrypted form of the second data key already in operational form (whose 

control vector designates the key as a data/xlate key with Xout usage attribute). The so-translated ciphertext is then 

20 sent from system i to the intended receiver system j, whereupon the encrypted data is decrypted via a decipher instruc-

tion, using the second form of the second data key (whose control vector designates the key as a data/privacy key with 
a D usage attribute). 

As shown by the example, Part A' of the encrypted file A can be given to another user j without requiring the data 

to be decrypted in clear form at the device of the first user i and without requiring the first user i to share the data key 

25 K1 under which the entire file A is encrypted. 

- 2. Data Integrity. Data integrity protects the contents of a message or file from unauthorized modification. This 

includes changes, additions, and deletions to the data. Cryptography provides only methods for detecting unau-

thorised changes to data. It cannot prevent unauthorised changes to data. 
30 

Message Integrity. Each end user (device or application program) in a multi-user environment shares a common 

data MAC generation/verification key, thus permitting each end user to generate MACS (message authentication 

codes) on messages transmitted to any other end user and permitting each end user to verify MACS on mes-

sages received from other end users. 
35 

Under the disclosed arrangement, as shown in Fig. 31, message integrity is provided by a data/MAC key shared 

between two end users. Each key is stored in operational form, i.e., encrypted under a storage key formed as the 

exclusive-OR operation of the master key of the device serving each respective end user and the control vector asso-

ciated with the data/MAC key. The control vector usage attributes of each key are MAC generation (MG) and MAC 

40 verification (MV), respectively, which permits each user's key to be used for both MAC generation and MAC verification. 

Thus, the integrity of messages communicated between the respective end users can be assured. Thus, for example, 

the first end user generates a MAC on a message to be sent to the second end user via a generate MAC instruction, 

using his copy of the data/MAC key. The message and MAC are then communicated to the second end user. The second 

end user verifies the MAC via a verify MAC instruction, using his copy of the data/MAC key. Since the control vectors 

45 for each copy of the key have usage attributes MG and MV, each user can generate and verify MACs with the key, and 

messages and MACS can be communicated from the first user to the second user or the second user to the first user. 

Message Integrity with Non-Repudiation. Each end user (device or application program) in a multi-user environment 

has a data/MAC key in two encrypted forms, i.e., encrypted under a storage key formed as the exclusive-OR oper-
s0 ation of the respective device master key and the respective control vector associated with the data/MAC key. The 

first form permits MAC verification; the second form permits MAC generation. The first form of the key is placed in 

a public directory or central registry accessible to all users of the system. Each so registered key is recorded under 

a user identifier belonging to the user who registers the key. The second form of the key is kept private by the user 

to which it belongs. Thus, a user j who wishes to send a message and MAC to user i, generates a MAC on the 
55 desired message via a GENMAC instruction usingthe private MAC generation key belonging to userj. The message 

and MAC are then communicated to user i. To verify the received message and MAC, user i first requests user j's 

MAC verification key from the public directory. (Note: if the public directory is located at a device different from the 

device supporting user i, then it is necessary to export and import the desired key using an RFMK and an RTMK 
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instruction. This causes the MAC verification key to be re-enciphered under a key encrypting key shared between 

the two devices, via an RFMK instruction, for purposes of exporting the key and then to be re-enciphered under the 

master key at the device supporting user i via an RTMK instruction.) User i then verifies the received message and 

MAC via a verify MAC instruction using j's MAC verification key. But since no other user has access to user j's MAC 

5 generation key, the environment is such that users can verify MACS and messages received from any other user 

(say user v) but cannot generate MACs on messages using any other user's MAC generation key. Thus one user 

cannot pose as another user and generate MACs with another user's MAC generation key. Conversely, a user (say 

user j) cannot deny or repudiate a valid massage and MAC as having originated with that user if the message and 

MAC is successfully verified with that user's MAC verification key via the verify MAC instruction. This is called 

10 non-repudiation. 

Under the disclosed arrangement, as shown in Fig. 32, message integrity with non-repudiation is provided via a 

data/MAC key which has been generated in two encrypted forms. The first form permits MAC verification only and the 

second form permits MAC generation (not necessarily MAC generation only, since possession of both MAC generation 

75 and MAC verification would suffice). The control vector usage attributes for the first form of the data/MAC key are MAC 

verification (MV) only and for the second form of the key are MAC generation (MG) only (or both MG and MV). 

3. Message Authentication. Message authentication is a procedure established between two communicants which 

allows each communicant to verify that received messages are genuine. Communicants can be people, devices, 

20 or processing functions. Message authentication allows the receiver of a message to determine that: 

25 

-- The message originated with the alleged sender. 

-- The contents of the message have not been accidentally or intentionally changed. 

-- The message has been received in the same sequence that it was transmitted. 

-- The message was delivered to the intended receiver. 

so As can be seen, message authentication encompasses a requirement for message integrity, but is a broader con-

cept. Message authentication, as defined here, permitsthe receiver to additionally validate amessage's origin, timeliness 

or sequence, and intended destination. To accomplish these additional features, a sender identifier field, a receiver 

identifier field, and a sequence number field are included in each message, as shown in Fig. 33. Thus, upon receipt of 

a message and MAC, the contents of the message are first authenticated via the MAC using a verify MAC instruction 
35 and a MAC verification key shared between the two users ( i.e., which has been previously established via the key 

management processes). Once the contents of the message have been authenticated, a simple check is performed to 

verify that the sender identifier is equal tothe identifierof the MACverification key belonging to the anticipated or intended 

sender of the message, that the value in the sequence number field is one greater than the sequence number in the 

previously received message from that same sender, and that the receiver identifier is equal to the identifier of the actual 

40 receiver. If all checking is passed successfully, the received message is accepted as valid; otherwise the message is 

rejected. Message authentication and message authentication with non-repudiation are achieved in the same way the 

data integrity and data integrity with non-repudiation are achieved (see the applications described under items 2a and 

2b, respectively), except that additional fields are defined and checked in the message as just outlined. 

In an alternative embodiment of the invention, clear keys can be stored in the crypto facility for immediate availability 

45 in cryptographic operations. Those clear keys can be stored for example in the working storage 24 in Fig. 1 of the crypto 

facility 4 or alternately they can be stored in the working key registers of the crypto facility as in shown in Fig. 2. 

In a first method, each key and its associated control vector are stored as a paired expression in the RAM within 

the crypto facility. Each such key and control vector are initialised within the crypto facility, in advance of their intended 

use, via a special authorised procedure available only to authorised system personnel (e.g., a security officer). A pro-

50 cedure similar to initialising a master key (e.g., via a hand-held key entry device attached to a front panel interface, 

which is enabled via a physical key-activated key switch) could easily be adapted for initialising keys and control vectors 

within the crypto facility. Methods for initialising parameters within the crypto facility are well-known in the art. During 

routine operations, in order to access a particular key, the associated control vector is first accessed and the control 

vector checking operation is carried out as has been previously described, in order to ensure that the proposed key 
55 usage is authorised. If the authorisation is affirmative, then the corresponding key is accessed from the RAM and is 

used for the intended operations within the crypto facility. 

In a second method, the exclusive-OR product of the key and its associated control vector are stored in the RAM 

inside the crypto facility, i.e., instead of store the key and control vector paired expression (as with the first method) the 
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key and control vector are exclusive-ORed and the product of the exclusive-OR operation is stored in the RAM inside 

the crypto facility. A procedure for initialising the cryptofacility could be based on performing the exclusive-OR operation 

of the key and control vector outside the crypto facility and then entering their product as a parameter using a procedure 

similar to that for entering the key and control vector; as described for the first method. Alternatively, the key and control 

5 vector could be exclusive-ORed within the crypto facility and the product then stored as before. Later on, the steps to 

access a key can be traced as follows. An instruction which designates the use of a particular key must also provide 

the control vector associated with that key as a parameter of the instruction. The control vector is first checked, as before, 

using the control vector checking operation, in order to ensure that the proposed key usage is authorised. If the author-

isation is affirmative, the exclusive-OR product of the key and control vector stored in the crypto facility is accessed and 

10 exclusive-ORed with the control vector supplied as a parameter to the instruction to recover the clear key which is then 

used in the intended crytographic operations. It can be seen that if cheating is attempted, i.e., a false control vector is 

specified in an instruction, then the clear value of the recovered key is not correct ( i.e., is not the correct key value). The 

crypto instructions are designed such that no useful outputs are obtained when an incorrect key value is produced as 

a result of such control vector cheating. 
15 

Claims 

1. A method for validating that data cryptography functions requested for a cryptographic key have been authorised 

20 by the originator of the key in a data processing system which processes cryptographic service requests for the 

performance of data cryptography functions on data using cryptographic keys which are associated with control 
vectors defining the functions which each key is allowed by its originator to perform, comprising the steps of: 

receiving a cryptographic service request for performing a data cryptography function on data using a crypto-

25 graphic key in a cryptographic facility (4) having a secure boundary (6) through which passes an input path and 

an output path ( 8); 

receiving a control vector (fig. 5) associated with the cryptographic key and checking ( 14) that the control vector 

authorises the data cryptography function which is requested by the cryptographic service request; and 
30 

signalling (20) that the data cryptography function is authorised and initiating the performance of the requested 

data cryptography function with the cryptographic key. 

2. A method as claimed in claim 1, which further comprises storing in a storage means (22) the cryptographic key in 
35 an encrypted form in which the cryptographic key is encrypted under a storage key which is a logical product of the 

associated control vector and a master key ( 18). 

3. A method as claimed in claim 2, wherein the storage key is the exclusive-OR product of the associated control 

vector and the master key stored in the master key storage. 
40 

4. A method as claimed in any preceding claim, wherein the associated control vector is stored with the encrypted 

form of the cryptographic key in the cryptographic key storage means. 

5. A method as claimed in any preceding claim, wherein the associated control vector includes fields defining author-

45 ised types of cryptographic functions including key management functions, data cryptography functions and PIN 

processing functions, and the data cryptography functions type is designated. 

6. A method as claimed in any preceding claim, wherein the associated control vector includes fields defining export 

control and usage. 
s0 

7. A method as claimed in claim 6, wherein the associated control vector further includes a usage field designating 

one of the following - 

- that the cryptographic key can perform encryption of the data; 
55 - that the cryptographic key cannot perform encryption of the data; 

- that the cryptographic key can perform decryption of the data; 

- that the cryptographic key cannot perform decryption of the data; 

- that the cryptographic key can perform data cryptography functions; 
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- that the cryptographic key can perform message authentication functions; 

- that the cryptographic key can be used to generate a message authentication code on the data; 

- that the cryptographic key cannot be used to generate a message authentication code on the data; 

- that the cryptographic key can be used to verify a message authentication code on the data, 

5 - that the cryptographic key cannot be used to verify a message authentication code on the data; 

- that the cryptographic key cannot be used as the output data key in a translate ciphertext function, 

- that the cryptographic key can be used as the input data key in a translate ciphertext function 

- that the cryptographic key cannot be used as the input data key in a translate ciphertext function. 

that the cryptographic key can perform data cryptography functions and further includes a subtype field desig-

10 nating that the cryptographic key is an ANSI data key. 

8. A method as claimed in claim 6, wherein the associated control vector includes a type field designating that the 

cryptographic key can perform data cryptography functions and further includes an export control field which des-

ignates whether the local data processing system is allowed to export the cryptographic key and further designates 

75 whether a remote data processing system to which the local data processing system is connected, is allowed to 

re-export the cryptographic key. 

9. A method as claimed in claim 6, wherein the associated control vector includes a type field designating that the 

cryptographic key can perform data cryptography functions and further includes a subtype field designating that the 
20 cryptographic key can perform data privacy functions. 

10. A method as claimed in claim 9, wherein the associated control vector includes a type field designating that the 

cryptographic key can perform data cryptography functions and further includes a subtype field designating that a 

translate ciphertext function can be performed by the cryptographic key. 
25 

11. A method as claimed in claim 10, wherein the associated control vector further includes a usage field designating 

that the cryptographic key can be used as the output data key in a translate ciphertext function. 

12. A method as claimed in claim 9, wherein the data cryptography function is session protection to protect the confi-
so dentiality of data transmissions between two communicating devices in the system which share a common data 

encrypting/decrypting key, permitting each device to both send and receive encrypted data, comprising the steps of: 

sharing a data privacy key between the devices; 

35 storing the data privacy key in operational form encrypted under a master key at each respective device; 

providing usage attributes for the control vector of each data privacy key for enciphering and deciphering, 

respectively, which enables each key to be used to both encipher and decipher data. 

40 13. A method as claimed in claim 12, wherein the data cryptography function is file protection to protect the confidentiality 

of data files, wherein a single end user possesses a data encrypting/decrypting key permitting data to be encrypted 

for storage and to be decrypted for purposes of recovery of the file, further comprising the steps of: 

45 

so 

providing a data privacy key to the single end user; 

storing an encrypted form of the data privacy key with data which has been encrypted thereby; 

the data privacy key being stored in import form encrypted under a key encrypting key, with its associated 

control vector; 

providing usage attributes for the control vector of the data privacy keyfor enciphering and deciphering, thereby 

permitting the data file to be both encrypted and decrypted with the same key. 

14. A method as claimed in claim 12, wherein the data cryptography function is an encrypted mail box in which each 
55 user of a plurality of users of the system has a data privacy key in two forms, the first form permitting data encryption 

and a second form permitting data decryption, the first form of the key being placed in the public directory accessible 

to all users of the mail box so that each registered key is recorded under one user identifier belonging to the user 

who registers the key, the second form of the key being private to the userto which it belongs, so that mail deposited 
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in the mail box directed to a particular user in its encrypted form, can be decrypted only by that user - the intended 

recipient - comprising the steps of: 

providing a data privacy key which has been generated in two forms, the first form permitting enciphering only 

5 and the second form permitting deciphering; 

providing control vector usage attributes for the control vector associated with the data privacy key, which has 

for the first form of the data privacy key encipher only features and which has for the second form of the data 

privacy key decipher features. 
10 

15. A method as claimed in claim 12, wherein the data cryptography function is a ciphertext translation function to be 

performed at a ciphertext translation centre in a network in the system capable of securely translating encrypted 

data from encryption under a first data key to encryption under a second data key, comprising the steps of: 

75 generating a data key in two forms at a plurality of devices in the communications network, the first form being 

a data privacy key in operational form having an associated control vector which has encipher and decipher 

attributes, and a second form of the data key being a data translate key in the export form, suitable for export 

to a ciphertext translation centre in the network; 

20 receiving the data translate key at the ciphertext translation centre and converting the received data translation 

key to an operational form, the control vector associated with the data translation key having both translate- in 

and translate-out attributes; 

enciphering data at some first device which is transmitted to the ciphertext translation centre where it is trans-

25 lated to encipherment under the second data key known to some second device in the network connected to 

the ciphertext translation centre; 

transmitting the translated data from the centre to the second device where it is deciphered under the second 

data key. 
30 

16. A method as claimed in claim 15, wherein the ciphertext translation center cannot decrypt received inbound 

encrypted data nor can it encrypt data in a form comparable to outbound encrypted data. 

17. A method as claimed in claim 12, wherein the data cryptography function is a peer-to-peer ciphertext translation for 
35 a communications network chain in the system which includes a first device which originates a communication, 

connected to a first ciphertext translation centre which in turn is connected to a second ciphertext translation centre 

which in turn is connected to a second network device, for a transmission of encrypted data from the first device 

through the first and second ciphertext translation centres to the second device, comprising the steps of: 

40 generating a first data key in the first network device in two forms, the first form being a data privacy key in 

operational form having an associated control vector which has encipher attributes, and a second form of the 

first data key being a data translate- in key in the export form, suitable for export to the first ciphertext translation 

centre; 

45 generating a second data key in the second network device in two forms, the first form being a data privacy 

key in operational form having an associated control vector which has decipher attributes, and a second form 

of the second data key being a data translate-out key in export form, suitable for export to the second ciphertext 

translation centre; 

50 generating a third data key in the first ciphertext translation centre in two forms, the first form being a data 

translate-out key and the second form being a data translate-in key, suitable for export to the second ciphertext 

translation centre; 

the first network device transmitting the first data key in its second form as a translate-in key to the first ciphertext 
55 translation centre; 

the second network device transmitting the second data key in its second form as a translate-out key to the 

second ciphertext translation centre; 
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the first ciphertext translation centre transmitting the third data key in its second form as a translate-in key to 

the second ciphertext translation centre; 

5 

10 

the first network device encrypting data under the first data key in the first form and transmitting the encrypted 

data to the first ciphertext translation centre where the data is translated under the first data key in the second 

form to be encrypted under the third data key in the first form to be translated out and transmitted to the second 

ciphertext translation centre where the data is translated under the third data key in its second form into a form 

encrypted under the second data key in the second form where it is translated out and transmitted to the second 

network device where the data is then decrypted under the second data key in its first form. 

18. A method as claimed in claim 12, wherein the data cryptography function is applied to an encrypted file under a first 

key so that a portion of the file can be re-encrypted under a second key for transmission to an intended receiver, 

without revealing the entire encrypted file, comprising the steps of: 

75 generating a first data key in two forms at a first device in the system, the first form being a data privacy key 

stored in operational form and the second form being a data translate-in key; 

encrypting a data file using the data privacy key and storing the file in its encrypted form in a data storage device; 

20 the first device generating a second data key in two forms, a translate-out key and a data decryption key; 

transmitting the data decryption key to a second device in the system connected to the first device; 

accessing the data file from the data storage device and re-enciphering a portion of the file from encipherment 

25 under the first data key to encipherment under the second data key via a translate ciphertext instruction using 

the first data key in the translate-in form and the second data key in the translate-out form and transmitting the 

re-enciphered portion of the data file from the first device to the second device; 

decrypting the transmitted portion of the data file by means of the decryption key form of the second key for 

30 use at the second device. 

19. A method as claimed in claim 12, wherein the data cryptography function is message integrity, wherein the contents 

of a message is protected from unauthorised modification, comprising the steps of: 

35 providing a data/MAC key and an associated control vector having MAC generation and MAC verification 

attributes at both a sending station and a receiving station in a communications network in the system; 

40 

45 

computing an MAC value for a message to be sent from the sending station to the receiving station, employing 

the dala/MAC key and the control vector at the sending station; 

transmitting the message and the computed MAC value from the sending station to the receiving station; 

computing a second value on the received message at the receiving station, employing the data/MAC key and 

the control vector and comparing the second computed MAC value with the transmitted MAC value; 

verifying the integrity of the message received at the receiving station when the two computed MAC values are 

equal. 

20. A method as claimed in claim 12, wherein the data cryptography function is message authentication with non-repu-
50 diation, comprising the steps of: 

providing a data/MAC key with a first associated control vector having an MAC generation attribute at a sending 

station in a communications network in the system; 

55 providing the data/MAC key with a second control vector having an MAC verification attribute but not having 

an MAC generation attribute, at a receiving station in the communications network, 

computing a first value for the MAC on a message to be sent by the sending station over the communications 
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network to the receiving station, using the the data/MAC key and the first control vector at the sending station; 

transmitting the message and the first MAC value from the sending station over the communications network 

to the receiving station; 

computing a second value for the MAC on the message received at the receiving station, using the data/MAC 

key and the second control vector, at the receiving station; 

verifying that the message has integrity and that it was sent by the sending station, when the first value for the 

10 MAC equals the second value for the MAC. 

s 

21. A method as claimed in claim 12, wherein the data cryptography function is a peer-to-peer ciphertext translation for 

a communications network chain in the system which includes a key issuing device in the network, a first device 

which originates a communication, connected to a first ciphertext translation centre which in turn is connected to a 

7s second ciphertext translation centre which in turn is connected to a second network device, for a transmission of 

encrypted data from the first device through the first and second ciphertext translation centres to the second device, 

comprising the steps of: 

generating a first data key in the first network device in two forms, the first form being a data privacy key in 

20 operational form having an associated control vector which has encipher attributes, and a second form of the 

first data key being a data translate- in key in the export form, suitable for export to the first ciphertext translation 
centre; 

generating a second data key in the second network device in two forms; the first form being a data privacy 

2s key in operational form having an associated control vector which has decipher attributes, and a second form 

of the second data key being a data translate-out key in export form, suitable for export to the second ciphertext 

translation centre; 

generating a third data key in the key issuing device in two forms, the first form being a data translate-out key 
3o suitable for export to the first ciphertext translation centre and the second form being a data translate- in key, 

suitable for export to the second ciphertext translation centre; 

35 

the first network device transmitting the first data key in its second form as atranslate-in key to the first ciphertext 

translation centre; 

the second network device transmitting the second data key in its second form as a translate-out key to the 

second ciphertext translation centre; 

the first key issuing device transmitting the third data key in its first form as a translate-out key to the first 

ao ciphertext translation centre and transmitting the third data key in its second form as a translate-in key to the 

second ciphertext translation centre; 

the first network device encrypting data under the first data key in its first form and transmitting the encrypted 

data to the first ciphertext translation centre where the data is translated under the first data key in the second 

45 form to be encrypted under the third data key in the first form to be translated out and transmitted to the second 

ciphertext translation centre where the data is translated under the third data key in the second form into a form 

encrypted under the second data key in the second form where it is translated out and transmitted to the second 

network device where the data is then decrypted under the second data key in the first form. 

5o 22. A data processing system which processes cryptographic service requests for performing data cryptography func-

tions on data using cryptographic keys which are associated with control vectors defining the functions which each 

key is allowed by its originator to perform, comprising: 

a cryptographic facility (4) having a secure boundary (6) through which passes an input path (8) for receiving 
55 the cryptographic service requests, data, cryptographic keys and their associated control vectors, and an output 

path (8) for providing responses thereto, there being included within the boundary (6) a cryptographic instruction 

storage ( 10) coupled to the input path, a control vector checking means (14) and a cryptographic processing 

means ( 16) coupled to the instruction storage, and a master key storage ( 18) coupled to the processing means 

44 

EX1024, Page 309



EP 0 354 774 B1 

(16), for providing a secure location for executing data cryptography functions in response to the received 

service requests; 

the cryptographic instruction storage (10) receiving over the input path (8) a cryptographic service request for 

5 performing a data cryptography function with a cryptographic key; 

the control vector checking means (14) having an input coupled to the input path (8) for receiving a control 

vector (figure 5) associated with the cryptographic key and an input coupled to the cryptographic instruction 

storage ( 10), for receiving control signals to initiate checking that the control vector authorises the data cryp-

10 tography function which is requested by the cryptographic service request; 

the control vector checking means (14) having an authorisation output (20) coupled to an input of the crypto-

graphic processing means (16), for signalling that the data cryptography function is authorised, the receipt of 

which bythe cryptographic processing means (16) initiatesthe performance of the requested data cryptography 

75 function with the cryptographic key. 

Patentanspruche 

20 1. Ein Verfahren zur Validierung der Tatsache, daf3 Datenkryptographiefunktionen, die fur eine KryptographieschlOs-

selfunktion benotigt werden, vom Betatiger der Schlusselfunktion in einem Datenverarbeitungssystem autorisiert 
wurden, das Kryptographieanforderungen zur Durchfuhrung von Datenkryptographiefunktionen unter Verwendung 

von Kryptographieschlusselfunktionen verarbeitet, die eine Zuordnung zu Steuervektoren besitzen, die die Funk-
tionen definieren, die der Betatiger fur jede Schlusselfunktion wunscht, bestehend aus folgenden Schritten: 

25 

Empfang einer Kryptographieanforderung zur Durchfuhrung einer Datenkryptographiefunktion unter Vewen-

dung einer Kryptographieschlusselfunktion in einer Kryptographieeinrichtung (4), die sine sichere Begrenzung 

(6) besitzt, durch die ein Eingabepfad and ein Ausgabepfad (8) lauft; 

so Empfang eines Steuervektors (Figur 5), der der Kryptographieschlusselfunktion zugeordnet ist and Sicherstel-

lung (14), daft der Steuervektor die Datenkryptographiefunktion autorisiert, die von der Kryptographieanforde-

rung angefordert wurde; and 

Signalisierung (20), daf3 die Datenkryptographiefunktion autorisiert ist Einleitung der Ausfuhrung der angefor-
35 derten Datenkryptographiefunktion mit der Kryptographieschlusselfunktion. 

2. Ein Verfahren gemaf3 Anspruch 1,dasweiterhin die Speicherung der Kryptographieschlusselfunktionin einer kodier-

ter Form, in der die Kryptographieschlusselfunktion unter einer Speicherschlusselfunktion, die ein logisches Produkt 

des zugeordneten Steuervektors and einer Masterschlusselfunktion (18) ist, kodiert ist, in einem Speichermittel 
40 (22) umfaf3t. 

3. Ein Verfahren gemaf3 Anspruch 2, bei dem die Speicherschlusselfunktion das Exklusiv-ODER-Produkt des zuge-

ordneten Steuervektors and der im Masterschlusselfunktions-speicher gespeicherten Masterschlusselfunktion ist. 

45 4. Ein Verfahren gemaf3 allen vorherigen Anspruchen, bei dem der zugeordnete Steuervektor mit der kodierten Form 

der Kryptographieschlusselfunktion im Kryptographiespeichermittel gespeichert ist. 

S. Ein Verfahren gemaf3 allen vorherigen Anspruchen, bei dem der zugeordnete Steuervektor Felder, in denen die 

autorisiorten Kryptographiofunktionstypon sowie die Schlusselmanagementfunktionen, Datenkryptographiefunktio-
5o non and PIN-Vorarboitungsfunktionen definiort sind, and eine Angabe des Datenkryptographiefunktionstyps enthalt. 

6. Ein Verfahren gema8 allen vorherigen Anspruchen, bei dem der zugeordnete Steuervektor Felder enthalt, in denen 

die Ausgabesteuerung und -verwendung definiert ist. 

55 7. Ein Verfahren gemal3 Anspruch 6, bei dem der zugeordnete Steuervektor weiterhin ein Verwendungsfeld umfaBt, 

in dem eine der folgenden Angaben bezeichnet ist-

- daf3 die Kryptographieschlusselfunktion eine Datenkodierung durchfuhren kann; 
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- daf3 die Kryptographieschlusselfunktion keine Datenkodierung durchfuhren kann; 

- daf3 die Kryptographieschlusselfunktion eine Datendekodierung durchfuhren kann'-
- daf3 die Kryptographieschlusselfunktion keine Datendekodierung durchfuhren kann; 

- daf3 die Kryptographieschlusselfunktion Meldungsauthentizitatsfunktionen durchfuhren kann; 

5 - daf3 die Kryptographieschlusselfunktion verwendet werden kann, um auf den Daten einen Meld ungsauthenti-

zitatskode zu erzeugen; 

- daf3 die Kryptographieschlusselfunktion nicht verwendet werden kann, um auf den Daten einen Mcldungsau-

thentizitatskode zu erzeugen; 

- daf3 die Kryptographieschlusselfunktion verwendet werden kann, um auf den Daten einen Meld ungsauthenti-

10 zitatskode zu uberprufen; 

- daf3 die Kryptographieschlusselfunktion nicht verwendet werden kann, um auf den Daten einen Mcldungsau-

thentizitatskode zu uberprufen; 

- daf3 die Kryptographieschlusselfunktion nicht als Ausgabedatenschlusselfunktion in einer Verschlusselungs-

textauflosungsfunktion verwendet werden kann; 

75 - daf3 die Kryptographieschlusselfunktion als Eingabedatenschlusselfunktion in einer Verschlusselungstextauf-

losungsfunktion verwendet werden kann; 

- daf3 die Kryptographieschlusselfunktion nicht als Eingabedatenschlusselfunktion in einer Verschlusselungs-
textauflosungsfunktion verwendet werden kann; 

daf3 die Kryptographieschlusselfunktion Datenkryptographiefunktionen ausfuhren kann and weiterhin ein Sub-
2o feld umfaBt, in dem angegeben isi, daf3 die Kryptographieschlusselfunktion eine ANSI -Datenschlusselfunktion 

ist. 

8. Ein Verfahren gemaf3 Anspruch 6, bei dem der zugeordnete Steuervektor ein Typenfeld umfaBt, in dem angegeben 

ist, daf3 die Kryptographieschlusselfunktion Datenkryptographiefunktionen ausfuhren kann and weiterhin ein Aus-

25 gabesteuerfeld umfaBt, in dem angegeben ist, ob das lokale Datenverarbeitungssystem die Kryptographieschlus-

selfunktion ausgeben darf, and in dem ebenfalls angegeben ist, ob ein entferntes Datenverarbeitungssystem, mit 

dem das lokale Datenverarbeitungssystem verbunden ist, die Kryptographieschlusselfunktion zuruckleiten darf. 

9. Ein Verfahren gemal3 Anspruch 6, bei dem der zugeordnete Steuervektor ein Typenfeld umfaBt, in dem angegeben 
so ist, daf3 die Kryptographieschlusselfunktion Datenkryptographiefunktionen ausfuhren kann and weiterhin ein Sub-

feld umfaBt, in dem angegeben ist, daf3 die Kryptographieschlusselfunktion Funktionen an persbnlichen Daten aus-

fuhren darf. 

35 

10. Ein Verfahren gemaf3 Anspruch 6, bei dem der zugeordnete Steuervektor ein Typenfeld umfaBt, in dem angegeben 

ist, daf3 die Kryptographieschlusselfunktion Datenkryptographiefunktionen ausfuhren kann and weiterhin ein Sub-

feld umfaBt, in dem angegeben ist, daf3 eine Verschlusselungstextauflosungsfunktion von der Kryptographieschlus-

selfunktion ausgefuhrt werden darf. 

11. Ein Verfahren gemafi Anspruch 10, bei dem der zugeordnete Steuervektor weiterhin ein Benutzerfeld umfaBt, in 

40 dem angegeben ist, daft die Kryptographieschlusselfunktion in einer Verschlusselungstextauflosungsfunktion als 

Ausgabedatenschlusselfunktion verwendet werden darf. 

12. Ein Verfahren gemaf3 Anspruch 9, bei dem die Datenkryptographiefunktion ein Sitzungsschutz ist, mit dem die 

Vertraulichkeit von Datenubertragungen zwischen zwei Kommunikationseinrichtungen im System, die eine gemein-

45 same Datenkodierungs-/-dekodierungsschlusselfunktion besitzen, mit der es jeder Einrichtung moglich ist, kodierte 

Daten zu senden and zu empfangen, gesichert ist, das folgende Schritte umfaBt: 

gemeinsame Nutzung einer Datenvertraulichkeitsschlusselfunktion zwischen den Einrichtungen; 

so Speicherung der Datenvertraulichkeitsschlusselfunktion in Ausfuhrungsform, die an jeder der Einrichtungen 

unter einer Masterschlusselfunktion kodiert ist; 

Bereitstellung von Verwendungsattributen fur den steuervektorjeder Datenvertraulichkeitsschlusselfunktion zur 

Verschlusselung bzw. Entschlusselung, wodurch jede Schlusselfunktion zur Verschlusselung and Entschlus-
55 selung verwendet werden kann. 

13. Ein Verfahren gemaf3 Anspruch 12, bei dem die Datenkryptographiefunktion ein Dateischutz ist, um die Vertrau-

lichkeit von Datendateien zu schutzen, bei der ein einzelner Endbenutzer eine Datenkodierungs-/-dekodierungs-
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schlusselfunktion besitzt, mit der Daten zur Speicherung kodiert and zum Zweck der Wiederherstel lung der Daten 

wieder dekodiert werden konnen, and das folgende Schritte umfaf3t: 

Bereitstellung einer Dalenvertraulichkeitsschlusselfunktion fur den einzelnen Endbenutzer; 
5 

Speicherung einer kodierten Form der Datenvertraulichkeitsschlusselfunktion mit Daten, die durch these 

Schlusselfunktion kodiert wurden; 

wobei die Datenvertraulichkeitsschlusselfunktion in Importform unter einer Schlusselfunktionnkodie-

10 rungsschlusselfunktion zusammen mit ihrem zugeordneten Steuervektor gespeichert ist; 

Bereitstellung von Verwendungsattributen fur den Steuervektor der Datenvertraulichkeitsschlusselfunktion zur 

Verschlusselung and Entschlusselung, wodurch die Datendatei mit derselben Schlusselfunktion kodiert and 

dekodiert werden kann. 
15 

14. Ein Verfahren gemaf3 Anspruch 12, bei dem die Datenkryptographiefunktion eine kodierte Mailbox ist, in der jeder 
Benutzer unter einer Mehrzahl von Benutzern des Systems eine Datenvertraulichkeitsschlusselfunktion in zwei 

Formen besitzt; wobei die erste Form eine Datenkodierung and die zweite Form eine Datendekodierung ermoglicht, 

wobei die erste Form der Schlusselfunktion in das offentliche Verzeichnis gesetzt wird, wo she allen Benutzern der 
20 Mailbox zuganglich ist, so daB jede registrierte Schlusselfunktion unter einem Ben utzeridentifikator aufgezeichnet 

ist, der dem Benutzer zugeordnet ist, der die Schlusselfunktion aufzeichnet, and wobei die zweite Form der Schlus-
selfunktion personlich dem Benutzer zugeordnet ist, dem sie gehort, so daf3 Mail, das in die Mailbox gestellt wurde 

and fur einen bestimmten Benutzer in kodierter Form bestimmt ist, nur von diesem Benutzer - dem beabsichtigten 

Empfanger - dekodiert werden kann, das die folgenden Schritte umfaBt: 
25 

Bereitstellung einer Datenvertraulichkeitsschlusselfunktion, die in zwei Formen erstellt wurde, wobei die erste 

Form nur eine Kodierung and die zweite Form nur eine Dekodierung ermoglicht; 

Bereitstellung von Ste u e rve ktor-Verwendungsattributen fur den Steuervektor, der der Datenvertraulichkeits-
so schlusselfunktion zugeordnet ist, die fur die erste Form der Datenvertraulichkeitsschlusselfunktion nur Ver-

schlusselungsfunktionen and fur die zweite Form der Datenvertraulichkeitsschlusselfunktion nur Entschlusse-

lungsfunktionen besitzt. 

15. Ein Verfahren gemaf3 Anspruch 12, bei dem die Datenkryptographiefunktion eine Verschlusselungstextauflo-
35 sungsfunktion ist, die in einem Verschlusselungstextauflosungszentrum in einem Netzwerk im System ausgef0hrt 

werden soll and in der Lage ist, kodierte Daten von einer Kodierung unter einer ersten Datenschlusselfunktion in 

eine Kodierung unter einer zweiten Datenschlusselfunktion sicher aufzulosen, das folgende Schritte umfaBt: 

Erzeugung einer Datenschlusselfunktion in zwei Formen an einer Mehrzahl an Gersten im Kommunikations-

40 netzwerk, wobei die ersle Form eine Datenvertraulichkeitsschlusselfunktion in Betriebsform mil einem zuge-

ordneten Steuervektor, der Verschlusselungs- and Entschlusselungsattribule besitzt, ist, and wobei die zweite 

Form der Datenschlusselfunktion eine Datenumwandlungsschlusselfunktion in Exportform isl, die fur den 

Export zu einem Verschlusselungstextauflosungszentrum im Netzwerk geeignet ist; 

45 Empfang der Datenauflosungsschlusselfunktion am Verschlusselungstextauflosungszentrum and Umwand-

lung der empfangenen Datenauf Ids ungsschlusselfunktion in eine Betriebsform, wobei der Steuervektor, der 

der Datenauflosungsschlusselfunktion zugeordnet ist, sowohl Auflosungsein- als auch Auflosungs-aus-Attri-

bute besitzt: 

so Verschlusselung von Daten an einem ersten Gerat, die zum Verschlusselungstextauflosungszentrum gesendet 

werden ; wo sie unter der zweiten Datenschlusselfunktion, die einem zweiten Geral im Netzwerk, das mil dem 

Verschlusselungstextauflosungszentrum verbunden ist, bekannt sind, in verschlusselte Form umgewandelt 

werden: 

55 Ubertragung der umgewandelten Daten vom Zentrum zum zweiten Gerat, wo sie unter der zweiten Daten-

schlusselfunktion entschlusselt werden. 

16. Ein Verfahren gemal3 Anspruch 15, wobei das Verschlusselungstextauflosungszentrum empfangene, nach innen 
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gerichtete entschlusselte Daten nicht entschlusseln kann and auch Daten in einer Form, die mit nach auBen geri-

cheteten, verschlusselten Daten vergleichbar sind, nicht verschlusseln kann. 

17. Ein Verfahren gemaB Anspruch 12, wobei die Datenkryptographiefunktion eine Suchverschlusselungstextauflosung 

5 fur eine Kommunikationsnetzwerkkette im System ist, das ein erstes Gerat umfaBt, welches eine Kommunikation 

beginnt, das mit einem Verschlusselungstextauflosungszentrumverbunden ist, das selbst wiederum mil einem zwei-

ten Verschlusselungstextauflosungszentrum verbunden ist, das selbst wiederum mit einem zweiten Netzwerkgerat 

verbunden ist, and zur Ubertragung verschlusselter Daten vom ersten Gerat Ober das erste VerschlOsselungstext-

auflbsungszentrum and das zweite Verschlusselungstextauflosungszentrum zum zweiten Gerat dient and folgende 

10 Schritte umfaBt: 

Erzeugung einer ersten Datenschlusselfunktion im ersten Netzwerkgerat in zwei Formen, wobei die erste Form 

eine Datenvertraulichkeitsschlusselfunktion in Betriebsform mit einem zugeordneten Steuervektor, der Ver-

schlusselungsattribute besitzt, ist, and wobei die zweite Form der ersten Datenschlusselfunktion eine Daten-

75 umwandlungsschlusselfunktion (ein) in Exportform ist, die fur den Export zum ersten Verschlusselungstextauf-

losungszenlrum im Netzwerk geeignet ist; 

Erzeugung einer zweiten Datenschlusselfunktion im zweiten Netzwerkgerat in zwei Formen, wobei die erste 

Form eine Datenvertraulichkeitsschlusselfunktion in Betriebsform mit einem zugeordneten Steuervektor, der 

20 Entschlusselungsattribute besitzt, ist, and wobei die zweite Form der zweiten Datenschlusselfunktion eine 

Datenumwandlungsschlusselfunktion (aus) in Exportform ist, diefurden Export zum zweiten Verschlusselungs-
textauflosungszentrum im Netzwerk geeignet ist; 

Erzeugung einer dritten Datenschlusselfunktion im ersten Verschlusselungstextauflosungszentrum in zwei For-

25 men, wobei die erste Form eine Datenumwandlungsschlusselfunktion (aus) and die zweite Form eine Daten-

umwandlungsschlusselfunktion (ein) ist, die fur den Export zum zweiten Verschlusselungstextauflo-

sungszentrum im Netzwerk geeignet ist; 

wobei das erste Netzwerkgerat die erste Datenschlusselfunktion in ihrerzweiten Form als Datenumwandlungs-
so schlusselfunklion (ein) zum ersten Verschlusselungstextauflosungszentrum ubertragt; 

wobei das zweite Netzwerkgerat die zweite Datenschlusselfunktion in ihrer zweiten Form als Datenumwand-

lungsschlusselfunktion (aus) zum zweiten Verschlusselungstextauflosungszentrum ubertragt; 

35 wobei das erste Verschlusselungstextauflosungszentrum die dritte Datenschlusselfunktion in ihrer zweiten 

Form als Datenumwandlungsschlusselfunktion (ein) zum zweiten Verschlusselungstextauflosungszentrum 

ubertragt; 

wobei das erste Netzwerkgerat Daten unterder ersten Datenschlusselfunktion in der ersten Form verschlusselt 

40 and wobei die verschlusselten Daten zum ersten Verschlusselungstextauflosungszentrum ubertragen werden, 

wo die Daten unter der ersten Datenschlusselfunktion in der zweiten Form aufgelost werden, weil sie unter der 

dritten Datenschlusselfunktion in der ersten nach auBen umzuwandelnden Form verschlusselt werden sollen, 

and zum zweiten Verschlusselungstextauflosungszentrum ubertragen werden, wo die Daten unter der dritten 

Datenschlusselfunktion in ihrer zweiten Form in eine unter der zweiten Datenschlusselfunktion in der zweiten 

45 Form verschlusselten Form umgewandelt werden, in der sie nach auBen umgewandelt and zum zweiten Netz-

werkgerat ubertragen werden, wo die Daten anschlief3end unter der zweiten Datenschlusselfunktion in ihrer 

ersten Form entschlusselt werden. 

18. Ein Verfahren gem5B Anspruch 12, bei dem die Datenkryptographiefunktion auf eine verschlusselte Datei unter 
50 einer ersten Schlusselfunktion angewandt wird, so daf3 ein Toil der Datei unter einer zweiten Schlusselfunktion zur 

Ubertragung an einen beabsichtiglen Empfanger zuruck verschlusselt werden kann, ohne daB die gesamte ver-

schlusselte Dalei offenbarl werden muf3, bestehend aus folgenden Schritten: 

Erzeugung einer ersten Datenschlusselfunktion in zwei Formen an einem ersten Gerat im System, wobei die 
55 erste Form eine Datenvertraulichkeitsschlusselfunktion in Betriebsform and die zweite Form eine Datenum-

wandlungsschlusselfunktion (ein) ist; 

Verschlusselung einer Datendatei unter Verwendung der Datenvertraulichkeitsschlusselfunktion and Speiche-
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rung der Datei in ihrer verschlusselten Form im Datenspeicher; 

wobei das erste Gerat eine zweite Datenschlusselfunktion in zwei Forman erzougt, namlich als Datenumwand-

lungsschlusselfunktion (aus) and als Datenentschlusselungsschlusselfunktion; 

Ubertragung der Datenentschlusselungsschlusselfunktion an ein zweites Gerat im System, das mit dem ersten 

Gerat verbunden ist: 

Zugriff auf die Datendatei vom Datenspeicher aus and erneute VerschlOsselung eines Teils der Datei von der 

10 Verschlusselung unter der ersten Datenschlusselfunktion zur Verschlusselung unter der zweiten Datenschlus-

selfunktion Ober eine Anweisung zur Auflosung des Verschlusselungstextes unter Verwendung der ersten 

Datenschlusselfunktion in der Form der Datenumwandlungsschlusselfunktion (ein) and unter Verwendung der 

zweiten Datenschlusselfunktion in der Form der Datenumwandlungsschlusselfunktion (aus) sowie Ubertragung 

des erneut verschlusselten Toils der Datendatei vom ersten GerM zum zweiten Gerat; 
15 

Entschlusselung des ubertragenen Toils der Datendatei in Form der Entschlusselungsschlusselform der zwei-

ten Schlusselfunktion zur Verwendung am zweiten Gerat. 

19. Ein Verfahren gemar3 Anspruch 12, bei dem die Datenkryptographiefunktion Nachrichtenintegritat ist, in denen die 

20 Inhalte einer Nachricht gegen nicht autorisierte Anderungen geschutzt sind, bestehend aus folgenden Schritten: 

25 

30 

Bereitstellung einer Daten/MAC-Schlusselfunktion and eines zugeordneten Steuervektors mit MAC-Generie-

rungs- and MAC-Verifizierungsattributen an einer Sande- and an einer Empfangsstation in einem Kommunika-
tionsnetzwerk im System; 

Berechnung eines MAC-Worts fur eine von der Sendestation zur Empfangsstation zu sendende Nachricht and 

Verwendung der Daten/MAC-Schlusselfunktion and des Steuervektors an der Sendestation; 

Ubertragung der Nachricht and des berechneten MAC-Werts von der Sendestation zur Empfangsstation; 

Berechnung eines zweiten MAC-Werts zur empfangenen Nachricht an der Empfangsstation, Verwendung der 

Daten/MAC-SchlOsselfunktion and des Steuervektors and Vergleich des zweiten berechneten MAC-Warts mit 

dem ubertragenen MAC-Wert; 

35 OberprOfung der Integritat der an der Empfangsstation empfangenen Nachricht, wenn die beiden berechneten 

MAC-Werte gleich sind. 

40 

20. Verfahren gemaf3 Anspruch 12, bei dem die Datenkryptographiefunktion Nachrichtenauthentifizierung mit Nichtzu-

ruckweisung ist, bestehend aus folgenden Schritten: 

Bereitstellung einer Daten/MAC-Schlusselfunktion mit einem ersten zugeordneten Steuervektor mit 

MAC-Generierungssattribut an einer Sendestation in einem Kommunikationsnetzwerk im System; 

Bereitstellung einer Daten/MAC-Schlusselfunktion mit einem zweiten zugeordneten Steuervektor mit 

45 MAC-Verifizierungsattribut an einer Empfangsstation im Kommunikationsnetzwerk; 

s0 

Berechnung eines ersten Warts fur das MAC zur Nachricht, die von der Sendestation Ober das Kommunikati-

onsnetzwerk an die Empfangsstation gesendet warden soll, unter Verwendung der Daten/MAC-Schlusselfunk-

tion and des ersten Steuervektors an der Sendestation; 

Ubertragung der Nachricht and des ersten MAC-Worts von der Sendestation Ober das Kommunikationsnetz-

werk zur Empfangsstation; 

Berechnung eines zweiten Warts fur das MAC zur Nachricht, die an der Empfangsstation empfangen wurde, 
55 unter Verwendung der Daten/MAC-Schlusselfunktion and des zweiten Steuervektors an der Empfangsstation; 

Sicherstellung, daf3 die Nachricht Integritat besitzt and daf3 sie von der Sendestation gesendet wurde, wenn 

der erste Wert fur das MAC gleich dem zweiten Wert fur das MAC entspricht. 
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21. Ein Verfahren gemaB Anspruch 12, wobei die Datenkryptographiefunktion eine SuchverschlOsselungstextauflosung 

fur eine Kommunikationsnetzwerkkette im System ist, das ein schlusselfunktionsausgebendes Gerat im Netzwerk 

and ein erstes Gerat umfaf3t, welches eine Kommunikation im Netzwerk beginnt, das mit einem ersten Verschlus-

selungstextauflosungszentrum verbunden ist, das selbst wiederum mit einem zweiten Verschlusselungstextauflo-
5 sungszentrum verbunden ist, das selbst wiederum mit einem zweiten Netzwerkgerat verbunden ist, and zur Ober-

tragung verschlusselter Daten vom ersten Gerat Ober das erste VerschlOsselungstextauflosungszentrum and das 

zweite Verschlusselungstextauflosungszentrum zum zweiten Gerat dient and folgende Schritte umfaBt: 

Erzeugung einer ersten Datenschlusselfunktion im ersten Netzwerkgerat in zwei Forman, wobei die erste Form 

10 eine DatenvertraulichkeitsschlOsselfunktion in Betriebsform mit einem zugeordneten Steuervektor, der Ver-

schlusselungsattribute besitzt, ist, and wobei die zweite Form der ersten DatenschlOsselfunktion eine Daten-

umwandlungsschlusselfunktion (ein) in Exportform ist, die fur den Export zum ersten Verschlusselungstextauf-

losungszentrum im Netzwerk geeignet ist; 

75 Erzeugung einer zweiten Datenschlusselfunktion im zweiten Netzwerkgerat in zwei Forman, wobei die erste 

Form eine Datenvertraulichkeitsschlusselfunktion in Betriebsform mit einem zugeordneten Steuervektor, der 

Entschlusselungsattribute besitzt, ist, and wobei die zweite Form der zweiten DatenschlOsselfunktion eine 

Datenumwandlungsschlusselfunktion (aus) in Exportform ist, diefurden Export zum zweiten Verschlusselungs-

textauflosungszentrum im Netzwerk geeignet ist; 
20 

Erzeugung einer dritten DatenschlOsselfunktion im schlusselfunktionsausgebenden Gerat in zwei Forman, 

wobei die erste Form eine Datenumwandlungsschlusselfunktion (aus) ist, die fur den Export zum ersten 

VerschlOsselungstextauflosungszentrum im Netzwerk geeignet ist, and wobei die zweite Form eine Datenum-

wandlungsschlusselfunktion (ein) ist, die fur den Export zum zweiten VerschlOsselungstextauflosungszentrum 

25 im Netzwerk geeignet ist; 

wobei das erste Netzwerkgerat die erste DatenschlOsselfunktion in ihrerzweiten Form als Datenumwandlungs-

schlOsselfunktion (ein) zum ersten Verschlusselungstextauflosungszentrum Obertragt; 

so wobei das zweite Netzwerkgerat die zweite DatenschlOsselfunktion in ihrer zweiten Form als Datenumwand-

lungsschlusselfunktion (aus) zum zweiten Verschlusselungstextauflosungszentrum Obertragt; 

35 

wobei das erste schlOsselfunktionsausgebende Gerat die dritte DatenschlOsselfunktion in ihrer ersten Form als 

Datenumwandlungsschlusselfunktion (aus) zum ersten Verschlusselungstextauflosungszentrum Obertragt and 

wobei das erste schlusselfunktionsausgebende GerM die dritte DatenschlOsselfunktion in ihrer zweiten Form 

als DatenumwandlungsschlOsselfunktion (ein) zum zweiten VerschlOsselungstextauflosungszentrum Obertragt; 

wobei das erste Netzwerkgerat Daten unterder ersten DatenschlOsselfunktion in der ersten Form verschlusselt 

and wobei die verschlusselten Daten zum ersten Verschlusselungstextauflosungszentrum ubertragen warden, 

40 wo die Daten unter der ersten DatenschlOsselfunktion in der zweiten Form aufgelost warden, wail sie unter der 

dritten DatenschlOsselfunktion in der ersten nach auBen umzuwandelnden Form verschlusselt warden sollen, 

and zum zweiten VerschlOsselungstextauflosungszentrum ubertragen warden, wo die Daten unter der dritten 

DatenschlOsselfunktion in ihrer zweiten Form in eine unter der zweiten DatenschlOsselfunktion in der zweiten 

Form verschlusselten Form umgewandelt warden, in der sie nach auBen umgewandelt and zum zweiten Netz-

45 werkgerat ubertragen warden, wo die Daten anschlie6end unter der zweiten DatenschlOsselfunktion in ihrer 

ersten Form entschlusselt warden. 

22. Ein Datenverarbeitungssystem, das Kryptographiedienstanforderungen zur Ausfuhrung von Datenkryptographie-

funktionen an Daten verarbeitet, unter Verwendung von KryptographieschlOsselfunktionen, denen Steuervektoren 

so zugeordnet sind, die die Funktionen definieren, die jade Taste gem5B Definition durch ihren Definierer ausfuhren 

dart, bestehend aus folgenden Komponenten: 

einer Kryptographieeinrichtung (4) mit einer sicheren Begrenzung (6), durch die ein Eingabepfad (8) fur den 

Empfang der Kryptographiedienstanforderung, der Daten, der KryptographieschlOsselfunktionen and ihrer 
55 zugeordneten Steuervektoren and ein Ausgabepfad (8) fur die Bereitstellung von Antwortan lauft, wobei inner-

halb der Begrenzung (6) ein Kryptographieanweisungsspeicher (10), der an den Eingabepfad gekoppelt ist, 

ein Steuervektorprufmittel (14) and ein Kryptographieverarbeitungsmittel ( 16), das an den Anweisungsspeicher 

gekoppelt ist, Bowie ein MasterschlOsselfunktionsspeicher ( 18), der an das Verarbeitungsmittel ( 16) gekoppelt 
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ist, enthalten sind, um eine sichere Position zur Ausfuhrung von Datenkryptographiefunktionen als Reaktion 

auf die empfangenen Dienstanforderungen bereitzustellen; 

wobei der Kryptographieanweisungsspeicher (10) Ober den Eingabepfad (8) eine Kryptographiedienstanforde-

5 rung zur Ausfuhrung einer Datenkryptographiefunktion auf einer Kryptographietaste empfangt; 

wobei das Steuervektorprufmittel (14) einen Eingang besitzt, der an den Eingabepfad (8) gekoppelt ist, um 

einen Steuervektor (Figur 5) zu empfangen, der der KryptographieschlOsselfunktion zugeordnet ist, and einen 

weiteren Eingang besitzt, der an den Kryptographieanweisungsspeicher ( 10) gekoppeit ist, um Steuersignale 

10 zu empfangen, mit denen sichergestellt werclen kann, daB der Steuervektor die Datenkryptographiefunktion 

autorisiert, die von der Kryptographiedienstanforderung angefordert wurde; 

wobei das Steuervektorprufmittel ( 14) eine Autorisierungsausgabe (20) besitzt, die an einen Eingang des Kryp-

tographieverarbeitungsmittels ( 16) gekoppelt ist, um anzuzeigen, daB die Datenkryptographiefunktion autori-

75 siert ist, deren Empfang im Kryptographieverarbeitungsmittel ( 16) die Ausfuhrung der angeforderten Daten-

kryptographiefunktion mit der KryptographieschlOsselfunktion auslost. 

Revendications 
20 

1. Un procede de validation du fait que des fonctions de cryptographie de donnees, requises pour un cle de crypto-

graphie, ont ete autorisees par ['element A I'origine de la cle, clans un systeme informatique traitant des requetes 

de services de cryptographie pour effectuer des fonctions de cryptographie de donnees, sur des donnees, par 

utilisation de cles de cryptographie associees A des vecteurs de commande definissant les fonctions que chaque 

25 cle est autorisee a effectuer par I'element d'origine, comprenant les etapes consistant a : 

recevoir une requ6te de service cryptographique pour executer une fonction de cryptographie de donnees, sur 

des donnees, par utilisation d'une cle cryptographique clans une ressource cryptographique (4), ayant une 

frontiere sure (6) A travers laquelle passent un chemin d'entree et un chemin de sortie (6); 
30 

recevoir un vecteur de commande (figure 5) associe A la cle cryptographique et controler ( 14) que le vecteur 

de commande autorise la fonction cryptographique de donnees requise par la requ6te de service cryptogra-

phique; et 

35 signaler (20) que la fonction cryptographique de donnees est autorisee et commencer a effectuer la fonction 
cryptographique de donnees requise a I'aide de la c[e cryptographique. 

2. Un procede selon la revendication 1, comprenant on outre le stockage clans un moyen de stockage (22) de la cle 

cryptographique, sous une forme cryptee, sous laquelle la cle cryptographique est cryptee sous une cle de stockage 

40 qui est le produit logique du vecteur de commande associe et d'une cle maitre (18). 

3. Un procede selon la revendication 2, clans lequel la cle de stockage est le produit logique OU exclusif du vecteur 

de commande associe et de la cle maitre stockee dans la memoire de stockage de cle maitre. 

45 4. Un procede se Ion ['une quelconque des revendications precedentes, clans lequel le vecteur de commande assoc i6 

est stocke avec la forme cryptee de la cle cryptographique, clans le moyen de stockage de cle cryptographique. 

S. Un procede se Ion ['une quelconque des revendications precedentes, clans lequel le vecteur de commande assoc i6 

comprend des zones definissant des types autorises de fonctions cryptographiques comprenant des fonctions de 

so gestion de cles, des fonctions de cryptographie de donnees et des fonctions de traitement PIN ( Numero d'Identifi-

cation Personnel), et les fonctions de cryptographie de donnees dent le type est defini. 

6. Un procede selon ['une quelconque des revendications precedentes, clans lequel le vecteur de commande associe 

comprend des zones definissant la commande et (' utilisation de la fonction export. 
55 

7. Un procede selon la revendication 6, dans lequel le vecteur de commande associe comprend en outre une zone 

d'utilisation definissant I'une des proprietes ci-apres disant : 
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- quo la cl6 cryptographique pout effectuer le cryptage des donnees; 

- quo la cle cryptographique ne pout effectuer le cryptage des donnees; 

- quo la cle cryptographique pout effectuer la description des donnees; 

- quo la cl6 cryptographique ne pout effectuer la description des donnees; 

- quo la cl6 cryptographique pout effectuer des fonctions de cryptographic de donnees; 

- quo la cl6 cryptographique pout effectuer des fonctions d'authentification de messages; 

- quo la cl6 cryptographique pout titre utilisee pour gen6rer un code d'authentification de messages concernant 

les donnees; 

- quo la 66 cryptographique ne peut titre utilisee pour gen6rer un code d'authentification de messages concernant 

les donnees; 

quo la cle cryptographique pout titre utilisee pour verifier un code d'authentification de messages concernant 

20 les donnees; 

- quo la cl6 cryptographique ne pout titre utilisee pour verifier un code d'authentification de messages concernant 

les donnees; 

25 - quo la 66 cryptographique ne pout titre utilisee comme cl6 de donnees de sortie dans une fonction de traduction 

de texte code; 

30 

35 

quo la cl6 cryptographique pout titre utilisee comme cl6 de donnees de donnees d'entree dans une fonction 

de traduction de texte crypte; 

quo la cl6 cryptographique ne pout titre utilisee comme cl6 de donnees d'entree dans une fonction de traduction 

de texte crypte; 

que la cle cryptographique pout effectuer des fonctions de cryptographic de donnees at comprend an outre 

une zone de sous-type, definissant qua la cle cryptographique est une cle de donnees ANSI (American National 

Standards Institute). 

8. Un procede selon la revendication 6, dans lequel le vecteur de commando associe comprend une zone de type 

definissant quo la cle cryptographique pout effectuer des fonctions de cryptographic de donnees at comprend on 

40 outre une zone de commande d'export d6finissant si le systeme informatique local est autorise a exporter la cle 
cryptographique at definit an outre si un systeme informatique d6port6, auquel le systeme informatique local est 

connect6, est autorise a re-exporter la cl6 cryptographique. 

9. Un procede selon la revendication 6, dans lequel le vecteur de commande associe comprend une zone de type 

45 definissant qua la cle cryptographique pout effectuer des fonctions de cryptographic de donnees at comprend an 

outre une zone de sous-type definissant qua la cl6 cryptographique pout effectuer des fonctions de confidentialite 

de donnees. 

10. Un procede selon la revendication 9, dans lequel le vecteur de commande associe comprend une zone de type 
50 definissant quo la cle cryptographique pout effectuer des fonctions de cryptographic de donnees at comprend on 

outre une zone de sous-type definissant qu'une fonction de traduction de texte crypte pout titre effectuee par la cle 

cryptographique. 

11. Un procede selon la revendication 10, dans lequel le vecteur de commande associe comprend an outre une zone 
55 d'utilisation definissant qua la cl6 cryptographique pout titre utilisee comme cle de donnees de sortie dans une 

fonction de traduction de texte crypt6. 

12. Un procede selon la revendication 9, dans lequel la fonction de cryptographic de donnees est destine a assurer la 
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protection d'une session, afin de proteger la confidentialite des transmissions de donnees entre deux dispositifs an 

communication clans le systeme partageant une cle commune de cryptage/decryptage de donnees, permettant a 
chaque dispositif a la fois d'envoyer at de recevoir des donnees cryptees, comprenant les etapes consistant A: 

5 partager une cle de confidentialite de donnees entre les dispositifs; 

stocker la c16 de confidentialite de donnees sous une forme operationnelle cryptee sous une cle maitre a chaque 
dispositif respectif; 

10 mettre a disposition des attributs d'utilisation pour le vecteur de commande de chaque cle de confidentialite de 
donnees, afin de respectivement crypter at decrypter, permettant a chaque cle d'etre utilisee a la fois pour 
crypter at pour decrypter des donnees. 

13. Un procede salon la revendication 12, clans lequel la fonction de cryptographic de donnees est clestinee a proteger 
75 des fichiers, pour proteger la confidentialite de fichiers de donnees, clans lequel un utilisateur final unique possede 

une cle de cryptage/decryptage de donnees, permettant a des donnees d'etre cryptees an vue d'un stockage at 
d'etre decryptees aux fins de recuperation du fichier, comprenant an outre les etapes consistant a: 

fournir une cle de confidentialite de donnees a (' utilisateur final individual; 
20 

stocker une forme cryptee de la cle de confidentialite de donnees avec des donnees ayant ate cryptees de 
cette maniere; 

stocker la cle de confidentialitd de donnees sous une forme d'import, cryptee sous une cle de cryptage de cle, 

25 avec son vecteur de commande associe; 

fournir des attributs d'utilisation pour le vecteur de commando de la cle de confidentialite de donnees afin de 

crypter at de decrypter, de maniere a permettre au fichier de donnees d'etre a la fois crypte at decrypte par la 
m@me cle. 

30 

14. Un procede selon la revendication 12, clans lequel la fonction de cryptographic de donnees est une bone a lettres 
cryptee, clans laquelle chaque utilisateur parmi une pluralite d'utilisateurs du systeme a une cle de confidentialite 

de donnees se presentant sous deux formes, la premiere forme permettant le cryptage des donnees at la deuxieme 

forme permettant le decryptage des donnees, la premiere forme de la cle etant placee clans le repertoire public 
35 accessible a tous les utilisateurs de la bone a lettres, de maniere qua chaque cle enregistree le soit sous un iden-

tificateur d'utilisateur appartenant a (' utilisateur qui enregistre la cle, la deuxieme forme de la cle etant privee a 
('utilisateur auquel elle appartient, de sorte qu'un courrierdepose clans la bone aux lettres at concernant un utilisateur 

particulier, sous sa forme cryptee, puisse titre decrypte seulement par cot utilisateur - le recopteur designe - com-

prenant les etapes consistant a : 
40 

fournir une cle de confidentialite de donnees ayant ate generee sous deux formes, la premiere forme permettant 

le cryptage seulement at la deuxieme forme permettant le decryptage; 

fournir des attributs d'utilisation de vecteur de commande pour le vecteur de commande associe a la cle de 
45 confidentialite de donnees, ayant pour la premiere forme de cle de confidentialite de donnees seulement des 

caracteristiques de cryptage at qui a pour la deuxieme forme de cle de confidentialite de donnees des carac-

teristiques de decryptage. 

15. Un procede selon la revendication 12, clans lequel la fonction de cryptographic de donnees est une fonction de 

so traduction de texte crypte devant titre offectuee an un centre de traduction de textes cryptes se trouvant clans un 

reseau clans le systeme susceptible de traduire de fagon sure des donnees cryptees; I'ayant ate sous une premiere 

cle de donnees, pour assurer un cryptage sous une deuxieme cle de donnees, comprenant les etapes consistant a: 

generer une cle de donnees sous deux formes, an une pluralite de dispositifs situes dans le reseau de com-
55 munication, la premiere forme etant une cle de confidentialite de donnees qui a sous forme operationnelle un 

vecteur de commande associe qui comporte des attributs de cryptage at de decryptage, at la deuxieme forme 

de cle de donnees etant une cle de traduction de donnees sous forme d'export, appropriee pour exporter vers 

un centre de traduction de texte crypte se trouvant clans le reseau; 
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recevoir la c1e de traduction de donnees au centre de traduction detextes cryptes at convertir la cle de traduction 

de donnees revue sous une forme operationnelle, le vecteur de commando associe a la cle de traduction de 
donnees ayant les deux attributs de traduire an mode theme at on mode version; 

5 crypter des donnees an un premier dispositif quelconque, ayant ete transmise au centre de traduction de textes 

cryptes ou elles sont traduites par cryptage, sous la deuxieme cle de donnees connue, an un deuxieme dispositif 
se trouvant dans le reseau at relict au centre de traduction de textes cryptes; 

transmettre les donnees traduites du centre au deuxieme dispositif ou elles sont decryptees sous la deuxieme 
10 cle de donnees. 

16. Un procede selon la revendication 15, dans lequel le centre de traduction de textes cryptes ne pout decrypter des 

donnees cryptees entrantes ayant ete regues, ni ne pout crypter des donnees se trouvant sous une forme compa-

rable a des donnees cryptees sortantes. 
15 

17. Un procede selon la revendication 12, dans lequel la fonction de cryptographie de donnees est une traduction de 

texte crypte parite a parite, destinee a une chaine de reseaux de communication dons le systeme, comprenant un 
premier dispositif emettant une communication, relict a un premier centre de traduction de textes cryptes qui, a son 
tour, est relict a un deuxieme centre de traduction de textes cryptes qui, a son tour, est relict a un deuxieme dispositif 

20 de reseaux, pour effectuer la transmission de donnees cryptees depuis le premier dispositif, an passant par les 

premier at deuxieme centres de traduction de textes cryptes, pour aller au deuxieme dispositif, comprenant les 
etapes consistant a : 

generer une premiere cl8 de donnees dons le premier dispositif de reseaux, sous deux formes, la premiere 

25 forme etant une cle de confidentialite de donnees sous forme operationnelle ayant un vecteur de commande 

associe qui a des attributs de cryptage, at la deuxieme forme de la cle de donnees etant une cle de traduction 

an mode theme de donnees, sous forme export, convenant pour 1'export vers le premier centre de traduction 

de textes cryptes; 

so generer une deuxieme cle de donnees dons le deuxieme dispositif de reseaux, sous deux formes: la premiere 

forme etant une c1e de confidentialite de donnees sous forme operationnelle ayant un vecteur de commands 

associe comportant des attribute de decryptage, at la deuxieme forme de la deuxieme c1e de donnees etant 

une c1e de traduction de donnees sous mode version, sous forme export, convenant pour exporter vers Is 

deuxieme centre de traduction de textes cryptes; 
35 

40 

generer une troisieme cle de donnees dons le premier centre de traduction de textes cryptes, sous deux formes, 

la premiere forme etant une cle de traduction de donnees sous mode version at la deuxieme forme etant une 

c1e de donnees de traduction sous mode theme, convenant pour exportervers le deuxieme centre de traduction 

do lextes cryptes; 

Is premier dispositif de reseaux transmettant la premiere c1e de donnees sous sa deuxieme forme, a titre de 
cle de traduction an mode theme vers le premier centre de traduction de textes cryptes; 

le deuxieme dispositif de reseaux transmettant la deuxieme cle de donnees sous sa deuxieme forme, a titre 
45 de cle de traduction an mode version, vers le deuxieme centre de traduction de textes cryptes; 

le premier centre de traduction de textes cryptes transmettant la troisieme cle de donnees sous sa deuxieme 

forme, a titre de cle de traduction an mode theme, vers le deuxieme centre de traduction de textes cryptes; 

5o Le premier dispositif de reseaux cryptant des donnees sous la premiere cle de donnees sous la premiere forme 

at transmettant les donnees cryptees au premier centre de traduction de teintes cryptes clans lequel les donnees 

sent traduites sous la premiere cle de donnees, dons la deuxieme forme pour titre cryptees sous la troisieme 

cle de donnees sous la premiere forme at traduites an mode version at transmises au deuxieme centre de 

traduction de textes cryptes, dans lequel les donnees sent traduites sous la troisieme c1e de donnees, sous sa 
55 deuxieme forme, sous une forme cryptee sous la deuxieme cle de donnees, sous la deuxieme forme, dans 

laquelle les donnees sont traduites an mode version at transmises au deuxieme dispositif de reseaux, dans 

lequel les donnees sont ensuite decryptees sous la deuxieme cle de donnees, sous sa premiere forme. 
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18. Un procede selon la revendication 12, clans lequel la fonction de cryptographie de donnees est appliquee a un 
fichier crypte sous une premiere cle, de maniere qu'une partie du fichier puisse titre recryptee sous une deuxieme 

cle, on vue de la transmission a un recepteur auquel it est destine, sans reveler la totalite du fichier crypte, com-

prenant les etapes consistant a : 
5 

generer une premiere cle de donnees sous deuxformes, en un premier dispositif clans le systeme, lapremiere 

forme etant une cle de confidentialite de donnees stockee sous forme operationnelle et la deuxieme forme 

etant une cle de traduction en mode theme des donnees; 

10 crypter un fichier de donnees en utilisant la cle de confidentialite de donnees et en stockant le fichier sous sa 

forme cryptee clans un dispositif de stockage de donnees; 

le premier dispositif generant une deuxieme cle de donnees sous deux formes; une cle de traduction en mode 

version et une cle de decryptage de donnees; 
15 

transmettre la cle de decryptage de donnees a un deuxieme dispositif clans Is systeme, relie au premier dis-
positif; 

acceder au fichier de donnees depuis le dispositif de stockage de donnees et recrypter une partie du fichier, a 
20 partir du cryptage fait sous la premiere cle de donnees, pour crypter sous la deuxieme cle de donnees, par 

I'intermediaire d'une instruction de traduction de textes cryptes utilisant la premiere cle de donnees sous la 

forme de traduction en mode theme, et la deuxieme cle de donnees sous forme de traduction en mode version, 

et transmettre la partie recryptee du fichier de donnees du premier dispositif au deuxieme dispositif; 

25 decrypter la partie transmise du fichier de donnees au moyen de la forme de cle de decryptage de la deuxieme 

cle, pour utilisation sur le deuxieme dispositif. 

19. Un procede selon la revendication 12, clans lequel la fonction de cryptographie de donnees concerns I'integrite des 

messages, clans lequel le contenu d'un message est protege contre toute modification non autorisee, comprenant 
so les etapes consistant a : 

fournir une cle de donnees/ordinateur multi-acces (MAC) et un vecteur de commando associe ayant des attri-

bute de generation d'un MAC et de verification d'un MAC, a la fois on un poste emetteur et un poste recepteur 
clans un reseau de communication clans le systeme; 

35 

calculer une valeur de MAC pour un message devant titre envoye depuis le poste emetteur au poste recepteur 

en utilisant la cle donnees/MAC et le vecteur de commands au poste emetteur; 

transmettre le message et la valeur de MAC calculee du poste emetteur au poste recepteur; 
40 

calculer une deuxieme valeur de MAC sur le message regu au poste recepteur, utiliser la cle donnees/MAC et 

du vecteur de commande et effectuer la comparaison entre la deuxieme valeur calculee de MAC avec la valeur 

de MAC transmise; 

45 verifier I'integrite du message regu au poste recepteur lorsque les deux valeurs MAC calculees sont egales. 

20. Un procede selon la revendication 12, clans lequel la fonction de cryptographie de donnees concerne I'authentifi-

cation de messages clans des conditions de non repudiation, comprenant les etapes consistant b: 

50 fournir une cle donnees/MAC avec un premier vecteur de commando associe ayant un attribut de generation 

de MAC en un poste emetteur clans un reseau de communication clans le systeme; 

fournir la cle donnees/MAC avec un deuxieme vecteur de commando ayant un attribut de verification MAC 

mais n'ayant pas un attribut de generation de MAC, on un poste recepteur clans le reseau de communication, 
55 

calculer une premiere valeur pour le MAC concernant un message devant titre envoye par le poste emetteur 

sur le reseau de communication, au poste recepteur, en utilisant la cle donnees/MAC et le premier vecteur de 

commande au poste emetteur; 
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transmettre le message at la premiere valeur MAC du poste emetteur sur le reseau de communication au poste 

recepteur; 

calculer une deuxieme valeur du MAC concernant le message requ au poste recepteur, an utilisant la cle don-

s nees/MAC et le deuxieme vecteur de commande, au poste recepteur; 

verification qua le message a toute son integrite at qu'il a ete envoye par le poste emetteur, lorsque la premiere 

valeur concernant le MAC est egale a la deuxieme valeur concernant le MAC. 

10 21. Un procede selon la revendication 12, dans lequel la fonction de cryptographie de donnees est une traduction de 

texte crypte, de parite a parite, pour un reseau de communication clans le systeme, comprenant un dispositif d'emis-
sion de cle cans le reseau, un premier dispositif qui emet une communication, relict a un premier centre de traduction 
de textes cryptes qui, a son tour, est relict a un deuxieme centre de traduction de textes cryptes qui, a son tour, est 
relict a un deuxieme dispositif de reseaux, pour effectuer la transmission de donnees cryptees depuis le premier 

75 dispositif par les premier at deuxieme centres de traduction de textes cryptes, au deuxieme dispositif, comprenant 

les etapes consistant a : 

generer une premiere cle de donnees clans le premier dispositif de reseau, sous deux formes, la premiere forme 

etant un cle de confidentialite de donnees sous forme operationnelle ayant un vecteur de commando associe 

20 ayant des attribute de cryptage at une deuxieme forme de la premiere cle de donnees etant une c]6 de traduction 

de donnees an mode theme sous la forme export, convenant pour exportervers le premier centre de traduction 
de textes cryptes; 

generer une deuxieme cle de donnees clans le deuxieme dispositif de reseaux sous deux formes, la premiere 

25 forme etant une cle de confidentialite de donnees sous forme operationnelle ayant un vecteur de commande 

associe qui a des attributs de decryptage, et la deuxieme forme de la deuxieme cle de donnees etant une cle 

de traduction de donnees sous mode version, sous forme export, convenant pour exporter vers le deuxieme 

centre de traduction de teintes cryptes; 

so generer une troisieme cle de donnees dans le dispositif d'emission de cle, sous deux formes, la premiere forme 

etant une cle de traduction de donnees sous mode version convenant pour exporter vers le premier centre de 

traduction de donnees cryptees at la deuxieme forme etant une cle de donnees de traduction an mode theme, 

convenant pour exporter vers le deuxieme centre de traduction de textes cryptes; 

35 le premier dispositif de reseaux transmettant la premiere cle de donnees sous sa deuxieme forme a titre de cle 
de traduction an mode theme au premier centre de traduction de textes cryptes; 

le deuxieme dispositif de reseaux transmettant la deuxieme cle de donnees sous sa deuxieme forme, a titre 
de cle de traduction on mode version, vers to deuxieme centre de traduction de textes cryptes; 

40 

le premier dispositif emetteur de cle transmettant la premiere cle de donnees sous sa premiere forme a titre 
de cle de traduction an mode version, vers le premier centre de traduction de textes cryptes, et transmettant 

la troisieme cle de donnees sous la deuxieme forme, a titre de cle de traduction an mode theme, au deuxieme 
centre de traduction de textes cryptes; 

45 

le premier dispositif de reseaux cryptant des donnees sous la premiere cle de donnees sous sa premiere forme 

at transmettant les donnees cryptees au premier centre de traduction de textes cryptes clans lequel des donnees 

sont traduites sous la premiere cle de donnees sous la deuxieme forme, pour titre encryptees sous la troisieme 

cle de donnees sous la premiere forme et titre traduites on mode version at transmises au deuxieme centre de 
5o traduction de textes cryptes, lorsque les donnees sont traduites sous la troisieme cle de donnees sous la 

deuxieme forme; sous une forme cryptee, sous la deuxieme cle de donnees, sous la deuxieme forme 

lorsqu'elles sons traduites an mode version at transmises au deuxieme dispositif de reseau, clans lequel les 

donnees sont ensuite decryptees sous la deuxieme cle de donnees; sous la premiere forme. 

55 22. Un systemode traitement de donnees traitant des requetes de services cryptograph iques pour effect uer des fonc-

tions de cryptographie de donnees, sur des donnees, par utilisation de cles cryptographiques associees a des 
vecteurs de commande definissant les fonctions qua chaque cle est autorisee a effectuer par son element d'origine, 
comprenant : 
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5 

une ressource cryptographique (4), avant une frontiere sure (6), par laquelle passent un chemin d'entree (8) 

pour recevoir les requetes de services cryptographiques, des donnees, des cles cryptographiques et lours 

vecteurs de commande associes, et un chemin de sortie (8) pour y fournir des reponses, etant inclus dans la 

frontiere (6) un stockage d'instructions cryptographiques (10) couple au chemin d'entree, un moyen de controle 

de vecteurs de commande (14) et un moyen de traitement cryptographique ( 16) couple au stockage d'instruc-

tions et un stockage de cle maitre (18) couple au moyen de traitement (16), pour fournir un emplacement sur 

ou executer des fonctions de cryptographie de donnees en reponse aux requetes de services revues; 

le stockage d'instructions cryptographiques ( 10) recevant par le chemin d'entree (8) une requete de service 

10 cryptographique pour executer une fonction cryptographique de donnees avec une cle cryptographique; 

le moyen de controle de vecteurs de commande (14) avant une entree couplee au chemin d'entree (8) pour 

recevoir un vecteur de commande (figure 5) associe a la cle cryptographique et une entree couplee au stockage 
d'instructions cryptographiques ( 10), pour recevoir des signaux de commando pour initialiser le controle destine 

75 a verifier que le vecteur de commande autorise lafonction de cryptographie de donnees requise par la requete 
de services cryptographiques; 

le moyen de controle de vecteurs de commande (14) avant une sortie d'autorisation (20) couplee a une entree 
du moyen de traitement cryptographique (16) pour signaler quo la fonction de cryptographie de donnees est 

20 autorisee, dont la reception par le moyen de traitement cryptographique (16) initialise le fonctionnement de la 

fonction de cryptographie de donnees requise avec la cle cryptographique. 
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Fl G. 24. 

INST. EQUATIONS 

E4C KD,A —► eKD(A) : ECB Mode, 8 byte data and key, encode 

DEC KD, eKD(A) —► A : ECB Mode, 8 byte data and key,decode 

E4CI exKM.Cl(KD1),ICV,A,n,Cl — 0- eKD1(ICV,A) encipher op 

DECI exKM.C1(KD1),ICV,eKDl(ICV,A),n,CI ---► A decipher op 

GNIAC exKM.Cl(KD1),<GKKM.C2(KDZ)>, 

ICV < exKM.C3(OCV)>, A , n, 

icv—type,output—tVpe,mac—enc,Cl,<c2>,<C3> --10- MAC(64 bit) 

or 

exKM.C3(OCV) 

VMAC exKM.Cl(KD1),<exKM.C2(KDZ)>, 

ICV < exKM.C3(OCV)>, A. MAC,n, 

icv — type ,output— type,mac—enc,Cl,<C2>,<C3> —► yes/no 

or 

e*KM.C3(OCV) 

TCTXT exKM.Cl(KDI),ICV1,eKD1(ICV1,A), 

exKM.C2(KD2),ICV2,n,C1.C2 — lo- eKD2(ICV2,A) 

Instructions 
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Equations. 
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file A 

System i 

I 
Privacy Control Vector 
encrypts whole file A 
for storage at System i 

CV 
Data 
Key 

Type 
Pri- 
vacy 

Ex- 
port 
Cntl 

Usage 

E D 

0000 001 00 1 0 

Privacy Key K1 

Xlate Control Vector 
decrypts part A' of A 
to be sent to System j 

CV 
Data 
Key 

Type 
Xlate 

Ex- 
port 
Cntl 

Usage 
XD XD 
in out 

0000 011 00 1. 0 

Translate- In Key K1' 

Xlate Control Vector 
reencrypts part A' of A 
into form to send to j 

CV 
Data 
Key 

Type 
Xlate 

Ex- 
port 
Cntl 

Usage 
XD XD 
in out 

0000 011 00 0 1 

Translate-Out Key K2 
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System 

 I  
Privacy Control Vector 
for decryption of A' 
received at System j 

CV 

Data 
Key 

Type 

Pri- 
vacy 

Ex- 
port 
Cntl 

Usage 

E D 

0000 001 00 0 1 

Privacy Key K2' 

F1 G. 30. 
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F1 G. 32. 

Receiving 
System i 

is MAC Verify Cntl Vtr 

CV 
Data 
Key 

Type 

MAC 

Ex- 
port 
Cntl 

Useage 

MG MV 

0000 010 00 0 1 

I j's MAC Verify Key 
Public Directory 

Receiving 
System k 

Sending 
System j 

j's MAC Generate Cntl Vtr 

CV 
Data 
Key 

Type 

MAC 

Ex- 
port 
Cntl 

Useage 

MG MV 

0000 010 00 1 0 

is MAC Generate Key 

j's Private Storage 

F/ G. 33. 

Sender 
Identifier 

Receiver 
Identifier 

Sequence 
Number 

Other 
Data 
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(54) Electronic data storage apparatus with key management function and electronic data 

storage method 

(57) A storage apparatus includes a key manage-

ment unit ( 12) for managing an individual key unique to 

the apparatus and a common key shared with other stor-

age apparatuses, and an encryption unit ( 13) for per-

forming an encrypting process or verifying data for per-

forming the encrypting process on electronic data stored 

in the apparatus to which the unit belongs using the in-

NETWORK 

dividual key, and performing the encrypting process or 

verifying the data on the electronic data transmitted to 

or received from another apparatus using the common 

key. Thus, the apparatus communicates data using an 

applicable common key in a local environment and a 

global environment; appropriately manages a key in 

each environment; and guarantees the security of the 

electronic data. 
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KEY MANAGEMENT 
UNIT 
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COMMUNICATIONS 
UNIT 

f 1 

 •t 14 
INDIVIDUAL KEY STORAGE 

UNIT 

GROUP KEY STORAGE UNIT 
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Description 

[0001] The present invention relates to the security of 

electronic documents, and more specifically to an elec-

tronic data storage apparatus with a key management 

function and an electronic data storage method for guar-

anteeing the security of electronic data by changing the 

key used in a process of encrypting electronic data in 

document form in a local environment and a global en-

vironment. 

[0002] With an increasing number of electronic trans-

actions and of computers used in official fields, etc., im-

portant documents such as contracts, domicile certifi-

cates, etc. have come to be processed as electronic da-

ta through networks. 

[0003] In common contracts and renewal procedures, 

the originals of documents (contracts, applications, re-

ceipts, etc.) and their copies (domicile certificates and 

their extracts, etc.) are often required. The originals and 

the copies can be clearly distinguished between them if 

they are printed on paper because the physical features 

of paper and ink are different between the originals and 

the copies. On the similar ground, the originals could not 

be easily amended. 

[0004] However, electronic documents are easily cop-

ied to have two same electronic documents, thereby 

causing the problem that the user cannot tell which is 

the original document. Therefore, there arises the case 

where an important document once represented by 

electronic data is printed onto paper for storage and 

transfer by mail. 

[0005] When an important document is stored or 

transferred as an electronic document according to a 

previously-considered method, a common algorithm is 

used in an electronic data storage apparatus to guaran-

tee the security by performing an encrypting process on 

the electronic data forming the document. There are two 

types of keys for use in the algorithm. One is a common 

encryption using a common key between a transmitter 

and a receiver of electronic data. The other is a public 

key encryption using a public key and a private key. 

[0006] Thus, in the previously-consideredtechnology, 

the security of an electronic document is guaranteed by 

using different keys in an encrypting process between 

the local environment for electronic data storage devic-

es for storing the same type of electronic data and the 

global environment for a number of general electronic 

data storage devices for storing different types of elec-

tronic data. However, since a common algorithm is used 

in the electronic data storage device; the common key 

is accidentally used in the electronic data storage device 

in the global environment, and the public key can be 

used in the local environment. 

[0007] As a result, there has been the problem that 

an authentication station required to manage the public 

key is operated even on an electronic data storage de-

vice to be used only in the local environment, or the re-

liability on all important documents is lost by the com-
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men key disclosed to the electronic data storage devic-

es in the global environment. 

[0008] It is desirable to provide an electronic data 

storage apparatus with a key management function ca-

pable of performing a key management process appli-

cable to each environment by transmitting and receiving 

electronic data after performing an encrypting process 

on the electronic data using an individual key unique to 

an electronic data storage device when the device 

stores the electronic data, and after performing an en-

crypting process using a common key applicable to ei-

ther a local environment or a global environment when 

electronic data is transmitted to or received from another 

electronic data storage device. 

[0009] It is also desirable to provide a method of stor-

ing electronic data with the security of the electronic data 

guaranteed by transmitting to or receiving from another 

electronic data storage device after re-encrypting using 

a common keythe electronic data already encrypted us-

ing an individual key. 

[0010] An embodiment of the first aspect of the 

present invention includes a key management unit for 

managing an individual key unique to each electronic 

data storage apparatus, and a common key shared with 

other electronic data storage apparatuses; and an en-

cryption unit for performing an encrypting process using 

the individual key on the electronic data stored in each 

electronic data storage apparatus, and performing an 

encrypting process using the common key or through 

data verification on the electronic data transmitted to or 

received from other electronic data storage apparatus-

es. 

[0011] The key management unit manages a individ-

ual key unique to the electronic data storage apparatus 

to which it belongs, and acommon key shared with other 

electronic data storage apparatuses. 

[0012] The encryption unit performs an encrypting 

process using an individual key on the electronic data 

stored in the electronic data storage apparatus to which 

it belongs, and performs an encrypting process or data 

verification using a common key on the electronic data 

transmitted to and received from other electronic data 

storage apparatuses. 

[0013] As described above, an encrypting process 

can be performed using an individual key unique to each 

electronic data storage apparatus on the electronic data 

to be stored in it; and an encrypting process and data 

verification can be performed using a common key 

shared with other electronic data storage apparatuses 

on the electronic data transmitted to and received from 

the apparatuses. 

[0014] The common key managed by the key man-

agement unit can also be a group key shared in a group 

of a plurality of electronic data storage apparatuses. 

[0015] At this time, amain electronic data storage ap-

paratus may exist in a group, and its own encryption unit 

may generate an individual key of each of the electronic 

data storage apparatuses in the group using its own in-
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dividual key. The generated individual key can be dis-

tributed to each electronic data storage apparatus, or a 

group key can be generated and distributed. Also, the 

group key can be generated and distributed by associ-

ating a key already assigned to the main electronic data 

storage apparatus with an externally specified new key. 

[0016] Furthermore, there can be an electronic data 

storage and management apparatus for managing each 

of the main electronic data storage apparatuses of re-

spective groups. The encryption unit of the apparatus 

can generate an individual key of each of the main elec-

tronic data storage apparatuses using its own individual 

key, and distribute the generated individual key to the 

main electronic data storage apparatuses. 

[0017] In addition to the group key, the key manage-

ment unit can also manage a public key as a communi-

cations key for use in transmitting data to and receiving 

data from an electronic data storage apparatus belong-

ing to a group different from the electronic data storage 

apparatus to which it belongs. 

[0018] In addition to the individual key and the com-

mon key, the key management unit can also manage a 

master key common in all electronic data storage appa-

ratuses. 

[0019] At this time, using the master key the encryp-

tion unit of each electronic data storage apparatus can 

generate an individual key by encrypting the information 

identifying the apparatus to which it belongs. When a 

main electronic data storage apparatus exists in a 

group, its encryption unit generates a group key by en-

crypting the information identifying the group using the 

individual key generated in the apparatus to which the 

encryption unit belongs, and the generated group key 

can be distributed to each of the electronic data storage 

apparatuses in the group. 

[0020] Furthermore, a hierarchical structure in which 

a group of a plurality of electronic data storage appara-

tuses is defined as one hierarchical level is designed. In 

this structure; a key management unit can also manage 

a group key as a common key depending on the hierar-

chical level of the group of the electronic data storage 

apparatus to which the key management unit belongs. 

In a higher order group of electronic data storage appa-

ratuses in the hierarchical structure, there can be an 

electronic data storage and management apparatus for 

managing the electronic data storage apparatuses in 

the group immediately below it. The electronic data stor-

age and management apparatus can generate a group 

key corresponding to the hierarchical level immediately 

below it using its own individual key, and distribute the 

generated group key to the electronic data storage ap-

paratuses in the group immediately below the group of 

the electronic data storage and management appara-

tus. 

[0021] In an embodiment of a second aspect of the 

present invention, the electronic data is communicated 

using a common key shared among electronic data stor-

age apparatuses, and an encrypting process can be 

performed using the individual key unique to each elec-

tronic data storage apparatus on the data to be stored 

in its own apparatus. 

[0022] In a preferred embodiment of the present in-

s vention, a group key can be stored as a common key to 

be shared in a group of a plurality of electronic data stor-

age apparatuses. The electronic data encrypted in the 

transmitting electronic data storage apparatus using an 

individual key unique to the apparatus can be re-en-

f0 crypted using a group keyand transmitted to a receiving 

electronic data storage apparatus. The electronic data 

received by the receiving electronic data storage appa-

ratus can be verified using the group key. If the electron-

ic data is correct according to the verification, the elec-

75 tronic data can be re-encrypted and stored by the re-

ceiving apparatus using the individual key unique to the 

apparatus. 

[0023] Preferably, a public key is stored as a common 

key to be shared between a electronic data storage ap-

20 paratus in a group and another electronic data storage 

apparatus in a different group. Between the above de-

scribed apparatuses, the transmitting apparatus can re-

encrypt and transmit, using a public key, the electronic 

data encrypted using an individual key and stored in the 

25 apparatus, verifies the electronic data received by the 

receiving apparatus using a private key which is a pair 

to the public key. If the data is correct according to the 

verification, then the electronic data can be stored after 

being re-encrypted using the individual key unique to the 

30 receiving electronic data storage apparatus. 

[0024] A computer-readable storage medium used in 

the electronic data storage apparatus embodying a third 

aspect of the present invention can store a program hav-

ing the function of verifying the electronic data stored in 

35 the electronic data storage apparatus using an individ-

ual key unique to the apparatus; and the function of 

transmitting the electronic data after re-encrypting it us-

ing a common key shared with a receiving apparatus if 

the data is correct according to the verification. 

40 [0025] A computer-readable storage medium used in 

the electronic data storage apparatus embodying the 

present invention can store a program having the func-

tion of verifying externally received electronic data using 

a common key shared with a transmitting apparatus, 

45 and the function of storing the electronic data after re-

encrypting it using the individual key unique to the re-

ceiving apparatus if the data is correct according to the 

verification. 

[0026] Reference will now be made, byway of exam-

s0 ple, to the accompanying drawings, in which: 

FIG. 1 is a block diagram illustrating a principle of 

the present invention; 

FIG. 2 is a block diagram of the configuration of an 

55 electronic data storage apparatus according to the 

first embodiment of the present invention; 

FIG. 3 is a flowchart of the entire process of an elec-

tronic data storage apparatus according to the first 
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embodiment of the present invention; 

FIG. 4 is a flowchart of the process of transmitting 

and receiving data between electronic data storage 

apparatuses belonging to the same group; 

FIG. 5 is a flowchart of the process of transmitting 

and receiving data between electronic data storage 

apparatuses belonging to different groups; 

FIG. 6 is a flowchart of the process of storing elec-

tronic data when an individual key is preliminarily 

assigned; 

FIG. 7 is a flowchart of the process of managing an 

individual key of the electronic data storage appa-

ratus by a group master; 

FIG. 8 is a flowchart of the process of generating an 

individual key with two keys associated with each 

other; 

FIG. 9 is a flowchart of managing a group key by a 

group master; 

FIG. 10 is a flowchart of the process of generating 

a group key with two keys associated with each oth-

er; 

FI G. 11 is a block diagram of the configuration of an 

electronic data storage apparatus according to the 

second embodiment of the present invention; 

FIG. 12 is a flowchart of the process of generating 

an individual key using a master key according to 

the second embodiment of the present invention; 

FIG. 13 is a flowchart of the process of generating 

a group key according to the second embodiment 

of the present invention; 

FIG. 14 is a flowchart of the process of generating 

an individual key of a group master by a group man-

agement and electronic data storage apparatus; 

FIG. 15 shows a hierarchy of groups; 

FIG. 16 shows the communications of the electronic 

data storage apparatuses between a higher order 

group and a lower order group; 

FIG. 17 is a flowchart of the process of transmitting 

data from a storage apparatus in a higher order 

group to a storage apparatus in a lowerorder group; 

FIG. 18 is a flowchart of the process of transmitting 

data from a storage apparatus in a lower order 

group to a storage apparatus in a higher order 

group; 

FIG. 19 illustrates the storage of an electronic doc-

ument using an individual key; 

FIG. 20 illustrates the process of transmitting and 

receiving data between two storage apparatuses 

belonging to the same group; 

FIG. 21 shows a method of computing amendment 

detection information MAC, 

FIG. 22 shows a method of generating a key; 

FIG. 23 illustrates the generation and the distribu-

tion of a group key; 

FIG. 24 illustrates a method of managing the entire 

system through group management SA when there 

are a plurality of groups each comprising a plurality 

of SAs: and 

FIG. 25 illustrates the loading of a program onto the 

computer for realizing a electronic data storage ap-

paratus embodying the present invention-

5 [0027] FIG.1 is a block diagram illustrating a principle 

of the present invention. An electronic data storage ap-

paratus 1 shown in FIG. 1 encrypts electronic data using 

an individual key unique to the apparatus, stores the da-

ta, and transmits and receives data using a common key 

10 applicable to a local environment or a global environ-

ment when an electronic data storage apparatus trans-

mits or receives data between another electronic data 

storage apparatus. 

[0028] In FIG. 1, a key management unit 2 manages 

75 an individual key unique to the electronic data storage 

apparatus to which the unit belongs and a common key 

shared between the apparatus and another electronic 

data storage apparatus. 

[0029] An encryption unit 3 performs an encrypting 

20 process using an individual key on the electronic data 

stored in the apparatus to which the unit belongs, and 

performs an encrypting process or data verification us-

ing a common key on the electronic data transmitted to 

and received from another electronic data storage ap-
25 paratus. 

[0030] As described above, according to an embodi-

ment of the present invention, an encrypting process is 

performed on the electronic data to be stored in each 

apparatus using an individual key unique to the appara-

30 tus, and performs an encrypting process and verification 

on the electronic data transmitted to or received from 

another electronic data storage apparatus using a com-

mon key shared between the two apparatuses. 

[0031] FIG. 2 is a block diagram of the configuration 

35 of the electronic data storage apparatus with a key man-

agement function according to the first embodiment of 

the present invention. In the first embodiment of the 

present invention, an electronic data storage apparatus 

10 stores three types of key.. that is, an individual key, a 

40 group key, and a public key. 

[0032] In FIG. 2, a control unit 11 controls the entire 

operation of the system. A key management unit 12 

manages a key stored in the electronic data storage ap-

paratus 10, and an encryption unit 13 generates a key, 

45 encrypts electronic data, and verifies the electronic data 

as necessary. 

[0033] An individual key storage unit 14 stores an in-

dividual key unique to the electronic data storage appa-

ratus 10 to which the unit belongs. A group key storage 

50 unit 15 stores a group key as a common key in a group 

of a plurality of electronic data storage apparatuses 10. 

A public key storage unit 16 stores a public key to be 

used when electronic data is transmitted to or received 

from an electronic data storage apparatus 10 belonging 

55 to another group. 

[0034] The electronic data storage apparatus 10 fur-

ther comprises a data storage unit 17 for storing elec-

tronic data, and a communications unit 18 for transmit-
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ting and receiving electronic data to and from another 

electronic data storage apparatus. The communications 

unit 18 is connected to a network. 

[0035] FIG. 3 is a flowchart of the entire process of 

the electronic data storage apparatus according to the 

first embodiment of the present invention. In FIG. 3, 

when electronic data is input or, for example, an instruc-

tion to transmit electronic data is input in step S1, it is 

determined in step S2 whether or not the data is to be 

stored in the electronic data storage apparatus. The in-

struction to transmit data input in step S1 is provided 

from the user of the storage apparatus or an application 

through, for example, a network. 

[0036] When data is to be stored, an individual key 

stored by the individual key storage unit 14 is selected 

by the key management unit 12 in step S3, and an en-

crypting process is performed on the electronic data by 

the encryption unit 13 using the individual key in step 

S4. In step S5, the data storage unit 17 stores the data, 

thereby terminating the process. 

[0037] If data is not to be stored in step S2, it is deter-

mined in step S6 whether or not the instruction received 

in step S1 indicates the transmission and reception of 

data between electronic data storage apparatuses in the 

same group. If yes, the key management unit 12 selects 

a group key stored by the group key storage unit 15 in 

step S7, the encryption unit 13 performs an encrypting 

process using a group key in step S8, and the commu-

nications unit 18 transmits electronic data in step S9, 

thereby terminating the process. 

[0038] If it is determined in step S6 that data is not 

transmitted or received in the same group, it is further 

determined in step S11 whether or not data is to be 

transmitted or received between electronic data storage 

apparatuses belonging to different groups. If not, the 

process terminates without proceeding with the proc-

ess. If yes; the key management unit 12 selects a public 

key from the public key storage unit 16 in step S12, an 

encrypting process is performed using a public key in 

step S8, data is transmitted in step S9, thereby termi-

nating the process. 

[0039] FIG. 4 is a flowchart showing the details of the 

intra-group data transmission and reception process 

shown in FIG. 3. In FIG. 4, when an intra-group commu-

nications instruction is provided for the transmitting elec-

tronic data storage apparatus in step S15, data to be 

transmitted from the data storage unit 17 is selected in 

step S16, the key management unit 12 selects an indi-

vidual key stored by the individual key storage unit 14 

in step S17, and the encryption unit 13 decrypts the elec-

tronic data and verifies the contents of the data using 

the individual key in step S18. The process performed 

by the encryption unit 13 is described later in detail. 

[0040] If it is determined as a result of the verification 

of the electronic data that the electronic data has not 

been amended, then the key management unit 12 se-

lects a group key stored in the group key storage unit 

15 in step S19, the encryption unit 13 encrypts the elec-

tronic data using the group key in step S20; and the com-

munications unit 18 transmits the data to the receiving 

electronic data storage apparatus in step S21. 

[0041] In the receiving electronic data storage appa-

5 ratus, the communications unit 18 receives data in step 

S24, the key management unit 12 selects a group key 

stored by the group key storage unit 15 in step S25, and 

the encryption unit 13 decrypts the electronic data and 

verifies the contents of the data using the group key in 

10 step S26. 

[0042] If it is determined as a result of the verification 

that the electronic data has not been amended, then the 

key management unit 12 selects an individual key 

stored by the individual key storage unit 14 in step S27, 

75 the encryption unit 13 encrypts the electronic data using 

the individual key in step S28, and the data storage unit 

17 stores the data in step S29, thereby terminating the 

process. 

[0043] FIG. 5 is a flowchart of the process of transmit-

20 ting and receiving data between electronic data storage 

apparatuses belonging to different groups. Described 

below are the portions different from those in the flow-

chart of the process of transmitting and receiving data 

between electronic data storage apparatuses in the 

25 same group as shown in FIG. 4. First, a transmitting 

electronic data storage apparatus receives an instruc-

tion to communicate with an electronic data storage ap-

paratus belonging to a different group in step S31, and 

a process in steps S16 through S18 is performed simi-

30 larly as in FIG. 4. Then, the key management unit 12 

selects a public key stored by the public key storage unit 

16 in step S32, an encrypting process is performed us-

ing the public key in step S33, and the result is transmit-

ted to the receiving electronic data storage apparatus in 

35 step S21. 

[0044] In the receiving electronic data storage appa-

ratus; the key management unit 12 selects a private key 

which is a pair to a public key stored in the public key 

storage unit 16 in step S36 after receiving data in step 

40 S24, and the encryption unit 13 decrypts the data and 

verifies the contents of the data using the public key en-

cryption algorithm in step S37. 

[0045] If it is verified that no amendments have been 

made to the electronic data, then the process.in steps 

45 S27 through S29 is performed similarly as in FIG. 4, 

thereby terminating the process. In this case, an elec-

tronic document can be processed in a common method 

such as PEM (privacy enhanced mail) through which an 

electronic signature is transmitted using a private key 

50 from the transmitting apparatus and simultaneously a 

document encrypted using a public key is transmitted 

from the receiving apparatus. Otherwise, communica-

tions can also be established by temporarily sharing a 

session key based on the D-H (Diffie-Hellman system) 

55 in addition to the public keys of the transmitting appara-

tus and the receiving apparatus. 

[0046] The PEM is an electronic mail system with en-

hanced security which is proposed as a preferred stand-
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and for the Internet. In the PEM, the DES (data encryp-

tion standard) process is used in encrypting a docu-

ment. The PEM has the feature that a destination can 

be authenticated. 

[0047] The D-H method is a public key distribution 

method suggested by Diffie and Hellman, and has the 

feature of secretly sharing a key between two parties. 

[0048] As described by referring to FIGs. 4 and 5, 

when data is transmitted and received between elec-

tronic data storage apparatuses in the same or different 

groups, the data stored after being encrypted using an 

individual key by the transmitting apparatus is transmit-

ted after being re-encrypted using a group key for the 

same group, and using a public key for different groups. 

In the receiving apparatus, data is verified using a group 

key for the same group, and using a public key for dif-

ferent groups, and is then stored after being re-encrypt-

ed using an individual key. As a result, for example, al-

though there is the possibility that a group key is dis-

closed, the electronic data stored in each electronic data 

storage apparatus can be secured. 

[0049] The flowchart of generating and managing a 

key stored by each electronic data storage apparatus is 

described below by referring to FIGS. 6 through 10. FIG. 

6 is a flowchart of the data storing process performed 

when an individual key of each electronic data storage 

apparatus is preliminarily assigned. A key preliminarily 

assigned to an electronic data storage apparatus refers 

to, for example, a key assigned to each apparatus when 

the electronic data storage apparatus is delivered for 

sale from a factory. Since the key is managed by its mak-

er, it is called a maker key. 

[0050] In FIG. 6, an electronic data storage epparatus 

having the function of managing a key is generated by 

its maker in step S40 at the delivery from the factory, 

and the maker generates a maker key for the electronic 

data storage apparatus in step S41. In step S42, the 

electronic data storage apparatus is delivered after the 

maker key is set in the individual key storage unit 14. 

The maker key is managed by the maker together with 

the identification information about the electronic data 

storage apparatus, for example, its ID. 

[0051] When the electronic data storage apparatus is 

used, electronic data is received in step S44, the key 

management unit 12 selects the maker key stored by 

the individual key storage unit 14 in step S45, the en-

cryption unit 13 encrypts electronic data using the maker 

key in step S46; and the data storage unit 17 stores the 

data in step S47, thereby terminating the process. 

[0052] Thus, by using a maker key managed by the 

maker as an individual key of an electronic datastorage 

apparatus, it is not necessary for a user to manage a 

key. In addition, the disclosure of the key can be mini-

mized on the user side. Although the encryption unit 13 

of the electronic data storage apparatus on the userside 

has become out of order, the data in the electronic data 

storage apparatus can be reconstructed using the mak-

er key managed by the maker. 

[0053] FIG. 7 is a flowchart of the process of manag-

ing an individual key of an electronic data storage ap-

paratus by a main electronic data storage apparatus in 

a group; for example, a group master. When the process 

5 starts as shown in FIG. 7, a main electronic data storage 

apparatus, for example, a group master is determined 

in a group of a plurality of electronic data storage appa-

ratuses in step S50. In step S51, an individual key of 

each electronic data storage apparatus belonging to the 

10 group is generated using the key of the group master. 

In step S52, the individual key of each electronic data 

storage apparatus generated by the group master is dis-

tributed. In step S53, each electronic data storage ap-

paratus sets the distributed key in its individual key stor-

75 age unit 14, thereby terminating the process. The meth-

od of the group master generating each individual key 

and distributing the key is described later. 

[0054] FIG. 8 is a flowchart of the process of gener-

ating an individual key with two keys associated with 

20 each other. The two keys refer to, for example, a key 

preliminarily assigned to an electronic data storage ap-

paratus, and a newly specified key. The preliminarily as-

signed key is, for example, the above described maker 

key. The newly specified key is set by a manager who 

25 uses the electronic data storage apparatus, and is re-

ferred to as a manager key. Unlike a user, a manager 

can also sets an individual key and a group key. The 

user can only store, referto, and transfer electronic data. 

[0055] In FIG. 8, when an instruction to generate a 

30 new individual key is issued by a manager in step S55, 

the manager specifies a manager key in step S56, and 

an individual key is generated with the above described 

maker key associated with the manager key by the en-

cryption unit 13 in step S57. In step S58, the key man-

35 agement unit 12 sets the generated individual key in the 

individual key storage unit 14, thereby terminating the 

process. The process of generating an individual key 

with a maker key associated with a manager key is de-

scribed later. 

40 [0056] Thus, by associating a maker key with a man-

ager key when an individual key of an electronic data 

storage apparatus is generated, a manager can man-

age electronic data storage apparatuses depending on 

a change in organization, settings of a group, an envi-

45 ronment, and an operation mode. Furthermore, when 

an encryption unit becomes out of order, the maker can 

reconstruct and verify data as described above. 

[0057] FIG. 9 is a flowchart of managing a group key 

by a group master. A group key is used in transmitting 

50 and receiving electronic data in a group as described 

above. The flowchart shown in FIG. 9 is the same as the 

flowchart of the process of managing an individual key 

by a group master shown in FIG. 7. 

[0058] That is, after determining a group master in 

55 step S60, a group key is generated by the group master 

in step S61. In step S62, the group key is distributed to 

the electronic data storage apparatuses in the group. In 

step S63, each electronic data storage apparatus sets 
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the distributed group key in its own group key storage 

unit 15, thereby terminating the process. 

[0059] FIG. 10 is a flowchart of the process of gener-

ating a group key with two keys associated with each 

other as in FIG. 8 in which two keys refer to a maker key 

and a manager key. 

[0060] The first two steps in FIG. 10 are the same as 

those in FIG. 8. Then, in step S66, the encryption unit 

13 generates a group key with a maker key associated 

with a manager key. In step S67; the key management 

unit 12 sets a group key in the group key storage unit 

15. In step S68, the group key is distributed to the elec-

tronic data storage apparatuses belonging to the group, 

thereby terminating the process. The process according 

to the flowchart is performed by, for example, the above 

described group master. 

[0061] FIG. 11 is a block diagram of the configuration 

of the electronic data storage apparatus according tothe 

second embodiment of the present invention. As com-

pared with the configuration according to the first em-

bodiment shown in FIG. 2, an master key storage unit 

20 for storing a master key which is a common key 

shared by all electronic data storage apparatuses is the 

only difference from the configuration according to the 

first embodiment. 

[0062] FIG. 12 is a flowchart of the process of gener-

ating an individual key using a master key according to 

the second embodiment of the present invention. In FIG. 

12, when an instruction to generate an individual key is 

received in step 570, the identification information about 

each electronic data storage apparatus, for example, an 

ID of the electronic data storage apparatus, is obtained 

by the control unit 11 in step S71, and a master key 

stored in the master key storage unit 20 is obtained by 

the key management unit 12 in step S72. In step S73, 

the encryption unit 13 encrypts the electronic data stor-

age apparatus identification information using the mas-

ter key, and an individual key is generated. The encrypt-

ing process is described later. Then, in step S74, the 

key management unit 12 sets the generated individual 

key in the individual key storage unit 14, thereby termi-

nating the process. 

[0063] Thus, an individual key can be automatically 

generated by each electronic data storage apparatus by 

each apparatus generating each individual key using 

the master key shared by all electronic data storage ap-

paratuses. In addition, a maker of electronic data stor-

age apparatuses can verify and reconstruct the stored 

data by referring to the identification information about 

each electronic data storage apparatus when, for exam-

ple, its encryption unit becomes out of order. 

[0064] FIG. 13 is a flowchart of the process of gener-

ating and distributing a group key according to the sec-

ond embodiment of the present invention. In this proc-

ess, no master keys are used, and the similar process 

can be performed according to the first embodiment of 

the present invention. 

[0065] When an instruction to generate a group key 

is issued to a group master in step S75 shown in FIG. 

13, the control unit 11 of the group master obtains group 

identification information in step S76. The group identi-

fication information is an ID for identifying the group 

5 managed by the group master. In step S77, the key man-

agement unit 12 selects an individual key stored by the 

individual key storage unit 14, and the encryption unit 

13 generates a group key by encrypting the group iden-

tification information using the individual key in step 

10 S78. In step S79, the generated group key is distributed 

from the communications unit 18 to the electronic data 

storage apparatuses in the group. 

[0066] In the electronic data storage apparatus which 

belongs to the group and is managed by the group mas-

75 ter, the communications unit 18 receives the group key 

in step S80a, and the key management unit 12 sets the 

group key in the group key storage unit 15 in step S80b, 

thereby terminating the process. 

[0067] FIG. 14 is a flowchart of the process of gener-

20 ating an individual key of a group master by a group 

management and electronic data storage apparatus. A 

group management and electronic data storage appa-

ratus manages main electronic data storage apparatus-

es in a plurality of groups, that is; manages a plurality 

25 of group masters. The group management and electron-

ic data storage apparatus generates an individual key 

for each group master, and distributes it to the group 

master. 

[0068] In instruction to generate an individual key of 

30 a group master is received in step S82. In step S83, 

group identification information is specified for each of 

a plurality of groups. In step S84, the key management 

unit 12 selects an individual key stored in the individual 

key storage unit 14. In step S85, the encryption unit 13 

35 encrypts each piece of the group identification informa-

tion using the individual key, and an individual key for 

each group master is generated. In step S86, the indi-

vidual key is distributed to each group master, thereby 

terminating the process. 

40 [0069] Described below is the hierarchy of groups. 

For example, in FIG. 3, a plurality of groups of electronic 

data storage apparatuses are equal to each other ac-

cording to the first and the second embodiments of the 

present invention. FIG. 15 shows the case in which a 

45 group is designed to form a hierarchy of higher and low-

er order groups. 

[0070] In FIG. 15, a higher order group manages a 

lower order group to be managed. An electronic data 

storage apparatus (SA) belonging to the higher order 

50 group stores, for example, a higher order group key for 

the group to which it belongs, and a lower order group 

key which is a key of the lower order group which it man-

ages. On the other hand, an electronic data storage ap-

paratus belonging to the lower order group stores only 

55 the lower group key for the group to which it belongs. 

Then, for example, in the higher order group, the lower 

order group master SA for managing the lower order 

electronic data storage apparatuses generates a lower 
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order group key and distributes it to the electronic data 

storage apparatuses SA in the lower order group. The 

SA is short for a secure archiver, and refers to an elec-

tronic data storage apparatus. 

[0071] FIG. 16 shows the communicating method be-

tween two groups related in a hierarchical structure. The 

communications between the SAs in a higher order 

group are established using a higher order group key 

whereas the communications between the SAs in a low-

er order group are established using a lowerorder group 

key. The communications between an SA of a higher 

order group, for example, an SA 1, and an SA of a lower 

order group, for example, an SA 2, are established 

through a lower order group master SA which is one the 

SAs of the higher order group and manages the SAs of 

the lower order group. The communications between 

the lower order group master SA and an SA belonging 

to the lower order group; for example; the SA 2 are es-

tablished using a lower order group key. 

[0072] If the lower order group master SA belongs to 

a management unit of an organization, then a hierarchi-

cal group can be realized by the SA of the management 

unit generating; distributing, and managing an individual 

key of an SA or a group key of each department, etc. 

The data stored in each SA can be verified by the man-

agement unit. 

[0073] FIG. 17 is a flowchart of the process of trans-

mitting data from an SA 1 in a higher order group to an 

SA 2 in a lower order group. When an instruction to 

transfer data from the SA 1 of the higher order group to 

the SA 2 of the lower order group is issued in step S91 

shown in FIG. 17, the key management unit 12 shown 

in FIG. 2 selects an individual key stored in the individual 

key storage unit 14 in step S92, and the encryption unit 

13 decrypts and verifies data using the individual key. 

Then, the key management unit 12 selects the higher 

order group key stored in the group key storage unit 15 

in step S94. In step S95, the encryption unit 13 encrypts 

the electronic data using the higher order group key. In 

step S96, the encrypted electronic data is transferred 

from the communications unit 18 to the lower order 

group master SA. 

[0074] In the lower group master SA, the communica-

tions unit 18 receives the encrypted data in step S97, 

and the key management unit 12 selects the higher or-

der group key stored in the group key storage unit 15 in 

step S98. In step S99, the encryption unit 13 decrypts 

and verifies the electronic data using the higher order 

group key. In step S100, the key management unit 12 

selects the lower order group key stored in the group 

key storage unit 15. In step S101, the encryption unit 13 

encrypts data using the lower order group key. In step 

S102, the communications unit 18transfersthe encrypt-

ed data to a lower order group SA 2. 

[0075] In the lower order group SA 2, the communi-

cations unit 18 receives the encrypted data in step S103, 

and the key management unit 12 selects the lower order 

group key stored in the group key storage unit 15 in step 

S104. In step S105, the encryption unit 13 decrypts and 

verifies the electronic data using the lower order group 

key. In step S106, the key management unit 12 selects 

the individual key stored in the individual key storage 

5 unit 14. In step S107, the encryption unit 13 encrypts 

data using the individual key. In step S108, the control 

unit 11 stores data in the data storage unit 17, thereby 

terminating the process. 

[0076] FIG. 18 is a flowchart of the process of trans-

f0 miffing data from a lower order group SA 2 to a higher 

order group SA 1. The flowchart shows the reverse proc-

ess of the process shown in FIG. 17. That is, the data 

transmitting SA 2 performs the process using an indi-

vidual key and a lower order group key; and the lower 

75 order group master SA decrypts and verifies data using 

a lower order group key, and then encrypts the data us-

ing a higher order group key. The receiving SA 1 per-

forms the process using a higher order group key and 

an individual key. 

20 [0077] In the description of the process shown in FIG. 

17, the configuration of the electronic data storage ap-

paratus according to the first embodiment is described. 

However, the processes shown in FIGs. 17 and 18 are 

similarly performed in the electronic data storage appa-

25 ratus according to the second embodiment described 

by referring to FIG. 2. 

[0078] Described below are the methods of storing 

electronic data (electronic documents) using an individ-

ual key, utilizing a group key in a group, generating 

30 amendment detection information (message authenti-

cation code (MAC)) for the electronic data, generating 

a key, etc. 

[0079] FIG. 19 shows the method of storing an elec-

tronic document using an individual key. In FIG. 19, 

35 when an instruction to store an electronic document is 

issued to an electronic data storage apparatus, a MAC 

is generated using the individual key and the electronic 

document, and the MAC and the electronic document 

are stored. 

40 [0080] FIG. 20 shows the process of transmitting and 

receiving data between two electronic data storage ap-

paratuses belonging to the same group. In FIG. 20, the 

transmitting electronic data storage apparatus A re-

computes the MAC, verifies an electronic document, 

45 computes the MAC corresponding to a group key and 

the electronic document, and transmits the MAC and the 

electronic document to the electronic data storage ap-

paratus B. 

[0081] Then, the electronic data storage apparatus B 

se receives the MAC and the electronic document, verifies 

the contents of the MAC using the group key, computes 

the MAC corresponding to the individual key and the 

electronic document if the verification result is correct, 

and stores the computed MAC and the electronic doc-

55 ument. 

[0082] FIG. 21 shows the method of computing 

amendment detection information MAC for electronic 

data described by referring to FIGs. 19 and 20. In com-
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puting the MAC; the DES (data encryption standard) 

adopted by the US Standard Institute for use in encrypt-

ing electronic data is used. In this encrypting method, 

the encrypting/decrypting process can be performed by 

one LSI. 

[0083] In FIG. 21, the original data is divided into 

64- bit blocks M1, M2,.-., Mn. The DES process is per-

formed on the first 64-bit block M1 using a key, for ex-

ample, an individual key. An exclusive logical sum of the 

resultant 64-bit data and the next 64-bit block M2 is ob-

tained. 

[0084] Then, the DES process is performed again on 

the result using, for example, an individual key, and a 

64- bit result is obtained. The similar process is contin-

ued. Among the resultant 64-bit results, the higher order 

32 bits are obtained as the amendment detection infor-

mation MAC. The computation of the amendment de-

tection information MAC is not limited to the above de-

scribed method, but can be obtained using other algo-

rithms. 

[0085] FIG. 22 shows a common method of generat-

ing a key. In FIG. 22, for example, when the above de-

scribed group master generates and distributes an indi-

vidual key of an electronic data storage apparatus be-

longing to its group, the DES process is performed using 

the information identifying each electronic data storage 

apparatus, for example, an ID and an individual key of 

the group master as a seed key. An individual key cor-

responding to each storage apparatus can be generated 

and distributed as a new key. As described above, a new 

key can be similarly generated with two keys, for exam-

ple, a maker key and a manager key, associated with 

each other. 

[0086] An individual key can be distributed online us-

ing a key distributing server or a G KMF (group key man-

agement frame work) based on the authentication using 

a public key. A medium such as a floppy disk, an IC card, 

etc. can also be used to distribute the key offline. 

[0087] The GKMF is performed to set and manage a 

key by assigning a certificate based on the public key 

authentication to each group member. The authentica-

tion using a public key refers to the system that two par-

ties authenticate each other by obtaining the third par-

ty's guarantee (electronic signature) for a public key us-

ing an authentication station as the reliable third party. 

[0088] FI G. 23 shows the generation and the distribu-

tion of a group key. In FIG. 23, for example, there are 

two groups 1 and 2; and each group has a group master 

and three subordinate SAs. In FIG. 23, for example, a 

group master first generates a group master key (Gm 

key) using its own individual key; an I key, and the ID of 

the electronic data storage apparatus to which it be-

longs, then generates a group key and a G key using 

the Gm key and the ID of the group, and distributes the 

group key to the subordinate SAs. 

[0089] The group key is stored in the group key stor-

age unit in each SA, and managed by a combination of 

an ID and a key for identifying each group. Normally, 

plural combinations of a group key and an ID for identi-

fying a group are stored because an SA belongs to a 

plurality of groups and it is necessary for a lower order 

group master SA described by referring to FIG. 16 to 

5 store a higher order group key and a lower order group 

key. In addition to a combination of a group key and an 

ID, an attribute such as the IP address, the name of an 

electronic data storage apparatus in a group, etc. can 

be simultaneously managed. 

10 [0090] In FIG. 23, the communications are estab-

lished between the groups 1 and 2 using a session key 

(S key). The session key is a private key shared among, 

for example, group masters based on a public key cer-

tificate. A public key is used for communications with a 

75 plurality of different groups, managed by a plurality of, 

for example, group masters as with the case of a group 

key, and can be stored such that a reliable third party 

can confirm the authentication based on a public key 

certificate indicated by the ITU-TX509 of the Internation-

20 al Telecommunications Union. 

[0091] FIG. 24 shows the method of managing the en-

tire system through group management SA when there 

are a plurality of groups each comprising a plurality of 

SAs. In FIG. 24, there are three groups A, B; and C. 

25 Each group contains a main electronic data storage ap-

paratus, that is, a group master. 

[0092] A group management SA (group management 

and electronic data storage apparatus) manages group 

masters SA of respective groups. For example, as 

30 shown in FIG. 14, an individual key of a group master 

SA is generated and distributed to each group master 

SA. Thus, by providing a group management SA for 

managing a plurality of groups, communications can be 

established with any of a number of groups even 

35 through a global network such as the Internet, etc. 

[0093] Finally described by referring to FIG. 25 is the 

process of loading a program for realizing the electronic 

data storage apparatus with a key management function 

according to the present invention onto a computer. In 

40 FIG. 25, a computer 25 stored in a secure case com-

prises a body 26 and memory 27, and a program can 

be loaded onto the body 26 from a secure portable stor-

age medium 29. A program can also be loaded from a 

program provider through a network 28. 

45 [0094] Programs for use in performing various proc-

esses in the electronic data storage apparatus within the 

scope of the claims of the present invention; programs 

for transmitting and receiving data between electronic 

datastorage apparatuses, and programs shown in each 

so flowchart are stored in; for example, a secure memory 

27, and executed by the body 26. The secure memory 

27 can be a hard disk, etc. 

[0095] Programs for use in transmitting and receiving 

data between electronic data storage apparatuses are 

55 stored in the secure portable storage medium 29, load-

ed onto the secure computer 25, thereby establishing 

communications. The secure portable storage medium 

29 can be a secure memory card, floppy disk, CD/ROM, 
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optical disk, magneto-optical disk, etc. Furthermore, 

programs for establishing data communications can re-

alize the data communications by being loaded after 

transmitted to the computer 25 in a secure case from a 

program provider through the network 28. 

[0096] The embodiments of the present invention 

have been described above in detail. However, the 

present invention is not limited to the above descrip-

tions. It is obvious that the present invention can be rep-

resented by various other embodiments. 

[0097] As described above in detail; the electronic da-

ta storage apparatus has the function of managing a 

key, thereby storing, transmitting, and receiving elec-

tronic data in any applicable environment with the secu-

rity of important electronic documents guaranteed. 

Claims 

4. The apparatus according to claim 2, wherein: 

a main electronic data storage apparatus 

(group master SA) exists in the group (group 1); 

5 said encryption means (3;13) of said main elec-

tronic data storage apparatus (group master 

SA) generates a group key to be shared in the 

group using an individual key of the apparatus 

(group master SA) to which said means (3,13) 

10 belongs; and 

said generated group key is distributed to each 

electronic data storage apparatus belonging to 

the group (group 1). 

75 S. The apparatus according to claim 2, wherein: 

1. An electronic data storage apparatus ( 1) for storing 20 

electronic data, comprising: 

key management means (2,12) for managing 

an individual key unique to the electronic data 

storage apparatus to which said means be-

longs, and.a common key shared with other 

electronic data storage apparatuses; and 

encryption means (3,13) for performing an en-

crypting process on electronic data stored in 

the electronic data storage apparatus (1) to 

which said means (3,13) belongs using the in-

dividual key, and performing an encrypting 

process using the common key or with dataver-

ification on electronic data transmitted to or re-

ceived from another electronic data storage ap-

paratus. 

25 

a main electronic data storage apparatus 

(group master SA) exists in the group (group 1); 

said encryption means (3,13) of said main elec-

tronic data storage apparatus (group master 

SA) generates a group key to be shared in the 

group with a key preliminarily assigned as the 

individual key to said main electronic data stor-

age apparatus (group master SA) associated 

with a new key externally specified; and 

said generated group key is distributed to each 

electronic data storage apparatus belonging to 

the group (group 1). 

30 6. The apparatus according to claim 2, wherein: 

35 

2. The apparatus according to claim 1, wherein 

said key management means (2,12) manag-

es a group key as the common key to be shared in 40 

a group of a plurality of electronic data storage ap-

paratuses. 

3. The apparatus according to claim 1, wherein: 

a main electronic data storage apparatus 

(group master SA) exists in a group -(group 1) 

of a plurality of electronic data storage appara-

tuses; 

said encryption means (3,13) of said main elec-

tronic data storage apparatus (group master 

SA) generates an individual key of each elec-

tronic data storage apparatus in the group us-

ing an individual key of the apparatus to which 

said means belongs; and 

said generated individual key is distributed to 

each electronic data storage apparatus belong-

ing to the group (group 1). 

45 

50 

a main electronic data storage apparatus 

(group master SA) exists in the group, and an 

electronic data storage and management ap-

paratus (group management SA) for managing 

respective main electronic data storage appa-

ratuses (group master SA) in a plurality of 

groups (group A, group B, group C) exists; 

said encryption means (3,13) of said electronic 

data storage and management apparatus 

(group management SA) generates an individ-

ual key of each of said main electronic data 

storage apparatuses (group master SA) using 

an individual key of the apparatus (group mas-

ter SA) to which said means (3,13) belongs; 

and 

said generated individual key is distributed to 

each of said main electronic data storage ap-

paratuses (group master SA). 

7. The apparatus according to any of claims 2 or 4 to 

6; wherein 

said key management means (2,12) manag-

es, in addition to said group key as the common key, 

55 a public key for use in transmitting electronic data 

to and receiving it from an electronic data storage 

apparatus belonging to a group different from a 

group of the electronic data storage apparatus to 

10 
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which said means (2,12) belongs. 

S. The apparatus according to any preceding claim, 

wherein 

said individual key is preliminarily assigned to 

each electronic data storage apparatus (1) before 

use of the apparatus ( 1). 

s 

9. The apparatus according to any of claims 1 to 7, 

wherein: 10 

said encryption means (3,13) generates the in-

dividual key with a key preliminarily set before 

use of the apparatus ( 1) to which said means 

(3,13) belongs with a new externally specified 

key; and 

said key management means (2,12) manages 

the generated individual key. 

10. The apparatus according to any preceding claim, 

wherein 

said key management means (2,12) manag-

es a master key to be shared by all electronic data 

storage apparatuses ( 1). 

11. The apparatus according to claim 10, when read as 

appended to any of claims 1 to 7, wherein: said en-

cryption means (3,13) generates the individual key 

by encrypting information identifying the apparatus 

(1) to which said means (3,13) belongs using the 

master key and 

said key management means (2,12) manag-

es the generated individual key. 

12. The apparatus according to claim 11, when read as 

appended to claim 1, wherein: a main electronic da-

ta storage apparatus (group master SA) exists in a 

group (group 1) of a plurality of electronic data stor-

age apparatuses; 

said encryption means (3,13) of said main elec-

tronic data storage apparatus (group master 

SA) generates a group key as the common key 

by encrypting information identifying the group 

using the generated individual key; and 

said generated group key is distributed to each 

electronic data storage apparatus belonging to 

the group (group 1). 

13. The apparatus according to claim 1, wherein: 

a hierarchical structure of electronic data stor-

age apparatuses ( 1) is designed as having a 

group of a plurality of electronic data storage 

apparatuses as one hierarchical level; and 

said key management means (2,12) manages 

a group key as the common key depending on 

a hierarchical level of a group containing the 

7s 

20 

electronic data storage apparatus ( 1) to which 

said means (2,12) belongs. 

14. The apparatus according to claim 13, wherein: 

in the hierarchical structure of the electronic da-

ta storage apparatuses, an electronic data stor-

age and management apparatus for managing 

electronic data storage apparatuses (lower or-

der group master SA) in a lower order group 

exists in a group (lower order group) at one lev-

el higher than the lower order group, 

said encryption means (3,13) of said electronic 

data storage and management apparatus (low-

er order group master SA) generates a group 

key for the lower order group using the individ-

ual key of the apparatus (lower order group 

master SA) to which said means (3,13) be-

longs; and 

said generated group key is distributed to the 

electronic data storage apparatuses in the 

group (lower order group) at one level lower. 

15. A method of managing electronic data in an elec-

25 tronic data storage apparatus in a hierarchical 

structure having a group of a plurality of electronic 

data storage apparatuses as one hierarchical level; 

comprising the steps of: 

30 a transmitting electronic data storage appara-

tus (SA1) in one hierarchical level of the hier-

archical structure re-encrypting data, encrypt-

ed using an individual key which is unique to 

and stored in the apparatus (SA1), using a high-

35 er order group key corresponding to the hierar-

chical level (S91 to S95), and transmitting the 

re-encrypted data to an electronic data storage 

and management apparatus for managing the 

electronic data storage apparatuses (lower or-

40 der group master SA) in a group at one hierar-

chical level lower (S96); 

said electronic data storage and management 

apparatus (lower order group master SA) for 

managing a lower group of electronic data stor-

45 age apparatuses (SA2) verifying the received 

data using the higher order group key (S99 to 

S99); 

re-encrypting the electronic data using the low-

er order group key corresponding to one hier-

50 archical level lower if the electronic data is cor-

rect as a result of the verification (S100 to 

S101), and transmitting the data to a receiving 

electronic data storage apparatus (SA2) in the 

group at one level lower (S102); 

55 said receiving electronic data storage appara-

tus (SA2) verifying received data using the low-

er order group key (S1 03 to S105); and 

re-encrypting and storing received data using 

11 
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an individual key unique to the apparatus (SA2) 

if the electronic data is correct as a result of the 

verification (S106 to S108). 

16. A method of managing electronic data in an elec-

tronic data storage apparatus in a hierarchical 

structure having a group of a plurality of electronic 

data storage apparatuses as one hierarchical level, 

comprising the steps of. 

a transmitting electronic data storage appara-

tus (SA2) in one hierarchical level of the hier-

archical structure re-encrypting data, encrypt-

ed using an individual key which is unique to 

and stored in the apparatus (SA2), using a low-

er order group key corresponding to the hierar-

chical level (S111 toS115), and transmitting the 

re-encrypted data to a lower order group elec-

tronic data storage and management appara-

tus (lower order group master SA) for managing 

the electronic data storage apparatuses (SA2) 

in the group (S116); 

said electronic data storage and management 

apparatus ( lower order group master SA) for 

managing a lower group of electronic data stor-

age apparatuses (SA2) verifying the received 

data using the lower order group key (S117 to 

S119); 

re-encrypting the electronic data using the 

higher order group key corresponding to one hi-

erarchical level higher if the electronic data is 

correct as a result of the verification (S120 to 

S121), and transmitting the data to a receiving 

electronic data storage apparatus (SA1) in the 

group at one level higher (S122); 

said receiving electronic data storage appara-

tus (SA1) verifying received data using the 

higher order group key (S123 to S124); and 

re-encrypting and storing received data using 

an individual key unique to the apparatus (SA1) 

if the electronic data is correct as a result of the 

verification (S125 to S128). 

17. A method of storing electronic data in an electronic 

data storage apparatus ( 1) for storing the electronic 

data, comprising the steps of: 

communicating electronic data using a com-

mon key shared with other electronic data stor-

age apparatuses (S6 to S12); and 

performing an encrypting process using an in-

dividual key unique to an electronic data stor-

age apparatus ( 1) on data to be stored in the 

electronic data storage apparatus (1)(S2 to 

S5). 

18. The method according to claim 17, wherein 

said electronic data storage apparatus ( 1) 

stores as the common key a group key shared 

in one group of a plurality of electronic data 

storage apparatuses (S15); 

5 a transmitting electronic data storage appara-

tus transmits electronic data after re-encrypting 

using the group key the data stored in the ap-

paratus and encrypted using the individual key 

(S16 to S21); 

10 a receiving electronic data storage apparatus 

verifies the received electronic data using the 

group key (S24 to S26); and 

when the electronic data is correct according to 

a result of the verification, said electronic data 

75 is re-encrypted using the individual key and 

stored (S27 to S29). 

19. The method according to claim 17, wherein 

20 said electronic data storage apparatus ( 1) be-

longing to a group of electronic data storage ap-

paratuses stores as the common key a public 

key of an electronic data storage apparatus be-

longing to another group of a plurality of elec-

25 tronic data storage apparatuses (S31); 

a transmitting electronic data storage appara-

tus transmits electronic data after re-encrypting 

using the public key the data stored in the ap-

paratus and encrypted using the individual key 

30 (S16 to S18, S32 to S33, S21); 

a receiving electronic data storage apparatus 

verifies the received electronic data using a pri-

vate key which is a pair to the public key (S36 

to S37); and 

35 when the electronic data is correct according to 

a result of the verification, said electronic data 

is re-encrypted using the individual key and 

stored (S27 to S29). 

40 20. A computer-readable storage medium (27,29) used 

in an electronic data storage apparatus and storing 

a program to direct a computer (25) to execute the 

steps of: 

45 

50 

verifying stored electronic data using an indi-

vidual key unique to the electronic data storage 

apparatus; and 

transmitting the electronic data to a receiving 

apparatus after re-encrypting the electronic da-

ta using a common key shared with the receiv-

ing apparatus when a result of the verification 

is correct. 

21. A compute r-readablestorage medium (27,29) used 

55 in an electronic data storage apparatus and storing 

a program to direct a computer (25) to execute the 

steps of: 

12 
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verifying externally received electronic data us-

ing a common key shared with a transmitting 

apparatus of the electronic data; and 

re-encrypting the electronic data using an indi-

vidual key unique to the electronic data storage 

apparatus and storing the data when a result of 

the verification is correct-

5 

22. A computer program which, when run on a compu-

ter, causes the computer to carry out a method as 10 

claimed in any one of claims 15 to 19. 

23. A computer program which, when loaded into a 

computer, causes the computer to become appara-

tus as claimed in any one of claims 1 to 14. 75 

20 

25 

30 

35 

40 

45 

50 

55 

EX1024, Page 357



EP 1 011 222 A2 

1 

ELECTRONIC DATA STORAGE APPARATUS 
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KEY MANAGEMENT UNIT. Y 

ENCRYPTION UNIT f 
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"SYSTEM AND METHOD FOR TRANSMITTING AND STORING SENSITIVE  

DATA " 

FIELD OF THE INVENTION 

The present invention relates to a system and method for transmitting and storing 

5 data — particularly sensitive data — transmitted over communications networks, 

particularly, although not exclusively, public networks such as the Internet. 

BACKGROUND ART 

With the advent of improved data communication, computers are able to transmit 

and receive information between each other over long distances — commonly over 

10 networks, and often publicly accessible networks such as the Internet. 

The Internet is a publicly accessible network to which millions of computers are 

connected. Typically, a user with a terminal, such as a Personal Computer, 

connects, via the Internet, to a server provided by his Internet Service Provider 

(ISP), and from there to one of many servers provided by a variety of companies, 

15 organisations, or individuals, to access, and sometimes download, information. A 

common application on the Internet is the provision of electronic retailing, wherein 

retailers provide information on products, which a user, or client can access, and 

then, very often, purchase directly. As with many applications of the Internet, it is 

desirable that any one user, with a computer, may access a server system that is 

20 operated by a retailer. For these applications, it is necessary for the server 

system to supply information - on request - to any computer coupled to the 

network, and to receive information from other computers. For example, an 

electronic retailer will need to supply product information to a potential client and, 

if the client wishes to purchase products offered, to receive information back from 

25 the client. The product information may be extensive and involve large amounts 

of text, images or sound. The information supplied by the client may contain 

sensitive information such as names, addresses and credit card numbers. 
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Since the server system needs to be accessed by any terminal on the public 

network, it needs to be open to the whole network and experience has shown that 

it is not possible to make such an open system entirely secure from intrusion - 

where unauthorised persons gain access to sensitive information. Systems 

5 involved in electronic commerce have been particularly vulnerable to attacks in 

which intruders are searching for credit card numbers. Loss of credit card 

numbers is just one example of a situation where an organization operating a 

server may be vulnerable to large damage claims if an intruder successfully 

obtains data, which can be used for fraudulent purposes. 

10 The provision of credit card numbers during an on-line transaction is not the only 

situation where sensitive information is transmitted over the Internet. Service 

providers, such as taxation advisers and medical practitioners may receive 

confidential financial, medical or other personal information over the Internet. 

Thus, there is a general need for a system that offers a secure system for storing 

15 such information. 

DISCLOSURE OF THE INVENTION 

Throughout the specification, unless the context requires otherwise, the word 

"comprise" or variations such as "comprises" or "comprising", will be understood to 

imply the inclusion of a stated integer or group of integers but not the exclusion of 

20 any other integer or group of integers. 

According to the present invention, there is provided a system for transmitting and 

storing data received from a terminal, the system comprising: 

a data handling means arranged to receive data from the terminal; 

and a data storage means coupled to the data handling means by at least one 

25 one-way communications channel arranged to transmit data in one direction from 

the data handling means to the data storage system; 
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the data handling means being operable to forward the received data to the data 

storage means via the at least one communications channel, the data storage 

means being operable to receive the data from the data handling means for 

storage in the storage means. 

5 Preferably, the data handling means is operable to transmit the data to the data 

storage means within a data packet, the data storage means being operable to 

transmit, in response to a received data packet, an acknowledgement packet to 

the data handling means along the one-way communications channel, said 

acknowledgement packet being arranged not to contain the data. 

10 Preferably, the data storage means is operable to generate an acknowledgement 

package containing a one-way hash function to verify the integrity of the received 

data packet. 

Preferably, the data storage means is coupled to the data handling means by 

multiple one-way communications channels. 

15 Preferably, the system further comprises multiple data storage means, each being 

coupled to the data handling means by one or more one-way communications 

channels. 

Preferably, the data handling means includes encryption means operable to 

encrypt data prior to transmission along the one-way communication channel, and 

20 the data storage includes. decryption means operable to decrypt the received 

encrypted data. 

Preferably, the data is encrypted using public key encryption, and the data is 

decrypted using a private key held in the decryption means. 

Preferably, the data handling means is operable to transmit the data along the at 

25 least one one-way communication channel interleaved with randomly generated 

data. 
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Preferably, the data handling means is operable to transmit the data along the at 

least one one-way communication channel embedded within a series of data 

packets, 

Preferably, the system includes multiple one-way communication channels, 

5 wherein the data handling means is operable to transmit the data sequentially 

along the communications channels 

Preferably, the data handling means is operable to transmit the data along 

randomly selected communications channels. 

Preferably, the data handling means is operable to transmit the data along all 

10 communications channels, with only portions of the data on any single channel, 

Preferably, the data handling means is operable to transmit the data along all 

communications channels, with one channel transmitting the actual data, the 

others bogus data. 

Preferably, the data handling means is operable to transmit encrypted data 

15 directly to the data storage means, the data storage means including decryption 

means operable to decrypt the encrypted data, the data storage means being 

further operable to transmit, in response to the received data, an acknowledgment 

packet to the data handling means along the one-way communications channel, 

the acknowledgment packet being arranged not to contain the data. 

20 Preferably, the acknowledgement packet contains flags indicating whether the 

encrypted data was valid. 

According to another aspect of the present invention, there is provided a method 

for transmitting and storing data received from a terminal by a data handling 

means, said method comprising the steps of. providing a data storage means; 

25 providing at least one one-way communications channel between the data 

handling means and the data storage means arranged to permit transmission of 

data in one way only from the data handling means to the data storage means; 
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the data handling means transmitting the received data to the data storage means 

for storage therein via the at least one one-way communication channel. 

Preferably, the data is transmitted within a data packet, and an acknowledgement 

packet is sent, from the data storage means to the data handling means, along 

5 the one-way communications channel, in response to a received data packet, the 

acknowledgement packet being arranged not to contain the data. 

Preferably, the acknowledgement package contains a one-way hash function to 

verify the integrity of the received data packet. 

Preferably, the data is encrypted prior to transmission along the one-way 

10 communication channel, and is decrypted upon receipt by the data storage 

means. 

Preferably, the data is encrypted using public key encryption, and the data is 

decrypted using a private key. 

Preferably, the data is transmitted along the at least one one-way communication 

15 channel interleaved with randomly generated data. 

Preferably, the data is transmitted along the at least one one-way communication 

channel embedded within a series of data packets. 

Preferably, the method includes the step of providing multiple one-way 

communication channels, wherein the one-way communication channel along 

20 which a data packet is to be transmitted is sequentially selected. 

Preferably the method includes the step of providing multiple one-way 

communications channels, wherein the one-way communication channel along 

which a data packet is to be transmitted is randomly selected. 

Preferably the method includes the step of providing multiple one-way 

25 communications channels, wherein the data is transmitted along all 

communications channels, with only portions of the data on any single 
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The invention has the advantage that sensitive information transmitted over an 

insecure network to a data handling system — such as a server for an Internet site 

— is stored remotely in a data storage system coupled to the data handling system 

by means of a communications channel that allows the sensitive data to be 

5 transmitted in only one direction — namely from the data handling system to the 

data storage system — and not the other direction, so that the data is stored out of 

reach of a potential fraudulent user. 

In addition, the use of one or more means of transmitting the data from the data 

handling means to the data storage means further increases the security of the 

10 system, and makes it even less likely that someone would be able to gain access 

to the sensitive information. 

With the system of the present invention, even if a fraudulent user were to gain 

access to the data handling system, he would have to: 

• first determine that a remote data storage system was coupled to the data 

15 handling system 

• then determine which communications channel or channels are being 

used for communication to the data storage system 

• then devise a method for observing the data packets being transmitted on 

those channels 

20 if cryptography is used, obtain the private key used for decrypting 

transactions (if public key cryptography is used, this is stored on the data 

storage systems, and one must rely on trial and error - with a very low 

probability of success - to find the correct key) 

• if multiple channels are being used, determine either which channel is 

25 being used for valid transactions, or 

EX1024, Page 390



WO 02/21283 PCT/AU01/01121 

-7-

when transactions are detected and decrypted on multiple channels, 

determine which of these transactions are bogus transactions and which 

contain useful data 

• when data is split among different packets of data, determine which parts 

5 of these packets comprise the real data; and 

• assuming that an intruder were able to succeed in all of these steps and 

successfully obtain one set of sensitive data, then, since the data 

handling system does not need to use the same method or channels for 

the next transaction, the intruder would have to run through the whole 

10 procedure again. This will make it impractical for an intruder to insert 

automatic snooping tools into the server to collect useful information (as 

distinct from randomly generated bogus data). 

As mentioned above, the data handling means may be arranged to transmit 

encrypted data directly to the data storage means, where this is decrypted. In this 

15 case, the acknowledgement packet may contain flags indicating whether the 

encrypted data was valid. This arrangement is particularly advantageous where 

the remote terminal encrypts the data prior to transmission to the data handling 

system, such as by using public key cryptography. The data handling means will 

then never need to decrypt the data received from the remote terminal. 

20 In this case, the sensitive data is never available on the data handling system i.e. 

the part vulnerable to external attack, in decrypted or plain text form. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will now be described, by way of example only, with reference to the 

accompanying drawings, of which: 

25 Figure 1 is a schematic illustration of a first embodiment of the invention; 

Figure 2 is a schematic illustration of a second embodiment of the invention; 
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Figure 3 is a schematic illustration of a third embodiment of the invention; and 

Figures 4a and 4b are schematic illustrations of a data packet and 

acknowledgement packet respectively. 

BEST MODE(S) FOR CARRYING OUT THE INVENTION 

5 A communications and information storage system 1 comprises a data handling 

system, such as a server 2 which may be connected to a public communications 

network 3, such as the Internet, via a publicly accessible communications channel 

4. The server 2 includes a processor 6 and memory 7 for storing information, for 

example, in a database. 

10 Remote terminals 5, operated by users, are also connected to the public 

communications network 3. The remote terminals 5 can send information to, and 

receive information from, the server 2 over the public communications network 3. 

The operation and construction of such networks is well known to persons skilled 

in the art, and, in so far as it is not relevant to the present invention, need not be 

15 described in any further detail herein. 

The communications and information storage system also includes a data storage 

system 8 connected to the server 2 by means of a one-way communications 

channel 9. 

For the avoidance of doubt, the term "one-way", as used with regard to the 

20 communication channels discussed herein, refers to the fact that it is the data 

which can only flow in one direction — namely from the server 2 to the data 

storage system 8, and not in the other direction. The data storage system 8 is 

also a server that also includes a processor 19, and a memory 18 for storing data 

transmitted along the one-way communications channel 9. The data is received 

25 from a remote terminal 5 by the processor 6, and is transmitted under control of 

the processor 6, to the data storage system 8, but cannot be transmitted back to 

the server 2 from the data storage system 8. This is achieved by means of 
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protocol management software in the data storage system 8 that permits 

communication only in one direction along the one-way channel, namely from the 

server 2 to the data storage system 8, and not in the other direction. 

The data storage system 8, and the server 2 can be any suitable server 

5 configured to operate in accordance with the invention. As such, and in so far as 

it is not relevant to the present invention, the servers and their operation need not 

be described in any further detail herein. 

The server 2 may be operated, for example, by an electronic retailer and contain 

databases of product information which is supplied to potential clients who access 

10 the server 2 via a remote terminal 5, using a web browser — again, as is well 

known to persons skilled in the art. At some point — for example, when 

purchasing an item, the client may need to send sensitive information to the 

server 2, which is sent, via the public network 3, to the server 2. This sensitive 

information could include confidential details, which the client does not want to be 

15 made publicly available. Rather than retain the sensitive information in its own 

databases in the memory 7, the server 2 transmits the sensitive information 

immediately to the data storage system 8 using the one-way communication 

channel 9. 

Because the data storage system 8 is not connected to the public network, remote 

20 users of the public network 3 are unable to gain access to it, to, for example, to 

subvert the protocol management software, which prevents sensitive data from 

being transmitted from the data storage system 8 back to the server 2. 

In a second embodiment of the invention, two one-way communications channels 

9, 10 are used to link the server 2 and the data storage system 8. Both channels 

25 9, 10 only transmit data in one direction — namely from the server 2 to the data 

storage system 8. 

In a third embodiment, the server 2 is connected to a first and second data 

storage systems 11,12 — each data storage system 11, 12 being linked by their 

own respective one-way communications channel 13, 14. 
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As a further alternative, more than two one-way channels could be used, with 

either a single data storage system, or there could be provided a data storage 

system for each one-way channel — or combinations thereof. 

The communications protocol between the server 2 and the data storage system 

5 8 consists of data packets 21 - such as the one illustrated in fig 4a - and 

acknowledgement packets 15 only - such as the one illustrated in fig 4b. 

A typical data packet 21 may include a transaction identifier 21 a, information on 

the credit card holder's name 21b, credit card number 21c, expiry date 21d, and 

amount 21 e, and 32-bit portion of check/identification data 21 f. 

10 A typical acknowledgement packet 15 consists of a transaction identifier 15a and 

message digest 15b that verifies the integrity of the data packet 21, by advising 

the server 2 that the data packet 21 is complete and that all constituent parts are 

correct. 

The communications software on server 2 transmits data packets and reads 

15 acknowledgement packets. The communications software on data storage 

system 8 receives data packets and transmits acknowledgement packets. When 

the sensitive data reaches the information data storage system 8 it may be stored 

in files or databases or other conventional means. The sensitive data may then 

be accessed using a terminal that is connected directly to the data storage system 

20 8 and not to any public network, or connected via a secure private network. 

The process by which sensitive data is handled by the server 2 and the data 

storage system 8 is as follows: 

I. the server 2 sends some information (eg specifications of some product) to a 

remote terminal, in response to a request from the remote terminal 5; 

25 II. the remote terminal 5 responds by sending data — including sensitive information 

- back to the server 2 (eg name, address and credit card number for a potential 

purchase). Normally the message containing the sensitive information will be 
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encrypted using commonly known techniques as it is transmitted through the 

public network. This data — including the sensitive information — is temporarily 

stored in the memory 7 until it is transmitted to the data storage system 8; 

III. immediately upon receiving the sensitive information, the server 2 decides which 

5 one-way channel (or channels) 9, 10, 13, 14 to use, decrypts the information to 

check it for completeness, then immediately encrypts the sensitive portions of 

the information again, and transmits the data along with a transaction identifier 

21 a — in the form of a data packet 15 - to the data storage system 8; 

IV. the data storage system 8 then sends a short acknowledgement packet 15 

10 containing the transaction identifier 15a back to the server 2 in response to the 

received data. The message digest 15b is a one-way hash function. One-way 

hash functions digest the contents of a specific message without providing a 

way to reconstruct the message from the digest. Any suitable hash function 

could be used, for example, the Secure Hash Standard algorithm as disclosed in 

15 the publication: National Institute of Standards and Technology, NIST FIPS PUB 

180, "Secure Hash Standard", U.S. Department of Commerce, May 1993. The 

term "digest', "message digest", and "one-way hash function" are synonymous. 

V. the server 2 waits for the acknowledgement from 15 the data storage system 8 

and then erases the sensitive data from its memory 7 and transmits an 

20 acknowledgement to the remote terminal 5. 

Thus the sensitive data is available on the server 2 in unencrypted form for the 

minimum possible time — that is the time in step ( III) when the data is being 

checked for completeness. 

In a variation of this procedure, encrypted data that is received from the remote 

25 terminal 5 can immediately be sent to the selected data storage system 8 without 

decryption. The data storage system 8 can then decrypt it, check it for 

completeness, and send an acknowledgement. This acknowledgement will 

contain only flags indicating whether the sensitive data was complete or not. With 
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this variation, the sensitive data is never available on the server 2 (the one 

vulnerable to intruder attack) in decrypted or plain text form. 

In any of the embodiments described above, any or all of the following techniques 

can be used — at various times - to increase the security of the transmitted data: 

5 (a) data is encrypted before transmission from the server 2 using an encryption 

means 17 — and is then decrypted upon receipt by the data storage system 8 

using decryption means 16; 

(b) if public key encryption - for example as defined by the RSA system, US 

Patent 4405829, 20th September, 1983, R L Rivest, A Shamir and L M 

10 Adleman - is used, then the private key is only held in the decryption means 16 

on the data storage system 8 and thus not available within the server 2; 

(c) actual data is interleaved with packets of dummy data containing randomly 

generated data which an intruder could mistake for genuine data; 

(d) data may also be inserted into a number of full data packets in which most of 

15 the data is randomly generated bogus data used to make each transaction 

appear complete. A cryptographic technique could be applied to this task, 

known as "Secret Splitting", which creates N mutually independent random 

data packets, such that the original data packet can only be recovered by 

combining all N packets - see Bruce Schneier, "Applied Cryptography", Wiley 

20 and Assoc., 1996, Section 3.6, Page 70. An eavesdropper who obtained an 

incomplete set would be unable to recover any of the original data. 

Where two or more one-way communication channels are used: 

(e) the channel to be used to transmit a data packet is chosen sequentially. For 

example, one channel is chosen for the first data packet, and the second channel 

25 for the second data packet and so on. Where there are two one-way 

communications channels, then alternate channels could be used; 
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(f) the channel to be used to transmit a data packet is chosen randomly; 

(g) where two channels are used, both channels are used with only parts of the 

sensitive data being sent on any single channel; 

(h) a channel not used for sending actual data transmits suitably corrupted 

5 versions of the actual data. 

Different combinations of some or all of techniques (a)-(h) can be used at various 

times. For example, one transaction is sent over one channel accompanied by 

dummy data on another channel and the next transaction is transmitted using two 

channels. 

10 Where there are multiple one-way channels linking the server 2 and the one or 

more data storage systems 8, 11, 12, in step (iii) above, the server 2 can divide 

the data to be transmitted among the channels 9, 10, 13, 14. This need not be all 

of the available channels. 

When the data is split between channels 9, 10, 13, 14, it may be sent as a number 

15 of short data packets, which are assembled at the respective data storage system 

8, 11, 12 to recreate the full information. 

The channels chosen for any step may vary from transaction to transaction. 

In parallel with step of transmitting data to the data storage system 8, bogus data, 

randomly generated to look like a real transaction, could be sent along unused 

20 channels. 

It will be understood to persons skilled in the art, that variations are possible within 

the scope of the present invention. 
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The Claims Defining the Invention are as Follows 

1. A system for transmitting and storing data received from a terminal, the system 

comprising: 

a data handling means arranged to receive data from the terminal; 

5 and a data storage means coupled to the data handling means by at least 

one one-way communications channel arranged to transmit data in one 

direction only, from the data handling means to the data storage system; 

the data handling means being operable to forward the received data to the 

data storage means via the at least one communications channel, the data 

10 storage means being operable to receive the data from the data handling 

means for storage in the storage means. 

2. A system as claimed in claim 1, wherein the data handling means is operable 

to transmit the data to the data storage means within a data packet, the data 

storage means being operable to transmit, in response to a received data 

15 packet, an acknowledgement packet to the data handling means along the 

one-way communications channel, said acknowledgement packet being 

arranged not to contain the data. 

3. A system according to claim 1 or claim 2, wherein the data storage means is 

operable to generate an acknowledgement package containing a one-way 

20 hash function to verify the integrity of the received data packet. 

4. A system as claimed in any preceding claim, wherein the data storage means 

is coupled to the data handling means by multiple one-way communications 

channels. 

5. A system according to claim 4, comprising multiple data storage means, each 

25 being coupled to the data handling means by one or more one-way 

communications channels. 
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6. A system according to any preceding claim, wherein the data handling means 

includes encryption means operable to encrypt data prior to transmission 

along the one-way communication channel, and the data storage includes 

decryption means operable to decrypt the received encrypted data. 

5 7. A system according to claim 6, wherein the data is encrypted using public key 

encryption, and the data is decrypted using a private key held in the decryption 

means. 

8. A system according to any preceding claim, wherein the data handling means 

is operable to transmit the data along the at least one one-way communication 

10 channel interleaved with randomly generated data. 

9. A system according to any preceding claim, wherein the data handling means 

is operable to transmit the data along the at least one one-way communication 

channel embedded within a series of data packets, 

10.A system according to any preceding claim, including multiple one-way 

15 communication channels, wherein the data handling means is operable to 

sequentially select the one-way communication channel along which a data 

packet is to be transmitted. 

11.A system according to any of claims 1 to 9, including multiple one-way 

communications channels, wherein the data handling means is operable to 

20 randomly select the one-way communication channel along which a data 

packet is to be transmitted. 

12.A system according to any of claims 1 to 9, including multiple one-way 

communications channels, wherein the data handling means is operable to 

transmit the data along all communications channels, with only portions of the 

25 data on any single channel, 

13.A system according to any of claims 1 to 9, including multiple one-way 

communications channels, wherein the data handling means is operable to 
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transmit the data along all communications channels, with one channel 

transmitting the actual data, the others bogus data. 

14.A system according to claim 1, wherein the data handling means is operable to 

transmit encrypted data directly to the data storage means, the data storage 

5 means including decryption means operable to decrypt the encrypted data, the 

data storage means being further operable to transmit, in response to the 

received data, an acknowledgment packet to the data handling means along 

the one-way communications channel, the acknowledgment packet being 

arranged not to contain the data. 

10 15. A system as claimed in claim 14, wherein the acknowledgement packet 

contains flags indicating whether the encrypted data was valid. 

16. A method for transmitting and storing data received from a terminal by a data 

handling means, said method comprising the steps of: providing a data 

storage means ; providing at least one one-way communications channel 

15 between the data handling means and the data storage means arranged to 

permit transmission of data in one way only from the data handling means to 

the data storage means; the data handling means transmitting the received 

data to the data storage means for storage therein via the at least one one-

way communication channel. 

20 17.A method as claimed in claim 16, wherein the data is transmitted within a data 

packet, and an acknowledgement packet is sent, from the data storage means 

to the data handling means, along the one-way communications channel, in 

response to a received data packet, the acknowledgement packet being 

arranged not to contain the data. 

25 18.A method according to claim 16 or claim 17, wherein the acknowledgement 

package contains a one-way hash function to verify the integrity of the 

received data packet. 
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19.A method according to any preceding claim, wherein the data is encrypted 

prior to transmission along the one-way communication channel, and is 

decrypted upon receipt by the data storage means. 

20.A method according to claim 19, wherein the data is encrypted using public 

5 key encryption, and the data is decrypted using a private key. 

21.A method according to any of claims 16 to 20, wherein the data is transmitted 

along the at least one one-way communication channel interleaved with 

randomly generated data. 

22. A method according to any preceding claim, wherein the data is transmitted 

10 along the at least one one-way communication channel embedded within a 

series of data packets. 

23.A method according to any of claims 16 to 22, including the step of providing 

multiple one-way communication channels, wherein the one-way 

communication channel along which a data packet is to be transmitted is 

15 sequentially selected. 

24. A method according to any of claims 16 to 22, including the step of providing 

multiple one-way communications channels, wherein the one-way 

communication channel along which a data packet is to be transmitted is 

randomly selected. 

20 25.A method according to any of claims 16 to 22, including the step of providing 

multiple one-way communications channels, wherein the data is transmitted 

along all communications channels, with only portions of the data on any 

single channel, 

26.A method according to any of claims 16 to 22, including the step of providing 

25 multiple one-way communications channels, wherein the data is transmitted 

along all communications channels, with one channel transmitting the actual 

data, the others bogus data. 
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27.A method according to claim 16, wherein encrypted data is transmitted directly 

to the data storage means, encrypted data is decrypted by the data storage 

means, and an acknowledgment packet is transmitted to the data handling 

means along the at least one-way communications channel, in response to the 

5 received packet, the acknowledgment packet being arranged not to contain 

the data. 

28.A method as claimed in claim 27, wherein the acknowledgement packet 

contains flags indicating whether the encrypted data was valid. 
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Technical Field 

EP 0 485 090 A2 2 

The subject invention relates to a system for 

authorizing financial transactions based on the use 

of transaction cards. Various enhancements to the 

operation of a transaction terminal are disclosed 

which can improve the operation of existing sys-

tems. 

Background of the Invention 

A large percentage of transactions are now 

completed using a transaction card, rather than 

cash or checks. A small, but significant percentage 

of all such transactions generate losses due to 

improper usage of the cards. Such improper usage 

can include exceeding the credit limit of the card. 
The definition of improper use also includes contin-

ued purchases while failing to pay monthly mini-

mum charges. Various fraud scenarios also contri-

bute to this loss. For example, purchases are made 

with cards that have been lost or stolen. In addition, 

dishonest employees at a merchant can improperly 

create a transaction through the unauthorized use 

of an account number. 

Many approaches have been implemented to 

reduce these losses. One of the earliest ap-

proaches used to combat these losses was to 

distribute a printed list of invalid cards. In use, the 

merchant would check the account number on the 

card presented for the transaction with the account 

numbers printed in the list. If the account number 

is listed, the transaction would be declined. 

The use of such a printed list is effective in 

reducing a large percentage of fraud losses. Un-

fortunately, this approach has a few drawbacks. For 

example, a transaction card is often used almost 

immediately after it has been lost or stolen. This 

immediate use will occur before the card has been 

listed or before the list has been distributed. 

Because of these difficulties, other, more so-

phisticated techniques have been implemented. 

One of the most effective schemes is to authorize 

every transaction through a real-time, on-line com-

munication network. For example, an automated 

transaction terminal at the merchant can transmit 

the account number of the card presented for a 

transaction to a central processor. The account 

number of the card can then be checked against a 

current list of invalid card numbers stored either at 

the central processor or back at the card issuer. 

This on-line scheme eliminates the lag time 

inherent in distributing printed lists of invalid cards. 

Furthermore, the cost of authorizing transactions is 

justified for high value transactions. However, for 

low value transactions, the losses tend to be lower 

and the benefits gained from on-line authorization 

do not justify the added costs and delay involved in 

obtained an on-line approval. 

Accordingly, various approaches have been de-

5 veloped to authorize lower value transactions at the 

terminal, in an off-line manner. The simplest ap-

proach has been to provide the terminal with a 

transaction or "floor" limit. Any transaction having a 

value which is below that floor limit can be ap-

10 proved by the terminal. If the value of the transac-

tion exceeds that floor limit, a request for authoriza-

tion must be generated and transmitted to the 

central processor. 

The floor limit selected for a particular terminal 

15 has traditionally been based on the type of mer-

chant establishment and its location. The floor limit 

selected represents an attempt to balance the level 

of loss which will occur for transactions that are 

authorized by the terminal with the cost of transmit-
2o ting the requests to the central processor. 

In most systems, the issuer of the card has no 

control over the floor limit. More recently, a system 

has been developed wherein both the issuer and 

the financial institution that supplies the terminal to 

25 the merchant have a say as to the floor limit in the 

terminal. Such a system is described in U.S. Patent 

No. 4,943,707, issued March 14, 1989, to Boston 

and incorporated herein by reference. In this sys-

tem, the terminal determines the transaction limit 

3o using data both stored in the terminal and data 

encoded on the transaction card. In the latter sys-
tem, the data in the terminal used to calculate the 

transaction limit is also determined by the type and 
location of the merchant. This information is fixed 

35 in the terminal. While this approach successfully 

reduces some fraud losses, it cannot accommodate 

short term changes in the patterns of loss which 

occur at a specific terminal. For example, if a new 

employee is dishonest or follows sloppy proce-
4o dures, the losses will immediately increase. Ac-

cordingly, it would be desirable to actively update 

the transaction limit in the terminal to maintain the 

desired balance between the level of risk and com-

munication costs. 

45 Another approach for reducing losses when a 

terminal authorizes transactions in an off-line mode 

is to provide the terminal with a list of invalid 

account numbers. Such a system was disclosed in 

U.S. Patent No.3,696,335, issued October 3, 1972 

50 to Lemelson. The latter approach required that the 

entire list of invalid cards be transmitted to the 

terminals. This approach has been found to be 

impractical because the list is quite long and there-

fore requires large data storage capacity in the 

55 terminals. The list would also take a long time to 

transmit to the terminals. 

2 

EX1024, Page 411



3 EP 0 485 090 A2 4 

Various suggestions have been made to over-

come these problems. For example, U.S. Patent 
No. 4,558,211, issued December 10, 1985 to Ber-

stein teaches that the list can be reduced by geo-

graphical criteria. 

Still another approach which has been sug-

gested is disclosed in U.S. Patent No. 4,943,707, 

issued July 24, 1990 to Boggan, and incorporated 

herein by reference. In this patent, a system is 

disclosed for generating a data compressed ver-

sion of the invalid card list. This data compressed 

version is much shorter and therefore requires less 

storage space in the terminal and can be transmit-

ted faster. However, in certain cases, the cost of 

this approach still exceeds the benefits gained in 

reduction of loss. Accordingly, it would be desir-

able to provide other techniques for storing lists of 

potentially invalid cards which is not subject to any 

of the drawbacks discussed above. 

Therefore, it is an object of the subject inven-

tion to provide an improved transaction approval 

system. 
It is another object of the subject invention to 

provide a transaction terminal with enhancements 
for improving the effectiveness of the authorization 

process. 
It is a further object of the subject invention to 

provide a transaction approval system wherein the 

transaction limit in the terminal can be varied. 

It is still another object of the subject invention 

to provide a transaction approval system wherein 

the transaction limit in the terminal can be adjusted 

to reflect a desired level of risk of loss. 
It is still a further object of the subject invention 

to provide a terminal which keeps a record of 

account numbers of certain transaction cards which 

were used in the terminal. 

It is still another object of the subject invention 

to provide a terminal which keeps a local record of 

the account number of transaction cards in any 

transaction wherein the central processor declined 

to approve the transaction. 

It is still a further object of the subject invention 
to provide a terminal which keeps a local record of 

the account number of transaction cards in any 

transaction where the value was below the transac-

tion limit and the transaction was approved off-line. 

Summary of the Invention 

In accordance with these and many other ob-

jects the subject invention includes a number of 

developments to enhance the effectiveness of lo-

cal, off-line authorizations by transaction terminals. 

These enhancements are particularly effective for 

environments where the terminals are used to au-

thorize a high volume of low value transactions. 

One of these enhancements includes the ability 

to vary the transaction limit in the terminal in re-

sponse to changing risk conditions at that terminal. 

As noted above, if a transaction amount is below 

5 the transaction limit it can be approved off-line by 

the terminal. In the subject technique, the records 

of all transactions are transmitted to a central pro-

cessor. The central processor evaluates all of these 

transactions to determine the level of risk of loss 

10 associated with these transactions. This evaluation 

will include a comparison of account numbers used 
in the transaction with a complete list of invalid 

account numbers. 

If the calculated level of risk is different from 

15 the desired level of risk, the transaction limit will be 

reset to a new value selected to adjust the level of 

risk to be closer to the desired level of risk. In the 

preferred embodiment, both long term and short 

term transaction histories are monitored. 

20 In another aspect of the subject invention, a 

certain amount of memory in the terminal can be 

devoted to storing account numbers which will pro-
voke a request for on-line authorization information. 

The account numbers are stored in three different 

25 lists. The first list is generated by the central pro-

cessor and transmitted to the terminal. This list 
includes specific invalid account numbers. This list 

can be a data compressed version of an invalid 

card list described above with respect to U.S. Pat-

io ent No.4,943,707. In the preferred embodiment, the 

list is very short and includes only those invalid 
cards which had been reported actually used in the 

narrow geographical region where the terminal is 

located. 

35 The second and third lists are generated lo-

cally at the terminal and are based on activity at 

that terminal. The second list includes a record of 

account numbers from transactions that were for-

warded to the central processor for authorization 

40 information and the central processor declined the 

transaction. Since this card is identified as at least 

suspicious, any subsequent uses should provoke 

an on-line request even if the transaction amount is 

below the transaction limit of the terminal. By plac-

45 ing the card on the second list, such an on-line 

request will be generated. 

The third list contains account numbers of 

cards for transactions where the transaction amount 

was below the transaction limit and was approved, 

50 off-line by the terminal. Once the account number 

is placed on this list, any subsequent uses of the 

card at that terminal will provoke an on-line re-

quest. This technique is intended to frustrate the 

fraud scenario wherein the card is repeatedly used 

55 for many low value transactions in an effort to avoid 

detection. 

3 

EX1024, Page 412



5 EP 0 485 090 A2 

It should be noted that the concept of adding 

account numbers to a terminal to provoke an on-

line request for authorization during a subsequent 

use is disclosed in the above cited U.S. Patent 

No.4,943,707. However, in the system described in 

the latter patent, the account number was always 

added to the list if it had not been present in the 

list previously, regardless of wherein the transac-

tion was approved off-line. Thus, even if the trans-

action was forwarded for on-line authorization be-

cause, for example, the transaction amount ex-

ceeded the transaction limit, the account number 

was still added to the list. It is believed that the 

latter approach is not as efficient as that described 

herein where the account number is added to the 

list only if the transaction is approved off-line by 

the terminal. 

Further objects and advantages of the subject 

invention will become apparent from the following 
detailed description taken in conjunction with the 

following drawings in which: 

Brief Description of the Drawings: 

Figure 1 is a block diagram of a transaction 

approval network of the subject invention. 
Figure 2 is a flow chart illustrating the steps 

performed during a transaction in a terminal 

operating in accordance with the subject inven-

tion. 

Detailed Description of the Preferred Embodiment 

Referring to Figure 1, there is illustrated an 

overall block diagram of a transaction approval 

network 10. The network 10 includes a central 

processor 12 which functions as communication 

node between financial institutions that issue trans-

action cards (issuers 14) and terminals 16. As 

shown in Figure 1, the terminals 16 can be directly 

connected to the central processor 12. In large 

transaction systems, there exists intermediate fi-

nancial institutions and processors which act as 

intermediate communication nodes. For the pur-

poses of describing the subject invention, the inter-

mediate communication nodes can be considered 

transparent to the system. 

In existing systems, the central processor can 

route requests for authorization information gen-

erated at a terminal 16 to the issuer 14 of the 

transaction card. The issuer will determine if a 

particular transaction can be approved. An appro-

priate response is generated by the issuer and 

transmitted back to the terminal. 

If the issuer is unavailable, the central proces-

sor will act on the authorization request. To facili-

tate the evaluation of the transaction, the central 

processor maintains a list 20 of invalid cards, gen-

6 

erated from information supplied by the issuers. 

The central processor consults that list in determin-

ing whether a particular transaction can be ap-

proved. 

5 As noted above, many existing transaction ter-

minals are equipped to authorize a certain percent-

age of transactions in an off-line manner, without 

contacting the central processor. These existing 

terminals includes internal processors and elec-

10 tronic memories. The design of such terminals is 

well known to those skilled in the art and need not 

be discussed. The subject invention can be imple-

mented in latter type of terminals with the modifica-

tions discussed below. 

15 In order to authorize the transaction locally, an 

existing terminal will carry out a number of tests. 

For example, the terminal will determine if the card 

has expired by comparing the expiration date to 

the current date. The terminal can also determine if 

20 the account number is in an allowable format so 

that forged cards can be identified. 

The terminal will also determine if the transac-

tion amount is below an internally set transaction 
limit. If the transaction amount exceeds the trans-

25 action limit, a request for authorization information 

will be generated and transmitted to the central 
processor. The central processor will supply a re-

sponse to the terminal, based on information from 

its own data base or based on a communication 
3o with the issuer. If the transaction amount is below 

the transaction limit, then the terminal can au-

thorize the transaction. 
As noted above, the transaction limit is typi-

cally fixed in the terminal. It is selected to control 

35 the risk of loss at a desired level. Terminals which 

are in locations which are subject to high loss will 

have a low transaction limit. If losses are very high, 

the transaction limit could even be set to zero to 

insure that all transactions are sent on-line for 

ao authorization. In contrast, terminals which are lo-

cated at merchants where losses are low can have 

a high transaction limit, such as $50 or more. 

As noted above, the loss associated with low 

value transactions is not high. It has been deter-

a5 mined that the average additional loss which can 

be expected when a twenty dollar purchase is not 

authorized in an on-line manner amounts to about 

four cents. In contrast, it costs about ten cents to 

obtain an on-line authorization. Thus, as long as the 

50 rate of risk of additional loss is maintained at a low 

level, it will be more cost effective to authorize low 

value transactions off-line. This goal can be 

achieved by dynamically adjusting the transaction 

limit in the terminal. The subject approach has the 

55 added benefit that off-line approvals are much 

faster and therefore highly desirable in high vol-

ume, low value environments. 
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As noted above, in the prior art systems, the 

transaction limit was selected and stored in the 

terminal based on past performance by the mer-

chant and the location of merchant. It is believed 

that at least one system exists where the transac-

tion limit can be downloaded to the terminal from a 

central source. However, even in the latter system, 

the criteria for selecting the transaction limit is only 

based on regional statistics. No effort is made to 

analyze the performance of specific terminals. Ac-

cordingly, no prior art system could respond to a 

change in the level of risk at a particular terminal. 

Such a change could result from the hiring of a 

dishonest employee. 

In accordance with one aspect of the subject 

invention, the transaction limit in the terminal can 

be dynamically varied to maintain the desired bal-
ance between the level of risk and communication 

costs. In order to carry out this goal, the central 
processor must assess the transaction history at 

the terminal on a regular basis and compute the 

actual level of risk associated with those transac-

tions. 

There presently exists transaction terminals 

which keep a record of all transactions. These 

terminals are referred to as data capture terminals. 

The transaction records are collected in a memory 

28 and typically downloaded to the central proces-

sor, once a day, in a batch process. This informa-

tion is used by the central processor to generate 

billing information which is then supplied to the 

respective issuers. The card issuers will then gen-

erate the bills that will be sent to the cardholder. 
As can be seen, a mechanism already exists 

for communicating the transaction records to the 

central processor. In order to implement the sub-

ject invention, the central processor will now deter-

mine the number of transactions which have oc-

curred at that terminal that are based on accounts 

in the master invalid card list 20. While debts 

created during many of these transactions will be 

ultimately collected, the likelihood that the debt will 

be uncollectible is quite high. If the level of risk 

posed by these recorded transactions differs from 

the desired level, the central processor can cal-

culate a new transaction limit intended to adjust the 

level of risk to be closer to the desired level. This 

new transaction limit is then downloaded to the 
terminal and is stored in memory 30. The down-

loading process can be carried out during the exist-

ing data capture communication sessions. 

In the preferred embodiment, the central pro-

cessor will store in memory 32, a record of the 

existing transaction limit for each terminal. The 

memory will also keep a record of both the long 

and short term history of the risk level at the 

terminal. For example, the processor will keep a 

count of the number of transactions at the terminal 

and the number of improper card usages. The 

short term count will keep a rolling total for several 

days, while the long term count will cover several 

weeks. Both of these records are updated each 

5 time data is received from the terminal. 

The analysis will be performed on all transac-

tions, even those that were authorized on-line. In 

this manner, the system can detect an improper 

transaction that might have been approved on-line. 

10 The latter situation can occur if the transaction took 

place before a card was reported lost or stolen but 

was subsequently reported prior to the analysis by 

the central processor. 

The calculation process by the central proces-

15 sor will be based on a table of decision rules. If 

both the long and short term risk level are below a 

threshold, the transaction limit could be increased. 

If either or both the long and short term risk level 

are above a threshold, the transaction limit can be 

20 adjusted downwardly. If it is determined that a new 

limit is necessary, that information can be down-

loaded to the terminal and recorded at the central 

processor during the next data capture session. 

In order to minimizes losses for transactions 

25 that have a value below the transaction limit, it is 

desirable to add procedures that will provoke a 
request for on-line authorization in situations where 

there is a heightened possibility that the transaction 

is fraudulent. One method that has been suggested 

30 is to generate an on-line request for authorization 

when the value of the transaction falls in a small 
range just under the transaction limit. This ap-

proach can be used to prevent someone who has 

knowledge of the transaction limit from avoiding 

35 detection by restricting the value of purchases to 

amounts slightly less than the transaction limit. 

Another approach is to provide the terminal 
with a list of invalid cards. Various methods have 

been developed to carry out this approach as dis-

40 closed in the above cited patents. Most of these 

approaches require a large amount of memory in 

the terminal. In addition, transmission of such lists 

takes a significant amount time. In the subject 

system, an attempt is made to derive similar bene-

45 fits while reducing the memory storage and com-

munication requirements. 

In the preferred embodiment of the subject 

system, the terminal is further provided with a 

memory area 40 for storing lists of suspect cards. 

50 The account number of each card presented for 

the transaction is compared to the account num-

bers in these lists. If the account number is 

present, the terminal will generate a request for 

authorization information from the central proces-

55 sor. 

Memory area 40 is subdivided into three lists. 

The first list 42 is generated by the central proces-

sor 12 and supplied to the terminal 16. This list 
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contains invalid account numbers and could be in 
the form described in U.S. Patent No. 4,943,707. 

However, the data compressed master table de-

scribed in the latter patent might hold information 

about 100,000 invalid accounts and require 125 

kilobytes of memory. In the subject system, it is 

desirable that the entire memory 40 be only about 

5 kilobytes in length. Various data compression 

algorithms can be used to maximize the storage 

capability of this memory space. 

In the preferred embodiment of the subject 

invention, the list generated by the central proces-

sor should be limited to a small subset of invalid 

cards that have been reported actually used in the 

narrow geographical area where the terminal is 

located. In addition, this list can be limited to cards 

that have been used in this type of terminal , 
which, as noted above, will most likely be placed in 

high volume, low value environments. As noted 

above, the subject invention includes a mechanism 

for daily reporting all of transaction activity from 

data capture terminals to the central processor. 

Thus, the central processor can compare the trans-
action records with its list of invalid cards and 

accurately compile a list of fraudulent cards that 

were used in a given region. 

Since the regional list compiled by the central 
processor is limited to cards actually used it will be 

relatively small and can be transmitted quickly. 

Transmission time is further reduced by only trans-

mitting new account numbers that appear on the 

list. These entries can be added to the list 42 in the 

terminal. When the region in memory storing the 

list is full, the oldest entry in terms of time can be 

deleted to make room for the most recent entry. 

Preferably, the parameters of the system are ar-

ranged such that any entry will remain resident in 

the terminal an average of about three weeks. 

The remaining two regions in memory 40 in-

clude lists which are generated by and remain in 

the terminal. List 44 contains a list of accounts 

numbers which are associated with a transaction 

that provoked an on-line request for authorization 

information and the response from the central pro-

cessor was to decline the transaction. In this case, 

the account number is clearly suspect and any 

future use of the card should be scrutinized. By 

placing the account number on this list, an on-line 

request will be generated for each subsequent use 

of the account number even if the transaction 

amount is below the transaction limit. As with the 

first list 42, when the memory space is full, the 

oldest entry can be deleted to make room for the 
most current entry. 

The third list 46 contains account numbers of 

all cards which have been involved in transactions 

that have been approved off-line. By this approach, 

the second use of the card at that terminal will 

provoke an on-line request for authorization in-

formation. The system will therefore allow a single 

fraudulent use below the transaction limit but will 

stop a second use. It has been found that a com-

5 mon fraudulent activity pattern includes multiple 

low value transactions at a single terminal. Record-

ing account numbers associated with transactions 

that have been approved off-line will prevent such 

a fraud scenario. Once again, when the list is full, 

10 the oldest entry can be deleted to make room for 

the most current entry. 

While multiple uses of a card at a single termi-

nal for low value transactions is often associated 

with fraudulent activity, it is also quite common and 

15 legitimate in certain merchant situation. For exam-

ple, a number of "fast food" restaurants are begin-

ning to accept transaction cards for payment. It is 

not unusual for a customer to purchase food more 

than once a week from such a local establishment. 

20 In order to reduce the number of times such 

additional low value transactions provoke an unnec-

essary on-line request for authorization, each ac-
count number in file 46 can further be provided 

with a data field indicating either the number of 

25 times it has been used or the date it was last used. 

If the data field is a usage counter, the requests for 

on-line authorization can be made only during the 

second usage or for every other usage. If the data 
field indicates the date it was last used, an on-line 

3o request can be generated only if the last use was 

relatively recently. 

It should be understood that each terminal 16 

can be provided with its own individual storage 
area 40. Alternatively, a single storage area 40 may 

35 be shared by a group of terminals at a given 

merchant location. 

Figure 2 is a flow chart illustrating the steps 

taken at a terminal 16 to authorize a transaction. At 

the start of the transaction, the card is swiped 

4o through the terminal so that identifying information 

encoded on the magnetic stripe of the card can be 

read by the terminal. The merchant will also enter 

the amount of the transaction. 

In step 50, the terminal will carry out a number 

45 of initial tests to determine if the transaction can be 

approved. As noted above, these tests will include 

a determination as to whether the card has expired. 

Assuming the initial hurdles are cleared, the termi-

nal will compare the transaction amount to the 

50 transaction limit stored in memory 30 (step 52). In 

the preferred embodiment, the transaction limit is 

dynamically adjusted on a regular basis by the 

central processor to maintain the level of risk close 

to the desired level. 

55 If the transaction amount exceeds the transac-

tion limit, the terminal will generate and transmit a 

request for authorization information from the cen-

tral processor in step 54. As noted above, either 
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the central processor 12 or the issuer 14 of the 

card will generate a response. In either case, a 

response will received by the terminal in step 56. 

The terminal will then determine if the transac-

tion has been approved or declined in step 58. If it 

has been approved, the transaction can be com-

pleted in step 60. Typically a message which au-

thorizes a transaction will include an authorization 

code which is recorded on the transaction receipt. 

If the transaction has been declined, the trans-

action will not be completed. In addition, the ac-
count number will be recorded in list 44 (step 62). 

By this arrangement, the next usage of that ac-

count number will provoke an on-line request for 

authorization even if the transaction amount is be-

low the transaction limit. 

Returning to step 52, if the transaction amount 

does not exceed the transaction limit, then the 

terminal must determine if the account number is 
present on any of the lists stored in memory 40 

(step 64). If the account number is present, the 

terminal will generate a request for on-line au-

thorization in step 54. The terminal will then follow 

the sequence described above. 
If the account number did not appear on any of 25 

the lists in memory 40, then the transaction can be 

completed and approved off-line in step 66. In this 

case, the terminal will generate an authorization 

code which is recorded on the transaction receipt. 

In accordance with the subject invention, since the 30 

transaction has been approved off-line, the account 

number will also be added to list 46 so that a 

subsequent use of the card will provoke an on-line 

request for authorization information (step 68). As 

noted above, the terminal will keep a record of all 

transactions, whether they were authorized or de-

clined. 

In summary there has been disclosed a trans-

action approval system which includes various en-

hancements to existing systems. In one aspect of 40 

the subject invention, the transaction limit stored in 

the terminal can be dynamically adjusted to vary 

the level of risk at the terminal to be closer to the 

desired level of risk. In another aspect of the sub-

ject invention, the terminal will generate and store a 45 

list of account numbers which might be invalid and 

should provoke an on-line request for authorization. 

While the subject invention has been described 

with reference to a preferred embodiment, various 

changes and modifications could be made therein, 

by one skilled in the art, without varying from the 

scope and spirit of the subject invention as defined 

by the appended claims. 

Claims 

1. A system for authorizing transactions compris-

ing: 

5 terminal means including a storage means, 

said terminal means functioning to authorize 

certain of said transactions based on criteria 

maintained in said storage means, said storage 

means further maintaining a record of the 

10 transactions handled by said terminal means; 

means associated with said terminal 

means for periodically transmitting and receiv-

ing information including said transaction 

records; and 

15 central processor means located remote 

from said terminal means for receiving and 

analyzing said transaction records and calcu-

lating a level of risk associated with said trans-

action records, and if said level of risk varies 

20 from a desired level of risk, supplying said 

terminal means with different criteria for au-

thorizing transactions, said different criteria be-
ing selected to adjust the level of risk to be 

closer to the desired level of risk. 

2. A system as recited in claim 1 wherein said 

criteria for authorizing the transaction includes 

a transaction limit which is compared to the 
transaction amount by said terminal means. 

3. A system as recited in claim 2 wherein the 

different criteria supplied to the terminal means 
is defined by a new transaction limit. 

35 4. A system is recited in claim 3 wherein said 

central processor means calculates the level of 

risk over two time intervals of differing length 

to determine if the transaction limit should be 

changed. 

5. A system as recited in claim 1 wherein said 

level of risk is calculated by comparing the 

transaction records with information about ac-

counts associated with the transactions. 

6. A transaction terminal for use in an network for 

authorizing transactions based on the use of 

transactions cards, each transaction card hav-

ing an account number, said network including 

50 a central processor, said transaction terminal 

comprising: 

storage means, said storage means includ-
ing criteria for authorizing transactions and a 

list of account numbers of transaction cards; 

55 and 

processor means functioning to authorize 

certain of said transactions based on said cri-

teria, said criteria including a comparison of 
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the account number of the card presented for 

the transaction to said list of stored account 

numbers, said processor means further func-

tioning to request authorization information 

from the central processor for the remaining 

transactions which have not been authorized 
by the processor means, and if any such re-

quest for authorization is declined by the cen-

tral processor, said processor means further 

functions to add the account number of the 

transaction card presented for that transaction 

to said list in said storage means so that a 

subsequent use of that transaction card at the 

terminal will result in a request for authorization 

information from the central processor even if 

the remainder of said criteria are met. 

7. A transaction terminal as recited in claim 6 

wherein said criteria for authorizing the trans-

action further includes a transaction limit which 

is compared to the transaction amount by said 

processor means. 

8. A transaction terminal as recited in claim 6 

wherein the maximum number of cards which 

can exist in the list is fixed and when that limit 

is reached, the earliest temporal entry to that 

list is deleted to provide room for the most 

current temporal entry. 

9. A transaction terminal for use in an network for 

authorizing transactions based on the use of 

transactions cards, each transaction card hav-

ing an account number, said network including 

a central processor, said transaction terminal 

comprising: 

storage means for maintaining a transac-

tion limit and a list of account numbers of 

transaction cards; and 

processor means functioning to authorize 

certain of said transactions by comparing the 

account number of the card presented for the 

transaction to said list of stored account num-

bers as well as comparing the amount of the 

transaction to the transaction limit, said proces-

sor means further functioning to request au-

thorization information from the central proces-

sor for the remaining transactions which have 

not been authorized by the processor means, 

said processor means further functioning to 

add the account number of the transaction 

card presented for that transaction to said list 

in said storage means only if said processor 

means authorized said transaction, so that a 

subsequent use of that transaction card at that 

terminal will result in a request for authorization 

information from said central processor even if 

the remainder of said criteria are met. 

10. A transaction terminal as recited in claim 9 

wherein the maximum number of cards which 

can exist in the list is fixed and when that limit 

is reached, the earliest temporal entry to that 

5 list is deleted to provide room for the most 

current temporal entry. 

11. A method for adjusting the transaction limit in 

a terminal, comprising the steps of: 

10 analyzing the records of transactions which 

have occurred at the terminal to determine a 

level of risk associated therewith; and 

if said level of risk varies from a desired 

level of risk, 

15 changing the transaction limit in the termi-

nal to adjust the level of risk to be closer to the 

desired level of risk. 

12. A method as recited in claim 11 wherein the 

20 level of risk is calculated over two time inter-

vals of differing length to determine if the 

transaction limit should be changed. 

13. A method as recited in claim 11 wherein the 

25 level of risk is calculated by comparing the 

transaction records with information about ac-

counts associated with the transactions. 

14. A method as recited in claim 11 further includ-

30 ing the step of transmitting the transactions 

records to a central processor for analysis. 

15. A method as recited in claim 14 wherein the 

central processor transmits a new transaction 

35 limit to the terminal. 

16. A method of operating a transaction terminal 
for use in an network for authorizing transac-

tions based on the use of transactions cards, 

40 each transaction card having an account num-

ber, said network including a central processor, 

and wherein a list of account numbers of trans-

action cards are stored in the terminal along 

with criteria for approving a transaction, said 

45 criteria including a comparison of the account 

number of the card presented for the transac-

tion to the list of stored account numbers, said 

method comprising the steps of: 

requesting authorization information from 

50 the central processor for transactions which do 

not meet the stored criteria, and if any such 

request for authorization is declined by the 

central processor; 

adding the account number of the transac-

55 tion card presented for that transaction to the 

list in the terminal so that a subsequent use of 

that transaction card at the terminal will result 

8 
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in a request for authorization information from 

the central processor even if the remainder of 

said criteria are met. 

17. A method as recited in claim 16 wherein the 5 

criteria for authorizing the transaction further 

includes a transaction limit which is compared 

to the transaction amount by the terminal. 

10 

15 

20 

25 

30 

35 

40 

45 

50 

55 

EX1024, Page 418



EP 0 485 090 A2 

W 
• D 

U) 
co 

0 

T 

\I• 

T
E
R
M
I
N
A
L
 

OC 

92 
HW 

W U 
U O 0= 
a 

T
E
R
M
I
N
A
L
 

W•D• / 

Q•UJ 
• z 

Z F-

OD 
Z UO 

U 

J Q  F- W 
Q U)F- •- 

g Z OZ 
cc x W x00 

H 

0 
co 

N 

/ M 

T 

LL 

co 
N 

It 

>-:•:C/).(j) 
O'JiJIJ 

g•D•D•O 
W  cc Ir 

Q : Q• Q 
C) 

10 

EX1024, Page 419



NO 

EP 0 485 090 A2 

PERFORM 
INITIAL VALIDITY 

TESTS 

52 

IS 
TRANSACTION 

AMOUNT 
GREATER THAN 
TRANSACTION 

LIMIT ? 

IS 
ACCOUNT NUMBER 

LISTED ? 

COMPLETE 
TRANSACTION 

ADD 
ACCOUNT NUMBER 

TO LIST #46 

FIG. 2 

50 

YES 

66 

68 

GENERATE REQUEST 
FOR AUTHORIZATION 

INFORMATION 

RECEIVE 
AUTHORIZATION 
INFORMATION 

54 

• 56 

58 

HAS 
TRANSACTION BEEN 

APPROVED? 

NO 

YES 

60 

COMPLETE 
TRANSACTION 

ADD 
ACCOUNT NUMBER 

TO LIST #44 

11 

62 

EX1024, Page 420



()9
 1 J) 

Europaisches Patentamt 

European Patent Office 

Office europeen des brevets 

(12) 

(43) Date of publication: 

28.01.1998 Bulletin 1998/05 

(21) Application number: 97112942.4 

(22) Date of filing: 28.07.1997 

ui iu 

EUROPEAN PATENT APPLICATION 

im 

EP 0 821 504 A2 

(51) Int. CI.6: H04L 9/08 

(84) Designated Contracting States: 

AT BE CH DE DK ES FI FR GB GR IE IT LI LU MC 
NIL PT SE 

(30) Priority: 26.07.1996 JP 197996/96 

17.10.1996 JP 274734/96 

(71) Applicant: 

NIPPON TELEGRAPH AND TELEPHONE 

CORPORATION 
Shinjuku-ku, Tokyo 163-19 (JP) 

(72) Inventors: 

• Obata, Masanori 

Yokosuka-shi, Kanagawa-ken (JP) 

• Sugiyama, Hiroyuki 
Yokohama-shi, Kanagawa-ken (JP) 

• Okukawa, Moribumi 
Nerima-ku, Tokyo (JP) 

• Okamoto, Tatsuaki 

Yokosuka-shi, Kanagawa-ken (JP) 

(74) Representative: 

von Fischern, Bernhard, Dipl.-Ing. et al 

Hoffmann - Eitle, 

Patent- and Rechtsanwalte, 

Arabellastrasse 4 
81925 Munchen (DE) 

(54) Method and system for depositing private key used in RSA cryptosystem 

(57) A scheme for depositing a private key used in 

the RSA cryptosystem which is capable of maintaining 
the private key more safely, without requiring a user to 

always carry around a storage medium. In this scheme, 
a private key of a user is divided into a first partial pri-
vate key and a second partial private key at a user's 

entity, where the first partial private key is set to be 

maintained at the user's entity, while the second partial 
private key is deposited from the user's entity to the 

other entity. Then, the second partial private key is deliv-
ered from the other entity to the user's entity in 
response to a request from the user's entity, and the first 
partial private key maintained at the user's entity and 

the second partial private key delivered from the other 
entity are composed so as to obtain the private key to be 
used in a processing according to the RSA cryptosys-
tem at the user's entity. This scheme can be generalized 

to a case of dividing the private key into a plurality of 
partial private keys. 

FIG. 3 

—205  —206 

KEY DIVLSION KEY — S N.  
um UNIT 

1ST PAMAL 
PRIVATE KEY 

_M3 

KEY MEMORY 

KEY D MY ON 
KEY 

R 

UNff 1ST PARTIAL 
PRIVATE KEY 

_210 
PRIVATE XEY 
COWMSMON 
uW 

r 2W 
DEPOSIT KEY 
ACQ..TIDN   

ur T 
UNIT 

— 268 
DEPOSIT KEY 
KRPVINO 

UNIT 

200 
1TID PARTLAI, 
PWVATB KEY 

DEPOSIT KEY 
AON 

= TO 
nvIT 

305 

ENTM 

209 
DEPOSIT KEY 
MRAMON 

UNIT 

Printedby Xerox(UK) Business Services 
2.15.8!3.4 

DFPOSTT U 
DELR'ERY 
uN 

307 

300 
N  

306 

DDPOSIT KCY 
MEMORY UNff 

EX1024, Page 421



EP 0 821 504 A2 

Description 

BACKGROUND OF THE INVENTION 

5 FIELD OF THE INVENTION 

The present invention relates to a method and a system for depositing a private key used in an RSA (Rivest Shamir 
Adleman) cryptosystem, where a private key of a client user is deposited to a reliable organization such as a key man-
agement server, and a key to be deposited is changed, for the purpose of providing a security service such as a user 

ro authentication or a secret communication using the RSA cryptosystem between a client and a server in a computer net-
work environment of a client-server system. 

DESCRIPTION OF THE BACKGROUND ART 

15 In recent years, in conjunction with a down-sizing of computers and a spread of Internet, many activities have been 
undertaken in relation to a security in an open computer network environment. For example, the PEM (Privacy 
Enhanced Mail) has been standardized by the IETF as the first encrypted mail standard which incorporates crypto-
graphic descriptions in Internet, and a specification in a form of RFC (Request For Comments) is currently issued. 

In order to realize a safe communication in such a network, it is indispensable to establish a privacy of communi-
2o cation data and an authenticity of a user based a user authentication. The privacy and the authenticity can be realized 

by utilizing the cryptographic technique. 
For instance, the public key cryptosystem is a cryptographic scheme in which a key for encryption (an encryption 

key) and a key for decryption (a decryption key) are set to be different from each other so as to make it difficult to guess 
the decryption key from the encryption key. Each user utilizing the public key cryptosystem has individually assigned 

25 encryption key and decryption key, and when a sender sends a message to a receiver, the sender encrypts the mes-
sage by using the publicly disclosed encryption key of the receiver, and the receiver decrypts the received message by 
using his own decryption key, so as to realize a communication with a sufficient privacy. Also, by reversing an order of 

the encryption and the decryption, only a person who owns the decryption key (private key) can attach a digital signa-
ture to a message, and anyone who knows that person's encryption key (public key) can verify the digital signature of 

30 that person. 
One of the most widely known examples of the public key cryptosystem is the RSA cryptosystem (see, R.L. Rivest, 

A. Shamir and L. Adleman: "A Method for Obtaining Digital Signatures and Public-key Cryptosystems", Communica-
tions of the ACM, Vol. 21(2), pp. 120-126, February 1978). 

However, in a conventional method for realizing a safe communication by utilizing the cryptographic technique as 
35 described above, the private key which is unique to each user must be managed safely, and to this end, there are some 

known schemes including the following. 
One scheme is to maintain the private key in a storage medium having a cryptographic processing function such 

as a smart card, so as to make it hard to take out the key from an external of the card, and to adopt a highly safe meas-
ure of outputting only cryptographically processed data obtained from entered input data by using the private key main-

4o tained inside the card. 
Another scheme is to maintain the private key in an encrypted form obtained by using a key decryption key gener-

ated according to a password phrase of a user, where a legitimate user who knows the password can acquire the pri-
vate key whenever necessary by entering the password, in response to which the same key decryption key is generated 
again and the encrypted private key is decrypted by using the generated key decryption key. This latter scheme is spec-

45 ified in the PKCS ("Private-Key information Syntax Standard", Version 1.2, RSA Data Security Inc., November 1993) 
which is proposed by the RSA Laboratories as a standard implementation in a case of utilizing the public key crypto-
graphic technique. 

However, in the former scheme, there is a problem that it is necessary for a user to always carry around the private 
key as maintained in the storage medium such as a smart card. Also, in the latter scheme, there is a problem that it is 

50 possible to pretend the legitimate user by carrying out the cryptanalysis on the encrypted private key. 
On the other hand, it is also possible to improve the safety by setting a period for updating the key shorter, but in 

the public key cryptosystem such as the RSA cryptosystem it is possible to commit an illegal conduct by generating an 
unauthorized key pair and pretending the other person. For this reason, in order to guarantee the relation between a 
user and his public key, a public key certificate which is signed by the private key of either a reliable third party organi-

55 zation or another trustworthy user will be issued normally. In a case of carrying out the mutual authentication between 
users, the public key certificate of the correspondent user is verified by using the public key of that third party organiza-
tion or another trustworthy user, and his public key is used only after the correctness of the correspondent user's name 
and public key is confirmed. 
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However, at a time of the key updating, the public key is also changed when the private key is changed, so that 

there is a need to modify the public key certificate that has already been issued and publicly disclosed to many users, 
every time the key updating takes place, and therefore there is a problem that the key management becomes quite tedi-

ous. 

5 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to provide to provide a method and a system for depositing a private 

key used in the RSA cryptosystem which is capable of maintaining the private key more safely, without requiring a user 
io to always carry around a storage medium. 

It is another object of the present invention to provide a method and a system for depositing a private key used in 
the RSA cryptosystem in which the user's private key is to be used in division into two or more parts, and partial private 

keys obtained from the user's private key can be changed without changing the user's public key. 
According to one aspect of the present invention there is provided a method for depositing a private key used in an 

15 RSA cryptosystem, comprising the steps of: dividing a private key of a user into a first partial private key and a second 

partial private key at a user's entity, where the first partial private key is set to be maintained at the user's entity; depos-
iting the second partial private key from the user's entity to another entity; delivering the second partial private key from 

said another entity to the user's entity in response to a request from the user's entity; and composing the first partial 
private key maintained at the user's entity and the second partial private key delivered from said another entity so as to 

20 obtain the private key to be used in a processing according to the RSA cryptosystem at the user's entity. 
According to another aspect of the present invention there is provided a method for depositing a private key used 

in an RSA cryptosystem, comprising the steps of: dividing a private key of a user into a plurality of partial private keys 

at a user's entity, where one of said plurality of partial private keys is set to be maintained at the user's entity; depositing 
remaining ones of said plurality of partial private keys from the user's entity to mutually different ones of other entities 

25 respectively; delivering the remaining ones of said plurality of partial private keys from the other entities to the user's 

entity in response to a request from the user's entity; and composing said one of said plurality of partial private keys 
maintained at the user's entity and the remaining ones of said plurality of partial private keys delivered from the other 

entities so as to obtain the private key to be used in a processing according to the RSA cryptosystem at the user's entity. 
According to another aspect of the present invention there is provided a system for depositing a private key used 

3o in an RSA cryptosystem, comprising a user's entity and another entity, wherein the user's entity includes: a private key 

dividing unit for dividing a private key of a user into a first partial private key and a second partial private key, where the 
first partial private key is set to be maintained at the user's entity; a key depositing unit for depositing the second partial 

private key to said another entity; a partial private key acquisition unit for requesting a delivery of the second partial pri-
vate key to said another entity and receiving the second partial private key delivered from said another entity; and a pri-

35 vate key composition unit for composing the first partial private key maintained at the user's entity and the second 

partial private key delivered from said another entity so as to obtain the private key to be used in a processing according 
to the RSA cryptosystem. 

According to another aspect of the present invention there is provided a system for depositing a private key used 

in an RSA cryptosystem, comprising a user's entity and other entities, wherein the user's entity includes: a private key 

4o dividing unit for dividing a private key of a user into a plurality of partial private keys, where one of said plurality of partial 
private keys is set to be maintained at the user's entity; a key depositing unit for depositing remaining ones of said plu-

rality of partial private keys to mutually different ones of the other entities respectively; a partial private key acquisition 

unit for requesting a delivery of the remaining ones of said plurality of partial private keys to the other entities and receiv-
ing the remaining ones of said plurality of partial private keys delivered from the other entities; and a private key com-

45 position unit for composing said one of said plurality of partial private keys maintained at the user's entity and the 
remaining ones of said plurality of partial private keys delivered from the other entities so as to obtain the private key to 

be used in a processing according to the RSA cryptosystem. 
Other features and advantages of the present invention will become apparent from the following description taken 

in conjunction with the accompanying drawings. 
50 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic block diagram of a system configuration to which the present invention is applied. 
Fig. 2 is a sequence chart for the operation in a private key depositing system according to the first embodiment of 

55 the present invention. 
Fig. 3 is a block diagram of an exemplary private key depositing system according to the first embodiment of the 

present invention. 

Fig. 4 is a block diagram of another exemplary private key depositing system according to the first embodiment of 
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the present invention. 

Fig. 5 is a sequence chart for the operation in the private key depositing system of Fig. 4. 
Fig. 6 is a block diagram of an exemplary private key depositing system according to the second embodiment of 

the present invention. 
5 Fig. 7 is a sequence chart for the operation in the private key depositing system of Fig. 6. 

Fig. 8 is a block diagram of another exemplary private key depositing system according to the second embodiment 
of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
10 

Referring now to Fig. 1 to Fig. 5, the first embodiment of a method and a system for depositing a private key used 

in the RSA cryptosystem according to the present invention will be described in detail. 
Fig. 1 shows a schematic configuration of a system to which the present invention is applied, and Fig. 2 shows an 

outline of a method for depositing a private key in this first embodiment of the present invention. 
15 The system shown in Fig. 1 comprises an entity A 200, an entity B 300, and the other entity 400, where among the 

private key and the public key of a user which are to be used in the RSA cryptosystem, the private key is divided into 
two by the entity A 200 (S1), and one of the partial private keys (a first partial private key) is maintained at the entity A 
200 (S2), while the other one of the partial private keys (a second partial private key) is deposited to the entity B 300 
(S3) and maintained by the entity B 300 (S4). 

20 Here, according to the Multiple Key cryptosystem (see, C.A. Boyd: "Some Applications of Multiple Key Ciphers", 

Proceedings of Eurocrypt 88, pp. 455-467, Springer-Verlag, 1988), the private key to be divided into two satisfies the 

following congruence (1): 

kp x ks1 x ks2 = 1 (mod L) (1) 
25 

where kp is the public key, ks1 is the first partial private key, ks2 is the second partial private key, L is the least common 
multiple of (p-1) and (q-1), and p and q are arbitrary mutually different large prime numbers. Also, in the following n is a 

product of p and q. 
In other words, the entity A 200 encrypts its own second partial private key in advance in a form that can be 

3o decrypted by a key decryption key that is known only to the entity A 200, and deposits this encrypted second partial 
private key to the entity B 300. Here, the key decryption key and a key (encryption key) for encrypting in a form that can 

be decrypted by the key decryption key can be a symmetric key according to the symmetric key cryptosystem in which 
the encryption key and the decryption key are set to be the same such as the DES (Data Encryption Standard) scheme 

or the FEAL (Fast data Encipherment ALgorithm) scheme (see B. Schneier, "Applied Cryptography", John Wiley & 
35 Sons Inc., 1996, for example). It is also possible to use the second partial private key as the encryption key while using 

the first partial private key and the public key as the key decryption key, according to the RSA cryptosystem. 
In addition, these two approaches may be combined so as to increase an amount of calculations required in cryp-

tanalyzing the encrypted second partial private key, and thereby making the one by one attack on a key for encryption 
practically very difficult. 

40 Next, when a request for acquiring the second partial private key is issued from the entity A 200 to the entity B 300 

(S5), the entity B 300 delivers the second partial private key maintained therein to the entity A 200 (S6). 
Here, When it becomes necessary for the entity A 200 to have the second partial private key delivered from the 

entity B 300, the entity A 200 issues a second partial private key acquisition request. Then, upon receiving this second 
partial private key acquisition request, the entity B 300 retrieves the second partial private key which is safely protected 

45 by being encrypted by the encryption key, and delivers this second partial private key to the entity A 200. 

Next, at the entity A 200, the authentication processing with respect to the other entity 400 is carried out (S7) by 

using the private key which is composed from the first partial private key maintained at the entity A 200 itself and the 
second partial private key delivered from the entity B 300. At this point, when the encrypted second partial private key 
is acquired, the entity A 200 takes out the key decryption key for decrypting this encrypted second partial private key 

5o and decrypts this second partial private key by using that key decryption key, so as to take out the second partial private 
key. In this manner, only the entity A 200 that knows the proper key decryption key can acquire the second partial pri-

vate key, and carry out the authentication with respect to the other entity 400 by carrying out the RSA cryptosystem 
processing using the obtained second partial private key and the first partial private key together as the private key of 
the user. 

55 Fig. 3 shows a configuration of a private key depositing system in the first embodiment of the present invention. 

The private key depositing system shown in Fig. 3 comprises the entity A 200 and the entity B 300. 
The entity A 200 comprises a key division unit 205, a key depositing unit 206, a key memory unit 203, a deposit key 

acquisition request unit 204, a deposit key receiving unit 208, a deposit key extraction unit 209, and a private key com-
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position unit 210. 

The entity B 300 comprises a deposit key acquisition request receiving unit 305, a deposit key memory unit 306, 

and a deposit key delivery unit 307. 
The key division unit 205 divides the private key to be used in the RSA cryptosystem into two, and transfers one of 

5 them (the first partial private key) to the key memory unit 203 while the transferring the other one (the second partial 
private key) as the deposit key to the key depositing unit 206. 

The key depositing unit 206 then deposits the deposit key obtained at the key division unit 205 to the entity B 300. 
The key memory unit 203 stores the first partial private key obtained from the private key and the key decryption 

key. 
io The deposit key acquisition request unit 204 issues an acquisition request for the deposit key that has been depos-

ited to the entity B 300. 
The deposit key receiving unit 208 acquires the deposit key from the entity B 300. 
The deposit key extraction unit 209 acquires the key decryption key for decrypting the deposit key from the key 

memory unit 203, and decrypts the deposit key. 
15 The private key composition unit 210 carries out the authentication with respect to the other entity 400 using the 

private key obtained by composing the decrypted deposit key and the first partial private key. 
The deposit key memory unit 306 of the entity B 300 stores the deposit key deposited from the entity A 200 The 

deposit key acquisition request receiving unit 305 receives the deposit key acquisition request from the entity A 200, 
retrieves the deposit key from the deposit key memory unit 306 according to this request, and transfers the retrieved 

20 deposit key to the deposit key delivery unit 307. 
The deposit key delivery unit 307 delivers the deposit key transferred by the deposit key acquisition request receiv-

ing unit 305 to the entity A 200. 
Next, a more specific example of a private key depositing system in the first embodiment of the present invention 

will be described. 
25 First, the variables and functions used in the following description will be defined. 

Namely, in the following, kp is the RSA public key of the user while ks1 and ks2 are partial keys of the RSA private 

key of the user, and these keys kp, ks1 and ks2 are determined such that the congruence (1) described above is satis-

fied according to the Multiple Key cryptosystem. In addition, ksi is determined to be in a small number of figures that 
can be memorized by the user as a password, while ks2 is used as the deposit key to be deposited to a private key 

3o deposit organization. M denotes an arbitrary plaintext block, C denotes a result of encryption of M, and (a mod b) 
denotes a residue of a divided by b. Also, Xis data obtained by encrypting the deposit key ks2 by using the deposit key 

ks2 itself as the encryption key according to the RSA cryptosystem, while X is data obtained by encrypting X' by using 
a symmetric key Skey which is generated according to the password according to the symmetric key cryptosystem. 

Also, a function E denotes the symmetric key encryption algorithm, while a function D denotes an inverse function of 
35 the function E. 

Fig. 4 shows a specific example of the private key depositing system in the first embodiment of the present inven-

tion. 
In Fig. 4, the node A (entity A) 200 and the private key deposit organization (entity B) 300 are connected through a 

network 500, and a user operates the node A 200 in order to have his own deposit key delivered safely from the private 
4o key deposit organization. The node A 200 has a password input receiving unit 201 for receiving the password from the 

user 600 and a symmetric key generation unit 202 for generating the symmetric key Skey from the received password. 
Also, the structural elements which are identical to those appearing in Fig. 3 are given the same reference numerals in 
Fig. 4 and their description will be omitted here. 

Now, the operation in the configuration shown in Fig. 4 will be described with reference to Fig. 5. 

45 In the configuration of Fig. 4, when the node A 200 receives the password ks1 from the user 600 at the password 

input receiving unit 201 (S101), the received password ksi is given to the symmetric key generation unit 202 while also 
being stored in the key memory unit 203 (S102). 

The symmetric key generation unit 202 generates the symmetric key Skey to be used in the symmetric key encryp-

tion algorithm (S103), and transfers the generated symmetric key Skey to the key memory unit 203 similarly. Here, the 
5o generation of the symmetric key Skey at the symmetric key generation unit 202 can be done by using an algorithm such 

as the one-way random hush function in which an information before the key generation cannot be easily ascertained 
from a state after the key generation. 

A representative example of the typical one-way random function is MD5 proposed by Ron Rivest (see B, Schneier, 

"Applied Cryptography", John Wiley & Sons Inc., 1996, for example). In MD5, it is possible to generate a hush value of 

55 128 bits with respect to a message in arbitrary length. 
Next, in order to acquire the deposit key registered in advance at the private key deposit organization 300, the node 

A 200 generates a request message for acquiring the deposit key at the deposit key acquisition request unit 204 (S104), 

and transmits this request message through the network 500 (S105). This request message contains the user's name. 
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At the private key deposit organization 300, when the request message from the node A 200 is received by the 

deposit key acquisition request receiving unit 305, the public key and the deposit key corresponding to the user's name 
contained the received request message are retrieved from the deposit key memory unit (key management database) 

306 that is managed by the private key deposit organization 300 (S106). 

5 Here, the public key kp and the protected deposit key X managed by the key management database 306 are reg-

istered therein in advance. Also, the protected deposit key X is protected by being encrypted according to the following 
formula (2) and (3). 

10 

X'= ks2 ks2 mod n 

X = E(Skey, Xj 

(2) 

(3) 

The public key kp and the protected deposit key X of the user that are retrieved from the key management database 
306 by the deposit key acquisition request receiving unit 305 are then given to the deposit key delivery unit 307. 

15 At the deposit key delivery unit 307, a response message for delivering the protected deposit key X to the node A 

200 is generated, and transmitted to the node A 200 (S107). This response message contains the public key kp and the 
protected deposit key X of the user. 

At the node A 200, when the response message is received by the deposit key receiving unit 208, the public key kp 
and the protected deposit key X contained in the received response message are given to the deposit key extraction 

20 unit 209 in order to take out the deposit key (S108). In addition, at the same time, the partial key ks1 and the symmetric 
key Skey stored in the key memory unit 203 are given to the deposit key extraction unit 209. 

The deposit key extraction unit 209 calculates the deposit key by the calculation according to the following formula 
(4) and (5). 

25 

30 

X'= D(Skey, X) (4) 

ks2 = (X') ks1 x kp mod n (5) 

= kS2 ks2 x kst x kp mod n 

Here, it should be apparent that, in order to calculate the deposit key ks2 correctly, it is necessary to have the partial 

key ks1 that is given as the correct password from the user and the symmetric key Skey. The deposit key ks2 calculated 
in this manner is given to the private key composition unit 210 along with the partial key ks1 so as to be utilized as the 

RSA private key. The private key composition unit 210 composes the two partial keys, that is the partial key ks1 given 
35 from the key memory unit 203 and the deposit key ks2 given from the deposit key extraction unit 209, and utilizes the 

composed key as the private key of the RSA cryptosystem (S110). Here, the public key kp is utilized in a case of encryp-
tion according to the following formula (6) while the private key ks = ks1 x ks2 is utilized in a case of decryption accord-
ing to the following formula (7). 

40 C=M 19 mod n 

M  _ C ks1 x ks2 mod n 

(6) 

(7) 

In this manner, the deposit key maintained at the private key deposit organization 300 can be delivered to the node 
45 A 200 in response to the request from the user 600, and the user 600 can carry out the authentication with respect to 

the other entity by using the password which is the first partial private key known to himself and the second partial pri-

vate key which is the deposit key delivered from the private key deposit organization 300. 
In addition, in maintaining and delivering the deposit key, it is possible to manage and deliver the deposit key safely 

by encrypting the deposit key in a form that can be decrypted by the key decryption key known only to the user 600, 
50 such as the password. 

Moreover, the deposit key can be safely delivered by using the symmetric key, the first partial private key, or a com-

bination of both as the key decryption key for decrypting the protected deposit key. 
Referring now to Fig. 6 to Fig. 8, the second embodiment of a method and a system for depositing a private key 

used in the RSA cryptosystem according to the present invention, which is related to the key change, will be described 

55 in detail. Here, the system to which the present invention is applied is the same as that shown in Fig. 1 described above. 
Fig. 6 shows a configuration of a private key depositing system in this second embodiment of the present invention, 

and Fig. 7 shows an outline of a method for depositing a private key in this second embodiment of the present invention. 

The entity A 200 shown in Fig. 6 comprises: a key division unit 211 for dividing the private key into the first partial 
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private key and the second partial private key; a key memory unit 213 for storing the first partial private key and the key 

decryption key; a deposit key information acquisition request unit 214 for making a request for a delivery of a deposit 

key information formed by the second partial private key deposited to the entity B 300 and the prime numbers p and q; 
a deposit key information receiving unit 218 for receiving the deposit key information from the entity B 300; a deposit 

5 key information extraction unit 219 for extracting the second partial private key and the prime numbers p and q by 

decrypting the encrypted deposit key information given from the deposit key information receiving unit 218 by using the 
key decryption key stored in the key memory unit 213; and a partial private key generation unit 220 for generating a new 

first partial private key and a new second partial private key from the prime numbers p and q. 

The entity B 300 shown in Fig. 6 comprises: a deposit key information acquisition request receiving unit 315 for 

io receiving the deposit key information delivery request from the entity A 200; a deposit key information memory unit 316 
for storing the deposit key information which is encrypted by using the encryption key in advance, and returning the pro-
tected deposit key information corresponding to the entity A 200 in response to the retrieval request from the deposit 

key information acquisition request receiving unit 315; and a deposit key information delivery unit 317 for delivering the 
protected deposit key information received from the deposit key information acquisition request receiving unit 315 to the 

15 entity A 200. 

First, among the private key and the public key of a user which are to be used in the RSA cryptosystem, the private 
key is divided into two by the entity A 200 (S11), and one of the partial private keys (a first partial private key) is main-

tained at the entity A 200 (S12), while the other one of the partial private keys (a second partial private key) is deposited 
to the entity B 300 (S13) and maintained by the entity B 300. 

20 Here, according to the Multiple Key cryptosystem (see, C.A. Boyd: "Some Applications of Multiple Key Ciphers", 
Proceedings of Eurocrypt 88, pp. 455-467, Springer-Verlag, 1988), the private key to be divided into two satisfies the 

following congruence (1): 

kp x ks1 x ks2 = 1 (mod L) (1) 
25 

where kp is the public key, ks1 is the first partial private key, ks2 is the second partial private key, Lis the least common 
multiple of (p-1) and (q-1), and p and q are arbitrary mutually different large prime numbers. Also, in the following n is a 

product of p and q. 
The entity A 200 encrypts the deposit key information formed by the second partial private key obtained from the 

3o private key at the key division unit 211 and the prime numbers p and q in a form that can be decrypted by a key decryp-
tion key that is known only to the entity A 200, and deposits this encrypted deposit key information to the entity B 300. 

Here, the key decryption key and a key (encryption key) for encrypting in a form that can be decrypted by the key 
decryption key can be a symmetric key according to the symmetric key cryptosystem in which the encryption key and 

the decryption key are set to be the same such as the DES (Data Encryption Standard) scheme or the FEAL (Fast data 
35 Encipherment ALgorithm) scheme (see B. Schneier, "Applied Cryptography", John Wiley & Sons Inc., 1996, for exam-

ple). It is also possible to use the second partial private key as the encryption key while using the first partial private key 

and the public key as the key decryption key, according to the RSA cryptosystem. 
In addition, these two approaches may be combined so as to increase an amount of calculations required in cryp-

tanalyzing the encrypted second partial private key, and thereby making the one by one attack on a key for encryption 
40 practically very difficult. 

Next, the deposit key information acquisition request unit 214 of the entity A 200 issues an acquisition request for 
the deposit key information to the entity B 300 (S14). 

In response, when this request is received, the deposit key information acquisition request receiving unit 315 of the 
entity B 300 retrieves the deposit key information which is safely protected by being encrypted by the encryption key 

45 from the deposit key information memory unit 316. Then, the entity B 300 delivers the protected deposit key information 

to the entity A 200 from the deposit key information delivery unit 317 (S15). 

Next, at the entity A 200, the deposit key information delivered from the deposit key information delivery unit 317 is 
received at the deposit key information receiving unit 218, and transferred to the deposit key information extraction unit 
219 in order to decrypt the deposit key information. 

50 The deposit key information extraction unit 219 takes out the deposit key information by decrypting the protected 

deposit key information using the key decryption key stored in the key memory unit 213 (S16). In this manner, only the 
entity A 200 that knows the proper key decryption key can acquire the deposit key information, and compose the first 

partial private key and the second partial private key together as the private key ks (S17). 
In addition, at the partial private key generation unit 220, using the prime numbers p and q in the deposit key infor-

55 mation, the partial private keys are changed without changing the public key (S18), by generating a new first partial pri-

vate key ks1' and a new second partial private key ks2' which satisfy the following congruence (8). 

ks1' x ks2'  ks (mod L) (8) 
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Next, a more specific example of a private key depositing system in the second embodiment of the present inven-

tion will be described. 

First, the variables and functions used in the following description will be defined. 

Namely, in the following, kp is the RSA public key of the user while ksi and ks2 are partial keys of the RSA private 

5 key of the user, and these keys kp, ks1 and ks2 are determined such that the congruence (1) described above is satis-
fied according to the Multiple Key cryptosystem. In addition, ks1 is determined to be in a small number of figures that 
can be memorized by the user as a password, while ks2 and the prime numbers p and q are used as the deposit key 

information to be deposited to a private key deposit organization. M denotes an arbitrary plaintext block, C denotes a 

result of encryption of M, and (a mod b) denotes a residue of a divided by b. Also, V is data obtained by encrypting the 

ro deposit key information by using the deposit key ks2 itself as the encryption key according to the RSA cryptosystem. 
Fig. 8 shows a specific example of the private key depositing system in the second embodiment of the present 

invention. 
In Fig. 8, the node A corresponds to the entity A 200 described above and the private key deposit organization cor-

responds to the entity B 300 described above. Also, the structural elements which are identical to those appearing in 

15 Fig. 6 are given the same reference numerals in Fig. 8 and their description will be omitted here. 

In the configuration of Fig. 8, the node A 200 comprises a password input receiving unit 212 for receiving the pass-
word from the user 600, the key memory unit 213, the deposit key information acquisition request unit 214, the deposit 
key information receiving unit 218, the deposit key information extraction unit 219, and the partial private key generation 

unit 220. 

20 The private key deposit organization 300 comprises the deposit key information acquisition request receiving unit 
315, the deposit key information memory unit (key management database) 316 which stores the deposit key informa-
tion deposited from the user's node along with the public key in correspondence to each user's name, and the deposit 
key information delivery unit 317. 

Here, the node A 200 and the private key deposit organization 300 are connected through a network 500. 
25 Now, the operation in the configuration shown in Fig. 8 will be described. 

When the node A 200 receives the password ks1 from the user 600 at the password input receiving unit 212, the 
received password ks1 is stored in the key memory unit 213. 

Next, in order to acquire the deposit key information registered in advance at the private key deposit organization 
300, the node A 200 generates a request message for acquiring the deposit key information at the deposit key informa-

30 tion acquisition request unit 214, and transmits this request message through the network 500. This request message 

contains the user's name. 

At the private key deposit organization 300, when the request message from the node A 200 is received by the 
deposit key information acquisition request receiving unit 315, the public key and the deposit key information corre-

sponding to the user's name contained the received request message are retrieved from the key management data-
35 base 316 that is managed by the private key deposit organization 300. 

Here, the public key kp and the protected deposit key information V managed by the key management database 

316 are registered therein in advance. Also, the protected deposit key information X" is protected by being encrypted 
according to the following formula (9). 

40 X" = (ks2, p, q) ks2 mod n (9) 

The public key kp and the protected deposit key information X" of the user that are retrieved from the key manage-
ment database 316 by the deposit key information acquisition request receiving unit 315 are then given to the deposit 

key information delivery unit 317. 
45 At the deposit key information delivery unit 317, a response message for delivering the protected deposit key infor-

mation V to the node A 200 is generated, and transmitted to the node A 200. This response message contains the pub-

lic key kp and the protected deposit key information 'X of the user. 
At the node A 200, when the response message is received by the deposit key information receiving unit 218, the 

public key kp and the protected deposit key information X" contained in the received response message are given to 
50 the deposit key information extraction unit 219 in order to take out the deposit key information. In addition, at the same 

time, the partial key ks1 stored in the key memory unit 213 is given to the deposit key information extraction unit 219. 

The deposit key information extraction unit 219 calculates the deposit key information by the calculation according 
to the following formula (10). 

55 (ks2, p, q) = (X'j ks1 X k' mod n 
= (ks2, p, q) ks2 x ksl x iw mod n 

8 
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Here, it should be apparent that, in order to calculate the deposit key information correctly, it is necessary to have 

the partial key ks1 that is given as the correct password from the user. The deposit key ks2 in the deposit key informa-

tion calculated in this manner can be composed with the partial key ks1 according to: 

5 ks = ks1 x ks2 (11) 

and utilized as the RSA private key ks. 
In addition, at the partial private key generation unit 220, using the partial key ks1 given from the key memory unit 

213 and the deposit key ks2 and the prime numbers p and q given from the deposit key information extraction unit 219, 
10 a new first partial private key ks1' and a new second partial private key ks2' can be generated according to the congru-

ence (8) described above. 
After the generation of these new partial keys, the new partial key ks1' to be used as the password is notified to the 

user, and the new deposit key information to be deposited to the private key deposit organization 300 is calculated by 
the following formula (12) which is similar to the above described formula (9). 

15 

X" = (ks2', p, q) ks2• mod n (12) 

It should be apparent that, by means of the above described procedure, the two partial private keys of the user can 
be changed at any time, without changing the public key kp. 

20 It is to be noted that, in the embodiments described above, a case of dividing the private key into two has been 
described, but the method for depositing the private key according to the present invention is equally applicable to a 

more general case of dividing the private key into more than two plural parts. Namely, according to the Multiple Key 
cryptosystem, the private key that satisfies the following congruence ( 13): 

25 kpxksix ks2 x x ksm = 1 (mod L) (13) 

can be used, and kp is set as the public key, ks1 is set as the first partial private key, ks2 is set as the second partial 

private key, and ksm is set as the m-th partial private key. 
In this case, the first partial private key is maintained by the user, while the remaining (m-1) pieces of partial private 

3o keys are respectively deposited to (m-1) sets of the other entities. 

At the user's entity, the RSA private key ks can be calculated from the partial private keys delivered from these 

other entities in response to the request and the first partial private key maintained by the user himself according to the 
following formula (14). 

35 ks = ks1 x ks2 x   x ksm (14) 

40 

Also, similarly as in the second embodiment described above, the prime numbers p and q used at a time of gener-
ating the private key can be deposited to one of the other entities along with the remaining partial private keys, and new 

partial private keys ks1', ks2',   , ksm' that satisfy: 

ks1' x ks2' x x ksm' = ks (mod L) (15) 

can be generated by using the prime numbers p and q which are delivered from that one of the other entities along with 

the remaining partial private keys and the private key ks composed at the user's entity, so as to change the partial pri-
45 vate keys without changing the public key. 

In this case, it basically suffices to deposit the prime numbers p and q to one other entity, but it is also possible to 

deposit the prime number p and the prime number q to different entities, if desired. 
It is also possible to use a number of new partial private keys that is different from a number of the original partial 

private keys, if desired. 
50 It is also possible to change or interchange the entities to which new partial private keys are to be deposited, so as 

to deposit new partial private keys differently from the corresponding original partial private keys, if desired. 
It is also to be noted that, in the embodiments described above, an example in which the public key is acquired from 

the other entity has been described, but the present invention is not limited to this example and the public key may be 

stored in the key memory unit 213 instead, if desired. 

55 As described, according to the present invention, the private key of the user which is used in the RSA cryptosystem 
is divided into two, one of them is deposited to the private key deposit organization, and that one of the divided partial 
private keys is acquired from the private key deposit organization according to the need and composed with the other 

one of the divided partial private key, so that only the legitimate user can acquire the deposited partial private key and 
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carry out the authentication using the obtained private key. 

Also, the partial private key to be deposited to the private key deposit organization can be deposited in an 
encrypted form obtained by using a symmetric key, so that when the request for acquiring that partial private key is 

issued from the user's entity, the deposit key can be decrypted at the user's entity, and therefore only the entity which 

5 owns the correct symmetric key can acquire the deposit key. 
Moreover, the deposit key to be deposited to the private key deposit organization can be generated by encrypting 

the partial private key to be deposited using that partial private key itself as the encryption key, so that the deposit key 
given from the private key deposit organization cannot be decrypted unless the correct first partial private key is avail-

able at an entity which received the deposit key. 

10 In addition, the encrypted deposit key can be further encrypted by using the symmetric key which is known only to 
the user's entity, and then deposited to the private key deposit organization, so as to realize an even higher security 
I evel. 

Also, according to the present invention, among the public key and the private key utilized in the RSA cryptosystem, 

the private key is divided into two and the first partial private key is maintained at the user's entity, while the second par-
r5 tial private key is deposited to the other entity, so that it suffices to maintain the first partial private key alone at the user's 

entity, and whenever necessary, the second partial private key can be acquired from the other entity and these two par-

tial private keys are combined, and therefore it is safe because there is no need to maintain both of these partial private 
keys at a single location. 

Moreover, the prime numbers p and q can be attached to the second partial private key to be deposited to the other 

20 entity, and in a case of changing the first partial private key and the second partial private key, a new first partial private 
key and a new second partial private key can be generated at the user's entity by using these prime numbers p and q, 
without changing the public key, so that it becomes possible to change and manage the keys easily and there is no need 

to change the public key at the other entities. 

Also, according to the present invention, the RSA private key is divided into plural parts and one partial private key 
25 is maintained by the user, while the remaining partial private keys are deposited to the other entities, so that it is safe 

because the private key is maintained as divided plural parts. Also, it is possible make the partial private key to be main-

tained by the user can be set in a form of a password which has a sufficiently short length that can be memorized by 

the human being. Because of these features, the present invention is capable of realizing the following advantages. 

30 (1) Location Free: 

For the user, the processing using the RSA cryptosystem becomes available not only at a specific local computer 
but also at any computer which is connected to the network. 

35 (2) Device Free: 

There is no need for the user to carry around any device for storing the private information. In other words, the pri-
vate information for the purpose of identifying the user can be provided on a basis of an amount of information that can 

be memorized by the human being. 
40 

(3) Safety: 

Even if one partial private key becomes known to the other person, it is impossible to use it as the RSA private key 
unless all the other remaining partial private keys become also known, so that a high level safety can be realized. 

45 Also, it is possible to realize a system in which only the legitimate user who knows the private information can utilize 

the private key. 

Also, within a closed range to which the present invention is applied, it becomes possible to prove the safety of the 
system convincingly. For example, in the conventional scheme for storing the private key in a file, even though the RSA 
cryptosystem algorithm is used for the entity authentication, the other algorithm such as DES scheme is to be used in 

50 order to encrypt the private key, so that it has been impossible to clearly prove which algorithm's strength is really 

responsible for the safety of the system after all. In contrast, according to the present invention, it is possible to prove 

the safety of the system convincingly to the user. 
It is to be noted that, besides those already mentioned above, many modifications and variations of the above 

embodiments may be made without departing from the novel and advantageous features of the present invention. 

55 Accordingly, all such modifications and variations are intended to be included within the scope of the appended claims. 

10 
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Claims 

1. A method for depositing a private key used in an RSA cryptosystem, comprising the steps of: 

5 dividing a private key of a user into a first partial private key and a second partial private key at a user's entity, 
where the first partial private key is set to be maintained at the user's entity; 
depositing the second partial private key from the user's entity to another entity; 
delivering the second partial private key from said another entity to the user's entity in response to a request 
from the user's entity; and 

10 composing the first partial private key maintained at the user's entity and the second partial private key deliv-
ered from said another entity so as to obtain the private key to be used in a processing according to the RSA 
cryptosystem at the user's entity. 

2. The method of claim 1, wherein at the depositing step, the user's entity encrypts the second partial private key by 
15 using an encryption key so as to obtain an encrypted second partial private key that can be decrypted by using a 

key decryption key known only to the user's entity, and deposits the encrypted second partial private key; 

at the delivering step, said another entity delivers the encrypted second partial private key; and 
at the composing step, the user's entity obtains the second partial private key by decrypting the encrypted sec-

20 and partial private key by using the key encryption key. 

3. The method of claim 2, wherein the encryption key and the key decryption key are a symmetric key generated at 
the user's entity. 

25 4. The method of claim 3, wherein the symmetric key is given in a form of a hush value obtained from the first partial 
private key by using a one-way random hush function at the user's entity. 

5. The method of claim 2, wherein the encryption key is the second partial private key itself, and the key decryption 
key is formed by the first partial private key and a public key of the user. 

30 

6. The method of claim 5, wherein said another entity maintains the second partial private key along with the public 
key, and delivers the second partial private key and the public key at the delivering step; and 

at the composing step, the user's entity forms the key decryption key from the first partial private key main-
35 tained at the user's entity and the public key delivered from said another entity. 

7. The method of claim 1, wherein at the depositing step, the user's entity encrypts the second partial private key by 
using the second partial private key itself, further encrypts an encrypted second partial private key by using a sym-
metric key known only to the user's entity so as to obtain a deposit key, and deposits the deposit key; 

40 

at the delivering step, said another entity delivers the deposit key; and 
at the composing step, the user's entity obtains the encrypted second partial private key by decrypting the 
deposit key by using the symmetric key, and obtains the second partial private key by decrypting the encrypted 
second partial private key by using the first partial private key and a public key of the user. 

45 

8. The method of claim 7, wherein the symmetric key is given in a form of a hush value obtained from the first partial 
private key by using a one-way random hush function at the user's entity. 

9. The method of claim 7, wherein said another entity maintains the second partial private key along with the public 
50 key, and delivers the second partial private key and the public key at the delivering step; and 

at the composing step, the user's entity decrypts the encrypted second partial private key by using the first par-
tial private key maintained at the user's entity and the public key delivered from said another entity. 

55 10. The method of claim 1, wherein the first partial private key is maintained at the user's entity as a password memo-
rized by the user. 

11. The method of claim 10, wherein the user's entity requests a delivery of the second partial private key to said 
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another entity when the password is entered into the user's entity by the user. 

12. The method of claim 1, wherein the user's entity requests a delivery of the second partial private key to said another 
entity when the user carries out the processing according to the RSA cryptosystem at the user's entity. 

5 

13. The method of claim 1, wherein at the depositing step, the user's entity also deposits prime numbers p and q that 
are used in generating the private key; 

at the delivering step, said another entity also delivers the prime numbers p and q along with the second partial 
10 private key; and 

the method further comprising the step of generating a new first partial private key and a new second partial 
private key which are different from the first partial private key and the second partial private key, without 
changing a public key of the user, by using the private key obtained at the composing step and the prime num-
bers p and q delivered at the delivering step. 

15 

14. A method for depositing a private key used in an RSA cryptosystem, comprising the steps of: 

dividing a private key of a user into a plurality of partial private keys at a user's entity, where one of said plurality 
of partial private keys is set to be maintained at the user's entity; 

20 depositing remaining ones of said plurality of partial private keys from the user's entity to mutually different 
ones of other entities respectively; 
delivering the remaining ones of said plurality of partial private keys from the other entities to the user's entity 
in response to a request from the user's entity; and 

composing said one of said plurality of partial private keys maintained at the user's entity and the remaining 
25 ones of said plurality of partial private keys delivered from the other entities so as to obtain the private key to 

be used in a processing according to the RSA cryptosystem at the user's entity. 

15. The method of claim 14, wherein at the depositing step, the user's entity also deposits prime numbers p and q that 
are used in generating the private key to one of the other entities; 

30 

at the delivering step, said one of the other entities also delivers the prime numbers p and q along with one of 
the remaining ones of said plurality of partial private keys; and 
the method further comprising the step of generating a plurality of new partial private keys which are different 
from said plurality of partial private keys, without changing a public key of the user, by using the private key 

35 obtained at the composing step and the prime numbers p and 

q delivered at the delivering step. 

16. A system for depositing a private key used in an RSA cryptosystem, comprising a user's entity and another entity, 
40 wherein the user's entity includes: 

a private key dividing unit for dividing a private key of a user into a first partial private key and a second partial 
private key, where the first partial private key is set to be maintained at the user's entity; 
a key depositing unit for depositing the second partial private key to said another entity; 

45 a partial private key acquisition unit for requesting a delivery of the second partial private key to said another 
entity and receiving the second partial private key delivered from said another entity; and 
a private key composition unit for composing the first partial private key maintained at the user's entity and the 
second partial private key delivered from said another entity so as to obtain the private key to be used in a 
processing according to the RSA cryptosystem. 

50 

17. The system of claim 16, wherein the key depositing unit encrypts the second partial private key by using an encryp-
tion key so as to obtain an encrypted second partial private key that can be decrypted by using a key decryption 
key known only to the user's entity, and deposits the encrypted second partial private key; 

55 said another entity delivers the encrypted second partial private key in response to a request from the user's 
entity; and 
the private key composition unit obtains the second partial private key by decrypting the encrypted second par-
tial private key by using the key encryption key. 

12 
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18. The system of claim 17, wherein the encryption key and the key decryption key are a symmetric key generated at 

the user's entity. 

19. The system of claim 18, wherein the symmetric key is given in a form of a hush value obtained from the first partial 

5 private key by using a one-way random hush function at the user's entity. 

20. The system of claim 17, wherein the encryption key is the second partial private key itself, and the key decryption 
key is formed by the first partial private key and a public key of the user. 

io 21. The system of claim 20, wherein said another entity maintains the second partial private key along with the public 

key, and delivers the second partial private key and the public key in response to a request from the user's entity; 
and 

the private key composition unit forms the key decryption key from the first partial private key maintained at the 

15 user's entity and the public key delivered from said another entity. 

22. The system of claim 16, wherein the key depositing unit encrypts the second partial private key by using the second 

partial private key itself, further encrypts an encrypted second partial private key by using a symmetric key known 
only to the user's entity so as to obtain a deposit key, and deposits the deposit key; 

20 

said another entity delivers the deposit key in response to a request from the user's entity; and 

the private key composition unit obtains the encrypted second partial private key by decrypting the deposit key 
by using the symmetric key, and obtains the second partial private key by decrypting the encrypted second par-

tial private key by using the first partial private key and a public key of the user. 
25 

23. The system of claim 22, wherein the symmetric key is given in a form of a hush value obtained from the first partial 
private key by using a one-way random hush function at the user's entity. 

24. The system of claim 23, wherein said another entity maintains the second partial private key along with the public 
30 key, and delivers the second partial private key and the public key in response to a request from the user's entity; 

and 

the private key composition unit decrypts the encrypted second partial private key by using the first partial pri-

vate key maintained at the user's entity and the public key delivered from said another entity. 
35 

25. The system of claim 16, wherein the first partial private key is maintained at the user's entity as a password mem-

orized by the user. 

26. The system of claim 25, wherein the partial private key acquisition unit requests a delivery of the second partial pri-
40 vate key to said another entity when the password is entered into the user's entity by the user. 

27. The system of claim 16, wherein the partial private key acquisition unit requests a delivery of the second partial pri-

vate key to said another entity when the user carries out the processing according to the RSA cryptosystem at the 

user's entity. 
45 

28. The system of claim 16, wherein the key depositing unit also deposits prime numbers p and q that are used in gen-

erating the private key; 

said another entity also delivers the prime numbers p and q along with the second partial private key in 
50 response to a request from the user's entity; and 

the private key composition unit also generates a new first partial private key and a new second partial private 
key which are different from the first partial private key and the second partial private key, without changing a 
public key of the user, by using the private key obtained from the first partial private key and the second partial 

private key and the prime numbers p and q delivered from said another entity. 
55 

29. A system for depositing a private key used in an RSA cryptosystem, comprising a user's entity and other entities, 
wherein the user's entity includes: 

13 
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a private key dividing unit for dividing a private key of a user into a plurality of partial private keys, where one 
of said plurality of partial private keys is set to be maintained at the user's entity; 

a key depositing unit for depositing remaining ones of said plurality of partial private keys to mutually different 

ones of the other entities respectively; 
5 a partial private key acquisition unit for requesting a delivery of the remaining ones of said plurality of partial 

private keys to the other entities and receiving the remaining ones of said plurality of partial private keys deliv-
ered from the other entities; and 

a private key composition unit for composing said one of said plurality of partial private keys maintained at the 
user's entity and the remaining ones of said plurality of partial private keys delivered from the other entities so 

10 as to obtain the private key to be used in a processing according to the RSA cryptosystem. 

30. The system of claim 29, wherein the key depositing unit also deposits prime numbers p and q that are used in gen-
erating the private key to one of the other entities; 

15 said one of the other entities also delivers the prime numbers p and q along with one of the remaining ones of 

said plurality of partial private keys in response to a request from the user's entity; and 

the private key composition unit generates a plurality of new partial private keys which are different from said 
plurality of partial private keys, without changing a public key of the user, by using the private key obtained from 

said one and the remaining ones of said plurality of partial private keys and the prime numbers p and q deliv-

20 ered from the other entities. 

25 

30 

35 

40 

45 

50 

55 
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FIG. 7 
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Description 

This invention is related to an encryption communication method to prevent the theft and interception of, and tam-
pering with, information in communication between computers; in particular, it relates to a method of encryption using 

5 an agent. 
In recent years, with the explosive spread of the Internet and intranets, the importance of information security has 

been steadily increasing. Known methods of security in information communication include the method of encryption of 
information using encryption keys that are possessed in common by terminals, such as the DES (Data Encryption 
Standard), and a method of encryption such as RSA in which terminals exchange public keys and information is 

ro encrypted using their private keys. In addition, to increase the safety of encryption, there are known methods such as 
changing the encryption key and encryption method over time, as described, for example, in Tokkaihei (Japanese Pat-
ent Disclosure) 1-212041. 

In a conventional ordinary encryption communication system, the encryption method is public information. For this 
reason, in order to obtain a strong cryptosystem, the key used in encryption must have a large number of bits. However, 

15 when the key used in encryption has a large number of bits, the time required for encryption and decryption processing 
inevitably becomes long. In particular, when encryption is done in real time applications (such as voice and images) the 
slowness of the processing in conventional methods such as DES and RSA is a problem. 

When encryption is done by a method that involves changing the combination of the encryption key and the encryp-
tion method over time, it is necessary to preregister the encryption key and preinstall the encryption program in the ter-

2o minals that will be used for such encryption communication. Consequently, every time new terminal facilities are added 
in a network it is necessary to register the encryption key and install the encryption program in those terminals. 

A purpose of this invention is to provide a strong encryption method that has adequate processing speed so that in 
practice there is no problem in real time transfer of data. 

Another purpose of this invention is to make it possible to conduct encrypted communication between terminals 
25 without having to preinstall the same encryption program in them. 

An encryption communication method of the present invention is based on the system in which encrypted data are 
transmitted between a first terminal and a second terminal. The method includes the following steps. 

A step for transmitting, from the first terminal in which an first agent is installed, the first agent including a program 
for cryptographic processing, a second agent having substantially the same function as the first agent to the second 

30 terminal. 
A step for performing an encryption communication between the first agent and the second agent. 
Another feature of the present invention is based on the system in which encrypted data are transmitted among a 

plurality of terminals. The method includes the following steps. 
A step for distributing agents including a program for cryptographic processing from a agent distributing server to 

35 the plurality of terminals; and 
A step for performing an encryption communication between the distributed agents. 
Reference will now be made, by way of example, to the accompanying drawings in which:-

Fig. 1 is a diagram explaining an outline of this invention. 
40 Fig. 2 is a configuration diagram of the server and the client. 

Fig. 3 is a configuration diagram of a trusted agent described in mobile (portable or machine-independent) code. 
Figs. 4A and 4B are sequence diagrams explaining the processing involved in sending a trusted agent and estab-
lishing an encrypted communication path. 
Fig. 5 is a configuration diagram of the encrypted communication system of one embodiment of this invention. 

45 Fig. 6 is a configuration diagram of the encrypted communication system of another embodiment of this invention. 
Figs. 7A and 7B are diagrams showing one example of the configuration of a cryptographic processing unit. 
Fig. 8 is a diagram showing the hardware circuit of an embodiment of a pseudo random number generator. 
Fig. 9 is a diagram showing the configuration of a 3-stage pseudo random number generator that generates the M 
series. 

50 Figs. 10A to 10C are figures showing an example of a pseudo random number generation method. 
Fig. 11 is a flow chart explaining the action of the encryption method selection control unit. 
Fig. 12A is a sequence diagram showing the processing on the sending side when data are sent and received 
between applications. 
Fig. 12B is a configuration diagram of a data packet that transmits cipher text. 

55 Fig. 13 is a sequence diagram showing the processing on the receiving side when data are sent and received 
between applications. 
Figs. 14A and 14B are diagrams explaining a method of establishing cryptographic synchronisation. 
Fig. 15 is a diagram showing an example of configuration of an encrypted communication system that changes the 
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seed for the purpose of generating pseudo random numbers. 

Fig. 16 is a configuration diagram of an encrypted communication system of another embodiment of this invention. 
Fig. 17 is a configuration diagram of an encrypted communication system of still another embodiment of this inven-
tion. 

5 Fig. 18 is a flow chart explaining the action of the seed generating section. 
Fig. 19 is a configuration diagram for the case in which the encrypted communication system of this embodiment 
is matched to the WWW. 
Fig. 20 is a configuration diagram for the case in which the encrypted communication of this invention is applied to 
an image transmission/voice transmission system. 

io Fig. 21 is a configuration diagram of the case in which the encrypted communication of this invention is applied to 
an electronic conference system. 
Fig. 22 is a diagram explaining the processing for changing the communication object of an application program 
when a trusted agent is used. 
Fig. 23 through 29 are figures showing an example of an agent program used to transmit encrypted images 

15 described in mobile code. 

In the encrypted communication system of one embodiment of this invention, first, an agent for the purpose of 
encryption processing is installed in the sending terminal. Before transferring data, the sending terminal sends an agent 
having the same function as the installed agent to the receiving terminal. The agent that is sent to the receiving terminal 

20 is described in mobile code. When data are transferred, the data are encrypted using that agent in the sending terminal, 
and decrypted in the receiving terminal using the agent that was sent from the sending terminal. 

Thus, in this configuration, it is possible to conduct encrypted communication even with a terminal that does not 
have a program for encryption processing. At this time, the encryption and decryption processing are executed by the 
agent, so it is not necessary for the user to be concerned with the encryption method used for that encrypted commu-

25 nication. Moreover, the encryption and decryption processing are performed by agents having the same functions in 
both the sending terminal and the receiving terminal, so that the cipher text can be reliably decrypted in the receiving 
terminal. The encryption method can, if desired, be confidential. The security of the encryption can be increased by 
changing the key needed for encryption synchronously in accordance with rules agreed upon in advance between the 
agents. Therefore, an encryption method with a small overhead can be selected to reduce processing time. 

30 Embodiments of this invention will be described below with reference to the drawings. Fig. 1 is a diagram that 
explains an outline of this invention. This diagram shows an example in which information is transferred in encrypted 
form between a server 10 and a client 15. The server 10 and the client 15 are both computers. 

The trusted agent 11 has a program for the purpose of encrypting data, and is described in mobile code. The 
trusted agent sending unit 12 sends the trusted agent 11 to the client 15. The application program 13 performs process-

35 ing that accompanies sending data to and receiving data from the client 15. Applications which are envisioned in this 
embodiment include telephone, television conferences, video transmission, etc., all of which require real-time process-
ing, but the possible applications are not limited to these. The trusted agent 14 is an encrypted program that has the 
same function as the trusted agent 11; it resides permanently in the server 10. 

The application program 16 is basically the same as the application 13. The trusted agent 17 is the trusted agent 
ao 11 that was transferred from the server 10. The encrypted communication path 18 is a path established between the 

trusted agent 14 and the trusted agent 17. 
Fig. 2 is a configuration diagram of the server 10 and the client 15. The storage device 501 consists of a semicon-

ductor memory, a magnetic recording medium or an optical recording medium and so on, and stores programs, data, 
etc. The storage device 501 can be permanently installed in the server 10 or the client 15, or it can be removable. 

45 The storage medium driver 502 is a device that reads out data stored in the portable storage medium 503 (including 
a semiconductor memory, magnetic disc, optical disc, magneto-optical disc, etc.), or writes data into the portable stor-
age medium 503. The communication control unit 504 is a unit that controls the sending of data to and receiving of data 
from a network. 

The CPU 505 loads programs from the storage device 501 or the portable storage medium 503 into the memory 
5o 506 and executes them. Note that programs and data stored in the storage medium 501 may have been written in from 

the portable storage medium 503, or may be received from another machine on a network via a communication line. 
The configuration may also be such that the CPU 505 can use programs and data stored in another storage device on 
a network via a communication line. 

The trusted agents 11 and 14 are prestored in the storage device 501 in the server 10. The trusted agents 11 and 
55 14 may be installed from the portable storage medium 503 into the storage device 501, or may be installed from another 

device on a network into the storage device 501. The trusted agent 14 is loaded into the memory 506 when an 
encrypted communication is started. 

In the client 15, the trusted agent 17 is received via the communication control section 504 and loaded into the 
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memory 506. 

The action of the cryptosystem shown in Fig.1 is as follows. First, before the data communication, the trusted agent 

sending unit 12 is started up and the trusted agent 11 is sent from the server 10 to the client 15. At this time, the trusted 

agent 11 is encrypted by a method such as RSA or RSA+DES and transferred. 
5 The processing speeds of RSA, DES, etc. are slow, so they are not the best encryption methods to use for encrypt-

ing data that require real time processing such as audio data and video data, but when encrypting a trusted agent, the 
encryption processing and the decryption processing each only have to be done once, and the amount of data is much 
less than in the cases of audio data and video data, so that even in the cases of RSA and DES the processing speed 

does not become a problem. 

ro Next, the trusted agent 14 of the server 10 and the trusted agent 17 of the client 15 establish the encrypted com-
munication path 18. The processing by which the trusted agent 11 is transferred from the server 10 to the client 15, and 

the processing by which the encrypted communication path 18 between the trusted agent 14 and the trusted agent 17 

is established, will be explained later. 
The trusted agents 14 and 17 are linked to the application programs 13 and 16, respectively; they encrypt data so 

15 that the data cannot be stolen or tampered with, then send and receive the data tolfrom each other. The encryption 

between the trusted agent 14 and the trusted agent 17 follows the method described in the programs included in the 

trusted agents 14 and 17. The trusted agents 14 and 17 can synchronously change the key (a confidential key) neces-
sary for encryption in accordance with a predetermined rule. This increases the strength of the encryption. 

Fig. 3 is a configuration diagram of the trusted agent 11 described in mobile code. As shown in Fig. 3A, the trusted 

20 agent 11 consists of an application interface section 11-1 and a cryptographic processing section 11-2. The application 
interface section 11-1 has the role of exchanging signals between an ordinary application program (here, application 

16) and the cryptographic processing section 11-2; the cryptographic processing section 11-2 encrypts and decrypts 
signals to/from the application interface section 11-1. Another function that the application interface section 11-1 has is 

to absorb differences due to different operating systems when the API depends on the operating system. 
25 In Fig. 313, the trusted agent 11 has an application program section 11-3. In this case, the application program 

stored in the trusted agent 11 is described in mobile code, and the application program section 11-3 is transmitted 
together with the application interface section 11-1 and the cryptographic processing section 11-2. 

Fig. 4A is a sequence diagram that explains the processing by which a trusted agent is sent and an encrypted com-
munication path is established. Here it is assumed that the server 10 is the terminal that sends the trusted agent, and 

ao the client 15 is the terminal that receives the trusted agent. It is further assumed that the encryption method uses 
pseudo random numbers. As will be explained in detail later, the pseudo random numbers are generated based on an 
"initial seed". 

When encrypted communication is started, first an initial seed is generated in the server 10. The initial seed is, for 

example, generated based on the time. Next, that initial seed is set in the trusted agents 11 and 14. Then the trusted 
35 agent 11 in which the initial seed has been set is sent to the client 15. As discussed above, the trusted agent 11 is trans-

ferred after having been encrypted by the RSA or DES method. Then the server 10 starts the trusted agent 14. 

It is assumed that in the client 15, a program to receive the agent has been started up. When the client 15 receives 
the trusted agent 11, that trusted agent 11 is loaded into memory and started up as the trusted agent 17. 

The trusted agents 14 and 17 establish a encrypted communication path; after that, cipher text is sent and received 
40 via that encrypted communication path. 

Fig. 4B is a diagram that explains the procedure by which a encrypted communication path between trusted agents 
is established. Here it is assumed that the trusted agent 14 has already been started up. The cryptographic processing 
sections of the trusted agents 14 and 17 each consist of a sending section and a receiving section. The sending section 

encrypts data from an application program and performs send processing; the receiving section converts encrypted 
45 data to plain text or appropriate application data and performs processing to transfer the data to an application program. 

The sending section and the receiving section are realized by, for example, threads. 
First, the sending section of the trusted agent 14 sends a request for connection to the receiving section of the 

trusted agent 17. If, for example, the transmission path is an ethernet, this connection request is transferred by a TCP 
packet. Since, at this time, the connection request will be refused if the trusted agent 17 has not been started up, in this 

50 case the sending section of the trusted agent 14 repeatedly issues the connection request until a response is received 

from the receiving section of the trusted agent 17. 

When the receiving section of the trusted agent 17 sends a response message in response to the connection 
request and the receiving section of the trusted agent 14 receives that message, a path is established between the 

sending section of the trusted agent 14 and the receiving section of the trusted agent 17. The procedure for establishing 

55 a path between the sending section of the trusted agent 17 and the receiving section of the trusted agent 14 is similar. 
After that, the sending section of the trusted agent 14 encrypts data from the application program 13 and then 

sends the encrypted data to the trusted agent 17 via the path that has been established. The receiving section of the 

trusted agent 17 decrypts the received cipher text or encrypted data and transfers the resulting plain text or appropriate 
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application data to the application program 16. The procedure for sending encrypted data in the opposite direction is 

similar. The encrypted data are, for example, stored in a UDP packet and then transferred. 

Fig. 5 is a configuration diagram of the encrypted communication system of one embodiment of this invention. The 
workstations 20 and 30 correspond to the server 10 and the client 15, respectively, in Fig. 1. The application programs 

5 21 and 31 correspond to the application programs 13 and 16, respectively, in Fig. 1. The trusted agents 22 and 32 cor-
respond to the trusted agents 14 and 17 in Fig. 1, respectively. The workstation 20 and the workstation 30 are con-

nected to each other via the Internet 19. 
The trusted agent 22 has the cryptographic processing units 26 to 29. Each of the cryptographic processing units 

26 to 29 encrypts data by a different method from the others. The encryption method selection unit 24 selects one of 

io the cryptographic processing units 26 to 29 in accordancewith an instruction from the encryption method selection con-
trol unit 25, and transfers data received via the application interface section 23 to the selected cryptographic processing 

unit. The encryption method selection control unit 25 generates and outputs an instruction signal for the purpose of 

selecting one from among the cryptographic processing units 26 to 29 in accordance with a specified algorithm. The 
method by which this instruction signal is generated will be described below. The application interface section 23 is 

15 basically the same as the application interface section 11-1 shown in Fig. 3A and Fig. 3B. 

The trusted agent 32 has been transferred from the workstation 20. The application interface unit 33, the encryption 
method selection unit 34 and the cryptographic processing units 35 to 38 are basically the same, respectively, as the 

application interface unit 23, the encryption method selection unit 24 and the cryptographic processing units 26 to 29 
which make up the trusted agent 22. The trusted agent 32 does not have a unit corresponding to the encryption method 

20 selection control unit 25; the encryption method selection unit 34 selects one of the cryptographic processing units 35 
to 38 in accordance with an instruction signal generated by the encryption method selection control unit 25. 

The action of the encrypted communication system shown in Fig. 5 is as follows. First, the trusted agent 32 that is 

described in mobile code is encrypted and transferred from the workstation 20 to the workstation 30. 
Next, the encryption method that is necessary for the encrypted communication is determined in the encryption 

25 method selection control unit 25. The encryption method selection control unit 25 transfers information instructing which 

encryption method is to be used to the encryption method selection unit 24, and to the encryption method selection unit 
34 of the workstation 30. This secures the encrypted communication path. 

When, for example, the encryption method selection control unit 25 selects the first encryption method, then, as 
shown in Fig. 5, in the workstation 20 data are encrypted using the 1st cryptographic processing unit 26, and in the 

3o workstation 30 the cipher text or encrypted data is decrypted using the 1st cryptographic processing unit 35. 

Communication data from the application program 21 are encrypted in the cryptographic processing unit selected 

by the encryption method selection unit 24 via the application interface unit 23. The example shown in Fig. 5 shows the 
case in which the 1 st cryptographic processing unit 26 has been selected. 

The encrypted data are sent to the workstation 30 via the Internet 19. Data (cipher text or encrypted data) received 
35 by the workstation 30 are decrypted in the cryptographic processing unit selected by the encryption method selection 

unit 34 (in this example, the 1 st cryptographic processing unit 35), and transferred to the application program 31 in the 
workstation 30 via the application interface unit 33. 

Data transmission from the application program 31 in the workstation 30 to the application program 21 in the work-

station 20 is carried out by a similar encryption procedure. 
ao The encryption method selection control unit 25 selects new encryption methods at regular or irregular intervals, 

and posts the selection results to the encryption method selection unit 24 of the workstation 20 and the encryption 
method selection unit 34 of the workstation 30. In this kind of configuration, the encryption method changes with time, 

making it difficult to decipher the encrypted data. 
In the embodiment described above, the encryption method selection control unit 25 is provided in the workstation 

45 20, but it is also possible to, for example, install an encryption method instruction server on the network, and to have 

the trusted agents switch their encryption methods based on instructions from that encryption method instruction 

server. 
Also, in the embodiment described above, the cryptographic processing units are within the trusted agents, but it is 

also possible to install a cryptographic processing unit distribution server that distributes programs for the purpose of 
5o cryptographic processing described in mobile code on a network, and to have programs for the purpose of crypto-

graphic processing distributed from the cryptographic processing unit distribution server to the trusted agents. 

Fig. 6 is a configuration diagram of the encrypted communication system of another embodiment of this invention. 

In Fig. 6, the previous explanations apply without change to components to which the same symbols that were used in 
Fig. 5. 

55 In the system shown in Fig. 6, the encryption method selection control unit 39 is provided in the trusted agent 32. 
The encryption method selection control unit 39 is the same as the encryption method selection control unit 25 within 
the trusted agent 22. Consequently, the trusted agent 32 can select the same encryption method by itself as the encryp-

tion method selected by the trusted agent 22 without receiving an instruction for the purpose of encryption method 
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selection from the trusted agent 22. 

Now let us explain the action of the encrypted communication system shown in Fig. 6. First, the trusted agent 32 is 

transferred from the workstation 20 to the workstation 30. This processing is as explained with reference to Fig. 5. 
The encryption method selection control unit 25 in the workstation 20 and the encryption method selection control 

5 unit 39 in the workstation 30 determine their respective encryption methods independently of one another, and post 
those respective encryption methods that have been determined to the encryption method selection unit 24 of the work-
station 20 and the encryption method selection unit 34 of the workstation 30, respectively. Here, the encryption method 
selection control units 25 and 39 have synchronization functions in the encryption method selection, so that the same 
encryption method is selected by the encryption method selection control units 25 and 34. 

10 Let us now simply explain what is meant by "synchronization functions in the encryption method selection". The 
encryption method selection control units 25 and 39 respectively output results obtained in accordance with given initial 
conditions. The initial conditions given to the encryption method selection control unit 39 are set in the workstation 20. 
These initial conditions are the same as those given to the encryption method selection control unit 25. In Fig. 4, which 

was discussed above, the same initial seeds were set in 2 trusted agents as initial conditions. Here, the encryption 
15 method selection control units 25 and 39 have the same functions as one another, so that when the encryption method 

selection control units 25 and 39 are given the same initial conditions, they will generate the same results. Conse-

quently, the encryption method selection control units 25 and 39 act independently of each other, but output the same 
values as signals that indicate the encryption method to be used. This is called synchronization in the selection of the 

encryption method. 
20 By means of the synchronization function, the same encryption method is always selected in the workstation 20 

and the workstation 30, without the sending and receiving of information between them. This secures an encrypted 

communication path. 
The action by which data are encrypted and sent and received between the application programs 21 and 31 is as 

explained in Fig. 5. That is to say, communication data from the application program 21 are encrypted in the crypto-
25 graphic processing unit selected by the encryption method selection unit 24. The encrypted data are sent to the work-

station 30 via the Internet 19. The data (cipher text or cipher data) received by the workstation 30 are decrypted in the 
cryptographic processing unit selected by the encryption method selection unit 34, and transferred to the application 

program 31 in the workstation 30. 

Thus, the system shown in Fig. 6 is different from the system shown in Fig. 5 in that the encryption method selec-
30 tion control units 25 and 39 are mutually independent and the encryption methods are sequentially selected. The 

encryption method selection control units 25 and 39 select new encryption methods at regular or irregular intervals, and 

send those selection results to the encryption method selection unit 24 and the encryption method selection unit 34, 
respectively. In this configuration, the encryption method is changing with time, making it hard to decipher the encrypted 

data. 
35 Fig. 7 shows an example of configuration of a cryptographic processing unit. The following discussion assumes that 

pseudo random numbers are being used in the encryption method. 
Theoretically, as shown for example in Fig. 7A, the cryptographic processing unit consists of an exclusive logical 

sum generator 40 and a pseudo random number generator 41. The pseudo random number generator 41 may be a var-

iable period type. The encrypted data (cipher text) are obtained by inputting the data to be encrypted (plain text) and 
40 pseudo random numbers generated by the pseudo random number generator 41 into the exclusive logical sum gener-

ator 40. The configuration is basically the same when the cipher text is decrypted into plain text. 

Fig. 7B shows another example of a cryptographic processing unit. In this example, the cryptographic processing 
unit has, in addition to the exclusive logical sum generator 40 and the pseudo random number generator 41, a seed 

section 42 that generates seeds for the purpose of generating pseudo random numbers and a seed changing section 
45 43 that outputs instructions to change the seeds that are generated in the seed section 42 at irregular intervals. 

In the cryptographic processing unit shown in Fig. 7B, the period of the pseudo random numbers can be changed 

by providing the seed section 42 and the seed changing section 43, making it hard to decipher the encrypted data. The 
action by which plain text is encrypted using the exclusive logical sum generator 40 and the pseudo random number 
generator 41 is the same as in the case shown in Fig. 7A. 

50 Now let us explain the method of changing the period of the pseudo random numbers. In a case in which the 

pseudo random number generator is realized by a hardware circuit, the period of the pseudo random number generator 

is determined by, for example, changing the number of stages and the wiring in the linear feedback shift register system 
that generates the pseudo random numbers. 

An example of this is shown in Fig. 8. Fig. 8 shows a case in which one embodiment of a pseudo random number 

55 generator is realized by a hardware circuit. In Fig. 8, 44 is a shift register, 45 is a path control section, s0 to s12 and sa 
to sl are switches for path connection, x1 to x12 are exclusive logical sum circuits and r1 to r13 are bit elements of the 

shift register 44. In the circuit shown in Fig. 8, the signal generated by the path control section 45 is used, and the period 

of the pseudo random numbers is changed by controlling the feedback of r1 to r13 in the shift register 44, by controlling 
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the connection and disconnection of the paths by means of the switches s0 to s12 and the switches sa to sl. 

Now, let us consider the realization of a pseudo random number generator that generates a 3-stage M series. A 

primitive polynomial that generates a 3-stage M series is x3+x+1; the hardware configuration is as shown in Fig. 9. In 
Fig. 9, 44 is a shift register and 46 is an exclusive logical sum circuit. Consequently, in the pseudo random number gen-

5 erator shown in Fig. 8, in order to realize the configuration shown in Fig. 9, the switch s2 and the switch sb are set to 

ON, and the other switches are set to OFF. 
Primitive polynomials that generate an n-stage M series and their periods are given below. 

10 

15 

20 

25 

[number of stages n] [primitive polynomial] [period] 

2 x2 +x+1 3 

3 x3 +x+1 7 

4 x4 +x+1 15 

5 x5 + x2 + 1 31 

6 x6 +x+1 63 

7 x7 + x3 + 1 127 

8 x8 +x4 +x3 +x2 +1 255 

9 x9+x4 +1 511 

10 x1 o + x3 + 1 1023 

11 x11 + x2 +  1 2047 

12 x12 +x6 +x4 +x+1 4055 

30 For example, in order to realize a 6-stage pseudo random number generator, it is sufficient to feed back the sum of 
r6 and ri shown in Fig. 8 to r6, so it is sufficient to set switch s5 and switch se to ON. 

Several examples of pseudo random number generators obtained as combinations of pseudo random number gen-
erators are shown in Fig. 10. 

In the configuration shown in Fig. 10A, the output of the pseudo random number generator shown in Fig. 8 is used 
35 as is as pseudo random numbers. In the configuration shown in Fig. 1013, the 2 outputs of the pseudo random number 

generator 41a and the pseudo random number generator 41b are input to the exclusive logical sum circuit 47, and the 
output of that exclusive logical sum circuit 47 is used as the pseudo random numbers. In this case, suppose for example 

that the initial seeds set in the pseudo random number generator 41a and the pseudo random number generator 41b 
are different from one another. In the configuration shown in Fig. 10C, the 3 pseudo random number generators 41c, 

4o 41 d and 41 a and the switch 48 are used; the outputs from the 2 pseudo random number generators 41 c and 41 d are 

input to the switch 48. The output of the pseudo random number generator 41e is used to control the switch 48 and 
select the output of either the pseudo random number generator 41c or the pseudo random number generator 41d. 

Then the output of the switch 48 is used as the pseudo random numbers. 
In the trusted agent of this embodiment, there is a software program to realize the action described above, and 

45 pseudo random numbers are generated by executing that program. 

The trusted agents shown in Fig. 5 and Fig. 6 have a plurality of cryptographic processing units; it is possible to, for 
example, use the random number generation systems shown in Fig. 10A to 10C as the pseudo random number gener-

ation sources in the first, second and third cryptographic processing units, respectively. 
Fig. 11 is a flow chart that shows the action of an encryption method selection control unit. Here we explain the 

5o action of the encryption method selection control unit 25 in Fig. 5. 
In step S1, an initial seed is created based on the time, date, day of the week, etc. shown by the internal clock in 

the workstation 20. This initial seed is set inside the encryption method selection control unit 25. In step S2, a pseudo 
random number generator is used to generate pseudo random numbers from the initial seed created in step S1. In step 

S3, the encryption method is selected based on the pseudo random numbers generated in Step S2. In step S4, infor-
55 mation that identifies the encryption method selected in step S3 is transferred to the encryption method selection units 

24 and 34. 
In step S5, the timing with which the encryption method is switched is determined. This switching timing will be 

explained in more detail below; it is expressed in terms of a parameter such as number of packets or time. In step S6, 
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whether or not the cryptographic processing sequence has reached the time for changing the encryption method is 

monitored. When the cryptographic processing sequence reaches the time for switching the encryption method, the 

pseudo random number that was generated immediately preceding that time is set as the seed in step S7, and then the 
procedure returns to step S2. After that, steps S2 to S7 are repeated. 

5 By means of the processing described above, the encryption method is selected according to the pseudo random 
number; the encryption method is then repeatedly switched according to the timing determined by the pseudo random 
numbers. 

The method of selecting the encryption method in step S3 and the method of determining the switching timing in 

step S5 are, for example, as follows. If 64-bit long type pseudo random numbers are used, the range of values obtained 

ro by sampling the pseudorandom numbers is -9.223372035x1018 to+9.223372035x1018 . Consequently, in, for example, 
a case in which there are 10 encryption methods, values from 1 to 10 are obtained from the pseudo random numbers 
by taking: 

selected number = random/10 18 + 1 
15 

Here "random" is a pseudo random number generated by the pseudo random number generator. If there are 5 encryp-

tion methods, then values from 1 to 5 are obtained from the pseudo random numbers by taking: 

selected number = (random/10 18)12+1 
20 

If, for example, the number of packets is used to determine the switching timing, then, in a procedure similar to that 
used to select the number of the encryption method, 

number of packets = random/10 17 + 1 
25 

This gives a value from 1 to 92 based on the pseudo random number. 
Supposing, for example, that "3" has been obtained as the selected number of the encryption procedure in step S3, 

and that " l 3"  has been obtained as the number of packets in step S5. In this case, at the sending side, when 13 packets 

in which data encrypted using the third cryptographic processing unit are stored have been sent, another cryptographic 
30 processing unit number is selected. Then if "2" is obtained as the selected number in step S3, data encrypted using the 

second cryptographic processing unit are output until the next switching time. Likewise, at the receiving side, when 13 

packets in which encrypted data are stored have been deciphered using the third cryptographic processing unit, 
another cryptographic processing unit number (here, "2") is selected. Then, received packets are deciphered using the 

second cryptographic processing unit until the next switching time. 
35 In the case of pseudo random numbers, as opposed to true random numbers, once the initial seed and the gener-

ation algorithm are determined, the pseudo random numbers that will be obtained from that generation algorithm are 
uniquely determined. In the configuration shown in Fig. 6, this property of pseudo random numbers is used. That is to 
say, since the trusted agents 22 and 32 have pseudo random number generators having the same algorithms, as 

described above, if the same values are set as initial seeds, after that the encryption method will be switched with the 
40 same timing in the trusted agents 22 and 32. 

As the method of setting the initial seed, after the same value is set in the trusted agents 22 and 32 in the worksta-

tion 20, the trusted agent 32 is transferred to the workstation 30. Or, alternatively, the configuration can be such that a 

command to generate the initial seed is inserted into the trusted agents 22 and 32, and the trusted agents 22 and 32 
then generate their initial seeds independently. In this case, if for example the command is one that generates the initial 

45 seed in accordance with "today's date" and "the present time", then, as long as the clocks in the workstations 20 and 

30 are functioning correctly, identical random numbers will be generated in the trusted agents 22 and 32, and the same 

encryption methods will be selected. 
Next, let us explain the sequence when data are sent and received between application programs, referring to Figs. 

12 and 13. Here, we consider the case in which data are transmitted from the application program 21 in the workstation 

50 20 to the application program 31 in the workstation 30. 
As shown in Fig. 12A, the data from application program 21 are segmented for the purpose of storage in packets. 

Here, as one example we assume that UDP (User Datagram Protocol) is used as the data transfer protocol. Next, data 
are encrypted by the specified method, one segment at a time. A sequence number is assigned to each data segment. 
The sequence numbers are used so that cryptographic synchronization can be established between the sending side 

55 and the receiving side even if a packet should be lost. That is to say, the UDP protocol is appropriate when data requir-
ing real time processing such as audio data and video data are transmitted, but since it does not have a resending func-
tion, if a packet is lost in transmission it will become impossible to reproduce the data on the receiving side. For this 

reason, a sequence number is assigned to each data segment, so that the receiving side can detect the loss of packets 
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and reproduce the data correctly. 

After that, a header is added and sent to the workstation 30. An example of a packet configuration is shown in Fig. 
12B. The sequence numbers and the header are not encrypted. 

In the processing described above, the trusted agent 22 does the encryption processing and the processing to 

5 assign sequence numbers. It is possible to expand the functions of the trusted agent 22 so that all of the processing 
shown in Fig. 12A is executed by the trusted agent 22. 

When the workstation 30 receives a packet, whether or not a packet has been lost in transmission is judged from 

its sequence number. If no loss is detected, the encrypted data section is extracted and the data are decrypted. Then 

the decrypted data are assembled and transferred to the application program 31. 

io In the processing described above, the trusted agent 32 performs the processing to check the sequence numbers 
and the decryption processing. It is possible to expand the functions of the trusted agent 32 so that the trusted agent 
32 executes all of the processing shown in Fig. 13. 

Fig. 14 is a diagram to explain the method of establishing cryptographic synchronization. In encrypted communica-
tion using pseudo random numbers, when packets are encrypted using pseudo random numbers on the sending side 

15 (the encryption side), it is necessary to use the same pseudo random numbers as the pseudo random numbers used 

on the sending side when those packets are decrypted on the receiving side (the decryption side). The trusted agents 
22 and 32 generate the same pseudo random numbers in the same sequence with the same timing, and execute 

encryption and decryption processing in their respective sequences. This establishes cryptographic synchronization. 
If a packet has been lost in transmission, then, as shown in Fig. 14A, which packet has been lost is detected on the 

20 decryption side, and the decryption processing using the pseudo random number corresponding to the packet that was 
lost is skipped. In the example shown in Fig. 14A, packet 3 has been lost; on the decryption side, random(3) is not used, 
but instead decryption processing using random(4) is performed with respect to packet 4. 

If the order of packets becomes interchanged during transmission, then, as shown in Fig. 1413, after packet 1 is 

decrypted, if packet 3 is received when packet 2 should be received, the decryption processing using random(2) is 
25 skipped. Next, packet 2 is received when packet 3 normally would have been received, so the decryption processing 

using random(3) is skipped. After that, if packet 4 is received when packet 4 should be received, from this time decryp-

tion processing using random(4) is carried out normally. 

Thus, the order of received packets is monitored on the decryption side; when loss or interchange of order occurs, 

synchronization of encryption processing and decryption processing is maintained by slipping decryption processing. 
3o This synchronization processing is carried out also in case the first packet is lost. 

In the system shown in Fig. 5 or Fig. 6, in order to make it difficult to decipher the encrypted data, the encryption 

method was changed at regular or irregular intervals. In an encryption method in which use of pseudo random numbers 
is adopted, it is possible to make the encrypted data difficult to decipher by changing the seed used to generate those 

pseudo random numbers at regular or irregular intervals. 
35 Fig. 15 shows an example of the configuration of an encrypted communication system having the capability to 

change the seed used to generate pseudo random numbers. In Fig. 15, the workstations 50 and 54 correspond to the 
server 10 and the client 15, respectively, in Fig. 1. The application programs 51 and 55 correspond to the application 
programs 13 and 16, respectively, in Fig. 1. The trusted agents 52 and 56 correspond to the trusted agents 14 and 17, 

respectively, in Fig. 1. 
40 The trusted agent 52 has an application interface unit 53, and, as were explained referring to Fig. 713, an exclusive 

logical sum generator 40, a pseudo random number generator 41, a seed section 42 and a seed generating section 
(seed changing section) 43. The trusted agent 56 has an application interface unit 57, and an exclusive logical sum gen-

erator 40', a pseudo random number generator 41' and a seed section 42'. The exclusive logical sum generator 40, the 
pseudo random number generator 41 and the seed section 42, and the exclusive logical sum generator 40', the pseudo 

45 random number generator 41' and the seed section 42', are respectively the same type of units. 

The action of the encrypted communication system shown in Fig. 15 is as follows. First, the trusted agent 56 that 

is described in mobile code is transferred from the workstation 50 to the workstation 54. Next, the seed generating sec-
tion 43 creates 1 seed and transfers that seed to the seed sections 42 and 42', respectively. At this time, a encrypted 
communication path between the trusted agents 52 and 56 is established. 

50 The seed sections 42 and 42' input the seeds that they have received to the pseudo random number generators 41 

and 41', respectively. That is to say, the seeds input to the pseudo random number generators 41 and 41' are the same 
as one another. The pseudo random number generators 41 and 41' generate pseudo random numbers in accordance 

with the respective received seeds and input them to the exclusive logical sum generators 40 and 40'. The pseudo ran-
dom numbers generated in the two units at this time are the same as one another. After that, the seed generating sec-

55 tion 43 generates new seeds at regular or irregular intervals in accordance with the specified algorithm and transfers 
them to the seed sections 42 and 42'. Consequently, the same pseudo random numbers are generated in the trusted 

agents 52 and 56. 

Data from the application program 51 are sent to the exclusive logical sum generator 40 via the application interface 
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unit 53. There the data are encrypted using the pseudo random numbers generated by the pseudo random number 
generator 41. The encrypted data are sent to the workstation 54 via the Internet 58. The data received by the worksta-
tion 54 are decrypted in accordance with the pseudo random numbers generated by the pseudo random number gen-
erator 41' in the exclusive logical sum generator 40'. Then those decrypted data are transferred to the application 

5 program 55 via the application interface unit 57. 

In the encryption/decryption processing described above, the action of generating the pseudo random numbers is 
mutually synchronized in the trusted agents 52 and 56, so that data encrypted in the trusted agent 52 are decrypted in 
the trusted agent 56. 

Fig. 16 shows an example of configuration of another embodiment of this invention. In the system shown in Fig. 16, 
ro the trusted agent 52 does not have a seed generating section 43; seeds are generated in a seed server 59 connected 

to the Internet 58. The seed server 59 has functions equivalent to those of the seed generating section 43 in Fig. 15; 
new seeds are generated at regular or irregular intervals and transferred to the seed sections 42 and 42'. 

The action of this system is as follows. First, the trusted agent 56 that is described in mobile code is transferred 
from the workstation 50 to the workstation 54. Next, the seed section 42 of the workstation 50 requests the seed server 

15 59 for a seed that is needed for encrypted communication. As this time, the trusted agent 52 notify the seed server 59 
of the corresponding terminal of the encrypted communication (here, the workstation 54). The seed server 59 gener-
ates a seed in accordance with this request, and transfers the generated seed to the seed sections 42 and 42'. This 
secures an encrypted communication path. The seed server 59 subsequently generates new seeds at regular or irreg-
ular intervals and transfers them to the seed sections 42 and 42'. Other action is the same as that described in Fig. 15. 

20 Fig. 17 shows an example of the configuration of another embodiment of this invention. In the system shown in Fig. 
17, the trusted agents 52 and 56 have the seed generating sections 43 and 43', respectively. 

The seed generating sections 43 and 43' have the same functions as one another. In addition, the actions of the 
seed generating sections 43 and 43' are synchronized with each other. That is to say, the same initial values are set in 
the seed generating sections 43 and 43', and subsequently they output the same seeds in sequence. The synchroni-

25 zation between the seed generating sections 43 and 43' is basically the same as the synchronisation between the 
encryption method selection control units 25 and 39 shown in Fig. 6. 

The action of the system shown in Fig. 17 is as follows. First, the trusted agent 56 that is described in mobile code 
is transferred from the workstation 50 to the workstation 54. Next, the seeds generated by the seed generating sections 
43 and 43' are transferred to the seed sections 42 and 42', respectively, thus securing an encrypted communication 

30 path. At this time, the seed generating sections 43 and 43' output the same seeds in the same order. Other actions are 
as explained with reference to Fig. 15. 

Fig. 18 is a flow chart that explains the action of a seed generating section or seed server. This processing is basi-
cally the same as that in the flow chart in Fig. 11, which selects the encryption method. 

The initial seed is set in step S11. The method of setting the initial seed is as was explained with reference to Fig. 
35 11. In step S12, pseudo random numbers are generated using the pseudo random number generator based on that ini-

tial seed. In steps S13 and S14, the generated random numbers are sent to the seed section as appropriate seeds. In 
step S15, the timing at which the seed is changed is determined. This change timing is shown by, for example, a param-
eter such as number of packets or time. In step S16, whether or not the time has reached the seed changing timing is 
monitored. When the timing to change the seed is reached, in step S17 the immediately preceding generated pseudo 

4o random number is set as the new seed, and the procedure returns to step S12. After that, steps S12 to S17 are 
repeated. The seed is changed at irregular intervals according to the processing described above. 

In the system shown in Fig. 15, the seed generating section 43 executes the processing described above. In the 
system shown in Fig. 16, the seed server 59 executes the processing described above. In the system shown in Fig. 17, 
the seed generating sections 43 and 43' respectively execute the processing described above. In the system shown in 

45 Fig. 17, the exclusive logical sum generator 40, the pseudo random number generator 41 seed section 42, and the seed 
generating section 43; and the exclusive logical sum generator 40', the pseudo random number generator 41' and seed 
section 42', and the seed generating section 43' respectively have the same functions as one another, so that by setting 
the same initial seed in the seed generating sections 43 and 43', the same pseudo random numbers are subsequently 
generated in the same order. 

50 Fig. 19 is a configuration diagram for the case in which the encrypted communication system of this embodiment 
is matched to the WWW (World Wide Web). 

The server side software consists of the WWW server 60, the permanently resident trusted agent 61, and the 
Applet 62 into which cryptographic processing units have been incorporated. The Applet 62 is an agent with crypto-
graphic processing. Meanwhile, the client side software is the WWW browser 63. The trusted agent 61 corresponds to 

55 the trusted agent 14 in Fig. 1. The Applet 62 is described in mobile code and corresponds to the trusted agent 11 in Fig. 
1. 

The action of this system is as follows. First, in the client side WWW browser 63, access to the WWW server 60 is 
performed; then the Applet 62 into which the cryptographic processing units are incorporated are transferred from the 
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server side to the client side and that Applet 62 is incorporated into the WWW browser 63. The procedure by which an 
encrypted communication path is established between the trusted agent 61 and the Applet 62 is, for example, as shown 
in Fig. 4. 

When the desired data are requested from the WWW server 60 by the WWW browser 63, the data sent from the 
5 WWW server 60 in response to that request are encrypted by the trusted agent 61, and sent to the client side. On the 

client side, the cipher text that has been transferred via the encrypted communication path 64 is received by the Applet 
62. The Applet 62 knows a method to decrypt the data that were encrypted by the trusted agent 61. The Applet 62 
decrypts the cipher text received from the WWW server 60, and transfers those decrypted data to the browsing software 
of WWW browser 63. 

io Thus, data transmitted from the WWW server 60 to the WWW browser 63 are encrypted by the trusted agent 61 
before being sent, and then are decrypted and reproduced by the Applet 62. 

Fig. 20 shows an example of the configuration in the case in which the encrypted communication of this invention 
corresponds to a video transmission system or an audio transmission system. In this example, a trusted agent into 
which the cryptographic processing units are incorporated (a trusted agent with cryptographic processing) is used in 

15 combination with applications for video transmission and audio transmission. 
The workstation 70 from which the audio data and the video data are sent consists of the camera 71, the ana-

logue/digital (AID) converter 72, the frame buffer 73, the microphone 74, the analogue/digital (/VD) converter 75, the 
buffer 76 and the permanently resident type trusted agent 77 that has a video data/audio data encryption function. In 
addition, it has the trusted agent 78 in which the decryption function corresponding to the encryption processing in the 

20 trusted agent 77 is described in mobile code. 
The workstation 80 that receives the video data/audio data consists of the trusted agent 78, into which crypto-

graphic processing units are incorporated, sent from the sending side workstation 70; the frame buffer 82; the dig-
ital/analogue (D/A) converter 83; the display 84; the audio data reception buffer 85; the digital/analogue (D/A) converter 
86 and the speaker 87. 

25 The action in this system when video data are sent and received is as follows. First, a request to send the trusted 
agent 78 is sent from the workstation 80 that wants to receive the video data to the sending side workstation 70. When 
the sending side workstation 70 receives this send request, it sends the trusted agent 78 that is needed when image 
data are decrypted to the receiving side workstation 80. This completes the preparation for data transfer. 

The sending side workstation 70 converts the image data taken in from the camera 71 into a digital signal by means 
3o of the analogue/digital converter 72 and sends it to the frame buffer 73. The frame buffer 73 stores the data from the 

analogue/digital converter 72 to absorb the difference between the rate at which data are input from the camera 71 and 
the encryption processing rate in the trusted agent 77. 

Next, the output data from the frame buffer 73 are encrypted by the trusted agent 77 and sent out to the network. 
In the receiving side workstation 80, the encrypted image data that were sent are received and decrypted by the trusted 

35 agent 78. The decrypted image data are reconverted to an analogue signal by the digital/analogue converter 83 via the 
receiving side frame buffer 82 and displayed on the display 84. 

In the system shown in Fig. 20, the action in the case of transmission of audio data is almost the same as that 
described above. That is to say, the real time data that are transferred are audio data rather than video data, the micro-
phone 74 replaces the camera 71 as the input section for the data to be transferred, and the speaker 87 replaces the 

4o display 84 as the output section. Otherwise the action is basically the same. 
Fig. 21 is a configuration diagram for the case in which the encrypted communication of this invention is used in an 

electronic conferencing system. In the electronic conferencing system of this embodiment, an agent distributing station 
90 and a plurality of hosts 91 to 94 are mutually interconnected via a network 95. The agent distributing station 90 has 
a user recognition function and distributes agents in response to requests from official users. The network 95 is, for 

45 example, a LAN. The multicast communication path 96 is a transmission path for sending and receiving data among the 
hosts 91 to 94 during an electronic conference. The multicast communication path 96 can be established within the net-
work 95, or it can be established on other physical lines separate from the network 95. 

A host that participates in an electronic conference requests the agent distributing station 90 to send an agent that 
is needed for encrypted communication in order to establish an encrypted communication path. That is to say if, for 

5o example, the hosts 91 to 94 are participating in an electronic conference, one among those hosts posts a member that 
is participating in the electronic conference to the agent distributing station 90. The agent distributing station 90 then 
sends a trusted agent in which cryptographic processing units are incorporated to the host that made the request. The 
trusted agents 97 that are distributed to the respective hosts 91 to 94 secure encrypted communication paths among 
those hosts using the multicast communication path 96. Subsequently, data relating to the electronic conference are 

55 sent and received in encrypted form. 
The agent distributing station 90 can be configured so that it also serves the function(s) of the encryption method 

instruction server and/or the encryption processing unit distribution server described with reference to Fig. 5, or for 
example the seed server 59 shown in Fig. 16. 
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Next, let us explain the interface between the trusted agent and the application. Here, as shown in Fig. 22A, we 

envision a case in which data are sent and received between the information processing unit 10 (the server in Fig. 1) 

and the information processing unit 15 (the client in Fig. 1). In this case, among the settings of the application program 

13 in the information processing unit 10, the information processing unit 15 is specified as the communication partner, 
5 and a port through which the application program 16 receives data is specified as the communication port. Similarly, in 

the settings of the application program 16 of the information processing unit 15, the information processing unit 10 is 
specified as the communication partner, and a port through which the application program 13 receives data is specified 

as the communication port. 

In order to perform encrypted communication, as shown in Fig. 226, when the trusted agents 14 and 17 are used, 

ro in the settings of the application program 13 the same unit (the information processing unit 10) is specified as the com-
munication partner, and a port through which the trusted agent 14 receives data is specified as the communication port. 
Similarly, in the settings of the application program 17, the same unit (the information processing unit 15) is specified 
as the communication partner, and a port through which the trusted agent 17 receives data is specified as the commu-

nication port. 
15 Thus, by changing the settings of, for example, the communication ports, data sent and received between the appli-

cation programs 13 and 16 are transmitted via the trusted agents 14 and 17. That is to say, the data sent and received 

by the application programs 13 and 16 can be encrypted merely by changing settings such as the communication ports, 
without changing the application programs 13 and 16 themselves. 

The proxy (communication routing port) setting is basically changed the same way as the communication partner 

20 and communication port described above. That is to say, if there is a function to set the proxy in an application program, 

the information processing unit in which that application program is installed and a port through which the trusted agent 
installed in that information processing unit receives data, are set as the proxy. 

The API (Application Interface) provided by the trusted agent is used rather than the API provided by the system. 

In this case, normally it is necessary to recompile after the source program is changed. For example, if there is no 
25 trusted agent, the section in which "openo ;" appears, while if there is a trusted agent, the section should be changed 

"openTrusted();" is changed, and then the source program is recompiled. 
It is also possible for a trusted agent of this embodiment to be realized as a kernel module of the operating system 

(OS), and to be incorporated into the OS as necessary. For example, in Fig. 226, it is also possible for the trusted agent 
14 to be incorporated at kernel level of the OS that is installed in the information processing unit 10. 

30 As shown in Fig. 3, a trusted agent has an application interface section and a cryptographic processing section. As 
shown in Fig. 4, the cryptographic processing section consists of a sending section and a receiving section. The send-
ing section has a data encryption function, while the receiving section has a cipher text decryption function. In this 

embodiment, when a trusted agent that is described in mobile code is sent from the server to the client, it is possible to 

send only the application interface section and the sending section, or only the application interface section and the 
35 receiving section. 

One application of encryption and sending of data is broadcast communication, such as VOID (Video on Demand). 
In broadcast communication, the receiving side unit does not need to have a function to encrypt data as a code 
processing function; it only needs to have a function to decrypt the cipher text that is sent. Consequently, in this case, 

when a trusted agent is sent to the broadcast communication receiving unit, only the application interface section and 

40 the receiving section are sent. 

An example of a program of a trusted agent described in mobile code is shown in Fig. 23 to Fig. 29. This program 
corresponds to the trusted agent 11 in Fig.1, and is transferred to the client. This program includes a function to execute 

the cryptographic processing of image data. 
This program is for the purpose of reading files in from a WWW (World Wide Web) server and displaying animated 

45 images. It is described in Java (an object-oriented language for Internet use developed by Sun Microsystems). This pro-

gram also has a function to read bitmap-format image information (TO to T9.ppm) in from a server 2,048 bytes (b[]) at 
a time and perform applet displays. This program displays 10 image files one after another and then repeats the action. 
An outline of the display method is as follows. First, a communication path to and from the server is established, and 

the necessary image files are requested. Next, that communication path is used to receive image files, and images are 
5o displayed. Let us now give a more detailed explanation about the program referring to the drawings. 

(A) First, the class path is defined. 

(B) The variables to be used are determined. 
(C) The init function is a function that performs initial settings for the purpose of initiating communication with the 

55 server. The name of the server that is connected, the server port number and necessary file names are specified. 
In addition, the pseudo random number generation specifications are determined. 
(D) The makesocket function is used to send a connection request to the server and create a communication path. 

(E) The communication path that was created is used to obtain information concerning the image width and height 
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from the server. This information is needed when images are reproduced on the client side. 

(F) As makesocket function processing, a connection request is sent to the server and processing to set up a com-
munication path is described. 
(G) The sendimagefile function is a function that uses the communication path to send the necessary image file 

5 names to the server. 
(H) The getimage function is a function that uses the communication path to receive image files from the server and 
create images. 
(1) when there are no more data in the image files, processing ends. 
(J) Image data are decrypted 1 byte at a time. 

10 (l) One pixel is created every 4 bytes. One pixel has 4 components: brightness, red, green and blue. 
(L) Images are made up of pixels. 
(M) Encryption is prescribed. 
(N) When the program starts up, this program is executed as a thread. By executing as a thread, it becomes pos-
sible to execute a plurality of processings in parallel within one program. 

15 (0) The thread action is prescribed. After a communication path is created by the init function, the following sub-
stantive processing is actually executed. 
(P) Processing to display 10 image files is performed; then this is repeated. 
(Q) The communication path is used to send the necessary image file names to the server. The sendimagefile func-
tion is used for this processing. 

20 (R) The communication path is used to receive image files from the server and create images. The getimage func-
tion is used. 
(S) The created images are displayed. 

As explained above, this invention makes encrypted communication possible by sending an agent that incorporates 
25 cryptographic processing units to the communication partner with which encrypted communication is to be carried out, 

or by receiving an agent that incorporates cryptographic processing units from that partner. For this reason, it is possi-
ble to avoid publicizing the encryption method; and, by using agents, the encryption method can be changed at regular 
or irregular intervals and the parameters needed in encryption can be changed to make it difficult to decipher the 
encrypted data. Consequently, a strong encryption method is obtained, having a light overhead that is suitable for real 

3o time communication. 
This invention is not limited to a cryptosystem but can be widely applied to encode/decode (modulation/demodula-

tion) systems. In this case, an agent including a program for encode/decode (modulation/demodulation) processing 
described in mobile code is transmitted prior to data transmission. 

35 Claims 

1. An encryption communication method for transmitting encrypted data between a first terminal and a second termi-
nal, comprising the steps of: 

40 transmitting, from the first terminal in which is installed a first agent including a program for cryptographic 
processing, a second agent having substantially the same function as the first agent to the second terminal; 
and 
performing an encrypted communication between the first agent and the second agent. 

45 2. The encryption communication method according to claim 1, further comprising the step of: 

changing a parameter needed for the encrypted communication while carrying out synchronization between 
the first and second agents. 

50 3. The encryption communication method according to claim 1 or 2, 
wherein the first and second agents can respectively provide a plurality of cryptographic processing units, 

and further comprising the step of: 

changing the cryptographic processing units to be used while maintaining synchronisation between the first 
55 and second agents. 

4. The encryption communication method according to claim 3, 
wherein an encryption method selection server that instructs each of the first and second agents as to which 
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cryptographic processing unit to use is provided, the method further comprising the steps of: 

5 

instructing as to which cryptographic processing unit is to be used from the encryption method selection server 
to each of the first and second agents; and 
changing at each of the first and second agents the cryptographic processing units to be used in accordance 
with the instruction received from the encryption method selection server. 

5. The encryption communication method according to claim 3, 
wherein each of the first and second agents has a function for determining the cryptographic processing unit 

10 to be used, and the functions being the same as one another, the method further comprising the steps of: 

setting the same initial value in each of the first and second agents; 
determining a cryptographic processing unit to be used according to the initial value at each of the first and 
second agents; and 

15 changing cryptographic processing units according to the determination at each of the first and second agents. 

6. The encryption communication method according to any preceding claim, 
wherein encryption methods provided by the first and second agents use a pseudo random number. 

20 7. The encryption communication method according to claim 6, further comprising the steps of: 

creating a seed of a pseudo random number in the first terminal; 
setting the created seed in the first and second agents; and 
generating pseudo random numbers in accordance with the set seed and executing cryptographic processing 

25 using the pseudo random numbers in the first and second agents respectively. 

30 

8. The encryption communication method according to claim 7, further comprising the step of: 

changing the cryptographic processings at regular or irregular intervals. 

9. The encryption communication method according to claim 6, 
wherein a seed server which generates a seed for a pseudo random number is provided, the method further 

comprising the steps of: 

35 generating a seed for a pseudo random number in the seed server; 
setting the generated seed in the first and second agents; and 
generating a pseudo random number in accordance with the set seed and executing cryptographic processing 
using the pseudo random number in the first and second agents respectively. 

40 10. The encryption communication method according to claim 3, 4 or 5, 
wherein each of the first and second agents has a function for creating a seed for a pseudo random number, 

the functions being the same as one another, the method further comprising the steps of: 

setting the same initial value in each of the first and second agents; 
45 creating a seed for a pseudo random number according to the initial value at each of the first and second 

agents; and 
generating a pseudo random number in accordance with the seed and executing cryptographic processing 
using the seed in the first and second agents respectively. 

50 11. An encryption communication method for transmitting encrypted data among a plurality of terminals, comprising 
the steps of: 

distributing agents including a program for cryptographic processing from a agent distributing server to the plu-
rality of terminals; and 

55 performing an encrypted communication between the distributed agents. 

12. The encryption communication method according to claim 11, further comprising the step of: 
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changing a parameter needed for the encrypted communication while carrying out synchronization between 
the agents. 

13. The encryption communication method according to claim 11 or 12, 
5 wherein the distributed agents respectively provide a plurality of cryptographic processing units, and 

wherein the method further comprises: 

changing the cryptographic processing units to be used while maintaining synchronization between the distrib-
uted agents. 

10 

14. An encryption communication method for transmitting encrypted data between a first terminal and a second termi-
nal, comprising the steps of: 

transmitting an agent including a program for cryptographic processing described in mobile code to the second 
15 terminal via a network; and 

performing an encryption communication between the first terminal in which a program for cryptographic 
processing is installed and the second terminal using the agent. 

15. A storage medium storing a program that provides the following functions when used by a computer: 
20 

(a) to perform cryptographic processing in a transfer destination terminal, 
(b) to transmit an agent including a program corresponding to the function (a) to the transfer destination termi-
nal, 
(c) to perform encrypted communication with the transmitted agent. 

25 

16. A storage medium storing a program that provides the following functions when used by a computer: 

(a) to perform cryptographic processing in a transfer destination terminal, 
(b) to transmit an agent including a program corresponding to the function (a) to a plurality of terminals so as 

30 to perform encrypted communication between the plurality of terminals using the agents. 

17. An encrypted communication system including at least one computer in operable combination with a storage 
medium according to claim 15 or 16. 

35 18. An information processing unit ( 10) for use in encrypted communication, including: 

a first agent ( 14) which is permanently resident in said information processing unit (10) and which includes 
means for cryptographic processing of information; 
a second agent (11) which has substantially the same function as the first agent, for use at a destination of said 

40 encrypted communication; and 
transmitting means (12) for transmitting said second agent (11) to said destination; 

whereby, following transmission of said second agent by said transmitting means, said first agent (14) 
in said information processing unit (10) and said second agent (11) at said destination can perform encrypted 
communication. 

45 

50 

55 
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CRYPTOGRAPHIC SERVER WITH PROVISIONS FOR INTEROPERABILITY 

BETWEEN CRYPTOGRAPHIC SYSTEMS 

Background of the Invention  

Field of the Invention  

5 The present invention relates in general to a server-side implementation of a cryptographic system and in 

particular to a cryptographic server providing cryptographic functionality transparently between applications 

requesting differing cryptographic algorithms or standards. 

Description of the Related Art  

In today's society, individuals and businesses conduct an ever-increasing amount of activities on and over 

10 computer systems. These computer systems, including proprietary and non-proprietary computer networks, are often 

storing, archiving, and transmitting all types of sensitive information. Thus, an ever-increasing need exists for ensuring 

data stored and transmitted over these systems cannot be read or otherwise compromised. 

One common solution for securing computer systems is to provide login and password functionality. 

However, password management has proven to be quite costly with a large percentage of help desk calls relating to 

15 password issues. Moreover, passwords provide little security in that they are generally stored in a file susceptible to 

inappropriate access, through, for example, brute-force attacks. 

Another solution for securing computer systems is to provide cryptographic infrastructures. Cryptography, in 

general, refers to protecting data by transforming, or encrypting, it into an unreadable format. Only those who 

possess the key(s) to the encryption can decrypt the data into a useable format. Cryptography is used to identify 

20 users, e.g., authentication, to allow access privileges, e.g., authorization, to create digital certificates and signatures, 

and the like. One popular cryptography system is a public-key system that uses two keys, a public key known to 

everyone and a private key known only to the individual or business owner thereof. Generally, the data encrypted with 

one key is decrypted with the other and neither key is recreatable from the other. 

Unfortunately, even the foregoing typical public-key cryptographic systems are still highly reliant on the user 

25 for security. For example, cryptographic systems issue the private key to the user, for example, through the user's 

browser. Unsophisticated users then generally store the private key on a hard drive accessible to others through an 

open computer system, such as, for example, the Internet. On the other hand, users may choose poor names for files 

containing their private key, such as, for example, "key." The result of the foregoing and other acts is to allow the key 

or keys to be susceptible to compromise. 

30 In addition to the foregoing compromises, typical public-key cryptographic systems lack interoperability 

between differing requesting applications. For example, when a user of a first system wants to engage in 

cryptographic events with a user of a second system, typical public-key cryptographic systems mandate that the first 

and second systems employ the same cryptographic algorithms, keys, standards, certificate types and issuers, 
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protocols, and the like. Thus, typical public-key cryptographic systems are often limited in the type and number of 

applications or systems the typical public-key cryptographic system can service. 

Moreover, typical public-key cryptographic systems often generate numerous keys for each user due to 

continual theft, damage, loss, or the like, by the user. For example, the mobile user employing a smartcard, laptop, 

5 mobile phone, or the like, may lose or break the smartcard or portable computing device, thereby having his or her 

access to potentially important data entirely cut-off. Alternatively, a malicious person may steal the mobile user's 

smartcard or portable computing device and use it to effectively steal the mobile user's digital credentials. On the 

other hand, the portable-computing device may be connected to an open system, such as the Internet, and, like 

passwords, the file where the biometric is stored may be susceptible to compromise through user inattentiveness to 

10 security or malicious intruders. 

Summary of the Invention 

Based on the foregoing, a need exists to provide a cryptographic system providing interoperability over 

multiple cryptographic platforms. In addition, a need exists to provide a cryptographic system that supports mobile 

users. Accordingly, one aspect of the invention is to provide a cryptographic server providing interoperability over 

15 multiple algorithms, keys, standards, certificate types and issuers, protocols, and the like. Another aspect of the 

invention is to provide a secure server, or trust engine, having server-centric keys, or in other words, storing 

cryptographic keys and user authentication data on a server. According to this embodiment, a user accesses the trust 

engine in order to exercise cryptographic functions, such as, for example, authentication, authorization, digital signing 

and certificates, encryption, notary- like and power-of-attorney-like actions, and the like. 

20 Another aspect of the invention is to provide cryptographic keys and authentication data in an environment 

where they are not lost, stolen, or compromised, thereby advantageously avoiding a need to continually reissue and 

manage new keys and authentication data. According to another aspect of the invention, the trust engine allows a 

user to use one key pair for multiple activities, vendors, and/or authentication requests. According to yet another 

aspect of the invention, the trust engine performs the majority of cryptographic processing, such as encrypting, 

25 authenticating, or signing, on the server side, thereby allowing clients to possess only minimal computing resources. 

According to yet another aspect of the invention, the trust engine includes multiple depositories for storing 

portions of each cryptographic key and authentication data. The portions are created through a data splitting process 

that prohibits reconstruction without a predetermined portion from more than one depository. According to another 

embodiment, the multiple depositories are geographically remote such that a rogue employee or otherwise 

30 compromised system at one depository will not provide access to a user's key or authentication data. 

According to yet another embodiment, the authentication process advantageously allows the trust engine to 

process vendor and user authentication activities in parallel. According to yet another embodiment, the trust engine 

may advantageously track failed access attempts and thereby limit the number of times malicious intruders may 

attempt to subvert the system. 
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According to yet another embodiment, the trust engine may include multiple instantiations where each trust 

engine may predict and share processing loads with the others. According to yet another embodiment, the trust engine 

may include a redundancy module for polling a plurality of authentication results to ensure that more than one system 

authenticates the user. 

5 Therefore, one aspect of the invention includes a method of performing remote requests for cryptographic 

functions on a secure server. The method further comprises associating a user from multiple users with one or more 

keys from a plurality of private cryptographic keys stored on a secure server and receiving a request for one or more 

cryptographic functions from an application executing on a remote computing device. The method also comprises 

accessing the one or more keys, and performing one or more cryptographic functions corresponding to the request 

10 using the one or more keys. 

Another aspect of the invention includes a cryptographic engine for performing server-side cryptographic 

functions. The cryptographic engine comprises a cryptographic handling module which generates at least one 

cryptographic key pair. The cryptographic engine also comprises a data splitting module which operates on the at 

least one key of the cryptographic key pair to generate portions and a data assembly module which processes at least 

15 two of the portions to assemble the at least one key. The cryptographic handling module receives the at least one 

assembled key and performs cryptographic functions therewith. 

Another aspect of the invention includes a method of managing a cryptographic system to avoid continual 

reissue of keys due to theft, damage, or loss. The method comprises generating a cryptographic key pair within a 

secure server without releasing at least one key of the cryptographic key pair to the user, and storing the at least one 

20 key within the secure server. The method also comprises providing server-side cryptographic functionality to the user 

without releasing the at least one key to the user. 

Another aspect of the invention includes a cryptographic system comprising a plurality of cryptographic 

engines. Each cryptographic engine receives a first hash of a first electronic file from a first party to a transaction and 

receives a second hash of a second electronic file from a second party to the transaction. Each cryptographic engine 

25 compares the first hash to the second hash, and each cryptographic engine produces a comparison result. The 

cryptographic system also comprises a redundancy system which receives the comparison result of at least two of the 

cryptographic engines and determines whether the first and second electronic files were identical. 

Another aspect of the invention includes a method of providing interoperability between cryptographic 

infrastructures by employing a cryptographic system which stores one or more keys on a server. The one or more keys 

30 are associated with a user. The method comprises storing one or more private keys on a server, receiving a request for 

a cryptographic action, and determining a type of certificate that corresponds to the cryptographic action. The method 

also comprises determining whether a user has access to a certificate matching the type, and when the user has 

access to the certificate, performing the cryptographic action using one or more of the private keys that correspond to 

the certificate. 
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Another aspect of the invention includes a method of providing interoperability between cryptographic 

infrastructures by employing a cryptographic system which stores one or more keys on a server. The one or more keys 

being associated with a user. The method comprises associating a user from multiple users with one or more keys 

from a plurality of private cryptographic keys stored on a secure server wherein the secure server supports a plurality 

5 of different types of certificates. The method also includes receiving a request for a cryptographic action, determining 

a type of certificate that corresponds to the cryptographic action, and determining whether a user has access to a 

certificate matching the type. When the user has access to the certificate, the method also comprises performing the 

cryptographic action using a private cryptographic key that corresponds to the certificate, and when the user does not 

have access to the certificate, determining whether the user has access to a cross-certified certificate cross-certified 

10 with the certificate. When the user has access to the cross-certified certificate, the method also comprises performing 

the cryptographic action using a private key that corresponds to the cross-certified certificate. 

Another aspect of the invention includes a method of providing interoperability between cryptographic 

infrastructures by employing a cryptographic system which stores one or more keys on a server. The one or more keys 

are associated with a user. The method comprises associating a user from multiple users with one or more keys from 

15 a plurality of private cryptographic keys stared on a secure server wherein the secure server supports a plurality of 

different types of certificates, receiving a request for a cryptographic action, determining a type of certificate that 

corresponds to the cryptographic action, and determining whether a user has access to a certificate matching the type. 

Moreover, when the user has access to the certificate, the method also comprises performing the cryptographic action 

using a private cryptographic key that corresponds to the certificate. When the user does not have access to the 

20 certificate, the method also comprises selecting a certificate authority which issues one of the certificate and a cross-

certified certificate cross-certified with the certificate. The method also comprises acquiring the one of the certificate 

and the cross-certified certificate, and performing the cryptographic action using a private cryptographic key 

corresponding to the acquired one of the certificate and the cross-certified certificate. 

Brief Description of the Drawinqs 

25 The present invention is described in more detail below in connection with the attached drawings, which are 

meant to illustrate and not to limit the invention, and in which: 

FIGURE 1 illustrates a block diagram of a cryptographic system, according to aspects of an embodiment of 

the invention; 

FIGURE 2 illustrates a block diagram of the trust engine of FIGURE 1, according to aspects of an embodiment 

30 of the invention; 

FIGURE 3 illustrates a block diagram of the transaction engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

FIGURE 4 illustrates a block diagram of the depository of FIGURE 2, according to aspects of an embodiment 

of the invention; 
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FIGURE 5 illustrates a block diagram of the authentication engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

FIGURE 6 illustrates a block diagram of the cryptographic engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

5 FIGURE 7 illustrates a block diagram of a depository system, according to aspects of another embodiment of 

the invention; 

FIGURE 8 illustrates a flow chart of a data splitting process according to aspects of an embodiment of the 

invention; 

FIGURE 9A illustrates a data flow of an enrollment process according to aspects of an embodiment of the 

10 invention; 

FIGURE 9B illustrates a flow chart of an interop arability process according to aspects of an embodiment of 

the invention; 

FIGURE 10 illustrates a data flow of an authentication process according to aspects of an embodiment of the 

invention; 

15 FIGURE 11 illustrates a data flow of a signing process according to aspects of an embodiment of the 

invention. 

FIGURE 12 illustrates a data flow and an encryption/decryption process according to aspects and yet another 

embodiment of the invention; 

FIGURE 13 illustrates a simplified block diagram of a trust engine system according to aspects of another 

20 embodiment of the invention; 

FIGURE 14 illustrates a simplified block diagram of a trust engine system according to aspects of another 

embodiment of the invention; 

FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14, according to aspects of an 

embodiment of the invention; 

25 FIGURE 16 illustrates a process for evaluating authentications according to one aspect of the invention; 

FIGURE 17 illustrates a process for assigning a value to an authentication according to one aspect as shown 

in FIGURE 16 of the invention; 

FIGURE 18 illustrates a process for performing trust arbitrage in an aspect of the invention as shown in 

FIGURE 17; and 

30 FIGURE 19 illustrates a sample transaction between a user and a vendor according to aspects of an 

embodiment of the invention where an initial web based contact leads to a sales contract signed by both parties. 

FIGURE 20 illustrates a sample user system with a cryptographic service provider module which provides 

security functions to a user system. 

-5-

EX1024, Page 493



WO 01/22651 PCT/US00/25816 

Detailed Description of the Preferred Embodiment  

One aspect of the present invention is to provide a cryptographic system where one or more secure servers, 

or a trust engine, stores cryptographic keys and user authentication data. Users access the functionality of 

conventional cryptographic systems through network access to the trust engine, however, the trust engine does not 

5 release actual keys and other authentication data and therefore, the keys and data remain secure. This server-centric 

storage of keys and authentication data provides for user-independent security, portability, availability, and 

straightforwardness. 

Because users can be confident in, or trust, the cryptographic system to perform user and document 

authentication and other cryptographic functions, a wide variety of functionality may be incorporated into the system. 

10 For example, the trust engine provider can ensure against agreement repudiation by, for example, authenticating the 

agreement participants, digitally signing the agreement on behalf of or for the participants, and storing a record of the 

agreement digitally signed by each participant. In addition, the cryptographic system may monitor agreements and 

determine to apply varying degrees of authentication, based on, for example, price, user, vendor, geographic location, 

place of use, or the like. 

15 To facilitate a complete understanding of the invention, the remainder of the detailed description describes 

the invention with reference to the figures, wherein like elements are referenced with like numerals throughout. 

FIGURE 1 illustrates a block diagram of a cryptographic system 100, according to aspects of an embodiment 

of the invention. As shown in FIGURE 1, the cryptographic system 100 includes a user system 105, a trust engine 

110, a certificate authority 115, and a vendor system 120, communicating through a communication link 125. 

20 According to one embodiment of the invention, the user system 105 comprises a conventional general-

purpose computer having one or more microprocessors, such as, for example, an Intel-based processor. Moreover, the 

user system 105 includes an appropriate operating system, such as, for example, an operating system capable of 

including graphics or windows, such as Windows, Unix, Linux, or the like. As shown in FIGURE 1, the user system 105 

may include a biometric device 107. The biometric device 107 may advantageously capture a user's biometric and 

25 transfer the captured biometric to the trust engine 110. According to one embodiment of the invention, the biometric 

device may advantageously comprise a device having attributes and features similar to those disclosed in U.S. Patent 

Application No. 081926,277, filed on September 5, 1997, entitled "RELIEf OBJECT IMAGE GENERA TOR," U.S. Patent 

Application No. 091558,634, filed on April 26, 2000, entitled "IMAGINGDEVICEFORA RELIEF OBJECTAND SYSTEM 

AND METHOD Of USING THEIMAGEDEVICE," U.S. Patent Application No. 091435,011, filed on November 5, 1999, 

30 entitled "RELIEF OBJECT SENSOR ADAPTOR," and U.S. Patent Application No. 091477,943, filed on January 5, 

2000, entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM FOR GENERATING AN ELECTRONIC IMAGE OF A 

RELIEF OBJECT FOR FINGERPRINT READING," all of which are owned by the instant assignee, and all of which are 

hereby incorporated by reference herein. 
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In addition, the user system 105 may connect to the communication link 125 through a conventional service 

provider, such as, for example, a dial up, digital subscriber line (DSL), cable modem, fiber connection, or the like. 

According to another embodiment, the user system 105 connects the communication link 125 through network 

connectivity such as, for example, a local or wide area network. According to one embodiment, the operating system 

5 includes a TCP/IP stack that handles all incoming and outgoing message traffic passed over the communication link 

125. 

Although the user system 105 is disclosed with reference to the foregoing embodiments, the invention is not 

intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide number of 

alternatives embodiments of the user system 105, including almost any computing device capable of sending or 

10 receiving information from another computer system. For example, the user system 105 may include a computer 

workstation, an interactive television, an interactive kiosk, a personal mobile computing device, such as a digital 

assistant, mobile phone, laptop, or the like, a wireless communications device, a smartcard, an embedded computing 

device, or the like, which can interact with the communication link 125. In such alternative systems, the operating 

systems will likely differ and be adapted for the particular device. However, according to one embodiment, the 

15 operating systems advantageously continue to provide the appropriate communications protocols needed to establish 

communication with the communication link 125. 

FIGURE 1 illustrates the trust engine 110. According to one embodiment, the trust engine 110 comprises 

one or more secure servers for accessing and storing sensitive information, such as user authentication data and public 

and private cryptographic keys. According to one embodiment, the authentication data includes data designed to 

20 uniquely identify a user of the cryptographic system 100. For example, the authentication data may include a user 

identification number, one or more biometrics, and a series of questions and answers generated by the trust engine 

110 or the user, but answered initially by the user at enrollment. The foregoing questions may include demographic 

data, such as place of birth, address, anniversary, or the like, personal data, such as mother's maiden name, favorite 

ice cream, or the like, or other data designed to uniquely identify the user. The trust engine 110 compares a user's 

25 authentication data associated with a current transaction, to the authentication data provided at an earlier time, such 

as, for example, during enrollment. The trust engine 110 may advantageously require the user to produce the 

authentication data at the time of each transaction, or, the trust engine 110 may advantageously allow the user to 

periodically produce authentication data, such as at the beginning of a string of transactions or the logging onto a 

particular vendor website. 

30 According to the embodiment where the user produces biometric data, the user provides a physical 

characteristic, such as a fingerprint or speech, to the biometric device 107. The biometric device advantageously 

produces an electronic pattern, or biometric, of the physical characteristic. The electronic pattern is transferred 

through the user system 105 to the trust engine 110 for either enrollment or authentication purposes. 
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Once the user produces the appropriate authentication data and the trust engine 110 determines a positive 

match between that authentication data (current authentication data) and the authentication data provided at the time 

of enrollment (enrollment authentication data), the trust engine 110 provides the user with complete cryptographic 

functionality. For example, the properly authenticated user may advantageously employ the trust engine 110 to 

5 perform hashing, digitally signing, encrypting and decrypting (often referred to only as encrypting), creating or 

distributing digital certificates, and the like. However, the private cryptographic keys used in the cryptographic 

functions will not be available outside the trust engine 110, thereby ensuring the integrity of the cryptographic keys. 

According to one embodiment, the trust engine 110 generates and stores cryptographic keys. According to 

another embodiment, at least one cryptographic key is associated with each user. Moreover, when the cryptographic 

10 keys include public- key technology, each private key associated with a user is generated within, and not released from, 

the trust engine 110. Thus, so long as the user has access to the trust engine 110, the user may perform 

cryptographic functions using his or her private or public key. Such remote access advantageously allows users to 

remain completely mobile and access cryptographic functionality through practically any Internet connection, such as 

cellular and satellite phones, kiosks, laptops, hotel rooms and the like. 

15 According to another embodiment, the trust engine 110 performs the cryptographic functionality using a key 

pair generated for the trust engine 110. According to this embodiment, the trust engine 110 first authenticates the 

user, and after the user has properly produced authentication data matching the enrollment authentication data, the 

trust engine 110 uses its own cryptographic key pair to perform cryptographic functions on behalf of the 

authenticated user. 

20 A skilled artisan will recognize from the disclosure herein that the cryptographic keys may advantageously 

include some or all of symmetric keys, public keys, and private keys. In addition, a skilled artisan will recognize from 

the disclosure herein that the foregoing keys may be implemented with a wide number of algorithms available from 

commercial technologies, such as, for example, RSA, ELGAMAL, or the like. 

FIGURE 1 also illustrates the certificate authority 115. According to one embodiment, the certificate 

25 authority 115 may advantageously comprise a trusted third-party organization or company that issues digital 

certificates, such as, for example, VeriSign, Baltimore, Entrust, or the like. The trust engine 110 may advantageously 

transmit requests for digital certificates, through one or more conventional digital certificate protocols, such as, for 

example, PKCS10, to the certificate authority 115. In response, the certificate authority 115 will issue a digital 

certificate in one or more of a number of differing protocols, such as, for example, PKCS7. According to one 

30 embodiment of the invention, the trust engine 110 requests digital certificates from several or all of the prominent 

certificate authorities 115 such that the trust engine 110 has access to a digital certificate corresponding to the 

certificate standard of any requesting party. 

According to another embodiment, the trust engine 110 internally performs certificate issuances. In this 

embodiment, the trust engine 110 may access a certificate system for generating certificates and/or may internally 
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generate certificates when they are requested, such as, for example, at the time of key generation or in the certificate 

standard requested at the time of the request. The trust engine 110 will be disclosed in greater detail below. 

FIGURE 1 also illustrates the vendor system 120. According to one embodiment, the vendor system 120 

advantageously comprises a Web server. Typical Web servers generally serve content over the Internet using one of 

5 several internet markup languages or document format standards, such as the Hyper-Text Markup Language (HTML) or 

the Extensible Markup Language (XML). The Web server accepts requests from browsers like Netscape and Internet 

Explorer and then returns the appropriate electronic documents. A number of server or client-side technologies can be 

used to increase the power of the Web server beyond its ability to deliver standard electronic documents. For example, 

these technologies include Common Gateway Interface (CGI) scripts, Secure Sockets Layer (SSL) security, and Active 

10 Server Pages (ASPS). The vendor system 120 may advantageously provide electronic content relating to commercial, 

personal, educational, or other transactions. 

Although the vendor system 120 is disclosed with reference to the foregoing embodiments, the invention is 

not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein that the vendor 

system 120 may advantageously comprise any of the devices described with reference to the user system 105 or 

15 combination thereof. 

FIGURE 1 also illustrates the communication link 125 connecting the user system 105, the trust engine 110, 

the certificate authority 115, and the vendor system 120. According to one embodiment, the communication link 125 

preferably comprises the Internet. The Internet, as used throughout this disclosure is a global network of computers. 

The structure of the Internet, which is well known to those of ordinary skill in the art, includes a network backbone 

20 with networks branching from the backbone. These branches, in turn, have networks branching from them, and so on. 

Routers move information packets between network levels, and then from network to network, until the packet 

reaches the neighborhood of its destination. From the destination, the destination network's host directs the 

information packet to the appropriate terminal, or node. In one advantageous embodiment, the Internet routing hubs 

comprise domain name system (DNS) servers using Transmission Control Protocol/Internet Protocol (TCP/IP) as is well 

25 known in the art. The routing hubs connect to one or more other routing hubs via high-speed communication links. 

One popular part of the Internet is the World Wide Web. The World Wide Web contains different computers, 

which store documents capable of displaying graphical and textual information. The computers that provide 

information on the World Wide Web are typically called "websites." A website is defined by an Internet address that 

has an associated electronic page. The electronic page can be identified by a Uniform Resource Locator (URL). 

30 Generally, an electronic page is a document that organizes the presentation of text, graphical images, audio, video, and 

so forth. 

Although the communication link 125 is disclosed in terms of its preferred embodiment, one of ordinary skill 

in the art will recognize from the disclosure herein that the communication link 125 may include a wide range of 

interactive communications links. For example, the communication link 125 may include interactive television 
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networks, telephone networks, wireless data transmission systems, two-way cable systems, customized private or 

public computer networks, interactive kiosk networks, automatic teller machine networks, direct links, satellite or 

cellular networks, and the like. 

FIGURE 2 illustrates a block diagram of the trust engine 110 of FIGURE 1 according to aspects of an 

5 embodiment of the invention. As shown in FIGURE 2, the trust engine 110 includes a transaction engine 205, a 

depository 210, an authentication engine 215, and a cryptographic engine 220. According to one embodiment of the 

invention, the trust engine 110 also includes mass storage 225. As further shown in FIGURE 2, the transaction engine 

205 communicates with the depository 210, the authentication engine 215, and the cryptographic engine 220, along 

with the mass storage 225. In addition, the depository 210 communicates with the authentication engine 215, the 

10 cryptographic engine 220, and the mass storage 225. Moreover, the authentication engine 215 communicates with 

the cryptographic engine 220. According to one embodiment of the invention, some or all of the foregoing 

communications may advantageously comprise the transmission of XML documents to IP addresses that correspond to 

the receiving device. As mentioned in the foregoing, XML documents advantageously allow designers to create their 

own customized document tags, enabling the definition, transmission, validation, and interpretation of data between 

15 applications and between organizations. Moreover, some or all of the foregoing communications may include 

conventional SSL technologies. 

According to one embodiment, the transaction engine 205 comprises a data routing device, such as a 

conventional Web server available from Netscape, Microsoft, Apache, or the like. For example, the Web server may 

advantageously receive incoming data from the communication link 125. According to one embodiment of the 

20 invention, the incoming data is addressed to a front-end security system for the trust engine 110. For example, the 

front-end security system may advantageously include a firewall, an intrusion detection system searching for known 

attack profiles, and/or a virus scanner. After clearing the front-end security system, the data is received by the 

transaction engine 205 and routed to one of the depository 210, the authentication engine 215, the cryptographic 

engine 220, and the mass storage 225. In addition, the transaction engine 205 monitors incoming data from the 

25 authentication engine 215 and cryptographic engine 220, and routes the data to particular systems through the 

communication link 125. For example, the transaction engine 205 may advantageously route data to the user system 

105, the certificate authority 115, or the vendor system 120. 

According to one embodiment, the data is routed using conventional HTTP routing techniques, such as, for 

example, employing URLs or Uniform Resource Indicators IURls). URIs are similar to URLs, however, URIs typically 

30 indicate the source of files or actions, such as, for example, executables, scripts, and the like. Therefore, according to 

the one embodiment, the user system 105, the certificate authority 115, the vendor system 120, and the components 

of the trust engine 210, advantageously include sufficient data within communication URLs or URIs for the transaction 

engine 205 to properly route data throughout the cryptographic system. 
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Although the data routing is disclosed with reference to its preferred embodiment, a skilled artisan will 

recognize a wide number of possible data routing solutions or strategies. For example, XML or other data packets may 

advantageously be unpacked and recognized by their format, content, or the like, such that the transaction engine 205 

may properly route data throughout the trust engine 110. Moreover, a skilled artisan will recognize that the data 

5 routing may advantageously be adapted to the data transfer protocols conforming to particular network systems, such 

as, for example, when the communication link 125 comprises a local network. 

According to yet another embodiment of the invention, the transaction engine 205 includes conventional SSL 

encryption technologies, such that the foregoing systems may authenticate themselves, and vise-versa, with 

transaction engine 205, during particular communications. As will be used throughout this disclosure, the term 1 /2 

10 SSL" refers to communications where a server but not necessarily the client, is SSL authenticated, and the term "FULL 

SSL" refers to communications where the client and the server are SSL authenticated. When the instant disclosure 

uses the term "SSL", the communication may comprise 1h or FULL SSL. 

As the transaction engine 205 routes data to the various components of the cryptographic system 100, the 

transaction engine 205 may advantageously create an audit trail. According to one embodiment, the audit trail 

15 includes a record of at least the type and format of data routed by the transaction engine 205 throughout the 

cryptographic system 100. Such audit data may advantageously be stored in the mass storage 225. 

FIGURE 2 also illustrates the depository 210. According to one embodiment, the depository 210 comprises 

one or more data storage facilities, such as, for example, a directory server, a database server, or the like. As shown 

in FIGURE 2, the depository 210 stores cryptographic keys and enrollment authentication data. The cryptographic 

20 keys may advantageously correspond to the trust engine 110 or to users of the cryptographic system 100, such as the 

user or vendor. The enrollment authentication data may advantageously include data designed to uniquely identify a 

user, such as, user ID, passwords, answers to questions, biometric data, or the like. This enrollment authentication 

data may advantageously be acquired at enrollment of a user or another alternative later time. For example, the trust 

engine 110 may include periodic or other renewal or reissue of enrollment authentication data. 

25 According to one embodiment, the communication from the transaction engine 205 to and from the 

authentication engine 215 and the cryptographic engine 220 comprises secure communication, such as, for example 

conventional SSL technology. In addition, as mentioned in the foregoing, the data of the communications to and from 

the depository 210 may be transferred using URLs, URls, HTTP or XML documents, with any of the foregoing 

advantageously having data requests and formats embedded therein. 

30 As mentioned above, the depository 210 may advantageously comprises a plurality of secure data storage 

facilities. In such an embodiment, the secure data storage facilities may be configured such that a compromise of the 

security in one individual data storage facility will not compromise the cryptographic keys or the authentication data 

stored therein. For example, according to this embodiment, the cryptographic keys and the authentication data are 

mathematically operated on so as to statistically and substantially randomize the data stored in each data storage 
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facility. According to one embodiment, the randomization of the data of an individual data storage facility renders that 

data undecipherable. Thus, compromise of an individual data storage facility produces only a randomized 

undecipherable number and does not compromise the security of any cryptographic keys or the authentication data as 

a whole. 

5 FIGURE 2 also illustrates the trust engine 110 including the authentication engine 215. According to one 

embodiment, the authentication engine 215 comprises a data comparator configured to compare data from the 

transaction engine 205 with data from the depository 210. For example, during authentication, a user supplies current 

authentication data to the trust engine 110 such that the transaction engine 205 receives the current authentication 

data. As mentioned in the foregoing, the transaction engine 205 recognizes the data requests, preferably in the URL or 

10 URI, and routes the authentication data to the authentication engine 215. Moreover, upon request, the depository 210 

forwards enrollment authentication data corresponding to the user to the authentication engine 215. Thus, the 

authentication engine 215 has both the current authentication data and the enrollment authentication data for 

comparison. 

According to one embodiment, the communications to the authentication engine comprise secure 

15 communications, such as, for example, SSL technology. Additionally, security can be provided within the trust engine 

110 components, such as, for example, super-encryption using public key technologies. For example, according to one 

embodiment, the user encrypts the current authentication data with the public key of the authentication engine 215. 

In addition, the depository 210 also encrypts the enrollment authentication data with the public key of the 

authentication engine 215. In this way, only the authentication engine's private key can be used to decrypt the 

20 transmissions. 

As shown in FIGURE 2, the trust engine 110 also includes the cryptographic engine 220. According to one 

embodiment, the cryptographic engine comprises a cryptographic handling module, configured to advantageously 

provide conventional cryptographic functions, such as, for example, public-key infrastructure IPKII functionality. For 

example, the cryptographic engine 220 may advantageously issue public and private keys for users of the 

25 cryptographic system 100. In this manner, the cryptographic keys are generated at the cryptographic engine 220 and 

forwarded to the depository 210 such that at least the private cryptographic keys are not available outside of the trust 

engine 110. According to another embodiment, the cryptographic engine 220 randomizes and splits at least the private 

cryptographic key data, thereby storing only the randomized split data. Similar to the splitting of the enrollment 

authentication data, the splitting process ensures the stored keys are not available outside the cryptographic engine 

30 220. According to another embodiment, the functions of the cryptographic engine can be combined with and 

performed by the authentication engine 215. 

According to one embodiment, communications to and from the cryptographic engine include secure 

communications, such as SSL technology. In addition, XML documents may advantageously be employed to transfer 

data andlor make cryptographic function requests. 
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FIGURE 2 also illustrates the trust engine 110 having the mass storage 225. As mentioned in the foregoing, 

the transaction engine 205 keeps data corresponding to an audit trail and stores such data in the mass storage 225. 

Similarly, according to one embodiment of the invention, the depository 210 keeps data corresponding to an audit trail 

and stores such data in the mass storage device 225. The depository audit trail data is similar to that of the 

5 transaction engine 205 in that the audit trail data comprises a record of the requests received by the depository 210 

and the response thereof. In addition, the mass storage 225 may be used to store digital certificates having the public 

key of a user contained therein. 

Although the trust engine 110 is disclosed with reference to its preferred and alternative embodiments, the 

invention is not intended to be limited thereby. Rather, a skilled artisan will recognize in the disclosure herein, a wide 

10 number of alternatives for the trust engine 110. For example, the trust engine 110, may advantageously perform only 

authentication, or alternatively, only some or all of the cryptographic functions, such as data encryption and 

decryption. According to such embodiments, one of the authentication engine 215 and the cryptographic engine 220 

may advantageously be removed, thereby creating a more straightforward design for the trust engine 110. In addition, 

the cryptographic engine 220 may also communicate with a certificate authority such that the certificate authority is 

15 embodied within the trust engine 110. According to yet another embodiment, the trust engine 110 may 

advantageously perform authentication and one or more cryptographic functions, such as, for example, digital signing. 

FIGURE 3 illustrates a block diagram of the transaction engine 205 of FIGURE 2, according to aspects of an 

embodiment of the invention. According to this embodiment, the transaction engine 205 comprises an operating 

system 305 having a handling thread and a listening thread. The operating system 305 may advantageously be similar 

20 to those found in conventional high volume servers, such as, for example, Web servers available from Apache. The 

listening thread monitors the incoming communication from one of the communication link 125, the authentication 

engine 215, and the cryptographic engine 220 for incoming data flow. The handling thread recognizes particular data 

structures of the incoming data flow, such as, for example, the foregoing data structures, thereby routing the incoming 

data to one of the communication link 125, the depository 210, the authentication engine 215, the cryptographic 

25 engine 220, or the mass storage 225. As shown in FIGURE 3, the incoming and outgoing data may advantageously be 

secured through, for example, SSL technology. 

FIGURE 4 illustrates a block diagram of the depository 210 of FIGURE 2 according to aspects of an 

embodiment of the invention. According to this embodiment, the depository 210 comprises one or more lightweight 

directory access protocol (LDAP) servers. LDAP directory servers are available from a wide variety of manufacturers 

30 such as Netscape, ISO, and others. FIGURE 4 also shows that the directory server preferably stores data 405 

corresponding to the cryptographic keys and data 410 corresponding to the enrollment authentication data. According 

to one embodiment, the depository 210 comprises a single logical memory structure indexing authentication data and 

cryptographic key data to a unique user 10. The single logical memory structure preferably includes mechanisms to 

ensure a high degree of trust, or security, in the data stored therein. For example, the physical location of the 
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depository 210 may advantageously include a wide number of conventional security measures, such as limited 

employee access, modern surveillance systems, and the like. In addition to, or in lieu of, the physical securities, the 

computer system or server may advantageously include software solutions to protect the stored data. For example, 

the depository 210 may advantageously create and store data 415 corresponding to an audit trail of actions taken. In 

5 addition, the incoming and outgoing communications may advantageously be encrypted with public key encryption 

coupled with conventional SSL technologies. 

According to another embodiment, the depository 210 may comprise distinct and physically separated data 

storage facilities, as disclosed further with reference to FIGURE 7. 

FIGURE 5 illustrates a black diagram of the authentication engine 215 of FIGURE 2 according to aspects of 

10 an embodiment of the invention. Similar to the transaction engine 205 of FIGURE 3, the authentication engine 215 

comprises an operating system 505 having at least a listening and a handling thread of a modified version of a 

conventional Web server, such as, for example, Web servers available from Apache. As shown in FIGURE 5, the 

authentication engine 215 includes access to at least one private key 510. The private key 510 may advantageously 

be used for example, to decrypt data from the transaction engine 205 or the depository 210, which was encrypted 

15 with a corresponding public key of the authentication engine 215. 

FIGURE 5 also illustrates the authentication engine 215 comprising a comparator 515, a data splitting 

module 520, and a data assembling module 525. According to the preferred embodiment of the invention, the 

comparator 515 includes technology capable of comparing potentially complex patterns related to the foregoing 

biometric authentication data. The technology may include hardware, software, or combined solutions for pattern 

20 comparisons, such as, for example, those representing finger print patterns or voice patterns. In addition, according to 

one embodiment, the comparator 515 of the authentication engine 215 may advantageously compare conventional 

hashes of documents in order to render a comparison result. According to one embodiment of the invention, the 

comparator 515 includes the application of heuristics 530 to the comparison. The heuristics 530 may advantageously 

address circumstances surrounding an authentication attempt, such as, for example, the time of day, IP address or 

25 subnet mask, purchasing profile, email address, processor serial number or ID, or the like. 

Moreover, the nature of biometric data comparisons may result in varying degrees of confidence being 

produced from the matching of current biometric authentication data to enrollment data. For example, unlike a 

traditional password which may only return a positive or negative match, a fingerprint may be determined to he a 

partial match, e.g. a 90% match, a 75% match, or a 10% match, rather than simply being correct or incorrect. Other 

30 biometric identifiers such as voice print analysis or face recognition may share this property of probabilistic 

authentication, rather than absolute authentication. 

When working with such probabilistic authentication or in other cases where an authentication is considered 

less than absolutely reliable, it is desirable to apply the heuristics 530 to determine whether the level of confidence in 

the authentication provided is sufficiently high to authenticate the transaction which is being made. 
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It will sometimes be the case that the transaction at issue is a relatively low value transaction where it is 

acceptable to be authenticated to a lower level of confidence. This could include a transaction which has a low dollar 

value associated with it (e.g., a $ 10 purchase) or a transaction with low risk (e.g., admission to a members-only web 

site). 

5 Conversely, for authenticating other transactions, it may be desirable to require a high degree of confidence 

in the authentication before allowing the transaction to proceed. Such transactions may include transactions of large 

dollar value (e.g., signing a multi-million dollar supply contract) or transaction with a high risk if an improper 

authentication occurs (e.g., remotely logging onto a government computer). 

The use of the heuristics 530 in combination with confidence levels and transactions values may be used as 

10 will be described below to allow the comparator to provide a dynamic context-sensitive authentication system. 

According to another embodiment of the invention, the comparator 515 may advantageously track 

authentication attempts for a particular transaction. For example, when a transaction fails, the trust engine 110 may 

request the user to re-enter his or her current authentication data. The comparator 515 of the authentication engine 

215 may advantageously employ an attempt limiter 535 to limit the number of authentication attempts, thereby 

15 prohibiting brute-force attempts to impersonate a user's authentication data. According to one embodiment, the 

attempt limiter 535 comprises a software module monitoring transactions for repeating authentication attempts and, 

for example, limiting the authentication attempts for a given transaction to three. Thus, the attempt limiter 535 will 

limit an automated attempt to impersonate an individual's authentication data to, for example, simply three "guesses." 

Upon three failures, the attempt limiter 535 may advantageously deny additional authentication attempts. Such denial 

20 may advantageously be implemented through, for example, the comparator 515 returning a negative result regardless 

of the current authentication data being transmitted. On the other hand, the transaction engine 205 may 

advantageously block any additional authentication attempts pertaining to a transaction in which three attempts have 

previously failed. 

The authentication engine 215 also includes the data splitting module 520 and the data assembling module 

25 525. The data splitting module 520 advantageously comprises a software, hardware, or combination module having 

the ability to mathematically operate on various data so as to substantially randomize and split the data into portions. 

According to one embodiment, original data is not recreatable from an individual portion. The data assembling module 

525 advantageously comprises a software, hardware, or combination module configured to mathematically operate on 

the foregoing substantially randomized portions, such that the combination thereof provides the original deciphered 

30 data. According to one embodiment, the authentication engine 215 employs the data splitting module 520 to 

randomize and split enrollment authentication data into portions, and employs the data assembling module 525 to 

reassemble the portions into usable enrollment authentication data. 

FIGURE 6 illustrates a block diagram of the cryptographic engine 220 of the trust engine 200 of FIGURE 2 

according to aspects of one embodiment of the invention. Similar to the transaction engine 205 of FIGURE 3, the 
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cryptographic engine 220 comprises an operating system 605 having at least a listening and a handling thread of a 

modified version of a conventional Web server, such as, for example, Web servers available from Apache. As shown in 

FIGURE 6, the cryptographic engine 220 comprises a data splitting module 610 and a data assembling module 620 

that function similar to those of FIGURE 5. However, according to one embodiment, the data splitting module 610 and 

5 the data assembling module 620 process cryptographic key data, as opposed to the foregoing enrollment 

authentication data. Although, a skilled artisan will recognize from the disclosure herein that the data splitting module 

910 and the data splitting module 620 may be combined with those of the authentication engine 215. 

The cryptographic engine 220 also comprises a cryptographic handling module 625 configured to perform 

some or all of a wide number of cryptographic functions. According to one embodiment, the cryptographic handling 

10 module 625 may comprise software modules or programs, hardware, or both. According to another embodiment, the 

cryptographic handling module 625 may perform data comparisons, data hashing, data encryption or decryption, digital 

signature verification or creation, digital certificate generation, storage, or requests, cryptographic key generation, or 

the like. Moreover, a skilled artisan will recognize from the disclosure herein that the cryptographic handling module 

625 may advantageously comprises a public-key infrastructure, such as Pretty Good Privacy ( PGP), an RSA-based 

15 public-key system, or a wide number of alternative key management systems. In addition, the cryptographic handling 

module 625 may perform public- key encryption, symmetric-key encryption, or both. In addition to the foregoing, the 

cryptographic handling module 625 may include one or more computer programs or modules, hardware, or both, for 

implementing seamless, transparent, interoperability functions. 

A skilled artisan will also recognize from the disclosure herein that the cryptographic functionality may 

20 include a wide number of functions generally surrounding cryptographic key management systems. 

FIGURE 7 illustrates a simplified block diagram of a depository system 700 according to aspects of an 

embodiment of the invention. As shown in FIGURE 7, the depository system 700 advantageously comprises multiple 

data storage facilities, for example, data storage facilities D1, 02, D3, and 04. According to one embodiment of the 

invention, each of the data storage facilities D1 through D4 may advantageously comprise some or all of the elements 

25 disclosed with reference to the depository 210 of FIGURE 4. Similar to the depository 210, the data storage facilities 

D1 through 04 communicate with the transaction engine 205, the authentication engine 215, and the cryptographic 

engine 220, preferably through conventional SSL communication links transferring, for example, XML documents. 

Communications from the transaction engine 205 may advantageously include requests for data, wherein the request 

is advantageously broadcast to the IP address of each data storage facility D1 through D4. On the other hand, the 

30 transaction engine 205 may broadcast requests to particular data storage facilities based on a wide number of criteria, 

such as, for example, response time, server loads, maintenance schedules, or the like. 

In response to requests for data from the transaction engine 205, the depository system 700 advantageously 

forwards stored data to the authentication engine 215 and the cryptographic engine 220. The respective data 

assembling modules receive the forwarded data and assemble the data into useable formats. On the other hand, 
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communications from the authentication engine 215 and the cryptographic engine 220 to the data storage facilities D1 

through 04 may include the transmission of sensitive data to be stored. For example, according to one embodiment, 

the authentication engine 215 and the cryptographic engine 220 may advantageously employ their respective data 

splitting modules to divide sensitive data into undecipherable portions, and then transmit one or more undecipherable 

5 portions of the sensitive data to a particular data storage facility. 

According to one embodiment, each data storage facility, D1 through D4, comprises a separate and 

independent storage system, such as, for example, a directory server. According to another embodiment of the 

invention, the depository system 700 comprises multiple geographically separated independent data storage systems. 

By distributing the sensitive data into distinct and independent storage facilities D1 through 04, some or all of which 

10 may be advantageously geographically separated, the depository system 700 provides redundancy along with 

additional security measures. For example, according to one embodiment, only data from two of the multiple data 

storage facilities, D1 through 04, are needed to decipher and reassemble the sensitive data. Thus, as many as two of 

the four data storage facilities 01 through D4 may be inoperative due to maintenance, system failure, power failure, or 

the like, without affecting the functionality of the trust engine 110. In addition, because, according to one 

15 embodiment, the data stored in each data storage facility is randomized and undecipherable, compromise of any 

individual data storage facility does not necessarily compromise the sensitive data. Moreover, in the embodiment 

having geographically separation of the data storage facilities, a compromise of multiple geographically remote 

facilities becomes increasingly difficult. In fact, even a rouge employee will be greatly challenged to subvert the 

needed multiple independent geographically remote data storage facilities. 

20 Although the depository system 700 is disclosed with reference to its preferred and alternative 

embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for the depository system 700. For example, the depository system 

700 may comprise two or more data storage facilities. In addition, sensitive data may be mathematically operated 

such that portions from two or more data storage facilities are needed to reassemble and decipher the sensitive data. 

25 As mentioned in the foregoing, the authentication engine 215 and the cryptographic engine 220 each include 

a data splitting module 520 and 610, respectively, for splitting sensitive data, such as, for example, the authentication 

data and the cryptographic key data. FIGURE 8 illustrates a flowchart of a data splitting process 800 performed by 

the data splitting module according to aspects of an embodiment of the invention. As shown in FIGURE 8, the data 

splitting process 800 begins at STEP 805 when sensitive data "S" is received by the data splitting module of the 

30 authentication engine 215 or the cryptographic engine 220. Preferably, in STEP 810, the data splitting module then 

generates a substantially random number, value, or string or set of bits, "A." For example, the random number A may 

be generated in a wide number of varying conventional techniques available to one of ordinary skill in the art, for 

producing high quality random numbers suitable for use in cryptographic applications. In addition, according to one 

embodiment, the random number A comprises a bit length equal to the bit length of the sensitive data, S. 
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In addition, in STEP 820 the data splitting process 800 generates another statistically random number "C." 

According to the preferred embodiment, the generation of the statistically random numbers A and C may 

advantageously be done in parallel. The data splitting module then combines the numbers A and C with the sensitive 

data S such that new numbers "B" and "D" are generated. For example, number B may comprise the binary 

5 combination of A XOR S and number D may comprise the binary combination of C XOR S. The foregoing combinations 

preferably occur in STEPS 825 and 830, respectively, and, according to one embodiment, the foregoing combinations 

also occur in parallel. The data splitting process 800 then proceeds to STEP 835 where the random numbers A and C 

and the numbers B and D are paired such that none of the pairings contain sufficient data, by themselves, to reorganize 

and decipher the original sensitive data S. For example, the numbers may be paired as follows: AC, AD, BC, and BD. 

10 According to one embodiment, each of the foregoing pairings is distributed to one of the depositories 01 through D4 of 

FIGURE 7. According to another embodiment, each of the foregoing pairings is randomly distributed to one of the 

depositories D1 through D4. For example, during a first data splitting process 800, the pairing AC may be sent to 

depository D2, through, for example, a random selection of 02's IP address. Then, during a second data splitting 

process 800, the pairing AC may be sent to depository D4, through, for example, a random selection of D4's IP 

15 address. 

Based on the foregoing, the data splitting process 800 advantageously places portions of the sensitive data 

in each of the four data storage facilities 01 through 04, such that no single data storage facility D1 through D4 

includes sufficient encrypted data to recreate the original sensitive data S. As mentioned in the foregoing, such 

randomization of the data into individually unusable encrypted portions increases security and provides for maintained 

20 trust in the data even if one of the data storage facilities, D1 through 04, is compromised. 

Although the data splitting process 800 is disclosed with reference to its preferred embodiment, the invention 

is not intended to be limited thereby. Rather a skilled artisan will recognize from the disclosure herein, a wide number 

of alternatives for the data splitting process 800. For example, the data splitting process may advantageously split 

the data into two numbers, for example, random number A and number B and, randomly distribute A and B through two 

25 data storage facilities. Moreover, the data splitting process 800 may advantageously split the data among a wide 

number of data storage facilities through generation of an additional random numbers. 

As mentioned in the foregoing, in order to recreate the sensitive data S, the data portions need to be 

derandomized and reorganized. This process may advantageously occur in the data assembling modules, 525 and 620, 

of the authentication engine 215 and the cryptographic engine 220, respectively. The data assembling module, for 

30 example, data assembly module 525, receives data portions from the data storage facilities DI through D4, and 

reassembles the data into useable form. For example, according to one embodiment where the data splitting module 

520 employed the data splitting process 800 of FIGURE 8, the data assembling module 525 uses data portions from at 

least two of the data storage facilities 01 through D4 to recreate the sensitive data S. For example, the pairings of 

AC, AD, BC, and BO, were distributed such that any two provide one of A and B, or, C and D. Noting that 
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S = A XOR B or S = C XOR D indicates that when the data assembling module receives one of A and B, or, C and D, 

the data assembling module 525 can advantageously reassemble the sensitive data S. Thus, the data assembling 

module 525 may assemble the sensitive data S, when, for example, it receives data portions from at least the first two 

of the data storage facilities 131 through D4 to respond to an assemble request by the trust engine 110. 

5 Based on the above data splitting and assembling processes, the sensitive data S exists in usable format only 

in a limited area of the trust engine 110. For example, when the sensitive data S includes enrollment authentication 

data, usable, nonrandomized enrollment authentication data is available only in the authentication engine 215. 

Likewise, when the sensitive data S includes private cryptographic key data, usable, nonrandomized private 

cryptographic key data is available only in the cryptographic engine 220. 

10 Although the data splitting and assembling processes are disclosed with reference to their preferred 

embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for splitting and reassembling the sensitive data S. For example, 

public-key encryption may be used to further secure the data at the data storage facilities D1 through D4. 

FIGURE 9A illustrates a data flow of an enrollment process 900 according to aspects of an embodiment of 

15 the invention. As shown in FIGURE 9A, the enrollment process 900 begins at STEP 905 when a user desires to enroll 

with the trust engine 110 of the cryptographic system 100. According to this embodiment, the user system 105 

advantageously includes a client•side applet, such as a Java-based, that queries the user to enter enrollment data, such 

as demographic data and enrollment authentication data. According to one embodiment, the enrollment authentication 

data includes user ID, password(s), biometric(s), or the like. According to one embodiment, during the querying 

20 process, the client- side applet preferably communicates with the trust engine 110 to ensure that a chosen user ID is 

unique. When the user ID is nonunique, the trust engine 110 may advantageously suggest a unique user ID. The client-

side applet gathers the enrollment data and transmits the enrollment data, for example, through and XML document, to 

the trust engine 110, and in particular, to the transaction engine 205. According to one embodiment, the transmission 

is encoded with the public key of the authentication engine 215. 

25 According to one embodiment, the user performs a single enrollment during STEP 905 of the enrollment 

process 900. For example, the user enrolls himself or herself as a particular person, such as Joe User. When Joe User 

desires to enroll as Joe User, CEO of Mega Corp., then according to this embodiment, Joe User enrolls a second time, 

receives a second unique user ID and the trust engine 110 does not associate the two identities. According to another 

embodiment of the invention, the enrollment process 900 provides for multiple user identities for a single user ID. 

30 Thus, in the above example, the trust engine 110 will advantageously associate the two identities of Joe User. As will 

be understood by a skilled artisan from the disclosure herein, a user may have many identities, for example, Joe User 

the head of household, Joe User the member of the Charitable Foundations, and the like. Even though the user may 

have multiple identities, according to this embodiment, the trust engine 110 preferably stores only one set of 

enrollment data. Moreover, users may advantageously add, edit/update, or delete identities as they are needed. 
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Although the enrollment process 900 is disclosed with reference to its preferred embodiment, the invention is 

not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide number of 

alternatives for gathering of enrollment data, and in particular, enrollment authentication data. For example, the applet 

may he common object model (COM) based applet or the like. 

5 On the other hand, the enrollment process may include graded enrollment. For example, at a lowest level of 

enrollment, the user may enroll over the communication link 125 without producing documentation as to his or her 

identity. According to an increased level of enrollment, the user enrolls using a trusted third party, such as a digital 

notary. For example, and the user may appear in person to the trusted third party, produce credentials such as a birth 

certificate, driver's license, military ID, or the like, and the trusted third party may advantageously include, for 

10 example, their digital signature in enrollment submission. The trusted third party may include an actual notary, a 

government agency, such as the Post Office or Department of Motor Vehicles, a human resources person in a large 

company enrolling an employee, or the like. A skilled artisan will understand from the disclosure herein that a wide 

number of varying levels of enrollment may occur during the enrollment process 900. 

After receiving the enrollment authentication data, at STEP 915, the transaction engine 205, using 

15 conventional FULL SSL technology forwards the enrollment authentication data to the authentication engine 215. In 

STEP 920, the authentication engine 215 decrypts the enrollment authentication data using the private key of the 

authentication engine 215. In addition, the authentication engine 215 employs the data splitting module to 

mathematically operate on the enrollment authentication data so as to split the data into at least two independently 

undecipherable, randomized, numbers. As mentioned in the foregoing, the at least two numbers may comprise a 

20 statistically random number and a binary XORed number. In STEP 925, the authentication engine 215 forwards each 

portion of the randomized numbers to one of the data storage facilities D1 through D4. As mentioned in the foregoing, 

the authentication engine 215 may also advantageously randomize which portions are transferred to which 

depositories. 

Often during the enrollment process 900, the user will also desire to have a digital certificate issued such 

25 that he or she may receive encrypted documents from others outside the cryptographic system 100. As mentioned in 

the foregoing, the certificate authority 115 generally issues digital certificates according to one or more of several 

conventional standards. Generally, the digital certificate includes a public key of the user or system, which is known 

to everyone. 

Whether the user requests a digital certificate at enrollment, or at another time, the request is transferred 

30 through the trust engine 110 to the authentication engine 215. According to one embodiment, the request includes an 

XML document having, for example, the proper name of the user. According to STEP 935, the authentication engine 

215 transfers the request to the cryptographic engine 220 instructing the cryptographic engine 220 to generate a 

cryptographic key or key pair. 
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Upon request, at STEP 935, the cryptographic engine 220 generates at least one cryptographic key. 

According to one embodiment, the cryptographic handling module 625 generates a key pair, where one key is used as a 

private key, and one is used as a public key. The cryptographic engine 220 stores the private key and, according to 

one embodiment, a copy of the public key. In STEP 945, the cryptographic engine 220 transmits a request for a digital 

5 certificate to the transaction engine 205. According to one embodiment, the request advantageously includes a 

standardized request, such as PKCS10, embedded in, for example, and XML document. The request for a digital 

certificate may advantageously correspond to one or more certificate authorities and the one or more standard formats 

the certificate authorities require. 

In STEP 950 the transaction engine 205 forwards this request to the certificate authority 115, who, in STEP 

10 955, returns a digital certificate. The return digital certificate may advantageously be in a standardized format, such 

as PKCS7, or in a proprietary format of one or more of the certificate authorities 115. In STEP 960, the digital 

certificate is received by the transaction engine 205, and a copy is forwarded to the user and a copy is stored with the 

trust engine 110. The trust engine 110 stores a copy of the certificate such that the trust engine 110 will not need to 

rely on the availability of the certificate authority 115. For example, when the user desires to send a digital 

15 certificate, or a third party requests the user's digital certificate, the request for the digital certificate is typically sent 

to the certificate authority 115. However, if the certificate authority 115 is conducting maintenance or has been 

victim of a failure or security compromise, the digital certificate may not be available. 

At any time after issuing the cryptographic keys, the cryptographic engine 220 may advantageously employ 

the data splitting process 800 described above such that the cryptographic keys are split into independently 

20 undecipherable randomized numbers. Similar to the authentication data, at STEP 965 the cryptographic engine 220 

transfers the randomized numbers to the data storage facilities D1 through D4. 

A skilled artisan will recognize from the disclosure herein that the user may request a digital certificate 

anytime after enrollment. Moreover, the communications between systems may advantageously include FULL SSL or 

public-key encryption technologies. Moreover, the enrollment process may issue multiple digital certificates from 

25 multiple certificate authorities, including one or more proprietary certificate authorities internal or external to the trust 

engine 110. 

As disclosed in STEPS 935 through 960, one embodiment of the invention includes the request for a 

certificate that is eventually stored on the trust engine 110. Because, according to one embodiment, the cryptographic 

handling module 625 issues the keys used by the trust engine 110, each certificate corresponds to a private key. 

30 Therefore, the trust engine 110 may advantageously provide for interoperability through monitoring the certificates 

owned by, or associated with, a user. For example, when the cryptographic engine 220 receives a request for a 

cryptographic function, the cryptographic handling module 625 may investigate the certificates owned by the 

requesting user to determine whether the user owns a private key matching the attributes of the request. When such 

a certificate exists, the cryptographic handling module 625 may use the certificate or the public or private keys 
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associated therewith, to perform the requested function. When such a certificate does not exist, the cryptographic 

handling module 625 may advantageously and transparently perform a number of actions to attempt to remedy the 

lack of an appropriate key. For example, FIGURE 9B illustrates a flowchart of an interoperability process 970, which 

according to aspects of an embodiment of the invention, discloses the foregoing steps to ensure the cryptographic 

5 handling module 625 performs cryptographic functions using appropriate keys. 

As shown in FIGURE 9B, the interoperability process 970 begins with STEP 972 where the cryptographic 

handling module 925 determines the type of certificate desired. According to one embodiment of the invention, the 

type of certificate may advantageously he specified in the request for cryptographic functions, or other data provided 

by the requestor. According to another embodiment, the certificate type may be ascertained by the data format of the 

10 request. For example, the cryptographic handling module 925 may advantageously recognize the request corresponds 

to a particular type. 

According to one embodiment, the certificate type may include one or more algorithm standards, for example, 

RSA, ELGAMAL, or the like. In addition, the certificate type may include one or more key types, such as symmetric 

keys, public keys, strong encryption keys such as 256 hit keys, less secure keys, or the like. Moreover, the certificate 

15 type may include upgrades or replacements of one or more of the foregoing algorithm standards or keys, one or more 

message or data formats, one or more data encapsulation or encoding schemes, such as Base 32 or Base 64. The 

certificate type may also include compatibility with one or more third-party cryptographic applications or interfaces, 

one or more communication protocols, or one or more certificate standards or protocols. A skilled artisan will 

recognize from the disclosure herein that other differences may exist in certificate types, and translations to and from 

20 those differences may be implemented as disclosed herein. 

Once the cryptographic handling module 625 determines the certificate type, the interoperability process 970 

proceeds to STEP 974, and determines whether the user owns a certificate matching the type determined in STEP 

974. When the user owns a matching certificate, for example, the trust engine 110 has access to the matching 

certificate through, for example, prior storage thereof, the cryptographic handling module 625 knows that a matching 

25 private key is also stored within the trust engine 110. For example, the matching private key may he stored within the 

depository 210 or depository system 700. The cryptographic handling module 625 may advantageously request the 

matching private key be assembled from, for example, the depository 210, and then in STEP 976, use the matching 

private key to perform cryptographic actions or functions. For example, as mentioned in the foregoing, the 

cryptographic handling module 625 may advantageously perform hashing, hash comparisons, data encryption or 

30 decryption, digital signature verification or creation, or the like. 

When the user does not own a matching certificate, the interoperability process 970 proceeds to STEP 978 

where the cryptographic handling module 625 determines whether the users owns a cross-certified certificate. 

According to one embodiment, cross-certification between certificate authorities occurs when a first certificate 

authority determines to trust certificates from a second certificate authority. In other words, the first certificate 
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authority determines that certificates from the second certificate authority meets certain quality standards, and 

therefore, may be "certified" as equivalent to the first certificate authority's own certificates. Cross-certification 

becomes more complex when the certificate authorities issue, for example, certificates having levels of trust . For 

example, the first certificate authority may provide three levels of trust for a particular certificate, usually based on 

5 the degree of reliability in the enrollment process, while the second certificate authority may provide seven levels of 

trust. Cross-certification may advantageously track which levels and which the certificates from the second 

certificate authority may be substituted for which levels and which certificates from the first. When the foregoing 

cross-certification is done officially and publicly between two certification authorities, the mapping of certificates and 

levels to one another is often called "chaining." 

10 According to another embodiment of the invention, the cryptographic handling module 625 may 

advantageously develop cross-certifications outside those agreed upon by the certificate authorities. For example, the 

cryptographic handling module 625 may access a first certificate authority's certificate practice statement (CPS), or 

other published policy statement, and using, for example, the authentication tokens required by particular trust levels, 

match the first certificate authority's certificates to those of another certificate authority. 

15 When, in STEP 978, the cryptographic handling module 625 determines that the users owns a cross-certified 

certificate, the interoperability process 970 proceeds to STEP 976, and performs the cryptographic action or function 

using the cross-certified public key, private key, or both. Alternatively, when the cryptographic handling module 625 

determines that the users does not own a cross-certified certificate, the interoperability process 970 proceeds to STEP 

980, where the cryptographic handling module 625 selects a certificate authority that issues the requested certificate 

20 type, or a certificate cross-certified thereto. In STEP 982, the cryptographic handling module 625 determines whether 

the user enrollment authentication data, discussed in the foregoing, meets the authentication requirements of .the 

chosen certificate authority. For example, if the user enrolled over a network by, for example, answering demographic 

and other questions, the authentication data provided may establish a lower level of trust than a user providing 

biometric data and appearing before a third-party, such as, for example, a notary. According to one embodiment, the 

25 foregoing authentication requirements may advantageously be provided in the chosen authentication authority's CPS. 

When the user has provided the trust engine 110 with enrollment authentication data meeting the 

requirements of chosen certificate authority, the interoperability process 970 proceeds to STEP 984, where the 

cryptographic handling module 625 acquires the certificate from the chosen certificate authority. According to one 

embodiment, the cryptographic handling module 625 acquires the certificate by following STEPS 945 through 960 of 

30 the enrollment process 900. For example, the cryptographic handling module 625 may advantageously employ one or 

more public keys from one or more of the key pairs already available to the cryptographic engine 220, to request the 

certificate from the certificate authority. According to another embodiment, the cryptographic handling module 625 

may advantageously generate one or more new key pairs, and use the public keys corresponding thereto, to request the 

certificate from the certificate authority. 
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According to another embodiment, the trust engine 110 may advantageously include one or more certificate 

issuing modules capable of issuing one or more certificate types. According to this embodiment, the certificate issuing 

module may provide the foregoing certificate. When the cryptographic handling module 625 acquires the certificate, 

the interoperability process 970 proceeds to STEP 976, and performs the cryptographic action or function using the 

5 public key, private key, or both corresponding to the acquired certificate. 

When the user, in STEP 982, has not provided the trust engine 110 with enrollment authentication data 

meeting the requirements of chosen certificate authority, the cryptographic handling module 625 determines, in STEP 

986 whether there are other certificate authorities that have different authentication requirements. For example, the 

cryptographic handling module 625 may look for certificate authorities having lower authentication requirements, but 

10 still issue the chosen certificates, or cross-certifications thereof. 

When the foregoing certificate authority having lower requirements exists, the interoperability process 970 

proceeds to STEP 980 and chooses that certificate authority. Alternatively, when no such certificate authority exists, 

in STEP 988, the trust engine 110 may request additional authentication tokens from the user. For example, the trust 

engine 110 may request new enrollment authentication data comprising, for example, biometric data. Also, the trust 

15 engine 110 may request the user appear before a trusted third party and provide appropriate authenticating 

credentials, such as, for example, appearing before a notary with a drivers license, social security card, bank card, 

birth certificate, military 10, or the like. When the trust engine 110 receives updated authentication data, the 

interoperability process 970 proceeds to Step 984 and acquires the foregoing chosen certificate. 

Through the foregoing interoperability process 970, the cryptographic handling module 625 advantageously 

20 provides seamless, transparent, translations and conversions between differing cryptographic systems. A skilled 

artisan will recognize from the disclosure herein, a wide number of advantages and implementations of the foregoing 

interoperable system. For example, the foregoing STEP 986 of the interoperability process 970 may advantageously 

include aspects of trust arbitrage, discussed in further detail below, where the certificate authority may under special 

circumstances accept lower levels of cross-certification. In addition, the interoperability process 970 may include 

25 ensuring interoperability between and employment of standard certificate revocations, such as employing certificate 

revocation lists (CRL), online certificate status protocols (OCSP), or the like. 

FIGURE 10 illustrates a data flow of an authentication process 1000 according to aspects of an embodiment 

of the invention. According to one embodiment, the authentication process 1000 includes gathering current 

authentication data from a user and comparing that to the enrollment authentication data of the user. For example, 

30 the authentication process 1000 begins at STEP 1005 where a user desires to perform a transaction with, for 

example, a vendor. Such transactions may include, for example, selecting a purchase option, requesting access to a 

restricted area or device of the vendor system 120, or the like. At STEP 1010, a vendor provides the user with a 

transaction ID and an authentication request. The transaction ID may advantageously include a 192 bit quantity 

having a 32 bit timestamp concatenated with a 128 bit random quantity, or a "nonce," concatenated with a 32 bit 
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vendor specific constant. Such a transaction ID uniquely identifies the transaction such that copycat transactions can 

be refused by the trust engine 110. 

The authentication request may advantageously include what level of authentication is needed for a 

particular transaction. For example, the vendor may specify a particular level of confidence that is required for the 

5 transaction at issue. If authentication cannot be made to this level of confidence, as will be discussed below, the 

transaction will not occur without either further authentication by the user to raise the level of confidence, or a change 

in the terms of the authentication between the vendor and the server. These issues are discussed more completely 

below. 

According to one embodiment, the transaction ID and the authentication request may advantageously 

10 generated by a vendor-side applet or other software program. In addition, the transmission of the transaction ID and 

authentication data may include one or more XML documents encrypted using conventional SSL technology, such as, 

for example, 1/2 SSL, or, in other words vendor-side authenticated SSL. 

After the user system 105 receives the transaction ID and authentication request, the user system 105 

gathers the current authentication data, potentially including current biometric information, from the user. The user 

15 system 105, at STEP 1015, encrypts at least the current authentication data " B' " and the transaction ID, with the 

public key of the authentication engine 215, and transfers that data to the trust engine 110. The transmission 

preferably comprises XML documents encrypted with at least conventional '/z SSL technology. In STEP 1020, the 

transaction engine 205 receives the transmission, preferably recognizes the data format or request in the URL or URI, 

and forwards the transmission to the authentication engine 215. 

20 During STEPS 1015 and 1020, the vendor system 120, at STEP 1025, forwards the transaction ID and the 

authentication request to the trust engine 110, using the preferred FULL SSL technology. This communication may 

also include a vendor ID, although vendor identification may also be communicated through a non-random portion of the 

transaction ID. At STEPS 1030 and 1035, the transaction engine 205 receives the communication, creates a record in 

the audit trail, and generates a request for the user's enrollment authentication data to be assembled from the data 

25 storage facilities 01 through D4. At STEP 1040, the depository system 700 transfers the portions of the enrollment 

authentication data corresponding to the user to the authentication engine 215. At STEP 1045, the authentication 

engine 215 decrypts the transmission using its private key and compares the enrollment authentication data to the 

current authentication data provided by the user. 

The comparison of STEP 1045 may advantageously apply heuristical context sensitive authentication, as 

30 referred to in the forgoing, and discussed in further detail below. For example, if the biometric information received 

does not match perfectly, a lower confidence match results. In particular embodiments, the level of confidence of the 

authentication is balanced against the nature of the transaction and the desires of both the user and the vendor. 

Again, this is discussed in greater detail below. 
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At STEP 1050, the authentication engine 215 fills in the authentication request with the result of the 

comparison of STEP 1045. According to one embodiment of the invention, the authentication request is filled with a 

YESINO or TRUEIFALSE result of the authentication process 1000. In STEP 1055 the filled- in authentication request 

is returned to the vendor for the vendor to act upon, for example, allowing the user to complete the transaction that 

5 initiated the authentication request. According to one embodiment, a confirmation message is passed to the user. 

Based on the foregoing, the authentication process 1000 advantageously keeps sensitive data secure and 

produces results configured to maintain the integrity of the sensitive data. For example, the sensitive data is 

assembled only inside the authentication engine 215. For example, the enrollment authentication data is 

undecipherable until it is assembled in the authentication engine 215 by the data assembling module, and the current 

10 authentication data is undecipherable until it is unwrapped by the conventional SSL technology and the private key of 

the authentication engine 215. Moreover, the authentication result transmitted to the vendor does not include the 

sensitive data, and the user may not even know whether he or she produced valid authentication data. 

Although the authentication process 1000 is disclosed with reference to its preferred and alternative 

embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

15 disclosure herein, a wide number of alternatives for the authentication process 1000. For example, the vendor may 

advantageously be replaced by almost any requesting application, even those residing with the user system 105. For 

example, a client application, such as Microsoft Word, may use an application program interface (API) or a 

cryptographic API ( CAPI) to request authentication before unlocking a document. Alternatively, a mail server, a 

network, a cellular phone, a personal or mobile computing device, a workstation, or the like, may all make 

20 authentication requests that can be filled by the authentication process 1000. In fact, after providing the foregoing 

trusted authentication process 1000, the requesting application or device may provide access to or use of a wide 

number of electronic or computer devices or systems. 

Moreover, the authentication process 1000 may employ a wide number of alternative procedures in the event 

of authentication failure. For example, authentication failure may maintain the same transaction ID and request that 

25 the user reenter his or her current authentication data. As mentioned in the foregoing, use of the same transaction ID 

allows the comparator of the authentication engine 215 to monitor and limit the number of authentication attempts for 

a particular transaction, thereby creating a more secure cryptographic system 100. 

In addition, the authentication process 1000 may be advantageously be employed to develop elegant single 

sign-on solutions, such as, unlocking a sensitive data vault. For example, successful or positive authentication may 

30 provide the authenticated user the ability to automatically access any number of passwords for an almost limitless 

number of systems and applications. For example, authentication of a user may provide the user access to password, 

login, financial credentials, or the like, associated with multiple online vendors, a local area network, various personal 

computing devices, Internet service providers, auction providers, investment brokerages, or the like. By employing a 

sensitive data vault, users may choose truly large and random passwords because they no longer need to remember 
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them through association. Rather, the authentication process 1000 provides access thereto. For example, a user may 

choose a random alphanumeric string that is twenty plus digits in length rather than something associated with a 

memorable data, name, etc. 

According to one embodiment, a sensitive data vault associated with a given user may advantageously be 

5 stored in the data storage facilities of the depository 210, or split and stored in the depository system 700. According 

to this embodiment, after positive user authentication, the trust engine 110 serves the requested sensitive data, such 

as, for example, to the appropriate password to the requesting application. According to another embodiment, the 

trust engine 110 may include a separate system for storing the sensitive data vault. For example, the trust engine 110 

may include a stand-alone software engine implementing the data vault functionality and figuratively residing "behind" 

10 the foregoing front-end security system of the trust engine 110. According to this embodiment, the software engine 

serves the requested sensitive data after the software engine receives a signal indicating positive user authentication 

from the trust engine 110. 

In yet another embodiment, the data vault may be implemented by a third-party system. Similar to the 

software engine embodiment, the third-party system may advantageously serve the requested sensitive data after the 

15 third-party system receives a signal indicating positive user authentication from the trust engine 110. According to yet 

another embodiment, the data vault may be implemented on the user system 105. A user•side software engine may 

advantageously serve the foregoing data after receiving a signal indicating positive user authentication from the trust 

engine 110. 

Although the foregoing data vaults are disclosed with reference to alternative embodiments, a skilled artisan 

20 will recognize from the disclosure herein, a wide number of additional implementations thereof. For example, a 

particular data vault may include aspects from some or all of the foregoing embodiments. In addition, any of the 

foregoing data vaults may employ one or more authentication requests at varying times. For example, any of the data 

vaults may require authentication every one or more transactions, periodically, every one ore more sessions, every 

access to one or more Webpages or Websites, at one or more other specified intervals, or the like. 

25 FIGURE 11 illustrates a data flow of a signing process 1100 according to aspects of an embodiment of the 

invention. As shown in FIGURE 11, the signing process 1100 includes steps similar to those of the authentication 

process 1000 described in the foregoing with reference to FIGURE 10. According to one embodiment of the invention, 

the signing process 1100 first authenticates the user and then performs one or more of several digital signing 

functions as will be discussed in further detail below. According to another embodiment, the signing process 1100 

30 may advantageously store data related thereto, such as hashes of messages or documents, or the like. This data may 

advantageously be used in an audit or any other event, such as for example, when a participating party attempts to 

repudiate a transaction. 

As shown in FIGURE 11, during the authentication steps, the user and vendor may advantageously agree on a 

message, such as, for example, a contract. During signing, the signing process 1100 advantageously ensures that the 
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contract signed by the user is identical to the contract supplied by the vendor. Therefore, according to one 

embodiment, during authentication, the vendor and the user include a hash of their respective copies of the message or 

contract, in the data transmitted to the authentication engine 215. By employing only a hash of a message or 

contract, the trust engine 110 may advantageously store a significantly reduced amount of data, providing for a more 

5 efficient and cost effective cryptographic system. In addition, the stored hash may be advantageously compared to a 

hash of a document in question to determine whether the document in question matches one signed by any of the 

parties. The ability to determine whether the document is identical to one relating to a transaction provides for 

additional evidence that can be used against a claim for repudiation by a party to a transaction. 

In STEP 1103, the authentication engine 215 assembles the enrollment authentication data and compares it 

10 to the current authentication data provided by the user. When the comparator of the authentication engine 215 

indicates that the enrollment authentication data matches the current authentication data, the comparator of the 

authentication engine 215 also compares the hash of the message supplied by the vendor to the hash of the message 

supplied by the user. Thus, the authentication engine 215 advantageously ensures that the message agreed to by the 

user is identical to that agreed to by the vendor. 

15 In STEP 1105, the authentication engine 215 transmits a digital signature request to the cryptographic 

engine 220. According to one embodiment of the invention, the request includes a hash of the message or contract. 

However, a skill artisan will recognize from the disclosure herein that the cryptographic engine 220 may encrypt 

virtually any text to form the desired digital signature. Returning to STEP 1105, the digital signature request 

preferably comprises an XML document communicated through conventional SSL technologies. 

20 In STEP 1110, the authentication engine 215 transmits a request to each of the data storage 

facilities D1 through D4, such that each of the data storage facilities D1 through D4 transmit their respective portion 

of the cryptographic key or keys corresponding to a signing party. According to another embodiment, the 

cryptographic engine 220 employs some or all of the steps of the interoperability process 970 discussed in the 

foregoing, such that the cryptographic engine 220 first determines the appropriate key or keys to request from the 

25 depository 210 or the depositary system 700 for the signing party, and takes actions to provide appropriate matching 

keys. According to still another embodiment, the authentication engine 215 or the cryptographic engine 220 may 

advantageously request one or more of the keys associated with the signing party and stored in the depository 210 or 

depository system 700. 

According to one embodiment, the signing party includes one or both the user and the vendor. In such case, 

30 the authentication engine 215 advantageously requests the cryptographic keys corresponding to the user and/or the 

vendor. According to another embodiment, the signing party includes the trust engine 110. In this embodiment, the 

trust engine 110 is certifying that the authentication process 1000 properly authenticated the user, vendor, or both. 

Therefore, the authentication engine 215 requests the cryptographic key of the trust engine 110, such as, for example, 

the key belonging to the cryptographic engine 220, to perform the digital signature. According to another embodiment, 
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the trust engine 110 performs a digital notary-like function. In this embodiment, the signing party includes the user, 

vendor, or both, along with the trust engine 110. Thus, the trust engine 110 provides the digital signature of the user 

and/or vendor, and then indicates with its awn digital signature that the user and/or vendor were properly 

authenticated. In this embodiment, the authentication engine 215 may advantageously request assembly of the 

5 cryptographic keys corresponding to the user, the vendor, or both. According to another embodiment, the 

authentication engine 215 may advantageously request assembly of the cryptographic keys corresponding to the trust 

engine 110. 

According to another embodiment, the trust engine 110 performs power of attorney- like functions. For 

example, the trust engine 110 may digitally sign the message on behalf of a third party. In such case, the 

10 authentication engine 215 requests the cryptographic keys associated with the third party. According to this 

embodiment, the signing process 1100 may advantageously include authentication of the third party, before allowing 

power of attorney-like functions. In addition, the authentication process 1000 may include a check for third party 

constraints, such as, for example, business logic or the like dictating when and in what circumstances a particular 

third-party's signature may be used. 

15 Based on the foregoing, in STEP 1110, the authentication engine requested the cryptographic keys from the 

data storage facilities 01 through 04 corresponding to the signing party. In STEP 1115, the data storage facilities D1 

through D4 transmit their respective portions of the cryptographic key corresponding to the signing party to the 

cryptographic engine 220. According to one embodiment, the foregoing transmissions include SSL technologies. 

According to another embodiment, the foregoing transmissions may advantageously be super-encrypted with the public 

20 key of the cryptographic engine 220. 

In STEP 1120, the cryptographic engine 220 assembles the foregoing cryptographic keys of the signing party 

and encrypts the message therewith, thereby forming the digital signature(s). In STEP 1125 of the signing process 

1100, the cryptographic engine 220 transmits the digital signature(s) to the authentication engine 215. In STEP 

1130, the authentication engine 215 transmits the filled-in authentication request along with a copy of the hashed 

25 message and the digital signature(s) to the transaction engine 205. In STEP 1135, the transaction engine 205 

transmits a receipt comprising the transaction ID, an indication of whether the authentication was successful, and the 

digital signature(s), to the vendor. According to one embodiment, the foregoing transmission may advantageously 

include the digital signature of the trust engine 110. For example, the trust engine 110 may encrypt the hash of the 

receipt with its private key, thereby forming a digital signature to be attached to the transmission to the vendor. 

30 According to one embodiment, the transaction engine 205 also transmits a confirmation message to the user. 

Although the signing process 1100 is disclosed with reference to its preferred and alternative embodiments, 

the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a 

wide number of alternatives for the signing process 1100. For example, the vendor may be replaced with a user 

application, such as an email application. For example, the user may wish to digitally sign a particular email with his or 
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her digital signature. In such an embodiment, the transmission throughout the signing process 1100 may 

advantageously include only one copy of a hash of the message. Moreover, a skilled artisan will recognize from the 

disclosure herein that a wide number of client applications may request digital signatures. For example, the client 

applications may comprise word processors, spreadsheets, emails, voicemail, access to restricted system areas, or the 

5 like. 

In addition, a skilled artisan will recognize from the disclosure herein that STEPS 1105 through 1120 of the 

signing process 1100 may advantageously employ some or all of the steps of the interoperability process 970 of 

FIGURE 913, thereby providing interoperability between differing cryptographic systems that may, for example, need to 

process the digital signature under differing signature types. 

10 FIGURE 12 illustrates a data flow of an encryptionidecryption process 1200 according to aspects of an 

embodiment of the invention. As shown in FIGURE 12, the decryption process 1200 begins by authenticating the user 

using the authentication process 1000. According to one embodiment, the authentication process 1000 includes in the 

authentication request, a synchronous session key. For example, in conventional PKI technologies, it is understood by 

skilled artisans that encrypting or decrypting data using public and private keys is mathematically intensive and may 

15 require significant system resources. However, in symmetric key cryptographic systems, or systems where the sender 

and receiver of a message share a single common key that is used to encrypt and decrypt a message, the mathematical 

operations are significantly simpler and faster. Thus, in the conventional PKI technologies, the sender of a message 

will generate synchronous session key, and encrypt the message using the simpler, faster symmetric key system. 

Then, the sender will encrypt the session key with the public key of the receiver. The encrypted session key will be 

20 attached to the synchronously encrypted message and both data are sent to the receiver. The receiver uses his or her 

private key to decrypt the session key, and then uses the session key to decrypt the message. Based on the foregoing, 

the simpler and faster symmetric key system is used for the majority of the encryption/decryption processing. Thus, in 

the decryption process 1200, the decryption advantageously assumes that a synchronous key has been encrypted with 

the public key of the user. Thus, as mentioned in the foregoing, the encrypted session key is included in the 

25 authentication request. 

Returning to the decryption process 1200, after the user has been authenticated in STEP 1205, the 

authentication engine 215 forwards the encrypted session key to the cryptographic engine 220. In STEP 1210, the 

authentication engine 215 forwards a request to each of the data storage facilities, D1 through 04, requesting the 

cryptographic key data of the user. In STEP 1215, each data storage facility, D1 through D4, transmits their 

30 respective portion of the cryptographic key to the cryptographic engine 220. According to one embodiment, the 

foregoing transmission is encrypted with the public key of the cryptographic engine 220. 

In STEP 1220 of the decryption process 1200, the cryptographic engine 220 assembles the cryptographic 

key and decrypts the session key therewith. In STEP 1225, the cryptographic engine forwards the session key to the 

authentication engine 215. In STEP 1227, the authentication engine 215 fills in the authentication request including 
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the decrypted session key, and transmits the filled-in authentication request to the transaction engine 205. In STEP 

1230, the transaction engine 205 forwards the authentication request along with the session key to the requesting 

application or vendor. Then, according to one embodiment, the requesting application or vendor uses the session key 

to decrypt the encrypted message. 

5 Although the decryption process 1200 is disclosed with reference to its preferred and alternative 

embodiments, a skilled artisan will recognize from the disclosure herein, a wide number of alternatives for the 

decryption process 1200. For example, the decryption process 1200 may forego synchronous key encryption and rely 

on full public-key technology. In such an embodiment, the requesting application may transmit the entire message to 

the cryptographic engine 220, or, may employ some type of compression or reversible hash in order to transmit the 

10 message to the cryptographic engine 220. A skilled artisan will also recognize from the disclosure herein that the 

foregoing communications may advantageously include XML documents wrapped in SSL technology. 

The encryption/decryption process 1200 also provides for encryption of documents or other data. Thus, in 

STEP 1235, a requesting application or vendor may advantageously transmit to the transaction engine 205 of the 

trust engine 110, a request for the public key of the user. The requesting application or vendor makes this request 

15 because the requesting application or vendor uses the public key of the user, for example, to encrypt the session key 

that will be used to encrypt the document or message. As mentioned in the enrollment process 900, the transaction 

engine 205 stores a copy of the digital certificate of the user, for example, in the mass storage 225. Thus, in STEP 

1240 of the encryption process 1200, the transaction engine 205 requests the digital certificate of the user from the 

mass storage 225. In STEP 1245, the mass storage 225 transmits the digital certificate corresponding to the user, to 

20 the transaction engine 205. In STEP 1250, the transaction engine 205 transmits the digital certificate to the 

requesting application or vendor. According to one embodiment, the encryption portion of the encryption process 1200 

does not include the authentication of a user. This is because the requesting vendor needs only the public key of the 

user, and is not requesting any sensitive data. 

A skilled artisan will recognize from the disclosure herein that if a particular user does not have a digital 

25 certificate, the trust engine 110 may employ some or all of the enrollment process 900 in order to generate a digital 

certificate for that particular user. Then, the trust engine 110 may initiate the encryption/decryption process 1200 

and thereby provide the appropriate digital certificate. In addition, a skilled artisan will recognize from the disclosure 

herein that STEPS 1220 and 1235 through 1250 of the encryptionldecryption process 1200 may advantageously 

employ some or all of the steps of the interoperability process of FIGURE 96, thereby providing interoperability 

30 between differing cryptographic systems that may, for example, need to process the encryption. 

FIGURE 13 illustrates a simplified block diagram of a trust engine system 1300 according to aspects of yet 

another embodiment of the invention. As shown in FIGURE 13, the trust engine system 1300 comprises a plurality of 

distinct trust engines 1305, 1310, 1315, and 1320, respectively. To facilitate a more complete understanding of the 

invention, FIGURE 13 illustrates each trust engine, 1305, 1310, 1315, and 1320 as having a transaction engine, a 
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depository, and an authentication engine. However, a skilled artisan will recognize that each transaction engine may 

advantageously comprise some or all of the elements and communication channels disclosed with reference to 

FIGURES 1.8. For example, one embodiment may advantageously include trust engines having transaction engines, 

depositories, and cryptographic servers. 

5 According to one embodiment of the invention, each of the trust engines 1305, 1310, 1315 and 1320 are 

geographically separated, such that, for example, the trust engine 1305 may reside in a first location, the trust engine 

1310 may reside in a second location, the trust engine 1315 may reside in a third location, and the trust engine 1320 

may reside in a fourth location. The foregoing geographic separation advantageously decreases system response time 

while increasing the security of the overall trust engine system 1300. 

10 For example, when a user logs onto the cryptographic system 100, the user may be nearest the first location 

and may desire to be authenticated. As described with reference to FIGURE 10, to be authenticated, the user provides 

current authentication data, such as a biometric or the like, and the current authentication data is compared to that 

user's enrollment authentication data. Therefore, according to one example, the user advantageously provides current 

authentication data to the geographically nearest trust engine 1305. The transaction engine 1321 of the trust engine 

15 1305 then forwards the current authentication data to the authentication engine 1322 also residing at the first 

location. According to another embodiment, the transaction engine 1321 forwards the current authentication data to 

one or more of the authentication engines of the trust engines 1310, 1315, or 1320. 

The transaction engine 1321 also requests the assembly of the enrollment authentication data from the 

depositories of, for example, each of the trust engines, 1305 through 1320. According to this embodiment, each 

20 depository provides its portion of the enrollment authentication data to the authentication engine 1322 of the trust 

engine 1305. The authentication engine 1322 then employs the encrypted data portions from, for example, the first 

two depositories to respond, and assembles the enrollment authentication data into deciphered form. The 

authentication engine 1322 compares the enrollment authentication data with the current authentication data and 

returns an authentication result to the transaction engine 1321 of the trust engine 1305. 

25 Based on the above, the trust engine system 1300 employs the nearest one of a plurality of geographically 

separated trust engines, 1305 through 1320, to perform the authentication process. According to one embodiment of 

the invention, the routing of information to the nearest transaction engine may advantageously be performed at client-

side applets executing on one or more of the user system 105, vendor system 120, or certificate authority 115. 

According to an alternative embodiment, a more sophisticated decision process may be employed to select from the 

30 trust engines 1305 through 1320. For example, the decision may be based on the availability, operability, speed of 

connections, load, performance, geographic proximity, or a combination thereof, of a given trust engine. 

In this way, the trust engine system 1300 lowers its response time while maintaining the security 

advantages associated with geographically remote data storage facilities, such as those discussed with reference to 

FIGURE 7 where each data storage facility stores randomized portions of sensitive data. For example, a security 

-32-

EX1024, Page 520



WO 01/22651 PCT/US00/25816 

compromise at, for example, the depository 1325 of the trust engine 1315 does not necessarily compromise the 

sensitive data of the trust engine system 1300. This is because the depository 1325 contains only non-decipherable 

randomized data that, without more, is entirely useless. 

According to another embodiment, the trust engine system 1300 may advantageously include multiple 

5 cryptographic engines arranged similar to the authentication engines. The cryptographic engines may advantageously 

perform cryptographic functions such as those disclosed with reference to FIGURES 1.8. According to yet another 

embodiment, the trust engine system 1300 may advantageously replace the multiple authentication engines with 

multiple cryptographic engines, thereby performing cryptographic functions such as those disclosed with reference to 

FIGURES 1-8. According to yet another embodiment of the invention, the trust engine system 1300 may replace each 

10 multiple authentication engine with an engine having some or all of the functionality of the authentication engines, 

cryptographic engines, or both, as disclosed in the foregoing. 

Although the trust engine system 1300 is disclosed with reference to its preferred and alternative 

embodiments, a skilled artisan will recognize that the trust engine system 1300 may comprise portions of trust 

engines 1305 through 1320. For example, the trust engine system 1300 may include one or more transaction engines, 

15 one or more depositories, one or more authentication engines, or one or more cryptographic engines. 

FIGURE 14 illustrates a simplified block diagram of a trust engine system 1400 according to aspects of yet 

another embodiment of the invention. As shown in FIGURE 14, the trust engine system 1400 includes multiple trust 

engines 1405, 1410, 1415 and 1420. According to one embodiment, each of the trust engines 1405, 1410, 1415 and 

1420, comprise some or all of the elements of trust engine 110 disclosed with reference to FIGURES 1.8. According 

20 to this embodiment, when the client side applets of the user system 105, the vendor system 120, or the certificate 

authority 115, communicate with the trust engine system 1400, those communications are sent to the IP address of 

each of the trust engines 1405 through 1420. Further, each transaction engine of each of the trust engines, 1405, 

1410, 1415, and 1420, behaves similar to the transaction engine 1321 of the trust engine 1305 disclosed with 

reference to FIGURE 13. For example, during an authentication process, each transaction engine of each of the trust 

25 engines 1405, 1410, 1415, and 1420 transmits the current authentication data to their respective authentication 

engines and transmits a request to assemble the randomized data stored in each of the depositories of each of the 

trust engines 1405 through 1420. FIGURE 14 does not illustrate all of these communications, as such illustration 

would become overly complex. Continuing with the authentication process, each of the depositories then 

communicates its portion of the randomized data to each of the authentication engines of the each of the trust engines 

30 1405 through 1420. Each of the authentication engines of the each of the trust engines employs its comparator to 

determine whether the current authentication data matches the enrollment authentication data provided by the 

depositories of each of the trust engines 1405 through 1420. According to this embodiment, the result of the 

comparison by each of the authentication engines is then transmitted to a redundancy module of the other three trust 

engines. For example, the result of the authentication engine from the trust engine 1405 is transmitted to the 
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redundancy modules of the trust engines 1410, 1415, and 1420. Thus, the redundancy module of the trust engine 

1405 likewise receives the result of the authentication engines from the trust engines 1410, 1415, and 1420. 

FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14. The redundancy module 

comprises a comparator configured to receive the authentication result from three authentication engines and transmit 

5 that result to the transaction engine of the fourth trust engine. The comparator compares the authentication result 

form the three authentication engines, and if two of the results agree, the comparator concludes that the 

authentication result should match that of the two agreeing authentication engines. This result is then transmitted 

back to the transaction engine corresponding to the trust engine not associated with the three authentication engines. 

Based on the foregoing, the redundancy module determines an authentication result from data received from 

10 authentication engines that are preferably geographically remote from the trust engine of that the redundancy module. 

By providing such redundancy functionality, the trust engine system 1400 ensures that a compromise of the 

authentication engine of one of the trust engines 1405 through 1420, is insufficient to compromise the authentication 

result of the redundancy module of that particular trust engine. A skilled artisan will recognize that redundancy 

module functionality of the trust engine system 1400 may also be applied to the cryptographic engine of each of the 

15 trust engines 1405 through 1420. However, such cryptographic engine communication was not shown in FIGURE 14 

to avoid complexity. Moreover, a skilled artisan will recognize a wide number of alternative authentication result 

conflict resolution algorithms for the comparator of FIGURE 15. 

According to yet another embodiment of the invention, the trust engine system 1400 may advantageously 

employ the redundancy module during cryptographic comparison steps. For example, some or all of the foregoing 

20 redundancy module disclosure with reference to FIGURES 14 and 15 may advantageously be implemented during a 

hash comparison of documents provided by one or more parties during a particular transaction. 

Although the foregoing invention has been described in terms of certain preferred and alternative 

embodiments, other embodiments will be apparent to those of ordinary skill in the art from the disclosure herein. For 

example, the trust engine 110 may issue short-term certificates, where the private cryptographic key is released to the 

25 user for a predetermined period of time. For example, current certificate standards include a validity field that can be 

set to expire after a predetermined amount of time. Thus, the trust engine 110 may release a private key to a user 

where the private key would be valid for, for example, 24 hours. According to such an embodiment, the trust engine 

110 may advantageously issue a new cryptographic key pair to be associated with a particular user and then release 

the private key of the new cryptographic key pair. Then, once the private cryptographic key is released, the trust 

30 engine 110 immediately expires any internal valid use of such private key, as it is no longer securable by the trust 

engine 110. 

In addition, a skilled artisan will recognize that the cryptographic system 100 or the trust engine 110 may 

include the ability to recognize types of devices, such as a laptop, a cell phone, a network or the like. According to one 

embodiment, such recognition may come from data supplied in the request for a particular service, such as, a request 
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for authentication leading to access or use, a request for cryptographic functionality, or the like. According to one 

embodiment, the foregoing request may include a unique device identifier, such as, for example, a processor ID. 

Alternatively, the request may include data in a particular recognizable data format. For example, mobile and satellite 

phones often do not include the processing power for full X509.v3 heavy encryption certificates, and therefore do not 

5 request them. According to this embodiment, the trust engine 110 may recognize the type of data format presented, 

and respond only in kind. 

In an additional aspect of the system described above, context sensitive authentication can be provided using 

various techniques as will be described below. Context sensitive authentication, for example as shown in FIGURE 16, 

provides the possibility of evaluating not only the actual data which is sent by the user when attempting to 

10 authenticate himself, but also the circumstances surrounding the generation and delivery of that data. Such 

techniques may also support transaction specific trust arbitrage between the user and trust engine 110 or between 

the vendor and trust engine 110, as will he described below. 

As discussed above, authentication is the process of proving that a user is who he says he is. Generally, 

authentication requires demonstrating some fact to an authentication authority. The trust engine 110 of the present 

15 invention represents the authority to which a user must authenticate himself. The user must demonstrate to the trust 

engine 110 that he is who he says he is by either: knowing something that only the user should know (knowledge-

based authentication), having something that only the user should have (token-based authentication), or by being 

something that only the user should he (biometric-based authentication). 

Examples of knowledge-based authentication include without limitation a password, PIN number, or lock 

20 combination. Examples of token-based authentication include without limitation a house key, a physical credit card, a 

driver's license, or a particular phone number. Examples of biometric-based authentication include without limitation a 

fingerprint, a voice analysis, or a retinal scan. 

Each type of authentication has particular advantages and disadvantages, and each provides a different level 

of security. For example, it is generally harder to create a false fingerprint that matches someone else's than it is to 

25 overhear someone's password and repeat it. Each type of authentication also requires a different type of data to be 

known to the authenticating authority in order to verify someone using that form of authentication. 

As used herein, "authentication" will refer broadly to the overall process of verifying someone's identity to be 

who he says he is. An "authentication technique" will refer to a particular type of authentication based upon a 

particular piece of knowledge, physical taken, or biometric reading. "Authentication data" refers to information which 

30 is sent to or otherwise demonstrated to an authentication authority in order to establish identity. "Enrollment data" 

will refer to the data which is initially submitted to an authentication authority in order to establish a baseline for 

comparison with authentication data. An "authentication instance" will refer to the data associated with an attempt 

to authenticate by an authentication technique. 
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The internal protocols and communications involved in the process of authenticating a user is described with 

reference to FIGURE 10 above. The part of this process within which the context sensitive authentication takes place 

occurs within the comparison step shown as STEP 1045 of FIGURE 10. This step takes place within the 

authentication engine 215 and involves assembling the enrollment data 410 retrieved from the depository 210 and 

5 comparing the authentication data provided by the user to it. One particular embodiment of this process is shown in 

FIGURE 16 and described below. 

The current authentication data provided by the user and the enrollment data retrieved from the depository 

210 are received by the authentication engine 215 in STEP 1600 of FIGURE 16. Both of these sets of data may 

contain data which is related to separate techniques of authentication. The authentication engine 215 separates the 

10 authentication data associated with each individual authentication instance in STEP 1605. This is necessary so that 

the authentication data is compared with the appropriate subset of the enrollment data for the user (e.g. fingerprint 

authentication data should be compared with fingerprint enrollment data, rather than password enrollment data). 

Generally, authenticating a user involves one or more individual authentication instances, depending on which 

authentication techniques are available to the user. These methods are limited by the enrollment data which were 

15 provided by the user during his enrollment process (if the user did not provide a retinal scan when enrolling, he will not 

be able to authenticate himself using a retinal scan), as well as the means which may be currently available to the user 

(e.g. if the user does not have a fingerprint reader at his current location, fingerprint authentication will not be 

practical). In some cases, a single authentication instance may be sufficient to authenticate a user; however, in 

certain circumstances a combination of multiple authentication instances may be used in order to more confidently 

20 authenticate a user for a particular transaction. 

Each authentication instance consists of data related to a particular authentication technique (e.g. 

fingerprint, password, smart card, etc.) and the circumstances which surround the capture and delivery of the data for 

that particular technique. For example, a particular instance of attempting to authenticate via password will generate 

not only the data related to the password itself, but also circumstantial data, known as "metadata", related to that 

25 password attempt. This circumstantial data includes information such as: the time at which the particular 

authentication instance took place, the network address from which the authentication information was delivered, as 

well as any other information as is known to those of skill in the art which may be determined about the origin of the 

authentication data (the type of connection, the processor serial number, etc.). 

In many cases, only a small amount of circumstantial metadata will be available. For example, if the user is 

30 located on a network which uses proxies or network address translation or another technique which masks the 

address of the originating computer, only the address of the proxy or router may be determined. Similarly, in many 

cases information such as the processor serial number will not be available because of either limitations of the 

hardware or operating system being used, disabling of such features by the operator of the system, or other limitations 

of the connection between the user's system and the trust engine 110. 
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As shown in FIGURE 16, once the individual authentication instances represented within the authentication 

data are extracted and separated in STEP 1605, the authentication engine 215 evaluates each instance for its 

reliability in indicating that the user is who he claims to be. The reliability for a single authentication instance will 

generally be determined based on several factors. These may be grouped as factors relating to the reliability 

5 associated with the authentication technique, which are evaluated in STEP 1610, and factors relating to the reliability 

of the particular authentication data provided, which are evaluated in STEP 1615. The first group includes without 

limitation the inherent reliability of the authentication technique being used, and the reliability of the enrollment data 

being used with that method. The second group includes without limitation the degree of match between the 

enrollment data and the data provided with the authentication instance, and the metadata associated with that 

10 authentication instance. Each of these factors may vary independently of the others. 

The inherent reliability of an authentication technique is based on how hard it is for an imposter to provide 

someone else's correct data, as well as the overall error rates for the authentication technique. For passwords and 

knowledge based authentication methods, this reliability is often fairly low because there is nothing that prevents 

someone from revealing their password to another person and for that second person to use that password. Even a 

15 more complex knowledge based system may have only moderate reliability since knowledge may be transferred from 

person to person fairly easily. Token based authentication, such as having a proper smart card or using a particular 

terminal to perform the authentication, is similarly of low reliability used by itself, since there is no guarantee that the 

right person is in possession of the proper token. 

However, biametric techniques are mare inherently reliable because it is generally difficult to provide 

20 someone else with the ability to use your fingerprints in a convenient manner, even intentionally. Because subverting 

biametric authentication techniques is more difficult, the inherent reliability of biometric methods is generally higher 

than that of purely knowledge or token based authentication techniques. However, even biometric techniques may 

have some occasions in which a false acceptance or false rejection is generated. These occurrences may be reflected 

by differing reliabilities for different implementations of the same biometric technique. For example, a fingerprint 

25 matching system provided by one company may provide a higher reliability than one provided by a different company 

because one uses higher quality optics or a better scanning resolution or some other improvement which reduces the 

occurrence of false acceptances or false rejections. 

Note that this reliability may be expressed in different manners. The reliability is desirably expressed in some 

metric which can be used by the heuristics 530 and algorithms of the authentication engine 215 to calculate the 

30 confidence level of each authentication. One preferred mode of expressing these reliabilities is as a percentage or 

fraction. For instance, fingerprints might be assigned an inherent reliability of 97%, while passwords might only be 

assigned an inherent reliability of 50%. Those of skill in the art will recognize that these particular values are merely 

exemplary and may vary between specific implementations. 
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The second factor for which reliability must be assessed is the reliability of the enrollment. This is part of 

the "graded enrollment" process referred to above. This reliability factor reflects the reliability of the identification 

provided during the initial enrollment process. For instance, if the individual initially enrolls in a manner where they 

physically produce evidence of their identity to a notary or other public official, and enrollment data is recorded at that 

5 time and notarized, the data will be more reliable than data which is provided over a network during enrollment and 

only vouched for by a digital signature or other information which is not truly tied to the individual. 

Other enrollment techniques with varying levels of reliability include without limitation: enrollment at a 

physical office of the trust engine 110 operator; enrollment at a user's place of employment; enrollment at a post 

office or passport office; enrollment through an affiliated or trusted party to the trust engine 110 operator; anonymous 

10 or pseudonymous enrollment in which the enrolled identity is not yet identified with a particular real individual, as well 

as such other means as are known in the art. 

These factors reflect the trust between the trust engine 110 and the source of identification provided during 

the enrollment process. For instance, if enrollment is performed in association with an employer during the initial 

process of providing evidence of identity, this information may be considered extremely reliable for purposes within the 

15 company, but may be trusted to a lesser degree by a government agency, or by a competitor. Therefore, trust engines 

operated by each of these other organizations may assign different levels of reliability to this enrollment. 

Similarly, additional data which is submitted across a network, but which is authenticated by other trusted 

data provided during a previous enrollment with the same trust engine 110 may be considered as reliable as the original 

enrollment data was, even though the latter data were submitted across an open network. In such circumstances, a 

20 subsequent notarization will effectively increase the level of reliability associated with the original enrollment data. In 

this way for example, an anonymous or pseudonymous enrollment may then be raised to a full enrollment by 

demonstrating to some enrollment official the identity of the individual matching the enrolled data. 

The reliability factors discussed above are generally values which may be determined in advance of any 

particular authentication instance. This is because they are based upon the enrollment and the technique, rather than 

25 the actual authentication. In one embodiment, the step of generating reliability based upon these factors involves 

looking up previously determined values for this particular authentication technique and the enrollment data of the 

user. In a further aspect of an advantageous embodiment of the present invention, such reliabilities may be included 

with the enrollment data itself. In this way, these factors are automatically delivered to the authentication engine 215 

along with the enrollment data sent from the depository 210. 

30 While these factors may generally be determined in advance of any individual authentication instance, they 

still have an effect on each authentication instance which uses that particular technique of authentication for that 

user. Furthermore, although the values may change overtime (eg if the user re-enrolls in a more reliable fashion), they 

are not dependent on the authentication data itself. By contrast, the reliability factors associated with a single 
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specific instance's data may vary on each occasion. These factors, as discussed below, must be evaluated for each 

new authentication in order to generate reliability scores in STEP 1615. 

The reliability of the authentication data reflects the match between the data provided by the user in a 

particular authentication instance and the data provided during the authentication enrollment. This is the fundamental 

5 question of whether the authentication data matches the enrollment data for the individual the user is claiming to be. 

Normally, when the data do not match, the user is considered to not be successfully authenticated, and the 

authentication fails. The manner in which this is evaluated may change depending on the authentication technique 

used. The comparison of such data is performed by the comparator 515 function of the authentication engine 215 as 

shown in FIGURE 5. 

10 For instance, matches of passwords are generally evaluated in a binary fashion. In other words, a password 

is either a perfect match, or a failed match. It is usually not desirable to accept as even a partial match a password 

which is close to the correct password if it is not exactly correct. Therefore, when evaluating a password 

authentication, the reliability of the authentication returned by the comparator 515 is typically either 100% (correct) 

or 0% (wrong), with no possibility of intermediate values. 

15 Similar rules to those for passwords are generally applied to token based authentication methods, such as 

smart cards. This is because having a smart card which has a similar identifier or which is similar to the correct one, 

is still just as wrong as having any other incorrect taken. Therefore tokens tend also to be binary authenticators: a 

user either has the right token, or he doesn't. 

However, certain types of authentication data, such as questionnaires and biometrics, are generally not 

20 binary authenticators. For example, a fingerprint may match a reference fingerprint to varying degrees. To some 

extent, this may be due to variations in the quality of the data captured either during the initial enrollment or in 

subsequent authentications. (A fingerprint may be smudged or a person may have a still healing scar or burn on a 

particular finger.) In other instances the data may match less than perfectly because the information itself is 

somewhat variable and based upon pattern matching. (A voice analysis may seem close but not quite right because of 

25 background noise, or the acoustics of the environment in which the voice is recorded, or because the person has a 

cold.) Finally, in situations where large amounts of data are being compared, it may simply be the case that much of 

the data matches well, but some doesn't. (A ten-question questionnaire may have resulted in eight correct answers to 

personal questions, but two incorrect answers.) For any of these reasons, the match between the enrollment data and 

the data for a particular authentication instance may be desirably assigned a partial match value by the comparator 

30 515. In this way, the fingerprint might be said to be a 85% match, the voice print a 65% match, and the questionnaire 

an 80% match, for example. 

This measure (degree of match) produced by the comparator 515 is the factor representing the basic issue of 

whether an authentication is correct or not. However, as discussed above, this is only one of the factors which may 

be used in determining the reliability of a given authentication instance. Note also that even though a match to some 
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partial degree may be determined, that ultimately, it may be desirable to provide a binary result based upon a partial 

match. In an alternate mode of operation, it is also possible to treat partial matches as binary, i.e. either perfect 

(100%) or failed (0%) matches, based upon whether or not the degree of match passes a particular threshold level of 

match. Such a process may be used to provide a simple passlfail level of matching for systems which would otherwise 

5 produce partial matches. 

Another factor to be considered in evaluating the reliability of a given authentication instance concerns the 

circumstances under which the authentication data for this particular instance are provided. As discussed above, the 

circumstances refer to the metadata associated with a particular authentication instance. This may include without 

limitation such information as: the network address of the authenticator, to the extent that it can be determined; the 

10 time of the authentication; the mode of transmission of the authentication data (phone line, cellular, network, etc.); 

and the serial number of the system of the authenticator. 

These factors can be used to produce a profile of the type of authentication that is normally requested by the 

user. Then, this information can be used to assess reliability in at least two manners. One manner is to consider 

whether the user is requesting authentication in a manner which is consistent with the normal profile of authentication 

15 by this user. If the user normally makes authentication requests from one network address during business days 

(when she is at work) and from a different network address during evenings or weekends (when she is at home), an 

authentication which occurs from the home address during the business day is less reliable because it is outside the 

normal authentication profile. Similarly, if the user normally authenticates using a fingerprint biometric and in the 

evenings, an authentication which originates during the day using only a password is less reliable. 

20 An additional way in which the circumstantial metadata can be used to evaluate the reliability of an instance 

of authentication is to determine how much corroboration the circumstance provides that the authenticator is the 

individual he claims to be. For instance, if the authentication comes from a system with a serial number known to be 

associated with the user, this is a good circumstantial indicator that the user is who they claim to be. Conversely, if 

the authentication is coming from a network address which is known to be in Los Angeles when the user is known to 

25 reside in London, this is an indication that this authentication is less reliable based on its circumstances. 

It is also possible that a cookie or other electronic data may be placed upon the system being used by a user 

when they interact with a vendor system or with the trust engine 110. This data is written to the storage of the 

system of the user and may contain an identification which may be read by a Web browser or other software on the 

user system. If this data is allowed to reside an the user system between sessions (a "persistent cookie"), it may be 

30 sent with the authentication data as further evidence of the past use of this system during authentication of a 

particular user. In effect, the metadata of a given instance, particularly a persistent cookie, may form a sort of token 

based authenticator itself. 

Once the appropriate reliability factors based on the technique and data of the authentication instance are 

generated as described above in STEPS 1610 and 1615 respectively, they are used to produce an overall reliability for 
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the authentication instance provided in STEP 1620. One means of doing this is simply to express each reliability as a 

percentage and then to multiply them together. 

For example, suppose the authentication data is being sent in from a network address known to be the user's 

home computer completely in accordance with the user's past authentication profile ( 100%), and the technique being 

5 used is fingerprint identification (97%), and the initial finger print data was registered through the user's employer 

with the trust engine 110 (90%), and the match between the authentication data and the original fingerprint template 

in the enrollment data is very good (99%). The overall reliability of this authentication instance could then be 

calculated as the product of these reliabilities: 100% " 97% ` 90% ' 99% = 86.4% reliability. 

This calculated reliability represents the reliability of one single instance of authentication. The overall 

10 reliability of a single authentication instance may also be calculated using techniques which treat the different 

reliability factors differently, for example by using formulas where different weights are assigned to each reliability 

factor. Furthermore, those of skill in the art will recognize that the actual values used may represent values other than 

percentages and may use non-arithmetic systems. One embodiment may include a module used by an authentication 

requestor to set the weights for each factor and the algorithms used in establishing the overall reliability of the 

15 authentication instance. 

The authentication engine 215 may use the above techniques and variations thereof to determine the 

reliability of a single authentication instance, indicated as STEP 1620. However, it may be useful in many 

authentication situations for multiple authentication instances to be provided at the same time. For example, while 

attempting to authenticate himself using the system of the present invention, a user may provide a user identification, 

20 fingerprint authentication data, a smart card, and a password. In such a case, three independent authentication 

instances are being provided to the trust engine 110 for evaluation. Proceeding to STEP 1625, if the authentication 

engine 215 determines that the data provided by the user includes more than one authentication instance, then each 

instance in turn will be selected as shown in STEP 1630 and evaluated as described above in STEPS 1610, 1615 and 

1620. 

25 Note that many of the reliability factors discussed may vary from one of these instances to another. For 

instance, the inherent reliability of these techniques is likely to be different, as well as the degree of match provided 

between the authentication data and the enrollment data. Furthermore, the user may have provided enrollment data at 

different times and under different circumstances for each of these techniques, providing different enrollment 

reliabilities for each of these instances as well. Finally, even though the circumstances under which the data for each 

30 of these instances is being submitted is the same, the use of such techniques may each fit the profile of the user 

differently, and so may be assigned different circumstantial reliabilities. (For example, the user may normally use their 

password and fingerprint, but not their smart card.) 

As a result, the final reliability for each of these authentication instances may be different from one another. 

However, by using multiple instances together, the overall confidence level for the authentication will tend to increase. 
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Once the authentication engine has performed STEPS 1610 through 1620 for all of the authentication 

instances provided in the authentication data, the reliability of each instance is used in STEP 1635 to evaluate the 

overall authentication confidence level. This process of combining the individual authentication instance reliabilities 

into the authentication confidence level may be modeled by various methods relating the individual reliabilities 

5 produced, and may also address the particular interaction between some of these authentication techniques. (For 

example, multiple knowledge-based systems such as passwords may produce less confidence than a single password 

and even a fairly weak biometric, such as a basic voice analysis.) 

One means in which the authentication engine 215 may combine the reliabilities of multiple concurrent 

authentication instances to generate a final confidence level is to multiply the unreliability of each instance to arrive at 

10 a total unreliability. The unreliability is generally the complementary percentage of the reliability. For example, a 

technique which is 84% reliable is 16% unreliable. The three authentication instances described above (fingerprint, 

smart card, password) which produce reliabilities of 86%, 75%, and 72% would have corresponding unreliabilities of 

(100 - 86)%, ( 100.75)% and ( 100. 721%, or 14%, 25%, and 28%, respectively. By multiplying these unreliabilities, 

we get a cumulative unreliability of 14% * 25% * 28% = .98% unreliability, which corresponds to a reliability of 

15 99.029'x. 

In an additional mode of operation, additional factors and heuristics 530 may be applied within the 

authentication engine 215 to account for the interdependence of various authentication techniques. For example, if 

someone has unauthorized access to a particular home computer, they probably have access to the phone line at that 

address as well. Therefore, authenticating based on an originating phone number as well as upon the serial number of 

20 the authenticating system does not add much to the overall confidence in the authentication. However, knowledge 

based authentication is largely independent of token based authentication (i.e. if someone steals your cellular phone or 

keys, they are no more likely to know your PIN or password than if they hadn't). 

Furthermore, different vendors or other authentication requestors may wish to weigh different aspects of the 

authentication differently. This may include the use of separate weighing factors or algorithms used in calculating the 

25 reliability of individual instances as well as the use of different means to evaluate authentication events with multiple 

instances. 

For instance, vendors for certain types of transactions, for instance corporate email systems, may desire to 

authenticate primarily based upon heuristics and other circumstantial data by default. Therefore, they may apply high 

weights to factors related to the metadata and other profile related information associated with the circumstances 

30 surrounding authentication events. This arrangement could be used to ease the burden on users during normal 

operating hours, by not requiring more from the user than that he be logged on to the correct machine during business 

hours. However, another vendor may weigh authentications coming from a particular technique most heavily, for 

instance fingerprint matching, because of a policy decision that such a technique is most suited to authentication for 

the particular vendor's purposes. 
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Such varying weights may be defined by the authentication requestor in generating the authentication 

request and sent to the trust engine 110 with the authentication request in one mode of operation. Such options could 

also be set as preferences during an initial enrollment process for the authentication requestor and stored within the 

authentication engine in another mode of operation. 

5 Once the authentication engine 215 produces an authentication confidence level for the authentication data 

provided, this confidence level is used to complete the authentication request in STEP 1640, and this information is 

forwarded from the authentication engine 215 to the transaction engine 205 for inclusion in a message to the 

authentication requestor. 

The process described above is merely exemplary, and those of skill in the art will recognize that the steps 

10 need not be performed in the order shown. Furthermore, certain steps, such as the evaluation of the reliability of each 

authentication instance provided, may be carried out in parallel with one another if circumstances permit. 

In a further aspect of this invention, a method is provided to accommodate conditions when the 

authentication confidence level produced by the process described above fails to meet the required trust level of the 

vendor or other party requiring the authentication. In circumstances such as these where a gap exists between the 

15 level of confidence provided and the level of trust desired, the operator of the trust engine 110 is in a position to 

provide opportunities for one or both parties to provide alternate data or requirements in order to close this trust gap. 

This process will be referred to as "trust arbitrage" herein. 

Trust arbitrage may take place within a framework of cryptographic authentication as described above with 

reference to FIGURES 10 and 11. As shown therein, a vendor or other party will request authentication of a particular 

20 user in association with a particular transaction. In one circumstance, the vendor simply requests an authentication, 

either positive or negative, and after receiving appropriate data from the user, the trust engine 110 will provide such a 

binary authentication. In circumstances such as these, the degree of confidence required in order to secure a positive 

authentication is determined based upon preferences set within the trust engine 110. 

However, it is also possible that the vendor may request a particular level of trust in order to complete a 

25 particular transaction. This required level may be included with the authentication request (e.g. authenticate this user 

to 96% confidence) or may be determined by the trust engine 110 based on other factors associated with the 

transaction (i.e. authenticate this user as appropriate for this transaction). One such factor might be the economic 

value of the transaction. For transactions which have greater economic value, a higher degree of trust may be 

required. Similarly, for transactions with high degrees of risk a high degree of trust may be required. Conversely, for 

30 transactions which are either of low risk or of low value, lower trust levels may be required by the vendor or other 

authentication requestor. 

The process of trust arbitrage occurs between the steps of the trust engine 110 receiving the authentication 

data in STEP 1050 of FIGURE 10 and the return of an authentication result to the vendor in STEP 1055 of FIGURE 10. 

Between these steps, the process which leads to the evaluation of trust levels and the potential trust arbitrage occurs 
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as shown in FIGURE 17. In circumstances where simple binary authentication is performed, the process shown in 

FIGURE 17 reduces to having the transaction engine 205 directly compare the authentication data provided with the 

enrollment data for the identified user as discussed above with reference to FIGURE 10, flagging any difference as a 

negative authentication. 

5 As shown in FIGURE 17, the first step after receiving the data in STEP 1050 is for the transaction engine 

205 to determine the trust level which is required for a positive authentication for this particular transaction in STEP 

1710. This step may be performed by one of several different methods. The required trust level may be specified to 

the trust engine 110 by the authentication requestor at the time when the authentication request is made. The 

authentication requestor may also set a preference in advance which is stored within the depository 210 or other 

10 storage which is accessible by the transaction engine 205. This preference may then be read and used each time an 

authentication request is made by this authentication requestor. The preference may also be associated with a 

particular user as a security measure such that a particular level of trust is always required in order to authenticate 

that user, the user preference being stored in the depository 210 or other storage media accessible by the transaction 

engine 205. The required level may also be derived by the transaction engine 205 or authentication engine 215 based 

15 upon information provided in the authentication request, such as the value and risk level of the transaction to be 

authenticated. 

In one mode of operation, a policy management module or other software which is used when generating the 

authentication request is used to specify the required degree of trust for the authentication of the transaction. This 

may be used to provide a series of rules to follow when assigning the required level of trust based upon the policies 

20 which are specified within the policy management module. One advantageous mode of operation is for such a module 

to be incorporated with the web server of a vendor in order to appropriately determine required level of trust for 

transactions initiated with the vendor's web server. In this way, transaction requests from users may be assigned a 

required trust level in accordance with the policies of the vendor and such information may be forwarded to the trust 

engine 110 along with the authentication request. 

25 This required trust level correlates with the degree of certainty that the vendor wants to have that the 

individual authenticating is in fact who he identifies himself as. For example, if the transaction is one where the 

vendor wants a fair degree of certainty because goods are changing hands, the vendor may require a trust level of 

85%. For situation where the vendor is merely authenticating the user to allow him to view members only content or 

exercise privileges on a chat room, the downside risk may be small enough that the vendor requires only a 60% trust 

30 level. However, to enter into a production contract with a value of tens of thousands of dollars, the vendor may 

require a trust level of 99% or more. 

This required trust level represents a metric to which the user must authenticate himself in order to complete 

the transaction. If the required trust level is 85% for example, the user must provide authentication to the trust engine 

110 sufficient for the trust engine 110 to say with 85% confidence that the user is who they say they are. It is the 
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balance between this required trust level and the authentication confidence level which produces either a positive 

authentication (to the satisfaction of the vendor) or a possibility of trust arbitrage. 

As shown in FIGURE 17, after the transaction engine 205 receives the required trust level, it compares in 

STEP 1720 the required trust level to the authentication confidence level which the authentication engine 215 

5 calculated for the current authentication (as discussed with reference to FIGURE 16). If the authentication confidence 

level is higher than the required trust level for the transaction in STEP 1730, then the process moves to STEP 1740 

where a positive authentication for this transaction is produced by the transaction engine 205. A message to this 

effect will then be inserted into the authentication results and returned to the vendor by the transaction engine 205 as 

shown in STEP 1055 (see FIGURE 10). 

10 However, if the authentication confidence level does not fulfill the required trust level in STEP 1730, then a 

confidence gap exists for the current authentication, and trust arbitrage is conducted in STEP 1750. Trust arbitrage is 

described more completely with reference to FIGURE 18 below. This process as described below takes place within 

the transaction engine 205 of the trust engine 110. Because no authentication or other cryptographic operations are 

needed to execute trust arbitrage (other than those required for the SSL communication between the transaction 

15 engine 205 and other components), the process may he performed outside the authentication engine 215. However, as 

will be discussed below, any reevaluation of authentication data or other cryptographic or authentication events will 

require the transaction engine 205 to resubmit the appropriate data to the authentication engine 215. Those of skill in 

the art will recognize that the trust arbitrage process could alternately be structured to take place partially or entirely 

within the authentication engine 215 itself. 

20 As mentioned above, trust arbitrage is a process where the trust engine 110 mediates a negotiation between 

the vendor and user in an attempt to secure a positive authentication where appropriate. As shown in STEP 1805, the 

transaction engine 205 first determines whether or not the current situation is appropriate for trust arbitrage. This 

may be determined based upon the circumstances of the authentication, e.g. whether this authentication has already 

been through multiple cycles of arbitrage, as well as upon the preferences of either the vendor or user, as will be 

25 discussed further below. 

In such circumstances where arbitrage is not possible, the process proceeds to STEP 1810 where the 

transaction engine 205 generates a negative authentication and then inserts it into the authentication results which 

are sent to the vendor in STEP 1055 (see FIGURE 10). One limit which may be advantageously used to prevent 

authentications from pending indefinitely is to set a time-out period from the initial authentication request. In this 

30 way, any transaction which is not positively authenticated within the time limit is denied further arbitrage and 

negatively authenticated. Those of skill in the art will recognize that such a time limit may vary depending upon the 

circumstances of the transaction and the desires of the user and vendor. Limitations may also be placed upon the 

number of attempts that may be made at providing a successful authentication. Such limitations may be handled by 

an attempt limiter 535 as shown in FIGURE 5. 
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If arbitrage is not prohibited in STEP 1805, the transaction engine 205 will then engage in negotiation with 

one or both of the transacting parties. The transaction engine 205 may send a message to the user requesting some 

form of additional authentication in order to boost the authentication confidence level produced as shown in STEP 

1820. In the simplest form, this may simply indicates that authentication was insufficient. A request to produce one 

5 or more additional authentication instances to improve the overall confidence level of the authentication may also be 

sent. 

If the user provides some additional authentication instances in STEP 1825, then the transaction engine 205 

adds these authentication instances to the authentication data for the transaction and forwards it to the 

authentication engine 215 as shown in STEP 1015 (see FIGURE 10), and the authentication is reevaluated based upon 

10 both the pre-existing authentication instances for this transaction and the newly provided authentication instances. 

An additional type of authentication may be a request from the trust engine 110 to make some form of 

person-to-person contact between the trust engine 110 operator (or a trusted associate) and the user, for example, by 

phone call. This phone call or other non-computer authentication can be used to provide personal contact with the 

individual and also to conduct some form of questionnaire based authentication. This also may give the opportunity to 

15 verify an originating telephone number and potentially a voice analysis of the user when he calls in. Even if no 

additional authentication data can be provided, the additional context associated with the user's phone number may 

improve the reliability of the authentication context. Any revised data or circumstances based upon this phone call are 

fed into the trust engine 110 for use in consideration of the authentication request. 

Additionally, in STEP 1820 the trust engine 110 may provide an opportunity for the user to purchase 

20 insurance, effectively buying a more confident authentication. The operator of the trust engine 110 may, at times, 

only want to make such an option available if the confidence level of the authentication is above a certain threshold to 

begin with. In effect, this user side insurance is a way for the trust engine 110 to vouch for the user when the 

authentication meets the normal required trust level of the trust engine 110 for authentication, but does not meet the 

required trust level of the vendor for this transaction. In this way, the user may still successfully authenticate to a 

25 very high level as may be required by the vendor, even though he only has authentication instances which produce 

confidence sufficient for the trust engine 110. 

This function of the trust engine 110 allows the trust engine 110 to vouch for someone who is authenticated 

to the satisfaction of the trust engine 110, but not of the vendor. This is analogous to the function performed by a 

notary in adding his signature to a document in order to indicate to someone reading the document at a later time that 

30 the person whose signature appears on the document is in fact the person who signed it. The signature of the notary 

testifies to the act of signing by the user. In the same way, the trust engine is providing an indication that the person 

transacting is who they say they are. 

However, because the trust engine 110 is artificially boosting the level of confidence provided by the user, 

there is a greater risk to the trust engine 110 operator, since the user is not actually meeting the required trust level of 
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the vendor. The cost of the insurance is designed to offset the risk of a false positive authentication to the trust 

engine 110 (who may be effectively notarizing the authentications of the user). The user pays the trust engine 110 

operator to take the risk of authenticating to a higher level of confidence than has actually been provided. 

Because such an insurance system allows someone to effectively buy a higher confidence rating from the 

5 trust engine 110, both vendors and users may wish to prevent the use of user side insurance in certain transactions. 

Vendors may wish to limit positive authentications to circumstances where they know that actual authentication data 

supports the degree of confidence which they require and so may indicate to the trust engine 110 that user side 

insurance is not to be allowed. Similarly, to protect his online identity, a user may wish to prevent the use of user side 

insurance on his account, or may wish to limit its use to situations where the authentication confidence level without 

10 the insurance is higher than a certain limit. This may be used as a security measure to prevent someone from 

overhearing a password or stealing a smart card and using them to falsely authenticate to a low level of confidence, 

and then purchasing insurance to produce a very high level of (false) confidence. These factors may be evaluated in 

determining whether user side insurance is allowed. 

If user purchases insurance in STEP 1840, then the authentication confidence level is adjusted based upon 

15 the insurance purchased in STEP 1845, and the authentication confidence level and required trust level are again 

compared in STEP 1730 (see FIGURE 17). The process continues from there, and may lead to either a positive 

authentication in STEP 1740 (see FIGURE 17), or back into the trust arbitrage process in STEP 1750 for either further 

arbitrage (if allowed) or a negative authentication in STEP 1810 if further arbitrage is prohibited. 

In addition to sending a message to the user in STEP 1820, the transaction engine 205 may also send a 

20 message to the vendor in STEP 1830 which indicates that a pending authentication is currently below the required 

trust level. The message may also offer various options on how to proceed to the vendor. One of these options is to 

simply inform the vendor of what the current authentication confidence level is and ask if the vendor wishes to 

maintain their current unfulfilled required trust level. This may be beneficial because in some cases, the vendor may 

have independent means for authenticating the transaction or may have been using a default set of requirements which 

25 generally result in a higher required level being initially specified than is actually needed for the particular transaction 

at hand. 

For instance, it may be standard practice that all incoming purchase order transactions with the vendor are 

expected to meet a 98% trust level. However, if an order was recently discussed by phone between the vendor and a 

long-standing customer, and immediately thereafter the transaction is authenticated, but only to a 93% confidence 

30 level, the vendor may wish to simply lower the acceptance threshold for this transaction, because the phone call 

effectively provides additional authentication to the vendor. In certain circumstances, the vendor may be willing to 

lower their required trust level, but not all the way to the level of the current authentication confidence. For instance, 

the vendor in the above example might consider that the phone call prior to the order might merit a 4% reduction in the 

degree of trust needed; however, this is still greater than the 93% confidence produced by the user. 
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If the vendor does adjust their required trust level in STEP 1835, then the authentication confidence level 

produced by the authentication and the required trust level are compared in STEP 1730 (see FIGURE 17). If the 

confidence level now exceeds the required trust level, a positive authentication may be generated in the transaction 

engine 205 in STEP 1740 (see FIGURE 17). If not, further arbitrage may be attempted as discussed above if it is 

5 permitted. 

In addition to requesting an adjustment to the required trust level, the transaction engine 205 may also offer 

vendor side insurance to the vendor requesting the authentication. This insurance serves a similar purpose to that 

described above for the user side insurance. Here, however, rather than the cost corresponding to the risk being taken 

by the trust engine 110 in authenticating above the actual authentication confidence level produced, the cost of the 

10 insurance corresponds to the risk being taken by the vendor in accepting a lower trust level in the authentication. 

Instead of just lowering their actual required trust level, the vendor has the option of purchasing insurance to 

protect itself from the additional risk associated with a lower level of trust in the authentication of the user. As 

described above, it may be advantageous for the vendor to only consider purchasing such insurance to cover the trust 

gap in conditions where the existing authentication is already above a certain threshold. 

15 The availability of such vendor side insurance allows the vendor the option to either: lower his trust 

requirement directly at no additional cost to himself, bearing the risk of a false authentication himself (based on the 

lower trust level required); or, buying insurance for the trust gap between the authentication confidence level and his 

requirement, with the trust engine 110 operator bearing the risk of the lower confidence level which has been 

provided. By purchasing the insurance, the vendor effectively keeps his high trust level requirement, because the risk 

20 of a false authentication is shifted to the trust engine 110 operator. 

If the vendor purchases insurance in STEP 1840, the authentication confidence level and required trust levels 

are compared in STEP 1730 (see FIGURE 17), and the process continues as described above. 

Note that it is also possible that both the user and the vendor respond to messages from the trust engine 

110. Those of skill in the art will recognize that there are multiple ways in which such situations can be handled. One 

25 advantageous mode of handling the possibility of multiple responses is simply to treat the responses in a first-come, 

first-served manner. For example, if the vendor responds with a lowered required trust level and immediately 

thereafter the user also purchases insurance to raise his authentication level, the authentication is first reevaluated 

based upon the lowered trust requirement from the vendor. If the authentication is now positive, the user's insurance 

purchase is ignored. In another advantageous mode of operation, the user might only be charged for the level of 

30 insurance required to meet the new, lowered trust requirement of the vendor (if a trust gap remained even with the 

lowered vendor trust requirement). 

If no response from either party is received during the trust arbitrage process at STEP 1850 within the time 

limit set for the authentication, the arbitrage is reevaluated in STEP 1805. This effectively begins the arbitrage 

process again. If the time limit was final or other circumstances prevent further arbitrage in STEP 1805, a negative 
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authentication is generated by the transaction engine 205 in STEP 1810 and returned to the vendor in STEP 1055 (see 

FIGURE 10). If not, new messages may be sent to the user and vendor, and the process may be repeated as desired. 

Note that for certain types of transactions, for instance, digitally signing documents which are not part of a 

transaction, there may not necessarily be a vendor or other third party; therefore the transaction is primarily between 

5 the user and the trust engine 110. In circumstances such as these, the trust engine 110 will have its own required 

trust level which must be satisfied in order to generate a positive authentication. However, in such circumstances, it 

will often not he desirable for the trust engine 110 to offer insurance to the user in order for him to raise the 

confidence of his own signature. 

The process described above and shown in FIGURES 16 - 18 may be carried out using various 

10 communications modes as described above with reference to the trust engine 110. For instance, the messages may be 

web•based and sent using SSL connections between the trust engine 110 and applets downloaded in real time to 

browsers running on the user or vendor systems. In an alternate mode of operation, certain dedicated applications may 

be in use by the user and vendor which facilitate such arbitrage and insurance transactions. In another alternate mode 

of operation, secure email operations may be used to mediate the arbitrage described above, thereby allowing deferred 

15 evaluations and hatch processing of authentications. Those of skill in the art will recognize that different 

communications modes may be used as are appropriate for the circumstances and authentication requirements of the 

vendor. 

The following description with reference to FIGURE 19 describes a sample transaction which integrates the 

various aspects of the present invention as described above. This example illustrates the overall process between a 

20 user and a vendor as mediates by the trust engine 110. Although the various steps and components as described in 

detail above may be used to carry out the following transaction, the process illustrated focuses on the interaction 

between the trust engine 110, user and vendor. 

The transaction begins when the user, while viewing web pages online, fills out an order form on the web 

site of the vendor in STEP 1900. The user wishes to submit this order form to the vendor, signed with his digital 

25 signature. In order to do this, the user submits the order form with his request for a signature to the trust engine 110 

in STEP 1905. The user will also provide authentication data which will be used as described above to authenticate 

his identity. 

In STEP 1910 the authentication data is compared to the enrollment data by the trust engine 110 as 

discussed above, and if a positive authentication is produced, the hash of the order form, signed with the private key 

30 of the user, is forwarded to the vendor along with the order form itself. 

The vendor receives the signed form in STEP 1915, and then the vendor will generate an invoice or other 

contract related to the purchase to be made in STEP 1920. This contract is sent back to the user with a request for a 

signature in STEP 1925. The vendor also sends an authentication request for this contract transaction to the trust 

engine 110 in STEP 1930 including a hash of the contract which will be signed by both parties. To allow the contract 
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to be digitally signed by both parties, the vendor also includes authentication data for itself so that the vendor's 

signature upon the contract can later be verified if necessary. 

As discussed above, the trust engine 110 then verifies the authentication data provided by the vendor to 

confirm the vendor's identity, and if the data produces a positive authentication in STEP 1935, continues with STEP 

5 1955 when the data is received from the user. If the vendor's authentication data does not match the enrollment data 

of the vendor to the desired degree, a message is returned to the vendor requesting further authentication. Trust 

arbitrage may be performed here if necessary, as described above, in order for the vendor to successfully authenticate 

itself to the trust engine 110. 

When the user receives the contract in STEP 1940, he reviews it, generates authentication data to sign it if 

10 it is acceptable in STEP 1945, and then sends a hash of the contract and his authentication data to the trust engine 

110 in STEP 1950. The trust engine 110 verifies the authentication data in STEP 1955 and if the authentication is 

good, proceeds to process the contract as described below. As discussed above with reference to FIGURES 17 and 

18, trust arbitrage may be performed as appropriate to close any trust gap which exists between the authentication 

confidence level and the required authentication level for the transaction. 

15 The trust engine 110 signs the hash of the contract with the user's private key, and sends this signed hash 

to the vendor in STEP 1960, signing the complete message on its own behalf, i.e, including a hash of the complete 

message (including the user's signature) encrypted with the private key 510 of the trust engine 110. This message is 

received by the vendor in STEP 1965. The message represents a signed contract (hash of contract encrypted using 

user's private key) and a receipt from the trust engine 110 (the hash of the message including the signed contract, 

20 encrypted using the trust engine 11 O's private key). 

The trust engine 110 similarly prepares a hash of the contract with the vendor's private key in STEP 1970, 

and forwards this to the user, signed by the trust engine 110. In this way, the user also receives a copy of the 

contract, signed by the vendor, as well as a receipt, signed by the trust engine 110, for delivery of the signed contract 

in STEP 1975. 

25 In addition to the foregoing, an additional aspect of the invention provides a cryptographic Service Provider 

Module (SPM) which may be available to a client side application as a means to access functions provided by the trust 

engine 110 described above. One advantageous way to provide such a service is for the cryptographic SPM is to 

mediate communications between a third party Application Programming Interface (API) and a trust engine 110 which 

is accessible via a network or other remote connection. A sample cryptographic SPM is described below with 

30 reference to FIGURE 20. 

For example, on a typical system, a number of API's are available to programmers. Each API provides a set 

of function calls which may be made by an application 2000 running upon the system. Examples of API's which 

provide programming interfaces suitable for cryptographic functions, authentication functions, and other security 

function include the Cryptographic API (CAPI) 2010 provided by Microsoft with its Windows operating systems, and 
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the Common Data Security Architecture (CDSA), sponsored by IBM, Intel and other members of the Open Group. CAPI 

will be used as an exemplary security API in the discussion that follows. However, the cryptographic SPM described 

could be used with COSA or other security API's as are known in the art. 

This API is used by a user system 105 or vendor system 120 when a call is made for a cryptographic 

5 function. Included among these functions may be requests associated with performing various cryptographic 

operations, such as encrypting a document with a particular key, signing a document, requesting a digital certificate, 

verifying a signature upon a signed document, and such other cryptographic functions as are described above or known 

to those of skill in the art. 

Such cryptographic functions are normally performed locally to the system upon which CAPI 2010 is located. 

10 This is because generally the functions called require the use of either resources of the local user system 105, such as 

a fingerprint reader, or software functions which are programmed using libraries which are executed on the local 

machine. Access to these local resources is normally provided by one or more Service Provider Modules (SPM's) 2015, 

2020 as referred to above which provide resources with which the cryptographic functions are carried out. Such 

SPM's may include software libraries 2015 to perform encrypting or decrypting operations, or drivers and applications 

15 2020 which are capable of accessing specialized hardware 2025, such as biometric scanning devices. In much the 

way that CAPI 2010 provides functions which may be used by an application 2000 of the system 105, the SPM's 

2015, 2020 provide CAPI with access to the lower level functions and resources associated with the available 

services upon the system. 

In accordance with the invention, it is possible to provide a cryptographic SPM 2030 which is capable of 

20 accessing the cryptographic functions provided by the trust engine 110 and making these functions available to an 

application 2000 through CAN 2010. Unlike embodiments where CAN 2010 is only able to access resources which 

are locally available through SPM's 2015, 2020, a cryptographic SPM 2030 as described herein would be able to 

submit requests for cryptographic operations to a remotely-located, network•accessible trust engine 110 in order to 

perform the operations desired. 

25 For instance, if an application 2000 has a need for a cryptographic operation, such as signing a document, 

the application 2000 makes a function call to the appropriate CAPI 2010 function. CAPI 2010 in turn will execute this 

function, making use of the resources which are made available to it by the SPM's 2015, 2020 and the cryptographic 

SPM 2030. In the case of a digital signature function, the cryptographic SPM 2030 will generate an appropriate 

request which will be sent to the trust engine 110 across the communication link 125. 

30 The operations which occur between the cryptographic SPM 2030 and the trust engine 110 are the same 

operations that would be possible between any other system and the trust engine 110. However, these functions are 

effectively made available to a user system 105 through CAPI 2010 such that they appear to be locally available upon 

the user system 105 itself. However, unlike ordinary SPM's 2015, 2020, the functions are being carried out on the 
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remote trust engine 110 and the results relayed to the cryptographic SPM 2030 in response to appropriate requests 

across the communication link 125. 

This cryptographic SPM 2030 makes a number of operations available to the user system 105 or a vendor 

system 120 which might not otherwise he available. These functions include without limitation: encryption and 

5 decryption of documents; issuance of digital certificates; digital signing of documents; verification of digital signatures; 

and such other operations as will be apparent to those of skill in the art. 

Additionally, other combinations, admissions, substitutions and modifications will be apparent to the skilled 

artisan in view of the disclosure herein. Accordingly, the present invention is not intended to be limited by the reaction 

of the preferred embodiments but is to be defined by a reference to the appended claims. 
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WHAT IS CLAIMED IS: 

1. A method of performing remote requests for cryptographic functions on a secure server, the 

method comprising: 

5 

associating a user from multiple users with one or more keys from a plurality of private 

cryptographic keys stored on a secure server; 

receiving a request for one or more cryptographic functions from an application executing on a 

remote computing device; 

accessing the one or more keys; and 

performing one or more cryptographic functions corresponding to the request using the one or more 

10 keys. 

2. The method of Claim 1, further comprising transmitting a response to the application. 

3. The method of Claim 1, wherein the request includes data, and wherein the method further 

comprises recognizing from the data in the request which of the one or more cryptographic functions are to be 

performed. 

15 4. The method of Claim 1, wherein the remote computing device comprises a vendor system. 

5. The method of Claim 4, wherein the request is generated when a vendor and a user engage in a 

transaction. 

6. The method of Claim 5, wherein the request includes a vendor identifier. 

7. The method of Claim 5, wherein the request includes a user identifier. 

20 8. The method of Claim 5, wherein the request includes a transaction identifier. 

9. The method of Claim 4, wherein the application comprises a vendor-side application program 

interface. 

10. The method of Claim 1, wherein the remote computing device comprises a user system accessed by 

a user. 

25 11. The method of Claim 10, wherein the application comprises a user-side application program 

interface. 

12. The method of Claim 1, wherein the cryptographic functions include one of digital signing, 

encryption, decryption, hash creation, key generation, and key destruction. 

13. The method of Claim 1, wherein the cryptographic functions comprise converting from one 

30 cryptographic algorithm to another. 

14. The method of Claim 13, wherein the algorithm conversion is transparent to the users. 

15. The method of Claim 1, wherein the step of accessing the one or more keys further comprises: 

selecting a type of certificate matching data provided in the request; and 

determining whether the user owns a certificate matching the type; 
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when the user owns the certificate, accessing the one or more keys from the plurality of private 

cryptographic keys corresponding to the certificate; 

wherein the step of performing one or more cryptographic functions using the one or more keys 

includes using the one or more keys corresponding to the certificate. 

5 16. The method of Claim 15, wherein the one or more keys corresponding to the certificate include at 

least one private key. 

17. The method of Claim 15, further comprising: 

when the user does not own the certificate, determining whether the user owns a cross-certified 

certificate cross-certified with the certificate; and 

10 when the user owns the cross-certified certificate, accessing the one or more keys from the 

plurality of private cryptographic keys corresponding to the cross-certified certificate. 

18. The method of Claim 17, further comprising: 

when the user does not own the cross-certified certificate, determining a certificate authority that 

issues one of the certificate or a cross-certified certificate; 

15 determining whether user authentication data meets requirements set by the certificate authority; 

and 

when the user authentication data meets the requirements, enrolling the user with the certificate 

authority, thereby acquiring the one of the certificate or a cross-certified certificate. 

19. The method of Claim 18, further comprising using the one or more keys from the plurality of private 

20 cryptographic keys to enroll the user with the certificate authority. 

20. The method of Claim 18, further comprising generating one or more new keys and using at least 

one of the new keys to enroll the user with the certificate authority. 

21. The method of Claim 18, further comprising: 

when the user authentication data does not meet the requirements, determining whether another 

25 certificate authority issues the one of the certificate or a cross-certified certificate. 

22. The method of Claim 18, further comprising: 

when the user authentication data does not meet the requirements, requesting updated user 

authentication data from the user. 

23. A cryptographic engine for performing server-side cryptographic functions, the cryptographic engine 

30 comprising: 

a cryptographic handling module which generates at least one cryptographic key pair; 

a data splitting module which operates on the at least one key of the cryptographic key pair to 

generate portions; and 
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key, 

a data assembly module which processes at least two of the portions to assemble the at least one 

wherein the cryptographic handling module receives the at least one assembled key and performs 

cryptographic functions therewith. 

5 24. The cryptographic engine of Claim 23, wherein the portions are not individually decipherable. 

25. The cryptographic engine of Claim 23, wherein the at least one key corresponds to a particular user 

accessing the cryptographic engine via a communication link. 

26. The cryptographic engine of Claim 23, wherein the at least one key corresponds to the 

cryptographic engine. 

10 27. The cryptographic engine of Claim 23, wherein the cryptographic functions include one of digital 

signing, encryption, decryption, hash creation, key generation, and key destruction. 

28. The cryptographic engine of Claim 23, wherein the cryptographic engine ensures that the at least 

one key exists in usable form only when the at least one key is being used by the cryptographic handling module. 

29. A method of managing a cryptographic system to avoid continual reissue of keys due to theft, 

15 damage, or loss, the method comprising: 

generating a cryptographic key pair within a secure server without releasing at least one key of the 

cryptographic key pair to the user; 

storing the at least one key within the secure server; and 

providing server-side cryptographic functionality to the user without releasing the at least one key 

20 to the user. 

30. The method of Claim 29, wherein the at least one key of the cryptographic key pair comprises a 

private key and the other key of the cryptographic key pair comprises a public key. 

31. The method of Claim 30, further comprising: 

reusing the public key to request a plurality of digital certificates for the user, wherein at least 

25 some of the digital certificates correspond to differing digital certificate protocols or standards. 

32. The method of Claim 30, further comprising: 

reusing the private key to perform a plurality of digital signatures of the user without releasing the 

private key to the user, wherein at least some of the digital signatures correspond to differing digital 

signature protocols or standards. 

30 33. The method of Claim 29, wherein the server-side cryptographic functionality includes encryption of 

at least one symmetric key, thereby reducing the mathematical computations performed by a computing device used by 

the user to access the secured server. 

34. A cryptographic system, comprising: 
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a plurality of cryptographic engines, wherein each cryptographic engine receives a first hash of a 

first electronic file from a first party to a transaction and receives a second hash of a second electronic file 

from a second party to the transaction, wherein each cryptographic engine compares the first hash to the 

second hash, and wherein each cryptographic engine produces a comparison result; and 

5 a redundancy system which receives the comparison result of at least two of the cryptographic 

engines and determines whether the first and second electronic files were identical. 

35. The cryptographic system of Claim 34, wherein the redundancy system determines whether the 

first and second electronic files were identical by following the majority of the comparison results. 

36. The cryptographic system of Claim 34, wherein the redundancy system determines whether the 

10 first and second electronic files were identical by requiring the comparison results to be unanimously positive. 

37. The cryptographic system of Claim 34, wherein the redundancy system includes a plurality of 

redundancy modules, and the cryptographic system further comprises: 

a plurality of geographically remote trust engines, each trust engine having one of the plurality of 

cryptographic engines and one of the redundancy modules, 

15 wherein the redundancy module for at least one of the plurality of trust engines determines 

whether the first and second electronic files were identical using the comparison results from ones of the 

cryptographic engines associated with the other trust engines and without using the cryptographic results 

from the at least one trust engine. 

38. The cryptographic system of Claim 37, wherein the determination of whether the first and second 

20 electronic files were identical corresponds to the one of the redundancy modules to first determine a result. 

39. A method of providing interoperability between cryptographic infrastructures by employing a 

cryptographic system which stores one or more keys on a server, the one or more keys being associated with a user, 

the method comprising: 

storing one or more private keys on a server; 

25 receiving a request for a cryptographic action; 

determining a type of certificate that corresponds to the cryptographic action; 

determining whether a user has access to a certificate matching the type; and 

when the user has access to the certificate, performing the cryptographic action using one or more 

of the private keys that correspond to the certificate. 

30 40. The method of Claim 39, wherein the user owns the certificate. 

41. The method of Claim 39, wherein the step of determining the type is transparent to the user. 

42. The method of Claim 39, wherein the step of determining whether the user has access is 

transparent to the user. 
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the user. 

43. The method of Claim 39, wherein the step of performing the cryptographic action is transparent to 

44. The method of Claim 39, further comprising: 

acquiring the certificate when the user does not have access to the certificate; and 

5 performing the cryptographic action using the one or more of the private keys corresponding to the 

acquired certificate. 

45. The method of Claim 44, wherein the acquiring the certificate is transparent to the user. 

46. The method of Claim 44, wherein the step of acquiring the certificate further comprises: 

determining whether the user has access to a cross-certified certificate cross- certified with the 

10 certificate; and 

when the user has access to the cross-certified certificate, performing the cryptographic action 

using the one or more of the private keys corresponding to the cross-certified certificate. 

47. The method of Claim 46, wherein the acquiring the cross-certified certificate is transparent to the 

user. 

15 48. The method of Claim 44, wherein the step of acquiring the certificate further comprises: 

selecting a certificate authority which issues one of the certificate and a cross-certified certificate 

cross-certified with the certificate; 

acquiring the one of the certificate and the cross-certified certificate; and 

performing the cryptographic action using one or more keys corresponding to the acquired one of 

20 the certificate and the cross-certified certificate. 

49. The method of Claim 48, wherein the one or more keys corresponding to the acquired one of the 

certificate and the cross-certified certificate comprise one or more of the one or more of the private keys. 

50. The method of Claim 48, wherein the one or more keys corresponding to the acquired one of the 

certificate and the cross-certified certificate comprise one or more newly generated keys. 

25 51. The method of Claim 48, wherein the step of acquiring the one of the certificate and the cross-

certified certificate further comprises: 

determining whether the user has provided authentication data meeting authentication data 

requirements of the certificate authority; and 

when the user has provided the authentication data meeting the requirements, acquiring the one of 

30 the certificate and the cross-certified certificate. 

52. The method of Claim 51, wherein the step of acquiring the one of the certificate and the cross-

certified certificate further comprises: 

when the user has not provided the authentication data meeting the requirements, requesting the 

user update the authentication data. 
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53. The method of Claim 51, wherein the step of acquiring the one of the certificate and the cross-

certified certificate further comprises: 

when the user has not provided the authentication data meeting the requirements, selecting 

5 another certificate authority. 

54. The method of Claim 39, wherein the type of certificate comprises at least one of an algorithm 

standard, a key length, a key type, a message format, a protocol, and a level of trust. 

55. The method of Claim 39, wherein the step of determining a type of certificate comprises evaluating 

the data format of the request. 

10 56. The method of Claim 39, wherein the step of determining a type of certificate comprises evaluating 

the data included in the request. 

57. A method of providing interoperability between cryptographic infrastructures by employing a 

cryptographic system which stores one or more keys on a server, the one or more keys being associated with a user, 

the method comprising: 

15 associating a user from multiple users with one or more keys from a plurality of private 

cryptographic keys stored on a secure server wherein the secure server supports a plurality of different types 

of certificates; 

receiving a request for a cryptographic action; 

determining a type of certificate that corresponds to the cryptographic action; 

20 determining whether a user has access to a certificate matching the type; 

when the user has access to the certificate, performing the cryptographic action using a private 

cryptographic key that corresponds to the certificate; 

when the user does not have access to the certificate, determining whether the user has access to 

a cross-certified certificate cross-certified with the certificate; and 

25 when the user has access to the cross-certified certificate, performing the cryptographic action 

using a private key that corresponds to the cross-certified certificate. 

58. The method of Claim 57, wherein the steps are transparent to the user. 

59. A method of providing interoperability between cryptographic infrastructures by employing a 

cryptographic system which stores one or more keys on a server, the one or more keys being associated with a user, 

30 the method comprising: 

associating a user from multiple users with one or more keys from a plurality of private 

cryptographic keys stored on a secure server wherein the secure server supports a plurality of different types 

of certificates; 

receiving a request for a cryptographic action; 
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determining a type of certificate that corresponds to the cryptographic action; 

determining whether a user has access to a certificate matching the type; 

when the user has access to the certificate, performing the cryptographic action using a private 

cryptographic key that corresponds to the certificate, 

5 when the user does not have access to the certificate; 

selecting a certificate authority which issues one of the certificate and a cross-certified certificate 

cross-certified with the certificate; 

acquiring the one of the certificate and the cross-certified certificate; and 

performing the cryptographic action using a private cryptographic key corresponding to the 

10 acquired one of the certificate and the cross-certified certificate. 

60. The method of Claim 59, wherein the steps are transparent to the user. 
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Description 

Uinvention concerne la communication s6curis6e de donndes entre une pluralit6 d'utilisateurs. 
II est fr6quent d'assurer des communications s6curis8es entre les diff6rents utilisateurs en utilisant des 

5 moyens de chiffrement mettant en oeuvre des cl6s de chiffrement et implant6s au sein de postes utilisateurs. 
Un poste utilisateur pout ctre affect6 •i un soul utilisateur ou bien A plusieurs utilisateurs diff6rents. Bien que 
la notion de communication entre les utilisateurs se mat6rialise g6n6ralement, par des connexions entre les 
postes utilisateurs, cette notion dolt titre prise daps son sens le plus large. Ainsi, par exemple , on peat envisager 
le cas ou les postes utilisateurs utilisers pour le traitement proprement dit des messages A communiquer, ne 

10 sont pas connect6s, la communication s'effectuant alors par d'autres moyens. 
Au sons de la pr6sente invention, la notion de communication s6curis6e comprend I'un au moins des 

concepts suivants, 
- I'authentification d'un utilisateur vis-&-vis d'un autre utilisateur, cette authentif!cation permettant ainsi 

d'assurer I'origine des messages; 
15 - la certification de cette authentif!cation par une autorit6 A laquelle appartient une famille d'utilisateurs, 

cette certification permettant d'assurer I'appartenance d'un utilisateur A ladite famille; 
- I'int6gdt6 d'un message communiqu6, g6n6ralement par ('utilisation d'une signature accompagnant Is 
message, cette signature Ltant le chiffrement d'un condens6 du message; 
- la mise d la cl6, c'est-&-dire Mchange par deux utilisateurs d'informations chiffr6es A des fins de cons-

20 titution d'une cl6 de chiffrement qui lour permettra A I'aide des moyens de chiffrement du type A c16 secrbte, 
par exemple DES (Data Encryption Standard) de se communiquer des messages de fagon chiffr6e. 
Deux grandes families de moyens de chiffrement peuvent titre distingu6es 

- les moyens de chiffrement du type sym6trique et 
- les moyens de chiffrement du type asym6trique. 

25 Les moyens de chiffrement du type sym6trique, tels que ceux utilisant I'algorithme DES, permettent d'as-
surer I'int6grit6 des messages ainsi que I'authentification des utilisateurs. Pour ce dernier concept, un premier 
utilisateur pout envoyer 6 un deuxibme utilisateur un al6a que le deuxi6me utilisateur pout signer et renvoyer 
au premier utilisateur. Le premier utilisateur v6rifle ainsi que son interlocuteur est bien d6tenteur de la cl6 de 
chiffrement. Cependant, le r6le du deuxl6me utilisateur signataire de I'al6a et du premier utilisateur v6rifiant 

30 la signature de cot al6a ne sont pas bien s6par6s puisque ce premier utilisateur poss6dant la cl6 de chiffrement 
est en mesure de signer A la place du deuxibme utilisateur. Aussi, est-il n6cessaire de g6n6rer des signatures 
6lectroniques de messages v6rifiables par tout autre utilisateur voulant s'assurer de I'authenticit6 des messa-
ges et de son auteur mais impossibles .1 imiter par quiconque. C'est I'int6rdt des moyens de chiffrement du 

type asym6trique. 
35 Dans ('utilisation de tels moyens de chiffrement du type asym6trique, chaque utilisateur possbde une cl6 

publique et une cl6 secr6te, la cl6 publique pouvant titre diffus6e aux autres utilisateurs car ne permettant pas, 
par d6finition des moyens de chiffrement du type asym6trique, de retrouver la cl6 secrbte. II existe plusieurs 
moyens de chiffrement du type asym6trique, bas6s sur I'arithm6tique dons 1'ensemble des entiers modulo un 
entier de travail n. Au sons de la pr6sente invention, un entier modulo n est un ensemble d'entiers ordinaires 

40 A savoir 1'ensemble de tous les entiers se d6duisant d'un entier donn6 par addition d'un multiple quelconque 

de n. Uensemble des entiers modulo n est not6 Zn. 
Parmi les moyens de chiffrement du type asym6trique, celui utilisant I'algorithme 6 cl6 publique RSA (Ri-

vest ShamirAdleman) est actuellement employ6 dans certains dispositifs de communication . Un tel dispositif, 
utilisant I'algorithme RSA, permet d'assurer les concepts d'authentification (par ('utilisation d'une cl6 publique 

45 propre A chaque utilisateur), d'int6grit6 (envoi de signatures accompagnant les messages) et de mise & la cl6 
(6change d'une cl6 de chiffrement d'algorithme sym6trique). 

A chaque utilisateur est associ6 un entier d'identification et un annuaire pout stocker les couples entier 
d'identification/cl6 publique , mais i'int6grit6 de cot annuaire et des liaisons utilisateurs/annuaire doivent alors 

titre assur6es ce qui eneraine une complication importante. Pour pallier cot inconv6nient une possibilit6 est 
50 qu'une autorit6 certifie 1'entier d'identification et la cl6 publique de chaque utilisateur en d6livrant un certificat. 

Dons la suite du texte, pour des raisons de simplicit6, on confondra les d6nominations poste utilisateur et 
utilisateur puisqu'un poste utilisateur est employ6 pour une communication donn6e par un soul utilisateur. On 
parlera donc notamment de 1'entier d'identification ou de la c18 publique du poste utilisateur 6tant entendu que 
cot entier d'identif!cation pout d6pendre des caract6ristiques propres de chaque utilisateur. 

55 Lorsqu'un premier poste utilisateur veut communiquer avec un second poste utilisateur, le premier poste 
utilisateur va donc envoyer son message, la signature de son message et son certificat. Le second utilisateur 
va devoir d'abord traiter le certificat pour v6rifier ainsi la cl6 publique du premier poste utilisateur et s'assurer 
donc que ce dernier appartient bien A I'autorit6 puis verifier ensuite la signature du message. Si le certificat 

2 
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6tait alt6r6 par un fraudeur celui-ci ne serait pas reconnu valide par le second poste utilisateur puisque seule 
I'autorit6 connait la cl6 de chiffrement n6cessaire pour calculer tout certificat de cl6 publique. 

Un dispositif de communication utilisant un algorithme A cl6 publique comme RSA pr6sente des inconv6-
nients. En effet la person nal isation du poste utilisateur est assez compliqu6e : elle requiert la recherche de 

5 nombres premiers "forts", tache assez complexe A r6aliser pour(par example) un microprocesseur 8 bits. D'au-
tre part, I'algorithme RSAest lourd & mettre en oeuvre par le grand nombre d'op6rations n6cessaires aux divers 
chiffrements. Enf in, un tel algorithme doit ustre s6rieusement r6glement6 car it peut 8tre utilis6 pour faire du 

chiffrement de messages complets. 
II existe d'autres moyens de chiffrement du type asym8trique plus l6gers A mettre en oeuvre mais ne per-

lo mettant pas d'assurer A la fois les quatre concepts de s6curit6 tels qua Minis ci-avant. Notamment certains 
de ces moyens de chiffrement ne permettent pas d'assurer le concept de certification. 

Uinvention rem6die A ces inconv6nients en proposant un dispositif de communication s6curis6e de don-
n6es permettant notamment d'assurer le concept de certification par une personnalisation simplifi6e du poste 

utilisateur et permettant si n6cessaire d'assurer les autres concepts de s6curit6. 
15 Un autre but de ('invention est d'utiliser des moyens faciles A mettre en oeuvre et ne n6cessitant pas un 

trop important nombre de calculs op6ratoires. 
Uinvention a encore pour but de proposer un dispositif ne permettant pas un d6tournement possible A des 

fins de chiffrement de messages complets donc ne n6cessitant pas de r6glementation stricte. 
Uinvention a donc pour objet un dispositif de communication, comprenant un poste utilisateur muni de 

20 moyens de traitement comportant : 
- des premiers moyens de m6morisation pour m6moriser un entier premier a ainsi qu'un entier de travail 

n, cet entier de travail 6tant de grande taille at dgal au produit de deux entiers premiers p et q, 

- des premiers moyens de calcul sur 1'ensemble des nombres entiers modulo 1'entier de travail n, ces pre-
miers moyens de calcul 6tant aptes A effectuer des op6rations internes dans cet ensemble telle qu'une 

25 premi6re opdration dite produit, une deuxibme op6ration dite 616vation & la puissance, et lesdits moyens 
de calcul 6tant propres au chiffrement de donn6es, A I'aide d'un entier d'authentification V propre au poste 

utilisateur et d6terminable fi partir de 1'entier premiere sous r6serve de connaitre la factorisation de n en 

produit de p et q, caract6risd en ce que le reste de la division du produit (p- 1).(q-1) par 1'entiere est diff6rent 

de 0, 
30 - en ce que les premiers moyens de m6morisation sont propres & m6moriser un entier choisi b tel que b 

modulo p soit g6n6rateur de 1'ensemble des entiers modulo p non nuts et tel que b modulo q soft g6n6rateur 

de 1'ensemble des entiers modulo q non nuls, 
- en ce que le poste utilisateur comporte en outre des seconds moyens de m6morisation propres d m6-
moriser un entier s de grande taille propre au poste utilisateur, 

35 - et en ce que lesdits premiers moyens de calcul sont propres 6 6tablir un entier auxiliaire A d6fini comme 

6tant le produit V par 1'entier b 6lev6 ;b la puissance s, 
ce qui permet au poste utilisateur de communiquer 1'entier auxiliaire A afin de s'authentifier sans que cette 
communication permette de d6terminer la valeur d'authentification V. 

Trbs avantageusement, le poste utilisateur comprend une enceinte de s6curit6 d l'int6rieur de laquelle sont 

40 situ6s au moins les premiers moyens de calcul et les seconds moyens de m6morisation. 
Dans un mode prMW de rdalisation, le dispositif selon ('invention comprend des moyens de traitement 

suppl6mentaires aptes d g6n6rer les deux entiers premiers p et q, pour 6tablir 1'entier de travail n, ainsi que 
les entiers a at b; les moyens de traitement suppl6mentaires sont avantageusement aptes A effectuer I'op6-

ration inverse, dite racine, de ladite deuxi6me op6ration, et I'op6ration inverse dite division de ladite premibrtion 
45 et, sont propres a d6terminer 1'entier d'authentif!cation V A partir d'un entier d'identification I propre au poste 

utilisateur, V 6tant 6gal A la division de 1'entier 1 par la racine a-i&me de I. 
De pr6f6rence, 1'entier d'identification I est diff6rent d'un multiple d'un entier k diff6rent de 1 6lev6 A la 

puissance e. 
Trbs avantageusement, les moyens de traitement comportent en outre des moyens de g6n6ration d'un 

50 entier al6atoire x, de pr6f6rence de trbs grande taille, situ6s A l'int6rieur de 1'enceinte de s6curit6. 
Dans un mode de r6alisation du dispositif, les premiers moyens de m6morisation sont propres A m6moriser 

des informations d6finissant une fonction auxiliaire h b deux variables y1 et y2, le poste utilisateur comprenant 

alors des seconds moyens de calcul sur 1'ensemble des nombres entiers modulo n propres ;& 6tablir un entier 
de condensation c, tel que le reste de la division de c par a soit diff6rent de 0, et d6fini comme 6tant la valeur 

55 de la fonction h avec, pour premi6re variable yj un entier y d6pendant de 1'entier al6atoire x, et avec pour 
deuxi6me variable y2 un message M, la fonction auxiliaire h 6tant alors d6pourvue d'ambigu-M vis-a-vis du 
message M et quasi-biunivoque vis-a-vis du couple form6 par 1'entier y et le message M. 

De pr6f6rence, la taille de 1'entier de condensation c est infdrieure A la taille de 1'entier a et 1'entier y est 
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1'616vation de 1'entier al6atoire x A la puissance e. 
Les premiers moyens de calcul peuvent titre propres A 6tablir un entier z d6f in! comme 6tant le produit de 

x, par 1'entier b Nev6 A la puissance s.c. 
Dans une premibre variante de ('invention, les deux antlers y at z constituent une premi6re signature chif-

5 fr6e du message, at dans une deuxibme variante de ('invention, les deux entier z at c constituent une deuxibme 

signature chiffrde du message. 
Dans un mode de r6alisation du dispositif, celui-ci comprend un poste utilisateurfr&re comportant des pre-

miers moyens de calcul frbres analogues aux premiers moyens de calcul ainsi qua des premiers at seconds 
moyens de m6morisation frbres analogues aux premiers at seconds moyens de m6morisation , lesdits premiers 

io moyens de m6morisation fr6res contenant [es entiers e, n, b. 
Avantageusement, le poste util isateur fr&re comporte des seconds moyens de calcul fr6res analogues aux 

seconds moyens de calcul, les; antlers I, A, le message M at la signature chiffr6e 6tant alors communiqu6s au 
poste utilisateurfr6re , les seconds moyens de calcul frbres 6tant alors propres A d6terminer 1'entierde conden-
sation c par la relation c=h(y.M) at les premiers moyens de calcul fr&res 6tant propres A 6tablir un premier entier 

15 interm6diaire t 6gal A y.(Ae.l)c at un second entier interm6diaire u 6gal A 1'616vation de z'& la puissance a puis 
6tant propres A comparer les premier at deuxibme entiers interm6dialres t at u, le r6sultat de cette comparaison 

permettant de d6terminer le caract6re correct de la communication du message. 
Dans une autre variante de ('invention , les premiers moyens de calcul fr6res sont aptes A effectuer l'op6-

ration inverse de la premibre op6ration, dite division at sont propres 6 effectuer la succession des 6tapes sui-

2o vantes : 

a) d6termination d'un troisibme entier interm6diaire t3 6gal ;N 1'616vation b la puissance c du produit Ae.l, 
b) d6termination d'un quatribme entier interm6dialre t4 6gal b la division de 1'entier 1 par 1'entier t3, 

c) d6termination d'un cinquibme entier interm6diaire t5 gal au produit de ('entier z 6lev6 & la puissance e 

par 1'entier interm6diaire t4, 
25 d) d6termination d'un sixibme entier interm6diaire t6 6gal A la valeur de la fonction auxiliaire h dans laquelle 

la premi6re variable y1 est 6gale A 1'entier t5 at dans laquelle la seconde variable y2 est 6gale au message 

M, 
e) comparaison de 1'entier t6 avec 1'entier de condensation c, le r6sultat de cette comparaison permettant 
de d6terminer le caractbre correct de la communication du message. 

30 La fonction auxiliaire h peut 8tre une partie pr6d6termin6e de la fonction OU EXCLUSIF des deux variables 

y1 at y2. 
La fonction h peut titre aussi une partie pr6d6termin6e d'une fonction de condensation g des deux varia-

bles y1 at y2. 
Dans ce dernier cas, la fonction g peut titre une fonction de condensation de type it6ratif ou bien encore 

35 peut comprendre ('utilisation d'un algorithme du typed cl6 secr6te an mode boucl6. 
Dans une autre variante de ['invention , [as premiers moyens de calcul sont propres A 6tablir une premi&re 

partie d'une cl6 de chiffrement d6pendant de 1'entier al6atoire x, cette premibre partie 6tant communiqu6e au 
poste utilisateur fribre , les premiers moyens de calcul fri'res 6tant alors propres • 6tablir A partir de ladite pre-
mi&re partie at de 1'entier s', fr6re de 1'entier s, contenu dans les moyens de m6morisation fr6res, la totalit6 de 

40 ladite cl6 de chiffrement. 
Avantageusement, la premi6re partie de la c16 de chiffrement est 6gale A 1'entier b 6lev6 • la puissance 

X. 
De pr6f6rence, la c16 de chiffrement est 6gale A 1'616vation A la puissance e.s' de ladite premi6re partie. 

Trbs avantageusement, les premiers moyens de calcul d6terminent 6galement la cl6 de chiffrement ;k partir 
45 de 1'entier al6atoire x, des antlers auxiliaires A' at 1'entier d'identification I' du poste utilisateur fr6re, la W de 

chiffrement 6tant 6gale di 1'616vation A la puissance x du produit A'e.l'. 
Dans un mode de r6alisation du dispositif, celui-ci comporte une premi&re station-autorit6 comprenant les-

dits moyens de traitement suppl6mentaires at communiquant les entiers e, n, b A une premi&re famille de postes 

utilisateurs. 
50 Dans un autre mode de r6alisation du dispositif, celui-ci comporte une deuxibme station-autorit6 compre-

nant des moyens de traitement suppl6mentaires frbres at communiquant des antlers fr6res e2, n2, b2 A une 

deuxibme famille de postes utilisateurs. 
Trbs avantageusement, la premibre station-autoritL& communique A la deuxi&me station-autorit6 une signa-

ture d'un message particulierd6pendant des entiers e2, n2, b2, obtenue d I'aide des antlers e, n, b, at la deuxi6-

55 me station-autorit6 communique A la premi&re station-autorit6 une signature d'un message particulier d6pen-
dant des entiers e, n, b, obtenue •t I'aide des antlers e2, n2, U. 

Trbs avantageusement, la taille de 1'entier de travail n est de 512 bits tandis qua la taille de 1'entier premier 

e est de 65 bits alors qua la taille de 1'entier de condensation c est de 64 bits. De pr6f6rence, la taille de 1'entier 
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aleatoire x est de 512 bits ainsi que Celle de 1'entier b alors que la taille de 1'entier s est de 64 bits. 
Dans un mode de realisation particulierement prefere, les premiers moyens de calcul comprennent un 

contr6leur du type de celui decrit dans la Demande de Brevet frangais n° 87 05144. 
D'autres avantages et caracteristiques de ('invention apparaitront a 1'examen de la description detaillee 

5 ci-aprbs et des dessins annexes sur lesquels : 
- la figure 1 est une representation schematique d'un premier mode de realisation du dispositif selon ('in-

vention, 
- la figure 2 est une representation schematique d'un poste utilisateur du dispositif de la figure 1, 
- la figure 3 est une representation schematique d'une premiere station-autorite du dispositif de la figure 

10 1, 
- la figure 4 illustre le dialogue entre la premiere station-autorR6 et le poste utilisateur de la figure 2, 
- la figure 5 est un organigramme d'un premier mode de fonctionnement du dispositif selon l'invention, 
- la figure 6 est un organigramme d'un deuxieme mode de fonctionnement du dispositif selon l'invention, 

- la figure 7 est un organigramme d'un troisieme mode de fonctionnement du dispositif selon l'invention, 

15 - la figure 8 est une representation schematique d'un deuxi6me mode de realisation du dispositif selon 

l'invention, et, 
- la figure 9 est un organigramme d'un mode particulier de fonctionnement du dispositif de la figure 8. 

Les dessins comportant pour 1'essentiel des elements de caractere certain font partie integrante de la des-
cription. II en est de meme de la Demande de Brevet frangais n°87 05144. A ce titre, les dessins annexes ainsi 

20 que la Demande de Brevet frangais n°87 05144 pourront servir non seulement a mieux faire comprendre la 
description detaillee ci-apr6s mais aussi contribuer, le cas echeant, a la definition de l'invention. 

Sur la figure 1 on volt que ['on a represents une pluralite de postes utilisateurs appartenant a une meme 
famille FAM1. La reference PU est affectee a un poste utilisateur tandis que la reference PU' est affectee e 
un poste utilisateur frere de la famille FAM1. Cette famille est supervisee par une station-autorite AUT1. 

25 Un poste utilisateur PU, tel que represents sur la f figure 2, comporte des moyens de traitement MT compre-
nant des premiers moyens de calcul MCI et des seconds moyens de calcul MC2 ainsi que des premiers moyens 
de memorisation MM1 et des seconds moyens de memorisation MM2. Les moyens de traitement MT compor-

tent egalement des moyens de generation MG d'un nombre aleatoire. 
Les premiers moyens de calcul, les seconds moyens de memorisation et les moyens de generation du 

30 nombre aleatoire sont situes a l'interieur d'une enceinte de securite ENSE. Au sees de la presente invention, 
le concept d'une enceinte de securite signifle que I'on ne peut pas acceder, s des f ins de fraude par exemple, 
aux informations contenues s l'interieur de cette enceinte de securite. La raison de ('utilisation d'une telle en-
ceinte de securite sera explicitee ci-aptes. 

Les premiers moyens de memorisation memorisent un entier premier a dont la taille est de 65 bits ainsi 

35 qu'un entier de travail n dont la taille est de 512 bits. 
Les premiers moyens de calcul sont aptes a effectuerdes operations internes sur 1'ensemble Zn des nom-

bres entiers modulo 1'entier de travail n telles qu'une premiere operation dite produit, son operation inverse 
dite division ainsi qu'une deuxieme operation dite elevation a la puissance. 

II convient ici de remarquer que 1'ensemble Zn est un anneau au sens mathematique du terme. Si 1'entier 
40 n est premier alors Zn est un corps au sens mathematique du terme c'est-e-dire que tout element sauf 0 a un 

inverse pour la premiere operation. Si par contre 1'entier de travail n est le produit p.q de deux entiers p, q alors 
Zn West pas un corps. Cependant, lorsque le nombre n a une tres grande taille, par exemple 512 bits, p et q 
pouvant etre alors des entiers de 256 bits, 1'ensemble Zn est "presqu'un corps". En effet les entiers compris 

entre 0 et n-1 qui ne sont pas premiers avec n donc qui Wont pas d'inverse modulo n sont de la forme a0.p ou 
45 a1.q. Avec la taille du nombre n choisie et les tailles des nombres p et q, on obtient une densite d'entiers non-

inversibles egale a 2-255. On obtient donc une probabilite infinitesimale (104w) de rencontrer un element n'ayant 

pas d'inverse. 
II convient ici egalement de remarquer qu'etant donne un entier m, le calcul de la division de 1 par m se 

fait en cherchant des entiers a2 et a3 positifs ou nsgatifs tels que a2.m+a3.n=1. Ces entiers a2 et a3 existent 
50 si les entiers m et n sont premiers entre eux (06orbme de BEZOUT) et alors 1'entier a2 est egal a la division 

de 1 par 1'entier m. La methode utilisee est basee sur I'algorithme d'EUCLIDE qui permet le calcul du PGCD 

(Plus Grand Commun Diviseur) de deux nombres. 
Une methode, pour clever a la puissance a4 un entier m dans Zn consisterait d multiplier 1'entier m(a4-1) 

fois par lui-meme. Cependant cette methode serait trop longue car elle necessiterait environ 10160 operations. 

55 Une methode efficace utilise alors le fait que (m2 4)=(m2)a+. Donc (2.a4-1) operations sont remplacees par a4 
operations. En decomposant a4 en puissance de 2 on volt alors que ma4 est calcule en moyenne par 1,5 
log2(a4) operations modulaires du type r.m ou rest une variable de travail et la fonction log2 designe la fonction 
logarithme s base 2. Si 1'entier a4 a une taille de 512 bits on a donc seulement 768 operations modulaires en 
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moyenne. 
Une m6thode pour effectuer une op6ration modulaire du type F.B modulo n est d6crite dans la Demande 

de Brevet frangais n°87 05 144 . On en rappelle ici les principales caract6ristiques I'homme de I'art pouvant se 

r6fesrer A la Demande de Brevet frangais pr6cit6e pour plus de d6tails. 
5 Pour effectuer chacune des op6rations F.B modulo n, ou F et B ont des valeurs enti&res repr6sent6es par 

des mots num6riques de nb bits, la variable F estfractionn6e en J+1 mots de tb bits, Fo .... F, .... Fj, ou tb est un 
entier pr6d6termin6 et J+1 un entier 6gal ou imm6diatement sup6rieur au rapport nb/tb. Chacun des mots F,, 
ou i est un entier compris en 0 et J est multiplies par la variable B et le produit de la multiplication est ajout6 h 
un mot num6rique de somme T de valeur 6gale ;k la somme cumul6e des produits ant6rieurs r6duite modulo 

10 n, la r6duction modulo n du mot de somme T est r6alis6e en lui soustrayant une quantit:6 d,.n, ou d, est un mot 

num6rique constitues des tb+1 bits de poids fort du mot de somme T, ;k chaque fois qu'il atteint une valeur su-

p6rieure ou 6gale A ladite quantit6 d,.n. 
Pour mettre en oeuvre cette m6thode, les premiers moyens de calcul MC1 comprennent des moyens de 

m6morisation auxiliaires pour m6moriser des informations d6finissant 1'exponentiation modulo n d'un mot nu-
15 m6rique, des moyens de calcul auxiliaires pour effectuer des op6rations du type Ttr.n ou r est un mot num6-

rique F, ou d, et des moyens de commande de ces moyens de m6modsation et de ces moyens de calcul auxi-

liaires. 
La station-autodt6 AUT1 comporte des moyens de traitement suppl6mentaires MTS propres A g6n6rer 

deux nombres premiers p et q de fagon A former le produit n. Cet entier de travail n sera communiques A tous 

20 les postes utilisateurs de la famille FAM1 et ce quasiment sans risque de d6termination des entiers premiers 
p et q car la recherche de p et q connaissant uniquement n n'a pas de solution pratique A ce jour pour des 
nombres aussi grands. Une telle Equation est donc dite quasiment insoluble car les plus puissants ordinateurs 

disponibles actuellement passeraient des mi[l6naires pour factoriser de tels nombres avec les meilleurs algo-

rithmes connus A ce jour. 
25 Les moyens de traitement suppi6mentaires fournissent 6galement un nombre premiere de 65 bits et un 

entier b tels que b modulo p soit g6n6rateur de ['ensemble Zp* des entiers modulo p non nuls et tels que b 
modulo q soit g6n6rateur de 1'ensemble Zq* des entiers modulo q non nuls remarque 6tant faite qu'ici un entier 

modulo p nul est 6gal b 1'ensemble des multiples de p. Une telle condition sur b permet de calculer une fonction 
logarithme de base b dans 1'ensemble Zp* ou Zq*. Dans le cas pr6sent, ou n est le produit de p et de q, it faut 

30 que les entiers e, p-1 et q-1 soient premiers entre eux. Or puisque a est un entier premier, it suffit donc que e 
ne divise pas le produit (p- 1).(q-1) en d'autres termes i[ suffit que le reste de la division du produit (p- 1).(q-1) 

par 1'entier a soit diff6rent de 0. 
Ainsi, la d6marche d'une station-autorit6 sera donc la suivante 
- g6n6ration de deux nombres premiers p et q et d6termination du produit n=p.q; 

35 - choix d'un entier a premier sur 65 bits et v6dfication que a ne divise pas le produit (p- 1).(q-1); 

- choix d'un nombre b au hasard de 512 bits et v6dfication que b modulo p est g6n6rateur de 1'ensemble 
des entiers modulo p non nuls et que b modulo q est g6n6rateur de 1'ensemble des entiers modulo q non 

nuls; 
- communication A tous les postes utilisateurs de la famille FAM1 d6pendant de la station-autorit6 des en-

4o tiers e, n et b. 
Chaque poste utilisateur PU choisit alors un entier d'identification I qu'il va communiquer A la station-au-

torit6 AUT1 afin que celle-ci d6termine un entier d'authentification V 6gal A I'inverse de la racine a-ibme de 

1'entier d'identif!cation 
e 

45 z : v=1/V-I. 

La fonction racine e-iesme, V— , est ['inverse de la fonction 616vation •i la puissance a et n6cessite de connaitre 
la factorisation de n en produit de p at q. Comme seule la station-autorit6 connait cette factorisation , seule cette 

dernibre peut calculer 1'entier d'authentification V. 
50 Cet entier d'authentification V est ensuite communiques par station-autorit6 au poste utilisateur. Celui-ci 

choisit de fagon secr6te un entier s de grande taille, de pr6f6rence de 64 bits, qui lui est propre et qui est Mqui-

valent d'une cl6 secr&te. A partirde cette c16 secrbte, de 1'entier d'authentification V et de 1'entier b, les premiers 
moyens de calcul d6terminent un entier auxiliaire A 6gal au produit de V par 1'entier b 6leves A la puissance s 

(A=V.bs). Cet entier A joue donc le r6le d'une c16 publique et est communiques A tous les postes utilisateurs. 
55 Ce m6canisme d'authentification d'un poste utilisateur est illustr6 sur la figure 4 et offre une personnalisation 

simple et sure du poste utilisateur. En effet, on a d6j& vu que 1'entier d'authentification V ne pouvait pas titre 
d6termin6 sans la connaissance de la factorisation de n et 1'entier auxiliaire A ne permet pas de d6terminer 

6 

EX1024, Page 575



EP 0 346 180 61 

facilement la cl6 secrbte s car cette Equation A=V.b$ est, compte tenu de la taille de s, quasi insoluble au sens 
de la pr6sente invention c'est-A-dire qu'il faudrait des millionaires de temps de calcul avec les ordinateurs les 

plus puissants existant actuellement pour retrouver s connaissant b at V. 
11 convient d'ores at d6ja de remarquer qua la communication s6curis6e du dispositif selon ('invention re-

5 pose donc sur le fait qu'une Equation an w du type bW est quasi insoluble ainsi qu'une equation an w du type 

we si l'on ne connait pas la factorisation de n. 
Uentier d'identification I d'un poste utilisateur est une valeur binaire obtenue A partir de ('identification de 

('utilisateur du poste utilisateur (par example A partir du nom, du pr6nom, de I'adresse). Cat antler d'identifi-
cation contient 6galement une date de fin d'abonnement. Le format exact de I nest pas d6taill6 ici mais I doit 

10 Arifier certaines contraintes pour qua la valeur d'authentification d'un poste utilisateur fr6re 1' ne puisse 8tre 

simplement d6duite de celle du poste utilisateur notamment par une relation de la forme I'=kel. 
Si tel 6tait le cas alors un utilisateur connaissant V' pourrait d6duire simplement V par la relation V'=k.V. 

Cette contrainte peut dtre obtenue facilement an structurant I de fagon non arithm6tique an utilisant par exam-

ple des op6rations OU EXCLUSIF ou des inversions bit A bit. 
15 Les premiers moyens de mLmorisation MM1 sont propres't m6moriser les informations d6finissant une 

fonction auxiliaire h •i deux variables y1 at y2 at les seconds moyens de calcul du poste utilisateur sont propres 
A 6tablir un antler de condensation c qui ne soit pas multiple de 1'entier premier a autrement dit tel qua le reste 
de la division de c par a soft diff6rent de 0. Une condition suffisante pour qua c ne soit pas multiple de a est 

qua la taille de 1'entier c soit inf6rieure A la taille de 1'entier e. Cast pourquoi 1'entier c est un nombre de 64 

20 bits. Les caract6ristiques de la fonction auxiliaire h seront d6crites ci-apr6s. 
Le dispositif de communication est donc tel qua tous les postes utilisateurs d'une mane famille FAM1 ont 

an commun les antlers e, n, b. Chaque poste utilisateur a un antler d'identif!cation I at une cl6 publique A qui 

lui est propre mais qui est divulgu6e A tous les autres postes utilisateurs de la famille at chaque poste utilisateur 
a une cIL secrete s qui lui est propre at qui nest pas communiqude aux autres postes utilisateurs de la famille. 

25 Uentler auxiliaire A (cle publique) garantit non selement I'authentification du poste utilisateur mais aussi sa 

certification par I'autorite AUT1 car celle-ci est la seule a pouvoir determiner I'entier d'authentification V. II 
convient d'ores at dLje de remarquer qua tous les modes de fonctionnement decrits ci-apres reposeront sur 

la relation (R) : 
Ae.l = be.s. 

30 On suppose maintenant dans un premier mode de fonctionnement du dispositif qu'un poste utilisateur PU 
veuille envoyer un message M accompagne d'une signature afin d'en assurer I'integrite. II est fait reference e 

la figure 5 pour decrire ce premier mode de fonctionnement. 
Dans I'etape 500, les moyens de generation MG g8nerent un nombre aleatoire x de 512 bits puis deter-

minent dans 1'etape 501 un antler y egal a I'elevation a la puissance a de 1'entier aleatoire x. Les seconds 
35 moyens de calcul determinent alors dans I'etape 502 1'entier de condensation c egal A la valeur de la fonction 

auxiliaire h dans laquelle la premiere variable y1 est egale a 1'entier y at dans laquelle la variable y2 est egale 
au message M e communiquer. La fonction auxiliaire h dolt 8tre depourvue d'ambiguM vis-e-vis du message 
M c'est-e-dire qu'une modification d'un message M an un autre message M' dolt provoquer une modification 

de 1'entier de condensation c an un autre antler de condensation c'. La fonction auxiliaire h dolt titre 6galement 
40 quasi-biunivoque vis-A-vis du couple form$ par 1'entier y at le message M. Au sens de la presente invention, 

le caractere quasi-biunivoque de la fonction h signifie qua I'on ne peut pas modifier a la fois un message M 

an un message M' at un antler y an un entier y' pour obtenir 1'egalite h(y,M)=h(y',M'). 
Lorsque M est un message court c'est-A-dire un message d'une taille infdrieure ou 6gale A 512 bits, on 

peut simplement prendre h(y,M) egal a une partie predeterminee de la fonction OU EXCLUSIF de y at de M 
45 comme par example 64 bits du resultat de la fonction OU EXCLUSIF. Cette fonction OU EXCLUSIF sera notee 

s*, 

Lorsque M est un message long c'est-e-dire d'une taille superieure a 512 bits, it suff it de prendre la fonction 

auxiliaire h comme etant une partie predeterminee, par example 64 bits, d'une fonction de condensation q de 
y at de M. Au sens de la presente invention une fonction de condensation appliqute a un operande d'une taille 

50 donnee fournit un condense de cat operande dune taille reduite. 
Cette fonction de condensation g peut 8tre une fonction de condensation du type iteratif. Au sens de la 

presente invention, une fonction de condensation de type iteratif est definie de la fagon suivante : 
si k0 est un nombre public de m octets, si I'on considere les variables y at M comme un message de travail N 
A condenser, on divise le message N an L blocs N, .... N, .... NL de m-1 octets. On pose alors 
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H1 = ( N12 modulo k0) ** Ni 

Hi = ( Hi-1 ** Ni) 2 modulo k0) ** Ni 

HL = ( HL-1 ** NL)2 modulo k0) ** NL . 

On prend alors g(N) =HL. 
Avec un tel choix pour la fonction g it est facile de voir qua si un fraudeur veut modifier par exemple seu-

lement N, sans modifier Is condens6, it ne peut y parvenir sans avoir Ai r6soudre des Equations de degr§ 2 
dans Zn. Or Is calcul d'une racine carr6e est impossible si la factorisation de k0 West pas connue. 

La fonction de condensation g peut 6galement comprendre ('utilisation d'un algorithms du type A cl6 se-
crbte, par exemple DES, en mode boucl6 commun6ment appel6 en mode CBC (CIPHER BLOCK CHAINING). 
Ce mode boucl6 de DES consists A chiffrer une preml6re fois un message A I'aide de I'algorithme DES pour 
obtenir un premier condens6 puis de consid6rer Is message at Is premier condens6 comme un nouveau mes-
sage et de faire la m6me op6ration. On r6itbre l'op6ration un nombre pr6d6termin6 de fois et I'on obtient A la 
fin une signature chiffr6e du message 6gale au dernier condens6 obtenu. 

Les premiers moyens de calcul d6terminent ensuite dans 1'6tape 503 un entier z d6fini comme 6tant Is 

produit x.bs.c. La signature du message M est alors constitu6e des entiers y et z et Is poste utilisateur PU 
communique A un poste utilisateur fr6re PU' les entiers y, z, Is message M ainsi que 1'entier d'identification I 

et la cl6 publique A. II est 6 noter ici que la communication de 1'entier d'identif!cation I et de la cl6 publique A 

est facultative si par exemple les postes utilisateurs appartiennent b un r6seau muni d'un annuaire que chacun 

peut consulter. 
Le poste utilisateur fr6re PU' regoit dans 1'6tape 505 les donn6es communiqu6es & I'6tape 504. Ce posts 

utilisateur PU' est 6quip6 de premiers et seconds moyens de calcul frtres analogues aux premiers et seconds 

moyens de calcul du poste utilisateur PU ainsi que Is premier et second moyens de m6morisation fr6re ana-
logues aux premiers et seconds moyens de m6morisation du premier poste utilisateur. Dans 1'6tape 506 les 
seconds moyens de calcul fr6res d6terminent 1'entier de condensation c & partir des donn6es regues en cal-

culant Is valeur de Is fonction h(y,M), puffs dans I'6tape 507 d6terminent un premier entier interm6diaire t 6gal 

au produit y.(Ae.l)c. 
Dans 1'6tape 508 les premiers moyens de calcul d6terminent un deuxi6me entier interm6diaire u 6gal A 

I'6I6vation de 1'entier z ;N la puissance e. La comparaison des premiers entiers, du premier entier interm&diaire 

t et du deuxi6me entier interm6diaire u d6termine Is caractbre correct de la communication du message. En 

effet, d'aprbs la relation (R) Ae.l est 6gal A b­. D'autre part y est 6gal & xe donc Is premier entier interm6diaire 
t est 6gal & xe.be•s-c, dons est 6gal A z A Is puissance e, donc au deuxi&me entier interm6diaire u. 

Si Is comparaison est v6rifi6e on est donc assur6 d'une part de I'int6grit6 du message M, d'autre part de 
I'authentif!cation du poste utilisateur origins et enfin de I'appartenance de ce poste utilisateur odgine ;k la sta-

tion-autodt6 AUT1. 
Si Is comparaison s'av6re fausse, alors soit un message a W falsifi6 par un fraudeur, soit it y a erreur sur 

Is poste utilisateur d'origine. 
Dens ce premier mode de fonctionnement du dispositif it apparait que 1'entier de condensation c doit d6-

pendre de 1'entier y donc du nombre al6atoire x. Si tel n'6tait pas Is cas un fraudeur pourrait fabriquer une fausse 
signature du message. Pour ce faire les 6tapes 500, 501, 502 seraient inchang6es et daps 1'6tape 503 it suffirait 

de choisir z quelconque et de calculer y 6gal ;& ze/(Ae.l)e. Une tells signature ainsi produite serait valide. De 
plus, ce premier mode de fonctionnement garantit I'int6grit6 du message car si un fraudeur se fabrique une 
fausse cl6 secrLte s0 et prend connaissance de 1 et de A alors la relation (R) nest pas v6dfl6e. 

Le nombre de calculs n6cessaire pour cette premi6re variants est de 192 multiplications modulaires alors 
que comparativement dans un dispositif de communication utilisant I'algorithme RSAle nombre de calculs se-
rait de 768 multiplications modulaires. Les Stapes de v6rification comportent 288 multiplications modulaires. 

II est maintenant fait r6f6rence ;& la figure 6 pour illustrer un deuxi6me mode de fonctionnement du dispositif 

selon ('invention. II s'agit 6galement d'un mode de signature de message. Dans ce deuxibme mode de fonc-
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tionnement, les !stapes 600, 601, 602 et 603 sont analogues aux 6tapes 500 A 503. La signature du message 
nest cette fois-ci plus constitu6e des entiers y at z mais des antlers de condensation c et de 1'entier z. Dens 
1'6tape 604 on communiquera donc au poste utilisateurfrbre PU' les entiers c, z, le message M et les entiers 

d'identification I at la c16 publique A. 
5 Le poste utilisateur fr6re PU' recevant les donn6es dans 1'6tape 605, proc6de A la succession des 6tapes 

suivantes : 
- 6tape 606: 6tablissement d'un troisi6me entier interm6diaire t3 6gal A (Ae.l)c, 
- 6tape 607: 6tablissement d'un quatribme entier interm6diaire t4 6gal A la division de 1 par t3, 

- 6tape 608: 6tablissement d'un cinqui6me antler interm6diaire t5 6gal au produit de t4 par ze, 
10 - 6tape 609 : d6termination d'un sixibme entier interm6diaire t6 6gal A h(6,M), 

- 6tape 610: comparaison des entiers t6 at c. Si la comparaison s'av6&re exacte it y a communication correc-

to du message, si non 11 y a anomalie. 
Ce deuxi6me mode de fonctionnement pr6sente un avantage car la signature constitu6e par z at c est plus 

courte que daps le cas pr6c6dent (576 bits au lieu de 1024). Cependant elle n6cessite d'effectuer une division 

15 ce qui pr6sente un I6ger inconv6nient d'implantation. 
Uhomme de I'art comprendra qu'il est n6cessaire pour assurer la s6curit6 des communications de loger 

les premiers moyens de calcul et les seconds moyens de m6morisation dans 1'enceinte de s6curit6 ENSE car 
le caractbre insoluble de certaines Equations repose notamment sur la non-connaissance de x par example 
ou de s. Les seconds moyens de calcul et les premiers moyens de m6morisation peuvent titre situ6s an dehors 

20 de cette enceinte de s6curit6 par exemple pour des raisons de capacit6-m6moire. 
11 est maintenant fait r6f6rence A la figure 7 pour illustrer un troisibme mode de fonctionnement du dispositif 

selon ('invention caract6ristique d'une mise A la c16 entre deux postes utilisateurs d'une m6me famille. Ces 

deux pontes vont donc calculer une cl6 de chiffrement commune K. 
Les premiers moyens de calcul du poste utilisateur PU g6nbrent un nombre al6atoire x de 512 bits at cal-

25 culent dans 1'6tape 701 un entier y 6gal a bx. Dans 1'6tape 702 le poste utilisateur PU communique au poste 
utilisateur fr6re PU' 1'entier y. A la r6ception de y par le poste utilisateur PU' (6tape 704) celui-ci d6termine la 

clan de chiffrement K' 6gale ti (ye)" ou s' d6signe la cl6 secr6te du poste utilisateur fr6re PU' analogue A la c16 
secr6te s du poste utilisateur PU. 

Parallblement, le poste utilisateur PU, connait par exemple par ('interrogation d'un annuaire la c16 publique 

30 A' et 1'entier d'identification 1' du poste utilisateur fr6re PU'. Les premiers moyens de calcul d6terminent donc 

dans I'dtape 703 la c16 de chiffrement K = (A'e.l')x. 
On v6rifie ais6ment que les entiers K et K' sont 6gaux et constituent donc bien la c16 de chiffrement K 

entre les deux postes utilisateurs. Ainsi, i'entier y communiques par le poste utilisateur PU constitue une pre-
mibre partie de la clan de chiffrement K, les premiers moyens de calcul fr6res d6terminant la totalit6 de la clan 

35 de chiffrement K ainsi que les premiers moyens de calcul du poste utilisateur PU. La clan de chiffrement K est 

variable grAce A I'al6a x mis en jeu par le poste utilisateur PU et peut donc 8tre utilis6e effectivement comme 
clan de travail dans une session ult6rieure. La clan K, qui est choisie par le poste utilisateur PU ne peut Sire connue 

que du poste utilisateur frisre PU' car cette proc6dure de mise a la cl6 est bas6e sur la connaissance par le 
poste utilisateur fr6re PU' seul du secret s'. Un fraudeur prenant connaissance des entiers I et y peut obtenir 

40 b A la puissance e.x mais pas e.x ni x puisque cette Equation est quasiment insoluble au sens de la pr6sente 
invention. Aprbs la mise b la clan, le poste utilisateur PU peut donc authentifier le poste utilisateurfrbre PU' an 

utilisant la c16 de chiffrement K et un algorithme sym6trique quelconque. Par contre Ie poste utilisateur frbre 
PU' ne peut pas authentifier le poste utilisateur PU puisque cette proc6dure n'utilise aucun secret relatif au 

poste utilisateur PU. II faut donc si l'on souhaite cette authentification suppl6mentaire rajouter une proc6dure 
45 de signature telle que celle d6crite dans les premier ou deuxibme modes de fonctionnement d6crits ci-avant 

ou bien, utiliser cette proc6dure de mise A la clan dans les deux sens, la clan choisie finalement 6tant une combi-

naison des deux demi-class choisies respectivement par les postes utilisateurs PU et PU'. 
Uhomme de I'art a remarqu6 que les trois modes de fonctionnement d6crits ci-avant ne n6cessitent pas 

de connexion proprement dite entre les postes utilisateurs ce qui peut 8tre particulibrement avantageux. De 

50 plus, it West pas possible avec les diff6rents moyens du dispositif selon ('invention d'effectuer un chiffrement 
de message complet tel qu'il pourrait entre r6alis6 par un algorithme DES ou RSA. Les diffesrents moyens du 
dispositif permettent seulement 6ventuellement de g6n6rer par le mode de "mise A la clan" une c16 de chiffre-

ment utilisable avec par exemple I'algorithme DES. 
Uhomme de I'art a en outre remarqu6 que les trois modes de fonctionnement d6crits ci-avant ne fonction-

55 nent que si les postes utilisateurs font appel A une mdme station-autorit6. En effet les calculs sont fait dans 
chaque poste utilisateur avec les m6mes constantes e, n, b. Cependant, dans le cas de grands dispositifs de 
communication it est possible d'avoir des autorit6s multiples supervisant plusieurs familles de postes utilisa-

teurs. Un tel cas est illustr6 sur la figure 8 ou l'on a supposes que l'on a une premi6re station-autorit6 AUT1 
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supervisant une premiibre famille FAM1 de postes utilisateurs PU, PU' et une deuxibme station-autorit6 AUT2 
supervisant une deuxi6me famille de postes utilisateurs PU2 at PU2'. La premi6re station-autorit6 d6livrent 

les entiers e, n et b tandis qua la deuxi6me station-autorit6 d6livre les entiers frbres e2, n2 et U. 
Lorsqu'un poste utilisateur PU de la premi6re famille FAM1 d6sire communiques avec un poste utilisateur 

5 PU2 de la deuxi6me famille FAM2 chacun des deux postes doit connaitre les constantes e, n et b correspon-

dantes d6livr6es par la station-autorM de I'autre poste utilisateur. II est alors n6cessaire que, pr6alablement 
A toute communication entre deux postes utilisateurs de deux families diff6rentes, la premibre station-autorit6 

alt communiqu6 A la deuxi&me station-autorit6, de fagon secrbte, la signature Se„b, d'un message Me2n2b2 
d6pendant des entiers e2, n2 et b2 obtenue A I'aide des entiers e, n et b. 11 est 6galement n6cessaire que la 

10 deuxibme autorit6 ait communiqu6 A la premiere autoritL& la signature Se2,2b2 d'un message Menb d6pendant 

des entiers e, n, b obtenue A I'aide des entiers e2, n2, b2. 
La communication entre deux postes utilisateurs appartenant respectivement A la premibre et ;N la deuxib-

me families peut alors s'effectuer et est illustr6e sur la figure 9. 
Dans I'6tape 900 le poste utilisateur PU envoie au poste utilisateur PU2 les entiers e, n, b ainsi que la si-

15 gnature Se2n2b2 du message Menb. Le poste utilisateur PU envoie ensuite son message M ainsi que la signature 
de ce message M A I'aide des entiers e, n et b. Dans I'6tape 901, le poste utilisateur PU2 regoit toutes ces 

donn6es et v6rifie tout d'abord que la signature Se2n2i2 du message Menb est correcte. Si tel nest pas le cas 
alors it y a anomalie d'autoritL& et le message est rejet6 6tape 903 si par contre cette signature est correcte 

alors le poste utilisateur PU2 connaissant les antlers e, n et b est capable de v6rifier la signature du message 

20 M dans I'6tape 904 et de d6terminer si cette communication est correcte (6tape 905). 
Bien entendu les moyens de signature des messages Menb at Me2n2b2 peuvent titre indiff6remment ceux 

d6crits dans les premier et deuxi6me modes de fonctionnement du dispositif. De m6me, on peut 6tendre ce 

sch6ma A plusieurs stations-autorit6s par des verifications en cascade des diff6rentes constantes e, n at b 

communiqu6es. 
25 Uinvention peut comporter des variantes, notamment les suivantes 

- on a vu pr6c6demment que 1'enceinte de s6curit6 ENSE contenait uniquement les premiers moyens de 
calcul, les seconds moyens de m6morisation ainsi que les moyens de g6n6ration d'un nombre al6atoire. 
Ceci 6tait la condition minimale requise pour assurer le concept de communication s6curis6e. On peut trios 
bien envisager pour des raisons pratiques de regrouper tous les moyens de calcul et/ou tous les moyens 

30 de m6morisation dans 1'enceinte de s6curit6 ENSE; 
- on peut 6galement envisager que la station-autorit6 soit un poste utilisateur lui-mime pourvu des moyens 
de traitement suppl6mentaires dans le cas ou ceux-ci seraient suffisamment puissants et peu encombrants 
pour titre log6s dans un poste utilisateur. 
- Les entiers d'identification I, auxiliaire A peuvent 6galement Otre m6moris6s dans les premiers moyens 

35 de m6morisation. De m8me, bien qu'il ne soit pas n6cessaire de m6moriser 1'entier d'authentif!cation V, 

on pourrait envisager de le faire dans les seconds moyens de m6modsation. 
Bien entendu certains des moyens d6crits ci-dessus peuvent We omis dans les variantes ou ils ne servent 

pas. Ainsi, les seconds moyens de calcul peuvent ne pas 8tre notamment implant6s dans le poste utilisateur 
si la variante de mise A la cl6 est seule utilis6e. De m8me, on pourrait envisager que seuls les premiers moyens 

40 de calcul fr6res soient aptes A effectuer I'opdration division puisque cette op6ration n'intervient que dans la 

v6rif!cation de la signature d'un message. 
Enfin les exemples de tallies des difffirents antlers mis en jeu (512 bits pour x, 64 bits pour c ... ) ne sont 

bien sur nullement limitatifs. 

45 

Revendications 

50 

55 

1. Dispositif de communication, comprenant un poste utilisateur (PU) muni de moyens de traitement (MT) 

comportant : 
- des premiers moyens de m6morisation (MM1) pour m6moriser un entier premier a ainsi qu'un entier 

de travail n, cet entier de travail Mant de trios grande taille et 6gal au produit de deux entiers premiers 

patq, 
- des premiers moyens de calcul (MCI) sur ('ensemble Zn des nombres entiers modulo 1'entierde travail 
n, ces premiers moyens de calcul 6tant aptes ;& effectuer des op6rations internes dans cet ensemble 

telle qu'une premi6re op6ration dite produit et une deuxl6me op6ration dite 6I6vation A la puissance, 
lesdits premiers moyens de calcul Mant propres au chiffrement de donn6es, A I'aide d'un entier 
d'authentification V propre au poste utilisateur (PU) et d6terminable A partir de 1'entier premier a sous 

r6serve de connaitre la factorisation de n en produit de p et q, 

10 

EX1024, Page 579



EP 0 346180 B1 

caract6ris6 en ce que le reste de la division du produit (p- 1).(q-1) par 1'entier a est diff6rent de 0, 
- en ce que les premiers moyens de m6morisation (MM I) sont propres A m6moriser un entier choisi b 
tel que b modulo p soit g6n6rateur de 1'ensemble Zp* des entiers modulo p non nuls et tel que b modulo 

q soft g6n6rateur de ['ensemble Zq* des entiers modulo q non nuls, 
5 - en ce que le poste utilisateur (PU) comporte en outre des seconds moyens de m6morisation (MM2) 

propres A m6moriser un entier s de grande taille propre au poste utilisateur (PU), 
- et en ce que lesdits premiers moyens de calcul (MC1) sont propres d 6tablir un nombre entier auxiliaire 

A d6fini comme 6tant le produit de V par 1'entier b MeA A la puissance s, 
ce qui permet au poste utilisateur (PU) de communiquer 1'entier auxiliaire A afin de s'authentifier 

10 sans que cette communication permette de d6terminer la valeur d'authentification V. 

2. Dispositif selon la revendication 1, caract6ris6 en ce que le poste utilisateur (PU) comprend une enceinte 

de s6curit6 (ENSE) A I'int6deur de laquelle sont situ6s au moins les premiers moyens de calcul (MC1) at 

les seconds moyens de m6morisation (MM2). 

3. Dispositif selon ['une des revendications 1 et2, caractMM en ce qu'il comprend des moyens de traitement 
suppl6mentaires (MTS), aptes e& g6n6rer les deux antlers premiers de factorisation p et q, pour 6tablir 1'en-
tier de travail n, ainsi que les entiers a et b, 

en ce que les moyens de traitement suppl6mentaires (MTS) sont aptes A effectuer l'op6ration in-

2o verse, dite racine, de ladite deuxi&me op8ration et l'oD6ration inverse dite division de ladite premiere op6- 

ration, 
et en ce que les moyens de traitement supplLimentaires sont propres A d6terminer 1'entier d'authen-

tification V A partir d'un entier d'identification I propre au poste utilisateur, V Mant 6gal h la division de 

['entier 1 par la racine a-16me de I. 

25 4. Dispositif selon la revendication 3, caractL&ris6 en ce que 1'entierd'identification I est diff6rent d'un multiple 
d'un entier k, diff6rent de 1, 6lev6 i la puissance e. 

15 

S. Dispositif selon la revendication 4, caractdrM en ce que le poste utilisateur comporte en outre des 
moyens de g6ndration (MG) d'un entier al6atolre x situ6 b I'int6rleur de 1'enceinte de s6curit6 (ENSE). 

30 

6. Dispositif selon la revendication 5, caract6ds6 en ce que 1'entier al6atoire x est de trios grande taille. 

7. Dispositif selon la revendication 5 ou 6, caract6ris6 en ce que les premiers moyens de m6morisation sont 
propres ;N m6moriser des informations d6finissant une fonction auxiliaire h a deux variables y1 et y2, 

35 en ce que le poste utilisateur comprend des seconds moyens de calcul (MC2) sur 1'ensemble des 

nombres entiers modulo n propres a 6tablir un entier de condensation c, tel que le reste de la division de 
c par a soit diff6rent de 0, et d6fini comme 6tant la valeur de la fonction h, avec pour premibre variable 

y1 un entier y d6pendant de ('entier al6atoire x et avec pour deuxit3me variables y2 un message M, la fonc-
tion auxiliaire h 6tant alors d6pourvue d'ambiguit6 vis-d-vis du message M et quasi-biunivoque vis-A-vis 

40 du couple form6 par 1'entier y et le message M. 

8. Dispositif selon la revendication 7, caract6rls6 en ce que la taille de 1'entier de condensation c est infd-

rieure A la taille de 1'entier e. 

45 

5o 

55 

9. Dispositif selon ['une des revendications 7 et 8, caractes M en ce que 1'entier y est 1'6I6vation de x A la 

puissance e. 

10. Dispositif selon ['une des revendications 7 219, caract6ris6 en ce que les premiers moyens de calcul sont 
propres A 6tablir un entier z d6fini comme Mant le produit de x par 1'entier b NeO A la puissance s.c. 

11. Dispositif selon la revendication 10, caract6ris6 en ce que les deux entiers y et z constituent une premi6re 

signature chiffr6e du message M. 

12. Dispositif selon la revendication 10, caract6ris6 en ce que les deux entiers z et c constituent une deuxibme 

signature chiffr6e du message M. 

13. Dispositif selon ['une des revendications pr6c6dentes, caract6ris6 en ce qu'il comprend un poste utilisa-

teur frbre comportant des premiers moyens de calcul frbres analogues aux premiers moyens de calcul 
ainsi que des premier et second moyens de m6morisation fre3res analogues aux premiers et seconds 
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moyens de memorisation, 
et en ce que lesdits premiers moyens de memorisation freres contiennent les antlers e, n, b. 

14. Dispositif selon les revendications 11 et 13, caracterise en ce que le poste utilisateur frere comporte des 

5 seconds moyens de calcul freres analogues aux seconds moyens de calcul, 
en ce que les entiers I, A, le message M et la signature chiffree sont communiques a ce poste uti-

lisateur frere, 
an ce que les seconds moyens de calcul freres sont propres a determiner 1'entier c par la relation 

c=h(y,M), 
10 at an ce que les premiers moyens de calcul freres sont propres a etablir un premier entier inter-

mediaire t egal a y.(Ae.l)c et un second entier intermediaire u egal a I'elevation de z e la puissance e, puis 
sont propres a comparer les premiers et deuxiemes entiers intermediaires tat u, le resultat de cette compa-
raison permettant de determiner le caractere correct de la communication du message M. 

15 15. Dispositif selon les revendications 12 et 13, caracterise an ce que les premiers moyens de calcul freres 
sont aptes a effectuer ('operation inverse de la premiere operation, dite division et sont propres a effectuer 
la succession des etapes suivantes : 

a) determination d'un troisieme entier intermediaire t3 egal a 1'elevation a la puissance c du produit 
A-A, 

20 b) determination d'un quatrieme antler intermediaire t4 egal a la division de 1 par t3, 
c) determination d'un cinquieme entier intermediaire t5 egal au produit de 1'entierz eleve a la puissance 
e par 1'entier intermediaire t4, 
d) determination d'un sixieme entier intermediaire t6 egal a la valeur de la fonction auxiliaire h dans 
laquelle la premiere variable y1 est egale a 1'entier t5 et dans laquelle la seconde variable y2 est egale 

25 au message M, 
e) comparaison de 1'entier t6 avec 1'entier de condensation c, le resultat de cette comparaison permet 

tant de determiner le caractere correct de la communication du message. 

16. Dispositif selon Tune des revendications 7 e 15, caracterise en ce que la fonction auxiliaire h est une partie 
30 predeterminee de la fonction OU EXCLUSIF des deux variables y1 et y2. 

17. Dispositif selon Tune des revendications 7 A 15, caracterise en ce que la fonction auxiliaire h est une partie 

predeterminee d'une fonction de condensation g des deux variables y1 et y2. 

18. Dispositif selon la revendication 17, caracterise en ce que la fonction g est une fonction de condensation 

35 de type iteratif. 

19. Dispositif selon la revendication 17, caracterise en ce que la fonction de condensation g comprend I'uti-

lisation d'un algorithme du type a cle secrete en mode boucle. 

40 20. Dispositif selon Tune des revendications 5 e 20, prises en combinaison avec la revendication 13, carac-
terise an ce que les premiers moyens de calcul sont propres a etablir une premiere partie d'une cle de 
chiffrement dependant de 1'entier aleatoire x, cette premiere partie etant communiquee au poste utilisateur 

frere (PU'), les premiers moyens de calcul freres etant alors propres a etablir a partir de ladite premiere 
partie et de 1'entier s', frere de !'entier s, contenu dans les seconds moyens de memorisation freres, la 

45 totalite de ladite cle de chiffrement. 

21. Dispositif selon la revendication 20, caracterise en ce que la premiere partie de la cle de chiffrement est 

egale a 1'entier b eleve a la puissance x. 

22. Dispositif selon la revendication 21, caracterise en ce que la cle de chiffrement est egale a 1'elevation e 
la puissance e.s' de ladite premiere partie. 

23. Dispositif selon Tune des revendications 20 a 22, caracterise en ce que les premiers moyens de calcul 
determinent egalement la cle de chiffrement a partir de 1'entier aleatoire x, des entiers auxiliaires A' at 
d'identif!cation 1' du poste utilisateur frere. 

24. Dispositif selon la revendication 23, caracterise en ce que la cle de chiffrement est egale d 1'elevation e 
la puissance x du produit A'e.l'. 

50 

55 
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25. Dispositif selon Tune des revendications 3A 23, caractd(M en ce qu'il comporte une premi&re station-
autorit6 (AUT1) comprenant lesdits moyens de traitement suppl6mentaires (MTS) et communiquant les 

entiers e, n, b • une premi6re famille (FAM1) de postes utilisateurs. 

5 26. Dispositif selon la revendication 25, caract6ris6 en ce qu'il comporte une deuxibme station-autorit6 
(AUT2) comprenant des moyens de traitement suppl6mentaires fr6res et communiquant des entiers fr6res 

e2, n2, b2 b une deuxi&me famille (FAM2) de postes utilisateurs. 

27. Dispositif selon les revendications 25 et 26 prises en combinaison , caract6ris6 en ce que la premibre sta-
10 tion-autorit6 communique A la deuxi&me station-autorit6 une signature d'un message particulier d6pen-

dant des entiers e2, n2, b2, obtenue A I'aide des entiers e, n, b, et en ce que la deuxibme station-autorit6 

communique A la preml6re station-autorit6 une signature d'un message particulier d6pendant des entiers 

e, n, b, obtenue ;& I'aide des entiers e2, n2, U. 

15 de 512 bits. 

28. Dispositif selon Tune des revendications 5 A 27, caractdris6 en ce que la taille de 1'entier al6atoire x est 

29. Dispositif selon Tune des revendications pr6c6dentes , caract&M en ce que la taille de 1'entier n est de 

512 bits. 

20 30. Dispositif selon Tune des revendications pr6c6dentes , caractMM en ce que la taille de 1'entier premier 

e est de 65 bits. 

25 

30 

35 

40 

45 

50 

31. Dispositif selon les revendications 7 et 30, caract6ris6 en ce que la taille de 1'entier de condensation c 

est de 64 bits. 

32. Dispositif selon Tune des revendications pr6c6dentes, caractOris6 en ce que la taille de 1'entier b est de 

512 bits. 

33. Dispositif selon Tune des revendications pr6c6dentes , caract6ris6 en ce que la taille de 1'entier s est de 

64 bits. 

34. Dispositif selon Tune des revendications pr6c6dentes, caract6ris6 en ce que, pour effectuer la premi&re 

opdration, dite produit, du type F.B. modulo n, F et B ayant des valeurs entibres repr6sent6es par des 
mots num6riques de nb bits, les premiers moyens de calcul effectuent la succession des 6tapes suivan-

tes 
a) fractionnement de la variable F en J+1 mots de tb bits, FO, ..., F,, ..., Fj, tb 6tant un entier pr6d6ter-
min6 et J+1 un entier 6gal ou imm6diatement sup6rieur au rapport nb/tb, 
b) multiplication par la variable B de chacun des mots F,, ou i est un entier compris entre 0 et J, 
c) addition au produit de cette multiplication d'un mot num6rique de somme T de valeur 6gale A la som-

me cumul6e des produits ant6rieurs r6duite modulo n, la r6duction modulo n du mot de somme T 6tant 

r6alis6e en lui soustrayant une quantit6 d,.n, d, 6tant un mot num6rique constitu6 des tb+1 bits de poids 
fort du mot de somme T, A chaque fois que le mot de somme T atteint une valeur sup6deure ou 6gale 

A ladite quantit6 di.n. 

35. Dispositif selon la revendication 34, caract6ris6 en ce que les premiers moyens de calcul comprennent 

des moyens de m6morisation auxiliaires pourm6moriser les informations d6finissant 1'exponentiation mo-

dulo n d'un mot num6rique, des moyens de calcul auxiliaires pour effectuer des op6rations du type Ttr.n, 
ou r est un mot num6rique F, ou di, et des moyens de commande de ces moyens de m6morisation et de 

ces moyens de calcul auxiliaires. 

Patentanspruche 

1. Nachrichtentechnische Vorrichtung mit einer Benutzerstation (PU) mit einer Verarbeitungseinrichtung 

(MT), welche folgendes aufweist: 
55 - erste Speichereinrichtungen (MM1) zum Speichern einer ersten ganzen Zahl a sowie einer ganzzah-

ligen Arbeitszahl n, wobei these ganzzahlige Arbeitszahl sehr groM and gleich dem Produkt aus zwei 

ersten ganzen Zahlen p and q ist, 
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- erste Recheneinrichtungen (MC1) fur die Gesamtmenge Zn von ganzen Zahlen modulo die ganzzah-
IigeArbeitszahl n, wobei these ersten Recheneinrichtungen ausgelegt sind, um interne Operationen in 

dieser Gesamtmenge auszufuhren, beispielsweise eine erste Operation, namlich eine Multiplikation, 
and eine zweite Operation, namlich eine Potenzierung, wobei die ersten Recheneinrichtungen zur Chif-

5 frierung von Daten mit Hilfe einer ganzzahligen Authentizitatszahl V geeignet sind, die zu der Benut-
zerstation (PU) gehort and aus der ersten ganzen Zahl a unter der Voraussetzung der Kenntnis der 

Zerlegung von n in Faktoren als Produkt aus p and q bestimmbar ist, 

dadurch gekennzeichnet, 
- daft der Rest aus der Division des Produkts (p-1)•(q-1) Burch die ganze Zahl a von Null verschieden 

10 ist, 
- daB die ersten Speichereinrichtungen (MM1) sich zur Speicherung einer gewahlten ganzen Zahl b in 
der Weise eignen, daft b modulo p ein Generator fur die Gesamtmenge Zp* von ganzen Zahlen modulo 

p ist, die nicht Null sind, and daR b modulo q ein Generator fur die Gesamtmenge Zq* von ganzen Zah-

len modulo q ist, die nicht Null sind, 
15 - daft die Benutzerstation (PU) aufterdem zweite Speichereinrichtungen (MM2) aufweist, die sich zur 

Speicherung einer sehr groften ganzen Zahl s eignen, die zu der Benutzerstation (PU) gehort, 
- and daR die ersten Recheneinrichtungen (MC1) sich dazu eignen, eine ganzzahlige Hilfszahl A zu bil-

den, welche als Bas Produkt aus V_ and der ganzen Zahl b in der s-ten Potenz definiert ist, 
so daft es moglich ist, daft die Benutzerstation (PU) die ganzzahlige Hilfszahl A zum Nachweis ihrer Au-

20 thentizitat ubertragen kann, ohne daft these Ubertragung die Bestimmung des Authentizitatswerts V ge-

stattet. 

2. Vorrichtung nach Anspruch 1, 
dadurch gekennzeichnet, 

25 daft die Benutzerstation (PU) einen Sicherheitsbereich (ENSE) aufweist, innerhalb dessen sich zumin-
dest die ersten Recheneinrichtungen (MC1) and die zweiten Speichereinrichtungen (MM2) befinden. 

3. Vorrichtung nach einem der Anspruche 1 and 2, 
dadurch gekennzeichnet, 

30 daft sie zusatzliche Verarbeitungseinrichtungen (MTS) aufweist, welche geeignet sind, die beiden ersten 
ganzen Zahlen zur Faktorenzerlegung p and q zu erzeugen, um die ganzzahlige Arbeitszahl n sowie die 

ganzen Zahlen a and b zu erzeugen, 
daft die zusatzlichen Verarbeitungseinrichtungen (MTS) geeignet sind, die inverse Operation, namlich die 
Wurzelbildung, der zweiten Operation and die zur ersten Operation inverse Operation der Division vor-

35 zunehmen, and daB die zusatzlichen Verarbeitungseinrichtungen geeignet sind, um die ganzzahlige Au-
thentizitatszahl V_ aus einer der Benutzerstation eigenen ganzzahligen Identifizierungszahl I zu bestim-

men, die zu der Benutzerstation gehort, wobei V gleich der Division der ganzen Zahl 1durch die a-te Wur-

zel aus I ist. 

40 

45 

4. Vorrichtung nach Anspruch 3, 
dadurch gekennzeichnet, 
daft die ganzzahlige Identifizierungszahl I von einem Vielfachen einer ganzen Zahl k, die nicht gleich 1 

ist, in der a-ten Potenz verschieden ist. 

5. Vorrichtung nach Anspruch 4, 

dadurch gekennzeichnet, 
daB die Benutzerstation daruberhinaus Einrichtungen (MG) zum Erzeugen einerganzzahligen Zufallszahl 
x aufweist, die sich innerhalb des Sicherheitsbereichs (ENSE) befindet. 

6. Vorrichtung nach Anspruch 5, 
50 dadurch gekennzeichnet, 

daft die ganzzahlige Zufallszahl x sehr grog ist. 

7. Vorrichtung nach Anspruch 5 oder 6, 
dadurch gekennzeichnet, 

55 daB die ersten Speichereinrichtungen geeignet sind, um Informationen zu speichern, welche eine Hilfs-

funktion h mit zwei Variablen y1 and y2 definieren, 
and daft die Benutzerstation zweite Recheneinrichtungen (MC2) fur die Gesamtmenge von ganzen Zah-
len modulo n aufweist, die sich zur Bildung einer ganzzahligen Kompressionszahl c in der Weise eignen, 
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daR der Rest aus der Division von c durch e_ nicht 0 ist and als der Wert der Funktion h definiert wind, die 
bei der ersten Variablen y1 eine ganze Zahl y ergibt, die von der ganzzahligen Hilfszahl x abhangig ist, 
and die bei der zweiten Variablen y2 eine Nachricht M ergibt, wobei die Hilfsfunktion h nun gegenuber der 
Nachricht M keine Doppeldeutigkeit aufweist and gegenuber dem Paar aus der ganzen Zahl y and der 

5 Nachricht M quasi-eineindeutig ist. 

10 

15 

8. Vorrichtung nach Anspruch 7, 
dadurch gekennzeichnet, 
daR die GrSRe der ganzzahligen Kompressionszahl c Weiner als die Gr6ae der ganzen Zahl a ist. 

9. Vorrichtung nach einem der Anspruche 7 and 8, 
dadurch gekennzeichnet, 
dal3 die ganze Zahl y gleich dem Wert von x in der a-ten Potenz ist. 

10. Vorrichtung nach einem der Anspruche 7 bis 9, 

dadurch gekennzeichnet, 
daR die ersten Recheneinrichtungen geeignet sind, eine ganze Zahl z zu bilden, die als das Produkt aus 

x and der ganzen Zahl b potenziert mit s-c definiert ist 

11. Vorrichtung nach Anspruch 10, 
20 dadurch gekennzeichnet, 

daR die beiden ganzen Zahlen y and z eine erste chiffrierte Kennung der Nachricht M bilden. 

12. Vorrichtung nach Anspruch 10, 
dadurch gekennzeichnet, 

25 daR die beiden ganzen Zahlen z and c eine zweite chiffrierte Kennung der Nachricht M bilden. 

13. Vorrichtung nach einem der vorhergehenden Anspruche, 
dadurch gekennzeichnet, 
daR she eine Zwillings-Benutzerstation aufweist, welche erste Zwillings-Recheneinrichtungen analog zu 

30 den ersten Recheneinrichtungen sowie erste and zweite Zwillings-Speichereinrichtungen analog zu den 

ersten and zweiten Speichereinrichtungen aufweist, 
and daR die ersten Zwillings-Recheneinrichtungen die ganzen Zahlen e, n, b enthalten. 

14. Vorrichtung nach den Anspruchen 11 and 13, 

35 dadurch gekennzeichnet, 
daR die Zwillings-Benutzerstation zweite Zwillings-Recheneinrichtungen analog zu den zweiten Rechen-

einrichtungen aufweist, 
daR die ganzen Zahlen I and A, die Nachricht M and die chiffrierte Kennung an these Zwillings-Benut-

zerstation ubermittelt werden, 
40 daR die zweiten Zwillings-Recheneinrichtungen die ganze Zahl c durch die Beziehung c = h(y,M) bestim-

men konnen, and daR die ersten Zwillings-Recheneinrichtungen geeignet sind, eine erste ganzzahlige 
Zwischenzahl t gleich y(Ae-I)c and eine zweite ganzzahlige Zwischenzahl u gleich z in der a-ten Potenz 

zu bilden, and weiterhin geeignet sind, die ersten and zweiten ganzzahligen Zwischenzahlen t and u mit-
einander zu vergleichen, wobei das Ergebnis dieses Vergleichs die Bestimmung der Richtigkeit der Uber-

45 mittlung der Nachricht M gestattet. 

15. Vorrichtung nach den Anspruchen 12 and 13, 
dadurch gekennzeichnet, 
daR die ersten Zwillings-Recheneinrichtungen geeignet sind, die zur ersten Operation inverse Operation 

der Division auszufuhren and nacheinander die folgenden Schritte vorzunehmen: 
a) Bestimmung einer dritten ganzzahligen Zwischenzahl t3 gleich c potenziert mit dem Produkt AP- 1, 
b) Bestimmung einer vierten ganzzahligen Zwischenzahl t4 gleich der Division von 1 durch t3, 
c) Bestimmung einer funften ganzzahligen Zwischenzahl t5 gleich dem Produkt aus der ganzen Zahl 

z in der a-ten Potenz and der ganzzahligen Zwischenzahl t4, 
55 d) Bestimmung einer sechsten ganzzahligen Zwischenzahl t6 gleich dem Wert der Hilfsfunktion h, bei 

welcher die erste Variable y1 gleich der ganzen Zahl t5 ist and bei welcher die zweite Variable y2 gleich 

der Nachricht M ist, 
e) Vergleich der ganzen Zahl t6 mit der ganzzahligen Kompressionszahl c, wobei das Ergebnis dieses 

50 
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Vergleichs die Bestimmung der Richtigkeit der Obermittlung der Nachricht gestattet. 

16. Vorrichtung nach einem der Anspruche 7 bis 15, 

dadurch gekennzeichnet, 
5 daR die Hilfsfunktion h ein vorgegebener Tell der exklusiven ODER-Funktion der beiden Variablen y1 and 

y2 ist. 

17. Vorrichtung nach einem der Anspruche 7 bis 15, 
dadurch gekennzeichnet, 

10 daR die Hilfsfunktion h ein vorgegebener Tell einer Kompressionsfunktion g der beiden Variablen y1 and 

y2 ist. 

15 

20 

18. Vorrichtung nach Anspruch 17, 
dadurch gekennzeichnet, 
daR die Funktion g eine Funktion der iterativen Kompression ist. 

19. Vorrichtung nach Anspruch 17, 
dadurch gekennzeichnet, 
daR die Kompressionsfunktion g die Verwendung eines Algorithms in der Art eines Geheimschlussels 

im Schleifenmodus umfaRt. 

20. Vorrichtung nach einem der Anspruche 5 bis 19 in Verbindung mit Anspruch 13, 

dadurch gekennzeichnet, 
daR die ersten Recheneinrichtungen geeignet sind, einen ersten Tell eines Chiffrierschlussels in Abhan-
gigkeit von der ganzzahligen Zufallszahl x zu bilden, wobei dieser erste Tell an die Zwillings-Benutzers-

25 tation (PU') ubermittelt wird, and wobei die ersten Zwillings-Recheneindchtungen dann geeignet sind, aus 
diesem ersten Tell and der ganzen Zahl s_', die der ganzen Zahl s entspricht and in den zweiten Zwillings-

Speichereinrichtungen enthalten ist, diesen Chiffrierschlussel insgesamt zu bilden. 

21. Vorrichtung nach Anspruch 20, 
30 dadurch gekennzeichnet, 

daR der erste Tell des Chiffrierschlussels gleich der ganzen Zahl b in der x-ten Potenz ist. 

35 

40 

22. Vorrichtung nach Anspruch 21, 
dadurch gekennzeichnet, 
daR der Chiffrierschlussel gleich deco ersten Tell potenziert mit e-s' ist. 

23. Vorrichtung nach einem der Anspruche 20 bis 22, 

dadurch gekennzeichnet, 
daR die ersten Recheneindchtungen auch den Chiffrierschlussel aus der ganzzahligen Zufallszahl x_, den 
ganzzahligen Hilfszahlen A' and der Identifizierung I' der Zwillings-Benutzerstation bestimmen. 

24. Vorrichtung nach Anspruch 23, 
dadurch gekennzeichnet, 
daR der Chiffrierschlussel gleich x potenziert mit deco Produkt NOT ist. 

45 25. Vorrichtung nach einem der Anspruche 3 bis 23, 

dadurch gekennzeichnet, 
daR sie eine erste ubergeordnete Station (AUT1) aufweist, welche die zusatzlichen Verarbeitungseinrich-

tungen (MTS) enthalt and die ganzen Zahlen e, n, ban eine zweite Gruppe (FAM1) von Benutzerstationen 

ubermittelt. 
50 

26. Vorrichtung nach Anspruch 25, 

dadurch gekennzeichnet, 
daR sie eine zweite ubergeordnete Station (AUT2) aufweist, welche zusatzliche Zwillings-Verarbeitungs-

einrichtungen enthalt and die ganzzahlige Zwillingszahlen e2, n2, b2 an eine zweite Gruppe (FAM2) von 
55 Benutzerstationen ubermittelt. 

27. Vorrichtung nach den Anspruchen 25 and 26 in Kombination, 

dadurch gekennzeichnet, 
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5 

daR die erste ubergeordnete Station an die zweite ubergeordnete Station eine Kennung fur eine beson-
dere Nachricht in Abhangigkeit von den ganzen Zahlen e2, n2, b2 ubermittelt, die mit Hilfe der ganzen 

Zahlen e, n, b erhalten wurden, 
and daR die zweite ubergeordnete Station an die erste ubergeordnete Station eine Kennung fur eine be-

stimmte Nachricht in Abhangigkeit von den ganzen Zahlen e, n, b ubermittelt, die mit Hilfe der ganzen 

Zahlen e2, n2, b2 erhalten wurden. 

28. Vorrichtung nach einem der Anspruche 5 bis 27, 

dadurch gekennzeichnet, 
10 daR die GroRe der ganzzahligen Zufallszahl x 512 Bit betragt. 

29. Vorrichtung nach einem der vorhergehenden Anspruche, 
dadurch gekennzeichnet, 

daR die GroRe der ganzen Zahl n 512 Bit betragt. 

15 30. Vorrichtung nach einem der vorhergehenden Anspruche, 

dadurch gekennzeichnet, 

daR die GroRe der ersten ganzen Zahl a 65 Bit betragt. 

31. Vorrichtung nach den Anspruchen 7 and 30, 
20 dadurch gekennzeichnet, 

daR die GroRe der ganzzahligen Kompressionszahl c 64 Bit betragt. 

32. Vorrichtung nach einem der vorhergehenden Anspruche, 

dadurch gekennzeichnet, 
25 daR die GroRe der ganzen Zahl b 512 Bit betragt. 

33. Vorrichtung nach einem der vorhergehenden Anspruche, 

dadurch gekennzeichnet, 
daR die GroRe der ganzen Zahl s 64 Bit betragt. 

30 

35 

40 

45 

50 

34. Vorrichtung nach einem der vorhergehenden Anspruche, 
dadurch gekennzeichnet, 
daR zur Ausfuhrung der ersten Operation, namlich der Multiplikation vom Typ F•B modulo n, wobei F and 

B ganzzahlige Werte aufweisen, die durch die digitalen Wortervon nb Bit reprasentiertwerden, die ersten 

Recheneinrichtungen nacheinander die folgenden Schritte ausfuhren: 
a) Zerlegung der Variablen F in J+1 Worter zu tb Bits, F0,..., F1,... Fj, wobei tb eine vorgegebene ganze 
Zahl ist and j+1 eine ganze Zahl ist, die gleich dem Verhaltnis von nb/tb ist Oder unmittelbar darober 

liegt, 
b) Multiplikation jedes Wortes F, mit der Variablen B, wobei i eine ganze Zahl zwischen 0 and J ist, 

c) Addition eines digitalen Wortes mit dem Wert T, wobei dieser Wert gleich der kumulierten Summe 

dervorherigen Produkte reduziert modulo n ist, zum Produkt dieser Multiplikation, wobei die Reduktion 
modulo n des Wortes mit der Summe T_ dadurch erfolgt, daR von dieser eine GroRe di-n abgezogen 
wird, wobei d, ein digitales Wort ist, das aus den hochstwertigen tb+1 Bits des Wortes mit der Summe 

T_ besteht, sobald das Wort mit der Summe T einen Wert erreicht, der gr6aer als der oder gleich dem 
Wert von d,•n ist. 

35. Vorrichtung nach Anspruch 34, 

dadurch gekennzeichnet, 
daR die ersten Recheneinrichtungen Hilfsspeichereinrichtungen zum Speichern der Informationen, wel-
che die Exponentenbildung modulo n eines digitalen Wortes definieren, sowie Hilfsrecheneinrichtungen 

zurAusfuhrung von Operationen vom Typ Ttr•n, wobei rein digitales Wort F, bzw. d, ist, and Einrichtungen 
zur Steuerung dieser Hilfsspeichereinrichtungen and Hilfsrecheneinrichtungen aufweisen. 

55 Claims 

1. Communication device, containing a user station (PU) provided with processing means (MT) comprising: 
- first storage means (MM1) for storing a first integere and an operating integer n, this operating integer 
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being of very large magnitude and equal to the product of the two first integers p and q, 
- first calculation means (MCI) for the set Zn of integers modulo the operating integer n, these first 

calculation means being capable of carrying out internal operations in this set, such that a first oper-
ation, the so-called product, and a second operation, the so-called exponentiation, the said first cal-

5 culation means being designed for data coding, with the aid of a validation integer V peculiar to the 
first user station (PU) and which may be determined from the first integer e, subject to knowing the 

factorization of n as a product of p and q, 
characterised in that the remainder of the division of the product (p-1) . (q-1) by the integer a is 

other than 0, 
10 - in that the first storage means (MMI) are designed for the storage of a chosen integer b such that b 

modulo p is the generator of the set Zp* of the non-zero integers modulo p and such that b modulo q 

is generator of the set Zq* of the non-zero integers modulo q, 
- in that the user station (PU) further comprises second storage means (MM2) designed for the storage 
of an integer s of large magnitude peculiar to the user station (PU), 

15 - and that the said first calculation means (MCI) are designed for the generation of an auxiliary whole 

number Adefined as being the product of V and the integer b raised to the power s, which enables the 
user station (PU) to communicate the auxiliary integer A in order to validate itself without this commu-

nication allowing the validation value V to be determined. 

20 2. Device according to claim 1, characterised in that the user station (PU) contains a security cabinet (ENSE) 
inside which are housed at least the first calculation means (MCI) and the second storage means (MM2). 

3. Device according to one of the claims 1 and 2, characterised in that it contains supplementary processing 

means (MTS) capable of generating the two first factorization integers p and q, to establish the operating 

25 integer n and the integers a and b, 
in that the supplementary processing means (MTS) are capable of implementing the inverse op-

eration, that is the root, of the said second operation and the inverse operation, that is the division of the 

said first operation, 
in that the supplementary processing means are designed for the determination of the validation 

30 integer V from an identification integer I peculiar to the user station, V being equal to the division of the 

integer 1 by the eth root of I. 

4. Device according to claim 3, characterised in that the identification integer I is other than a multiple of 

an integer k, other than 1, raised to the power e. 

35 5. Device according to claim 4, characterised in that the user station further comprises means (MG) for gen-
erating a random number x located inside the security cabinet (ENSE). 

6. Device according to claim 5, characterised in that the random number x is of very large magnitude. 

4o 7. Device according to claim 5 or 6, characterised in thatthe first storage means are designed for the storage 
of data defining an auxiliary function h having two variables y1 and y2, 

in that the user station (PU) contains second calculation means (MC2) forthe set of whole numbers 
modulo n designed for the generation of a padding integer c, such that the remainder of the division of c 

by a is other than 0, and defined as being the value of the function h with, for the first variable y1, an 
45 integer y depending on the random number x, and for the second variable y2 a message M, the auxiliary 

function h then being deprived of ambiguity in relation to the message M and quasi-one-to-one in relation 

to the pair formed by the integer y and the message M. 

S. Device according to claim 7, characterised in that the magnitude of the padding number c is less than 

50 the magnitude of the integer e. 

9. Device according to one of the claims 7 and 8, characterised in that the integer y is the exponentiation 

of x to the power e. 

10. Device according to one of the claims 7 to 9, characterised in that the first calculation means are designed 
55 for the generation of an integer z defined as being the product of x and the integer b raised to the power 

S.C. 
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10 

11. Device according to claim 10, characterised in that the two integers y and z constitute a first coded sig-

nature of the message M. 

12. Device according to claim 10, characterised in that the two integers z and c constitute a second coded 

5 signature of the message M. 

13. Device according to one of the preceding claims, characterised in that it contains a twin user station com-

prising twin first calculation means similarto the first calculation means, and twin first and second storage 

means similar to the first and second storage means, 
in that the said first twin storage means contain the integers e, n, b. 

14. Device according to claims 11 and 13, characterised in that the twin user station contains twin second 

calculation means similar to the second calculation means. 
in that the integers 1, A, the message M and the coded signature are communicated to this twin 

user station, 
15 in that the twin second calculation means are designed for the determination of the integer c from 

the relationship c = h (y,M), 
in that the twin first calculation means are designed for the generation of a f irst intermediate integer 

t equal to y.(Ae.l)c and a second intermediate integer u equal to the exponentiation of z to the power e, 

then are designed for the comparison of the firs and second intermediate integers t and u, the result of 
20 this comparison enabling the correct character of the communication of the message M to be determined. 

15. Device according to claims 12 and 13, characterised in that the twin first calculation means are capable 
of implementing the inverse operation of the first operation, that is division, and are designed to carry 

out the following sequence of steps: 
25 a) determination of a third intermediate integer t3 equal to the exponentiation to the power c of the 

product Ae.l, 
b) determination of a fourth intermediate integer t4 equal to the division of 1 by t3, 
c) determination of a fifth intermediate integer t5 equal to the product of the integer z raised to the 

power a by the intermediate integer t4, 
30 d) determination of a sixth intermediate integer t6 equal to the value of the auxiliary function h in which 

the first variable y1 is equal to the integert5 and in which the second variable y2 is equal to the message 

M, 
e) comparison between the integer t6 and the padding integer c, the result of this comparison enabling 

the correct character of the message communication to be determined. 
35 

16. Device according to one of the claims 7 to 15, characterised in that the auxiliary function his a predeter-
mined component of the EXCLUSIVE OR function of the two variables y1 and y2. 

17. Device according to one of the claims 7 to 15, characterised in that the auxiliary function his a predeter-
40 mined component of a padding function g of the two variables y1 and y2 . 

18. Device according to claim 17, characterised in that the padding function is a condensation function of the 
iterative type. 

19. Device according to claim 17, characterised in that the padding function g includes the use of an algorithm 
of the hidden cipher, recursive mode type. 

20. Device according to one of the claims 5 to 20, taken in combination with claim 13, characterised in that 
the first calculation means are designed to generate a first component of a coding cipher dependent upon 
the random number x, this first component being communicated to the twin user station (PU'), the twin 
first calculation means then being used to generate the whole of the said coding cipher from the said first 
component and the integer s', twin of the integers, contained in the twin second storage means. 

21. Device according to claim 20, characterised in that the first component of the coding cipher is equal to 
the integer b raised to the power x. 

22. Device according to claim 21, characterised in that the coding cipher is equal to the exponentiation to 
the power e.s' of the said first component. 

45 
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23. Device according to one of the claims 20 to 22, characterised in that the first calculation means also de-
termine the coding cipher from the random number x, the auxiliary integers A' and the identification V of 

the twin user station. 

5 24. Device according to claim 23, characterised in that the coding cipher is equal to the exponentiation to 

the power x of the product Ne.l'. 

25. Device according to one of the claims 3 to 23, characterised in that it contains a first control station (AUT1) 

comprising the said supplementary processing means (MTS) and communicating the integers e, n, b to 

10 a first family (FAM1) of user stations. 

26. Device according to claim 25, characterised in that it contains a second control station (AUT2) comprising 
twin supplementary processing means and communicating twin integers e2, n2, b2 to a second family 

(FAM2) of user stations. 

15 27, Device according to one of the claims 25 and 26, characterised in that the first control station communi-

cates to the second control station a signature of a special message dependent upon the integers e2, n2, 
b2, obtained with the aid of the integers e, n, b, and in that the second control station communicates to 

the first control station a signature of a special message dependent upon the integers e, n, b, obtained 

with the aid of the integers e2, n2, U. 
20 

28. Device according to one of the claims 5 to 27 , characterised in that the magnitude of the random number 
x is 512 bits. 

29. Device according to one of the preceding claims, characterised in that the magnitude of the integer n is 

25 512 bits. 

30. Device according to one of the preceding claims, characterised in that the magnitude of the first integer 

e is 65 bits. 

30 31. Device according to claims 7 and 30, characterised in that the magnitude of the padding integer cis 64 

bits. 

32. Device according to one of the preceding claims, characterised in that the magnitude of the integer b is 

512 bits. 

35 33. Device according to one of the preceding claims, characterised in that the magnitude of the integers is 

64 bits. 

34. Device according to one of the preceding claims, characterised in that, to effect the first operation, that 

is the product of the type F.B. modulo n, F and B having whole values represented by digital words of nb 
40 bits, the first calculation means carrying out the following sequence of steps: 

a) splitting of the variable F into J+1 words of tb bits, FO, ..., F,, ..., Fj, tb being a predetermined integer 

and J+1 an integer equal to or immediately above the ratio nb/tb, 
b) multiplication of each of the words F,, by the variable B, where i is an integer between 0 and J, 

c) addition to the product of this multiplication of a digital word of sum T of a value equal to the cumu-
4s lative sum of the previous products, reduced modulo n, the modulo n reduction of the word of sum T 

being obtained by subtracting from it a quantity d,.n, d, being a digital word made up of tb+1 most sig-

nificant bits of the word of sum T, each time the word of sum T reaches a value above or equal to the 

said quantity d,.n. 

5o 35. Device according to claim 34, characterised in that the first calculation means contain auxiliary storage 
means to store the data defining the exponentiation modulo n of a digital word, auxiliary calculation means 
to effect operations of the type Ttr.n, where r is a digital word F, or d,, and means for controlling these 

storage means and this auxiliary calculation means. 
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Description 

Background of the Invention 

[0001 ] The present invention relates to managing and 

manipulating computer archive files, and more particu-

larly to a system and method for managing and manip-

ulating zip files through a computer program integrated 

into Microsoft Windows Explorer. 

[0002] Compression of computer files has been 

around for years. Compressing files can save tremen-

dous amounts of disk space, and transfer time when 

downloading files from the Internet or transferring files 

through email. These days, almost any file one down-

loads from the Internet is compressed in some way. A 

standard compressed file or folder as it is sometimes 

called contains one or more files that were compressed 

into a single file or folder. A lot of different compression 

formats have been developed over the years. The zip 

format, created bythe assigneeof the present invention, 20 

is the most common compressed file format forthe per-

sonal computer, but there are many others in use today. 

Any file with a '. zip" extension is most likely a com-

pressed file in the zip format. Zipping a file means com-

pressing the file into the zip format archive so that it oc-

cupies less disk space, and unzipping a file means un-

compressing a compressed file in the zip format. A zip 

file is a file which has been compressed with PKZIP®, 

from PKWare, Inc., or another compatible archiver. Zip 

files are indicated by a '.zip" filename extension. 

[0003] A computer file is compressed through the use 

of one or more compression algorithms. A compression 

algorithm is essentially a mathematical formula that 

scans the data in the file for compressible information. 

For example, compressible information may be any re-

peating pattern or string that can be represented once. 

The compression algorithm will then represent the re-

peated patterns in a coded manner to save space. For 

standard compression, most of the compression algo-

rithms work basically the same way. Some arejust more 

efficient or faster than others. 

[0004] Generally, the contents of a compressed file 

cannot be accessed unless the archive is uncom-

pressed. In order to uncompress a file, a user needs to 

either use the same program used to compress the file, 

or use another program that is compatible with the par-

ticular compression format. That meant that users were 

required to use standalone programs to compress and 

uncompress their files. The same problem occurs when 

trying to workwith and manipulate compressed archived 

files. For example, a user wanting to open an existing 

compressed file, modify the file, or extract data from the 

file andtransferitto another file would havetocommand 

a standalone program to uncompress the original file 

and command the standalone program to compress the 

modified file. This process is often burdensome and in-

convenient to the user. Therefore. it would be beneficial 

to create a product that would eliminate the need for 

5 
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separate standalone compression programs, and elim-

inate the need to separately command a file to be un-

compressed or compressed each time the file is 

opened; modified, or saved. 

[0005] Such products have been developed by many 

companies; including products used in a Microsoft Win-

dows Explorer environment. Microsoft Windows Explor-

er is a browser program in Windows for exploring direc-

tories; files; and folders in a computer system. In con-

nection with Windows Explorer, Microsoft provides a 

shell name space extension application program inter-

face (API) for software developers to use to integrate 

other software utility programs into Windows Explorer. 

Several companies have developed compression file 

manipulation programs using the Microsoft Windows 

Explorer interface. Some of these products include: Ar-

jFolder by Raphael Mounier; Cab Viewer by Microsoft 

Corporation; CleverZip by Cleverness, Inc,; Zip Explorer 

Pro by Aeco Systems; Internet Neighborhood by 

KnoWare, Inc.; Net Explore; ZipMagic by Mijenix Cor-

poration; and Netzip Classic by Netzip Inc. The Internet 

Neighborhood and Net Explore products are file transfer 

protocol (FTP) products which integrate FTP sites into 

Windows Explorer. ZipMagic and Netzip Classic are de-

vice driver products. 

[0006] ZipMagic, patented under U.S. Patent No. 

5,907,703, is directed to a device driver for accessing 

computer files. The ZipMagic patent utilizes a device 

driver implemented in the operating system of Windows 

Explorer that makes all zip files appear to be folders. 

[0007] However, all of the above products are imple-

mented differently from the present invention, and do 

not include many of the features of the present inven-

tion. Many of the above programs have increased per-

formance overhead in processing (compressing/un-

compressing) files continuously in and out, and it is often 

difficult for a user to determine if he is in a zip file or 

rather in a folder. 

[0008] Accordingly; there is a need for a system and 

method for easy management and manipulation of ar-

chive files. The program of the present invention is in-

tended for use on Microsoft Windows 9x, Me (Millenni-

um Edition), NT 4.0, and 2000 systems. Windows 95 

and NT 4.0 systems require Microsoft Internet Explorer 

4.0 or greater. 

Summary of the Invention 

[0009] The present invention provides a software util-

ity program that is seamlessly integrated into Microsoft 

Windows Explorer. The program allows users to man-

ageand manipulate their zip archivefileswithout leaving 

the Explorer environment. Users may open, archive, 

compress, extract, create, modify and add to their zip 

archivefiles using Windows Explorer's context and pull-

down menus, toolbars, copy and paste operators, and 

drag and drop operators. A mail compressor attachment 

module integrates into Microsoft Outlookto automatical-

2 
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ly archive files sent via email. An Internet plug-in module 

works with Internet Explorer 4.0+ or Netscape Commu-

nicator 4.0 +to facilitate the handling of downloaded zip 

files Mom the Internet. The Internet module allows a us-

er to view and manipulate zip archive files downloaded 

from the Internet. 

[0010] An archive manager provides quick access to 

a user's zip files stored on the computer. The archive 

manager can create a hierarchical tree representation 

of a zip file which allows quick and easy management 

and manipulation of complex zip archives. Shortcuts 

may also be optionally created and/or deleted by the ar-

chive manager. Double-clicking a shortcut will open a 

zip file under the archive manager. File shortcuts may 

be created using copy and paste operators, dragging a 

file into the archive manager, or via the scan and add 

function. File shortcuts are deleted by highlighting the 

shortcut and selecting delete on the keyboard or Win-

dows Explorer menu. Shortcuts may be created that 

branch to a zip file's contents under a specified working 

directory as an alternative to working within the archive 

manager. Archive files may be extensively modified be-

fore the actual changes are saved. As a result, system 

overhead is minimized, as the resources required for 

such operations are only needed when the archive is 

actually saved. An edit mode of the archive manager 

during archive modification illustrates graphic instruc-

tion cue icons (indicating Add and Delete states) in the 

far left column of the Explorer Window. 

[0011] In addition to easily opening, extracting, creat-

ing and modifying archive files, the present invention al-

so includes several miscellaneous features orfunctions 

selectable by the user. These functions include edit-be-

fore-saving, digital certificate based file authentication 

and encryption, selecting compression methods by file 

type and spanning/splitting of archive files. 

[0012] In one aspect of the invention, an edit-before-

saving function that is useful during creating, opening, 

modifying or extracting an archive file. The edit-before-

saving function provides graphic instruction cue icons 

(indicating Add and Delete states) next to archives that 

have been modified. Archives may be extensively mod-

ified before the actual changes are saved. As a result, 

system overhead is minimized, as the resources re-

quired for compressing and uncompressing are used 

only when the archives are actually saved. 

[0013] In another aspect of the invention, a Public Key 

Infrastructure (PKI) based digital signature, file authen-

tication and encryption function adds a layer of authen-

ticity to the zip archive files. The invention includes a X. 

509 based authentication and encryption function which 

allows a user to digitally sign and encrypt individual files 

archived in a zip file and subsequently authenticate and 

decrypt those files upon extraction. Digitally signing a 

zip file allows one to detect whetherthe integrity of a zip 

file has been compromised. Encrypting a file denies ac-

cess to the file's contents by unauthorized users. The 

ability to store a PKI based digital signature using stand-

and X.509 based certificate (e.g., VeriSign Digital ID) in-

formation is a significant enhancementto the zip archive 

file format. This function allows users to digitally sign an 

archive file and its contents using a standard X.509 

5 based digital certificate. 

[0014] This function also allows a user to digitally sign 

the central directory of the zip file and to encrypt file 

names and supplemental information such as, but not 

limited to, file system security descriptor information. 

10 [0015] In a further aspect of the invention, a user may 

select a compression method based on the type of file 

being saved. The compression methods include Store, 

Deflate, and DCL Implode. By default, the present in-

vention compresses all files using the Deflate algorithm. 

15 A user may choose to compress all files using the De-

flate algorithm, or may optionally modify the default 

method of compression, as well as the method to be 

used on a specified file type. In addition, a user may 

specify to use the 64k dictionary version of the Deflate 

20 algorithm for improved compression. 

[0016] The spanning function of the invention allows 

a user to span large zip archives over multiple remova-

ble media diskettes. The splitting function of the inven-

tion allows a user to divide an archive file into specified 

25 file segment sizes. 

[0017] Various other features, objects, and advantag-

es of the invention will be made apparent to those skilled 

in the art from the following detailed description and ac-

companying drawings. 
30 

Brief Description of the Drawings 

[0018] 

35 FIG. 1 is a diagram illustrating the software compo-

nents underlying the system of the present inven-

tion; 

FIGS. 2a-2e are diagrams illustrating the different 

40 compression and extraction chains used in the 

present invention; 

45 

FIG. 3 displays a right-click context menu of the 

present invention; 

FIG. 4 displays a progress dialog screen of the 

present invention; 

FIG. 5 displays a save as dialog screen of the 
50 present invention; 

FIG. 6a displays a table of toolbar buttons used in 

the present invention; 

55 FIG. 6b displays a table of menu items used in the 

present invention; 

FIG. 7 displays an extract dialog screen of the 
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present invention,-

FIG. 8 displays an add dialog screen of the present 

invention; 

FIG. 9 displays a log dialog screen of the present 

invention; 

FIG. 10 displays a series of selection properties di-

alog screens of the present invention; and 

FIG. 11 displays a series of authenticity/cerlificate 

dialog screens of the present invention. 

Detailed Description of the Invention 

[0019] FIG. 1 is a diagram illustrating the software 

components underlying the system 10 of the present in-

vention. There are three basic components of the un-

derlying software. These components are the user in-

terface (UI) 20, the file management (FM) component 

30, and the compression/extraction engine (CE) 40. 

[0020] The lowest level component is the compres-

sion/extraction engine 40. The compression/extraction 

component 40 consists of the actual compression, ex-

traction, and CRC-32 algorithms in converter, reader, 

writer components 42,44,46,48 interfacing with data ob-

ject and archive files 34,36 in the file management com-

ponent 30. The compression, extraction and CRC-32 al-

gorithms are written as a set of portable C language rou-

tines, with higher level C++ routines interfacing with the 

higher level file management component 30. The file 

management component 30 consists of the central di-

rector 32 which holds a cached tree-like structure of the 

archive independent of the actual archive type. Actual 

archive implementation is used by the central directory 

22 to read/write data to the archives 34 and the user 

interface 20. The central directory 32 consists of folder 

objects and file objects 36. A services object 38 is also 

part of the file management component 30. The services 

object 38 acts as a helper interface between the user 

interface component 20 and the file management com-

ponent 30. The user interface 20 consists of a shell 22, 

a graphical user interface (GUI) 24, and a call level in-

terface (CLI) 26. 

[0021] The data object 36 supports one or more 

standard file formats ( Explorer or File Manager drag and 

drop), and one or more custom formats (zipcompressed 

non-encrypted and zip compressed). When files are 

dropped from Explorer to the archive, the archive re-

quests available standard data formats to compress the 

data. When files are dropped from archive to Explorer, 

Explorer requests available standard data formats. In 

this instance, the data object will need to uncompress 

the data. When files are dropped from one zip archive 

to another zip archive, the target archive will be able to 

detect the native data and copy it without modification. 

When files are dropped from an ARJ archive to a zip 

archive, the zip archive will be able to recognize only 

standard formats, as a result, the ARJ data object will 

uncompress the data and the zip archive will compress 

the data. So it is possible to convert data between dif-

5 ferent archives. 

[0022] FIGS. 2a-2e illustrate the different compres-

sion and extraction used by the present invention. In 

FIG. 2a, regular compression and extraction chains 50 

are shown. These chains 50 include chains for compres-

10 sion 52, extraction 54, compression with encryption 56, 

and extraction with decryption 58. In FIG. 2b, compres-

sion data chains 60 are shown, including the use of a 

generic converter involving no compression for as is 

files 62 and encrypted files 64. These compression data 

15 chains 60 further include chains for compressed files 66 

and compressed encrypted files 68. In FIG. 2c, data 

here compression chains 70 are shown. These com-

press data here chains 70 include chains for as is files 

72, encrypted files 74, compressed files 76 and com-
20 pressed encrypted files 78. In FIG. 2d, GetData extrac-

tion chains 80 for as is files 82, not encrypted files 84, 

uncompressed files 86 and decrypted uncompressed 

files 88 are shown. In FIG, 2e, GetDataHere extraction 

chains 90 for as is files 92, not encrypted files 94, un-

25 compressed files 96 and decrypted uncompressed files 

98 are shown. 

[0023] The compression/extraction engine 40 and the 

file management component 30 form the data compres-

sion library that is used to build applications, such as 

30 the present invention, needing zip compatible compres-

sion and file management. 

[0024] The present invention provides a software util-

ity program that is integrated into Microsoft Windows Ex-

plorerfor managing and manipulating archive files with-

35 out leaving the Explorer environment. The invention in-

cludes an archive managerwhich allows a userto open, 

view, modify (add/delete), and extract data from an ex-

isting archive, or create a new archive using modified 

Windows Explorer right-click context menus, pull-down 

40 menus, toolbars, copy and paste operators, or drag and 

drop operators. 

[0025] FIG. 3 displays a right-click context menu 100 

of the present invention which may be used to open, 

modify and extractfiles from an existing zip file, or create 

45 a new zip file. In opening a zip file, a user may simply 

double-click the file to view the contents of the file. Al-

ternatively, the following is an example of the steps one 

might follow to open and view the contents of a zip file. 

First, the zip archive to be opened is located by using 

50 Windows Explorer. Then, the user right-clicks on the zip 

file he/she wants to open. A context menu appears. 

PKZIPI Explore is selected. The contents of the zip file 

will be displayed in the right pane under the archive 

manager. As another alternative, a user may select 

55 PKZIPI Explore PKZIP Folderto create afoldershortcut 

underthe currentfolder, and display the contents of the 

zip file via this folder. 

[0026] To extract individual files and/or folders ar-
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chived in a zip file, a user opens the zip file in Explorer 

as discussed above and invokes the Extract dialog 110, 

by selecting the PKZIP I Extract menu item in the right-

click context menu. The Extract dialog 110 appears, 

FIG. 7, allowing the userto manually specify a destina-

tion directory. Alternatively, a user may select PKZIPI 

Extract Here to extract the contents of the archive into 

the directory where the zip archive resides. To create a 

directory (e.g., "Test") underthe directory where the zip 

archive resides, and extract all files in that directory, the 

user selects the PKZIP I Extract-To menu item. Alterna-

tively, files may be extracted using a drag and drop op-

eration. The user highlights the files and/or folders he/ 

she wishes to extract, drags the files to a destination, 

and drops the files in the enabled destination. The files 

and/or folders will be automatically extracted into the 

drop destination. As the extraction process proceeds, 

the progress is displayed in a progress dialog 102, as 

shown in FIG. 4. If there is an error encountered during 

the extraction process, the error is indicated in the 

progress dialog 102 and a Log dialog 104; shown in FIG. 

9. 

[0027] The present invention also allows a userto cre-

ate a new zip file. The following is an example of the 

steps one might follow to create a new zip file. First; the 

user highlights the files and/or folders he wishes to ar-

chive. The user then clicks his right mouse button to 

bring up the context menu. PKZIPI Compress is then 

selected. The Save As dialog 104 appears, FIG. 5. A 

name and destination are specified for the zip file, and 

the Save button is clicked to proceed. The progress di-

alog 102 appears to monitor completion and to indicate 

errors in the process. The new zip file should now reside 

in the specified destination directory. A user may alter-

natively create a new zip file by other means as well. A 

user may create a new folder in an archive by selecting 

the New Folder menu toolbar item and specifying afold-

er name as desired. 

[0028] Adding and/or deleting files in a zip file works 

somewhat differently than these same operations do in 

Explorer. For example, in Explorer, when a user high-

lights a file and clicks the delete key, that file is immedi-

ately deleted. The present invention includes an edit-

before-saving function, so that when a user highlights a 

file and clicks the delete key; a graphic instruction cue 

icon is displayed directly to the left of the file icon, indi-

cating that this file is to be deleted. Similarly, when a file 

is added to an archive, the program will display an add 

icon directly to the left of the file icon indicating that this 

file is to be added. In other words, a zip file is not actually 

modified until the user specifically instructs the program 

to save the zip file. 

[0029] The following is an example of the steps one 

might follow to modify an existing zip file. A user first 

locates and opens the zip file he/she wishes to modify. 

Next, the files and/or folders to add to the archive are 

specified by clicking the Add toolbar button, thereby in-

voking the Add dialog 112, illustrated in FIG. 8, or by 

dragging the files and/or folders from their source and 

dropping them at a destination. A user may alternately 

use the copy and paste operation to specify files and/or 

folders to add to the archive. The program will display 

5 an add icon (such as plus symbol) indicating that these 

files and/or folders are to be added when the archive is 

saved. 

[0030] In a similar manner, a user may specify files 

and/orfolders to delete in the archive by highlighting the 

10 files the user wishes to delete, and clicking the delete 

key, or by selecting the Delete menu item. The program 

will display a Delete icon (such as a circle with a slash 

through it) indicating that these files and/or folders are 

to be deleted when the archive is saved. 

15 [0031] After the user is finished modifying the zip file, 

the file may be saved by selecting the Save menu item 

available underthe File menu, or by use of the right-click 

context menu. A user may also click the Save button on 

the toolbar. To save the modifications to another zip file, 

20 select the Save As or Save Copy As menu items. 

[0032] FIGS. 6a and 6b display modifications and ad-

ditions to the Explorer toolbar buttons 106 and menu 

items 108 used in the present invention. 

[0033] The present invention may also include many 

25 options which may be configured in the options tab dia-

log accessible via the menu/tool bar or via the right-click 

context menu. One option is the compression method. 

Underthis option, a user may specify a compression al-

gorithm other than the default algorithm. The compres-

30 sion algorithms to choose from may include Store, DCL 

Implode, and Deflate. By default, all files are com-

pressed using the Deflate algorithm. As one example, 

a user may wish to use the Store feature for all JPEG 

files, since the compression ratios on files of this type 

35 are typically negligible. A user may specify a default 

method or extension specific method under the exten-

sion column. Depending on the compression method 

specified, a user may wish to configure one or more of 

the storage parameters, as described below. 

40 [0034] There are no available settings for the store 

method. The program simply archives the specified files 

without compression. Since the program does not ex-

pend time compressing files, this is the fastest method 

of archival. 

a5 [0035] Under the DCL Implode method of compres-

sion; the dictionary byte size ( i.e., 1024, 2048, 4096) a 

userwishes to use when compressing files is configura-

ble along with the data type. The binary setting should 

be selected to optimize compression of program files or 

50 other non-textfiles. The ASCII setting should be select-

ed to optimize compression of text files. 

[0036] Most zip utilities use the Deflate algorithm to 

compress files. Under this algorithm, the compression 

level may be set using a slide bar to specify the level of 

55 compression you wish to apply when archiving files. 

Moving the slide bar all the way left instructs the program 

to use the fastest method of compression. Moving the 

slide bar right increases the time the program expends 

5 
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compressing the file which, as a result, improves com-

pression. Moving the slide bar all the way right instructs 

the program to apply maximum compression to files. 

This is the slowest method of file archival because the 

program must expend time maximizing compression on 

the files. Typically, applying maximum compression re-

sults in the smallest zip file. 

[0037] 1 n addition, the dictionary kilobyte size may be 

selected when using the Deflate algorithm. The diction-

ary size is selectable between a 32K dictionary and a 

64K dictionary. The 64K dictionary provides slightly bet-

ter compression ratios, but may not be compatible with 

all zip utilities. 

[0038] The present invention also allows the user to 

digitally sign and encrypt the individual files archived in 

a zip file as well as the central end directory, and sub-

sequently to authenticate and decrypt those files upon 

extraction. The signing and encrypting functionality is 

based on PKCS No. 7, and related public key encryption 

standards and is therefore compatible with security 

functionality in other applications such as Microsoft's In-

ternet Explorer. Signing a zip file allows one to detect 

whether a zip file's integrity has been compromised. En-

crypting a file denies access to the file's contents by un-

authorized users. These features are illustrated in the 

ZIP Components Properties and Digital ID Properties di-

alog screens 118 as shown in FIG. 11. 

[0039] FIG. 10 illustrates the Selection Properties di-

alog screens 116 used in accordance with the software 

program of the present invention. 

[0040] Before a user can sign or encryptfiles, he must 

first have a digital certificate with which to sign or en-

crypt. A digital certificate may be obtained from VeriSign 

or Thawte or from another certificate authority. 

[0041 ] The present invention also provides a software 

utility program that integrates the compression/extrac-

tion engine into Microsoft Outlook to compress, encrypt 

and authenticate email attachments without leaving the 

Outlook environment. The invention includes a toolbar 

button and a tooltray menu that allows turning the com-

pression of email attachments on or off. The compres-

sion of email attachments reduces the storage and 

transfer time of email messages and can reduce the 

spread of common email attachment viruses. 

[0042] The system of the present invention may fur-

ther include a more generally applicable mail attach-

ment compressor module. Most email programs support 

sending file attachments along with the main body of the 

email message. Most users can choose to send the at-

tached file as it originally exists, or compress it prior to 

attachment to the mail message so it is smaller and 

more efficient to send and store. Currently, the file to be 

attached must be manually compressed outside the 

email program and then attached using the attachment 

features of the email program. The mail attachment 

compressor module of the present invention integrates 

compression into the standard Microsoft Outlook mail 

message edit form so compressing attachments can be 

done automatically as the message is sent. The mail at-

tachment compressor module also provides the ability 

to digitally sign attachments as they are sent for greater 

secu rity. 

5 [0043] After installing the program of the present in-

vention, the mail form of Microsoft Outlook will have two 

additional buttons in its "standard" toolbar. These but-

tons include a Toggle Compression button and an Op-

tions button. If the Toggle Compression button is not de-

10 pressed (the default state), all mail attachments will be 

compressed automatically when the standard "send" 

button is used to send the message. Attachments al-

readycompressed when attached will be left as is, while 

attachments that are not compressed will be com-

15 pressed into a single .ZIP file that will replace the origi-

nal uncompressed attachments. When the Toggle Com-

pression button is depressed, the compression will not 

be done and the files will be sent as attached. The Op-

tions button will display the Options configuration dia-

20 logs from the compression/extraction engine so that the 

compression actions can be configured. The primary 

use of this button is to configure digital certificates, but 

any configurable parameters supported by the com-

pression/extraction engine can be set. These parame-

25 ters includedigital certificates, passwords and compres-

sion method options. 

[0044] Operation of the mail attachment compressor 

program is initiated by installing the mail attachment 

compressor module software onto the users system, 

30 and initiating Microsoft Outlook. If the mail attachment 

compression feature is enabled through the toggle but-

ton, the attachments will automatically be compressed 

when the message is sent using the send button. If the 

mail attachment compression feature is not enabled, 

35 then the attachments will be sent unaltered. 

[0045] The components of the mail attachment com-

pressor module provide the functionality to be imple-

mented within Microsoft Outlook and provide integration 

between this module and the underlying compression/ 

40 extraction engine. When compressing an attachment, 

the files to be compressed will be passed off to the com-

pression/extraction engine of the underlying software 

program. After compression, the compressed file will be 

reattached to the original message, the original copies 

45 of the attachments that are now compressed will be re-

moved from the message; and any temporary files cre-

ated during compression will be deleted. 

[0046] The mail attachments module uses the com-

pression/extraction engine to hook directly into Micro-

50 soft Outlook to allow users to compress email attach-

ments into zip files. This module provides an automation 

hook so that email attachments appended to Outlook 

mail messages can be automatically compressed when 

the message is sent. 

55 [0047] The Scan and Add dialog of the archive man-

ager is invoked via the Scan and Add toolbar button or 

the Explorer File/right-click menu. Once the user is fin-

ished specifying files to add to the archive manager list, 
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the user clicks OK to add the selected file shortcuts to 

his list and return to Explorer, or he clicks Apply to add 

the selected f iles and remain in the Scan and Add dialog. 

The options available via this dialog include Files and 

Folders; multiple selection scan, and Scan and Add 

form. The archive manager allows the user to add un-

opened archives to the archive manager list, and to add 

multiple files using the multiple selection scan option un-

der the archive manager. 

[0048] While the invention has been described with 

reference to preferred embodiments, those skilled in the 

art will appreciate that certain substitutions, alterations 

and omissions may be made without departing from the 

spirit of the invention. Accordingly, the foregoing de-

scription is meant to be exemplary only, and should not 

limit the scope of the invention set forth in the following 

claims. 

Claims 

1. A system for managing and manipulating computer 

archive files comprising: 

a user interface integrated with Microsoft Win-

dows Explorer interfacing to a central directory; 

an file manager including the central directory 

interfacing with archive files and data object 

files; 

a compression/extraction engine interfacing 

with the file manager for compressing, extract-

ing, encrypting and decrypting archive files and 

data object files. 

2. The system of claim 1 wherein the user interface 

includes a shell, a graphical user interface and a 

call level interface. 

5 

8. The system of claim 7 wherein the mail attachment 

compressor module integrates compression into 

the standard Microsoft Outlook mail message edit 

form. 

9. The system of claim 7 wherein the mail attachment 

compressor module provides the ability to digitally 

sign attachments as they are sent. 

10 10. The system of claim 7 wherein the mail attachment 

compressor module adds a Toggle Compression 

button and an Options button to Microsoft Outlook's 

standard toolbar. 

15 11. The system of claim 10 wherein the Options button 

includes parameters for configuration of digital cer-

tificates, passwords and compression method op-

tions. 

20 12. A method of managing and manipulating computer 

archive files, the method comprising the steps of: 

integrating a software utility program into Mi-

crosoft Windows Explorer; and 

25 accessing the software utility program to man-

age and manipulate compressed archive files 

stored in computer memory. 

13. The method of claim 12 wherein managing archive 

30 files includes opening and viewing the contents of 

the archive files. 

35 

14. The method of claim 12 wherein manipulating ar-

chive files includes creating a new archive file. 

15. The method of claim 12 wherein manipulating ar-

chive files includes modifying an existing archive 

file. 

3. The system of claim 1 wherein the file manager in-

cludes the central directory which holds the ar- 40 16. The method of claim 12 wherein manipulating ar-

chived files. chive files includes extracting archive files. 

4. The system of claim 1 wherein the compression/ex-

traction engine includes compression and extrac-

tion algorithms. 

5. The system of claim 1 wherein the user interface, 

file manager and compression/extraction engine 

are integrated into Microsoft Windows Explorer. 

6. The system of claim 1 further comprising a mail at-

tachment compressor module for automatically 

compressing email attachments. 

7. The system of claim 6 wherein the mail attachment 

compressor module is implemented within Micro-

soft Outlook and integrated with the compression/ 

extraction engine. 

45 

50 

17. The method of claim 12 wherein manipulating ar-

chive files includes encrypting archive files. 

18. The method of claim 12 further comprising the steps 

of: installing a mail attachment compression mod-

ule onto a user's computer; initiating Microsoft Out-

look; and enabling the mail attachment feature. 

19. Asystem arranged to manage and manipulate com-

puter archive files comprising: 

a user interface means integrated with a file 

55 managing means interfaced to a central direc-

tory held on a storage device; 

said file managing means interfaced to the cen-

tral directory interfaced with archive files and 

7 
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data object files; 

a compression/extraction engine interfaced 

with the file managing means and arranged to 

perform one or more of the following on the ar-

chive files and data object files: compressing, 5 

extracting, encrypting and decrypting. 

20. The system of claim 19 in which the file managing 

means is Microsoft Windows Explorer. 
10 

21. The system of claim 19 or 20 wherein the user in-

terface includes a shell, a graphical user interface 

and a call level interface. 

22. The system of any of claims 19 to 21 wherein the 

file managing means includes the central directory 

which holds the archived files. 

15 

23. The system of any of claims 19 to 22 wherein the 

compression/extraction engine includes compres- 20 

sion and extraction algorithms. 

24. The system of any of claims 19 to 23 wherein the 

compression/extraction engine is integrated into file 

managing means. 25 

25. The system of any of claims 19 to 24 further com-

prising a mail attachment compressor module for 

compressing email attachments. 

26. The system of claim 25 wherein the mail attachment 

compressor module is arranged to be implemented 

within Microsoft Outlook and further arranged to be 

integrated with the compression/extraction engine. 

27. The system of claim 26 wherein the mail attachment 

compressor module is arranged to integrate com-

pression into the standard Microsoft Outlook mail 

message edit form. 

28. The system of claim 26 or 27 wherein the mail at-

tachment compressor module is arranged to allow 

attachments to be digitally signed as they are sent. 

29. The system of any of claims 26 to 28 wherein the 

mail attachment compressor module is arranged to 

provide a Toggle Compression button and/or an Op-

tions button to Microsoft Outlook's standard toolbar. 

30. The system of claim 29 wherein the Options button 

includes parameters for configuration of digital cer-

tificates; passwords and compression method op-

tions. 

30 

35 

40 

45 

50 
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Button: Description: 

Save the contents of the .ZIP file. 

[d Extract file(s) via the Extract dialog. 

Add file(s) via the Add dialog. 

[✓•j Display Log file. Green color indicates that previous PKZIP Explorer operation 
completed without errors. 

® Display Log file. Red color indicates that errors were encountered during the previous 
PKZIP Explorer operation. 

III' Invoke the Options/Properties tab dialog where you may specify several PKZIP 
Explorer configuration parameters. 

1"6 • tPO,_ 

Item (Menu): Description: ; r 

Test (File) Test the contents of the .ZIP file. 

Extract (File) Extract file(s) via the Extract dialog. 

Add (File) Add file(s) via the Extract dialog. 

Save (File) Save the contents of the .ZIP file. 

Save As (File) Save the contents of the .ZIP file to another file and open that file in 
PKZIP Explorer. 

Save Copy As (File) Save the contents of the .ZIP file to another file but remain in the 
current PKZIP Explorer window. 

Columns (View) Specify which information columns (e.g. CRC32) you want PKZIP 
Explorer to display in the right pane. 

Show Log (View) Invoke the Log dialog. 

PKZIP Options (View) Invoke the Options/Properties tab dialog where you may specify 
several PKZIP Explorer configuration parameters. 

18 

EX1024, Page 616



EP 1 239 384 A2 

fS:& 

pW 
&Q STATUSMAICO 

19 

EX1024, Page 617



EP 1 239 384 A2 

Mycwwea . Erplacs 
Network N6o*&hood dH"S"*Dx 
PKZOETA VMirlosolt Wad 
pkse9 EqMP3.cvm 0eamit 

STATUSOARICO J%MS-0OS Pimps 
"SPIMDOC mme&ab 
AcmW EKdwv 3.01 M New" Cw—,icm. 
Aaobat Read" 4.0 #Q Dpaa 3.60 
A" P Ouook Ewess 
beamilewe PKICO.aP 

8 embtecnbmp R,'. PKZC.000 

20 

EX1024, Page 618



EP 1 239 384 A2 

1N 
100 

9' IF 

p•J Esbaded/fested 
(' N New Falda 0/ EzbadedffWad 
"••-d 24a2atbx.gT Edleded/feAed 
7.V '*Aott b ' Exaadedlfeued 

Fa M Rr ExaadeVested 
?•• •/ 24F24tbx.bmW E baded/feAed 
t-,/ 'eddyield W E meNdReAed 
,--,/ 'pkzk)ane E*acteWetted 

-./ New Folds l3T E dtada&Tested 
—./ X60' EMradad/f eAcd 
a-.i AUTOM4001'EWaded/Teded 
j ./ Z3GWdWE4adeMested 
-d N60 *.,d eEAaded/TeAed 

•J-. ?4QOAb&.bW Edladad/feded 
$]-./ ivlaabtp'EdtedndlTested 

a 

v 

y 

I •r • l 

21 

EX1024, Page 619



EP 1 239 384 A2 

ll• 

WOO-pmmhns SNrt4on lYopabef •d Sckelion RnpaUct 

674. ) 0 

22 

E3 O N t, 

EX1024, Page 620



EP 1 239 384 A2 

nv romn•••m: Nnmr,m•.. 

.• it•'e••SFK••Y 
K Te.rcmh+r•••w•M 

% WnikN d'•Yq• kM 

ll$ 

23 

•• ; mgmunor•n•mM 

EX1024, Page 621



(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 

14 March 2002 (14.03.2002) PCT 

I I••I• •III•I•I II • I•III ••II• III I II II• II••I I iII iiiii iiiii IIiI iiiiilI ills IIiI IilI 

(10) International Publication Number 

WO 02/21761 A2 

(51) International Patent Classification': H04L 9/00 

(21) International Application Number: PCT/US01/27518 

(22) International Filing Date: 

6 September 2001 (06.09 2001) 

(25) Filing Language: English 

(26) Publication Language: English 

(30) Priority Data: 

09/656,166 6 September 2000 (06.092000) US 

(71) Applicant: WIDEVINE TECHNOLOGIES, INC. 

[US/US]; 1301 5th Avenue, Suite 1300, Seattle, WA 98101 

(US). 

(72) Inventors: KOLLMYER, Brad; 849 South Pine Court, 

Lynden, WA 98264 (US). BAKER, Brian; 14631 NE 3rd 

Street, #7, Bellevue, WA 98007 (US). SHAPIRO, Eric; 

640 Avis Drive, Suite 300, Ann Arbor, MI 48108 (US). 

KOLLMYER, Aric; 9032 East Shorewood Drive #323, 

Mercer Island, WA 98040 (US). RUTMAN, Mike; 5825 

NW 53rd Court, Gainesville, FT. 32653 (US). MACLEAN, 

Duncan; 2807 3rd Street, #2, Santa Monica, CA 90405 

(US). ROBERTSON, Dan; 2595 Powell Avenue, Ann 

Arbor, MI 48104 (US). TAYLOR, Neal; 18361 Avolinda 

Drive, Yorba Linda, CA 92686 (US). HUNSCHE, Dick; 

2521 Emerald Avenue, Ann Arbor, MI 48104 (US). 

WALKER, Amanda; 2111 Owls Cove Lane, Reston, VA 

20191 (US). 

(74) Agents: BARUFKA, Jack, S. et al.; Pillsbury Winthrop 

LLP, 1600 Tysons Boulevard, McLean, VA 22102 (US). 

(81) Designated States (national): AE, AG, AL, AM, AT, AU, 

AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU, 

CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH, 

GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, 

LK, LR, LS, IT, LU, LV, MA, MD, MG, MK, MN, MW 

MX, MZ, NO, NZ, PH, PL, PT, RO, RU, SD, SE, SG, SI, 

SK, SL, TJ, TM, TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, 

ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 

KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 

patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 

patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 

IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF, 

CG, CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, 

TG). 

Published: 

without international search report and to be republished 

upon receipt of that report 

For two-letter codes and other abbreviations, refer to the "Guid-

ance _Notes on Codes and Abbreviations"appearing at the begin-

ning of each regular issue of the PCT Gazette. 

(54) Title: APPARATUS, SYSTEM AND METHOD FOR SELECTIVELY ENCRYPTING DINNERENT PORTIONS OF DATA 

SENT OVER A NETWORK 

(57) Abstract: An apparatus and method for selectively encrypting portions of data sent over a network between a server and a client. 

The apparatus includes parsing means for separating a first portion of the data from a second portion of the data, encrypting means 

for encrypting only of the first portion of the data, and combining means for combining the encrypted first portion of the data with 

the second portion of the data, wherein the second portion of the data is not encrypted. The apparatus further includes decrypting 

means installed at the client for decrypting the encrypted portion of the data. The apparatus is platform independent in terms of media 

format and data protocol. The encryption unit encrypts data transparently to the client based on the media format. The apparatus of 

the invention is implemented as one of an application and a plug-in object. The method for selectively encrypting portions of data 

which differ from each other in at least on characteristic sent over a network between a server and a client includes parsing the data 

into a first and second portion, encrypting only the first portion of the data, and sending the encrypted first portion and the second 

portion of the data over the network to the client. The method further includes receiving data from the server, determining whether a 

data stream is established between the server and the client, and negotiating an encryption key with a decryption shim of the client. 

EX1024, Page 622



WO 02/21761 PCT/US01/27518 

APPARATUS, SYSTEM AND METHOD FOR SELECTIVELY ENCRYPTING 
DIFFERENT PORTIONS OF DATA SENT OVER A NETWORK 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention generally relates to transmission of data over a network and, 

more specifically, to an apparatus, system and method for selectively encrypting and 

decrypting different portions of data sent over a network. 

2. Description of Related Art 

Networking, today exemplified by the Internet, began as a way for users to share 

text-based information and files. The technology has, however, advanced far beyond text. 

The Internet can be used to conduct videoconferences where the participants in the 

conference can see each other in real-time on their computer screens or network-connected 

conferencing device. Internet users can watch live video footage of events as they happen, or 

view pre-recorded programming "on demand," i.e., whenever they choose rather than on a 

broadcast schedule. 

To understand how video and multimedia content is transmitted over the Internet, first 

it is necessary to understand the concept of streaming. Streaming solves a long-standing 

problem inherent in transmitting media information across the Internet: multimedia files are 

quite large, and most users have relatively low-bandwidth network connections. Sending 

broadcast-quality video or CD-quality audio across the Internet has never been easy or 

practical. It could take hours to send a single audio or video file across the network to 

someone's computer. The person at the other end would have to wait until the entire file was 

downloaded before playback could begin. Playback might last only a few minutes. 

It has long been possible to reduce the amount of data required to transmit multimedia 

material. One way is to reduce the resolution, frame rate or sampling rate of the transmitted 

data, which has the side effect of reducing the perceived quality of the audio or video content. 

Another commonly used method is to apply data compression to the data to remove 

redundancies and retain only the most essential data from a multimedia file. By combining 

these two techniques, it is possible to produce multimedia files of reasonable quality that can 
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be transmitted over typical Internet connections in time frames similar to the running time of 

the media content itself, i.e. minutes instead of hours. The actual quality of downloaded 

multimedia material varies depending on the available network bandwidth and the 

willingness of the user to wait for it to arrive; it is possible to trade off quality against file size 

and to prepare higher-quality versions of the content for users with more bandwidth. 

When the amount of data per second of multimedia content is equal to or less than the 

amount of bandwidth available to a network user, streaming can occur. Streaming is 

essentially "just-in-time" delivery of multimedia data. The user does not need to wait for the 

entire file to arrive before s/he can begin viewing it, nor does s/he need to dedicate a large 

piece of his/her computer's storage to the received data. As it arrives at the client computer, 

the multimedia data is typically stored in a buffer capable of holding several seconds' worth 

of data, in order to avoid interruptions in playback caused by erratic network connections. 

When the buffer is initially filled, which happens in seconds rather than minutes or hours, 

playback begins, and individual frames of video and/or audio segments are retrieved from the 

buffer, decoded, and displayed on the client's video monitor, played through the client's 

sound system, or otherwise played back via the client's network connected device. After the 

data has been played, it is in many cases discarded and must be transmitted again if the user 

wishes to review a previous portion of the program. 

The World Wide Web ("Web") operates on a client/server model; that is, a user (i.e. a 

client) runs a piece of software on his/her personal computer or other network device (such as 

a network appliance or Internet capable wireless phone) capable of accessing the resources of 

a network server. The server can allow many different users to access its resources at the 

same time and need not be dedicated to providing resources to a single user. In this model, 

the client software-e.g. a browser or player-runs on the user's computer. When a user 

requests a video or other multimedia content on the Web, his/her client software contacts the 

Web server containing the desired information or resources and sends a request message. 

The Web server locates and sends the requested information to the browser or player, which 

displays the results by interpreting the received data as appropriate, -e.g. displaying it as video 

on the computer's display. 

Information on the Web is addressed by means of Uniform Resource Locators 

(URLs). A URL specifies the protocol to be used to access the required information 

(commonly HTTP, the HyperText Transfer Protocol), the address or Internet name of the host 

containing the information, any authentication information required to gain access to the 

information (such as a User ID and Password), an optional TCP/IP port number if the 
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resource is not available on the standard port for the specified protocol, and a path to the 

desired information in a virtual hierarchy designated by the server operators. Additionally, 

the URL can contain information entered by the user such as query text for a database search. 

URLs can be specified in many ways, including but not limited to typing them into a Web 

client, by clicking a "hyperlink" in some other Web document, by choosing a "bookmark" in 

a Web browser to return to a previously-visited page, or by filling out a Web form and 

submitting it to the server. 

When a request is made for a particular URL, the request is sent to the appropriate 

server using the protocol indicated in the URL, such as HTTP, and the requested data (or an 

error message if the request cannot be fulfilled) is returned by the same method. However, 

HTTP and other Web protocols are built on top of fundamental Internet protocols, such as 

TCP (Transmission Control Protocol) or UDP (User Datagram Protocol). The protocols used 

for streaming media are built on top of these fundamental protocols in the same way that 

other high-level protocols, such as HTTP, are. It is essential to realize that all Internet traffic 

is carried by a relatively small number of low-level, fundamental protocols such as TCP and 

UDP, which are used to establish the connection between computers that carries the 

higher-level protocol. When streaming multimedia content, then, the server may use either 

TCP or UDP. 

RTP (Real-Time Protocol), RTSP (Real-Time Streaming Protocol), RTCP (Real-Time 

Control Protocol) are three of the many possible streaming media protocols that can be built 

on top of the Internet's low-level protocols. In fact, RTP, RTSP, and RTCP serve 

complimentary functions and are most often used together as part of some of the more 

common streaming implementations. RTSP is used to set up and manage a streaming 

connection to between a server and a client, RTP is used to deliver the actual multimedia 

data, and RTCP provides timing and other control signals between the client and the 

streaming server. Often, RTP is sent on top of UDP, a low-overhead protocol that delivers 

the data as quickly as possible, but does not guarantee that any particular piece of data (a 

"packet" in network terminology) will actually arrive at its destination. RTCP packets are 

sent interleaved with the data or in parallel with the RTP media channel via TCP. 

One serious drawback of using the Internet for the distribution of streaming media is 

that the data of necessity often passes through networks and systems that are not controlled 

by the sender of the data en route to the client. Once the data leaves the sender's protected 

network, it is vulnerable to interception. This is of particular concern when proprietary data, 

such as a motion picture, is transmitted across the network, be it the public Internet or a third 
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party private network. The data can potentially be intercepted and copied at any point as it is 

transmitted across these networks. Without some way to protect data from interception and 

unauthorized duplication, the Internet will never provide the security necessary to allow 

copyright owners to safely distribute their works over the network. 

Encryption is one way to address this issue. Encryption provides a way to encode 

information such that only the intended recipient can view it. While anyone can intercept the 

data, only the legitimate recipient will be able to decrypt it, retrieve the original message or 

media content, and display it. Many encryption solutions have been created to provide this 

type of security. For example, software referred to as VPN (Virtual Private Network) allows 

a group of computers connected to the Internet to behave as if they were connected to a 

physically secure local network, using encryption to ensure that only computers on the VPN 

can access the private network resources. Other applications of encryption to allow private 

communications over the Internet include but are not limited to PGP (Pretty Good Privacy), 

IPScc (EP Security) and SSL (Secure Sockets Layer). 

Organizations, often but not limited to corporations, also protect their proprietary data 

by use of firewalls. Every time a corporation connects its internal computer network or local 

area network (LAN) to the Internet, it faces a similar problem of private data being 

intercepted. Whereas encryption is used to ensure that data sent through the public Internet is 

usable only by intended recipients, firewalls are aimed at keeping proprietary information 

secure on a LAN which is connected to the Internet by preventing unauthorized users from 

accessing information stored on the internal network via the public Internet. Due to the 

Internet's public nature, every LAN connected to it is vulnerable to attack from the outside. 

Firewalls allow anyone on the protected LAN to access the Internet in ways allowed by the 

firewall configuration, while stopping hackers on the Internet from gaining access to the LAN 

and stealing information and/or deleting or otherwise vandalizing valuable data. 

Firewalls are special-purpose devices built on routers, servers, and specialized 

software. One of the simplest kinds of firewalls uses packet filtering. In packet filtering, a 

router screens each packet of data traveling between the Internet and the LAN by examining 

its header. Every TCP/IP packet has a header containing the IP address of the sender and 

receiver as well as the port number of the connection and other information. By examining 

the header, and particularly the port number, the router can determine with a fair amount of 

accuracy the type of Internet service each packet is being used for. Each Internet service, 

including HTTP (the Web), FTP (File Transfer Protocol), Telnet, rlogin, and many others, 

has a standard port number that is used by convention for most access to the service. While 
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any port number can be used for any service, it is- far more convenient for users to use the 

standard port numbers, and virtually all Internet services intended for access by the public do 

so. Once the router knows what client and what service a packet is intended for, it can simply 

block outside access to hosts and services that public Internet users should not be able to use. 

System administrators set the rules for determining which packets should be allowed into the 

network and which should be blocked. 

Proxy servers are commonly used in conjunction with firewalls. A proxy server is a 

software gateway that runs on a computer that is accessible by both the protected LAN and 

the Internet. All access to the Internet from the LAN must go through the proxy server, as 

must all access to the LAN from the public Internet. When a computer on the LAN requests 

an Internet resource such as a Web page, that request is sent to the proxy server. The proxy 

server then makes the request to the Internet resource and forwards any returned data back to 

the original requester on the LAN. Since the Internet and the LAN touch only at the single 

point of the proxy server, which acts as a go-between, protecting the network involves 

securing only one computer, rather than dozens or hundreds. Proxy servers are frequently 

used by employers to control and monitor how their employees use the Internet, as well as for 

preventing intrusion attempts from the Internet. 

NAT, the term used for networks that utilize Network Address Translation, 

complicates delivery of Internet data as well. In a NAT, a privately addressed network is 

established separated from the Internet by a NAT router. This router in turn has an address 

on the public Internet. By translating the addresses of the private network into addresses 

recognizable on the public Internet and vice versa, the NAT router facilitates Internet 

connectivity for the privately networked machines. NATs are often used where limited 

numbers of public addresses are available in comparison to the number of users (a user might 

use a NAT for multiple machines sharing a cable modem connection) or in conjunction with 

firewalls and/or proxies to provide an extra layer of security to the private network. 

Data packets can be typically divided into two parts, the header and the payload parts. 

The header is the portion of the packet that includes routings or other configuration 

information. The payload is the portion of the data packet that is just the data of interest, in 

exemplary case: multimedia content. For example, in a network packet, the header contains 

data for use by network routers in delivering the packet to its final destination, as well as 

other data about the packet such as size and formatting information. In an exemplary RTP 

packet, the header contains channel information as well as other information needed by the 

player to direct the RTP (media content) payload. Some complex packets may contain 
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multiple headers and diverse nonpayload information and will be referred to herein as the 

non-payload part. 

Many current encryption solutions, such as IPsec, encrypt data far too 

indiscriminately, encrypting not only the payload but portions of the header or nonpayload 

part as well. Only the routing information remains unencrypted, thereby rendering 

information needed for firewalls, proxies and/or NATs to appropriately relay the packets 

scrambled which will stop the packet before it can transit into a private or protected network. 

Other solutions provide inadequate encryption to assure integrity of the data across the public 

network. Some streaming media encryption solutions deal with the problem by placing the 

encryption system on the server machine in the form of special software that encrypts the 

streaming media before it is converted to packets for network transmission. While this 

results in packets that can often successfully pass through proxy servers and firewalls, this 

strategy is limiting. This is because this solution requires modification of the streaming 

server and often requires the addition of extra streaming servers or processing capacity to 

handle the increased workload that encryption adds. Also, the solution must be reengineered 

for each streaming server platform supported. 

BRIEF SUMMARY OF THE INVENTION 

The present invention solves the above and other problems by providing an apparatus, 

system and method that parse and selectively encrypt different portions of the data in 

real-time, decrypt the encrypted data in real-time and pass the data to a media player on a 

client computer or other network capable device. In particular, there is provided an 

encryption bridge that examines, parses and selectively encrypts only the payload (e.g. Media 

content) portion of the data, leaving the non-payload portion intact such that the data can 

cross firewalls, proxies and NATs without the firewalls, proxies or NATs having to be 

modified to accommodate the encrypted data. The invention ensures that it does not encrypt 

the portion of the data stream that firewalls, proxies, and NATs require to properly deliver the 

data to the intended recipients (e.g. Client computer). Thus, if the encryption unit does not 

see a data type that it specifically recognizes, then it ignores it, but if the encryption unit sees 

a data type that it does recognize (e.g. Multimedia content), then it selectively encrypts only 

the recognized portion of the data stream. 
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING 

The accompanying drawings, which are incorporated in and constitute a part of this 

specification, illustrate at least one exemplary embodiment of the invention and, together 

with the description, explain the various advantage and principles of the invention. In the 

drawings: 

FIG. 1 is an illustration of an exemplary computer system on which an encryption 

bridge may be implemented. 

FIG. 2 is a flowchart of an exemplary encryption process. 

FIG. 3 is a flowchart of an exemplary decryption process. 

FIG. 4 is an exemplary diagram of a shim used in a WindowsTM Sockets Network 

Architecture. 

FIG. 5 is an exemplary diagram of a shim used in a Streams-Based Network 

Architecture. 

DETAILED DESCRIPTION OF THE INVENTION 

The following detailed description refers to the accompanying drawing, which 

illustrates the exemplary embodiment of the present invention. Other embodiments are 

possible and modifications may be made to the exemplary embodiments without departing 

from the spirit and scope of the invention. Therefore, the following detailed description is 

not meant to limit the invention. Rather, the scope of the invention is defined by the 

appended claims. 

FIG. 1 illustrates an exemplary computer system 100 which includes an encryption 

bridge (also referred to as "EB") 110 of the invention interposed between the streaming 

servers 120, which provide media streams (payload data) 170, and an outside network such as 

the Internet 130, and a user or client computer 140. The EB 110 operates such that as data is 

sent through EB 110, only selected portion of the data (e.g., multimedia data) are encrypted. 

The EB 110 can be set up such that it encrypts other data as well. For example, the EB 110 

can be configured to encrypt/protect data that might include but is not limited to electronic 

books, medical records or images, financial data or any other data that requires secure 

transmission over a network. 

The EB 110, which may represent a single machine or a cluster of machines, is 

interposed between servers 120 and the Internet 130. All pertinent data moving from the 

servers 120 and the Internet 130 via the EB 110 needs to be made secure by encryption; 
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traffic between the EB 110 and the servers 120, however, does not have to be encrypted since 

it is in a "safe zone" by virtue of not being exposed to the outside network. Data channels 

150 may represent control data such as pause, play and rewind or speed modulation data for 

the streaming servers 120 or can be used for more complex data forms and monitoring. 

Additionally, the data channels 150 can be used to hand this monitoring data off to other 

machines such as e-commerce or quality monitoring servers for services not directly related 

to the stream encryption process. 

The EB 110 passes data to network clients 140 and ensures that the data owners or 

content providers (e.g. Yahoo, Inc., AOL, Inc., etc.) that the data from their streaming servers 

120 will be securely encrypted while traversing the Internet 130 and that once on the client 

machine 140 the data will be difficult to copy. Security on the client machine 140 can be 

accomplished by a variety of techniques, including but not limited to checking for and 

preventing known piracy techniques and monitoring the client machine 140 for suspicious 

behavior. The streaming servers 120 and the clients 140 are the ultimate sources and 

destinations, respectively, of the data streams (e.g. multimedia content) 170 and data channels 

(e.g. control data) 150 transported via the EB 110. An additional data handler (e.g. 

e-commerce system, quality monitoring system, etc.) 160 may also be connected to the EB 

110, which is further described below. 

The streaming server 120 operators (e.g. content owners or service providers to 

content owners) are the system's primary customers, which provide the content to 

transmissions requested by a client 140 over a network such as the Internet 130. The client 

140, for the purpose of this example, is equipped with media playback software. For this 

example, the media playback software could be the Apple Computer QuicktiMeTM Player, 

Real PlayerTM, the Windows Media PlayerTM or any other software capable of playing back 

multimedia streams. The Internet 130 is a public network. The data handler 160 is, for 

example, an e-commerce system or other outside monitoring or data system that a customer 

may choose to utilize in conjunction with a streaming security solution. 

FIG. 2 is a flowchart of an exemplary encryption process of the invention for parsing 

and selectively encrypting data being sent over a public network between a server and a 

client. This process comprises recognizing a new data stream arriving at the EB 210; 

determining whether the data is to be encrypted 220; ignoring and passing the data stream if it 

is not to be encrypted 222; determining whether a shim is present on the client/target 230; 

deploying the shim if it is not already present 232; determining whether an encryption key is 
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current 240; exchanging encryption keys) with the client side shim if the key was not current 

242; parsing data into payload and non-payload parts 250; encrypting the payload part using 

the exchanged key 260; passing the data consisting of payload and non-payload parts across 

the network 270; determining whether the processed data is last in the stream 280; receiving 

feedback from the shim if the data was not the final part of the stream 282; determining if the 

client is compromised 284 (e.g. is hacked or the data needing security is otherwise placed at 

risk); shutting down the data stream if the client is compromised 286; resuming the parsing of 

the established stream if the client is not compromised 288; and terminating the streaming 

session if the data was the last in the stream 290. 

Benefits of the EB system include: the EB fits beside the customers' streaming server 

system with minimal integration costs; there is no need to modify the server system for the 

EB to work; the EB is transparent to both client side software and the streaming server 

system with client software appearing to communicate with the servers without an 

unexpected interinediary and servers delivering data to clients without detecting the ongoing 

encryption process. 

In addition, the EB system provides parsing and encryption for a variety of data types 

and streams including but not limited to Windows MediaTM format and RTP/RTSP using 

TCP, TCP/ JDP or http delivery. All payload data sent via these formats are encrypted as the 

data travels from the server through the EB to the client. 

Encryption is accomplished via an encryption algorithm such as DES-X, a technique 

well known in the art, and other algorithms can be substituted depending on customer and 

other needs. The parsing and encryption of the data streams does not interfere with the 

stream's ability to pass through proxy server, firewalls or NATs that parse packets to 

facilitate delivery of data to a protected LAN. This is an important feature of the invention 

since the applicants are not aware of any software that parses for content on a selective basis 

and subsequently acts on just the payload part of the data like the present invention. 

Moreover, outside authentication is not required since the EB handles exchange of encryption 

keys directly with the client. 

In addition, the EB is scalable to allow the addition of more encryption machines as 

the bandwidth increases. The encryption machines are scalable to allow the addition of 

additional processor and network cards to handle increased bandwidth. This allows the 

system maximum growth with minimal increase in the physical size of the EB. 
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As more encryption machines are added to the EB, the encryption is spread out 

among those available encryption machines to maximize throughput. The EB can be 

configured while it is online to: add or remove encryption machines; shutdown the EB; 

prevent the system from accepting new streams and allow existing streams to run out; read 

status to tell that a given encryption machine is no longer servicing streams and can be safely 

removed from the system; and gather data on streaming capacity, usage and quality of data 

transferred via the EB. 

In addition, the EB and shim architecture provide pluggable cores for changing and 

maintaining features such as the encryption algorithm and client side security monitors. A 

pluggable core is modular code that allows portions of the whole program to be readily 

replaced without disturbing the remaining functionality. For example, the invention allows 

the EB to encrypt with a variety of algorithms such that when a new data stream is 

established through the EB, a new encryption core could be sent to the client to allow the 

payload part to be encrypted with a different algorithm (e.g. Blowfish or RSATM instead of 

DES-X). Stated another way, the encryption algorithm can be changed at any time since the 

software architecture is entirely pluggable/exchangeable. As to the key exchange system, 

though currently standard protocols are used, they can be changed at any time since this 

architecture is also pluggable/exchangeable. As to the client side security system (i.e. hacker 

detection), this too can be altered at any time since the architecture is pluggable/ 

exchangeable. All core functionality of the client side shim is implemented via this 

pluggable/exchangeable architecture. 

Another novel aspect of the invention is the "on-the-fly" encryption, which makes 

data packets that are transmitted over the network useless to any computer other than the 

intended machine. This is done transparently relative to the client media playback 

mechanism (e.g. media player software) and server and in real-time. The initial 

implementation of the invention utilizes DES-X, a speed optimized algorithm well-known in 

the art, though via the pluggable core architecture noted above this could be changed out for 

other algorithms that may include but are not limited to RSATM algorithms or the widely 

known Blowfish and Two-Fish algorithms. 

Thus, the invention provides a software bridge that examines network data passing 

through, parses the network data and only encrypts the relevant payload part, leaving the 

non-payload part that may include data such as routing, size and other header data 

surrounding the payload part entirely untouched. In other words, certain portions of the data 
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are encrypted and other portions of the data are not or do not need to be encrypted. What the 

systems and methods of the invention do is parse the network and actually look at the data 

format, encrypting only the portion of the data that contains, in the exemplary case, 

multimedia content. Selectivity of the data to be encrypted is based on the format of the data 

sent, which the EB recognizes and responds to appropriately. The EB of the invention sits in 

between the servers and clients and encrypts the data. Decryption takes place on the client 

using the shim and pluggable cores as noted above. This way, the data if intercepted on the 

network is encrypted and useless to the interceptor. The data cannot be intercepted prior to 

encryption since the EB and servers are connected via a secure network connection. 

As stated above, the encrypted data stream of the invention can pass through a proxy 

server, firewall or NAT without those mechanisms needing to be modified to accommodate 

the data stream. A benefit of the invention over current encryption solutions is the ability to 

produce encrypted data streams that can cross through proxy servers, firewalls and NATs. 

This ability to produce data that crosses unmodified proxy servers, firewalls and NATs 

results from the invention's ability to selectively parse data into payload and non-payload 

parts and encrypt only the payload part, a level of selectivity that current encryption solutions 

do not provide. 

For the streaming server operators this becomes very significant since many home, 

office and other networks are protected or isolated from the public Internet by firewalls, 

proxy servers and/or NATs. With current encryption solutions that encrypt data less 

discriminately, the data is unable to be delivered across unmodified firewalls, proxy servers 

and NATs. 

For instance, when a user requests data from a streaming server, that data stream is 

organized into packets that have specific data for identifying the target user. Without 

accurately parsing the data into payload and non-payload parts, the user specific data is 

readily damaged or scrambled during the encryption process, making it impossible for the 

firewall, proxy server or NAT to deliver the data to the requesting user. In contrast, the 

present invention accurately separates the payload and non-payload parts, encrypting only the 

payload part so that the data appears unchanged to the firewall, proxy server or NAT that 

requires only the non-payload part to affect delivery to the user requesting the data stream. 

A firewall, for example, does not recognize or try to block the encrypted data stream 

because the transport protocols do not define the appearance of the payload part, only the 

appearance of the non-payload part. The firewall looks at the nonpayload part including but 

not limited to size, routing and header data. If the nonpayload part data identify the data 
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stream as a reply to a user request, then firewall determines that the data stream is not 

malicious in origin and will not prevent it from going through. However, if the firewall is 

unable to parse the non-payload part or does not recognize the non-payload part than the data 

will be blocked from passing through. 

In existing encryption solutions where the entire data portion of packets is encrypted, 

special modifications in each firewall, proxy server or NAT that the data stream might pass 

through are necessary. That is, the firewalls, proxy servers and NATs would have to be 

updated to identify the encrypted data. The present invention does not require modifications 

of the firewalls, proxy servers or NATs already deployed because it selectively encrypts the 

data packets leaving the portions important to firewalls, proxy servers and NATs unchanged 

such that the firewall, proxy server or NAT can pass the data stream to the intended target. 

Some existing encryption solutions exist that encrypt only the media portion of a data 

stream by placing the encryption software on the streaming server as a plugin to streaming 

server software, placing a heavy processing burden on the streaming server. This is in 

contrast to a benefit of the invention in that the invention can be used with a plurality of 

streaming servers without modification being required to the streaming servers and providing 

encryption without impacting the processing performance of the streaming servers. 

Another feature of the invention is it provides a system that is independent in terms of 

the media format used. That is, the invention operates based on data protocol rather than file 

format. Multimedia streaming over networks is accomplished via several protocols. The 

invention recognizes the streaming protocol and acts on the data rather than requiring specific 

identification of the file format being transmitted. The invention is also independent in terms 

of the operating systems on the server machines since the invention requires no direct access 

to the server machines, the invention merely requires that the data streams from the streaming 

server pass through the EB. 

The invention further provides a client system, also referred to as a decryption shim or 

simply a shim, which is a piece of transparent software that is downloaded to or pre-installed 

on the client machine (e.g. personal computer, network appliance or other network capable 

device) and used to decrypt incoming data streams from the EB on its way to the media 

player software. FIG. 3 is a flowchart of an exemplary decryption process of the decryption 

shim software performed at the client machine. The process comprises data streams as they 

are initiated 310; determining whether the data is an encrypted stream 320; ignoring the 

stream if it is not encrypted data 322; determining if the encryption key is current 330; 

negotiating a key with the encryption bridge/source if the key is not current 340; parsing the 
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data into payload and non-payload parts 350; decrypting only the payload part 360; passing 

the data to higher level operations (e.g. the media player) 370; determining whether the data 

is the last part of a stream 380; examining the operating environment for security 382; 

determining if the client environment is compromised (hacked, etc.) 384; shutting down the 

data stream if the client is compromised 385; communicating with the encryption bridge/ 

source 386; resuming parsing data 388; and terminating the stream if the data was the last 

part of the stream 390. 

Decryption is accomplished by adding a decryption shim 420 in a Layered Service 

Provider 410 in a WindowsTM sockets network architecture as shown in FIG. 4 or a streams 

plug-in 510 in a streams based network architecture as shown in FIG. 5. FIG. 4 is an 

exemplary diagram of a WindowsTM sockets network architecture. In the Windows TM 

networking architecture, decryption shim 420 is the highest most Layered Service Provider 

(LSP) so that an additional LSP cannot merely spool decrypted data out into an insecure 

environment. This can be extrapolated to other sockets based networking protocols as well. 

FIG. 5 is an exemplary diagram of a streams based network architecture. The diagram 

represents placement of the invention's shim 520 within a streams based architecture 510 

such as that employed by current incarnations of Mae OSTM and some versions of Unix. 

When a user requests data that is encrypted by the EB of the invention, the transparent 

software is installed via an Active-XTM Control, a well documented means to deliver 

executable programs to a WindowsTM computer. The installation of the decryption shim is 

transparent to the user and does not cause a reboot, restart of the user's browser or require 

user interaction. Some exceptions such as the Mac OSTM and Windows NT TIM or Windows 

2000TM in secure environments or Linux or Unix based client machines because transparent 

installation requires administrative user privileges on the client machine and the ability of the 

client machine to receive programs via the Active-XTM mechanism. 

After the last stream has finished, the decryption shim uninstalls as much of itself as 

possible, leaving only a small layer so that administrative user privileges are not required for 

future decryptions. The decryption shim is installed in volatile memory to reduce the 

changes of tampering by a third party. 

After installation, the decryption shim decrypts only the data coming from the EB of 

the invention going to targeted players such as Windows MediaTM Player, QuickTimeTM 

Movie Player, Real Playefm, etc. Decryption does not impact data targeted to other 

applications or media streams that are not encrypted by the EB of the invention. 
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The decryption shim runs on, for example, operating systems such as Windows 95TM, 

Windows 98TM, Windows METM, Windows NTTM, Windows 2000TM as well as Mac OSTM and 

numerous Linux and Unix distributions. Where Active-XTM based installation is possible, the 

installation of the decryption shim can be accomplished with most browsers such as Internet 

ExplorerTM or NetscapeTM 

In sum, the EB of the invention drops in between the server and client and parses and 

encrypts a selected portion of the streamed data such as the media portion. As the stream is 

initiated, the decryption core is sent as part of the stream to the client side. The client can 

then decrypt the incoming data for the duration of the stream. If another stream is initiated, 

decryption occurs the same way. For each stream, the encryption keys can be set for the 

duration of the stream or changed during the stream duration to increase security. 

As an example, a client may request privileges to get streaming data from a service 

provider's e-commerce system. The service provider's back-end (server infrastructure) will 

authorize the streaming server to initiate a stream. That stream is initiated through the EB. 

Once initiated, the stream is parsed and selectively encrypted by the EB before being passed 

out over the network. Encryption keys are exchanged, for example, by the Diffy-Helman 

mechanism that is known in the field. Unique features of the invention include the parsing 

and selective encryption of only the payload part of the data stream and the ability to plug-in 

other key exchange mechanisms and encryption algorithms should customer or security needs 

dictate. 

It will be apparent to one of ordinary skill in the art that the embodiments as described 

above may be implemented in many different embodiments of software, firmware and 

hardware in the entities illustrated in the figures. The actual software code or specialized 

control hardware used to implement the present invention is not limiting of the present 

invention. Thus, the operation and behavior of the embodiments were described without 

specific reference to the specific software code or specialized hardware components, it being 

understood that a person of ordinary skill in the art would be able to design software and 

control hardware to implement the embodiments based on the description herein. 
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CLAIMS 

1. An apparatus for selectively encrypting data for transmission over a network 

between a server and a client, the apparatus comprising: 

means for parsing a first portion of the data from a second portion of the data; 

means for encrypting only the first portion of the data; and 

means for combining the encrypted first portion of the data with the second portion of 

the data, 

wherein the second portion of the data includes more than routing information. 

2. The apparatus of claim 1, wherein the data includes streaming data. 

3. The apparatus of claim 1, wherein the first portion of the data includes payload 

data. 

4. The apparatus of claim 1, wherein the second portion of the data includes at least 

one of a header, control data and routing data. 

5. The apparatus of claim 1, further comprising means for sending the combined first 

and second portions of the data over the network to the client. 

6. The apparatus of claim 1, further comprising means for receiving the data from the 

server before the data is sent over the network to the client. 

7. The apparatus of claim 1, further comprising means for establishing a data stream 

between the server and the client. 

8. The apparatus of claim 1, further comprising key-negotiating means for 

negotiating an encryption key with the client. 

9. The apparatus of claim 8, wherein key negotiation and key exchange occur during 

transmission of a stream. 
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10. The apparatus of claim 9, wherein encryption by the encrypting means is 

transparent to the server. 

11. The apparatus of claim 8, wherein key negotiation can determine the correctness 

of the result. 

12. The apparatus of claim 1, further comprising decrypting means installed at the 

client for decrypting the first portion of the data. 

13. The apparatus of claim 1, wherein the parsing means parses the data into different 

portions based on media format. 

14. The apparatus of claim 1 wherein the encrypting means encrypts the first portion 

of the data based on media format. 

15. The apparatus of claim 1, wherein the apparatus is implemented utilizing an 

application that includes a pluggable core encoding an encryption algorithm for encrypting 

the first portion of the data, wherein the pluggable core enables the encryption algorithm to 

be readily changed. 

16. The apparatus of claim 1, wherein the apparatus in implemented on a encryption 

bridge. 

17. A method for selectively encrypting data received from a data source, the data 

including first and second portions which differ from each other in at least one characteristic, 

the received data to be subsequently sent over a network to a client, the method comprising: 

parsing the received data into portions including the first and second portions;. 

encrypting the first portion of the received data; and 
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sending the received data including the encrypted first portion and the second portion 

of the received data over the network to the client. 

18. The method of claim 17, wherein the data source is a server. 

19. The method of claim 17, further comprising determining whether a stream is 

established between the server and the client. 

20. The method of claim 15, further comprising negotiating an encryption key with 

the client. 

21. The method of claim 20, wherein the received data from the data source is 

streaming data sent during a streaming session and the negotiating of the encryption key is 

carried out during the streaming session. 

22. The method of claim 20, wherein the received data from the data source is 

streaming data sent during a streaming session, the method further comprising examining the 

client during the streaming session and terminating the streaming session if the encryption 

key on the client is invalid. 

23. The method of claim 20, wherein the encryption key is negotiated with a 

decryption shim on the client. 

24. The method of claim 17, further comprising determining whether the received 

data is streaming data. 

25. The method of claim 24, further comprising parsing, encypting and sending the 

data if the data is streaming data and sending the data if the data is not streaming data. 

26. The method of claim 17, further comprising determining whether a shim is 

present on the client. 
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27. The method of claim 26, further comprising sending a shim to the client if it is 

determined that the shim is not present on the client. 

28. The method of claim 17, further comprising determining whether an encryption 

key on the client is current. 

29. The method of claim 17, wherein the data includes a payload data portion and at 

least one of a header, control data and routing data. 

30. The method of claim 29, wherein the first portion of the data includes the payload 

data portion. 

31. The method of claim 17, wherein the data received from the data source for 

sending to the client is a stream of packets, the method further comprising determining 

whether a packet is the last packet in a data stream. 

32. The method of claim 31, further comprising receiving feedback from a decryption 

shim on the client if it is determined that the packet is not the last packet in the data stream. 

33. The method of claim 17, further comprising determining whether the client is 

compromised. 

34. The method of claim 33, further comprising continuing parsing, encrypting and 

sending the data into the first and second portions if it is determined that the client is not 

compromised. 

35. The method of claim 33, further comprising terminating the sending to the client 

if it is determined that the client is compromised. 

36. A method for decrypting streaming data at a client, the data including first and 

second portions which differ from each other in at least one characteristic, the data having 
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been sent over a network to the client from an encryption source, the encryption source 

having encrypted the first portion of the data, the method comprising: 

receiving the data sent over the network; 

parsing the data into portions including the first and second portions; 

decrypting the first portion of the data; and 

passing the decrypted first portion of the data to a higher level of operations for play 

in the client. 

37. The method o£ claim 36, further comprising prior to the parsing, determining 

whether the data is an unencrypted stream. 

38. The method of claim 37, further comprising passing the data to a higher level of 

operations without parsing and decrypting when it is determined that the data is an 

unencrypted stream. 

39. The method of claim 36, further comprising negotiating a decryption key with the 

encryption source. 

40. The method of claim 39, wherein the streaming data is sent from the encryption 

source during a streaming session and said negotiating the decryption key is carried out 

during the streaming session. 

41. The method of claim 39, further comprising terminating the stream if the 

encryption key is invalid. 

42. The method of claim 36, wherein the first portion of the data includes a payload 

data portion. 

43. A method of claim 36, wherein the data is sent from the encryption source over 

the network as a stream of data packets, the method further comprising determining whether 

a packet received by the client is a last packet in a data stream. 

44. The method of claim 43, further comprising sending feedback to the encryption 

source if it is determined that the packet is not the last packet in the data stream. 
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45. The inethod of claim 36, further comprising determining whether the client is 

compromised. 

46. The method of claim 45, further comprising continuing the parsing, decrypting 

and passing the data as aforesaid if it is determined that the client is not compromised. 

47. The method of claim 45, further comprising terminating a streaming session if it 

is determined that the client is compromised. 
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Torga Xi 3q mjaa..Ad S3 C9nepiNi CFGA4Tcif} )₹SKt•, 

npeo6;i3;3y*iif e~l k-64-mi3bM sxogHoEP Ec7f &,* K e 
kL6&twNz A spe6veresi 
5t0fEQ3:tr3J3aHNE3 Tc3•3F1i1L a:, +•a•jS KE?E EC1A AE3e 

CTPOKk %4ticeF7: 

V 1. 2 . N-1 

rle 

K; =;fi t̀. 

• ;Ej23tiE'1C3l•9 E'•+a,7tiEaC 13 f?YfsKrEf3•i G'r•,?CiK£3 

E3pf/r}F1T3yfa" 601a E3M?.0XH6E+_- aHak4CHS:P, 

k- 51ATOEiom 5fo:om jwmio io agHomy puny, Ho 
2M rid: ta•rir•nf>)•cni E?a•R,•ic•, •4epe•FfG•Tb 

PaCrEC3TQhfHf45iF uH^.•,"! B 14vS3Kt}ef• OE'pt)K•' 

flPPL-Ae : eT KOH"THWS $ Pl;-aiiT Tatrl;:t bl 

rOACTal108KS4, t3 Ci7E' •C•UFi' 3`c.>?Q. ; E KCFfikf?•TE;3ati! 

f?s`!£)S4cfHT Qi'•b'j;i3E;ir;.1 31CF,,1j:r-Fx':kiti7'c'KtS: b+ {Ea•ifEE):EH•@R+SUvi,' 

fRGi`•vi?2.30$35 S40Li .TO:• ?'c35>k•+f3lyt. e.>E monHeHKe 

03?4't3f3:1S'SH E'K,•C:rG1,C}E3K't! U4yl,E•+•F'Lt11s?•3'G51 

Cr@,fSift'333q:ShS 0•)f3:?CEFlE. .`'3t1Ei+i'l.Mi3@?::R f3 E3L:3X'rfE?'yS. 

CTPONMs `?Y1ii i«, KC11`. poe Pa3 a Lo 3waa,4a km 

r'3xC7gkoro &7.04a. Nax: H j,,,a,•C.# r!a{j. Cs3i11vS. 

t{/f;,Zc•M 3H<̂a+iCaH'r?E3 C i•S•̀.k,:Fff3S•? C"•Sfti? E•FsP8TCs3 

Gfc1aCT$E? 3):tXC+,'j34Q'C iJF C1KE3. 33kykti3 E?a3f7?vi,. 

T:••,-isitJ;y ,:up,CT•:Ho•iCN atts3ffHfr ••sri•erifTE• E; 
fr:£3.')2iTs BkOA tm1 qTi; ? ?:m i0x 

E'to•:E?eA•s•Turi;Hyla •v•i}Yii:i^+ k-6t•rs•f3N;ix. 
K0,%l fMTA( RbIX OJ S, is Ryeh',119 C 

W2, . , 4 itq..1. S 8TOM C;E•=c>. E3. 

+;3 3 i.9 Ef3#dii8 EXf OrC 6ricm b C`jlvXMT p'1 

kq_gpeC3 W 0 + 1) f ilClMI, KQTC3PhOe 

f)ep—eccsE $ ke'3.'4ei`.TBO 3.-IqX,I7,tZDM CIP,01fif, _3TQT 

M000 6TaaU£rt4i{_I i10ACTaHOLKv 

Tr,e6'fsr b921;?i.2,3Of33U3S 0051,3.Ya rE .M,9r41, 

paamio£4) kf4 6"T, 
45 StsxiE3S)OM 110i'PC"4eE`'ratj'f'aOMA'4 

P$f [40e 2L (O6i>a8A Tplek6y'WfO' r:dPk?9TK COCTSEW 

npm arum 2LE N 60T)i A pc7J,MOCTi"M 7aadF3SlQbs 

fDQg,CT314ClSQK 14£ riPepWaHO P•Pyr :`3,` r3P'Yf-am. Fi 

(aHeOT_y VF 

3S 

Al 

3' 

t'1'} 
Ba3brdleM ZHa4eHAS aApe.;,a L''s'C ur_a ncganro 

k-6t4Tr,a0,-O C+"EE)Ba, rjy(:'N, aApac Ta6PV1.t;,bil .) 
HOh00j)OFn 0 eC•Tb S. E3 3rJFv CEny••f' Ol3 

Ta>:,S:vfqu fi+O,'jCTaHI_BN34 £ E)CPbS3E3OF aHt>fA4 

Ma2%lepo ai V parem a 4 V N £7c-,'IvE s::r<tja1- w !,EQhi+l_P 
Tt;;kyt4el3 Ti i5l!VI;bi neiyCTaHD2Kv! V A T0i,^,+i4,M3 

55 E3XQg4$a≥ >:G't2•3r ] C lf? 4 Fsl Eii ,1:9$ , f f+ GtEZ$Pk4t N E 

S?fiACTak30'aXV, TO OPa E3.4,X",C.M-Me'-iC5i 3aY.9--PO'k' 

TeK,dtt.{er0 E3 OAHOR., 6I3JI:,,, Na k•UY•M' Cie C:';CJBO, 

€aCfl0,n0kf33tH00 t:O ca`t}:i\̂.y S T VK * b f s :'i. 

3FEW40'*SQ f3i`Oflr1f".F3,.:icW, K4''FJ• biPJF L'.5117fU)HS?f?''Cii 

T fC•rtjc3!4 z r V,•aE,vi ≥zc• r ai.• K Err:t) !\•iyp 
aTt` DO OT,  3:7r;.•£fTL. $.`afE;op TziOJ!Si>.'ta1. 

£EJI{CT10'iY P20::C)`JPw v N 5r:nCf3 ShTE• 

f:.P Takl0Sky )4E3A M),Q63'10KOM CO:iHayF3HWMI b. S 

p,a Ci41i Tpwirhom --L;t`;l̀l•rae.. 3a,pc iirfE ,3aEY•O:ht'vfC3L`T3•f 

:,-a•i?'YtE; i?t3AOTs•.i•i•SOt: Vii• :5>,••ft?:?hR ,•BO•EtiR-tQF'O 

Lih'.K t3 e3.34 B#:[ fQ3:F3f'MM4i OTE&j' Ctf [ SkSi rif)ACi-c Si<7f3k1A 

at yfi crEa^fsa nTc to ?1aKixar, sn;_;cjjtc,Wp M ogek4b 
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(juCTpo npit BbtisQPA- woTseTcT-By- 4mx 
3kiaqF:i• wr4 "aopw -i pea L 0 k, HF3 r JYmep,  t?pv 1_ =- 

pSINI:3t'.1;₹3HbIP T₹a .f t1i.E M' CT;A80RKVE Tpef-) CS-r R 8 

IK,;-aAT Oile)3- NmfHt;k4 f 3r rAi., kao fif333mT,̂51 

F1p,vahilY mbi.m. r{1C,Kd!`b>q ccaape'me H Ne C-as'i 

GGF33 k,WOT ^4>b,-NVI M i}fE'.3paTvlre-f01 f3'amss o ma 

mHorkle tFJ f,l7ti9 ikG',? bwe 3TCA Sc f' il4?!bt "'QT 1 

f,'3ts3tY}:t',-EU'CTF,. TeX -M',i&CKOi'r:. 

was•iBpmewo,, o aqoqc ufba C ✓Rr<: Fe-cp 
t)'*'13,'y'louq't? K I0f?Kr`f?3'lkiamo ftp'IS'tec,1c9R'tl+l ei:3 

Ocyu.P T1=iflewosl 
Pp:4Ri>sp 1, 
1'l).vcTb LmS, 9n k--B, -. Aw4Li 32 -c3K-'.;'3x4c>l, 

i Cx6t'TC1 sEa1 4bR EtCigi6nmatfJlvi ,Lja3 wbm Ti3Cf1`r hkt 

byl• 5i n ;Tc;3a.-aTb E+ gel:THKdwA. T. >a_ a-iulp, 
i1bEf Ef?k3Td8L51 I1G Eau 7i^ KpMflTf :,aP.8J-M3, 3WeIT 

WO 'i~ $5:,-' 1l;b1. CLOP ik"{J}eNt IMPeTHO Knic'T, 

?3 SV,t23 Ct?f3Jtil?3 Zf{gGf' 4 'v a, .riR 

, J-6) 17' 13bta tl,{y,3,Km• Q 

gifl• ii f, q17 (^8P13Mfl CT;"Qxca;1'JRKS-f'r+.`ga0) 

ql 

Q7C, •̂•,Y<,< ;,.: Y•.7 ••F-To•c{ •T!a•#1+3 1lt?•W1ifFWFL•1 

q RQ• X3,111 .. ,• qR7 (R-TWi. CTP'0.K 3-lC;ytJ?fC,c{tRL?•, 

rpe - +?i'I4:n v<3L'HA0B l!3Acop'C?3<`a₹6937.. 

Ha f TOM ia'.t+HV* tS.fSi•',J'JE<'Ei m4 i 

0',1', v3?a3yeTGA f-TaA E3TPC•KR i1C?,n. OR)if-vf, 

Oft ',' 3' VIM TC3551 L4 Wt 

Fi0Ar,TaR,0SKFi Cln.e,;y+ic.;t,(m c?t'piiiam: TO, -T'q, T2, 

.,T3,, e Onepaal,'M fTFfidTE3? C?•i1iF3, ;$iS k•F34&V'Ci 

Tab?1AgO. Ty, )i$F $ v, E•,l'e Y ii, 1, 2 

.3`. 1'600 13 tt.ikaE " fCl Teak •Fk^,?i T6, Ti, Tz 

,t5 ,moty 1 f5?,ETb st,;6pwq,-i nponaanl.H3a1+w,, as 

3L7144qlE Tjo, T,...... ;3i 6epyTCfi Ta>4VIfV:k 
4Ti75W 0!la S',A 4 r.-O pC7i £3HdBOK Sy T" 'Sal.,? 6,: ,t ` F4 

8,13,MHG 0f.paTHbItS.M. ==-:,,rule" yait7we 

.IrKjM4SleTafl, t-CMI napW T86fTVq T jg K Tjg, 
T 37 N ;A. Tjp i9 Tj J.•, . i Y31 0 To 6ygyf :3a•h$fa?i• 
3'•v1RfiFEt7' E?• •<^Thiai• E,`n*Pa4g iA fE lA arsgHcaxx, Ans 

ii••L't,".1• {1}s•J493C(}f'bHb1X T2f?:'t;•i₹; E3gE;CTa%E:.iKi?t 

T,), TI, T2, ,:js  rieixo CCaf.3'"r3uTb :':a6noLibf, 

0o'C 8-'-Tc7ayEQ3i_11A8 ûG,pITt•EUM v₹t3gJc^:E3,b tv 

;1c,QCT13PCGKt4, Hai"fpF•S'MeSp, ami ĉnepa4S' i 

f1 t C7 HG1 EA, 3'maL1c e"A00. t ltgt3,j?KXf 04 

T'a£F:nLk•i•: 

C 3 2 ... ?a5 
a;9 a:t -:12 ... aas! 

.T'ac•nvu''0 
G ., 2 : .?,6 

xz.,K Liepct-vs C7PsK3 1"ICene ',tfioD,- it?Nri53 

c=c:1Gr;i;;3 fT•JB,i;Ji;;•`ie{Rt• Ta•sll;":l;•E • kttspsu;•• 
Eu3l3ft•'T3:F•F9}7 4i9CA'!T <a MY!)K:it;'r; L`.TpC•?C2. 

H a C71Ar, 2 rtiC3 ';3.3Ea" is xama f-m p8}+F{.''.k a 

LiELiC•,`.5de3GH.4iY'3, F,?;•3 l".:il1C'3;i>•f:3ri T3S3pT'v1x;•Flbke•r 

,W.Hj".r3 c:C+dTBeTCTF>Yi''i n8pe a'i8 1'6-G9T08bW 

C00TRaTCTSy8T '1:3w`E,,rMH6 ,t'tB :`VMP4  kF'Ca BeKT'dpa V, 

f.•C+pMPIpy8l.Morrr.) 13 32F3F4?wtr',MCOTO 0r 3?-Ut30HK5i 

Gt,•tHC5FC9 its ^•?:•}f:•3yeR:six rl©,•>a•ax••z,. 
is rt?14at7Fl3c^a3lt<:₹-I f1 C.f1i2+')IG,E'tt.i>3 -iii: tsv 

C 'C . Be—, CTBi4S- E t? 3tdt' ? •- EhTQBi.3 u 

tTf nrxfl:e'Sr;a. x,f3'yWe':'=THafl s^.I7 PUIE3+153; 

f ,tfldll >aa•+•s wag mc-g5 aKam m ncrv.3';ogoFR, 
L•7.C;8t-EF3W•F{,3 i;!F?i>Ki7h-0, r^. A.•T::,t.•(.+• ''f3St38$l3. ;iHc'1K -

(•fi;,• S Xn,4rG.;r6iiZ? di''y3y;N:v! ;  R 

,)Ta3t@ iTf3P9rtt4p.')f'aH0;l Mfe)psiW8 t:aratpdeaRMA 

V YGGTOHaSRAMF-'00i'1 KaK .-OAN₹3 3+93 w18A;a`H73;3•'.3C 

C'ssf3OPB3 U 9 .i "t - "1." i"ffltt •+ "TI•iKlfHiT ui7-;• i'KC Y: 

31•h3 ,,••• p3fa:;wae' 3av,viak, • BfXiNl•CT"FiDi•. 

•,i3krUFtTG'CTFlii§T t:112713•EctfE, f3b1t]Qsl•i•f3itAElfi Fi>•1 

"•- 3C},c'& 'E u rcm 14 :'X'1y•'?y X-,Yy i Maq He :3FSEse 

•3siN,:iC••,alivEki a:•T^p•lTR•a :.:i54C+•`•CElaHtrfR, 

E,l•lt3•H:• •.:,fJxCstwi B K•i"O•dhS Viii333w 3H•iC 

e<:[i". ,k•.'taftT-f9i3 f•ri??Ml+°::Tk,afl Csf3SpE3LjVii3 

•w;•e•t₹iT3,''l•T•TaR 3k'•K GFi>w•3•E:y-'rl;• I.i9xf•'s•'•fdCKi.••47: 

anaBa i•{a t;43C.DO '•' 14T, ,f ;J RHdr3 aMaa=taHVO 

napameTpa C. Bome sawoav^✓lbi 6 paaFibw 
T#TEt(}E3 prEt'p l; s l Gd val4l• k'> .3i d ciarvira 3llega, 

Koarpb6e orij)P,e;F3ff53?+JTcA :", aq `i-mem E3E3t; amarg-la 

RSttka?A-):T08 Cl d&XN3!-199 T N0*0 8P d,f';F#?W::;i 40i 

e wwagvv, i3ce 3ape88PRVEPoBal fHb?e rir':epaL $$A n 

a mavcN tNlc cm4 oT l eKpwHdi'd r`no--a 4i or 

t p fy l^B •r• H •ivfa xa. ;.bra oocre :aapH,gola 
₹3.tT'₹fp'pGBa.Hvt,q, p<aaHdro w 4, ?CtT3k;L,14'ffaHd 

22i? $.; aH 4I• S2 
pEaaF.m3yeAAbf 6 •- 46 = 4U (OK0,10 

e 
'•• "•- _•Sa3ti'v7atibi7, 3DSflj,;F3f'Zsb9?iai.kkt?4 •nTcparsTvis 
₹?.tidCp YC33fll?ii51. •`bt•C:3 x:?E?Ki>e?T'rit3:a A?o•'ti'i'•')NtC'.li{i=9N 

•:•r3liC3£3 'fib?a"ld hii],E;•liC•ib?R<iLE,I••7F4 i•CS^T'F3rt:'4EiCF 

•:5 6e:7Nfca. `e FL` L3FE•3E≥j•'C3,'7N** }I1-]> l•cU"la3-EC7c.`.SN• 

Wlir?pl4TV?3 ? JKjrlpC:RE3H0P 4--Ifl KD Kx;O 0 

f3U.`la3t blaTc3jffi (is.p i fli:ptst ?lonb.3oa-3'T ~ ileo, 

ERGfi:i^t!>',.,}rfdt:3'0X OrW4Ei1CJ:BbA MKWTHbtil. fClT 04 

/ I;S --ePeAal4;q coc.f3L1;8wiY. no 11f413V.RR9:tt. SW);, 

i?? •i iF;t•ryHr7awTS• w S UBr?;.'i4fvtCsCT OT :R—X0.jHd M 

()i7axa< fSU ........ 

i pp - ifdQKiEtc<3 i C31A Et•3Xv^hFbf a r-OM P3'y''HF;e 

nep%a4- i ONr34E3noa. 
:>5 rjj, MA-3p .f :conTeaTCTlay .T UJIW POaa:400 

f rToK03 3lcV#pvntAx d;E ,w—,,tX pa-wexpom 128 & T. 

fj.Evf#oB&Hx-a L;i lS)F1tfRtc' Cfl$,l`y'y7mAI+tm fE` l''em' 

BXJAHOFAt •f-NnOS •43G•v5E]<3?e^T NO u nOA J":LKOR bo, 

DI, , , E3 pa3N`iapom e CUET rsasi gwo. €Iocne 

3Tis:'^d tiM T"r'3)ti'iQili fa}?i-Vjec (r; "I) 3{aA 
4 P.OgGrnxom be OAHOMOCT +:yw 

0.--,epa'L;0.',0 3EITe S K9VI t+f3tkf`F;dKJ'aS b1 0 

3IV 1h:fl?L`ViJFeS q<p E3ui^C3 Tk1M CfF jr3l N1e'CTf Vk^ 

Gtf3t at4b9t0 ALJ'+f 3is3>F^t Se.Cop 1! 

v5Mi8tOf?i14 ! 3H£₹<fs Hvl 5 LS3Ta•t";₹F1F4K CT t^ 4HE EbEX 

5 nasps3pdL• 7c GroKa V <- lb mod 2 
f!0C!t? 3TOM f:bigojEf•iiw)r Cip£'i7L:Na3dB3Hi+@ 

onopat;wo b, bj  Rem 

Fag b, 1?F F o)j KlT1cY-1 m q-,, et,im),rmptC:3, ondpu'tl,v* 

SG 11,_" H Few?XQjAHC38 :3R*:eHWk N arD? fT4' f31 r4 

fii]VECE'aXSaj0_ rS71dti•' bg, `#T4 IMCN ft 3t• F4.aTia 

cnkiaFT;fITVE•c•u'_'CKYE CFtE'x3;'3Uli3rFi?t5 f.`C•F)Fal3GR4: b,, <-

b i Yr: s 39- v`<₹ WE no ai3>7ifle 17C? ),C'ff•ri)f Ki C;. 

)-imRepcm V tab-n07, JM:)T UtllF, t{4t o f•Te'3Ff,^.Bti34 

fv{ F9a, # Qg5'S1Gm) m `3̀,: bi •- f t j. Ga-mtv9. l;d 

ak8`ff ldi•9tO:' ; :3aa.'DWJ)j? OT jaR'QII 9HKA M(Tc0 V 

(p,nsz gpeo6pa03Bapx' E u1 &' } e33 k?fCa :?CSu ^oKc S 

V <- bi mW 25, f'Q f tlt' M)FO I viNIc3?HAOT 

fipeo6 wo-aaHie2e r.gg6 csKa b2: b:x e.. 
6o b 2•-<C3: b,- , bz ° ₹ 17 o s:3 etwi b 4- 8y(b2). 

f•i•T-,-'?FiC7l"U3'#•+L?- Pl.f!"3d F?RiC!3 FEL`t':)f•Jr33•tjc•3-1YSi: 

Lii?F &tdKi:i'a 1Y3, 3)q, b, bi 34.::?. Ha Fimr; 3 ;1t3em 

-3Lf3Cf.° 3saWA--7:7 Kff9ybiFy.3 ii3> Cf:•US;a:IraSS; FEaF;c.'lE-fY?FG:r 

ai3CT3iid6ti( t_ccAFidYL$.3 ^U3:s~L9FeS EE 9iS3ip^Kfi, 

≥. t3:: 3:dt3;R:;?kiCs ttr~H53;01'CFi R+l•fa d'+*'i+₹ Ki!?s)Iti+1 :t 7 Li 

b G. bg 34 bi, b,,, S, b,,, b4 14 b.3:. BTt3000: p yHg 

-T-

IT— 
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3Ea F3 31Ta+RATE 3? ?Sa  f 33C L:F£]•iik iaFfie vi 

"CrC., k2'iO W4dr~C:r0 iii';?3uiR CT74>KA 3F t^ K34s3 

,I,etlr;;Lssverrr T paa f:Tpo\a no,£K soieR 3a-Fem 
{3btnC;7PES?ti'•_TCfE ,:Jeibi3'4 #7c^jY;i,•, ?ai••}'•.t76t.Fit4lt •` 

VFCn4FFb iU`L3Hi4F3 + 'T be CTj7C?Kb9 ftC.gKFS3dSweg N 

E13v4p-LF3:a)-wA: F•A@ R =r 4 :i £-gyF'4igmA a:33'C1pmrm 

aa3;;v:c v. rpwmopa # . 
A;-!,-CP ATM 1. 
B'.:Y'`'::F,: '; i,7nE':uFY gx+ogiioi+3- ' J̀nom 

3 39 +pomwx f a33 ; b3Xp•, f3 CT CE lC?i 33tt F3 ₹mK 

K(3r K"ct3E H ti;341 1 F-6wro;3t,3X f3t3rr.,~F Kea 
Me-

3IH..eapL(6ti;. 

. yQ3'c:F3GFik37?. •+3RG13^ s•''yi^F•Cg fiEidt:,Ntn$aiik'lSi 
R z.  c4u-T*im si;4cfia t y f = ., 

. YLiic•as • 4ie<••Ki =" 
DO 

ba 
•. L:C•?C.p3i3'v:(r:•t7f3c rb ,n.t3Cv?t1H4'i• fni;'K7+'>} V: 

V c-: b,.j mvxI 21 

b i r<CC&t•q,j 

< °Sabi), roe of afar »R 

r?t7•CTcaF3CsF4Ki,. i•t; £sbiii:713!iRHYi;ii C 3?43C}:F•3a;L) 

7 6diNE•Et • C••^CT3k]HKN C %+O4tCPONI, V, 

6, c4opu34poear, GeKa op V:: 

tip:, i"r.333, Fad, To r,,pvpa=NTW;F4 r ¢ r+1, 6, 
n POTFSF3NOW,. WV"4&e t'leypaMl K. M. 10, 

-, f icpecTaewTb 31C,r6noKo a o6paTfccm 
3"G+PAA(•KC-(. c flY.f7 OpI!TYF K n, 2. 

l. 
B•Fxc.•: 'E2•-•S•••i,••aias •,nox a.3k;c•wTctcoTa. 
CJrAgVi.` }fib ul i3 MPVTV onvc aai3, 

npC3ggoyp> l I. EP."t,,Fwtpmw.s. 

A,nrOr>fiTm 2. 

sxra: 128-NmebiA U01410p q r5nox 

;ay <. 

1- YCTaHCSSWrb %ICF30 pAyt3At!E 3i3₹ 9CfX ®.OAIVS≥ 

.4 3r S,I;3r 4 V K 411-3^* 33`7 F3,C,C•$ f s ', , 

3'; E ?Gp3s3,N•t3E8Tb Mstf IgHi•A F3eMp V: 
V <- bLl fnod 2~', 

4, COX aHWT'•,, r4EI7e'MONHOI q: 

co - 

nple;3h 233saEcaT?, f3op6Fi.0K b-i: 

bct <, bC as>{ al q- i gr'C3, 

f' m • • ,•:.;a•C•• _ •rcp•f>r• uk3K„s,•ecK•7rc 
F`#:}F3fr M SrlpaGo "i'a .. f3x-. fi-

one;3ak:iAY`•, 0(p5x' iaSi ofif.-`#7E3F4vm 
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RECIPROCAL TRANSFER SYSTEM 

The invention relates to a transfer of value 

application in which a user wishes to receive services or 

5 goods from a supplier in return for a reciprocal transfer 

of funds or commitment to recognise the value of the 

service supplied. 

In a typical multilateral decision making situation, 

each party has a different set of interests and 

10 priorities and frequently there has to be a compromise 

between conflicting decision criteria. For example, in 

the case of a typical payment situation involving a 

customer ( bank account holder), a retailer and a bank, 

the customer desires no fraudulent use of the account, 

15 the retailer wants guaranteed payment without turning 

down any customers, and the bank wants no repudiations 

(particularly successful ones) with processed 

transactions. 

When cash is involved in the transfer of value, the 

20 supplier has a guarantee that the funds or commitment 

supplied by the user will be recognised by the issuer of 

the cash. However, more recently it has become common 

for users to tender a credit or debit card which does not 

in itself guarantee that funds or commitment will be 

25 guaranteed by the issuer of the card who provides a main 

element of the Reciprocal Transfer Service. 

The invention is concerned with such multilateral 

exchanges in which there are at least three parties, that 

is the user, the supplier, and the reciprocal transfer 

30 service which will often be a bank. 

In the past, the reciprocal transfer service has had 

to rely on the decision ability of the supplier to 

confirm that the user is positively identified and that 

the supplier is granted authority to access the users 

35 account. Generally this has involved requesting the user 
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to provide his signature which is then visually compared 

with a reference signature on a card. In some 

situations, the supplier has been provided with aids to 

assist with this comparison such as a signature pad. 

5 There is a need for the reciprocal transfer service 

to have more control over transfers of value and to 

reduce the reliance on the supplier. 

In accordance with one aspect of the present 

invention, a reciprocal transfer system for use in a 

10 transfer of value involving a user who is to receive 

goods or services from a supplier in return for funds or 

a commitment to recognise the value of the received 

goods or services, the system comprising a biometric 

feature analyser for obtaining from the user at least one 

15 biometric feature and for performing a verification 

analysis on the feature to generate at least one 

parameter representing the result of the analysis; and 

control means coupled to the biometric feature analyser 

for combining in accordance with a predetermined 

20 algorithm the verification analysis parameter or 

parameters with one or more parameters relating to the 

transfer of value operation and unrelated to the 

identification of the user, to generate a final risk 

assessment parameter, the control means being adapted 

25 thereafter to indicate to the supplier in accordance with 

the final risk assessment parameter whether or not the 

transaction of value can proceed. 

In accordance with a second aspect of the present 

invention, a method of determining whether to perform a 

30 transfer of value involving a user who is to receive 

goods or services from a supplier in return for funds or 

a commitment to recognise the value of the received goods 

or services, the user and the supplier conducting the 

transfer of value in conjunction with a reciprocal 

35 transfer system comprises obtaining from the user at 
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least one biometric feature; performing a verification 

analysis on the feature and generating at least one 

parameter representing the result of the analysis; and 

combining in accordance with a predetermined algorithm 

5 the verification analysis parameter or parameters with 

one or more parameters relating to the transfer of value 

operation and unrelated to the identification of the 

user, to generate a final risk assessment parameter, the 

reciprocal transfer system thereafter indicating to the 

10 supplier in accordance with the final risk assessment 

parameter whether or not the transaction of value can 

proceed. 

We have recognised the inherent problems with 

biometric methods of user verification which cannot in 

15 general give 100% confidence in the verification of 

identity. Consequently, we now propose combining the 

results of the biometric verification analysis with 

other, typically application specific, parameters 

independent of the biometric features so as to reduce the 

20 effect of the uncertainty of the biometric analysis 

itself. 

In one example, the control means has a store for 

storing at least the recent history of previous uses of 

the system by each user, that history being used by the 

25 control means to constitute one of the additional 

parameters. Typically, the significance attached to the 

history will reduce with time and in practice the store 

may comprise a circular buffer arranged to contain a 

limited, fixed number of transaction details. 

30 Alternatively, or in addition to the above, the 

control means may include a store for storing parameters 

relating to the user which are selected singly or in 

combination by the control means to constitute one of the 

additional parameters. These stored parameters relating 

35 to the user may include physical characteristics such as 
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age, sex, social group, psychological profile, 

handedness, and application related parameters. 

In addition or alternatively to the above, the 

additional parameters may be chosen from the following; 

5 a) Supplier profile parameters eg type of service 

(for example retailer classification) , t;upical levels of 

service ( for example average transaction values) and risk 

level of location; 

b) Probability of fraud; 

10 c) Value of service; 

d) Time and date of transaction; 

e) Environmental conditions. 

The predetermined algorithm preferably has the form; 

R = W1 Fl (P1 , P2 ... P N ) + W2 F2 (P1 , P2 ... PN ) 

15 

where R is the final risk assessment parameter, 

W1 W2 etc are respective weights, 

P1 P2 etc are the parameter values, and 

F1 , F2 etc are functions generating a score or 

20 absolute value for a given parameter set. 

In one application, the control means compares the 

final risk assessment parameter (R) with at least one 

threshold to determine whether the transaction of value 

can proceed. 

25 In the preferred arrangement, the thresholds define 

3 bands so that if the final risk assessment parameter 

falls in one band the control means indicates that the 

transaction of value can proceed, if it falls in another 

band the control means indicates that the transfer of 

30 value cannot proceed, and if it falls in an intermediate 

band the control means performs a further algorithm. 

This further algorithm may be similar to the 

algorithm defined above but makes use of different 

weighting factors so that the parameters are combined in 

35 a different manner. 
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Typically the control means will be sited together 

with the biometric frature analyser at the point at which 

the transaction occurs (i.e. point of sale) and off-line 

to the reciprocal transfer service provider. The control 

5 means may also be sited remote from the biometric feature 

analyser at some central location and on line to the 

reciprocal transfer service provider. Furthermore there 

may be a number of biometric analysers connected to a 

common control means. 

10 This arrangement is particularly suitable for use in 

an electronic funds transfer at point of sale ( EFTPOS) 

system since the reciprocal transfer system can 

automatically indicate to the EFTPOS system that a 

transaction of value can proceed allowing that transfer 

15 o£ value to proceed automatically with a minimum of 

operator intervention. 

The parameter or parameters generated by the 

biometric feature analyser can indicate the degree to 

which a submitted biometric feature is simular to a 

20 reference feature and preferably these parameters 

correspond to those described in our co-pending British 
$9 ?-441 -S 

patent application filed on the 3rd November 1989 and 

entitled " Improvements relating to individual 

verification" (Agents Ref: 30/3035/01). 

25 An example of an EFTPOS system incorporating a 

reciprocal transfer system and method according to the 

invention will now be described with reference to the 

accompanying drawings, in which:-

Figure 1 is a block diagram of an off-line system; 

30 and, 

Figure 2 is a block diagram of an on-line system. 

In both the reciprocal transfer applications 

described, a number of parties are involved including at 

least the following: The consumer's bank, the retailer's 

35 bank and the EFTPOS acquirer who gives the service 
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transfer guarantee to the retailer that the transfer of 

value may proceed. The EFTPOS acquirer provides 

apparatus to the retailer to initiate the reciprocal 

transfer and to assist in the verification of the 

5 consumer or user. The consumer's bank issues an 

identification token such as a card to the consumer to 

provide a machine readable method of identifying the 

consumer's account. 

In the apparatus shown in Figure 1, a card reader 1 

10 is provided such as a Swipe reader which reads from a 

consumer's card details of his bank account and the like 

together with reference biometric data. The account 

details are fed from the reader to a conventional EFTPOS 

terminal 2 while the reference biometric data is fed to a 

15 microprocessor 3. In this example, the microprocessor 3 

is provided locally to the EFTPOS terminal 2. A 

biometric feature analyser 4 is connected to the 

microprocessor 3 and is adapted to obtain from the 

consumer current biometric features. In another example 

20 the microprocessor 3 may be a combined element of EFTPOS 

terminal 2 i.e. one microprocessor may service both the 

biometric and EFTPOS functions. 

In one example, the consumer presents his card to 

the retailer who places the card in the card reader 1 to 

25 allow the reference biometric data and the bank account 

data to be down loaded to the microprocessor 3 and EFTPOS 

terminal 2 respectively. The consumer then supplies the 

necessary biometric data in the form of a submission to 

the analyser 4. For example, this can comprise writing 

30 his signature on a signature pad forming part of the 

analyser 4, the analyser then obtaining from that 

signature, data relating to both static and dynamic 

characteristics of the signature. These features are 

then supplied to the microprocessor 3 which performs a 

35 signature analysis on the submitted data and the 
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reference data. This analysis would typically be of the 

form described in more detail in the co-pending British 

application mentioned above the content of which is 

included herein by reference. The result of that 

5 biometric or signature analysis is the generation of a 

number of parameters including a confidence of match, a 

variance, a vulnerability, and a composite biometric 

level of confidence. The confidence of match parameter 

is derived from the comparison of the biometric 

10 submission with the reference; the variance parameter is 

derived from an assessment of the level of variance 

exhibited by the service user or consumer over a period 

of time and provides an indication of whether the 

confidence of match parameter is within an acceptable 

15 range; and the vulnerability parameter is an assessment 

of the degree of difficulty in forging/ counter fietting 

the biometric property of the user or consumer. The 

composite biometric level of confidence is derived from a 

function which combines the 3 parameters mentioned above 

20 together with the possibility of a fraudulent service 

user. This composite biometric level of confidence 

parameter is denoted PR 1* 

A second parameter PR  provides a composite service 

provider/type of service risk assessment and is generated 

25 from one or a combination of the following parameters: 

i). Service provider profile. This identifies the 

service provider and defines characteristics such as type 

of service ( e.g. retailer classification), typical levels 

of service ( e.g. average transaction value) and risk 

30 level of location. 

The concept of floor limits in point of sale 

payments is a mechanism used to quantify the risk level 

of the location, and is not a primary parameter type. 

ii). Probability of fraud. This value may vary over 

35 time or between service providers. This is an input to 
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the biometric verification sub-system to allow the 

composite biometric verification sub- system to allow the 

composite biometric level of confidence to be generated. 

iii). Value of Service. This is the value that is 

5 processed by the reciprocal transfer system, e.g. 

transaction amount. 

iv). Time and date. The time of day, day of week, 

and special seasons of the year may all be significant. 

v). Environmental issues. These cover factors such 

10 as climatic conditions. 

A third parameter PR3 defining a composite user 

risk assessment is produced for one or a combination of 

the following parameters: 

i). Usage pattern. This is a record of previous use 

15 and assumes that significance reduces the further one 

goes back in time. In practice, this is likely to be a 

circular buffer limited to a fixed number of 

transactions. 

ii). User profile. This covers any other parameters 

20 which are significant to the application such as physical 

characteristics ( e.g. age, sex, social group, 

psychological profile, handed-ness) and application 

related parameters. 

Each of these parameters PRl , PR 21 PR  is a function 

25 of one or more of the base parameters referred to and for 

example PR  can be defined as: 

30 

35 

SCORE _ [ W1 * Fspp ( service provider profile) + 

W 2 Fvts (value and type of service) + 

W3 * Ftd (time and date) + 

W4 * Fei (environmental issues) ] 

where: W1..4 are signed weighting values. 

Fssp is a function which generates a 

numeric value by classifying the 
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10 

15 

details comprising the service 

provider profile. 

Fvts is a function which generates a 

numeric value by classifying the 

value of the transaction, and 

possibly also the type of 

transaction. 

Ftd is a function which generates a 

numeric value by classifying time, 

date and possible special periods 

(e.g. pre-Christmas) into risk 

levels. 

F ei Is a function which tests for 

special circumstances surrounding 

environmental issues such as 

extremes of temperature. 

Similarly, Function PR  can be defined as: 

20 SCORE _ [ W5 * Fsup (user profile) + 

W6 * Fup (usage pattern, transaction 

where: 

25 

30 

35 

value and type, time and 

date) J 

W5..6 are signed weighting values. 

Fsup is a function which generates a 

numeric value by classifying the 

details comprising the user profile. 

Fup is a function which generates a 

numeric value by analysing the 

previous pattern of usage and 

comparing it to the circumstance 

surrounding the current one. 
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The output scores for the three composite parameters 

are then classified into respective classes or bands to 

define three such classes, giving the values 

X in the range 1 ... x+l from PR1 

5 Y in the range 1 ... y+l from PR  

Z in the range 1 ... z+l from PR  

The microprocessor 3 includes a three dimensional 

look-up table whose elements are addressed by the band or 

class values, the three bands derived above being used 

therefore to address the look-up tables to obtain a risk 

assessment parameter. Each element of the array contains 

one of the following set of values: 

-1 Pass - proceed with transfer- of value 

0 Fail - do not proceed with transfer of value 

1 Resort to SA  for decision 

2 Resort to SA  for decision 

n Resort to SA  for decision 

Each SA (Secondary Algorithm) is a function which 

has as input all the individual parameters listed above 

plus the composite functions PR  - PR 3' 

different set of weights exists, one 

parameter. Like the above functions, 

For each SAn , a 

for each input 

each value is 

multiplied by the weighting and all products added 

together to produce a score. 

The score of each SA  is divided into three bands by 

two thresholds, which are again unique to each SA. Band 

1 means fail, band 2 means resort to other procedures, 

and band 3 means pass. 

Clearly, different SA's will attach different 

priorities to different categories of risk. For example, 

where the value is modest but the biometric risk is high, 

more detailed attention will be paid to the biometric 
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parameters. Similarly, a high value transaction may 

attach more significance to the usage pattern. 

In the Figure 1 example, the card supplied by the 

consumer contains the biometric reference data as well as 

5 the bank account data to enable local operations. 

Figure 2 illustrates a different arrangement in 

which the computer which decides and determines the final 

risk assessment parameter is located remotely from the 

EFTPOS terminal 2. In this example, the consumer's card 

10 identifies the bank account and the location of the 

consumer's reference data in a store 5 remote from the 

terminal 2, typically at the barks premises. Biometric 

features are obtained from the consumer by the analyser 4 

and sent via the EFTPOS terminal 2 along a link 6 to the 

15 consumers bank 7. Typically, the link 6 forms part of a 

conventional EFTPOS system. A computer 8 located at the 

consumer's bank then extracts the reference biometric 

data from the store 5 and performs the biometric analysis 

together with the further risk analysis to generate the 

20 final risk assessment parameter in the same way as 

described above in connection with Figure 1, this final 

risk assessment parameter then being supplied back to the 

terminal along a link 9 to control whether the 

transaction of value proceeds or not. 

25 

30 

35 
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CLAIMS  

1. A reciprocal transfer system for use in a transfer of 

value involving a user who is to receive goods or 

services from a supplier in return for funds or a 

5 commitment to recognise the value of the received goods 

or services, the system comprising a biometric feature 

analyser ( 4) for obtaining from the user at least one 

biometric feature and for performing a verification 

analysis on the feature to generate at least one 

10 parameter representing the result of the analysis; and 

control means ( 3) connected to the biometric feature 

analyser for combining in accordance with a predetermined 

algorithm the verification analysis parameter or 

parameters with one or more parameters relating to the 

15 transfer of value operation and unrelated to the 

identification of the user, to generate a final risk 

assessment parameter, the control means thereafter 

indicating to the supplier in accordance with the final 

risk assessment parameter whether or not the transaction 

20 of value can proceed. 

2. A system according to claim 1, wherein the control 

means include a store for storing a history of previous 

use by the user, the history being used by the control 

means as one of the additional parameters. 

25 3. A system according to claim 1 or claim 2, wherein the 

control means stores parameters relating to the profile 

of each user for use alone or in combination as an 

additional parameter. 

4. A system according to any of the preceeding claims, 

30 wherein one or more of the additional parameters is 

selected from: 

a) Supplier profile parameters; 

b) Probability of fraud; 

c) Value of service; 

35 d) Time and date of transaction; 
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e) Environmental conditions. 

5. A system according to any of the preceeding claims, 

wherein the predetermined algorithm has the form: 

R = W1 F1 (P1 , P̀  ... PM) + W2 F2 (Pi , P2 ... PN) + 

5 

where R is the final risk assessment parameter, 

W1 W2 etc are respective weights, 

P1 P2 etc are the parameter values, and 

10 F1 , F2 etc are functions generating a score or 

absolute value for a given parameter set. 

6. A system according to any of the preceeding claims, 

wherein the control means includes comparison means to 

compare the final risk assessment parameter with at least 

15 one threshold. 

7. A system according to claim 6, wherein the thresholds 

define 3 bands so that if the final risk assessment 

parameter falls in one band the control means indicates 

that the transfer of value can proceed, if it falls in 

20 another band the control means indicates that the 

transfer of value cannot proceed, and if it falls in an 

intemediate band the control means performs a further 

algorithm. 

S. A system according to claim 7, wherein if the final 

25 risk assessment parameter lies in the intermediate band 

then the control means determines a further final risk 

assessment parameter ( R') in accordance with the formula: 

R' = W1 ' F1 (P1 , P2 ... P N ) + W2 ' F2 (P1 , P2 ... P N ) + .. 

where W1 ', W2 ' etc are respective weights, 

30 P1 , P2 etc are the parameter values, and 

F1 , F2 etc are functions generating a score 

or absolute value for a given parameter set. 

9. A transfer of value system comprising transaction 

apparatus for debiting funds from a user and crediting 

35 those funds to a supplier; and a reciprocal transfer 
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system according to any of the preceeding claims, for 

indicating to the apparatus whether or not the transfer 

can proceed. 

10. A method of determining whether to perform a transfer 

of value involving a user who is to receive goods or 

5 services from a supplier in return for funds or a 

commitment to recognise the value of the received goods 

or services, the user and the supplier conducting the 

transfer of value in conjunction with a reciprocal 

transfer system, the method comprising obtaining from the 

10 user at least one biometric feature; performing a 

verification analysis on the feature to generate at least 

one parameter representing the result of the analysis; 

and combining in accordance with a predetermined 

algorithm the verification analysis parameter or 

15 parameters with one or more parameters relating to the 

transfer of value operation and unrelated to the 

identification of the user to generate a final risk 

assessment parameter, the reciprocal transfer system 

thereafter indicating to the supplier in accordance with 

20 the final risk assessment parameter whether or not the 

transaction of value can proceed. 

25 

30 

35 
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VIRTUAL PROPERTY SYSTEM 

Field of the Invention 

The present invention relates to computer networks and, more particularly, to a system 

of property ownership and transfer implemented in connection with a computer network. 

5 Background of the Invention 

In recent years, the use of computer networks for communication and data processing 

has become increasingly widespread. The increased availability and use of computer networks 

has created possibilities for new kinds of business and interactions. For example, many people 

now conduct business transactions, such as banking or retail transactions, over the Internet or 

10 private computer networks. Others use the Internet to participate in interactive, multi-party 

games that could not have existed before the advent of computer networks. 

Computer network users generally attempt to exploit the unique features inherent in 

communications over computer networks. Owners of valuable data or "content," such as 

software developers or entertainment companies, take advantage of the relative ease and speed 

15 of data replication and transmission over computer networks to inexpensively distribute their 

data to vast audiences. Retailers and advertisers utilize the relative cost-effectiveness and 

ready searchability (as compared to conventional publishing media) of data published on the 

World Wide Web to make information available to vast bodies of potential customers. 

Multinational businesses use the medium to allow immediate and inexpensive communication 

20 among employees in various parts of the world. 

In each of the above situations, technical challenges must be overcome. Content 

providers generally seek mechanisms to ensure receipt of payment for any copies of their 

content which are distributed, and to ensure the integrity of the data transmission. Retailers 

desire mechanisms for conducting secure commercial transactions over the Internet. Those 

25 communicating at a distance often require security and confidentiality of data transmission, 

and means of authenticating the origin of data received. 
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These challenges generally are overcome by applying. common cryptographic tech-

niques to eliminate data security or privacy concerns, while still allowing users to take 

advantage of the unique features of the new medium. For example, common cryptographic 

techniques are available to allow authentication of the sender of a digital message, and to 

5 ensure that such a message is opened only by the intended recipient. Data metering systems 

provide a mechanism for content providers to charge for use of their data. A software 

provider may also use a conventional "digital signature" to sign code that is being distributed 

to users, thereby allowing users to rely on the quality of the code received. 

In some cases, however, it is desirable to eliminate certain perceived "advantages" or 

10 inherent features of the new medium, and extend familiar limitations of the physical world into 

the electronic realm. In the case of digital cash, for example, it is necessary to prohibit 

"counterfeiting." This is accomplished by introducing digital equivalents of the security 

features that protect against counterfeit paper currency. 

Traditional features and limitations of ownership and property rights are also some-

15 times desirable within the computer network environment. In an interactive game environ-

ment, for example, users might purchase or otherwise obtain "property" which can be 

voluntarily or involuntarily transferred to other users. This game "property" may represent a 

physical item that, in the context of the game, should not be counterfeited or duplicated 

readily. Thus, for example, the seller of a game object should not be able to retain a usable 

20 copy of the sold item. 

Previously, there was no adequate, reliable and sufficiently secure system for establish-

ing traditional features of ownership and property rights in the digital realm. Accordingly, 

there is a need for an improved system of property ownership and transfer that can be 

implemented in connection with a computer network. 

25 Summary of the Invention 

The present invention involves a system of property ownership and transfer that can be 

implemented in connection with a computer network. 

2 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 692



WO 98/47091 PMUS98/07176 

Certain embodiments of the present invention offer many advantages, including 

without limitation the following; 

(a) enabling a traditional property rights system in a computer network environment; 

(b) enabling a system of property ownership and transfer in connection with a 

5 computer network; 

(c) enabling new types of interactive, multiparty computer games; 

(d) allowing persistent digital property used in connection with a computer network to 

be transferred oflline or online; and, 

(e) establishing mechanisms for tracking ownership of virtual property. 

10 These and many other advantages of certain embodiments of the present invention will 

become apparent to those skilled in the art from the present patent application. 

Brief Description of the Drawings 

FIG. I is an overview of an embodiment of a virtual property system according to the 

present invention. 

15 FIG. 2 illustrates the basic relationships among elements of an embodiment of a virtual 

property system according to the present invention. 

FIG. 3 illustrates a consumer login scenario used in connection with an embodiment of 

a virtual property system according to the present invention. 

FIG. 4 illustrates a web purchase scenario used in connection with an embodiment of a 

20 virtual property system according to the present invention. 

FIG. 5 illustrates an account checking procedure used in connection with an embodi-

ment of a virtual property system according to the present invention. 

FIG. 6 illustrates a procedure for posting a newly created object for sale in connection 

with an embodiment of a virtual property system according to the present invention. 
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FIG. 7 illustrates a procedure for posting a previously acquired object for resale in 

connection with an embodiment of a virtual property system according to the present 

invention. 

FIG. 8 illustrates the structure of a limited edition digital object used in connection 

5 with an embodiment of a virtual property system according to the present invention. 

FIG. 9 illustrates aspects of a procedure according to FIG. 6. 

Detailed Description of Preferred Embodiment(s) 

Overview 

A preferred embodiment of a property ownership and transfer system according to the 

10 present invention is illustrated in FIG. I and FIG. 2 and referred to herein as a "Transactor" 

system. The illustrated Transactor system involves a database 10, a Transactor server 20, 

end-users 30, a Transactor broker 40, and an application service provider (e.g., a game server) 

50. End users 30 comprise end-user computers (or "terminals") 31, 32, and 33, and end-user 

individuals 35, 36, 37, and 38. 

15 The illustrated Transactor system may include any number of end-users and/or end-

user terminals; an additional terminal and an additional user labeled "... " are included in FIG. 

1 to illustrate this fact. Database 10 and Transactor server 20 may each comprise a plurality 

of databases and servers, respectively. Embodiments of the system optionally may include any 

number of Transactor brokers and application service providers with any number of associated 

20 end users. 

The application service provider may be a general Internet service provider (e.g., AOL, 

CompuServe, Pacific Bell), a game specific service provider (e.g., Mpath, Heat, TEN), an 

open network market-specific service, a closed or private network service, or any other 

service provided over a computer network. For illustrative purposes only, the below discus-

25 sion emphasizes the example of a Transactor system in which the application service provider 

comprises a game server, and the end-users comprise game clients. 
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End users 30 interact with one another and with game server 50 over a computer 

network (e.g., the Internet) 60 in a virtual world (e.g., an interactive environment governed by 

a prescribed set of rules) provided by game server 50 and supported by Transactor server 20. 

In this virtual world, digital property can be owned by, used, and transferred among end users. 

5 End users can also transfer digital property while offline (i.e., not in communication with the 

game or Transactor servers). Transactor server 20 communicates with Transactor broker 40 

over the Internet 60 or, optionally, by a direct communications link. 

As illustrated in FIG. 2, other optional participants in the illustrated Transactor system 

include Transactor-enabled vendors (e.g., web sites) 70, a consumer's credit account holder 

10 80, and a consumer's bank account 90. Transactor-enabled vendors preferably are accessible 

via the Internet 60, as are consumer's credit account holder 80 and consumer's bank account 

90, 

The illustrated Transactor entities can be categorized broadly as clients and/or servers. 

Some entities may act as both a client and a server at the same time, but always as one or the 

15 other with regard to other specific entities. For example, a game server acts as a client to a 

Transactor server, but as a server to its game clients. 

20 

The main categories of computing entities in the overall Transactor hierarchy are: 

(1) Transactor servers; 

(2) Transactor clients; 

(3) game servers; and 

(4) game clients (who are implicitly also Transactor clients). 

It should be noted that these computing entities do not necessarily map directly onto 

individuals, companies, or organizations. An individual, for example, may have more than one 

Transactor account. Similarly, a game company may set up game servers with more than one 

25 Transactor account. 

1. Transactor Servers 
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As described further below, Transactor servers provide transaction and ownership 

authentication to their clients, who may be other Transactor servers, game servers, game users 

(which are game clients acting through a game server) and Transactor users (which are not 

acting through any game server). Transactor servers operate on Transactor user accounts and 

5 encapsulated Transactor objects; they need not know the details of any particular game world 

that may exist. 

The Transactor servers essentially define a marketplace in which safe transactions may 

occur, and existence and ownership may be asserted and verified under rules (i.e., "Transactor 

Laws of Nature") defined for the Transactor system as a whole. The primary purpose of the 

10 Transactor system is to provide a safe marketplace for objects and owners outside the scope of 

any game in which those objects and owners might participate. If a potential game does not 

require its game objects to exist outside the scope of its game universe, then using Transactor 

to determine authenticity and ownership is not necessary. It may, however, be more conve-

nient or easier to use Transactor services than to create a special-purpose property ownership 

15 and transfer system for that game. 

A given Transactor server is responsible for the objects and users defined in its own 

database. A Transactor server trusts other Transactor servers for validation of all other 

objects and users. It can, however, detect certain kinds of cheating that might occur in its 

conversations with those other Transactor servers. 

20 In some embodiments, a group of Transactor servers have secure access to a shared 

distributed database. In such embodiments, the group of servers appears, for most purposes, 

as a single large Transactor server acting on a single database. 

2. Transactor Users 

Transactor users are users that are in direct communication with a Transactor server, 

25 rather than in communication through an intermediary game server. Thus, they are limited to 

the core Transactor activities of creating objects, making transactions, and authenticating 

ownership and existence. All other activities are performed through a game server. 

3. Game Servers 
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To a Transactor server, a game server is a Transactor user that performs transactions 

and limited types of authentications (e.g., verify game membership). Among themselves, 

however, game servers define, in a conventional manner, a game "universe" or "virtual world" 

for their clients, and operate on a set of game objects using game rules that the game designer 

5 defines for that game. A game universe includes all servers that run the game, the game 

software's behavior, and the rules that define possible behavior for that game. 

4. Game users 

Game users are the participants in a game universe that exists on one or more game 

servers, Preferably, most Transactor operations on the game's owned objects are brokered by 

10 the game server, acting on behalf of the game user. In such embodiments, the only time a 

game user appears as a Transactor user is when object ownership must be authenticated or 

changed. Even then, however, this activity may be brokered by the game server acting within 

the scope of the game universe's possible actions. 

The components of the illustrated Transactor system, along with their implementation 

15 and use, are described in more detail herein. Prior to such description, however, basic 

operations and transactions in an embodiment of a Transactor system are described. 

Scenario Examples 

This section describes various uses of a Transactor system in the form of exemplary 

"scenarios," which are illustrated in FIGs. 3, 4, 5, 6, and 7. A scenario is an exemplary use of 

20 Transactor technology to accomplish some purpose for a user. A user may be a consumer, a 

vendor, or any other user of the Transactor technology, including an intermediate server 

program that subscribes to Internet-based Transactor services; for convenience, the user is 

referred to consistently in these scenarios as a consumer. 

The illustrated scenarios are representative examples only. Other scenarios and their 

25 implementation will be apparent to those of ordinary skill in the art based on the present 

disclosure. The scenarios refer to the elements of the Transactor system illustrated in FIGs. 1 

and 2, along with certain details and components described further herein. 

The Login Scenario (FIG. 3) 
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5 

FIG. 3 describes a process in which a user logs on, and optionally registers as a 

Transactor user, in an exemplary embodiment of a Transactor system. As illustrated in FIG. 3, 

the following steps take place: 

In step 1 (illustrated at 102), the consumer (e.g., user 35) logs onto the Internet 60. 

In step 2 (at 104), the consumer logs onto a Transactor enabled service provider (or 

onto a Transactor server). 

At this point, there are several possibilities. The consumer may decide to register as a 

10 Transactor user (step 3, at 106). Alternatively, the consumer may decide not to register as a 

Transactor user and, consequently, leave the site (step 14, at 128). Alternatively, the 

consumer may already be a registered Transactor user (step 8, at 118) and have no need to 

register as a Transactor user. 

15 Assuming the consumer decides to register as a Transactor user, the consumer fills out 

a registration form (step 4, at 108), identifying his or her charge account and bank account 

information. When the consumer has entered the requested information, the information is 

submitted to a Transactor server (step 5, at 110). The Transactor server creates a new 

account and issues private data (e.g., user key, password) to the consumer (step 6, at 112). 

20 The consumer receives and stores the keys and other data, and obtains the Transactor client 

software (e.g., by download or mail) (step 7, at 114). 

After the consumer has become a registered Transactor user (after completing step 7 

or step 8), the consumer logs into the client-side Transactor object manager (which is 

25 described further herein and abbreviated "TOM") as a valid user (step 9, at 116). 

After logging in as a valid user, the consumer has a variety of options. The consumer 

may decide (Step 10) to make a purchase (illustrated at 120 and in FIG. 4). The consumer 

may decide (step 11) to check his Transactor account (illustrated at 122 and in FIG. 5). The 

30 consumer may decide (step 12) to post an object that he has created for sale (illustrated at 124 
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and in FIG. 6). The consumer may decide (step 13) to post a previously acquired object for 

resale (illustrated at 126 and in FIG. 7). 

The Consumer Web-Purchase Scenario (FIG. 4) 

FIG. 4 describes the process in which a user makes a simple purchase from a web sales 

5 site and uses the new object on the network in an exemplary embodiment of a Transactor 

system. As illustrated in FIG. 4, the following steps take place: 

In step 1 (at 202), a consumer (e.g., user 35) decides to make a purchase. The 

consumer's TOM sends (step 2, at 204) signals indicating an intent to purchase, along with the 

appropriate user ID and product information, to the vendor's web site. The vendor's 

10 Transactor broker module creates (step 3, at 206) a transaction record that incorporates 

necessary vendor IDs, product information and vendor signatures with consumer's informa-

tion. 

The vendor then sends (step 4, at 208) a transaction record, as described further 

herein, to the Consumer's TOM for signature. The consumer's TOM confirms (step 5, at 210) 

15 the vendor's signature and transaction record contents, and signs and forwards (step 6, at 212) 

the transaction record to the Transactor server. The consumer's TOM also notifies (step 7, at 

214) the vendor's server that the transaction has been signed and a record has been forwarded 

to the Transactor server. 

The Transactor server then validates (step 8, at 216) the Transaction record and 

20 contents, issuing an OK (i.e., transaction is valid) or a rejection (transaction is invalid). If the 

validation is not OK, the operation is not performed and the user is so notified (step 9a, at 

218). If the validation is OK, the Transactor changes (step 9b, at 220) the object's ownership 

in the relevant database and determines all splits and fees for all accounts involved (e.g., buyer, 

reseller, maker, service provider), transactions for each account are then logged and new 

25 account balances are computed. 

The Transactor server then sends (step 10, at 222) a purchase OK to the vendor's 

server, and the vendor's server receives (step 11, at 224) the OK and repackages the existing 

unit with the consumer's ID. 
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The vendor's server then sends (step 12, at 226) the object to the consumer or sends 

notification of where to download the object via FTP. The sale is logged as complete. 

Finally, the consumer's TOM server receives (step 13, at 228) notice of the sale and 

downloads the object according to the instructions received in step 12. When the object is 

5 subsequently used online, a Transactor server will verify the ownership of the object. 

The Consumer Account-Check Scenario (FIG. 5) 

FIG. 5 describes the process in which a consumer checks his Transactor account. As 

illustrated in FIG. 5, the following steps take place: 

In step 1 (at 302), a consumer (e.g., user 35) decides to check his Transactor account. 

10 The consumer's TOM sends (step 2, at 304) intent-to-purchase account information 

(with appropriate user IDs) to the Transactor Server, either directly or via a Transactor 

enabled web site or broker server. The TOM may operate independently or through other 

Transactor enabled client software. The Transactor server then sends (step 3, at 306) a 

validation challenge to the consumer's TOM, and the consumer's TOM responds (step 4, at 

15 308) to the validation challenge. The Transactor server receives the response (step 5, at 310). 

If the validation is not OK, the operation is not performed and the user is notified of 

the failure (step 6a, at 312). 

If the validation is OK, the Transactor server allows (step 6b, at 314) the client 

software (e.g. Java applets) to download the consumer's account information (not persistent). 

20 The consumer's TOM downloads (step 7, at 316), decrypts and displays account information 

using applets (or other client software) embedded in the web page (part of broker module, 

described herein). 

The consumer then reviews (step 8, at 318) account information (along with other 

communications from the Transactor server, if any have been received) and logs off or 

25 proceeds to other Transactor activity. 

The Sale of Created Object Scenario (FIG. 6) 

10 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 700



WO 98/47091 PCT/US98/07176 

FIG. 6 describes the process in which a registered Transactor user posts an object that 

he created for sale. As illustrated in FIG. 6, the following steps take place: 

In step 1 (at 402), a registered Transactor user (e-g., user 35) decides to post an object 

that he has created for sale. The user the (step 2, at 404) logs into the TOM to "package" his 

5 object, the TOM enters (step 3, at 406) the user ID (e.g., Al Al Al) into the object package 

fields, and the user inputs data regarding, for example, price, revenue model, and number 

available. 

The user logs on (step 4, at 408) to a Transactor Server directly or a Transactor-

enabled service provider, and is validated by a Transactor Server. The user then uploads (step 

10 5, at 410) the packaged object and fields with instructions for the Transactor Server to create 

a new product. 

The Transactor Server then verifies (step 6, at 412) that it received the data correctly, 

and proceeds to create a product, giving it a unique product ID (B 1 B 1 B 1). The Transactor 

Server then sends (step 7, at 414) the unique product ID, and other product-related informa-

15 tion, back to the user. 

When copies of the product are sold, the Transactor Server will verify (step 8, at 416) 

buyer's (37) Transactor User status and the existence of available unsold units for the buyer-

designated product ID. 

If the validation of user ID or product ID is not OK, the operation is not performed 

20 and the user is so notified (step 9, at 418). 

If the user ID and product ID are OK (step 9b, at 420) to produce a new unit of the 

product, the Transactor Server creates a new unique unit ID and assigns ownership of that 

unit to the buyer in its internal ownership databases. The Transactor Server then packages 

(step 10, at 422) the unit ID with ownership information and the digital product itself, 

25 encrypts portions of the resulting data, and sends the result to the user or informs the user 

where the packaged object may be downloaded. The Transactor Server also updates (step 11, 

at 424) all relevant accounts, computes and distributes splits. 

The Sale of Previously Acquired Object Scenario (FIG. 7). 

11 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 701



WO 98/47091 PCT/US98107176 

FIG. 7 describes the process in which a registered Transactor user posts a previously 

acquired object for sale. As illustrated in FIG. 7, the following steps take place: 

In step 1 (at 502), the Consumer decides to post a previously acquired object for 

resale. Using the TOM, the Consumer then indicates (step 2, at 504) the asking price for the 

5 object and sends posting (and appropriate IDs including TOM signature) to the Transactor 

Server, 

The Transactor Server then sends (step 3, at 506) a validation challenge to the 

Consumer's TOM. The Consumer's TOM responds (step 4, at 508) to the validation 

challenge. The Transactor Server receives (step 5, at 510) the response. 

10 If the validation is not OK, the operation is not performed and the user is so notified 

(step 6a, at 512). 

If the validation is OK, the Transactor Server includes (step 6b, at 514) the object 

posting in a log of objects currently for sale "classifieds." The object, or a pointer to the 

object, is stored at a Broker Server for resale. 

15 Another valid Transactor user, for example Consumer 36, logs on (step 7, at 516) to a 

Transactor enabled web site and activates her TOM to search for an object to purchase. 

Consumer 36 searches (step 8, at 518) the Transactor "classifieds" by object name, universe, 

price, or any other conventional search criteria to find the desired object. 

Consumer 36 then locates (step 9, at 520) the object posted by Consumer 35 and 

20 decides to make a purchase. The TOM for Consumer 36 then sends (step 10, at 522) its intent 

to purchase (and appropriate IDs) to the Broker Server via the Transactor-enabled web site. 

The purchase process continues (step 11, at 524) as in FIG. 4, with the Broker Server acting 

as vendor. 

Limited Edition Digital Object 

25 The Transactor system allows for the ownership and sale of limited edition digital 

objects. An exemplary limited edition digital object (a "LEDO") 600 is illustrated in FIG. 8. 
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As shown in FIG. 8, LEDO 600 comprises a payload 606, a unit ID 602, and an owner 

ID 604. Each of these elements are illustrated in corresponding dashed boxes. Examples of 

LEDOs for use in game environment in connection with an embodiment of a Transactor 

system comprise tools, characters, keys, spells, levels, abilities, behaviours. A variety of 

5 additional types of LEDOs for use with embodiments of a Transactor system will be apparent 

to those skilled in the art from the present disclosure. In this example, each LEDO has a 

unique, immutable unit ID, an owner ID indicating the current owner of the object and a 

payload comprising binary data which defines the object characteristics. 

Unit ID 602 is assigned to the unit during object creation and incorporated in the 

10 LEDO during the initial object purchase. The owner ID 604 is assigned to the user during 

User Registration and incorporated in the LEDO during object purchase. Payload 606 

comprises data which defines the object (e.g., textures, data pointers, Al, object attributes). In 

preferred embodiments, the objects are persistent such that they are accessible both when the 

user is in communication with a server (e.g., a game server) and when the user is not in 

15 communication with the server. 

The number of LEDOs of a particular type can be closed or limited (e.g., the product 

run is capped at a predetermined number) or open-ended. The unit ID for each LEDO is 

assigned at its creation and is unique. The unit ID is immutable in the sense that a change in 

the unit ID for a particular LEDO can be detected and, in preferred embodiments, the LEDO 

20 loses functionality (e.g., it cannot be used in the relevant game world) if it has been altered. 

Additional Aspects of the Sale of Created Object Scenario (FIG. 9) 

FIG. 9 describes the process in which a registered Transactor user posts an object that 

he has created for sale in accordance with the previous description in FIG. 6. The following 

description of the steps in this process uses the FIG. 6 reference numerals and step numbers, 

25 along with the FIG. 9 reference numerals: 

In step 1 (at 402), a registered Transactor user (e.g., user 35) decides to post an object 

that he has created for sale. The user the (step 2, at 404) logs into the TOM to " package" his 

object, the TOM enters (step 3, at 406) the user ID (e.g., AIAIA1) into the object package 

13 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 703



WO 98/47091 PCT/US98/07176 

fields, and the user inputs data regarding, for example, price, revenue model, and number 

available. 

The user logs on (step 4, at 408) to a Transactor Server directly or a Transactor-

enabled service provider, and is validated by a Transactor Server. 

5 Steps 1 through 4 above are further illustrated in FIG. 9 by User 35 (identified by code 

MAIM), digital object 700 (e.g., a file containing binary data), transactor package 710 

which wraps the object as described herein, and data fields 720, Data fields 720 include a 

product ID field 722 for the identification code associated with the object (in this case, 

131131131),  a seller ID field 724 for entering an identification code associated with the seller of 

10 the object (in this case, Al AIA1), an owner ID field 726 for entering an identification code 

associated with the owner of the object (in this case, MAIM),  a price field 728 for entering 

the requested price for the object (in this case, $5.00), a maker ID field 730 for indicating the 

identity of the maker of the object (in this case, AIAlA1, the owner), a revenue model field 

732 to indicate financial terms associated with the sale of the object (in this case, a straight 

15 sale), a total available field 734 indicating the total number of objects of this type that are 

available for sale, and an FTP field 736 indicating the delivery details for the object. In this 

case, for example, the field shows a URL for a web site from which the buyer can download 

his purchased object. The object is encrypted so that it can only be "unpacked" (opened) by 

the buyer. 

20 The user then uploads (step 5, at 410) the packaged object and fields with instructions 

for the Transactor Server (illustrated at 740) to create a new product. 

The Transactor Server (740) then verifies (step 6, at 412) that it received the data 

correctly, and proceeds to create a product (illustrated at 750), giving it a unique product ID 

(B 1 B 1 B 1) shown in data field 762. The Transactor Server then sends (step 7, at 414) the 

25 unique product ID, and other product-related information, back to the user. 

When copies of the product are sold, the Transactor Server will verify (step 8, at 416) 

buyer's (in this case, user 37) Transactor User status and the existence of available unsold 

units for the buyer-designated product ID. 

If the validation of user ID or product ID is not OK, the operation is not performed 

30 and the user is so notified (step 9, at 418). 
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If the user ID and product ID are OK (step 9b, at 420) to produce a new unit of the 

product, the Transactor Server creates a new unique unit ID (illustrated at data field 768 and, 

in this case, D 1 D 1 D 1) and assigns ownership of that unit from the seller (A 1 Al A 1, illustrated 

in data field 764) to the buyer (C 1 C 1 C 1 illustrated in data field 766) in its internal ownership 

5 databases and in the new object (relevant data is illustrated in data fields 760). The Transactor 

Server then packages (step 10, at 422, also illustrated at 770) the unit ID with ownership 

information and the digital product itself, encrypts portions of the resulting data, and sends the 

result to the user or informs the user where the packaged object (illustrated at 770) may be 

downloaded. The Transactor Server also updates (step 11, at 424) all relevant accounts, 

10 computes and distributes splits. 

Trust Relationships 

The illustrated Transactor system is predicated upon various trust relationships among 

the Transactor entities illustrated in 1~IGs. I and 2. These trust relationships are as follows: 

1. Transactor Servers 

15 A Transactor Server trusts other Transactor Servers to correctly authenticate objects 

and accounts which are outside its own knowledge. This trust is mutual. 

A Transactor Server does not trust a Transactor User. Accordingly, a Transactor 

Server does not trust a game Server. All transactions and authentication must be valid 

according to the Transactor protocol rules, or a transaction request will be rejected. Both 

20 participants in any transaction are independently authenticated by the Transactor Server. 

2. Transactor Users 

A Transactor User trusts all Transactor Servers to give correct information about 

transactions, objects, and accounts. 

A Transactor User does not trust another Transactor User, except to the extent 

25 authenticated by a Transactor Server. 

3. Game Servers 
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Game Servers, like other Transactor Users, trust their Transactor Servers to perform 

valid ownership transfers, and to correctly authenticate user-accounts and object ownership. 

Game Servers also trust the Transactor Server to authenticate game objects themselves (i.e., 

detect data tampering), but only insofar as the originally registered game object was itself 

5 correct in the game universe. That is, if the originally registered game object was flawed or 

illegal for the game universe, it will be "correct" as far as the Transactor Server is concerned, 

but will be "incorrect" when the game server tries to use it. 

Game servers need not trust their game users. In some embodiments, however, game 

servers may trust game users without a Transactor server authentication. 

10 Game servers trust other game servers that help create the game universe. 

4. Game Users 

Game users trust game servers to "play a fair game" (i.e., follow the rules of the game 

universe). Game servers that do not play a fair game are unlikely to be successful in the game 

market, but there is no final Transactor arbiter of what constitutes a "fair game." 

15 A game user need not trust another game user, except insofar as confirmed by the 

game server for the given game universe. 

Transactor Brokering 

This section includes a description of how, in an embodiment of a Transactor system 

according to the present invention, objects may be bought, sold, and traded using a mutually 

20 trusted third party (a broker) in order to effect transactions in other than real-time. For 

illustrative purposes, this is described in terms of a "game," the rules of which define a model 

of conventional real-world brokering and agency. A typical problem involving a game, game-

players, and ownership transfer is first presented. This example is followed by a brief analysis 

of a " simple solution," which can be used in simple embodiments of a Transactor system. 

25 Finally, there is a discussion of brokers, their actions, rules, and how this solves the basic 

ownership-transfer problem when implemented in more complex embodiments of a Transactor 

system. 
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1. An Exemplary Game Scenario and Implementation Problem-

This example involves a simple multi-player game, running on a server machine. The 

players own some Transactor objects, which reside on their own machines. A few players 

decide to play a game using some (but not all) of their owned objects, using the game server 

5 to run the "game world." 

The rules of this game allow game objects (encapsulated as Transactor objects and 

initially existing on the player's machines) to be involuntarily "plundered" by the brute force or 

trickery of any player, as well as voluntarily traded away, or simply lost or dropped. In this 

game, possession equals ownership. Lost or dropped objects not picked up by another player 

10 are "owned" by the game (or game service provider). A Transactor server is contacted and a 

transaction (a Transactor ownership transfer) made each time a game-object changes owner-

ship, (e.g., it is plundered, traded away, lost, dropped). 

To begin playing the game, users upload (or otherwise identify) their objects to the 

game server, which authenticates ownership and validity with the Transactor server. During 

15 play, an object changes hands, so an ownership transfer occurs, and the Transactor server is 

again contacted, with all the overhead such an ownership change entails. Each transaction 

also requires the owner's client machine to participate, since that is where the user's digital 

keys, required for ownership transfer, reside. 

The basic problem is how a game server or anyone else in the above scenario can truly 

20 enforce transferring ownership involuntarily; that is, without the active assent of the object's 

original owner. Under ordinary circumstances, the owner cannot be compelled to use or 

disclose his private key and, without it, ownership cannot be taken away. Even if the game-

client software running on the player's machine automatically responded to a game server 

request to transfer ownership, the user could have hacked the software to not permit owner-

25 ship transfers. Thus, in conventional circumstances, the game server would have no way to 

enforce ownership transfer to the object's new owner. 

One conceivable solution might be to have the game server certify to the Transactor 

server that a new player is the actual owner, and to somehow confirm that it really is the game 
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server requesting this. This approach appears simple, but would require greater underlying 

complexity in the overall Transactor system. There would then be two kinds of transactions: a 

voluntary kind where both participants willingly state that a transaction should occur (normal 

sale or trade), and one where a third participant (the game server) says that a transaction 

5 should occur, even if the owner doesn't agree. This arrangement would also require that 

Transactor servers trust all game servers, thus opening up potential holes in the overall system 

security model and greatly expanding the required trust relationships in the overall system. It 

would also require that Transactor servers distinguish a game-server account from other kinds 

of accounts, and treat them differently. 

10 In a large game with a persistent universe, this apparent solution would force the 

Transactor servers to process huge numbers of transactions (one for every trade, steal, 

plunder, or take), and require that the game servers certify that each involuntary trade was 

legal (to guard against fraud or hacking). All this network traffic must occur in real-time, or 

at least with an asynchronous capability. But that asynchronicity can propagate to any depth, 

15 since objects may rapidly change owners again before a prior ownership transfer has com-

pleted. This quickly leads to a large "roll-back" problem that a game server must handle on its 

own. 

2. The "Simple " Solution 

In some embodiments, to solve the above-described problem, a game player gives a 

20 "power of attorney" privilege to a game server during game play, and rescinds it when the 

game ends or the player withdraws from play. Under these "powers of attorney," the game 

server takes ownership of every object brought into play, keeping track of the "true" owner. 

The game server then runs the game according to its rules for who owns what and how they 

got it, and finally resolves end-game ownership by transferring the objects to their most recent 

25 game-level owners. 

During game play, the game server must tag each object with it's current "designated 

owner," starting with the ID of the original owner. The game server still owns the object, as 

far as the Transactor system is concerned, so the designated owner is just a part of how the 

game is played. The tag is simply the Transactor user-ID of whoever has game-level owner-
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ship of the object. Plundered objects are tagged with the user-ID of the plunderer. Objects 

traded voluntarily are tagged with the new owner's ID. Lost or dropped objects are tagged 

with the Transactor user-ID of the game itself (i.e. the game service provider's ID). When a 

player withdraws and takes his objects out of play, the game server (which owns all in-play 

5 objects) transfers actual Transactor-level ownership to the player. If a player's connection 

goes out, the game server maintains the "designated owner" tags, subject to plundering by 

other players within the game context. 

This arrangement requires only that game players trust the game server, which is 

already required as described above. No additional trust is required between game servers and 

10 Transactor servers. All transactions still involve only two equal parties. The Transactor 

server need not distinguish between game-server ID's and ordinary-user ID's, nor treat any 

user in a special way. 

One downside to this arrangement is that, if a game is played and no objects change 

"true" owners, there is an initial ownership transfer from the players to the game server, plus a 

15 closing transfer back to the original owner. In embodiments employing this " simple solution," 

there is no way to avoid this, because without it the game server has no enforceable authority 

to transfer objects that are in play. Fortunately, this activity is largely confined to game 

startings and endings. 

These "power-of-attorney" transfers can occur asynchronously at the beginning of the 

20 game, but players will probably want them to occur synchronously at game-end. Mid-game 

"cash-outs" that remove objects from play (assuming the game rules allow this) can be 

performed asynchronously, to minimize impact on game play. In some embodiments, servers 

spawn sub-processes or call on concurrent server-side programs to perform cash-outs 

synchronously, rather than burdening the game-program with such non-game details. 

25 In some embodiments, a game server provides "free parking" to game players who 

want to keep their objects on the server and avoid most uploading and downloading. The 

server retains ownership of the objects, but they are not active in any game. These "parked 

objects" are not available to the player for out-of-game trading, but can be reacquired by the 

player at any time 
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3. Brokers and Brokering 

The term broker in this description refers to any mutually trusted third party who acts 

on behalf of two other parties to effect some pre-determined action. A broker is trusted to act 

on behalf of the original authority, but only within the boundaries defined at the time of the 

5 brokering agreement, and only for specific designated objects. In order to actually complete a 

transaction, both participants in the brokered transaction must trust the brokering agent to act 

on their behalf. Thus, a broker is a mutually trusted intermediary in a transaction that occurs 

between two other individuals, neither one of whom need trust the other. 

As described below, a Transactor Server provides a means by which an individual may 

10 grant trust to another individual in the Transactor system. This will become clear from the 

following description of a "brokering game." 

In a "Brokering Game," a broker is an agent. Its actions result in a safe trustworthy 

transaction between two other parties, who are the "players" in the Brokering Game. 

A broker operates on an object, acting as intermediary in transferring ownership 

15 between the original owner and the buyer. Users (players) in the Brokering Game participate 

voluntarily, and willingly transfer ownership of their objects to the broker with the understand-

ing that they will get them back if the broker does not sell the object. 

The Game Universe of the Brokering Game consists of all the objects that a given 

broker has for sale or trade, and the identity of each object's original owner (the "designated 

20 owner"). The Brokering Universe may also contain requests by players for the broker to seek 

out and obtain a certain kind or class of object. These requests would require a more 

sophisticated Brokering Game program. 

There may be any number of different Brokering Game Universes running at once, on 

any number of different servers from different providers. They need not communicate with 

25 one another directly, since each is only responsible for its own objects and players (users). 

Any particular instance of the Brokering Game may charge a fee to "play". That is, it 

may charge a fee in order to broker a transaction. This fee is different from the Maker's Fee 
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computed by the Transactor Server. Fees are defined by whoever creates a particular 

Brokering Game. 

Brokers are typically connected through the Internet to a number of other brokers 

(although they need not be). These brokers may communicate requests to one another in 

5 order to complete transactions. These inter-broker communication protocols are yet to be 

defined, but must be standardized for all brokers. 

Brokers that do not communicate directly with other brokers behave as simple public 

or private store-fronts for the sale of their users' objects (sort of a "consignment store"). This 

may entail a web connection (HTTP server) in addition to the brokering services, or it may be 

10 a "closed game" in which only registered users can log on and participate. That is a decision 

to be made by the game designer. It is not a Transactor rule or law. 

15 

The basic rules of the Brokering Game, or of any other game which acts as a broker 

for its users, are as follows. 

(1) All objects actively being brokered must first have their 

Transactor-ownership transferred to the broker itself. This confers the power to 

sell the object on the brokering agent and have the ownership transferred to the 

buyer immediately, without requiring the original owner to participate directly or 

in real-time. 

(2) The broker can own objects that are not actively being 

20 brokered because one or more criteria of the brokering agreement have lapsed. 

For example, an agreement may place an end-date beyond which the object cannot 

be sold. Since the user will probably not be logged in at that exact moment, the 

broker must immediately take the object out of active brokering "play", and hold 

it in "parking" or "escrow" until the user reclaims the object. The broker can't 

25 simply email the object back to the owner, because the owner's keys are required 

for the ownership transfer. 

(3) Players must trust the broker to return unsold objects on 

demand, or according to some predetermined criteria, such as after an expiration 
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5 

10 

date. This requires that the broker keep a record of the original owner, along with 

all necessary relevant Transactor information about the owner, and the criteria of 

the brokering agreement. The broker must return these objects as requested by 

the original owner, as authenticated by a Transactor Server. 

(4) Brokers must notify the original owner with all due haste 

when an object has been sold. This is more than just a courtesy to players, since 

the original owner may be a game server that requires some real-time notification 

of a sales transaction in order to run its game in something approaching real time. 

Brokers should also notify the original owner when one of the limiting 

criteria of the brokering agreements lapses, when the brokering agreement itself 

expires, or some other criterion takes the object out of active brokering "play." 

The basic rules of brokering given above define a fundamental set of ground rules by 

which brokers act for users. But they are not limited just to game servers that only play the 

Brokering Game. If any game implements these rules using a game-as-broker design, it can 

15 act as a broker on behalf of all its users, for whatever purpose the game designers choose. 

One important such purpose is to implement "plundering" (also called "stealing") and 

borrowing within a Game Universe. 

Plundering is a game rule that allows a game user to gain ownership of a Transactor 

object simply by taking it (possession equals ownership). Normally Transactor objects are 

20 useless to those who would simply take them (i.e. copy the file), because the object itself is 

encrypted under the owner's key, and because a Transactor server would disallow the object's 

use except by the owner. If, however, a game universe acts as a broker, then it owns all 

objects that are in play, and no Transactor server is needed to "change owners". Instead, the 

game servers maintain a "designated owner," which starts out as the object's original 

25 Transactor owner, but may be altered according to the game rules for plundering when 

another user encounters the object. Since the game server is acting as a broker, the player 

who brings the object into play must voluntarily transfer ownership to the game server, fully 

agreeing that the game-play rules determine who will eventually get actual Transactor-certified 

ownership of the object. If the game design allows objects to be taken out of play, then the 
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most recent "designated owner" receives actual Transactor-certified ownership of the object, 

and receives the object from the game-as-broker, not from the object's original owner. 

Borrowing is a game rule or rules that define how an object may be used by someone 

other than its owner, and perhaps how ownership of the borrowed object may be transferred 

5 without the owner's direct permission should the borrower "lose" the object. As with 

plundering, the game server acts as a broker and actually owns the object as far as a 

Transactor server is concerned. Thus, any rules that the game designer makes will be carried 

out on objects already owned. Also as with plundering, there is a "designated owner" who 

can take the object out of play and become the "actual owner" (i.e. the Transactor-certified 

10 owner). A borrower would typically be prevented from taking the object out of play by the 

game rules. If this is not done, then there is no difference in fact between a borrower and a 

plunderer (since possession would equal ownership), and a borrower would simply be a 

plunderer to whom you gave the object voluntarily rather than involuntarily. 

Other games that involve brokering comprise the following: 

15 (1) Sales: More than just a neutral broker, a Sales agent would earn its fee by actively 

seeking out buyers for the goods it has been charged with selling. Like any broker, it owns 

the goods it is trying to sell, at least according to an authenticating Transactor server. The 

"designated owner" is the individual who wants the goods sold, and to whom ownership will 

revert according to the agreed-upon rules and constraints, should the item not be sold. 

20 (2) Collectors and Searchers: A collector agent would seek out sellers of goods 

described or designated to it by its users. It would then buy or trade to acquire those goods, 

according to the instructions it was given by a particular user. A Collector agent may have 

several users who all want the same object. The arbitration rules for deciding who actually 

gets an object are for the designer to define. They are not a Transactor law or rule. First-

25 come first-served is one example of such a rule. Highest finder's-fee is another. Bribery 

might be another. These are all valid Collector rules in the Transactor universe. 
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(3) Gambling/Gaming: A casino or gambling house acts as a broker for its patrons. It 

may charge a fee, or it may take a cut of winnings, or any other arrangement. The objects 

wagered can be private currency or barterable objects, depending on the house rules. 

The above rules of brokering can be altered to give different fundamental play 

5 experiences. For example, if the "designated owner" concept was eliminated, then all objects 

brought into play would be in one large pool of unowned objects. A raffle or other gambling 

situation might then distribute objects based on some game-play rules, or just randomly. In 

this game, players would be willing to relinquish all ownership claims to an object in the hope 

of getting some better object brought into play by someone else. The game broker would 

10 retain ownership of all unclaimed or unwanted objects. Users would have no expectation of 

getting any of their own objects back. 

Some brokering agreements may ignore the "return on demand" rule, and only return 

objects to their owners when the brokering agreement expires. Certain commercial operations 

such as auction houses might need this rule variation, to guarantee to bidders that an object 

15 remained "in play" until all bids were in or the brokering agreement expired. This would apply 

for real-time as well as delayed auctions. These agreements will also probably have a 

minimum price that the object must be sold for, just as real-world auctions do. 

Services, Capabilities and Support Modules 

Services, capabilities, and support modules used in an embodiment of a Transactor 

20 system according to the present invention are set forth below, along with a description of how 

these elements interact to produce the desired outcome. 

It will be apparent to those skilled in the art, based on the present disclosure, that 

embodiments of Transactor server and client software may be implemented in many computer 

languages such as, for example, C/C++ or Java, and that embodiments may be implemented in 

25 a manner that is portable across Window/Windows NT and selected UNIX environments. 

1. Transactor,,,lements and Services 
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A Transactor system according to the present invention can be broken down into 

several elements and services. The primary division is into client-side elements (termed tools) 

and server-side elements (termed services). Some elements, such as embedded applets, can be 

viewed as lying somewhere between these two elements, because they originate from and 

5 communicate with a server yet run and operate on a client machine. 

A tool is a distinct identifiable program or capability residing on a client's computer. It 

is invoked directly by a user to accomplish a specific purpose. It is more like a tool in a Word 

toolbar, rather than like a command-line tool in Unix. 

Publicly accessible server-side elements appear simply as services on a network, with 

10 no specific requirement that they be implemented as separate server processes on a particular 

server machine or cluster of machines. A particular service may be provided by a class or 

thread within a single server program, or by a distinct server process on a machine, or by a 

group of server machines, or even or by a distributed self-updating service like the Internet's 

Domain Name System (DNS). As long as the client users and other servers know how to 

15 obtain the service, the details of providing it can vary. 

In addition to supplying or integrating with Transactor services, a typical Transactor 

merchant will also need to supply other conventional vendor services as appropriate (e.g., a 

sales mechanism or metaphor, a stocking mechanism, billing). 

2. Transactor Client-Side Tools 

20 Transactor client-side tools, discussed below, reside on and run from the client's 

machine. Preferably, they are not embedded in web pages. A wide variety of techniques for 

constructing the below tools will be apparent to those skilled in the art, based on the present 

disclosure. 

(a) Object Manager: The object manager collects objects into lists and groups, 

25 examines or browses objects, including unowned ones, etc. This is the "root" Transactor tool 

from which all other actions (owner acceptance, wrapping, unwrapping, etc.) can be per-

formed. 
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(b) Owner Acceptor: The owner acceptor accepts a password or pass-phrase 

typed in, applies it to a Transactor "keychain", and allows use of resulting Transactor keys, if 

successful. In some embodiments, this tool is implemented as an inherent part of the Object 

Manager. 

5 (c) Object Trader: The object trader enables an accepted owner to engage in 

object trading (selling or buying) directly with another Transactor user. In some embodi-

ments, this tool is implemented as an inherent part of the Object Manager. 

(d) Wrapper: The wrapper wraps a raw digital object (which may be an existing 

digital object in the user's possession or a digital object newly created by the user) with an 

10 owner's Transactor info, resulting in a Transactor object. 

(e) Unwrapper: The unwrapper unwraps an owned object, resulting in a raw digital 

object and a separate file holding the data from the Transactor fields. 

3. Transactor Server-Side Services 

These services are provided to both end-user clients as well as to other distributed 

15 servers that need intermediate access to the service (i.e. vendor-servers subscribing to the 

Transactor services). A wide variety of techniques for implementing the below services will 

be apparent to those skilled in the art, based on the present disclosure. 

(a) User Registrar: The user registrar register new users, issuing Transactor 

ID's (TID's); 

20 allows registered users to edit their info; and responds to a Bookkeeper's requests to validate 

TID's. It does not validate objects or ownership, only the identity of users. 

(b) Bookkeeper: The bookkeeper receives, confirms, and logs all transactions 

and transfers of objects; maintains accounts (distributes splits to other users, etc.); and 

performs collect-and-forward transactions to other mercantile servers (bank-cards and bank-

25 deposits) 

ID's (OID's) I-

(e) Object Registrar: The object registrar register new objects, issuing Object 
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validates objects and ownership thereof, for Bookkeeper, and performs ownership transfers in 

support of Bookkeeper 

4. Vendor's Server .Side Services  

In some embodiments, a Transactor vendor will have utilize a Storekeeper 

5 service, which keeps an inventory list; keeps a sales log of transactions; and communicates 

with the User Registrar, Bookkeeper, and Object Registrar. 

(a) Transactor Support Modules: 

The above tools and services are built upon a common set of support modules. A 

module should be treated as a related set of facilities or capabilities, not necessarily as a 

10 software-design element corresponding to a library, package, or class. The core support 

modules are: 

• Database Module 

• Cryptography/Security Module 

• Transactor-field Module 

15 Logging Module 

• Financial Module 

Not all client-side tools or networked services will use every support module, but they 

all use the same module whenever there is a need for shared data. For example, all parts of 

20 Transactor use the same cryptography and Transactor-field modules (and the same revision-

level thereof); otherwise any exchange would appear as gibberish to one side or the other. 

Networking software may be provided either as a standard library (e.g., as for C or 

C++), or as a standard part of the language system (e.g., as for Java). 

(b) Database Module: 

25 All information about transactions, users, objects, etc. is kept in databases. Because 

some information is very valuable or sensitive, while other information may change at a rapid 

27 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 717



WO 98/47091 PCTIUS98/07176 

rate, several actual databases preferably are maintained, rather than a single all-encompassing 

database. 

(c) Cryptography/Security Module: 

This module is responsible for encrypting and decrypting all Transactor objects and 

5 communications. It is also responsible for generating unique cryptography keys, Transactor 

ID's, and Object ID's. Finally, it validates a password or pass-phrase entered by a user to gain 

access to the Transactor "key-chain" file (i.e., it provides client-side key-management 

functions). 

(d) Transactor-Field Module: 

10 This module allows other modules to read or write the Transactor fields of a given 

object's Transactor wrapper independent of any actual game or other use. This module also 

performs wrap and unwrap of raw digital objects. 

(e) Financial Module: 

Using the values from an object's Transactor fields, as received from the Transactor-

15 Field Module, this module computes splits, fees, etc. for all the participants in a sales transac-

tion according to an object's predetermined Revenue Model. This module also distributes 

those amounts to each user account in the database, and writes entries in the log. This module 

also interfaces to third-party "bankware" to perform payments and billing of all user accounts. 

A policy is defined so as to determine when, how often, at what amount, what activity level, 

20 etc. to actually initiate a banking transaction involving the bankware. 

ARevenue Model is a server-side software element that determines how revenues 

accrue to Owners, Makers, etc. In some embodiments, it is preferable to define several 

standard Revenue Models . In some embodiments, a "plug-in" type architecture for additional 

Revenue Model components is also used. 

25 (f) Logging Module: 
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A log provides a complete serialized list of every change to any Transactor database. 

This acts not only as a backup in case of database corruption, but also as an independent 

accounting audit trail for all transactions. The Logging module maintains several such logs, 

serving different purposes as outlined in more detail later. Most logging occurs on the server-

5 side, but a client-side Logging Module is responsible for logging a user's transaction history in 

the local transaction log. This is purely for user information purposes. 

Additional Features of Modules 

1. The Cryptographv/.Security Module 

Cryptography provides several features within Transactor: data invisibility, data 

10 integrity, authentication, etc. Data invisibility means that the data is not visible to any but an 

authorized user/owner. This is accomplished with encryption. Data integrity means that data 

can be determined as being in an untampered form. This is accomplished with secure hashing 

and digital signatures. Authentication means that two parties who do not trust each other can 

each determine that the other entity is who it claims to be. This is accomplished with 

15 authenticating protocols that may employ encryption, hashing, digital signatures, etc. 

This module is responsible for encryption and decryption of objects and other data, as 

well as creation of cryptography keys. A Transactor ID and an Object ID are part of the 

authentication system and, preferably, are uniquely identifiable and cryptographically secure. 

User ID's may simply be sequentially assigned numbers, from a pre-determined range allotted 

20 to a particular Transactor server. Uniqueness is the only requirement. Object ID's may 

include a sequentially assigned number, as well as hashed information about the object's 

contents, maker, registration time, etc. These values are essentially impossible to forge or 

fake, nor do they allow an altered or forged object or user to be improperly recognized as 

valid. Since the user and object databases contain every known ID, all objects and users can 

25 always be verified. 

A Transactor user's data may change over time, such as from a change of address. 

This does not alter the originally issued Transactor ID. The registered user simply enters the 

new data, while using the same ID originally calculated and assigned. 
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A Transactor object does not change over time, so its Object ID (or a related message 

digest or hash) can always be recalculated to verify that it has not been tampered with. This is 

how objects can be verified as unaltered even without transferring their entire contents to the 

Transactor Bookkeeper service. 

5 The fact that objects are, in this sense, immutable once registered does not prevent 

time-varying properties from accruing to the object. It only prevents that variable property 

from being verified by the Bookkeeper. For example, a game weapon may have a variable 

power level, but that variable must be kept outside the "wrapper" provided for Transactor 

object validation. The weapon itself may define internal constants that limit valid power 

10 levels, and these would be inside the wrapper to prevent tampering. Thus, the worst effect 

from tampering is to gain a full power level. 

One variable property that the Bookkeeper does track is existence (e.g. was the object 

destroyed). Destroyed objects are still kept in the database, but are marked as destroyed (or 

are moved to a separate "destroyed" database). This makes such objects recognizable but 

15 unusable. An administrator may enact a retirement policy that removes the majority of a 

destroyed object's data after some period of time, to keep database size manageable. As long 

as Object ID's, message digests, or hashes are retained so an object can be recognized as 

destroyed, the object's entire original data-package need not be preserved. 

2. The Transactor-Field Module 

20 Every Transactor digital object preferably contains several data fields in the object 

itself that identify the object and its owner, its original creator, the revenue model, and how 

sales splits are computed. The Transactor registered-object database holds the correct values 

of all unalterable fields, so any tampered field can be easily identified and set right. 

Other Transactor modules use the Transactor-field values to determine how to handle 

25 the object, or how to handle transactions involving the object. This module provides uniform 

access to all readable fields, and constrained but uniform access to writable fields. For 

example, anyone can read the Current Owner field and retrieve the ID kept there, but only the 

accepted and verified owner can write to that field. But even the owner can't do everything. 
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An owner can set a new price, but can't change the Maker or Split fields. The latter can only 

be changed by the original Maker. 

3. The Financial Module 

The Financial Module acts as the intermediary between Transactor transactions and 

5 actual banking or payment-system (bankware) transactions. This module's main purpose is to 

calculate and distribute the fee splits designated by the object being sold. In the simplest case, 

this is basically a "calculate and forward" module, and every Transactor transaction immedi-

ately results in one or more bankware transactions. Such a simple implementation might not 

even need to keep any account-balance information of its own, instead relying entirely on the 

10 bank-maintained accounts to determine a user's balances. 

A more sophisticated Financial Module might instead maintain its own "summary" 

accounts for every user, and only perform bankware transactions at the end of the day, and 

only for those accounts whose resulting daily balance was larger than some predefined amount 

(e.g. more than $2.00 credit or deficit), or had gone longer than 30 days without a transaction. 

15 By aggregating the bankware transactions in this way, users and vendors are spared the 

overhead of large numbers of tiny banking transactions. The detailed transaction logs and the 

corresponding reporting tools provide a complete audit trail to determine every detail that 

went into any aggregated banking transaction. 

In such a "summary account" system, the user's current account balance is either a 

20 positive or negative amount. At the end of each day (or other policy-defined billing period), 

the current balance is zeroed out, and translated into an appropriate credit deposit or debit 

charge against the user's designated outside financial accounts. That is, a single bankware 

transaction occurs. If the amount is small enough, it is simply carried forward to the next 

billing period and no bankware transactions are performed for that user's account. The 

25 precise details of "small enough", as well as other particulars such as a small balance carried 

for a long enough period of time, will be determined by further research or an arbitrary 

decision in the design. In any case, these parameters must be tunable. 
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There are advantages and disadvantages to any particular Financial Module design, 

anywhere along the continuum between the two possible methods presented above. These 

benefits and risks must be completely enumerated and analyzed in further Financial Module 

design. In particular, issues of security, expected server load, and customer or bank liability 

5 will be considered, along with any legal or financial responsibility requirements. 

A Revenue Model is a software element that calculates how ownership transfers 

generate revenue for sellers or makers. A Revenue Model is designated by an ID in the 

Transactor object itself, designated when the object was created by its maker. The Revenue 

Model software component is passed information about the object, the sale price, etc. and is 

10 responsible for calculating how much of the sale price goes to seller, maker, broker, etc. 

These values are then returned to the main Financial Module for actual disbursement. Thus, 

the Revenue Model software component has no knowledge or interaction with accounts, 

bankware, etc. It only calculates shares in a revenue stream. 

The above variations in underlying design should not be interpreted as uncertainty in 

15 the Transactor design or bankware interfaces. Rather, they should be treated as available 

options or modules determined either by the vendor who installs a Transactor system, or as 

required to support different payment options that may operate under different constraints 

(e.g., credit-cards, debit-accounts, DigiCash). 

4. The Logging Module 

20 Depending on the capabilities of the database selected (for example, Oracle), most data 

collected and processed by the different Transactor services is kept in redundant form. The 

primary storage facilities are the various databases. Redundant information is kept by time-

stamping and logging every transaction that alters any database. This log acts as both an 

accounting audit trail and as a backup mechanism. 

25 As an audit trail, the log can be searched (off-line using yet-to-be-defined tools) to 

discover reasons for problems like, for example, account balance disparities or contested 

purchases. It also clearly shows the time at which each transaction was made. 
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As a backup mechanism, the log can be used to restore the databases should they 

become corrupted. This is accomplished by starting with a valid backup database and 

sequentially applying every logged alteration. The result is an up-to-date database. In the 

safest setup, all log files are kept on a different physical hard disk than the database files. 

5 Note that separately implemented logging facilities may be eliminated as redundant, as 

fault tolerance services of the Oracle database may more easily or simply meet these require-

ments. However, the logging module is nonetheless described here to illuminate the required 

functionality. 

10 

15 

Rules of Logging 

Log-files must always be secured — they hold sensitive or valuable data 

Data is only appended to a log-file, never deleted. 

Every log-entry is automatically time-stamped with its entry-time into the log. 

Every transaction is logged, both valid and invalid ones. 

One log entry may correspond to several changes in the databases. 

Log-file formats should be compact (i.e. binary, not ASCII text). 

Note that even rejected transactions are logged, since they indicate some kind of 

problem (data loss, theft attempt, etc.). To prevent the log file from growing too large, the 

Logging Module can switch to another log-file at any time, under administrative direction 

(manually, at a scheduled time (e.g midnight), etc.). A log-file switch is performed using the 

20 algorithm outlined below. Log entries received during the switch are queued up and eventu-

ally written to the new log-file. The logger must never overwrite, truncate, or delete a file 

itself. If it fails to create a new empty unique log-file, it will refuse to switch log files. 

Log-files need not be kept forever. They can be moved off-line after some period of 

time and retained only until their backup media is reused. The scheduling of this should be 

25 one of the policies determined by the Transactor administrators or owners, and implemented 

as a configuration option of the Transactor software. 
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Since log-files contain valuable sensitive data, they must be kept secure at all-times, 

even when off-line. Log files may be encrypted to protect against possible snooping. This 

option must only alter the data written to the log, not any other aspect of its nature. 

5. Log-1,71e Switchover 

5 A log may be ` reset' so that log-files do not grow too large. This does not actually 

delete any data from the log. Instead, the logger switches to a new log-file, leaving the prior 

log-file intact. Failure at any point aborts the log-switch, and logging continues in the original 

file, with a log-entry made that a log-switch failed. This switch is accomplished as follows: 

0) a memory-based queue is created to hold log-entries received during the 

10 switch. Entries are time-stamped with their entry-time into the queue. 

1) a new file is created under a temporary name. It will be automatically renamed 

after a successful log-switch has occurred. Failing file creation, no log-switch occurs, so stop 

now. 

2) On successful file creation, a transfer time-stamp is made. This time-stamp 

15 will be used in several following operations. 

3) A "transfer entry" is written to the new log file, stamped with the transfer time-

stamp. 

4) The prior log-file is written with an identical "transfer entry", and the file is 

flushed to disk. 

20 5) The prior log-file is closed. 

6) The prior log-file is renamed by appending the transfer time-stamp to the 

existing name, in an acceptable ASCII format (i.e. no illegal characters for the machine). 

7) The new log-file is renamed to the old log-file's name. Depending on the 

platform, this may require closing the new log-file, renaming it, then reopening it and seeking 

25 to the end. 

8) The new log-file is written with a "linkage entry" noting the new name of the 

prior log-file. This entry is time-stamped with the actual time of log-switch completion, not 

the earlier transfer time. 

9) All queued log-entries are appended to the new log-file. 
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After completion of the above steps, the old log-file can be moved off-line, or to 

backup media, or whatever. New log entries will be appended to the new log-file, which starts 

out with at least two entries: the transfer entry and the linkage entry. Any log-entries received 

during switchover are also in the new log-file. 

5 Transactions and Transaction Records 

A Transactor transaction occurs whenever ownership of an object is transferred from 

its current owner to a new owner. A transaction record is the collection of data that describes 

all the entities involved in that transaction and the type of transaction requested. Transaction 

records can be valid or invalid, solely depending on their contents. A critical Transactor 

10 service is to recognize and prohibit all invalid transfers by rejecting invalid transaction records. 

It is the Bookkeeper that performs this service, with support from the Object and User 

Registrars. 

A transaction record basically looks like this: 

Type: Seller sold Buyer this Object on Date for Price, by time X; signed 

15 by Seller, then Buyer. 

This directly translates into a data representation format: 

T: S sold B this O on D for P, by X; signed: SS, BB. 

T is the type of transaction record, identifying the rest of the data for the Transactor 

server. S is the Seller's TID, which must also be the original owner of the object. B is the 

20 Buyer's TID, which will be the new owner of the object. O is the transferred object's unique 

Object ID (OID), or some yet-to-be-determined unforgeable token representing the object 

itself (e.g. a message digest or secure hash). D is the date and time (expressed in GMT for 

uniformity) at which the transaction occurred. P is the agreed-upon price, if it was a sale for 

money as opposed to barter. X is an expiration-time a short time after the transaction record 

25 is completed. Its purpose is explained below. The entire transaction record is then digitally 

signed by the Seller SS, then by the Buyer BB. This collection of data is then sent to the 

Bookkeeper service for validation and approval. If approved, the given object's ownership is 

transferred to the buyer, and the new ownership is recorded in the database. If rejected, there 
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is no ownership transfer, but the Bookkeeper retains the record so it can detect patterns of 

fraud or other difficulties. 

The Seller constructs the transaction record and fills in all fields, then signs it. The 

transaction record is then sent to the Buyer, who decrypts it, verifies the Seller's signature, 

5 then signs it, encrypts it again, and sends it to the Bookkeeper service. These last steps 

requires the Buyer's cooperation, so the Seller must trust the buyer to actually sign and 

forward the transaction record. Without the expiration-time X, this would be a security flaw, 

since Seller's are not required to trust Buyer's. Adding an expiration-time declares a deadline 

after which the transaction record is automatically invalid, so the Seller is no longer entirely 

10 dependent on the Buyer's good behavior. The Buyer must submit the transaction record to 

the Transactor server before this deadline, otherwise it will be rejected, even if all other data is 

correct. This deadline prevents the Buyer from holding the Seller's object "hostage" for an 

indeterminate time, effectively preventing its sale or use elsewhere. After the deadline, the 

Seller can sell the object to someone else without fear that a bogus delayed transaction record 

15 will be sent in by an unscrupulous Buyer. A short deadline (say 30 seconds) can be used as 

the initial time-out, but if network delays cause rejection, this can be automatically increased 

by some increment up to some reasonable upper limit (say 3 minutes) that both Seller and 

Buyer agree on first. 

Because both the Buyer and the Seller sign the transaction record with their private 

20 digital-signatures, neither one can later claim ignorance of the transaction and demand that 

ownership be restored (i.e. the protocol provides non-repudiation). If either one detects 

cheating or improper data using its own knowledge, it can simply refuse to sign the transaction 

record. Both signings are voluntary. 

In preferred embodiments, rather than validating individual users or objects, only entire 

25 transaction records are validated. If any part of the transaction record is invalid, the entire 

transaction is rejected and a reason returned. If the complete transaction is validated, then 

approval is given, and the clients then transfer the data. 

When a transaction record is rejected, it can be for various reasons. Invalid ID's for 

any participant is one reason, invalid signatures is another, and unintelligible data is yet 

36 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 726



WO 98/47091 PCT/US98/07176 

another. Some reasons may be embarrassing for either Buyer or Seller, such as " insufficient 

funds", so not all reasons for rejection are sent to the clients, only some. A detailed design 

must list all rejection reasons and which are sent to clients. 

When a transaction record is accepted, the Bookkeeper tells the Financial Module to 

5 calculate and distribute sales splits, fees, etc. It also updates the object and ownership 

databases to reflect the resulting object transfer. All intelligible transaction records, whether 

accepted or rejected, are logged to a transaction log-file. Certain patterns of rejections may 

send a security notification to an administrator, or take some other predefined action, Garbled 

transaction-record attempts are not logged to the transaction log, but may append an entry to 

10 a "problem with host H" file for later perusal and action by an administrator. 

1. Identifying Authentic Objects 

The value of O in a transaction record must be something more than just the OID of 

the object. This is to prevent various fraud schemes whereby having an object's ID would be 

equivalent to having the object. One way to avoid such problems is to have the O value be a 

15 collection or composite of several values that not only identify the object, but also act as an 

assurance that the object is really in S's possession, and really owned by S. One part of this 

composite is the OID. The "assurance value" needs to be something that can only be 

calculated by the object's true owner, such as a message-digest of the object's decrypted 

contents (only possible for the owner and the Bookkeeper) combined with the values for B 

20 and D to introduce unpredictability. Without the unpredictable values of B & D (and perhaps 

some other random strings), a cheater could have precalculated the object's message-digest, 

and it would never change even after the object was sold or destroyed. Thus, the main reason 

for using a message-digest would be lost. 

2. Transaction Types 

25 Although entire transaction records are the only thing validated by the Bookkeeper, 

each transaction record has a type identifier in it, and certain idiomatic patterns of data in the 

records. Here are some obvious forms, although there are probably more that are useful. 
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All the following patterns have idiomatic values defined in the tfansaction record 

formed as: 

T: S sold B this O on D for P, by X; signed: SS, BB. 

5 Only the idiomatic distinctions are pointed out, while all other fields retain their normal 

meaning. In particular, the D field always contains the date/time of the request, and the 

contents are always signed by at least one participant. Some fields have no meaning outside of 

sales transactions, such as the price P, which is zero on all the following. 

verify a (I.ser (TID) S is the user making the request. B is the TID being checked. O 

10 is all zeros. The record is only signed by SS. An "OK" response means that B is a valid TID. 

Rejection may mean any error. 

Validate an Owned Object S equals B, and is the user making the request. O is the 

object identifier/digest. The record is only signed by SS. An "OK" response means that the 

object is valid and is owned by S. Rejection may mean any error. 

15 Validate an (Inowned Object S is all zeros. B is the user making the request. O is the 

object identifier/digest. The record is only signed by BB. An "OK" response means that the 

object itself is valid, but its ownership is undetermined. This prevents non-owners from 

inferring another user's owned objects by probing with valid Object ID's. Rejection may mean 

any error. 

20 Special Object Properties and Situations 

The Transactor software system is a flexible general-purpose system for establishing 

ownership and for conveying products and payments. It is not limited to real-world monetary 

transactions, nor to purely digital objects. Following are some specialized features that are 

available, in some embodiments, as options to Transactor service providers. 

25 1. Preview Objects 

When an ordinary user is offering an owned object for sale or trade, it is useful for the 

buyer to examine the on-screen representations of the actual object (i.e. its image or sound) on 

38 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 728



WO 98/47091 PCTIUS98/07176 

his own machine. These may be beauty shots or the actual images that are part of the object. 

It does not include any of the object's behaviors, however. 

These previews are one use of a special property that can be given to a Transactor 

object: the transient property. Transient objects provide a mechanism to allow exchange of 

5 data between users or client and server that exploits the security and consistency of the 

Transactor protocols, while not transferring ownership or utility to the receiver. Transient 

objects cannot be stored in a user's inventory, and they automatically disappear when the 

connection with their originator is broken. 

To create a previewable object without transferring the entire real object (which could 

10 be much larger), the original complete object may contain or refer to a small embedded 

transient "preview" of itself which can be separately extracted and sent to the prospective 

buyer. This transient object has no value, is unusable in play, and cannot be traded or retained 

in the user's inventory. It is purely for examination before purchase. Its Object ID does not 

exist in any Transactor-server database, since it is created on-the-fly, so it cannot be traded. 

15 Not all Transactor objects must contain previews. The user may already have all the 

previewable images or elements possible for a game or other scenario (e.g. on the original CD-

ROM), and it would suffice for the buyer to know that a Model X41 Laser Pistol was being 

offered. The software would then load the previewing images or other representations from 

the buyer's local machine (hard disk or CD-ROM), and no preview object would be needed. 

20 2. Membership Cards 

In principle, a membership card is a persistent "entry visa" to other services or 

privileges. It is persistent in that it cannot be spent or expended like currency, and has no 

inherent value as currency (but may have collectible value). It allows entry or access to 

services, because the service provider can see the user present a valid card.. Membership 

25 cards usually have an expiration date, nor are they transferable to another user except by the 

issuer. A passport is one example of a "membership card", as is a driver's license. 

A membership card also identifies the holder as a member of the issuing organization, 

but this is primarily for use by other organizations, since in an electronic world an organization 
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may be presumed to have an available database of members, making membership cards 

superfluous. As a real-world example, membership cards may be used across organizations, 

such as showing a specific airline's frequent-flyer card to receive a discount at a particular car-

rental agency. The car-rental agency can't redeem miles, but can give a discount after seeing a 

5 valid card. Thus possession of the card has value, even if not as currency. 

Membership cards are one application of a special property of Transactor objects: the 

assigned property. An assigned object is owned like any other Transactor object, but its 

ownership cannot be changed by the owner, only by the maker/issuer. Specifically, the 

assigned object cannot be sold or traded away until after it expires (thus not interfering with 

10 any potential collectibles market). If the issuer creates the object with an expiration date, then 

the object is only valid until that date. 

All assigned objects contain the normal Transactor fields identifying the owner, maker, 

etc. But since these fields are inherently alterable, the assigned object must have an override 

mechanism. That override is contained in the digitally-signed and inherently unalterable body 

15 of the object. It consists of an additional packet of data labeled as "assignment data" and 

appearing in a standardized form, which contains the TID of the issuing organization, the TID 

of the assigned owner, and an assignment expiration date. These unalterable fields automati-

cally override the normal Transactor fields, and thus prevent the object from being traded 

away or transferred. Since the issuer and assignee TID's are visible, the user's membership in 

20 that particular issuing organization is confirmed to any third party who requests a membership 

card. 

The assignment data packet may also hold an expiration date. When used beyond that 

date, the object is no longer valid, and should be treated as if the object did not exist. For the 

case of membership cards, this represents the membership expiration date. For other kinds of 

25 assigned objects, it may represent a deadline or some other fixed date or timestamp, as defined 

by that kind of object's unique requirements. 

Membership cards may be defined by the issuer/maker to hold preferences or other 

demographic data about the assigned owner. This data may be encrypted, visible only to the 

issuer, or it may be cleartext, visible to any organization that the card is presented to. In the 
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real world, for example, driver's licenses are effectively membership cards. A "motorcycle" 

endorsement or "corrective lenses" restriction are owner-specific information encoded on the 

card itself. 

3. Private Currencies 

5 A private currency is any fungible valuable medium of exchange that does not 

represent actual money. The term fungible means that the nature of the object makes it 

replaceable and non-unique, such as grain or cash is in the real world. The term valuable 

simply means that people might have a reason to collect pieces of the exchange medium, other 

than as collector's items. So private currencies do have real value, even if not directly 

10 convertible to cash. Some real-world examples are frequent-flyer miles that accrue and earn 

airline tickets or hotel stays, or the "bonus points" awarded by some long-distance phone 

carriers that can be redeemed for phone-time or merchandise. But perhaps the best-known 

example is S&H green stamps — they are fungible and valuable, but have no actual cash 

value. 

15 When a Transactor system is installed, its medium of exchange is defined as either 

money or a private currency. If the private currency option is chosen, then a 

CurrencyConversion supporting module is configured and installed in the system. This 

module converts private currency amounts into money amounts, as needed by other modules 

in the system (e.g. the billing department). The actual conversion data is defined in a vendor-

20 specific database, which is kept secure on the vendor's servers, and can be edited by the 

vendor at any time. 

A private-currency Transactor system requires conversion into and out of the private 

currency. Conversion into private currency is made as a money-purchase of some number of 

units of the private currency. For example, a user spends $ 10 and has 1000 quatloos credited 

25 to his account. This can be a straight linear conversion, or it can be tiered (e.g. spend $20 and 

get 2500 quatloos), all as defined in the conversion database. 

Normal spending of the private currency is simply a "redemption" of the private 

currency in exchange for an object. This needs no conversion, only the price of the object 
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expressed in the private currency, e.g. 200 quatloos to purchase a new laser-pistol digital 

object. The buyer's account is debited and the object is transferred to the new owner. If the 

seller were another user, then the seller's account would be credited. Nowhere is a conversion 

out of the private currency required. Note that this is true even when physical objects are 

5 being purchased (e.g. the example of S&H green stamps did not require cash, either). 

Conversions out of the private currency only occur when outside organizations are 

involved. For example, if a phone company were offering conversion of quatloos at 50 per 

minute of long-distance time, then a conversion would need to be performed. This informa-

tion is contained in the database, and identifies not only the conversion rate, but the identity of 

10 the offerer (phone company), the expiration date of the offer, and any other limits on conver-

sion (not more than 5000 quatloos per individual). All this data is used to perform an outside 

transaction, according to the protocols for physical objects (described next). 

Purchasing Physical Objects 

Physical objects can be bought and sold on a Transactor system, in addition to or as an 

15 alternative to purely digital objects. For example, a user can buy a T-shirt or a game acces-

sory as easily as a new digital game object. The user immediately receives an assigned digital 

object representing the purchase of the physical object, and later receives the actual physical 

object via a shipping channel. Any conventional shipping channel may be used for this 

purpose. 

20 The purchase of physical objects requires an interface between the Transactor server 

and a merchandise supplier. This is similar in concept to the interface between the Transactor 

server and financial institutions, and is accomplished using identical supporting software and 

interfaces; that is, the merchandise supplier appears to the system as just another outside 

organization providing "financial" services. The only difference is that the middleware deals in 

25 merchandise orders rather than in monetary transfers. Both types of transactions involve 

transfer of value, account reconciling, security aspects, etc. 

When a user purchases a physical object, his account is debited in the normal way. A 

new digital object is created and transferred to the user. This digital object represents the 
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merchandise order, and contains all the information one would find on a regular order receipt: 

date of order, price, tracking number, buyer, seller, shipper, shipping address, etc. Thus, the 

digital object serves as a digital receipt. The digital object, however, can also contain other 

elements, such as beauty shots of the purchased physical object (e.g. JPEG images), preferably 

5 rendered to match any optional features, like color or size. This digital object is an assigned 

object having no intrinsic value (described above, under "Membership Cards"). Since it is 

assigned only to the buyer, it cannot be traded away, although it can be deleted from the 

owner's inventory at any time, if desired. 

When the user's account is debited, an order is placed with the merchandise supplier, 

10 as if that supplier were being "credited" with the amount deducted from the user. In reality, 

the "credit transaction" is an order for the merchandise, incorporating all the shipping 

information and other account information needed to process the order. At that point, it is the 

supplier's responsibility to ship the order to the user, and the Transactor system is not 

involved any further. 

15 This protocol for purchasing physical objects works for any Transactor-supported 

sales mechanism, including direct object sales as well as flyers. The flyer for a physical object 

is no different than that for a digital object, since both actually refer to a service provided by a 

supplier, as outlined above. 

Cryptographic Protocols 

20 A variety of cryptographic protocols to provide security for the above-described 

Transactor system and other Transactor systems according to the present invention will be 

apparent to those skilled in the art based on the present disclosure. This section presents a 

preferred set of mechanisms and protocols used to provide security in connection with the 

Transactor system discussed above. These security features are discussed in the context of, 

25 and are particularly useful in embodiments, involving interactive games which may allow 

ownership and transfer of various kinds of objects, both online and online. 

In the game setting, objects are typically owned by players (in some cases, they may be 

simply lying discarded somewhere, owned by no player, in which case ownership may be 

assigned to the game server). An object is not necessarily represented by an "object" in some 
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programming language (though this would be a natural way to represent it). Game objects are 

usually owned by someone, and have specific attributes, which may change over time. 

In some game embodiments, objects are owned by independent agents acting in the 

game world. This can be considered to be a form of ownership by the game server. In the 

5 worldview of the players, however, the objects will be owned by another entity. 

Objects and Cheating 

It is desirable to resist several kinds of cheating, which include 

a. Unauthorized creation--Most objects cannot be created by players. 

10 b. Unauthorized transfer--Some objects can only be transferred under special 

15 

conditions. 

c. Unauthorized destruction--Most objects cannot be destroyed by players, or can 

only be destroyed under special conditions. 

d. Impermissible multiple transfers--A player may try to transfer the same object 

sequentially to many other players, which is inappropriate for most objects as a previously 

transferred object is no longer in the first player's possession. 

20 e. Queries--A player may try to determine what objects are in the possession of other 

players, or those objects' attributes. 

25 

f. Unwanted Transfer--A player may try to transfer an object to or from another 

player, without that player's approval. 

g. Resurrection--A player may try to bring back an object that has been destroyed. 

h. Alteration--A player may try to alter the attributes of an object, i.e. increasing the 

number of charges some magic item has. 
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i. Multiple Play--A player may try to play in many different games (in any mode but 

Server-Mode), and use the same objects in each. This is an extension of the idea of multiple 

transfers. 

5 The following protocols and data structures allow the Transactor system to resist 

unauthorized creation, queries, and unwanted transfers at all times. All the other attacks can 

be resisted in real-time only in Server-Mode, and otherwise will allow the cheating to be 

caught later. 

Notation 

10 In this section, several protocols are described using the following simple notation. 

a. Encryption using a symmetric algorithm, such as DES, 3DES, or RC4, is shown as 

E_{Key)(Data), where Key is the key and Data is the data being encrypted. 

b. Hashing using a one-way hash function, such as MD5 or SHA1, is shown as 

15 hash(Data). 

20 

25 

c, Public-key signing using an algorithm such as RSA, DSA, or E1Gama1, is shown as 

Sign_{PrivateKey}(Data), where PrivateKey is the signer's private key, and Data is the data 

being signed. 

d. Public-key encryption, using an algorithm such as RSA or E1Gamal, is shown as 

PKE_{PublicKey I (Data), where PublicKey is the public key of the message's intended 

recipient, and Data is the data being encrypted. Typically, this is used only to send random 

encryption keys for symmetric algorithms. 

e. All protocol steps start with a header value, labeled something like 

U1 = hash(" Transactor System--Exit Visa Request"). 

This is used to ensure that both the sender and the receiver always can 

immediately tell which message of which protocol they have received. These can be 
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precomputed and stored in the source code as constants, or the actual text string can be used 

to calculate this at run time. 

f. Many protocols require some random numbers or keys. These are assumed to be 

5 coming from a high-quality cryptographic random bit generator. Good cryptographic libraries, 

such as BSAFE, RSAREF, and CryptoLib, have good software routines for starting with a 

random seed value too unpredictable to be guessed, and using it to derive a long sequence of 

unpredicatable values. Typically, the problem is in getting a sufficiently random initial seed. 

Methods to do this are described in the last part of this section. A variety of protocols and 

10 algorithms are known to those skilled in the art (see, Scheier, Applied Cryptography, 2nd 

Edition (John Wiley & Sons, 1996)) and, based on the present disclosure, may be used in 

connection with embodiments of the present invention. 

Implementation of the Protocols 

Each protocol message has a unique 160-bit identifier at its beginning, followed by a 

15 32-bit version identifier, and a 32-bit value giving the length of the whole final message. This 

is intended to allow an implementation to parse each incoming message immediately. 

Preferably, there is one universally-accepted message: 

UO = hash("Transactor System--Error Message") 

VO = version 

20 LO = total message length 

Ux = the header of the previous message 

CO = error code 

LOa = Length of freeform error recovery data (may be zero). 

DO = freeform error recovery data 

25 XO = UO,VO,LO,hash(prev message *),CO,LOa,DO 
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* When there is no previous message, this is an all-zero field. 

The total message is 

MO = XO,Sign_{SK_{Sender)}(XO). 

As stated below, all lengths are given in bits (to accommodate odd lengths of key or 

5 data), but all fields are padded out with zeros to the next full byte boundary. 

The above described bit fields are examples only. Other embodiments having different 

bit fields and protocol implementations will be apparent to those skilled in the art based on the 

present disclosure. 

Programming Models 

10 A variety of interactive game design approaches for use in connection with a 

Transactor system will be apparent to those skilled in the art based on the present disclosure. 

In some embodiments, there is one central server, which holds the "world," and with which all 

players' machines interact to learn about and influence their world. This is an inherently simple 

way of implementing a game. It suffers from the problems that it may be hard to find a trusted 

15 server machine which has the computational ability and bandwidth to and from each player's 

machine to do this effectively. Essentially, this is related to centrally maintaining one big 

database with various kinds of access restrictions. The security model described below is 

most effective in connection with this type of game setting. 

Modes of Play 

20 This security system relates to the following four basic modes of play: 

(1) Server-Mode: The most secure design for all of the security issues is simply to 

have each player interacting constantly with the server. The server can always arbitrate in 

disputes. 

25 (2) Proxy-Mode: Some other entity is acting as proxy for the server. This would 

typically be the case when a small group of users wanted to play a " local" game. The proxy 
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5 

will prevent unwarranted creation, destruction, and alteration of objects in the local game, and 

will try to guarantee that no cheating done in the local game (even involving all participants) 

can allow cheating in the global game. Note that in many circumstances, one player in a group 

might be trusted enough to be the proxy. 

(3) Group-Mode: A small group of players is interacting without even a proxy 

server. In this case, the group themselves must probably take on the proxy server's tasks, 

probably by delegating one of their machines to server as the proxy server. 

10 (4) Player-Mode: In Player Mode, there is a single player playing the game alone. 

His machine is effectively the proxy server. 

In any of these modes, objects may be transferred around between players, and may 

also (in some cases) be discarded or picked up. It may make sense to have a user ID for a 

15 player called "nobody," and have this user ID possess things that have been discarded. There 

may be one such user ID used for each different game or "world" that's going on, i.e. each 

Proxy Server may have its own. 

Server-Mode 

In Server-Mode, security concerns almost disappear. Presenting users with signed 

20 versions of their ownership certificates is unimportant, as is verifying those signatures; instead, 

the server keeps track of everything. This mode needs only two protocols-the one for 

preparing to leave this mode for some other mode, and the one for coming back to this mode 

from some other mode. Here, we also discuss the format of object ownership documents and 

object transfer documents. 

25 1. Ownership Documents  

An ownership document is a signed document from the server, affirming that at some 

time, T, a given player was in possession of a given object, with a given set of attributes and 

conditions. 
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Thus, it is structured as: 

field name bits 

a. hash(" Transaction System--Ownership Document" 160 

b. Version 32 

5 c. length of document 32 

d. Player ID 64 

e. Player Public Key 1024-2048 

f Object ID 64 

g. Object Data and Attributes variable *,** 

10 h. Attribute Transfer Condition variable 

i. Time at which this document was made. 32 

j. Time at which this document expires. 32 

k. Signature on fields a..j. 1024-2048 

* Variable-length fields always start with a 32-bit length identifier. All 

15 lengths are given in bits, but all fields are continued out to the next full byte. If the length field 

is zero, then that's all the data in that field. 

** Object Data and Attributes may change after this document is issued in 

some cases, i.e., a gun with a limited number of bullets. Implementations need to be flexible 

enough to allow this, while doing some object-type specific tests to ensure that (for example) 

20 the magic lamp hasn't wound up with more wishes than it started with. 

A variety of different implementations and structures for ownership documents used in 

connection with embodiments of a Transactor system will be apparent to those skilled in the 

art based on the present disclosure. 
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2. Exit Protocol  

The player wants to be able to play at some other mode. Therefore, he requests an 

"exit visa" from the central server, to allow him to take part in other games. This works as 

follows: 

5 a. The Player forms 

UO = hash("Transactor System--Exit Visa Request") 

VO = version 

LO = length of final message, including signature. 

RO = a random number of 64 bits 

10 XO = UO,VO,LO,RO 

and sends to the Server 

MO = X0, Sign_{ SK_P ) (XO) 

b. The Server forms 

U1 = hash(" Transactor System--Challenge for Exit Visa Request") 

15 V 1 = version 

L1 = length of final message, including signature. 

RI = a random number of 64 bits 

X1 = U1,V1,L1,hash(MO),R1 

and sends to the Player 

20 Ml = X1,Sign_(SK_S)(X1). 

c. The Player forms 
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U2 = hash(" Transactor System--Response for Exit Visa Request") 

V2 = version 

L2 = length of whole final message, including signature. 

X2 = U2, V2,L2,hash(M 1) 

5 and sends to the Server 

M2 = X2,Sign_{SK_P}(X2). 

d. The Server forms 

U3 = hash("Transactor System--Exit Visa Transmission") 

U3a = hash(" Transactor System--Exit Visa") 

10 V3 = version 

L3 = length of whole message, including signature. 

L3a = length of whole ExitVisa, including signature. 

SO[L.n], where SO[i] = signed object ownership statement for object i, and n 

= the number of objects 

15 owned by the user. 

TS = valid time span 

C P = certificate of P's public key 

R3 = a random number of 64 bits 

K3 = a random encryption key 

20 X3 = U3a,V3,L3a,hash(M2),R3,C P,TS,SO[I..n] 

ExitVisa = X3, Sign_(SK_S)(X3) 
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and sends to the Player 

M3 = IJ3,V3,L3,PKE_{PK_P)(K3),E_{K3I(ExitVisa) 

3. Entrance Protocol  

a. The Player forms 

5 UO = hash(" Transactor System--Entrance Visa Request") 

VO = version 

LO = length of whole final message, including signature 

RO = a random number of 64 bits 

XO = UO,VO,LO,RO 

10 and sends to the Server 

MO = XO,Sign_{SK_P}(XO) 

b. The Server forms 

U1 = hash(" Transactor System--Entrance Visa Challenge") 

V I = version 

15 L1 = length of whole final message, including signature. 

R1 = a random number of 64 bits 

X1 = U1,V1,Ll,hash(MO),R1 

and sends to the Player 

M1 = X1,Sign_{SK_S}(X1) 

20 c. The Player forms 
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5 

10 

U2 = hash(" Transactor System--Entrance Visa Transmission") 

U2a = hash("Transactor System--Entrance Visa") 

V2 = version 

L2 = length of whole signed and encrypted message 

L2a = length of EntranceVisa 

ProxyExitVisa = the exit visa from the proxy server or the central server. 

K2 = a random encryption key 

X2 = U2a,V2,L2a,hash(Ml),ProxyExitVisa 

EntranceVisa = X2,Sign(X2) 

and sends to the Server 

M2 = U2,V2,L2,PKE_(PK_S)(K2),E_(K2)(EntranceVisa) 

d. After this message has been decrypted and verified, the Server checks to see if any 

of the changes are in contradiction with other things (restrictions on objects, existing owner-

ship records, etc.). If not, then the Server forms 

15 U3 = hash(" Transactor System--Entrance Visa Acknowledgment") 

V3 = version 

L3 = final length of M3 

MESSAGE = any message that needs to be sent to the Player. (This could be 

encrypted if necessary.) 

20 X3 = U3,V3,L3,hash(M2),MESSAGE 

and sends back to the Player 
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M3 = X3,Sign_{SK_S}(X3) 

Proxy-Mode 

Proxy-Mode is also relatively easy to secure. The Proxy takes on the tasks of the 

Server--so long as these are done honestly, the whole system should work almost exactly like 

5 Server-Mode. However, if the Proxy is dishonest, then its dishonesty (at least in changing 

around object ownerships) should be easily detected. 

1. Transfer Documents in Proxy-Mode 

In this mode, transfers without revealing objects' histories directly to the receiving 

users are allowed. This prevents our system revealing things which players might want to 

10 keep secret. (For example, if Alice really hates Bob, she may not want to trade with Carol, if 

she knows that Carol is also trading with Bob. In the real world, objects usually don't know 

their previous owners.) 

15 

20 

In Proxy-Mode, the Proxy Server issues transfer documents. These are of the 

following general format: 

a. hash(" Transactor System--Transfer Document") 

b. Version 

c. Length of whole transfer document, including signature 

d. FromPlayerID - ID of the player from whom object was transferred. 

e. ToPlayerID - ID of the player to whom the object was transferred. 

f. Proxy Server ID and Certificate. 

g. Object ID 

h. Object Data and Attributes 

i. Conditions on Transfers 
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5 

j. Time of Transfer 

k. Time this Document Expires 

1. AuditTrail, as discussed below. 

m. Sign_{SK_{ProxyServer}}(Fields a..l). 

2. AuditTrails  

Audit trails to ensure that the Server can untangle fraud or errors in object transfers 

can be implemented in this mode. An audit trail contains the previous transfer document, 

encrypted under the server's public key. This document will get larger for each transfer, which 

will leak information about this object's past. This limited information leakage does not 

10 present a problem, however, in many embodiments. 

The structure of an AuditTrail is: 

a. UO = hash(" Transactor System--AuditTrail (Proxy)") 

b. version 

c. length of whole AuditTrail. 

15 d. PKE_{PK_S }(KO), where KO is a random encryption key. 

e. E_{KO}(Previous Transfer Document) 

Note that if there is no previous transfer document, we simply set the length field here 

to 224, which makes it clear that there's nothing that follows this field. 

3. Entrance Protocol  

20 Entrance into the game being run by the proxy server occurs as follows: 

a. The Player forms 

UO = hash(" Transactor System--Entry Request (Proxy)") 
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VO = version 

LO = length of whole final message, including signature 

RO = a random number of 64 bits 

C_P = certificate of player's public key, from ExitVisa. 

5 XO = UO,VO,LO,RO,C P 

and sends to the Proxy Server 

MO = X0, Sign_( SK_P } (XO) 

b. The Proxy Server verifies the certificate and signature, and then forms 

Ul = hash("Transactor System--Entry Challenge (Proxy)") 

10 VI = version 

Ll = length of whole final message, including signature. 

R1 = a random number of 64 bits 

C_Q = certificate of the proxy server's public key, given by the central server. 

X1 = UI,V1,Ll,hash(MO),R1,C_S 

15 and sends to the Player 

M1 = X1,Sign_{SK_Q}(X1). 

c. The Player forms 

U2 = hash(" Transactor System--Entry Response Envelope (Proxy)") 

U2a = hash("Transactor System--Entry Response (Proxy)") 

20 V2 = version 
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L2 = final length of M2 

L2a = final length of Y2 

K2 = a random encryption key 

R2 = a random number of 64 bits 

5 ExitVisa = the Exit Visa given by the central server earlier. 

X2 = U2a,V2,L2a,hash(M1),R2,ExitVisa 

Y2 = X2, Sign_(SK_P) (X2) 

and sends to the Proxy Server 

M2 = U2,V2,L2,PKE_(PK_Q)(K2),E_(K2)(Y2). 

10 d. The Proxy Server forms 

U3 = hash(" Transactor System--Entry Acceptance Envelope (Proxy)") 

U3a = hash(" Transactor System--Entry Acceptance (Proxy)") 

V3 = version 

L3 = final length of M3 

15 L3  = final length of Y3 

PlayerData = Data needed by the player to join the game. 

X3 = U3a,V3,L3a,hash(M2),PlayerData 

Y3 = X3,Sign_(SK_Q)(X3) 

K3 = a random encryption key 

20 and sends to the Player 
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M3 = U3,V3,L3,PKE_(PK_P)(K3),E_{K3}(Y3). 

e. The Proxy makes some kind of note to tell the central Server that the Player joined 

the game at this time. When this is delivered, the central Server is able to detect various kinds 

of cheating. To form this note (whose method of delivery is still unspecified), the Proxy forms 

5 

U4 = hash(" Transactor System--Entry Acceptance Note (Proxy)") 

V4 = version 

L4 = final length of M4 

ID_P = ID of player 

10 T = timestamp 

X4 = U4,V4,L4,ID_P,T,hash(ExitVisa) 

and sends to the central Server 

M4 = X4, Sign_( SK_Q }(X4). 

4. Exit Protocol  

15 Exit from the game being run by the proxy server is relatively simple. The transfers 

have all been sent, and the Proxy Server knows enough to form the messages needed to 

convince the Server that things are on the level. 

a. The Player forms 

UO = hash(" Transactor System--Exit Visa Request (Proxy)") 

20 RO = a random number of 64 bits 

VO = version 

LO = final length of MO 
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XO = UO,VO,LO,RO 

and sends to the Proxy 

MO = X0, Sign_{ SK—P) (XO). 

b. The Proxy forms 

5 U1 = hash(" Transactor System--Exit Visa Challenge (Proxy)") 

R1 = a random number of 64 bits 

VI = version 

L 1 = final length of M 1 

X1 = U1,V1,Ll,hash(MO),R1 

10 and sends to the Player 

M1 =X1,Sign_{SK_Q)(X1). 

c. The Player forms 

U2 = hash("Transactor System--Exit Visa Response (Proxy)") 

V2 = version 

15 L2 = final length of M2 

X2 = U2,V2,L2,hash(M1) 

and sends to the Proxy 

M2 = X2, Sign_{ SK_P ) (X2). 

d. The Proxy forms 

20 U3 = hash(" Transactor System--Exit Visa Response Envelope (Proxy)") 
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10 

U3a = hash(" Transactor System--Exit Visa Response (Proxy)") 

V3 = version 

L3 = final length of M3 

L3  = final length of Y3 

TO[l..n] transfer chains for all n objects the Player has transferred. 

ExitVisa = the ExitVisa issued to this Player by the central Server. 

X3 = U3a,V3,L3a,hash(M2),ExitVisa,TO[l..n] 

ProxyExitVisa = X3, Sign_( SK_Q) (X3) 

K3 = a random encryption key 

K4 = a random encryption key 

and sends to the Player 

M3 = U3,V3,L3,PKE_(PK_P)(K3),E_(K3)(ProxyExitVisa), 

and sends to the central Server (possibly through a slower channel) 

M3a = U3,V3,L3,PKE_(PK_S)(K4),E_(K4)(ProxyExitVisa). 

15 In step d, it is not a security problem if K3 = K4-the protocol is specified this way to 

allow implementations where it would be harder to use the same key for both messages. Also 

note that if K3=K4, it is very important that proper padding schemes be used in some public 

key schemes, such as RSA, to avoid various kinds of problems. 

5. Transfer of Object  

20 Transference of an object during play is simple: In the following, Alice is the player 

that starts out owning the object, and Bob is the player that ends up owning the object. 
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a. Alice forms 

UO = hash(" Transactor System--Transfer Request Envelope (Proxy)") 

UOa = hash(" Transactor System--Transfer Request (Proxy)") 

VO = version 

5 LO = final length of MO including encryption. 

LOa = final length of YO 

ID —B = Bob's ID 

RO = a random number of 64 bits 

ObjectDocument = the current object ownership document 

10 XO = UOa,VO,LOa,RO,ID_B4ObjectDocument 

YO = XO, Sign_ ( SK_A)(XO) 

KO = a random encryption key 

and sends to the Proxy 

MO = UO,VO,LO,PKE_(PK_Q)(KO),E_(KO)(YO). 

15 b. The Proxy decrypts and verifies the message. If all is well, it forms 

U1 = hash("Transactor System--Transfer Challenge I Envelope (Proxy)") 

UIa = hash("Transactor System--Transfer Challenge 1 (Proxy)") 

V 1 = version 

L 1 = final length of M 1 

20 L1a = final length of Y1 
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5 

R1 = a random number of 64 bits 

Description = A description of the requested transfer, including descriptions of 

the object and any 

changes or costs from the Proxy Server. 

X1 = UIa,V1,L1a,R1,Description 

Y1 = X1,Sign_(SK_Q)(X1) 

K1 = a random encryption key 

and sends to Bob 

M1 = U1,V1,LI,PKE_{PK_B)(K1),E_(K1)(Y1). 

10 c, Bob decrypts and verifies the message. If he doesn't want to allow the transfer, he 

can send any message that isn't the expected response, and the transfer will fail. If he does 

want to allow the transfer, then he forms 

U2 = hash("Transactor System--Transfer Response 1 (Proxy)") 

V2 = version 

15 L2 = final length of M2 

R2 = a random number of 64 bits 

X2 = U2,V2,L2,hash(M1),R2 

and sends to the Proxy Server 

M2 = X2,Sign_(SK_B)(X2). 

20 d. The Proxy verifies this message. If all is well, then it next forms 

U3 = hash(" Transactor System--Transfer Challenge 2 (Proxy)") 
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L3 = final length of M3 

V3 = version 

R3 = a random number of 64 bits 

X3 = U3,V3,L3,hash(MO),R3 

5 and sends to Alice 

M3 =X3,Sign_(SK_Q)(X3). 

e. Alice verifies this message. If all is well, she then forms 

U4 = hash(" Transactor System--Transfer Response 2 (Proxy)") 

L4 = final length of M4 

10 V4 = version 

X4 = U4,V4,L4,hash(M3) 

and sends to the Proxy 

M4 = X4,Sign_{SK_A)(X4). 

f The Proxy verifies this message. If all is well, it then forms 

15 U5 = hash(" Transactor System--Transfer Notification Envelope (Proxy)") 

U5a = hash("Transactor System--Transfer Notification (Proxy)") 

V5 = version 

L5 = final length of M5 

L5a = final length of Y5 

20 Transferpocument = a transfer document, as described above. 
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X5 = U5a,V5,L5a,hash(M2),Transferpocument 

Y5 = XS,Sign_{SK_Q)(X5) 

K5 = a random encryption key 

and sends to Bob 

M5 = U5,V5,L5,PKE_{PK_B)(K5),E_{K5}(Y5). 

Group-Mode 

In Group-Mode, a group of two or more players get together without a mutually 

trusted server. This makes the protocols much harder to make resistant to various kinds of 

cheating. The preferred solution is to designate one of the players' machines as the Proxy 

10 Server, and implement the proxy mode security system described above. 

Player-Mode 

In Player-Mode, the Player controls his own computer. There are many opportunities 

for cheating here, but none of them should involve transfer of objects between this Player and 

others. 

15 A wide variety of error message formats in all these protocols will be apparent to those 

skilled in the art based on the present disclosure. A simple set of exemplary error codes are 

set forth below. 

Error Code Meaning 

000000000 No Error -- Generally Not Used 

20 000000001 Ownership document version invalid 

000000002 Ownership document structure invalid 

000000003 Ownership document signature invalid 
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10 
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20 

000000004 Ownership document time range invalid 

000000005 Ownership document length field invalid 

0x00000006 Ownership document -- miscellaneous error 

000000007 Message length invalid 

000000008 Message version invalid 

000000009 Message signature invalid 

Ox000000Oa Message hash chain invalid 

Ox000000Ob Message header invalid 

Ox000000Oc Message not decrypted successfully 

Ox000000Od Message format invalid 

Ox000000Oe Message out of sequence 

Ox000000Of Message -- miscellaneous error 

000000011 Wrapped message length invalid 

000000012 Wrapped message version invalid 

000000013 Wrapped message signature invalid 

000000014 Wrapped message hash chain invalid 

000000015 Wrapped message header invalid 

000000016 Wrapped message not decrypted successfully 

000000017 Wrapped message format invalid 

000000018 Wrapped message out of sequence 
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20 

000000019 Wrapped message - -miscellaneous error 

00000001a Certificate signature invalid 

Ox0000001b Certificate expired 

00000001c Certificate format invalid 

Ox0000001d Certificate - -miscellaneous error 

Ox000000le Transfer Document version invalid 

0x0000001 f Transfer Document length invalid 

000000020 Transfer Document ID invalid 

000000021 Transfer Document Proxy Server ID invalid 

000000022 Transfer Document Object ID invalid 

000000023 Transfer Document Object Data/Attributes invalid 

000000024 Transfer Document Conditions on Transfers invalid 

000000025 Transfer Document Time of Transfer Invalid 

000000026 Transfer Document Expired 

000000027 Transfer Document Signature Invalid 

000000028 Transfer Document -- Miscellaneous Error 

000000029 Player ID invalid 

Ox0000002a Object ID invalid 

Ox0000002b Miscellaneous error 

Ox0000002c Internal error 
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The present invention is defined by the claims. The above description of preferred 

embodiments illustrates certain representative implementations and applications of the present 

invention, and does not limit the scope of the invention itself. 
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1 

CLAIMS 

1. A digital object ownership system, comprising: 

2 a plurality of user terminals, each of said user terminals being accessible by at least one 

3 individual user; 

4 at least one central computer system, said central computer system being capable of 

5 communicating with each of said user terminals; and 

6 a plurality of digital objects, each of said digital objects having a unique object 

7 identification code, each of said digital objects being assigned to an owner, said digital objects 

8 being persistent such that each of said digital objects is accessible by a particular user both 

9 when said user's terminal is in communication with said central computer system and also 

10 when said terminal is not in communication with said central computer system, said object 

11 having utility in connection with communication over a network, said utility requiring the 

12 presence of the object identification code and proof of ownership. 

1 2. The digital object ownership system of Claim 1, wherein said central computer 

2 system comprises a central server and an ownership database identifying an owner associated 

3 with each of the digital objects. 

1 3. The digital object ownership system of Claim 1, wherein said central computer 

2 system issues an ownership certificate to the owner of an object. 

1 4. The digital object ownership system of Claim 3, wherein the ownership 

2 certificate comprises a cryptographically signed data structure, said data structure comprising 

3 an object identification code, a user code associated with the owner of the object, a key 

4 associated with the central computer system, an ownership certificate issuance date, and an 

5 object expiration date. 

1 5. The digital object ownership system of Claim 3, wherein said central computer 

2 system maintains at least one certificate revocation list identifying ownership certificates that 

3 are no longer valid. 
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1 6. The digital object ownership system of Claim 3, wherein objects are transfer-

2 able among owners. 

1 7. The digital object ownership system of Claim 6, wherein objects are transfer-

2 able online. 

1 8. The digital object ownership system of Claim 6, wherein objects are transfer-

2 able offline. 

1 9. The digital object ownership system of Claim 8, wherein a transfer certificate is 

2 created when an object is transferred offline, said transfer certificate comprising the ownership 

3 certificate of the object, a code identifying the new owner of the object, and the date of the 

4 transfer. 

1 10. The digital object ownership system of Claim 9, wherein the transfer certifi-

2 cates are cryptographically signed by the owner designated in the ownership certificate. 

1 11. The digital object ownership system of Claim 2, wherein said central computer 

2 system further comprises a plurality of peripheral servers, each game server being capable of 

3 communicating with a plurality of said user terminals and with said central server. 

1 12. The digital object ownership system of Claim 1, wherein each object comprises 

2 at least one immutable attribute and a plurality of replicable attributes; 

1 13. The digital object ownership system of Claim 1, wherein each object is assigned 

2 a duration. 

1 14. The digital object ownership system of Claim 6, wherein objects are transfer-

2 able in exchange for payment. 

1 15. The digital object ownership system of Claim 14, wherein said payment 

2 comprises negotiable currency. 

1 16. The digital object ownership system of Claim 1, wherein said users are 

2 interactive game players and said digital objects are game objects. 
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1 17. A property object in a computer-readable medium, the object being associated 

2 with an owner, the property object comprising: 

3 at least one immutable attribute; 

4 a plurality of replicable attributes, at least one of said replicable attributes having utility 

5 when presented in connection with a communication over a network, said utility requiring the 

6 presence of the immutable attribute in the object and proof of ownership is presented by the 

7 owner. 

1 18. The property object of Claim 17, wherein each object has as associated 

2 ownership record identifying an owner of the object; 

1 19. The property object of Claim 18, wherein the ownership record is embedded in 

2 the object. 

1 20. The property object of Claim 18, wherein the ownership record is separate 

2 from the object. 

1 21. The property object of Claim 17, wherein the immutable attribute comprises an 

2 object identification code. 

1 22. The property object of Claim 21, wherein the object identification code 

2 comprises a serial number. 

1 23. The property object of Claim 21, wherein the object identification code 

2 comprises an object type code. 

1 24. The property object of Claim 21, wherein the object identification code 

2 comprises a hash of data representing replicable attributes. 

1 25. The property object of Claim 17 wherein the ownership record comprises an 

2 ownership certificate. 

1 26. The property object of Claim 25, wherein the immutable attribute comprises an 

2 object identification code, a user code is associated with the owner of the object, and the 
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3 ownership certificate comprises a cryptographic signature binding the object identification 

4 code and a code associated with the owner. 

1 27. The property object of Claim 25, wherein the ownership record identifies a 

2 duration of the object. 

1 28. The property object of Claim 25, wherein the ownership certificate comprises a 

2 cryptographically signed data structure, said data structure comprising an object identification 

3 code, a user code associated with the owner of the object, a key associated with an issuer of 

4 the certificate, an ownership certificate issuance date, and an object expiration date. 

1 29. The property object of Claim 17, wherein ownership of an object may be 

2 transferred offline, and further wherein a transaction record for recording off-line transfers of 

3 ownership of the object is associated with the object. 

1 30. The property object of Claim 17, wherein the object is an object for use in an 

2 online game. 

1 31. The property object of Claim 17, wherein ownership of the object is persistent. 

1 

2 able, 

32. The property object of Claim 17, wherein ownership of the object is transfer-

1 33. A digital object ownership server system for conducting interactions with a 

2 plurality of users over a computer network, said interactions involving objects owned by at 

3 least one of said game players, ownership of said objects being transferable among players, 

4 said digital object ownership system comprising: 

5 a user registrar, said user registrar issuing user identification codes to each of said 

6 game players, 

7 an object registrar, said object registrar issuing object identification codes associated 

8 with each of said objects; and 

9 a bookkeeper, said bookkeeper associating each object with an owner, and validating 

10 ownership of said objects prior to use. 
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1 34. The digital object ownership server system of Claim 33, wherein said server 

2 system comprises a game server system for conduction an interactive game. 

1 35. The game server system of Claim 33, further comprising an ownership database 

2 system, said ownership database system storing codes associated with each object, codes 

3 associated with each game player, and identifying at least one game players as the owner of 

4 each object. 

1 36. The digital object ownership server system of Claim 33, wherein said system 

2 issues an ownership certificate to the owner of an object. 

1 37. The digital object ownership server system of Claim 36, wherein the ownership 

2 certificate comprises a cryptographically signed data structure, said data structure comprising 

3 an object identification code, a user code associated with the player that owns the object, a 

4 key associated with the game server system, an ownership certificate issuance date, and an 

5 object expiration date. 

1 38. The digital object ownership server system of Claim 36, wherein said system 

2 maintains at least one certificate revocation list identifying ownership certificates that are no 

3 longer valid. 

1 39. The digital object ownership server system of Claim 36, wherein objects are 

2 transferable among owners offline. 

1 40. The digital object ownership server system of Claim 39, wherein a transfer 

2 certificate is created when an object is transferred offiine, said transfer certificate comprising 

3 the ownership certificate of the object, a code identifying the new owner of the object, and the 

4 date of the transfer. 

1 41. The digital object ownership server system of Claim 40, wherein the transfer 

2 certificates are cryptographically signed by the owner designated in the ownership certificate. 

1 42. The digital object ownership server system of Claim 33, wherein said system 

2 comprises a central server and a plurality of game servers, each game server being capable of 

3 communicating with a plurality of game players and with said central server. 
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1 43. A digital object ownership client system for conducting interactions over a 

2 computer network, said client system comprising: 

3 at least one user identification system for encoding signals transmitted over the 

4 computer network to identify a predetermined user as originating said signals; 

5 an object manager, said object manager maintaining records of digital objects owned 

6 by said user; and 

7 

8 object; 

an object trader, said object trader enabling said user to transfer ownership of a digital 

9 a wrapper for wrapping a digital object with predetermined information associated 

10 with said user, and 

11 an unwrapper for unwrapping a wrapped digital object to separate the digital object 

12 and the predetermined information. 
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STEP 1. Consumer (35) logs 
onto Internet 

The 
Internet 

60 

STEP 2. Consumer logs onto Transactor-enabled 
service provider or directly onto a Transactor 104 
Server, 

STEP 3. Consumer 
decides to register as 
Transactor user. 

106 

1 
STEP 4. Consumer fills 
out registration form 
including Charge Account 
and Bank Account info. 

108 

STEP 5. Registration is 
submitted to Transactor 
Server from site. 110 

STEP 6. Transactor Server 
creates new account and 
issues private data: User key, 
password, etc. to Consumer. 

112 

STEP 7. Consumer receives and 
stores keys and data. 
Downloads or receives client 
software in mail. 114 

STEP 8. Consumer is already a 

Transactor user. 118 

STEP 9. Consumer logs into the 
client-side Transactor Object 
Manager (TOM) as a valid user. 

STEP 14. Consumer leaves site. 

116 

STEP 10. Consumer decides to 
make a purchase. See FIG. 4 

120 

FIG. 3 

SUBS T ITUTE SNIEET ((MULE 26) 

STEP 11. Consumer decides to 
check his Transactor account. 
See FIG.5 122 

STEP 12. Consumer decides to 
post an object that he created 
for sale. See FIG. 6 124 

STEP 13. Consumer decides to 
post a previously acquired 
object for resale. See FIG. 7 

126 
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STEP 1. Consumer (35) decides to make 

a purchase. 202 

Y 

STEP 2. Consumer's TOM sends 
intent to purchase (and appropriate 
IDs) to vendor's web site_ 

204 

STEP 3. Vendor's Transactor Broker 
Module creates Transaction Record 
that incorporates necessary vendor 
IDs, product info and vendor signature 
with Consumer's info. 

206 

STEP 4. Vendor sends Transaction 
Record to Consumer's TOM for 
signature. 208 

1 
STEP 5. Consumer s TOM confirms 
vendor's signature and Transaction 
Record contents. 210 

STEP 6. Consumer's TOM signs the 
record and forwards it to the 
Transactor Server. 

212 

Y 

STEP 7. Consumer s TOM also 
notifies vendor's server that 
transaction has been signed and record 
has been forwarded to the Transactor 

Server. 214 

I 
STEP 8. Transactor Server validates 
Transaction Record and contents, 
then issues OK or rejection. 216 

4/9 

STEP 9b. Transactor Server changes 
object's ownership in database. 

It also determines all splits and fees 
for all accounts involved — buyer, 
reseller, maker, service, etc. 

Transactions for each account are 
logged and new account balances are 
computed. 

220 

STEP 10. Transactor Server sends 

purchase OK to vendor's server. 222 

Y 

STEP 11. Vendor's server receives 
purchase OK, and repackages the 
existing unit with Consumer's ID. 

224 

Y 

STEP 12. Vendor's server sends object 
to Consumer or sends notification of 
where to download the object via FTP. 
Sale is logged as complete. 

226 

STEP 13. Consumer's TOM server 
receives notice of the sale and 
downloads the object. A Transactor 
Server will verify the ownership of the 
object whenever it is used online. 

228 

If validation is OK 

STEP 9a. The operation is not 
performed and the user is notified of 

the failure. 218 

If validation is not OK 

FIG. 4 
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STEP 1. Consumer (35) decides to 
check his Transactor account. 

302 

STEP 2. Consumer's TOM sends 
intent to "purchase" account info (and 
appropriate IDs) to Transactor Server 
directly or via Transactor enabled web 
site or Broker server. The TOM may 
operate independently or through other 
Transactor-enabled client software. 

304 

I 
STEP 3. Transactor Server sends 
validation challenge to Consumer's 
TOM. 306 

I 
STEP 4. Consumer s TOM responds to 

validation challenge. 308 

STEP 5. Transactor Server receives 

response. 310 

If validation is OK 

STEP 6b. Transactor Server allows 
Java applets (or other client software) 
to "download" Consumer's account 
info (not persistent). 

314 

STEP 7. Consumer s TOM 
downloads, decrypts and displays 
account info using applets (or other 
client software) imbedded in web 

page (part of Broker Module). 316 

STEP 8. Consumer reviews account 
info (and perhaps other 
communications from Transactor 
Server). Consumer logs off or 
proceeds to other Transactor activity. 

318 

STEP 6a. The operation is not 
performed and the user is notified of 

the failure. 
312 

If validation is not OK 

FIG. 5 
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STEP I. Registered Transactor 
decides to post an object 
for sale. 

User (35) 
that he created 

402 

Y 

STEP 2. User logs into the 
Transactor Object Manager 
"package" his object. 

client-side 
(TOM) to 

404 

STEP 3. The TOM enters User ID 
(Al A I A 1) into the object package fields. 
The User inputs data regarding price, 
revenue model, number available, etc. 406 

STEP 4. The User logs onto a Transactor 
Server directly or a Transactor-enabled 
service provider, and is validated by a 408 
Transactor Server.  

I 
STEP 5. The User uploads the packaged 
object and fields with instructions for the 
Transactor Server to create a new product. 

410 

V  

STEP 6. The Transactor Server verifies 
that it received the data correctly, then 
proceeds to create a product, giving it a 

unique product ID (BIBIB1). 412 

STEP 7. The Transactor Server sends the 
unique product ID, and other product-
related information, back to the user. 414 

STEP 8. When copies of the product are 
sold, the Transactor Server will verify 
buyer's (37) Transactor User status and 
the existence of available unsold units for 
the buyer-designated product ID. 416 

6/9 

If validation of User Ill 
and product ID is not OK 

STEP 9b. The Transactor Server creates 
a new unique unit ID and assigns 
ownership of that unit to the buyer in its 

internal ownership databases. 420 

I 
STEP 10. The Transactor Server then 
packages the unit ID with ownership 
information and the digital product 
itself, encrypts portions of the resulting 
data, then sends the result to the user or 
informs the user where the packaged 
object may be downloaded. 422 

STEP 11. The Transactor Server will 
also update all relevant accounts, 
compute and distribute splits, etc. 424 

If validation of User ID and product 
ID is OK 

STEP 9a. The operation ' s not performed and the 
user is notified of the failure. There is not sale. 

418 FIG. 6 
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STEP 1. Consumer decides to post a 
previously acquired object for resale. 

502 

STEP 2. Using the TOM, Consumer 
indicates asking price for object and 
sends posting (and appropriate IDs 
including TOM signature) to Transactor 
Server. 

504 

V 

STEP 3. Transactor Server sends 
validation challenge to Consumer's 
TOM. 506 

STEP 4. Consumer's TOM responds to 
validation challenge. 

508 

STEP 5. Transactor Server receives 
response. 510 

7/9 

If validation is not OK 
Y 

STEP 6a. The operation is not 
performed and the user is notified of 
the failure. 

512 

If validation is OK 

FIG. 7 

STEP 6b. Transactor Server includes 
object posting in log of objects 
currently for sale "classifieds," 

The object, or a pointer to the original 
object, is stored at a Broker Server for 
resale. 

514 

STEP 7. Another valid Transactor user, 
Consumer (36), logs onto a Transactor 
enabled web site and activates her TOM 
to search for an object to purchase. 516 

STEP 8. Consumer 36 searches the 
Transactor "classifieds" by object name, 
universe, price, etc. to find the desired 

object. 518 

STEP 9. Consumer (36) locates the 
object posted by Consumer (35) and 
decides to make a purchase. 

520 

STEP 10. Consumer's (3 6) TOM 
sends intent to purchase (and 
appropriate IDs) to Broker Server via 
Transactor-enabled web site, 

522 

STEP 11. Purchase process continues 

as in FIG. 4, with Broker Server 
acting as vendor. 

524 
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Unit ID 

• Assigned to unit during Object creation. 
• Incorporated in LEDO during initial Object 

Purchase. 

602 

Owner ID 
• Assigned to user during User Registration. 

• Incorporated in LEDO during Object Purchase. 
604 

Unit ID 
602 

Owner ID 
604 

Payload 

606 

LEDO 
("Limited Edition" Digital Object) 

600 

Payload 
Data which defines object (textures, data pointers, 

AI, object attributes, etc.) 

606 

FIG. 8 
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35 
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(a file containing 

binary data) 
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4Y 
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Package 
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760 
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PRODUCT ID 
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OWNER ID 

PRICE 

MAKER ID 

REVENUE MODEL 

TOTAL AVAILABLE 

FTP 

618181 722 

A1A1A1 724 

A1A1A1 726 

$5.00 728 

A1A1A1 730 

STRAIGHT SALE732 

1000 734 

www.transactor.com 736 

720 

User (37) sends intent to 

buy 

t 

User ID: (C1C1C1) 

37 

User (37) receives 
packaged object with his 

Owner ID (C1C1C1) 
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SERVER-SIDE IMPLEMENTATION OF A CRYPTOGRAPHIC SYSTEM 

Backqround of the Invention 

Field of the Invention  

The present invention relates in general to a server-side implementation of a cryptographic system and in 

5 particular to a trust engine for securely storing cryptographic keys and authentication data. 

Description of the Related Art  

In today's society, individuals and businesses conduct an ever-increasing amount of activities on and over 

computer systems. These computer systems, including proprietary and non-proprietary computer networks, are often 

storing, archiving, and transmitting all types of sensitive information. Thus, an ever-increasing need exists for ensuring 

10 data stored and transmitted over these systems cannot be read or otherwise compromised. 

One common solution for securing computer systems is to provide login and password functionality. 

However, password management has proven to he quite costly with a large percentage of help desk calls relating to 

password issues. Moreover, passwords provide little security in that they are generally stored in a file susceptible to 

inappropriate access, through, for example, brute-force attacks. 

15 Another solution for securing computer systems is to provide cryptographic infrastructures. Cryptography, in 

general, refers to protecting data by transforming, or encrypting, it into an unreadable format. Only those who 

possess the key(s) to the encryption can decrypt the data into a useable format. Cryptography is used to identify 

users, e.g., authentication, to allow access privileges, e.g., authorization, to create digital certificates and signatures, 

and the like. One popular cryptography system is a public-key system that uses two keys, a public key known to 

20 everyone and a private key known only to the individual or business owner thereof. Generally, the data encrypted with 

one key is decrypted with the other and neither key is recreatable from the other. 

Unfortunately, even the foregoing typical public-key cryptographic systems are still highly reliant on the user 

for security. For example, cryptographic systems issue the private key to the user, for example, through the user's 

browser. Unsophisticated users then generally store the private key on a hard drive accessible to others through an 

25 open computer system, such as, for example, the Internet. On the other hand, users may choose poor names for files 

containing their private key, such as, for example, "key." The result of the foregoing and other acts is to allow the key 

or keys to be susceptible to compromise. 

In addition to the foregoing compromises, a user may save his or her private key on a computer system 

configured with an archiving or backup system, potentially resulting in copies of the private key traveling through 

30 multiple computer storage devices or other systems. This security breach is often referred to as "key migration." 

Similar to key migration, many applications provide access to a user's private key through, at most, simple login and 

password access. As mentioned in the foregoing, login and password access often does not provide adequate security. 

One solution for increasing the security of the foregoing cryptographic systems is to include biometrics as 

part of the authentication or authorization. Biometrics generally include measurable physical characteristics, such as, 

35 for example, finger prints or speech that can be checked by an automated system, such as, for example, pattern 
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matching or recognition of finger print patterns or speech patterns. In such systems, a user's biometric and/or keys 

may be stored on mobile computing devices, such as, for example, a smartcard, laptop, personal digital assistant, or 

mobile phone, thereby allowing the biometric or keys to be usable in a mobile environment. 

The foregoing mobile biometric cryptographic system still suffers from a variety of drawbacks. For example, 

5 the mobile user may lose or break the smartcard or portable computing device, thereby having his or her access to 

potentially important data entirely cut-off. Alternatively, a malicious person may steal the mobile user's smartcard or 

portable computing device and use it to effectively steal the mobile user's digital credentials. On the other hand, the 

portable-computing device may be connected to an open system, such as the Internet, and, like passwords, the file 

where the biometric is stored may be susceptible to compromise through user inattentiveness to security or malicious 

10 intruders. 

Summary of the Invention  

Based on the foregoing, a need exists to provide a cryptographic system whose security is user-independent 

while still supporting mobile users. Accordingly, one aspect of the invention is to provide a secure server, or trust 

engine, having server-centric keys, or in other words, storing cryptographic keys and user authentication data on a 

15 server. According to this embodiment, a user accesses the trust engine in order to perform authentication and 

cryptographic functions, such as, for example, authentication, authorization, digital signing and generation, storage, 

and retrieval of certificates, encryption, notary-like and power-of-attorney-like actions, and the like. 

Another aspect of the invention is to provide a reliable, or trusted, authentication process. Moreover, 

subsequent to a trustworthy positive authentication, a wide number of differing actions may be taken, from providing 

20 cryptographic technology, to system or device authorization and access, to permitting use or control of a wide number 

of electronic devices. 

Another aspect of the invention is to provide cryptographic keys and authentication data in an environment 

where they are not lost, stolen, or compromised, thereby advantageously avoiding a need to continually reissue and 

manage new keys and authentication data. According to another aspect of the invention, the trust engine allows a 

25 user to use one key pair for multiple activities, vendors, andlor authentication requests. According to yet another 

aspect of the invention, the trust engine performs the majority of cryptographic processing, such as encrypting, 

authenticating, or signing, on the server side, thereby allowing clients to possess only minimal computing resources. 

According to yet another aspect of the invention, the trust engine includes multiple depositories for storing 

portions of each cryptographic key and authentication data. The portions are created through a data splitting process 

30 that prohibits reconstruction without a predetermined portion from more than one depository. According to another 

embodiment, the multiple depositories are geographically remote such that a rogue employee or otherwise 

compromised system at one depository will not provide access to a user's key or authentication data. 

According to yet another embodiment, the authentication process advantageously allows the trust engine to 

process vendor and user authentication activities in parallel. According to yet another embodiment, the trust engine 
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may advantageously track failed access attempts and thereby limit the number of times malicious intruders may 

attempt to subvert the system. 

According to yet another embodiment, the trust engine may include multiple instantiations where each trust 

engine may predict and share processing loads with the others. According to yet another embodiment, the trust engine 

5 may include a redundancy module for polling a plurality of authentication results to ensure that more than one system 

authenticates the user. 

Therefore, one aspect of the invention includes a remotely accessible secure cryptographic system for storing 

a plurality of private cryptographic keys to be associated with a plurality of users. The cryptographic system 

associates each of the plurality of users with one or more different keys from the plurality of private cryptographic 

10 keys and performs cryptographic functions for each user using the associated one or more different keys without 

releasing the plurality of private cryptographic keys to the users. The cryptographic system comprises a depository 

system having at least one server which stores a plurality of private cryptographic keys and a plurality of enrollment 

authentication data. Each enrollment authentication data identifies one of multiple users and each of the multiple 

users is associated with one or more different keys from the plurality of private cryptographic keys. The cryptographic 

15 system also comprises an authentication engine which compares authentication data received by one of the multiple 

users to enrollment authentication data corresponding to the one of multiple users and received from the depository 

system, thereby producing an authentication result. The cryptographic system also comprises a cryptographic engine 

which, when the authentication result indicates proper identification of the one of the multiple users, performs 

cryptographic functions on behalf of the one of the multiple users using the associated one or more different keys 

20 received from the depository system. The cryptographic system also comprises a transaction engine connected to 

route data from the multiple users to the depository server system, the authentication engine, and the cryptographic 

engine. 

Another aspect of the invention includes a remotely accessible secure cryptographic system. The 

cryptographic system comprises a depository system having at least one server which stores at least one private key 

25 and a plurality of enrollment authentication data, wherein each enrollment authentication data identifies one of 

multiple users. The cryptographic system also comprises an authentication engine which compares authentication 

data received by one of the multiple users to enrollment authentication data corresponding to the one of multiple users 

and received from the depository system, thereby producing an authentication result. The cryptographic system also 

comprises a cryptographic engine which, when the authentication result indicates proper identification of the one of 

30 the multiple users, performs cryptographic functions on behalf of the one of the multiple users using at least said 

private key received from the depository system. The cryptographic system also comprises a transaction engine 

connected to route data from the multiple users to the depository server system, the authentication engine, and the 

cryptographic engine. 

Another aspect of the invention includes a method of facilitating cryptographic functions. The method 

35 comprises associating a user from multiple users with one or more keys from a plurality of private cryptographic keys 
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stored on a secure server. The method also comprises receiving authentication data from the user, and comparing the 

authentication data to authentication data corresponding to the user, thereby verifying the identity of the user. The 

method also comprises utilizing the one or more keys to perform cryptographic functions without releasing the one or 

more keys to the user. 

5 Another aspect of the invention includes an authentication system for uniquely identifying a user through 

secure storage of the user's enrollment authentication data. The authentication system comprises a plurality of data 

storage facilities, wherein each data storage facility includes a computer accessible storage medium which stores one 

of portions of enrollment authentication data. The authentication system also comprises an authentication engine 

which communicates with the plurality of data storage facilities. The authentication engine comprises a data splitting 

10 module which operates on the enrollment authentication data to create portions, a data assembling module which 

processes the portions from at least two of the data storage facilities to assemble the enrollment authentication data, 

and a data comparator module which receives current authentication data from a user and compares the current 

authentication data with the assembled enrollment authentication data to determine whether the user has been 

uniquely identified. 

15 Another aspect of the invention includes a cryptographic system. The cryptographic system comprises a 

plurality of data storage facilities, wherein each data storage facility includes a computer accessible storage medium 

which stores one of portions of cryptographic keys. The cryptographic system also comprises a cryptographic engine 

which communicates with the plurality of data storage facilities. The cryptographic engine also comprises a data 

splitting module which operate an the cryptographic keys to create portions, a data assembling module which 

20 processes the portions from at least two of the data storage facilities to assemble the cryptographic keys, and a 

cryptographic handling module which receives the assembled cryptographic keys and performs cryptographic functions 

therewith. 

Another aspect of the invention includes a method of storing authentication data in geographically remote 

secure data storage facilities thereby protecting the authentication data against comprise of any individual data 

25 storage facility. The method comprises receiving authentication data at a trust engine, combining at the trust engine 

the authentication data with a first substantially random value to form a first combined value, and combining the 

authentication data with a second substantially random value to form a second combined value. The method 

comprises creating a first pairing of the first substantially random value with the second combined value, creating a 

second pairing of the first substantially random value with the second substantially random value, and storing the first 

30 pairing in a first secure data storage facility. The method comprises storing the second pairing in a second secure data 

storage facility remote from the first secure data storage facility. 

Another aspect of the invention includes a method of storing authentication data comprising receiving 

authentication data, combining the authentication data with a first set of bits to form a second set of bits, and 

combining the authentication data with a third set of bits to form a fourth set of bits. The method also comprises 

35 creating a first pairing of the first set of bits with the third set of bits, The method also comprises creating a second 
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pairing of the first set of bits with the fourth set of bits, and storing one of the first and second pairings in a first 

computer accessible storage medium. The method also comprises storing the other of the first and second pairings in 

a second computer accessible storage medium. 

Another aspect of the invention includes a method of storing cryptographic data in geographically remote 

5 secure data storage facilities thereby protecting the cryptographic data against comprise of any individual data storage 

facility. The method comprises receiving cryptographic data at a trust engine, combining at the trust engine the 

cryptographic data with a first substantially random value to form' a first combined value, and combining the 

cryptographic data with a second substantially random value to form a second combined value. The method also 

comprises creating a first pairing of the first substantially random value with the second combined value, creating a 

10 second pairing of the first substantially random value with the second substantially random value, and storing the first 

pairing in a first secure data storage facility. The method also comprises storing the second pairing in a secure second 

data storage facility remote from the first secure data storage facility. 

Another aspect of the invention includes a method of storing cryptographic data comprising receiving 

authentication data and combining the cryptographic data with a first set of bits to form a second set of bits. The 

15 method also comprises combining the cryptographic data with a third set of bits to form a fourth set of bits, creating a 

first pairing of the first set of bits with the third set of bits, and creating a second pairing of the first set of bits with 

the fourth set of bits. The method also comprises storing one of the first and second pairings in a first computer 

accessible storage medium, and storing the other of the first and second pairings in a second computer accessible 

storage medium. 

20 Another aspect of the invention includes a method of handling sensitive data in a cryptographic system, 

wherein the sensitive data exists in a useable form only during actions employing the sensitive data. The method also 

comprises receiving in a software module, substantially randomized sensitive data from a first computer accessible 

storage medium, and receiving in the software module, substantially randomized data from a second computer 

accessible storage medium. The method also comprises processing the substantially randomized sensitive data and the 

25 substantially randomized data in the software module to assemble the sensitive data and employing the sensitive data 

in a software engine to perform an action. The action includes one of authenticating a user and performing a 

cryptographic function. 

Another aspect of the invention includes a secure authentication system. The secure authentication system 

comprises a plurality of authentication engines. Each authentication engine receives enrollment authentication data 

30 designed to uniquely identify a user to a degree of certainty. Each authentication engine receives current 

authentication data to compare to the enrollment authentication data, and each authentication engine determines an 

authentication result. The secure authentication system also comprises a redundancy system which receives the 

authentication result of at least two of the authentication engines and determines whether the user has been uniquely 

identified. 
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Brief Description of the Drawinns 

The present invention is described in more detail below in connection with the attached drawings, which are 

meant to illustrate and not to limit the invention, and in which: 

FIGURE 1 illustrates a block diagram of a cryptographic system, according to aspects of an embodiment of 

5 the invention; 

FIGURE 2 illustrates a block diagram of the trust engine of FIGURE 1, according to aspects of an embodiment 

of the invention; 

FIGURE 3 illustrates a block diagram of the transaction engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

10 FIGURE 4 illustrates a block diagram of the depository of FIGURE 2, according to aspects of an embodiment 

of the invention; 

FIGURE 5 illustrates a block diagram of the authentication engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

FIGURE 6 illustrates a block diagram of the cryptographic engine of FIGURE 2, according to aspects of an 

15 embodiment of the invention; 

FIGURE 7 illustrates a block diagram of a depository system, according to aspects of another embodiment of 

the invention; 

FIGURE 8 illustrates a flow chart of a data splitting process according to aspects of an embodiment of the 

invention; 

20 FIGURE 9A illustrates a data flow of an enrollment process according to aspects of an embodiment of the 

invention; 

FIGURE 96 illustrates a flow chart of an interoperability process according to aspects of an embodiment of 

the invention; 

FIGURE 10 illustrates a data flow of an authentication process according to aspects of an embodiment of the 

25 invention; 

FIGURE 11 illustrates a data flow of a signing process according to aspects of an embodiment of the 

invention. 

FIGURE 12 illustrates a data flow and an encryptionldecryption process according to aspects and yet another 

embodiment of the invention; 

30 FIGURE 13 illustrates a simplified block diagram of a trust engine system according to aspects of another 

embodiment of the invention; 

FIGURE 14 illustrates a simplified block diagram of a trust engine system according to aspects of another 

embodiment of the invention; 

FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14, according to aspects of an 

35 embodiment of the invention; 
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FIGURE 16 illustrates a process for evaluating authentications according to one aspect of the invention; 

FIGURE 17 illustrates a process for assigning a value to an authentication according to one aspect as shown 

in FIGURE 16 of the invention; 

FIGURE 18 illustrates a process far performing trust arbitrage in an aspect of the invention as shown in 

5 FIGURE 17; and 

FIGURE 19 illustrates a sample transaction between a user and a vendor according to aspects of an 

embodiment of the invention where an initial web based contact leads to a sales contract signed by both parties. 

FIGURE 20 illustrates a sample user system with a cryptographic service provider module which provides 

security functions to a user system. 

10 Detailed Description of the Preferred Embodiment  

One aspect of the present invention is to provide a cryptographic system where one or more secure servers, 

or a trust engine, stores cryptographic keys and user authentication data. Users access the functionality of 

conventional cryptographic systems through network access to the trust engine, however, the trust engine does not 

release actual keys and other authentication data and therefore, the keys and data remain secure. This server-centric 

15 storage of keys and authentication data provides for user-independent security, portability, availability, and 

straightforwardness. 

Because users can be confident in, or trust, the cryptographic system to perform user and document 

authentication and other cryptographic functions, a wide variety of functionality may be incorporated into the system. 

For example, the trust engine provider can ensure against agreement repudiation by, for example, authenticating the 

20 agreement participants, digitally signing the agreement on behalf of or for the participants, and storing a record of the 

agreement digitally signed by each participant. In addition, the cryptographic system may monitor agreements and 

determine to apply varying degrees of authentication, based on, for example, price, user, vendor, geographic location, 

place of use, or the like. 

To facilitate a complete understanding of the invention, the remainder of the detailed description describes 

25 the invention with reference to the figures, wherein like elements are referenced with like numerals throughout. 

FIGURE 1 illustrates a block diagram of a cryptographic system 100, according to aspects of an embodiment 

of the invention. As shown in FIGURE 1, the cryptographic system 100 includes a user system 105, a trust engine 

110, a certificate authority 115, and a vendor system 120, communicating through a communication link 125. 

According to one embodiment of the invention, the user system 105 comprises a conventional general-

30 purpose computer having one or more microprocessors, such as, for example, an Intel-based processor. Moreover, the 

user system 105 includes an appropriate operating system, such as, for example, an operating system capable of 

including graphics or windows, such as Windows, Unix, Linux, or the like. As shown in FIGURE 1, the user system 105 

may include a biometric device 107. The biometric device 107 may advantageously capture a user's biometric and 

transfer the captured biometric to the trust engine 110. According to one embodiment of the invention, the biometric 

35 device may advantageously comprise a device having attributes and features similar to those disclosed in U.S. Patent 
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Application No. 081926,277, filed on September 5,1997, entitled "RELIEF OBJECTIMAGE GENERATOR," U.S. Patent 

Application No. 091558,634, filed on April 26, 2000, entitled 'IMAGING DEVICE FOR A RELIEFOBJECTANOSYSTEM 

AND METHOD OF USING THE IMAGE DEVICE," U.S. Patent Application No. 091435,011, filed on November 5, 1999, 

entitled "RELIEF OBJECT SENSOR ADAPTOR," and U.S. Patent Application No. 091477,943, filed on January 5, 

5 2000, entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM FOR GENERATING AN ELECTRONIC IMAGE OF A 

RELIEF OBJECT FOR FINGERPRINT READING," all of which are owned by the instant assignee, and all of which are 

hereby incorporated by reference herein. 

In addition, the user system 105 may connect to the communication link 125 through a conventional service 

provider, such as, for example, a dial up, digital subscriber line (OSQ, cable modem, fiber connection, or the like. 

10 According to another embodiment, the user system 105 connects the communication link 125 through network 

connectivity such as, for example, a local or wide area network. According to one embodiment, the operating system 

includes a TCP/IP stack that handles all incoming and outgoing message traffic passed over the communication link 

125. 

Although the user system 105 is disclosed with reference to the foregoing embodiments, the invention is not 

15 intended to he limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide number of 

alternatives embodiments of the user system 105, including almost any computing device capable of sending or 

receiving information from another computer system. For example, the user system 105 may include a computer 

workstation, an interactive television, an interactive kiosk, a personal mobile computing device, such as a digital 

assistant, mobile phone, laptop, or the like, a wireless communications device, a smartcard, an embedded computing 

20 device, or the like, which can interact with the communication link 125. In such alternative systems, the operating 

systems will likely differ and be adapted for the particular device. However, according to one embodiment, the 

operating systems advantageously continue to provide the appropriate communications protocols needed to establish 

communication with the communication link 125. 

FIGURE 1 illustrates the trust engine 110. According to one embodiment, the trust engine 110 comprises 

25 one or more secure servers for accessing and storing sensitive information, such as user authentication data and public 

and private cryptographic keys. According to one embodiment, the authentication data includes data designed to 

uniquely identify a user of the cryptographic system 100. For example, the authentication data may include a user 

identification number, one or more biometrics, and a series of questions and answers generated by the trust engine 

110 or the user, but answered initially by the user at enrollment. The foregoing questions may include demographic 

30 data, such as place of birth, address, anniversary, or the like, personal data, such as mother's maiden name, favorite 

ice cream, or the like, or other data designed to uniquely identify the user. The trust engine 110 compares a user's 

authentication data associated with a current transaction, to the authentication data provided at an earlier time, such 

as, for example, during enrollment. The trust engine 110 may advantageously require the user to produce the 

authentication data at the time of each transaction, or, the trust engine 110 may advantageously allow the user to 
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periodically produce authentication data, such as at the beginning of a string of transactions or the logging onto a 

particular vendor website. 

According to the embodiment where the user produces biometric data, the user provides a physical 

characteristic, such as a fingerprint or speech, to the biometric device 107. The biometric device advantageously 

5 produces an electronic pattern, or biometric, of the physical characteristic. The electronic pattern is transferred 

through the user system 105 to the trust engine 110 for either enrollment or authentication purposes. 

Once the user produces the appropriate authentication data and the trust engine 110 determines a positive 

match between that authentication data (current authentication data) and the authentication data provided at the time 

of enrollment (enrollment authentication data), the trust engine 110 provides the user with complete cryptographic 

10 functionality. For example, the properly authenticated user may advantageously employ the trust engine 110 to 

perform hashing, digitally signing, encrypting and decrypting (often referred to only as encrypting), creating or 

distributing digital certificates, and the like. However, the private cryptographic keys used in the cryptographic 

functions will not be available outside the trust engine 110, thereby ensuring the integrity of the cryptographic keys. 

According to one embodiment, the trust engine 110 generates and stores cryptographic keys. According to 

15 another embodiment, at least one cryptographic key is associated with each user. Moreover, when the cryptographic 

keys include public-key technology, each private key associated with a user is generated within, and not released from, 

the trust engine 110. Thus, so long as the user has access to the trust engine 110, the user may perform 

cryptographic functions using his or her private or public key. Such remote access advantageously allows users to 

remain completely mobile and access cryptographic functionality through practically any Internet connection, such as 

20 cellular and satellite phones, kiosks, laptops, hotel rooms and the like. 

According to another embodiment, the trust engine 110 performs the cryptographic functionality using a key 

pair generated for the trust engine 110. According to this embodiment, the trust engine 110 first authenticates the 

user, and after the user has properly produced authentication data matching the enrollment authentication data, the 

trust engine 110 uses its own cryptographic key pair to perform cryptographic functions on behalf of the 

25 authenticated user. 

A skilled artisan will recognize from the disclosure herein that the cryptographic keys may advantageously 

include some or all of symmetric keys, public keys, and private keys. In addition, a skilled artisan will recognize from 

the disclosure herein that the foregoing keys may be implemented with a wide number of algorithms available from 

commercial technologies, such as, for example, RSA, ELGAMAL, or the like. 

30 FIGURE 1 also illustrates the certificate authority 115. According to one embodiment, the certificate 

authority 115 may advantageously comprise a trusted third-party organization or company that issues digital 

certificates, such as, for example, VeriSign, Baltimore, Entrust, or the like. The trust engine 110 may advantageously 

transmit requests for digital certificates, through one or more conventional digital certificate protocols, such as, for 

example, PKCS10, to the certificate authority 115. In response, the certificate authority 115 will issue a digital 

35 certificate in one or more of a number of differing protocols, such as, for example, PKCS7. According to one 
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embodiment of the invention, the trust engine 110 requests digital certificates from several or all of the prominent 

certificate authorities 115 such that the trust engine 110 has access to a digital certificate corresponding to the 

certificate standard of any requesting party. 

According to another embodiment, the trust engine 110 internally performs certificate issuances. In this 

5 embodiment, the trust engine 110 may access a certificate system for generating certificates andlor may internally 

generate certificates when they are requested, such as, for example, at the time of key generation or in the certificate 

standard requested at the time of the request. The trust engine 110 will be disclosed in greater detail below. 

FIGURE 1 also illustrates the vendor system 120. According to one embodiment, the vendor system 120 

advantageously comprises a Web server. Typical Web servers generally serve content over the Internet using one of 

10 several internet markup languages or document format standards, such as the Hyper-Text Markup Language (HTML) or 

the Extensible Markup Language (XML). The Web server accepts requests from browsers like Netscape and Internet 

Explorer and then returns the appropriate electronic documents. A number of server or client- side technologies can be 

used to increase the power of the Web server beyond its ability to deliver standard electronic documents. For example, 

these technologies include Common Gateway Interface (CGI) scripts, Secure Sockets Layer (SSL) security, and Active 

15 Server Pages (ASPS)- The vendor system 120 may advantageously provide electronic content relating to commercial, 

personal, educational, or other transactions. 

Although the vendor system 120 is disclosed with reference to the foregoing embodiments, the invention is 

not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein that the vendor 

system 120 may advantageously comprise any of the devices described with reference to the user system 105 or 

20 combination thereof. 

FIGURE 1 also illustrates the communication link 125 connecting the user system 105, the trust engine 110, 

the certificate authority 115, and the vendor system 120. According to one embodiment, the communication link 125 

preferably comprises the Internet. The Internet, as used throughout this disclosure is a global network of computers. 

The structure of the Internet, which is well known to those of ordinary skill in the art, includes a network backbone 

25 with networks branching from the backbone. These branches, in turn, have networks branching from them, and so on. 

Routers move information packets between network levels, and then from network to network, until the packet 

reaches the neighborhood of its destination. From the destination, the destination network's host directs the 

information packet to the appropriate terminal, or node. In one advantageous embodiment, the Internet routing hubs 

comprise domain name system (DNS) servers using Transmission Control Protocolllnternet Protocol (TCP/IP) as is well 

30 known in the art. The routing hubs connect to one or more other routing hubs via high-speed communication links. 

One popular part of the Internet is the World Wide Web. The World Wide Web contains different computers, 

which store documents capable of displaying graphical and textual information. The computers that provide 

information on the World Wide Web are typically called "websites." A website is defined by an Internet address that 

has an associated electronic page. The electronic page can be identified by a Uniform Resource Locator (URL). 
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Generally, an electronic page is a document that organizes the presentation of text, graphical images, audio, video, and 

so forth. 

Although the communication link 125 is disclosed in terms of its preferred embodiment, one of ordinary skill 

in the art will recognize from the disclosure herein that the communication link 125 may include a wide range of 

5 interactive communications links. For example, the communication link 125 may include interactive television 

networks, telephone networks, wireless data transmission systems, two-way cable systems, customized private or 

public computer networks, interactive kiosk networks, automatic teller machine networks, direct links, satellite or 

cellular networks, and the like. 

FIGURE 2 illustrates a block diagram of the trust engine 110 of FIGURE 1 according to aspects of an 

10 embodiment of the invention. As shown in FIGURE 2, the trust engine 110 includes a transaction engine 205, a 

depository 210, an authentication engine 215, and a cryptographic engine 220. According to one embodiment of the 

invention, the trust engine 110 also includes mass storage 225. As further shown in FIGURE 2, the transaction engine 

205 communicates with the depository 210, the authentication engine 215, and the cryptographic engine 220, along 

with the mass storage 225. In addition, the depository 210 communicates with the authentication engine 215, the 

15 cryptographic engine 220, and the mass storage 225. Moreover, the authentication engine 215 communicates with 

the cryptographic engine 220. According to one embodiment of the invention, some or all of the foregoing 

communications may advantageously comprise the transmission of XML documents to IP addresses that correspond to 

the receiving device. As mentioned in the foregoing, XML documents advantageously allow designers to create their 

own customized document tags, enabling the definition, transmission, validation, and interpretation of data between 

20 applications and between organizations. Moreover, some or all of the foregoing communications may include 

conventional SSL technologies. 

According to one embodiment, the transaction engine 205 comprises a data routing device, such as a 

conventional Web server available from Netscape, Microsoft, Apache, or the like. For example, the Web server may 

advantageously receive incoming data from the communication link 125. According to one embodiment of the 

25 invention, the incoming data is addressed to a front-end security system for the trust engine 110. For example, the 

front-end security system may advantageously include a firewall, an intrusion detection system searching for known 

attack profiles, and/or a virus scanner. After clearing the front-end security system, the data is received by the 

transaction engine 205 and routed to one of the depository 210, the authentication engine 215, the cryptographic 

engine 220, and the mass storage 225. In addition, the transaction engine 205 monitors incoming data from the 

30 authentication engine 215 and cryptographic engine 220, and routes the data to particular systems through the 

communication link 125. For example, the transaction engine 205 may advantageously route data to the user system 

105, the certificate authority 115, or the vendor system 120. 

According to one embodiment, the data is routed using conventional HTTP routing techniques, such as, for 

example, employing URLs or Uniform Resource Indicators (URIs). URIs are similar to URLs, however, URIs typically 

35 indicate the source of files or actions, such as, for example, executables, scripts, and the like. Therefore, according to 
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the one embodiment, the user system 105, the certificate authority 115, the vendor system 120, and the components 

of the trust engine 210, advantageously include sufficient data within communication URLs or URIs for the transaction 

engine 205 to properly route data throughout the cryptographic system. 

Although the data routing is disclosed with reference to its preferred embodiment, a skilled artisan will 

5 recognize a wide number of possible data routing solutions or strategies. For example, XML or other data packets may 

advantageously be unpacked and recognized by their format, content, or the like, such that the transaction engine 205 

may properly route data throughout the trust engine 110. Moreover, a skilled artisan will recognize that the data 

routing may advantageously be adapted to the data transfer protocols conforming to particular network systems, such 

as, for example, when the communication link 125 comprises a local network. 

10 According to yet another embodiment of the invention, the transaction engine 205 includes conventional SSL 

encryption technologies, such that the foregoing systems may authenticate themselves, and vise-versa, with 

transaction engine 205, during particular communications. As will be used throughout this disclosure, the term "%z 

SSL" refers to communications where a server but not necessarily the client, is SSL authenticated, and the term "FULL 

SSL" refers to communications where the client and the server are SSL authenticated. When the instant disclosure 

15 uses the term "SSL", the communication may comprise % or FULL SSL. 

As the transaction engine 205 routes data to the various components of the cryptographic system 100, the 

transaction engine 205 may advantageously create an audit trail. According to one embodiment, the audit trail 

includes a record of at least the type and format of data routed by the transaction engine 205 throughout the 

cryptographic system 100. Such audit data may advantageously be stored in the mass storage 225. 

20 FIGURE 2 also illustrates the depository 210. According to one embodiment, the depository 210 comprises 

one or more data storage facilities, such as, for example, a directory server, a database server, or the like. As shown 

in FIGURE 2, the depository 210 stores cryptographic keys and enrollment authentication data. The cryptographic 

keys may advantageously correspond to the trust engine 110 or to users of the cryptographic system 100, such as the 

user or vendor. The enrollment authentication data may advantageously include data designed to uniquely identify a 

25 user, such as, user ID, passwords, answers to questions, biometric data, or the like. This enrollment authentication 

data may advantageously be acquired at enrollment of a user or another alternative later time. For example, the trust 

engine 110 may include periodic or other renewal or reissue of enrollment authentication data. 

According to one embodiment, the communication from the transaction engine 205 to and from the 

authentication engine 215 and the cryptographic engine 220 comprises secure communication, such as, for example 

30 conventional SSL technology. In addition, as mentioned in the foregoing, the data of the communications to and from 

the depository 210 may be transferred using URLs, URIs, HTTP or XML documents, with any of the foregoing 

advantageously having data requests and formats embedded therein. 

As mentioned above, the depository 210 may advantageously comprises a plurality of secure data storage 

facilities. In such an embodiment, the secure data storage facilities may be configured such that a compromise of the 

35 security in one individual data storage facility will not compromise the cryptographic keys or the authentication data 
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stored therein. For example, according to this embodiment, the cryptographic keys and the authentication data are 

mathematically operated on so as to statistically and substantially randomize the data stored in each data storage 

facility. According to one embodiment, the randomization of the data of an individual data storage facility renders that 

data undecipherable. Thus, compromise of an individual data storage facility produces only a randomized 

5 undecipherable number and does not compromise the security of any cryptographic keys or the authentication data as 

a whole. 

FIGURE 2 also illust►ates the trust engine 110 including the authentication engine 215. According to one 

embodiment, the authentication engine 215 comprises a data comparator configured to compare data from the 

transaction engine 205 with data from the depository 210. For example, during authentication, a user supplies current 

10 authentication data to the trust engine 110 such that the transaction engine 205 receives the current authentication 

data. As mentioned in the foregoing, the transaction engine 205 recognizes the data requests, preferably in the URL or 

URI, and routes the authentication data to the authentication engine 215. Moreover, upon request, the depository 210 

forwards enrollment authentication data corresponding to the user to the authentication engine 215. Thus, the 

authentication engine 215 has both the current authentication data and the enrollment authentication data for 

15 comparison. 

According to one embodiment, the communications to the authentication engine comprise secure 

communications, such as, for example, SSL technology. Additionally, security can be provided within the trust engine 

110 components, such as, for example, super-encryption using public key technologies. For example, according to one 

embodiment, the user encrypts the current authentication data with the public key of the authentication engine 215. 

20 In addition, the depository 210 also encrypts the enrollment authentication data with the public key of the 

authentication engine 215. In this way, only the authentication engine's private key can be used to decrypt the 

transmissions. 

As shown in FIGURE 2, the trust engine 110 also includes the cryptographic engine 220. According to one 

embodiment, the cryptographic engine comprises a cryptographic handling module, configured to advantageously 

25 provide conventional cryptographic functions, such as, for example, public-key infrastructure (PK1) functionality. For 

example, the cryptographic engine 220 may advantageously issue public and private keys for users of the 

cryptographic system 100. In this manner, the cryptographic keys ere generated at the cryptographic engine 220 and 

forwarded to the depository 210 such that at least the private cryptographic keys are not available outside of the trust 

engine 110. According to another embodiment, the cryptographic engine 220 randomizes and splits at least the private 

30 cryptographic key data, thereby storing only the randomized split data. Similar to the splitting of the enrollment 

authentication data, the splitting process ensures the stored keys are not available outside the cryptographic engine 

220. According to another embodiment, the functions of the cryptographic engine can be combined with and 

performed by the authentication engine 215. 
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According to one embodiment, communications to and from the cryptographic engine include secure 

communications, such as SSL technology. In addition, XML documents may advantageously be employed to transfer 

data and/or make cryptographic function requests. 

FIGURE 2 also illustrates the trust engine 110 having the mass storage 225. As mentioned in the foregoing, 

5 the transaction engine 205 keeps data corresponding to an audit trail and stores such data in the mass storage 225. 

Similarly, according to one embodiment of the invention, the depository 210 keeps data corresponding to an audit trail 

and stores such data in the mass storage device 225. The depository audit trail data is similar to that of the 

transaction engine 205 in that the audit trail data comprises a record of the requests received by the depository 210 

and the response thereof. In addition, the mass storage 225 may be used to store digital certificates having the public 

10 key of a user contained therein. 

Although the trust engine 110 is disclosed with reference to its preferred and alternative embodiments, the 

invention is not intended to he limited thereby. Rather, a skilled artisan will recognize in the disclosure herein, a wide 

number of alternatives for the trust.engine 110. For example, the trust engine 110, may advantageously perform only 

authentication, or alternatively, only some or all of the cryptographic functions, such as data encryption and 

15 decryption. According to such embodiments, one of the authentication engine 215 and the cryptographic engine 220 

may advantageously be removed, thereby creating a more straightforward design for the trust engine 110. In addition, 

the cryptographic engine 220 may also communicate with a certificate authority such that the certificate authority is 

embodied within the trust engine 110. According to yet another embodiment, the trust engine 110 may 

advantageously perform authentication and one or more cryptographic functions, such as, for example, digital signing. 

20 FIGURE 3 illustrates a block diagram of the transaction engine 205 of FIGURE 2, according to aspects of an 

embodiment of the invention. According to this embodiment, the transaction engine 205 comprises an operating 

system 305 having a handling thread and a listening thread. The operating system 305 may advantageously be similar 

to those found in conventional high volume servers, such as, for example, Web servers available from Apache. The 

listening thread monitors the incoming communication from one of the communication link 125, the authentication 

25 engine 215, and the cryptographic engine 220 for incoming data flow. The handling thread recognizes particular data 

structures of the incoming data flow, such as, for example, the foregoing data structures, thereby routing the incoming 

data to one of the communication link 125, the depository 210, the authentication engine 215, the cryptographic 

engine 220, or the mass storage 225. As shown in FIGURE 3, the incoming and outgoing data may advantageously be 

secured through, for example, SSL technology. 

30 FIGURE 4 illustrates a block diagram of the depository 210 of FIGURE 2 according to aspects of an 

embodiment of the invention. According to this embodiment, the depository 210 comprises one or more lightweight 

directory access protocol (LOAP) servers. LDAP directory servers are available from a wide variety of manufacturers 

such as Netscape, ISO, and others. FIGURE 4 also shows that the directory server preferably stores data 405 

corresponding to the cryptographic keys and data 410 corresponding to the enrollment authentication data. According 

35 to one embodiment, the depository 210 comprises a single logical memory structure indexing authentication data and 
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cryptographic key data to a unique user ID. The single logical memory structure preferably includes mechanisms to 

ensure a high degree of trust, or security, in the data stored therein. For example, the physical location of the 

depository 210 may advantageously include a wide number of conventional security measures, such as limited 

employee access, modern surveillance systems, and the like. In addition to, or in lieu of, the physical securities, the 

5 computer system or server may advantageously include software solutions to protect the stored data. For example, 

the depository 210 may advantageously create and store data 415 corresponding to an audit trail of actions taken. In 

addition, the incoming and outgoing communications may advantageously be encrypted with public key encryption 

coupled with conventional SSL technologies. 

According to another embodiment, the depository 210 may comprise distinct and physically separated data 

10 storage facilities, as disclosed further with reference to FIGURE 7. 

FIGURE 5 illustrates a block diagram of the authentication engine 215 of FIGURE 2 according to aspects of 

an embodiment of the invention. Similar to the transaction engine 205 of FIGURE 3, the authentication engine 215 

comprises an operating system 505 having at least a listening and a handling thread of a modified version of a 

conventional Web server, such as, for example, Web servers available from Apache. As shown in FIGURE 5, the 

15 authentication engine 215 includes access to at least one private key 510. The private key 510 may advantageously 

be used for example, to decrypt data from the transaction engine 205 or the depository 210, which was encrypted 

with a corresponding public key of the authentication engine 215. 

FIGURE 5 also illustrates the authentication engine 215 comprising a comparator 515, a data splitting 

module 520, and a data assembling module 525. According to the preferred embodiment of the invention, the 

20 comparator 515 includes technology capable of comparing potentially complex patterns related to the foregoing 

biometric authentication data. The technology may include hardware, software, or combined solutions for pattern 

comparisons, such as, for example, those representing finger print patterns or voice patterns. In addition, according to 

one embodiment, the comparator 515 of the authentication engine 215 may advantageously compare conventional 

hashes of documents in order to render a comparison result. According to one embodiment of the invention, the 

25 comparator 515 includes the application of heuristics 530 to the comparison. The heuristics 530 may advantageously 

address circumstances surrounding an authentication attempt, such as, for example, the time of day, IP address or 

subnet mask, purchasing profile, email address, processor serial number or ID, or the like. 

Moreover, the nature of biometric data comparisons may result in varying degrees of confidence being 

produced from the matching of current biometric authentication data to enrollment data. For example, unlike a 

30 traditional password which may only return a positive or negative match, a fingerprint may be determined to be a 

partial match, e.g. a 90% match, a 75% match, or a 10% match, rather than simply being correct or incorrect. Other 

biometric identifiers such as voice print analysis or face recognition may share this property of probabilistic 

authentication, rather than absolute authentication. 
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When working with such probabilistic authentication or in other cases where an authentication is considered 

less than absolutely reliable, it is desirable to apply the heuristics 530 to determine whether the level of confidence in 

the authentication provided is sufficiently high to authenticate the transaction which is being made. 

It will sometimes be the case that the transaction at issue is a relatively low value transaction where it is 

5 acceptable to be authenticated to a lower level of confidence. This could include a transaction which has a low dollar 

value associated with it (e.g., a $ 10 purchase) or a transaction with low risk (e.g., admission to a members-only web 

site). 

Conversely, for authenticating other transactions, it may be desirable to require a high degree of confidence 

in the authentication before allowing the transaction to proceed. Such transactions may include transactions of large 

10 dollar value (e.g., signing a multimillion dollar supply contract) or transaction with a high risk if an improper 

authentication occurs (e.g., remotely logging onto a government computer). 

The use of the heuristics 530 in combination with confidence levels and transactions values may be used as 

will be described below to allow the comparator to provide a dynamic context-sensitive authentication system. 

According to another embodiment of the invention, the comparator 515 may advantageously track 

15 authentication attempts for a particular transaction. For example, when a transaction fails, the trust engine 110 may 

request the user to re-enter his or her current authentication data. The comparator 515 of the authentication engine 

215 may advantageously employ an attempt limiter 535 to limit the number of authentication attempts, thereby 

prohibiting brute-force attempts to impersonate a user's authentication data. According to one embodiment, the 

attempt limiter 535 comprises a software module monitoring transactions for repeating authentication attempts and, 

20 for example, limiting the authentication attempts for a given transaction to three. Thus, the attempt limiter 535 will 

limit an automated attempt to impersonate an individual's authentication data to, for example, simply three "guesses." 

Upon three failures, the attempt limiter 535 may advantageously deny additional authentication attempts. Such denial 

may advantageously be implemented through, for example, the comparator 515 returning a negative result regardless 

of the current authentication data being transmitted. Un the other hand, the transaction engine 205 may 

25 advantageously block any additional authentication attempts pertaining to a transaction in which three attempts have 

previously failed. 

The authentication engine 215 also includes the data splitting module 520 and the data assembling module 

525. The data splitting module 520 advantageously comprises a software, hardware, or combination module having 

the ability to mathematically operate on various data so as to substantially randomize and split the data into portions. 

30 According to one embodiment, original data is not recreatable from an individual portion. The data assembling module 

525 advantageously comprises a software, hardware, or combination module configured to mathematically operate on 

the foregoing substantially randomized portions, such that the combination thereof provides the original deciphered 

data. According to one embodiment, the authentication engine 215 employs the data splitting module 520 to 

randomize and split enrollment authentication data into portions, and employs the data assembling module 525 to 

35 reassemble the portions into usable enrollment authentication data. 
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FIGURE 6 illustrates a block diagram of the cryptographic engine 220 of the trust engine 200 of FIGURE 2 

according to aspects of one embodiment of the invention. Similar to the transaction engine 205 of FIGURE 3, the 

cryptographic engine 220 comprises an operating system 605 having at least a listening and a handling thread of a 

modified version of a conventional Web server, such as, for example, Web servers available from Apache. As shown in 

5 FIGURE 6, the cryptographic engine 220 comprises a data splitting module 610 and a data assembling module 620 

that function similar to those of FIGURE 5. However, according to one embodiment, the data splitting module 610 and 

the data assembling module 620 process cryptographic key data, as opposed to the foregoing enrollment 

authentication data. Although, a skilled artisan will recognize from the disclosure herein that the data splitting module 

910 and the data splitting module 620 may be combined with those of the authentication engine 215. 

10 The cryptographic engine 220 also comprises a cryptographic handling module 625 configured to perform 

some or all of a wide number of cryptographic functions. According to one embodiment, the cryptographic handling 

module 625 may comprise software modules or programs, hardware, or both. According to another embodiment, the 

cryptographic handling module 625 may perform data comparisons, data hashing, data encryption or decryption, digital 

signature verification or creation, digital certificate generation, storage, or requests, cryptographic key generation, or 

15 the like. Moreover, a skilled artisan will recognize from the disclosure herein that the cryptographic handling module 

625 may advantageously comprises a public-key infrastructure, such as Pretty Good Privacy (PGP), an RSA-based 

public-key system, or a wide number of alternative key management systems. In addition, the cryptographic handling 

module 625 may perform public-key encryption, symmetric-key encryption, or both. In addition to the foregoing, the 

cryptographic handling module 625 may include one or more computer programs or modules, hardware, or both, for 

20 implementing seamless, transparent, into roperability functions. 

A skilled artisan will also recognize from the disclosure herein that the cryptographic functionality may 

include a wide number of functions generally surrounding cryptographic key management systems. 

FIGURE 7 illustrates a simplified block diagram of a depository system 700 according to aspects of an 

embodiment of the invention. As shown in FIGURE 7, the depository system 700 advantageously comprises multiple 

25 data storage facilities, for example, data storage facilities D1, 02, D3, and 04. According to one embodiment of the 

invention, each of the data storage facilities D1 through D4 may advantageously comprise some or all of the elements 

disclosed with reference to the depository 210,of FIGURE 4. Similar to the depository 210, the data storage facilities 

D1 through D4 communicate with the transaction engine 205, the authentication engine 215, and the cryptographic 

engine 220, preferably through conventional SSL communication links transferring, for example, XML documents. 

30 Communications from the transaction engine 205 may advantageously include requests for data, wherein the request 

is advantageously broadcast to the IP address of each data storage facility 01 through D4. On the other hand, the 

transaction engine 205 may broadcast requests to particular data storage facilities based on a wide number of criteria, 

such as, for example, response time, server loads, maintenance schedules, or the like. 

In response to requests for data from the transaction engine 205, the depository system 700 advantageously 

35 forwards stored data to the authentication engine 215 and the cryptographic engine 220. The respective data 
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assembling modules receive the forwarded data and assemble the data into useable formats. On the other hand, 

communications from the authentication engine 215 and the cryptographic engine 220 to the data storage facilities D 1 

through D4 may include the transmission of sensitive data to be stored. For example, according to one embodiment, 

the authentication engine 215 and the cryptographic engine 220 may advantageously employ their respective data 

5 splitting modules to divide sensitive data into undecipherable portions, and then transmit one or more undecipherable 

portions of the sensitive data to a particular data storage facility. 

According to one embodiment, each data storage facility, D1 through D4, comprises a separate and 

independent storage system, such as, for example, a directory server. According to another embodiment of the 

invention, the depository system 700 comprises multiple geographically separated independent data storage systems. 

10 By distributing the sensitive data into distinct and independent storage facilities D1 through D4, some or all of which 

may be advantageously geographically separated, the depository system 700 provides redundancy along with 

additional security measures. For example, according to one embodiment, only data from two of the multiple data 

storage facilities, 01 through 04, are needed to decipher and reassemble the sensitive data. Thus, as many as two of 

the four data storage facilities D1 through 04 may be inoperative due to maintenance, system failure, power failure, or 

15 the like, without affecting the functionality of the trust engine 110. In addition, because, according to one 

embodiment, the data stored in each data storage facility is randomized and undecipherable, compromise of any 

individual data storage facility does not necessarily compromise the sensitive data. Moreover, in the embodiment 

having geographically separation of the data storage facilities, a compromise of multiple geographically remote 

facilities becomes increasingly difficult. In fact, even a rouge employee will be greatly challenged to subvert the 

20 needed multiple independent geographically remote data storage facilities. 

Although the depository system 700 is disclosed with reference to its preferred and alternative 

embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for the depository system 700. For example, the depository system 

700 may comprise two or more data storage facilities. In addition, sensitive data may be mathematically operated 

25 such that portions from two or more data storage facilities are needed to reassemble and decipher the sensitive data. 

As mentioned in the foregoing, the authentication engine 215 and the cryptographic engine 220 each include 

a data splitting module 520 and 610, respectively, for splitting sensitive data, such as, for example, the authentication 

data and the cryptographic key data. FIGURE 8 illustrates a flowchart of a data splitting process 800 performed by 

the data splitting module according to aspects of an embodiment of the invention. As shown in FIGURE 8, the data 

30 splitting process 800 begins at STEP 805 when sensitive data "S" is received by the data splitting module of the 

authentication engine 215 or the cryptographic engine 220. Preferably, in STEP 810, the data splitting module then 

generates a substantially random number, value, or string or set of bits, "A." For example, the random number A may 

be generated in a wide number of varying conventional techniques available to one of ordinary skill in the art, for 

producing high quality random numbers suitable for use in cryptographic applications. In addition, according to one 

35 embodiment, the random number A comprises a bit length equal to the bit length of the sensitive data, S. 
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In addition, in STEP 820 the data splitting process 800 generates another statistically random number "C." 

According to the preferred embodiment, the generation of the statistically random numbers A and C may 

advantageously be done in parallel. The data splitting module then combines the numbers A and C with the sensitive 

data S such that new numbers "B" and "D" are generated. For example, number B may comprise the binary 

5 combination of A XOR S and number D may comprise the binary combination of C XOR S. The foregoing combinations 

preferably occur in STEPS 825 and 830, respectively, and, according to one embodiment, the foregoing combinations 

also occur in parallel. The data splitting process 800 then proceeds to STEP 835 where the random numbers A and C 

and the numbers B and D are paired such that none of the pairings contain sufficient data, by themselves, to reorganize 

and decipher the original sensitive data S. For example, the numbers may be paired as follows: AC, AD, BC, and BO. 

10 According to one embodiment, each of the foregoing pairings is distributed to one of the depositories D1 through D4 of 

FIGURE 7. According to another embodiment, each of the foregoing pairings is randomly distributed to one of the 

depositories D1 through D4. For example, during a first data splitting process 800, the pairing AC may be sent to 

depository D2, through, for example, a random selection of D2's IP address. Then, during a second data splitting 

process 800, the pairing AC may he sent to depository D4, through, for example, a random selection of D4's IP 

15 address. 

Based on the foregoing, the data splitting process 800 advantageously places portions of the sensitive data 

in each of the four data storage facilities D1 through D4, such that no single data storage facility D1 through D4 

includes sufficient encrypted data to recreate the original sensitive data S. As mentioned in the foregoing, such 

randomization of the data into individually unusable encrypted portions increases security and provides for maintained 

20 trust in the data even if one of the data storage facilities, D1 through D4, is compromised. 

Although the data splitting process 800 is disclosed with reference to its preferred embodiment, the invention . 

is not intended to be limited thereby. Rather a skilled artisan will recognize from the disclosure herein, a wide number 

of alternatives for the data splitting process 800. For example, the data splitting process may advantageously split 

the data into two numbers, for example, random number A and number B and, randomly distribute A and B through two 

25 data storage facilities. Moreover, the data splitting process 800 may advantageously split the data among a wide 

number of data storage facilities through generation of an additional random numbers. 

As mentioned in the foregoing, in order to recreate the sensitive data S, the data portions need to be 

derandomized and reorganized. This process may advantageously occur in the data assembling modules, 525 and 620, 

of the authentication engine 215 and the cryptographic engine 220, respectively. The data assembling module, for 

30 example, data assembly module 525, receives data portions from the data storage facilities D1 through 134, and 

reassembles the data into useable form. For example, according to one embodiment where the data splitting module 

520 employed the data splitting process 800 of FIGURE 8, the data assembling module 525 uses data portions from at 

least two of the data storage facilities D1 through D4 to recreate the sensitive data S. For example, the pairings of 

AC, AD, BC, and BD, were distributed such that any two provide one of A and B, or, C and D. Noting that 

35 S — A XOR B or S = C XOR D indicates that when the data assembling module receives one of A and B, or, C and D, 
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the data assembling module 525 can advantageously reassemble the sensitive data S. Thus, the data assembling 

module 525 may assemble the sensitive data S, when, for example, it receives data portions from at least the first two 

of the data storage facilities 01 through D4 to respond to an assemble request by the trust engine 110. 

Based on the above data splitting and assembling processes, the sensitive data S exists in usable format only 

5 in a limited area of the trust engine 110. For example, when the sensitive data S includes enrollment authentication 

data, usable, nonrandomized enrollment authentication data is available only in the authentication engine 215. 

Likewise, when the sensitive data S includes private cryptographic key data, usable, nonrandomized private 

cryptographic key data is available only in the cryptographic engine 220. 

Although the data splitting and assembling processes are disclosed with reference to their preferred 

10 embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

disclosure herein, a wide number of alternatives for splitting and reassembling the sensitive data S. For example, 

public-key encryption may be used to further secure the data at the data storage facilities 01 through D4. 

FIGURE 9A illustrates a data flow of an enrollment process 900 according to aspects of an embodiment of 

the invention. As shown in FIGURE 9A, the enrollment process 900 begins at STEP 905 when a user desires to enroll 

15 with the trust engine 110 of the cryptographic system 100. According to this embodiment, the user system 105 

advantageously includes a client-side applet, such as a Java-based, that queries the user to enter enrollment data, such 

as demographic data and enrollment authentication data. According to one embodiment, the enrollment authentication 

data includes user ID, password(s), biometric(s), or the like. According to one embodiment, during the querying 

process, the client- side applet preferably communicates with the trust engine 110 to ensure that a chosen user ID is 

20 unique. When the user ID is nonunique, the trust engine 110 may advantageously suggest a unique user ID. The client-

side applet gathers the enrollment data and transmits the enrollment data, for example, through and XML document, to 

the trust engine 110, and in particular, to the transaction engine 205. According to one embodiment, the transmission 

is encoded with the public key of the authentication engine 215. 

According to one embodiment, the user performs a single enrollment during STEP 905 of the enrollment 

25 process 900. For example, the user enrolls himself or herself as a particular person, such as Joe User. When Joe User 

desires to enroll as Joe User, CEO of Mega Corp., then according to this embodiment, Joe User enrolls a second time, 

receives a second unique user ID and the trust engine 110 does not associate the two identities. According to another 

embodiment of the invention, the enrollment process 900 provides for multiple user identities for a single user ID. 

Thus, in the above example, the trust engine 110 will advantageously associate the two identities of Joe User. As will 

30 be understood by a skilled artisan from the disclosure herein, a user may have many identities, for example, Joe User 

the head of household, Joe User the member of the Charitable Foundations, and the like. Even though the user may 

have multiple identities, according to this embodiment, the trust engine 110 preferably stores only one set of 

enrollment data. Moreover, users may advantageously add, edit/update, or delete identities as they are needed. 

Although the enrollment process 900 is disclosed with reference to its preferred embodiment, the invention is 

35 not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide number of 
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alternatives for gathering of enrollment data, and in particular, enrollment authentication data. For example, the applet 

may be common object model (COM) based applet or the like. 

On the other hand, the enrollment process may include graded enrollment. For example, at a lowest level of 

enrollment, the user may enroll over the communication link 125 without producing documentation as to his or her 

5 identity. According to an increased level of enrollment, the user enrolls using a trusted third party, such as a digital 

notary. For example, and the user may appear in person to the trusted third party, produce credentials such as a birth 

certificate, driver's license, military 10, or the like, and the trusted third party may advantageously include, for 

example, their digital signature in enrollment submission. The trusted third party may include an actual notary, a 

government agency, such as the Post Office or Department of Motor Vehicles, a human resources person in a large 

10 company enrolling an employee, or the like. A skilled artisan will understand from the disclosure herein that a wide 

number of varying levels of enrollment may occur during the enrollment process 900. 

After receiving the enrollment authentication data, at STEP 915, the transaction engine 205, using 

conventional FULL SSL technology forwards the enrollment authentication data to the authentication engine 215. In 

STEP 920, the authentication engine 215 decrypts the enrollment authentication data using the private key of the 

15 authentication engine 215. In addition, the authentication engine 215 employs the data splitting module to 

mathematically operate on the enrollment authentication data so as to split the data into at least two independently 

undecipherable, randomized, numbers. As mentioned in the foregoing, the at least two numbers may comprise a 

statistically random number and a binary XORed number. In STEP 925, the authentication engine 215 forwards each 

portion of the randomized numbers to one of the data storage facilities D1 through 04. As mentioned in the foregoing, 

20 the authentication engine 215 may also advantageously randomize which portions are transferred to which 

depositories. 

Often during the enrollment process 900, the user will also desire to have a digital certificate issued such 

that he or she may receive encrypted documents from others outside the cryptographic system 100. As mentioned in 

the foregoing, the certificate authority 115 generally issues digital certificates according to one or more of several 

25 conventional standards. Generally, the digital certificate includes a public key of the user or system, which is known 

to everyone. 

Whether the user requests a digital certificate at enrollment, or at another time, the request is transferred 

through the trust engine 110 to the authentication engine 215. According to one embodiment, the request includes an 

XML document having, for example, the proper name of the user. According to STEP 935, the authentication engine 

30 215 transfers the request to the cryptographic engine 220 instructing the cryptographic engine 220 to generate a 

cryptographic key or key pair. 

Upon request, at STEP 935, the cryptographic engine 220 generates at least one cryptographic key. 

According to one embodiment, the cryptographic handling module 625 generates a key pair, where one key is used as a 

private key, and one is used as a public key. The cryptographic engine 220 stores the private key and, according to 

35 one embodiment, a copy of the public key. In STEP 945, the cryptographic engine 220 transmits a request for a digital 
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certificate to the transaction engine 205. According to one embodiment, the request advantageously includes a 

standardized request, such as PKCS10, embedded in, for example, and XML document. The request for a digital 

certificate may advantageously correspond to one or more certificate authorities and the one or more standard formats 

the certificate authorities require. 

5 In STEP 950 the transaction engine 205 forwards this request to the certificate authority 115, who, in STEP 

955, returns a digital certificate. The return digital certificate may advantageously be in a standardized format, such 

as PKCS7, or in a proprietary format of one or more of the certificate authorities 115. In STEP 960, the digital 

certificate is received by the transaction engine 205, and a copy is forwarded to the user and a copy is stored with the 

trust engine 110. The trust engine 110 stores a copy of the certificate such that the trust engine 110 will not need to 

10 rely on the availability of the certificate authority 115. For example, when the user desires to send a digital 

certificate, or a third party requests the user's digital certificate, the request for the digital certificate is typically sent 

to the certificate authority 115. However, if the certificate authority 115 is conducting maintenance or has been 

victim of a failure or security compromise, the digital certificate may not be available. 

At any time after issuing the cryptographic keys, the cryptographic engine 220 may advantageously employ 

15 the data splitting process 800 described above such that the cryptographic keys are split into independently 

undecipherable randomized numbers. Similar to the authentication data, at STEP 965 the cryptographic engine 220 

transfers the randomized numbers to the data storage facilities D1 through D4. 

A skilled artisan will recognize from the disclosure herein that the user may request a digital certificate 

anytime after enrollment. Moreover, the communications between systems may advantageously include FULL SSL or 

20 public-key encryption technologies. Moreover, the enrollment process may issue multiple digital certificates from 

multiple certificate authorities, including one or more proprietary certificate authorities internal or external to the trust 

engine 110. 

As disclosed in STEPS 935 through 960, one embodiment of the invention includes the request for a 

certificate that is eventually stored an the trust engine 110. Because, according to one embodiment, the cryptographic 

25 handling module 625 issues the keys used by the trust engine 110, each certificate corresponds to a private key. 

Therefore, the trust engine 110 may advantageously provide for interoperability through monitoring the certificates 

owned by, or associated with, a user. For example, when the cryptographic engine 220 receives a request for a 

cryptographic function, the cryptographic handling module 625 may investigate the certificates owned by the 

requesting user to determine whether the user owns a private key matching the attributes of the request. When such 

30 a certificate exists, the cryptographic handling module 625 may use the certificate or the public or private keys 

associated therewith, to perform the requested function. When such a certificate does not exist, the cryptographic 

handling module 625 may advantageously and transparently perform a number of actions to attempt to remedy the 

lack of an appropriate key. For example, FIGURE 9B illustrates a flowchart of an interoperability process 970, which 

according to aspects of an embodiment of the invention, discloses the foregoing steps to ensure the cryptographic 

35 handling module 625 performs cryptographic functions using appropriate keys. 
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As shown in FIGURE 9B, the interoperability process 970 begins with STEP 972 where the cryptographic 

handling module 925 determines the type of certificate desired. According to one embodiment of the invention, the 

type of certificate may advantageously be specified in the request for cryptographic functions, or other data provided 

by the requestor. According to another embodiment, the certificate type may be ascertained by the data format of the 

5 request. For example, the cryptographic handling module 925 may advantageously recognize the request corresponds 

to a particular type. 

According to one embodiment, the certificate type may include one or more algorithm standards, for example, 

RSA, ELGAMAL, or the like. In addition, the certificate type may include one or more key types, such as symmetric 

keys, public keys, strong encryption keys such as 256 bit keys, less secure keys, or the like. Moreover, the certificate 

10 type may include upgrades or replacements of one or more of the foregoing algorithm standards or keys, one or more 

message or data formats, one or more data encapsulation or encoding schemes, such as Base 32 or Base 64. The 

certificate type may also include compatibility with one or more third-party cryptographic applications or interfaces, 

one or more communication protocols, or one or more certificate standards or protocols. A skilled artisan will 

recognize from the disclosure herein that other differences may exist in certificate types, and translations to and from 

15 those differences may be implemented as disclosed herein. 

Once the cryptographic handling module 625 determines the certificate type, the interoperability process 970 

proceeds to STEP 974, and determines whether the user owns a certificate matching the type determined in STEP 

974. When the user owns a matching certificate, for example, the trust engine 110 has access to the matching 

certificate through, for example, prior storage thereof, the cryptographic handling module 625 knows that a matching 

20 private key is also stored within the trust engine 110. For example, the matching private key may be stored within the 

depository 210 or depository system 700. The cryptographic handling module 625 may advantageously request the 

matching private key be assembled from, for example, the depository 210, and then in STEP 976, use the matching 

private key to perform cryptographic actions or functions. For example, as mentioned in the foregoing, the 

cryptographic handling module 625 may advantageously perform hashing, hash comparisons, data encryption or 

25 decryption, digital signature verification or creation, or the like. 

When the user does not own a matching certificate, the interoperability process 970 proceeds to STEP 978 

where the cryptographic handling module 625 determines whether the users owns a cross-certified certificate. 

According to one embodiment, cross-certification between certificate authorities occurs when a first certificate 

authority determines to trust certificates from a second certificate authority. In other words, the first certificate 

30 authority determines that certificates from the second certificate authority meets certain quality standards, and 

therefore, may be "certified" as equivalent to the first certificate authority's own certificates. Cross-certification 

becomes more complex when the certificate authorities issue, for example, certificates having levels of trust . For 

example, the first certificate authority may provide three levels of trust for a particular certificate, usually based on 

the degree of reliability in the enrollment process, while the second certificate authority may provide seven levels of 

35 trust. Cross-certification may advantageously track which levels and which the certificates from the second 
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certificate authority may be substituted for which levels and which certificates from the first. When the foregoing 

cross-certification is done officially and publicly between two certification authorities, the mapping of certificates and 

levels to one another is often called "chaining." 

According to another embodiment of the invention, the cryptographic handling module 625 may 

5 advantageously develop cross. certifications outside those agreed upon by the certificate authorities. For example, the 

cryptographic handling module 625 may access a first certificate authority's certificate practice statement (CPS), or 

other published policy statement, and using, for example, the authentication tokens required by particular trust levels, 

match the first certificate authority's certificates to those of another certificate authority. 

When, in STEP 978, the cryptographic handling module 625 determines that the users owns a cross-certified 

10 certificate, the interoperability process 970 proceeds to STEP 976, and performs the cryptographic action or function 

using the cross-certified public key, private key, or both. Alternatively, when the cryptographic handling module 625 

determines that the users does not own a cross-certified certificate, the interoperability process 970 proceeds to STEP 

980, where the cryptographic handling module 625 selects a certificate authority that issues the requested certificate 

type, or a certificate cross-certified thereto. In STEP 982, the cryptographic handling module 625 determines whether 

15 the user enrollment authentication data, discussed in the foregoing, meets the authentication requirements of the 

chosen certificate authority. For example, if the user enrolled over a network by, for example, answering demographic 

and other questions, the authentication data provided may establish a lower level of trust than a user providing 

biometric data and appearing before a third-party, such as, for example, a notary. According to one embodiment, the 

foregoing authentication requirements may advantageously be provided in the chosen authentication authority's CPS. 

20 When the user has provided the trust engine 110 with enrollment authentication data meeting the 

requirements of chosen certificate authority, the interoperability process 970 proceeds to STEP 984, where the 

cryptographic handling module 625 acquires the certificate from the chosen certificate authority. According to one 

embodiment, the cryptographic handling module 625 acquires the certificate by following STEPS 945 through 960 of 

the enrollment process 900. For example, the cryptographic handling module 625 may advantageously employ one or 

25 more public keys from one or more of the key pairs already available to the cryptographic engine 220, to request the 

certificate from the certificate authority. According to another embodiment, the cryptographic handling module 625 

may advantageously generate one or more new key pairs, and use the public keys corresponding thereto, to request the 

certificate from the certificate authority. 

According to another embodiment, the trust engine 110 may advantageously include one or more certificate 

30 issuing modules capable of issuing one or more certificate types. According to this embodiment, the certificate issuing 

module may provide the foregoing certificate. When the cryptographic handling module 625 acquires the certificate, 

the interoperability process 970 proceeds to STEP 976, and performs the cryptographic action or function using the 

public key, private key, or both corresponding to the acquired certificate. 

When the user, in STEP 982, has not provided the trust engine 110 with enrollment authentication data 

35 meeting the requirements of chosen certificate authority, the cryptographic handling module 625 determines, in STEP 
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986 whether there are other certificate authorities that have different authentication requirements. For example, the 

cryptographic handling module 625 may look for certificate authorities having lower authentication requirements, but 

still issue the chosen certificates, or cross-certifications thereof. 

When the foregoing certificate authority having lower requirements exists, the interoperability process 970 

5 proceeds to STEP 980 and chooses that certificate authority. Alternatively, when no such certificate authority exists, 

in STEP 988, the trust engine 110 may request additional authentication tokens from the user. For example, the trust 

engine 110 may request new enrollment authentication data comprising, for example, biametric data. Also, the trust 

engine 110 may request the user appear before a trusted third party and provide appropriate authenticating 

credentials, such as, for example, appearing before a notary with a drivers license, social security card, bank card, 

10 birth certificate, military ID, or the like. When the trust engine 110 receives updated authentication data, the 

interoperability process 970 proceeds to Step 984 and acquires the foregoing chosen certificate. 

Through the foregoing interoperability process 970, the cryptographic handling module 625 advantageously 

provides seamless, transparent, translations and conversions between differing cryptographic systems. A skilled 

artisan will recognize from the disclosure herein, a wide number of advantages and implementations of the foregoing 

15 interoperable system. For example, the foregoing STEP 986 of the interoperability process 970 may advantageously 

include aspects of trust arbitrage, discussed in further detail below, where the certificate authority may under special 

circumstances accept lower levels of cross-certification. In addition, the interoperability process 970 may include 

ensuring interoperability between and employment of standard certificate revocations, such as employing certificate 

revocation lists (CRL), online certificate status protocols (OCSP), or the like. 

20 FIGURE 10 illustrates a data flow of an authentication process 1000 according to aspects of an embodiment 

of the invention. According to one embodiment, the authentication process 1000 includes gathering current 

authentication data from a user and comparing that to the enrollment authentication data of the user. For example, 

the authentication process 1000 begins at STEP 1005 where a user desires to perform a transaction with, for 

example, a vendor. Such transactions may include, for example, selecting a purchase option, requesting access to a 

25 restricted area or device of the vendor system 120, or the like. At STEP 1010, a vendor provides the user with a 

transaction ID and an authentication request. The transaction ID may advantageously include a 192 bit quantity 

having a 32 bit timestamp concatenated with a 128 bit random quantity, or a "nonce," concatenated with a 32 bit 

vendor specific constant. Such a transaction 10 uniquely identifies the transaction such that copycat transactions can 

be refused by the trust engine 110. 

30 The authentication request may advantageously include what level of authentication is needed for a 

particular transaction. For example, the vendor may specify a particular level of confidence that is required for the 

transaction at issue. If authentication cannot be made to this level of confidence, as will be discussed below, the 

transaction will not occur without either further authentication by the user to raise the level of confidence, or a change 

in the terms of the authentication between the vendor and the server. These issues are discussed more completely 

35 below. 
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According to one embodiment, the transaction ID and the authentication request may advantageously 

generated by a vendor-side applet or other software program. In addition, the transmission of the transaction ID and 

authentication data may include one or more XML documents encrypted using conventional SSL technology, such as, 

for example, % SSL, or, in other words vendor-side authenticated SSL. 

5 After the user system 105 receives the transaction ID and authentication request, the user system 105 

gathers the current authentication data, potentially including current biometric information, from the user. The user 

system 105, at STEP 1015, encrypts at least the current authentication data " B' " and the transaction ID, with the 

public key of the authentication engine 215, and transfers that data to the trust engine 110. The transmission 

preferably comprises XML documents encrypted with at least conventional %: SSL technology. In STEP 1020, the 

10 transaction engine 205 receives the transmission, preferably recognizes the data format or request in the URL or URI, 

and forwards the transmission to the authentication engine 215. 

During STEPS 1015 and 1020, the vendor system 120, at STEP 1025, forwards the transaction ID and the 

authentication request to the trust engine 110, using the preferred FULL SSL technology. This communication may 

also include a vendor ID, although vendor identification may also be communicated through a non-random portion of the 

15 transaction ID. At STEPS 1030 and 1035, the transaction engine 205 receives the communication, creates a record in 

the audit trail, and generates a request for the user's enrollment authentication data to be assembled from the data 

storage facilities D1 through 04. At STEP 1040, the depository system 700 transfers the portions of the enrollment 

authentication data corresponding to the user to the authentication engine 215. At STEP 1045, the authentication 

engine 215 decrypts the transmission using its private key and compares the enrollment authentication data to the 

20 current authentication data provided by the user. 

The comparison of STEP 1045 may advantageously apply heuristical context sensitive authentication, as 

referred to in the forgoing, and discussed in further detail below. For example, if the biometric information received 

does not match perfectly, a lower confidence match results. In particular embodiments, the level of confidence of the 

authentication is balanced against the nature of the transaction and the desires of both the user and the vendor. 

25 Again, this is discussed in greater detail below. 

At STEP 1050, the authentication engine 215 fills in the authentication request with the result of the 

comparison of STEP 1045. According to one embodiment of the invention, the authentication request is filled with a 

YESINO or TRUEIFALSE result of the authentication process 1000. In STEP 1055 the filled-in authentication request 

is returned to the vendor for the vendor to act upon, for example, allowing the user to complete the transaction that 

30 initiated the authentication request. According to one embodiment, a confirmation message is passed to the user. 

Based on the foregoing, the authentication process 1000 advantageously keeps sensitive data secure and 

produces results configured to maintain the integrity of the sensitive data. For example, the sensitive data is 

assembled only inside the authentication engine 215. For example, the enrollment authentication data is 

undecipherable until it is assembled in the authentication engine 215 by the data assembling module, and the current 

35 authentication data is undecipherable until it is unwrapped by the conventional SSL technology and the private key of 
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the authentication engine 215. Moreover, the authentication result transmitted to the vendor does not include the 

sensitive data, and the user may not even know whether he or she produced valid authentication data. 

Although the authentication process 1000 is disclosed with reference to its preferred and alternative 

embodiments, the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the 

5 disclosure herein, a wide number of alternatives for the authentication process 1000. For example, the vendor may 

advantageously be replaced by almost any requesting application, even those residing with the user system 105. For 

example, a client application, such as Microsoft Word, may use an application program interface (API) or a 

cryptographic API (CAPI) to request authentication before unlocking a document. Alternatively, a mail server, a 

network, a cellular phone, a personal or mobile computing device, a workstation, or the like, may all make 

10 authentication requests that can be filled by the authentication process 1000. In fact, after providing the foregoing 

trusted authentication process 1000, the requesting application or device may provide access to or use of a wide 

number of electronic or computer devices or systems. 

Moreover, the authentication process 1000 may employ a wide number of alternative procedures in the event 

of authentication failure. For example, authentication failure may maintain the same transaction ID and request that 

15 the user reenter his or her current authentication data. As mentioned in the foregoing, use of the same transaction ID 

allows the comparator of the authentication engine 215 to monitor and limit the number of authentication attempts for 

a particular transaction, thereby creating a more secure cryptographic system 100. 

In addition, the authentication process 1000 may be advantageously be employed to develop elegant single 

sign•on solutions, such as, unlocking a sensitive data vault. For example, successful or positive authentication may 

20 provide the authenticated user the ability to automatically access any number of passwords for an almost limitless 

number of systems and applications. For example, authentication of a user may provide the user access to password, 

login, financial credentials, or the like, associated with multiple online vendors, a local area network, various personal 

computing devices, Internet service providers, auction providers, investment brokerages, or the like. By employing a 

sensitive data vault, users may choose truly large and random passwords because they no longer need to remember 

25 them through association. Rather, the authentication process 1000 provides access thereto. For example, a user may 

choose a random alphanumeric string that is twenty plus digits in length rather than something associated with a 

memorable data, name, etc. 

According to one embodiment, a sensitive data vault associated with a given user may advantageously be 

stored in the data storage facilities of the depository 210, or split and stored in the depository system 700. According 

30 to this embodiment, after positive user authentication, the trust engine 110 serves the requested sensitive data, such 

as, for example, to the appropriate password to the requesting application. According to another embodiment, the 

trust engine 110 may include a separate system for storing the sensitive data vault. For example, the trust engine 110 

may include a stand-alone software engine implementing the data vault functionality and figuratively residing "behind" 

the foregoing front-end security system of the trust engine 110. According to this embodiment, the software engine 
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serves the requested sensitive data after the software engine receives a signal indicating positive user authentication 

from the trust engine 110. 

In yet another embodiment, the data vault may be implemented by a third-party system. Similar to the 

software engine embodiment, the third-party system may advantageously serve the requested sensitive data after the 

5 third-party system receives a signal indicating positive user authentication from the trust engine 110. According to yet 

another embodiment, the data vault may be implemented on the user system 105. A user-side software engine may 

advantageously serve the foregoing data after receiving a signal indicating positive user authentication from the trust 

engine 110. 

Although the foregoing data vaults are disclosed with reference to alternative embodiments, a skilled artisan 

10 will recognize from the disclosure herein, a wide number of additional implementations thereof. For example, a 

particular data vault may include aspects from some or all of the foregoing embodiments. In addition, any of the 

foregoing data vaults may employ one or more authentication requests at varying times. For example, any of the data 

vaults may require authentication every one or more transactions, periodically, every one are more sessions, every 

access to one or more Wehpages or Websites, at one or more other specified intervals, or the like. 

15 FIGURE 11 illustrates a data flow of a signing process 1100 according to aspects of an embodiment of the 

invention. As shown in FIGURE 11, the signing process 1100 includes steps similar to those of the authentication 

process 1000 described in the foregoing with reference to FIGURE 10. According to one embodiment of the invention, 

the signing process 1100 first authenticates the user and then performs one or more of several digital signing 

functions as will be discussed in further detail below. According to another embodiment, the signing process 1100 

20 may advantageously store data related thereto, such as hashes of messages or documents, or the like. This data may 

advantageously be used in an audit or any other event, such as for example, when a participating party attempts to 

repudiate a transaction. 

As shown in FIGURE 11, during the authentication steps, the user and vendor may advantageously agree on a 

message, such as, for example, a contract. During signing, the signing process 1100 advantageously ensures that the 

25 contract signed by the user is identical to the contract supplied by the vendor. Therefore, according to one 

embodiment, during authentication, the vendor and the user include a hash of their respective copies of the message or 

contract, in the data transmitted to the authentication engine 215. By employing only a hash of a message or 

contract, the trust engine 110 may advantageously store a significantly reduced amount of data, providing for a more 

efficient and cost effective cryptographic system. In addition, the stored hash may be advantageously compared to a 

30 hash of a document in question to determine whether the document in question matches one signed by any of the 

parties. The ability to determine whether the document is identical to one relating to a transaction provides for 

additional evidence that can be used against a claim for repudiation by a party to a transaction. 

In STEP 1103, the authentication engine 215 assembles the enrollment authentication data and compares it 

to the current authentication data provided by the user. When the comparator of the authentication engine 215 

35 indicates that the enrollment authentication data matches the current authentication data, the comparator of the 
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authentication engine 215 also compares the hash of the message supplied by the vendor to the hash of the message 

supplied by the user. Thus, the authentication engine 215 advantageously ensures that the message agreed to by the 

user is identical to that agreed to by the vendor. 

In STEP 1105, the authentication engine 215 transmits a digital signature request to the cryptographic 

5 engine 220. According to one embodiment of the invention, the request includes a hash of the message or contract. 

However, a skill artisan will recognize from the disclosure herein that the cryptographic engine 220 may encrypt 

virtually any text to form the desired digital signature. Returning to STEP 1105, the digital signature request 

preferably comprises an XML document communicated through conventional SSL technologies. 

In STEP 1110, the authentication engine 215 transmits a request to each of the data storage 

10 facilities D1 through D4, such that each of the data storage facilities 01 through D4 transmit their respective portion 

of the cryptographic key or keys corresponding to a signing party. According to another embodiment, the 

cryptographic engine 220 employs some or all of the steps of the interoperability process 970 discussed in the 

foregoing, such that the cryptographic engine 220 first determines the appropriate key or keys to request from the 

depository 210 or the depository system 700 for the signing party, and takes actions to provide appropriate matching 

15 keys. According to still another embodiment, the authentication engine 215 or the cryptographic engine 220 may 

advantageously request one or more of the keys associated with the signing party and stored in the depository 210 or 

depository system 700. 

According to one embodiment, the signing party includes one or both the user and the vendor. In such case, 

the authentication engine 215 advantageously requests the cryptographic keys corresponding to the user and/or the 

20 vendor. According to another embodiment, the signing party includes the trust engine 110. In this embodiment, the 

trust engine 110 is certifying that the authentication process 1000 properly authenticated the user, vendor, or both. 

Therefore, the authentication engine 215 requests the cryptographic key of the trust engine 110, such as, for example, 

the key belonging to the cryptographic engine 220, to perform the digital signature. According to another embodiment, 

the trust engine 110 performs a digital notary-like function. In this embodiment, the signing party includes the user, 

25 vendor, or both, along with the trust engine 110. Thus, the trust engine 110 provides the digital signature of the user 

and/or vendor, and then indicates with its own digital signature that the user and/or vendor were properly 

authenticated. In this embodiment, the authentication engine 215 may advantageously request assembly of the 

cryptographic keys corresponding to the user, the vendor, or both. According to another embodiment, the 

authentication engine 215 may advantageously request assembly of the cryptographic keys corresponding to the trust 

30 engine 110. 

According to another embodiment, the trust engine 110 performs power of attorney- like functions. For 

example, the trust engine 110 may digitally sign the message on behalf of a third party. In such case, the 

authentication engine 215 requests the cryptographic keys associated with the third party. According to this 

embodiment, the signing process 1100 may advantageously include authentication of the third party, before allowing 

35 power of attorney- like functions. In addition, the authentication process 1000 may include a check for third party 
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constraints, such as, for example, business logic or the like dictating when and in what circumstances a particular 

third-party's signature may be used. 

Based on the foregoing, in STEP 1110, the authentication engine requested the cryptographic keys from the 

data storage facilities 01 through 04 corresponding to the signing party. In STEP 1115, the data storage facilities 01 

5 through D4 transmit their respective portions of the cryptographic key corresponding to the signing party to the 

cryptographic engine 220. According to one embodiment, the foregoing transmissions include SSL technologies. 

According to another embodiment, the foregoing transmissions may advantageously be super-encrypted with the public 

key of the cryptographic engine 220. 

In STEP 1120, the cryptographic engine 220 assembles the foregoing cryptographic keys of the signing party 

10 and encrypts the message therewith, thereby forming the digital signature(s). In STEP 1125 of the signing process 

1100, the cryptographic engine 220 transmits the digital signature(s) to the authentication engine 215. In STEP 

1130, the authentication engine 215 transmits the filled-in authentication request along with a copy of the hashed 

message and the digital signature(s) to the transaction engine 205. In STEP 1135, the transaction engine 205 

transmits a receipt comprising the transaction 10, an indication of whether the authentication was successful, and the 

15 digital signature(s), to the vendor. According to one embodiment, the foregoing transmission may advantageously 

include the digital signature of the trust engine 110. For example, the trust engine 110 may encrypt the hash of the 

receipt with its private key, thereby forming a digital signature to be attached to the transmission to the vendor. 

According to one embodiment, the transaction engine 205 also transmits a confirmation message to the user. 

Although the signing process 1100 is disclosed with reference to its preferred and alternative embodiments, 

20 the invention is not intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a 

wide number of alternatives for the signing process 1100. For example, the vendor may be replaced with a user 

application, such as an email application. For example, the user may wish to digitally sign a particular email with his or 

her digital signature. In such an embodiment, the transmission throughout the signing process 1100 may 

advantageously include only one copy of a hash of the message. Moreover, a skilled artisan will recognize from the 

25 disclosure herein that a wide number of client applications may request digital signatures. For example, the client 

applications may comprise word processors, spreadsheets, emails, voicemail, access to restricted system areas, or the 

like. 

In addition, a skilled artisan will recognize from the disclosure herein that STEPS 1105 through 1120 of the 

signing process 1100 may advantageously employ some or all of the steps of the interoperability process 970 of 

30 FIGURE 96, thereby providing interoperability between differing cryptographic systems that may, for example, need to 

process the digital signature under differing signature types. 

FIGURE 12 illustrates a data flow of an encryptionldecryption process 1200 according to aspects of an 

embodiment of the invention. As shown in FIGURE 12, the decryption process 1200 begins by authenticating the user 

using the authentication process 1000. According to one embodiment, the authentication process 1000 includes in the 

35 authentication request, a synchronous session key. For example, in conventional PKI technologies, it is understood by 
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skilled artisans that encrypting or decrypting data using public and private keys is mathematically intensive and may 

require significant system resources. However, in symmetric key cryptographic systems, or systems where the sender 

and receiver of a message share a single common key that is used to encrypt and decrypt a message, the mathematical 

operations are significantly simpler and faster. Thus, in the conventional PKI technologies, the sender of a message 

5 will generate synchronous session key, and encrypt the message using the simpler, faster symmetric key system. 

Then, the sender will encrypt the session key with the public key of the receiver. The encrypted session key will be 

attached to the synchronously encrypted message and both data are sent to the receiver. The receiver uses his or her 

private key to decrypt the session key, and then uses the session key to decrypt the message. Based on the foregoing, 

the simpler and faster symmetric key system is used for the majority of the encryptionldecryption processing. Thus, in 

10 the decryption process 1200, the decryption advantageously assumes that a synchronous key has been encrypted with 

the public key of the user. Thus, as mentioned in the foregoing, the encrypted session key is included in the 

authentication request. 

Returning to the decryption process 1200, after the user has been authenticated in STEP 1205, the 

authentication engine 215 forwards the encrypted session key to the cryptographic engine 220. In STEP 1210, the 

15 authentication engine 215 forwards a request to each of the data storage facilities, D1 through D4, requesting the 

cryptographic key data of the user. In STEP 1215, each data storage facility, D1 through D4, transmits their 

respective portion of the cryptographic key to the cryptographic engine 220. According to one embodiment, the 

foregoing transmission is encrypted with the public key of the cryptographic engine 220. 

In STEP 1220 of the decryption process 1200, the cryptographic engine 220 assembles the cryptographic 

20 key and decrypts the session key therewith. In STEP 1225, the cryptographic engine forwards the session key to the 

authentication engine 215. In STEP 1227, the authentication engine 215 fills in the authentication request including 

the decrypted session key, and transmits the filled•in authentication request to the transaction engine 205. In STEP 

1230, the transaction engine 205 forwards the authentication request along with the session key to the requesting 

application or vendor. Then, according to one embodiment, the requesting application or vendor uses the session key 

25 to decrypt the encrypted message. 

Although the decryption process 1200 is disclosed with reference to its preferred and alternative 

embodiments, a skilled artisan will recognize from the disclosure herein, a wide number of alternatives for the 

decryption process 1200. For example, the decryption process 1200 may forego synchronous key encryption and rely 

on full public-key technology. In such an embodiment, the requesting application may transmit the entire message to 

30 the cryptographic engine 220, or, may employ some type of compression or reversible hash in order to transmit the 

message to the cryptographic engine 220. A skilled artisan will also recognize from the disclosure herein that the 

foregoing communications may advantageously include XML documents wrapped in SSL technology. 

The encryptionldecryption process 1200 also provides for encryption of documents or other data. Thus, in 

STEP 1235, a requesting application or vendor may advantageously transmit to the transaction engine 205 of the 

35 trust engine 110, a request for the public key of the user. The requesting application or vendor makes this request 
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because the requesting application or vendor uses the public key of the user, for example, to encrypt the session key 

that will be used to encrypt the document or message. As mentioned in the enrollment process 900, the transaction 

engine 205 stores a copy of the digital certificate of the user, for example, in the mass storage 225. Thus, in STEP 

1240 of the encryption process 1200, the transaction engine 205 requests the digital certificate of the user from the 

5 mass storage 225. In STEP 1245, the mass storage 225 transmits the digital certificate corresponding to the user, to 

the transaction engine 205. In STEP 1250, the transaction engine 205 transmits the digital certificate to the 

requesting application or vendor. According to one embodiment, the encryption portion of the encryption process 1200 

does not include the authentication of a user. This is because the requesting vendor needs only the public key of the 

user, and is not requesting any sensitive data. 

10 A skilled artisan will recognize from the disclosure herein that if a particular user does not have a digital 

certificate, the trust engine 110 may employ some or all of the enrollment process 900 in order to generate a digital 

certificate for that particular user. Then, the trust engine 110 may initiate the encryptionldecryption process 1200 

and thereby provide the appropriate digital certificate. In addition, a skilled artisan will recognize from the disclosure 

herein that STEPS 1220 and 1235 through 1250 of the encrypti on/decrypt ion process 1200 may advantageously 

15 employ some or all of the steps of the interoperability process of FIGURE 9B, thereby providing interoperability 

between differing cryptographic systems that may, for example, need to process the encryption. 

FIGURE 13 illustrates a simplified block diagram of a trust engine system 1300 according to aspects of yet 

another embodiment of the invention. As shown in FIGURE 13, the trust engine system 1300 comprises a plurality of 

distinct trust engines 1305, 1310, 1315, and 1320, respectively. To facilitate a more complete understanding of the 

20 invention, FIGURE 13 illustrates each trust engine, 1305, 1310, 1315, and 1320 as having a transaction engine, a 

depository, and an authentication engine. However, a skilled artisan will recognize that each transaction engine may 

advantageously comprise some or all of the elements and communication channels disclosed with reference to 

FIGURES 1-8. For example, one embodiment may advantageously include trust engines having transaction engines, 

depositories, and cryptographic servers. 

25 According to one embodiment of the invention, each of the trust engines 1305, 1310, 1315 and 1320 are 

geographically separated, such that, for example, the trust engine 1305 may reside in a first location, the trust engine 

1310 may reside in a second location, the trust engine 1315 may reside in a third location, and the trust engine 1320 

may reside in a fourth location. The foregoing geographic separation advantageously decreases system response time 

while increasing the security of the overall trust engine system 1300. 

30 For example, when a user logs onto the cryptographic system 100, the user may be nearest the first location 

and may desire to be authenticated. As described with reference to FIGURE 10, to he authenticated, the user provides 

current authentication data, such as a biometric or the like, and the current authentication data is compared to that 

user's enrollment authentication data. Therefore, according to one example, the user advantageously provides current 

authentication data to the geographically nearest trust engine 1305. The transaction engine 1321 of the trust engine 

35 1305 then forwards the current authentication data to the authentication engine 1322 also residing at the first 
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location. According to another embodiment, the transaction engine 1321 forwards the current authentication data to 

one or more of the authentication engines of the trust engines 1310, 1315, or 1320. 

The transaction engine 1321 also requests the assembly of the enrollment authentication data from the 

depositories of, for example, each of the trust engines, 1305 through 1320. According to this embodiment, each 

5 depository provides its portion of the enrollment authentication data to the authentication engine 1322 of the trust 

engine 1305. The authentication engine 1322 then employs the encrypted data portions from, for example, the first 

two depositories to respond, and assembles the enrollment authentication data into deciphered form. The 

authentication engine 1322 compares the enrollment authentication data with the current authentication data and 

returns an authentication result to the transaction engine 1321 of the trust engine 1305. 

10 Based on the above, the trust engine system 1300 employs the nearest one of a plurality of geographically 

separated trust engines, 1305 through 1320, to perform the authentication process. According to one embodiment of 

the invention, the routing of information to the nearest transaction engine may advantageously be performed at client-

side applets executing on one or more of the user system 105, vendor system 120, or certificate authority 115. 

According to an alternative embodiment, a more sophisticated decision process may be employed to select from the 

15 trust engines 1305 through 1320. For example, the decision may be based on the availability, operability, speed of 

connections, load, performance, geographic proximity, or a combination thereof, of a given trust engine. 

In this way, the trust engine system 1300 lowers its response time while maintaining the security 

advantages associated with geographically remote data storage facilities, such as those discussed with reference to 

FIGURE 7 where each data storage facility stores randomized portions of sensitive data. For example, a security 

20 compromise at, for example, the depository 1325 of the trust engine 1315 does not necessarily compromise the 

sensitive data of the trust engine system 1300. This is because the depository 1325 contains only non-decipherable 

randomized data that, without more, is entirely useless. 

According to another embodiment, the trust engine system 1300 may advantageously include multiple 

cryptographic engines arranged similar to the authentication engines. The cryptographic engines may advantageously 

25 perform cryptographic functions such as those disclosed with reference to FIGURES 1.8. According to yet another 

embodiment, the trust engine system 1300 may advantageously replace the multiple authentication engines with 

multiple cryptographic engines, thereby performing cryptographic functions such as those disclosed with reference to 

FIGURES 1-8. According to yet another embodiment of the invention, the trust engine system 1300 may replace each 

multiple authentication engine with an engine having some or all of the functionality of the authentication engines, 

30 cryptographic engines, or both, as disclosed in the foregoing. 

Although the trust engine system 1300 is disclosed with reference to its preferred and alternative 

embodiments, a skilled artisan will recognize that the trust engine system 1300 may comprise portions of trust 

engines 1305 through 1320. For example, the trust engine system 1300 may include one or more transaction engines, 

one or more depositories, one or more authentication engines, or one or more cryptographic engines. 
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FIGURE 14 illustrates a simplified block diagram of a trust engine system 1400 according to aspects of yet 

another embodiment of the invention. As shown in FIGURE 14, the trust engine system 1400 includes multiple trust 

engines 1405, 1410, 1415 and 1420. According to one embodiment, each of the trust engines 1405, 1410, 1415 and 

1420, comprise some or all of the elements of trust engine 110 disclosed with reference to FIGURES 1-8. According 

5 to this embodiment, when the client side applets of the user system 105, the vendor system 120, or the certificate 

authority 115, communicate with the trust engine system 1400, those communications are sent to the IP address of 

each of the trust engines 1405 through 1420. Further, each transaction engine of each of the trust engines, 1405, 

1410, 1415, and 1420, behaves similar to the transaction engine 1321 of the trust engine 1305 disclosed with 

reference to FIGURE 13. For example, during an authentication process, each transaction engine of each of the trust 

10 engines 1405, 1410, 1415, and 1420 transmits the current authentication data to their respective authentication 

engines and transmits a request to assemble the randomized data stored in each of the depositories of each of the 

trust engines 1405 through 1420. FIGURE 14 does not illustrate all of these communications, as such illustration 

would become overly complex. Continuing with the authentication process, each of the depositories then 

communicates its portion of the randomized data to each of the authentication engines of the each of the trust engines 

15 1405 through 1420. Each of the authentication engines of the each of the trust engines employs its comparator to 

determine whether the current authentication data matches the enrollment authentication data provided by the 

depositories of each of the trust engines 1405 through 1420. According to this embodiment, the result of the 

comparison by each of the authentication engines is then transmitted to a redundancy module of the other three trust 

engines. For example, the result of the authentication engine from the trust engine 1405 is transmitted to the 

20 redundancy modules of the trust engines 1410, 1415, and 1420. Thus, the redundancy module of the trust engine 

1405 likewise receives the result of the authentication engines from the trust engines 1410, 1415, and 1420. 

FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14. The redundancy module 

comprises a comparator configured to receive the authentication result from three authentication engines and transmit 

that result to the transaction engine of the fourth trust engine. The comparator compares the authentication result 

25 form the three authentication engines, and if two of the results agree, the comparator concludes that the 

authentication result should match that of the two agreeing authentication engines. This result is then transmitted 

back to the transaction engine corresponding to the trust engine not associated with the three authentication engines. 

Based on the foregoing, the redundancy module determines an authentication result from data received from 

authentication engines that are preferably geographically remote from the trust engine of that the redundancy module. 

30 By providing such redundancy functionality, the trust engine system 1400 ensures that a compromise of the 

authentication engine of one of the trust engines 1405 through 1420, is insufficient to compromise the authentication 

result of the redundancy module of that particular trust engine. A skilled artisan will recognize that redundancy 

module functionality of the trust engine system 1400 may also be applied to the cryptographic engine of each of the 

trust engines 1405 through 1420. However, such cryptographic engine communication was not shown in FIGURE 14 
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to avoid complexity. Moreover, a skilled artisan will recognize a wide number of alternative authentication result 

conflict resolution algorithms for the comparator of FIGURE 15. 

According to yet another embodiment of the invention, the trust engine system 1400 may advantageously 

employ the redundancy module during cryptographic comparison steps. For example, some or all of the foregoing 

5 redundancy module disclosure with reference to FIGURES 14 and 15 may advantageously be implemented during a 

hash comparison of documents provided by one or more parties during a particular transaction. 

Although the foregoing invention has been described in terms of certain preferred and alternative 

embodiments, other embodiments will be apparent to those of ordinary skill in the art from the disclosure herein. For 

example, the trust engine 110 may issue short-term certificates, where the private cryptographic key is released to the 

10 user for a predetermined period of time. For example, current certificate standards include a validity field that can be 

set to expire after a predetermined amount of time. Thus, the trust engine 110 may release a private key to a user 

where the private key would be valid for, for example, 24 hours. According to such an embodiment, the trust engine 

110 may advantageously issue a new cryptographic key pair to be associated with a particular user and then release 

the private key of the new cryptographic key pair. Then, once the private cryptographic key is released, the trust 

15 engine 110 immediately expires any internal valid use of such private key, as it is no longer securable by the trust 

engine 110. 

In addition, a skilled artisan will recognize that the cryptographic system 100 or the trust engine 110 may 

include the ability to recognize types of devices, such as a laptop, a cell phone, a network or the like. According to one 

embodiment, such recognition may come from data supplied in the request for a particular service, such as, a request 

20 for authentication leading to access or use, a request for cryptographic functionality, or the like. According to one 

embodiment, the foregoing request may include a unique device identifier, such as, for example, a processor ID. 

Alternatively, the request may include data in a particular recognizable data format. For example, mobile and satellite 

phones often do not include the processing power for full X509.v3 heavy encryption certificates, and therefore do not 

request them. According to this embodiment, the trust engine 110 may recognize the type of data format presented, 

25 and respond only in kind. 

In an additional aspect of the system described above, context sensitive authentication can be provided using 

various techniques as will be described below. Context sensitive authentication, for example as shown in FIGURE 16, 

provides the possibility of evaluating not only the actual data which is sent by the user when attempting to 

authenticate himself, but also the circumstances surrounding the generation and delivery of that data. Such 

30 techniques may also support transaction specific trust arbitrage between the user and trust engine 110 or between 

the vendor and trust engine 110, as will be described below. 

As discussed above, authentication is the process of proving that a user is who he says he is. Generally, 

authentication requires demonstrating some fact to an authentication authority. The trust engine 110 of the present 

invention represents the authority to which a user must authenticate himself. The user must demonstrate to the trust 

35 engine 110 that he is who he says he is by either: knowing something that only the user should know (knowledge-
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based authentication►, having something that only the user should have (token-based authentication), or by being 

something that only the user should be (biometric-based authentication). 

Examples of knowledge-based authentication include without limitation a password, PIN number, or lock 

combination. Examples of token-based authentication include without limitation a house key, a physical credit card, a 

5 driver's license, or a particular phone number. Examples of biometric•based authentication include without limitation a 

fingerprint, a voice analysis, or a retinal scan. 

Each type of authentication has particular advantages and disadvantages, and each provides a different level 

of security. For example, it is generally harder to create a false fingerprint that matches someone else's than it is to 

overhear someone's password and repeat it. Each type of authentication also requires a different type of data to be 

10 known to the authenticating authority in order to verify someone using that form of authentication. 

As used herein, "authentication" will refer broadly to the overall process of verifying someone's identity to be 

who he says he is. An "authentication technique" will refer to a particular type of authentication based upon a 

particular piece of knowledge, physical token, or biometric reading. "Authentication data" refers to information which 

is sent to or otherwise demonstrated to an authentication authority in order to establish identity. "Enrollment data" 

15 will refer to the data which is initially submitted to an authentication authority in order to establish a baseline for 

comparison with authentication data. An "authentication instance" will refer to the data associated with an attempt 

to authenticate by an authentication technique. 

The internal protocols and communications involved in the process of authenticating a user is described with 

reference to FIGURE 10 above. The part of this process within which the context sensitive authentication takes place 

20 occurs within the comparison step shown as STEP 1045 of FIGURE 10. This step takes place within the 

authentication engine 215 and involves assembling the enrollment data 410 retrieved from the depository 210 and 

comparing the authentication data provided by the user to it. One particular embodiment of this process is shown in 

FIGURE 16 and described below. 

The current authentication data provided by the user and the enrollment data retrieved from the depository 

25 210 are received by the authentication engine 215 in STEP 1600 of FIGURE 16. Both of these sets of data may 

contain data which is related to separate techniques of authentication. The authentication engine 215 separates the 

authentication data associated with each individual authentication instance in STEP 1605. This is necessary so that 

the authentication data is compared with the appropriate subset of the enrollment data for the user (e.g. fingerprint 

authentication data should be compared with fingerprint enrollment data, rather than password enrollment data). 

30 Generally, authenticating a user involves one or more individual authentication instances, depending on which 

authentication techniques are available to the user. These methods are limited by the enrollment data which were 

provided by the user during his enrollment process (if the user did not provide a retinal scan when enrolling, he will not 

be able to authenticate himself using a retinal scan), as well as the means which may be currently available to the user 

(e.g. if the user does not have a fingerprint reader at his current location, fingerprint authentication will not be 

35 practical). In some cases, a single authentication instance may be sufficient to authenticate a user; however, in 
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certain circumstances a combination of multiple authentication instances may be used in order to more confidently 

authenticate a user for a particular transaction. 

Each authentication instance consists of data related to a particular authentication technique (e.g. 

fingerprint, password, smart card, etc.) and the circumstances which surround the capture and delivery of the data for 

5 that particular technique. For example, a particular instance of attempting to authenticate via password will generate 

not only the data related to the password itself, but also circumstantial data, known as "metadata", related to that 

password attempt. This circumstantial data includes information such as: the time at which the particular 

authentication instance took place, the network address from which the authentication information was delivered, as 

well as any other information as is known to those of skill in the art which may be determined about the origin of the 

10 authentication data (the type of connection, the processor serial number, etc.). 

In many cases, only a small amount of circumstantial metadata will be available. For example, if the user is 

located on a network which uses proxies or network address translation or another technique which masks the 

address of the originating computer, only the address of the proxy or router may be determined. Similarly, in many 

cases information such as the processor serial number will not be available because of either limitations of the 

15 hardware or operating system being used, disabling of such features by the operator of the system, or other limitations 

of the connection between the user's system and the trust engine 110. 

As shown in FIGURE 16, once the individual authentication instances represented within the authentication 

data are extracted and separated in STEP 1605, the authentication engine 215 evaluates each instance for its 

reliability in indicating that the user is who he claims to be. The reliability for a single authentication instance will 

20 generally be determined based on several factors. These may be grouped as factors relating to the reliability 

associated with the authentication technique, which are evaluated in STEP 1610, and factors relating to the reliability 

of the particular authentication data provided, which are evaluated in STEP 1615. The first group includes without 

limitation the inherent reliability of the authentication technique being used, and the reliability of the enrollment data 

being used with that method. The second group includes without limitation the degree of match between the 

25 enrollment data and the data provided with the authentication instance, and the metadata associated with that 

authentication instance. Each of these factors may vary independently of the others. 

The inherent reliability of an authentication technique is based on how hard it is for an imposter to provide 

someone else's correct data, as well as the overall error rates for the authentication technique. For passwords and 

knowledge based authentication methods, this reliability is often fairly low because there is nothing that prevents 

30 someone from revealing their password to another person and for that second person to use that password. Even a 

more complex knowledge based system may have only moderate reliability since knowledge may be transferred from 

person to person fairly easily. Token based authentication, such as having a proper smart card or using a particular 

terminal to perform the authentication, is similarly of low reliability used by itself, since there is no guarantee that the 

right person is in possession of the proper token. 
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However, biometric techniques are more inherently reliable because it is generally difficult to provide 

someone else with the ability to use your fingerprints in a convenient manner, even intentionally. Because subverting 

biometric authentication techniques is more difficult, the inherent reliability of biometric methods is generally higher 

than that of purely knowledge or token based authentication techniques. However, even biometric techniques may 

5 have some occasions in which a false acceptance or false rejection is generated. These occurrences may be reflected 

by differing reliabilities for different implementations of the same biometric technique. For example, a fingerprint 

matching system provided by one company may provide a higher reliability than one provided by a different company 

because one uses higher quality optics or a better scanning resolution or some other improvement which reduces the 

occurrence of false acceptances or false rejections. 

10 Note that this reliability may be expressed in different manners. The reliability is desirably expressed in some 

metric which can be used by the heuristics 530 and algorithms of the authentication engine 215 to calculate the 

confidence level of each authentication. One preferred mode of expressing these reliabilities is as a percentage or 

fraction. For instance, fingerprints might be assigned an inherent reliability of 97%, while passwords might only be 

assigned an inherent reliability of 50%. Those of skill in the art will recognize that these particular values are merely 

15 exemplary and may vary between specific implementations. 

The second factor for which reliability must be assessed is the reliability of the enrollment. This is part of 

the "graded enrollment" process referred to above. This reliability factor reflects the reliability of the identification 

provided during the initial enrollment process. For instance, if the individual initially enrolls in a manner where they 

physically produce evidence of their identity to a notary or other public official, and enrollment data is recorded at that 

20 time and notarized, the data will be more reliable than data which is provided over a network during enrollment and 

only vouched for by a digital signature or other information which is not truly tied to the individual. 

Other enrollment techniques with varying levels of reliability include without limitation: enrollment at a 

physical office of the trust engine 110 operator; enrollment at a user's place of employment; enrollment at a post 

office or passport office; enrollment through an affiliated or trusted party to the trust engine 110 operator; anonymous 

25 or pseudonymous enrollment in which the enrolled identity is not yet identified with a particular real individual, as well 

as such other means as are known in the art. 

These factors reflect the trust between the trust engine 110 and the source of identification provided during 

the enrollment process. For instance, if enrollment is performed in association with an employer during the initial 

process of providing evidence of identity, this information may be considered extremely reliable for purposes within the 

30 company, but may be trusted to a lesser degree by a government agency, or by a competitor. Therefore, trust engines 

operated by each of these other organizations may assign different levels of reliability to this enrollment. 

Similarly, additional data which is submitted across a network, but which is authenticated by other trusted 

data provided during a previous enrollment with the same trust engine 110 may be considered as reliable as the original 

enrollment data was, even though the latter data were submitted across an open network. In such circumstances, a 

35 subsequent notarization will effectively increase the level of reliability associated with the original enrollment data. In 
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this way for example, an anonymous or pseudonymous enrollment may then be raised to a full enrollment by 

demonstrating to some enrollment official the identity of the individual matching the enrolled data. 

The reliability factors discussed above are generally values which may be determined in advance of any 

particular authentication instance. This is because they are based upon the enrollment and the technique, rather than 

5 the actual authentication. In one embodiment, the step of generating reliability based upon these factors involves 

looking up previously determined values for this particular authentication technique and the enrollment data of the 

user. In a further aspect of an advantageous embodiment of the present invention, such reliabilities may be included 

with the enrollment data itself. In this way, these factors are automatically delivered to the authentication engine 215 

along with the enrollment data sent from the depository 210. 

10 While these factors may generally be determined in advance of any individual authentication instance, they 

still have an effect on each authentication instance which uses that particular technique of authentication for that 

user. Furthermore, although the values may change over time (e.g. if the user re•enrolls in a more reliable fashion), they 

are not dependent on the authentication data itself. By contrast, the reliability factors associated with a single 

specific instance's data may vary on each occasion. These factors, as discussed below, must be evaluated for each 

15 new authentication in order to generate reliability scores in STEP 1615. 

The reliability of the authentication data reflects the match between the data provided by the user in a 

particular authentication instance and the data provided during the authentication enrollment. This is the fundamental 

question of whether the authentication data matches the enrollment data for the individual the user is claiming to be. 

Normally, when the data do not match, the user is considered to not be successfully authenticated, and the 

20 authentication fails. The manner in which this is evaluated may change depending on the authentication technique 

used. The comparison of such data is performed by the comparator 515 function of the authentication engine 215 as 

shown in FIGURE 5. 

For instance, matches of passwords are generally evaluated in a binary fashion. In other words, a password 

is either a perfect match, or a failed match. It is usually not desirable to accept as even a partial match a password 

25 which is close to the correct password if it is not exactly correct. Therefore, when evaluating a password 

authentication, the reliability of the authentication returned by the comparator 515 is typically either 100% (correct) 

or 0% (wrong), with no possibility of intermediate values. 

Similar rules to those for passwords are generally applied to token based authentication methods, such as 

smart cards. This is because having a smart card which has a similar identifier or which is similar to the correct one, 

30 is still just as wrong as having any other incorrect token. Therefore tokens tend also to be binary authenticators: a 

user either has the right token, or he doesn't. 

However, certain types of authentication data, such as questionnaires and biometrics, are generally not 

binary authenticators. For example, a fingerprint may match a reference fingerprint to varying degrees. To some 

extent, this may be due to variations in the quality of the data captured either during the initial enrollment or in 

35 subsequent authentications. (A fingerprint may be smudged or a person may have a still healing scar or burn on a 
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particular finger.) In other instances the data may match less than perfectly because the information itself is 

somewhat variable and based upon pattern matching. (A voice analysis may seem close but not quite right because of 

background noise, or the acoustics of the environment in which the voice is recorded, or because the person has a 

cold.) Finally, in situations where large amounts of data are being compared, it may simply be the case that much of 

5 the data matches well, but some doesn't. (A ten-question questionnaire may have resulted in eight correct answers to 

personal questions, but two incorrect answers.) For any of these reasons, the match between the enrollment data and 

the data for a particular authentication instance may be desirably assigned a partial match value by the comparator 

515. In this way, the fingerprint might be said to be a 85% match, the voice print a 65% match, and the questionnaire 

an 80% match, for example. 

10 This measure (degree of match) produced by the comparator 515 is the factor representing the basic issue of 

whether an authentication is correct or not. However, as discussed above, this is only one of the factors which may 

be used in determining the reliability of a given authentication instance. Note also that even though a match to some 

partial degree may he determined, that ultimately, it may he desirable to provide a binary result based upon a partial 

match. In an alternate mode of operation, it is also possible to treat partial matches as binary, i.e. either perfect 

15 (100%) or failed (0%) matches, based upon whether or not the degree of match passes a particular threshold level of 

match. Such a process may be used to provide a simple passifail level of matching for systems which would otherwise 

produce partial matches. 

Another factor to be considered in evaluating the reliability of a given authentication instance concerns the 

circumstances under which the authentication data for this particular instance are provided. As discussed above, the 

20 circumstances refer to the metadata associated with a particular authentication instance. This may include without 

limitation such information as: the network address of the authenticator, to the extent that it can be determined; the 

time of the authentication; the mode of transmission of the authentication data (phone line, cellular, network, etc.); 

and the serial number of the system of the authenticator. 

These factors can be used to produce a profile of the type of authentication that is normally requested by the 

25 user. Then, this information can be used to assess reliability in at least two manners. One manner is to consider 

whether the user is requesting authentication in a manner which is consistent with the normal profile of authentication 

by this user. If the user normally makes authentication requests from one network address during business days 

(when she is at work) and from a different network address during evenings or weekends (when she is at home), an 

authentication which occurs from the home address during the business day is less reliable because it is outside the 

30 normal authentication profile. Similarly, if the user normally authenticates using a fingerprint biometric and in the 

evenings, an authentication which originates during the day using only a password is less reliable. 

An additional way in which the circumstantial metadata can be used to evaluate the reliability of an instance 

of authentication is to determine how much corroboration the circumstance provides that the authenticator is the 

individual he claims to be. For instance, if the authentication comes from a system with a serial number known to be 

35 associated with the user, this is a good circumstantial indicator that the user is who they claim to be. Conversely, if 
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the authentication is coming from a network address which is known to be in Los Angeles when the user is known to 

reside in London, this is an indication that this authentication is less reliable based on its circumstances. 

It is also possible that a cookie or other electronic data may be placed upon the system being used by a user 

when they interact with a vendor system or with the trust engine 110. This data is written to the storage of the 

5 system of the user and may contain an identification which may be read by a Web browser or other software on the 

user system. If this data is allowed to reside an the user system between sessions (a "persistent cookie"), it may be 

sent with the authentication data as further evidence of the past use of this system during authentication of a 

particular user. In effect, the metadata of a given instance, particularly a persistent cookie, may form a sort of token 

based authenticator itself. 

10 Once the appropriate reliability factors based on the technique and data of the authentication instance are 

generated as described above in STEPS 1610 and 1615 respectively, they are used to produce an overall reliability for 

the authentication instance provided in STEP 1620. One means of doing this is simply to express each reliability as a 

percentage and then to multiply them together. 

For example, suppose the authentication data is being sent in from a network address known to be the user's 

15 home computer completely in accordance with the user's past authentication profile ( 100%), and the technique being 

used is fingerprint identification (97%►, and the initial finger print data was registered through the user's employer 

with the trust engine 110 (90%), and the match between the authentication data and the original fingerprint template 

in the enrollment data is very good (99%). The overall reliability of this authentication instance could then be 

calculated as the product of these reliabilities: 100% * 97% * 90% * 99% — 86.4% reliability. 

20 This calculated reliability represents the reliability of one single instance of authentication. The overall 

reliability of a single authentication instance may also be calculated using techniques which treat the different 

reliability factors differently, for example by using formulas where different weights are assigned to each reliability 

factor. Furthermore, those of skill in the art will recognize that the actual values used may represent values other than 

percentages and may use non-arithmetic systems. One embodiment may include a module used by an authentication 

25 requestor to set the weights for each factor and the algorithms used in establishing the overall reliability of the 

authentication instance. 

The authentication engine 215 may use the above techniques and variations thereof to determine the 

reliability of a single authentication instance, indicated as STEP 1620. However, it may be useful in many 

authentication situations for multiple authentication instances to be provided at the same time. For example, while 

30 attempting to authenticate himself using the system of the present invention, a user may provide a user identification, 

fingerprint authentication data, a smart card, and a password. In such a case, three independent authentication 

instances are being provided to the trust engine 110 for evaluation. Proceeding to STEP 1625, if the authentication 

engine 215 determines that the data provided by the user includes more than one authentication instance, then each 

instance in turn will be selected as shown in STEP 1630 and evaluated as described above in STEPS 1610, 1615 and 

35 1620. 
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Note that many of the reliability factors discussed may vary from one of these instances to another. For 

instance, the inherent reliability of these techniques is likely to be different, as well as the degree of match provided 

between the authentication data and the enrollment data. Furthermore, the user may have provided enrollment data at 

different times and under different circumstances for each of these techniques, providing different enrollment 

5 reliabilities for each of these instances as well. Finally, even though the circumstances under which the data for each 

of these instances is being submitted is the same, the use of such techniques may each fit the profile of the user 

differently, and so may be assigned different circumstantial reliabilities. (For example, the user may normally use their 

password and fingerprint, but not their smart card.) 

As a result, the final reliability for each of these authentication instances may be different from one another. 

10 However, by using multiple instances together, the overall confidence level for the authentication will tend to increase. 

Once the authentication engine has performed STEPS 1610 through 1620 for all of the authentication 

instances provided in the authentication data, the reliability of each instance is used in STEP 1635 to evaluate the 

overall authentication confidence level. This process of combining the individual authentication instance reliabilities 

into the authentication confidence level may be modeled by various methods relating the individual reliabilities 

15 produced, and may also address the particular interaction between some of these authentication techniques. (For 

example, multiple knowledge-based systems such as passwords may produce less confidence than a single password 

and even a fairly weak biometric, such as a basic voice analysis.) 

One means in which the authentication engine 215 may combine the reliabilities of multiple concurrent 

authentication instances to generate a final confidence level is to multiply the unreliability of each instance to arrive at 

20 a total unreliability. The unreliability is generally the complementary percentage of the reliability. For example, a 

technique which is 84% reliable is 16% unreliable. The three authentication instances described above (fingerprint, 

smart card, password) which produce reliabilities of 86%, 75%, and 72% would have corresponding unreliabilities of 

(100 - 86)%, ( 100.75)% and ( 100. 72)%, or 14%, 25%, and 28%, respectively. By multiplying these unreliabilities, 

we get a cumulative unreliability of 14% " 25% " 28% = .98% unreliability, which corresponds to a reliability of 

25 99.02%. 

In an additional mode of operation, additional factors and heuristics 530 may be applied within the 

authentication engine 215 to account for the interdependence of various authentication techniques. For example, if 

someone has unauthorized access to a particular home computer, they probably have access to the phone line at that 

address as well. Therefore, authenticating based on an originating phone number as well as upon the serial number of 

30 the authenticating system does not add much to the overall confidence in the authentication. However, knowledge 

based authentication is largely independent of token based authentication (i.e. if someone steals your cellular phone or 

keys, they are no more likely to know your PIN or password than if they hadn't). 

Furthermore, different vendors or other authentication requestors may wish to weigh different aspects of the 

authentication differently. This may include the use of separate weighing factors or algorithms used in calculating the 
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reliability of individual instances as well as the use of different means to evaluate authentication events with multiple 

instances. 

For instance, vendors for certain types of transactions, for instance corporate email systems, may desire to 

authenticate primarily based upon heuristics and other circumstantial data by default. Therefore, they may apply high 

5 weights to factors related to the metadata and other profile related information associated with the circumstances 

surrounding authentication events. This arrangement could be used to ease the burden on users during normal 

operating hours, by not requiring more from the user than that he he logged on to the correct machine during business 

hours. However, another vendor may weigh authentications coming from a particular technique most heavily, for 

instance fingerprint matching, because of a policy decision that such a technique is most suited to authentication for 

10 the particular vendor's purposes. 

Such varying weights may be defined by the authentication requestor in generating the authentication 

request and sent to the trust engine 110 with the authentication request in one mode of operation. Such options could 

also be set as preferences during an initial enrollment process for the authentication requestor and stored within the 

authentication engine in another mode of operation. 

15 Once the authentication engine 215 produces an authentication confidence level for the authentication data 

provided, this confidence level is used to complete the authentication request in STEP 1640, and this information is 

forwarded from the authentication engine 215 to the transaction engine 205 for inclusion in a message to the 

authentication requestor. 

The process described above is merely exemplary, and those of skill in the art will recognize that the steps 

20 need not be performed in the order shown. Furthermore, certain steps, such as the evaluation of the reliability of each 

authentication instance provided, may be carried out in parallel with one another if circumstances permit. 

In a further aspect of this invention, a method is provided to accommodate conditions when the 

authentication confidence level produced by the process described above fails to meet the required trust level of the 

vendor or other party requiring the authentication. In circumstances such as these where a gap exists between the 

25 level of confidence provided and the level of trust desired, the operator of the trust engine 110 is in a position to 

provide opportunities for one or both parties to provide alternate data or requirements in order to close this trust gap. 

This process will be referred to as "trust arbitrage" herein. 

Trust arbitrage may take place within a framework of cryptographic authentication as described above with 

reference to FIGURES 10 and 11. As shown therein, a vendor or other party will request authentication of 'a particular 

30 user in association with a particular transaction. In one circumstance, the vendor simply requests an authentication, 

either positive or negative, and after receiving appropriate data from the user, the trust engine 110 will provide such a 

binary authentication. In circumstances such as these, the degree of confidence required in order to secure a positive 

authentication is determined based upon preferences set within the trust engine 110. 

However, it is also possible that the vendor may request a particular level of trust in order to complete a 

35 particular transaction. This required level may be included with the authentication request (e.g. authenticate this user 
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to 96% confidence) or may be determined by the trust engine 110 based on other factors associated with the 

transaction (i.e. authenticate this user as appropriate for this transaction). One such factor might be the economic 

value of the transaction. For transactions which have greater economic value, a higher degree of trust may be 

required. Similarly, for transactions with high degrees of risk a high degree of trust may be required. Conversely, for 

5 transactions which are either of low risk or of low value, lower trust levels may be required by the vendor or other 

authentication requestor. 

The process of trust arbitrage occurs between the steps of the trust engine 110 receiving the authentication 

data in STEP 1050 of FIGURE 10 and the return of an authentication result to the vendor in STEP 1055 of FIGURE 10. 

Between these steps, the process which leads to the evaluation of trust levels and the potential trust arbitrage occurs 

10 as shown in FIGURE 17. In circumstances where simple binary authentication is performed, the process shown in 

FIGURE 17 reduces to having the transaction engine 205 directly compare the authentication data provided with the 

enrollment data for the identified user as discussed above with reference to FIGURE 10, flagging any difference as a 

negative authentication. 

As shown in FIGURE 17, the first step after receiving the data in STEP 1050 is for the transaction engine 

15 205 to determine the trust level which is required for a positive authentication for this particular transaction in STEP 

1710. This step may be performed by one of several different methods. The required trust level may be specified to 

the trust engine 110 by the authentication requestor at the time when the authentication request is made. The 

authentication requestor may also set a preference in advance which is stored within the depository 210 or other 

storage which is accessible by the transaction engine 205. This preference may then be read and used each time an 

20 authentication request is made by this authentication requestor. The preference may also be associated with a 

particular user as a security measure such that a particular level of trust is always required in order to authenticate 

that user, the user preference being stored in the depository 210 or other storage media accessible by the transaction 

engine 205. The required level may also be derived by the transaction engine 205 or authentication engine 215 based 

upon information provided in the authentication request, such as the value and risk level of the transaction to be 

25 authenticated. 

In one mode of operation, a policy management module or other software which is used when generating the 

authentication request is used to specify the required degree of trust for the authentication of the transaction. This 

may be used to provide a series of rules to follow when assigning the required level of trust based upon the policies 

which are specified within the policy management module. One advantageous mode of operation is for such a module 

30 to be incorporated with the web server of a vendor in order to appropriately determine required level of trust for 

transactions initiated with the vendor's web server. In this way, transaction requests from users may be assigned a 

required trust level in accordance with the policies of the vendor and such information may be forwarded to the trust 

engine 110 along with the authentication request. 

This required trust level correlates with the degree of certainty that the vendor wants to have that the 

35 individual authenticating is in fact who he identifies himself as. For example, if the transaction is one where the 
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vendor wants a fair degree of certainty because goods are changing hands, the vendor may require a trust level of 

85%. For situation where the vendor is merely authenticating the user to allow him to view members only content or 

exercise privileges on a chat room, the downside risk may be small enough that the vendor requires only a 60% trust 

level. However, to enter into a production contract with a value of tens of thousands of dollars, the vendor may 

5 require a trust level of 99% or more. 

This required trust level represents a metric to which the user must authenticate himself in order to complete 

the transaction. If the required trust level is 85% for example, the user must provide authentication to the trust engine 

110 sufficient for the trust engine 110 to say with 85% confidence that the user is who they say they are. It is the 

balance between this required trust level and •the authentication confidence level which produces either a positive 

10 authentication (to the satisfaction of the vendor) or a possibility of trust arbitrage. 

As shown in FIGURE 17, after the transaction engine 205 receives the required trust level, it compares in 

STEP 1720 the required trust level to the authentication confidence level which the authentication engine 215 

calculated for the current authentication (as discussed with reference to FIGURE 16). If the authentication confidence 

level is higher than the required trust level for the transaction in STEP 1730, then the process moves to STEP 1740 

15 where a positive authentication for this transaction is produced by the transaction engine 205. A message to this 

effect will then be inserted into the authentication results and returned to the vendor by the transaction engine 205 as 

shown in STEP 1055 (see FIGURE 10). 

However, if the authentication confidence level does not fulfill the required trust level in STEP 1730, then a 

confidence gap exists for the current authentication, and trust arbitrage is conducted in STEP 1750. Trust arbitrage is 

20 described more completely with reference to FIGURE 18 below. This process as described below takes place within 

the transaction engine 205 of the trust engine 110. Because no authentication or other cryptographic operations are 

needed to execute trust arbitrage (other than those required for the SSL communication between the transaction 

engine 205 and other components), the process may be performed outside the authentication engine 215. However, as 

will be discussed below, any reevaluation of authentication data or other cryptographic or authentication events will 

25 require the transaction engine 205 to resubmit the appropriate data to the authentication engine 215. Those of skill in 

the art will recognize that the trust arbitrage process could alternately be structured to take place partially or entirely 

within the authentication engine 215 itself. 

As mentioned above, trust arbitrage is a process where the trust engine 110 mediates a negotiation between 

the vendor and user in an attempt to secure a positive authentication where appropriate. As shown in STEP 1805, the 

30 transaction engine 205 first determines whether or not the current situation is appropriate for trust arbitrage. This 

may be determined based upon the circumstances of the authentication, e.g. whether this authentication has already 

been through multiple cycles of arbitrage, as well as upon the preferences of either the vendor or user, as will be 

discussed further below. 

In such circumstances where arbitrage is not possible, the process proceeds to STEP 1810 where the 

35 transaction engine 205 generates a negative authentication and then inserts it into the authentication results which 

-45-

EX1024, Page 831



WO 01/22650 PCT/US00/25796 

are sent to the vendor in STEP 1055 (see FIGURE 10). One limit which may be advantageously used to prevent 

authentications from pending indefinitely is to set a time-out period from the initial authentication request. In this 

way, any transaction which is not positively authenticated within the time limit is denied further arbitrage and 

negatively authenticated. Those of skill in the art will recognize that such a time limit may vary depending upon the 

5 circumstances of the transaction and the desires of the user and vendor. Limitations may also be placed upon the 

number of attempts that may be made at providing a successful authentication. Such limitations may be handled by 

an attempt limiter 535 as shown in FIGURE 5. 

If arbitrage is not prohibited in STEP 1805, the transaction engine 205 will then engage in negotiation with 

one or both of the transacting parties. The transaction engine 205 may send a message to the user requesting some 

10 form of additional authentication in order to boost the authentication confidence level produced as shown in STEP 

1820. In the simplest form, this may simply indicates that authentication was insufficient. A request to produce one 

or more additional authentication instances to improve the overall confidence level of the authentication may also be 

sent. 

If the user provides some additional authentication instances in STEP 1825, then the transaction engine 205 

15 adds these authentication instances to the authentication data for the transaction and forwards it to the 

authentication engine 215 as shown in STEP 1015 (see FIGURE 10), and the authentication is reevaluated based upon 

both the pre-existing authentication instances for this transaction and the newly provided authentication instances. 

An additional type of authentication may be a request from the trust engine 110 to make some form of 

person-to-person contact between the trust engine 110 operator (or a trusted associate) and the user, for example, by 

20 phone call. This phone call or other non-computer authentication can be used to provide personal contact with the 

individual and also to conduct some form of questionnaire based authentication. This also may give the opportunity to 

verify an originating telephone number and potentially a voice analysis of the user when he calls in. Even if no 

additional authentication data can be provided, the additional context associated with the user's phone number may 

improve the reliability of the authentication context. Any revised data or circumstances based upon this phone call are 

25 fed into the trust engine 110 for use in consideration of the authentication request. 

Additionally, in STEP 1820 the trust engine 110 may provide an opportunity for the user to purchase 

insurance, effectively buying a more confident authentication. The operator of the trust engine 110 may, at times, 

only want to make such an option available if the confidence level of the authentication is above a certain threshold to 

begin with. In effect, this user side insurance is a way for the trust engine 110 to vouch for the user when the 

30 authentication meets the normal required trust level of the trust engine 110 for authentication, but does not meet the 

required trust level of the vendor for this transaction. In this way, the user may still successfully authenticate to a 

very high level as may be required by the vendor, even though he only has authentication instances which produce 

confidence sufficient for the trust engine 110. 

This function of the trust engine 110 allows the trust engine 110 to vouch for someone who is authenticated 

35 to the satisfaction of the trust engine 110, but not of the vendor. This is analogous to the function performed by a 
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notary in adding his signature to a document in order to indicate to someone reading the document at a later time that 

the person whose signature appears an the document is in fact the person who signed it. The signature of the notary 

testifies to the act of signing by the user. In the same way, the trust engine is providing an indication that the person 

transacting is who they say they are. 

5 However, because the trust engine 110 is artificially boosting the level of confidence provided by the user, 

there is a greater risk to the trust engine 110 operator, since the user is not actually meeting the required trust level of 

the vendor. The cost of the insurance is designed to offset the risk of a false positive authentication to the trust 

engine 110 (who may be effectively notarizing the authentications of the user). The user pays the trust engine 110 

operator to take the risk of authenticating to a higher level of confidence than has actually been provided. 

10 Because such an insurance system allows someone to effectively buy a higher confidence rating from the 

trust engine 110, both vendors and users may wish to prevent the use of user side insurance in certain transactions. 

Vendors may wish to limit positive authentications to circumstances where they know that actual authentication data 

supports the degree of confidence which they require and so may indicate to the trust engine 110 that user side 

insurance is not to be allowed. Similarly, to protect his online identity, a user may wish to prevent the use of user side 

15 insurance on his account, or may wish to limit its use to situations where the authentication confidence level without 

the insurance is higher than a certain limit. This may be used as a security measure to prevent someone from 

overhearing a password or stealing a smart card and using them to falsely authenticate to a low level of confidence, 

and then purchasing insurance to produce a very high level of (false) confidence. These factors may be evaluated in 

determining whether user side insurance is allowed. 

20 If user purchases insurance in STEP 1840, then the authentication confidence level is adjusted based upon 

the insurance purchased in STEP 1845, and the authentication confidence level and required trust level are again 

compared in STEP 1730 (see FIGURE 17). The process continues from there, and may lead to either a positive 

authentication in STEP 1740 (see FIGURE 17), or back into the trust arbitrage process in STEP 1750 for either further 

arbitrage (if allowed) or a negative authentication in STEP 1810 if further arbitrage is prohibited. 

25 In addition to sending a message to the user in STEP 1 B20, the transaction engine 205 may also send a 

message to the vendor in STEP 1830 which indicates that a pending authentication is currently below the required 

trust level. The message may also offer various options on how to proceed to the vendor. One of these options is to 

simply inform the vendor of what the current authentication confidence level is and ask if the vendor wishes to 

maintain their current unfulfilled required trust level. This may be beneficial because in some cases, the vendor may 

30 have independent means for authenticating the transaction or may have been using a default set of requirements which 

generally result in a higher required level being initially specified than is actually needed for the particular transaction 

at hand. 

For instance, it may be standard practice that all incoming purchase order transactions with the vendor are 

expected to meet a 98% trust level. However, if an order was recently discussed by phone between the vendor and a 

35 long-standing customer, and immediately thereafter the transaction is authenticated, but only to a 93% confidence 
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level, the vendor may wish to simply lower the acceptance threshold for this transaction, because the phone call 

effectively provides additional authentication to the vendor. In certain circumstances, the vendor may be willing to 

lower their required trust level, but not all the way to the level of the current authentication confidence. For instance, 

the vendor in the above example might consider that the phone call prior to the order might merit a 4% reduction in the 

5 degree of trust needed; however, this is still greater than the 93% confidence produced by the user. 

If the vendor does adjust their required trust level in STEP 1835, then the authentication confidence level 

produced by the authentication and the required trust level are compared in STEP 1730 (see FIGURE 17). If the 

confidence level now exceeds the required trust level, a positive authentication may be generated in the transaction 

engine 205 in STEP 1740 (see FIGURE 17). If not, further arbitrage may be attempted as discussed above if it is 

10 permitted. 

In addition to requesting an adjustment to the required trust level, the transaction engine 205 may also offer 

vendor side insurance to the vendor requesting the authentication. This insurance serves a similar purpose to that 

described above for the user side insurance. Here, however, rather than the cost corresponding to the risk being taken 

by the trust engine 110 in authenticating above the actual authentication confidence level produced, the cost of the 

15 insurance corresponds to the risk being taken by the vendor in accepting a lower trust level in the authentication. 

Instead of just lowering their actual required trust level, the vendor has the option of purchasing insurance to 

protect itself from the additional risk associated with a lower level of trust in the authentication of the user. As 

described above, it may be advantageous for the vendor to only consider purchasing such insurance to cover the trust 

gap in conditions where the existing authentication is already above a certain threshold. 

20 The availability of such vendor side insurance allows the vendor the option to either: lower his trust 

requirement directly at no additional cost to himself, bearing the risk of a false authentication himself (based on the 

lower trust level required); or, buying insurance for the trust gap between the authentication confidence level and his 

requirement, with the trust engine 110 operator bearing the risk of the lower confidence level which has been 

provided. By purchasing the insurance, the vendor effectively keeps his high trust level requirement, because the risk 

25 of a false authentication is shifted to the trust engine 110 operator. 

If the vendor purchases insurance in STEP 1840, the authentication confidence level and required trust levels 

are compared in STEP 1730 (see FIGURE 17), and the process continues as described above. 

Note that it is also possible that both the user and the vendor respond to messages from the trust engine 

110. Those of skill in the art will recognize that there are multiple ways in which such situations can be handled. One 

30 advantageous mode of handling the possibility of multiple responses is simply to treat the responses in a first-come, 

first- served manner. For example, if the vendor responds with a lowered required trust level and immediately 

thereafter the user also purchases insurance to raise his authentication level, the authentication is first reevaluated 

based upon the lowered trust requirement from the vendor. If the authentication is now positive, the user's insurance 

purchase is ignored. In another advantageous mode of operation, the user might only be charged for the level of 
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insurance required to meet the new, lowered trust requirement of the vendor (if a trust gap remained even with the 

lowered vendor trust requirement). 

If no response from either party is received during the trust arbitrage process at STEP 1850 within the time 

limit set for the authentication, the arbitrage is reevaluated in STEP 1805. This effectively begins the arbitrage 

5 process again. If the time limit was final or other circumstances prevent further arbitrage in STEP 1805, a negative 

authentication is generated by the transaction engine 205 in STEP 1810 and returned to the vendor in STEP 1055 (see 

FIGURE 10). If not, new messages may be sent to the user and vendor, and the process may be repeated as desired. 

Note that for certain types of transactions, for instance, digitally signing documents which are not part of a 

transaction, there may not necessarily be a vendor or other third party; therefore the transaction is primarily between 

10 the user and the trust engine 110. In circumstances such as these, the trust engine 110 will have its own required 

trust level which must be satisfied in order to generate a positive authentication. However, in such circumstances, it 

will often not be desirable for the trust engine 110 to offer insurance to the user in order for him to raise the 

confidence of his own signature. 

The process described above and shown in FIGURES 16 - 18 may be carried out using various 

15 communications modes as described above with reference to the trust engine 110. For instance, the messages may be 

web-based and sent using SSL connections between the trust engine 110 and applets downloaded in real time to 

browsers running on the user or vendor systems. In an alternate mode of operation, certain dedicated applications may 

be in use by the user and vendor which facilitate such arbitrage and insurance transactions. In another alternate mode 

of operation, secure email operations may be used to mediate the arbitrage described above, thereby allowing deferred 

20 evaluations and batch processing of authentications. Those of skill in the art will recognize that different 

communications modes may be used as are appropriate for the circumstances and authentication requirements of the 

vendor. 

The following description with reference to FIGURE 19 describes a sample transaction which integrates the 

various aspects of the present invention as described above. This example illustrates the overall process between a 

25 user and a vendor as mediates by the trust engine 110. Although the various steps and components as described in 

detail above may be used to carry out the following transaction, the process illustrated focuses on the interaction 

between the trust engine 110, user and vendor. 

The transaction begins when the user, while viewing web pages online, fills out an order form on the web 

site of the vendor in STEP 1900. The user wishes to submit this order form to the vendor, signed with his digital 

30 signature. In order to do this, the user submits the order form with his request for a signature to the trust engine 110 

in STEP 1905. The user will also provide authentication data which will be used as described above to authenticate 

his identity. 

In STEP 1910 the authentication data is compared to the enrollment data by the trust engine 110 as 

discussed above, and if a positive authentication is produced, the hash of the order form, signed with the private key 

35 of the user, is forwarded to the vendor along with the order form itself. 
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The vendor receives the signed form in STEP 1915, and then the vendor will generate an invoice or other 

contract related to the purchase to be made in STEP 1920. This contract is sent back to the user with a request for a 

signature in STEP 1925. The vendor also sends an authentication request for this contract transaction to the trust 

engine 110 in STEP 1930 including a hash of the contract which will be signed by both parties. To allow the contract 

5 to be digitally signed by both parties, the vendor also includes authentication data for itself so that the vendor's 

signature upon the contract can later be verified if necessary. 

As discussed above, the trust engine 110 then verifies the authentication data provided by the vendor to 

confirm the vendor's identity, and if the data produces a positive authentication in STEP 1935, continues with STEP 

1955 when the data is received from the user. If the vendor's authentication data does not match the enrollment data 

10 of the vendor to the desired degree, a message is returned to the vendor requesting further authentication. Trust 

arbitrage may be performed here if necessary, as described above, in order for the vendor to successfully authenticate 

itself to the trust engine 110. 

When the user receives the contract in STEP 1940, he reviews it, generates authentication data to sign it if 

it is acceptable in STEP 1945, and then sends a hash of the contract and his authentication data to the trust engine 

15 110 in STEP 1950. The trust engine 110 verifies the authentication data in STEP 1955 and if the authentication is 

good, proceeds to process the contract as described below. As discussed above with reference to FIGURES 17 and 

18, trust arbitrage may be performed as appropriate to close any trust gap which exists between the authentication 

confidence level and the required authentication level for the transaction. 

The trust engine 110 signs the hash of the contract with the user's private key, and sends this signed hash 

20 to the vendor in STEP 1960, signing the complete message on its own behalf, i.e. including a hash of the complete 

message (including the user's signature) encrypted with the private key 510 of the trust engine 110. This message is 

received by the vendor in STEP 1965. The message represents a signed contract (hash of contract encrypted using 

user's private key) and a receipt from the trust engine 110 (the hash of the message including the signed contract, 

encrypted using the trust engine 110's private key). 

25 The trust engine 110 similarly prepares a hash of the contract with the vendor's private key in STEP 1970, 

and forwards this to the user, signed by the trust engine 110. In this way, the user also receives a copy of the 

contract, signed by the vendor, as well as a receipt, signed by the trust engine 110, for delivery of the signed contract 

in STEP 1975. 

In addition to the foregoing, an additional aspect of the invention provides a cryptographic Service Provider 

30 Module (SPM) which may be available to a client side application as a means to access functions provided by the trust 

engine 110 described above. One advantageous way to provide such a service is for the cryptographic SPM is to 

mediate communications between a third party Application Programming Interface (API) and a trust engine 110 which 

is accessible via a network or other remote connection. A sample cryptographic SPM is described below with 

reference to FIGURE 20. 
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For example, on a typical system, a number of API's are available to programmers. Each API provides a set 

of function calls which may be made by an application 2000 running upon the system. Examples of API's which 

provide programming interfaces suitable for cryptographic functions, authentication functions, and other security 

function include the Cryptographic API (CAPI) 2010 provided by Microsoft with its Windows operating systems, and 

5 the Common Data Security Architecture (COSA), sponsored by IBM, Intel and other members of the Open Group. CAPI 

will be used as an exemplary security API in the discussion that follows. However, the cryptographic SPM described 

could be used with COSA or other security API's as are known in the art. 

This API is used by a user system 105 or vendor system 120 when a call is made for a cryptographic 

function. Included among these functions may be requests associated with performing various cryptographic 

10 operations, such as encrypting a document with a particular key, signing a document, requesting a digital certificate, 

verifying a signature upon a signed document, and such other cryptographic functions as are described above or known 

to those of skill in the art. 

Such cryptographic functions are normally performed locally to the system upon which CAPI 2010 is located. 

This is because generally the functions called require the use of either resources of the local user system 105, such as 

15 a fingerprint reader, or software functions which are programmed using libraries which are executed on the local 

machine. Access to these local resources is normally provided by one or more Service Provider Modules (SPM's) 2015, 

2020 as referred to above which provide resources with which the cryptographic functions are carried out. Such 

SPM's may include software libraries 2015 to perform encrypting or decrypting operations, or drivers and applications 

2020 which are capable of accessing specialized hardware 2025, such as biometric scanning devices. In much the 

20 way that CAPI 2010 provides functions which may be used by an application 2000 of the system 105, the SPM's 

2015, 2020 provide CAPI with access to the lower level functions and resources associated with the available 

services upon the system. 

In accordance with the invention, it is possible to provide a cryptographic SPM 2030 which is capable of 

accessing the cryptographic functions provided by the trust engine 110 and making these functions available to an 

25 application 2000 through CAPI 2010. Unlike embodiments where CAPI 2010 is only able to access resources which 

are locally available through SPM's 2015, 2020, a cryptographic SPM 2030 as described herein would be able to 

submit requests for cryptographic operations to a remotely-located, network-accessible trust engine 110 in order to 

perform the operations desired. 

For instance, if an application 2000 has a need for a cryptographic operation, such as signing a document, 

30 the application 2000 makes a function call to the appropriate CAPI 2010 function. CAPI 2010 in turn will execute this 

function, making use of the resources which are made available to it by the SPM's 2015, 2020 and the cryptographic 

SPM 2030. In the case of a digital signature function, the cryptographic SPM 2030 will generate an appropriate 

request which will be sent to the trust engine 110 across the communication link 125. 

The operations which occur between the cryptographic SPM 2030 and the trust engine 110 are the same 

35 operations that would be possible between any other system and the trust engine 110. However, these functions are 
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effectively made available to a user system 105 through CAPI 2010 such that they appear to be locally available upon 

the user system 105 itself. However, unlike ordinary SPM's 2015, 2020, the functions are being carried out on the 

remote trust engine 110 and the results relayed to the cryptographic SPM 2030 in response to appropriate requests 

across the communication link 125. 

5 This cryptographic SPM 2030 makes a number of operations available to the user system 105 or a vendor 

system 120 which might not otherwise he available. These functions include without limitation: encryption and 

decryption of documents; issuance of digital certificates; digital signing of documents; verification of digital signatures; 

and such other operations as will be apparent to those of skill in the art. 

Additionally, other combinations, admissions, substitutions and modifications will be apparent to the skilled 

10 artisan in view of the disclosure herein. Accordingly, the present invention is not intended to be limited by the reaction 

of the preferred embodiments but is to he defined by a reference to the appended claims. 
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WHAT IS CLAIMED IS: 

1. A remotely accessible secure cryptographic system for storing a plurality of private cryptographic 

keys to be associated with a plurality of users, wherein the cryptographic system associates each of the plurality of 

users with one or more different keys from the plurality of private cryptographic keys and performs cryptographic 

5 functions for each user using the associated one or more different keys without releasing the plurality of private 

cryptographic keys to the users, the cryptographic system comprising: 

a depository system having at least one server which stores a plurality of private cryptographic 

keys and a plurality of enrollment authentication data, wherein each enrollment authentication data identifies 

one of multiple users and each of the multiple users is associated with one or more different keys from the 

10 plurality of private cryptographic keys; 

an authentication engine which compares authentication data received by one of the multiple users 

to enrollment authentication data corresponding to the one of multiple users and received from the depository 

system, thereby producing an authentication result; 

a cryptographic engine which, when the authentication result indicates proper identification of the 

15 one of the multiple users, performs cryptographic functions on behalf of the one of the multiple users using 

the associated one or more different keys received from the depository system; and 

a transaction engine connected to route data from the multiple users to the depository server 

system, the authentication engine, and the cryptographic engine. 

2. A remotely accessible secure cryptographic system, comprising: 

20 a depository system having at least one server which stores at least one private key and a plurality 

of enrollment authentication data, wherein each enrollment authentication data identifies one of multiple 

users; 

an authentication engine which compares authentication data received by one of the multiple users 

to enrollment authentication data corresponding to the one of multiple users and received from the depository 

25 system, thereby producing an authentication result; 

a cryptographic engine which, when the authentication result indicates proper identification of the 

one of the multiple users, performs cryptographic functions on behalf of the one of the multiple users using 

at least said private key received from the depository system; and 

a transaction engine connected to route data from the multiple users to the depository server 

30 system, the authentication engine, and the cryptographic engine. 

3. The cryptographic system of Claim 2, wherein the depository system further comprises a plurality 

of data storage facilities, each data storage facility having at least one server storing a substantially randomized 

portion of the private key and a substantially randomized portion of the plurality of enrollment authentication data. 

4. The cryptographic system of Claim 3, wherein each substantially randomized portion is individually 

35 undecipherable. 
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5. The cryptographic system of Claim 2, wherein the enrollment authentication data includes 

biometric data. 

6. The cryptographic system of Claim 5, wherein the biometric data includes finger print patterns. 

7. The cryptographic system of Claim 2, wherein the at least one private key corresponds to the 

5 secure cryptographic system. 

8. The cryptographic system of Claim 2, wherein the at least one private key corresponds to the one 

of the multiple users. 

9. The trust engine of Claim 2, wherein the cryptographic functions comprise one of digital signing, 

encryption, and decryption. 

10 10. A method of facilitating cryptographic functions, the method comprising: 

associating a user from multiple users with one or more keys from a plurality of private 

cryptographic keys stored on a secure server, 

receiving authentication data from the user; 

comparing the authentication data to authentication data corresponding to the user, thereby 

15 verifying the identity of the user; and 

utilizing the one or more keys to perform cryptographic functions without releasing the one or more 

keys to the user. 

11. The method of Claim 10, wherein the authentication data corresponding to the user was acquired 

prior to the step of receiving authentication data from the user. 

20 12. The method of Claim 10, further comprising receiving a hash of a message or document. 

13. The method of Claim 12, further comprising archiving the hash. 

14. An authentication system for uniquely identifying a user through secure storage of the user's 

enrollment authentication data, the authentication system comprising: 

a plurality of data storage facilities, wherein each data storage facility includes a computer 

25 accessible storage medium which stores one of portions of enrollment authentication data; and 

an authentication engine which communicates with the plurality of data storage facilities and 

comprises 

a data splitting module which operates on the enrollment authentication data to create 

portions, 

30 a data assembling module which processes the portions from at least two of the data 

storage facilities to assemble the enrollment authentication data, and 

a data comparator module which receives current authentication data from a user and 

compares the current authentication data with the assembled enrollment authentication data to 

determine whether the user has been uniquely identified. 

35 15. The authentication system of Claim 14, wherein the portions are not individually decipherable. 

-54-

EX1024, Page 840



WO 01/22650 PCT/US00/25796 

16. The authentication system of Claim 14, wherein the each data storage facility is logically 

separated from any other data storage facility. 

17. The authentication system of Claim 14, wherein the each data storage facility is physically 

separated from any other data storage facility. 

5 18. The authentication system of Claim 14, further comprising a cryptographic engine which, upon the 

unique identification of the user by the authentication engine, provides cryptographic functionality to the user. 

19. The authentication system of Claim 14, wherein the plurality of data storage facilities comprises at 

least one secure server. 

20. The authentication system of Claim 14, wherein unique identification of the user by the 

10 authentication engine provides the user authorization to gain access to or to operate one or more systems. 

21. The authentication system of Claim 20, wherein the one or more systems include one or more 

electronic devices. 

22. The authentication system of Claim 20, wherein the one or more systems include one or more 

computer software systems. 

15 23. The authentication system of Claim 20, wherein the one or more systems include one or more 

consumer electronics. 

24. The authentication system of Claim 23, wherein the one or more consumer electronics includes a 

cellular phone. 

25. The authentication system of Claim 20, wherein the one or more systems include one or more 

20 cryptographic systems. 

26. The authentication system of Claim 20, wherein the one or more systems include one or more 

physical locations. 

27. The authentication system of Claim 14, wherein at least one of the data storage facilities stores at 

least some of sensitive data, wherein the at least one of the data storage facilities serves the sensitive data when the 

25 authentication engine indicates that the user has been uniquely identified. 

28. The authentication system of Claim 14, further comprising a data vault which stores sensitive 

data, wherein the data vault serves the sensitive data when the authentication engine indicates that the user has been 

uniquely identified. 

29. The authentication system of Claim 14, wherein the authentication system outputs an indication of 

30 whether the user has been uniquely identified. 

30. A cryptographic system, comprising: 

a plurality of data storage facilities, wherein each data storage facility includes a computer 

accessible storage medium which stores one of portions of cryptographic keys; and 

a cryptographic engine which communicates with the plurality of data storage facilities and 

35 comprises 
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a data splitting module which operate on the cryptographic keys to create portions, 

a data assembling module which processes the portions from at least two of the data 

storage facilities to assemble the cryptographic keys, and 

a cryptographic handling module which receives the assembled cryptographic keys and 

5 performs cryptographic functions therewith. 

31. The cryptographic system of Claim 30, wherein the portions are not individually decipherable. 

32. The cryptographic system of Claim 30, wherein the each data storage facility is logically separated 

from any other data storage facility. 

33. The cryptographic system of Claim 30, wherein the each data storage facility is physically 

10 separated from any other data storage facility. 

34. The cryptographic system of Claim 30, further comprising an authentication engine which, before 

the cryptographic functionality may be employed an behalf of a user, uniquely identifies the user. 

35. The cryptographic system of Claim 30, wherein the plurality of data storage facilities comprises at 

least one secure server. 

15 36. A method of staring authentication data in geographically remote secure data storage facilities 

thereby protecting the authentication data against comprise of any individual data storage facility, the method 

comprising: 

receiving authentication data at a trust engine; 

combining at the trust engine the authentication data with a first substantially random value to 

20 form a first combined value; 

combining the authentication data with a second substantially random value to form a second 

combined value; 

creating a first pairing of the first substantially random value with the second combined value; 

creating a second pairing of the first substantially random value with the second substantially 

25 random value; 

storing the first pairing in a first secure data storage facility; and 

storing the second pairing in a second secure data storage facility remote from the first secure data 

storage facility. 

37. A method of storing authentication data comprising: 

30 receiving authentication data; 

combining the authentication data with a first set of bits to form a second set of bits; 

combining the authentication data with a third set of bits to form a fourth set of bits; 

creating a first pairing of the first set of bits with the third set of bits; 

creating a second pairing of the first set of bits with the fourth set of bits; 

35 storing one of the first and second pairings in a first computer accessible storage medium; and 

-56-

EX1024, Page 842



WO 01/22650 PCT/US00/25796 

storing the other of the first and second pairings in a second computer accessible storage medium. 

38. The method of Claim 37, wherein at least one of the first and second computer accessible storage 

mediums comprises at least one server. 

39. The method of Claim 37, wherein the first computer accessible storage medium is geographically 

5 remote from the second computer accessible storage medium. 

40. The method of Claim 37, wherein the matching of one of the first and second pairings with one of 

the first and second computer accessible storage mediums is substantially random. 

41. The method of Claim 37, wherein at least one of the first and third sets of bits are substantially 

random. 

10 42. The method of Claim 37, wherein at least one of the first and third sets of bits comprises a bit 

length equal to a bit length of the sensitive data. 

43. The method of Claim 37, wherein both the first and second pairings are needed to reassemble the 

data. 

44. The method of Claim 37, further comprising: 

15 creating a third pairing of the second set of bits with the third set of bits; 

creating a fourth pairing of the second set of bits with the fourth set of bits; 

storing one of the third and fourth pairings in a third computer accessible storage medium; and 

storing the other of the third and fourth pairings in a fourth computer accessible storage medium. 

45. A method of storing cryptographic data in geographically remote secure data storage facilities 

20 thereby protecting the cryptographic data against comprise of any individual data storage facility, the method 

comprising: 

receiving cryptographic data at a trust engine; 

combining at the trust engine the cryptographic data with a first substantially random value to 

form a first combined value; 

25 combining the cryptographic data with a second substantially random value to form a second 

combined value; 

creating a first pairing of the first substantially random value with the second combined value; 

creating a second pairing of the first substantially random value with the second substantially 

random value; 

30 storing the first pairing in a first secure data storage facility; and 

storing the second pairing in a secure second data storage facility remote from the first secure data 

storage facility. 

46. A method of storing cryptographic data comprising: 

receiving authentication data; 

35 combining the cryptographic data with a first set of bits to form a second set of bits; 
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combining the cryptographic data with a third set of bits to form a fourth set of bits; 

creating a first pairing of the first set of bits with the third set of bits; 

creating a second pairing of the first set of bits with the fourth set of bits; 

storing one of the first and second pairings in a first computer accessible storage medium; and 

5 storing the other of the first and second pairings in a second computer accessible storage medium. 

47. The method of Claim 46, wherein at least one of the first and second computer accessible storage 

mediums comprises at least one server. 

48. The method of Claim 46, wherein the first computer accessible storage medium is geographically 

remote from the second computer accessible storage medium. 

10 49. The method of Claim 46, wherein the matching of one of the first and second pairings with one of 

the first and second computer accessible storage mediums is substantially random. 

50. The method of Claim 46, wherein at least one of the first and third sets of bits are substantially 

random. 

51. The method of Claim 46, wherein at least one of the first and third sets of bits comprises a bit 

15 length equal to a hit length of the sensitive data. 

52. The method of Claim 46, wherein both the first and second pairings are needed to reassemble the 

cryptographic data. 

53. The method of Claim 46, further comprising: 

creating a third pairing of the second set of bits with the third set of bits; 

20 creating a fourth pairing of the second set of bits with the fourth set of bits; 

storing one of the third and fourth pairings in a third computer accessible storage medium; and 

storing the other of the third and fourth pairings in a fourth computer accessible storage medium. 

54. A method of handling sensitive data in a cryptographic system, wherein the sensitive data exists in 

a useable form only during actions employing the sensitive data, the method comprising: 

25 receiving in a software module, substantially randomized sensitive data from a first computer 

accessible storage medium; 

receiving in the software module, substantially randomized data from a second computer accessible 

storage medium, 

processing the substantially randomized sensitive data and the substantially randomized data in the 

30 software module to assemble the sensitive data; and 

employing the sensitive data in a software engine to perform an action, wherein the action includes 

one of authenticating a user and performing a cryptographic function. 

55. The method of Claim 54, further comprising destroying the sensitive data after completion of the 

action. 
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56. The method of Claim 54, wherein the sensitive data includes one of user biometric data and 

cryptographic key data. 

57. The method of Claim 54, wherein at least one of the first and second computer accessible storage 

mediums comprise a secure server. 

5 58. The method of Claim 54, wherein the software module comprises a data assembling module and 

the software engine comprises one of an authentication engine and a cryptographic engine. 

59. A secure authentication system, comprising: 

a plurality of authentication engines, wherein each authentication engine receives enrollment 

authentication data designed to uniquely identify a user to a degree of certainty, each authentication engine 

10 receives current authentication data to compare to the enrollment authentication data, and wherein each 

authentication engine determines an authentication result; and 

a redundancy system which receives the authentication result of at least two of the authentication 

engines and determines whether the user has been uniquely identified. 

60. The secure authentication system of Claim 59, wherein the redundancy system determines 

15 whether the user has been uniquely identified by following the majority of the authentication results. 

61. The secure authentication system of Claim 59, wherein the redundancy system determines 

whether the user has been uniquely identified by requiring the authentication results to be unanimously positive before 

issuing a positive identification. 

62. The secure authentication system of Claim 59, wherein the redundancy system includes a plurality 

20 of redundancy modules, and the secure authentication system further comprises: 

a plurality of geographically remote trust engines, each trust engine having one of the plurality of 

authentication engines and one of the redundancy modules, 

wherein the redundancy module for at least one of the plurality of trust engines determines 

whether the user has been uniquely identified using the authentication results from ones of the 

25 authentication engines associated with the other trust engines and without using the authentication results 

from the at least one trust engine. 

63. The secure authentication system of Claim 62, wherein each of the plurality of trust engines 

includes a depository having a computer accessible storage medium which stores a substantially randomized portion of 

the enrollment authentication data and wherein each depository forwards the substantially randomized portion of the 

30 enrollment authentication data to the plurality of authentication engines. 

64. The secure authentication system of Claim 62, wherein the determination of whether the user has 

been uniquely identified corresponds to the one of the redundancy modules to first determine a result. 

65. A trust engine system for facilitating authentication of a user, the trust engine system comprising: 

a first trust engine comprising a first depository, wherein the first depository includes a computer 

35 accessible storage medium which stores portions of enrollment authentication data; 
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a second trust engine located at a different geographic location than the first trust engine and 

comprising 

a second depository having a computer accessible storage medium which stores portions 

of enrollment authentication data, 

5 an authentication engine communicating with the first and second depositories and which 

assembles at least two portions of enrollment authentication data into a usable form, and 

a transaction engine communicating with the first and second depositories and the 

authentication engine, 

wherein when the second trust engine is determined to be available to execute a transaction, the 

10 transaction engine receives authentication data from a user and forwards a request for the portions of 

enrollment authentication data to the first and second depositories, and wherein the authentication engine 

receives the authentication data from the transaction engine and the,, portions of the enrollment 

authentication data from the first and second depositories, and determines an authentication result. 

66. The trust engine system of Claim 65, wherein the determination of whether the second trust engine 

15 is available to execute the transaction includes a determination of whether the second trust engine is within 

geographic proximity to the user. 

67. The trust engine system of Claim 65, wherein the determination of whether the second trust engine 

is available to execute the transaction includes a determination of whether the second trust engine is currently 

servicing a light system load. 

20 68. The trust engine system of Claim 65, wherein the determination of whether the second trust engine 

is available to execute the transaction includes a determination of whether the second trust engine is currently 

scheduled for maintenance. 

69. The trust engine system of Claim 65, wherein the first and second trust engines are determined to 

be available, and an authentication result for the trust engine system follows the first of the first and second trust 

25 engines to produce the authentication result. 
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FIG. 9A 
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METHOD AND SYSTEM OF SECURITY LOCATION DISCRIMINATION 

FIELD OF THE INVENTION 

The invention relates generally to computer systems, 

5 and more particularly to an improved security model for 

computer systems. 

BACKGROUND OF THE INVENTION 

Current computer security systems determine a user's 

10 access to network resources based on permissions granted 

according to the user's credentials. This user- centric 

model provides a great deal of flexibility for the 

increasingly mobile/remote user population. For example, 

remote access servers and Internet connectivity allow a 

15 user to transparently access corporate resources from 

virtually anywhere. 

While this flexibility provides advantages to both 

the user and the owner of the network, ( e.g., a corporate 

enterprise), such increased availability and easy 

20 connectivity inherently elevates the risk of unauthorized 

access. Although encrypted network communication 

prevents wire eavesdropping, allowing remote access to 

sensitive corporate resources still has an intrinsic 

risk. Indeed, regardless of how protected the resources 

25 ( such as files) are when they are transmitted, there is 

still likely to be a subset of sensitive corporate 

resources that the company does not want authorized users 

to be accessing from just anywhere. 

For example, a laptop-computer user may 

30 inadvertently display highly confidential corporate 

strategy to unintended viewers, such as when working on 

an airplane. New, wider-angle laptop screens make it 

even more difficult to prevent other passengers from 

peering at the monitor contents. Similarly, with the 
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escalating population of mobile users, the theft or loss 

of a notebook computer increasingly threatens the 

security of sensitive corporate data. A user's account 

and password also may be stolen, particularly if 

5 maintained on a stolen laptop. As long as the user has 

the proper credentials, existing security mechanisms make 

it simple to remotely download files and perform other 

remote actions, thus contributing to these and other 

security risks. 

10 In short, remote access servers ( RAS) and Internet 

connectivity enable users to access corporate resources 

from virtually any location. However, certain locations 

(particularly remote locations) are less secure than 

others. For example, because of portability and 

15 increased access, files downloaded to a laptop computer 

are easier to steal than files on a desktop machine in a 

corporate office. Similarly, unauthorized persons may 

obtain user accounts and passwords, whereby it is most 

likely that they will attempt to access corporate 

20 resources from a remote location. 

SLW4ARY OF THE INVENTION 

Briefly, the present invention provides an improved 

computer network security system and method wherein 

25 access to network resources is based on information that 

includes the location of the connecting user. 

Ordinarily, the less trusted the location of the user, 

the more the access rights assigned to the user are 

restricted. A discrimination mechanism determines the 

30 location of a user with respect to categories of a 

security policy, such as to distinguish local users, 

intranet users and dial-up users from one another. A 

security provider establishes the access rights of the 

user such as by setting up an access token for the user 
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based on information including the location and the 

user's credentials. An enforcement mechanism uses the 

access rights set up for the user to determine whether to 

grant or deny accesses to resources. The location-based 

5 access rights may be restricted with respect to the 

user's normal access rights in accordance with the 

security policy. For example, the processes of a local 

user may not be restricted beyond the user-based security 

information in the user's normal access token, while the 

10 same user connecting via a dial-up connection will have 

restricted processes. Preferable, restricted tokens are 

used to implement the location-based discrimination by 

restricting the access of users connecting from less 

trusted locations. 

15 Other objects and advantages will become apparent 

from the following detailed description when taken in 

conjunction with the drawings, in which: 

BRIEF DESCRIPTION OF THE DRAWINGS  

20 FIGURE 1 is a block diagram representing a computer 

system into which the present invention may be 

incorporated; 

FIG. 2 is a block diagram generally representing 

virtual locations from which a user may connect to a 

25 network; 

FIG. 3 is a flow diagram representing the general 

steps taken to determine the user's location and access 

level of a user based on that location in accordance with 

one aspect of the present invention; 

30 FIG. 4 is a block diagram generally representing the 

various components for establishing user access based on 

location information in accordance with one aspect of the 

present invention; 
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FIGS. 5 - 6 comprise a flow diagram representing the 

general steps taken to determine a user's level of trust 

based on location information in accordance with one 

aspect of the present invention; 

5 FIG. 7 is a block diagram generally representing a 

mechanism determining a user's access rights in 

accordance with an aspect of the present invention; 

FIG. 8 is a block diagram generally representing the 

creation of a restricted token from an existing token in 

10 accordance with one aspect of the present invention; 

FIG. 9 is a block diagram generally representing the 

various components for determining whether a process may 

access a resource; 

FIGS. 10 - 11 comprise a flow diagram representing 

15 the general steps taken to create a restricted token from 

an existing token in accordance with one aspect of the 

present invention; 

FIG. 12 is a block diagram generally representing a 

process having a restricted token associated therewith 

20 attempting to access a resource in accordance with one 

aspect of the present invention; 

FIG. 13 is a block diagram generally representing 

the logic for determining access to an object of a 

process having a restricted token associated therewith in 

25 accordance with an aspect of the present invention; 

FIG. 14 is a flow diagram representing the general 

steps taken when determining whether to grant a process 

access to a resource in accordance with an aspect of the 

present invention; 

30 FIG. 15 is a diagram representing the communication 

between a client a server in a challenge - response 

authentication protocol; 

FIG. 16 is a block diagram representing the creation 

of a restricted token based on authentication credentials 
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and location discrimination in accordance with one aspect 

of the present invention; 

FIG. 17 is a diagram representing the communication 

for authenticating a client at a server according to the 

5 Kerboros authentication protocol; 

FIG. 18 is a block diagram representing the creation 

of a restricted token based on an authentication ticket 

and location discrimination in accordance with one aspect 

of the present invention; 

10 FIG. 19 is a diagram representing the communication 

for authenticating a client at a server according to the 

SSL protocol; and 

FIG. 20 is a block diagram representing the creation 

of a restricted token based on an authentication 

15 certificate and location discrimination in accordance 

with one aspect of the present invention. 

DETAILED DESCRIPTION 

Exemplary Operating Environment 

20 Figure 1 and the following discussion are intended 

to provide a brief general description of a suitable 

computing environment in which the invention may be 

implemented. Although not required, the invention will 

be described in the general context of computer-

25 executable instructions, such as program modules, being 

executed by a personal computer. Generally, program 

modules include routines, programs, objects, components, 

data structures and the like that perform particular 

tasks or implement particular abstract data types. 

30 Moreover, those skilled in the art will appreciate that 

the invention may be practiced with other computer system 

configurations, including hand-held devices, multi-

processor systems, microprocessor-based or programmable 

consumer electronics, network PCs, minicomputers, 

- 5 - 

EX1024, Page 871



WO 99/65207 PCTIUS99/12913 

mainframe computers and the like. The invention may also 

be practiced in distributed computing environments where 

tasks are performed by remote processing devices that are 

linked through a communications network. In a 

5 distributed computing environment, program modules may be 

located in both local and remote memory storage devices. 

With reference to FIG. 1, an exemplary system for 

implementing the invention includes a general purpose 

computing device in the form of a conventional personal 

10 computer 20 or the like, including a processing unit 21, 

a system memory 22, and a system bus 23 that couples 

various system components including the system memory to 

the processing unit 21. The system bus 23 may be any of 

several types of bus structures including a memory bus or 

15 memory controller, a peripheral bus, and a local bus 

using any of a variety of bus architectures. The system 

memory includes read-only memory ( ROM) 24 and random 

access memory ( RAM) 25. A basic input/output system 26 

(BIOS), containing the basic routines that help to 

20 transfer information between elements within the personal 

computer 20, such as during start-up, is stored in ROM 

24. The personal computer 20 may further include a hard 

disk drive 27 for reading from and writing to a hard 

disk, not shown, a magnetic disk drive 28 for reading 

25 from or writing to a removable magnetic disk 29, and an 

optical disk drive 30 for reading from or writing to a 

removable optical disk 31 such as a CD-ROM or other 

optical media. The hard disk drive 27, magnetic disk 

drive 28, and optical disk drive 30 are connected to the 

30 system bus 23 by a hard disk drive interface 32, a 

magnetic disk drive interface 33, and an optical drive 

interface 34, respectively. The drives and their 

associated computer-readable media provide non-volatile 

storage of computer readable instructions, data 
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structures, program modules and other data for the 

personal computer 20. Although the exemplary environment 

described herein employs a hard disk, a removable 

magnetic disk 29 and a removable optical disk 31, it 

5 should be appreciated by those skilled in the art that 

other types of computer readable media which can store 

data that is accessible by a computer, such as magnetic 

cassettes, flash memory cards, digital video disks, 

Bernoulli cartridges, random access memories ( RAMs), 

10 read-only memories ( ROMs) and the like may also be used 

in the exemplary operating environment. 

A number of program modules may be stored on the 

hard disk, magnetic disk 29, optical disk 31, ROM 24 or 

RAM 25, including an operating system 35 (preferably 

15 Windows NT), one or more application programs 36, other 

program modules 37 and program data 38. A user may enter 

commands and information into the personal computer 20 

through input devices such as a keyboard 40 and pointing 

device 42. Other input devices ( not shown) may include a 

20 microphone, joystick, game pad, satellite dish, scanner 

or the like. These and other input devices are often 

connected to the processing unit 21 through a serial port 

interface 46 that is coupled to the system bus, but may 

be connected by other interfaces, such as a parallel 

25 port, game port or universal serial bus ( USB). A monitor 

47 or other type of display device is also connected to 

the system bus 23 via an interface, such as a video 

adapter 48. In addition to the monitor 47, personal 

computers typically include other peripheral output 

30 devices (not shown), such as speakers and printers. 

The personal computer 20 may operate in a networked 

environment using logical connections to one or more 

remote computers, such as a remote computer 49. The 

remote computer 49 may be another personal computer, a 
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server, a router, a network PC, a peer device or other 

common network node, and typically includes many or all 

of the elements described above relative to the personal 

computer 20, although only a memory storage device 50 has 

5 been illustrated in FIG. 1. The logical connections 

depicted in FIG. 1 include a local area network ( LAN) 51 

and a wide area network (WAN) 52. Such networking 

environments are commonplace in offices, enterprise-wide 

computer networks, Intranets and the Internet. 

10 When used in a LAN networking environment, the 

personal computer 20 is connected to the local network 51 

through a network interface or adapter 53. When used in 

a WAN networking environment, the personal computer 20 

typically includes a modem 54 or other means for 

15 establishing communications over the wide area network 

52, such as the Internet. The modem 54, which may be 

internal or external, is connected to the system bus 23 

via the serial port interface 46. In a networked 

environment, program modules depicted relative to the 

20 personal computer 20, or portions thereof, may be stored 

in the remote memory storage device. It will be 

appreciated that the network connections shown are 

exemplary and other means of establishing a 

communications link between the computers may be used. 

25 

Location Discrimination 

In accordance with one aspect of the present 

invention, there is provided a method and system that 

determines access to resources based on the location of a 

30 user, ( in addition to the user's normal access rights 

based on the user's credentials). For example, valid 

users determined to be at a at a local, secure location 

are given their full access rights, while those at a 

remote location are given restricted access rights. 
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Moreover, the amount of restriction may vary based on the 

type of remote access. 

By way of example, FIG. 2 shows a number of 

locations from which a user may connect to a corporate 

5 network ( comprising local machine or machines) 60. Users 

may connect through computers 621 - 62„ via a local area 

network ( such as LAN 51 and network interface 53 as shown 

in FIG. 1). Other users may connect through remote 

office servers 64 1 - 64 n, e.g., via a T1 connection, while 

10 others may be connected through the Internet via a 

virtual private network (VPN) 66. Still other users may 

connect through any number of remote access servers 

(e.g., 68 1 - 68 2), and in numerous other ways from other 

locations (not shown). 

15 In keeping with the invention, the level of access 

granted to a user for accessing network resources is 

dependent on the ( virtual) location from where a given 

user is connected. For example, users connected to the 

local machine 60 via a LAN 62 1 may be given their full 

20 access rights, users through a remote office 64 1 somewhat 

restricted rights, and users through RAS 68 1, 689 or the 

VPN 66 substantially restricted access rights. 

As can be readily appreciated, as used herein, the 

term alocation" is a logical concept related to the type 

25 of location connection rather than a physical concept 

related to the distance from which the connection is 

originating. For example, a user can connect to the 

network 60 via the RAS 689 from virtually any physical 

location that has any type of telephone service. 

30 Similarly, a user may connect from an Intranet" location 

that may be relatively far (physically) from the local 

machine 60. Indeed, a RAS 68 1, 68, dial-up user may be 

closer in physical distance than user at a remote office 

64 1 connecting via a T1 line, even though the dial-up user 
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will ordinarily be considered less secure. As such, as 

used herein, each location from which a user may connect 

is considered a virtual location rather than a physical 

place. Notwithstanding, the present invention may also 

5 further operate with some regard to physical location if 

the user's physical location is actually known ( e.g., via 

caller ID, the invention may further restrict access to 

all RAS users calling from a certain area code). 

To accomplish location discrimination, there is 

10 provided ( e.g., in the network machines 60) a mechanism / 

process 67 for reliably determining the location of a 

user. Note that the mechanism / process 67 may comprise 

various components in one machine or distributed among 

numerous machines in the network. Moreover, as described 

15 herein, there are two different mechanisms for IP address 

location discrimination. A first is based on an Internet 

Location Service ( ILS) 69, while the other is based on 

assigning ranges of IP addresses ( administrated 

preferably via the directory services) to clients in 

20 various locations, and using trusted routers to prevent 

the use of a more trusted IP address from a less trusted 

location. Both approaches work on any network with a 

routing mechanism and well-defined, trusted access 

points. 

25 A first ( ILS) way to determine if a user is not in a 

trusted location is for the mechanism 67 to check to see 

if the user is connecting through a remote access server 

(RAS), and if so, is therefore remote and less trusted. 

To this end, when RAS authenticates the remote user' 

30 logcn, as represented by step 300 of FIG. 3, RAS assigns 

the user an Internet Protocol ( IP) address and registers 

this user and IP address with the ILS ( Internet Location 

Service) 69. As shown in the flow diagram of FIG. 3, if 

the IP address is listed in the ILS ( step 302), the user 
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is logged on to through this RAS cluster and is thus 

untrusted. Such users will be given restricted access, 

such as by setting a certain reduced access level ( step 

304) and then using that level to assign ( restricted) 

5 access rights ( step 310), as described in more detail 

below. 

However, if a user's IP address is not listed in the 

ILS 69 as a PAS IP address, then that user is not 

necessarily local and trusted. By way of example, if a 

10 user logs on through a PAS server in Europe, and then 

wants access therethrough to a Charlotte (North Carolina) 

domain, the Charlotte PAS ILS does not have the European 

PAS connection listed with its Local TLS. Accordingly, 

for a user not listed with a Local ILS 69, additional 

15 information is needed to determine the user's location. 

One piece of additional information is the assigned 

IP address, which is evaluated at step 306. If the IP 

address is not within the range of local, trusted, IP 

addresses assigned by the local machine, then the user is 

20 not local. Accordingly, the mechanism / process 67 at 

step 306 will branch to step 304 where the level is set 

to untrusted as described above. If however the address 

is within the range of local, trusted, IP addresses, then 

the user is local but has not connected via PAS, and thus 

25 is trusted. Such users will be given normal access, such 

as by assigning the user a trusted access level ( step 

308) and then using that level to assign access rights 

(step 310), as described in more detail below. 

Note that the full routing path for a connection is 

30 available to a server, and thus when determining the 

location, access is assigned based upon the least trusted 

location ( i.e., the " weakest link") through which a 

user's packets are being routed. Moreover, when an IP 

address is not in a range of " untrusted" locations, it is 
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not assumed to be within a trusted range, but rather 

location discrimination is inclusive rather than 

exclusive in nature, i.e., a list of trusted IP ranges is 

tested for assigning levels rather than assigning levels 

5 by omission from a list of untrusted locations. 

It should be noted that, like other electronic 

security systems, in general, the level of care with 

which the present invention is used is also responsible 

for the overall security results. For example, care 

10 should be taken when segregating a network with different 

trust levels, items should be routed appropriately, 

internal procedures should not allow someone, for 

example, to install a RAS server on a desktop machine in 

the corporate office for personal use, and so on. 

15 The above example provides a simplified, two- level 

local discrimination mechanism 67. However, for finer 

grained multiple trust level control, IP addresses may be 

assigned by servers in ranges that correspond to 

additional location information as to the location from 

20 which the user is connecting. RAS servers may be further 

arranged with a location discrimination mechanism 71 to 

assign IP addresses in one range for callers from 

"authorized" phone number, and another range for 

anonymous or unregistered phone numbers. Note that the 

25 mechanism / process 71 may include the same or similar 

components to the mechanism / process 67 described above, 

along with additional components, and may be within one 

machine or distributed among numerous machines in the 

network. However, in addition to providing finer 

30 granularity, maintaining a trusted IP Address range at 

the domain server takes less time to query than checking 

with the ILS 69. Moreover, as will become apparent 

below, to accomplish overall security, there are 

generally three parts of the mechanism, including a 
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global database of address to location mappings, trusted 

address assignment and secure routers / gateways. 

The following table sets forth trust levels and IP 

address ranges which may be assigned to a user based on 

5 some policy arbitrarily set up for a hypothetical 

enterprise. Note that users connecting directly ( e.g., 

via a LAN interface card 53) to the local machine are 

level zero trusted. 

Level Location IP Address Range 

Trust Local Intranet 111.22.0.0-111.22.255.255 
Level 1 users 111.24.0.0-111.24.127.255 

Trust RAS Authorized 111.24.128.255-111.24.255.255 
Level 2 Users 

Trust RAS Anonymous Users 111.25.0.0-111.25.255.255 
Level 3 

10 

By way of example, FIG. 4 shows three different 

types of user connections via which users connect to a 

RAS server ( e.g., 68 2). A first user connects a remote. 

computer 70 1 to the RAS server 68 2 by dialing in from a 

15 RAS-registered phone number, a second user from a remote 

computer 702 via an unregistered or blocked telephone 

number, and a third user from any phone number. The 

first two users have user credentials alleging that they 

are authorized users of the system, while the third user 

20 is not claiming to be an authorized user but is instead 

only attempting to connect as a guest. To determine the 

access level, the RAS server 682 first determines the 

telephone number of the calling computer via caller ID 

74. If a telephone number is available ( e.g., not 

25 blocked by the caller), the RAS server 68 2 queries a 

database ( or table) 72 that maintains a list of 

registered telephone numbers that are allowed increased 

access to resources. 
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In this manner, the user of the remote computer 70 1 

calling from a registered number may be given greater 

access to resources than the user of the remote computer 

702 calling from an unregistered or blocked telephone 

5 number. Moreover, both may have more access rights than 

a guest user 703 regardless of that user's telephone 

number. For example, the user of the remote computer 703 

may be only allowed access to files on a public server 

76, while the user computer 702 calling from the 

10 unregistered number may have access to the public server 

76 and an employee server 78. Lastly, the user computer 

70, calling from the registered number may have access to 

the public server 76, employee server 78 and a 

confidential server 80, yet still may not have access to 

15 a top secret server 82. Such distinctions enable an 

enterprise to set up any number of access policies. As 

can be readily appreciated, with the above example, 

traveling employees would be able to call in from an 

unregistered location and access some employee- level 

20 files, ( further restricted by their user-credentials), 

but not confidential files. Confidential files could 

only be accessed from a user's home or other known 

location that has a registered telephone number, while 

top secret files are not accessible via any RAS 

25 connection. 

To summarize, FIGS. 5 - 6 comprise an exemplary flow 

diagram showing how access levels may be assigned 

according to a predetermined policy. If at step 500 of 

FIG. 5 a user is connecting via the local machine 60, the 

30 trust level is set to zero at step 502, which then 

continues to step 516 where access rights are assigned 

based ( in part) on the trust level. If not connecting 

via the local machine, however, the process / mechanism 

71 continues to FIG. 6 wherein the type of remote 
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connection determines the trust level via an assigned IP 

address. If at step 520 of FIG. 6, the user is not 

connecting via a dial-up connection, then step 520 

branches to step 522 wherein the IP address assigned to 

5 the user is in the range of addresses reserved for Local 

Intranet users. Note that in this simplified example, a 

user either connects directly to the local machine, via 

an Intranet connection or via a dial-up connection. 

If however step 520 detects that the user is 

10 connecting via a dial-up connection, step 520 branches to 

step 524 to determine the telephone number from which the 

connection is being made. As can be appreciated, this 

information may be made available via a caller ID 

mechanism 72 or the like. Step 526 tests to determine if 

15 the telephone number is available, since there is a 

possibility that the user blocked the caller ID function 

when originating the call, or possibly that the calling 

telephone is not capable of activating the feature ( e.g., 

the calling phone is out of a caller ID-equipped area). 

20 Note that if the mechanism 72 is capable of 

distinguishing between intentionally blocked calls or 

simply not detectable calls, if desired, a policy may 

discriminate between the two types to set a different 

trust level. However, in the example herein, if the 

25 telephone number is not available regardless of the 

reason, then step 526 branches to step 532 where an IP 

address is assigned in the RAS unregistered user range. 

If instead the number is available at step 526, step 

528 is executed, which uses the number to query the 

30 database 74 or the like to determine whether the number 

is registered as that of a predetermined trusted 

location. Note that the location information may be 

optionally combined with the user identity at this time, 

e.g., a user identified as UserX will be given increased 
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access if calling from his or her registered home number, 

but no other user will receive increased access if 

calling from that number. 

If the number is appropriately registered as 

5 determined by step 530, then step 530 branches to step 

534 where an IP address is assigned in the RAS registered 

user range for the calling computer. Otherwise, step 530 

branches to step 532 where an IP address is assigned in 

the RAS unregistered user range. The location 

10 discrimination process / mechanism 7lthen returns to step 

504 of FIG. 5 where the assigned addresses will be 

evaluated by the machine that determines access rights. 

At step 504, if the IP address is in the range of 

local intranet users, then step 504 branches to step 506 

15 wherein the trust level is set to one for this user. If 

not in the range of local intranet users, step 508 tests 

to determine if the range is within the range of RAS 

registered users. If so, the trust level is set to two 

at step 510, while if not, the trust level is set to 

20 three at step 512. Once the trust level is set 'to a 

level from zero to three, the process then continues to 

step 516 wherein access rights are assigned based on the 

trust level of the user in combination with the user's 

credentials, as described in more detail below. 

25 FIG. 7 generally shows the logic for determining 

access rights in accordance with the present invention. 

A security provider 88 takes the user credentials 90 and 

the location information ( e.g., the trust level) 92 and 

determines the access rights 94 for the user based on 

30 that information. As described below, in a preferred 

embodiment, the access rights are placed in an access 

token that is associated with each of the user's 

processes, and compared against security information 
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associated with each resource to determine access to that 

resource. 

Location Discrimination Using Restricted Tokens  

5 As will become apparent, the present invention is 

preferably implemented at the operating system level, and 

thus covers virtually all possible was to access 

information. By way of example, consider prctecting.a 

given file on a server. This file may be accessed in 

10 many ways, including remote SMB files access, via a 

script running on the server, via an FTP server running 

on the server, via a proxy ( third machine), and so on. 

The present invention operates at the system level, 

making it possible to protect virtually all ways of 

15 accessing the file. 

The preferred security model of the present 

invention that is described herein leverages and extends 

the existing Windows NT security model. Notwithstanding, 

there is no intention to limit the present invention to 

20 the Windows NT operating system, but on the contrary, the 

present invention is intended to operate with and provide 

benefits with any mechanism that in some way can limit 

access to resources based on input information. 

In general, in the Windows NT operating system, a 

25 user performs tasks by accessing the system's resources 

via processes ( and their threads). For purposes of 

simplicity herein, a process and its threads will be 

considered conceptually equivalent, and will thus 

hereinafter simply be referred to as a process. Also,. 

30 the system's resources, including files, shared memory 

and physical devices, which in Windows NT are represented 

by objects, will be ordinarily referred to as either 

resources or objects herein. 
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When a user logs on to the Windows NT operating 

system and is authenticated, a security context is set up 

for that user, which includes building an access token 

100. As shown in the left portion of FIG. 8, a 

5 conventional user-based access token 100 includes a 

UserAndGroups field 102 including a security identifier 

(Security ID, or SID) 104 based on the user's credentials 

and one or more group IDs 106 identifying groups ( e.g., 

within an organization) to which that user belongs. The 

10 token 100 also includes a privileges field 108 listing 

any privileges assigned to the user. For example, one 

such privilege may give an administrative- level user the 

ability to set the system clock through a particular 

application programming interface (API). Note that 

15 privileges over-ride access control checks, described 

below, that are otherwise performed before granting 

access to an object. 

As will be described in more detail below and as 

generally represented in FIG. 9, a process 110 desiring 

20 access to an object 112 specifies the type of access it 

desires ( e.g., obtain read/write access to a file object) 

and provides its associated token 100 to an object 

manager 114. The object 112 has a security descriptor 

116 associated therewith, and the object manager 114 

25 provides the security descriptor 116 and the token 100 to 

a security mechanism 118. The contents of the security 

descriptor 116 are typically determined by the owner 

(e.g., creator) of the object, and generally comprise a 

(discretionary) access control list (ACL) 120 of access 

30 control entries, and for each entry, one or more access 

rights ( allowed or denied actions) corresponding to that 

entry. Each entry comprises a type (deny or allow) 

indicator, flags, a security identifier ( SID) and access 

rights in the form of a bitmask wherein each bit 
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corresponds to a permission ( e.g., one bit for read 

access, one for write and so on). The security mechanism 

118 compares the security IDs in the token 100 along with 

the type of action or actions requested by the process 

5 110 against the entries in the ACL 120. If a match is 

found with an allowed user or group, and the type of 

access desired is allowable for the user or group, a 

handle to the object 112 is returned to the process 110, 

otherwise access is denied. 

10 By way of example, a user with a token identifying 

the user as a member of the "Accounting" group may wish 

to access a particular file object with read and write 

access. If the file object has the "Accounting" group 

identifier of type allow in an entry of its ACL 120 and 

15 the group has rights enabling read and write access, a 

handle granting read and write access is returned, 

otherwise access is denied. Note that for efficiency 

reasons, the security check is performed only when the 

process 110 first attempts to access the object 112 

20 ( create or open), and thus the handle to the object 

stores the type of access information so as to limit the 

actions that can be performed therethrough. 

The security descriptor 116 also includes a system 

ACL, or SACL 121, which comprises entries of type audit 

25 corresponding to client actions that are to be audited. 

Flags in each entry indicate whether the audit is 

monitoring successful or failed operations, and a bitmask 

in the entry indicates the type of operations that are to 

be audited. A security ID in the entry indicates the 

30 user or group being audited. For example, consider a 

situation wherein a particular group is being audited so 

as to determine whenever a member of that group that does 

not have write access to a file object attempts to write 

to that file. The SACL 121 for that file object includes 
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an audit entry having the group security identifier 

therein along with an appropriately set fail flag and 

write access bit. Whenever a client belonging to that 

particular group attempts to write to the file object and 

5 fails, the operation is logged. For purposes of 

simplicity, auditing will not be described in detail 

hereinafter, however it can be readily appreciated that 

the concepts described with respect to access control via 

restricted SIDS are applicable to auditing operations. 

10 Note that the ACL 120 may contain one or more 

identifiers that are marked for denying users of groups 

access(as to all rights or selected rights) rather than 

granting access thereto. For example, one entry listed 

in the ACL 120 may otherwise allow members of " Group3" 

15 access to the object 112, but another entry in the ACL 

120 may specifically deny " Group 24" all access. If the 

token 100 includes the " Groupz4" security ID, access will 

be denied regardless of the presence of the " Group3" 

security ID. Of course to function properly, the 

20 security check is arranged so as to not allow access via 

the " Group3" entry before checking the " DENY ALL" status 

of the Group2a entry, such as by placing all DENY entries 

at the front of the ACL 120. As can be appreciated, this 

arrangement provides for improved efficiency, as one or 

25 more isolated members of a group may be separately 

excluded in the ACL 120 rather than having to 

individually list each of the remaining members of a 

group to allow their access. 

Note that instead of specifying a type of access, a 

30 caller may request a MAXIMUM ALLOWED access, whereby an 

algorithm determines the maximum type of access allowed, 

based on the normal UserAndGroups list versus each of the 

entries in the ACL 120. More particularly, the algorithm 

walks down the list of identifiers accumulating the 
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rights for a given user ( i.e., OR-ing the various 

bitmasks). Once the rights are accumulated, the user is 

given the accumulated rights. However, if during the 

walkthrcugh a deny entry is found that matches a user or 

5 group identifier and the requested rights, access is 

denied. 

A restricted token is created from an existing 

access token ( either restricted or unrestricted), and has 

less access than ( i.e., has a subset of the rights and 

10 privileges of) a user's normal token. As used herein, a 

user's normal" token is that which grants access solely 

based one the identity of the user ( via users or groups), 

with no additional restrictions placed thereon. A 

restricted token may not allow access to a resource via 

15 one or more user or group security IDs specially marked 

as ' USE— FOR—DENY— ONLY," even though the user's normal 

token allows access via those SIDs, and/or may have 

privileges removed that are present in the user's normal 

token. As also described below, if the restricted token 

20 includes any restricted security IDs, the token is 

subject to an additional access check wherein the 

restricted security IDs are compared against the entries 

in the object's ACL. 

In accordance with one aspect of the invention, an 

25 access token is created for a user based on both the 

identity of the user and the location from which the user 

is connecting. In general, the less trustworthy the 

location, the more the token is restricted as to the 

resources the associated process may access and/or the 

30 actions it may perform on those resources. For example, 

a user that is connected via a LAN may have a normal 

token associated with that user's processes, while the 

same user connected via RAS may have his or her processes 
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associated with a restricted token that is stripped of 

all privileges. 

As mentioned above, one way in which to reduce 

access is to change an attribute of one or more user 

5 and/or group security identifiers in a restricted token 

so aA to be unable to allow access, rather than grant 

access therewith. Security IDs marked USE FOR DENY ONLY 

are effectively ignored for purposes of granting access, 

however, an ACL that has a DENY" entry for that security 

10 ID will still cause access to be denied. By way of 

example, if the Group2 security ID in the restricted token 

124 ( FIG. 9) is marked USE— FOR—DENY— ONLY, when the user's 

process attempts to access an object 112 having the ACL 

120 that lists Group2 as allowed, that entry is 

15 effectively ignored and the process will have to gain 

access by some other security ID. However, if the ACL 80 

includes an entry listing Group2 as DENY with respect to 

the requested type of action, then once tested, no access 

will be granted regardless of other security IDs. 

20 As can be appreciated, this provides a server with 

the ability to restrict a user's or group's access to an 

object based on the location of the user. As described 

above, the IP address range may be specified based on the 

user's location, e.g., trust level zero if connecting to 

25 the local machine, trust level one if connecting from the 

intranet or other trusted site, level two if via RAS from 

an authorized telephone number, and level three 

otherwise. This range of addresses is then examined to 

mark certain groups as USE— FOR— DENY— ONLY. 

30 By way of example, consider a user identified as 

UserX having a normal access token including a 

•TopSecret" SID, a " Confidential" SID, and an " Employee" 

SID, each of which grant access to TopSecret, 

Confidential and Employee files (based on their ACLs) 
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respectively. If UserX is at trust level zero, UserX's 

normal token is used and there are no location-based 

restrictions placed thereon. However if at trust level 

one, then the TopSecret SID is marked USE FOR DENY ONLY 

5 in UserX's access token. Similarly, if at trust level 

two, then both the TopSecret SID and the Confidential SID 

are marked USE— FOR—DENY—ONLY, while if at level three 

then the TopSecret SID, the Confidential SID and the 

Employee SID are marked USE— FOR—DENY—ONLY. Note that 

10 access to objects cannot be safely reduced by simply. 

removing a security ID from a user's token, since that 

security ID may be marked as " DENY" in the ACL of some 

objects, whereby removing that identifier would grant 

rather than deny access to those objects. Moreover, no 

15 mechanism is provided to turn off this USE— FOR—DENY—ONLY 

security check. 

Another way to reduce access in a restricted token 

is to remove one or more privileges relative to the 

parent token. For example, a user having a normal token 

20 with administrative privileges may be restricted via the 

location-based system of the present invention such that 

unless the user is directly connected to the local 

machine 60, the user's processes will run with a 

restricted token having no or in some way reduced 

25 privileges. As can be appreciated, the privileges that 

remain may also be based on levels of trust, e.g., all 

privileges if local ( level zero), some if level one, none 

if level two or three. 

Yet another way to reduce a token's access based on 

30 the user's location is to add restricted security IDs 

thereto. Restricted security IDs are numbers 

representing processes, resource operations and the like, 

made unique such as by adding a prefix to GUIDs or 

numbers generated via a cryptographic hash or the like, 
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and may include information to distinguish these Security 

IDs from other Security IDs. As described below, if a 

token includes any restricted security IDs, the token is 

subject to an additional access check wherein the 

5 restricted security IDs are compared against the entries 

in the object's ACL. Thus, for example, a Restricted SID 

may specify ' RAS," whereby unless an object's ACL has a 

"'RAS" entry, the user will be denied access to that 

object. 

10 As shown in FIG. 9, restricted security IDs are 

placed in a special field 122 of a restricted token 124, 

and, in accordance with the present invention, may 

identify a location from which a process is requesting an 

action. As described in more detail below, by requiring 

15 that both at least one user ( or group) security ID and at 

least one restricted security ID be granted access to an-

object, an object may selectively grant access based on 

that location ( as well as a user or group). Moreover, 

each of the locations may be granted different access 

20 rights. 

The design provides for significant flexibility and 

granularity within the context of a user to control what 

a user is allowed to do from a given location. By way of 

example, consider the above example wherein users 

25 connecting from the local machine are level zero trusted, 

users connecting from the intranet and trusted sites are 

level one trusted, users connecting from authorized phone 

numbers ( through RAS) and the Internet are level two 

trusted and users connecting from restricted sites or 

30 unauthorized phone numbers are level three trusted. 

Then, based on the user's location, ( e.g., as ascertained 

from the user's IP address), level zero through level 

three trusts may been defined according to some 

predetermined policy to run as follows: 
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Level Restrictions in Security Context 

0 

1 

2 

3 

No additional restrictions are placed on the 
user's security context 

Users operate under restricted context, such 
as with privileges removed from highly 
sensitive operations, e.g., Backup/Restore. 

Users operate under restricted context with 
all SIDs still enabled, but no privileges. 

Users operate under restricted context, which 
has all SIDs disabled using the 

USE_ FOR_ DENY_ ONLY bit, except, e.g., constant 
ones such as ONLY and Authenticated Users. 
All privileges are removed as in Level 2. 

To create a restricted token from an existing token, 

an application programming interface (API) is provided, 

named NtFilterToken, as set forth below: 

NTSTATUS 
NtFilterToken 

IN HANDLE ExistingTokenHandle, 
IN ULONG Flags, 

IN PTOKEN-GROUPS SidsToDisable OPTIONAL, 

IN PTOKEN_PRIVILEGES PrivilegesToDelete OPTIONAL, 
IN PTOKEN_GROUPS RestrictingSids OPTIONAL, 

OUT PHANDLE NewTokenHandle 

The NtFilterToken API is wrapped under a Win32 API 

named CreateRestrictedToken, further set forth below: 
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WINADVAPI 

BOOL 

APIENTRY 

CreateRestrictedToken( 

IN HANDLE ExistingTokenHandle, 

IN DWORD Flags, 

IN DWORD DisableSidCount, 

IN PSID_AND•ATTRIBUTES SidsToDisable OPTIONAL, 

IN DWORD DeletePrivilegeCount, 

IN PLUID_ AND _ATTRIBUTES PrivilegesToDelete OPTIONAL, 

IN DWORD RestrictedSidCount, 

IN PSID _AND _ATTRIBUTES SidsToRestrict OPTIONAL, 

OUT PHANDLE NewTokenHandle 

As represented in FIGS. 8 and 10 - 11, these APIs 

126 work in conjunction to take an existing token 100, 

either restricted or unrestricted, and create a modified 

5 ( restricted) token 124 therefrom. The structure of a 

restricted token, which contains the identification 

information about an instance of a logged-on user, 

includes three new fields corresponding to restrictions, 

ParentTokenId, RestrictedSidCount, and RestrictedSids, 

10 shown in boldface below: 

Typedef struct _TOKEN { 

TOKEN SOURCE TokenSource; 

LUID TokenId; 

LUID AuthenticationId; 

LUID ParentTokenId; 

LARGE _INTEGER ExpirationTime; 

LUID ModifiedId; 

ULONG UserAndGroupCount; 

ULONG RestrictedSidCount; 

ULONG PrivilegeCount; 

ULONG VariableLength; 

ULONG DynamicCharged; 

ULONG DynamicAvailable; 

ULONG DefaultOwnerIndex; 

PSID_ AND_ ATTRIBUTES UserAndGroups; 

PSIDAND_ATTRIBUTES RestrictedSids; 

PSID_ PrimaryGroup; 

PLUID_ AND _ATTRIBUTES Privileges; 

PULONG DynamicPart; 

PACL DefaultDacl; 

TOKEN TYPE TokenType; 

Ro: 16-Bytes 

Ro: 8-Bytes 

Ro: 8-Bytes 

Ro: 8-Bytes 

Ro: 8-Bytes 

Wr: 8-Bytes 

Ro: 4-Bytes 

Ro: 4-Bytes 

Ro: 4-Bytes 

Ro: 4-Bytes 

Ro: 4-Bytes 

Wr: 4-Bytes 

Wr: 4-Bytes 

Wr: 4-Bytes 

Ro: 4-Bytes 

Wr: 4-Bytes 

Wr: 4-Bytes 

Wr: 4-Bytes 

Wr: 4-Bytes 

// Ro: 1-Byte 

(Mod) 

(Mod) 

(Mod) 

(Mod) 

(Mod) 

(Mod) 

(Mod) 
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SECURITY— IMPERSONATION—LEVEL 
ImpersonationLevel; 

UCHAR TokenFlags; 
BOOLEAN TokenInUse; 

PSECURITY _TOKEN _PROXY _DATA ProxyData; 
PSECURITY TOKEN_AUDIT_DATA AuditData; 
ULONG VariablePart; 

} TOKEN, * PTOKEN; 

// Ro: 1-Byte 

Ro: 4-Bytes 
Wr: 1-Byte 

Ro: 
Ro: 
Wr: 

4-Bytes 
4-Bytes 
4-Bytes (Mod) 

Note that when a normal (non-restricted) token is now 

created, via a CreateToken API, the RestrictedSids field 

is empty, as is the ParentTokenId field. 

5 To create a restricted token 124, a process calls 

the CreateRestrictedToken API with appropriate flag 

settings and/or information in the input fields, which in 

turn invokes the NtFilterToken API. As represented 

beginning at step 1000 of FIG. 10, the NtFilterToken API 

10 checks to see if a flag named DISABLE—MAX— SIDS is set, 

which indicates that all Security IDs for groups in the 

new, restricted token 124 should be marked as 

USE— FOR— DENY— ONLY. The flag provides a convenient way to 

restrict the (possibly many) groups in a token without 

15 needing to individually identify each of the groups. If 

the flag is set, step 1000 branches to step 1002 which 

sets a bit indicating USE— FOR— DENY— ONLY on each of the 

group security IDs in the new token 124. 

If the DISABLE—MAX— SIDS flag is not set, then step 

20 1000 branches to step 1004 to test if any security IDs 

are individually listed in a SidsToDisable Field of the 

NtFilterToken API. As shown at step 1004 of FIG. 10, 

when the optional SidsToDisable input field is present, 

at step 1006, any Security IDs listed therein that are 

25 also present in the UserAndGroups field 102 of the parent 

token 100 are individually marked as USE FOR DENY ONLY in 

the UserAndGroups field 128 of the new restricted token 
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124. .As described above, such Security IDs can only be 

used to deny access and cannot be used to grant access, 

and.moreover, cannot later be removed or enabled. Thus, 

in the example shown in FIG. 8, the Group2 security ID is 

5 marked as USE— FOR—DENY—ONLY in the restricted token 124 

by having specified the Group2 security ID in the 

SidsToDisable input field of the NtFilterToken API 126. 

The filter process then continues to step 1010 of 

FIG. 10, wherein a flag named DISABLE MAX PRIVILEGES is 

10 tested. This flag may be similarly set as a convenient 

shortcut to indicate that all privileges in the new, 

restricted token 124 should be removed. If set, step 

1010 branches to step 1012 which deletes all privileges 

from the new token 124. 

15 If the flag is not set, step 1010 branches to step 

1014 wherein the optional PrivilegesToDelete field is 

examined. If present when the NtFilterToken API 126 is 

called, then at step 1016, any privileges listed in this 

input field that are also present in the privileges field 

20 108 of the existing token 100 are individually removed 

from the privileges field 130 of the new token 124. In 

the example shown in FIG. 8, the privileges shown as 

"Privilege2 " to " Privilegem' have been removed from the 

privileges field 130 of the new token 124 by having 

25 specified those privileges in the PrivilegesToDelete 

input field of the NtFilterToken API 126. In keeping 

with one aspect of the present invention, as described 

above, this provides the ability to reduce the privileges 

available in a token based on the location of a user. 

30 The process continues to step 1020 of FIG. 11. 

When creating a restricted token 124, if SIDs are 

present in the RestrictingSids input field at step 1020, 

then a determination is made as to whether the parent 

token is a normal token or is itself a restricted token 
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having restricted SIDS. An API, IsTokenRestricted is 

called at step 1022, and resolves this question by 

querying ( via the NtQueryInformationToken API) the 

RestrictingSids field of the parent token to see if it is 

5 not NULL, whereby if not NULL, the parent token is a 

restricted token and the API returns a TRUE. If the test 

is not satisfied, the parent token is a normal token and 

the API returns a FALSE. Note that for purposes of the 

subsequent steps 1026 or 1028, a parent token that is 

10 restricted but does not have restricted SIDS ( i.e., by 

having privileges removed and/or USE FOR—DENY—ONLY SIDs) 

may be treated as being not restricted. 

At step 1024, if the parent token has restricted 

SIDs, step 1024 branches to step 1026 wherein any 

15 security IDs that are in both the parent token's 

restricted Security ID field and the API's restricted 

Security ID input list are put into the restricted 

Security ID field 132 of the new token 124. Requiring 

restricted security IDs to be common to both lists 

20 prevents a restricted execution context from adding more 

security IDs to the restricted Security ID field 132, an 

event which would effectively increase rather than 

decrease access. Similarly, if none are common at step 

426, any token created still has to be restricted without 

25 increasing the access thereof, such as by leaving at 

least one restricted SID from the original token in the 

new token. Otherwise, an empty restricted SIDs field in 

the new token might indicate that the token is not 

restricted, an event which would effectively increase 

30 rather than decrease access. 

Alternatively, if at step 1024 the parent token is 

determined to be a normal token, then at step 1028 the 

RestrictingSids field 132 of the new token 124 is set to 

those listed in the input field. Note that although this 
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adds security IDs, access is actually decreased since a 

token having restricted SIDS is subject to a secondary 

access test, as described in more detail below. 

Lastly, step 1030 is also executed, whereby the 

5 ParentTokenId 93 in the new token 124 is set to the 

TokenId of the existing (parent) token. This provides 

the operating system with the option of later allowing a 

process to use a restricted version of its token in 

places that would not normally be allowed except to the 

10 parent token. 

Turning an explanation of the access evaluation with 

particular reference to FIGS. 12 - 14, as represented in 

FIG. 12, a restricted process 134 has been created and is 

attempting to open a file object 110 with read/write 

15 access. In the security descriptor of the object 112, 

the ACL 120 has a number of security IDs listed therein 

along with the type of access allowed for each ID, 

wherein "RO" indicates that read only access is allowed, 

"WR" indicates read/write access and " SYNC" indicates 

20 that synchronization access is allowed. Note that 

"XJones" is specifically denied access to the object 72, 

even if " XJones" would otherwise be allowed access 

through membership in an allowed group. Moreover, the 

process 94 having this token 84 associated therewith will 

25 not be allowed to access any object via the " Basketball" 

security ID in the token84, because this entry is marked 

"DENY" ( i.e., USE— FOR—DENY—ONLY). 

As represented in FIG. 12, restricted security 

contexts are primarily implemented in the Windows NT 

30 kernel. To attempt to access the object 112, the process 

134 provides the object manager 114 with information 

identifying the object to which access is desired along 

with the type of access desired, ( FIG. 14, step 1400). 

In response, as represented at step 1402, the object 
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manager 114 works in conjunction with the security 

mechanism 118 to compare the user and group security IDs 

listed in the token 124 ( associated with the process 134) 

against the entries in the ACL 120, to determine if the 

5 desired access should be granted or denied. 

As generally represented at step 1404, if access is 

not allowed for the listed user or groups, the security 

check denies access at step 1414. However, if the result 

of the user and group portion of the access check 

10 indicates allowable access at step 1404, the security 

process branches to step 1406 to determine if the 

restricted token 124 has any restricted security IDs. If 

not, there are no additional restrictions, whereby the 

access check is complete and access is granted at step 

15 1412 ( a handle to the object is returned) based solely on 

user and group access. In this manner, a normal token is 

essentially checked as before. However, if the token 

includes restricted security IDs as determined by step 

1406, then a secondary access check is performed at step 

20 1408 by comparing the restricted security IDs against the 

entries in the ACL 120. If this secondary access test 

allows access at step 1410, access to the object is 

granted at step 1412. If not, access is denied at step 

1414. 

25 As logically represented in FIG. 13, a two-part test 

is thus performed whenever restricted Security IDs are 

present in the token 124. Considering the security IDs 

in the token 124 and the desired access bits 136 against 

the security descriptor of the object 112, both the 

30 normal access test and (bitwise AND) the restricted 

security IDs access test must grant access in order for 

the user's process to be granted access to the object. 

As described above, the normal access test proceeds 

first, and if access is denied, no further testing is 
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necessary. Note that access may be denied either because 

no security ID in the token matched an identifier in the 

ACL, or because an ACL entry specifically denied access 

to the token based on a security identifier therein. 

5 Alternatively, a token may be arranged to have multiple 

sets of restricted SIDS, with a more complex Boolean 

expression covering the evaluation of those SIDS, e.g., 

grant access if set A OR ( set B AND set C) allow access. 

Thus, in the example shown in FIG. 12, no access to 

10 the object 112 will be granted to the process 134 because 

the only Restricted SID in the token 124 ( field 132) 

identifies " PAS" while there is no counterpart restricted 

SID in the object's ACL 120. Although the user had the 

right to access the object via a process running with a 

15 normal token, the process 134 was restricted so as to 

only be able to access objects having a " RAS" SID (non-

DENY) in their ACLs. 

Mote that instead of specifying a type of access, 

the caller may have specified MAXIMUM ALLOWED access, 

20 whereby as described above, an algorithm walks through 

the ACL 80 determining the maximum access. With 

restricted tokens, if any type of user or group access at 

all is granted, the type or types of access rights 

allowable following the user and groups run is specified 

25 as the desired access for the second run, which checks 

the RestrictedSids list. In this way, a restricted token 

is certain to be granted less than or equal to access 

than the normal token. 

Lastly, it should be noted that access tokens may be 

30 further restricted according to criteria other than just 

location-based criteria. Indeed, restricted tokens allow 

the setting up of restricted security contexts based on 

other criteria including the identity of the process 

(e.g., Microsoft Excel) that is attempting to access a 
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resource. Moreover, the various criteria may be combined 

to determine access rights. Thus, for example, RAS 

access to a network file may be allowed if a user is 

opening the file via Microsoft Excel, but not via 

5 Microsoft Word. As can be appreciated, a virtually 

limitless number of location-based combinations with 

other criteria for security discrimination are feasible. 

Authentication  

10 In accordance with one aspect of the present 

invention, when a client connects to a server, the server 

authenticates the client and builds a token for that user 

based on the client's identity and location information. 

For example, as shown in FIGS. 15 and 16, in one well-

15 known type of authentication ( i.e., NTLM), the client 

user 200 provides credentials 202 including a user ID to 

a server 204, which then communicates with a domain 

server 206 to create a challenge for that user based on 

the user's stored encrypted password. As represented in 

20 FIG. 15, the server 204 returns the challenge to the 

client 202, and if the client properly responds, the user 

is authenticated. 

In keeping with the present invention, however, 

rather than simply building a normal token for the user, 

25 the user information is combined with the location 

information 208 by a security subsystem / provider 210 to 

create a restricted token 212 as described in detail 

above. The restricted token 212 is associated with each 

process 214 run at the server 204 on behalf of any client 

30 process 216. 

As shown in FIGS. 17 and 18, other authentication 

protocols including the Kerboros protocol may also be 

used in conjunction with the present invention. 

According to the Kerberos protocol, authentication of the 
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connection to the server 220 is accomplished via a ticket 

222. The ticket 222 is initially received by the client 

224 from a ticket-issuing facility on the network known 

as a Key Distribution Center (KDC) 226. The ticket 222 

5 is re-useable for a peziod of time, whereby even if the 

session is terminated, the client 130 does not have to 

repeat the authentication process while the ticket 222 is 

still valid. 

In keeping with the invention, the information in 

10 the ticket 222 (which may include restrictions placed 

therein by the client 224) is combined by the server's 

security subsystem / provider 228 with user location 

information 230 to create a restricted token 232, as 

described in detail above. The restricted token 232 is 

15 associated with each process 234 run at the server 220 on 

behalf of any client process 236. 

Similarly, FIGS. 19 and 20, show another 

authentication protocol known as SSL. In SSL, the client 

user 240 first obtains a certificate ID 242 from a 

20 certificate authority 246 using public key-based 

authentication. Assuming a server 248 trusts the 

certificate authority 246, the client user 240 may use 

the certificate ID 242 to gain access to the server 248. 

As represented in FIG. 19, back-and- forth communications 

25 take place between the server 248 and client 240 via 

which the server is able to prove that the certificate ID 

242 belongs to the proper user. 

The certificate ID 242 includes user information 

identifying that user as one having an account with the 

30 network to which the server 248 is connected. The 

information is used to access a database 250 having user 

information ( e.g., security ID, group IDs privileges and 

so on) maintained for the user therein. Then, in 

accordance with the present invention, the user 
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information from the database 250 is combined with 

location information 252 by the server's security 

subsystem / provider 254 to create a restricted token 256 

as described in detail above. The restricted token 256 

5 is associated with each process 258 run at the server 248 

on behalf of any client process 260. 

As can be appreciated, the user information obtained 

via these and other authentication protocols may be 

combined with location information to restrict a user's 

10 access to resources. Moreover, the type of 

authentication itself may be made dependent on the 

location of the user. For example, .to increase security, 

a remote connection may require Kerboros or SSL 

authentication, while a challenge - response 

15 authentication may be sufficient to authenticate a user 

connecting via a local connection. Since the server has 

access to the location information, the server may decide 

the type of authentication required for a particular 

location. Similarly, the type of authentication may be 

20 used to discriminate access rights. For example, the 

access rights of SSL users may be restricted in one way, 

Kerboros users in another way and NTLM users in still 

another way. In the manner described above, restricted 

tokens provide a convenient mechanism to implement 

25 restricted security contexts based on a user's virtual 

location and/or type of authentication, although other 

enforcement mechanisms are feasible. 

While the invention is susceptible to various 

modifications and alternative constructions, certain 

30 illustrated embodiments thereof are shown in the drawings 

and have been described above in detail. It should be 

understood, however, that there is no intention to limit 

the invention to the specific forms disclosed, but on the 

contrary, the intention is to cover all modifications, 
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alternative constructions, and equivalents fallina within 

the spirit and scope of the invention. 
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WHAT IS CLAIMED IS: 

1. In a computer network wherein a user may 

selectively connect to the network from one of a 

plurality of virtual locations, a method of providing 

5 improved network security, comprising the steps of, 

determining a location from where the user is connecting, 

selecting an access level for the user from at least two 

distinct access levels based on criteria including the 

virtual location, connecting the user to the network, and 

10 determining access of the user to network resources based 

on information including the access level. 

2. The method of claim 1 further comprising the 

step of assigning an Internet protocol address to the 

15 user, the assigned address dependent on the location from 

where the user is connecting. 

3. The method of claim 1 wherein the step of 

determining a location from where the user is connecting 

20 comprises the step of evaluating an Internet protocol 

address assigned to the user. 

4. The method of claim 3 wherein the step of 

selecting an access level from at least two distinct 

25 access levels includes the step of selecting the access 

level according to the Internet protocol address. 

5. The method of claim 1 wherein the step of 

determining a location from where the user is connecting 

30 comprises the step of determining that the user is 

connecting to the network via a remote access server. 
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6. The method of claim 5 further comprising the 

step of determining whether the user is connecting via a 

dial-up connection. 

5 7. The method of claim 6 wherein the user is 

determined to be connecting via a dial-up connection, and 

further comprising the step of determining the telephone 

number from which the user is connecting, comparing the 

telephone number to a list of registered users, and 

10 wherein the step of selecting an access level includes 

the step of selecting one level if the telephone number 

is in the list and another level if the number is not in 

the list. 

15 8. The method of claim 1 wherein the step of 

determining a location from where the user is connecting 

comprises the step of determining whether the user is 

connecting to the network via a remote access server, and 

if the user is connecting via a remote access server, the 

20 step of selecting an access level includes the step of 

selecting an access level corresponding to more 

restricted access rights. 

9. The method of claim 1 wherein the step of 

25 determining a location from where the user is connecting 

comprises the step of determining that the user is 

connecting to the network via an intranet. 

10. The method of claim 1 wherein the step of 

30 determining a location from where the user is connecting 

comprises the step of determining that the user is 

connecting to the network via a virtual private network. 
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5 

11. The method of claim 1 wherein the step of 

determining access to network resources based on 

information includes the step of determining access based 

on credentials of the user. 

12. The method of claim 11 wherein the step of 

determining access to network resources includes the step 

of creating an access token for the user. 

10 13. The method of claim 12 wherein the access token 

is associated with each process of the user, and wherein 

the step of determining access to network resources 

includes the step of comparing information in the access 

token against security information associated with each 

15 network resource. 

14. The method of claim 12 wherein the step of 

creating an access token includes the steps of creating a 

restricted token from the user's normal token, and 

20 removing at least one privilege from the restricted token 

relative to the parent token. 

15. The method of claim 12 wherein the step of 

creating an access token includes the steps of creating a 

25 restricted token from the user's normal token, and 

changing attribute information of a security identifier 

in the restricted token to use for deny only access via 

that security identifier, relative to attribute 

information of a corresponding security identifier in the 

30 normal token. 

16. The method of claim 12 wherein the step of 

connecting the user to the network includes the step of 
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authenticating the user via a challenge - response 

protocol. 

17. The method of claim 12 wherein the step of 

5 connecting the user to the network includes the step of 

receiving a ticket from the user, the ticket issued by a 

ticket- issuing facility. 

18. The method of claim 12 wherein the step of 

10 connecting the user to the network includes the step of 

receiving a certificate from the user, the certificate 

issued by a certificate authority. 

19. The method of claim 12 wherein the step of 

15 creating an access token includes the steps of creating a 

restricted token from the user's normal token, and adding 

at least one restricted security identifier to the 

restricted token. 

20 20. The method of claim 12 wherein the step of 

determining access to network resources includes the step 

of comparing user information in the access token and the 

at least one restricted security identifier against 

security information associated with each network 

25 resource. 

21. In a computer network wherein a user may 

selectively connect to the network from one of a 

plurality of virtual locations, a system for providing 

30 improved network security, comprising, a discrimination 

mechanism for determining a virtual location from where 

the user is connecting and for selecting an access level 

from at least two distinct access levels based thereon, a 

security provider for setting up access rights of the 
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user based on information including the access level, and 

an enforcement mechanism for determining user access to 

network resources according to the access rights set up 

therefor. 

5 

22. The system of claim 21 wherein the 

discrimination mechanism assigns an Internet protocol 

address to the user based on the virtual location 

determined thereby. 

10 

23. The system of claim 21 wherein the 

discrimination mechanism evaluates an Internet protocol 

address assigned to the user. 

15 24. The system of claim 23 wherein the 

discrimination mechanism selects the access level 

according to the Internet protocol address. 

25. The system of claim 21 wherein the 

20 discrimination mechanism determines that the user is 

connecting to the network via a remote access server. 

26. The system of claim 25 wherein the 

discrimination mechanism further determines that the user 

25 is connecting via a dial-up connection. 

27. The system of claim 26 further comprising a 

list of registered telephone numbers and a caller- ID 

mechanism connected to the discrimination mechanism, and 

30 wherein the discrimination mechanism accesses the caller 

ID mechanism to determine a telephone number of the user, 

and accesses the list to determine if the telephone 

number is in the list, and if the telephone number is in 

- 41 - 
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the list, determines one access level, and if the number 

is not in the list, determines another access level. 

28. The system of claim 21 wherein the 

5 discrimination mechanism determines whether the user is 

connecting to the network via a remote access server, and 

if the user is connecting via a remote access server, 

further selects an access level for the user 

corresponding to more restricted access rights relative 

10 to the user access rights selected for a direct 

connection to the network. 

29. The system of claim 21 wherein the 

discrimination mechanism includes means for determining 

15 when the user is connecting to the network via an 

intranet. 

30. The system of claim 21 wherein the 

discrimination mechanism includes means for determining 

20 when the user is connecting to the network via a virtual 

private network. 

31. The system of claim 21 wherein the security 

provider sets up the access rights of the user based on 

25 information including the credentials of the user. 

32. The system of claim 21 wherein the security 

provider creates an access token for the user. 

30 33. The system of claim 32 wherein the access token 

is associated with each process of the user, and wherein 

the enforcement mechanism determines access to the 

network resources by comparing information in the access 

- 42 - 
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token against security information associated with each 

network resource. 

34. In a computer server having files thereon, a 

5 method of selectively restricting access to the files, 

comprising the steps of, receiving a request from an 

entity to access a file, selecting an access level for 

the entity from at least two distinct access levels based 

on criteria including the type of entity, and determining 

10 access of the entity to the file based on information 

including the access level. 

35. The method of claim 34 wherein the entity is a 

process of a remote computer system, and wherein the step 

15 of selecting an access level for the entity from at least 

two distinct access levels includes the step of assigning 

a first access level for processes of the local server 

and a second access level for processes of remote 

computers. 

20 

36. The method of claim 34 wherein the entity is a 

script running on the computer server, and wherein the 

step of selecting an access level for the entity from at 

least two distinct access levels includes the step of 

25 assigning a distinct access level for scripts. 

37. The method of claim 34 wherein the entity is an 

FTP server running on the computer server, and wherein 

30 the step of selecting an access level for the entity from 

at least two distinct access levels includes the step of 

assigning a distinct access level for FTP servers. 

- 43 - 
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38. The method of claim 34 wherein the entity is a 

process of a proxy, and wherein the step of selecting an 

access level for the entity from at least two distinct 

access levels includes the step of assigning a first 

5 access level for processes of the local server and a 

second access level for processes of proxies. 

10 
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5 

10 

A METHOD AND APPARATUS USING DIGITAL 

CREDENTIALS AND OTHER ELECTRONIC 
CERTIFICATES FOR ELECTRONIC TRANSACTIONS 

CROSS REFERENCE TO RELATED APPLICATIONS  

This application claims priority to Provisional Application Serial 

No. 60/060643, filed on October 1, 1997. 

FIELD OF THE INVENTION 

The present invention relates to digital credentials and other 

electronic certificates. More particularly, the present invention relates 

to a service for using digital credentials and other electronic certificates 

15 to practice commerce on a network. 

BACKGROUND OF THE INVENTION 

To exercise certain rights and privileges, people need to possess 

or show various types of credentials. Credentials are certificates such 

20 as birth certificates, Social Security Cards, driver's licenses, 

membership cards, admission badges, charge cards, and the like that 

represent some certified assertion about a person. In the case of a 

driver's license, an officer of the state certifies that a specific person is 

licensed to drive a vehicle. A charge card represents an assertion, 

25 certified by some bank or other organization, that a person has a charge 

account at that bank. Companies issue credentials for their employees, 

usually in the form of ID badges. Generally, the certificate will include 

some means of identifying to whom the assertion applies (the holder or 

subject of the credential), and who is certifying the assertion (the 

30 certifier of the credential, who is often the issuer). 

In the case of a driver's license or corporate ID, the holder is 

typically identified by a photograph and signature specimen laminated 
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to the certificate and the certifier of the credential is usually identified 

by a logo, layout, and some other means such as a hologram. 

With the advent of electronic commerce, standard credentials 

have become insufficient, and the need for digital credentials has 

5 become more widespread. Digital credentials are electronic certificates 

having the property that the assertions about the holder can be 

interpreted and verified by a computer, the certifier can be reliably 

recognized by a computer, and the holder's present intention to use the 

credentials can be recognized by a computer (often remotely, through a 

10 network). Digital credentials can use a cryptographic mechanism 

known as a digital signature. An electronic document can be signed by 

applying a cryptographic secret key controlled by the signer. A 

signature can be verified using public information (known as the public 

key). The verification process can use the public key to verify that the 

15 signer's secret key was used to sign the document. The science of 

public key cryptography enables this. 

Examples of digital credentials are automatic teller machine 

(ATM) or bank cards. As opposed to other types of certificates 

mentioned earlier, these are not usually presented to people for 

20 verification. They are normally presented to an ATM and ultimately to 

a specialized computer network. The relevant information regarding the 

certifier is digitally encoded on a magnetic strip and the cardholder is 

identified by a Personal Identity Number or PIN. Furthermore, the 

holder's present intention to apply the rights asserted by the credential 

25 (such as withdrawing money) is signified by the holder's entry of the 

PIN. This ATM card allows the holder to use electronic banking over 

specialized digital networks. The present form of digital credentials, 

however, can support only a minimal variety of services over 

specialized and non-specialized networks such as the Internet. 

30 Present ways of using digital credentials (using PINS and 
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passwords) are notoriously insecure, very user-unfriendly, and generally 

inadequate for electronic commerce. For example, while hand-written 

signatures on documents can make paper records auditable, PINs and 

passwords are not very useful for this purpose. In particular, they do 

5 not have persistent properties as signatures do. For example, one can 

directly verify a signature post-hoc, but PINs and passwords can be 

verified only at time of use. The certified digital signature can substitute 

for a hand-written signature. 

The importance of digital credentials is rapidly increasing 

1 o because networks are becoming more open and public. Whereas a 

person's identity on a closed network is known through a network 

operating system, and privileges can be determined by database look-

ups, such is not the case on the Internet, for example. 

Digitally-signed certificates have been used in electronic 

15 payment systems that have arisen over the past five years or so. At least 

three distinct types of payment systems exist, each of which differs from 

the current invention in significant ways. The three systems are referred 

to as e-check, e-charge, and a-cash. 

An e-check is designed to function in a way similar to the way 

20 paper checks function. While a paper check is a signed request for a 

bank to pay a given amount from the payer's account to the party that 

is named on the check (the payee), an e-check is a message requesting 

the same procedure, but it is electronically signed by the payer. The 

electronic signature certifies, as in the case of a paper check that the user 

25 attests to the payment request and to the specifics of the payee and the 

amount. With a paper check, the payee has the option of verifying the 

identity of the payer in person, often demanding one or more alternate 

methods of payer identification, or the payee can sometimes wait until 

the check "clears" before providing value in return for the check. 

30 Clearing means that the payee's bank receives payment from the payer's 
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bank. With an e-check system, the payee can also wait until the check 

clears from the payer's bank, or the payee can accept the legitimacy of 

the payer's digital signature by checking the certificate that the payer's 

bank issues to the payer which certifies the payer's signing key. In the 

5 latter case, the payee risks the possibility that the digital signature 

certificate has been revoked. This risk is reduced when the payee 

checks an electronic "Certificate Revocation List" or CRL. 

Nonetheless, the residual risk exists that the CRL is not up to date. 

Additionally, the traditional risk exists that the payer's account may 

10 have insufficient funds, and the e-check will not clear. 

E-checks use the same clearing system and clearing networks 

used by paper checks. The systems and networks are relatively 

expensive to use, and when one adds the cost of administering CRLs 

and the cost of processing e-checks returned for insufficient funds, the 

15 use of e-checks for relatively small payments of a few dollars or less is 

not cost effective. In the present invention, these inefficiencies are 

addressed by reducing the dependency on CRLs, and by use of a novel 

approach to risk management, integrating risk management parameters 

directly into a certificate. 

20 Another use of digital certificates in payment systems is 

illustrated by the Secure Electronic Transaction ("SET") standard that 

has been proposed by MasterCard and Visa. SET describes a relatively 

complex mechanism for making a payment using certificates within the 

current credit card payment support infrastructure. A number of parties 

25 exist in SET: the cardholder, the payee (or merchant), the issuing bank, 

the acquirer (or merchant's bank), the payment gateway, and optionally, 

"third parties" that represent one or more of the financial institutions 

involved. In SET, five different parties have certificates. Cardholder 

certificates function as an electronic representation of the payment card. 

30 Merchant certificates function as an electronic substitute for the 
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payment brand decal that appears in a store window. Payment Gateway 

certificates are used by Acquirer's or their processors for the systems 

that process authorization and capture messages. In addition, Acquirer 

certificates and Issuer certificates aid in the distribution of Merchant and 

5 Issuer certificates, respectively. In general, the various certificates are 

used to support cryptographic keys that are used to provide credit card 

transaction messages with security properties such as privacy and 

authenticity. 

SET is, overall, an elaborate scheme that is described in the 

10 "SET Secure Electronic Payment Transaction Specification" published 

by MasterCard and Visa. The certificates involved in SET may need to 

be revoked for any of a number of reasons such as key compromise, or 

change of status of the party holding the certificate. In contrast to the 

present invention, the scheme requires a certificate hierarchy, on-line 

15 verification procedures, and a certificate revocation infrastructure. 

Transactions require a significant amount of computation by multiple 

parties to complete. 

Another use of digital certificates in payment systems is 

illustrated in electronic cash (e-cash) systems where cash is either 

2 0 represented by digital bearer certificates or by "value registers" in smart 

cards. In the case of digital bearer certificates, a digital signature is 

applied to an assertion that the certificate may be redeemed for a certain 

amount of cash at a certain bank or financial institution. A bank will 

issue certificates that can be used to verify the authenticity of the 

25 signature on the bearer certificate. Because digital bearer certificates 

can be freely copied, a risk exists that users will attempt to repeatedly 

use the same certificate. Therefore, risk management measures must be 

employed to ensure that each certificate is spent precisely once. 

Typically, either a smart card is used to contain the certificates and to 

30 participate in a two party protocol that marks certificates as used, or a 
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network-based mechanism may be employed that records each 

certificate as it is used, and allows any payee to see if the certificate 

tendered is being used for the first time. 

In the case of value registers in smart cards, certificates are used 

5 to certify the keys used to verify the digital signatures on messages that 

are exchanged between two software applications running on the smart 

cards. For example, a payer's smart card debits its value register (or 

current cash balance), and signs and sends a message affirming the act 

to the payee. The payee, upon receiving the message affirming the debit 

10 can check the signature on the certificate and verify the signature on the 

message. 

Multiple risks exist in this system as well. In particular, the 

credit and debit operations must be encapsulated within smart cards or 

some other physically secure containers that must be distributed and 

15 maintained. In addition, should the certificates be compromised, 

counterfeit e-cash can be produced that is indistinguishable from e-cash 

that is issued by a legitimate originator. Should the physical container 

of a card be compromised, then clones of that card could be created that 

never debit their balances but nonetheless dispense e-cash acceptable to 

20 other cards. These are called "golden goose" cards. Thus, this type of 

e-cash, as a payment system, requires significant risk management 

measures. Another difficulty associated with this payment scheme has 

to do with recovery from errors. A communication error can literally 

destroy value. For example, if one smart card sends a signed message 

25 "I have debited my value register by $20" to another smart card, yet the 

second smart card does not receive that message intact, no credit will be 

offset to the debit. A support structure to make amends for these type 

of errors is required. 

The shortcomings with the prior art involve the difficulty in 

30 using credentials that have been distributed electronically in a highly 
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distributed system that lacks a reasonable means to revoke or update the 

credentials. For example, assume one holds a digital credential that 

authorizes the holder to purchase goods up to a value of one hundred 

thousand dollars (e.g., a corporate credit card). To use this credential, 

5 one must go to a central database to re-verify each time the credential is 

used. 

Within the known systems, risk management measures are 

required to properly support payment systems, and defend them against 

fraud. Yet the known systems do not contain an efficient way in which 

10 risk management is integrated into the payment system. 

SUMMARY OF THE INVENTION 

The present invention relates to a method and apparatus for 

using digital credentials, or certificates to facilitate commerce on a 

15 network. In one embodiment of this invention, a party wishing to act as 

guarantor of a transaction would receive long-term certificates from a 

consumer after the consumer logs into the network. The guarantor 

analyzes the long-term certificates, at least to verify the identity of the 

consumer. The guarantor, after being satisfied with the information 

20 presented, supplies short-term certificates containing assertions based 

on information from the above analyses. The short-term certificates can 

then be used to purchase goods from participating merchants on a 

network. 

In another embodiment, merchants use the short-term certificates 

25 to verify terms and conditions under which a given consumer can be 

billed through the guarantor. The short-term certificates also certify the 

cryptographic public keys of consumers that are used to digitally sign 

statements requesting merchants to bill for goods and services purchased 

through the guarantor. Billing records associated with purchases are 

30 forwarded to the guarantor or his agent, whereby the records are sorted 
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by consumer identity and used to construct periodic statements 

containing many billing records that are made available to consumers 

who can make a single payment. Detailed information about the 

purchases is thus provided to the guarantor who then helps merchants 

5 market goods accordingly. The billing records may contain digitally 

signed statements by consumers directing the merchant to bill through 

the guarantor. 

BRIEF DESCRIPTION OF THE DRAWINGS  

10 FIGURE 1 illustrates a system-level block diagram of an embodiment 

of the present invention. 

FIGURE 2 is a flow chart of an embodiment of a method of the present 

invention. 

FIGURE 3 illustrates an embodiment of an apparatus and system in 

15 accordance with the present invention. 

DETAILED DESCRIPTION 

The present invention is directed to ways of using digital 

credentials and other electronic certificates to practice commerce over 

20 a network. The purpose is to run a relatively convenient and efficient 

system using a combination of both long-term and short-term 

certificates. 

Long-term certificates, as defined here, are certificates that 

contain information or make an assertion that is not expected to change 

25 over some long period of time. For example, long-term certificates can 

be used to represent a person's identity. Revocation of long-term 

certificates is not necessary on any large scale because the information 

contained in long-term certificates is relatively static and benign. 

Short-term certificates, on the other hand. hold information or 

30 make assertions that may rapidly change, and therefore are designed to 
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expire after some relatively short period of time. For example. short-

term certificates may contain information about a person's credit 

history, shopping history, or information about the short-term 

certificate's maximum value as currency. Short-term certificates may 

5 make assertions about what a person is authorized to do, or about 

agreements that they may have with other parties. 

The validity of the short-term credentials can be based on an 

individual's identity. For example, when a person logs into a system, 

the person uses some means to verify identity (using long-term 

10 credentials, for example), and then the system supplies short-term 

credentials which say, for example, that the client is authorized to 

charge for commerce on the world wide web for purchases the amount 

of which is not to exceed some fixed amount. Typically the short-term 

credential can also certify cryptographic keys that can be used for digital 

15 signatures that affirm a person's agreement with a contract. In addition, 

the short-term credential might contain the semantics attributed to the 

use of the person's digital signature as well as statements of limitations 

of liability. 

Referring now in detail to the drawings, Figure I illustrates a 

20 system-level embodiment of the present invention. In this system, 

Customer Client 104 desires to purchase goods or services from 

Merchant 105. To do this, Customer Client 104 needs to present to 

Merchant 105 a form of payment that will be accepted by Merchant 105. 

In anticipation of this, Client 104 may present a long-term certificate to 

25 a certifier to access a certificate of payment called a short-term 

certificate. 

The long-term certificate can be certified through known 

encryption techniques. The certifier is typically, for example. an 

internet service provider, bank, or any entity designed to certify 

30 credentials. The long-term certificate contains. at the very least, 
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information that verifies the identity of Customer Client 104. The long-

term certificate may contain other information desired by the certifier. 

Once the certifier is satisfied by Customer Client 104's long-term 

certificate information, the certifier sends Customer Client 104 one or 

5 more short-term certificates from the short-term certificate database 103. 

Short-term certificates are digital in form, and contain 

information stating, at least, that the certifier guaranties payment up to 

a certain amount of value. In addition, the short-term certificate can 

contain marketing information. For example, a short-term certificate 

10 can tell a participating merchant that goods and services may be charged 

by the client named in the certificate to a specific account, through an 

agreed-upon channel, for up to the amount of $20. In addition, the 

short-term certificate may contain information that instructs Merchant 

105 to apply a 20% discount to the cost of the goods supplied to the 

15 bearer of this short-term certificate. Upon receiving a short-term 

certificate, Merchant 105 can send an optional query to the short-term 

database for various reasons such as double-checking the certificate's 

validity in the case when the purchase amount exceeds some threshold 

stated in the short-term certificate. The short-term certificates are short 

20 term in the sense that they contain information or make assertions based 

on information that may change over a relatively short period of time. 

They therefore can be set to expire in some short period of time. For 

example, a certifier may supply a short-term certificate to Customer 

Client 104 that guaranties that the Client can charge to an account the 

25 purchase of any item that costs up to $20, but can only be used within 

24 hours after Customer Client 104 receives this certificate. 

Merchant 105 and Customer Client 104 consummate a 

transaction by promising (on the part of Merchant 105) to supply goods 

or services in exchange for an affirmative indication on the part of the 

30 Client that the goods or services can be charged to a billing account 
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maintained in Billing System 106 according to and limited by the 

information provided by a short-term certificate. Once the short-term 

certificate is received, and the transaction is completed, the short-term 

certificate is sent along with an electronic record of a bill of sale through 

5 agreed-upon channels for payment from the certifier, or guarantor. 

The above-mentioned agreed-upon channels, called Billing 

System 106, collect billing records, and their corresponding short-term 

certificates and renders them for payment. In addition to serving as a 

conduit for payment, the billing system may supply information to 

10 various subsystems that serve to analyze information about the 

transaction. The Transaction Analysis 107 collects details of the 

transaction. The Transaction Analysis 107 correlates different types of 

purchases with different demographics of this particular Customer 

Client 104, and then determines what offers might be made to this 

15 particular consumer. The purpose of the transaction analysis is to 

determine patterns of consumer behavior so that some action may be 

taken. For example, Customer Client 104 might show a pattern of 

behavior that would alert the certifier that Customer Client 104 is in the 

market for an automobile. In other words, transactional information is 

20 used to better match marketing with consumer-behavior information. 

Once the transactional analysis is complete, the results are used 

in Offer Management 102 to market goods or services to Customer 

Client 104, possibly by attaching offers to short-term certificates in 

25 Short-Term-Certificate Database 103. In this way, a type of high-gain 

feedback loop is completed, as can be seen in FIGURE 1. InFIGURE 

1, Offer Management 102 can use information received by Risk 

Management System 102(a), Loyalty System 102(b), and Market 

Partners 102(c) to determine what, if any, information should go into the 

30 short-term certificates along with any assertions that might be made 
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about terms and conditions, credit limits, discounts, etc. Risk 

Management System 102(a) can receive information from Billing 

System 106, thereby keeping data on a particular Customer Client's 

usage patterns. Risk Management System 106 can then analyze the 

5 information supplied by Billing System 106, and alert the certifier as to 

how much risk should be taken with regard to a particular Customer 

Client. For example, Risk Management System 102(a) can alert the 

certifier to change the credit limit, either up or down, for a particular 

Customer Client. The system also can determine whether or not the 

10 recent usage patterns of a person are indicative of fraud or other misuse 

(that may have resulted from a key management compromise whereby 

a consumer's identity certificate and secret key have been 

compromised). This information passed between Billing System 106, 

Risk Management System 102(a), and the certifier can be updated and 

15 analyzed arbitrarily quickly, possibly on a daily basis. This rapid 

response obviates the need for use of certificate revocation lists. 

Billing System 106 can also supply information to Loyalty 

System 102(b). Loyalty System 102(b) is a system whereby consumers 

are rewarded for regular use of a particular merchant. An example of a 

20 loyalty system is found in frequent-flier programs. Loyalty System 

102(b) can collect and analyze information, and then supply this 

information to the certifier's Offer Management 102 so the certifier can 

tailor its marketing through Offer Management 102 accordingly. In 

particular, the Offer Management process can author assertions to be 

25 inserted into the short-term certificates that declare that loyalty points 

are available to pay for purchases from participating merchants. Such 

a merchant can thus accept payment ostensibly in loyalty points, but the 

merchant can be remunerated through the billing system in cash or other 

consideration upon presentment of a certificate-backed, signed purchase 

30 agreement. This system offers an advantage over other loyalty systems 
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because one purpose of a loyalty system is to reinforce good behavior 

by rewarding the user, and this system can reward the user arbitrarily 

rapidly. 

Market Partners 102(c) can enter into agreements with certifiers 

5 to help the certifier tailor its marketing through Offer Management 102. 

The idea is to capture the value of transactional information without 

severely impacting the consumer's privacy. Market Partner 102(c) 

provide information to the system about what Market Partner 102(c) 

desires in a consumer. This information might be a demographic 

10 profile, a consumer-behavior profile, etc. For example, Market Partner 

102(c) can tell the certifier that it wishes to target people who are 

shopping for new ears. Offer Management 102 then correlates the needs 

of Market Partner 102(c) with the information it contains about the 

consumer. 

15 Figure 2 is a flow chart of a process in accordance with an 

embodiment of the present invention. In its most basic form, long-term 

certificates, or some other proof of identity are received by the certifier 

at step 200. At step 201, the certifier then analyzes the information 

presented in the long-term certificate and then, at step 202, supplies, 

20 from a short-term-certificate database, short-term certificates that can be 

used as instruments to purchase goods from merchants on the network. 

In addition to receiving long-term certificates, the certifier may 

receive, at step 203 information from a billing system, at step 204 

25 information from a market partner, and at step 205 information from a 

loyalty system. 

The short-term certificate can contain a maximum value for 

which certifier will act as guarantor upon presentment by a merchant. 

In addition, the short-term certificate can contain information about 

30 offers to the consumer, incentive programs, or loyalty programs. 
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As stated above, various subsystems, such as a risk management 

system, a loyalty system, or a marketing system can be interposed 

between the certifier and the merchant. The short-term certificate can 

contain information reflecting, for example, the risk-management 

5 analysis with regard to a consumer, the loyalty-system analysis with 

regard to a consumer, or the marketing analysis with regard to the 

consumer. For example, the short-term certificate can contain a limit on 

the certificate's guaranty limits based on the risk-management analysis; 

the certificate can contain a number of acquired consumer points based 

10 on the loyalty-system analysis; and the certificate can contain offers 

(including incentives) to the consumer based on the marketing analysis. 

When a consumer desires to make a purchase from a 

participating merchant, he or she presents through the network one or 

more short-term certificates. The merchant can analvze the short-term 

15 certificate, and determine any guarantees of payment, any rights to use 

alternative methods of payment such as loyalty points, any discounts or 

other entitlements, and then make appropriate adjustments to the 

consumer's bill of sale. The merchant's final price, terms, and 

conditions for a sale as part of a bill-of-sale, are forwarded to the 

20 consumer, who will indicate acceptance, and make the purchase through 

some affirmative act (that may be required by a condition stated in the 

short-term certificate) such as signing the bill of sale with a digital 

signature whose verification key is certified by the short-term certificate. 

Ultimately, the certifier can collect for the goods or services 

25 furnished guaranteed by creating a billing record containing references 

to sending the bill of sale and the short-term certificate obtained from 

the user, and forwarding this billing record through a regular billing 

channel to the certifier. The certifier can then collect all billing records 

associated with a specific user and present them to the user in a 

30 statement. For example, if the certifier is a telephone company, the 
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telephone company can bill the user for amounts as stated in the short-

term certificate by using the user's regular monthly telephone bill. 

FIGURE 3 shows an embodiment of an apparatus in accordance 

with the present invention. The apparatus includes processor 301, 

5 memory 302 that stores instructions adapted to be executed by processor 

301, and port 303 adapted to be connected to a network, with both port 

303 and memory 302 coupled to processor 301. Memory includes any 

medium capable of storing instructions adapted to be executed by a 

processor. Some examples of such media include, but are not limited to, 

10 floppy disks, CDROM, magnetic tape, semiconductor memory, hard 

drives, and any other device that can store digital information. In one 

embodiment, the instructions are stored on the medium in a compressed 

and/or encrypted format. As used herein, the phrase "adapted to be 

executed by a processor" is meant to encompass instructions stored in 

15 a compressed and/or encrypted format, as well as instructions that have 

to be compiled or installed by an installer before being executed by the 

processor. 

In one embodiment of the present invention, memory 302 stores 

instructions adapted to be run on processor 301, to receive information, 

20 analyze that information, and then supply short-term certificates the 

character of which depends on the results of the analysis. The 

information received and analyzed can come from market partners, a 

billing system, a loyalty system, and from long-term certificates 

supplied by a consumer. 

25 As explained in detail above the invention increases efficiency 

and productivity of commerce on a network. By using digital 

credentials and other digital certificates, micro-billing becomes more 

feasible by decreasing transaction costs, limiting risk, and allowing for 

easily updated credentials. 

30 Although various embodiments are specifically illustrated and 
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described herein, it will be appreciated that modifications and variations 

of the present invention are covered by the above teachings and within 

the purview of the appended claims without departing from the spirit 

and intended scope of the invention. 

5 
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WHAT IS CLAIMED IS: 

1. A method for performing an electronic transaction, comprising: 

(a) receiving a long-term certificate; 

(b) authenticating a user associated with the long-term 

5 certificate; 

(c) sending a short-term certificate to the user authenticated 

in (b). 

2. The method of claim 1, further comprising: 

10 (d) evaluating a risk associated with the user; and 

(e) including in the short-term certificate information about 

the risk associated with the user. 

3. The method of claim 2, wherein the risk associated with the user 

15 is reflected in an upper limit on the short-term certificate's 

value. 

4. The method of claim 1, further comprising: 

(d) receiving information about the user's spending history; 

20 and 

(e) including in the short-term certificate information based 

on the user's spending history. 

5. The method of claim 4, wherein the information about a user's 

25 spending history includes marketing offers. 

6. The method of claim 1, further comprising: 

(d) receiving from a market partner information about the 

market partner's needs; and 

30 (e) including in the short-term certificate information about 
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the market partner's needs. 

7. The method of claim 6, wherein the information about a market 

partner's needs includes marketing offers. 

5 

8. The method of claim 2, further comprising: 

10 

(g) 

receiving, information about the user's spending habits; 

and 

including in the short-term certificate information about 

the user's spending habits. 

9. The method of claim 2, further comprising: 

(f) 

15 (g) 

20 

receiving from a market partner information about the 

market partner's needs; and 

including in the short-term certificate information about 

the market partner's needs. 

10. The method of claim 4, further comprising: 

(fl 

(g) 

receiving from a market partner information about the 

market partner's needs; and 

including in the short-term certificate information about 

the market partner's needs. 

11. The method of claim 8, further comprising: 

25 (h) receiving from a market partner information about the 

market partner's needs; and 

(i) including in the short-term certificate information about 

the market partner's needs. 

30 12. The method of claim 1, further comprising: 

SUBSTITUTE SHEET (RULE 26) 

EX1024, Page 950



WO 99/19845 PCTIUS98/19717 ' 
19 

(d) billing the user through a regular billing channel between 

the certifier and the user. 

13. The method of claim 12, wherein the regular billing channel is 

5 a telephone bill. 

14. The method of claim 12, wherein the regular billing channel is 

a credit-card bill. 

10 15. The method of claim 8, further comprising: 

(h) billing the user through a regular billing channel between 

the certifier and the user. 

16. The method of claim 11, further comprising: 

billing the user through a regular billing channel between 

the certifier and the user. 

17. An apparatus for practicing commerce on a network, comprising: 

(a) a processor; 

20 (b) a port coupled to said processor; and 

(c) a memory, also coupled to said processor, storing 

instructions adapted to be executed by said processor to 

(i) receive a long-term certificate; 

(ii) authenticate a user associated with the long-term 

25 certificate; and 

(iii) send short-term certificates to the user 

authenticated in (ii). 

18. The apparatus of claim 17, further comprising: 

30 (d) a memory storing instructions adapted to be executed by 
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said processor to 

(i) evaluate the risk associated with the user; and 

(ii) include in the short-term certificate information 

about the risk associated with the user. 

5 

19. The apparatus of claim 18, wherein the risk associated with the 

user is reflected in an upper limit on a value of the short-term 

certificate. 

10 

20. The apparatus of claim 17, further comprising: 

(d) a memory storing instructions adapted to be executed by 

said processor to 

15 (i) receive information about the user's spending 

history; and 

(ii) include in the short-term certificate information 

based on the users spending history. 

20 21. The apparatus in claim 20, wherein the information about the 

user's spending habits includes marketing offers. 

22. The apparatus of claim 17, further comprising: 

(d) a memory storing instructions adapted to be executed by 

25 said processor to 

(i) receive from a market partner information about 

the market partner's needs; and 

(ii) include in the short-term certificate information 

about the market partner's needs. 

30 
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23. The apparatus of claim 22, wherein the information about the 

market partner's needs includes marketing offers. 

24. The apparatus of claim 18, further comprising: 

5 (e) a memory storing instructions adapted to be executed by 

said processor to 

(i) receive information about the user's spending 

habits; and 

(ii) include in the short-term certificate information 

10 about the user's spending habits. 

25. The apparatus of claim 18, further comprising: 

(e) a memory storing instructions adapted to be executed by 

15 said processor to 

(i) receive from a market partner information about 

the market partner's needs; and 

(ii) include in the short-term certificate information 

about the market partner's needs. 

20 

26. The apparatus of claim 20, further comprising: 

(e) a memory storing instructions adapted to be executed by 

said processor to 

(i) receive from a market partner information about 

25 the market partner's needs; and 

(ii) include in the short-term certificate information 

about the market partner's needs. 

27. The apparatus of claim 24, further comprising: 

30 (e) a memory storing instructions adapted to be executed by 
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said processor to 

(i) receive from a market partner information about 

the market partner's needs; and 

(ii) include in the short-term certificate information 

about the market partner's needs. 

28. A computer-readable medium that stores instructions adapted to 

be executed by a processor to perform the steps of: 

(a) receiving a long-term certificate; 

10 (b) authenticating a user associated with the long-term 

certificate; 

(c) sending a short-term certificate to the user authenticated 

in (b). 

15 29. The computer-readable medium of claim 28, further comprising 

(d) evaluating the risk associated with the user; and 

(e) including in the short-term certificate information about 

the risk associated with the user. 

20 30. The computer-readable medium of claim 28. further comprising: 

(d) receiving information about the user's spending history; 

and 

(e) including in the short-term certificate information about 

the user's spending history. 

25 

31. The computer-readable medium of claim 28, further comprising: 

(d) receiving from a market partner information about the 

market partner's needs' 

(e) including in the short-term certificate information about 

30 the market partner's needs. 
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ELECTRONIC COMMERCE WITH CRYPTOGRAPHIC AUTHENTICATION 

Background of the Invention  

5 Field of the Invention  

The present invention relates to cryptographic authentication in electronic commerce. More specifically, the 

present invention relates to the use of cryptographic authentication to provide security to transactions in electronic 

commerce. 

10 Description of the Related Art  

With the continued increase in commercial and other transactions taking place across linked computer 

systems, it has become desirable to secure these transactions and the information related to these transactions. One 

form of security is to prevent access to systems which perform certain functions, for instance by requiring a password 

or PIN number in order to use an ATM. Another form of security is to protect data from being intercepted and used by 

15 those other than the intended recipients, for instance, when sending a credit card number electronically. Another form 

of security involves allowing someone to undeniably sign a document or otherwise assent to a transaction 

electronically. 

All of these functions are related to the concept of authentication, or proof of identity. Authentication of 

electronic transactions, particular those carried out across networks or other physically distributed systems, is 

20 generally carried out using cryptographic techniques and protocols. Cryptography is the scrambling of information in 

such a specific way that it can only be unscrambled by someone who holds the appropriate unscrambling key. By 

exchanging messages which can only be decrypted by those with access to the proper key, cryptographic protocols 

can be used as a means to authenticate individuals. 

However, different authentication techniques have differing levels of both reliability and ease of use. 

25 Generally, those techniques which are simpler and less cumbersome to use also provide less security that the individual 

is authenticated correctly. Passwords are an example of such a simple technique. It is easy to enter a password to 

prove who you are; however, it is also easy for someone else to overhear your password and use it to attempt to prove 

that he is you. 

Stronger techniques may involve control over particular tokens, such as a particular smart card, or may make 

30 use of biometric identifiers, such as fingerprint analysis or retinal scanning. However, such techniques may require 

specialized hardware or require that the user carry a particular item at all times. 

While some transaction are sufficiently authenticated by simple unreliable authentication techniques, for 

authentication other transaction, it may be desirable to require a high degree of confidence in the authentication in 

order to allow the transaction. For instance, transactions which have a large economic value, such as a supply 
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contract, or which carry a high risk for false authentication, such as logging on to a military computer, may require 

high security authentication. 

Therefore, there is a continued need for improved systems that provide users and vendors with levels of 

security in authentication appropriate to the transactions being carried out while improving the ease of use of such 

5 authentication for common tasks. 

Summary of the Invention  

Based on the foregoing, a need exists for authentication systems which provide security for electronic 

transactions sufficient for the needs of a vendor without unnecessary inconvenience to the user. Accordingly, one 

10 aspect of the invention is to provide a secure server, or trust engine, having server-centric keys, or in other words, 

storing cryptographic keys and user authentication data on a server. According to this embodiment, a user accesses 

the trust engine in order to perform authentication and cryptographic functions, such as, for example, authentication, 

authorization, digital signing and generation, storage, and retrieval of certificates, encryption, notary- like and power-of-

attorney- like actions, and the like. 

15 Another aspect of the invention is to provide a reliable, or trusted, authentication process. Moreover, 

subsequent to a trustworthy positive authentication, a wide number of differing actions may be taken, from providing 

cryptographic technology, to system or device authorization and access, to permitting use or control of a wide number 

of electronic devices. 

Another aspect of the invention is to provide cryptographic keys and authentication data in an environment 

20 where they are not lost, stolen, or compromised, thereby advantageously avoiding a need to continually reissue and 

manage new keys and authentication data. According to another aspect of the invention, the trust engine allows a 

user to use one key pair for multiple activities, vendors, and/or authentication requests. According to yet another 

aspect of the invention, the trust engine performs the majority of cryptographic processing, such as encrypting, 

authenticating, or signing, on the server side, thereby allowing clients to possess only minimal computing resources. 

25 According to yet another aspect of the invention, the trust engine includes multiple depositories for storing 

portions of each cryptographic key and authentication data. The portions are created through a data splitting process 

that prohibits reconstruction without a predetermined portion from more than one depository. According to another 

embodiment, the multiple depositories are geographically remote such that a rogue employee or otherwise 

compromised system at one depository will not provide access to a user's key or authentication data. 

30 According to yet another embodiment, the authentication process advantageously allows the trust engine to 

process vendor and user authentication activities in parallel. According to yet another embodiment, the trust engine 

may advantageously track failed access attempts and thereby limit the number of times malicious intruders may 

attempt to subvert the system. 

According to yet another embodiment, the trust engine may include multiple instantiations where each trust 

35 engine may predict and share processing loads with the others. According to yet another embodiment, the trust engine 
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may include a redundancy module for polling a plurality of authentication results to ensure that more than one system 

authenticates the user. 

Therefore, one aspect of the invention provides a method of implementing an authentication transaction 

related to an electronic transaction between a vendor and a user. The method comprises receiving a request for an 

5 authentication transaction from a vendor. The authentication transaction is related to an electronic transaction 

involving the vendor and a user, and the authentication transaction includes a transaction identifier (TID). The method 

also comprises forwarding enrollment authentication data corresponding to the user and the TID to an authentication 

engine, and querying the user for current authentication data and the TID. The method also comprises receiving the 

current authentication data along with the TID from the user and forwarding the current authentication data and the 

10 TID to the authentication engine, matching the enrollment authentication data to the current authentication data 

through the TID, and comparing the enrollment authentication data to the current authentication data in order to 

generate an authentication result. 

Another aspect of the invention provides a method of implementing a cryptographic transaction related to an 

electronic transaction between a vendor and a user. The method comprises associating a user from multiple users 

15 with one or more keys from a plurality of private cryptographic keys stored on a secure server. The one or more keys 

are unknown to the user. The method also comprises receiving a request for a cryptographic transaction from a 

vendor. The cryptographic transaction is related to an electronic transaction involving the vendor and the user and the 

cryptographic transaction includes a transaction identifier (TID). The method also comprises forwarding enrollment 

authentication data corresponding to the user and the TID to an authentication engine, querying the user for current 

20 authentication data and the TID, and receiving the current authentication data along with the TID from the user and 

forwarding the current authentication data and the TID to the authentication engine. The method also comprises 

matching the enrollment authentication data to the current authentication data through the TID, comparing the 

enrollment authentication data to the current authentication data in order to generate an authentication result, and 

when the authentication result uniquely identifies the user, employing the one or more keys to perform one or more 

25 cryptographic functions. 

Another aspect of the invention provides a method of facilitating a cryptographic function related to an 

electronic transaction. The method comprises receiving at a trust engine, data corresponding to a transaction between 

at least a user and a vendor, receiving at the trust engine, a request from the vendor to obtain the digital signature of 

the user, and generating the digital signature at the trust engine by using at least one private cryptographic key 

30 associated with the user. 

Another aspect of the invention provides a cryptographic system for performing cryptographic functions. 

The cryptographic system comprises data corresponding to a transaction between at least a user and a vendor, a 

request from the vendor to obtain a digital signature of the user, and a cryptographic handling module which receives 

the data and the request, and which generates the digital signature by using at least one private cryptographic key 

35 associated with the user. 

-3-
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Another aspect of the invention provides a method of facilitating a cryptographic function related to an 

electronic transaction. The method comprises receiving at a first entity, data about a transaction between at least a 

second entity and a third entity, receiving at the first entity, a request from the third entity to obtain the digital 

signature of the second entity, and signing at the first entity the transaction data using at least one private 

5 cryptographic key associated with the second entity. 

cmethod of facilitating a cryptographic function related to an electronic transaction. The method comprises 

associating in a trust engine, a user from multiple users with one or more keys from a plurality of private cryptographic 

keys stored on the trust engine. The method also comprises receiving at a trust engine, transaction data related to a 

transaction between at least a user and a vendor, receiving at the trust engine, a request to digitally sign the 

10 transaction data, and signing the transaction data with the one or more keys associated with the user. 

Another aspect of the invention provides a cryptographic system for performing cryptographic functions. 

The cryptographic system comprises a computer readable storage medium storing a plurality of private cryptographic 

keys, transaction data related to a transaction between at least a user and a vendor, and a cryptographic handling 

module which associates the user with one or more keys of the plurality of private cryptographic keys. The 

15 cryptographic handling module also receives the request and the transaction data, and which signs the transaction 

data with the one or more keys associated with the user. 

Another aspect of the invention provides a method of facilitating a cryptographic function related to an 

electronic transaction. The method comprises receiving transaction data that comprises a portion of an agreement 

between at least a first and second entity, receiving a request for a cryptographic function, and signing the transaction 

20 data with at least one private cryptographic key stored on a secure server. 

Another aspect of the invention provides a method of facilitating a cryptographic transaction related to an 

electronic transaction between first and second users. The method comprises receiving authentication data from a first 

user, receiving transaction data identifying a cryptographic transaction between the first user and a second user, and 

comparing the authentication data to enrollment authentication data corresponding to the first user, thereby verifying 

25 the identity of the first user. The method also comprises utilizing at least one private cryptographic key stored on a 

secure server and unknown to either user to perform cryptographic functions relating to the cryptographic transaction 

without releasing the at least one private cryptographic key to either user. The method also comprises upon 

authentication of the identity of at least the first user, transmitting data related to the cryptographic transaction to 

one of the first and second users, without including additional cryptographic keys. 

30 Another aspect of the invention provides a method of increasing the speed of an authentication process by 

performing various authentication steps in parallel. The method also comprises receiving a request for a cryptographic 

function related to an electronic transaction involving a vendor and a user, processing the cryptographic function while 

awaiting authentication data from the user, and receiving the authentication data from the user. The method also 

comprises transmitting response related to the cryptographic function when the authentication data from the user 

35 uniquely identifies the user. 
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Another aspect of the invention provides a method of increasing the speed of an authentication process by 

performing various authentication steps in parallel. The method comprises receiving an authentication request from a 

vendor wherein the authentication request is related to an electronic transaction involving the vendor and a user, 

retrieving enrollment data associated with the user while awaiting authentication data from the user, and receiving the 

5 authentication data from the user and comparing the authentication data to the retrieved enrollment data. 

Yet another aspect of the invention provides a method of facilitating a cryptographic transaction related to 

an electronic transaction between a first and a second user where authentication data is received from the first user 

and transaction data is received which identifies the cryptographic transaction between the first and second users. 

The authentication data is compared to enrollment authentication data corresponding to the first user in order to verify 

10 the identity of the first user, and then a private cryptographic key which is stored on a secure server is used to carry 

out the necessary cryptographic function. The private key is unknown to either user and is not released to either user 

at the time of the cryptographic transaction. Once authenticated, data related to the cryptographic transaction is 

transmitted to one of the users. 

In an additional aspect of the invention, a method of increasing the speed of an authentication process by 

15 performing various authentication steps in parallel is provided, where an authentication request is received from a 

vendor, the request related to an electronic transaction involving the vendor and a user. Enrollment data associated 

with the user is retrieved, and when authentication data from the user is received, it is compared with the enrollment 

data. 

In yet another additional aspect of the invention, a method of implementing an authentication transaction 

20 related to an electronic transaction between a vendor and a user is provided. A vendor sends a request for an 

authentication transaction related to an electronic transaction involving the vendor and a user, where the 

authentication transaction involves a transaction identifier. Enrollment authentication data corresponding to the user 

and the transaction identifier is forwarded to an authentication engine and the user is queries for current 

authentication data and the transaction identifier. The current authentication data and transaction identifier from the 

25 user are received and forwarded to the authentication engine. The enrollment authentication data and current 

authentication data are matched by their transaction identifier and then the enrollment authentication data and the 

current authentication data are compared to generate an authentication result. 

Another additional aspect of the invention provides a method of implementing a cryptographic transaction 

related to an electronic transaction between a vendor and a user. A user is associated with one or more keys from a 

30 plurality of private cryptographic keys stored on a secure server, the private keys being unknown to the user. A 

request for a cryptographic transaction is received from a vendor, the cryptographic transaction being related to an 

electronic transaction involving the vendor and the user and including a transaction identifier. Enrollment 

authentication data corresponding to the user and transaction identifier is forwarded to an authentication engine and 

the user is queried for current authentication data and the transaction identifier. The current authentication data and 

35 transaction data from the user are received and forwarded to the authentication engine. The enrollment authentication 
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data and current authentication data are matched via the transaction identifier and then compared in order to generate 

an authentication result. If the authentication result uniquely identifies the user, the one or more cryptographic keys 

are used to perform one or more cryptographic functions. 

In yet another additional aspect of the invention, a method of conducting an authentication transaction to 

5 secure an electronic transaction is provided. This comprises receiving an authentication request associated with an 

electronic transaction from a first user and receiving data from a second user. The data from the second user 

comprises authentication data generated by the second user and circumstantial data associated with the generation of 

the authentication data. A level of trust associated with the authentication data is determined based in part upon the 

circumstantial data and a response is provide to the authentication request to one of the first user and second user 

10 indicating that the second user has been authenticated. 

Another additional aspect of the invention provides a method for conducting an authentication transaction to 

provide security for an electronic transaction. The method comprises receiving authentication data associated with an 

authentication transaction from a first user. Data is then obtained corresponding to the circumstance surrounding the 

process of entering the authentication data. A reliability for the authentication data is determined based upon the 

15 obtained data, and the authentication data is compared to previously stored enrollment data. A level of trust is 

generated for the authentication data associated with the authentication transaction and a response is provided for 

use in the transaction. 

Another aspect of the invention provides a system for authenticating an electronic transaction between a 

first user and a second user. The system comprises authentication data, circumstantial data, reliability data, 

20 enrollment data, and a trust engine. The authentication data is received from a first user and is associated with an 

authentication transaction. Circumstantial data corresponding to the circumstances surrounding the authentication 

data is also obtained. Reliability data is associated with the authentication data and based upon the circumstantial 

data. The enrollment data is used to provide a basis for comparison to the authentication data associated with a 

current authentication attempt. The trust engine compares the authentication data to the enrollment data and 

25 generates a level of trust for the authentication data. This level of trust is used in authenticating the first user. 

Yet another aspect of the invention is an apparatus that provides cryptographic functions by interconnecting 

a client-side application programming interface with a network-based trust engine. The apparatus comprises a client-

side application programming interface that is configured to operate on a client computer and a service provider 

module. The service provider module is in communication with the application programming interface and also in 

30 communication with a network-based trust engine. The service provider module is configured to request cryptographic 

functions from the network-based trust engine. 

In another aspect of the invention a method for performing security functions with a network-based 

cryptographic server is provided. This method comprises receiving a request for a security function from an application 

programming interface on a user system. This request is routed to a netwark-based cryptographic server for 

35 processing. 
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A further aspect of the invention provides an apparatus for making security functions available to a user 

system from a network based cryptographic server. This apparatus comprises a cryptographic service provider module 

which is in communication with an application programming interface of a user system. The cryptographic service 

provider module receives requests from the applications programming interface of a user system. The cryptographic 

5 service provider module is also in communication with a cryptographic server across a communication link, and the 

cryptographic server provides responses to requests from the cryptographic service provider module's requests. 

Yet another aspect of the invention provides a method of providing a cryptographic service with a network 

accessible server. This method comprises receiving a request for a cryptographic service from an application 

programming interface, and then preparing a request for cryptographic functions necessary to provide the requested 

10 cryptographic service to the application programming interface. This request is sent to a server across a 

communications link and a result is sent back from the server based upon the request. This result is used to prepare a 

response to the request for the cryptographic service based. This response is used to provide the cryptographic 

service to the application programming interface. 

In another aspect of the invention, a method of performing cryptographic functions with a network-based 

15 cryptographic server is provided. An authentication request from an application programming interface is received. 

The authentication request is then processed with a remotely located server. 

A further aspect of the invention provides a method of performing authentication functions with a network-based trust 

engine. A request for an authentication function from an application programming interface is received at a user 

computer. The request is then routed to a network-based trust engine. 

20 . In another aspect of the invention, an apparatus for interconnecting a cryptographic application programming 

interface with a network accessible resource is provided. This apparatus comprises a cryptographic application 

programming interface on a client computer. The cryptographic service provider module is configured to perform 

cryptographic functions via a network accessible resource. 

Another aspect of the invention provides an apparatus for providing cryptographic functions to a user system 

25 from a remote trust engine. The apparatus comprises a cryptographic service provider module in communication with 

an application programming interface of the user system. The cryptographic service provider module receives a 

request for cryptographic functions from the application programming interface. The cryptographic service provider 

module is connected to a network accessible trust engine via a communication link, and the trust engine provides a 

response to the request for cryptographic functions from the cryptographic service provider module. 

30 

Brief Description of the Drawings  

The present invention is described in more detail below in connection with the attached drawings, which are 

meant to illustrate and not to limit the invention, and in which: 

FIGURE 1 illustrates a block diagram of a cryptographic system, according to aspects of an embodiment of 

35 the invention; 
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FIGURE 2 illustrates a block diagram of the trust engine of FIGURE 1, according to aspects of an embodiment 

of the invention; 

FIGURE 3 illustrates a block diagram of the transaction engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

5 FIGURE 4 illustrates a block diagram of the depository of FIGURE 2, according to aspects of an embodiment 

of the invention; 

FIGURE 5 illustrates a block diagram of the authentication engine of FIGURE 2, according to aspects of an 

embodiment of the invention; 

FIGURE 6 illustrates a block diagram of the cryptographic engine of FIGURE 2, according to aspects of an 

10 embodiment of the invention; 

FIGURE 7 illustrates a block diagram of a depository system, according to aspects of another embodiment of 

the invention; 

FIGURE 8 illustrates a flow chart of a data splitting process according to aspects of an embodiment of the 

invention; 

15 FIGURE 9A illustrates a data flow of an enrollment process according to aspects of an embodiment of the 

invention; 

FIGURE 9B illustrates a flow chart of an interoperability process according to aspects of an embodiment of 

the invention; 

FIGURE 10 illustrates a data flow of an authentication process according to aspects of an embodiment of the 

20 invention; 

FIGURE 11 illustrates a data flow of a signing process according to aspects of an embodiment of the 

invention. 

FIGURE 12 illustrates a data flow and an encryption/decryption process according to aspects and yet another 

embodiment of the invention; 

25 FIGURE 13 illustrates a simplified block diagram of a trust engine system according to aspects of another 

embodiment of the invention; 

FIGURE 14 illustrates a simplified block diagram of a trust engine system according to aspects of another 

embodiment of the invention; 

FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14, according to aspects of an 

30 embodiment of the invention; 

FIGURE 16 illustrates a process for evaluating authentications according to one aspect of the invention; 

FIGURE 17 illustrates a process for assigning a value to an authentication according to one aspect as shown 

in FIGURE 16 of the invention; 

FIGURE 18 illustrates a process for performing trust arbitrage in an aspect of the invention as shown in 

35 FIGURE 17; and 
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FIGURE 19 illustrates a sample transaction between a user and a vendor according to aspects of an 

embodiment of the invention where an initial web based contact leads to a sales contract signed by both parties. 

FIGURE 20 illustrates a sample user system with a cryptographic service provider module which provides 

security functions to a user system. 

5 

Detailed Description of the Preferred Embodiment  

One aspect of the present invention is to provide a cryptographic system where one or more secure servers, 

or a trust engine, stores cryptographic keys and user authentication data. Users access the functionality of 

conventional cryptographic systems through network access to the trust engine, however, the trust engine does not 

10 release actual keys and other authentication data and therefore, the keys and data remain secure. This server-centric 

storage of keys and authentication data provides for user-independent security, portability, availability, and 

straightforwardness. 

Because users can be confident in, or trust, the cryptographic system to perform user and document 

authentication and other cryptographic functions, a wide variety of functionality may be incorporated into the system. 

15 For example, the trust engine provider can ensure against agreement repudiation by, for example, authenticating the 

agreement participants, digitally signing the agreement on behalf of or for the participants, and storing a record of the 

agreement * digitally signed by each participant. In addition, the cryptographic system may monitor agreements and 

determine to apply varying degrees of authentication, based on, for example, price, user, vendor, geographic location, 

place of use, or the like. 

20 To facilitate a complete understanding of the invention, the remainder of the detailed description describes 

the invention with reference to the figures, wherein like elements are referenced with like numerals throughout. 

FIGURE 1 illustrates a block diagram of a cryptographic system 100, according to aspects of an embodiment 

of the invention. As shown in FIGURE 1, the cryptographic system 100 includes a user system 105, a trust engine 

110, a certificate authority 115, and a vendor system 120, communicating through a communication link 125. 

25 According to one embodiment of the invention, the user system 105 comprises a conventional general-

purpose computer having one or mare microprocessors, such as, for example, an Intel-based processor. Moreover, the 

user system 105 includes an appropriate operating system, such as, for example, an operating system capable of 

including graphics or windows, such as Windows, Unix, Linux, or the like. As shown in FIGURE 1, the user system 105 

may include a biometric device 107. The biometric device 107 may advantageously capture a user's biometric and 

30 transfer the captured biometric to the trust engine 110. According to one embodiment of the invention, the biometric 

device may advantageously comprise a device having attributes and features similar to those disclosed in U.S. Patent 

Application No. 081926,277, filed on September 5, 1997, entitled "RELIEF OBJECT IMAGE GENERATOR," U.S. Patent 

Application No. 091558,634, filed on April 26, 2000, entitled "IMAGING DEVICE FOR A RELIEF OBJECT AND SYSTEM 

AND METHOD OF USING THE IMAGE DEVICE," U.S. Patent Application No. 091435,011, filed on November 5, 1999, 

35 entitled "RELIEF OBJECT SENSOR ADAPTOR," and U.S. Patent Application No. 091477,943, filed on January 5, 
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2000, entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM FOR GENERATING AN ELECTRONIC IMAGE OF A 

RELIEF OBJECT FOR FINGERPRINT READING," all of which are owned by the instant assignee, and all of which are 

hereby incorporated by reference herein. 

In addition, the user system 105 may connect to the communication link 125 through a conventional service 

5 provider, such as, for example, a dial up, digital subscriber line (DSL), cable modem, fiber connection, or the like. 

According to another embodiment, the user system 105 connects the communication link 125 through network 

connectivity such as, for example, a local or wide area network. According to one embodiment, the operating system 

includes a TCP/IP stack that handles all incoming and outgoing message traffic passed over the communication link 

125. 

10 Although the user system 105 is disclosed with reference to the foregoing embodiments, the invention is not 

intended to be limited thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide number of 

alternatives embodiments of the user system 105, including almost any computing device capable of sending or 

receiving information from another computer system. For example, the user system 105 may include a computer 

workstation, an interactive television, an interactive kiosk, a personal mobile computing device, such as a digital 

15 assistant, mobile phone, laptop, or the like, a wireless communications device, a smartcard, an embedded computing 

device, or the like, which can interact with the communication link 125. In such alternative systems, the operating 

systems will likely differ and be adapted for the particular device. However, according to one embodiment, the 

operating systems advantageously continue to provide the appropriate communications protocols needed to establish 

communication with the communication link 125. 

20 FIGURE 1 illustrates the trust engine 110. According to one embodiment, the trust engine 110 comprises 

one or more secure servers for accessing and storing sensitive information, such as user authentication data and public 

and private cryptographic keys. According to one embodiment, the authentication data includes data designed to 

uniquely identify a user of the cryptographic system 100. For example, the authentication data may include a user 

identification number, one or more biometrics, and a series of questions and answers generated by the trust engine 

25 110 or the user, but answered initially by the user at enrollment. The foregoing questions may include demographic 

data, such as place of birth, address, anniversary, or the like, personal data, such as mother's maiden name, favorite 

ice cream, or the like, or other data designed to uniquely identify the user. The trust engine 110 compares a user's 

authentication data associated with a current transaction, to the authentication data provided at an earlier time, such 

as, for example, during enrollment. The trust engine 110 may advantageously require the user to produce the 

30 authentication data at the time of each transaction, or, the trust engine 110 may advantageously allow the user to 

periodically produce authentication data, such as at the beginning of a string of transactions or the logging onto a 

particular vendor website. 

According to the embodiment where the user produces biometric data, the user provides a physical 

characteristic, such as a fingerprint or speech, to the biometric device 107. The biometric device advantageously 
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