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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 111,849,337 B1 Page 1 of 1
APPLICATION NO. : 18/448281

DATED : December 19, 2023

INVENTOR(S) : Sai C. Manapragada

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Specification

In Column 4, Line 16, replace “requiring a peak bandwidth of 740 Mpbs. At 204, the process” with
--requiring a peak bandwith of 750 Mbps. At 204, the process--

In Column 4, Line 55, replace “applications, such as “Application A”and “Application B”,” with
--applications, such as “Application A” and “Application B”,--

In Column 9, Line 25, replace “radios A1-A7, with radio Al acting as an originating access” with
--radios A1-A7, with radio A1 acting as an originating access--

In Column 10, Line 12, replace “user 9587 within the coverage of the first node may need” with
--user 958 within the coverage of the first node may need--

Signed and Sealed this
Thirteenth Day of February, 2024

Konerine ! \&, Vidal_

Katherine Kelly Vidal
Director of the United States Patent and Trademark Office
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Patent No.: 11,849,337

Issue Date: December 19, 2023
Application No.: 18/448,281
Confirmation No.: 1540

First-Named Inventor:  Sai C. Manapragada
Attorney Docket No.:  020505-000006

Title: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH
INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS
CONTROL AND PHYSICAL LAYERS

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT (37 CFR § 1.322 &
1.323)

A Certificate of Correction of the above-identified patent is respectfully requested to
correct certain errors of a clerical or typographical nature or of minor character which appear in
the patent as issued. The exact locations where the errors occur and the necessary corrections are
indicated on the attached form PTO/SB/44, which form as prepared is suitable for printing.

It is believed that the errors were a combination of errors made by the applicant and
errors made on the part of the Patent and Trademark Office. The required fee of $160 under 37
CFR 1.20(a) is included with this submission. However, if any additional fees are required in
order to complete the Certificate of Correction, please charge them to Deposit Account No. 23-
3030. A detailed explanation of each requested correction follows and documentation is attached.

In column 4, line 16, it is requested that “740 Mbps” be replaced with “750 Mbps.” This
is a minor typographical error. The correction does not constitute new matter as the other
descriptions of the peak bandwidth for APP D refer to the corrected value, 750 Mbps. See
column 3, lines 16-17; column 8, lines 1-2; FIG. 1; FIG. 8.

In column 4, line 55, it is requested that “Application A”and” be replaced with
“Application A” and”. This is a minor typographical error, as a space is currently missing
between the punctuation mark () and the word “and”. As filed, the specification contained a
space in the location indicated (see p. 7, § [0028] of the as-filed specification, copy attached) and

accordingly does not constitute new matter.

REQUEST FOR CERTIFICATE OF CORRECTION UNDER 37 CFR §1.322 & 1.323
Patent No. 11,849,337
#2168791 1of2 Attorney Docket No. 020505-000006
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In column 9, line 25, it is requested that “radio Al acting” be replaced with “radio Al

ccl))

acting”. This is a minor typographical error, as the letter “I” appears after the letter “A” therein
instead of the number “1” which should follow the letter “A” therein. As filed, the specification
included the numeral after “A,” i.e., “A1” (see p. 13, § [0050] of the as-filed specification, copy
attached) and accordingly does not constitute new matter.

In column 10, line 12, it is requested that “user 9587” be replaced with “user 958.” This
is a minor typographical error. The correction does not constitute new matter as “local users, at
958 and 9607 is disclosed in the preceding lines at column 10, line 10 and “958” is the reference
numeral used in FIG. 11.

Please send the Certificate to Woodard, Emhardt, Henry, Reeves & Wagner, LLP, 111
Monument Circle, Suite 3700, Indianapolis, Indiana 46204,

Respectfully submitted,

By _/Blake R. Hartz, Reg. No. 73453/
Blake R. Hartz, Reg. No. 73453
Woodard, Emhardt, Henry, Reeves & Wagner, LLP
111 Monument Circle, Suite 3700
Indianapolis, Indiana 46204-5137
Telephone: (317) 634-3456  Fax: (317) 737-7561
Email: bhartz@uspatent.com

REQUEST FOR CERTIFICATE OF CORRECTION UNDER 37 CFR §1.322 & 1.323
Patent No. 11,849,337
#2168791 20f2 Attorney Docket No. 020505-000006
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METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of U.S. Patent Application S/N 17/468,509 filed
September 7, 2021, titled “Method and Apparatus for Processing Bandwidth Intensive Data
Streams Using Virtual Media Access Control and Physical Layers”, which claims the benefit of
U.S. Patent Application S/N 16/039,660, filed July 19, 2018, titled “System and Method For
Extending Range and Coverage of Bandwidth Intensive Wireless Data Streams”, now U.S.
Patent No. 11,115,834, which claims the benefit of U.S. Patent Application S/N 14/526,799,
filed October 29, 2014, titled “System and Method For Extending Range and Coverage of
Bandwidth Intensive Wireless Data Streams”, now U.S. Patent No. 10,034,179, which claims the
benefit of U.S. Provisional Patent Application S/N 61/897,219, filed October 30, 2013, and U.S.
Provisional Patent Application S/N 61/897,216, filed October 30, 2013, all of which are

incorporated by reference herein in their entirety.
TECHNICAL FIELD

[0002] The disclosure herein relates to wireless networks, and more specifically to high-

bandwidth wireless networks for distributing multi-media content.
BACKGROUND

[0003] Wireless networks may take many forms, depending on the application. Various
WiFi standards exist where users within range of a “hotspot” may establish a wireless link to
access a given network. A given hotspot, or wireless access point, typically has a limited range
and coverage area. WiFi and cellular technologies rely on very different wireless radios and data
protocols in transferring data over the network.

[0004] With the proliferation of multi-media content over wireless networks comes an
insatiable demand for more bandwidth over the networks. Conventional wireless networking

architectures fail to provide adequate resources to efficiently provide optimum range and
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coverage for wireless network users, and fail to take full advantage of the resources available to

satisfy the desire for more bandwidth.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments of the disclosure are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference numerals
refer to similar elements and in which:

[0006] FIG. 1 illustrates one embodiment of a virtualization mode and an actual mode for
processing wireless signals.

[0007] FIG. 2 illustrates a flowchart of steps employed in one embodiment of a method of
operation of the system of FIG. 1.

[0008] FIG. 3 illustrates how a virtual MAC and virtual PHY are coordinated to manage
actual MAC and PHY layers.

[0009] FIG. 4 illustrates how the system of FIG. 2 manages signal processing by
determining which resources are available.

[0010] FIGs. 5A and 5B illustrate alternative ways to manage one embodiment of a
variable-duplex link.

[0011] FIG. 6 illustrates one embodiment of a variable duplex link that is configurable to
manage transmit and receive process cycles, including preset process cycle configurations of
different types.

[0012] FIG. 7 illustrates one embodiment of a system for wirelessly extending range of a
wireless network linearly from one access point to another.

[0013] FIG. 8 illustrates a wireless management system that utilizes a virtual MAC and
virtual PHY to wirelessly and adaptively manage and control multiple radios in a given wireless
access point.

[0014] FIG. 9 illustrates a flowchart of steps for one embodiment of a method of wirelessly
accessing a wireless network, consistent with the systems shown in FIGs. 1 and 2.

[0015] FIG. 10A — 10C illustrate embodiments of a system for wirelessly extending range
of a wireless network radially from one access point to other access points.

[0016] FIG. 11 illustrates one embodiment of multiple wireless management systems that

cooperate to allocate transceiver resources between users.
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DETAILED DESCRIPTION

[0017] Embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The wireless networking system includes an application layer associated with one or
more applications having a wireless bandwidth requirement. A first wireless transceiver resource
associated with an actual MAC layer and PHY layer is employed. The first wireless transceiver
resource has a first bandwidth availability up to a first actual bandwidth. A second wireless
transceiver resource associated with the actual MAC layer and the PHY layer is employed. The
second wireless transceiver resource has a second bandwidth availability up to a second actual
bandwidth. A processing layer evaluates the wireless bandwidth requirement and the first and
second bandwidth availabilities of the wireless transceiver resources. The processing layer
includes a bandwidth allocator to allocate at least a portion of each of the first and second actual
bandwidths to virtual MAC and virtual PHY layers, and to satisfy the application layer wireless
bandwidth requirement.

[0018] In a further embodiment, a method of a method of operating a wireless transceiver
system is disclosed. The wireless transceiver system includes an application layer, actual MAC
and PHY layers, and a processing layer between the actual MAC and PHY layers. The method
includes evaluating, with processing logic, application bandwidth requirements of applications
associated with the applications layer. A virtual MAC layer and a virtual PHY layer are defined
between the processing layer and the actual MAC and PHY layers. A bandwidth allocator
allocates multiple wireless transceiver resources in the actual MAC and PHY layer to be
controlled by the virtual MAC and PHY layer to satisfy the application bandwidth requirements.
A stream of processed data is transferred via a wireless link with the allocated wireless
transceiver resources.

[0019] In yet another embodiment, a wireless transceiver for coupling to a wireless duplex
link is disclosed. The wireless transceiver includes programmable storage, a transmitter and a
receiver. The transmitter couples to the programmable storage and transmits data along a
wireless link during a first portion of a programmed data transfer cycle. The receiver couples to

the programmable storage and receives data from the wireless link during a second portion of the
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programmed data transfer cycle. The wireless link exhibits an asymmetric transmit/receive
profile based on information stored in the programmable storage.

[0020] Referring to Figure 1, one embodiment of a wireless networking system, generally
designated 100, is shown in an abstract “layer” context. Generally speaking, the system may
involve a WiFi network, a mobile wireless network, or a combination of the two. The network
includes an application layer “APP”, at 102, with one or more data-intensive software
applications “APP A” — “APP D.” The individual applications, for example, may have different
peak bandwidth requirements in terms of data transfer rates. Thus, for instance, application APP
A may have a peak bandwidth requirement of 450 Megabits per second (Mbps), while
application APP D may have a peak bandwidth requirement of 750 Mbps.

[0021] Further referring to Figure 1, the application layer 102 cooperates with a process
layer, at 104. The process layer includes a decision block 106 that interfaces with a processing
block 108. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 110. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 112. While not explicitly shown in
FIG. 1, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 106. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0022] The decision block 106, processing block 108 and ultra-streaming block 110
together form a virtual MAC layer 111. The RF block 112 forms a virtual PHY layer. As more
fully described below, the virtual MAC and PHY layers enable simultaneous allocation of
multiple PHY resources for different signal types associated with different applications. As a
result, the wireless networking system 100 exhibits significant performance improvements and
efficiency advantages.

[0023] With continued reference to FIG. 1, the wireless networking system 100 includes an

actual media access control (MAC) layer, at 114, and an actual physical (PHY) layer, at 116. The
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actual MAC layer 114 generally includes software resources capable of controlling one or more
transceiver resources 118 that are at the actual PHY layer, such as various radios and receivers.
The actual PHY layer 116 may include multiple transceiver resources corresponding to multiple
radios, each with an actual data transfer capability, or bandwidth.

[0024] The actual PHY layer transceivers may transmit and receive data consistent with a
variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless networking system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.
[0025] In operation, and referring to FIG. 2, the wireless networking system generally
determines an overall wireless bandwidth demand or requirement from one or more applications
associated with the application layer 102, at 202. FIG. 1 illustrates one example, with
Application A demanding a peak bandwidth of 450 Mbps, and Application D requiring a peak
bandwidth of 740 Mbps. At 204, the process layer 104 determines available resources in the
actual MAC and PHY layers 114 and 116, and allocates the available resources to satisfy the
bandwidth demands, at 206.

[0026] Using the same example shown in FIG. 1, and assuming that all of the PHY
transceivers are available, each PHY transceiver 118 is capable of providing a transmit/receive
bandwidth of 300 Mbps. Grouping the entire bandwidth of one transceiver with half the
bandwidth of a second satisfies the bandwidth demand for Application A. In a similar manner,
allocating the bandwidths of two transceivers, and half the bandwidth of a third transceiver
satisfies the bandwidth demand for Application D. The allocating is managed by defining the
virtual MAC/PHY layers 111 and 112 with the allocated resources, at 208.
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[0027] Figure 3 illustrates how, in one embodiment, elements associated with the process
layer 104 can define a virtual MAC management layer 302 and a virtual PHY layer 304 to enable
the sharing of multiple transceiver resources in a way sufficient to satisfy the bandwidth
requirements of multiple applications running simultaneously. The virtual MAC and PHY layers
manage signals from one or more applications before sending the signals to the actual MAC and
PHY layers. The virtual MAC management layer 302 may include the decision block 106, the
processing block 108 and the ultra-streaming block 110. The virtual PHY layer 304 may include
the RF block 112, shown as multiple RF blocks to denote the virtual use of two sets of allocated

transceiver resources. For one embodiment, the RF block(s) communicate directly with the ultra
streaming block about actual resource availability, and the ultra-streaming block sends the
information back to the decision block in the virtual MAC layer. Alternatively, the virtual PHY
RF block may directly communicate with the virtual MAC decision block and/or the processing
block.

[0028] Referring now to FIG. 4, defining the virtual MAC and PHY layers 302 and 304
involves an evaluation of available transceiver resources to meet peak bandwidth demands of
applications running in the application layer. One or more applications, such as “Application A”
and “Application B”, may be initially supported with transceiver resources “Device 1” and
“Device 2” through an initialization or training process at startup. The virtual MAC 302
interfaces with the virtual PHY 304 to determine device availability. This further involves a
determination at the PHY layer as to the actual availability of the initially assigned transceiver
resources. Should a given resource be unavailable, such as through insufficient bandwidth or
having an existing assignment, a replacement resource may be identified and assigned.
Availability monitoring may be carried out at initialization, as described above, or through
periodic or continuous updating based on environmental conditions or through random on
demand programming. Adaptively managing the actual resources provides efficient utilization of
resources and power.

[0029] For one embodiment, the virtual MAC 302 and virtual PHY 304 may be employed
to control respective transmit and receive times (also referred to as an RF cycle) for a transceiver
coupled to a variable duplex wireless link. FIG. SA illustrates a way of ensuring an RF cycle that
has a transmit time equal to a receive time, such that a first amount of data is transmitted along a

given link that is equal to a second amount of data that is received along the link. A physical
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resource PHY 502, such as a wireless transceiver, is shown coupled to a transmit buffer 504 and
a receive buffer 506. By providing transmit buffer storage that is equal to the receive buffer
storage, the amount of data transmitted during both portions of the cycle is equal (since the
transceiver generally transmits and receives the entire contents of a given buffer before switching
to the next portion of the cycle).

[0030] While equal transmit and receive portions of the RF cycle may be beneficial in
some circumstances, allocating different PHY resources for different applications, as described
above, may benefit from asymmetric wireless links, where the transmit or receive times may be
different to optimize wireless data traffic. FIG. 5B illustrates one embodiment of a variable
duplex link that includes a transmit buffer 504 that is larger than a receive buffer 506. A
programmable register 508 provides a way to specify the storage capacities of each of the
buffers, thus enabling control of the respective transmit and receive time. In another
embodiment, the programmable register may include storage to specify precise transmit and
receive times for the RF cycle in addition to, or instead of varying the buffer sizes. For some
embodiments, sub-programmable mask intervals may be programmed which disable a given
transmitter or receiver during the pre-programmed transmit or receive time.

[0031] FIG. 6 illustrates one embodiment of the wireless networking system, described
above, utilizing the variable duplex link to optimize uplink (transmit) and downlink (receive)
data transfer efficiency for a given application. As shown in FIG. 6, a decision block 602
associated with a virtual MAC 604 detects application types, APP A and APP B, for which a
preset transmit/receive cycle ratio has been assigned. A processing block 606 processes the
substream signals together with the preset cycle ratio information. A virtual PHY 608, configures
available devices to the preset cycle ratio in terms of either configuring transmit and receive
buffer sizes, and/or configuring actual transmit and receive cycle times.

[0032] The virtual MAC and PHY layers 604 and 608 may also be used to reconfigure, or
update, the RF cycle times of the link periodically or continuously. Additionally, random on-
demand programming may be employed to reconfigure the link. By monitoring parameters
associated with the link, a predictive model of optimal link operation may be adaptively
generated, resulting in enhanced link operability.

[0033] Those skilled in the art will appreciate that the embodiments described above

enable wireless networking systems to operate at higher levels of performance and with better
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efficiencies. By employing a virtual MAC and virtual PHY between an application layer and an
actual MAC and PHY layer, wireless transceiver resources may be allocated more efficiently to
handle various data bandwidth requirements from different applications. Additionally, by
selectively employing a variable duplex link, data transfers may be further optimized through
finer control of link transmit and receive times.

[0034] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication
process.

[0035] Further embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The system includes a first wireless access point having a first coverage area. The first
wireless access point includes a first wireless transceiver to access a wireless network and a
second wireless transceiver coupled to the first wireless transceiver. A second wireless access
point has a second coverage area. The second wireless access point includes a third wireless
transceiver for establishing a wireless link with the second wireless transceiver, and a fourth
wireless transceiver coupled to the third wireless transceiver to provide user access to the
wireless link. User access to the wireless link accesses the wireless network via the second and
first wireless transceivers.

[0036] In a further embodiment, a method of providing wireless network access to a user is
disclosed. The method includes accessing a wireless network with a first wireless transceiver
associated with a first wireless access point. The first wireless access point has a first coverage
area bounded by a range of a first broadcast transceiver associated with the first wireless access
point. Wireless access to the wireless network is enabled within the first coverage area with the
first broadcast transceiver. A wireless link is established between the first wireless access point

and a third wireless transceiver associated with a second wireless access point. The second
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wireless access point has a second coverage area bounded by a fourth wireless transceiver. The
fourth wireless transceiver is in communication with the third wireless transceiver. Access to the
wireless network from within the second coverage area is enabled via the fourth wireless
transceiver.

[0037] In yet another embodiment, a wireless access point for use in a wireless networking
system, the wireless access point includes a first wireless transceiver to establish a wireless link
to a wireless network. A second wireless transceiver provides wireless access to the wireless link
within a first coverage area. A third wireless transceiver establishes a wireless link to a second
wireless access point. Processing logic controls each of the first, second and third wireless
transceivers.

[0038] Referring to Figure 7, one embodiment of a wireless networking system is shown,
generally designated 610, that increases the range of wireless network access. The wireless
networking system 610 includes multiple wireless access points, or nodes, 612A — 612E. The
nodes may be positioned linearly, such as in serial or wirelessly daisy-chained arrangement, to
linearly extend wireless network access across multiple access point coverage zones. A similar
embodiment that extends coverage radially is described below with reference to FIGs. 10A —
10C.

[0039] With continued reference to FIG. 7, for one specific embodiment, node 612A
includes multiple radios A1 and A2. Radio A1 is configured as a receiver/transmitter
(transceiver) that exhibits a wireless transceiver range, denoted by the circle at 614, to receive
and transmit signals to a network, such as the Internet 615. Note that for purposes of clarity, each
node is shown in FIG. 7 as having a range defined by the range of one of the radios. Radio Al,
while acting as a receiver/transmitter (often referred to herein as a transceiver) is also able to
broadcast and receive signals within its coverage area to users that are in the area 614, thereby
serving as a wireless access point for that area. User U1 thus may access the Internet via radio
Al. Radio A1 also communicates with a relay radio A2, which may be disposed near the
periphery of the range 104 of radio Al. Relay radio A2 has a similar range as radio Al, and is
able to communicate with radio B1 that is associated with node 612B. For some embodiments,
the relay radio (such as radio A2) for a given node is assigned to one or more dedicated

transceivers (such as B1) associated with respective adjacent nodes. Additionally, in general, the

-10-
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transceivers of a given node can communicate to any of the transceivers available in adjacent
nodes.

[0040] Further referring to FIG. 7, node 612B includes three radios, one to establish
communication with radio A2 of node 612A, a second radio B2 to act as a relay to a third node
612C, and a third radio B3 to act as a wireless access point to a second user U2 within the node
102B. The third node 102C includes a first radio C1 to communicate with the second radio B2 of
the second node 612B, and a second radio C2 to provide wireless access to a third user U3 within
the access coverage area of the third node 612C. Thus, with communication links established
from the Internet to radio A1, to radio A2, to radio B1 to radio B2 to radio C1 and to radio C2,
the user U3 is able to access the Internet wirelessly even though the distance between the user
U3 to the first wireless access point Al exceeds the coverage or range of radio Al.

[0041] Each node 612A — 612C described above, may be configured differently depending
on the available resources and bandwidth demands. Thus, a given radio may handle multiple
tasks to receive and broadcast simultaneously, if the bandwidth demands are relatively low, or
handle a single task, such as relay radio A2, if the bandwidth demand necessitates the need for
additional wireless transceiver resources.

[0042] To manage the allocation and configuration of wireless transceiver resources, each
node employs a management system, such as one embodiment shown in FIG. 8, and generally
designated 710. The management systems for multiple nodes thus forms distributed logic that
cooperate to efficiently manage bandwidth utilization for users. Further details of the
management system for a variety of applications are disclosed in U.S. Patent Number 9,788,305,
titted METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS,
filed October 29, 2014, and expressly incorporated herein by reference.

[0043] Further referring to Figure 8, one specific embodiment of the management system
710, is shown in a networking “layer” context. Generally speaking, the wireless management
system may be configured for coupling an available transceiver resource to a WiFi network, a
mobile wireless network, or a combination of the two. The management system 710 includes an
application layer “APP”, at 712, with one or more data-intensive software applications “APP A”
— “APP D.” The individual applications, for example, may have different peak bandwidth

requirements in terms of data transfer rates. Thus, for instance, application APP A may have a
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peak bandwidth requirement of 450 Megabits per second (Mbps), while application APP D may
have a peak bandwidth requirement of 750 Mbps.

[0044] Further referring to Figure 8, the application layer 712 cooperates with a process
layer, at 714. The process layer includes a decision block 716 that interfaces with a processing
block 718. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 720. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 722. While not explicitly shown in
FIG. 8, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 716. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0045] The decision block 716, processing block 718 and ultra-streaming block 720
together form a virtual MAC layer 621. The RF block 722 forms a virtual PHY layer. The virtual
MAC and PHY layers enable simultaneous allocation of multiple PHY resources for different
signal types associated with different applications. Transceiver configurations may be applied at
initialization of the system, periodically during normal operation, or randomly on demand during
operation. As a result, the most efficient path for wireless access between a given user and the
wireless network is paved. The wireless networking system 710 thus exhibits significant
performance improvements and efficiency advantages.

[0046] With continued reference to FIG. 8, the wireless management system 710 includes
an actual media access control (MAC) layer, at 724, and an actual physical (PHY) layer, at 726.
The actual MAC layer 724 generally includes software resources capable of controlling one or
more transceiver resources 728 that are at the actual PHY layer, such as various radios and
receivers. The actual PHY layer 726 may include multiple transceiver resources corresponding to
multiple radios, each with an actual data transfer capability, or bandwidth.

[0047] The actual PHY layer transceivers may transmit and receive data consistent with a

variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
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with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless management system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.

[0048] Figure 9 illustrates a flowchart that shows generic steps carried out during operation
of the wireless networking system of FIG. 7. At 812, the first node 612A (FIG. 7) accesses a
wireless network, such as the Internet 615, with a first radio or transceiver Al. A second
transceiver A2, establishes a wireless link with the first transceiver A1, at 8§14. The second
transceiver may then act as a relay to establish a further link with a radio in a different node, such
as radio B1 in node 612B. The wireless network may then be accessed through the different node
612B via the wireless link (between radios B1 and A2) and the first access point, at 816. By
employing a plurality of transceivers at each of the nodes that run the Ultra Streaming engine to
allocate their available resources, either at initialization as configurable, or while in operation
periodically, or dynamically in random demand while in operation, the most efficient path for
wireless access is accomplished. This results in increased range and coverage for a given
wireless network, and it’s Internet access.

[0049] FIGs 10A — 10C illustrate a further embodiment of a wireless networking system,
generally designated 910, that is similar to the system of FIG. 7, but configured with various
nodes 912A — 912G that are positioned in a relative manner to extend coverage radially, rather
than linearly. Each of the nodes includes a wireless management system, such as that shown in
FIG. 8 and described above.

[0050] Further referring to FIG. 10A, a first node 912A includes radios A1 — A7, with
radio A1 acting as an originating access point for a local network signal, such as the Internet 915.
The remaining radios A2 — A7 may then be configured to communicate with specified adjacent

nodes. The adjacent nodes have respective coverage zones that overlap the primary node 912A
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radially outwardly. Thus, by encircling the primary node with the other nodes, the corresponding
coverage area may be increased dramatically.

[0051] FIG. 10B illustrates one configuration where radio A1 acts as the originating radio
to communicate with the local wireless network, and radio A2 communicates the network signal
as a relay with radios B2 and C2 of nodes 912B and 912C. Radios B1 and C1 of each respective
node broadcast wireless access to users within the respective coverage zones, bounded by
coverage rings 914 and 916 associated with each respective node 912B and 912C. Similar
arrangements are managed with radio A3 communicating with radios D2 and E2, and radios A4
and A5 communicating with F2 and G2, respectively. To optimize coverage radially, the nodes
912B - 912G are positioned radially around the primary node 912A in a honeycomb structure.
The resulting coverage boundary, represented by the coverage circle 408, is significantly larger
than the originating access coverage area (represented by ring 410) provided by the broadcast
radio associated with node 402A by itself.

[0052] FIG. 10C illustrates different assignments of the radios in the wireless networking
system of FIG. 10A managed by the wireless management system 910 of each node 912A —
912G. The assignments and radio configurations may be defined and managed during an
initialization process, periodically during operation, or randomly on demand depending on the
bandwidth demands of the system. Thus, if bandwidth demands are higher in nodes 912B and
912C, then instead of sharing the bandwidth of radio A2 with nodes 912B (radio B2) and 912C
(radio C2), such as the arrangement of FIG. 10B, dedicated relay radios A2 and A3 may be
assigned to each of those nodes so that maximum bandwidth may be provided to each, resulting
in radio A2 communicating with radio B2 and radio A3 communicating with radio C2 (FIG.
10C).

[0053] For some embodiments, whether the wireless networking system is configured as a
linear or radial architecture, there may be multiple transceivers assigned to a wireless node, and
each node may have multiple transceivers assigned to a given user. FIG. 11 illustrates how
multiple wireless management systems cooperate to efficiently allocate transceiver resources in
such a situation. A first node management system 962 may control transceiver resources Al and
A2 within a first node. A second management system 964 may control transceiver resources B1,
B2, and B3. The management systems 962 and 964 communicate with each other to determine

the optimal resource allocation to service respective local users, at 958 and 960.

-14-

Samsung Ex. 1004, Page 19 of 553



[0054] Thus, for the example shown in FIG. 11, the first local user 9587 within the
coverage of the first node may need bandwidth that may be sufficiently provided by transceiver
Al alone. The second local user 960, positioned within the vicinity of both the first and second
nodes, may be assigned transceiver A2 from the first node, and transceiver B2 from the second
node, thereby having access to twice the bandwidth. Other examples may involve partial
transceiver allocations, where a portion of the transceiver bandwidth is allocated to a first user,
and a second portion of the bandwidth allocated to a second user.

[0055] In some embodiments, a given wireless link may be configured as a variable duplex
link. Each wireless management system may task the virtual MAC and virtual PHY to control
respective transmit and receive cycles for one or more of the wireless transceivers. Varying the
transmit and/or receive times may be accomplished in various ways, such as through
programmable buffer resources and/or through programmable transmit and receive times.
Further detail of such a variable duplex wireless link may be found in U.S. Patent Number
9,788,305, titled METHOD AND APPARATUS FOR PROCESSING BANDWIDTH
INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND
PHYSICAL LAYERS, filed October 29, 2014, and expressly incorporated herein by reference.
[0056] Those skilled in the art will appreciate that the embodiments described above
enable efficient wireless access to wireless networking systems by users that might be outside the
range of a single wireless access point. By employing linear and/or radial wireless access system
architectures, and configuring available wireless transceiver resources optimally within each
node, a given wireless network may be accessed with greater bandwidth and more efficiently.
[0057] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication

process.
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[0058] In the foregoing description and in the accompanying drawings, specific
terminology and drawing symbols have been set forth to provide a thorough understanding of the
present invention. In some instances, the terminology and symbols may imply specific details
that are not required to practice the invention. For example, any of the specific numbers of bits,
signal path widths, signaling or operating frequencies, component circuits or devices and the like
may be different from those described above in alternative embodiments. Also, the
interconnection between circuit elements or circuit blocks shown or described as multi-conductor
signal links may alternatively be single-conductor signal links, and single conductor signal links
may alternatively be multi-conductor signal links. Signals and signaling paths shown or
described as being single-ended may also be differential, and vice-versa. Similarly, signals
described or depicted as having active-high or active-low logic levels may have opposite logic
levels in alternative embodiments. Component circuitry within integrated circuit devices may be
implemented using metal oxide semiconductor (MOS) technology, bipolar technology or any
other technology in which logical and analog circuits may be implemented. With respect to
terminology, a signal is said to be “asserted” when the signal is driven to a low or high logic state
(or charged to a high logic state or discharged to a low logic state) to indicate a particular
condition. Conversely, a signal is said to be “deasserted” to indicate that the signal is driven (or
charged or discharged) to a state other than the asserted state (including a high or low logic state,
or the floating state that may occur when the signal driving circuit is transitioned to a high
impedance condition, such as an open drain or open collector condition). A signal driving circuit
is said to “output” a signal to a signal receiving circuit when the signal driving circuit asserts (or
deasserts, if explicitly stated or indicated by context) the signal on a signal line coupled between
the signal driving and signal receiving circuits. A signal line is said to be “activated” when a
signal is asserted on the signal line, and “deactivated” when the signal is deasserted.
Additionally, the prefix symbol “/” attached to signal names indicates that the signal is an active

low signal (i.e., the asserted state is a logic low state). A line over a signal name (e.g., ¢
<signal name >) is also used to indicate an active low signal. The term “coupled” is used

herein to express a direct connection as well as a connection through one or more intervening
circuits or structures. Integrated circuit device “programming” may include, for example and
without limitation, loading a control value into a register or other storage circuit within the

device in response to a host instruction and thus controlling an operational aspect of the device,
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establishing a device configuration or controlling an operational aspect of the device through a
one-time programming operation (e.g., blowing fuses within a configuration circuit during
device production), and/or connecting one or more selected pins or other contact structures of the
device to reference voltage lines (also referred to as strapping) to establish a particular device
configuration or operation aspect of the device. The term “exemplary” is used to express an
example, not a preference or requirement.

[0059] While the invention has been described with reference to specific embodiments thereof,
it will be evident that various modifications and changes may be made thereto without departing
from the broader spirit and scope of the invention. For example, features or aspects of any of the
embodiments may be applied, at least where practicable, in combination with any other of the
embodiments or in place of counterpart features or aspects thereof. Accordingly, the

specification and drawings are to be regarded in an illustrative rather than a restrictive sense.
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PATENT CENTER # 63119710 FILING DATE 08/11/2023
CUSTOMER # 30565 FIRST NAMED SaiC. Manapragada
INVENTOR
CORRESPONDENCE AUTHORIZED BY Blake Hartz
ADDRESS
Documents TOTAL DOCUMENTS: 1
DOCUMENT PAGES DESCRIPTION SIZE (KB)
20505-6 Issue Fee 1 Issue Fee Payment (PTO-85B) 368 KB

Transmittal.pdf

Digest

DOCUMENT MESSAGE DIGEST(SHA-512)

20505-6 Issue Fee 73430091FO0AEC3EDA4DD372366404B8A989D14FE918A083C2
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE /TIME ATTORNEY DOCKET #
18/448,281 10/31/2023 10:33:02 AMET 020505-000006

Title of Invention

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING
VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 1540 FILED BY WALTER MOORE
PATENT CENTER # 63119710 AUTHORIZED BY Blake Hartz
CUSTOMER # 30565 FILING DATE 08/11/2023
CORRESPONDENCE - FIRST NAMED SaiC. Manapragada
ADDRESS INVENTOR

Payment Information
AT SIS T AgTp s
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
2501 UTILITY ISSUE FEE 480.00 1 480.00

TOTAL AMOUNT: $480.00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.5.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
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371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by maif or fax, or via EFS-Web.
By mail, send to: Matl Stop ISSUE FEE By fax, send to: (571)273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
INSTRUCTIONS: This form shouldbeused for transmitting the ISSUE FEE and PUBLICATIONFER (ifrequired). Blocks § through 5 should becompleted where appropriate.
All further correspondence witl be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate “ FEE ADDRESS” for maintenance fe notifications. Because electronic patent issuance may occur shortly after
issue fee pavment, any desired continuing application should preferably be filed prior to payment of this issue fee in ovder not to jeopavdize copendency.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 {or any change ofaddress) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transwittal. This certificate cannot be used for any other accompanying

Woodard, Emhardt, Henr;_/, Reeves & Wagner, LLP papers. Each additional paper, such as an assignment or frmal drawing. must
111 Monument Circle, Suite 3700 have its own certificate of mailing or transmission.
Indianapolis, IN 46204-5137 Certificate of Mailing or Transmission

T hereby certify that this Fee(s) Transmittal is being deposited with the Unitod
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Maif Stop ISSUE FEE address above, or being transmittod to the
USPTQ via EES-Web orby facsimile 10 (371)273-2885, on the date below,

Blake R. Hartz (Typed or printed name)
/Blake R. Hartz, RegA No. 73453/ (Signature)
October 31, 2023 (Date)
APPEICATION NO FILANG DATE EIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
18/448,281 August 11, 2023 MANAPRAGADA, Sai C. 020505-000006 1540

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING

TTLE OF INVENTION: VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

APPEIN. TYPE ENTITY STATUS 1SSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisionat SMALL $ 480.00 $ 0.00 $0.00 $ 480.00 fanuary 30, 2024
EXAMINER ART ONIT CLASS-SUBCLASS
KHAWAR, Saad 2412 370-315000
1. Change of correspondence address or indication of™ Fee 2. For printing on the patent front page, list Woodard, Emhardt, Henry, Reeves
Address™ (37 CFR 1.363) (1) The names of up to 3 registered patent attorneys or 1. & Wagner, LLP
D Change of correspondence address (or Change of agents OR. altcn}atwc!y, )
Correspondence Address form P TO/SB/122) attached. (2) The name of a single fim (having as a wewber a
registered attorney or agent) and the names ofup to 2
D “ Pec Address™ indication (or “Fee Address™ Indication f registered patent attorneys or agents. Hno nawe is
PTO/AIA/4T or PTO/SB/47; Rev 03-09 or more recent) listed, no name will be printed.

attached. Usc of a Customer Number is required.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee isidentified below, no assignee data will appear on the patent. Ifan assignee is identific d below, the document nust have been
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion ofthis form ts NOT a substitute for filing an assignment.
(A)NAME OF ASSIGNER (B) RESIDENCE: (CITY and STATE or COUNTRY)

XiFi Networks R&D Inc. Cypress, TX

Please check the appropriate assignee category or categories (willnot be printed on the patent): D Individual Cmporation or other private group entity DG overnment

4a, Fees Submitted: Issue Fee PublicationFee (ifrequired)

4b. Mcthod of Payment (Please first reapply any previously paid fee shown above):

Blectronic Payment via Patent Center or EFS-Web [:] Enclosed check E] Nou-clectronic payment by credit card (Attach form PTO-2038)

5. Change of Entity Status (fomstatus indicated abose)

Applicant certifying micro entity status. See 37 CFR 1.29. NOTE: Absent a valid Certification ofMicro Entity Status (see orms PTO/SB/15A and 15B), issue foe
payment in the micro entity amount will not be accepted at the risk ofapplication abandonment.

Applicant asserting small entity status. See 37 CFR1.27. NOTE: If the application was previously under micro cutity status, checking this box will be taken as
anotification ofloss ofentitiement to wicro entity status.

Applicant changing to regular undiscounted foe status. NOTE: Checking this box will be taken as a notificationofloss ofentitlement to swall or micro entity
status, as applicable.

NOTU: This form wust be signed in accordance with 37 CFR 1.31 and 1.33. Sce 37 CFR 1.4 v signature requirements and certifications.

Authorized Signature /Blake R. Hartz, Reg. No. 73453/ Date October 31, 2023
Typed or printed name Biake R. Hartz Registration No. 73453
PTOL-85 Part B (03-23) Approved for usc through 03/31/2023 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
30565 7590 10/30/2023
WOODARD, EMHARDT, HENRY, REEVES & WAGNER, LLP KHAWAR, SAAD
111 MONUMENT CIRCLE, SUITE 3700
INDIANAPOLIS, IN 46204-5137 | ARTUNIT | parsrNuMBER |
2412
DATE MAILED: 10/30/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
18/448,281 08/11/2023 Sai C. Manapragada 020505-000006 1540

TITLE OF INVENTION: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL
AND PHYSICAL LAYERS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 01/30/2024

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

IIT. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: ~ Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new

correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

30565 7590 10/30/2023 Certificate of Mailing or Transmission
WOODARD, EMHARDT, HENRY, REEVES & WAGNER, LLP | hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
111 MONUMENT CIRCLE, SUITE 3700 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
INDIANAPOLIS, IN 46204-5137 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)|
(Signature)|
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
18/448,281 08/11/2023 Sai C. Manapragada 020505-000006 1540

TITLE OF INVENTION: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL
AND PHYSICAL LAYERS

I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0.00 $0.00 $480 01/30/2024
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
KHAWAR, SAAD 2412 370-315000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member 2

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (1 Government

4a. Fees submitted: [dissue Fee [ IPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

() Electronic Payment via Patent Center or EFS-Web [ Enclosed check () Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

M| Applicant certifying micro entity status. See 37 CFR 1.29
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
18/448,281 08/11/2023 Sai C. Manapragada 020505-000006 1540
30565 7590 10/30/2023 | EXAMINER |
WOODARD, EMHARDT, HENRY, REEVES & WAGNER, LLP KHAWAR, SAAD
111 MONUMENT CIRCLE, SUITE 3700
INDIANAPOLIS, IN 46204-5137 | ARTUNIT PAPERNUMBER |

2412

DATE MAILED: 10/30/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 18/448,281 Manapragada, Sai C.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
SAAD KHAWAR 2412 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4) This communication is responsive to communication filed 10/10/23.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-9,15-16,18-23 and 25-37 . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) DAl b) [J Some* ¢) [ None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.(J Notice of References Cited (PTO-892) 5. (] Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/SAAD KHAWAR/
Primary Examiner, Art Unit 2412

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20231019

Samsung Ex. 1004, Page 42 of 553




Application/Control Number: 18/448,281 Page 2
Art Unit: 2412

Allowable Subject Matter
1. Claims 1-9, 15-16, 18-23, and 25-37 are allowed.
2. The following is a statement of reasons for the indication of allowable subject matter:

Regarding claims 1, of the closest prior arts Rahman (US 20080084855 A1) in view of Kim (US
20110128919 A1), Yen (US 20150098359 A1), and further in view of Conner (US 20060140123 A1)
disclose features of the instant claim. However, Rahman in view of Kim, Yen, and Conner do not
disclose all the features of “A method of improving the performance of a wireless networking device,
comprising the steps of: connecting an application interface to a processing interface, the application
interface being associated with a first application, the first application providing, when the wireless
networking device is being used, provides first data stream and having that a first wireless bandwidth
requirement; connecting first and second actual MAC interfaces to the processing interface; connecting
first and second actual PHY interfaces respectively to the first and second actual MAC interfaces;
respectively associating first and second wireless transceivers with the first and second actual PHY
interfaces, wherein each of the first and second wireless transceivers (i} is are suitable for use in a
wireless local area network, (ii} has a first and second bandwidth availability up to first and second actual
bandwidths, and (iii) is adapted to emit radio waves in first and second different bands of frequencies;
forming in the processing interface (i) at least one virtual MAC interface and (ii) first and second virtual
PHY interfaces that, during operation of the wireless networking device, feed information regarding the
bandwidth availabilities of the first and second wireless transceivers back to the at least one virtual MAC
interface; wherein the processing interface is configured to, when the wireless networking device is being
used, in a manner transparent to any layer of the wireless networking device above the processing
interface, (i) identify at least one portion of each one of the first and second actual bandwidths of the first
and second wireless transceivers that are available for communication, (ii} select one transceiver of the
first and second transceivers which has the most bandwidth available, (iii) prepare the first data stream for
transmission to a recipient from the selected wireless transceiver using a specific subset of frequencies
corresponding to the identified at least one portion of its available bandwidth, and (iv) cause the prepared
first data stream to be transmitted from the selected wireless transceiver to thereby at least partially

satisfy the first wireless bandwidth requirement of the first application; wherein, if the unselected wireless
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transceiver has more bandwidth availability than the selected transceiver during use of the wireless
networking device, then-the processing interface is adapted to, as a result of the increased bandwidth
availability and in a manner transparent to any layer of the wireless networking device above the
processing interface, (i) identify at least one portion of the bandwidth of the unselected transceiver that is
available for communication and then-select the unselected transceiver, (ii) prepare the first data stream,
without requiring the disassociation of the recipient from the actual MAC and PHY interfaces of any
wireless transceiver, for transmission to the recipient from the unselected transceiver using a specific
subset of frequencies corresponding to its identified at least one portion of available bandwidth, and (iii)
cause the prepared first data stream to be transmitted to the recipient from the unselected transceiver,
without requiring the disassociation of the recipient from the actual MAC and PHY interfaces of any
wireless transceiver, to thereby continue to at least partially satisfy the first wireless bandwidth
requirement of the first application; and wherein the wireless networking device’s utilization of the
available bandwidth of the selected and unselected transceivers does not prevent other wireless
networking device from utilizing a range of frequencies corresponding to the remaining portion of the
bandwidth availabilities of the selected and unselected wireless transceivers for data transmission
purposes at the same time that processed data is being sent from the selected and unselected wireless
transceivers” in combination. The cited references fail to anticipate or render the above limitations in
combination with all the recited limitations of claims 1 obvious, over any of the prior art of record, alone or
in combination. The remaining claims depend on claim 1 and contain allowable subject matter for similar

reasons.

Conclusion
3. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to SAAD KHAWAR whose telephone number is (571)272-7948. The examiner can normally
be reached Monday - Friday, 9:00am - 5:00pm.
Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Charles Jiang can be reached on (571)-270-7191. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be obtained from
Patent Center. Unpublished application information in Patent Center is available to registered users. To
file and manage patent submissions in Patent Center, visit: https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For additional questions,
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance
from a USPTO Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

/SAAD KHAWAR/
Primary Examiner, Art Unit 2412
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reject$3) WITH (relay  |AT, BE, BG, BR, BY,
mesh bridge) WITH CA, CH, CN, CS, CU,
(bandwidth) Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L101 3614 bandwidth NEAR3 (US-PGPUB; USPAT; [OR ON ON 2023/02/02
(availab$5 free unused) [USOCR; FIT (AU, AP, 11:09 AM
WITH (relay mesh) AT, BE, BG, BR, BY,

CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,

10/19/2023 11:20:35 AM Page 11 of 21
Workspace: 18448281 SK
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EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

L103 2602

L102 AND bandwidth
NEAR3 (availab$5 free
unused) WITH (relay
mesh bridge)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:;
IBM_TDB)

OR ON

ON

2023/02/02
11:12 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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L105

316

L102 AND bandwidth
NEAR3 (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, Sl, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

OR

ON

ON

2023/02/02
11:16 AM

L107

151

"10034147" "11429407"
"20050089064"
"20070110198"
"20070121573"
"20070180119"
"20070242605"
"20070270121"
"20080002631"
"20090034460"
"20090074051"
"20000141691"
"20100128630"
"20110110289"
"20130028150"
"20130258021"
"20130281049"

(US-PGPUB; USPAT
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO; DERWENT;
IBM_TDB)

OR

ON

ON

2023/08/22
09:52 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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L109

("10034147"

11429407B2

"20050089064"
"20070110198"
"20070121573"
"20070180119"
"20070242605"
"20070270121"
"20080002631"
"20090034460"
"20090074051"
"20000141691"
"20100128630"
"20110110289"
"20130028150"
"20130258021"

L111

(US-PGPUB; USPAT)

OR

ON

ON

2023/08/22
09:52 AM

virtual NEAR PHY
WITH virtual NEAR
MAC WITH feed$4

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, Cs, CU,
CZ, DD, DE, DK, EA,

EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, 8K,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

I

OR

ON

ON

2023/08/22
10:31 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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L113 0

virtual NEAR PHY
SAME virtual NEAR
MAC SAME feed$4

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

ON

ON

2023/08/22
10:32 AM

L102 AND bandwidth
NEARS3 (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT,;

USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,

ON

2023/09/11
09:34 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L117 24

L119 41

("20020152305" OR
"20040053602" OR
"20060114851" OR
"20090290524" OR
"20120113320" OR
"20140075523" OR
"20140269560" OR
"20150181486" OR
"20150237667" OR
"5073899" OR
"5818830" OR
"7664072" OR
"7784076" OR
"7797723" OR
"8411608" OR
"8718558" OR
"8818276" OR
"8837454" OR
"8923816" OR
"8982762" OR
"8989101" OR
"9258712" OR
"9560661" OR
"970

("20020152305" OR
"20040053602" OR
"20060114851" OR
"20090290524" OR
"20120113320" OR
"20140075523" OR
"20140269560" OR
"20150181486" OR
"20150237667" OR
"5073899" OR

"5818830" OR

"7664072" OR

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

ON

ON

ON

ON

2023/09/11
09:37 AM

2023/09/26
10:14 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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"7784076" OR
"7797723" OR
"8411608" OR
"8718558" OR
"8818276" OR
"8837454" OR
"8923816" OR
"8982762" OR
"898910181" OR
"9258712" OR
"9560661" OR
"9706383" OR
"0000001" OR
"0000002" OR
"20130028150" OR
"20130196653" OR
"20130258921" OR
"20130281049" OR
"20140003449" OR
"20140056209" OR
"20140213219" OR
"20140269610" OR
"20150023245" OR
"20150098359" OR
"20150110036" OR
"20160014127" OR
"7373443" OR
"TTTT7777777" OR
"9603192" OR
"9736714" OR
"9743345").pn

L121 172 L102 AND bandwidth (US-PGPUB; USPAT; |OR ON ON 2023/09/26
NEAR3 (availab$5 free [USOCR; FIT (AU, AP, 11:08 AM
unused) WITH AT, BE, BG, BR, BY,

(accept$3 refus$3 CA, CH, CN, CS, CcU,

den$3 reject$3) SAME |CZ, DD, DE, DK, EA,

(relay mesh bridge) EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,

10/19/2023 11:20:35 AM Page 17 of 21
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NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L123 314

L102 AND bandwidth
NEARS (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

OR

ON

ON 2023/09/26
11:11 AM

L125 110

L82 AND bandwidth
WITH (availab$5 free
unused) WITH access

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,

ON 2023/09/26
11:18 AM

10/19/2023 11:20:35 AM
Workspace: 18448281
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SAME (relay mesh
bridge)

CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, Sl, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

10/19/2023 11:20:35 AM
Workspace: 18448281

|L82 AND bandwidth
WITH availab$5 WITH
relay

USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

[2023/10119
10:07 AM
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L129

421

L82 AND determin$5
WITH (relay mesh
bridge) WITH
(bandwidth)

(US-PGPUB; USPAT
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:;
IBM_TDB)

OR

ON

ON

2023/10/19
10:08 AM

PE2E SEARCH - Search History (Interference)

Ref # Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N80 15214

(HO4\W16/$5).CPC.

( ).CPC.
AND ((virtual$3 logic$2)
NEARS3 link).CLM.

(USPAT)

OR

ON

ON

2021/04/23
10:44 AM

10:44 AM

N84 48

(HO4W16/$5).CPC.
AND ((virtual$4 logic$2
aggregat$3) NEAR3

link).CLM

(USPAT)

OR

ON

ON

2021/04/23
10:45 AM

(virtual NEAR PHY
AND virtual NEAR MAC
AND feed$4).CLM.

(virtual NEAR PHY
AND virtual NEAR MAC
AND feed$4).CLM.

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

2023/08/22
10:32 AM

2023/09/11
09:35 AM

10/19/2023 11:20:35 AM

Workspace: 18448281
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N93 3 (vitual NEAR PHY (US-PGPUB; USPAT) |OR ON ON 2023/10/19
AND virtual NEAR MAC 10:08 AM
AND feed$4).CLM.

10/19/2023 11:20:35 AM Page 21 of 21
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 18/448,281
Confirmation No.: 1540

First-Named Inventor: ~ Manapragada, Sai C.

Filing Date: August 11, 2023

Group Art Unit: 2412

Examiner: Khawar, Saad

Attorney Docket No.: 020505-000006

Title: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH

INTENSIVE DATA STREAMS USING VIRTUAL MEDIA
ACCESS CONTROL AND PHYSICAL LAYERS

RESPONSE TO NON-FINAL OFFICE ACTION

In response to the Non-Final Office Action mailed on October 3, 2023, please enter the
following amendments and remarks in the above-mentioned patent application. The
Commissioner is authorized to charge any extensions of time as well as any additional fees or
credit any overcharges to Deposit Account No. 23-3030, but not to include any payment of issue
fees.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 11 of this paper.

Response to Non-Final Office Action
Application No. 18/448,281; Group Art Unit 2412
#2137626 l1of 12 Attorney Docket No. 020505-000006
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Amendments to the Claims
This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

1. (Previously Presented) A method of improving the performance of a wireless

networking device, comprising the steps of:

connecting an application interface to a processing interface, the application
interface being associated with a first application, the first application providing, when the
wireless networking device is being used, a first data stream and having a first wireless
bandwidth requirement;

connecting first and second actual MAC interfaces to the processing interface;

connecting first and second actual PHY interfaces respectively _to the first and
second actual MAC interfaces;

respectively associating first and second wireless transceivers with the first and
second actual PHY interfaces, wherein each of the first and second wireless transceivers (i) is
suitable for use in a wireless local area network, (ii) has a first and second bandwidth availability
up to first and second actual bandwidths, and (iii) is adapted to emit radio waves in first and
second different bands of frequencies;

forming in the processing interface (i) at least one virtual MAC interface and (ii)
first and second virtual PHY interfaces that, during operation of the wireless networking device,
feed information regarding the bandwidth availabilities of the first and second wireless
transceivers back to the at least one virtual MAC interface;

wherein the processing interface is configured to, when the wireless networking
device is being used in a manner transparent to any layer of the wireless networking device
above the processing interface,

(i) identify at least one portion of each one of the first and second actual
bandwidths of the first and second wireless transceivers that are available for communication,
(i) select one transceiver of the first and second transceivers which has the

most bandwidth available,

Response to Non-Final Office Action
Application No. 18/448,281; Group Art Unit 2412
#2137626 20f12 Attorney Docket No. 020505-000006
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(iii) prepare the first data stream for transmission to a recipient from the
selected wireless transceiver using a specific subset of frequencies corresponding to the
identified at least one portion of its available bandwidth, and

(iv) cause the prepared first data stream to be transmitted from the selected
wireless transceiver to thereby at least partially satisfy the first wireless bandwidth requirement
of the first application;

wherein, if the unselected wireless transceiver has more bandwidth availability
than the selected transceiver during use of the wireless networking device, the processing
interface is adapted to, as a result of the increased bandwidth availability and in a manner
transparent to any layer of the wireless networking device above the processing interface,

(i) identify at least one portion of the bandwidth of the unselected
transceiver that is available for communication and select the unselected transceiver,

(i) prepare the first data stream, without requiring the disassociation of the
recipient from the actual MAC and PHY interfaces of any wireless transceiver, for transmission
to the recipient from the unselected transceiver using a specific subset of frequencies
corresponding to its identified at least one portion of available bandwidth, and

(iii) cause the prepared first data stream to be transmitted to the recipient
from the unselected transceiver, without requiring the disassociation of the recipient from the
actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first wireless bandwidth requirement of the first application; and

wherein the wireless networking device’s utilization of the available bandwidth of
the selected and unselected transceivers does not prevent other wireless networking device from
utilizing a range of frequencies corresponding to the remaining portion of the bandwidth
availabilities of the selected and unselected wireless transceivers for data transmission purposes
at the same time that processed data is being sent from the selected and unselected wireless

transceivers.

2. (Previously Presented) The method of claim 1,
wherein the application interface is associated with a second application, the
second application providing, when the wireless networking device is being used, a second data

stream and having a second wireless bandwidth requirement;

Response to Non-Final Office Action
Application No. 18/448,281; Group Art Unit 2412
#2137626 3of12 Attorney Docket No. 020505-000006

Samsung Ex. 1004, Page 84 of 553



wherein the processing interface is configured to, when the wireless networking
device is being used in a manner transparent to any layer of the wireless networking device
above the processing interface, (i) prepare the first and second data streams for simultaneous
transmission to the recipient from the selected wireless transceivers using a specific subset of
frequencies corresponding to the identified at least one portion of its available bandwidth, and
(ii) cause the prepared first and second data streams to be simultaneously transmitted from the
selected wireless transceivers to thereby at least partially satisfy the first and second wireless

bandwidth requirements of the first and second applications.

3. (Previously Presented) The method of claim 2,

wherein, if the identified at least one portion of the bandwidth of the first wireless
transceiver becomes unavailable during use of the wireless networking device or if it has an
unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, the processing
interface is configured to, as a result of the unavailability or the increased bandwidth availability
and in a manner transparent to any layer of the wireless networking device above the processing
interface,

(i) identify at least one new portion of the bandwidth of the first wireless
transceiver that is available for communication and then select that wireless transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the first wireless transceiver using a
specific subset of frequencies corresponding to its newly identified at least one portion of
available bandwidth, and

(iii) cause the prepared first and second data streams to be transmitted to
the recipient from the first transceiver, without requiring the disassociation of the recipient from
the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.

4. (Previously Presented) The method of claim 3,
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wherein, if the identified at least one portion of the bandwidth of the second

wireless transceiver becomes unavailable during use of the wireless networking device or if it
has an unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, the processing
interface is configured to, as a result of the unavailability or the increased bandwidth availability
and in a manner transparent to any layer of the wireless networking device above the processing
interface,

(1) identify at least one new portion of the bandwidth of the second
wireless transceiver that is available for communication and then select that wireless transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the second wireless transceiver using
a specific subset of frequencies corresponding to its newly identified at least one portion of
available bandwidth, and

(iii) cause the prepared first and second data streams to be transmitted to
the recipient from the second transceiver, without requiring the disassociation of the recipient
from the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at
least partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.

5. (Previously Presented) The method of claim 4,

wherein the processing interface is configured to, when the wireless networking
device is being used, in a manner transparent to any layer of the wireless networking device
above the processing interface, evaluate the identified bandwidth availabilities of the first and
second wireless transceivers with respect to the first and second bandwidth requirements of the
first and second applications; and

wherein, if, during operation of the wireless networking device, the first and
second bandwidth requirements of the first and second applications are at least partially satisfied
by the bandwidth availability of the selected transceiver, preparing the first and second data
streams for simultaneous transmission to the recipient from both of the first and second wireless

transceivers using a specific subset of frequencies corresponding to the identified at least one

Response to Non-Final Office Action
Application No. 18/448,281; Group Art Unit 2412
#2137626 50f12 Attorney Docket No. 020505-000006

Samsung Ex. 1004, Page 86 of 553



portion of their available bandwidth and causing the prepared first data stream to be transmitted
from the first and second wireless transceivers to thereby at least partially satisfy the first and

second wireless bandwidth requirements of the first and second applications.

6. (Previously Presented) The method of claim 4, further comprising the steps of:

connecting a third actual MAC interface to the processing interface;

connecting a third actual PHY interface to the third actual MAC interface;

associating a third wireless transceiver with the third actual PHY interface,
wherein the third wireless transceiver (i) is suitable for use in a wireless local area network, (ii)
has a third bandwidth availability up to a third actual bandwidth, and (iii) is adapted to emit radio
waves in a third band of frequencies;

forming in the processing interface a third virtual PHY interface that is configured
to, during operation of the wireless networking device, feed information regarding the bandwidth
availability of the third wireless transceiver back to the at least one virtual MAC interface;

wherein the processing interface is configured to, when the wireless networking
device is being used in a manner transparent to any layer of the wireless networking device
above the processing interface, request or create a third association between the recipient and the
third actual MAC and PHY interfaces;

wherein the selected transceiver comprises one of the first, second and third
wireless transceivers and the unselected transceivers comprise the remaining two transceivers of
the first, second and third transceivers;

wherein, if one of the unselected wireless transceivers has more bandwidth
availability than the selected transceiver during use of the wireless networking device, the
processing interface is adapted to, as a result of the increased bandwidth availability and in a
manner transparent to any layer of the wireless networking device above the processing
interface,

(1) identify at least one portion of the bandwidth of at least of the one of
the unselected wireless transceivers that has more bandwidth availability than the selected
transceiver and select that new transceiver,

(ii) prepare the first and second data streams, without requiring the

disassociation of the recipient from the actual MAC and PHY interfaces of any wireless
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transceiver, for transmission to the recipient from the new transceiver using a specific subset of
frequencies corresponding to its identified at least one portion of available bandwidth, and
(iv) cause the prepared first and second data streams to be transmitted to

the recipient from the new transceiver, without requiring the disassociation of the recipient from
the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first and second bandwidth requirements of the first and second applications;
and

wherein the wireless networking device’s utilization of the available bandwidth of
the first, second and third wireless transceivers does not prevent other wireless networking
devices from utilizing a range of frequencies corresponding to the remaining portion of the
bandwidth availability of the first, second and third wireless transceivers for data transmission
purposes at the same time that processed data is being sent from one or more of the first, second

and third wireless transceivers.

7. (Original) The method of claim 6, wherein the at least one portion of the third

bandwidth of the first transceiver comprises a single portion.

8. (Previously Presented) The method of claim 6, wherein the at least one portion of the

third bandwidth of the third transceiver is contiguous.

9. (Original) The method of claim 6, wherein the third virtual PHY interface is not

contiguous with the virtual MAC interface.

10.-14. (Canceled)

15. (Original) The method of claim 1, wherein the wireless networking device comprises

a wireless access point.

16. (Original) The method of claim 1, wherein the wireless networking device comprises

a handheld computing device.
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17. (Canceled)

18. (Original) The method of claim 1, wherein each one of the first and second frequency

bands are specified in at least one member of the family of IEEE 802.11 standards.

19. (Original) The method of claim 18, wherein the at least one member of the family of

IEEE 802.11 standards was in existence as of October 30, 2013.

20. (Original) The method of claim 1, wherein the virtual MAC interface includes a

decision block.

21. (Original) The method of claim 1, wherein the virtual MAC interface includes a

processing block.

22. (Original) The method of claim 1, wherein the virtual MAC interface includes an

ultra-streaming block.

23. (Previously Presented) The method of claim 1, wherein each of the virtual PHY

interfaces includes an RF block.

24. (Canceled)

25. (Previously Presented) The method of claim 1, wherein the at least one portion of the

first bandwidth of the first transceiver comprises a single portion.

26. (Previously Presented) The method of claim 1, wherein the at least one portion of the

first bandwidth of the first transceiver is contiguous.

27. (Previously Presented) The method of claim 1, wherein the at least one portion of the

second bandwidth of the second transceiver comprises a single portion.
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28. (Previously Presented) The method of claim 1, wherein the at least one portion of the

second bandwidth of the second transceiver is contiguous.

29. (Original) The method of claim 1, wherein the first virtual PHY layer is not

contiguous with the virtual MAC interface.

30. (Original) The method of claim 1, wherein the second virtual PHY layer is not

contiguous with the virtual MAC interface.

31. (Previously Presented) The method of claim 1, wherein the processing interface

comprises multiple virtual MAC interfaces.

32. (Previously Presented) The method of claim 1, wherein the processing interface

includes a bandwidth allocator.

33. (New) The method of claim 6 further comprising the step of coupling first and second
buffer memories respectively to the first and second actual PHY layers, the first and second
buffer memories being configured to, during use of the wireless networking device, store data
prior to its actual transmission to the recipient via the first and second actual PHY layers, the

capacity of the first and second buffer memories being programmable.

34. (New) The method of claim 33, wherein each of the first and second buffer memories

comprises a programmable register.

35. (New) The method of claim 33, further comprising the steps of:
connecting a fourth actual MAC interface to the processing interface;
connecting a fourth actual PHY interface to the fourth actual MAC interface;
associating a fourth wireless transceiver with the actual PHY interface, wherein
the fourth wireless transceiver (i) is suitable for use in a wireless local area network, (ii) has a
fourth bandwidth availability up to a fourth actual bandwidth, and (iii) is adapted to emit radio

waves in a fourth band of frequencies; and
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forming in the processing interface a fourth virtual PHY interface that is
configured to, during operation of the wireless networking device, feed information regarding the
bandwidth availability of the fourth wireless transceiver back to the at least one virtual MAC

interface.

36. (New) The method of claim 35,
wherein the processing interface is configured to, when the wireless networking
device is being used in a manner transparent to any layer of the wireless networking device
above the processing interface, request or create a fourth association between the recipient and
the fourth actual MAC and PHY interfaces; and
wherein the selected transceiver comprises one of the first, second, third and fourth
wireless transceivers and the unselected transceivers comprise the remaining three transceivers

of the first, second, third and fourth transceivers.

37. (New) The method of claim 35, wherein the fourth virtual PHY interface is not

contiguous with the virtual MAC interface.
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REMARKS

Reconsideration and further examination are respectfully requested in view of the present

amendments and remarks, and the terminal disclaimer submitted herewith.

Status of the Claims
Below is the status of the claims in this application.
1. Claim(s) pending: 1-9, 15-16, 18-23 and 25-37.
2. Claim(s) canceled: 10-14, 17, 24.
3. Claim(s) added: 33-37.
4. Claims withdrawn from consideration but not canceled: None.
Applicant notes that under the amendments presented herein there are still 30 total claims

pending in accordance with the requirements of the Track One program.

Claim Amendments and Support
The amended and new claims are supported by the application as originally filed as well
as the provisional applications filed on October 30, 2013. See, for example, at least Figures 1, 4,
5A, 5B, and 6 and ] [0021]-[0024], [0028]-[0033] of the instant application as filed. No new
matter has been added. The new claims are dependent on allowable claims and accordingly do

not require any additional search or examination.

Double Patenting
The Office Action provisionally rejects the claims for non-statutory double patenting in
view of co-pending application serial number 17468509. Applicant thanks the Examiner for the
indications that the pending claims are allowable, subject to submission of a terminal disclaimer
relative to the ‘509 application. Such a terminal disclaimer is submitted herewith, and Applicant

respectfully requests withdrawal of the rejection.
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Conclusion
If after the Examiner feels that any issues remain which must be resolved before the
application can be passed to allowance, the Examiner is invited to contact the undersigned
representative to resolve such issues.

Respectfully submitted,

By /Blake R. Hartz, Reg. No. 73453/

Blake R. Hartz, Reg. No. 73453

Woodard, Emhardt, Henry, Reeves & Wagner, LLP
111 Monument Circle, Suite 3700

Indianapolis, Indiana 46204-5137

Telephone: (317) 634-3456 Fax: (317) 637-7561
Email: bhartz@uspatent.com
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disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend

beyond the expiration date of the full statutory term of any patent granted on pending reference Application Number 17/468,509

filed, September 7, 2021 , as the term of any patent granted on said reference application may be shortened by any terminat disclaimer

filed prior to the grant of any patent on the pending reference application. The applicant hereby agrees that any patent so granted on the instant
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18/448,281 Manapragada, Sai C.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
SAAD KHAWAR 2412 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 9/18/23.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)(OJ An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[O Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-10,12-16 and 18-32 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (O Claim(s) ___is/are allowed.
7) Claim(s) 1-10,12-16 and 18-32 is/are rejected.
8) [0 Claim(s) ____is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0J The specification is objected to by the Examiner.
11)» The drawing(s) filed on 8/11/23 is/are: a)@ accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)o Al b)(d Some**  ¢)(J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)

Paper No(s)/Mail Date
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Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20230926

Samsung Ex. 1004, Page 97 of 553




Application/Control Number: 18/448,281 Page 2
Art Unit: 2412

DETAILED ACTION
Notice of Pre-AlA or AlIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the first
inventor to file provisions of the AlA.
2. In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102 and
103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory basis
(i.e., changing from AlA to pre-AlA) for the rejection will not be considered a new ground of rejection if the

prior art relied upon, and the rationale supporting the rejection, would be the same under either status.

Response to Arguments
3. Applicant's arguments filed 9/18/23 have been fully considered.
4. Applicant’s arguments, on page 11, with regards to double patenting rejection have been fully
considered but are not persuasive. While the terminal disclaimer filed with this application overcomes the
potential double patenting rejection in regards to application 18447597, a terminal disclaimer is also
required to overcome the double patenting rejection in regards to application 17468509. A terminal
disclaimer having been filed for application 17468509 in regards to the instant application is not sufficient
to overcome this double patenting rejection.
5. Applicant’s arguments, starting on page 11, with regards to the patentability of the claims have
been fully considered and are agreed with in part. The examiner agrees that the claims contain allowable
subject matter for the reasons provided by applicant. However, due to the pending double patenting

rejection the claims are not in condition for allowance.

Double Patenting
6. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory double patenting rejection is appropriate where the conflicting claims are not

identical, but at least one examined application claim is not patentably distinct from the reference claim(s)
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because the examined application claim is either anticipated by, or would have been obvious over, the
reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); Inre
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645
(Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d
438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to
overcome an actual or provisional rejection based on nonstatutory double patenting provided the
reference application or patent either is shown to be commonly owned with the examined application, or
claims an invention made as a result of activities undertaken within the scope of a joint research
agreement. See MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AlA as explained in MPEP § 2159. See MPEP § 2146 et seq. for applications not subject
to examination under the first inventor to file provisions of the AIA. A terminal disclaimer must be signed
in compliance with 37 CFR 1.321(b).

The filing of a terminal disclaimer by itself is not a complete reply to a nonstatutory double
patenting (NSDP) rejection. A complete reply requires that the terminal disclaimer be accompanied by a
reply requesting reconsideration of the prior Office action. Even where the NSDP rejection is provisional
the reply must be complete. See MPEP § 804, subsection I.B.1. For a reply to a non-final Office action,
see 37 CFR 1.111(a). For a reply to final Office action, see 37 CFR 1.113(c). A request for
reconsideration while not provided for in 37 CFR 1.113(c) may be filed after final for consideration. See
MPEP §§ 706.07(e) and 714.13.

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit
www.uspto.gov/patent/patents-forms. The actual filing date of the application in which the form is filed
determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A
web-based eTerminal Disclaimer may be filled out completely online using web-screens. An eTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.
For more information about eTerminal Disclaimers, refer to www.uspto.gov/patents/apply/applying-

online/eterminal-disclaimer.
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7. Claims 1-10, 12-16, and 18-32 are provisionally rejected on the ground of nonstatutory double
patenting as being unpatentable over claim 22 and 29 of copending Application No. 17468509 (reference
application).

This is a provisional nonstatutory double patenting rejection because the patentably indistinct
claims have not in fact been patented.

8. Regarding claim 1, the claims of 17468509 disclose:

“A method of improving the performance of a wireless networking device, comprising the steps of:
connecting an application interface to a processing interface, the application interface being associated
with a first application, the first application providing, when the wireless networking device is being used,
provides first data stream and having that a first wireless bandwidth requirement;” ([claim 22]: “A
wireless networking device, comprising: an application interface connected to a processing
interface, the application interface being associated with a first application, the first application
providing, that-when the wireless networking device is being used, provides first data stream and
having a first wireless bandwidth requirement;”)

“connecting first and second actual MAC interfaces to the processing interface;” ([claim 22]:
“first, second, and third actual MAC interfaces connected to the processing interface;”)

“connecting first and second actual PHY interfaces respectively to the first and second actual
MAC interfaces;” ([claim 22]: “first, second, and third actual PHY interfaces connected to the first,
second, and third actual MAC interfaces;”)

“respectively associating first and second wireless transceivers with the first and second actual
PHY interfaces, wherein each of the first and second wireless transceivers (i) is are suitable for use in a
wireless local area network, (ii} has a first and second bandwidth availability up to first and second actual
bandwidths, and (iii) is adapted to emit radio waves in first and second different bands of frequencies;”
([claim 22]: “first, second, and third wireless transceivers respectively associated with the first,
second, and third actual PHY interfaces, wherein each one of the first, second, and third wireless
transceivers (i) is are-suitable for use in a wireless local area network, (ii) has a first, second, and
third bandwidth availability up to a first, second, and third actual bandwidth, and (ii) is adapted to

emit radio waves in first, second, and third different bands of frequencies”)
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“forming in the processing interface (i) at least one virtual MAC interface and (ii) first and second
virtual PHY interfaces that, during operation of the wireless networking device, feed information regarding
the bandwidth availabilities of the first and second wireless transceivers back to the at least one virtual
MAC interface;” ([claim 22]: “wherein the processing interface comprises (i) at least one virtual
MAC interface and (ii) first, second, and third virtual PHY interfaces that, during operation of the
wireless networking device, feed information regarding the bandwidth availabilities of the first,
second, and third wireless transceivers back to the at least one virtual MAC interface;”)

“wherein the processing interface is configured to, when the wireless networking device is being
used, in a manner transparent to any layer of the wireless networking device above the processing
interface,” ([claim 22]: “wherein the processing interface is configured to, when the wireless
network device is being used, in a manner transparent to any layer of the wireless networking
device above the processing interface,”)

“(i) identify at least one portion of each one of the first and second actual bandwidths of the first
and second wireless transceivers that are available for communication,” ([claim 22]: “(i) identify at least
one portion of each one of the first, second, and third bandwidths of the first, second, and third
wireless transceivers that are available for communication, and”)

“(ii) select one transceiver of the first and second transceivers which has the most bandwidth
available,” ([claim 22]: “(ii) evaluate the identified bandwidth availabilities of the first, second, and
third wireless transceivers with respect to the first bandwidth requirement of the first
application;”)

“(iii} prepare the first data stream for transmission to a recipient from the selected wireless
transceiver using a specific subset of frequencies corresponding to the identified at least one portion of its
available bandwidth, and” ([claim 22]: “preparing the first data stream for simultaneous
transmission to a recipient from both the selected transceivers of the first, second, and third
wireless transceivers using a specific subset of frequencies corresponding to the identified
portions of their available bandwidth™)

“(iv) cause the prepared first data stream to be transmitted from the selected wireless transceiver

to thereby at least partially satisfy the first wireless bandwidth requirement of the first application;” ([claim
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22]: “causing the prepared first data to be transmitted from the selected two transceivers of the
first, second, and third wireless transceivers to thereby at least partially satisfy the first wireless
bandwidth requirement of the first application”)

“‘wherein, if the unselected wireless transceiver has more bandwidth availability than the selected
transceiver during use of the wireless networking device, then the processing interface is adapted to, as a
result of the increased bandwidth availability and in a manner transparent to any layer of the wireless
networking device above the processing interface, (i) identify at least one portion of the bandwidth of the
unselected transceiver that is available for communication and then-select the unselected transceiver,”
([claim 22]: “wherein, if the first bandwidth requirement is at least partially satisfied by the
bandwidth availabilities of a selected two transceivers of the first, second, and third wireless
transceivers” ; [claim 29]: “if the identified bandwidth of the first wireless transceiver becomes
unavailable during use of the wireless networking device, then the processing interface is adapted
to, as a result of the unavailability and in a manner transparent to any layer of the wireless
networking device above the processing interface, identify another at least one portion of the
bandwidth of any of the first, second or third wireless transceivers and then prepare the first data
stream for transmission to the recipient additionally using a specific subset of frequencies
corresponding to the newly identified at least one portion of bandwidth of any of the first, second
or third wireless transceivers to thereby continue to at least partially satisfy the first wireless
bandwidth requirement of the first application.”)

“(ii) prepare the first data stream, without requiring the disassociation of the recipient from the
actual MAC and PHY interfaces of any wireless transceiver, for transmission to the recipient from the
unselected transceiver using a specific subset of frequencies corresponding to its identified at least one
portion of available bandwidth, and” ([claim 22]: “preparing the first data stream for simultaneous
transmission to a recipient from both the selected transceivers of the first, second, and third
wireless transceivers using a specific subset of frequencies corresponding to the identified
portions of their available bandwidth™)

“(iiiy cause the prepared first data stream to be transmitted to the recipient from the unselected

transceiver, without requiring the disassociation of the recipient from the actual MAC and PHY interfaces
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of any wireless transceiver, to thereby continue to at least partially satisfy the first wireless bandwidth
requirement of the first application; and” ([claim 22]: “causing the prepared first data to be
transmitted from the selected two transceivers of the first, second, and third wireless transceivers
to thereby at least partially satisfy the first wireless bandwidth requirement of the first application;
and”)

“wherein the wireless networking device’s utilization of the available bandwidth of the selected
and unselected transceivers does not prevent other wireless networking device from utilizing a range of
frequencies corresponding to the remaining portion of the bandwidth availabilities of the selected and
unselected wireless transceivers for data transmission purposes at the same time that processed data is
being sent from the selected and unselected wireless transceivers.” ([claim 22]: “wherein the wireless
networking device’s utilization of the available bandwidth of the first, second, and third wireless
transceivers does not prevent other wireless networking devices from utilizing a range of
frequencies corresponding to the remaining portion of the bandwidth availability of the first,
second, and third wireless transceivers for data transmission purposes at the same time that
processed data is being sent from the selected one of the first, second, and third wireless
transceivers.”)

Although the conflicting claims are not identical, they are not patentably distinct from each other
because claims 1 of the instant application merely broaden the scope of claims 22 and 29 of 17468509 by
omitting limitations, such as “first, second, and third frequency bands both being higher in frequency than
the first frequency band”, or by broadening limitations, such as from being based on no bandwidth
availability to being based on less bandwidth availability. It has been held that the omission of an element
and its function is an obvious expedient if the remaining elements perform the same function as before. In
re Karlson, 136 USPQ 184 (CCPA), also note Exparte Rainu, 168 USPQ 375 (Bd. App. 1969); the
omission of a reference element whose function is not needed would be obvious to one skilled in the art.

9. The remaining claims depend on claim 1 and are rejected for similar reasons.
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Allowable Subject Matter
10. Claims 1-10, 12-16, and 18-32 would be allowable if rewritten or amended to overcome the
double patenting rejections set forth in this Office action.
11. The following is a statement of reasons for the indication of allowable subject matter:

Regarding claims 22, of the closest prior arts Rahman (US 20080084855 A1) in view of Kim (US
20110128919 A1), Yen (US 20150098359 A1), and further in view of Conner (US 20060140123 A1)
disclose features of the instant claim. However, Rahman in view of Kim, Yen, and Conner do not
disclose all the features of “A method of improving the performance of a wireless networking device,
comprising the steps of: connecting an application interface to a processing interface, the application
interface being associated with a first application, the first application providing, when the wireless
networking device is being used, provides first data stream and having that a first wireless bandwidth
requirement; connecting first and second actual MAC interfaces to the processing interface; connecting
first and second actual PHY interfaces respectively to the first and second actual MAC interfaces;
respectively associating first and second wireless transceivers with the first and second actual PHY
interfaces, wherein each of the first and second wireless transceivers (i) is are suitable for use in a
wireless local area network, (ii) has a first and second bandwidth availability up to first and second actual
bandwidths, and (iii) is adapted to emit radio waves in first and second different bands of frequencies;
forming in the processing interface (i) at least one virtual MAC interface and (i) first and second virtual
PHY interfaces that, during operation of the wireless networking device, feed information regarding the
bandwidth availabilities of the first and second wireless transceivers back to the at least one virtual MAC
interface; wherein the processing interface is configured to, when the wireless networking device is being
used, in a manner transparent to any layer of the wireless networking device above the processing
interface, (i) identify at least one portion of each one of the first and second actual bandwidths of the first
and second wireless transceivers that are available for communication, (ii} select one transceiver of the
first and second transceivers which has the most bandwidth available, (iii) prepare the first data stream for
transmission to a recipient from the selected wireless transceiver using a specific subset of frequencies
corresponding to the identified at least one portion of its available bandwidth, and (iv) cause the prepared

first data stream to be transmitted from the selected wireless transceiver to thereby at least partially

Samsung Ex. 1004, Page 104 of 553



Application/Control Number: 18/448,281 Page 9
Art Unit: 2412

satisfy the first wireless bandwidth requirement of the first application; wherein, if the unselected wireless
transceiver has more bandwidth availability than the selected transceiver during use of the wireless
networking device, then-the processing interface is adapted to, as a result of the increased bandwidth
availability and in a manner transparent to any layer of the wireless networking device above the
processing interface, (i) identify at least one portion of the bandwidth of the unselected transceiver that is
available for communication and then-select the unselected transceiver, (ii) prepare the first data stream,
without requiring the disassociation of the recipient from the actual MAC and PHY interfaces of any
wireless transceiver, for transmission to the recipient from the unselected transceiver using a specific
subset of frequencies corresponding to its identified at least one portion of available bandwidth, and (iii)
cause the prepared first data stream to be transmitted to the recipient from the unselected transceiver,
without requiring the disassociation of the recipient from the actual MAC and PHY interfaces of any
wireless transceiver, to thereby continue to at least partially satisfy the first wireless bandwidth
requirement of the first application; and wherein the wireless networking device’s utilization of the
available bandwidth of the selected and unselected transceivers does not prevent other wireless
networking device from utilizing a range of frequencies corresponding to the remaining portion of the
bandwidth availabilities of the selected and unselected wireless transceivers for data transmission
purposes at the same time that processed data is being sent from the selected and unselected wireless
transceivers.” in combination. The cited references fail to anticipate or render the above limitations in
combination with all the recited limitations of claims 1 obvious, over any of the prior art of record, alone or
in combination. The remaining claims depend on claim 1 and contain allowable subject matter for similar

reasons.

Conclusion
12. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to SAAD KHAWAR whose telephone number is (571)272-7948. The examiner can normally

be reached Monday - Friday, 9:00am - 5:00pm.
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Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Charles Jiang can be reached on (571)-270-7191. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be obtained from
Patent Center. Unpublished application information in Patent Center is available to registered users. To
file and manage patent submissions in Patent Center, visit: https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For additional questions,
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance
from a USPTO Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

/SAAD KHAWAR/
Primary Examiner, Art Unit 2412
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JPO; DERWENT;
IBM_TDB)

L85 21574 L82 AND bandwidth (US-PGPUB; USPAT; [OR ON ON 2023/02/02
WITH availab$5 USOCR; FIT (AU, AP, 10:53 AM
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L87 54506 L82 AND bandwidth (US-PGPUB; USPAT; |OR ON ON 2023/02/02
WITH availab$5 grant |USOCR; FIT (AU, AP, 10:57 AM
09/26/2023 11:24:14 AM Page 7 of 20
Workspace: 18448281 8K
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SAME (relay mesh
bridge)

AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

L89

L82 AND bandwidth
WITH availab$5 WITH
grant$3 SAME (relay
mesh bridge)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, Sl, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

09/26/2023 11:24:14 AM
Workspace: 18448281

OR

ON

ON

2023/02/02
10:57 AM

Page 8 of 20
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L82 AND bandwidth
WITH (availab$5 free
unused) WITH grant$3
SAME (relay mesh
bridge)

L93

09/26/2023 11:24:14 AM
Workspace: 18448281

102

L82 AND bandwidth
WITH (availab$5 free
unused) WITH access
SAME (relay mesh
bridge)

; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, Sl, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

2023/02/02
10:57 AM

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, 8K,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

I

OR

ON

ON

2023/02/02
10:58 AM

Page 9 of 20
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L95 409

L82 AND determin$5
WITH (relay mesh
bridge) WITH
(bandwidth)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR ON

ON

2023/02/02
11:00 AM

Lo7 19

(relay mesh bridge)
WITH (bandwidth)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,

ON

2023/02/02
11:02 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 10 of 20
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VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L99 21 L82 AND (den$3 (US-PGPUB; USPAT; |OR ON ON 2023/02/02
refus$3 accept$3 USOCR; FIT (AU, AP, 11:02 AM
reject$3) WITH (relay  |AT, BE, BG, BR, BY,
mesh bridge) WITH CA, CH, CN, CS, CU,
(bandwidth) Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L101 3614 bandwidth NEAR3 (US-PGPUB; USPAT; [OR ON ON 2023/02/02
(availab$5 free unused) [USOCR; FIT (AU, AP, 11:09 AM
WITH (relay mesh) AT, BE, BG, BR, BY,

CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,

08/26/2023 11:24:14 AM Page 11 of 20
Workspace: 18448281 SK
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EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

L103 2602

L102 AND bandwidth
NEAR3 (availab$5 free
unused) WITH (relay
mesh bridge)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:;
IBM_TDB)

OR ON

ON

2023/02/02
11:12 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 12 of 20
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L105

316

L102 AND bandwidth
NEAR3 (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, Sl, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

OR

ON

ON

2023/02/02
11:16 AM

L107

151

"10034147" "11429407"
"20050089064"
"20070110198"
"20070121573"
"20070180119"
"20070242605"
"20070270121"
"20080002631"
"20090034460"
"20090074051"
"20000141691"
"20100128630"
"20110110289"
"20130028150"
"20130258021"
"20130281049"

(US-PGPUB; USPAT
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO; DERWENT;
IBM_TDB)

OR

ON

ON

2023/08/22
09:52 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 13 of 20
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L109

("10034147"

11429407B2

"20050089064"
"20070110198"
"20070121573"
"20070180119"
"20070242605"
"20070270121"
"20080002631"
"20090034460"
"20090074051"
"20000141691"
"20100128630"
"20110110289"
"20130028150"
"20130258021"

L111

(US-PGPUB; USPAT)

OR

ON

ON

2023/08/22
09:52 AM

virtual NEAR PHY
WITH virtual NEAR
MAC WITH feed$4

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, Cs, CU,
CZ, DD, DE, DK, EA,

EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, 8K,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

I

OR

ON

ON

2023/08/22
10:31 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 14 of 20
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L113 0

virtual NEAR PHY
SAME virtual NEAR
MAC SAME feed$4

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, Cs, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

ON

ON

2023/08/22
10:32 AM

L102 AND bandwidth
NEARS3 (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT,;

USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,

ON

2023/09/11
09:34 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 15 of 20
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VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L117 24

L119 41

("20020152305" OR
"20040053602" OR
"20060114851" OR
"20090290524" OR
"20120113320" OR
"20140075523" OR
"20140269560" OR
"20150181486" OR
"20150237667" OR
"5073899" OR
"5818830" OR
"7664072" OR
"7784076" OR
"7797723" OR
"8411608" OR
"8718558" OR
"8818276" OR
"8837454" OR
"8923816" OR
"8982762" OR
"8989101" OR
"9258712" OR
"9560661" OR
"970

("20020152305" OR
"20040053602" OR
"20060114851" OR
"20090290524" OR
"20120113320" OR
"20140075523" OR
"20140269560" OR
"20150181486" OR
"20150237667" OR
"5073899" OR

"5818830" OR

"7664072" OR

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

ON

ON

ON

ON

2023/09/11
09:37 AM

2023/09/26
10:14 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 16 of 20
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"7784076" OR
"7797723" OR
"8411608" OR
"8718558" OR
"8818276" OR
"8837454" OR
"8923816" OR
"8982762" OR
"898910181" OR
"9258712" OR
"9560661" OR
"9706383" OR
"0000001" OR
"0000002" OR
"20130028150" OR
"20130196653" OR
"20130258921" OR
"20130281049" OR
"20140003449" OR
"20140056209" OR
"20140213219" OR
"20140269610" OR
"20150023245" OR
"20150098359" OR
"20150110036" OR
"20160014127" OR
"7373443" OR
"TTTT7777777" OR
"9603192" OR
"9736714" OR
"9743345").pn

L121 172 L102 AND bandwidth (US-PGPUB; USPAT; |OR ON ON 2023/09/26
NEAR3 (availab$5 free [USOCR; FIT (AU, AP, 11:08 AM
unused) WITH AT, BE, BG, BR, BY,

(accept$3 refus$3 CA, CH, CN, CS, CcU,

den$3 reject$3) SAME |CZ, DD, DE, DK, EA,

(relay mesh bridge) EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,

09/26/2023 11:24:14 AM Page 17 of 20

Workspace: 18448281
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NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L123 314

L102 AND bandwidth
NEARS (availab$5 free
unused) WITH indicat$3
SAME (relay mesh
bridge)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S|, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;

OR

ON

ON 2023/09/26
11:11 AM

L125 110

L82 AND bandwidth
WITH (availab$5 free
unused) WITH access

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,

ON 2023/09/26
11:18 AM

09/26/2023 11:24:14 AM
Workspace: 18448281

Page 18 of 20
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SAME (relay mesh
bridge)

CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

PE2E SEARCH - Search History (Interference)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
N80 15214 (HO4W16/$5).CPC. (USPAT) OR ON ON 2021/04/23
1 .

N82

N84

29

48

(H04\W16/$5).CPC.
AND ((virtual$3 logic$2)
NEARS3 link).CLM

(HO4\W16/$5).CPC.
AND ((virtual$4 logic$2
aggregat$3) NEAR3

link).CLM

(USPAT) OR ON ON 2021/04/23
10:44 AM

(USPAT) OR ON ON 2021/04/23
10:45 AM

N89 3 (virtual NEAR PHY (US-PGPUB; USPAT) [OR ON ON 2023/08/22
AND virtual NEAR MAC 10:32 AM
09/26/2023 11:24:14 AM Page 19 of 20
Workspace: 18448281 8K
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AND feed$4).CLM.

No1 3 (vitual NEAR PHY (US-PGPUB; USPAT) |OR ON ON 2023/09/11
AND virtual NEAR MAC 09:35 AM
AND feed$4).CLM.

08/26/2023 11:24:14 AM Page 20 of 20
Workspace: 18448281 SK

Samsung Ex. 1004, Page 128 of 553



2
Yt

i
%

%
%,

Pz
Z 2

e
)
7

Py 2
w\\\
% B v
It
% % e
i | Z s
it )
722 Z
% %, 7
%
o, T
77 7 %
p Ut
% sy
& Z,
A
o, P, Va i
ol

N\
AN

%

Z
N\\\\\\\\\\\\\w
% %

N

A
S

5N

e,

%,
%

4%

]
ks
o
7
s

A

P

Samsung Ex. 1004, Page 129 of 553



s
P

Samsung Ex. 1004, Page 130 of 553



F

i
f

L4l

iy
53]
Li
o

s
P

Samsung Ex. 1004, Page 131 of 553



[SHYS

5C

s
P

Samsung Ex. 1004, Page 132 of 553



Bibliographic Data
Application No: 18/ 448,281

Foreign Priority claimed: O Yes @ No
35 USC 119 (a-d) conditions met: D Yes No D Met After Allowance
Verified and Acknowledged: l/[SAAD KHAWAR/ ||

Examiner's Signature

Initials

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH
Title: INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS
CONTROL AND PHYSICAL LAYERS

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
08/11/2023 370 2412 020505-000006
RULE

APPLICANTS

XiFi Networks R&D Inc., Cypress, TX, UNITED STATES

INVENTORS
Sai C. Manapragada,

CONTINUING DATA
This application is a CON of 17468509 09/07/2021
17468509 is a CON of 16039660 07/19/2018 PAT 11115834
16039660 is a CON of 14526799 10/29/2014 PAT 10034179
14526799 has PRO of 61897216 10/30/2013
14526799 has PRO of 61897219 10/30/2013

FOREIGN APPLICATIONS

IF REQUIRED, FOREIGN LICENSE GRANTED**
08/29/2023

*%* SMALL ENTITY **

STATE OR COUNTRY

ADDRESS

WOODARD, EMHARDT, HENRY, REEVES & WAGNER, LLP
111 MONUMENT CIRCLE, SUITE 3700
INDIANAPOLIS, IN 46204-5137
UNITED STATES
FILING FEE RECEIVED

$2,800

Samsung Ex. 1004, Page 133 of 553



Receipt date:

08/11/2023

18/448,281 - GAU: 2412

PTO/SB/08a (07-09)
Approved for use through 11/30/2020. OMB 0651-0031

U.8. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

\

Substitute for form 1449A/PTO Complete if Known
Application Number New Application
INFORMATION DISCLOSURE Filing Date August 11, 2023
STATEM ENT BY APPUCANT First Named Inventor Sai C. Manapragada
Art Unit Not Yet Known
(Use as many sheets as necessary) Examiner Name Not Yet Known
\_ Shest [ 1 | of [ 5 Attorney Docket Number | 020505-000006 )
U.S. PATENT DOCUMENTS
;ﬁ:l"er gze Document Number Publication Date Name of Pgtenlee or Pages, columns, Lines, Where
Number - Kind Code2 (if known) MM-DB-YYYY Applicant of Cited Document Relevan;;a"s':jgi\e:nz;?elevant
1 { US-10034147 B2 07-24-2018 Shelby et al.
2 | US-11115834 B2 09-07-2021 Manapragada
3 | US-11429407 B2 08-30-2022 Smith et al.
4 | US-20050089064 A1 04-28-2005 Zimmerman et al.
5 | US-20060140123 At 06-29-2006 Conner et al.
6 | US-20070110198 A1 05-17-2007 Skarby et al.
7 | US-20070121573 A1 05-31-2007 Zuckerman et al.
8 | US-20070180119 A1 08-02-2007 Khivesara et al.
9 | US-20070242695 At 10-18-2007 Xu
10 | US-20070270121 A1 11-22-2007 Shao et al.
11 | US-20080002631 A1 01-03-2008 Ramachandran
12 | US-20080084855 A1 04-10-2008 Rahman
13 | US-20090034460 A1 02-05-2009 Moratt et al.
14 1 US-20090074051 A1 03-19-2009 Manapragada et al.
15 | US-20090141691 A1 06-04-2009 Jain
16 | US-20100128630 At 05-27-2010 Barak et al.
17 | US-20110110289 A1 05-12-2011 Venkatachalam et al.
18 | US-20110128919 A1 06-02-2011 KIM et al.
19 { US-20110211541 At 09-01-2011 Yuk et al.
FOREIGN PATENT DOCUMENTS
i)i(::;ﬂper ﬁzi - m;orelgn Pate:t Document . Publication Date Name»of Patentge or ?:?S;sr;tc;laizsgsé: ‘(r;re ;e\?lgl\::;?
C":(;‘e Number " Kind Code (if known) MM-DD-YYYY Appgia:lt :: ﬁrted Figures Appesr T
20 [|TW 15003508 04-16-2015 Yen et al.
Examiner | ;oann KEHAWAR/ (09/26/2023) Date.
Signature Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of

USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language

Translation

is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments

on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,
i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.XK./

Samsung Ex. 1004, Page 134 of 553




Receipt date:

08/11/2023

18/448,281 - GAU: 2412

PTO/SB/08a (07-09)
Approved for use through 11/30/2020. OMB 0651-0031

U.8. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary)

\

Complete if Known

Application Number

New Application

Filing Date

August 11, 2023

First Named Inventor

Sai C. Manapragada

Art Unit

Not Yet Known

Examiner Name

Not Yet Known

\_

Sheet| 2

L or |

5

Attorney Docket Number

020505-000006

U.S. PATENT DOCUMENTS

;ﬁ:l"er gze Document Number Publication Date Name of Pgtenlee or Pages, columns, Lines, Where
. Number - Kind Cod32 (if known) MM-DB-YYYY Applicant of Cited Document Relevan;;a"s':jgi\e:nz;?elevant
21 | US-20130028150 A1 01-31-2013 Ma et al.
22 | US-20130196653 A1 08-01-2013 Morrison
23 | US-20130258921 A1 10-03-2013 Gevorkov et al.
24 | US-20130281049 A1 10-24-2013 Lee et al.
25 | US-20140003449 A1 01-02-2014 Li
26 | US-20140056209 A1 02-27-2014 Park et al.
27 | US-20140075189 A1 03-13-2014 Abraham et al.
28 { US-20140213219 A1 07-31-2014 MOHEBB!
29 | US-20140269610 At 09-18-2014 HIBEN et al.
30 | US-20150023245 A1 01-22-2015 Duetal.
31 | US-20150098359 A1 04-09-2015 YEN et al.
32 | US-20150110036 A1 04-23-2015 Zhang et al.
33 | US-20160014127 A1 01-14-2016 Mohebbi
34 | US-7373443 B2 05-13-2008 Seto
35 | US-9160396 B2 10-13-2015 Soltanian et al.
36 | US-9198184 B2 11-24-2015 Yehetal
37 | US-9467379 B2 10-11-2016 Merlin et al.
38 | US-9526022 B2 12-20-2016 Gupta
39 | US-9560656 B2 01-31-2017 Damnjanovic et al.
FOREIGN PATENT DOCUMENTS
i)i(::;ﬂper ﬁzi - ‘r;orelgn Pate:t Document . Publication Date Name»of Patentge or }:TS\Z?:;;Z:QZSL ‘(r;re ;e\?lgl\::;?
C":(;‘e Number " Kind Code (if known) MM-DD-YYYY Appgia:lt :: ﬁrted Figures Appesr T
Examiner Date
Signature /SARD KHAWAR/ (08/26/2023) Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of
USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.
SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.K./
Samsung Ex. 1004, Page 135 of 553



Receipt date: 08/11/2023 18/448,281 - GAU: 2412

PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.8. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

4 )

Substitute for form 1449A/PTO Complete if Known
Application Number New Application

INFORMATION DISCLOSURE Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Inventor Sai C. Manapragada

Art Unit Not Yet Known
(Use as many sheets as necessary) Examiner Name Not Yet Known
k Sheet l 3 I of l 5 Attorney Docket Number | 020505-000006 )
U.S. PATENT DOCUMENTS
Exan;uner Cite Document Number Publication Date Name of Patentee or Pages, columns, Lines, Where
initial * No. -DD- i
Number - Kind Code 2 (if known) MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant

Eigures Appear

40 | US-9603192 B2 03-21-2017 Mohebbi
41 | US-9736714 B2 08-15-2017 Zhao et al.
42 | US-9743345 B2 08-22-2017 Yen et al.

FOREIGN PATENT DOCUMENTS
i " Foreign Patent Document Pages, columns, Lines, Wheref
i);::;uper ('3261 Publication Date Name of Patentee or Relevant Passages or Relevant]
- County  mpertiing Code (if known)® MM-DD-YYYY Applicant of Cited ) T
Code Document Figures Appear
Examiner |  /saanp RHAWAR/ (08/28/2023) Date
Signature Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of
USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.
SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.K./
Samsung Ex. 1004, Page 136 of 553



Receipt date: 08/11/2023 18/448,281 - GAU: 2412

PTO/SB/08b (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valic OMB controf number.

N

Substitute for form 14498/PTO Complete if Known
Application Number New Application
INFORMATION DISCLOSURE -
Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Inventor Sai C. Manapragada
(Use as many sheets as necessary) Art Unit Not Yet Known
Examiner Name Not Yet Known
k Sheet 4 of 5 Attorney Docket Number| 020505-000006 )

NON PATENT LITERATURE DOCUMENTS
Examiner Cite include name of the author (in CAPITAL LETTERS), title of the article (when appropriate}, title of the 2
1 item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
Choi et al. (July 14, 2014) “Envisioning 11ax PHY Structure - Part I". IEEE 11-14/0804r1. [PowerPoint
43 presentation].

initial * No.

Choi et al. (November 11, 2013) “Discussion on OFDMA in HEW”, LG Electronics. [PowerPoint
44 | presentation].

English Abstract of TWI5003508 obtained from Espacenet.net on July 7, 2023.
45

Gong, D.; Yang, Y; and Li, H. "An Efficient Cooperative Retransmission MAC Protocot for IEEE 802.11n
46 | Wireless LANs" in: IEEE 10th International Conference on Mobile Ad-Hoc and Sensor Systems, 2013.
pp. 191-199,

Hiertz et af. (November 12, 2013) “Proposed direction and priorities for HEW". IEEE 11-13-1331-01.
47 | [PowerPoint presentation].

Huang et al. (September 16, 2013) “DL-MU-MIMO Transmission with Unequal Bandwidth”. IEEE
48 | 802.11-13/1154r1. [PowerPoint presentation].

IEEE std 802.11ac(tm)-2013. Part 11: Wireless LAN Medium Access Control (MAC) and Physicat Layer
49 | (PHY) Specifications. Amendment 4: Enhancemenets for Very High Throughput for Operation in Bands
below 6 GHz. IEEE Computer Society. (2013).

Inoue et al. (March 19, 2013) “Beyond 802.11ac —~ A Very High Capacity WLAN". IEEE 11-13/02873.
50 | [PowerPoint presentation].

Kakumanu, S. and Sivakumar, R. “Glia: A Practical Solution for Effective High Datarate Wifi-Arrays”.
51 | MobiCom ‘09, September 20-25, 2009.

Kim et al. (September 16, 2013) “Muiticast Transmission for HEW". IEEE 802.11-13/1061r0.
52 | [PowerPoint presentation].

Examiner Date
Signature /8AAD KHEAWAR/, {(09/26/2023} Considered

* EXAMINER: Initial if reference consigered, whether or not citation is in conformance with MPEP 609. Oraw fine through citation if not in conformance and not

considered. include copy of this form with next communication to applicant.

1. Applicants unique citation designation number. (optional) 2. Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including gathering,
preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chelf Information Officer, U.S. Patent and Trademark Office,

P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I you need assisstance in completing the form, call 1-800-PTO-9199 and select oplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.K./
Samsung Ex. 1004, Page 137 of 553



Receipt date: 08/11/2023 18/448,281 - GAU: 2412

PTO/SB/08b (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valic OMB controf number.

N

Substitute for form 14498/PTO Complete if Known
Application Number New Application
INFORMATION DISCLOSURE -
Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Inventor Sai C. Manapragada
(Use as many sheets as necessary) Art Unit Not Yet Known
Examiner Name Not Yet Known
k Sheet 5 of 5 Attorney Docket Number| 020505-000006 )

NON PATENT LITERATURE DOCUMENTS
Examiner Cite include name of the author (in CAPITAL LETTERS), title of the article (when appropriate}, title of the 2
initial * No.! item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
) publisher, city and/or country where published.
Koskela et al. (July 15, 2013) “Discussion on Potential Techniques for HEW". IEEE 802.11-13/0871+0.
53 PowerPoint presentation].
p!

Li, H. and Xie, J. "A Channei Splitting Strategy for Reducing Handoff Delay in Internet-Based Wireless
54 | Mesh Networks" in: IEEE Transactions on Vehicular Techonolgy, (July 2012), vol 61, no. 6. pp.
2740-2752.

Lim et al. (July 14, 2014) “Envisioning 11ax PHY Structure - Part 1", IEEE 11-14/0801r0. [PowerPoint
55 | presentation].

Liu et al. (May 9, 2013) “Discussions on 11ac PHY Efficiency”. IEEE 802.11-13/0544r3. [PowerPoint
56 | presentation].

Prasad, S.S; Shukia, C.K.; and Chisab, R.F. "Performance Analysis of OFDMA in LTE" in: IEEE (July
57 | 26-28, 2012).

Raman, V. and Vaidya, N.H. "WiSP: A Protocol for Overcoming MAC Overheads Using Packet Size i
58 | Dependent Channel Widths" in: 8th Annual IEEE Communications Society Conference on Sensor, Mesh ||
and Ad Hoc Communications and Networks, 2011. pp. 28-36.

Selvakumar, V.; Nemalladinne, S.S.; and Arumugam, P. "Analysis of LTE Radio Frame by eliminating
59 | Cyclic Prefix in OFDM and comparison of QAM and Offset-QAM". Degree project. Linnaeus University,
September 10, 2012.

Wee et al. "Discretionary bandwidth granting scheme for homogenous real-time applications". EURASIP
60 | Journal on Wireless Communications and Networking (2013).
hitp://jwen.eurasipjournats.com/content/203/1/135

Yang et al. (September 18, 2013} “Discussion on Access Mechanism for HEW". JEEE 11-13/1105+0.
61 | [PowerPoint presentation].

Date

Examiner | soann KHAWAR/ (09/26/2023) i
Considered

Signature

* EXAMINER: Initial if reference consigered, whether or not citation is in conformance with MPEP 609. Oraw fine through citation if not in conformance and not

considered. include copy of this form with next communication to applicant.

1. Applicants unique citation designation number. (optional) 2. Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including gathering,
preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chelf Information Officer, U.S. Patent and Trademark Office,

P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I you need assisstance in completing the form, call 1-800-PTO-9199 and select oplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.K./
Samsung Ex. 1004, Page 138 of 553



Receipt date: 08/18/2023 18/448,281 - GAU: 2412

PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.8. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

4 )

Substitute for form 1449A/PTO Complete if Known
Application Number 18/448,281

INFORMATION DISCLOSURE Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Inventor Sai C. Manapragada

Art Unit Not Yet Known
(Use as many sheets as necessary) Examiner Name Not Yet Known
\_ Sheet [ 1 | of [ 3 Attorney Docket Number | 020505-000006 )
U.S. PATENT DOCUMENTS
;ﬁ:l"er gze Document Number Publication Date Name of Pgtenlee or Pages, columns, Lines, Where
X Number - Kind Code2 (if known) MM-DD-YYYY Applicant of Cited Document Relevan;;a"s':jgi\e:nz;?elevant

1 1 US-20020152305 A1 10-17-2002 Jackson et al.
2 | US-20040053602 A1 03-18-2004 Wurzburg
3 | US-20060114851 At 06-01-2006 Gupta et al.
4 | US-20090290524 A1 11-26-2009 Seok
5 | US-20120113320 At 05-10-2012 PLATZER
6 | US-20140075523 At 03-13-2014 TUOMAALA et al.
7 | US-20140269560 A1 09-18-2014 Jain et al.
8 | US-20150181486 A1 06-25-2015 Vallabhu et al.
9 | US-20150237667 At 08-20-2015 GHAf et al.
10 | US-5073899 12-17-1991 Collier et al.
11 | US-5818830 10-06-1998 Daane et al.
12 | US-7664072 B1 02-16-2010 Ho etal.
13 | US-7784076 B2 08-24-2010 Demircin et al.
14 | US.7797723 B2 09-14-2010 Demircin et al.
15 | US-8411608 B2 04-02-2013 Chandra et al.
16 | US-8718558 B2 05-06-2014 Montemurro
17 | US-8818276 B2 08-26-2014 Kiukkonen et al.
18 | US-8837454 B2 09-16-2014 Hegde
19 | US-8923816 B2 12-30-2014 Lee et al.

FOREIGN PATENT DOCUMENTS

i)i(::;ﬂper ﬁzi - m;orelgn Pate:t Document . Publication Date Name»of Patentge or ?:?S;sr;tc;laizsgsé: ‘(r;re ;e\?lgl\::;?
C":(;‘e Number " Kind Code (if known) MM-DD-YYYY Appgia:lt :: ﬁrted Figures Appesr T
20 |EP 1878169 B1 01-16-2008 Rune
21 WO 2014020407 A1 02-06-2014 Huang et al.
22 {EP 2016750 B1 01-21-2009 Lee et al.
23 {EP 2055072 B1 05-06-2009 Falk et al.
24 EP 2713670 A1 04-02-2014 Smadi
25 EP 3174323 81 11-14-2018 Montemurro
Examiner Date

: /8ARD KHAWAR/ (08/26/2023) )
Signature Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of
USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.
SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.K./
Samsung Ex. 1004, Page 139 of 553



Receipt date:

09/18/2023

18/448,281 - GAU: 2412

PTO/SB/08a (07-09)
Approved for use through 11/30/2020. OMB 0651-0031
U.8. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

\

Substitute for form 1449A/PTO Complete if Known
Application Number 18/448,281
INFORMATION DISCLOSURE Filing Date August 11, 2023
STATEM ENT BY APPUCANT First Named Inventor Sai C. Manapragada
Art Unit Not Yet Known
(Use as many sheets as necessary) Examiner Name Not Yet Known
k Sheet l 2 I of l 3 Attorney Docket Number | 020505-000006 )
U.S. PATENT DOCUMENTS
Ei’?‘"{“”e’ Cite Document Number Publication Date Name of Patentee or Pages, columns, Lines, Where
initial * X -DD- i
No. Nurmber - Kind Code 2 (if known) MM-DD-YYYY Applicant of Cited Document Relevan;;a"s':jgi\e:nz;?elevant
26 | US-8982762 B2 03-17-2015 Smadi et al.
27 | US-8989101 B1 03-24-2015 Mishra
28 | US-9258712 B2 02-09-2016 Kiukkonen et al.
29 | US-9560661 B2 01-31-2017 Elhaddad et al.
30 | US-9706383 B2 07-11-2017 Kiukkonen et al.
FOREIGN PATENT DOCUMENTS
i : Foreign Patent Document Pages, columns, Lines, Where}
:E),(f':"?er ('3%1 2 Publication Date Name of Patentee or Relevant Passages or Relevant]
e o7 Count® e icing Code (if known)® MM-DD-YYYY Applicant of Cited ) T
Code Document Figures Appear
31 |EP 3220697 B1 06-06-2018 Kiukkonen v
Examiner Date
Signature /8 KHAWAR/ (09/26/2023) Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of

USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments

on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,
i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.XK./

Samsung Ex. 1004, Page 140 of 553




Receipt date: 08/18/2023 18/448,281 - GAU: 2412

PTO/SB/08b (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valic OMB controf number.

N

Substitute for form 14498/PTO Complete if Known
Application Number 18/448,281
INFORMATION DISCLOSURE -
Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Imventor | Sai G, Manapragada
(Use as many sheets as necessary) Art Unit Not Yet Known
Examiner Name Not Yet Known
k Sheet 3 of 3 Attorney Docket Number| 020505-000006 )
NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T2
initial * No.! item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
) publisher, city and/or country where published.
English Translation of EP205507281 obtained from Google Patents on September 1, 2023.
32
Examiner | /SaAD KHAWAR/ (09/26/2023) Date
Signature Considered

* EXAMINER: Initial if reference consigered, whether or not citation is in conformance with MPEP 609. Oraw fine through citation if not in conformance and not

considered. include copy of this form with next communication to applicant.

1. Applicants unique citation designation number. (optional) 2. Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including gathering,
preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chelf Information Officer, U.S. Patent and Trademark Office,

P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I you need assisstance in completing the form, call 1-800-PTO-9199 and select oplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /8.K./
Samsung Ex. 1004, Page 141 of 553



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 18/448,281
Confirmation No.: 1540

First-Named Inventor: ~ Manapragada, Sai C.

Filing Date: August 11, 2023
Group Art Unit: Not Yet Known
Examiner: Not Yet Known
Attorney Docket No.: 020505-000006
Title: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH

INTENSIVE DATA STREAMS USING VIRTUAL MEDIA
ACCESS CONTROL AND PHYSICAL LAYERS

PRELIMINARY AMENDMENT

Please enter the following amendments and remarks in the above-mentioned patent
application.

The Commissioner is authorized to charge any extensions of time as well as any
additional fees or credit any overcharges to Deposit Account No. 23-3030, but not to include any
payment of issue fees.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 11 of this paper.

PRELIMINARY AMENDMENT
Application No. 18/448,281; Group Art Unit Not Yet Known
#2127617 l1of 12 Attorney Docket No. 020505-000006

Samsung Ex. 1004, Page 142 of 553



Amendments to the Claims
This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

1. (Currently Amended) A method of improving the performance of a wireless
networking device, comprising the steps of:
connecting an application interface to a processing interface, the application

interface being associated with a first application, the first application providing-that, when the

wireless networking device is being used, prevides-a first data stream and having thathas-a first
wireless bandwidth requirement;

connecting first and second actual MAC interfaces to the processing interface;

connecting first and second actual PHY interfaces respectively to the first and
second actual MAC interfaces;

respectively associating first and second wireless transceivers with the first and
second actual PHY interfaces, wherein each of the first and second wireless transceivers (i) is are
suitable for use in a wireless local area network, (ii) hasve a first and second bandwidth
availability up to first and second actual bandwidths, and (iii) isare adapted to emit radio waves
in first and second different bands of frequencies;

forming in the processing interface (i) at least one virtual MAC interface and (ii)
first and second virtual PHY interfaces that, during operation of the wireless networking device,
feed information regarding the bandwidth availabilities of the first and second wireless
transceivers back to the at least one virtual MAC interface;

wherein the processing interface is configured_to, when the wireless networking
device is being used;-te; in a manner transparent to any layer of the wireless networking device
above the processing interface,

(i) identify at least one portion of each one of the first and second actual
bandwidths of the first and second wireless transceivers that are available for communication,
(i) select one transceiver of the first and second transceivers which has the

most bandwidth available,
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(iii) prepare the first data stream for transmission to a recipient from the
selected wireless transceiver using a specific subset of frequencies corresponding to the
identified at least one portion of its available bandwidth, and

(iv) cause the prepared first data stream to be transmitted from the selected
wireless transceiver to thereby at least partially satisfy the first wireless bandwidth requirement
of the first application;

wherein, if the unselected wireless transceiver has more bandwidth availability
than the selected transceiver during use of the wireless networking device, thea-the processing
interface is adapted to, as a result of the increased bandwidth availability and in a manner
transparent to any layer of the wireless networking device above the processing interface,

(i) identify at least one portion of the bandwidth of the unselected
transceiver that is available for communication and then-select the unselected transceiver,

(i) prepare the first data stream, without requiring the disassociation of the
recipient from the actual MAC and PHY interfaces of any wireless transceiver, for transmission
to the recipient from the unselected transceiver using a specific subset of frequencies
corresponding to its identified at least one portion of available bandwidth, and

(iii) cause the prepared first data stream to be transmitted to the recipient
from the unselected transceiver, without requiring the disassociation of the recipient from the
actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first wireless bandwidth requirement of the first application; and

wherein the wireless networking device’s utilization of the available bandwidth of
the selected and unselected transceivers does not prevent any-other wireless networking device
from utilizing a range of frequencies corresponding to the remaining portion of the bandwidth
availabilities of the selected and unselected wireless transceivers for data transmission purposes
at the same time that processed data is being sent from the selected and unselected wireless

transceivers.

2. (Currently Amended) The method of claim 1,
wherein the application interface is associated with a second application, the

second application providing-that, when the wireless networking device is being used, prevides-a

second data stream and havings a second wireless bandwidth requirement;
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wherein the processing interface is configured_to, when the wireless networking

device is being used;te; in a manner transparent to any layer of the wireless networking device
above the processing interface, (i) prepare the first and second data streams for simultaneous
transmission to the recipient from beth-ef-the selected first-andseeond-wireless transceivers
using a specific subset of frequencies corresponding to the identified at least one portion of its
their-available bandwidth, and (ii) cause the prepared first and second data streams to be
simultaneously transmitted from the selected first-and-second-wireless transceivers to thereby at
least partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.

3. (Currently Amended) The method of claim 2,
wherein, if the identified at least one portion of the bandwidth of the first wireless

transceiver becomes unavailable during use of the wireless networking device or if it has an
unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, thea-the
processing interface is configured adapted-to, as a result of the unavailability or the increased
bandwidth availability and in a manner transparent to any layer of the wireless networking
device above the processing interface,

(i) identify at least one new portion of the bandwidth of the first wireless
transceiver that is available for communication and then select that wireless transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the first wireless transceiver using a
specific subset of frequencies corresponding to its newly wsidentified at least one portion of
available bandwidth, and

(iii) cause the prepared first and second data streams to be transmitted to
the recipient from the first transceiver, without requiring the disassociation of the recipient from
the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.
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4. (Currently Amended) The method of claim 3,
wherein, if the identified at least one portion of the bandwidth of the second

wireless transceiver becomes unavailable during use of the wireless networking device or if it
has an unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, thea-the
processing interface is configured adapted-to, as a result of the unavailability or the increased
bandwidth availability and in a manner transparent to any layer of the wireless networking
device above the processing interface,

(i) identify at least one new portion of the bandwidth of the second
wireless transceiver that is available for communication and then select that wireless transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the second wireless transceiver using
a specific subset of frequencies corresponding to its newly saidentified at least one portion of
available bandwidth, and

(iii) cause the prepared first and second data streams to be transmitted to
the recipient from the second transceiver, without requiring the disassociation of the recipient
from the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at
least partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.

5. (Currently Amended) The method of claim 4,

wherein the processing interface is configured_to, when the wireless networking

device is being used, to~in a manner transparent to any layer of the wireless networking device

above the processing interface, evaluate eempare-the-magnitude-of-thefirstbandwidth
requirement-of-the-first-applieation-te-the identified bandwidth availabilities of the first and

second wireless transceivers with respect to the first and second bandwidth requirements of the

first and second applications; and

wherein, if, during operation of the wireless networking device, the first and
second bandwidth requirements of the first and second applications are-is-sret at least partially

satisfied by the bandwidth availability of the selected transceiver, thea-preparing the first and
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second data streams for simultaneous transmission to the recipient from both of the first and
second wireless transceivers using a specific subset of frequencies corresponding to the
identified at least one portion of their available bandwidth and thes-causing the prepared first
data stream to be transmitted from the first and second wireless transceivers to thereby at least
partially satisfy the first and second wireless bandwidth requirements of the first and second

applications.

6. (Currently Amended) The method of claim 45, further comprising the steps of:

connecting a third actual MAC interface to the processing interface;

connecting a third actual PHY interface to the third actual MAC interface;

associating a third wireless transceiver with the third actual PHY interface,
wherein the third wireless transceiver (i) is suitable for use in a wireless local area network, (ii)
has a third bandwidth availability up to a third actual bandwidth, and (iii) is adapted to emit radio
waves in a third band of frequencies;

forming in the processing interface a third virtual PHY interface that_is configured
to, during operation of the wireless networking device, feeds information regarding the
bandwidth availability of the third wireless transceiver back to the at least one virtual MAC
interface;

wherein the processing interface is configured_to, when the wireless networking
device is being used;-te; in a manner transparent to any layer of the wireless networking device
above the processing interface, request or create a third association between the recipient and the
third actual MAC and PHY interfaces;

wherein the selected transceiver comprises one of the first, second and third
wireless transceivers and the unselected transceivers comprise the remaining two transceivers of
the first, second and third transceivers;

wherein, if one of the unselected wireless transceivers has more bandwidth
availability than the selected transceiver during use of the wireless networking device, thea-the
processing interface is adapted to, as a result of the increased bandwidth availability and in a
manner transparent to any layer of the wireless networking device above the processing

interface,
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(i) identify at least one portion of the bandwidth of at least of the one of
the unselected wireless transceivers that has more bandwidth availability than the selected
transceiver and then-select that new transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces of any wireless
transceiver, for transmission to the recipient from the new transceiver using a specific subset of
frequencies corresponding to its identified at least one portion of available bandwidth, and

(iv) cause the prepared first and second data streams to be transmitted to
the recipient from the new transceiver, without requiring the disassociation of the recipient from
the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first and second bandwidth requirements of the first and second applications;
and

wherein the wireless networking device’s utilization of the available bandwidth of
the first, second and third wireless transceivers does not prevent asy-other wireless networking
devices from utilizing a range of frequencies corresponding to the remaining portion of the
bandwidth availability of the first, second and third wireless transceivers for data transmission
purposes at the same time that processed data is being sent from one or more of the first, second

and third wireless transceivers.

7. (Original) The method of claim 6, wherein the at least one portion of the third

bandwidth of the first transceiver comprises a single portion.

8. (Currently Amended) The method of claim 6, wherein the at least one portion of the

third bandwidth of the third transceiver is contiguous.

9. (Original) The method of claim 6, wherein the third virtual PHY interface is not

contiguous with the virtual MAC interface.

10. (Currently Amended) The method of claim 6, wherein at least one of the first, second

and third wireless transceivers areis adapted to communicate with a recipient via a variable and
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programmable duplex link that exhibits an asymmetric transmit and receive profile that is

programmable.

11. (Canceled)

12. (Currently Amended) The method of claim 64, wherein the wireless networking
device comprises a first wireless access point that provides access to the internet within a first
coverage area, the processing interface of the first wireless access point being configured to,
during operation of the first wireless access point, establish a wireless link to a second wireless
access point that has a second coverage area and a processing interface, the processing interfaces
of the first and second wireless access points being configured_to, during their operation, te
communicate with each other regarding at least one aspect of operation of the first wireless

access point.

13. (Original) The method of claim 12, wherein the processing interface of the first
wireless access point cooperates with the processing interface of the second wireless access point

to define a distributed processing logic.
14. (Original) The method of claim 13, wherein the aspect of operation of the first
wireless access point comprises aggregation of the bandwidth availabilities of the first, second

and third wireless transceivers in a virtual link.

15. (Original) The method of claim 1, wherein the wireless networking device comprises

a wireless access point.

16. (Original) The method of claim 1, wherein the wireless networking device comprises

a handheld computing device.

17. (Canceled)
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18. (Original) The method of claim 1, wherein each one of the first and second frequency

bands are specified in at least one member of the family of IEEE 802.11 standards.

19. (Original) The method of claim 18, wherein the at least one member of the family of

IEEE 802.11 standards was in existence as of October 30, 2013.

20. (Original) The method of claim 1, wherein the virtual MAC interface includes a

decision block.

21. (Original) The method of claim 1, wherein the virtual MAC interface includes a

processing block.

22. (Original) The method of claim 1, wherein the virtual MAC interface includes an

ultra-streaming block.

23. (Currently Amended) The method of claim 1, wherein each ene-of the virtual PHY

interfaces includes an RF block.

24. (Original) The method of claim 1, wherein the wireless networking device comprises

a telephone.

25. (Currently Amended) The method of claim 1, wherein the at least one portion of the

first bandwidth of the first transceiver comprises a single portion.

26. (Currently Amended) The method of claim 1, wherein the at least one portion of the

first bandwidth of the first transceiver is contiguous.

27. (Currently Amended) The method of claim 1, wherein the at least one portion of the

second bandwidth of the second transceiver comprises a single portion.
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28. (Currently Amended) The method of claim 1, wherein the at least one portion of the

second bandwidth of the second transceiver is contiguous.

29. (Original) The method of claim 1, wherein the first virtual PHY layer is not

contiguous with the virtual MAC interface.

30. (Original) The method of claim 1, wherein the second virtual PHY layer is not

contiguous with the virtual MAC interface.

31. (New) The method of claim 1, wherein the processing interface comprises multiple

virtual MAC interfaces.

32. (New) The method of claim 1, wherein the processing interface includes a bandwidth

allocator.
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REMARKS

Status of All of the Claims
Below is the status of the claims in this application.
1. Claim(s) pending: 1-10, 12-16, and 18-32.
2. Claim(s) canceled: 11 and 17.
3. Claim(s) added: 31-32.
4. Claims withdrawn from consideration but not canceled: None.
Applicant notes that under the amendments presented herein there are still 30 total claims

pending in accordance with the requirements of the Track One program.

Claim Support
It is believed that the above-identified amended claims are supported by the application
as originally filed including priority to two provisional applications that were filed on October
30, 2013. See, for example, Figure 1 of the application as filed which is included in the
10/30/2013 provisional, Ser. No. 61/897,216. See also, for example, the priority charts that were
included in a response filed in application Ser. No. 17/468,509 on 8/8/2023.

Double Patenting

In an effort to expedite the prosecution of this application, a terminal disclaimer was
submitted upon filing to obviate any double patenting rejections that might be made with respect
to any patents or applications that are related to this application. In particular, a terminal
disclaimer was submitted relative to Ser. No. 17/468,509. That ‘509 Application has, in turn,
terminal disclaimers granted relative to all patents and pending applications relating to this
application, including the present application and co-pending Ser. No. 18/447,597. The
Examiner’s confirmation that the claims presented herein are not subject to rejection on a double

patenting basis is respectfully requested.

Patentability of the Claims
In the last office action for a related application (Ser. No. 17/468,509), the Examiner

indicated that (now-) cancelled claim 5, concerning feeding back to processing circuitry
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information regarding the bandwidth availability of multiple transceivers, would be allowable if
rewritten in independent form. Please note that this feature is included in all of the new claims
as “wherein... during operation of the wireless networking device, feed information regarding
the bandwidth availabilities of the first and second wireless transceivers back to the at least one
virtual MAC interface” in independent claim 1. The claims presented herein also include a
limitation regarding “band selection” whereby, for each transmission opportunity, a single
transceiver is used that has the most bandwidth availability as compared to that of the other
transceiver. The feedback provided to the at least one virtual MAC regarding bandwidth
availabilities allows the networking device to switch between bands during operation without
requiring disassociation of the networking device from any recipient.

It is respectfully submitted that no prior art reference of record either taken alone or in
combination with any other reference(s) of record render the above-described claims anticipated
or obvious. For at least these reasons, it is respectfully submitted that the claims are in condition

for allowance.

Conclusion
If after reviewing this amendment the Examiner feels that any issues remain which must
be resolved before the application can be passed to allowance, the Examiner is invited to contact
the undersigned representative to resolve such issues.

Respectfully submitted,

By /Blake R. Hartz, Reg. No. 73453/

Blake R. Hartz, Reg. No. 73453

Woodard, Emhardt, Henry, Reeves & Wagner, LLP
111 Monument Circle, Suite 3700

Indianapolis, Indiana 46204-5137

Telephone: (317) 634-3456 Fax: (317) 637-7561
Email: bhartz@uspatent.com
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Description
TECHNICAL FIELD

[0001] The present invention relates to security appa-
ratus and methods and, in particular, to apparatus and
methods for authentication of a dual-mode wireless de-
vice.

BACKGROUND

[0002] With the confluence of electronic communica-
tions, data, and computing services, (collectively, serv-
ices) there arises a need to bridge the disparate network
infrastructures supporting these services and to address
resulting new opportunities and challenges. A wireline
network (WLN) employs a structured transmission me-
dium, including copper wire, fiber optic cable, and other
defined waveguides. By comparison, a wireless network
can be any network with a physical layer that permits
constituent devices to communicate using an unstruc-
tured transmission medium, such as the atmosphere, or
space. Wireless networks have developed within two for-
merly distinct spheres: wireless wide area networks
(WWAN), which were cast in the formal likeness of wire-
line telephony networks; and wireless local area net-
works (WLAN), which are often informally structured, if
at all, having coverage zones of at least three of magni-
tude less than a WWAN. Currently popular WWAN net-
works can provide mobile wireless services, as specified
by the AMPS, D-AMPS, PCS, GSM, and UMTS wireless
mobile service standards. A growing diversity of WLAN
standards describe the physical-to-network architec-
tures of fixed wireless services, with devices operable
with WLAN frequently being capable of being operable
with more than one type of fixed wireless service. Dual-
mode devices were developed to meet the diverse needs
of those using both WWAN and WLAN systems.
[0003] Dual-mode services are becoming attractive to
mobile operators and their subscribers because of three
trends: a growing population of mobile subscribers, the
prevalence of home broadband connections, and the
availability of low-cost, home wireless access points that
supportlocal wireless networking. To satisfy this evolving
need, technology manufacturers are developing and in-
troducing into the marketplace, dual-mode devices, that
is, devices capable of communicating over mobile radio
networks, such as mobile phone networks, and wireless
local area networks, such as those found in the increas-
ingly popular "hotspots," or access zones for wireless
networking, frequently providing the myriad of services
available over the Internet.

[0004] A dual mode device can offer advantages over
asingle mode device. First, although mobile wireless sys-
tems may provide mobile wireless services to the high-
mobility receiving stations of subscribers within a broad
geographic area, they bear the disadvantages of poor
indoor reception and uneven signal availability, particu-
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larly in dense urban environments hilly terrain. Second,
fixed wireless systems can deliver a vast range of broad-
band services to stationary or low-mobility receivers lo-
cated indoors, within a broadcast zone (e.g., hot spots
or hot zones), but are disadvantaged by sharply-limited
signal range, security and billing concerns, and the un-
certainties arising from proprietary ownership and non-
uniform product availability. Thus, a dual-mode device
can enable a mobile service subscriber to switch from
mobile wireless services to fixed wireless services, for
example, in an area of poor mobile wireless service cov-
erage. In addition, with a dual-mode device, using dual-
mode services, mobile wireless service subscribers may
make voice calls when outdoors in the ordinary manner,
using the facilities of the subscribed mobile wireless serv-
ice at the standard tariff rate. While indoors or in aremote
geographic location where a signal compatible with the
subscribed mobile wireless network is unavailable, a du-
al-mode device may permit customers to make and re-
ceive voice calls using afixed wireless network. To reflect
the offloading of the subscriber’s call bandwidth from the
mobile wireless service provider s to a less-expensive
fixed wireless network and the Internet, the mobile wire-
less provider may offer the mobile wireless subscriber
lower tariff rates when using a fixed- wireless link. Also,
a dual-mode device makes possible voice call handoff
and transfer of communication links as a subscriber
roams between mobile wireless and fixed wireless sys-
tems. Furthermore, dual-mode devices and services cre-
ate an opportunity for subscribers or vendors who wish
to assist a third party with obtaining provider-authorized
allocations of mobile wireless voice or dual-mode serv-
ices. Nevertheless, there is a substantial need to provide
apparatus and methods rendering the desired degree of
security to protect a mobile wireless provider infrastruc-
ture from Internet-based threats, as well as to safeguard
provider network operator for their subscribers from in-
terlopers and miscreants.

[0005] A wireless access point having encryption and
authentication capabilities is disclosed in "AT-WA7500
Dual Radio Wireless Access Point", Datasheet, Allied
Telesis (2006). EP 1424810 discloses a system in which
a dual mode communication unit can connect to a WLAN
and authenticate with a GPRS network via the WLAN.
An access point device implementing an authentication
method is disclosed in US 2001/048744.

[0006] Aspects of the invention are set out in the inde-
pendent claims. Certain preferred features are set outin
the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] These and other features, aspects and advan-
tages of the present invention will be more fully under-
stood when considered with respect to the following de-
tailed description, appended claims and accompanying
drawings, wherein:
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FIG. 1 is a graphical depiction of a dual-mode au-
thentication system, as an embodiment of the inven-
tion herein;

FIG. 2is a generalized flow diagram of a subscriber-
provisioner dual-mode authentication operation, ac-
cording to an embodiment of the present invention;
and

FIG. 3is a generalized flow diagram of a subscriber-
passthrough dual-mode authentication operation,
according to another embodiment of the present in-
vention.

DETAILED DESCRIPTION

[0008] Theinventive embodiments of the invention de-
scribed herein include apparatus and methods for provi-
sioning provisioned wireless services (PWS) to an au-
thorized device by a provisioned service provider (PSP)
in which a supplicant device may become an authorized
device after successful authentication. A PWS can be
any wireless service including, without limitation voice
service, short message service (SMS), multimedia mes-
sage service (MMS), video broadcasts, instant messag-
ing, news and financial information, games and interac-
tive gaming, Web-based services, and premium data
services, to name a few.

[0009] A PSP can be a mobile wireless service provid-
er, which also may operate a WWAN, also known as a
radio area network, or RAN. A mobile telephone network
is an exemplary RAN. Typically, WWAN provide service
signals over a broad geographic region, using high-pow-
ered (more than 10W per channel) transmitters that are
licensed to broadcast within defined frequency bands,
which typically are allocated and regulated by a public
authority. WWAN signals may be encoded or use sophis-
ticated signaling techniques to provide privacy between
communicating parties from potential eavesdroppers.
Current WLAN transmit signals that are low-powered (un-
der 0.1W per channel), limited-range (under about 300
m), and generated within prescribed frequency bands
(e.g., 2.4 GHz, 5 GHz, 11 GHz, and 60 GHz). In general,
such fixed wireless networks may be designated "unli-
censed spectrum” wireless networks (USW), because by
international consent, no operating license is required for
wireless systems designed to operate within these con-
straints. USW can include networks employing the wire-
less protocols defined by the IEEE Std. 802.11 family of
standards (including IEEE WLAN Stds. 802.11a,
802.11b, 802.11g, 802.11n, and 802.11j); IEEE Std.
802.15 (including wireless personal area networks -
WPAN); IEEE Std. 802.16 (including wireless metropol-
itan area networks - WMAN); and by the ETSI Broadband
Radio Access Network and Radio LAN Standards (e.g.,
HiperLAN2, HiperMAN, and HiperRAN), as well as, the
TTR Korea WiBRO mobile network standard.

[0010] In large part, a wireline network (WLN) can be
based on one of the family of standards, IEEE Std. 802.3
CSMA/CD Access Method, including 10 Mbps "Ethernet"
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(Stds. 802.3a, 802.3i, and 802.3j), 100 Mbps "Fast Eth-
ernet" (Std. 802.3u), 1000 Mbps Gigabit Ethernet [GbE]
(Stds. 802.3z, 802.3ab), and 10,000 Mbps GbE (Std.
802.3ae) Because |IEEE Stds. 802.3 specify the lower-
most networking layers (e.g., OSI Layers 1-3), the inven-
tive embodiments herein are foreseeably operable with
access technologies having bandwidth greater than 10
Gigabit Ethernet WLN. Each of the foregoing standards
and specifications are incorporated herein, in their en-
tirety. Also as used herein, the term generic access net-
work (GAN) refers to both USW and WLN, when conven-
ient to distinguish both from RAN-based networks. Fur-
thermore, a WLN may include the Internet, where a per-
son having ordinary skill in the art would recognize that
inclusion is appropriate.

[0011] As used herein, the like terms "provision" and
"provisioned" in verb form, and "provisioning"” in gerund
form, refer to a process including one or more of, without
limitation: creating for an authorized user a service ac-
count for a subscribed service, the appropriate access
to that account, the rights associated with that account,
and the resources for managing the accounts; configur-
ing one or both of authorized user hardware and software
to activate the subscribed service; creating or modifying
arecord in an authorized user database and associating
it with the service(s) and service level for which the au-
thorized user has subscribed; providing the authorized
user with subscribed provisioned wireless service re-
sources, in accordance with the subscription agreement;
and issuing preselected allocation units of PWS to the
authorized user, upon request. Performing AAA services
in conjunction with PWS requests and usage can be a
provisioning activity as well. In general, AAA services
include authentication, authorization and accounting,
whereby prior to service, a PWS requester is authenti-
cated and authorized to use the service offered by a
MWSP or PSV inresponse to the PWS request; and while
the PWS is delivered, PWS usage is metered and usage
data is collected and can be associated with billing and
collection.

[0012] PWS offered over a subscribed RAN (SRAN)
typically are within the context of well-established and
highly regulated access control, security, integrity, cost
recovery, billing, enforcement, and Quality of Service
mechanisms. GAN may lack one, more, or all of these
features, simplifying the quest of unscrupulous users to
purloin, misuse, or compromise valuable wireless serv-
ices. To address the disparities in the regulatory and busi-
ness structures between SRAN and GAN, and to encour-
age providers to offer valuable data and services regard-
less of the transmission medium used, a number of en-
tities have put forth standards, provisional recommenda-
tions, and proposals for interoperative infrastructure
management and policy enforcement. Pragmatic imple-
mentations tend to control access to services at a point
close to service use, namely the customer premises, by
remote management of customer premises equipment
(CPE) through which such data and services are request-

Samsung Ex. 1004, Page 156 of 553



5 EP 2 016 750 B1 6

ed.

[0013] Itis desirable to implement embodiments of the
presentinvention in cooperation with remotely managed
customer premises equipment (CPE) in accordance with
a managed access architecture, premises network, and
management, control, and interoperability principles and
standards, articulated by the following exemplary DSL
Forum Technical Reports, as amended: TR-044, Auto-
Configuration for Basic Internet (IP-based) Services, De-
cember 2001; TR-046 Auto-Configuration Architecture &
Framework, February 2002; TR-064, LAN-Side DSL
CPE Configuration, May 2004; TR-069, CPE WAN Man-
agement Protocol, May 2004; TR-092, Broadband Re-
mote Access Server (BRAS) Requirements Document,
August 2004; TR-094, Multi-Service Delivery Framework
for Home Networks, August 2004; TR-104, DSLHome™
Provisioning Parameters for VolP CPE, September
2005; TR-110, DSLHome™ Reference Models for VolP
Configurations in the DSL Home, September 2005; and
TR-111, Applying TR-069 to Remote Management of
Home Networking Devices, December 2005. It is to be
understood that other CPE-management models also
may apply, including without limitation, those described
in European Telecommunications Standards Institute
document: Telecommunications and Internet Converged
Services and Protocols for Advanced Networking (TIS-
PAN); NGN management; OSS Architecture Release 1
(ETSI TS 188 001 V0.2.9 (2005-07)); and by IEEE Std.
802.21. The foregoing standards of the IEEE, ETSI, Ko-
rea TTR, and DSL Forum are incorporated herein by ref-
erence, in their entirety.

[0014] In general, the three fundamental security proc-
esses include access control, authentication, and audit.
Of these constituent security processes, access control
is a policy-based process that determines whether a sup-
plicant is permitted to access a requested resource or
service (i.e., "Are you permitted to access this re-
source?"). Authentication is a credential-based process
by which a supplicant verifies its identity to the authenti-
cator (i.e., "Are you who you say you are?"). Authentica-
tion also may include identification, and non-repudiation
functions. Audit is an administrative process by which
the appropriateness of policy-defined access to resourc-
es is monitored, and by which security enforcement
mechanisms may be invoked upon identification of a pol-
icy violation. Audit also may include analysis of integrity
(e.g., of link, data, or identity), intrusion detection, and
containment. Finally, authorization can be an executive
process that comprehends at least two of the constituent
security processes, usually incorporating requirements
of security policy, regulatory framework, and the like. For
example, in an authorization process where a security
policy implements authentication, a supplicant is re-
quired to prove its identity before access credentials are
issued to the supplicant. In practice, security processes
may vary in scope vertically and horizontally, and be al-
most as diverse in implementation as the applications
needing security. A security process of vertical scope
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may operate atincreasingly complex and abstract layers,
e.g., authentication may be described within the context
of a device level, a user level, an organization level, and
an enterprise level. Similarly, horizontal security proc-
esses can include compartments that span communica-
tion occurring at one or more points along a communi-
cation path. For example, authentication may be com-
partmentalized with respect to a simple device-to-device
exchange, to remote network links, or to a complete end-
to-end secure communication exchange. End-to-end se-
curity also may result from cooperation of a sequence of
cooperating authentication compartments which, in the
whole, span the communication path. Frequently, con-
tiguous subprocesses interact or overlap, although there
may be no requirement for a given security process to
be continuously operable over any portion of the com-
munication path or over more than one physical or logical
layer. Cryptographic processes may also be a constituent
of authorization, and may include key creation, manage-
ment, and distribution and encrypted communications.
Thus, even if a supplicant is properly authenticated to
the desired horizontal and vertical layers of security, the
supplicant may not be able to participate in particular
communications because the authorization process de-
nied a requisite encryption key to the supplicant. The
aforementioned security principles, as used herein are
provided in National Institute of Standards and Technol-
ogy (NIST) Special Publication 800-12, An Introduction
to Computer Security: The NIST Handbook; and NIST
Special Publication 800-48, Wireless Network Security:
802.11, Bluetooth and Handheld Devices, which docu-
ments are hereby incorporated herein in their entirety.
Desirably, security processes exemplified in the present
embodiments canimplement or facilitate AAA processes
of a provisioned service provider, and may further be
enhanced by remote configuring of a local authenticator
in an USW access point, in accordance with a foregoing
remote configuration as a CPE.

[0015] Within the above context, FIG. 1 illustrates an
embodiment of dual-mode authentication system 100 ac-
cording to the present invention that includes a USW ac-
cess point. Mobile wireless service provider (MWSP)
105, coupled to a RAN-based subscribed radio area net-
work (SRAN) 108 and a wireline network (WLN) 110, can
provision PWS, when requested, directly, or through an
intermediary, which may be a Provisioned Services Ven-
dor (PSV) 112. PSV 112, also coupled to the WLN 110,
can provision PWS to an authorized device, and may
provision PWS in cooperation with another provisioned
service provider (PSP), which may include MWSP 105.
The authorized device may be dual-mode access point
(DMAP) 120 of unlicensed spectrum wireless network
(USW) 117 operated by MWSP provisioned service sub-
scriber (PSS) 115. DMAP 120 can be a USW access
point adapted to couple USW 117 to wireline network
(WLN) 110, and to be remotely configurable by a PSP.
An authorized user also can be PSS Guest 123. Guest
123 can communicate using dual mode mobile station
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(DMMS) 125. DMMS 125 can be configurable to com-
municate, in a first mode, with DMAP 120 over USW 117
and, in a second mode, with MWSP 105 over SRAN 108.
DMSS 125 need not be configured to communicate in
both modes simultaneously. DMMS 125 may be a sup-
plicant wireless device, e.g., as it seeks to associate with
DMAP 120, or may be an associated device, e.g., after
association is completed. It is desirable to adapt DMAP
110to be configurable as aremotely managed CPE using
a remote CPE management technique, such as the
aforementioned techniques for remotely managed CPE.
Using DMMS 125 in communication with the DMAP 120,
Guest 123 can request, and may be authorized to re-
ceive, a predefined PWS allocation unit, hereafter, a
PWS token 127, requested from one of MWSP 105, PSV
112, and PSS 115. DMAP 120 can be configured to em-
ploy a first predefined authentication technique, in which
DMAP 120 authenticate the identity of DMMS 125 and,
upon DMMS 125 authentication by the predefined au-
thentication technique, to provision PWS token 127 to
DMMS 125. Alternatively, DMAP 120 can be configured
to facilitate PWS provisioning by employing a second pre-
defined authentication technique, in which DMAP 125
passes authentication credentials obtained from DMMS
125 through to a provisioned service provider (PSP), in-
cluding one of MWSP 105 and PSV 112. Upon authen-
tication of DMMS 125, the PWS provisioner can transmit
PWS token 127 to DMAP 120, which can pass PWS to-
ken 127 to DMMS 125.

[0016] In general, DMAP 120 canimplement link-layer
and device-level authentication, as described by IEEE
Std. 802.11 (1999) and by IEEE Std. 802.1X, including
WEP, WPA, WPA2, MAd filtering, and the like. See, for
example, the white paper entitled: "A Comprehensive
Review of 802.11 Wireless LAN Security and the Cisco
Wireless Security Suite" (October 2003) at URL: ht-
tp://www.cisco.com/warp/pub-
lic/cc/pd/witc/ao1200ap/prodli t/wswpf_wp.pdf (verified
March 21, 2006), hereinafter referred to as "A Compre-
hensive Review." However, provisioned service provid-
ers may demand user-level authentication of supplicant
guest 123 attempting to access provisioned services, so
that the identity of guest 123 is verified. To this end, it
may be convenient to implement selected embodiments
of the presentinvention to provide user-level authentica-
tion. User-level authentication implementations are well-
known in the converged arts art of computer and network
security, as may be typified in "A Comprehensive Re-
view", as well as in the Broadcom Corporation White Pa-
per entitled "Securing Home Wi-Fi® Networks: A Simple
Solution Can Save Your Identity," Wireless-WP200-x,
(May 18, 2005) at URL http://www.54g.org/pdf/Wireless-
WP200-RDS.pdf(verified March 21, 2006); and in the
Cisco Systems, Inc. Application Note, entitled: "802.1x
and EAP-Based Authentication Across Congested WAN
Links,” March 2002, at URL http://www.cis-
co.com/warp/public/cc/pd/witc/ao350ap/prodlit
/authp_an.pdf (verified March 16, 2006). The foregoing
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references are hereby incorporated by reference herein
in their entirety, but are exemplary, are not to be consid-
ered inclusive or limiting examples.

[0017] Also, effective security implementations in a
wireless/USW environment can include successive lay-
ers of constituent security processes, sequences of con-
stituent security processes, and combinations thereof. In
a fixed wireless environment/USW, one device-level au-
thentication implementation, e.g., OSA, effects connec-
tivity between devices in the physical link layer, but is
susceptible to breach when viewed from the perspective
of a logical, end-to-end implementation. Other device-
level authentication methods, such as MAC filtering, can
provide an appropriately greater degree of security than
OSA, but are not intended to verify the identity of the
entity using the device. In this instance, entity authenti-
cation techniques may be used to verify the identity of
the entity by comparing identification information provid-
ed by the entity to the content of a known and trusted
information repository. User-level authentication is a
form of entity authentication capable of being adapted to
the fixed wireless/USW environment, in which the user
of a USW supplicant device can provide a credential ver-
ifiably asserting the user’s identity.

[0018] Embodiments of the present invention can be
adapted to implement horizontal and vertical constituent
and executive security processes which cooperate to
identify one of the authentication state, indicating wheth-
er guest 123 has proven its identity through DMMS 125,
and the eligibility state, indicating whether DMMS 125 is
a supplicant device eligible to receive provisioned wire-
less services. In selected exemplary embodiments, it is
desirable to configure an authenticator, such as local au-
thenticator 150 to implement link-layer, and device-to-
device, authentication and identification. Relative to link
layer and device-to-device authentication, local authen-
ticator can determine whether supplicant device DMMS
125 is as mobile device, which may be allowed to asso-
ciate with DMAP 110, and which potentially may be eli-
gible to request provisioned services. The inventive em-
bodiments herein desirably provide remote CPE config-
uration of local authenticator 150 by provisioned service
providers MWSP 105 and PSV 112, by which local au-
thenticator 150 can be configured to implement user-lev-
el authentication. In exemplary embodiments, guest 123
may be authenticated at a user level to receive provi-
sioned wireless services using DMMS 125. Local authen-
ticator 150 can challenge a supplicant, such as DMMS
125, to prove its identity, with the result of the challenge
being represented by an authentication state. DMMS 125
can communicate to DMAP 110 a pass code entered by
guest 123. Local authenticator 150 can evaluate the pass
code to determine an authentication state with respect
to guest 123. If the authentication state of DMMS 125
indicates that the identity of guest 123 using DMMS 125
is authenticated, then local authenticator 150 may use
the identification information to further qualify supplicant
device DMMS 125 for eligibility to received selected pro-
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visioned services. The term eligibility can comprehend
product capabilities as well as service or QoS features
that may be available to guest 123 under term of a pro-
visioned service subscription agreement, which agree-
ment may be made between PSS 115 and PSV 112 or
MWSP 105.

[0019] Embodiments of the present invention can ef-
fect one or both of authentication and provisioning, at
least in part, by securely transmitted authentication, au-
thorization, and provisioning information from upstream
provisioned service providers including, without limita-
tion, MWSP 105 and PSV 112. In contrast, authentication
and other security mechanisms and methods that oper-
ate autonomously within the local communication range
of an access point, typically have atleast one non-secure
broadcast, through which an interloper or miscreant may
be able to gain access to the network broadcasting its
availability. Furthermore, in some local authentication
schemes, an access pointis adapted to allow the device-
level authentication, linking and association of other sup-
plicant mobile stations that may present acceptable de-
vice-level authentication or identifying credentials to the
soliciting access point, within an activation or accession
period. These schemes may permit interloping or mis-
creant mobile stations may be among the plural suppli-
cant devices. Advantageously, embodiments of the
present invention can limit accession by supplicant de-
vices by terminating access point activation upon suc-
cessful authentication of a supplicant device, even if the
authentication period of predetermined length has not
elapsed.

[0020] Thus, PWS authentication according to embod-
iments of the present invention, can provide a secure
authentication process by which the identity of Guest 123
using DMMS 125 is verified. Although embodiments of
the present invention are conveniently illustrated in the
context of access points, such as DMAP 120, which are
capable of providing one or both of multiple SSID and
BSSID, it must be understood that PWS authentication
can be implemented with DMAP 120 providing a single
SSID, a single BSSID, or both. In such an instance, dif-
ferentiation between provisioned and non-provisioned
services (e.g., VoIP and ISP data, respectively) can be
implemented in a component or function cooperating with
DMAP 120, such as a router (not shown) capable of man-
aging data packets tagged or identified by content or reqg-
uisite QoS. DMAP 120 may operate with PWS authenti-
cated mobiles stations such as DMMS 125 and may re-
ject traffic from non-PWS-authenticated mobile stations.
In such a case, DMAP 120 may accept all traffic from the
PWS-authenticated client, with the router (not shown)
coupled thereto, managing service differentiation. Router
service differentiation, for example, may be accom-
plished by using internal queueing policies, by priority
handling techniques generally guided by IEEE Stds.
802.1p or 802.1q, or by combinations thereof. The router
(not shown) may be configured to differentially manage
provisioned traffic from a PWS-authenticated mobile sta-
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tion, such as DMMS 125, and also may offer virtual LAN
(VLAN) functions. The aforementioned IEEE Stds.
802.1p and 802.1q are hereby incorporated herein in
their entirety. DMAP 120 may be configured to accept
provisioned service traffic from one or more PWS-au-
thenticated mobile stations, such as DMMS 125, and to
reject non-provisioned service traffic. DMAP 120 also
may be a constituent of a multifunction dual-mode wire-
less service apparatus in which the aforementioned rout-
er (not shown) also is a constituent device cooperating
with DMAP 120.

[0021] Also disposed on the premises of PSS 115 can
be subscriber home network (SHN) 140, which may sub-
sume, and may be at least partially co-located with USW
117. SHN 140 home can include subscriber home tele-
phone 142. Iftelephone 142 is an analog device, an adap-
tor such as foreign exchange system gateway (FXS) 144,
may be coupled between SHN 140 and telephone 142.
An FXS gateway can be adapted to connect a standard
analog telephone or fax machine to a digital, IP-based
data networks, and can be exemplified by Linksys®
SPA1001 Phone Adapter, produced by Cisco/Linksys®,
Irvine, CA. FXS 144 enables a user to communicate with
other digital communication devices to which FXS 144
is coupled, such as DMAP 120. Advantageously, using
an adaptorsuch as FXS 144, PSS 115 can use telephone
142 to remotely control, configure, and operate DMAP
120, at least in part, including supplying activation and
security codes to DMAP 120. Conveniently, telephone
142 may be located in a room or office, on the premises
of PSS 115, remote to DMAP 120 but coupled to SHN
140. SHN 140 also may include computer 1486, irrespec-
tive of type or configuration (e.g., desktop, laptop, per-
sonaldigital assistant), ormode of connection (e.g., wired
or wireless). DMAP 120 may Computer 146 may be dis-
positioned with the appropriate hardware and software,
which may be useful in communicating with, and at least
partially configuring, DMAP 120. Also, PSS 115 may
have, as part of SHN 140, wireless handset 148, which
may possess dual mode mobile station functionality, or
may operate as a communicating device on USW 117.
Handset 148 may be adapted to allow PSS 115 to modify
a configuration of DMAP 120. DMAP 120 further may be
a constituent of a multifunction dual mode wireless serv-
ice apparatus, which includes one or more functions of
an analog telephone adaptor (ATA), having FXS and out-
going foreign-service office (FXO) features, but which
may be adapted to receive signals from analog telephony
devices coupled thereto, which signals can be used to
modify or configure the operation or function of DMAP
120, including activating DMAP 120 for an authentication
period.

[0022] DMAP 120 can include subscriber interface
160, transceiver 155, and local authenticator (LA) 150.
Desirably, subscriber interface 160 includes features
such as manual entry keys, and a display, which may be
ascreen display or other display providing DMAP-related
information and feedback to PSS in a visually perceivable
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format. Advantageously, all or part of subscriberinterface
160 may be provided in hardware, software, or an oper-
able combination thereof. In addition, subscriber inter-
face 160 may be a distributed interface, in that a portion
of interface 160 can be implemented on computer 146,
for example, in a web browser interface. This convenient
functionality can allow PSS 115 to remotely control, con-
figure, and operate DMAP 120, at least in part, including
supplying activation and security codes to DMAP 120.
Conveniently, computer 146 may be located in a room
or office, on the premises of PSS 115, remote to DMAP
120 but coupled to SHN 140. Typically, DMAP 120 in-
cludestransceiver 155, configured to bidirectionally wire-
lessly communicate with associated and supplicant wire-
less devices, including DMMS 125. DMAP 120 also may
wirelessly communicate with computer 146 and PSS
wireless handset 148 if the respective devices are con-
figured and disposed to do so. Local authenticator (LA)
150is a processing unitof DMAP 120, adapted to perform
one or more of effecting association of supplicant wire-
less devices with DMAP 120 in the context of USW 117;
facilitating recognition, verification, and differentiation of
signals from associated devices; and to preserve and
manage connectivity among associated devices coupled
to DMAP 120. Moreover, LA 150 can be adapted to au-
thenticate, in a first authentication mode, or to facilitate
authentication, in a second authentication mode, of sup-
plicant devices including DMMS 125. Also, upon authen-
tication of DMMS 125, LA 150 can be configured to pro-
vision PWS token 127 to DMMS 125, or to pass PWS
token 127 to DMMS 125, after DMMS 125 is authenti-
cated by a PSP, such as MWSP 105 or PSV 112.

[0023] It may be desirable to differentiate between
PWS and non-provisioned services, with the latter being
provided, for example, by ISP 129. It also may be desir-
able to further differentiate between different types or
classes of PWS provided by the same PSP (e.g., MWSP
105, PSV 112) or between the same type or class of PWS
provided by a first PSP, e.g., MWSP 105, and a second
PSP, e.g., PSV 112. To facilitate explanation of differen-
tiated service management, PWS hereafter are referred
to a "voice services," and non-provisioned services here-
after are referred to a "data services." Currently, wireless
devices such as DMAP 120, typically employ a unique,
typically alphanumeric, identifier, called a service set
identifier (8SID) that wireless networking devices use to
establish and to maintain wireless connectivity. Multiple
access points on a network or sub-network, including
DMAP 120, can use the same SSID to identify the par-
ticular wireless network which it forms or with which it is
associated. An access point, including DMAP 120, also
can employ a unique identifier, namely a basic service
set identifier (BSSID) to distinguish itself from other wire-
less network access points. DMAP 120 can be configured
with a basic service set, relative to wireless networking
devices, such as DMMS 125, which may seek to asso-
ciate with DMAP 120. By extension, the basic service set
of DMAP 120 may be uniquely identified with a basic
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service set identifier (BSSID) that may be used in a man-
ner similar to a medium access controller (MAC) address
relative to other base stations. Embodiments of the
present invention can be implemented where DMAP 120
is capable of producing a single SSID, which implemen-
tation may provide one undifferentiated service channel
adapted to convey both provisioned data and non-provi-
sioned data. Desirably, DMAP 120 can be capable of
producing multiple SSIDs and BSSIDs. Exemplary ac-
cess points capable of producing multiple, configurable
SSIDs include the CISCO AIRONET 1100 Series Access
Point, the LINKSYS WRTP54G Wireless Router with
VolIP, and the LINKSYS WAP54GP Wireless-G Access
Point, both available from Cisco Systems, Inc., San Jose,
California.

[0024] In thatregard, DMAP 120 may be configured to
have a data-service BSSID (dBSSID 170) to identify a
basic service set established for non-provisioned signal
(e.g., data) communication; and a host voice-service
BSSID (hvBSSID 180) to identify a basic service set es-
tablished for signal communications related to provi-
sioned wireless services, e.g., voice services. Separation
of data and voice services can be advantageous when
it is desirable, as here, to separately manage non-provi-
sioned and provisioned traffic. Thus configured with plu-
ral BSSIDs, DMAP 120 can perform content filtering. In
addition, it may be desirable to assign multiple hvBSSIDs
180 to DMAP 120, permitting further differentiation of pro-
visioned services, for example, based upon predefined
content characteristics. LA 150 also can include data
service interface 162 and provisioned service interface
164. Data service interface 162 generally recognizes and
processes data and non-provisioned service content,
suchthat PSS 115 may have control over, and associated
privacy of, the content of signals directed to dBSSID 170.
Data service interface also can process traffic from SHN
140, and can direct voice service signals therefrom to
provisioned service interface 164. Provisioned service
interface 164 generally recognizes and processes provi-
sioned service content, such as voice services, such that
the respective PSP (e.g., MWSP 105 or PSV 112) has
control over the content of signals directed to hvBSSID
180.

[0025] Desirably, vBSSID numbers may be assigned
in a manner similar to MAC addresses, i.e., a range of
vBSSID values for dual-mode access points, such as
DMAP 120, can be allocated to defined entities, such as
a PSV 112 or mobile wireless service provider (MWSP)
105. Thus, each dual mode access point, such as DMAP
110, may be provided with at least one respective unique
vBSSID, such as hvBSSID 180. Typically, BSSIDs are
programmable into an access point and, thus, DMAP 120
may have hvBSSID 180 pre-assigned thereto, for exam-
ple, before it is placed in USW 117 for use by PSS 115.
Alternately, a PSP, such as MWSP 105, or PSV 112,
may remotely configure DMAP 120 by assigning a unique
hvBSSID 180 as part of a registration process, and there-
by establish provisioned service filtering, e.g., voice-
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service filtering, in DMAP 120. The registration process
may be part of aforementioned CPE configuration and
management process, in accordance with aremote man-
agement protocol, such as TR-069 CPE WAN Manage-
ment Protocol. In this example, it is desirable to include
in DMAP 120 managed CPE device interface 190 that
can initiate and maintain filtering to implement differen-
tiated content management, in accordance with CPE-
side configuration management and maintenance func-
tions, similar to those described in DSL Forum Technical
Report TR-064. In a particular example, through the fa-
cility of interface 190, a PSP, such as MWSP 105 and
PS8V 112, may remotely provision services and functions
of DMAP 120 in accordance with provisioning parame-
ters for VolP CPE services (e.g., DSL Forum Technical
Report TR-104), with VoIP signals being processed dif-
ferentially from others, and managed according to a VolP
provisioning agreement between the selected PSP and
PSS 115. With voice-service filtering, signals received
over USW 117 and directed to hvBSSID 180 can be man-
aged, metered, and transmitted over WLN 110 to the
respective PSP, e.g., PSV 112 or MWSP 105. Suitable
voice signals for such voice-service filtering, can include
voice-over-Internet-Protocol (VolP) signals, as well as
related voice traffic, such as voice-over-WLAN (VoW-
LAN) signals. Advantageously, signals not directed to
hvBSSID 180 may not be controlled, altered, or affected
by voice-service filtering. Accordingly, the radio set of
DMAP 120, as represented of transceiver 155, may es-
tablish and manage a voice channel for provisioned voice
signals (e.g., VoIP signals) separately from a data chan-
nel for non-provisioned signals (e.g., bulk data packet
signals). Interface 190 may conveniently be disposed
and operable within LA 150.

[0026] DMAP 120 may broadcast to indicate availabil-
ity to provide wireless service. While broadcasting,
DMAP 120 can transmit over voice channel 182, for ex-
ample, a voice beacon bearing vSSID 178 to supplicant
devices, associated devices, or both, thereby identifying
voice channel 182. Similarly, DMAP 120 can transmit
over data channel 184, for example, a data beacon bear-
ing dSSID 172 to supplicant devices, associated devices,
or both, thereby identifying data channel 184. According-
ly, an exemplary supplicant wireless device, which may
be DMMS 125, can identify an appropriate channel 182,
184 over which to communicate with DMAP 120. Exem-
plary DMAP 120 can provide, through voice service in-
terface 135, a voice-service channel typically identified
by vSSID 150 and, through data service interface 137, a
data-service channel typically identified by dSSID 155.
[0027] It can be expedient to allocate and assign a
range, or block, of vBSSID values to an identified DMMS
entity including, for example, a DMMS manufacturer,
DMMS distributor, DMMS vendor, DMMS service provid-
er, PSV 112, and MWSP 105. By associating a vBSSID
in this way, gvBSSID 195 may be indicative of the pro-
vider of DMMS 125, its corresponding service capabili-
ties, and its corresponding appliance feature sets (e.g.,
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VolP, MMS, video, GPS). Beneficially, DMMS 125 can
be assigned unique vBSSID, for example, gvBSSID 195,
as a virtual MAC address corresponding to and identify-
ing DMMS 125. gvBSSID 195 may indicate that DMMS
125 corresponds to a series of VolP-capable appliances
of a particular manufacture; is capable of SIP-based VolP
messaging; and was supplied to guest 163 within the
context of an agreement with PSV 112. Embodiments of
the present invention can be implemented to configure
DMAP 120 to provision, to accept, or to reject specific
services to selected gvBSSID identifiers. Selection or re-
jection of a particular gvBSSID may be accomplished
using well-known MAC filtering techniques or functional
equivalents thereof. Forexample, DMAP 120 can be con-
figured by PSV 112, to reject voice-service requests from
those DMMS bearing gvBSSID identifiers which denote
dual-mode appliances not within the scope of a voice-
service agreement with PSV 112. MWSP 105 and other
PSP may be able to similarly interact with DMAP 120, or
the remotely managed functions of DMAP 120 may be
exclusively under the control of PSV 112.

[0028] For numerous reasons, Guest 123 may wish to
receive authorization to use PWS on DMMS 125. One
exemplary reason may arise from DMMS 125 being lo-
cated out of range of signals from SRAN 108. For exam-
ple, Guest 123 may be indoors or may be in a foreign
geographic region where RAN signals compatible with
DMMS 125 may be unavailable. USW 117 may be dis-
posed in a public venue such as an airport or large shop-
ping plaza, for example, and PSS 115 may operate USW
117 in that venue. USW 117 also may be disposed out-
doors, owing to the deployment of fixed wireless "neigh-
borhood area” or "metropolitan area" networks currently
undergoing widespread deployment, as well as more ro-
bust WiFi™ equipment. Conveniently, Guest 123 may
be able to communicate with DMAP 120 over USW 117
using DMMS 125, and thus may seek to be provisioned
with PWS, including, for example, an allocation of VolP
services, in order to make and receive calls while in range
of USW 117 or a compatibly interoperating USW. Simi-
larly, Guest 123 may wish to receive non-voice PWS
(e.g., priority stock market feeds available from PSV
112), which may not otherwise be available to Guest 123
through services offered by PSS 115 through ISP 129.
Alternatively, Guest 123 may be a guest in the private
home of PSS 115, and PSS 115 may wish to transfer
PWS token 127 to DMMS 125 of Guest 123. PWS token
may be representative of a portion of preallocated PWS
or credit for PWS, for which accounting may be main-
tained in DMAP 120 for PSS 115, or in a PWS account
of PSS 115 managed by a PSP, such as MWSP 105 or
PSV 112.

[0029] Beneficially, DMMS 125 can be configured to
facilitate DMAP 120 with provisioning voice service (as
an exemplary PWS) to DMMS 125 by adapting to com-
municate voice signals through provisioned service in-
terface 164 by way of DMAP voice channel 182, which
may be identified by vSSID 178. Similarly, DMMS 125
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may seek to associate with DMAP 120 and to communi-
cate data signals through data service interface 162, us-
ing data channel 184 that can be identified by dSSID 155
and be configured separately and distinctly from voice
channel 182. As indicated above, some form of authen-
tication can be desirable for wireless communication
services, particularly for provisioned services, such as
voice services (e.g., VoIP services), which may use a
potentially vulnerable wireless link. DMMS 125 may fa-
cilitate DMAP 120 provisioning of voice services by sup-
plying to DMAP 120 identifying credentials during asso-
ciation supplication or upon request of DMAP 120. Iden-
tifying credentials may include a predetermined pass
code, a predefined unique supplicant device identifier,
and a combination thereof. DMAP 120 may store therein
one or more pass codes and one or more predefined
unique supplicant device identifiers corresponding to
wireless devices that may be authenticated to DMAP
120. Authentication of DMMS 125 to DMAP 120 can be
designated "PWS authentication." By providing identify-
ing credentials, PWS authentication of the identity of sup-
plicant device DMMS 125 can be simplified, potentially
expediting authorization of DMMS 125 to be provisioned
with PWS. It also may be beneficial to perform a "pre-
access authorization," which may include, for example,
authenticating the identity of Guest 123 using well-known
authentication methods, with a successful pre-access
authentication being followed by PSS 115 providing
Guest 123 a PWS authentication pass code.

[0030] In a particular example of advantageous inven-
tive embodiments herein, Guest 163 may desire to use
DMMS 125 through DMAP 120 to receive provisioned
voice services (e.g., VolIP) across USW 117. Although
DMMS 125 may be able to couple to mobile wireless link
109 to receive voice services from MWSP 105, Guest
123 may wish to place a VoIP call through DMAP 120
and across WLN 110, perhaps because of a lower tariff
charged by MWSP 105 for IP-based traffic. PSV 112 may
be capable of provisioning PWS, such as VolP voice
service, to DMMS 125, forexample, as a discount vendor
of MWSP 105 services. PSV 112 may coordinate such
third party provisioning with the MWSP AAA entity 103,
sothat DMMS 125 can be authorized to make and receive
VolP calls using the facilities of MWSP 105. Typically,
communications between PSV 112 and MWSP AAA 103
are made using secure communication techniques, with
safeguards against Internet interlopers and miscreants.
Both PSV 112 and MWSP AAA 103 may decline to pro-
vision PWS requested by an outside party, such as Guest
123, unless sufficient safeguards are undertaken, includ-
ing authenticating the identity of a requester, of the sup-
plicant device for which the provisioned service is re-
quested, or both. Therefore, to satisfy a desire of MWSP
105 and PSV 112 for secure access to provisioned serv-
ices, it may be expedient to provide authentication of sup-
plicant device DMMS 125 as it requests to be provi-
sioned, PWS through DMAP 120, including voice service
over IP-based WLN 110. PSS 115 also may desire safe-
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guards operable with DMAP 120 to reduce the likelihood
of intrusion into USW 117 by a miscreant seeking to mis-
appropriate or misuse assets associated with DMAP 120,
including for example, PWS token 127 or sensitive data
and access information of PSS 115, relating to service
provisioning through DMAP 120 with a PSP. At the same
time, from the perspective of Guest 123 and also of PSS
115, itcan be desirable to simplify the mechanics of these
safeguards, particularly in scenarios where PSS 115 and
Guest 123 can cooperatively operate DMAP 120 and
DMMS 125, respectively, to facilitate PWS authentication
of DMMS 125 for PWS provisioning, including supplying
PWS token 127. In one exemplary scenario, which may
be useful in circumstances where PSS 115 is a business
owner offering a hotspot to customers or other transient
persons, PSS 115 can verify the identity of Guest 123,
that is perform pre-access authentication of Guest 123,
using an identification credential such as a vehicle oper-
ator’s permit (i.e., driver’s license), a passport, or other
form of identification suitable for the level of security de-
sired. Biometric and other physical personal authentica-
tion techniques may be used in addition or in substitution.
PSS 115 may not require Guest 123 to produce an iden-
tification credential for pre-access authentication, for ex-
ample, where Guest 123 is a long-time customer, or
where USW 117 is disposed in the home of PSS 115 and
Guest 123 is person known to PSS 115. Upon a satis-
factory pre-access authentication, or if PSS 115 is willing
to proceed based on trust of Guest 123, then PSS 115
may offer Guest 123 an identification credential to be
used with DMMS 125 during PWS authentication, that
is, when Guest 123 operates DMMS 125 to request PWS
from a PSP. Pre-access authentication may be a constit-
uent process component of a simple but exemplary PWS
authentication method embodiment according to the
present invention. However, it is to be understood that
PWS authentication of Guest 123 using DMMS 125 by
DMAP 120 according to embodiments of the present in-
vention is desirably a user-level authentication that does
not require pre-authentication.

[0031] Anexemplary PWS authentication method em-
bodiment according to the present invention may pro-
ceed when PSS 115 activates DMAP 120 by depressing
single key 177. Conveniently, activation key 177 may be
dedicated to facilitating association of DMMS 125 with
DMAP 120. In response to activation by key 177, DMAP
120 may broadcast, for a predefined authentication pe-
riod, a voice beacon bearing vSSID 178 on voice channel
182. It can be beneficial to limit the predefined authenti-
cation period, for example, to about three minutes, to
provide sufficient time for DMMS 125 to perform USW-
authentication and to become associated with DMAP
120, yet to minimize the ability of a miscreantor interloper
having a USW-capable device from associating with
DMAP 120. The actual length of the predefined authen-
tication period may be adjustable to meet the operating
environment in which DMAP 120 is deployed. During the
predefined authentication period, DMMS 125 can simi-
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larly be activated, for example, by Guest 123, causing
DMMS 125 to become a supplicant device to the wireless
network (USW 117) represented by DMAP 120, identifi-
able by broadcasting a supplicant device probe request
frame on every available USW radio channel, including
DMAP 120 voice channel 182. In response, DMAP 120
can transmit a voice beacon over voice channel 182 bear-
ing vSSID 178, as a probe response frame. DMMS 125
then may select DMAP 120 for voice-service access and
may send an open authentication request, a form of
USW-authentication, to DMAP 120. Typically, open au-
thentication is directed to facilitating connectivity and,
once in communication with DMMS 125, LA 150in DMAP
120 can provide a favorable authentication reply to
DMMS 125. Upon successful USW-authentication,
DMMS 125 may send an association request frame to
DMAP 120, transmitting gvBSSID 195, which also may
indicate a request to be provisioned voice-service, for
example, in the form of PWS token 127 by DMAP 120,
where DMAP 120 is configured to provision PWS token
127, or through DMAP 120 over data network link 120,
where a PSP such as MWSP 105 or PSV 112 may be
designated to engage DMMS 125 in AAA functions to
establish authorization to be provisioned the requested
wireless service (e.g., voice service). DMAP 120 may
have stored therein gvBSSID 195, corresponding to
DMMS 125, and it may be sufficient for selected embod-
iments of PWS authentication methods that gvBSSID
195 identifies DMMS 125 as a dual-mode device, which
can be permitted to request, and to be provisioned PWS
token 127 and that receipt by DMAP 120 of an identifi-
cation credential from DMMS 125, in the form of gvBSSID
195, can authenticate supplicant device DMMS 125 to
DMAP 120. If the request of DMMS 125 is unsuccessful
(e.g., signal loss or authentication failure) during the pre-
defined authentication period, DMAP 120 may permit to
DMMS 125 having gvBSSID 195, to continue authenti-
cation and association attempts, until the predefined au-
thentication period expires, while denying access to other
supplicant devices seeking access but without gvBSSID
195.

[0032] Alternatively, PSS 115 may enter a host pass
code into DMAP 120 by way of interface 160, which is
stored by LA 150 during a predefined authentication pe-
riod. PSS 115 can issue to Guest 123 a guest pass code
that is the same as, or corresponds to, the host pass
code entered by PSS 115 into DMAP 120. As Guest 123
activates DMMS 125 to become a supplicant device,
Guest 123 enter the guest pass code into DMMS 125.
When DMMS requests to associate with DMAP 120 dur-
ing the authentication period, DMMS 125 can undertake
a USW-authentication with DMAP 120, in accordance
with the network authentication and encryption protocols
employed in USW 117. In addition, DMMS 125 can im-
plement an embodiment of the inventive PWS authenti-
cation methods by transmitting the guest pass code to
DMAP 120. LA 150 can process the guest pass code
received from DMMS 125 and compare it with the host
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pass code supplied by PSS 115. Upon a favorable com-
parison, DMMS 125 can be considered to be an authen-
ticated device. DMMS 125 may transmit gvSSID 195
along with the guest pass code as a component of the
PWS authentication identification credentials, or may
transmit gvBSSID 195 subsequently, after LA 150 indi-
cates a favorable comparison of guest pass code to
stored host pass code. It pre-access authentication is
employed to authenticate the identity of Guest 123, then
pass code-type PWS authentication of DMMS 125 can
be sufficient to infer verification of the identity of Guest
123, if such security is indicated. Otherwise, pass code-
type authentication can be sufficient to verify the identity
of DMMS 125. Foreseeable variations of the foregoing
authentication techniques may be employed, including
using biometric authentication devices coupled to DMMS
125 or DMAP 120, for example, as an adjunct to or in
substitution for, codes provided by PSS 115. Even if
USW-authentication and PWS authentication processes
are successfully completed between DMAP 120 and
DMMS 125, a successful exchange of encryption keys,
such as through a WEP security encryption protocol, may
be additionally implemented to permit DMMS 125 to suc-
cessfully exchange voice services through DMAP 120
over wired network 120. As used herein, the term USW-
authentication can include network authentication and
encryption protocols such as, without limitation, WEP,
WPA, WPA2, IEEE Std. 802.11i, IEEE Std. 802.1x, RA-
DIUS, and EAP security protocols.

[0033] Although the identity of DMMS 125 may be ver-
ified, it may not be authorized (or capable) of receiving
the requested PWS. Thus, LA 150 may examine gvB-
SSID 195 to determine whether the identity of DMMS
125 corresponds to a type of DMMS permitted to receive
PWS token 127. Alternatively, DMAP 120 may direct
gvBSSID 195 as anidentifying credential to the PSP iden-
tified as being designated to provision PWS for requests
coming from DMAP 120. e.g., PSV 112. Also, DMAP 120
may be configured by PSV 112, to examine gvBSSID
195 and to determine whether to provision DMMS 125
with requested PWS (e.g., voice services) over WLN 110,
once DMMS 125 has been PWS-authenticated. In addi-
tion, embodiments of the present invention may receive
or request from DMMS 125 other information which may
be pertinent to determining whether to provision PSW to
authenticated device DMMS 125, for example, whether
authenticated device DMMS 125 is associated with an
active subscription between Guest 123 and the provi-
sioning PSP, the class of service requested, QoS require-
ment, the number of tokens to be allocated, etc. In certain
exemplary embodiments of PSW authentication, DMAP
120 may use gvBSSID 195 to perform a type of MAC
address authentication, in which the gvBSSID 195 of
DMMS 125 is verified against a locally configured list of
allowed guest vBSSIDs, or against AAA information
maintained on an external authentication server, for ex-
ample, of PSV 112, MWSP 105, or of MWSP AAA 103
(for convenience, simply "PSV 112"). Alternatively, as

Samsung Ex. 1004, Page 163 of 553



19 EP 2 016 750 B1 20

another embodiment of PSW authentication, DMAP 120
may communicate gvBSSID 195 to PSV 112, where ap-
proval or rejection of DMMS 125 may be made, based
on a variety of criteria. Moreover, DMAP 120 may be
configured to permit enrollment of selected DMMS 125,
that is, to enter gvBSSID 195 on the locally configured
list of DMAP 120, or to facilitate enrollment of DMMS 125
by forwarding gvBSSID 195 to PSV 112. Enroliment may
permit DMAP 120 or PSV 112 to grant or transfer PWS
access credits, including representations thereof (e.g.,
PWS token 127), to DMMS 125, which may permit DMMS
125 to receive voice services (e.g., make and receive
VolP calls) through DMAP 120, or to otherwise be pro-
visioned by PSV 112 to use voice services over suitable
USW other than USW 117. If DMAP 120 confirms, or is
notified by PSV 112, that DMMS 125 is permitted to as-
sociate with DMAP 120, then USW-authentication may
be employed. In alternative embodiments of the present
invention, USW-authentication may be performed prior
to PSW authentication.

[0034] FIG. 2illustrates an embodiment of an authen-
tication method 200 according to the present invention,
namely, subscriber-provisioner DMAP PWS authentica-
tion method 200, which also may feature PWS provision-
ing. FIG. 2 is described with respect to FIG. 1 and the
reference numerals of FIG. 2 refer to like entities in FIG.
1. Method 200 may be beneficial, for example, when a
voice-services subscriber seeks to facilitate and manage
the allocation of provisioned voice and selected IP serv-
ices to a guest, while selectively controlling provisioning
functions atthe subscriber location. Method 200 may also
be desirable, for example, to a small business owner, for
example, PSS 115, hosting a wireless networking
hotspot, for example, USW 117, through which allocation
units of VolP and other provisioned services may be pur-
chased by customers of the small business. As used with
respect to FIG. 1, a voice-service allocation unit can be
designated as a "token," such as PWS token 127. Pur-
suant to a request or agreementby PSS 115, DMAP 120
may be authorized and configured (Step 205) by a PSP,
such as PSV 112 or MWSP 105, to seek voice-service
requests from supplicant devices, such as DMMS 125,
and to offer to authenticated supplicant devices PWS to-
ken 127, which can be a voice-service token.

[0035] Once configured, the PSP may supply DMAP
120 with PWS tokens or functional equivalents (Step
210), which may be requested by Guest DMMS. It may
be beneficial for PSS 115 to purchase selected quantities
of PWS token 127, perhaps at a discount, for example,
through a volume-purchaser discount agreement with a
preselected PSP, e.g., MWSP 105. In addition, PSS 115
may have a defined block of provisioned service credits
(e.g., PWS tokens 127) associated with an account with
MWSP 105, which may be managed by MWSP AAA unit
103 and which may be supplied to properly authenticated
supplicants, for example, who request PWS. Therefore,
MWSP 105 can authorize DMAP 120 (step 205) to offer
a defined quantity of PWS tokens to properly authorized
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and authenticated guest devices, such as DMMS 125.
MWSP 105 also may associate with DMAP 120 a pre-
determined number of PWS token 127 for provisioning
to DMMS 125, in addition to performing other configura-
tions to DMAP 120, for example, in accordance with CPE
management protocols, e.g., TR-064, TR-069, and TR-
104.

[0036] In embodiments of PWS authentication method
200, subscriber PSS 115 can activate DMAP 120 (Step
215), for example, by entering a pass code. When acti-
vated, DMAP 120 can be enabled to broadcast availa-
bility for association requests and to accept requests for
association from supplicant devices for a predefined au-
thentication period (step 220). During the predefined au-
thentication period, DMAP 120 can broadcastvSSID 178
(step 225) to indicate its availability for voice-service calls
182. A supplicant device, such as DMMS 125 may reply
to DMAP 120 by supplying identifying credentials which
may include, or be supplemented by, one or both of a
pass code or gvBSSID 195 (step 230). Desirably, PSS
115 can provide the pass code to Guest 123, who enters
the pass code into DMMS 125. DMAP 120 can receive
the request to associate, along with the pass code, trans-
mitted by DMMS 125, within the predefined authentica-
tion period. DMAP 120 can employ LA 150 to evaluate
the identifying credentials received from DMMS 125, for
example, to perform PWS authentication (step 235). Step
235 also may include USW-authentication. If the pass
code supplied by DMMS 125 satisfactorily compares with
an authentication credential stored in a first memory in
DMAP 120 during the authentication period, then DMMS
125 can be considered to be authenticated. If, on the
other hand, the comparison is unsatisfactory, DMMS 125
may reattempt to be authenticated within the predefined
authentication period. The authentication period may be
terminated once the authentication of DMMS 125 is suc-
cessful, for example, to deter interlopers. The (first) au-
thentication credential can include the pass code provid-
edto Guest 123 by PSS 115; an authentication certificate,
identifier, or symbol supplied securely by MWSP 105 or
PSV 112; or a combination thereof. DMMS 125 also may
supply DMAP 110 with an additional identifying credential
concurrently with the pass code, orin response to a com-
munication separate in time from DMMS 125 supplying
the pass code. Exemplary additional identifying creden-
tials include, without limitation, gvBSSID 195, a PWS
subscriber identifier (not shown), and a unique personal
identifier, such as a vehicle operator’s license). LA 150
can include a second memory in which to store a second
authentication credential, used to evaluate an additional
identifying credential. In selected embodiments of the
present invention, successful PWS authentication may
be completed after LA 150 verifies the pass code, the
additional identifying credential, or both.

[0037] Upon successful authentication of the identify-
ing credentials of DMMS 125, itis desirable to determine
whether supplicant device DMMS 125 is a supplicant de-
vice suitable to be granted access to PWS resources
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(step 240), including receiving relevant information from
DMMS 125, including, for example, gvBSSID 195 and
the terms of the PWS request (class of service, QoS,
number of tokens, etc.). LA 150 can process the infor-
mation gathered from DMMS 125 at Step 245, to deter-
mine whether DMMS 125 should receive PWS token 127
(step 250), as well as how many PWS token 127 and
other terms of PWS provisioning. In embodiments of the
presentinvention, LA 150 may store a list or template of
gvBSSID values indicative of wireless devices which may
be authorized by MWSP 105 to receive PWS token 127
from DMAP 120. LA 150 also may evaluate gvBSSID
195 to determine whether DMMS 125 is capable of using
the requested PWS resources or is limited by capability
or by agreement in gaining access to PWS resources.
Such a list or template can be dynamically updated via
WLN 110 by WMSP 105, or MWSP AAA 103.

[0038] WherelLA 150determinesthatthe PWS request
of DMMS 125 can be fulfilled (step 255), then DMAP 125
can provide voice service PWS token 127 to DMMS 125
(step 260), permitting DMMS 125 to use PWS in an al-
location corresponding to granted PWS token 127. On
the other hand, where LA 150 determines at Step 255
that the PWS request of DMMS 125 cannot be fulfilled,
it may be desirable to permit DMMS 125 to re-attempt a
request to receive an allocation of PWS before the pre-
defined authentication period elapses (step 220). Once
DMMS 125 is provisioned PWS token 127, it may be
desirable to terminate the predefined authentication pe-
riod, for example, to deter miscreant operators of a USW
wireless device from seeking to interlope on USW 117
or impermissibly gain access to PWS.

[0039] FIG. 3illustrates another embodiment of an au-
thentication method 300 according to the presentinven-
tion, namely subscriber-passthrough DMAP PWS au-
thentication method 300, which also may feature PWS
provisioning. Similar to FIG.2, FIG. 3 is described with
respect to FIG. 1 and the reference numerals of FIG. 3
refer to like entities in FIG. 1. Method 300 may be ben-
eficial, for example, when a voice-services subscriber
seeks to facilitate and manage the allocation of provi-
sioned voice and selected IP services to a guest, while
passing through authentication and provisioning func-
tions to a designated PSP, such as MWSP 105 or PSV
112.

[0040] As used with respect to FIG. 1, a voice-service
allocation unit can be designated as a "token,” such as
PWS token 127. Method 300 may also be desirable, for
example, to a small business owner PSS 115, hosting a
wireless networking hotspot, such as USW 117, but
where PSS 115 does not desire to resell PWS tokens.
Method 300 also may desirable where PSS 115 operates
a home network and wishes to facilitate a request of
Guest 123 to receive PWS tokens 127 for DMMS 125,
but not to be a host-provisioner. To commence an em-
bodiment of the present inventive methods, namely an
embodiment of a subscriber-passthrough DMAP PWS
authentication method, subscriber PSS 115 can activate
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DMAP 120 (Step 310), for example, by entering a pass
code. Activation of DMAP 120 can continue for a prede-
fined authentication period (step 320). When activated,
DMAP 120 can broadcast vSSID 178 to indicate availa-
bility (Step 325) for association requests and to accept
requests for association from supplicant devices, includ-
ing DMMS 125, for example, to make and receive voice-
service calls over voice channel 182. A supplicant device,
such as DMMS 125, may reply to DMAP 120 by supplying
identifying credentials within the predefined authentica-
tion period. DMMS 125 identifying credentials may in-
clude, or be supplemented by, one or both of a pass code
or gvBSSID 195 (step 330).

[0041] Desirably, where a pass codeisemployed, PSS
115 can provide the pass code to Guest 123, who enters
the pass code into DMMS 125. PSS 115 may supply the
pass code to Guest 123 subsequent to a successful pre-
access authentication. DMAP 120 can receive the re-
quest to associate, along with the pass code, transmitted
by supplicant device DMMS 125, and can employ LA 150
to evaluate the identifying credentials received from
DMMS 125, for example, to perform PWS authentication
(step 335). Step 335 also may include USW-authentica-
tion, as described with respect to Step 235 in FIG. 2. If
the pass code supplied by DMMS 125 satisfactorily com-
pares with the pass code stored in DMAP 120 during the
authentication period, then DMMS 125 can be consid-
ered to be authenticated. If, on the other hand, the com-
parison is unsatisfactory, DMMS 125 may reattempt to
be authenticated within the predefined authentication pe-
riod. The authentication period may be terminated once
the authentication of DMMS 125 is successful, for exam-
ple, to deter interlopers. Also, it may be desirable to ter-
minate the authentication period upon a failed authenti-
cation attempt.

[0042] Upon successful authentication of the identify-
ing credentials of DMMS 125, it is desirable to determine
whether supplicant device DMMS 125 is a supplicant de-
vice suitable to be granted access to PWS resources
(step 340), which can be indicated by gvBSSID 195. Up-
on a favorable evaluation of DMMS 125 suitability to ac-
cess PWS resources, LA 150 may receive DMMS 125
request (Step 345) for a PWS token 127, e.g., a voice
service token. The request may include, without limita-
tion, gvBSSID 195 and the terms of the PWS request
(class of service, QoS, number of tokens, etc.). LA 150
can pass through (Step 350) gvBSSID 195, and other
information, including that collected at Step 345, to a des-
ighated PSP, such as MWSP AAA 103 and PSV 112.
PSW authentication, as well as provisioning of PSW to-
kens 127, can be performed and managed (Step 355)
by the designated one of MWSP AAA 103 or PSV 112.
Such PSP authentication and provisioning may be desir-
able to Guest 123, for example, where Guest 123 is a
subscriber to PWS services of MWSP 105 or PSV 112,
and may be using USW 117 and DMAP 120 to access
PWS tokens 127, which may be associated with an ex-
isting PWS provisioning account of Guest 123 for DMMS
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125.

[0043] Upon a favorable authentication and provision-
ing of PWS tokens 127 on behalf of DMMS 125 at Step
355, the designated PSP may then communicate PWS
tokens 127 through to DMAP 120 which, in turn, transmit
the requested PWS tokens 127 to DMMS 125 (Step 360).
Once DMMS 125 is provisioned PWS token 127 at Step
360, it may be desirable to terminate the predefined au-
thentication period, for example, to deter miscreant op-
erators of a USW wireless device from seeking to inter-
lope on USW 117 or impermissibly gain access to PWS.
It also may be desirable to permit DMMS 125 to re-at-
tempt authorization during the predefined authentication
period, as well as to terminate the authentication period
upon an unsuccessful authentication attempt.

[0044] A variety of hardware and software functions
have been described herein. Depending upon the imple-
mentation, many of the hardware functions may be em-
ulated using software. Likewise, software functions may
be performed using hardware components having hard-
wired circuitry; and some of the hardware or software
functions may be configured using alternative technolo-
gies known to skilled artisans, including withoutlimitation,
firmware and application specific integrated circuits. The
elements in the Figures are to be taken as logical and
thus, can be implemented in a consolidated or distributed
manner to achieve a desired result.

[0045] Moreover, many alterations and modifications
may be made by those having ordinary skill in the art,
without departing from the scope of the invention. There-
fore, it must be understood that the illustrated embodi-
ments have been set forth only for the purposes of ex-
ample, and that it should not be taken as limiting the
invention as defined by the following claims. The follow-
ing claims are, therefore, to be read to include not only
the combination of elements which are literally set forth,
but all equivalent elements for performing the same func-
tionin the same way to obtain the same result. The claims
are thus to be understood to include what is specifically
illustrated and described above, what is conceptually
equivalent, and also what incorporates the ideas of the
invention.

Claims

1. Afixed wireless (USW) access point (120), compris-
ing:

a data service interface (162) for processing
non-provisioned service content using a data
service channel identified by a first Service Set
Identifier, SSID (170);

a provisioned service interface (164) for
processing provisioned service content using a
provisioned service channel identified by a sec-
ond SSID (178); and

alocal authenticator (150) configured to perform
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provisioned wireless service, PWS, authentica-
tion for access to provisioned services using the
provisioned service channel,;

wherein the local authenticator is configured to
be activated by a subscriber;

wherein the local authenticator is configured to
receive an identifying credential from a dual
mode mobile station (125);

wherein the local authenticator is configured to
analyze the identifying credential, thereby de-
termining a PWS authentication state resulting
therefrom; and

wherein the local authenticator is configured to
one of grant access and deny access by the dual
mode mobile station to the USW access point
for access to a provisioned wireless service us-
ing the provisioned service channel responsive
to the authentication state.

The USW access point of Claim 1, wherein the ac-
cess pointis configured to accept traffic from a PWS-
authenticated mobile station and reject traffic from
non-PWS-authenticated mobile stations.

The USW access point of Claim 1:

wherein the provisioned service interface is con-
figured to correspond to a provisioned service
basic service set identifiable by a provisioned
service basic service set identifier (hvBSSID),

wherein the hvBSSID corresponds to the second
SSID and is configurably unique to the provisioned
service interface, and

wherein the signal communicated with the dualmode
mobile station is a provisioned service signal com-
municated over the provisioned service channel to
the USW access point corresponding to hvBSSID,
preferably,

wherein the provisioned service interface is config-
ured to accept the identifying credential within a pre-
defined authentification period and configured to de-
termine an authentification state corresponding to
an identifying credential, if accepted within the pre-
defined authentification period.

The USW access point of Claim 1, wherein the local
authenticator further comprises a managed Custom-
er Premises Equipment, CPE, interface coupled to
a provisioned service provider and coupled to the
provisioned service interface, the managed CPE in-
terface being remotely configurable by the provi-
sioned service provider, the managed CPE interface
modifying differential processing of the provisioned
service signalinresponse to the authentication state.

The USW access point of Claim 4, wherein the iden-
tifying credential comprises a provisioned service

Samsung Ex. 1004, Page 166 of 553



25

basic service set identifier (gvBSSID) configurably
unique to the dual mode mobile station, and wherein
the managed CPE interface is configured to modify
differential processing of the provisioned service sig-
nal in response to the gvBSSID.

The USW access point of Claim 1 configured such
that a single keystroke on a key coupled to the pro-
visioned service interface commences the prede-
fined authentification period and activates the provi-
sioned service interface to determine the authentifi-
cation state corresponding to the identifying creden-
tial, if accepted within the predefined authentification
period.

A method for authenticating to a USW access point
(120), a dual mode mobile station (125) seeking pro-
visioning of a provisioned wireless service, PWS,
wherein the access point provides access to provi-
sioned and non-provisioned services via respective
channels identified by respective Service Set Iden-
tifiers, SSIDs (170, 178), the method comprising:

receiving an identifying credential from the dual
mode station by the USW access point;
evaluating the identifying credential from the du-
al mode mobile station by the USW access point
relative to an authentication credential stored in
the USW access point;

determining a PWS authentification state of the
dual mode mobile station corresponding to the
identifying credential; and

providing access to a provisioned wireless serv-
ice via a provisioned service channel following
a successful PWS authentication.

The method of Claim 7, further comprising:

if the PWS authentication state is authenticated,
then receiving a request for a provisioned serv-
ice token from the dual mode mobile station;
evaluating an eligibility state of the dual mode
mobile station for being provisioned a provi-
sioned service token; and

if the eligibility state is eligible, then provisioning
the provisioned service token to the dual mode
mobile station by the USW access point.

The method of Claim 7, wherein evaluating the iden-
tifying credential further comprises:

evaluating the identifying credential from the du-
al mode mobile station by the USW access point
relative to a provisioning management configu-
ration received from a managed Customer
Premises Equipment, CPE, interface disposed
in the USW access point.
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The method of Claim 7, wherein receiving the iden-
tifying credential from the dual mode mobile station
comprises receiving the identifying credential from
the dual mode mobile station within a predefined au-
thentification period.

The method of Claim 7, wherein the identifying cre-
dential comprises a pass code, a provisioned service
basic service set identifier (QgvBSSID) configurably
unique to the dual mode mobile station, or both.

A method for authenticating to a USW access point
(120) a dual mode mobile station (125) seeking pro-
visioning of a provisioned wireless service, PWS,
wherein the access point provides access to provi-
sioned and non-provisioned services via respective
channels identified by respective Service Set Iden-
tifiers, SSIDs, (170, 178) the method comprising:

receiving a pass code from the dual mode mo-
bile station by the USW access point;
receiving a provisioned service basic service set
identifier (gvBSSID) configurably unique to the
dual mode mobile station; and

transmitting the pass code and the gvBSSID re-
ceived by the USW access pointto a provisioned
services provider, wherein the provisioned serv-
ices provider determines a PWS authentification
state of the dual mode mobile station responsive
to the pass code and the gvBSSID, and wherein
upon authentification the provisioned services
provider provisions a PWS token to dual mode
mobile station for accessing a provisioned wire-
less service via a provisioned service channel.

The method of Claim 12, wherein receiving a pass
code further comprises receiving the pass code with-
in a predefined authentification period from the dual
mode mobile station.

The method of Claim 13, wherein subsequent to
transmitting to the provisioned services provider, the
method further comprises:

receiving the PWS token from the provisioned
services provider by the USW access point; and
supplying the PWS token to the dual mode mo-
bile station by the USW access point.

Patentanspriiche

1.

Fester drahtloser (USW) Zugangspunkt (120), um-
fassend:

eine Datendienstschnittstelle (162) zum Verar-

beiten von nicht bereitgestelltem Dienstinhalt
unter Verwendung eines Datendienstkanals,
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der mit einem ersten Service Set ldentifier
(8SID) (170) gekennzeichnet ist;

eine Schnittstelle fur bereitgestellte Dienste
(164) zur Verarbeitung von bereitgestelltem
Dienstinhalt unter Verwendung eines Kanals fur
bereitgestellte Dienste, der mit einem zweiten
Service Setldentifier (SSID) (178) gekennzeich-
net ist; und

eine lokale Authentifizierungseinheit (150), die
zum Durchfiihren der Authentifizierung von be-
reitgestelltem drahtlosem Dienst (PWS) fur Zu-
gang zu bereitgestellten Diensten unter Ver-
wendung des Kanals fur bereitgestellte Dienste
konfiguriert ist;

wobei die lokale Authentifizierungseinheit zur
Aktivierung durch einen Teilnehmer konfiguriert
ist;

wobei die lokale Authentifizierungseinheit kon-
figuriert ist zum Empfangen eines identifizieren-
den Berechtigungsnachweises von einer Mobil-
station mit zwei Betriebsarten (125);

wobei die lokale Authentifizierungseinheit kon-
figuriert ist zum Analysieren des identifizieren-
den Berechtigungsnachweises, wodurch sie ei-
nen sich daraus ergebenden PWS-Authentifi-
zierungszustand bestimmt; und

wobei die lokale Authentifizierungseinheit dafur
konfiguriertist, dem USW-Zugangspunktfur Zu-
gang zu einem bereitgestellten drahtlosen
Dienst, auf den Authentifizierungszustand rea-
gierend, unter Verwendung des Kanals fur be-
reitgestellte Dienste durch die Mobilstation mit
zwei Betriebsarten den Zugang zu gewahren
oder den Zugang zu verweigern.

USW-Zugangspunkt nach Anspruch 1, wobei der
Zugangspunkt zum Akzeptieren von Verkehr von ei-
ner PWS-authentifizierten Mobilstation und zum Ab-
lehnen von Verkehr von nicht PWS-authentifizierten
Mobilstationen konfiguriert ist.

USW-Zugangspunkt nach Anspruch 1:

wobei die Schnittstelle fur bereitgestellte Diens-
te so konfiguriert ist, dass sie einem Basic Ser-
vice Set eines bereitgestellten Dienstes ent-
spricht, das anhand eines Basic Service Set
Identifier fur einen bereitgestellten Dienst
(hvBSSID) identifizierbar ist,

wobei der hvBSSID dem zweiten SSID ent-
spricht und fur die Schnittstelle fur bereitgestell-
te Dienste eindeutig konfigurierbar ist und
wobei das mit der Mobilstation mitzwei Betriebs-
arten Ubermittelte Signal vorzugsweise ein Sig-
nal des bereitgestellten Dienstes ist, das uber
den Kanal fur bereitgestellte Dienste zu dem
USW-Zugangspunkt, der dem hvBSSID ent-
spricht, Ubermittelt wird,
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wobei die Schnittstelle fur bereitgestellte Diens-
te zum Akzeptieren des identifizierenden Be-
rechtigungsnachweises innerhalb einer vordefi-
nierten Authentifizierungsperiode konfiguriert
ist und zum Bestimmen eines Authentifizie-
rungszustands konfiguriert ist, der einem iden-
tifizierenden Berechtigungsnachweis, wenn in-
nerhalb der vordefinierten Authentifizierungspe-
riode akzeptiert, entspricht.

USW-Zugangspunkt nach Anspruch 1, wobei die lo-
kale Authentifizierungseinheit ferner eine verwaltete
Teilnehmernetzgerat- (Customer Premises Equip-
ment,

CEP) -Schnittstelle aufweist, die mit einem Anbieter
bereitgestellter Dienste gekoppelt ist und mit der
Schnittstelle fir bereitgestellte Dienste gekoppeltist,
wobei die verwaltete CPE-Schnittstelle durch den
Anbieter bereitgestellter Dienste fernkonfigurierbar
ist, wobei die verwaltete CPE-Schnittstelle eine un-
terschiedliche Verarbeitung des Signals des bereit-
gestellten Dienstes als Reaktion auf den Authentifi-
zierungszustand modifiziert.

USW-Zugangspunkt nach Anspruch 4, wobei der
Berechtigungsnachweis einen Basic Service Set
Identifier eines bereitgestellten Dienstes (gvBSSID)
aufweist, der fur die Mobilstation mit zwei Betriebs-
arten eindeutig konfigurierbar ist, und wobei die ver-
waltete CPE-Schnittstelle zum Modifizieren einer
unterschiedlichen Verarbeitung des Signals des be-
reitgestellten Dienstes als Reaktion auf den gvBS-
SID konfiguriert ist.

USW-Zugangspunkt nach Anspruch 1, der so kon-
figuriert ist, dass ein einzelner Tastenanschlag an
einer Taste, die mitder Schnittstelle fur bereitgestell-
te Dienste gekoppelt ist, die vordefinierte Authenti-
fizierungsperiode beginnt und die Schnittstelle fur
bereitgestellte Dienste aktiviert, um den dem identi-
fizierenden Berechtigungsnachweis, wenn inner-
halb der vordefinierten Authentifizierungsperiode
akzeptiert, entsprechenden Authentifizierungszu-
stand zu bestimmen.

Verfahren zur Authentifizierung einer Mobilstation
mit zwei Betriebsarten (125), die die Bereitstellung
eines bereitgestellten drahtlosen Dienstes (PWS)
wulnscht, einem USW-Zugangspunkt (120) gegenu-
ber, wobei der Zugangspunkt Zugang zu bereitge-
stellten und nicht bereitgestellten Diensten Uber je-
weilige Kanéle bereitstellt, die mit jeweiligen Service
Set Identifiers (SSID) (170, 178) gekennzeichnet
sind, wobei das Verfahren Folgendes aufweist:

Empfangen eines identifizierenden Berechti-

gungsnachweises von der Station mit zwei Be-
triebsarten durch den USW-Zugangspunkt;
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Bewerten des identifizierenden Berechtigungs-
nachweises von der Mobilstation mit zwei Be-
triebsarten durch den USW-Zugangspunkt rela-
tiv zu einem im USW-Zugangspunkt gespei-
cherten Berechtigungsnachweis;

Bestimmen eines PWS-Authentifizierungszu-
stands der Mobilstation mit zwei Betriebsarten,
der dem identifizierenden Berechtigungsnach-
weis entspricht; und

Bereitstellen von Zugang fur einen bereitgestell-
ten drahtlosen Dienst Uber einen Kanal fir be-
reitgestellte Dienste nach einer erfolgreichen
PWS-Authentifizierung.

Verfahren nach Anspruch 7, das ferner Folgendes
aufweist:

wenn der PWS-Authentifizierungszustand au-
thentifiziert wird, dann Empfangen einer Anfra-
gefurein Token fur einen bereitgestellten Dienst
von der Mobilstation mit zwei Betriebsarten;
Bewerten eines Berechtigungszustands der
Mobilstation mit zwei Betriebsarten dafir, die
Bereitstellung eines Tokens fur einen bereitge-
stellten Dienst zu erhalten; und,

wenn der Berechtigungszustand berechtigt ist,
dann Bereitstellen des Tokens fiir einen bereit-
gestellten Dienst an die Mobilstation mit zwei
Betriebsarten durch den USW-Zugangspunkt.

Verfahren nach Anspruch 7, wobei das Bewerten
des identifizierenden Berechtigungsnachweises fer-
ner Folgendes aufweist:

Bewerten des identifizierenden Berechtigungs-
nachweises von der Mobilstation mit zwei Be-
triebsarten durch den USW-Zugangspunkt rela-
tiv zu einer von einer verwalteten Teilnehmer-
netzgerat- (Customer Premises Equipment,
CPE) -Schnittstelle, die im USW-Zugangspunkt
angeordnet ist, empfangenen Bereitstellungs-
managementkonfiguration.

Verfahren nach Anspruch 7, wobei das Empfangen
desidentifizierenden Berechtigungsnachweises von
der Mobilstation mit zwei Betriebsarten das Empfan-
gen des Berechtigungsnachweises von der Mobil-
station mit zwei Betriebsarten innerhalb einer vorde-
finierten Authentifizierungsperiode aufweist.

Verfahren nach Anspruch 7, wobei der Berechti-
gungsnachweis einen Passcode, einen Basic Ser-
vice Set Identifier fir einen bereitgestellten Dienst
(gvBSSID), der fur die Mobilstation mit zwei Be-
triebsarten eindeutig konfigurierbar ist; oder beide
aufweist.

Verfahren zur Authentifizierung einer Mobilstation
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mit zwei Betriebsarten (125), die die Bereitstellung
eines bereitgestellten drahtlosen Dienstes (PWS)
winscht, einem USW-Zugangspunkt (120) gegenu-
ber, wobei der Zugangspunkt Zugang zu bereitge-
stellten und nicht bereitgestellten Diensten Uber je-
weilige Kanale bereitstellt, die mit jeweiligen Service
Set Identifiers (SSID) (170, 178) gekennzeichnet
sind, wobei das Verfahren Folgendes aufweist:

Empfangen eines Passcodes von der Mobilsta-
tion mit zwei Betriebsarten durch den USW-Zu-
gangspunkt;

Empfangen eines Basic Service Set Identifier
fur einen bereitgestellten Dienst (gvBSSID), der
fur die Mobilstation mit zwei Betriebsarten ein-
deutig konfigurierbar ist; und

Ubertragen des Passcodes und des vom USW-
Zugangspunktempfangenen gvBSSID aneinen
Anbieter bereitgestellter Dienste, wobei der An-
bieter bereitgestellter Dienste einen PWS-Au-
thentifizierungszustand der Mobilstation mit
zwei Betriebsarten, auf den Passcode und den
gvBSSID reagierend, bestimmt und wobei der
Anbieter bereitgestellter Dienste bei Authentifi-
zierung ein PWS-Token einer Mobilstation mit
zwei Betriebsarten fur den Zugang zu einem be-
reitgestellten drahtlosen Dienst Uber einen Ka-
nal fir bereitgestellte Dienste bereitstellt.

Verfahren nach Anspruch 12, wobei das Empfangen
eines Passcodes ferner das Empfangen des Pass-
codes innerhalb einer vordefinierten Authentifizie-
rungsperiode von der Mobilstation mit zwei Betriebs-
arten aufweist.

Verfahren nach Anspruch 13, wobei das Verfahren
nach der Ubertragung an den Anbieter bereitgestell-
ter Dienste Folgendes aufweist:

Empfangen des PWS-Tokens von dem Anbieter
bereitgestellter Dienste durch den USW-Zu-
gangspunkt und

Versorgen der Mobilstation mit zwei Betriebsar-
ten durch den USW-Zugangspunkt mit dem
PWS-Token.

Revendications

1.

Pointd’accés sans fil fixe (USW) (120), comprenant :

une interface de données de service (162) des-
tinée a traiter un contenu de services non ap-
provisionnés au moyen d’un canal de services
de données identifié par un premier identifiant
d’ensemble de services (SSID) (170) ;

une interface de services approvisionnés (164)
destinée a traiter un contenu de services non
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approvisionnés au moyen d’un canal de servi-
ces de données identifié par un premier identi-
fiant d’ensemble de services (SSID) (178) ; et
un authentificateur local (150) congu pour réa-
liser une authentification de services sans fil ap-
provisionnés (PWS) en vue d’'un accés a des
services approvisionnés au moyen du canal de
services approvisionnés ;

Iauthentificateur local étant congu pour étre ac-
tivé par un abonné ;

Iauthentificateur local étant congu pour recevoir
un authentifiant d’identification en provenance
d’une station mobile bimode (125) ;
l'authentificateur local étant congu pour analy-
ser l'authentifiant d’identification de maniére a
déterminer un état d’authentification PWS qui
en résulte ; et

lauthentificateur local étant congu pour autori-
ser I'accés ou refuser 'accés par la station mo-
bile bimode au point d’accés USW en vue de
I'accés a un service sans fil approvisionné au
moyen du canal de services approvisionnés en
réponse a I'état d’authentification.

Point d’accés USW selon la revendication 1, le point
d’accés étant congu pour accepter un trafic en pro-
venance d’une station mobile authentifiée par PWS
etrejeter un trafic en provenance de stations mobiles
non authentifiées par PWS.

Point d’accés USW selon la revendication 1 :

dans lequel l'interface de services approvision-
nés est congue pour correspondre a un ensems-
ble de services de base de services approvision-
nés identifiable par un identifiant d’ensemble de
services de base de services approvisionnés
(hvBSSID),

dans lequel le hvBSSID correspond au second
SSID et peut étre configuré de fagon unique pour
I'interface de services approvisionnés, et

dans lequel le signal communiqué avec la sta-
tion mobile bimode est un signal de service ap-
provisionné communiqué sur le canal de servi-
ces approvisionnés au point d’accés USW cor-
respondant au hvBSSID, de préférence,
I'interface de services approvisionnés étant con-
cue pour accepter I'authentifiant d’identification
dans une période d’authentification prédéfinie,
et congue pour déterminer un état d’authentifi-
cation correspondant a un authentifiant d’iden-
tification, s’il est accepté pendant la période
d’authentification prédéfinie.

Point d’accés USW selon la revendication 1, dans
lequel 'authentificateur local comprend en outre une
interface d’équipements de locauxd’abonnés (CPE)
gérée couplée a un fournisseur de services appro-
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visionnés et couplée a l'interface de services appro-
visionnés, l'interface CPE gérée pouvant étre confi-
gurée a distance par le fournisseur de services ap-
provisionnés, l'interface CPE gérée modifiant un trai-
tement différentiel du signal de services approvision-
nés en réponse a I'état d’authentification.

Point d’accés USW selon la revendication 4, dans
lequel l'authentifiant d’identification consiste en un
identifiant d’ensemble de services de base de ser-
vices approvisionnés (gvBSSID) pouvant étre con-
figuré de fagon unique pour la station mobile bimode,
etdanslequell'interface CPE gérée est congue pour
modifier un traitement différentiel du signal de ser-
vices approvisionnés en réponse au gvBSSID.

Point d’accés USW selon la revendication 1, congu
de sorte qu’une seule frappe sur une touche couplée
a linterface de services approvisionnés commence
la période d’authentification prédéfinie et active I'in-
terface de services approvisionnés afin de détermi-
ner I'étatd’authentification correspondant a l'authen-
tifiant d’identification, s’il est accepté pendant la pé-
riode d’authentification prédéfinie.

Procédé d’authentification, sur un point d’accés
USW (120), d’'une station mobile bimode (125) cher-
chant a approvisionner un service sans fil approvi-
sionné (PWS), le point d’acceés fournissant un acces
a des services approvisionnés et non approvision-
nés par l'intermédiaire de canaux respectifs identi-
fiés par des identifiants d’ensembles de services
(SSID) (170, 178) respectifs, le procédé consistant
a:

recevoir un authentifiant d’identification en pro-
venance de la station bimode par le point d’ac-
cés USW ;

évaluer l'authentifiant d’identification en prove-
nance de la station mobile bimode par le point
d’acces USW par rapport a un authentifiant
d’authentification stocké dans le point d’acces
Usw ;

déterminer un état d’authentification PWS de la
station mobile bimode correspondantal’authen-
tifiant d’identification ; et

fournir un accés a un service sans fil approvi-
sionné par l'intermédiaire d’'un canal de services
approvisionnés aprés une authentification PWS
réussie.

Procédé selonlarevendication 7, consistant en outre
a:

si I'état d’authentification PWS est authentifié,
recevoir ensuite une demande de jeton de ser-
vice approvisionné en provenance de la station
mobile bimode ;
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évaluer un état d’éligibilité de la station mobile
bimode en vue de son approvisionnement par
un jeton de service approvisionné ; et

si I'état d’éligibilité est éligible, approvisionner
ensuite la station mobile bimode avec le jeton
de service approvisionné par le point d’accés
USw.

Procédé selon la revendication 7, dans lequel I'éva-
luation de l'authentifiant d’identification consiste en
outre a:

évaluer l'authentifiant d’identification en prove-
nance de la station mobile bimode par le point
d’accés USW par rapport a une configuration de
gestion d’approvisionnement regue d’une inter-
face d’équipements de locaux d’abonnés (CPE)
gérée disposée dans le point d’accés USW.

Procédé selon la revendication 7, dans lequel la ré-
ception de lauthentifiant d’identification en prove-
nance de la station mobile bimode consiste a rece-
voir l'authentifiant d’identification en provenance de
la station mobile bimode dans une période d’authen-
tification prédéfinie.

Procédé selon la revendication 7, dans lequel
I'authentifiant d’identification comprend un code de
passe et/ou un identifiant d’ensemble de services de
base de services approvisionnés (gvBSSID) pou-
vant étre configuré de fagon unique pour la station
mobile bimode.

Procédé d’authentification, sur un point d’accés
USW (120), d’'une station mobile bimode (125) cher-
chant a approvisionner un service sans fil approvi-
sionné (PWS), le point d’acceés fournissant un accés
a des services approvisionnés et non approvision-
nés par lintermédiaire de canaux respectifs identi-
fiés par des identifiants d’ensembles de services
(SSID) (170, 178) respectifs, le procédé consistant
a:

recevoir un code de passe en provenance de la
station mobile bimode par le point d’accés
USW ;

recevoir un identifiant d’ensemble de services
de base de services approvisionnés (gvBSSID)
pouvant étre configuré de fagon unique pour la
station mobile bimode ; et

transmettre le code de passe etle gvBSSID recu
par le point d’accés USW a un fournisseur de
services approvisionnés, le fournisseur de ser-
vices approvisionnés déterminant un état
d’authentification PWS de la station mobile bi-
mode en réponse au code de passe et au gvBS-
SID, et a 'authentification, le fournisseur de ser-
vices approvisionnés approvisionnant la station
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mobile bimode avec un jeton PWS afin d’accé-
der a un service sans fil approvisionné par l'in-
termédiaire d’'un canal de services approvision-
nés.

Procédé selon la revendication 12, dans lequel la
réception d’'un code de passe consiste en outre a
recevoir le code de passe dans une période
d’authentification prédéfinie en provenance de la
station mobile bimode.

Procédé selon la revendication 13, le procédé con-
sistanten outre, aprés la transmission au fournisseur
de services approvisionnés, a :

recevoir le jeton PWS du fournisseur de services
approvisionnés par le point d’accés USW ; et
fournir le jeton PWS 2 la station mobile bimode
par le point d’accés USW.
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Description
BACKGROUND

Field Of The Technology

[0001] The present disclosure relates generally to
communication devices configured for wireless commu-
nications, such as IEEE 802.11 type communications,
including techniques for facilitating communications over
first and second wireless connections of a wireless trans-
ceiver.

Description Of The Related Art

[0002] A wireless communication device, such as a
portable battery-powered wireless telephony device,
may be configured to communicate in wireless commu-
nication networks. For example, such a device may com-
municate via access points (APs) of wireless local area
networks (WLANSs) in accordance with IEEE 802.11
standards or the like. Such devices may also communi-
cate using peer-to-peer communication techniques, for
example, in accordance with the Wi-Fi Peer-To-Peer
(P2P) Technical specification, and/or be certified as a
"Wi-Fi Direct" device.

[0003] There is a need for efficiently facilitating com-
munications in these and similar environments.

[0004] In a paper titled "Distributed Virtual Network In-
terfaces to support intra-PAN and PAN-to-infrastructure
Connectivity" by Kaouthar Sethom et al, IEEE Globecom
2005, itis proposed to assign a single unique virtual MAC
address to all link layers of a terminal supporting multiple
physical interfaces of different standards.

[0005] WO 2007/110473 proposes the use of Blue-
tooth higher layers on top of WLAN lower layers, with a
virtual device in between, mapping, e.g., a Bluetooth ad-
dress to an Ethernet address.

[0006] US 2008/0013539 proposes the use of a com-
mon logical MAC address for different physical interfaces
having their own respective hardware MAC addresses.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Embodiments of present disclosure will now be
described by way of example with reference to attached
figures, wherein:

FIG. 1 is an illustrative representation of a commu-
nication system which includes wireless communi-
cation networks (e.g. WLANS) with which a wireless
communication device may communicate;

FIG. 2 is an example of a schematic block diagram
of the wireless device of FIG. 1;

FIGs. 3 and 4 are some examples of different types
of wireless devices of the present disclosure, which
include a smartphone (FIG. 3) and a tablet computer
(FIG. 4);
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FIG. 5is anillustrative representation of a part of the
communication system of FIG. 1 which may include
different types of wireless networks (e.g. WLAN, and
Wi-Fi Peer-to-Peer (P2P) networks);

FIG. 6 is an illustrative representation of a portion of
memory of the wireless device, where the memory
has a plurality of profiles stored therein where each
profile is associated with a first type of wireless con-
nection (e.g. a WLAN-STA type of wireless connec-
tion) or a second type of wireless connection (e.g. a
Wi-Fi P2P type of wireless connection);

FIG. 7 is a schematic block diagram of relevant com-
ponents of the wireless device which pertain to com-
munications over first and second wireless connec-
tions of a wireless transceiver of the wireless device,
especially communications over concurrent wireless
connections;

FIG. 8 is an illustration of the format of a Media Ac-
cess Control (MAC) address which may be utilized
for identifying the device for communications;

FIG. 9 is an example of a format of a data frame
which may be utilized for communications to and/or
from the wireless device;

FIG. 10 is another schematic block diagram of rele-
vant components of the wireless device which per-
tain to communications over first and second wire-
less connections of the wireless transceiver, which
may be concurrent wireless connections, in accord-
ance with techniques of the present disclosure;
FIG. 11 is a flowchart for describing a method for
use in facilitating communications over firstand sec-
ond wireless connections of the wireless transceiver
of the wireless device; and

FIG. 12 is another flowchart for describing another
method for use in facilitating communications over
the first and second wireless connections of the wire-
less transceiver of the wireless device.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0008] A wireless communication device of the present
disclosure includes a first wireless transceiver and a sec-
ond wireless transceiver. The wireless device is config-
ured for communicating via the first wireless transceiver
over a first wireless connection with a first device, where
communications to and from the wireless device are ad-
dressed with a first (universally administered) hardware
address assigned to the first wireless transceiver. The
wireless device is further configured for communicating
via the first wireless transceiver over a second wireless
connectionwith a second device, where communications
to and from the wireless device are addressed with a
second (universally administered) hardware address as-
signed to the second wireless transceiver. The first and
second hardware addresses may be Media Access Con-
trol (MAC) addresses of the first and the second wireless
transceivers, respectively. In some embodiments, the
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first wireless transceiver may be configured for commu-
nications in accordance with an IEEE 802.11 standard,
and the second wireless transceiver may be configured
for communications in accordance witha BLUETOOTH®
standard. The first wireless connection may be a wireless
local area network (WLAN) infrastructure (or WLAN-
STA) connection, and the second wireless connection
may be a WiFi Peer-to-Peer (P2P) connection. Thus, in
some embodiments, the wireless device may utilize the
MAC address of the IEEE 802.11 transceiver for identi-
fying the device in association with WLAN-STA connec-
tions of the IEEE 802.11 transceiver, and utilize the MAC
address of the BLUETOOTH transceiver for identifying
the device in association with Wi-Fi P2P connections of
the IEEE 802.11 transceiver. The first and the second
wireless connections may be concurrent wireless con-
nections.

[0009] Example Environment. To illustrate one envi-
ronment within which the techniques of the present dis-
closure may be practiced, FIG. 1 illustrates a wireless
communication device 201 which may communicate in
a communication system 100. In the communication sys-
tem 100, wireless device 201 may communicate with one
or more wireless communication networks. For example,
wireless device 201 may communicate with a wireless
communication network 104 which is a wireless local ar-
ea network (WLAN). Here, wireless network 104 and
wireless device 201 may operate in accordance with
IEEE 802.11 standards.

[0010] In this example, wireless network 104 has a plu-
rality of wireless access points (APs) 112, 114, and 116
for wireless communications with wireless device 201.
WLANSs may be identified by a wireless device 201 with
use of a wireless network identifier which is communi-
cated from the WLAN. The wireless network identifier
may be, for example, a Set Service Identifier (SSID) or
Extended SSID (ESSID). In this example, wireless net-
work 104 includes one or more servers 106, a redirect
server 108, and a gateway 110. Server 106 may provide
data, applications, and/or functionality for communica-
tion services for wireless device 201.

[0011] Wireless network 104 may be a public Wi-Fi
"hotspot" for public use, andinclude what may be referred
to as a "captive portal” or "walled garden.” For devices
connected in wireless network 104 via one of wireless
APs 112, 114, and 1186, gateway 110 is configured to
permit or deny access to the data, applications, and/or
functionality, as well as to permit or deny external access
outside of wireless network 104 to Internet 120. To do
this, gateway 110 has a set of IP address filters which
define a set of addresses that are permissible/impermis-
sible, if any at all, for access by devices. Access by a
device depends on whether or not a device has been
authorized and what access rights are given upon au-
thorization.

[0012] Typically, when a request by a device in wire-
less network 104 is made prior to proper authorization,
gateway 110 is configured to redirect the request to re-
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direct server 108. In response, redirect server 108 is con-
figured to respond to wireless device 201 to provide data
for producing information (e.g. Web page information)
which is rendered in a visual display of wireless device
201 via a Web browser application. The information may
solicita user response. For example, the information may
solicit a user registration or login with user fields for en-
tering a user name and/or password information. Gate-
way 110 identifies whether the received user response
is sufficient (e.g. whether the user name and password
match prestored user name and password information,
whether the user paymentis accepted, whether the user
acceptance is confirmed, etc.). If the user response is
deemed sufficient, gateway 110 permits access to the
data, applications, and/or functionality in or outside of
wireless network 104.

[0013] Wireless device 201 may also operate for com-
munications in other different wireless networks, such as
a wireless network 122 which is also a WLAN. In this
example, wireless network 122 is a private communica-
tion network of an enterprise (e.g. an organization, a com-
pany, a corporation, etc.) of wireless device 201. Similar
to wireless network 104, wireless network 122 has a plu-
rality of wireless APs 128, 130 and 132, one or more
servers 124, and a gateway 126. For devices connected
in wireless network 122 via one of wireless APs 128, 130,
and 132, gateway 126 may be configured to permit or
deny access to the data, applications, and/or functionality
offered via wireless network 122 depending on whether
or not a device has been authorized and what access
rights are given upon authorization. For devices attempt-
ing to access wireless network 122 via Internet 120, gate-
way 126 is configured to permit or deny internal access
to the data, applications, and/or functionality in wireless
network 122.

[0014] Such wireless networks (e.g. infrastructure
WLANSs) may provide or allow access to various data and
communication services to its terminals. For example,
the wireless networks may provide for communication
access to Internet 120 via the Web browser application,
or voice telephony communication service with use of
Voice over IP (VolP) communication, or other communi-
cation services. For "push-type" data or message syn-
chronization services, for example, wireless device 201
may be enabled to maintain data synchronization with a
server (e.g. server 106 or 118) for user data of an appli-
cation associated with a user account. The application
of wireless device 201 and the server may be or include,
for example, an electronic mail (e-mail) application pro-
gram for the communication of e-mail messages.
[0015] Wireless device 201 may be additionally con-
figured to access communication services via a Public
Land Wireless Network (PLMN) 136 (e.g. a cellular tel-
ecommunications network). PLMN 136 includes a core
network 134, a plurality of base station controllers such
as a base station controller (BSC) 138 coupled to core
network 134, and a plurality of base stations such as a
base station (BS) 140 and a base station 142 coupled to
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associated BSCs 138. Core network 134, BSC 138, and
BS 140 operate in a conventional fashion as well-docu-
mented. Other PLMNs in the environment have a similar
or the same architecture as PLMN 136. For communica-
tion with PLMNSs, wireless device 201 may be configured
in accordance with one or more cellular telecommunica-
tion standards, such as Global Systems for Mobile (GSM)
and/or General Packet Radio Service (GPRS) technolo-
gies. However, such wireless device may additionally or
alternatively operate in accordance with other such cel-
lular standards, such as Enhanced Data rates for GSM
Evolution (EDGE) or Enhanced GPRS (EGPRS), Uni-
versal Mobile Telecommunications System (UMTS),
Long-Term Evolution (LTE), or EVolution-Data Only (EV-
DO) (for CDMA) technologies, as a few examples.
[0016] Further,in additional to being operative forcom-
munications with infrastructure WLANs (e.g. IEEE
802.11 infrastructure WLANS), wireless device 201 may
additionally or alternatively communicate using peer-to-
peer communication techniques, for example, in accord-
ance with the Wi-Fi Peer-To-Peer (P2P) Technical spec-
ification, and/or be certified as a "Wi-Fi Direct" device.
The Wi-Fi Peer-To-Peer (P2P) Technical specification is
hereby incorporated by reference herein.

[0017] Accordingly, illustrating further in FIG. 1, wire-
less device 201 and one or more other wireless devices
195 and 197 in FIG. 1 may be operative to establish Wi-
Fi P2P wireless network connections with each other in
a Wi-Fi P2P wireless network. Here, one of the commu-
nicate devices may be configured to enter into an AP
mode of operation, so that other communication devices
may associate with them for direct RF communications
therebetween. An AP mode of operation, which may be
referred to as a "wireless AP mode" or the like, provides
a benefit due to the high data rates available over WLAN
links. Here, again, data may be communicated directly
between the wireless devices without the data traversing
any wireless network infrastructure, where one of the de-
vices is set to operate or serve as an AP (switching op-
eration from as an end terminal) and the other device
operates as an end terminal to associate and connect
with the AP (i.e. wireless device 201 operating as an AP)
for communications. Wireless device 201 may operate
such that, when in the AP mode of operation with other
communication devices 195 and 197, it also operates as
a client with another AP.

[0018] Reference will now be made to FIG. 2 which
illustrates one example of a schematic block diagram of
wireless device 201 in which example embodiments may
be applied. In the illustrated example embodiment, wire-
less device 201 is a communication device and, more
particularly, is a mobile communication device havingda-
ta and voice communication capabilities, and configured
to communicate with other computer systems (e.g. via
the Internet). It will, however, be appreciated that wireless
device 201 may take other forms.

[0019] Depending on the functionality provided by
wireless device 201, in various example embodiments
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wireless device 201 may be a multiple-mode communi-
cation device configured for both data and voice commu-
nication, a mobile telephone, such as a smartphone, a
wearable computers such as a watch, a tablet computer
such as a slate computer, a personal digital assistant
(PDA), or a computer system. Wireless device 201 may
take other forms apart from those specifically listed
above. The electronic device may also be referred to as
a mobile communications device, a communication de-
vice, a mobile device and, in some cases, as a device.
[0020] Wireless device 201 includes a controller in-
cluding one or more processor 240 (such as a microproc-
essor) which controls the overall operation of wireless
device 201. The processor 240 interacts with device sub-
systems such as a wireless communication subsystem
211 for exchanging radio frequency signals with wireless
network 104 to perform communication functions. The
processor 240 is communicably coupled with additional
device subsystems including one or more output inter-
faces 205 (such as a display 204 and/or a speaker 256
and/or electromagnetic (EM) radiation source 257), one
or more input interfaces 206 (such as a camera 253, mi-
crophone 258, keyboard (notshown), control buttons (not
shown), a navigational input device (not shown), and/or
a touch-sensitive overlay (not shown)) associated with a
touchscreen display 204, an orientation subsystem 249,
memory (such as flash memory 244, random access
memory (RAM) 2486, read only memory (ROM) 248, etc.),
auxiliary input/output (I/0O) subsystems 250, a data port
252 (which may be a serial data port, such as a Universal
Serial Bus (USB) data port), a near field communications
(NFC) subsystem 265, a short-range communication
subsystem 262 and other device subsystems generally
designated as 264. Some of the subsystems shown in
FIG. 2 perform communication-related functions, where-
as other subsystems may provide "resident” or on-device
functions.

[0021] In at least some example embodiments, wire-
less device 201 may include a touchscreen display which
acts as both an input interface 206 (i.e. touch-sensitive
overlay) and an output interface 205 (i.e. display). The
touchscreen display may be constructed using a touch-
sensitive input surface which is connected to an electron-
ic controller and which overlays the display 204. The
touch-sensitive overlay and the electronic controller pro-
vide a touch-sensitive input interface 206 and the proc-
essor 240 interacts with the touch-sensitive overlay via
the electronic controller. In at least some example em-
bodiments, the touch-sensitive overlay may have a
touch-sensitive input surface which is larger than the dis-
play 204. For example, in at least some example embod-
iments, the touch-sensitive overlay may extend overtop
of a frame 312 (of FIG. 3) which surrounds the display
204. In such example embodiments, the frame 312 (of
FIG. 3) may be referred to as an active frame since it is
capable of acting as an input interface 206. In at least
some example embodiments, the touch-sensitive over-
lay may extend to the sides of wireless device 201.
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[0022] As noted above, in some example embodi-
ments, wireless device 201 may include a communica-
tion subsystem 211 which allows wireless device 201 to
communicate over wireless network 104. The communi-
cation subsystem 211 includes a receiver 212, a trans-
mitter 213, and associated components, such as one or
more antenna elements 214 and 215, local oscillators
(LOs) 216, and a processing module such as a digital
signal processor (DSP) 217. The antenna elements 214
and 215 may be embedded or internal to wireless device
201 and a single antenna may be shared by both receiver
and transmitter. The particular design of the wireless
communication subsystem 211 depends on wireless net-
work 104 in which wireless device 201 is intended to op-
erate.

[0023] In at least some example embodiments, wire-
less device 201 may communicate with any one of a plu-
rality of stations or access points (APs) of wireless net-
work 104 within its geographic coverage area. Wireless
device 201 may send and receive communication signals
over wireless network 104 after the required network reg-
istration or activation procedures have been completed.
Signals received by the antenna 214 through wireless
network 104 are input to the receiver 212, which may
perform such common receiver functions as signal am-
plification, frequency down conversion, filtering, channel
selection, etc., as well as analog-to-digital (A/D) conver-
sion. A/D conversion of a received signal allows more
complex communication functions such as demodulation
and decoding to be performedin the DSP 217. Ina similar
manner, signals to be transmitted are processed, includ-
ing modulation and encoding, for example, by the DSP
217.These DSP-processed signals are inputto the trans-
mitter 213 for digital-to-analog (D/A) conversion, fre-
quency up conversion, filtering, amplification, and trans-
mission to wireless network 104 via the antenna 215.
The DSP 217 notonly processes communication signals,
but may also provide for receiver and transmitter control.
Forexample, the gains applied to communication signals
in the receiver 212 and the transmitter 213 may be adap-
tively controlled through automatic gain control algo-
rithms implemented in the DSP 217.

[0024] In some example embodiments, the auxiliary
input/output (I/0) subsystems 250 may include an exter-
nal communication link or interface; for example, an Eth-
ernet connection. Wireless device 201 may include other
wireless communication interfaces for communicating
with other types of wireless networks; for example, a wire-
less network such as an orthogonal frequency division
multiplexed (OFDM) network. The auxiliary I/O subsys-
tems 250 may include a vibrator for providing vibratory
notifications in response to various events on wireless
device 201 such as receipt of an electronic communica-
tion or incoming phone call, or for other purposes such
as haptic feedback (touch feedback).

[0025] The data port 252 may be used for synchroni-
zation with a user’s host computer system (not shown).
The data port 252 enables a user to set preferences
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through an external device or software application and
extends the capabilities of wireless device 201 by pro-
viding for information or software downloads to wireless
device 201 other than through wireless network 104. The
alternate download path may for example, be used to
load an encryption key onto wireless device 201 through
a direct, reliable and trusted connection to thereby pro-
vide secure device communication.

[0026] In at least some example embodiments, wire-
less device 201 also includes a device orientation sub-
system 249 including at least one orientation sensor 251
which is connected to the processor 240 and which is
controlled by one or a combination of a monitoring circuit
and operating software. The orientation sensor 251 de-
tects the orientation of the device 201 or information from
which the orientation of the device 201 can be deter-
mined, such as acceleration. In some example embodi-
ments, the orientation sensor 251 is an accelerometer,
such as a three-axis accelerometer. An accelerometer
is a sensor which converts acceleration from motion (e.g.
movement of the device 201 or a portion thereof due to
the strike force) and gravity which are detected by asens-
ing element into an electrical signal (producing a corre-
sponding change in output). Accelerometers may be
available in one, two or three axis configurations. Higher
order axis configurations are also possible. Accelerom-
eters may produce digital or analog output signals de-
pending on the type of accelerometer.

[0027] An orientation sensor 251 may generate orien-
tation data which specifies the orientation of wireless de-
vice 201. The orientation data, in at least some example
embodiments, specifies the orientation of the device 201
relative to the gravitational field of the earth.

[0028] In some example embodiments, the orientation
subsystem 249 may include other orientation sensors
251, instead of or in addition to accelerometers. For ex-
ample, in various example embodiments, the orientation
subsystem 249 may include a gravity sensor, a gyro-
scope, a tilt sensor, an electronic compass or other suit-
able sensor, or combinations thereof. In some example
embodiments, the device orientation subsystem 249 may
include two or more orientation sensors 251 such as an
accelerometer and an electronic compass.

[0029] Wireless device 201 may, in at least some ex-
ample embodiments, include a near field communica-
tions (NFC) subsystem 265. The NFC subsystem 265 is
configured to communicate with other wireless devices
201 and/or tags, using an NFC communications protocol.
NFC is a set of short-range wireless technologies which
typically require a distance of 4 cm or less for communi-
cations. The NFC subsystem 265 may include an NFC
chip and an NFC antenna.

[0030] Wireless device 201 may include a microphone
and/or one or more speakers. In at least some example
embodiments, wireless device 201 may include a plural-
ity of speakers 256. For example, in some example em-
bodiments, wireless device 201 may include two or more
speakers 265. The two or more speakers 256 may, for
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example, be disposed in spaced relation to one another.
Thatis, in atleast some example embodiments, wireless
device 201 may include a first speaker and a second
speaker and the first speaker and the second speaker
may be spatially separated from one another within wire-
less device 201. In atleast some example embodiments,
the display 204 may be disposed between the first speak-
er and the second speaker of the electronic device. In
such example embodiments, the first speaker may be
located at one side of the display 204 and the second
speaker may be located at another side of the display
which is opposite the side of the display where the first
speaker is located. For example, the first speaker may
be disposed at a left side of the display and the second
speaker may be disposed at a right side of the display.
In at least some example embodiments, each speaker
256 may be associated with a separate audio channel.
The multiple speakers may, for example, be used to pro-
vide stereophonic sound (which may also be referred to
as stereo).

[0031] W.ireless device 201 may also include one or
more cameras 253. The one or more cameras 253 may
be capable of capturing images in the form of still photo-
graphs or motion video. In at least some example em-
bodiments, wireless device 201 includes a front facing
camera 253. A front facing camera is a camera which is
generally located on a front face of wireless device 201.
The front face is typically the face on which a display 204
is mounted. That is, the display 204 is configured to dis-
play content which may be viewed from a side of wireless
device 201 where the camera 253 is directed. The front
facing camera 253 may be located anywhere on the front
surface of the electronic device; for example, the camera
253 may be located above or below the display 204. The
camera 253 may be a fixed position camera which is not
movable relative to the display 204 of wireless device
201 and/or the housing of wireless device 201. In such
example embodiments, the direction of capture of the
camera is always predictable relative to the display 204
and/or the housing. In at least some example embodi-
ments, the camera may be provided in a central location
relative to the display 204 to facilitate image acquisition
of a face.

[0032] In at least some example embodiments, wire-
less device 201 includes an electromagnetic (EM) radi-
ation source 257. In at least some example embodi-
ments, the EM radiation source 257 is configured to emit
electromagnetic radiation from the side of the electronic
device which is associated with a camera 253 of that
wireless device 201. For example, where the camera is
a front facing camera 253, wireless device 201 may be
configured to emit electromagnetic radiation from the
frontface of wireless device 201. Thatis, in at least some
example embodiments, the electromagnetic radiation
source 257 is configured to emit radiation in a direction
which may visible by the camera. That is, the camera
253 and the electromagnetic radiation source 257 may
be disposed on wireless device 201 so that electromag-
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netic radiation emitted by the electromagnetic radiation
source 257 is visible in images obtained by the camera.
[0033] In some example embodiments, the electro-
magnetic radiation source 257 may be an infrared (IR)
radiation source which is configured to emit infrared ra-
diation. In atleast some example embodiments, the elec-
tromagnetic radiation source 257 may be configured to
emit radiation which is not part of the visible spectrum.
The camera 253 may be a camera which is configured
to capture radiation of the type emitted by the electro-
magnetic radiation source 257. Accordingly, in at least
some example embodiments, the camera 253 is config-
ured to capture at least some electromagnetic radiation
which is not in the visible spectrum.

[0034] In some example embodiments, wireless de-
vice 201 is provided with a service routing application
programming interface (API) which provides an applica-
tion with the ability to route traffic through a serial data
(i.e., USB) or Bluetooth® (Bluetooth® is a registered
trademark of Bluetooth SIG, Inc.) connection to a host
computer system using standard connectivity protocols.
When a user connects their wireless device 201 to the
host computer system via a USB cable or Bluetooth®
connection, traffic that was destined for wireless network
104 is automatically routed to wireless device 201 using
the USB cable or Bluetooth® connection. Similarly, any
traffic destined for wireless network 104 is automatically
sent over the USB cable Bluetooth® connection to the
host computer system for processing.

[0035] Wireless device 201 alsoincludes a battery 238
as a power source, which is typically one or more re-
chargeable batteries that may be charged for example,
through charging circuitry coupled to a battery interface
236 such as the data port 252. The battery 238 provides
electrical power to at least some of the electrical circuitry
in wireless device 201, and the battery interface 236 pro-
vides a mechanical and electrical connection for the bat-
tery 238. The battery interface 236 is coupled to a regu-
lator (not shown) which provides a regulated voltage V
to the circuitry for powering wireless device 201.

[0036] Wireless device 201 includes a short-range
communication subsystem 262 which provides for wire-
less communication between wireless device 201 and
other wireless devices 201. The short-range communi-
cation subsystem 262 may be used to provide a preferred
device mode between wireless device 201 and another
wireless device 201 which may, in at least some example
embodiments, be a wireless device which is the same or
similar to wireless device 201 discussed with reference
to FIG. 1. In at least some example embodiments, the
short-range communication subsystem 262 is a wireless
bus protocol compliant communication mechanism such
as a Bluetooth® communication module to provide for
communication with similarly-enabled systems and de-
vices.

[0037] Wireless device 201 stores data 227 in an eras-
able persistent memory, which in one example embodi-
ment is the flash memory 244. In various example em-
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bodiments, the data 227 includes service data including
information required by wireless device 201 to establish
and maintain communication with wireless network 104.
The data 227 may also include user application data such
as email messages, address book and contact informa-
tion, calendar and schedule information, notepad docu-
ments, image files, and other commonly stored user in-
formation stored on wireless device 201 by its user, and
other data. The data 227 stored in the persistent memory
(e.g. flash memory 244) of wireless device 201 may be
organized, at least partially, into one or more databases
or data stores. The databases or data stores may contain
data items of the same data type or associated with the
same application. For example, email messages, contact
records, and task items may be stored in individual da-
tabases within the device memory.

[0038] Wireless device 201 may, in some example em-
bodiments, be a mobile communication device which
may provide two principal modes of communication: a
data communication mode and a voice communication
mode. In the data communication mode, a received data
signal such as a text message, an email message, or
Web page download will be processed by the communi-
cation subsystem 211 and input to the processor 240 for
further processing. For example, a downloaded Web
page may be further processed by a browser application
or an email message may be processed by an email mes-
saging application and output to the display 204. A user
of wireless device 201 may also compose data items,
such as email messages; for example, using the input
devices in conjunction with the display 204. These com-
posed items may be transmitted through the communi-
cation subsystem 211 over wireless network 104.
[0039] In the voice communication mode, wireless de-
vice 201 provides telephony functions and operates as
a typical cellular phone. The overall operation is similar,
except that the received signals would be output to the
speaker 256 and signals for transmission would be gen-
erated by a transducer such as the microphone 258. The
telephony functions are provided by a combination of
software/firmware (i.e., a voice communication module)
and hardware (i.e., the microphone 258, the speaker 256
and input interfaces 206). Alternative voice or audio 1/0
subsystems, such as a voice message recording sub-
system, may also be implemented on wireless device
201. Although voice or audio signal output is typically
accomplished primarily through the speaker 2586, the dis-
play screen 204 may also be used to provide anindication
of the identity of a calling party, duration of a voice call,
or other voice call related information.

[0040] The processor 240 operates under stored pro-
gram control and executes software modules 221 stored
in memory such as persistent memory; for example, in
the flash memory 244. As illustrated in FIG. 1, the soft-
ware modules 221 include operating system software
223 and other software applications 225 such as pre-
ferred device mode module 260. In the example embod-
iment of FIG. 1, the preferred device mode module 260
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is implemented as a stand-alone application 225. How-
ever, in other example embodiments, the preferred de-
vice mode module 260 could be implemented as part of
the operating system 223 or another application 225.
[0041] The software applications 225 on wireless de-
vice 201 may also include a range of additional applica-
tions, including for example, a notepad application, In-
ternet browser application, voice communication (i.e. te-
lephony) application, mapping application, or a media
player application, or any combination thereof. Each of
the software applications 225 may include layout infor-
mation defining the placement of particular fields and
graphic elements (e.g. text fields, input fields, icons, etc.)
in the user interface (e.g. the display 204) according to
the application.

[0042] The software modules 221 or parts thereof may
be temporarily loaded into volatile memory such as the
RAM 246. The RAM 246 is used for storing runtime data
variables and other types of data or information, as will
be apparent to those skilled in the art. Although specific
functions are described for various types of memory, this
is merely one example, and those skilled in the art will
appreciate that a different assignment of functions to
types of memory could also be used.

[0043] A predetermined set of applications that control
basic device operations, including data and possibly
voice communication applications will normally be in-
stalled on wireless device 201 during or after manufac-
ture. Additional applications and/or upgrades to the op-
erating system 223 or software applications 225 may also
be loaded onto wireless device 201 through wireless net-
work 104, the auxiliary I/O subsystem 250, the data port
252, the short-range communication subsystem 262, or
other suitable subsystem 264. The downloaded pro-
grams or code modules may be permanently installed;
for example, written into the program memory (i.e. the
flash memory 244), or written into and executed from the
RAM 246 for execution by the processor 240 at runtime.
[0044] Example Smartphone Electronic Device. Refer-
ring now to FIG. 3, a front view of an example wireless
device 201 which is a smartphone 100 is illustrated. The
smartphone 100 is a mobile phone which offers more
advanced computing capability than a basic non-smart-
phone cellular phone. For example, the smartphone 100
may have the ability to execute third party applications
which are stored on the smartphone.

[0045] The smartphone 100 may include the compo-
nents discussed above with reference to FIG. 2 or a sub-
set of those components. The smartphone 100 includes
a housing 294 which houses at least some of the com-
ponents discussed above with reference to FIG. 2.
[0046] In the example embodiment illustrated, the
smartphone includes a display 204, which may be a
touchscreen display which acts as an input interface 206.
The display 204 is disposed within the smartphone 100
so thatitis viewable at a front side 292 of the smartphone
100. That is, a viewable side of the display 204 is dis-
posed on the front side 292 of the smartphone. In the
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example embodiment illustrated, the display 204 is
framed by the housing 294.

[0047] The example smartphone 100 also includes
other input interfaces 206 such as one or more buttons,
keys or navigational input mechanisms. In the example
illustrated, at least some of these additional input inter-
faces 206 are disposed for actuation at the front side 292
of the smartphone.

[0048] The example smartphone also includes a
speaker 256. In the example embodiment illustrated, the
smartphone includes a single speaker 256 which is dis-
posed vertically above the display 204 when the smart-
phone 100 is held in a portrait orientation where its height
islonger thanits width. The speaker 256 may be disposed
on the front face of the smartphone 100.

[0049] While the example smartphone 100 of FIG. 3
includes a single speaker 256, in other example embod-
iments, the smartphone 100 may include a greater
number of speakers 256. For example, in at least some
example embodiments, the smartphone 100 may include
a second speaker 256 which is disposed vertically below
the display 204 when the smartphone is held in a portrait
orientation where its height is longer than its width (i.e.
the orientation illustrated in FIG. 3).

[0050] The example smartphone 100 also includes a
microphone 258. In the example illustrated, the micro-
phone 258 is vertically disposed below the display 204
when the smartphone is held in the portrait orientation.
The microphone 258 and at least one speaker 256 may
be arranged so that the microphone is in close proximity
to a user’'s mouth and the speaker 256 is in close prox-
imity to a user’s ear when the user holds the phone to
their face to converse on the smartphone.

[0051] The example smartphone 100 also includes a
front facing camera 253 which may be located vertically
above the display 204 when the smartphone 100 is held
in a portrait orientation where its height is longer than its
width. The front facing camera 253 is located so that it
may capture images of objects which are located in front
of and/or surrounding the front side of the smartphone
100.

[0052] The example smartphone 100 also includes an
electromagnetic radiation source 257. The electromag-
netic radiation source 257 is disposed on the front side
292 of the smartphone 100. In this orientation, electro-
magnetic radiation which is produced by the electromag-
netic radiation source 257 may be projected onto objects
which are located in front of and/or surrounding the front
side of the smartphone 100. Such electromagnetic radi-
ation (or the projection of electromagnetic radiation onto
objects) may be captured on images obtained by the
camera 253.

[0053] Example TabletElectronic Device. The wireless
device may be a tablet computer 300 ("tablet"), one of
which is illustrated in FIG. 4. Tablet computer 300 of FIG.
4 may include many of the same features and compo-
nents of the smartphone 100 of FIG. 3. However, tablet
computer 300 of FIG. 3 is generally larger than the smart-
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phone 100 of FIG. 3. Tablet computer 300 may include
the components discussed above with reference to FIG.
2 or a subset of those components. Tablet computer 300
includes a housing 394 which houses at least some of
the components discussed above with reference to FIG.
2.

[0054] Tablet computer 300 includes a display 304,
which may be a touchscreen display which acts as an
input interface 206. The display 304 is disposed within
tablet computer 300 so that it is viewable at a front side
302 of tablet computer 300. That is, a viewable side of
the display 304 is disposed on the front side 302 of tablet
computer 300. In the example embodiment illustrated,
the display 304 is framed by the housing 394, with use
of a frame 312 which surrounds the display 304. The
frame 312 is portion of the housing 394 which provides
aborder around the display 304. In atleast some example
embodiments, the frame 312 is an active frame 312. That
is, the frame has a touch sensitive overlay which allows
wireless device 201 to detect a touch applied to the frame,
thereby allowing the frame 312 to act as aninputinterface
206 (of FIG. 1).

[0055] The example tablet computer 300 includes a
plurality of speakers 256. In the example embodiment
illustrated, the tablet includes two speakers 256. The two
speakers 256 are disposed on opposing sides of the dis-
play 304. More particularly, when tablet computer 300 is
held in a landscape orientation (such as the orientation
illustrated in FIG. 3) where its width is longer than its
height, one of the two speakers is disposed on a right
side 306 of the display 304 and one of the speakers is
disposed on the left side 308 of the display 304. Both
speakers 256 are disposed on the front side 302 of tablet
computer 300.

[0056] The example tablet computer 300 also includes
a microphone 258. In the example illustrated, the micro-
phone 258 is vertically disposed below the display 304
when the tablet computer is held in the landscape orien-
tation illustrated in FIG. 4. The microphone 258 may be
located in other locations in other example embodiments.
[0057] The example tablet computer 300 also includes
afront facing camera 253 which may be located vertically
above the display 304 when tablet computer 300 is held
in a landscape orientation (i.e. the orientation of FIG. 3).
The front facing camera 253 is located so that it may
capture images of objects which are located in front of
and/or surrounding the front side of tablet computer 300.
[0058] The example tablet computer 300 also includes
an electromagnetic radiation source 257. The electro-
magnetic radiation source 257 is disposed on the front
side 304 of tablet computer 300. In this orientation, elec-
tromagnetic radiation which is produced by the electro-
magnetic radiation source 257 may be projected onto
objects which are located in front of and/or surrounding
the front side 302 of tablet computer 300. Such electro-
magnetic radiation (or the projection of electromagnetic
radiation onto objects) may be captured on images ob-
tained by the camera 253.
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[0059] Although a specific wireless device 201 has just
been described, any suitable wireless communication
device or terminal may be part of the methods and ap-
paratus which willbe described in fuller detail below. Also,
although the description of the architecture relates to a
specific example for illustration, where the wireless net-
work or WLAN is an IEEE 802.11-based network, differ-
entenvironments may be applicable aswell. The wireless
network may be a WiMAX-based network (i.e. IEEE
802.16), or an Ultra-WideBand (UWB)-based network
(i.e. [IEEE 802.15), as a few examples.

[0060] Example Wireless Network Configura-
tions/Connections. FIG. 5is anillustrative representation
of a part of the communication system 100 of FIG. 1,
which illustrates different types of wireless network con-
figurations which may involve wireless device 201. Wire-
less networks 104 and 122 are WLANS of the traditional
"WLAN infrastructure" type, which typically provide for
external network connectivity, as described earlier in re-
lation to FIG. 1. For example, wireless networks 104 and
122 are configured to provide or facilitate access to the
Internet 120 (or other communication network, such as
a public communication network) for wireless device 201
when connected therewith. In this case, wireless device
201 may make use of its WLAN profiles for connecting
with such WLANSs.

[0061] Other wireless networking configurations in-
clude Wi-Fi peer-to-peer (P2P) wireless networking con-
figurations. For example, in FIG. 5 it is shown that wire-
less device 201 may establish a Wi-Fi P2P wireless con-
nection with a display device 504 (or monitor) which in-
cludes a wireless transceiver 502. Such Wi-Fi P2P wire-
less network connection may be suitable for applications
such as, for example, a streaming media application, or
a display or presentation application.

[0062] It is also shown that wireless device 201 may
establish a Wi-Fi P2P wireless network connection with
a printer device 508 which includes a wireless transceiver
506. Such Wi-Fi P2P wireless network connection may
be suitable for applications such as, for example, a print
application or a facsimile application.

[0063] Even further, it is shown that wireless device
201 may establish a Wi-Fi P2P wireless network connec-
tion with a tablet 514 which includes a wireless transceiv-
er 512. An example tablet was previously shown and
described in relation to FIG. 4. Such Wi-Fi P2P wireless
network connection may be suitable for an applications
such as, for example, a "bridge" or "bridging" application,
where wireless device 201 is further configured for cel-
lular telecommunications (e.g. equipped with a cellular
transceiver) but tablet 514 is not. In such application,
tablet 514 is able to achieve external network (e.g. Inter-
net) connectivity, being connected to wireless device 201
for communications via the cellular telecommunication
network.

[0064] Itis further shown in FIG. 5 that wireless device
201 may establish a Wi-Fi P2P wireless network connec-
tion in an ad hoc wireless network 550 which includes
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one or more other wireless devices 520, 522, and 524.
Such Wi-Fi P2P wireless network connection may be
suitable for applications such as, for example, a file shar-
ing application, a conference meeting application, a
game or gaming application, or a military application. In
many instances, such ad hoc wireless networks provide
no external network connectivity.

[0065] When wireless device 201 is connected as
such, using one or more Wi-Fi P2P wireless network con-
nections, data may be communicated "directly” between
wireless device 201 and the other devices (i.e. without
the data traversing any fixed wireless network infrastruc-
ture).

[0066] Profiles For Applications Which Make Use Of
Wi-Fi P2P Wireless Connections. As described earlier,
wireless device 201 has different types of applications
stored therein. These applications may include, as ex-
amples, a messaging application, a voice telephony ap-
plication, a Web browsing application, a streaming media
application, a file sharing application, a game application,
a printer application, a facsimile application, a display or
presentation application, a military application, as exam-
ples. Wireless device 201 is optimized to establish the
appropriate wireless networks based on which type of
application is invoked.

[0067] Referring ahead to FIG. 6, an illustrative repre-
sentation of another portion of memory 224 of wireless
device 201 is shown. Memory 224 is shown to store a
plurality of profiles for wireless networking. The profiles
include one or more profiles 602 associated with WLAN
infrastructure networks, and/or one or more profiles 604
associated with applications and/or services which utilize
Wi-Fi P2P wireless network connections. In FIG. 6, pro-
files 602 are shown to include profiles 605, 615, and 625,
whereas profiles 604 are shown to include profiles 610,
620, and 630. Profiles 602 may be or be referred to as
WLAN profiles, whereas profiles 604 may be or be re-
ferred to as Wi-Fi P2P wireless networking profiles or Wi-
Fi Direct profiles.

[0068] Each one of profiles 602 is associated with a
particular WLAN infrastructure network, and includes a
plurality of parameters and/or properties for accessing
the particular WLAN. The WLAN information may include
an identification which identifies the WLAN to access
(e.g. a SSID or ESSID). The WLAN information may also
include authentication and/or security information for ob-
taining access to the WLAN (e.g. a network key, passkey,
security key, etc.). One of the WLANSs appropriate WLAN
from profiles 602 will be selected for communication
when available, as prioritized in a prioritized list of the
profiles 602. When not connected in a WLAN, the wire-
less device normally operates to search for WLANSs iden-
tified in its stored profiles 602. Conversely, the wireless
device normally refrains from searching for and commu-
nicating in WLANSs other than those WLANSs identified in
stored profiles 602.

[0069] On the other hand, each one of profiles 604 is
associated with one of the applications and/or services
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which utilizes a particular type and/or configuration of Wi-
Fi P2P wireless network (or Wi-Fi Direct network). Each
one of profiles 604 includes parameters and/or properties
associated with establishing the particular type and/or
configuration of Wi-Fi P2P wireless network for the ap-
plication and/or service. Profiles 604 may be created,
viewed, updated, enabled, and disabled, as described in
the present disclosure (see e.g. discussion in relation to
FIG. 10).

[0070] Properties in profiles 604 may include the fol-
lowing. Properties may include a device type property
which indicates a device type of the device for the Wi-Fi
P2P wireless network connection to be established. The
device type may be the device type thatis being searched
for in the discovery. Note that there may be two device
types specified in the profile: a primary device type and
a secondary device type. The device types may be or
include the appropriate device types in the Wi-Fi Direct
Network as described in the Wi-Fi Peer-To-Peer (P2P)
Technical specification (e.g. in Annex B thereof). The de-
vice types may be or include the predefined values as
set forth therein. The device type may be or include cat-
egory identification (ID) and/or subcategory identification
(ID). Examples of such types are as follows: a computer,
an input device, a printer, a camera, a display (monitor),
a gaming device, an audio device, a multimedia device,
or a telephone device.

[0071] Properties may additionally or alternatively in-
clude an advertised device type property which indicates
the device type of wireless device 201. The advertised
device type may be the device type to be advertised by
wireless device 201. Note that there may be two adver-
tised device types specified in the profile: a primary ad-
vertised device type, and a secondary advertised device
type. The advertised device types may be or include the
appropriate device types in the Wi-Fi Direct Network as
described in the Wi-Fi Peer-To-Peer (P2P) Technical
specification (e.g. in Annex B thereof). The device types
may be or include the predefined values as set forth
therein. The advertised device type may be or include
category identification (ID) and/or subcategory identifi-
cation (ID). Examples of such types are as follows: a
computer, an input device, a printer, a camera, a display
(monitor), a gaming device, an audio device, a multime-
dia device, or a telephone device.

[0072] Properties in profiles 604 may additionally or
alternatively include a service type property which indi-
cates a service type which identifies the service associ-
ated with the device. For example, the service types may
be or include the appropriate service types as described
in the Wi-Fi Peer-To-Peer (P2P) Technical specification
(e.g. in Annex E thereof). Examples of such types are as
follows: a file sharing service, or a printing service. Alter-
natively, examples of such types are as follows: Apple
File Sharing (AFP) service (or AFP over TCP service),
or IP Printing (IPP) Bonjour service.

[0073] Properties in profiles 604 may additionally or
alternatively include a discovery mode property which
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indicates a mode utilized for the discovery of devices for
the Wi-Fi P2P wireless network connection. The discov-
ery mode property may be set to one of the following: a
triggered mode of discovery, or a periodic mode of dis-
covery. Alternatively, the discovery mode may be set to
one of the following: a triggered mode of discovery, a
periodic mode of discovery, or a Group Owner (GO)
mode of discovery.

[0074] Properties in profiles 604 may additionally or
alternatively include a persistent property or indication
which indicates whether or not the Wi-Fi P2P wireless
network is persistent. If the network is persistent, when
an application is opened or activated, the wireless device
connects to a previously-established Wi-Fi P2P wireless
network.

[0075] Properties in profiles 604 may additionally or
alternatively include a coexistence indication or property
which indicates whether the Wi-Fi P2P wireless network
connection associated with this profile may be main-
tained while the wireless device operates as a client in
an infrastructure network. Properties may additionally or
alternatively include another coexistence indication or
property which indicates whether the Wi-Fi P2P wireless
network connection associated with this profile may be
maintained while maintaining another Wi-Fi P2P wireless
network connection.

[0076] Note that properties in profiles 604 may omit a
device identifier which identifies any particular device for
connection, and/or may omit a wireless network identifier
which identifies any particular wireless network for con-
nection. Rather, properties in at least some of profiles
604 indicate connection with particular types of devices
(and/or services), and/or indicate connection with partic-
ular types of networks, as opposed to specifically identi-
fied devices, or specifically identified networks.

[0077] More On Use Cases: Additional/Alternative
Profile Details. It is noted that many peer-to-peer "use
cases" for Wi-Fi P2P wireless networking lend them-
selves to different modes of operation. For example, if a
wireless device supports a network gateway feature (e.g.
a mobile hotspot or MHO feature), then the wireless de-
vice may be configured to establish a persistent Wi-Fi
P2P wireless network when the service is enabled. As
another example, the same wireless device may require
a printer service to allow an application to print a docu-
ment. In this case, the Wi-Fi P2P wireless network may
be established on-demand based on an application trig-
ger. In another example, a social networking application
may periodically search for other communication devices
running the same social networking application, which
may result in the wireless device operating in a periodic
discovery mode for other devices which advertise the
same service.

[0078] To accommodate for such various use cases,
profiles associated with the various application/services
utilizing Wi-Fi P2P wireless networks are created and
stored on the wireless device. These profiles are enabled
when needed, such as enabled in response to an acti-
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vation of an application associated therewith. Further,
the profiles may be enabled concurrently.

[0079] In one embodiment, the profiles may have data
structures defined for compatibility with the Wi-Fi Peer-
To-Peer (P2P) Technical specification. Each profile may
include information specific to Wi-Fi P2P wireless net-
work operation, including device discovery behavior,
service discovery options, co-existence with infrastruc-
ture connectivity, as well as operational characteristics
of the network (e.g. whether it is persistent, or triggered
on application launch).

[0080] These profiles may be provisioned as defaults
in the wireless device, and/or may be configured by ap-
plications when installed. Further, the profiles may be
configured via the user interface of the wireless device
with use of a human-machine interface (HMI) application
that provides management of the profiles. This HMI ap-
plication may be configured to provide the ability to
search for and identify any Wi-Fi P2P wireless networks.
[0081] The profiles are used to manage the behavior
of the WLAN or Wi-Fi driver of the wireless device to
accommodate for the various application/services. The
driver may be configured to support each particular use
case. More particularly, the driver may use the profile
information to manage peer-to-peer communications on
the wireless device, as well as to arbitrate between Wi-
Fi P2P wireless network and other modes of connectivity
(e.g. infrastructure STA mode). The driver may be further
configured to support other application requirements,
such as sleep modes, discovery modes, and/or co-exist-
ence with an infrastructure network connection over
WLAN, etc. An example set of properties and/or param-
eters relating to the behavioral characteristics were pro-
vided earlier above.

[0082] FIG. 7 illustrates that wireless device 201 may
operate as a P2P concurrent device in accordance with
the Wi-Fi Peer-To-Peer (P2P) Technical specification. In
this case, wireless device 201 has a first MAC entity 902
operating as a "WLAN-STA" and a second MAC entity
904 operating as a "P2P Device". Dual MAC functionality
may be implemented as, for example, two virtual MAC
entities over one physical layer (PHY) entity. Thus, wire-
less device 201 may operate to concurrently maintain
two different types of wireless connections via the same
wireless transceiver or PHY entity. However, wireless
device 201 may only have a single Media Access Control
(MAC) address assigned to the wireless transceiver for
identifying communications to and from wireless device
201.

[0083] Note that, in section 2.4.3 ("P2P Device ad-
dressing") of the Wi-Fi P2P Technical specification, it is
described that "[a] P2P Device shall have a P2P Device
Address, conforming to the format as described in
§7.1.3.3.1 of IEEE Std 802.11-2007 [1], which is used to
uniquely reference that P2P Device. The P2P Device Ad-
dress of a P2P Device shall be its globally administered
MAC address, or its globally administered MAC address
with the locally administered bit set. The P2P Device Ad-
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dress shall be used as the receiver address (RA) for all
frames sent to a P2P Device during P2P Discovery, with
the sole exception of using a broadcast receiver address
in a Probe Request. The P2P Device Address shall be
used as the transmitter address (TA) for all frames sent
by a P2P Device during P2P Discovery."

[0084] FIG. 8 is an illustration of a format associated
with a hardware address 800 which is a MAC address.
The hardware or MAC address may be or be referred to
as a layer-2 address of the device. The MAC address is
a code that is assigned to an interface of a device, which
essentially represents a code for uniquely identifying the
device. MAC is used for access to the physical layer from
the data link layer according to the ISO/OSI model. Most
layer-2 protocols utilize one of three numbering spaces
governed by the IEEE: MAC-48, EUI-48, and EUI-64
(where EUI stands for Extended Unique Identifier). They
are all designed to be globally unique, even if not all the
communication protocols require such feature.

[0085] The original IEEE 802 MAC address utilizes
MAC-48. With MAC-48, there are 248 (ie.,
281,474,976,710,656) possible MAC addresses. In its
most common format, the 48-bit code of the MAC address
is divided into 12 hex digits. The hexadecimal notation
is used at least to differentiate it from IP addresses that
use decimal notation. The first 6 hex digits identify the
manufacturer of the device, while the later 6 hex digits
are the serial number of the device. The MAC address
is usually written in 6 octets separated by a hyphen (e.g.
00-50-FC-B0-67-2C), where the first 3 octets are referred
to as the Organizationally Unique Identifier (OUI).
[0086] An address may either be a "universally admin-
istered address" or a "locally administered address". A
universally or globally administered address is assigned
to the device by its manufacturer and may also be re-
ferred to as a "burned-in address." The first three octets
(in transmission order) identify the organization or pro-
ducer that issued the identifier, and represent the OUI.
The nextthree octets (MAC-48 and EUI-48), or five octets
(EUI-64), are assigned by the producer only has to re-
spect the constraint of uniqueness. On the other hand,
a locally administered address is assigned to a compo-
nent by a network administrator, overriding the burned-
in address. Locally administered addresses do not con-
tain OUls. Universally administered and locally adminis-
tered addresses are distinguished by setting the second-
least-significant bit of the most significant byte of the ad-
dress. This bit is also referred to as a Universal/Local
(U/L) bit, which identifies how the address is adminis-
tered. If the bitis "0", the address is universally adminis-
tered. If the bitis "1", the address is locally administered.
[0087] FIG. 9is anexample format of a data frame 900
which may be utilized for communications to and/or from
the wireless device of the present disclosure. In this ex-
ample, data frame 900 has a format suitable for commu-
nication in accordance with IEEE 802.11. Data frame 900
includes one or more address fields for the identification
of devices associated with the communications, and a
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payload field 910 for carrying a payload of data. A device
may be identified by its hardware address (e.g. its MAC
address) (see e.g. FIG. 8). A destination address field
902 is generally populated with a destination address
which is the hardware address assigned to the device
that is receiving data frame 900. A source address field
904 is generally populated with a source address which
is the hardware address assigned to the device that is
transmitting data frame 900. Other address fields may
be included as well, such as an address field 906 which
is populated with the hardware address of the router in-
terface to which the associated AP is attached, and/or
an address field 910 which is populated with the hardware
address for ad hoc mode.

[0088] FIG. 10 is a block diagram of a portion of rele-
vant components of wireless device 201 which isin com-
munication with other wireless devices 1010 and 1012.
In general, wireless device 201 of the present disclosure
includes a first wireless transceiver 1002 and a second
wireless transceiver 1004 for communications. First wire-
less transceiver 1002 may represent communication
subsystem 211inFIG. 2, whereas second wireless trans-
ceiver 1004 may represent communication subsystem
262 in FIG. 2.

[0089] First wireless transceiver 1002 may be opera-
tive in accordance with an IEEE 802.11 communication
standard. First wireless transceiver 1002 may further be
operative in accordance with the Wi-Fi Peer-To-Peer
(P2P) Technical specification, such that wireless device
201 is configured to operate as a P2P concurrent device
as described earlier above (e.g. in relation to FIG. 7). On
the other hand, second wireless transceiver 1004 may
be operative in accordance with a BLUETOOTH com-
munication standard.

[0090] Asillustrated, wireless device 201 is configured
for communicating viafirst wireless transceiver 1002 over
a first wireless connection 1020 with a first device 1010
(e.g. a wireless AP of a WLAN). Here, communications
to and/or from wireless device 201 are addressed with a
first hardware address assigned to first wireless trans-
ceiver 1002. The first hardware address may be the uni-
versally administered hardware address or MAC address
assigned to first wireless transceiver 1002. Wireless de-
vice 201 is further configured for communicating via first
wireless transceiver 1002 over a second wireless con-
nection 1022 with a second device 1012 (e.g. a Wi-Fi
P2P device). Here, communications to and/or from wire-
less device 201 are addressed with a second hardware
address assigned to second wireless transceiver 1004.
The second hardware address may be the universally
administered hardware address or MAC address as-
signed to second wireless transceiver 1004.

[0091] The first wireless connection 1020 may be a
wireless local area network (WLAN) infrastructure con-
nection (where wireless device 201 operates as a WLAN-
STA), and the second wireless connection 1022 may be
a WiFi Peer-to-Peer (P2P) connection. The first and sec-
ond wireless connections may be concurrent wireless
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connections.

[0092] Note further that wireless device 201 may be
additionally configured for communicating via second
wireless transceiver 1004 over a third wireless connec-
tion 1024 with second device 1012 or a third device (e.g.
a BLUETOOTH device). In this case, communications to
and/or from wireless device 201 are addressed with the
second hardware address assigned to second wireless
transceiver 1004. The third wireless communication
1024 may be a BLUETOOTH connection. Note that the
first and the third wireless connections 1020 and 1024
are point-to-point connections.

[0093] FIG. 11 is a flowchart for describing a method
for use in facilitating communications over first and sec-
ond wireless connections of a wireless transceiver. The
method of FIG. 11 may be performed by wireless device
201 described inrelation to FIGs. 1-10 above, and relates
to an initialization procedure of the wireless device. The
wireless device includes a first wireless transceiver (e.g.
IEEE 802.11) and a second wireless transceiver (e.g.
BLUETOOTH). In such technique, the wireless device
may operate in accordance with or be compatible with
the Wi-Fi P2P wireless network protocols in the Wi-Fi
Peer-To-Peer (P2P) Technical specification. Each wire-
less transceiver may be contained within a hardware
transceiver module or chip (e.g. IC) in the wireless device,
or alternatively both wireless transceivers may be con-
tained within the same hardware transceiver module or
chip. Each module or chip includes a memory for storing
one or more hardware addresses assigned to the one or
more wireless transceivers.

[0094] The techniques describedin relation to the flow-
chart of FIG. 11 may be performed by one or more con-
trollers or processors of the wireless device along with
its wireless or RF transceiver(s). A computer program
product which may embody the technique may include
a computer readable medium (e.g. memory of the com-
munication device, computer disk, CD-ROM, etc.) having
computer instructions stored therein which are executa-
ble by the one or more processors of the wireless device
for performing the technique.

[0095] In the technique of FIG. 11, the wireless device
performs an initialization procedure for initialization (step
1102 of FIG. 11). This initialization procedure may be
performed in response to the wireless device being pow-
ered "on" or reset, for example, or from other suitable
event or condition. Amongst other initialization tasks, the
wireless device reads, from memory of the first wireless
transceiver, a first hardware address assigned to the first
wireless transceiver (step 1104 of FIG. 11). The wireless
device stores this first hardware address in its device
memory (e.g. flash memory 244 of FIG. 2) for subsequent
use in identifying communications to and/or from the de-
vice via the first wireless transceiver for a first type of
wireless connection (step 1106 of FIG. 11).

[0096] In addition, the wireless device reads, from
memory of the second wireless transceiver, a second
hardware address assigned to the second wireless trans-
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ceiver (step 1108 of FIG. 11). The wireless device stores
this second hardware address in its device memory (e.g.
flash memory 244 of FIG. 2) for subsequent use in iden-
tifying communications to and/or from the device via the
first wireless transceiver for a second type of wireless
connection (step 1110 of FIG. 11). Note further that the
wireless device may also store this second hardware ad-
dress in its device memory (e.g. flash memory 244 of
FIG. 2) for subsequentuse in identifying communications
to and/or from the device via the second wireless trans-
ceiver for a third type of wireless connection. The flow-
chart ends at an end block 1112.

[0097] In some embodiments, the first and second
hardware addresses are universally administered hard-
ware addresses that are assigned to the first and the
second wireless transceivers, respectively. These uni-
versally administered hardware addresses may be the
MAC addresses assigned to the wireless transceivers
during manufacture.

[0098] Also, the first wireless transceiver may be con-
figured to communicate in accordance with an IEEE
802.11 communications standard, and the second wire-
less transceiver may be configured to communicate in
accordance with a BLUETOOTH® communications
standard. Thus, in some embodiments, the wireless de-
vice may utilize the MAC address of the IEEE 802.11
transceiver for identifying communications to and/or from
via the IEEE 802.11 transceiver for WLAN-STA connec-
tions, and utilize the MAC address of the BLUETOOTH
transceiver for identifying communications to and/or from
via the IEEE 802.11 transceiver for Wi-Fi P2P connec-
tions. The wireless device may also utilize the MAC ad-
dress of the BLUETOOTH transceiver for identifying
communications to and/or from the device via the BLUE-
TOOTH transceiver for BLUETOOTH connections. The
first and second wireless connections may be concurrent
wireless connections.

[0099] FIG. 12 is another flowchart for describing an-
other method for use in facilitating communications over
first and second wireless connections of a wireless trans-
ceiver. The method of FIG. 12 may be performed by wire-
less device 201 described in relation to FIGs. 1-10, with
use of or without the technique of FIG. 11. The wireless
device includes a first wireless transceiver (e.g. IEEE
802.11) and a second wireless transceiver (e.g. BLUE-
TOOTH). In such technique, the wireless device may op-
erate in accordance with or be compatible with the Wi-Fi
P2P wireless network protocols in the Wi-Fi Peer-To-
Peer (P2P) Technical specification. Each wireless trans-
ceiver may be contained within a hardware transceiver
module or chip (e.g. IC) in the wireless device, or alter-
natively both wireless transceivers may be contained
within the same hardware transceiver module or chip.
Each module or chip includes a memory for storing one
or more hardware addresses assigned to the one ormore
wireless transceivers.

[0100] Thetechniques describedinrelation to the flow-
chart of FIG. 12 may be performed by one or more con-
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trollers or processors of the wireless device along with
its wireless or RF transceiver(s). A computer program
product which may embody the technique may include
a computer readable medium (e.g. memory of the com-
munication device, computer disk, CD-ROM, etc.) having
computer instructions stored therein which are executa-
ble by the one or more processors of the wireless device
for performing the technique.

[0101] Beginning at a start block 1202 of FIG. 12, the
wireless device operates to communicate via the first
wireless transceiver over a first wireless connection with
afirstdevice (step 1204 of FIG. 12). The communications
to and from the wireless device over the first wireless
connection of the first wireless transceiver are addressed
with a first hardware address that is assigned to the first
wireless transceiver. This first hardware address may be
the address that was read from memory of the first wire-
less transceiver and stored in device memory as de-
scribed in relation to steps 1104 and 1106 of FIG. 11.
[0102] During communications in relation to step 1204,
the wireless device may receive, via the first wireless
transceiver over the first wireless connection, datain one
or more data frames having a destination address which
isthefirst hardware address. Additionally or alternatively,
the wireless device may send, via the first wireless trans-
ceiver over the first wireless connection, data in one or
more data frames having a source address which is the
first hardware address. See e.g. the discussion in relation
to FIG. 9. Also additionally or alternatively, the wireless
device may operate to advertise its presence and/or
availability to surrounding devices (e.g. in a discovery
procedure), via the first wireless transceiver, using the
first hardware address to identify itself.

[0103] Inaddition, the wireless device operates to com-
municate via the first wireless transceiver over a second
wireless connection with a second device (step 1206 of
FIG. 6). The communications to and from the wireless
device over the second wireless connection of the first
wireless transceiver are addressed with a second hard-
ware address that is assigned to the second wireless
transceiver. This second hardware address may be the
address that was read from memory of the second wire-
less transceiver and stored in device memory as de-
scribed in relation to steps 1108 and 1110 of FIG. 11.
[0104] During communications in relation to step 1204,
the wireless device may receive, via the first wireless
transceiver over the second wireless connection, data in
one or more data frames having a destination address
which is the second hardware address. Additionally or
alternatively, the wireless device may send, via the first
wireless transceiver over the second wireless connec-
tion, data in one or more data frames having a source
address which is the second hardware address. See
again e.g. the discussion in relation to FIG. 9. Also, for
example, the wireless device may operate to advertise
its presence and/or availability to surrounding devices
(e.g. in a discovery procedure), via the first transceiver,
using the second hardware address to identify itself.
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[0105] The first and second hardware addresses may
be the universally administered hardware addresses that
are assigned to the first and the second wireless trans-
ceivers, respectively. These universally administered
hardware addresses may be the MAC addresses as-
signed to the wireless transceivers during manufacture.
The first wireless transceiver may be configured to com-
municate in accordance with an IEEE 802.11 communi-
cations standard, and the second wireless transceiver
may be configured to communicate in accordance with
a BLUETOOTH® communications standard. Thus, in
some embodiments, the wireless device may utilize the
MAC address of the IEEE 802.11 transceiver for identi-
fying the device for communications via the IEEE 802.11
transceiver for WLAN-STA connections, and utilize the
MAC address of the BLUETOOTH transceiver for com-
munications via the IEEE 802.11 transceiver for Wi-Fi
P2P connections. The wireless device may also utilize
the MAC address of the BLUETOOTH transceiver for
identifying the device in association with BLUETOOTH
connections via the BLUETOOTH transceiver.

[0106] The first and the second wireless connections
in steps 1204 and 1206 may be concurrently maintained
by the wireless device. For example, the wireless device
may operate as a concurrent device in accordance with
or be compatible with the Wi-Fi P2P wireless network
protocols in the Wi-Fi Peer-To-Peer (P2P) Technical
specification.

[0107] In some embodiments, one or more additional
steps may be included in the method of FIG. 12. In one
embodiment, wireless device operates to communicate
via the second wireless transceiver over a third wireless
connection with a third device. The communications to
and from the wireless device over the third wireless con-
nection of the second wireless transceiver are addressed
with the second hardware address that is assigned to the
second wireless transceiver. During these communica-
tions, the wireless device may receive, via the second
wireless transceiver over the second wireless connec-
tion, datain one or more data frames having a destination
address which is the second hardware address. Addi-
tionally or alternatively, the wireless device may send,
via the second wireless transceiver over the second wire-
less connection, data in one or more data frames having
a source address which is the second hardware address.
Also alternatively, for example, the wireless device may
operate to advertise its presence and/or availability to
surrounding devices (e.g. in a discovery procedure), via
the second transceiver, using the second hardware ad-
dress to identify itself.

[0108] In such embodiments, the wireless device may
further operate to concurrently maintain the first, the sec-
ond, and the third wireless connections via the first and
the second wireless transceivers. Here, the same second
hardware address is utilized for identifying the commu-
nications to and/or from the wireless device over the sec-
ond and the third wireless connections. In this case, the
device operates to mark the communications for one of
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the wireless connections for distinguishing therebe-
tween. For example, the device may mark the locally ad-
ministered bit for the MAC address for use of the third
wireless connection.

[0109] Infurther embodiment, the wireless device may
operate to switch from communicating via the first wire-
less transceiver over the second wireless connection with
the second device to communicating via the second wire-
less transceiver over the third wireless connection with
the second device. This switching may be performed, for
example, in order to reduce power consumption of the
wireless device while maintaining communications with
the second device. Accordingly, the wireless device may
subsequently operate to switch back from communicat-
ing viathe second wireless transceiver over the third wire-
less connection to the first wireless transceiver over the
second wireless connection. This switching back may be
performed for example, in order to increase data through-
put of the wireless device.

[0110] Thus, as described herein, a wireless commu-
nication device of the present disclosure includes a first
wireless transceiver and a second wireless transceiver.
The wireless device is configured for communicating via
the first wireless transceiver over a first wireless connec-
tion with a first device, where communications to and
from the wireless device are identified using a first (uni-
versally administered) hardware address assigned to the
first wireless transceiver. The wireless device is further
configured for communicating via the first wireless trans-
ceiver over a second wireless connection with a second
device, where communications to and from the wireless
device are identified with a second (universally adminis-
tered) hardware address assigned to the second wireless
transceiver. The first and second hardware addresses
may be Media Access Control (MAC) addresses of the
first and the second wireless transceivers. The first and
the second wireless connections may be concurrent wire-
less connections. In some embodiments, the first wire-
less transceiver may be configured for communications
in accordance with an IEEE 802.11 standard, and the
second wireless transceiver may be configured for com-
munications in accordance with a BLUETOOTH® stand-
ard. The first wireless connection may be a wireless local
area network (WLAN) infrastructure connection, and the
second wireless connection may be a WiFi Peer-to-Peer
(P2P) connection. Thus, in some embodiments, the wire-
less device may utilize the MAC address of the IEEE
802.11 transceiver for identifying communications to
and/or from the device via the IEEE 802.11 transceiver
for WLAN-STA connections, and utilize the MAC address
of the BLUETOOTH transceiver for identifying commu-
nications to and/or from the device via the IEEE 802.11
transceiver for Wi-Fi P2P connections.

[0111] In other embodiments, a wireless device of the
presentdisclosure is configured for reading from memory
of the first wireless transceiver a first hardware address
thatis assigned to the first wireless transceiver, and stor-
ing in device memory the first hardware address for sub-
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sequentuseinidentifying communications to and/or from
the wireless device via the first wireless transceiver for
a first type of wireless connection. The wireless device
is further configured for reading from memory of the sec-
ond wireless transceiver a second hardware address that
is assigned to the second wireless transceiver, and stor-
ing in the device memory the second hardware address
for subsequent use in identifying communications to
and/orfrom the wireless device via the first wireless trans-
ceiver for a second type of wireless connection. The first
and second hardware addresses may be Media Access
Control (MAC) addresses of the firstand the second wire-
less transceivers. The first and the second types of wire-
less connections may be types of concurrent wireless
connections. In some embodiments, the first wireless
transceiver may be configured for communications in ac-
cordance with an IEEE 802.11 standard, and the second
wireless transceiver may be configured for communica-
tions in accordance with a BLUETOOTH® standard. The
first type of wireless connection may be a wireless local
area network (WLAN) infrastructure type of connection,
and the second wireless connection may be a WiFi Peer-
to-Peer (P2P) type of connection. Thus, in some embod-
iments, the wireless device may utilize the MAC address
of the IEEE 802.11 transceiver for identifying communi-
cations to and/or from the device via the IEEE 802.11
transceiver for WLAN-STA type of connections, and uti-
lize the MAC address of the BLUETOOTH transceiver
for identifying communications to and/or from the device
via the IEEE 802.11 transceiver for Wi-Fi P2P type of
connections.

[0112] The above-described embodiments of the
present disclosure are intended to be examples only.
Those of skill in the art may affect alterations, modifica-
tions and variations to the particular embodiments with-
out departing from the scope of the application. Although
the description relates to specific examples for illustra-
tion, where the WLAN is an |IEEE 802.11-based network,
for example, different environments may be applicable
as well. As afew other examples, the wireless networking
may be based on a WiMAX network (i.e. IEEE 802.16),
or an Ultra-WideBand (UWB) network (i.e. IEEE 802.15).
The invention described herein in the recited claims in-
tends to cover and embrace all suitable changes in tech-
nology.

[0113] Examples are setoutin the following list of num-
bered clauses.

1. A method in a wireless communication device
which includes a first wireless transceiver and a sec-
ond wireless transceiver, the method comprising:

communicating via the first wireless transceiver
over a first wireless connection with a first de-
vice, where communications to and/or from the
wireless device are addressed with a first uni-
versally administered hardware address as-
signed to the first wireless transceiver; and
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communicating via the first wireless transceiver
over a second wireless connection with a sec-
ond device, where communications to and/or
from the wireless device are addressed with a
second universally administered hardware ad-
dress assigned to the second wireless trans-
ceiver.

2. The method of clause 1, further comprising:

concurrently maintaining the first and the sec-
ond wireless connections via the first wireless
transceiver.

3. The method of any one of clauses 1 or 2, further
comprising:

communicating via the second wireless trans-
ceiver over a third wireless connection with a
third device, where communications to and from
the wireless device are addressed with the sec-
ond universally administered hardware address
assigned to the second wireless transceiver.

4. The method of any one of clauses 1 or 2, further
comprising:

communicating via the second wireless trans-
ceiver over a third wireless connection with the
second device, where communications to and
from the wireless device are addressed with the
second universally administered hardware ad-
dress assigned to the second wireless trans-
ceiver.

5. The method of clause 4, further comprising:

switching from communicating via the first wire-
less transceiver over the second wireless con-
nection with the second device to communicat-
ing via the second wireless transceiver over the
third wireless connection with the second de-
vice.

6. The method of any one of clauses 1-5, wherein
the first universally administered hardware address
comprises a first Media Access Control (MAC) ad-
dress assigned to the first wireless transceiver, and
the second universally administered hardware ad-
dress comprises a second MAC address assigned
to the second wireless transceiver.

7. The method of any one of clauses 1-6, wherein
the first wireless transceiver is configured to com-
municate in accordance with an IEEE 802.11 com-
munications standard.

8. The method of any one of clauses 1-7, wherein
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the second wireless transceiveris configured to com-
municate in accordance with a BLUETOOTH® com-
munications standard.

9. The method of any one of clauses 1-8, wherein
the first wireless connection comprises a wireless
local area network (WLAN) infrastructure connec-
tion.

10. The method of any one of clauses 1-9, wherein
the second wireless connection comprises a WiFi
Peer-to-Peer (P2P) connection.

11. A computer program product, comprising:

a non-transitory computer readable medium;
computer instructions stored in the non-transi-
tory computer readable medium; and

the computer instructions being executable by
one or more processors of a wireless commu-
nication device which includes a first wireless
transceiver and a second wireless transceiver,
for performing the method of any one of clauses
1-10.

12. A wireless communication device, comprising:

one or more processors;
first and second wireless transceivers coupled
to the one or more processors; and

the one or more processors being configured for
performing the method of any one of clauses
1-10.

13. A method in a wireless communication device
which includes a first wireless transceiver and a sec-
ond wireless transceiver, the method comprising:

reading, from memory of the first wireless trans-
ceiver, a first universally administered hardware
address assigned to the first wireless transceiv-
er;

storing, in device memory of the wireless device,
the first hardware address for use in identifying
communications to and/or from the wireless de-
vice via the first wireless transceiver for a first
type of wireless connection;

reading, from memory of the second wireless
transceiver, a second universally administered
hardware address assigned to the second wire-
less transceiver; and

storing, in the device memory, the second uni-
versally administered hardware address for use
in identifying communications to and/or from the
wireless device via the first wireless transceiver
for a second type of wireless connection.

14. The method of clause 13, wherein the first wire-
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less transceiver is configured to communicate in ac-
cordance with an IEEE 802.11 communications
standard, and the second wireless transceiver is
configured to communicate in accordance with a
BLUETOOTH® communications standard.

15. The method of any one of clauses 13 or 14,
wherein the first type of wireless connection com-
prises a wireless local area network (WLAN) infra-
structure connection, and the second type of wire-
less connection comprises a WiFi Peer-to-Peer
(P2P) connection.

Claims

A method in a wireless communication device (201)
which includes a first wireless transceiver (1002) and
a second wireless transceiver (1004), the method
comprising:

communicating via the first wireless transceiver
(1002) over a first wireless connection (1020)
with a first device (1010), where communica-
tions to and/or from the wireless device are ad-
dressed with a first universally administered
hardware address assigned to the first wireless
transceiver (1002); and

communicating via the first wireless transceiver
(1002) over a second wireless connection
(1022) with a second device (1012), where com-
munications to and/or from the wireless device
are addressed with a second universally admin-
istered hardware address assigned to the sec-
ond wireless transceiver (1004),

wherein the first wireless transceiver (1002) is
configured to communicate in accordance with
afirst communications standard and the second
wireless transceiver (1004) is configured to
communicate in accordance with a second com-
munications standard, wherein the first and sec-
ond communications standards are different
communications standards.

2. The method of claim 1, further comprising:

concurrently maintaining the first (1020) and the
second (1022) wireless connections via the first
wireless transceiver (1002).

3. The method of any one of claims 1 or 2, further com-

prising:

communicating via the second wireless trans-
ceiver (1004) over a third wireless connection
(1024) with a third device, where communica-
tions to and from the wireless device are ad-
dressed with the second universally adminis-
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tered hardware address assigned to the second
wireless transceiver (1004).

4. The method of any one of claims 1 or 2, further com-

prising:

communicating via the second wireless trans-
ceiver (1004) over a third wireless connection
(1024) with the second device (1012), where
communications to and from the wireless device
are addressed with the second universally ad-
ministered hardware address assigned to the
second wireless transceiver (1004).

The method of claim 4, further comprising:

switching from communicating via the first wire-
less transceiver (1002) over the second wireless
connection (1022) with the second device
(1012) to communicating via the second wire-
less transceiver (1004) over the third wireless
connection (1024) with the second device
(1012).

The method of any one of claims 1-5, wherein the
first universally administered hardware address
comprises a first Media Access Control, MAC, ad-
dress assigned to the first wireless transceiver
(1002), and the second universally administered
hardware address comprises a second MAC ad-
dress assigned to the second wireless transceiver
(1004).

The method of any one of claims 1-6, wherein the
first wireless connection (1020) comprises a wireless
local area network, WLAN, infrastructure connec-
tion.

The method of any one of claims 1-7, wherein the
second wireless connection (1022) comprises a WiFi
Peer-to-Peer, P2P, connection.

A computer program product, comprising:

a non-transitory computer readable medium;
computer instructions stored in the non-transi-
tory computer readable medium; and

the computer instructions being executable by
one or more processors of a wireless commu-
nication device (201) which includes a first wire-
less transceiver (1002) and a second wireless
transceiver (1004), for performing the method
of any one of claims 1-8.

10. A wireless communication device (201), comprising:

one or More processors;
first (1002) and second (1004) wireless trans-
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ceivers coupled to the one or more processors;
and

the one or more processors being configured for
performing the method of any one of claims 1-8.

Patentanspriiche

Verfahren in einer drahtlosen Kommunikationsvor-
richtung (201), die einen ersten drahtlosen Trans-
ceiver (1002) und einen zweiten drahtlosen Trans-
ceiver (1004) enthalt, welches Verfahren enthait:

Kommunizieren mittels des ersten drahtlosen
Transceivers (1002) Uber eine erste drahtlose
Verbindung (1020) mit einer ersten Einrichtung
(1010), wobei die Kommunikation zu der
und/oder von der drahtlosen Einrichtung mit ei-
ner ersten universell vorgegebenen Hardware-
adresse adressiert wird, die dem ersten draht-
losen Transceiver (1002) zugewiesen ist; und
Kommunizieren mittels des ersten drahtlosen
Transceivers (1002) Uber eine zweite drahtlose
Verbindung (1022) mit einer zweiten Einrichtung
(1012), wobei die Kommunikation zu der
und/oder von der drahtlosen Einrichtung mit ei-
ner zweiten universell vorgegebenen Hard-
wareadresse adressiert wird, die dem zweiten
drahtlosen Transceiver (1004) zugewiesen ist,
wobei der erste drahtlose Transceiver (1002)
dafiir konfiguriert ist, in Ubereinstimmung mit ei-
nem ersten Kommunikationsstandard zu kom-
munizieren, und der zweite drahtlose Transcei-
ver (1004) dafiir konfiguriert ist, in Ubereinstim-
mung mit einem zweiten Kommunikationsstan-
dard zu kommunizieren, wobei der erste und der
zweite Kommunikationsstandard unterschiedli-
che Kommunikationsstandards sind.

2. Verfahren nach Anspruch 1, ferner enthaltend:

gleichzeitiges Aufrechterhalten der ersten
(1020) und der zweiten (1022) drahtlosen Ver-
bindung mittels des ersten drahtlosen Transcei-
vers (1002).

3. Verfahren nach einem der Anspruche 1 oder 2, fer-

ner enthaltend:

Kommunizieren mittels des zweiten drahtlosen
Transceivers (1004) Uber eine dritte drahtlose
Verbindung (1024) mit einer dritten Einrichtung,
wobei die Kommunikation zu der und von der
drahtlosen Einrichtung mit der zweiten univer-
sell vorgegebenen Hardwareadresse adressiert
wird, die dem zweiten drahtlosen Transceiver
(1004) zugewiesen ist.
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4. Verfahren nach einem der Anspriiche 1 oder 2, fer-

ner enthaltend:

Kommunizieren mittels des zweiten drahtlosen
Transceivers (1004) Uber eine dritte drahtlose
Verbindung (1024) mit der zweiten Einrichtung
(1012), wobei die Kommunikation zu der und
von der drahtlosen Einrichtung mit der zweiten
universell vorgegebenen Hardwareadresse
adressiert wird, die dem zweiten drahtlosen
Transceiver (1004) zugewiesen ist.

Verfahren nach Anspruch 4, ferner enthaltend:

Umschalten von der Kommunikation mittels des
ersten drahtlosen Transceivers (1002) Uber die
zweite drahtlose Verbindung (1022) mit der
zweiten Einrichtung (1012) auf die Kommunika-
tion mittels des zweiten drahtlosen Transceivers
(1004) Uber die dritte drahtlose Verbindung
(1024) mit der zweiten Einrichtung (1012).

Verfahren nach einem der Anspriche 1-5, wobei die
erste universell vorgegebene Hardwareadresse ei-
ne erste Media Access Control-Adresse (MAC) um-
fasst, die dem ersten drahtlosen Transceiver (1002)
zugewiesen ist, und die zweite universell vorgege-
bene Hardwareadresse eine zweite MAC-Adresse
umfasst, die dem zweiten drahtlosen Transceiver
(1004) zugewiesen ist.

Verfahren nach einem der Anspriche 1-6, wobei die
erste drahtlose Verbindung (1020) eine Verbindung
einer drahtlosen lokalen Netz-Infrastruktur (WLAN)
umfasst.

Verfahren nach einem der Anspriiche 1-7, wobei die
zweite drahtlose Verbindung (1022) eine Wifi-Peer-
to-Peer-Verbindung (P2P) umfasst.

Computerprogrammprodukt, enthaltend:

ein nichtflichtiges computerlesbares Medium;
in dem nichtflichtigen computerlesbaren Medi-
um gespeicherte Computeranweisungen; und
wobei die Computeranweisungen durch einen
oder mehrere Prozessoren einer drahtlosen
Kommunikationsvorrichtung (201) ausfuhrbar
sind, die einen ersten drahtlosen Transceiver
(1002) und einen zweiten drahtlosen Transcei-
ver (1004) aufweist, um das Verfahren nach ei-
nem der Anspriche 1-8 auszufthren.

10. Drahtlose Kommunikationsvorrichtung (201), ent-

haltend:

einen oder mehrere Prozessoren;
einen ersten (1002) und einen zweiten (1004)
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drahtlosen Transceiver, die mit dem einen oder
den mehreren Prozessoren gekoppelt sind; und
wobei der eine oder die mehreren Prozessoren
dafir konfiguriert sind, das Verfahren nach ei-
nem der Anspruche 1-8 auszufihren.

Revendications

Procédé dans un dispositif de communication sans
fil (201) qui comporte un premier émetteur-récepteur
sans fil (1002) et un deuxiéme émetteur-récepteur
sans fil (1004), le procédé comprenant le fait :

de communiquer via le premier émetteur-récep-
teur sans fil (1002) sur une premiére connexion
sans fil (1020) avec un premier dispositif (1010),
ou les communications vers et/ou depuis le dis-
positif sans fil sont adressées avec une premiére
adresse matérielle universellement administrée
attribuée au premier émetteur-récepteur sans fil
(1002) ; et

de communiquer via le premier émetteur-récep-
teur sans fil (1002) sur une deuxi€éme connexion
sans fil (1022) avec un deuxiéme dispositif
(1012), ou les communications vers et/ou de-
puis le dispositif sans fil sont adressées avec
une deuxiéme adresse matérielle universelle-
ment administrée attribuée au deuxiéeme émet-
teur-récepteur sans fil (1004),

dans lequel le premier émetteur-récepteur sans
fil (1002) est configuré pour communiquer selon
une premiére norme de communication et le
deuxiéme émetteur-récepteur sansfil (1004) est
configuré pour communiquer selon une deuxié-
me norme de communication, ou les premiére
et deuxiéme normes de communication sont
des normes de communication différentes.

Procédé de larevendication 1, comprenant en outre
le fait :

de maintenir simultanément les premiére (1020)
et deuxieme (1022) connexions sans fil via le
premier émetteur-récepteur sans fil (1002).

Procédé de l'une quelconque des revendications 1
et 2, comprenant en outre le fait :

de communiquer via le deuxiéme émetteur-ré-
cepteur sans fil (1004) sur une troisiéme con-
nexion sans fil (1024) avec un troisiéme dispo-
sitif, ou les communications vers et depuis le
dispositif sans fil sont adressées avec la deuxié-
me adresse matérielle universellementadminis-
trée attribuée au deuxieéme émetteur-récepteur
sans fil (1004).
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Procédé de l'une quelconque des revendications 1
et 2, comprenant en outre le fait :

de communiquer via le deuxiéme émetteur-ré-
cepteur sans fil (1004) sur une troisieme con-
nexion sans fil (1024) avec le deuxiéme dispo-
sitif (1012), ou les communications vers et de-
puis le dispositif sans fil sont adressées avec la
deuxiéme adresse matérielle universellement
administrée attribuée au deuxiéme émetteur-ré-
cepteur sans fil (1004).

Procédé de la revendication 4, comprenant en outre
le fait :

de commuter de lacommunication via le premier
émetteur-récepteur sans fil (1002) sur la deuxié-
me connexion sans fil (1022) avec le deuxiéme
dispositif (1012) a la communication via le
deuxiéme émetteur-récepteur sansfil (1004) sur
la troisieme connexion sans fil (1024) avec le
deuxiéme dispositif (1012).

Procédé de 'une quelconque des revendications 1
a 5, dans lequel la premiére adresse matérielle uni-
versellement administrée comprend une premiére
adresse de controle d’accés au support, MAC, attri-
buée au premier émetteur-récepteur sans fil (1002),
et la deuxiéme adresse matérielle universellement
administrée comprend une deuxiéme adresse MAC
attribuée au deuxieéme émetteur-récepteur sans fil
(1004).

Procédé de l'une quelconque des revendications 1
a6, dans lequella premiére connexion sans fil (1020)
comprend une connexion d’infrastructure de réseau
local sans fil, WLAN.

Procédé de 'une quelconque des revendications 1
a 7, dans lequel la deuxiéme connexion sans fil
(1022) comprend une connexion WiFi poste a poste,
P2P.

Produit de programme informatique comprenant :

un support non transitoire lisible par ordinateur ;
des instructions informatiques stockées dans le
support non transitoire lisible par ordinateur ; et
les instructions informatiques pouvant étre exé-
cutées par un ou plusieurs processeur(s) d’'un
dispositif de communication sans fil (201) qui
comporte un premier émetteur-récepteur sans
fil (1002) et un deuxiéme émetteur-récepteur
sans fil (1004), pour mettre en oeuvre le procédé
de 'une quelconque des revendications 1 a 8.

10. Dispositif de communication sans fil (201)

comprenant :
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un ou plusieurs processeur(s) ;

des premier (1002) et deuxiéme (1004) émet-
teurs-récepteurs sans fil couplés au ou aux plu-
sieurs processeur(s) ; et

le ou les plusieurs processeur(s) étant configu-
ré(s) pour mettre en oeuvre le procédé de 'une
quelconque des revendications 1 a 8.
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Beschreibung

[0001] Die Erfindung betrifft ein Verfahren zum Bereit-
stellen eines drahtlosen Mesh-Netzwerks gemal An-
spruch 1 sowie eine Anordnung zum Bereitstellen eines
drahtlosen Mesh-Netzwerks gemafl Anspruch 23.
[0002] Ein drahtloses Maschen- bzw. Mesh-Netzwerk
ist ein vermaschtes Netz, das beispielsweise in einem
Wireless Local Area Network (WLAN) implementiert ist.
Bei einem Mesh-Netzwerk kann ein mobiler Knoten Da-
ten, die von einem anderen mobilen Knoten stammen,
an einen weiteren mobilen Knoten weiterleiten oder an
eine Basisstation Ubertragen. In einem Maschennetz-
werk bzw. Mess-Netzwerk (Mesh-Network) kdnnen wei-
te Distanzen Uberspannt werden, insbesondere in un-
ebenen oder schwierigen Terrain. Maschennetze arbei-
ten zudem sehr zuverlassig, da jeder mobile Knoten mit
einigen anderen Knoten verbunden ist. Wenn ein Knoten
ausfallt, beispielsweise auf Grund eines Hardware-De-
fekts, suchen dessen Nachbarknoten eine alternative
Datenubertragungsroute. Maschennetze bzw. Mesh-
Networks konnen feste oder mobile Gerate mit einbezie-
hen.

[0003] InFigur 1ist, wie oben erlautert, ein Mesh-Netz-
werk MESH, welches mit einem Infrastrukturnetzwerk
INFRASTRUCTURE NETWORK verbunden ist, darge-
stellt und weist neben Knoten MP, MAP des Mesh-Netz-
werks auch nicht Mesh-Stationen, wie beispielsweise ei-
ne nach WLAN funktionierende Station STA auf. Diese
nach WLAN funktionierende Station STA ist mit dem
Mesh-Netzwerk MESH Uber einen Mesh-Netzwerk-Kno-
ten MAP, der als WLAN-Zugangspunkt, d.h. WLAN Ac-
cess Point, arbeitet, verbunden.

[0004] Dabei kann das Mesh-Netzwerk MESH der
WLAN-Station STA auch Zugang zu einem Infrastruktur-
netzwerk INFRASTRUCTURE NETWORK, wie bei-
spielsweise einem Firmennetz oder dem Internet ermog-
lichen.

[0005] Dabei erfolgt eine Authentisierung von
Mesh-Knoten MP und/oder WLAN-Stationen STA bei-
spielsweise unter Verwendung eines Authentisierungs-
servers AAA-Server (AS), wobei das Mesh-Netzwerk
MESH in dem dargestellten Beispiel Uber eine Gateway-
Komponente GW mit dem Infrastrukturnetzwerk INFRA-
STRUCTURE NETWORK gekoppelt ist.

[0006] In Figur 2 ist ein eigenstandiges Mesh-Netz-
werk MESH, wie es aus dem Stand der Technik bekannt
ist, dargestellt. Dabei bedeutet eigenstandig, dass das
Mesh-Netzwerk MESH ausschlieBlich aus Mesh-Knoten
MP gebildet wird.

[0007] Dabeikann es sich sowohlum Infrastrukturkno-
ten als auch um so genannte Endbenutzerknoten, wie
beispielsweise einem Notebook oder PDA handeln.
[0008] Figur 3 hingegen zeigt ein eigenstandiges
Mesh-Netzwerk mit einem Zugangspunkt MAP, wie es
aus dem Stand der Technik bekannt ist, welcher es den
nicht-mesh-fahigen Geréaten, wie beispielsweise den
dargestellten WLAN-Stationen STA erlaubt, sich am
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Netzwerk MESH anzumelden. Die dargestellten WLAN-
Stationen STA nehmen jedoch nicht selbst am Mesh-
Routing teil.

[0009] In den dargestellten Anordnungen geman dem
Stand der Technik ist es dabei Ublich, dass sich die Ge-
rate mit einer so genannten MAC-Adresse (Media Ac-
cess Control Ethernet ID) im Netzwerk identifizieren. Ei-
ne MAC-Adresse ist dabei die Schicht-2-Adresse eines
Knotens zur Kommunikation in Kommunikationsnetzen
basierend auf den IEEE 802 Standards, wie beispiels-
weise bei WLAN nach IEEE 802.11 und den gezeigten
Mesh-Netzwerken MESH nach IEEE 802.118S. Inder Re-
gel ist diese Adresse global eindeutig mit der jeweiligen
Hardware in Verbindung zu bringen.

[0010] Es ist jedoch bekannt, dass nicht vertrauens-
wirdige Teilnehmer ATTACKER MP féalschlicher Weise
oder mit voller Absicht die MAC-Adresse eines vertrau-
enswirdigen Teilnehmers GOOD MP verwenden. Durch
eine solche Manipulation, die auch als MAC Address
Spoofing bekannt ist, kommt es zu Stdérungen der befal-
lenen Netzwerke, beispielsweise zu Denial of Service
(DoS) Attacken, die dadurch entstehen, dass das Opfer
GOOD MP nicht mehr kommunizieren kann, weil seine
Drahtlosverbindung (Wireless Link) nicht mehr gultig ist.
Ferner kann an einem WLAN-Hotspot mit rein http brow-
serbasierter Anmeldung die Kommunikationssitzung des
vertrauenswurdigen Teilnehmers GOOD MP ubernom-
men werden.

[0011] Aus Joshua Right Detecting Wireless LAN MAC
Address Spoofing, 21.01.2003, http://www.routesecu-
re.net/content/downloads/pdf/wlan _mascpoo f detec-
tion.pdf sind MaRRnahmen zum Erkennen dieses WLAN
MAC Address Spoofings offenbart, bei denen zum einen
eine Uberpriifung erfolgt, ob eine den Herstellern exklu-
siv zugewiesene so genannte Organizationally Unique
Identifier oul (siehe http://standart.ieee.org/re-
gauth/oui/oui.txt), die Teil der iUbermittelten MAC-Adres-
se ist, Uberhaupt einem Hersteller zugewiesen ist. Wei-
terhin kdnnen auch WLAN MAC-Sequenznummern ei-
nes Teilnehmers, die Ublicherweise fortlaufend erhoht
werden, ausgewertet werden, was derart erfolgt, dass
sobald eine groRere Licke auftaucht, ein Indiz dafir be-
steht, dass der entsprechende MAC Frame von einer
anderen Station (Angreifer) gesendet wurde.

[0012] Nachteilig hierbei ist, dass die Uberpriifung der
OUI nur greift, falls die MAC-Adresse zuféllig generiert
wird, aber nicht dann, wenn der Angreifer ATTACKER
MP lediglich die MAC-Adresse eines anderen vertrau-
enswurdigen Teilnehmers GOOD MP verwendet. Ferner
kann auch der Angreifer ATTACKER MP auch zuféllig
MAC-Adressen generieren, unter der Nebenbedingung,
dass deren OUI zugewiesen ist.

[0013] EP 1635528 A1 offenbar ein Verfahren zur Ge-
wahrung eines Zugangs zu einem Datenkommunikati-
onsnetzwerk sowie einen entsprechenden Authentifika-
tionsserver. Ein Verfahren und ein System zum Mapping
originaler Media Access Control (MAC) Adressen zu ein-
deutigen lokal verwaltenden virtuellen MAC-Adressen in
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einem Ethernet Netzwerk wird in US 2004/0141468 A1
offenbart.

[0014] Weiterhin ist aus der Patentanmeldung US
2006/0114863 eine Methode zur Absicherung von IEEE
802.11 Datenverkehr gegen das MAC Address Spoofing
bekannt, bei der ein Schutz vor dem MAC- Address
Spoofing bei WLAN-Netzwerken derart erfolgt, dass eine
Zuordnungstabelle von MAC-Adresse und einer bei der
WLAN-Anmeldung verwendeten Benutzeridentitat an-
gelegt ist und bei nachfolgenden WLAN-Anmeldungen
die verwendete MAC-Adresse sowie die Benutzeriden-
titdt mit dem in der Zuordnungstabelle vorhandenen Ein-
trag auf Ubereinstimmung Uberpriift werden und im Ne-
gativfall die Anmeldung abgewiesen wird. IEEE
P802.11s D0.02, Juni 20086, offenbart ein Meshnetzwerk
an dem sich Nicht-Mesh-Teilnehmer anmelden kdnnen
und in dem auf Basis von Mac Adressen ein Layer 2
Routing erfolgt, bei dem Route Request Nachriten mit
einem Destination Only Flag verwendet werden kdnnen.
[0015] Der vorliegenden Erfindung liegt daher die Auf-
gabe zugrunde, ein verbessertes Verfahren sowie An-
ordnung zur Bereitstellung eines drahtlosen Mesh-Netz-
werks anzugeben.

[0016] Diese Aufgabe wird durch das Verfahren nach
Anspruch 1 sowie durch die entsprechende Anordnung
nach Anspruch 23 geldst.

[0017] Bei dem erfindungsgeméafRen Verfahren zum
Bereitstellen eines drahtlosen lokalen Netzwerks, bei
dem nach dem IEEE 802.11 Standard und seinen Deri-
vaten insbesondere IEEE 802.15 oder IEEE 802.16 aus-
gestaltete stationare Kommunikationseinrichtungen so-
wie mobile Kommunikationseinrichtungen nach Art des
Mesh als Subnetzwerk verbunden sind, wird seitens ei-
ner sich beim Subnetzwerk anmeldenden Kommunika-
tionseinrichtung dem Subnetzwerk eine anmeldende
MAC-Adresse Ubermittelt, ferner eine Uberpriifung der-
artdurchgefihrt, dass die anmeldende MAC-Adresse mit
den seitens des Subnetzwerks erreichbaren MAC-
Adressen verglichen wird und im Fall, dass die anmel-
dende MAC-Adresse zu den erreichbaren MAC-Adres-
sen disjunkt ist, die anmeldende Kommunikationsein-
richtung als Station des Subnetzwerks verbunden wird,
wahrend fur den Fall, dass die anmeldende MAC-Adres-
se im Subnetzwerk bereits erreichbar ist, eine Zulas-
sungsprozedur derart durchgefihrt wird, dass ein Ver-
wenden der anmeldenden MAC-Adresse durch zwei un-
terschiedliche Kommunikationseinrichtungen innerhalb
des Subnetzwerks unterbunden wird.

[0018] Ein Vorteil des erfindungsgemaRen Verfahrens
ist die Immunisierung gegen Auswirkungen des
MAC-Address-Spoofings, da diese erfindungsgeméaie
Vorgehensweise gezielt die Anmeldung unter einer
MAC-Adresse, die bereits erreichbar ist, unterbindet, wo-
bei dies im Vergleich zu aus dem Stand der Technik be-
kannten Ansatzen keine vorab zu speichernden Bezie-
hungen zwischen Geraten und MAC-Adressen oder der-
gleichen notwendig ist.

[0019] Bei einer Weiterbildung der Erfindung wird da-
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bei als Zulassungsprozedur eine Abweisung der anmel-
denden Kommunikation durchgefihrt. Hierbeihandeltes
sich um die einfachste Variante der Sicherstellung einer
Vermeidung von MAC Address Spoofing, weil keinerlei
zusatzliche Abfragen und Datenubermittlungen notwen-
dig sind. AuRRerdem ist dies die schnellstmégliche Ab-
wicklung einer Zulassungsprozedur.

[0020] Alternativ wird als Zulassungsprozedur eine
Umsetzung der anmeldenden MAC-Adresse derart
durchgefiihrt, dass innerhalb des Subnetzwerks der an-
meldenden Kommunikationseinrichtung eine zu den er-
reichbaren MAC-Adressen disjunkte MAC-Adresse zu-
gewiesen wird.

[0021] Hierdurch wird unabhangig von der jedem Ge-
rat global eindeutig zugeordneten MAC-Adresse intern
fur die Subnetzwerke eine nur lokal fur diese Subnetz-
werke glltige MAC-Adresse zugewiesen und so das
Spoofing vermieden, d.h. dass ein MAC-Address-Spoo-
fing negative Auswirkungen auf die Funktion des Mesh-
Subnetzwerks, insbesondere das Routing und Weiterlei-
ten von Daten innerhalb des Mesh-Subnetzwerks, hat.
[0022] Vorzugsweise wird dabei die disjunkte
MAC-Adresse seitens des Subnetzwerks generiert, da
diese Uber die Information der vorhandenen MAC-Adres-
sen verfugt bzw. der in dem lokalen Netzwerk geltenden
Adressen. Dabei ist es auch von Vorteil, dass die dis-
junkte MAC-Adresse aufgrund einer Pseudo-Zufallsfol-
ge insbesondere einer genau einmal erzeugten "Number
Used Once, Nonce" generiert wird.

[0023] Ferner ist es von Vorteil, dass die disjunkte
MAC-Adresse bei einer Weiterbildung zu global insbe-
sondere seitens Organisationen wie gemaf der OUI zu-
gewiesenen MAC-Adressen disjunkt gewahlt wird. Hier-
durch ist gewahrleistet, dass es keine Kollisionen mit glo-
bal zugeordneten MAC-Adressen gibt.

[0024] Vorzugsweise wird dabei das 41. Bit der dis-
junkten MAC-Adresse mit dem Wert 1 belegt, so dass
die lokale Giiltigkeit auf einfache Weise gekennzeichnet
ist.

[0025] Eine weitere vorteilhafte Ausgestaltung der Er-
findung besteht darin, als Zulassungsprozedur seitens
der im Subnetzwerk eine Prufung auf Identitat der an-
meldenden Kommunikationseinrichtung mit der tber die
der anmeldenden MAC-Adresse entsprechenden er-
reichbaren MAC-Adresse bestimmten ersten Kommuni-
kationseinrichtung durchzufiuhren. Hierdurch kann ermit-
telt werden, ob die anmeldende Kommunikationseinrich-
tung eine bereits bekannte Kommunikationseinrichtung
ist, die lediglich einen weiteren Link im Mesh-Netzwerk
aufbauen will, was gemaR Mesh-Architektur auch ge-
wahrleistet werden soll und somit kein Fall von Spoofing,
sondern ein legitimer Anmeldeversuch ist und daher zu-
zulassen ware.

[0026] Dabei ist bei einer Weiterbildung die Identitats-
prufung derart durchzufiihren, dass seitens des Subnetz-
werkes eine erste Prufinformation Uber eine zu der der
anmeldenden MAC-Adresse entsprechenden erreichba-
ren MAC-Adresse bestimmten Kommunikationseinrich-
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tung etablierten Route des Subnetzwerks an die erste
Kommunikationseinrichtung Ubermittelt wird, ferner das
Subnutzwerk an die erste Kommunikationseinrichtung
eine Aufforderung zur Rucksendung der ersten Prufin-
formation Ubermittelt sowie das Subnetzwerk das Ruck-
senden der ersten Prifinformation Uber eine im Rahmen
des Anmeldeversuchs der anmeldenden Station eta-
blierten Route, d.h. Uber den aufzubauenden Link, des
Subnetzwerks erwartet, im Anschluss hieran infolge ei-
nes Ausbleibens des Ricksendens ein Abweisen der an-
meldenden Kommunikationseinrichtung erfolgt bzw. bei
Eintreten des Rucksendens die Korrelation der ersten
Prifinformation mit der zuriickgesandten Prifinformati-
on Uberprift wird und im Falle des Erreichens eines fest-
gelegten Korrelationsgrades insbesondere bei Identitat
von erster Prifinformation zurlickgesandter Prifinforma-
tion die anmeldende Kommunikationseinrichtung als
Station des Subnetzwerks verbunden wird, andernfalls
ebenfalls ein Abweisen der anmeldenden Kommunikati-
onseinrichtung eingeleitet wird.

[0027] Hierdurch wird also ein Senden eines Prifpa-
rameters vom Netzwerk an die bereits angemeldete Sta-
tion Uber die schon vorhandene Route durchgefuhrt und
ein Erwarten, dass dieser Prufparameter Uber die neu
aufzubauende Route zurickgesendet wird, realisiert,
was nur dann erfolgreich abgeschlossen wird, wenn es
sich bei dem Gerat, das sich anmeldet, um das gleiche
Gerat handelt, welches bereits unter der erreichbaren
MAC-Adresse im Netz eingebunden ist.

[0028] Eine weitere Variante der Identitatspriufung er-
folgt derart, dass seitens des Subnetzwerks eine erste
Prifinformation Uber eine im Rahmen des Anmeldever-
suchs der anmeldenden Station etablierte Route des
Subnetzwerks an die erste Kommunikationseinrichtung
Ubermittelt wird, das Subnetzwerk an die erste Kommu-
nikationseinrichtung eine Aufforderung zur Ricksen-
dung der ersten Prifinformation Ubermittelt, das Sub-
netzwerk das Rucksenden der ersten Prifinformation
Uber eine zu der anmeldenden MAC-Adresse entspre-
chenden erreichbaren MAC-Adresse bestimmten Kom-
munikationseinrichtung etablierten Route des Subnetz-
werks erwartet, ferner bei Ausbleiben des Ricksendens
ein Abweisen der anmeldenden Kommunikationseinrich-
tung erfolgt, wahrend bei Eintreten des Ricksendens im
Falle die Korrelation der ersten Prifinformation mit der
zuriickgesandten Prufinformation Uberprift wird, so dass
im Fall des Erreichens eines festgelegten Korrelations-
grades, insbesondere bei Identitét von erster Prifinfor-
mation zu zuriickgesandter Prifinformation die anmel-
dende Kommunikationseinrichtung als Station des Sub-
netzwerks verbunden wird, andernfalls ein Abweisen der
anmeldenden Kommunikationseinrichtung erfolgt. Hier-
bei handelt es sich um eine Variante, bei der der Prif-
parameter vom Netzwerk an die sich gerade anmeldende
Station gesandtwird, wobei die neu aufzubauende Route
hierfur genutzt wird und im Anschluss hieran, das Netz-
werk erwartet, dass der Prufparameter Uber die bereits
vorhandene Route zurickgesandt wird. Auch dies kann
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nur erfolgen, wenn anmeldendes Gerat und bereits er-
reichbares Gerat identisch sind und somit beide Routen
zu ihm fuhren, so dass auch hier eine sichere Verifikation
der Identitat von anmeldender und bereits erreichbarer
Station gewahrleistet ist.

[0029] Vorzugsweise initiert das Subnetzwerk die
Ubertragung der zweiten und/oder dritten Prifinformati-
on oder alternativ hierzu erfolgt die Ubertragung der
zweiten und/oder dritten Prufinformation seitens der an-
meldenden Kommunikationseinrichtung automatisch.
[0030] Eine weitere Variante zur Identitatsprifung be-
steht darin, dass eine seitens der durch die anmeldende
MAC-Adresse entsprechende erreichbare MAC-Adres-
se bestimmten ersten Kommunikationseinrichtung au-
thentisierenden kryptographischen Schlussels insbe-
sondere eines aus einer gemal dem so genannten "Ex-
tensible Authentication Protocol EAP"-Protokoll Netzan-
meldung resultierenden der anmeldenden Kommunika-
tionseinrichtung verfigbaren ersten Sitzungsschliissels
berechnete vierte Priufinformation Uber eine im Rahmen
des Anmeldeversuchs der anmeldenden Station eta-
blierte Route des Subnetzwerks an das Subnetzwerk
ubermittelt wird, ferner seitens des Subnetzwerks unter
Zuhilfenahme eines auf Grundlage eines zweiten durch
die der anmeldenden MAC-Adresse entsprechenden er-
reichbaren MAC-Adresse bestimmten Kommunikations-
einrichtung authentisierenden kryptographischen
Schlissels insbesondere eines aus einer gemalk dem
"Extensible Autentication Protocol EAP"-Protokoll Netz-
anmeldung resultierenden dem Subnetzwerk verfugba-
ren zweiten Sitzungsschlussels die Gultigkeit der vierten
Prufinformation ermittelt wird, bei gegebener Gultigkeit
die anmeldende Kommunikationseinrichtung als Station
des Subnetzwerks verbunden wird, andernfalls ein Ab-
weisen der anmeldenden Kommunikationseinrichtung
erfolgt.

[0031] Alternativ erfolgt die Identitatsprifung derart,
dass seitens der anmeldenden Kommunikationseinrich-
tung auf Grundlage eines ersten die anmeldende Kom-
munikationseinrichtung authentisierenden kryptographi-
schen Schlussels insbesondere eines aus einer gemaf
dem so genannten "Extensible Authentication Protocol
EAP"-Protokoll Netzanmeldung resultierenden der an-
meldenden Kommunikationseinrichtung verfigbaren er-
sten Sitzungsschlissels berechnete funfte Prifinforma-
tion Uber eine zu der der anmeldenden MAC-Adresse
entsprechenden erreichbaren MAC-Adresse bestimm-
ten Kommunikationseinrichtung etablierten Route an das
Subnetzwerk Ubermittelt, ferner seitens des Subnetz-
werks unter Zuhilfenahme eines auf Grundlage eines
zweiten die anmeldende Kommunikationseinrichtung
authentisierenden kryptographischen Schlissels ist ins-
besondere eines aus gemafn dem "Extensible Authenti-
cation Protocol EAP"-Protokoll Netzanmeldung resultie-
renden dem Subnetzwerk verfugbaren zweiten Sitzungs-
schlussels die Gultigkeit der Prufinformation ermittelt
wird, bei gegebener Giltigkeit die anmeldende Kommu-
nikationseinrichtung als Station des Subnetzwerks ver-
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bunden wird, andernfalls ein Abweisen der anmeldenden
Kommunikationseinrichtung erfolgt.

[0032] Durch diese beiden Varianten ist eine beson-
ders sichere Verifikation der Identitat moglich, da dies
auf den jeweiligen Kommunikationseinrichtungen bzw.
den zu ihnen bestehenden und respektive neu aufzubau-
enden Links zugeordneten Verschlusselungsinformatio-
nen erfolgt.

[0033] Dabeiwird vorzugsweise dererste und/oderder
zweite Sitzungsschlissel als gemal dem "Extensible
Authentication Protocol EAP"-Protokoll gebildeten Ma-
ster Session Key, MSK erzeugt, so dass das erfindungs-
gemaRe Verfahren in tUbliche EAP Umgebungen bzw.
auf diese basierend implementiert werden kann.

[0034] Alternativ bzw. ergénzend hierzu kdnnen auch
der erste und/oder der zweite Sitzungsschlissel als ge-
maRk dem "Extensible Authentication Protocol EAP"-Pro-
tokoll gebildeten "Extended Master Session Key, EMSK"
Schlussel erzeugt werden.

[0035] Zur Berechnung der ersten, zweiten, dritten,
vierten und/oder funften Prifinformation eignet sich da-
bei eine Funktion gemal einer kryptographischen
Hash-Funktion, insbesondere der SHA-1, SHA-256 oder
MD5 Hash-Funktion, da hier auf bekannte Routinen zu-
ruckgegriffen werden kann.

[0036] Alternativ bzw. ergadnzend ist es von Vorteil,
wenn zur Berechnung der ersten, zweiten, dritten, vierten
und/oder funften Prifinformation "Keyed Hash-Funktio-
nen", wie insbesondere die EAS-CBC-MAC, HMAC-
SHA1, HMAC-SHC256, HMAC-MD5 verwendet wird,
wobei die HMAC-Funktionen nach RFC2104 definiert
sind.

[0037] Bei einer vorteilhaften Ausgestaltung wird die
Zulassungsprozedur initiiert, wenn die anmeldende
Kommunikationseinrichtung sich als Teilnehmer nach
Art des Mesh beim Subnetzwerk anmeldet, so dass zwi-
schen Mesh-Teilnehmern und Nicht-Mesh-Teilnehmern
unterschieden und entsprechende Varianten des erfin-
dungsgemalen Verfahrens eingesetzt werden kénnen.
[0038] Bei einer weiteren vorteilhaften Ausgestaltung
wird die erste, zweite, dritte, vierte und/oder funfte Pruf-
information als ein insbesondere als Pseudo-Zufallsco-
de, wie beispielsweise ein Nonce-Wert erzeugt.

[0039] Alternativ oder erganzend hierzu wird bei einer
weiteren vorteilhaften Ausgestaltung die erste, zweite,
dritte, vierte und/oder fiinfte Prifinformation als ein aus
einem insbesondere als Pseudo-Zufallscode, wie bei-
spielsweise ein Nonce erzeugten Wert generierter Hash-
Code Ubermittelt. Hierdurch werden eine zusatzliche Si-
cherung sowie ein erhdhter Verifikationsgrad erreicht.
[0040] Bei einer weiteren alternativen bzw. ergéanzen-
den Ausgestaltung wird als die erste, zweite, dritte, vierte
und/oder funfte Prifinformation ein aus einem Betriebs-
parameter der anmeldenden Kommunikationseinrich-
tung und/oder ersten Kommunikationseinrichtung gene-
rierter Hash-Code Ubermittelt. Vorteilhaft dabei ist, dass
auf bekannte Parameter zurtuickgegriffen werden kann,
so dass kein Parameter generiert werden muss und zu-
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gleich besteht aufgrund der engen Kopplung dieser Pa-
rameter mit dem Endgerat eine einfache ldentifikations-
moglichkeit desselben.

[0041] Die der Erfindung zugrunde liegende Aufgabe
wird ferner durch die Anordnung zum Bereitstellen des
drahtlosen lokalen Netzwerks geldst, welches sich durch
Mittel zur Durchfuhrung des Verfahrens auszeichnet.
[0042] Weitere Einzelheiten und Vorteile der Erfindung
sollen ausgehend vom in den Figuren 1 bis 4 dargestell-
ten Stand der Technik anhand von in den Figuren 5 bis
12 dargestellten Ausfuhrungsbeispielen naher erlautert
werden. Dabei zeigt

ein Mesh-Netzwerk Szenario nach dem
Stand der Technik,

ein eigenstandiges Mesh-Netzwerk nach
dem Stand der Technik,

ein Mesh-Netzwerk nach dem Stand der
Technik mit einem Zugangspunkt fur Nicht-
Mesh-Teilnehmerstationen,

ein Szenario einer Mesh-Ownership-Uber-
prufung gemaR dem Stand der Technik,
ein Ablaufdiagramm eines Ausfuhrungsbei-
spiels der Erfindung,

ein Nachrichtenflussdiagramm zu einer er-
sten Variante zur erfindungsgemaien
Mesh-Ownership-Uberpriifung,

ein Nachrichtenflussdiagramm zu einer
zweiten Variante zur erfindungsgemafien
Mesh-Ownership-Uberpriifung,

ein Nachrichtenflussdiagramm zu einer drit-
ten Variante zur erfindungsgemafien Mesh-
Ownership-Uberpriifung,

ein Szenario mit Uber Mesh-Zugangspunkte
angeschlossenen Nicht-Mesh-Teilnehmer-
stationen nach dem Stand der Technik,

ein MAC-Datenframe gemaR dem Stand der
Technik,

ein Ablaufdiagramm einer Weiterleitung von
Mesh-Datenframes gemall dem Stand der
Technik,

ein Ablaufdiagramm mit erfindungsgemaer
Adressumsetzung ausgehend von den Sze-
narien gemal dem Stand der Technik.

Figur 1
Figur 2

Figur 3

Figur 4
Figur 5

Figur 6
Figur 7
Figur 8
Figur 9

Figur 10

Figur 11

Figur 12

[0043] Ausgehend von den in den Figuren 1 bis 4 dar-
gestellten Szenarien und den sich ergebenden Proble-
men greift die Erfindung vorteilhaft ein und 16st die ge-
nannten Probleme fir ein Mesh-Netzwerk, wie in dem
Ausfiihrungsbeispiel gemal Figur 5 anhand eines das
Ausflihrungsbeispiel aufzeigenden Ablaufdiagramms
dargestellt.

[0044] Dabeigehtdie erfindungsgeman ausgestaltete
Verfahrensweise ausgehend von einem ersten Schritt
S1, welcher einen Ausgangszustand START wiedergibt,
nach Erhalt eines Ereignisses, namlich dem Empfang
einer Anmeldeaufforderung einer Teilnehmerstation un-
ter Verwendung der MAC-Adresse MA an einem Mesh-
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Netzwerk in einem zweiten Schritt S2 Uberin einen dritten
Schritt S3, bei dem geprift wird, ob bereits eine Station
mit der Ubertragenen MAC-Adresse MA bereits in dem
Mesh-Netzwerk angemeldet ist.

[0045] Diesein einem vierten Schritt S4 durchgefuhrte
Uberprifung fiihrt, falls es sich um eine bereits angemel-
dete erreichbare MAC-Adresse MA handelt, in eine wei-
tere Abfrage in einem finften Schritt S5, bei dem geprift
wird, ob die anmeldende Teilnehmerstation ein Mesh-
Knoten, d.h. ein Mesh-Teilnehmer oder eine Nicht-Mesh-
Station ist. Dabei erfolgt in einem sechsten Schritt S6
eine Zurickweisung der Anmeldeanforderung, soweit es
sich um eine Nicht-Mesh-Station handelt. Anderenfalls,
d.h. im Falle, dass es ein Mesh-Knoten ist, erfolgt in ei-
nem achten Schritt S8 eine Uberpriifung im Sinne einer
MAC Address Ownership-Uberpriifung fiir anmeldende
Teilnehmerstation und MAC-Adresse MA. Bei dieser
MAC Address Ownership-Uberpriifung wird tberpriift,
ob die Teilnehmerstation berechtigt ist, die Ubertragene
MAC-Adresse MA zu verwenden.

[0046] Ergibtdie Abfrage, dass das Ergebnis der MAC
Address Ownership-Uberprufung OK ist, d.h., wenn es
sich um eine bereits angemeldete Teilnehmerstation
handelt, erfolgt in einem zehnten Schritt S10 ein Akzep-
tieren der Anmeldeaufforderung und die Teilnehmersta-
tion kann diesen Link aufbauen. Anderenfalls erfolgt wie-
derum eine gemal dem sechsten Schritt S6 durchge-
fuhrte Zurickweisung der Anmeldeaufforderung, so
dass das erfindungsgemaéafe Verfahren in einem siebten
Schritt 87 in einen Endzustand kehrt.

[0047] Ein Kern der Erfindung ist also, dass bei einem
Netzwerkzugang eines Teilnehmers unter Verwendung
einer MAC-Adresse zu einem Mesh-Netzwerk durch das
Mesh-Netzwerk Uberprift wird, ob bereits ein Teilneh-
merknoten mit der von dem anmeldenden Teilnehmer
verwendeten MAC-Adresse angemeldet ist und somitin
diesem Netz erreichbar ist, wobei fur den Fall, dass die
MAC-Adresse in diesem Netzwerk noch nicht erreichbar
ist, der anmeldende Teilnehmer akzeptiert wird, jedoch
im Fall, dass ein Teilnehmer mit der MAC-Adresse er-
reichbar ist, in der oben beschriebenen Art reagiert wird.
[0048] Dabei existieren auch Alternativen zu der oben
beschriebenen Zulassungsprozedur. Eine ware bei-
spielsweise, dass bei Detektion im vierten Schritt S4,
dass es sich um eine bereits erreichbare MAC-Adresse
handelt, sofort eine Abweisung des anmeldenden Teil-
nehmers erfolgt.

[0049] Eine weitere Alternative bzw. Erganzung zu
dem erlauterten Vorgehen im Rahmen der Zulassungs-
prozedur besteht darin, eine MAC Address Translation,
d.h. eine Ersetzung von MAC-Adressen, durchzufuhren,
ahnlich wie sie beispielsweise auch bei der so genannten
Network Address Translation von IP Adressen zur Um-
setzung privater IP Adressen in 6ffentliche IP Adressen
bekannt ist. Dabei wird jedoch jeweils eine erste MAC-
Adresse in eine ihr zugeordnete zweite MAC-Adresse
umgesetzt, wogegen bei einer Network Address Trans-
lation eine Umsetzung mehrerer privater IP Adressen auf
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die gleiche offentliche IP-Adresse umgesetzt werden.
[0050] Erfindungsgemanl wirde dabei die von der an-
meldenden Teilnehmerstation angegebene MAC-Adres-
se bezuglich der Kommunikation innerhalb des Netz-
werks durch eine freie MAC-Adresse ersetzt werden, wo-
bei freie MAC-Adresse bedeutet, dass es sich um eine
aktuell innerhalb des betreffenden Netzes nicht verwen-
deten MAC-Adresse handelt, sie also disjunkt ist zu den
erreichbaren MAC-Adressen.

[0051] Dabei kann die ersetzende Adresse durch
Pseudo-Zufallscodes generiert werden, wobei dies vor-
zugsweise auf einem MAC-Adressbereich beschrankt
ist, bei welchem es sich nicht um einen gemal OUI be-
stimmten Organisationen zugewiesenen Adressen han-
delt.

[0052] Dies lasst sich beispielsweise dadurch sicher-
stellen, dass das 41. Bit, das so genannte "U/L" fur Uni-
versal/Local Bit der MAC-Adresse den Wert 1 hat, so
dass diese MAC-Adresse eben nicht global eindeutig ist,
sondern lokal administriert wird und somit auch nur dort
eindeutig ist. Der Effekt ist dann der, dass einem anmel-
denden Teilnehmer mit einer externen mehrdeutigen
MAC-Adresse dadurch eindeutig eine intern eindeutige
zugewiesen wird.

[0053] Firdieindem Ablaufdiagramm genannte Uber-
prifung des MAC Address Ownership bestehen einige
Implementierungsvarianten, die im Folgenden naher er-
lautert werden sollen.

[0054] Der grundsatzliche Kerngedanke der MAC
Address Ownership-Uberpriifung ist, dass die sich an-
meldende Station die Kenntnis eines MAC Ow-
nership-Priufparameters bei der Anmeldung nachweisen
muss. Die Bedingung, die dabei eine Identitatsuberpri-
fung ermoglicht, ist, dass der Priufparameter nur dersel-
ben Station bekannt ist, die bereits angemeldet und er-
reichbar ist.

[0055] Dabei kann dieser Prifparameter eine pseu-
do-zufallig generierte Zahl sein, eine so genannte Nonce
oder ein kryptographischer Wert, d.h. ein Wert, der mit
Hilfe kryptographischer Verfahren und eines Schlussels
berechnet wurde oder ein anderer bekannter Parameter,
wie beispielsweise eine Seriennummer oder ein Zahler-
wert sein.

[0056] Wenn nundie anmeldende Station die Kenntnis
dieses Prifparameters nachweist, wird sie akzeptiert.
Dabei wird vorzugsweise dieser Nachweis durch Uber-
tragung des Prufparameters auf mindestens zwei ver-
schiedenen Routen gefuhrt. Eine Route ist dabei immer
die gerade neu aufzubauende, wahrend die andere aus
den schon vorhandenen frei wahlbar ist.

[0057] Implementierungsvarianten ergeben sich dabei
aus unterschiedlichen Ablaufen des Nachweises, die
moglich sind.

[0058] Beispielsweise kann ein Ablauf derart erfolgen,
dass der Prifparameter vom Netzwerk an die bereits an-
gemeldete Station Uber die schon vorhandene Route ge-
sendet wird und im Anschluss hieran vom Netzwerk er-
wartet wird, dass der Priifparameter Uber die neu aufzu-
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bauende Route zuriickgesandt wird. Hierdurch ist also
sichergestellt, dass anmeldende und bereits angemel-
dete Stationen identisch sind und lediglich die anmelden-
de Station eine weitere Route aufbauen will, wie es ge-
maRk Mesh-Architektur grundsatzlich méglich ist, denn
nur, wenn es sich um ein und dieselbe Station handelt,
ist ein Rucksenden des Prufparameters Uber die neu auf-
zubauende Route moglich. Ein Angreifer wiirde diese
Information nicht besitzen.
[0059] Eine Variante hierzu besteht darin, dass der
Prifparameter vom Netzwerk an die sich gerade anmel-
dende Station Uber die neu aufzubauende Route gesandt
wird und im Anschluss hieran, das Rucksenden des Prif-
parameters Uber die bereits vorhandene Route erwartet
wird. Dies ist also im Grunde lediglich eine Umkehrung
der Ubertragungsrichtungen.
[0060] Eine weitere Variante besteht darin, dass der
Prifparameter, wie z.B. die oben genannte pseudo-zu-
fallig generierte Zufallszahl bzw. Nonce von der Station,
die sich anmeldet, an das Netzwerk Uber die genannten
zwei Routen, ndmlich zum einen die neu aufzubauende
und zum anderen die Uber eine schon vorher vorhandene
Route an das Netzwerk Ubertragen wird. Das Netzwerk
muss dann lediglich die Gleichheit der beiden Uber die
verschiedenen Routen eingegangenen Parameter pri-
fen und im einfachsten Fall bei Identitat bzw. bei einem
hohen MaR an Korrelation der Prifparameter entspre-
chend die anmeldende Station zulassen und bei Un-
gleichheit abweisen. Initiiert werden kann dabei das Sen-
den durch die beteiligten Stationen ausgeldst werden
oder aber es erfolgt ein Abfragen des Prufparameters
initiiert von der Netzwerkseite Uber die genannten zwei
verschiedenen Routen.
[0061] Eine weitere Moglichkeitbestehtdarin, dassein
Prifparameter unter Verwendung eines kryptographi-
schen Schlissels durch die sich gerade anmeldende
Station erfolgt. Dies kann beispielsweise auf Grundlage
eines aus einer EAP basierten Netzanmeldung resultie-
renden Master Session Key MSK erfolgen. Nach Berech-
nen erfolgt dann ein Senden des Prufparameters Uber
die bereits vorhandene Route an das Netzwerk, welches
zum Quercheck unter Nutzung desselben Schlissels ei-
gens einen Prifparameter berechnet und ihn mit dem
empfangenen auf Identitat prift.

[0062] Analog hierzu kann die angemeldete Station

Prifparameter auf Grundlage des ihm zugeordneten

kryptographischen Schlussels berechnen und ihn uber

die gerade aufzubauende Route an das Netzwerk sen-
den.

[0063] Kern der Ownership-Uberpriifung ist daher

- Senden des Priufparameters,

- Senden eines aus dem Prifparameter abgeleiteten
Werts, wie beispielsweise den Hash-Wert des Prif-
parameters oder des Eingabewertes einer
Hash-Funktion, die den Prifparameter als Resultat
liefert, wie beispielsweise SHA-1, SHA-256 oder
MD5,
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- Verwenden des Prifparameters als Input zur Be-
rechnung einer kryptographischen Prifsumme, dem
so genannten Message Authentication Code, wie
beispielsweise = HMAC-SHA1, HMAC-SHA2586,
HMAC-MD5 oder AES-CPC-MAC, und Senden des
Resultats.

[0064] Die beiden ersten Varianten der Nachweisab-
laufe, d.h. ein Abweisen bzw. eine MAC-Adressumset-
zung sind dabei dann von Vorteil, wenn bekannt ist, dass
sich ein Teilnehmer nur einmal an diesem Netzwerk an-
melden kann bzw. soll, wie beispielsweise es bei her-
kommlichen WLAN-Stationen der Fall ist, wahrend die
dritte Variante, also die Ownership-Uberpriifung dann
sinnvoll eingesetzt werden kann, wenn ein Teilnehmer
legitim mehrere Zugangslinks zu diesem Netzwerk auf-
rechterhalten kann, wie es beispielsweise fur Mesh-Kno-
ten innerhalb eines Mesh-Netzwerkes zugelassen ist.
[0065] Daher sieht auch eine Weiterbildung vor, dass
unterschiedliche Arten von Teilnehmern unterschieden
werden, fur oben genannten Fall beispielsweise konkret
zwischen Mesh-Teilnehmern und Nicht-Mesh-Teilneh-
mern, wobei einer Teilnehmerstation freigestellt ist, sich
als Mesh-Teilnehmer oder Nicht-Mesh-Teilnehmer am
Netzwerk anzumelden und wobei die Uberpriifung dann
derart durchgefuhrt wird, dass fur den Fall, dass er sich
als Nicht-Mesh-Teilnehmer anmeldet, erfindungsgeman
Uberprift wird, dass auch kein anderer Teilnehmer mit
der gleichen MAC-Adresse als Mesh-Teilnehmer am
Netzwerk angemeldet ist. Auch kann Uberpruft werden,
dass kein anderer Teilnehmer mit der gleichen MAC-
Adresse als Nicht-Mesh-Teilnehmer am Netzwerk be-
reits angemeldet ist.

[0066] InFigur6isteine detailliertere Darstellung einer
ersten Variante der Ownership-Uberpriifung in Form ei-
nes Nachrichtenflussdiagramms dargestelit.

[0067] Zu erkennen ist der Nachrichtenfluss zwischen
einer sich anmeldenden Station MP-A, welche die
MAC-Adresse MACA aufweist, an einem Mesh-Netz-
werk, welches zumindest aus den Mesh-Knoten MP-1
und MP-2 besteht, wobei eine erste Station MP-1 eine
erste MAC-Adresse MAC1 aufweist und die zweite Sta-
tion MP-2 eine zweite MAC-Adresse MAC2 zu eigen hat.
[0068] EingemaR der Erfindung ergebender moglicher
Nachrichtenablauf sich wie folgt darstellt.

[0069] Zu einem ersten Zeitpunkt T1.1 sendet die an-
meldende Station MP-A eine Anmeldeanforderung zum
Aufbau eines Links an einen Mesh-Knoten des Mesh-
Netzwerks, in dem gewahlten Beispiel eine zweite Sta-
tion MP-2.

[0070] Hierauf wird zu einem Zeitpunkt T1.2 durch
MP-2 gepriift, ob die MAC-Adresse der anmeldenden
Station MACA bereits im Mesh-Netzwerk erreichbar ist,
d.h. ob bereits ein Knoten mitdieser Adresse angemeldet
ist. Beidem dargestellten Beispiel sollangenommen wer-
den, dass dies der Fall ist. Dabei konnte eine Uberpru-
fung auf Vorhandensein einer bereits bestehenden er-
reichbaren Adresse dadurch erfolgen, dass die zweite
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Station MP-2 seine Routingtabellen nach einem Eintrag
fur die Anmelde-MAC-Adresse MACA durchsucht, oder
es erfolgt durch eine so genannte Route Request Nach-
richt, die vorzugsweise mit einem Destination Only "Flag"
fur den Knoten mit der anmeldenden MAC-Adresse MA-
CA ausgesendet wird, um eine eventuell vorhandene
Route durch das Mesh-Netzwerk zu ermitteln.

[0071] Da hier im vorliegenden Fall die Anmel-
de-MAC-Adresse MACA bereits eine im Mesh-Netzwerk
erreichbare Adresse darstellt, sendet die zweite Kommu-
nikationseinrichtung MP-2 zu einem Zeitpunkt T1.3 eine
Fehlernachricht an die anmeldende Station MP-A zu-
ruck, welche angibt, dass ein MAC Address Ownership-
Nachweis MAO erforderlich ist, wobei diese Nachricht
optional ist.

[0072] Fernerwirdzueinem vierten Zeitpunkt T1.4 sei-
tens der zweiten Kommunikationseinrichtung MP-2 ein
Prifparameter N, beispielsweise eine Pseudo-Zufalls-
zahl erzeugt und gespeichert optional mit weiteren Da-
ten, insbesondere der MAC-Adresse MACA der anmel-
denden Station MP-A, um diese dann anschlieRend fur
den Ownership-Nachweis derart zu verwenden, dass die
zweite Kommunikationseinrichtung MP-2 tUber eine erste
Kommunikationseinrichtung MP-1 an die anmeldende
Station MP-A diesen Prifparameter als Nachricht sen-
det, wobei diese Nachricht zuerst an die erste Kommu-
nikationseinrichtung MP-1 gesandtwird, welche sie dann
an die anmeldende Station MP-A weiterleitet.

[0073] Neben dem Prifparameter N enthalt diese
Nachricht dabei auch als Adressinformation die
MAC-Adressen von der zweiten Kommunikationsein-
richtung MP-2 und deranmeldenden Station MP-A, damit
auch, falls die Nachricht iber mehrere Zwischenknoten
weitergeleitet wird, dennoch erfolgreich bei der anmel-
denden Station MP-A eintrifft.

[0074] Nach Erhalt dieser Nachricht wird zu einem
funften Zeitpunkt T1.5 seitens der anmeldenden Kom-
munikationseinrichtung MP-A erneut eine Anmeldean-
forderung zum Aufbau eines Links an die zweite Kom-
munikationseinrichtung MP-2 versandt, wobei diese im
Gegensatz zu der zum ersten Zeitpunkt T1.1 versandten
Aufforderung auch den Prifparameter N enthalt.
[0075] Hieraufkanndannzueinem sechsten Zeitpunkt
T1.6 durch die zweite Kommunikationseinrichtung MP-2
der von der anmeldenden Station MP-A gesendete Prif-
parameter N dahingehend uberprift werden, ob er mit
dem gespeicherten ubereinstimmt, welches in dem dar-
stellten Szenario der Fall sein soll, so dass zu einem
siebten Zeitpunkt T1.7 die zweite Kommunikationsein-
richtung MP-2 an die anmeldende Kommunikationsein-
richtung MP-A eine OK-Nachricht zur Bestétigung sen-
det und somit die anmeldende Station MP-A als Teilneh-
merstation des Netzwerks zugelassen wird.

[0076] In Figur 7 ist nun eine weitere Variante darge-
stellt, bei der die alternative Realisierung des Nachweis-
ablaufs darin besteht, dass die anmeldende Station
MP-A selbst einen Prufparameter N generiert, der von
der zweiten Kommunikationseinrichtung MP-2 Uber den
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vorhandenen Link Uber die erste Kommunikationsein-
richtung MP-1 abgefragt wird. Bei dem dargestellten
Nachrichtenablaufdiagramm startet zu einem ersten
Zeitpunkt T2.1 der Nachweisablauf derart, dass die an-
meldende Station MP-A zunachst wie ublich eine Anmel-
deanforderung zum Aufbau eines Links an die zweite
Kommunikationseinrichtung MP-2 sendet.

[0077] Daraufhin prift zu einem zweiten Zeitpunkt
T2.2 die zweite Kommunikationseinrichtung MP-2, ob die
MAC-Adresse, welche seitens der anmeldenden Kom-
munikationseinrichtung MP-A Ubertragen worden ist,
d.h. die Anmeldeadresse MACA bereits im Mesh-Netz-
werk erreichbar ist, d.h. ein Knoten mit dieser MAC-
Adresse angemeldetist. Auchin diesem Beispiel soll dies
angenommen werden, wobei die UberprUfu ng, wie unter
Figur 6 beschrieben, erfolgen kdnnte. Auch bei dieser
Variante wird zu einem dritten Zeitpunkt T2.3 seitens der
zweiten Kommunikationseinrichtung MP-2 eine Fehler-
nachricht an die anmeldende Kommunikationseinrich-
tung MP-A zurtickgesandt, welche angibt, dass ein MAC
Address Ownership-Nachweis MAO erforderlich ist, so
dannin Abweichung zu der oben beschriebenen Variante
die anmeldende Station MP-A selbst einen Prifparame-
ter N erzeugt, wie beispielsweise eine Pseudo-Zufalls-
zahl und diese speichert. Um nun der zweiten Kommu-
nikationseinrichtung MP-2 die Uberpriifung zu ermdgli-
chen, sendet die anmeldende Station MP-A Uber die er-
ste Kommunikationseinrichtung MP-1 an die zweite
Kommunikationseinrichtung MP-2 eine Nachricht, wobei
diese zuerst an die erste Kommunikationseinrichtung
MP-1 gesendet wird, welche sie dann an die zweite Kom-
munikationseinrichtung MP-2 weiterleitet und den Prif-
parameter N, welcher durch die anmeldende Kommuni-
kationseinrichtung MP-A erzeugt worden ist, enthalt. Die
Kommunikationseinrichtung speichert den empfange-
nen Prifparameter N und optional weitere Daten, insbe-
sondere die MAC-Adresse MACA der anmeldenden Sta-
tion MP-A.

[0078] Zu einem funften Zeitpunkt T2.5 sendet die an-
meldende Kommunikationseinrichtung daraufhin erneut
eine Anmeldeanforderung zum Aufbau eines Links an
die zweite Kommunikationseinrichtung MP-2, wobei die-
se im Gegensatz zu der zum ersten Zeitpunkt T2.1 ver-
sandten Nachricht auch den Prifparameter N enthalt.
[0079] Daraufhin erfolgt zu einem sechsten Zeitpunkt
T2.6, nachdem die zweite Kommunikationseinrichtung
MP-2 die Nachricht von der anmeldenden Kommunika-
tionseinrichtung MP-A erhalten hat, eine Uberpriifung
durch die zweite Kommunikationseinrichtung MP-2 da-
hingehend, ob der von der anmeldenden Kommunikati-
onseinrichtung MP-A gesendete Prifparameter mit dem
Uber die erste Kommunikationseinrichtung MP-1 emp-
fangenen Prifparameter Ubereinstimmt, was in diesem
Beispiel angenommen wird, so dass zu einem siebten
Zeitpunkt T2.7 die zweite Kommunikationseinrichtung
MP-2 an die anmeldende Kommunikationseinrichtung
MP-A eine OK-Nachricht zur Bestatigung sendet und die-
se Teilnehmerstation dem Netzwerk zuldsst.
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[0080] Eine Alternative hierzu ware seitens der anmel-
denden Kommunikationseinrichtung MP-A bereits bei
der ersten Anmeldung einen Prifparameter in die Nach-
richt einzufiigen, was zu einem fast identischen Ablauf
fuhren wurde, der sich nur dahingehend unterscheidet,
dass die ersten beiden Nachrichten entfallen.

[0081] Beiden Prufparametern kann es sich dabeiins-
besondere um pseudo-zuféllig generierte Zufallszahlen
(Nonce) handeln.

[0082] In Figur 8 ist eine weitere Variante dargestellt
und am Beispiel eines Nachrichtenflussdiagramms er-
lautert, bei dem auf das Erzeugen eines Prufparameters
verzichtet wird und stattdessen auf einen seitens der an-
meldenden Station MP-A vorhandenen Information, d.h.
Parameter, zuruckgegriffen wird, welcher seitens der
zweiten Kommunikationseinrichtung MP-2 Uber beide
Routen, d.h. einmal Uber die neu aufzubauende Route
sowie Uber die bereits bestehende abgefragt wird.
[0083] Dabei ist ein Vorteil dieser Variante, dass be-
liebige Parameter abgefragt werden kénnen, so dass da-
durch eine Uberprifung erméglicht wird, bei der die tb-
liche Anmeldeprozedur selbst nicht geandert werden
muss. Es genugt lediglich, wenn der anmeldenden Kom-
munikationseinrichtung MP-A zugeordnete Parameter-
werte abfragbar sind.

[0084] Dabeikann es sich bei diesen Parametern ins-
besondere um Seriennummern der anmeldenden Kom-
munikationseinrichtung MP-A, den Typ, das Modell, die
Softwareversion der genannten Kommunikationseinrich-
tung handeln, ferner kann es sich auch um Zahlerwerte
der anmeldenden Kommunikationseinrichtung MP-A
handeln, wie beispielsweise Paketzahler, Sequenznum-
mernzahler von Routing-Nachrichten, die spezielle Rou-
te Request Sequence Number der anmeldenden Kom-
munikationseinrichtung MP-A, d.h. es werden an ihm
zwei Route Request-Anfragen Uber die beiden genann-
ten Routen gestellt, auf die er mit der jeweils passenden,
d.h. eng beieinander liegenden Sequenznummer ant-
worten muss, wobei darauf zu achten ware, dass bei der
uber den neu aufzubauenden Link bzw. die Route Uber-
tragene Route Request, d.h. derjenige keine Angaben
Uber die "Destination Sequence Number" erfolgen, da
ansonsten ein eventueller Angreifer-Knoten den aktuel-
len und damit erwarteten Wert lernen wirde.

[0085] Bei der anschlieRenden Uberpriifung wiirde
dann getestet, ob die Werte identisch sind bzw. ob die
Zahlerwerte, welche unterschiedlich sein kdbnnen, da die
Abfragen ja auch zu unterschiedlichen Zeitpunkten statt-
finden, hinreichend nah beieinander liegen. Hierzu wére
beispielsweise ein Schwellwertvergleich zu bevorzugen.
[0086] Die Nachrichten flieRen dabei wie folgt.
[0087] Zu einem ersten Zeitpunkt T3.1 wird die be-
kannte Anmeldeanforderung seitens der anmeldenden
Kommunikationseinrichtung MP-A, welche die Anmelde-
adresse MACA enthalt, an die zweite Kommunikations-
einrichtung MP-2 gesandt, worauf diese pruft, ob die
ubertragene Anmeldeadresse MACA bereits im Mesh-
Netzwerk erreichbar ist und zu einem dritten Zeitpunkt
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T3.3 eine Anfrage nach beliebigen Parametern an die
anmeldende Station MP-A versendet, worauf die anmel-
dende Station MP-A hierauf die entsprechenden Para-
meter an die zweite Kommunikationseinrichtung MP-2
sendet, welche diese dann zu einem finften Zeitpunkt
T3.5 speichert und zu einem sechsten Zeitpunkt T3.6
eine Abfrage der gleichen Parameter Uber die erste Kom-
munikationseinrichtung MP-1 an die anmeldende Kom-
munikationseinrichtung MP-A versendet, woraufhin die
anmeldende Kommunikationseinrichtung MP-A die ge-
forderten Parameter Uber die erste Kommunikationsein-
richtung MP-1 an die zweite Kommunikationseinrichtung
MP-2 Ubertragt, so dass zu einem achten Zeitpunkt T3.8
die zweite Kommunikationseinrichtung MP-2 eine OK-
Nachricht an die anmeldende Station MP-A Ubertragen
kann und somit eine Zulassung dieser Station zum Netz-
werk erfolgt.

[0088] Eine Alternative hierzu besteht darin, den Link
gewissermalen unter Vorbehalt aufzubauen. D.h. die
OK-Nachricht wirde direkt nach der Anmeldeanforde-
rung gesendet und danach in einer Vorbehaltsphase die
Prufungen, wie oben dargestellt, durchgefihrt, so dass,
falls die Uberpriifung negativ ausféllt, der direkte Link
wieder abgebaut wird. Dabei wird vorzugsweise der di-
rekte Link zwischen der anmeldenden Station MP-A und
der zweiten Kommunikationseinrichtung MP-2 von der
zweiten Kommunikationseinrichtung MP-2 fir das Rou-
ting erst dann als Vorhanden behandelt, wenn die Uber-
prufung erfolgreich durchgefuhrt ist, d.h. nach der Vor-
behaltsphase.

[0089] In Figur 9 ist nun ein Szenario dargestellt, bei
dem durch das Mesh-Netzwerk, d.h. durch einen der
Mesh Access Points MAP bei der Anmeldung eines Kno-
tens als Nicht-Teilnehmer, d.h. beispielsweise als eine
WLAN-Station STA an einem Mesh Access Point MAP
geprift wird, ob bereits innerhalb des Mesh-Netzes ein
Mesh-Knoten angemeldet ist, der die gleiche MAC-
Adresse verwendet, wie die anmeldende Station, wel-
cher sich als Nicht-Mesh-Teilnehmer anmeldet.

[0090] Das besondere an diesem dargestellten Bei-
spiel ist, dass nur die MAC-Adresse eines Knotens bei
einer Anmeldung einer Station als Nicht-Mesh-Teilneh-
mer geprift wird und nur eine Prifung gegenuber den-
jenigen MAC-Adressen stattfindet, die zu einem Mesh-
Knoten gehdren, also einem Teilnehmer, der als Mesh-
Teilnehmer angemeldet ist.

[0091] Hierdurch wird gewahrleistet, dass kein
Nicht-Mesh-Teilnehmer die MAC-Adresse eines
Mesh-Knotens verwendet bzw. mit dieser MAC-Adresse
innerhalb des Mesh-Netzwerkes sichtbar ist. Dabei ist
erkennbar, dass ein Knoten kein Mesh-Teilnehmer ist,
durch einen Eintrag in einer Tabelle mit einem gesetzten
Flag, welches als "isProxied" (s. IEEE 802.11s D0.02
Abschnitt 11A.3.5.2 MP Proxy Table) bekannt ist, woge-
gen ein Mesh-Knoten, welcher zu einem Mesh-Teilneh-
mer gehort, in der Tabelle mit einem entsprechend nicht
gesetzten Flag erfasst ware.

[0092] ErfindungsgemaR koénnten dabei folgende

Samsung Ex. 1004, Page 215 of 553



17 EP 2 055 072 B1 18

MaRnahmen ergriffen werden, wenn die
Nicht-Mesh-Teilnehmerstation eine Adresse aufweist,
welche gleich ist zu einer Mesh-Teilnehmerstation und
zwar wurde entweder die Anmeldung der entsprechen-
den Nicht-Mesh-Station abgewiesen oder die von der
Nicht-Mesh-Station verwendete MAC-Adresse wird in ei-
ne freie MAC-Adresse Ubersetzt MAC Address Transla-
tion.

[0093] Dabeikdnnte in einer Variante die Prifung der-
art erfolgen, dass ermittelt wird, ob die MAC-Adresse be-
reits in Benutzung ist, sowohl gegentber Mesh-Teilneh-
mern wie gegenuber Nicht-Mesh-Teilnehmern, d.h. es
wird gepruft, ob irgendein Knoten MP, MAP, STA unter
dieser MAC-Adresse erreichbar ist.

[0094] Diese Variante ist insbesondere dann vorteil-
haft, wenn keine Information verfugbar ist, ob ein Knoten
mit einer bestimmten MAC-Adresse am Mesh-Routing
selbst teilnimmt.

[0095] Die MAC-Adressumsetzung MAC Address
Translation soll ausgehend von der Figur 10und 11 naher
erlautert werden.

[0096] Dabei zeigt Figur 10 den Aufbau eines nach
IEEE 802.11 definierten MAC Frames, der gemafl dem
Standard bis zu vier Adressfelder, so genannte
MAC-Adressen, enthalten kann (vgl. auch IEEE 802.11
Abschnitt 7.2).

[0097] Dabei kann es sich um die

- so genannte Source Address SA,

- Destination Address DA,

- Transmitting Station Address TA

- oder so genannte Receiving Station Address RA

handeln.

[0098] Source Address SA bezeichnet dabei die
Adresse des urspringlichen Senders, wahrend die De-
stination Address DA die Adresse des endgultigen Emp-
fangerknotens angibt.

[0099] Im Allgemeinen werden jedoch innerhalb eines
Mesh-Netzwerks Frames Uber mehrere Zwischenknoten
weitergeleitet, so dass dafur die Adressfelder Transmit-
ting Station Address TA und Receiving Station Address
RA verwendet werden.

[0100] Dabei ist die Transmitting Station Address TA
und die Receiving Station Address RA immer in diesem
Frame enthalten, wahrend die Source Address SA und
die Destination Address DA nur dann befullt sind, wenn
sie bendtigt werden, d.h. unterschiedlich zu der Trans-
mitting Station Address TA oder der Receiving Station
Address RA sind.

[0101] Daneben enthalt das Data Frame prinzipiell
auch noch ein Feld fir Nutzdaten DATA sowie ein Feld
mit der Prifsumme FCS.

[0102] Weitere furdie Erlauterung nichtrelevante Hea-
der-Felder, wie Frame Control, Duration/ID oder Se-
quence Control sind dabei zur Vereinfachung nicht dar-
gestellt worden.

[0103] Figur 11 verdeutlicht dabei den Einsatz dieser
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10

MAC Frames, wobei die jeweilige Beflillung selbst erkla-
rend ist.

[0104] InFigur 12istschlieBlich, von diesem Stand der
Technik ausgehend, die erfindungsgemaie Umsetzung
der MAC-Adresse fur den Fall einer bereits verwendeten
bzw. erreichbaren Adresse dargestelit.

[0105] Zu erkennen ist, dass seitens eines MAC Ac-
cess Points MAP-1 eine Umsetzung der MAC-Adresse
M-S einer Nicht-Mesh-Teilnehmerstation STA in eine in-
nerhalb des Mesh-Netzes nicht verwendete, z.B. pseu-
do-zuféllig erzeugte MAC-Adresse M-R, mit"R" wie Ran-
dom.

[0106] Die Umsetzung ist daher auch als Ersetzen der
von der Nicht-Mesh-Teilnehmerstation STA angegebe-
nen MAC-Adresse M-S zu werten, wobei von den Nicht-
Mesh-Teilnehmerknoten STAkommenden MAC Frames
die Umsetzung lediglich die Transmitter Address TA, wel-
che identisch zur Source Address SA ist, betrifft und bei
an den Nicht-Mesh-Teilnehmerknoten STA gerichteten
MAC Frames die Receiver Address RA, welche identisch
zur Destination Address DA ist.

[0107] Dargestellt ist auch die Zuordnungstabelle in
dem Mesh Access Point, uUber welchen die
Nicht-Mesh-Teilnehmerstation STA sich anmeldet. Zu
erkennen ist dabei, dass diese Eintrage enthalt, mit der
jeweils aufeinander abzubildende Mesh-Netz-externe
MAC-Adressen (MAC EXT) zugeordnet zu den Mesh-
Netz-internen MAC-Adressen (MAC INT) gespeichert
sind.

[0108] Eine Variante hierbei ist, dass die genannte
MAC-Adressumsetzung bzw. Translation stets stattfin-
det, d.h. unabhangig davon, ob die angegebene
MAC-Adresse schon erreichbar ist oder nicht.

Patentanspriiche

1. Verfahren zum Bereitstellen eines drahtlosen loka-
len Netzwerks, bei dem nach dem IEEE 802.11 Stan-
dard und seinen Derivaten, insbesondere IEEE
802.15 oder IEEE 802-16, ausgestaltete stationare
Kommunikationseinrichtungen, AP, sowie mobile
Kommunikationseinrichtungen (MAP, MP) nach Art
des Mesh als Subnetzwerk verbunden sind, wobei
alle mobilen Kommunikationseinrichtungen (MAP,
MP), die zu einem aus MESH-Knoten (MAP, MP)
gebildeten Subnetzwerk (MESH) gehoren, die
MESH-Teilnehmer bilden und wobei eine nicht-
MESH-fahige mobile Kanmunikatior-seinrichtung
(STA), wie beispielsweise eine WLAN-Station, als
Nicht-MESH-Teilnehmer sich an diesem SubNetz-
werk (MESH) anmelden kann, wobei

a) seitens einer sich als Nicht-MESH-Teilneh-
mer bei diesem Subnetzwerk (MESH) anmel-
denden nicht-MESH-fahigen mobilen Kommu-
nikationseinrichtung (MP-A) dem Subnetzwerk
(MESH) eine anmeldenden MAC-Adresse (MA-
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CA) Ubermittelt wird,

b) eine Uberpriifung derart durchgefiihrt wird,
dass die anmeldende MAC-Adresse (MAC-A)
mitdeninnerhalb des Subnetzwerks (MESH) er-
reichbaren MAC-Adressen (MAC1, MAC2) ver-
glichen wird, wobei in der Uberpriifung eine
Route Request Nachricht mit einem Destination
Only Flag fur die Kommunikationseinrichtung
mit der anmeldenden MAC-Adresse ausgesen-
det wird,

c) im Fall, dass die anmeldende MAC-Adresse
(MACA) zu den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (MAC1,
MAC?2) disjunkt ist, die anmeldenden Kommu-
nikationseinrichtung (MP-A) als Station des
Subnetzwerks (MESH) verbunden wird,

d) im Fall, dass die anmeldende MAC-Adresse
(MACA) im Subnetzwerk (MESH) bereits er-
reichbar ist, eine Zulassungsprozedur derart
durchgefuhrt wird, dass ein Verwenden der an-
meldenden MAC-Adresse (MACA) durch zwei
unterschiedliche  Kommunikationseinrichtun-
geninnerhalb des Subnetzwerks (MESH) unter-
bunden wird.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozeciur eine Ab-
weisung der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozedur eine Um-
setzung der anmeldenden HMAC-Adresse (MACA)
derart erfolgt, dass innerhalb des Subnetzwerks
(MESH) der anmeldenden Kommunikationseinrich-
tung (MP-A) eine zu den erreichbaren MAC-Adres-
sen (MAC1, MAC2) disjunkte MAC-Adresse zuge-
wiesen wird.

Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass die disjunkte MAC-Adresse seitens
des Subnetzwerkes (MESH) generiert wird.

Verfahren nach Anspruch 4, dadurch gekenn-
zeichnet, dass die disjunkte MAC-Adresse auf
Grundlage einer Pseudo-Zufallsfolge - insbesonde-
re einer genau einmal erzeugten "Number Used On-
ce, Nonce" - generiert wird.

Verfahren nach einem der Anspriiche 3 bis 5, da-
durch gekennzeichnet, dass die disjunkte MAC-
Adresse auch zu global - insbesondere seitens Or-
ganisationen wie gemaR dem OUI, Organizationally
Unique Identifier - zugewiesenen MAC-Adressen
disjunkt gewahlt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass Bit 41 der dis-
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junkten MAC-Adresse mit dem Wert "1" belegt wird.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozedur seitens des
Subnetzwerks (MESH) eine Prufung auf Identitatder
anmeldende Kommunikationseinrichtung (MP-A)
mit der - Uber die der anmeldenden MAC-Adresse
(MACA) - entsprechenden erreichbaren MAC-
Adresse (MAC1, MAC2) bestimmten ersten Kom-
munikationseinrichtung (MP-1, MP-2) erfolgt.

Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) seitens des Subnetzwerks (MESH) eine erste
Prufinformation Uber eine zu der - der anmel-
denden MAC-Adresse (MACA) entsprechen-
den erreichbaren MAC-Adresse (MAC1, MAC2)
- bestimmten Kommunikationseinrichtung (MP-
1, MP-2) etablierten Route des Subnetzwerks
(MESH) an die erste Kommunikationseinrich-
tung (MP-1, MP-2) ubermittelt wird,

b) das Subnetzwerk (MESH) an die erste Kom-
munikationseinrichtung (MP-1, MP-2) eine Auf-
forderung zur Ricksendung der ersten Prifin-
formation Ubermittelt,

c) das Subnetzwerk (MESH) das Riucksendens
der ersten Prifinformation Gber eine im Rahmen
des Anmeldeversuchs der anmeldenden Kom-
munikationseinrichtung (MP-A) etablierte Route
des Subnetzwerks (MESH) erwartet,

d) bei Ausbleiben des Rucksendens ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt,

e) bei Eintreten des Riucksendens die Korrela-
tion der ersten Prifinformation mit der riickge-
sandten Prifinformation Gberprift wird,

f) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von erster Prufinformation zu rickgesandter
Prufinformation die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

10. Verfahren nach Anspruch 8, dadurch gekenn-

zeichnet, dass zur Identitatsprufung

a) seitens des Subnetzwerks (MESH) eine erste
Prifinformation Uber eine im Rahmen des An-
meldeversuchs der anmeldenden Kommunika-
tionseinrichtung (MP-A) etablierte Route des
Subnetzwerks (MESH) an die erste Kommuni-
kationseinrichtung (MP-1, MP-2) uUbermittelt
wird,

b) das Subnetzwerk (MESH) an die erste Kom-
munikationseinrichtung (MP-1, MP-2) eine Auf-
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forderung zur Ricksendung der ersten Prifin-
formation Ubermittelt,

c) das Subnetzwerk (MESH) das Ricksenden
der ersten Prufinformation Uber eine zu der - der
anmeldenden MAC-Adresse (MACA) entspre-
chenden erreichbaren MAC-Adresse (MAC1,
MAC?2) - bestimmten Kommunikationseinrich-
tung (MP-1, MP-2) etablierten Route des Sub-
netzwerks (MESH) erwartet,

d) bei Ausbleiben des Ricksendens ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt,

e) bei Eintreten des Rucksendens im Falle die
Korrelation der ersten Prufinformation mit der
ruckgesandten Prufinformation Uberpruft wird,
f) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von erster Prifinformation zu riickgesandter
Prifinformation die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

11. Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) seitens des Subnetzwerks (MESH) eine zwei-
te Prifinformation Uber eine zu der - der anmel-
denden MAC-Adresse (MACA) entsprechen-
den erreichbaren MAC-Adresse (MAC1, MAC2)
- bestimmten Kommunikationseinrichtung (MP-
1, MP-2) etablierten Route des Subnetzwerks
(MESH) sowie eine dritte Priufinformation Gber
eine im Rahmen des Anmeldeversuchs der an-
meldenden Station etablierte Route des Sub-
netzwerks (MESH) an die erste Kommunikati-
onseinrichtung (MP-1, MP-2) erwartet wird,

b) bei Ausbleiben der zweiten und/oder dritten
Prifinformation ein Abweisen der anmeldenden
Kommunikationseinrichtung (MP-A) erfolgt,

c) im Falle bei Eintreffen der zweiten und dritten
Prifinformation die Korrelation der zweiten Prif-
information mit der dritten Prifinformation Uber-
prift wird,

d) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von zweiter Prufinformation zu dritter Prufin-
formation die anmeldende Kommunikationsein-
richtung (MP-A) als Station des Subnetzwerks
(MESH) verbunden wird, andernfalls ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung erfolgt.

12. Verfahren nach Anspruch 11, dadurch gekenn-
zeichnet, dass die Ubertragung der zweiten und/
oder dritten Prufinformation seitens des Subnetz-
werks (MESH) initiiert wird.
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13. Verfahren nach Anspruch 11, dadurch gekenn-

14.

zeichnet, dass die Ubertragung der zweiten und/
oder dritten Prifinformation seitens der anmelden-
den Kommunikationseinrichtung (MP-A) initiiert
wird.

Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) eine seitens der anmeldenden Kommunika-
tionseinrichtung (MP-A) auf Grundlage eines er-
sten die anmeldende Kommunikationseinrich-
tung (MP-A) authentisierenden kryptografi-
schen Schlussels - insbesondere eines aus ei-
ner gemal dem so genannten "Extensible Au-
thentication Protocol, EAP"-Protokoll Netzan-
meldung resultierenden, der anmeldenden
Kommunikationseinrichtung (MP-A) verfugba-
ren ersten Sitzungsschlissels - berechnete vier-
te Prifinformation Gber eine im Rahmen des An-
meldeversuchs der anmeldenden Station eta-
blierte Route des Subnetzwerks (MESH) an das
Subnetzwerk (MESH) Uubermittelt wird,

b) seitens des Subnetzwerks (MESH) unter Zu-
hilfenahme eines auf Grundlage eines zweiten
- durch die der anmeldenden MAC-Adresse
(MACA) entsprechenden erreichbaren MAC-
Adresse (MAC1, MAC2) bestimmten Kommuni-
kationseinrichtung (MP-1, MP-2) - authentisie-
renden kryptografischen Schlussels - insbeson-
dere eines aus einer gemall dem "Extensible
Authentication Protocol, EAP"-Protokoll Netz-
anmeldung resultierenden, dem Subnetzwerk
(MESH) verfugbaren zweiten Sitzungsschlis-
sels - ein Entschlisselungsversuch durchge-
fahrt wird,

c) bei erfolgreicher Entschlisselung die anmel-
denden Kommunikationseinrichtung (MP-A) als
Station des Subnetzwerks (MESH) verbunden
wird, andernfalls ein Abweisen der anmelden-
den Kommunikationseinrichtung erfolgt.

15. Verfahren nach Anspruch 8, dadurch gekenn-

zeichnet, dass zur Identitatsprifung

a) eine seitens eines der durch die anmeldende
MAC-Adresse (MACA) entsprechenden er-
reichbaren MAC-Adresse (MAC1, MAC2) be-
stimmten ersten Kommunikationseinrichtung
(MP-1, MP-2) authentisierenden kryptografi-
schen Schlissels - insbesondere eines aus ei-
ner gemafl dem so genannten "Extensible Au-
thentication Protocol, EAP"-Protokoll Netzan-
meldung resultierenden, der anmeldenden
Kommunikationseinrichtung (MP-A) verfugba-
ren ersten Sitzungsschlussels - berechnete
funfte Prufinformation Gber eine etablierte Route
der anmeldenden Kommunikationseinrichtung
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17.

18.

19.

20.

21.

23

(MP-A) an das Subnetzwerk (MESH) Ubermit-
telt,

b) seitens des Subnetzwerks (MESH) unter Zu-
hilfenahme eines auf Grundlage eines zweiten
die anmeldende Kommunikationseinrichtung
(MP-A) authentisierenden kryptografischen
Schlussels - insbesondere eines aus einer ge-
mafRk dem "Extensible Authentication Protocol,
EAP"-Protokoll Netzanmeldung resultierenden,
dem Subnetzwerk (MESH) verfugbaren zweiten
Sitzungsschlissels - ein Entschliisselungsver-
such durchgefuhrt wird, c) bei erfolgreicher Ent-
schlisselung die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass der erste und/
oder der zweite Sitzungsschlissel als gemank dem
"Extensible Authentication Protocol, EAP"-Protokoll
gebildeten "Master Session Key, MSK" Schlussels
erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass der erste und/
oder der zweite Sitzungsschlissel als geman dem
"Extensible Authentication Protocol, EAP"-Protokoll
gebildeten "Extended Master Session Key, EMSK"
Schlussels erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass zur Berech-
nung der ersten, zweiten, dritten, vierten und/oder
funften Prufinformation eine Funktion gemaR einer
kryptographischen - insbesondere SHA-1, SHA256
oder MD5 - Hash-Funktion verwendet wird.

Verfahren nach Anspruch 18, dadurch gekenn-
zeichnet, dass zur Berechnung der ersten, zweiten,
dritten, vierten und/oder funften Prifinformation
"Keyed-Hash-Funktionen" insbesondere AES-
CBC-MAC, HMAC-SHA1, HMAC-SHA256 oder
HMAC-MD5, wobei die HMAC-Funktion nach
RFC2104 definiert ist, - verwendet werden.

Verfahren nach einem der vorhergehenden Anspru-
che, dadurch gekennzeichnet, dass die erste,
zweite, dritte, vierte und/oder flnfte Prifinformation
als ein - insbesondere als Pseudo-Zufallscode, wie
beispielsweise ein "Nonce", - Wert erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass als die erste,
zweite, dritte, vierte und/oder funfte Prifinformation
ein aus einem - insbesondere als Pseudo-Zufallsto-
de, wie beispielsweise ein "Nonce", - erzeugtem
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22.

23.

24
Wert generierter Hash-Code Ubermittelt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass als die erste,
zweite, dritte, vierte und/oder fiinfte Prifinformation
ein aus einem Betriebsparameter der anmeldenden
Kommunikationseinrichtung (MP-A) und/oder er-
sten Kommunikationseinrichtung generierter Hash-
Code ubermittelt wird.

Anordnung zum Bereitstellen eines drahtlosen loka-
len Netzwerks, bei dem nach dem IEEE 802.15 Stan-
dard und seinen Derivaten, insbesondere IEEE
802.15 oder IEEE 802.16, ausgestaltete stationare
Kommunikationseinrichtungen, AE, sowie mobile
Kommunikationseinrichtungen (MAP, MP) nach Art
des Mesh als Subnetzwerk verbunden sind, wobei
alle mobilen Kommunikationseinrichtungen (MAP,
MP), die zu einem aus MESH-Knoten (MAP, MP)
gebildeten Subnetzwerk (MESH) gehdren, die
MESH-Teilnehmer bilden und wobei eine nicht-
MESH-fahige mobile Kommunikationseinrichtung
(STA), wie beispielsweise eine WLAN-Station, als
Nicht-MESH-Teilnehmer sich an diesem Subnetz-
werk (MESH) anmelden kann, wobei

a) eine Ubermittlungsvorrichtung vorhanden ist,
durch die seitens einer sich als Nicht-MESH-
Teilnehmer bei diesem Subnetzwerk (MESH)
anmeldenden nicht-MESH-fahigen mobilen
Kommunikationseinrichtung (MP-A) dem Sub-
netzwerk (MESH) eine anmeldende MAC-
Adresse (MACA) Ubermittelt wird,

b) eine Uberpriifungseinrichtung vorhanden ist,
durch die eine Uberpriifung derart durchgefiirt
wird, dass die anmeldende MAC-Adresse (MA-
CA) mit den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (MAC1,
MAC?2) verglichen wird, wobei in der Uberprii-
fung eine Route Request Nachricht mit einem
Destination Only Flag fur die Kommunikations-
einrichtung mit der anmeldende MAC-Adresse
ausgesendet wird, wobei durch die Uberpri-
fungseinrichtung.

c) im Fall, dass die anmeldende MAC-Adresse
(MACA) zu den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (HMAC1,
MAC?2) disjunkt ist, die anmeldende Kommuni-
kationseinrichtung (MP-A) als Station des Sub-
netzwerks (MESH) verbunden wird,

d) im Fall, dass die anmeldende MAC-Adresse
(MACA) im Subnetzwerk (MESH) bereits er-
reichbar ist, eine Zulassungsprozedur derart
durchgefuhrt wird, dass ein Verwenden der an-
meldenden MAC-Adresse (MACA) durch zwei
unterschiedliche  Kommunikationseinrichtun-
geninnerhalb des Subnetzwerks (MESH) unter-
bunden wird.
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Claims

Method for provision of a wireless local network in
which stationary communication devices (AP) de-
signed according to standard IEEE 802.11 and its
derivatives, in particular IEEE 802.15 or IEEE
802.16, and mobile communication devices (MAP,
MP) are connected together in the manner of a mesh
as a subnetwork, wherein all mobile communication
devices (MAP, MP) which belong to a subnetwork
(MESH) formed from MESH nodes (MAP, MP) con-
stitute the MESH subscribers, and wherein a non-
MESH capable mobile communication device (STA),
such as for example a WLAN station, can register
on this subnetwork (MESH) as a non-MESH sub-
scriber, wherein

a) a registering MAC address (MACA) is trans-
mitted to the subnetwork (MESH) by a non-
MESH capable mobile communication device
(MP-A) registering on this subnetwork (MESH)
as a non-MESH subscriber,

b) a check is carried out such that the registering
MAC address (MACA) is compared with the
MAC addresses (MAC1, MAC2) accessible
within the subnetwork (MESH), wherein during
the check a route request message is emitted
with a destination-only flag for the communica-
tion device with the registering MAC address,
c) in the case that the registering MAC address
(MACA) is disjunct to the MAC addresses
(MAC1, MAC2) accessible within the subnet-
work (MESH), the registering communication
device (MP-A) is connected as a station of the
subnetwork (MESH),

d) in the case that the registering MAC address
(MACA) is already accessible in the subnetwork
(MESH), an approval procedure is performed
such that use of the registering MAC address
(MACA) by two different communication devices
within the subnetwork (MESH) is prohibited.

Method according to claim 1, characterised in that
as an approval procedure, the registering communi-
cation device (MP-A) is rejected.

Method according to claim 1, characterised in that
as an approval procedure, the registering MAC ad-
dress (MACA) is converted such that within the sub-
network (MESH), a MAC address disjunct to the ac-
cessible MAC address (MAC1, MAC?2) is allocated
to the registering communication device (MP-A).

Method according to claim 3, characterised in that
the disjunct MAC address is generated by the sub-
network MESH.

Method according to claim 4, characterised in that

10

15

20

25

30

35

40

45

50

55

14

the disjunct MAC address is generated on the basis
of a pseudo-random sequence, in particular a
"Number used once, nonce" generated precisely
once.

Method according to any one of claims 3 to 5, char-
acterised in that the disjunct MAC address is also
selected disjunct to MAC addresses allocated glo-
bally, in particular by organisations such as in ac-
cordance with OUI (organisationally unique identifi-
er).

Method according to any one of the preceding
claims, characterised in that bit 41 of the disjunct
MAC address is filled with the value "1".

Method according to claim 1, characterised in that
as an approval procedure, the subnetwork MESH
performs a check of the identity of the registering
communication device (MP-A) with the specific first
communication device (MP-1, MP-2) via the acces-
sible MAC address (MAC1, MAC2) corresponding
to the registering MAC address (MACA).

Method according to claim 8, characterised in that
for the identity check:

a) the subnetwork MESH transmits a first check
information to the first communication device
(MP-1, MP2) via a route of the subnetwork
(MESH) established for the specific communi-
cation device (MP-1, MP-2) for the accessible
MAC address (MAC1, MAC2) corresponding to
the registering MAC address (MACA),

b) the subnetwork (MESH) transmits a request
for return of the first check information to the first
communication device (MP1, MP2),

c) the subnetwork (MESH) awaits the return of
the first check information via a route of the sub-
network (MESH) established during the regis-
tration attempt of the registering communication
device (MP-A),

d) in the absence of the return, the registering
communication device (MP-A) is rejected,

e) on reception of the return, the correlation of
the first check information with the returned
check information is checked,

f) in the case of reaching an established corre-
lation degree, in particular on identity, of the first
check information with the returned check infor-
mation, the registering communication device
(MP-A) is connected as a station of the subnet-
work (MESH), otherwise the registering commu-
nication device is rejected.

10. Method according to claim 8, characterised in that

for the identity check
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a) the subnetwork (MESH) transmits a first

check information to the first communication de-

vice (MP-1, MP-2) via a route of the subnetwork 13.
(MESH) established during the registration at-

tempt by the registering communication device 5

information is initiated by the subnetwork (MESH).

Method according to claim 11, characterised in that
the transmission of the second and/or third check
information is initiated by the registering communi-

(MP-A), cation device (MP-A).
b) the subnetwork (MESH) transmits a request
for return of the first check information to the first 14. Method according to claim 8, characterised in that

communication device (MP-1, MP-2), for the identity check

c) the subnetwork (MESH) awaits the return of 70
the first test information via route of the subnet- a) a fourth check information calculated by the
work (MESH) established for the specific com- registering communication device (MP-A) onthe
munication device (MP-1, MP-2) for the acces- basis of a first cryptographic key authenticating
sible MAC address (MAC1, MAC2) correspond- the registering communication device (MP-A),
ing to the registering MAC address (MACA), 15 in particular a first session key available to the
d) in the absence of the return, the registering registering communication device (MP-A) and
communication device (MP-A) is rejected, resulting from a network registration according
e) on reception of the return, in this case the to the so-called extensible authentication proto-
correlation of the first check information with the col EAP, is transmitted to the subnetwork
returned check information is checked, 20 (MESH) via a route of the subnetwork (MESH)
f) in the case of reaching an established corre- established during theregistration attempt of the
lation degree, in particular on identity, of the first registering station,
check information with the returned check infor- b) the subnetwork (MESH) makes a decryption
mation, the registering communication device attempt using a second cryptographic key au-
(MP-A) is connected as a station of the subnet- 25 thenticating this specific communication device
work (MESH), otherwise the registering commu- (MP-1, MP-2) by the accessible MAC address
nication device is rejected. (MAC1, MAC2) corresponding to the registering
MAC address (MACA), in particular a second
11. Method according to claim 8, characterised in that session key available to the subnetwork (MESH)
for the identity check 30 and resulting from a network registration accord-
ing to the "Extensible authentication protocol
a) the subnetwork (MESH) awaits a second test EAP".
information via a route of the subnetwork c) on successful decryption, the registering com-
(MESH) established for the specific communi- munication device (MP-A) is connected as a sta-
cation device (MP-1, MP-2) for the accessible 35 tion of the subnetwork (MESH), otherwise the
MAC address (MAC1, MAC2) corresponding to registering communication device is rejected.
the registering MAC address (MACA), and a
third test information via a route of the subnet- 15. Method according to claim 8, characterised in that
work (MESH) established during the registration for the identity check
attemptby the registering station at the firstcom- 40
munication device (MP-1, MP-2), a) a fifth check information calculated by a cryp-
b) in the absence of the second and/or third tographic key authenticating the specific first
check information, the registering communica- communication device (MP-1, MP-2) by the ac-
tion device (MP-A) is rejected, cessible MAC address (MAC1, MAC2) corre-
c) in the case of reception of the second and 45 sponding to the registering MAC address
third check information, the correlation of the (MACA), in particular a first session key availa-
second check information with the third check ble to the registering communication device
information is checked, (MP-A) and resulting from a network registration
d) in the case of reaching an established corre- according to the so-called "Extensible authenti-
lation degree, in particular on identity, ofthe sec- 50 cation protocol EAP", is transmitted to the sub-
ond check information with the third check infor- network (MESH) via an established route of the
mation, the registering communication device registering communication device (MP-A),
(MP-A) is connected as the station of the sub- b) the subnetwork (MESH) makes a decryption
network (MESH), otherwise the registering com- attempt using a second cryptographic key au-
munication device is rejected. 55 thenticating the registering communication de-
vice (MP-A), in particular a second session key
12. Method according to claim 11, characterised in that available to the subnetwork (MESH) and result-
the transmission of the second and/or third check ing from a network registration according to the
15
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"Extensible authentication protocol EAP".

c) on successful decryption, the registering com-
munication device (MP-A) is connected as a sta-
tion of the subnetwork (MESH), otherwise the
registering communication device is rejected.

Method according to any one of the preceding
claims, characterised in that the firstand/or second
session key is generated as a "Master session key
MSK" for according to the "Extensible authentication
protocol EAP".

Method according to any one of the preceding
claims, characterised in that the firstand/or second
session key is generated as an "Extended master
session key EMSK" formed according to the "Exten-
sible authentication protocol EAP".

Method according to any one of the preceding
claims, characterised in that to calculate the first,
second, third, fourth, and/or fifth check information,
a function is used according to a cryptographic hash
function, in particular SHA-1, SHA256 or MD5.

Method according to claim 18, characterised in that
calculate the first, second, third, fourth and/or fifth
check information, "Keyed hash functions" are used,
in particular AES-CBC-MAC, HMAC-SHA1, HMAC-
SHA256 or HMAC-MDS5, wherein the HMAC function
is defined according to RFC2104.

Method according to any one of the preceding
claims, characterised in that the first, second, third,
fourth and/or fifth check information is generated as
avalue, in particular as a pseudo-random code such
as for example a "nonce".

Method according to any one of the preceding
claims, characterised in that as the first, second,
third, fourth and/or fifth check information, a hash
code is transmitted which is produced from a value
generated in particular as a pseudo-random code,
such as for example a "nonce".

Method according to any one of the preceding
claims, characterised in that as the first, second,
third, fourth and/or fifth check information, a hash
code is transmitted which is generated from an op-
erating parameter of the registering communication
device (MP-A) and/or first communication device.

Arrangement for provision of a wireless local network
in which stationary communication devices (AP) de-
signed according to standard IEEE 802.11 and its
derivatives, in particular IEEE 802.15 or IEEE
802.16, and mobile communication devices (MAP,
MP) are connected together in the manner of the
mesh as a subnetwork, wherein all mobile commu-
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nication devices (MAP, MP) which belong to a sub-
network (MESH) formed from MESH nodes (MAP,
MP) constitute the MESH subscribers, and wherein
a non-MESH capable mobile communication device
(STA), such as for example a WLAN station, can
register on this subnetwork (MESH) as a non-MESH
subscriber, wherein

a) a transmission device is present by means of
which a registering MAC address (MACA) is
transmitted to the subnetwork (MESH) by a non-
MESH capable mobile communication device
(MP-A) registering on this subnetwork (MESH)
as a non-MESH subscriber,

b) a check device is present, by means of which
a check is carried out such that the registering
MAC address (MACA) is compared with the
MAC addresses (MAC1, MAC2) accessible
within the subnetwork (MESH), wherein during
the check a route request message is emitted
with a destination-only flag for the communica-
tion device with the registering MAC address,
c) in the case that the registering MAC address
(MACA) is disjunct to the MAC addresses
(MAC1, MAC2) accessible within the subnet-
work (MESH), the registering communication
device (MP-A) is connected as a station of the
subnetwork (MESH),

d) in the case that the registering MAC address
(MACA) is already accessible in the subnetwork
(MESH), an approval procedure is performed
such that use of the registering MAC address
(MACA) by two different communication devices
within the subnetwork (MESH) is prohibited.

Revendications

Procédé de mise adisposition d’'unréseaulocal sans
fil, dans lequel des installations de communication
stationnaires, AP, ainsi que des installations de com-
munication mobiles (MAP, MP), équipées selon la
norme IEEE 802.11 et ses dérivées, en particulier
IEEE 802.15 ou IEEE 802.16, sont connectées sous
forme d’'un sous-réseau de type maillé, toutes les
installations de communication mobiles (MAP, MP),
qui font partie d’'un sous-réseau (MESH) formé par
des noeuds de réseau maillé (MAP, MP), formant
les participants du réseau maillé (MESH) et une ins-
tallation de communication mobile (STA) non com-
patible avec un réseau maillé, par exemple une sta-
tion WLAN, pouvant s’inscrire a ce sous-réseau
(MESH) en tant que non-participant du réseau
maillé,

a) une adresse MAC d’inscription (MACA) étant

communiquée au sous-réseau (MESH) de la
part d’'une installation de communication mobile
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(MP-A), non compatible avec un réseau maillé,
s’inscrivant auprés de ce sous-réseau (MESH)
en tant que non-participant du réseau maillé,
b) une vérification étant effectuée de sorte que
I'adresse MAC d’inscription (MACA) soit com-
parée avec les adresses MAC (MAC1, MAC2)
accessibles a lintérieur du sous-réseau
(MESH) ; lors de la vérification, un message de
demande de route avec un drapeau
« Uniguement destination » étantenvoyé al'ins-
tallation de communication ayantl'adresse MAC
d’inscription,

c) dans le cas ou I'adresse MAC d’inscription
(MACA) est disjointe des adresses MAC
(MAC1, MAC2) accessibles a l'intérieur du
sous-réseau (MESH), l'installation de commu-
nication s’inscrivant (MP-A) étant connectée en
tant que station du sous-réseau (MESH),

d) dans le cas ou I'adresse MAC d’inscription
(MAC-A) est déja accessible dans le sous-ré-
seau (MESH), une procédure d’autorisation
étant effectuée de maniére telle qu’une utilisa-
tion de l'adresse MAC d’inscription (MACA) par
deux installations de communication différentes
a lintérieur du sous-réseau (MESH) soit empé-
chée.

Procédé selon la revendication 1, caractérisé en ce
qu’un rejet de linstallation de communication s’ins-
crivant (MP-A) a lieu en tant que procédure d’auto-
risation.

Procédé selon la revendication 1, caractérisé en ce
que, en tant que procédure d’autorisation, a lieu une
conversion de l'adresse MAC d’inscription (MACA)
de maniére telle que, a lintérieur du sous-réseau
(MESH), une adresse MAC disjointe des adresses
MAC accessibles (MAC1, MAC2) soit attribuée a
Iinstallation de communication s’inscrivant (MP-A).

Procédé selon la revendication 3, caractérisé en ce
que l'adresse MAC disjointe est générée du cbté du
sous-réseau (MESH).

Procédé selon la revendication 4, caractérisé en ce
que I'adresse MAC disjointe est générée sur labase
d’une suite pseudo aléatoire - en particulier d’'un
nombre généré précisément une seule et unique fois
(« Number Used Once, Nonce »).

Procédé selon 'une quelconque des revendications
3 a5, caractérisé en ce que I'adresse MAC disjointe
est sélectionnée également disjointe d’adresses
MAC attribuées mondialement - en particulier de la
part d’organisations telles que Oul
(« Organizationally Unique ldentifier »).

Procédé selon I'une quelconque des revendications
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précédentes, caractérisé en ce que le bit 41 de
I'adresse MAC disjointe est occupé par la valeur
« 1 ».

Procédé selon la revendication 1, caractérisé en ce
que, en tant que procédure d’autorisation, a lieu du
cOté du sous-réseau (MESH) un contrdle de l'identité
de linstallation de communication s’inscrivant (MP-
A) avec la premiére installation de communication
(MP-1, MP-2) déterminée - par les adresses MAC
(MAC1, MAC2) accessibles correspondant a
I'adresse MAC d’inscription (MACA).

Procédé selon la revendication 8, caractérisé en ce
que, pour le contrble d’identité,

a) du c6té du sous-réseau (MESH) est commu-
niguée a la premiére installation de communi-
cation (MP-1, MP-2) une premiére information
de contréle sur une route du sous-réseau
(MESH) établie vers l'installation de communi-
cation (MP-1, MP-2) déterminée - par les adres-
ses MAC (MAC1, MAC2) accessibles corres-
pondant a 'adresse MAC d’inscription (MACA),
b) le sous-réseau (MESH) communique ala pre-
miére installation de communication (MP-1, MP-
2) une demande de renvoi de la premiére infor-
mation de contréle,

c) le sous-réseau (MESH) attend le renvoi de la
premiére information de contréle sur une route
du sous-réseau (MESH) établie dans le cadre
de la tentative d’inscription de l'installation de
communication s’inscrivant (MP-A),

d) en cas d’absence du renvoi a lieu un rejet de
I'installation de communication s’inscrivant
(MP-A),

e) en cas d’arrivée du renvoi, la corrélation de
la premiére information de contréle avec l'infor-
mation de contrble renvoyée est vérifiée,

f) dans le cas de I'obtention d’un degré de cor-
rélation défini - en particulier lors de l'identité -
de la premiére information de contréle par rap-
port a l'information de contréle renvoyée, l'ins-
tallation de communication s’inscrivant (MP-A)
est connectée en tant que station du sous-ré-
seau (MESH), sinon a lieu un rejet de l'installa-
tion de communication s’inscrivant.

10. Procédé selon la revendication 8, caractérisé en ce

que, pour le contréle d’identité,

a) du c6té du sous-réseau (MESH) est commu-
niquée a la premiére installation de communi-
cation (MP-1, MP-2) une premiére information
de contrdle sur une route du sous-réseau
(MESH) établie dans le cadre de la tentative
d’inscription de l'installation de communication
s’inscrivant (MP-A),
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12. Procédé selon la revendication 11, caractérisé en
ce que la transmission de la deuxiéme et/ou de la
troisiéme information de contréle est lancée du coté
du sous-réseau (MESH).

b) le sous-réseau (MESH) communique ala pre-
miére installation de communication (MP-1, MP-

2) une demande de renvoi de la premiére infor-
mation de controle,

c) le sous-réseau (MESH) attend le renvoidela 5
premiére information de contréle sur une route 13.
du sous-réseau (MESH) établie vers linstalla-

tion de communication (MP-1, MP-2) détermi-

née - par les adresses MAC (MAC1, MAC2) ac-

Procédé selon la revendication 11, caractérisé en
ce que la transmission de la deuxiéme et/ou de la
troisieéme information de contrdle est lancée du c6té
de linstallation de communication s’inscrivant (MP-

cessibles correspondant a 'adresse MAC d’ins- 70 A).
cription (MACA),
d) en cas d’absence du renvoi a lieu un rejet de 14. Procédé selon la revendication 8, caractérisé en ce
l'installation de communication s’inscrivant que, pour le contréle d’identité,
(MP-A),
e) en cas d’arrivée du renvoi, la corrélation de 15 a) une quatriéeme information de contréle surune
la premiére information de contrdle avec l'infor- route du sous-réseau (MESH) établie dans le
mation de contrble renvoyée est vérifiée, cadre de la tentative d’inscription de la station
f) dans le cas de I'obtention d’un degré de cor- s’inscrivant, calculée du coté de l'installation de
rélation défini - en particulier lors de lidentité - communication s’inscrivant (MP-A) sur la base
de la premiére information de contréle par rap- 20 d’une premiére clé cryptographique authenti-
port a linformation de contréle renvoyée, l'ins- fiant I'installation de communication s’inscrivant
tallation de communication s’inscrivant (MP-A) (MP-A) - en particulier d’'une premiére clé de
est connectée en tant que station du sous-ré- session disponible a l'installation de communi-
seau (MESH), sinon a lieu un rejet de linstalla- cation s’inscrivant (MP-A) et résultant d’'une ins-
tion de communication s’inscrivant. 25 cription au réseau selon le protocole dit EAP
(« Extensible Authentication Protocol ») - est
11. Procédé selon la revendication 8, caractérisé en ce transmise au sous-réseau (MESH),
que, pour le contréle d’identité, b) un essai de déchiffrage est effectué du coté
du sous-réseau (MESH) a l'aide d’'une clé sur la
a) du cbté du sous-réseau (MESH), une deuxie- 30 base d’'une deuxiéme clé cryptographique - en
me information de contréle sur une route du particulier d’'une deuxiéme clé de session dis-
sous-réseau (MESH) établie vers l'installation ponible a linstallation de communication s’ins-
de communication (MP-1, MP-2) déterminée - crivant (MP-A) et résultant d’une inscription au
par les adresses MAC (MAC1, MAC2) accessi- réseau selon le protocole dit EAP (« Extensible
bles correspondant a 'adresse MAC d’inscrip- 35 Authentication Protocol ») - authentifiant - I'ins-
tion (MACA) - ainsi gu’une troisieme information tallation de communication (MP-1, MP-2) déter-
de contrdle sur une route du sous-réseau minée par les adresses MAC (MAC1, MAC2)
(MESH) établie dans le cadre de la tentative accessibles correspondant a l'adresse MAC
d’inscription de la station s’inscrivant sont atten- d’inscription (MACA),
dues a la premiére installation de communica- 40 c) en cas de déchiffrage réussi, l'installation de
tion (MP-1, MP-2), communication s’inscrivant (MP-A) est connec-
b) en cas d’absence de la deuxiéme et/ou de la tée en tant que station du sous-réseau (MESH),
troisieme information de contréle a lieu un rejet sinon a lieu un rejet de l'installation de commu-
de linstallation de communication s’inscrivant nication s’inscrivant.
(MP-A), 45
c) dans le cas de l'arrivée de la deuxiéme et de 15. Procédé selon larevendication 8, caractérisé en ce
la troisieéme information de contréle, la corréla- que, pour le contréle d’identité,
tion de ladeuxiéme information de contrdle avec
la troisiéme information de controle est vérifiée, a) une cinquiéme information de contrdle sur
d) dans le cas de I'obtention d’'un degré de cor- 50 une route établie de linstallation de communi-
rélation défini - en particulier lors de lidentité - cation s’inscrivant (MP-A) est communiquée au
de la deuxiéme information de contréle par rap- sous-réseau (MESH) de la part d’'une clé cryp-
port & la troisiéme information de contréle, I'ins- tographique - en particulier d’'une premiére clé
tallation de communication s’inscrivant (MP-A) de session disponible a linstallation de commu-
est connectée en tant que station du sous-ré- 55 nication s’inscrivant (MP-A), résultant d’'une ins-
seau (MESH), sinon a lieu un rejet de linstalla- cription au réseau selon le protocole dit EAP
tion de communication s’inscrivant. (« Extensible Authentication Protocol ») -
authentifiant la premiére installation de commu-
18
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nication (MP-1, MP-2) déterminée par les adres-
ses MAC (MAC1, MAC2) accessibles corres-
pondant a I'adresse MAC d’inscription (MACA),
b) un essaide déchiffrement est effectué du coté
du sous-réseau (MESH) al'aide d’'une clé sur la
base d’'une deuxieéme clé de chiffrement-en par-
ticulier d’'une deuxiéme clé de session disponi-
ble alinstallation de communication s’inscrivant
(MP-A), résultantd’'uneinscription auréseau se-
lon le protocole d’authentification extensible dit
EAP (de l'anglais « Extensible Authentication
Protocol ») - authentifiant I'installation de com-
munication s’inscrivant (MP-A),

c) en cas de déchiffrement réussi, l'installation
de communication s’inscrivant (MP-A) est con-
nectée en tant que station du sous-réseau
(MESH), sinon a lieu un rejet de l'installation de
communication s’inscrivant.

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que la premiére
et/ou la deuxiéme clé de session est générée en tant
que clé de session maitre (MSK, « Master Session
Key ») selon le protocole EPA (protocole d’authen-
tification extensible, de [l'anglais « Extensible
Authentication Protocol »).

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que la premiére
et/ou la deuxiéme clé de session est générée en tant
que clé de session maitre étendue (EMSK,
« Extended Master Session Key ») selon le protoco-
le EPA (protocole d’authentification extensible, de
I'anglais « Extensible Authentication Protocol »).

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que, pour le calcul
des premiére, deuxiéme, troisieme, quatriéme et/ou
cinquiéme informations de contréle, on emploie une
fonction conforme a une fonction de hachage cryp-
tographique - en particulier SHA1, SHA256 ou MD5.

Procédé selon la revendication 18, caractérisé en
ce que, pour le calcul des premiére, deuxiéme, troi-
siéme, quatriéme et/ou cinquiéme informations de
contrdle, on emploie des fonctions de hachage co-
dées (« Keyed-Hash ») - en particulier AES-CBC-
MAC, HMAC-SHA1, HMAC-SHA256 ou HMAC-
MD5, la fonction HMAC étant définie selon
RFC2104.

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que les premiére,
deuxiéme, troisieme, quatriéme et/ou cinquiéme in-
formations de contrdéle sont générées sous forme
d’une valeur - en particulier sous forme d’'un code
pseudo aléatoire, par exemple « Nonce ».

10

15

20

25

30

35

40

45

50

55

19

EP 2 055 072 B1

21.

22.

23.

36

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que, en tant que
premiére, deuxiéme, troisieme, quatrieme et/ou cin-
quiéme informations de contréle, on transmet un co-
de de hachage généré d’aprés une valeur générée
- en particulier en tant que code pseudo aléatoire,
par exemple « Nonce ».

Procédé selon 'une quelcongque des revendications
précédentes, caractérisé en ce que, en tant que
premiére, deuxiéme, troisiéme, quatrieme et/ou cin-
quiéme informations de contréle, on communique
un code de hachage généré d’aprés un parameétre
de fonctionnement de l'installation de communica-
tion s’inscrivant (MP-A) et/ou de la premiére instal-
lation de communication.

Structure de mise a disposition d’un réseau local
sans fil, dans laquelle des installations de commu-
nication stationnaires, AP, ainsi que des installations
de communication mobiles (MAP, MP), équipées se-
lon la norme IEEE 802.11 et ses dérivées, en parti-
culier [IEEE 802.150u |IEEE 802.16, sontconnectées
sous forme d’un sous-réseau de type maillé, toutes
les installations de communication mobiles (MAP,
MP), qui font partie d’un sous-réseau (MESH) formé
par des noeuds de réseau maillé (MAP, MP), formant
les participants du réseau maillé et une installation
de communication mobile (STA) non compatible
avec un réseau maillé, par exemple une station
WLAN, pouvant s’inscrire a ce sous-réseau (MESH)
en tant que non-participant du réseau maille,

dans laquelle

a) est présent un dispositif de transmission par
le biais dugquel une adresse MAC d’inscription
(MACA) est transmise au sous-réseau (MESH)
de la part d’'une installation de communication
mobile (MP-A), non compatible avec le réseau
maillé, s’inscrivant auprés de ce sous-réseau
(MESH) en tant que non-participant du réseau
maillé,

b) est présent un dispositif de vérification par le
biais duquel une vérification est effectuée de
maniére telle que l'adresse MAC d’inscription
(MACA) soit comparée avec les adresses MAC
(MAC1, MAC2) accessibles a lintérieur du
sous-réseau (MESH), sachant qu’au cours de
la vérification est envoyé un message de de-
mande de route avec un drapeau « Uniquement
destination » pour linstallation de communica-
tion ayant I'adresse MAC d’inscription,
sachant que par le dispositif de vérification,

c) dans le cas ou l'adresse MAC d’inscription
(MACA) est disjointe des adresses MAC
(MAC1, MAC2) accessibles a lintérieur du
sous-réseau (MESH), linstallation de commu-
nication s’inscrivant (MP-A) est connectée en
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tant que station du sous-réseau (MESH),

d) dans le cas ou I'adresse MAC d’inscription
(MACA) est déja accessible dans le sous-ré-
seau (MESH), une procédure d’autorisation est
effectuée de maniére telle qu’une utilisation de
I'adresse MAC d’inscription (MACA) par deux
installations de communication différentes soit
empéchée al'intérieur du sous-réseau (MESH).
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FIG9

Stand der Technik
' MESH-Teilnehmer

Nicht-MESH-Teilnehmer

FIG 10
Stand der Technik
I RA | 1A | DA | sA | DATA | FCS |
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Dascription
TECHMNICAL FIELD

8 [0081} Thepreserticventionis genarallyrelatenic digital communicalion systema, i particilar to digital eommurication
systems inwhich an end user aocesaes the rest of the sysiem through an Ethermet nebwork and which include broadhand
soeys o various services, and mors particulaty tooperalor shop seleciion by an end user in brosdbend aooess in &
digital commurication syatem.

W BACKGROUND AND PRIOR ART

100021  Ethemet s the wond's most pervasive netwarking technslogy.
[00B31 Elhernst sipnals are ransmitied rom a-stgtion seriaily, ane hit at & firme, 1o gvery ather glation on the natwirk.
Ethernat uses s brogdUest aoness method calied Camier Sense Multipls Aceess/Colision Detection{CEMAICDY in whdch
B avery computer on the tabwork “haars? evary tranamission, bul each computer “listens” only totransmissions intendag
jor it Each computer can gend s message anytime § likes withoot hizving fo wadt for network permisgion. The sigoal i
sendy travels to evary computer oniihe netwark, Every computer hears the message, but ontly the computer for which
the msssage is intendsd ecognizes i ThIs somguter recognizes he rogssage becauss the message: tondnins i
gddress. The messsgs also cortaing the address of the sending compuisr go he massage can be geknowledysy. ¥
2 jwao cempoters send messagasat the same moment, 8 “callision” geeurs, interfering with the signals. & camputercan
ol i & collision has eocurred whert # doés nothear its own message withir a gived amount of lime, When a collision
ocours, gach of the colliding computars walls g random amount of fime before resending the message. The processof
coffision detestion snd refransrninstan iy baodied by the Ethernel sdapter tuslf and does oot involes the computer. The
process of collisian resolution fakas only & faction of a setond under most sircumstancies, Collisionk are tormal and
sxpacted svents o an Ethamet notwork, As more computens are added o the netwark and the traifie level incrsasas,
niove collisions vosur as part of noveal aparation, However, if the nelwork geis too orowded, sollisions increass 1o the
p:n‘iﬂé wbham iy slow down the netwark: gongsiderably.
(00041  Any system based on collision detect must conil the time reguired v the worst round Inipy through the LAN.
As the term “Eihernat” iscommonly defined, this round #ip is Fmited to 50 microsecands {millinntns of a sacond), Ata
# signaling speed of 10.-mitiion bite per second, this is enough time to ransmit BO0 bits. Al 8 bits per byte; this s clightly
fass than 84 bytas..
[008S] Tormake sure that the collision is recognized, Ethernet requires;that a giation must continue transiitting untit
the 50 microsecond peviod has ended: If the station has less than 84 bytes of data to-seny. then it st pad the data
by adding zeras at the end.
35 (00067 Towmdend the LAN farirer han the 50 midrosscond fivil will garmit, one neads o vidge of rovter. These fems
are-piten nonfused:

o
i

~ A rageaisr raceives and than inmadiately retransmita aach hit- It has ho memory and doas not depend an any
partioitar gratocol. (dupliestas evanetling, indludiag the sotlislans.

# . A bridge receives the sniife message into mamory, If the massage was damaged by a collision or holsa, then itis
discarded. {f the-bridge kopws that he message was beiny ssal betweentwo siations an the same cable, thea it
discards i Qtherwise, the messsge i5 gusued up-and will be retrarsmitied ot another Ethernet cable. The bridge
has noaddress: B gotions arg iransparent o the ofient and server workstatiing.

- Aroutsr gols as an agent 1o neeeive gnd forward messages. The router has gn address and is known 1o the olient
orsarver machings. Typically, machings direclly send massages 0 each gther when they s pri fhe sbme cable,
andd they seod the rowter messages addressed to anpthee Zone  departimedt, o subnetwork: Routiogis o funetion
apedific to sach protoasl. For IPX, the Novell server can act as g routan For BNA an APPN Retwark Node doas
the rotding. TCPAP can be routed by dedicated devices, UNB workstations, or Q8/2 servers.

Al
<

HO 00877 A block of daty transmittad an the Ethemet ts catled a “frame” The first 13 byles of every frame contain the 8
trpter destination address {The redpisnt) and a 8bvle soume sddress (the sender), Each Bthemel adaper tard comes
with & unique factory instslied agdress {the "ontversally administered address"). tse of this hardware address: alsa
cafled the MAC (Medium Accesy Contrel) address or the Ethernet addrass, quarantass s unigueidentity toeach dard
PC software can ba configured to-substibite o diffarant address numbear. When this aption i3 used, # is cailed a “locally

a8 avrainistered addeese” The souree address Reld of sach frame mus! coniasiy toe uaique adtdress (universal or local
assignhedtothe sehding card. The destination field can contain 8 "miiticast’ address representing & group of workstations
with some sommpn sharacteristic. ‘ )

[0008] Each Ethemet board worldwide has a unique Etfiemel-atdress, itis a 48 bit raumber (the first 24 bits indigate

Samsung Ex. 1004, Page 243 of 553



EP 1 878 162 B1

the manufaciurer, the last 24 bits are a unigus number for each Ethemet boardicontrolier-chip assipned by the manw-
facturar), This is aiso cailed the MAG-address.
[o8e8}  in norval operation, an Ethernat adapter will receive only framias with a destination addrass ihat maiches #s
unigue address, or destination addresses that represant a muitic_ast message.

§ [0010} Thete are three cornman conventions for the format of Hhié remainder of the frarae:

- Ttheroed Hoor DEX
« iEEE 802.3 and §03.2
- BNAR

(0874} Etherneiibor DK

{ Dastination address | Saurce address | Type (Decnef, IPX or iR} |

[0012) Gigakit Ethamel Carrier Extansion 18 § way of mainiaining 802.3 niinkmum and magimum fame sizes with

enganingfel cabling distances. Fos sarier extehued frames {he non-data edension symbols arsiachadad {6 the “eollision
= window”, that ia, the enties extended frame is conaidered Tor collision and droppsd. However, the Frame Check Saquence

(FG8Y is valouiated oaly an the original feithout extension symbols) frame; The extension symbols are rermoved before

ihe FOS is checked by the receiver. So the LLE {Logical Link Control) laver is hot even aware of the carriar extension,

SFR Is a start of frame defimier
55 | Preamble (7-bytes) | Start Fraros Delimiler (1-byte} | Dest. MAC Address (§-byles) | Soume MAT Address (B-bytes) |
Length/ Type (Sbytes) | MAL Chent Data (B byleg) | Pau{0-p tytes) | Frame Cheek Sequense (4-byles} |
[0013] o 1998, the IEEE gpproved the 802 Sav standard that defines frama Tormat extensions to support Virtual Local
Araa Metwork (VLAN} Tagging on Ethermat networks. The VLAN protoont perndits insertion of an identifier, or “tag” info
the Ethamat ame format 1o Mentifie the VEAN 0 which the frame belongs. it allows framas from stations 1& be assignad
s o logleal groups. This provides various henefits such A% casing network administration, aliowing formstion of work
groups, anhancing nebwork security, and providing 8 meansof intiting brosdcas! domains: IEEE standard 8U2.1Q gives
tha-definition of the' VLAN protoca. The-802.3ac stondant defineg only the implementaicn details of the VEAN protocst
that are specific to Ethernst,
044} Hopresent, 'the-dsbyh@a YLAN taq. also called Ta Contral Information field, is inserted inta the:Ethermet frame
- betweer the. Source MAC Address field and the LengthiTyps flield. The fiest 2-bytes of the VLAN tay consist of the
"B0Z.1Q Tag Type" and are always set e a value of 0x8140. The 0x8100 value is actually g reserved Leagth/Type field
assignmart fhat indicates he presence of the VEAN tag, and sigaals that the traditional Length!Type Reld can be found
at ah offsel of A-byles further into-the frame. The last 2-bytes of the VEAN tag contain the foliowing information
[OBI5]  The fiest 3a0ils aresa Usar Priorily Sisid that may be ussd o sssignoa prionty leved 1o the Ethemet frarme.
S [0018] The next 1-hit ia a Canonical Fermat Indicator {CFD used in Ethemnet frames o indicats the presgénce of @
Routing information Field {(RiF)],
fO817F  The hest 12-bits are The VLAN derdifer- (I sehich uniqusty identifies the VLAN to whish the Etherpet fraras
belongs
[ORIB]  With the addition &F VLAN wgging, the 802 380 standard permitiad the reaxinium lengin of an Etherfist fraine
1o e extérded rom TS18-bytes to TiSl?Q.-iinss. Tha following Husirates the format of an Ethermat frame that has bagn

5
"aged™ with g YEAN ideatifier pecthe IEEE 302,380 slandand:
{ Preamble (7-byles} { Start Frame Dediniter {1-byis) | Dast. MAL Atdrsss (B-bytes}) | Source MAG Address (8-bytesy |
LengthType = B0, 3¢ Tag Type{2-bytes) | Tag Contrat Infarmnation {2:bytes) | Length/Type (3-bytes} [ MAC Client Data
{0-n bytes) | Pad (U-p bytas) | Frame Check Seguence (4-byles) |
00197 Witk intfoduction of the 902 3z stehdard for Gigahit Etherngt i 1998, an extansion field was ddded fn the and

]
>

af the Ethermet ame o enswre ibwoukd be lang saounh forcolisidos 1o propagate o ol statinns in the nedwark, Ths
extension flald i .appénded a8 nsedead to-tring the minimum length of the fraasmission upio §12 bytes {as measured
fromr the: Destination Address fighl through the-exteasion field). @ s cequirad aoby:in halfsiuplex maxde, 388 the cailisinn
pratesol s ot used i full-dupler mods. Mon data bits; referred to as “extension bits”, carring n useld information,
55 are transrnifted in the exiension fald extending the cardee i sentinue the minteum reguired firms. The Inliowing lostrates
a framis with an axiansion field appandad:
{ Preamble {7-bytes) | Start Fraros Dalimles {1-byte) | Dest. MACG Address (S-byias) | Soume MAC Address (B-bytes)
LengtiTyps {(2-bytes) | MAC Client Data {B-n byles) | Pag {0+ hytes) | Frame Check Sedusrcs {$-bytes) | Extengiorn |
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TORAR

FOU207  TOMIP uses P gddresses, whinh are 32-bii nismbers. To make it easier o memorize such P addrasses, thay
are usually expressed as four 8-bit numbers i axarmple 182 188.10.1), where each of the four numbers is within the

8 range of 0" t6 285", There ara rentisticns o Using T and “255" for all four fiirabers and thess valkies shouild he avoided:
When seiting up a small private petwork, you are freéa to use ANY P address, howaever, when you are camnected to-a
company network, you need o ask the Network-administrator foassign you an (P address: And if yowgrs ocoanected to
e Intermet, your ISP (Internet Sewice Provider) will agsign an iF address o you.

W QHCP (Dypamic Host Gonfigurstion Protocél)

[0024Y Gy hootup, the systei sends cut g-call i the netwerk W ling & DHOCP-sarver, which assigns an 1P address
1o sunh 8 system: The 1P addresses-am usually assigasd NOT permanantly, bub for-a specific time {dould be days,
weeks, ronnibg or i demet-connsctions ust for the ONE conasction). H the system contacts he DHOP-serer again
g duiring this fime, the ‘lease’on the 1P address is extended. Bul i yau comeback Fomt along vacation, your lease’ of the
¥ address may have expired; that 1P addressmay have beerrassigned now o somebody else, and yowyour coraputar
get now assighed a new IF-addrass.
[0022] The systems have IF addresses, but Ethernetboards ONLY know their Ethernst-address, 5o as soon as a
TORAP configursd systant is swilched on, it s advertising its presence anto the network: "Hay, Fam stive, my Eihsrnat
2 address s N8000L 0a0238 and my IF addrass i 182,168 10,2 " and each TORIP systemon the nehivark butlds upa
inble with alf Wi inforpratian, which is usually checkadivernbead in firme-intarvals of 15 mibn
[O023T  Hf your syatem needs now o communicate with-a station; for which ¥ does NOT have an antry iy iis table of
PiEihamet-Addressss, Waends oub s search-message o evervhody {“Brosdessi-Message®}y like " Hey, 1 ks to com-
municate with the IR addeess 182 168.10.4°, but I 'do NOT hnow your Ethemat-Address. Pleases, identify yoursai™, This
oausss the gystam with the reguested 1P adieesy fo seny gut 15 advertising again
108241 These procesves are owliad ARP {Address: Resolution Protusol) and RARP (Reversed Addrass Reslution
Frotoopt).
[00251 The Address Resolution Prolocol s used fo dynamically discover the mapping between a fayer 3 iprotocol)
and a layer 2 {hardware) address. A typlcal use is the mapping of an 1P ardress {a.g. 192.168.0, 10) to the underlying
# Etheroetaddress {e.g. 01:.02:08:04:05:08) You will oflan see ARF packets st the beginning of a conversation, as ARP
ia tha way thess addresses are discaovered, ARF g used todynamically build and meintain s mapping databsse batween
tink local fayer 2 addresses and layer 3 addresses. in the coramen case this table ts formapgping Elhernat o IF addresses.
Thisdatabase s calied the ARP Table: Dyriamic entrigs i this tableare often sached with a timeout of up to 18 minwes,
which means that once a bosthas ARRed for an 1P address it will remember this for the next 15 minutes before itgets
3 fime to ARP for that agdress again.

o
i

GatewayRoutar

0828} Tanonnant 2 TOPAR lanal-arasnetavark t another TOPIP LAN Dahich coudd e the cormplati Intermst) o via
G aWide-Area-Network (WAN), you need now a device called Gateway or Roater.

EAR

[0027] {EEE 80Z.1x adopis the Extensinle Authastication Protocd! (EAP) as the mechanisny for exchangs of authen-
tioation massages. EAR messages areencapsulited in Ethernat LAN packets (EAP over LANs, EAPOL} o allow com-
utioation between the supplicant o the authentivator.
[0028] EAP-TLS (Transport Layer Security). EAP-TLR is dafinad in RFC. 2716 a3 the seaurity mathod ysad in the
J03 1y olisvil n Windews XP. # provides for certificate-based, routual authentication of the clieni and the rebiark. it
ralias ovy olient-side and servar-sida certificatas {0 perform agthentication; and disiributas dynamically qeneratad user-
S0 and session-based encryptionkeys tosecure the Sonnection. Mahalauthentication and distribution of dyoamic gacryplion
kesys are of particular injersst e shared media Ethemet anviennments, such ay 802,31 wirsless LAMs.
0028 EARTTLS {Tumneled Transport Laysr Securify). EAR-TTLS {described in an {ETF graft) & an extension of
EAP-TLS, which requires only senvel-side certificates, gliminaling the need to deifigurs certitinates forgach olient. TTLE
provides additional securily for fransmission of user credantials and ciphars, 1t slso supports legacy password protocois,
&8 s dhat itmay brdegloyved as 8 front sl to sxisting sdhentication systerns {such as tekans ot Micrasoft Active Directany
Servicas)
[0830]  The evolulion towards multiple servicss delivaved pver a troadband access peteotk to an end ussr using an
Etharnet dyps sonreotion intresssy the and user heed ared buginess opporiunily fora playerio doservics bundling,

Al
<

Samsung Ex. 1004, Page 245 of 553



EP 1 878 162 B1

acting 95 @ one point contact for the end User 1o access services fronka plurality of service providers.
031]  Asaccess serviceprovider (A(:r,:SP} providesthe following basic services to its customass, including end users,
erterprises or companies and spplication and content providery:

8 «  Actess, e the possibifity 1o haok in 6 variaus networks
~ - Conpeclivity, L.e. the posaihiity 1o connect 1 ancther user or service with reguired papabilifies, speed, throughput,
ladenny, ete.
- ‘Reachabiiity, Le. to provide the pogsibiiity for others to connest fo you, Le. providing-an identifier for publication
fogether with an appropriale service logis and interconnedct services
w - Sscusity Tant raudutent or urwanted uss oF the access, including ntrusicn of savesdropping.

[0032]  AnAccSP will also ba dependant on identity and frust provigioning in order & identily and handie its sustomer
relationships i an appropoats manngr, including asacuis handling.
[00331 From an P ang packet based perspactive, AeSP hasic offeriogs are:

«  Agcess rghis
- Connectivity
= Reachabiiity

2 gil with the approgiiate secirity level If dccess over muitipls paints is offered, mobilty becames an infrinsic part of
noanesthity snd reachabdity.
100341 I ong exirame case, the AccBP, callad the operator shop, provides all services, Tha mairnasssiof the operator
shop i #s-diesat relation lo the end users. By having direst aecess to alt necessary knowledyge aboal the end user, the
opergtar shap oan cregte good senvice offecings and siso providey the best guality i alt aspacts ia the sustomer,
[0035]  This goes npt mean that the operatos shop will be capabie of produding all services nordead by {he markst, e
different kinds of god users, by st alore. i} will rather offer the, voriplete service package together with pariners such
as appiic@tion' and contant providers. The opargtar shop then provides a single inferface sad scts as an ntegratorn, or
shup, towards thie Users, also called subscribers,
[036]  Using the lerminology of inday the closest you get lo-an operator shop is an Intemet service provider {188},
M Although there may actually be significant differences belweent an operator shop and an 18P, the twe terms 1may be
regerdad as mors oF less aquivaiant gs ussd hereit. Menee, the operatar shop selactinn machanianis gould also be
iabeled ISF selection mechamsms and would work egually well with ISPg as with operatar shops.
[00371 The currentinvention relates 10 a mathod calied Flexible sarvice selettion (FS9). see the published International
patent application No. WO 2005/060208; "Ethemet DSL access multiplexnr and method providing dyriamin service
35 sefection and sng-user configuration’; that iv insorporated by reference herein.
[0038} FSS makes it possible ke run 8 plurslity of secdces from different apglication serdce providers {(ASPs) simul-
taneously 0f @ sibgle personal conputer (PG or sintliar devins in the custoiter prernisss network {CPN). Differant
safvices may be accessed through differant gateways, having differant media avcess control (MAC) addressas. i g
assmed that the PG ar gimibar devics anly geis ang glabal (P {Internst Peatocol andress, e, it veay sutisaribe 1o ondy
#G one ISP but to several ABRs.
[00391 The key io FSS ig the uge of DHCP {Dynamic Host Configuration Rrotacol) option 131 that allows traffic to be
routed fo different gateways depending on'the 1P address of the Yestination. Whieh the PO requests an 1P addreas
through the DHOP if gels anvanswer according fo DHCP option 121 including routing and gateway information relating
1o the sevices fo which the user has siibsoried. In the case where the PC does nut support option 121 of the RHCP,
thie DSLAM (Digital Subseriber Ling Access Multipher, Ethernet) has fosnoep the information acconding fe pgdion 121
1o be capable-of mappiog upstream traffic o the oght virest locsl arsa aetwork {VLANY and diresting /i the right
gateway Ay specifisd by the DHCP aafver. A VLAN ia'a fogical grouping of pons and endatations sush that alt parts and
sndetations in the VLAN sppear fa-be on the same physical {orexisnded) LAN segment sven though thsy may be
qeographically separated. & VEAN fdentifier consists of the jast 12 bils of the Tag Conlral Information fisld, as descrbed
&G abave
00481 Ancibver related solution 13 the 1P service engine (IPSE]. Among other things # manages user raffic flows
thepughra broadband remote scgess server {BRAR), IPSE can handiethres lovels of user awthentication:

o
i

Al
<

- Authenticated users. When first connacied, authenticated users ngad to grovide: a login name ard password that

&5 aresvalidatad by the router netwirk eleread, e the BRAS, iyploally through the RADIUS protosot withqar exderasl
authentivation servern

- Unauthenticated users. Unsuthenticated users are granied 8 temporany seonestion and session with a rdoimorm

sat of P services. Theycan beautheniicaiad atg ater mamernt and ba marvg ofticiattyloggedsin by sxieroal buginess
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processes. During the later sonfirmed login ofths users, the IPSE provides mors sxplicl! servines and routing policies
to the ﬁ;aﬁag}e{i router.
w  Pursistant users, Persistent usars have beern pra-registergd i ihe routers {(BRASS) and 1PSE with the identificaiion
of the MAC addresses of thelr lerminals. Sessions are created 16 manage connections that nave besn esiat}{is}_}ed
§ wilhout requiring ahy-explicll adthentisation.

[0841]  When coupled with the Edesson Ethernet DBLAM aovess (EDAY netwark, the IPSE can register persistent
users dynamically by memarnizing the YMAC (Virtual MAC) identifiers of the wentifiers according to eption 82 of the
DHCF. The VMAC address is afocally administered MAT address that'is asgigned to o terminal and s tocally uniqus
W in habioadbang acosss nelwark. In frames ofiginating from the terminal the network repianes the original source MAC
address by the VMAT sddress sssigned o the terminsi fo be used within the breadband agoess network: In frames
destinad for & terminal the nelwork uses the VMAL address assigned to-the teiminal as the destination address within
thebroadband accass nehwork; bul replaces it by the MAD addmss of the {arminal betore forwarding thaframetothe
terminal. Hende the assigned VMAC addiess "bedings 10" and identifies the terminad, alithoagt the termihal Hself never
ti saes e VMAL address or is not aware of s axistence.
108421 Yelanother solution related o operator ship selectipn i the (EEE 821X "Port:Based Nelwark Access Cantrol”
standard. Appendix © of this standard document deseribes how the standard could be used logether with 5 VLAM awarg
bridge in a lonal gren vetwork {LAN) context. One soenario described is when users san be connested 0 a son-aiuthan-
ficated VLAN by default and then after authentication tan be resssignsd to another VLAN assoniated witl atthorizad
2 sarvices. The WLANM confipuration Tor the gsar’s bridge porlis thos changed. No VLAN magping: or VLAN de-tagaing
DOERIE,
(00437 Cuwrent soittions do not provide sppropriate operatnr shop sslection machanisms that work in afl access
stanarios-and for users roaring in foreign beoadbara gosess nebworks, A uasr roaming in a foreign treadband accaess
network inthis case refads to A user visiting o antess netwark thathas no direct relationto the users home operatorshop,
[0044] The FSS enables 8 device o goness mulliphe services, Howaver, it does assune Hhat ondy one (8P, of single
authorily, 8., the operalor stiop, has all koowledge aboul the services which the end user can aocess, Hanee, the.case
wiigre the end user may choosy between spveral "operstor shaps™ or §:S_F‘s i not handles by F8S. Fusther, the FEB
methud can probably not be used for users roaming in foreign broadband access nelworks.
[0545]  The IFSE solution may be used a5 a platfony io creals operator shop selection, However, it doss not describe
M how the-autbentication, authorization and accourting (AAA} architeciure should be designed o support roaming users

o
i

and i dogs ol solve the probiem sasocixted with users roaming into & TP hehind & network addrss transiator (RAT).
i addition, the PSE solution-does oot aliew mutiple isers connected o the same port of B residential gateway (RG}

1o ghoose different ISPs, even when ey are ot connatied through arne NAT, Furthermors, the IPEE solution does not
deseribe how e user login procedure is handied in sonjinction with ISP selaction.

35 [O04B]  The sxample described it tha standard dodiment IEEE BAR. X, apyandiy C usiig a non-authénticatad VLAN
couid be used as 2 componentin an pperastar shop selection solulion. However, i does not describe the total sdlution
with support for roaming Users arnd Ussrs accessing the network From bahingd an NAT,

(0047} UE 2004/086750 concarns anethod for user equipmant (UR) residentin g wireless acoess nebwark {YWLAN)
o obtain scoess ioat least o ather oatwork s disciased. The method includes storing the ideatification {3810) of the
£G atleastone ather natwork (visited PLMNs and home PLMKs} in the user aquipment; tratsniitiing from the user equiprant

a regusst for connection i one of the at least one ofhwr network, which includes an deniification of al least one of the

alteast one other network, to the wireless mcoeds netwolk] dnd it réaponse o the wirgless access hatwork receiving

thig idanification, the ussr gguipmeantis cotnected (o the identifind stlegstone ather natwork through the wirsless aioess
network.

[0O48] 1S 20003/117984 concams = tnlsoomimunieation sysiam fo interconnect end-users gritd comprising one or mides

iersonnected Vinual Seodee Nebvorks {VEN) saciiassotiated o 2 data transpor] petwaek, Each Vicus) Serving Netwark

provides Qualitv-of-Sarfvice (Qo8) guaraniae oy aogregatad dataflows ang comprises a Virlual Service Network Ton-
irofler (WSKNGY 1o sontral the resources of the Virtusd Service Network and to gerform 8 pet-ussr admission controb on
each datafiow wanting o be transferred through seld sssuciatad data fransport network, Furthermon, gach Virkial
£ Service: Network Has a reachability sgreement providing Quality-of-Senvice guarantess between gndusers.al the tale-
communication systerm. This regohabifity agresrnsnt comprises ths onatiors of & pointof attachinent {TAP] of the VENs
and carresponding toa pegring point (PR} of the data ransport aetwork throughwhich dats is exchangsd batwsen virfual
servige networks: an agraement fo exchange roiting information between virual servise nebvorks, and the focalion of
atipast ona vidual service network controlier (VSNCY for aach VEN, this virtual service network controlier being adapted

&8 toaxchangs rescuren-sigaaling masssges betwaea the VNS and (o perform sndao-end admission sonirol forthn ends
users dataflows. )

[0048]  US J003/037183 concerns, in a communicaion method: processing for designativn of a service provider, user

auihentication, ared iP addvress sssigranent is performed by exchanging management rames: bebween 8 user tentingl
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and:a service provider through anaccess network; and nialn-signal frames each having an Fok form and containing a
snarce Layer 2 address of e user terminal are exchanged between the usertermingl and the s Serice provider ﬁ‘u‘mat;h
he ancgss network, Themanagenant frames have s farn which oan be discrinvinated from the main-signal Fames'in
Layer 2, and the acoess natwark holds information oo sarrespondsences batween souree Layer 2'addresses and virtual

& privale hetworks,) The atoess frobwiork ¢ recagnizes vae of the virlual pfwate nietworks wnnested 1o the service grovider,
based on the source Laver 2 address contained in each main-signal frame, and transfers the main-signal frames.in
Layer 2 by MAC bridging.

SUMMARY

[0135{?} Tie inverion is defined by dalims 1 4 and 8 with varicus embodimiends as defined in the dependentclaims.
The present invention providas a-solutian for opsrator Shop, oF 8scéss sevvice provider, which, in the context as used
herein, caa be reparded as mo o less squivalent 1o an 18P, seledtion by the-and userin a brbadband x€oess netivark
with mudtipls operatar shops connaded, Whoen mulliple pparstar shops are Sonnected 1o the sarae broadband t‘emar}\
3 g usar accessing the tatwork riay bave 0 indicsle which of the operalor shops that should provide the sawvices. This
applies fo dynamically. ssiablished-sesgion assopiations, i.e. when the assaciation-with ait opesatar shop i m}t panna-
nantly tied to a physical attribule, such ag an acoess porf. butis instead greated as . rosult of 8 user iogin or sema
acsess procedura: This solution can be valid for both users inthei Bome network and roanting users. Fora useraccessing
hiz hame broadband network this means thei he must indinate s home operator shop. For g user acoessing g forgign
i broadband netwaork it rogans that he'muostindicate an cperater shog with which his home operatas shog has-a reaming
agreament.
100511 The currant invention proposes 3 solution for oparator shop, or AceSP, selaction both for a user acgessiig his
torne broadband neteork and for the oase when s roarsing user is agcessing a forelgn broadband network. Thig is an
important machanism when moblity s ntrosddsad in the hrma‘band 200658 networks.
[0052] The sohution for operator shop selaction complements FRE in that it aliows an and user o selact the opesrator
shayp front witoh o sccasy sgrvices, FS8, i  DHEP oplion 121, muy then be.used by the selecled operator.ghop to
pravide the end user device with rouling and gatewsy {GW) information to they differant application sprvices.
{0053} Theoperatorshiop sefaction solution further adds support for a roaming end user visiting @ foreign broadband
access natwork to sefact the desired visited operatar shiog.
a0 (0884}  The invention may provide both layer 2 snd laver 3 solulion machanisms. The layer 2 mechanisms-ars basad
of agsociations of the appropdata VLAN as triggarad by a user autheantioation procedirg, possibiy complermenisd by
manual indications on 8 service portal, The layer 3 mechanisms are based on Psec{iP Security protacot suite, o setof
standards yaed to provide securily services gl the iP layar) lunngls bebveen the lerminals and suitable endpoint or
ehddpoints in the network- using IKEV2 (infernet Key Exchange version 2) with the NAT traversal detection option and
3 the edensible authevitication protaced (EAP} as the 'ﬁ{ﬂg:'atéd authentication reechanism,
[0055] The scolution is comprehensive en(wgh to coversa witde varily of sccess seanatios; inohuding acoessing the
hroadbang access natwork through a-dedicsted RG port, a novedladicated RG port, a home WLAN accass poind (AP},
& honia NAT, and @ public WLAN AR, provided by the brogdband docess natwark,
0086} Additional phjsas acd-advartsges of the rwaotiorowill e Sel farthyin the desoripfios which follaws, and i paert
#6 will be obwioks from the description, or may be leamed By practice of the invention. The objects and advantages of the
ivaniion may be realized and obtained Ly means of the methods, processes, instrumenialitios and combinativas par-
ticutarly poinied out in the appended claiims.

o
i

BRIEF DESCRIPTION OF THE DRAWINGS

Al
<

(0057} White the novel features.of the inventiorcare set forth with partisudanty i the agpended dlaims, a cormpleis
Gnderatanding of the nvention, both as to drganization and content, and of tha gbove and other features tharaof may
be gained from and the inverdion will be better apprecistad from 8 consideration of the ollowing detailsd desoriplios of
nen-imiing aymbodimants pressnied hareintisiow with reference 10 the sccompanying thawings, in whighy;

ig. a8 iv @ goreral view Blusirating & wserdevine or user termingl acsessing e of & pluralily of service pravidiag
neterorks fhrough & broadband acoess netwark; '

- Fig. 10is @ sehernatic view similar to Fig, 1a #ustrating also authentication entities or uiits,

- Fig. 1o is & schematic view of a broadband access network architagiure flustrating also vanous units or devices
88 used for the user device or lemminal when connecting o the troadbam ancess astwork,

~  Fig. 2ais.g more detailed view of parls of the broadband access network of Fig. 1o that are relevant for operator

shiop selestion,
- Fi i 2ism view similar o Fig. 2a whsgre s WLAN AP dogs rot sup;:«m virtyal APs,
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Fig. 2o ts a view-gimilar to Fig. 2a where & terminal Is connected {o an RS via a router having an NAT,

Figy, B is o view siinilar to Fig. 28 where an Pseg fusnel passes naBRAS andends ina !dt‘ai VRF of the BRAS,
Fig. P da g view simiiar fo Fig, 2a whera an IPsec tunnel passes through a dedicatad VRF {p a BRAS, an operator
shap, the ntarnat and ends | in & BAS of anether pperater shop,

Fig. 2fisaview simiar fo Fig. Zaivhere aniPgsc tunnel passes through a first dedicated VRF and 1 sesond dedicated
¥ Hf up toa BAS of the aperator shop asacoiated with the second dadicated VRF,

Fig. 2g is 8 view sinitar fo Fig. 22 where an IPses unasd passes thiough a first dedicatsd WRF up o an iPses lunnel
endpoint server,

Fig. 2his n view simller to Fig. 2q where an IPsag futngl ghases from g terininal through & rouler connactedih a
custormer premises retwork, a finst dedivated YRF up to an IPssc unnel ehdpoint server,

Fig. 31 iv 3 view simitarts Flg. 2a relevant Toe o user roandng in & foreign broadband scoess netwark,

Fig. s a view sinliar to Plg. 2§ retevant Tor a user reaming in a forsign broadband access network for the cage
whara 3 WLAN AP does aot suppat virtual AP,

Fige 3k0s & viewshnilar o Fig. 2awhere an 1Pses huanet passesthrough a first dedicaled VRF upta anolher dedicates
YRF agting as an Pagedunnsd endpoiint servar,

Fig. 3ais asigrabiiagram of precadural steps executed whert a fermainal accesses an operator shop thraugh a CPN,
Fig. 3bis 8 schematic block diagram of an access pode used in the case of Fig. 33,

Fig. da is 3 signal diagram similar 1o Fig. 3a for 2 terminal accessing an operator shop theough & wicsless LAN
ACCRSS point sugporiing virtual APs,

Fig: 4h s 8 signatl diagram simifaria Fig. 4afor atenminabaceassing a service pontal through & wireless LAMN atosss
goint supparting viruid APs far abtaining information abaut available uperator shaps

Fig. 4¢is @ schamatic Dok diagram of g wirsless aﬂress node usad i the case of Figs. 48 and 4,

Fig. 44 s 8 schamatic block disgram of an authesticatinn clientused it e broadband sceess sereer for the cas
of Fig. da,

Fi. 4oig 2 schamaiis plock diagram of an-authealipatior proxy server used 6 {he breadbang sopess server for the
case of Fig.4a,

Fig. 41 iz @ Row-chart of steps performed ina modifier snit 89 in o wirsless accessnode for the case of Fig. 4a,
Fig. B is a-signg! diagram simifar {0 Fig. 3a for g terminal acogssing a wireless LAN acness point requestingffor
obtaining information en avatlable sarvines,

Fig. 8ais & signal diagnam sirilar to Fig. 48 for a terminal accessing ant operator shop through s wireless LAN
gocess point not supporting virual APs,

Fig. &b iy 8 schemalic ook diagram of an scoess node usediin the case of Fig: 8a,

Fig. Ta g o signat diagram similar 1o Fig. 3a Tor lerminals accessing operator shops using IPsec Wwnnels baving a
comman endpoint in te BRA 1T,

Fig. 7o in.a signal diggrant aintifar fo Fig, Ta for IPses unnels Having dedinated erdpaints in the BRAS,

Fig. 7ois a schematio Mook diagram of 8 termingl ussd in the sase of Fig. 7a,

Fig. 7d & a sohamalic biock dlagrarm of # local virtual router furolion used iy the tase of Fig, Ta

Fig. T2 is a sthematic block diagram of a dedicaied virtual router funclion Gsed i the Case of th Taor Th

i T s asignad didgramositnibar o Flg. Ta for iPses funnsls having tuaned andpaints o the BAS of the nparstarshop,
Fig. 74 s a sigral diagram similar to Fig. 7a when using & DHCP aption for informing a terminal aboit tinnal endpaint
addresses,

Fig. 7his a signat diagrant similad fo Fig: 7¢ in the oage where the DHCP option insludes FQDNs of tunnial endpoints,
Fiis-g sighal disgram similac o Fiy. 7g for the case wharg a ferminat conhadcts to'a rower having an MAT,

Fig. 7] lg 2 sigral diagram gimikar to Fig: 7h for the case where aferniinal conngats fo a router having an NAT,
Fig. 8ais 2 signal diagram simiar to Fig. 3a for & roaming user gccessing a foraign operaior shop with special
softwars provided o the user s ermingi, '

Fig. &b is a schamatic block didgram of an authiantication proxy server used i the brosdband acesss server forthe
cass of Fig. 8a,

Fig: Bods o schamatic block dagram of a terminal uged inthe oase of Fig, 8a,

.8 is 8 schematic block diagram of an authenticstion ssyver used in an operater shop for tha'cese of Fig. 8a,
Qe asignsl dirgram similar 1o FPlg, Sedora roaming uset acosssing a forign apeator shop without any spesial
saftware provided in the user's temminal,

Fig. 8b s @ signal diggranvsindlar io Fig. 9a for a procedura irowhich an EAP Autherticatris sl used,

Fig. 8¢ is a schematic block diagram of an autt -emcamn proxy sarver used in tha broadband accessserver forthe
cases of Figs. Sa aod 8h,

Fig. 94 s a sghematic blpck diagram of @ legical unit Dsed in the hroagband acoess server for the cases of Figs, 9a
r.md S,

ig. S s a schentatic bock diagrar of an auihentication server used inan operator shop for the vases of Figs, 9a
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and 9k,
« Fig s aschematicblock diageam of 3 sarvige portad gsed i an oparator s&c}p far he-oases of Figs. 82 and 8b, and
- Fig. By is a schematio block diagram of an authentication serverthat may be usead in an operatar shop for the cases
of Figs. Sa and 8.

RETAILED DESCRIFTION
[0058] System and methods mcluding Procadures for operator shop selection that includes bath layer 2 machaniams,
L. basically methads; stegs and devices for divectly dedving hardware, and layer 3 machanisms, te basicaliy methods;

W disps whd devices for connacting on s network leval, will now be deseribag.

Querviaw of the larget broadband access natwork architecturg

[RO5ST The nebwork erviremrasal for the meihods and devites s doscrbed hamin generally icludes & troadbang
RS goceas network 28 10 which operator sheps 304 3.2 arg connected and which i Qesigaed tor sarve users using their
isnminals 18 ioiconnecied o or throught the Broadband access network, ses Fig: 1o The proadband access nstwork 29
is'an access hetwork aliowing user devices to connectta it and allowing a sutficient raty of dats commurication between
the user terminals amd the pparator shops “the term “broadband” referfring only to the fact that commurication of dala
or “pontent” should be possitie bebween e user terminats and the operator shups. Tha uperatnr shaps may in the
2 gdesoription below b considerad enuivalent to digtinct sarvice providing networks. Users are considered who connsgt
oaly through the broadband ancess network of thelr ewn. Users argwdso cansidered who mam irorthrough ather aocess
networks. It the Jatter casa the users are still assumed o have an oparator shop 3h of thair own that has some relaion
to ane of the operator shops connedted 1o the broadband access nstwork 28,
(0068}  Conanclion o oerfhvougha broadband aceess sefver reguirss anidentifisation proseduss and an authsntisation
procedure thst may be mare of less combinad with each other, Such an identification prosedurs may ba provided by
he AAA standantand v bassd on individusl user denitied in the form of retwork accasy ideniifiers (NALS) baving the
format "name@reatin’, see B, Aboba, M. Beadles; "The Network Access Wdentifier, BRC 248G, January "EQS-?a..,anﬁ .
Aboba st al, “The Network Access iderdifier”, RFC 4282, December 2005, An authentication pronedure, that is also
reguirad. for some parts of the syslem. may he the exiensible authentication profccnt {EAR); ses L, Blank, L
B Vollbrecht: "PRE Extensible Authertication Proloco! (EAPY, RFD 2084, March. 1888, and L. Blunk et-al. "Exlensible
Agtheniication Proloeat (EAPY, RFQ 3748, Juns 2004, of the EAP Working Sroup, IETF, gnd then the carrisr for EAP
may he assumed o be designed gocording tothe standard IEEE 802.1X - 2001, "Port-Based Metwork Access Control’.
Some components that may be used b an identification/autheniication procedure are Hlusirated iy Fig. 1b. Thus, the
broadhand scoepss notwork may include an aceess server called berain 5 BRAS (Broadband Ramole Acoess Berver)
35 17 that includes an authenticaion client unit such as an AAA client 23, Anauthentication proxy: servar such w8 an AAK
proxy ssrver 37 may be conoected o or in the BRAS and can communinate with the authenticetion slieat unit: The
apaator shops 3.1, 3.2, 34 may each have an ccass saiver, tafled herein o Broadband Access Sanver (BAS) 18, 18
which inciudes an sithentication cliantunil sunh as an AAA client 37, 37h. Bach of thase sithantication clignt units-can
sommiricate with an authenticstion unll sl called autherdioation ssrver, such a3 80 AKX server 31, 31h, of the
#G respectiva operater ahop, and in the case whers the proxy sefver is included, the contmunication is through e proxy
server 27,
{0081} The lagacy notion of a subscription in a broadband network'is reused i the sense that a subscription can stil
be tiad fo ¢ physics! atiribiste of 5 hone, 9:¢.a communication port o which the residential gateway 1{RG) of the home
of premises of a user Is connented, see Fig. 1o Subseribed services are deliverad to the RG 1 Using exisling layer 2
mschanisns, Le. peroperater shop 3.1, 3.2, and pessibty per sendee, VLAN sepacation, MAC foroad forwarding (MAG-
FFisee T, Melsen, B: Blake, "MAG-Farcad Forwarding: & Methad Tor Traffic Separation onanEfernst Acesss Nabwork”,
adrafi-maisen-mac-forcediwd-G2. 00>, Personal internat-Drah, IETF August 2004, Virual MAC, see Michaal Sagley,
“The Public Ethernel ~ Thé aexd-gensration ticadband access network™, Erlcgson Réview No. 12004, or antisspooting
addrass filering, sic. A VEAN dadicated to 8 certain operatoy shop 3.1, 3.2 harsinafier referred 10 a5 a sarvice VLAN
86 oranoperator shop VLAMN,
00821  Quertaid ord thessamschardsmg 38 xlso possible Roe individual users o raceive sendces tasad ot their bser
idaritities, e, thelr NAIs. I this case the appropdate VLANM associations are dynamically established asia resultefa
user iogin prodedure, whereag for servicey delivered to o centgin RG 1, based on ¥ physical sitvibuie sich as & dop-
murication port, these associations ara panmanent of semi-permanagnt. NAL based sarvicg delivery i required 1o aliow
&5 TOARMING
(0063} To atiow volume based nharging of traffic. in another lgcation than the user's homa, where "home" is definad
by the user's subscption, 8% wel as to allow, for legad purpeses, tacing of talfic anginating Trom fhe subscriberg, Wis
required ihat e source; of raffis originating rovw 8 user it e broadbiang access neiwark can be Unambinuously
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idardified. Thus, the tratfic of sach userhas to be separated from other users’ Faffic. The basic method for accomplishing
ihis in @ broadband access nefworicis 8 combination of the layer 2 mpchanisms in VLANS, MACFF and virtual MAG or
anii-spuofing address fitering. Thisapplise both to conkedtad customer pramises networks § (CPRs) and v conpested
WEAN (Wirsless LAM) APs 7. Howevar, there are also a number of differences betwesn the case where a user s

8 connectad Hirough a odvveniional luealarea nelwork suoh s 2 CPN § and the sase where e tiseris connedted through
awireless local arga network 8, 1.0, batween the CFN case and the WLAN AP case:

- Allapplicable sanvice VLANS, for differentoparator ghops, are constantly avaiiabie tirough the WLAN AP 7 whereas
in the CPN case, appropnate service VLANS are niads avaliabls when neaded, dynamically for NAL based sessions
1w arid ab subscription e for (Send-jpermanant assouiztions,
+ ForWLAN AR 7 the sorvive VLAN sepsration s, normally exdended across the radininterface through sssesiations
with separate sérvics sst identifiers {SS10s) whersas inthe UPN cadeadch RE port 11 may be asscciated with a
sayvine VLAN, through VIANS or ATR PVCs {Permanial Vichal Clenuils) fo the access nade 13 {AN) However,
WLAN AP« T that do ot sugport sulliple SSIDs. oo alse be wsadin the method and system as desoribed bereds,
ki ~  For WLAN APs 7 waffle sepaation aver the mdic fnlerface is achiaved using cryptographis mechanistns ascarding
ta the standand docamerddEEE 802,13 "Medium Access Dontral (MAQ) Security Enhancernents” 20084, whersas
wraffic separationin a8 TPN §, when applicable, is achieved by using separate RG ports 11, L&, gng individual port
for sach user terminal 15 or pussibly, for each-grouy of usertermingts.

b [0064] Howewsr, in 3 laver 2 based method fortralfis separation the considered gserderminal 15 must connactio a
separate part 13 of tha RG1 when rpandng o a CPN & This may be incorverdentih thoge pasas where the fenminals
16, A% nunmally connect to the RE through a WEAN AP andfor an NAT, not shown in this figure. Moragaer, i soms
cases a separate portraay noteven be available oo the REG. Therefore, laverd based methods based on IPses tinrels
having sourse integrity and replay orofection may aisn be usad. Sush matheds orypiographically tie the teaffis to an
individual usar o individual terminal 15, 15 In the systam and method as desoribed hereir two hasic slienatives are
‘sonsidarad for the remote sndooird of the iPses tunngl, these altarnatives including the broadband remote seosss aarver
17 .and the 'hmadbarid JOCEBS SVIVET {8&\_’8} 1.
(0085]  The varicus methods as described hersin may mors apecificaliy. be performad.e.q. in an architesture for a
broadbhand access network as schematipally llustrated in Fig. e, afhough the methods can also be applisdioa pherality
3 of variations of the illusiraled architecture, Primarily, the loeation of the relevani nodes and the AAA eaiities in the
brogdband acosss network 29 are shown, The acgess nods 137 batveen tha WLAN AF 7 and the BRAS 17 may not be
needed. This depends oy whether the reguired AN funciionality, e.g. meschanisms foriraffic segaration, can be handled
by the WLAN AP 7, An alternative 1o havibg an AAA Shent 23 in the BRAS 17 ia to have an AAA clignt 237 in each AN.
In the general case as described harein and a8 seen in Figs. 1h-and 1o, an AAA olient 23 is located in the BRAS 17.
35 This AAXclant 3 is used for ail 3toessey hrough CPNs §in the brogdband acokss netwark, s fodation v ihe BRAS
17 supporis teafic sepacation on bothiayer 2, NLANS, MAG-EF, vidust MAT oranii-s paofing addrass filtering, and layer
3, 1Psen tinfels. An AAAGIENT 25 18 also located vasch WLAN AP 7. This location supporis raffic sepanstion on layer
2, ushig the progased standard 1EEE 802,11 over the radio inferface and VLAN, MAG-FF and anti-apoofing addrass
tering betwaen the WLAN AP 7 and the BRAS 17, employing the et that many WLAN AR 7 indanded for pubilic
# access have AAA olianis 25 implementad.
[00B6}] The BRAS 17 also has ar internal AAA gerver 27 or is contectad fu an axternal AAA server, not showrt. This
AAA gerver 27 Sots 2o SR ARA DRty server 1t faciitatés the serving of multiple apérator shops 2.1, 3.2 by the broadband
geosss natwork 29 gnd allows the aperatur of the brosdhand adtess nebwirk i-appiv T8 own AAA palicias in addition
1o those sippiled by that of the operator shop setecied by ¥ dsar. The AAS servér 27 1h the BRAS 17 ur possibly ofily
consiifcted 1o'the BRAS 17 has 8 ralation to an AAA Server 31 in'edch of the vgerator ahogs 3.1, 3.2 that the brogaband
atcess nehwork 28 serves,
(0067} Hence, the AAA seiver 31 that achuslly authenticales and authorizes usersia Iocated i the'operatar shop 3.1,
3.2 singy the Openstor shiop “Owne” the subscoribers and nwanages the subsariplions.
[0G68] Tha oparator shop 8.4, 3.2 also has a broadband: aceass server 19 {BAS) for delivery of serviges 33, a.g.
HO Available st senats 34 run by the pperator of the opadator shep-or by individual service providers, and intemet fraffis;
sew ifeny 35, Thars oy bean AAR olinnt 37 40 the BAS 19 for camvenunicaling with the AAA server 31 o the nosrator
shop 3.1.:3.2 for awthentication and authonzalion in conjonction with delivery of services to Users roaming 6 othsr
networks and posuibly In conjunction with ingdividuaiized delivenyof services fo usgrs i the broadband access network
28, It a laver 3 traflic separation method is used.
&8 [0069]  The AR petosal used batwaen different AAA andes, Lo, AAS servas 31 and clienis 23, 237, 25, 37, s ganarally
assunied tobe RADILS, see C. Rigney et'al.; "Remuoie Authentication Dial Iy Liser Sarvice (RADILIS)", RFC.2885, June
2000, =0 B, Aboba, P. Caliicun: "RARIUS (Remote Authentication Dial tn User Sarvivel Support For Extensible A
ihantieation Prolonol (EARY, RFG 3879, September I3, Tha AAA protocel care alematively be Diamelsr, see P
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Calhioun,-J, Loughney, B Guitman, G Zor 3. Arkko: "Diameter Baas Frotocol”, RFC 3588, September 2003 and .
Eronen, Ed., T. Hiler, G, Form "Dlameter Extensible Authentination Frotoss! {EAP} Application”, in{émet draft <draft-
ieth-gasceap-03.xt=, IETF, Ootober 2003, These two protacols can both gonvey EAP packets, Also, any other AAA
pratocol that can convey EAFR packels can beused. However, EAP is notrequired for all parts of the methad and systam

8 as duscribed hereir, inwhich cases the AAA pratosslinay aldo be some suitabile protoont Bat sahnotoonvey EAR packets.
[Q070} inaddition to services 33 supplied through the gperator shops 3.1, 3.2 the broadhand access network 38 may
pravide local services, sg. based on servers conpecied 1o 8 lonal service petwork connecied io-the BRAS 17, ser a.g.
e description of Fig. Za balow. Such local services are ganerally delivered for free to-alf userg of the Broadband acogss
nstwork, including rogming users.

Gperator shopselaction overview

oy

[00741 A user s supposid o have a “home eperator sheg” and & "home adoass nelavork”; the latter sso valled “homs
brasdbans nebwork” or possibly “homs broadbaid dicess nelwiork”, a bome antess netvnd Magniibg o breadbang
15 aecess network through which the user's home operatar shop carl be reached directly, e, without using .. another
gperatarshop having & roaming agreement with the user's hame gperater shup. The home treadband ascess aetwork
hus gerves e users home operator shop; by providing a conhection 10 the home operator shop, and i assumed o
have a sefvice agregment with the user's homea operator shog.
[O072} W mulliple operator shops 3.1, 3.2 are cannected to the same brogdband socess network 28 a user go
2 passing the broadband access nebivark mast indicate that one of the available operatarshaps which s fo provids the
seavices
[00731  Fuora user acoessing hishome broadband gotess network this means that the uaer must indicaie his home
aperator shop, For g ussr acuessing 8 foreign beoadband neovss neleork, . o broadband access netwovk with witdsh
his home opergier shop has ao relation, it means that ha must indinate an operator shop with which bis home aperator
shop hag 2 raning agieement, _
10874} Fig. 2ai3anwove delalied view of thoze parts of the broadband gocess nebeark that ina firs] cass arg refevard
in conjunction with operator shop salegiion: it should be emphasized that e detgils of the archifecture dopicted in Fiyg.
Za, a#nd alge in Figs, 2b « 2k, should be seen as exemplary ambodiments. Various variations are possible, while stilf
adhering to the basic princigles of the mathod and sysiem as desoribed herein. Howaver, also Fig. 3aisa simplifiad
a0 llusteation. E.g. the AAA server 27 of the BRAS 17 s advaniagsousty protectes by securlty means, such as a firpwall
e, not ahown.
RO75)  Two service YEANSE, VLAN Ne. 1, 41,1 and VLAN Na. 2,41, 3, sach associaled with-an owioperator shop
Ne, 1.3.1, arwd No. 3, 3.2, respectively, ste depicted. The other two VLANs are focal VLANS, the loca! defaull VAN 43
arad the lpcal WELAN AR VLAN 45 that are used for user agthortication, this only patfanmied by the looat default VLAN
35 43, for opérator shop ssténtion snd for access B lodal saivices, 1é, services that are diféolly provided by the BRAS 17,
(00763 The VRF (Virtual Rauter Function) Na. 1, 47,3, ans the VRF Na. 2, 47.2, of the BRAS 17 are each dedicates
10 & single operator shop 3.1, 8.2, respectively. The local VRF 43 of BRAS 17 has acerdral role i the operator shap
salection mechanisma, 2.9, i handiing avthentication and in some cases for handiing Pssc wnnels. The VRFs gre
interconoscind, sucshas being tonnactad in an inter VRF batwork 52,
#G [OFT]  The local sarvice nebwork §1 that is connectad toor in the BRAS 17 and also may be connscled o or include
the intér-VRF network 52, may advantageously have a number of VLANS, not shown, soafigured 50 as to isolate VRF
No. 1,474, and VRPN, £, 47.2, from each other isolate servers, e.g. local sérvers 63, frora each other when applicablse,
sto. i e simiplified schamatic ilustraion the AARA sefver ¥7 of the BRAS 17 is shown 1o he conneciad to tha Bame
local sarvice retwark 51 as the focal servers 3. However, i cotild be advantageous i this AAA server 27 1 connecied
o a separate network surrounded by more rigordus security mheasures, aot shown, At lpast, the AAA server 27 of the
BRAS 17 ghouht b volated and petesten from unaethorized access by having o separation performed by a VEAN, not
shown. Tha looal VRF 48 should preferably entploy VLAN aqgregation, acoording tn D, McPharsan, B, Dykes, "VLAN
Aggregadion for Effickent P Address Allocation”, RFC 3069, February 2001, for the local service astwork 51, and the
VEANs G which # may badivided, so thatthe-ogal VRF can be reached using the same 1P addrass fram all other WRF2
&G avross the ocal sarvice network 81 anddor the Inter-VRF network 52, However, these VLANS used in BRAS internal
aetworks sunh as o the local senvice nebwark 81 and iy they inder-VRF nistwork B2 sew oot Hlustnated i tha figures.
0078}  There are fwio main cases which the methods for operaios shop selention may handle:

o
i

Al
<

< A user accessing his home broadband acesss network, i.e. a broadband access natwork that is connacted fo the
55 usar's homa operatar shap.
~  Auser accessing @ foreign broadband aceess network, Lg. & broadband acoess nehwerk that has no rélation to the
user's home apendtor shop,
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perator shop selaction in & home brogdband access: network

(0078} Selgetion of an openaior shop is hot applicable for commuon services for all Users or devices within a GPM &

such ag in the nase where an RG port 1 of the CPN s psfmanenﬁy or semipernanenily assoctated with the fome
8 aperator shop of @ user. {n that case the horme speratar shop has alkeady beer “selesied” through the permanent or

semipgrmanent assatiation. Only associations dynamically eatablishad per session are discussed hergin.

[BO80]  The casss atshould be considered in a home broadbang ascess network include:

- The user actesses his bome oparator shop through a CPN-S contiscted tofin hevhis home broadband aecess
e netwok,
»  The user acoesses bis home pperster shap through 8 WUEAN AR T conneciad in berftis home broadband acoess
niebao.
- The usar acnessis bz home ogeratar shop through an tPsec unnel dslablished through bavhis homte bmadbaad
access.network,

Acpess thraugh a CFN

[0081] The RG gort VAN 55.of an BG pert 11 af an RG 1 ing CPN &is, inthe case discissed heréin and when there
g no active session sclivated from g user tormins! 15, by defaul! assoninted with the locs! defaull VLAN a2, This
2 gssocigtion is.present ak a legical connection internally in the AN 13 1o which the RG 1 s notingcfed: That a VLAN s
assosiated with andther VLAN gatisrally means that the VEANS ars bgioaily connedted through a oinde, such as by a
fabie andry in @ {able in the node, so that framesin ong of the VLANS are automatically ransmitted into the other WLAN,
Generally, there may thus be provided same raicadion of such assoviations by &g, the corgenis of @ mermory eall not
shown, in tHe AN, This, when & bser conmpcts 1o an RG port 11, the haal defaull VLAN 43 is'all that the user canraash,
L, i this case frameg rresived ircthe AN 13 ram the RGport 11 are automatioally transmitted also into tha looal detanlt
VLAN, Bafore the tser is sulhenticated, the procedures 'acx;;m'dmg; to the:skxndard desument IEEE 802, X wilt ot allow
apy othey commuusication with the user's terminal 18 than seading and recelving messeges carviad in EAP packets; or
I otiver packetgrefated io the procadure of togging i fo the broadband access networkc 28 such as for accessing operator
shop Ne. T or 2, 31 or 3.2, such packels being .g. PEPGE packets; see L. Mamakosel al., "A Methad for Transmitiing
B PPP aver Ethernet (PPPcE)", RFG 2518, February 1988, in the case where an authenficalion methed different from
EAFR over IBEE 802.1X Is used. Any Ethernet frame sent frosn the User's tenminal 14 will frigger the loeal VRE 43 1o
initiate an EAP authentication procedure towads the terniinsl, in accordance with the standard dacurnsnt IEEE 802 1X,
using some suthentioator function or unit symboiicatly ibticated at 58 in the BRAS 17 in Fig. Ja.
[0083] Diaring the EAP procadure the losal VRF 42 relays the EAR packeis to the AAA ciant 23 of the BRAS 17, which
35 forwards trem 10 the AAR proxy sarver 27 of the BRAS. The AAA prodty server 27 axamines the reaim part of the NAL
that the user sugplies in an BAP:dentity-Responsy message in ordear to defeoming what to do with the EAR prasedure;
Le, to detennibe he AAA server to which it i 1o be directed o i it is fo behandied nfernally, in the sass whees the user
warita atoess onty 1o he local satvice nativork 1. A homa realin is the administrative domain with which & usar maintains
arr acoount relationship snd & locst realm s the administrative domain providing servioss faa pser. An saminisirative
A4 domain may act ag a local radim for some users, while being @ home realm for others. The network access identifier
{NATY s uved in the Diarnster protosot ta exiragt a user's identity and reaim. The identily 6 used to identify the user
during authentication andior althorization, whergas 4 user's realm ia used for messags routing purposes. The'string in
thg NAIL that pracedes the "@" chamgiar iz tha nama part and gives the idastity Of the user, the "userngme™, The steing
in the NA! frat immsdiately folliows the 80 chargoter is the réalm part Hoiding an NAI réalim name. NAL realm names
afe requirad tobe uniqua. An AAA entity emploviag the Diamater or RADIUS protocct makas tiss of tha raim defined
by ihe reate part; alsa loogehy refared 1o s domain, 1o delermine whether messages fromeor fo the user can be salisfied
tocally irr thie AAA andity, of whether they must be routed Or redivected o afiothar AAA entity. I the Case considarad
here-the uger accessey his horae broadband accass Febvark 28 and the reabn partol the NA Indicatas the uskr's bame
operalorshay, L.e. elther operator shup No. 1, 3.1, oroperatershopNo. 2, 3.2, Avrexampla of an NAT s "happy-useri@ap-
& shop®
Forthis NALthe ARK prosy server 27 wilt relay the AAA packels betwaean the AAA chent 23 arwd the AAA server 31 of
the operator shap indicaied by the NAL ogerator shog Ma 1,31, i the exarmple. Hence "opagator shap No: 1 3.1, has
been sglacted,
[0082] Affer 2 successiyl authantication the BRAS 17 nsiructs the concarngd AN 13 in 5 sultable way, s.4. via ihe
&8 sienple nedwerk managemsad protoce] (SNMPS, see 1 Haringlon stad., "An Architesture foe Degeribing Simple Netwark
Management Protozal (SNMP) Managemsnt Frameworks®, RFG 3411, December 2003, or some other profocn that the
BRAS san uss o cantrol ANg, ke asgoctate the conserned RE part VEAN 53 with VEAN Mo, 1, 411, iastead of the local
defaull VLAN 43, The the user can Jwough Mg termingl 15 procesd o aoguire an P address using DHCP o enable
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subseguent P communication, In order for the BRAS 17 fo now which AN 13 fo instruct, virtual MAC must be used.
Tha EAP procadure in iisell doss not give the BRAS 17 any inforration-ghout which AN 13 thatis heing involvad v the
procedure. Furtharmorg, thie Bthermet netwerk infrastructure between the Al 13 and the BRAS 17 does not allow the
BRAS 1o trace the node fropywhich a considered frame has amived. Alsa, the {o.ri-gina‘i‘) sowes MAC address of tha user
& terminal 15 cavies no laoadion or iopoiagy information. Thus, in arder ior the BRAS 17 to know which AN 13t instrust;
the AN must replace the original source MAC address of the user terminal 15 with a virfisal MAD address that indicates
ihe responsible AN To sasure that the BRAB T can fettio which AN 13 8 virtust MAC address belongs, the different
ANs are aflocated different parts of tha virtual MAU address rangs.
[0084] The AAA clientoas instead be located Inthe AN, seeitem 237 of Fig. 1, and thepngither the focal default VEAN
1w 43 00F the virtual MAC atfdhess 1§ neaded for this purpose.
[0885] i acvess anly o the ncal service natwork 81 is desired, the user can supply a special NAL with & reaim parnt
belenging to.the broadiand agcass petwork 28, dedicated for this pwrposs. The user can have obtained i through of-
ling nieansdcothsr methanisms that are used o idlanms userabott availabis aperator shops 2t descrihed horeinbalow,
The AN-13 tan then kegp 18 association between tha fonterbed RG port VEAN 55 o the ool Selaail VLAN 43,
ki [A0R63 The differant steps ivactessing an oparator shop 3.1, 3.2 for e casg whare the AL Chent 23 s fboated in
ihe BRAS 17 are summarized below wili referancs to the signal-diagram of Fig. 3a. The user s assumed io-beloggad
in foa CPN & on g terminal 158 Having an MAD address and i particular connectad o a speaific pod 11 of the RE 1,
the user identified by also this specific port.

beon 1. A user conngets ierhisdenninal 181o 8 broadhand acgess network,8.¢. by the Usersiaply turning on his tenninal
device that s sesumed o te connecled o an RG port 11, Then, theclanringd 15 sands afn EAFQL-Slartgranket ta
the multicast address of "Port Accass Enlity" (PAE), called the "PAE group addrass” in the IEEE 802, 1X specification,
this spegification defining PAE astfe unll handiing the aptheatication procedues towards the termins! and cortainiag
the "EAFP Authenticator”, Tha EAP Authenticator is defined as e uoit communicating with the terminal 158 inan
it EARprocadure; asd may symbalicslly be indicatad as tha unll 56 In Fig. 2, Tha PAE maintaios 3 Kl defining in
somaway the frameas allowad [ pass, { any, these ramas may ba definad by sertain allowad valuesof ihe Type
fisld in ihe.'&ame header o of centain aliowsd mtrimxtas of & higher layer packet heluded in the frame, such as a
destination 1P address or g destination WDP port number, other fames being blocked because the respeciive user
is not authenticated. if the terminal 18 sends a frame containing something sise than an EAPOL-Start paciet, the
0 EAR Authealicator SE8/PAENvcal VRF 38 will intercept the frame and inillate an EAF procedwre towards the terminal
by sending an EAP-idainiit-Reguest packat to the teavinal,
2. Aframes orfames from the terainal 15 isfare received through the residential gateway 1 or switch inthe AN 13
ard retagoed to be transmilted inlo focal defaull VLAN 430 also a VMAG addreas being introduced in the franas,
the VMACD addrass idartifying ihe termiral 15 and the AN. The assigned VMAC address primarly identifies the
385 terminal 15, bul by aliocating different Jortions 67 the virtual MAQ address rangs to diffarent ANs, a8 manoned
above, it canvalso identify the AN 13,
3. & relagged frante of retagged frames Tom the terminal 15 Tsfare rsosivad in the loval WRF 49 of the BRAS 17,
An EAPGL-Start packet may spedifically be recsived Dy the EAP Authenticalor, Le, the PAE, in or connacted tothe
incsl VRF 48, § a fame fichading an unauthorized MAD addréss or YWMAC address i3 reseived, & opw usie is
G detected, the frame 1g intercapied and given to be processed by the EAP Awthenticator such as the wnit 56.
4. The EAR Authenticatar inthe local VEF 48 sends an EAP{denlity-Request to the lerminal 15
5. The {ferminal 15 responds With an EAP-deniihy~Response, hcluding the user's identity in‘the form of ai NAL as
agsaribed shova.
&, The EAP Authenticaior 58 passes the EAPJdentity-Rasponss 10 the AAL olient funtiion 23 located intgmially in

L the BRAS 17.
7. Ther AAA client 33 includes e EAR-Idenity-Response ih arcAAA message sl sends the AAA misgsage tothe
AAA praxy server 27, which tiay be part of the BRAS 17 as flustrated, or may be coddcated with the BRASB.
4. The AAA proxy server 27 recognizes, using the sxample above; thal ogsrator shiop No. 1,34 s warrted by
ratriaving and examining the realm part of the NAIL indicatinig the usar's home operator shop; as suppiied by the

]
>

osetin the EAP-Ientity-Responss patkat and in thg UserNames altribute io tha ARA messags. Thus, the ARK
proxy-surves 27 canfind the NAFR the User-Name atttibute, bul theoretically # could alst exteachit-fram the EAP-
identity-Request that ds encapsulaied in the AAK megsage. In addition, Biameterclients, g, AAA clients using the
Hameler profocel, alse insert the realnt pant of the NAL in the Destiration-Realn attribute, which the AAA proxy
server 27 can then use to identify the desired aperator shop, The ASA groxyserver 27 fransmits the AAA raguest
&5 iy-the AAA sarver 31 o oparator shop No. 1, 301,

2. An EAP atthenfication procedure hebveen the AAA server 31 ingperator shog Mo 1,21, and the user feminal
15 through the AAA proxy server 87 angd the AAA olient 23 of the BRAS. 17 ig performed. The EAP autbenticalios
procedura is Navdied end<to-end betwesn the tarrinal 15-and the authentication serverwhidh iy the AAA server 31

13
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of aperator shop No. 1, 2.1, Between the AAA olient 23 of the BHAS 17 and the AAA server 31 the EAP packets
are sneapsuiatad in AAN e ages.
1 The BRAS 17 inohudes @ logical furction unit 57 (LU} oblaining information that the AAA protedure Ras been
compieted and abowd the aperalor shop thathas been selacied. Thisis done by the AAA server 31 of the salested
8 dperalor shop informing the AAA cliert 23, thréugh an AAA fisssage, alter the suthentication procedure has baen
successhly finalized, the AAA client 23 in turh Infarming said logical funclion 57, ant sinde the AAA proxy sefver
27 s mise informed frough the same ARAR message, Tie A proxy server can also be the one infonving sald iogica]
furiction. The logical function unit 57 instructs the AN 12 to change tha exisling aasociation between VLANS, using
the VMAC aditress of the terminal 1510 find tha correct AN 13, Tha VMAC address & a locally administered MAC
w0 addrass that is assigned to the terminal 15 and s Goally unigus In the. broadband scoess network, Hencs the
msshyted VMAC address "belongs o™ and ideniifies the tenninal 15, although the terminal dsalf never sees the
VRMAC addrass o 15 not aware of i existenne. As mantionad abive, by afiocating differént pants of the VMAC

13 thal assighed i lo the terninal. The indormation oo the selacted aperador shop is abiviousiy available ioside the
35 BRAS AT and the above procadise gan be performed in various ways, such as:

a3 When the A&A proxy server 27 ideniifies the selected oparator shop, it notifies some other part of the BRAS
17, exg-the LU 57, ofthe selaction made and which VMAC address i cancems, the lattor cags faquiring that
e AAR dlient 23 incides the VRMAC sddrass of the terminal 18 in the ARA massage. The LU 57 may receive
i tha opsrator shop selection informgtion o the form of the realm part of the NAlor some other BRAS infemal
idenfifier to which the AAA proxy server 27 has hansiated the tealivepart. Then the LU 57 only has to-wait for
a notification of a suncessiul user authentication before instructing tha AN 13 tv assodiate cartain VLANS,
i) The AAA client 33 or the BAP Authenticsdor, such as the unil 88, pusses thw roalm padiof the MALand the
VMAC address to somuy pther part of the BRAS 17, sig. the LU &7, even befors wansmitting the first ARA
it massags i the ARA praxy seever 27, The LU 5T ther anly has te wall for an indicaon of & suncessfal usar
authanticalion,
op After the AAR clieat I3 has regsived, rom the AAA server 31 in ihe splected operater shop, via the RAA
proxy server 27 the AAA message including ihe indication of a sucoessiul user authantioation, it irdorms some
other part of the BRAS 17, 0.¢.the LU 57, aboutthe VMAC address of tha terminal 15 and the selected operator
a0 shop. e.q. inthe form of the realrn par of the NAYL or soms oller BRAS intenial identifier indicating tha selected
operalor shop, The LU §7 may thet, if neaded or desirad, transiate e realnt part of the NAL or other BRAS
internal identifler raspectively, to same BRAS infernal identifier; g, a VEARN D,
dY When the AAA proxy sarver 27 receives, from the ARS sarvar 31 of the selettad operator shop, the ARA
massage inciuding the hdication of a suecasshd user agthentication, it informs eq thell 57 abowt the VMAG
35 addrass oF the tervingl 15, this raglinng (had the AAK dient 23 Fas previously Indhifled the VMAC address in
an AAA message, and ahautihe sslected operalor shop sssoniated with this YMAD address, Tha selected
operaterghop can thert be indicated asan FOON (Fully Quatfid Domain Naree), Le. the reali part of the NAYL
or g8 @ BRAS interhal identifinr identifying the operatar shiop. The AAA proxy server 27 should of cdursa alao
forward the AAA message fo the AAA client 23,
A5
1% The AN 13 receives an insiruction message such as "Associain the RG part VLAN of VIAAC Xwith WLAN Ko,
1, where ‘the VYMAL addiess alidcatad o the terminal 15 §'dencisd by K", the RG port VLAN iathe VLAN 55 of
the RG poet 11 fowhich the tarminal identified by VMAG X g connesiad snditis assumed that the usier wanis accesy
o operator shop Na. 1, 3% The AN 13 accordingly changes tagging Tor VLANs so that frames from the concerned
RG pori VLAN 55 ara tagged for VEAN No. 1 instead of being tagges for the fogst default VEAN, I ¢an ba dona by
&g the AN changing 8 secord in 8 VEAN assccistion table of generaily in some dala sirocture that the AN uses o
keep track of associations delwean VEANS. Such a data struciure can baimplementad in a varigty of ways phviocus
W one-skilled i the st
12, After tha-gser has bacomie authenticated, the temminal 15 can provesd o aeguire an P addrass. R wilt be an P
address from the addrass range of gperatorshop No. 1, 3.1, The 1P addrass s supplied by a sultable addrass server
sueh ag 3 DHOP server 89 o operator shop Na. 1, 37, e, eoatedin thes BAS 1S, The respactive sddress server,
the DHOPR server &1, in the BRAS 17 witl act as arslay agentfor gerforming the assigning of a0 addrass, Lea.
DHCP, in Mg progedure. It this case'the atddress server acting as & DHOP refay sgentis associatad with the YRF
N, 1, 47.1, for operatorshop Mo, 1, 3.1, Alternatively the DHCP server 1.1 inthe BRAS 17 canallpeata 1P addresses
&8 ghirently in the termingl 18 frov the aridresy rabge of operatorshpp Nao. 1, 31, Thisrequires the the DHGP server
81.1 in the BRAS 17 has been given a pool of addressas ot of the address range of operator shap Na. 1, 2.1
13, Alter thissfermivas! 15 hag Desrrgivenan IP addiess, the userdan st tradfe using TCRAP, theoogh VLAKN Mo,
1, 413, VRF No. 1,471, and the BAS 196 of operatorshap No. 1, For example; the uger san receive 2 web page
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afthe BAZ 18 of pperator shop No. 1, Such a web page can presant servicss that oan be accessed through operatar
shiop Mo, 1. This-can be achisved by e.9. the user's browser heav‘irsg_ the web page of the selectad operstor shog sat
as it start page, such as configured manuaily by the user atcording to nstuctions from the oparator shop when
the subscription ta this operator shop was agresd on. The services can, as illustratedt in Fig. 1, jochude access io
the Internat, and senvices I3 provided by spedific seivice praviders frahi one of mofe service sutvers 34,

[OG67]  The AN 13 may have at least the following modulesinomponentafiuncions which may be necessary o perfonm
ha operator shop selection and acoess in this case, see Fig. 3b:

A VLAN Randisr 77, noluding & sutimoduiz 73 Tof fagdiving islrustions of changed assocdialivn and for eanging
mssociations accordingly:

A NVLAN ssacciation tabie, Ses the sxamplg in Tatls 1 balow, storad in @ mamory place 75 iva memary ¥7.
AVMAC address handier 78 incliding a unit for transialing beteesr MALD and VMAC

A YMAL address tabie slored inarsraory place 81 i the rsmiory 77.

An MAT address to 1P address tabie stored ing memary place 83 inthe memary 77,

(0088} Anexample of the structurs of 8 VLAN assoclation fsble is given in Table 1.

Table 1. VLAN assooiation tabbs for N differend R ports

VAN 2t the customer prentises side | VLAN st thrnatwark side

F(G: pﬁi’t ‘\:‘LANNB 1 ”‘\?LAN Mg, 1
RG port VEAN Mo, 2 YEAR Mo, 1
RG port YLAN o, 3 Locat default VLAN
RG port VEAN No: 4 VEAN Ng, 2

RG port VLAN No. N VLAN No. 1

[0088] The BRAS 17 may have al lsast the following modisesicomponents/iunctions that may be necessaryie perform
the-aperator shop access in this casse, see My Ja

& BRAD internal nebwork, such as the intecVRE netwark 52, including a sonnection fo or including the iccal service
netivark 51,

Alocal VRE A8 connected in the BRAS internal netwark.

At EAR authenticatar/PAE such g the unit 58,

Ko AAR client 23 dirsctly connestes 1o the pcal VBE 48 and tn the ARA peoxy setver 27,

An AAA proxy server 87 cobneciad i the BRAS intarnal natwark and 1o AAA ssrvers 31 In operator shops Nos, 1
and 2,3.1 and 3.2

A dadicated VRF No. 1,471, carnected in the BRAS internal network for roiting traffic only i and from eperator
shop No. 1, 3.1, sxcept for centain spedial cases when fraffic can be routed diferantly. The VRF No 1 funclions as
thevacoess router of pperatarshap No, 1 i the broadband access network . 89: Froa the peint of view of pperatar
shop Mo, L0304, VRF No. 3 appears s part of of bonnegiad invthe own nstwork of ppsfator shop Na. L

A dedicsted VRF Mo, 2, 47.2, sonnested o the BRAS internal network for ruting trallin only inand from operator
shop Mo 2, 3.2, except for cerlain special cases whish fraffic can be routed differerdly.

At assndiation insruction anit oy logical funcinn it LU 57 for manitoring AAA procedures ang for nstructing ANs
131 change associations Detween VLANs.

A DHOP server 81,1 for operator shop No. 1.

A DHGP server 1.8 foroperafor shing Mo, 2.

Acgesszthrough a WLAN AP supporting tha virlual AP cencept

[QO90}  H pan first be assumad thatthe WLAN AP 7 supports the virtual AP (VAP) conpapt, Le. that i has the capahility
or inchudes the Runction of smulating mulliple fogical APs i a single physical AP, see Fig. #a. I such & case esch

15

operatorshop 3.1, 2.2 connected to the brogdband ancess netwark 22 Is also assumed to have "its own! jogiost AP
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83.1, 63.2 with 3 dedicated SSID being broadeast in heason messages from e AP, Such s logical AP may be a unit
irm\;rpgrai&{} inthe WLAN AR 7 the unit includi iy 6.9 @ unit for handting the virtua! AFs and a memery fravi g memory
plane for storing reguired dais, such as @ suitable list, nof shown, see below. Furthermore, the WLAN AR 7 associates
eachy pperator shop S withihe VLAN 41,3 .31 Zdedicated for the respective pparator shop; such that alt tradfic, fram
8 autheniivated ugers, periaining to & certain SSID iv passed fo the acsclcc"‘ied VEAN and vice versa. The WLAN AP 7
alsg has an gwn or local logical AR 65 and & coresponding 510 assgoiated with the local WLAN AP VLAN 4§, which
aflows a8 user sceesy 1 the oual service nebwork 51, In Fig. 2a the 8810s for ihe nperalor shops Mes, 1 and 2 are
denoted by "SSID 1" and "SSI0 2", respactively, and the SS1Dfar the local WLAN AP VLAM 45 s denoted by "SS1D tosal™.
(00847 When gccessing the broadband aceess network 38 through o WLAN &P 7 supgoriing the victlual AP eonicept,
w the usar twst select e 8810 agsovialed with tis bumhe operator shap, thg baing one of the oparalor $hops 3.1, 3.2
available through e WELEAN AP, see the: sigaal dingrany of Fig. 4a; or the SSID sasoniated with the local WLAN AP
VLAN 45 for delivery of publicly available services, ses the signatl diagramt of Fig. 4b. The S8ID could proterably e a
charactey steing that is aasily interpreled by human beings. ey the hame of the dasirad gperalor shng or iis raalm-
FODN (Fully Qualifisd Domain Mame), Then the formine! 15" dan sean for braadonst 8810y aod prasent the resalt io
= the-user ol the lerminal. who can then manuaily select the ove batonging 1 his ome operator shop. s also possible
o configure the termiral to sesrch for and attach o (L.e. associate with.a cerain $SID.
(0092} if the SSI Infermation is not enough for the user to saladt an operater shop, Le, o select one of the §51Ds,
he-may attach o (Le. associate with) the SSID sssocigted with the local WLAN AP VLAN and obtain more information,
abowt avellabls operator shaps and theiraasoniated 98105, from the sarvice portal 54 hefore manaally sslscling ongaf
2 ihe 8$8iDs assaciated with operator shops 301, 3.2, see Fig. 4b, In s docal WLAN AP VLAN 45 the user s allowad
aceess argd cananguirg an P address without 8 prioruser authentinxtion.
(00937 When the user sfizehes 1o the WLAN AP 7 using an SSI0 seigcled among thoss assotiated with available
Falatclectingg shqps 3.4, 3.3, the AAA roquest resulling frorm the EAP authentiation prosedurs iy rotted, via the BRAS AAXK
proxy-seevar 27, 1o ibc ogsrator shop 3.1 or 32 that 15 associated with the SSID, irrespactive of what MAL the temiinal
2 A8 supplies, I e NAL does not indinate the operator shop associsted will the splectad SSID in the realm parl, the
WEAN AP 7 can aifrer sefaot the aucess request or force ha AAR reguest 1o be routed 1o the oparalor shop associated
with the selected 8SID. To foresthe ,{s:ﬁ\y& reguest i be routed to e operatorshop 3 L1 or3 2 assacinted with the seleoted
SSID, despite another reaky indicated in the NAL the WLAN AP 7 oan sither rodify the received NA! into an exiended
formatthatincludes anintermediate network realm or commusinate the salected SSIL in some sultable way, e.g. inchidad
0 ina vandor speciic AAA aftribube, such as using some suitable protocal extension. bt the latter case; f the 350 is
paased tothe AAA proxy server 2T i soie way such as iy an ARA sttribwite, the AAA proxy servar would tse the GEID,
instead of the realm partal the NAT o direct the AAA message o the AAA server 31 of the selected aperator shap, this
requiring that the AAA olient 28 and the AAA proxy senver are provided with the corresponding additional funclion, see
Figs: 44 and-4e: in the fonmer case, called the extendad NAE mathod, the extendad NMAT bas the genaral format
3 “hormedeabnmanie@intermadiate-realm” o
"hame-realminame@intermedinte-resin®
whae “Hume-raalm’ fs the raalm of the home retwarkihome operalor shop, “irterroediste-realn” is the reabm of a
salectad intennediate networkfintermadiate operalor shogand "rama” is the user's usermame. A fgld or name agparater
o ar T or possitly somerother soltable syrmhal or sharasteris osed to differentiale betwaen the "adra” reshm which in
A4 this case is the original realm, and the user name. Such extended NAls are already used by the WLAN reaming broker
Pass and itis planned thal they will be used in the 3GPR-WLAN interworking. {n this specific case the farmat of the
axtended NAL inty which the WLAN AP may modify thé receivad NAL would be'
“reaim-supplisd-in-NAFneme@op-shoprealm-assovisted-with-selactod-SSH ar
“reaim-suppligd-in-Naliname@op-shop-reaim-associated-with-selected- 3810
[0094] The modification of the NA fo an axtendad fornmat 80 be sxendad by & spacial wolt, 8 NALmodifier untt 98 in
arconnected b the respective virtusl AP 831 or§3.3, see Fig. 4c Ths provedure for medifying the NAT o &b extended
format is iffustrated in the tiow chart of Fig. 41, where, aftar an EAP-{dentity reaponse niassaqe has been received ina
virtisat AR, see shep 111, the S5 specified in 2 pravivus reguest for “associating” o the terminat 15" sad also unigue
Tor the respective virtual AP i3 it a1 step 113 compared 1o the realm of the NAL included i sald response massage. if
the resultof the comparisan is that beg different operator shops dre specified, ha NAL s modifisd o step 118 Finally,
whistervarthe el of the coraparisonds ina step 117 an AAA requastis transmitfed tothe AAR proxy server 27 of the
BRAS 17 '
[0895] Thus, it has been described how'the AAA routing osn be modifiad to ensure thed R routes according to the
selected SSID aven Fthe user has supplied a NAl thatdoes aotindicate the operator shop assodiated with-the selected
&8 SS10, whare e 3810 selaciinn has pecedencs over the NAL Iy this Cose. Twa ways sre described: ong way I8 16 bags
the AAA routing explicitly on the selected SSID, which requires that the SSID s being ingluded inan AAA atfribute, and
he pther way s ta modify the MAL G 2way that makes the AAA routing ditedt the AAA messages 1o the carest aperaior
shop 2.3 or 3.2, e the ong assodiaisd with the aa}ec:wd SSID. The user may 2.¢. eronaously supply a NAIL ihal does
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not belong o the sperator shop of the selected SSIHD, such g by & mistake mads during SSID aslsstion orduring marnual

KA entering. rvany case it is ensured that access using theovirtual AP G131 or 612, with itg-associsied SSID of ong

aperator shop 301, 3.2 1s Aot handied by ihe AAA server 31 of anoiher operator shop.

[00588] Following a succassiul user authantication the user can proceed to acquire an I8 address via DHCP o enatle
8 subsegient 1P eommurdeation

(0097} The different sieps in acoessing an operatarshop in the case whers ifie User through his erminal 18 chaoses

aceess e WLAN virtual AR 831, 832 assosiated with an upeastor shop 3.1, 3.2 are sumvnarized below with raference

o the signai diggram. of Fig. 4a.

w 1 Tha WLAN AP Tis trabsmilting SSIOs for a plurality of WLAN virlual APs assdoiated with VEANs 41.1, 41.2, 45
cainected i the BRAS 17.

2. Thademminal 18 transmils.a request for "assooiating” with the WLAN virtual AP'63.1, 632 Tor a selecled SSID
among those assiciated with operair shops Nes, Tand 3, 31 and 3.2 '
3 The selscled WLAN virtual AP 6303 or 832 ransmiits an association respbnss o the enminal 15%

15 4. Theg WLAN virtual AP 631, 83.2 tranamits, therely starting arn EAP procedurg. from #a BEAP Authentivator,
symuobcally deawn as itent 87 in Fig. 2a; an EARP-ldentity-Request fo the terminal 15
& The lerminal 15 redponds with an BEAP-identity-Reaponse, including the tser's identity in the form of an NAL
8. The EAP Authenticator B0 passes the EAP-ldentity-Response 1o the AAA olientfunclion 25 of the WLAN AP 7.
Bators ur iy thia step, the procedurns described shove forinshuding the SSID in an AAA aftribute or Tur'a possible

& modification of the NAL sugplied by the user can bagxacuted.

7. The A&A glient functior: 25 ib the WLAN AP 7 transhiits the AAS regquest, inchiding Ihe NALsuppliad by the uset
intherasporisa and possibily the 810 of the seleciad WLAN vitual AP 63.1,83.2, to the AAA proxy server 3T in BRAS,
8. Thee AAA proxy senver 37 recognizes, from the B3I that may e insheded incthe AAA requestor fror B realm
part of the NAIL that operater shop No. 1, 3.4, 18 wanted and ransmits the AAA requnst tothe AAA server 31 in

35 apaeatorshop No. b
g, An EAP authantication procedure Detwean the ARA server 33 inoparater shop No. 3 and the yser teoninal 15
fhmugh the AAA proxy server 27 of the BRAS 19 and the AAA lieat 38 of the WLAN AR 7 is exscuted. Tha EAP
procedure is Nandisd endto-end betiveen the temmingl and the authentivation server which is the AAA server.
Satwaen the AAA chent 25 and the ARA server 31 the EAR gackets are encapsuisted in ASA massages,

o0 10. The WLAN AP 7 is informed that the authentication bas been suncessfully comgleted, through an AAR message
which goas all ihe way to the AAA client 25 in the WLAM AR, The WLAN AF then gllows frames from and 1o the
concefned terminal 15 iobe forwarded. The selected SSID already indicates to which VLAN, inthis example VEAN
Mo, 1419 the uptink frames should be forwardad, No VMAL addfess is neaded: Source intagrily protection using
the machanisms of {EEE 803 111 ansures ihatno other tensinal can ose the same MAC address for comemunination

35 throwgh the WLAN AP 7.

11 The WLAN AP 7starts forwarding frames T and 1 thie ferainal 315 using VEAN No. 1 by faggiag frames
accordingly.
12, After the user haa been authanticated, tha tarminal 15 ¢an proseed o acguirg an P address.

#6 (098] This will be an 1P address from the address range of operator shop No. 1. it is supplied by the DHOP aetver
58 o dperator shop Mo, 1, e.g. located in the BAS 19 The respective DHOP sarver 61,1 in'the BRAS 17 wilactas a
DHGP reiay agent it this procedure. [hthis case the DHCP server acting a9a DHCOP refay-agent is associated with the
VRF No. 1, 471, for dpperator shiop No. 1. Alternatively, tha fespective DHOP samwes §1.1 in the BRAS can alivoals the
IF address oul of the address range of operaior shop No. 1 without involiing any RHOP servecin operator shop No. 1.,
0 that pase the respective BHCP server 61,1 of hie BRAS has W bave been given a dedicsted poolof P addrosses
autof the addvess range of operator shap No: 't 13 After the terminal 15" bag been given an P adidress: the uses can
start traffic using TOPHP through VLAN No, 1, 413, YRF No. 1, 471 and tha BAS 18 of operator shop Ne. 1,34, Far
sxample, e user can receive A web page of the BAS of aperator shop Mo, 10 Such a'web gege can present servicgs
that can be accassed through oparator shop No, 1.

(00987 The WLAN AP 7 may have at laast the following madulesicomponsnisfionetions that may be hecassay 10
petform the oparatorshap anwess i this case, sew Fig . da
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« CANRFE transmittenveceiver 81 connested toanantenna B3 and indluding a unit 85 for transmiliing broadcastmessages
ineluding $810s and 8 unit 97 for raceiving and fransmitling frames o torminals 15 that have already established
55 Feonasction with e WLAKN AR-and that want fo establish aponngstion,
~ A logal virtual AP function 85 _
< A viekuat AR funcfion 63,1 for operator shep No. 1, 3.1 halding = NALmodifier unit 89
- Avirtual AR funclion 83,2 jor operator shop No. 2, 3.2 huiding & NAT modifier unit 89,
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= An SSHWVLAN assoviation Hist stored in a memory place 101 in g mamory. 103,
« A VLAN handier 108,

- A AAAGHERT2E.

- An autheniizator functionfentity 67,

[0186] The BRAZ 17 may have at least the following modulesfcomponents that may be necessary to perform the
operator shop-ancess bt his case:

- A BRAS network including connsction iofincluding the local service netwerk 5.
W - Alocal VRF 48 conhadtad i the BRAS internal nebwork,
v ANAAA chient 23 dirsctly sonnested fo the leoal VRF 48 and sapasble ot comamumicating with the AARA proxy ssyver 27,
= An AAA proxy servar 27 connedied inflo thy BRAS nativerk &ind capable. of commurnicating with the AAA Servers
Fin operator shops Nas: 1 aad ¥ when renuired, having security relstions with them.
- AYRF Mo 1, 473 connscted it the BRAS network for routing fraffic only wiftom gpeealor shop No. 1, sxeept for
ki certaln spociad Caseawhen teaffic can be routed differantly. The VRF No. 1 functions as thg acceas router of operator
shoy Ko 1 i the broadband access network 28, From ibe point of viele of operator shop Mo 1, VRF No. 1 agpears
as part of tha owh netwark. of opsrator shop No: 1.
= CANRF Na: 2, 472, connscted in the BRAS network for rauding fraffic only tofromaperator shop No. 2, exesptfor
sariain spacial cases when treffic carr be routed difarently.
2« A DBHOGP server 8.1 for operalorshogMa, 1.
- A DRGP sarver 81.8 for operalur shiog MNa. 2.

8] Thediferent steps in acosssing an apesdorshap in the case where the userchnoses ascess foa WELAN virtua
AP §5 associated with the looal WLAN AP VLAN 35 gre sunimsrized balow with reference to the signal disgram of Fig. 4.

. The WLAK AP 7 i ranemiting S8IDs for 3 pharality of WLAN virtua! APy asseviated with VLANS 41,1, 41.2, 48
eonpacted in the BRAS 17,
2. Tha terminal 15 transmils & request for "associating” with the WLAR virtuat AP 85 for the SSil assuciated with
e jonal WLAN AP VLAN 48,
a0 3. The setected WLAN vitua! AR 85.frapsmite art assopiation response to the terminal 157,
A, The terminal 18 provesds to acguire an P address, the WLAN AR 7 forwarding frames betwaen the ternial
angd the focal WLAN AP VLAN 48, The IF address is acnuired from a OHDP server 82 fathe BRAS 17
5 Afterihe terminal 18 has acquired an iP address, theterminal aceessas the service portal M4, via the loeal VRF
49 Ifthe torminal tries o scoess some otherweb senver, the termingl may bereditected to the service portal Briyway
R By e HypérTaxt Transfer Protocol (HTTP) redivest furction.
8. The servios perfal 54 tansits infpomation abaut available apeator shops 3.1, 3:2:and their assaciated S5
1o the teerainat 150 10 be read by the user.
7. The ferminal 15 disassociates Fom the WLAN virtzal AP 85 for jodal servicss, unless the user wanted fo only
aconas ncal services. The pser than manually selxas a aew 531D, this time nos that s gssosiatad withan aeaitables
A4 gperatar ahop 301, 3.2, ard then the sama $ieps are Uaed as déscribed ahova wheén the user ¢hooses acoess o g
WLAN virtual AP 834, 632 associated with an wpetatar shop 3.1, 3.2, Thws; in this case the information obtained
at the service portal 54 ig used i a very rudimentary way: the user reads the iformation and uses itfor marnual
S8I0-seledticn, Therg s oo Sanmation in this rossldction.

#0021 Tha required modulesfioemponentsifunctions of the WLAN AP 7 are the same as in the fiest case but the
smnduiesfcomponanis of the BRAS 17 bave to abse nglude sosarvice gorial 54 cemected it e BRAS antwork and a
DHCP server 82, 2.9, assuciziad with the local VRF 48,

Acteas through a WLAN AP not supporting the vinual AP consept

]
>

3831 I the WLAN AP does not support the wnial AF concept and o only presert s sioghe ST0 to possibls users,
the connettion protess is somewhat simiiar to e procadare used for access through-a CPR.E, as described shove. In
HHiscage an AN 1 3 g used thatis cunhected batiwesn the WLAN AP 7 and the BRAS T, seg Fig. 28 Furthermorg, the
ViANg 41,1, 41.2 and 43 Hlusteted inFig. 2a that-extend all tha way fo the WLAN AP, e, VLAN No, 1, VLAN Ng, 2

a8 and thedocal WEAN AP VEAN, do ant haews 10 encompass the ink betweer the AW and the WLAR AP, butinstoad sod
i the AN 137as diustrated in Fig. 20, No VLAN separation & neadad betweean fhe WLAN AP 7 andithe AN 13 ¥LAN
separation means thal diffseent parts of the fraffic are separated foom sach other oty VIAN tagoing, bt physivally the
waffic s mised, Dly logically the affic s treated 2s balonging to different virtual LANS,
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(3104} The WLAN.AR 7 s assumed to corfihuously broadoast an SSID belonging 1o of representing itself and henne
alse, pasically; for agoassing the loeal service network 51, The ferminal 15" receives e SSID and the user =
attagh io e WLAN AR, Whertthe user altaches io the WLAN AR 7:the AAS requestresuliing from the EAP awh i
pracadure is routed fo the BR_AS AAA proxy server 27, that determines from the sealm part of the NA, which should
8 indicate sither the realm of opsrator shop Na. 1 or the realin of sperator shop Mo, 2, whether to routs the request to the
AAA sarver 31 of operator shop No. 1 orie the AAA server 31 of operator shop Nou 20 The AAA client 25 of the WLAN
AP includes the MAD sddress of the tenminal 18" o an AAA altribule, g e RADIIS Calling-Siaton-id altribule, which
is also relisad in the Diarneter profoced, ora vendar specific atiribite, in the AAA requast sent tothe AAA proxy server 27.
01085} Dhuing, or immadiately Tollowing, the agthentication procedure the AAR sarver 31 of the saspaciive oparator
B shop 3.1, 3.2 pravides che or rhore sdssion Keys, puesibly produced ag 8 Byproduct of the authentication pravedure, 10
he WEAK AR 7 1o be.used for the aryptogeaphic protestion mechanisias of the proposed standasd 1EEE 802,111 The
mathanizmsof thepropossd standard 1IEEE 802 Vi oryptographicaily ties the MAC addmess of the fermingl 15" that the
Gsir s curmantly using to thy suthenticated wsar forthis partinudar session,
[01867 Following 2 suteesshd uger authentication the BRAS 17 nsiricts the AN 13, ©.¢. via SNMP or someé aiher
15 profocot that the BRAS 17 carrusg o controd ANgs, uassociate the users ourent MAG addrass with the asnvice VLAN
434, 1.2 of the geleciad uperator shop, 8.9 VLAN No. 1 i operator shep No. 1 was selected: Theo the terminal 15
oah proceef W soquirean 1P address using DHOCP to enable subsequant 1P communication.
[0107] Bofore assuciting the user's current MAG addresswith a VLAN, the AN 13" preferably sands pachets regeived
from the WLAN AR 7 with the user's MAT address av thesource address io the focs! WLAN AP YLAN AR that provides
b access fo e lonal service ndbwork 81, or alternativaly, it:can discard such packets. The user may hava indicated, at
He ghat of the EAP procadurg that acoess only fo-the ocal serving rebwork e desired by sugphying 3 spenial NAL
inclutting & realm part belonging to the broadband ancess network 28, dedicaled for this purpusa, and the AN 13! could
keop sending, orafternadively be instructed to da s, packets tacebeed Frorn the WLAN AP 7 with the useds MAL address
ax the souros gddresato the Ibcal WLAN AR VAN 45, Obsarve that for access solely 1o the{ocal service hetwork 51
0 vig the fooad WLAN AP VLAN no authenticetion is nseded andng (EEE 802 11 protestion procedum wagh be used
Dvarthe radic interface.
[0108]  This procadurs only reguires a standard behavior of the WLAN AF 7 and coan thus be used withavaiia!ﬁie off-
the-shelf AP,
[0108]  The differant steps in accessing an operator shog 1, 3.2 4 the case whers the WLAN AP 7 dossnot support
o0 WLAN virtuat APs arp summarized below with reference to the signal disgram of Fig. Ha.

. Thie WLAN AR 7 is transmitting only its cwnSSID, denoted "S510 tocal™ in Figs, b and 8a.

. The ermnal 156" snsmils a request for "associaling” with the WLAN AP 7.

. The WLAN AP 7 tranamits aw sssociation response to the termingl 157

. The WLAN AP 7 transmits, thereby inttialing EAP procedure, flom 18 EAP Authenlicator, symbolically Wdicated
85 ten 67, an EAR-Jdentity-Request o thetermingt 15,
5. The terminal 15" regponds with an EAP-Identily-Response, indluding the user's dentity in the farm of an NAL
§. The EAP Authenticator 87 pasaes the EAP-identity-Reaponsea to tha AAA client function 25 of the WLAN AP 7.
7. The AAK nBant 25 io the WLAN AP 7 shcapsulates the EAP packet with e NAT ian ASA msssage, inohuding

# alscthe MAC address of the terminal 157 in the same AAA message; and senda iha AAA mossage to the AAA proxy
server 27 in the BRAS 17,
8. Tha AAA proxy setver 27 looks st the realnt part of the NALand delermiines 1o which AAA serverihe AAA message
is i be forwarded, in the sxample operador shog N, 1,.3.1. The AAA proxy servar ransmits the AAA requaest to
e AAA gerver 31 in operator shop No. 1. The AAA proxy sarver 27 alag refrigves the MAC address of the terminal

o B3

ki

o

#g 18" from the AAA messaga and stores it in tha BRAS 17 for Adlre use, such as in a mamuory-associated with the
{ogiea) Tunction unit 57, This fulues use iy the instrucBons that will be seat fo the AN 7 following a8 succsssha
authantication.

8. The EAP guthenlication procedure 15 execuind tetween the user terminal 15 arid the AAA server 31 fa the
selectad nprralur shop, e the operator shop indivated by the realim partof the MAL b this gxample operator shop

HO Noo 1 through the AAA proxy server 37 ared the AAA olient 28 of the WLAN AP 7.

10, After the user has been suncessfully suthenticalsd the respective AARR server 3T seimds a0 AAA measags
indiating the subcessful asthentication,
11, This megsage is rededved by the AXA proxy server 27 and is relayed to the AAA clienl 25 in the WLAN AP 7,
this being a standard A&A procadure. Thus, both the BRAS 17 and the WLAN AP T are aware of the successiul
55 athantication. The AAAR spevar 31 alvo sends; @, iy ihe zame massage a8 the sucosss indication, ahe of mom
kaystathe WLAN AP T to he used for gryptographic protection of the traffic between the WLAN AF-and the terminal 18",
13 Thae the BRAS 17 ostruds the AN 7 0 assooiste the MAD address of the isemioal 15 with the VLAN 414,
A1.2 of the seleciad cparator shop, in theaxample VLAN Mo, 1 whichiis assonhated with opanator shop R, 3, Bince
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the MAC address is oryptographically thed to the authenticated user through the IEEE 8021 1 machanisms; this

association is ail ihén‘: iy negded and safe agsinst MAC address & mﬁng_i No VMAC addeess is neaded inthis casa.

Since the AAA Shent28 inthe WLAN AP 7 iz used, the BRAS {7 aiready knows which WLAN AP the tepminal 18
is accessing and thus which AN to instruct. The instrocting of the AN 13" may be perfarned by a SRAS internal

8 {ogical function urit 57 (LU). The information sbout the MAD address and the selected speratar shop, and thus the
VLAN fo which it ia 10 be associated ia ohviousiy available inthe BRAS, since thisinfarmation has been raceived
und forwarded by the AAA prosy server 27, Typically the LU §7 obtains this information frony the AAA praxy server
27 The above procedure can be parformed in varioLs ways, auch as:

iy @) Whan the AAA proxy server 27 identifiss the salected oparatar shup. § notiliss some othe? part of the BRAS
1y g the LU 87 of the selectivn made and ahich MAG aldress and which AN it concerss. The LU 57 may
receive the operaiat ship Selection information in the form of the ealm part of the NAL &r some other BRAS
internal identifierio which the AAA proxy sirver 27 has tansiated the realmpart, 2.0, 8 VIAN (B Thenthe LU
57 cinly Bas o wal for a notification of 8 successiut user suthenticstion iefors fostrugtiog the AN 13 1o associals

3 tha MAD addresasthat the sithanticated useris curanthy ushng with the sepvice VEAN 41.1,41.2, of the cansarmeg
operator shap, 31,32, Le, inthis exameis, asscoiate the MAC addresswith VEAN Mo 1,411, agsbciated with
aperator shep Mo, 1,31
PyWhen the AAA proxy server 27 has received, frony e AAA sarver 31 in the selected operator shop, the ARA
massags including tha- indication of 3 successiul user authentication, } informa some olher pait of the BRAS

i 17, 2.9 the LU 87, about the MAG address ot ihe terminal 18 ang the selected operator shap.a.¢. in thefonm
of the reaim part ot the NAL or some biber BRAS Internad iduniifier ndicating the sslested oparator shop. Then,
befora sanding the instructions 1o the AN 13 the LU 57 may, if needed or desired, transtate the realm part of
e NAL of the other BRAS indernad identifier regpectively, to some BRAG Internal identifier, o 8 WLANID.

5 13 The WLAN AP T starts forwarding frames fronyand fo teamioal 18
4. The AN 13" starts forwarding frames perfaining 1o the soncamed Terrninal T8 This mears forwarding upling

frames with the MACG sddress of the te!_'minai as the SOUeR addrass ta VLEAN Na. 1, 41.1, in the sxample and
forwarding downlink frames. wilth the MAC address of the fermingl ag the destination addrass from VLAN No. 1 o

e WLAN AR 7.
30 15. Afler the user has bean authenticated, the terminal 15 sap proceed to aoquire an (P address, in fhis case an

I addrass from the address range of operater shop No, 1, Thisls inihe sxample suppliad by a DHOP sarver 58
for opsrator shep No. 1, 2ig. locsted in the respective BAS 18, A BHEPR sarver 61,1 613 in the BRAS 17 will act
as DHUP relay agent i ihis proeedurs. (o s case the DHOCP server i 1 acling as DHOP relay agent s assueiatad
with the VRF No. 1 for operaios shop No. 1. Allernatively, 3 DHCF server §1.1 in the BRAS van aliocate the P
35 addess ot of the addrass range of perator shop No. 1 withdut ihvolving & DHCR server in operaldr shop No. 1,
In that case the BRAS DHCP server has 1o have been given a dedicated pool of IF addsesses oul of the address
nange of operator shep N 1.
16, After the termingt 18 has been given an 1P addresa, the user ¢an start fraffic using TOPAR, ihrough VLAN MNo.
1410 VRE N 1, 471, and the BAS 18 of dapeator shop Mo, 1. 3.1, For axsraple, the pser oaa receive 8 wab
#4 page of the BAS of operaior shop No. 1. Such 2 web page can present services that can be accassad tiwough
operater shop Na 1

010} The AN 12 may have ol isast the foliowing moedulssicompanatiafnctions that may be necessary o perform
e operater shop ac0ess-in this vase, see Fig. b

#5
« AVEAN handipe 1271, cheding & subrosdulear ot 13- for reesihdng instructinns o which VEAN o be usad for
fraffic with sach connected terminal 157, 3 unit 1258 for changing the MAC-YLAN asacciation listand a unit 127 far
tagaing frames accarding jo the respective roard of said Hst
- AMAC addresa-VEAN asseciation lst at may be designed hasicatly as fiustrated by Table 1 above Witingluding
&G MAC addresses instead of RG port VLANS and storad ih 8 mamory glace 12871 & membry 131,

0111} The BRAS 17 may Have ot least the following mothdesfcompanantsifonciions that niay be necessary io perfon
e operator ahiop accass in this case!

&8 « A BRAS network insiuding conssxction in/inciuding ths ooal seadioe neiwek 51,
~ A local YRF 48 connedtad in the BRAS network.

- AR ASA proxy server 2T connectad iy the BRAS networic and sapably of commonicating with the ARA serverg 31
irf oparator shops Nos. 4 and 2.
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- ANVRF No 1,471 connected in the BRAS network for routing traffic only tofirom opsrator shop No. 1, sxcept for
certain spavial cases whan raffic can be rowted differemiiy.

- AVRF Mo 2,472, connected it the BRAS petwork forropting fraffic only foffront operator shop Na, 2, except for
ceviain special cases when traffic can be routed dif?ere_ntiy.

8 « An association instrucion unit or logical function GRit LU 57 for movitaring the AAR procedube sind e inshicting

ANz 13 1o direct frames to A specified VLAN 41,1, 41.2:

- A DHCP server 8§41 for operator shop No: 1

« A DHCP server 81.2 for operator shop No. 2.

W R A grocedure BY which to AN, such 3913 s used Betwaen he BRAS 1T and a WLAN AP 7 thatdnes not
suppoit virttal APs is abso sencetvable, aithough i rasy be lpss praferable. I sush 8 provedums, the BRAS must send
its MAC sadress-VLAN sssociation instructions totha WLAK AP instead of to the non-axisting AN, and ihe WLAN AP
rmust be capable of assoviaing theusers MAC addrass with ong ot of several VLANs, i VLAN Ko 1, VLAN No. 2
and therlooal WLAN AP VLAN, Inthis procedues the VIANS, VEAN No 1, VEAN Ko, 2 and e lecal WLAN AP WLAN,

ki extend all theway {o the WLAN AP T,

Apcess through an iPseg unng]

113} A layer 8 progadure, hased on iPseg funneds, can also ba used by g userfigrmingl acosssing the broadhang

2 access natwork though e.g. a WLAN AR 7. Such a layer 3 provediirs basad on an Psec tunnal between the tenninal

18, 18 aad anode rdhe broadhand eoess nebyark 28, 35 will naw be desciibad, can ba ssen as gither a supilement

1o or a replacamant of the laver I progedures deacribed above,

[114]  The layer 2 provedures desoribed abovs cannot be used in hose cases where o plusslity of users sobnect

theough' the same general RG port 11, e.¢. thinugh 2 WLAN AP connadted toor integrated with the RG 1o in thevcase

where there s no saparate RG port avaiiabile. In auidiinn, the oser may bavs 3 router 141 wiih an NAT 143 cornactad

o {ne RG 1, a0 thal several devices 15/users oy connect o the NAT using the same P address alivcated fram the

'io:_;_ai netwaork: 5 see Fig. 2o Such g home based NAT, which is guile comwnon, makes.a layer = golution even less

foasible. & home based WLAN AR and a router including an NAT may afso be ittegrated in a single-device. Thus, in

these cases a layar 3 procedure s required. However, tha layer 3 ancess procedure as desoribed herein is a general

3 solulipa that can be used in all cases, whethar the user connects through & CPN Sora public WLAN AR 7,

118 fn @ basic case it orn be assumed thal @ roaming user conniagts throughan RG portsuch as 11, This iz a nase
whee a layer & solution isneeded: the user visits a friend, hence shefwe is roaming, the fend's CPN 5'being connectest
ioa boadbangd access network 29 that is connested o the user's home operalor shop 3.1 or 3.2 Hence this is a case
where the user is aocessing his "home broagdband aosess natwork™ it is assomad that there is no soparate RG pon

3 available for the roaming u‘;,'ér ihrough which the user sap Sonneet tsing & laver € procedure. instead e rosaing usar
usesan RS port 11 whinh is already being used by heriis frisnd snd which thus siveady is associated with @ servios
VEANAT. 1,412, Le, YLAN Moo 1 or VEAN No. 2.-Siros sl traffio vi this RS portwill pass hroug the associated service
VLAN, due W the VLAN assosiation in the AN 13, the userfterming! 186 will have 10 astablish the Psee unhel through
thig servioe VLAN, evar though the IPsasiunnel may be used 1o assnciate the osarftermirat with anotty operatarshog,

w4 i.g. the roaming user's home operator shap, inastead of that assccisted with the traversed servica VLAM.

[0116] However, e user does not bave to-be rearning t use the IFsec twnnst provedure for establishing an 1Pses

wnnel Brough ong of the seriice VLANS, Anvther nasé s for instance & user having subscriptions with two different

Speraiorshops, 8.4 opatator shops Nog. 1 amd 2,31 and 3.2, conngcted 1 tha same broadband atossy network 28,

Iy that case the user may have used & fayer 2 procedure as described above fo associate an RG port 11 with the senvce

VEAN 41,1 of one of the operator shops, 2.g. operator shap No. 1, and theri the user decides that ba also wants ©

ALCHSS SeMe sanvics i srother operator shop, g nperator shop Mo 2. The usér may ek use the fayer 3 procedure

and establish art Paed funned vig the service VLAN 474 in ordar to atoess opearator shop No. 2. Howaver, this caseis

Quits demarding for the operaling systenyol thaeterminal 15, and possibily also fartis agplications renning on e teaninagl

airee the oparatig gystem has o be capable of handiing mullipht 1P addresses and the applications may have 16 deal

86 with soprce adiress salection,

1171 s alsa passibie to astablish the Past turmed viawn RG part 191 that 5 sasociated with the lonal default VLAN
43 pr via @ public WLAN AP 7 and ons of the service VLANS 41.1, 4 1.2, or via a public WLAN AP 7 and the logal WLAN
AP VLAN 45, bui the case whers the {Pags Wwhnel fs ésiablished via one of the seivice VEANS 9101, 31.2 may be of
greater interast, even though the machanisms ara the sama or at least quite similar to.each other,

&5 [0118]  in the basic oags mentionad above the uger s aocessing the broadband acoess network 28 thraugh ancther
ysers GRN 5, and henge the useris roaming. This should be distinguished from the case invglving roaming fo a foreign
broadband ancess network, Lo 1o @ broadbamd aceesy netwark that has ad soonestion i e user’s home aperator
shop, the lxtler case desoribed in particular sealivns helow,

o
i

£
Y

Al
<
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81181 Thus: allthe casesthatwill now be discussed desl with a user accessing s "home broadband aceass network’,
this defined hore:as a broadband access network 20 that Bas.a connection o the user's home operater shop (3.1, 3 }
Hence, a roaning useris gsaumegd to connectthrough an RE port 11 which is aiready associaied with an authenticated
connaction towards-ons of the operator shaps 2.1, 3.2, Le. fram the user tenminal 15 an tPsec tunael is o the camnection
& opesition being established thraugh the RE port rough drie of the service VLANS, Lo, VLAN Na.'t of VLAN No. 2. As
has already been mentionsd, it is Mlso possible to estabiish the [Pseg tunnel through an RG port that is associated with
ihe docat default VEARN 93, or viaa public WLAN AP 7 and w service VLAN o ihe tonal WLAN AP VLAN 45, Whan the
Psea Wwnnel has been estabiished through the local default VAN 43, it passes an HG 11, an AN 13, the local default
VLAN A3 and the logel VRF4G. Whan the IPsesiunne! bag baon establistied through @ public WLAN AR 7 and b service
W OVLAN 411, 412, i pasues 3 WLAN AP, possinly an AN 13 depending on whather an AN is tsed for he WLAN AP
vase; a saivice YEAN and the WRF 47,1, 47.2 sssoolated with the respective service VEAN. When the 1Psec tinnel has
been established through a public WLAN AF 7 and the iocal WLANAPR VLAN 45, if passes a WLAN AP pussitiy an
AN 13, depending on whether 8 ANis used for'the WLAN AP cace, the Incah WLAN AP VLAN afd the lncal VRF 49
The.ead points of the {Pasg tonbiel may Dethe same i all these sagas, kelinhe local VRF 49, or possibly io a dedicated
15 tunne! endpointterntination device 148, i s dedivated VRF 477 ord 7.2, ovin the BAS 18 of an operstor shiop 3.9, 3.2;
awwill be discugsed herainafier.
(012067  The most siraightforward layer 3 procedine is that the Pessc unnet is selablishad betwesn the terminal 16, 18
and the BAS 18 in'the concarnad operator shap 8.1, 3.2, This procedurs i§ one of the alternatives that will be described
hereinafier, but i suffers from g number of deficlencies:
by (0124} 1o afiestcase the iPseciunnel 147 (o the BAS 19 of an nperator shog is esiakiishad via another operator shioy,
Forthe access cases'of Figs. S ardd de the Pge ibel cari 2. exdend fam the terpdianl 15 vis the RG 1, e AN 13,
e VRF Nu. 1 and the operator shop Na. 1and then across the intermat 149 1o he BAS 19 of oparator shop No. 2, see
Fiyg, 2e. However, this procedure s suboptimal, both from sharging and souling points of view, sinpe the packeis of the
1Paac wnasl are noi given any special heatment. These packets, just ke any packats sent through an RS part 11
# sseoniated with operator shop No. 1, are rwarded by VRF Ne. 1 1o operator shiop Na 1 and ther find thalr way o the
BAS 16 .of oparator shop No, Zawoss:iheintemeal 148, Thua the “snother aperalor shop®, via which the (Pssc lunng)
147y undesirably ostablished, Is the operator shop with which the goneernad R3 portis currsatly associated.
(0122}  inasecond case the IPsactunne! 1474 is sxiracted and routed internally in the broadband access nebwork 29
up fethe BAS 10 of the desired operalor shop, see Fig. 2, thig-avoiding the drawhacks of the first case. This means
a0 ihat the packets that are used Ip establish the Psec funnet and the packets: consituling the [Psec tunnel 147" are
apaciafiy trasted, so that hese packets are ol routed through the oparator shop associated with the respective VRE,
in‘the example VRF 47,1, Ls: nal through operater shop No. 1 in the above example, but instead find their way tothe
destingtion BAS 19, i the BAS of operator shop Ke. 2 in the above example. through the BRAS 17 and the VRF
dedicated for the destination ogergtor shap, VRF No. 2,47 2, in the above axample. 16 practice, and in this example,
35 this vieans hal YRE Na. 1 raust havé an enbry bt its routing table, such 2§ 5 iable stored of & mentory place 150, spe
Fiy. M Jor each [P addeess - there-may berane-or multiple 18 addresses for sash BAS 19 ~that s used for 1Psen unasi
endpoints i the BAS of operator shap No. 2. The P addresses that are used in the BAS as possible 1Psec tunnsl
2ndpuint addresses are cbvinusly ingludad in the address range of the considerad oparator shép, operglnr shop No. R
in theecrnpie. Such routiog table stries shoudd point owanis VRE No 2, The resull 5 that VRE Ma. Dweithsend packets
#G addressed to 8 "tunne! endpoint address” indicating or pointing to the BAS 19 of operator shog MNo. 2 to VRF No: 2
instead of sending thent o ogeratar shap No. 1, this procedure exscuted by the routing uritd® address handier 158,
searching, for the 1P address of gagh received packet, the matching entries in the rouling table stored in memory place
150, this fabde having address entries Such thiat packets destinad 9 these addresses are routed 1o the respective
dedivated VRF 47.1, 47.2. A muting table entry Tor a single (P address oan alsa be. called 8 “host raute”,

»

5 23] Thetsblebelow is 8 general axanple of 2 foufing table. Allhough theeract implamantation and repragentation
o roution dadle tan vary hetweeh different systems, iy generat the propsdies of the routing table may adbers o this
exampia,

B {lestination | Netmask Mext hop Interface

i 1892.68:8.0 205.258.265.0 TH2E8.422 | 18268131

1528860 855,255.365.0 0{LG.0 192.68.6.1
1828834 FBERSH.2B5 258 | 10268128 | 182681

a8 192.68.5.0 2058.255.260.0 192.88.8.2 1926863

192:.68.2.0 255.255.285.0 1926882 192.68.6.1
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{continued)
Destination | Netmask Next hop Interface
. 19269 1.27 | 255.255.255.256 | Ju28d422 | 192es721
’ 1826810 2HEZEH.ZH8 0 1926841 1H2.884.2
192 44,000 25535500 182.68:4.1 1528842
L : : .
D08 0040 192.686.3 182,658,681

01241 Each row it ihe tabile reprasents & fable entry. The cortents in fields "Destinalion™ and "MNetask™ of an sntry
15 together define which addresses that matoh the entry. The aetmask spesifies how many of the bits of the-destination
that are valid and shauld be used when matching addrasses for routing. & netmask of 2386 285.258.0 maans thaithe
24 first lits of the destination Feld are valid, bacause each number of the netmask repregents 8 bits.
0125 The fleld “Next bop™ of ar erdry helds the 1P address of the next lop router 1o which packets with destinalion
‘addrasses matehing the entey shauld ba forwarded, I the nexf hop field is D.0.0.0, this Indicates that the destination i
b Kanated on ore obihe nelworks diractly attachad fo the router itself, Le. 8 packel matehing the entry doss nol ave to be
forwarded to another ornext hop router, since {is destinadion is lncated ona networh atlached dirscthy fo the router itsel!
fn which the rouling table s aftached.
[0126] The field “interfane” of an eniry indicates on which of the owh interfaces of the router the packet ia o be
forwsrded. The addesss indinated in the feld "Interface” i the 1P addrass assighed 1o the coneemed intedacs.
01271 Ahostrouds is an erdry, for which the nelmasi is satto 265.265.255 285, Le. all the 32 bits of the destination
Tield are valid, indicated by dalice in the table. This msans that only a single addrass will match the entry, & 4. addressaes
19088 3.4 angd 192 68,1057 respentively-for the ten host roule sxkampies in the teble,
28] When searching foe an gntry that malches 8 packst o be forwarded, the router compares-the destination
agddréas of the packet with the ehides in the table. Spacifically, whén coripaiing the destivalion addrass of the packst
37 with an entry, thereuter compares Yis destination address with the destinalion field of the entry, but in this cormmparisan
it uses only the almber of bits speaified by tha confent of tha fisld “Netmask™ of the enlry. That is, if the aofitent of the
figdd "Matmask”, for example, 13 255.285.255.Q, the router compares the 24 first bits of the destination aduress o the 24
fiest bits of the-centent of field "Dagtination” of the 2olry, whereas I condent of the fietd "Nefroask“is 255.355.258.285,
the router compuces the conplete. destination address (33 bits) lo the full 32 bits of the corderd of fisld "Destinalion” of
35 the entry, The principie thal the rowtgr usas Tor searching tha table & & so-called "ongestmaioh-first” grincipie. This
maaas thatf more Thanone enity malches the destinaiion adidress of a packet 1he routsr will chooss the entry that bus
the' largest number of matching Bilg, 18, the'one of this matehing Antries that 1as 8 tument:oftha fald "Netmash® that
indicatne the jargesh numBsr oL biis. Asanaxample, 2 packe! heviog a destination addrass 1928834 would mateh both
the third and the fourth ety in the example of a routing {able above. Thea router would then choose the third entry,
#G betguss that aotry matchies 32 Le il of the bits of the destinstion sodress, whsraas s foudh aniry only misteties 24
bits of tha dastination addrass,
01281 The gntry gt tha-end of the tatile, for which hoth the contents of ihe fislds "Destination” and “Netmask” are set
100,000, represents the default routs, This i the route thatids used for sl packets that do not madeh any othe salryin
ihe fabla.
[0130] A routing table may sontain more flelds for aach entry than the fiejds ncluded 11 the exariple abiove, Such
additions! arities may Turther chiaradlerize the routes. i s Rorexample sormimon 1o have 2 mgnic field, indicating @ "gest”
for the rowie, &g, o terus of the oprmber of baps to the destination. The metric field may be used whenchinasing betwnen
alfernalive rautes to the same destinalion.
8134  The term Touling it internaily” used abovs msans 1 parinular thet the packets of the P tunnel 147", a8
&0 wedl 85 the packets that are used in eslgblishing the IPsen lunnel, are routed in the BRAS 17, as desoritwd above Fror
' one VRE, VRE 47110 the oxample, theough the BRAS fo-another VRF, VRE 47.2 in the example, and then further to
the BAS 19 of ihie operator shop that is the endpoind of he Pses tannel.
01321 However, i operator shops 3.1, 3.2 connected o the same broadband gecess nefwork 29 use pverapping
address spaces, which is:a case hatmust be supported, 2.0, address spaces including private addresses, the procedure
&5 according o the second casednas nobwork, unless the endpaints of the {Psec tuninels st the operaior shop are globally
upbicue sddresses, Le. not ncluded ortaken from any ovedappiog address range. A privade 1P address isar address
fromy a-dedicated range of addresses, assignad by the IANA {(Internat Assianed Numbars Authorsity) that can be used i
netwarks that ars "sddress-wise istlated from the globat internet. Thess addrasses can be reused in differant networks

o
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and are not gicbally unigie. When conneating a nebyork that uses privals IP addresses to the global intsenet, the gatsway
b.eiween the private network and the intornet has 10 be ar has o include an NAT, of, Fig. 2¢. The hasic operation of an
MAT ia'to dynamically assodiale, La, “ransiaie”, a pair consisting of a private P address and & TCP or UDF port on the
privaia nehwork side with a global IF address and a TGP or UDP port an the Interaet side. These associalions are
5 dynamically sstablished, and atso deleted, on a per TCRUDP connection basis. in this way muftiple devices, using
private IP addresses, can share a single glohally unique IP adidress in the NAT. Howaver, all applications cannet work
sorogs NATs,
[0133] Generally, mathods i which the Pseo tunnel is gstablished between the terminal 15, 18 and the BAS 18in
the soncamed cperator shop 3.3, 3.2 make informing the gsertermingl 15 about the sddress of the ramole endpaint of
W the Pses unnel more difficul than I those cases whare the revbots Psec unnel endpnint is looatsd inthe BRAS 17,
beoause:
- Thereis & differend remate endpoint usad for gach oparatir shop-3.% 3.2 conpecied o the broadiand ancess
pebwnrk 28, Howevae, this tan be handlsd using methods described below.
3 ~  Thegddress of ihe reote endpaint is adiministared by an organization different from that of the broadband ascess
network 290,

[0134] Anctherdisadvarniags ofhaving the IPsed ivnaned sndpoiat i the RAS 18 i that the AAS entitiss of the broadbagd

gocuss network 29, L the AAA client 23 and the ARA proxy asrver 27 in the BRAS 17, are not involved in e ARA
i proceduras, which may oredgie issues assaciated with accouniing.
[0135] The sbove disadvantages imply that i s casgsmay be prefensbln (b confine layer 3 acoess procadures
i the broadband aocess natwork 34,
1361 Looating the remote endpointof the Pses tenoe! in the BRAS 17 is 8 way of cofining the fayer 3 accens
procedure o the roadband access network 39, s still, howaver, possible o provide s differant reimnte endpaint for
sach pperatorshop 3.4, 3.2 or-a single conenon moale endpoint for afl operstor shops, The former alternative, la.
having differeptramote ardpoints o ihe IPase twinads, provides asipapley machardamfor selection of the desired operaior
shap, 'i:.u_t it makes iﬁt‘otmiﬁg the user or tarminal 18, 16" about endpoint sddresses more complicated. The Iaitar altees
native, L.e. having a common remote endpoint, has the advaniage that the same addreas for the remote endpoint of the
{Fsaetunnels can he usad for.all operalnr shops 3.1, 3.2, bt a5 a conseguengs, the selaction mechanism becomes
3 smeore complex, at least in the case when a foreign broadbanid access netwark s aceessed, it which case this fayer 3

sohation & morg.or 98 reused o3 will be desoribed below, becauss the selection mechaniant cannot base it salection

anar direstly defve it from the remote endpeint of the JPsec tunnel.

[01371 Thus. these different variants of acvessing methods using laver & have thelr respactive advantages and dis-

advaniages. They will now be described indetall. '

o
i

&

Access through ar IPsen lunasl 10 & cammons tunnel endgoialin the BRAS

[0938] I this procadure the single common remote andpoint of the IPsec turnel 147 18 Ibeated in the BRAS 17 andg
may heloag o the fosal VRE 49, seeFig. 24, snd the addrags: e P address, of the remeta andpoint thus points o the
A4 lacal VRE. Hewéven it should be pointed owt that even though tha description below uses the Jocal VRF aa tha common
romaote endpaing, a dedicated twinns! endpoint device, ey, an Pses tuansl endpoint server 145 inthe BRAS, may ba
used instead of the local VRF, Such & dedicated sndpoint serfver would then glsc be comnectadd in g BRAS internal
network such as an intefWYRE hatwork 52 and/or in tha looat servics netwirk 51, see Fig. 2g.
(013581  Methads forinforming aboutthe address of tha remole tunnet andpaint wilt be deseribed below, thesd msthods
also baing applivabla in the ofber cases i which IPsed hunnels are established and userd.
(03487  Aw digeusssd abows, iv the basic caseitis assumad thal o roaming user connacts through an RG port Thwhich
is alraady assosiatad with an suthenticatad connection fowards ona of the agerator shops 301, 3.2, e.g. pperatar shop
Mo, 1. Before being capable 'of estabiishing an IFsec tuniel, the terovdnal 15 must acquive an 1P address. Henge, an P
addrass out of the addraas range of operaterahop No. 1 is acguitad fram the DHOP serverd1.1 associated with VRF
£ N, 1 g previously daseribsd manner, Than the [Pase tunhel is gatablishad from thatermingl 15 o the lncal VRE 48
via one of the dedivaled VRFs 471,472, 2 VRF N, 1, gasuming that the RG portthreongh which ths IPges conviection
is being astablished s currently associatad with the dedicated VRE No. 1, sea the dotted Hing 147 in Fig. 3d, using alsa
somy BRAS interal network for the communication behveen the dedicated VRF and e focal VRF =g will be dgscribed
belaw, Tha two endpoint devices exenute the IKEvZ procedure that is used i sstablish the IPsag tunnel, Le, the terminal
&8 15 and the losat VRE 48 sxscutnthe IREvE procedure iy this pase. The IKEW2 messages ars mouted via snnther VRE,
the dedicgled VRF 47,1 in this.exampla.
[0141]  The focal VRF 48 bas an [P address fram jhe address mnge of the broadtiand access nelwork 39 and this
indicates o VRF No, 1hat the packets should be routad fu e looad service network 81 o &l leasti v some BRAS-
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internal network such-as the Inter-WRE nebwork 52, instead of being forwardad 1o operator shop No. 1. Tils is obviocus
fropy the:dP routing lable in VRF No. 1. Iratiother case, the RG port 11 through which the user is conhagting may be
ourently associated with the local default VLAN 3% and the locat ¥RF, through the RG port VEAN 58 and tha AN 13,
and then the IPsec tunasal 147 will aot traverse any of the ather VRFs; but this case is of less iniprast
8 [0142} The iPses funnel 197 Is esiablisher using IKEVE {Internet Key Exchange protacol vebsion 2) with the NAT
traversal detaction option and with EAR as an integrated authentication mechanizm. When the terminad 15 provides the
weer's requiar NA during dhs EAF authentivation procedure, the focal YRF 48 sxamines the realn partof the N&} and
identifies the home. pperator shop of the User, e.§: operatorshop No. 2. The local VRF forwards the EAF packets toand
feom the AAA clien! 23 in the BRAS 17 and the AAA dlisnt communicates with the AAA server 31 of aperator shop No.
w 2 iz Thex ARA praxy sevar 27,
(0143} ARera sucoessiid suthentication the IPses tonns! establishiment proceeds and condudes and e local YRF
49 asseciales the estabished tunnsl interfncs with the route to YRF No. 2,472, in the local VRF somé dala structure
is vsad intamally to associate a funtiel interface with a routing tahte endry, or some otherintemslheshanism, notinvolving
avoutingtable. The data steuctirs orvaschanism dan bvolvsiuse poiniers, lables or similse arangermenisfiaschanisms.
ki Thian the ueal VRF 48, gssisted by 8 DHCOP server 82 inthe BRAZ 17, assigns an "inver 1P addrass, taken from the
sddress mnge of dperatar shop No. 2, foihe tenninal 18 1o be ysegd for packsts sent insite the Psec turmet 147 using
ihe methed described in B. Patel, B. Ababa, 8. Kelly, ¥, Gupta, "Dyramic Host Canfiguration Protocal {DHCPA) Care
figuration of Psec Tunne! Mode”, RFEG 3488, January 2003 it is pessible to imgiameant the DHGP server 82 assaciated
with the fogsf VRF and the DHOP asrvers 81,1, 1.2 aesooiated witht VRF Me. 1and VRF No. 2 a3 3 singlé entily or unit
i in the BRAS 17, butthey may alse be inglermented as separate entities of units, In the 1atter cass the DHCE server B2
asgosialad with the local VREP 48 anly as a3 DHCP relay agent between the lerminat 15 and the DHCP server §1.3
assoctated with VRF No. 1, which in tum may act as 3 DHOP ralay agent towards @ DHOP sarver 59 i operator shup
No., 1. Afternatively. the BHEP server 82 nasociated with the looal VRF may be giverea poot of addresses out of the
address ranng of oparator shiop No. 1, and posiitly a similar pont of addresses from the addrass rangs of pperaicr shop

a5 M, 2, foobepsed for Users sceessing the respective pparator shop via ag iPses tunash o the cormman el endpoid
in he BRAS. Another alternativa for the ihner (P address assignmani-is thal the fooal YRF 49 assigna the inngr [P
address {o the erming! 15 using a Canﬁguraﬁm payload ity one of the IKE¢2 messages during the IPsac funnel estabs
lighiment, in which case no subsequerd inferaction befwsen the terminal and & DHCPR server is nesded. Subseguently,
alf packets amivingio the focal VRF through the IPsac tunnel will berouted o the dedicated VRE No. 2, and thenaptionally

a0 packets addmssed fo nades in the BRAS inlemal nelwerk and the focal service netwotk 51 may be excluded, 1.e: they
may instead be routad diractly Tront the Jocal VRE 48 o thedt destination.
441 The WRF No. 2 and the focal VRE 43 raust each also establigh & hostroute for the assigned inner address, so
that packels arriving from operator shop No. £ destined for the concermed lerminst 16 are rouled to the focal VRF and
iherefronyiothe ramote endpoind of the IPsec unnel A "hostroute” is @ routa, or rather a rogting table entry, for a-single
SE 1P addnesi as has been dicited aliove; ForVRF Mo, 2, 418, an semative 1o tha fiost réute Is poseible, The ity 1P
address assigried o the terminal 15 may be solfected out of & spenial poal of asdrass inthe address rangs of ogerater
shop Mo, 2, 3.2, s special pool of addresses being used only for terminals accessing oparalor shop No. 2 via the
cammon Psec tned endpoint in the BRAS 17, For this alternative, the WRF Noo 2 can Fave & sfatic configuration
indieatiog that any packst with s Fandrass oot of this specist poal ag s destiation addeits shoudd be forwarded 1o
#6 tha common tunnel andpoint in the BRAS, e.g. the lonal VRF 42
[01481 The IPsec tunnel 147 may also be established via the lcoal default VLAN 43 as mentioned above, arvia a
public WLAN AP 7 sind aservice VLAN 411, 412, Le, one of VLAN Na. 1 and VLAKN No: Z, or the local WLAN AP VLAN
45, if the IPsen tunnat is established vis the local default VEAN or the local WLAKN AP VLAN, it wifl notfravarse any of
ihie VRFs that are associated with operator shops.
48] Toenabls the fermminal 15, 15 v astablishthe Pses tunnel, it mtist e infonmed about ihe aildress of s ramats
andpoinbof the {Psee uanel $hat s 1o use: This can be anonuncal on the service porisl §4, either as an FRDONor as
an exphicit i address. The Operating systemaf the terminal muat have an IKEVEAPsec protocat stack and some additiohal
softwars fo ioitiate the IKEV2 procedure: manuslly o frore aa application.
01471 Ancther altragtive possiliiity s 1o yse a DHOP aption Mat indicates the tirmed endpoint sither as an FQDN
HO {Fully Quatied Domain Nama)-or a5 an expliclt P adirass, which is possibla sihoe-it is. an address from the address
Faveys of the broadband access nedwark 29, this reguirivg sorms changss i the DHCR sarvers 81,1, 61,2, 82 o the
broadband access nstwork 28and the tenminal 18, 18 Thsa each BHOP server 1.1, 81,2, 82 of ihe bepadband atosss
nebiork is arfariged foindludé this DHCP option, ihcluding information on the tunnel epdpeint, in a DHOF message,
€.3. a DHOPOFFER andfor a DHOPACK massage, towards the termingl, even if the DHOP server 81,1, 81.2, 62'a
&8 ackng os arelay agent hebwerrythe terming and anather THOP server; g a DHGE sarves 5%in anoperator shap 3.1, 3.2
(0148} It particular, such a DHCP pption may he 0aed inconjunction with a home NAT 143, see Fig. 20 and particularly
Fig. 2h, and then he NAT {g itsell first sonfigures via DHCP and then e NAT intun eordigures the connering tenminals
18, 15, ingiuding the special DHCP option. The DHCH mathod of informing five tarminals aliows the mechanisny, oluding
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infurming the terminals and the subseyguent sstablishing of tunnels,; and sven the yser authentication depending on the
authendestion metm}d; rbhesutomated and hémdl&tj by software in theterminal without user infervention. The neé_:asszaw
shangssof the DHCP software tsed in the DHCP serverand e termiral are obvious and can be sasily implamsnted
by:a person skilled in the art using the corresponding RF¢ desoriting tha umaof pptions in general inthe DHOP préteco!.
& Ase the DHCP sofbware by the NAT 143, of in the router 141 conlsining the NAT function, ineliding both the DHCE
chiant and the DHEP server funclionality, can be modified to achieve the desired behavior by a person skilled iy ihe art.
(0148}  Such s specist OHDP oplion can have the following format for the case wheee only 2 siogle sodpoind address
is regiirad for aif terminals such aswhen using a common endpoint; each small rectangle denoting a single bit octat

" Qption code | Option fength iP-addrass
T H
The format for fhe case where phirality of sndpoint addresses are used tan be:
5
Option cade | Option length {P-address Ne. 1 {Paddrass Mo, 2
IP-address No. n
i 11
The farenat foe the case where an FODBN for single endpoint addess s wsed can bs:
Cptiontaode | Option fangth FODN
sy Theforfmat for the case where miitiple FODNs are usedcan he!
Option code’ | Option tength L FOQLON Ne. 1 length FODN No.. 1 FOQDN Mo, 2iength | FODMN No 2
i
H
- FQDRN No.nleagth FODN No: i

in the same-optiors alve there rmay be-a mixing of P addresses and FOUIINS ang then the format raay bet

A6
List ttent Listitem
Optior | Gption List fem Ne, 1 iP-addr FOQDN Ligtitam Mo, 2 {Peaddr ./ FQIN
ende length | Neé. 1 tvpe {eagth No. 1 N 2 type lenigih Ma. 2
List item
Listitern Na. 1 iPeaddr FODN
MNo. it tvps length No: i

]
>

The Iist o faogth feld may oot be negded; when the praceding list Sem type fintd indicates an IR adei'.resss: sifce B

addrasyes have o fixed lebyih. This fonmat gliows inclusion of toth Pyd addresses and IPVE addresses in the st

indicated by diffarant Bst e types. s alao concetvable o make the list congist of only 1PV andiur 1Pvd addresses;
a5 bt ne FQDNS, #ywhich casedhe list tern typefield o resded 1o hudicals. he tepe of addrass, but no lis! 8em length

finlds are neaded.

[0158]  The above exampdes of special DHGP opfion formats can be teused for DHOPVE, with the difference that the

aption-dode ared aption-lengih fielis are wa octeds eschinstead of ane oote! mach In addition, the P addresses handied
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by DHCPYE are 16-cctet IPVE addresses instead of 4-octet IPvd addresses. Itis slso concaivabie that a DHOP aption
contains. ong ormone 1Pvd addr,é& P‘S} or mixes-of Pl -énd 1Pyl .t:icidmsxses_. as desoribed above
0154} AhomeNAT 143, see Pig 2l that uses an MAC address sotess coriroi Higt {8, a tistof afowed MAC addresases,
may optienally use s DHCP option for addiibnat features: It may for instance choose to use'the DHOP option in
8 mossages seni ubly t termivials 15 hiving MAC addresses that are 6ot o e Fet of slowad MAD addnssses. Thea it
coulld apply packet fillering suah that packets fram these terminals are discarded unless they are sant © the address
pravided in the new OHITP oplion, i the commen lupnel sndpoint address.
(0152  Acthird possible method of informing the terminal 15, 18718 1o convey the information about the tunnel endpaint
vig oftdine means, For axample, sach bousahold corhectad to abrosaband accass natwork 28 oAb recaive & lotter from
1w the operator of the broadband ancess nebwork 28 conlainting gereral bfoimation &.0. sbout te broadband actess
netwarh, e semmected gerstarishops 3.1, 32, the available free servives jiv the local service network. 51, how fu
connectthe squipmert af homs, ste. Such information could includs FGINS or P addresses to be used for iPsen funneal
andpnials, inthe case whark the respentive pracedures are used.
(01531 The different stopsin docessing an opseator shap 301, 32 using an IPses tunas! endiog o2 cormmon endpaint
3 i the BRAS 17 are smmarized below, the steps involving ransmission of information atso Hlasteatad i the signal
Siagram ot Fig. Ta.

1. Aroaming us8r connecis his tarminal 1510 ait RS gort11 haviag analready sstablished connestion with operator
shop Ko, 1
& 2. The fepminat 15 acguires an 1P addressout of the'address range of ogerator shop Na. 1, by interacting with the
DHER servér 61,1 3asociated with VRF Noo 1.
3. The user of the {anminal 15, or the termingl 15 lzelf, recaives of obigins the addrass of the common funnal
endpaing, such as by frst obtaining & web page oy the servise portal 54, using 8 WWW trowser running in the
terringl and @ sullahbie; known web addrass, such as “httptimy-broadband-acnasg-ristworl-gservices.com™, and
ther finding the addrass of the common turingt andpoint in the-displayed wab page.
A, The user starts-special software in the ferminal 15 forslarting the establishing of the, Psec tinnel. The different
tasksof thigsoftware include tunning IKEv2 and thus establishing the security associations (SA@;} forthe Psectumnel,
5. The spaciat software wreates s message a&fdrﬁsseﬁ o the received or abtained address for eslablishing an (Pseg
tunnel having the raceivad orobiained address as its remota endpoiot and sends the massage hwmogh the connected
0 Ri% part 11, iir BG pord VLAN 55 aad i VLAN Ma. 1, The AN 13 enly looks at the MALD address, if there is g bame
NAT 143 between RE port 11 and the tarpivat 15, ihe home NAT 143 examings the dastination P address of the
message and forwards the message lo VEF No. 1 via RG port YLAN 55 and VLAN Na. 3, 413,
8. TheVRF Nu, 1,471, examines the address of the mesaaga and finds thatihe address of the measage corrasponds
to of b an IF address that is included in the addrass rangs of the broagband aceess nehwork 28 and forwards the
35 message to ha Gonmon Psas wrnel andpdint in the BRAS 17, a.g. the iooal VRF 49, inthe inter-VRF network 52
or the BRAS internal netwark,
7. The cormmon tunnel sodpolid in the BRAS 17, ey he tocal VRF 48, recsives the message, The endpaint
recognizesihe IP address as belongig to i, starts to sstatiish the IPsec tunviel and Hrst usas EAP or atthantication
and aceordingly messages siart o be sent botween the comman turmel andgotal ardd the termingt 15, the EAP
A4 Authenticator inthe common iubnel endpoint {focal VRF 48} sending first an EAB-dentity-Request to the terminal 15.
& Theterminat 15 respands with an EAP-ldentity-Respanse, including the user's ideniity inthe form of a regular NalL
9. Tiie EAF Autherticator passes the EAP-Identity-Respunse 1o fve AXA client Rinction 23 in the BRAS 17,
1, The AAA client 23 incluges the EAPdentity-Reshonse in an AAA msssdge and sends the AAA massage ta the
AAD prady server 27,
11, Tha AAA proxy sarver 27 recognizes that operaics shop No. 215 wanted by axamining the realm pant of the NAL
The AAK prosy gerver 27 ransmds the ARA request o tha AAA sarver 31 i nperater shop Na. 2.
12, &An EAP authentication procedura batwaen the AAA sarver 31 i oparator shop No. 2 and the user feminat 18
through the ARA proxy server 27 and the ARA clierd 23 of the BRAS 17 is performed. The EAF authenficalion
procedirads handled gngd-io-end betwaen the tarmiral 15 and the autheriication server which is the AAA server 3t
&G of operator shop No. 2. Betwesn the AAA client 23 of the BRAR 17 and- the AAX servar 31 the EAF packels arg
ernspataisd in SAA messages.
13. After sucoesshd asthentication, the very procediire for establishing the {Pséc tonnet s sxscuiad, the common
tunnel endpoint, 2.9, the local VRF, assagiates the establishied funnel interface with the route, in'the BRAS 17, o
WRF Np, 2.
a8 14, The teaninal 15 interacky with the DHOP server 62 aasoniated with the lacsl VRE o abtain an P address o be
used for paghets inside the WPsec tunnel, also called an “inner 1P addresa”. As deagribed previously, the DHCOR
server G2 associated with the incal VRF sither aots as 8 DHCP relay sgent beiween the teavinal 15 and the DRCP
sarvar81.2 assooiated with VRF No. Z, which in furm may act as g DHOP relay agend towards 8 DHCR server 58

o
i
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in opsratorshop No. 2, 3.2, or agsigns the IR address out of a pool of addresses from the address range of operater
shiop Mo, 2. 1t is-also possiblefor the comman tunnel aﬁdp(:)in't: g, the lacal VRF, fo assign the ‘frmfér iR address
o the terminal using the Configuration pavicad imIKEV2,

18. The inner IF addrass is also obiained or received by the VRF No. 2, that eatars itin a table felfing that packets
willthis IP addressare to be forwarded o the commobitunne endpaint Alternatively, the iner IP address is selected
autof aspecial pool of addresses in the address rangs of oparator shop No. 2, this speciat pool of addresaes being
uaedd only for ferminals socessing operator shop No, 2 vig the conunon IPsee lunnet endpoint i the BRAS, Using
this aiternative grocadurs, the VRF No. 2, 47,1, can have a static configuration indicating that any packet with an
1P address oGt of this gpeeial poed agits destingtion address should e brwarded to the common tunnel gndpaint
in the BRAS.

5. The {P address v also oblained of recalved by e comeman funnet arstgoint, e cemmon huiine! sndpoint erders
g fatle that packats with i 1R addrass ds destination address are'to be forwardsd intothesatablished IPseatunnel.
17, Thi gsar ¢an-slaritraffic ving TORAR, through the Psentiasl 147, the common tunnal endpaint, VRF No. 2,
anel the BAS 18 of operator shop No. 2. For example, the gser can tetsive o web page fumiihe BAS. Such aweb
page-oan present available services.

[0184]  Steps to be periormed by the spegial goftware i fhe termhingl 15

1. Obtain the address of the conmmen tunnst endpoint 497 145,
2. Transmitinto the connadiad netwark & message indading the address of the cormman tunnel endpoint for estab-
lishing an 1Psec Wwnnel.

[55] Sleps fo be performed by the somroon unnel epdpoind 43, 148

1. After receiving o request of establishing an IPsec tunnsl start an EAP authentfcation proceduns by aclivaling
EAP Authenticator 58,

¥ Roceha from the BEAR _Ai‘:themicaidr LYa mforma_t‘écan ghowt the wanted oparator shop: such as by recelving the
users regitar NALobtalned front the terminal 15 the EAP authenticalion progedure and evaluating the reahw part
ihereal. The EAR Authenticator can be considerad & part of, or associated with, the local VRF 48 or the pomman
twupnel endpoint server 145, In that casa the information is inberaatly avadlable, since the feaninal supplies ihe NAI
it the EAP-dentity-Response packet, Alss the NAL analysis Tunctionalily may be used that is ampway present in the
AKA oy server 27 and the-AAA graxy server may then pass ihe resull ofthe anatysis, in fermis of which pperator
ahop ihe measage concerna, 1o the local YRE or the compian funrs! andpoint server 1450 Other wayas may be
chosen, since passing datatack and forty batween BRAS intamal entitias.and, i the EAP Authenticatoris rega‘fdéd
we @ sépardte Modile i the BRAS 17, R is simply & matier of impleméntation and san be gdone e 2 miaititude of
ways phwinus o ane skiled it the art, depeadiog on the praferences of the designer of the BRAS.

3. After receiving infornation thal EAP authentication bas besit suscessiully compieted, establish he 1Pssc unnel
fo-the tarmiial 15, craating an 1Passg unnel inferface for the feminal, whete stuch an interface ia soltwars based
and sag be soasidersd 3 “vichat niedace”. Sanding and recaiving packets toand from the creahed Pees innel
intarface includes that appropriste 1Pses procedures are involked:

4, Associate ihe crealed IPses tunos! interface with the dedicated VRE 47 .1, 47.2 of the wanted operatar shop.

5. Receive the IP address assignad to the'terminal 15 from the DHCP server 83, 81,1, §1.2. Gptionally gend the 1P
addrass o the termingl i a Configuration payipad inan IKEvE packet during the IFsec tunnst astablishimant o
cedurg, - in which case the comman twnnel endpoint iday saléct the 1P address teelf ol of @ dedicated poot of
addresses inslaad of receiving i from the DROP saner,
G, Adter resedving or selectiog the P address, assoaiate it with the created Psec- tunnel inledace.

L Wheth reaeiving packats ancthe IPaee tunnel interfage, rogtethent o the VRF 47 1, 47 2 of wanted operator shap.
SWhen recedving packets from YRFs 471, 47 2, comgare theirdastination 1P addresspeto P addresses associated
with existing iPaac intorfanes, and send-into the raspattiva iPsac tunng! if agraement.

§. levihe case wharg hostrowdes are used i the VRFs 47 1, 47,2 forrauting packsts o e conmen twnnsl endpoint,
infarrn, after baving removed an P unnel and the 1Psse tunnsd intarface thereof, the VRF associaiad with the
{Psec tonnst intefface, hat rouling to the assigned P address shoold e stopped or clpsed.

=

O3 =

[01568]  if the inner 1P address gssigned totha farmiinal 151z selectad oul of @ dedicated pool of 1P addresses thatis
ussd-paly for terminals aocessing the operalae stiop vix IPssc unnels fo the comman tunngl endpaing, then tha WRF of
the selected operatorshop, VRF 471, 47 2, does not hava to perform any particular steps, except its regular 1P routing,
ivordes g support this prosedues, Otherwise; the following s the additional sisps 16 be perforned by ths dedicalad
VRF 471, 47.2 of the wanted opecator shop:

28
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1. After receiving the 1P address from the DHOP sarver 62, 611 1.2, modifv the routing iable by enfering the IR
acdrass as & new enlry ir the tohie: thus r_:reatihg a host rotie associated with the 1P address, indicating that packets
with the recsivad I gddress as ite destination addrass should be forwarded to'the tommen junngl endpoint, 2.9,
the incat vidual router function 49,

8 2. Affet receiving infofmation-on stapped rauting T the concemed 1P address, remove e respentive entry flom
he routing table.

0157} The terminal 15 may have at least the following modulesicomponantsffunciions that may be necessary to
porform the pparator shap access i this case, see Ry, T

~ A onit 351, ypically incheding a sullable processer and sultable software, stoted 1 sorme memary, for executing
spevial procaduras indiuding

~ & il 183 for sxecuting 2 proveducs for obilaining or recsiving adifesses of Satmmoen tunnel ehdpotats o be
RS used for establishing {Paec Winnels andior for staring them, T reguirad.
-~ @unit 185 farexecuting a prooadurs for fransmitting a reguest for establisting ao JPsec tunash.

= CAmemory 175 achuding
i -~ & mampry place 159 for storing. special sofiwarg including placas 153 for the peocedore for obtaining or
raCehviviy addrassas and 15% far the proveduns of thansmilting an IPsec luanel requast, and

~a tmemory placefmemorny plages 161 for stoeing addresses of common tunvel sndpuints.

(1588}  The BRAS 17 smay have at leastthe following modulesfcompanentafunctions thatmay be necessany fo perfams
the oparator shop aocess i this casa:

o
i

- ABRAS network, also callad the BRAS iﬁt_emzai natwork, Including a connactiontofinciuding the locat servies ngtwork
51 andforthe intarRE network 52,
= Aloeal VRF 4% connected in ihe BRAS network.
o« AAAA client 23,
- A authenticator unit 58,
< :An AAA graxy server 27 connecied i the BRAS network and fo A8A servers 31 tn operator shaps Now, 1and 2
= AVRFNo. 1. 471, connetted in the BRAR natwork for routing traffic only toffrom aperator shop Nu. 1, except for
certain special cases when traffic can b routed diffsrently. ‘
3« ANRF No, 2, 47.2; conpected it the BRAS network for routing traffic only toflront oparator shop No. 2
cartain special cases when traffic.can be raptes differentiv.
- A DHCP sarver 62 associated with the lotal VRF 44,
« A DHCPsarver 1.1 assoclated with VRF No. 1, 47,1,
- A DHOP server 513 agsocisted with VRF N, 2, 4722
o« Oplionally a service portal 54.
- Uptionally a dedicated Pssc lunnel server 145, optionally also having DHGP server funclionality.

. axcept for

[0188} Thelocal VRF 49 of the BRAS 1T may hava 31 legst the following madulesfoomponsntsifunctions that may he
necessary to parform the operaldn shop acoess v s tade, see Fig. T

F§
= AnAAA dient 27 at may oaly be contsctad fo e locs! VRFE.
-~ An authenficator function 56 thatmay bea domponent of or conhecied Lo tha looal VRF,
- AW Pse tunvel hardier 173 inciuding

&G & Unit 175 for initiating authantication,

s it 177 o estabiishiag (Pseciumels and sresting correspanding tunpel intarfaces. and
- gunit 179, possibly integrated with the enit 177, Tor removing PseciUnnels and corrasponding tunnel inter-
faces,
&5 « Aot 181 for finding the wanterd operator shnp as 8 consenuanen of havingy racelved a renuest for sslatdlishing an
Page unnal. This unit may svaluate the realm part of the user's regular NAT raceivad i the EAP suthentication

pepesdore. )
- Aunit 183 for gssoniating erealed tunra intarfaces wiltrwarded oparalur shops 3.1, 3.2 connected 1o the biosdband

29
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access nefwork 29, such as by storing corresponding sntries,
« A DHOP server §2 that rmay be a component of or connected to the local VRF 48,
- Anopfional uniy 185 for sending requésis_fo‘f ¥ addresses to.the DHGP server 62,
= Aunit 187 for assoclaling 1P addresses with resgective Psec tunnal interfaces.
8§ - A coniparator 188 for comparing 1 addresses of paskats received in BRAS internal natwork.
~ Aunit 191 for forwarding packets to a selected Psag tunnel inferface and tunnel after having received reguired
irdormalion from the comparator 188,
« A urit 193 for routing packets from {Paec tunnsls io reapective WRFEs, information about the correct VRFS taken
fram an asgonialion table,
Woo. A unit 195 for sending ibformation about 1P addiessds that no Jonger reguire spatial reuting 1o the respeactive VRFs,
this unit provides onty i dynamically establishad host routes gre ased in the dedicetes VRFs 471, 47,2
= Amemory 187 inciuding ’

~ & themary place 186 for a able, which roay be 8 part of the routiog Tatds; listing sssociations Between [Pgge
ki tuntais/annegl interfaces and dedicated VRFs 47,1, 7.2 angd

-3 memory glace 203 for s fabie, which may be a partof {he routing iable, lsting sssoviutinas between P

addresses and {Pasc lunnel interfages.

[0180] W s dedicated 1Pasc twnnel endpoint server 1458 is bsed, it may requife most of the same of corresponding
2 pomponents.

[161]  The dedicated YRFS4T.1, 47 3 ofihe BRAS 17 may-have al lsast the followingrandulesisamponerdsfunctions

that may be necessary fo peripmn the operator shop aoccess in this case, see Fig, Ter

~ A VLAN handisr 171,
A unit 203 for hanoling 1P addresses requiring specidl shuiing includiog

o
i
3

w2 unit 20&: for dentifying received I addresses 83 raquiring speciat routing and eatering such IR addresses

i1 8 routing table, and

- aunii 207 for raceiving information on nen-current addregses-and removing corresponding entry framrouwding
0 tatste:

< Avgnit 208 for routing sccording torouting fable including

<3 comparator 211 for nomparing P addresses of packels roceived from the BAS 19 of associated apemtor
38 shop 3.1, 2:2 w0 entries in routing table, and

~ @ unit 213 for rauting, according to the compagng cperatinn executed in the compasator 211, i the case

wherathe 1P addrasses agrae with the dynaimicatly sreated reuting fableeniries indicating the comisan tunod

endpoint, 10 the commorriunne! endgoint, e.q. e locat VRF 49:

G« Amemory 215 including
~ & pemory place 217 for storing & routing tablel

[0162] The differsnt steps in accessing an operator shinp 2.1, 3.2 usihg a commin IPses tunnel sndpoint i tha BRAS
17 and the special DHOP option for the case of g terminal connecting directly to an RG port 11 are almost the same a3
iy the sases where the special DHOP aption is oot used. The way ivwhich the termingl 16 obiaios the 1P address of the
common 1Psac tunnel endpoint is the only part that differs. Thara are tvo cases o consider. by ihe first caad the specis!
DHCR oplion includes an 1P sddress of the common tunnel sadpoinl. in the secivid case the speciat DHCR ogtion
includes a FQBN that can be ransiated into an {P gddress of the common tunnel andpoint, In both cases the BRAS
50 DHOP sarver 81.1,81.2, 82, as in regular DHOP operation, alsd provides thesterminat 15 with tha 1P address of & DNS
{ Do Name Syslem) server 148 thatcan ranslate FQONg into P addresses, This DNS servecmay be lonated in
the BRAS 17, dedicated for a cartain WRE or serving the entire broadband accassnetwark 28, of # may be located in
e operstor shops 3.1, 3.2, The different steps involvad in this procedute when the special DMCP oplion gontaing an
1P gddress are summarized below, the steps-involving transmission of information also illustrated in the signal disgram
88 ol Fig. P The firet stepe performed whsh uging the sgecal DHCP option ans:

Al
<

1.4 roamiing user conects bistermingl 18 th an RE pod 11 having an slready established cohnpction with aperator
show No, 1 and asguires an P address ol of the sddress rangs of oparatorshap Mo, 3, by interscling with the
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IHCP sarver 81,1 associated with VRE No. 1,
2. From the same DROP server §1.7 the fenwinal 18 recaives 3 spadial DHEP option that inclodes. an 1P address
of the cormmion tunnel andpoint (48, 145},

8 [0183} The remaihing Steps dre the same s Steps 3 - 15 describesdt abave for the sisewhan the termingl, convectiog
directly to an RG pont 11, accesses an aperator.shep 3.1, 3.2 using 8 common {Psec funngl-endpaint in the BRAZ 17
without the use of the special DRCR aption,

[0184] The first steps involved in this grocedure whan the special DHCPF option cantaing an FQDN are summarized
below; the sieps involving transmizsion of information also iflustrated in the signal diagram of Fig. Th.

oA rasrming weer connects Nerdis fenminal 15 e RE port 11 having an already sstablished connection with

operator shop No. 1.and asquires an 1R address sut of he address rangs of apérator shop No. 1, as wall 35 8 DNS

sayvaraddoess, by interaoting with the DHOP servie 81,1 associated with VREF Moo 1, 474,

2. Frem the DHCP sever 611 the taeminal 15 repatves o speckat DHCP option thal indudes 2 FODR pfthe cortinen
ti tunngl endpoint (48] 148).

3. The terminal 15 ncludes the FRDM s request massage and vends the request message to the INS sarver

148, the address of which i has provioualy raceived.

A4 Tog DNS server 148 examines the request anmd translates the FODN into-an 1P addeess, or possiblya listof IR

addrassas; belonging io the commen tunnet sndpaint (48, 1 4-5‘)‘ iy acoordance with reguiar DNG sarver aparation.
beon &, The DNS senver 148 sends the iF address, orthe ist of 1P addresses respectively, rasulting from the transiation

v ihe termivial 18

(0185} Thersmaining steps are the same as steps 3 - 16 described above for the case where theterminad 15, connecting
diveatly toan RE port 31, accesses an operator shop 3.1, 3.2 Using @ comman (Psec iunne! endpnint inthe BRAS 17

2 without the use of a spedial DHCP oplipn.
0168  The first steps in acoessing an oparator ahop 3.7,03.2 08ing -8 common funnel sndpoind in the BRAS 17 and
e spacisl DHCOP aption 'fa;xr thagane of a'iérm‘mai 18 connecting 1o an WNAT 143 and ihe special DHCP option contginiag
an}P addresgars sumnarizad below, the steps involving transmission of information alsc Mustrated in the'signal diagrant
of Fig. 7i.

B '

T AR NAT 143 connacts to an RO port 11,
2. The NAT 143 i authenticated and & VLAN association is orested, coanecting the NAT ta pgerator shap No. 1,
inthamannarpreviously described for the case of & tenminal 15 aocessing an operator shop 3.1, 3.2 {hrougha CPN S,
3. The NAT 143 itoracts with the DROPR server 611 ansociated with VRE Mo, 1, 471, and acguires an IF addeass
35 out of the address range of dparator 8hop No. 1, as well ay the addréss of 2 DNS sarver 148
4, Feom the DHUP server 51,1, the NAT 143 receives a sgecikl DHGP aption ihat inchudes a0 1P addmess of tha
cormmort N endonint, this special DHOP option acluslly indaded in the sama message as e 1P addrass
assigned o the NAT and the DNS sever addrass.
£, A roathing usie connects her/bis termingl 15 toths NAT 143
# €. The terminal 15 interacts with & DHOP sarver in the NAT 143 to acquire a private IP address.
7. From the DHOP serverinthe NAT 143 the tenninal recalves a special DHCP aption thatincludes an P address
of the common tunnsl endpoint {48; 1451

[0167] The remaining sieps are the same as ateps 3 - 18 deseribed above for the Case wherg the femiingl, connecting
dirgethyto an RG gort 11, accesses an pperaiershop 3.1, 3.7 usihg a comimon IPser unast endpoint in the BRAS 1T
without the use of 2 special DHCP aption.

[0188}] The differant steps in-acoassing an Sperator shop 3.1, 4.2 using 2 sommon tunral endpointin the BRAS 17
and the spediah DHOP pption for he' case of a ferminal 15 connecting to an MAT 143 and e special DHCPR opiion
cuntainiig an FODN are summiarized below, the steps involving transimission of infarmation also Hustrated in the signat
&6 diagram of Fig, 7

Al
<

1. AR NAT 143 connscts tean RE part 11,
2. The NAT 143 is duthenticated and a YLAN assooiation {s gragted. connsctihg e NAT fo eperatdr shap No. 1,
3.1, in the mannar previously described for the case of g terminal acoessing ar operator shop through 3 CPN 5,
&5 3 The NAT 343 interacts with the DHCP server 1.1 assaciated with VRF No. 1 and anguires an i address ot of
ihe address range of operator shop Mo, 1, as well as the address of 2. DNG sarver 148,
4, From the DHOP seever 81, 1Tthe NAT 143 receivas @ special DHCP aptich thiat inchadss an FOQDN of the saemraps
tupingd endpoint {49: 1463,

3
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5. Optionally, if the special DHCF option containg an FQDN, the NAT 143 ingludes the FQDN in g request messags,
which it sendgdo the DNS server 148, the address.of which #t has praviously receivad.

&, Fie NAT 133 sentthe FQON ina requast message to the DNS server 143, the DING server examines the request;
transtaies the FODN intoan IR address, or possibiy a st of IPaddrasses), belenging to the common lunnetendpoint
{48 145‘) and retuss | to the NAT.

T. Actoaming user connects berd his terminal 1510 tha RAT 143,

8. The tenvinal 14 iderads with & DROP server in the NAT 143 to acquire 8 private 1P address, as well as the IF
address of a DNE server 148,

8. Framthe DHCOP gerveris the NAT 143 thatermingl 15 receives 8 special DHCPR option thatincludes an P address,
if the NAT bag shosgn to have the FODR ransiated, or an FODIN of the common unnel endpoint (48; 145).

13 4 the specisl DOHP oplicn received frora the: DHEP server o the KRAT 143 containg an FQON; the temainal 15
inelides the FODN in a reguest massage, which it sends 1o the DNS gerver 148, e address of whichi it has praviously
mieived. 11, Fthetermainal 18 sentthe FQON o g reguest medsags inths DNS senver 148, the ONS serverexamines
ihe request, traashates the FODN nto an 1P addesss, or pogsibly o it of 1P sddresses, belonging o the comimon
tunng! endpolst (48 148 and retrns {1 the tenmingh

[01€3] Theremaining stepsarsthesame assieps 3 - 18 described above for the case where the terminal 1§, conbecling
sses anoperatorshop 8.1, 32 using a comitnon Pssc tuonel endgpint (49 148) inthe
BRAS A7 without the use of a spacial DHEP oplion

[0178]  Steps to be performed by ths special soflware in the terminal 15 and i the NAT 148 In the case whers the
spacidd DHCP aption contsns abe of more P addresses vt coramort IFsse unnel endpdind i he BRAS 172

1. Whean o NAT 143 ressives oonfiguralion doata, e.g. an P addeess and w0 DNS seever address,; frorm the DHEP
server &1.4,61.2 associstes with the VRF 471, 47.2 of the pparator shap 3.4, 3.8 that the MAT has contnclad g,
itaksa receives and recognizes fram the DHCOP serveravspegial DHCR aption.

2. The NAT 143 axtracts and slures iha 1P addressies) sontained i1 tha-special BHCP oplion,

3. Wisarra tersinal 18 of a roaming user has connacied o the NAT 14% and raguests configuration data from the
DHCR server of tha NAT, the DHCP server sends a speeial DHCP option, in which it _ihc!i;;des- the IP address{es)
of a commen IFsec tunnet endpoint in the BRAS 17, i the termninal in addition o theragular configuration data.
4. When the terminal 15 receives the configuration data, 8.g. an IF address and a DINS server address, from the
OHCP server of the NAT, il aiac recaives gnd recognizes the special DHCF option,

5. Theterminal 15 extracts and stores the 1P addressies} conlainad in the special GHEP optinn.

8. The termibal 15 uses g recelved 1P address of a common [Psec tunnel endpoint (49; 145) In the BRAS 17 1o
estabilish an Fses unnel owands-the comman tonnet endpgint.

[0974] Steps to be performed by the special software i the feordnal 15 and in the NAT 143 (n the case where the
special DRCP option contains an FQDN of a commorn (Psac urned erdpoint inthe BRAS and the MAT chooses 1 have
the FQDN transiated:

server 1.3, 61.2 aysoctaled with the WVRE 474, 472 of the operalns shop 3.1, 3.21hal the AT bas coonected to;
it sfso receives snd recognizes from the DHCP saivera special DHLP oplion.

2. Tha NAT 143 axtracis tha FODN front the special DNCF opfion and sends the FQON v g DNS gquery o e DNS
server 148, the addrass of which it réceived in step 1.

3. ThaNAT 143 recaives one o mord 1P adidresses in the response fram the DNS sorver 148,

4 The NAT 143 sxitacks.and stores the 1P address{es Feontained in the respanse rors the DNS server 148

5. When s tenninal 15 of g roaming user Nas corneciad 1o the NAT 143 and requests configurstion data from the
OHOP sarverof the NAT, the DHOCP server sends a special BHER gption, i whish il includss the P addressiss)
of & copmmon Paag turmat endpoint (49 1451 in the: BRAS 17, 1o the tarminal i addition 1o the reguiar configuration
dats.

B, Wikt the termingl 15 meeives the configuration data, ey, B address sod DNS server adldress, fram the RGP
serverof tha NAT, it also reteives and rgtognizesthe special DHECP gption.

6. The lenmingt 15 extradis and stores e 1P addfessias) contained in the special DHEP option,

7. The terminal 15.usas a repeivaed 1P address of acomman 1Psec tinnet endpoint {48; 1456} in the BRAS 17 o
establish an Pescturmal wards the sommory hesne! sosigoind

[0172]  Steps 10 be padamed by the spenial sofiware in the terminal 15 and i the NAT 143 in the cose whars the
spacil DHCP oplion containg an FRDN of 8 coramon IPses tunnet endpaint (49; 145140 the BRAS 17 ardd the NAT
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does not have to-have the FQDH ransiatad:

1 When & NAT 143 receives sonfiguration daia, e.g. an 1P address and & DNS server {148} address, front the DHCF
server 81,1, 61.2 associated wiih_-tﬁse-\fR-‘F 474,472 of the operalnr shop 3.1, 3.2 that the NAT has sanngsted o,
8 it also raceives and recogizés fram the DHCR seivera special DHOP option.
2. Tha NAT 143 extracts and stores the FRIDN contained in the spaaial DHOP option.
3. Whet 2 terminal 18 of 8 roaming user has connected 10 the NAT 143 and requests configuration dala from the
DHCE sarverof the NAT, the DHCP server senda a spacial DHCP eptian, ivwhich # inciudas the FUDN of 2 commean
Fsac utmel ertpoint {49, 1451 I the BRAS 17, fe. the FUDN that it stored i step & o the ferming! in addition fo
e the regular configuration data.
4. Whisiv the termingl 15 reseives the configivalion dats, e.g. an IFaddress and. & DNS server address, fram the
QHEP servor of the NAT 142 3 alse récaives ang recognizes the special DRCE option.
5. Thie terminal 15 extrzcls the FQUDN from the spacial DHCR apition and sends the FOIIN in & DNS huergio the
DNS server 148, the address of whichi it receivead i stes 4
3 8. Tha terminal 15 receives one of more 1P addresses in responag from the DNS server 148.
T Theteaminat 15 extracts and stores the {P addess{es) contained in the raspanse frorm the DNS server.
. The terminal 15 uses a regeivad 1P address of a comman IPsed funngt endpoint (49; 1458 inthe BRAS 7 to
sstablish ap Psectunned fowards the gommnon Rinnel endpoint.

an [0173] The BRAS Y, the locat WRF 48 of the BRAS 17 and the VREs 47,1, 47 2 may have the same modulesicam-
pohentgfunctions as descnlied ahove.

Accesy Hrough o IPsec wnns! 1o an-opargios shop specific endpaintin the BRAS

o
i

01741 initis procedore sachoperatos shop 3.1, 3.2 connected o tha broadband access natwork 28 has & dedicated
innel endpoint ircthe BRAS 17, Tha Intfowing sitarnatives for dedicaled tunnabandpoints myay be considend:

1. Thadedicated funel endpoints are given as dedicated addresses.of the local VRT 48, L speciat IP addresses
pointing to the ncal VRF and possibly oaly used for the purposa of serving as lunnel endpoints: The local VRF could
a0 use orly =3 subset, e.g. pas, of iis addresses for ihis purpose, ik i coutd as well be all of te:addresses, i which
case they are notapecis at all. Whaern an 1P packet containing an IKE message & recelvad in the local VRF 48, the
conmiants ofthe packet is passed lothe [KE software inthelocal VRE . This funclionality may heavailable iresgective
of which ope of the addresaes of the tocal VRF that is used. s also possible that the focal YRF 48 hasonly ong
agddrass in the BRAS internat netwark, in which case this address will obwvinusty be used for all purposes, inchading
3 torthination of IPsat tnneis. THis aidd applies {6 the tass Where the WNREY endpaints are lbeatén in the BASS 19,
2. The dedinated luanel endpoints are gives as dedicated addresses of & dedicaled tunnet endpaint devioe, such
as an IPses tuniel endpuint server 145, Ii the case where's denicaled tunnel endpeint davice is used it musy, as
incaaeydasoribed ghove, "have access 10" an AP Authentivator and an AAA clisnt. The BRAS 17 may, inprinciple;
fe-ragarded amonoide device. € msy therefors beassumed that the internat entities thereo! camarising VRPs,
# EAPR Agthenticator{s}, AAA olieni{s), of¢. have maans for possible commumication with each ofher. Such commimi-
oation may ke mpiemented in a variety of ways obvious o one skilled in'the arl. Dusio this property of the BRAS
17, it may e.g. be possible to et alf BRAS interil entities that figed an EAP Authenticalor use the same EAR
Authanficataranlity. It may alsd be possible to argnge that egch such entity has s own EAP Authémticator. The
same appties tothe ARA client.
3. The dadicated tunoal andpdints are given as dedicaied gddresses ol each of the YRFs 47.1, 47,3 that are
assochted with am operator shop 3.1, 33

Al
<

01758 Agabove, imay be assumed thata ieaming userconnscts theough an HG oort H1witich is already assoctated
with . an gutherticatad connection towarda one of the operatar-shops 3.1, 3, &g vperater shop No. 1 i casg

E msationsdabove the IPsec wnns extends as llustrated in Fig, 2d-for the commoen funnel endpoint caseand the tonasi
estabiishiment ropchanisms are alse Dasivaly the sameas i the case using & oommon lunosd sodonind,. Theanly
differenge 4 that the operator shop salaction is ot snlely based on the realm part of the NAL bet alse oo the selectad
Junned endpoint. if the supplisd regin and the seiscted wnnel endpoint do nat indicate or do nat belong 16 the same
operator shap, the tupnel eatablishment may optionaily be rejectad,

&8 1761 I the steps exemded o the case of g comman iumel endpniat descrbet with reference o Flg,. Ta, step 8.8
modified so that the local VRF 48, such as i 2 Unlt 219, résognizes the 1P address of the regquest for an 1Psec tunng
as being ar addrasg that # has o handle o s linked o by coraparing the 1P addeess 1o entrips i & table stored in &
nraery place 221 i the mamory 103, see Fig, 7d, 1 then starts 1o eatablish the IPsee lunrel g describad above, In

33

Samsung Ex. 1004, Page 274 of 553



EP 1 878 162 B1

the above listed steps to be perlormed by the common tunret endpoint a new step may be exscuted before step 1 in
which 1P aztidkeséises of packets sent in the inlemal BRAS netwark are compared toalt 1P 3 ddresses handlad by the lpcal
YRF. in step 2 the local VRF-39 receives from the EAP Authentisator 56 Information on the user's reguiar NAIL as
ablained in the EAP authentication grocedurs, in padicular the realen part of the NAL but this step may be madified o
& alsy include that this informatioh i be compared to the addiess of the fifnet endptint 45 abtained in the request for
satting up the iPsectunnel. This procedurs is suitably executed by the unit 181, see Fig: 7d.
177}  # the dedicated tunnel endpais are disttibuled to ihe different dedicated YRBFs 471, 472, Le. bcase 30
mentionad above, @ tunnel endpoint dees not have 1o be aasociated with-a route o anothar VRF | see Fig. 2§, nstead
tha regpective dedicaled VRE routes thapackels coming out of the 1Psee tinne! ke all ottier uplink packets, he. to the
W opetator shop o witich the YRFIs dedisaled, unless the packets have dastination addrasses from the sddreys range
of the brogduand sccess netwark, odicating €.g. the local service netwvark: 51, Howaver, i the downlink direstian; the
dadicated VRF $7.1, 472 of the wanted aperator shop siithas fo estanlish a host routs for the “inner” 1P address of he
terminal 15, 18", pointing o the hionel inferfase; 5o thal downdink packets addragsad ta the terminat 15 are sent through
thefunred 1o the teomingl instead of being routed 16 the sarvive VEAN 41,1, 412 asaaciated with the ¥YRF, fikeé ather
g downlink packets. Also b this gase the realm part of the NAL should indicate the same operatar shop as that for which
ihe dedicated VRF g arranged.
78]  For the example Hustrated by the signal diggram of Fig. 7a, inthis third case, the signal instence "Lotal virlual
router lunction” may be substituted with "Virtual router funiction for op shop 27, the signal instance "BRAS DHEP gerver”
substituted with "Dedicated DHOP sgreer and the signal instance “Virtual reuter function for op shop 2" delefed, sse
i Fig.. Th. The AAh clientand the EAF Authanticator used by the dedicated VRF may be the same BRAE infernal aniitias
ax used by the lacal VRE, Le. AAA clisnt 23 &b authentidaton 56, but thay riay also be antitisd thal ars integrated in of
assoclated with oniy the concamed VRF, 474, 47.2, see Fig, Te. The unita 219, 173, 175,177, 179, 189,188, 187 and
apticrally the wridt 191 and the table in thevosmory gdace 201 used in the loval VRF for e cave ol @ common tunns
andpoint in the locat VRF agillusirated in Fig. 7o, must ba movad (o the dedicated VRF ilustrated in Fig. Te.
1787 The Psec nnel gy 3iso.be establishad via the loeal delauit VUAN 43, of vig a WLAN AP 7 and = sendee
VLAN 411, 41.2; ov the local WLAN AR VLAN 38,
[0186] The methods of informing thaterminals 15, 15 sbout the availsble potepiiad tunned endpoints may basica i'i‘y by
the same a8 In the sasas where 3 single common endpuoint s used. as desoribed above. & diference is that the new
possibie DHOP aplion in ihis'case contains a fiss of tan nel-endpaints, each identified by the readm, andior possibly the
o0 Yame, of the assceiated operator shop foltewed by an FRION or one o more explict IR addresses, compare the formal
sxamples given above,. Alternatively, the new possible DHCF option may comtain a single tunnef sndpoint, but instaad
appear & plurality of times in the BHCP message, onoe for each dedicated tunoel endpoint. Benerally, amessage fleld,
tike @ DHOP option, may be specified as including ong or more, 1.8, a s}, of a certaiit type of information, such as the
fwnned endgoint reference in oy case. Altermatively, the message field may be spacifiad as always indoding one and
35 only She instande of & cerlain piece of data, such as the turne! endpdint refarance in the case deacribed herain, It the
formercase @ single instanceof the rmsssage fiold, Le. the spenial BHOF option in this case, isenaugh o canvey a list.
in the latter case a istis instead conveyed by ingluding mulliple instances of the message sk, together, I essance;
carsiituting a Hal. Obviously the sama inforhgtion le comvayed by the nessags in both Casés:
081} niheprevioushy Busirated sxamples of possible specist DHEP optiors foemats 4 realr laogth edd and & realm
A4 figld iy in this cage inserted before or after each item, where an “lem refers to a fisid containing an P address or two
associated fields consisting of an EQON length fiald and an FODN field. The wo examples below Hhustrate haw this
“rarsformation” of the praviously ilusirated special DHOP option format exampies i performed.
[O182) Farat of option including & Bt of realms and associated FODNS:

o
i

Al
<

Qption code | Oplion length | RealmNootlength | Realm Ne FQDNNg, tlength | FODN No. 14

| ||

Reaim No. nlength Realm No. n FQDN No. niength FQDN No. n

50 [ l l 1

Thareaint may be the sama for several FODNS, e.g. Realm No. 1 = Reatra No. 2. such thatsavers! FODNs consequertly
peleng o the same operaior shop 3.1, 32, each FQDN representing a poleatial IPsec tunnel endpoint in the BAS 19 of
ihe operator shop.

5§ (0183} Format of option indluding a single IP address and associated raalm:
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Option code | Option fengih | Reshv length Reaint {P sddress

> 01841  The above examples of special DHOP opicn formats can e reused for DHOPVE, with the difference that the
gaptich-uodeand optiondangth fialds ars twoectsts sachingtead of one pctat gach, 0 addition, the 1P addresses handied
by DHCPYS are 18-octat IPVE addresses instaad of 4-ootet 1PV addrasses.

Agcessitbrough-an [Psectunngl o & broadband accesy server

(01853  The simplast way o establishyar Fses lunnst Fom the lsavdnad o the BAS 18 of 2 selealed operater shop 31,
32510 usy tha dguiar IPeac gstablishmant mechanisms and meke nodifsrence betweai this IPage unngiand other
Faae wnadis that a teraingl 15 may establigh. However, 1welld mean that the Psas uangl i rowted through the
pperator shop that is-asseciziad with the RG port- 41, unlesy the RG por ig currerdly sssociated with theiocad detaull
VEAN 23, Aga conseguence, theresources of that opergtor shop, @.9. oparstor shop No. 1, and possibly olber resourcss
on the derne!, would have (0 be used, resulting In subdetiral rouling and unnenessany charges for the subscrber of
operator shop No. 1. Inthe case Busirated in Flg. 28, Ris assumed that the RG port 11 is associated with.operator shop
No. 1, whersas the terminal 15 wdshes to acosss pperator shiop Mo, ¥ through an 1Psen tunnelio the BAS 18 of operator
shog Ma. 2, The Pgee mnnei 147 then axtands from the pomiaal 15via e RG 1, the AN ﬁ'B., VEAN Mo, WRF No. 1,
i the BAS 19 of pperator shop No. 1, the internsl 188 and anding in the BAR of operator shop No, 2

01861 A moreatiractive mathod is to gatablish host routes I all VRFa, including the local VRF 49, to unnel endpuints
inthe BASs 18-l all nperator shops: 3.1, 3.2 conneciad fo the broadband ancess astwork 2%, compare the dismussion
of Fig. 2f above. Then, inslead of going through agerator-shops and external nebworks, the Pase Junngls are mutsd
internally between the VREsin the BRAS 17, For examply, the dediceted VREF No. 1 may have g host routs for s tunant
andpoiol intheBAS 18 of operaios shop No. 2, L srrouting lable snlty for the IPaddress of this lunrel eadpeind, painting
10 VRF No, 2 through the BRAS Internal netwark. Howevar, as mertioned above, if multiple aperator shops connacied
1o 2 beoadband access nebwork use overdagping sddress spaces .. pivale addresses, then this method does ot
work, anless the funned endpoinis at the operator shops ars globaliyunigus addresses, Le. nottaken from any sverlapping
rivaia range.

38 0187}  The bostroutes tathe BAS luanel endpoints of the nther operator shogs control the rouding of the uplink tunnst
packets - and IKEvZ packetsfor estabiistinent of the tunnehs - but oot the roulingof the correspanding downlink packets.
Using a8 an’ exaniplean Psac Wwnnel eaiahlishad between & farminal 18 communioating viathe VRF No. 1 and tha BAS
19 of sperater shop Noo2, 3.2. the tunnst will pass theough bath VRF Na: 1 and VRF No. 2 batween the terpdnal ang
e BAS. The hosl rogtetn VRF Now 1 easures thatuplink packets pertaining fo the lunnsl-or pacheis in the tunait
satablishment procedurg are forwarded internsiy iy the BRAS 17 to the VRF Ho. 2 and the reguiar routing in the VRF
N2 forwards the panke! to the BAS of operator shop 2, However, & somraspanding downiink sacket from the BAD 19
reteivad by the VRE No. 2 hasa destination addreas from the addrass range of operator shop No. 1. Hebde, the fegular
ronting b of VRE No, 2 would indicaie thal the ‘tacket shinuid by forwardad fowands the BAS of gperatos shop No, &,
although-in thiz case the desired ireatment of the packet wolld ke fo forward it o the VRF Na. 1.

0188 Hence, VRF N, 2 miustbe capabls of handling a pachet baving o:destination sddress out of the address eange
of operatar shop Mo, 1in different ways Sepending on whether Rarrives frorm iside the broadband accass network 24
or fram its dedicatsd aperator shop. IFthe packet arrves from the broadband secess network, or from anathar YRR the
VREF N, 2 shouid forwsrd § towardsthe BAS 19 of ts dedicated operatar shop. Le, apemioy shop No. 2, wheress i the
packat arives gt the imerfacetowands the BAS of s dedicaled operatorshog, the VRF No. 2 should forward itie the
VRF No. 1.

[0188]  This behavior can te achieved, 8.g. by having a separate rouling table for packets amiving st the interface
towards the BAS 18.of the dedicsted pgerstar shop. When the VHEF uses different rouding txbles dopanding on the
interface on witdch the convernsd packel arrives, the differant routing fables can e configurad differantly to nour the

ki

G

Al
<

]
>

BAS of operatos shop No. 2 would irdicste VRF Ko, 1 ssdhe rext bop for packets with g destinatior address out of the
addrass range of operator shop Mo, 1. The routing tabie(s) for packeta arriving af the other interfaces of VRF No. 2 would
iristead indicate the BAS of uperatorshog Ne. 2, 0f & rooter it hi path owards the BAS of operator shop N 3, as the
naxt hop for packets with @ destination address beionging to the address range of operator shop No, 1

[0190} When the VRF No: 1 receives the dowrtlink packst from the VRF No, ¥ its ragsdar routing ensures thaf the
packet is farwarded W the broadband access network 28 towards the tenminal 15

(091831 Using the methad of BRAS inleenal rouling, the 1Pses tunnel eslablishment becomes rather straightforwasss
using IKEvZ with the NAT traversal delection aption. Ths BAS 18 and the AMA devicesimudules 37, 31 of the nperatar

88
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shop 3,1, 3.2 handle the usar authentication.
[0183] Asdiscussed above, theiPsectunnsl can also be established via @ senvice VELAN 41,1, 41:2 orthe lonal defauit
YLAN 43, whichever is currently aysocialed with the concernad RG port 11, in.addition, ihe 1Pyec el may be estaly-
lishad via 2 WLAN AR 7 and a service VLAN or the local WLAN AP VLAN 45,
3 [0M83} The ways of forming the tenminat 15, 15 about the available potertial thrhet efidpeints sre the same as for
the procedure using muliiple operator shop specific tunnel endpoints in the BRAS 17,
[0194]  The different steps in accessing an operator shop 3.1, 3.2 using interaat mouling indhe BEAS 17 w0 ihe BAS of
awanted operatos shop are sunwndrized below for the same axample as above, Le. it is assumead that a roaming user
connects tircughan RG pedd 71 which is siready asscciated with an agihenticated connaction 1owards oparator shep
W Ng T and hat e user wants 1o connedt to sperator shop Noo.2, the steps involving ranemission of formalion alisd
lostrated in the sigral dlagram of Fige T

1. A roaming user conorcts his ierminal 1570 ai RE port 11 haviag an already establishad sonnestion with pperator
shap No. 1
15 2. The tevminal 15 soguirgs gn (M address out of the'address renge of operator shop No. 1, by intgracting with the
DHCP server 811 associated with VRF No. 1.
3. The useror terminal 15 receives of ghiains the address of @ lunnel endpoint i the BAS 18 of operator shop No.
2, such as by obfaiding @ web page fron serdce portal 84 and Snding the
}address Merelty, fs #ustrated in Fig. 71, or by receiving a special DHEP option inciuding en FQDK or ohe or miors
b 1P addresses of the tunnel endpaint in the BAS. If the terminal obtains. an FOLN of the tunas! endpoint. thas &
wansiated ino-one or more P addrésses, assisten by a BNS savver 148, as pravicusly desoribed it desenptiong
of I sac tunnel astablishmant © a funnel endpeint in the BRAS 17,
4. The users siadds special softwars 0 the jermioat 15 foe storting b astablishing of the Pusc tunmel, the special
softwiare adepiad 1o in parlinutar nin IKEvGang thus asiabtlish the security associstions (SAs) for the IPsed tunnat,
], Therspacial soflware creates 3 message addressad 1o tha received of obisdnad address for establishing artiPsac
tupingl having thereseivad or shtained addreas as v remote endpointang Jaends the message through ihe von-
negted NG port. 11, in RG port VLAKN 58 and’in VLAN No. 1, 411,
§. The dedicaled WREF No. 1, 47}, examines the address of the message by searching a rouling fable and finds
thatthe address of the request message corresponds-o an entnye in the takie indicating VRF No. "2, 47.2, a5 the
o0 next bop aod forwards the message o WRF-No, @ threugh the inler-VRF network 52 or the BRAS internal network:
7. Tha mesaags is received by VRF No. 2, the VRF Na. 2 rgcognizing that the P address of the sndpaint is an
address belonging o the aperator shop to witich # Wiseli s dedicaled, and i thep forwards the request to the BAS
18 of operator shop No, 2.
8. The raquest is roceived by the BAS 19 of operator shop No. 2, e BAS recognizing that the ) destination 1P
3 address of the misssaga iy an addréds balonging to or associatés with 1, hen signig 10 2utabiish the [Psen kinnad
and Frsl, using EAP for authentication, activaling the AAA client 37 integrated in, or sssociated with, the BAS, which
Al olient 37 it tunt commurdoates with the ARA server 31 of operator shop No, 2,
.40 the case whars an BEAR Authenticator, tet shown, integrated ingor agsacigted with, the BAS 13 has sent an
EARddentity-Reguest io the terminst 15, messapss start 1o bo gind hetweno s ASA sérver 31 ami the temnihal
#G 15, the AAA client 37 iy the BAS also being invoived,
10. The termdnat 15 respands with an EAP-Identiiy-Resgonse, including the user's ideniity i theform of a regular NAL
11, An EAP suthentication procedure betwaen e A8A server31in operator shop Nt 2 and the usértersminal 15,
vig the AAA oliant 37 integratud in, of associated with, the BAS 18 of gperator ahop Ne. ¥ 3.2is parfarmad. The
EAP githeniication procgdurg is handied gnd-to-gnd between the terminal 15 ard the authentication server which
‘isthe AAA server 31 of pgergtor shop No. 2. Batwaen the AAA Thieri 37 of tha BAS 18 and the AAR server 3tths
EAP packals are encapsulniad in ARA messages.
12, After auccassful autheniicgtion, the vary grocadure for estahblishing the Psac lunine! s exaduled,
13, The terminal 15 itargols with the DROP server 53 assaciated of operator shop No. ¢ o obtain an I address
1o ba-used Tor packets inside the IPsactunngl, also called an Vinnar 1P addreas” 1t is alse pussible for the BAS o
&6 assigh the hner 1P addeass 1o the terminal using the Configuiation payload i IKE@.
4. The P address & sent to the BASTE, the BAS erders ina table thal packeis with this 1P address as destination
address ars 1o be forwarded intothe sstablished Psec tonnel, if the DHTP ssrver 588 infagrafed in the BAS, the
passing vtthe IP address betwedn ihe DHCR server and ather parts of the BAS is simply BAS Internal deda handiing,
# the DHCE sarver s external fo the BAS, the BAS may oblain the IP address, efther by snooping the DHCOP
a8 massmges belng passad betwesn the DHOP sorver and the terminal 15 o by recwiviog @ fram the DHOP servar via
aparator shop intemal communications means, 8.g. an opsrator shop intermal natwork,
15. Thie usee can glad teaffic using TCPAP through the BAS 1% of operator shap Ko, 2. Faresamypde; the user can
raceive 8 web page from the BAS, Such.a web pags can resent sarvices avaliabls i upgrator shop N0, €,

o
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[0185]  The speciad software In the terminal 15 may perform the same steps and be configuraed as described abova.
[0198] The dedicatad VRFs 47.1,47.2 ofthe BRAS 17 may bave at last ihe following mindulesicomponentsifunctions
ihat may be recessary to perform the operalor shopanpess i this case in gddition to the mixtites/componanisifuncions
describad in C.ca;ijundti;m with access via an {Psec lunnet ko a common tunnal endpoint in the BRAS, see Fig. Ter

~ Aunit 250 for selecting a route or a routing table based on the incoming interfane.

- Separate rovting tebles Nos. Tand 2 siored al memory places 217,217 for packetsarmiving &t the interface mwards
the BAS 12 of the operatar shap 2.1, 3.2 forwhich the VREF 471, 47.2 ¢ dedicated and for packets afriving at other
intarfaces, respectively

pe

Operater shopselection in a foreign broadband acoess netwark

(01971 Ing foreign broadband access natwhik, which barsio is tehen e referto 3 brosdband aooess network thal has
oo telation oF sannection o the Bome opertor shop of 2 user, the oporater shop salention fs-& much moe comglex
5 matter thah in the home broadband acvess nebwork. The reason fs that a regular NAT cannot be used toindicats the
operatorshop that he beer deglres to vigdt, this'sbup called hevein the selectad visited-ur selacted desirad operator shiog.
The MAT indicates the home operator shop 3h of the subseriber, Le. the considered user, see Fig. 2, but it provides no
‘dication of the operator shop that i the desired visited operator shop. As dasoribad abovs, the useraan fontthe
inrminat only ancess herflds Home qperator shop or an eparater shoep withy which herhis home epurator shop has &

i ming agreement. in'ths operator shopa involved, lists of ather operator shiops with which such agresmeants are storad,
such as it mentories 64 g connedcted ko their AR servars 31, 31h
[0198] The main cases that should be conaidered ina foraign broadbang acgess network includa:
~ - The user accesszes s broadband access netwaork thraugh & CPN.

I« Theuser sccesses the broadband aceess netwark thraugh 2 WLAN AR,

- Theuser sccasues the broadband scossy hetwork through an Psec Junnel,

Accasy through a CPN

Bl [0198] {o this case it rnay be-easier o achieve operalor shog selaction, if ihere is specific support for the selection
provess i the dient softwarg in the terminal 18, Le, extra of modified softwers in addiiontoths suppart for EAR. Howgver,

the roaming archileciore becames more geneal and cansasier gpeampass roanny usees rom offer types of aetworks,
if no spaciic-suppornt & reguired in the cllent sofiware, Both these cases ars considered balow.

3 Acdesa through a QPN with support in soltware of eaningd

(0280} The prooedurefor ihis case refigsonthe corcept of a randiied NATof ths freviously destribed general extended
format. 1o this case the NAT i extended o olude thy reabn of the seleciad nparator shop 3.1, 3.2 that the usar wanis
i visll Thus, inthis cage ths astended MA) has the format
A6 “home-ap-shaopifamagivisiied-op-shiog” of
“hame-ap-shaplname@visited-np-shog"
where "home-op-shop™is the realivt of the home operator shop 3h of the user, see Fig. 21, ‘visited-op-shop” is therealm
of the selatied oparator shop thet the user wahts to visit, Le) the one of the opargtorshaps eosnaeted 0 the foreign
brogdtand acoess pehwork 28 that is salected 1 adt as the viited oparator shop, 1.4, 2s llustrated in the diawings one
ofoparator shops 3.1 and 3.2, and "nama”is the User's bsersams,
(02613 For prodocing sach so extended NAL the seftware of the terminal 15 may e.g. allow

Al
<

- nanual selection. e thal he user enters hig choicé nla he terminal, andior
- avtomatic seledtion, La. the lerminal actiwarg includes & function arranged 1o select an uperater Shop front a o
&G figured st of profernsd visited opsrator AHHES

(02021 As previcusly described; the communibation from/with a user or a feriinal 18 whoifwhich js connecting to.an
RG port 11, without a previcusly active session, is by default direcied 0 the fooat defaull VLAN 43, where the EAP
authentication procedurs is initiated by the Authanticator 58 and the AAA client 33 of the BRAS T, i the termingl is 1o

&8 sapely soaxinaded NAL of the farmat desoribed above during i authenticating procadare, i terminalrecquires rdoe
mation ghout the operglor shops that ars available, & sboul the operator shops 2.1, &.2 that arg connatiad 10 the
broadband aocess natwork 28 to which the RG part s connsctad treugh an AN 13, Ths broadband access natwork
o provide this informstion in diferent ways:
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a) A fieat way for the broadband accsss network 29 1o advertise-avallable operator shops is the mathod suggested
to be used in 3GPP-WLAN Interworking. This mathod s desoribad in Farid Adrangl (Ed.), "Medialing Network
Discovery and Selection”, Internet draft, <draft-adrangi-eap-netvork-Discovery-and-Salection-{1 x>, February
2004, The basic conpepd is that the npefaﬁ)f shop infermation is pravided o the teoninal 15 via EAR, in the case
8 where tha broadband access network receives fromm the terminal an NAL with an urrecognized realm part, fe.a
realm for which there ia no avaifable AAA route. The user.or termingl then selects one of this advertised operator
shops and provides & second NAE 0 the broadband access network; this time ar sxlended NAL of the format
degcrived above.
bl A secondiway for the broadband ancess network 23 fo adverlise the avaiiahie oparator shops is 10 use & new
e {ipk Taver protodol to broatcast the information In the [oual dafaul VLAN 43.
a} A third aeay 1510 tet the gser retdeve the:operalar shop inforamtion theough ofHine means:
dy Alternative mathods that do not raly o information provided by the broadband access nefwork 29 have basn
dascrived and in fhose methods sithie the temaingl 15 is designed o ansiar a st of prefarred visited operator
shaps o the treadband acoess petwork, and the networkisroade do the very salection, as desavibed inthe published
ki International patent apphcation WO 2006/038843, "Terminal controltod astsction of iIntermadiary network for roaming
URTSAWLAN subsoribers”, or they rely ore suppod o a cendral Diarmeter redirect agent; a5 described in the
published Internatiahal patent application WO 2006/038844, "Home nehvork coblrolied selectioh of intermediary
natwork for rograing UMTSAWLAN substribers™

i (02031 10 any cass, the AAA prowy server 27 recognizes tha realm of the selected visited ogerator shogiin fhe madified
NAY and routes the ARA message containing the EAR-Identity-Request to the AAA server 31 of the selsciad visitad
operator shop 3.1 or 3.2: Bafore forwarding the AAA mesaage, the AAA proxy sarver may ormay not remove the realm
of the selected vigited operator shop from the rmodiffed MA&Land turs the MR into g regudarforrat. When the AAA server
37 of the selented visited oparator shop receivas the AAA messans sontaining the EAP dentity-Regquast, itracognizas
ihe realivt of e homeopenstor shopas belonging o an operator shap with which it hes repamingagresment and muatas
e AAS maessage o tha A8 server 3Thof the hame oparator shop 3h, I iha AAK proxy sepear 27 did not turn the NAL
inte Ry regular farmiat, then the AAA server of the seﬁex:'iad vinjted operater shop trns the ﬁxfamje_:i NAL inte its regrdar
formad before forwarding it to the ARR server of the heme aperator shop, Then g user authentication procedurs iy
performad bhetwesn the gserfiermingl 15 and the home AAA server:31h of the user, the AAA reguests routed thintgh
M heAAR client 23 of he BRAS, the AAS proxy server 27, the ARA server 31 of the selected one.of the operalor shogs
301, 3.2 1o the home AAA server 31h. After & supcesshil user suthenlication the BRAS 17 instructs the concermed AN
13, e.g. via BNMP or some other protoca that the BRAS tan use brthe contedd of ANs, 1o associate the concemed RG
port VEAN 58 with the service VLAN 411, 41.2, associated wilht the selectad visied operator shop, e VEAN Ko, 21
operator shop No. 2 is solected, instead of the local defautt VLAN 43 Ther the user can procesd 1o acuire an 1P address
3 via DHOP, # the example fram the THTP server 58 of aparator shop 3.2, to snable subsequent 1P camprunication with
the selested visited operator shop and also with netwatks beyood the selectod visted operatar shap. In order for the
BRAS 17 to know which AR insdruck virual MAG addresses must be used,
(0204} 1o the dascription above the AAA chient 23 is assurned 1o be located inthe BRAR 17, clossly connected ioihe
fncal VRE 43, Mowsever, T thi A&A shest i inetead onated in the AN 13, neither the lonal defaull VEAN 43 aor virkaal
G MAC addresses ate nesded for achieving the above desaribed VLAN association in this access cage.
(02057 i the userdsmiinal 15 only desires sceess o ihe local service astwork §1, the useriamninal may stupgly, just
asin the'vase of docéds throlgh the home broadband scoess network, a spacial NAJ, having a realm part belongitg o
thig hroadband acohes network 20 that s dedicated for this purpose. Then, the AN 13 can keep 18 assodigtion betwgan
#ie converned RG port YLAN 55 and the idoal default VEAN 43,
[3208] Tha different staps necessary for 8 roaming user o 8ocess a foraign operator shop 3.1, 3.2 for the pasa of the
AAS ohisnt 23 located o the BRAS 17, special soltware provided 16 ths uger's terminal and the method a) descibed
above for informiing the user, are summarized balow with rafefence fo the signal diggram of Fig 8a. The usar is assumead
i be logged intoa CPN B on wepenific port 11 of the RG 1 franya tenminal 15. Steps 17 are identical 1o the praviously
described steps 1 -7, unleas piherwiss ls axplicitly stated,; for the case whers g user I ATRssing an oparglorshog 3.1,
E6 O 32vie s OPN S i badhis home broadband ascess network and the AAL client 353 is located in the BRAS 17, Bimilary,
sleps HE- 19 are thasame s the previously desenbed siegs 3~ 18 forthe same oass, the only difference baing that
when the usey ia gpcessing & foreign broadband atcess network, the selected one of the operaipr shops 3.1, 3.2 that
are cannecied to the broadband acoess network 29 aais g8 g visited operator shiop instead of g hoie operator shop,
Foregse of understanding, these steps are repeatad balow, bubina more symmarized manner. In addition, a gansaral
&8 differanpe is 1hat i the exompie bsesd 1o hustrate the pravicusly desoritnd steps for the ongs whnr 3 Useris secassing
an aperator shop 3.1, 3.2 vis @ OUPN & in his bome broadhand acgess network and the AAA client 23 is lgoated in the
BRAS 17 operator shogp N, 1, 3.1, s assumed to be selected, whemas in the examgle used Io tustrate the steps below
pperator shap Mo 2, 3.2, & sssumed o be salected, L2 R is the vigied operator ghop, but this.differance 5 of Hittle

o
i
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significanae to the procadures as such.

1. The yser cormests herfhis terminal o a brogdband acoess netwerk 28, ag. by simply tuming on the terninagl
davice that Is assumed o be connectad to an RG port 11,
& 3, Afeame or frisimes Trom the lenminal 15 islafe faceived i the AN 13, sotagged and forwarded into the local defauit
VLAN 43,
3. A retagged frame or retagged ames from the fermingl 13 isfare reneived in the local VRFE 48 of e BRAS 17F
and specifically received by the Authenticator symbaoiicaily indicated at 56.
4. The Authgnticator 56 sends gn EARJdentiiv-Requiastio the tenminal 15,
e 5. The termvined 15 rasponds with an EAP-Identity-Response, including the user's identity it the formy of a regutar
NAFsuch as descaribed abave. )
6. The Authenticator passes the EAP-dantity-Hesponss o AAA clienf function 23 th BRAS M7,
7. The AAA client 23 sends the EAP-Identilty-Response irvave AAA message e the AAR graxy server 27,
8. The ARA peoxy Barvar 27 sxarnings e NAL and recognizes @ reabs part for which thss no availabile AAA route.
ki S The AR proxy server 27 sends a message, typically an EAP-identity-Requast, containing information ahout
svaikable ogerator shiops via EAR to the terminal 15, Botwaen the AAA proxy server 27 and the AAA plient 23 the
messageis camed i ah AAS message.
10, The isnminat 15 receives information about svaliable operator shops and selects ane thersef, which has a
roaming agrearant with the hiome aperater shop:
2 11, The tetminal 19 ssnds a new EAP-Identify-Responss including an NAI having the éxtended format sush as
descaribed abavs,
12. The message is reeaived by the ARA proxy server 27 that fonvards tha ARA request o the AAR sarvar 31 of

tha wanmted visiied operator shop; in the sxamphs operaior shop Moo 2,32,
13. Tha AAA server 31 in the wanted visitad opersior shep examines, the NAL and finds the realm of the Kame
bt apaeator shop 3hof the user,

14, The AAR server 31 in the wanted Visited opeeator shop, i ihe axamgls sperator shup 3.2, forwards the message
1o tha AAA servar 3th of the home ap@ratm shop 3h.
18, An EAR authentication procedure batween the AAS server 31 of the home opgralor shop 31 and the user
terminal 15 through the AAA sarvar 31 of operator shop No, 2 3.2 in'the example.the A proxy server 27 and the
a0 ABA client 23 of the BRAS 17 is performed. The EAF authentication procedurs is handled end-to-end belweern the
terminal 18 and the authentication sarverwhich is the ASA ssrver 31h of the home operator shop Sh. Betweer the
AdA client 23 of the BRAS 17 and the home ARK server 31 the EAP packels are encapsulated in AAA messages.
16, The logical function wil 57 inthe BRAS 17 oblains informration ihat the EAPTAAA procedure, in particular the
identification and authentication provcedures, has been completad and sbowt the operator shop that has been sa-
35 wcted, DUt of the four alternatives Tor this i step 12 for the case desuribed abové where a usef 1S acosssing an
operalor shop 3.1 3.2 vig.a OPN 55 his home breadband sccess aetwork and the AAA dlisnt 33 is lecsted in the
BRAS 17 only sfternztives 3 and o areralevant id this cass: v addition, # would be:possible forthe AAA clisrd ang
he AARA proxy server o supply ana part each of the information 1 the: LU 57. The AAA Slient 23 would thar aupply
e VMAG aidress of e termingt 15 together with the sesgion iMentifier of the A&A sagsion: The AAA chieat condd
# do tiis as it receives the EAR-Identity-Request or after i has receivad, from the AAA server 31h in the home operator
shap 3k, via the AAA server 31 in the selected visited oparator shap, in the example operator shop Na. 2, 3.3, via
the ASA prody server 27, the AAA mgsssge incliiding the indication of a successiul wser authentication. The AAA
proxy servar wollld supphy an FQON ggquasl o the reaim of the ssletiad visited oparator shiop, or possibily sormg other
BRAS internal identifier of the selenled visited operator shop, tegether with the sesaion identfier of the AAA asssion.

#5 The legitad funoion undl 57 whuld associate the VMAL address and tha FQDN, orf the other BRAS internal idedifiar,
segpanively, by mstehing the-session Hentifiers raceived from the A&A client 23 and the AAA progy 27 server
reapdctively. The logical-function unit instructs the AN 1310 change the wdativig asscciation tatwaen VLANS, using
the VMAQC address of the tarminal 15 {ofind e comrsat AN 12,

17, The ANCTS receivas an association instrgction massage and chanygss fagging for VEANS ageordingly.
HO 18 After the user has hecome authenticated, the farminal 15 can proceed 1o aoqolre an 1P address supplied by the

DHCR gervis 88 i desired visiled epesator shop, opsrator shop No. 25 3.2, incthe axamale, using the respective
ORGP server 81,240 the BRAS 17 .asa DHCP relay agent. Altematively the BHEF servar8i. 1 inthe BRAS 17 can
giftcate, if assigned a predetermined address range, IP addresses diraclly tvthe terminal 18 from the address range
of the desired visitad aparator shop such as aperator shop No. 2, 3.2;

&5 19. After the teeminal 15 has been given an P addesss, the user can st tralfic-using TCPAP, through the VLAN
41.2, tha VRF 47.2 and the BAS 18 of the dasired visited operator shop such as operatar ahag No. 2, 2.2,

FO207]  Tre AN 13 and the BRAS T may bave the sarne componants snd furclions 28 in the case of a user geoessing
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through bis home broadband ancess natwark, In addition, the AAA proxy ssrver 27 may have a unit 228, see Fig. 8h,
for i‘e-s;pﬁnding 1o NAly having anunrecognizable realn part, and s nit 228 for hangiing exiended NAi's;. Sucha han(ﬂing
unit saay then be'arangedto analyze received sxtended NAls, exiracting the realm of the. home operatar shop and the
roalm of the apasator shop that the source of the NAT dasices to nse as the visited operatnr shiop. # may compare the
8 realin of the desired visited speralet shop to thase connected 1o the BRAS, suihas by referancing a labls or lish stored
i aniamory plade 227, and if the realm of the desired operator shop agrées withy an entry in tha list, route AAA messages,
some of thern nsluding EAP packets, © the AAA senver 31 of the respective ogparator shop 303, 3.2, The lesmingt 18
miust have somespecial goftware, ses Fig; 50, such s e.4. & bnif 231 for recsiving, in & suitable EAP packet, information
about avaifable operator shops; and a unl 233 for prapating and supplviog extanded NAls, The &K gervers 31 of the
W operatorshops 301, 2.2 may use, as dascribed above, ists of sperator shops with which they have roaining agresments,
starad ey places 84, Furthiermeore: they may nshade, see Fig- e g onit 2386 for handiing extended: NAls, such
A unit arranged to anatyze oxtgndad NAIS, 1o sxiract the reaim of the home operator shop of the source of the extended
NAL 1 ¢ompare sktiacted reans to Sniried in the Wble and 10 roule AAA méssages, sord of which ashiding EAR
packets, o the AAA gerver 31h of the home pgeratar shiog 3h o the cass whars an agreement with an entry IS detented.

Acpess thravgh a CPN withot support i seftware of teoming

[0208] As previcusly described, wheo a user or terminal 15 connects fo an REG pert 11, without a previeusly active
sesgion, she/heli is for the sommundoation by default directed o thedonal defaidt VLAN 43, whers the EAR authantication
i procedur ated by the Authenticator 58 of the BRAS 17, This ix obvinusly also validfor auser wanling accassta
af pgerater shap thraugh a forgign brosdiiand scoese nelwak,
[0209] Since the software of the terminal 15 in this case s assumed fo have nosuppont for the operator shop selection
prooedure; the leeminal cannot receive operator shop information adverlised by the bevadband access nebwark 28,
irespactive of whether it is advarised using BAP or 8 hew link fayer piotonel, Le. gltematives a)and b)Y as desoribad
above: Thos, the terninal will supply the user's regular NAL ko the epadband access nebwork, untess ihe user bas
acquired operator shop informadion off-ine, e, in sume sultabile way not using the servicesiof the brosdband access
ngtwork, and has menually extended the NAL
[02101 When faced with a nonvroutable NAY the broadband access nelwork 28, in particular the BRAS 17 thareot, is
in this case arranged in bypass the achsal authentication procedure, by immediately sending an EAP-8uncess packet,
3 granding the user accass fo the focal service netwark 51 and keeping the default association between the RG port VEAN
5% and the focal default VEAM 43, Bafore sending the BEAP-Bugcess packet tha brosdband acgess network may optionaily
send an EAP-Notiicalion-Request packel to-the termioal 13 with a displayable message insiructing the user to start
herfiis browser to aslect an opsratorshop: or publicly available sarvices it the local service network 51, The EAP-
Stccess packetand the optiansl grecading EAR-Natification-Requsst packet gan be sant by the Authentizator 56 or the
35 AAA proXy server 27, by (hé Iatter case, the Authenticator passés thi: EAP-klentity-Response packat Fant the termina
to the ARA client 23, which forwards & included inan AAA message. o the AAK praxy server 27, Then, the AAA proxy
sarver discovers that the packat iy non-roulable. in the onver case, the Authardioator 56 itself tiscovers that the reain
part of the NATN the BEAPdanify-Rasponas raceived from the terminal 15 does not halong 1o any ofthe-upératar shops
31,32 thatare conascind 1o the bepadbardd sccess natwork 29 and hetios doed oot pass the packst to the A& clisnd 23,
#G [0211]  Thereupon, when the user uses hewhiz browser, after acquiring an IF addrass from the addrass space of the
uraadbang aceess nehwark 28, {n a procedure bebween the DHCPR clientof theterminal 15 and the general DHCR server
62.0f the BRAR 17, shefhe s redivestedto 3 web page on the service poital 54 of the broadband access network, uniess
shethe aitempts fo acsessa spacdiic wab pagein the foca! sarvite network 51, On the wab page obtained from the
‘service pottal the ussr can seleci betiween the avallabls oparator shops as well as services from the tocal service metwork:
[32121  if the uber selauis gocesi to osal servioes, the VLAN assosiation, bo. the assadiation betieen e RG port
VEARBE and the looal defaull VEAN 43, as bandied by the sccess node 13, and the 1P address san remaiy as they are.
[0213] i ihe user dlicks arra symibal for ans of the available operator shops, this iriggers, by a rauting doupled to the
displayedweb page, the BRAS 17 16 start sxecuting the following steps, such as confralled by the Jogical furncion unit 37

o
i

Al
<

&G 1. The BRAS 17 stores wfommation @ the selected operaicr shop and assoistes it with the virtual MAC address
thal & used fordhe concerned isrminal 18 or, § oo virtusl MAC address & used, the adlual MAC address of the
tareainal 18,
(2. The BRAST forchs the DHCP client in the'users terminal 15 info the INIT siafe using & DHEF forde renew
orosedire and a subsequent rajection of a possible request from the olient 1o prolong its IP address lease from the
a8 sddress spacn of the brosdband acerse nalwork 39,
A The BRAS 17 initigies @ new EAP procedure towards the termingd 15, but this time with the user's seisctad
apgestor shap siorsd,
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- This new EAP procedurs will start in the same way as the previous one, Le. with the EAR Authenticator 58 or
the AAA REOKY Server 27 ssenc!’éng an EAF—“&{&@:‘!iii.y-Féé(;uesi packet to theterming! 18, bat this time the BRAS
17 knows to which operator shep 301, 3.8 the resuiting AAA request s fo bie routed; Thus it is snsured that the
AAA request ands up in the selected aperator shop 3.1, 3.2, Le inthe AAA seever 31 thereof, irespective of

§ which NAL the iser providas. Ohé way 1o dchievs this s toletsome unitin the BRAS 17, .. the EAR Authesticator
unit 58, modify the NAT into the pravicusly desoribed extended format before handing it over 1o the AAA glient
23 of the BRAS, but the AAA reguest may also be routed o the selectad operalor shop withoul any KAl
modification, since the BRAS, that hiolds the knowtedge abolt the selected operatar shop, comprises both the
EAP Authanficadn unit 88, the AAA client 23 ardtha AAN proxy server 27,

He - Hthe BRAS 17 fails to ibiflsts the second EAP prossdurs, of T iheauthentication fudls, the operator shop selastion
information, which was essociated with fhe virtual MAG sddress used for the-voncemesd user: or the MAQ
address of the user's teminal 18 fvirtual MAT is not used, aventually imes ol and i aglsted.

~ -Anaiher mithod that moay be used n this cese is amethod thal relies on suppor! from 8 central Diamaeter radirert
agent, which'is degoriped in'thevited sublished Inlamalinaal gatent application WO 2008/038844. That method

3 is based ot a cetilral Diameter redirect agent thal aggregsisa information sbout roaming agraarmeants and visitad
agtwork, L.e. visited pperatarshap, priority lists. from operaiors, 8. basically fom bome Dperator shops. The
Diameter redirect agentinformation can be obtained through real-time operatighs, non-real-tims ~ sami-mahual
- pparaticns or manual off-line operations. o the case where this method i$ usad, the terminal‘of a maming
usar would supplva KA heving areaim part that has @ speaific ending, follewing.a part that vdicgies the wset's

i finrde operatoe shop that indibates the domain of the central Diameter agent. Thius, the AAA proxy sarvar2? of

the braadband ativess retwark 28 will foula the fiest AAR migssage partaining o the user to e caniral Dismelsy

redirent agent, The Diamater redirect agant returns @ priorifized iist of AAA sapvers of potential intermediary,

Le. vistted, oparator shops. The AAA proxy server searches the reospived listor o AAS setver of an operatar

shopwith which it hag an assooiation, {5, one of the epsrator shops that are connactad inths broadtand acoess

aptwork snd selects the one of those thai has the tighest priorty indinaled, Then the AAN prony server pulas

the initial AAA raessage to the AAA server 31 of he selected visited opearator shop:3it, 2,

o
i

4. Foliowing a succasshi user authentication the BRAS 17 instructs the concernad AN 13, a.g, via SNMP, or some
otherprolocol that the BRAS can use fu control ANs, to asseciate the concernad RG oort VLAN 58 witiv the sandce

0 VLAN 41,1, 41.2 associated with the selected operator shop 3.1, 3.2, e.g. VLAN No. 1 i operator shop No. 1 is
selectad, ihatead of the local default VEANM 43, Than the femminal 18 may proceed o acguire & 1P addrass via
DHCPE fn enable subseguernt 1P commurdoation. in order for the BRAS 1T ¢ know which AN 13 fo insiruct virlual
MAC st be used.

3 02141 o the dasciplion above the AAA oiient 23 is assumed ta be focaled in the BRAS 17, connedied {0 the iodal
VRE 49, bul i the AAA client located maost agjaosnd 1o the terminal is Jocated fvthe AN 13 virtual MAC is not nesdes
for this purpose, bul the BRAS then bas tobecapabie of Wngering tha AN t einitiate the EAP provedurs towards the
erminal 18, and possibly inform the AN abouwt the ssiectad Gperater shop, 8.9 using SKNMP.or sonia Giher protocel that
the BRAS wan use (G sontrol ANg. '

#G [02158]  access.only tothe local service network 51 is desired, the user may supply, as in the case of access through

the user's home broadhand access network, @ special NAD baving & readm: part beloagiay fo the broadband access

nétwork 29, dedivated for this purposa. The AN 13 miay then keep its association betwaed the soncernad RG port VLAN

5% -and the fpcal defaglt VEAN 43 Howevar, the commnication from the temiinal 15 of g roaming gser witl gnyway be

restricied 1o e ool defaul VLAN 43 and the tocal service natwork 51 before the gecond CAP procedurs is otnoiuded.

Hence, the torming of § roaming user may; as well 85 using the above mentiorisd special NAL supply the user's ragular

NAd 3ol then selec! o antess only sacvices from he ocal seivice natwork, i which case the second EAR provedure

is not irnitiated.

[0296]  The different steps necessany for 8 roamiag user i gocsss an operatol shop & 1,33 oy e case of the AAA

chent 23 focated in the BRAS 17 and vio special softwars providad in the terminal 15 are sumpmarizad beiow with feference

&G {0 tha signal diagrams of Figs. 9a and Shvillustrating different casas. The ugsr s assumed to bedpgoed into @ TPN-S
ana speadfio port 11 of the RG 1 frorn o feemiost 18, Steps 1 - Vare idendical, unhess an exceplion v explivitly shated),
i the praviously desoribed steps 1 - 7 forths case where aeuser is accessing an operator shog 3.1, 312 viaa CPN Sin
his hopte broadhand access nehwork and where the AAA chent 23 is located in the BRAG 17, Similarly, steps 25~ 28
for the case Hiustrated it Fig. 9a and steps 26~ 28-1or the case Hiustiated in Fig. 9h are the semegs the previousiy

&8 desceibad steps 10 - 18 for the case whsrs 3 user s sccessing arvcapanaor shog 31, 32 vl 2 CPN S nchis horoe

broadband access hetwork and whare the AAA clieni 22 is lncated in the BRAG 1T, with the only difference baing that

when the user is accessing @ foreign broadband access detwork, the selested ang of the operaibe shops 3.1, 3.3 tha
are cannsciad 1o the broadband ascess netvork acls asa visited operator shop Inslead of 8 hore operalor shop, For

Al
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sase of undersianding, thess steps are repsated below, but in & more summarized manaer. In addifion, & gensral
difference is that inthe example used to llostrate the previously desaribed stops for e case where 3 user I3.200888Ing
an opsrator shop &1, 3.2 via'a CFN 5 in his home broadband acgess network and where the AAX olient 23 is focated
in the BRAS ‘I?’ aperatorshop Ne: 13,1 is selected whereas in the examgple used ¢ llustrate the steps bivlow pperator
8 shoh No 2.3.2 i selected, a8 the vigitad apettor shop, bt ihig ditferance is of nosigaificance to the procadires as
such. Of tha ghove described fwo alternatives for which entity that discavers that the NA! does not belang to any of the
operator shops thatare cornecied to the broadbend acoess netvork, Le. e AAA proxy server 27 orthe AR Authenlicator
56, the AAA proxy server 37 ig assumed in the desaription of the steps below.
(02473 Fiest the steps Tor the cgse Hustratad in Fig. S will be desoribed.

1o T ussroanpests s terminal 15 fo s broatband secess network 39, &g by simply huendng an histerminal device
hat s assumed 1o be cormectad fo an BG port 1.
2. Adramie Dr frafnas from the ferminal 18 is/are through the residentiat gatewsy 1 or sudfch repeived i the AN 18,
share retagued tharein aad foresrded inip the Ical default VEAN 43,

3 A Avetagaed frame or relagged frames from the termiat 15 isfare received o the 1oaal VRF 48:0f the BRAS 17,
4. From the Jocal VRF 48 an EAR-Identity-Request is sent io the tersingl 15.
& The terminal 15 responds with an EAP-ldentity-Responss, including the users [dentity in'the fonw of a reguisr
AL sush as describad sbove.
8. Tha tosal VRF 49 passes e EAR-dentty-Rasponss 1o AAA glisnt fination 23 in the BRAS 17

i 7. The AAA oliant 23 sends the EAP-Identify-Rasponsa o an AAK message 1o the AAA proxy servet 27.
& The AR prowy gerver 37 examines the NAFand recognizes a realm parl forwhichell has roavaiiablis AAA fowlg.
9a. i this gplional step, the AAN proxy server 27 may send an EAP-Notification-Regueat packet to the tensinal 15,
including = displayablie text sring tnsiructing/recormmending the wserta start herfhis broveser snd ssled! an operator
shop.

a5 Qb b thispiipnat step, performed anly ifstep Bads performend, the AAA proxy server 27 mesives an EAP-Notification-
Respanse i relum from the leaaing, Such a responss is mandatory ascording 1o the EAP spaciisation.
10.. The AAN proxy seever 27 sends an E‘_'@\PwSuccass packe{ 1o the teswinal,
11, The termual 15 revelves the EAP-Buccess packel and acquires an P address front the BRAS DHCP server62.
12, The emninal 15 connects through its browser 1o the senvice portal 84 In-the local service network 81, either
a0 direcily or after being redivecied during an atternpt io. connect to & server cutside the focal service astwork:
13, The terminal 18 receives & web page from the service portgl 51 meluding information about available operator
shaps.

14, The user, using the browser of harhis termingl 15 selects ong of the available operator shops which has a
roaming agreement with the user's home operator shap.3b,
35 15, fnf@ﬁ'ﬁ&_ﬁm‘t abnul the selection mada 1$ thansferred 1 the BRAS 17, such as first fo the service portal 54,
16, information aboutthe selention made & stered o the BRAS 17 such as frstteansfered Fomt the service portal
54 o the foglea) functiof urdt 57 and then stored by this unll i 8 suitable memary, the information stored &g, inthe
forny of tha raaim part of the NAL or s0me other BRAS internal indicaior of tha salected operator shop, Souplad 1o
ey e vichist MAG address used for the terminst 15 or some athersuitatla dormatinn identifeing the uset fanvinad.
# Tha bnuplmg of thesa stored data to each other may be exscuted by e.g. storing them together, storing tham
separately with areference, such as g pointer, betwesn them, storing hent in'a mutusd software “object”, such as
in object oriented prograrmming fanguages,
17, The BRAS 17 fransimily & massigs, .44 DHOP FORCERENEW méssage. such as sommanded by ita lagical
function unit 57 sending a meogsage tothe DHCP seiver 62, ta thetenminal 15, forcing i inte the INIT state agcording
o DHOF 1o make the 1P address of {he termingl no longer usabla, if the terminal subsequantly requests the DHOP
sarver o rensw or peplong the lease of the old P address of the ferminal, the DHCR serverwill veject such areguest.
18, The BRAS 17, . the AAA proxy sarver 27, such as commanded by 3 message recaived front the logisal
functior urit 87, serds an EAR-Jdentity-Requss! to'the termingl 15
18, Tha wrminal 15 saids an EAP-ldendity-Rasponss - isluding the user’s identity inthe form of a ragular NAL
HO 20, The EAP-dentify-Rasponsaisreceived by the BRAS ARA alient.33; which inchidas it it an AAA message and
aundy i ko the AAR groxy server 37,
21, The message'ts receaived by the AAA proxy server 27, asdescribed above for the initial EAP-tdeatity-Response
it steps 8 and 7. The HAA proxy server exantites the NAY and comparey 110 siored enifrias, finds i the axample
that operator shog No. 2, 3.2 is selected as the visiied operator shop and Torwards the AAA request to the AAA
a8 sarepe 31 inngeratershop Na 2, 320
22 The AAA ssrver 31 trthe wanted visited oparator shop, inthe gxample pparator shop No. 2, 3.2, eXamines the
NALof the AAA renuest sod finds the realm of the hoine opsrator shop 30 of the Oser
23. The AN server 31 v the wanted visitad pperator shop foresrde ainsssage 1 the AAR sarvar 31hofthe home

Al
<

42

Samsung Ex. 1004, Page 283 of 553



EP 1 878 162 B1

aparator-shop 3h, ses atso Fig. 21
24 An EAP authertication progedure batween the AAA sewvar 31h of the home. aperator shop 3h and the user
terminal 15 drough the AAA server 31 of operator shop No, 31 3.2 i the example, the AXA proxy server 27 and the
AAA client 25 of the BRAS 17 is performed. This E!—‘\.P-amh@nticatién peacedure s handled and-fn-eod betweanthe
8 terminal 15 and the suthenticstion sefver whith & the ARA server 31h of the home aperator Shop 3k, Between the
AAA cliant 230t the BRAS 17 and the home AAA server 31h the EAP packets are ancapauiated in AAA messages.
28, The logical function unit §7 in BRAS 17 obtains inforrmsation ihat the EAPIASA procadure has been complefed
-and about the operator shop that has been selected ifit has not been infofmed thereof in stap 16 above. Outof the
four altematives for this in step 13 forthe case where 3 user is aocessing an operator shop 3.3, 3.2 via 2 8PN Sin
1w hishors broadbard access network ior {he tase whers the AAA client 23 15 Ioeated it the BRAS 17 only altarnatives
ay and d) arerelevant v s case. v addition, it would-also be possitie. for the AdA oliant 25 and the AAA proxy
sevver ¥7 1o stpply ofe parehch of the Information t the LU 57.The AAA slient would thén supply the VIMAT
addrgss of tha ipaminad 15 togethaowith the sossion ideniifier of the AAA sassion. The AAA client 33 could do this
as Hraceives ihe EAPdentily-Retest of after it has recebved, fom the AAA sarver 3Thinths horos opsextor shap,
ki vig the AAA server 31 in the selevtad visiled oparatar shiop, via the S84 progy sarvar 27] the AAA message inchuding
theindication of 8 wuccesstul user authenticalion: The AAA proxy serves would supply an FQDN equalio the reaha
of the selected visited operator shop, or some other sultabla BRAS intemal identifisr of the sslecled visited operatar
shop, togetherwith the session idéntifier ofthe AAN session. Thelogical function onit 57 would associate the WMAC
addrass.and the FQRN, or anolhar BRAS Internal identifier respectively, by malching the session idantifiers receivad
i frorm the AAA chant:E3 and the AAA proxy server @7, raspectively. The lonical funclion unit instrocts the AN 13 1a
charige haaxistirg assockation between VLANS, using the VMAC addrass of he terminal 15145 find the corect AN 13,
28, The AN 13 reneives an assosiation instruction massage and changes tagging for VLANS accordingly.
27, Alter the user has become authentivated, the teavinal 15 can procesd i anguire an IR address supplied by the
DHOP sanar 58 v the selested vistted nperator shap Mo, 2, 3.8y the axample, using the respective DHCP sarvar
1.2 in the BRAS 17 aga DHOP relay sgent. Alternatively tha DHCOP sarver §1.2 intha BRAS 17-can allacate,
aasigned & predetenningd addreas range, an [P addresy directly to the terminal 15 front the:addresa range.of the
solectad visited operator shop, operator shiop Mo, 20 3.3, in the example.
28, After the terminal 15 has been given an {F address, the user can siart traffic using TCRAP, through the VLAN
412, the VRF 47. and the BAS 18 of the selocted visitad aperator shop, io the examgie oparator shop No. 2, 3.2

o
i

0218 Second, ibe steps Tor the cass Mustrated i g, Sh will be described.

1. The user connacts bis terminal 15 to a broadband ancess nebwork 28, e.q. by simply turping on his terminal device
fhigtis assumed to be connected toan RG port 11,
35 2. Aframe or frames from the lefntinal 15 sk through the residential gateway 1 of switchy recaived i the AN 13,
isface relagged thereht and forwarded inlo the Iocal default VEAN 43,
3, & relsgyed rame o relagaes frames from the fenvdnal 15 18/ars received i the loosl VRF 48 of the BRAS 17
reapanding by forwarding thent to-the EAR Autherticator symbalicaily indicated at 58, The EAP AuthentiGator 58
may ha assoniatad with, connaciad fo oy integrated with the ooat VRE 48
#G 4. The EAF-Authenticator 58 sands an EAP-Identity-Request to the terminal 18
5. The lsandnal 15 responds with an EAP-Identity-Response, including the user's identity inthe form of 8 reguiar
NAL such as destribed above.
8. The EAP Apthenficaior S8 passes the EAP-ldeniity-Resgonss o A& tlisnt funiction 23 in the BRAS 17,
7. The AAA clent 23 sends the EAPAdentity-Response in an AAA message 10 the AAA proxy server 27.
8. The AAA proxy sarver 27 axammines fhe NA&L and recognizes @ realm partfor which ithas ne Bvaliahie AAA route
Ha. In thisoptioral step, the ARA& proxy server 27 may semd an EAP-Notification-Request packet to the terminal 15,
including s displavahles texd sining instructingfrecormmending the usar ta start herfins browser and aelectan cperatar
shoy;
Gh. Ky this opliohat siep, pardormad anly ifatep Sa is performead, the AAA praxy server 37 receives an EAR-Notification-
HO Rasponsadn retarn fror the termingl. Buch @ rasponsais mandatory acconding to the EAP specification.
10, The ASA proxy server 27 serds ap BARP-Suacess packet o the teaninal 18,
11, The terminal 18 receivas the EAFP-Suocess packet and acqudess an iF address from BRAS DHEF sérverg2l
12, The terminal 15 conngats through ity browser o the sérvice portal 54 I the local senvice natworki 51, either
directiy or afler being redirected during an attampt to.connect {o @ server outside ihe local service network:
&8 13 The teemvingd 18 ressives @ web pags fram the seevice portal 81 fashuding informatinn about awiable pparator
shops:
14, The user, using the-browser of harhis terveinal 15, sefects onsool the available sperator shaps which bas &
rosmig dogresment with the weer's homa opasator shapdh.
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15, information-about the selection made intranaferrad fo the BEAS 17 such ag first to the service portad 84,

18, information about the selsction made s stored inthe BRAS 17 suchas Rest ransferrad from the senvice portal
84 to the logical unction Unit 57 and ther siored by this.unit i suitable searhory, theinformation'siored eig. in the
form of the realey part of the NAI or sore diher BRAS intecnal indinator of the selectad aperator shop, saupled o
2.0, the virtual MAC sddress used for the tenninal 15 arsame othar stiftable information idertifying the user terningl.
17. The BRAS 17 fransmits a message, .. a DHOP FORCERENEW message, such as commanded by its logical
function und 87 sending 8 message 1o the DHCP server 82, to thedesmingt 15, fowming iTinto e INIT state sccording
to DHOP to make the P address of the terminal nolonger usable. if the terminal subsequantly requesta the DHCP

garver lo renew orprofong the lease of the old 1P gddress of the larmingl, the DHCP serverwilirglactsuch a raquast

18. The BRAS 17, &.g. the BAF Authendicator 56, such as coramanded by a message rensived fror the logicsd
function onitS7; sends an EAP-Identity-Request o the termainal 15

19, The tarminal 15 sends an EAP-dentity-Response, including the user's idertity tn the form of a fegutal KA to
the EAP Authenticator 56

30, The EAP Authaalivator 5& passes the EAP-kentity-Responss o the AAA Dlisal funclion 2340 the BRAS 17.
2% The EAP-ldertity-Responsg is raceived by the BRAG A& client 23, which includes i in an AAA massage and
sends it to the AAA Proxy server 27.

(22, The AAA meseage is received by the AAA proxy server 27 that examines the NAI and compares it to slored

entries, Aods i the example that operatorshop No: 2, 3.2 iy'selected as the visited operator shop and forwards the
AAL requast o AAA server 314 the sslected visited operator shop, operator shop No. 2, 3.2 in the axample.

23. The AAA serverdt in the wanted d.aperator shop, in the example aparator shop No. £, 3.2, examines the
NATof the A48 regussd ang findg the foalnvof the-home pperatarshap I8 of the user.

24, The AAK server 31 In the wanted visilad oparator shop furwards a message to the AAA server 31hof the home
operatorshop 3h, see alse Fig: 8

25, An EAP authentication procedure betwaen the AAA sarver 31h of the home opacator shop 30 and the user
terminal 15 hrough the AAA sarver 31 pfogeratar shop No, 20 3.2 i the example; the AAA proxy senver 27.and the
ANA st 23 of the BRAS 17 is performed. This BAR authentisation procedurs s handisd end-to-end bebveen the
terminal 15and the authentication server which is the AAR server 31 of the home aperafar shop 3h: Botwoan e
Add olient 28 of the BRAT 17 and the home AAA server 31 the EAP packels are encapsulaied in AAS messages.

‘26, The lopicalfunction unit A7 i BRAS 17 oblains information that the EARAAA procedure has baen completad

zod about the pperator shop that bas been selected if ithas not teen informen theeef i step 15 abave. (it ot the
four attematives for this i slen 12 for the case where g user Is aceassing an operator shop 3.1, 2.2 via a CPHK &in
bis homebepadband access notwork {or the tase wherethe ARA client 23 is logated inthe BRAS 17 only alternatives
aYyand d) are refevant in (s case. b addition, it would alse be possibie for the AAA client 23 and the AAA proxy
server 27 1o supply one parfeach of the information to the LU 57, The AAS client would then supply the VMAC

gikless of the ferminal 15 together willt the session idantifier of the AAA sassion. The AAA diier 23 couid 9o this

as itreceives the EAP-identity-Rlequast o affer § has repeived; from the AAA server 3T in the hore apecator shap,
viaths ARA ssrver 31 in the selected visited operatar shop, via the AAS ploxy servar 27, the AAR resesags including
the indination of g succesaful ussy authantication. The AAR proxy server wauld supply an FODN squalio the realm
of the: sadenten visitad operatarshng, o some other suitable BRAS interal identifiar of the selacied visited aperator
shop. fogether with tha sesaion identifier of the AAA session. The logical function unit 87 would assodiate the VMAT
address and the FQDN, or ancther BRAS intarnal ideatiffer respectively, by malching the sessioh identifiers received
fromt e’ AAK client 23 and the AAX proxy server 27, respectively. The logical function-unit instrucis the AN 13 o
change tha axisting aasociation betwsen VLANS, using the VMAC atidress of the terminsi 1§ find the corect AN 13,
27. The AN 13 receives an assodiation instruction message and changes tagging for VLANs accordingly.

28 Afterthe user has bocome adthenticated, the tarminal 15 can procesd W acquire an 1P addeass supptied by the
DHCP-gerver 58 in the gelegiad vistted operaios shop No. 3, 3,20 the examgle, using the respective DHCF server
§1.2 in the BRAS 17 as‘a DHUP ralay agent. Allemgtively the DHCOP sérver §1.2 i the BRAS 17 can allocate, if
assigaed 7 predstenningd address range. an P adiress Srectly to the teraingl 15 front the addrgss range of the
selectad visted operglor shop, speratdy ahop No 2, 3.2, it the exanple,

29, After the temminal 15 has been ghven an 1P addrass, the usercan start traffic using TOPAR, threugh the VLAN
41,3, the YRF 47.2 arid the BAS 19 of the sslected vislied oparater-shog, i the sxarmple vparalar shap N, 2, 3.3,

[0218] The AN 1% and the BRAS 17 may havethy sare componanis and furdiions a8 in the case of a user acocessing

fhrough his home broadbang access network:

02261 in additton the ARA progy server 37 may bave @ uall 237, ser Fig. 9o foranalvzing NATs snd compasing the
realm party thereef to available operater shops and g unit 238 Tor regpanding to NAls having an unrecognizabie realm
patt, noluding an aptional subunit for aosmiling 2 message orging the user 1o start 8 browger and @ subunit for
ransitting an EAP-Suscess massags to.a tenmingl, For the conparing # may referercs s tableor iststorad ivamemory
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place 227, Alermatively, the EAR Authenticater 58 may have such additional units; see Fig. 8g. Tha A&S proxy sarver
27, or the AP Auihamicamr, res;;)em:ivei‘y‘ migy further nchude & unit 239 for receiving instuctions-1o fores @ new
authentication progess and o send a message w the terminal 15 for starting such a new authentication process. The
AAA proxy server may have a unit 241 for comparing NAls or simitar information to entries in a stored list and for routing,
8 for NAIS for which the infornation agress Wit ah entry, 1o the AAA servet 31 of an apecstor shop 3.1, 3.2, for which
therg inan identification stored assosiated with 2ald eniry.
8224} The logivat unit 37, see Fig. 84, that can be collocabed with or included b soree ollwr unit in the BRAS 17, may
include & unit 242 for receiving, whan a ser clicks an appropriate symbof oh web page, information from the service
portal 54 on the selented operator shop, g anit 2485 for storing this information together with necessary faimation o
W iderdify the user's Remtipal, SUth as the YMAT address thereof, v a mamory place 247, ard a unit 249 far sending
instrustions fo the AAA proxy server 27 orthe EAF Authentinator 56 1o forse a new authenticalion process and/or sending
instruntions {o farce renawal of the 1P address of a tormiinal,
(02221 The AAA sirvers 31 Bf the pgaratorshops 3.1 3.8 may use, 83 descibed ahove, ists of pperatorshops with
whish ihey Have roaming sgreements, stored mmerory places 64, Fudhermare; they may inclode, see Fig: fe.a unit
3 257 for handling NAls, sush a gnit arranged to analvze NATS, axtadt the reain pad thereo!, compare regalins 1o entries
in the table and route. AAA messages, sorme of which miay iclode EAP packets, 1o the AAA server 31h of the bame
nparator shop it the gase where anagrasment with. an entry is detected.
[0223] The service portal 54 ynay, as llustrated in Fig. 8 nclude a uait-for seading web pagss, such 83 5 web page
including inferniation abowt avallable eperator shops, 8 unit for reesiving information front weh pages when they are
2 gdisgplayed on a user device, or mare specifically for recsiving infonmation in HTTP messages from terminals accassing
sueh wab prges riinks on such web pages. such aginioralivn abouta selecisd operalor shop andaunttforrespording
1o such received information, forwarding the information lo some suitable reciplant such as the lugical function urit 57
o possibly the EAP Authenticalor 58

o
i

Aceassthrough g public WLAN AP suppanting the virtusl AP conpept

[0224} For g putiic WL_}«\N AP 7 that supports the virtus! AP coneset the socess procadurs s suhs\_tm\\fig!.ly simitar o

ihat deseribed above for 3 uger gooessihg through berhis hare broadband aocess petwork, anly the authantication

procedura heing executed from the AAA sarvar of-he homa oparator shiop 31 instead of that of an aperator shog
' connecied to the broadband aceess network 29, and may in particular include: at least the follewing steps.

[0225]  As described above, when a usst orterminal 18 accesses the broadband sceess natwork 29 through a public

WLANARY, shefhefl mustuse the §510 associated with the operstor shep 3.1, 3.2 that shefhe has selectad. Guiding

information, in addition to the conlents of the B31Ds themaslves, may be oblained beforehand from the service portal

54 that can be reached by the userterminal first attaching o the- WLAN AP 7 using the SSID associated with he local
35 WLAN AP YLAN 45,

(02363 The WLAN AR will ther ensurethatibe AAATeguest r‘&suitiﬁgfmm fhe EAR procedurats ragtetiothe selecten

aparsdor shop 3.1, 32, sither

- hymodifying the NAL Nt the extendad format, such as
#G “home-op-shopihameQaop-shop-raaim-associated-with-salected -S810" or
“horas-op-shoplhamegiop-shop-realm-associated-with-selected-SSIDT,

or by conveyihg in some suitable way the corresponding information, such asthe uagd SSID, to the AAA proxy server 27,
[0R27] tHowever, thauthenticalion pfocadure must be mads Hont the AAK séfver 31 of the homé oparator shop 38
of tha user. Thus, whae the AAA praxy server 27 raceives ths AAA message cenfaining the EAP-daniity-Reguest, it
forwards ihs A8A& renusst o the ARA sarver 31 of the wanted visiied operator shop, os ndicated by the extendad NAL
or other sguivatent information. Bafore forwanding the AAA messags the AAR proxy server remdves the "squivatent
information”, s.g.the used SN, Hany, rom the AAA plessage. Fag exiended NALS used he AAA migssags ishandled
in the sameway as Jaseribed for he odss wheia a roarming user asceases a faraign broadband acoess trough & PN
86 using the axtanded NAL method 1 indicate tha wantad visited apéarator shop: Thatis, sithar the AAA proxy sefverar thg
AAA sever of the selented oparatar shop-tures the modified NAL o s regubar Tormat belors forwarding the AAR
message. The AAA sgrver 31 in the wanted visited ogerator shop 3.1 or 3.2 examines the NAL finds the realm of the
home operator shop 3B of the user, cbedks thal therg is g foaming agréement, and forwards the ARA reguest fo the
approprista authentication servaer, L.e, the AAL sarvar 31h of the home aperator shop. of the usar. Then, the EAP au-
88 hatication prcedure is execuisd sad-ingsnd between s AAR server 310 of the home ppsratorghap 3 aad the user
terminal 15" through the AAA server 31 of tha salected visited opergtor shag 3.1, 3.2, tha AAA proxy server 27 anid the
AAS clinrd 25 of the WLAN ART, Betwern the AA& olinrd 28 and the AAA server 31h the EAP packels are encapstiated
in AAA MESSIgRS.
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[0228] The remaining steps may be the same s those desaribed for a nor-roaming user,

Acgess through a public WLAN AP nol supporting the virlual AP concept

§ [02291 ¥ the public WLAN AP 7 does not suppott the virtual AP concept, the access procedure Tor a rosming uset is
similar to that desoribad for asceas through & CPN & for a reaming user. in this case an AN 13 iz ysed batween the
WEAN AP and the BRAS 17, see Fig. 2. Furthermore, the YELANs 41,1, 41.2, 43 Hlustrated in Fig. a2 that extengd gl the
way to the WEAN AP, L. VLAN No: 1, VLAN No. 2 and the local WLAN AP VLAN, do not encompass the link batween
the AN 13 and the WLAM AP 7, butinatend ands in the AN 13 No VLAN separatian is ba needed bebysen the WLAN

W AR T and the AN 13

Ancess through a WLAN AP nol supporting the vinttal AR concept with special soRlwars iy terminal

(02301 i there ds specific sugpoet for Sperstor shop selection i the clisnl soflwars othe ferdnat 15, e gocess

35 proceduta is substantially the same as describad for the Sase O access through g TPN S using extended MNA. Informing
he terminal xboul the available aperatorshops 3.1, 32 may be dape i the same way and the above-mentioned methods
plurality of service providing networks described respactively in the cited published international patent applications WO
2006/038844 and WO 2006/038843 can also be usad.
[0231] Adifferancels thel the AAK client 25 1§ Incated in the WLAN AP 7 instead of in tha BRAS 17. The AAA regquast

2 resulting from the EAP-ldentity-Response during the EAR awthenticalion procadure is routed fo the BRAS AAA proxy
server 27 and the BAA Shent of the WLAN AP includes the MAG addlmss of the terminal 187 the AAK reguest, 8.g. In
e, RADIUS Calling-Station~id atiribute, which is alse reussd in the Diametar profogol, or a vendor specific attribute,
During, o immedisdely following, the autherdisation prosedure the AAA server 3val the home operaior shop 3h provides
oNE OF Mara SASSIoN heys, possibly producad as a byprodiuct i the acthentication procedurs, 16 the WLAN AP 7 fo be

# psedfor the cryplographic proteciion meshanisms ol IEEE 802, 118 As bafore, following & successfuluser authariicadion
e BRAS 17 ingtrusts ther AN13 ey using SHNMP or some other protocel thit e BRAD can use 1o conra] ANg, o
assagiste the curent MAC address of the teeminnt 15" with thie sorvice VEAN 41, 1,4 1.2 of the setected vigited operstor
shop 3.1, 8.2, e.g. VLAN No. 2 i operator shog No, 2 was selected agihe visited operalor shop, Then the termiral may
proceed i acquire an {P address via DHGP to ensble subsaguent 1P commusication.

Accgss through a public WLAN AP not supporting the-virtual AP concept without spacial sefbwarg in tarminal

02321 i ihere is hu support for the oparator shop selection iy the cliant software in the terminal 18, axtended NAls
cannot b used. Instead the BRAS AAA proxy setver 27 may be arranged to immadiately aporova of the user authen-
35 fieation, whan s fated with.a rovroutabie AAA redguest, Le. an AAA request IndlLding a destination realm for whieh
e AAA proxy secver Bias oo raute. The BHAS 17 instructs the AN 13 lo associate-the MAD asdrass of the user's
termial, whith wag reoaived 'the ARA reques], with the fonal WLAN AP VLAN 45. The result ks of course the same if
the BRAS 17 sends ho instructions at sl 10 the AN Optionalty tha ARN provy server 27 may sehd an EAP-Netifiealion-
Faguest iohe Tarmioal 15" with a displayabls stting ponparaging e wssr I start heohis browser fo be used for aperator
A4 shog satection.
(32331 The user now hias access o ihelocal service network 5% ang the sendce poriat 53, On the senice portal, i
whiclt the browser running in the user's terminal 157 1s redirected i tyving to dosess an external web page; Le. fron a
servarinodted outside the local sarvice ngtwark, the Ladr can find infomeation sbout gvailahle cperatar shops, The user
sefects an operator shop, of 1ooad senvides, by licking on a8 symbol Tor Gne of them, The current MAC address of the
terminalis then associgted with the choipe Gnd both e MAC addrass angd arvindicgtion of thacholes are stored in the
BRAS 17, Then, unfess the user has seleoted sccess to local services, he terminat 18 ix forced to abandonits 1P
address, as describad for the case of accass through 3 CPN § for a roaming usef.
(02341 ff e ANA pradocolis Diamater, the ekt slep is for the AAA wicxy gerver 27710 request the WLAN AP 7 o ré-
authenticate e terminal 15" through 8 Re-Awth-Raguest ASA massage. The AAA client 258 0f the WLAN AR 7 jnitiatea
A rigw EAP authentivation prooadurs iowanls the ferming by sending an EAP-Idantitv-Raguest packet and redeives an
EAR-{dantity-Rasponse In raturin, The AAA graxy server matehas e subseguenl ARR request willy the storad visited
‘oheratar shop selectian thraugh the terminal MAC address thatihe AAA client 258 in the WLAN AP ¥ includses inthe ARA
request, elg. in the RADIUS Caliing-Station-id aftribute, which is also relised In the Diarster protocel. or a vendor
speciic atyitite, This time the AAA messages carrving the EAR procedure ars rowted between the WLAN AR 7T and
&5 e AAA satver 31h of the user's home aparalor shop 3k via the AAR sarver 31 of fhe seleclad visited aparator shap
3.1,°3.2. Tha re~authentication triggers IEEE 80211 mechanisnis to b initiated and affer that the AAA client 25 in the
WILAN AP 7 inltiales 2 new acobonting subsessinpn, whish chearly distinguishes any acoountiog dats preseding the te-
authentication from acoounting data subseyteni 1o he re-autbenticalivn procedure. Pogsibly, tha same methad can be

Al
<
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used, if the AAA protocod is RADIUES In the worst case ths tenwinal 158" would have to re-connectand initiate a new BEAR

procedure isall

[02358] This procedure jeaves the WLAN AR ¥ ynaffected and iy thus be used with avaliable oftthe-shelf AP,

[0236] i no AN 13" is used between the WLAN AP 7 and the BRAS 17, the BRAS must send iis instructions to the
8 WEAN AR and the YWLAN AP mast inciide o unit for ressiving such inetrustions and for sssodiating the MAC address

of the user's terminal 18" with one out of several VLANs 41,1, 41,2, 43, these VLANs in this case extending all the way

o the WLAK AF according 1o the received instruslions.,

Actess through an IPsec tunasl

[OR3T]  The layer 3 salotion; based an Psec lunnels, can alse be used by s roaming user aucessing the broadband

aceass netwark 28 from the termiinal 18 hrough a WLAN AP, considering the fact that the authentication of the ussr

st alivays be grabiton bativeen the user and the AAA sdrver 31 of the ussl's homns operator shop 3 instead of

betwesn the gser aid e AAA server of the wasted eperior shop 33, 3.2, the atler AAA sarver actually sering Bg's
ki retay agent in the awthenlication procadure.

[0238] The varfants of the'IPsec tunnel based {ayer & solution ave the same as ferthe case of a8 user accessing his

home broadband access natwork.

Acoess Hhrough an IPsac tunnsl to g common tWwnnet endpointin the BRAS

an
[0238] The procedurs dissoribed sthove for 3 usér accessing an gperatdr shog theaugh his horme broadhand secess
network using @ single common tunnal endpeint for aif connecied uperator shops 3.1, 3.2 hias 0 be modifiad as foliows.
(02407 The Psectunnel fo thedooal VRE 48 in the BRAS 17, ar a dedicaied luonel endpnint device 145, is eslablished
iy the ssme way as described for g user atnessing his home broadband acoess network, Howaver, sinos neither the
2 juened endpoint dsell aoe the regular NALprovided by the terrminal 18" indicates towhich of the-connactad operatar Shops

A.9,.3.2 the ARA rpquests, and subsequant userdata, areto ba routed, sxtensionstodhe provedurs are neaded, Diuring
the BAR procgdure the user san instead indficats the selacted visited aparator shop-theough an exiended NAL of the
format described above
“home-op-shopnameidivisited-op-shop” or
32 “home-op-shophanef@visied-op-shap”
(02417 the userdogs not stipply s extendad NAL the BAF hased adverlisivig of operator shop information mey be
used to letthe user orterminal 15 seled! ooe of the avaliable operater shops 3.1, 3.8 and include the realpy thereofin
a subseguently ttansferred axtanded HAL s desaribad inthe cited sfandard taxt Farid Adramgh{Ed. ). "Mediating Nebvork
Discavery and Salestian”, Internet deall, <draf-adrangh-eap-network-Discovary-ang-Selaction-01 . ‘
35 (02427 Befors Torwarding an AAA FEquest the AAA proxy server 27 may tim the extenided NAL IS a ragular NAL
having thedarmat
"namefihoms-op-shop”
by delgting the "visited-op-shop” reatm, maving the "home-op-shop” realm i the right of the “@" charatter and delating
the " pe U sharaster befors the “name® garl Ofherdisi the AAA server 31 by the selactad visited ogaratarshap 3.1,
#6032 tumns the extendad NAL into a regular NAL
[0243] The above mertioned method thal is desoribad in the oited International patent apglication WQ 20061038844
and relies on aupport from a central Diameter rélay agentis also applicatls to this case.

Ancess thigugh an Psec tunnel 1o an operator shop Specific éndpaing in ne BRAS

Al
<

(02447 The procedures using o dedicaled tunnsl endpaing fof each connected operatar shap 3.1, 3.2 carrbe almost

gntirety repsed-from the home broadband actess natwork case. s the task of the ARA sarver 31 of tha salected ong

of the visited oyerator shops §1, 3:2 10 route the AAA refuesty 1o the hame AAR server 31h of the user, baged ovt the

real part of the NAFhat the tenminal 15 supplies, the NAindicativig the realm of the horme operalor shiop of tha user
&6 of thetermingl,

Atcessihrough an Psec funnel fo 3 broadband sdcess server

[0245] The procedures using an iPsec tunnel to the BAS 31 of the selected visited operator shop 3.1, 3.2 can be
&8 almost antirely reused from the bome broadband ancess netwerk vase. B is the lask of the AKA saerver 31 of the selested
visifed operator shop 2.1 3.2 toroute tha AAA requasts o the home AAA server 311 of the User, based on tha realm
partof the NAL that fe termingl supgdiss and Indicatss the realm of the users hioras operalor shog. )
(0248}  tHence, methads and provedures ae desoribed herstn aflowd iserierming 18, 15 thill sceesyes a brogdband

47

Samsung Ex. 1004, Page 288 of 553



EP 1 878 162 B1

goeess network 29 to sslect an operator shop out of multipte operator shops 3.1, 3.2 connacted to the hroadband access
netwarh, This is p@)svsibia fpr users aceessing thelr home broagdband avcess networks as well as for users m)aming in
forsign broadband aceess nebworks, ' ’
[02477 Both layer 2 and layer 7 mathads are provided in order focope with a variely of gocass scenarios, includiag
§  acoessing the broaduard ancess nitwork 28 through 1 Sedicaled RS port, 8 noh-dedinsted RG port,‘a Home WLAN
AP, a hame NAT, and a public WLAN AP, provided by the broadband ageess network.
[0248} Henoe, the methods and procsdures as desaabed herain and the accordingly modified componsnls in a broad-
band access network as described herein arg pants of a mult-operator {shopj mobile broadhand access network envi-
Fonment.
W [02491 Msathods and sssociaied devicestodas have hesn dsscribad for supporting users, both i home and Tursign
broadband scovss netovarks, it @ broadband acoess nebwark coptent with andtiple speratershiops. Twa main areas are
identfied:

= Layer 2 yeethods thalarg gsed {0 assbdiale 2 userisrmingl with the ssevice VEAN of e selected operalocghap
35 Machanisms used for users roaming in foreigh broadband acceas pebworka may by paciculardy important,
- Layer 3methodsusing Psec tunnets thatare bandledinternafly inthe BRAS. DHCP may be used toinform fenminals
shout avaitable potential tuhne! endpoints.

[G250] Thy spegific division and sssigning of method staps to diffarent components as described have bean used for
& itosration puposas, inprlerto provide g clsar and understandatds deseription ansd clabming of the invention.

[0261] Therefors, the ivenlion i s troader aspests 8 not imited to the specilin details, reprasoniative devices and

illustrated sramples shown and describad herein.

2 Clabns
1. Ag access node (13) adapled o Be connsctad’in an Sihernat ‘iyp;s nebwork betwesn an gccess point { i) of pser
Hevices {18,187 and g broadband remole aocess server {17 or providing broadband access iy o pliradity of service
providing networks {3.1, 3.3, the access node ingluding
0
v g hamdiing unit for-handling virtual loos! srea nstworks, the handling wiit ncluding a memory;
the access node being characterized in that
~the agpess node has a first vilual local area network funiction for inplementing a first vinual local area network
{43} Ingluding the acoess nodeand a local virtus! router fanofion unit (49} of the broadband FEMOlE ALTOSS SETVer,
385 - for Buch ane of said plurality of sétvica providing networks, the atcess node has a second vintuat local arsa

netwark functicn, sach sesond virtual local ama nelwark {unctios being for imglermeniing & respestive second

viriual iocal aresnstwork 419, 41.25 nGluding the aoness nedaand a résﬁa{:ii\se ung of dedicated virlual roiiter

function units (47.4, 47.2) of the broadband remote atcess sorver, s respective One of tha dedicata virlual

eouter futstian uois heing for cormmunication with the mespactive ane of said phuatity of service providing
#G networks, the respective dedicatad vinual routar funation Lnit being adapiad to dirsctly transfer Etiermat frames

from and {o.a broadband access server {18) of the respentive ohe otthe service providing networks,

- the memary stores identifications of Ethernet frames transmitted in

-t first virtwatlocal area nebvork and
- e sacond virlual local ared networks, and

Al
<

-~ the socess node comprises:d contral unit sonnecied @ the hangdling unit, the contra! unit being

-~ - for qomimandivg the handing unit te tranamit frames Fom 8 new aer davice that has connactad itself
HO o the access point into the first viduat lotal ares network,

~ ~for renetving informstion framthe broadbard remote sosess sendar in respedt of ulivg of farmes, and

--{or coramanding the handiing unitio ransmit frames fram a user device which is connectedio the access

pointinto one'of the'second Virtlal loca! area networks as givanby infbymation récelved frofn tha Hroadband

reniofe Bocess senver, istead of iInto the Tirst virtal local arga network, the framas thereby being transmitted
&5 o ths broadband access serear of the mspactive sarvine providing nelwatk.

2. Arcaccess nods gonoading o elaim 1 wherehvthe control unit bs adapied to receiva infdavation including & Maedion
Accass Dordral, MAT, address of ihe usar devics connscied fo the aceass point sbd do command the handling
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fo fransmit-frames from this address info sald one of the second virtual local area networks.

3. Anagcessnodde sooording to claim 2, wherein the MAC address is 2 Virtual MAC address and ihatths accesaade
inchudes a translating usit-for fransiating the virtual MAC address inta s MAC address of the user device.

4. Amethod fora uaer davige {15, 15 0 connect to one of a pluralily of service providing natworks (3.1, 3.2} through
g brogdband scoess nalwork, (28}, the method including the folfowing steps

~ the uger device connacts o the broadhand aotess nebwark,

1w - Bl autass node (13) reeives a frame or frames sent from the user devics and fonvards the frame or framas
it first virtuat local arsa nebaork (433,
-~ alocal Virtya! router finalion unit(4d) recoives the Frame or framias receivad in the fiest virtuatlocal area fnetwark,

e nethiod baibg characterized in that the raathod further comprises s bliowing steéps:

- the tocal virtual router funclion uoil taris an ideniiBeation and authantication procedure for the ussr devios,
- the user devics sands in the identification and atthentication progadurg selection information indicating one
of thie plurality of service groviding networks,
- after » successtul identiication and suthentication procedurs the snoess node receives an instruction Fom s
i troadband remote access server {17} 1o asscoiate an address of e user Hevice with one of second virfual
fonal aresoosbenrks (431,41 2} each of said virtusl loval araa networke inclughig the adtass rode s ong of
dedicated virtual router funchion units (47,1, 47.2} of the broadhand remuoie actess server, said ohe of dedicated
virtual raster foretion usits correspoding tothe seleciion information, and baged on said ingtrustion, forwards
frames resaived from the tser device inth said one of seeond virtual focal srea ndtworks nstead of into the first

i vittual foesl sres netwvark, sdach of said vdual rotder function uvts being agapted o dirgothy franglor Etharnat
frames Fomand 1o a broadband aocess senver {181l arpspactive orm of the service providing networks (3.3,
3.2‘), and
« e broadband remole scoess server forwards frames from the userdevice received i said ong of secund
virtual foval area nelworks into-said respective one of the plurality of service providing networks.

30

5. Aumethod according toclaim 4, wherain n the step of the user device conmecting tathe broadband access network
i connects fo the sccess point of the broadband access network.

6. A method according to clainy 4, wharein in the step of raceiving the frame or framaes in the frst virlua! icoat atea
385 fatwork, e frame or frames ars ressived by the tocal virtual router funetion unit starting the idendification and
autheotication procedure;

7. Amathod actoerding to claim 4, wharein i the identification and guthentication grodedure tha ysar device atants by
sehding identification. informatian including said selection infpestian of one of the plurality of servics poviding
#4 networks,

& A broadband remole access server (17} for providing, for user devices (15, 1587 sonngcted to the broadband remuote
aceess servar threugh an avcess node {13} of adtess paint (7)), broddband acoass 0 o pluradity of sarvics providing
natworks {3.1,3:2) different from honie service providing networks of wgers of the user devices, the broadband

#9 ol ancess servey including:
~ g gafvice unit for storing and providing information about said plurality of sarvide providing nebworks, the
traadband rermiste dccess senver baing characterized in that the broadbinnd renmole accgss server s adaptad io:
HO - connRdt 8 user device o ile service unit: the gervice unit being adapled {0 sond to the usar davios

information about said plurality. of service grovidivy nedeorks,
-receive fronta user device information about a selactad one of said ghicality of service providing hetwarks,
« thereafter forward informatioh dboul 2 selédled one'of said phurality of sefvice providing peiworks, a8
receivad from the user device, 1o said selettad ona of the service providing networks,

&5 - thereafter pass authentication nformalion betwasa said setented one of said phuraiity of servion providing
networks and the user device,
~thefealter raceive infanration, sboud the Sucoess o lack ot sucosss of e suthentivation procadure, and
-finglly, using the received information, when indisating stsvess, totoute data, from he userdevics towards

49

Samsung Ex. 1004, Page 290 of 553



20

o
i

G

Al
<

88

EP 1 878 162 B1

said selocted one of the plurality of servics providing networks and o route data from said selected ons of
the p!’ureﬂiiy {Jf service providing networks o the Oser davies, ’

wharein the progdband ramote acnegs sarver inchides.

- & loval vintual rowter funcionunit (48),

wharein the braadband remole accasy sefver 18 sdapted 1 inclide the tocal virtual rowter funstian dnit in
a firat virtual local area network (43} also including the acceas node or access point, and

-~ dedicated vivlual router-fuaciion ardls {471, 4720 whersin gach dedicated vicual router funelion upit s
adapied fo communicate with a comesponding one of a plurality of second virtualiocal area natworks {41.1,
41 3), each of said second virlua! lneal ared networks ineluding said atosss node ot atoass poing

each of said dedisated virtta! reuter funslion units being adaptad e dirscly transfer data; from the respestive
ong of the service providing networks to said scoess node or access poing, and fronysaid 9pcess NOde O A0S
e provide & command o sakd atoess pedenr atoess pant,

said commiand instructing the access node of aocess point 1o send data from the user device inta that ong of
second virtual locat aren networks in-which there s aovirtual reuter function onit assaciated will the gelectsd
ane of the service providing hetworks, andio send to the user device data from the ohe of second vt jogal
area networks in which there is g virkua! router fuhcon unlt associated with the selested one:of the service
providing networis,

tharaby routing datafrom the usac devics towards said selactad one of the plorality af sarvive providing networks
and routiog gt fom said setetted ane of the pluralily of service providing Hebeorks 10 the user didvine.

9. A broadband remote access server aceording i olaim B, wherehy the broadband remole acpess server further
includes:

- aregutherdicatiorrarangement including snathentication alisnd (23 and ah authentication server (27}, whanin
therlngal vinuat couter function usit isaranged, when receiving date from 3 previously unconnected user device,
toinitiate anidentifying procedure with the userdevice and to forward g response received from the user device
to-the authentication arangemant, wherein the avihentication arrangement is aranged to compare, when
racelving a fornwarded response from the user device, infermation i the response to-stored information about
said asrvige providing networks, snd

whanein the serviee unitis arranged, i acase whars he result of the comparisor is thal e user devicg of the user
of the user device has no syresment with any of the senvice providing networks te-connect to them, fo transfer said
riforination ahout sald service providing networks to thé user device.

10. & roadband remols access server according o elairn 8, adapted fo pass 1o 8 dynamic bost configuration protvaok,
DHOP sarvar, massages from the user devies;
G pans d ronssage from e DHCP server ssaigning an sddrass o the psey davies,
ysing the assighed addresa, to connact the usar device 1othe sefvice unit, and
using the asvigned address, to fransfer from the service unit to the user devive said information about said service
providing networks.

11 Abreadband remote access savar aocording to chaint 10, amanged, after receiving from the ueer device information
ghout a selacted ane of the service providing nebwarks, T caneal sald sddress and o intiale an authenticgtion
proveducs with the ussr device,

Patantanspriiche

1. Zugangsknalen {13) der angepasst ist um in sinem Etherasttyp-Netawerk zwischen einem Zugangspunrkt {1} van
Bedudzervorrdchitngen {15, 181 und einem Srefibend-Femzpgangsserder{1 7} varbunden zu sein zum Bereitstellan
voh Brefibandzugang 10r alne MebhrZahi von Dienst bereitstellenden Netawerker (3.1, 3.2}, webeider Zugangsinolien

aufwaist

- sine Handhabungasinheitzum Mandhaben von virtisellen iokalen Netowarkan, wobel gis Hahdhabungseinhait
winen Speichsr aufweist,
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