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wobet der Zugangsknoten dadurch gekennzeichnet ist, dass

vder Tugangsknotan eine arsie virtuelle lokate Netswerkfurkiion zum Implementieren sines ersten vinuellsn
inkalen Netzwerks {43) aufveist, dasden Zugaﬂgskncsieu_ urid eine lokate-virtuelle RouterFu nktionseinhalt {48}
5 des Breftha rig-Femeigangssarvers auhveist,
-~ fir jedes einzelne der Mehrzahi ven Dienst bersifstellenden Netzwerken, der Zugangsknoten sine zweite
virtuelle lokale Netewsrbiunktion aufveist, wobei jede zweite virtusie nkalke Netzwsrkiunktion dem bnplenian
tisran aineg anisprechenden zwetien virtuelien okalen Metzwerks {411, 41.2) dient, das den Zugangskrioten
wod ine entsprachende von zugeordneten vinttsllen Rouler-Funktichseinbieiten (47,1, 47.2) dss Braithand-
w Farnugeanysssvers aufwedst, wobsidis ehisprechende der zugaurdnstsn vittushen Rouler-Funkiionseinhaiten
dar Koraninikastion mit desn entspreshenden von der Matirzehl von Disost bareilatelicnden Natzswarkan dient,
wabel die entsprechends zugecrdnate viruslis Router-Funktionsseinhaw angepasst ial, whn Etherngt-Rahmen
ditekt von uod S sinem Beattband-Zugangsserver (19} dok entsprachinden der DMienst barsisialiendan Nats.
watke 2y Dbsriragen,
ki ~ degr Spaicher Idantifizdsrangen von Ethernat-Rahmen speicheart, dig in

- dam eraten vituellen lokaleh Nétzwerk und
-~ dag Zweiten virlualisna lokalen Netrwerken Ghertragan warden,

i and
~der Zugangskrotan eine vdt der Handhabungselnbet vérbiundens Steuereinhalt uraiassl,

widtssd die Steuereinhielt vorgesehen ist, sum

o
i

-~ Refehian doy Handhabungseinbait, Rahman von siner neven Benulzervarichiung, die sioh selbst mil dern
Zugsigspunkt verbundan hiat, it das st virluslle lokale Netowerkzu Gbertragen,

« BEmplangan von Information von dem Breftband-Femugengssener in Bezug auf eip Routen von Retunen, ungd
~ Betehler der Mandhabungseinhelt, Rabmen von siner Benulzervorrichiung, dig mit dem Zugangspunkt ver:
bundenist. anstelie von in das erste vinuatle lokale Netowerk it eines der zweiten virluelan inkalen Netewarke
a0 zy Gbedragen, wie durch von dem Breitband-Fernzugangsserver erhattens information angegeben wird, webei
die Rahmen dadurch zu dem Breitband-Zugangsastver des antaprechenden Dignst barslistellendan Natswarks
iiberiragen werden.

2. Zugangsknoten nach Assgruch 1, wobel die Siausreinbelt angepasstist, um Infoemstion 2o empfangen, die ¢ine

35 Madivm Ascess Control, MAL, Adiegas ainds mit dem Zuganispunkt vetbundenen Befivtzervarrichiung avfwaist,

und urn der a.ndhabunggeinhseﬁ zu befeblan, Rabmen vondieser Adresse i1 das eine dec nweiien virtuelien Iakalen
Netzwerke zuGbarxgen.

3. Zugsngskonten tach Ansproch 2, wobet dis MAC-Adresse sine virluells MAC-Adresse st und derZugangsknotes
# eine Ubersetzungseinheit zum Ubersetzen der virtuslien MAC-Adresse in eine MAC-Adrasse der Banutzarvorriah-
iung autweist

stellenden Netzwsrken (3.1, 2.2 durch #in Bréitband-Zugangsnetewerk (28, wobgl das Verfahren dis folgernden
Sehritfe audwaist )

Al
<

-~ dig BemtZzarvarrichiung varbindst nut deny Bredthand-Zoganganatyweark,
~ ey Zugangsknoten (13) smpféngt sinen Ratmen oder mehrers Rabase von der Berwdzervartichtung and
feitel den Hahwmien oderdie Hahmen i gin arstes virualies lokales Netzwerk {43] walter,
HO - ging lokalpviduslis Rouse-Funktionseinhieil (40} empfiingt den Rahman ader die Rabmean, die in dem asten
virtuellen lokalen Metaweark empfangerowusden,
s wohst das Yerfabren dadurch gekennzeichnetist, dass das Verfahren weiler diefolgenden Schritte umfasst:
- «ffie lokale virtiefie Router-Furktionséinheil baginnt elnen identifizienings- und Authentifizierungsvorgang
die Benitzgrvorrichiung,
&5 -~ die Benutzervordehitng sordat in dem enffizierangs- wd Avthentifizierungsvorgany Avswahiinformatian,
die gines von einer Mehrzahl von Dienst bereltstellendan Metzwerken anzeigt,
< nach siven aridigreichen identifizierungs- und Autheabfizierungsvorgang emplingt der Zogangskaoten gine
Arywstaung von sinein Breliband-Fernzugangsserves (17), uinsine Adresaes dar Benutzervorichtung eivenrder
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aweiten viryellon fokalen Netewerke (311, 41.2) zuzuordnen, wobel jedes der virtuslien lokalen Netzwerke
denZugangsknoten und eine vonzugeordneien virtgelien Router-Funkiionssinhaiten {»IT 1,47 2¥des Beaitbanid-
Femzugangsservars aufweist, wobel die sine deor zugeordnsten Wnuslier Router-Funkionsainheiten der us-
wahi}nfm'm_aﬁbn ents;s.rii:ht, und basierend auf der Anwsisung dig ven der Benulzervarrichiung empfangenen
§ Ratmsrt in day eine der awelleh vitlialien ibkalen Nelzwerke wiaiterleilst anstele von'in das ersle viruella
iohate Natzwark, wobel jede dervirtusilen Hogter-Funidionsginheiten angepasatist, um Ethernet-Rahmen direkt
sort wnd 2y -einem Breitbend-Zugeageserver (19) sines entsprechenden von den Disnst berslistallendsn Nedz-
warken {3.1, 3.2} zu iiBeriragen, und
- dar Brelttaad-Farmrugangsserver leitet Rahmien von der Bamdbarvosrichlung, die in dem sinen darzweiten
1w wirtuetlsr fokafen Notrwerke sropfangsn wurden, in das snispreshends eing von der Mahtzaht von Dhenst
“bereitstelienden Nelzwarken weiter,

§. Werfghren nachAndpoich 4, wobel it dim Seheit in dem din Benudzecvarichtungmit dam Breithand-Zuganpgsaats-
wark verbindst, diess mit dem Zugangspuakt des Brelthand-Zugangsietaverks verbindet.

B. Verfabreit nach Anspruch 4, wobel in dern Schrith, indedt der Rahmen pder die Rahraert ih dem arsten virkuelian
lghalen Netzwerk emplangen werden, der Rahmen oder dig Rahinen von der lokalen virtuetien Router-Funkiions-
einhait, die den ldentifizierungs- und Authentifiziarungsvergang baginnt, entpfangen warden.

a7, Verfabrennach Anspruch 4, wobel bel dem Identifizianings- und Authentifizierungsvargang die Benulzenvamichtung
dureh Saaden vort Mengifieiningsinfonatian, dis die Auswahlintormation v ainen von der Mehesibl von Blenst

baraitsiellenden Natzwarken aufweial, beginnt.

8. Breithand-Fermnzugangssener (17} 2um Bereltstelion, lir Benuizenwortshiungan {18, 157, die mit dam Broitbang:

a5 Farnzagangssarver durch sinen Zugangskaoten (13} oder pinen Zagangspunkt {7) verbunden sind, von Braitban-
zugEny zU einer Matrzahl von Diengt bersiisielienden Natzwarken (3.1, 3.2}, die von Dienal beveitsteliznden Heim-
netrwarken von Banutzer der Benuzerortchiungen versehieden sind, wobed der Breitband Farneugangssenver
aufvelst

a0 - gtpe Diensieioheil zum Speicher ungd Bereitstelien von hiiormalion Gber die Mahrzaht vory Dienst bareitalsl-

ferdeit Netzvearken, wobei dar Brattband-Femzugangasserver dadiirch gekennaeichitet ist, dass der Brait
band-Fernzugangsserver angepasst ist, wm:
~gifte Benutzervartichiung mit der Dienstainhelt zu verbindan, wobel die Diensteinbeit angepasst st wmn Infor-
mation fiber dig Mehezahl von Dianst bereitstellenden Netrwerkan an die Benutrervorrichiung 2u senden,

35 -vor gingr Bafutzervorichtung Information liber & ausgewihites von dar Mefrzahivon Disval bersiistetlonden
Metswathen zu emplangen,
- ansohiieBand Inforination Gbet.ain ausgewahites von der Metwzahi von Dienst berefisiofiender: Netzwerkan,
wig von der Benutzervorrichiung emplangas, an das ausgewahite ging von dary Tienst bereiistelendan Netz-
werkedy wettorsuleaitaag,

# - anschiisfiend Authantifiziendingsinformation zwischen dem ausgawahiten einen ven der Mehvzaht von Dienst
bereiistelienden Nelzwerken und der Beautzervordehiung auszutauschen,
-~ anscidielend Information ber deh Erfolg oder mangelnden Erfolg des Authentifizierungavorgangs zu emp-
fangan, und
- schilel{ich dig' emplangena tnformation 2u verwenden, wenn Erfolg angezaighwird, uny Daten von der Benut-

#9 zarverrichiung zu den susgrwihbian singnvon der Mehrzabiven Dianst bereitstellenden Netzwerken 2u rauten
ueid ant Daten vorr deam ausgewsidian sinervon der Mehrzaht von DHeast beraitstetienders Netzween 2u der
Benulzarvorrichiung zu routen,

wobel der Breitband-Fermzugangssarver sufweial

~ahvie kekaladriualle Router-Furddionsednhel {493,

wobe{ der Braitband-Femeugangsseivar angepasst sy unt die ickale virtuelle Router-Funktivnseinhalt in eiitam
erstan victuelien lokalen Netzwerk (43 aufzuwaisen, das auch dan Zugangsknoten oder den Zuganyspunkt aufweist,
a8 urwd
< zugeordnele virtuelle Router-Funklionssinbeiten (47 1, 47

23, wobel jede sugsardnets vinuslie Roules-Funk-
tiortaginhell angepasstist, um mil eiram entsprachenden 8

nan von etner Mehraahi voiv-zweiten virdualien
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lokaten Netawerken (1.1, 41.2) zu kommuniziersn, wobel jedas der zwailen virluellen lokalen Netzwerke den
Zugangsknotenoder den Tugangspunkt. aulntst,

wobe jede dey zugmrdneien viruellen Router-Funktionseinhisiten angepasstist, um Dalen direkt von dem entspre-
chendest einen dey Dienst bereitstelionden Netzwerke zu dem Zugangsknoten oder dem Zugangspinid tnd ven
den Zugangsknoten oder dent Zugangspunkizu dem entsprechenden inen der Dienst bersitsislienden Nelzwerke
zu Gberiragen,

wobel der Breitband-Fernzugangsservar angapasst €t um einen Bafell zu dem Zugangsknoten eder dem Zu-
gangspunkt bereitzustelien,

wobsel def Befahi den Zugangskivoten oder den Zugangspunkt anwaist, Biaten von der Benutzervorichiung i das
o vir 2weiten vittuslien lokalen Netziverksn zu seaden; in det sich sine vistuelis Rousc-Funtionseintist, sie
derm ausgewinhiten sinen von dgn Disnstharsiistelianden Natzwerkan zugeordnstisg, béfindet, und Daten von dem
ginen yon zweilen virkiohan lokalen Netzwerker, in'dem sich eing viriiells Routsr-Funktionseinhiel, die dem aus-
gewshiter siercvonden Diststbereilstelianden Netraeiken sugearduat ist, bafindet, su der Benutzervordchiung
2 sanden,

wodurch Datea von der Bemutzenvorrichiung 2y dem ausgewshitercsinery voen der Mebhézabl vore Dinnst bereitsiet-
lenden Netzwerken geroutet werden und Daten von der susgewihiten einen von der Mehvzaht vort Dienst bereft-
steliendert Metzwarken zy-der Banutzerversishitung gsroutet warden.

8. Breitband-Famzogangssenver aach Anspruch 8, wabei der Brelivand-Femzugangssenver waiter umiasst

- gipe Authantifizierungsanordnung, die einen Autheniifizierungsklienten {233 und einen Authentifizisringsser-
var {27} aubseist,

waobet dislokalnvicuelle Router-Funktionssinheitangeordnatist, um, wean Daterovon ainee suvor nichtverbundenan
Bemuzarvormichtung enipfangan werdsr ainen ideniifiziery ngsvorgang mit der Banulzervorrichiung elrzulsitan und
aing von der Benu_t_mwmrich;ung empfangang An sia.:art i der _.JS_.uthe‘rﬁﬁﬁz—_‘ierungssmmjmmg-wei:e_r;m!a_ite_n\

wobel die Authentifizisrungsanordnung angeordnet ist, uny, wenn eine von der Benulzenvorrichiung weilergeleitete
Aniwort emgpdangen wird, Information in der Antwort mif gespeicierter information tiber die Dienst beraitstellenden
Neizwerke zu vergleiohen, und

wobsi die Diensteivhelt angaordnst ist, um; i dem Fall, it dent das Ergebris des Vergleichs das fst, das die
Benulzervorrichiung oder der Benuizer der Benulzervarichiung keine Versinbarung mil sinem von den mit thnen
verbundanen Diensl bersitsteliendan Netzwerken hal, die Information dber die Dienst bersiistellenden Neltzwerke
an dis-Bemuzervomrichiung 2u Siberiragen. ‘

. Bretthand-Ferazugangsserves nach Arnispruch 8, der angepasstist, um Nactirichien von der Benulzervortichiung
areeinart Dynamio Host Cordiguration Proiocol, DHOR, Sarver 2uibergaben, um eing Nadhsicht von deig DHOP-
Sarvarzi-dbergeben, die der Banutrovorrtichtung sine Adresss zuordnst, um die zugaordisie Adressa 2i verweni-
carn, um die Banutrervordshitung mitdee Diersteinhel i eacbinden, und um die sugaordnste Adresse invarweanden,
g die Information dber die Dlenst bereitstellanden Nettwarke vor der Disnatainheit 2y der Benutzervorrichiung
zu Ghertragen.

11. Br‘eif‘bzmd»Femzugsngsf;emer nach Ansprach 10, defangeordnet ist, wm nach dem Empfangen, von der Bengizer
varrichtimg  von informationen GBer el ausgewihites der Didnst bergitsivlionden Netzwarke, dieAdresse ziridschen
und sinan Authentifizierungsvorganyg mit der Banutzervordehiung 2o sigrian.

Revendications

1. Noeud dacces (13} congu powe ftre connacid 3 un réseau de typs Etbarnet antre un pointal’accas (1) de dispositifs
plitivateur (18, 15} et un setveur daccds distant & rge bande (17} powr foumiy un aocds 8 large bands & uns
ploralite de réseaux fournissant des sesvices {31 3.2} le noeud diacces inthaant

- URE uMté de thaltement pour fraiter des réseaux locaws viduels, unitd de tratterent incluant ung mamgira,.

i hoeud d'gccds $lant caractérise en ce que

“ie nogud dandés.a ung pramigre fonction de réspay focal virlual pour sty Bn oauvie Wi prefmisr rdueay
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tocal virtuel (43} ingluant la nosud d'accss et une unitd falsant fonation da routeur vidue! logal 49) du serveur

daceds distant § large bande,

- pour chacun de tudite pluralité de réseaux fournissant des servicss, 1s noaid d'ancés a une seconde fonction

de résaan local virtuel, shague secande fonclipn de réseau lonal virtuel servant & melire en gauvre un secoad
8 rébean ool Urted réspactif (411, 41.2) inshuant le noeud d'acess st Ung Unite respedtive dlinitds faisant

fonction de routeurs virtuels dédias (47,1, 47.2) du servayr d'acces distant & large bande, 'unité respactive des

unitésfaisant fonction de roulewrs virtuets dedids servant & la conwnunivation aven k2 réseru respectif de ladite

pluraiité de réseaiux fournisaant dés services, unitsd falsant fonction de routeur virtuat dédié reswec’ive étant

LONGUE PoUY transfarer directement des rames Ethernst o grovenance ob vers u serveur d'aceds & large
e Bands {19) du réssan respechil des résasu foumissant das sarvices,

- mémoire stocke des identifications de rames Efhernet ransmises dans

5

-t pramier réseau peal virluel, 6t
- fes  senond réshaux incaux virluely,

at
< e noeud d'acces comprend Une unité de commands gonngolée & ['unité de fralterment,

furitd de commande servant &
an
- pammander Funitd ge tnxdiersent powr frargmetive deg mmes depuls ua nniveal. disposttl utiisaleur qui
s'asl connectd au point dacoss dans i premier réseau local virttual,
- reovair des dormaiions & partirdu sereeur d'accés distard & large bande en ce quil conepme Fasheminement
da trames;
et
— coramandar Funiie de traltarert powr fransmistive des rames depuis un dispositif uillisateur gul el connsstd
ag pont d‘a.‘::r:és; dang ur des seconds réseswd poaue virinels conune donad par des informations regugs
provenance du serveur daccés distant 3 large bandg,; au lieu du premier reseau focal virtuel, les Famas dlant
da ce fait transmises au servewr d'accés A large bande du réseau respectif fournissant des services.

o
i

2. Nosud d'ageos ssfonig revandicstion 1, dars fequel Tunité de cormmands est congue pour reesvolr des informations
incluard ung-adresse de Commande d'Acces au Support, MAC, du dispositit utilissteur connectd au point d'accés
et pour commander F'uridte de-traitenvent afin de transimelire dea rames en provenance de velte adrasse jusque
dang fadii réseay des seconds résaaux lpcaux virgals,

3. Noewd d'accés selan la revendicailon 2, daos lequel Fadresse MAQ estuoe adresse MAD Viruells 2t e nosud
dicos Mot dhe unifé de transhation pour fdive stiblf tne trabsiatio & Padresse MAC virtuslie.en Uhe adrssse

MAC du dispositil utiisataur
#G 4 Procédé pour connecter un digpositit uillisateur {15, 157& un réseau dune pluralité de réseaux fourniasant des
sevvices {31, 3.2} par Urtermeédiaire d'un réseau daccés & large bande {89}, le procéds inchuant fos &tapes

sulvantes

- e disposit! utilisateur est connectd au réseall F'accds & largae bande,

H§ - o neeud daceds (13} recott uoe frame ou dag irames envoyées dapuls le dispositil wilisatewr ¢t faill sulvre
ia trame putes trarmes jusquedans br pramier réseau ooal virtuel (43},
~ une unité Taisant foncticn de routeur virhigl jocal {49) recolt a rania ou les tramss recues dans & premier
rgeny fosal virtusi,

&G le procadd ¢lant caractérisé en oy que le procddd comprend en oulre les Stapes suivantes:

- Funite faisant fonction de routelr vintuel local démarre uas grodcidure didentification et authealification pour

fe disposiif ulilisateur,

-~ lo-dispositif wilisateur envole dans la procddung ¢ identification et dauthentification des informations de sé-
&5 inction indinuent Lo réseau e fa phuralté de réseaug fournissant des servioss;

- Aprés une procédure didentification et d'authentification couronnde de succés, e nosid d'ancés regoit une

instructionen provenance d'ur servaur il aoés distantd gy bande {17} pour assosier une sdresse du disposit!

it isateu’ & Fun de ssoorids résesuy fovaux virfuels (41,1, 31,24, mauundesdsts resea;,xiucaux,\m‘iuei« nctyard
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e nosud daceds et une desdites unités falsant fornction de routewrs virduels dédigs (471, 47.2) du serveur
d'ageds distant 8 large bande, ladite un sy faisant fonction de roulpors vinoels dadids c:mresspandém-t
‘aux infornations de sdleciion, et sur 1@ base desdites ingtruntions faitsubvwe L& TaMes reguEs 21 provenance
Hy ispasiif wilisatour jusqus dans ladit ehseau de seconds résaaux losaus victuels au fiew du prerier réseau
8 Ineal viruel, chacune desdites unités falsant fonction 8e rouledrs virtiiels Start congue peur diracternent frans-
férer des frames Ethernel en provenance ot vers un servewr d'aceds &large bande (19} Sun réseau respectf
deg réseaux fournissent des services {31, 3:3),
- lg serveur daccas distant & large bande fait suivre des trames provanant du dispositif ulilisateur reques dans
fodit résoau de seconds résdaunlocaus vithuels Hans ledit rdsesu regpachide ta pluraliid deréscausfournissant
w das services.

8. Procedd selon la revengication 4, dans lsquel dans{'étape du dispositif utilisateur se connactant au résesu ¢'acoes
3 large bande, i se tonhente au poird dlacces du réseau d'aceds & iargh bande:

H rocddd selon la revendisation 4, dans legued, dans Vétage de réception de latrams ou dgs ames dans le prefier
3 6. Procddéselonta efication 4, d iaguel, dans Vétage de réception de fatrames ou dus bames d le o =
réseau local virtuel, [a trame ou les rames sond régues par l'unidte faisant fonction de rauteur Virtoed looa démamard

Ia procédure didentification &t d'authentification.

tinr ot d'autheniification, o dispositif

Y selon la revendication 4, dans fequet, dang i procddwre. didentifi

i e damtage en anveyant des informations didentilication incloant bsdites inforraations de sdlection d'un
réseai e ia pluralité de réseauy foumissarit des sanvices.
& Serveurdaccés distantd large bardde (17 pous fournis, pour des dispositfe utilisatewr {15, 187 connuctes auserveur
d'geods distant 8 large bandas par Fintermadisive ¢ nosud daneds {131 pu point d'ascds (73, unadcchs a large
a5 hande & une pluralite de réseaux fournissant des sevices (3.1, 3.2) différents de résaaux arnissant des servives
dornestiquas d'ititisateurs des dispoaitife wtitisateur, o serveur $aceds distant & arge bande incloant
~ uneunitd de service pour stocker et foumkr des informations toncernant fadtie piuralité de réseaux fournissant
des sanvices,
30

g asrvenr dgocés digtant & largs bands stant
caractérisé en ce-gue e servewr d'accés distant 8 large bande-est congu pour:

- conngoiar ue dispositifutilisateur & Funité de service, T'unité de sarvice Stant congue pour envoyer su dispositi
3 utitisalewr des nformations condernant tadité plursdits de résasuy fownissar das sarvices,

- meevalr en provenance dun dispesitif alilisatewr des infonmatians concernant un résesi sélechonns de ladits

pluralits de réspaux foundssant dog sendioes,

~-gpras cola Taire stivee des informations cofigarnant Ui résas sélectionnd de fadite plurglitd de réseaux

fournissant des services loesdqie Tegsues an proveoans: du dispositil ullisstour swdt sdseao salectionsd des
#G réseaux foufnisaant des services,

-~ aprég cela falee passey des informations d'autheniificalion enbe ledit réseau séleationns de ladite pluralite de

réseaux fournissant ded sehvices el e dispositit ut
pucala racevoirdes infurmations, concerhant le succdsou Fabsence de suncés de ta grocadire d'swthgn-
iovt, ot

#9 - finternent, an witisant lag informations reguss, loraguelies indigiant un suncés, achemine des donndes, en
peovenance du disposiil d'utfisateur vers-lodit résesu sélectionns de i pluralitd de résesux fournissant des
services gt achemingr des donriges an provenanse dudit réseau sélectionne de 18 pluralité de réseaux fournia-
sant des servioes au dlspositif utilisateur,

HO dans fequel e serveur aceds distary & farge bande inclut
- uBe unitd faisant fonction de couteuar virtual local (483,

dans leguel le serveur d'acces distant 4 large bande est congu pour inajlre Punité fatsant fonction de routeur virtual
85 {onal dervs ury provisr résean onal virbel (43} incluant agatemend s noaud dancds ou e padnt acode, e

« e unités faisant irnction de rouleurs virtusls deids (471, 47.9), dans lssqueliss chague unité faisant fonction
de routeurviriiiel dadid-eat congue Pour communiguesr aves un réseal sorespordani d'une pluralite de seconds
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réseaux iosanvittusla (41,1, 4 1.2}, chacun desdils ssoonds réssaux locau virtuels incluant tedit noeud d'acses
ou poiatd'acess,

chacune desdites unités faisant foretion de-rouleurs viruels dédidgs alant cengue powr fransdérer directemant des
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Description
BACKGROUND

Field Of The Technology

[0001] The present disclosure relates generally to
communication devices configured for wireless commu-
nications, such as IEEE 802.11 based communications,
including techniques for use in communicating in a peer-
to-peer (P2P) network.

Description Of The Related Art

[0002] A wireless communication device, such as a
portable wireless telephony device or smartphone, may
be configured to communicate in wireless communica-
tion networks. For example, such a device may commu-
nicate via access points (APs) of wireless local area net-
works (WLANSs) in accordance with IEEE 802.11 stand-
ards or the like. Such devices may also communicate
using peer-to-peer communication techniques, forexam-
ple, in accordance with the Wi-Fi Peer-To-Peer (P2P)
Technical specification, and/or be certified as a "Wi-Fi
Direct" device.

[0003] There is a need for efficiently facilitating com-
munications in these and similar environments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Embodiments of present disclosure will now be
described by way of example with reference to attached
figures, wherein:

FIG. 1 is an illustrative representation of a commu-
nication system which includes wireless communi-
cation networks (e.g. WLANS) with which a wireless
communication device may communicate;

FIG. 2 is an example of a schematic block diagram
of the wireless device of FIG. 1;

FIGs. 3 and 4 are some examples of different types
of wireless devices of the present disclosure, which
include a smartphone (FIG. 3) and a tablet computer
(FIG. 4);

FIG. 5 is an illustrative representation of a part of the
communication system of FIG. 1 which may involve
different types of wireless networks and communi-
cations;

FIG. 6 is anillustrative representation of a portion of
memory of the wireless device, where the memory
has a plurality of profiles stored therein, where each
profile is associated with a first type of wireless con-
nection (e.g. a client station type) or a second type
of wireless connection (e.g. a peer-to-peer type);
FIG. 7 is a block diagram for illustrating concurrent
operations of the wireless device which may operate
as a group owner (GO) in a P2P network;

FIG. 8 is an illustration of the format of a message
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which may be utilized for multicast addressing for
communicating different Notice of Absence (NoA)
data to different multicast groups;

FIG. 9 is a flowchart for describing a method for use
in communicating in a P2P network;

FIG. 10 is a timing diagram of communications in-
volving the wireless device operating as a group
owner in a P2P network, scheduling absences in the
P2P network by communicating NoA data without
use of the technique of FIG. 9;

FIG. 11is another timing diagram of communications
involving the wireless device operating as a group
owner in a P2P network, scheduling absences in the
P2P network by communicating different NoA data
to different multicast groups using the technique of
FIG. 9; and

FIG. 12 is a close-up of a portion of the timing dia-
gram of FIG. 11, showing the differences in doze
periods of the different multicast groups based on
the different NoA data.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0005] Techniques for use in a wireless device which
is configured to operate as a group owner (GO) in a peer-
to-peer (P2P) network are described herein. The group
owner sends a first multicast message to one or more
first P2P devices in the P2P network. The first multicast
message includes first notice of absence (NoA) data. The
group owner also sends a second multicast message to
one or more second P2P devices in the P2P network.
The second multicast message includes second NoA da-
ta. Partitioning in the P2P network in this fashion is set
based on the different types of communications estab-
lished with the P2P devices (e.g. different traffic classes
or Quality of Service (QoS) types).

[0006] To illustrate one environment within which the
techniques of the present disclosure may be practiced,
FIG. 1 illustrates a wireless communication device 201
which may communicate in a communication system
100. In the communication system 100, wireless device
201 may communicate with one or more wireless com-
munication networks. For example, wireless device 201
may communicate with a wireless communication net-
work 104 which is a wireless local area network (WLAN).
Here, wireless network 104 and wireless device 201 may
operate in accordance with IEEE 802.11 standards.
[0007] Inthis example, wireless network 104 has a plu-
rality of wireless access points (APs) 112, 114, and 116
for wireless communications with wireless device 201.
WLANSs may be identified by a wireless device 201 with
use of a wireless network identifier which is communi-
cated from the WLAN. The wireless network identifier
may be, for example, a Set Service ldentifier (SSID) or
Extended SSID (ESSID). In this example, wireless net-
work 104 includes one or more servers 106, a redirect
server 108, and a gateway 110. Server 106 may provide
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data, applications, and/or functionality for communica-
tion services for wireless device 201.

[0008] Wireless network 104 may be a public Wi-Fi
"hotspot" for public use, andinclude what may bereferred
to as a "captive portal” or "walled garden.” For devices
connected in wireless network 104 via one of wireless
APs 112, 114, and 116, gateway 110 is configured to
permit or deny access to the data, applications, and/or
functionality, as well as to permit or deny external access
outside of wireless network 104 to Internet 120. To do
this, gateway 110 has a set of IP address filters which
define a set of addresses that are permissible/impermis-
sible, if any at all, for access by devices. Access by a
device depends on whether or not a device has been
authorized and what access rights are given upon au-
thorization.

[0009] Typically, when a request by a device in wire-
less network 104 is made prior to proper authorization,
gateway 110 is configured to redirect the request to re-
direct server 108. In response, redirect server 108 is con-
figured to respond to wireless device 201 to provide data
for producing information (e.g. Web page information)
which is rendered in a visual display of wireless device
201 via a Web browser application. The information may
solicit auserresponse. For example, the information may
solicit a user registration or login with user fields for en-
tering a user name and/or password information. Gate-
way 110 identifies whether the received user response
is sufficient (e.g. whether the user name and password
match prestored user name and password information,
whether the user payment is accepted, whether the user
acceptance is confirmed, etc.). If the user response is
deemed sufficient, gateway 110 permits access to the
data, applications, and/or functionality in or outside of
wireless network 104.

[0010] Wireless device 201 may also operate for com-
munications in other different wireless networks, such as
a wireless network 122 which is also a WLAN. In this
example, wireless network 122 is a private communica-
tion network of an enterprise (e.g. an organization, acom-
pany, a corporation, etc.) of wireless device 201. Similar
to wireless network 104, wireless network 122 has a plu-
rality of wireless APs 128, 130 and 132, one or more
servers 124, and a gateway 126. For devices connected
in wireless network 122 via one of wireless APs 128, 130,
and 132, gateway 126 may be configured to permit or
deny access to the data, applications, and/or functionality
offered via wireless network 122 depending on whether
or not a device has been authorized and what access
rights are given upon authorization. For devices attempt-
ing to access wireless network 122 via Internet 120, gate-
way 126 is configured to permit or deny internal access
to the data, applications, and/or functionality in wireless
network 122.

[0011] Such wireless networks (e.g. infrastructure
WLANSs) may provide or allow access to various data and
communication services to its terminals. For example,
the wireless networks may provide for communication
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access to Internet 120 via the Web browser application,
or voice telephony communication service with use of
Voice over IP (VolP) communication, or other communi-
cation services. For "push-type" data or message syn-
chronization services, for example, wireless device 201
may be enabled to maintain data synchronization with a
server (e.g. server 106 or 118) for user data of an appli-
cation associated with a user account. The application
of wireless device 201 and the server may be or include,
for example, an electronic mail (e-mail) application pro-
gram for the communication of e-mail messages.
[0012] Wireless device 201 may be additionally con-
figured to access communication services via a Public
Land Wireless Network (PLMN) 136 (e.g. a cellular tel-
ecommunications network). PLMN 136 includes a core
network 134, a plurality of base station controllers such
as a base station controller (BSC) 138 coupled to core
network 134, and a plurality of base stations such as a
base station (BS) 140 and a base station 142 coupled to
associated BSCs 138. Core network 134, BSC 138, and
BS 140 operate in a conventional fashion as well-docu-
mented. Other PLMNs in the environment have a similar
or the same architecture as PLMN 136. For communica-
tion with PLMNSs, wireless device 201 may be configured
in accordance with one or more cellular telecommunica-
tion standards, such as Global Systems for Mobile (GSM)
and/or General Packet Radio Service (GPRS) technolo-
gies. However, such wireless device may additionally or
alternatively operate in accordance with other such cel-
lular standards, such as Enhanced Data rates for GSM
Evolution (EDGE) or Enhanced GPRS (EGPRS), Uni-
versal Mobile Telecommunications System (UMTS),
Long-Term Evolution (LTE), or EVolution-Data Only (EV-
DO) (for CDMA) technologies, as a few examples.
[0013] Further, in additional to being operative for com-
munications with infrastructure WLANs (e.g. IEEE
802.11 infrastructure WLANS), wireless device 201 may
additionally or alternatively communicate using peer-to-
peer communication techniques, for example, in accord-
ance with the Wi-Fi Peer-To-Peer (P2P) Technical spec-
ification, and/or be certified as a "Wi-Fi Direct" device.
The Wi-Fi Peer-To-Peer (P2P) Technical specification is
hereby incorporated by reference herein.

[0014] Accordingly, illustrating further in FIG. 1, wire-
less device 201 and one or more other wireless devices
195 and 197 in FIG. 1 may be operative to establish Wi-
Fi P2P network connections with each other in a Wi-Fi
P2P network. Here, one of the communicate devices may
be configured to enter into an AP mode of operation, so
that other communication devices may associate with
them for direct RF communications therebetween. In
some environments, a wireless device may operate in
an AP mode of operation as what is referred to as a group
owner (GO). Such operation provides a benefit due to
the high data rates available over WLAN links. Here,
again, data may be communicated directly between the
wireless devices without the data traversing any wireless
network infrastructure, where one of the devices is set
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to operate or serve as an AP (switching operation from
as an end terminal) and the other device operates as an
end terminal to associate and connect with the AP (i.e.
wireless device 201 operating as an AP) for communi-
cations. Wireless device 201 may operate such that,
when operating as an AP with other communication de-
vices 195 and 197, it also operates as a client station
with another AP (see e.g. discussion later in relation to
FIG. 5).

[0015] Reference will now be made to FIG. 2 which
illustrates one example of a schematic block diagram of
wireless device 201 in which example embodiments may
be applied. In the illustrated example embodiment, wire-
less device 201 is a communication device and, more
particularly, is a mobile communication device having da-
ta and voice communication capabilities, and configured
to communicate with other computer systems (e.g. via
the Internet). It will, however, be appreciated that wireless
device 201 may take other forms.

[0016] Depending on the functionality provided by
wireless device 201, in various example embodiments
wireless device 201 may be a multiple-mode communi-
cation device configured for both data and voice commu-
nication, a mobile telephone, such as a smartphone, a
wearable computers such as a watch, a tablet computer
such as a slate computer, a personal digital assistant
(PDA), or a computer system. Wireless device 201 may
take other forms apart from those specifically listed
above. The electronic device may also be referred to as
a mobile communications device, a communication de-
vice, a mobile device and, in some cases, as a device.
[0017] Wireless device 201 includes a controller in-
cluding one or more processor 240 (such as a microproc-
essor) which controls the overall operation of wireless
device 201. The processor 240 interacts with device sub-
systems such as a wireless communication subsystem
211 for exchanging radio frequency signals with wireless
network 104 to perform communication functions. The
processor 240 is communicably coupled with additional
device subsystems including one or more output inter-
faces 205 (such as a display 204 and/or a speaker 256
and/or electromagnetic (EM) radiation source 257), one
or more input interfaces 206 (such as a camera 253, mi-
crophone 258, keyboard (not shown), control buttons (not
shown), a navigational input device (not shown), and/or
a touch-sensitive overlay (not shown)) associated with a
touchscreen display 204, an orientation subsystem 249,
memory (such as flash memory 244, random access
memory (RAM) 246, read only memory (ROM) 248, etc.),
auxiliary input/output (1/0) subsystems 250, a data port
252 (which may be a serial data port, such as a Universal
Serial Bus (USB) data port), a near field communications
(NFC) subsystem 265, a short-range communication
subsystem 262 and other device subsystems generally
designated as 264. Some of the subsystems shown in
FIG. 2 perform communication-related functions, where-
as other subsystems may provide "resident” or on-device
functions.
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[0018] In at least some example embodiments, wire-
less device 201 may include a touchscreen display which
acts as both an input interface 206 (i.e. touch-sensitive
overlay) and an output interface 205 (i.e. display). The
touchscreen display may be constructed using a touch-
sensitive input surface which is connected to an electron-
ic controller and which overlays the display 204. The
touch-sensitive overlay and the electronic controller pro-
vide a touch-sensitive input interface 206 and the proc-
essor 240 interacts with the touch-sensitive overlay via
the electronic controller. In at least some example em-
bodiments, the touch-sensitive overlay may have a
touch-sensitive input surface which is larger than the dis-
play 204. For example, in at least some example embod-
iments, the touch-sensitive overlay may extend overtop
of a frame 312 (of FIG. 3) which surrounds the display
204. In such example embodiments, the frame 312 (of
FIG. 3) may be referred to as an active frame since it is
capable of acting as an input interface 206. In at least
some example embodiments, the touch-sensitive over-
lay may extend to the sides of wireless device 201.
[0019] As noted above, in some example embodi-
ments, wireless device 201 may include a communica-
tion subsystem 211 which allows wireless device 201 to
communicate over wireless network 104. The communi-
cation subsystem 211 includes a receiver 212, a trans-
mitter 213, and associated components, such as one or
more antenna elements 214 and 215, local oscillators
(LOs) 216, and a processing module such as a digital
signal processor (DSP) 217. The antenna elements 214
and 215 may be embedded or internal to wireless device
201 and a single antenna may be shared by both receiver
and transmitter. The particular design of the wireless
communication subsystem 211 depends on wireless net-
work 104 in which wireless device 201 is intended to op-
erate.

[0020] In at least some example embodiments, wire-
less device 201 may communicate with any one of a plu-
rality of stations or access points (APs) of wireless net-
work 104 within its geographic coverage area. Wireless
device 201 may send and receive communication signals
over wireless network 104 after the required network reg-
istration or activation procedures have been completed.
Signals received by the antenna 214 through wireless
network 104 are input to the receiver 212, which may
perform such common receiver functions as signal am-
plification, frequency down conversion, filtering, channel
selection, etc., as well as analog-to-digital (A/D) conver-
sion. A/D conversion of a received signal allows more
complex communication functions such as demodulation
and decoding to be performedinthe DSP 217. In a similar
manner, signals to be transmitted are processed, includ-
ing modulation and encoding, for example, by the DSP
217. These DSP-processed signals are input to the trans-
mitter 213 for digital-to-analog (D/A) conversion, fre-
quency up conversion, filtering, amplification, and trans-
mission to wireless network 104 via the antenna 215.
The DSP 217 notonly processes communication signals,
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but may also provide for receiver and transmitter control.
For example, the gains applied to communication signals
in the receiver 212 and the transmitter 213 may be adap-
tively controlled through automatic gain control algo-
rithms implemented in the DSP 217.

[0021] In some example embodiments, the auxiliary
input/output (I/0) subsystems 250 may include an exter-
nal communication link or interface; for example, an Eth-
ernet connection. Wireless device 201 may include other
wireless communication interfaces for communicating
with other types of wireless networks; for example, a wire-
less network such as an orthogonal frequency division
multiplexed (OFDM) network. The auxiliary /0O subsys-
tems 250 may include a vibrator for providing vibratory
notifications in response to various events on wireless
device 201 such as receipt of an electronic communica-
tion or incoming phone call, or for other purposes such
as haptic feedback (touch feedback).

[0022] The data port 252 may be used for synchroni-
zation with a user’s host computer system (not shown).
The data port 252 enables a user to set preferences
through an external device or software application and
extends the capabilities of wireless device 201 by pro-
viding for information or software downloads to wireless
device 201 other than through wireless network 104. The
alternate download path may for example, be used to
load an encryption key onto wireless device 201 through
a direct, reliable and trusted connection to thereby pro-
vide secure device communication.

[0023] In at least some example embodiments, wire-
less device 201 also includes a device orientation sub-
system 249 including at least one orientation sensor 251
which is connected to the processor 240 and which is
controlled by one or a combination of a monitoring circuit
and operating software. The orientation sensor 251 de-
tects the orientation of the device 201 orinformation from
which the orientation of the device 201 can be deter-
mined, such as acceleration. In some example embodi-
ments, the orientation sensor 251 is an accelerometer,
such as a three-axis accelerometer. An accelerometer
is a sensor which converts acceleration from motion (e.g.
movement of the device 201 or a portion thereof due to
the strike force) and gravity which are detected by a sens-
ing element into an electrical signal (producing a corre-
sponding change in output). Accelerometers may be
available in one, two or three axis configurations. Higher
order axis configurations are also possible. Accelerom-
eters may produce digital or analog output signals de-
pending on the type of accelerometer.

[0024] An orientation sensor 251 may generate orien-
tation data which specifies the orientation of wireless de-
vice 201. The orientation data, in at least some example
embodiments, specifies the orientation of the device 201
relative to the gravitational field of the earth.

[0025] In some example embodiments, the orientation
subsystem 249 may include other orientation sensors
251, instead of or in addition to accelerometers. For ex-
ample, in various example embodiments, the orientation

10

15

20

25

30

35

40

45

50

55

subsystem 249 may include a gravity sensor, a gyro-
scope, a tilt sensor, an electronic compass or other suit-
able sensor, or combinations thereof. In some example
embodiments, the device orientation subsystem 249 may
include two or more orientation sensors 251 such as an
accelerometer and an electronic compass.

[0026] Wireless device 201 may, in at least some ex-
ample embodiments, include a near field communica-
tions (NFC) subsystem 265. The NFC subsystem 265 is
configured to communicate with other wireless devices
201 and/or tags, using an NFC communications protocol.
NFC is a set of short-range wireless technologies which
typically require a distance of 4 cm or less for communi-
cations. The NFC subsystem 265 may include an NFC
chip and an NFC antenna.

[0027] Wireless device 201 may include a microphone
and/or one or more speakers. In at least some example
embodiments, wireless device 201 may include a plural-
ity of speakers 256. For example, in some example em-
bodiments, wireless device 201 may include two or more
speakers 265. The two or more speakers 256 may, for
example, be disposed in spaced relation to one another.
Thatis, in atleast some example embodiments, wireless
device 201 may include a first speaker and a second
speaker and the first speaker and the second speaker
may be spatially separated from one another within wire-
less device 201. In at least some example embodiments,
the display 204 may be disposed between the first speak-
er and the second speaker of the electronic device. In
such example embodiments, the first speaker may be
located at one side of the display 204 and the second
speaker may be located at another side of the display
which is opposite the side of the display where the first
speaker is located. For example, the first speaker may
be disposed at a left side of the display and the second
speaker may be disposed at a right side of the display.
In at least some example embodiments, each speaker
256 may be associated with a separate audio channel.
The multiple speakers may, for example, be used to pro-
vide stereophonic sound (which may also be referred to
as stereo).

[0028] Wireless device 201 may also include one or
more cameras 253. The one or more cameras 253 may
be capable of capturing images in the form of still photo-
graphs or motion video. In at least some example em-
bodiments, wireless device 201 includes a front facing
camera 253. A front facing camera is a camera which is
generally located on a front face of wireless device 201.
The front face is typically the face on which a display 204
is mounted. That is, the display 204 is configured to dis-
play content which may be viewed from a side of wireless
device 201 where the camera 253 is directed. The front
facing camera 253 may be located anywhere on the front
surface of the electronic device; for example, the camera
253 may be located above or below the display 204. The
camera 253 may be a fixed position camera which is not
movable relative to the display 204 of wireless device
201 and/or the housing of wireless device 201. In such
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example embodiments, the direction of capture of the
camera is always predictable relative to the display 204
and/or the housing. In at least some example embodi-
ments, the camera may be provided in a central location
relative to the display 204 to facilitate image acquisition
of a face.

[0029] In at least some example embodiments, wire-
less device 201 includes an electromagnetic (EM) radi-
ation source 257. In at least some example embodi-
ments, the EM radiation source 257 is configured to emit
electromagnetic radiation from the side of the electronic
device which is associated with a camera 253 of that
wireless device 201. For example, where the camera is
a front facing camera 253, wireless device 201 may be
configured to emit electromagnetic radiation from the
front face of wireless device 201. Thatis, in at least some
example embodiments, the electromagnetic radiation
source 257 is configured to emit radiation in a direction
which may visible by the camera. That is, the camera
253 and the electromagnetic radiation source 257 may
be disposed on wireless device 201 so that electromag-
netic radiation emitted by the electromagnetic radiation
source 257 is visible in images obtained by the camera.
[0030] In some example embodiments, the electro-
magnetic radiation source 257 may be an infrared (IR)
radiation source which is configured to emit infrared ra-
diation. In at least some example embodiments, the elec-
tromagnetic radiation source 257 may be configured to
emit radiation which is not part of the visible spectrum.
The camera 253 may be a camera which is configured
to capture radiation of the type emitted by the electro-
magnetic radiation source 257. Accordingly, in at least
some example embodiments, the camera 253 is config-
ured to capture at least some electromagnetic radiation
which is not in the visible spectrum.

[0031] In some example embodiments, wireless de-
vice 201 is provided with a service routing application
programming interface (API) which provides an applica-
tion with the ability to route traffic through a serial data
(i.e., USB) or Bluetooth® (Bluetooth® is a registered
trademark of Bluetooth SIG, Inc.) connection to a host
computer system using standard connectivity protocols.
When a user connects their wireless device 201 to the
host computer system via a USB cable or Bluetooth®
connection, traffic that was destined for wireless network
104 is automatically routed to wireless device 201 using
the USB cable or Bluetooth® connection. Similarly, any
traffic destined for wireless network 104 is automatically
sent over the USB cable Bluetooth® connection to the
host computer system for processing.

[0032] Wireless device 201 also includes a battery 238
as a power source, which is typically one or more re-
chargeable batteries that may be charged for example,
through charging circuitry coupled to a battery interface
236 such as the data port 252. The battery 238 provides
electrical power to at least some of the electrical circuitry
in wireless device 201, and the battery interface 236 pro-
vides a mechanical and electrical connection for the bat-
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tery 238. The battery interface 236 is coupled to a regu-
lator (not shown) which provides a regulated voltage V
to the circuitry for powering wireless device 201.

[0033] Wireless device 201 includes a short-range
communication subsystem 262 which provides for wire-
less communication between wireless device 201 and
other wireless devices 201. The short-range communi-
cation subsystem 262 may be used to provide a preferred
device mode between wireless device 201 and another
wireless device 201 which may, in at least some example
embodiments, be a wireless device which is the same or
similar to wireless device 201 discussed with reference
to FIG. 1. In at least some example embodiments, the
short-range communication subsystem 262 is a wireless
bus protocol compliant communication mechanism such
as a Bluetooth® communication module to provide for
communication with similarly-enabled systems and de-
vices.

[0034] Wireless device 201 stores data 227 in an eras-
able persistent memory, which in one example embodi-
ment is the flash memory 244. In various example em-
bodiments, the data 227 includes service data including
information required by wireless device 201 to establish
and maintain communication with wireless network 104.
The data 227 may also include user application data such
as email messages, address book and contact informa-
tion, calendar and schedule information, notepad docu-
ments, image files, and other commonly stored user in-
formation stored on wireless device 201 by its user, and
other data. The data 227 stored in the persistent memory
(e.g. flash memory 244) of wireless device 201 may be
organized, at least partially, into one or more databases
or data stores. The databases or data stores may contain
data items of the same data type or associated with the
same application. Forexample, email messages, contact
records, and task items may be stored in individual da-
tabases within the device memory.

[0035] Wireless device 201 may, in some example em-
bodiments, be a mobile communication device which
may provide two principal modes of communication: a
data communication mode and a voice communication
mode. In the data communication mode, a received data
signal such as a text message, an email message, or
Web page download will be processed by the communi-
cation subsystem 211 and input to the processor 240 for
further processing. For example, a downloaded Web
page may be further processed by a browser application
or an email message may be processed by an email mes-
saging application and output to the display 204. A user
of wireless device 201 may also compose data items,
such as email messages; for example, using the input
devices in conjunction with the display 204. These com-
posed items may be transmitted through the communi-
cation subsystem 211 over wireless network 104.
[0036] In the voice communication mode, wireless de-
vice 201 provides telephony functions and operates as
a typical cellular phone. The overall operation is similar,
except that the received signals would be output to the
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speaker 256 and signals for transmission would be gen-
erated by a transducer such as the microphone 258. The
telephony functions are provided by a combination of
software/firmware (i.e., a voice communication module)
and hardware (i.e., the microphone 258, the speaker 256
and input interfaces 206). Alternative voice or audio 1/0
subsystems, such as a voice message recording sub-
system, may also be implemented on wireless device
201. Although voice or audio signal output is typically
accomplished primarily through the speaker 256, the dis-
play screen 204 may also be used to provide anindication
of the identity of a calling party, duration of a voice call,
or other voice call related information.

[0037] The processor 240 operates under stored pro-
gram control and executes software modules 221 stored
in memory such as persistent memory; for example, in
the flash memory 244. As illustrated in FIG. 1, the soft-
ware modules 221 include operating system software
223 and other software applications 225 such as pre-
ferred device mode module 260. In the example embod-
iment of FIG. 1, the preferred device mode module 260
is implemented as a stand-alone application 225. How-
ever, in other example embodiments, the preferred de-
vice mode module 260 could be implemented as part of
the operating system 223 or another application 225.
[0038] The software applications 225 on wireless de-
vice 201 may also include a range of additional applica-
tions, including for example, a notepad application, In-
ternet browser application, voice communication (i.e. te-
lephony) application, mapping application, or a media
player application, or any combination thereof. Each of
the software applications 225 may include layout infor-
mation defining the placement of particular fields and
graphic elements (e.g. text fields, input fields, icons, etc.)
in the user interface (e.g. the display 204) according to
the application.

[0039] The software modules 221 or parts thereof may
be temporarily loaded into volatile memory such as the
RAM 246. The RAM 246 is used for storing runtime data
variables and other types of data or information, as will
be apparent to those skilled in the art. Although specific
functions are described for various types of memory, this
is merely one example, and those skilled in the art will
appreciate that a different assignment of functions to
types of memory could also be used.

[0040] A predetermined set of applications that control
basic device operations, including data and possibly
voice communication applications will normally be in-
stalled on wireless device 201 during or after manufac-
ture. Additional applications and/or upgrades to the op-
erating system 223 or software applications 225 may also
be loaded onto wireless device 201 through wireless net-
work 104, the auxiliary I/0 subsystem 250, the data port
252, the short-range communication subsystem 262, or
other suitable subsystem 264. The downloaded pro-
grams or code modules may be permanently installed;
for example, written into the program memory (i.e. the
flash memory 244), or written into and executed from the
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RAM 246 for execution by the processor 240 at runtime.
[0041] Example Smartphone Electronic Device. Refer-
ring now to FIG. 3, what is shown is a front view of an
example wireless device 201 which is a smartphone 350.
The smartphone 350 is a mobile phone which offers more
advanced computing capability than a basic non-smart-
phone cellular phone. For example, the smartphone 350
may have the ability to execute third party applications
which are stored on the smartphone.

[0042] The smartphone 350 may include the compo-
nents discussed above with reference to FIG. 2 or a sub-
set of those components. The smartphone 350 includes
a housing 294 which houses at least some of the com-
ponents discussed above with reference to FIG. 2.
[0043] In the example embodiment illustrated, the
smartphone includes a display 204, which may be a
touchscreen display which acts as an inputinterface 206.
The display 204 is disposed within the smartphone 350
so thatitis viewable at a front side 292 of the smartphone
350. That is, a viewable side of the display 204 is dis-
posed on the front side 292 of the smartphone. In the
example embodiment illustrated, the display 204 is
framed by the housing 294.

[0044] The example smartphone 350 also includes
other input interfaces 206 such as one or more buttons,
keys or navigational input mechanisms. In the example
illustrated, at least some of these additional input inter-
faces 206 are disposed for actuation at the front side 292
of the smartphone.

[0045] The example smartphone also includes a
speaker 256. In the example embodiment illustrated, the
smartphone includes a single speaker 256 which is dis-
posed vertically above the display 204 when the smart-
phone 350 is held in a portrait orientation where its height
islongerthan its width. The speaker 256 may be disposed
on the front face of the smartphone 350.

[0046] While the example smartphone 350 of FIG. 3
includes a single speaker 2586, in other example embod-
iments, the smartphone 350 may include a greater
number of speakers 256. For example, in at least some
example embodiments, the smartphone 350 may include
a second speaker 256 which is disposed vertically below
the display 204 when the smartphone is held in a portrait
orientation where its height is longer than its width (i.e.
the orientation illustrated in FIG. 3).

[0047] The example smartphone 350 also includes a
microphone 258. In the example illustrated, the micro-
phone 258 is vertically disposed below the display 204
when the smartphone is held in the portrait orientation.
The microphone 258 and at least one speaker 256 may
be arranged so that the microphone is in close proximity
to a user's mouth and the speaker 256 is in close prox-
imity to a user’s ear when the user holds the phone to
their face to converse on the smartphone.

[0048] The example smartphone 350 also includes a
front facing camera 253 which may be located vertically
above the display 204 when the smartphone 350 is held
in a portrait orientation where its height is longer than its
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width. The front facing camera 253 is located so that it
may capture images of objects which are located in front
of and/or surrounding the front side of the smartphone
350.

[0049] The example smartphone 350 also includes an
electromagnetic radiation source 257. The electromag-
netic radiation source 257 is disposed on the front side
292 of the smartphone 350. In this orientation, electro-
magnetic radiation which is produced by the electromag-
netic radiation source 257 may be projected onto objects
which are located in front of and/or surrounding the front
side of the smartphone 350. Such electromagnetic radi-
ation (or the projection of electromagnetic radiation onto
objects) may be captured on images obtained by the
camera 253.

[0050] Example TabletElectronic Device. The wireless
device may be a tablet computer 300 ("table"), one of
which is illustrated in FIG. 4. Tablet computer 300 of FIG.
4 may include many of the same features and compo-
nents of the smartphone 350 of FIG. 3. However, tablet
computer 300 of FIG. 3 is generally larger than the smart-
phone 350 of FIG. 3. Tablet computer 300 may include
the components discussed above with reference to FIG.
2 or a subset of those components. Tablet computer 300
includes a housing 394 which houses at least some of
the components discussed above with reference to FIG.
2.

[0051] Tablet computer 300 includes a display 304,
which may be a touchscreen display which acts as an
input interface 206. The display 304 is disposed within
tablet computer 300 so that it is viewable at a front side
302 of tablet computer 300. That is, a viewable side of
the display 304 is disposed on the front side 302 of tablet
computer 300. In the example embodiment illustrated,
the display 304 is framed by the housing 394, with use
of a frame 312 which surrounds the display 304. The
frame 312 is portion of the housing 394 which provides
aborder around the display 304. In atleast some example
embodiments, the frame 312 is an active frame 312. That
is, the frame has a touch sensitive overlay which allows
wireless device 201 to detecta touch applied to the frame,
thereby allowing the frame 312to actas aninputinterface
206 (of FIG. 1).

[0052] The example tablet computer 300 includes a
plurality of speakers 256. In the example embodiment
illustrated, the tablet includes two speakers 256. The two
speakers 256 are disposed on opposing sides of the dis-
play 304. More particularly, when tablet computer 300 is
held in a landscape orientation (such as the orientation
illustrated in FIG. 3) where its width is longer than its
height, one of the two speakers is disposed on a right
side 306 of the display 304 and one of the speakers is
disposed on the left side 308 of the display 304. Both
speakers 256 are disposed on the front side 302 of tablet
computer 300.

[0053] The example tablet computer 300 also includes
a microphone 258. In the example illustrated, the micro-
phone 258 is vertically disposed below the display 304
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when the tablet computer is held in the landscape orien-
tation illustrated in FIG. 4. The microphone 258 may be
located in otherlocations in other example embodiments.
[0054] The example tablet computer 300 also includes
afrontfacing camera 253 which may be located vertically
above the display 304 when tablet computer 300 is held
in a landscape orientation (i.e. the orientation of FIG. 3).
The front facing camera 253 is located so that it may
capture images of objects which are located in front of
and/or surrounding the front side of tablet computer 300.
[0055] The example tablet computer 300 also includes
an electromagnetic radiation source 257. The electro-
magnetic radiation source 257 is disposed on the front
side 304 of tablet computer 300. In this orientation, elec-
tromagnetic radiation which is produced by the electro-
magnetic radiation source 257 may be projected onto
objects which are located in front of and/or surrounding
the front side 302 of tablet computer 300. Such electro-
magnetic radiation (or the projection of electromagnetic
radiation onto objects) may be captured on images ob-
tained by the camera 253.

[0056] Although a specific wireless device 201 has just
been described, any suitable wireless communication
device or terminal may be part of the methods and ap-
paratus which will be described in fuller detailbelow. Also,
although the description of the architecture relates to a
specific example for illustration, where the wireless net-
work or WLAN is an IEEE 802.11-based network, differ-
entenvironments may be applicable as well. The wireless
network may be a WiMAX-based network (i.e. IEEE
802.16), or an Ultra-WideBand (UWB)-based network
(i.e. IEEE 802.15), as a few examples.

[0057] Example Wireless Network Configurations/
Connections. FIG. 5 is an illustrative representation of a
part of the communication system 100 of FIG. 1, which
illustrates different types of wireless network configura-
tions which may involve wireless device 201. Wireless
networks 104 and 122 are WLANs of the traditional
"WLAN, infrastructure" type, which typically provide for
external network connectivity, as described earlier in re-
lation to FIG. 1. For example, wireless networks 104 and
122 are configured to provide or facilitate access to the
Internet 120 (or other communication network, such as
a public communication network) for wireless device 201
when connected therewith. In this case, wireless device
201 may make use of its WLAN profiles for connecting
with such WLANSs.

[0058] Other wireless networking configurations in
FIG. 5 include Wi-Fi peer-to-peer (P2P) networking con-
figurations. For these networking configurations, wire-
less device 201 may operate as a group owner (GO) in
relation to various wireless devices. When wireless de-
vice 201 is utilized as such, using one or more Wi-Fi P2P
network connections, data may be communicated "di-
rectly" between wireless device 201 and the other devic-
es (i.e. without the data traversing any fixed wireless net-
work infrastructure).

[0059] In FIG. 5 it is shown that wireless device 201
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may establish a Wi-Fi P2P connection with a display de-
vice 504 (or monitor) which includes a wireless transceiv-
er 502. Such Wi-Fi P2P network connection may be suit-
able for applications such as, for example, a streaming
media application, or a display or presentation applica-
tion. It is also shown that wireless device 201 may es-
tablish a Wi-Fi P2P network connection with a printer
device 508 which includes a wireless transceiver 506.
Such Wi-Fi P2P network connection may be suitable for
applications such as, for example, a print application or
a facsimile application. Even furtherin FIG. 5, itis shown
that wireless device 201 may establish a Wi-Fi P2P net-
work connection with a tablet 514 which includes a wire-
less transceiver 512. An example tablet was previously
shown and described in relation to FIG. 4. Such Wi-Fi
P2P network connection may be suitable for an applica-
tions such as, for example, a "bridge" or "bridging" appli-
cation, where wireless device 201 is further configured
for cellular telecommunications (e.g. equipped with a cel-
lular transceiver) but tablet 514 is not. In such application,
tablet 514 is able to achieve external network (e.g. Inter-
net) connectivity, being connected to wireless device 201
for communications via the cellular telecommunication
network. Itis further shown in FIG. 5 that wireless device
201 may establish a Wi-Fi P2P network connection in an
ad hoc wireless network 550 which includes one or more
other wireless devices 520, 522, and 524. Such Wi-Fi
P2P network connection may be suitable for applications
such as, for example, a file sharing application, a confer-
ence meeting application, a game or gaming application,
or a military application. Such ad hoc wireless networks
may or may not provide external network (e.g. Internet)
connectivity.

[0060] As described earlier, wireless device 201 has
different types of applications stored therein. These ap-
plications may include, as examples, a messaging appli-
cation, a voice telephony application, a Web browsing
application, a streaming media application, a file sharing
application, a game application, a printer application, a
facsimile application, a display or presentation applica-
tion, a military application, as examples. Wireless device
201 is optimized to establish the appropriate wireless net-
works based on which type of application is invoked.
[0061] Referring now to FIG. 6, an illustrative repre-
sentation of another portion of memory 224 of wireless
device 201 is shown. Memory 224 is shown to store a
plurality of profiles for wireless networking. The profiles
include one or more profiles 602 associated with WLAN
infrastructure networks, and/or one or more profiles 604
associated with applications and/or services which utilize
Wi-Fi P2P network connections. In FIG. 6, profiles 602
are shown to include profiles 605, 615, and 625, whereas
profiles 604 are shown to include profiles 610, 620, and
630. Profiles 602 may be or be referred to as WLAN pro-
files, whereas profiles 604 may be or be referred to as
Wi-Fi P2P networking profiles or Wi-Fi Direct profiles.
[0062] Each one of profiles 602 is associated with a
particular WLAN infrastructure network, and includes a
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plurality of parameters and/or properties for accessing
the particular WLAN. The WLAN information may include
an identification which identifies the WLAN to access
(e.g. a SSID or ESSID). The WLAN information may also
include authentication and/or security information for ob-
taining access to the WLAN (e.g. a network key, passkey,
security key, etc.). One of the WLANSs appropriate WLAN
from profiles 602 will be selected for communication
when available, as prioritized in a prioritized list of the
profiles 602. When not connected in a WLAN, the wire-
less device normally operates to search for WLANs iden-
tified in its stored profiles 602. Conversely, the wireless
device normally refrains from searching for and commu-
nicating in WLANSs other than those WLANSs identified in
stored profiles 602.

[0063] On the other hand, each one of profiles 604 is
associated with one of the applications and/or services
which utilizes a particular type and/or configuration of Wi-
Fi P2P network (or Wi-Fi Direct network). Each one of
profiles 604 includes parameters and/or properties as-
sociated with establishing the particular type and/or con-
figuration of Wi-Fi P2P network for the application and/or
service. Profiles 604 may be created, viewed, updated,
enabled, and disabled.

[0064] Properties in profiles 604 may include the fol-
lowing. Properties may include a device type property
which indicates a device type of the device for the Wi-Fi
P2P network connection to be established. The device
type may be the device type that is being searched for
in the discovery. Note that there may be two device types
specified in the profile: a primary device type and a sec-
ondary device type. The device types may be or include
the appropriate device types in the Wi-Fi Direct Network
as described in the Wi-Fi Peer-To-Peer (P2P) Technical
specification (e.g. in Annex B thereof). The device types
may be or include the predefined values as set forth
therein. The device type may be orinclude category iden-
tification (ID) and/or subcategory identification (ID). Ex-
amples of such types are as follows: a computer, an input
device, a printer, a camera, a display (monitor), a gaming
device, an audio device, a multimedia device, or a tele-
phone device.

[0065] Properties may additionally or alternatively in-
clude an advertised device type property which indicates
the device type of wireless device 201. The advertised
device type may be the device type to be advertised by
wireless device 201. Note that there may be two adver-
tised device types specified in the profile: a primary ad-
vertised device type, and a secondary advertised device
type. The advertised device types may be or include the
appropriate device types in the Wi-Fi Direct Network as
described in the Wi-Fi Peer-To-Peer (P2P) Technical
specification (e.g. in Annex B thereof). The device types
may be or include the predefined values as set forth
therein. The advertised device type may be or include
category identification (ID) and/or subcategory identifi-
cation (ID). Examples of such types are as follows: a
computer, an input device, a printer, a camera, a display
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(monitor), a gaming device, an audio device, a multime-
dia device, or a telephone device.

[0066] Properties in profiles 604 may additionally or
alternatively include a service type property which indi-
cates a service type which identifies the service associ-
ated with the device. For example, the service types may
be or include the appropriate service types as described
in the Wi-Fi Peer-To-Peer (P2P) Technical specification
(e.g. in Annex E thereof). Examples of such types are as
follows: a file sharing service, or a printing service. Alter-
natively, examples of such types are as follows: Apple
File Sharing (AFP) service (or AFP over TCP service),
or IP Printing (IPP) Bonjour service.

[0067] Properties in profiles 604 may additionally or
alternatively include a discovery mode property which
indicates a mode utilized for the discovery of devices for
the Wi-Fi P2P network connection. The discovery mode
property may be set to one of the following: a triggered
mode of discovery, or a periodic mode of discovery. Al-
ternatively, the discovery mode may be set to one of the
following: a triggered mode of discovery, a periodic mode
of discovery, or a Group Owner (GO) mode of discovery.
[0068] Properties in profiles 604 may additionally or
alternatively include a persistent property or indication
which indicates whether or not the Wi-Fi P2P network is
persistent. If the network is persistent, when an applica-
tion is opened or activated, the wireless device connects
to a previously-established Wi-Fi P2P network.

[0069] Properties in profiles 604 may additionally or
alternatively include a coexistence indication or property
which indicates whether the Wi-Fi P2P network connec-
tion associated with this profile may be maintained while
the wireless device operates as a client in an infrastruc-
ture network. Properties may additionally or alternatively
include another coexistence indication or property which
indicates whether the Wi-Fi P2P network connection as-
sociated with this profile may be maintained while main-
taining another Wi-Fi P2P network connection.

[0070] More On Use Cases; Additional/Alternative
Profile Details. It is noted that many peer-to-peer "use
cases" for Wi-Fi P2P networking lend themselves to dif-
ferent modes of operation. For example, if a wireless de-
vice supports a network gateway feature (e.g. a mobile
hotspot or MHO feature), then the wireless device may
be configured to establish a persistent Wi-Fi P2P network
when the service is enabled. As another example, the
same wireless device may require a printer service to
allow an application to print a document. In this case, the
Wi-Fi P2P network may be established on-demand
based on an application trigger. In another example, a
social networking application may periodically search for
other communication devices running the same social
networking application, which may result in the wireless
device operating in a periodic discovery mode for other
devices which advertise the same service.

[0071] To accommodate for such various use cases,
profiles associated with the various application/services
utilizing Wi-Fi P2P networks are created and stored on
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the wireless device. These profiles are enabled when
needed, such as enabled in response to an activation of
an application associated therewith. Further, the profiles
may be enabled concurrently.

[0072] In one embodiment, the profiles may have data
structures defined for compatibility with the Wi-Fi Peer-
To-Peer (P2P) Technical specification. Each profile may
include information specific to Wi-Fi P2P network oper-
ation, including device discovery behavior, service dis-
covery options, co-existence with infrastructure connec-
tivity, as well as operational characteristics of the network
(e.g. whether it is persistent, or triggered on application
launch). These profiles may be provisioned as defaults
in the wireless device, and/or may be configured by ap-
plications when installed.

[0073] The profiles are used to manage the behavior
of the WLAN or Wi-Fi driver of the wireless device to
accommodate for the various application/services. The
driver may be configured to support each particular use
case. More particularly, the driver may use the profile
information to manage peer-to-peer communications on
the wireless device, as well as to arbitrate between Wi-
Fi P2P network and other modes of connectivity (e.g.
infrastructure STA mode). The driver may be further con-
figured to support other application requirements, such
as sleep modes, discovery modes, and/or co-existence
with an infrastructure network connection over WLAN,
etc. An example set of properties and/or parameters re-
lating to the behavioral characteristics were provided ear-
lier above.

[0074] FIG. 7 illustrates that wireless device 201 may
be configured to communicate concurrently with two dif-
ferent wireless networks. In this example, wireless device
201 may be particularly configured as a "P2P concurrent
device" in accordance with the protocols in the Wi-Fi
Peer-To-Peer (P2P) Technical specification. Here, wire-
less device 201 has a first MAC entity 702 operating as
aclient station in a WLAN (i.e. a "WLAN-STA") (e.g. with
AP 116 of the WLAN) and a second MAC entity 704 op-
erating as a peer-to-peer device (e.g. with P2P device
195 and P2P device 197). Dual MAC functionality may
be implemented as, for example, two virtual MAC entities
over one physical layer (PHY) entity. Thus, wireless de-
vice 201 may operate to concurrently maintain two dif-
ferent types of wireless connections, via the same wire-
less transceiver or PHY entity.

[0075] Referring now ahead to FIG. 9, what is shown
a flowchart for describing a method for use in communi-
cating in a P2P network. The method of FIG. 9 may be
performed by wireless device 201 described in relation
to FIGs. 1-8 above. In such technique, the wireless device
may operate substantially in accordance or compatible
with the Wi-Fi P2P network protocols in the Wi-Fi Peer-
To-Peer (P2P) Technical specification.

[0076] The techniques described in relation to the flow-
chart of FIG. 9 may be performed by one or more con-
trollers or processors of the wireless device along with
its wireless or RF transceiver(s). A computer program
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product which may embody the technique may include
a computer readable medium (e.g. memory of the com-
munication device, computer disk, CD-ROM, etc.) having
computer instructions stored therein which are executa-
ble by the one or more processors of the wireless device
for performing the technique.

[0077] Beginning at a start block 902 of FIG. 9, a wire-
less device operates to establish a P2P network with oth-
er P2P devices (step 904 of FIG. 9). Here, the wireless
device operates in an access point "AP" mode of oper-
ation, so that P2P devices may associate with it for direct
RF communications. Data may be communicated direct-
ly between the P2P devices without the data traversing
any fixed wireless network infrastructure. For this pur-
pose, the wireless device may operate as a group owner
(GO) in the P2P network. For example, the wireless de-
vice may operate as a GO (substantially) in accordance
with or compatible with the Wi-Fi Peer-To-Peer (P2P)
Technical specification.

[0078] In addition, the wireless device may perform
concurrent operations as a client station with another AP
(see e.g. the discussion in relation to FIG. 7). In order to
communicate with this other AP as a client station, the
wireless device must temporarily cease communications
with the P2P devices. Further, in order to ensure that the
P2P devices will not attempt to communicate with the
wireless device while it communicates with the other AP,
the wireless device communicates the times during which
it will be absent or unavailable for communications with
the P2P devices. This operation will be described in more
detail below.

[0079] Next, the wireless device identifies the type of
communications which are established (or to be estab-
lished) with each one of the P2P devices (step 906 of
FIG. 9). There may be a plurality of different types of
communications established between the P2P devices
and the group owner. For example, the type of commu-
nications may be defined by (atleastin part) a (minimum)
bandwidth requirement for the communications.

[0080] Insome embodiments, the type of communica-
tions may be identified by a traffic class or Quality of
Service (QoS) criteria associated with the communica-
tions.

[0081] Note thata traffic class may be a conversational
or voice traffic class, a streaming traffic class, an inter-
active traffic class, or a background traffic class. A con-
versational or voice traffic class is associated with tradi-
tional voice communications, which are usually two-way
and sensitive to delay, delay variation, and data loss. A
streaming traffic class is typically associated with one-
way communications which are less sensitive to delay
and data loss, but are sensitive to delay variations and
typically require a high bandwidth. An example of stream-
ing traffic class is a video player application. On the other
hand, an interactive traffic class is typically associated
with two-way "busty" types of communications. These
communications can tolerate moderate delay and data
loss and have variable bandwidth requirements. On-line
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video game and web-surfing (browser) applications are
examples of the interactive traffic class. Finally, a back-
ground traffic class is typically associated with commu-
nications which are highly tolerant of delay and data loss
and may have variable bandwidth requirements. Exam-
ples of these applications include e-mail and file transfer
applications.

[0082] The wireless device assigns or groups the P2P
devices into different multicast groups (step 908 of FIG.
9). In some embodiments, the wireless device assigns
or groups the P2P device into different multicast groups
based on the identifying in step 906. More particularly,
the wireless device assigns or groups one or more P2P
devices having the same (or substantially the same) type
of communications into the same multicast group. Thus,
each multicast group is associated with the same (or sub-
stantially the same) type of communications, but with a
different type of communications from all other multicast
groups.

[0083] In some embodiments, each multicast group
may simply include one or more P2P devices determined
to have a bandwidth requirement within a predetermined
range. In some other embodiments, each multicastgroup
may include one or more P2P devices having communi-
cations with the same traffic class or QoS criteria. For
example, the wireless device may group one or more first
P2P devices having communications associated with a
voice traffic class into a first multicast group, and one or
more second P2P devices having communications as-
sociated with a streaming traffic class into a second mul-
ticast group.

[0084] In the technique, a multicast address is as-
signed to each one of the multicast groups. The assign-
ment and communication of the multicast address may
be done in any suitable manner. In some embodiments,
a multicast address may be determined and communi-
cated by the group owner when each P2P device joins
the group (e.g. the assignment may be communicated in
an association frame). In some other embodiments, the
multicast address may be negotiated between P2P de-
vices using a new Public Action frame (e.g. a newly-de-
fined frame named "NoAGroupRequest/Response”
frame). In yet other embodiments, a multicast address
may be determined and communicated as part of an ap-
plication or service, where the application or service in-
cludes information indicating the traffic class or QoS cri-
teria. Here, there may be a multicast group assigned to
each application type (e.g. printing, video streaming,
VolP, etc.).

[0085] The wireless device then calculates (or other-
wise determines or selects) different Notice of Absence
(NoA) data for each multicast group (step 901 of FIG. 9).
Each NoA data includes at least a time period of absence
for communicating with the P2P devices of the multicast
group. If communications are necessary, the wireless de-
vice will communicate with the P2P devices outside of
the time period of absence from the first NoA data.
[0086] In some embodiments, the NoA data may be or
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include a NoA attribute. The NoA attribute may be defined
in the Wi-Fi Peer-To-Peer (P2P) Technical specification,
forexample. Here, the NoA attribute includes a starttime,
an interval, a duration, and a count. In some embodi-
ments, the durations of absence for each multicast group
are set to be different, but the start times, the intervals,
and the counts are set to be the same for each multicast
group. In some other embodiments, the counts may be
set to be different for each multicast group.

[0087] The duration of absence for each multicast
group may be determined based on the (minimum) band-
width requirement for the multicast group. More particu-
larly, the duration of absence for a multicast group may
be calculated to be inversely related to the bandwidth
requirement for the multicast group. For example, the
multicast group with the largest bandwidth requirement
may be calculated to have the smallest duration of ab-
sence. The counts may similarly be varied.

[0088] The wireless device then produces and sends
a multicast message with the NoA data associated with
a multicast group (step 912 of FIG. 9). In order to com-
municate with all of the P2P devices in the multicast
group, the multicast message includes the multicast ad-
dress associated with the group (see e.g. FIG. 8). If there
are one or more additional multicast groups to be proc-
essed as identified at step 914 of FIG. 9, the wireless
device will produce and send a multicast message with
the NoA data associated with this additional multicast
group, repeating step 912.

[0089] Multicast addressing is now discussed with ref-
erence back to FIG. 8, which is an illustration of a format
of a message including an address field 800 which may
be populated with an address for multicast messaging.
The address may be referred to as a MAC address or a
layer-2 address. MAC is used for access to the physical
layer from the data link layer according to the ISO/OSI
model. Address field 800 may include an indication which
indicates whether the address is a unicast address or a
multicast address. The indication may be a bit indication
in address field 800 (e.g. the least significant bit of the
most significant octet of the address). If the least signif-
icant bit of the most significant octet of the address is set
to zero ("0"), the frame is intended to reach only a single
receiving device. This type of communication or address-
ing may be referred to as unicast communication or ad-
dressing. Here, a unicastframe is transmitted to all nodes
within the collision domain, which typically ends at the
nearest network switch or router. Only the node with the
matching hardware MAC address will accept the frame,
and network frames with non-matching MAC addresses
are ignored. On the other hand, if the least significant bit
of the most significant octet of the address is set to one
("I"), the frame will still be sent only once; however, de-
vices may accept the frame based on different criteria
than a matching MAC address. For example, devices
may accept the frame based on a configurable list of ac-
cepted multicast MAC addresses. This type of commu-
nication or addressing may be referred to as multicast
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communication or addressing.

[0090] In some embodiments, wireless device may
send such messages in a beacon frame in step 912 of
FIG. 9. In IEEE 802.11, a typical beacon frame is approx-
imately fifty bytes long, with about half of that being a
common frame header and cyclic redundancy checking
(CRC) field for error detection capability. The beacon
frame body resides between the header and the CRC
field and constitutes the other half of the beacon frame.
As with other frames, the header includes source and
destination MAC addresses as well as other information
regarding the communications process. For traditional
broadcasts, the destination address is set to all ones,
which is the broadcast MAC address. This causes all
stations on the channel to receive and process each bea-
con frame. Using multicast groups per the present dis-
closure, the destination address is set to a multicast ad-
dress associated with the specific multicast group.
[0091] In some embodiments, a plurality of multicast
groups may be communicated in a single beacon. This
may be done, for example, by communicating with use
of an existing or newly-defined IEEE 802.11 element.
The newly-defined IEEE 802.11 element may have the
following format, for example:

* Element ID: TBD value - an integer assigned by
IEEE or a vendor specific element

* Length: 3-255 octets

* Number of NoA Groups: variable - the number of
NoA Groups

* Group 1: NoA Address - 6 octet group (multicast)
address; NoA Schedule element (as per Wi-Fi P2P
Specification)

* Group 2: ...

* Group N

In other embodiments, the wireless device may send a
group (multicast) management frame which includes the
NoA data for a specific multicast group.

[0092] Continuing with FIG. 9, if there is a new mes-
sage to be processed (step 916 of FIG. 9), then the wire-
less device repeats steps 912 and 914 for again produc-
ing and sending the messages. If a new P2P device has
entered in the P2P network (step 918 of FIG. 9), the wire-
less device repeats the technique at step 906 (i.e. to iden-
tify the type of communications for any new P2P device),
step 908 (i.e. to group the P2P devices into different mul-
ticast groups), step 910 (i.e. to calculate or adjust the
NoA data for each multicast group), etc. Otherwise, the
technique repeats step 916. Note that step 918 may ad-
ditionally or alternatively include identifying whether an
existing P2P device has left the P2P network, whether
the type of communications for an existing P2P device
has changed to a different type of communications, or
some or all of the above.

[0093] FIG. 10 is a timing diagram 1000 of communi-
cations involving the wireless device 201 operating as a
group owner (GO) in a P2P network, scheduling absenc-
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es in the P2P network by communicating NoA data in a
broadcast message, without use of the technique of FIG.
9. A time line 1020 depicts communications for the wire-
less device 201 which is the group owner, a time line
1022 depicts communications for P2P device 195, and
a time line 1024 depicts communications for P2P device
197. P2P device 195 is operating in active mode, where-
as P2P device 197 is operating in power saving (PS)
mode. For wireless device 201, time line 1020 illustrates
the absence period (e.g. an absence period 1002), data
or communication periods (e.g. a data or communication
period 1003), the intervals, the durations, and the counts.
In the active state, P2P device 195 places itself in a doze
state during a doze period 1004 corresponding to each
absence period 1002, and exits the doze state and com-
municates (if necessary) in each data period 1006 which
follows the doze period 1004. Inthe PS mode, P2P device
197 places itself in a doze state during a doze period
1008 which spans across multiple absence periods of
the wireless device 201.

[0094] FIG. 11is another timing diagram 1100 of com-
munications involving the wireless device operating as a
group owner in a P2P network, scheduling absences in
the P2P network by communicating different NoA data
to different multicast groups, using the technique of FIG.
9 and the present disclosure. Relatedly, FIG. 12 is a
close-up of a portion of the timing diagram 1100 of FIG.
11, showing the differences in doze periods of the differ-
ent multicast groups, which is based on the different NoA
data. The timing diagram 1100 shows the absence peri-
ods (e.g. an absence period 1102), data or communica-
tion periods (e.g. a data or communication period 1104),
the intervals, the durations, and the counts.

[0095] In the present embodiment, P2P device 195 is
in a first multicast group and P2P device 197 isin a sec-
ond multicast group. In the timing diagram 110, both P2P
devices 195 and 197 are operating in the active mode.
P2P device 195 of the first multicast group places itself
in a doze state during a doze period 1106 corresponding
to each absence period 1102, and exits the doze state
and communicates (if necessary) in each data period
1108 which follows the doze period 1106. On the other
hand, P2P device 197 of the second multicast group plac-
es itself in a doze state during a doze period 1110 and
exits the doze state and communicates (if necessary) in
each data period 1112 which follows the doze period
1110.

[0096] As mentioned, the wireless device 201 operat-
ing as the group owner sends different NoA data to the
first and the second multicast groups. In particular, the
first multicast group which includes P2P device 195 re-
ceives a first absence period from the wireless device
201, and the second multicast group which includes P2P
device 197 receives a second absence period from the
wireless device 201 that is greater than the first absence
period received by the first multicast group.

[0097] In this example, the first multicast group may
be of the voice or conversational traffic class and/or or
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have a relatively low minimum bandwidth requirement,
whereas the second multicast group may be of the
streaming traffic class and/or have a relatively high min-
imum bandwidth requirement.

[0098] Thus, as described herein, a wireless device is
configured to operate as a group owner (GO) in a peer-
to-peer (P2P) network. The wireless device sends a first
multicast message to one or more first P2P devices in
the P2P network. The first multicast message includes
first notice of absence (NoA) data. The wireless device
also sends a second multicast message to one or more
second P2P devices in the P2P network. The second
multicast message includes second notice of absence
(NoA) data. Partitioning in the P2P network in this fashion
may be set based on the different types of communica-
tions established for the P2P devices (e.g. the different
traffic classes or Quality of Service (QoS) types).
[0099] Inaddition, othertechniques fora wireless peer-
to-peer (P2P) device whichis configured to communicate
in a P2P network having a group owner (GO) are de-
scribed. In one illustrative example, a technique involves
the actions of receiving from the group owner a multicast
message which includes notice of absence (NoA) data.
The NOA data includes a time period of absence from
the P2P network. The wireless P2P device may commu-
nicate with the group owner outside of the time period of
absence indicated in the NoA data of the multicast mes-
sage. On the other hand, the wireless P2P devicerefrains
from communicating with the group owner during the time
period of absence in the NoA data of the multicast mes-
sage. The time period of absence with the group owner
may be based on the type of communications established
with the wireless P2P device (i.e. the traffic class or Qual-
ity of Service (QoS) type).

[0100] The above-described embodiments of the
present disclosure are intended to be examples only.
Those of skill in the art may affect alterations, modifica-
tions and variations to the particular embodiments with-
out departing from the scope of the application. Although
the description relates to specific examples for illustra-
tion, where the WLAN is an IEEE 802.11-based network,
for example, different environments may be applicable
as well. As afew other examples, the wireless networking
may be based on a WiMAX network (i.e. IEEE 802.16),
or an Ultra-WideBand (UWB) network (i.e. IEEE 802.15).
The invention described herein in the recited claims in-
tends to cover and embrace all suitable changes in tech-
nology.

Claims
1. A method in a wireless device which is configured
to operate as a group owner (GO) in a peer-to-peer

(P2P) network, the method comprising:

sending a first multicast message to one or more
first P2P devices in the P2P network, the first
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multicast message including first notice of ab-
sence (NoA) data; and

sending a second multicast message to one or
more second P2P devices in the P2P network,
the second multicast message including second
NoA data.

The method of claim 1, wherein the first NoA data
includes a first time period of absence for communi-
cating with the first P2P devices, and the second
NoA data includes a second time period of absence
for communicating with the second P2P devices, the
method further comprising:

identifying that the one or more first P2P devices
are associated with a first type of communica-
tions;

identifying that the one or more second P2P de-
vices are associated with a second type of com-
munications; and

calculating the first and the second time periods
of absences based on the first and the second
types of communications.

The method of claim 1, wherein communications of
the one or more first P2P devices are associated
with afirst traffic class or first Quality of Service (QoS)
criteria, and communications of the one or more sec-
ond P2P devices are associated with a second traffic
class or second first QoS criteria.

The method of claim 3, further comprising:

identifying that the communications of the one
or more first P2P devices are associated with
the first traffic class or the first QoS criteria; and
identifying that the communications of the one
ormore second P2P devices are associated with
the second traffic class or the second QoS cri-
teria.

The method of claim 4, further comprising:

calculating the first NoA data for the one or more
first P2P devices in response to identifying their
association with the first traffic class or the first
QoS criteria; and

calculating the second NoA data for the one or
more second P2P devices in response to iden-
tifying their association with the second traffic
class or second QoS criteria.

The method of claim 1, wherein at least the first mul-
ticast message is included in a beacon frame.

The method of claim 1, wherein the first NOA data is
indicative of a first period of absence for communi-
cating with the first P2P devices, and the second

10

15

20

25

30

35

40

45

55

14

EP 2 713 670 A1

10.

1.

12.

13.

26

NoA data is indicative of a second period of absence
for communicating with the second P2P devices, the
method further comprising:

communicating with the one or more first P2P
devices outside of the first period of absence
indicated in the first NoA data; and
communicating with the one or more second
P2P devices outside of the second period of ab-
sence indicated in the first NoA data.

The method of claim 6, wherein the first NoA data
comprises a first NoA attribute which includes a first
start time, a first interval, a first duration, and a first
count field, and wherein the second NoA data com-
prises a second NoA attribute which includes a sec-
ond start time, a second interval, a second duration,
and a second count field.

A wireless communication device, comprising:

one or more processors;
aradio frequency (RF) transceiver (RF) coupled
to the one or more processors; and

the one or more processors being configured to
operate the wireless communication device as
a group owner (GO) in a peer-to-peer (P2P) net-
work by performing the method of any one of
claims 1-8.

A method in a wireless peer-to-peer (P2P) device
which is configured to communicate in a P2P net-
work having a group owner (GO), the method com-
prising:

receiving from the group owner a multicast mes-
sage which includes notice of absence (NoA)
data, the NoA data including a time period of
absence from the P2P network; and

refraining from communicating with the group
owner during the time period of absence indi-
cated in the NoA data of the multicast message.

The method of claim 10, further comprising:
entering into a doze state during the time period
of absence indicated in the NoA data of the mul-
ticast message.

The method of claim 10, further comprising:
communicating with the group owner outside of
the time period of absence indicated in the NoA
data of the multicast message.

The method of claim 10, further comprising:

wherein the time period of absence is setin ac-
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cordance with a type of communications estab-
lished with the P2P device; or
wherein the time period of absence is set in ac-
cordance with a traffic class or Quality of Service
(Qo8) criteria of communications of the P2P de- 5
vice; or
wherein the time period of absence is inversely
related to a bandwidth requirement of commu-
nications of the P2P device via the group owner.

10

14. A wireless communication device, comprising:

one or more processors;
a radio frequency (RF) transceiver coupled to
the one or more processors; and 15
the one or more processors being operative to
communicate in a peer-to-peer (P2P) network
having a group owner (GO) by being configured
to perform the method of any one of claims
10-13. 20
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(57) Abstract: A system and method of providing, to a client, access to multiple packet data networks (PDNs), each PDN providing
a dedicated PDN connection is disclosed. The client is provided with a number of virtual MAC addresses. Each of the virtual MAC
addresses is assigned to a dedicated PDN connection and each dedicated PDN connection is associated with one of the packet data
networks. One of the virtual MAC addresses is then delivered via a 4 address MAC frame when the client is communicating with the
associated data service. The client may be a Wi-Fi client communicating with the associated data service over a cellular data net -
work.
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METHOD AND SYSTEM FOR PROVIDING MULTIPLE SERVICES OVER WLAN

[0001] This application claims priority to U.S. Provisional Patent Appln. No. 61/677,079,

filed July 30, 2012, the contents of which are incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present application relates generally to WLAN access to a cellular network,

more specifically, to providing multiple virtual services over a WLAN interface.

BACKGROUND OF THE INVENTION

[0003] A need exists to provide multiple concurrent services over WLAN (Wireless Local
Area Network). For example when WLAN is used to provide access to cellular data
networks, it is desirable to provide access to multiple PDNs (Packet Data Networks). This
capability is currently done on 3G/4G networks where, e.g., IMS (IP Multimedia Subsystem)
and Internet access can be simultaneously provided. Each of these services is identified via
their APNs (Access Point Name). It is the name of a network, where a network in 3GPP
terminology is called Packet Data Network (PDN). In the 3GPP core network, there is a
gateway called PGW (Packet Data Network Gateway). This is a PDN GW; i.e. a gateway
towards one or more PDNs. Between the UE (User Equipment; e.g., Wi-Fi client) and
PGW(s) one or more “PDN connections” are setup. Each PDN connection is a virtual point-
to-point link from a UE to a PDN. A UE initiates the setup of a PDN connection. When it
does that, it may include an APN. Each PDN connection has one IP address. As each PDN
may have its own IP address range, it can occur that two PDN connections to different PDNs
get the same IP address. Herein, the term “PDN” may be used for a “PDN connection.”
Thus, the IP address spaces for each of the different services may overlap, making IP address
resolution of the services impossible. What is needed is a means to provide multiple virtual

point-to-point links between the device and one or more PDNs.
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[0004] Other approaches have been proposed to solve this problem, including running
VLANSs (Virtual Local Area Networks, e.g., IEEE 802.1Q) over WLAN, and performing
tunneling over WLAN (using e.g. GRE - Generic Routing Encapsulation). The approach
described below is potentially simpler to implement than the alternatives, reducing device
cost and power consumption and the basic frame structure is already implemented in some

existing devices.

SUMMARY OF THE INVENTION

[0005]) The present invention is directed to alleviating the problems of the prior art. In
particular, the present invention proposes to use the IEEE 802.11 WDS (Wireless
Distribution System) four-address frame format to segregate multiple virtual services over a

single WLAN interface.

[0006] According to one aspect of the present invention, a method provides to a client
access to multiple packet data network (PDN) connections — preferably over WLAN, each
PDN providing a dedicated PDN connection (e.g., Skype, Netflix, etc.), a single PDN capable
of providing multiple services. The client (e.g., User Equipment (UE) such as a cell phone) is
provided with a number of virtual MAC (Media Access Control) addresses. Each of the
virtual MAC addresses is assigned to a dedicated PDN connection and each dedicated PDN
connection is associated with one of the PDNs. One of the virtual MAC addresses is then
provided via a 4 address MAC frame for the client to communicate with the associated data
service. When communicating with a data service via a PDN connection, the virtual MAC

address associated with the PDN connection is then included in a 4 address MAC frame.

[0007] In a preferred embodiment, the client is a Wi-Fi client, and the Wi-Fi client is

communicating with the associated data service over a cellular data network.

[0008] According to another aspect of the present invention, apparatus providing to a client,

access to a plurality of PDNs, each PDN providing a dedicated PDN connection, includes an
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Access Point (AP) configured to communicate with (i) the client and (ii) the blurality of
PDNs. The AP may be configured to provide the client a plurality of virtual MAC addresses,
and to assign each of the virtual MAC addresses to a dedicated PDN connection, where each
dedicated PDN connection is associated with one of the PDNs. The AP is further configured
to provide one of the virtual MAC addresses via a 4 address MAC frame for the client to
communicate with the associated data service. In alternative embodiments, the virtual MAC
addresses may be (i) pre-loaded onto the UE (User Equipment, e.g., a cell phone) as pre-
configured global MACs (e.g., for each data service), (ii) administered by the network (fixed
or 3GPP (3rd Generation Partnership Project) AAA (Authentication, Authorization and
Accounting protocol)) and sent to UE at authentication, and/or (iii) negotiated dynamically
when the UE needs it (e.g. based on ARP (Address Resolution Protocol)). In alternatives (ii)
and (iii), the virtual MAC addresses may be supplied to the UE through the AP.

[0009] According to a further aspect of the present invention, at least one computer-
readable, non-transitory medium is provided, which contains program code which, when
loaded into one or more processors of an AP, causes the one or more processors to provide to
a client access to a plurality of PDNs, where each PDN provides a dedicated PDN
connection. The program code causes the one or more processors to provide the client a
plurality of virtual Media Access Control (MAC) addresses; where each of the virtual MAC
addresses corresponds to a dedicated PDN connection, each dedicated PDN connection being
. associated with one of the PDNs; and deliver one of the virtual MAC addresses via a 4
address MAC frame for the client to use when the client is communicating with the

associated data service.

[0010] Other aspects and features of the present invention will become apparent to those of
ordinary skill in the art upon review of the following description of specific embodiments of

the invention in conjunction with the accompanying figures.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Fig. lais a diagram illustrating the general 802.11 frame format;

{0012} Fig. 1b is a diagram illustrating the 802.11 frame format in accordance with the

preferred embodiments;

[0013] Fig. 2 is a diagram illustrating a typical use of the known 802.11 address format

frame in a wireless bridge;

[0014] Fig. 3 is a block diagram illustrating links between a UE and a Trusted WLAN

Access Gateway (TWAG) according to an embodiment of the invention;

[0015] Fig. 4 is a is a schematic block diagram of the structure according to the preferred

embodiments;

[0016] Fig. 5 is a functional flow chart illustrating how the four-address MAC header is

used for communication between a UE and a PDN;
[0017] Fig. 6 is a flow chart of a preferred process according to the present invention;

[0018] Fig. 7 is a process diagram of an initial attachment in WLAN on GTP (GPRS

Tunneling Protocol) S2a;

[0019] Fig. 8 is a process diagram of UE-Initiated connectivity to additional PDN in
WLAN on GTP S2a;

[0020] Fig. 9 is a process diagram of a handover procedure between 3GPP access and

WLAN on S2a;
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(0021] Fig. 10 is a process diagram of a handover from WLAN on GTP S2a to 3GPP

access;

[0022] Fig. 11 is a process diagram of a UE/TW AN-initiated PDN disconnection procedure
with GTP S2a in WLAN;

[0023] Fig. 12 is a process diagram of a PDN GW Initiated Bearer Deactivation with GTP

on S2a.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0024] In order to lighten the following description, the following acronyms will be used

herein: Table 1

3GPP 3rd Generation Partnership Project

AAA Authentication, Authorization and
Accounting protocol

AKA Authentication and Key Agreement

AMBR Aggregate Maximum Bit Rate

AP Access Point

APN Access Point Network

ARP Address Resolution Protocol

BNG Broadband Network Gateway

BSSID Basic Service Set Identifier

DA Destination Address

DHCP Dynamic Host Control Protocol

EAP Extendible Authentication Protocol
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6

EPC Evolved Packet Core

EPS Evolved Packet System

FFS For Further Study

GPRS General Packet Radio Service

GSM Global System for Mobile
communications

GTP GPRS Tunneling Protocol

hPCRF Home network Policy Control and
Charging Rules Function

HPLMN Home Public Land Mobile Network

IMSI International Mobile Subscriber Identity

IP-CAN IP Connectivity Access Network

LBO Local Breakout

MAC Media Access Control

NSWO Non Seamless WLAN Offload

PCEF Policy and Charging Enforcement
Function

PCRF Policy and Charging Rules Function

PDN Packet Data Network

PMIPv6 Proxy Mobile IP version 6

QoS Quality of Service

RA Receiver Address

S2a Trusted non-3GPP interface to EPC

SA Source Address

SaMOG S2a-based Mobility over GTP
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7

SDO Standard Development Organization
TA Transmitter Address
TEID Tunnel Endpoint ID
TWAG Trusted WLAN Access Gateway
UE User Equipment
vPCRF Visited network Policy Control and

Charging Rules Function
VPLMN Visited Public Land Mobile Network
WDS Wireless Distribution System
WLAN Wireless Local Area Network
WLCP WLAN Control Protocol

[0025] In overview, the present invention proposes a solution for SaMOG (S2a-based
Mobility over GTP) phase 2. For the first PDN connection, additional information elements
are proposed to be added to EAP-AKA (Extendible Authentication Protocol - Authentication
and Key Agreement). These information elements may carry e.g. handover indicator or APN.
For additional PDN connections, traffic may be separated on a per-PDN connection basis
using four MAC addresses in the 802.11 frame. A control protocol may be used to setup and

teardown additional PDN connections.

[0026] Typically, the first PDN/NSWO (Non Seamless WLAN Offload) connection over
WLAN uses the per-UE point-to-point link as defined in TS 23.402 clause 16. Standard IEEE
802.11 messaging is used over the Wi-Fi air link. As defined in IEEE 802.11-2007 section
7.2.2, a normal data frame uses three address fields. E.g. for an uplink frame (To DS=1 and
From DS=0 in table 7-7 of IEEE 802.11-2007):

Address #1 is the receiving address (RA) and equals the BSSID of the AP;
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Address #2 is the transmitting address (TA) and equals the source address
(SA) which equals the MAC address of the UE;

Address #3 is the destination address (DA) and equals the MAC address of the
TWAG (Trusted WLAN Access Gateway).

The MAC header also defines an address #4 which is normally not used.

[0027] To achieve a per-UE-and-PDN point-to-point link for additional PDN/NSWO
connections, all four address fields in the MAC data frame header are used in accordance
with the present invention. Frames are sent/received with header fields To DS=1 and From
DS=1 as defined in table 7-7 of IEEE 802.11-2007. E.g. for an uplink frame:

Address #1 is RA and equals the BSSID of the AP;

Address #2 is TA and equals the physical MAC address of the UE;

Address #3 is DA and equals the MAC address of the TWAG;

Address #4 is SA and equals a virtual MAC address of the UE.

[0028] In the present invention, for each additional PDN connection, there is a virtual MAC
address on the UE. This address is preferably unique within the scope of the UE. A virtual
MAC address combined with the physical MAC address of the UE provides a globally unique
identification for a PDN/NSWO connection. The TWAG and the UE can use this

identification to correlate a packet to the correct PDN/NSWO connection.

{0029] Preferably, the 4-address MAC frame is used only over the Wi-Fi air link. Between
the access point and TWAG, standard (wired) Ethernet frames are used. For an additional
PDN connection, the UE virtual MAC address may be used between the access point and
TWAG. The solution may be: (1) In the downlink, the AP preferably is able to know which
physical MAC belongs to a virtual MAC. This may be a new AP requirement. It may learn
this from uplink packets, though. (2) If we the physical MAC is not used between AP and
TWAG, but only use the virtual MAC, then the virtual MAC should be unique within the

scope of a TWAG. So, some kind of MAC negotiation mechanism can be used. This could be
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done with the control protocol in the next section. Alternatively, some other mechanism e.g.

VLANSs between AP and TWAG may be used.

[0030] WLCP (WLAN Control Protocol) is a new protocol (related to SaMOG). The details
are to be defined in Wi-Fi Alliance or 3GPP. WLCP could use the 4-address field as well;
e.g. a dedicated virtual MAC is used to denote WLCP packets. The WLCP packets may be
defined by Wi-Fi Alliance or stage 3 in 3GPP. A WLCP packet may e.g. indicate “attach”

including APN and handover indicator.

[0031] Fig. la, is a diagram which illustrates the general format of the 802.11 MAC frame
format. The MAC frame format comprises a set of fields that occur in a fixed order in all
frames. There are three address fields in the MAC frame format, four when the ad hoc or the
Wireless Distribution System (WDS) mode is being used. These fields are used to indicate
the basic service set identifier (BSSID), source address, destination address, transmitting
station address, and receiving station address. The usage of the four address fields in each
frame type is indicated by the abbreviations BSSID, Destination Address (DA), Source
Address (SA), Receiver Address (RA), and Transmitter Address (TA).

[0032] Fig. 1b, is a diagram which illustrates the format of the 802.11 4-address MAC
frame format according to the preferred embodiments. It is similar to Fig. 1a, but specifies

that the fourth MAC address is a virtual MAC address.

[0033] In Fig.2,a LAN 1 (200) has a Station 1 (202), a Station 2 (204), an AP 1 (206), and
UE (208), which communicates with at least one of antennas (210) and (212). A second
LAN 2 (220) has a Station 3 (222), a Station 4 (224), an AP 2 (226), and antennas (230) and
(232). LAN 1 communicates with LAN 2 over WDS link (240), using an 802.11 4-address
format frame (280) according to the ad hoc or WDS modes. LAN1 and LAN 2 operate with
802.3 Ethernet Frames (250) and (252), respectively. LAN 1 can communicate with a
cellular network (260) and/or an Internet or other network (270). Each of the Stations, APs,

and UEs includes one or more processors, ROM storing program code for carrying out the
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functions described herein, RAM, typical interfaces, transmitters/receivers, antennas, power
supplies, etc. The UE may, for example, be a hand-held portable device such as a cellular

telephone, smart phone, pad device, Personal Data Assistant, laptop computer, etc.

[0034] In Fig. 2, the four-address format frame (280) may be used to direct information
over the WDS link (240). In this case, the four-address format frame (280) comprises the
MAC address of Station 1 (202), the MAC address of Access Point 1 (206), the MAC address
of Access Point 2 (226), and the MAC address of Station 3 (222). These are included in the
802.11 frame header. The frame data of (280) is the same as the original Ethernet frame
(250). Based on information in this four-address format frame (280), the original Ethernet

frame (250) will be reconstructed.

[0035] In the prior art, the UE typically can have only a single connection over the WLAN.
The UE will not be able to concurrently access more than one PDN connection. As indicated
earlier, when the WLAN is used to provide access to cellular data networks, it is desirable to
provide access to multiple PDNs (packet data networks). As will be described further below,
in the preferred embodiments, the IEEE 802.11 WDS (Wireless Distribution System) four-
address frame format (280) is used to segregate multiple virtual services over a single WLAN
interface. A four-address format currently may be used to create wireless repeater products,
where one pair of addresses defines the ultimate source and destination address, and the other
pair defines the next hop address. In the preferred embodiments on the other hand, the format
is modified to enable multiple virtual services to be associated with multiple virtual

addresses.

[0036] Fig. 3 shows the basic architecture of a wireless distribution system that illustrates
how a UE can access multiple services according to the preferred embodiments of the present
invention. In Fig. 3, MAC2@ and MAC3@ each are associated with an IP@. Thus, there
are a total of three IP addresses in Fig. 3. The figure illustrates how a Wi-Fi client, such as a

mobile device UE (302) can connect to a Trusted WLAN Access Gateway Cellular Network
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(304), or Internet or other network (306) and/or (308), via an Access Point (310) in order to
obtain access to additional services through the WLAN 340.

[0037] The Wi-Fi client (302) is provided access to multiple packet data networks (PDNs)
via a cellular data network (304), where each PDN provides a dedicated PDN connection.
More specifically, the Wi-Fi client (302) is provided with a number of virtual MAC addresses
(312) and (314). Each virtual MAC address (312) and (314) is assigned to a dedicated PDN
connection and each dedicated PDN connection is associated with one of the packet data
networks. The Wi-Fi client’s virtual MAC address for the requested data service is then
delivered via a 4 address MAC frame (inner address) when the Wi-Fi client (302) is

communicating with the associated data service over the cellular data network (304).

[0038] For an upstream frame (device to network), the receiver address is the wireless
access point (310) address MAC BSSAD1 (307; outer address), and the destination address is
the wireless access gateway address, while the transmitter address is the device (302)
physical address (316) and the source address is the device (302) virtual address (312; inner
address) and/or (314; inner address). For a downstream frame (network to device), the
transmitter address is the access point (310) address and the source address is the wireless
access gateway, while the receiver address is the device (302) physical address (316) and the

destination address is the device (302) virtual address (312) and/or (314).

[0039] Fig. 4 is a is a schematic block diagram of the structure according to the preferred
embodiments. The UE may comprise a cellular telephone (402) having an antenna (404)
which wirelessly communicates with a first antenna (454) of an AP (450). The cellular
telephone (402) also has one or more CPUs (406), a ROM (408), a RAM (410), a bus (412),
an antenna interface (414), a transmitter/receiver (416; which may be separate or combined
circuitry), and a power supply (418). The AP has a one or more CPUs (456), a ROM (458), a
RAM (460), a bus (462), a first antenna interface (456), a first transmitter/receiver (462;
which may be separate or combined circuitry), and a power supply (458). The AP (450) also

has a second antenna (470) for communicating with one or more dedicated Networks (480)
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and (482). A second interface (472) is coupled the second antenna (470), and a second
transceiver (474) is coupled to the second interface (472). A third interface (490) may, for

example, be coupled to a wired network via wiring (492).

[0040] For single APN connections, only the transmitter address and the receiver address
will be used on the upstream and downstream respectively. The need to use multiple PDN
connections is indicated when the device initially connects to the network, or when an
additional APN is needed, by using, e.g. extensions to EAP (Extensible Authentication
Protocol) or DHCP (Dynamic Host Control Protocol). In this case the source and destination

address fields will be used instead of transmitter and receiver.

[0041] For a first PDN connection, the normal Wi-Fi MAC address format is used. No
change is necessary compared to unmodified UE. The 4-MAC address MAC format is then
used between UE and AP for additional PDN connections. The 4-MAC frame in the
upstream, i.e. between UE and AP will comprise:

RA (Receiver Address) = AP BSSID

TA (Transmitter Address) = UE MAC@1 (physical)

DA (Destination Address) = TWAG

SA (Source Address) = UE MAC@?2 (virtual; for 2nd PDN connection).

{0042] On the downstream side, that is between the AP and UE, the 4-MAC frame format
will comprise:

RA (Receiver Address) = UE MAC@]1 (physical)

TA (Transmitter Address) = AP BSSID

DA (Destination Address) = UE MAC@?2 (virtual)

SA (Source Address) = TWAG.

Where, e.g., MAC@] is an abbreviation for MAC Address 1.
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[0043] Now, between the AP and the TWAG, normal addressing is used; e.g. using UE
MAC@?2 for the 2nd PDN connection. The virtual MAC addresses may assigned to the UE
by:
-Pre-configured global MACs loaded into the UE at the factory or a UE
provisioning facility (e.g., wireless provider store);
-Administered by a network (fixed or 3GPP (AAA) and sent to the UE at
authentication (perhaps limited to a max number of PDN connections); and/or
-Negotiated dynamically when the UE needs it (e.g. by means of the
previously mentioned WLCP, or based on ARP (Address Resolution
Protocol)).

[0044] Fig. 5, is a functional flow diagram illustrating how the 4-address MAC header is

“used in the establishment of an additional PDN connection in the preferred embodiments.

[0045] For authentication (EAP and 802.1X) and for the first PDN connection, the UE uses
its first MAC address and normal Wi-Fi MAC frame for addressing. This way, an easier UE

implementation can be achieved when only a single PDN connection is used.

[0046] For an additional PDN connection, the UE uses another virtual MAC address. All
signaling over Wi-Fi is done using the 4-address MAC frame. For PDN connections, DHCP
extensions may be used (when DCHP is the control plane protocol) to indicate handover and
a non-default APN. Downlink frames are always sent L2 (Layer 2) unicast (including e.g. RA
and IP multicast). The 4-address MAC frames use the same encryption over Wi-Fi as the

normal MAC frames.

[0047] Fig. 6 is a flow chart of a preferred process according to the present invention.
These functions are preferably carried out in the AP, using one or more processors therein,
together with memory storing program code to carry out the described functions. The

process provides the UE access to a plural PDNs, where each PDN provides a dedicated PDN
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connection. The process begins at step (602), and at step (604) the AP allocates the UE a
plurality of virtual MAC addresses. At step (606), the AP assigns each of the virtual MAC
addresses to a dedicated PDN connection, each dedicated PDN connection being associated
with one of the PDNs. At step (608), the AP delivers one of the virtual MAC addresses via a

4 address MAC frame when the UE is communicating with the associated data service.

- [0048] Fig. 7 is a process diagram of an initial attachment in WLAN on GTP (GPRS
Tunneling Protocol) S2a for roaming, LBO (Local Breakout), and non-roaming scenarios.
The procedure is as in 3GPP TS (Technical Specification) 23.402 clause 16.2.1 with the
following additions:

Step 1. Optionally, in order optimize network selection, the network may
indicate its capabilities (support for handover, support for attach to non-default APN, support
for non-seamless WLAN offload, support for EPC-routed traffic, support for attach to
multiple PDN connections). Preferably, it is FFS if these capabilities are specified by 3GPP
or by another SDO.

Step 2. The UE indicates initial attach in EAP to the 3GPP AAA. The UE
preferably indicates whether it requests EPC (Evolved Packet Core) access or non-seamless
WLAN offload in EAP to the 3GPP AAA. If the UE requests EPC access, it may indicate
APN. As part of step 2, the 3GPP AAA sends these indicators to the TWAN. If the UE
indicates EPC access without indicating APN, then the EAP reply indicates the selected
default APN. As part of step 2, the UE indicates its capabilities (support for handover,
support for attach to non-default APN, support for attach to multiple PDN connections). The
network indicates its capabilities (support for handover, support for attach to non-default
APN, support for non-seamless WLAN offload, support for EPC-routed traffic, support for
attach to multiple PDN connections) to the UE.

Step 3. If the UE indicated an APN in the previous step, the TWAN verifies
that it is allowed by subscription, selects the PDN GW for the APN correspondingly, and
includes the APN in the Create Session Request.
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[0049] Fig. 8 is a process diagram of UE-Initiated connectivity to an additional PDN in -
WLAN on GTP S2a. Establishment of an additional PDN/NSWO connection over WLAN
with GTP S2a is supported only for the accesses that support such feature and for the UEs
that have such capability.

[0050] This procedure is related to the case when the UE has an established a PDN/NSWO
connection over WLAN and wishes to establish one or more additional PDN/NSWO
connections over such access. This procedure is also used to request for connectivity to an
additional PDN/NSWO connection over WLAN when the UE is simultaneously connected to
such access and a 3GPP access, and the UE already has active PDN/NSWO connections over
both the accesses. The UE establishes a separate point-to-point link to the TWAG for each
additional PDN/NSWO connection.

[0051] There can be more than one PDN connection per APN when GTP is used between
the TWAN and the PDN GW. During the establishment of a new PDN connection, the
TWAN allocates and sends a default S2a bearer ID to the PDN GW. The default S2a bearer
ID is unique in the scope of the UE within a TWAG, i.e. the IMSI (International Mobile
Subscriber Identity) and the default S2a bearer ID together identify a PDN connection within
a TWAG. In order to be able to identify a specific established PDN connection, both the
TWAG and the PDN GW preferably store the default S2a bearer ID. The establishment of an
additional PDN/NSWO connection should not impact the first PDN/NSWO connection. As a
separate point-to-point link is used for each additional PDN/NSWO connection, traffic
separation can be achieved between all PDN/NSWO connections including the first.

Step 1. The UE triggers the establishment of a new PDN/NSWO connection
by means of WLCP. This step establishes the setup of a new per-UE-and-PDN-connection
point-to-point link to the TWAG. The UE preferably indicates whether it requests EPC
access or non-seamless WLAN offload. If the UE requests EPC access, it may indicate APN.
The UE preferably triggers the re-establishment of an existing PDN/NSWO connectivity by

providing a handover indicator.
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Step 2. Upon establishment of an additional PDN/NSWO connection, steps 9-
15 as described in clause 8.2.x.2.1.1 are performed. As part of these steps, the TWAN
performs PDN GW selection as described in TS 23.402. Steps 9-15 are preferably executed
with PDN GW2 instead of PDN GW1. Unless non-seamless WLAN offload was selected in
step 1, steps 10-14 in clause 8.2.x.2.1.1 are preferably always performed.

[0052] Fig. 9 is a process diagram of a handover procedure between 3GPP access and
WLAN on S2a. The home routed roaming, LBO and non-roaming scenarios are depicted in
Fig. 9. In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages
from the 3GPP AAA Server in the HPLMN (Home Public Land Mobile Network) to the
PDN GW in the VPLMN (Visited Public Land Mobile Network) and vice versa. Messages
between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the
VPCREF in the VPLMN. In the home routed roaming and non-roaming cases, the vPCRF and
the 3GPP AAA Proxy preferably are not involved, except for the authentication and

authorization in step 2.

[0053] For connectivity to multiple PDNs the following preferably applies:

If the UE is connected to both 3GPP access and non-3GPP access before the
handover of PDN connections to non-3GPP access is triggered, steps 2 to 15 are preferably
skipped and the UE preferably only perform step 16 for each PDN connection that is being
transferred from 3GPP access.

If the UE is connected only to 3GPP access before the handover of PDN
connections to non-3GPP access is triggered, steps 2 to 15 are preferably performed. In these
steps the UE preferably provides an APN corresponding to one of the PDN connections that
are being transferred from 3GPP access. The UE preferably then repeats step 16 for each of
the remaining PDN connections that are being transferred from 3GPP access.

Step 17 is preferably repeated for each PDN connection that is being
transferred from 3GPP access.

Step 16 can occur in parallel for each PDN. Other impacts related to the
handover for muitiple PDNs are described in TS 23.402 clause 8.1.
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[0054] The steps in Fig. 9 are based on Fig. 8, with the following changes:

Step 0. The UE is connected in the 3GPP Access and has a PMIPv6 or GTP
tunnel on the S5/S8 interface.

Step 2. As step 2 in Fig. 8 with the following addition: The UE preferably
indicates handover via EAP to 3GPP AAA.

Steps 3 and 10. As step 2 in Fig. 8 with the following addition: The handover
indication is preferably set in the Create Session Request to allow the PDN GW to re-allocate
the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP
IP access and to initiate a PCEF (Policy and Charging Enforcement Function)-Initiated IP-
CAN (IP Connectivity Access Network) Session Modification Procedure with the PCRF
(Policy and Charging Rules Function).

Step 4 and 11. The PDN GW preferably executes a PCEF-Initiated IP CAN
Session Modification Procedure with the PCRF as specified in TS 23.203 [xx]. The Event
Report indicates the change in Access Type. If the PDN GW decided to allocate a new IP
address/prefix instead of preserving the old IP address/prefix, as described in TS 23.402
clause 4.1.3.2.3, the PDN GW executes an IP-CAN session Establishment Procedure with the
PCREF instead of a PCEF-Initiated IP-CAN Session Modification Procedure.

Step 6 and 13. The PDN GW preferably responds with a Create Session
Response (PDN GW Address for the user plane, PDN GW TEID (Tunnel Endpoint ID) of the
user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS (Evolved
Packet System ) Bearer Identity, EPS Bearer QoS (Quality of Service), APN-AMBR
(Aggregate Maximum Bit Rate), Charging ID, Cause). The Create Session Response
preferably contains the IP address and/or the prefix that was assigned to the UE while it was
connected to the 3GPP IP access. The Charging Id provided by the PGW is preferably the
Charging ID previously assigned to the default bearer of the PDN connection in the 3GPP
access.

Step 16. For connectivity to multiple PDNs simultaneously or nearly-
simultaneously, the UE preferably establishes connectivity to each PDN that is being

transferred from 3GPP access, besides the PDN connection that was established in the
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previous steps, by executing the UE-initiated Connectivity to Additional PDN procedure
specified above.

Step 17. The PDN GW preferably initiates the PDN GW Initiated PDN
Disconnection procedure in 3GPP access as defined in TS 23.402 clause 5.6.2.2 or the PDN
GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [xx], clause 5.4.4.1.

[0055] Fig. 10 is a process diagram of a handover from WLAN on GTP S2a to 3GPP
access for roaming, L BO and non-roaming scenarios, according to the present invention. This
procedure is preferably as in TS 23.402 clause 8.2.1.1/8.2.1.2 with the following differences:
Step 1. There is preferably a GTP tunnel between TWAN and PGW.
Step 18. The PDN GW preferably initiates resource allocation deactivation

procedure in the TWAN as discussed above.

[0056] Fig. 11 is a process diagram of a UE/TW AN-initiated PDN disconnection procedure
with GTP S2a in WLAN. If the UE has a single PDN/NSWO connection established over
WLAN, this procedure is preferably the same as TS 23.402 clause 16.3.1.1. If the UE has
multiple PDN/NSWO connections established over WLAN, this clause preferably applies to
UE/TWAN-requested PDN disconnection procedure. For multiple PDN/NSWO
connectivity, this disconnection procedure is preferably repeated for each PDN/NSWO

connection.

[0057] The procedure outlined in Fig. 11 preferably applies to the Non-Roaming, Home
Routed Roaming, and Local Breakout cases. In the Local Breakout case, the vVPCRF
preferably forwards messages between the PDN GW and the hPCRF. In the Home Routed
Roaming and LBO cases, the 3GPP AAA Proxy preferably serves as an intermediary
between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the

non-roaming and Home Routed Roaming case, the vVPCREF is preferably not involved.
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[0058] If dynamic policy provisioning is not deployed, the optional steps of interaction
between the PDN GW and PCRF preferably do not occur. Instead, the PDN GW may employ
static configured policies.

Step 1. The UE may initiate disconnection of the PDN/NSWO connection by
means of WLCP.

Step 2. The TWAN preferably releases the PDN connection and sends a
Delete Session Request (Linked EPS Bearer ID) message for this PDN connection to the
PDN GW. In case of a NSWO connection, the TWAN preferably releases this connection
and the subsequent steps preferably do not apply.

Step 3. The PDN GW preferably informs the 3GPP AAA Server of the PDN
disconnection.

Step 4. The PDN GW preferably deletes the IP CAN session associated with
the UE and executes a PCEF-Initiated IP CAN Session Termination Procedure with the
PCREF as specified in TS 23.203 [x].

Step 5. The PDN GW preferably acknowledges with a Delete Session

Response (Cause) message.

[0059] Fig. 12 is a process diagram of a PDN GW Initiated Bearer Resource Allocation
Deactivation in WLAN with GTP on S2a. The procedure if Fig. 12 is preferably as in TS
23.402, clause 16.4.1 with the following difference: If all TWAN resources related to a
PDN/NSWO connection are released, then in step 3 the UE is preferably informed of the
PDN/NSWO release using WLCP.

[0060] The present invention can be realized in hardware, or a combination of hardware
and software. Any kind of computing system, or other apparatus adapted for carrying out the
methods described herein, is suited to perform the functions described herein. A typical
combination of hardware and software could be a specialized computer system, e.g., a router,
having one or more processing elements and a computer program stored on a storage medium
that, when loaded and executed, controls the computer system such that it carries out the

methods described herein. The present invention can also be embedded in a computer
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program product, which comprises all the features enabling the implementation of the
methods described herein, and which, when loaded in a computing system is able to carry out

these methods. Storage medium refers to any volatile or non-volatile storage device.

[0061] Computer program or application in the present context means any expression, in
any language, code or notation, of a set of instructions intended to cause a system having an
information processing capability to perform a particular function either directly or after
either or both of the following a) conversion to another language, code or notation; b)
reproduction in a different material form. Computer readable medium means any non-
transitory medium capable of storing program code which, when loaded into one or more

processors, causes functions to be performed as described herein.

[0062] Thus, one embodiment is a computer readable medium containing computer
readable instruction that, when executed by a processor, cause the processor to perform

functions for maintaining clock synchronization between a first and a second radio.

[0063] All documents, specifications, clauses, etc. discussed herein are hereby incorporated

into this disclosure by reference.

[0064] In addition, unless mention was made above to the contrary, it should be noted that
all of the accompanying drawings are not to scale. It will be appreciated by persons skilled in
the art that the present invention is not limited to what has been particularly shown and
described herein above. A variety of modifications and variations are possible in light of the
above teachings without departing from the scope and spirit of the invention, which is limited

only by the following claims.
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What is Claimed Is:

1. A method of providing, to a client, access to a plurality of Packet

Data Networks (PDNs), each PDN providing a dedicated PDN connection, comprising the
steps of:

assigning said client a plurality of virtual Media Access Control (MAC)
addresses;

assigning each of said virtual MAC addresses to a dedicated PDN connection,
each dedicated PDN connection being associated with one of said PDNs; and

providing to said client at least one of said virtual MAC addresses via a 4

address MAC frame for said client to communicate with the associated data service.

2. The method according to claim 1, wherein said client comprises a Wi-Fi
client, and wherein said Wi-Fi client communicates with the associated data service over a

cellular data network using the provided 4 address MAC frame.

3. The method according to claim 2, wherein the Wi-Fi client communicates

with plural associated data services at the same time.

4. The method according to claim 2, wherein the communicating comprises
providing an upstream 4 address MAC frame comprising:

a Receiver Address corresponding to an Access Point (AP) Basic Service Set
Identifier (BSSID);

a Transmitter Address corresponding to a User Equipment (UE) MAC
addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address2.
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5. The method according to claim 4, wherein the client has a first connection
to a PDN, and wherein the UE MAC address2 comprises a virtual address corresponding to a

second PDN connection.

6. The method according to claim 2, wherein the communicating comprises
providing a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC address];

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address2; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

7. The method according to claim 6, wherein the client has a first connection
to a PDN, and wherein the UE MAC address2 comprises a virtual address corresponding to a

second PDN connection.

8. The method according to claim 2, further comprising a second step of the
client communicating with a second associated data service over the cellular data network
using a second one of said virtual MAC addresses via a second 4 address MAC frame, and
wherein the second step of communicating comprises providing an upstream 4 address MAC
frame comprising:

a Receiver Address corresponding to an AP BSSID;

a Transmitter Address corresponding to a UE MAC addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address3.
9. The method according to claim 8, wherein the client has a first connection

to a PDN, and wherein the UE MAC address3 comprises a virtual address corresponding to

another PDN connection.
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10. The method according to claim 9, wherein the second step of
communicating comprises providing a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address3; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

11. The method according to claim 10, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to another PDN connection.

12. The method according to claim 1, wherein said Wi-Fi client comprises a

cellular telephone.

13. The method according to claim 1, wherein said Wi-Fi client comprises a

pad device.

14. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client prior to said client contacting an access point.

15. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client after said client contacts an access point.

16. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client by a network during an authentication process.

17. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client by a negotiation during an address resolution negotiation.
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18. The method according to claim 1, wherein the virtual MAC addresses

provided to the client are stored in a client memory.

19. Apparatus providing to a client, access to a plurality of Packet Data
Networks (PDNs), each PDN providing a dedicated PDN connection, comprising:
an Access Point (AP) configured to communicate with (i) the client and (i)
the plurality of PDNs, the AP further configured to:
assign said client a plurality of virtual Media Access Control (MAC)
addresses;
assign each of said virtual MAC addresses to a dedicated PDN
connection, each dedicated PDN connection being associated with one of said PDNs; and
provide to said client at least one of said virtual MAC addresses via a 4

address MAC frame for said client to communicate with the associated data service.

20. The apparatus according to claim 19, wherein said client comprises a Wi-
Fi client, and wherein said Wi-Fi client communicates with the associated data service over a

cellular data network using the provided 4 address MAC frame.

21. The apparatus according to claim 20, wherein the AP is further configured
to provide the client an upstream 4 address MAC frame comprising:

a Receiver Address corresponding to an Access Point (AP) Basic Service Set
Identifier (BSSID);

a Transmitter Address corresponding to a User Equipment (UE) MAC
addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address2.
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22. The apparatus according to claim 21, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to a second PDN connection.

23. The apparatus according to claim 21, wherein the AP is further configured
to provide the client a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address2; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

24, The apparatus according to claim 23, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to a second PDN connection.

25. The apparatus according to claim 19, wherein the AP is further configured
to provide the client with a second one of said virtual MAC addresses via a second 4 address
MAC frame for the client to communicate with another associated data service, and wherein

the AP is further configured to provide to the client an upstream 4 address MAC frame

comprising:

a Receiver Address corresponding to an AP BSSID;

a Transmitter Address corresponding to a UE MAC addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address3.

26. The apparatus according to claim 25, wherein the client has a first
connection to a PDN, and wherein the UE MAC address3 comprises a virtual address

corresponding to another PDN connection.
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27. The apparatus according to claim 26, wherein the AP is further configured
to provide to the client a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address3; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

28. The apparatus according to claim 27, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to another PDN connection.

29. The apparatus according to claim 19, further comprising the Wi-Fi client,

which comprises a cellular telephone.

30. At least one computer-readable, non-transitory medium containing
program code which, when loaded into one or more processors of an Access Point (AP)
causes said one or more processors to provide to a client access to a plurality of Packet Data
Networks (PDNs), each PDN providing a dedicated PDN connection, said program code also
causing said one or more processors to:

assign to said client a plurality of virtual Media Access Control (MAC)
addresses;

assign each of said virtual MAC addresses to a dedicated PDN connection,
each dedicated PDN connection being associated with one of said PDNs; and

provide to the client at least one of said virtual MAC addresses via a 4 address

MAC frame when said client is communicating with the associated data service.
31. A cellular telephone, comprising:

transmitter and receiver structure configured to communicate with an access

point;
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a memory storing a plurality of virtual Media Access Control (MAC)
addresses, each corresponding to a dedicated PDN connection; and

at least one processor configured to communicate with said access point,
through said transmitter and receiver structure, using at least one of the stored virtual MAC

addresses in a 4 address MAC frame.
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Description
FIELD:
[0001] The field of the invention relates to wireless

communication, and more particularly to configuring a
mobile wireless hotspot in a wireless network.

BACKGROUND:

[0002] Modem society has adopted, and is becoming
reliant upon, wireless communication devices for various
purposes, such as connecting users of the wireless com-
munication devices with other users. Wireless commu-
nication devices can vary from battery powered handheld
devices to stationary household and/or commercial de-
vices utilizing an electrical network as a power source.
Due to rapid development of the wireless communication
devices, a number of areas capable of enabling entirely
new types of communication applications have emerged.
[0003] Cellular networks facilitate communication over
large geographic areas. These network technologies
have commonly been divided by generations, starting in
the late 1970s to early 1980s with first generation (1G)
analog cellular telephones that provided baseline voice
communications, to modern digital cellular telephones.
GSM is an example of a widely employed 2G digital cel-
lular network communicating in the 900 MHZ/1.8 GHZ
bands in Europe and at 850 MHz and 1.9 GHZ in the
United States. While long-range communication net-
works, like GSM, are a well-accepted means for trans-
mitting and receiving data, due to cost, traffic and legis-
lative concerns, these networks may not be appropriate
for all data applications.

[0004] Short-range communication technologies pro-
vide communication solutions that avoid some of the
problems seen in large cellular networks. Bluetooth™ is
an example of a short-range wireless technology quickly
gaining acceptance in the marketplace. In addition to
Bluetooth™ other short-range communication technolo-
gies include Bluetooth™ Low Energy, IEEE 802.11 wire-
less local area network (WLAN), Wireless USB, ZigBee
(IEEE 802.15.4, IEEE 802.15.4a), and ultra high frequen-
cy radio frequency identification (UHF RFID) technolo-
gies. All of these wireless communication technologies
have features and advantages that make them appropri-
ate for various applications.

[0005] Near field communication technologies, such
as radio frequency identification (RFID) technologies,
comprise a range of RF transmission systems, for exam-
ple standardized and proprietary systems for a large
number of different purposes, such as product tagging
for inventory handling and logistics, theft prevention pur-
poses at the point of sale, and product recycling at the
end of the life-cycle of the tagged product. In addition to
RFID technologies, Near Field Communication (NFC)
technology has recently evolved from a combination of
existing contactless identification and interconnection
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technologies. NFC is both a "read" and "write" technolo-
gy. Communication between two NFC-compatible devic-
es occurs when they are brought within close proximity
of each other: A simple wave or touch can establish an
NFC connection that may be used to exchange specific
information for another communications protocol, which
may then be used to create an actual connection in the
other communications protocol, such as Bluetooth™ or
wireless local area network (WLAN).

[0006] US2012/115471 discloses systems, methods,
devices, and computer program products are described
for discontinuous transmissions in a wireless communi-
cations system. In one example, a femtocell uses out-of-
band (OOB) signals to detect the presence of user equip-
ment (UEs) in a femtocell coverage area. In response to
the detection, the femtocell may transmit in-band signals
to facilitate communication with and registration of the
detected UE. The femtocell may then perform discontin-
uous in-band transmissions to the registered UE.

SUMMARY:

[0007] Example method, apparatus, and computer
program product embodiments are disclosed for config-
uring a mobile wireless hotspot in a wireless network.
[0008] Example embodiments of the invention include
a method comprising:

establishing, by an apparatus operating as a mobile
hotspotdevice, a control channel over a wireless out-
of-band communications medium with a wireless de-
vice, wherein said establishing of the control channel
with the wireless device comprises exchanging, via
the wireless out-of-band communications medium,
at least out-of-band pairing information, or shared
secret information; and

exchanging, by the apparatus operating as the mo-
bile hotspot device, over the established control
channel, by at least one of transmitting or receiving
in-band communications connectivity configuration
information to enable power saving features and op-
timize activity times in an in-band communications
tethering connection (58) with the wireless device in
an in-band communications medium, for relaying by
the apparatus operating as the mobile hotspot de-
vice, communications between the wireless device
and one or more entities in at least one of a wide
area communications network and/or a wireless lo-
cal area network provided by the apparatus operat-
ing as the mobile hotspot device.

[0009] Example embodiments of the invention include
the method further comprising:

receiving, by the apparatus operating as the mobile

hotspot device, over the control channel, a request
from the wireless device for the in-band communi-
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cations tethering connection for relaying, by the ap-
paratus operating as the mobile hotspotdevice, com-
munications between the wireless device and one
or more entities in at least one of the wide area com-
munications network and/or the wireless local area
network provided by the apparatus operating as the
mobile hotspot device;

performing, by the apparatus operating as the mobile
hotspot device, said exchanging over the control
channel, with the wireless device, of the in-band
communications connectivity configuration informa-
tion, in response to receiving the request; and

transitioning, by the apparatus operating as the mo-
bile hotspot device, from an in-band communications
idle state to an in-band communications active state
using the power saving features and optimized ac-
tivity times for the in-band communications tethering
connection, in response to receiving the request.

[0010] Example embodiments of the invention include
the method further comprising:

exchanging, by the apparatus operating as the mobile
hotspot device, over the control channel, with the wire-
less device, adjustments in the in-band communications
connectivity configuration information to modify at least
one of the power saving features and optimized activity
times in the in-band communications tethering connec-
tion with the wireless device.

[0011] Example embodiments of the invention include
the method further comprising:

transitioning, by the apparatus operating as the mobile
hotspot device, from the in-band communications active
state to the in-band communications idle state of the in-
band communications tethering connection, when no re-
quests are received from any wireless device for the in-
band communications tethering connection.

[0012] Example embodiments of the invention include
the method further comprising:

wherein the out-of-band communications medium
comprises one of a Bluetooth communications pro-
tocol, or a Bluetooth Low Energy communications
protocol, and the in-band communications medium
comprises a IEEE 802.11 communications protocol.
Example embodiments of the invention include a
method comprising:

establishing, by a wireless device, a control channel
over a wireless out-of-band communications medi-
um with an apparatus operating as a mobile hotspot
device, wherein said establishing of the control chan-
nel with the wireless device comprises exchanging,
via the wireless out-of-band communications medi-
um, at least out-of-band pairing information, or
shared secret information; and
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exchanging, by the wireless device over the control
channel, with the apparatus operating as the mobile
hotspot device, by at least one of transmitting or re-
ceiving in-band communications connectivity config-
uration information to enable power saving features
and optimize activity times in an in-band communi-
cations tethering connection with the apparatus op-
erating as the mobile hotspot device in an in-band
communications medium.

[0013] Example embodiments of the invention include
the method further comprising:

transmitting, by the wireless device, over the control
channel, a request to the apparatus operating as the
mobile hotspot device for the in-band communica-
tions tethering connection;

performing, by the wireless device, said exchanging
over the control channel, with the apparatus operat-
ing as the mobile hotspot device, of the in-band com-
munications connectivity configuration information;
and

establishing, by the wireless device, the in-band
communications tethering connection with the appa-
ratus operating as the mobile hotspot device, using
the power saving features and optimized activity
times for the in-band communications tethering con-
nection.

[0014] Example embodiments of the invention include
a computer program comprising computer readable pro-
gram code configured to cause performing any of the
preceding methods when said program is run on a com-
puter.

[0015] Example embodiments of the invention include
an apparatus operable as a mobile hotspot device, com-
prising:

means for establishing a control channel over a wire-
less out-of-band communications medium with a
wireless device, wherein said means for establishing
the control channel with the wireless device compris-
es means for exchanging, via the wireless out-of-
band communications medium, at least out-of-band
pairing information, or shared secret information;
and

means for exchanging over the control channel, with
the wireless device, by at least one of transmitting
or receiving in-band communications connectivity
configuration information to enable power saving
features and optimize activity times in an in-band
communications tethering connection with the wire-
less device in an in-band communications medium,
for relaying by the apparatus, communications be-
tween the wireless device and one or more entities
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in at least one of a wide area communications net-
work and/or a wireless local area network provided
by the apparatus.

[0016] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for receiving over the control channel, a re-
quest from the wireless device for the in-band com-
munications tethering connection for relaying by the
apparatus, communications between the wireless
device and one or more entities in at least one of the
wide area communications network and/or the wire-
less local area network provided by the apparatus;

means for performing said exchanging over the con-
trol channel, with the wireless device, of the in-band
communications connectivity configuration informa-
tion, in response to receiving the request; and

means for transitioning from an in-band communi-
cations idle state to an in-band communications ac-
tive state using the power saving features and opti-
mized activity times for the in-band communications
tethering connection, in response to receiving the
request.

[0017] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for exchanging over the control channel, with the
wireless device, adjustments in the in-band communica-
tions connectivity configuration information to modify at
least one of the power saving features and optimized
activity times in the in-band communications tethering
connection with the wireless device.

[0018] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for transitioning from the in-band communications
active state to the in-band communications idle state of
the in-band communications tethering connection, when
no requests are received from any wireless device, for
an in-band communications tethering connection
[0019] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device,
wherein the out-of-band communications medium com-
prises one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol, and the
in-band communications medium comprises a IEEE
802.11 communications protocol.

[0020] Example embodiments of the invention include
an apparatus comprising:

means for establishing a control channel over a wire-
less out-of-band communications medium with an
apparatus operating as a mobile hotspot device,
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wherein said means for establishing the control
channel with the apparatus operating as the mobile
hotspot device comprises means for exchanging, via
the wireless out-of-band communications medium,
at least out-of-band pairing information, or shared
secret information; and

means for exchanging over the control channel, with
the apparatus operating as the mobile hotspot de-
vice, by at least one of transmitting or receiving in-
band communications connectivity configuration in-
formation to enable power saving features and opti-
mize activity times in an in-band communications
tethering connection with the apparatus operating
as the mobile hotspot device in an in-band commu-
nications medium.

[0021] The resulting embodiments configure a mobile
wireless hotspot in a wireless network.

DESCRIPTION OF THE FIGURES:

[0022]

Figure 1 is an example network diagram of a mobile
wireless hotspot device A and the other wireless de-
vice B, exchanging the Bluetooth MAC address of
the hotspot device, the Bluetooth MAC address of
the wireless device, Bluetooth pairing information,
and shared secret for establishing the control chan-
nel, in accordance with example embodiments of the
invention.

Figure 1A is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1, establishing the Bluetooth con-
trol channel, in accordance with example embodi-
ments of the invention.

Figure 1B is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1A, receiving, by the mobile
hotspot device, over the control channel, a request
from the wireless device for a WLAN tethering con-
nection for relaying by the mobile hotspot device,
communications between the wireless device and
the cellular telephone network, in accordance with
example embodiments of the invention.

Figure 1C is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1B, exchanging over the control
channel, by at least one of transmitting or receiving
WLAN connectivity configuration information to en-
able power saving features and optimize activity
times in A WLAN tethering connection with the wire-
less device, for relaying by the mobile hotspot de-
vice, communications between the wireless device
and a cellular telephone network, in accordance with
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example embodiments of the invention.

Figure 1D is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1C, transitioning, by the mobile
hotspot device, from a WLAN idle state to a WLAN
active state using the power saving features and op-
timized activity times for the WLAN tethering con-
nection, in response to receiving the request, in ac-
cordance with example embodiments of the inven-
tion.

Figure 1E is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure ID, exchanging adjustments in
the WLAN connectivity configuration information to
modify at least one of the power saving features and
optimized activity times in the WLAN tethering con-
nection, in accordance with example embodiments
of the invention.

Figure 1F is an example network diagram of the mo-
bile wireless hotspot device A of Figure 1E, transi-
tioning, by the mobile hotspot device, from the WLAN
active state to the WLAN idle state of the WLAN teth-
ering connection, when no requests are received
from any wireless device, for a WLAN tethering con-
nection for relaying by the mobile hotspot device,
communications between the any wireless device
and a cellular telephone network, in accordance with
example embodiments of the invention.

Figure 1G is an example flow diagram of the opera-
tion of the mobile hot spot device, wherein tethering
is active until there are no active clients and then it
goes into the idle state and may check that its control
radio is turned on and that all connected clients sup-
port the power save feature. After receiving a teth-
ering request from a client, it turns on mobile tether-
ing and may also inform the client that it is up and
running, in accordance with example embodiments
of the invention.

Figure 2A is an example functional block diagram of
the mobile wireless hotspot device A and the other
wireless device B of Figure 1D, exchanging adjust-
ments in the WLAN connectivity configuration infor-
mation over the Bluetooth control channel, to modify
at least one of the power saving features and opti-
mized activity times in the WLAN tethering connec-
tion, in accordance with example embodiments of
the invention.

Figure 2B is an example functional block diagram of
the mobile wireless hotspot device A and the other
wireless device B of Figure 2A, exchanging adjust-
ments in the WLAN connectivity configuration infor-
mation over the Near Field Communications (NFC)
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control channel or another local connectivity channel
having low power, to modify at least one of the power
saving features and optimized activity times in the
WLAN tethering connection, in accordance with ex-
ample embodiments of the invention.

Figure 3Ais an example flow diagram of the process
performed by mobile hotspot device, in accordance
with example embodiments of the invention.

Figure 3B is an example flow diagram of the process
performed by the other wireless device, in accord-
ance with example embodiments of the invention.

Figure 4 illustrates an example embodiment of the
invention, wherein examples of removable storage
media are shown, based on magnetic, electronic
and/or optical technologies, such as magnetic disks,
optical disks, semiconductor memory circuit devices
and micro-SD memory cards (SD refers to the Se-
cure Digital standard) for storing data and/or com-
puter program code as an example computer pro-
gram product, in accordance with at least one em-
bodiment of the present invention.

DISCUSSION OF EXAMPLE EMBODIMENTS OF THE
INVENTION:

[0023] This section is organized into the following top-
ics:

A. Wireless Short-Range Communication Networks

B. Connection Formation Between Bluetooth™ De-
vices

C. WLAN Communication Technology
1, IEEE 802.11 WLAN

2. Wi-Fi Protected Setup / Wi-Fi Simple Config-
uration (WSC)

3. Authentication in Wi-Fi Protected Setup / Wi-
Fi Simple Configuration

4. Wi-Fi Direct - Software Access Points
D. Near-Field Communication (NFC) Technology
E. Power Save Control For Tethering Connections

A. Wireless Short-Range Communication Networks

[0024] Short-range communication technologies pro-
vide communication solutions appropriate for many data
applications, without the cost, traffic and legislative con-
cerns of longer-range communication technologies.
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Short-range communication technologies include Blue-
tooth basic rate/enhanced data rate (BR/EDR), Bluetooth
Low Energy (LE), IEEE 802.11 wireless local area net-
work (WLAN), Wireless Universal Serial Bus (WUSB),
ZigBee (IEEE 802.15.4, IEEE 802.15.4a), and near field
communication technologies, such as radio frequency
identification (RFID) and near field communication (NFC)
technology that enable contactless identification and in-
terconnection of wireless devices.

B. Connection Formation Between Bluetooth™ De-
vices

[0025] A procedure for forming connections between
Bluetooth™ devices is described in the Bluetooth™
Specification, Version 4, June 30, 2010. The Bluetooth™
Baseband is the part of the Bluetooth™ system that im-
plements the Media Access Control (MAC) and physical
layer procedures to support the connection formation,
exchange of data information streams, and ad hoc net-
working between Bluetooth™ devices. Connection for-
mation may include inquiry, inquiry scanning, inquiry re-
sponse, in addition to paging, page scanning, and page
response procedures.

1. Inquiry

[0026] Inquiry is a procedure where a Bluetooth™ de-
vice transmits inquiry messages and listens for respons-
es in order to discover the other Bluetooth™ devices that
are within the coverage area and set discoverable. Blue-
tooth™ devices use the inquiry procedure to discover
nearby devices, or to be discovered by devices in their
locality. A Bluetooth™ device that tries to find other near-
by devices is known as an inquiring device and actively
sends inquiry requests. Bluetooth™ devices that are
available to be found are known as discoverable devices,
listen or scan for these inquiry requests, and send re-
sponses. The inquiry procedure uses dedicated physical
channels for the inquiry requests and responses. The
inquiry procedure does not make use of any of the archi-
tectural layers above the physical channel, although a
transient physical link may be considered to be present
during the exchange of inquiry and inquiry response in-
formation.

[0027] Bluetooth™ devices communicate with one an-
other over a total bandwidth of 80 MHz divided into 79
physical channels of 1MHz each. An inquiring device
wanting to discover other devices repetitively probes a
first set of 16 frequencies, probing two frequencies every
625 microseconds. It repeats this at least 256 times.
Then, it repetitively probes a second set of 16 frequen-
cies. The inquiring device will repeat entire cycle at least
two times. Of the 79 radio carriers, 32 are considered
wake-up carriers and the inquiring device Broadcasts in-
quiry packets on these 32 carrier frequencies.

[0028] During the inquiry procedure, the master trans-
mits inquiry messages with the general or dedicated in-
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quiry access code. The timing for inquiry is the same as
for paging. Theidentity or ID packet consists of the inquiry
access code (IAC). It has a fixed length of 68 bits. The
receiver uses abitcorrelator to match the received packet
to the known bit sequence of the ID packet. In order to
discover other devices a device may enter inquiry sub-
state. In this substate, it may repeatedly transmit the in-
quiry message (ID packet) at different hop frequencies.
The inquiry hop sequence is derived from the Lower Ad-
dress Part (LAP) of the General Inquiry Access Code
(GIAC). Thus, even when dedicated inquiry access
codes (DIACs) are used, the applied hopping sequence
is generated from the GIAC LAP. A device that allows
itself to be discovered, should regularly enter the inquiry
scan substate to respond to inquiry messages. During
the inquiry substate, the discovering device may collect
the Bluetooth™ device Addresses of all devices that re-
spond to theinquiry message. In addition, the discovering
device also collects extended information (e.g. local
name and supported services) from devices that respond
with an extended inquiry response packet. It may then,
if desired, make a connection to any one of the discov-
ered devices by means of the page procedure described
below. The inquiry message broadcast by the source
does not contain any information about the source. How-
ever, it may indicate which class of devices should re-
spond. There is one general inquiry access code (GIAC)
to inquire for any device, and a number of dedicated in-
quiry access codes (DIAC) that only inquire for a certain
type of device. The inquiry access codes are derived from
reserved Bluetooth™ device addresses. There is only
one DIAC defined in the Bluetooth™ Specification, and
it is called the Limited Inquiry Access Code (LIAC). The
LIAC is only intended to be used for limited time periods
in scenarios where both devices have been explicitly
caused to enter this state, usually by user action.

[0029] Inquiryscanis aprocedure where aBluetooth™
device listens forinquiry messagesreceived onits inquiry
scan physical channel. A device using one of its inquiry
scan channels remains passive for duration of the inquiry
scan window on that channel until it receives an inquiry
message on this channel from another Bluetooth™ de-
vice. This is identified by the appropriate inquiry access
code. If the inquiry scanning device receives an inquiry
message during scan window it will then follow the inquiry
response procedure to return a response to the inquiring
device. The inquiry scan substate is very similar to the
page scan substate. However, instead of scanning for
the device’s device Access code, the receiver should
scan for the inquiry access code long enough to com-
pletely scan for 16 inquiry packets. The inquiry procedure
uses 32 dedicated inquiry hop frequencies according to
the inquiry hopping sequence. These frequencies are de-
termined by the general inquiry address. The phase is
determined by the native clock of the device carrying out
the inquiry scan. Instead of, or in addition to, the general
inquiry access code, the device may scan for one or more
dedicated inquiry access codes. However, the scanning
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may follow the inquiry scan hopping sequence deter-
mined by the general inquiry address. The inquiry scan
interval may be less than or equal to 2.56 s.

2. Inquiry Response

[0030] Aninquiryresponse packet(FHS)is transmitted
from the slave to the master after the slave has received
an inquiry message. This packet contains information
necessary for the inquiring master to page the slave and
follows 625 microseconds after the receipt of the inquiry
message. The inquiry response packetis received by the
master at the hop frequency when the inquiry message
received by the slave was first in the master-to-slave slot.
The slave response substate for inquiries differs com-
pletely from the slave response substate applied for pag-
es. When the inquiry message is received in the inquiry
scan substate, the recipient shall return an inquiry re-
sponse (FHS) packet containing the recipient’s device
Address (BD_ADDR) and other parameters. If the recip-
ient has non-zero extended inquiry response data to
send, it may return an extended inquiry response packet
after the FHS packet. On the first inquiry message re-
ceived in the inquiry scan substate the slave may enter
the inquiry response substate. If the slave has non-zero
extended inquiry response data to send it may return an
FHS packet, with the extended inquiry response bit set
to one, to the master 625 microseconds after the inquiry
message was received. It may then return an extended
inquiry response packet 1250 microseconds after the
start of the FHS packet. If the slave’s extended inquiry
response data is all zeroes the slave may only return an
FHS packet with the extended inquiry response bit set
to zero.

[0031] A contention problem could arise when several
devices are in close proximity to the inquiring device or
masterand allrespond to aninquiry message atthe same
time. However, because every device has a free running
clock it is highly unlikely that they all use the same phase
of the inquiry hopping sequence. In order to avoid repeat-
ed collisions between devices that wake up in the same
inquiry hop channel simultaneously, a device will back-
off for a random period of time. Thus, if the device re-
ceives an inquiry message and returns an FHS packet,
it will generate a random number, RAND, between 0 and
MAX_RAND. For scanning intervals greater than or
equal to 1.28 seconds MAX_RAND will be 1023, howev-
er, for scanning intervals less than 1.28s MAX_RAND
may be as small as 127. A profile that uses a DIAC may
choose to use a smaller MAX_RAND than 1023 even
when the scanning interval is greater than or equal to
1.28s. The slave will return to the CONNECTION or
STANDBY state for the duration of at least RAND time
slots. Before returning to the CONNECTION and
STANDBY state, the device may go through the page
scan substate. After at least RAND slots, the device will
add an offset of 1 to the phase in the inquiry hop sequence
(the phase has a 1.28 second resolution) and return to

10

15

20

25

30

35

40

45

50

55

the inquiry scan substate again. If the slave is triggered
again, it will repeat the procedure using a new RAND.
The offset to the clock accumulates each time an FHS
packet is returned. During a period when the inquiry de-
vice is broadcasting inquiry packets, a slave may respond
multiple times, but on different frequencies and at differ-
ent times. Reserved synchronous slots should have pri-
ority over response packets; that is, if a response packet
overlaps with a reserved synchronous slot, it will not be
sent, but the next inquiry message is awaited. If a device
has extended inquiry response data to send, but the ex-
tended inquiry response packet overlaps with a reserved
synchronous slot, the FHS packet may be sent with the
EIR bit set to zero.

[0032] The messaging during the inquiry routines is
summarized as follows:

In step 1, the master transmits an inquiry message
using the inquiry access code and its own clock.

In step 2, the slave responds with the FHS packet
containing the slave’s Bluetooth™ device Address,
native clock and other slave information. This FHS
packet is returned at times that tend to be random.
The FHS packet is not acknowledged in the inquiry
routine, but it is retransmitted at other times and fre-
quencies as long as the master is probing with inquiry
messages.

In step 3, if the slave has non-zero extended inquiry
response data, it sends an extended inquiry re-

sponse packet to the master.

3. Extended Inquiry Response

[0033] An Extended Inquiry Response may be used to
provide miscellaneous information during the inquiry re-
sponse procedure. Data types are defined for such things
as local name and supported services, information that
otherwise would have to be obtained by establishing a
connection. A device that receives a local name and a
list of supported services in an extended inquiry response
does not have to connect to do a remote name request
and a service discovery protocol (SDP) service search,
thereby shortening the time to useful information. If the
slave transmits an extended inquiry response packet, it
is transmitted 1250 microseconds after the start of the
inquiry response packet. The extended inquiry response
packet is received by the master at the hop frequency
when the inquiry message received by the slave was first
in the master-to-slave slot. The extended inquiry re-
sponse packet is an Asynchronous Connection-oriented
Logical transport (ACL) data medium rate (DM) packet
with type DM1, DM3, DM5, DH1, DH3 or DH5. To mini-
mize interference it is recommended to use the shortest
packet that is capable of containing the data. The packet
is sent on the same frequency as the (frequency hop
synchronization) FHS packet, 1250 microseconds after
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the start of the FHS packet. In the packet header, the
logical transport address (LT_ADDR) may be set to zero.
TYPE may be one of DM1, DM3, DM5, DH1, DH3 or
DH5. FLOW, ARQN and SEQN may all be set to zero
and ignored during receipt. (ARQN is automatic repeat
address acknowledgement indication and SEQN is se-
quential numbering scheme.) The header error check
(HEC) linear feedback shift register (LFSR) may be ini-
tialized with the same default check initialization (DCI)
as for the FHS packet. In the payload header, logical link
identifier (LLID) may contain the value 10 (start of a log-
ical link control and adaptation control (L2CAP) message
or no fragmentation). FLOW may be set to zero and ig-
nored upon receipt. The length of the payload body
(LENGTH) may be smaller than or equal to 240 bytes.
The cyclic redundancy check (CRC) linear feedback shift
register (LFSR) may be initialized with the same DCI as
for the FHS packet. The data whitening LFSR may be
initialized with the same value as for the FHS packet.
The length of the payload body (LENGTH) may be small-
er than or equal to 240 bytes. The CRC LFSR may be
initialized with the same DCI as for the FHS packet. The
data whitening LFSR may be initialized with the same
value as for the FHS packet. The payload data has two
parts, a significant part followed by a non-significant part.
The significant part contains a sequence of data struc-
tures. The non-significant part contains all zero octets.
The baseband may not change any octets in the signifi-
cant part. When transmitting data, the non-significant part
octets may be omitted from the payload. A device may
store a single extended inquiry response packet. This
packet may be used with all inquiry access codes (IACs).

4. Page

[0034] Page is the initial phase of the connection pro-
cedure where a device transmits a train of page messag-
es until a response is received from the target device, is
stopped by host or a timeout occurs. Page scan is a pro-
cedure where a device listens for page messages re-
ceived on its page scan physical channel. In forming a
connection, the paging device will become the master
and the page scan device will become the slave in a
piconet. Initially, after the slave has received an inquiry
message, an inquiry response packetis transmitted from
the slave to the master. The inquiry response packet sent
from the slave contains information necessary for the in-
quiring master to page the slave, such as Bluetooth™
device Address of the slave device. The necessary in-
formation may be received by other means, such as Out-
Of-Band pairing. Also the page is not away always pre-
ceded with inquiry, because the address may be known
beforehand (for example saved from previous connec-
tions). In the paging procedure, the Bluetooth™ device
that will become the master carries out a page procedure
by transmitting page messages in connection request
packets to the specified Bluetooth™ slave device that
carries out a page scanning procedure to listen for con-
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nection request packets from the paging device. A con-
nectable Bluetooth™ device listens for a page request
on its page scan channel and, once received, enters into
asequence of exchanges with the paging device. In order
for a device to connect to another device, it performs
frequency hopping all page scan channel frequencies,
sending a page request on each frequency and listening
for a response. The page scan channel uses an access
code derived from the scanning device’s Bluetooth™ de-
vice Address BD_ADDR to identify communications on
the channel. The page scan channel uses a slower hop-
ping rate than the hop rate of the paging device, using
the Bluetooth™ device clock of the scanning device as
an input. A device listening on its page scan channel
remains passive until it receives a page request from
another Bluetooth™ device, identified by the page scan
channel access code. The two devices will then follow
the page procedure to form a connection where the pag-
ing device is the master and the page scan device is the
slave in a piconet. In order for a paging device to connect
to another Bluetooth™ device, it uses the page scan
channel of the target device in order to send page re-
quests. If the paging device does not know the phase of
the target device’s page scan channel, it does not know
the current hop frequency of the target device. Therefore,
the paging device transmits page requests on each of
the page scan hop frequencies and listens for a page
response. This is done at a faster hop rate, allowing the
paging device to cover all page scan frequencies in a
short period of time. The paging device may have some
knowledge of the target device’s Bluetooth™ clock, such
as indicated during a previous inquiry transaction be-
tween the two devices, and may be able to predict the
phase of the target device’s page scan channel. It may
use this information to optimize the synchronization of
the paging and page scanning process and speed up the
formation of the connection.

5. Service Discovery Protocol (SDP)

[0035] Bluetooth devices are designed to find other
Bluetooth devices within their radio communications
range and to discover what services they offer, using a
service discovery protocol (SDP). The SDP searching
function relies on links being established between the
requesting Bluetooth device in a client role and the re-
sponding Bluetooth device in a server role. Once a link
has been established, it can be used to find out about
services in the responding Bluetooth device and how to
connect to them.

[0036] Service Discovery Protocol (SDP) is used to al-
low devices to discover what services each other support,
and what parameters to use to connect to them. For ex-
ample, when connecting a mobile phone to a Bluetooth
headset, SDP will be used to determine which Bluetooth
profiles are supported by the headset (headset profile,
hands free profile, advanced audio distribution profile,
etc.) and the protocol multiplexor settings needed to con-
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nect to each of them. Each service is identified by a Uni-
versally Unique Identifier (UUID), with official services
(Bluetooth profiles) assigned a short form UUID (16 bits
rather than the full 128).

C. WLAN Communication Technology

1. |IEEE 802.11 WLAN

[0037] The IEEE 802.11 standard specifies methods
and techniques of an exemplary wireless local area net-
work (WLAN) operation, examples include the IEEE
802.11b and 802.11g wireless local area network spec-
ifications, which have been a staple technology for tra-
ditional WLAN applications inthe 2.4 GHzISM band. The
various amendments to the IEEE 802.11 standard were
consolidated for IEEE 802.11a, b, d, e, g, h,i,j, k, n, r,
s, U, v, and z protocols, into the base standard IEEE
802.11-2012, Wireless Medium Access Control (MAC)
and Physical Layer (PHY) Specifications, February 2012
(incorporated herein by reference). Since then, emerging
broadband applications have stimulated interest in de-
veloping very high-speed wireless networks for short
range communication, for example, the planned IEEE
802.11ac, and the planned IEEE 802.11ad WLAN spec-
ifications that are to provide a very high throughput in
higher frequency bands. Applications of these IEEE
802.11 standards include products such as consumer
electronics, telephones, personal computers, and ac-
cess points for both for home and office.

[0038] An IEEE 802.11 WLAN may be organized as
an independent basic service set (IBSS) or an infrastruc-
ture basic service set (BSS). The access point (AP) in
an infrastructure basic service set (BSS) IEEE 802.11
WLAN network, is a central hub that must relay all com-
munication between the mobile wireless devices (STAs)
in aninfrastructure BSS. If a STA in an infrastructure BSS
wishes to communicate a frame of data to a second STA,
the communication must take two hops. First, the origi-
nating STA transfers the frame to the AP. Second, the
AP transfers the frame to the second STA. In an infra-
structure BSS, the AP either transmits Beacons or re-
sponds to probes received from STAs for discover pur-
poses. After a possible authentication of a STA that is
conducted by the AP, an association occurs between the
AP and a STA enabling data traffic to be exchanged with
the AP. The Access Point (AP) in an Infrastructure BSS
may bridge traffic out of the BSS onto a distribution net-
work.

[0039] The IEEE 802.11 WLAN uses two types of
transmission: Distributed Coordination Function (DCF)
and Point Coordination Function (PCF). DCF employs
Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). Every packet sent is positively acknowl-
edged by the receiver. A transmission begins with a Re-
quest to Send (RTS) and the receiver responds with a
Clear to Send (CTS). The channel is cleared by these
two messages, since all STAs that hear the CTS will sup-
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press their own start of a transmission. Then when data
packets are transmitted, each has a Network Allocation
Vector (NAV) containing a duration value to reserve the
channel for the sender and receiver for an interval after
the current packet, equal to the NAV duration. The value
of the NAV decrements with the passage of time. Once
the sender and receiver have reserved the channel, they
may hold it for the remaining duration of the NAV value.
The last acknowledgement packet (ACK) contains a NAV
value of zero, to immediately release the channel. The
Point Coordination Function (PCF) is a polling method
among the STAs of the BSS, which is coordinated by the
access point.

[0040] |EEE 802.11 authentication operates at the link
level between IEEE 802.11 STAs. IEEE Std 802.11 at-
tempts to control LAN access via the authentication serv-
ice. IEEE 802.11 authentication is a station service that
may be used by all STAs to establish their identity to
STAs with which they communicate in both infrastructure
and IBSS networks. If a mutually acceptable level of au-
thentication has notbeen established betweentwo STAs,
then an association is not established. IEEE 802.11 de-
fines two authentication methods: Open System authen-
tication and Shared Key authentication. Open System
authentication admits any STA to the distribution system.
Shared Key authentication relies on wired equivalent pri-
vacy to demonstrate knowledge of an encryption key.
The IEEE 802.11 authentication mechanism also allows
definition of new authentication methods. A robust secu-
rity network association (RSNA) supports authentication
based on IEEE 802.1X-2004, or preshared keys (PSKs).
IEEE 802.1X authentication utilizes the Extensible Au-
thentication Protocol (EAP) (IETF RFC 3748-2004) to
authenticate STAs and an authentication server (AS) with
one another. In IEEE 802.1X, a STA being authenticated
and the authenticator device exchange protocol informa-
tion via the IEEE 802.1X Uncontrolled Port. The IEEE
802.1X Controlled Port is blocked from passing general
data traffic between two STAs until an IEEE 802.1X au-
thentication procedure completes successfully over the
IEEE 802.1X Uncontrolled Port.

[0041] The access point (AP) in an infrastructure BSS
assists those mobile wireless devices (STAs) attempting
to save power. The legacy IEEE 802.11e Wireless LAN
standards provides for support of low power operation in
handheld and battery operated STAs, called automatic
power save delivery (APSD). A STA capable of APSD
and currently in the power saving mode, will wake up at
predetermined beacons received from the AP to listen to
a Traffic Indication Map (TIM). If existence of buffered
traffic waiting to be sent to the STA is signaled through
the TIM, the STA will remain awake until AP sends out
all the data. The STA does not need to send a polling
signal to the AP to retrieve data, which is the reason for
the term "automatic” in the acronym APSD.

[0042] A Traffic Indication Map (TIM) is a field trans-
mitted in beacon frames, used to inform associated wire-
less client devices that the access point has buffered
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data waiting to be transmitted to them. Access points
buffer frames of data for wireless client devices while
they are sleeping in a low-power state. The access point
transmits beacons at a regular interval, the target beacon
transmission time (TBTT). The Traffic Indication Map
(TIM) information element in the periodically transmitted
beacon frame, indicates which wireless client devices
have buffered data waiting to be accessed in the access
point. Each frame of buffered data is identified by an as-
sociation identifier (AID) associated with a specific wire-
less client device. The AID is used to logically identify
the wireless client device to which buffered frames of
data are to be delivered. The traffic indication map (TIM)
contains a bitmap, with each bit relating to a specific as-
sociation identifier (AID). When data is buffered in the
access point for a particular association identifier (AID),
the bit is "1". If no data is buffered, the bit for the associ-
ation identifier (AID) is "0". Wireless client devices must
wake up and listen for the periodic beacon frames to re-
ceive the Traffic Indication Map (TIM). By examining the
TIM, a wireless client device may determine if the access
point has buffered data waiting for it. To retrieve the buff-
ered data, the wireless client device may use a power-
save poll (PS-Poll) frame. After transmitting the PS-Poll
frame, the client mobile station may stay awake until it
receives the buffered data or until the bit for its associa-
tion identifier (AID) in the Traffic Indication Map (TIM) is
no longer set to "1", indicating that the access point has
discarded the buffered data.

[0043] Two variations of the APSD feature are un-
scheduled automatic power save delivery (U-APSD) and
scheduled automatic power save delivery (S-APSD). In
U-APSD, the access point (AP) is always awake and
hence a mobile wireless device (STA) in the power save
mode may send a trigger frame to the AP when the STA
wakes up, to retrieve any queued data at the AP.. In S-
APSD, the AP assigns a schedule to a STA and the STA
wakes up, sends a power save poll packet to the AP in
order to retrieve from the AP any data queued. An AP
may maintain multiple schedules either with the same
STA or with different STAs in the infrastructure BSS net-
work. Since the AP is never in sleep mode, an AP will
maintain different scheduled periods of transmission with
different STAs in the infrastructure BSS network to en-
sure that the STAs get the maximum power savings.

2.Wi-FiProtected Setup/Wi-Fi Simple Configuration

(WSC)

[0044] Network setup for IEEE 801.11 WLANs has
been simplified by the Wi-Fi Protected Setup™ system
thatis included in most access points. The Wi-Fi Alliance
published the Wi-Fi Protected Setup (WPS) specification
1.0, Wi-Fi Protected Setup Specification, Version 1.0h,
December 2006 (incorporated herein by reference). The
Wi-Fi Simple Configuration (WSC) Specification, Version
2.0, December 20, 2010, (incorporated herein by refer-
ence), updates the Wi-Fi Protected Setup Specification,
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Version 1.0h. The acronym WSC, for Wi-Fi Simple Con-
figuration Specification, may be used interchangeably
with the_acronym WPS, for Wi-Fi Protected Setup. Wi-
Fi Protected Setup facilitates the initial setting up of IEEE
802.11 devices in a Wi-Fi infrastructure network so that
they may be more easily configured with security features
and so that that new Wi-Fi devices may be added to the
network. Wi-Fi Protected Setup allows access points to
be set up by entering a PIN. The Protected Setup system
uses this information to send data to a computer con-
nected to the access point, to complete the network set-
up. Wi-Fi Protected Setup defines new IEEE 802.11 in-
formation elements (IE) that are included in beacons,
probe requests and probe responses. The purpose of
these IEs is to advertise the presence of devices that are
capable of performing Wi-Fi Protected Setup operations.
[0045] Initial discovery of Wi-Fi Simple Configuration
devices is accomplished using IEEE 802.11 Information
Elements in management frames (Beacon, Probe Re-
quest, and Probe Response). If the Enrollee decides to
pursue a connection to the network, it initiates an IEEE
802.1X/EAP connection for the Extensible Authentica-
tion Protocol (EAP)-based Registration Protocol. The Wi-
Fi Simple Configuration Information Element complies
with the IEEE 802.11 Information Element format and
indicates specific data necessary for network informa-
tion, capabilities and modes, to configure an Enrollee for
the wireless network and to report problems with the En-
rollee associating with a specified wireless network with
the supplied settings.

[0046] The Wi-FiProtected Setup 1.0 standard defines
three types of components in a network: a Registrar, an
Enrollee, and an Access Point (AP). A Registrar is a com-
ponent with the authority to issue and revoke credentials
to a network. A Registrar may be integrated into an AP
or it may be separate from the AP. An Enrollee is a com-
ponent seeking to join a wireless LAN network. An Au-
thenticator is an AP functioning as a proxy between a
Registrar and an Enrollee. A Registrar wireless device
configures the Enrollee wireless device, and the AP acts
as an Authenticator to proxy the relevant messages be-
tween the Registrar and the Enrollee. The messages ex-
changed in the session are a series of Extensible Au-
thentication Protocol (EAP) request/response messag-
es, ending with the Enrollee reconnecting to the network
with its new configuration. EAP is an authentication
framework defined in RFC 5247, for providing the trans-
port and usage of keying material and parameters need-
ed to establish a secure Wi-Fi network. The Wi-Fi Simple
Configuration Specification, Version 2.0, December 20,
2010, (incorporated herein by reference), updates the
Wi-Fi Protected Setup Specification, Version 1.0h.
[0047] A standalone AP that supports Wi-Fi Protected
Setup, includes a built-in Registrar and does not use an
external Registrar. In initial WLAN setup with Wi-Fi Pro-
tected Setup, when initializing in a standalone mode, a
Wi-Fi Protected Setup AP automatically chooses a ran-
dom SSID and channel. A standalone AP that includes
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a Wi-Fi Protected Setup Registrar, issues keys to Enroll-
ees via the Registration Protocol.

[0048] When an Enrollee is initialized, it looks for Bea-
cons from APs and sends probe requests with the WSC
information element (IE), into either selected networks
or into each network sequentially. It may also send probe
requests to each IEEE 802.11 channel with the WSC IE
included. Itlooks for the WSC IE in probe-responses that
it receives and can engage with one or more Registrars
to further discover Registrar capabilities and to see if the
user has selected a Registrar. The Enrollee may continue
looking for selected Registrar flags in Beacons, probe-
responses and any M2 messages and may cease scan-
ning when it finds a Registrar indicating that it is prepared
to configure the Enrollee.

[0049] The following example describes an example
in-band setup procedure using Wi-Fi Protected Setup for
adding Member devices using a Standalone AP/Regis-
trar. The user may convey the Enrollee’s device pass-
word to the AP/Registrar using keyboard entry or an out
-of-band channel with Near-Field Communication (NFC)
Connection Handover. This example does not show the
exchange of preliminary M1 and M2D messages that
may take place after the probe message exchange, be-
cause the Enrollee may be waiting for the user to config-
ure the AP/Registrar with the Enrollee’s device pass-
word.

1. The Enrollee sends its Discovery data in a probe
request to a Wi-Fi Protected Setup AP or ad hoc
wireless Registrar. The AP or wireless Registrar re-
sponds with its own Discovery data in the probe re-
sponse.

2. The user may be prompted to enter the Enrollee’s
device password into the AP/Registrar using a key-
pad interface or an out-of-band channel.

3. The Enrollee connects and initiates the IEEE
802.1X port-based Network Access Control proce-
dure for port-based authentication.

4. The Enrollee and Registrar exchange messages
M1 -M8 to provision the Enrollee.

5. The Enrollee disassociates and reconnects, using
its new WLAN authentication Credential. The Enroll-
ee is now connected to the network with its new con-
figuration.

3. Authentication in Wi-Fi Protected Setup/Wi-FiSim-
ple

Configuration

[0050] The Wi-Fi Simple Configuration Specification,
Version 2.0 (renamed from the original name "Wi-Fi Pro-
tected Setup"), uses the IEEE 802.1X Port-Based Au-
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thentication and Extensible Authentication Protocol
(EAP) to transport in-band Registration Protocol mes-
sages. This protocol is mapped onto a custom EAP meth-
od described below. Wi-Fi Simple Configuration does not
require the AP to support remote authentication dial-in
user service (RADIUS) (IETF RFC 2865-2000), and the
network need not include an authentication server. In
fact, many Wi-Fi Simple Configuration APs may support
IEEE 802.1X only to configure Wi-Fi Protected Access 2
(WPA2)-Personal Credentials using Wi-Fi Simple Con-
figuration. Enrollees using Wi-Fi Simple Configuration
are not granted direct access to the WLAN through the
Wi-Fi Simple Configuration custom EAP method. The
EAP method is used to configure the Enrollee with a Cre-
dential that can be used subsequently with whatever ac-
cess method is supported by that WLAN. For example,
if the AP only supports WPA2-Personal with a network-
wide shared Pre-Shared Key (PSK), then the Enrollee
would run the 802.1X exchange to obtain the PSK, dis-
associate, and then reconnect and use WPA2-Personal
to access the WLAN. Alternatively, if the AP supports
802.1X authentication, the Enrollee may first run the Wi-
Fi Simple Configuration EAP method to obtain a shared
secret Credential and then reconnect using that secret
in conjunction with another EAP method to access the
WLAN.

[0051] The Wi-Fi Simple Configuration EAP method
(EAP-WSC) can be used for Registrar and Enrollee dis-
covery and for Credential establishment. The first time
the Enrollee encounters a new WLAN, it sends out its
Discovery information and executes the EAP-WSC
method. In both the Discovery message and in Registra-
tion Protocol Message M1, the Enrollee provides infor-
mation about itself to the WLAN. The M2 and M2D mes-
sages sent to the Enrollee likewise provide information
about the available Registrars. When the Enrollee first
discovers and attempts to connect to the WLAN, the
WLAN’s Registrar(s) may not yet know the Enrollee’s
device password. Therefore, Registrars without the de-
vice password respond with M2D messages. Although
these M2D messages are unauthenticated, they can help
Enrollees with rich user interfaces, to guide the user
through the enrollment process.

[0052] As the Enrollee scans over the M2D messages
sent by the network, it may discover that none of them
possessesits device password. At this point, the Enrollee
has an opportunity to prompt the user to perform a trust
bootstrapping operation such as connecting an available
out-of-band channel or entering a device password into
one of the available Registrars. If the user decides to
enter the Enrollee’s device password into the Registrar,
the Enrollee canreconnectand run the EAP method once
more to perform the complete Registration Protocol. If
the Enrollee has no userinterface to lead the user through
the enrollment, itis likely that one or more of the WLAN'’s
Registrars can do this. Both the Registrar and the Enroll-
ee are given sufficientinformation about each others’ ca-
pabilities through the EAP method to successfully lead
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the user through the enrollment. If the user decides to
use an out-of-band channel for registration, then mes-
sage M2 is implicitly authenticated by the channel and
can carry the network configuration data.

[0053] The AP functions as the EAP authenticator on
the WLAN. Thus, the AP generates EAP Request mes-
sages and Enrollees and Registrars generate EAP Re-
sponses. If the Registrar is external to the AP, then it
uses universal plug and play (UPnP) to exchange Reg-
istration Protocol messages with the AP. A Registrar may
also function in the role of an 802.1X authenticator, which
is useful for networks with legacy APs.

[0054] The Wi-Fi Simple Configuration EAP method
uses EAP, as specified in RFC 3748, and Extensible Au-
thentication Protocol (EAP) over LAN (EAPoL), as spec-
ified in IEEE 802.1X-2001, but does not represent a net-
work authentication protocol. Rather Wi-Fi Simple Con-
figuration utilizes the 802.1X data connection for acquir-
ing settings necessary for connecting to the network and
the resulting EAP exchange must always terminate with
EAP-Failure.

[0055] When the Enrollee decides to connect to the
network and run the Wi-Fi Simple Configuration EAP
method, it associates with the AP and sends an EAPoL-
Start message. The AP responds with an EAP-Re-
quest/ldentity. The Enrollee sends an EAP-Re-
sponse/ldentity containing the defined Wi-Fi Alliance
name for a Simple Configuration Enrollee ("WFA-Sim-
pleConfig-Enrollee-1-0"). This causes the AP to start run-
ning the Simple Configuration EAP method. The Regis-
tration Protocol messages are exchanged until M8 is re-
ceived and validated by the Enrollee. If it successfully
processes M8, the Enrollee sends an EAP-Re-
sponse/Done message to the authenticator, which sends
the WSC_Done message to any External Registrar and
the authenticator returns an EAP-Failure message to the
Enrollee. An Enrollee should assume that the received
credentials are valid after successfully processing mes-
sage M8 and sending the WSC_Done message. The En-
rollee then disassociates and reconnects with the Cre-
dential obtained from M8's ConfigData. If M2D is re-
ceived by the Enrollee, it should respond with an ACK
message so that the AP can continue to send itdiscovery
messages from other Registrars. After the AP sends an
EAP-failure to the Enrollee, the Enrollee can do one of
two things (given that the AP did not de-authenticate the
Enrollee after sending the EAP-Failure): it can disconnect
from the AP and reconnect some time later to rerun the
Wi-Fi Simple Configuration EAP method by sending an
EAPoL-Start message or it can stay connected to the AP
and rerun the Wi-Fi Simple Configuration EAP method
by sending another EAPoL-Start message.

[0056] Once the Enrollee sends an M3 message, both
the Registrar and the Enrollee must proceed in lock-step
fashion until either a failure or until success occurs (in-
dicated by the Done response message). If the Enrollee
(IEEE 802.1X supplicant) detects any errors in these later
phases, it responds by sending a NACK message and
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transitioning to the termination state to terminate the con-
nection. At this point, the Enrollee computes a fresh de-
vice password for use in the next instance of the Regis-
tration Protocol. If the same password is reused with mul-
tiple instances of the protocol, it will be susceptible to
active attack.

[0057] The Registration Protocol Messages M1 to M8
are described in the Wi-Fi Simple Configuration Specifi-
cation, Version 2.0. They include an exchange of public
keys, description of the sending device, including its MAC
address and device capabilities, and various message
authentication values, culminating in the Registrar send-
ing to the Enrollee credentials for accessing the network.
[0058] A credential is a data structure issued by a Reg-
istrar to an Enrollee, allowing the latter to gain access to
the network. With out-of-band configuration, WLAN cre-
dentials are sent across the out-of-band channel to the
Enrollee. The NFC interfaces operating in peer-to-peer
mode between an AP or Group Owner (GO) having an
integrated Registrar and an Enrollee device, have the
strongest security properties supported by the Wi-Fi Sim-
ple Configuration Specification, because practical man-
in-the-middle attacks against NFC are not feasible. In
this mode, a 1536-bit Diffie-Hellman exchange is per-
formed over the NFC interface, and WLAN settings are
encrypted using 128-bit Advanced Encryption Standard
(AES) and delivered over the same interface between an
AP or Group Owner (GO) and an Enrollee device. The
Diffie-Hellman public keys and WLAN settings are im-
plicitly authenticated by both the Registrar and the En-
rollee, because they are received over the NFC channel.

4. Wi-Fi Direct - Software Access Points

[0059] The Wi-Fi Alliance has developed a Wi-Fi Peer-
to-Peer technology named Wi-FiDirect™ thatis specified
in the Wi-Fi Alliance Peer-to-Peer Specification, October
2010 (incorporated herein by reference). Wi-Fi Direct, is
also referred to herein as Peer-to-Peer or P2P. Wi-Fi
Direct enables IEEE 802.11a, g, or n devices to connect
to one another, peer-to-peer, without prior setup or the
need for wireless access points. Wi-Fi Direct embeds a
software access point into any device, which provides a
version of Wi-Fi Protected Setup. When a device enters
the range of a STA supporting Wi-Fi Direct (a Wi-Fi Direct
device), it can connect to it and then gather setup infor-
mation using a Wi-Fi Protected Setup transfer. Devices
that support Wi-Fi Direct may discover one another and
advertise available services. Wi-Fi Direct devices sup-
port typical Wi-Fi ranges and the same data rates as can
be achieved with an 802.11a, g, or n infrastructure con-
nection. When a device enters the range of the Wi-Fi
Direct device, it may connect to it using the existing pro-
tocol, and then gather setup information using a Wi-Fi
Protected Setup 2.0 transfer.

[0060] Wi-Fi Direct enables IEEE 802.11 devices that
support Wi-Fi Direct, to connect to one another, point-to-
point. The specification may be implemented in any Wi-
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Fi device. Devices that support the specification will be
able to discover one another and advertise available
services. Wi-Fi Direct devices will support typical Wi-Fi
ranges and the same data rates as can be achieved with
an infrastructure connection. Wi-Fi Direct provides point-
to-point connections for networks by embedding a soft-
ware access point into any device that wishes to support
Wi-Fi Direct. The soft AP provides a version of Wi-Fi Pro-
tected Setup 2.0. When a device enters the range of the
Wi-Fi Direct device, it may connect to it using the existing
protocol, and then gather setup information using a Wi-
Fi Protected Setup 2.0 transfer.

[0061] Wi-Fi Direct-certified devices may create direct
connections between Wi-Fi client devices without requir-
ing the presence of a traditional Wi-Fi infrastructure net-
work of an access point or router. Wi-Fi Direct-certified
devices support connection with existing legacy Wi-Fi
devices using the IEEE 802.11 a/g/n protocols. Wi-Fi Di-
rect Device Discovery and Service Discovery features
allow users to identify available devices and services be-
fore establishing a connection, for example, discovering
which Wi-Fi device is a printer.

[0062] A Wi-FiDirectdevice may supportan infrastruc-
ture network of an access point or router in addition to a
peer-to-peer (P2P) connection. Wi-Fi Direct devices may
join infrastructure networks as stations (STAs) and may
support Wi-Fi Protected Setup enrollee functionality. Wi-
Fi Direct devices may connect by forming Groups in a
one-to-one or one-to-many topology. The Groups func-
tions in a manner similar to an infrastructure basic service
set (BSS). A single Wi-Fi Direct device will be the Group
Owner (GO) that manages the Group, including control-
ling which devices are allowed to join and when the Group
is started or terminated. The Group Owner (GO) will ap-
pear as an access point to legacy client’s devices.
[0063] Wi-Fi Direct devices include a Wi-Fi Protected
Setup Internal Registrar functionality and communication
between Clients in the Group. Wi-Fi Direct devices may
be a Group Owner (GO) of a Group and may be able to
negotiate which device adopts this role when forming a
Group with another Wi-Fi Direct device. A Group may
include both Wi-Fi Direct devices and legacy devices
(i.e., that are not compliant with the Wi-Fi Alliance Peer-
to-Peer Specification). Legacy Devices can only function
as Clients within a Group.

[0064] Wi-Fi Direct devices support Discovery mech-
anisms. Device Discovery is used to identify other Wi-Fi
Direct devices and establish a connection by using ascan
similar to that used to discover infrastructure access
points. If the target is not already part of a Group, a new
Group may be formed. If the target is already part of a
Group, the searching Wi-Fi Direct device may attempt to
join the existing Group. Wi-Fi Protected Setup may be
used to obtain credentials from the Group Owner (GO)
and authenticate the searching Wi-Fi Direct device. Wi-
Fi Direct devices may include Service Discovery that en-
ables the advertisement of services supported by higher
layer applications to other Wi-Fi Direct devices. Service
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Discovery may be performed at any time (e.g. even be-
fore a connection is formed) with any other discovered
Wi-Fi Direct device.

[0065] A Group may be created by a single Wi-Fi Direct
device, such as when connecting a legacy device. When
forming a connection between two Wi-Fi Direct devices,
a Group may be formed automatically and the devices
may negotiate to determine which device is the Group
Owner. The Group Owner may decide if this is a tempo-
rary (single instance) or persistent (multiple, recurring
use) Group. After a Group is formed, a Wi-Fi Direct device
may invite another Wi-Fi Direct device to join the Group.
The decision of whether or not to accept an invitation
may be left to the invited Wi-Fi Direct device.

[0066] Wi-Fi Direct Devices may participate in multiple
Groups. A Wi-Fi Direct Device that may be in a Group
while maintaining a WLAN infrastructure connection at
the same time is considered a Concurrent Device or a
dual stack device. For example, a laptop connected di-
rectly to a printer while simultaneously using a WLAN
connection is operating as a Concurrent Device. Concur-
rent connections may be supported by a single radio and
may support connections on different channels. Concur-
rent operation may be supported by multiple protocol
stacks, for example, one for operation as a WLAN-STA
and one for operating as a Wi-Fi Direct device. For ex-
ample, two separate physical MAC entities may be main-
tained, each associated with its own PHY entity, or they
may use a single PHY entity supporting two virtual MAC
entities.

[0067] The Wi-FiPeer-to-Peer Technical Specification
v1.1, 2010 published by the Wi-Fi Alliance, provides for
provisioning in Wi-Fi Direct networks. Provisioning is a
phase of peer-to-peer group formation in which creden-
tials for the peer-to-peer group are exchanged based on
the use of Wi-Fi Simple Configuration. Credentials are
information that is required to join a peer-to-peer group
as defined in the Wi-Fi Simple Configuration Specifica-
tion.

[0068] To allow for peer-to-peer device configuration,
peer-to-peer devices may delay starting the provisioning
phase until the expiration of the larger of the peer-to-peer
group owner’s (GO) configuration time and the peer-to-
peer client’s client configuration time, based on respec-
tive configuration timeout attributes exchanged during a
preceding group owner negotiation.

[0069] The peer-to-peer device selected as peer-to-
peer group owner (GO) during group owner negotiation
may start a peer-to-peer group session using the creden-
tials it intends to use for that group. The peer-to-peer
group owner (GO) may use the operating channel indi-
cated during group owner negotiation, if available. The
peer-to-peer client may connect to the peer-to-peer
group owner to obtain credentials. If the operating chan-
nel is not available the peer-to-peer group owner may
use another channel from a channel list attribute sent in
the group owner negotiation confirmation frame. The
peer-to-peer client may have to scan to find the peer-to-
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peer group owner if the intended operating channel is
not available. A group formation bit in a peer-to-peer
group capability bitmap of the peer-to-peer capability at-
tribute may be set to one until provisioning succeeds.
[0070] Provisioning may be executed in Wi-Fi Direct
networks, as described, for example, in the Wi-Fi Simple
Configuration (WSC) Specification, Version 2.0, Decem-
ber 20, 2010. The peer-to-peer group owner (GO) may
serve the role as the access point with an internal regis-
trar. It will only allow association by the peer-to-peer de-
vice that it is currently with in a group formation. Since
the user has entered the WSC PIN or triggered the WSC
pushbutton functionality on both devices, the registrar
may send an M2 message in response to an M1 mes-
sage. The peer-to-peer client may serve the role as the
STA enrollee. It may associate to the peer-to-peer device
that it is currently with in the group formation.

[0071] If provisioning fails, then group formation ends
and the peer-to-peer group owner (GO) may end the
peer-to-peer group session. If provisioning fails, the peer-
to-peer device may retry group formation or return to de-
vice discovery. On successful completion of provisioning
in Wi-Fi Direct networks, the peer-to-peer group owner
(GO) may set the group formation bit in the peer-to-peer
group capability bitmap of the peer-to-peer capability at-
tribute to zero. At this point the peer-to-peer client may
join the peer-to-peer group in the Wi-Fi Direct network,
using the credentials supplied during provisioning.

D. Near-Field Communication (NFC) Technology

[0072] One of the methods provided by the Wi-Fi Sim-
ple Configuration Specification, Version 2.0, is the Near-
Field Communication (NFC) method, in which the user
brings a new wireless client device (STA) close to an
access point (AP) or Registrar of the Network to allow
near field communication between the devices.

[0073] Near field communication technologies, such
as radio frequency identification (RFID) technologies,
comprise a range of RF transmission systems, for exam-
ple standardized and proprietary systems for a large
number of different purposes, such as product tagging
for inventory handling and logistics, theft prevention pur-
poses at the point of sale, and product recycling at the
end of the life-cycle of the tagged product. In addition to
RFID technologies, Near Field Communication (NFC)
technology has recently evolved from a combination of
existing contactless identification and interconnection
technologies. NFC is both a "read" and "write" technolo-
gy. Communication between two NFC-compatible devic-
es occurs when they are brought within close proximity
of each other: A simple wave or touch can establish an
NFC connection, which is then compatible with other
known wireless technologies, such as Bluetooth™ or
wireless local area network (WLAN).

[0074] Near-field communication (NFC) technology
used in the Wi-Fi Protected Setup (WPS) standard, com-
municates between two NFC Devices or between an
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NFC device And an NFC Tag via magnetic field induction,
where two loop antennas are located within each other’s
near field, effectively energizing a wireless contact by
forming an air-core transformer. An example NFC radio
operates within the unlicensed radio frequency ISM band
of 13.56 MHz, with a bandwidth of approximately 2 MHz
over a typical distance of a few centimeters. The NFC
radio may be affixed to a new wireless clientdevice (STA)
and the user brings the NFC radio on the device close
to an access point (AP) or Registrar of the Network to
allow near field communication between the devices.
[0075] NFC technology is an extension of the ISO/IEC
14443 proximity-card standard (incorporated herein by
reference) for contactless smartcards and radio frequen-
cy ID (RFID) devices, which combines the interface of a
contactless smartcard and a reader into a single device,
and uses the ISO/IEC 18092 NFC communication stand-
ard (incorporated herein by reference) to enable two-way
communication. An NFC radio may communicate with
both existing ISO/IEC 14443 contactless smartcards and
readers, as well as with other NFC devices by using
ISO/IEC 18092. The NFC Forum™, a non-profit industry
association, has released specifications that enable dif-
ferent operation modes called: tag emulation, read/write
mode, and peer to peer communication. Furthermore,
NFC Forum has defined specifications for NFC Data Ex-
change Format (NDEF), NFC Tag Types, NFC Record
Type Definition, and Connection Handover Specification.
See, forexample, Connection Handover Technical Spec-
ification, NFC Forum™, Connection Handover 1.2,
NFCForum_1.2,2010-07-07 (incorporated herein by ref-
erence). The ISO/IEC 18092 standard defines commu-
nication modes for Near Field Communication Interface
and Protocol (NFCIP-1) using inductively coupled devic-
es operating at the center frequency of 13,56 MHz for
interconnection of computer peripherals. The ISO/IEC
18092 standard specifies modulation schemes, codings,
transfer speeds and frame format of the RF interface,
initialization schemes, conditions required for data colli-
sion control during initialization, and a transport protocol
including protocol activation and data exchange meth-
ods.

[0076] The basic handover to a WLAN carrier stores
WLAN parameters and credentials on NFC Forum Tags
as part of Wi-Fi Protected Setup (WPS). The information
is stored in the payload of an NFC Data Exchange Format
(NDEF) record identified by the mime-type "applica-
tion/vnd.wfa.wsc", known as the "WPS Record". The
wireless LAN parameters and credentials information
provided inside a WPS Record includes the IEEE 802.11
Service Set Identifier (SSID), authentication and encryp-
tion type deployed by the wireless network, the secret
network key that a wireless station needs to authenticate
with the network, and the MAC address of the device
receiving the configuration (if unknown, this address is
set to all-zeros). The Wi-Fi Protected Setup specification
1.0 uses the term "Registrar” for a device that is able to
provide WLAN credentials and "Enrollee" for a device
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that wants to join a wireless network.

[0077] Inthe Wi-Fi Simple Configuration Specification,
Version 2.0, December 20, 2010, a Handover Requester
with Wi-Fi capability may format an NFC Handover Re-
quest Message in the NFC Data Exchange Format
(NDEF), which indicates that the requester is an IEEE
802.11 device, but which does not include any configu-
ration information. A Handover Request may be sent via
the NFC link in at least two scenarios: [1] the requester
may not have yet joined a wireless domain or [2] even if
the requester is already member of a WLAN network, a
peer device may be in a different network and thus a
Connection Handover is required to obtain the peer de-
vice’s credentials. In the Wi-Fi Protected Setup specifi-
cation 2.0, the Handover Selector would deduce from
this message that the Handover Requester supports a
Wi-Fi certified IEEE 802.11 radio. In the Wi-Fi Protected
Setup specification 2.0, if the Handover Selector is a Wi-
Fi device with wireless connectivity, it should respond
with an NFC Handover Select Message in the NFC Data
Exchange Format (NDEF), with a configuration record
that includes credentials, such as network index, SSID,
authentication type, encryption type, network key, and
MAC address.

[0078] The NFC Data Exchange Format (NDEF) spec-
ification, NFC Forum Data Exchange Format (NDEF)
Specification, NFC Forum™, 2006 (incorporated herein
by reference), defines a common data format for NFC
devices to exchange application or service specific data.
An NDEF message is constructed of a number of NDEF
records, with the first and the last record providing mes-
sage begin and end markers. Between two NFC Devices,
NDEF messages may be exchanged over the NFC Log-
ical Link Control Protocol (LLCP) protocol, specified in
NFC Forum Logical Link Control Protocol Specification,
NFC Forum™ 2009 (incorporated herein by reference).
The NFC Connection Handover specification, NFC Fo-
rum Connection Handover Specification, NFC Forum™,
2010-07-07 (incorporated herein by reference), defines
the exchange of NDEF messages between two NFC De-
vices in a negotiated handover to discover and negotiate
alternative wireless communication technologies.
[0079] The Handover Requesterin the Wi-Fi Protected
Setup specification 2.0, would then typically use the SSID
and Network Key to enroll on the same Wi-Fi network to
which the Handover Selector is connected. Further ac-
tions depend on the provision of an IP address identifying
the Handover Selector, the available services, and the
Handover Requester’s intended activity.

E. Power Save Control For Tethering Connections

[0080] A hotspot may be a location that offers Internet
access via one or more WLAN access points installed at
the location. For example, stationary hotspots in coffee
shops and other public places may offer free access to
the Internet, up to a maximum number of users. A mobile
hotspot may be a mobile telephone or smartphone that
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has WLAN communication capability and serves as a
WLAN gateway to the cellular telephone network. The
mobile hotspot enables other WLAN-capable devices
that are tethered to the mobile hotspot, to relay their traffic
via the WLAN connection and the cellular telephone net-
work, to the Internet. The mobile hotspot may also relay
traffic between tethered devices.

[0081] Settingupthe WLAN tethering optionin asmart-
phone may require assigning an SSID network name and
passkey for the smartphone and the smartphone may
automatically issue an IP address. Then, to connect an-
other WLAN-capable device as a tethered device via a
WLAN connection to the smartphone, the SSID, passkey,
and IP address may need to be entered into the tethered
device.

[0082] In accordance with an example embodiment of
the invention, the configuration of the WLAN tethering
connections with the SSID and passkeys may be auto-
matically set up in a user friendly manner, so that that
the user does not need to enter set up data into any other
of the WLAN-capable devices.

[0083] WLAN tethering may consume significant pow-
er in a mobile hotspot device, since the device may need
to stay active as a gateway device for other client devices,
even if there is no ongoing data traffic or other client de-
vices. Further, the mobile hotspot device may need to
transmit beacons regularly to maintain connections,
wasting the device’s battery power.

[0084] In accordance with an example embodiment of
the invention, to minimize power consumption in the mo-
bile hotspot device, a control connection is initially estab-
lished between the mobile hotspot device and the client
wireless device using an out-of-band communications
connection in an out-of-band communications medium,
such as Bluetooth, Bluetooth Low Energy, or Near Field
Communications. The mobile hotspot device and the cli-
ent wireless device may then exchange over the control
channel, in-band communications connectivity configu-
ration information, such as IEEE 802.11 WLAN tethering
connections with the SSID and passkeys. The mobile
hotspot device and the client wireless device may further
exchange over the control channel, in-band communica-
tions connectivity configuration information to enable
power saving features and optimize activity times in an
in-band communications tethering connection with the
wireless device in an in-band communications medium,
such as IEEE 802.11 WLAN. In this manner the mobile
hotspot device A may relay communications between the
wireless device B and a wide area communications net-
work, such as a cellular telephone network, and enable
WLAN power save features of the WLAN tethering con-
nection. The mobile hotspot device A may alsorelay com-
munications between devices connected to the mobile
hotspot device.

[0085] Figure 1 is an example network diagram of a
mobile wireless hotspot device A with its Bluetooth circuit
14A and the other wireless device B with its Bluetooth
circuit 14B, exchanging information 50 that may be re-
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quired to create a Bluetooth control channel connection
between the mobile hotspot device A and the wireless
device B. The devices may exchange the Bluetooth MAC
address of the hotspot device, the Bluetooth MAC ad-
dress of the wireless device, Bluetooth pairing informa-
tion, and shared secret for establishing the control chan-
nel, in accordance with example embodiments of the in-
vention. If the Bluetooth control channel connection setup
requires authentication, link keys may be initially ex-
changed using a Near Field Communications link, for ex-
ample, with an NFC Data Exchange Format (NDEF) con-
figuration record that includes the link keys. As a result,
setting up the WLAN tethering option in a smartphone
and in tethered wireless devices may be performed as a
part of the initial device set-up, requiring minimal user
involvement.

[0086] The figure shows two stationary hotspot access
points AP1 and AP2 at fixed locations, connected to the
Internet 46. When the other wireless device B is within
communication range of at least one of the stationary
hotspot access points AP1 or AP2, it may use that sta-
tionary access point within range to access the Internet
46. If the other wireless device B moves beyond the com-
munication range of any of the stationary hotspot access
points AP1 and AP2, the other wireless device B may
still be able to access the internet 46 by becoming teth-
ered over a WLAN connection to the mobile hotspot de-
vice A. The mobile hotspot device A may serve as a
WLAN gateway to the cellular base station 18, cellular
telephone network 39, internet gateway 44, and Internet
46. The mobile hotspot device A may then relay the com-
munications traffic of the other wireless device B, via the
WLAN tethering connection between the devices A and
B, and via the cellular telephone network 39 and internet
gateway 44, to the Internet 39.

[0087] In another example embodiment of the inven-
tion, the devices may exchange the Bluetooth MAC ad-
dress of the hotspot device, the Bluetooth MAC address
of the wireless device, Bluetooth pairing information, and
shared secret for establishing the control channel, via
the cellular telephone network connected to a server that
provides this information.

[0088] Figure 1Ais an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure 1, establishing the Bluetooth control
channel 52 between the Bluetooth circuit 14A and the
Bluetooth circuit 14B, in accordance with example em-
bodiments of the invention.

[0089] Figure 1Bis an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure 1A,

[0090] In accordance with an example embodiment of
the invention, request message 54 may request a teth-
ering connection requesting the mobile hotspot device A
to relay communications between wireless device B, via
cellular base station 18 and Internet 46, to either the so-
cial network server 36 or the other network server 37.
Requestmessage 54 may request a tethering connection
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requesting the mobile hotspot device A to relay commu-
nications between wireless device B, via cellular base
station 18 and over one or more cellular wireless con-
nections 19 to one or more wireless devices C. Request
message 54 may request a tethering connection request-
ing the mobile hotspot device A to relay communications
between wireless device B and over one or more WLAN
connections 13 to one or more wireless devices D con-
nected to the hotspot device A. The figure shows a sec-
ond WLAN circuit 12’ on the mobile hotspot device A,
shown to clarify the description of the WLAN connection
13 to the wireless device D, however, the mobile hotspot
device A may accomplishits WLAN communications with
the single WLAN circuit 12.

[0091] In another example embodiment of the inven-
tion, the mobile hotspot device A may receive a request
from the client wireless device D over a Bluetooth control
channel between Bluetooth circuits 14D and 14A, for a
WLAN tethering connection for relaying by the mobile
hotspot device A, communications between the wireless
device D and one or more entities in at least one of the
cellular telephone network 18 and a wireless local area
network provided by the mobile hotspot device A, in ac-
cordance with example embodiments of the invention.
[0092] Figure 1C is an example network diagram of
the mobile wireless hotspot device A and the other wire-
less device B of Figure 1B, exchanging overthe Bluetooth
control channel 52, WLAN connectivity configuration in-
formation 56. The mobile hotspot device A and the client
wireless device B may exchange over the control channel
52, by at least one of transmitting or receiving in-band
communications connectivity configuration information,
such as IEEE 802.11 WLAN tethering connections with
the SSID and passkeys, a required authentication pro-
cedure, the public key of the mobile hotspot device A,
available data rates, available data throughput, a re-
quired site blacklist for virus protection, and the like.
[0093] In accordance with an example embodiment of
the invention, the mobile hotspot device A and the wire-
less device B may further exchange over the Bluetooth
control channel 52, by at least one of transmitting or re-
ceiving in-band communications connectivity configura-
tion information to enable power saving features and op-
timize activity times in the in-band communications teth-
ering connection with the wireless device in an in-band
communications medium, such as IEEE 802.11 WLAN.
Example power saving features may include scheduled
sleep and awake periods wherein both the mobile hotspot
device A and the wireless device B observe substantially
the same sleep and awake periods. Control information
may also be exchanged to optimize the timing of the sleep
and awake periods in the WLAN tethering connection, in
accordance with example embodiments of the invention.
[0094] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may exchange over a Bluetooth control channel
between Bluetooth circuits 14D and 14A, by at least one
of transmitting or receiving in-band communications con-
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nectivity configuration information, such as IEEE 802.11
WLAN tethering connections with the SSID and pass-
keys, arequired authentication procedure, the public key
of the mobile hotspot device A, available data rates, avail-
able data throughput, a required site blacklist for virus
protection, and the like. The mobile hotspot device A and
the wireless device D may further exchange over the
Bluetooth control channel between Bluetooth circuits
14D and 14A, by at least one of transmitting or receiving
in-band communications connectivity configuration infor-
mation to enable power saving features and optimize ac-
tivity times in the in-band communications tethering con-
nection with the wireless device in an in-band communi-
cations medium, such as IEEE 802.11 WLAN, in accord-
ance with example embodiments of the invention.
[0095] Figure 1D is an example network diagram of
the mobile wireless hotspot device A and the other wire-
less device B of Figure 1C, establishing the WLAN teth-
ering connection 58 between the WLAN circuit 12A of
the mobile wireless hotspot A and the WLAN circuit 12B
of the wireless device B. The figure shows the transition-
ing, by the mobile hotspot device A, from a WLAN idle
state to a WLAN active state, using the power saving
features and optimized activity times for the WLAN teth-
ering connection 58, in response to receiving the request
54 over the Bluetooth control channel 52, in accordance
with example embodiments of the invention.

[0096] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may establish a WLAN tethering connection
between the WLAN circuit 12A’ of the mobile wireless
hotspot A and the WLAN circuit 12D of the wireless de-
vice B, in response to receiving the request over the
Bluetooth control channel between Bluetooth circuits
14D and 14A, in accordance with example embodiments
of the invention.

[0097] Figure 1Eis an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure ID, exchanging messages for adjust-
ments 59 in the WLAN connectivity configuration infor-
mation to modify atleast one of the power saving features
and optimized activity times in the WLAN tethering con-
nection 58, in accordance with example embodiments of
the invention. WLAN traffic 75 from the wireless device
B is shown being relayed by the mobile hotspot device
A from its cell phone circuit 18A as the relayed traffic 75
to the antenna 17 of the cellular base station 18. The
cellular base station 18 passes the traffic on to the tele-
phone network 39, and internet gateway 44 to the Internet
46, towards a destination server 36, in accordance with
example embodiments of the invention. The destination
server 36 may be a social network server connected to
the Internet 46.

[0098] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may exchange over a Bluetooth control channel
between Bluetooth circuits 14D and 14A, messages for
adjustments in the WLAN connectivity configuration in-
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formation to modify at least one of the power saving fea-
tures and optimized activity times in the WLAN tethering
connection between the WLAN circuit 12A’ of the mobile
wireless hotspot A and the WLAN circuit 12D of the wire-
less device B, in accordance with example embodiments
of the invention.

[0099] Figure 1F is an example network diagram of the
mobile wireless hotspot device A of Figure 1E, transition-
ing from the WLAN active state to the WLAN idle state
of the WLAN tethering connection, when no requests are
received from any wireless device, for a WLAN tethering
connection for relaying by the mobile hotspot device A,
communications between the any wireless device and
the cellular telephone network 18, in accordance with
example embodiments of the invention.

[0100] Figure 1G is an example flow diagram 100 of
the operation of the mobile hot spot device A, wherein
tethering is active in step 102 until here are no active
clients as determined in step 104. If there are no active
clients, then the mobile hot spot A goes into the idle state
in step 106 and may check thatits Bluetooth control radio
14A is turned on and that all connected clients support
the power save feature. After receiving a tethering re-
quest from a client in step 108, the mobile hot spot A
turns on mobile tethering in s102 and may also inform
the client that it is up and running, in accordance with
example embodiments of the invention.

[0101] Figure 2A is an example functional block dia-
gram of the mobile wireless hotspot device A and the
other wireless device B of Figure 1D, exchanging adjust-
ments 59 in the WLAN connectivity configuration infor-
mation over the Bluetooth control channel 52, to modify
at least one of the power saving features and optimized
activity times in the WLAN tethering connection 58, in
accordance with example embodiments of the invention.
[0102] In accordance with an embodiment of the in-
vention, mobile hotspot device A further includes an NFC
reader/writer 16A, a Bluetooth transceiver 14A, a IEEE
802.11 WLAN transceiver 12A, and a cellular telephone
transceiver 18A. The cellular telephone transceiver 18A
may be based on Wide Area (WAN) communications pro-
tocols that include Global System for Mobile Communi-
cations (GSM), General Packet Radio service (GPRS),
Enhanced data rates for GSM evolution (EDGE), Evolu-
tion-Data Optimized (EV-DO), and Wideband Code Di-
vision Multiple Access (W-CDMA).

[0103] Inanexample embodiment of the invention, the
mobile hotspot device A may be a device having an over-
all function as a PDA, cell phone, laptop or palmtop com-
puter, or the like. The mobile hotspot device A includes
a processor 20 that includes a single core, dual core or
multi-core central processing unit (CPU_1 and CPU_2),
a random access memory (RAM), a read only memory
(ROM), and interface circuits to interface with circuits,
such as a cell phone radio, a battery and other power
sources, key pad, touch screen, display, microphone,
speakers, ear pieces, camera or other imaging devices,
etc. in the device A. The RAM and ROM may be remov-
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able memory devices 126 such as smart cards, SIMs,
WIMs, semiconductor memories such as RAM, ROM,
PROMS, flash memory devices, etc., as shown in Figure
4. The IEEE 802.11 MAC and PHY 12A, provide the me-
dium access control and radio for IEEE 802.11 WLAN
communications. The mobile hotspot device A may in-
clude a user interface such as a key pad and a location
detection device such as the global positioning system
(GPS). Device A may measure its location by the GPS,
by cellular telephone Cell-ID sensed by the wide area
wireless transceiver 18A, or by WLAN signals sensed by
the IEEE 801.11 transceiver 12A, for example. With ref-
erence to Figure 2B, the other wireless device B has sim-
ilar components to mobile hotspot device A in Figure 2A.
[0104] Inanexample embodiment of the invention, the
mobile hotspot device A may include the connectivity
management system 28A, to read device capabilities of
the mobile hotspot device A. The connectivity manage-
ment system 28A may generate the user specific device
connectivity configurations to enable the other wireless
device B, to automatically connect to the mobile hotspot
device A as a tethered wireless device, the connectivity
configurations including a specification of a WLAN teth-
ering connection having a network name (SSID) and
passkey.

[0105] Figure 2B is an example functional block dia-
gram of the mobile wireless hotspot device A and the
other wireless device B of Figure 2A, exchanging adjust-
ments 59’ in the WLAN connectivity configuration infor-
mation over the Near Field Communications (NFC) con-
trol channel viathe NFC reader/writer 16A and NFC read-
er/writer 16B, to modify at least one of the power saving
features and optimized activity times in the WLAN teth-
ering connection 58, in accordance with example em-
bodiments of the invention. In an example embodiment
of the invention, the mobile wireless hotspot device A
and the other wireless device B of Figure 2A, may ex-
change adjustments 59’ in the WLAN connectivity con-
figuration information over another local connectivity
channel having low power.

[0106] Inanexample embodiment of the invention, the
connectivity management system 28A in the mobile
hotspot device A, may read device capabilities mobile
hotspot device A. The connectivity management system
28A may generate user specific device connectivity con-
figurations to enable a other wireless device B, to auto-
matically connect to the mobile hotspot device A as a
tethered wireless device, the connectivity configurations
including specification of a WLAN tethering connection
having a network name and passkey. The connectivity
management system 28A may receive from the other
wireless device B, a WLAN tethering connection request
based on the user specific device connectivity configu-
rations.

[0107] Inanexample embodiment of the invention, the
other wireless device B may exchange information di-
rectly with the mobile hotspot device A via a short range
communications link, such as the Bluetooth (or Bluetooth
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Low Energy) circuits 14A and 14B or the Near Field Com-
munications (NFC) reader/writer circuits 16A and 16B.
[0108] Figure 3A is an example flow diagram 300 of
the process performed by mobile hotspot device A, in
accordance with example embodiments of the invention.
The steps of the flow diagram represent computer code
instructions stored in the RAM and/or ROM memory of
the mobile hotspot device A, which when executed by
the central processing units (CPU), carry out the func-
tions of the example embodiments of the invention. The
steps may be carried out in another order than shown
and individual steps may be combined or separated into
component steps. Additional steps may be included in
this sequence. The steps of the example method are as
follows.

[0109] Step 302: establishing, by a mobile hotspot de-
vice, a control channel with a wireless device, using an
out-of-band communications connection in an out-of-
band communications medium; and

[0110] Step 304: exchanging, by the mobile hotspot
device over the control channel, with the wireless device,
by at least one of transmitting or receiving in-band com-
munications connectivity configuration information to en-
able power saving features and optimize activity times in
an in-band communications tethering connection with the
wireless device in an in-band communications medium,
for relaying by the mobile hotspot device, communica-
tions between the wireless device and one or more en-
tities in at least one of a wide area communications net-
work and a wireless local area network provided by the
mobile hotspot device.

[0111] Figure 3B is an example flow diagram 350 of
the process performed by the other wireless device B, in
accordance with example embodiments of the invention.
The steps of the flow diagram represent computer code
instructions stored in the RAM and/or ROM memory of
the other wireless device B, which when executed by the
central processing units (CPU), carry out the functions
of the example embodiments of the invention. The steps
may be carried out in another order than shown and in-
dividual steps may be combined or separated into com-
ponent steps. Additional steps may be included in this
sequence. The steps of the example method are as fol-
lows.

[0112] Step 352: establishing, by a wireless device, a
control channel with a mobile hotspot device, using an
out-of-band communications connection in an out-of-
band communications medium; and

[0113] Step 354: exchanging, by the wireless device
over the control channel, with the mobile hotspot device,
by at least one of transmitting or receiving in-band com-
munications connectivity configuration information to en-
able power saving features and optimize activity times in
an in-band communications tethering connection with the
mobile hotspot device in an in-band communications me-
dium, for relaying by the mobile hotspot device, commu-
nications between the wireless device and one or more
entities in at least one of a wide area communications
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network and a wireless local area network provided by
the mobile hotspot device.

[0114] Figure 4 illustrates an example embodiment of
the invention, wherein examples of removable storage
media 126 are shown, based on magnetic, electronic
and/or optical technologies, such as magnetic disks, op-
tical disks, semiconductor memory circuit devices and
micro-SD memory cards (SD refers to the Secure Digital
standard) for storing data and/or computer program code
as an example computer program product, in accordance
with at least one embodiment of the present invention.
[0115] In an alternate example embodiment of the in-
vention, RFID transponders may be used in devices A
and B, which may be the passive type or the active type,
instead of the NFC transponders. A passive RFID trans-
ponder requires no internal power source to communi-
cate with an RFID reader, and is only active when it is
near an RFID reader that energizes the transponder with
a continuous radio frequency signal at a resonant fre-
quency of the antenna. The small electrical current in-
duced in the antenna by the continuous radio frequency
signal provides enough power for an integrated circuit in
the transponder to power up and transmit a modulated
response, typically by backscattering the continuous car-
rier wave from the RFID reader. A passive RFID trans-
ponder may include writable electrically erasable, pro-
grammable, read-only memory (EEPROM) for storing
data received from the RFID reader, which modulates
the continuous carrier wave sent by the RFID reader.
Reading distances for passive RFID transponders typi-
cally range from a few centimeters to a few meters, de-
pending on the radio frequency and antenna design. By
contrast, active RFID transponders require a power
source to receive and transmit information with an RFID
reader. The RFID transponder may be affixed to or inte-
grated with the wireless device A and device B and the
user brings the RFID transponder on the device A close
to an RFID reader circuit in device B to allow near field
communication between the devices. In example embod-
iments, both devices A and B may have RFID reader
circuits to read RFID signals from the other device.
[0116] In an example embodiment, the wireless trans-
ceiver carrier in device A and device B may be a suitable
short-range communications protocol, such as Radio
Frequency Identification (RFID), Near Field Communi-
cation (NFC), Infrared Data Association (IrDA), or Ultra
Wide Band (UWB), for example.

[0117] An example of the Radio Frequency ldentifica-
tion (RFID) out-of-band short-range carrier is described,
for example, ISO 11785 (air interface protocol), 1ISO
14443 (air interface protocol), and ISO 15693, incorpo-
rated herein by reference.

[0118] An example of the Near Field Communication
(NFC) out-of-band short-range carrier is described, for
example, in ISO/IEC 14443 and ISO/IEC 18092, incor-
porated herein by reference.

[0119] Anexample of the Infrared Data Association (Ir-
DA) out-of-band short-range carrier is described, for ex-
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ample, in IrDA Link Access Protocol, v1.1 (1996), incor-
porated herein by reference.

[0120] An example of the Ultra Wide Band (UWB) out-
of-band short-range carrier is described, for example, in
WiMedia Common Radio Platform Specification, Version
1.5 (2010), incorporated herein by reference.

[0121] In example embodiments, the wireless trans-
ceiver carrier in device A and device B may be a suitable
communications protocol, such as a Vehicle Area
(WVAN) communications protocol, Wireless Video Net-
works (WVAN-TV) communications protocol, Personal
Area (WPAN) communications protocol, Local Area
(WLAN) communications protocol, or Wide Area (WAN)
communications protocol, using the standard procedures
and primitives defined by the respective standards. Per-
sonal Area (WPAN) communications protocols include
Bluetooth BR/EDR, Bluetooth Low Energy, Wireless
USB (WUSB), Ultra Wide-band (UWB), ZigBee (IEEE
802.15.4, or IEEE 802.15.4a) for short range communi-
cation between devices. Local Area (WLAN) communi-
cations protocols include IEEE 802.11, digital enhanced
cordless telecommunications (DECT) and HIPERLAN.
Wide Area (WAN) communications protocols include
Global System for Mobile Communications (GSM), Gen-
eral Packet Radio service (GPRS), Enhanced data rates
for GSM evolution (EDGE), Evolution-Data Optimized
(EV-DO), and Wideband Code Division Multiple Access
(W-CDMA).

[0122] Using the description provided herein, the em-
bodiments may be implemented as a machine, process,
or article of manufacture by using standard programming
and/or engineering technigues to produce programming
software, firmware, hardware or any combination there-
of.

[0123] Any resulting program(s), having computer-
readable program code, may be embodied on one or
more computer-usable media such as resident memory
devices, smart cards or other removable memory devic-
es, or transmitting devices, thereby making a computer
program product or article of manufacture according to
the embodiments. As such, the terms "article of manu-
facture" and "computer program product” as used herein
are intended to encompass a computer program that ex-
ists permanently or temporarily on any computer-usable
medium or in any transmitting medium which transmits
such a program.

[0124] As indicated above, memory/storage devices
include, but are not limited to, disks, optical disks, remov-
able memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS,
etc. Transmitting mediums include, but are not limited to,
transmissions via wireless communication networks, the
Internet, intranets, telephone/modem-based network
communication, hard-wired/cabled communication net-
work, satellite communication, and other stationary or
mobile network systems/communication links.

[0125] Although specific example embodiments have
been disclosed, a person skilled in the art will understand
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that changes can be made to the specific example em-
bodiments without departing from the scope of the inven-
tion.

[0126] Anexample of the Infrared Data Association (Ir-
DA) out-of-band short-range carrier is described, for ex-
ample, in IrDA Link Access Protocol, v1.1 (19986), incor-
porated herein by reference.

[0127] An example of the Ultra Wide Band (UWB) out-
of-band short-range carrier is described, for example, in
WiMedia Common Radio Platform Specification, Version
1.5 (2010), incorporated herein by reference.

[0128] In example embodiments, the wireless trans-
ceiver carrier in device A and device B may be a suitable
communications protocol, such as a Vehicle Area
(WVAN) communications protocol, Wireless Video Net-
works (WVAN-TV) communications protocol, Personal
Area (WPAN) communications protocol, Local Area
(WLAN) communications protocol, or Wide Area (WAN)
communications protocol, using the standard procedures
and primitives defined by the respective standards. Per-
sonal Area (WPAN) communications protocols include
Bluetooth BR/EDR, Bluetooth Low Energy, Wireless
USB (WUSB), Ultra Wide-band (UWB), ZigBee (IEEE
802.15.4, or IEEE 802.15.4a) for short range communi-
cation between devices. Local Area (WLAN) communi-
cations protocols include IEEE 802.11, digital enhanced
cordless telecommunications (DECT) and HIPERLAN.
Wide Area (WAN) communications protocols include
Global System for Mobile Communications (GSM), Gen-
eral Packet Radio service (GPRS), Enhanced data rates
for GSM evolution (EDGE), Evolution-Data Optimized
(EV-DO), and Wideband Code Division Multiple Access
(W-CDMA).

[0129] Using the description provided herein, the em-
bodiments may be implemented as a machine, process,
or article of manufacture by using standard programming
and/or engineering techniques to produce programming
software, firmware, hardware or any combination there-
of.

[0130] Any resulting program(s), having computer-
readable program code, may be embodied on one or
more computer-usable media such as resident memory
devices, smart cards or other removable memory devic-
es, or transmitting devices, thereby making a computer
program product or article of manufacture according to
the embodiments. As such, the terms "article of manu-
facture" and "computer program product" as used herein
are intended to encompass a computer program that ex-
ists permanently or temporarily on any computer-usable
medium or in any transmitting medium which transmits
such a program.

[0131] As indicated above, memory/storage devices
include, but are notlimited to, disks, optical disks, remov-
able memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS,
etc. Transmitting mediums include, but are not limited to,
transmissions via wireless communication networks, the
Internet, intranets, telephone/modem-based network
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communication, hard-wired/cabled communication net-
work, satellite communication, and other stationary or
mobile network systems/communication links.

[0132] Although specific example embodiments have
been disclosed, a person skilled in the art will understand
that changes can be made to the specific example em-
bodiments without departing from the scope of the inven-
tion.

Claims
1. A method, comprising:

establishing (302), by an apparatus operating
as a mobile hotspot device, a control channel
(52) over a wireless out-of-band communica-
tions medium with a wireless device, wherein
said establishing of the control channel with the
wireless device comprises exchanging, via the
wireless out-of-band communications medium,
at least out-of-band pairing information, or
shared secret information; and

exchanging (304), by the apparatus operating
as the mobile hotspot device, over the estab-
lished control channel (52), by at least one of
transmitting or receiving in-band communica-
tions connectivity configuration information to
enable power saving features and optimize ac-
tivity times in an in-band communications teth-
ering connection (58) with the wireless device
in an in-band communications medium, for re-
laying by the apparatus operating as the mobile
hotspot device, communications between the
wireless device and one or more entities in at
least one of a wide area communications net-
work (39,46) and/or a wireless local area net-
work provided by the apparatus operating as the
mobile hotspot device.

2. The method of claim 1, further comprising:

receiving, by the apparatus operating as the mo-
bile hotspot device, over the control channel
(52), a request from the wireless device for the
in-band communications tethering connection
(58) for relaying, by the apparatus operating as
the mobile hotspot device, communications be-
tween the wireless device and one or more en-
tities in at least one of the wide area communi-
cations network (39,46) and/or the wireless local
area network provided by the apparatus operat-
ing as the mobile hotspot device;

performing, by the apparatus operating as the
mobile hotspot device, said exchanging over the
control channel (52), with the wireless device,
of the in-band communications connectivity con-
figuration information, in response to receiving
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the request; and

transitioning, by the apparatus operating as the
mobile hotspot device, from an in-band commu-
nications idle state to an in-band communica-
tions active state using the power saving fea-
tures and optimized activity times for the in-band
communications tethering connection (58), in
response to receiving the request.

The method of claim 1 or claim 2, further comprising:
exchanging, by the apparatus operating as the mo-
bile hotspot device, over the control channel, with
the wireless device, adjustments (59,59’) in the in-
band communications connectivity configuration in-
formation to modify at least one of the power saving
features and optimized activity times in the in-band
communications tethering connection (58) with the
wireless device.

The method of any of the preceding claims, further
comprising:

transitioning, by the apparatus operating as the mo-
bile hotspot device, from the in-band communica-
tions active state to the in-band communications idle
state of the in-band communications tethering con-
nection (58), when no requests are received from
any wireless device for the in-band communications
tethering connection.

The method of any of the preceding claims, wherein
the out-of-band communications medium comprises
one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol,
and the in-band communications medium comprises
a IEEE 802.11 communications protocol.

A method, comprising:

establishing (352), by a wireless device, a con-
trol channel (52) over a wireless out-of-band
communications medium with an apparatus op-
erating as a mobile hotspot device, wherein said
establishing of the control channel with the wire-
less device comprises exchanging, via the wire-
less out-of-band communications medium, at
least out-of-band pairing information, or shared
secret information; and

exchanging (354), by the wireless device over
the control channel (52), with the apparatus op-
erating as the mobile hotspot device, by at least
one of transmitting or receiving in-band commu-
nications connectivity configuration information
to enable power saving features and optimize
activity times in an in-band communications
tethering connection (58) with the apparatus op-
erating as the mobile hotspot device in an in-
band communications medium.
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The method of claim 6, further comprising:

transmitting, by the wireless device, over the
control channel (52), a request to the apparatus
operating as the mobile hotspot device for the
in-band communications tethering connection
(58);

performing, by the wireless device, said ex-
changing over the control channel (52), with the
apparatus operating as the mobile hotspot de-
vice, of the in-band communications connectiv-
ity configuration information; and

establishing, by the wireless device, the in-band
communications tethering connection (58) with
the apparatus operating as the mobile hotspot
device, using the power saving features and op-
timized activity times for the in-band communi-
cations tethering connection.

A computer program comprising computer readable
program code configured to cause performing of the
method of any of the preceding claims when said
program is run on a computer.

The computer program product of claim 8, wherein
the computer program is a computer program prod-
uct comprising a computer-readable medium bear-
ing computer program code embodied therein for
use with a computer.

An apparatus operable as a mobile hotspot device,
comprising:

means (14A) for establishing a control channel
(52) over a wireless out-of-band communica-
tions medium with a wireless device, wherein
said means for establishing the control channel
with the wireless device comprises means for
exchanging, via the wireless out-of-band com-
munications medium, at least out-of-band pair-
ing information, or shared secret information;
and

means (14A) for exchanging over the control
channel (52), with the wireless device, by atleast
one of transmitting or receiving in-band commu-
nications connectivity configuration information
to enable power saving features and optimize
activity times in an in-band communications
tethering connection (58) with the wireless de-
vice in an in-band communications medium, for
relaying by the apparatus, communications be-
tween the wireless device and one or more en-
tities in at least one of a wide area communica-
tions network (39,46) and/or a wireless local ar-
ea network provided by the apparatus.

The apparatus of claim 10, further comprising:
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means (14A) for receiving over the control chan-
nel (52), a request from the wireless device for
the in-band communications tethering connec-
tion (58) for relaying by the apparatus, commu-
nications between the wireless device and one
or more entities in at least one of the wide area
communications network (39,46) and/or the
wireless local area network provided by the ap-
paratus;

means (14A) for performing said exchanging
over the control channel (52), with the wireless
device, of the in-band communications connec-
tivity configuration information, in response to
receiving the request; and

means (12A,20) for transitioning from an in-
band communications idle state to an in-band
communications active state using the power
saving features and optimized activity times for
the in-band communications tethering connec-
tion (58), in response to receiving the request.

The apparatus of claim 10 or claim 11, further com-
prising:

means (14A)forexchanging overthe controlchannel
(52), with the wireless device, adjustments in the in-
band communications connectivity configuration in-
formation to modify at least one of the power saving
features and optimized activity times in the in-band
communications tethering connection (58) with the
wireless device.

The apparatus of any of the claims 10-12, further
comprising:

means (12A,20) for transitioning from the in-band
communications active state to the in-band commu-
nications idle state of the in-band communications
tethering connection (58), when no requests are re-
ceived from any wireless device, for an in-band com-
munications tethering connection.

The apparatus of any of the claims 10-13, wherein
the out-of-band communications medium comprises
one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol,
and the in-band communications medium comprises
a IEEE 802.11 communications protocol.

An apparatus, comprising:

means (14B) for establishing a control channel
over a wireless out-of-band communications
medium with an apparatus operating as a mobile
hotspot device, wherein said means for estab-
lishing the control channel with the apparatus
operating as the mobile hotspot device compris-
es means for exchanging, via the wireless out-
of-band communications medium, at least out-
of-band pairing information, or shared secretin-
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formation; and

means (14B) for exchanging over the control
channel (52), with the apparatus operating as
the mobile hotspot device, by at least one of
transmitting or receiving in-band communica-
tions connectivity configuration information to
enable power saving features and optimize ac-
tivity times in an in-band communications teth-
ering connection (58) with the apparatus oper-
ating as the mobile hotspot device in an in-band
communications medium.

Patentanspriiche

Verfahren, umfassend:

Einrichten (302), durch ein Gerat, das als eine
mobile Hotspot-Vorrichtung betrieben wird, ei-
nes Steuerkanals (52) Uber ein drahtloses Au-
RBerbandkommunikationsmedium mit einer
drahtlosen Vorrichtung, wobei das Einrichten
des Steuerkanals mit dem drahtlosen Medium
umfasst, Uber das drahtlose AuRerbandkommu-
nikationsmedium, zumindest AuRerband-Paa-
rungsinformationen oder geteilte geheime Infor-
mationen auszutauschen; und

Austauschen (304), durch das Gerat, das als die
mobile Hotspot-Vorrichtung betrieben wird,
uber den eingerichteten Steuerkanal (52) durch
mindestens eines von Ubertragen oder Empfan-
gen, von Inbandkommunikation-Konnektivitats-
konfiguration-Informationen, um Leistungs-
sparmerkmale zu aktivieren und Aktivitatszeiten
in einer Inbandkommunikation-Anbindungsver-
bindung (58) mit der drahtlosen Vorrichtung in
einem Inbandkommunikationsmedium zu opti-
mieren, um Kommunikationen durch das Gerét,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird, zwischen der drahtlosen Vorrichtung
und einer oder mehreren Entitdten in mindes-
tens einem eines Weitbereichskommunikati-
onsnetzwerks (39, 46) und/oder eines drahtlo-
sen Nahbereichsnetzwerks, bereitgestellt durch
das Gerat, das als die mobile Hotspot-Vorrich-
tung betrieben wird, weiterzuleiten.

2. Verfahren nach Anspruch 1, ferner umfassend:

Empfangen, durch das Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, Uber den
Steuerkanal (52), einer Anforderung, von der
drahtlosen Vorrichtung, der Inbandkommunika-
tion-Anbindungsverbindung (58) zum Weiterlei-
ten, durch das Gerat, das als die mobile Hotspot-
Vorrichtung betrieben wird, von Kommunikatio-
nen zwischen der drahtlosen Vorrichtung und
einer oder mehreren Entitédten in mindestens ei-
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nem des Weitbereichskommunikationsnetz-
werks (39, 46) und/oder des drahtlosen Nahbe-
reichsnetzwerks, bereitgestellt durch das Geréat,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird;

Durchfuhren, durch das Geréat, das als die mo-
bile Hotspot-Vorrichtung betrieben wird, des
Austauschens, Uber den Steuerkanal (52) mit
der drahtlosen Vorrichtung, der Inbandkommu-
nikation-Konnektivitatskonfiguration-Informati-
onen als Reaktion auf Empfangen der Anforde-
rung; und

Ubergehen, durch das Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, von einem
Inbandkommunikation-Ruhezustand zu einem
Inbandkommunikation-Aktivzustand unter Ver-
wendung der Leistungssparmerkmale und opti-
mierten Aktivitdtszeiten fur die Inbandkommu-
nikation-Anbindungsverbindung (58) als Reak-
tion auf Empfangen der Anforderung.

Verfahren nach Anspruch 1 oder Anspruch 2, ferner
umfassend:

Austauschen, durch das Gerat, das als die mobile
Hotspot-Vorrichtung betrieben wird, Gber den Steu-
erkanal mit der drahtlosen Vorrichtung, von Anpas-
sungen (59, 59’) in den Inbandkommunikation-Kon-
nektivitdtskonfiguration-Informationen zum Modifi-
zieren mindestens eines der Leistungssparmerkma-
le und der optimierten Aktivitatszeiten in der Inband-
kommunikation-Anbindungsverbindung (58) mit der
drahtlosen Vorrichtung.

Verfahren nach einem der vorhergehenden Anspri-
che, ferner umfassend:

Ubergehen, durch das Gerét, das als die mobile Hot-
spot-Vorrichtung betrieben wird, von dem Inband-
kommunikation-Aktivzustand zu dem Inbandkom-
munikation-Ruhezustand der Inbandkommunikati-
on-Anbindungsverbindung (58), wenn keine Anfor-
derungen, von einer drahtlosen Vorrichtung, fur die
Inbandkommunikation-Anbindungsverbindung
empfangen werden.

Verfahren nach einem der vorhergehenden Anspri-
che, wobei das AuRerbandkommunikationsmedium
ein Bluetooth-Kommunikationsprotokoll oder ein
Bluetooth-Low-Energy-Kommunikationsprotokoll
umfasstund das Inbandkommunikationsmedium ein
IEEE 802.11-Kommunikationsprotokoll umfasst.

Verfahren, umfassend:

Einrichten (352), durch eine drahtlose Vorrich-
tung, eines Steuerkanals (52) Uber ein drahtlo-
ses Aulerbandkommunikationsmedium mit ei-
nem Gerat, das als eine mobile Hotspot-Vorrich-
tung betrieben wird, wobei das Einrichten des
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Steuerkanals mit der drahtlosen Vorrichtung
umfasst, Uber das drahtlose AulRerbandkommu-
nikationsmedium, zumindest AuRerband-Paa-
rungsinformationen oder geteilte geheime Infor-
mationen auszutauschen; und

Austauschen (354), durch die drahtlose Vorrich-
tung, Uber den Steuerkanal (52) mit dem Gerat,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird, durch mindestens eines von Ubertra-
gen oder Empfangen, von Inbandkommunikati-
on-Konnektivitatskonfiguration-Informationen,
um Leistungssparmerkmale zu aktivieren und
Aktivitatszeiten in einer Inbandkommunikation-
Anbindungsverbindung (58) mit dem Gerét, das
als die mobile Hotspot-Vorrichtung betrieben
wird, in einem Inbandkommunikationsmedium
zu optimieren.

Verfahren nach Anspruch 6, ferner umfassend:

Ubertragen, durch die drahtlose Vorrichtung,
uber den Steuerkanal (52), einer Anforderung,
an das Gerat, das als eine mobile Hotspot-Vor-
richtung betrieben wird, fur die Inbandkommu-
nikation-Anbindungsverbindung (58);
Durchfuihren, durch die drahtlose Vorrichtung,
des Austauschens, Uber den Steuerkanal (52)
mit dem Geréat, das als die mobile Hotspot-Vor-
richtung betrieben wird, der Inbandkommunika-
tion-Konnektivitatskonfiguration-Informatio-
nen; und

Einrichten, durch die drahtlose Vorrichtung, der
Inbandkommunikation-Anbindungsverbindung
(58) mit dem Geréat, das als die mobile Hotspot-
Vorrichtung betrieben wird, unter Verwendung
der Leistungssparmerkmale und optimierten
Aktivitatszeiten fur die Inbandkommunikation-
Anbindungsverbindung.

Computerprogramm, umfassend computerlesbaren
Programmcode, konfiguriert zum Bewirken, dass
das Verfahren nach einem der vorstehenden An-
spriiche durchgefuhrt wird, wenn das Programm auf
einem Computer ausgefuhrt wird.

Computerprogrammprodukt nach Anspruch 8, wo-
bei das Computerprogramm ein Computerpro-
grammprodukt ist, umfassend ein computerlesbares
Medium, das Computerprogrammcode trégt, der da-
rin fur Verwendung mit einem Computer verkdrpert
ist.

Gerat, betreibbar als eine mobile Hotspot-Vorrich-
tung, umfassend:

Mittel (14A) zum Einrichten eines Steuerkanals

(52) uber ein drahtloses Aufierbandkommuni-
kationsmedium mit einer drahtlosen Vorrich-
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tung, wobei das Mittel zum Einrichten des Steu-
erkanals mit dem drahtlosen Medium Mittel zum
Austauschen, Uber das drahtlose AulRerband-
kommunikationsmedium, von zumindest Au-
Rerband-Paarungsinformationen oder geteilten
geheimen Informationen umfasst; und

Mittel (14A) zum Austauschen, Uber den Steu-
erkanal (52) mit der drahtlosen Vorrichtung
durch mindestens eines von Ubertragen oder
Empfangen, von Inbandkommunikation-Kon-
nektivitdtskonfiguration-Informationen, um
Leistungssparmerkmale zu aktivieren und Akti-
vitatszeiten in einer Inbandkommunikation-An-
bindungsverbindung (58) mit der drahtlosen
Vorrichtung in einem Inbandkommunikations-
medium zu optimieren, um Kommunikationen
durch das Gerat zwischen der drahtlosen Vor-
richtung und einer oder mehreren Entitaten in
mindestens einem eines Weitbereichskommu-
nikationsnetzwerks (39, 46) und/oder eines
drahtlosen Nahbereichsnetzwerks, bereitge-
stellt durch das Gerat, weiterzuleiten.

11. Gerat nach Anspruch 10, ferner umfassend:

Mittel (14A) zum Empfangen, Uber den Steuer-
kanal (52), einer Anforderung, von der drahtlo-
sen Vorrichtung, der Inbandkommunikation-An-
bindungsverbindung (58) zum Weiterleiten,
durch das Gerat, von Kommunikationen zwi-
schen der drahtlosen Vorrichtung und eineroder
mehreren Entitaten in mindestens einem des
Weitbereichskommunikationsnetzwerks (39,
46) und/oder des drahtlosen Nahbereichsnetz-
werks, bereitgestellt durch das Gerat;

Mittel (14A) zum Durchfilhren des Austaus-
chens, Uber den Steuerkanal (52) mit der draht-
losen Vorrichtung, der Inbandkommunikation-
Konnektivitatskonfiguration-Informationen als
Reaktion auf Empfangen der Anforderung; und
Mittel (12A, 20) zum Ubergehen von einem In-
bandkommunikation-Ruhezustand zu einem In-
bandkommunikation-Aktivzustand unter Ver-
wendung der Leistungssparmerkmale und opti-
mierten Aktivitatszeiten fur die Inbandkommu-
nikation-Anbindungsverbindung (58) als Reak-
tion auf Empfangen der Anforderung.

12. Gerat nach Anspruch 10 oder Anspruch 11, ferner

umfassend:

Mittel (14A) zum Austauschen, Uber den Steuerka-
nal (52) mit der drahtlosen Vorrichtung, von Anpas-
sungen in den Inbandkommunikation-Konnektivi-
tatskonfiguration-Informationen zum Modifizieren
mindestens eines der Leistungssparmerkmale und
der optimierten Aktivitatszeiten in der Inbandkom-
munikation-Anbindungsverbindung (58) mit der
drahtlosen Vorrichtung.
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Gerat nach einem der Anspriche 10-12, ferner um-
fassend:

Mittel (12A, 20) zum Ubergehen von dem Inband-
kommunikation-Aktivzustand zu dem Inbandkom-
munikation-Ruhezustand der Inbandkommunikati-
on-Anbindungsverbindung (58), wenn keine Anfor-
derungen, von einer drahtlosen Vorrichtung, einer
Inbandkommunikation-Anbindungsverbindung
empfangen werden.

Gerat nach einem der Anspriiche 10-13, wobei das
AuBerbandkommunikationsmedium ein Bluetooth-
Kommunikationsprotokoll oder ein Bluetooth-Low-
Energy-Kommunikationsprotokoll umfasst und das
Inbandkommunikationsmedium ein IEEE 802.11-
Kommunikationsprotokoll umfasst.

Gerat, umfassend:

Mittel (14B) zum Einrichten eines Steuerkanals
uber ein drahtloses Aulerbandkommunikati-
onsmedium mit einem Gerat, das als eine mo-
bile Hotspot-Vorrichtung betrieben wird, wobei
das Mittel zum Einrichten des Steuerkanals mit
dem Geréat, das als die mobile Hotspot-Vorrich-
tung betrieben wird, Mittel zum Austauschen,
Uber das drahtlose Aukerbandkommunikations-
medium, von zumindest AuRerband-Paarungs-
informationen oder geteilten geheimen Informa-
tionen umfasst; und

Mittel (14B) zum Austauschen, Uber den Steu-
erkanal (52) mit dem Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, durch min-
destens eines von Ubertragen oder Empfangen,
von Inbandkommunikation-Konnektivitatskonfi-
guration-Informationen, um Leistungsspar-
merkmale zu aktivieren und Aktivitatszeiten in
einer Inbandkommunikation-Anbindungsver-
bindung (58) mit dem Gerat, das als die mobile
Hotspot-Vorrichtung betrieben wird, in einem In-
bandkommunikationsmedium zu optimieren.

Revendications

1.

Procédé, comprenant les étapes suivantes :

établir (302), par un appareil fonctionnant com-
me dispositif de point d’accés mobile, un canal
de commande (52) sur un support de commu-
nication hors bande sans fil avec un dispositif
sans fil, ou ledit établissement du canal de com-
mande avec le dispositif sans fil comprend le fait
d’échanger, par lintermédiaire du support de
communication hors bande sans fil, au moins
des informations d’appariement hors bande ou
des informations confidentielles partagées ; et
échanger (304), par I'appareil fonctionnant com-
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me dispositif de point d’accés mobile sur le canal
de commande établi (52), par au moins une opé-
ration parmi la transmission ou la réception des
informations de configuration de connectivité de
communication dans la bande pour activer des
fonctionnalités d’économie d’énergie et optimi-
ser les temps d’activité dans une connexion de
type modem de communication dans la bande
(58) avec le dispositif sans fil dans un support
de communication dans la bande, pour relayer
par I'appareil fonctionnant comme dispositif de
pointd’accés mobile, des communications entre
le dispositif sans fil et une ou plusieurs entités
dans au moins un réseau parmi un réseau de
communication étendu (39, 46) et un réseau lo-
cal sans fil fourni par l'appareil fonctionnant
comme dispositif de point d’accés mobile.

Procédé selon la revendication 1, comprenant en
outre les étapes suivantes :

recevoir, par I'appareil fonctionnant comme dis-
positif de point d’accés mobile, sur le canal de
commande (52), une demande provenant du
dispositif sans fil pour la connexion de type mo-
dem de communication dans la bande (58) pour
relayer, par l'appareil fonctionnant comme dis-
positif de point d’accés mobile, des communi-
cations entre le dispositif sans fil et une ou plu-
sieurs entités dans au moins un réseau parmi
le réseau de communication étendu (39, 46) et
le réseau local sans fil fourni par I'appareil fonc-
tionnant comme dispositif de point d’accés
mobile ;

procéder, par l'appareil fonctionnant comme
dispositif de pointd’accés mobile, auditéchange
surle canal de commande (52), avec le dispositif
sans fil, des informations de configuration de
connectivité de communication dans la bande,
en réponse a la réception de la demande ; et
effectuer une transition, par I'appareil fonction-
nant comme dispositif de point d’accés mobile,
d’un état de repos de communication dans la
bande a un état actif de communication dans la
bande utilisant les fonctionnalités d’économie
d’énergie et les temps d’activité optimisés pour
la connexion de type modem de communication
dans la bande (58), en réponse a la réception
de la demande.

Procédé selon la revendication 1 ou la revendication
2, comprenant en outre I'étape suivante :

échanger, par l'appareil fonctionnant comme dispo-
sitif de point d’accés mobile, sur le canal de com-
mande, avec le dispositif sans fil, des ajustements
(59, 59’) dans les informations de configuration de
connectivité de communication dans la bande pour
modifier au moins un des éléments parmi les fonc-
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tionnalités d’économie d’énergie et les temps d’ac-
tivité optimisés dans la connexion de type modem
de communication dans la bande (58) avec le dis-
positif sans fil.

Procédé selon I'une quelconque des revendications
précédentes, comprenant en outre les étapes
suivantes : effectuer une transition, par I'appareil
fonctionnant comme dispositif de point d’accés mo-
bile, de I'état actif de communication dans la bande
a I'état de repos de communication dans la bande
de la connexion de type modem de communication
dans la bande (58), lorsqu’aucune demande n’est
regue d’'un quelconque dispositif sans fil, pourla con-
nexion de type modem de communication dans la
bande.

Procédé selon I'une quelconque des revendications
précédentes, dans lequel le support de communica-
tion hors bande comprend un protocole de commu-
nication Bluetooth ou un protocole de communica-
tion Bluetooth a faible énergie, et le support de com-
munication dans la bande comprend un protocole
de communication IEEE 802.11.

Procédé, comprenant les étapes suivantes :

établir (352), par un dispositif sans fil, un canal
de commande (52) sur un support de commu-
nication hors bande sans fil avec un appareil
fonctionnant comme dispositif de point d’acces
mobile, ou ledit établissement du canal de com-
mande avec le dispositif sans fil comprend le fait
d’échanger, par lintermédiaire du support de
communication hors bande sansfilaumoins des
informations d’appariement hors bande ou des
informations confidentielles partagées ; et
échanger (354), par le dispositif sans fil sur le
canal de commande (52), avec l'appareil fonc-
tionnant comme dispositif de point d’accés mo-
bile, par au moins une opération parmi la trans-
mission ou la réception des informations de con-
figuration de connectivité de communication
dans la bande pour activer des fonctionnalités
d’économie d’énergie et optimiser les temps
d’activité dans une connexion de type modem
de communication dans la bande (58) avec I'ap-
pareil fonctionnant comme dispositif de point
d’accés mobile dans un support de communica-
tion dans la bande.

Procédé selon la revendication 6, comprenant en
outre les étapes suivantes :

transmettre, par le dispositif sansfil, sur le canal
de commande (52), une demande a l'appareil
fonctionnant comme dispositif de point d’acceés
mobile pour la connexion de type modem de
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communication dans la bande (58) ;

procéder, par le dispositif sans fil, audit échange
sur le canal de commande (52), avec l'appareil
fonctionnant comme dispositif de point d’accés
mobile, des informations de configuration de
connectivité de communication dans la bande ;
et

établir, par le dispositif sans fil, la connexion de
type modem de communication dans la bande
(58) avec I'appareil fonctionnant comme dispo-
sitif de point d’accés mobile, en utilisantlesfonc-
tionnalités d’économie d’énergie et les temps
d’activité optimisés pour la connexion de type
modem de communication dans la bande.

Programme informatique comprenant un code de
programme lisible par ordinateur configuré pour
amener I'exécution du procédé selon 'une quelcon-
que des revendications précédentes lorsque ledit
programme est exécuté sur un ordinateur.

Produit programme informatique selon la revendica-
tion 8, dans lequel le programme informatique est
un produit programme informatique comprenant un
support lisible par ordinateur intégrant un code de
programme informatique destiné a étre utilisé avec
un ordinateur.

10. Appareil pouvant fonctionner comme dispositif de

point d’accés mobile, comprenant :

des moyens (14A) pour établir un canal de com-
mande (52) sur un support de communication
hors bande sans fil avec un dispositif sans fil,
ou lesdits moyens pour établir le canal de com-
mande avec le dispositif sans fil comprennent
des moyens pour échanger, par l'intermédiaire
du support de communication hors bande sans
fil, au moins des informations d’appariement
hors bande ou des informations confidentielles
partagées ; et

des moyens (14A) pour échanger sur le canal
de commande (52), avec le dispositif sans fil,
par au moins une opération parmi la transmis-
sion ou la réception des informations de confi-
guration de connectivité de communication
dans la bande pour activer des fonctionnalités
d’économie d’énergie et optimiser les temps
d’activité dans une connexion de type modem
de communication dans la bande (58) avec le
dispositif sans fil dans un support de communi-
cation dans la bande, pour relayer par 'appareil
des communications entre le dispositif sans fil
et une ou plusieurs entités dans au moins un
réseau parmi un réseau de communication
étendu (39, 46) et un réseau local sans fil fourni
par 'appareil.
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1.

12.

13.

14.

15.

50

Appareil selon la revendication 10, comprenant en
outre :

des moyens (14A) pour recevoir sur le canal de
commande (52) une demande provenantdu dis-
positif sans fil pour la connexion de type modem
de communication dans la bande (58) pour re-
layer, par l'appareil, des communications entre
le dispositif sans fil et une ou plusieurs entités
dans au moins un réseau parmi le réseau de
communication étendu (39, 46) etleréseaulocal
sans fil fourni par 'appareil ;

des moyens (14A) pour procéder audit échange
surle canal decommande (52), avecle dispositif
sans fil, des informations de configuration de
connectivité de communication dans la bande,
en réponse a la réception de la demande ; et
des moyens (12A, 20) pour effectuer une tran-
sition d’un étatde repos de communication dans
la bande a un état actif de communication dans
la bande en utilisant les fonctionnalités d’éco-
nomie d’énergie etles temps d’activité optimisés
pour la connexion de type modem de commu-
nication dans la bande (58), en réponse a la ré-
ception de la demande.

Appareil selon la revendication 10 ou la revendica-
tion 11, comprenant en outre :

des moyens (14A) pour échanger sur le canal de
commande (52), avec le dispositif sans fil, des ajus-
tements dans les informations de configuration de
connectivité de communication dans la bande pour
modifier au moins un des éléments parmi les fonc-
tionnalités d’économie d’énergie et les temps d’ac-
tivité optimisés dans la connexion de type modem
de communication dans la bande (58) avec le dis-
positif sans fil.

Appareil selon 'une quelconque des revendications
10 a 12, comprenant en outre :

des moyens (12A, 20) pour effectuer une transition
del'état actif de communication dans labande al’état
de repos de communication dans la bande de la con-
nexion de type modem de communication dans la
bande (58), lorsqu’aucune demande n’est regue
d’un quelconque dispositif sans fil, pour une con-
nexion de type modem de communication dans la
bande.

Appareil selon 'une quelconque des revendications
10 a 13, dans lequel le support de communication
hors bande comprend un protocole de communica-
tion Bluetooth ou un protocole de communication
Bluetooth a faible énergie, et le support de commu-
nication dans la bande comprend un protocole de
communication IEEE 802.11.

Appareil comprenant :
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des moyens (14B) pour établir un canal de com-
mande sur un support de communication hors
bande sans fil avec un appareil fonctionnant
comme dispositif de point d’accés mobile, ou
lesdits moyens pour établir le canal de comman-
de avec l'appareil fonctionnant comme dispositif
de point d’accés mobile comprennent des
moyens pour échanger, par l'intermédiaire du
support de communication hors bande sans fil,
au moins des informations d’appariement hors
bande ou des informations confidentielles
partagées ; et

des moyens (14B) pour échanger sur le canal
de commande (52), avec I'appareil fonctionnant
comme dispositif de point d’accés mobile, par
au moins une opération parmi la transmission
ou la réception des informations de configura-
tion de connectivité de communication dans la
bande pour activer des fonctionnalités d’écono-
mie d’énergie et optimiser les temps d’activité
dans une connexion de type modem de com-
munication dans la bande (58) avec I'appareil
fonctionnant comme dispositif de point d’accés
mobile dans un support de communication dans
la bande.
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29 | US-9560661 B2 01-31-2017 Elhaddad et al.
30 | US-9706383 B2 07-11-2017 Kiukkonen et al.

FOREIGN PATENT DOCUMENTS
i " Foreign Patent Document Pages, columns, Lines, Wheref
i);::;uper ('3261 Publication Date Name of Patentee or Relevant Passages or Relevant]
- County  mpertiing Code (if known)® MM-DD-YYYY Applicant of Cited ) T
Code Document Figures Appear
31 |EP 3220697 B1 06-06-2018 Kiukkonen
Examiner Date
Signature Considered

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
Considered. Include copy of this form with next communication to applicant. 1. Applicant’s unique citation design number (optional). 2 See Kinds Codes of
USPTO patent Documents. at www.uspto.gov or MPEP 801.04. 3. Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4. For
Japanhese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5. Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6. Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief tnformation Officer, U.S. Patent
and Trademark Office, P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS ADDRESS.
SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

i you need assisstance in completing the form, call 1-800-PT0-3199 (1-800-786.9799) and select option 2.
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PTO/SB/08b (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valic OMB controf number.

Substitute for form 14498/PTO Complete if Known \
Application Number 18/448,281
INFORMATION DISCLOSURE -
Filing Date August 11, 2023
STATEMENT BY APPLICANT First Named Imventor | Sai G, Manapragada
(Use as many sheets as necessary) Art Unit Not Yet Known
Examiner Name Not Yet Known
k Sheet 3 of 3 Attorney Docket Number| 020505-000006 )
NON PATENT LITERATURE DOCUMENTS
Examiner Cite include name of the author (in CAPITAL LETTERS), title of the article (when appropriate}, title of the 12
initial * No.! item {book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
) publisher, city and/or country where published.
English Translation of EP205507281 obtained from Google Patents on September 1, 2023.
32
Examiner Date
Signature Considered

* EXAMINER: Initial if reference consigered, whether or not citation is in conformance with MPEP 609. Oraw fine through citation if not in conformance and not

considered. include copy of this form with next communication to applicant.

1. Applicants unique citation designation number. (optional) 2. Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including gathering,
preparing, and submitiing the completed application form the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chelf Information Officer, U.S. Patent and Trademark Office,

P.O. Box 1450 Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I you need assisstance in completing the form, call 1-800-PTO-9199 and select oplion 2.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
18/448,281 08/11/2023 Sai C. Manapragada 020505-000006 1540
30565 7590 09/18/2023 | EXAMINER

WOODARD, EMHARDT, HENRY, REEVES & WAGNER, LLP
111 MONUMENT CIRCLE, SUITE 3700

INDIANAPOLIS, IN 46204-5137

CENTRAL, DOCKET

| ART UNIT [ PpaperNUMBER
OPAP
| ~orwicationpate | DELIVERY MODE
09/18/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

DocketDept @uspatent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
18/448,281 Manapragada, Sai C.
Decision Granting Request for
Prioritized Examination (Track /) Examiner Art Unit AIA (FITF) Status
CHERYL P GIBSON OPET Yes
BAYLOR

1. THE REQUEST FILED 11 August 2023 IS GRANTED .

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track I).
B. (J for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A filing a petition for extension of time to extend the time period for filing a reply;
B. filing an amendment to amend the application to contain more than four

laims, more than thir | claims , or a multiple dependent claim;

filing a request for continued examination ;
filing a notice of appeal;

filing a request for suspension of action;
mailing of a notice of allowance;

mailing of a final Office action;

I @ mmOo o

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to CHERYL GIBSON BAYLOR at
(671)272-3213. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/CHERYL GIBSON BAYLOR/
Paralegal Specialist, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450
oV

WWW.spto. g
APgtIﬁggON | 35 ftI)NSADTrE | GIEI;V?TRT | FIL FEE REC'D ATTY.DOCKET.NO |TOT CLAIMSl IND CLAIMS |
18/448,281 08/11/2023 1064 020505-000006 30 1
40565 FILING R;COET;:-RMATION NO. 1540
woobanp, cumor. enny,neeves awaanen. e Y

INDIANAPOLIS, IN 46204-5137
Date Mailed: 08/31/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Sai C. Manapragada, Cypress, TX;
Applicant(s)

XiFi Networks R&D Inc., Cypress, TX;

Power of Attorney: The patent practitioners associated with Customer Number 30565

Domestic Priority data as claimed by applicant
This application is a CON of 17/468,509 09/07/2021
which is a CON of 16/039,660 07/19/2018 PAT 11,115,834
which is a CON of 14/526,799 10/29/2014 PAT 10,034,179
which claims benefit of 61/897,219 10/30/2013
and claims benefit of 61/897,216 10/30/2013

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 08/29/2023
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 18/448,281
Projected Publication Date: 12/07/2023
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS
USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

jateboxincolumn 1

Substitute for Form PTO-875 18/448,281
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED | NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFF 1.16(a), (b), or (c) N/A N/A N/A 64 N/A
SEARCH FEE
(37 CFR 146K, {), of (m) N/A N/A N/A 280 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (0}, o (a) N/A N/A N/A 320 N/A
TOTAL CLAIMS ’ * _
(37 CFR 1.16(i) 30 minus 20 = 10 X 40 - 400 OR
INDEPENDENT CLAIMS . *
(37 CFR1.16(h) 1 minus 3 = * = 0
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()) 0
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1064 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE($) FEE($)
E AMENDMENT PAID FOR
w Total g i - =
s @37 CF% 1a.1s(|)) Minus X = OR [x =
[m] . - =
E (ér;dce%e? .?5(”#)) s x = OR |[x =
3 Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
o AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE($) FEE($)
E AMENDMENT PAID FOR
1] Total * Minus ** = X =
= @7 CF?{ ?.16(i)) OR [x -
% Independent * Minus | ** = M = OR [x =
w (37 CFR 1.16(h))
<§E Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
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PTOAIARS (04-13)

Approved for use through 11/30/2020. OMB 0651-0031

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information untess it displays a valid OMB controf number.

TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING | Docket Number {Optional)
REJECTION OVER A PENDING “REFERENCE” APPLICATION 020505-000006

In re Application of: Sai C. Manapragada
Application No.: New Application

Fited: August 11, 2023

. METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS
* CONTROL AND PHYSICAL LAYERS

The applicant, XiFi Networks R&D Inc. , owner of 100 percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend
beyond the expiration date of the full statutory term of any patent granted on pending reference Application Number 18/447,597

filed, September 7, 2021 , as the term of any patent granted on said reference application may be shortened by any terminat disclaimer
filed prior to the grant of any patent on the pending reference application. The applicant hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are commonty
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

For.

tn making the above disclaimer, the applicant does not disclaim the terminal part of any patent granted on the instant application that woutd
extend to the expiration date of the full statutory term of any patent granted on said reference application, “as the term of any patent granted on
said reference application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference
application,” in the event that: any such patent granted on the pending reference application expires for failure to pay a maintenance fee, is
held unenforceable, is found invalid by a court of competent jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37
CFR 1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full
statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. D The undersigned is the applicant. {f the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee.

I hereby acknowledge that any willful false statements made are punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than
five (5) years, or both.

2. The undersigned is an attorney or agent of record. Reg. No. 73453

/Blake R. Hartz, Reg. No. 73453/ August 11, 2023
Signature Date
Biake R. Hartz, Reg. No. 73453
Typed or printed name

Attorney of Record 317-634-3456
Title Telephone Number

Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to Tile (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, UU.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THiS
ADDRESS. SEND TO: Comsmissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES .0 Box 1450
m PATENT AND TRADEMARK OFFICE AN, Y et oy

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE /TIME ATTORNEY DOCKET #
18/448,281 08/11/2023 11:49:56 AMET 020505-000006

Title of Invention

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING
VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)
CONFIRMATION # 1540 FILED BY W.PatMoore
PATENT CENTER # 62601642 FILING DATE
CUSTOMER # 30565 FIRST NAMED SaiC. Manapragada
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Blake Hartz
ADDRESS
Documents TOTAL DOCUMENTS: 1
DOCUMENT PAGES DESCRIPTION SIZE (KB)
Terminal Disclaimer.pdf 1 Terminal Disclaimer Filed 288 KB
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)
Terminal Disclaimer.pdf E9E741EC268BCB45BDDCCOFEODEG67847C3A3D5AB828C4AA

DOA564CB13FA28FFFCDC337EF9CF78AESC5D2B1BEBED755
FO04353E1AFFC1A89A69541B5DEDC502BF0

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
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by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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UNITED STATES .0 Box 1450
m PATENT AND TRADEMARK OFFICE AN, Y et oy

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE /TIME ATTORNEY DOCKET #
18/448,281 08/11/2023 11:49:56 AMET 020505-000006

Title of Invention

METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING
VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)
CONFIRMATION # 1540 FILED BY W.PatMoore
PATENT CENTER # 62601642 AUTHORIZED BY Blake Hartz
CUSTOMER # 30565 FILING DATE
CORRESPONDENCE - FIRST NAMED SaiC. Manapragada
ADDRESS INVENTOR
Payment Information
PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD /1649 E20238AB51075503 W. Pat Moore
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEMTOTAL($)
2814 STATUTORY DISCLAIMER, 170.00 1 170.00

INCLUDING TERMINAL DISCLAIMER

TOTAL $170.00
AMOUNT:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application
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National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of U.S. Patent Application S/N 17/468,509 filed
September 7, 2021, titled “Method and Apparatus for Processing Bandwidth Intensive Data
Streams Using Virtual Media Access Control and Physical Layers”, which claims the benefit of
U.S. Patent Application S/N 16/039,660, filed July 19, 2018, titled “System and Method For
Extending Range and Coverage of Bandwidth Intensive Wireless Data Streams”, now U.S.
Patent No. 11,115,834, which claims the benefit of U.S. Patent Application S/N 14/526,799,
filed October 29, 2014, titled “System and Method For Extending Range and Coverage of
Bandwidth Intensive Wireless Data Streams”, now U.S. Patent No. 10,034,179, which claims the
benefit of U.S. Provisional Patent Application S/N 61/897,219, filed October 30, 2013, and U.S.
Provisional Patent Application S/N 61/897,216, filed October 30, 2013, all of which are

incorporated by reference herein in their entirety.
TECHNICAL FIELD

[0002] The disclosure herein relates to wireless networks, and more specifically to high-

bandwidth wireless networks for distributing multi-media content.
BACKGROUND

[0003] Wireless networks may take many forms, depending on the application. Various
WiFi standards exist where users within range of a “hotspot” may establish a wireless link to
access a given network. A given hotspot, or wireless access point, typically has a limited range
and coverage area. WiFi and cellular technologies rely on very different wireless radios and data
protocols in transferring data over the network.

[0004] With the proliferation of multi-media content over wireless networks comes an
insatiable demand for more bandwidth over the networks. Conventional wireless networking

architectures fail to provide adequate resources to efficiently provide optimum range and
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coverage for wireless network users, and fail to take full advantage of the resources available to

satisfy the desire for more bandwidth.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments of the disclosure are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference numerals
refer to similar elements and in which:

[0006] FIG. 1 illustrates one embodiment of a virtualization mode and an actual mode for
processing wireless signals.

[0007] FIG. 2 illustrates a flowchart of steps employed in one embodiment of a method of
operation of the system of FIG. 1.

[0008] FIG. 3 illustrates how a virtual MAC and virtual PHY are coordinated to manage
actual MAC and PHY layers.

[0009] FIG. 4 illustrates how the system of FIG. 2 manages signal processing by
determining which resources are available.

[0010] FIGs. 5A and 5B illustrate alternative ways to manage one embodiment of a
variable-duplex link.

[0011] FIG. 6 illustrates one embodiment of a variable duplex link that is configurable to
manage transmit and receive process cycles, including preset process cycle configurations of
different types.

[0012] FIG. 7 illustrates one embodiment of a system for wirelessly extending range of a
wireless network linearly from one access point to another.

[0013] FIG. 8 illustrates a wireless management system that utilizes a virtual MAC and
virtual PHY to wirelessly and adaptively manage and control multiple radios in a given wireless
access point.

[0014] FIG. 9 illustrates a flowchart of steps for one embodiment of a method of wirelessly
accessing a wireless network, consistent with the systems shown in FIGs. 1 and 2.

[0015] FIG. 10A — 10C illustrate embodiments of a system for wirelessly extending range
of a wireless network radially from one access point to other access points.

[0016] FIG. 11 illustrates one embodiment of multiple wireless management systems that

cooperate to allocate transceiver resources between users.
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DETAILED DESCRIPTION

[0017] Embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The wireless networking system includes an application layer associated with one or
more applications having a wireless bandwidth requirement. A first wireless transceiver resource
associated with an actual MAC layer and PHY layer is employed. The first wireless transceiver
resource has a first bandwidth availability up to a first actual bandwidth. A second wireless
transceiver resource associated with the actual MAC layer and the PHY layer is employed. The
second wireless transceiver resource has a second bandwidth availability up to a second actual
bandwidth. A processing layer evaluates the wireless bandwidth requirement and the first and
second bandwidth availabilities of the wireless transceiver resources. The processing layer
includes a bandwidth allocator to allocate at least a portion of each of the first and second actual
bandwidths to virtual MAC and virtual PHY layers, and to satisfy the application layer wireless
bandwidth requirement.

[0018] In a further embodiment, a method of a method of operating a wireless transceiver
system is disclosed. The wireless transceiver system includes an application layer, actual MAC
and PHY layers, and a processing layer between the actual MAC and PHY layers. The method
includes evaluating, with processing logic, application bandwidth requirements of applications
associated with the applications layer. A virtual MAC layer and a virtual PHY layer are defined
between the processing layer and the actual MAC and PHY layers. A bandwidth allocator
allocates multiple wireless transceiver resources in the actual MAC and PHY layer to be
controlled by the virtual MAC and PHY layer to satisfy the application bandwidth requirements.
A stream of processed data is transferred via a wireless link with the allocated wireless
transceiver resources.

[0019] In yet another embodiment, a wireless transceiver for coupling to a wireless duplex
link is disclosed. The wireless transceiver includes programmable storage, a transmitter and a
receiver. The transmitter couples to the programmable storage and transmits data along a
wireless link during a first portion of a programmed data transfer cycle. The receiver couples to

the programmable storage and receives data from the wireless link during a second portion of the
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programmed data transfer cycle. The wireless link exhibits an asymmetric transmit/receive
profile based on information stored in the programmable storage.

[0020] Referring to Figure 1, one embodiment of a wireless networking system, generally
designated 100, is shown in an abstract “layer” context. Generally speaking, the system may
involve a WiFi network, a mobile wireless network, or a combination of the two. The network
includes an application layer “APP”, at 102, with one or more data-intensive software
applications “APP A” — “APP D.” The individual applications, for example, may have different
peak bandwidth requirements in terms of data transfer rates. Thus, for instance, application APP
A may have a peak bandwidth requirement of 450 Megabits per second (Mbps), while
application APP D may have a peak bandwidth requirement of 750 Mbps.

[0021] Further referring to Figure 1, the application layer 102 cooperates with a process
layer, at 104. The process layer includes a decision block 106 that interfaces with a processing
block 108. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 110. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 112. While not explicitly shown in
FIG. 1, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 106. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0022] The decision block 106, processing block 108 and ultra-streaming block 110
together form a virtual MAC layer 111. The RF block 112 forms a virtual PHY layer. As more
fully described below, the virtual MAC and PHY layers enable simultaneous allocation of
multiple PHY resources for different signal types associated with different applications. As a
result, the wireless networking system 100 exhibits significant performance improvements and
efficiency advantages.

[0023] With continued reference to FIG. 1, the wireless networking system 100 includes an

actual media access control (MAC) layer, at 114, and an actual physical (PHY) layer, at 116. The
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actual MAC layer 114 generally includes software resources capable of controlling one or more
transceiver resources 118 that are at the actual PHY layer, such as various radios and receivers.
The actual PHY layer 116 may include multiple transceiver resources corresponding to multiple
radios, each with an actual data transfer capability, or bandwidth.

[0024] The actual PHY layer transceivers may transmit and receive data consistent with a
variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless networking system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.
[0025] In operation, and referring to FIG. 2, the wireless networking system generally
determines an overall wireless bandwidth demand or requirement from one or more applications
associated with the application layer 102, at 202. FIG. 1 illustrates one example, with
Application A demanding a peak bandwidth of 450 Mbps, and Application D requiring a peak
bandwidth of 740 Mbps. At 204, the process layer 104 determines available resources in the
actual MAC and PHY layers 114 and 116, and allocates the available resources to satisfy the
bandwidth demands, at 206.

[0026] Using the same example shown in FIG. 1, and assuming that all of the PHY
transceivers are available, each PHY transceiver 118 is capable of providing a transmit/receive
bandwidth of 300 Mbps. Grouping the entire bandwidth of one transceiver with half the
bandwidth of a second satisfies the bandwidth demand for Application A. In a similar manner,
allocating the bandwidths of two transceivers, and half the bandwidth of a third transceiver
satisfies the bandwidth demand for Application D. The allocating is managed by defining the
virtual MAC/PHY layers 111 and 112 with the allocated resources, at 208.

Samsung Ex. 1004, Page 483 of 553



[0027] Figure 3 illustrates how, in one embodiment, elements associated with the process
layer 104 can define a virtual MAC management layer 302 and a virtual PHY layer 304 to enable
the sharing of multiple transceiver resources in a way sufficient to satisfy the bandwidth
requirements of multiple applications running simultaneously. The virtual MAC and PHY layers
manage signals from one or more applications before sending the signals to the actual MAC and
PHY layers. The virtual MAC management layer 302 may include the decision block 106, the
processing block 108 and the ultra-streaming block 110. The virtual PHY layer 304 may include
the RF block 112, shown as multiple RF blocks to denote the virtual use of two sets of allocated

transceiver resources. For one embodiment, the RF block(s) communicate directly with the ultra
streaming block about actual resource availability, and the ultra-streaming block sends the
information back to the decision block in the virtual MAC layer. Alternatively, the virtual PHY
RF block may directly communicate with the virtual MAC decision block and/or the processing
block.

[0028] Referring now to FIG. 4, defining the virtual MAC and PHY layers 302 and 304
involves an evaluation of available transceiver resources to meet peak bandwidth demands of
applications running in the application layer. One or more applications, such as “Application A”
and “Application B”, may be initially supported with transceiver resources “Device 1” and
“Device 2” through an initialization or training process at startup. The virtual MAC 302
interfaces with the virtual PHY 304 to determine device availability. This further involves a
determination at the PHY layer as to the actual availability of the initially assigned transceiver
resources. Should a given resource be unavailable, such as through insufficient bandwidth or
having an existing assignment, a replacement resource may be identified and assigned.
Availability monitoring may be carried out at initialization, as described above, or through
periodic or continuous updating based on environmental conditions or through random on
demand programming. Adaptively managing the actual resources provides efficient utilization of
resources and power.

[0029] For one embodiment, the virtual MAC 302 and virtual PHY 304 may be employed
to control respective transmit and receive times (also referred to as an RF cycle) for a transceiver
coupled to a variable duplex wireless link. FIG. SA illustrates a way of ensuring an RF cycle that
has a transmit time equal to a receive time, such that a first amount of data is transmitted along a

given link that is equal to a second amount of data that is received along the link. A physical
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resource PHY 502, such as a wireless transceiver, is shown coupled to a transmit buffer 504 and
a receive buffer 506. By providing transmit buffer storage that is equal to the receive buffer
storage, the amount of data transmitted during both portions of the cycle is equal (since the
transceiver generally transmits and receives the entire contents of a given buffer before switching
to the next portion of the cycle).

[0030] While equal transmit and receive portions of the RF cycle may be beneficial in
some circumstances, allocating different PHY resources for different applications, as described
above, may benefit from asymmetric wireless links, where the transmit or receive times may be
different to optimize wireless data traffic. FIG. 5B illustrates one embodiment of a variable
duplex link that includes a transmit buffer 504 that is larger than a receive buffer 506. A
programmable register 508 provides a way to specify the storage capacities of each of the
buffers, thus enabling control of the respective transmit and receive time. In another
embodiment, the programmable register may include storage to specify precise transmit and
receive times for the RF cycle in addition to, or instead of varying the buffer sizes. For some
embodiments, sub-programmable mask intervals may be programmed which disable a given
transmitter or receiver during the pre-programmed transmit or receive time.

[0031] FIG. 6 illustrates one embodiment of the wireless networking system, described
above, utilizing the variable duplex link to optimize uplink (transmit) and downlink (receive)
data transfer efficiency for a given application. As shown in FIG. 6, a decision block 602
associated with a virtual MAC 604 detects application types, APP A and APP B, for which a
preset transmit/receive cycle ratio has been assigned. A processing block 606 processes the
substream signals together with the preset cycle ratio information. A virtual PHY 608, configures
available devices to the preset cycle ratio in terms of either configuring transmit and receive
buffer sizes, and/or configuring actual transmit and receive cycle times.

[0032] The virtual MAC and PHY layers 604 and 608 may also be used to reconfigure, or
update, the RF cycle times of the link periodically or continuously. Additionally, random on-
demand programming may be employed to reconfigure the link. By monitoring parameters
associated with the link, a predictive model of optimal link operation may be adaptively
generated, resulting in enhanced link operability.

[0033] Those skilled in the art will appreciate that the embodiments described above

enable wireless networking systems to operate at higher levels of performance and with better
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efficiencies. By employing a virtual MAC and virtual PHY between an application layer and an
actual MAC and PHY layer, wireless transceiver resources may be allocated more efficiently to
handle various data bandwidth requirements from different applications. Additionally, by
selectively employing a variable duplex link, data transfers may be further optimized through
finer control of link transmit and receive times.

[0034] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication
process.

[0035] Further embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The system includes a first wireless access point having a first coverage area. The first
wireless access point includes a first wireless transceiver to access a wireless network and a
second wireless transceiver coupled to the first wireless transceiver. A second wireless access
point has a second coverage area. The second wireless access point includes a third wireless
transceiver for establishing a wireless link with the second wireless transceiver, and a fourth
wireless transceiver coupled to the third wireless transceiver to provide user access to the
wireless link. User access to the wireless link accesses the wireless network via the second and
first wireless transceivers.

[0036] In a further embodiment, a method of providing wireless network access to a user is
disclosed. The method includes accessing a wireless network with a first wireless transceiver
associated with a first wireless access point. The first wireless access point has a first coverage
area bounded by a range of a first broadcast transceiver associated with the first wireless access
point. Wireless access to the wireless network is enabled within the first coverage area with the
first broadcast transceiver. A wireless link is established between the first wireless access point

and a third wireless transceiver associated with a second wireless access point. The second
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wireless access point has a second coverage area bounded by a fourth wireless transceiver. The
fourth wireless transceiver is in communication with the third wireless transceiver. Access to the
wireless network from within the second coverage area is enabled via the fourth wireless
transceiver.

[0037] In yet another embodiment, a wireless access point for use in a wireless networking
system, the wireless access point includes a first wireless transceiver to establish a wireless link
to a wireless network. A second wireless transceiver provides wireless access to the wireless link
within a first coverage area. A third wireless transceiver establishes a wireless link to a second
wireless access point. Processing logic controls each of the first, second and third wireless
transceivers.

[0038] Referring to Figure 7, one embodiment of a wireless networking system is shown,
generally designated 610, that increases the range of wireless network access. The wireless
networking system 610 includes multiple wireless access points, or nodes, 612A — 612E. The
nodes may be positioned linearly, such as in serial or wirelessly daisy-chained arrangement, to
linearly extend wireless network access across multiple access point coverage zones. A similar
embodiment that extends coverage radially is described below with reference to FIGs. 10A —
10C.

[0039] With continued reference to FIG. 7, for one specific embodiment, node 612A
includes multiple radios A1 and A2. Radio A1 is configured as a receiver/transmitter
(transceiver) that exhibits a wireless transceiver range, denoted by the circle at 614, to receive
and transmit signals to a network, such as the Internet 615. Note that for purposes of clarity, each
node is shown in FIG. 7 as having a range defined by the range of one of the radios. Radio Al,
while acting as a receiver/transmitter (often referred to herein as a transceiver) is also able to
broadcast and receive signals within its coverage area to users that are in the area 614, thereby
serving as a wireless access point for that area. User U1 thus may access the Internet via radio
Al. Radio A1 also communicates with a relay radio A2, which may be disposed near the
periphery of the range 104 of radio Al. Relay radio A2 has a similar range as radio Al, and is
able to communicate with radio B1 that is associated with node 612B. For some embodiments,
the relay radio (such as radio A2) for a given node is assigned to one or more dedicated

transceivers (such as B1) associated with respective adjacent nodes. Additionally, in general, the
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transceivers of a given node can communicate to any of the transceivers available in adjacent
nodes.

[0040] Further referring to FIG. 7, node 612B includes three radios, one to establish
communication with radio A2 of node 612A, a second radio B2 to act as a relay to a third node
612C, and a third radio B3 to act as a wireless access point to a second user U2 within the node
102B. The third node 102C includes a first radio C1 to communicate with the second radio B2 of
the second node 612B, and a second radio C2 to provide wireless access to a third user U3 within
the access coverage area of the third node 612C. Thus, with communication links established
from the Internet to radio A1, to radio A2, to radio B1 to radio B2 to radio C1 and to radio C2,
the user U3 is able to access the Internet wirelessly even though the distance between the user
U3 to the first wireless access point Al exceeds the coverage or range of radio Al.

[0041] Each node 612A — 612C described above, may be configured differently depending
on the available resources and bandwidth demands. Thus, a given radio may handle multiple
tasks to receive and broadcast simultaneously, if the bandwidth demands are relatively low, or
handle a single task, such as relay radio A2, if the bandwidth demand necessitates the need for
additional wireless transceiver resources.

[0042] To manage the allocation and configuration of wireless transceiver resources, each
node employs a management system, such as one embodiment shown in FIG. 8, and generally
designated 710. The management systems for multiple nodes thus forms distributed logic that
cooperate to efficiently manage bandwidth utilization for users. Further details of the
management system for a variety of applications are disclosed in U.S. Patent Number 9,788,305,
titted METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS,
filed October 29, 2014, and expressly incorporated herein by reference.

[0043] Further referring to Figure 8, one specific embodiment of the management system
710, is shown in a networking “layer” context. Generally speaking, the wireless management
system may be configured for coupling an available transceiver resource to a WiFi network, a
mobile wireless network, or a combination of the two. The management system 710 includes an
application layer “APP”, at 712, with one or more data-intensive software applications “APP A”
— “APP D.” The individual applications, for example, may have different peak bandwidth

requirements in terms of data transfer rates. Thus, for instance, application APP A may have a
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peak bandwidth requirement of 450 Megabits per second (Mbps), while application APP D may
have a peak bandwidth requirement of 750 Mbps.

[0044] Further referring to Figure 8, the application layer 712 cooperates with a process
layer, at 714. The process layer includes a decision block 716 that interfaces with a processing
block 718. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 720. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 722. While not explicitly shown in
FIG. 8, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 716. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0045] The decision block 716, processing block 718 and ultra-streaming block 720
together form a virtual MAC layer 621. The RF block 722 forms a virtual PHY layer. The virtual
MAC and PHY layers enable simultaneous allocation of multiple PHY resources for different
signal types associated with different applications. Transceiver configurations may be applied at
initialization of the system, periodically during normal operation, or randomly on demand during
operation. As a result, the most efficient path for wireless access between a given user and the
wireless network is paved. The wireless networking system 710 thus exhibits significant
performance improvements and efficiency advantages.

[0046] With continued reference to FIG. 8, the wireless management system 710 includes
an actual media access control (MAC) layer, at 724, and an actual physical (PHY) layer, at 726.
The actual MAC layer 724 generally includes software resources capable of controlling one or
more transceiver resources 728 that are at the actual PHY layer, such as various radios and
receivers. The actual PHY layer 726 may include multiple transceiver resources corresponding to
multiple radios, each with an actual data transfer capability, or bandwidth.

[0047] The actual PHY layer transceivers may transmit and receive data consistent with a

variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
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with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless management system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.

[0048] Figure 9 illustrates a flowchart that shows generic steps carried out during operation
of the wireless networking system of FIG. 7. At 812, the first node 612A (FIG. 7) accesses a
wireless network, such as the Internet 615, with a first radio or transceiver Al. A second
transceiver A2, establishes a wireless link with the first transceiver A1, at 8§14. The second
transceiver may then act as a relay to establish a further link with a radio in a different node, such
as radio B1 in node 612B. The wireless network may then be accessed through the different node
612B via the wireless link (between radios B1 and A2) and the first access point, at 816. By
employing a plurality of transceivers at each of the nodes that run the Ultra Streaming engine to
allocate their available resources, either at initialization as configurable, or while in operation
periodically, or dynamically in random demand while in operation, the most efficient path for
wireless access is accomplished. This results in increased range and coverage for a given
wireless network, and it’s Internet access.

[0049] FIGs 10A — 10C illustrate a further embodiment of a wireless networking system,
generally designated 910, that is similar to the system of FIG. 7, but configured with various
nodes 912A — 912G that are positioned in a relative manner to extend coverage radially, rather
than linearly. Each of the nodes includes a wireless management system, such as that shown in
FIG. 8 and described above.

[0050] Further referring to FIG. 10A, a first node 912A includes radios A1 — A7, with
radio A1 acting as an originating access point for a local network signal, such as the Internet 915.
The remaining radios A2 — A7 may then be configured to communicate with specified adjacent

nodes. The adjacent nodes have respective coverage zones that overlap the primary node 912A
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radially outwardly. Thus, by encircling the primary node with the other nodes, the corresponding
coverage area may be increased dramatically.

[0051] FIG. 10B illustrates one configuration where radio A1 acts as the originating radio
to communicate with the local wireless network, and radio A2 communicates the network signal
as a relay with radios B2 and C2 of nodes 912B and 912C. Radios B1 and C1 of each respective
node broadcast wireless access to users within the respective coverage zones, bounded by
coverage rings 914 and 916 associated with each respective node 912B and 912C. Similar
arrangements are managed with radio A3 communicating with radios D2 and E2, and radios A4
and A5 communicating with F2 and G2, respectively. To optimize coverage radially, the nodes
912B - 912G are positioned radially around the primary node 912A in a honeycomb structure.
The resulting coverage boundary, represented by the coverage circle 408, is significantly larger
than the originating access coverage area (represented by ring 410) provided by the broadcast
radio associated with node 402A by itself.

[0052] FIG. 10C illustrates different assignments of the radios in the wireless networking
system of FIG. 10A managed by the wireless management system 910 of each node 912A —
912G. The assignments and radio configurations may be defined and managed during an
initialization process, periodically during operation, or randomly on demand depending on the
bandwidth demands of the system. Thus, if bandwidth demands are higher in nodes 912B and
912C, then instead of sharing the bandwidth of radio A2 with nodes 912B (radio B2) and 912C
(radio C2), such as the arrangement of FIG. 10B, dedicated relay radios A2 and A3 may be
assigned to each of those nodes so that maximum bandwidth may be provided to each, resulting
in radio A2 communicating with radio B2 and radio A3 communicating with radio C2 (FIG.
10C).

[0053] For some embodiments, whether the wireless networking system is configured as a
linear or radial architecture, there may be multiple transceivers assigned to a wireless node, and
each node may have multiple transceivers assigned to a given user. FIG. 11 illustrates how
multiple wireless management systems cooperate to efficiently allocate transceiver resources in
such a situation. A first node management system 962 may control transceiver resources Al and
A2 within a first node. A second management system 964 may control transceiver resources B1,
B2, and B3. The management systems 962 and 964 communicate with each other to determine

the optimal resource allocation to service respective local users, at 958 and 960.
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[0054] Thus, for the example shown in FIG. 11, the first local user 9587 within the
coverage of the first node may need bandwidth that may be sufficiently provided by transceiver
Al alone. The second local user 960, positioned within the vicinity of both the first and second
nodes, may be assigned transceiver A2 from the first node, and transceiver B2 from the second
node, thereby having access to twice the bandwidth. Other examples may involve partial
transceiver allocations, where a portion of the transceiver bandwidth is allocated to a first user,
and a second portion of the bandwidth allocated to a second user.

[0055] In some embodiments, a given wireless link may be configured as a variable duplex
link. Each wireless management system may task the virtual MAC and virtual PHY to control
respective transmit and receive cycles for one or more of the wireless transceivers. Varying the
transmit and/or receive times may be accomplished in various ways, such as through
programmable buffer resources and/or through programmable transmit and receive times.
Further detail of such a variable duplex wireless link may be found in U.S. Patent Number
9,788,305, titled METHOD AND APPARATUS FOR PROCESSING BANDWIDTH
INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND
PHYSICAL LAYERS, filed October 29, 2014, and expressly incorporated herein by reference.
[0056] Those skilled in the art will appreciate that the embodiments described above
enable efficient wireless access to wireless networking systems by users that might be outside the
range of a single wireless access point. By employing linear and/or radial wireless access system
architectures, and configuring available wireless transceiver resources optimally within each
node, a given wireless network may be accessed with greater bandwidth and more efficiently.
[0057] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication

process.
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[0058] In the foregoing description and in the accompanying drawings, specific
terminology and drawing symbols have been set forth to provide a thorough understanding of the
present invention. In some instances, the terminology and symbols may imply specific details
that are not required to practice the invention. For example, any of the specific numbers of bits,
signal path widths, signaling or operating frequencies, component circuits or devices and the like
may be different from those described above in alternative embodiments. Also, the
interconnection between circuit elements or circuit blocks shown or described as multi-conductor
signal links may alternatively be single-conductor signal links, and single conductor signal links
may alternatively be multi-conductor signal links. Signals and signaling paths shown or
described as being single-ended may also be differential, and vice-versa. Similarly, signals
described or depicted as having active-high or active-low logic levels may have opposite logic
levels in alternative embodiments. Component circuitry within integrated circuit devices may be
implemented using metal oxide semiconductor (MOS) technology, bipolar technology or any
other technology in which logical and analog circuits may be implemented. With respect to
terminology, a signal is said to be “asserted” when the signal is driven to a low or high logic state
(or charged to a high logic state or discharged to a low logic state) to indicate a particular
condition. Conversely, a signal is said to be “deasserted” to indicate that the signal is driven (or
charged or discharged) to a state other than the asserted state (including a high or low logic state,
or the floating state that may occur when the signal driving circuit is transitioned to a high
impedance condition, such as an open drain or open collector condition). A signal driving circuit
is said to “output” a signal to a signal receiving circuit when the signal driving circuit asserts (or
deasserts, if explicitly stated or indicated by context) the signal on a signal line coupled between
the signal driving and signal receiving circuits. A signal line is said to be “activated” when a
signal is asserted on the signal line, and “deactivated” when the signal is deasserted.
Additionally, the prefix symbol “/” attached to signal names indicates that the signal is an active

low signal (i.e., the asserted state is a logic low state). A line over a signal name (e.g., ¢
<signal name >) is also used to indicate an active low signal. The term “coupled” is used

herein to express a direct connection as well as a connection through one or more intervening
circuits or structures. Integrated circuit device “programming” may include, for example and
without limitation, loading a control value into a register or other storage circuit within the

device in response to a host instruction and thus controlling an operational aspect of the device,
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establishing a device configuration or controlling an operational aspect of the device through a
one-time programming operation (e.g., blowing fuses within a configuration circuit during
device production), and/or connecting one or more selected pins or other contact structures of the
device to reference voltage lines (also referred to as strapping) to establish a particular device
configuration or operation aspect of the device. The term “exemplary” is used to express an
example, not a preference or requirement.

[0059] While the invention has been described with reference to specific embodiments thereof,
it will be evident that various modifications and changes may be made thereto without departing
from the broader spirit and scope of the invention. For example, features or aspects of any of the
embodiments may be applied, at least where practicable, in combination with any other of the
embodiments or in place of counterpart features or aspects thereof. Accordingly, the

specification and drawings are to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS

What is claimed is:

1. A method of improving the performance of a wireless networking device,
comprising the steps of:
connecting an application interface to a processing interface, the application
interface being associated with a first application that, when the wireless networking device is
being used, provides a first data stream and that has a first wireless bandwidth requirement;
connecting first and second actual MAC interfaces to the processing interface;
connecting first and second actual PHY interfaces to the first and second actual
MAUC interfaces;
associating first and second wireless transceivers with the first and second actual
PHY interfaces, wherein the first and second wireless transceivers (i) are suitable for use in a
wireless local area network, (ii) have a first and second bandwidth availability up to first and
second actual bandwidths, and (iii) are adapted to emit radio waves in first and second different
bands of frequencies;
forming in the processing interface (i) at least one virtual MAC interface and (ii)
first and second virtual PHY interfaces that, during operation of the wireless networking device,
feed information regarding the bandwidth availabilities of the first and second wireless
transceivers back to the at least one virtual MAC interface;
wherein the processing interface is configured, when the wireless networking
device is being used, to, in a manner transparent to any layer of the wireless networking device
above the processing interface,
(1) identify at least one portion of each one of the first and second actual
bandwidths of the first and second wireless transceivers that are available for communication,
(i1) select one transceiver of the first and second transceivers which has the
most bandwidth available,
(iii) prepare the first data stream for transmission to a recipient from the
selected wireless transceiver using a specific subset of frequencies corresponding to the

identified at least one portion of its available bandwidth, and
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(iv) cause the prepared first data stream to be transmitted from the selected
wireless transceiver to thereby at least partially satisfy the first wireless bandwidth requirement
of the first application;

wherein, if the unselected wireless transceiver has more bandwidth availability
than the selected transceiver during use of the wireless networking device, then the processing
interface is adapted to, as a result of the increased bandwidth availability and in a manner
transparent to any layer of the wireless networking device above the processing interface,

(1) identify at least one portion of the bandwidth of the unselected
transceiver that is available for communication and then select the unselected transceiver,

(i) prepare the first data stream, without requiring the disassociation of the
recipient from the actual MAC and PHY interfaces of any wireless transceiver, for transmission
to the recipient from the unselected transceiver using a specific subset of frequencies
corresponding to its identified at least one portion of available bandwidth, and

(ii1) cause the prepared first data stream to be transmitted to the recipient
from the unselected transceiver, without requiring the disassociation of the recipient from the
actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first wireless bandwidth requirement of the first application; and

wherein the wireless networking device’s utilization of the available bandwidth of
the selected and unselected transceivers does not prevent any other wireless networking device
from utilizing a range of frequencies corresponding to the remaining portion of the bandwidth
availabilities of the selected and unselected wireless transceivers for data transmission purposes
at the same time that processed data is being sent from the selected and unselected wireless
transceivers.

2. The method of claim 1,

wherein the application interface is associated with a second application that,
when the wireless networking device is being used, provides a second data stream and has a
second wireless bandwidth requirement;

wherein the processing interface is configured, when the wireless networking
device is being used, to, in a manner transparent to any layer of the wireless networking device
above the processing interface, (i) prepare the first and second data streams for simultaneous

transmission to the recipient from both of the first and second wireless transceivers using a
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specific subset of frequencies corresponding to the identified at least one portion of their
available bandwidth, and (ii) cause the prepared first and second data streams to be
simultaneously transmitted from the first and second wireless transceivers to thereby at least
partially satisfy the first and second wireless bandwidth requirements of the first and second
applications.
3. The method of claim 2,

wherein, if the identified at least one portion of the bandwidth of the first wireless
transceiver becomes unavailable during use of the wireless networking device or if it has an
unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, then the
processing interface is adapted to, as a result of the unavailability or the increased bandwidth
availability and in a manner transparent to any layer of the wireless networking device above the
processing interface,

(1) identify at least one new portion of the bandwidth of the first wireless
transceiver that is available for communication and then select that wireless transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the first wireless transceiver using a
specific subset of frequencies corresponding to its unidentified at least one portion of available
bandwidth, and

(ii1) cause the prepared first and second data streams to be transmitted to
the recipient from the first transceiver, without requiring the disassociation of the recipient from
the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least
partially satisfy the first and second wireless bandwidth requirements of the first and second
applications.

4. The method of claim 3,
wherein, if the identified at least one portion of the bandwidth of the second
wireless transceiver becomes unavailable during use of the wireless networking device or if it
has an unidentified portion of bandwidth availability that is greater than its identified at least one
portion of bandwidth availability during use of the wireless networking device, then the

processing interface is adapted to, as a result of the unavailability or the increased bandwidth
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availability and in a manner transparent to any layer of the wireless networking device above the
processing interface,
(1) identify at least one new portion of the bandwidth of the second
wireless transceiver that is available for communication and then select that wireless transceiver,
(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces associated with any
wireless transceiver, for transmission to the recipient from the second wireless transceiver using
a specific subset of frequencies corresponding to its unidentified at least one portion of available
bandwidth, and
(iii) cause the prepared first and second data streams to be transmitted to
the recipient from the second transceiver, without requiring the disassociation of the recipient
from the actual MAC and PHY interfaces of any wireless transceiver, to thereby continue to at
least partially satisfy the first and second wireless bandwidth requirements of the first and second
applications.
5. The method of claim 4,
wherein the processing interface is configured, when the wireless networking
device is being used, to, in a manner transparent to any layer of the wireless networking device
above the processing interface, compare the magnitude of the first bandwidth requirement of the
first application to the identified bandwidth availabilities of the first and second wireless
transceivers; and
wherein, if, during operation of the wireless networking device, the first
bandwidth requirement of the first application is not at least partially satisfied by the bandwidth
availability of the selected transceiver, then preparing the first data stream for simultaneous
transmission to the recipient from both of the first and second wireless transceivers using a
specific subset of frequencies corresponding to the identified at least one portion of their
available bandwidth and then causing the prepared first data stream to be transmitted from the
first and second wireless transceivers to thereby at least partially satisfy the first wireless
bandwidth requirement of the first application.
6. The method of claim 5, further comprising the steps of:
connecting a third actual MAC interface to the processing interface;

connecting a third actual PHY interface to the third actual MAC interface;
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associating a third wireless transceiver with the third actual PHY interface,
wherein the third wireless transceiver (i) is suitable for use in a wireless local area network, (ii)
has a third bandwidth availability up to a third actual bandwidth, and (iii) is adapted to emit radio
waves in a third band of frequencies;

forming in the processing interface a third virtual PHY interface that, during
operation of the wireless networking device, feeds information regarding the bandwidth
availability of the third wireless transceiver back to the at least one virtual MAC interface;

wherein the processing interface is configured, when the wireless networking
device is being used, to, in a manner transparent to any layer of the wireless networking device
above the processing interface, request or create a third association between the recipient and the
third actual MAC and PHY interfaces;

wherein the selected transceiver comprises one of the first, second and third
wireless transceivers and unselected transceivers comprise the remaining two transceivers of the
first, second and third transceivers;

wherein, if one of the unselected wireless transceivers has more bandwidth
availability than the selected transceiver during use of the wireless networking device, then the
processing interface is adapted to, as a result of the increased bandwidth availability and in a
manner transparent to any layer of the wireless networking device above the processing
interface,

(i) identify at least one portion of the bandwidth of at least of the one of
the unselected wireless transceivers that has more bandwidth availability than the selected
transceiver and then select that new transceiver,

(ii) prepare the first and second data streams, without requiring the
disassociation of the recipient from the actual MAC and PHY interfaces of any wireless
transceiver, for transmission to the recipient from the new transceiver using a specific subset of
frequencies corresponding to its identified at least one portion of available bandwidth, and

(iv) cause the prepared first data stream to be transmitted to the recipient
from the new transceiver, without requiring the disassociation of the recipient from the actual
MAC and PHY interfaces of any wireless transceiver, to thereby continue to at least partially

satisfy the first and second bandwidth requirements of the first and second applications; and
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wherein the wireless networking device’s utilization of the available bandwidth of
the first, second and third wireless transceivers does not prevent any other wireless networking
device from utilizing a range of frequencies corresponding to the remaining portion of the
bandwidth availability of the first, second and third wireless transceivers for data transmission
purposes at the same time that processed data is being sent from the first, second and third
wireless transceivers.

7. The method of claim 6, wherein the at least one portion of the third bandwidth of
the first transceiver comprises a single portion.

8. The method of claim 6, wherein the at least one portion the third bandwidth of the
third transceiver is contiguous.

9. The method of claim 6, wherein the third virtual PHY interface is not contiguous
with the virtual MAC interface.

10. The method of claim 6, wherein at least one of the first, second and third wireless
transceivers are adapted to communicate with a recipient via a variable and programmable
duplex link.

11. The method of claim 10, wherein the variable duplex link exhibits an asymmetric
transmit and receive profile.

12. The method of claim 11, wherein the wireless networking device comprises a
first wireless access point that provides access to the internet within a first coverage area, the
processing interface of the first wireless access point being configured to, during operation of the
first wireless access point, establish a wireless link to a second wireless access point that has a
second coverage area and a processing interface, the processing interfaces of the first and second
wireless access points being configured, during their operation, to communicate with each other
regarding at least one aspect of operation of the first wireless access point.

13. The method of claim 12, wherein the processing interface of the first wireless
access point cooperates with the processing interface of the second wireless access point to
define a distributed processing logic.

14. The method of claim 13, wherein the aspect of operation of the first wireless
access point comprises aggregation of the bandwidth availabilities of the first, second and third

wireless transceivers in a virtual link.
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15. The method of claim 1, wherein the wireless networking device comprises a
wireless access point.

16. The method of claim 1, wherein the wireless networking device comprises a
handheld computing device.

17. The method of claim 16, wherein the handheld computing device comprises a
tablet.

18. The method of claim 1, wherein each one of the first and second frequency bands
are specified in at least one member of the family of IEEE 802.11 standards.

19. The method of claim 18, wherein the at least one member of the family of IEEE

802.11 standards was in existence as of October 30, 2013.

20. The method of claim 1, wherein the virtual MAC interface includes a decision
block.

21. The method of claim 1, wherein the virtual MAC interface includes a processing
block.

22. The method of claim 1, wherein the virtual MAC interface includes an ultra-

streaming block.

23. The method of claim 1, wherein each one of the virtual PHY interface includes an
RF block.

24. The method of claim 1, wherein the wireless networking device comprises a
telephone.

25. The method of claim 1, wherein the at least one portion the first bandwidth of the
first transceiver comprises a single portion.

26. The method of claim 1, wherein the at least one portion the first bandwidth of the
first transceiver is contiguous.

27. The method of claim 1, wherein the at least one portion the second bandwidth of
the second transceiver comprises a single portion.

28. The method of claim 1, wherein the at least one portion the second bandwidth of
the second transceiver is contiguous.

29. The method of claim 1, wherein the first virtual PHY layer is not contiguous with

the virtual MAC interface.
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30. The method of claim 1, wherein the second virtual PHY layer is not contiguous

with the virtual MAC interface.
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ABSTRACT OF THE DISCLOSURE

A wireless networking system is disclosed. The wireless networking system includes an
application layer associated with one or more applications having a wireless bandwidth
requirement. A first wireless transceiver resource associated with an actual MAC layer and PHY
layer is employed. The first wireless transceiver resource has a first bandwidth availability up to
a first actual bandwidth. A second wireless transceiver resource associated with the actual MAC
layer and the PHY layer is employed. The second wireless transceiver resource has a second
bandwidth availability up to a second actual bandwidth. A processing layer evaluates the
wireless bandwidth requirement and the first and second bandwidth availabilities of the wireless
transceiver resources. The processing layer includes a bandwidth allocator to allocate at least a
portion of each of the first and second actual bandwidths to virtual MAC and virtual PHY layers,

and to satisfy the application layer wireless bandwidth requirement.
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NETWORK SERVICE EXTENSION METHOD AND DEVICE
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The present invention discloses a network service extension method which is capable of increasing the
range of a network service and carried out by a network service extension device. The method comprises:
establishing the link between a real network unit of a wireless network relay device and a wireless network
serving device; configuring a virtual wireless network serving unit according to the link setting of the wireless
network serving device in which the link settings of the serving device and the serving unit are the same;
establishing the link between the virtual wireless network serving unit and a wireless network demand device;
and establishing the connection between the wireless network serving device and the wireless network

demand device via the virtual wireless network serving unit and the real network unit.
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[3232]

The present invention discloses a network service extension method which is capable of
. increasing the range of a network service and carried out by a network service extension
device. The method comprises: establishing the link between a real network unit of a
wireless network relay device and a wireless network serving device; configuring a virtual
wireless network serving unit according to the link setting of the wireless network serving
device in which the link settings of the serving device and the serving unit are the same;

establishing the link between the virtual wireless network serving unit and a wireless

network demand device; and establishing the connection between the wireless network

£1H - #2HEBHRE)
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serving device and the wireless network demand device via the virtual wireless network

serving unit and the real network unit.
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Examiner: Not Yet Known
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Title: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH

INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS
CONTROL AND PHYSICAL LAYERS

INFORMATION DISCLOSURE STATEMENT TRANSMITTAL

1. List of All Patents, Publications, U.S. Applications, or Other Information

Pursuant to the provisions of 37 C.F.R. §§ 1.56, 1.97, and 1.98, applicant requests
consideration of the references listed on the attached PTO/SB/08 form(s) [commonly
referred to as a PTO-1449 form] and/or the additional information identified below.

2. Enclosed Legible Copies

2a. A legible copy of each foreign patent document and publication listed on the
PTO/SB/08 form is enclosed:

[0 i except, pursuant to MPEP 609.02, a copy is not provided for each reference
previously cited by or submitted to the Patent Office in prior US Patent
Application No(s). , filed , from which the
present application claims priority under 35 U.S.C. § 120.

[0 ii. except, a copy is not provided for each cumulative reference and enclosed
reference identified below:

[0 2b. A copy of the specification and drawings for each cited unpublished U.S.
application.

1 2c. A copy of a Search Report or Written Opinion from a foreign patent office is also
enclosed.
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2d.

Consideration of the enclosed additional and/or below discussed information is

requested.

Concise Explanation of Relevance for Non-English Language Information

For each non-English language reference listed on the attached PTO/SB/08 form(s), reference is

3.

made to:

O 3a.
1 3b.
O 3ec.
0 3d.
O 3e.
O 3f.

X 3g.

an English language translation submitted herewith,
a foreign patent office Search Report (in the English language) submitted herewith,

an English language translation of a foreign patent office Search Report submitted
herewith,

the concise explanation contained in the present application at page(s) ,
the concise explanation set forth in the attached English language abstract,

a copy of a related patent publication (in the English language) cited herewith,

Corresponding English Language
Foreign Patent Document Patent Document

the following concise explanation: The TW I500350B document itself contains an

English version of the abstract.

This Information Disclosure Statement is submitted:

i.  for U.S. national applications or national stage PCT applications (not including
CPAs and RCEs), within three months of filing or entry into national stage;

ii. for U.S. national applications, national stage PCT applications, CPAs, or RCEs
before the first Office Action on the merits;

4. Time for Filing
X da.
X
X
and/or
U

iii. before the mailing of an Office Action on the merits after the filing of a Request
for Continued Examination (RCE) under § 1.114,

and thus no certification and/or fee is required.
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This information Disclosure Statement is submitted after three months from the
filing date and after the first Office Action on the merits but prior to the mailing date
of a final Office Action or Notice of Allowance, and thus:

1. the statement specified in 37 C.F.R. § 1.97(e) is provided below, or

ii. the fee set forth in 37 C.F.R. § 1.17(p) is enclosed.

This Information Disclosure Statement is submitted after the mailing date of a final
Office Action or Notice of Allowance and prior to payment of the issue fee, and
thus:

i.  the statement specified in 37 C.F.R. § 1.97(e) is provided below and the fee set
forth in 37 C.F.R. § 1.17(p) is enclosed, or

ii. aRequest for Continued Examination (RCE) and fee of 37 C.F.R. § 1.17(e) has
been filed.

This Information Disclosure Statement is submitted after payment of the issue fee,
and thus:

i.  aPetition to Withdraw from Issue pursuant to 37 C.F.R. § 1.313(c)(2) has been
filed, and

ii. aRequest for Continued Examination (RCE) and fee of 37 C.F.R. § 1.17(e) has
been filed.

5. Certification- Statement Under 37 C.F.R. 1.97(e)

O  S5a

It is hereby certified that each item of information contained in this Information
Disclosure Statement was first cited in any communication from a foreign patent
office in a counterpart foreign application not more than three months prior to the
filing of this Information Disclosure Statement.

It is hereby certified that no item of information contained in this Information
Disclosure Statement was cited in a communication from a foreign patent office in a
counterpart foreign application and, to my knowledge after making reasonable
inquiry, no item of information contained in this Information Disclosure Statement
was known to any individual designated in § 1.56(c) more than three months prior to
the filing of this Information Disclosure Statement.

The filing of this Information Disclosure Statement shall not be construed as an

admission that the information cited is, or is considered to be, material to patentability as defined
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in § 1.56(b). It is believed that no additional fees are required. Should any other fee be required,
however, please charge such fee to Deposit Account No. 23-3030, but not to include any

payment of issue fees.

Respectfully submitted,

By /Blake R. Hartz, Reg. No. 73453/
Blake R. Hartz, Reg. No. 73453
Woodard, Emhardt, Henry, Reeves & Wagner, LLP
111 Monument Circle, Suite 3700
Indianapolis, Indiana 46204-5137
Telephone: (317) 634-3456 Fax: (317) 637-7561
Email: bhartz@uspatent.com
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New Applications Under 35 U.S.C. 111
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National Stage of an International Application under 35 U.S.C, 371
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3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
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The document was recorded in the United States Patent and Trademark Office at
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The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Blake R. Hartz, Reg. No. 73453/ August 11, 2023
Signature Date
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PROVISIONAL APPLICATIONS

2817 REQUEST FOR PRIORITIZED 1680.00 1 1680.00
EXAMINATION

2111 UTILITY PATENT APPL. SEARCH 280.00 1 280.00
FEE

4011 BASIC FILING FEE-UTILITY 64.00 1 64.00

2311 EXAMINATION OF ORIGINAL 320.00 1 320.00

PATENT APPLICATION
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2202 EACH CLAIM IN EXCESS OF 20 40.00 10 400.00
TOTAL $2,800.00
AMOUNT:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.5.C.
371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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AS80 (07-17)
Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO }

I hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:

Practitioners associated with Customer Number:

30565
OR

D Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Registration Registration
€ Name &

Name Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(c).

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73{c) to:

The address associated with Customer Number: 30565
OR

I:I Firm or individual name

Address

City

State Zip

Country

Telephone ' Email

Assignee name and address:  XiFi Networks R&D inc.
21214 Chelton Beach Drive

Cypress, TX 77433
United States

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent} is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.
SIGNATURE of Assignee of Record
The individual whose signature and title issUpplied below is authorized to act on behalf of the assignee.

Signature fi @%Nﬁﬂg‘mwﬁ‘\{éﬁ’% Date July 29, 2023
Name ¥ Manapragada L Telephone (510) 543-9655

Title CEO

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
{and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form ta the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should
be sent to the Chief Infarmation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, calf 1-800-PT0-3199 and select option 2.
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request
PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named . Nonprovisional Application Number (if
Inventor: Sai C. Manapragada known).
Eﬂgrﬁ;‘on_ METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL L4

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. 1 understand
that any required excess claims fees or application size fee must be paid for the application.

2. lunderstand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

. [v] Original Application (Track One) - Prioritized Examination under § 1.102(e}(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—OR--
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

H. [[] Request for Continued Examination - Prioritized Examination under § 1.102(e}(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. [f the application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

/Blake R. Hartz, Reg. No. 73453/ August 11, 2023

Signature Date
Name Practitioner
(Print/Typed) Blake R. Hartz Registration Number 73453

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required.*

*Total of 1 forms are submitted.
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