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Beschreibung

[0001] Die Erfindung betrifft ein Verfahren zum Bereit-
stellen eines drahtlosen Mesh-Netzwerks gemal An-
spruch 1 sowie eine Anordnung zum Bereitstellen eines
drahtlosen Mesh-Netzwerks gemafl Anspruch 23.
[0002] Ein drahtloses Maschen- bzw. Mesh-Netzwerk
ist ein vermaschtes Netz, das beispielsweise in einem
Wireless Local Area Network (WLAN) implementiert ist.
Bei einem Mesh-Netzwerk kann ein mobiler Knoten Da-
ten, die von einem anderen mobilen Knoten stammen,
an einen weiteren mobilen Knoten weiterleiten oder an
eine Basisstation Ubertragen. In einem Maschennetz-
werk bzw. Mess-Netzwerk (Mesh-Network) kdnnen wei-
te Distanzen Uberspannt werden, insbesondere in un-
ebenen oder schwierigen Terrain. Maschennetze arbei-
ten zudem sehr zuverlassig, da jeder mobile Knoten mit
einigen anderen Knoten verbunden ist. Wenn ein Knoten
ausfallt, beispielsweise auf Grund eines Hardware-De-
fekts, suchen dessen Nachbarknoten eine alternative
Datenubertragungsroute. Maschennetze bzw. Mesh-
Networks konnen feste oder mobile Gerate mit einbezie-
hen.

[0003] InFigur 1ist, wie oben erlautert, ein Mesh-Netz-
werk MESH, welches mit einem Infrastrukturnetzwerk
INFRASTRUCTURE NETWORK verbunden ist, darge-
stellt und weist neben Knoten MP, MAP des Mesh-Netz-
werks auch nicht Mesh-Stationen, wie beispielsweise ei-
ne nach WLAN funktionierende Station STA auf. Diese
nach WLAN funktionierende Station STA ist mit dem
Mesh-Netzwerk MESH Uber einen Mesh-Netzwerk-Kno-
ten MAP, der als WLAN-Zugangspunkt, d.h. WLAN Ac-
cess Point, arbeitet, verbunden.

[0004] Dabei kann das Mesh-Netzwerk MESH der
WLAN-Station STA auch Zugang zu einem Infrastruktur-
netzwerk INFRASTRUCTURE NETWORK, wie bei-
spielsweise einem Firmennetz oder dem Internet ermog-
lichen.

[0005] Dabei erfolgt eine Authentisierung von
Mesh-Knoten MP und/oder WLAN-Stationen STA bei-
spielsweise unter Verwendung eines Authentisierungs-
servers AAA-Server (AS), wobei das Mesh-Netzwerk
MESH in dem dargestellten Beispiel Uber eine Gateway-
Komponente GW mit dem Infrastrukturnetzwerk INFRA-
STRUCTURE NETWORK gekoppelt ist.

[0006] In Figur 2 ist ein eigenstandiges Mesh-Netz-
werk MESH, wie es aus dem Stand der Technik bekannt
ist, dargestellt. Dabei bedeutet eigenstandig, dass das
Mesh-Netzwerk MESH ausschlieBlich aus Mesh-Knoten
MP gebildet wird.

[0007] Dabeikann es sich sowohl um Infrastrukturkno-
ten als auch um so genannte Endbenutzerknoten, wie
beispielsweise einem Notebook oder PDA handeln.
[0008] Figur 3 hingegen zeigt ein eigenstandiges
Mesh-Netzwerk mit einem Zugangspunkt MAP, wie es
aus dem Stand der Technik bekannt ist, welcher es den
nicht-mesh-fahigen Geréaten, wie beispielsweise den
dargestellten WLAN-Stationen STA erlaubt, sich am
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Netzwerk MESH anzumelden. Die dargestellten WLAN-
Stationen STA nehmen jedoch nicht selbst am Mesh-
Routing teil.

[0009] In den dargestellten Anordnungen geman dem
Stand der Technik ist es dabei Ublich, dass sich die Ge-
rate mit einer so genannten MAC-Adresse (Media Ac-
cess Control Ethernet ID) im Netzwerk identifizieren. Ei-
ne MAC-Adresse ist dabei die Schicht-2-Adresse eines
Knotens zur Kommunikation in Kommunikationsnetzen
basierend auf den IEEE 802 Standards, wie beispiels-
weise bei WLAN nach IEEE 802.11 und den gezeigten
Mesh-Netzwerken MESH nach IEEE 802.11S. In der Re-
gel ist diese Adresse global eindeutig mit der jeweiligen
Hardware in Verbindung zu bringen.

[0010] Es ist jedoch bekannt, dass nicht vertrauens-
wurdige Teilnehmer ATTACKER MP falschlicher Weise
oder mit voller Absicht die MAC-Adresse eines vertrau-
enswiurdigen Teilnehmers GOOD MP verwenden. Durch
eine solche Manipulation, die auch als MAC Address
Spoofing bekannt ist, kommt es zu Stdérungen der befal-
lenen Netzwerke, beispielsweise zu Denial of Service
(DoS) Attacken, die dadurch entstehen, dass das Opfer
GOOD MP nicht mehr kommunizieren kann, weil seine
Drahtlosverbindung (Wireless Link) nicht mehr gultig ist.
Ferner kann an einem WLAN-Hotspot mit rein http brow-
serbasierter Anmeldung die Kommunikationssitzung des
vertrauenswurdigen Teilnehmers GOOD MP ubernom-
men werden.

[0011] Aus Joshua Right Detecting Wireless LAN MAC
Address Spoofing, 21.01.2003, http://www.routesecu-
re.net/content/downloads/pdf/wlan _mascpoo f detec-
tion.pdf sind MaRnahmen zum Erkennen dieses WLAN
MAC Address Spoofings offenbart, bei denen zum einen
eine Uberpriifung erfolgt, ob eine den Herstellern exklu-
siv zugewiesene so genannte Organizationally Unique
Identifier Qul (siehe http://standart.ieee.org/re-
gauth/oui/oui.txt), die Teil der Ubermittelten MAC-Adres-
se ist, Uberhaupt einem Hersteller zugewiesen ist. Wei-
terhin kdnnen auch WLAN MAC-Sequenznummern ei-
nes Teilnehmers, die Ublicherweise fortlaufend erhoht
werden, ausgewertet werden, was derart erfolgt, dass
sobald eine groRere Licke auftaucht, ein Indiz dafiir be-
steht, dass der entsprechende MAC Frame von einer
anderen Station (Angreifer) gesendet wurde.

[0012] Nachteilig hierbei ist, dass die Uberpriifung der
OUI nur greift, falls die MAC-Adresse zuféllig generiert
wird, aber nicht dann, wenn der Angreifer ATTACKER
MP lediglich die MAC-Adresse eines anderen vertrau-
enswirdigen Teilnehmers GOOD MP verwendet. Ferner
kann auch der Angreifer ATTACKER MP auch zufallig
MAC-Adressen generieren, unter der Nebenbedingung,
dass deren OUI zugewiesen ist.

[0013] EP 1635528 A1 offenbar ein Verfahren zur Ge-
wahrung eines Zugangs zu einem Datenkommunikati-
onsnetzwerk sowie einen entsprechenden Authentifika-
tionsserver. Ein Verfahren und ein System zum Mapping
originaler Media Access Control (MAC) Adressen zu ein-
deutigen lokal verwaltenden virtuellen MAC-Adressen in
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einem Ethernet Netzwerk wird in US 2004/0141468 A1
offenbart.

[0014] Weiterhin ist aus der Patentanmeldung US
2006/0114863 eine Methode zur Absicherung von IEEE
802.11 Datenverkehr gegen das MAC Address Spoofing
bekannt, bei der ein Schutz vor dem MAC- Address
Spoofing bei WLAN-Netzwerken derart erfolgt, dass eine
Zuordnungstabelle von MAC-Adresse und einer bei der
WLAN-Anmeldung verwendeten Benutzeridentitat an-
gelegt ist und bei nachfolgenden WLAN-Anmeldungen
die verwendete MAC-Adresse sowie die Benutzeriden-
titdt mit dem in der Zuordnungstabelle vorhandenen Ein-
trag auf Ubereinstimmung Uberpriift werden und im Ne-
gativfall die Anmeldung abgewiesen wird. IEEE
P802.11s D0.02, Juni 2006, offenbart ein Meshnetzwerk
an dem sich Nicht-Mesh-Teilnehmer anmelden kdnnen
und in dem auf Basis von Mac Adressen ein Layer 2
Routing erfolgt, bei dem Route Request Nachriten mit
einem Destination Only Flag verwendet werden kdnnen.
[0015] Der vorliegenden Erfindung liegt daher die Auf-
gabe zugrunde, ein verbessertes Verfahren sowie An-
ordnung zur Bereitstellung eines drahtlosen Mesh-Netz-
werks anzugeben.

[0016] Diese Aufgabe wird durch das Verfahren nach
Anspruch 1 sowie durch die entsprechende Anordnung
nach Anspruch 23 geldst.

[0017] Bei dem erfindungsgemaien Verfahren zum
Bereitstellen eines drahtlosen lokalen Netzwerks, bei
dem nach dem IEEE 802.11 Standard und seinen Deri-
vaten insbesondere IEEE 802.15 oder IEEE 802.16 aus-
gestaltete stationdare Kommunikationseinrichtungen so-
wie mobile Kommunikationseinrichtungen nach Art des
Mesh als Subnetzwerk verbunden sind, wird seitens ei-
ner sich beim Subnetzwerk anmeldenden Kommunika-
tionseinrichtung dem Subnetzwerk eine anmeldende
MAC-Adresse Ubermittelt, ferner eine Uberpriifung der-
artdurchgefihrt, dass die anmeldende MAC-Adresse mit
den seitens des Subnetzwerks erreichbaren MAC-
Adressen verglichen wird und im Fall, dass die anmel-
dende MAC-Adresse zu den erreichbaren MAC-Adres-
sen disjunkt ist, die anmeldende Kommunikationsein-
richtung als Station des Subnetzwerks verbunden wird,
wahrend fur den Fall, dass die anmeldende MAC-Adres-
se im Subnetzwerk bereits erreichbar ist, eine Zulas-
sungsprozedur derart durchgefuhrt wird, dass ein Ver-
wenden der anmeldenden MAC-Adresse durch zwei un-
terschiedliche Kommunikationseinrichtungen innerhalb
des Subnetzwerks unterbunden wird.

[0018] Ein Vorteil des erfindungsgemaRen Verfahrens
ist die Immunisierung gegen Auswirkungen des
MAC-Address-Spoofings, da diese erfindungsgemaie
Vorgehensweise gezielt die Anmeldung unter einer
MAC-Adresse, die bereits erreichbar ist, unterbindet, wo-
bei dies im Vergleich zu aus dem Stand der Technik be-
kannten Ansatzen keine vorab zu speichernden Bezie-
hungen zwischen Geraten und MAC-Adressen oder der-
gleichen notwendig ist.

[0019] Bei einer Weiterbildung der Erfindung wird da-
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bei als Zulassungsprozedur eine Abweisung der anmel-
denden Kommunikation durchgefihrt. Hierbeihandeltes
sich um die einfachste Variante der Sicherstellung einer
Vermeidung von MAC Address Spoofing, weil keinerlei
zusatzliche Abfragen und Datenubermittlungen notwen-
dig sind. AuRRerdem ist dies die schnellstmégliche Ab-
wicklung einer Zulassungsprozedur.

[0020] Alternativ wird als Zulassungsprozedur eine
Umsetzung der anmeldenden MAC-Adresse derart
durchgefiihrt, dass innerhalb des Subnetzwerks der an-
meldenden Kommunikationseinrichtung eine zu den er-
reichbaren MAC-Adressen disjunkte MAC-Adresse zu-
gewiesen wird.

[0021] Hierdurch wird unabhangig von der jedem Ge-
rat global eindeutig zugeordneten MAC-Adresse intern
fur die Subnetzwerke eine nur lokal fur diese Subnetz-
werke glltige MAC-Adresse zugewiesen und so das
Spoofing vermieden, d.h. dass ein MAC-Address-Spoo-
fing negative Auswirkungen auf die Funktion des Mesh-
Subnetzwerks, insbesondere das Routing und Weiterlei-
ten von Daten innerhalb des Mesh-Subnetzwerks, hat.
[0022] Vorzugsweise wird dabei die disjunkte
MAC-Adresse seitens des Subnetzwerks generiert, da
diese Uber die Information der vorhandenen MAC-Adres-
sen verfugt bzw. der in dem lokalen Netzwerk geltenden
Adressen. Dabei ist es auch von Vorteil, dass die dis-
junkte MAC-Adresse aufgrund einer Pseudo-Zufallsfol-
ge insbesondere einer genau einmal erzeugten "Number
Used Once, Nonce" generiert wird.

[0023] Ferner ist es von Vorteil, dass die disjunkte
MAC-Adresse bei einer Weiterbildung zu global insbe-
sondere seitens Organisationen wie gemaf der OUI zu-
gewiesenen MAC-Adressen disjunkt gewahlt wird. Hier-
durch ist gewahrleistet, dass es keine Kollisionen mit glo-
bal zugeordneten MAC-Adressen gibt.

[0024] Vorzugsweise wird dabei das 41. Bit der dis-
junkten MAC-Adresse mit dem Wert 1 belegt, so dass
die lokale Giiltigkeit auf einfache Weise gekennzeichnet
ist.

[0025] Eine weitere vorteilhafte Ausgestaltung der Er-
findung besteht darin, als Zulassungsprozedur seitens
der im Subnetzwerk eine Prifung auf Identitat der an-
meldenden Kommunikationseinrichtung mit der tber die
der anmeldenden MAC-Adresse entsprechenden er-
reichbaren MAC-Adresse bestimmten ersten Kommuni-
kationseinrichtung durchzufuhren. Hierdurch kann ermit-
telt werden, ob die anmeldende Kommunikationseinrich-
tung eine bereits bekannte Kommunikationseinrichtung
ist, die lediglich einen weiteren Link im Mesh-Netzwerk
aufbauen will, was gemaR Mesh-Architektur auch ge-
wahrleistet werden soll und somit kein Fall von Spoofing,
sondern ein legitimer Anmeldeversuch ist und daher zu-
zulassen ware.

[0026] Dabei ist bei einer Weiterbildung die Identitats-
prufung derart durchzufiihren, dass seitens des Subnetz-
werkes eine erste Prufinformation Uber eine zu der der
anmeldenden MAC-Adresse entsprechenden erreichba-
ren MAC-Adresse bestimmten Kommunikationseinrich-
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tung etablierten Route des Subnetzwerks an die erste
Kommunikationseinrichtung Ubermittelt wird, ferner das
Subnutzwerk an die erste Kommunikationseinrichtung
eine Aufforderung zur Rucksendung der ersten Prufin-
formation Ubermittelt sowie das Subnetzwerk das Rick-
senden der ersten Prifinformation Uber eine im Rahmen
des Anmeldeversuchs der anmeldenden Station eta-
blierten Route, d.h. Uber den aufzubauenden Link, des
Subnetzwerks erwartet, im Anschluss hieran infolge ei-
nes Ausbleibens des Ricksendens ein Abweisen der an-
meldenden Kommunikationseinrichtung erfolgt bzw. bei
Eintreten des Rucksendens die Korrelation der ersten
Prifinformation mit der zuriickgesandten Prifinformati-
on uberprift wird und im Falle des Erreichens eines fest-
gelegten Korrelationsgrades insbesondere bei Identitat
von erster Prifinformation zuriickgesandter Prifinforma-
tion die anmeldende Kommunikationseinrichtung als
Station des Subnetzwerks verbunden wird, andernfalls
ebenfalls ein Abweisen der anmeldenden Kommunikati-
onseinrichtung eingeleitet wird.

[0027] Hierdurch wird also ein Senden eines Priifpa-
rameters vom Netzwerk an die bereits angemeldete Sta-
tion Uber die schon vorhandene Route durchgefuhrt und
ein Erwarten, dass dieser Prufparameter Uber die neu
aufzubauende Route zurlickgesendet wird, realisiert,
was nur dann erfolgreich abgeschlossen wird, wenn es
sich bei dem Gerat, das sich anmeldet, um das gleiche
Gerat handelt, welches bereits unter der erreichbaren
MAC-Adresse im Netz eingebunden ist.

[0028] Eine weitere Variante der Identitatsprufung er-
folgt derart, dass seitens des Subnetzwerks eine erste
Prifinformation Uber eine im Rahmen des Anmeldever-
suchs der anmeldenden Station etablierte Route des
Subnetzwerks an die erste Kommunikationseinrichtung
Ubermittelt wird, das Subnetzwerk an die erste Kommu-
nikationseinrichtung eine Aufforderung zur Ricksen-
dung der ersten Prifinformation Ubermittelt, das Sub-
netzwerk das Ricksenden der ersten Prifinformation
Uber eine zu der anmeldenden MAC-Adresse entspre-
chenden erreichbaren MAC-Adresse bestimmten Kom-
munikationseinrichtung etablierten Route des Subnetz-
werks erwartet, ferner bei Ausbleiben des Ricksendens
ein Abweisen der anmeldenden Kommunikationseinrich-
tung erfolgt, wahrend bei Eintreten des Ricksendens im
Falle die Korrelation der ersten Prifinformation mit der
zuriickgesandten Prufinformation Uberprift wird, so dass
im Fall des Erreichens eines festgelegten Korrelations-
grades, insbesondere bei Identitdt von erster Prufinfor-
mation zu zuriickgesandter Prifinformation die anmel-
dende Kommunikationseinrichtung als Station des Sub-
netzwerks verbunden wird, andernfalls ein Abweisen der
anmeldenden Kommunikationseinrichtung erfolgt. Hier-
bei handelt es sich um eine Variante, bei der der Prif-
parameter vom Netzwerk an die sich gerade anmeldende
Station gesandt wird, wobei die neu aufzubauende Route
hierfur genutzt wird und im Anschluss hieran, das Netz-
werk erwartet, dass der Prufparameter Uber die bereits
vorhandene Route zuriickgesandt wird. Auch dies kann
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nur erfolgen, wenn anmeldendes Gerat und bereits er-
reichbares Gerat identisch sind und somit beide Routen
zu ihm fuhren, so dass auch hier eine sichere Verifikation
der Identitat von anmeldender und bereits erreichbarer
Station gewahrleistet ist.

[0029] Vorzugsweise initiert das Subnetzwerk die
Ubertragung der zweiten und/oder dritten Prifinformati-
on oder alternativ hierzu erfolgt die Ubertragung der
zweiten und/oder dritten Priufinformation seitens der an-
meldenden Kommunikationseinrichtung automatisch.
[0030] Eine weitere Variante zur ldentitatsprifung be-
steht darin, dass eine seitens der durch die anmeldende
MAC-Adresse entsprechende erreichbare MAC-Adres-
se bestimmten ersten Kommunikationseinrichtung au-
thentisierenden kryptographischen Schlussels insbe-
sondere eines aus einer gemal dem so genannten "Ex-
tensible Authentication Protocol EAP"-Protokoll Netzan-
meldung resultierenden der anmeldenden Kommunika-
tionseinrichtung verfiigbaren ersten Sitzungsschliissels
berechnete vierte Priufinformation Uber eine im Rahmen
des Anmeldeversuchs der anmeldenden Station eta-
blierte Route des Subnetzwerks an das Subnetzwerk
Ubermittelt wird, ferner seitens des Subnetzwerks unter
Zuhilfenahme eines auf Grundlage eines zweiten durch
die der anmeldenden MAC-Adresse entsprechenden er-
reichbaren MAC-Adresse bestimmten Kommunikations-
einrichtung authentisierenden kryptographischen
Schlissels insbesondere eines aus einer gemalk dem
"Extensible Autentication Protocol EAP"-Protokoll Netz-
anmeldung resultierenden dem Subnetzwerk verfugba-
ren zweiten Sitzungsschlussels die Gultigkeit der vierten
Prufinformation ermittelt wird, bei gegebener Gultigkeit
die anmeldende Kommunikationseinrichtung als Station
des Subnetzwerks verbunden wird, andernfalls ein Ab-
weisen der anmeldenden Kommunikationseinrichtung
erfolgt.

[0031] Alternativ erfolgt die Identitatsprifung derart,
dass seitens der anmeldenden Kommunikationseinrich-
tung auf Grundlage eines ersten die anmeldende Kom-
munikationseinrichtung authentisierenden kryptographi-
schen Schlussels insbesondere eines aus einer gemaf
dem so genannten "Extensible Authentication Protocol
EAP"-Protokoll Netzanmeldung resultierenden der an-
meldenden Kommunikationseinrichtung verfigbaren er-
sten Sitzungsschlissels berechnete funfte Prifinforma-
tion Uber eine zu der der anmeldenden MAC-Adresse
entsprechenden erreichbaren MAC-Adresse bestimm-
ten Kommunikationseinrichtung etablierten Route an das
Subnetzwerk Ubermittelt, ferner seitens des Subnetz-
werks unter Zuhilfenahme eines auf Grundlage eines
zweiten die anmeldende Kommunikationseinrichtung
authentisierenden kryptographischen Schlissels ist ins-
besondere eines aus geman dem "Extensible Authenti-
cation Protocol EAP"-Protokoll Netzanmeldung resultie-
renden dem Subnetzwerk verfugbaren zweiten Sitzungs-
schlussels die Gultigkeit der Prufinformation ermittelt
wird, bei gegebener Giltigkeit die anmeldende Kommu-
nikationseinrichtung als Station des Subnetzwerks ver-
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bunden wird, andernfalls ein Abweisen der anmeldenden
Kommunikationseinrichtung erfolgt.

[0032] Durch diese beiden Varianten ist eine beson-
ders sichere Verifikation der Identitat moglich, da dies
auf den jeweiligen Kommunikationseinrichtungen bzw.
den zu ihnen bestehenden und respektive neu aufzubau-
enden Links zugeordneten Verschlusselungsinformatio-
nen erfolgt.

[0033] Dabeiwird vorzugsweise dererste und/oder der
zweite Sitzungsschlissel als gemal dem "Extensible
Authentication Protocol EAP"-Protokoll gebildeten Ma-
ster Session Key, MSK erzeugt, so dass das erfindungs-
gemaRe Verfahren in Ubliche EAP Umgebungen bzw.
auf diese basierend implementiert werden kann.

[0034] Alternativ bzw. ergédnzend hierzu kdnnen auch
der erste und/oder der zweite Sitzungsschlissel als ge-
maRk dem "Extensible Authentication Protocol EAP"-Pro-
tokoll gebildeten "Extended Master Session Key, EMSK"
Schlussel erzeugt werden.

[0035] Zur Berechnung der ersten, zweiten, dritten,
vierten und/oder funften Prifinformation eignet sich da-
bei eine Funktion gemal einer kryptographischen
Hash-Funktion, insbesondere der SHA-1, SHA-256 oder
MD5 Hash-Funktion, da hier auf bekannte Routinen zu-
ruckgegriffen werden kann.

[0036] Alternativ bzw. erganzend ist es von Vorteil,
wenn zur Berechnung der ersten, zweiten, dritten, vierten
und/oder funften Prifinformation "Keyed Hash-Funktio-
nen", wie insbesondere die EAS-CBC-MAC, HMAC-
SHA1, HMAC-SHC256, HMAC-MD5 verwendet wird,
wobei die HMAC-Funktionen nach RFC2104 definiert
sind.

[0037] Bei einer vorteilhaften Ausgestaltung wird die
Zulassungsprozedur initiiert, wenn die anmeldende
Kommunikationseinrichtung sich als Teilnehmer nach
Art des Mesh beim Subnetzwerk anmeldet, so dass zwi-
schen Mesh-Teilnehmern und Nicht-Mesh-Teilnehmern
unterschieden und entsprechende Varianten des erfin-
dungsgemalen Verfahrens eingesetzt werden kdnnen.
[0038] Bei einer weiteren vorteilhaften Ausgestaltung
wird die erste, zweite, dritte, vierte und/oder funfte Pruf-
information als ein insbesondere als Pseudo-Zufallsco-
de, wie beispielsweise ein Nonce-Wert erzeugt.

[0039] Alternativ oder erganzend hierzu wird bei einer
weiteren vorteilhaften Ausgestaltung die erste, zweite,
dritte, vierte und/oder fiinfte Prifinformation als ein aus
einem insbesondere als Pseudo-Zufallscode, wie bei-
spielsweise ein Nonce erzeugten Wert generierter Hash-
Code ubermittelt. Hierdurch werden eine zusatzliche Si-
cherung sowie ein erhdhter Verifikationsgrad erreicht.
[0040] Bei einer weiteren alternativen bzw. erganzen-
den Ausgestaltung wird als die erste, zweite, dritte, vierte
und/oder funfte Prifinformation ein aus einem Betriebs-
parameter der anmeldenden Kommunikationseinrich-
tung und/oder ersten Kommunikationseinrichtung gene-
rierter Hash-Code Ubermittelt. Vorteilhaft dabei ist, dass
auf bekannte Parameter zurtuickgegriffen werden kann,
so dass kein Parameter generiert werden muss und zu-
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gleich besteht aufgrund der engen Kopplung dieser Pa-
rameter mit dem Endgerat eine einfache ldentifikations-
moglichkeit desselben.

[0041] Die der Erfindung zugrunde liegende Aufgabe
wird ferner durch die Anordnung zum Bereitstellen des
drahtlosen lokalen Netzwerks geldst, welches sich durch
Mittel zur Durchfuhrung des Verfahrens auszeichnet.
[0042] Weitere Einzelheiten und Vorteile der Erfindung
sollen ausgehend vom in den Figuren 1 bis 4 dargestell-
ten Stand der Technik anhand von in den Figuren 5 bis
12 dargestellten Ausfuhrungsbeispielen naher erlautert
werden. Dabei zeigt

ein Mesh-Netzwerk Szenario nach dem
Stand der Technik,

ein eigenstandiges Mesh-Netzwerk nach
dem Stand der Technik,

ein Mesh-Netzwerk nach dem Stand der
Technik mit einem Zugangspunkt fur Nicht-
Mesh-Teilnehmerstationen,

ein Szenario einer Mesh-Ownership-Uber-
prufung gemaR dem Stand der Technik,
ein Ablaufdiagramm eines Ausfuhrungsbei-
spiels der Erfindung,

ein Nachrichtenflussdiagramm zu einer er-
sten Variante zur erfindungsgemaien
Mesh-Ownership-Uberpriifung,

ein Nachrichtenflussdiagramm zu einer
zweiten Variante zur erfindungsgemafien
Mesh-Ownership-Uberpriifung,

ein Nachrichtenflussdiagramm zu einer drit-
ten Variante zur erfindungsgemafien Mesh-
Ownership-Uberpriifung,

ein Szenario mit Uber Mesh-Zugangspunkte
angeschlossenen Nicht-Mesh-Teilnehmer-
stationen nach dem Stand der Technik,

ein MAC-Datenframe gemaR dem Stand der
Technik,

ein Ablaufdiagramm einer Weiterleitung von
Mesh-Datenframes gemall dem Stand der
Technik,

ein Ablaufdiagramm mit erfindungsgemaRer
Adressumsetzung ausgehend von den Sze-
narien gemal dem Stand der Technik.

Figur 1
Figur 2

Figur 3

Figur 4
Figur 5

Figur 6
Figur 7
Figur 8
Figur 9

Figur 10

Figur 11

Figur 12

[0043] Ausgehend von den in den Figuren 1 bis 4 dar-
gestellten Szenarien und den sich ergebenden Proble-
men greift die Erfindung vorteilhaft ein und 16st die ge-
nannten Probleme fir ein Mesh-Netzwerk, wie in dem
Ausfiihrungsbeispiel gemal Figur 5 anhand eines das
Ausflihrungsbeispiel aufzeigenden Ablaufdiagramms
dargestellt.

[0044] Dabeigehtdie erfindungsgeman ausgestaltete
Verfahrensweise ausgehend von einem ersten Schritt
S1, welcher einen Ausgangszustand START wiedergibt,
nach Erhalt eines Ereignisses, namlich dem Empfang
einer Anmeldeaufforderung einer Teilnehmerstation un-
ter Verwendung der MAC-Adresse MA an einem Mesh-
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Netzwerk in einem zweiten Schritt S2 Uberin einen dritten
Schritt S3, bei dem geprift wird, ob bereits eine Station
mit der Ubertragenen MAC-Adresse MA bereits in dem
Mesh-Netzwerk angemeldet ist.

[0045] Diesein einem vierten Schritt S4 durchgefuhrte
Uberprifung fiihrt, falls es sich um eine bereits angemel-
dete erreichbare MAC-Adresse MA handelt, in eine wei-
tere Abfrage in einem flnften Schritt S5, bei dem geprift
wird, ob die anmeldende Teilnehmerstation ein Mesh-
Knoten, d.h. ein Mesh-Teilnehmer oder eine Nicht-Mesh-
Station ist. Dabei erfolgt in einem sechsten Schritt S6
eine Zurickweisung der Anmeldeanforderung, soweit es
sich um eine Nicht-Mesh-Station handelt. Anderenfalls,
d.h. im Falle, dass es ein Mesh-Knoten ist, erfolgt in ei-
nem achten Schritt S8 eine Uberpriifung im Sinne einer
MAC Address Ownership-Uberpriifung fiir anmeldende
Teilnehmerstation und MAC-Adresse MA. Bei dieser
MAC Address Ownership-Uberpriifung wird tUberpriift,
ob die Teilnehmerstation berechtigt ist, die Ubertragene
MAC-Adresse MA zu verwenden.

[0046] Ergibtdie Abfrage, dass das Ergebnis der MAC
Address Ownership-Uberprufung OK ist, d.h., wenn es
sich um eine bereits angemeldete Teilnehmerstation
handelt, erfolgt in einem zehnten Schritt S10 ein Akzep-
tieren der Anmeldeaufforderung und die Teilnehmersta-
tion kann diesen Link aufbauen. Anderenfalls erfolgt wie-
derum eine gemalk dem sechsten Schritt S6 durchge-
fuhrte Zuriuckweisung der Anmeldeaufforderung, so
dass das erfindungsgemafe Verfahren in einem siebten
Schritt S7 in einen Endzustand kehrt.

[0047] Ein Kern der Erfindung ist also, dass bei einem
Netzwerkzugang eines Teilnehmers unter Verwendung
einer MAC-Adresse zu einem Mesh-Netzwerk durch das
Mesh-Netzwerk Uberprift wird, ob bereits ein Teilneh-
merknoten mit der von dem anmeldenden Teilnehmer
verwendeten MAC-Adresse angemeldet ist und somitin
diesem Netz erreichbar ist, wobei fur den Fall, dass die
MAC-Adresse in diesem Netzwerk noch nicht erreichbar
ist, der anmeldende Teilnehmer akzeptiert wird, jedoch
im Fall, dass ein Teilnehmer mit der MAC-Adresse er-
reichbar ist, in der oben beschriebenen Art reagiert wird.
[0048] Dabei existieren auch Alternativen zu der oben
beschriebenen Zulassungsprozedur. Eine ware bei-
spielsweise, dass bei Detektion im vierten Schritt S4,
dass es sich um eine bereits erreichbare MAC-Adresse
handelt, sofort eine Abweisung des anmeldenden Teil-
nehmers erfolgt.

[0049] Eine weitere Alternative bzw. Erganzung zu
dem erlauterten Vorgehen im Rahmen der Zulassungs-
prozedur besteht darin, eine MAC Address Translation,
d.h. eine Ersetzung von MAC-Adressen, durchzufuhren,
ahnlich wie sie beispielsweise auch bei der so genannten
Network Address Translation von IP Adressen zur Um-
setzung privater IP Adressen in 6ffentliche IP Adressen
bekannt ist. Dabei wird jedoch jeweils eine erste MAC-
Adresse in eine ihr zugeordnete zweite MAC-Adresse
umgesetzt, wogegen bei einer Network Address Trans-
lation eine Umsetzung mehrerer privater IP Adressen auf
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die gleiche offentliche IP-Adresse umgesetzt werden.
[0050] Erfindungsgeman wirde dabei die von der an-
meldenden Teilnehmerstation angegebene MAC-Adres-
se bezuglich der Kommunikation innerhalb des Netz-
werks durch eine freie MAC-Adresse ersetzt werden, wo-
bei freie MAC-Adresse bedeutet, dass es sich um eine
aktuell innerhalb des betreffenden Netzes nicht verwen-
deten MAC-Adresse handelt, sie also disjunkt ist zu den
erreichbaren MAC-Adressen.

[0051] Dabei kann die ersetzende Adresse durch
Pseudo-Zufallscodes generiert werden, wobei dies vor-
zugsweise auf einem MAC-Adressbereich beschrankt
ist, bei welchem es sich nicht um einen gemal OUI be-
stimmten Organisationen zugewiesenen Adressen han-
delt.

[0052] Dies lasst sich beispielsweise dadurch sicher-
stellen, dass das 41. Bit, das so genannte "U/L" fur Uni-
versal/Local Bit der MAC-Adresse den Wert 1 hat, so
dass diese MAC-Adresse eben nicht global eindeutig ist,
sondern lokal administriert wird und somit auch nur dort
eindeutig ist. Der Effekt ist dann der, dass einem anmel-
denden Teilnehmer mit einer externen mehrdeutigen
MAC-Adresse dadurch eindeutig eine intern eindeutige
zugewiesen wird.

[0053] Firdiein dem Ablaufdiagramm genannte Uber-
prifung des MAC Address Ownership bestehen einige
Implementierungsvarianten, die im Folgenden naher er-
lautert werden sollen.

[0054] Der grundsatzliche Kerngedanke der MAC
Address Ownership-Uberpriifung ist, dass die sich an-
meldende Station die Kenntnis eines MAC Ow-
nership-Priufparameters bei der Anmeldung nachweisen
muss. Die Bedingung, die dabei eine Identitatsuberpri-
fung ermoglicht, ist, dass der Priufparameter nur dersel-
ben Station bekannt ist, die bereits angemeldet und er-
reichbar ist.

[0055] Dabei kann dieser Prifparameter eine pseu-
do-zufallig generierte Zahl sein, eine so genannte Nonce
oder ein kryptographischer Wert, d.h. ein Wert, der mit
Hilfe kryptographischer Verfahren und eines Schlussels
berechnet wurde oder ein anderer bekannter Parameter,
wie beispielsweise eine Seriennummer oder ein Zahler-
wert sein.

[0056] Wenn nundie anmeldende Station die Kenntnis
dieses Prifparameters nachweist, wird sie akzeptiert.
Dabei wird vorzugsweise dieser Nachweis durch Uber-
tragung des Prufparameters auf mindestens zwei ver-
schiedenen Routen gefuhrt. Eine Route ist dabei immer
die gerade neu aufzubauende, wahrend die andere aus
den schon vorhandenen frei wahlbar ist.

[0057] Implementierungsvarianten ergeben sich dabei
aus unterschiedlichen Ablaufen des Nachweises, die
moglich sind.

[0058] Beispielsweise kann ein Ablauf derart erfolgen,
dass der Prifparameter vom Netzwerk an die bereits an-
gemeldete Station Uber die schon vorhandene Route ge-
sendet wird und im Anschluss hieran vom Netzwerk er-
wartet wird, dass der Priifparameter Uber die neu aufzu-

Samsung Ex. 1004, Page 307 of 560



11 EP 2 055 072 B1 12

bauende Route zuriickgesandt wird. Hierdurch ist also
sichergestellt, dass anmeldende und bereits angemel-
dete Stationen identisch sind und lediglich die anmelden-
de Station eine weitere Route aufbauen will, wie es ge-
maRk Mesh-Architektur grundsatzlich moglich ist, denn
nur, wenn es sich um ein und dieselbe Station handelt,
ist ein Rucksenden des Prufparameters Uber die neu auf-
zubauende Route moglich. Ein Angreifer wiirde diese
Information nicht besitzen.
[0059] Eine Variante hierzu besteht darin, dass der
Prifparameter vom Netzwerk an die sich gerade anmel-
dende Station Uber die neu aufzubauende Route gesandt
wird und im Anschluss hieran, das Rucksenden des Prif-
parameters Uber die bereits vorhandene Route erwartet
wird. Dies ist also im Grunde lediglich eine Umkehrung
der Ubertragungsrichtungen.
[0060] Eine weitere Variante besteht darin, dass der
Prifparameter, wie z.B. die oben genannte pseudo-zu-
fallig generierte Zufallszahl bzw. Nonce von der Station,
die sich anmeldet, an das Netzwerk Uber die genannten
zwei Routen, ndmlich zum einen die neu aufzubauende
und zum anderen die Uber eine schon vorher vorhandene
Route an das Netzwerk Ubertragen wird. Das Netzwerk
muss dann lediglich die Gleichheit der beiden Uber die
verschiedenen Routen eingegangenen Parameter pru-
fen und im einfachsten Fall bei Identitat bzw. bei einem
hohen MaR an Korrelation der Prifparameter entspre-
chend die anmeldende Station zulassen und bei Un-
gleichheit abweisen. Initiiert werden kann dabei das Sen-
den durch die beteiligten Stationen ausgeldst werden
oder aber es erfolgt ein Abfragen des Prufparameters
initiiert von der Netzwerkseite Uber die genannten zwei
verschiedenen Routen.
[0061] Eine weitere Moglichkeitbestehtdarin, dassein
Prifparameter unter Verwendung eines kryptographi-
schen Schlissels durch die sich gerade anmeldende
Station erfolgt. Dies kann beispielsweise auf Grundlage
eines aus einer EAP basierten Netzanmeldung resultie-
renden Master Session Key MSK erfolgen. Nach Berech-
nen erfolgt dann ein Senden des Prufparameters Uber
die bereits vorhandene Route an das Netzwerk, welches
zum Quercheck unter Nutzung desselben Schlissels ei-
gens einen Prifparameter berechnet und ihn mit dem
empfangenen auf Identitat prift.

[0062] Analog hierzu kann die angemeldete Station

Prifparameter auf Grundlage des ihm zugeordneten

kryptographischen Schlussels berechnen und ihn uber

die gerade aufzubauende Route an das Netzwerk sen-
den.

[0063] Kern der Ownership-Uberpriifung ist daher

- Senden des Priufparameters,

- Senden eines aus dem Prifparameter abgeleiteten
Werts, wie beispielsweise den Hash-Wert des Prif-
parameters oder des Eingabewertes einer
Hash-Funktion, die den Prifparameter als Resultat
liefert, wie beispielsweise SHA-1, SHA-256 oder
MD5,
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- Verwenden des Prifparameters als Input zur Be-
rechnung einer kryptographischen Prifsumme, dem
so genannten Message Authentication Code, wie
beispielsweise = HMAC-SHA1, HMAC-SHA256,
HMAC-MD5 oder AES-CPC-MAC, und Senden des
Resultats.

[0064] Die beiden ersten Varianten der Nachweisab-
laufe, d.h. ein Abweisen bzw. eine MAC-Adressumset-
zung sind dabei dann von Vorteil, wenn bekannt ist, dass
sich ein Teilnehmer nur einmal an diesem Netzwerk an-
melden kann bzw. soll, wie beispielsweise es bei her-
kommlichen WLAN-Stationen der Fall ist, wahrend die
dritte Variante, also die Ownership-Uberprifung dann
sinnvoll eingesetzt werden kann, wenn ein Teilnehmer
legitim mehrere Zugangslinks zu diesem Netzwerk auf-
rechterhalten kann, wie es beispielsweise fur Mesh-Kno-
ten innerhalb eines Mesh-Netzwerkes zugelassen ist.
[0065] Daher sieht auch eine Weiterbildung vor, dass
unterschiedliche Arten von Teilnehmern unterschieden
werden, fur oben genannten Fall beispielsweise konkret
zwischen Mesh-Teilnehmern und Nicht-Mesh-Teilneh-
mern, wobei einer Teilnehmerstation freigestellt ist, sich
als Mesh-Teilnehmer oder Nicht-Mesh-Teilnehmer am
Netzwerk anzumelden und wobei die Uberpriifung dann
derart durchgefuhrt wird, dass fur den Fall, dass er sich
als Nicht-Mesh-Teilnehmer anmeldet, erfindungsgeman
Uberprift wird, dass auch kein anderer Teilnehmer mit
der gleichen MAC-Adresse als Mesh-Teilnehmer am
Netzwerk angemeldet ist. Auch kann Uberpruft werden,
dass kein anderer Teilnehmer mit der gleichen MAC-
Adresse als Nicht-Mesh-Teilnehmer am Netzwerk be-
reits angemeldet ist.

[0066] InFigur6isteine detailliertere Darstellung einer
ersten Variante der Ownership-Uberpriifung in Form ei-
nes Nachrichtenflussdiagramms dargestelit.

[0067] Zu erkennen ist der Nachrichtenfluss zwischen
einer sich anmeldenden Station MP-A, welche die
MAC-Adresse MACA aufweist, an einem Mesh-Netz-
werk, welches zumindest aus den Mesh-Knoten MP-1
und MP-2 besteht, wobei eine erste Station MP-1 eine
erste MAC-Adresse MAC1 aufweist und die zweite Sta-
tion MP-2 eine zweite MAC-Adresse MAC2 zu eigen hat.
[0068] EingemaR der Erfindung ergebender moglicher
Nachrichtenablauf sich wie folgt darstellt.

[0069] Zu einem ersten Zeitpunkt T1.1 sendet die an-
meldende Station MP-A eine Anmeldeanforderung zum
Aufbau eines Links an einen Mesh-Knoten des Mesh-
Netzwerks, in dem gewahlten Beispiel eine zweite Sta-
tion MP-2.

[0070] Hierauf wird zu einem Zeitpunkt T1.2 durch
MP-2 gepriift, ob die MAC-Adresse der anmeldenden
Station MACA bereits im Mesh-Netzwerk erreichbar ist,
d.h. ob bereits ein Knoten mitdieser Adresse angemeldet
ist. Beidem dargestellten Beispiel sollangenommen wer-
den, dass dies der Fall ist. Dabei konnte eine Uberpru-
fung auf Vorhandensein einer bereits bestehenden er-
reichbaren Adresse dadurch erfolgen, dass die zweite
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Station MP-2 seine Routingtabellen nach einem Eintrag
fur die Anmelde-MAC-Adresse MACA durchsucht, oder
es erfolgt durch eine so genannte Route Request Nach-
richt, die vorzugsweise mit einem Destination Only "Flag"
fur den Knoten mit der anmeldenden MAC-Adresse MA-
CA ausgesendet wird, um eine eventuell vorhandene
Route durch das Mesh-Netzwerk zu ermitteln.

[0071] Da hier im vorliegenden Fall die Anmel-
de-MAC-Adresse MACA bereits eine im Mesh-Netzwerk
erreichbare Adresse darstellt, sendet die zweite Kommu-
nikationseinrichtung MP-2 zu einem Zeitpunkt T1.3 eine
Fehlernachricht an die anmeldende Station MP-A zu-
ruck, welche angibt, dass ein MAC Address Ownership-
Nachweis MAO erforderlich ist, wobei diese Nachricht
optional ist.

[0072] Fernerwirdzueinem vierten Zeitpunkt T1.4 sei-
tens der zweiten Kommunikationseinrichtung MP-2 ein
Prifparameter N, beispielsweise eine Pseudo-Zufalls-
zahl erzeugt und gespeichert optional mit weiteren Da-
ten, insbesondere der MAC-Adresse MACA der anmel-
denden Station MP-A, um diese dann anschlieRend fur
den Ownership-Nachweis derart zu verwenden, dass die
zweite Kommunikationseinrichtung MP-2 tUber eine erste
Kommunikationseinrichtung MP-1 an die anmeldende
Station MP-A diesen Prifparameter als Nachricht sen-
det, wobei diese Nachricht zuerst an die erste Kommu-
nikationseinrichtung MP-1 gesandtwird, welche sie dann
an die anmeldende Station MP-A weiterleitet.

[0073] Neben dem Prifparameter N enthalt diese
Nachricht dabei auch als Adressinformation die
MAC-Adressen von der zweiten Kommunikationsein-
richtung MP-2 und deranmeldenden Station MP-A, damit
auch, falls die Nachricht Uber mehrere Zwischenknoten
weitergeleitet wird, dennoch erfolgreich bei der anmel-
denden Station MP-A eintrifft.

[0074] Nach Erhalt dieser Nachricht wird zu einem
funften Zeitpunkt T1.5 seitens der anmeldenden Kom-
munikationseinrichtung MP-A erneut eine Anmeldean-
forderung zum Aufbau eines Links an die zweite Kom-
munikationseinrichtung MP-2 versandt, wobei diese im
Gegensatz zu der zum ersten Zeitpunkt T1.1 versandten
Aufforderung auch den Prifparameter N enthalt.
[0075] Hieraufkanndannzueinem sechsten Zeitpunkt
T1.6 durch die zweite Kommunikationseinrichtung MP-2
der von der anmeldenden Station MP-A gesendete Prif-
parameter N dahingehend Uberprift werden, ob er mit
dem gespeicherten ubereinstimmt, welches in dem dar-
stellten Szenario der Fall sein soll, so dass zu einem
siebten Zeitpunkt T1.7 die zweite Kommunikationsein-
richtung MP-2 an die anmeldende Kommunikationsein-
richtung MP-A eine OK-Nachricht zur Bestatigung sen-
det und somit die anmeldende Station MP-A als Teilneh-
merstation des Netzwerks zugelassen wird.

[0076] In Figur 7 ist nun eine weitere Variante darge-
stellt, bei der die alternative Realisierung des Nachweis-
ablaufs darin besteht, dass die anmeldende Station
MP-A selbst einen Prufparameter N generiert, der von
der zweiten Kommunikationseinrichtung MP-2 Uber den
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vorhandenen Link Uber die erste Kommunikationsein-
richtung MP-1 abgefragt wird. Bei dem dargestellten
Nachrichtenablaufdiagramm startet zu einem ersten
Zeitpunkt T2.1 der Nachweisablauf derart, dass die an-
meldende Station MP-A zunachst wie ublich eine Anmel-
deanforderung zum Aufbau eines Links an die zweite
Kommunikationseinrichtung MP-2 sendet.

[0077] Daraufhin prift zu einem zweiten Zeitpunkt
T2.2 die zweite Kommunikationseinrichtung MP-2, ob die
MAC-Adresse, welche seitens der anmeldenden Kom-
munikationseinrichtung MP-A Ubertragen worden ist,
d.h. die Anmeldeadresse MACA bereits im Mesh-Netz-
werk erreichbar ist, d.h. ein Knoten mit dieser MAC-
Adresse angemeldetist. Auchin diesem Beispiel soll dies
angenommen werden, wobei die UberprUfu ng, wie unter
Figur 6 beschrieben, erfolgen kdnnte. Auch bei dieser
Variante wird zu einem dritten Zeitpunkt T2.3 seitens der
zweiten Kommunikationseinrichtung MP-2 eine Fehler-
nachricht an die anmeldende Kommunikationseinrich-
tung MP-A zuriickgesandt, welche angibt, dass ein MAC
Address Ownership-Nachweis MAO erforderlich ist, so
dannin Abweichung zu der oben beschriebenen Variante
die anmeldende Station MP-A selbst einen Prifparame-
ter N erzeugt, wie beispielsweise eine Pseudo-Zufalls-
zahl und diese speichert. Um nun der zweiten Kommu-
nikationseinrichtung MP-2 die Uberpriifung zu ermdgli-
chen, sendet die anmeldende Station MP-A Uber die er-
ste Kommunikationseinrichtung MP-1 an die zweite
Kommunikationseinrichtung MP-2 eine Nachricht, wobei
diese zuerst an die erste Kommunikationseinrichtung
MP-1 gesendet wird, welche sie dann an die zweite Kom-
munikationseinrichtung MP-2 weiterleitet und den Prif-
parameter N, welcher durch die anmeldende Kommuni-
kationseinrichtung MP-A erzeugt worden ist, enthalt. Die
Kommunikationseinrichtung speichert den empfange-
nen Prifparameter N und optional weitere Daten, insbe-
sondere die MAC-Adresse MACA der anmeldenden Sta-
tion MP-A.

[0078] Zu einem funften Zeitpunkt T2.5 sendet die an-
meldende Kommunikationseinrichtung daraufhin erneut
eine Anmeldeanforderung zum Aufbau eines Links an
die zweite Kommunikationseinrichtung MP-2, wobei die-
se im Gegensatz zu der zum ersten Zeitpunkt T2.1 ver-
sandten Nachricht auch den Prifparameter N enthalt.
[0079] Daraufhin erfolgt zu einem sechsten Zeitpunkt
T2.6, nachdem die zweite Kommunikationseinrichtung
MP-2 die Nachricht von der anmeldenden Kommunika-
tionseinrichtung MP-A erhalten hat, eine Uberpriifung
durch die zweite Kommunikationseinrichtung MP-2 da-
hingehend, ob der von der anmeldenden Kommunikati-
onseinrichtung MP-A gesendete Prifparameter mit dem
Uber die erste Kommunikationseinrichtung MP-1 emp-
fangenen Prifparameter Ubereinstimmt, was in diesem
Beispiel angenommen wird, so dass zu einem siebten
Zeitpunkt T2.7 die zweite Kommunikationseinrichtung
MP-2 an die anmeldende Kommunikationseinrichtung
MP-A eine OK-Nachricht zur Bestatigung sendet und die-
se Teilnehmerstation dem Netzwerk zuldsst.
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[0080] Eine Alternative hierzu ware seitens der anmel-
denden Kommunikationseinrichtung MP-A bereits bei
der ersten Anmeldung einen Prifparameter in die Nach-
richt einzufiigen, was zu einem fast identischen Ablauf
fuhren wurde, der sich nur dahingehend unterscheidet,
dass die ersten beiden Nachrichten entfallen.

[0081] Beiden Prufparametern kann es sich dabeiins-
besondere um pseudo-zufallig generierte Zufallszahlen
(Nonce) handeln.

[0082] In Figur 8 ist eine weitere Variante dargestellt
und am Beispiel eines Nachrichtenflussdiagramms er-
lautert, bei dem auf das Erzeugen eines Prufparameters
verzichtet wird und stattdessen auf einen seitens der an-
meldenden Station MP-A vorhandenen Information, d.h.
Parameter, zuruckgegriffen wird, welcher seitens der
zweiten Kommunikationseinrichtung MP-2 Uber beide
Routen, d.h. einmal Uber die neu aufzubauende Route
sowie Uber die bereits bestehende abgefragt wird.
[0083] Dabei ist ein Vorteil dieser Variante, dass be-
liebige Parameter abgefragt werden kénnen, so dass da-
durch eine Uberprifung erméglicht wird, bei der die tb-
liche Anmeldeprozedur selbst nicht geandert werden
muss. Es genugt lediglich, wenn der anmeldenden Kom-
munikationseinrichtung MP-A zugeordnete Parameter-
werte abfragbar sind.

[0084] Dabeikann es sich bei diesen Parametern ins-
besondere um Seriennummern der anmeldenden Kom-
munikationseinrichtung MP-A, den Typ, das Modell, die
Softwareversion der genannten Kommunikationseinrich-
tung handeln, ferner kann es sich auch um Zahlerwerte
der anmeldenden Kommunikationseinrichtung MP-A
handeln, wie beispielsweise Paketzahler, Sequenznum-
mernzahler von Routing-Nachrichten, die spezielle Rou-
te Request Sequence Number der anmeldenden Kom-
munikationseinrichtung MP-A, d.h. es werden an ihm
zwei Route Request-Anfragen Uber die beiden genann-
ten Routen gestellt, auf die er mit der jeweils passenden,
d.h. eng beieinander liegenden Sequenznummer ant-
worten muss, wobei darauf zu achten ware, dass bei der
uber den neu aufzubauenden Link bzw. die Route Uber-
tragene Route Request, d.h. derjenige keine Angaben
Uber die "Destination Sequence Number" erfolgen, da
ansonsten ein eventueller Angreifer-Knoten den aktuel-
len und damit erwarteten Wert lernen wirde.

[0085] Bei der anschlieRenden Uberpriifung wiirde
dann getestet, ob die Werte identisch sind bzw. ob die
Zahlerwerte, welche unterschiedlich sein kdnnen, da die
Abfragen ja auch zu unterschiedlichen Zeitpunkten statt-
finden, hinreichend nah beieinander liegen. Hierzu ware
beispielsweise ein Schwellwertvergleich zu bevorzugen.
[0086] Die Nachrichten flieRen dabei wie folgt.

[0087] Zu einem ersten Zeitpunkt T3.1 wird die be-
kannte Anmeldeanforderung seitens der anmeldenden
Kommunikationseinrichtung MP-A, welche die Anmelde-
adresse MACA enthalt, an die zweite Kommunikations-
einrichtung MP-2 gesandt, worauf diese pruft, ob die
ubertragene Anmeldeadresse MACA bereits im Mesh-
Netzwerk erreichbar ist und zu einem dritten Zeitpunkt
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T3.3 eine Anfrage nach beliebigen Parametern an die
anmeldende Station MP-A versendet, worauf die anmel-
dende Station MP-A hierauf die entsprechenden Para-
meter an die zweite Kommunikationseinrichtung MP-2
sendet, welche diese dann zu einem fiunften Zeitpunkt
T3.5 speichert und zu einem sechsten Zeitpunkt T3.6
eine Abfrage der gleichen Parameter Uber die erste Kom-
munikationseinrichtung MP-1 an die anmeldende Kom-
munikationseinrichtung MP-A versendet, woraufhin die
anmeldende Kommunikationseinrichtung MP-A die ge-
forderten Parameter Uber die erste Kommunikationsein-
richtung MP-1 an die zweite Kommunikationseinrichtung
MP-2 Ubertragt, so dass zu einem achten Zeitpunkt T3.8
die zweite Kommunikationseinrichtung MP-2 eine OK-
Nachricht an die anmeldende Station MP-A Ubertragen
kann und somit eine Zulassung dieser Station zum Netz-
werk erfolgt.

[0088] Eine Alternative hierzu besteht darin, den Link
gewissermalen unter Vorbehalt aufzubauen. D.h. die
OK-Nachricht wirde direkt nach der Anmeldeanforde-
rung gesendet und danach in einer Vorbehaltsphase die
Prufungen, wie oben dargestellt, durchgefihrt, so dass,
falls die Uberpriifung negativ ausféllt, der direkte Link
wieder abgebaut wird. Dabei wird vorzugsweise der di-
rekte Link zwischen der anmeldenden Station MP-A und
der zweiten Kommunikationseinrichtung MP-2 von der
zweiten Kommunikationseinrichtung MP-2 fir das Rou-
ting erst dann als Vorhanden behandelt, wenn die Uber-
prufung erfolgreich durchgefuhrt ist, d.h. nach der Vor-
behaltsphase.

[0089] In Figur 9 ist nun ein Szenario dargestellt, bei
dem durch das Mesh-Netzwerk, d.h. durch einen der
Mesh Access Points MAP bei der Anmeldung eines Kno-
tens als Nicht-Teilnehmer, d.h. beispielsweise als eine
WLAN-Station STA an einem Mesh Access Point MAP
geprift wird, ob bereits innerhalb des Mesh-Netzes ein
Mesh-Knoten angemeldet ist, der die gleiche MAC-
Adresse verwendet, wie die anmeldende Station, wel-
cher sich als Nicht-Mesh-Teilnehmer anmeldet.

[0090] Das besondere an diesem dargestellten Bei-
spiel ist, dass nur die MAC-Adresse eines Knotens bei
einer Anmeldung einer Station als Nicht-Mesh-Teilneh-
mer geprift wird und nur eine Prifung gegenuber den-
jenigen MAC-Adressen stattfindet, die zu einem Mesh-
Knoten gehdren, also einem Teilnehmer, der als Mesh-
Teilnehmer angemeldet ist.

[0091] Hierdurch wird gewahrleistet, dass kein
Nicht-Mesh-Teilnehmer die MAC-Adresse eines
Mesh-Knotens verwendet bzw. mit dieser MAC-Adresse
innerhalb des Mesh-Netzwerkes sichtbar ist. Dabei ist
erkennbar, dass ein Knoten kein Mesh-Teilnehmer ist,
durch einen Eintrag in einer Tabelle mit einem gesetzten
Flag, welches als "isProxied" (s. IEEE 802.11s D0.02
Abschnitt 11A.3.5.2 MP Proxy Table) bekannt ist, woge-
gen ein Mesh-Knoten, welcher zu einem Mesh-Teilneh-
mer gehort, in der Tabelle mit einem entsprechend nicht
gesetzten Flag erfasst wéare.

[0092] Erfindungsgemal koénnten dabei folgende
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MaRnahmen ergriffen werden, wenn die
Nicht-Mesh-Teilnehmerstation eine Adresse aufweist,
welche gleich ist zu einer Mesh-Teilnehmerstation und
zwar wurde entweder die Anmeldung der entsprechen-
den Nicht-Mesh-Station abgewiesen oder die von der
Nicht-Mesh-Station verwendete MAC-Adresse wird in ei-
ne freie MAC-Adresse Ubersetzt MAC Address Transla-
tion.

[0093] Dabeikdnnte in einer Variante die Prifung der-
art erfolgen, dass ermittelt wird, ob die MAC-Adresse be-
reits in Benutzung ist, sowohl gegenuber Mesh-Teilneh-
mern wie gegenuber Nicht-Mesh-Teilnehmern, d.h. es
wird gepruft, ob irgendein Knoten MP, MAP, STA unter
dieser MAC-Adresse erreichbar ist.

[0094] Diese Variante ist insbesondere dann vorteil-
haft, wenn keine Information verfugbar ist, ob ein Knoten
mit einer bestimmten MAC-Adresse am Mesh-Routing
selbst teilnimmt.

[0095] Die MAC-Adressumsetzung MAC Address
Translation soll ausgehend von der Figur 10und 11 naher
erlautert werden.

[0096] Dabei zeigt Figur 10 den Aufbau eines nach
IEEE 802.11 definierten MAC Frames, der gemaf dem
Standard bis zu vier Adressfelder, so genannte
MAC-Adressen, enthalten kann (vgl. auch IEEE 802.11
Abschnitt 7.2).

[0097] Dabei kann es sich um die

- so genannte Source Address SA,

- Destination Address DA,

- Transmitting Station Address TA

- oder so genannte Receiving Station Address RA

handeln.

[0098] Source Address SA bezeichnet dabei die
Adresse des urspringlichen Senders, wahrend die De-
stination Address DA die Adresse des endgultigen Emp-
fangerknotens angibt.

[0099] Im Allgemeinen werden jedoch innerhalb eines
Mesh-Netzwerks Frames Uber mehrere Zwischenknoten
weitergeleitet, so dass dafur die Adressfelder Transmit-
ting Station Address TA und Receiving Station Address
RA verwendet werden.

[0100] Dabei ist die Transmitting Station Address TA
und die Receiving Station Address RA immer in diesem
Frame enthalten, wahrend die Source Address SA und
die Destination Address DA nur dann befullt sind, wenn
sie bendtigt werden, d.h. unterschiedlich zu der Trans-
mitting Station Address TA oder der Receiving Station
Address RA sind.

[0101] Daneben enthalt das Data Frame prinzipiell
auch noch ein Feld fur Nutzdaten DATA sowie ein Feld
mit der Prifsumme FCS.

[0102] Weitere furdie Erlauterung nichtrelevante Hea-
der-Felder, wie Frame Control, Duration/ID oder Se-
quence Control sind dabei zur Vereinfachung nicht dar-
gestellt worden.

[0103] Figur 11 verdeutlicht dabei den Einsatz dieser
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MAC Frames, wobei die jeweilige Beflillung selbst erkla-
rend ist.

[0104] InFigur 12istschlieBlich, von diesem Stand der
Technik ausgehend, die erfindungsgemale Umsetzung
der MAC-Adresse fur den Fall einer bereits verwendeten
bzw. erreichbaren Adresse dargestelit.

[0105] Zu erkennen ist, dass seitens eines MAC Ac-
cess Points MAP-1 eine Umsetzung der MAC-Adresse
M-S einer Nicht-Mesh-Teilnehmerstation STA in eine in-
nerhalb des Mesh-Netzes nicht verwendete, z.B. pseu-
do-zufallig erzeugte MAC-Adresse M-R, mit"R" wie Ran-
dom.

[0106] Die Umsetzung ist daher auch als Ersetzen der
von der Nicht-Mesh-Teilnehmerstation STA angegebe-
nen MAC-Adresse M-S zu werten, wobei von den Nicht-
Mesh-Teilnehmerknoten STAkommenden MAC Frames
die Umsetzung lediglich die Transmitter Address TA, wel-
che identisch zur Source Address SA ist, betrifft und bei
an den Nicht-Mesh-Teilnehmerknoten STA gerichteten
MAC Frames die Receiver Address RA, welche identisch
zur Destination Address DA ist.

[0107] Dargestellt ist auch die Zuordnungstabelle in
dem Mesh Access Point, uUber welchen die
Nicht-Mesh-Teilnehmerstation STA sich anmeldet. Zu
erkennen ist dabei, dass diese Eintrage enthalt, mit der
jeweils aufeinander abzubildende Mesh-Netz-externe
MAC-Adressen (MAC EXT) zugeordnet zu den Mesh-
Netz-internen MAC-Adressen (MAC INT) gespeichert
sind.

[0108] Eine Variante hierbei ist, dass die genannte
MAC-Adressumsetzung bzw. Translation stets stattfin-
det, d.h. unabhangig davon, ob die angegebene
MAC-Adresse schon erreichbar ist oder nicht.

Patentanspriiche

1. Verfahren zum Bereitstellen eines drahtlosen loka-
len Netzwerks, bei dem nach dem IEEE 802.11 Stan-
dard und seinen Derivaten, insbesondere IEEE
802.15 oder IEEE 802-16, ausgestaltete stationare
Kommunikationseinrichtungen, AP, sowie mobile
Kommunikationseinrichtungen (MAP, MP) nach Art
des Mesh als Subnetzwerk verbunden sind, wobei
alle mobilen Kommunikationseinrichtungen (MAP,
MP), die zu einem aus MESH-Knoten (MAP, MP)
gebildeten Subnetzwerk (MESH) gehodren, die
MESH-Teilnehmer bilden und wobei eine nicht-
MESH-fahige mobile Kanmunikatior-seinrichtung
(STA), wie beispielsweise eine WLAN-Station, als
Nicht-MESH-Teilnehmer sich an diesem SubNetz-
werk (MESH) anmelden kann, wobei

a) seitens einer sich als Nicht-MESH-Teilneh-
mer bei diesem Subnetzwerk (MESH) anmel-
denden nicht-MESH-fahigen mobilen Kommu-
nikationseinrichtung (MP-A) dem Subnetzwerk
(MESH) eine anmeldenden MAC-Adresse (MA-
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CA) Ubermittelt wird,

b) eine Uberpriifung derart durchgefiihrt wird,
dass die anmeldende MAC-Adresse (MAC-A)
mitdeninnerhalb des Subnetzwerks (MESH) er-
reichbaren MAC-Adressen (MAC1, MAC2) ver-
glichen wird, wobei in der Uberpriifung eine
Route Request Nachricht mit einem Destination
Only Flag fiur die Kommunikationseinrichtung
mit der anmeldenden MAC-Adresse ausgesen-
det wird,

c) im Fall, dass die anmeldende MAC-Adresse
(MACA) zu den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (MAC1,
MAC?2) disjunkt ist, die anmeldenden Kommu-
nikationseinrichtung (MP-A) als Station des
Subnetzwerks (MESH) verbunden wird,

d) im Fall, dass die anmeldende MAC-Adresse
(MACA) im Subnetzwerk (MESH) bereits er-
reichbar ist, eine Zulassungsprozedur derart
durchgefuhrt wird, dass ein Verwenden der an-
meldenden MAC-Adresse (MACA) durch zwei
unterschiedliche  Kommunikationseinrichtun-
geninnerhalb des Subnetzwerks (MESH) unter-
bunden wird.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozeciur eine Ab-
weisung der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozedur eine Um-
setzung der anmeldenden HMAC-Adresse (MACA)
derart erfolgt, dass innerhalb des Subnetzwerks
(MESH) der anmeldenden Kommunikationseinrich-
tung (MP-A) eine zu den erreichbaren MAC-Adres-
sen (MAC1, MAC2) disjunkte MAC-Adresse zuge-
wiesen wird.

Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass die disjunkte MAC-Adresse seitens
des Subnetzwerkes (MESH) generiert wird.

Verfahren nach Anspruch 4, dadurch gekenn-
zeichnet, dass die disjunkte MAC-Adresse auf
Grundlage einer Pseudo-Zufallsfolge - insbesonde-
re einer genau einmal erzeugten "Number Used On-
ce, Nonce" - generiert wird.

Verfahren nach einem der Anspriiche 3 bis 5, da-
durch gekennzeichnet, dass die disjunkte MAC-
Adresse auch zu global - insbesondere seitens Or-
ganisationen wie gemanR dem OUI, Organizationally
Unique Identifier - zugewiesenen MAC-Adressen
disjunkt gewahlt wird.

Verfahren nach einem der vorhergehenden Anspru-
che, dadurch gekennzeichnet, dass Bit 41 der dis-
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junkten MAC-Adresse mit dem Wert "1" belegt wird.

Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass als Zulassungsprozedur seitens des
Subnetzwerks (MESH) eine Prufung auf Identitatder
anmeldende Kommunikationseinrichtung (MP-A)
mit der - Uber die der anmeldenden MAC-Adresse
(MACA) - entsprechenden erreichbaren MAC-
Adresse (MAC1, MAC2) bestimmten ersten Kom-
munikationseinrichtung (MP-1, MP-2) erfolgt.

Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) seitens des Subnetzwerks (MESH) eine erste
Prifinformation Uber eine zu der - der anmel-
denden MAC-Adresse (MACA) entsprechen-
den erreichbaren MAC-Adresse (MAC1, MAC2)
- bestimmten Kommunikationseinrichtung (MP-
1, MP-2) etablierten Route des Subnetzwerks
(MESH) an die erste Kommunikationseinrich-
tung (MP-1, MP-2) ubermittelt wird,

b) das Subnetzwerk (MESH) an die erste Kom-
munikationseinrichtung (MP-1, MP-2) eine Auf-
forderung zur Ricksendung der ersten Prifin-
formation Ubermittelt,

c) das Subnetzwerk (MESH) das Ricksendens
der ersten Prifinformation Gber eine im Rahmen
des Anmeldeversuchs der anmeldenden Kom-
munikationseinrichtung (MP-A) etablierte Route
des Subnetzwerks (MESH) erwartet,

d) bei Ausbleiben des Rucksendens ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt,

e) bei Eintreten des Riucksendens die Korrela-
tion der ersten Prifinformation mit der riickge-
sandten Prifinformation Gberprift wird,

f) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von erster Prufinformation zu rickgesandter
Prufinformation die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

10. Verfahren nach Anspruch 8, dadurch gekenn-

zeichnet, dass zur Identitatsprufung

a) seitens des Subnetzwerks (MESH) eine erste
Prifinformation Uber eine im Rahmen des An-
meldeversuchs der anmeldenden Kommunika-
tionseinrichtung (MP-A) etablierte Route des
Subnetzwerks (MESH) an die erste Kommuni-
kationseinrichtung (MP-1, MP-2) uUbermittelt
wird,

b) das Subnetzwerk (MESH) an die erste Kom-
munikationseinrichtung (MP-1, MP-2) eine Auf-
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forderung zur Ricksendung der ersten Prifin-
formation Ubermittelt,

c) das Subnetzwerk (MESH) das Ricksenden
der ersten Prufinformation Uber eine zu der - der
anmeldenden MAC-Adresse (MACA) entspre-
chenden erreichbaren MAC-Adresse (MAC1,
MAC?2) - bestimmten Kommunikationseinrich-
tung (MP-1, MP-2) etablierten Route des Sub-
netzwerks (MESH) erwartet,

d) bei Ausbleiben des Riicksendens ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung (MP-A) erfolgt,

e) bei Eintreten des Rucksendens im Falle die
Korrelation der ersten Prufinformation mit der
ruckgesandten Prufinformation Uberpruft wird,
f) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von erster Prifinformation zu riickgesandter
Prifinformation die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

11. Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) seitens des Subnetzwerks (MESH) eine zwei-
te Prifinformation Uber eine zu der - der anmel-
denden MAC-Adresse (MACA) entsprechen-
den erreichbaren MAC-Adresse (MAC1, MAC2)
- bestimmten Kommunikationseinrichtung (MP-
1, MP-2) etablierten Route des Subnetzwerks
(MESH) sowie eine dritte Priufinformation Gber
eine im Rahmen des Anmeldeversuchs der an-
meldenden Station etablierte Route des Sub-
netzwerks (MESH) an die erste Kommunikati-
onseinrichtung (MP-1, MP-2) erwartet wird,

b) bei Ausbleiben der zweiten und/oder dritten
Prifinformation ein Abweisen der anmeldenden
Kommunikationseinrichtung (MP-A) erfolgt,

c) im Falle bei Eintreffen der zweiten und dritten
Prifinformation die Korrelation der zweiten Prif-
information mit der dritten Prifinformation Uber-
prift wird,

d) im Falle des Erreichens eines festgelegten
Korrelationsgrades - insbesondere bei ldentitat
- von zweiter Prufinformation zu dritter Prufin-
formation die anmeldende Kommunikationsein-
richtung (MP-A) als Station des Subnetzwerks
(MESH) verbunden wird, andernfalls ein Abwei-
sen der anmeldenden Kommunikationseinrich-
tung erfolgt.

12. Verfahren nach Anspruch 11, dadurch gekenn-
zeichnet, dass die Ubertragung der zweiten und/
oder dritten Prufinformation seitens des Subnetz-
werks (MESH) initiiert wird.
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13. Verfahren nach Anspruch 11, dadurch gekenn-

14.

zeichnet, dass die Ubertragung der zweiten und/
oder dritten Prifinformation seitens der anmelden-
den Kommunikationseinrichtung (MP-A) initiiert
wird.

Verfahren nach Anspruch 8, dadurch gekenn-
zeichnet, dass zur Identitatsprifung

a) eine seitens der anmeldenden Kommunika-
tionseinrichtung (MP-A) auf Grundlage eines er-
sten die anmeldende Kommunikationseinrich-
tung (MP-A) authentisierenden kryptografi-
schen Schlussels - insbesondere eines aus ei-
ner gemafl dem so genannten "Extensible Au-
thentication Protocol, EAP"-Protokoll Netzan-
meldung resultierenden, der anmeldenden
Kommunikationseinrichtung (MP-A) verfugba-
ren ersten Sitzungsschlissels - berechnete vier-
te Prufinformation Gber eine im Rahmen des An-
meldeversuchs der anmeldenden Station eta-
blierte Route des Subnetzwerks (MESH) an das
Subnetzwerk (MESH) Uubermittelt wird,

b) seitens des Subnetzwerks (MESH) unter Zu-
hilfenahme eines auf Grundlage eines zweiten
- durch die der anmeldenden MAC-Adresse
(MACA) entsprechenden erreichbaren MAC-
Adresse (MAC1, MAC2) bestimmten Kommuni-
kationseinrichtung (MP-1, MP-2) - authentisie-
renden kryptografischen Schlussels - insbeson-
dere eines aus einer gemaly dem "Extensible
Authentication Protocol, EAP"-Protokoll Netz-
anmeldung resultierenden, dem Subnetzwerk
(MESH) verfugbaren zweiten Sitzungsschlis-
sels - ein Entschlisselungsversuch durchge-
fahrt wird,

c) bei erfolgreicher Entschlisselung die anmel-
denden Kommunikationseinrichtung (MP-A) als
Station des Subnetzwerks (MESH) verbunden
wird, andernfalls ein Abweisen der anmelden-
den Kommunikationseinrichtung erfolgt.

15. Verfahren nach Anspruch 8, dadurch gekenn-

zeichnet, dass zur Identitatsprifung

a) eine seitens eines der durch die anmeldende
MAC-Adresse (MACA) entsprechenden er-
reichbaren MAC-Adresse (MAC1, MAC2) be-
stimmten ersten Kommunikationseinrichtung
(MP-1, MP-2) authentisierenden kryptografi-
schen Schlissels - insbesondere eines aus ei-
ner gemanl dem so genannten "Extensible Au-
thentication Protocol, EAP"-Protokoll Netzan-
meldung resultierenden, der anmeldenden
Kommunikationseinrichtung (MP-A) verfugba-
ren ersten Sitzungsschlussels - berechnete
funfte Prufinformation Uber eine etablierte Route
der anmeldenden Kommunikationseinrichtung
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17.

18.

19.

20.

21.

23

(MP-A) an das Subnetzwerk (MESH) Ubermit-
telt,

b) seitens des Subnetzwerks (MESH) unter Zu-
hilfenahme eines auf Grundlage eines zweiten
die anmeldende Kommunikationseinrichtung
(MP-A) authentisierenden kryptografischen
Schlussels - insbesondere eines aus einer ge-
mafRk dem "Extensible Authentication Protocol,
EAP"-Protokoll Netzanmeldung resultierenden,
dem Subnetzwerk (MESH) verfugbaren zweiten
Sitzungsschlissels - ein Entschliisselungsver-
such durchgefuhrt wird, c) bei erfolgreicher Ent-
schlisselung die anmeldende Kommunikati-
onseinrichtung (MP-A) als Station des Subnetz-
werks (MESH) verbunden wird, andernfalls ein
Abweisen der anmeldenden Kommunikations-
einrichtung erfolgt.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass der erste und/
oder der zweite Sitzungsschlissel als geman dem
"Extensible Authentication Protocol, EAP"-Protokoll
gebildeten "Master Session Key, MSK" Schlussels
erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass der erste und/
oder der zweite Sitzungsschlissel als geman dem
"Extensible Authentication Protocol, EAP"-Protokoll
gebildeten "Extended Master Session Key, EMSK"
Schlussels erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass zur Berech-
nung der ersten, zweiten, dritten, vierten und/oder
funften Prufinformation eine Funktion gemaR einer
kryptographischen - insbesondere SHA-1, SHA256
oder MD5 - Hash-Funktion verwendet wird.

Verfahren nach Anspruch 18, dadurch gekenn-
zeichnet, dass zur Berechnung der ersten, zweiten,
dritten, vierten und/oder funften Prifinformation
"Keyed-Hash-Funktionen" insbesondere AES-
CBC-MAC, HMAC-SHA1, HMAC-SHA256 oder
HMAC-MD5, wobei die HMAC-Funktion nach
RFC2104 definiert ist, - verwendet werden.

Verfahren nach einem der vorhergehenden Anspru-
che, dadurch gekennzeichnet, dass die erste,
zweite, dritte, vierte und/oder flinfte Prifinformation
als ein - insbesondere als Pseudo-Zufallscode, wie
beispielsweise ein "Nonce", - Wert erzeugt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass als die erste,
zweite, dritte, vierte und/oder funfte Prifinformation
ein aus einem - insbesondere als Pseudo-Zufallsto-
de, wie beispielsweise ein "Nonce", - erzeugtem
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22.

23.

24
Wert generierter Hash-Code Ubermittelt wird.

Verfahren nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass als die erste,
zweite, dritte, vierte und/oder fiinfte Prifinformation
ein aus einem Betriebsparameter der anmeldenden
Kommunikationseinrichtung (MP-A) und/oder er-
sten Kommunikationseinrichtung generierter Hash-
Code ubermittelt wird.

Anordnung zum Bereitstellen eines drahtlosen loka-
len Netzwerks, bei dem nach dem IEEE 802.15 Stan-
dard und seinen Derivaten, insbesondere IEEE
802.15 oder IEEE 802.16, ausgestaltete stationare
Kommunikationseinrichtungen, AE, sowie mobile
Kommunikationseinrichtungen (MAP, MP) nach Art
des Mesh als Subnetzwerk verbunden sind, wobei
alle mobilen Kommunikationseinrichtungen (MAP,
MP), die zu einem aus MESH-Knoten (MAP, MP)
gebildeten Subnetzwerk (MESH) gehdren, die
MESH-Teilnehmer bilden und wobei eine nicht-
MESH-fahige mobile Kommunikationseinrichtung
(STA), wie beispielsweise eine WLAN-Station, als
Nicht-MESH-Teilnehmer sich an diesem Subnetz-
werk (MESH) anmelden kann, wobei

a) eine Ubermittlungsvorrichtung vorhanden ist,
durch die seitens einer sich als Nicht-MESH-
Teilnehmer bei diesem Subnetzwerk (MESH)
anmeldenden nicht-MESH-fahigen mobilen
Kommunikationseinrichtung (MP-A) dem Sub-
netzwerk (MESH) eine anmeldende MAC-
Adresse (MACA) Ubermittelt wird,

b) eine Uberpriifungseinrichtung vorhanden ist,
durch die eine Uberpriifung derart durchgefiirt
wird, dass die anmeldende MAC-Adresse (MA-
CA) mit den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (MAC1,
MAC?2) verglichen wird, wobei in der Uberprii-
fung eine Route Request Nachricht mit einem
Destination Only Flag fur die Kommunikations-
einrichtung mit der anmeldende MAC-Adresse
ausgesendet wird, wobei durch die Uberpri-
fungseinrichtung.

c) im Fall, dass die anmeldende MAC-Adresse
(MACA) zu den innerhalb des Subnetzwerks
(MESH) erreichbaren MAC-Adressen (HMAC1,
MAC?2) disjunkt ist, die anmeldende Kommuni-
kationseinrichtung (MP-A) als Station des Sub-
netzwerks (MESH) verbunden wird,

d) im Fall, dass die anmeldende MAC-Adresse
(MACA) im Subnetzwerk (MESH) bereits er-
reichbar ist, eine Zulassungsprozedur derart
durchgefuhrt wird, dass ein Verwenden der an-
meldenden MAC-Adresse (MACA) durch zwei
unterschiedliche  Kommunikationseinrichtun-
geninnerhalb des Subnetzwerks (MESH) unter-
bunden wird.
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Claims

Method for provision of a wireless local network in
which stationary communication devices (AP) de-
signed according to standard IEEE 802.11 and its
derivatives, in particular IEEE 802.15 or IEEE
802.16, and mobile communication devices (MAP,
MP) are connected together in the manner of a mesh
as a subnetwork, wherein all mobile communication
devices (MAP, MP) which belong to a subnetwork
(MESH) formed from MESH nodes (MAP, MP) con-
stitute the MESH subscribers, and wherein a non-
MESH capable mobile communication device (STA),
such as for example a WLAN station, can register
on this subnetwork (MESH) as a non-MESH sub-
scriber, wherein

a) a registering MAC address (MACA) is trans-
mitted to the subnetwork (MESH) by a non-
MESH capable mobile communication device
(MP-A) registering on this subnetwork (MESH)
as a non-MESH subscriber,

b) a check is carried out such that the registering
MAC address (MACA) is compared with the
MAC addresses (MAC1, MAC2) accessible
within the subnetwork (MESH), wherein during
the check a route request message is emitted
with a destination-only flag for the communica-
tion device with the registering MAC address,
¢) in the case that the registering MAC address
(MACA) is disjunct to the MAC addresses
(MAC1, MAC2) accessible within the subnet-
work (MESH), the registering communication
device (MP-A) is connected as a station of the
subnetwork (MESH),

d) in the case that the registering MAC address
(MACA) is already accessible in the subnetwork
(MESH), an approval procedure is performed
such that use of the registering MAC address
(MACA) by two different communication devices
within the subnetwork (MESH) is prohibited.

Method according to claim 1, characterised in that
as an approval procedure, the registering communi-
cation device (MP-A) is rejected.

Method according to claim 1, characterised in that
as an approval procedure, the registering MAC ad-
dress (MACA) is converted such that within the sub-
network (MESH), a MAC address disjunct to the ac-
cessible MAC address (MAC1, MAC?2) is allocated
to the registering communication device (MP-A).

Method according to claim 3, characterised in that
the disjunct MAC address is generated by the sub-
network MESH.

Method according to claim 4, characterised in that
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the disjunct MAC address is generated on the basis
of a pseudo-random sequence, in particular a
"Number used once, nonce" generated precisely
once.

Method according to any one of claims 3 to 5, char-
acterised in that the disjunct MAC address is also
selected disjunct to MAC addresses allocated glo-
bally, in particular by organisations such as in ac-
cordance with OUI (organisationally unique identifi-
er).

Method according to any one of the preceding
claims, characterised in that bit 41 of the disjunct
MAC address is filled with the value "1".

Method according to claim 1, characterised in that
as an approval procedure, the subnetwork MESH
performs a check of the identity of the registering
communication device (MP-A) with the specific first
communication device (MP-1, MP-2) via the acces-
sible MAC address (MAC1, MAC2) corresponding
to the registering MAC address (MACA).

Method according to claim 8, characterised in that
for the identity check:

a) the subnetwork MESH transmits a first check
information to the first communication device
(MP-1, MP2) via a route of the subnetwork
(MESH) established for the specific communi-
cation device (MP-1, MP-2) for the accessible
MAC address (MAC1, MAC2) corresponding to
the registering MAC address (MACA),

b) the subnetwork (MESH) transmits a request
for return of the first check information to the first
communication device (MP1, MP2),

c) the subnetwork (MESH) awaits the return of
the first check information via a route of the sub-
network (MESH) established during the regis-
tration attempt of the registering communication
device (MP-A),

d) in the absence of the return, the registering
communication device (MP-A) is rejected,

e) on reception of the return, the correlation of
the first check information with the returned
check information is checked,

f) in the case of reaching an established corre-
lation degree, in particular on identity, of the first
check information with the returned check infor-
mation, the registering communication device
(MP-A) is connected as a station of the subnet-
work (MESH), otherwise the registering commu-
nication device is rejected.

10. Method according to claim 8, characterised in that

for the identity check

Samsung Ex. 1004, Page 315 of 560



27 EP 2 055 072 B1 28

a) the subnetwork (MESH) transmits a first

check information to the first communication de-

vice (MP-1, MP-2) via a route of the subnetwork 13.
(MESH) established during the registration at-

tempt by the registering communication device 5

information is initiated by the subnetwork (MESH).

Method according to claim 11, characterised in that
the transmission of the second and/or third check
information is initiated by the registering communi-

(MP-A), cation device (MP-A).
b) the subnetwork (MESH) transmits a request
for return of the first check information to the first 14. Method according to claim 8, characterised in that

communication device (MP-1, MP-2), for the identity check

c) the subnetwork (MESH) awaits the return of 70
the first test information via route of the subnet- a) a fourth check information calculated by the
work (MESH) established for the specific com- registering communication device (MP-A) onthe
munication device (MP-1, MP-2) for the acces- basis of a first cryptographic key authenticating
sible MAC address (MAC1, MAC2) correspond- the registering communication device (MP-A),
ing to the registering MAC address (MACA), 15 in particular a first session key available to the
d) in the absence of the return, the registering registering communication device (MP-A) and
communication device (MP-A) is rejected, resulting from a network registration according
e) on reception of the return, in this case the to the so-called extensible authentication proto-
correlation of the first check information with the col EAP, is transmitted to the subnetwork
returned check information is checked, 20 (MESH) via a route of the subnetwork (MESH)
f) in the case of reaching an established corre- established during the registration attemptof the
lation degree, in particular on identity, of the first registering station,
check information with the returned check infor- b) the subnetwork (MESH) makes a decryption
mation, the registering communication device attempt using a second cryptographic key au-
(MP-A) is connected as a station of the subnet- 25 thenticating this specific communication device
work (MESH), otherwise the registering commu- (MP-1, MP-2) by the accessible MAC address
nication device is rejected. (MAC1, MAC2) corresponding to the registering
MAC address (MACA), in particular a second
11. Method according to claim 8, characterised in that session key available to the subnetwork (MESH)
for the identity check 30 and resulting from a network registration accord-
ing to the "Extensible authentication protocol
a) the subnetwork (MESH) awaits a second test EAP".
information via a route of the subnetwork c) on successful decryption, the registering com-
(MESH) established for the specific communi- munication device (MP-A) is connected as a sta-
cation device (MP-1, MP-2) for the accessible 35 tion of the subnetwork (MESH), otherwise the
MAC address (MAC1, MAC2) corresponding to registering communication device is rejected.
the registering MAC address (MACA), and a
third test information via a route of the subnet- 15. Method according to claim 8, characterised in that
work (MESH) established during the registration for the identity check
attemptby the registering station at the firstcom- 40
munication device (MP-1, MP-2), a) afifth check information calculated by a cryp-
b) in the absence of the second and/or third tographic key authenticating the specific first
check information, the registering communica- communication device (MP-1, MP-2) by the ac-
tion device (MP-A) is rejected, cessible MAC address (MAC1, MAC2) corre-
c) in the case of reception of the second and 45 sponding to the registering MAC address
third check information, the correlation of the (MACA), in particular a first session key availa-
second check information with the third check ble to the registering communication device
information is checked, (MP-A) and resulting from a network registration
d) in the case of reaching an established corre- according to the so-called "Extensible authenti-
lation degree, in particular on identity, ofthe sec- 50 cation protocol EAP", is transmitted to the sub-
ond check information with the third check infor- network (MESH) via an established route of the
mation, the registering communication device registering communication device (MP-A),
(MP-A) is connected as the station of the sub- b) the subnetwork (MESH) makes a decryption
network (MESH), otherwise the registering com- attempt using a second cryptographic key au-
munication device is rejected. 55 thenticating the registering communication de-
vice (MP-A), in particular a second session key
12. Method according to claim 11, characterised in that available to the subnetwork (MESH) and result-
the transmission of the second and/or third check ing from a network registration according to the
15
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"Extensible authentication protocol EAP".

c) on successful decryption, the registering com-
munication device (MP-A) is connected as a sta-
tion of the subnetwork (MESH), otherwise the
registering communication device is rejected.

Method according to any one of the preceding
claims, characterised in that the first and/or second
session key is generated as a "Master session key
MSK" for according to the "Extensible authentication
protocol EAP".

Method according to any one of the preceding
claims, characterised in that the firstand/or second
session key is generated as an "Extended master
session key EMSK" formed according to the "Exten-
sible authentication protocol EAP".

Method according to any one of the preceding
claims, characterised in that to calculate the first,
second, third, fourth, and/or fifth check information,
a function is used according to a cryptographic hash
function, in particular SHA-1, SHA256 or MD5.

Method according to claim 18, characterised in that
calculate the first, second, third, fourth and/or fifth
check information, "Keyed hash functions" are used,
in particular AES-CBC-MAC, HMAC-SHA1, HMAC-
SHA256 or HMAC-MDS5, wherein the HMAC function
is defined according to RFC2104.

Method according to any one of the preceding
claims, characterised in that the first, second, third,
fourth and/or fifth check information is generated as
avalue, in particular as a pseudo-random code such
as for example a "nonce".

Method according to any one of the preceding
claims, characterised in that as the first, second,
third, fourth and/or fifth check information, a hash
code is transmitted which is produced from a value
generated in particular as a pseudo-random code,
such as for example a "nonce".

Method according to any one of the preceding
claims, characterised in that as the first, second,
third, fourth and/or fifth check information, a hash
code is transmitted which is generated from an op-
erating parameter of the registering communication
device (MP-A) and/or first communication device.

Arrangement for provision of a wireless local network
in which stationary communication devices (AP) de-
signed according to standard IEEE 802.11 and its
derivatives, in particular IEEE 802.15 or IEEE
802.16, and mobile communication devices (MAP,
MP) are connected together in the manner of the
mesh as a subnetwork, wherein all mobile commu-
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nication devices (MAP, MP) which belong to a sub-
network (MESH) formed from MESH nodes (MAP,
MP) constitute the MESH subscribers, and wherein
a non-MESH capable mobile communication device
(STA), such as for example a WLAN station, can
register on this subnetwork (MESH) as a non-MESH
subscriber, wherein

a) a transmission device is present by means of
which a registering MAC address (MACA) is
transmitted to the subnetwork (MESH) by a non-
MESH capable mobile communication device
(MP-A) registering on this subnetwork (MESH)
as a non-MESH subscriber,

b) a check device is present, by means of which
a check is carried out such that the registering
MAC address (MACA) is compared with the
MAC addresses (MAC1, MAC2) accessible
within the subnetwork (MESH), wherein during
the check a route request message is emitted
with a destination-only flag for the communica-
tion device with the registering MAC address,
c) in the case that the registering MAC address
(MACA) is disjunct to the MAC addresses
(MAC1, MAC2) accessible within the subnet-
work (MESH), the registering communication
device (MP-A) is connected as a station of the
subnetwork (MESH),

d) in the case that the registering MAC address
(MACA) is already accessible in the subnetwork
(MESH), an approval procedure is performed
such that use of the registering MAC address
(MACA) by two different communication devices
within the subnetwork (MESH) is prohibited.

Revendications

Procédé de mise adisposition d’'unréseaulocal sans
fil, dans lequel des installations de communication
stationnaires, AP, ainsi que des installations de com-
munication mobiles (MAP, MP), équipées selon la
norme IEEE 802.11 et ses dérivées, en particulier
IEEE 802.15 ou IEEE 802.16, sont connectées sous
forme d’'un sous-réseau de type maillé, toutes les
installations de communication mobiles (MAP, MP),
qui font partie d’un sous-réseau (MESH) formé par
des noeuds de réseau maillé (MAP, MP), formant
les participants du réseau maillé (MESH) et une ins-
tallation de communication mobile (STA) non com-
patible avec un réseau maillé, par exemple une sta-
tion WLAN, pouvant s’inscrire a ce sous-réseau
(MESH) en tant que non-participant du réseau
maillé,

a) une adresse MAC d’inscription (MACA) étant

communiquée au sous-réseau (MESH) de la
part d’'une installation de communication mobile
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(MP-A), non compatible avec un réseau maillé,
s’inscrivant auprés de ce sous-réseau (MESH)
en tant que non-participant du réseau maillé,
b) une vérification étant effectuée de sorte que
I'adresse MAC d’inscription (MACA) soit com-
parée avec les adresses MAC (MAC1, MAC2)
accessibles a lintérieur du sous-réseau
(MESH) ; lors de la vérification, un message de
demande de route avec un drapeau
« Uniquement destination » étantenvoyé al'ins-
tallation de communication ayantl'adresse MAC
d’inscription,

c) dans le cas ou l'adresse MAC d’inscription
(MACA) est disjointe des adresses MAC
(MAC1, MAC2) accessibles a l'intérieur du
sous-réseau (MESH), l'installation de commu-
nication s’inscrivant (MP-A) étant connectée en
tant que station du sous-réseau (MESH),

d) dans le cas ou I'adresse MAC d’inscription
(MAC-A) est déja accessible dans le sous-ré-
seau (MESH), une procédure d’autorisation
étant effectuée de maniére telle qu’une utilisa-
tion de l'adresse MAC d’inscription (MACA) par
deux installations de communication différentes
a lintérieur du sous-réseau (MESH) soit empé-
chée.

Procédé selon la revendication 1, caractérisé en ce
qu’un rejet de linstallation de communication s’ins-
crivant (MP-A) a lieu en tant que procédure d’auto-
risation.

Procédé selon la revendication 1, caractérisé en ce
que, en tant que procédure d’autorisation, a lieu une
conversion de l'adresse MAC d’inscription (MACA)
de maniére telle que, a lintérieur du sous-réseau
(MESH), une adresse MAC disjointe des adresses
MAC accessibles (MAC1, MAC2) soit attribuée a
I'installation de communication s’inscrivant (MP-A).

Procédé selon la revendication 3, caractérisé en ce
que l'adresse MAC disjointe est générée du cbdté du
sous-réseau (MESH).

Procédé selon la revendication 4, caractérisé en ce
que l'adresse MAC disjointe est générée sur labase
d’une suite pseudo aléatoire - en particulier d’'un
nombre généré précisément une seule et unique fois
(« Number Used Once, Nonce »).

Procédé selon I'une quelconque des revendications
3a5, caractérisé en ce que l'adresse MAC disjointe
est sélectionnée également disjointe d’adresses
MAC attribuées mondialement - en particulier de la
part d’organisations telles que Oul
(« Organizationally Unique ldentifier »).

Procédé selon I'une quelconque des revendications
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précédentes, caractérisé en ce que le bit 41 de
I'adresse MAC disjointe est occupé par la valeur
« 1 ».

Procédé selon la revendication 1, caractérisé en ce
que, en tant que procédure d’autorisation, a lieu du
cOté du sous-réseau (MESH) un contrdle de l'identité
de linstallation de communication s’inscrivant (MP-
A) avec la premiére installation de communication
(MP-1, MP-2) déterminée - par les adresses MAC
(MAC1, MAC2) accessibles correspondant a
I'adresse MAC d’inscription (MACA).

Procédé selon la revendication 8, caractérisé en ce
que, pour le contrdle d’identité,

a) du c6té du sous-réseau (MESH) est commu-
niquée a la premiére installation de communi-
cation (MP-1, MP-2) une premiére information
de contrdle sur une route du sous-réseau
(MESH) établie vers l'installation de communi-
cation (MP-1, MP-2) déterminée - par les adres-
ses MAC (MAC1, MAC2) accessibles corres-
pondant a 'adresse MAC d’inscription (MACA),
b) le sous-réseau (MESH) communique ala pre-
miére installation de communication (MP-1, MP-
2) une demande de renvoi de la premiére infor-
mation de controle,

c) le sous-réseau (MESH) attend le renvoi de la
premiére information de contrdle sur une route
du sous-réseau (MESH) établie dans le cadre
de la tentative d’inscription de l'installation de
communication s’inscrivant (MP-A),

d) en cas d’absence du renvoi a lieu un rejet de
I'installation de communication s’inscrivant
(MP-A),

e) en cas d’arrivée du renvoi, la corrélation de
la premiére information de contrdle avec l'infor-
mation de contrble renvoyée est vérifiée,

f) dans le cas de I'obtention d’un degré de cor-
rélation défini - en particulier lors de l'identité -
de la premiére information de controle par rap-
port a l'information de contréle renvoyée, l'ins-
tallation de communication s’inscrivant (MP-A)
est connectée en tant que station du sous-ré-
seau (MESH), sinon a lieu un rejet de l'installa-
tion de communication s’inscrivant.

10. Procédé selon la revendication 8, caractérisé en ce

que, pour le contréle d’identité,

a) du cbté du sous-réseau (MESH) est commu-
niquée a la premiére installation de communi-
cation (MP-1, MP-2) une premiére information
de contrdle sur une route du sous-réseau
(MESH) établie dans le cadre de la tentative
d’inscription de l'installation de communication
s’inscrivant (MP-A),
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12. Procédé selon la revendication 11, caractérisé en
ce que la transmission de la deuxiéme et/ou de la
troisiéme information de contréle est lancée du coté
du sous-réseau (MESH).

b) le sous-réseau (MESH) communique ala pre-
miére installation de communication (MP-1, MP-

2) une demande de renvoi de la premiére infor-
mation de controle,

c) le sous-réseau (MESH) attend le renvoidela 5
premiére information de contréle sur une route 13.
du sous-réseau (MESH) établie vers linstalla-

tion de communication (MP-1, MP-2) détermi-

née - par les adresses MAC (MAC1, MAC2) ac-

Procédé selon la revendication 11, caractérisé en
ce que la transmission de la deuxiéme et/ou de la
troisiéme information de controle est lancée du coté
de linstallation de communication s’inscrivant (MP-

cessibles correspondant a 'adresse MAC d’ins- 10 A).
cription (MACA),
d) en cas d’absence du renvoi a lieu un rejet de 14. Procédé selon la revendication 8, caractérisé en ce
l'installation de communication s’inscrivant que, pour le contréle d’identité,
(MP-A),
e) en cas d’arrivée du renvoi, la corrélation de 15 a) une quatrieme information de contréle surune
la premiére information de contrdle avec l'infor- route du sous-réseau (MESH) établie dans le
mation de contrble renvoyée est vérifiée, cadre de la tentative d’inscription de la station
f) dans le cas de I'obtention d’un degré de cor- s’inscrivant, calculée du coté de l'installation de
rélation défini - en particulier lors de lidentité - communication s’inscrivant (MP-A) sur la base
de la premiére information de contrdle par rap- 20 d’une premiére clé cryptographique authenti-
port a linformation de contréle renvoyée, l'ins- fiant I'installation de communication s’inscrivant
tallation de communication s’inscrivant (MP-A) (MP-A) - en particulier d’'une premiere clé de
est connectée en tant que station du sous-ré- session disponible a l'installation de communi-
seau (MESH), sinon a lieu un rejet de linstalla- cation s’inscrivant (MP-A) et résultant d’'une ins-
tion de communication s’inscrivant. 25 cription au réseau selon le protocole dit EAP
(« Extensible Authentication Protocol ») - est
11. Procédé selon la revendication 8, caractérisé en ce transmise au sous-réseau (MESH),
que, pour le contréle d’identité, b) un essai de déchiffrage est effectué du coté
du sous-réseau (MESH) a l'aide d’'une clé sur la
a) du cbté du sous-réseau (MESH), une deuxie- 30 base d’'une deuxiéme clé cryptographique - en
me information de contréle sur une route du particulier d’'une deuxiéme clé de session dis-
sous-réseau (MESH) établie vers l'installation ponible a linstallation de communication s’ins-
de communication (MP-1, MP-2) déterminée - crivant (MP-A) et résultant d’une inscription au
par les adresses MAC (MAC1, MAC2) accessi- réseau selon le protocole dit EAP (« Extensible
bles correspondant a 'adresse MAC d’inscrip- 35 Authentication Protocol ») - authentifiant - I'ins-
tion (MACA) - ainsi gu’une troisieme information tallation de communication (MP-1, MP-2) déter-
de contrdle sur une route du sous-réseau minée par les adresses MAC (MAC1, MAC2)
(MESH) établie dans le cadre de la tentative accessibles correspondant a l'adresse MAC
d’inscription de la station s’inscrivant sont atten- d’inscription (MACA),
dues a la premiére installation de communica- 40 c) en cas de déchiffrage réussi, l'installation de
tion (MP-1, MP-2), communication s’inscrivant (MP-A) est connec-
b) en cas d’absence de la deuxiéme et/ou de la tée en tant que station du sous-réseau (MESH),
troisieme information de contrble a lieu un rejet sinon a lieu un rejet de l'installation de commu-
de linstallation de communication s’inscrivant nication s’inscrivant.
(MP-A), 45
c) dans le cas de l'arrivée de la deuxiéme et de 15. Procédé selon larevendication 8, caractérisé en ce
la troisieéme information de contréle, la corréla- que, pour le contrdle d’identité,
tion de ladeuxiéme information de contrdle avec
la troisiéme information de controle est vérifiée, a) une cinquiéme information de contrdle sur
d) dans le cas de l'obtention d’'un degré de cor- 50 une route établie de linstallation de communi-
rélation défini - en particulier lors de lidentité - cation s’inscrivant (MP-A) est communiquée au
de la deuxiéme information de controéle par rap- sous-réseau (MESH) de la part d’'une clé cryp-
port & la troisiéme information de controle, I'ins- tographique - en particulier d’'une premiére clé
tallation de communication s’inscrivant (MP-A) de session disponible a l'installation de commu-
est connectée en tant que station du sous-ré- 55 nication s’inscrivant (MP-A), résultant d’'une ins-
seau (MESH), sinon a lieu un rejet de linstalla- cription au réseau selon le protocole dit EAP
tion de communication s’inscrivant. (« Extensible Authentication Protocol ») -
authentifiant la premiére installation de commu-
18
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nication (MP-1, MP-2) déterminée par les adres-
ses MAC (MAC1, MAC2) accessibles corres-
pondant a l'adresse MAC d’inscription (MACA),
b) un essaide déchiffrement est effectué du coté
du sous-réseau (MESH) al'aide d’'une clé sur la
base d’'une deuxieéme clé de chiffrement-en par-
ticulier d’'une deuxiéme clé de session disponi-
ble alinstallation de communication s’inscrivant
(MP-A), résultantd’'uneinscription auréseau se-
lon le protocole d’authentification extensible dit
EAP (de l'anglais « Extensible Authentication
Protocol ») - authentifiant I'installation de com-
munication s’inscrivant (MP-A),

c) en cas de déchiffrement réussi, l'installation
de communication s’inscrivant (MP-A) est con-
nectée en tant que station du sous-réseau
(MESH), sinon a lieu un rejet de l'installation de
communication s’inscrivant.

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que la premiére
et/ou la deuxiéme clé de session est générée en tant
que clé de session maitre (MSK, « Master Session
Key ») selon le protocole EPA (protocole d’authen-
tification extensible, de [langlais « Extensible
Authentication Protocol »).

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que la premiére
et/ou la deuxiéme clé de session est générée en tant
que clé de session maitre étendue (EMSK,
« Extended Master Session Key ») selon le protoco-
le EPA (protocole d’authentification extensible, de
I'anglais « Extensible Authentication Protocol »).

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que, pour le calcul
des premiére, deuxiéme, troisieme, quatriéme et/ou
cinquiéme informations de contréle, on emploie une
fonction conforme a une fonction de hachage cryp-
tographique - en particulier SHA1, SHA256 ou MD5.

Procédé selon la revendication 18, caractérisé en
ce que, pour le calcul des premiére, deuxiéme, troi-
siéme, quatriéme et/ou cinquiéme informations de
contrdle, on emploie des fonctions de hachage co-
dées (« Keyed-Hash ») - en particulier AES-CBC-
MAC, HMAC-SHA1, HMAC-SHA256 ou HMAC-
MD5, la fonction HMAC étant définie selon
RFC2104.

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que les premiére,
deuxiéme, troisieme, quatriéme et/ou cinquiéme in-
formations de contréle sont générées sous forme
d’une valeur - en particulier sous forme d’'un code
pseudo aléatoire, par exemple « Nonce ».
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Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que, en tant que
premiére, deuxiéme, troisieme, quatrieme et/ou cin-
quiéme informations de contrdle, on transmet un co-
de de hachage généré d’aprés une valeur générée
- en particulier en tant que code pseudo aléatoire,
par exemple « Nonce ».

Procédé selon 'une quelconque des revendications
précédentes, caractérisé en ce que, en tant que
premiére, deuxiéme, troisiéme, quatriéme et/ou cin-
quiéme informations de contréle, on communique
un code de hachage généré d’aprés un paramétre
de fonctionnement de l'installation de communica-
tion s’inscrivant (MP-A) et/ou de la premiére instal-
lation de communication.

Structure de mise a disposition d’un réseau local
sans fil, dans laquelle des installations de commu-
nication stationnaires, AP, ainsi que des installations
de communication mobiles (MAP, MP), équipées se-
lon la norme IEEE 802.11 et ses dérivées, en parti-
culier IEEE 802.150u IEEE 802.16, sontconnectées
sous forme d’un sous-réseau de type maillé, toutes
les installations de communication mobiles (MAP,
MP), qui font partie d’un sous-réseau (MESH) formé
par des noeuds de réseau maillé (MAP, MP), formant
les participants du réseau maillé et une installation
de communication mobile (STA) non compatible
avec un réseau maillé, par exemple une station
WLAN, pouvant s’inscrire a ce sous-réseau (MESH)
en tant que non-participant du réseau maille,

dans laquelle

a) est présent un dispositif de transmission par
le biais duquel une adresse MAC d’inscription
(MACA) est transmise au sous-réseau (MESH)
de la part d’'une installation de communication
mobile (MP-A), non compatible avec le réseau
maillé, s’inscrivant auprés de ce sous-réseau
(MESH) en tant que non-participant du réseau
maillé,

b) est présent un dispositif de vérification par le
biais duquel une vérification est effectuée de
maniére telle que l'adresse MAC d’inscription
(MACA) soit comparée avec les adresses MAC
(MAC1, MAC2) accessibles a lintérieur du
sous-réseau (MESH), sachant qu’au cours de
la vérification est envoyé un message de de-
mande de route avec un drapeau « Uniquement
destination » pour linstallation de communica-
tion ayant I'adresse MAC d’inscription,
sachant que par le dispositif de vérification,

c) dans le cas ou l'adresse MAC d’inscription
(MACA) est disjointe des adresses MAC
(MAC1, MAC2) accessibles a lintérieur du
sous-réseau (MESH), linstallation de commu-
nication s’inscrivant (MP-A) est connectée en
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tant que station du sous-réseau (MESH),

d) dans le cas ou I'adresse MAC d’inscription
(MACA) est déja accessible dans le sous-ré-
seau (MESH), une procédure d’autorisation est
effectuée de maniére telle qu’une utilisation de
I'adresse MAC d’inscription (MACA) par deux
installations de communication différentes soit
empéchée al'intérieur du sous-réseau (MESH).
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FIG 1
Stand der Technik
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FIG 2 |
Stand der Technik
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FIG 4
Stand der Technik
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Attorney Docket No.: <PSYC.P1G1>

DECLARATION (37 CFR 1.63) FOR PROVISIONAL, UTILITY, DESIGN, OR NATIONAL

Title of Invention: SYSTEM AND METHOD FOR EXTENDING RANGE AND COVERAGE OF
BANDWIDTH INTENSIVE WIRELESS DATA STREAMS

As a below named inventor,  hereby decdlare that:
This declaration is direcled {o:

X __The atlached application, or

United States Provisional Appiication Number [Enter App #] filed on [Enter
Date], or

United Siates Application Number , filed on
The above-identified application was made or authorized {o be made by me.

| have authorized andfor hereby do authorize my assignee o file patent applications claiming
priority from the application referenced above, including provisional, non-provisional, design,
divisional, continuation, continued prosscution, continuation-in-part, substitule, supplemental
examination application, and other applications related {o the subject matler of the application
referenced above. | have authorized andfor hereby do authorize my assignee {o make changes
io the application for matters of formality.

i balieve |am the original inventor or an original joint inventor of a claimed invention in the
application.

t hereby acknowledge that any willful false statement made in this declaration is punishable
under Section 1001 of Title 18 of the United States Code by fine or imprisonment of not more
than five (B} years, or both.

Warning: Declarant is advised that the record of a palent application is available to the public

after publication of the application {unless a non-publication reguest in compliance with 37 CFR
1.213{a) is made in the application) or issuance of a patent.

Lagal Nams of Inventor:

Inventor: Sai C. Manapragada Date: 10/28/2014

Signaturs:
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Jie (45)2%8 : FHERE 104 (2015) £ 09 B 11 &

(21) % 3% £ 38 1 102135927 Q2)¥38 ¢ FERE 102(2013) & 10 4 04 A
(51)Int. CI. : HO04W76/04 (2009.01) HO04L29/06 (2006.01)

(THFFA 25 3 F FRA A R 8 (F #RE) REALTEK SEMICONDUCTOR
CORPORATION  (TW)
FrA AT S B & AR =28 2 %

(72)38A A 2A %% YEN, KUANG YU (TW) ; %] X% LIU, YU CHEN (TW) ; #2 %t & CHEN,
CHUNG CHIA (TW)

(THRIEAN B B EHR

(56) %% X Bk

US  2013/0016708A1 WO  03/028313A2
FEAR TRES
wE A E A 15 B A # 3 #£22 7

(54) & 48

IR IR T R R

NETWORK SERVICE EXTENSION METHOD AND DEVICE
CNH&

RNEABET —HEBRBBHIRE T % PRE —EBRRHGZHE > hd —EBRGRERE
RPAT A THHHR BIL—LHERTHEEX —FTHHERE LA - SR ERRFE ERNE
B RBAZLEREBRIRG K EZ 2T RM— R SAERREET 0 B ¥R R WG
B AR T A EGEBRSE B2 R G TRE 5 LR S E B R B TR — R e
BERE BN RS ) UREERES S GEBIRGE TR AE E 5 E TR S BRI
KERZBGWEBERELEMMRE -

The present invention discloses a network service extension method which is capable of increasing the
range of a network service and carried out by a network service extension device. The method comprises:
establishing the link between a real network unit of a wireless network relay device and a wireless network
serving device; configuring a virtual wireless network serving unit according to the link setting of the wireless
network serving device in which the link settings of the serving device and the serving unit are the same;
establishing the link between the virtual wireless network serving unit and a wireless network demand device;
and establishing the connection between the wireless network serving device and the wireless network

demand device via the virtual wireless network serving unit and the real network unit.
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150035-@%%%: 102135927
FREE H: 102 10. -
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- = Ay —Hotw Défoy 009,01

~Hour 7/"1 (2006.01)
(EREEEEED)

[ 558255 ] ' SRR ISR H AEEEEE
[ 3w 50H 4255 ) Network service extension method and device

(3]

REBIRE T —TEERIRBIRRITA - e —ERRS ZHEE - (hh—4
PEARTSIREEEERINT > B TIIPER - Bl —EQRERTEEE —HEH
B B TTH— SRAMBRS IR S B RN | I IR IR IR TS S T Y AR
TR —rE SRR AR BT - H % B R AR 75 B T AR AR E HEZ
QIR R E Z BREEMERE BRI R SRR R AR ot — i
PEERRECEMAVELSR © AR SRR AR RS E T U R T E MRS BT
BIZ RGBS ERENZEREREREEMELE -

[3232]

The present invention discloses a network service extension method which is capable of
. increasing the range of a network service and carried out by a network service extension
device. The method comprises: establishing the link between a real network unit of a
wireless network relay device and a wireless network serving device; configuring a virtual
wireless network serving unit according to the link setting of the wireless network serving
device in which the link settings of the serving device and the serving unit are the same;

establishing the link between the virtual wireless network serving unit and a wireless

network demand device; and establishing the connection between the wireless network

£1H - #2HEBHRE)
102135927 FEHR A0101 1022061983-0

Samsung Ex. 1004, Page 336 of 560



1500350

serving device and the wireless network demand device via the virtual wireless network

serving unit and the real network unit.

UsEr=E] Bl
(LB oA ER ]
10 BRSBTS

20 SRR R

30 SRRUERS TR AL | ®
100 SEARAERS P uEE
110 B HmAsAERe R TS 2T
120 BFE4ERSETT

F2H - H2HEGUEES
102135927 *EL9 A0101 1022061983-0

Samsung Ex. 1004, Page 337 of 560



1500350

[ 28HEREAE ]
[ P55 ] AP AR TSI AT
[ 33033 BH 425 ) Network service extension method and device

[ Heifresisi]
[0001] ZAZEHZEREFPAERETAREE - LEERMNEISIRIGRR T AR
BKE -
®
. (el

[0002] {ELFUEERENEEFIHEREZHERNRBEEEES - —RIERHE

T LA —ERARESEE (Basic Service Set, BSS » fll41—E4R 4B ENES
(Access Point, AP) ) - ZEBRIRBET R E — AR (PIU—FRE
B8 - R—IREEENEE—ERERGERRY - W srZRBEHEENNEE
EGUEREBECHTEGEZ RN - ATMRE BAlEdl - 55— K%
PREE B A % AR ARG RIS < EEAREE AR AR IS EEA - Ti—5% =

.ﬁgﬁﬁﬁﬁﬁf%ﬁ&g&%ﬁ@%%%i&zgﬁ % TE B AL % AR A e E S e A

BEMBEGEZEMEEEE - HE _REGERTEBZE —BGEREEMN
PRt — AR AR B AR MRS AR 15 2 AR IR 7% U7 AETR (E B 4R % ALBE AR
BEE  BHIRER  ZERBGEREBE A S —ERENER (Wireless
Local Area Network, WLAN) AR7% @ ZEGAR A5 MR E IR - &
F—HE GBS L BRRTE (FIN—REEEF AT (Service Set
Identifier, SSID) ~ —{REFIHEY (Security Type) -~ —&&) FFE - HLZBE

F1H - 3 NHGRYIREEH)
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P& AR 75 BE T DA B 5 B B MR B T B L X SR AR BB AR S A B B X S AR AR TR oK AR

ERIHyEes -
[0006) FARAAZEARYRIE - BIFLETH @ LS B FEEE A
AT -
[E =G EREA ]
[00071]

® (w1 nam EsEEEEEE SRR
(F2a) FlEl |2 SR4RUERE P A B 2 e A — B MG BUIAT R
(Fi2b) A 2 fREUBRS P B 2 PRI B — MBI R 5 IR
(FE3 ) A s SBRs IR I I o 2 — BN BT oA E -

CLED
[0008) LUTSRBHPIE > Kol FASE (h STaA R S BIRFSE » 04
A Y FRAE A NILSRITSE 2 » S804 AT MR AR > s,
@ e
[0000] ABUZIBBA G S ERRIEREEENT A - SR —
RIS W - SUEE IR ATTE AT — A B — RGNS - FEER T
SECIRTIET + AR R A AR A AR S > R B SRS
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{EHILRENHG T DABNES o khoh - AE3EA 2 PR AR IRE V7 A P RS A S0 2 4R
FRBIRREESRHERERRPT » EAREZ T ERHZ T IRERTE
HHIRIHR T @ AT /AR SRIBRE EN T B S M IFEERE o

[0010) HE2EE - HAAKSH EREFREERE L —BHFIRE
» RABEHSIT » ZIEEEE 104 —R4FEIERGEER (Wireless Local Area
Network, WLAN ) 358 - fli0—SEscBUERS - —F% - —FIRER - —EiRF<
HN—UERE S AESUMRAR AR T — IR RIS IR E20 (FIH— AR AEREHEEY
2k (Access Point, AP) ) MiEEHMAEMRLAEHE - MEI1FUR - mEnkEsE @
BREEI108S | —EGAERPHEETE100 - FREEZ G IRFSEE B 2081
4 BS—EERGUERIRFSEITTIOM R —E B8R EITI20 - XM T
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4 HRAJEERR - REZ G MRS OR300 A I AR R IR 7 45
B207 5% 5E B E X R BB ARISE T 110 - XEREIT - ZEHE @
LRAERE AR TS BE T 1 101555 EH AR AR AR RE Th & 25 B 1001 RS S AR (R AR F5 S5 B 20T
FoRk - 5540 - Pl BB 48RE BT 120 F 2 B 3% i B R AR B IR AR S BE ST 110 DA Rk
AR MRS AR TS SEE 2050 1 4R - (RIHL - SXIRGR AR P 55 E 1000 35 B o i B i
AU R TS BETT 110D B ik B B8 A9 R% BE 7T 1 20 BB T AE 5% R 4R (RS AR FS S5 B 208 3%
IERUEBRR TR KA B 30MAVESS - AFHESF - X B E M E IT 120{A% 4R 4G
ch 445 1007 B 224 -
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R B GERE AR S B T 110G FE T I X PRE KNSR CIfE —£REH[EfE (Probe
Response ) 5% > #EMEILWIETEIHIHLR -

[0012]) BEFESEFIE - PNXBWR RS TR ORI E 308 5% i BEEGF 48R
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BEFROREEE30 - R FEWETEEMmEZTEEWEREITI20 - ZEEERE
TC120F5 4% iHaZ B B 4R RS AR 75 BE T 1 | OfF X BRSO (i 2 a2 FR AR B K
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BHRGRER R ET110E8 & —EEER/E (Physical Layer, PHY Layer) 112 - —
e BB BN (Media Access Control Layer, MAC Layer) 114 - —pE R
JE3tESE (Layer-3 Protocol Layer) 11604 x—E#IFEFI/E (Application
Layer) 118 - Z B ETT 1200188 —FEEARE122 - —FESRE3MmE
J@124 - —EHEHEREFIIEGIE1RUAR —BEEER/E128 - RERERE112MHK
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PTC/AIA/DE (08-12)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: XiFi Networks R&D Inc.
Application No./Patent No.: / Filed/Issue Date:
METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL
Titled: _LAYERS
XiFi Networks R&D Inc. a corporation
(Name of Assignee) (Type of Assignee, e.qg., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

u The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 065801 Frame 0024 , or for which a copy
thereof is attached.

B. |:] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. 020505-000011
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Blake R. Hartz, Reg. No. 73453/ March 4, 2024
Signature Date
Blake R. Hartz 73453
Printed or Typed Name Title or Registration Number

[Page 2 of 2]

020505-000011
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: New Application
Confirmation No.:

First-Named Inventor:  Sai C. Manapragada

Filing Date:

Group Art Unit: Not Yet Known

Examiner: Not Yet Known

Attorney Docket No.:  020505-000011

Title: METHOD AND APPARATUS FOR PROCESSING BANDWIDTH

INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS
CONTROL AND PHYSICAL LAYERS

INFORMATION DISCLOSURE STATEMENT TRANSMITTAL

1. List of All Patents, Publications, U.S. Applications, or Other Information

Pursuant to the provisions of 37 C.FR. §§ 1.56, 1.97, and 1.98, applicant requests
consideration of the references listed on the attached PTO/SB/08 form(s) [commonly
referred to as a PTO-1449 form] and/or the additional information identified below.

2. Enclosed Legible Copies

2a.  Alegible copy of each foreign patent document and publication listed on the
PTO/SB/08 form is enclosed:

[0 i except, pursuant to MPEP 609.02, a copy is not provided for each reference
previously cited by or submitted to the Patent Office in prior US Patent
Application No(s). , filed , from which the present
application claims priority under 35 U.S.C. § 120.

[0 ii. except, a copy is not provided for each cumulative reference and enclosed
reference identified below:

] 2b. A copy of the specification and drawings for each cited unpublished U.S.
application.

L1 2c. A copy of a Search Report or Written Opinion from a foreign patent office is also
enclosed.

IDS/REFERENCES. Transmittal Letter
US Application No. New Application, Group Art Unit Not Yet Known
#2183876 Page 1 of 4 Attorney Docket No. 020505-000011
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3.

2d.

Consideration of the enclosed additional and/or below discussed information is
requested.

Concise Explanation of Relevance for Non-English Language Information

For each non-English language reference listed on the attached PTO/SB/08 form(s), reference is

made to:
O 3a.
0 3b.
O 3ec.
O 3d.
X 3e.
O 3f
X 3g.

an English language translation submitted herewith,
a foreign patent office Search Report (in the English language) submitted herewith,

an English language translation of a foreign patent office Search Report submitted
herewith,

the concise explanation contained in the present application at page(s) ,
the concise explanation set forth in the attached English language abstract,

a copy of a related patent publication (in the English language) cited herewith,

Corresponding English Language
Foreign Patent Document Patent Document

the following concise explanation: The TW 1500350B document itself contains an

English version of the abstract..

This Information Disclosure Statement is submitted:

i.  for U.S. national applications or national stage PCT applications (not including
CPAs and RCEs), within three months of filing or entry into national stage;

ii. for U.S. national applications, national stage PCT applications, CPAs, or RCEs
before the first Office Action on the merits;

4. Time for Filing
X 4a.
X
X
and/or
U

iii. before the mailing of an Office Action on the merits after the filing of a Request
for Continued Examination (RCE) under § 1.114,

and thus no certification and/or fee is required.

IDS/REFERENCES. Transmittal Letter
US Application No. New Application, Group Art Unit Not Yet Known
#2183876

Page 2 of 4 Attorney Docket No. 020505-000011
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This information Disclosure Statement is submitted after three months from the
filing date and after the first Office Action on the merits but prior to the mailing date
of a final Office Action or Notice of Allowance, and thus:

i.  the statement specified in 37 C.F.R. § 1.97(e) is provided below, or
ii. the fee set forthin 37 CF.R. § 1.17(p) is enclosed.

This Information Disclosure Statement is submitted after the mailing date of a final
Office Action or Notice of Allowance and prior to payment of the issue fee, and
thus:

i. the statement specified in 37 C.F.R. § 1.97(e) is provided below and the fee set
forth in 37 C.F.R. § 1.17(p) is enclosed, or

ii. aRequest for Continued Examination (RCE) and fee of 37 C.F.R. § 1.17(¢) has
been filed.

This Information Disclosure Statement is submitted after payment of the issue fee,
and thus:

i. aPetition to Withdraw from Issue pursuant to 37 C.F.R. § 1.313(c)(2) has been
filed, and

ii. aRequest for Continued Examination (RCE) and fee of 37 C.F.R. § 1.17(¢) has
been filed.

5. Certification- Statement Under 37 C.F.R. 1.97(¢e)

O Sa.

It is hereby certified that each item of information contained in this Information
Disclosure Statement was first cited in any communication from a foreign patent
office in a counterpart foreign application not more than three months prior to the
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in § 1.56(b). It is believed that no additional fees are required. Should any other fee be required,
however, please charge such fee to Deposit Account No. 23-3030, but not to include any

payment of issue fees.

Respectfully submitted,

By /Blake R. Hartz, Reg. No. 73453/
Blake R. Hartz, Reg. No. 73453
Woodard, Emhardt, Henry, Reeves & Wagner, LLP
111 Monument Circle, Suite 3700
Indianapolis, Indiana 46204-5137
Telephone: (317) 634-3456 Fax: (317) 637-7561
Email: bhartz@uspatent.com
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METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of U.S. Patent Application Ser. No. 18/532,175
filed December 7, 2023, titled “Method and Apparatus for Processing Bandwidth Intensive Data
Streams Using Virtual Media Access Control and Physical Layers”, which claims the benefit of
U.S. Patent Application Ser. No. 18/448,281 filed August 11, 2023, titled “Method and
Apparatus for Processing Bandwidth Intensive Data Streams Using Virtual Media Access
Control and Physical Layers”, now U.S. Patent No. 11,849,337, which claims the benefit of U.S.
Patent Application Ser. No. 17/468,509 filed September 7, 2021, titled “Method and Apparatus
for Processing Bandwidth Intensive Data Streams Using Virtual Media Access Control and
Physical Layers”, now U.S. Patent No. 11,818,591, which claims the benefit of U.S. Patent
Application Ser. No. 16/039,660, filed July 19, 2018, titled “System and Method For Extending
Range and Coverage of Bandwidth Intensive Wireless Data Streams”, now U.S. Patent No.
11,115,834, which claims the benefit of U.S. Patent Application Ser. No. 14/526,799, filed
October 29, 2014, titled “System and Method For Extending Range and Coverage of Bandwidth
Intensive Wireless Data Streams”, now U.S. Patent No. 10,034,179, which claims the benefit of
U.S. Provisional Patent Application Ser. No. 61/897,219, filed October 30, 2013, and U.S.
Provisional Patent Application Ser. No. 61/897,216, filed October 30, 2013, all of which are

incorporated by reference herein in their entirety.
TECHNICAL FIELD

[0002] The disclosure herein relates to wireless networks, and more specifically to high-

bandwidth wireless networks for distributing multi-media content.
BACKGROUND

[0003] Wireless networks may take many forms, depending on the application. Various
WiFi standards exist where users within range of a “hotspot” may establish a wireless link to

access a given network. A given hotspot, or wireless access point, typically has a limited range

-1-
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and coverage area. WiFi and cellular technologies rely on very different wireless radios and data
protocols in transferring data over the network.

[0004] With the proliferation of multi-media content over wireless networks comes an
insatiable demand for more bandwidth over the networks. Conventional wireless networking
architectures fail to provide adequate resources to efficiently provide optimum range and
coverage for wireless network users, and fail to take full advantage of the resources available to

satisfy the desire for more bandwidth.

Samsung Ex. 1004, Page 385 of 560



BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments of the disclosure are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference numerals
refer to similar elements and in which:

[0006] FIG. 1 illustrates one embodiment of a virtualization mode and an actual mode for
processing wireless signals.

[0007] FIG. 2 illustrates a flowchart of steps employed in one embodiment of a method of
operation of the system of FIG. 1.

[0008] FIG. 3 illustrates how a virtual MAC and virtual PHY are coordinated to manage
actual MAC and PHY layers.

[0009] FIG. 4 illustrates how the system of FIG. 2 manages signal processing by
determining which resources are available.

[0010] FIGs. SA and 5B illustrate alternative ways to manage one embodiment of a
variable-duplex link.

[0011] FIG. 6 illustrates one embodiment of a variable duplex link that is configurable to
manage transmit and receive process cycles, including preset process cycle configurations of
different types.

[0012] FIG. 7 illustrates one embodiment of a system for wirelessly extending range of a
wireless network linearly from one access point to another.

[0013] FIG. 8 illustrates a wireless management system that utilizes a virtual MAC and
virtual PHY to wirelessly and adaptively manage and control multiple radios in a given wireless
access point.

[0014] FIG. 9 illustrates a flowchart of steps for one embodiment of a method of wirelessly
accessing a wireless network, consistent with the systems shown in FIGs. 1 and 2.

[0015] FIG. 10A — 10C illustrate embodiments of a system for wirelessly extending range
of a wireless network radially from one access point to other access points.

[0016] FIG. 11 illustrates one embodiment of multiple wireless management systems that

cooperate to allocate transceiver resources between users.
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DETAILED DESCRIPTION

[0017] Embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The wireless networking system includes an application layer associated with one or
more applications having a wireless bandwidth requirement. A first wireless transceiver resource
associated with an actual MAC layer and PHY layer is employed. The first wireless transceiver
resource has a first bandwidth availability up to a first actual bandwidth. A second wireless
transceiver resource associated with the actual MAC layer and the PHY layer is employed. The
second wireless transceiver resource has a second bandwidth availability up to a second actual
bandwidth. A processing layer evaluates the wireless bandwidth requirement and the first and
second bandwidth availabilities of the wireless transceiver resources. The processing layer
includes a bandwidth allocator to allocate at least a portion of each of the first and second actual
bandwidths to virtual MAC and virtual PHY layers, and to satisfy the application layer wireless
bandwidth requirement.

[0018] In a further embodiment, a method of a method of operating a wireless transceiver
system is disclosed. The wireless transceiver system includes an application layer, actual MAC
and PHY layers, and a processing layer between the actual MAC and PHY layers. The method
includes evaluating, with processing logic, application bandwidth requirements of applications
associated with the applications layer. A virtual MAC layer and a virtual PHY layer are defined
between the processing layer and the actual MAC and PHY layers. A bandwidth allocator
allocates multiple wireless transceiver resources in the actual MAC and PHY layer to be
controlled by the virtual MAC and PHY layer to satisfy the application bandwidth requirements.
A stream of processed data is transferred via a wireless link with the allocated wireless
transceiver resources.

[0019] In yet another embodiment, a wireless transceiver for coupling to a wireless duplex
link is disclosed. The wireless transceiver includes programmable storage, a transmitter and a
receiver. The transmitter couples to the programmable storage and transmits data along a
wireless link during a first portion of a programmed data transfer cycle. The receiver couples to

the programmable storage and receives data from the wireless link during a second portion of the
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programmed data transfer cycle. The wireless link exhibits an asymmetric transmit/receive
profile based on information stored in the programmable storage.

[0020] Referring to Figure 1, one embodiment of a wireless networking system, generally
designated 100, is shown in an abstract “layer” context. Generally speaking, the system may
involve a WiFi network, a mobile wireless network, or a combination of the two. The network
includes an application layer “APP”, at 102, with one or more data-intensive software
applications “APP A” — “APP D.” The individual applications, for example, may have different
peak bandwidth requirements in terms of data transfer rates. Thus, for instance, application APP
A may have a peak bandwidth requirement of 450 Megabits per second (Mbps), while
application APP D may have a peak bandwidth requirement of 750 Mbps.

[0021] Further referring to Figure 1, the application layer 102 cooperates with a process
layer, at 104. The process layer includes a decision block 106 that interfaces with a processing
block 108. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 110. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 112. While not explicitly shown in
FIG. 1, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 106. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0022] The decision block 106, processing block 108 and ultra-streaming block 110
together form a virtual MAC layer 111. The RF block 112 forms a virtual PHY layer. As more
fully described below, the virtual MAC and PHY layers enable simultaneous allocation of
multiple PHY resources for different signal types associated with different applications. As a
result, the wireless networking system 100 exhibits significant performance improvements and
efficiency advantages.

[0023] With continued reference to FIG. 1, the wireless networking system 100 includes an

actual media access control (MAC) layer, at 114, and an actual physical (PHY) layer, at 116. The
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actual MAC layer 114 generally includes software resources capable of controlling one or more
transceiver resources 118 that are at the actual PHY layer, such as various radios and receivers.
The actual PHY layer 116 may include multiple transceiver resources corresponding to multiple
radios, each with an actual data transfer capability, or bandwidth.

[0024] The actual PHY layer transceivers may transmit and receive data consistent with a
variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless networking system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.
[0025] In operation, and referring to FIG. 2, the wireless networking system generally
determines an overall wireless bandwidth demand or requirement from one or more applications
associated with the application layer 102, at 202. FIG. 1 illustrates one example, with
Application A demanding a peak bandwidth of 450 Mbps, and Application D requiring a peak
bandwidth of 750 Mbps. At 204, the process layer 104 determines available resources in the
actual MAC and PHY layers 114 and 116, and allocates the available resources to satisfy the
bandwidth demands, at 206.

[0026] Using the same example shown in FIG. 1, and assuming that all of the PHY
transceivers are available, each PHY transceiver 118 is capable of providing a transmit/receive
bandwidth of 300 Mbps. Grouping the entire bandwidth of one transceiver with half the
bandwidth of a second satisfies the bandwidth demand for Application A. In a similar manner,
allocating the bandwidths of two transceivers, and half the bandwidth of a third transceiver
satisfies the bandwidth demand for Application D. The allocating is managed by defining the
virtual MAC/PHY layers 111 and 112 with the allocated resources, at 208.
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[0027] Figure 3 illustrates how, in one embodiment, elements associated with the process
layer 104 can define a virtual MAC management layer 302 and a virtual PHY layer 304 to enable
the sharing of multiple transceiver resources in a way sufficient to satisfy the bandwidth
requirements of multiple applications running simultaneously. The virtual MAC and PHY layers
manage signals from one or more applications before sending the signals to the actual MAC and
PHY layers. The virtual MAC management layer 302 may include the decision block 106, the
processing block 108 and the ultra-streaming block 110. The virtual PHY layer 304 may include
the RF block 112, shown as multiple RF blocks to denote the virtual use of two sets of allocated

transceiver resources. For one embodiment, the RF block(s) communicate directly with the ultra
streaming block about actual resource availability, and the ultra-streaming block sends the
information back to the decision block in the virtual MAC layer. Alternatively, the virtual PHY
RF block may directly communicate with the virtual MAC decision block and/or the processing
block.

[0028] Referring now to FIG. 4, defining the virtual MAC and PHY layers 302 and 304
involves an evaluation of available transceiver resources to meet peak bandwidth demands of
applications running in the application layer. One or more applications, such as “Application A”
and “Application B”, may be initially supported with transceiver resources “Device 1”7 and
“Device 2” through an initialization or training process at startup. The virtual MAC 302
interfaces with the virtual PHY 304 to determine device availability. This further involves a
determination at the PHY layer as to the actual availability of the initially assigned transceiver
resources. Should a given resource be unavailable, such as through insufficient bandwidth or
having an existing assignment, a replacement resource may be identified and assigned.
Availability monitoring may be carried out at initialization, as described above, or through
periodic or continuous updating based on environmental conditions or through random on
demand programming. Adaptively managing the actual resources provides efficient utilization of
resources and power.

[0029] For one embodiment, the virtual MAC 302 and virtual PHY 304 may be employed
to control respective transmit and receive times (also referred to as an RF cycle) for a transceiver
coupled to a variable duplex wireless link. FIG. 5A illustrates a way of ensuring an RF cycle that
has a transmit time equal to a receive time, such that a first amount of data is transmitted along a

given link that is equal to a second amount of data that is received along the link. A physical
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resource PHY 502, such as a wireless transceiver, is shown coupled to a transmit buffer 504 and
a receive buffer 506. By providing transmit buffer storage that is equal to the receive buffer
storage, the amount of data transmitted during both portions of the cycle is equal (since the
transceiver generally transmits and receives the entire contents of a given buffer before switching
to the next portion of the cycle).

[0030] While equal transmit and receive portions of the RF cycle may be beneficial in
some circumstances, allocating different PHY resources for different applications, as described
above, may benefit from asymmetric wireless links, where the transmit or receive times may be
different to optimize wireless data traffic. FIG. 5B illustrates one embodiment of a variable
duplex link that includes a transmit buffer 504 that is larger than a receive buffer 506. A
programmable register S08 provides a way to specify the storage capacities of each of the
buffers, thus enabling control of the respective transmit and receive time. In another
embodiment, the programmable register may include storage to specify precise transmit and
receive times for the RF cycle in addition to, or instead of varying the buffer sizes. For some
embodiments, sub-programmable mask intervals may be programmed which disable a given
transmitter or receiver during the pre-programmed transmit or receive time.

[0031] FIG. 6 illustrates one embodiment of the wireless networking system, described
above, utilizing the variable duplex link to optimize uplink (transmit) and downlink (receive)
data transfer efficiency for a given application. As shown in FIG. 6, a decision block 602
associated with a virtual MAC 604 detects application types, APP A and APP B, for which a
preset transmit/receive cycle ratio has been assigned. A processing block 606 processes the
substream signals together with the preset cycle ratio information. A virtual PHY 608, configures
available devices to the preset cycle ratio in terms of either configuring transmit and receive
buffer sizes, and/or configuring actual transmit and receive cycle times.

[0032] The virtual MAC and PHY layers 604 and 608 may also be used to reconfigure, or
update, the RF cycle times of the link periodically or continuously. Additionally, random on-
demand programming may be employed to reconfigure the link. By monitoring parameters
associated with the link, a predictive model of optimal link operation may be adaptively
generated, resulting in enhanced link operability.

[0033] Those skilled in the art will appreciate that the embodiments described above

enable wireless networking systems to operate at higher levels of performance and with better
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efficiencies. By employing a virtual MAC and virtual PHY between an application layer and an
actual MAC and PHY layer, wireless transceiver resources may be allocated more efficiently to
handle various data bandwidth requirements from different applications. Additionally, by
selectively employing a variable duplex link, data transfers may be further optimized through
finer control of link transmit and receive times.

[0034] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication
process.

[0035] Further embodiments of wireless networking systems, wireless transceivers and
associated methods are disclosed herein. In one embodiment, a wireless networking system is
disclosed. The system includes a first wireless access point having a first coverage area. The first
wireless access point includes a first wireless transceiver to access a wireless network and a
second wireless transceiver coupled to the first wireless transceiver. A second wireless access
point has a second coverage area. The second wireless access point includes a third wireless
transceiver for establishing a wireless link with the second wireless transceiver, and a fourth
wireless transceiver coupled to the third wireless transceiver to provide user access to the
wireless link. User access to the wireless link accesses the wireless network via the second and
first wireless transceivers.

[0036] In a further embodiment, a method of providing wireless network access to a user is
disclosed. The method includes accessing a wireless network with a first wireless transceiver
associated with a first wireless access point. The first wireless access point has a first coverage
area bounded by a range of a first broadcast transceiver associated with the first wireless access
point. Wireless access to the wireless network is enabled within the first coverage area with the
first broadcast transceiver. A wireless link is established between the first wireless access point

and a third wireless transceiver associated with a second wireless access point. The second
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wireless access point has a second coverage area bounded by a fourth wireless transceiver. The
fourth wireless transceiver is in communication with the third wireless transceiver. Access to the
wireless network from within the second coverage area is enabled via the fourth wireless
transceiver.

[0037] In yet another embodiment, a wireless access point for use in a wireless networking
system, the wireless access point includes a first wireless transceiver to establish a wireless link
to a wireless network. A second wireless transceiver provides wireless access to the wireless link
within a first coverage area. A third wireless transceiver establishes a wireless link to a second
wireless access point. Processing logic controls each of the first, second and third wireless
transceivers.

[0038] Referring to Figure 7, one embodiment of a wireless networking system is shown,
generally designated 610, that increases the range of wireless network access. The wireless
networking system 610 includes multiple wireless access points, or nodes, 612A — 612E. The
nodes may be positioned linearly, such as in serial or wirelessly daisy-chained arrangement, to
linearly extend wireless network access across multiple access point coverage zones. A similar
embodiment that extends coverage radially is described below with reference to FIGs. 10A —
10C.

[0039] With continued reference to FIG. 7, for one specific embodiment, node 612A
includes multiple radios A1 and A2. Radio Al is configured as a receiver/transmitter
(transceiver) that exhibits a wireless transceiver range, denoted by the circle at 614, to receive
and transmit signals to a network, such as the Internet 615. Note that for purposes of clarity, each
node is shown in FIG. 7 as having a range defined by the range of one of the radios. Radio Al,
while acting as a receiver/transmitter (often referred to herein as a transceiver) is also able to
broadcast and receive signals within its coverage area to users that are in the area 614, thereby
serving as a wireless access point for that area. User U1 thus may access the Internet via radio
Al. Radio Al also communicates with a relay radio A2, which may be disposed near the
periphery of the range 104 of radio Al. Relay radio A2 has a similar range as radio Al, and is
able to communicate with radio B1 that is associated with node 612B. For some embodiments,
the relay radio (such as radio A2) for a given node is assigned to one or more dedicated

transceivers (such as B1) associated with respective adjacent nodes. Additionally, in general, the
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transceivers of a given node can communicate to any of the transceivers available in adjacent
nodes.

[0040] Further referring to FIG. 7, node 612B includes three radios, one to establish
communication with radio A2 of node 612A, a second radio B2 to act as a relay to a third node
612C, and a third radio B3 to act as a wireless access point to a second user U2 within the node
102B. The third node 102C includes a first radio C1 to communicate with the second radio B2 of
the second node 612B, and a second radio C2 to provide wireless access to a third user U3 within
the access coverage area of the third node 612C. Thus, with communication links established
from the Internet to radio A1, to radio A2, to radio B1 to radio B2 to radio C1 and to radio C2,
the user U3 is able to access the Internet wirelessly even though the distance between the user
U3 to the first wireless access point Al exceeds the coverage or range of radio Al.

[0041] Each node 612A — 612C described above, may be configured differently depending
on the available resources and bandwidth demands. Thus, a given radio may handle multiple
tasks to receive and broadcast simultaneously, if the bandwidth demands are relatively low, or
handle a single task, such as relay radio A2, if the bandwidth demand necessitates the need for
additional wireless transceiver resources.

[0042] To manage the allocation and configuration of wireless transceiver resources, each
node employs a management system, such as one embodiment shown in FIG. 8, and generally
designated 710. The management systems for multiple nodes thus forms distributed logic that
cooperate to efficiently manage bandwidth utilization for users. Further details of the
management system for a variety of applications are disclosed in U.S. Patent Number 9,788,305,
titted METHOD AND APPARATUS FOR PROCESSING BANDWIDTH INTENSIVE DATA
STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND PHYSICAL LAYERS,
filed October 29, 2014, and expressly incorporated herein by reference.

[0043] Further referring to Figure 8, one specific embodiment of the management system
710, is shown in a networking “layer” context. Generally speaking, the wireless management
system may be configured for coupling an available transceiver resource to a WiFi network, a
mobile wireless network, or a combination of the two. The management system 710 includes an
application layer “APP”, at 712, with one or more data-intensive software applications “APP A”
— “APP D.” The individual applications, for example, may have different peak bandwidth

requirements in terms of data transfer rates. Thus, for instance, application APP A may have a
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peak bandwidth requirement of 450 Megabits per second (Mbps), while application APP D may
have a peak bandwidth requirement of 750 Mbps.

[0044] Further referring to Figure 8, the application layer 712 cooperates with a process
layer, at 714. The process layer includes a decision block 716 that interfaces with a processing
block 718. The decision block determines the size and type of data stream being received, and
the type of processing necessary to put the stream in a format where it is capable of being
transmitted. The processing block processes the data stream as determined by the decision block,
and couples to an ultra-streaming block 720. The ultra-streaming block manages the processing
of signal streams or sub-streams given the available resources (memory, processing speed,
number of available radios, etc.), and packetizes sufficiently processed streams or sub-streams.
The ultra-streaming block feeds data to and from an RF block 722. While not explicitly shown in
FIG. 8, the ultra-streaming block carries out a monitoring function, more fully described below,
that feeds back wireless resource availability to the decision block 716. Various ways for
determining availability of resources include common memory, host interfaces, common threads,
and/or queues or other data structures.

[0045] The decision block 716, processing block 718 and ultra-streaming block 720
together form a virtual MAC layer 621. The RF block 722 forms a virtual PHY layer. The virtual
MAC and PHY layers enable simultaneous allocation of multiple PHY resources for different
signal types associated with different applications. Transceiver configurations may be applied at
initialization of the system, periodically during normal operation, or randomly on demand during
operation. As a result, the most efficient path for wireless access between a given user and the
wireless network is paved. The wireless networking system 710 thus exhibits significant
performance improvements and efficiency advantages.

[0046] With continued reference to FIG. 8, the wireless management system 710 includes
an actual media access control (MAC) layer, at 724, and an actual physical (PHY) layer, at 726.
The actual MAC layer 724 generally includes software resources capable of controlling one or
more transceiver resources 728 that are at the actual PHY layer, such as various radios and
receivers. The actual PHY layer 726 may include multiple transceiver resources corresponding to
multiple radios, each with an actual data transfer capability, or bandwidth.

[0047] The actual PHY layer transceivers may transmit and receive data consistent with a

variety of signal protocols, such as High Definition Multimedia Interface (HDMI) consistent
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with the IEEE 802.11 Standard, Multiple-In Multiple-Out (MIMO), standard Wi-Fi physical
control layer (PHY) and Media Access Control (MAC) layer, and existing IP protocols.
Additionally, extremely high bandwidth applications such as Voice Over IP (VOIP), streaming
audio and video content, multicast applications, convergent and ad-hoc network environment
may employ signal protocols consistent with the wireless network system described herein.
Additionally, the wireless management system may be employed and/or embedded into a variety
of electronic devices, including wireless access points, base stations, handhelds, tablets,
computers, telephones, televisions, DVD players, BluRay players, media players, storage
devices, or any such devices that use wireless networks to send and receive data including stand-
alone add-on devices such as “dongles” that serve as wireless interfaces between devices.

[0048] Figure 9 illustrates a flowchart that shows generic steps carried out during operation
of the wireless networking system of FIG. 7. At 812, the first node 612A (FIG. 7) accesses a
wireless network, such as the Internet 615, with a first radio or transceiver Al. A second
transceiver A2, establishes a wireless link with the first transceiver A1, at 8§14. The second
transceiver may then act as a relay to establish a further link with a radio in a different node, such
as radio B1 in node 612B. The wireless network may then be accessed through the different node
612B via the wireless link (between radios B1 and A2) and the first access point, at 816. By
employing a plurality of transceivers at each of the nodes that run the Ultra Streaming engine to
allocate their available resources, either at initialization as configurable, or while in operation
periodically, or dynamically in random demand while in operation, the most efficient path for
wireless access is accomplished. This results in increased range and coverage for a given
wireless network, and it’s Internet access.

[0049] FIGs 10A — 10C illustrate a further embodiment of a wireless networking system,
generally designated 910, that is similar to the system of FIG. 7, but configured with various
nodes 912A — 912G that are positioned in a relative manner to extend coverage radially, rather
than linearly. Each of the nodes includes a wireless management system, such as that shown in
FIG. 8 and described above.

[0050] Further referring to FIG. 10A, a first node 912A includes radios A1 — A7, with
radio A1 acting as an originating access point for a local network signal, such as the Internet 915.
The remaining radios A2 — A7 may then be configured to communicate with specified adjacent

nodes. The adjacent nodes have respective coverage zones that overlap the primary node 912A
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radially outwardly. Thus, by encircling the primary node with the other nodes, the corresponding
coverage area may be increased dramatically.

[0051] FIG. 10B illustrates one configuration where radio Al acts as the originating radio
to communicate with the local wireless network, and radio A2 communicates the network signal
as a relay with radios B2 and C2 of nodes 912B and 912C. Radios B1 and C1 of each respective
node broadcast wireless access to users within the respective coverage zones, bounded by
coverage rings 914 and 916 associated with each respective node 912B and 912C. Similar
arrangements are managed with radio A3 communicating with radios D2 and E2, and radios A4
and A5 communicating with F2 and G2, respectively. To optimize coverage radially, the nodes
912B - 912G are positioned radially around the primary node 912A in a honeycomb structure.
The resulting coverage boundary, represented by the coverage circle 408, is significantly larger
than the originating access coverage area (represented by ring 410) provided by the broadcast
radio associated with node 402A by itself.

[0052] FIG. 10C illustrates different assignments of the radios in the wireless networking
system of FIG. 10A managed by the wireless management system 910 of each node 912A —
912G. The assignments and radio configurations may be defined and managed during an
initialization process, periodically during operation, or randomly on demand depending on the
bandwidth demands of the system. Thus, if bandwidth demands are higher in nodes 912B and
912C, then instead of sharing the bandwidth of radio A2 with nodes 912B (radio B2) and 912C
(radio C2), such as the arrangement of FIG. 10B, dedicated relay radios A2 and A3 may be
assigned to each of those nodes so that maximum bandwidth may be provided to each, resulting
in radio A2 communicating with radio B2 and radio A3 communicating with radio C2 (FIG.
100).

[0053] For some embodiments, whether the wireless networking system is configured as a
linear or radial architecture, there may be multiple transceivers assigned to a wireless node, and
each node may have multiple transceivers assigned to a given user. FIG. 11 illustrates how
multiple wireless management systems cooperate to efficiently allocate transceiver resources in
such a situation. A first node management system 962 may control transceiver resources Al and
A2 within a first node. A second management system 964 may control transceiver resources B1,
B2, and B3. The management systems 962 and 964 communicate with each other to determine

the optimal resource allocation to service respective local users, at 958 and 960.
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[0054] Thus, for the example shown in FIG. 11, the first local user 958 within the coverage
of the first node may need bandwidth that may be sufficiently provided by transceiver Al alone.
The second local user 960, positioned within the vicinity of both the first and second nodes, may
be assigned transceiver A2 from the first node, and transceiver B2 from the second node, thereby
having access to twice the bandwidth. Other examples may involve partial transceiver
allocations, where a portion of the transceiver bandwidth is allocated to a first user, and a second
portion of the bandwidth allocated to a second user.

[0055] In some embodiments, a given wireless link may be configured as a variable duplex
link. Each wireless management system may task the virtual MAC and virtual PHY to control
respective transmit and receive cycles for one or more of the wireless transceivers. Varying the
transmit and/or receive times may be accomplished in various ways, such as through
programmable buffer resources and/or through programmable transmit and receive times.
Further detail of such a variable duplex wireless link may be found in U.S. Patent Number
9,788,305, titled METHOD AND APPARATUS FOR PROCESSING BANDWIDTH
INTENSIVE DATA STREAMS USING VIRTUAL MEDIA ACCESS CONTROL AND
PHYSICAL LAYERS, filed October 29, 2014, and expressly incorporated herein by reference.
[0056] Those skilled in the art will appreciate that the embodiments described above
enable efficient wireless access to wireless networking systems by users that might be outside the
range of a single wireless access point. By employing linear and/or radial wireless access system
architectures, and configuring available wireless transceiver resources optimally within each
node, a given wireless network may be accessed with greater bandwidth and more efficiently.
[0057] When received within a computer system via one or more computer-readable
media, such data and/or instruction-based expressions of the above described circuits may be
processed by a processing entity (e.g., one or more processors) within the computer system in
conjunction with execution of one or more other computer programs including, without
limitation, net-list generation programs, place and route programs and the like, to generate a
representation or image of a physical manifestation of such circuits. Such representation or
image may thereafter be used in device fabrication, for example, by enabling generation of one
or more masks that are used to form various components of the circuits in a device fabrication

process.
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[0058] In the foregoing description and in the accompanying drawings, specific
terminology and drawing symbols have been set forth to provide a thorough understanding of the
present invention. In some instances, the terminology and symbols may imply specific details
that are not required to practice the invention. For example, any of the specific numbers of bits,
signal path widths, signaling or operating frequencies, component circuits or devices and the like
may be different from those described above in alternative embodiments. Also, the
interconnection between circuit elements or circuit blocks shown or described as multi-conductor
signal links may alternatively be single-conductor signal links, and single conductor signal links
may alternatively be multi-conductor signal links. Signals and signaling paths shown or
described as being single-ended may also be differential, and vice-versa. Similarly, signals
described or depicted as having active-high or active-low logic levels may have opposite logic
levels in alternative embodiments. Component circuitry within integrated circuit devices may be
implemented using metal oxide semiconductor (MOS) technology, bipolar technology or any
other technology in which logical and analog circuits may be implemented. With respect to
terminology, a signal is said to be “asserted” when the signal is driven to a low or high logic state
(or charged to a high logic state or discharged to a low logic state) to indicate a particular
condition. Conversely, a signal is said to be “deasserted” to indicate that the signal is driven (or
charged or discharged) to a state other than the asserted state (including a high or low logic state,
or the floating state that may occur when the signal driving circuit is transitioned to a high
impedance condition, such as an open drain or open collector condition). A signal driving circuit
is said to “output” a signal to a signal receiving circuit when the signal driving circuit asserts (or
deasserts, if explicitly stated or indicated by context) the signal on a signal line coupled between
the signal driving and signal receiving circuits. A signal line is said to be “activated” when a
signal is asserted on the signal line, and “deactivated” when the signal is deasserted.
Additionally, the prefix symbol “/” attached to signal names indicates that the signal is an active

low signal (i.e., the asserted state is a logic low state). A line over a signal name (e.g., ¢
< signal name >’) is also used to indicate an active low signal. The term “coupled” is used

herein to express a direct connection as well as a connection through one or more intervening
circuits or structures. Integrated circuit device “programming” may include, for example and
without limitation, loading a control value into a register or other storage circuit within the

device in response to a host instruction and thus controlling an operational aspect of the device,
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establishing a device configuration or controlling an operational aspect of the device through a
one-time programming operation (e.g., blowing fuses within a configuration circuit during
device production), and/or connecting one or more selected pins or other contact structures of the
device to reference voltage lines (also referred to as strapping) to establish a particular device
configuration or operation aspect of the device. The term “exemplary” is used to express an
example, not a preference or requirement.

[0059] While the invention has been described with reference to specific embodiments thereof,
it will be evident that various modifications and changes may be made thereto without departing
from the broader spirit and scope of the invention. For example, features or aspects of any of the
embodiments may be applied, at least where practicable, in combination with any other of the
embodiments or in place of counterpart features or aspects thereof. Accordingly, the

specification and drawings are to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS

What is claimed is:

1. A wireless networking device, comprising:

a processing interface that is connected to an application interface, the application
interface being associated with a first application, the first application providing, when the
wireless networking device is being used, a first data stream and having a first wireless
bandwidth requirement;

first and second actual MAC interfaces connected to the processing interface;

first and second actual PHY interfaces respectively connected to the first and
second actual MAC interfaces;

first and second wireless transceivers respectively associated with the first and
second actual PHY interfaces, wherein each of the first and second wireless transceivers is
suitable for use in a wireless local area network, and the first and second wireless transceivers,
respectively, (i) have a first and second bandwidth availability up to first and second actual
bandwidths, and (ii) are adapted to emit radio signals in first and second different bands of
frequencies;

at least one virtual MAC interface and first and second virtual PHY interfaces
formed in the processing interface that, during operation of the wireless networking device, feed
information regarding the bandwidth availabilities of the first and second wireless transceivers
back to the at least one virtual MAC interface;

wherein the processing interface is configured to, when the wireless networking
device is being used, and in a manner transparent to any layer of the wireless networking device
above the processing interface,

(a) request or create (i) a first association between a recipient and the first
actual MAC and PHY interfaces and (ii) a second association between the recipient and the
second actual MAC and PHY interfaces,

(b) identify at least one first portion of the first actual bandwidth of the
first wireless transceiver, the identified at least one first portion comprising a set of given

resources,
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(c) evaluate whether any of the given resources of the first identified
actual bandwidth portion are unavailable for communication, and

(d) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the first bandwidth portion that are not unavailable for communication to
thereby at least partially satisfy the first wireless bandwidth requirement of the first application;
and

wherein, when the wireless networking is being used, the wireless networking

device’s utilization of the first available bandwidth portion of the first wireless transceiver does
not prevent any wireless networking device devices from utilizing a range of frequencies
corresponding to the remaining portion of the bandwidth availability of the first wireless
transceiver for data transmission or reception purposes at the same time that the first bandwidth

portion is being used for data transmission purposes.

2. The wireless networking device of claim 1, wherein the wireless networking device

comprises a wireless access point.
3. The wireless networking device of claim 1, wherein the first and second frequency
bands are specified in at least one member of the family of IEEE 802.11 standards that was in

existence as of October 30, 2013.

4. The wireless networking device of claim 1, wherein the at least one virtual MAC

interface includes a decision block.

5. The wireless networking device of claim 1, wherein the at least one virtual MAC

interface includes a processing block.

6. The wireless networking device of claim 1, wherein the at least one virtual MAC

interface includes an ultra-streaming block.
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7. The wireless networking device of claim 1, wherein the first virtual PHY interface

includes an RF block.

8. The wireless networking device of claim 1, wherein the second virtual PHY interface

includes an RF block.

9. The wireless networking device of claim 1, wherein the processing interface

comprises multiple virtual MAC interfaces.

10. The wireless networking device of claim 1, wherein the processing interface

includes a bandwidth allocator.

11. The wireless networking device of claim 1, wherein the first identified actual

bandwidth portion is contiguous.

12. The wireless networking device of claim 1, wherein the first virtual PHY interface is

not contiguous with the at least one virtual MAC interface.

13. The wireless networking device of claim 1, wherein the second virtual PHY

interface is not contiguous with the at least one virtual MAC interface.

14. The wireless networking device of claim 1,
wherein the processing interface is configured to, when the wireless networking
device is being used, and in a manner transparent to any layer of the wireless networking device
above the processing interface,

(a) identify at least one second portion of the first actual bandwidth of the
first wireless transceiver, the identified second bandwidth portion comprising a set of given
resources, the first and second identified actual bandwidth portions not being contiguous with each
other,

(b) evaluate whether any of the given resources of the second identified

actual bandwidth portion are unavailable for communication, and
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(c) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the first and second bandwidth portions that are not unavailable for
communication to thereby at least partially satisfy the first wireless bandwidth requirement of the

first application.

15. The wireless networking device of claim 14, wherein the second identified actual

bandwidth portion is contiguous.

16. The wireless networking device of claim 14, wherein the processing interface is
configured to, when the wireless networking device is being used, and in a manner transparent to
any layer of the wireless networking device above the processing interface,

(a) if all of the given resources of the first identified bandwidth portions are
unavailable, identify at least one third portion of the first actual bandwidth of the first wireless
transceiver, the third identified bandwidth portion comprising a set of given resources,

(b) evaluate whether any of the given resources of the third identified bandwidth
portion are unavailable for communication, and

(c) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the third identified bandwidth portion that are not unavailable for
communication to thereby at least partially satisfy the first wireless bandwidth requirement of the

first application.

17. The wireless networking device of claim 14, wherein the processing interface is
configured to, when the wireless networking device is being used, and in a manner transparent to
any layer of the wireless networking device above the processing interface,

(a) if all of the given resources of the second actual bandwidth portion are
unavailable, identify at least one fourth portion of the actual bandwidth of the first wireless

transceiver, the fourth identified bandwidth portion comprising a set of given resources,
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(b) evaluate whether any of the given resources of the fourth identified bandwidth
portion are unavailable for communication, and

(c) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the fourth identified bandwidth portion that are not unavailable for
communication to thereby at least partially satisfy the first wireless bandwidth requirement of the

first application.

18. The wireless networking device of claim 1,
wherein the processing interface is configured to, when the wireless networking
device is being used, and in a manner transparent to any layer of the wireless networking device
above the processing interface,

(a) identify at least one first portion of the second actual bandwidth of the
second wireless transceiver, the first identified portion of the second wireless transceiver
comprising a set of given resources,

(b) evaluate whether any of the given resources of the first identified
actual bandwidth portion of the second wireless transceiver are unavailable for communication,
and

(c) if none of the given resources of the first identified bandwidth portion
of the first wireless transceiver are available for communication and if the first identified
bandwidth portion of the second wireless transceiver is available for communication, use the
second wireless transceiver to transmit the first data stream to the recipient, without requiring
disassociation of the recipient from either or both of the first and second actual MAC and PHY
interfaces, using a subset of frequencies corresponding only to the given resources of the first
identified actual bandwidth portion of the second wireless transceiver that are not unavailable for
communication to thereby at least partially satisfy the first wireless bandwidth requirement of the
first application; and

wherein, when the wireless networking device is being used, the wireless
networking device’s utilization of the first identified actual bandwidth portion of the second

wireless transceiver does not prevent any other wireless networking device from utilizing a range
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of frequencies corresponding to the remaining portion of the bandwidth availability of the second

wireless transceiver for data transmission or reception purposes.

19. The wireless networking device of claim 18, wherein the processing interface is
configured to, when the wireless networking device is being used, and in a manner transparent to
any layer of the wireless networking device above the processing interface,

(a) if both the first identified actual bandwidth portions of the first and second
wireless transceivers are available for communication, evaluate the data transfer characteristics
of both,

(b) if the data transfer characteristics of the first identified bandwidth portion of
the first wireless transceiver are better than those of the first identified bandwidth portion of the
second wireless transceiver, use the first wireless transceiver to transmit the first data stream to
the recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the first identified bandwidth portion of the first wireless transceiver that are
not unavailable for communication to thereby at least partially satisfy the first wireless
bandwidth requirement of the first application, and

(c) if the data transfer characteristics of the first identified portion of the second
wireless transceiver are better than those of the first identified bandwidth portion of the first
wireless transceiver, use the second wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of the recipient from either or both of the first and
second actual MAC and PHY interfaces, using a subset of frequencies corresponding to only the
given resources of the first identified bandwidth portion of the second wireless transceiver that
are not unavailable for communication to thereby at least partially satisfy the first wireless

bandwidth requirement of the first application.
20. The wireless networking device of claim 19, wherein the data transfer characteristics

are representative of one or more environmental conditions where the wireless networking

device is used.
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21. The wireless networking device of claim 1, wherein the processing interface is
configured to, when the wireless networking device is being used, and in a manner transparent to
any layer of the wireless networking device above the processing interface, aggregate the first
identified actual bandwidth portion of the first wireless transceiver with an identified first portion
of an available bandwidth of the second wireless transceiver to at least partially simultaneously
transmit the first data stream to the first recipient from both of the first and second wireless

transceivers.

22. The wireless networking device of claim 21, wherein the first data stream is
substantially simultaneously transmitted to the recipient from both of the first and second

wireless transceivers.

23. The wireless networking device of claim 21, wherein the processing interface is
configured to, when the wireless networking device is being used, and in a manner transparent to
any layer of the wireless networking device above the processing interface, aggregate the first
identified actual bandwidth portion of the first wireless transceiver with an identified first portion
of an available bandwidth of the second wireless transceiver to cause the first and second
wireless transceivers to at least partially simultaneously receive a second data stream from the

recipient.

24. The wireless networking device of claim 23, wherein the second data stream is

substantially simultaneously received by both of the first and second wireless transceivers.

25. The wireless networking device of claim 1, wherein the processing interface is
configured to, when the wireless networking device is being used, in a manner transparent to any
layer of the wireless networking device above the processing interface,

(a) identify at least one first portion of bandwidth available for
communication of the second wireless transceiver, the identified at least one first portion of the

second wireless transceiver comprising a set of given resources,
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(b) evaluate whether any of the given resources of the at least one first
identified portions of the first and second wireless transceivers are not unavailable for
communication,

(c) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of either or both of the first and second associations,
using a specific subset of frequencies corresponding to the given resources of the identified at
least one first bandwidth portion of the first wireless transceiver that are not unavailable for
communication to thereby at least partially satisfy the first wireless bandwidth requirement of the
first application, and

(d) use the second wireless transceiver to receive a second data stream
from the recipient at least partially simultaneously with the first data stream being transmitted to
the recipient from the first wireless transceiver, without requiring disassociation of either or both
of the first and second associations, using a specific subset of frequencies corresponding to only
the given resources of the identified at least one first bandwidth portion of the second wireless
transceiver that are not unavailable for communication to thereby at least partially satisfy a
second wireless bandwidth requirement associated with the second data stream; and

wherein, when the wireless networking device is being used, the wireless
networking device’s utilization of the at least one first bandwidth portions of the first and second
wireless transceivers does not prevent any wireless networking device from utilizing a range of
frequencies corresponding to the remaining portion of the bandwidth availabilities of the first
and second wireless transceivers for data transmission or reception purposes at the same time

that data is being transmitted from or received by the first and second wireless transceivers.

26. The wireless networking device of claim 25, wherein the second data stream is
received by the second wireless transceiver substantially simultaneously with the transmission of

the first data stream from the first wireless transceiver.
27. The wireless networking device of claim 25, wherein the start of the reception of the

second data stream by the second wireless transceiver is substantially simultaneous with the start

of the transmission of the first data stream from the first wireless transceiver.
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28. The wireless networking device of claim 25, wherein the end of the reception of the
second data stream by the second wireless transceiver is substantially simultaneous with the end

of the transmission of the first data stream from the first wireless transceiver.

29. The wireless networking device of claim 25, wherein the processing interface is
configured to, when the wireless networking device is being used, in a manner transparent to any
layer of the wireless networking device above the processing interface,

(a) identify at least one second portion of bandwidth available for
communication of the first wireless transceiver, the identified at least one second portion of the
first second wireless transceiver comprising a set of given resources,

(b) evaluate whether any of the given resources of the at least one first and
identified portions of the first wireless transceiver are not unavailable for communication, and

(c) use the first wireless transceiver to transmit the first data stream to the
recipient, without requiring disassociation of either or both of the first and second associations,
using a specific subset of frequencies corresponding to the given resources of the identified at
least one first and second bandwidth portion of the first wireless transceiver that are not
unavailable for communication to thereby at least partially satisfy the first wireless bandwidth

requirement of the first application.

30. The wireless networking device of claim 29, wherein the processing interface is
configured to, when the wireless networking device is being used, in a manner transparent to any
layer of the wireless networking device above the processing interface,

(a) identify at least one second portion of bandwidth available for
communication of the second wireless transceiver, the identified at least one second portion of
the second wireless transceiver comprising a set of given resources,

(b) evaluate whether any of the given resources of the at least one first and
identified portions of the second wireless transceiver are not unavailable for communication, and

(c) use the second wireless transceiver to receive the second data stream
from the recipient, without requiring disassociation of either or both of the first and second
associations, using a specific subset of frequencies corresponding to the given resources of the

identified at least one first and second bandwidth portion of the second wireless transceiver that
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are not unavailable for communication to thereby at least partially satisfy the first wireless

bandwidth requirement of the second application.

-10-
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ABSTRACT OF THE DISCLOSURE

A wireless networking system is disclosed. The wireless networking system includes an
application layer associated with one or more applications having a wireless bandwidth
requirement. A first wireless transceiver resource associated with an actual MAC layer and PHY
layer is employed. The first wireless transceiver resource has a first bandwidth availability up to
a first actual bandwidth. A second wireless transceiver resource associated with the actual MAC
layer and the PHY layer is employed. The second wireless transceiver resource has a second
bandwidth availability up to a second actual bandwidth. A processing layer evaluates the
wireless bandwidth requirement and the first and second bandwidth availabilities of the wireless
transceiver resources. The processing layer includes a bandwidth allocator to allocate at least a
portion of each of the first and second actual bandwidths to virtual MAC and virtual PHY layers,

and to satisfy the application layer wireless bandwidth requirement.
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Description
TECHNICAL FIELD

[0001] Embodiments disclosed herein relate generally
to wireless nodes and related wireless telecommunica-
tions networks.

BACKGROUND

[0002] With the proliferation of diverse frequency
bands, there is tremendous interest of frequency-agile
wireless nodes and networks. "Frequency-agile" means
that the transmitter and the receiver of a radio system of
a node have the ability to tune across large swathes of
spectrum.

[0003] Recent advances in radio technology make it
possible for radio systems to tune their center frequen-
cies across large swathes of spectrum, for example from
100 MHz to 8 GHz.

[0004] These radio systems can not only tune their
center frequency, but also adapt the operating band-
width. However, while it is possible for a radio system to
tune to a wide swathe of spectrum, the bandwidth over
which it can operate is limited. Typically, when a radio
system is tunedto a given center frequency, the operating
bandwidth associated with said center frequency is lim-
ited to 40 MHz about, what limits the exploitation of the
diverse spectrum available.

[0005] Different frequency bands have different prop-
agation properties. The lower frequency bands propa-
gate a lot farther than the higher frequency bands. This
implies that lower frequency bands provide better data
rates at a fixed distance. It also implies that the lower
frequency bands create higher interference to neighbor-
ing links.

[0006] Forexample, considering a 6 MHz of spectrum
available from 100-106 MHz and another 6 MHz of spec-
trum available from 500-506 MHz. Wireless signals incur
much less path loss over a lower frequency band and
thus propagates further. Hence, frequency band 100-106
MHz will resultin a higher data rate compared to frequen-
cy band 500-506 MHz, provided the ambient interference
experienced in both the bands is around the same level.
[0007] IEEE 802.11a/b/g/n standard, called IEEE
802.11 standard, proposes CSMA based MAC protocol
for wireless networks. But IEEE 802.11 standard does
not account for specific spectrum characteristics. IEEE
802.11 standard assumes that spectrum is homogene-
ous.

[0008] Q-CSMA is an evolution of IEEE 802.11 stand-
ard that still has the drawbacks of being non adapted for
tacking account of specific spectrum characteristics. Al-
so, it has the additional drawback that it requires mesh
nodes to be time synchronous. A detailed explanation of
what is Q-CSMAis accessible in the publication refer-
enced "Q-CSMA J. Ni, B. Tan, and R. Srikant. Q-CSMA:
Queue length based csma/ca algorithms for achieving
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maximum throughput and low delay in wireless networks.
In IEEE Infocom Mini-Conference, 2010".

[0009] There is thus a need to propose a multiband
network which enables to determine, at each instant,
which set of communicating node pairs should operate
over which frequency band to transmit data with im-
proved reliability and efficiency. There is also a need to
propose a multiband network with wireless nodes which
better exploits the diverse spectrum available.

SUMMARY

[0010] Example embodiments provide wireless nodes
and related wireless networks adapted to transmit data
with improved reliability and efficiency.

[0011] An aspect of the invention relates to a node for
a wireless network, said node having at least one, pref-
erably two, frequency agile transmitter/receiver radio
system(s), called data radio system(s), allowing said
node to communicate with at least another node of said
wireless network over different selectable frequency
bands. Said node and said other node which are able to
communicate over different selected frequency bands
form a generalized links, a general link being defined as
a link formed by a frequency agile transmitter radio sys-
tem of a node, called transmitter node, and a frequency
agile receiver radio system of another node, called re-
ceiver node, and a frequency band over which said link
is able to communicate. Said node also comprises at
least one control radio system for exchanging control
messages with said at least another node of said wireless
network over a control frequency band different from the
frequency band used by said at least one data radio sys-
tem. Said node comprises control means for executing
a medium access control, called MAC, scheduling pro-
tocol based on a Carrier Sense Multiple Access, called
CSMA, protocol to control communication between said
node and said other node of said wireless network. Said
control means comprise dividing means, for dividing a
setofgeneralized links in atleast high priority generalized
links, called HP generalized link, and low priority gener-
alized links, called LP generalized link. Said node com-
prises prioritized CSMA based MAC scheduling protocol
module configured for making said generalized links con-
tend for a channel corresponding to their frequency band
by executing said CSMA based MAC scheduling protocol
so that an HP generalized link loses channel access
trough a contention resolution only to another HP gen-
eralized link.

[0012] Thus a higher priority generalized link is never
beaten by a lower priority generalized link.

[0013] In various embodiments, said dividing means
are also configured for dividing said set of generalized
links in said HP generalized links and LP generalized
links, and also in medium priority generalized links, called
MP generalized links, and prioritized CSMA based MAC
scheduling protocol module is also configured to ensure
that a MP generalized link loses channel access trough
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a contention resolution only to an HP generalized link or
to another MP generalized link.

[0014] According to another aspect, control means al-
so comprise priority assigning means configured for as-
signing priorities to said generalized links in function of
the physical-layer data rate of the frequency band asso-
ciated with said generalized link.

[0015] In various embodiments, priority assigning
means are configured to set a generalized link as a HP
generalized link when gain of this generalized link is max-
imal compared to the gain of others generalized links.
[0016] According to a further aspect, priority assigning
means are configured to choose a random frequency
band from time to time and to determine the identity of
the generalized link which has maximum gain over said
chosen frequency band, said determined maximal gain
generalized link being set as a HP generalized link.
[0017] According to some embodiments, said node is
also configured to broadcast over the control channel the
identity of the chosen frequency band, the identity of the
determined maximal-gain generalized link, and, if any,
the generalized link which has to be deactivated for al-
lowing said maximal-gain generalized link to be active
over the chosen frequency band.

[0018] Accordingto another aspect, said gain of a gen-
eralized link is the gain in weight that the link of said
generalized link operating in a particular frequency band
can have by switching to a new frequency band corre-
sponding to the frequency band of said generalized link.
[0019] According to a further aspect, the weight of a
generalized link is defined by the multiplication of the
queue-length of the transmitter node of the generalized
link and the physical-layer data rate of the generalized
link in the frequency band of said generalized link, said
queue-length corresponding to the number of packets
awaiting for transmission by the transmitter node of the
corresponding generalized link.

[0020] In various embodiments, priority assigning
means are configured to compute gain, noted gain(1), of
ageneralizedlink noted 1, whose transmitter node, noted
v, is able to activate said generalized link 1 over a fre-
quency band noted fj, as follows :

gain (1) over frequency band fj = weight of general-
ized link 1 over fj - loss(v)

wherein loss(v) is a loss value of the transmitter node v
which is computed as follows:

Case-1:if there exists some other active generalized
link denoted I for which v is also a transmitter node
over frequency band fj, then loss(v) is set equal to
the weight of generalized link I' over said frequency
band fj ;

Case-2: if condition of Case-1 does not hold and if
there is a spare transmitter radio system at node v,
then loss(v) is set equal to O ;

Case-3: if the conditions of Case-1 and Case-2 do
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not hold, then loss(v) is set to the minimum weight
of all active generalized links over all frequency
bands for which v is the transmitter node.

[0021] According to another aspect, said node com-
prises means for determining the queue length of a gen-
eralized link from information embedded in Request to
Send / Clear to Send messages, called RTS/ CTS mes-
sages, sent by the node pair of said generalized link on
the control channel trough the control radio systems of
the node pair.

[0022] According to another aspect, priority assigning
means are configured to, whenever Request to Send /
Clear to Send messages, called RTS/ CTS messages,
transmitted over a generalized link, are overheard on the
control channel by said node, update the set of active
generalized links.

[0023] According to a further aspect, said node com-
prises list maintaining means configured to maintain
three lists of generalized links, namely HP list containing
HP generalized links, MP list containing MP generalized
links and LP list containing LP generalized links.

[0024] In various embodiments, said list maintaining
means are configured to, when said node hears a broad-
cast from another node of the network indicating that said
node is either the transmitter node or the receiver node
of a HP generalized link, add said generalized link to the
HP list.

[0025] In other embodiments, wherein said list main-
taining means are configured to remove a HP general-
ized link from the HP list once said HP generalized link
gets activated for the first time.

[0026] According to another aspect, said list maintain-
ing means are configured so that any generalized link
that gets removed from the HP list is added to the MP
list of the same node, a generalized link in the MP list
being removed only when it loses contention of the chan-
nel over the frequency band corresponding to said gen-
eralized link.

[0027] According to a further aspect, said list maintain-
ing means are configured so that each generalized link
that is not a part of the HP list or the MP list belongs to
the LP list.

[0028] In various embodiments, said prioritized CSMA
based MAC scheduling protocol module is configured to,
whenever said or one of said data radio system(s) of said
node becomes free, performing the steps of :

- visiting the lists in order of priority and pick the first
inactive generalized link that has non-zero queue
length ;

- making said data radio system switch to the selected
generalized link’s frequency band and assess if the
channel is free ;

- ifsaid channelis free, transmitting an RTS message
over the control channel at a time slot selected uni-
formly:
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between [0 ; CW/2 - 1] if said generalized link
that has been picked is an HP generalized link,
between [CW/2; 3CW/4 - 1] if said generalized
link that has been picked is an MP generalized
link,

and between [3CW/4;CW - 1] if said generalized
link that has been picked is an LP generalized
link,

CW being a predetermined size of a contention
window;

said RTS message containing the following
information :

(i) the identity of the receiver node of the
picked generalized link and the correspond-
ing frequency band, and

(ii) queue length of said picked generalized
link.

[0029] According to a another aspect, said prioritized
CSMA based MAC scheduling protocol module is also
configured to command transmission over:

- aHP generalized link during a constant time interval,
noted TXOPT, if contention has been won by said
HP generalized link,

- over a MP generalized link, respectively a LP gen-
eralized link, during one packet duration if contention
has been won by said MP generalized link, respec-
tively said LP generalized link.

[0030] Invarious embodiments, said constant duration
TXOPT is chosen so that multiple packets can be trans-
mitted, typically a few milliseconds.

[0031] MAC scheduling issue in such node(s) and re-
lated networks is to determine, at each instant, which set
of communicating node-pairs should operate over which
frequency band and, preferably, over which data radio
system. The proposed node and related network solve
this issue by using a specific CSMA based MAC sched-
uling protocol which takes account of priorities assigned
to generalized links. Said priorities are assigned to gen-
eralized links in function of frequency bands related to
said generalized links what enables said node and relat-
ed network to transmit data with improved reliability and
efficiency and with better exploitation of the diverse spec-
trum available.

[0032] Invarious embodiments, said CSMA is a carrier
senses multiple access protocol with collision avoidance
(CSMA\CA).

[0033] According to various embodiments, wireless
nodes and related networks are equipped with multiple
frequency agile data radio systems and the nodes are
not necessarily synchronized. CSMA based MAC sched-
uling protocol is adapted to determine which node should
transmit to which node at which time over which frequen-
cy band and over which data radio system.

[0034] In some embodiments, the CSMA based MAC
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scheduling protocol is distributed and does not require
synchrony among network nodes. According to a further
aspect, the CSMAbased MAC scheduling protocol incurs
low overhead and is easy to implement. According to a
further aspect, the CSMA based MAC scheduling proto-
col achieves high throughput and low network delay, and
is robust against packet losses.

[0035] High-throughput means that the CSMA based
MAC scheduling protocol is either throughput-optimal or
achieve a constant fraction of the throughput-optimal re-
gion. The throughput-optimal region for a wireless net-
work is the set of all arrival rates for which queue sizes
or lengths remain bounded.

[0036] The CSMA based MAC scheduling protocol ac-
counts for diverse spectrum characteristics, in particular
for diverse propagation characteristics of the different fre-
quency bands, and client locations.

[0037] In particular said CSMA based MAC scheduling
protocol accounts for diverse frequency bands in three
ways. Firstly, said protocol or algorithm has notion of
weight that depends on the physical layer data rate of
the operating frequency band. The weights capture the
relative values of the frequency bands. Secondly, in var-
ious embodiments, the channel sensing for the protocol
is performed over the actual frequency band and not
based on RTS/CTS over control channel, what makes
sure that the interference neighborhood is frequency
band dependent. Finally, priorities are assigned to gen-
eralized links that depend on gain in switching to a par-
ticular band. Said protocol can be viewed as prioritized
CSMA based MAC protocol. Roughly, in various embod-
iments, higher priority is assigned to nodes to large
queue-lengths corresponding to the number of packets
waiting for transmission in a MAC buffer of a transmitter
node.

[0038] Invarious embodiments, said prioritized CSMA
based MAC scheduling protocol provides very low net-
work delay with a small sacrifice in throughput. Thus itis
suited for video based and real-time applications that will
be dominant in the near future.

[0039] According to another aspect, it is provided a
wireless network including nodes as proposed above.
[0040] According to a further aspect, it is provided a
method for communicating data through a wireless net-
work as proposed above.

[0041] Various combinations and subset of the above
aspects are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

[0042] Inordertobetter understand various exemplary
embodiments, reference is made to the accompanying
drawings, wherein:

[0043] FIG. 1 is a schematic architecture of the upper
MAC and the lower MAC layers of a node ;

[0044] FIG.2isaschematictopology of nodesinawire-
less network according to an example embodiment ;
[0045] FIG.3 is a flowchart of a method carried out by

Samsung Ex. 1004, Page 415 of 560



7 EP 2 555 578 A1 8

aleader node to inform follower nodes about the identity
of high priority generalized links.

DETAILED DESCRIPTION

[0046] Referring now to the drawings, there are dis-
closed broad aspects of various exemplary embodi-
ments.

[0047] A brief explanation of what is CSMA and CS-
MA/CAis described below. Carrier sense multiple access
CSMA, in computer networking, is a wireless network
multiple access method in which a carrier sensing
scheme is used. A node wishing to transmit data has to
first listen to the channel for a predetermined amount of
time to determine whether or not another node is trans-
mitting on the channel within the wireless range. If the
channel is sensed "idle," then the node is permitted to
begin the transmission process. If the channel is sensed
as "busy," the node defers its transmission for a random
period of time.

[0048] Carrier sense multiple access with collision
avoidance (CSMA/CA), is a modification of carrier sense
multiple access CSMA. Collision avoidance is used to
improve the performance of CSMA by attempting to di-
vide the wireless channel equally among all transmitting
nodes within the collision domain.

Network Model

[0049] Accordingtoanexemplary embodiment, awire-
less network is considered with V as the set of nodes. In
various embodiments, each node comprises at least two
frequency agile data radio systems, called data radio sys-
tems. Thus data radio system resources available are
multiple frequency bands with diverse propagation char-
acteristics. Frequency band is meant a contiguous slice
of spectrum of width at most Bmax, the maximum tunable
range of a radio system. If there is a larger contiguous
band available denoted W, than W is split into bands of
equal width denoted Bmax, with the last band having
width possibly less than Bmax. Since the frequency
bands have diverse propagation characteristics, the data
rate between a transmitter-receiver node pair in the net-
work and the interfering neighbors of the transmitter-re-
ceiver node pair, are frequency dependent.

[0050] Forinstance, if Bmax=40MHz, each dataradio
system of a node of the related network is considered to
be able to tune up to 40 MHz. Considering that in a lo-
cation, there is whitespace spectrum available from 512
MHz-602MHz of width Wavailable =90 MHz. This band
is split as multiple bands of width at most Bmax as follows:
512-552 MHz, 552-592 MHz, 592-602 MHz.

[0051] According to various embodiments, each data
radio system of each network node is a half-duplex fre-
quency data radio system capable of tuning across a
large frequency range, for example from 100 MHz to 2.5
GHz. An half-duplex radio is a radio that can either trans-
mit radio signals or receive radio signals at any time but
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cannot do both simultaneously. In various embodiments,
said nodes are mesh nodes.

[0052] In some embodiments, the different nodes may
have different number of data radio systems. For ease
of exposition, in the embodiments described hereafter,
the different nodes have equal number of data radio sys-
tems with each node. Itis assumed that at any given time
any data radio system can tune to only a single frequency
band, e.g. 500MHz, 2.4GHz etc., and the bandwidth can
range from 0 to Bmax.

Network and generalized links

[0053] Itis assumed that the spectrum available over
the network is fragmented and spans a large range, e.g.,
50-700MHz, 2.4GHz and 5.2GHz. It is assumed that the
frequency bands are ordered in the real axis from left to
right, and in the description it will be simply used band
fi;j=1;2;...; M to mean the jth frequency band. M is
the number of frequency bands.

[0054] According to radio propagation physics, if all
other parameters remain same, the received signal
strength at a receiver is inversely proportional to the
square of the carrier frequency. In other words, it is pos-
sible that two nodes in the network may be able to com-
municate on a frequency band f1 but unable to commu-
nicate on frequency band 2.

[0055] The network connectivity in frequency band-jis
modeled as a graph Gj(V; Ej); j = 1; 2; ::;; M. Vis the set
of network nodes, and Ej is designed so that, for two
nodes u and v, (u; v) belong to Ej if u can communicate
with v over frequency band fj at a non-zero data rate.
[0056] A generalized link is defined by :

(i) the frequency band fj over which the link exists,
and

(ii) the ordered node-pair (v; u) to indicate that node
v is the transmitting node of the link and u is the
receiving node of the link. More precisely, one of the
radio systems of node v, respectively u, is the trans-
mitting radio, respectively receiving radio.

[0057] An interference model is used. In this interfer-
ence model, two links denoted I1 and 12 interfere over a
frequency band fj if any one of the end points of I1 can
decode messages from any one of the end points of 11,
even at the lowest possible modulation and coding.
[0058] Each generalized link denoted | has a set of
interfering links denoted by Il. Thus, if a generalized link
denoted I’ belongs to Il, | and I’ cannot transmit simulta-
neously. The notion of generalized links easily accounts
for the fact that the interfering node-pairs of a node-pair
can be different in different frequency bands.

Architecture

[0059] One key principle is to ensure that a node with
alarge queue-length does not lose contention to another
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interfering node with a smaller queue-length. To guaran-
tee this in a distributed manner for various embodiments,
the network is partitioned in groups. In various embodi-
ments, each group has one leader and followers. During
the execution of the prioritized CSMA based MAC pro-
tocol detailed hereafter, the leader is responsible for de-
cisions that apply to all group members. The followers
listen through broadcasted messages to leader about
these decisions.

[0060] In particular, there are two kinds of decisions
the leaders take which are detailed hereafter:

(i) choosing from time to time a random frequency
band over which high priority generalized links in the
group will operate,

ii) facilitating the procedure for obtaining the maximal
gain generalized link in the group and broadcasting
its identity.

[0061] The leaders and their corresponding followers
selection is a one-time procedure as described below.
Once this step is performed, the prioritized CSMA based
MAC protocol works like CSMA with the following twist:
each generalized link contends for the channel instead
of each link, where a generalized link is defined as 2-
tuple of link and frequency band. As explained above, a
link is a transmitter-receiver node pair.

[0062] For instance, considering a wireless network
with simply two interfering links, 11 and 12, 11 and 12
being source destination pairs. 11 is defined as a link be-
tween two nodes noted A and B. It is supposed that A
can potentially communicate with B, provided link 12 is
silent, in three different frequency bands: f1 (512-518
MHz), f2 (524-530 MHz), andf3 (560-566 MHz). Then,
there are three generalized links between A and B given
by the tuples (11, 1), (11, f2), and (11, f3).

[0063] Certain links are assigned higher priority than
others in a dynamic manner so that a higher priority gen-
eralized link never gets beaten by a lower priority gener-
alized link in CSMA contention for access of a frequency
band.

[0064] There are three priority classes, low, medium,
and high. In the following, itis described how the priorities
are decided for each data radio system of each node
dynamically and how the prioritized CSMA based MAC
protocol is designed to ensure the priority order in chan-
nel access through contention resolution.

[0065] The architecture of the control means of a node
for executing said prioritized CSMA based MAC protocol
is illustrated at figure 1.

[0066] Said architecture comprises a lower MAC layer
100 which includes a radio frequency hardware 101 for
the control radio system and a radio frequency hardware
102 for data radio systems.

[0067] Said architecture also comprises an upper MAC
layer 200 which includes a group control module 201, for
group leaders, which forms priority assigning means.
Said architecture also comprises a priority control module

10

15

20

25

30

35

40

45

50

55

202 which forms dividing means to maintain three priority
lists for each data radio system. In various embodiments
said dividing means 202 can be realized with a Finite
State Module (FSM) module.

[0068] Said upper MAC layer 200 also comprises a
prioritized CSMA based MAC scheduling protocol mod-
ule 203, simply called Priority-CSMA module, and per-
destination packet MAC buffer(s) 204.

[0069] The functioning of said architecture is described
below using the following high level steps:

[0070] 1. Inthe beginning, groups of nodes are formed
and each node is identified as a group leader or a follower
as detailed hereafter. The group control module 201 at
the leader also interacts with the control radio system
101 for broadcasting information relevant for the entire
group.

[0071] 2. The group control module 201 at the group
leader makes decisions that apply to the entire group,
namely choosing frequency bands fj over which high pri-
ority generalized links operate and broadcasting said
high priority generalized link’s identity. This information
is also fed to the priority control module 202.

[0072] 3. The priority control module 202 maintains for
each data radio system of the related node, three lists of
outgoing generalized links, high priority list, medium pri-
ority list, and low priority list, thus classifying which gen-
eralized links out of the node belongs to which priority
class. The priority information is fed to the Priority-CSMA
module 203.

[0073] 4. The Priority-CSMA module 203 performs pri-
oritized CSMA based MAC protocol in a manner de-
scribed later. The priority class of a generalized link is
learned from the priority control module 202, also called
priority control module, which maintains three priority lists
for each data radio system. Once transmissions over a
generalized link from a particular priority class happen,
this information is also fed to the Priority Control module.
In case of conceiving said Priority Control module 202
with a FSM module, said information related to transmis-
sions over a generalized link from a particular priority
class, is used for internal state transition of the FSM mod-
ule.

[0074] 5. Once the Priority-CSMA module 203 wins
contention, this information is fed to the lower MAC layer
so that it can transmit packet over the generalized link
that has gained channel access right.

[0075] The CSMA or CSMA\CA based MAC protocol
carried out by the nodes of the network comprises the
following steps.

[0076] At time O, an independent dominating set is
computed in G1(V;E1), i.e. on the network graph in the
lowest frequency band. There are known techniques to
compute a dominating independent set, as detailed in
the publication of S. Parthasarathy and R. Gandhi, enti-
tled "Distributed algorithms for coloring and domination
in wireless ad hoc networks. In FSTTCS, 2004."

[0077] An independent dominating set on a graph Gj
(V;Ej)is asetof nodes S such thatevery node v belonging
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to VAS has an edge to some node in S, no two nodes in
S having an edge between them.

[0078] Thus, a set of nodes D is selected in f1 such
that every other node is a neighbor of some node in D in
G1(V; E1). The nodes in D are called leaders in the rest
of the description. Every node not in D becomes a fol-
lower of any one neighboring leader. A leader with all its
followers are referred to as a group.

[0079] An example of grouping is illustrated at figure 2
with a simple topology. Considering said topology at fig-
ure 2 comprising nodes v1 to v7, an edge between two
nodes means these two nodes can talk to each other,
and, furthermore, cannot be involved in different commu-
nications simultaneously. For instance (v2,v1) and
(v4,v5) communications cannot happen simultaneously
because there is an edge between v2 and v4. In this the
set S={v2,v5} forms a dominating independent set. Thus,
v2 and v5 can be designated as leaders. There are two
groups: G1={v1,v2,v3}and G2={v4,v5,v6,v7}. The leader
of group G1 is v2 and the leader of group G2 is v5.
[0080] An algorithm, called maximal gain algorithm,
executed by the MAC architecture of a leader node for
determining which generalized link presents maximal
gain is detailed hereafter. In various embodiments, said
maximal gain algorithm is used for wireless networks
whose nodes could be asynchronous or where control
packets could be lost.

[0081] In various embodiments, each wireless node
has one extra radio system, called control radio system,
for exchange of control messages on a dedicated fre-
quency control band. Nodes use the control band to send
RTS/CTS messages to reserve an intended frequency
band, said intended frequency band being decided using
an algorithm or protocol described hereafter. RTS/CTS
message is the standard message used in Wi-Fi like sys-
tems which contains transmitters MAC id, intended re-
ceiver’'s MAC id, header, CRC, and control filed. In var-
ious embodiments, RTS/CTS messages sent by nodes
have an additional field containing queue-length at the
MAC buffer of the transmitter node. Said additional field
could also be part of the frame control field.

[0082] The gain of the generalized link is mathemati-
cally defined later. In essence, this is the gain in weight,
a link operating in a particular frequency band can have
by switching to a new frequency band, said new frequen-
cy band being chosen by the leader. The weight of a
generalized link is defined by the multiplication of the
queue-length at the transmitter MAC buffer and the phys-
ical layer data rate of the generalized link in the operating
frequency band. Thus the weight depends on the fre-
quency band through the physical layer data rate of the
frequency band.

[0083] In various embodiments, the leader in each
group performs key functions as maintaining, updating,
and broadcasting information about the group members,
and selecting the maximum gain generalized link dynam-
ically.

[0084] Information is updated as follows. Nodes send
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RTS/CTS messages over the control band for an intend-
ed generalized link. The choice of the intended general-
ized link is described later in the algorithm. Any RTS/CTS
message contains the following: (i) queue-length infor-
mation of the intended link, (ii) the frequency band of the
intended generalized link, (iii) and the data rate of the
intended generalized link.

[0085] Whenever a leader hears an RTS/CTS mes-
sage from a group member over the control frequency
band, it updates the queue length of the intended gen-
eralized link from the information embedded in the
RTS/CTS messages, and if the data rate of the intended
generalized link has changed, then this information is
also updated.

[0086] In various embodiments, nodes also send
queue length updates when change in queue length due
to packet arrivals is beyond a threshold.

[0087] In various embodiments, the algorithm used to
determine generalized links with maximal gain is a fol-
lows.

[0088] Every T unitsoftime, the leader selects the max-
imal-gain link using the following steps:

i) the leader selects a random frequency band fj,

i) in said frequency band fj, the leader computes the
maximal gain link based on its information of the
weight of each link and the current set of active links.
As explained above, the weight of a link over band
fjis defined as the multiplication of the physical-layer
data rate of the link over fj and the queue length of
the MAC buffer of the transmitter node.

[0089] The gain of a generalized link noted | is com-
puted as follows. The transmitter node of generalized link
| is denoted by v. First, a loss value denoted by loss(v)
is computed as follows:

Case-1:if there exists some other active generalized
link I' with transmitter node as v and frequency band
as fj, then loss(v) is set equal to the weight of gen-
eralized link I’ over fj. The active generalized link l'is
said to be sub(l), i.e. the generalized link that will be
substituted by generalized link | over fj.

Case-2: if condition of Case-1 does not hold and
there is a spare radio system in the transmitter node
v, then set loss(v)=0; there is no sub(l) in this case.
Case-3: if the condition of Case-1 and Case-2 do not
hold, then loss(v) is set to the minimum weight of all
active generalized links over all frequency bands for
which v is the transmitter node. The generalized link
with the minimum weight among all active general-
ized links is called sub(l).

[0090] The gain ofany generalizedlink loverfrequency
band fj is computed as follows : gain(l) over fj = "weight
of generalized link | over fj" -loss(v), where v is the trans-
mitted node of generalized link 1.

[0091] The maximum gain generalized link, noted I*,
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is the generalized link in the leaders group with maximum
gain over fj, i.e. gain(I*) = maxl "gain(l) over fj", where the
maximum is taken over all links | whose transmitter node
belongs to the leader’s group.

[0092] The leader then broadcasts over the control
channel the identity of the chosen frequency band fj, the
maximal-gain generalized link I*, and sub(I*) if any. sub
(I*) has to be deactivated for generalized link | to be active
over the chosen frequency band.

[0093] In various embodiments, an alternative to pick-
ing a frequency band randomly is as follows. The leader
computes the maximal-gain generalized link over all the
frequency bands available. Then frequency band over
which the gain of the maximal-gain link is highest, is cho-
sen as the frequency band of choice by the leader. This
approach requires more computation since the leader
has to compute the maximal gain generalized link over
every available frequency band and then compute their
maximum.

[0094] Referring to figure 3, a flowchart carried out by
a leader node is shown.

[0095] Atstep 30, the leader listens to RTS/CTS mes-
sages for queue length information from other group
members. At step 31, whenever the leader hears an
RTS/CTS message from a group member over the con-
trol band, it updates the queue length of the intended
generalized link and it updates the set of active general-
ized links in its group. An active generalized link is a trans-
mitter-receiver pair of data radio systems that is involved
in successful communication over the frequency band of
said generalized link.

[0096] At step 32 the leader node determines if a pre-
determined time duration has elapsed since last broad-
cast of the identity of a maximal gain generalized link. If
the resultis negative, the leader node returns to step 30.
If the result is positive, the leader chooses at step 33 a
random frequency band and computes maximal gain to
determine the generalized link in its group which presents
maximal gain for said chosen frequency band. At step
34, the leader node broadcasts the identity of the deter-
mined maximal gain generalized link, which is also re-
ferred as a high priority generalized link.

[0097] Each node maintains for each data radio sys-
tem, a set of three lists of generalized links, namely High
Priority (HP) list, Medium Priority (MP) list and Low Pri-
ority (LP) list.

[0098] Addition and deletion into HP, MP, LP lists are
carried out by the Priority-Control Module 202 of the
node. The lists are updated as follows for each data radio
system of each node.

[0099] If a node hears a broadcast, over the control
frequency band, from its leader indicating that it is the
transmitter of the maximum-gain generalized link, it adds
this generalized link to the HP list. A generalized link is
removed from the HP list once it gets activated for the
first time.

[0100] Anygeneralized link that gets removed from the
HP list is added to the MP list of the same data radio
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system. A generalized link in MP list is removed only
when it loses contention of the channel over the band
corresponding to the generalized link.

[0101] Every other generalized link that is not a part of
HP or MP list belongs to LP list. In various embodiments,
a generalized link belongs to LP list of all data radio sys-
tems or none of the data radio systems of the correspond-
ing node.

[0102] Whenever a data radio system becomes free,
the prioritized CSMA based MAC protocol is carried out
by Priority-CSMA Module 203 with the following steps:

Step-1: The data radio system visits the lists in order
of priority, i.e. in first the HP list, followed by the MP
list and then the LP list, and picks the first inactive
link that has non-zero queue length.

Step-2: The data radio system switches to the se-
lected generalized link’s frequency band and as-
sesses if the channel is free. If it is free, it transmits
an RTS message over the control channel at a slot
selected uniformly between [0;CW/2 - 1] ifitis an HP
generalized link, between [CW/2; 3CW/4 - 1] if it is
an MP generalized link, and between [3CW/4;CW -
1]ifitis an LP generalized link. CW is the contention
window size. This is contention resolution slot as in
CSMA-CA protocol over Wi-Fi. The RTS message
contains the following information (i) the destination
and communication band, and (ii) queue size of the
link. When the destination node receives an RTS, it
responds with a CTS if resources, data radio system
and frequency band, are available to it. The CTS
also echoes the information in the RTS.

Step-3: If the contention is successful, then trans-
mission happens for a constant time interval, noted
TXOPT, for HP generalized links, and for one packet
duration for MP and LP generalized links. The con-
stant duration TXOPT is chosen so that multiple
packets can be transmitted, typically a few millisec-
onds.

[0103] It should be apparent from the foregoing de-
scription that various exemplary embodiments of the in-
vention may be implemented in hardware, firmware,
and/or software. Furthermore, various exemplary em-
bodiments may be implemented as instructions stored
on a machine-readable storage medium, which may be
read and executed by at least one processor to perform
the operations described in detail herein. A machine-
readable storage medium may include any mechanism
for storing information in a form readable by a machine,
such as a computer, network node, router, switch, or sim-
ilar device. Thus, a machine-readable storage medium
may include read-only memory (ROM), random-access
memory (RAM), magnetic disk storage media, optical
storage media, flash-memory devices, and similar stor-
age media.

[0104] Although the various exemplary embodiments
have been described in detail with particular reference
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to certain exemplary aspects thereof, it should be under-
stood that the invention is capable of other embodiments
and its details are capable of modifications in various
obvious respects. As is readily apparent to those skilled
in the art, variations and modifications may be imple-
mented while remaining within the spirit and scope of the
invention. Accordingly, the foregoing disclosure, descrip-
tion, and figures are for illustrative purposes only and do
not in any way limit the invention, which is defined only
by the claims.

Claims

1. Node (v2) for a wireless network, said node having
at least one, preferably two, frequency agile trans-
mitter/receiver radio system(s), called data radio
system(s), allowing said node to communicate with
at least another node (v1) of said wireless network
over different selectable frequency bands, said node
(v2) and said other node (v1) which are able to com-
municate over different selected frequency bands
forming generalized links, a general link being de-
fined as alink formed by afrequency agile transmitter
radio system of a node (v2), called transmitter node,
and a frequency agile receiver radio system of an-
other node (v1), called receiver node, and a frequen-
cy band over which said link is able to communicate,
and at least one control radio system for exchanging
control messages with said at least another node
(v1) of said wireless network over a control frequency
band different from the frequency band used by said
at least one data radio system,
said node comprising control means for executing a
medium access control, called MAC, scheduling pro-
tocol based on a Carrier Sense Multiple Access,
called CSMA, protocol to control communication be-
tween said node (v2) and said other node (v1) of
said wireless network,
said control means comprising :

dividing means (202), for dividing a set of gen-
eralized links in at least high priority generalized
links, called HP generalized link, and low priority
generalized links, called LP generalized link,
and prioritized CSMA based MAC scheduling
protocol module (203) configured for making
said generalized links contend for a channel cor-
responding to their frequency band by executing
said CSMA based MAC scheduling protocol so
that an HP generalized link loses channel ac-
cess trough a contention resolution only to an-
other HP generalized link.

2. A node according to claim 1, wherein said dividing
means (202) are also configured for dividing said set
of generalized links in said HP generalized links and
LP generalized links, and also in medium priority
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generalized links, called MP generalized links,
prioritized CSMA based MAC scheduling protocol
module (203) being also configured to ensure that a
MP generalized link loses channel access trough a
contention resolution only to an HP generalized link
or to another MP generalized link.

A node according to any one of claims 1 or 2, wherein
said control means also comprise priority assigning
means (201) configured for assigning priorities to
said generalized links in function of the physical-lay-
er data rate of the frequency band associated with
said generalized link.

A node according to any one of claims 1 to 3, wherein
priority assigning means (201) are configured to set
a generalized link as a HP generalized link when
gain of this generalized link is maximal compared to
the gain of others generalized links.

A node according to claim 4, wherein priority assign-
ing means (201) are configured to choose a random
frequency band from time to time and to determine
the identity of the generalized link which has maxi-
mum gain over said chosen frequency band, said
determined maximal gain generalized link being set
as a HP generalized link.

A node according to any one of claims 4 or 5, wherein
priority assigning means (201) are configured to
compute gain, noted gain(1), of a generalized link
noted |, whose transmitter node, noted v, is able to
activate said generalized link | over afrequency band
noted fj, as follows :

gain () over frequency band fj = weight of gen-
eralized link | over fj - loss(v)

wherein the weight of a generalized link is de-
fined by the multiplication of the queue-length
of the transmitter node of the generalized link
and the physical-layer data rate of the general-
ized link in the frequency band of said general-
ized link, said queue-length corresponding to
the number of packets awaiting for transmission
by the transmitter node of the corresponding
generalized link, and

wherein loss(v) is a loss value of the transmitter
node v which is computed as follows:

Case-1: if there exists some other active
generalized link denoted I for which vis also
a transmitter node over frequency band fj,
then loss(v) is set equal to the weight of gen-
eralized link I over said frequency band fj ;
Case-2: if condition of Case-1 does not hold
and if there is a spare transmitter radio sys-
tem atnode v, then loss(v) is setequal to O ;
Case-3: if the conditions of Case-1 and
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Case-2do nothold, then loss(v) is setto the
minimum weight of all active generalized
links over all frequency bands for which v is
the transmitter node.

A node according to any one of claims 1 to 6 com-
bined with claim 2, wherein said node comprises list
maintaining means configured to maintain three lists
of generalized links, namely HP list containing HP
generalized links, MP list containing MP generalized
links and LP list containing LP generalized links.

A node according to claim 7, wherein said prioritized
CSMA based MAC scheduling protocol module
(203) is configured to, whenever said or one of said
data radio system(s) of said node becomes free, per-
forming the steps of :

- visiting the lists in order of priority and pick the
first inactive generalized link that has non-zero
queue length ;

- making said data radio system switch to the
selected generalized link’s frequency band and
assess if the channel is free ;

- if said channel is free, transmitting a Request
to Send message, called RTS message, over
the control channel at a time slot selected uni-
formly:

between [0 ; CW/2 - 1] if said generalized
link that has been picked is an HP general-
ized link,

between [CW/2; 3CW/4 - 1] if said general-
ized link that has been picked isan MP gen-
eralized link,

and between [3CW/4;CW - 1] if said gener-
alized link that has been picked is an LP
generalized link,

CW being a predetermined size of a con-
tention window;

said RTS message containing the following
information :

(i) the identity of the receiver node of
the picked generalized link and the cor-
responding frequency band, and

(ii) queue length of said picked gener-
alized link.

A node according to claim 8, wherein said prioritized
CSMA based MAC scheduling protocol module
(203) is also configured to command transmission
over:

- a HP generalized link during a constant time
interval, denoted TXOPT, if contention has been
won by said HP generalized link,

- over a MP generalized link, respectively a LP
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10

10.

1.

12.

13.

generalized link, during one packet duration if
contention has been won by said MP general-
ized link, respectively said LP generalized link.

A wireless network comprising a group of nodes
(v1, ...,v7) according to any one of claims 1 to 9.

A wireless network according to claim 10, wherein
said group of nodes also includes at least one node
(v2), called leader node, according to any one of
claims 1 to 19 combined with claim 3, the other nodes
(v1, v3) of said group being called follower nodes,
said leader node (v2) being configured to broadcast
messages over the control channel containing iden-
tities of generalized links which are assigned high
priority,

followers nodes of said group being configured to
listen to said broadcast messages.

A wireless network according to any one of claims
10 or 11, each node of the group being according to
claim 2, wherein each node comprises list maintain-
ing means configured to maintain three lists of gen-
eralized links, namely HP list containing HP gener-
alized links, MP list containing MP generalized links
and LP list containing LP generalized links.

A wireless network according to claim 12, wherein
prioritized CSMA based MAC scheduling protocol
module (203) of each node is configured to, when-
ever said or one of said data radio system(s) of said
node becomes free, performing the steps of :

- visiting the lists in order of priority and pick the
first inactive generalized link that has non-zero
queue length ;

- making said data radio system switch to the
selected generalized link’s frequency band and
assess if the channel is free ;

- if said channel is free, transmitting a Request
To Send message, called RTS message, over
the control channel at a time slot selected uni-
formly:

between [0; CW/2 - 1] if said generalized
link that has been picked is an HP general-
ized link,

between [CW/2; 3CW/4 - 1] if said general-
ized link that has been picked is an MP gen-
eralized link,

and between [3CW/4;CW - 1] if said gener-
alized link that has been picked is an LP
generalized link,

CW being a predetermined size of a con-
tention window ;

said RTS message containing the following
information :

Samsung Ex. 1004, Page 421 of 560



14.

15.

19 EP 2 555 578 A1

(i) the identity of the receiver node of
the picked generalized link and the cor-
responding frequency band, and

(ii) queue length of said picked gener-
alized link ;

said receiver node being configured to, after receiv-
ing said RTS message, respond with a Clear to Send
message, called CTS message, if said receiver node
and frequency band are available, said CTS mes-
sage echoing the information contained in the RTS
message.

Method for communicating data through a wireless
network comprising a plurality of nodes, each node
having at least one, preferably two, frequency agile
transmitter/receiver radio system(s), called data ra-
dio system(s), allowing said node to communicate
with at least another node (v1) of said wireless net-
work over different selectable frequency bands, said
node (v2) and said other node (v1) which are able
to communicate over different selected frequency
bands forming generalized links, a general link being
defined as a link formed by a frequency agile trans-
mitter radio system of a node (v2), called transmitter
node, and a frequency agile receiver radio system
of another node (v1), called receiver node, and a
frequency band over which said link is able to com-
municate, each node having also atleast one control
radio system for exchanging control messages with
said at least another node (v1) of said wireless net-
work over a control frequency band different from
the frequency band used by said at least one data
radio system,

said method also comprising the steps of :

- dividing a set of generalized links in at least
high priority generalized links, called HP gener-
alized link, and low priority generalized links,
called LP generalized link,

- making said generalized links contend for a
channel corresponding to their frequency band
by executing a CSMA based MAC scheduling
protocol so that an HP generalized link loses
channel access trough a contention resolution
only to another HP generalized link.

A method according to claim 14 wherein the step of
dividing also comprises dividing said set of general-
ized links in medium priority generalized links, called
MP generalized links,

CSMA based MAC scheduling protocol being also
configured to ensure that a MP generalized link loses
channel access trough a contention resolution only
to an HP generalized link or to another MP general-
ized link.
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Description
FIELD:
[0001] The field of the invention relates to wireless

communication, and more particularly to configuring a
mobile wireless hotspot in a wireless network.

BACKGROUND:

[0002] Modem society has adopted, and is becoming
reliant upon, wireless communication devices for various
purposes, such as connecting users of the wireless com-
munication devices with other users. Wireless commu-
nication devices can vary from battery powered handheld
devices to stationary household and/or commercial de-
vices utilizing an electrical network as a power source.
Due to rapid development of the wireless communication
devices, a number of areas capable of enabling entirely
new types of communication applications have emerged.
[0003] Cellular networks facilitate communication over
large geographic areas. These network technologies
have commonly been divided by generations, starting in
the late 1970s to early 1980s with first generation (1G)
analog cellular telephones that provided baseline voice
communications, to modern digital cellular telephones.
GSM is an example of a widely employed 2G digital cel-
lular network communicating in the 900 MHZ/1.8 GHZ
bands in Europe and at 850 MHz and 1.9 GHZ in the
United States. While long-range communication net-
works, like GSM, are a well-accepted means for trans-
mitting and receiving data, due to cost, traffic and legis-
lative concerns, these networks may not be appropriate
for all data applications.

[0004] Short-range communication technologies pro-
vide communication solutions that avoid some of the
problems seen in large cellular networks. Bluetooth™ is
an example of a short-range wireless technology quickly
gaining acceptance in the marketplace. In addition to
Bluetooth™ other short-range communication technolo-
gies include Bluetooth™ Low Energy, IEEE 802.11 wire-
less local area network (WLAN), Wireless USB, ZigBee
(IEEE 802.15.4, IEEE 802.15.4a), and ultra high frequen-
cy radio frequency identification (UHF RFID) technolo-
gies. All of these wireless communication technologies
have features and advantages that make them appropri-
ate for various applications.

[0005] Near field communication technologies, such
as radio frequency identification (RFID) technologies,
comprise a range of RF transmission systems, for exam-
ple standardized and proprietary systems for a large
number of different purposes, such as product tagging
for inventory handling and logistics, theft prevention pur-
poses at the point of sale, and product recycling at the
end of the life-cycle of the tagged product. In addition to
RFID technologies, Near Field Communication (NFC)
technology has recently evolved from a combination of
existing contactless identification and interconnection
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technologies. NFC is both a "read" and "write" technolo-
gy. Communication between two NFC-compatible devic-
es occurs when they are brought within close proximity
of each other: A simple wave or touch can establish an
NFC connection that may be used to exchange specific
information for another communications protocol, which
may then be used to create an actual connection in the
other communications protocol, such as Bluetooth™ or
wireless local area network (WLAN).

[0006] US2012/115471 discloses systems, methods,
devices, and computer program products are described
for discontinuous transmissions in a wireless communi-
cations system. In one example, a femtocell uses out-of-
band (OOB) signals to detect the presence of user equip-
ment (UEs) in a femtocell coverage area. In response to
the detection, the femtocell may transmit in-band signals
to facilitate communication with and registration of the
detected UE. The femtocell may then perform discontin-
uous in-band transmissions to the registered UE.

SUMMARY:

[0007] Example method, apparatus, and computer
program product embodiments are disclosed for config-
uring a mobile wireless hotspot in a wireless network.
[0008] Example embodiments of the invention include
a method comprising:

establishing, by an apparatus operating as a mobile
hotspotdevice, a control channel over a wireless out-
of-band communications medium with a wireless de-
vice, wherein said establishing of the control channel
with the wireless device comprises exchanging, via
the wireless out-of-band communications medium,
at least out-of-band pairing information, or shared
secret information; and

exchanging, by the apparatus operating as the mo-
bile hotspot device, over the established control
channel, by at least one of transmitting or receiving
in-band communications connectivity configuration
information to enable power saving features and op-
timize activity times in an in-band communications
tethering connection (58) with the wireless device in
an in-band communications medium, for relaying by
the apparatus operating as the mobile hotspot de-
vice, communications between the wireless device
and one or more entities in at least one of a wide
area communications network and/or a wireless lo-
cal area network provided by the apparatus operat-
ing as the mobile hotspot device.

[0009] Example embodiments of the invention include
the method further comprising:

receiving, by the apparatus operating as the mobile

hotspot device, over the control channel, a request
from the wireless device for the in-band communi-
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cations tethering connection for relaying, by the ap-
paratus operating as the mobile hotspotdevice, com-
munications between the wireless device and one
or more entities in at least one of the wide area com-
munications network and/or the wireless local area
network provided by the apparatus operating as the
mobile hotspot device;

performing, by the apparatus operating as the mobile
hotspot device, said exchanging over the control
channel, with the wireless device, of the in-band
communications connectivity configuration informa-
tion, in response to receiving the request; and

transitioning, by the apparatus operating as the mo-
bile hotspot device, from an in-band communications
idle state to an in-band communications active state
using the power saving features and optimized ac-
tivity times for the in-band communications tethering
connection, in response to receiving the request.

[0010] Example embodiments of the invention include
the method further comprising:

exchanging, by the apparatus operating as the mobile
hotspot device, over the control channel, with the wire-
less device, adjustments in the in-band communications
connectivity configuration information to modify at least
one of the power saving features and optimized activity
times in the in-band communications tethering connec-
tion with the wireless device.

[0011] Example embodiments of the invention include
the method further comprising:

transitioning, by the apparatus operating as the mobile
hotspot device, from the in-band communications active
state to the in-band communications idle state of the in-
band communications tethering connection, when no re-
quests are received from any wireless device for the in-
band communications tethering connection.

[0012] Example embodiments of the invention include
the method further comprising:

wherein the out-of-band communications medium
comprises one of a Bluetooth communications pro-
tocol, or a Bluetooth Low Energy communications
protocol, and the in-band communications medium
comprises a IEEE 802.11 communications protocol.
Example embodiments of the invention include a
method comprising:

establishing, by a wireless device, a control channel
over a wireless out-of-band communications medi-
um with an apparatus operating as a mobile hotspot
device, wherein said establishing of the control chan-
nel with the wireless device comprises exchanging,
via the wireless out-of-band communications medi-
um, at least out-of-band pairing information, or
shared secret information; and

10

15

20

25

30

35

40

45

50

55

exchanging, by the wireless device over the control
channel, with the apparatus operating as the mobile
hotspot device, by at least one of transmitting or re-
ceiving in-band communications connectivity config-
uration information to enable power saving features
and optimize activity times in an in-band communi-
cations tethering connection with the apparatus op-
erating as the mobile hotspot device in an in-band
communications medium.

[0013] Example embodiments of the invention include
the method further comprising:

transmitting, by the wireless device, over the control
channel, a request to the apparatus operating as the
mobile hotspot device for the in-band communica-
tions tethering connection;

performing, by the wireless device, said exchanging
over the control channel, with the apparatus operat-
ing as the mobile hotspot device, of the in-band com-
munications connectivity configuration information;
and

establishing, by the wireless device, the in-band
communications tethering connection with the appa-
ratus operating as the mobile hotspot device, using
the power saving features and optimized activity
times for the in-band communications tethering con-
nection.

[0014] Example embodiments of the invention include
a computer program comprising computer readable pro-
gram code configured to cause performing any of the
preceding methods when said program is run on a com-
puter.

[0015] Example embodiments of the invention include
an apparatus operable as a mobile hotspot device, com-
prising:

means for establishing a control channel over a wire-
less out-of-band communications medium with a
wireless device, wherein said means for establishing
the control channel with the wireless device compris-
es means for exchanging, via the wireless out-of-
band communications medium, at least out-of-band
pairing information, or shared secret information;
and

means for exchanging over the control channel, with
the wireless device, by at least one of transmitting
or receiving in-band communications connectivity
configuration information to enable power saving
features and optimize activity times in an in-band
communications tethering connection with the wire-
less device in an in-band communications medium,
for relaying by the apparatus, communications be-
tween the wireless device and one or more entities
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in at least one of a wide area communications net-
work and/or a wireless local area network provided
by the apparatus.

[0016] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for receiving over the control channel, a re-
quest from the wireless device for the in-band com-
munications tethering connection for relaying by the
apparatus, communications between the wireless
device and one or more entities in at least one of the
wide area communications network and/or the wire-
less local area network provided by the apparatus;

means for performing said exchanging over the con-
trol channel, with the wireless device, of the in-band
communications connectivity configuration informa-
tion, in response to receiving the request; and

means for transitioning from an in-band communi-
cations idle state to an in-band communications ac-
tive state using the power saving features and opti-
mized activity times for the in-band communications
tethering connection, in response to receiving the
request.

[0017] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for exchanging over the control channel, with the
wireless device, adjustments in the in-band communica-
tions connectivity configuration information to modify at
least one of the power saving features and optimized
activity times in the in-band communications tethering
connection with the wireless device.

[0018] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device, fur-
ther comprising:

means for transitioning from the in-band communications
active state to the in-band communications idle state of
the in-band communications tethering connection, when
no requests are received from any wireless device, for
an in-band communications tethering connection
[0019] Example embodiments of the invention include
the apparatus operable as a mobile hotspot device,
wherein the out-of-band communications medium com-
prises one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol, and the
in-band communications medium comprises a IEEE
802.11 communications protocol.

[0020] Example embodiments of the invention include
an apparatus comprising:

means for establishing a control channel over a wire-
less out-of-band communications medium with an
apparatus operating as a mobile hotspot device,
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wherein said means for establishing the control
channel with the apparatus operating as the mobile
hotspot device comprises means for exchanging, via
the wireless out-of-band communications medium,
at least out-of-band pairing information, or shared
secret information; and

means for exchanging over the control channel, with
the apparatus operating as the mobile hotspot de-
vice, by at least one of transmitting or receiving in-
band communications connectivity configuration in-
formation to enable power saving features and opti-
mize activity times in an in-band communications
tethering connection with the apparatus operating
as the mobile hotspot device in an in-band commu-
nications medium.

[0021] The resulting embodiments configure a mobile
wireless hotspot in a wireless network.

DESCRIPTION OF THE FIGURES:

[0022]

Figure 1 is an example network diagram of a mobile
wireless hotspot device A and the other wireless de-
vice B, exchanging the Bluetooth MAC address of
the hotspot device, the Bluetooth MAC address of
the wireless device, Bluetooth pairing information,
and shared secret for establishing the control chan-
nel, in accordance with example embodiments of the
invention.

Figure 1A is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1, establishing the Bluetooth con-
trol channel, in accordance with example embodi-
ments of the invention.

Figure 1B is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1A, receiving, by the mobile
hotspot device, over the control channel, a request
from the wireless device for a WLAN tethering con-
nection for relaying by the mobile hotspot device,
communications between the wireless device and
the cellular telephone network, in accordance with
example embodiments of the invention.

Figure 1C is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1B, exchanging over the control
channel, by at least one of transmitting or receiving
WLAN connectivity configuration information to en-
able power saving features and optimize activity
times in A WLAN tethering connection with the wire-
less device, for relaying by the mobile hotspot de-
vice, communications between the wireless device
and a cellular telephone network, in accordance with
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example embodiments of the invention.

Figure 1D is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure 1C, transitioning, by the mobile
hotspot device, from a WLAN idle state to a WLAN
active state using the power saving features and op-
timized activity times for the WLAN tethering con-
nection, in response to receiving the request, in ac-
cordance with example embodiments of the inven-
tion.

Figure 1E is an example network diagram of the mo-
bile wireless hotspot device A and the other wireless
device B of Figure ID, exchanging adjustments in
the WLAN connectivity configuration information to
modify at least one of the power saving features and
optimized activity times in the WLAN tethering con-
nection, in accordance with example embodiments
of the invention.

Figure 1F is an example network diagram of the mo-
bile wireless hotspot device A of Figure 1E, transi-
tioning, by the mobile hotspot device, from the WLAN
active state to the WLAN idle state of the WLAN teth-
ering connection, when no requests are received
from any wireless device, for a WLAN tethering con-
nection for relaying by the mobile hotspot device,
communications between the any wireless device
and a cellular telephone network, in accordance with
example embodiments of the invention.

Figure 1G is an example flow diagram of the opera-
tion of the mobile hot spot device, wherein tethering
is active until there are no active clients and then it
goes into the idle state and may check that its control
radio is turned on and that all connected clients sup-
port the power save feature. After receiving a teth-
ering request from a client, it turns on mobile tether-
ing and may also inform the client that it is up and
running, in accordance with example embodiments
of the invention.

Figure 2A is an example functional block diagram of
the mobile wireless hotspot device A and the other
wireless device B of Figure 1D, exchanging adjust-
ments in the WLAN connectivity configuration infor-
mation over the Bluetooth control channel, to modify
at least one of the power saving features and opti-
mized activity times in the WLAN tethering connec-
tion, in accordance with example embodiments of
the invention.

Figure 2B is an example functional block diagram of
the mobile wireless hotspot device A and the other
wireless device B of Figure 2A, exchanging adjust-
ments in the WLAN connectivity configuration infor-
mation over the Near Field Communications (NFC)
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control channel or another local connectivity channel
having low power, to modify at least one of the power
saving features and optimized activity times in the
WLAN tethering connection, in accordance with ex-
ample embodiments of the invention.

Figure 3Ais an example flow diagram of the process
performed by mobile hotspot device, in accordance
with example embodiments of the invention.

Figure 3B is an example flow diagram of the process
performed by the other wireless device, in accord-
ance with example embodiments of the invention.

Figure 4 illustrates an example embodiment of the
invention, wherein examples of removable storage
media are shown, based on magnetic, electronic
and/or optical technologies, such as magnetic disks,
optical disks, semiconductor memory circuit devices
and micro-SD memory cards (SD refers to the Se-
cure Digital standard) for storing data and/or com-
puter program code as an example computer pro-
gram product, in accordance with at least one em-
bodiment of the present invention.

DISCUSSION OF EXAMPLE EMBODIMENTS OF THE
INVENTION:

[0023] This section is organized into the following top-
ics:

A. Wireless Short-Range Communication Networks

B. Connection Formation Between Bluetooth™ De-
vices

C. WLAN Communication Technology
1, IEEE 802.11 WLAN

2. Wi-Fi Protected Setup / Wi-Fi Simple Config-
uration (WSC)

3. Authentication in Wi-Fi Protected Setup / Wi-
Fi Simple Configuration

4. Wi-Fi Direct - Software Access Points
D. Near-Field Communication (NFC) Technology
E. Power Save Control For Tethering Connections

A. Wireless Short-Range Communication Networks

[0024] Short-range communication technologies pro-
vide communication solutions appropriate for many data
applications, without the cost, traffic and legislative con-
cerns of longer-range communication technologies.
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Short-range communication technologies include Blue-
tooth basic rate/enhanced data rate (BR/EDR), Bluetooth
Low Energy (LE), IEEE 802.11 wireless local area net-
work (WLAN), Wireless Universal Serial Bus (WUSB),
ZigBee (IEEE 802.15.4, IEEE 802.15.4a), and near field
communication technologies, such as radio frequency
identification (RFID) and near field communication (NFC)
technology that enable contactless identification and in-
terconnection of wireless devices.

B. Connection Formation Between Bluetooth™ De-
vices

[0025] A procedure for forming connections between
Bluetooth™ devices is described in the Bluetooth™
Specification, Version 4, June 30, 2010. The Bluetooth™
Baseband is the part of the Bluetooth™ system that im-
plements the Media Access Control (MAC) and physical
layer procedures to support the connection formation,
exchange of data information streams, and ad hoc net-
working between Bluetooth™ devices. Connection for-
mation may include inquiry, inquiry scanning, inquiry re-
sponse, in addition to paging, page scanning, and page
response procedures.

1. Inquiry

[0026] Inquiry is a procedure where a Bluetooth™ de-
vice transmits inquiry messages and listens for respons-
es in order to discover the other Bluetooth™ devices that
are within the coverage area and set discoverable. Blue-
tooth™ devices use the inquiry procedure to discover
nearby devices, or to be discovered by devices in their
locality. A Bluetooth™ device that tries to find other near-
by devices is known as an inquiring device and actively
sends inquiry requests. Bluetooth™ devices that are
available to be found are known as discoverable devices,
listen or scan for these inquiry requests, and send re-
sponses. The inquiry procedure uses dedicated physical
channels for the inquiry requests and responses. The
inquiry procedure does not make use of any of the archi-
tectural layers above the physical channel, although a
transient physical link may be considered to be present
during the exchange of inquiry and inquiry response in-
formation.

[0027] Bluetooth™ devices communicate with one an-
other over a total bandwidth of 80 MHz divided into 79
physical channels of 1MHz each. An inquiring device
wanting to discover other devices repetitively probes a
first set of 16 frequencies, probing two frequencies every
625 microseconds. It repeats this at least 256 times.
Then, it repetitively probes a second set of 16 frequen-
cies. The inquiring device will repeat entire cycle at least
two times. Of the 79 radio carriers, 32 are considered
wake-up carriers and the inquiring device Broadcasts in-
quiry packets on these 32 carrier frequencies.

[0028] During the inquiry procedure, the master trans-
mits inquiry messages with the general or dedicated in-
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quiry access code. The timing for inquiry is the same as
for paging. Theidentity or ID packet consists of the inquiry
access code (IAC). It has a fixed length of 68 bits. The
receiver uses abitcorrelator to match the received packet
to the known bit sequence of the ID packet. In order to
discover other devices a device may enter inquiry sub-
state. In this substate, it may repeatedly transmit the in-
quiry message (ID packet) at different hop frequencies.
The inquiry hop sequence is derived from the Lower Ad-
dress Part (LAP) of the General Inquiry Access Code
(GIAC). Thus, even when dedicated inquiry access
codes (DIACs) are used, the applied hopping sequence
is generated from the GIAC LAP. A device that allows
itself to be discovered, should regularly enter the inquiry
scan substate to respond to inquiry messages. During
the inquiry substate, the discovering device may collect
the Bluetooth™ device Addresses of all devices that re-
spond to theinquiry message. In addition, the discovering
device also collects extended information (e.g. local
name and supported services) from devices that respond
with an extended inquiry response packet. It may then,
if desired, make a connection to any one of the discov-
ered devices by means of the page procedure described
below. The inquiry message broadcast by the source
does not contain any information about the source. How-
ever, it may indicate which class of devices should re-
spond. There is one general inquiry access code (GIAC)
to inquire for any device, and a number of dedicated in-
quiry access codes (DIAC) that only inquire for a certain
type of device. The inquiry access codes are derived from
reserved Bluetooth™ device addresses. There is only
one DIAC defined in the Bluetooth™ Specification, and
it is called the Limited Inquiry Access Code (LIAC). The
LIAC is only intended to be used for limited time periods
in scenarios where both devices have been explicitly
caused to enter this state, usually by user action.

[0029] Inquiryscanis aprocedure where aBluetooth™
device listens forinquiry messagesreceived onits inquiry
scan physical channel. A device using one of its inquiry
scan channels remains passive for duration of the inquiry
scan window on that channel until it receives an inquiry
message on this channel from another Bluetooth™ de-
vice. This is identified by the appropriate inquiry access
code. If the inquiry scanning device receives an inquiry
message during scan window it will then follow the inquiry
response procedure to return a response to the inquiring
device. The inquiry scan substate is very similar to the
page scan substate. However, instead of scanning for
the device’s device Access code, the receiver should
scan for the inquiry access code long enough to com-
pletely scan for 16 inquiry packets. The inquiry procedure
uses 32 dedicated inquiry hop frequencies according to
the inquiry hopping sequence. These frequencies are de-
termined by the general inquiry address. The phase is
determined by the native clock of the device carrying out
the inquiry scan. Instead of, or in addition to, the general
inquiry access code, the device may scan for one or more
dedicated inquiry access codes. However, the scanning
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may follow the inquiry scan hopping sequence deter-
mined by the general inquiry address. The inquiry scan
interval may be less than or equal to 2.56 s.

2. Inquiry Response

[0030] Aninquiry response packet(FHS)is transmitted
from the slave to the master after the slave has received
an inquiry message. This packet contains information
necessary for the inquiring master to page the slave and
follows 625 microseconds after the receipt of the inquiry
message. The inquiry response packetis received by the
master at the hop frequency when the inquiry message
received by the slave was first in the master-to-slave slot.
The slave response substate for inquiries differs com-
pletely from the slave response substate applied for pag-
es. When the inquiry message is received in the inquiry
scan substate, the recipient shall return an inquiry re-
sponse (FHS) packet containing the recipient’'s device
Address (BD_ADDR) and other parameters. If the recip-
ient has non-zero extended inquiry response data to
send, it may return an extended inquiry response packet
after the FHS packet. On the first inquiry message re-
ceived in the inquiry scan substate the slave may enter
the inquiry response substate. If the slave has non-zero
extended inquiry response data to send it may return an
FHS packet, with the extended inquiry response bit set
to one, to the master 625 microseconds after the inquiry
message was received. It may then return an extended
inquiry response packet 1250 microseconds after the
start of the FHS packet. If the slave’s extended inquiry
response data is all zeroes the slave may only return an
FHS packet with the extended inquiry response bit set
to zero.

[0031] A contention problem could arise when several
devices are in close proximity to the inquiring device or
master and allrespond to aninquiry message atthe same
time. However, because every device has a free running
clock it is highly unlikely that they all use the same phase
of the inquiry hopping sequence. In order to avoid repeat-
ed collisions between devices that wake up in the same
inquiry hop channel simultaneously, a device will back-
off for a random period of time. Thus, if the device re-
ceives an inquiry message and returns an FHS packet,
it will generate a random number, RAND, between 0 and
MAX_RAND. For scanning intervals greater than or
equal to 1.28 seconds MAX_RAND will be 1023, howev-
er, for scanning intervals less than 1.28s MAX_RAND
may be as small as 127. A profile that uses a DIAC may
choose to use a smaller MAX_RAND than 1023 even
when the scanning interval is greater than or equal to
1.28s. The slave will return to the CONNECTION or
STANDBY state for the duration of at least RAND time
slots. Before returning to the CONNECTION and
STANDBY state, the device may go through the page
scan substate. After at least RAND slots, the device will
add an offset of 1 to the phase in the inquiry hop sequence
(the phase has a 1.28 second resolution) and return to
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the inquiry scan substate again. If the slave is triggered
again, it will repeat the procedure using a new RAND.
The offset to the clock accumulates each time an FHS
packet is returned. During a period when the inquiry de-
vice is broadcasting inquiry packets, a slave may respond
multiple times, but on different frequencies and at differ-
ent times. Reserved synchronous slots should have pri-
ority over response packets; that is, if a response packet
overlaps with a reserved synchronous slot, it will not be
sent, but the next inquiry message is awaited. If a device
has extended inquiry response data to send, but the ex-
tended inquiry response packet overlaps with a reserved
synchronous slot, the FHS packet may be sent with the
EIR bit set to zero.

[0032] The messaging during the inquiry routines is
summarized as follows:

In step 1, the master transmits an inquiry message
using the inquiry access code and its own clock.

In step 2, the slave responds with the FHS packet
containing the slave’s Bluetooth™ device Address,
native clock and other slave information. This FHS
packet is returned at times that tend to be random.
The FHS packet is not acknowledged in the inquiry
routine, but it is retransmitted at other times and fre-
quencies as long as the master is probing with inquiry
messages.

In step 3, if the slave has non-zero extended inquiry
response data, it sends an extended inquiry re-

sponse packet to the master.

3. Extended Inquiry Response

[0033] An Extended Inquiry Response may be used to
provide miscellaneous information during the inquiry re-
sponse procedure. Data types are defined for such things
as local name and supported services, information that
otherwise would have to be obtained by establishing a
connection. A device that receives a local name and a
list of supported services in an extended inquiry response
does not have to connect to do a remote name request
and a service discovery protocol (SDP) service search,
thereby shortening the time to useful information. If the
slave transmits an extended inquiry response packet, it
is transmitted 1250 microseconds after the start of the
inquiry response packet. The extended inquiry response
packet is received by the master at the hop frequency
when the inquiry message received by the slave was first
in the master-to-slave slot. The extended inquiry re-
sponse packet is an Asynchronous Connection-oriented
Logical transport (ACL) data medium rate (DM) packet
with type DM1, DM3, DM5, DH1, DH3 or DH5. To mini-
mize interference it is recommended to use the shortest
packet that is capable of containing the data. The packet
is sent on the same frequency as the (frequency hop
synchronization) FHS packet, 1250 microseconds after
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the start of the FHS packet. In the packet header, the
logical transport address (LT_ADDR) may be set to zero.
TYPE may be one of DM1, DM3, DM5, DH1, DH3 or
DH5. FLOW, ARQN and SEQN may all be set to zero
and ignored during receipt. (ARQN is automatic repeat
address acknowledgement indication and SEQN is se-
quential numbering scheme.) The header error check
(HEC) linear feedback shift register (LFSR) may be ini-
tialized with the same default check initialization (DCI)
as for the FHS packet. In the payload header, logical link
identifier (LLID) may contain the value 10 (start of a log-
ical link control and adaptation control (L2CAP) message
or no fragmentation). FLOW may be set to zero and ig-
nored upon receipt. The length of the payload body
(LENGTH) may be smaller than or equal to 240 bytes.
The cyclic redundancy check (CRC) linear feedback shift
register (LFSR) may be initialized with the same DCI as
for the FHS packet. The data whitening LFSR may be
initialized with the same value as for the FHS packet.
The length of the payload body (LENGTH) may be small-
er than or equal to 240 bytes. The CRC LFSR may be
initialized with the same DCI as for the FHS packet. The
data whitening LFSR may be initialized with the same
value as for the FHS packet. The payload data has two
parts, a significant part followed by a non-significant part.
The significant part contains a sequence of data struc-
tures. The non-significant part contains all zero octets.
The baseband may not change any octets in the signifi-
cant part. When transmitting data, the non-significant part
octets may be omitted from the payload. A device may
store a single extended inquiry response packet. This
packet may be used with all inquiry access codes (IACs).

4. Page

[0034] Page is the initial phase of the connection pro-
cedure where a device transmits a train of page messag-
es until a response is received from the target device, is
stopped by host or a timeout occurs. Page scan is a pro-
cedure where a device listens for page messages re-
ceived on its page scan physical channel. In forming a
connection, the paging device will become the master
and the page scan device will become the slave in a
piconet. Initially, after the slave has received an inquiry
message, an inquiry response packetis transmitted from
the slave to the master. The inquiry response packet sent
from the slave contains information necessary for the in-
quiring master to page the slave, such as Bluetooth™
device Address of the slave device. The necessary in-
formation may be received by other means, such as Out-
Of-Band pairing. Also the page is not away always pre-
ceded with inquiry, because the address may be known
beforehand (for example saved from previous connec-
tions). In the paging procedure, the Bluetooth™ device
that will become the master carries out a page procedure
by transmitting page messages in connection request
packets to the specified Bluetooth™ slave device that
carries out a page scanning procedure to listen for con-
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nection request packets from the paging device. A con-
nectable Bluetooth™ device listens for a page request
on its page scan channel and, once received, enters into
asequence of exchanges with the paging device. In order
for a device to connect to another device, it performs
frequency hopping all page scan channel frequencies,
sending a page request on each frequency and listening
for a response. The page scan channel uses an access
code derived from the scanning device’s Bluetooth™ de-
vice Address BD_ADDR to identify communications on
the channel. The page scan channel uses a slower hop-
ping rate than the hop rate of the paging device, using
the Bluetooth™ device clock of the scanning device as
an input. A device listening on its page scan channel
remains passive until it receives a page request from
another Bluetooth™ device, identified by the page scan
channel access code. The two devices will then follow
the page procedure to form a connection where the pag-
ing device is the master and the page scan device is the
slave in a piconet. In order for a paging device to connect
to another Bluetooth™ device, it uses the page scan
channel of the target device in order to send page re-
quests. If the paging device does not know the phase of
the target device’s page scan channel, it does not know
the current hop frequency of the target device. Therefore,
the paging device transmits page requests on each of
the page scan hop frequencies and listens for a page
response. This is done at a faster hop rate, allowing the
paging device to cover all page scan frequencies in a
short period of time. The paging device may have some
knowledge of the target device’s Bluetooth™ clock, such
as indicated during a previous inquiry transaction be-
tween the two devices, and may be able to predict the
phase of the target device’s page scan channel. It may
use this information to optimize the synchronization of
the paging and page scanning process and speed up the
formation of the connection.

5. Service Discovery Protocol (SDP)

[0035] Bluetooth devices are designed to find other
Bluetooth devices within their radio communications
range and to discover what services they offer, using a
service discovery protocol (SDP). The SDP searching
function relies on links being established between the
requesting Bluetooth device in a client role and the re-
sponding Bluetooth device in a server role. Once a link
has been established, it can be used to find out about
services in the responding Bluetooth device and how to
connect to them.

[0036] Service Discovery Protocol (SDP) is used to al-
low devices to discover what services each other support,
and what parameters to use to connect to them. For ex-
ample, when connecting a mobile phone to a Bluetooth
headset, SDP will be used to determine which Bluetooth
profiles are supported by the headset (headset profile,
hands free profile, advanced audio distribution profile,
etc.) and the protocol multiplexor settings needed to con-
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nect to each of them. Each service is identified by a Uni-
versally Unique Identifier (UUID), with official services
(Bluetooth profiles) assigned a short form UUID (16 bits
rather than the full 128).

C. WLAN Communication Technology

1. |IEEE 802.11 WLAN

[0037] The IEEE 802.11 standard specifies methods
and techniques of an exemplary wireless local area net-
work (WLAN) operation, examples include the IEEE
802.11b and 802.11g wireless local area network spec-
ifications, which have been a staple technology for tra-
ditional WLAN applicationsinthe 2.4 GHzISM band. The
various amendments to the IEEE 802.11 standard were
consolidated for IEEE 802.11a, b, d, e, g, h,i,j, k, n, r,
s, U, v, and z protocols, into the base standard IEEE
802.11-2012, Wireless Medium Access Control (MAC)
and Physical Layer (PHY) Specifications, February 2012
(incorporated herein by reference). Since then, emerging
broadband applications have stimulated interest in de-
veloping very high-speed wireless networks for short
range communication, for example, the planned IEEE
802.11ac, and the planned IEEE 802.11ad WLAN spec-
ifications that are to provide a very high throughput in
higher frequency bands. Applications of these IEEE
802.11 standards include products such as consumer
electronics, telephones, personal computers, and ac-
cess points for both for home and office.

[0038] An IEEE 802.11 WLAN may be organized as
an independent basic service set (IBSS) or an infrastruc-
ture basic service set (BSS). The access point (AP) in
an infrastructure basic service set (BSS) IEEE 802.11
WLAN network, is a central hub that must relay all com-
munication between the mobile wireless devices (STAs)
in aninfrastructure BSS. If a STA in an infrastructure BSS
wishes to communicate a frame of data to a second STA,
the communication must take two hops. First, the origi-
nating STA transfers the frame to the AP. Second, the
AP transfers the frame to the second STA. In an infra-
structure BSS, the AP either transmits Beacons or re-
sponds to probes received from STAs for discover pur-
poses. After a possible authentication of a STA that is
conducted by the AP, an association occurs between the
AP and a STA enabling data traffic to be exchanged with
the AP. The Access Point (AP) in an Infrastructure BSS
may bridge traffic out of the BSS onto a distribution net-
work.

[0039] The IEEE 802.11 WLAN uses two types of
transmission: Distributed Coordination Function (DCF)
and Point Coordination Function (PCF). DCF employs
Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). Every packet sent is positively acknowl-
edged by the receiver. A transmission begins with a Re-
quest to Send (RTS) and the receiver responds with a
Clear to Send (CTS). The channel is cleared by these
two messages, since all STAs that hear the CTS will sup-
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press their own start of a transmission. Then when data
packets are transmitted, each has a Network Allocation
Vector (NAV) containing a duration value to reserve the
channel for the sender and receiver for an interval after
the current packet, equal to the NAV duration. The value
of the NAV decrements with the passage of time. Once
the sender and receiver have reserved the channel, they
may hold it for the remaining duration of the NAV value.
The last acknowledgement packet (ACK) contains a NAV
value of zero, to immediately release the channel. The
Point Coordination Function (PCF) is a polling method
among the STAs of the BSS, which is coordinated by the
access point.

[0040] |EEE 802.11 authentication operates at the link
level between IEEE 802.11 STAs. IEEE Std 802.11 at-
tempts to control LAN access via the authentication serv-
ice. IEEE 802.11 authentication is a station service that
may be used by all STAs to establish their identity to
STAs with which they communicate in both infrastructure
and IBSS networks. If a mutually acceptable level of au-
thentication has notbeen established between two STAs,
then an association is not established. IEEE 802.11 de-
fines two authentication methods: Open System authen-
tication and Shared Key authentication. Open System
authentication admits any STA to the distribution system.
Shared Key authentication relies on wired equivalent pri-
vacy to demonstrate knowledge of an encryption key.
The IEEE 802.11 authentication mechanism also allows
definition of new authentication methods. A robust secu-
rity network association (RSNA) supports authentication
based on IEEE 802.1X-2004, or preshared keys (PSKs).
IEEE 802.1X authentication utilizes the Extensible Au-
thentication Protocol (EAP) (IETF RFC 3748-2004) to
authenticate STAs and an authentication server (AS) with
one another. In IEEE 802.1X, a STA being authenticated
and the authenticator device exchange protocol informa-
tion via the IEEE 802.1X Uncontrolled Port. The IEEE
802.1X Controlled Port is blocked from passing general
data traffic between two STAs until an IEEE 802.1X au-
thentication procedure completes successfully over the
IEEE 802.1X Uncontrolled Port.

[0041] The access point (AP) in an infrastructure BSS
assists those mobile wireless devices (STAs) attempting
to save power. The legacy IEEE 802.11e Wireless LAN
standards provides for support of low power operation in
handheld and battery operated STAs, called automatic
power save delivery (APSD). A STA capable of APSD
and currently in the power saving mode, will wake up at
predetermined beacons received from the AP to listen to
a Traffic Indication Map (TIM). If existence of buffered
traffic waiting to be sent to the STA is signaled through
the TIM, the STA will remain awake until AP sends out
all the data. The STA does not need to send a polling
signal to the AP to retrieve data, which is the reason for
the term "automatic” in the acronym APSD.

[0042] A Traffic Indication Map (TIM) is a field trans-
mitted in beacon frames, used to inform associated wire-
less client devices that the access point has buffered
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data waiting to be transmitted to them. Access points
buffer frames of data for wireless client devices while
they are sleeping in a low-power state. The access point
transmits beacons at a regular interval, the target beacon
transmission time (TBTT). The Traffic Indication Map
(TIM) information element in the periodically transmitted
beacon frame, indicates which wireless client devices
have buffered data waiting to be accessed in the access
point. Each frame of buffered data is identified by an as-
sociation identifier (AID) associated with a specific wire-
less client device. The AID is used to logically identify
the wireless client device to which buffered frames of
data are to be delivered. The traffic indication map (TIM)
contains a bitmap, with each bit relating to a specific as-
sociation identifier (AID). When data is buffered in the
access point for a particular association identifier (AID),
the bit is "1". If no data is buffered, the bit for the associ-
ation identifier (AID) is "0". Wireless client devices must
wake up and listen for the periodic beacon frames to re-
ceive the Traffic Indication Map (TIM). By examining the
TIM, a wireless client device may determine if the access
point has buffered data waiting for it. To retrieve the buff-
ered data, the wireless client device may use a power-
save poll (PS-Poll) frame. After transmitting the PS-Poll
frame, the client mobile station may stay awake until it
receives the buffered data or until the bit for its associa-
tion identifier (AID) in the Traffic Indication Map (TIM) is
no longer set to "1", indicating that the access point has
discarded the buffered data.

[0043] Two variations of the APSD feature are un-
scheduled automatic power save delivery (U-APSD) and
scheduled automatic power save delivery (S-APSD). In
U-APSD, the access point (AP) is always awake and
hence a mobile wireless device (STA) in the power save
mode may send a trigger frame to the AP when the STA
wakes up, to retrieve any queued data at the AP.. In S-
APSD, the AP assigns a schedule to a STA and the STA
wakes up, sends a power save poll packet to the AP in
order to retrieve from the AP any data queued. An AP
may maintain multiple schedules either with the same
STA or with different STAs in the infrastructure BSS net-
work. Since the AP is never in sleep mode, an AP will
maintain different scheduled periods of transmission with
different STAs in the infrastructure BSS network to en-
sure that the STAs get the maximum power savings.

2.Wi-FiProtected Setup/Wi-Fi Simple Configuration
(WSC)

[0044] Network setup for IEEE 801.11 WLANs has
been simplified by the Wi-Fi Protected Setup™ system
thatis included in most access points. The Wi-Fi Alliance
published the Wi-Fi Protected Setup (WPS) specification
1.0, Wi-Fi Protected Setup Specification, Version 1.0h,
December 2006 (incorporated herein by reference). The
Wi-Fi Simple Configuration (WSC) Specification, Version
2.0, December 20, 2010, (incorporated herein by refer-
ence), updates the Wi-Fi Protected Setup Specification,
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Version 1.0h. The acronym WSC, for Wi-Fi Simple Con-
figuration Specification, may be used interchangeably
with the_acronym WPS, for Wi-Fi Protected Setup. Wi-
Fi Protected Setup facilitates the initial setting up of IEEE
802.11 devices in a Wi-Fi infrastructure network so that
they may be more easily configured with security features
and so that that new Wi-Fi devices may be added to the
network. Wi-Fi Protected Setup allows access points to
be set up by entering a PIN. The Protected Setup system
uses this information to send data to a computer con-
nected to the access point, to complete the network set-
up. Wi-Fi Protected Setup defines new IEEE 802.11 in-
formation elements (IE) that are included in beacons,
probe requests and probe responses. The purpose of
these IEs is to advertise the presence of devices that are
capabile of performing Wi-Fi Protected Setup operations.
[0045] Initial discovery of Wi-Fi Simple Configuration
devices is accomplished using IEEE 802.11 Information
Elements in management frames (Beacon, Probe Re-
quest, and Probe Response). If the Enrollee decides to
pursue a connection to the network, it initiates an IEEE
802.1X/EAP connection for the Extensible Authentica-
tion Protocol (EAP)-based Registration Protocol. The Wi-
Fi Simple Configuration Information Element complies
with the IEEE 802.11 Information Element format and
indicates specific data necessary for network informa-
tion, capabilities and modes, to configure an Enrollee for
the wireless network and to report problems with the En-
rollee associating with a specified wireless network with
the supplied settings.

[0046] The Wi-FiProtected Setup 1.0 standard defines
three types of components in a network: a Registrar, an
Enrollee, and an Access Point (AP). A Registrar is a com-
ponent with the authority to issue and revoke credentials
to a network. A Registrar may be integrated into an AP
or it may be separate from the AP. An Enrollee is a com-
ponent seeking to join a wireless LAN network. An Au-
thenticator is an AP functioning as a proxy between a
Registrar and an Enrollee. A Registrar wireless device
configures the Enrollee wireless device, and the AP acts
as an Authenticator to proxy the relevant messages be-
tween the Registrar and the Enrollee. The messages ex-
changed in the session are a series of Extensible Au-
thentication Protocol (EAP) request/response messag-
es, ending with the Enrollee reconnecting to the network
with its new configuration. EAP is an authentication
framework defined in RFC 5247, for providing the trans-
port and usage of keying material and parameters need-
ed to establish a secure Wi-Fi network. The Wi-Fi Simple
Configuration Specification, Version 2.0, December 20,
2010, (incorporated herein by reference), updates the
Wi-Fi Protected Setup Specification, Version 1.0h.
[0047] A standalone AP that supports Wi-Fi Protected
Setup, includes a built-in Registrar and does not use an
external Registrar. In initial WLAN setup with Wi-Fi Pro-
tected Setup, when initializing in a standalone mode, a
Wi-Fi Protected Setup AP automatically chooses a ran-
dom SSID and channel. A standalone AP that includes
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a Wi-Fi Protected Setup Registrar, issues keys to Enroll-
ees via the Registration Protocol.

[0048] When an Enrollee is initialized, it looks for Bea-
cons from APs and sends probe requests with the WSC
information element (IE), into either selected networks
or into each network sequentially. It may also send probe
requests to each IEEE 802.11 channel with the WSC IE
included. Itlooks for the WSC IE in probe-responses that
it receives and can engage with one or more Registrars
to further discover Registrar capabilities and to see if the
user has selected a Registrar. The Enrollee may continue
looking for selected Registrar flags in Beacons, probe-
responses and any M2 messages and may cease scan-
ning when it finds a Registrar indicating that it is prepared
to configure the Enrollee.

[0049] The following example describes an example
in-band setup procedure using Wi-Fi Protected Setup for
adding Member devices using a Standalone AP/Regis-
trar. The user may convey the Enrollee’s device pass-
word to the AP/Registrar using keyboard entry or an out
-of-band channel with Near-Field Communication (NFC)
Connection Handover. This example does not show the
exchange of preliminary M1 and M2D messages that
may take place after the probe message exchange, be-
cause the Enrollee may be waiting for the user to config-
ure the AP/Registrar with the Enrollee’s device pass-
word.

1. The Enrollee sends its Discovery data in a probe
request to a Wi-Fi Protected Setup AP or ad hoc
wireless Registrar. The AP or wireless Registrar re-
sponds with its own Discovery data in the probe re-
sponse.

2. The user may be prompted to enter the Enrollee’s
device password into the AP/Registrar using a key-
pad interface or an out-of-band channel.

3. The Enrollee connects and initiates the IEEE
802.1X port-based Network Access Control proce-
dure for port-based authentication.

4. The Enrollee and Registrar exchange messages
M1 -M8 to provision the Enrollee.

5. The Enrollee disassociates and reconnects, using
its new WLAN authentication Credential. The Enroll-
ee is now connected to the network with its new con-
figuration.

3. Authentication in Wi-Fi Protected Setup/Wi-Fi Sim-
ple

Configuration

[0050] The Wi-Fi Simple Configuration Specification,
Version 2.0 (renamed from the original name "Wi-Fi Pro-
tected Setup"), uses the IEEE 802.1X Port-Based Au-
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thentication and Extensible Authentication Protocol
(EAP) to transport in-band Registration Protocol mes-
sages. This protocol is mapped onto a custom EAP meth-
od described below. Wi-Fi Simple Configuration does not
require the AP to support remote authentication dial-in
user service (RADIUS) (IETF RFC 2865-2000), and the
network need not include an authentication server. In
fact, many Wi-Fi Simple Configuration APs may support
IEEE 802.1X only to configure Wi-Fi Protected Access 2
(WPA2)-Personal Credentials using Wi-Fi Simple Con-
figuration. Enrollees using Wi-Fi Simple Configuration
are not granted direct access to the WLAN through the
Wi-Fi Simple Configuration custom EAP method. The
EAP method is used to configure the Enrollee with a Cre-
dential that can be used subsequently with whatever ac-
cess method is supported by that WLAN. For example,
if the AP only supports WPA2-Personal with a network-
wide shared Pre-Shared Key (PSK), then the Enrollee
would run the 802.1X exchange to obtain the PSK, dis-
associate, and then reconnect and use WPA2-Personal
to access the WLAN. Alternatively, if the AP supports
802.1X authentication, the Enrollee may first run the Wi-
Fi Simple Configuration EAP method to obtain a shared
secret Credential and then reconnect using that secret
in conjunction with another EAP method to access the
WLAN.

[0051] The Wi-Fi Simple Configuration EAP method
(EAP-WSC) can be used for Registrar and Enrollee dis-
covery and for Credential establishment. The first time
the Enrollee encounters a new WLAN, it sends out its
Discovery information and executes the EAP-WSC
method. In both the Discovery message and in Registra-
tion Protocol Message M1, the Enrollee provides infor-
mation about itself to the WLAN. The M2 and M2D mes-
sages sent to the Enrollee likewise provide information
about the available Registrars. When the Enrollee first
discovers and attempts to connect to the WLAN, the
WLAN’s Registrar(s) may not yet know the Enrollee’s
device password. Therefore, Registrars without the de-
vice password respond with M2D messages. Although
these M2D messages are unauthenticated, they can help
Enrollees with rich user interfaces, to guide the user
through the enrollment process.

[0052] As the Enrollee scans over the M2D messages
sent by the network, it may discover that none of them
possessesits device password. At this point, the Enrollee
has an opportunity to prompt the user to perform a trust
bootstrapping operation such as connecting an available
out-of-band channel or entering a device password into
one of the available Registrars. If the user decides to
enter the Enrollee’s device password into the Registrar,
the Enrollee canreconnect and run the EAP method once
more to perform the complete Registration Protocol. If
the Enrollee has no user interface to lead the user through
the enrollment, itis likely that one or more of the WLAN'’s
Registrars can do this. Both the Registrar and the Enroll-
ee are given sufficientinformation about each others’ ca-
pabilities through the EAP method to successfully lead
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the user through the enroliment. If the user decides to
use an out-of-band channel for registration, then mes-
sage M2 is implicitly authenticated by the channel and
can carry the network configuration data.

[0053] The AP functions as the EAP authenticator on
the WLAN. Thus, the AP generates EAP Request mes-
sages and Enrollees and Registrars generate EAP Re-
sponses. If the Registrar is external to the AP, then it
uses universal plug and play (UPnP) to exchange Reg-
istration Protocol messages with the AP. A Registrar may
also function in the role of an 802.1X authenticator, which
is useful for networks with legacy APs.

[0054] The Wi-Fi Simple Configuration EAP method
uses EAP, as specified in RFC 3748, and Extensible Au-
thentication Protocol (EAP) over LAN (EAPoL), as spec-
ified in IEEE 802.1X-2001, but does not represent a net-
work authentication protocol. Rather Wi-Fi Simple Con-
figuration utilizes the 802.1X data connection for acquir-
ing settings necessary for connecting to the network and
the resulting EAP exchange must always terminate with
EAP-Failure.

[0055] When the Enrollee decides to connect to the
network and run the Wi-Fi Simple Configuration EAP
method, it associates with the AP and sends an EAPoL-
Start message. The AP responds with an EAP-Re-
quest/ldentity. The Enrollee sends an EAP-Re-
sponse/ldentity containing the defined Wi-Fi Alliance
name for a Simple Configuration Enrollee ("WFA-Sim-
pleConfig-Enrollee-1-0"). This causes the AP to start run-
ning the Simple Configuration EAP method. The Regis-
tration Protocol messages are exchanged until M8 is re-
ceived and validated by the Enrollee. If it successfully
processes M8, the Enrollee sends an EAP-Re-
sponse/Done message to the authenticator, which sends
the WSC_Done message to any External Registrar and
the authenticator returns an EAP-Failure message to the
Enrollee. An Enrollee should assume that the received
credentials are valid after successfully processing mes-
sage M8 and sending the WSC_Done message. The En-
rollee then disassociates and reconnects with the Cre-
dential obtained from M8's ConfigData. If M2D is re-
ceived by the Enrollee, it should respond with an ACK
message so that the AP can continue to send itdiscovery
messages from other Registrars. After the AP sends an
EAP-failure to the Enrollee, the Enrollee can do one of
two things (given that the AP did not de-authenticate the
Enrollee after sending the EAP-Failure): it can disconnect
from the AP and reconnect some time later to rerun the
Wi-Fi Simple Configuration EAP method by sending an
EAPoL-Start message or it can stay connected to the AP
and rerun the Wi-Fi Simple Configuration EAP method
by sending another EAPoL-Start message.

[0056] Once the Enrollee sends an M3 message, both
the Registrar and the Enrollee must proceed in lock-step
fashion until either a failure or until success occurs (in-
dicated by the Done response message). If the Enrollee
(IEEE 802.1X supplicant) detects any errors in these later
phases, it responds by sending a NACK message and
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transitioning to the termination state to terminate the con-
nection. At this point, the Enrollee computes a fresh de-
vice password for use in the next instance of the Regis-
tration Protocol. If the same password is reused with mul-
tiple instances of the protocol, it will be susceptible to
active attack.

[0057] The Registration Protocol Messages M1 to M8
are described in the Wi-Fi Simple Configuration Specifi-
cation, Version 2.0. They include an exchange of public
keys, description of the sending device, including its MAC
address and device capabilities, and various message
authentication values, culminating in the Registrar send-
ing to the Enrollee credentials for accessing the network.
[0058] A credential is a data structure issued by a Reg-
istrar to an Enrollee, allowing the latter to gain access to
the network. With out-of-band configuration, WLAN cre-
dentials are sent across the out-of-band channel to the
Enrollee. The NFC interfaces operating in peer-to-peer
mode between an AP or Group Owner (GO) having an
integrated Registrar and an Enrollee device, have the
strongest security properties supported by the Wi-Fi Sim-
ple Configuration Specification, because practical man-
in-the-middle attacks against NFC are not feasible. In
this mode, a 1536-bit Diffie-Hellman exchange is per-
formed over the NFC interface, and WLAN settings are
encrypted using 128-bit Advanced Encryption Standard
(AES) and delivered over the same interface between an
AP or Group Owner (GO) and an Enrollee device. The
Diffie-Hellman public keys and WLAN settings are im-
plicitly authenticated by both the Registrar and the En-
rollee, because they are received over the NFC channel.

4. Wi-Fi Direct - Software Access Points

[0059] The Wi-Fi Alliance has developed a Wi-Fi Peer-
to-Peer technology named Wi-FiDirect™ thatis specified
in the Wi-Fi Alliance Peer-to-Peer Specification, October
2010 (incorporated herein by reference). Wi-Fi Direct, is
also referred to herein as Peer-to-Peer or P2P. Wi-Fi
Direct enables IEEE 802.11a, g, or n devices to connect
to one another, peer-to-peer, without prior setup or the
need for wireless access points. Wi-Fi Direct embeds a
software access point into any device, which provides a
version of Wi-Fi Protected Setup. When a device enters
the range of a STA supporting Wi-Fi Direct (a Wi-Fi Direct
device), it can connect to it and then gather setup infor-
mation using a Wi-Fi Protected Setup transfer. Devices
that support Wi-Fi Direct may discover one another and
advertise available services. Wi-Fi Direct devices sup-
port typical Wi-Fi ranges and the same data rates as can
be achieved with an 802.11a, g, or n infrastructure con-
nection. When a device enters the range of the Wi-Fi
Direct device, it may connect to it using the existing pro-
tocol, and then gather setup information using a Wi-Fi
Protected Setup 2.0 transfer.

[0060] Wi-Fi Direct enables IEEE 802.11 devices that
support Wi-Fi Direct, to connect to one another, point-to-
point. The specification may be implemented in any Wi-
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Fi device. Devices that support the specification will be
able to discover one another and advertise available
services. Wi-Fi Direct devices will support typical Wi-Fi
ranges and the same data rates as can be achieved with
an infrastructure connection. Wi-Fi Direct provides point-
to-point connections for networks by embedding a soft-
ware access point into any device that wishes to support
Wi-Fi Direct. The soft AP provides a version of Wi-Fi Pro-
tected Setup 2.0. When a device enters the range of the
Wi-Fi Direct device, it may connect to it using the existing
protocol, and then gather setup information using a Wi-
Fi Protected Setup 2.0 transfer.

[0061] Wi-Fi Direct-certified devices may create direct
connections between Wi-Fi client devices without requir-
ing the presence of a traditional Wi-Fi infrastructure net-
work of an access point or router. Wi-Fi Direct-certified
devices support connection with existing legacy Wi-Fi
devices using the IEEE 802.11 a/g/n protocols. Wi-Fi Di-
rect Device Discovery and Service Discovery features
allow users to identify available devices and services be-
fore establishing a connection, for example, discovering
which Wi-Fi device is a printer.

[0062] A Wi-FiDirectdevice may support an infrastruc-
ture network of an access point or router in addition to a
peer-to-peer (P2P) connection. Wi-Fi Direct devices may
join infrastructure networks as stations (STAs) and may
support Wi-Fi Protected Setup enrollee functionality. Wi-
Fi Direct devices may connect by forming Groups in a
one-to-one or one-to-many topology. The Groups func-
tions in a manner similar to an infrastructure basic service
set (BSS). A single Wi-Fi Direct device will be the Group
Owner (GO) that manages the Group, including control-
ling which devices are allowed to join and when the Group
is started or terminated. The Group Owner (GO) will ap-
pear as an access point to legacy client’s devices.
[0063] Wi-Fi Direct devices include a Wi-Fi Protected
Setup Internal Registrar functionality and communication
between Clients in the Group. Wi-Fi Direct devices may
be a Group Owner (GO) of a Group and may be able to
negotiate which device adopts this role when forming a
Group with another Wi-Fi Direct device. A Group may
include both Wi-Fi Direct devices and legacy devices
(i.e., that are not compliant with the Wi-Fi Alliance Peer-
to-Peer Specification). Legacy Devices can only function
as Clients within a Group.

[0064] Wi-Fi Direct devices support Discovery mech-
anisms. Device Discovery is used to identify other Wi-Fi
Direct devices and establish a connection by using ascan
similar to that used to discover infrastructure access
points. If the target is not already part of a Group, a new
Group may be formed. If the target is already part of a
Group, the searching Wi-Fi Direct device may attempt to
join the existing Group. Wi-Fi Protected Setup may be
used to obtain credentials from the Group Owner (GO)
and authenticate the searching Wi-Fi Direct device. Wi-
Fi Direct devices may include Service Discovery that en-
ables the advertisement of services supported by higher
layer applications to other Wi-Fi Direct devices. Service
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Discovery may be performed at any time (e.g. even be-
fore a connection is formed) with any other discovered
Wi-Fi Direct device.

[0065] A Group may be created by a single Wi-Fi Direct
device, such as when connecting a legacy device. When
forming a connection between two Wi-Fi Direct devices,
a Group may be formed automatically and the devices
may negotiate to determine which device is the Group
Owner. The Group Owner may decide if this is a tempo-
rary (single instance) or persistent (multiple, recurring
use) Group. After a Group is formed, a Wi-Fi Direct device
may invite another Wi-Fi Direct device to join the Group.
The decision of whether or not to accept an invitation
may be left to the invited Wi-Fi Direct device.

[0066] Wi-Fi Direct Devices may participate in multiple
Groups. A Wi-Fi Direct Device that may be in a Group
while maintaining a WLAN infrastructure connection at
the same time is considered a Concurrent Device or a
dual stack device. For example, a laptop connected di-
rectly to a printer while simultaneously using a WLAN
connection is operating as a Concurrent Device. Concur-
rent connections may be supported by a single radio and
may support connections on different channels. Concur-
rent operation may be supported by multiple protocol
stacks, for example, one for operation as a WLAN-STA
and one for operating as a Wi-Fi Direct device. For ex-
ample, two separate physical MAC entities may be main-
tained, each associated with its own PHY entity, or they
may use a single PHY entity supporting two virtual MAC
entities.

[0067] The Wi-FiPeer-to-Peer Technical Specification
v1.1, 2010 published by the Wi-Fi Alliance, provides for
provisioning in Wi-Fi Direct networks. Provisioning is a
phase of peer-to-peer group formation in which creden-
tials for the peer-to-peer group are exchanged based on
the use of Wi-Fi Simple Configuration. Credentials are
information that is required to join a peer-to-peer group
as defined in the Wi-Fi Simple Configuration Specifica-
tion.

[0068] To allow for peer-to-peer device configuration,
peer-to-peer devices may delay starting the provisioning
phase until the expiration of the larger of the peer-to-peer
group owner’s (GO) configuration time and the peer-to-
peer client’s client configuration time, based on respec-
tive configuration timeout attributes exchanged during a
preceding group owner negotiation.

[0069] The peer-to-peer device selected as peer-to-
peer group owner (GO) during group owner negotiation
may start a peer-to-peer group session using the creden-
tials it intends to use for that group. The peer-to-peer
group owner (GO) may use the operating channel indi-
cated during group owner negotiation, if available. The
peer-to-peer client may connect to the peer-to-peer
group owner to obtain credentials. If the operating chan-
nel is not available the peer-to-peer group owner may
use another channel from a channel list attribute sent in
the group owner negotiation confirmation frame. The
peer-to-peer client may have to scan to find the peer-to-

Samsung Ex. 1004, Page 449 of 560



25

peer group owner if the intended operating channel is
not available. A group formation bit in a peer-to-peer
group capability bitmap of the peer-to-peer capability at-
tribute may be set to one until provisioning succeeds.
[0070] Provisioning may be executed in Wi-Fi Direct
networks, as described, for example, in the Wi-Fi Simple
Configuration (WSC) Specification, Version 2.0, Decem-
ber 20, 2010. The peer-to-peer group owner (GO) may
serve the role as the access point with an internal regis-
trar. It will only allow association by the peer-to-peer de-
vice that it is currently with in a group formation. Since
the user has entered the WSC PIN or triggered the WSC
pushbutton functionality on both devices, the registrar
may send an M2 message in response to an M1 mes-
sage. The peer-to-peer client may serve the role as the
STAenrollee. It may associate to the peer-to-peer device
that it is currently with in the group formation.

[0071] If provisioning fails, then group formation ends
and the peer-to-peer group owner (GO) may end the
peer-to-peer group session. If provisioning fails, the peer-
to-peer device may retry group formation or return to de-
vice discovery. On successful completion of provisioning
in Wi-Fi Direct networks, the peer-to-peer group owner
(GO) may set the group formation bit in the peer-to-peer
group capability bitmap of the peer-to-peer capability at-
tribute to zero. At this point the peer-to-peer client may
join the peer-to-peer group in the Wi-Fi Direct network,
using the credentials supplied during provisioning.

D. Near-Field Communication (NFC) Technology

[0072] One of the methods provided by the Wi-Fi Sim-
ple Configuration Specification, Version 2.0, is the Near-
Field Communication (NFC) method, in which the user
brings a new wireless client device (STA) close to an
access point (AP) or Registrar of the Network to allow
near field communication between the devices.

[0073] Near field communication technologies, such
as radio frequency identification (RFID) technologies,
comprise a range of RF transmission systems, for exam-
ple standardized and proprietary systems for a large
number of different purposes, such as product tagging
for inventory handling and logistics, theft prevention pur-
poses at the point of sale, and product recycling at the
end of the life-cycle of the tagged product. In addition to
RFID technologies, Near Field Communication (NFC)
technology has recently evolved from a combination of
existing contactless identification and interconnection
technologies. NFC is both a "read" and "write" technolo-
gy. Communication between two NFC-compatible devic-
es occurs when they are brought within close proximity
of each other: A simple wave or touch can establish an
NFC connection, which is then compatible with other
known wireless technologies, such as Bluetooth™ or
wireless local area network (WLAN).

[0074] Near-field communication (NFC) technology
used in the Wi-Fi Protected Setup (WPS) standard, com-
municates between two NFC Devices or between an
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NFC device And an NFC Tag via magnetic field induction,
where two loop antennas are located within each other’s
near field, effectively energizing a wireless contact by
forming an air-core transformer. An example NFC radio
operates within the unlicensed radio frequency ISM band
of 13.56 MHz, with a bandwidth of approximately 2 MHz
over a typical distance of a few centimeters. The NFC
radio may be affixed to a new wireless clientdevice (STA)
and the user brings the NFC radio on the device close
to an access point (AP) or Registrar of the Network to
allow near field communication between the devices.
[0075] NFC technology is an extension of the ISO/IEC
14443 proximity-card standard (incorporated herein by
reference) for contactless smartcards and radio frequen-
cy ID (RFID) devices, which combines the interface of a
contactless smartcard and a reader into a single device,
and uses the ISO/IEC 18092 NFC communication stand-
ard (incorporated herein by reference) to enable two-way
communication. An NFC radio may communicate with
both existing ISO/IEC 14443 contactless smartcards and
readers, as well as with other NFC devices by using
ISO/IEC 18092. The NFC Forum™, a non-profit industry
association, has released specifications that enable dif-
ferent operation modes called: tag emulation, read/write
mode, and peer to peer communication. Furthermore,
NFC Forum has defined specifications for NFC Data Ex-
change Format (NDEF), NFC Tag Types, NFC Record
Type Definition, and Connection Handover Specification.
See, forexample, Connection Handover Technical Spec-
ification, NFC Forum™, Connection Handover 1.2,
NFCForum_1.2,2010-07-07 (incorporated herein by ref-
erence). The ISO/IEC 18092 standard defines commu-
nication modes for Near Field Communication Interface
and Protocol (NFCIP-1) using inductively coupled devic-
es operating at the center frequency of 13,56 MHz for
interconnection of computer peripherals. The ISO/IEC
18092 standard specifies modulation schemes, codings,
transfer speeds and frame format of the RF interface,
initialization schemes, conditions required for data colli-
sion control during initialization, and a transport protocol
including protocol activation and data exchange meth-
ods.

[0076] The basic handover to a WLAN carrier stores
WLAN parameters and credentials on NFC Forum Tags
as part of Wi-Fi Protected Setup (WPS). The information
is stored in the payload of an NFC Data Exchange Format
(NDEF) record identified by the mime-type "applica-
tion/vnd.wfa.wsc", known as the "WPS Record". The
wireless LAN parameters and credentials information
provided inside a WPS Record includes the IEEE 802.11
Service Set Identifier (SSID), authentication and encryp-
tion type deployed by the wireless network, the secret
network key that a wireless station needs to authenticate
with the network, and the MAC address of the device
receiving the configuration (if unknown, this address is
set to all-zeros). The Wi-Fi Protected Setup specification
1.0 uses the term "Registrar” for a device that is able to
provide WLAN credentials and "Enrollee" for a device

Samsung Ex. 1004, Page 450 of 560



27

that wants to join a wireless network.

[0077] Inthe Wi-Fi Simple Configuration Specification,
Version 2.0, December 20, 2010, a Handover Requester
with Wi-Fi capability may format an NFC Handover Re-
quest Message in the NFC Data Exchange Format
(NDEF), which indicates that the requester is an IEEE
802.11 device, but which does not include any configu-
ration information. A Handover Request may be sent via
the NFC link in at least two scenarios: [1] the requester
may not have yet joined a wireless domain or [2] even if
the requester is already member of a WLAN network, a
peer device may be in a different network and thus a
Connection Handover is required to obtain the peer de-
vice’s credentials. In the Wi-Fi Protected Setup specifi-
cation 2.0, the Handover Selector would deduce from
this message that the Handover Requester supports a
Wi-Fi certified IEEE 802.11 radio. In the Wi-Fi Protected
Setup specification 2.0, if the Handover Selector is a Wi-
Fi device with wireless connectivity, it should respond
with an NFC Handover Select Message in the NFC Data
Exchange Format (NDEF), with a configuration record
that includes credentials, such as network index, SSID,
authentication type, encryption type, network key, and
MAC address.

[0078] The NFC Data Exchange Format (NDEF) spec-
ification, NFC Forum Data Exchange Format (NDEF)
Specification, NFC Forum™, 2006 (incorporated herein
by reference), defines a common data format for NFC
devices to exchange application or service specific data.
An NDEF message is constructed of a number of NDEF
records, with the first and the last record providing mes-
sage begin and end markers. Between two NFC Devices,
NDEF messages may be exchanged over the NFC Log-
ical Link Control Protocol (LLCP) protocol, specified in
NFC Forum Logical Link Control Protocol Specification,
NFC Forum™ 2009 (incorporated herein by reference).
The NFC Connection Handover specification, NFC Fo-
rum Connection Handover Specification, NFC Forum™,
2010-07-07 (incorporated herein by reference), defines
the exchange of NDEF messages between two NFC De-
vices in a negotiated handover to discover and negotiate
alternative wireless communication technologies.
[0079] The Handover Requesterin the Wi-Fi Protected
Setup specification 2.0, would then typically use the SSID
and Network Key to enroll on the same Wi-Fi network to
which the Handover Selector is connected. Further ac-
tions depend on the provision of an IP address identifying
the Handover Selector, the available services, and the
Handover Requester’s intended activity.

E. Power Save Control For Tethering Connections

[0080] A hotspot may be a location that offers Internet
access via one or more WLAN access points installed at
the location. For example, stationary hotspots in coffee
shops and other public places may offer free access to
the Internet, up to a maximum number of users. A mobile
hotspot may be a mobile telephone or smartphone that
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has WLAN communication capability and serves as a
WLAN gateway to the cellular telephone network. The
mobile hotspot enables other WLAN-capable devices
that are tethered to the mobile hotspot, to relay their traffic
via the WLAN connection and the cellular telephone net-
work, to the Internet. The mobile hotspot may also relay
traffic between tethered devices.

[0081] Settingupthe WLAN tethering optionin asmart-
phone may require assigning an SSID network name and
passkey for the smartphone and the smartphone may
automatically issue an IP address. Then, to connect an-
other WLAN-capable device as a tethered device via a
WLAN connection to the smartphone, the SSID, passkey,
and IP address may need to be entered into the tethered
device.

[0082] In accordance with an example embodiment of
the invention, the configuration of the WLAN tethering
connections with the SSID and passkeys may be auto-
matically set up in a user friendly manner, so that that
the user does not need to enter set up data into any other
of the WLAN-capable devices.

[0083] WLAN tethering may consume significant pow-
er in a mobile hotspot device, since the device may need
to stay active as a gateway device for other client devices,
even if there is no ongoing data traffic or other client de-
vices. Further, the mobile hotspot device may need to
transmit beacons regularly to maintain connections,
wasting the device’s battery power.

[0084] In accordance with an example embodiment of
the invention, to minimize power consumption in the mo-
bile hotspot device, a control connection is initially estab-
lished between the mobile hotspot device and the client
wireless device using an out-of-band communications
connection in an out-of-band communications medium,
such as Bluetooth, Bluetooth Low Energy, or Near Field
Communications. The mobile hotspot device and the cli-
ent wireless device may then exchange over the control
channel, in-band communications connectivity configu-
ration information, such as IEEE 802.11 WLAN tethering
connections with the SSID and passkeys. The mobile
hotspot device and the client wireless device may further
exchange over the control channel, in-band communica-
tions connectivity configuration information to enable
power saving features and optimize activity times in an
in-band communications tethering connection with the
wireless device in an in-band communications medium,
such as IEEE 802.11 WLAN. In this manner the mobile
hotspot device A may relay communications between the
wireless device B and a wide area communications net-
work, such as a cellular telephone network, and enable
WLAN power save features of the WLAN tethering con-
nection. The mobile hotspot device A may also relay com-
munications between devices connected to the mobile
hotspot device.

[0085] Figure 1 is an example network diagram of a
mobile wireless hotspot device A with its Bluetooth circuit
14A and the other wireless device B with its Bluetooth
circuit 14B, exchanging information 50 that may be re-
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quired to create a Bluetooth control channel connection
between the mobile hotspot device A and the wireless
device B. The devices may exchange the Bluetooth MAC
address of the hotspot device, the Bluetooth MAC ad-
dress of the wireless device, Bluetooth pairing informa-
tion, and shared secret for establishing the control chan-
nel, in accordance with example embodiments of the in-
vention. If the Bluetooth control channel connection setup
requires authentication, link keys may be initially ex-
changed using a Near Field Communications link, for ex-
ample, with an NFC Data Exchange Format (NDEF) con-
figuration record that includes the link keys. As a result,
setting up the WLAN tethering option in a smartphone
and in tethered wireless devices may be performed as a
part of the initial device set-up, requiring minimal user
involvement.

[0086] The figure shows two stationary hotspot access
points AP1 and AP2 at fixed locations, connected to the
Internet 46. When the other wireless device B is within
communication range of at least one of the stationary
hotspot access points AP1 or AP2, it may use that sta-
tionary access point within range to access the Internet
46. If the other wireless device B moves beyond the com-
munication range of any of the stationary hotspot access
points AP1 and AP2, the other wireless device B may
still be able to access the internet 46 by becoming teth-
ered over a WLAN connection to the mobile hotspot de-
vice A. The mobile hotspot device A may serve as a
WLAN gateway to the cellular base station 18, cellular
telephone network 39, internet gateway 44, and Internet
46. The mobile hotspot device A may then relay the com-
munications traffic of the other wireless device B, via the
WLAN tethering connection between the devices A and
B, and via the cellular telephone network 39 and internet
gateway 44, to the Internet 39.

[0087] In another example embodiment of the inven-
tion, the devices may exchange the Bluetooth MAC ad-
dress of the hotspot device, the Bluetooth MAC address
of the wireless device, Bluetooth pairing information, and
shared secret for establishing the control channel, via
the cellular telephone network connected to a server that
provides this information.

[0088] Figure 1Ais an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure 1, establishing the Bluetooth control
channel 52 between the Bluetooth circuit 14A and the
Bluetooth circuit 14B, in accordance with example em-
bodiments of the invention.

[0089] Figure 1Bis an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure 1A,

[0090] In accordance with an example embodiment of
the invention, request message 54 may request a teth-
ering connection requesting the mobile hotspot device A
to relay communications between wireless device B, via
cellular base station 18 and Internet 46, to either the so-
cial network server 36 or the other network server 37.
Requestmessage 54 may request a tethering connection
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requesting the mobile hotspot device A to relay commu-
nications between wireless device B, via cellular base
station 18 and over one or more cellular wireless con-
nections 19 to one or more wireless devices C. Request
message 54 may request a tethering connection request-
ing the mobile hotspot device A to relay communications
between wireless device B and over one or more WLAN
connections 13 to one or more wireless devices D con-
nected to the hotspot device A. The figure shows a sec-
ond WLAN circuit 12’ on the mobile hotspot device A,
shown to clarify the description of the WLAN connection
13 to the wireless device D, however, the mobile hotspot
device A may accomplishits WLAN communications with
the single WLAN circuit 12.

[0091] In another example embodiment of the inven-
tion, the mobile hotspot device A may receive a request
from the client wireless device D over a Bluetooth control
channel between Bluetooth circuits 14D and 14A, for a
WLAN tethering connection for relaying by the mobile
hotspot device A, communications between the wireless
device D and one or more entities in at least one of the
cellular telephone network 18 and a wireless local area
network provided by the mobile hotspot device A, in ac-
cordance with example embodiments of the invention.
[0092] Figure 1C is an example network diagram of
the mobile wireless hotspot device A and the other wire-
less device B of Figure 1B, exchanging over the Bluetooth
control channel 52, WLAN connectivity configuration in-
formation 56. The mobile hotspot device A and the client
wireless device B may exchange over the control channel
52, by at least one of transmitting or receiving in-band
communications connectivity configuration information,
such as IEEE 802.11 WLAN tethering connections with
the SSID and passkeys, a required authentication pro-
cedure, the public key of the mobile hotspot device A,
available data rates, available data throughput, a re-
quired site blacklist for virus protection, and the like.
[0093] In accordance with an example embodiment of
the invention, the mobile hotspot device A and the wire-
less device B may further exchange over the Bluetooth
control channel 52, by at least one of transmitting or re-
ceiving in-band communications connectivity configura-
tion information to enable power saving features and op-
timize activity times in the in-band communications teth-
ering connection with the wireless device in an in-band
communications medium, such as IEEE 802.11 WLAN.
Example power saving features may include scheduled
sleep and awake periods wherein both the mobile hotspot
device A and the wireless device B observe substantially
the same sleep and awake periods. Control information
may also be exchanged to optimize the timing of the sleep
and awake periods in the WLAN tethering connection, in
accordance with example embodiments of the invention.
[0094] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may exchange over a Bluetooth control channel
between Bluetooth circuits 14D and 14A, by at least one
of transmitting or receiving in-band communications con-
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nectivity configuration information, such as IEEE 802.11
WLAN tethering connections with the SSID and pass-
keys, arequired authentication procedure, the public key
of the mobile hotspotdevice A, available data rates, avail-
able data throughput, a required site blacklist for virus
protection, and the like. The mobile hotspot device A and
the wireless device D may further exchange over the
Bluetooth control channel between Bluetooth circuits
14D and 14A, by at least one of transmitting or receiving
in-band communications connectivity configuration infor-
mation to enable power saving features and optimize ac-
tivity times in the in-band communications tethering con-
nection with the wireless device in an in-band communi-
cations medium, such as IEEE 802.11 WLAN, in accord-
ance with example embodiments of the invention.
[0095] Figure 1D is an example network diagram of
the mobile wireless hotspot device A and the other wire-
less device B of Figure 1C, establishing the WLAN teth-
ering connection 58 between the WLAN circuit 12A of
the mobile wireless hotspot A and the WLAN circuit 12B
of the wireless device B. The figure shows the transition-
ing, by the mobile hotspot device A, from a WLAN idle
state to a WLAN active state, using the power saving
features and optimized activity times for the WLAN teth-
ering connection 58, in response to receiving the request
54 over the Bluetooth control channel 52, in accordance
with example embodiments of the invention.

[0096] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may establish a WLAN tethering connection
between the WLAN circuit 12A’ of the mobile wireless
hotspot A and the WLAN circuit 12D of the wireless de-
vice B, in response to receiving the request over the
Bluetooth control channel between Bluetooth circuits
14D and 14A, in accordance with example embodiments
of the invention.

[0097] Figure 1Eis an example network diagram of the
mobile wireless hotspot device A and the other wireless
device B of Figure ID, exchanging messages for adjust-
ments 59 in the WLAN connectivity configuration infor-
mation to modify atleast one of the power saving features
and optimized activity times in the WLAN tethering con-
nection 58, in accordance with example embodiments of
the invention. WLAN traffic 75 from the wireless device
B is shown being relayed by the mobile hotspot device
A from its cell phone circuit 18A as the relayed traffic 75’
to the antenna 17 of the cellular base station 18. The
cellular base station 18 passes the traffic on to the tele-
phone network 39, and internet gateway 44 to the Internet
46, towards a destination server 36, in accordance with
example embodiments of the invention. The destination
server 36 may be a social network server connected to
the Internet 46.

[0098] In another example embodiment of the inven-
tion, the mobile hotspot device A and the client wireless
device D may exchange over a Bluetooth control channel
between Bluetooth circuits 14D and 14A, messages for
adjustments in the WLAN connectivity configuration in-
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formation to modify at least one of the power saving fea-
tures and optimized activity times in the WLAN tethering
connection between the WLAN circuit 12A’ of the mobile
wireless hotspot A and the WLAN circuit 12D of the wire-
less device B, in accordance with example embodiments
of the invention.

[0099] Figure 1F is an example network diagram of the
mobile wireless hotspot device A of Figure 1E, transition-
ing from the WLAN active state to the WLAN idle state
of the WLAN tethering connection, when no requests are
received from any wireless device, for a WLAN tethering
connection for relaying by the mobile hotspot device A,
communications between the any wireless device and
the cellular telephone network 18, in accordance with
example embodiments of the invention.

[0100] Figure 1G is an example flow diagram 100 of
the operation of the mobile hot spot device A, wherein
tethering is active in step 102 until here are no active
clients as determined in step 104. If there are no active
clients, then the mobile hot spot A goes into the idle state
in step 106 and may check thatits Bluetooth control radio
14A is turned on and that all connected clients support
the power save feature. After receiving a tethering re-
quest from a client in step 108, the mobile hot spot A
turns on mobile tethering in s102 and may also inform
the client that it is up and running, in accordance with
example embodiments of the invention.

[0101] Figure 2A is an example functional block dia-
gram of the mobile wireless hotspot device A and the
other wireless device B of Figure 1D, exchanging adjust-
ments 59 in the WLAN connectivity configuration infor-
mation over the Bluetooth control channel 52, to modify
at least one of the power saving features and optimized
activity times in the WLAN tethering connection 58, in
accordance with example embodiments of the invention.
[0102] In accordance with an embodiment of the in-
vention, mobile hotspot device A further includes an NFC
reader/writer 16A, a Bluetooth transceiver 14A, a IEEE
802.11 WLAN transceiver 12A, and a cellular telephone
transceiver 18A. The cellular telephone transceiver 18A
may be based on Wide Area (WAN) communications pro-
tocols that include Global System for Mobile Communi-
cations (GSM), General Packet Radio service (GPRS),
Enhanced data rates for GSM evolution (EDGE), Evolu-
tion-Data Optimized (EV-DO), and Wideband Code Di-
vision Multiple Access (W-CDMA).

[0103] Inanexample embodiment of the invention, the
mobile hotspot device A may be a device having an over-
all function as a PDA, cell phone, laptop or palmtop com-
puter, or the like. The mobile hotspot device A includes
a processor 20 that includes a single core, dual core or
multi-core central processing unit (CPU_1 and CPU_2),
a random access memory (RAM), a read only memory
(ROM), and interface circuits to interface with circuits,
such as a cell phone radio, a battery and other power
sources, key pad, touch screen, display, microphone,
speakers, ear pieces, camera or other imaging devices,
etc. in the device A. The RAM and ROM may be remov-
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able memory devices 126 such as smart cards, SIMs,
WIMs, semiconductor memories such as RAM, ROM,
PROMS, flash memory devices, etc., as shown in Figure
4. The IEEE 802.11 MAC and PHY 12A, provide the me-
dium access control and radio for IEEE 802.11 WLAN
communications. The mobile hotspot device A may in-
clude a user interface such as a key pad and a location
detection device such as the global positioning system
(GPS). Device A may measure its location by the GPS,
by cellular telephone Cell-ID sensed by the wide area
wireless transceiver 18A, or by WLAN signals sensed by
the IEEE 801.11 transceiver 12A, for example. With ref-
erence to Figure 2B, the other wireless device B has sim-
ilar components to mobile hotspot device A in Figure 2A.
[0104] Inanexample embodiment of the invention, the
mobile hotspot device A may include the connectivity
management system 28A, to read device capabilities of
the mobile hotspot device A. The connectivity manage-
ment system 28A may generate the user specific device
connectivity configurations to enable the other wireless
device B, to automatically connect to the mobile hotspot
device A as a tethered wireless device, the connectivity
configurations including a specification of a WLAN teth-
ering connection having a network name (SSID) and
passkey.

[0105] Figure 2B is an example functional block dia-
gram of the mobile wireless hotspot device A and the
other wireless device B of Figure 2A, exchanging adjust-
ments 59’ in the WLAN connectivity configuration infor-
mation over the Near Field Communications (NFC) con-
trol channel viathe NFC reader/writer 16A and NFC read-
er/writer 16B, to modify at least one of the power saving
features and optimized activity times in the WLAN teth-
ering connection 58, in accordance with example em-
bodiments of the invention. In an example embodiment
of the invention, the mobile wireless hotspot device A
and the other wireless device B of Figure 2A, may ex-
change adjustments 59’ in the WLAN connectivity con-
figuration information over another local connectivity
channel having low power.

[0106] Inanexample embodiment of the invention, the
connectivity management system 28A in the mobile
hotspot device A, may read device capabilities mobile
hotspot device A. The connectivity management system
28A may generate user specific device connectivity con-
figurations to enable a other wireless device B, to auto-
matically connect to the mobile hotspot device A as a
tethered wireless device, the connectivity configurations
including specification of a WLAN tethering connection
having a network name and passkey. The connectivity
management system 28A may receive from the other
wireless device B, a WLAN tethering connection request
based on the user specific device connectivity configu-
rations.

[0107] Inanexample embodiment of the invention, the
other wireless device B may exchange information di-
rectly with the mobile hotspot device A via a short range
communications link, such as the Bluetooth (or Bluetooth
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Low Energy) circuits 14A and 14B or the Near Field Com-
munications (NFC) reader/writer circuits 16A and 16B.
[0108] Figure 3A is an example flow diagram 300 of
the process performed by mobile hotspot device A, in
accordance with example embodiments of the invention.
The steps of the flow diagram represent computer code
instructions stored in the RAM and/or ROM memory of
the mobile hotspot device A, which when executed by
the central processing units (CPU), carry out the func-
tions of the example embodiments of the invention. The
steps may be carried out in another order than shown
and individual steps may be combined or separated into
component steps. Additional steps may be included in
this sequence. The steps of the example method are as
follows.

[0109] Step 302: establishing, by a mobile hotspot de-
vice, a control channel with a wireless device, using an
out-of-band communications connection in an out-of-
band communications medium; and

[0110] Step 304: exchanging, by the mobile hotspot
device over the control channel, with the wireless device,
by at least one of transmitting or receiving in-band com-
munications connectivity configuration information to en-
able power saving features and optimize activity times in
an in-band communications tethering connection with the
wireless device in an in-band communications medium,
for relaying by the mobile hotspot device, communica-
tions between the wireless device and one or more en-
tities in at least one of a wide area communications net-
work and a wireless local area network provided by the
mobile hotspot device.

[0111] Figure 3B is an example flow diagram 350 of
the process performed by the other wireless device B, in
accordance with example embodiments of the invention.
The steps of the flow diagram represent computer code
instructions stored in the RAM and/or ROM memory of
the other wireless device B, which when executed by the
central processing units (CPU), carry out the functions
of the example embodiments of the invention. The steps
may be carried out in another order than shown and in-
dividual steps may be combined or separated into com-
ponent steps. Additional steps may be included in this
sequence. The steps of the example method are as fol-
lows.

[0112] Step 352: establishing, by a wireless device, a
control channel with a mobile hotspot device, using an
out-of-band communications connection in an out-of-
band communications medium; and

[0113] Step 354: exchanging, by the wireless device
over the control channel, with the mobile hotspot device,
by at least one of transmitting or receiving in-band com-
munications connectivity configuration information to en-
able power saving features and optimize activity times in
an in-band communications tethering connection with the
mobile hotspot device in an in-band communications me-
dium, for relaying by the mobile hotspot device, commu-
nications between the wireless device and one or more
entities in at least one of a wide area communications
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network and a wireless local area network provided by
the mobile hotspot device.

[0114] Figure 4 illustrates an example embodiment of
the invention, wherein examples of removable storage
media 126 are shown, based on magnetic, electronic
and/or optical technologies, such as magnetic disks, op-
tical disks, semiconductor memory circuit devices and
micro-SD memory cards (SD refers to the Secure Digital
standard) for storing data and/or computer program code
as an example computer program product, in accordance
with at least one embodiment of the present invention.
[0115] In an alternate example embodiment of the in-
vention, RFID transponders may be used in devices A
and B, which may be the passive type or the active type,
instead of the NFC transponders. A passive RFID trans-
ponder requires no internal power source to communi-
cate with an RFID reader, and is only active when it is
near an RFID reader that energizes the transponder with
a continuous radio frequency signal at a resonant fre-
quency of the antenna. The small electrical current in-
duced in the antenna by the continuous radio frequency
signal provides enough power for an integrated circuit in
the transponder to power up and transmit a modulated
response, typically by backscattering the continuous car-
rier wave from the RFID reader. A passive RFID trans-
ponder may include writable electrically erasable, pro-
grammable, read-only memory (EEPROM) for storing
data received from the RFID reader, which modulates
the continuous carrier wave sent by the RFID reader.
Reading distances for passive RFID transponders typi-
cally range from a few centimeters to a few meters, de-
pending on the radio frequency and antenna design. By
contrast, active RFID transponders require a power
source to receive and transmit information with an RFID
reader. The RFID transponder may be affixed to or inte-
grated with the wireless device A and device B and the
user brings the RFID transponder on the device A close
to an RFID reader circuit in device B to allow near field
communication between the devices. In example embod-
iments, both devices A and B may have RFID reader
circuits to read RFID signals from the other device.
[0116] In an example embodiment, the wireless trans-
ceiver carrier in device A and device B may be a suitable
short-range communications protocol, such as Radio
Frequency Identification (RFID), Near Field Communi-
cation (NFC), Infrared Data Association (IrDA), or Ultra
Wide Band (UWB), for example.

[0117] An example of the Radio Frequency ldentifica-
tion (RFID) out-of-band short-range carrier is described,
for example, ISO 11785 (air interface protocol), 1ISO
14443 (air interface protocol), and ISO 15693, incorpo-
rated herein by reference.

[0118] An example of the Near Field Communication
(NFC) out-of-band short-range carrier is described, for
example, in ISO/IEC 14443 and ISO/IEC 18092, incor-
porated herein by reference.

[0119] Anexample of the Infrared Data Association (Ir-
DA) out-of-band short-range carrier is described, for ex-
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ample, in IrDA Link Access Protocol, v1.1 (1996), incor-
porated herein by reference.

[0120] An example of the Ultra Wide Band (UWB) out-
of-band short-range carrier is described, for example, in
WiMedia Common Radio Platform Specification, Version
1.5 (2010), incorporated herein by reference.

[0121] In example embodiments, the wireless trans-
ceiver carrier in device A and device B may be a suitable
communications protocol, such as a Vehicle Area
(WVAN) communications protocol, Wireless Video Net-
works (WVAN-TV) communications protocol, Personal
Area (WPAN) communications protocol, Local Area
(WLAN) communications protocol, or Wide Area (WAN)
communications protocol, using the standard procedures
and primitives defined by the respective standards. Per-
sonal Area (WPAN) communications protocols include
Bluetooth BR/EDR, Bluetooth Low Energy, Wireless
USB (WUSB), Ultra Wide-band (UWB), ZigBee (IEEE
802.15.4, or IEEE 802.15.4a) for short range communi-
cation between devices. Local Area (WLAN) communi-
cations protocols include IEEE 802.11, digital enhanced
cordless telecommunications (DECT) and HIPERLAN.
Wide Area (WAN) communications protocols include
Global System for Mobile Communications (GSM), Gen-
eral Packet Radio service (GPRS), Enhanced data rates
for GSM evolution (EDGE), Evolution-Data Optimized
(EV-DO), and Wideband Code Division Multiple Access
(W-CDMA).

[0122] Using the description provided herein, the em-
bodiments may be implemented as a machine, process,
or article of manufacture by using standard programming
and/or engineering technigues to produce programming
software, firmware, hardware or any combination there-
of.

[0123] Any resulting program(s), having computer-
readable program code, may be embodied on one or
more computer-usable media such as resident memory
devices, smart cards or other removable memory devic-
es, or transmitting devices, thereby making a computer
program product or article of manufacture according to
the embodiments. As such, the terms "article of manu-
facture" and "computer program product” as used herein
are intended to encompass a computer program that ex-
ists permanently or temporarily on any computer-usable
medium or in any transmitting medium which transmits
such a program.

[0124] As indicated above, memory/storage devices
include, but are not limited to, disks, optical disks, remov-
able memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS,
etc. Transmitting mediums include, but are not limited to,
transmissions via wireless communication networks, the
Internet, intranets, telephone/modem-based network
communication, hard-wired/cabled communication net-
work, satellite communication, and other stationary or
mobile network systems/communication links.

[0125] Although specific example embodiments have
been disclosed, a person skilled in the art will understand
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that changes can be made to the specific example em-
bodiments without departing from the scope of the inven-
tion.

[0126] Anexample of the Infrared Data Association (Ir-
DA) out-of-band short-range carrier is described, for ex-
ample, in IrDA Link Access Protocol, v1.1 (1996), incor-
porated herein by reference.

[0127] An example of the Ultra Wide Band (UWB) out-
of-band short-range carrier is described, for example, in
WiMedia Common Radio Platform Specification, Version
1.5 (2010), incorporated herein by reference.

[0128] In example embodiments, the wireless trans-
ceiver carrier in device A and device B may be a suitable
communications protocol, such as a Vehicle Area
(WVAN) communications protocol, Wireless Video Net-
works (WVAN-TV) communications protocol, Personal
Area (WPAN) communications protocol, Local Area
(WLAN) communications protocol, or Wide Area (WAN)
communications protocol, using the standard procedures
and primitives defined by the respective standards. Per-
sonal Area (WPAN) communications protocols include
Bluetooth BR/EDR, Bluetooth Low Energy, Wireless
USB (WUSB), Ultra Wide-band (UWB), ZigBee (IEEE
802.15.4, or IEEE 802.15.4a) for short range communi-
cation between devices. Local Area (WLAN) communi-
cations protocols include IEEE 802.11, digital enhanced
cordless telecommunications (DECT) and HIPERLAN.
Wide Area (WAN) communications protocols include
Global System for Mobile Communications (GSM), Gen-
eral Packet Radio service (GPRS), Enhanced data rates
for GSM evolution (EDGE), Evolution-Data Optimized
(EV-DO), and Wideband Code Division Multiple Access
(W-CDMA).

[0129] Using the description provided herein, the em-
bodiments may be implemented as a machine, process,
or article of manufacture by using standard programming
and/or engineering techniques to produce programming
software, firmware, hardware or any combination there-
of.

[0130] Any resulting program(s), having computer-
readable program code, may be embodied on one or
more computer-usable media such as resident memory
devices, smart cards or other removable memory devic-
es, or transmitting devices, thereby making a computer
program product or article of manufacture according to
the embodiments. As such, the terms "article of manu-
facture" and "computer program product" as used herein
are intended to encompass a computer program that ex-
ists permanently or temporarily on any computer-usable
medium or in any transmitting medium which transmits
such a program.

[0131] As indicated above, memory/storage devices
include, but are notlimited to, disks, optical disks, remov-
able memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS,
etc. Transmitting mediums include, but are not limited to,
transmissions via wireless communication networks, the
Internet, intranets, telephone/modem-based network
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communication, hard-wired/cabled communication net-
work, satellite communication, and other stationary or
mobile network systems/communication links.

[0132] Although specific example embodiments have
been disclosed, a person skilled in the art will understand
that changes can be made to the specific example em-
bodiments without departing from the scope of the inven-
tion.

Claims
1. A method, comprising:

establishing (302), by an apparatus operating
as a mobile hotspot device, a control channel
(52) over a wireless out-of-band communica-
tions medium with a wireless device, wherein
said establishing of the control channel with the
wireless device comprises exchanging, via the
wireless out-of-band communications medium,
at least out-of-band pairing information, or
shared secret information; and

exchanging (304), by the apparatus operating
as the mobile hotspot device, over the estab-
lished control channel (52), by at least one of
transmitting or receiving in-band communica-
tions connectivity configuration information to
enable power saving features and optimize ac-
tivity times in an in-band communications teth-
ering connection (58) with the wireless device
in an in-band communications medium, for re-
laying by the apparatus operating as the mobile
hotspot device, communications between the
wireless device and one or more entities in at
least one of a wide area communications net-
work (39,46) and/or a wireless local area net-
work provided by the apparatus operating as the
mobile hotspot device.

2. The method of claim 1, further comprising:

receiving, by the apparatus operating as the mo-
bile hotspot device, over the control channel
(52), a request from the wireless device for the
in-band communications tethering connection
(58) for relaying, by the apparatus operating as
the mobile hotspot device, communications be-
tween the wireless device and one or more en-
tities in at least one of the wide area communi-
cations network (39,46) and/or the wireless local
area network provided by the apparatus operat-
ing as the mobile hotspot device;

performing, by the apparatus operating as the
mobile hotspot device, said exchanging over the
control channel (52), with the wireless device,
of the in-band communications connectivity con-
figuration information, in response to receiving
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the request; and

transitioning, by the apparatus operating as the
mobile hotspot device, from an in-band commu-
nications idle state to an in-band communica-
tions active state using the power saving fea-
tures and optimized activity times for the in-band
communications tethering connection (58), in
response to receiving the request.

The method of claim 1 or claim 2, further comprising:
exchanging, by the apparatus operating as the mo-
bile hotspot device, over the control channel, with
the wireless device, adjustments (59,59’) in the in-
band communications connectivity configuration in-
formation to modify at least one of the power saving
features and optimized activity times in the in-band
communications tethering connection (58) with the
wireless device.

The method of any of the preceding claims, further
comprising:

transitioning, by the apparatus operating as the mo-
bile hotspot device, from the in-band communica-
tions active state to the in-band communications idle
state of the in-band communications tethering con-
nection (58), when no requests are received from
any wireless device for the in-band communications
tethering connection.

The method of any of the preceding claims, wherein
the out-of-band communications medium comprises
one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol,
and the in-band communications medium comprises
a IEEE 802.11 communications protocol.

A method, comprising:

establishing (352), by a wireless device, a con-
trol channel (52) over a wireless out-of-band
communications medium with an apparatus op-
erating as a mobile hotspot device, wherein said
establishing of the control channel with the wire-
less device comprises exchanging, via the wire-
less out-of-band communications medium, at
least out-of-band pairing information, or shared
secret information; and

exchanging (354), by the wireless device over
the control channel (52), with the apparatus op-
erating as the mobile hotspot device, by at least
one of transmitting or receiving in-band commu-
nications connectivity configuration information
to enable power saving features and optimize
activity times in an in-band communications
tethering connection (58) with the apparatus op-
erating as the mobile hotspot device in an in-
band communications medium.
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The method of claim 6, further comprising:

transmitting, by the wireless device, over the
control channel (52), a request to the apparatus
operating as the mobile hotspot device for the
in-band communications tethering connection
(58);

performing, by the wireless device, said ex-
changing over the control channel (52), with the
apparatus operating as the mobile hotspot de-
vice, of the in-band communications connectiv-
ity configuration information; and

establishing, by the wireless device, the in-band
communications tethering connection (58) with
the apparatus operating as the mobile hotspot
device, using the power saving features and op-
timized activity times for the in-band communi-
cations tethering connection.

A computer program comprising computer readable
program code configured to cause performing of the
method of any of the preceding claims when said
program is run on a computer.

The computer program product of claim 8, wherein
the computer program is a computer program prod-
uct comprising a computer-readable medium bear-
ing computer program code embodied therein for
use with a computer.

An apparatus operable as a mobile hotspot device,
comprising:

means (14A) for establishing a control channel
(52) over a wireless out-of-band communica-
tions medium with a wireless device, wherein
said means for establishing the control channel
with the wireless device comprises means for
exchanging, via the wireless out-of-band com-
munications medium, at least out-of-band pair-
ing information, or shared secret information;
and

means (14A) for exchanging over the control
channel (562), with the wireless device, by atleast
one of transmitting or receiving in-band commu-
nications connectivity configuration information
to enable power saving features and optimize
activity times in an in-band communications
tethering connection (58) with the wireless de-
vice in an in-band communications medium, for
relaying by the apparatus, communications be-
tween the wireless device and one or more en-
tities in at least one of a wide area communica-
tions network (39,46) and/or a wireless local ar-
ea network provided by the apparatus.

The apparatus of claim 10, further comprising:
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means (14A) for receiving over the control chan-
nel (52), a request from the wireless device for
the in-band communications tethering connec-
tion (58) for relaying by the apparatus, commu-
nications between the wireless device and one
or more entities in at least one of the wide area
communications network (39,46) and/or the
wireless local area network provided by the ap-
paratus;

means (14A) for performing said exchanging
over the control channel (52), with the wireless
device, of the in-band communications connec-
tivity configuration information, in response to
receiving the request; and

means (12A,20) for transitioning from an in-
band communications idle state to an in-band
communications active state using the power
saving features and optimized activity times for
the in-band communications tethering connec-
tion (58), in response to receiving the request.

The apparatus of claim 10 or claim 11, further com-
prising:

means (14A)forexchanging overthe controlchannel
(52), with the wireless device, adjustments in the in-
band communications connectivity configuration in-
formation to modify at least one of the power saving
features and optimized activity times in the in-band
communications tethering connection (58) with the
wireless device.

The apparatus of any of the claims 10-12, further
comprising:

means (12A,20) for transitioning from the in-band
communications active state to the in-band commu-
nications idle state of the in-band communications
tethering connection (58), when no requests are re-
ceived from any wireless device, for an in-band com-
munications tethering connection.

The apparatus of any of the claims 10-13, wherein
the out-of-band communications medium comprises
one of a Bluetooth communications protocol, or a
Bluetooth Low Energy communications protocol,
and the in-band communications medium comprises
a IEEE 802.11 communications protocol.

An apparatus, comprising:

means (14B) for establishing a control channel
over a wireless out-of-band communications
medium with an apparatus operating as a mobile
hotspot device, wherein said means for estab-
lishing the control channel with the apparatus
operating as the mobile hotspot device compris-
es means for exchanging, via the wireless out-
of-band communications medium, at least out-
of-band pairing information, or shared secretin-

10

15

20

25

30

35

40

45

50

55

22

formation; and

means (14B) for exchanging over the control
channel (52), with the apparatus operating as
the mobile hotspot device, by at least one of
transmitting or receiving in-band communica-
tions connectivity configuration information to
enable power saving features and optimize ac-
tivity times in an in-band communications teth-
ering connection (58) with the apparatus oper-
ating as the mobile hotspot device in an in-band
communications medium.

Patentanspriiche

Verfahren, umfassend:

Einrichten (302), durch ein Gerat, das als eine
mobile Hotspot-Vorrichtung betrieben wird, ei-
nes Steuerkanals (52) Uber ein drahtloses Au-
RBerbandkommunikationsmedium mit einer
drahtlosen Vorrichtung, wobei das Einrichten
des Steuerkanals mit dem drahtlosen Medium
umfasst, Uber das drahtlose AuRerbandkommu-
nikationsmedium, zumindest AuRerband-Paa-
rungsinformationen oder geteilte geheime Infor-
mationen auszutauschen; und

Austauschen (304), durch das Gerat, das als die
mobile Hotspot-Vorrichtung betrieben wird,
uber den eingerichteten Steuerkanal (52) durch
mindestens eines von Ubertragen oder Empfan-
gen, von Inbandkommunikation-Konnektivitats-
konfiguration-Informationen, um Leistungs-
sparmerkmale zu aktivieren und Aktivitatszeiten
in einer Inbandkommunikation-Anbindungsver-
bindung (58) mit der drahtlosen Vorrichtung in
einem Inbandkommunikationsmedium zu opti-
mieren, um Kommunikationen durch das Gerét,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird, zwischen der drahtlosen Vorrichtung
und einer oder mehreren Entitdten in mindes-
tens einem eines Weitbereichskommunikati-
onsnetzwerks (39, 46) und/oder eines drahtlo-
sen Nahbereichsnetzwerks, bereitgestellt durch
das Gerat, das als die mobile Hotspot-Vorrich-
tung betrieben wird, weiterzuleiten.

2. Verfahren nach Anspruch 1, ferner umfassend:

Empfangen, durch das Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, Uber den
Steuerkanal (52), einer Anforderung, von der
drahtlosen Vorrichtung, der Inbandkommunika-
tion-Anbindungsverbindung (58) zum Weiterlei-
ten, durch das Gerat, das als die mobile Hotspot-
Vorrichtung betrieben wird, von Kommunikatio-
nen zwischen der drahtlosen Vorrichtung und
einer oder mehreren Entitdten in mindestens ei-
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nem des Weitbereichskommunikationsnetz-
werks (39, 46) und/oder des drahtlosen Nahbe-
reichsnetzwerks, bereitgestellt durch das Geréat,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird;

Durchfuhren, durch das Geréat, das als die mo-
bile Hotspot-Vorrichtung betrieben wird, des
Austauschens, Uber den Steuerkanal (52) mit
der drahtlosen Vorrichtung, der Inbandkommu-
nikation-Konnektivitatskonfiguration-Informati-
onen als Reaktion auf Empfangen der Anforde-
rung; und

Ubergehen, durch das Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, von einem
Inbandkommunikation-Ruhezustand zu einem
Inbandkommunikation-Aktivzustand unter Ver-
wendung der Leistungssparmerkmale und opti-
mierten Aktivitatszeiten fur die Inbandkommu-
nikation-Anbindungsverbindung (58) als Reak-
tion auf Empfangen der Anforderung.

Verfahren nach Anspruch 1 oder Anspruch 2, ferner
umfassend:

Austauschen, durch das Gerat, das als die mobile
Hotspot-Vorrichtung betrieben wird, Uber den Steu-
erkanal mit der drahtlosen Vorrichtung, von Anpas-
sungen (59, 59’) in den Inbandkommunikation-Kon-
nektivitdtskonfiguration-Informationen zum Modifi-
zieren mindestens eines der Leistungssparmerkma-
le und der optimierten Aktivitatszeiten in der Inband-
kommunikation-Anbindungsverbindung (58) mit der
drahtlosen Vorrichtung.

Verfahren nach einem der vorhergehenden Anspri-
che, ferner umfassend:

Ubergehen, durch das Gerét, das als die mobile Hot-
spot-Vorrichtung betrieben wird, von dem Inband-
kommunikation-Aktivzustand zu dem Inbandkom-
munikation-Ruhezustand der Inbandkommunikati-
on-Anbindungsverbindung (58), wenn keine Anfor-
derungen, von einer drahtlosen Vorrichtung, fur die
Inbandkommunikation-Anbindungsverbindung
empfangen werden.

Verfahren nach einem der vorhergehenden Anspri-
che, wobei das AuRerbandkommunikationsmedium
ein Bluetooth-Kommunikationsprotokoll oder ein
Bluetooth-Low-Energy-Kommunikationsprotokoll
umfasstund das Inbandkommunikationsmedium ein
IEEE 802.11-Kommunikationsprotokoll umfasst.

Verfahren, umfassend:

Einrichten (352), durch eine drahtlose Vorrich-
tung, eines Steuerkanals (52) Uber ein drahtlo-
ses Aulerbandkommunikationsmedium mit ei-
nem Gerat, das als eine mobile Hotspot-Vorrich-
tung betrieben wird, wobei das Einrichten des
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Steuerkanals mit der drahtlosen Vorrichtung
umfasst, Uber das drahtlose AuRerbandkommu-
nikationsmedium, zumindest AuRerband-Paa-
rungsinformationen oder geteilte geheime Infor-
mationen auszutauschen; und

Austauschen (354), durch die drahtlose Vorrich-
tung, Uber den Steuerkanal (52) mit dem Gerat,
das als die mobile Hotspot-Vorrichtung betrie-
ben wird, durch mindestens eines von Ubertra-
gen oder Empfangen, von Inbandkommunikati-
on-Konnektivitatskonfiguration-Informationen,
um Leistungssparmerkmale zu aktivieren und
Aktivitatszeiten in einer Inbandkommunikation-
Anbindungsverbindung (58) mit dem Gerét, das
als die mobile Hotspot-Vorrichtung betrieben
wird, in einem Inbandkommunikationsmedium
zu optimieren.

Verfahren nach Anspruch 6, ferner umfassend:

Ubertragen, durch die drahtlose Vorrichtung,
uber den Steuerkanal (52), einer Anforderung,
an das Gerat, das als eine mobile Hotspot-Vor-
richtung betrieben wird, fur die Inbandkommu-
nikation-Anbindungsverbindung (58);
Durchfuihren, durch die drahtlose Vorrichtung,
des Austauschens, Uber den Steuerkanal (52)
mit dem Geréat, das als die mobile Hotspot-Vor-
richtung betrieben wird, der Inbandkommunika-
tion-Konnektivitatskonfiguration-Informatio-
nen; und

Einrichten, durch die drahtlose Vorrichtung, der
Inbandkommunikation-Anbindungsverbindung
(58) mit dem Geréat, das als die mobile Hotspot-
Vorrichtung betrieben wird, unter Verwendung
der Leistungssparmerkmale und optimierten
Aktivitatszeiten fur die Inbandkommunikation-
Anbindungsverbindung.

Computerprogramm, umfassend computerlesbaren
Programmcode, konfiguriert zum Bewirken, dass
das Verfahren nach einem der vorstehenden An-
spriche durchgefuhrt wird, wenn das Programm auf
einem Computer ausgefuhrt wird.

Computerprogrammprodukt nach Anspruch 8, wo-
bei das Computerprogramm ein Computerpro-
grammprodukt ist, umfassend ein computerlesbares
Medium, das Computerprogrammcode tragt, der da-
rin fur Verwendung mit einem Computer verkdrpert
ist.

Geréat, betreibbar als eine mobile Hotspot-Vorrich-
tung, umfassend:

Mittel (14A) zum Einrichten eines Steuerkanals

(52) uber ein drahtloses Aufierbandkommuni-
kationsmedium mit einer drahtlosen Vorrich-

Samsung Ex. 1004, Page 459 of 560



45

tung, wobei das Mittel zum Einrichten des Steu-
erkanals mit dem drahtlosen Medium Mittel zum
Austauschen, Uber das drahtlose AulRerband-
kommunikationsmedium, von zumindest Au-
Rerband-Paarungsinformationen oder geteilten
geheimen Informationen umfasst; und

Mittel (14A) zum Austauschen, Uber den Steu-
erkanal (52) mit der drahtlosen Vorrichtung
durch mindestens eines von Ubertragen oder
Empfangen, von Inbandkommunikation-Kon-
nektivitadtskonfiguration-Informationen, um
Leistungssparmerkmale zu aktivieren und Akti-
vitatszeiten in einer Inbandkommunikation-An-
bindungsverbindung (58) mit der drahtlosen
Vorrichtung in einem Inbandkommunikations-
medium zu optimieren, um Kommunikationen
durch das Gerat zwischen der drahtlosen Vor-
richtung und einer oder mehreren Entitaten in
mindestens einem eines Weitbereichskommu-
nikationsnetzwerks (39, 46) und/oder eines
drahtlosen Nahbereichsnetzwerks, bereitge-
stellt durch das Gerat, weiterzuleiten.

11. Gerat nach Anspruch 10, ferner umfassend:

Mittel (14A) zum Empfangen, Uber den Steuer-
kanal (52), einer Anforderung, von der drahtlo-
sen Vorrichtung, der Inbandkommunikation-An-
bindungsverbindung (58) zum Weiterleiten,
durch das Gerat, von Kommunikationen zwi-
schen der drahtlosen Vorrichtung und eineroder
mehreren Entitaten in mindestens einem des
Weitbereichskommunikationsnetzwerks (39,
46) und/oder des drahtlosen Nahbereichsnetz-
werks, bereitgestellt durch das Geréat;

Mittel (14A) zum Durchfilhren des Austaus-
chens, Uber den Steuerkanal (52) mit der draht-
losen Vorrichtung, der Inbandkommunikation-
Konnektivitatskonfiguration-Informationen als
Reaktion auf Empfangen der Anforderung; und
Mittel (12A, 20) zum Ubergehen von einem In-
bandkommunikation-Ruhezustand zu einem In-
bandkommunikation-Aktivzustand unter Ver-
wendung der Leistungssparmerkmale und opti-
mierten Aktivitatszeiten fur die Inbandkommu-
nikation-Anbindungsverbindung (58) als Reak-
tion auf Empfangen der Anforderung.

12. Gerat nach Anspruch 10 oder Anspruch 11, ferner

umfassend:

Mittel (14A) zum Austauschen, Uber den Steuerka-
nal (52) mit der drahtlosen Vorrichtung, von Anpas-
sungen in den Inbandkommunikation-Konnektivi-
tatskonfiguration-Informationen zum Modifizieren
mindestens eines der Leistungssparmerkmale und
der optimierten Aktivitatszeiten in der Inbandkom-
munikation-Anbindungsverbindung (58) mit der
drahtlosen Vorrichtung.
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Gerat nach einem der Anspriche 10-12, ferner um-
fassend:

Mittel (12A, 20) zum Ubergehen von dem Inband-
kommunikation-Aktivzustand zu dem Inbandkom-
munikation-Ruhezustand der Inbandkommunikati-
on-Anbindungsverbindung (58), wenn keine Anfor-
derungen, von einer drahtlosen Vorrichtung, einer
Inbandkommunikation-Anbindungsverbindung
empfangen werden.

Gerat nach einem der Anspriiche 10-13, wobei das
AuBerbandkommunikationsmedium ein Bluetooth-
Kommunikationsprotokoll oder ein Bluetooth-Low-
Energy-Kommunikationsprotokoll umfasst und das
Inbandkommunikationsmedium ein IEEE 802.11-
Kommunikationsprotokoll umfasst.

Gerat, umfassend:

Mittel (14B) zum Einrichten eines Steuerkanals
uber ein drahtloses Aulerbandkommunikati-
onsmedium mit einem Gerat, das als eine mo-
bile Hotspot-Vorrichtung betrieben wird, wobei
das Mittel zum Einrichten des Steuerkanals mit
dem Geréat, das als die mobile Hotspot-Vorrich-
tung betrieben wird, Mittel zum Austauschen,
Uber das drahtlose Aukerbandkommunikations-
medium, von zumindest AuRerband-Paarungs-
informationen oder geteilten geheimen Informa-
tionen umfasst; und

Mittel (14B) zum Austauschen, Uber den Steu-
erkanal (52) mit dem Geréat, das als die mobile
Hotspot-Vorrichtung betrieben wird, durch min-
destens eines von Ubertragen oder Empfangen,
von Inbandkommunikation-Konnektivitatskonfi-
guration-Informationen, um Leistungsspar-
merkmale zu aktivieren und Aktivitatszeiten in
einer Inbandkommunikation-Anbindungsver-
bindung (58) mit dem Gerat, das als die mobile
Hotspot-Vorrichtung betrieben wird, in einem In-
bandkommunikationsmedium zu optimieren.

Revendications

1.

Procédé, comprenant les étapes suivantes :

établir (302), par un appareil fonctionnant com-
me dispositif de point d’accés mobile, un canal
de commande (52) sur un support de commu-
nication hors bande sans fil avec un dispositif
sans fil, ou ledit établissement du canal de com-
mande avec le dispositif sans fil comprend le fait
d’échanger, par lintermédiaire du support de
communication hors bande sans fil, au moins
des informations d’appariement hors bande ou
des informations confidentielles partagées ; et
échanger (304), par I'appareil fonctionnant com-
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me dispositif de point d’accés mobile sur le canal
de commande établi (52), par au moins une opé-
ration parmi la transmission ou la réception des
informations de configuration de connectivité de
communication dans la bande pour activer des
fonctionnalités d’économie d’énergie et optimi-
ser les temps d’activité dans une connexion de
type modem de communication dans la bande
(58) avec le dispositif sans fil dans un support
de communication dans la bande, pour relayer
par I'appareil fonctionnant comme dispositif de
pointd’accés mobile, des communications entre
le dispositif sans fil et une ou plusieurs entités
dans au moins un réseau parmi un réseau de
communication étendu (39, 46) et un réseau lo-
cal sans fil fourni par l'appareil fonctionnant
comme dispositif de point d’accés mobile.

Procédé selon la revendication 1, comprenant en
outre les étapes suivantes :

recevoir, par I'appareil fonctionnant comme dis-
positif de point d’accés mobile, sur le canal de
commande (52), une demande provenant du
dispositif sans fil pour la connexion de type mo-
dem de communication dans la bande (58) pour
relayer, par l'appareil fonctionnant comme dis-
positif de point d’accés mobile, des communi-
cations entre le dispositif sans fil et une ou plu-
sieurs entités dans au moins un réseau parmi
le réseau de communication étendu (39, 46) et
le réseau local sans fil fourni par I'appareil fonc-
tionnant comme dispositif de point d’accés
mobile ;

procéder, par l'appareil fonctionnant comme
dispositif de point d’accés mobile, auditéchange
surle canal de commande (52), avecle dispositif
sans fil, des informations de configuration de
connectivité de communication dans la bande,
en réponse a la réception de la demande ; et
effectuer une transition, par I'appareil fonction-
nant comme dispositif de point d’accés mobile,
d’un état de repos de communication dans la
bande a un état actif de communication dans la
bande utilisant les fonctionnalités d’économie
d’énergie et les temps d’activité optimisés pour
la connexion de type modem de communication
dans la bande (58), en réponse a la réception
de la demande.

Procédé selon la revendication 1 ou la revendication
2, comprenant en outre I'étape suivante :

échanger, par l'appareil fonctionnant comme dispo-
sitif de point d’accés mobile, sur le canal de com-
mande, avec le dispositif sans fil, des ajustements
(59, 59’) dans les informations de configuration de
connectivité de communication dans la bande pour
modifier au moins un des éléments parmi les fonc-
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tionnalités d’économie d’énergie et les temps d’ac-
tivité optimisés dans la connexion de type modem
de communication dans la bande (58) avec le dis-
positif sans fil.

Procédé selon I'une quelconque des revendications
précédentes, comprenant en outre les étapes
suivantes : effectuer une transition, par I'appareil
fonctionnant comme dispositif de point d’accés mo-
bile, de I'état actif de communication dans la bande
a I'état de repos de communication dans la bande
de la connexion de type modem de communication
dans la bande (58), lorsqu’aucune demande n’est
regue d’'un quelconque dispositif sans fil, pourla con-
nexion de type modem de communication dans la
bande.

Procédé selon 'une quelconque des revendications
précédentes, dans lequel le support de communica-
tion hors bande comprend un protocole de commu-
nication Bluetooth ou un protocole de communica-
tion Bluetooth a faible énergie, et le support de com-
munication dans la bande comprend un protocole
de communication IEEE 802.11.

Procédé, comprenant les étapes suivantes :

établir (352), par un dispositif sans fil, un canal
de commande (52) sur un support de commu-
nication hors bande sans fil avec un appareil
fonctionnant comme dispositif de point d’accés
mobile, ou ledit établissement du canal de com-
mande avec le dispositif sans fil comprend le fait
d’échanger, par lintermédiaire du support de
communication hors bande sansfilaumoins des
informations d’appariement hors bande ou des
informations confidentielles partagées ; et
échanger (354), par le dispositif sans fil sur le
canal de commande (52), avec l'appareil fonc-
tionnant comme dispositif de point d’acceés mo-
bile, par au moins une opération parmi la trans-
mission ou la réception des informations de con-
figuration de connectivité de communication
dans la bande pour activer des fonctionnalités
d’économie d’énergie et optimiser les temps
d’activité dans une connexion de type modem
de communication dans la bande (58) avec I'ap-
pareil fonctionnant comme dispositif de point
d’accés mobile dans un support de communica-
tion dans la bande.

Procédé selon la revendication 6, comprenant en
outre les étapes suivantes :

transmettre, par le dispositif sansfil, sur le canal
de commande (52), une demande a l'appareil
fonctionnant comme dispositif de point d’accés
mobile pour la connexion de type modem de
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communication dans la bande (58) ;

procéder, par le dispositif sans fil, audit échange
sur le canal de commande (52), avec l'appareil
fonctionnant comme dispositif de point d’accés
mobile, des informations de configuration de
connectivité de communication dans la bande ;
et

établir, par le dispositif sans fil, la connexion de
type modem de communication dans la bande
(58) avec I'appareil fonctionnant comme dispo-
sitif de point d’accés mobile, en utilisantles fonc-
tionnalités d’économie d’énergie et les temps
d’activité optimisés pour la connexion de type
modem de communication dans la bande.

Programme informatique comprenant un code de
programme lisible par ordinateur configuré pour
amener I'exécution du procédé selon 'une quelcon-
que des revendications précédentes lorsque ledit
programme est exécuté sur un ordinateur.

Produit programme informatique selon la revendica-
tion 8, dans lequel le programme informatique est
un produit programme informatique comprenant un
support lisible par ordinateur intégrant un code de
programme informatique destiné a étre utilisé avec
un ordinateur.

10. Appareil pouvant fonctionner comme dispositif de

point d’accés mobile, comprenant :

des moyens (14A) pour établir un canal de com-
mande (52) sur un support de communication
hors bande sans fil avec un dispositif sans fil,
ou lesdits moyens pour établir le canal de com-
mande avec le dispositif sans fil comprennent
des moyens pour échanger, par l'intermédiaire
du support de communication hors bande sans
fil, au moins des informations d’appariement
hors bande ou des informations confidentielles
partagées ; et

des moyens (14A) pour échanger sur le canal
de commande (52), avec le dispositif sans fil,
par au moins une opération parmi la transmis-
sion ou la réception des informations de confi-
guration de connectivité de communication
dans la bande pour activer des fonctionnalités
d’économie d’énergie et optimiser les temps
d’activité dans une connexion de type modem
de communication dans la bande (58) avec le
dispositif sans fil dans un support de communi-
cation dans la bande, pour relayer par 'appareil
des communications entre le dispositif sans fil
et une ou plusieurs entités dans au moins un
réseau parmi un réseau de communication
étendu (39, 46) et un réseau local sans fil fourni
par I'appareil.
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Appareil selon la revendication 10, comprenant en
outre :

des moyens (14A) pour recevoir sur le canal de
commande (52) une demande provenantdu dis-
positif sans fil pour la connexion de type modem
de communication dans la bande (58) pour re-
layer, par l'appareil, des communications entre
le dispositif sans fil et une ou plusieurs entités
dans au moins un réseau parmi le réseau de
communication étendu (39, 46) etleréseaulocal
sans fil fourni par 'appareil ;

des moyens (14A) pour procéder audit échange
surle canal de commande (52), avecle dispositif
sans fil, des informations de configuration de
connectivité de communication dans la bande,
en réponse a la réception de la demande ; et
des moyens (12A, 20) pour effectuer une tran-
sition d’un étatde repos de communication dans
la bande a un état actif de communication dans
la bande en utilisant les fonctionnalités d’éco-
nomie d’énergie etles temps d’activité optimisés
pour la connexion de type modem de commu-
nication dans la bande (58), en réponse a la ré-
ception de la demande.

Appareil selon la revendication 10 ou la revendica-
tion 11, comprenant en outre :

des moyens (14A) pour échanger sur le canal de
commande (52), avec le dispositif sans fil, des ajus-
tements dans les informations de configuration de
connectivité de communication dans la bande pour
modifier au moins un des éléments parmi les fonc-
tionnalités d’économie d’énergie et les temps d’ac-
tivité optimisés dans la connexion de type modem
de communication dans la bande (58) avec le dis-
positif sans fil.

Appareil selon 'une quelconque des revendications
10 a 12, comprenant en outre :

des moyens (12A, 20) pour effectuer une transition
del’état actif de communication dans labande al’état
de repos de communication dans labande de la con-
nexion de type modem de communication dans la
bande (58), lorsqu’aucune demande n’est regue
d’un quelconque dispositif sans fil, pour une con-
nexion de type modem de communication dans la
bande.

Appareil selon 'une quelconque des revendications
10 a 13, dans lequel le support de communication
hors bande comprend un protocole de communica-
tion Bluetooth ou un protocole de communication
Bluetooth a faible énergie, et le support de commu-
nication dans la bande comprend un protocole de
communication IEEE 802.11.

Appareil comprenant :
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des moyens (14B) pour établir un canal de com-
mande sur un support de communication hors
bande sans fil avec un appareil fonctionnant
comme dispositif de point d’accés mobile, ou
lesdits moyens pour établir le canal de comman-
de avec l'appareil fonctionnant comme dispositif
de point d’accés mobile comprennent des
moyens pour échanger, par l'intermédiaire du
support de communication hors bande sans fil,
au moins des informations d’appariement hors
bande ou des informations confidentielles
partagées ; et

des moyens (14B) pour échanger sur le canal
de commande (52), avec I'appareil fonctionnant
comme dispositif de point d’accés mobile, par
au moins une opération parmi la transmission
ou la réception des informations de configura-
tion de connectivité de communication dans la
bande pour activer des fonctionnalités d’écono-
mie d’énergie et optimiser les temps d’activité
dans une connexion de type modem de com-
munication dans la bande (58) avec I'appareil
fonctionnant comme dispositif de point d’accés
mobile dans un support de communication dans
la bande.
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METHOD AND SYSTEM FOR PROVIDING MULTIPLE SERVICES OVER WLAN

[0001] This application claims priority to U.S. Provisional Patent Appln. No. 61/677,079,

filed July 30, 2012, the contents of which are incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present application relates generally to WLAN access to a cellular network,

more specifically, to providing multiple virtual services over a WLAN interface.

BACKGROUND OF THE INVENTION

[0003] A need exists to provide multiple concurrent services over WLAN (Wireless Local
Area Network). For example when WLAN is used to provide access to cellular data
networks, it is desirable to provide access to multiple PDNs (Packet Data Networks). This
capability is currently done on 3G/4G networks where, e.g., IMS (IP Multimedia Subsystem)
and Internet access can be simultaneously provided. Each of these services is identified via
their APNs (Access Point Name). It is the name of a network, where a network in 3GPP
terminology is called Packet Data Network (PDN). In the 3GPP core network, there is a
gateway called PGW (Packet Data Network Gateway). This is a PDN GW; i.e. a gateway
towards one or more PDNs. Between the UE (User Equipment; e.g., Wi-Fi client) and
PGW(s) one or more “PDN connections” are setup. Each PDN connection is a virtual point-
to-point link from a UE to a PDN. A UE initiates the setup of a PDN connection. When it
does that, it may include an APN. Each PDN connection has one IP address. As each PDN
may have its own IP address range, it can occur that two PDN connections to different PDNs
get the same IP address. Herein, the term “PDN” may be used for a “PDN connection.”
Thus, the IP address spaces for each of the different services may overlap, making IP address
resolution of the services impossible. What is needed is a means to provide multiple virtual

point-to-point links between the device and one or more PDNs.
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[0004] Other approaches have been proposed to solve this problem, including running
VLANSs (Virtual Local Area Networks, e.g., IEEE 802.1Q) over WLAN, and performing
tunneling over WLAN (using e.g. GRE - Generic Routing Encapsulation). The approach
described below is potentially simpler to implement than the alternatives, reducing device
cost and power consumption and the basic frame structure is already implemented in some

existing devices.

SUMMARY OF THE INVENTION

[0005]) The present invention is directed to alleviating the problems of the prior art. In
particular, the present invention proposes to use the IEEE 802.11 WDS (Wireless
Distribution System) four-address frame format to segregate multiple virtual services over a

single WLAN interface.

[0006] According to one aspect of the present invention, a method provides to a client
access to multiple packet data network (PDN) connections — preferably over WLAN, each
PDN providing a dedicated PDN connection (e.g., Skype, Netflix, etc.), a single PDN capable
of providing multiple services. The client (e.g., User Equipment (UE) such as a cell phone) is
provided with a number of virtual MAC (Media Access Control) addresses. Each of the
virtual MAC addresses is assigned to a dedicated PDN connection and each dedicated PDN
connection is associated with one of the PDNs. One of the virtual MAC addresses is then
provided via a 4 address MAC frame for the client to communicate with the associated data
service. When communicating with a data service via a PDN connection, the virtual MAC

address associated with the PDN connection is then included in a 4 address MAC frame.

[0007] In a preferred embodiment, the client is a Wi-Fi client, and the Wi-Fi client is

communicating with the associated data service over a cellular data network.

[0008] According to another aspect of the present invention, apparatus providing to a client,

access to a plurality of PDNs, each PDN providing a dedicated PDN connection, includes an
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Access Point (AP) configured to communicate with (i) the client and (ii) the blurality of
PDNs. The AP may be configured to provide the client a plurality of virtual MAC addresses,
and to assign each of the virtual MAC addresses to a dedicated PDN connection, where each
dedicated PDN connection is associated with one of the PDNs. The AP is further configured
to provide one of the virtual MAC addresses via a 4 address MAC frame for the client to
communicate with the associated data service. In alternative embodiments, the virtual MAC
addresses may be (i) pre-loaded onto the UE (User Equipment, e.g., a cell phone) as pre-
configured global MACs (e.g., for each data service), (ii) administered by the network (fixed
or 3GPP (3rd Generation Partnership Project) AAA (Authentication, Authorization and
Accounting protocol)) and sent to UE at authentication, and/or (iii) negotiated dynamically
when the UE needs it (e.g. based on ARP (Address Resolution Protocol)). In alternatives (ii)
and (iii), the virtual MAC addresses may be supplied to the UE through the AP.

[0009] According to a further aspect of the present invention, at least one computer-
readable, non-transitory medium is provided, which contains program code which, when
loaded into one or more processors of an AP, causes the one or more processors to provide to
a client access to a plurality of PDNs, where each PDN provides a dedicated PDN
connection. The program code causes the one or more processors to provide the client a
plurality of virtual Media Access Control (MAC) addresses; where each of the virtual MAC
addresses corresponds to a dedicated PDN connection, each dedicated PDN connection being
. associated with one of the PDNs; and deliver one of the virtual MAC addresses via a 4
address MAC frame for the client to use when the client is communicating with the

associated data service.

[0010] Other aspects and features of the present invention will become apparent to those of
ordinary skill in the art upon review of the following description of specific embodiments of

the invention in conjunction with the accompanying figures.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Fig. lais a diagram illustrating the general 802.11 frame format;

{0012} Fig. 1b is a diagram illustrating the 802.11 frame format in accordance with the

preferred embodiments;

[0013] Fig. 2 is a diagram illustrating a typical use of the known 802.11 address format

frame in a wireless bridge;

[0014] Fig. 3 is a block diagram illustrating links between a UE and a Trusted WLAN

Access Gateway (TWAG) according to an embodiment of the invention;

[0015] Fig. 4 is a is a schematic block diagram of the structure according to the preferred

embodiments;

[0016] Fig. 5 is a functional flow chart illustrating how the four-address MAC header is

used for communication between a UE and a PDN;
[0017] Fig. 6 is a flow chart of a preferred process according to the present invention;

[0018] Fig. 7 is a process diagram of an initial attachment in WLAN on GTP (GPRS

Tunneling Protocol) S2a;

[0019] Fig. 8 is a process diagram of UE-Initiated connectivity to additional PDN in
WLAN on GTP S2a;

[0020] Fig. 9 is a process diagram of a handover procedure between 3GPP access and

WLAN on S2a;

Samsung Ex. 1004, Page 483 of 560



WO 2014/020407 PCT/IB2013/001660

(0021] Fig. 10 is a process diagram of a handover from WLAN on GTP S2a to 3GPP

access;

[0022] Fig. 11 is a process diagram of a UE/TW AN-initiated PDN disconnection procedure
with GTP S2a in WLAN;

[0023] Fig. 12 is a process diagram of a PDN GW Initiated Bearer Deactivation with GTP

on S2a.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0024] In order to lighten the following description, the following acronyms will be used

herein: Table 1

3GPP 3rd Generation Partnership Project

AAA Authentication, Authorization and
Accounting protocol

AKA Authentication and Key Agreement

AMBR Aggregate Maximum Bit Rate

AP Access Point

APN Access Point Network

ARP Address Resolution Protocol

BNG Broadband Network Gateway

BSSID Basic Service Set Identifier

DA Destination Address

DHCP Dynamic Host Control Protocol

EAP Extendible Authentication Protocol
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6

EPC Evolved Packet Core

EPS Evolved Packet System

FFS For Further Study

GPRS General Packet Radio Service

GSM Global System for Mobile
communications

GTP GPRS Tunneling Protocol

hPCRF Home network Policy Control and
Charging Rules Function

HPLMN Home Public Land Mobile Network

IMSI International Mobile Subscriber Identity

IP-CAN IP Connectivity Access Network

LBO Local Breakout

MAC Media Access Control

NSWO Non Seamless WLAN Offload

PCEF Policy and Charging Enforcement
Function

PCRF Policy and Charging Rules Function

PDN Packet Data Network

PMIPv6 Proxy Mobile IP version 6

QoS Quality of Service

RA Receiver Address

S2a Trusted non-3GPP interface to EPC

SA Source Address

SaMOG S2a-based Mobility over GTP
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7

SDO Standard Development Organization
TA Transmitter Address
TEID Tunnel Endpoint ID
TWAG Trusted WLAN Access Gateway
UE User Equipment
vPCRF Visited network Policy Control and

Charging Rules Function
VPLMN Visited Public Land Mobile Network
WDS Wireless Distribution System
WLAN Wireless Local Area Network
WLCP WLAN Control Protocol

[0025] In overview, the present invention proposes a solution for SaMOG (S2a-based
Mobility over GTP) phase 2. For the first PDN connection, additional information elements
are proposed to be added to EAP-AKA (Extendible Authentication Protocol - Authentication
and Key Agreement). These information elements may carry e.g. handover indicator or APN.
For additional PDN connections, traffic may be separated on a per-PDN connection basis
using four MAC addresses in the 802.11 frame. A control protocol may be used to setup and

teardown additional PDN connections.

[0026] Typically, the first PDN/NSWO (Non Seamless WLAN Offload) connection over
WLAN uses the per-UE point-to-point link as defined in TS 23.402 clause 16. Standard IEEE
802.11 messaging is used over the Wi-Fi air link. As defined in IEEE 802.11-2007 section
7.2.2, a normal data frame uses three address fields. E.g. for an uplink frame (To DS=1 and
From DS=0 in table 7-7 of IEEE 802.11-2007):

Address #1 is the receiving address (RA) and equals the BSSID of the AP;
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Address #2 is the transmitting address (TA) and equals the source address
(SA) which equals the MAC address of the UE;

Address #3 is the destination address (DA) and equals the MAC address of the
TWAG (Trusted WLAN Access Gateway).

The MAC header also defines an address #4 which is normally not used.

[0027] To achieve a per-UE-and-PDN point-to-point link for additional PDN/NSWO
connections, all four address fields in the MAC data frame header are used in accordance
with the present invention. Frames are sent/received with header fields To DS=1 and From
DS=1 as defined in table 7-7 of IEEE 802.11-2007. E.g. for an uplink frame:

Address #1 is RA and equals the BSSID of the AP;

Address #2 is TA and equals the physical MAC address of the UE;

Address #3 is DA and equals the MAC address of the TWAG;

Address #4 is SA and equals a virtual MAC address of the UE.

[0028] In the present invention, for each additional PDN connection, there is a virtual MAC
address on the UE. This address is preferably unique within the scope of the UE. A virtual
MAC address combined with the physical MAC address of the UE provides a globally unique
identification for a PDN/NSWO connection. The TWAG and the UE can use this

identification to correlate a packet to the correct PDN/NSWO connection.

{0029] Preferably, the 4-address MAC frame is used only over the Wi-Fi air link. Between
the access point and TWAG, standard (wired) Ethernet frames are used. For an additional
PDN connection, the UE virtual MAC address may be used between the access point and
TWAG. The solution may be: (1) In the downlink, the AP preferably is able to know which
physical MAC belongs to a virtual MAC. This may be a new AP requirement. It may learn
this from uplink packets, though. (2) If we the physical MAC is not used between AP and
TWAG, but only use the virtual MAC, then the virtual MAC should be unique within the

scope of a TWAG. So, some kind of MAC negotiation mechanism can be used. This could be
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done with the control protocol in the next section. Alternatively, some other mechanism e.g.

VLANSs between AP and TWAG may be used.

[0030] WLCP (WLAN Control Protocol) is a new protocol (related to SaMOG). The details
are to be defined in Wi-Fi Alliance or 3GPP. WLCP could use the 4-address field as well;
e.g. a dedicated virtual MAC is used to denote WLCP packets. The WLCP packets may be
defined by Wi-Fi Alliance or stage 3 in 3GPP. A WLCP packet may e.g. indicate “attach”

including APN and handover indicator.

[0031] Fig. la, is a diagram which illustrates the general format of the 802.11 MAC frame
format. The MAC frame format comprises a set of fields that occur in a fixed order in all
frames. There are three address fields in the MAC frame format, four when the ad hoc or the
Wireless Distribution System (WDS) mode is being used. These fields are used to indicate
the basic service set identifier (BSSID), source address, destination address, transmitting
station address, and receiving station address. The usage of the four address fields in each
frame type is indicated by the abbreviations BSSID, Destination Address (DA), Source
Address (SA), Receiver Address (RA), and Transmitter Address (TA).

[0032] Fig. 1b, is a diagram which illustrates the format of the 802.11 4-address MAC
frame format according to the preferred embodiments. It is similar to Fig. 1a, but specifies

that the fourth MAC address is a virtual MAC address.

[0033] In Fig.2,a LAN 1 (200) has a Station 1 (202), a Station 2 (204), an AP 1 (206), and
UE (208), which communicates with at least one of antennas (210) and (212). A second
LAN 2 (220) has a Station 3 (222), a Station 4 (224), an AP 2 (226), and antennas (230) and
(232). LAN 1 communicates with LAN 2 over WDS link (240), using an 802.11 4-address
format frame (280) according to the ad hoc or WDS modes. LAN1 and LAN 2 operate with
802.3 Ethernet Frames (250) and (252), respectively. LAN 1 can communicate with a
cellular network (260) and/or an Internet or other network (270). Each of the Stations, APs,

and UEs includes one or more processors, ROM storing program code for carrying out the
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functions described herein, RAM, typical interfaces, transmitters/receivers, antennas, power
supplies, etc. The UE may, for example, be a hand-held portable device such as a cellular

telephone, smart phone, pad device, Personal Data Assistant, laptop computer, etc.

[0034] In Fig. 2, the four-address format frame (280) may be used to direct information
over the WDS link (240). In this case, the four-address format frame (280) comprises the
MAC address of Station 1 (202), the MAC address of Access Point 1 (206), the MAC address
of Access Point 2 (226), and the MAC address of Station 3 (222). These are included in the
802.11 frame header. The frame data of (280) is the same as the original Ethernet frame
(250). Based on information in this four-address format frame (280), the original Ethernet

frame (250) will be reconstructed.

[0035] In the prior art, the UE typically can have only a single connection over the WLAN.
The UE will not be able to concurrently access more than one PDN connection. As indicated
earlier, when the WLAN is used to provide access to cellular data networks, it is desirable to
provide access to multiple PDNs (packet data networks). As will be described further below,
in the preferred embodiments, the IEEE 802.11 WDS (Wireless Distribution System) four-
address frame format (280) is used to segregate multiple virtual services over a single WLAN
interface. A four-address format currently may be used to create wireless repeater products,
where one pair of addresses defines the ultimate source and destination address, and the other
pair defines the next hop address. In the preferred embodiments on the other hand, the format
is modified to enable multiple virtual services to be associated with multiple virtual

addresses.

[0036] Fig. 3 shows the basic architecture of a wireless distribution system that illustrates
how a UE can access multiple services according to the preferred embodiments of the present
invention. In Fig. 3, MAC2@ and MAC3@ each are associated with an IP@. Thus, there
are a total of three IP addresses in Fig. 3. The figure illustrates how a Wi-Fi client, such as a

mobile device UE (302) can connect to a Trusted WLAN Access Gateway Cellular Network
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(304), or Internet or other network (306) and/or (308), via an Access Point (310) in order to
obtain access to additional services through the WLAN 340.

[0037] The Wi-Fi client (302) is provided access to multiple packet data networks (PDNs)
via a cellular data network (304), where each PDN provides a dedicated PDN connection.
More specifically, the Wi-Fi client (302) is provided with a number of virtual MAC addresses
(312) and (314). Each virtual MAC address (312) and (314) is assigned to a dedicated PDN
connection and each dedicated PDN connection is associated with one of the packet data
networks. The Wi-Fi client’s virtual MAC address for the requested data service is then
delivered via a 4 address MAC frame (inner address) when the Wi-Fi client (302) is

communicating with the associated data service over the cellular data network (304).

[0038] For an upstream frame (device to network), the receiver address is the wireless
access point (310) address MAC BSSAD1 (307; outer address), and the destination address is
the wireless access gateway address, while the transmitter address is the device (302)
physical address (316) and the source address is the device (302) virtual address (312; inner
address) and/or (314; inner address). For a downstream frame (network to device), the
transmitter address is the access point (310) address and the source address is the wireless
access gateway, while the receiver address is the device (302) physical address (316) and the

destination address is the device (302) virtual address (312) and/or (314).

[0039] Fig. 4 is a is a schematic block diagram of the structure according to the preferred
embodiments. The UE may comprise a cellular telephone (402) having an antenna (404)
which wirelessly communicates with a first antenna (454) of an AP (450). The cellular
telephone (402) also has one or more CPUs (406), a ROM (408), a RAM (410), a bus (412),
an antenna interface (414), a transmitter/receiver (416; which may be separate or combined
circuitry), and a power supply (418). The AP has a one or more CPUs (456), a ROM (458), a
RAM (460), a bus (462), a first antenna interface (456), a first transmitter/receiver (462;
which may be separate or combined circuitry), and a power supply (458). The AP (450) also

has a second antenna (470) for communicating with one or more dedicated Networks (480)
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and (482). A second interface (472) is coupled the second antenna (470), and a second
transceiver (474) is coupled to the second interface (472). A third interface (490) may, for

example, be coupled to a wired network via wiring (492).

[0040] For single APN connections, only the transmitter address and the receiver address
will be used on the upstream and downstream respectively. The need to use multiple PDN
connections is indicated when the device initially connects to the network, or when an
additional APN is needed, by using, e.g. extensions to EAP (Extensible Authentication
Protocol) or DHCP (Dynamic Host Control Protocol). In this case the source and destination

address fields will be used instead of transmitter and receiver.

[0041] For a first PDN connection, the normal Wi-Fi MAC address format is used. No
change is necessary compared to unmodified UE. The 4-MAC address MAC format is then
used between UE and AP for additional PDN connections. The 4-MAC frame in the
upstream, i.e. between UE and AP will comprise:

RA (Receiver Address) = AP BSSID

TA (Transmitter Address) = UE MAC@1 (physical)

DA (Destination Address) = TWAG

SA (Source Address) = UE MAC@?2 (virtual; for 2nd PDN connection).

{0042] On the downstream side, that is between the AP and UE, the 4-MAC frame format
will comprise:

RA (Receiver Address) = UE MAC@]1 (physical)

TA (Transmitter Address) = AP BSSID

DA (Destination Address) = UE MAC@?2 (virtual)

SA (Source Address) = TWAG.

Where, e.g., MAC@] is an abbreviation for MAC Address 1.
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[0043] Now, between the AP and the TWAG, normal addressing is used; e.g. using UE
MAC@?2 for the 2nd PDN connection. The virtual MAC addresses may assigned to the UE
by:
-Pre-configured global MACs loaded into the UE at the factory or a UE
provisioning facility (e.g., wireless provider store);
-Administered by a network (fixed or 3GPP (AAA) and sent to the UE at
authentication (perhaps limited to a max number of PDN connections); and/or
-Negotiated dynamically when the UE needs it (e.g. by means of the
previously mentioned WLCP, or based on ARP (Address Resolution
Protocol)).

[0044] Fig. 5, is a functional flow diagram illustrating how the 4-address MAC header is

“used in the establishment of an additional PDN connection in the preferred embodiments.

[0045] For authentication (EAP and 802.1X) and for the first PDN connection, the UE uses
its first MAC address and normal Wi-Fi MAC frame for addressing. This way, an easier UE

implementation can be achieved when only a single PDN connection is used.

[0046] For an additional PDN connection, the UE uses another virtual MAC address. All
signaling over Wi-Fi is done using the 4-address MAC frame. For PDN connections, DHCP
extensions may be used (when DCHP is the control plane protocol) to indicate handover and
a non-default APN. Downlink frames are always sent L2 (Layer 2) unicast (including e.g. RA
and IP multicast). The 4-address MAC frames use the same encryption over Wi-Fi as the

normal MAC frames.

[0047] Fig. 6 is a flow chart of a preferred process according to the present invention.
These functions are preferably carried out in the AP, using one or more processors therein,
together with memory storing program code to carry out the described functions. The

process provides the UE access to a plural PDNs, where each PDN provides a dedicated PDN
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connection. The process begins at step (602), and at step (604) the AP allocates the UE a
plurality of virtual MAC addresses. At step (606), the AP assigns each of the virtual MAC
addresses to a dedicated PDN connection, each dedicated PDN connection being associated
with one of the PDNs. At step (608), the AP delivers one of the virtual MAC addresses via a

4 address MAC frame when the UE is communicating with the associated data service.

- [0048] Fig. 7 is a process diagram of an initial attachment in WLAN on GTP (GPRS
Tunneling Protocol) S2a for roaming, LBO (Local Breakout), and non-roaming scenarios.
The procedure is as in 3GPP TS (Technical Specification) 23.402 clause 16.2.1 with the
following additions:

Step 1. Optionally, in order optimize network selection, the network may
indicate its capabilities (support for handover, support for attach to non-default APN, support
for non-seamless WLAN offload, support for EPC-routed traffic, support for attach to
multiple PDN connections). Preferably, it is FFS if these capabilities are specified by 3GPP
or by another SDO.

Step 2. The UE indicates initial attach in EAP to the 3GPP AAA. The UE
preferably indicates whether it requests EPC (Evolved Packet Core) access or non-seamless
WLAN offload in EAP to the 3GPP AAA. If the UE requests EPC access, it may indicate
APN. As part of step 2, the 3GPP AAA sends these indicators to the TWAN. If the UE
indicates EPC access without indicating APN, then the EAP reply indicates the selected
default APN. As part of step 2, the UE indicates its capabilities (support for handover,
support for attach to non-default APN, support for attach to multiple PDN connections). The
network indicates its capabilities (support for handover, support for attach to non-default
APN, support for non-seamless WLAN offload, support for EPC-routed traffic, support for
attach to multiple PDN connections) to the UE.

Step 3. If the UE indicated an APN in the previous step, the TWAN verifies
that it is allowed by subscription, selects the PDN GW for the APN correspondingly, and
includes the APN in the Create Session Request.
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[0049] Fig. 8 is a process diagram of UE-Initiated connectivity to an additional PDN in -
WLAN on GTP S2a. Establishment of an additional PDN/NSWO connection over WLAN
with GTP S2a is supported only for the accesses that support such feature and for the UEs
that have such capability.

[0050] This procedure is related to the case when the UE has an established a PDN/NSWO
connection over WLAN and wishes to establish one or more additional PDN/NSWO
connections over such access. This procedure is also used to request for connectivity to an
additional PDN/NSWO connection over WLAN when the UE is simultaneously connected to
such access and a 3GPP access, and the UE already has active PDN/NSWO connections over
both the accesses. The UE establishes a separate point-to-point link to the TWAG for each
additional PDN/NSWO connection.

[0051] There can be more than one PDN connection per APN when GTP is used between
the TWAN and the PDN GW. During the establishment of a new PDN connection, the
TWAN allocates and sends a default S2a bearer ID to the PDN GW. The default S2a bearer
ID is unique in the scope of the UE within a TWAG, i.e. the IMSI (International Mobile
Subscriber Identity) and the default S2a bearer ID together identify a PDN connection within
a TWAG. In order to be able to identify a specific established PDN connection, both the
TWAG and the PDN GW preferably store the default S2a bearer ID. The establishment of an
additional PDN/NSWO connection should not impact the first PDN/NSWO connection. As a
separate point-to-point link is used for each additional PDN/NSWO connection, traffic
separation can be achieved between all PDN/NSWO connections including the first.

Step 1. The UE triggers the establishment of a new PDN/NSWO connection
by means of WLCP. This step establishes the setup of a new per-UE-and-PDN-connection
point-to-point link to the TWAG. The UE preferably indicates whether it requests EPC
access or non-seamless WLAN offload. If the UE requests EPC access, it may indicate APN.
The UE preferably triggers the re-establishment of an existing PDN/NSWO connectivity by

providing a handover indicator.
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Step 2. Upon establishment of an additional PDN/NSWO connection, steps 9-
15 as described in clause 8.2.x.2.1.1 are performed. As part of these steps, the TWAN
performs PDN GW selection as described in TS 23.402. Steps 9-15 are preferably executed
with PDN GW2 instead of PDN GW1. Unless non-seamless WLAN offload was selected in
step 1, steps 10-14 in clause 8.2.x.2.1.1 are preferably always performed.

[0052] Fig. 9 is a process diagram of a handover procedure between 3GPP access and
WLAN on S2a. The home routed roaming, LBO and non-roaming scenarios are depicted in
Fig. 9. In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages
from the 3GPP AAA Server in the HPLMN (Home Public Land Mobile Network) to the
PDN GW in the VPLMN (Visited Public Land Mobile Network) and vice versa. Messages
between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the
VPCREF in the VPLMN. In the home routed roaming and non-roaming cases, the vPCRF and
the 3GPP AAA Proxy preferably are not involved, except for the authentication and

authorization in step 2.

[0053] For connectivity to multiple PDNs the following preferably applies:

If the UE is connected to both 3GPP access and non-3GPP access before the
handover of PDN connections to non-3GPP access is triggered, steps 2 to 15 are preferably
skipped and the UE preferably only perform step 16 for each PDN connection that is being
transferred from 3GPP access.

If the UE is connected only to 3GPP access before the handover of PDN
connections to non-3GPP access is triggered, steps 2 to 15 are preferably performed. In these
steps the UE preferably provides an APN corresponding to one of the PDN connections that
are being transferred from 3GPP access. The UE preferably then repeats step 16 for each of
the remaining PDN connections that are being transferred from 3GPP access.

Step 17 is preferably repeated for each PDN connection that is being
transferred from 3GPP access.

Step 16 can occur in parallel for each PDN. Other impacts related to the
handover for muitiple PDNs are described in TS 23.402 clause 8.1.
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[0054] The steps in Fig. 9 are based on Fig. 8, with the following changes:

Step 0. The UE is connected in the 3GPP Access and has a PMIPv6 or GTP
tunnel on the S5/S8 interface.

Step 2. As step 2 in Fig. 8 with the following addition: The UE preferably
indicates handover via EAP to 3GPP AAA.

Steps 3 and 10. As step 2 in Fig. 8 with the following addition: The handover
indication is preferably set in the Create Session Request to allow the PDN GW to re-allocate
the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP
IP access and to initiate a PCEF (Policy and Charging Enforcement Function)-Initiated IP-
CAN (IP Connectivity Access Network) Session Modification Procedure with the PCRF
(Policy and Charging Rules Function).

Step 4 and 11. The PDN GW preferably executes a PCEF-Initiated IP CAN
Session Modification Procedure with the PCRF as specified in TS 23.203 [xx]. The Event
Report indicates the change in Access Type. If the PDN GW decided to allocate a new IP
address/prefix instead of preserving the old IP address/prefix, as described in TS 23.402
clause 4.1.3.2.3, the PDN GW executes an IP-CAN session Establishment Procedure with the
PCREF instead of a PCEF-Initiated IP-CAN Session Modification Procedure.

Step 6 and 13. The PDN GW preferably responds with a Create Session
Response (PDN GW Address for the user plane, PDN GW TEID (Tunnel Endpoint ID) of the
user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS (Evolved
Packet System ) Bearer Identity, EPS Bearer QoS (Quality of Service), APN-AMBR
(Aggregate Maximum Bit Rate), Charging ID, Cause). The Create Session Response
preferably contains the IP address and/or the prefix that was assigned to the UE while it was
connected to the 3GPP IP access. The Charging Id provided by the PGW is preferably the
Charging ID previously assigned to the default bearer of the PDN connection in the 3GPP
access.

Step 16. For connectivity to multiple PDNs simultaneously or nearly-
simultaneously, the UE preferably establishes connectivity to each PDN that is being

transferred from 3GPP access, besides the PDN connection that was established in the
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previous steps, by executing the UE-initiated Connectivity to Additional PDN procedure
specified above.

Step 17. The PDN GW preferably initiates the PDN GW Initiated PDN
Disconnection procedure in 3GPP access as defined in TS 23.402 clause 5.6.2.2 or the PDN
GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [xx], clause 5.4.4.1.

[0055] Fig. 10 is a process diagram of a handover from WLAN on GTP S2a to 3GPP
access for roaming, L BO and non-roaming scenarios, according to the present invention. This
procedure is preferably as in TS 23.402 clause 8.2.1.1/8.2.1.2 with the following differences:
Step 1. There is preferably a GTP tunnel between TWAN and PGW.
Step 18. The PDN GW preferably initiates resource allocation deactivation

procedure in the TWAN as discussed above.

[0056] Fig. 11 is a process diagram of a UE/TW AN-initiated PDN disconnection procedure
with GTP S2a in WLAN. If the UE has a single PDN/NSWO connection established over
WLAN, this procedure is preferably the same as TS 23.402 clause 16.3.1.1. If the UE has
multiple PDN/NSWO connections established over WLAN, this clause preferably applies to
UE/TWAN-requested PDN disconnection procedure. For multiple PDN/NSWO
connectivity, this disconnection procedure is preferably repeated for each PDN/NSWO

connection.

[0057] The procedure outlined in Fig. 11 preferably applies to the Non-Roaming, Home
Routed Roaming, and Local Breakout cases. In the Local Breakout case, the vVPCRF
preferably forwards messages between the PDN GW and the hPCRF. In the Home Routed
Roaming and LBO cases, the 3GPP AAA Proxy preferably serves as an intermediary
between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the

non-roaming and Home Routed Roaming case, the vVPCREF is preferably not involved.
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[0058] If dynamic policy provisioning is not deployed, the optional steps of interaction
between the PDN GW and PCRF preferably do not occur. Instead, the PDN GW may employ
static configured policies.

Step 1. The UE may initiate disconnection of the PDN/NSWO connection by
means of WLCP.

Step 2. The TWAN preferably releases the PDN connection and sends a
Delete Session Request (Linked EPS Bearer ID) message for this PDN connection to the
PDN GW. In case of a NSWO connection, the TWAN preferably releases this connection
and the subsequent steps preferably do not apply.

Step 3. The PDN GW preferably informs the 3GPP AAA Server of the PDN
disconnection.

Step 4. The PDN GW preferably deletes the IP CAN session associated with
the UE and executes a PCEF-Initiated IP CAN Session Termination Procedure with the
PCREF as specified in TS 23.203 [x].

Step 5. The PDN GW preferably acknowledges with a Delete Session

Response (Cause) message.

[0059] Fig. 12 is a process diagram of a PDN GW Initiated Bearer Resource Allocation
Deactivation in WLAN with GTP on S2a. The procedure if Fig. 12 is preferably as in TS
23.402, clause 16.4.1 with the following difference: If all TWAN resources related to a
PDN/NSWO connection are released, then in step 3 the UE is preferably informed of the
PDN/NSWO release using WLCP.

[0060] The present invention can be realized in hardware, or a combination of hardware
and software. Any kind of computing system, or other apparatus adapted for carrying out the
methods described herein, is suited to perform the functions described herein. A typical
combination of hardware and software could be a specialized computer system, e.g., a router,
having one or more processing elements and a computer program stored on a storage medium
that, when loaded and executed, controls the computer system such that it carries out the

methods described herein. The present invention can also be embedded in a computer
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program product, which comprises all the features enabling the implementation of the
methods described herein, and which, when loaded in a computing system is able to carry out

these methods. Storage medium refers to any volatile or non-volatile storage device.

[0061] Computer program or application in the present context means any expression, in
any language, code or notation, of a set of instructions intended to cause a system having an
information processing capability to perform a particular function either directly or after
either or both of the following a) conversion to another language, code or notation; b)
reproduction in a different material form. Computer readable medium means any non-
transitory medium capable of storing program code which, when loaded into one or more

processors, causes functions to be performed as described herein.

[0062] Thus, one embodiment is a computer readable medium containing computer
readable instruction that, when executed by a processor, cause the processor to perform

functions for maintaining clock synchronization between a first and a second radio.

[0063] All documents, specifications, clauses, etc. discussed herein are hereby incorporated

into this disclosure by reference.

[0064] In addition, unless mention was made above to the contrary, it should be noted that
all of the accompanying drawings are not to scale. It will be appreciated by persons skilled in
the art that the present invention is not limited to what has been particularly shown and
described herein above. A variety of modifications and variations are possible in light of the
above teachings without departing from the scope and spirit of the invention, which is limited

only by the following claims.
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What is Claimed Is:

1. A method of providing, to a client, access to a plurality of Packet

Data Networks (PDNs), each PDN providing a dedicated PDN connection, comprising the
steps of:

assigning said client a plurality of virtual Media Access Control (MAC)
addresses;

assigning each of said virtual MAC addresses to a dedicated PDN connection,
each dedicated PDN connection being associated with one of said PDNs; and

providing to said client at least one of said virtual MAC addresses via a 4

address MAC frame for said client to communicate with the associated data service.

2. The method according to claim 1, wherein said client comprises a Wi-Fi
client, and wherein said Wi-Fi client communicates with the associated data service over a

cellular data network using the provided 4 address MAC frame.

3. The method according to claim 2, wherein the Wi-Fi client communicates

with plural associated data services at the same time.

4. The method according to claim 2, wherein the communicating comprises
providing an upstream 4 address MAC frame comprising:

a Receiver Address corresponding to an Access Point (AP) Basic Service Set
Identifier (BSSID);

a Transmitter Address corresponding to a User Equipment (UE) MAC
addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address2.
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5. The method according to claim 4, wherein the client has a first connection
to a PDN, and wherein the UE MAC address2 comprises a virtual address corresponding to a

second PDN connection.

6. The method according to claim 2, wherein the communicating comprises
providing a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC address];

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address2; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

7. The method according to claim 6, wherein the client has a first connection
to a PDN, and wherein the UE MAC address2 comprises a virtual address corresponding to a

second PDN connection.

8. The method according to claim 2, further comprising a second step of the
client communicating with a second associated data service over the cellular data network
using a second one of said virtual MAC addresses via a second 4 address MAC frame, and
wherein the second step of communicating comprises providing an upstream 4 address MAC
frame comprising:

a Receiver Address corresponding to an AP BSSID;

a Transmitter Address corresponding to a UE MAC addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address3.
9. The method according to claim 8, wherein the client has a first connection

to a PDN, and wherein the UE MAC address3 comprises a virtual address corresponding to

another PDN connection.
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10. The method according to claim 9, wherein the second step of
communicating comprises providing a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address3; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

11. The method according to claim 10, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to another PDN connection.

12. The method according to claim 1, wherein said Wi-Fi client comprises a

cellular telephone.

13. The method according to claim 1, wherein said Wi-Fi client comprises a

pad device.

14. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client prior to said client contacting an access point.

15. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client after said client contacts an access point.

16. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client by a network during an authentication process.

17. The method according to claim 1, wherein the virtual MAC addresses are

provided to the client by a negotiation during an address resolution negotiation.
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18. The method according to claim 1, wherein the virtual MAC addresses

provided to the client are stored in a client memory.

19. Apparatus providing to a client, access to a plurality of Packet Data
Networks (PDNs), each PDN providing a dedicated PDN connection, comprising:
an Access Point (AP) configured to communicate with (i) the client and (i)
the plurality of PDNs, the AP further configured to:
assign said client a plurality of virtual Media Access Control (MAC)
addresses;
assign each of said virtual MAC addresses to a dedicated PDN
connection, each dedicated PDN connection being associated with one of said PDNs; and
provide to said client at least one of said virtual MAC addresses via a 4

address MAC frame for said client to communicate with the associated data service.

20. The apparatus according to claim 19, wherein said client comprises a Wi-
Fi client, and wherein said Wi-Fi client communicates with the associated data service over a

cellular data network using the provided 4 address MAC frame.

21. The apparatus according to claim 20, wherein the AP is further configured
to provide the client an upstream 4 address MAC frame comprising:

a Receiver Address corresponding to an Access Point (AP) Basic Service Set
Identifier (BSSID);

a Transmitter Address corresponding to a User Equipment (UE) MAC
addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address2.
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22. The apparatus according to claim 21, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to a second PDN connection.

23. The apparatus according to claim 21, wherein the AP is further configured
to provide the client a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address2; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

24, The apparatus according to claim 23, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to a second PDN connection.

25. The apparatus according to claim 19, wherein the AP is further configured
to provide the client with a second one of said virtual MAC addresses via a second 4 address
MAC frame for the client to communicate with another associated data service, and wherein

the AP is further configured to provide to the client an upstream 4 address MAC frame

comprising:

a Receiver Address corresponding to an AP BSSID;

a Transmitter Address corresponding to a UE MAC addressl;

a Destination Address corresponding to a Trusted WLAN Access Gateway;
and

a Source Address corresponding to a UE MAC address3.

26. The apparatus according to claim 25, wherein the client has a first
connection to a PDN, and wherein the UE MAC address3 comprises a virtual address

corresponding to another PDN connection.
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27. The apparatus according to claim 26, wherein the AP is further configured
to provide to the client a downstream 4 address MAC frame comprising:

a Receiver Address corresponding to a UE MAC addressl;

a Transmitter Address corresponding to an AP BSSID;

a Destination Address corresponding to a UE MAC address3; and

a Source Address corresponding to a Trusted WLAN Access Gateway.

28. The apparatus according to claim 27, wherein the client has a first
connection to a PDN, and wherein the UE MAC address2 comprises a virtual address

corresponding to another PDN connection.

29. The apparatus according to claim 19, further comprising the Wi-Fi client,

which comprises a cellular telephone.

30. At least one computer-readable, non-transitory medium containing
program code which, when loaded into one or more processors of an Access Point (AP)
causes said one or more processors to provide to a client access to a plurality of Packet Data
Networks (PDNs), each PDN providing a dedicated PDN connection, said program code also
causing said one or more processors to:

assign to said client a plurality of virtual Media Access Control (MAC)
addresses;

assign each of said virtual MAC addresses to a dedicated PDN connection,
each dedicated PDN connection being associated with one of said PDNs; and

provide to the client at least one of said virtual MAC addresses via a 4 address

MAC frame when said client is communicating with the associated data service.
31. A cellular telephone, comprising:

transmitter and receiver structure configured to communicate with an access

point;
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a memory storing a plurality of virtual Media Access Control (MAC)
addresses, each corresponding to a dedicated PDN connection; and

at least one processor configured to communicate with said access point,
through said transmitter and receiver structure, using at least one of the stored virtual MAC

addresses in a 4 address MAC frame.
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Mobile Communications System

The present invention relates to mobile communications systems, and in
particular to digital mobile radio communications systems, such as the TETRA
(TErrestrial TRunked RAdio) system.

Mobile radio communications systems typically use predefined frequency
channels to carry signalling and traffic. The arrangement of the frequency
channels, for example the frequency bandwidth of each channel, is usually
specified in the telecommunications Standard with which the communications
system complies, and all signalling and traffic transmitted in the system must be
arranged in accordance with the defined frequency channel arrangement.

The way that the radio spectrum is allowed to be divided into frequency
channels will also normally be specified by the relevant regulatory authorities. For
example, in some countries and/or frequency bands, the radio frequencies available
for mobile radio communication systems are divided into (allocated in) 25 kHz
channels, while in other countries and/or frequency bands, the available radio
frequencies are divided into 12.5 kHz channels.

Accordingly, a number of modern digital mobile radio communication
systems are configured to use 25 kHz channels, and other systems are configured
to use 12.5 kHz channels. For example, the TETRA (TETRA 1) system uses 25
kHz channels, while the DMR (Digital Mobile Radio) and P25 (Project 25 or APCO-
25) systems use 12.5 kHz channels, and the dPMR (Digital Private Mobile Radio)
system operates in a Frequency Division Multiple Access (FDMA) scheme using
two 6.25 kHz channels.

There is also a recent extension to the TETRA Standard known as TETRA
Release 2 (TETRAZ2 or TEDS) that is intended to provide higher data rates for
packet data. The TEDS Standard defines a system which can operate with
channels having bandwidths between 25 kHz and 150 kHz (in particular 25 kHz, 50
kHz, 100 kHz and 150 kHz).

A mobile radio communications system intended for use with a particular
frequency channel arrangement will usually be optimised for that frequency channel
arrangement. It will therefore not normally be, and not be expected to be, readily

suitable for use with a second, different frequency channel arrangement, because it
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would generate transmissions which are not appropriate for the other frequency
channel arrangement.

This may not be a problem where communications systems are intended to
be self-contained and not intended to interoperate with other systems. However,
the Applicants have recognised that it may be desirable for radio systems to be able
to operate in regions that use different frequency channel arrangements. For
example, it may be desired to introduce a newer radio system (that would normally
operate with a particular frequency channel arrangement) into a region where the
permitted frequency channel arrangement is different. For example, with regard to
the TETRA system, it may be desirable to introduce radio systems offering TETRA
services into parts of the world where the radio spectrum is divided into 12.5 kHz
channels. In such instances, it would not be possible to use existing TETRA
systems, which operate using 25 kHz channels.

Another consideration for existing communications systems, is that over a
period of time enhancements may be desirable. This could be, for example, for
reasons of system capacity (e.g. because the number of users wishing to use the
system has increased), or because communications applications requiring higher
data rates need to be supported by the system. In such cases it may be desired to
make more efficient use of the spectrum available for operation of the
communications system, since radio spectrum is a scarce resource.

However, this may not be readily possible with existing mobile
communications systems. For example, with regard to the existing TETRA (TETRA
1) system, each 25 kHz channel supports four users in a four slot Time Division
Multiple Access (TDMA) scheme. Accordingly, the system requires the equivalent
of 6.25 kHz bandwidth per voice channel, and this is the most efficient use that
TETRA 1 compliant systems can make of the radio spectrum.

The existing digital mobile radio systems that operate with 12.5 kHz
channels (e.g. DMR, P25, as discussed above) also generally require at least 6.25
kHz equivalent bandwidth per voice channel. For example, "Phase 1" P25 is a
mixed analogue/digital system that operates with 12.5 kHz channels using FDMA.
"Phase 2" P25 uses a two slot TDMA scheme. The DMR system operates with
12.5 kHz channels using a two slot TDMA scheme and the dPMR system operates
an FDMA scheme with two 6.25 kHz channels. Thus, these systems at best offer

only the same spectral efficiency as TETRA (TETRA 1). Furthermore, these
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systems generally have reduced functionality compared to the TETRA (TETRA 1)
system, and are not compatible with nor interoperable with the TETRA system.

The Applicants believe therefore that there remains a need to be able to
provide reduced bandwidth/higher spectral efficiency digital mobile radio
communications systems.

According to a first aspect of the present invention, there is provided a
method of operating a digital mobile radio communications system, comprising:

using a four slot time-division multiple access scheme in 12.5 kHz channels,
with each 12.5 kHz channel containing plural sub-carriers and each sub-carrier
being modulated with a modulation scheme that encodes at least 4 bits per symbol,
for transmissions in the system.

According to a second aspect of the present invention, there is provided a
communications terminal for a digital mobile radio communications system,
comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that
encodes at least 4 bits per symbol.

According to a third aspect of the present invention, there is provided a
digital mobile radio communications system, comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that
encodes at least 4 bits per symbol.

The present invention provides a digital mobile communications system that
operates in 12.5 kHz channels, using a 4-slot TDMA arrangement and a particular
form of modulation scheme for its transmissions. As will be discussed further
below, this system can operate with an effective 3.125 kHz equivalent channel
width per user, thereby using the radio spectrum more efficiently (providing
increased capacity). Moreover, the system can, again as will be discussed further
below, provide a high degree of compatibility with existing TETRA 1 systems,
thereby allowing interoperability with and in existing TETRA 1 systems, and the
functionality of TETRA 1 to be supported by this new mobile communications
system. For example, as will be discussed further below, the system of the present

invention, in its preferred embodiments at least, can still use the TETRA 1 slot and
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frame structure (i.e. 4 timeslots per frame, eighteen frames per-multiframe, slot and
frame durations, etc.), and when doing so provide and support data rates and
timeslot payload capacities that are compatible with and correspond to TETRA 1.

Thus, the present invention can provide a higher capacity (more radio
spectrum efficient) communications system, that can operate in narrower frequency
bands than existing TETRA systems, while still being able to remain compatible
with many aspects of existing TETRA systems, such as the TETRA transmission
format and structure, and support a comprehensive set of TETRA functions and
services. The present invention can accordingly be used, for example, to provide a
narrow band digital mobile radio communications system operating in 12.5 kHz
channels that has a high degree of compatibility with existing TETRA systems.

The enhanced communications system and scheme of the present invention
can also accordingly be used in and with existing TETRA (for example)
communications networks and equipment, without the need for substantial
modifications and changes to that equipment, and without the need for significant
investment in new equipment. This is particularly true for more modern TETRA
communications systems that are able to support both TETRA 1 and TEDS
functionalities.

Thus the scheme of the present invention can be used to upgrade an
existing TETRA system in a way which requires no new frequencies and requires
relatively minimal new equipment investment. Similarly, the invention can be
employed in green field TETRA systems to enhance the basic TETRA system
capability. It can also be used to allow a substantially TETRA compatible and/or
TETRA-based system to be deployed in regions and frequency bands that specify
12.5 kHz, rather than 25 kHz, radio channels.

The present invention can thus effectively provide a "narrow band" mobile
communications system, that can, for example, in particular, be used in and with
TETRA systems and TETRA equipment, and can support TETRA services.

It should be noted here that the present invention does not simply use the
existing TETRA (TETRA 1) system but halve the bandwidth of the filter (i.e. simply
halve the channel bandwidth). This is because although this would provide an
appropriately narrow channel bandwidth, the Applicants have recognised that such
a scheme would result in severe distortion of the modulated signal. Similarly, while
one could in order to address the above problems with distortion, in principle simply

halve the modulation rate of the signal (i.e. double the symbol period), the
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Applicants have recognised that in that case the bit rate of the system would then
be halved, and the system would then at best comprise a two slot TDMA scheme,
thereby not fully preserving the TETRA 1 functionality, nor increasing the spectral
efficiency over TETRA 1.

To address this, the present invention uses, for information-carrying
symbols such as the header and/or payload (data) symbols, at least, a higher level
modulation scheme that encodes more (and at least 4) bits per symbol. This then
allows longer symbol periods to be used, whilst still achieving a given bit rate.
However, the present invention does not simply use any form of higher level
modulation scheme, but uses multi-sub-carriers with a higher level modulation
scheme. This is because the Applicants have recognised that using a single carrier
with a higher level modulation scheme would still require relatively high symbol
rates, but at higher symbol rates may not perform well in fading channels due to
multipath distortion. The present invention avoids this by using multi-sub-carriers
with a higher level modulation scheme, as by using a multi-sub-carrier
arrangement, the symbol rate for each individual sub-carrier can be relatively lower
(and thus the symbol duration can be relatively longer).

The communications station of the present invention may be a mobile
station or a base station, as is known in the art. In one preferred embodiment it is a
base station. In another preferred embodiment it is a mobile station.

The present invention uses a four-slot TDMA arrangement. While any
suitable and desired such arrangement can be used in the present invention, in a
particularly preferred embodiment, a 4-slot TDMA time slot and frame structure
having the timings (the timing structure) of TETRA 1 (and thus TEDS) is used.
Thus, in a preferred embodiment, the system of the present invention uses frames
of 4-timeslots and multiframes of 18 frames. Preferably each time-slot is 14.17 ms
long, and each frame is 56.7 ms long. This facilitates compatibility with TETRA 1
and TEDS systems.

Each timeslot preferably contains a given (and the same) number of
symbols per sub-carrier. Preferably the number of symbols per-sub-carrier per
timeslot is even, as that then facilitates the transmission of half-slots, and therefore
compatibility with TETRA 1. Where, as will be discussed further below, the
modulation scheme of the present invention encodes 4 bits per symbol, each
timeslot preferably contains 34 such symbols per-sub-carrier. As will be discussed

further below, this then means that with timeslots corresponding to the TETRA 1
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timing structure, the scheme of the present invention can support a timeslot payload
bit capacity (bit rate) that is compatible with existing TETRA systems, protocols and
equipment.

Each 12.5 kHz channel that is used in the present invention may be divided
into the requisite multiple sub-carriers (sub-channels) in any desired and suitable
manner. Most preferably, the sub-carriers (sub-channels) are equally spaced within
the channel. Any (plural) number of sub-carriers can be used. Preferably not more
than eight sub-carriers are used. In a particularly preferred embodiment, four
sub-carriers are used. This has been found to facilitate the use of longer symbols,
thereby making the signal more robust in mobile fading propagation channels, but
without making the symbols so long that other problems such as excessive latency
waiting for symbols to arrive then arise. In a preferred such embodiment, a
sub-carrier spacing of 2.7 kHz is used in each 12.5 kHz channel. In other
embodiments, two, six, or eight sub-carriers can be used. The system may use
only a single 12.5 kHz channel, but as will be appreciated by those skilled in the art,
plural 12.5 kHz channels are preferably provided (supported) and used.

The modulation scheme that is used in the present invention can be any
desired and suitable modulation scheme that encodes at least four bits per symbol.
Suitable modulation schemes include QAM, PSK/DPSK, or OFDM schemes. Each
sub-carrier should be and is preferably modulated using the same modulation
scheme.

In a particularly preferred embodiment, 16-QAM is used. This encodes
4-bits per-symbol, and thus when used in a timeslot having the TETRA 1 timing
structure that can contain 34 symbols per sub-carrier per timeslot, will provide
4 x 34 = 136 bits per sub-carrier per timeslot, and so can be used to provide 544
bits (4 x 136) per timeslot where 4 sub-carriers (each carrying 34 16-QAM symbols)
are being used. As will be discussed further below, this bit capacity can be used to
provide a system that is compatible with TETRA.

In a preferred embodiment, the modulation scheme of the present invention
uses 2400 symbols per second, sub-carrier spacing of 2.7 kHz, and an RRC
modulation filter with alpha=0.2. In this case, the nominal overall modulation
bandwidth (for a frequency channel) will be 10.8 kHz. This has the effect that the
modulation scheme will then generally (apart from the number of sub-carriers)

correspond to and be compatible with the modulation scheme that is used in TEDS.
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The 4-bit per symbol modulation scheme, such as 16-QAM, should be, and
preferably is, used for the information-carrying symbols, such as header and
payload (data) symbols in each burst. However, other symbols in a burst, such as
pilot and synchronisation symbols, need not use the 4-bit per symbol modulation
scheme, and may, e.g. have their own particular symbol constellations. Thus, the
requirement is that at least some data (payload) symbols on a sub-carrier are
encoded using a 4-bit per symbol modulation scheme.

The present invention preferably uses particular (and identifiable) burst
structures for its transmissions (as is conventional in mobile communications
systems), so as to, e.g., allow particular forms (types) of transmissions to be readily
identified and processed.

While it would be possible to define and use any desired and suitable set of
burst types for this purpose, in a particularly preferred embodiment, burst types that
correspond to burst types that are used in TETRA 1 are preferably used. This
facilitates compatibility with TETRA 1.

Thus, in a preferred embodiment, the system of the present invention
supports and uses one or more of, and preferably all of the following burst types:
normal uplink burst; normal downlink burst; control uplink burst; and downlink
synchronisation bursts.

In a preferred embodiment, unlike for TETRA 1, the system of the present
invention does not use (nor support) discontinuous downlink bursts. In this regard,
the Applicants have recognised that it is not necessary to provide the facility to
transmit discontinuous downlink bursts. This is because discontinuous downlink
bursts solely serve to provide ramp up and ramp down periods for base stations,
but the Applicants have realised that in practice this functionality is not generally
needed, so these bursts can be omitted, thereby simplifying the burst types to be
used.

Furthermore, the Applicants have recognised that it would in fact be
advantageous to operate the system without using discontinuous downlink bursts
(i.e. using continuous downlink bursts (only)), since the concatenation of slots in the
continuous downlink bursts will allow (a mobile station of) the system to use some
of the synchronisation and pilot symbols from the current (its own) and from the
next (or previous) slot for synchronisation and equalisation purposes. This then

means that fewer synchronisation and pilot symbols need to be provided in each
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slot (each burst), so that more symbols in a given burst can be used as data
symbols, thereby providing an increased useful payload capacity in each timeslot.

In another embodiment, ramp down periods, preferably periodic ramp down
periods, are provided. In this embodiment, the system of the present invention
preferably uses (supports) a dedicated ramp down burst. This then can be used for
linearization of base stations.

In a particularly preferred embodiment, the burst types that are used in the
present invention have a close correspondence to burst types used in TETRA 1,
and formats (burst structures) that are similar to but modified with respect to the
existing TEDS burst formats.

The Applicants have recognised in particular that it would not be possible to
simply use the TEDS (TETRA 2) synchronisation and pilot symbol structures in the
scheme of the present invention, as this would result in a payload which is too small
for TETRA 1 compatibility. Instead, the present invention uses new pilot and
synchronisation symbol arrangements that provide space for sufficient payload
symbols (and still provide adequate synchronisation and equalisation performance).

In general, each burst preferably includes pilot symbols spaced to facilitate
equalisation at the receiver, synchronisation symbols to facilitate frame and symbol
timing recovery at the receiver, and data symbols for carrying the useful payload
(and any required header). The data symbols are preferably ordered regularly
across and along the multiple sub-carriers in the 12.5 kHz channel. In a preferred
embodiment, pilot symbols are included (used) in the outer sub-carriers in the
channel only (so in the outer two, but not the inner two, sub-carriers where four
sub-carriers are being used). This helps to provide more symbols for data
purposes. The pilot symbols are preferably spaced (approximately) evenly in time
and frequency.

In a preferred embodiment, the burst structures that are used in the present
invention have relatively fewer synchronisation and/or pilot symbols with respect to
the existing TEDS corresponding burst types. Most preferably, the ratio of
synchronisation and pilot symbols to payload symbols is smaller in burst structures
of the present invention with respect to the burst structures of existing TEDS
corresponding burst types. In this regard, the Applicants have recognised that in
the narrow band system of the present invention, the performance of the
synchronisation is less critical to the overall performance of the system. Equally,

the Applicants have recognised that it is possible to space the pilot symbols further
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apart with respect to the existing corresponding TEDS burst types. Thus, it is
possible to reduce the proportion of synchronisation and/or pilot symbols with
respect to the existing TEDS corresponding burst types, and thereby increase the
proportion of symbols available for the payload (e.g. to provide a sufficient payload
for TETRA 1 compatibility).

In a preferred embodiment of the present invention, the system uses a fixed
constant modulation level (supports a fixed modulation level only). This then
means that header symbols can be removed from the uplink bursts and/or some of
the downlink symbols can be removed (with respect to the existing TEDS
corresponding burst types) in the burst structures used in the present invention
(these symbols are used in TEDS to indicate the modulation level being used).
Again, this increases the number of symbols available for the payload.

In a preferred embodiment, for burst types which include header symbols,
the header symbols are arranged to be close to pilot symbols. Most preferably, the
header symbols are arranged to be adjacent in time and/or in frequency to pilot
symbols. This has the advantage of reducing equalisation errors.

The preferred burst structures allow, for example, the four sub-carrier
modulation scheme of the present invention having the preferred symbol duration
and slot duration described above (i.e. providing a total of 136 (4 x 34) symbols per
timeslot) (and thus a "raw" bit rate of 544 bits per timeslot) (with four bits per
symbol) (on the downlink) to provide sufficient capacity to support TETRA 1
compatible payloads which require 432 bits per timeslot, and an additional 30 bits
for the AACH channel on the downlink, whilst still allocating a number of symbols in
each slot as synchronisation symbols and as pilot symbols in order to support
synchronisation and channel equalisation, etc.. (TETRA 1 provides a "raw" bit rate
of 510 bits per timeslot.) (As is known in the art, synchronisation symbols are used
to allow a receiver to determine the correct timing of bursts, while pilot symbols are
for channel equalisation so that the information payload can be properly recovered
from the modulated signal.)

(The equivalent uplink capacity, allowing for ramp-up and down periods, is
124 symbols per timeslot (i.e. 4x31 symbols per timeslot), or 496 bits per timesiot.)

The preferred burst structures of the present invention can thus be used to
achieve payload capacities that are sufficient for compatibility with TETRA 1.

The present invention similarly preferably uses particular (and identifiable)

logical channels for its transmissions (as is conventional in mobile communications
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systems), so as to, e.g., allow particular forms (types) of transmissions to be readily
identified and processed.

While it would be possible to define and use any desired and suitable set of
logical channels and mapping of logical channels onto bursts for this purpose, in a
particularly preferred embodiment, logical channels and logical channel mappings
that are based on, and that correspond to, logical channel types and mappings that
are used in TETRA 1 are preferably used.

Thus, in a preferred embodiment, the system of the present invention
supports and uses logical channels that are used in TETRA 1.

However, in a preferred embodiment, the AACH channel is transmitted
using 16-QAM symbols, thereby reducing the number of AACH symbols that are
used compared to TEDS, and no logical channel equivalent to the TEDS SICH
channel on the uplink is provided, as this is not needed (since in the preferred
embodiment of the present invention as described above, a fixed modulation level
is used (as is known in the art, SICH is used in TEDS to dynamically indicate the
modulation level)).

The system of the present invention preferably uses a layered protocol
arrangement for its protocol (as is conventional in mobile communications
systems). While the protocol that is used in the present invention could be
configured and arranged in any desired manner, in a particularly preferred
embodiment, only layer 1 (i.e. the "physical layer") and part of layer 2 (i.e. part of
the "data link layer") are changed with respect to the protocol layers of the TETRA
(TETRA 1) system. Most preferably, only layer 1 and the Lower MAC layers are
changed. In this embodiment, protocol layers above the Lower MAC layer (i.e. the
Upper MAC layer and above) are accordingly preferably the same as in TETRA 1.
Thus, higher level protocol layers, services and applications are preferably
unchanged with respect to TETRA 1.

This allows many or all of the functionalities of TETRA 1 to be preserved,
and means that the protocol changes necessary to existing TETRA equipment for it
to be able to use the modulation scheme of the present invention can be relatively
small. Thus the changes necessary to existing TETRA equipment for it to be able
to use the scheme of the present invention can be relatively small. Equally, the
new scheme can have a high degree of interoperability with existing TETRA

systems.
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This is possible because, as discussed above, the present invention can, in
its preferred embodiments at least, provide (and be configured as) a system that
apart from at the physical layer, can be very similar to, and compatible with, existing
TETRA 1 (particularly in terms of the payload bit rate that can be delivered to the
higher protocol layers once signalling overhead has been removed).

In alternative embodiments, various changes to the higher level protocol
layers (i.e. changes to the protocol layers above the Lower MAC layer) may be
made as desired. For example, it could in some instances be advantageous to
configure the system such that it has some knowledge of the particular modulation
scheme or schemes supported by each mobile unit within the system, so that the
mobile units can be assigned to appropriate frequency channels.

In a particularly preferred embodiment, the system of the present invention
is configured to support Direct Mode Operation (DMO), i.e. direct terminal to
terminal communications (not via the network infrastructure). This again helps to
provide interoperability and compatibility with existing TETRA 1 systems (and the
functionality of TETRA 1 systems).

Where DMO is supported, the system of the present invention preferably
also has a defined direct mode synchronisation burst structure and a defined direct
mode normal burst structure. In a preferred embodiment, the direct mode normal
burst has the same structure as a normal uplink burst for the trunked mode
operation.

The present invention may be used in and for any suitable and desired
mobile communications system. Indeed, it may be used to provide a stand-alone
"narrow band" mobile communications system if desired.

However, as will be appreciated from the above, the present invention is
envisaged as having particular application to, and being particularly advantageous
for, use with or in a TETRA mobile communications system, and/or with TETRA
communications stations.

Thus, in a particularly preferred embodiment, the present invention is used
in or with a TETRA mobile communications system, and the mobile
communications station is a TETRA communications station (i.e. a communications
station that can operate according to the TETRA standard, as well as in the manner

of the present invention).
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Thus, according to another aspect of the present invention, there is provided
a method of operating a TETRA-compatible mobile communications system,
comprising:

using a four slot time-division multiple access scheme in 12.5 kHz channels,
with each 12.5 kHz channel containing plural sub-carriers and each sub-carrier
being modulated with a modulation scheme that encodes at least 4 bits per symbol,
for transmissions in the system.

According to another aspect of the present invention, there is provided a
communications terminal for a TETRA-compatible mobile communications system,
comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that
encodes at least 4 bits per symbol.

According to another aspect of the present invention, there is provided a
TETRA-compatible mobile communications system, comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that
encodes at least 4 bits per symbol.

As will be appreciated by those skilled in the art, these embodiments and
aspects of the present invention can and preferably do include any one or more or
all of the preferred and optional features of the invention described herein, as
appropriate.

It is envisaged that the present invention may operate as a standalone
"narrow band" TETRA-compatible system simply operating using the "narrow band"
modulation scheme of the present invention. In this case the system infrastructure
and mobile terminals could still be closely based on, and reuse many aspects of,
existing TETRA 1 infrastructure and mobile terminals, with the only modifications
needing to be made being the modifications discussed above to handle the new
modulation scheme of the present invention at the physical and potentially lower
MAC layer of the TETRA 1 protocol.

However, it is also envisaged that a system of the present invention could
be operated simultaneously with and could coexist with a "standard" TETRA

system, for example. In this case it is preferred that the system will comprise base
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stations that can support normal TETRA 1 25 kHz RF channels and/or TEDS 25
kHz to 150 kHz RF channels, as well as the narrow band, 12.5 kHz RF channels, of
the present invention. In this case, base stations are preferably able to operate
using both modulation schemes. Mobile terminals may be capable of operating
only using existing TETRA 1 25 kHz channels and/or TEDS 25 kHz to 150 kHz
channels, or only in the narrow band 12.5 kHz channels, or both. For example,
some mobile stations are preferably able to operate in both modes and to act as
gateways between the two transmission schemes, i.e. receive incoming signals on
25 kHz channels and send outgoing signals on 12.5 kHz channels, and/or
vice-versa, in networks that have a mixture of 25 kHz and 12.5 kHz channels.

The system is preferably configured to be able to switch dynamically
between the narrow band and TETRA operation, for example based on equipment
capability and/or other factors such as quality of service. The system infrastructure
could, e.g., allocate a mobile station to a narrow band channel or a normal TETRA
channel, based on its knowledge of the mobile station's capability.

Thus, in a particularly preferred embodiment, it is envisaged that TETRA
systems will use the modulation scheme of the present invention together with the
existing /4 DQPSK TETRA modulation and/or TEDS modulation. In other words,
channels modulated with the different modulation schemes will coexist in the
system. Such an arrangement will then support standard TETRA equipment and
the "narrow band" TETRA-compatible equipment and system of the present
invention at the same time, thus maintaining compatibility between the old and new
system (and equipment). Such a system preferably uses the normal 25 kHz
TETRA channels with existing /4 DQPSK TETRA modulation, but also provides
narrow band 12.5 kHz channels in accordance with the present invention.

Thus, the present invention also extends to hybrid radio systems comprising
one or more traditional TETRA 1 mobile units operating in 25 kHz channels, and
one or more mobile units of the present invention operating in 12.5 kHz channels.

Thus, according to an aspect of the present invention, there is provided a
method of operating a TETRA mobile communications system, comprising:

using the TETRA 1/4 DQPSK modulation scheme for transmissions in the
system; and

using a four slot time-division multiple access scheme in 12.5 kHz channels,

with each 12.5 kHz channel containing plural sub-carriers and each sub-carrier
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being modulated with a modulation scheme that encodes at least 4 bits per symbol,
for transmissions in the system.

According to another aspect of the present invention, there is provided a
communications station for a TETRA mobile communications system, comprising:

means for making transmissions using the TETRA /4 DQPSK modulation
scheme; and

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that
encodes at least 4 bits per symbol.

According to another aspect of the present invention, there is provided a
TETRA mobile communications system, comprising:

one or more communications stations capable of making transmissions
using the TETRA 11/4 DQPSK modulation scheme; and

one or more communications stations capable of making transmissions
using a four slot time-division multiple access scheme in 12.5 kHz channels, with
each 12.5 kHz channel containing plural sub-carriers and each sub-carrier being
modulated with a modulation scheme that encodes at least 4 bits per symbol.

As will be appreciated by those skilled in the art, these embodiments and
aspects of the present invention can and preferably do include any one or more or
all of the preferred and optional features of the invention described herein, as
appropriate.

In these arrangements, it is preferred that signalling on a /4 DQPSK
modulated channel is used to indicate the availability of the "narrow band" channels
of the present invention, as appropriate. Thus the system preferably signals on a
/4-DQPSK modulation channel an indication that the "narrow band" modulation
scheme of the present invention is available.

For example, in embodiments, a base station of the system can indicate its
capabilities (e.g. its "narrow band" capability) using one of the reserved “modulation
mode” and/or “bandwidth elements” in the “channel characteristics” element that is
sent in the D-NWRK BROADCAST EXTENSION PDU (EN 300 392-2 clauses
18.4.1.4.1b and 18.5.5a ). Alternatively, a spare value in the augmented channel
allocation (EN 300 292-2 clause 21.5.2) could be used.

Equally, in embodiments, a communications terminal (mobile station) can

indicate its capabilities (e.g. its "narrow band" capability) to the communications
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system during registration (e.g. using the U-LOCATION UPDATE PDU in the
optional “class of MS” and/or “extended capabilities” information elements (as will
be appreciated by those skilled in the art, there are spare (reserved) bits in the
extended capabilities element (EN300 392-2 clause 16.10.10a))). Alternatively, an
unused QAM bandwidth value in the extended capabilities could be used. This
information can be used by the communications system to allocate an appropriate
channel to the communications terminal.

Where a TETRA system supports both "normal" TETRA /4 DQPSK
modulated channels operating at 25 kHz channels and "narrow band" operation in
the manner of the present invention operating in 12.5 kHz channels, respective
synchronisation bursts for both modulation schemes are preferably provided, but
are preferably configured and arranged such that a TETRA 1 terminal scanning for
a TETRA 1 synchronisation burst will not detect the "narrow band" modulation
scheme synchronisation burst, but a "narrow band" capable terminal scanning for
synchronisation bursts will be able to detect both types of synchronisation burst and
discriminate between the two. This will then allow a base station receiver or a
mobile receiver to be able to detect whether an incoming signal is a 25 kHz channel
signal or a 12.5 kHz channel signal.

The present invention also extends to apparatus for allowing a TETRA
communications station (which could be a base station or a mobile station as is
known in the art) to use the modulation schemes of the present invention.

As will be appreciated by those skilled in the art, all of the described aspects
and embodiments of the present invention can and preferably do include any one or
more or all of the preferred and optional features of the invention described herein,
as appropriate.

The methods in accordance with the present invention may be implemented
at least partially using software e.g. computer programs. It will thus be seen that
when viewed from further aspects the present invention provides computer software
specifically adapted to carry out the methods hereinabove described when installed
on data processing means, and a computer program element comprising computer
software code portions for performing the methods hereinabove described when the
program element is run on data processing means. The invention also extends to a
computer software carrier comprising such software which when used to operate a
communications system and a communications station comprising data processing

means causes in conjunction with said data processing means said system or
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station to carry out the steps of the method of the present invention. Such a
computer software carrier could be a physical storage medium such as a ROM
chip, CD ROM or disk, or could be a signal such as an electronic signal over wires,
an optical signal or a radio signal such as to a satellite or the like.

It will further be appreciated that not all steps of the method of the invention
need be carried out by computer software and thus from a further broad aspect the
present invention provides computer software and such software installed on a
computer software carrier for carrying out at least one of the steps of the methods
set out hereinabove.

A number of preferred embodiments of the present invention will now be
described by way of example only and with reference to the accompanying
drawings, in which:

Figure 1 shows an exemplary spectrum of a single 12.5 kHz channel for a
preferred embodiment of a narrow band mobile communications system in
accordance with the present invention;

Figure 2 shows the symbol constellation diagram for a modulation scheme
in accordance with a preferred embodiment of the present invention;

Figure 3 illustrates the structure of a frame for use in a preferred
embodiment of the present invention;

Figures 4-7 show preferred embodiments of the normal uplink burst
structure (Figure 4), the normal downlink burst structure (Figure 5), the control
uplink burst structure (Figure 6), and the downlink synchronisation burst structure
(Figure 7), to be used in preferred embodiments of the present invention;

Figure 8 shows a preferred embodiment of a DMO synchronisation burst
structure to be used in preferred embodiments of the present invention;

Figure 9 shows a schematic diagram of an exemplary hybrid mobile
communications system in accordance with an embodiment of the present
invention;

Figure 10 shows a schematic diagram of an exemplary hybrid mobile
communications system in accordance with an embodiment of the present
invention; and

Figure 11 shows a schematic diagram of another exemplary hybrid mobile
communications system in accordance with an embodiment of the present

invention.
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A preferred embodiment of the present invention will now be described with
particular reference to a narrow band TETRA-compatible mobile communications
system in which 12.5 kHz channels are used for transmission. However, as will be
appreciated, the present invention is not exclusively limited to such an arrangement
and will be applicable to other radio Standards and systems.

For convenience, the narrow band communication scheme of the present
embodiment will be referred to as NB-PMR.

Figure 1 shows an exemplary spectrum of a single 12.5 kHz channel that is
used in this embodiment of the present invention. While Figure 1 illustrates a
spectrum for one such channel, it will be appreciated that in practice preferably
plural 12.5 kHz channels are provided (supported) and used.

According to this embodiment, and as shown in Figure 1, each 12.5 kHz
channel carries (is divided into) four equally spaced sub-carriers, having a spacing
of 2.7 kHz. The modulation scheme uses 2400 symbols per second, and an RRC
modulation filter with alpha=0.2. Accordingly, the nominal overall modulation
bandwidth provided within the 12.5 kHz channel is 10.8 kHz.

A 16-QAM modulation scheme is used to modulate the data and header
symbols on each respective sub-carrier in the 12.5 kHz channel. Figure 2 shows
the symbol constellation diagram for the 16-QAM modulation scheme which is used
in this embodiment of the present invention. This modulation scheme encodes
4-bits per-symbol. Other modulation schemes could be used, if desired.

Figure 3 illustrates the timeslot and frame structure that is used in this
preferred embodiment of the present invention. As discussed above, and as shown
in Figure 3, a four-slot TDMA arrangement, having the timing structure of TETRA 1
is used. Thus, each frame has four timeslots (shown as Slots 1 to 4), each time-
slotis 14.17 ms long, and each frame is 56.7 ms long. Also, as shown in Figure 3,
the arrangement is such that each timeslot contains 34 (NB-PMR) symbols
per-sub-carrier. This facilitates compatibility with TETRA 1 systems whose time slot
and frame structure is also shown in Figure 3 for comparison purposes.

In this arrangement, using the 16-QAM modulation scheme in a timeslot
having the TETRA 1 timing structure and containing 34 symbols per sub-carrier,
provides 4 x 34 = 136 bits per sub-carrier per timeslot, and so can be used to
provide 544 bits (4 x 136) per timeslot where 4 sub-carriers (each carrying 34
16-QAM symbols) are being used. This bit capacity can be used to provide a
system that is compatible with TETRA 1.
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As well as the above modulation scheme and sub-carrier arrangement, etc.,
the present embodiment also uses particular burst structures for its transmissions
when operating in the 12.5 kHz channels. Figures 4-8 show the burst structures
that are used in the present embodiment.

Figures 4-7 show the normal uplink burst structure (Figure 4), the normal
downlink burst structure (Figure 5), the control uplink burst structure (Figure 6), and
the downlink synchronisation burst structure (Figure 7), used in this embodiment of
the present invention.

Figure 8 shows the DMO (Direct Mode Operation) synchronisation burst
structure which is used in this embodiment of the present invention for
synchronising in DMO. Direct mode operation also uses a DMO normal burst
structure that has the same structure as the normal uplink burst for the trunked
mode operation shown in Figure 4.

In Figures 4-8, the various symbols depicted comprise data symbols
(labelled D) (from the 16-QAM symbol constellation), frequency correction symbols
(labelled F) (from a frequency correction symbol constellation), header symbols
(labelled H) (from the 16-QAM symbol constellation), pilot symbols (labelled P)
(from a pilot symbol constellation), and synchronisation symbols (labelled S) (from a
synchronisation symbol constellation).

These burst structures have been designed to allow the four sub-carrier
modulation scheme having the symbol duration and slot duration described above
(i.e. providing a total of 136 (4 x 34) symbols per timeslot) (and thus 544 bits per
timeslot) (with four bits per symbol) (on the downlink) of the present embodiment to
provide sufficient capacity to support TETRA 1 compatible payloads which require
432 bits per timeslot, and an additional 30 bits for the AACH channel on the
downlink, whilst still allocating a number of symbols in each slot as synchronisation
symbols and as pilot symbols in order to support synchronisation and channel
equalisation, etc..

(The equivalent uplink capacity, allowing for ramp-up and down periods, is
124 symbols per timeslot (i.e. 4x31 symbols per timeslot), or 496 bits per timeslot.)

Thus, the burst structures of this embodiment can be used to achieve
payload capacities that are sufficient for compatibility with TETRA 1.

Other burst structures would be possible, if desired.

The present embodiment of the present invention also uses particular (and

identifiable) logical channels for transmission (as is conventional in mobile
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communications systems), so as to, e.g., allow particular forms (types) of

transmissions to be readily identified and processed. In the present embodiment,

logical channels corresponding to the TETRA 1 logical channels shown in the table

below are used and supported. These logical channels are mapped onto bursts as

set out in the table below.

TETRA 1 Logical

Channel

TETRA 1 Forward Error
Correction (FEC) and Error
Detection and Correction
(EDC)

NB-PMR FEC

AACH TETRA 1 (14,30) Reed-Muller FEC: As TETRA1, or TEDS
FEC. Mapped to broadcast block | 3x(5,16) Reed-Muller FEC.
in TETRA 1 downlink bursts. Mapped onto the 12 Header
symbols in downlink bursts
(NDB, DSB). 48 bits available in
12*4 16-QAM header symbols.
BSCH Rate 2/3 RCPC + 16 bit CRC. FEC: As TETRA 1 or replace
Mapped to Block 1 of R2/3 RCPC with Turbo code.
synchronisation bursts in TETRA | Mapped to 30 data symbols in
1. the NB-PMR sync burst. (120
data bits).
TCH/7.2 Uncoded traffic channel, no FEC: As TETRA 1.
FEC, only scrambling. Mapped to 108 data symbols in
Mapped to Block 1 and Block 2 NB-PMR NDB and NUB. (432
of NDB and NUB. bits).
TCH/4.8 Rate 2/3 RCPC coded channel FEC: As TETRA 1, or use 3 bit
with 4 bit termination. terminated r2/3 Turbo code.
Mapped to Block 1 and Block 2 Mapped to 108 data symbols in
of NDB and NUB. NB-PMR NDB and NUB. (432
bits).
TCH/2.4 Rate 1/3 RCPC coded channel FEC: As TETRA 1, oruse r1/2

with 4 bit termination
Mapped to Block 1 and Block 2
of NDB and NUB.

Turbo code or concatenated
code for rate 1/3. (Rate 1/3
Turbo code could be used).
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Mapped to 108 data symbols in
NB-PMR NDB and NUB. (432

bits).
SCH/HD, BNCH, Rate 2/3 RCPC coded channel FEC: As TETRA 1, or replace
with 4 bit termination. with r2/3 Turbo code.
SCH/HU Rate 2/3 RCPC coded channel FEC: As TETRA 1, or replace
with 4 bit termination. with r2/3 Turbo code.

Mapped to CB.

Mapped to CB data symbols.

SCH/F Rate 2/3 RCPC coded channel As TETRA1 , or use r2/3 Turbo

with 4 bit termination. code. Mapped to 108 data
Mapped to Block 1 and Block 2 symbols in NB-PMR NDB and
of NDB and NUB.

NUB. (432 bits).

TCH/S Multi-rate RCPC coded channel | FEC: As TETRAH1, or replace

and full slot.

optimised for speech codec. Half | with Turbo code.

Mapped to 108 data symbols in

Mapped to Block 1 and Block 2 NB-PMR NDB and NUB. (432
for full slot speech traffic, or bits) for full slot, or 54 data

Block 1 or Block 2 for half slot. symbols for half slot.

Other arrangements would, of course, be possible.

The present embodiment uses a layered protocol arrangement for its

protocol as is conventional in mobile communications systems. The table below

sets out the layer protocol arrangement that is used in the present embodiment in

terms of the changes made to the TETRA 1 layered protocol arrangement, and with

reference to the ISO 7 layer protocol model. In this embodiment, only layer 1 (i.e.

the "physical layer") and the Lower MAC layer of layer 2 (i.e. of the "data link layer")

are changed with respect to the protocol layers of the TETRA (TETRA 1) system.

Protocol layers above the Lower MAC layer (i.e. the Upper MAC layer and above)

are the same as in (i.e. not changed with respect to) TETRA 1.

Layer |ISO 7 layer protocol
model

Approximate equivalent |(Changes
TETRA1 protocol
name/function
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7 Application layer Application layer, speech No change
codec

6 Presentation layer E2E encryption No change

5 Session layer No change

4 Transport layer No change

3 Network layer MM, CMCE, PD No change
MLE

2 Data link layer LLC No change
Upper MAC No change
Lower MAC Some change

1 Physical layer Physical layer Change

The system of the present embodiment may be used, for example, to
provide a standalone, narrow-band mobile communications system. Figure 9
shows a schematic diagram of an exemplary such narrow band Private Mobile
Radio (NB-PMR) TETRA-compatible mobile communications system in which 12.5
kHz channels are used for transmission in accordance with this preferred
embodiment of the present invention. In Figure 9, the arrowed lines indicate
12.5 kHz channels. Also shown are vehicle and hand-held communications
terminals (which are interchangeable). The system includes one or more base
stations and infrastructure elements which form a 12.5 kHz trunked mode network
10, as is conventional in mobile communications systems.

Figure 9 also shows Direct Mode Operation, with 12.5 kHz direct mode
networks 20, 30 which allow communications terminals to operate in direct mode
with each other, and to communicate with the trunked mode network 10 via a
trunked mode gateway 22 and/or a dual watch mobile station 32. One or more
direct mode repeaters 34 may be provided in the system to extend the range of
communication between communications terminals operating in direct mode.

It is also envisaged that the scheme of the present invention can be used in
conjunction with existing and conventional TETRA networks.

Figure 10 shows a schematic diagram of a trunked mode network for an
exemplary hybrid mobile communications system in which both 12.5 kHz NB-PMR

channels in the manner of the above embodiment and 25 kHz TETRA 1 channels
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are used for transmission (are supported). Vehicle and hand-held communications
terminals are shown (which are interchangeable).

This exemplary hybrid system comprises a TETRA 1 trunked mode network
40 which comprises users (communications terminals) that operate using
conventional 25 kHz channels, and a NB-PMR trunked mode network 10 which
comprises users (communications terminals) that operate using 12.5 kHz channels
in the manner of the above embodiment. Users (communications terminals) that
operate using 25 kHz channels, can preferably interoperate with users
(communications terminals) that operate using 12.5 kHz channels via the hybrid
system. Preferably, the hybrid system comprises base stations that can support
both 12.5 kHz and 25 kHz channels.

Preferably, the hybrid system is able to switch dynamically between
operating using 12.5 kHz channels for transmission and using 25 kHz channels for
transmission based on the capabilities of the (e.g.) communications terminals in the
system and/or the quality of the signal. Preferably, the hybrid system can allocate
25 kHz channels to communications terminals operating using 25 kHz channels
(e.g. conventional TETRA 1 communication terminals), and can allocate 12.5k Hz
channels to communications terminals operating using 12.5 kHz channels (e.g. NB-
PMR communication terminals).

In a preferred embodiment, the allocation is based on protocol elements in
the control channel and/or characteristics of the modulation being used. For
example, a communications terminal (mobile station) can indicate its capabilities
(e.g. its "narrow band" capability) to the communications system during registration
(e.g. using the U-LOCATION UPDATE PDU in the optional “class of MS” and/or
“extended capabilities” information elements (as will be appreciated by those skilled
in the art, there are spare (reserved) bits in the extended capabilities element
(EN300 392-2 clause 16.10.10a))). Alternatively, an unused QAM bandwidth value
in the extended capabilities may be used. This information can be used by the
communications system to allocate an appropriate channel to the communications
terminal.

Equally, the communications terminals used in the hybrid system are
preferably able to operate using 25 kHz channels or using 12.5 kHz channels as
required at any given time. The communications terminals can be configured such

that if they detect 12.5 kHz transmissions, they preferably switch to operate using a
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12.5 kHz channel, and if they detect 25 kHz TETRA 1 transmission, they preferably
switch to operate using a 25 kHz (TETRA 1) channel.

For example, a base station of the system can indicate the bandwidth of a
channel using one of the reserved “modulation mode” and/or “bandwidth elements"
in the “channel characteristics” element that is sent in the D-NWRK BROADCAST
EXTENSION PDU (EN 300 392-2 clauses 18.4.1.4.1b and 18.5.5a ). Alternatively,
a spare value in the augmented channel allocation (EN 300 292-2 clause 21.5.2)
can be used. This information can be used by the communications to terminal to
switch between the two modes of operation.

Similarly, a TETRA system with a mobile station on a 25 kHz =/4-DQPSK
MCCH could allocate the mobile station to a 12.5 kHz assigned channel, and/or a
mobile station on a 12.5 kHz MCCH could be allocated to a TETRA 25 kHz
7/4-DQPSK assigned channel (or a QAM assigned channel).

Figure 11 shows a schematic diagram of another exemplary hybrid mobile
communications system in which both 12.5 kHz (NB-PMR) channels and 25 kHz
(TETRA 1) channels can be used for transmission (are supported). Networks 10
and 40 correspond to networks 10 and 40 in Figure 10. In this case DMO is also
supported. Vehicle and hand-held communications terminals (which are
interchangeable) are shown.

The hybrid mobile communications system in this embodiment preferably
comprises a direct mode network 50 which can support communications terminals
that operate using conventional 25 kHz channels (e.g. purely TETRA 1), a direct
mode network 20 which can support communications terminals that operate using
12.5 kHz channels (e.g. purely NB-PMR), as well as a hybrid direct mode network
60 which preferably supports both communications terminals that operate using
conventional 25 kHz channels and communications terminals that operate using
12.5 kHz channels (e.g. a mixture of NB-PMR and TETRA 1 users).

Preferably, gateways 22, 24, 52, 62 and/or dual watch mobile stations are
provided in order to provide interoperability between the infrastructure elements. In
this embodiment, gateways 22, 52 and 62 comprise trunked mode gateways and
gateway 24 comprises a hybrid NB-PMR-TETRA 1 repeater or gateway.
Preferably, certain communications terminals (mobile stations) are able to operate
using both modulation schemes, and can act as gateways between the two
modulation schemes. These mobile stations are preferably able to receive
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incoming signals on 25 kHz channels and send outgoing signals on 12.5 kHz
channels, and vice versa.

It can be seen from the above, that the present invention, in its preferred
embodiments at least, can provide a narrower band mobile communications system
that still allows many or all of the functionalities of TETRA 1 to be preserved, and
the changes necessary to existing TETRA equipment for it to be able to use the
modulation scheme of the present invention to be relatively small. Equally, the new
scheme can have a high degree of interoperability with existing TETRA systems.

The scheme of the present invention can also accordingly be used to
upgrade an existing TETRA system in a way which requires no new frequencies
and requires relatively minimal new equipment investment. Similarly, the invention
can be employed in green field TETRA systems to enhance the basic TETRA
system capability. It can also be used to allow a substantially TETRA compatible
and/or TETRA-based system to be deployed in regions and frequency bands that
specify 12.5 kHz, rather than 25 kHz, radio channels.

This is achieved in the preferred embodiments of the present invention at
least by providing a digital mobile radio communications system that makes
transmissions using a four slot time-division multiple access scheme in 12.5 kHz
channels, and using a multi-carrier modulation scheme that encodes at least 4 bits

per symbol.
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Claims

1. A method of operating a digital mobile radio communications system,
comprising:

using a four slot time-division multiple access scheme in 12.5 kHz channels,
with each 12.5 kHz channel containing plural sub-carriers and each sub-carrier
being modulated with a modulation scheme that encodes at least 4 bits per symbol,

for transmissions in the system.

2. The method of claim 1, where the digital mobile radio communications

system comprises a TETRA-compatible mobile communications system.

3. The method of claim 1 or 2, further comprising:
using the TETRA 1/4 DQPSK modulation scheme for transmissions in the

system.

4. The method of claim 1, 2 or 3, further comprising using the time slot and
frame structure of the TETRA 1 standard for the 12.5 kHz four slot time-division

multiple access scheme.

5. The method of any one of the preceding claims, further comprising using not

more than eight sub-carriers in each 12.5 kHz channel.

6. The method of any one of the preceding claims further comprising using four

sub-carriers and 34 symbols per sub-carrier in each 12.5 kHz channel.

7. The method of any one of the preceding claims, further comprising using
one of QAM, PSK/DPSK, and OFDM for the modulation scheme that encodes at
least 4 bits per symbol.

8. The method of any one of the preceding claims, further comprising:

using the 4 bits per symbol modulation scheme to encode at least some
data symbols on a sub-carrier of a 12.5 kHz channel; and

using a different modulation scheme to encode at least some other symbols

on a sub-carrier of a 12.5 kHz channel.
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9. The method of any one of the preceding claims, further comprising using a
fixed constant modulation level for the 12.5 kHz four slot time-division multiple

access scheme.

10. The method of any one of the preceding claims further comprising including

pilot symbols only in the outer sub-carriers of a 12.5 kHz channel.

11. The method of any one of the preceding claims further comprising including
relatively fewer synchronisation and/or pilot symbols in transmissions using the 12.5
kHz four slot time-division multiple access scheme than are included in

transmission using the TEDS standard.

12. A communications station for a digital mobile radio communications system,
comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that

encodes at least 4 bits per symbol.

13. A digital mobile radio communications system, comprising:

means for making transmissions using a four slot time-division multiple
access scheme in 12.5 kHz channels, with each 12.5 kHz channel containing plural
sub-carriers and each sub-carrier being modulated with a modulation scheme that

encodes at least 4 bits per symbol.

14. The station or system of claim 12 or 13, wherein the digital mobile radio
communications system comprises a TETRA-compatible mobile communications
system.

15. The station or system of claim 12, 13 or 14, further comprising:
means for making transmissions using the TETRA /4 DQPSK modulation

scheme.
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16. The station or system of any one of claims 12 to 15, wherein each 12.5 kHz

channel comprises not more than eight sub-carriers.

17. The station or system of any one of claims 12 to 16, wherein each 12.5 kHz

channel comprises four sub-carriers with 34 symbols per sub-carrier.

18. The station or system of any one of claims 12 to 17, wherein the modulation
scheme that encodes at least 4 bits per symbol comprises one of QAM,
PSK/DPSK, and OFDM.

19. The station or system of any one of claims 12 to 18, wherein:

at least some data symbols on a sub-carrier of a 12.5 kHz channel are
encoded with the 4 bits per symbol modulation scheme; and

at least some other symbols on a sub-carrier of a 12.5 kHz channel are

encoded with a different modulation scheme.

20. The station or system of any one of claims 12 to 19, wherein the means for
making transmissions using the 12.5 kHz four slot time-division multiple access

scheme is configured to use a fixed constant modulation level.

21. The station or system of any one of claims 12 to 20, wherein pilot symbols

are included only in the outer sub-carriers of a 12.5 kHz channel.

22. The station or system of any one of claims 12 to 21, wherein relatively fewer
synchronisation and/or pilot symbols are included in transmissions using the 12.5
kHz four slot time-division multiple access scheme than are used in transmission
using the TEDS standard.

23. A computer program element comprising computer software code portions
for performing the method of any one of claims 1 to 11 when the program element

is run on data processing means.

24. A method of operating a digital mobile radio communications system

substantially as herein described.
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25. An apparatus for use in a digital mobile radio communications system

substantially as herein described.
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Signature fi @%Nﬁﬂg‘mwﬁ‘\{éﬁ’% Date July 29, 2023
Name ¥ Manapragada L Telephone (510) 543-9655

Title CEO

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
{and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form ta the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should
be sent to the Chief Infarmation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, calf 1-800-PT0-3199 and select option 2.
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