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Radio Frequency Wireless Communications 17
Chapter 2 = T ECHNOLOGY BASICS

, hone systems 0 Because the usable radio frequency space is finite, most governments
wired “landline telepho regulate its use, partitioning frequency ranges and granting licenses to
transmit at those frequencies at specified power levels. In the United
ca- States, for example, a federal license is required to transmit in the FM
amples of wireless communica ) P q

and mobile telephones rely on

d route calls between endpoints. new concept. Broadcast
T icating without wires is not 2
Communi

dio frequency spectrum except at extremely low power levels that
' sy e two common ex ephones and T ¥ P ¥ P
radio and tele\flSl?ndzr satellites, cordless and cellular ;ildpautomobﬂ b limit the range to no more than about 30 meters. Some frequencies are
" u ners
tions; others inc .Gions, garage door OP€
trolled televisions, &

.o - d for use without a license under certain conditions. For exam-

unication vid g . ; . s
remotely CO?Nh'le most of these examples emplothOrI:Tgf light, is also ple, in the United States unlicensed operation is permitted, with some
door locks. Wht o of infrared, a nonvisible spectrt employs radio restrictions, in the 900 MHz and 2.4 GHz frequency ranges (the latter
radio waves, the us Bluetooth wireless cOmmunlcatlotf:) ommunicate | being where Bluetooth wireless communication operates). In fact,
relatively common. dio waves

logy, using radio ~ tradioor | through multinational agreement, the 2.4 GHz spectrum requires no

frequency {ox RF) tecalﬁe: %uyndamentall}’ similar to broadcast ¥ l license for its use anywhere in the world.! The SIG together with other

through the air in a m organizations such as the IEEE 802.11 standards body is working with

television. regulatory authorities in some countries to pursue harmonization of the

L frequency assignments for unlicensed use within the 2.4 GHz spectrum

Radio Frequency Wireless Commumcatlonsivers o o and of the approval process for wireless communications. In general the
a recei

: d chosen frequency spectrum can be used globally without license so long
RF technologies employ transmitters e given frequency range. The

: : fa > as the rules for operating within this spectrum are followed.
nd consume respectively, radio waves o determine the
al b

iver itivity help t
e receiver’s sens _ et ot
transmitter’s power and th e, High transmissio np

© i- RF Communications in the 2.4 GHz Frequenc
distance over which they can commuriléaﬁons B as broadcast - . y

un -
output is used for long-range Com'Icr;tionS genel‘an}’ require much less Spectrum

5 : nl
sion while short-range commun ~icate across only

; mu While the 2.4 GH t is globall li d, th lat
wer: thus technologies that are 3e§1gned t;) cor;;) g powere a ile the z spectrum is globally unlicense ere are regulatory

pO ) 1d be employe m SIIlala m

a few meters cou

ication requirements and other considerations for its use. These include:
a
. for communiC
is relevant

characteristic that

. » The spectrum is divided into 79 channels (although in some
bjects. P g
devices. Another cha’® of radio waves t0 Penetrate iyt D}’ar(;g but B countries, notably Spain and France, only 23 channels were
. is the ability s such as infrared, ‘ " : :
apphcailons flect light waves used in teghﬂOlO%le (with certain limita- available for use) in the year 2000. Japan began using all 79
Obstacles retie logies in general can . < channels in 2000).
; in RF technologie ases radio wave
radio waves used in ec

h in som . )
tacles (alt)hf)r‘;ﬁls RF technologies can perlr.rlie
ects t00). walls, doors and the like.

«Jine of sight” between the

tions) penetrate many obs

can diffract or g0 around obj

: dies
as clothing, bodies,
ate many obstacles such .

This means that there is no requireme .
. “e i erate Ta

anSRE aﬁd t{le 'r:sc use frequency rnodulatlolrll to ogdeeninfommﬁon

0 i d |

Ri,itt}elicn r;ocei‘am frequency specttﬂlmaV:illiheerclorrespondmg e

waves i e

i ted by receiv ko s

and can be z'ffi:)cggoadcaZts, for example, ope;a:ae :31(1) rtl(;less et ol

‘ © -

uency spectrum; S ol

(MHz) to g:g 91\(;[(}—I ;Agz%requ?a’ncy spectrum; Blu(;ltoo;}:twgirgeahertz g

e i te in the 2.
s and other technologies operate et

quals one billion cycles per secon

* Bandwidth is limited to 1 MHz per channel.

+ Frequency hopping spread spectrum communications
(described below) must be employed.

* Interference must be anticipated and appropriately handled.

Other RF communications technologies also use this spectrum;
notable among them are HomeRF™ (an open industry specification for
RF communications in home environments; see http://www.homerf.org)
and the Institute of Electrical and Electronics Engineers (IEEE) 802.11
specification for wireless local area networks (see http:/www.ieee.org).
Microwave ovens also operate within this frequency range. Because this

I

operate in
munication
GHz; one gigahertz €

In some countries there are restrictions and only part of this spectrum is available for unli-
censed use; these restrictions are discussed elsewhere in the book, notably in Chapter 6.
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Chapter 2 TECHNOLOGY BASICS
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Infrared Wireless Communication 19

for a long duration. In addition, when collisions do occur, their effects
are lessened, since only a single packet is lost and that packet could be
retransmitted at a new frequency, where again it is less likely to encoun-
ter interference. Second, FHSS can provide a degree of security for
communications in that only a receiver that knows the frequency hop-
ping pattern can receive and assemble all the packets of a message.
Because the hopping pattern for a given spectrum could be constructed
in a number of ways, it could be difficult to deduce and follow an
unknown hopping pattern, especially when the spectrum is heavily uti-
lized with many radios. Thus FHSS can be employed to hinder eaves-
dropping. In fact, this latter characteristic led to the invention of FHSS,
usually attributed to George Antheil and Hedy Lamarr (the latter is
more famous as an American actress). Their 1942 patent of the fre-
quency hopping concept was motivated by an attempt to find a “secret
communication system” using radio waves to control torpedoes during
World War I1.3
As previously noted, the use of spread spectrum is required in the
2.4 GHz range, largely to minimize interference problems because the
spectrum is unlicensed. The design for Bluetooth wireless communica-
tion employs relatively rapid frequency hopping (nominally 1,600 times
per second) and is described more fully below and in Chapter 6.

Infrared Wireless Communication

RF is not the only form of wireless communication. Infrared technology
is used with devices such as notebook computers, personal digital assis-
tants and electronic remote controls. Infrared wireless communication
makes use of the invisible spectrum of light just beyond red in the visi-
ble spectrum.

In particular, one standard method for infrared communication is
specified by the Infrared Data Association (IrDA; see http://
www.irda.org); this method is commonly used with mobile phones and
notebook and handheld computers. IrDA technology is relevant when
discussing Bluetooth technology because IrDA is also designed for
short-range, low-power unlicensed communications. IrDA also defines

3. The complete story of this invention is fascinating but is outside the scope of this book. Inter-
ested readers are referred to, for example, [TAL99] or other accounts easily found via World
Wide Web search engines. Furthermore, any rationale or implications of the choice of naming

the Bluetooth technology after a Danish king rather than an American actress are not explored
here.

/

/
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Chapter 6 » THE LOWER PROTOCOLS OF THE TRANSPORT GROUP
The Bluetooth Radio 79

78

<
o As shown in Figure 6.1, 2 Bluetooth device* represents the complete Th .
physical entity (such as a notebook computer, a digital phone, an infor- breller afxéetsl—:eo{, thlsbchgg)ter highlights the Bluetooth radio: th
aseband functions it contr . radio; the link con-
ols, like piconet creati n
ation and

mation appliance, and so on) that contains applications that can com- the medi
e Bluetooth wireless technology incorporated in that il um access protocol; and the link
ages the links between devices. In the r:fla-nager that configures and

municate using th
device. Here we assume that a device is associated with one and only Bl
one transport protocol group implementation and air-interface. How- uetooth module, the radio and the li erence implementation of
mented in hardware whil d the link controller typicall on of a
ile the link manager is in firmware z};:rsfl lilﬂlﬁf-
: ch, the

ever, as mentioned in the previous chapter and further elaborated in the radi
g of several higher- io and the link controller (with its baseband fu )
nctions) were the first

next one, the L2ZCAP layer supports the multiplexin sk i

layer protocols, like RFCOMM, SDP, and so on, and hence middle- E : Sﬂ;) tl_le specification to mature, providi

ware protocol stacks and applications, pecification for chip designers to l’lsi -~ d:;.g a‘Stal::llle enough hardware
igning their early Bluetooth

as well. :
The design point of the Bluetooth transport protocols is dictated chipsets. The link manager specification origi
primarily by low manu originally was focused primarily

2 " : on s ity-

facturing complexity, associated low cost and agerescu;% related transactions. The SIG’s furth

fast time to market. For this reason, a low-cost, easy-to-implement, fre- - abg' cification has enriched it over tim er work on the link man-
uency-hopping s read-spectrum radio solutio pabilities available in the b e to take full advantage

q y-nopp g sp P aseband SPeCIﬁcati ge of the
tion, the selection of a master/slave architecture for the baseband on.

1 was selected. In addi-
transmission was dictated by the ad hoc nature of the systems consid- The Bluetooth Radio

ered. In particular, Bluetooth piconets can form spontaneously among
disparate devices with vastly different power and computing capabili- The Bluetooth system ope j

ties, unlike wireless LAN systems which are designed primarily to sup- medical (ISM) band. ThepISri/t[es in the 2.4 GHz industrial, scienti

port a wireless extension of LAN connectivity services to relatively us‘:h by industrial, scientific andb;n c(lisl arle license-free bands set aZiqcci,eafrtl)d

authoriti edical wirel ’ T

e ound the world have opened fhe L b s g F oty

ystems that can be operated without the n ar:id; for use by

eed for a license

“power—unconscious” personal computers.
mal (if any) state main- .
ut nevertheless :
under strict regulations. In the United States, th
es, these reg-

dynamically formed in

To support ad hoc connectivity with mini
control sig- ulations are
) 8 set by the Federal Communicati

tained by the Bluetooth devices, piconets are

isolation without the support of third-party (infrastructure
naling. For as long as needed, the master of 2 piconet serves as the con- are detailed in the Cod. ons Commissi
trol point for the communications on the piconet. For the duration of 1{5-247 of the FCC re;uiaiji:)FedZal Regf‘ldtions part 15 [F(ljcggg;.cc) :snd
the existence of a piconet, the operation of a master resembles that ofa tional radiators operating in I:lsu eals‘Wlth the operational rules ,O?eouon
base station of a picocellular system. Thus, the Bluetooth technology GHz band. 8 e various ISM bands includin thmten-
permits the spontaneous creation of a temporary picocellular systerm, The 2.4 GHz ISM band i § fhe 2
where traffic is regulated by 2 spontaneously created base station, the not frequency harmonized Tl[j a globally available radio band, albei
master, that regulates the traffic to and from the other member of the ability in the majority of cou z*i le 6.1 shows the ISM frequenc s
picocell, the slaves. Recall from previous chapters that the Bluetooth Table 6.1 ntries around the globe. e

ad hoc picocellular systems License-free frequency allocation in the 2.4

e 2.4 GHz band.

technology permits the creation of multiple,
poral and spatial overlap-

that remain operational even in cases of tem
ping. The use of master and slaves reduces the complexity of the design 2.4 GH;
and thus the cost of deploying the Bluetooth technologies. 2 ISM band (MHz) | Frequency channels (MHz) -
k=0,1,..., m1 4 UGH
2,400.0 - - (MHz)
- "LGB’stands for “lower guard band.’ 2.0 35

also been used instead of the term 2

.
1. The terms unil, node, station, and so on may (and have)

device. Insofar as possible, however, the use of these other terms is avoided. The reason for th
choice will become apparent later.

“UGB” «
'B”stands for “upper guard band.”
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Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP

The radio part of the specification consists mostly of a series of
design specifications for Bluetooth transceivers, like in-band and out-of-
band spurious emissions, frequency accuracy, co-channel and adjacent-
channel interference, out-of-band blocking, intermodulation character-
istics, and so on. The selection of the radio design specifications is
driven by the requirement to allow the development of high-quality,
low-cost transceivers that comply with the various 9.4 GHz ISM band

regulations around the world.

The numerous design parameters plus the
are not repeated here. Readers interested in the Bluetooth radio design
can find an abundance of information in the corresponding part of the
no new data-exchange protocols nor data-process-

radio testing conditions

specification. Since
ing algorithms were developed for the Bluetooth radio,
the specification was the first to be completed. The errata to this portion
of the specification are minimal, and the few that surface pertain mostly
to the accommodation of new regulations or refinement of the radio
testing procedures.
The Bluetooth transceiver is a frequency-hopping spread-spectrum
(FHSS) radio system operating over a sumber m of 1 MHz-wide chan-
nels. While for the majority of countries m= 79, as shown in Table 6.1,
regulations in certain countries may further constrain the license-free
frequency spectrum for the 2.4 GHz ISM band. Thus, the Bluetooth
radio (and the baseband described in the next section) design can
accommodate two alternatives that operate over 79 or 23 channels,
each one of which is 1 MHz wide. For frequency-hopping systems oper-
ating in the 2.4 GHz ISM band, the FCC part 15.247 regulations restrict
the maximum peak output power of the radiator to no more than 1 watt
(30 dBm). Moreover, at least 75 out of the 79 frequency channels must
be used pseudo-randomly with a total residence time in each of the fre-
quencies not to exceed 0.4 seconds within a 30-second period. A Blue:
tooth radio utilizes the maximum number of channels available, 79 in

the radio part of |

the United States, and it hops at a high rate, 1,600 hops per second,
pseudo-randomly across all these frequencies to achieve high noist
resilience. The use of direct-sequence spread-spectrum (DSSS) systems;
which are also permitted in the 9.4 GHz ISM band, may be prohib
tively costly for the low-cost requirement of Bluetooth radios. j

Figure 6.2 summarizes the key operations in the Bluetooth raditﬁJ
The figure also shows a pair of logical interfaces for carrying data aif
control information between the radio and the rest of the Bluc >oth sy
tem. Here data relates to all information that is transmitted or receivél
over the air. The control information controls the behavior of the radt

higher layers

Figure 6.2

and applications

The Bluetooth Radio 81

On the transmit side, this includ

(n the tra ) 1cludes the carrier frequenc i

ransmitter :tile;izi tro a?llé]ih prior to transmission of g bit s{ré;)n:v t)lifi}:lft;l :

m}ilssion. On the receive :ig: wtilrislei‘:llt}:iat iStltlo ol el tranz:

me : 0 cludes the carri

andc(}; ptltliz ;:ﬁ;l)vglrergtlrlst tune for receiving a bit strzz:rl:rotf ri?l(}:)lfr?gt’i .

i S ength of the signal being received. Power-su O1rl

e t}i g :ts arednot shown in the figure. A standardizeg 5 );

e el T Ch_a ag Fontrol information is not provided in tif

st radio, . ip designers and manufacturers can choose te

oy e i S8 o}inponent with the rest of the component .
e in the way they believe is best for a low}-)cost,npsov(:ffera

efficient system. Table 6
: 2 su i
parameters of the Bluetooth ra:irilg.l NS et T e Speemin

Bluetooth device

link manager link

and < :> ;
controllerc> radio

host 1/0

.......

control L% e cani
® carrier generation

e carrier modulation (data Rx/Tx)
® Tx power control

"> e Txsignal strength

over-the air data
(bit stream)

The Bluetooth radio operations.
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| The Link Controller and Baseband 83
<

o The Link C
(o]
Key operational parameters of the Bluetooth radio specification. ntrouer and Baseband
As discussed in the

Modulation Gaussian frequency-shift | BT product!: 0.5; _
Keying (GFSK) modulation index: 0.98 — 0.35 reﬁponmbilities are considerations such as wh td s
J when, : at data to tr
Symbol rate 1 Msymbol per second using the binary GFSK, this translates YVhat data to wait for and when, and whij h i LSt and
yml| ¥ P . gl 4 - il s transmit power to use, Thege are the 1 carrier frequency and
into ps raw link speed; link controller dosiniboed . € responsibilities of the Bluetooth
bit transmission time: 1 psec b ) ater in this chapter. th
and communication pter, that €xecutes the base-
. s F protocol and related Processe
Frequency- 1,600 hops per second, residence time: 625 pisec per hop 1gure 6.3 summarizes the key functi -
, : ’ .
hopping rate typical Eggcirﬂ;ese include piconet and device col?;Zlof{l 1?(1:2 OBluistl:)oth base-
3 n
3,200 hops per second residence time: 312.5 pisec per hop ol e::ti on, frequency -hopping Séquence selection and tfml ° c -
ot i accePs)s . Ortli suc}} lz:s Power control and secure operation; a.nlcrilg’ md(l)des
nctions like pollin ’ medium
Transmit power | Class 3: 0 dBm (1 mW) a typical Bluetooth radio; types. These items afe dei;jl}:e?i(:l;::e??es’ﬂ?ad(et processing and link
ggtlonal power control to below -30 tillrough the operational phases of a Bhlllzto()fh C;lapter as we proceed
m s . evice.
th(I)l“l;S a set of logical interfaces for carrying data alllfiecThte % g
Class 2: 4 dBm (2.5 mW) | optional power control as above e etween the baseband and the rest of the Bluetooth o tr ‘! lnblfonnw
reasons mentioned j . . System. For the
Class 7: 20 dBm (100 req}lired power control to at least 4 dBm; specifying any standardiz:é tsltle‘t3 cr)?djlot sr‘}ctlon, the specification avoids
mW) optional power control as above m:l'ormation. Nevertheless, their Pregeiczczs for the data and control
i : , == , eve »
Receiver a Bluetooth receiver must | the 70 dBm sensitivity level shall be " th,ls P I‘?Se.ntatmn, since it allows us to conc:nt(l)‘nt N Ioglcal pikoia
sensitivity attain a raw bif error rate | attained for any input signal generated by Operations in isolation from the rest of the Bluet t:l;'1 e baseband
(BER) of 0.1% with an any compliant Bluetooth transmitter ooth system.
input signal level of -70
dBm or lower

v The term “BT product”is not short for “Bluetooth product.”It is a parameter describing the quality of trans-
mitted waveforms expressed as the product of the bandwidth of the modulation filter and the bit time.

The transmit power and receiver sensitivity values are examples of
design decisions that were made to reduce cost and power requirements
for the Bluetooth radio. An IEEE 802.11 wireless local area network
(WLAN) may use up to 30 dBm (1000 mW) of transmit power in the
United States (lower power-levels in other parts of the world) and not |

| less than 0 dBm (1 mW). Hence, an 802.11 wireless solution may not be
| suitable for many power-constrained personal, portable devices. The |
sensitivity level is also much lower than that of an 802.11 radio
receiver”. This means that a simpler Bluetooth radio can be built at

reduced cost as compared to an 802.11 radio.

IPR2025-01233
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higher layers
and applications

Figure 6.

Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP

Bluetooth device

link manager link radio
and comrollerC'_:>
host 1/0

control
control <::> o clock '
e connection establishment
(paging & inquiry) -
i s
o frequency (hop) selection over_xﬁe_a" ™,
A o o link types (SCO, ACL) iy
data <:>

o medium access control: poll (packet
types & processing)

o power modes
A < :> e security algorithms
data y

baseband

3
The baseband functions.

Due to the vast and diverse area
cation, the remainder of th.is sec
flow in the specification with that. of -
protocol standards and related articles.
wise, identifying the key compf)nents ove
cations actually occur. We begin
which Bluetooth devices can €x:
describe fundamental helper elemen
maintenance of the piconet, Isjuc

i ection process. Usin
}tz(())lr)lp:;it?fliles wit}Ii the desm:iption of the proce
devices follow to create and join a
place, we focus on protocols an

s covered by the baseband spec-iﬁ-
tion tries to combine the infon'nat{on
more traditional communication
he discussion progresses step-
r which Bluetooth communi
with the definition of a piconet OVer
change information packets. We thex&
ts that assist in the creation an

h as the Bluetooth clock and frequency:
g these helper elements, the present?
dures that Bluetooi_;h
piconet. Finally, with a piconet 1;1 !
d processes like medium access controh

The Link Controller and Baseband 85

error control, security, power-saving operation and so on, that are exer-
cised on the Bluetooth devices and on information packets sent and
received over the piconet.

The Piconet

For devices to communicate with each other using Bluetooth wireless
technology, they need to be part of a piconet. Simply stated, a piconet
comprises a shared communications channel through which members of
the piconet communicate. In the FHSS space in which Bluetooth radios
operate, this communication channel consists of a well-defined sequence
of frequency hops pseudo-randomly selected from the set of frequencies
in Table 6.1 at a nominal rate of 1,600 hops per second. The members of
the piconet are able to follow the successive hops of the frequency-hop-
ping sequence in a synchronized manner. Piconets are formed as needed
and endure for as long as participating devices need to communicate.
The baseband operations define how a frequency-hopping sequence for
a piconet is created, how devices learn how to follow it and hence join
the piconet, and how to send and receive information packets communi-
cated in a coordinated manner between devices in the piconet.

Bluetooth piconets are formed in a rather ad hoc manner. They
are formed on demand among devices that want to communicate with
each other without relying on the services of a dedicated support entity,
such as a base station in a cellular network or a corporate or home
WLAN. The baseband protocol establishes the rules according to which
these ad hoc connections are established such that devices communi-
cate in a coordinated and efficient manner.

The frequency-hopping sequences that define the communication
channels in piconets are highly uncoordinated, or, to be more precise,
they are created in a manner that makes them appear highly uncoordi-
nated. Thus, owing to the frequency-hopping nature of transmissions in
a piconet, multiple piconets may exist in time and space with minimal
interference among themselves. Multiple piconets overlapping, at least
partially, in time and space are referred to as scatternets. This opens the
possibility of interpiconet communications when devices become mem-
bers of multiple piconets.

Each piconet has one and only one master and one or more slaves.
These roles are temporary ones and they are meaningful only while
Bluetooth devices are members of a piconet. Certainly, Bluetooth
devices may be built to operate only as masters or only as slaves, but this
is a host application and usage scenario issue rather than a Bluetooth
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specification issue. The specification generally assumes that a Bluetooth
device is capable of acting both as a master and as a slave, depending
upon the role required to accomplish a given usage case. In the case of a
scatternet, a device that participates in more than one piconet can be the
master of at most one of these piconets, while it can be a slave in several
of them. Through a detailed process, described later in this chapter, a
master and a slave may exchange their roles. It is also possible for an
“old” piconet based around an original master to be migrated to a new
piconet with a new master. Piconet migration as well as communication
across scatternets are not discussed in detail here, because they are not
very mature processes in the version 1.0 specification, which does not
define any usage scenarios that address communication across piconets.
Nevertheless, the specification contains necessary considerations that
could allow these processes to be accomplished.
The primary role of a master for a piconet is to define:

+ which frequency-hopping sequence the members of this piconet
shall follow;

* when frequency hops shall occur, thus defining the timing foun-
dation for timed events in the piconet;

* which particular frequency is the “current” frequency; and

* which slave will be transmitted to and/or which slave will be
permitted to transmit next (recall that transmission on the Blue-
tooth air-interface is through polling of the slaves).

The first three items are strongly associated with how a piconet is

formed and maintained and how devices join it. The last item is associ-

ated with how transmissions occur in a piconet.
Figure 6.4 shows the operational states for a Bluetooth device. In

the connected state, the device is a member of a piconet. On the other

hand, when a device is not associated with any piconet or participates in
no action that could result in its forming or joining a piconet, it is said to
be in the standby state. The standby state is the default operational state

for a Bluetooth device. In this state, a device typically idles with only its

native clock operating in a low-power mode.

To move to the connected state, a device goes through the inquiry
and page states, which are instantiated differently but in a complemen-
tary manner within a potential master and a potential slave. In the
inquiry state, a device learns about the identity of other devices in its
vicinity; these other devices must be in an inquiry scan state to listen for
and subsequently respond to inquiries. In the page state, a device explic-
itly invites another device to join the piconet whose master is the invit:

ing device; the other device must be i
; e in th
and subseqyently respond to pages. As Fj v

Figure 6.4
Operational states of a Bluetooth device.

m this sequence will be visi

t Te : s se e visited and

» O participate in Communications over the piconet, the
el

device needs to know how to formulate, r
packets on the piconet. All of these opera
other operation in a Bluetooth devic
Jundamental elements:

* the Bluetooth device address
* the Bluetooth device (or native) clock

. ead and write information
perations, as well as nearly every
e, are related to the following two

to th
em as the fundamental Pprocesses, which are those that generate:

the frequency—hopping sequence, and
* the access code.
These fundame
detailed below.

ntal elements and fundamental processes are

IPR2025-01233
Apple EX1034 Page 9



1 88 Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP
| | The Link Controller and Baseband 89
<
| The Bluetooth Device Address (BD_ADDR) Power consumpti b
: on can i i
The Bluetooth device address (BD_ADDR)? is the most static entity of a drive the clock ata reduceg :il;izss Ety+l§§3g . T ot o
+<9U ppm. The Bluetooth clock

Bluetooth device. The BD_ADDR is a single 48-bit address electroni- is illustrated in Figure 6.6.

cally “engraved” on each device. A device’s BD_ADDR is globally

unique among Bluetooth devices. To guarantee uniqueness, a number- g Cr 0 e, o B0

ing authority assigns BD_ADDRs. The BD_ADDR is an IEEE 48-bit =~ 77 e 00 T G ¢ o 5

address, similar to the medium access control (MAC) address of IEEE ~23.3h 1.28s6c 1.5 ' “

802.xx LAN devices. ; [ 0625 0.3125 (3.2kHy)
The 48-bit address field, shown in Figure 6.5 from the least signifi- f Figure 6.6 Time is shown in msec

cant bit (LSB) to the most significant bit (MSB), is partitioned into three The Bluetooth native clock

parts: the lower address part (LAP), the upper address part (UAP), and the
non-significant address part (NAP). The 24 bits of the UAP and the NAP
constitute the organization unique identifier (OUI) part of the address that
is assigned by the numbering authority to different organizations. The
LAP is assigned internally by various organizations. The various parts
of the BD_ADDR are involved in nearly every operation of the base-
band from piconet identification, to packet header error checking, to
authentication and encryption key generation. These items are dis-
cussed in more detail later in this chapter.

fe———LaP: 24 bits e UAP: 8 bits ——————sle—————NAP: 16 bits ————]
=

Piconet communicati i
vicon ons as discussed b
time intervals shown in Figure o The

6.6 wi
through the rest of this v will become apparent as we proceed

The Frequency-Hopping Sequences

@ " | it F an Bgg I reesreneeans agy Agp | eeeeeseeen a7 5 FOI‘ deViCes to com )
= : = : Mmunicate with each oth
receive er, they must t
Figure 6.5 sadls (Fo.lsll\ff})le same frequency at the same time. %he Jre ur;nsinllt ar‘ld
The Bluetooth 48-bit device address (BD_ADDR). M COnFams the procedure for selecting the nexg fre(;y e
er various operating conditi uency to
1w . ons. The algori
The Bluetooth Clock Cointat;lon deta}ls of FSM are beyond the scope ofg ;:tlth;n ic and imple-
ered extensively in chapter 1] of the Baseband P 1: fot(ilk. They are
art of the specifica-

Each Bluetooth device has a free-running 28-bit (native) Bluetooth
clock. The Bluetooth clock is never adjusted and is never turned off.

The clock ticks 3,200 times per second or once every 312.5 Usec, repre-
senting a clock rate of 3.2 KHz. Notice that this is twice the nominal fre-
quency-hopping rate of 1,600 hops per second. The clock has an
accuracy of 20 ppm*. In low-power modes like standby, hold, and

country mode
(23(79)

U

Address input:

|
|
| :
’ park (introduced in Chapter 2 and detailed later in this chapter), lower LAP(0:23]suAPl0:3) > — |
fl ‘ ney selection
Clock input: module (FSM) TX/Rx frequency
3. The use of the notation BD_ADDR in the specification is the main reason for choosing the term clock[(0]1):27] :> —
“device” in Figure 6.1 over any of the other legitimate alternatives identified in footnote 1 of .
Figure 6.7

this chapter.
4. The abbreviation “ppm” stands for “parts per million” and it is a metric of clock accuracy,

where the smaller the value the more accurate the clock.

The frequency-selection module (FSv).
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In Figure 6.7, the notation (x|y) means that there are two permissi- d :
ble alternatives, x or §, only one of which is entered into the module = SIIE frt‘équency, However, the residence time a
sk d - may occupy multiple slos. th i ta frequency
based upon the circumstances. T-he notation V[mn], m<mn, de'notes th.e ‘ missions to oceur E 2 diseis duli };ermlttmg multi-slot BB_PDU trans-
1(152 ];))f ‘t?:; m tvthrough n of the bit field V; m is the least significant bit | sion, the next frequency Selesceted l_t; ;)h\':. oFolltc;lwing alznllilti-slot transmis-
ot the two. single-slot tr s one that would have been used if
Depending upon the country of use, the FSM is set by the manu- frorgn the c}?: ;;Izlsig;; il:;d :ecclllrred instead. That is, the frequencies
facturer to operate in a 23- or 79-channel frequency hop mode as although the PR— thq ence are selected on a slot basis,
explained in the radio section of this chapter. Y ops themselves occur on a BB_PDU basis.
Given the country frequency-hop mode, the clock input determines ‘ Page Operati on
which frequency from the current frequency-hopping sequence is to be One device “invites” :
used, and when. In other words, the clock input determines the phase of of a page. The d o «':mOi'iher device to join its piconet through the use
the frequency-hopping sequence. The actual frequency-hopping devife %is'tenii s g the page is called a paging device, and the
sequence is determined through the address input. In each of the three g e gl(or scanning) for pages is called the paged device. A
active operational states shown in Figure 6.4, a different combination of 3155l 5 . s ewce;e ool ffﬂ equency at which to transmit a page eve
clock and address inputs is supplied to the FSM, as explained immedi- pag;a Sl: are:s:’ Whlch is th(? pe.nod of bit ¢j of a Bluetooth clock. Dupi;y
r ately below. kenmenor ;s“s’ele:; tz C(Iievwe hlstgns for transmitted pages, a new listening
every 1. g .
. ' of the clock. Note ghas ry 1.28 seconds, which is the period of bit ¢
Normal Piconet Operation hi 2 paging device changes frequencies at
igher rate than a paged device. While th ¢ et ak a much
5 During normal piconet operation, the channel-hopping sequence is used. clock to drive its FSM, the pa o den e pagged device uses its own
' For the channel-hopping sequence, the address input to the FSM for all clock of the paged device to dri%/]elgt e PSR T vstiate of the
- devices in the piconet consists of the 28 least significant bits, mates the clock value of the g Z 0@ FSM. The paging device esti-
BD_ADDR|0:27], of the master’s Bluetooth device address. The chan- communication between thepdgévic eVIIce based upon the most recent
nel-hopping sequence has a very long period, but the (23 or 79) hop fre- device could use its own clock ¢ I the worst case, the paging
quencies are distributed equally over short periods of time to satisfy the During the page o ti. ‘
regulatory requirements for the frequency-hopping sequence described generate this Seqlf:angce gsa a°1'1, the page-hopping Sequence is used. To
earlier in this chapter. significant bits of the ac’ldress ol?&ge ar;d %a%ed.deVices use the 28 least
During normal piconet operation, a new frequency from the chan- part of the UAP of the address showrf) ir%r ;ig'll(rez lgf‘i_—t:: f:li(sa’ :iilgrlé;:?n?ﬁi

;o ‘:,};ﬁh;i Z?isrf):&:tive F Sdlz/Is. For each device, its page-hopping sequence is
 well- » Periodic sequence composed of 32 (res 16
gf:;é}lefoigng déSZrlglﬂed t:)ver the 79 (resp. 23) frequ(enf}; chaznifig;?:
 the 2. z band in vari i i -
Page-hopping sequence is 32 (resp. 16)0}111;p(;(.)unmes. U0 Pt o the

nel-hopping sequence is selected every 625 usec. This interval is the
period for bit ¢; of the Bluetooth clock shown in Figure 6.6; in this case,
the LSB of the clock, ¢j, is not used. The time, 625 psec, between two
| successive ticks of bit ¢ of the clock is referred to as a sloz. For devices
\E in the connected state, the slot boundaries coincide with the ticks of bit
f c; of the master’s clock. Furthermore, all the devices in the piconet uti- -
)r lize the current value of the master’s clock to drive their FSMs. i
During the residence time at a frequency, a device may transmita Through inquirie — »
single packetized piece of information, referred to as a baseband packet Just as%n pa(;e oerZﬁ%ilw;fl Hi;?;‘if; dic\);czt}sljlr dt:Vices ir} i
i > ects a new requency at

data unit (BB_PDU)S. BB_PDUs are strictly constrained within the resi-

Inquiry Operation

5. The specification refers to the baseband PDUs as such or simply as packets. The BB_PDU
nomenclature is introduced here for consistency with use of the terms PDU and packet else-

where. Nevertheless, the term packet is used whenever appropriate for ease of reading.

T
6. The abbreviation “resp.” stands for “respectively.”
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