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Radio Frequency Wireless Communications 17

16 Chapter 2 TECHNOLOGY BASICS

5 ¢ Jephone systems 0 Because .the usable r‘a'dio. frequency space is finite, most governments
: hones rely on wired “landline” telep regulate its use, partitioning frequency ranges and granting licenses to
3 and mobile telep ls between endpoints. ¢ Broadcast transmit at those frequencies at specified power levels. In the United
) carry and route: s ithout wires is not a new (.;oncep g —— States, for example, a federal license is required to transmit in the FM
Communicating e common examples of wireless C(;l nes and radio frequency spectrum except at extremely low power levels that
radio and television 2t twi)lites cordless and cellular telep otomobﬂe limit the range to no more than about 30 meters. Some frequencies are
tions; others includs slate' 'on; garage door openers st o tion via reserved for use without a license under certain conditions. For exam-
remotely Contrqned © eVIfSIthes:a examples employ commu{?“ft is also ple, in the United States unlicensed operation is permitted, with some
door locks. While mos; N frared, a nonvisible spectrum . 151 ; s radio restrictions, in the 900 MHz and 2.4 GHz frequency ranges (the latter
radio waves, the use 0 mt oth \’Nireless communication emp (r)r):unicate ; being where Bluetooth wireless communication operates). In fact,
relatively commOn: Bl}lxl;o(;ogy using radio Wwaves to 30:; boar B through multinational agreement, the 2.4 GHz spectrum requires no
frequency (or RF) e ner fur,ldamentaﬂ}’ similar to broace license for its use anywhere in the world.! The SIG together with other
through the airn a man : organizations such as the IEEE 802.11 standards body is working with
television. regulatory authorities in some countries to pursue harmonization of the
. . frequency assignments for unlicensed use within the 2.4 GHz spectrum
" C Wireless CommumcathnS 2 1 B8 and of the approval process for wireless communications. In general the
Radio Frequen Y nitters and receivers tuned t0 P The chosen frequency spectrum can be used globally without license so long
RF technologies em};lo)’lytf?:ciio waves of a given fr?queng}’t:nmgiie the as the rules for operating within this spectrum are followed.
and consume, Tespectivelys .ver’s sensitivity help to det® . .
{ransmitter’s powgrhartfethsafc;rvr;umcate. High uar}n:m;s;lczltft’;:’ff_ RF Communications in the 2.4 GHz Frequency
distan:? ‘L"S eerdv;giong_rznge communicationseizlclk; iseqf;i)re much less Spectrum
is ot en
(s)iuotrI:uWhﬂe short-rang® C(t)hmin;?(ciz:iogrrllsef to communicate acrOSfN 2:2’1 While the 2.4 GHz spectrum is globally unlicensed, there are regulatory
ower; thus technoﬁi)%zs eI:ployed in small, mobﬂfe battrenriufr?ication requirements and other considerations for its use. These include:
2 few meters cou at is relevant for €O ‘

istic th
g ther characterisuc -’
devices. Ano the ability of radio waves to p

ications i8 . o P
gg:gzl:es reflect light waves used in technologt

m biects + The spectrum is divided into 79 channels (although in some
enetrate ;gafeiebui countries, notably Spain and France, only 23 channels were
ud} crin i available for use in the year 2000. Japan began using all 79
logies in general can (with certain limita
i in RF technologies t
radio waves used in

I IlllS l{‘ tec hll“l(bgles can ])el me- C a'ru]els m 2000)
.

biects too the like. ¢ Frequency hopping spread spectrum communications
can diffract gr golarczlllr‘;il f; s]ilothing’ bodies, walls, ?(?Oﬁ”a]f,fmeen thel (described below) must be employed.
ate many obstacles nt for a “line oL 1§

. -
This means that there is no requiremm

. iver. ’ enerate radio
mitter and the rece odulation to gent )
trMSRF technologies use frequenty * ncode information

um, which e v
waves within a certain frequency spect ;1 to the corresponding .

* Interference must be anticipated and appropriately handled.

Other RF communications technologies also use this spectrum;
notable among them are HomeRF™ (an open industry specification for

RF communications in home environments; see http://www.homerf.org)
and can be intercepted by re:eivir;mtgilee operate in the 88 megaﬁlzﬁ and $e {l'rlstit;lte of E}ectrilcalaland Electtroni;:(s I‘(lngh;le;ers//(IEEE) 802.1 )1
. e ) ]ephonés specification for wireless local area networks (see http:/www.ieee.org).
FM radio broadcasts, 10T . ome cordless te
quency- spectru 5

(MHz) to 108 MHz frequency spectrumm; Bluetooth wireless coliy

: 0 MHz frequency - the 2.4 gigahertz ""
operate 1 the 90 logies Operate in the ’
: : Otherqltlz(glf(l)(:ls gllaillion cycles per second) spec

Microwave ovens also operate within this frequency range. Because this

1. In some countries there are restrictions and only part of this spectrum is available for unli-

munications an censed use; these restrictions are discussed elsewhere in the book, notably in Chapter 6.

\
GHz; one gigahertz e
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Chapter 2 + TECHNOLOGY BASICS

for example,
et tzss ‘::S(S: th: (2.4 GHz fre-
idely used, radio interfer-
anticipate and address
for all technologies that

spectrum is unlicensed, new usets 1f(c: JLare

w generation of cordless telep o
e and as the spectrum becomes m '
quenC'Y) ore likely. Thus the requ1r.ement cz
?nt‘i;ftlesrerrrllce in the 2.4 GHz range is importan
in

4 4 ion choices
s 1?1 11. hnology using this spectrum has made design
Fach tec

ar-
.o that technology for p ;
ints that optimize s 8
ithi trum’s constraints ; mmunication ‘
Wil v SlPe:tions or domains. Bluetooth }\lmreleﬁls gi)e channel band- ‘
ticular apphic ’ dvantage of the availa . . :
. aximum advantag . ile operating @
des1g116d(1t (t) tak’ilirnrllize RF interference and its effects while op |
width and to mt

very low power.

Spread Spectrum RF Communications

ividing the avail-
RF communications, spread spectrim refers to dividing
Within RF co

; i heme or some
time, a coding sC :
ed upon frequency, .. :nto various parts
sl Specglm(ril lliZ(Sessaggs to be sent are then ?v&dedelc?rtsm Frequency
other methot -ted across the divided SP i thod
t are transmittec & ing), which is the metho
(packets) thal cquency hopping, L )
o ectrum (or freg RS des the spec-
B o Spfe?gﬁ ;Ruetooth wireless commuincat.lonl, ?:elzlssage packetis
empl‘?Yff d?&erent frequencies, Of charmfill& P:l fgnsge 1ee cts a new channel 1
trum 1m0 ], then the 12 X ¢
i a selected channel, ransmit the nex
transmitted s;ﬁled hopping to @ new frequenczfi). to t}tle message across |
(a process ess repeats, thereby sprea ing w8 Ol
acket, and the proc spectrum Fach technology spect ‘
: ency -
the available frequ

: Obviously the
=, hoppmg pa.ttem. b
lishin, the frequency i to tune to the
mEt}}Od (fsc))ro‘;stﬁ: rlrie;sagge must know the hOP}?magciztt;r:i gssembl o the
receiver . ion to receive eac P ; i st
Correclt Chann:sli‘;: S%lﬁf: S;(())cess is called frequency hopping ypread
comp ete me .

. . d to using @
tmm}}?{{FS}SISirsxtroduces additional complexity as compare benefits.

ot it also supplies some
single statically selected frequency, Y

e all radios hop (often &%
A . can be reduced since 2 ; from one fre:
First, RF mte{fzrsin(::eudorandomly, and often.ra;})idl}’)e;cr)um employ
dogaly 6 & (:her %V'hen all of the participants - esS(P;n the same fré
uency to ano . d % o olliding transmission : hannel
g i'ntler:srgl?ecl; tﬁzfxeit wz;uld be if each radio used a single ¢ .
quency 1s le

ich 18

trum, which ¥

st oA uence spread spec ; o
. trum with direct seq mmunicatio

9. Contrast frequency hopping Spread:ie;:nother form of spread spectrum RF com

this book:
: irect sequenc : :de the scope of

not examleEd }tll:re ‘tzﬁiologls such as wireless LANs and is outs

employed in other

Infrared Wireless Communication 19

for a long duration. In addition, when collisions do occur, their effects
are lessened, since only a single packet is lost and that packet could be
retransmitted at a new frequency, where again it is less likely to encoun-
ter interference. Second, FHSS can provide a degree of security for
communications in that only a receiver that knows the frequency hop-
ping pattern can receive and assemble all the packets of a message.
Because the hopping pattern for a given spectrum could be constructed
in a number of ways, it could be difficult to deduce and follow an
unknown hopping pattern, especially when the spectrum is heavily uti-
lized with many radios. Thus FHSS can be employed to hinder eaves-
dropping. In fact, this latter characteristic led to the invention of FHSS,
usually attributed to George Antheil and Hedy Lamarr (the latter is
more famous as an American actress). Their 1942 patent of the fre-
quency hopping concept was motivated by an attempt to find a “secret
communication system” using radio waves to control torpedoes during
World War I1.3
As previously noted, the use of spread spectrum is required in the
2.4 GHz range, largely to minimize interference problems because the
spectrum is unlicensed. The design for Bluetooth wireless communica-
tion employs relatively rapid frequency hopping (nominally 1,600 times
per second) and is described more fully below and in Chapter 6.

Infrared Wireless Communication

RF is not the only form of wireless communication. Infrared technology
is used with devices such as notebook computers, personal digital assis-
tants and electronic remote controls. Infrared wireless communication
makes use of the invisible spectrum of light just beyond red in the visi-
ble spectrum.

In particular, one standard method for infrared communication is
specified by the Infrared Data Association (IrDA; see http:/
www.irda.org); this method is commonly used with mobile phones and
notebook and handheld computers. IrDA technology is relevant when
discussing Bluetooth technology because IrDA is also designed for
short-range, low-power unlicensed communications. IrDA also defines

3. The complete story of this invention is fascinating but is outside the scope of this book. Inter-
ested readers are referred to, for example, [[AL99] or other accounts easily found via World
Wide Web search engines. Furthermore, any rationale or implications of the choice of naming

the Bluetooth technology after a Danish king rather than an American actress are not explored
here.

/
//
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Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP

78

a Bluetooth device* represents the complete
book computer, 2 digital phone, an infor-

mation appliance, and so on) that contains applications that can com-
municate using the Bluetooth wireless technology incorporated in that

device. Here we assume that a device is associated with one and only
one transport protocol group implementation and air-interface. How-
ever, as mentioned in the previous chapter and further elaborated in the

next one, the L2CAP layer supports the multiplexing of several higher-
layer protocols, like RFCOMM, SDP, and so on, and hence middle-
ware protocol stacks and applications, as well.

The design point of the Bluetooth transport protocols is dictated
primarily by Jow manufacturing complexity, associated low cost and
fast time to market. For this reason, a low-cost, easy-to-implement, fre-
quency-hopping spread-spectrum radio solution was selected. In addi-

tion, the selection of a master/slave architecture for the baseband

transmission was dictated by the ad hoc nature of the systems consid-
ered. In particular, Bluetooth piconets can form spontaneously among
disparate devices with vastly different power and computing capabili-
ties, unlike wireless LAN systems which are designed primarily to sup-
port a wireless extension of LAN connectivity services to relatively
“power-unconscious” personal computers.

To support ad hoc connectivity with minimal (if any) state main-
tained by the Bluetooth devices, piconets are dynamically formed in
isolation without the support of third-party (infrastructure) control sig-
naling. For as long as needed, the master of 2 piconet serves as the con-
trol point for the communications on the piconet. For the duration of

the existence of a piconet, the operation of 2 master resembles that of

base station of a picocellular system. Thus, the Bluetooth technology
icocellular system,

permits the spontaneous creation of a temporary p

where traffic is regulated by 2 spontaneously created base station, the
master, that regulates the traffic to and from the other member of the
picocell, the slaves. Recall from previous chapters that the Bluetooth
technology permits the creation of multiple, ad hoc picocellular systems
that remain operational even in cases of temporal and spatial overlap-
ping. The use of master and slaves reduces the complexity of the desigd

and thus the cost of deploying the Bluetooth technologies.

<
i As shown in Figure 6.1,
physical entity (such as a note

J————— ®
1. The terms unil, node, station, and so on may (and have) also been used instead of the term
device. Insofar as possible, however, the use of these other terms is avoided. The reason for %

choice will become apparent later.

The Bluetooth Radio 79

The rest of this ch .
troller and th apter highlights the Bluet .
e baseband functions it controls lii:ﬂ;izzcll::t’ éh " ltllnk ey
y reation and

the medium acce
iccess protocol; and i
1r;llanages the links between devicesﬂ}fl glnk oferer
m;l:ttogt.h module, the radio and tl.le linlf ‘
ed in hardware while the link manang is

radio and the link controller (

The Bluetooth Radio

d.
2.

The Bluetooth s
medical (ISM)

tional radiators i
ope i ;
GHz band. perating in the various

The 2.4 GHz ISM band is a

not frequency harmoni
e arn onized. Table 6.1
ability in the majority of countries arousril(;)

Table 6.1

Li ’
icense-free frequency allocation in the 2.4 GHz band

ger that configures and

eference implementati
tation of
ontroller typically are imple%

in firmware. As such, the

ark U with its ba; ;
parts of the specification to mature provisgsla;: ftuarll)(l:tmm) gt
> stable en

specification for chip desi

chipsets. The li p designers to use in desioni ;

on Is)ecu i he link manager specification orj 'lg:lllng = 4

. rlt'y-rel'ated transactions. The SIG’ ginally was foc
ger specification has enriched it over time to

capabilities available in the baseband specificati
cation.

ough hardware
arly Bluetooth
used primarily

s further work on the link man-

take full advantage of the

stem i
y operates in the 2.4 GHz industrial, scientific, and

band. The ISM ban

g , ds are li

use by industrial, scientific and med?cale license-free bands set aside for
WIT

authorities around th
. e world hav
LC::: I}}):Jvetrh S}l/stems that can be op?er(z:.It)eecll1 Ev:\clli
ertheless under stri i

bt ct regulations.
ar: g:;i al.r((ei s.et by the Federal Commllllljiclarti
i fe in the Code of Federal Regulatio

-247 of the FCC regulations deals with

eless equipment. Regula
the ISM bands forg:llsgogy
thout the need for a licensz
the United States, these reg-
ons Commission (FCC) angd
thns part 15 [FCC99]; section
e operational rules of infen-
ISM bands including the 2.4

globally available radio band, albeit

ws the ISM fr .
the globe. i g

2.4 GHz ISM band
(MHz) | Fre
quency channels (MHz)
k=0,1,..., m1 i) UMG'HzBZ)
2,400.0 - ; o
: 2,483.5 2,402 +k;m=79 (
LGB’ stands for “lower guard band.” = =

“UGB” «
GB”stands for “upper guard band.”
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Chapter 6

THE LOWER PROTOCOLS OF THE TRANSPORT GROUP

The radio part of the specification consists mostly of a series of

design specifications for Bluetooth transceivers, like in-band and out-of-

band spurious emissions, frequency accuracy, co-channel and adjacent-

channel interference, out-of-band blocking, intermodulation character-
istics, and so on. The selection of the radio design specifications is
driven by the requirement to allow the development of high-quality,
hat comply with the various 2.4 GHz ISM band

low-cost transceivers t
regulations around the world.

The numerous design parameters
are not repeated here. Readers intereste
can find an abundance of information in the corresponding part of the
specification. Since no new data-exchange protocols nor data-process-
ing algorithms were developed for the Bluetooth radio, the radio part of
the specification was the first to be completed. The errata to this portion

inimal, and the few that surface pertain mostly

of the specification are mi
to the accommodation of new regulations or refinement of the radio

testing procedures.
The Bluetooth transceiver is 2 frequency-hopping spread-spectrum
(FHSS) radio system operating over a sumber m of 1 MHz-wide chan-
nels. While for the majority of countries m =79, as shown in Table 6.1,
regulations in certain countries may further constrain the license-free
frequency spectrum for the 2.4 GHz ISM band. Thus, the Bluetooth
radio (and the baseband described in the next section) design can
accommodate two alternatives that operate over 79 or 23 channels,
each one of which is 1 MHz wide. For frequency-hopping systems oper-

ating in the 2.4 GHz ISM band, the FCC part 15.247 regulations restrict

the maximum peak output power of the radiator to no more than 1 watt

(30 dBm). Moreover, at least 75 out of the 79 frequency channels must
be used pseudo-randomly with a total residence time in each of the fre-

quencies not to exceed 0.4 seconds within a 30-second period. A Blue:

tooth radio utilizes the maximum number of channels available, 79 in

plus the radio testing conditions
d in the Bluetooth radio design

the United States, and it hops at a high rate, 1,600 hops per second,
pseudo-randomly across all these frequencies to achieve high noisé
resilience. The use of direct-sequence spread-spectrum (DSSS) systems
which are also permitted in the 9.4 GHz ISM band, may be prohibkl
tively costly for the low-cost requirement of Bluetooth radios. ‘

Figure 6.2 summarizes the key operations in the Bluetooth radif|
The figure also shows a pair of logical interfaces for carrying data anf

control information between the radio and the rest of the Bluc >oth sy
itted or received

tem. Here data relates to all information that is transmt
over the air. The control information controls the behavior of the radX

higher layers

Figure 6.2

and applications

The Bluetooth Radio 81

On the transmit side, this i
(n the trans ; 11'1cludes the carrier frequency t i
ransmilter » f}fjii i-oai:l;ih prior to transmission of g bit s{re:n‘:, glfci}rllfthe
mation over the air and e gower. leyel that is to be used for this tragr_
- e te side, this includes the carrier frequenc ts~
o bt s Stl‘s tune for re(.:eiving a bit stream of informa};i .
e A ength of the signal being received. Power-su Oln
e g t}g.;{e dets are not shown in the figure. A standardiz g o
el g S Ca}ll a and .control information is not provided fn tslf t
sy radio,c ip demgner.s and manufacturers can choos te
ik o}inponent with the rest of the components of
e in the way they believe is best for a lowf-)cost,npov(\)/fera

efficient system. Table 6
, 2 su i
parameters of the Bluetooth rat(ririch:.1 o e e S R

Bluetooth device

link manager fink

and C:VA :
<::>controller radio

host 1/0

0
o

control <:> )
e carrier generation

e carrier modulation (data Rx/Tx)
® Tx power control
® Tx signal strength

over-the air data
(bit stream)

The Bluetooth radio operations.
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“‘ ‘l 82 Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP
‘ T i
y ‘ he Link Controller ang Baseband 83
i Table 6.2 The Link
apble 6. e In co
Key operational parameters of the Bluetooth radio specification. ntroller and Baseband
As discussed in th
e

Modulation Gaussian frequency-shift | BT product': 0.5; sending and receiving data over the
keying (GFSK) modulation index: 0.28 - 0.35 responsibilities are considerations sil;houmde the scope of the radio’s
. : . ! when, what data to wajt for and > what data fo_ transmit and
Symbol rate 1 Msymbol per second using the binary GFSK, this translates [ transmit power to us Thr and when, and which carrier frequency and
i i d: . €. ese are th N TV
into 1 Mbps raw ynk.spee : link controller, fescribod Lie. € responsibilities of the Bluetooth
bit transmission time: 1 psec band co, 7 A er in this chapter, that executes th
- . -ommunication protocol and related proces es the base-
Frequency- 1,600 hops per second, residence time: 625 usec per hop Figure 6.3 Summarizes the k : -
. hopping rate typical band. These includ € key functions of the Bluetooth b
tion creatinr, & clude piconet and device control functions Jik e
§ 3,200 hops per second residence time: 312.5 usec per hop of operati on, frequency-hopping Sequence selection and ti i c i
for inquiries and pages acceI: S f?.l Ortlj suc}} IE(LS Power control and secure oOperation mlgg’ md(jdes
nctions like pollin ; and medium
r Transmit power | Class 3: 0 dBm (1 mW) a typical Bluetooth radio; types. These items all?e detéiﬁ?ic};:‘te‘;ﬂ? es, t}?acket Processing and link
- ggtional power control to below 30 %rough the operational phases of a B] ligtoofh C(lilapter as we proceed
. e
- :10?1“]2,5 a set of logical interfaces for carrying data :111]1(518. g Al
Class 2: 4 dBm (2.5 mW) | optional power control as above etween the baseband and the control informa-
Same reasons mentioned in th rest of the Bluetooth system. For the
Class 7: 20 dBm (100 required power control to at least 4 dBm; specifying any standardized sejt3 cr)?d_lo section, the specification avoids
mW) optional power control as above méormation. Nevertheless, their Prélslftiifzczsv for the data and control
5) ”
Receiver a Bluetooth receiver must | the —70 dBm sensitivity level shall be Z’l : th.ls Pl‘fise.ntat[on, since it allows us to ,conc:ntcr)nt 2 “logical plane
sensitivity attain a raw bit error rate | attained for any input signal generated by Perations in isolation from the rest of the Bluet, tl;i i Bl
(BER) of 0.1% with an any compliant Bluetooth transmitter ooth system.

input signal level of -70
dBm or lower

1. The term “BT product”is not short for “Bluetooth product.”It is a parameter describing the quality of trans-
mitted waveforms expressed as the product of the bandwidth of the modulation filter and the bit time.

The transmit power and receiver sensitivity values are examples of
design decisions that were made to reduce cost and power requirements
for the Bluetooth radio. An IEEE 802.11 wireless local area network
(WLAN) may use up to 30 dBm (1000 mW) of transmit power in the
United States (lower power-levels in other parts of the world) and not |
} less than 0 dBm (1 mW). Hence, an 802.11 wireless solution may not be

suitable for many power-constrained personal, portable devices. The
sensitivity level is also much lower than that of an 802.11 radio
receiver”. This means that a simpler Bluetooth radio can be built at @

reduced cost as compared to an 802.11 radio.

IPR2025-01239
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The Link Controller and Baseband 85
84 Chapter 6 + THE LOWER PROTOCOLS OF THE TRANSPORT GROUP

error control, security, power-saving operation and so on, that are exer-
cised on the Bluetooth devices and on information packets sent and
received over the piconet.

Bluetooth device

fink manager link J= radio For devices to communicate with each other using Bluetooth wireless
oot g Controller technology, they need to be part of a piconet. Simply stated, a piconet
2 o comprises a shared communications channel through which members of

the piconet communicate. In the FHSS space in which Bluetooth radios
operate, this communication channel consists of a well-defined sequence
of frequency hops pseudo-randomly selected from the set of frequencies
in Table 6.1 at a nominal rate of 1,600 hops per second. The members of
the piconet are able to follow the successive hops of the frequency-hop-
ping sequence in a synchronized manner. Piconets are formed as needed
and endure for as long as participating devices need to communicate.

The Piconet

higher layers
and applications

control

5 control <:> e clock .
a e connection establishment
(paging & inquiry)

« frequency (nop) selection oveBr.BqH:Ea?rSt:iala The baseband operations define how a frequency-hopping sequence for
asynchronous <—:_> o link types (SCO, ACL) (bit stream) a pmsmet is created, how devices learp hgw to fol.low it and hence join
- gai o medium access control: poll (packet the piconet, and how to send and receive information packets communi-
types & processing) cated in a coordinated manner between devices in the piconet.
o power modes Bluetooth piconets are formed in a rather ad hoc manner. They
synchronous <—:> o security algorithms are formed on demand among devices that want to communicate with
faa each other without relying on the services of a dedicated support entity,
such as a base station in a cellular network or a corporate or home
;‘ baseband WLAN. The baseband protocol establishes the rules according to which
these ad hoc connections are established such that devices communi-
) cate in a coordinated and efficient manner.
ﬁ'ﬁgug:szgnd — R . T}lle .freq.uency-hopp}ilr.lghfequencesdt.hat c‘lieﬁne thebcommunicatl:on
D to the vast and diverse areas covered DY T2 o Rt A i s A A 1l
cation, the rema.igdetf (Lf‘tzitiste}f:togf t;ii-gotr(;?irirtliolnal communication nated. Thus, owing to the frequency-hopping nature of transmissions in
flow in the speciiicatio X : sion progresses step- a piconet, multiple piconets may exist in time and space with minimal
protocol standards and related artl‘;}tess;)zgevs}llsiglsl?»lueg)ot%r communi- ini)erferen’ce amgngfzhemselves.yMultiple piconets O\If)erlapping, at least
“ wise, identifying the key compone ith the definition of a piconet OVer partially, in time and space are referred to as scatternets. This opens the
cations actually occur. We begin wi information packets. We then possibility of interpiconet communications when devices become mem-
L‘ which Bluetooth devices can ei:i‘;ﬁ%: tlhat assist in the creation and bers of multiple piconets.

describe fundamenta} helper eh as the Bluetooth clock and frequency- | Each piconet has one and only one master and one or more slaves.
maintenancle Otf dlepﬁt)c:er;zt,lsﬁicng these helper elements, the plreseﬁtg'l ‘ These roles are temporary ones and they are meaningful only while

hopping selection \ at Bluetooth -

Bluetooth devices are members of a piconet. Certainly, Bluetooth
devices may be built to operate only as masters or only as slaves, but this
is a host application and usage scenario issue rather than a Bluetooth

: ; - fion of the procedures thi :
tion continues wiih, fhe desciiphior pFinally, with a piconet 18

joi iconet.
devices follow to create a.rid ]Ogl Z:OI();esses ike medium access control
focus on protocols and p
place, we
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specification issue. The specification generally assumes that a Bluetooth
device is capable of acting both as a master and as a slave, depending
upon the role required to accomplish a given usage case. In the case of a
scatternet, a device that participates in more than one piconet can be the
master of at most one of these piconets, while it can be a slave in several
of them. Through a detailed process, described later in this chapter, a
master and a slave may exchange their roles. It is also possible for an
“old” piconet based around an original master to be migrated to a new
piconet with a new master. Piconet migration as well as communication
across scatternets are not discussed in detail here, because they are not
very mature processes in the version 1.0 specification, which does not
define any usage scenarios that address communication across piconets.
Nevertheless, the specification contains necessary considerations that
could allow these processes to be accomplished.
The primary role of a master for a piconet is to define:

* which frequency-hopping sequence the members of this piconet
shall follow;

+ when frequency hops shall occur, thus defining the timing foun-
dation for timed events in the piconet;

* which particular frequency is the “current” frequency; and

* which slave will be transmitted to and/or which slave will be
permitted to transmit next (recall that transmission on the Blue-
tooth air-interface is through polling of the slaves).

The first three items are strongly associated with how a piconet is

formed and maintained and how devices join it. The last item is associ-

ated with how transmissions occur in a piconet.
Figure 6.4 shows the operational states for a Bluetooth device. In

the connected state, the device is a member of a piconet. On the other _,
hand, when a device is not associated with any piconet or participatesin

no action that could result in its forming or joining a piconet, it is said to
be in the standby state. The standby state is the default operational state

for a Bluetooth device. In this state, a device typically idles with only its

native clock operating in a low-power mode.

To move to the connected state, a device goes through the inquiry
and page states, which are instantiated differently but in a complemen-
tary manner within a potential master and a potential slave. In the
inquiry state, a device learns about the identity of other devices in its
vicinity; these other devices must be in an inquiry scan state to listen for
and subsequently respond to inquiries. In the page state, a device explic-
itly invites another device to join the piconet whose master is the invit-
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ing device; the other device
and subseq'uent!y respond to pages. As Figure 6.4 shows

standby %
g . connected

Figure 6.4
Operational states of a Bluetooth device,

To b i
el fo(())rrr;e a member of a piconet, a Bluetooth device needs to
eyl Wh?rﬁa;e the freguency-hopping sequence that defines that
ich Irequencies from this sequence will be visited and

other operation in a Bluetooth device
Jundamental elements:

* the Bluetooth device address
* the Bluetooth device (or native) clock

d proce
to P sses are notable and w
em as the fundamental processes, which are those that generate-e R

* the frequency-hopping sequence, and
* the access code. ’

These fundamenta] ]
detailed below. ntal elements and fundamental processes are
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The Bluetooth Device Address (BD_ADDR)

The Bluetooth device address (BD_ADDR)3 is the most static entity of a
Bluetooth device. The BD_ADDR is a single 48-bit address electroni-
cally “engraved” on each device. A device’s BD_ADDR is globally
unique among Bluetooth devices. To guarantee uniqueness, a number-
ing authority assigns BD_ADDRs. The BD_ADDR is an IEEE 48-bit
address, similar to the medium access control (MAC) address of IEEE
802.xx LAN devices.

The 48-bit address field, shown in Figure 6.5 from the least signifi-
cant bit (LSB) to the most significant bit (MSB), is partitioned into three
parts: the lower address part (LAP), the upper address part (UAP), and the
non-significant address part (NAP). The 24 bits of the UAP and the NAP
constitute the organization unique identifier (OUI) part of the address that
is assigned by the numbering authority to different organizations. The
LAP is assigned internally by various organizations. The various parts
of the BD_ADDR are involved in nearly every operation of the base-
band from piconet identification, to packet header error checking, to
authentication and encryption key generation. These items are dis-

cussed in more detail later in this chapter.
NAP: 16 bits—»’

i e
|<—LAP. 24 bits e
............ agy asp g =
jos)

. N
............ a a
2 4 5 24

UAP: 8 bits =I<

Figure 6.5
The Bluetooth 48-bit device address (BD_ADDR).

The Bluetooth Clock

Each Bluetooth device has a free-running 28-bit (native) Bluetooth
clock. The Bluetooth clock is never adjusted and is never turned off.
The clock ticks 3,200 times per second or once every 312.5 isec, repre-
senting a clock rate of 3.2 KHz. Notice that this is twice the nominal fre-
quency-hopping rate of 1,600 hops per second. The clock has an
accuracy of +20 ppm?. In low-power modes like standby, hold, and
park (introduced in Chapter 2 and detailed later in this chapter), lower

3. The use of the notation BD_ADDR in the specification is the main reason for choosing the term
“device” in Figure 6.1 over any of the other legitimate alternatives identified in footnote 1 of
this chapter.

4. The abbreviation “ppm” stands for “parts per million” and it is a metric of clock accuracy,

where the smaller the value the more accurate the clock.
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The Bluetooth native clock.
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The Frequency-Hopping Sequences

For i i
Flevwes to communicate with each other, th
receive on the same frequenc oy

country mode
(23]79)

U

frequency selection
module (FSM)

Address input:
LAP[0:231+UAP(0:3J

Clock input:

clockl(0f1)27)  [=>

Tx/Rx frequency

Figure 6.7
The frequency-selection module (FSM).
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In Figure 6.7, the notation (x|y) means that there are two permissi-
ble alternatives, x or }, only one of which is entered into the module
based upon the circumstances. The notation V[m:n], m < n, denotes the
use of bits m through 7 of the bit field V; m is the least significant bit
(LSB) of the two.

Depending upon the country of use, the FSM is set by the manu-
facturer to operate in a 23- or 79-channel frequency hop mode as
explained in the radio section of this chapter.

Given the country frequency-hop mode, the clock input determines
which frequency from the current frequency-hopping sequence is to be
used, and when. In other words, the clock input determines the phase of
the frequency-hopping sequence. The actual frequency-hopping
sequence is determined through the address input. In each of the three
active operational states shown in Figure 6.4, a different combination of
clock and address inputs is supplied to the FSM, as explained immedi-

ately below.

Normal Piconet Operation

During normal piconet operation, the channel-hopping sequence is used.
For the channel-hopping sequence, the address input to the FSM for all
devices in the piconet consists of the 28 least significant bits,
BD_ADDRI0:27], of the master’s Bluetooth device address. The chan-
nel-hopping sequence has a very long period, but the (23 or 79) hop fre-
quencies are distributed equally over short periods of time to satisfy the
regulatory requirements for the frequency-hopping sequence described
earlier in this chapter.

During normal piconet operation, a new frequency from the chan-
nel-hopping sequence is selected every 625 psec. This interval is the
period for bit ¢; of the Bluetooth clock shown in Figure 6.6; in this case,
the LSB of the clock, ¢, is not used. The time, 625 usec, between two
successive ticks of bit ¢; of the clock is referred to as a sloz. For devices
in the connected state, the slot boundaries coincide with the ticks of bit

c; of the master’s clock. Furthermore, all the devices in the piconet uti- -

lize the current value of the master’s clock to drive their FSMs.
During the residence time at a frequency, a device may transmit a

single packetized piece of information, referred to as a baseband packet

data unit (BB_PDU)S. BB_PDUs are strictly constrained within the resi-

5. The specification refers to the baseband PDUs as such or simply as packets. The BB_PDU
nomenclature is introduced here for consistency with use of the terms PDU and packet else-
where. Nevertheless, the term packet is used whenever appropriate for ease of reading.
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d g
me;ncz géne ata frgquency. However, the residence time at a frequenc
mis}s" upy multiple §lots, thus permitting multi-slot BB PD[}]tr 4
o 1;)1215 to occur as discussed below. Following a multi-slot trans ol
Singl,e Sfoltli:«{atn freq.ue.ncy sl;elzcted is the one that would have been us:(lilii-’
- smissions had occurred instead. That i
B, B L ead. That is, the frequencies
PPIng sequence are selected on 1 i
although the frequency hops themselves occur on a BB PSUSI;);siE o

Page Operation

31;ep(ie:1c;h 1nc;'1tgs z?moifher device to join its piconet through the use
o I ghs.tenie evice issuing the page is called a Ppaging device, and the

il ng (or scanning) for pages is called the paged d’evice A
paging device selects a new frequency at which to transmit a page ev.ery

communication between the devi
device could use jts own cloci. ces. T the wans sase, the p aging
Duri :

genera;rﬁi ts};e page operation, the page-hopping sequence is used. To

Significant bi quence, the paging and paged devices use the 98 least
f;; s its of the address of the paged device—that is, the LAP d

E) th((:ir Ny UAI.) of the address shown in . igure 6.5—as fhs address in rilt

. well_dr(;slf)ectlve F SMS- For each device, its page-hoppin & uencs'

- unife id’dPeH'Odlc Sequence composed of 32 (resp.GgIG)qfre ue;f

missible (;flmtlz,e ;‘T ?}]ﬁedk:we; e gL ) frequency cha.nnelg per-

g . Z band in variou i :
Page-hopping sequence is 32 (resp. 16) h ;p‘;(.)untnes. The period of the

Inquiry Operation
T 5 it .
Jul;:c:;gih inquiries a fievme “searches” for other devices in its vicinj
1l page operation, an inquiring device selects a new frequencyzlt.

hi S
ivlvlgui:rlll t:j transmit an inquiry every 312.5 usec. Inquired devices execut-
quiry scans, select a new listening frequency every 1.28 ;econds

e
6. The abbreviation “resp.” stands for “respectively.”
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