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Chaptér

The Internet Protocol (IP)

Introduction

As we learned in Chap. 1, the Internet Protocol (IP) is an inter-
networking protocol developed by the Department of Defense. The sys-
tem was implemented as part of the DARPA internetwork protocol
project and is widely used throughout the world. This chapter exam-
ines IP in more detail including its major features, its use of address
and routing tables, and its relationships to other internet and IEEE
protocols.

Major Features of IP

IP is quite similar to the ISO 8473 (the Connectionless Network Pro-
tocol or CLNP) specification explained in the last section of this chap-
ter. Many of the ISO 8473 concepts were derived from IP.

IP is an example of a connectionless service. It permits the exchange
of traffic between two host computers without any prior call setup.
(However, these two computers usually share a common connection-
oriented transport protocol.) Since IP is connectionless, it is possible
that the datagrams could be lost between the two end users’ stations.
For example, the IP gateway enforces a maximum queue length size,
and if this queue length is violated, the buffers will overflow. In this
situation, the additional datagrams are discarded in the network. For
this reason, a higher-level transport layer protocol (such as TCP) is
essential to recover from these problems.

IP hides the underlying subnetwork from the end user. In this con-
text, it creates a virtual network to that end user. This aspect of IP is
attractive because it allows different types of networks to attach to an
IP gateway. As a result, IP is reasonably simple to install, and be-
cause of its connectionless design, it is quite robust.

97
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98  Chapter Five

Since IP is an unreliable, best effort, datagram-type protocol, it has
no reliability mechanisms. It provides no error recovery for the under-
lying subnetworks. It has no flow-control mechanisms. The user data
(datagrams) may be lost, duplicated, or even arrive out of order. It is
not the job of IP to deal with most of these problems. As we shall see
later, most of the problems are passed to the next higher layer, TCP.

IP supports fragmentation operations. The term fragmentation re-
fers to an operation wherein a protocol data unit (PDU) is divided or
segmented into smaller units. This feature can be quite useful because
all networks do not use the same size PDU. For example, X.25-based
wide area networks (WANSs) typically employ a PDU (called a packet
in X.25) with a data field of 128 octets. Some networks allow negoti-
ations to a smaller or larger PDU size. The Ethernet standard limits
the size of a PDU to 1500 octets. Conversely, proNET-10 stipulates a
PDU of 2000 octets.

Without the use of fragmentation, a gateway would be tasked with
trying to resolve incompatible PDU sizes between networks. IP solves
the problem by establishing the rules for fragmentation at the gate-
way(s) and reassembly at the receiving host.

IP and Subnetworks

As seen in Fig. 5.1, IP is designed to rest on top of the underlying
subnetwork—insofar as possible in a transparent manner. This means
that IP assumes little about the characteristics of the underlying net-
work or networks. As stated earlier, from the design standpoint this is
quite attractive to engineers because it keeps the subnetworks rela-
tively independent of IP.

HOST A HOST B
Upper Layer Upper Layer
Protocol Protocol
(ULP) (ULP)

Gateway /

™ Gateway IP P

SNP-1 SNP-1 SNP-2 SNP-2
Subnet 1 Subnet 2 !

Figure 5.1 The IP Model.
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As the reader might expect, the transparency is achieved by encap-
sulation. The data sent by the host computer are encapsulated into an
IP datagram. The IP header identifies the address of the receiving
host computer. The IP datagram and header are further encapsulated
into the specific protocol of the transit network. For example, a transit
network could be an X.25 network or an Ethernet LAN.

After the transit network has delivered the traffic to an IP gateway,
its control information is stripped away. The gateway then uses the
destination address in the datagram header to determine where to
route the traffic. Typically, it then passes the datagram to a sub-
network by invoking a subnetwork access protocol (for example,
Ethernet on a LAN, and X.25 on a WAN). This protocol is used to en-
capsulate the datagram header and user data into the headers and
trailers that are used by the subnetwork. This process is repeated at
each gateway, and eventually the datagram arrives at the final desti-
nation, where it is delivered to the receiving station.

It should be emphasized that an IP gateway is not completely un-
concerned with the access protocol of an attached subnetwork. There
is nothing magic about IP; the gateway interface must know how to
access its connected networks. Consequently, some form of communi-
cations (however limited) must occur between the gateway and the at-
tached subnetworks (see the section later in this chapter titled “IP
Service Definitions and Primitives”). The important point is that an
IP module does not care about the operations inside the networks.

The IP Datagram

A productive approach to the analysis of IP is first to examine the
fields in the IP datagram (PDU) depicted in Fig. 5.2. An abbreviated
description of the fields in the datagram is provided in Table 5.1.

The version field identifies the version of IP in use. Most protocols
contain this field because some network nodes may not have the latest
release available of the protocol. The current version of IP is 4.

The header length field contains 4 bits set to a value to indicate the
length of the datagram header. The length is measured in 32-bit
words. Typically, a header without QOS options contains 20 octets.
Therefore, the value in the length field is usually 5.

The type of service (TOS) field can be used to identify several QOS
functions provided for in Internet. It is quite similar to the service
field that resides in the CLNP PDU. Transit delay, throughput, pre-
cedence, and reliability can be requested with this field.

The TOS field is illustrated in Fig. 5.8. It contains five entries con-
sisting of 8 bits. Bits 0, 1, and 2 contain a precedence value used to
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I
Version (4) : Header Length (4)

Type of Service (8)

Total Length (186)

Identifier (16)

|
Flags (3) | Fragment Offset (13)
i

Time to Live (8) -

Protocol (8)

Header Checksum (16)

Source Address (32)

Destination Address (32)

Options and Padding (Variable)

Data (Variable)

(n) = Number of Bits in Field
Figure 5.2 The IP Datagram.

indicate the relative importance of the datagram. Values range from 0
to 7, with 0 set to indicate a routine precedence. The precedence field is
not used in all systems, although the value of 7 is used by some im-
plementations to indicate a network control datagram. However, the
precedence field could be used to implement some powerful flow con-
trol and congestion mechanisms in a network. This would allow gate-
ways and host nodes to make decisions about the order of “throwing
away” datagrams in case of congestion.

The next three bits are used for other services and are described as
follows:

Bit 3 is the delay bit (D bit). When set to 1 this TOS requests a short
delay through an internet. The aspect of delay is not defined in the
standard, and it is up to the vendor to implement the service.
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The Internet Protocol (IP) 101

TABLE 5.1 The IP Protocol Data Unit

Version field

Internet header length
Type of service

Total length field

Identifier

Flags
Fragmentation offset

Time to live
Protocol
Header checksum

Source and destination
addresses

Identifies the version of IP.
Specifies the length of the IP header.
Stipulates quality of service functions.

Specifies the total length of the IP datagram, in-
cluding the header.

Used with the address fields to identify the data
unit uniquely (for fragmentation).

Used in the fragmentation operations.

Describes where this datagram belongs within the
original PDU.

Used to determine how long the datagram is to
remain in the internet.

Used to identify a next-level protocol that is to re-
ceive the user data at the final destination.

Used to perform an error check on the header.

Identifies the source and destination hosts and
their directly attached networks.

Options Used to request additional services for the IP user.
Padding Used to give the datagram a 32-bit alignment.
User data Contains user data.
S >
o8 L D )
o‘bb% \q;\ 0\»&\ .:}>O§\ ,oeé
Q&@ 0@ &xé Q\\ le
I l |
Bits 0 1 3 4 5 6 7
Precedence Delay
111 = Network Control 0 = Normal
110 = Internetwork Control 1=Low
101 = CEITIC/ECP
100 = Flash Override Throughput
011 = Flash 0 = Normal
010 = Immediate 1 = High
001 = Priority Reliability
000 = Routine 0 = Normal
1 = High

Figure 5.3 The Type of Service (TOS) Field.
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The next bit is the throughput bit (T bit). It is set to 1 to request
high throughput through an internet. Again, its specific implemen-
tation is not defined in the standard.

The last bit used is the reliability bit (R bit), which allows a user to
request high reliability for the datagram.

The next two bits, 6 and 7, are not used at this time.

The TOS field is not used in some vendors’ implementations of IP.
Nonetheless, it will be used increasingly in the future as the internet
capabilities are increased. For example, it is used in the Open Short-
est Path First (OSPF) protocol discussed in Chap. 8. Consequently, a
user should examine this field for future work and ascertain a ven-
dor’s use or intended support of this field.

The total length field specifies the total length of the IP datagram. It
is measured in octets and includes the length of the header and the
data. IP subtracts the header length field from the total length field to
compute the size of the data field. The maximum possible length of a
datagram is 65,535 octets (2'6). Gateways that service IP datagrams
are required to accept any datagram that supports the maximum size
of a PDU of the attached networks. Additionally, all gateways must
accommodate datagrams of 576 octets in total length.

The IP protocol uses three fields in the header to control datagram
fragmentation and reassembly. These fields are the identifier, flags,
and fragmentation offset. The identifier field is used to identify
uniquely all fragments from an original datagram. It is used with the
source address at the receiving host to identify the fragment. The
flags field contains bits to determine if the datagram may be frag-
mented. If it can be fragmented, one of the bits can be set to determine
if this fragment is the last fragment of the datagram. The fragmenta-
tion offset field contains a value which specifies the relative position
of the fragment to the original datagram. The value is initialized as 0
and is subsequently set to the proper number if/when the gateway
fragments the data. The value is measured in units of eight octets. We
will devote a special section later in this chapter to fragmentation/
reassembly and the use of these three fields.

The time-to-live (TTL) parameter is used to measure the time a
datagram has been in the internet. It is quite similar to CLNP’s life-
time field. Each gateway in the internet is required to check this field
and discard it if the TTL value equals 0. A gateway is also required to
decrement this field in each datagram it processes. In actual imple-
mentations, the TTL field is a number of hops value. Therefore, when
a datagram proceeds through a gateway (hop), the value in the field is
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The Internet Protocol (IP) 103

decremented by a value of one. Implementations of IP may use a time-
counter in this field and decrement the value in one-second decre-
ments.

The TTL field is used not only by the gateway to prevent endless
loops, but it can also be used by the host to limit the lifetime that seg-
ments have in an internet. Be aware that if a host is acting as a gate-
way, it must treat the TTL field by the gateway rules. Check with the
vendor to determine when a host throws away a datagram based on
the TTL value. Ideally, the TTL value could be configured and its
value ‘assigned based on observing internet performance. Addition-
ally, network management information protocols such as those resid-
ing in SNMP might wish to set the TTL value for diagnostic purposes.
Finally, if your vendor uses a fixed value that cannot be reconfigured,
make certain it is fixed initially to allow for your internet’s growth.

The protocol field is used to identify the next-level protocol -above
the IP that is to receive the datagram at the final host destination. It
is quite similar to the type field found in the Ethernet frame. The
Internet standards groups have established a numbering system to
identify the most widely used upper layer protocols. Table 5.2 lists and
describes these protocols.

The header checksum is used to detect a distortion that may have
occurred in the header. Checks are not performed on the user data
stream. Some critics of IP have stated that the provision for error de-
tection in the user data would allow the gateway at least to notify the
sending host that problems have occurred. (This service is indeed pro-
vided by a companion standard to IP, called the ICMP, which is dis-
cussed in Chap. 6.) Whatever one’s view on the issue, the current ap-
proach keeps the checksum algorithm in IP quite simple. It does not
have to operate on many octets, but it does require that a higher-level
protocol at the receiving host perform some type of error check on the
user data if it cares about its integrity.

IP carries two addresses in the datagram. These are labeled source
and destination addresses and remain the same value throughout the
life of the datagram. These fields contain the internet addresses ex-
amined in Chap. 3.

The options field is used to identify several additional services. As
we shall see later, it is similar to the option part field of CLNP. The
options field is not used in every datagram. The majority of implemen-
tations use this field for network management and diagnostics.

‘Figure 5.4 illustrates the format of the option field. Table 5.3 con-
tains the values that are currently defined in the standard.

The options field length is variable because some options are of vari-
able length. Each option contains three fields. The first field is coded
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TABLE 5.2 Internet Protocol Numbers
Decimal Key word Protocol
0 Reserved
1 IcMP Internet Control Message Protocol
2 IGMP Internet Group Management Protocol
3 GGP Gateway-to-Gateway Protocol
4 Unassigned
5 ST Stream
6 TCP Transmission Control Protocol
7 UCL UCL
8 EGP Exterior Gateway Protocol
9 IGP Interior Gateway Protocol
10 BBN-MON BBN-RCC Monitoring
11 NVP-II Network Voice Protocol
12 PUP PUP
13 ARGUS ARGUS
14 EMCON EMCON
15 XNET Cross Net Debugger
16 CHAOS Chaos
17 UDP User Datagram Protocol
18 MUX Multiplexing
19 DCN-MEAS DCN Measurement Subsystems
20 HMP Host Monitoring Protocol
21 PRM Packet Radio Monitoring
22 XNS-IDP XEROX NS IDP
23 TRUNK-1 Trunk-1
24 TRUNK-2 Trunk-2
25 LEAF-1 Leaf-1
26 LEAF-2 Leaf-2
27 RDP Reliable Data Protocol
28 IRTP Internet Reliable TP
29 ISO-TP4 ISO Transport Class 4
30 NETBLT Bulk Data Transfer
31 MFE-NSP MFE Network Services
32 MERIT-INP MERIT Internodal Protocol
33 SEP Sequential Exchange
34--60 Unassigned
61 Any host internal protocol
62 CFTP CFTP
63 Any local network
64 SAT-EXPAK SATNET and Backroom EXPAK
65 MIT-SUBN MIT Subnet Support
66 RVD MIT Remote Virtual Disk
67 IPPC Internet Plur. Packet Core
68 Any distributed file system
69 SAT-MON SATNET Monitoring
70 Unassigned

DELL - Exhibit 1011 - Page 24



The Internet Protocol (IP)

TABLE 5.2 Internet Protocol Numbers (Continued)

Decimal Key word Protocol
71 IPCV Packet Core Utility
72-15 Unassigned
76 BRSAT-MON Backroom SATNET Monitoring
71 Unassigned
78 WB-MON Wideband Monitoring
79 WB-EXPAK Wideband EXPAK
80-254 Unassigned
255 Reserved
1 Byte 1 Byte n Bytes
Code Length Option Data
Flag Option Number
Copy Class p

1 2 3 4 5 6 7 8 Bits
Figure 5.4 The IP Option Field.

TABLE 5.3 Option Codes

Class Number Length Description
0 0 0 End of option list
0 1 0 No operation
0 2 11 Security
0 3 var Loose source routing
0 7 var Record route
0 8 4 Stream ID (obsolete)
0 9 var Strict source routing
2 4 var Internet timestamp
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as a single octet containing the option code. The option code also con-
tains three fields. Their functions are as follows:

Flag copy (1 bit) 0 = Copy option into only the first fragment of a frag- -
mented datagram.

1 = Copy option into all fragments of a fragmented

datagram.
Class (2 bits) Identifies the option class (Table 5.3).
Option Number Identifies the option number (Table 5.3).

The option class can be set to the following values:

0: A user datagram or a network control datagram
1: Reserved
2: Diagnostics purposes (debugging and measuring)
3: Reserved

The next octet contains the length of the option. The third field con-
tains the data values for the option. The option field is described in
more detail in the next section of this chapter.

The padding field may be used to make certain that the datagram
header aligns on an exact 32-bit boundary.

Finally, the data field contains the user data. IP stipulates that
the combination of the data field and the header cannot exceed
65,5635 octets.

Major IP Services

This section provides an overview of the major services of IP. Be aware
that vendors have different products for IP and some of them may not
support all the features described in this section.

Internet header check routine

When a gateway receives the datagram, it checks the header to deter-
mine the type of traffic it is processing. If the traffic is an internet
datagram, it passes the datagram to the internet header check rou-
tine. This module performs a number of editing and validity tests on
the IP datagram header. The following checks are performed on the
header:

Valid IP header length

Proper IP version number
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Valid IP message length
Valid IP header checksum
Nonzero time to live field validity

If checks are performed and not passed, the datagram is discarded.
If the checks are performed and passed, the internet destination ad-
dress is examined to determine (a) if the datagram is addressed to this
gateway, or (b) if the datagram is destined for another gateway. If it is
not destined for this gateway, the datagram is passed to the IP for-
warding routine for further routing.

IP source routing

IP can use a mechanism called source routing as part of its routing
algorithm. Source routing allows an upper layer protocol (ULP) to de-
termine how the IP gateways route the datagrams. The ULP has the
option of passing a list of internet addresses to the IP module. The list
contains the intermediate IP nodes that are to be transited during the
routing of the datagrams to the final destination. The last address on
the list is the final destination of an intermediate node.

When IP receives a datagram, it uses the addresses in the source
routing field to determine the next intermediate hop. As illustrated in
Fig. 5.5, IP uses a pointer field to learn about the next IP address. Ifa
check of the pointer and length fields indicates that the list has been
completed, the destination IP address field is used for routing. If the
list is not exhausted, the IP module uses the IP address indicated by
the pointer.

The IP module then replaces the value in the source routing list
with its own address. Of course, it must then increment the pointer by
one address (4 bytes) for the next hop to retrieve the next IP address in
the route. With this approach, the datagram follows the source route
dictated by the ULP and also records the route along the way.

Figure 5.5 provides an example of the use of route recording. In the
first step, IP uses the pointer to locate the next address in the route
data field. In this example, it locates address 128.2.3.4 and makes a
routing decision based on this address. In the second step, it places its
own address in the route data field in the same location of the current
destination address. In the third step, it increments the pointer value
to enable the next IP module to determine the next (or final) hop in
the route.

Routing operations. The IP gateway makes routing decisions based on

the routing list. If the destination host resides in another network, the
IP gateway must decide how to route to the other network. Indeed, if
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Code | Length | Pointer Route Data

[ ¥

P 128.2.3.4 128.7.8.9 128.10.4.12

1. Use this address to determine
the next hop.

P 128.9.14.16 128.7.8.9 128.10.4.12

Y

2. Then place local IP address here.

v

P 128.9.14.16 128.7.8.9 128.10.4.12

\

3. Increment pointer by 4 to
point to next IP address.

Figure 5.5 Source Routing.

multiple hops are involved in the communications process, then each
gateway must be traversed and the gateway must make decisions
about the routing.

Each gateway maintains a routing table that contains the next
gateway on the way to the final destination network. In effect, the ta-
ble contains an entry for each reachable network. These tables could
be static or dynamic, although dynamic tables are more common. The
IP module makes a routing decision on all datagrams it receives.

The routing table contains an IP address for each reachable network
and the address of a neighbor gateway (that is, a gateway directly at-
tached to this network). The neighbor gateway is the shortest route to
the destination network. Otherwise, the IP gateway logic establishes
that the gateway is directly connected to this network.

The IP routing is based on a concept called the distance metric. This
value is usually nothing more than the fewest number of hops be-
tween the gateway and the final destination. The gateway consults its
routing table and attempts to match the destination network address
contained in the IP header with a network entry contained in the rout-
ing table. If no match is found, it discards the datagram and builds an
ICMP message to send back to the IP source. This message would con-
tain a “destination unreachable” code. If a match is found in the rout-
ing table, the gateway then uses it to determine the outgoing port.
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Some implementations of TCP/IP have allowed a host to perform
source route forwarding and to act as an intermediate hop through the
full route. If the reader uses a system in which a host performs source
routing, the host should adhere to all the rules of a conventional gate-
way in managing source routed datagrams. Again, this point is made
to emphasize that the task of the host in any type of gateway function
should be commensurate with the gateway, and the software should
not be scaled down for purposes of efficiency. For example, the TTL
field must be decremented by the host; and the host should be able to
generate the ICMP destination unreachable messages in case the
source route fails or in case fragmentation cannot be performed. It
must also be able to perform the timestamp option (discussed shortly)
in accordance with the proper rules of an IP gateway.

Loose and strict routing. IP provides two options in routing the
datagram to the final destination. The first, called loose source rout-
ing, gives the IP modules the option of using intermediate hops to
reach the addresses obtained in the source list as long as the datagram
traverses the nodes listed. Conversely, strict source routing requires
that the datagram travel only through the networks whose addresses
are indicated in the source list. If the strict source route cannot be fol-
lowed, the originating host IP is notified with an error message. Both
loose and strict routing require that the route recording feature be im-
plemented.

Route recording option

The route recording option operates in the same manner as source
routing, with the recording feature which was just discussed. This
means that any IP module that receives a datagram must add its ad-
dress to a route recording list. The idea is illustrated in Fig. 5.6, ex-
cept that this option is not using addresses in the recording field to
determine the next hops. For the route recording operation to occur,
the receiving IP module uses the pointer and length fields to deter-
mine if any room is available to record the route. If the route record-
ing list is full, the IP module simply forwards the datagram without
inserting its address. If it is not full, the pointer is used to locate the
first empty full octet slot, the address is inserted, and the IP module
then increments the pointer to the next IP slot.

The timestamp option

Another very useful option in IP is the provision for timestamping the
datagram as it traverses each IP module through the internet. This
idea allows a network manager not only to determine the route of the
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Code | Length | Pointer Route Data

[ ¥

P 128.9.14.16 Empty Slot Empty Slot

\\

1. Place local |P address here.

| !

P 128.9.14.16 Empty Slot Empty Slot

\

2. Increment pointer by 4 to
point to next slot for use by
next IP module.

Figure 5.6 Route Recording.

datagram through the internet but also the time at which each IP
module processed the datagram. This can be quite useful in determin-
ing the efficiency of gateways and routing algorithms.

The format for the options fields for timestamp operations is shown in
Fig. 5.7. As with previous options, the length and pointer fields are used
to identify the proper slot in which to place an IP address and the
timestamp related to this address. Therefore, the pointer increments it-
self across an IP address and the timestamp for the address. The oflw
field is only used when an IP module cannot register a timestamp due to
(for example) lack of resources or an option field that is too small. This
value is incremented by each module that encounters this problem.

A 4-bit flags field is used to provide guidance to each IP module
about the timestamp operations. The values currently described are as
follows:

0: Timestamps are to be recorded only and are stored in consecu-
tive 32-bit words.

Code | Length | Pointer Data

P L

ofiw | Flags | iress 1 | TMeS@MP1F 4 yqocon

Timestamp n

Figure 5.7 The Timestamp Option.
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1: Each timestamp is to be preceded by the IP address of the rele-
vant module.

3: IP addresses are already specified by the originator, and the
gateway is tasked with recording the timestamp in its relevant IP
address area.

The time used with the timestamp is based on milliseconds (ms) using
universal time (the old Greenwich mean time). Obviously, the use of the
universal time does not guarantee completely accurate timestamps
between machines, because machines’ clocks may vary slightly. None-
theless, in most networks the universal time in milliseconds provides a
reasonable degree of accuracy.

Fragmentation and reassembly

An IP datagram may traverse a number of different networks that use
different PDU sizes, and all networks have a maximum PDU size,
called the maximum transmission unit (MTU). Therefore, IP contains
procedures for dividing (fragmenting) a large datagram into smaller
datagrams. It also allows the ULP to stipulate that fragmentation
may or may not occur. Of course, it must also use a reassembly mech-
anism at the final destination which places the fragments back into
the order originally transmitted.

When an IP gateway module receives a datagram which is too big to
be transmitted by the transit subnetwork, it uses its fragmentation
operations. It divides the datagram into two or more pieces (with
alignment on 8-octet boundaries). Each of the fragmented pieces has a
header attached containing identification, addressing, and, as another
option, all options pertaining to the original datagram. The frag-
mented packets also have information attached to them defining the
position of the fragment within the original datagram, as well as an
indication if this fragment is the last fragment.

Referring to Fig. 5.8, the flags (the 3 bits) are used as follows:

Bit 0 = reserved
Bit 1: 0 = fragmentation and 1 = do not fragment
Bit 2 (M bit): 0 = last fragment and 1 = more fragments

Interestingly, IP handles each fragment operation independently.
That is, the fragments may traverse different gateways to the in-
tended destination, and they may be subject to further fragmentation
if they pass through networks that use smaller data units. The next
gateway uses the offset value in the incoming fragment to determine
the offset values of fragmented datagrams. If further fragmentation is
done at another gateway, the fragment offset value is set to the loca-
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tion that this fragment fits relative to the original datagram and not
the preceding fragmented packet.

Figure 5.8 shows an example of multiple fragmentation operations
across two gateways. Be aware that this example shows the OL (over-
all length) field. This field is not carried in the datagram but is used
here to assist the reader in this analysis.

Subnet 128.3 uses a 1500-octet PDU size. It passes this data unit to
gateway A. Gateway A decides to route the PDU to subnet 21.4, which
supports a 512-octet PDU size. The gateway fragments the 1500 data

128.3 = 1500 A B
1D =12345 1D = 12345 r ID = 12345
M=0 M=1 M=1
0S=0 0S=0 0S=0
OL = 1500 OL = 1500 OL = 1500
TL = 1500 TL=512 TL =256
ID = 12345 ID =12345
1] M=1 B M=1
0OS =64 0S8 =32
OL = 1500 OL = 1500
TL=512 TL =256
ID = 12345 1D = 12345
M=0 M=1
0S =128 0S =64
OL = 1500 OL = 1500
TL =476 TL=256
1D =12345
M=1
0S8 =960
OL = 1500
TL = 256
D =12345
M=1
0S =128
Where ID = Identification field OL = 1500
M = More Fragments Field TL=256
OS = Offset Field
OL = Original Length of Datagram ID =12345
(not carried in fragment; shown for M=0
convenience in this figure) 0S = 160
TL = Total Length of Fragment (carried ?l,: = ;ggo
in each fragment) I —

Figure 5.8 Fragmentation Operations at the Gateways.
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unit into three smaller data units of 512, 512, and 476 octets. Thus,
1500 = 512 + 512 + 476. The last segment containing 476 octets is
filled (padded) with zeros to equal a total of a multiple of 8. Therefore,
this data field is 480 (480 = 476 + 4, which is an even multiple of 8).

Gateway A passes the data to subnetwork 21.4, which delivers it to
gateway B. This gateway decides that datagram fragments are to be
delivered to subnetwork 21.5. Since the gateway knows that this net-
work uses a PDU size of 256 octets, it performs further fragmentation.
It divides the 512 octet fragments into yet smaller data units and, us-
ing the offset values in the three incoming fragments, adjusts accord-
ingly the offset values in the outgoing data units. Notice that the off-
set values are reset at gateway B, and their values are derived from
the offset values contained in the preceding fragments.

As illustrated in Fig. 5.9, reassembly occurs at the receiving host.
The IP module sets up buffer space when the first fragment is re-

N+ M , " ORDER OF
- Time (ms) BUFFER INSERTION
From GW Y —»
1D = 12345 1D = 12345 ID = 12345
Me=1 M=1 M=1 I_._-—-——"-"""'_"'---'-—-_’.3
08 =32 0S=0 U0 =96

OL=1500 | —-=——lQL =1500 OL = 15
TL =256 %zm\~_@e

—

From GW Z —» ™6
ID=12345 ] | 1D =12345 ID = 12345
M=1 M=0 M=1
0S =64 =160 0S =128
OL=1500 | {OL =1500
TL = 256 TL=220 [N TL=256 S

Figure 59 Reassembly of the Fragments.
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ceived. A buffer is reserved for each fragment, and the fragment is
placed in an area within the buffer relative to its position in the orig-
inal datagram. As the fragments arrive, they are placed into the
proper location in the buffer (pigeon holing). When all the fragments
have been received, the IP module passes the data to the ULP in the
same order that it was originally sent from the sending ULP.

For purposes of discussion, we assume that the datagram fragments
depicted in Fig. 5.8 are routed to other gateways, say gateways Y and
Z. To continue the analysis, Fig. 5.9 shows that the fragmented
datagrams arrive from gateways Y and Z in the order depicted by the
“time arrow,” with earliest arrival at time n and the latest time of ar-
rival at time n + m. Therefore, the fragments arrive in the following
order (we are using the offset values in the figure to identify the
fragment):

First: Fragment with offset value of 96
Second: Fragment with offset value of 128
Third: Fragment with offset value of 0
Fourth: Fragment with offset value of 160
Fifth: Fragment with offset value of 64
Sixth: Fragment with offset value of 32

The receiving machine has a rather easy job of figuring out where
the fragments are to be placed. The IP module simply multiplies the
offset value by 8 to determine which slot in the buffer is to receive the
fragment. For example, the first arriving fragment’s relative position
in the buffer is computed as 96+8 = 768, or memory address 768. (If
the reader wishes to test the calculations, we are using position 0, not
1, as the first position.)

In Fig. 5.9, the reassembling host initially does not know the length
of the complete IP datagram until it receives the fourth fragment,
which contains the M = 0 (no more fragments), the offset value, and
the fragment length. Since the offset is 160 and the length is 220 oc-
tets, it now knows that the total datagram is (160 offset values *8 oc-
tets per value + 220 octets in final fragment = 1500 octets).

We now see why the M bit is so important. Since the length field in
the fragment does not refer to the size of the original datagram but to
the size of the fragment, the only method to determine the original
length (and the final fragment) is the M = 0 indicator.

In the event that some fragments do not arrive or have been dis-
carded because they exceeded the TTL parameter, IP will discard the
fragments of the partially reassembled datagram. In addition, the re-
ceiving computer turns on a reassembly timer upon detection of the
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arrival of the first fragment. This timer, which is set by the network
manager, can be used to ensure that all fragments arrive in a timely
manner. If the timer times out before all fragments have arrived, the
received fragments are discarded. If a user does not want fragmenta-
tion to occur, the fragment flag can be turned to 1, which indicates
that fragmentation must not occur. This may be desirable if fragmen-
tation creates excessive overhead because the reassembly timer con-
tinues to discard fragments which require retransmission from
higher-layer protocols. However, this situation must be weighed
against the fact that turning on the “don’t fragment” flag means that
datagrams will be discarded by gateways if the MTU exceeds the size
of the subnetwork capability.

Reassembly at the gateways? Connectionless gateways using dynamic
routing (such as IP) do not reassemble datagrams. The task is impos-
sible because all fragments belonging to the original datagram may
not be processed by the same gateways. As a consequence, the gate-
way does not know how to compute the offset values for fragments it
does not receive. In contrast, connection-oriented gateways can per-
form intermediate reassembly because, by the very nature of the sys-
tem, all PDUs pass through the same gateway(s). For example, imag-
ine in Fig. 5.8 that gateway A is a connection-oriented gateway. It
could reassemble the fragments for transmission over a higher-
capacity subnetwork by detecting the M = 0 in the fragment with an
offset value of 128 and a length of 476 (128 offset values *8 octets per
offset + 476 octets in final fragment = 1500 octets).

Retain fragments to await retransmission of other fragments? Several of
this writer’s clients have expressed concern about IP discarding frag-
ments based on the expiration of the fragmentation timer. In some in-
stances, this can create a significant amount of replicated traffic on a
network. This brief discussion should shed some light on the problem.
First, we assume that discarded fragments are retransmitted by a
higher-layer protocol (e.g., TCP). The traffic is fragmented (once
again) by the originator and sent to the receiver.

The retransmitted fragments would contain the same values in the
IP identification field as the original submission. Assuming that
the receiver’s software does not discard the fragments that were ac-
ceptable in the original transmission, one could argue that the identi-
fication field could be used to reconstruct a complete data unit by
using the fragments of the retransmissions. Of course, this also
means that if a pigeon hole is full, the received duplicate fragment
would be discarded.

A brief analysis shows that it is not worth the effort. Filling vacant
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pigeon holes with retransmitted fragments is almost pure chance be-
cause some of the retransmitted fragments might undergo different
fragmentation operations since the fragments were routed differently
the second time. It is especially onerous if the transmitting end must
determine which fragments should be transmitted and which should
not. Indeed, making IP this smart moves it toward connection-
oriented features—which should be avoided.

Also, be aware that the reassembly time-out is based on the remain-
ing value of the TTL field in the IP header. This value does not work
very well because the vast majority of TTL values are implemented
with a hop-count metric and not a time metric. Therefore, an imple-
mentation of the reassembly time-out should be based on an actual
clock.

Before leaving the subject of the options in IP, it should prove useful
to reexamine the flag copy feature (see Fig. 5.4). A network adminis-
trator should determine if the flag copy should be used for certain op-
tions. For example, is it useful for all fragments to have the route re-
cording option? After all, if these fragments move through different
routes in an internet, the receiver might have difficulty in determin-
ing a single list of routes. On the other hand, such a feature still does
not preclude examining the routes to determine the efficiency of the
internet gateways and IP modules. However, for purposes of simplic-
ity it may make sense (and the IP standard so requires) to stipulate
that a route recording option is only used in one of the fragments of a
fragmented datagram.

Next, consider when the option should be copied into all fragments.
One that comes to mind is source routing. If the user wants source
routing to be applied to a datagram, it is logical to assume the user
wants it to be applied to all fragments of a fragmented datagram.

IP Address and Routing Tables

Address table

The Internet Activities Board (IAB) has published in RFC 1213 the
definition for the IP address table. This table is depicted in Fig. 5.10.
It consists of five columns and 1 to n rows. Each row pertains to an IP
address at an entity (a host, gateway, etc.). There may be more than
one row entry if the machine has more than one IP address. The con-
tents of this table are as follows:

The Entry Address contains the IP address for this entry’s interface.

The Entry IfIndex contains the interface number (port number) per-
taining to this entity’s connection to a subnetwork.
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Figure 5.10 The IP Address Table.

The Entry Net Mask column contains the subnet mask associated
with the IP address in the entry address column.

The Broadcast Address contains a value for the least significant bit
in the IP broadcast address. It is used for sending datagrams on the
local interface and is associated with the IP address of this row.

The Maximum Size of Datagram represents the maximum size of a
datagram that can be processed by this IP module.

Routing table

Until 1990, an IP routing table was designed based on an individual
vendor’s perception of the need for the entries in the table. With the
publication of the Internet Management Information Base (MIB), a
more formal definition of the IP routing table is now available. Figure
5.11 shows the IP routing table as defined in the MIB standard pub-
lished as RFC 1213.

Each row of the IP routing table contains an entry for each route
that is known to the IP module storing this table. The columns repre-
sent the information available on each route. A brief description of
each column follows.

The Destination entry contains the IP address of the destination for
this route. If this column is coded as 0.0.0.0, the route is considered
a default route.

The IfIndex entry stands for the interface index. It identifies the lo-
cal interface (more commonly known as a physical port) through
which the next hop in the route can be reached.
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Figure 5.11 The IP Routing Table.

The next five columns are labeled Metric. The metric entries contain
information about the cost metric used for determining the route.
With most systems, the cost metric is the number of hops to reach
the destination. However, with the evolution of more sophisticated
route discovery protocols (such as OSPF), it is possible that more
than one cost metric may be used in calculating the route. As the
table indicates, up to five cost metrics can be stored.

The Next Hop entry contains the IP address identifying the next hop
for this route.

The next column in the table is the Route T'ype. It is set to one of
four values to provide the following information: 1 = none of the fol-
lowing, 2 = an invalid route, 3 = a directly connected route (a di-
rectly connected subnet), and 4 = indirect (an indirect connection to
reach this destination).

The next column is labeled Routing Protocol. This entry identifies
the route discovery protocol by which this route was learned. If the
route is discovered with RIP, the value in this column must be 8; if
it is discovered with the Cisco internal group routing protocol, it
must be set to 11; and so on.

The Route Age column is a value, in seconds, since the route was
updated or verified.

The next field in the table contains the Route Mask for this route.
Remember that this mask is logical ANDed with the destination ad-
dress in the IP datagram before being compared to column 1 in this
table (labeled Destination).
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The last column, labeled Route Information, allows a reference to an
MIB definition pertaining to a particular routing protocol. Its value
depends on the type of routing protocol used in this row entry.

As an example of a row entry into the IP routing table, please refer
back to Chap. 8, Fig. 3.10. This figure shows one of the destination
networks as 14.0.0.0. Consequently, from the perspective of the rout-
ing table at gateway 9, the column entries for this network are as
follows:

Destination = 14.0.0.0

Interface (port) Index = 3

Metric 1 = number of hops (the remaining metric columns are
empty)

Next Hop = 13.0.0.2

Route Type = indirect (4)

Routing Protocol = egp (5)

Route Age = 5 seconds (for example)

Route Mask = several options

Route Information = value that depends on routing protocol entry

IP Service Definitions and Primitives

IP/ULP primitives

IP uses two primitives to define the services it provides to the adjacent
ULP. The transmitting ULP utilizes the SEND primitive to request
the services of IP. In turn, IP uses the DELIVER primitive to notify
the destination ULP of the arrival of data. The interface of IP with the
upper layer is quite simple, because IP is designed to operate with di-
verse ULPs.

These service definitions (implemented with primitives) are some-
what abstract to allow them to be tailored to the specific host operat-
ing system. For example, the SEND and RECV services on a UNIX-
based system can be implemented with UNIX system library calls.

The relationship of IP and the ULP is shown in Fig. 5.12, which de-
picts host A sending data to host B. The arrows are reversed if host B
sends data to host A.

The parameters associated with the primitives inform the ULP and
IP about the operation requested from the ULP (SEND) and per-
formed by IP (RECV). .

The SEND parameters are also used to create the IP header. Con-
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HOST A HOSTB
Upper N Upper
Layer - Layer

Protocol Protocol
(ULP) (ULP)
SEND RECV
Internet Internet
Protocol Protocol

(IP) (P)

SNP_SEND SNP_DELIVER

Subnetwork Subnetwork

Access Access
Protocol Protocol
(SNP) (SNP)

Figure 5.12 The IP Primitives.

DELL - Exhibit 1011 - Page 40



The Internet Protocol (IP) 121

sequently, they correlate closely to the IP header fields of a transmit-
ted datagram, shown in Fig. 5.2. Likewise, the parameters in the
RECV primitive correlate closely to the parameters of the received
datagram. The SEND primitive contains the following information:

Source address: 1P address of the host sending the data
Destination address: 1P address of host to receive the data
Protocol: Name of the recipient ULP (e.g., TCP, UDP, etc.)
TOS indicators: precedence, reliability, delay, and throughput
Identifier: Optional, for fragmentation control

Don’t fragment indicator: Yes or no

Time to live: In number of hops

Data length: Length of data being transmitted (0, if no data)
Buffer pointer: Pointer to the datagram

Option data: Options requested by a ULP (security, loose or strict
source routing, record routing, stream identification, or timestamp)

Data: Present when data length is greater than 0
Result: Result of this SEND request:

Datagram sent

Error in arguments or network error

The RECV primitive contains the following information:

Source address: 1P address of sending host
Destination address: 1P address of recipient host

Protocol: Name of the recipient ULP as supplied by the sending
ULP (e.g., TCP, UDP, etc.)

TOS indicators: Relative transmission quality associated with
unit of data: precedence, reliability, delay, and throughput

Data length: Length of received data
Buffer pointer: Pointer to the datagram

Option data: Options requested by source ULP (security, loose or
strict source routing, record routing, stream identification, or
timestamp)

Data: Present when data length is greater than 0
Result: Result of this RECV request
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IP/SNP primitives

The primitives between IP and the subnetwork access protocol (SNAP)
are similar to the IP/ULP primitives. As shown in Fig. 5.12, two primi-
tives are invoked for the IP/SNP operations. The SNP_SEND primitive
is used by IP to invoke a service of the SNP; the SND_DELIVER is used
by the SNP to deliver a datagram to the IP module. The SNP_SEND
primitive contains the following information:

Local destination address: Subnetwork address of the destination
TOS indicators: precedence, reliability, delay, and throughput
Length of datagram

The datagram

The SNP_DELIVER primitive contains the datagram and error in-
dicators (the latter is optional and not defined in the standard).

Other IP/SNP service definitions. Many IP modules rest on top of IEEE
LANSs and interface with IEEE 802.2 (logical link control, LLC). Chapter
3 (Fig. 8.5) explains the method by which LLC and IP use the LSAP
header extension to coordinate their operations. However, as of this writ-
ing, no RFC exists to explain the relationship of the IEEE 802.2 LLC
primitives and IP. The next section provides this explanation.

Network layer/LLC primitives

The IP/SNP primitives explained in the previous section are not de-
signed for the LLC interface. However, if an implementation only
makes use of LLC connectionless data transfer service, the interface is
simple. A brief explanation of this service follows (see Fig. 5.13).

Two primitives are used for connectionless data transfer. They are
passed between LLC and its upper layer protocol (which could be IP or
some other module).

DL-UNITDATA.request (source-address, destination-address, data,
priority)

DL-UNITDATA.indication (source-address, destination-address,
data, priority)

The request primitive is passed from the network layer to LLC to re-
quest that a link service data unit (LSDU) be sent to a remote link ser-
vice access point. The address parameters are equivalent to a combina-
tion of the LLC SAP and MAC addresses. The priority field is passed to
MAC and implemented (except for 802.3, which has no priority mecha-
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HOSTA HOST B
Upper Upper
Layer Layer
Protocol Protocol
(ULP) - (ULP)
DL-UNITDATA.req DL-UNITDATA.ind
Logical Logical
Link Link
Control Control
(LLC) (LLC)
MA-UNITDATA.req MA-UNITDATA.ind
Media Media
Access Access
Control Control
(MAC) (MAC)

Figure 5.13 IP Over LLC in an IEEE LAN.
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nism). The indication primitive is passed from LLC to the network layer
to indicate the arrival of an LSDU from a remote entity.

A comparison of Figs. 5.12 and 5.13 reveals close similarities be-
tween IP/SNP and ULP/LLC operations, but differences exist in the
parameters associated with the IP/SNP and ULP/LLC primitives.

If IP is placed on top of LLC, a convergence protocol must be imple-
mented to map the SNP_SEND primitive and its parameters to the
DL-UNITDATA.request and its parameters. The protocol must also
map the SNP_DELIVER primitive and its parameters to the LL.C DL-
UNITDATA.indication and its parameters. The address fields present
no major problem if RFC 1042 is followed (see Chap. 2, “Extension of
LSAP Header”). A potential problem is deciding how to handle the
TOS parameters. Perhaps the best approach is to ignore them at the
LLC and MAC levels, since they are mostly irrelevant for use in a
high-capacity LAN.

Multicasting

Like the physical layer, the internet network layer allows the use of
multicasting PDUs. The concept is quite similar to LAN multicasting,
in which a single PDU (in this case an IP datagram) is sent to more
than one host. The set of hosts forms a multicast group.

IP multicasting allows hosts to operate on one or multiple physical
networks. A host may belong to more than one multicast group, it may
belong to a permanent multicast group (a well-known group), or it
may dynamically enter and leave groups as the need dictates. Also, a
host does not have to be a member of the multicast group to send data
to the group.

Multicasting is accomplished through the use of the IP class D ad-
dress discussed in Chap. 3. The first 4 bits of the 32-bit address field
are set to 1110; the next 28 bits identify the specific multicast group.
Due to the structure of the address space the classes of A, B, and C
addresses are meaningless when using multicasting.

The permissible ranges for multicast addresses are from 224.0.0.0
through 239.255.255.255. The Internet does not allow the address space
of 224.0.0.0 to be used, and the address space of 224.0.0.1 is reserved for
an all hosts group. An all hosts group identifies all hosts and gateways
that are participating in an internet IP multicast operation.

Figure 5.14 shows an example of how IP multicasting operates.
Gateway 1 (G1) receives an IP datagram from another part of an
internet. The destination IP address is a multicast address (a source
address is not allowed to contain multicast values, for obvious rea-
sons). The gateway is responsible for interpreting the multicast ad-
dress and forwarding it to the proper hosts (for which it has authority)
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From Internet

IP Address =
1110 + Multicast Group
{Class D)

Multicast Group

= Datagram Delivered
to IP Modules

Figure 5.14 Multicasting Operations.

and to other participating multicast gateways (G2). In this example,
hosts A, C, and E are members of the same multicast group. G2 and
host F are also members.

One approach to sending this traffic to the proper host on a LAN is
to map the IP multicast address to an Ethernet multicast address. The
mapping is quite simple and proceeds as follows: The low-order 23 bits
of the IP address are mapped into the low-order 23 bits of the Ethernet
multicast address. This approach is not perfect because a one-to-one
relationship does not exist between the 28 bits of the IP address and
the 28 bits of the Ethernet address. However, it is a reasonable solu-
tion because the chances are quite small that any two groups will
choose the same 23 bits for the multicast address value. In any event,
it is prudent to make certain that the receiving software has the abil-
ity to discard datagrams that are not appropriate.

Hosts can be configured to either send or receive multicast data-
grams. Alternately, hosts can be configured to send but not receive
multicast datagrams or not to participate in any multicast operations.

The implementation of multicasting must ensure that the software
is capable of allowing a host to join or leave a multicast group. A
means must be devised to allow hosts to inform other hosts about the
relationships and status of memberships. The IP software must keep
bookkeeping operations about which host belongs to separate
multicast groups and delete and add them accordingly. These admin-
istrative tasks are accomplished through the Internet Group Manage-
ment Protocol IGMP), which is discussed in the next section.
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Internet Group Management Protocol (IGMP)

The IGMP allows gateways and hosts to inform each other about
multicasting operations, such as joining and leaving multicast groups.
Additionally, it allows the machines to communicate status messages
about multicasting information. IGMP works in a manner quite sim-
ilar to the Internet Control Message Protocol (ICMP). An IP datagram
is used to transport the IGMP message between the machines. Be
aware that IGMP is required for all machines that are going to imple-
ment IP multicasting.

IGMP also has some similarities to a LAN token bus protocol in how
a machine is added as a member to a group. First, when a host wishes
to join a multicast group, it must send out a message (just as, in a to-
ken bus, a LAN station sends out a set solicitor message). This mes-
sage is an all-host multicast address in which the host establishes that
it is a member of a multicast group. The IGMP message is received by
the local multicast gateway that performs the necessary operations to
route the traffic to other multicast gateways throughout an internet.

Once these operations have been performed, the multicast gateway
must periodically query the host to determine if a host is still a mem-
ber of a group. If the query does not get a response from the host, then
the multicast gateway is required to stop advertising membership for
that host to other multicast gateways.

The format for the IGMP message is quite simple and is illustrated
in Fig. 5.15. The message consists of five fields. '

The version field gives the current protocol version, which at this
time is 1.

The type field identifies the field as a query with a value of 1 or a
response with a value of 2.

Logically enough, the unused field is not used.

Version {4)
Type (4)
Unused (8)
Checksum (8)
Figure 5.15 The IGMP Message
Group Address (32) Format.

(n) = number of bits in the field
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The checksum field is used to check for errors. The calculation uses
the same algorithm as the IP and TCP protocols.

The group address field contains the group address for hosts to re-
port their membership in the multicast group. This field has no
meaning for a query message.

Other Thoughts on IP

The reader may be surprised at the brevity of the discussion of IP. We
are not shirking our responsibility in the analysis; rather, we are
merely reflecting the fact that IP does not contain a great number of
functions. Indeed, one of the attractive aspects of IP is its simplicity
and efficiency. However, as the reader may surmise, the supporting
protocols to IP, such as TCP, and the addressing resolution and nam-
ing service protocols, discussed in earlier chapters, provide for a com-
plex and rich internetworking environment.

It has been stated in earlier chapters that IP is one of the most
widely used internetworking protocols in the world. Today, hundreds
of products are available in the marketplace that use the IP architec-
ture. Nonetheless, the use of IP will diminish gradually as users and
vendors move to the ISO 8473 internetworking protocol.

The end user will most likely never know that the change has taken
place if the implementation is well conceived. The network designer
will see a similarity between the two protocols, but they are different
enough that software must be written almost from scratch.

The next section introduces the ISO 8473 connectionless network
protocol (CLNP).

Connectionless-Mode Network Service
(ISO 8473)

ISO 8478 is a specification that describes the architecture for connec-
tionless-mode network service. It is also called the connectionless net-
work protocol (CLNP), It is quite similar to IP in the functions it per-
forms, but it is not compatible with IP.

ISO 8473 has been designed to operate with the hosts attached to
public and private networks and the gateways that service the hosts
and networks. As will be seen, the protocol does not involve itself with
the particular characteristics of the underlying subnetworks. Like IP,
the basic idea is to demand little in the way of services from the
subnetworks except to transport the PDU.

The protocol communicates by exchanging internetwork PDUs
(IPDUs) in a connectionless (datagram) fashion. Each IPDU is treated
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independently and does not depend on the state of the network for any
particular establishment connection time (since no connection exists
in a connectionless network). Routing decisions are made indepen-
dently by each forwarding internetworking node. It is also possible for
the source user to determine the routing by placing the routing infor-
mation in the IPDU source routing field.

The ISO 8473 connectionless-mode network service is provided by
two primitives: N-UNITDATA request and N-UNITDATA.indication.
These two primitives are quite similar to the primitives used by the
IP. The reader should note that the protocol uses no connection and
clear primitives, which is a rather obvious indication of its connec-
tionless attributes. The two primitives each contain four parameters:
NS-Source-Address, NS-Destination-Address, NS-Quality-of-Service,
and NS-Userdata. All parameters are explained shortly.

The 1SO 8473 PDU

A brief description of the fields of the 8473 PDU is provided in Table
5.4. As the reader reviews this material, the similarity to the IP data-
gram will be evident. Figure 5.16 shows the format of the data unit.
The next sections discuss how the fields are used in 8473 operations.

Quality of service (QOS) functions

An underlying subnetwork may provide several quality of service
(QOS) functions. The services are negotiated when the primitives are
exchanged between layers. Of course, the primitive parameters must
be based on a priori knowledge of the availability of the services
within the subnetwork. It does little good to ask for a QOS feature if it
is known that the subnetwork does not provide it. Be aware that the
values of QOS apply to both ends of the network connections (NC),
even though the NC may span several subnetworks that offer differ-
ent services.

Use of iSO 8348. For QOS choices, ISO 8473 uses the following QOS
functions described in ISO 8348:

Transit delay: Establishment of the elapsed time between a data
request and the corresponding data indication. This QOS feature
applies only to successful PDU transfers. The delay is specified by a
desired value up to the maximum acceptable value. All values as-
sume a PDU of 128 octets. User-initiated flow control are not mea-
sured in these values.

Residual error rate (RER): The ratio of total incorrect, lost, or du-
plicated PDUs to total PDUs transferred:
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TABLE 5.4 Functions of Flelds in 8473 PDU

Protocol identifier

Identifies the protocol as ISO 8473.

Length indicator
Version/protocol

Lifetime

Segmentation permitted

More segments

Error report

Type code

PDU segment length

Checksum

Destination and source ad-
dresses and address lengths

Data unit identifier

Segmentation offset

Total PDU length

Options

Data

Describes the length of the header.
Identifies the version of ISO 8473.

Represents the lifetime of the PDU. It is coded in
units of 500 ms.

Indicates if segmentation is permitted. The origi-
nator of the PDU determines this value, and it
cannot be changed by any other entity.

Indicates if more user data is forthcoming. It is
used when segmentation takes place. When the
bit equals 0, it indicates that the last octet of the
data in this PDU is the last octet of the user data
stream (the network service data unit, NSDU).

Indicates that an error report is to be generated
back to the originator if a data PDU is discarded.

Describes the PDU as a data PDU or an error
PDU.

Specifies the entire length of the PDU (header and
data). If no segmentation occurs, the value of this
field is identical to the value of the total length
field.

Calculated on the entire PDU header. A value of 0
in this field indicates that the header is to be ig-
nored. A PDU is discarded if the checksum fails.

Since the source and destination addresses are
variable in length, the length fields are used to
describe their length. The actual addresses are
Network Service Access Points (NSAPs).

Identifies an initial PDU to reassemble a seg-
mented data unit correctly.

If the original PDU is segmented, this field speci-
fies the relative position of this segment in rela-
tion to the initial PDU.

Contains the entire length of the original PDU,
which includes both the header and data. It is not
changed for the lifetime of the PDU.

Optional parameters are placed in this part of the
PDU such as route recording, quality of service
parameters, priorities, buffer congestion indica-
tion, padding characters, and designation of secu-
rity levels.

Contains the user data.
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Protocol Identifier

Length Indicator

Version/Protocol ID Extension

Lifetime

Segment/More/Error Report/Type Code

Segment Length

Checksum

Destination Address Length

Destination Address

Source Address Length

Source Address

Data Unit Identifier

Segmentation Offset

Total PDU Length

Options

Data

Figure 5.16 The ISO 8473 PDU.
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N(e) + N(1) - N(x)
N

where RER = residual error rate; N(e) = PDUs in error; N(1) = lost
PDUs; N(x) = duplicate PDUs; N = number of PDUs.

Cost determinants: A parameter to define the maximum accept-
able cost for a network service. It may be stated in relative or abso-
lute terms. Final actions on this parameter are left to the specific
network provider.

RER =

Priority: Used to determine preferential service in the subnetwork.
Outgoing transmission queues and buffers are managed based on the
priority values contained in the PDU header options field.

Protection against unauthorized access: Used to direct the subnet-
work to prevent unauthorized access to user data.

Protocol functions

ISO 8473 includes several optional or required protocol functions. Each
function provides a specialized service to the network user. In a sense,
the ISO 8473 protocol functions are similar to the QOS features, except
that they are performed as an integral part of the protocol.

Traffic management between subnetworks

This section provides an illustration of how a connectionless-mode
internetwork protocol transfers data between subnetworks. While dif-
ferent vendors use various techniques for the provision of connec-
tionless service, many use the concepts described herein.

When the protocol receives the NS-Source-Address and NS-Destina-
tion-Address parameters in the N-UNITDATA request primitive from
an upper layer, it uses them to build a source address and destination
address in the header of the PDU. The source address and NS-Quality-
of-Service parameters are used to determine which optional functions
are to be selected for the network user. At this time, a data unit iden-
tifier is assigned to identify this request from other requests. This
identifier must remain unique for the lifetime of the initial PDU and
any segmented PDUs in the network(s). Subsequent and/or derived
PDUs are considered to correspond to the initial PDU if they have the
same source address, destination address, and data unit identifier. At
first glance, this rule may appear to be connection oriented, but it ap-
plies only to PDUs created as a result of segmentation.

The PDU is then forwarded through the subnetwork(s). Each hop
examines the destination address to determine if the PDU has reached
its destination. If the destination address equals an NSAP (network
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service access point) served by the network entity, it has reached its
destination. Otherwise, it must be forwarded to the next node.

When the PDU reaches its destination, the receiver removes the
protocol control information (PCI) from the PDU. It also uses the ad-
dresses in the header to generate the NS-Source-Address and NS-
Destination-Address parameters of the UNITDATA indication primi-
tive. It preserves the data field of the PDU until all segments (if any)
have been received. The options part of the PDU header is used to in-
voke any QOS parameters at the receiving end.

Unlike connection-oriented networks, an ISO 8473 connectionless-
mode network has more flexibility in terminating service to a user.
For example, if a new network connection request is received with a
higher priority than an ongoing data transfer, the network may re-
lease the lower-priority transfer. Moreover, users may also have pri-
orities established for the data transfers. The network connections
(NC) with a higher priority will have their requests serviced first, and
the remaining resources of the network are used to attempt to satisfy
the lower-priority network connections.

User data is given a specific lifetime in the network(s). This mech-
anism is useful for several reasons. First, it prevents lost or misdi-
rected data from accumulating and consuming network resources.
Second, it gives the transmitting entity some control over the disposi-
tion of aged data units. Third, it greatly simplifies congestion control,
flow control, and accountability logic in the network(s). (It should be
emphasized that discarded data units can be recovered by the trans-
port layer.)

The lifetime field in the PDU header is set by the originating network
entity. The value also applies to any segmented PDUs and is copied into
the header of these data units. The value contains, at any time, the re-
maining lifetime of the PDU. It is decremented by each network entity
that processes it. The value is represented in units of 500 ms and is
decremented by one unit by each entity. In the event that delays exceed
500 ms, the value is decremented by more than one unit.

If the lifetime value reaches zero before it reaches its destination, it is
discarded. If the error report bit is on, an error report data unit is gener-
ated to inform the originator of the lost data. This feature may be con-
sidered by some to be a connection-oriented service. Whatever its name,
it is obviously very useful if end-to-end accountability is required.

In addition to discarding aged data units, the network may also dis-
card data for other reasons:

Checksum reveals an error (if checksum is used).

PDU is received which contains an unsupported function, such as a
QOS function.
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Local congestion occurs at the receiver.
Header cannot be interpreted accurately.

A PDU cannot be segmented, and it is too large for the underlying
network to handle.

The destination address is not reachable or a path route is not ac-
ceptable to the network serving the PDU.

The PDU is transferred on a hop-to-hop (next node) basis. The se-
lection of the next system in the route may be influenced by the QOS
parameters and other optional parameters. For example, the next hop
might be chosen because it supports the QOS requests.

Internetwork routing. The routing technique in ISO 8473 is called
source routing and is quite similar to IP source routing. The route is
determined by the originator of the PDU by placing a list of the inter-
mediate routes in the options part of the PDU header. The route indi-
cators are called titles. The relaying is accomplished by each network
entity routing the PDU to the next title in the list. The indicator is
updated by each relay point to identify the next stage of the route.

The protocol provides two types of routing: complete source routing
and partial source routing. Complete source routing requires that the
specified route be used in the exact order as in the route list. If this
route cannot be taken, the PDU must be discarded with the option of
returning an error report to the originator. Partial source routing al-
lows a system to route to intermediate systems that are not specified
in the list.

Another routing option, called the record route function, requires
the intermediate systems to add their title to a record route list in the
options field of the header. The list is built as the PDU is forwarded to
its destination. This list can be used for troubleshooting internet or
subnet problems. It can also be used as a tool for efficiency analysis,
audit trails, or simply as a “directory” for a returning PDU.

If this option is invoked, either complete route recording or partial
route recording is used. With the former, all intermediate systems are
recorded and PDU reassembly is performed only if all derived PDUs
took the same route. Otherwise, the PDU is discarded. The partial
route recording also requires the full list but does not require that the
derived PDUs visit the same intermediate systems.

CLNP and IP

The ISO 8473 standard was derived from the IP. From the standpoint
of design, the routing should remain the same when an organization
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migrates to ISO 8473. The network topology should not be affected by
the transition to ISO 8473. So the good news is that the two protocols
are similar, and the bad news is that the conversion will still require
rewriting a lot of software.

Summary

The IP is a widely used gateway protocol. It is implemented on both
LANs and WANSs and is designed to operate in a connectionless mode.
Notwithstanding, it supports a number of quality service options
called type of service (TOS). IP remains transparent to the underlying
network. Consequently, it can be placed on a variety of networks. IP
does not perform route discovery. It uses routing tables created by
route discovery protocols.
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