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DESCRIPTION

COMMUNICATION SYSTEM, FORWARDING NODE, PATH MANAGEMENT SERVER,
COMMUNICATION METHOD, AND PROGRAM

TECHNICAL FIELD
[0001]
[CROSS-REFERENCE TO RELATED APPLICATION]

The present invention is based upon and claims the benefit of the priority of Japanese
Patent Application No. 2009-212221, filed on September 14, 2009, the disclosure of which
is incorporated herein in its entirety by reference thereto. The present invention relates to a
communication system, a forwarding node, a path management server, a communication
method, and a program, and in particular relates to a communication system, a forwarding
node, a path management server, a communication method, and a program, which
implement communication by forwarding a packet by a forwarding node arranged in a

network.
BACKGROUND ART
[0002]

Fig. 20 shows a network configuration using IP (Internet Protocol). In Fig. 20,
communication nodes 100 (communication node 100a and communication node 100b) are
communication nodes that perform communication using IP. When a forwarding node 200
receives an IP packet transmitted by a communication node 100, it determines a
forwarding destination of the IP packet and forwards to the determined forwarding
destination. Forwarding nodes repeat this, and ultimately forward the IP packet to a

communication node that is the destination.
[0003]

In determining the forwarding destination of the IP packet, the forwarding node 200
uses a routing table held internally. The routing table is a table indicating which network
destination packet should be transmitted, though which interface, to a forwarding node that
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takes on the next forwarding processing; and a corresponding destination network address,
next forwarding destination IP address, and destination interface are listed in the table as
one entry. The entry includes information outside of the abovementioned information, but

here this is omitted for simplicity.
[0004]

The network address is an address obtained by extracting a number of upper bits of
an |IP address, and is expressed in a format such as 192.168.1.0/24. In this case, the
upper 24 bits of the address are the network address, and addresses from 192.168.1.1 to
192.168.1.255 are included in the network in question. On this occasion, 24 is called a

prefix length.
[0005]

When appropriate route information is determined from the routing table, the
forwarding node 200 uses a method known as a longest match method. This is a method
in which a destination address of the IP packet and respective entries of the routing table
are compared, to determine an entry where there is a match of a longer number of bits

from an upper bit of the destination address.
[0006]

The routing table is set in advance by a method such as a manual setting in the
forwarding nodes 200, or automatically by a protocol for exchanging route information

called a routing protocol.
[0007]

In an IP network, packets are forwarded by the above forwarding method, but there
is a problem in that, in this case, packet forwarding depends on the routing table of the
respective forwarding nodes, and paths cannot be completely controlled. Furthermore,
since the forwarding destination is determined by only the destination address, there is a
problem in that exact path control is not possible due to differences concerning which

application the communication is performed by, or of source address.

[0008]
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As a way of performing the above-mentioned path control, there is a method known
as source routing. Source routing is a method in which a node that is a source (for
example, communication node 100a) explicitly lists up, in a packet to be transmitted,
addresses of forwarding nodes 200 that are desired to be in a forwarding path. In this
case, the communication node 100a can forward a packet to a node (for example,
communication node 100b) that is a destination by a forwarding path intended by an
application or the like that is being used.

[0009]

Furthermore, in packet forwarding technology known as MPLS (Multi-Protocol Label
Switching) also, technology exists that corresponds to source routing. MPLS is a
technology in which a label is assigned to a received packet, and forwarding processing is

performed based on the label.
[0010]

Assigning the label is performed when, after the packet is received by a forwarding
node arranged at a boundary of an MPLS network, the packet is forwarded, and forwarding
nodes inside the MPLS network thereafter repeat forwarding processing while re-attaching
the label each time the packet is forwarded. When forwarding to an external network by a
forwarding node arranged at the boundary of the MPLS network, the label is removed by

the forwarding node in question.
[0011]

In the MPLS, technology corresponding to the source routing is CR-LDP (Constraint
Routing - Label Distribution Protocol). LDP is a protocol for exchanging the label among
forwarding nodes in the MPLS network, and with an object of traffic engineering or the like,
LDP, which has an object of strictly indicating a packet forwarding path, is CR-LDP.

[0012]

Patent Document 1 discloses a method where, in an ad hoc network, the total
amount of control packets can be reduced, not by having all mobile terminal devices
transmit link information between neighboring mobile terminal devices, but by only a mobile

terminal device, which is a cluster head, transmitting the link information.
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[0013]

Furthermore, similarly with regard to performing path control, Non-Patent Document
1 proposes a technology known as OpenFlow. In OpenFlow, communication is taken as
end-to-end flow, and path control, recovery from failure, load balancing, and optimization
are performed in flow units. An OpenFlow switch functioning as a forwarding node is
provided with a secure channel for communication with an OpenFlow controller, and
operates according to a flow table in which appropriate addition or rewriting is indicated by
an OpenFlow controller. In the flow table are definitions of sets of rules for collation with

packet headers, actions defining processing content, and flow statistical information.
[0014]

For example, when an OpenFlow switch receives a first packet, an entry is
searched for, which has a rule (FlowKey) conforming to header information of the received
packet, from the flow table. As a result of the search, in a case where an entry conforming
to the received packet is found, the OpenFlow switch implements processing content
described in an action field of the entry in question, with respect to the received packet. On
the other hand, as a result of the search, in a case where an entry conforming to the
received packet is not found, the OpenFlow switch forwards the received packet to the
OpenFlow controller via a secure channel, requests determination of a path of the packet
based on source and destination of the received packet, receives a flow entry for realizing

this, and updates the flow table.

PRIOR ART DOCUMENT

PATENT DOCUMENT

[0015]

[Patent Document 1]

Japanese Patent Kokai Publication No. JP-P2007-235444A
NON-PATENT DOCUMENT

[0016]

[Non-Patent Document 1]
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Nick McKeown, and 7 others, 'OpenFlow: Enabling Innovation in Campus Networks',
[online], [search conducted July 17, 2009] Internet URL.:

http://www.OpenFlowswitch.org//documents/OpenFlow-wp-latest. pdf
SUMMARY OF THE INVENTION

PROBLEMS TO BE SOLVED BY THE INVENTION

[0017]

The entire disclosures of the abovementioned Patent Document 1 and Non-Patent
Document 1 are incorporated herein by reference thereto. An analysis of related
technology according to the present invention is given as follows. Forwarding nodes based
on IP technology, more specifically, routing tables held by switches and routers, have been
steadily growing larger, and a problem called routing information explosion has been
pointed out. As a result of the increase in routes, the required amount of memory for
holding routing tables increases, and, since time is taken for route determination

processing, packet forwarding processing capability declines.
[0018]

In MPLS, route determination time can be reduced in comparison with [P routing,
but if varied forwarding policies are applied, the number of entries in a routing table

increases, leading to a decline in processing capability.
[0019]

As described above, curtailing the number of entries in a routing table is an
important problem for forwarding nodes from the viewpoint of memory reduction and

improvement in processing performance.
[0020]

However, in the abovementioned source routing, since addresses of forwarding
nodes 100 are contained in a packet, there is a problem in that a net data amount that can
be included in a packet decreases. Accordingly, source routing is limited to certain
applications such as network tests and the like, and is not used in packets (referred to
below as 'data packets') that are used in communication such as with applications. Itis to
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be noted that that information outside of net data is referred to as overhead. More
specifically, the abovementioned problem can be restated as a problem where the

overhead becomes large.
[0021]

Furthermore, in packets used in CR-LDP, information of forwarding nodes for each
forwarding action (for each 1 hop) is included, similar to the source routing in the
abovementioned IP routing. As forwarding node information, for example IPv4 addresses
or IPv6 addresses are used, but in this case also, when all forwarding node information is
listed up within the forwarding path, the information in question increases, so that use
outside of control packets is not realistic. As a result, when the forwarding path of a data
packet is strictly determined, there arises a necessity to set the forwarding information for

each forwarding policy inside the forwarding node, by the CR-LDP or the like.
[0022]

A method of Patent Document 1 relates to an ad hoc network that does not require
equipment of a mobile communication network infrastructure, and is configured by only a
plurality of mobile terminal devices. Since network configurations are always changing, this
method cannot realize path control in which a source can specify a path as in the

abovementioned source routing.
[0023]

Furthermore, in the method of Non-Patent Document 1, each forwarding node has
to refer to a flow table, as in the method of referring to the routing table mentioned at the
start of this specification, and it is considered that, accompanying an increase of entries,
latency (delay time) occurs and loads are imposed on the nodes.

[0024]

As in the above description, in the method of adding entries for each of various
types of forwarding policy to a routing table or flow table, there is a problem of processing
load for adding, updating, and removing entries, and of increase in the information amount
in the routing table; and in source routing or the like that explicitly indicates forwarding
routes, there is a problem in that the overhead becomes large, and is not suitable for

transmission of data packets.
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[0025]

The present invention has been carried out in view of the abovementioned matter
and it is an object of the invention to provide a communication system, a forwarding node,
a path management server, a communication method, and a program, that can be
implemented using a simplified forwarding table, and moreover can also be applied to path

control for data packets.
MEANS TO SOLVE THE PROBLEMS
[0026]

According to a first aspect of the present invention, there is provided a
communication system including: a path management server that configures forwarding
path information by arranging identifiers for identifying communication interfaces provided
in respective forwarding nodes in a forwarding path of a data transfer network or links
extending between the respective forwarding nodes and neighboring nodes thereof, and a
forwarding node that performs packet forwarding processing in accordance with the
forwarding path information, with regard to a packet to which is added a header containing
the forwarding path information.

[0027]

According to a second aspect of the present invention, there is provided a
forwarding node connected to a path management server that configures forwarding path
information by arranging identifiers for identifying communication interfaces provided in
respective forwarding nodes in a forwarding path of a data transfer network or links
extending between the respective forwarding nodes and neighboring nodes thereof,
wherein the forwarding node performs packet forwarding processing in accordance with the
forwarding path information, with regard to a packet to which is added a header containing

the forwarding path information.
[0028]

According to a third aspect of the present invention, there is provided a path
management server that creates forwarding path information included in a header to be

added to a packet transmitted from a source communication node.
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[0029]

According to a fourth aspect of the present invention, there is provided a
communication method including a step in which respective forwarding nodes on a
forwarding path of a data transfer network receive a packet to which is added a header
containing forwarding path information configured by arranging identifiers for identifying
communication interfaces provided in respective forwarding nodes in a forwarding path of a
data transfer network or links extending between the respective forwarding nodes and
neighboring nodes thereof, and a step of performing packet forwarding processing in
accordance with the forwarding path information with regard to the packet. The present
method is linked with a specific apparatus, known as a forwarding node that forms the data

transfer network.
[0030]

According to a fifth aspect of the present invention, there is provided a program(s)
that is executed on a computer for configuring the abovementioned forwarding node(s) or
path management server. It is to be noted that this program(s) can be recorded in a
computer readable storage medium. That is, the present invention can be embodied as a

computer program product.
EFFECT OF THE INVENTION
[0031]

According to the present invention, path control of a packet is possible without using
a large volume forwarding table, and furthermore, there is no pressure on net data amount.
A reason for this is that a forwarding node is configured so as to perform packet forwarding
processing in accordance with forwarding path information included in a packet header,
and also the forwarding path information is configured by arranging identifiers of links or

communication interfaces.
BRIEF DESCRIPTION OF THE DRAWINGS
[0032]

Fig. 1 is a diagram showing a communication system according to a first exemplary

embodiment of the present invention.
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Fig. 2 is a diagram showing a configuration of a boundary forwarding node of the
communication system according to the first exemplary embodiment of the present

invention.

Fig. 3 is a diagram showing a forwarding table recorded in a recording unit of a boundary

forwarding node and an internal forwarding node.

Fig. 4 is an example of a format of a header for path forwarding added to a boundary

forwarding node.

Fig. 5 is a diagram showing a configuration of an internal transfer node of the
communication system according to the first exemplary embodiment of the present

invention.

Fig. 6 is a diagram showing a configuration of a path management server of the
communication system according to the first exemplary embodiment of the present

invention.
Fig. 7 is a diagram showing neighbor information from respective forwarding nodes.

Fig. 8 is an example of a network topology configured from the neighbor information of Fig.
7.

Fig. 9 is a flowchart showing operation when a boundary forwarding node receives a

packet.
Fig. 10 is a flowchart showing details of forwarding processing of Fig. S.

Fig. 11 is a flowchart showing operation when an internal forwarding node receives a

packet.

Fig. 12 is a flowchart showing an operation in which a boundary forwarding node and an

internal forwarding node transmit neighbor information notification.

Fig. 13 is a flowchart showing operation when a path management server receives

neighbor information notification.

Fig. 14 is a flowchart showing an operation when a path management server requests path

information.
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Fig. 15 is a sequence diagram showing a flow of a packet forwarding when a

communication node transmits a packet to an opposing communication node.

Fig. 16 is a diagram showing a configuration of a boundary forwarding node of the
communication system according to a second exemplary embodiment of the present

invention.

Fig. 17 is a flowchart showing operation when a boundary forwarding node of the second

exemplary embodiment of the invention receives a packet.

Fig. 18 is a diagram showing content of a path information cache included in a boundary
forwarding node or an internal forwarding node of the second exemplary embodiment of

the present invention.

Fig. 19 is a sequence diagram showing a flow of a packet forwarding when packet
transmission is performed to a source of a packet received by a communication node, in

the communication system of the second exemplary embodiment of the present invention.

Fig. 20 is a diagram showing a communication system performing packet forwarding, as a

description of background technology.
MODES FOR CARRYING OUT THE INVENTION
[0033]

First, an outline of an exemplary embodiment of the present invention is described.
A forwarding node of a communication system of the present exemplary embodiment, in a
case where a header including forwarding path information is assigned to a received
packet, performs forwarding processing based on path information in the header.

[0034]

Here, the forwarding path can be such that respective forwarding nodes disposed
on the forwarding path arrange, in forwarding order, identifiers that enable identification of
communication interfaces that are destinations. It is sufficient if the identifiers have a

length that is adequate for uniquely ensuring a destination in each forwarding node.

[0035]
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The identifiers forming the forwarding path information in the present invention,
different from source routing mentioned at the start of the present specification, can be
described by short information, 1 byte long, for example, so that the influence on net data
amount is minor or insignificant. Accordingly, it is possible to contain information
describing the forwarding path for each 1 hop, with regard to not only some control
packets, but all packets, such as data packets, and high level forwarding control becomes
possible.

[0036]

Furthermore, it is sufficient if the respective forwarding nodes hold correspondence
relationships between the identifiers and communication interfaces of destinations, and
since there is no necessity to hold a forwarding table such as a routing table mentioned at
the start of the specification, having a large number of items, it is possible to reduce the
amount of memory. Furthermore, since determination of a destination can be performed
simply and quickly, it is possible to reduce packet forwarding delay also. In addition, CPU

processing ability of the respective forwarding nodes can be low.
[0037]

It is to be noted that addition and removal of the header including the forwarding
path information described above may be performed as follows, among forwarding nodes,
in a forwarding node (boundary forwarding node) disposed at a boundary with an external
network. The boundary forwarding node, which receives a packet from the external
network, acquires a forwarding path of the packet in question from information recorded in
a separately provided path management server or the boundary forwarding node in
question, and assigns a header containing information of the forwarding path to the
received packet. Furthermore, the boundary forwarding node removes the header in a
case of transmitting a packet to the external network.

[0038]
[First Exemplary Embodiment]

Next, a detailed description is given concerning a first exemplary embodiment of the
present invention making reference to the drawings. Fig. 1 is a diagram showing a
communication system according to the first exemplary embodiment of the present
invention. Referring to Fig. 1, communication nodes 100a and 100b, boundary forwarding
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nodes 300a and 300b, internal forwarding nodes 400, and a path management server 500

are shown.
[0039]

A data transfer network 600 is a network for performing forwarding processing of a
packet by a method of the present invention, and an external network 700 is a network for
performing packet forwarding processing by a method different from the network 600, as in
an IP network or the like. However, it can be said to be a external network if the manager
of external network 700 is different from the manager of network 600 even though the
forwarding methods of both networks are the same. Here, a description is given with the
external network 700 as an IP network. The external network 700 is connected to the data

transfer network 600 via the boundary forwarding nodes 300a and 300b.
[0040]

The communication nodes 100a and 100b are each communication nodes
belonging to the external network 700, and transmission and reception of packets is
performed in accordance with a packet forwarding method of the external network 700.
That is, in the present exemplary embodiment, these are nodes for performing transmission
and reception of IP packets. Since the communication nodes 100a and 100b are similar to

a general IP node, a detailed description thereof is omitted.
[0041]

The boundary forwarding nodes 300a and 300b are disposed between the data
transfer network 600 and the external network 700, and in a case of receiving a packet
transmitted from the communication nodes 100a or 100b, assign a header including
forwarding path information, to be described later, (referred to below as 'path information
header'), and in addition, forward the packet in question to an internal forwarding node 400
in the data transfer network 600 based on the forwarding path information in the header.

[0042]

Furthermore, in a case of receiving a packet transmitted from an internal forwarding
node 400 and a determination being made from the forwarding path information in the
header thereof that this is a final forwarding path within the data transfer network 600, the
boundary forwarding nodes 300a and 300b remove the header from the received packet,
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and thereafter transmit the packet to the communication nodes 100a and 100b of the

external network 700.
[0043]

It is to be noted that in the following a description is given in which the forwarding
path information is acquired from the path management server 500, but there is no
limitation thereto, and the forwarding path information may be generated from information

held within a boundary forwarding node 300.
[0044]

A configuration is described below in the order of the boundary forwarding node
300a (300b), the internal forwarding nodes 400, and the path management server 500, in
the present exemplary embodiment.

[0045]

Fig. 2 is a diagram showing a configuration of the boundary forwarding nodes 300a
and 300b of Fig. 1. As shown in Fig. 2, a boundary forwarding node 300 is configured by
being provided with communication interfaces 310, a packet forwarding unit 320, a header
operation unit 330, a local ID determination unit 340, a neighbor information notification unit

350, a path acquisition unit 360, and a recording unit 370.
[0046]

A communication interface 310 is an interface for performing transmission and
reception of packets, and is realized by a Network Interface Card (NIC) such as a LAN card
or the like, and software (a driver) for driving the card. However, there is no limitation to
only a physical interface as mentioned above, and a logical interface is also possible. In
this case, it is possible to use one physical interface and make it operate as if a plurality of
interfaces were provided.

[0047]

A boundary forwarding node 300 is provided with one or more physical interfaces
as described above, or a logical interface. Each communication interface 310 is connected

with an internal forwarding node 400 within the data transfer network or another boundary
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forwarding node 300. Furthermore, some of the communication interfaces 310 are also
connected to a communication node 100 of the external network 700. Furthermore, some
of the communication interfaces 310 are also connected to the path management server
500. The path management server 500 may be disposed within the data transfer network
600, and connections may be via a dedicated network of the path management server 500.

[0048]

The packet forwarding unit 320, in a case where a path information header is
assigned to a received packet, is provided with a function that transmits a header based on

information recorded in the recording unit 370, and the path information header.
[0049]

A forwarding table is recorded in the recording unit 370, as shown in Fig. 3, with a
local ID, a communication interface that forms a destination, and information corresponding
to an identifier of an internal forwarding node 400 or a neighbor boundary forwarding node
300 connected with the communication interface 310 in question, as one entry. The packet

forwarding unit 320 can forward a packet to a next node corresponding to the local ID.
[0050]

It is to be noted that in the following, the boundary forwarding node 300 and the
internal forwarding node 400 are generically referred to as a forwarding node.
Furthermore, nodes that are directly connected (communication node 100, boundary

forwarding node 300, internal forwarding node 400) are referred to as neighboring nodes.
[00561]

Fig. 3 is a diagram showing a forwarding table recorded in a recording device of the
boundary forwarding node 300 and the internal forwarding node 400. In the present
exemplary embodiment as shown in Fig. 3, as a local ID, an identifier (link ID) is used that
is assigned to a physical link or a logical link, between neighboring forwarding nodes or
between the boundary forwarding node 300 and the communication node 100a (100b).
Therefore, the link ID is set in a field 'local ID'. In a field 'interface’ indicating a
communication interface as destination, information that identifies the communication

interface 310 connected to a link to which the link ID is assigned, is set. Furthermore, in
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the example of Fig. 3, an identifier of a forwarding node connected to the link is setin a
field 'next hop' indicating information of a neighboring node.

[0052]

It is to be noted that in a case where the communication interface as destination is
connected to a communication node 100a (100b) that performs communication by IP, an IP
address of the communication node 100a (100b), for example, can be used as the identifier
of the 'next hop' field. On the other hand, in a case of the boundary forwarding node 300 or
the internal forwarding node 400, a uniquely assigned identifier (for example, Node_1 or
Node_2 of Fig. 3) is used. The identifier of the forwarding node may be set in advance, or
a method may be used in which the identifier is set from an external node such as the path
management server 500 or the like. Furthermore, the identifier of the 'next hop' field need

not necessarily be used in forwarding processing and can be omitted.
[0053]

It is possible to use information identifying the communication interface 310 as the
local ID. Since it is desirable that information identifying the communication interface 310
can be described using a small amount of information (for example, about 1 to 2 bytes), in
a case where the information for identifying the communication interface 310 is long (for
example, in a case where a communication interface name or the like is used); another
identifier that can be described with a short piece of information such as 1 byte or the like is
separately assigned and applied as the local ID. It is to be noted that where no particular

description is given herein, the description is for using a link ID as the local ID.
[0054]

Since there are basically of the order of several tens of communication interfaces,
which are provided with an L3 switch or router that performs general layer 3 forwarding
processing, and an L2 switch that performs layer 2 forwarding processing, the link identifier
and the communication interface identifier can be adequately expressed by 1 byte. Ina
case of a long item of information where an actual communication interface identifier
requires several bytes, an identifier of a range than can be contained in 1 byte or in 2 bytes

may be separately created and associated with the communication interface identifier.

[0055]
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It is to be noted that the forwarding table of Fig. 3 is shown as an example for
concisely describing the present invention, and other information may be further associated

with the respective entries and recorded.
[0056]

Fig. 4 is one example of a format for a path information header used in the present
exemplary embodiment. In Fig. 4, 'Direction’ indicates a forwarding direction. For example,
'1" indicates a regular (forward) direction with respect to forwarding, and '2' indicates a
reverse direction with respect to forwarding. In 'Current Offset’, offset information is set for
local ID information to be referred to when forwarding (units are bytes). The value is
indicated by the number of offset bytes from 'Local ID #0'. When a path information header
is assigned in the boundary forwarding node 300, the value of the ‘Current Offset’ is set to
'0'. 'Header Length’ indicates the length of the header after '‘Route Length' in number of
bytes. In consideration of packet formation, a 4 byte unit value is used. In a case where
the end of the net data does not fit a 4 byte unit boundary, stuffing (padding) is performed
(dummy information with a setting of 0 is post-positioned). 'Route Length' indicates the
total number of bytes of path information indicated by a list of local IDs following thereafter.
In 'Local ID #n', the local ID, which is to be referred to as a destination by the boundary
forwarding node 300 of the nth hop or the internal forwarding node 400, is set. The format
of the abovementioned Fig. 4 is only an example, and information in various types of

modified formats may be contained.
[0057]

As described above, by using a local ID that is unique in a local range among
neighboring forwarding nodes or within a forwarding node, as information of the forwarding
path, it is possible to reduce the amount of information in the path information header. Itis
to be noted that in the present exemplary embodiment, each of the local IDs was made to
have 1 byte, but there is a possibility of not being able to represent a logical link by 1 byte.
In this case, the uppermost bit of the 'Local ID #n' may be used as a local ID extension flag
indicating whether the local ID has a 1 byte notation or a 2 byte notation. That is, in this
case, when the uppermost bit is 0, the local ID may be interpreted as a 1 byte identifier,
and when the uppermost bit is 1, the local ID may be interpreted as a 2 byte identifier.

[0058]
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In a case where the 'Direction’ field of the path information header of a received
packet is '1', that is, when a forwarding in a regular direction is indicated, the packet
forwarding unit 320 refers to the 'Current Offset' of the path information header, and after
referring to a corresponding local ID and determining a communication interface 310 of a
destination, the length amount (for example, 1 byte or 2 bytes) of a local ID referring to the
value of the 'Current Offset' is increased, and a packet is transmitted from the determined
communication interface 310. On the other hand, in a case where the 'Direction’ is '2', that
is, when forwarding in a reverse direction is indicated, reference is made to the 'Current
Offset' of the path information header, reference is made to a local ID that is one ahead of
the corresponding local ID, and the communication interface 310 that is the destination is
determined. Thereafter, a reduction is made by a length amount of the local ID referring to
the value of the 'Current Offset' of the path information header, and a packet is transmitted

from the determined communication interface 310.
[0059]

It is to be noted that a description is given in the present exemplary embodiment in
which forwarding is performed in both directions, but in the communication system,
forwarding in only one direction is also possible. In this case, '1' may be set at all times in

the 'Direction’ field, or the field in question may not be present.
[0060]

The header operation unit 330 is provided with a function that, in a case of receiving
a packet from the external network 700, acquires, from a path acquisition unit 360, path
information for each 1 hop as far as the boundary forwarding node 300 that is an exit from
the boundary forwarding node in question, forms a path information header shown in Fig. 4,
and assigns the path information header to the packet. For example, when the path
information header is assigned, the header operation unit 330 sets '1' indicating frowarding
in a regular direction in 'Direction’, sets '0' in 'Current Offset’, and sets path information
(local ID) for each 1 hop, which has been acquired, in 'Local ID #n'. Furthermore, the
header operation unit 330 sets appropriate values for other respective fields in accordance

with a rule described above.

[0061]
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The header operation unit 330 is provided with a function that removes the path
information header, in a case of forwarding a packet that has been assigned a path

information header to an external network 700.
[0062]

The local ID determination unit 340 is provided with a function that performs
information exchange between the boundary forwarding node 300 in question and a
neighboring node, and determines a non-duplicating link ID. For example, in the following
method, it is possible to avoid a duplicated setting of a link ID with a neighboring node.

[0063]

First, a forwarding node proposes a link ID candidate by transmitting to a
neighboring node a packet in which a link ID is set, which is not the link ID already
assigned to itself. The neighboring node to which the link ID is proposed confirms whether
or not the link ID is duplicated within its own node, and in a case where there is no
duplicated link ID, transmits a response packet in which the proposed link ID and identifier
information of its own node are set, to a forwarding node that is the proposal source. On
the other hand, in a case where there is a duplicated link ID in the neighboring node,
transmission is performed of a response packet in which its own node identifier is set and
information indicating that there is duplication. This processing is repeated until there is no
duplicated link ID.

[0064]

The link ID determined in this way and the neighboring node information are
recorded as a forwarding table in the recording unit 370.

[0065]

An example of a method of determining the link ID was shown above, but the link ID
may also be determined by another method. For example, with the path management
server 500 or the like, other nodes may be determined, and notification given to respective

forwarding nodes.

[0066]
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It is to be noted that in a case of using an identifier of a communication interface as
a local ID, when forwarding in a reverse direction as described above is unnecessary, it is
possible to omit negotiation with the abovementioned neighboring nodes. On the other
hand, in a case where forwarding in a reverse direction is necessary, when an identifier of
an interface is used as a local ID, by performing negotiation with neighboring nodes it is
possible to acquire information as to which communication interface of neighboring
forwarding nodes is connected to its own communication interface, and similar to the case
of using the link ID as described above, it is possible to select an interface according to a

forwarding direction that is in accordance with Direction.
[0067]

The neighbor information notification unit 350 is provided with a function for
transmitting neighbor information containing the link ID determined as the local ID by the
local ID determination unit 340, the identifier of a neighboring node connected to the link,
and a self-identifier, to the path management server 500. In a case where the
communication nodes 100a and 100b of the external network 700 are connected to the
link, information by which a determination of a node of the external network can be made,
is added to the information. Furthermore, for path calculation by the path management
server 500, the neighbor information may include information such as a band of each link,
reliability, and congestion state, and neighboring node malfunction information and the like.
A trigger for transmitting the neighbor information to the path management server 500 may
be at timing at which the processing for determination of the local ID is completed, or
transmission may be performed at a prescribed time interval. Furthermore, in a case of a
transmission including the link information and the neighboring node malfunction

information, the transmission may be triggered by a change occurring in this information.
[0068]

The path acquisition unit 360 is provided with a function that, when a packet is
received from the communication nodes 100a and 100b of the external network 700,
transmits a path request signal containing an identifier of the boundary forwarding node
300 and information of the received packet to the path management server 500, and
acquires the forwarding path of the packet in question. The information of the received
packet is information that may affect the forwarding path determination, and in the simplest
case is only a destination address. However, in a case of implementing more precise path

control, in addition to the destination address, it is possible to include some or all of
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information such as: a source address, protocol information that is contained after the
header of the packet in question, a destination port number when using TCP (Transmission
Control Protocol) or UDP (User Datagram Protocol), and a source port number. In

addition, other information may be included.
[0069]

As a result of transmitting the path request signal, a path response signal is
returned from the path management server 500. Information listing local IDs for each 1
hop is contained in the forwarding path information included in the path response signal, in
accordance with the forwarding path with the boundary forwarding node 300 as starting

point.
[0070]

It is to be noted that information that may affect the forwarding path, such as the
destination address and the like, and information corresponding to a group of local IDs
indicating a forwarding path can be set beforehand in the boundary forwarding node 300 in
question, and can be received from the path management server in advance. In this case,
the path acquisition unit 360 acquires the forwarding path information from information set

internally, not the path management server 500.
[0071]

Furthermore, in the abovementioned example, the boundary forwarding node 300
has as a starting point a local ID that can identify a communication interface that is a first
forwarding destination, but the starting point may be a local ID that can identify a
communication interface 310 that has received the packet.

[0072]

The recording unit 370 holds a forwarding table shown in Fig. 3, and this is referred
to by the packet forwarding unit 320, the local ID determination unit 340, and the neighbor

information notification unit 350.

[0073]
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The internal forwarding node 400 is disposed inside the data transfer network 600,
and is provided with a function such that, in a case of receiving a packet transmitted from a
neighboring node, the packet in question is transmitted to a neighboring node inside the
data transfer network 600 based on information of the path information header in the

packet.
[0074]

Fig. 5 is a diagram showing a configuration of the internal forwarding node 400 of
Fig. 1. The internal forwarding node 400, as shown in Fig. 5, is configured to be provided
with communication interfaces 410, a packet forwarding unit 420, a local ID determination

unit 430, a neighbor information notification unit 440, and a recording unit 450.
[0075]

The communication interfaces 410, the packet forwarding unit 420, the local ID
determination unit 430, the neighbor information notification unit 440, and the recording unit
450 are respectively equivalent to the communication interfaces 310, the packet forwarding
unit 320, the local ID determination unit 340, the neighbor information notification unit 350,
and the recording unit 370, of the boundary forwarding node 300, and detailed descriptions

thereof are omitted here.
[0076]

That is, the internal forwarding node 400 can be regarded as having the header
operation unit 330 and the path acquisition unit 360 taken away from the boundary
forwarding node 300. Conversely, the boundary forwarding node 300 can be said to be a
forwarding node obtained by adding the header operation unit 330 and the path acquisition
unit 360 to the internal forwarding node 400.

[0077]

The path management server 500 collects neighbor information notified from
boundary forwarding nodes 300 and internal forwarding nodes 400, and configures network
topology information describing connection relationships of the internal forwarding nodes
400 and the boundary forwarding nodes 300 inside the data transfer network 600. The
network topology information also includes connection information for the communication

nodes 100a and 100b connected to the boundary forwarding nodes 300. In a case where
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information (congestion state, malfunction state, and the like) indicating the state of
forwarding nodes and links between respective forwarding nodes is included in the notified
path information, this is also associated with the connection information and managed. A
function is provided that, in a case where forwarding path information is requested from a
boundary forwarding node 300, performs a calculation obtaining an appropriate forwarding
path using information included in the path request and the network topology information
configured internally, and with the boundary forwarding node 300 that performed the path
request as a starting point, responds with information listing local IDs (link 1Ds) for each 1
hop, for a forwarding path as far as the boundary forwarding node 300 that is an exit to the

external network 700.
[0078]

Fig. 6 is a diagram showing a configuration of the path management server 500 of
Fig. 1. The path management server 500, as shown in Fig. 6, is configured to be further
provided with a communication interface 510, a path information collection unit 520, a path
request processing unit 530, a path calculation unit 531, and a path information recording
unit 540.

[0079]

The communication interface 510 is an interface for performing transmission and
reception of packets. As described above, realization is possible by an NIC such as a LAN

card, for example, and by software (a driver) for operation thereof.
[0080]

When the path information collection unit 520 receives neighbor information sent
from the boundary forwarding node 300 and the internal forwarding node 400, it uses an
identifier of the node that transmitted the neighbor information, contained in the neighbor
information, a local ID (link ID), and a neighboring node identifier, to configure network
topology information within the data transfer network 600, in the path information recording
unit 540. In a case where the neighbor information includes accompanying information
such as link band, reliability, congestion state, and neighboring node malfunction
information, the accompanying information is associated with and recorded in the network
topology information. These items of information can be used, for example, as a link cost

when calculating a path, to be described later.
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[0081]

Fig. 7 is an example of neighbor information received from respective forwarding
nodes. Fig. 8 is an example of a network topology configured from the neighbor
information of Fig. 7. In the example of Fig. 8, for simplicity, the accompanying information

is omitted. Furthermore, the external network is assumed to be an IP network.
[0082]

In Fig. 7, 'sender ID' indicates an identifier of a forwarding node that transmits
neighbor information. In Fig. 7, 'Link ID' indicates a link ID assigned to a link to which the
forwarding node is connected. In Fig. 7, 'neighbor ID' indicates an identifier of a
neighboring node connected to the link. Since the external network is assumed to be an IP
network, an IP address is used as an identifier of a communication node 100.

Furthermore, since negotiation is carried out among neighboring nodes as described
above, a link ID is not set to be duplicated in one forwarding node, but it is permitted for
non-neighboring forwarding nodes to use the same link ID. For example, a link with Link ID
= 1 is used between a node of ID = 1 and a node of ID = 10, and between a node of ID =5
and a node of ID = 6, but in each forwarding node it is possible to identify a link uniquely.
That is, it is sufficient if the length of the link ID has a length that is enough to ensure

uniqueness within one forwarding node.
[0083]

In a case where neighbor information of Fig. 7 is obtained, for example, the path
information collection unit 520 configures the network topology as shown in Fig. 8, and
records the topology in the path information recording unit 540.

[0084]

The link ID is used in the neighbor information of Fig. 7 and in the network topology
information of Fig. 8 that is configured based on the neighbor information of Fig. 7, but
when other information such as an interface identifier is used as a local ID, it is possible to

configure the network topology information in the same way.

[0085]
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The path request processing unit 530 receives a path request signal transmitted
from the boundary forwarding node 300, and information included therein, and notifies
same to the path calculation unit 531 together with the path calculation requests.

[0086]

When the path request processing unit 530 acquires the forwarding path
information (information in which the link ID for each 1 hop is listed in order of the
forwarding path) from the path calculation unit 531, the path response signal containing the
forwarding path information is transmitted to the boundary forwarding node 300 that is a
source of the path request signal.

[0087]

When notified of the path calculation request from the path request processing unit
530, with the identifier of the boundary forwarding node 300 that is the path request source
and the destination address, both of which are inputted, as respective start and end points,
the path calculation unit 531 uses the network topology information as in Fig. 8 that is
recorded in the path information recording unit 540, to perform calculation of the path. In
the path calculation, an algorithm for obtaining the shortest path known as the Dijkstra
method can be applied. However, it is also possible to apply other algorithms.

[0088]

In a case where the source address of the IP packet is included in the path
calculation request, the source address (that is, the identifier of the communication node
100a or 100b that is the source of the packet received by the boundary forwarding node
300) may also be used as a starting point. Furthermore, in performing the path calculation
as described above, the path calculation may be performed using other information such as
a TCP or UDP destination/source port number or the like. In addition, information (band,
congestion state, and the like) accompanying the link, or information such as an identifier of

a malfunctioning boundary or internal forwarding node may also be used.
[0089]

The network topology information as shown in Fig. 8, from the path information
collection unit 520, is recorded in the path information recording unit 540. The network
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topology information is referred to, from the path calculation unit 531 in order to calculate
the path.

[0090]

The communication interfaces 310, 410, and 510, described above in the
exemplary embodiment of the present invention, can be implemented, as mentioned
above, by an NIC such as a LAN card for example, or by software (a driver) that drives the
NIC.

[0091]

Furthermore, the recording unit 370, the recording unit 450, and the path
information recording unit 540 can be realized by a device that can record information,

such as a semiconductor memory, a hard disk drive or the like.
[0092]

Other function blocks can be realized by a computer program (software) executed in
one or a plurality of CPUs installed in respective devices, or by hardware. Some of the
processing to be performed by the functional blocks may be implemented by software, and

the remainder may be implemented by hardware.
[0093]

Next, a detailed description is given concerning operation of the present exemplary
embodiment, making reference to the drawings. First, operation of the boundary
forwarding node 300 is described.

[0094]

Fig. 9 shows processing in a case where the boundary forwarding node 300

receives a packet from the data transfer network 600 or the external network 700.
[0095]

First, on receiving a packet via the communication interface 310, the packet
forwarding unit 320 checks whether or not a path information header is assigned to the
packet (step S100).
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[0096]

In a case where the path information header is assigned, control proceeds to 'Y’,
and forwarding processing is performed in accordance with the path information header
(step S103). On the other hand, in a case where the path information header is not
assigned, control proceeds to 'N', and path acquisition processing that acquires the
forwarding path information by transmitting a path request signal to the path management

server 500, from the path acquisition unit 360, is performed (step S101).
[0097]

When the acquisition of the forwarding path information is complete, the header
operation unit 330 sets the local ID to the local ID field ('Local ID #n') of the path
information header of Fig. 4, in accordance with the order of the forwarding path of the
acquired forwarding path information. Furthermore, the header operation unit 330 sets the
'Direction’ to '1' and the 'Current Offset' to '0’. On setting other fields also to appropriate
values, the header operation unit 330 assigns the path information header to the head of

the received packet (step S102).
[0098]

The packet forwarding unit 320 implements forwarding processing in accordance

with the path information header described above (step $103).
[0099]

Fig. 10 is a flowchart representing details of forwarding processing of step S103 of
Fig. 9. Referring to Fig. 10, first the packet forwarding unit 320 checks the 'Direction’ field
of the path information header and decides whether to forward in a regular (forward)
direction or to forward in a reverse direction (step $200).

[0100]

In a case where the value of the 'Direction’ field indicates forwarding in a regular
direction ('1'), control proceeds to 'Y', and a decision is made as to whether or not the
destination of the packet in question is the external network 700 (step S201). In forwarding
in the regular direction, the decision as to whether to forward to the external network 700

can be decided by comparing 'Current Offset' and 'Route Length'. As another decision
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method, a value may be used that can distinguish whether or not the local ID is to be
forwarded to the external network 700, and information indicating an end may be contained

after the final local ID in the path information header. Other methods may also be used.
[0101]

In a case of a decision not to forward to the external network 700, control proceeds
to 'N', and the number of bytes of 1 hop are added to the 'Current Offset’ of the path
information header (step $202). The number of bytes of 1 hop is the number of bytes of
the 'Local ID #n' currently being referred to. Here, the local ID that is referred to before
adding to the value of the 'Current Offset’, is held.

[0102]

The packet forwarding unit 320 uses the local ID that is held and performs
forwarding processing of the packet in a regular direction (step S206). Specifically, a
communication interface 310 that is to be a destination is determined from the local ID
using the information of the forwarding table recorded in the recording unit 370, and the

packet is forwarded from the communication interface 310 in question.
[0103]

On the other hand, in a case where in step S200 the value of the 'Direction’ field
indicates forwarding in a reverse direction ('2'), control proceeds to 'N', and a decision is
made as to whether or not the forwarding destination of the packet in question is the
external network 700 (step $203). In forwarding in the reverse direction, the decision as to
whether or not to forward to the external network 700 can be decided according to whether
or not the value of the 'Current Offset' is '0' (when the value is '0', the transfer is to the
external network). This is a decision method for a case where a link ID for links between
the communication nodes 100a and 100b that first transmit the packet and the boundary
transfer node 300 that receives the packet is not used as the first local ID. In a case where
the link 1D is used as the first local ID, when the present 'Current Offset' has a value with 1
hop amount subtracted of '0', a decision can be made to forward to the external network.
As another decision method when forwarding in a reverse direction, a value may be used
that can distinguish whether or not the local ID is to be forwarded to the external network
700, and information indicating a start may be contained before the first local ID in the path
information header. Other methods may also be used.
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[0104]

In a case of a decision not to forward to the external network 700, control proceeds
to 'N', and 1 hop amount is subtracted from the value of the 'Current Offset’ of the path
information header (step S204). Here, the local ID, which is referred to by the 'Current

Offset' after the subtraction, is held.
[0105]

The packet transfer unit 320 uses the local ID that is held and performs forwarding
processing of the packet in a reverse direction (step S206). Specifically, a communication
interface 310 that is to be a forwarding destination is determined from the local ID using the
information of the forwarding table recorded in the recording unit 370, and the packet is

forwarded from the communication interface 310 in question.
[01086]

When a decision is made to forward to the external network 700 in the
abovementioned step $201 or $203, control proceeds to 'Y' in each case, and processing
of removing the path information header is performed by the header operation unit 330
(step S205). Here, before removal of the path information header, the local ID that is a

forwarding destination is held.
[0107]

The packet transfer unit 320 uses the local ID that is held and performs forwarding
processing of the packet to the external network 700 (step S206). Specifically, the
communication interface 310 that is to be the forwarding destination is determined from the
local ID using the information of the forwarding table recorded in the recording unit 370,
and the packet is forwarded from the communication interface 310 in question.

[0108]

It is to be noted that in a case where the 'Direction’ field is not used and forwarding
is always in the regular (forward) direction, the decision concerning the forwarding direction
of step S200 is unnecessary, and it is sufficient to perform a decision as to whether or not
to forward to the external network of step S201.
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[0109]
Next, operation of the internal forwarding nodes 400 is described.
[0110]

Fig. 11 shows processing in a case where an internal forwarding node 400 receives
a packet from the boundary forwarding node 300 of the data transfer network 600 or a

other internal forwarding node.
[0111]

Referring to Fig. 11, first, on receiving a packet via the communication interface
410, the packet forwarding unit 420 checks whether or not a path information header is
assigned to the packet in question (step S300).

[0112]

In a case where the path information header is assigned, control proceeds to 'Y, a
check is made of the 'Direction’ field of the path information header, and a decision is made
as to whether to forward in a regular direction or to forward in a reverse direction (step
$302). On the other hand, in a case where the path information header is not assigned,
control proceeds to 'N', and the received packet is dropped (step S301).

[0113]

In a case where the value of the 'Direction’ field checked in step S302 indicates
forwarding in a regular direction (‘'1'), control proceeds to 'Y', and the number of bytes of 1
hop are added to the 'Current Offset' of the path information header (step S303). Here, the
local ID that is referred to before adding to the value of the '‘Current Offset’ is held.

[0114]

On the other hand, in a case where the value of the 'Direction’ field checked in step
$302 indicates forwarding in a reverse direction ('2'), control proceeds to 'N', and the
number of bytes of 1 hop are subtracted from the 'Current Offset' of the path information
header (step S304). Here, the local ID, which is referred to by the 'Current Offset’ after
subtraction, is held.
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[0115]

Finally, forwarding processing of the packet is performed based on the local ID held
in the abovementioned step S303 or step S304. Specifically, the communication interface
410 that is to be the destination is determined from the local ID using the information of the
forwarding table recorded in the recording unit 450, and the packet is forwarded from the
communication interface 410 in question (step S305).

[0116]

It is to be noted that in a case where the 'Direction’ field is not used and forwarding is
always in a regular direction, the decision regarding the forwarding direction in steps S320
is unnecessary, and the 'Current Offset' addition processing of step S303 is always

performed.
[0117]

Next, a description is given concerning processing of giving notification of
determination of the local ID by the boundary forwarding node 300 and the internal
forwarding node 400 and a result thereof, as neighbor information to the path management

server 500.
[0118]

Fig. 12 is a flowchart showing an operation in which the boundary forwarding node
300 and the internal forwarding node 400 transmit a neighbor information notification.

[0119]

Referring to Fig. 12, first, the local ID determination unit 340 (430) determines the
local ID (step S400). In a case of using a link ID as the local ID, the link ID is determined
by implementing negotiation between neighboring nodes and the link ID. It is to be noted
that in a case of using an identifier of the communication interface as the local ID, an
identifier assigned to the communication interface 310 (410), which is provided in the
boundary forwarding node 300 in question or the internal forwarding node 400, is the local
ID.

[0120]
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Here, the link ID is determined with regard to all physical or logical links that can be
used by the boundary forwarding node 300 or the internal forwarding node 400. In the
same way, the identifier of the communication interface is determined with regard to all
physical or logical communication interfaces. However, for management or other reasons,

some links and communication interfaces may be excluded.
[0121]

Next, the local ID determination unit 340 (430) associates the determined local ID
and the communication interface information (information necessary for deciding the
communication interface in question as the destination), to be recorded in the forwarding
table (refer to Fig. 3) in the recording unit 370 (450) (step S401). Identifiers of neighboring
nodes connected ahead of each link are associated and recorded in the forwarding table.
Furthermore, information related to each link, and malfunction information of neighbor links

and the like, may be recorded as accompanying information.
[0122]

When the recording to the forwarding table is complete, the neighbor information
notification unit 350 (440) configures the local ID and neighbor information setting
neighboring node identifiers (refer to Fig. 7), from information of the forwarding table
recorded in the recording unit 370 (450), and transmits this to the path management server
500 (step S402). Furthermore, information related to each link, and malfunction
information of neighboring nodes and the like, may be stored as accompanying information

in the neighbor information.
[0123]

Next, operation of the path management server 500 is described.
[0124]

Fig. 13 is a flowchart representing processing of the path management server 500
that receives the abovementioned neighbor information. Referring to Fig. 13, first, when
neighbor information sent from the boundary forwarding node 300 or the internal forwarding
node 400 is received at the path information collection unit 520 (step S500), the path

management server 500 acquires a local ID and identifier of a neighboring node from the
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received neighbor information, and uses the acquired information to configure the network

topology information to be recorded in the recording unit 540 (step S501).
[0125]

Fig. 14 is a flowchart representing processing of the path management server 500
from which path information is requested from the boundary forwarding node 300.
Referring to Fig. 14, first when a path request signal is received from the boundary
forwarding node 300, the path request processing unit 530 provides notification of
information included in the path request signal to the path calculation unit 531 (step S600).

[0126]

Next, the path calculation unit 531 performs calculation of the optimal forwarding
path, according to information included in the path request signal notified in step $600, and
the network topology information recorded in the path information recording unit 540 (step
S601). When the calculation of the forwarding path is complete, the path calculation unit
531 reads a local ID for each 1 hop in forwarding order of the determined path, and

provides notification to the path request processing unit 530.
[0127]

The path request processing unit 530 that has received a result of the calculation of
the forwarding path sets the forwarding path information that has been notified
(arrangement of local IDs) in a path information response signal, to be transmitted to the

boundary forwarding node 300 that is the source of the path request signal (step S602).
[0128]

Finally, referring to a sequence diagram of Fig. 15, a description is given of a flow
sequence in which the communication node 100a, which is an IP node, transmits a packet
to the boundary forwarding node 300a, sequential forwarding processing thereof is
performed, and finally delivery is made to a communication node 100b, which is an IP

node.

[0129]
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Here, as an example a description is given in which a connection state of the
respective nodes is as in a network topology that is shown in Fig. 8. The boundary
forwarding node 300a is equivalent to a node with ID = 1 in Fig. 8. The boundary
forwarding node 300b is equivalent to a node with ID = 8 in Fig. 8. The source address of
an IP packet is 192.168.0.50, and a destination address is 192.168.0.20.

[0130]

When the IP packet transmitted from the communication node 100a reaches the
boundary forwarding node 300a (step S700), the boundary forwarding node 300a performs
processing in accordance with a flowchart shown in Fig. 9. Here, since a path information
header is not assigned to the IP packet, the path information request signal in step $101 of
Fig. 9 is transmitted to the path management server 500 (step S701).

[0131]

The path management server 500 that receives the path information request signal,
after calculating the path information and determining the forwarding path, in accordance
with a flowchart of Fig. 14, transmits the path information response signal to the boundary
forwarding node 300a (step S702).

[0132]

In a case of calculating the shortest path without considering link band or
congestion state, the forwarding path is calculated as follows. With regard to the shortest
path in the network topology of Fig. 8, a node of ID = 1 -> a node of ID = 10 -> a node of ID
= 8 -> a node of 192.168.0.20 (an IP node of an external network that is a destination of the
packet) is selected as a forwarding path. Therefore, values of 1, 2, 0, which are link IDs on
a path of the network topology of Fig. 8 are contained in the abovementioned order as local

IDs, in the path information response signal.
[0133]

Here, a link ID (= 0) between a node of ID = 192.168.0.50 (an IP node of the
external network 700) and the node of ID = 8, may be included in the path information
response. In this case, the storing order of local IDs included in the path information
response signal is 0, 1, 2, 0. Conversely, not having the link ID (= 0) to the external
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network (the communication node 100b) included in the path information response is also

possible. In this case, the storing sequence of the local IDs. is 1, 2.
[0134]

Furthermore, an |IP address was used as the ID of the IP node of the external
network, but use is also possible as a network address where an arbitrary bit length is
extracted from the upper end of the IP address, and layer 2 information such as a MAC

(Media Access Control) address and the like, or other information may be used.
[0135]

When the boundary forwarding node 300 receives the path information response
signal (step $703), in accordance with processing after step S102 in Fig. 9, the path
information header is assigned to the IP packet received in step S700, and thereafter, in
step S103 of Fig. 9, in accordance with the assigned path information header, the packet is
transmitted from the communication interface corresponding to the local ID (= 1) to be
forwarded (step S704). As a result, the packet is forwarded to the internal forwarding node
400 of ID = 10.

[0136]

On receiving the packet that has been assigned the path information header (step
S705), the internal forwarding node 400 performs forwarding processing in accordance with
the flowchart shown in Fig. 11 (step S706). Here, in accordance with the forwarding path
information, the packet is transmitted from the communication interface corresponding to
the local ID (= 2) that is to be forwarded, and the packet is forwarded to the boundary
forwarding node 300b of ID = 8.

[0137]

On receiving the packet that has been assigned the path information header (step
S$707), the boundary forwarding node 300b performs forwarding processing in accordance
with the flowchart shown in Fig. 9. Furthermore, in step S103 of Fig. 9, forwarding
processing shown in the flowchart shown in Fig. 10 is additionally implemented. Here,
since forwarding to the external network is decided in step S201 in Fig. 10, after the path
information header is removed from the received packet, the boundary forwarding node

300b, in accordance with the information of the path information header before removal,
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transmits the packet from the communication interface corresponding to the local ID (= 0)
that is to be forwarded (step S708). As a result, the IP packet is finally forwarded to the

communication node 100b.
[0138]

According to the present exemplary embodiment as described above, the
configuration is such that a forwarding destination is indicated by using a local ID whose
uniqueness is ensured in a local range such as within the forwarding node or among
neighboring forwarding nodes, not with path information whose uniqueness is assured
globally such as by an IP address or the like. As a result, a forwarding path of 1 hop
amount can be contained in an information amount of about 1 byte or 2 bytes, and in a
case where information of the forwarding path in question is contained in the path
information header and assigned to the packet, it is possible to curtail overhead due to the
assigned header to a very small size. As a result, it becomes possible to contain the path

information header in all packets without limitation to applications.
[0139]

Furthermore, in the present exemplary embodiment, it is possible to have a number
of entries in a forwarding table provided in a forwarding node approximately a number of
communication interfaces which are provided in the respective forwarding nodes. In
addition, it is possible to curtail the size of memory necessary for forwarding nodes and
CPU processing power, in order to contain, update, and use the forwarding table, and low

cost forwarding nodes are possible.
[0140]

From a result thereof, according to the present exemplary embodiment, even in a
case where the forwarding path is strictly specified for each 1 hop, it is possible to forward
net information with good efficiency, and furthermore at high speed.

[0141]

[Second Exemplary Embodiment]
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Next, a detailed description is given concerning a second exemplary embodiment of
the present invention in which a modification has been added to the first exemplary

embodiment of the present invention, making reference to the drawings.
[0142]

Since an overall configuration of the second exemplary embodiment of the present
invention has a configuration and functionality that are nearly the same as the first
exemplary embodiment, a description given below is centered on points of difference

thereof.
[0143]

Fig. 16 is a diagram representing a configuration of a boundary forwarding node
301 of the second exemplary embodiment of the present invention. Referring to Fig. 16,
the boundary forwarding node 301 of the present exemplary embodiment has a
configuration in which a cache management unit 380 is added to the configuration of a
boundary forwarding node 300 of the first exemplary embodiment. Furthermore,
operations of a path acquisition unit 360A and information recorded in a recording unit

370A are different from the first exemplary embodiment.
[0144]

The path acquisition unit 360A is provided with a function that is nearly the same as
the path acquisition unit 360 of the first exemplary embodiment of the present invention, but
it is further provided with a function that searches a path information cache, to be described
later, before making a request for forwarding path information to a path management
server 500. As a result of searching the path information cache, in a case where a path
information cache corresponding to a received packet is found, the forwarding path
information is acquired from the found path information cache, without making a request for
the path information to the path management server 500. Furthermore, in a case where
the path information cache is not found, a path acquisition unit 360A transmits information
of the received packet and forwarding path information acquired from the path
management server 500 to the cache management unit 380 for recording as the path

information cache.

[0145]
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The cache management unit 380 is provided with a function that associates the
information of the received packet and information set in the path information header, and
recording in the recording unit 370A as the path information cache, when the path
acquisition unit 360A acquires the forwarding path information from the path management

server 500, and when a header operation unit 330 removes the path information header.
[0146]

in the present exemplary embodiment, a destination address and a source address
are recorded as the information of the received packet. However, other information may be

used in addition to the destination address and the source address.
[0147]

After a fixed period of time has elapsed, or when there is an accumulation of a fixed
amount of the path information cache, the path information cache may be removed from an
old path information cache. Furthermore, an arbitrary path information cache may be

removed for management reasons or the like.
[0148]

The recording unit 370A, in addition to information recorded by the recording unit
370 in the first exemplary embodiment, further records the path information cache.
Management such as adding, updating, and removing, is performed by the cache
management unit 380 with regard to the path information cache.

[0149]

Next, operation of the boundary forwarding node 301 in the abovementioned
second exemplary embodiment is described.

[0150]

Fig. 17 shows processing in a case where the boundary forwarding node 301

receives a packet from a data transfer network 600 or an external network 700.

[0151]
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Referring to Fig. 17, first, on receiving a packet via a communication interface 310,
the packet forwarding unit 320 checks whether or not a path information header is assigned

to the packet in question (step S800).
[0152]

In a case where the path information header is assigned, control proceeds to 'Y’
and forwarding processing is performed in accordance with the path information header (to
step $809). On the other hand, in a case where the path information header is not
assigned, control proceeds to 'N', and the path acquisition unit 360A performs search
processing of the path information cache in a regular (forward) direction (step S801). In the
search of the path information cache in the regular (forward) direction, it is possible to
perform a comparison of a destination address of the received packet and a destination

address in the path information cache.
[0153]

As a result of the search of the path information cache in the regular (forward)
direction, in a case where the path information cache is found ('Y' in step S802), the path
information cache in question is used to perform processing to add the path information
header (to step S808).

[0154]

On the other hand, as a result of the search of the path information cache in the
regular (forward) direction, in a case where the path information cache is not found ('N' in
step S802), the path acquisition unit 360A performs processing to search the path
information cache in a reverse direction (step $804). In the search of the path information
cache in the reverse direction, it is possible to perform a comparison of the destination
address of the received packet and a source address in the path information cache.

[0155]

As a result of the search of the path information cache in the reverse direction, in a
case where the path information cache is found ("Y' in step S805), the path information
cache in question is used to perform processing adding the path information header (to
step S808).
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[0156]

On the other hand, as a result of the search of the path information cache in the
reverse direction, in a case where the path information cache is not found ('N' in step
$805), the path acquisition unit 360A transmits a path request signal to the path
management server 500 and performs path acquisition processing for acquiring the

forwarding path information (step S806).
[0157]

When the acquisition of the forwarding path information is complete, the cache
management unit 380 associates the destination address and the source address included
in the received packet, and the forwarding path information acquired in step S806 and
performs recording in the recording unit 370A as the path information cache (step S807).

[0158]

Furthermore, the header operation unit 330 forms the path information header, in
accordance with the order of the forwarding path of the acquired forwarding path
information or the path information cache, to be added to the head of the received packet
(step S808). Values set in respective fields of the path information header are as follows.

[0159]

In a case where the forwarding path information is acquired from the path
management server 500, the path information is set in accordance with the forwarding
order, to a local ID field ('Local ID #n') of the path information header shown in Fig. 4.
Furthermore, 'Direction’ is set to '1' and 'Current Offset’ is set to '0'.

[0160]

Furthermore, in a case where path information is acquired from the path information
cache in a regular (forward) direction cache search in step S801, 'Direction’ is set to '1' and
'Current Offset' is set to '0". A value recorded in the path information cache is set in 'Local

ID #n', while maintaining the order as it is.

[0161]
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On the other hand, in a case where path information is acquired from the path
information cache in a reverse direction cache search in step S804, 'Direction’ is set to '2'
and 'Current Offset' is set to a value recorded in the path information cache. A value
recorded in the path information cache is set in 'Local ID #n', while maintaining the order as

it is.
[0162]

It is to be noted that in a case of acquiring path information from the path
information cache in the reverse direction cache search in step S804, a value recorded in
the path information cache can be set in 'Local ID #n' in reverse order. In this case,
‘Direction’ is set to '1', and 'Current Offset’ is set to the number of offset bytes indicating a
local ID #n that is a first forwarding destination.

[0163]

The packet forwarding unit 320 implements forwarding processing in accordance
with the path information header configured as above (step S809). Details of the
processing of step S809 are nearly the same as the forwarding processing of the boundary
forwarding node 300 in the first exemplary embodiment shown in Fig. 10, and thus are
omitted. However, in the present exemplary embodiment, in step S205 of Fig. 10, when
the path information header is removed, the cache management unit 380 associates
information of a received packet and information set in the path information header, and

performs recording in the recording unit 370A as the path information cache.
[0164]

Next, a description is given of flow of processing of a packet forwarding between a
communication node 100a and a communication node 100b in the second exemplary
embodiment.

[0165]

A first (outward) packet forwarding procedure is nearly the same as in the first
exemplary embodiment, and a packet is forwarded as in a sequence diagram shown in Fig.
15. However, in step S703 and step S707 in Fig. 15, a path information cache shown in
Fig. 18A and 18B is created in a recording unit 370 of each of a boundary forwarding node

301a and a boundary forwarding node 301b.
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[0166]

Values set in fields of the same name in the path information header are recorded
in 'Direction’, 'Current Offset', 'Route Length' recorded in the path information fields in the
path information cache of Fig. 18. The value of a 'Local ID #n' field of the path information

header is recorded in 'Local IDs', while maintaining the order as it is.
[0167]

In a case of acquiring the path information from the path management server 500,
'0' is recorded in 'Direction’, and '0' is recorded in 'Current Offset’. In addition, total byte
length of the local IDs for the number of acquired forwarding paths, and the local 1Ds for the
number of forwarding paths are respectively set in 'Route Length' and 'Local IDs'. It is to be
noted that values in parentheses indicate values recorded in a case of processing packet

forwarding in accordance with the sequence diagram of Fig. 15.
[0168]

Creation time information is also included in the path information cache of Fig. 18,
but this is not necessarily required. It is to be noted that the creation time information of

HH:MM:SS indicates hours, minutes, and seconds, respectively.
[0169]

Next, making reference to a sequence diagram of Fig. 19, a description is given of a
flow sequence in which, after a packet transmitted by the communication node 100a is
forwarded to a destination of the communication node 100b, now the communication node
100b transmits a packet to the communication node 100a, forwarding processing thereof is
performed in order, and finally delivery is made to the communication node 100a, which is

an IP node.
[0170]

In what follows, a description is given in which a connection state of each nodes is
as in a network topology that is shown in Fig. 8. The boundary forwarding node 301a is
equivalent to a node with ID = 1 in Fig. 8. The boundary forwarding node 301b is
equivalent to a node with ID = 8 in Fig. 8. A source address of an IP packet is
192.168.0.20, and a destination address is 192.168.0.50.
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[0171]

When the IP packet is transmitted from the communication node 100b (step S900)
and reaches the boundary forwarding node 300b, the boundary forwarding node 301b
performs processing in accordance with a flowchart shown in Fig. 17 (step S901). First,
since a path information header is not assigned to the IP packet, a path information cache
search in a regular direction is performed in step S801 of Fig. 17. That is, processing is
performed to scan destination address fields of the path information cache shown in Fig.
18B, and to search for an entry having the destination address of 192.168.0.50.

[0172]

In the path information cache shown in Fig. 18B, since there is no entry having the
destination address of 192.168.0.50 in the destination address field, now, a path
information cache search in a reverse direction is performed in step S804 of Fig. 17. That
is, processing is performed to scan source address fields of the path information cache
shown in Fig. 18B, and to search for an entry having the destination address of
192.168.0.50.

[0173]

In an example of the path information cache shown in Fig. 18B, there is an entry
having the destination address of 192.168.0.50 in a source address field. The path
acquisition unit 360A reads path information of the entry found by the search.

[0174]

The path information read from the path information cache shown in Fig. 18B is as
follows.
‘Direction’ =1

'‘Current Offset’ = 2
'Route Length' =3
'Local IDs' ={1, 2, 0}

[0175]
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Here, when configuring the path information header from the read path information,
the order of the forwarding path 'Local IDs' is maintained. In this case, respective fields of
the path information headers are set as follows.

[0176]

‘Direction’ =2
‘Current Offset’ = 2
'Header Length' =4
'‘Route Length' =3
'Local ID#0' =1
'Local ID#1' =2
'Local ID#2' =0
[0177]

In this way, since 'Direction’ is '2', forwarding in a reverse direction is performed.

[0178]

Furthermore, in the forwarding processing in a regular (forward) direction as shown
in the sequence diagram of Fig. 15, a configuration can be considered that does not
include information corresponding to forwarding to an external network, in information of a
local ID contained in the path information header. In this case, the information in question
is not included in the path information cache, and as a result, respective fields of the
configured path information header are as follows.

Direction’ =2
'Current Offset’ = 2
'Header Length' =4

'Route Length' =3
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'Local ID#0' =1

‘Local ID#1' =2
[0179]

After the path information header has been configured, the path information header
is assigned to the received packet, and forwarding processing is performed (step S902).
As a result, the packet is transmitted from a communication interface corresponding to a
local ID (= 2), and the packet is forwarded to an internal forwarding node 400 of ID = 10.

[0180]

On receiving the packet assigned to the path information header, the internal
forwarding node 400 follows a flowchart shown in Fig. 11, and executes forwarding
processing with a packet having the path information header assigned and forwarding in a
reverse direction (step S903). Here, in accordance with the forwarding path information,
the packet is transmitted from a communication interface corresponding to the local ID (= 2)
that is to be forwarded, and the packet is forwarded to the boundary forwarding node 301a
of ID = 1 (step S904).

[0181]

On receiving the packet to which the path information header is assigned, the
boundary forwarding node 301a follows the flowchart shown in Fig. 17, and executes
forwarding processing with a packet having the path information header assigned and
forwarding in a reverse direction (step S905).

[0182]

Furthermore, since 'Current Offset' of the path information header is '0', a decision is made
to forward to the external network in step S203 of Fig. 10, and the path information header
is removed in step S205. At this time, since an entry shown in Fig. 18A is already recorded
in the path information cache of the boundary forwarding node 301A, the recording time of
the entry is updated, without newly adding a path information cache in which content is
duplicated. Thereafter, forwarding processing is implemented using information
(destination address 192.168.0.50) of the packet after removal of the path information
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header. As a result, the packet is forwarded to the communication node 100a that is a
destination (step S906).

[0183]

According to the second exemplary embodiment of the present invention as
described above, on acquiring the path information from the path management server 500,
or on removing the path information header, the boundary forwarding nodes 301a and
301b record path information acquired from the path management server 500 and path
information included in the path information header, to be used as the path information
cache. Therefore, the frequency of transmitting path requests to the path management
server 500 is reduced, and it is possible to reduce the load on the path management server
500.

[0184]

Furthermore, according to the second exemplary embodiment of the present
invention, since a cache of path information, which is recorded when a packet is
transmitted to a destination, is used when forming a path information header for a packet
transmitted to a source of a reverse direction packet, that is, the abovementioned packet, it

is possible to improve an effect of reducing the load on the path management server 500.
[0185]

A description has been given above of preferred exemplary embodiments of the
present invention, but the present invention is not limited to the abovementioned exemplary
embodiments, and further modifications, substitutions, and adjustments can be added
within a scope that does not depart from a fundamental technological concept of the
present invention. For example, in each of the abovementioned exemplary embodiments,
a description has been given using link IDs shared among neighboring nodes of both link
ends, but it is also possible to use identifiers of the communication interfaces as the local
IDs. In this case, where forwarding in both directions is implemented, identifiers of
communication interfaces may be interchanged among neighboring nodes, and information
may be shared. Clearly, one-directional forwarding can also be implemented, without
performing interchanging of identifiers of the communication interfaces among the

neighboring nodes.

[0186]
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In addition, instead of a link ID or a communication interface identifier, it is possible
to use a modified configuration in which a third local ID is used as a data index, and this is

attached to the link ID and the communication interface.
[0187]

Furthermore, for example, in the abovementioned exemplary embodiments, a
description has been given in which each of the forwarding nodes is provided with a local
ID determination unit, and each local ID is determined, but it is possible to use a
configuration in which, in a case where it is possible to obtain configuration information of
each forwarding node in the path management server, the path management server
determines the local ID and records a forwarding table in a recording unit of each thereof.
In this case, it is possible to omit the local ID determination unit of each of the forwarding
nodes. Moreover, the path management server can obtain connection relationships of
each of the forwarding nodes, and in a case where it is possible to set local IDs such that
neighboring nodes are not duplicated, it is possible to omit the neighbor information

notification unit of each of the forwarding nodes.
[0188]

Furthermore, the path management server 500 of the abovementioned exemplary
embodiments can be realized by an open flow controller of Non-Patent Document 1, and in

this case, the forwarding nodes can be realized by an open flow switch.
[0189]

The path management server 500 of the abovementioned exemplary embodiments
can be realized as a dedicated server, and it is possible to realize, outside of the
abovementioned open flow switch, a router in an IP network, or an MPLS switch in an
MPLS network, as the forwarding nodes. Otherwise, as long as a network is such that a
server can perform central control of forwarding nodes in the network, application of the

present invention is possible.
INDUSTRIAL APPLICABILITY

[0190]
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In a commercial network such as a data center, it is necessary to strictly control
packet forwarding paths according to various conditions such as destination address,
source address, and protocol used, for purposes of QoS (Quality of Service) or load
sharing. According to the present invention, it is possible to strictly specify a forwarding
path while curtailing packet overhead, without increasing path information. Therefore, the
present invention can be preferably applied to commercial networks such as a data center.
It is to be noted that each disclosure of the abovementioned patent document is
incorporated herein by reference. Modifications and adjustments of embodiments and
examples are possible within the bounds of the entire disclosure (including the scope of the
claims) of the present invention, and also based on fundamental technological concepts
thereof. Furthermore, a wide variety of combinations and selections of various disclosed
elements is possible within the scope of the claims of the present invention. That is, the
present invention clearly includes every type of transformation and modification that a
person skilled in the art can realize according to the entire disclosure including the scope of

the claims and to technological concepts thereof.

EXPLANATIONS OF SYMBOLS
[0191]
100, 100a, 100b communication node

200 forwarding node

300, 300a, 300b, 301, 301a, 301b  boundary forwarding node
310 communication interface

320 packet forwarding unit

330 header operation unit

340 local ID determination unit

350 neighbor information notification unit

360 path acquisition unit

370  recording unit

DELL - Exhibit 1056 - Page 51



10

15

360A

370A

380

400

410

420

430

440

450

500

510

520

530

531

540

600

700

48

path acquisition unit

recording unit

cache management unit

internal forwarding node

communication interface

packet forwarding unit

local ID determination unit

neighbor information notification unit

recording unit

path management server

communication interface

path information collection unit

path request processing unit

path calculation unit

path information recording unit

data transfer network

external network
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CLAIMS:
1. A communication system comprising:

a path management server that configures forwarding path information by arranging
identifiers for identifying communication interfaces provided in respective forwarding nodes
in a forwarding path of a data transfer network or links extending between said respective

forwarding nodes and neighboring nodes thereof; and

a forwarding node that performs packet forwarding processing in accordance with
said forwarding path information, with regard to a packet to which is added a header

containing said forwarding path information.

2. The communication system according to claim 1, wherein said identifiers are unique

inside at least one forwarding node.

3. The communication system according to claim 1, wherein said identifiers are unique
among at least one forwarding node and a forwarding node that neighbors said forwarding

node.

4. The communication system according to any one of claims 1 to 3, wherein said

header further includes information indicating forwarding direction.

5. The communication system according to any one of claims 1 to 4, wherein, among
said forwarding nodes, a forwarding node (boundary forwarding node) positioned at a
boundary with an external network comprises a header operation unit that performs
addition of a header containing said forwarding path information to a packet received from
said external network, or performs removal of a header containing said forwarding path
information from a packet transmitted to said external network.

6. The communication system according to claim 5, wherein said boundary
forwarding node further comprises a cache management unit that holds information
included in said header, and a header formed using said held information is assigned to a

packet having an identical destination.

7. The communication system according to claim 5, wherein said boundary forwarding
node further comprises a cache management unit that holds information included in said

header, when said header is removed, and a header formed using said held information is
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assigned to a packet in a reverse direction transmitted to a source of said packet from

which said header was removed.

8. The communication system according to any one of claims 5 to 7, wherein said
header can include information so that said boundary forwarding node distinguishes

between a case of forwarding to an external network, and another case.

9. The communication system according to any one of claims 5 to 8, further
comprising a path management server that holds connection information of said respective
forwarding nodes, and creates and provides forwarding path information, in response to a

request from said boundary forwarding node.
10. The communication system according to claim 9, wherein

each of said forwarding nodes comprises a neighbor information notification unit
that provides notification, to said path management server, of an identifier in order to
distinguish a communication interface of the forwarding node or a link extending between

the forwarding node itself and neighboring node, and

said path management server creates forwarding path information to be provided to
said boundary forwarding nodes, based on information notified from each of said

forwarding nodes.
11. The communication system according to claim 4, wherein

each of said forwarding nodes performs information exchange with neighboring
forwarding nodes, acquires correspondence relationships of communication interfaces
between itself and neighboring nodes, and performs packet forwarding processing based
on a forwarding direction included in said header.

12. A forwarding node connected to a path management server that configures
forwarding path information by arranging identifiers for identifying communication interfaces
provided in respective forwarding nodes in a forwarding path of a data transfer network or

links extending between said respective forwarding nodes and neighboring nodes thereof,

said forwarding node performing packet forwarding processing in accordance with
said forwarding path information, with regard to a packet to which is added a header

containing said forwarding path information.
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13. The forwarding node according to claim 12, wherein said identifiers are unique

inside at least one forwarding node.

14. The forwarding node according to claim 12, wherein said identifiers are unique
among at least one forwarding node and a forwarding node that neighbors said forwarding

node.

15. The forwarding node according to any one of claims 12 to 14, comprising a
neighbor information notification unit that provides notification, to said path management
server for managing said forwarding path information, of an identifier in order to distinguish
a communication interface of the forwarding node or link extending between the forwarding

node itself and neighboring node thereof.

16. A boundary forwarding node disposed at a boundary of a data transfer network and

an external network,
said node comprising a header operation unit, that:

performs packet forwarding processing in accordance with forwarding path
information, with regard to a packet to which is added a header containing forwarding path
information configured by arranging identifiers for identifying communication interfaces
provided in respective forwarding nodes in a forwarding path of a data transfer network or
links extending between said respective forwarding nodes and neighboring nodes thereof,

and

performs addition of a header containing said forwarding path information to a
packet received from said external network or removal of a header containing said
forwarding path information from a packet transmitted to said external network.

17. The boundary forwarding node according to claim 16, further comprising a cache
management unit that holds information included in said header, wherein

a header formed using said held information is assigned to a packet having an

identical destination.

18. The boundary forwarding node according to claim 16, further comprising a cache
management unit that holds information included in said header when said header is

removed, wherein
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a header formed using said held information is assigned to a packet in a reverse

direction transmitted to a source of said packet from which said header was removed.
19. A path management server comprising:

a path calculation unit that creates forwarding path information configured by
arranging identifiers for identifying communication interfaces provided in respective
forwarding nodes in a forwarding path of a data transfer network or links extending

between said respective forwarding nodes and neighboring nodes thereof; and

a path request processing unit that transmits said created forwarding path
information, in response to a request from a boundary forwarding node disposed at a

boundary of said data transfer network and an external network.

20. The path management server according to claim 19, wherein said path
management server creates forwarding path information in which are arranged identifiers

that are unique inside at least one forwarding node.

21. The path management server according to claim 19 or 20, wherein said path
management server creates forwarding path information that arranges identifiers that are
unique among at least one forwarding node and a forwarding node that neighbors said

forwarding node.

22. The path management server according to any one of claims 19 to 21, wherein said
path management server, in addition to said forwarding path information, transmits
information indicating forwarding direction to said boundary forwarding node, and creates a
header including information indicating a forwarding direction in said boundary forwarding
node.

23. The path management server according to any one of claims 19 to 22, wherein said
path management server, in addition to said forwarding path information, transmits
information to said boundary forwarding node, so that said boundary forwarding node
distinguishes between a case of forwarding to an external network and another case, and
creates a header including information as to whether or not forwarding is to said external

network.

24 The path management server according to any one of claims 19 to 23, comprising a
path information collection unit that configures network topology information in a data
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transfer network, based on information notified from said respective forwarding nodes,

wherein

said path calculation unit performs a path calculation based on said network

topology information.
25. A communication method comprising:

a step in which respective forwarding nodes in a forwarding path of a data transfer
network receive a packet to which is added a header containing forwarding path
information configured by arranging identifiers for identifying communication interfaces
provided in respective forwarding nodes in a forwarding path of a data transfer network or
links extending between said respective forwarding nodes and neighboring nodes thereof;

and

a step of performing packet forwarding processing in accordance with said

forwarding path information with regard to said packet.

26. A program for executing on a computer configuring forwarding nodes disposed in a

data transfer network,
said program comprising:

a process of receiving a packet to which is added a header containing forwarding
path information configured by arranging identifiers for identifying communication interfaces
provided in respective forwarding nodes in a forwarding path of a data transfer network or
links extending between said respective forwarding nodes and neighboring nodes thereof;
and

a process, with regard to said packet, of forwarding a packet in accordance with
said forwarding path information of said packet.

27. A program for executing on a computer configuring a boundary forwarding node

disposed at a boundary of a data transfer network and an external network,
said program comprising:

a process of receiving a packet to which is added a header containing forwarding
path information configured by arranging identifiers for identifying communication interfaces
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provided in respective forwarding nodes in a forwarding path of a data transfer network or

links extending between said respective forwarding nodes and neighboring nodes thereof;

a process, with regard to said packet, of forwarding a packet in accordance with
said forwarding path information of said packet; and

a process of performing a header operation of adding a header containing said
forwarding path information to a packet received from said external network or removing a
header containing said forwarding path information from a packet transmitted to said

external network.

28. A program for executing on a computer configuring a path management server that
holds connection information of respective forwarding nodes disposed in a data transfer

network,
said program comprising:

a process of creating forwarding path information configured by arranging identifiers
for identifying communication interfaces provided in respective forwarding nodes in a
forwarding path of a data transfer network or links extending between said respective
forwarding nodes and neighboring nodes thereof, in response to a request from a boundary
forwarding node disposed at a boundary of a data transfer network and an external

network; and

a process of transmitting said created forwarding path information to said boundary

forwarding node.
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ABSTRACT

There is provided a communication system that can be implemented using a
simplified forwarding table, and moreover can also be applied to path control for data
packets. A path management server configures forwarding path information that is
configured by arranging link IDs for identifying communication interfaces provided in
respective forwarding nodes in a forwarding path of a data transfer network or links
extending between said respective forwarding nodes and neighboring nodes thereof. For
packets to which is added a header containing the forwarding path information, a

forwarding node performs packet forwarding processing in accordance with the forwarding
path information.
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