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NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

The present application is a Continuation
Application of U.S. Patent Application No. 13/983,001,
filed on July 31, 2013, which is based on
International Application No. PCT/JP2011/078439, filed
on December 8, 2011, which is based on Japanese Patent
Application No. 2011-031752, filed on February 17,
2011, the entire contents of which are incorporated

herein by reference.

Technical Field
The present invention relates to a network
gsystem, and egpecially to a network flow tracing

method in a network system.

Background Art

As one of control systems of a network
gsystem, a CU (C: control plane /U: user plane)
separation type network gystem is proposed in which é
node unit (user plane) is controlled from an external
control unit (control plane).

As an example of the CU separation type
network system, an open flow network system is
exemplified which uses an open flow (OpenFlow)
technigue for controlling switches from a controller
for route control of the network. The details of the
open flow technigque have been described in Non-Patent
Literature 1. It should be noted that the opening
flow network system is only an example.

(Explanation of open flow network system)

In the open flow network system, the
controller such as an OFC (OpenFlow Controller)
controls the conducts of switches such as OFSs

(OpenFlow Switches) by operating flow tables of the
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switches. The controller and the switches are
connected with secure channels.

The gwitches in the open flow network system
form an open flow network, and are edge switches and
core gwitches which are under the control of the
controller. A series of processing from the reception
of packets (packets) in the edge switch on the input
gside to the transmission of the packets to the edge
switch on the output side in the open flow network is
called a flow.

A packet may be referred to as a frame. A
difference between the packet and the frame is only a
difference in the unit of the data manipulated in the
protocol (PDU: Protocol Data Unit). The packet is the
PDU of “TCP/IP” (Transmisgsion Control
Protocol/Internet Protocol). On the other hand, the
frame is the PDU of “the Ethernet (the registered
trademark) ”.

A flow table is a table which stores a flow
entry defining a predetermined operation (action) to
be carried out to the packets (communication data)
which match a predetermined match condition (rule).

The rule of the flow entry is defined based on
various combinations of all or some of a destination
address, a source address, a destination port, and a
source port, which are contained in a header field of
each protocol hierarchy of the packet, and is
identifiable. Also, the above address contains a MAC
address (Media Access Control Address) and an IP
address (Internet Protocol Address). Also, 1in
addition to the above, the data of an entrance port
(Ingress Port) can be used for the rule of the flow
entry. Also, a normal expression, an expression with
wildcard “*” and so on of a part (or all) of a value
of the header field of the packet showing a flow can

be used as the rule of the flow entry.
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The action of the flow entry is any of
operations such as operations of “outputting to a
specific port”, “discarding”, and “rewriting a
header”. For example, the switch outputs a packet to
a corresgponding port if data for identifying the
output port (output port number and so on) is shown in
the action of the flow entry, and discards the packet
if data for identifying the output port is not shown.
Or, the switch rewrites the header of the packet based
on header data if the header data is shown in the
action of the flow entry.

The switch in the open flow network system
executes the action of the flow entry to a packet
group (a series of packets) which matches the rule of
the flow entry.

In the flow-based network like the open flow
network system, a group of packets (a series of
packetsg) which match the rule (predetermined header
condition) of the flow entry is handled as a flow. By
carrying out the monitoring and control of the traffic
in a flow unit, the network can be controlled more
flexibly than in a conventional network.

For example, when traffic between the server
and the c¢lient should be controlled for every user, it
becomes possible to monitor the flow based on a
combination of the IP addresses of the server and of
the client in the end-to-end and to control a traffic
quantity.

It should be noted that the current network
has a very complicated configuration, and egquipments
having various functions such as a firewall and a load
balancer (load distribution apparatus) are often
arranged in the front-stage of the server and the
client machine. An advantage in the control of the
flow-based network control is sometimes lost because

of these egquipments.
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The equipments having a function of NAT
(Network Address Translation) and NAPT (Network
Address Port Translation) translate a packet header.
For example, the equipment having the function of the
NAT rewrites an IP header, and the equipment having
the function of NAPT rewrites an IP header and a layer
4 header.

Because the packet header has been translated
when passing through such an equipment (hereinafter,
to be referred to asgs a header translating unit), the
flow after the passage is different from the flow
before the passage. Therefore, when relayed by such a
header translating unit, the monitcoring and control
for every flow in end-to-end cannot be carried out.

As the technique to solve such a problem, for
example, a method of using header translation data
retained by the header translating unit is known.
Specifically, a method is thought of in which a unit
outputs an inquiry to the header translating unit to
refer to an address translation table, and acguires
the data of the packet header before the translation
from the data of the packet header after the
translation to find a corresponding flow.

However, this method can be realized if the
header translating unit has an interface which can be
inquired from an external unit and moreover the data
of the address translation table can be referred to.
If such conditions are not met, the header translating
unit must be changed and the conditions must be fit.

Also, as another method, Patent Literature 1
(JP 2005-210518A) discloses a transmission source
tracing data providing apparatus and a transmission
source tracing apparatug as an apparatus which carries
out IP trace-back.

Ags a representative example of the IP trace-

back technigue, there is ICMP trace-back (Internet
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Control Megssage Protocol Traceback) proposed by the
ICMP traceback working group of IETF (Internet
Engineering Task Force). In the ICMP trace-back, a
router unit on a route selects an IP packet of a trace
target in a predetermined probability, generates trace
data to this IP packet, and transmits the trace data
to the destination of the IP packet by use of an ICMP
mesgsage, and then the destination unit displays the
trace data.

There is a possibility that the
correspondence relation of the separated flow by
applying a similar technigue to the above can be
acqguired.

However, 1in order to realize such a
technique, the header translating unit needs a
mechanism to transmit address translation data to the
outeide. Therefore, it 1is difficult to realize this

without remodeling the header translating unit.

Citation List

[Patent Literature 1] JP 2005-210518A

[Non-Patent Literature 1] ”OpenFlow Switch
Specification, Version 1.0.07,
[onlinel December 31, 2009, the Internet (URL: http:
//www.openflowswitch.org/documents/openflow-spec-

v1.0.0.pdf)

Summary of the invention
An object of the present invention is to
provide a network system and a network flow tracing
methed in which a packet 1s encapsulated by using the
same header as a current header in a switch, and has
two kinds of headers before translation and after the
translation after passing through a network appliance.
It should be noted that the headers contain all the

headers from layer 2 to layer 4. Specifically, the
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above-mentioned header ig read as “all or a part of
data for a rule of a flow entry”.

The network system according to the present
invention is provided with a switch having a function
to procesgs a reception packet based on a set entry of
a flow table; a controller having a function to
receive an inquiry of the packet from the switch, and
to set the entry defining a rule and an operation to
uniformly control packets to the flow table of the
switch; and an encapsulating module having a function
to receive the packet from at least one of the switch
and the controller and to encapsulate the packet by
using a same header as a header of the packet.

The computer according to the present
invention having a function as an encapsulating
module, comprising: a unit for receiving a packet from
at least one of a switch which has a function to
process a reception packet based on a set entry of a
flow table, and a contrcller which has a function to
receive an inquiry of the packet from the switch, and
to gset the entry defining a rule and an operation to
uniformly control packets to the flow table of the
switch; and a unit for encapsulating the packet by
using a same header as a header of the packet.

In the network flow tracing method according
to the present invention, a reception packet is
processed based on a get entry of a flow table in a
switch. Also, an inguiry of the packet from the
switch is received, and the entry defining a rule and
an operation to uniformly control packets is set to
the flow table of the switch, in a controller. Also,
the packet from at least one of the switch and the
controller is received and the packet is encapsulated
by using a same header as a header of the packet, in

an encapsulating module.
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The program according to the present
invention makes a computer which has a function as an
encapsulating module, execute: a step of receiving a
packet from at least one of a switch which has a
function to process a reception packet based on a set
entry of a flow table, and a controller which has a
function to receive an inguiry of the packet from the
switch, and to set the entry defining a rule and an
operation to uniformly control packets to the flow
table of the switch; and a step of encapsulating the
packet by using a same header as a header of the
packet. That is, the program according to the present
invention is a program to make a computer execute
processing in the above-mentioned network flow tracing
method. It should be noted that the program according
to present invention can be stored in a storage unit
or a storage medium.

In the flow-based network like the open flow
network system, even when passed through network
appliance such as NAT and NAPT for translating the
packet header, a corresponding relation between two
flows before and after the passage can be grasped, and
the tracing of the flow in end-to-end becomes

possible.

Brief Description of the Drawings

FIG. 1 is a diagram showing a basic
configuration example of a network system according to
the present invention and change of a packet in the
system;

FIG. 2 is a flow chart showing processing of
an encapsulating module to a switch in the front of a
header translating unit;

FIG. 3 is a flow chart showing processing of
the encapsulating module to the switch in the back of

the header translating unit; and
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FIG. 4 is a diagram showing the concept of
the network system according to the present invention

and exemplary embodiments.

Description of Exemplary Embodiments

The present invention deals with a CU
geparation type network system. In this case, an open
flow network system as one of the CU separation type
network systems will be described, using it as an
example. However, actually, the present invention is
not limited to the open flow network system.
[Exemplary Embodiments]

Hereinafter, exemplary embodiments of the
present invention will be described with reference to
the attached drawings.

(Basic gtructure)

As shown in FIG. 1, the network system
according to the present invention includes a
controller 10, switches 20 (20-i, i = 1 to n: n is the
number of switches), and a header translating unit 30.
(Controller)

When detecting the switch 20 (20-i, 1 = 1 to
n), the controller 10 calculates a packet transfer
route based on topology data showing a connection
state of the switches in the network, and registers an
entry (flow entry) on a flow table of each of the
switches related to the calculated route.

(Switch)

Each of the switches 20 (20-i, i = 1 to n)
transfers a received packet according to an entry
registered on its own flow table. In this case, it 1is
supposed that each of the switches 20 (20-i, 1 = 1 to
n) is a virtual switch. The virtual switch is a
switch realized by a virtual machine which operates on
a physical machine. However, actually, each of the

switches 20 (20-i, i = 1 to n) may be a physical
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switch in which software to realize a function as the
switch according to the present invention is
installed.

Also, the switch 20 (20-i, i = 1 to n)
cooperates with an encapsulating module 21 (21-i, 1 =
1 to n). The encapsulating module 21 (21-i, i = 1 to
n) carries out encapsulation of an IP packet.

It should be noted that the encapsulating
module 21 (21-1, i = 1 to n) may be built in the
physical machine in which the switch 20 (20-1i, i = 1
to n) operates and may be connected with the physical
machine. For example, the encapsulating module 21
(21-i, 1 = 1 to n) may operate on a computer which can
communicate with the physical machine.

(Header translating unit)

The header tranglating unit 30 translates the
header data of a packet received from a predetermined
switch 20 and transfers to another switch 20.
(Exemplification of hardware)

An example of the specific hardware to
realize the network system according to the present
invention will be described below.

As an example of the controller 10, computers
such as a PC (personal computer), appliance, a thin
client terminal/server, a workstation, a mainframe,
and a supercomputer are assumed. Also, the controller
10 may be an extension board which is installed in the
computer and a virtual machine (VM) built on a
physical machine.

As an example of a physical machine on which
the switch 20 (20-1i, 1 = 1 to n) operates as a virtual
switch and the header translating unit 30, a network
switch, a router, a proxy, a gateway, a firewall, a
load balancer, a base station, an access point, a
computer which has a plurality of communication ports

and so on are exemplified.
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Each of the controller 10 and the physical
machine on which the switch 20 (20-1i, i = 1 to n)
operates, and the header translating unit 30 is
realized by a processor which executes predetermined
processing based on a program, a memory which stores
the program and all kinds of data, and a communication
interface to connect with network.

As an example of the above-mentioned
processor, a CPU (Central Processing Unit), a network
processor (NP), a microprocessor, a microcontroller
and a semiconductor integrated circuit (LSI) and so on
which has a function of an exclusive use are
exemplified.

As an example of the above-mentioned memory,

a semiconductor memory device such as RAM (Random
Access Memory), ROM (Read Only Memory), EEPROM
(Electrically Erasable and Programmable Read Only
Memory) and a flash memory, an auxiliary storage such
as HDD (Hard Disk Drive) and SSD (Solid State Drive),
a removable disk such as DVD (Digital Versatile Disk),
a storage medium such as an SD memory card (Secure
Digital memory card) and so on are exemplified.

It should be noted that the above-mentioned
processor and the above-mentioned memory may be
unified. For example, in recent years, a 1l-chip
microcomputer is being developed. Therefore, a case
that the 1-chip microcomputer installed in the
computer and so on is composed of a processor and a
memory is thought of.

As an example of the above-mentioned
communication interface, a substrate (motherboard, and
an I/0 board) corresponding to the network
communication, a semiconductor integrated circuit of a
chip and so on, a network adapter such as NIC (Network
Interface Card), a similar expansion card, a

communication device such as an antenna, a
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communication port such as a connection mouth
(connector) and so on are exemplified.

Also, an an example of the network, the
Internet, LAN (Local Area Network), wireless LAN
(Wireless LAN), WAN (Wide Area Network), backbone,
CATV line, fixation telephone network, mobile phone
network, WiMAX (IEEE 802.16a), 3G (3rd Generation),
dedicated line (leased line), IrDA (Infrared Data
Association), Bluetooth (registered trademark), serial
communication line, data bus and so on are
exemplified.

As an example of the encapsulating module 21
(21-i, 1 = 1 to n), software or wvirtual machine which
operates on the same physical machine as the switch 20
(20-1, 1 = 1 to n) are assumed. However, actually,
the encapsulating module 21 (21-i, i = 1 to n) may be
the software or the virtual machine which operates on
an external server to which each of the switches 20
(20-1, 1 = 1 to n) can access. Also, the
encapsulating module 21 (21-i, 1 = 1 to n) may be an
exclusive use device, an expansion board or a
peripheral device which is installed in the physical
machine, an intermediate equipment (middle box) on the
network in addition to the software.

However, actually, the present invention is
not limited to these examples.

(Operation of controller)

The controller 10 previously sets “the
encapsulation of a packet in a predetermined flow” to
the encapsulating module 21-1 of the switch 20-1.
Specifically, the controller 10 previously sets
“duplicating the IP header of the packet in a
predetermined flow, encapsulating a packet with the
same header as the IP header, and transferring the
encapsulated packet” to the encapsulating module 21-1

of the switch 20-1. 1In this case, an example of using
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the IP header is described, but the IP header is only
an example of the header. Actually, all the headers
from layer 2 to layer 4 may be dealt with without
limiting to the IP header of layer 3. Specifically,
“the IP header” may be read as “a part or all of data
which can function as a rule of the flow entry”.

Also, the controller 10 previously sets
“transmitting a pair of a header before translation
and a header after the translation as header
translation data to the controller and cancelling
capsulation of a received packet by removing the
header after the translation i1if there is the header
after the translation, and replacing the header before
the translation with the header after the translation
if there is the header before the translation” to the
encapsulating module 21-2 of the switch 20-2. It
should be noted that “removing all the headers from
the reception packet once and then giving only the
header after the translation” may be set. Also,
“removing the second stage header (the header before
the transglation) in the reception packet if there is
it” may be set.

(Operation of first switch)

Next, the switch 20-1 hands an inputted
packet to the encapsulating module 21-1. Here, the
inputted packet has the structure of “the IP header 1
- the payload”.

The encapsulating module 21-1 duplicates the
IP header 1 of the packet as set from the controller
10, encapsulates the packet with the same header as
the IP header 1 and transfers the packet. That is,
the IP header 1 is given to the payload doubly (two
stages) in the transferred packet. Therefore, the
packet transferred from the switch 20-1 has the
structure of “the IP header 1 - the IP header 1 - the

payload”.
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In this case, “the IP header 1” at the head
of “thé IP header 1 - the IP header 1 - the payload”
is the IP header of the encapsulated packet, and the
remaining part of “the IP header 1 - the payload”
(original packet) 1is a payload of the encapsulated
packet.

It should be noted that as for the
encapsulation of the packet, for example, a method
such as GRE (Generic Routing Encapsulation) shown in
RFC1701 and RFC2784 may be used.

(Operation of header translating unit)

Next, the header translating unit 30 refers
to the IP header 1 of the inputted packet, carries out
the address translation processing to translate the IP
header 1 into the IP header 2.

For example, when the destination IP address
is a private address of “192.168.0.10”, the header
translating unit 30 translates the IP header 1 of the
inputted packet into the IP header 2 having the global
address of %10.0.0.10” as the destination IP address.

In this way, the header translating unit 30
translates the IP header 1 of the inputted packet into
the IP header 2 having a different value and transfers
the packet. In this case, the header translating unit
30 removes or translates a head part of the IP header
1 given doubly, and then transfers the packet after
after giving the IP header 2 to the payload.
Therefore, the transferred packet has the structure of
“the IP header 2 - the IP header 1 - the payload”.

That is, when receiving the encapsulated
packet from the switch 20-1, the header translating
unit 30 translates “the IP header 1” of “the IP header
1 - the IP header 1 - the payload” at the head of of
the IP header of the encapsulated packet into “the IP
header 27”. 1In this case, “the IP header 2" at the
head of “the IP header 2 - the IP header 1 - the
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payload” is set as the IP header of the transferred
packet, and the remaining part (original packet) of
“the IP header 1 - the payload” is set as the payload
of the transferred packet.

5 (Operation of second switch)

Next, the switch 20-2 hands an inputted
packet to the encapsulating module 21-2.

“Transmitting a pair of the header after the

translation and the header before translation as

10 header translation data to the controller, carrying
out processing of removing the header after the
translation if it is present, and replacing the header
before the translation with the header after the
translation if it is preset” is set to the

15 encapsulating module 21-2 from the controller 10. Or,
“giving only the header after the translation after
removing all the headers from the reception packet
once” may be set. Orxr, “if there is a second-stage
header (the header before the translation) in the

20 reception packet, removing it” may be set.

In this case, the encapsulating module 21-2
checks whether or not the inputted packet is an
encapsulated packet. If being the encapsulated
packet, the encapsulating module 21-2 refers to the IP

25 header 2 and the IP header 1 of “the IP header 2 - the
IP header 1 - the payload”, and generates header
trangslation data based on a pailir (or set) of them and
transmits it to the controller 10.

In the above example, the header translation

30 data indicates that the source IP address of
"192.168.0.10” is changed to “10.0.0.10".

Also, the encapsulating module 21-2 removes
the IP header 2 at the head of “the IP header 2 - the
IP header 1 - the payload” to decapsulate the inputted

35 encapsulated packet, and replaces “the IP header 17"
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with “the IP header 2” of the remaining portion of
“the IP header 1 - the payload” (original packet).

In thig way, the encapsulating module 21-2
removesg the IP header 1 from the original packet and
adds the IP header 2 to the payload, and then
transfers the packet. Therefore, the configuration of
the transferred packet is of “the IP header 2 - the
payload”.

By operating as mentioned above, the
controller 10 can acquire the header translation data
without improving the header translating unit 30, and
trace the flow by using the data.

(Application example)

It should be noted that the controller 10
itself may carry out the processing of the switch 20
(20-4, 1 = 1 to n) (“encapsulation” on the
transmission side and “decapsulation on the reception
side”). In this case, the controller 10 cooperates
with the encapsulating module 21 (21-i, i = 1 to n).
Also, the controller 10 and the encapsulating module
21 (21-1, i = 1 to n) may be an identical unit. The
switch 20 (20-1, 1 = 1 to n) transmits the whole of
inputted packet to the controller 10 and receives the
processing result as a response. For example, it is
supposed that the controller 10 cooperates with the
encapsulating module 21-1 and the encapsulating module
21-2 in FIG. 1, and that they are unified. The switch
20-1 transmits “the reception packet” to the
controller 10 and receives ™“an encapsulated packet”
from the controller 10 as the response. Also, the
switch 20-2 transmits the “encapsulated packet” to the
controller 10 and receives a “packet having only the
translated header” from the controller 10 as the
response. Therefore, if the necessary processing can
be carried out in a necessary place, the location of

the encapsulating module 21 (21-i, 1 = 1 to n) may be
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on the side of the controller 10 or on the side of the
switch 20 (20-1, 1 = 1 to n). Of course, the
processing may be carried out in both of the switch 20
(20-1, 1 = 1 to n) and the controller 10. For
example, usual packets are processed on the switch 20
(20-i, 1 = 1 to n), and packets of an important flow
may be processed on the contreller 10.

At this time, the encapsulating module 21
(21-1, i = 1 to n) may operate on a computer which can
communicate with each of the controller 10 and the
switches 20 (20-1, 1 = 1 to n).

Also, an example that the IP packet is
translated by using NAT has been described here for
gimplification of description. A case that a MAC
frame is translated by using MAT (MAC Address
Traneslation) and a case that a TCP/UDP packet is
translated by using NAPT can be carried out in the
same way. Not only the IP header of layer 3 but also
the headers from layer 2 to layer 4 can be dealt with
for the translation. Specifically, “the IP header (or
header)” in the above description of the present
invention is read as “a part or whole of data for a
rule of a flow entry”.

(Operation of first encapsulating module)

Referring to a flow chart of FIG. 2, an
operation of the encapsulating module 21-1 will be
described.

(1) Step S101

The encapsulating module 21-1 receives a
packet. In this case, the configuration of the
reception packet is of “the IP header 1 - the
payload”.

(2) Step S102

Next, the encapsulating module 21-1 checks

whether or not the reception packet is a packet of an

encapsulation target.
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(3) Step S103

In case of being the packet of the
encapsulation target, the encapsulating module 21-1
refers to the IP header 1, duplicates the IP header 1
and carries out encapsulation by using the same IP
header 1. 1In this case, the configuration of the
packet is of “the IP header 1 - IP header 1 - the
payload”.

(4) Step S104

The encapsulating module 21-1 transfers the
packet through the switch 20-1. 1In case of being the
packet of the encapsulation target, the configuration
of the packet is of “the IP header 1 - the IP header 1
- the payload”. 1In case of not being the packet of
the encapsulation target, the configuration of the
packet is of “the IP header 1 - the payload”.
(Operation of header translating unit)

The header translating unit 30 translates the
IP header of the transferred packet. In case of being
the encapsulated packet, the header translating unit
30 translates the configuration of the packet from
“the IP header 1 - the IP header 1 - the payload” into
“the IP header 2 - the IP header 1 - the payload”. 1In
case of not being the encapsulated packet, the header
translating unit 30 translates the configuration of
the packet from “the IP header 1 - the payload” into
“the IP header 2 - the payload”.

Because the processing of the header
translating unit 30 is not processing peculiar to the
present invention but general header translation
processing, the description is omitted.

(Operation of second encapsulating module)

Next, referring to a flow chart of FIG. 3,
the processing of the encapsulating module 21-2 will
be described.

(1) Step S201
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The encapsulating module 21-2 receives a
packet.
(2) Step S202

Next, the encapsulating module 21-2 checks
whether or not the reception packet is an encapsulated
packet. In case of being the encapsulated packet, the
configuration of the packet is of “the IP header 2 -
the IP header 1 - the payload”. 1In case of not being
the encapsulated packet, the configuration of the
packet is of “the IP header 2 - the payload”.
(3) Step S203

In case of being the encapsulated packet, the
encapsulating module 21-2 refers to the IP headers 2
and the IP headers 1 and generates header translation
data. The header translation data is a pair (set) of
“the IP header 1” before the translation and “the IP
header 2" after the translation.
(4) Step S204

Next, the encapsulating module 21-2 transmits
the generated header translation data to the
controller 10.
(5) Step S205

Next, the encapsulating module 21-2 removes
“the IP header 2” from the encapsulated packet of “the
IP header 2 - the IP header 1 - the payload” and
replaces “the IP header 1”7 of “the IP header 1 - the
payload” with “the IP header 27. At this time, the
encapsulating module 21-2 retains “the IP headexr 27,
which has been first removed, as the header after the
translation, removeg “the IP header 1” as the header
before the translation from “the IP header 1 - the
payload”, and adds “the IP header 2” as the headerxr
after the translation to “the payload”. That is, “the
IP header 17 as the header before the translation is
substituted by “the IP header 2" as the header after
the translation. Or, after all the headers of “the IP
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header 2 - the IP header 1”7 are removed from the
encapsulated packet of “the IP header 2 - the IP
header 1 - the payload” once, only the header of “the
IP header 2” is added to the payload after the
tranglation. Or, processing is carried out to remove
the second header (“the IP header 1" as the header
before the translation) from the reception packet.
Thus, the configuration of the packet is of “the IP
header 2 - the payload”.

(6) Step S206

The encapsulating module 21-2 transfers the
packet through the switch 20-2. The configuration of
the packet is of “the IP header 2 - the payload”.
(Supplement)

It should be noted that it is enough that the
controller 10 can acquire the header translation data
once. The encapsulation of the packet may be stopped
after the acquisition.

As mentioned above, by the encapsulating

module 21-1 and the encapsulating module 21-2 carrying

- out encapsulation of the packet and acquisition of the

header translation data, the controller grasps a
corresponding relation of the flows before the
translation and after the translation, and the trace
of the flow can be carried out even when passing
through the header translating unit.
<Pointsg of the present invention>

In the present invention, a technique 1is
disclosed which identifies flows in the front and back
of the header translating unit by using the
encapsulating function of the packet which is
installed in “OpenV Switch” as one of the switches in
the open flow.

In the present invention, the switch in the

front of the header translating unit duplicates the
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same header as the header of a packet and encapsulates
the packet, as shown in FIG. 4.

Here, it is supposed that the status that the
packet PKTO has the header HO and the payload PO is
represented as being “the packet PKTO = (HO, PO)”.

When receiving the packet PKTO0, the switch S0
refers to the header HO to duplicate the same header
HO, and encapsulates the packet PKTO to generate the
packet PKT1. That 1is, because the packet PKT1 has the
header HO and the payload (HO, P0), the packet PKT1l is
repregsented as “the packet PKT1 = (HO, (HO, PO))”.

Supposing that the packet after this packet
PKT1l passes through the header translating unit TO is
PKT2, the packet PKT2 is represented as “the packet
PKT2= (H1, (HO, PO))”" because the header of the packet
PKT2 is changed from the header HO into header HI1.

Next, when receiving the packet PKT2, the
gswitch S1 compares (compares and refers) the header HI1
and the header HO in the payload. Thus, the switch S1

recognizes that the original header HO is changed into

- the header H1 by the header translating unit TO.

The switch S1 decapsulates the packet PKT2,
removes the header H1 from the packet PKT2, replaces
the header HO in the payload with the header H1, and
forms the packet PKT3. That is, the switch S1
replaces “the packet PKT2= (H1, (HO, PO0))” with “the

packet PKT3= (H1, PO)".

After that, the switch S1 transmits the
packet PKT3.

In this way, the present invention can
acquire the corresponding relation of the flows in the
front and back of the header translating unit without
remodeling the header translating unit TO. Therefore,
the trace of the flow becomes possible.

At mentioned above, in the present invention,

a packet is encapsulated in the switch (in the
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controller which receives a request from the switch) .
In such a case, by encapsulating by using the same
header as the current header, two kinds of headers
before the translation and after the translation are
attached to the packet after the packet has passed
through the network appliance. The trace of the flow
becomeg possible using this.
<Summary>

In the present invention, in the flow-based
network like the open flow network system, by
encapsulating a packet by using the same header as the
current packet header, even when passed through a
network appliance such ag NAT and NAPT for changing
the packet header, the corresponding relation of two
flows before and after the passage can be grasped and
the trace of the flowg in end-to-end becomes possible.

Also, in the present invention, because only
the packet header given by the encapsulation is
translated and the translation data can be acgquired by
comparing with the packet header before the
translation, the acquisition of the translation data
of the packet header and the trace of the flows become
possible without remodeling the network appliance by
which a packet header is translated.
<Supplemental notes>

A part or all of the above-mentioned
exemplary embodiments can be mentioned like the
following supplemental notes. However, actually, the
pregsent invention is not limited to the following
specified examples.

(Supplemental note 1)

A network system includes:

a switch having a function of) searching a
flow table which stores an entry defining a rule and
an operation to uniformly control packets of a flow

and carrying out the operation defined in the entry,
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to the reception packet matching the rule defined in
the entry in case of the packet reception;

a controller having a function to receive an
inguiry of the packet from the switch, and to set the
entry to the flow table of the switch;

a header translating unit having a function
to translate header data at a head of the reception
packet and to transfer the packet, in case of the
packet reception; and

an encapsulating module having a function to
check whether or not the packet received by the switch
is an encapsulated packet; to duplicate header data of
the packet in case of not being the encapsulated
packet, to give the duplicated header data to the
reception packet to encapsulate and to hand to the
switch; to remove header data at a head of the
encapsulated packet and to replace header data in a
remaining part with the removed header data to hand to
the switch in case of being the encapsulated packet;
and to notify a set of the removed header data and the
header data in the remaining part to the controller as
header translation data.

(Supplemental note 2)

The network system according to supplemental
note 1, wherein the encapsulating module has a
function to duplicate a first header which is the
header data of the reception packet of a first switch
when the switch is the first switch in a front of the
header translating unit, and to give the first header
to the reception packet to transfer a packet, which
has a configuration called “the first header - the
first header - the paylocad” in which the first header
is given doubly to the payload, through the first
switch as the encapsulated packet,

wherein the header translating unit has a

function to translate the first header at a head of
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the encapsulated packet into a second header when
receiving the packet from the first switch, and to
generate and transfer a packet which has a
configuration called “the second header - the first
header - the payload”, and

wherein the encapsulating module has a
function to refer to header data of a reception packet
of a second switch to notify a set of the first header
and the second header to the controller as the header
translation data, when the switch is the second switch
in a back of the header translating unit, to remove
the second header at a head of the reception packet,
to replace the first header in a remaining part with
the second header, to generate a packet with a
configuration called “the second header - the payload”
and to transfer through the second switch.
(Supplemental note 3)

The network system according to supplemental
note 1, wherein the encapsulating module is provided
on a side of at least one of the switch and the
controller, and has a function to receive the packet
directly from the switch when provided on the side of
the switch, and to receive the packet from the switch
through the controller when provided on the side of
the controller.

(Supplemental note 4)

A computer having a function as an
encapsulating module, and includes:

a unit for checking whether or not the
reception packet is an encapsulated packet;

a unit for duplicating header data of the
packet when the reception packet is not the
encapsulated packet;

a unit for giving the duplicated header data

to the reception packet for encapsulation;
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a unit for removing header data at a head of
the encapsulated packet when the reception packet is
the encapsulated packet;

a unit for replacing the header data in the
remaining part of the encapsulated packet with the
removed header data; and

a unit for generating header translation data
based on a set of the header data in the remaining
part and the removed header data.
<Remarkss>

As such, the exemplary embodiments of the
present invention have been desgcribed in detail.
However, actually, the present invention is not
limited to the above-mentioned exemplary embodiments
and a modification which does not deviate from the
features of the present invention is contained in the
present invention.

It should be noted that the present
application claims a priority based on Japan Patent
Application No. JP 2011-031752. The disclosure

thereof is incorporated herein by reference.
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CLAIMS

What is claimed is:

1. A switch apparatus, comprising:
a storage storing a table, the table including
rules and actions corresponding to the rules; and
a controller comprising:
a memory storing instructions; and
a processor configured to execute the
instructions to:
receive the rules and the actions from
a control apparatus;
identify, based on the rules, a
received packet;
duplicate a part of a header of the
identified packet as an additional header
when the identified packet comprises a
target of encapsulation;
encapsulate the identified packet by
the additional header; and
process, based on the actions, the

identified packet.

2. The switch apparatus according to claim 1,
wherein the processor is further configured to execute
the instructions to

send header information to the control apparatus when

the identified packet comprises an encapsulated packet.

3. The switch apparatus according to claim 2,
wherein the header information includes the additional

header.

4. The switch apparatus according to claim 3,

wherein the processor is further configured to execute
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further instructions to decapsulate the encapsulated

packet.

5. The switch apparatus according to claim 1,
wherein the processor is further configured to execute
the instructions for translation of first header data
of a head of the received packet into second header

data.

6. The switch apparatus according to claim 5,
wherein the instructions to encapsulate the identified
packet includesg notifying the controller of the first
header data before the translation and the second

header data after the translation.

7. A communication system, comprising:
a control apparatus configured to control a
plurality of switch apparatuses; and
a switch apparatus of the switch apparatuses
comprising:

a storage storing a table, the table
including rules and actions corresponding to the
rules; and

a controller comprising:

a memory storing instructions; and
a processor configured to execute the
instructions to:

receive the rules and the actions
from a controller;

identify, based on the rulesg, a
received packet;

duplicate a part of a header of
the identified packet as an additional
header when the identified packet
comprises a target of encapsulation;

encapsulate the identified packet
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by the additiconal header; and
process, based on the actions,

the identified packet.

8. The communication system according to claim 7,
wherein the processor is further configured to execute
the instructions to send header information to the
control apparatus when the identified packet comprises

an encapsulated packet.

9. The communication system according to claim 8,
wherein the header information includes the additional

header.

10. The communication system according to claim 9,
wherein the processor is further configured to execute
further instructions to decapsulate the encapsulated

packet.

11. The communication gystem according to claim 7,
wherein the processor is further configured to execute
the instructions for translation of the first header
data of a head of the received packet into the second

header data.

12. The communication system according to claim 11,
wherein the instructions to encapsulate the identified
packet includes notifying the controller of first
header data before the translation and second header

data after the translation.

13. A communication method, comprising:
receiving rules and actions from a controller;
identifying, based on the ruleg, a received
packet;
duplicating a part of a header of the identified
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packet as an additional header when the identified
packet comprises a target of encapsulation;
encapsulating the identified packet by the
additional header; and
processing, based on the actions, the identified

packet.

14. . The communication method according to claim 13,
further comprising:

sending header information to a controller when

the identified packet comprises an encapsulated packet.

15. The communication method according to claim 14,
wherein the header information includes the additional

header.

16. The communication method according to claim 15,
further comprising:
executing further instructions to decapsulate the

encapsulated packet.

17. The communication method according to claim 14,

further comprising:
translating first header data of a head of the

received packet into second header data.

18. The communication method according to claim 17,
further comprising:

notifying the controller of the first header data
before the translating and the second header data

after the translating.

19. A non-transitory recording medium recording a

program which when executed causes a switch to perform
a method, the method comprising:

receiving rules and actions from a controller;
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identifying, based on the rules, a received
packet;

duplicating a part of a header of the identified
packet as an additional header when the identified
packet comprises a target of encapsulation;

encapsulating the identified packet by the
additional header; and

processing, based on the actions, the identified

packet.

20. ' The non-transitory recording medium, according
to claim 19, the method further comprising:
sending header information to the controller when
the identified packet comprises an encapsulated packet,
wherein the header information includes the

additional header.
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ABSTRACT

A switch apparatus includes a storage storing
a table, the table including rules and actions
corresponding to the rules, and a controller including
a memory storing instructions, and a processor
configured to execute the instructions to receive the
rules and the actions from a control apparatus,
identify, based on the rules, a received packet,
duplicate a part of a header of.the identified packet
as an additional header when the identified packet
includes a target of encapsulation, encapsulate the
identified packet by the additional header, and

process, based on the actions, the identified packet.
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16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 11USFP2759-C1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign inteliectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 11USFP2759-C1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section. —

(e) Assignee (O Legal Representative under 35 U.S.C. 117 (OO JointInventor

() Person to whom the inventor is obligated to assign. (O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor;

If the Applicant is an Organization check here. X

Organization Name NEC Corporation

Mailing Address Information For Applicant:

Address 1 7-1, Shiba, 5-chome, Minato-Ku

Address 2

City Tokyo State/Province

Countryl ' JP Postal Code 1088001
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

.. Attorney Docket Number | 11USFP2759-C1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Assignee 1

Compilete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication. '

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature %; }7/@ }Z%z P o Date (YYYY-MM-DD)| 20!&- 0317

First Name | Farhad Last Name | Shir Registration Number | 59,403

Additional Signature may be generated within this form by selecting the Add button.
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Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 19985, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 11USFP2759-C1

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re continuation patent application of 13/983,001 filed on July 31, 2013
For: Masaharu Morimoto
Serial No.: Not Yet Assigned Group Art Unit: Not Yet Assigned
Filing Date: Concurrently Herewith Examiner: Not Yet Assigned
For: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Honorable Commissioner of Patents
Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Sir:

Under the provisions of 37 CFR §1.97 through §1.98 and pursuant to applicants’ duty of
disclosure under 37 CFR §1.56, applicants respectfully bring the following documents listed on
the attached form PTO-1449, to the attention of the Examiner in charge of the above-identified
application. All of these references were either cited or submitted in parent Application No.
13/983,001 and thus copies of these references are not provided in accordance with 37 C.F.R.
§1.98(d).

| This citation does not constitute an admission that the references are relevant or material
to the claims. They are only cited as constituting related art of which the applicants are aware.

It is respectfully requested that the listed references be considered by the Examiner and

formally made of record in this application.
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Continuation of Application No. 13/983,001
filed on July 31, 2013

Please charge any deficiencies in fees and credit any overpayment of fees to Attorney’s

Deposit Account No. 50-0481.

Date: 3ﬂ7 /l‘j é

MCGINN INTELLECTUAL PROPERTY
LAW GROUP, PLLC

8321 Old Courthouse Road, Suite 200

Vienna, Virginia 22182-3817

(703) 761-4100

Customer No. 21254

Respectfully submitted,

Farhad Shir, Ph.D.
Registration No. 59,403
Sean M. McGinn, Esq.
Registration No. 34,386
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Docket Number Application Number
11USFP2759-C1 Not Yet Assigned
| f t Discl Ct t. Inventor
nrormation Liscliosure uitation Masaharu Morimoto
Filing Date Group Art Unit
Concurrently Herewith Not Yet Assigned
U. S. Patent Documents
Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)
US 6,207,036 B1 06-2005 Malalur, Govind
US 8,705,527 B1 04-2014 Addepalli, et al.
U. 8. Patent Application Publications
Examiner Filing Date
Initial Ref | Document Number Date Name Class | Subclass (If Appropriate)
US 2006/0227807 A1 | 10-2006 Jakubik, et al.
US 2012/0014386 A1 | 01-2012 Xiong, et al.
US 2004/0246991 A1 | 12-2004 Tsuzuki, et al,
Foreign Patent Documents
Examiner
Initial Ref | Document Number Date Country Class Subclass Translation
Yes No
Other Documents (Including Author, Title, Date, Pertinent Pages, etc.)
U.S. Notice of Allowance dated December 2, 2015 in co-pending Application No. 13/983,001.
US Office Action dated August 18, 2015 in co-pending Application No. 13/983,001.
US Office Action dated January 15, 2015 in co-pending Application No. 13/983,001.
English Translation of PCT/ISA/237 (written opinion of the international searching authority, dated
January 17, 2012).
PCT/IB/373 dated August 21, 2013.
Examiner Date Considered
Examiner; Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant,
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Docket Number Application Number
11UsFP2759-C. Not ‘lﬁ’rAS?\g__ﬁﬂe
Information Disclosure Citation | £PPiean
Masaharu Morimoto _ _
Filing Date Group Art Unit
Conevrrently Wereisith Not waned
U. S. Patent Docur_nents
Examiner Filing Date
Initial Ref Document Number Date Name Class | Subclass | (If Appropriate)
US 7,817,549 B1 10/19/2010 | Kasralikar, et al.
U. S. Patent Application Publications
Examiner ' Filing Date
Initial Ref Document Number Date Name Class | Subclass | (If Appropriate)
US 2011/0289230 A1 | 11/24/2011 | Ueno
US 2010/0189103 A1 | 07/29/2010 | Bachmann, et al.
Foreign Patent Documents
Examiner
Initial Ref Document Number Date Country Class | Subclass Translation
Yes No
WO 2010/090182 A1 08/12/2010 | WIPO ABS
CN 101779421 A 07/14/2010 | China ABS
WO 2010/103909 A1 09/16/2010 | WIPO ABS
CN 1937574 A 03/28/2007 | China ABS
CN 101155143 A 04/02/2008 | China ABS
CN 101637000 A 01/27/2010 | China ABS
Other Documents (Including Author, Title, Date, Pertinent Pages, etc.)
Chinese Office Action dated June 3, 2015 with an English translation thereof.
Examiner Date Considered
Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conforman;:e and not considered. Include copy of this form with next communication to Applicant.‘ v
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Docket Number Application Number

11USFP2759-C Not Yex AsSianel)
. inventor: <
Information Disclosure Citation | Masaharu Morimoto
Filing Date Group Art Unit
merru\Hq‘ Here it Not VexAssho
U. S. Patent Documents
Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass __(if Appropriate)

u. S. Patent Application Publications

Examiner , Filing Date
fnifiel | Ref | Document Number Date Name Class | Subclass | (If Appropriate)

US 2008/0071927 A1 | 03/20/2008 Lee

Higashitaniguchi,

US 2005/0163102 A1 | 07/28/2005 | etal

Foreign Patent Documents

Examine
rinitial | Ref | Document Number Date Country Class Subclass Translation
Yes No
JP 2008-079304 A 04/03/2008 | Japan ABS
JP 2009-194713 A 08/27/2009 | Japan : ABS
JP 2006-246125 A 09/14/2006 | Japan ABS
WO 2004/066563 A1 | 08/05/2004 | WIPO ABS
Other Documents (Including Author, Title, Date, Pertinent Pages, efc.).

Japanese Office Action dated February 23, 2015 with a partial English Translation.

Examiner Date Considered

Examiner: [nitial if citation considered, whetHer citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant.
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Docket Number Application Number
11USFP2759-.) Not Yet Assigned
H H ; P Applicant
clos Citation
Information Disclosure Cit Masahary MORIMOTO
Filing Date Group Art Unit
Concurrently Herewith Not Yet Assigned
U. 8. Patent Documents
Examiner , , Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)
U. S. Patent Application Publications -
Examiner ) Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)
Foreign Patent Documents
Examiner .
Initial Ref Document Number | Date Country Class Subclass Translation
Yes No
JP 2005-210518 (A) | 08/04/2005 | Japan ABS
JP 2010-199669 (A) | 09/09/2010 | Japan ABS
Other Documents (Including Author, Title, Date, Pertinent Pages, efc.)
International Search Report (ISR) (PCT Form PCT/ISA/210), in PCT/JP2011/004601, dated
January 17, 2012.
"OpenFlow Switch Specification, Version1.0.0”, [online] December 31, 2009, the Internet (URL:
hitp://www.openflowswitch.org/documents/openflow-spec-v1.0.0.pdf)
Yokoyama, et al. “Proposal of the mechanism to identify the End-to-End flow over NAT gateways.”
IPSJ SIG Notes, vol.2001, No. 59, June 8, 2001, pages 95-100. -
Examiner Date Considered
Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

First Named Inventor/Applicant Name:

MASAHARU MORIMOTO

Filer:

Farhad Shir

Attorney Docket Number:

11USFP2759-C1

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 1311 1 720 720
Pages:
Claims:
Independent claims in excess of 3 1201 1 420 420

Miscellaneous-Filing:

Petition:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2020
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Electronic Acknowledgement Receipt

EFS ID: 25222595
Application Number: 15072558
International Application Number:
Confirmation Number: 7407

Title of Invention:

NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

First Named Inventor/Applicant Name:

MASAHARU MORIMOTO

Customer Number:

21254

Filer:

Farhad Shir

Filer Authorized By:

Attorney Docket Number:

11USFP2759-C1

Receipt Date: 17-MAR-2016
Filing Date:
Time Stamp: 12:15:44

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2020

RAM confirmation Number 11988

Deposit Account 500481
Authorized User SHIR, FARHAD

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CFR 1.19 (Document supply fees)

Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
Document s . . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
305873
1 Transmittal Letter 201603171050.pdf no 2
7735010917 1cdf9c92838f0554f2ab22fed
eebd
Warnings:
Information:
282700
2 Power of Attorney 201603171050-1.pdf no 2
abb4cf5947dd85b8137fdbcd9b6623711¢1
9dc93
Warnings:
Information:
73593
3 Oath or Declaration filed 201603171050-2.pdf no 1
Sdaddeb084b02ac9e3b5873c6e779fa67ad)
ca29c
Warnings:
Information:
2328223
4 Specification 201603171051.pdf no 30
d6ec629f84da7ac0c63007897094c8d2edc
ba667
Warnings:
Information:
. oo 165408
5 Drawings-only bIaFkand white line 201603171051-1.pdf no 4
drawings
0dae09bae0b64fddd9be9820e8824c16675
08efd
Warnings:
Information:
833728
6 Application Data Sheet 201603171052.pdf no 7
5ed4417dc6dc30721b3180d97486c50349
7fefle
Warnings:
Information:
This is not an USPTO supplied ADS fillable form
Inf tion Discl Stat t (IDS) 284317
nformation Disclosure Statemen
7 Form (SB08) 201603171052-1.pdf no 6
4f4dSba2a3595745964¢19d3af145a7633fa
elfe
Warnings:
Information:

This is not an USPTO supplied IDS fillable form
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36810
8 Fee Worksheet (SB06) fee-info.pdf no 2

d11e41c1f9c448e9069b55e1019e608ceal
38b70

Warnings:

Information:

Total Files Size (in bytes): 4610852

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are required to re:

) PTO/AIA/15 (07-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE

pond to a collection of information unless it displays a valid OMB control number.

(’

UTILITY
PATENT APPLICATION
TRANSMITTAL

11USFP2759-C1

Attorney Docket No.

First Inventor Masaharu Morimoto

See MPEP chapter 600 concerning ulility patent application contents.

Title NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD
k (Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Maijl Label No. )
Commissioner for Patents
APPLICATION ELEMENTS ADDRESS TO: P.O. Box 1450

Alexandria VA 22313-1450

4.
5.

8.

1. [E
2.

3. @
]

Fee Transmittal Form.

(PTO/SB/17 or equivalent)

Applicant claims small entity status.

See 37 CFR 1.27.

Specification. [Total Pages 30 ]

Both the claims and abstract must start on a new page
(For information on the preferred arrangement, see MPEP § 608.01(a))

Drawing(s). (35 U.S.C. 113) [Total Sheets 4[FiG 1-4] ]

Inventor's Oath or Declaration.  [Total Sheets ¥ ]

(including substitute stalements under 37 CFR 1.64 and assignments serving as an
oath or declaration under 37 CFR 1.63(e)}

a. Newly executed (original or copy)
b. A copy from a prior application (37 CFR 1.63(d})

6. Eﬂ Application Data Sheet. *See Note below.

See 37 CFR 1.76 (PTO/AIA/14 or equivalent)

7.[_] cb-ROM or CDR.

in duplicate, large table or Computer Program (Appendix)

EI Landscape Table on CD
Nucleotide and/or Amino Acid Sequence Submission.
(if applicable, items a. — c. are required)

a. |_] Computer Readable Form (CRF)
b. I:] Specification Sequence Listing on:

i. 1 cD-ROMorCD-R (2 copies); or

i. [ ] Paper

c. D Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

9. I:l Assignment Papers.

(cover sheet & document(s))

Name of Assignee

NEC CORPORATION.

10. D 37 CFR 3.73(c) Statement.

(when there is an assignee)

[i] Power of Attorney.

11. D English Translation Document.
(if applicable)

12. lil Information Disclosure Statement.
(PTO/SB/08 or PTO-1449)

Copies of citations attached
13. I:] Preliminary Amendment.

14. [JReturn Receipt Postcard.
(MPEP § 503) (Should be spegifically itemized)

15. [ ] Certified Copy of Priority Document(s).

(if foreign priority is claimed)

16. I:I Nonpublication Request.

Under 35 U.S.C. 122(b}(2}(B)(i). Applicant must aftach form PTO/SB/35 or
equivalent.

17. Iil Other: Transmittal of Power of Attomey to One or More

Registered Practitioners

*Note: (1) Benefit claims under 37 CFR 1.78 and foreign priority claims under 1.55 must be included in an Application Data Sheet (ADS).

(2) For applications filed under 35 U.S.C. 111, the application must contain an ADS specifying the applicant if the applicant is an
assignee, person to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary

interest in the matter. See 37 CFR 1.46(b).

18. CORRESPONDENCE ADDRESS

[il The address associated with Customer Number:

21254

OR li:l Correspondence address below

Name McGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
Address 8321 OLD COURTHOUSE ROAD, SUITE 200
City Vienna State | ya Zip Code | 22182-3817
Country USA Telephone | (703) 761-4100 Email | ADMIN@MCGINNIPLAW.COM
Signature _f . Date 3 /r? / é
| Nome & |Farhad Shir, Ph.D. ey 59,403 )

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/17 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number

Complete if known
FEE TRANSMITTAL Fopliaton Number__ [Nt Yt Assigned

Filing Date Currently Herewith

D Applicant asserts small entity status. See 37 CFR 1.27. First Named Inventor Masaharu Morimoto
D Applicant certifies micro entity status. See 37 CFR 1.29. Examiner Name Not Yet Assigned
Form PTO/SB/15A or B or equivalent must either be enclosed or have At Un -

 been submitted previously. rtUnit Not Yet Assigned
TOTAL AMOUNT OF PAYMENT ] (5) 2,020.00 Practitioner Docket No. | 11USFP2759-C1

METHOD OF PAYMENT (check all that apply)
|:| Check D Credit Card D Money Order D None D Other (please identify):

Deposit Account Deposit Account Number: 50-0481 Deposit Account Name:
For the above-identified deposit account, the Director is hereby authorized to (check all that apply):
Charge fee(s) indicated below Charge fee(s) indicated below, except for the filing fee

Charge any additional fee(s) or underpayment of fee(s) D Credit any overpayment of fee(s}
under 37 CFR 1.16 and 1.17
WARNING: information on this form may become public. Credit card information should not be included on this form. Provide credit card
information and authorization on PTO-2038.

FEE CALCULATION
1. BASIC FILING, SEARCH, AND EXAMINATION FEES (U = undiscounted fee; S = small entity fee; M = micro entity fee)
FILING FEES SEARCH FEES EXAMINATION FEES
Application Type u(s) s{s) M ($) u(s) s($) M (S) U ($) s{s) M (S} Fees Paid ($)
Utility 280 140*% 70 600 300 150 720 " 360 180 1,600.00
Design 180 90 45 120 60 30 460 230 115
Plant 180 90 45 380 190 95 580 290 145
Reissue 280 140 70 600 300 150 2,160 1,080 540
Provisional 260 130 65 0 0 0 0 0 0

2. EXCESS CLAIM FEES

Fee Description Undiscounted Fee {§}]  Small Entity Fee ($)  Micro Entity Fee ($}
Each claim over 20 (including Reissues) 80 40 20

Each independent claim over 3 (including Reissues) 420 210 105
Multiple dependent claims 780 390 195

Total Claims Extra Claims Fee {$) Fee Paid ($)

20 -200rHP = X = Multiple Dependent Claims

HP = highest number of total claims paid for, if greater than 20. Fee (S) Fee Paid ($)
Indep. Claims Extra Claims Fee () Fee Paid ($)

4 30rHP= 1 X 420.00 = 42000

HP = highest number of independent claims paid for, if greater than 3.
3. APPLICATION SIZE FEE

If the specification and drawings exceed 100 sheets of paper {excluding electronically filed sequence or computer listings under 37 CFR 1.52(e)},
the application size fee due is $400 ($200 for small entity) ($100 for micro entity) for each additional 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1){G) and 37 CFR 1.16(s).

Total Sheets Extra Sheets Number of each additional 50 or fraction thereof Fee ($) Fee Paid (S}
30 -100 = /50= (round up to a whole number} X =
4. OTHER FEE(S) Fees Paid ($)

Non-English specification, $130 fee (no small or micro entity discount)
Non-electronic filing fee under 37 CFR 1.16(t) for a utility application, $400 fee ($200 small or micro entity)
Other (e.g., late filing surcharge):

* The $140 small entity status filing fee for a utility application is further reduced to $70 for a small entity status applicant who files the application via EFS-Web.

( SUBMITTED BY A

Signature g e naey 59,403 Telephone (703) 761-4100

This coliection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2,
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/072,558 03/17/2016 2414 2020 11USFP2759-C1 20 4
CONFIRMATION NO. 7407
21254 FILING RECEIPT
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD RO OO AR ERT O
SUITE 200

VIENNA, VA 22182-3817
Date Mailed: 03/31/2016

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

MASAHARU MORIMOTO, Tokyo, JAPAN,;
Applicant(s)

NEC Corporation, Tokyo, JAPAN;

Power of Attorney: The patent practitioners associated with Customer Number 21254

Domestic Priority data as claimed by applicant
This application is a CON of 13/983,001 07/31/2013 PAT 9313128
which is a 371 of PCT/JP2011/078439 12/08/2011

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)
JAPAN 2011-031752 02/17/2011

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
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Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.

If Required, Foreign Filing License Granted: 03/30/2016

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/072,558

Projected Publication Date: 07/07/2016
Non-Publication Request: No

Early Publication Request: No
Title

NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD
Preliminary Class
370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 15/072,558
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 280
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A N/A 600
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A N/A 720
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 20 minus 20= OR |« 80 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 x 420 - 420
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2020
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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15072558

PLUS Search Results for S/N 15072558, Searched Mon Apr 04 09:31:57 EDT 2016

The Patent Linguistics Utility System (PLUS) is a USPTO automated search system
for U.S. Patents from 1971 to the present PLUS is a query-by-example search system which
produces a list of patents that are most closely related linguistically to the application
searched. This search was prepared by the staff of the Scientific and Technical Information
Center, SIRA.

7317723 76 7881279 66
8054744 75
8054744 75
20150124608 74
20150195137 74
6856789 68
6963931 68
7072296 68
7085267 68
7305708 68
7536476 68
8325727 68
8526448 68
8638790 68
8837481 68
8854996 68
9137383 68
20020062394 68
20020159447 68
20030058889 68
20040077345 68
20040203362 68
20040205360 68
20060203721 68
20060221967 68
20070156919 68
20100014459 68
20100316030 68
20110249970 68
20120155488 68
20120320912 68
20130058337 68
20150381806 68
20160050148 68
8619579 67
8718064 67
9077668 67
9092274 67
20120143932 67
20130152075 67
20130163426 67
20130163475 67
20140204948 67
20150016460 67
5682553 66
6044134 66
7035936 66
7266120 66
7313139 66
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15072558

PLUS Search Results for S/N 15072558, Searched Mon Apr 04 09:31:54 EDT 2016

The Patent Linguistics Utility System (PLUS) is a USPTO automated search system
for U.S. Patents from 1971 to the present PLUS is a query-by-example search system which
produces a list of patents that are most closely related linguistically to the application
searched. This search was prepared by the staff of the Scientific and Technical Information
Center, SIRA.

6046979 99 5692021 97
4984264 99
6055618 98
6118760 98
4891802 98
5195089 98
5274635 98
5422879 98
5422881 98
5619499 98
5828846 98
5831690 98
5835492 98
5838684 98
5917823 98
5936955 98
5949757 98
5978357 98
6002686 98
6046999 98
6091710 98
6141755 98
6151300 98
6178184 98
6212183 98
6212189 98
6212183 98
6212189 98
4755986 97
4787082 97
4827473 97
4939724 97
4956839 97
5285446 97
5327127 97
5341371 97
5379297 97
5430842 97
5457687 97
5483526 97
5488724 97
5491802 97
5539920 97
5541926 97
5563648 97
5568651 97
5602853 97
5633867 97
5650993 97
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(OO0 2 7]

RFENARL BRI, H e ley a— e LT oORBERIF o5t BRTH - T, 3%
EINnevva—5—INoxTy N ONFISH S TE/SD v N 2UET 5 EEE2 15> 2
Ay F e, ALy FLoNTy KOS bY 22T, Ny bR —FRICHIT 5 7
ODDON— )V EIWENTEFRE N MU & A AS v F o —F — TIVTERITEY HEREE
Zifoarha—2&, 0526408y NESDFINLFR L. STy
MIHTL., 37y b~y FEEC Ny BT Ay N h TR {LdT 5FRe %
g9 5.

[00 2 8]

RFEHIZRD %y BT — 2 7 —iBi ATl AA v FITBWT, REEhizoya—
TN N ONFIHE S TRENNry N5, £z, 2 hr—FThun
T AL wF Do v hoffuHhyesit, "y e —Bctlfild a7z 0
—WWEEWENEFR SN MU B, FAA v F O —F —TIVIHET S, £z, KB
TN a—ZBWT, BAS vy F R b —50d b4 e L o
oy NERZFIRO . Ty RNy XUy Xl TRy Keh 7T 5

(002 9]

RFENALL T T T AL, A TEIAEEY a2 — L e LT oGER > HERIC LD 5K
TENBTOATILTH->T, BESNZTVE—F—TINOIy M) ONFIHE - T2
Ny NENUET HEEEEZ D A A v F &, AL v FRE Ty hOfbnEbhY e
TN v N —RICHIHIT A 720D — )V LEWEWNEFRTEINTZZ Y N 24 AA v F D
Tu—5 — NI ETLHEEER o ha -T2 bl e b ey
NESZF WAL AT v T e, iy ML, a7y by eIy ¥ & T
Ny NehTeWAbd L A5y T 2itBRICETEE 572007 0 S LTHh 5.

[0030])

KPR TS LE, Fidoxy kT —27 o =B B 200 %5, 518
BICFEIT S L2007 a S L CH 5, P, REAICHRS Va7 5 Lk, ailiEEE R
SOEBREAICHINT 5 2 L ASUJRETH 5,
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CEUEI2IVED
(003 1]
=TT — %y NI =T DRI T =R =Dy NT—= 72BN T, NATX
. NAPTEDNY v by BB T L L3720y b T —0 - P TI5A4AF7 > ALiEhL
EEICh, Tl Tt 2207 a—-ox LRGBS EIETCE, = K-V — - KT
DT — DB FEL 10 B,
(A1 o> [ B 7 B B ]
(003 2]
[(B11] ARHICARS Ry b T —2 2 25 ADIKR 2 fRM, ROHET AT AL
BOLNNry NOFEALESRIHT 57200 TH 5,
(B12) ~y FEPEE OIS B AL v FIST 5 h 72 NMALEY 2 — )L DL
AT Ao 7a—F»— KNThHbH,
(3] ~y FEPIEE DRI H 5 A A v FITT 50 T2 IbET Y o — )L DR
AT AZOOT—F p— NTH B,
(X4 ] BRIEHITED 2w W T — 27 2 27 OB M O % 500 25 720 DT
5,
(FRH %2 FHEHE T 5 7z D RZRE]

(003 3]
< FefET >
PUTAZ. AP 00 FLHTZRE T TR (I 2 B0 L C 3015 2.
(0034]
LA R]

K1iRx$ kD10, KRHICEHRSD Ry hT—7 A5 LFE, aryhka—510&, A
v F20 (20—i, i=1~n:nlFHEE &, Ny FEPIEE 3 025,

(003 5]

(2> ha—F]

Ay hka—7101% vy hU—7 ORFwIREEZ R MR YER (topology
) AT, RS v F20 (20—1i, i=1~n) ZMRMLEE Ay MEEREEE S

BL., YRICEME T AAAL v FO TR —F— TV N OB EITD.

(003 6]

[AA v F]

AAwvF20 (20—1i, i=1~n) X zx ZELEA Yy N2, AHGOVE—
F— TS BE R I NI MU S T T 5,

(003 7]

ZZCE. AAvF20 (20—1i, i=1~n) oKzt AL v FTCHLLD
T 5, AL v F L P~y ETCHBIT A TR DEBIEND A A v
FCHH, HL, T, AAvF20 (20—i, i=1~n) &% #I1E. AKIEHIC
B ALy F L TCOEELETIRT L7200 T =T A A L= )L E Nz o4
v FTH R,

(003 8]

¥/, AAfwF20 (20—i, i=1~n)lk H7lftEY2—121 (21—
i, i=1~n) %z b,

(0039)]

HhTenfbtEeya—r21 (21—i, i=1~n) & 1Py Mok 74l
I (encapsulation) 975,

(004 0]

It h7evnfteya—nr21 (21—i, i=1~n) lk ZAvF20 (20—
i, i=1~n) BHEHETLYHE<S VIS N TWLTEREWLL, Y=< 2 ash
BRIEFME S T T D Huy,

(004 1)

DELL - Exhibit 1002 - Page 70



[~ 2B

Ny FEPREFE 3 01E, ATEDAAL v F 2 006G L7723 v oy FIEROZ R
AT, oA A » F 2 01CHRIET 5,

(004 2]

[N—R7 =7 OfoR]

aryhka—J1 00l LT, PC (KXvay), 775147 % (applianc
e) . I IAT YRR PN T AF—a AT L—Lh, A-—/N—
AL — ¥ HFOFEKEEEL T5, /2, arbhua—o1 01, HERIEHRE N
LA — R, Y~ > RlicisgEs i<y > (Virtual Machin
e (VM) ) THERU,

[004 3]

ERA v F L LTAALwF 20 (20—i, i=1~n) PEWET Wi~ >, &
Oy AEPEE I Ol LT, 2y b= AAfvF (network switec
h) . V=% (router). %> (proxy). VY—hU=of (gatewa
V). 77 AT T A=, B— KNS H HHiE, 772 ARA T B BOlL, B
WlaR— NG 5518BEF RS2 615,

[004 4)

2 bhE—510, ZAvF20 (20—i., i=1~n) BNEET LY >, &
Oy FEPREEE 3 01k, 7V /I MCHE SO TEE) L fTEO R E FTRITd 5 Ty ¥
. YT LR T YRR T LAY, vy NI =PI A0 DIE
PBHRA V2 =T == ko TEHENS,

[004 5]

ooy ol LT, CPU (Central Processing Un
it) . /M 7ua’avyHY (microprocessor). @Afr7uayka—>
B, HHoRREEZ T 2B EROEK (Integrated Circuit
(1C) ) FENEZOND,

(004 6]

tidoxsruofle L T. RAM (Random Access Memory). R
OM (Read Only Memory). EEPROM (Electrically

Erasable and Programmable Read Only Mem
ory) 7Ty iaXATVUFEOPIERGELE, HDD (Hard Disk Dri
ve) SSD (Solid State Drive) HoflidiEEE. Xk DV
D(Digital Versatile Disk) HFOUL—=NI)ITF AT, S
DAEYUH—K (Secure Digital memory card) FoiEE
K (AF 1 7)) FENEZONL,

[004 7)

B, Fidovavy N Rl A€V, MLl T T h R, flxE ITET
X, A3 FD 1l F v MUBSIEA TS, L7285 T, stERFIERSNDL 1 F9 7
v A2, Ay P KROREY EZHATHDLHRMREZO5ND,

(004 8]

FaolEERA vy — T =—20file LT, *v MU —ZEICHTEL 723K (v —
A=K, I /0R—-FK) Fv 7FEoPEMREHRHIE, NIC (Network Int
erface Card) Fotry NI F7FT2EEDIED— R, 75 FFD
WERE, FHwm (aax78) FolE{ER— R NERHEIoNn5,

[0O04 9]

Fle, Fry b= offleLC. £ —*%*vy ;. LAN (Local Area N
etwork)., BMLAN (Wireless LAN). WAN (Wide Are
a Network)., "NyZ7#R—> (Backbone) ., ¥y —71L51L8E (CATV
) [Elfg, RETEEL ., MEayEsiME, WiMAX (IEEE 802, 16a). 3G (3
rd Generation)., i (lease line). ITDA (Infr
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ared Data Association). Bluetooth (EiEE . >
U7 VB, F— 2 NAENEZEZ HND,

(0050])

HTenibkeda—n121 (21—i, i=1~n) ofleLT. AAvF20 (20
— i, i=1~n) &ELYH~T > ETHKEIT LY 7 b= 7 I~ > 2 0EL
Tuwab, HL., FEEUCk, h7efbkesya—n21 (21—i, i=1~n) & =&AA
vF 20 (20—i. i=1~n) D& BT AaEELRY — N FCHIEITSY 7 b
=7 IR~y Tty Ry, $¥2, hUeEkEY 2 —1r21 (21 —1i, i=1~n
DUE, V7 R TICRS T, EEHT A A, P s T S AR R — R X3
VIES2s. BiniEry b7 =27 FodfEEE (2 RILRw 7 A) TH R,

(005 1)
fHL, KBS, Zh o o flZRES hais,
(005 2]

[=> b va—F DdffE]

YhE—510101% HBANT, AAvT20—10h 7TV NM{LEY 22— 21— 1123
LT, TFrEova—lEld 530y haoh e ibzZ1iro) KO EL TEHEL,

(005 3]

EARMICIE,. > hra—51 00, FRNS. A4 vF20—1DHTIAES 2 — L
21 =110 ¢ THEo va—lBld5 "7y haol Py dE2ERE (a—) L,
W I PNy FLEIC Ny TRy NehTden{ll., 7 flEnz "\’ v ~&iig
T L] EOICERELTEL, 22T, I Py X2HUIEHEAT LA 1T P~y ZlI
v A O—NCME v, FEEICIE, LAY3DI PNy XICRST, LAVv2rs LAY
4 FTOETONy FEeifge LTH Ry, BRRCiE. TPy ¥ & [va—o)b
— L&) B LHMEROEE L5 Lanr TR b,

(00 54)

T/, arybha—51 01k BN, AL v F20—20H T NM{LTY 2 -2 1 —
2123 UC, TEHAF]A » & & RN F o7 () 2o~y FEBERE LTy b
H— FZIR(ET D & HIT, Sy MTERBIZ A~y F3HNFMEL . ZRA]~ v ¥ 03
HINEEIIR A~y FITE STRZ L2179 ] XD EL TEHEL, 2B, [SE\r v
cipe —Hoy ¥ ThHEL iR, ZHE~Ny YOBMNET LR EZ1TD ) K DICHRE
LTCHHRW, i IRZEAry MZ2BfHD A~y &% (ZBHI~v ) BHNITRET S
MIERZ 479 1 K OITHEEL TH RV,

[0055)]

(31 A A v F DEIF]

NIZ, AL v F20—11%. ANEhi~"ry heh7efley=a—L21— 1120
I, 22Tl ANy PoREKIE TI PNy X1 —_XAfma— K| 295,

(005 6]

H SN EEY 2a— 121 —11F, a>ha—J 1 0»6RESNZMY, Nrv ko
I[P~y X1 EEHEL, [Py F1LELCNy XTIy NehTuenfbl, Ny k
PHOLT S, bbb, kS NLH ANy MME, XA a2 —KIZI P~y & 1208 FE (TP
YT EEINTWSE, LIRS T, AL vF20—1 205806353 v b ORI,
TPy A1 —1IPAy X1l —Xfa—K| b,

(005 7]

o, TPy 1 —1PAy&dl—_"qua—K] oI35, JgiHo [T PNy &
1] BB TenitEni\rv koI P~y e, Ko TP~y X1 —
A a— K] OBy Ko o B ish T fbEniz\rv hoxAfa—RKeipsb,

(005 8]

mB., Ny hoh T oz ovnaix, i, RFC1701, RFC27
84 THRENTWSLGRE (Generic Routing Encapsulat
ion) kDA EZHOCIITZRY,
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(005 9]

[~ FZEPBEEE O]

RIT, N FEPGEE 3 01, AﬁéMKAb/h@IP«/&lévmb 7R A
R Z T, TPy 121 Py X210 TD,

(006 0]

W ZAE, ~y FEIEE 3 01, AHNENE Ay b I Py X 13BWT, 2%
IP7RLAMTFSAR—~EL7RLA 192, 168, 0. 10) ofE. 2ol P~
w1, BEHRIP7RLANZa— L7 RKL2 110, 0, 0, 10 oI P~y
2RI D,

(006 1]

ZDOEIITLT, Ny FEPEE 3 OIL, ANy hol Py X1 %, Hin
éﬁ%ﬁOIPA/&Z’“WL Ny WElgET S, 22 TlE. Ny AZTFEE3 0
., HE P 5 ENTOSL I Py ¥ 1 odEHO L O Z B EBRL T,
b@KIP&vﬁ2€&4n~RKﬁﬁbt&\Nﬁvh%%ﬁ?éoLtﬁof‘%ﬁ
ENLAy hokklt, TIPANyX2—IPAuS1l—_NA1a—R] it

(006 2)
Iobhb, Ny FEPIEE 3 OL., AAfvF20—11ohFenibkEdniz\rv h%
ﬁﬁbt@\rlPA/ﬁl—lPA/ﬁl—AKE K| o556, A7 {bEnsN

oy hD I PNy X TCHLHD T PNy &1 Ok, T1I PNy ¥ 2] ([T
5,

(006 3]

oG, TPy F2—1PAydl—xXqua—K] &35, JgiHo [T PNy &
21 DENMBEREINDLE ANy RO LI PNy e, KD T PNy F 1 —XAfa—
K1 o Rk Xy b)) DA SIAL Ay hoNAfa—KNeigsb,

(006 4)

[ 2 A A v F OENE]

KIZ, A4 v F20—21%8 ANEhie"ry veh7eVbeEya—r2 1 —2120%
97,

(006 5]

ﬁftwm%V;ﬂw21—2@\3be~510ﬁ%%EéMKﬁ@\§@m“v

F PG Ny T DORT (M) oy FEBNERE L Tar ha—J2x 575 & Hic
z%f%f/%’/ﬁfwmvﬁﬁwﬂﬂi%iﬁhfE@ﬂW\vﬁﬁ%ﬁHﬁE@ﬁ?wﬂﬂ:§%
A HAER 21T, BIE, ZE/N 7y "o —HoAo e T L2k, Eik~y
DR T DN LTS, X, EAr Y MC2BEH D~y & (A~ Y %) W3
HINERRETLUIEEZITY ] EOIWCRELTHRWD,

(006 6)

TETlE. ATNMAEEY a—v2 1 — 21k A hi= Ay ash T nibEhs
NIy NTHLMER L. BV bE iz "y K THNIE, TI PNy ¥2—1 P
v A1 —Xfa—K] &35, IPA/&ZZIPA/&léﬁmbf‘:h%@NT(
M) BRIy FEIREREERL., 2> ba—F 1 0ICE(ET 5.

(006 7)

FIRoFCHIIE ~y FEBERTE, TRETIP7RLAn 1192, 168, 0

10 28710, 0. 0. 10 IT&EINZ] &) ZeERTERIIRS.,

(006 8)

Fl, h7eLEY 2 — 21 —21% ANShiz by Mol TP~y ¥
2— 1PNy 1l—_"A0—=K| &56, WHDO I PNy Z2%BELL, ROV TT P
w1 =A== K] OFsy (ko v ) o525, T1TP~yX1] 2 TP~y
H2] ICEEIAR D,

(006 9]

SHEIIILT, HTENMALEY 2 — 2 1 —21F, KR 7y ML T, T P
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A1 ZMELTTI Py 22X A a— N5 L72%. Ny Nedinied 5, L7z
> C, BEESNDE Ay botKRIE, TIPAy F2—_NAua—FK] &b,

(007 0)

PIFDOEDITEHEFT 228 T, Ny FEREE3 02 Ul - BEEITLZ 2w, A
YhE—F1 0%k, Ny FEPEREZIET L2208 TE, ZoEREHWWTVa—01B
PRSe]EE 72 B,

(007 1)

CICH A ]

BB, AL wvF20 (20—i. i=1~n) IBTAUIE GEEHITo TH T4k
1. ROZEHTO THh 7Ly ) X, 2> ha—5 1 0 HHAMT- TH Ry,
ZoFG., 2rka—510, A7enfbkeya—n121 (21—i, i=1~n) %
fizsb, AL wvF20 (20—i., i=1~n) & AHNEhE"»rv Ntk ar o
—Z 1 0IZ L. WEE L LTSI R 2T 45, AR 1B T, AL vF 2
O— 1k TXREXIy N Zarba—F10EEL, 0L LTCaYyha—510
e Th7enfbaen/iz \rv ) 2%ET5H, /2. AAvF20—21% Th7wL
ftanfznyry b 2arbkma—51 01X ZL, WEFeLTaryha—J1 006 &
PR~ DB G- ENT=r vy N 2595, LT, DERRIGHT TR0 T
PITHOZEMTCEBLLIE. A7 EYa—21 (21 —1i. i=1~n) OFE
(FT{E) &, a2 hra—51 0| AALyF20 (20—i, i=1~n) fHlovyd
THORW, M, A1 vF20 (20—i, i=1~n) tarla—>10oWgTAl
HE2IT5 2 bagETH 5, MAIE. WOy MEAAvF20 (20—i. i=1
~n) ETUIEZ TV, EEVO—0 Xy MNMIar ha—51 0 ETUIEERITS kDI
LTH R,

(007 2]

F/2, 22 CLE o (oD, I P Y v RENATTERT L EHICONT
AL T AHAS MACZ7L—LEMAT (MAC Address Translat
i on) CEWTLEMP, TCP UDP ¥ v hENAPTCEWTLEMDONT
b, [ HETEMTHZ e TEDL, FECHE., VLIV 3D I Py FICRST. L
AX2LPOLANVAETOETDONY FEBEIRONRET HZ & TEL, BARMNITIL
IFEHOMHIZBTS TT PNy (In~yd) | 2 Toa—oll— L7185 R
DLFRXAE—5R) LA B A D,

(007 3]

(1 oh T NALE Y 2 — )L DEIfF]

H2oova—Fy—hE2HNWT, B 7l{bET2—I02 1 — 1 MR DWW CErig g
5,

(007 4)

(1) 25w 7S101

HS e e 2a— 121 —11 Ny "2 9 5, ZZClk ey otk
Bldk, TIPAy ¥l —_Aua—K] 9%,

(007 5]

(2) 25v/S102

Kz, h7enfbeya—2 1 — 11, Gy NS 72 Abit g o~ v KT
BHLINE D DPERERT S,

(007 6)

(3) 25 v 78103

T NATS D B TCHLIGE. W7t EY 2a—n21—11F I P~y ¥
1Z2HIHL, 1P~y X1 2HWL T, BLIP~Ny &1 THARIMMEITH, Z05E
LNy ol TI PNy X1 —1IP~Ny Xl —_Aa—FK] &5,

(007 7]
(4) 25 v7S104
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HTNALEY 2= 21 —11F, AAvF20—1%2NL Ty hElET S, K
TN RNy BTHLIGE. Ny hokERRiE. TIPAy 1 —1P~yH1
— XA T— K] THL, HhT7uetitgo "y N Thaunigs, Xy hokgikit, 11
P~y Z1l—X_XAMa— K] TH5D,

(007 8]

[~y &P E OENE]

Ny AEPREEE 3 OlE, Bk SNy R I PNy ZEEI L, h 7 {LEh
o\l NTHLEE, Ny FEBEEI O, Ny holikz, TTIPA~y &1 —1
PN~y 1l—_XAfa—K| 8 TP~ ¥2—IP~yw&1l—_Aa— K| 2EZHIT L
. TR ENTZ AN v KTEROGIGE. Ny FEPREFE 3 0. Ay hofEkE, T
I[P~y d1—_"Aa—=K] o [T PNy ¥2—_XAua— K] [TZEHT 5,

(007 9]

Ny AEPRREE 3 0 DTS D CIE. ARFENEH oL Tlde <. — N2~y 7 &
PATH LD, mHZHIET 5,

[0080]

(552 D h TN Y a— LDOEIE]

iz, H3wmva—F vy —hE2HNWT, h7l{tela—r2 1 — 2002 ousT
Gl SRS

(008 1]

(1) 25 v7S201

HTENALEY 2= 21 —21F, vy KE2ZET 5,

(008 2]

(2) 257 v 7S202

NIZ, AT eNEEY 2 —Iv2 1 — 218 a2~y bsh 7 enibsniz "y ¢
BHLINEDPERERT S, h T AbEn v hTHLIEE. Ny holEkid, T
[P~y H2—1TP~~yZ1—_"A1a—FK] ThHbH, h7eibEIni\lry N Thnty
O Ny hotERkE, TT Py ¥ 2—XAa—K| ThHo,

(008 3]

(3) A57v 75203

HTubENTZ Ny B THLIGE. h e bk  a— 21 —21F I P~y ¥
2 I PNy 10" 252l ~y FEBREREIENRT S, ~y FEZPERT, 23
B~y Z TT P~y 1] &, BE~Ny Y TTPANy 72 X7 () b,

[0084)]

(4) 257 v7S204

NS, A7 eMMEEY -2 1 =21 fERE N~y FERERE =2 ba—F 1
OlTIXET 5.,

[0085]

(5) 25v/S205

K, h7enfbeya—n21 =21 hr7enfbEnz<xry h TT PNy ¥2—
[P~y H 1l —_Aa—K] 6 TP~y H2) L. Yo TP~y # 1 —X
AHE—K] OFMITL T, TTIPAy¥1)] & TIPANy &2 BESPRL, 2ok
E, AW T MR 2 — b2 1 — 21 &mINSRELRLE TLI PNy ¥2) ZERE~Ny &
CLTHRIFLTHBE, B TL PNy ¥ 1 —~NAma— K] O 6LMmAT~y & 1
P~y 1] ZBpEL. ZfE~vZ [T PNy 2] X1 a— RKIIHERXS, 974
b, ANy & TT PNy &1 2FE~y X [T PNy 2 ITERT L, B
3. e bEan/z=>"y vk TTI PNy H¥2—1IP~y ¥ 1 —XAa—K] 5 —-HL
THONyF TITPNyF2—1P~y¥1] 2BRELEE. ZE~v & TTIP~Ny &2
] OBRRAT— RIHGT25, E, ZEry NP5 ahiz2BHo~y &7 (]
Ny XTI PNy ) Z2FETDUHEEZITS, 2Tk, Ny holEpkid, 11
PNy X2—XAf1a— K| rith,
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(00 886)
(6) A5wv/S206

HhTenfbeya—n21—21k AAvF20—2%ENL Ty hEilnE A
o hotERlE. TT PNy F2—XAMma—K] ThHoh

[0O08 7]

[ 2 ]

B, Aarbha—3 103 ~y FERERE EIE TR BUERIEANT v
Nk T nAbZ b A L OITNEEL TH Hue,

(008 8]

Pl k212, A7 fbtEya— 21— 1A TIIALETY 2a—IL2 1 —208%F
The Ny o7l KONy FEREROPIG LTI 2 &Ik, ar hma—
FTIIEFF] & R O 7 a2 — O CEAREZILYE T 5 Z 2 AYT &, Ny FEPEEE Ll L
TG ETCH e — 0B EEE 1 5,

(0089)

<ASFEBH DR >

RFEHATIE, A=Y 7B —lBIL5A v FDO—2THL0penVSwitchif
IRFEEL T\ ry b 7 AbREEEZ R L T, ~y FEIEFEORIR c 7 a—%
skl 9L UL ERIRT S,

(0090)

AFEBA T, M4 1RT DI, Ny by FEILEE ORI ®H D A A v T3,
Ny RO Oy LRI ANy A2 BHE L Ty K2 T IL{bd 5,

(009 1)

ZrClE. Xy FPKTOWANYy FHO, A —RPO%FoTCWwWA22%2PKT
0= (HO. PO) KT Z2iZT 5, §72bb., "Nryv hPKTOE2XTN /AL v
FS 0k HOZZHLCE U~y FHOZEWL, v NRPKTOZN 7L T
Ny RPKT1 2ERTE, 2%, Xy v RPKT1= (HO. (HO. PO) ) &
A

(009 2]

DNy RPKT 10Ny FEPFLET O 2B LEZoNNry "2 PKT 2295
. PKT2= (H1, (HO, PO) ) &Y, ~o¥NWHOMNSLHIIIEHEINS Z
b,

(009 3]

KT, COPKT 2207224 v FS 1L H1EHOZAEKRLZ 2ITED,
Ny AEBEEET O LY, JLOHO D~y ¥WH 1 ICEBI N2 2005

(0094)

To%k, A4y FSIUEPKT2% (H1., PO) ITESMAT Y v NEE(ET 5,

(009 5]

ZDOEITTHIE T, Ny ¥YEPEEFET OICIEZINA S Z &7, Ny FEPEEE
DR T 7 — D3GR EIET 2 2 23T X, 7o — iR gEr 2 5,

(0096)

UL®$9 KFRIATIE, AL vFICT (UEAA v FPOEREZTma> ha—

120 . /\77/}\%/'77{_}1/&?60 Z DR, BifFo~Ny X ERIC Ny X T h 7wl
m?é LICkY., Ry NT—2 - TS5 A47 2 ABEZICIE. 2N » MISERE] & 4
Ho 2O~y ZVMEL T 2 &2k s, Chz2AHL T, 7a—oiBifdsfaEy
5,

(009 7]

<LF >

KFERHTlE, A—T 78—y T =7 D LI 7 —R—=ZADRy T =725
T, BT "y ZELEIC Ny X 2{fES TNy e h 7 b9 52212k D.,
NATR, NAPTEHEDONry "y FEERT L EDInry NT—0 - TTIA4FT 2 A
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ZRHLABEICH, ZOHIE T2 2070 — O CEEITYE TS, =2 R — -
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO.
15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1 7407
21254 7590 04/11/2016 | v ep—
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD ONAMUTL GBEMILEKE J
SUITE 200
VIENNA, VA 22182-3817 | ART UNIT | PAPER NUMBER
2463
| MAIL DATE | DELIVERY MODE
04/11/2016 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
15/072,558 MORIMOTO, MASAHARU

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
GBEMILEKE ONAMUTI 2463 ,S\l*gt”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)[X Responsive to communication(s) filed on 03/17/2016.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)[X Claim(s) 1-20 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7) X Claim(s) 1-20 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

)
)
)

participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/eatents/init_events/pph/indax.jsp or send an inquiry to PPHfesdback@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[X] The drawing(s) filed on 03/17/2016 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)XJ Al b)[] Some** ¢)[] None of the:
1.[X] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s})
1) |:| Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) & Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date . ) ther: .
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20160404
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Application/Control Number: 15/072,558 Page 2
Art Unit: 2463

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Claim Rejections - 35 USC § 101

2. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof, may obtain a patent
therefor, subject to the conditions and requirements of this title.

Claims 1-20 are rejected under 35 U.S.C. 101 as not falling within one of the four
statutory categories of invention and the claimed invention is directed to non-statutory
subject matter.

Claims 1-20 disclose abstract idea(s) in the defined claimed invention, directed
to a judicial exception without adding significantly more. Specifically, the defined

claimed invention recites an abstract idea, which comprises ‘receiving rules and actions

from a controller; identifying, based on the rules, a received packet; duplicating a part of

a header of the identified packet as an additional header when the identified packet

comprises a target of encapsulation; encapsulating the identified packet by the

additional header; and processing, based on the actions, the identified packet’, which,

when analyzed as a whole, while considering the additional limitations individually and

as an ordered combination, adds nothing significant beyond organizing, storing,

encapsulating and transmitting of packets, which have been recognized as examples of

abstract ideas.
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Application/Control Number: 15/072,558 Page 3
Art Unit: 2463

Hence, the defined invention is directed to a judicial exception per the United

States Supreme Court in Alice Corporation v. CLS Bank (2014) since the defined

invention does not amount to significantly more than the underlying abstract idea of

organizing, storing, encapsulating and transmitting of packets, which have been

recognized as examples of abstract ideas.

Double Patenting

3. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least
one examined application claim is not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.
1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory

double patenting ground provided the reference application or patent either is shown to
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Application/Control Number: 15/072,558 Page 4
Art Unit: 2463

be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement. See MPEP §
717.02 for applications subject to examination under the first inventor to file provisions
of the AlA as explained in MPEP § 2159. See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for
applications not subject to examination under the first inventor to file provisions of the
AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/forms/. The filing date of the application in which the
form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out
completely online using web-screens. An eTerminal Disclaimer that meets all
requirements is auto-processed and approved immediately upon submission. For more
information about eTerminal Disclaimers, refer to

http://www.uspto.gov/patents/process/file/efs/quidance/eTD-info-I.jsp.

4. Claims 1-20 are provisionally rejected on the ground of nonstatutory double
patenting as being unpatentable over Claims 1, 3, 4 and 6-20 of copending application
No.: 13/983,001 to Morimoto, Masaharu. Although the claims at issue are not identical,
they are not patentably distinct from each other because Claims 1-20 of this instant
application is obvious variant of Claims 1, 3, 4 and 6-20 of copending application No.:
13/983,001 to Morimoto, Masaharu in that they contain substantially the same subject

matter.
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Art Unit: 2463

This is a provisional nonstatutory double patenting rejection because the

patentably indistinct claims have not in fact been patented. See the table below:

Co-Pending Application 13/983,001 Instant Application 15/072,558
Claim 1 Claim 1
Claim 1 Claim 2
Claim 1 Claim 3
Claim 3 Claim 4
Claim 4 Claim 5
Claim 3 Claim 6
Claim 4 Claim 7
Claim 4 Claim 8
Claim 4 Claim 9
Claim 6 Claim 10
Claim 7 Claim 11
Claim 7 Claim 12
Claim 7 Claim 13
Claim 10 Claim 14
Claim 7 Claim 15
Claim 11 Claim 16
Claim 15 Claim 17
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Application/Control Number: 15/072,558 Page 6
Art Unit: 2463

Claim 7 Claim 18
Claim 8 Claim 19
Claim 8 Claim 20

Examiner’s Note

5. Examiner has cited particular columns and line numbers in the references
applied to the claims above for the convenience of the applicant. Although the specified
citations are representative of the teachings of the art and are applied to specific
limitations within the individual claim, other passages and figures may apply as well. It is
respectfully requested from the applicant in preparing responses, to fully consider the
references in their entirety as potentially teaching all or part of the claimed invention, as
well as the context of the passage as taught by the prior art or disclosed by the
examiner.

In the case of amending the claimed invention, applicant is respectfully
requested to indicate the portion(s) of the specification which dictate(s) the structure
relied on for proper interpretation and also to verify and ascertain the metes and bounds

of the claimed invention.

Conclusion
Any inquiry concerning this communication or earlier communications from the

examiner should be directed to GBEMILEKE ONAMUTI whose telephone number is
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Application/Control Number: 15/072,558 Page 7
Art Unit: 2463

(5671)270-5619. The examiner can normally be reached on Monday-Friday, 8:30 AM -
5:00 PM (EST).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, MARK RINEHART can be reached on (571)272-3632. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/GBEMILEKE ONAMUTI/
Examiner, Art Unit 2463
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits Search Query DBs Default iiPlurals jiTime
# Operator Stamp
L3 57 switch with (receiv$3 or recept$3) US-PGPUB; #ADJ ON 2016/04/04
near3 (data or frame or packet) same {{ USPAT; 13:31
(table or database) with flow same USOCR;
(rule or policy or policies) and FPRS; EPO;
(modif$7 or chang$3 or adjust$3 or JPO;
translat$3) near3 (header or DERWENT;
preamble) IBM _TDB
L5 1659018 {{H04L$.CPC. US-PGPUB; HADJ ON 2016/04/04
USPAT,; 13:33
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
L6 156 3 and 5 US-PGPUB; H#ADJ ON 2016/04/04
USPAT; 13:34
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
L7 H98 encapsulat$3 near3 (packet or frame {{US-PGPUB; :ADJ ON 2016/04/04
or data) same (addition$3 or extra or { USPAT; 13:38
add$3 or supplement$3 or new or USOCR,;
padd$3) near2 (preamble or header) i FPRS; EPC;
same (duplicat$3 or correspond$3 or {i JPO;
"same" or equivalent) near3 (header { DERWENT;
or preamble) IBM _TDB
L8 i3 (rule or policy) same (packet or data {§US-PGPUB; {{ADJ ON 2016/04/04
or frame) same (duplicat$3 or USPAT; 13:41
correspond$3 or "same" or USOCR;
equivalent) near3 (header or FPRS; EPO;
preamble) same (addition$3 or extra {} JPO;
or add$3 or supplement$3 or new or |} DERWENT;
padd$3) near2 (preamble or header) i IBM _TDB
same encapsulat$3
L9 55 encapsulat$3 near2 (packet or data) {{US-PGPUB; i{ADJ ON 2016/04/04
with ("same" or similar or duplicat$3 § USPAT; 13:42
or correspond$3 or equivalent) near2 { USOCR,;
(header or preamble) with (packet or {{ FPRS; EPO;
data) near2 (header or preamble) JPO;
DERWENT;
IBM_TDB
L10 ii88 HO4L$.CPC. and encapsulat$3 near3 {US-PGPUB; #ADJ ON 2016/04/04
(packet or frame or data) same USPAT; 13:45
(addition$3 or extra or add$3 or USOCR,;
supplement$3 or new or padd$3) FPRS; EPO;
near2 (preamble or header) same JPO;
(duplicat$3 or correspond$3 or DERWENT;
"same" or equivalent) near3 (header § |IBM_TDB
or preamble)

EASTSearchHistory.15072558_AccessibleVersion.htm[4/4/2016 2:41:33 PM]
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EAST Search History

L12 i1 (receivd3 or recept$3) near3 (rule or {US-PGPUB; #ADJ ON 2016/04/04
policy) with (packet or frame oe data) if USPAT; 14:17
same (duplicat$3 or correspond$3 or i} USOCR,;

"same" or equivalent) near3 (header {§ FPRS; EPO;
or preamble) same (addition$3 or JPO;

extra or add$3 or supplement$3 or DERWENT;
new or padd$3) near2 (preamble or § IBM_TDB
header) and encapsulat$3

S1oit4 ((MASAHARU) near2 US-PGPUB; #ADJ ON 2016/04/04
(MORIMOTO)).INV. USPAT 11:45

S i22 ((MASAHARU) near2 EPO; JPO; HADJ ON 2016/04/04
(MORIMOTO)).INV. DERWENT 11:45

EAST Search History (I nterference)

< This search history is empty>

4/4/2016 2:41:30 PM

C:\ Users\ gonamuti\ Documents\ EAST\ Workspaces\ 15072558.wsp

EASTSearchHistory.15072558_AccessibleVersion.htm[4/4/2016 2:41:33 PM]
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Examiner Filing Date
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U. 8. Patent Application Publications
Examiner Filing Date
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Foreign Patent Documents
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Yes No
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US Office Action dated August 18, 2015 in co-pending Application No. 13/983,001.
US Office Action dated January 15, 2015 in co-pending Application No. 13/983,001.
English Translation of PCT/ISA/237 (written opinion of the international searching authority, dated
January 17, 2012).
PCT/IB/373 dated August 21, 2013.
E iner ‘ . Date Considered
xamin /Ghermileke Onamuti/ e 04/04/2018
Examiner; Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant,
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Other Documents (Including Author, Title, Date, Pertinent Pages, etc.)
Chinese Office Action dated June 3, 2015 with an English translation thereof.
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[Ghemiieke Onamuti/ 04/04/2016
Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conforman;:e and not considered. Include copy of this form with next communication to Applicant.‘ v

CONSIDERED EXCEPT WHERE LINED THROUGH. /G.CJ
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Filing Date Group Art Unit
Conevccenti Werecdiny Not VexAssho
U. S, Patent Documents
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citation if not in conformance and not considered. Include copy of this form with next communication to Applicant.
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Information Disclosure Citation

Docket Number

Application Number
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U. 8. Patent Documents
Examiner , , Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)
U. S. Patent Application Publications -
Examiner ' Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)
Foreign Patent Documents
Examiner .
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JP 2005-210518 (A) | 08/04/2005 | Japan ABS
JP 2010-199669 (A) | 09/09/2010 | Japan ABS
Other Documents (Including Author, Title, Date, Pertinent Pages, efc.)
International Search Report (ISR) (PCT Form PCT/ISA/210), in PCT/JP2011/004601, dated
January 17, 2012.
"OpenFlow Switch Specification, Version1.0.0”, [online] December 31, 2009, the Internet (URL:
hitp://www.openflowswitch.org/documents/openflow-spec-v1.0.0.pdf)
Yokoyama, et al. “Proposal of the mechanism to identify the End-to-End flow over NAT gateways.”
IPSJ SIG Notes, vol.2001, No. 59, June 8, 2001, pages 95-100.
Examiner /Ghemileke Onamuti/ Date Considered

(4/04/20186

Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

BIB DATA SHEET
CONFIRMATION NO. 7407

SERIAL NUMBER FILINgAgrrE 371(c) CLASS GROUP ART UNIT ATTORN'\IJE(\)(.DOCKET
15/072,558 03/17/2016 370 2463 11USFP2759-C1
RULE
APPLICANTS
NEC Corporation, Tokyo, JAPAN;
INVENTORS

MASAHARU MORIMOTO, Tokyo, JAPAN;

*k CONTINUING DATA kkkkkhkkhkhkhkkhhhhhkhhhkhhd
This application is a CON of 13/983,001 07/31/2013 PAT 9313128
which is a 371 of PCT/JP2011/078439 12/08/2011

*k FOREIGN APPLICATIONS kkkkhkdkhkhkhhhkhkhhkhkkhkhkkd
JAPAN 2011-031752 02/17/2011

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **

03/30/2016
Foreign Priority claimed M ves Lo STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met aYes D No D M?Sv?gr?ée COUNTRY DRAWINGS CLAIMS CLAIMS
Verified and gi[\?AE'\IXILIJI:rI?/KE J JAPAN 4 20 4
Acknowledged “Examiners Signature Tnitials
ADDRESS

MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD

SUITE 200

VIENNA, VA 22182-3817

UNITED STATES

TITLE
NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

|Q All Fees
|0 1.16 Fees (Filing)

FEES: Authority has been given in Paper |

FILING FEE ; ;
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT [0 1.17 Fees (Processing Ext. of fime) |
2020 No. for following: |EI 1.18 Fees (Issue) |
|EI Other |
|0 Credit |

BIB (Rev. 05/07).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1
CONFIRMATION NO. 7407
21254 PUBLICATION NOTICE
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD LD TR
SUITE 200

VIENNA, VA 22182-3817

Title:NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Publication No.US-2016-0198025-A1
Publication Date:07/07/2016

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Masaharu Morimoto

Serial No.: 15/072,558 Group Art Unit: 2463

Filed: March 17, 2016 Exafniner: ONAMUTI, GBEMILEKE J

For: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Honorable Commissioner of Patents
Alexandria, VA 22313-1450
INFORMATION DISCLOSURE STATEMENT

Sir:
Under the provisions of 37 CFR §1.97 through §1.98 and pursuant to applicant's duty of

disclosure under 37 CFR §1.56, applicant respectfully brings the following documents, cited in
the Extended European Search Report and listed on the attached form PTO-1449, to the attention
of the Examiner in charge of the above-identified application. Copies of the listed documents are
provided herewith for the convenience of the Examiner.

In compliance with the concise explanation requirement under 37 CFR §1‘.98(a)(3) for
foreign language documents, Applicant encloses herewith a copy of a corresponding Search
Report citing such documents, together with an English-language version (if not already
included) of that portion of the Search Report indicating the degree of relevance found by the
foreign office.

This citation does not constitute an admission that the references are relevant or material

to the claims. They are only cited as constituting related art of which the applicant is aware.
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Docket No. 11USFP2759-C1 2
Serial No. 15/072,558

I hereby certify that each item of information contained in this Information Disclosure
Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure

Statement.

It is respectfully requested that the listed references be considered by the Examiner and
formally made of record in this application.

Please charge any deficiencies in fees and credit any overpayment of fees to Attorney’s
Deposit Account No. 50-0481.

Respectfully submitted,

Farhad Shir
Registration No. 59,403
Sean M. McGinn, Esq.

- Registration No. 34,386

Date: %/Z, ji 6

McGinn Intellectual Property Law Group, PLLC
8321 Old Courthouse Road, Suite 200

Vienna, VA 22182-3817

(703) 761-4100

Customer No. 21254
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Docket Number Application Number
11USFP2759-C1-SU (KUD.486CONT) 15/072,558
Inventor:

Information Disclosure Citation | Masaharu Morimoto

Filing Date Group Art Unit
March 17, 2016 2463
U. S. Patent Documents
Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)

U. S. Patent Application Publications

Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)

2005/0208947 A1 09-22-05 | Bahl

2010/0161795 A1 06-24-10 | Deridder, et al.

Foreign Patent Documents
Examiner
Initial Ref | Document Number Date Country Class Subclass Translation
Yes No
Other Documents (Including Author, Title, Date, Pertinent Pages, etc.)

Extended European Search Report dated May 4, 2016.
Wang, et al. “Tracking Anonymous Peer-to-Peer VolP Calls on the Internet’, Proceedings of the 12t
ACM Conference on Computer and Communications Security, 7 Nov. 2005, p. 81-91,
XP001241622.
Lee, et al. “ICMP Traceback with Cumulative Path, An Efficient Solution for IP Traceback”, In:
“Correct System Design”, 1 Jan. 2003, Springer International Publishing, Cham 032548,
XP055268616, vol. 2836, p. 124-135.

Examiner Date Considered

Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant.
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a2 Patent Application Publication o) Pub. No.: US 2005/0208947 A1

as United States

Bahl “3) Pub. Date: Sep. 22, 2005
(54) VIRTUAL PRIVATE NETWORK STRUCTURE  (52) U.S. CL oo msmnsvsssnessss s 455/450
REUSE FOR MOBILE COMPUTING
DEVICES
&) ABSTRACY
(75) TInventor: Pradeep Bahl, Redmond, WA (US)
Correspon dencé Address: A method and mobile node are disclosed that facilitate
I;EYD};G VOIT & MAYER LTD persisting virtual private network structures across multiple
TWO PR’UDENTIAL PLAZ’ A SU.ITE 4900 network addresses assigned to the mobile node. The method
180 NORTH STETSON ’ includes initially setting up a virtual private network tunnel
] between a mobile node and a virtual private network tunncl
CHICAGO, IL. 60601-6780 (US) server. Virtual private network structures that support the
73} Assi . Mi ft Cor tion, Redmond, WA virtual private network tunnel are based upon a home
(73)  Assignee jcrosoft &-orporation, Recmory address specified for the mobile node. When the mobile
(21) Appl. No.: 10/804,357 node changes aclidrcsses., the mobile node transmits a bindjng
update to the virtual private network tunnel server specify-
(22) Filed: Mar. 19, 2004 ing the new network address. Thereafter, a mapped relation
is created from the new network address to the home address
Publication Classification for the mobile node, thereby facilitating continued use of
virtual private network structures that are based upon the
(BL) It CL7 canness s ssrssssnsnarn HO04J 3/24  home address for the mobile node.
[ e
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US 20100161795A1

° ~
a9 United States
az Patent Application Publication @0 Pub.No.: US 2010/0161795 Al
Deridder et al. 43) Pub. Date: Jun. 24, 2010
(54) APPARATUS AND METHOD FOR Publication Classification
MULTI-USER NAT SESSION 1) Int.Cl
IDENTIFICATION AND TRACKING GO6F 15/16 (2006.01)
(75) Inventors: Darren Deridder, Ottawa (CA); (52) US. Cl it 709/224
Kelvin Edmison, Ottawa (CA);
Robert Gaudet, Ottawa (CA) 7N ABSTRACT
) A method and apparatus are provided for identifying and
8%?21)2%1:; é (;jh;:ss. tracking multiple computer user sessions associated with a
gty , network address translation (NAT) device coupled to a com-
3T5‘37 (? HOUSTON CENTER, 909 FANNIN, SUITE puter network. Data packets originating from the NAT device
containing a request to a destination server coupled to the
HOUSTON, TX 77010 (US) computer network are received. A client source address asso-
. . ciated with the data packets is determined where the source
(73)  Assignee: KINDSIGHT, Sunnyvale, CA (US) address associated with the NAT device. One or more session
. entries associated with the client source address can then be
1) Appl. No.: 12/645,332 determined, wherein the session entries are stored in system
_ state information. A session signature can then be determined
(22) Filed: Dec. 22,2009 based one or more characteristics defined by the data packet
Related U.S. Application Data header information and/or request header information in the
- APP one or more data packets, the session signature vniquely
(60) Provisional application No. 61/140,066, filed on Dec. identifying one of the multiple computer user sessions
22, 2008. coupled to the NAT device.
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European Patent Office
Patentanit 80298 MUNICH
0) Fater ifce GERMANY

Office europben
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Questions about this communleation ?

AR D O J—————

: EINGEGANGEN
Vossius & Plartner ) ] Vossius & Partner
Patentanwilte Rechtsanwaélte mbB T e
Sieberistrasse 3 “ 0 4 Mai 2016
81675 Mtinchen
ALLEMAGNE ;
' b Jrtm
Date
04.05.16
Reference Applisation No./Patent No,
W2a384 EP

11858533.0 - 1505 /2677705 PCTAP2011078438
Applloant/Proprietor

NEO Qorporation

Communication
The extended Europsan search report is enclosed.

The extended European searoh report includes, pursuant to Rule 62 EPGC, the supplementary European
search report (Art, 163(7) EPC) and the European search opinion,

Copies of documents cited in the European searoh repart are attached.

B4

1 additional set(s) of copies of such documents is (are) enclosed as well.

Refund of the search fee

If applicable under Article 9 Rules relating to fees, a separate communication from the Receiving Section
on the refund of the search fee will be sent later.

Should you wish to further prosecute this application in the examination phase, yout attention is drawn to
the provisions of Rule 70a EPC. An invitation to respond to the extended European search report will be
issued shorly (R. 70(2) EPC).
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Europllschas
Patacitamt
European
Patent Office

Offlce européen
des brevets

SUPPLEMENTARY

N

£PO FORM 1503 03.52 (PO4C04)

EUROPEAN SEARCH REPORT

Application Number

EP 11 85 8533

DOCUMENTS CONSIDERED TO BE RELEVANT
Category Gitation of g??;;g‘vﬁtv;ggsl’;gt:“m' where approptiate, Eeéleav’z:nt g‘géf%;l_ﬁgnogp%l; THE
A Henry C. J. Lee ET AL: "ICMP Traceback 1-8 INV,
with Cumulative Path, an Efficient HO4L12/413
Solution for IP Traceback" HB4L12/46
In: “Correct System Design", HO4L12/935
1 January 20603 (2003-01-01), Springer HO4L12/741
International Publishing, Cham 032548, HO4L12/26
XPO55268616,
ISSN: 0302-9743
ISBN: 978-3-642-23953-3
vol. 2836, pages 124-135, DOI:
10.1007/978-3-540~39927-8_12,
* Section 1-2.3 *
A,D | "OpenFlow Switch Specification Version 1-8
1.0.0 ( Wire Protocel 0x01 )",
INTERNET CITATION,
31 December 2009 (2009-12-31), pages 1-42,
XP002719303,
Retrieved from the Internet:
URL:??tp://archive.opegf]ow.org/documents/
openflow-spec-v1.,0,0.pdf TEGHNICAL FIELDS
[retrieved on 2014-01-27] SEARCHED _ (PO)
* the whole document * Ho4L
X US 2010/161795 Al (DERIDDER DARREN [CA] ET{1-8
AL) 24 June 2010 (2010-06-24)
* abstract *
* figure 3 % :
* paragraph [0003] - paragraph [0006] * -
* paragraph [8019] - paragraph EOOZl] *
* paragraph [0027] - paragraph [0037] *
- / [
The supplementary search report has been bagsed on the last
set of olaima valld ‘and avallable at the start of the search.
Place of search Date of complation of the search Examiner
Berlin 27 April 2016 Siebel, Christian
OATEGORY OF CITED DOCUMENTS T : theory or prinolple underlylng the invention
E: earller patent document, but published on, or
X : partioularly relevant if taken alone after the filing date
Y : partioularly relevant If combined with another D : document alted In the application
dooument of the same category L : dooument olted for other reasons
A : teohnological background e NN e bbb s e stR ATt R Ty
O non-written disclosure & : member of the same patent family, corresponding
P : Intermediate dosument document
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EUROPEAN SEARCH REPORT

Offlca européen
des brevats

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 11 85 8533
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D5 US 2005/208947 A1 (BAHL PRADEEP [US]) 22 September 2005
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D1 is seen as being known to the person skilled in the art (standard),

L. Clarity (Ari. 84 EPC

The following subject matter is not clear.

I-1.1 Each invention should solve a problem. Reading the independent claims, even
claim 7, it is unclear which problem is solved by encapsulating a packet with the same
header, OpenFlow being state of the art and independent of whether a header is
added to a packet or not. Hence, essential features (Art. 84 EPC with Rules 43(1) and
(3) EPC) are missing.

I-1.2 Claim 2 (see also claim 5): Here again no problem is solved by transmitting two
headers to a controller, NAP/NAPT being state of the art. Hence, essential features
(Art. 84 EPC with Rules 43(1) and (3) EPC) are missing.

1-1.3 Claim 3 (see also clalm 6) cites "said encapsulating module has ...
- a function to translate the encapsulated packet to a packet to which only the header
data at the head is given, and to hand to said swiich."

This is not understood. What is meant by translating an encapsulated packet? In any
case there is a header data at the head: this is always valid for a packet,
encapsulated or nof,

And finally, here again no problem is solved. Hence, essential features (Art. 84 EPC
with Rules 43(1) and (3) EPC) are missing.

Il. Inventive step (Article 56 EPC

£EPO Form 1703 01.91TRI
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Furthermore, the above-mentloned lack of clarity notwithstanding, the present
application does not meet the requirements of Article 52(1) EPGC, because the
subject-matter of independent claims 1, 4, 7-8 does not involve an inventive step in
the sense of Article 56 EPC.

1I-1 Independent claims

The document D1 is regarded as being the closest prior art to the subjeci-matter of
claim 1 and discloses (the references in parentheses applying to this document):

A network system comprising:

- a switch having a function to process a reception packet based on a set entry of a
flow table;

- a controller having a function to receive an inquiry of the packet from said switch,
and to set the entry defining a rule and an operation to uniformly control packets to
said flow table of sald switch; and

an-epeapsulating module having a function to recelve the packet from at least one of
said switch and said controller and-to-encapsulate-the-pasketby-using-a-same-header

as-a-headerof-the-packet. to forward the packet (Features describing OpenFlow method:
D1, section 2 eg.)s

1.1 The subject-matter of independent claim 1 differs from that disclosure in that

an encapsulating module having a function to receive the packet from at least one of
sald switch and said controller and to encapsulate the packet by using a same
header as a header of the packet.

iI-1.2  The indicated difference does not solve any problem, hence it cannot be
inventive.

1-1.3  The argumentation of points |I-1.1 to 11-1.2 above applies also for claims 4,
7-8.

Note also, that a priori, there is no link between tracking via NAT/NAPT and
OpenFlow. Hence, these topics can be treated independently.

iI-2 Dependent claims

EPO Form 1703 61,91TRI
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Furthermore, the above-mentioned lack of clarity notwithstanding (see section |
above), dependent claims 2-3 and 5-6 do not appear to contain any additional
features which, in combination with the features of any claim to which they refer, meet
the requirements of the EPC with respect to inventive step in the sense of Article 56
EPC, the reasons being that in no case a problem is solved, see under section |
above.

I1-3 Conclusion

Reading the description, it seems that a problem is solved, i.e. fracking a flow passing
NAT, NAPT by using encapsulation. D2-D4 proposes many alternative solutions
thereto, however none being comparable to the proposed one, as the exact mapping
cannot be determined (no access to the translation engine). D5, abstract, however
discloses to sending a binding update in case an address is changing, i.e. the idea to
send somewhetre information to allow a mapping between "old" and "new" address.
This is in fact the most straightforward idea. Hence, the Applicant is asked to provide
new claims with all essential features and a comment about advantages about its
costly encapsulation related proposal instead of just sending a message with a
mapping between these two addresses. Alternatively, SMTP could be used by a
tracking tool to read out the translation table.

i, Further Comments

- The features of the claims should be provided with reference signs placed in

parentheses to increase the intelligibility of the claims (Rule 43(7) EPC, Guidelines, F-
IV, 4.19).

- "incorporated by reference”, p.24 , 1.15 . Referring to the Guidelines, Part H-1V,
2.3.1, either the matter should explicitly be incorporated in the description if essential
or otherwise be deleted.

- D2-D5 should be identified in the description and the relevant background art
disclosed therein should be briefly discussed (Rule 42(1)(b) EPC).

- The applicant should furthermore bring the description into conformity with the
amended claims, whereas:

EPO Form 1703 01.91TRI
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- new subject-matter should not extend beyond the content of the application
as originally filed (Atticle 123(2) EPC).

- all the described embodiments (description/figures) should fall within the
scope of the claims to avoid rendering the claims unclear (Article 84 EPC).
Inconsistencies should be removed (amending the claims/deleting "excess"
subject-matter from the description, drawings/indicating in the description that
the embodiments concerned do not form part of the invention but represents
background at, see the Guidelines, F-1V, 4.3(ili)).

- Amendments should be made by filing replacement pages. Unnecessary recasting
of the description should be avoided. An amended abstract is hot required. The
applicant should alsc take account of the requirements of Rule 50(1) EPC.

- In otder to comply with the requirements of Rule 137(4) EPC, the applicant should
clearly Identify the amendments made, irrespective of whether they concern
amendments by addition, replacement or deletion, and indicate the passages of the
- application as filed on which these amendments are based (see Guidelines H-lil,
21). f the applicant considers it appropriate, these indications could be submitted in
handwritten form on a copy of the relevant parts of the application as filed.

EPO Form 1703 01.91TRI
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ICMP Traceback with Cumulative Path, An Efficient
Solution for IP Traceback

Henry C.J. Lee, Vrizlyan L.1.. Thing, Yi Xu, and Miao Ma

Institute for Infocomm Research,
21 Heng Mui Keng Terrace, Singapore 119613
{hlee, vriz, yxu, miaom}@i2r.a-star.edu.sg

Abstract. DoS/DDoS attacks constitute one of the major classes of security
threats in the Internet today. The attackers usuvally use IP spoofing to conceal
their real location. The current Intemet protocols and infrastructure do not pro-
vide intrinsic support to traceback the real attack sources. The objective of IP
Traceback is to determine the real attack sources, as well as the full path taken by
the attack packets, Different traceback methods have been proposed, such as IP
logging, IP marking and IETF ICMP Traceback (Ilrace). In this paper, we pro-
pose an enhancermnent to the ICMP Traceback approach, called ICMP Traceback
with Cumulative Path (ITrace-CP). The enhancement consists in encoding the en-
tire attack path information in the ICMP Traceback message. Analytical and sim-
vlation studies have been performed to evaluate the performance improvements.
We demonstrated that our enhanced solution provides faster construction of the
attack graph, with only marginal increase in computation, storage and bandwidth.

1 Introduction

The Internet is increasingly becoming the pervasive means of communications for
all media. At the same time, this has also generated many security problems. In this
paper, we loak at the issue relating to Denial-of- Service (DoS) {11 and Distributed
DoS (DDoS) attacks. In a PoS attack, typically huge quantity of malicious packets are
generated and directed towards one or many victims, DDoS is a variation of DoS in
that the attacker launches an attack not from one single source, but from several sources
that the attacker has already penetrated. As aresult, legitimate data traffics are disrupted,
servers are compromised, and services are denied to the legitimate users. In such attacks
scenario, attackers usually send packets with spoofed IP addresses so as to hide their
true network location from the victims and the network infrastructure.

The IP [2] packet contains two addresses: source and destination. The destination
address is used by the routing architecture to deliver the packet. The 1P network routing
infrastructure does not verify the authenticity of the source address carried in IP packets.
The source address is used by the destination host to determine the source for message
reply. In general, no entity is responsible for the correctness of source address. The
scenario is the same as sending a letter using the postal service; the postal service does
not care about the correctness or authenticity of the source address, it merely makes sure
that the letter is delivered to the correct destination. Consequently, the design of the IP
protocol and forwarding mechanism makes it difficult to identify the real origin of a
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packet. This characteristic of the Internet is exploited by some malicious users to hide
their source and identify,” Some mechanisms such as “Ingress filtering” [3] have been
proposed to enforce the validity of source IP address originating from a stub network.
However, such mechanisms are quite limited as they can only be used in edge networks

.and the universal enforcement of which is difficult,

The objective of IP Traceback is to determinc the actual origin of IP packets, so as
toinstitute accountability. Several approaches have been proposed to address this issue.
IP Logging has been proposed in [5], whete the intermediate routers log the passage
of all IP packets. The log information is then stored in the routers. The combination
of this log from the various routers can then be used, if necessary, to trace the path
taken by any IP packet. IP marking has been proposed in [6], where the intermediate
routers add router’s information derived from its address into the IP packets (e.g. in the
“Identification” field) with certain probability. The victim of an attack can thus examine
this information found in the attack packets so as to construct the path taken, which
eventually leads to the true attack origin. ICMP Traceback has been proposed in [4],
where intermediate routers gencrate an ICMP Traceback message probabilistically with
every IP packet, and send the ICMP Traceback message o the same destination as the
IP packet. The victim of an attack can thus use the received ICMP Traceback messages
to construct the attack path. .

This paper is organized as follows: section 1 gives an introduction to the paper.
Section 2 describes the various current approaches for IP Traceback, namely IP logging,
IP marking and ICMP Traceback. Section 3 describes our proposed enhancement to the
ICMP Traceback messages. Section 4 describes the comparisons between our approach
and the ICMP Traceback. Section 5 describes simulation studies and results. Section 6
concludes the paper.

2 Background

The challenge of IP Traceback is to find an efficient and scalable way to track the
source of an arbitrary IP packet. The source can be an Ingress point to the traceback-
enabled network, the actual host or network of origin, or compromised routers within
the enabled network. It depends on the extent to which the traceback framework is de-
ployed. In an attack, it is possible that some routers may be subverted, hence there is
a need to construct the attack path, which comprises the routers traversed by packets
from the “source” to the victim. In the case of a DDoS§ attack where packets come from
potentially many secondary sources, there’ll be many attack paths. The attack graph
is defined as the set of attack paths. The objective of the IP traceback mechanism is
to construct the attack graph with the constraint that it should minimize the time that
routers spend on tracking and minimize the storage used to keep the tracking informa-
tion. Lastly, the solution should not adversely impact the privacy of legitimate users.

There are two main approaches to perform traceback: infrastructure scheme and end
host scheme. In the first approach, infrastructure scheme, the network is responsible for
maintaining the traceback state information necessary for the victim and the network to
construct the attack graph. IP Jogging scheme belongs to this category. In the end host
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scheme, the end hosts, which are the potential victims, maintain the traceback state
information. TP marking and ICMP Traceback belong to this category.

2.1 1P Logging

In this approach, the network routers log the passage of all IP packets. The key
challenge here lies in the potential huge amount of information storage requirement.
For example, if a router were to log all the packets in its entirety, each OC-192 link at
1.25 GB/s al the router requires 75 GB of storage for a 1-minute query buffer. The stor-
age requirement quickly becomies prohibitive as the number of router links increases.
One solution, SPIE (Source Path Isolation Engine) [5], has been proposed for IP version
4. The mechanism is designed to identify the true source of a particular IP packet given
a copy of the packet to be traced and an approximate time of receipt. In order to take
care of packets transformation as they are routed from source to destination, the mech-
apism identified the invariant portions of the 20-byte 1Pv4 header. The fields that are
susceptible to changes include: TOS (Type of Service), TTL (Time to Live), Checksum
and Options ficld. The logging is based on the invariant portion of the IP header and
the first 8 bytes of payload. Based on statistics collected, the 28-byte prefix described
above results in a rate of collision of approximately 0.00092% in a WAN environment
and 0.139% in a LAN environment. To further reduce the storage requirement, instead
of storing the entire 28-byte prefix, hashing is performed on it, followed by a Bloom fil-
ter processing. The scheme reduces memory storage requirement in the router to 0.5%
of link bandwidth per unit time. It also maintains privacy, prevents eavesdropping of
legitimate traffic stream.

2.2 1P Marking

The intermediate routers marks the IP packets with additional information so that
the victim can use them to determine the attack path. Approaches proposed include node
append, node sampling and edge sampling [6]. The node append mechanism is similar
to the IP Record Route Option [2], in that the addresses of successive routers traversed
by an IP packets are appended to the packets. The victim can thus easily traceback the
source of such attack packets. However, this method introduces very high overhead in
terms of router processing aud packet space. The node sampling approach reduces such
overhead by the probabilistic marking of IP packets. The edge sampling approach, as
its name imply, marks an edge of the network topology, traversed by the IP packets, in-
stead of just the node. Most algorithms proposed to put the marking information in the
Identification field of the IP header. This type of mechanism has an inherent disadvan-
tage in that it affects the format of IP packets. The necessary changes in the IP packet

format depends on the algorithm used. The standardization of format for IP marking
becomes an issue.

2.3 ICMP Traceback (ITrace)

In the ICMP Traceback mechanism, a new ICMP message type, ICMP Traceback
(I'Trace), is defined to carry information on routes that an IP packet has taken, As the
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IP Marking requires to overload some fields in the IP header, which raises backward
protocol compatibility problem, the ICMP Traceback utilizes out-band messaging to
achieve the packet tracing purpose. '

As an IP packet passes through a router, ICMP Traceback message (ITrace) [4] is
generated with a low probability of about 1/20000. Assuming that the average diameter
of the Internet is 20 hops, this probability value trapslatcs to a net increase in traffic
of about 0.1%. This ITrace message is then sent randomly, with equal probability, to

"the destination or to the origih of the TP packet. In the event of a DoS/DDoS attack,
the destination node can then use it to traceback the attack path. On the other hand, the
[Trace message provides information for the origin to decipher reflector attacks.

When a router generates an I'Trace message, it may generate one of the followings:
back link, forward link, or both. Each link elemeat defines a link along which the packet
will or has travelled through. The link element comprises of 3 components: the interface
name at the generating router, source and destination IP address of the link, and finally
a link-level association string that is used to tie together Traceback messages emitted by
adjacent routers. On LANSs, this string is constructed by concatenating the source and
destination MAC addresses of the two interfaces. Finally, each ITrace message contains
a variable length RouterID field.

3 ICMP Traceback with Cumulative Path (ITrace-CP)

The current TETF’s ITrace message proposal allows routers to generate ITrace mes-
sages for the source and destination of IP packets. In the context of DoS / DDoS$ attack,
the victims can make use of the received ITrace messages to construct the attack paths
and ultimately identify the attackers. Since each ITrace message only carry one or two
links of the entire path, the victim will have to re-construct the various attack paths from
the various segments, The task will be especially difficult in the event of a DDoS attack.

This attack graph construction procedure will be facilitated if the I'Trace messages
are made to carry the entire path information from the routers nearest to the attackers
all the way to the victim. With this approach, the victim will only need to identify the
attack packets in order to establish the entire attack path or attack graph. In the following
section, we will propose and analyze various solutions to encode the path traversed by
the attack packets into the ITrace message. Our enhancement only applies to the ITrace
messages sent to the destination address.

A simple approach will be to generate ITrace message with the IP Record Route
option, so that the subsequent routers will append their addresses to the ITrace message.
However, this approach has some drawbacks. Firstly, the I'Trace message may not take
the same path as the corresponding attack packet to the victim. In this case, the I'Trace

“message will record the wrong route information. Furthermore, the record route option
is limited o 9 routers. This is because the header length of IP header is a 4-bit field,
limiting the entire IP header to 60 bytes. Since the fixed size of the IP header is 20 bytes,
and the RR option uses 3 bytes for overhead, this leaves 37 bytes [or the list, allowing
up to 9 IP addresses. As such, it may be sufficient in the early days of ARPANET but it
is of limited use given the extent of Internet today. Last but not least, most hosts/routers
ignore or discard this option.
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Our approach constructs [Trace message in a different way. Instead of encoding
the path information in the IP packet header record route option, we use an enhanced
ITrace message, called the ICMP Traceback with Cumulative Path (ITrace-CP) to store
the path information. When a router receives an IP packet, it generates an I'Trace-CP
message with a certain probability. However, instead of sending the ITrace-CP message
to the destination address of the IP packet, it is sent to the next hop router. This “next
hop” should be as far as possible the same as the next hop for the corresponding IP
packet. The I'Trace-CP packet will also contain as much of the IP packet as possible,
including the final destination address. In addition, the ITrace-CP message should be
sent after the corresponding IP packet.

At the next hop router, the router will process the ITrace-CP message as follows.
There are two possibilities:

1. If the ITrace-CP packet is forwarded to the same router as the corresponding IP
packet, then the router will generate a new ITrace-CP message and append its own
1P address. The new ITrace-CP then forwarded to the next hop router of the corre-
sponding IP packet.

2. Otherwisc, the router that processes the ITrace-CP will generate a new [Trace-CP
message for the final destination, without making any changes to the payload.

. As a result, full or partial path information is stored in the ITrace-CP message when
it reaches its destination.

The problem now is how to identify corresponding TP and ITrace-CP messages,
The simplest way is for the routers to store the IP packets for a short duration and
compare them to the received ITrace-CP messages. However, if we take the example
of a Router with 16 OC-192 links at 1.25 GB per second, this would translate to a
storage requirement of 2 GB for 100 ms seconds of buffer. We propose three schemes
to reduce the storage requirement for matching corresponding IP packets and I'Trace-CP
messages. In the subsequent analysis, we use 100 ms as the upper bound for the inter-
arrival time between an IP packel and its corresponding ITrace-CP message, if any. We
will also use the same router configuration as above and assume that the average IP
packet size is 256 bytes.

3.1 Scheme 1: Basic Packet Identification (BP’I)

Typically, the source of an IP packet sets the identification field to a value that must
be unique for that source-destination pair and protocol for the time the packet will be
active in the Internet. Hence, the value of the “Identification” field can be used, together
with the source and destination addresses and the protocol number to uniquely identify
an IP packet in a short time window. In order to take care of possible fragmentation,
the flags and fragment offset field of the IP packet can also be included for packet iden-
tification, In this way, if fragmentation did occur, the victims will be able to construct
paths taken by the fragmented packets, and paths taken by the non-fragmented packets
and link them together through the Identification field mentioned earlier that uniquely
identifies the packet stream.

BNSDOCID: <XP. _55268616A__1_>
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3.2 Scheme 2; Hash-based Packet Identification

In this approach, instead of storing the BPI of a packet, the routers determine the
hash of the BPI to reduce the storage requirernent. The Hash function used must satisfy
the following requirements. Firstly, the function must distribute a highly correlated set =
of input values (i.e. the BPI information) as uniforinly as possible over the hash func-
tions output space. Secondly, the hash function should be computationally efficient so
as to minimize the computation overtoad. A hash of 16 bits of hash will result in a colli-
sion rate of less than 0,002%. For our router configuration, 100 ms of hash will require
a buffer size of less than 16 MB.

3.3 Scheme 3: Hash-based Packet Identification with indicator bit

In addition to scheme 2, this approach set a bit in the IP packets to indicate that an
ITrace-CP message has been generated for a specific IP packet. One possibility is to use
the first bit of the 3-bit flags field, which is not used currently. This reduces the need
to keep those packets, where the bit is not set, or their hashes in downstream routers,
hence reducing significantly the storage and processing requirement. The disadvantage
is that some changes to the IP packet processing is required.

Let ITRACE_CP_DONEF be the bit in IP packet that indicate if an ITrace-CP
message has been generated for it. The pseudo code of the algorithm at each router is
shown as foltows. For each IP packet reccived at a router:

If (ITRACE_CP_DONE is set) then {
Calculate the packet’s hash and store it in the buffer
(this hash will be kept for 1060 ms)
forward the IP packet to R (next hop router)
(record R in the buffer)
} else (
generate an ITrace—CP message with a probability p
set the ITRACE_CP_DONE bit in the IP packet
forward the IP packet to R (next hop router)
send the new ITrace-CP message to R

If an ITrace-CP packet has not been received within 100 ms for an IP packet that
has been stored in the buffer, it is possible that the ICMP packet is routed differently
as the IP packet or that the inter-arrival time between the IP packet and its correspond-
ing ITrace-CP is higher than 100 ms. In all cases, a new ITrace-CP message will be
generated. ] ’

Using the bit information, assuming that the max number of hops traversed by the
packets is 20, the hash storage requirement is reduced to 16 KB (16 MB * 20 /20000).
However, this scheme is vulnerable to another form of exploitation. If the attacker ar-
tificially set this bit in all attack packets, then ITrace messages will be generated at the
first router for all the packets and all the subsequent routers will construct the cumula-
tive path. Although this mechanism worseus the DaS / DDoS attacks by doubling the
attack traffic, the victims will be able to detect the attack, construct the attack graphs
and determine the true sources almost instantaneously.
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4 Comparison of ITrace-CP with ITrace

We compare the ITrace-SP and Itrace mechanisms in terms of computation over-
head, bandwidth and storage overheads. Firstly, in terms of bandwidth, the overhead
is minimal as the additional information carried is the IP addresses of the intermediate
routers. Assuming that the average path length is 10, the additional bytes carried is only
40 bytes per I'Trace-CP message. Given the message infrequency, the overhead is still
minimal even if more router information needs to be included. In terms of storage, each
router only need to cater less than 16 MB (for ITrace-CP scheme 2) for an inter-arrival
time of 100 ms between an IP packet and its corresponding ITrace-CP message. If a
bit is used to mark the IP packet (for ITrace-CP scheme 3), the storage overhead will
only be 16 KB. In terms of computation, the hash function will introduce minimum
overheads. In summary, the additional overheads of ITrace-CP are relatively minimal
compared to the ITrace scheme, similarly as compared to other IP Traceback proposals
such as IP logging and IP marking.

However, the ITrace-CP scheme will perform much better than the ITrace scheme in
its ability to traceback the attack source faster, because more information on the attack
path is carried inside the ITrace-CP message. We will now look at a network scenario
where the attack path comprises L routers. Let p be the probability of generating an
ITrace or ITrace-CP message. We determine their respective performances in attack
path construction. The performance metric is expressed as the probability that the full
attack path can be constructed with a given number of attack IP packets (N).

For the ITrace-CP scheme, the entire attack path can be constructed by the victim
when the router furthest from the victim generates at least one ITrace-CP. Hence, the
probability Pg that the full path can be constructed after the victim has received N IP
packets is given by (1). Note that Pg is independent of the path length L.

Pp=1-(1-p)¥ e)}

For the basic ITrace scheme, each ITrace message can contain either the forward
link, back link or both links. For simplicity, we assume that ITrace messages with either
the forward or back link enable the victim to discover two routers addresses on the
attack path, whereas the ITrace messages with both links enable the victim to discover
three. Pg1 and Pgg denote the full path construction probabilities for 1Trace (Forward
or back link) and ITrace (both links) respectively.

Pgi = (Pg)% )

Pgy = (Pg)¥ 3

Figure 1 and 2 plot the Probability of Path Construction as a function of the number
of IP packets received. With 20,000 attack packets, the I'Trace-CP has a 63% chance
of constructing the entire path, versus the ITrace (Forward and Back links) which has
chances of 47%, 22% and 10% for 5, 15 and 20 hop attack paths respectively. With
50,000 packets, the probabilities are 92% for 1Trace-CP, 87% for 5-hop I'Trace, 65% for
15-hop ITrace, and 57% for 20-hop ITrace. The figures show clearly that the ITrace-CP
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mechanism requires much less packets to construct the entire attack path as compared

to the ITrace.
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5 Simaulation studies

Our simulation studies evaluate the effectiveness of the ITrace-CP and ITrace (For-
ward or back link, both links) mechanism, in terms of time taken to establish the attack
graphs in the event of DoS and DDoS§ attacks. We use the ns-2 network simulation soft-
ware to model both traceback mechanisms. We constructed the agents for the attacker,
the router and the victim.

5.1 Simulations model

As discussed earlier, we assume that, for the ITrace forward or back link, 2 routers
would be detected per each ITrace message, and 3 routers in the case of both links en-
coding option. For the ITrace-CP scheme, the number of routers detected is the number
of routers addresses encoded in the message.

Since we are comparing in terms of time taken to establish the attack graphs, eval-
uation based on false positive was not considered. Therefore, only attack traffic was
generated and hash collision was not simulated. In this simulation, each router would
generate I'Trace or ITrace-CP messages with a probability of 1/20,000 (determined by a
random number generator) on the attack traffic they received. When the victim received
these messages, it would discover the intermediate routers of the attack graphs. The
time taken to detect various numbers of routers on the attack graphs was recorded.

5.2 Network scenario

We performed simulation studies on the two schemes using the linear network topol-
ogy, for attackers situated 5, 15, and 20 hops away from the viclim. The tree topology
was not simulated as in the case of multiple attackers at the leaves of the tree, they
would have been treated as independent attack paths. This would be similar to simulat-
ing the linear topology. For example, in Figure 3, if an attacker sends packets through
routers 3 and 2 to the victim node at 1, and that ITrace messages are generated by router
2 based on these packets, it should not be treated as if the router 2 is detected for attack
path by another attacker sending packets through router 4 and 2.

Fig. 3. Tree Topology

In all simulation scenarios, the effective attack traffic arriving at the victim is 1
Mbits/s. However, as we are interested in the relative performances of the two schemes,
this number is only indicative. ‘
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5.3 Results

The average times (for 30 runs) for the construction of various hops of the attack
path for the ITrace (forward link and both links) and ITrace-CP were obtained. The
graphs were plotted and shown in Figure 4 to 6. In all the figures, the x-axis represents
the number of hops of the attack path discovered while the y-axis represents the time
taken in seconds. The 3 figures corresponds to attack paths of length 5, 15 and 20
respectively. o

In Figure 4, the performance of the ITrace-CP scheme improved over the ITrace for
the forward link option but not the both links option. The average times taken to detect
the full path were 27 secs, 19 secs, and 23 secs for the ITrace forward link option, ITrace
both links option, and ITrace-CP scheme respectively.

30 T T T T T T T

—o~ {Trace {Forward Link)
—+~ ITrace (Both Links}
-8~ [Trace-CP

3

Average time taken (secs)
@

S

2 s
No. of hops detected

Fig. 4. Average time taken to detect various numbers of hops (5-hop attack path)

In Figure 5, the performance of the ITrace-CP scheme becomes better than the
TTrace schemes starting from the detection of 4 hops of the attack path. The window
from 10 to 13 hops showed significant improvement by the ITrace-CP scheme; with
peak improvement at the 13th hop detection. However, the high average time taken to
detect the 14th and 15th hop resulted in the drop in improvement. The average times
taken to detect the full path were 40 sec, 27 sec, and 22 sec for the ITrace forward link
option, ITrace both links option, and ITrace-CP respectively. )

In Figure 6, the performance of the I'Trace-CP scheme become better than the other
2 schemes starting from the detection of 4 hops of the attack path. The low gradient of
the curve for the ITrace-CP scheme from detection of the 1st to 14th hop indicated that
about 14 hops of the attack path could be detected within the same average time taken.
The window from 10 to 18 hops showed significant improvement by ‘the ITrace-CP

BNSDOCID: <XP___. 55268616A__1_>

DELL - Exhibit 1002 - Page 129



40 T

~a- |Trace (Forward Link)
—e= |Trace (Both Unks)
A | ~e— iTrace-CP

3 ]

o

Average time faken (secs}

Ne. of hops detected

Fig. 5. Average time taken to detect vavious numbers of hops (15-hop attack path)

scheme; with peak improvement at the 18th hop detection. However, the high average
time taken to detect the 19th and 20th hop resulled in the drop in improvement. The
average time taken (o detect the full path was 39 sec, 24 sec, and 18 sec for the I'Trace
forward link option, I'Trace both links option, and ITrace-CP respectively.
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Fig. 6. Average time taken to detect various numbers of hops (20-hop attack path)
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6 Conclusion

The objective of IP Traceback is to determine the true source of DoS/DDoS attacks.
This paper first gives an overview of the respective approaches for IP Traceback. We
then proposed an enhanced ICMP Traceback scheme, called ITrace-CP (ICMP Trace-
back with Cumulative Path) that encodes cumulative attack path information. We de-
scribed the ITrace-CP protocol and the mechanism for constructing ITrace-CP mes-
sagces so that it contains the addresses of all the routers on the attack path. As part of the
TTrace-CP protocol, we proposed three schemes for the routers to match corresponding
IP and ITrace-CP messages. We have carried out qualitative comparison of the ITrace-
CP scheme with the I'Trace scheme in terms of storage, bandwidth and computational
requirements. We deduced that the I'Trace-CP introduces marginal overhead in terms of
storage and bandwidth and acceptable computational overhead. Analytical studies were
done to compare the performances in terms of the probability of attack path construc-
tion as a function of number of attack packets and attack path length. We found that the
performance of the [Trace-CP is independent of the attack length and that the probabil-
ity of path construction of FTrace-CP is significantly higher than that of the ITrace, for
all hop lengths. Simulation studies have also been conducted to further evaluate their
relative effectiveness in constructing the DoS and DDo$ attack paths. Our simulation

. showed that the ITrace-CP mechanism performs better than the ITrace mechanism and

takes significantly less time to construct the entire attack path in longer attack paths.

7 Future Work

In the ICMP Traceback proposal, it is recommended that ITrace messages be gen-
erated with a probability of 1/20,000 so as to limit the increase in data traffic to less
than 0.1%. However, in [Trace-CP scheme, given that path information are generated,
it is more logical to generate ICMP messages nearer to the attackers, or in other words
further from the victim. We will investigate how the probability can be determined to
further improve the performance. Also, we have assumed an upper-bound of 100 ms for
the packets inter-arrival time. A more rigorous study of this will enable a more accurate
determination of the buffer allocation as well as optimal performance of ITrace-CP.
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ABSTRACT

Peer-to-peer VoIP calls are becoming increasingly popular
due to their advantages in cost and convenience. When these
calls are encrypted from end to end and anonymized by low
latency anonymizing network, they are considered by many
people to be both secure and anonymous.

In this paper, we present a watermark technique that
could be used for effectively identifying and correlating en-
crypted, peer-to-peer VoIP calls even if they are anonymized
by low latency anonymizing networks. This result is in con-
trast to many people’s perception. The key idea is to em-
bed a vnique watermark into the encrypted VoIP flow by
shghtly adjusting the timing of selected packets. Qur analy-
sis shows that it only takes several milliseconds time adjust-
ment to make normal VoIP flows highly unique and the em-
bedded watermark could be preserved across the low latency
anonymizing network if appropriate redundancy is applied.
Our analytical results are backed up by the real-time exper-
iments performed on leading peer-to-peer VoIP client and
on a commercially deployed anonymizing network. Our re-
sults demonsirate that (1) tracking anonymous peer-to-peer
VoIP calls on the Internet is feasible and (2) low latency
anonymizing networks are susceptible to timing attacks.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks): General—
Security and protection (e.g., firewalls); C.2.3 [Computer-
Communication Networks] Network Operations—Net-
work monitoring
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1. INTRODUCTION

VoIP is a technology that allows people to make phone
calls through the public Internet rather than traditional
Public Switched Telephone Network (PSTN). Because VolP
offers significant cost savings with more flexible and ad-
vanced features over Plain Old Telephone System (POTS),
more and more voice calls are now carried at least par-
tially via VoIP. In fact, consulting firm Frost & Sullivan has
predicted that VoIP will account for approximately 75% of
world voice services by 2007.

For privacy reasons, people sometimes want their phone
conversation to be anonymous and do not want other people
know that they have even talked over the phone. The use
of VoIP has made it much easier to achieve anonymity in
voice communications, especially when VoIP calls are made
between computers. This is because VoIP calls between peer
computers have no phone numbers associated with them,
and they could easily be protected by end to end encryption
and routed through low latency anonymizing networks {e.g.,

. Onion Routing {13], Tor [6}, Freedom [3], and Tarzan [12]) to

achieve anonymity. People intuitively think their computer
to computer VolP calls could remain anonymous if they are
encrypted end to end and routed through some low latency
anonymizing network.

On the other hand, law enforcement agencies (LEA) of-
ten need to conduct lawful electronic surveillance in order to

‘combat crime and terrorism, For example, the LEAs need

techniques to determine who has called the surveillance tar-
get and to whom the surveillance target has called. In a
letter to FCC [8], several federal law enforcement agencies
have considered the capability of tracking VoIP calls “of
paramount importance to the law enforcement and the na-
tional security interests of the United States.”

How to balance people’s needs for privacy and anonymity

-and the security requirements of the law enforcement agen-

cies has been a subject of controversy. In this paper, we leave

- the controversy between anonymity and security aside and

instead focus on the technical feasibility of tracking anony-
mous peer-to-peer VoIP calls on the Internet. Qur goal is
to investigate practical techniques for the effective track-
ing of anonymous VolP calls on the Internet and identify
the weakness of some of the currently deployed anonymous
communication systems.
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We choose to investigate the popular Skype [28] peer-to-
peer VoIP calls in the context of the anonymous VPN pro-
vided by findnot.com [11}. Skype offers free computer to
computer VoIP calls based on KaZaa [16] peer-to-peer tech-
nology. Several properties of Skype have made it an attrac-
tive candidate for the investigation of tracking anonymous
VoIP calls on the Internet:

e It is free and widely'used.. Since August 2003, there

are over 100 million downloads of the Skype client. It
is being actively used by millions ofspeople all over the
world. Skype is now included in Kazaa v3.0.

All the Skype traffic is encrypted from end to end by
256-bit. AES encryption.

o Skype can automatically traverse most firewalls and
NAT (Network Address Translation) gateways with
the help of intermediate peers.

e Skype intelligently and dynamically routes the encrypted

calls through different peers to achieve low latency.
This means that the route and the intermediate peer(s)
of one VoIP call could be changed during a call.

© It uses proprietary peer-to-peer signaling protocol to
set up the VoIP calls.

Since most Skype calls are carried in UDP, we can not di-
rectly use those anonymizing systems (such as Onion Rout-
ing [13], Tor [6] or anonymizer.com [1]), who do not support
anonymization of all UDP flows, to anonymize Skype VolP
calls. We choose to use the anonymous communication ser-
vices by findnot.com [11] that support anonymization of all
IP protocols through point to point tunnel protocol (PPTP).

" The key challenge in tracking encrypted VoIP calls across
anonymous communication system is how to identify the
correlation between the VoIP flows of the caller and the
callee. Since all the traffic of the peer—to-peer VoIP calls are

encrypted, no signaling information is available for correla- -

tion. To be able to track encrypted, anonymous VoIP calls
across the Internet, we use the timing characteristics of the
anonymized VoIP flow. Unfortunately, the original inter-
packet arrival characteristics of VoIP flows are not distinct
enough as the inter-packet timing arrival time of VoIP traf-
fic is determined by the frame packetization interval used.
This means that passive comparison of the original inter-
packet timing characteristics of VoIP flows will not be able
to distinguish different VoIP calls.

In order to unmiquely identify the anonymous VolP calls
through inter-packet timing characteristics, we use an ac-
tive approach to deliberately make the inter-packet timing
of VoIP calls more distinctive. The idea is to embed a unique
watermark into the inter-patket timing of the VoIP flows by
slightly adjusting the timing of selected packets. If the em-
bedded watermark is unique enough and robust enough, the
watermarked VoIP flows could be effectively identified. By
utilizing redundancy techniques, we can make the embed-
ded watermark robust against random timing pertyrbation
provided there are enough packets in the VoIP flow.

Our analytical and experimental results demonstrate that
(1) tracking anonymous peer-to-peer VoIP- calls on the In-
ternet is feasible and (2) low latency anonimizing systems
are susceptible to timing attack. Our VoIP tracking tech-
nique does not require the global monitoring capability, and

1241622A__1_>

it could be used to del:ermme if party A 1s commumcatmg
(or has communicated) with party B.via peer«to—peer VolP
even if the VoIP traffic is (or had- been) disguised by low
latency anonymous communication systems.

The rest of the paper is orghnized as follows. Section 2 .
formulates the problem of tracking anonymous peer—to—peer
VoIP calls, and describes the overall tracing model. Sec-
tion 3 present.s the active timing based tracking method and
analyzes its effectiveness. Section 4 describes our implemen-
tation of the high precision VoIP watermarking engine in
real-time Linux kernel. Section 5 evaluates the effectiveness
of our method empirically. Section 6 summarizes related
works. Section 7 concludes the paper.

2. THE OVERALL MODEL OF TRACING
ANONYMOUS PEER-TO-PEER VOIP
CALLS -

Given any two different Skype peers A and B, we are
interested in determining if A. is talking (or has talked) to
B via Skype peer-to-peer VoIP. As shown in Figure 1, both
Skype peers A and B have outgoing end incoming VoIP flows
to and from the Internet clond. The Skype peers could be
behind firewall and NAT, and peer A and/or B could be
connected to some low latency anonymizing network. Here
we view the Internet cloud and any low latency anonymizing
network as a black box, and we are interested only in the
Skypy flows that enter or exit the black box. We assume
that (1) we can monitor the Skype flow from the black box
to the Skype peer; (2) we can perturb the timiog of the
Skype flow from the Skype peer to the black box.

Here we do not intend to track all the peer-to-peer VoIP
calls from anyone to anyone, nor, do we assume the global

- monitoring and intercepting capabnhty Instead we focus on .

finding out if some parties in which we are interested have
comtnunicated via peer-to-peer VoIP calls anonymously, and
we only need the capability to monitor and intercept IP flows
to and from those interested parties. This model is consis-
tent with our understanding of .the common_practice of law-
ful electronic surveillance by the.law enforcement agencies,

Because the Skype VoIP flows are encrypted from end to
end, no correlation could be found from the flow content.
Given that the Skype VoIP flow could pass some intermedi-
ate Skype peers and some low latency anonymizing network,
there is no correlation from the VoIP flow headers. Among
all the characteristics of the VoIP flows, the inter-packet
timing characteristics are likely to be preserved across inter-
mediate Skype peers and low latency anonymizing network.
This invariant property of VoIP flows forms.the very foun-
dation for tracking anonymous, peer-to-peer VoIP calls on
the Internet.

A number of timing based.correlation methods have been
proposed, -and they can be classified- into two categories:
passive and active. .Passive timing based correlation ap-

. proaches (e.g. [35], [34] [33} [7], {5}) correlate the encrypted

82

flows based on passive comparison of their timing charac-
teristics, and they have been shown to be effective when
the txmmg characteristics of each flow are unique enough.
However, the inter-packet timing characteristics of all VoIP
flows are very sxmxla.r to each other. The inter-packet ar-
rival time of VoIP flows is determined by the voice codec
and the corresponding packetization interval, and there are
only a few commonly used VolP packetization intervals (ie.
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Figure 1: Anonymous Peer-to-Peer VolP Calls Tracing Model

20ms or 30ms). Therefore, passively comparing the timing
characteristics of VoIP flows will not be able to distinguish
different VoIP flows.

Wang and Reeves [32] proposed the first a.cf;we approach
to correlate the encrypted flows. They suggested embedding
a unique watermark into the inter-packet timing domain of
the interactive flow through deliberate timing adjustment of

selected packets, and correlating based on the embedded wa-

termark. Because the embedded watermark could make an
otherwise non-distinctive flow unique, their active method
has the potential to differentiate flows with very similar tim-
ing characteristics. However, the method proposed in [32}
can not be directly used to correlate VolP flows due to the
following reasons:

e The VoIP traffic has stringent real-time constraints,
and the total end to end delay should be less than
150ms.

e The inter-packet arrival time of VoIP flows is very
short (i.e. 20ms or 30ms). This requires any time ad-
justiient on VolP packet to be very precise and small.

e The watermarking method proposed by Wang and Reeves

is based on the quantization of averaged Inter-Packet
Delays (IPDs), and it requires packet buffering in or-
der to achieve the even timing adjustment over differ-
ent packets. The required buffering would be too long
for the real-time VoIP flows.

To correlate anonymous VoIP flows with similar inter-
packet timing characteristics, we use an active approach to
deliberately yet subtly make the inter-packet timing charac-
teristics of the VoIP flows more unique. This is achieved by
embedding a unique watermark into the inter-packet t.\mmg
domain of the VoIP flow in real-time,

To address the limitations of previous work [32], we use a
new watermarking scheme that is suited for tracking anony-
mous VoIP traffic in real-time. The key challenge in track-
ing anonymous VolP calls by the active approach is how
to precisely adjust the packet timing without buffering .and
guarantee the even time ad)ustment of those selected pack-
ets.
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3. ACTIVE TIMING BASED TRACKING OF
VOIP FLOWS

We present the new watermarking scheme which guar-
antees the even time adjustment for embedding the water-
mark in real time and has all the theoretical strengths of
work [32]. Unlike the watermarking scheme proposed in
previous work [32}, our new watermarking scheme is prob-
abilistic in the sense that the watermark embedding suc-
cess rate is not guaranteed 100%. In other words, the new
watermarking scheme trades off the guaranteed 100% wa-
termark embedding success rate with the guaranteed even
time adjustment for embedding the watermark, By exploit-
ing the inherent inter-packet timing characteristics of the
VoIP flows, our new watermarking scheme achieves virtu-
ally 100% watermark embedding success rate with guaran-
teed even time adjustment for embedding the watermark.

3.1 Basic Concept and Notion

Given any packet fiow Py,..., P, with time stamps #;,
.., tn respectively {(ti < tj for 1 < i < j < n), we can inde-
pendently and probabilistically choose a number of packets
through the following process: (1) sequentially look at each
of the first n—d (0 < d < n) packets; and (2) independently
determine if the current packet will be'probfbiﬁstically cho-
sen, wi < By,

Here whether or not choosing the cun?ent packet is not
affected by any previously chosen packets and it will not
affeét whether to choose any other packets. In other word,
all the selected packets are selected independently from each
other. Therefore, we can expect to have 2r distinct packets
independently and randomly selected from any packet flow
of n packets. We denote the 2r randomly selected packets
as Psy,.ooy Poy (1 S 2 Sn—dfor 1 < k £ 2r), and create
27 packet pairs: (Py,, Pr4a) (d2>1, k=1,...,2r).

. 'The IPD (Inter-Packet Delay) between P;, 4q and P;, is
defined as

iszk da = tzk—)—d - tzk, (k = 1,. .

) 27) (1)

Because all P,, (k = 1, ..., 2r) are selected independently,
ipd,, 4 is independent from each other. Since each P, is
randomly and independently selected through the same pro-
cess, ipds, g is identically distributed no matter what inter-
packet timing distribution the packet flow Pi,..., P, may
have. Therefore, ipd:, 4 (k =1,...,2r) is independent and
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Figure 2: Distribution of IPDs of the originating and terminating’ Skype flows
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Figure 3: Distribution of IPD Differences of the originating and terminating Skype flows

identically distributed (#:d).

We then randomly divide the 2r IPDs into 2 distinct
groups of equal size. Let ipdy k,q and tpdo g (k=1,...,7)
denote the IPDs in group 1 and group 2 respectively. Appar-
ently both ipdy k.2 and ipdaxqa (k = 1,...,7) are #d. There-

fore E(ipd;,k,d) = E(épda,x,4), and Va_.r(ipd;.'k,d) = Var(ipda,x,4)-
Let

(k=1

ipd — ipd
Yia = Pk~ ipdeg )

. @
Then we have E(Yi 4) = (E{ipds,x,q) — E(ipda,«.a))/2 =
0. Because ipdy x,¢ and ipdy k4 are iid, Yi,q is also ud We
use Gyd to represent the variance.
We represent the average of © Vi 4's as

?;._;'= ; Zr: Yi,a

k=1

&)

Here Y;,4 represents the average of a group of normalized
IPD differences, and we call 7 the redundancy number. Ac-
cording to the property of variance of independent random
variables, we have Var(Y;a) = 0% 4/7. Because BE(Vig) =
0k = 1, +s7), E(¥oa) = 0. Because Yi,a is symmet-
ric (b = ..,7), ¥y 4'is also symmetric. Therefore, the
dxstrlbutxon of Y is syrnmet.ncally centered around 0.

To illustrate the validity of concepts of Yk, 4 and Y,. 4, we
collected two traces of the packet flows of a real Skype call
from two communicating Skype peers that are 27 hops and
over a thousand miles away (when the Skype call is routed
through the commercial findnot.com anonymizing network).
One trace is for the Skype flow that originated from one

12416224__ ) >

Skype peer, and the other trace is for the Skype flow that
terminated at the other Skype peer. We call them the orig- .
inating flow and the terminating flow respectively. The left
and right chart of Figure 2 show the IPD histograms of the
originating flow and the terminating flow respectively. They
all have 30ms average IPD, which indicates that the packe-
tization interval of Skype VoIP call is 30ms. While the IPDs
of the originating Skype flow is more concentrated around
30ms, the IPDs of the terminating Skype flow is less clus-
tered due to the network delay jitter. The left and right
chart of Figure 3 show the histograms of Y4 with d=1 (or
equivalently Yy a4 with r=1 and d=1) of the Skype originat-
ing flow and the terminating flow respectively. They both
confirm that the distribution of Y, 4 of Skype VoIP flows is
indeed symmetric and centered around 0.

3.2 Embedding and Decoding A Binary Bit
Probabilistically

Since the distribution of Y, 4 is symmetric and centered

around 0, the probabilities of Y5 4 to be positive and negative

are equal.: If we decrease or increase 7:: by an amount

.a > 0, we can shift its distribution to the left or right by

. a 5o that Y, 4 will be more likely to be negative or positive.

84

This gives us a way to embed and decode a single binary bit
probabilistically. '

To embed a bit 0, we decrease Yr,a by @, so that Y, o
will have > 0.5 probability to be less than 0. To embed a
bit 1, we increase ¥, 4 by @, so that ¥, 4 will have > 0.5
probability to be greater than 0. By definition in equation
(3), the decrease or increase of ¥4 can be easily achieved
by decreasing or increasing each of the r Yi,4's by @. By
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Figure 4: Embedding Binary Bit by Shifting

Figure 5: Probability D)stnbutlon of ¥,.a With

the Distribution of Y, 4 by o to the Left or Right *

definition in equation (2}, the decrease of Yi,q by @ can be
achieved by decreasing each ipdy r.a by @ and increasing each
ipda x4 by a; the increase of Yy,q4 by a can be achieved by
increasing each ipdy «,¢ by @ and decreasing each ipdaz k.4 by
a.

After Y,.d has been decreased or increased by a, we can
decode the embedded binary bit by checking whether Y, 4 is

less than or greater than 0. The decoding of the embedded .

binary bit is 1 if the value of Y4 is greater than 0, or 0 if
the value of Y, g is less than or equal to 0. It is easy to see
that probability of correct decoding is always greater than
that of wrong decodmg

However, as shown in Figure 4, there is alwa,ys a non-
zero probability such that the embedded bit (w;th adjust-
ment a > 0) will be decoded incorrectly (i.e. Yra > aor
¥ra < —a). We define the probability that the embedded bit
will be decoded correctly as the bit embedding success rate
w.r.i. adjustment o, which can be quantitatively expressed
as Pr(Y, 4 < a).

Here the adjustment a is a representation of the:water-
mark embedding strength. The larger the e is; the higher
the bit embedding success rate will be. We now show that
even with arbitrarily small @ > 0 (or equivalently arbitrarily
weak watermark embedding strength), we can achieve arbi-
trarily close to a 100% bit embedding success rate by having
a sufficiently large redundancy number r.

Central Limit Theorem If the random wariables X1,

, Xn form a random sample of size n ﬁ'om a given distri-
butwn X with mean p and finite variance 62, then for any
fized number z

lim Pr[l/-—-—-(i'l:—p‘—2 < z} = &(x)

n—oo

(4)

where B(x) = [% me“"i”du
The theorem indicates that whenever a random sample of
size i is ta.ken from any distribution with mean g and finite

Different r

Therefore

Pr(Vra < o] = Pr{¥T 24 'Y"

UYd

This means that the dlstnbutnon of the probabilistic wa-
termark bit embedding success rate is approximately nor-
mally distributed with zero mean and variance o /r.

Equation {6) gives us an accurate estimate of the proba-
bilistic watermark bit embedding success rate. It indicates
that no matter what distribution Yi.4 may be, no matter
what variance Yk, may have (as long as it exists), no matter
how small the timing adjustment a > 0 (or the watermark
embedding strength) might be, we can always make the wa-
termark bit embedding success rate arbitrarily close to 100%
by increasing the redundancy number 7. .This result holds
true regardless of the distribution of the inter-packet timing
of the packet flow.

Figure 5 illustrates how the distribution of ¥;,1 can be
“squeezed” into range [—a, a] by increasing the redu.nda.ncy
number r.

Because the routers, mtermedxa.te Skype peers and the
anonymizing network along the Skype VoIP call could intro-
duce different delays over VoIP packets, we need to consider
the negative impact of such delay jitters over the watermark
decoding.

Let o3 be the variance of all delays added to all packets,
X be the random variable that denotes the perturbation
over Yi,q by the delay jitter, and ¥} 4 be the random vari-
able that denotes the resulting value of Y 4 after it has been
perturbed by the delay jitter. We have the following quanti-
tative tradeoff among the watermark bit detection rate, the
defining characteristics of the delay jitter, and the defining
characteristics of the original inter-packet timing of the VoIP
flow, whose derivation can be found in the Appendix:

ayF
2y ea®D) ()

variance o2, the sample mean X,, will be approx.\mately nor- . Pr[ <d = : ey )
mally dxstnbuted with mean g and variance o /n, or equiv- i ’05 4+ + 02 + 2C0r(Yk,4, Xx)0y,404
alently the distribution of random variable /i(X. ~ u)/o !
will be approximately a standard normal distribution. > (—2T_ a7 ) )
Applymg the Central Limit Theorem to random sample = Tloyqtog’
Yi,d, .-, Yrd, where Var(Yi.a)= 0¥, B(Yi,a) = 0, we have Equation (7) gives us an accurate estimate of the water-
. mark bit detection rate in the presence of delay jitters. The
V(¥ — B(Yk,q)) VY 4 o correlation coefficient Cor(Yx,q, Xx), whose value range is
Pri < g} = Pr[¥—"C < 3] = &(2) (5) Ck,
VvV Var(Ys.«) oy, [-1, 1], models any correlation between the network delay
. 85
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Figure 6: BExperimental Setup for the Real-Time Tracking of Anonymous, Peer to Peer Skype VolIP Calls.

across the Intexfnef.

jitter and the packet timing of the original packet flow. In
case the delay jitter is independent from the packet timing
of the packet flow, Cor(Yk,a, Xr) will be 0.

The important result here is that no matter what variance
Y},q may have (as long as it exists), no matter how large a
veriance the network jitter may have, no matter how small
the timing adjustment e > 0 (or the watermark embedding
strength) might be, we can always make the watermark bit
detection rate arbitrarily close to 100% by increasing the
redundancy number r. ‘This result holds true regardless of
the distribution of the network delay jitter.

4, TRANSPARENT WATERMARKING OF
VOIP FLOWS IN REAL TIME

In order to be able to watermark any VolP flows transpar-
ently, it is desirable to have a VoIP gateway which forwards

the VoIP flows and watermarks any specified bypassing VoIP -

flows with specified watermarks. To embed the watermark
into the inter-packet timing of a VoIP flow, we need a capa-
bility to delay specified packet of specified flow for specified
duration. We choose to implement such a capability in the
kernel of the Linux eperating system.

One key challenge in implementing the transparent and
real-time VolIP watermarking engine is how to precisely de-
lay an outgoing packet in real-time. The inter-packet arrival
time of normal VoIP flows is either 20ms or 30ms. This
means that the delay of any VoIP packet must be less than
20ms. In order to hide the watermark embedding into the
“background noise” introduced by the normal network delay
jitter, the delay of any VoIP packet should be no more than
a few milliseconds. To achieve packet delay of such a-pre-
cision, the operating system must provide a hard real-time
scheduling capability.

However, the standard Linux kernel lacks the hard real-
time scheduling capability and it does not support time-
critical tasks. Because the standard Linux is a time-sharing
08, the execution of any process depends on not only the
priority of the process but also the current load in the OS,
and there is no guarantee that a time-critical task will be
processed and completed on time. In addition, the resolu-
tion of the software timer in the Linux kernel is by default
10ms, which is too coarse for our needs.

_1241622A_) >

86

To achieve the guaranteed high precision, we choose to
build our packet delay capability upon the Real Time Appli-
cation Interface (RTAI) [23] of Linux. The following features
of RTAI have made it an attractive platform for implement-
ing the high precision packet delay capability:

e The hard real-time scheduling functions introduced by
The RTAIL coexist with all the original Linux kernel
gervices. This makes it possible to leverage existing
Linux kernel services, especially the IP stack compo-
nents, from within the real-time task.

e The RTAI guarantees the execution time of real-time
tasks regardless of _,(‘:h.e éurrent load of non real-time .
tasks. . i

e The RTAI supports high precision software timer with
the resolution of microseconds,

We built our transparent and real-time VoIP watermark-
ing engine upon RTAI 3.1 in Linux kernel 2.6.8.1, and we
implemented the VoIP watermarking engine as & RTAI ker-
nel module. To facilitate the management of the kernel VoIP
watermarking engine from user space, we also extended the
netfilter /iptable mechanism in Linux kernel.

By integrating the RTAI hard real-time scheduling and
the Linux kernel functionality, our real-time VolP water-
marking engine achieves the guaranteed delay precision of
100 microseconds over any specified packets of any specified
flows despite the workload of the Linux kernel.

5. EXPERIMENTS

In this section, we empirically validate our active water-~
mark based tracking of anonymous, peer-to-peer VoIP calls
on the Internet. In specific, we conduct our experiments
with real-time Skype peer-to-peer VolP calls over the com-
mercially deployed anonymizing system of findnot.com. Fig-
ure 6 shows the setup of our experiments. The Skype peer
A is connected to some entry point of the anonymizing net-
work of findnot.com via PPTP (Point to Point Tunnel Pro-
tocol) and all the Iuternet traffic of Skype peer A is routed
through and anonymized by the anonymizing network of
findnot.com. As a result, Skype peer B never sees the real
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P address of Skype peer A and Skype peer A could appear
to be some host of thousands miles away. In our experimen-
" tal setup, the two communicating Skype peers are at least
27 hops away with about 60ms end to end latency.

‘We place our high precision VoIP watermarking engine
between Skype peer B and the Internet and let it transpar-
ently watérmark the VoIP flow from Skype peer B to peer
A. We intercept the VoIP flow from the anonymizing net-
work of findnot.com to Skype peer A, and try to detect the
watermark from the intercepted VolP flow.

While Skype VoIP call can use both TCP and UDP, we
have found that it almost always use UPD. In our experi-

ments, all the Skype calls happen to be UPD, and none of '

them has noticeable packet loss..

5.1 Watermarking Parameter Selection

Equation (7) gives us the quantitative tradeoff between
the watermark bit detection rate, watermark embedding pa-
rameters and the defining characteristics of the network de-
lay jitters.

To make the embedded watermark more robust against
the network delay jitters and have high watermark bit de-
tection rate, it is desirable to have larger watermark embed-
ding delay a and bigger redundancy number r. However, a
bigger watermark embedding delay means bigger distortion
of the original inter-packet timing of the VoIP flow, which
could potentially be used by the adversary to determine if a
VoIP flow has been watermarked or not. Ideally, the delay

introduced by the watermark embedding should be indistin-

guishable from the normal network delay.

To understand the normal network delay jitter as well as
the hiding space for embedding our transparent watermark
into the inter-packet timing of VoIP flows, we made a Skype
call of 6 minutes long without watermarking, and collected
the traces of the VoIP flows from both Skype peer A and
B. We calculated the network delay jitter by comparing the
timestamps of 10424 corresponding packets between the two
VoIP flows. Figure 7 shows the distribution of the normal-
ized network delay jitters. It indicates that there are about
50% chances that the network delay jitter will be equal to or
bigger than 3ms. Therefore, it would be hard to distinguish
any watermarked VoIP flow from unwatermarked ones if we
embed the watermark with 3ms delay.

With watermark embedding delay a=3ms, we tried dif-
ferent redundancy numbers r to embed a 24-bit watermark
into the Skype VoIP calls over the same anonymizing net-
work of findnot.com. Figure 8 shows the average number
of the error bits of the decoded watermarks of 10 Skype
calls with a range of redundancy numbers. It clearly shows
that the number of error bits can be effectively decreased
by increasing the redundancy number . With redundancy
number =25, the average number of error bits of the de-
coded 24-bit watermark is only 1.4.

In all of the following experiments, we use 24-bit water-

marks with embedding delay a=3ms and redundancy num-
ber »=25. With this set of watermarking parameters, the
watermarking of VoIP flow only requires 1200 packets to
be delayed by 3ms. Given the 30ms packetization interval
of Skype VoIP calls, the transparent watermarking can be
applied to any VoIP calls that are as short as 90 seconds.

5.2 True Positive Experiments :
We randomly generated 100 24-bit watermarks such that
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the Hamming distance between any two of them is at least
9. We then made 100 Skype calls of 2 minutes long and
watermarked each-of them with different watermark, We
collected the originating and terminating watermarked VoIP
flows from Skype.peer B and A respectively, and decoded
the 24-bit watermarks from them. We call any bit in the
decoded 24-bit watermark that is different from the cor-
responding embedded bit as an error bit. Figure 9 shows
the number of error bits of the 100 Skype VoIP calls and
the watermark detection true positive rates given different
numbers of allowed error bits. It indicates ‘that very few
of the 100 watermarked originating flows has 1 or 2 error
bits, and a number of watermarked terminating flows has 1
to 6 error bits. If we require the exact match between the
embedded watermark and the detected watermark, then we
have 59% true positive rate, If the number of allowed error
bits is increased to 4, the true positive rate becomes 99%.
With number of allowed error bits being 6 or grea.ter, we
have 100% true positive rate.

5.3 False Positive Experiments

No matter what watermark we choose, it is always possi-
ble that an unwatermarked VoIP flow happens to have the
chosen watermark naturally. We call this case as a false
posilive in correlating the VoIP flows.

We have shown that the true positive rate is generally
higher if the number of allowed error bits is bigger. However,
a bigger number of allowed error bits tends to increase the
false positive rate. Therefore, it is important to choose an
appropriate number of allowed error bits that will yield both
high true positive rate and low false positive rate at. the
same time. To find the appropriate number of allowed error
bits, we need to know the false positive rates under different
numbers of allowed error bits.

Assuming the 24-bit watermark decoded from a random
flow is uniformly distributed, then the expected false posi-
tive rate with h > 0 allowed error bits will be

>

;:n( 24 ):(g)“ )

Because each of the 100 Skype calls. is watermarked with
different watermark, any of the 100 watermarked Skype
flows has 99 uncorrelated watermarked Skype flows. Ideally,
the number of different bits between the 24-bit watermarks
decoded from different, watermarked flows should be high.

Figure 10 shows the expected and measured numbers of
different bits between the 24-watermarks decoded from the
9900 pairs of uncorrelated VoIP fiows as well as the expected
and measured watermark detection false positive rates un-
der various numbers of allowed error bits. It indicates that
the measured values are very ¢lose to expected value. This
validates our assumption that the 24-bit watermark decoded
from a random flow is uniformly distributed.

Out of the 9900 pairs of uncorrelated flows, no one has less
than 6 different bits between the two watermarks decoded,

" There are 10 pairs of uncorrelated flows that have 6 different

bits. Therefore, if we choose 5 as the number of allowed
error bits, we would have 99% true positive rate and 0%
false positive rate. If we use 6 as the number of allowed
error bits, we would get 100% true positive rate and 0.1%
false positive rate.
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6. RELATED WORKS
. There have been substantial research works on how to
trace attack packets with spoofed source address. Notably,

Savage et al. {24] proposed IP traceback approach based on .

probabilistic packet marking (PPM), and Snoeren et al. {30]
proposed logging based IP traceback approach. While both
approaches have been shown to be effective in tracing the
real source of large number of packets with spoofed source
address, they can not be used directly to trace VoIP flows.
Nevertheless, Savage's work demounstrated the potentials of
active approath in tracing IP packets.

*There are a number of works [34, 35, 33,7, 32, 5] on how to
trace encrypted attack traffic through stepping stones based
on the inter-packet timing characteristics. Except Wang and
Reeves® work [32], all other timing based approaches are .
passive. As the timing characteristics of VoIP flows are not
distinct enough, passive examination of existing inter-packet
timing of VoIP flows won’t be able to distinguish different
VoIP flows. Our proposed work differs from work [32] in
that it does not require packet buffering to achieve the even
time adjustment for embedding the watermark.

A number of low-latency anonymizing systems have been
proposed to provide various levels of anonymity. Notably,
Onion Routing {13] and its secand generation Tor [6} aim to
provide anonymous transport of TCP flows over the Inter-
net. ISDN rnixes [21] proposed a technique to anonymize-
the phone calls over the traditional PSTN. Tarzan {12] is
an anonymizing network layer based on peer-to-peer model.
Unlike most other anonymizing systems, Tarzan introduces
cover traffic in addition to encrypting and relaying the nor-
mal traffic.

Felton and Schneider [10] identified a web caching exploit-
ing technique that would allow malicious web site to infer
whether its visitors have visited some other web pages, even
if the browsing is protected by anonymizing services. Mur-
doch et al. {20] have recently investigated timing based at-
tack on Tor with the assumption that the attacker controls a
corrupt Tor node. Levine et al. {18] investigated passive tim-
ing based attack on low-latency anonymizing systems with
the assumption that the attacker controls both the first and
the last mix in the anonymizing network. However, none of
these timing based approaches can be directly used to track
VoIP calls.

7. CONCLUSIONS

Tracking encrypted, peer-to-peer VoIP calls has been widely
viewed as impossible, especially when the VoIP calls are
anonyimized by the low latency anonymizing system. The
key contribution of our work is that it demonstrates (1)
tracking anonymous, peer-to-peer VolP calls on the Inter-
net is feasible; and (2) low latency anonymizing system is
susceptible to timing based attack.

Our technique for tracking anonymous, peer-to-péer VoIP

“calls is based on subtle and deliberate manipulation of the
inter-packet timing of selected packets of the VoIP flow. Qur
experiments of the real-time peer-to-peer VolIP calls over a
commercially deployed anonymizing system show that the
encrypted and anonymized VoIP flow could be made highly
unique with only 3ms timing adjustment on selected packets.
This level of timing adjustment is well within the range of
normal network delay jitters. Our results also show that
our watermark based tracking technique can be effectively
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applied to any peer-to—peer VoIP calls that are at least 90
seconds long. '
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APPENDIX

Let D; (i = 1,...,n) represent the random delays added
to packet P; by the adversary, let D > 0 be the maximum
delay the adversary could add to any packet, and let o3
be the variance of all delays added to all packets. Here
we make no assumption about the distribution of random
delay the adversary could add to each packet except that the
delay is bounded. For example, D; and D; (i # §) could be
correlated to each other and/or have different distributions.
This models all the possible bounded random delays the
adversary could add to a packet How.

Given the assumption that the adversary does not know .
how and which packets are selected by the information hider,
the selection of information embedding packet P, (k =
1,...,2r) is independent from any random delay D; the ad-
versary could add. Therefore, the impact of the random de-
lays by the adversary over randomly selected P, is equiva-
lent to randomly choosing one from the random variable list:
Dy,...,Dn. Let by (k =1,...,2r) represent the impact of
the random delays by the adversary over the k-th randomly
selected packet P, . Apparently the distribution of b is a
compound one that depends on the probability that each D
would be selected. Since each Py, is randomly selected ac-
cording to the same probability distribution over Py,. .., Pn,
each by has the same compound distribution. Furthermore,
because each P,, is selected independently, bx is also inde-
pendent from each other. In other words, the impact of any
random delays by the adversary over those independently
and randomly selected information bearing packets is inde-
pendent and identically distributed (iid), and it is essentially
an ¢id random sample from the random:-delays the adversary
added to all packets.

Let z3,x and z2,x be the random variables that denote

" the random impact over ipd; k.a and ipdzi g respectively.

Apparently both 1,5 and w2,k are itd. It is also easy to
see that =ik, z2.x € [—D, D), E(z1,4) = B(z2,4) = 0, and
Var(z:x) = Var(zz,k) = 20',‘ . Let Xi = (ac; K — T2 k)/2
then X} is did, E(X}) = 0, and Var(Xy) = o3.

Let Y{ 4 be the random varlable that denotes the resulting
value of Yy g4 after it is perturbed by x1,x and 2,4, then we
have
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By a.pplymg the Central Limit Theorem to random sample

’ '_,‘ N ) 7 ; - ' },1 P IEREE) rdv where E(Yk d) = 0, and Va!'(Yk d) = oY,d +
Yea = {(.mfil'k'd +,$"k) (ipdaka +o2.0))/2 . o3+ 2CO[(YI¢ d Xi)ov,acd, we have
= (ipdy,k,a ~ ipdana)/2 + (Z16 — 22,4)/2
Yied + X (A-1) o PV = B <o) = PV,
Therefore, E(YY, 4) 0. Since Yjy,q is iid and X is #id, = PR
Yy q is also iid. A : Y Var(Yy ;) ( \)/ Var(Yy ;) )
. K = Oz (A-4
Var(Yy q) o= Var(Yi,q) + Var(Xe) + 2Cov(Yk,e, X&) Therefore .
.. = o¥4 + 03 + 2Cor(Yi,4, Xs)ov,a04a - . PV <a = o TY/ ay/F ]
< o%a+0di+20v,04 (A-2) e \/Var(Y,: ) \/Vax(Yk’,d)
= (ov.d +'0‘d)2 aF
Let Y/, ' ¢ De the random variable that denotes the resulting ~ o /V&T(Yk',d) (A-5)
value of Y,,d after it is perturbed by ;i and =z, then we JF
have = & avr )
77 1 ) \/"'%',d + o3 + 2Cor(Yi,4, Xi)ov,doq
= Z Y4 (A-3) 7
k=1 Z Q( ayr
According to the property of variance of independent rap- o¥.a+0od

dom variables, Va.r(Y,’ 4) = Vax(Yy ;)/r. It is also easy to
see that B(Y, d) =0,
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Application No. Applicant(s)

) .. ) 15/072,558 MORIMOTO, MASAHARU
Applicant-Initiated Interview Summary

Examiner Art Unit

GBEMILEKE ONAMUTI 2463

All participants (applicant, applicant's representative, PTO personnel):

(1) GBEMILEKE ONAMUTI. (3)ISHILL SATORU.

(2) FARHAD SHIR (Req. #: 59.403). (4) .

Date of Interview: 09 August 2016.

Type: [ Telephonic [ Video Conference
X Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed [XJ101 [J112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed:
Identification of prior art discussed:

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The rejection(s) of Claims 1-20 under 35 U.S.C. 101 as not falling within one of the four statutory cateqgories of
invention and the claimed invention is directed fo non-statutory subject matter because the claims is directed to judicial
exception without adding significantly more is withdrawn because applicant's arqument is persuasive. Regarding the
rejection(s) of Claims 1-20 on the grounds of nonstatutory double patenting over Claims 1,3,4 and 6-20 of copending
application No.: 13/983.001, the applicant agreed 1o file a terminal disclaimer to overcome this rejection.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/GBEMILEKE ONAMUTI/
Examiner, Art Unit 2463

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20160809
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of

Masaharu MORIMOTO

Serial No.:  15/072,558 Group Art Unit: 2463
Filing Date: March 17, 2016 Examiner: Gbemileke J. Onamuti

For: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Honorable Commissioner of Patents
Alexandria, VA 22313 - 1450

RESPONSE UNDER 37 C.F.R. §1.111
Sir:
In response to the Office Action dated April 11, 2016, please consider the above-

identified application as follows:

INTRODUCTORY COMMENTS
A listing of the Claims begins on page 2 of this paper. There are no new claim
amendments, but a clean version of the claims is included for reference. No new matter is
added.
Remarks begin on page 6 of this paper.
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KUD.486 CONT
CLAIMS
1. (Original) A switch apparatus, comprising:

a storage storing a table, the table including rules and actions corresponding to the
rules; and
a controller comprising:
a memory storing instructions; and
a processor configured to execute the instructions to:
receive the rules and the actions from a control apparatus;
identify, based on the rules, a received packet;
duplicate a part of a header of the identified packet as an additional
header when the identified packet comprises a target of encapsulation;
encapsulate the identified packet by the additional header; and

process, based on the actions, the identified packet.

2. (Original) The switch apparatus according to claim 1, wherein the processor is further
configured to execute the instructions to
send header information to the control apparatus when the identified packet comprises an

encapsulated packet.

3. (Original) The switch apparatus according to claim 2, wherein the header information

includes the additional header.

4. (Original) The switch apparatus according to claim 3, wherein the processor is further

configured to execute further instructions to decapsulate the encapsulated packet.

5. (Original) The switch apparatus according to claim 1, wherein the processor is further
configured to execute the instructions for translation of first header data of a head of the

received packet into second header data.

6. (Original) The switch apparatus according to claim 5, wherein the instructions to
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encapsulate the identified packet includes notifying the controller of the first header data

before the translation and the second header data after the translation.

7. (Original) A communication system, comprising:
a control apparatus configured to control a plurality of switch apparatuses; and
a switch apparatus of the switch apparatuses comprising:
a storage storing a table, the table including rules and actions corresponding
to the rules; and
a controller comprising:
a memory storing instructions; and
a processor configured to execute the instructions to:
receive the rules and the actions from a controller;
identify, based on the rules, a received packet;
duplicate a part of a header of the identified packet as an
additional header when the identified packet comprises a target of
encapsulation;
encapsulate the identified packet by the additional header;
and

process, based on the actions, the identified packet.
8. (Original) The communication system according to claim 7, wherein the processor is
further configured to execute the instructions to send header information to the control

apparatus when the identified packet comprises an encapsulated packet.

9. (Original) The communication system according to claim 8, wherein the header

information includes the additional header.

10.  (Original) The communication system according to claim 9, wherein the processor is

further configured to execute further instructions to decapsulate the encapsulated packet.

11.  (Original) The communication system according to claim 7, wherein the processor is

DELL - Exhibit 1002 - Page 153



Serial No.: 15/072,558
KUD.486 CONT
further configured to execute the instructions for translation of the first header data of a head

of the received packet into the second header data.

12. (Original) The communication system according to claim 11, wherein the instructions
to encapsulate the identified packet includes notifying the controller of first header data

before the translation and second header data. after the translation.

13. (Original) A communication method, comprising:

receiving rules and actions from a controller;

identifying, based on the rules, a received packet;

duplicating a part of a header of the identified packet as an additional header when
the identified packet comprises a target of encapsulation;

encapsulating the identified packet by the additional header; and

processing, based on the actions, the identified packet.

14.  (Original) The communication method according to claim 13, further comprising:

sending header information to a controller when the identified packet comprises an

encapsulated packet.

15.  (Original) The communication method according to claim 14, wherein the header

information includes the additional header.

16.  (Original) The communication method according to claim 15, further comprising:

executing further instructions to decapsulate the encapsulated packet.

17. (Original) The communication method according to claim 14, further comprising:

translating first header data of a head of the received packet into second header data.

18. (Original) The communication method according to claim 17, further comprising:
notifying the controller of the first header data before the translating and the second
header data after the translating.
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19.  (Original) A non-transitory recording medium recording a program which when
executed causes a switch to perform a method, the method comprising:

receiving rules and actions from a controller;

identifying, based on the rules, a received packet;

duplicating a part of a header of the identified packet as an additional header when
the identified packet comprises a target of encapsulation;

encapsulating the identified packet by the additional header; and

processing, based on the actions, the identified packet.

20. (Original) The non-transitory recording medium, according to claim 19, the method

further comprising:
sending header information to the controller when the identified packet comprises an
encapsulated packet,

wherein the header information includes the additional header.
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REMARKS

Applicant concurrently files herewith a petition (and fee) for a one-month extension
of time.

Claims 1-20 are pending in this Applicatioh.

Claim 1-20 stand rejected under 35 U.S.C. § 101,

Claims 1-20 stand rejected on the ground of obviousness-type double patenting, as
being allegedly unpatentable over claims 1, 3, 4, and 6-20 of U.S. Patent App. No.
13/983,001, now U.S. Patent No. 9,313,128 B2.

Applicant respectfully traverses these rejections in the following discussion.

I THE DOUBLE PATENTING REJECTION

Claims 1-20 stand rejected on the ground of obviousness-type double patenting, as
being allegedly unpatentable over claims 1, 3, 4, and 6-20 of U.S. Patent App. No.
13/983,001, now U.S. Patent No. 9,313,128 B2.

While Applicant completely disagrees with the Examiner’s double-patenting

rejection, to speed prosecution, Applicant herewith files a Terminal Disclaimer to alleviate

the Examiner’s concerns.
Therefore, Applicant respectfully requests the Examiner to reconsider and withdraw

this rejection.

1L THE 35 USC §101 REJECTION
Claims 1-20 stand rejected under 35 U.S.C. §101 based on Alice Corp. Pty. v. CLS
Bank Int'l (hereinafter Alice).

However, Applicant note that, in the Personal Interview of August 9, 2016, the

Examiner agreed that Applicant’s arguments were persuasive, and would overcome the
rejection under 35 U.S.C. § 101.

Further, Applicant submits that the Examiner has unreasonably rejected the claimed

invention as directed to a judicial exception without “significantly more”.
That is, the Examiner has erred in Step 2A and Step 2B of the USPTO interim
guidelines.

The claimed invention recites a series of devices and steps for communication and for
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processing an identified packet. Thus, the claimed invention is a device (which is a machine),
a method (which is a process), and a non-transitory programmable storage medium (which is
a manufacture), each of which is one of the statutory categories of invention (Step 1: YES).

The claim is then analyzed to determine whether the claim is directed to any judicial

exception. Applicant refers the Examiner to Example 1 of the “2014 Interim Eligibility
Guidance Quick Reference Sheet” found at the following URL:
http://www.uspto.gov/patents/law/exam/abstract_idea examples.pdf

Similar to the example related to software technology for detecting viruses, the
claimed invention is related to a technology for communication and for processing an
identified packet.

As a result, a corresponding relation between two flows before and after the passage
can be grasped, and the tracing of the flow in end-to-end becomes possible.

Such action does not describe an abstract concept or is not solely based on a
mathematical relationship and a transition model, or a concept similar to those found by the
courts to be abstract, such as a fundamental economic practice, a method of organizing
human activity, an idea itself (standing alone), or a mathematical relationship.

In contrast, the invention claimed here is directed towards a concept inextricably tied

to computer technology and distinct from the types of concepts found by the courts to be

abstract.

That is, and as similarly held in Enfish, the claimed invention is clearly an
improvement in a computer-related technology that is appropriately claimed such that the
claimed mvention is undoubtedly not abstract, let alone direct to a mathematical relationship
or a transition model.

That is to say, Enfish held that software can make non-abstract improvements to
computer technology just as hardware can, and the court noted that claims directed to
software, as opposed to hardware, also are not inherently abstract.

Accordingly, the claimed steps do not recite an abstract idea, let alone directed to the
mathematical relationship and transition model. Nor do they implicate any other judicial
exception. As similarly held in the USPTO example for virus software, the claim is not

directed to any judicial exception (Step 2A: NO). The claim is eligible.

That is, the Examiner merely made a conclusory statement on page 3 of the Office
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Action without fully examining the claimed invention as above and as required by the
USPTO guidelines. Clearly, when a full analysis according to the USTPO guidelines is

performed (as above), the claimed invention is not directed to any judicial exception.

Assuming arguendo that the claims are directed to a judicial exception, the claims
recite “significantly more” than the alleged abstract idea (or a quasi-area between a law of
nature and an abstract idea).

Indeed, Justice Thomas stated in the Alice opinion that:

Accordingly, in applying the § 101 exception, we must distinguish
between patents that claim the “ ‘buildin[g] block[s]’ ” of human ingenuity and
those that integrate the building blocks into something moere, Mayo, 566 U.S,,
at , 132 S.Ct., at 1303, thereby “transformling]” them into a patent-
eligible invention, id., at , 132 S.Ct., at 1294. The former “would risk
disproportionately tying up the use of the underlying” ideas, *2355 id., at ,
132 S.Ct., at 1294, and are therefore ineligible for patent protection. The latter
pose no comparable risk of pre-emption, and therefore remain eligible for the
monopoly granted under our patent laws (emphasis Applicant’s). Alice Corp.
Pty. v. CLS Bank Int'l, 134 S. Ct. 2347, 2354-55, 189 L. Ed. 2d 296 (2014).

In the Application at hand, the claimed invention is not directed towards merely an
“abstract idea” and in essence the “building blocks™ as Justice Thomas states such that it
would “pre-empt” each and every invention that searches a database.

That is, it cannot reasonably be concluded that even originally-filed claim 1 somehow

totally pre-empts, as would be required under the objective evaluation defined in Alice.

Therefore, claim 1 clearly does not totally pre-empt the abstract idea of, since the
claimed invention uses this abstract concept as only one step in its method.

Turning to the Step 2B analysis, the claimed invention recites “significantly more”
than “organizing, storing, encapsulating and transmitting of packets”,

The claimed invention recites the additional limitations such that “receive the rules
and the actions from a control apparatus;

identify, based on the rules, a received packet;

duplicate a part of a header of the identified packet as an additional header when the
identified packet comprises a target of encapsulation;

encapsulate the identified packet by the additional header,; and

process, based on the actions, the identified packet.”

That is, when viewing these computer limitations as an ordered combination along
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with the remaining limitations, the claims clearly amount to “significantly more” than the
abstract idea of “organizing, storing, encapsulating and transmitting of packets”.

Even further, the claimed invention improves the functioning of the computer itself

which qualifies as “significantly more” under the USPTO guidelines.
Even if the Examiner maintains that the claimed invention is directed to an abstract

idea, and pre-empts arguendo the entirety of the abstract idea, the claimed invention is so tied

to a computer that is improves the function of the computer itself (e.g., See Enﬁsh).

Therefore, the claimed invention is directed to patent-eligible subject matter.
Further, Applicant submits that the Examiner has improperly relied on Alice Corp.
Pty. v. CLS Bank Int'l, 134 S. Ct. 2347, 189 L. Ed. 2d 296 (2014) in forming his rejection of

the claimed invention in Step 2 of the U.S.P.T.O. guidelines. The Examiner’s rejection

contradicts Justice Thomas’s opinion in the aforementioned case. More specifically, Justice
Thomas states:

“We have described the concern that drives this exclusionary
principle as one of pre-emption. See, e.g., Bilski, supra, at 611-612, 130
S.Ct. 3218 (upholding the patent “would pre-empt use of this approach in
all fields, and would effectively grant a monopoly over an abstract
idea”). Laws of nature, natural phenomena, and abstract ideas are *“ © “the
basic tools of scientific and technological work.” * ” Myriad, supra, at
, 133 S.Ct., at 2116. “[M]onopolization of those tools through the grant of a
patent might tend to impede innovation more than it would tend to promote
it,” thereby thwarting the primary object of the patent laws. Mayo, supra, at
, 132 S.Ct., at 1923; see U.S. Const., Art. 1, § 8, cl. 8 (Congress “shall
have Power ... To promote the Progress of Science and useful Arts”). We
have “repeatedly emphasized this ... concern that patent law not inhibit
further discovery by improperly tying up the future use of”” these building
blocks of human ingenuity. Mayo, supra, at , 132 S.Ct., at 1301 (citing
Morse, supra, at 113)” (emphasis Applicant’s). Alice Corp. Pty. v. CLS
Bank Int'l, 134 S. Ct. 2347, 2354, 189 L. Ed. 2d 296 (2014).

In other words, Justice Thomas held that an abstract idea that would pre-empt all

other inventions in the field and grant a monopoly should be held as ineligible.  On the

contrary, this is not the case with the claimed invention.

Applicant directs the Examiner to the recently decided Court of Appeals for the
Federal Circuit decision in Bascom Global Internet Services Inc., v. AT&T Mobility, AT&T

Corp (hereinafter ‘Bascom’) decided on June 27, 2016, which provides further guidance to
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the U.S.P.T.O. (and Examiner’s) on what provides significantly more in Step 2 and the issue

of pre-emption as discussed in Alice by Justice Thomas.

Judge Chen in the majority opinion of Bascom held that:

“The inventive concept inquiry (e.g., if claims provide significantly
more than the alleged abstract idea) requires more than recognizing that each
claim element, by itself, was known in the art. As is the case here, an
inventive concept can be found in the non-conventional and non-generic
arrangement of known, conventional pieces.”

Judge Chen reasoned that the claims of Bascom were patent-eligible because:

“the claims do not merely recite the abstract idea of filtering
content along with the requirement fo perform it on the Internet, or to
perform it on a set of generic computer components. Such claims
would not contain an inventive concept. See CyberSource Corp. v.
Retail Decisions, Inc., 654 F.3d 1366, 1370 (Fed. Cir. 2011) (reasoning that
the use of the Internet to verify a credit card transaction does not
meaningfully add to the abstract idea of verifying the transaction). Nor de
the claims preempt all ways of filtering content on the Internet; rather,
they recite a specific, discrete implementation of the abstract idea of
filtering content. Filtering content on the Internet was already a known
concept, and the patent describes how its particular arrangement of
elements is a technical improvement over prior art ways of filtering such
content. As explained earlier, prior art filters were either susceptible to
hacking and dependent on local hardware and software, or confined to an
inflexible one-size-fits-all scheme. BASCOM asserts that the inventors
recognized there could be a filter implementation versa-tile enough that it
could be adapted to many different users’ preferences while also installed
remotely in a single location. Thus, construed in favor of the
nonmovant—BASCOM—the claims are “more than a drafting effort
designed to monopolize the [abstract idea].” Alice, 134 S. Ct. at 2357. _
Instead, the claims may be read to “im-prove[ | an existing
technological process.” Id. at 2358 (discussing the claims in Diehr, 450
U.S. 175).

That is, Judge Chen clearly set forth a three-prong test to determine that an inventive
concept can be found in the non-conventional and non-generic arrangement of known,
conventional pieces such that the claims provide significantly more than the alleged abstract
idea if:

(1) the claims do not merely recite the abstract idea along with the requirement

to perform it on a set of generic computer components;
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(2) recite a specific, discrete implementation of the abstract idea such that there
is no pre-emption of the abstract idea itself; and
(3) the claims improve an existing technology.

The claimed invention at hand passes each of the three-prongs of Judge Chen’s test
under the U.S.P.T.O. 35 U.S.C. §101 guidelines under Alice such that the claimed invention
is patent-eligible as being significantly more than the alleged abstract idea.

More specifically, the claimed invention does not merely recite the alleged abstract

idea of “comparing new and stored information and using rules to identify options” with the

requirement to perform it on a set of generic computer components (e.g., the first prong).

Although the invention in the Bascom patent is engineered in the context of filtering
content, the invention is not claiming the idea of filtering content simply applied to (generic
computer components). The Bascom patent is instead claiming a technology-based solution
(not an abstract-idea-based solution implemented with generic technical components in a
conventional way) to filter content on the Internet that overcomes existing problems with
other Internet filtering systems.

Similarly, the claimed invention is clearly not claiming the idea of comparing new
and stored information and using rules to identify options by using the steps of detecting an
anomaly and notifying when the anomaly is detected simply being applied to generic
computer components.

Instead, and similar to the Bascom patent and rationale of Judge Chen, the claimed

invention claims a technology-based solution (not an abstract-idea-based solution

implemented with generic technical components in a conventional way) to “receive the rules
and the actions from a control apparatus;

identify, based on the rules, a received packet;

duplicate a part of a header of the identified packet as an additional header when the
identified packet comprises a target of encapsulation;

encapsulate the identified packet by the additional header; and

process, based on the actions, the identified packet” that overcomes existing problems

with other conventional methods, as described on pages 1-5 of the specification).

That is, an exemplary technology based solution to the existing problem as identified

in the present invention.
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There are an infinite number of ways for a network system and a network flow tracing
method. The claimed invention presented herein clearly does pre-empt each and every way to
perform the abstract idea (e.g., passes the second-prong).

Further, as stated above, the claims further improve the existing technology.

That is, “[I]nventions with specific applications or improvements to technologies in
the marketplace are not likely to be so abstract that they override the statutory language and
Sframework of the Patent Act”. See Research Corp. Techs. v. Microsoft Corp., 627 F.3d 859,
869 (Fed. Cir. 2010) cited by Judge Chen in the Bascom decision.

Therefore, the inventive concept can be found in the non-conventional and non-generic

arrangement of the claimed elements such that the claims provide significantly more than the

alleged abstract idea because the claims do not merely recite the abstract idea along with the

requirement to perform it on a set of generic computer components, because the claims recite

a specific, discrete implementation of the abstract idea such that there is no pre-emption of

the abstract idea itself, and because the claims improve an existing technology, Applicant

submits for similar reasons as the recently held Bascom decision that the claimed invention is
patent-eligible under 35 U.S.C. §101.

In other words, the inventors have invented a technical solution to an technical
problem in an existing technology such that there is no risk of pre-emption because the old
technology which the invention improves can clearly perform a similar concept of
“comparing new and stored information and use rules to identify options” in a similar but
deficient way that caused the Inventor’s to consider the new and non-obvious technical
solution recited in the claimed invention.

Therefore, Applicant respectfully requests the Examiner to reconsider and withdraw

this rejection.

1. FORMAL MATTERS AND CONCLUSION

In view of the foregoing, Applicant submits that claims 1-20, all the claims presently
under examination, are patentably distinct over the prior art of record and are in condition for
allowance. The Examiner is respectfully requested to pass the above application to issue at
the earliest possible time.

Should the Examiner find the application to be other than in condition for allowance,
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the Examiner is requested to contact the undersigned at the local telephone number listed

below to discuss any other changes deemed necessary in a telephonic or personal interview.

The Commissioner is hereby authorized to charge any deficiency in fees or to credit

any overpayment in fees to Attorney’s Deposit Account No. 50-0481.

Respectfully Submitted,

Date: 5 /(116 /WMM/

Farhad Shir, Ph.D.
Registration No. 59,403

Sean M. McGinn, Esq.
Registration No. 34,386

MCGINN INTELLECTUAL PROPERTY
LAW GROUP, PLLC

8321 Old Courthouse Road, Suite 200

Vienna, Virginia 22182-3817

(703) 761-4100

Customer No. 21254
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Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a)

Application Number Filed

15/072,558 March 17, 2016

"“"NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

Art Unit Examiner

2463 Gbemileke J. Onamuti

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(a)(1)) $200 $100 $50 ¢ 200.00
[] Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
[] Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $
[] Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550 $
[] Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

[]
[]
L]
[] Payment by credit card. Form PTO-2038 is attached.
L]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-0481

D Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the

[ ] applicant.

attorney or agent of record. Registration number 59,403

D attorney or agent acting under 37 CFR 1.34. Registration number

Lol g /1N
Signature “e—="""" Date
Farhad Shir (703) 761-4100
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below*.

D * Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A “PRIOR” PATENT 11USFP2759-C1-SU

In re Application of: Masaharu MORIMOTO
Application No.: 15/072,558

Filed: March 17, 2016
For: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

The applicant, _NEC Corporation , owner of 100 percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend
beyond the expiration date of the full statutory term of prior patent No. 9,313,128 B2 as the term of said prior patent is presently
shortened by any terminal disclaimer. The applicant hereby agrees that any patent so granted on the instant application shall be enforceable
only for any during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant
application and is binding upon the grantee, its successors or assigns.

In making the above disclaimer, the applicant does not disclaim the terminal part of the term of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by
any terminal disclaimer,” in the event that said prior patent later:

expires for failure to pay a maintenance fee;

is held unenforceable;

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

has all cltaims canceled by a reexamination certificate;

is reissued; or

is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. D The undersigned is the applicant. If the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee.

| hereby acknowledge that any willful false statements made are punishable under 18 U.S.C. 1001 by fine or imprisonment of not more
than five (5) years, or both.

2. The undersigned is an attorney or agent of record. Reg. No._59,403

Sonill oy &/ 1 /16

7
Signature M Date

Farhad Shir
Typed or printed name

Practitioner of record 703-761-4100
Title Telephone Number

Terminal disclaimer fee under 37 CFR 1.20(d) included.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to c omplete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete th is form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.Q. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
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New International Application Filed with the USPTO as a Receiving Office
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D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
L
EXAMINATION FEE
(37 CFR 1.16(0), (), or (q)) N/A N/A N/A
TOTAL CLAIMS ) N
(87 CFR 1.16() minus 20 = X3 =
INDEPENDENT CLAIMS ) N
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
] of paper, the application size fee due is $310 ($155
ASF;PCL;%?-TSN SIZE FEE for small entity) for each additional 50 sheets or
¢ 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
P—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
| 08/11/2016 | A-1er PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= Total (7 or - 20 Minus | - 20 _ 0 x 380 - 0
=4 EEE vins | -4 -0 x s420 - 0
= | [ application Size Fee (37 CFR 1.16(s))
<C  f—
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
v B vinus | - - xs -
= [ Independent . ; -
) (272€:r11.1esr1(h)) Minus = X $ =
Z | [ Appiication size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
VANESSA HODGES

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Application/Control No. Applicant(s)/Patent Under
Application Number Reexamination
H HHW H “ ‘ H““H 15072558 MORIMOTO, MASAHARU
Document Code - DISQ Internal Document — DO NOT MAIL
TERMINAL
DISCLAIMER XI APPROVED [l DISAPPROVED

This patent is subject

Date Filed: 08/11/2016 to a Terminal
Disclaimer

Approved/Disapproved by:

9,313,128 /RENEE M PRESTON/
Paralegal Specialist.Art Unit OCRU

U.S. Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

21254 7590 09/19/2016 | EXAMINER |
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC ONAMUTI, GBEMILEKE J
8321 OLD COURTHOUSE ROAD
SUITE 200 | ART UNIT PAPERNUMBER |
VIENNA, VA 22182-3817 2463

DATE MAILED: 09/19/2016

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.

15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1 7407

TITLE OF INVENTION: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/19/2016

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

21254 7590 09/19/2016

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC States Postal Service with sufficient postage for first class mail in an envelope

8321 OLD COURTHOUSE ROAD
SUITE 200
VIENNA, VA 22182-3817

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1 7407
TITLE OF INVENTION: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/19/2016
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ONAMUTI, GBEMILEKE J 2463 370-392000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.

Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE | FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1 7407
21254 7590 09/19/2016 | EXAMINER |
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC ONAMUTI, GBEMILEKE J
8321 OLD COURTHOUSE ROAD
SUITE 200 | ART UNIT PAPERNUMBER |
VIENNA, VA 22182-3817 2463

DATE MAILED: 09/19/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
15/072,558 MORIMOTO, MASAHARU
H HH i i AlA (First Inventor to File)
Notlce of Allowabliity E)éaEml\/:InLeErKE J. ONAMUTI gﬂsg m Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 08/11/2016.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a)[d Al b)[] Some *c)[] None of the:
1. [] Certified copies of the priority documents have been received.
2. [0 Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [0 Examiner's Comment Regarding Requirement for Deposit 7. [X] Other See attached EAST Search Strateqy.

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/GBEMILEKE J ONAMUTI/
Examiner, Art Unit 2463

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20160906
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Application/Control Number: 15/072,558 Page 2
Art Unit: 2463

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Response to Remark
2. This communication is considered fully responsive to the response filed on the
11" of August, 2016.
(a). The rejection of Claims 1-20 under 35 U.S.C. 101 as not falling within one
of the four statutory categories of invention and the claimed invention is directed
to non-statutory subject matter is withdrawn because applicant’s argument is
persuasive.
(b).  The rejection of Claims 1-20 on the ground of nonstatutory double
patenting as being unpatentable over Claims 1, 3, 4 and 6-20 of copending
application No.: 13/983,001 to Morimoto, Masaharu is withdrawn since the

terminal disclaimer filed is approved.
Allowable Subject Matter

3. Claims 1-20 are allowed. The following is an examiner’s statement of reason(s)

for allowance:
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Application/Control Number: 15/072,558 Page 3
Art Unit: 2463

Claims 1-20 are allowable over prior art(s) on record since the prior art taken
individual or in combination fails to particularly disclose or render obvious the claimed
invention of the present application.

Regarding Independent Claims 1, 7 and 13, the closest prior art on record, i.e.,
Publication No.: US 2009/0138610 A1 to Gobara et al. does not disclose “....... duplicate

a part of a header of the identified packet as an additional header when the identified

packet comprises a target of encapsulation; encapsulate the identified packet by the

additional header; and process, based on the actions, the identified packet’

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GBEMILEKE J. ONAMUTI whose telephone number is
(5671)270-5619. The examiner can normally be reached on Monday-Friday, 8:30 AM -
5:00 PM (EST).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, MARK RINEHART can be reached on (571)272-3632. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Application/Control Number: 15/072,558 Page 4
Art Unit: 2463

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/GBEMILEKE J ONAMUTI/
Examiner, Art Unit 2463
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Notice of References Cited

Application/Control No.

Reexamination

Applicant(s)/Patent Under

15/072,558 MORIMOTO, MASAHARU
Examiner Art Unit
GBEMILEKE J. ONAMUTI 2463 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumfj?o“;g_‘;';‘m'igf_”g‘:; Code MM?@?YY Name CPC Classification US Classification
* A | US-2009/0138610 A1 05-2009 Gobara; Kunio H04L12/4604 709/228
B | US-
c | US-
D | US-
E | US-
F | US-
G | US-
H | US-
| Us-
J | US-
K | US-
L | USs-
M | US-
FOREIGN PATENT DOCUMENTS
* Countre%coliig—?\le’\tl)ZTE:S Code MMl:?itsYY Country Name CPC Classification
N
o
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
W
X

*A copy of this reference is not being furnished with this Office action.

(See MPEP § 707.05(a).)

Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20160906
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

EASTSearchHistory.15072558_AccessibleVersion.htm[9/6/2016 12:20:54 PM]

Ref {iHits Search Query DBs Default iiPlurals jiTime
# Operator Stamp
2 1 H04L45/745.CPC. and encapsulat$3 US-PGPUB; iADJ ON 2016/09/086
near3 (packet or frame or data) same {USPAT; 11:26
(addition$3 or extra or add$3 or USCCR;
supplement$3 or new or padd$3) near2 iFPRS;
(preamble or header) same (duplicat$3 {EPO; JPO;
or correspond$3 or "same" or DERWENT;
equivalent or replicat$3 or double) IBM_TDB
near3 (header or preamble)
L4 16590 H04L12/413.CPC. US-PGPUB; {ADJ ON 2016/09/06
USPAT; 11:30
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L5 {137 (duplicat$3 or correspond$3 or "same" {{US-PGPUB;{ADJ ON 2016/09/06
or equivalent) near3 (header or USPAT; 11:30
preamble) same (packet or data or USOCR;
frame) same (addition$3 or extra or FPRS;
add$3 or supplement$3 or new or EPO; JPO;
padd$3) near2 (preamble or header) DERWENT;
same encapsulat$3 IBM_TDB
L6 1 4 and 5 US-PGPUB; §ADJ ON 2016/09/06
USPAT; 11:31
USOCR,;
FPRS;
EPG; JPO;
DERWENT;
|BM_TDB
L7 423 ("20040246991" | "20060227807" | US-PGPUB; §ADJ ON 2016/09/06
"20120014386" | "6907036" | USPAT; 12:05
"8705527").PN. USOCR;
FPRS;
EPG; JPO;
DERWENT;
IBM_TDB
L10 §35573 (duplicat$3 or correspond$3 or "same" {{US-PGPUB;{ADJ ON 2016/09/086
or equivalent) near3 (header or USPAT; 12:07
preamble) USCOCR;
FPRS;
EPG; JPO;
DERWENT;
IBM_TDB
L11 1 7 and 10 US-PGPUB; ADJ ON 2016/09/06
USPAT; 12:08
USOCR,;
FPRS;
EPG; JPO;
DERWENT;
IBM_TDB
P i ‘
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L12 {5484 (addition$3 or extra or add$3 or US-PGPUB; ADJ ON 2016/09/06
supplement$3 or new or padd$3) near2 jUSPAT; 12:08
(preamble or header) same USOCR;
encapsulat$3 FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L13 §i3 7 and 12 US-PGPUB; §ADJ ON 2016/09/06
USPAT; 12:09
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S17 W7 ((MASAHARU) near2 US-PGPUB; #ADJ ON 2016/09/06
(MORIMOTQ)).INV. USPAT 04:22
S18 422 ((MASAHARU) near2 EPO; JPO; HADJ ON 2016/09/06
(MORIMOTQ)).INV. DERWENT 04:22
S19 §1747930 {H04L$.CPC. US-PGPUB; §ADJ ON 2016/09/06
USPAT; 04:24
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S20 {14 S17 and $19 US-PGPUB; §ADJ ON 2016/09/06
USPAT; 04:25
USOCR,;
FPRS;
EPG; JPO;
DERWENT;
IBM_TDB
S21 {113 encapsulat$3 near3 (packet or frame or §US-PGPUB;{ADJ ON 2016/09/086
data) same (addition$3 or extra or USPAT; 05:05
add$3 or supplement$3 or new or USCCR;
padd$3) near2 (preamble or header) FPRS;
same (duplicat$3 or correspond$3 or EPO; JPO;
"same" or equivalent or replicat$3 or DERWENT;
double) near3 (header or preamble) [BM_TDB
S22 47 encapsulat$3 near3 (packet or frame or §US-PGPUB;{ADJ ON 2016/09/086
data) same (addition$3 or extra or USPAT; 05:20
add$3 or supplement$3 or new or USCCR;
padd$3) near2 (preamble or header) FPRS;
same (duplicat$3 or correspond$3 or EPC; JPO;
"same" or equivalent or replicat$3 or DERWENT;
double) with part with (header or [BM_TDB
preamble)
S27 {28 H04L12/4633.CPCl. and encapsulat$3 {US-PGPUB; §ADJ ON 2016/09/06
near3 (packet or frame or data) same {USPAT; 06:50
(addition$3 or extra or add$3 or USCCR;
supplement$3 or new or padd$3) near2 {jFPRS;
(preamble or header) same (duplicat$3 {EPO; JPO;
or correspond$3 or "same" or DERWENT;
equivalent or replicat$3 or double) IBM_TDB
near3 (header or preamble)
S28 i H04L45/745.CPCl. and encapsulat$3 US-PGPUB; {ADJ ON 2016/09/086
near3 (packet or frame or data) same {JUSPAT; 07:02
(addition$3 or extra or add$3 or USCCR;
supplement$3 or new or padd$3) near2 {jFPRS;
(preamble or header) same (duplicat$3 {EPO; JPO;
or correspond$3 or "same" or DERWENT;

DELL - Exhibit 1002 - Page 183




EAST Search History

EASTSearchHistory.15072558_AccessibleVersion.htm[9/6/2016 12:20:54 PM]

equivalent or replicat$3 or double) IBM_TDB
near3 (header or preamble)

S30 {28 H04L12/4633.CPC. and encapsulat$3 US-PGPUB; {ADJ ON 2016/09/086
near3 (packet or frame or data) same {USPAT; 07:03
(addition$3 or extra or add$3 or USOCR;
supplement$3 or new or padd$3) near2 {FPRS;

(preamble or header) same (duplicat$3 #EPO; JPO;
or correspond$3 or "same" or DERWENT;
equivalent or replicat$3 or double) IBM_TDB

near3 (header or preamble)

S31 412 (receiv$3 or recept$3) near3 (rule or US-PGPUB; #ADJ ON 2016/09/06
policy or policies) with (packet or frame {{USPAT; 07:45
or data) same (duplicat$3 or USOCR;
correspond$3 or "same" or equivalent {FPRS;
or replicat$3) near3 (header or EPO; JPO;
preamble) same (addition$3 or extra or {DERWENT;
add$3 or supplement$3 or new or IBM_TDB
padd$3) near2 (preamble or header)
and encapsulat$3

S32 {13484 H04L43/026.CPC. US-PGPUB; §ADJ ON 2016/09/06

USPAT; 07:48
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S33 i1 831 and S32 US-PGPUB; §ADJ ON 2016/09/06
USPAT; 07:48
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S35 {137 (duplicat$3 or correspond$3 or "same" {US-PGPUB;3ADJ ON 2016/09/06
or equivalent) near3 (header or USPAT; 09:36
preamble) same (packet or data or USCOCR;
frame) same (addition$3 or extra or FPRS;
add$3 or supplement$3 or new or EPO; JPO;
padd$3) near2 (preamble or header) DERWENT;
same encapsulat$3 IBM_TDB

S36 {122 (duplicat$3 or correspond$3 or "same" {US-PGPUB;{ADJ ON 2016/09/06
or equivalent) near3 (header or USPAT; 09:38
preamble) same (packet or data or USOCR;
frame) same (addition$3 or extra or FPRS;
add$3 or supplement$3 or new or EPO; JPO;
padd$3) near2 (preamble or header) DERWENT;
same encapsulat$3 and encapsulat$3 {IBV_TDB
near3 (packet or frame or data) same
(addition$3 or extra or add$3 or
supplement$3 or new or padd$3) near2
(preamble or header)

S37 {1 H04L49/3009.CPCl. and (duplicat$3 or {US-PGPUB;{ADJ ON 2016/09/06
correspond$3 or "same" or equivalent) {USPAT; 09:56
near3 (header or preamble) same USOCR;

(packet or data or frame) same FPRS;
(addition$3 or extra or add$3 or EPO; JPO;
supplement$3 or new or padd$3) near2 {DERWENT;
(preamble or header) same IBM_TDB
encapsulat$3 and encapsulat$3 near3

(packet or frame or data) same

(addition$3 or extra or add$3 or

supplement$3 or new or padd$3) near2
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P {(preamble or header) \ s s \ 5
S38 i1 H04L49/3009.CPC. and (duplicat$3 or {US-PGPUB; §ADJ ON 2016/09/06
correspond$3 or "same" or equivalent) {USPAT; 09:56
near3 (header or preamble) same USOCR;
(packet or data or frame) same FPRS;
(addition$3 or extra or add$3 or EPO; JPO;
supplement$3 or new or padd$3) near2 iDERWENT;
(preamble or header) same IBM_TDB
encapsulat$3 and encapsulat$3 near3
(packet or frame or data) same
(addition$3 or extra or add$3 or
supplement$3 or new or padd$3) near2
(preamble or header)
S39 {20634 H04L69/22.CPC. US-PGPUB; {ADJ ON 2016/09/06
USPAT; 09:57
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
$40 16 S35 and S39 US-PGPUB; §ADJ ON 2016/09/06
USPAT; 09:57
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
EAST Search History (Interference)
Ref {iHits Search Query DBs iiDefault iiPlurals {iTime
# Operator Stamp
L3 45 encapsulat$3 near3 (packet or frame or us ADJ ON 2016/09/06
data) same (addition$3 or extra or add$3 or {iPGPUB; 11:28
supplement$3 or new or padd$3) near2 USPAT
(preamble or header) same (duplicat$3 or
correspond$3 or "same" or equivalent or
replicat$3 or double) near3 (header or
preamble).clm.
S$23 W17 ((MASAHARU) near2 (MORIMOTO)).INV. Us ADJ ON 2016/09/06
PGPUB; 04:35
USPAT

S24 (576383 ijH04L$.CPC. Us ADJ ON 2016/09/06
PGPUB; 04:36
USPAT

825 {14 S23 and S24 Us ADJ ON 2016/09/06
PGPUB; 04:36
USPAT

S34 {1 (receiv$3 or recept$3) near3 (rule or policy HUS ADJ ON 2016/09/06
or policies) with (packet or frame or data) PGPUB; 07:47
same (duplicat$3 or correspond$3 or "same" {USPAT
or equivalent or replicat$3) near3 (header or
preamble) same (addition$3 or extra or
add$3 or supplement$3 or new or padd$3)
near2 (preamble or header) and
encapsulat$3.cim.

41§13 (duplicat$3 or correspond$3 or "same" or us ADJ ON 2016/09/06
equivalent) near3 (header or preamble) PGPUB; 09:53
same (packet or data or frame) same USPAT
(addition$3 or extra or add$3 or

EASTSearchHistory.15072558_AccessibleVersion.htm[9/6/2016 12:20:54 PM]
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iisupplement$3 or new or padd$3) near2
i(preamble or header) same encapsulat$3 i
iand encapsulat$3 near3 (packet or frame or |
i/data) same (addition$3 or extra or add$3 or |
{isupplement$3 or new or padd$3) near2 :
i(preamble or header).cim.

9/6/2016 12:20:51 PM
C:\ Users\ gonamuti\ Documents\ EAST\ Workspaces\ 15072558.wsp

EASTSearchHistory.15072558_AccessibleVersion.htm[9/6/2016 12:20:54 PM] DELL - Exh|b|t 1002 - Page 186



Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

BIB DATA SHEET
CONFIRMATION NO. 7407

SERIAL NUMBER FILINgAgrrE 371(c) CLASS GROUP ART UNIT ATTORN'\IJE(\)(.DOCKET
15/072,558 03/17/2016 370 2463 11USFP2759-C1
RULE
APPLICANTS
NEC Corporation, Tokyo, JAPAN;
INVENTORS

MASAHARU MORIMOTO, Tokyo, JAPAN;

*k CONTINUING DATA kkkkkhkkhkhkhkkhhhhhkhhhkhhd
This application is a CON of 13/983,001 07/31/2013 PAT 9313128
which is a 371 of PCT/JP2011/078439 12/08/2011

*k FOREIGN APPLICATIONS kkkkhkdkhkhkhhhkhkhhkhkkhkhkkd
JAPAN 2011-031752 02/17/2011

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **

03/30/2016
Foreign Priority claimed M ves Lo STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met aYes D No D M?Sv?gr?ée COUNTRY DRAWINGS CLAIMS CLAIMS
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ADDRESS

MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD

SUITE 200
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UNITED STATES
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|Q All Fees
|0 1.16 Fees (Filing)
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15072558 - GAU: 2463 Receipt date: 08/02/2016

Docket Number Application Number
11USFP2759-C1-SU (KUD.486CONT) 15/072,558
Inventor:

Information Disclosure Citation | Masaharu Morimoto

Filing Date Group Art Unit
March 17, 2016 2463
U. S. Patent Documents
Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)

U. S. Patent Application Publications

Examiner Filing Date
Initial Ref | Document Number Date Name Class Subclass (If Appropriate)

.G 2005/0208947 A1 09-22-05 | Bahl

0y 2010/0161795 A1 06-24-10 | Deridder, et al.

Foreign Patent Documents
Examiner
Initial Ref | Document Number Date Country Class Subclass Translation
Yes No
Other Documents (Including Author, Title, Date, Pertinent Pages, etc.)
Extended European Search Report dated May 4, 2016.
v Wang, et al. “Tracking Anonymous Peer-to-Peer VolP Calls on the Internet’, Proceedings of the 12t
6.0 ACM Conference on Computer and Communications Security, 7 Nov. 2005, p. 81-91,
XP001241622.
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Examiner: Initial if citation considered, whether citation is in conformance with MPEP Section 609; Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to Applicant.
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Application/Control No.

Applicant(s)/Patent Under
Reexamination

Search Notes 15072558 MORIMOTO, MASAHARU
H“NHW “w“ ‘ NHW e e
GBEMILEKE ONAMUT! 2463
CPC- SEARCHED
Symbol Date Examiner
HO4L 12/4633 04/04/2016 GJO
HO4L 49/3009 04/04/2016 GJO
HO4L 12/413 04/04/2016 GJO
HO4L 45/745 04/04/2016 GJO
HO4L 12/4633 09/06/2016 GJO
HO4L 45/745 09/06/2016 GJO
HO4L 43/026 09/06/2016 GJO
HO4L 49/3009 09/06/2016 GJO
HO4L 69/22 09/06/2016 GJO
HO4L 12/413 09/06/2016 GJO

CPC COMBINATION SETS - SEARCHED

Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
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Search Notes Date Examiner

PLUS Search

04/04/2016 GJO

Inventive Name Search

04/04/2016 GJO

EAST Search Strategy

04/04/2016 GJO

Text searching with class HO4L

04/04/2016 GJO
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09/06/2016 GJO
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09/06/2016 GJO
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09/06/2016 GJO

/GBEMILEKE J ONAMUTI/
Examiner.Art Unit 2463

U.S. Patent and Trademark Office

Part of Paper No. : 20160906
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Issue Classification

Application/Control No.
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U.S. Patent and Trademark Office
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

15072558 MORIMOTO, MASAHARU
Examiner Art Unit
GBEMILEKE J ONAMUTI 2463

US ORIGINAL CLASSIFICATION

INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED
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20
(Assistant Examiner) (Date)
/GBEMILEKE J ONAMUTV/
Examiner.Art Unit 2463 09/06/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 4

U.S. Patent and Trademark Office

Part of Paper No. 20160906
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X Claims renumbered in the same order as presented by applicant O CPA X T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 17
2 18
3 19
4 20
5
6
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9

Total Claims Allowed:
20
(Assistant Examiner) (Date)
/GBEMILEKE J ONAMUTI/
Examiner.Art Unit 2463 09/06/2016 O.G. Print Claim(s) O.G. Print Figure
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U.S. Patent and Trademark Office Part of Paper No. 20160906
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Reexamination
Index of Claims 15072558 MORIMOTO, MASAHARU
LT
GBEMILEKE ONAMUT!I 2463
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= Allowed + Restricted Interference Objected
X Claims renumbered in the same order as presented by applicant O cpa T.D. O R1.47
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Final Original |04/04/2016 |09/06/2016
1 v =
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3 v =
4 v =
5 v =
6 v =
7 v =
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9 v =
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U.S. Patent and Trademark Office
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE g]
Commissioner for Patents ({
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apgropnale. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlgss cor_rtgcled below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailinF can only be used for domestic mailings of the

Fee(s) Transmitial. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address) Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

21254 7590 09/19/2016 Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC States Postal Service with sufficient postage for ﬁr%l clg.?s mail in an envelope

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
8321 OLD COURTHOUSE ROAD ansmitted so the USPTO (571) 2732885, on the date indicated belaw.

SUITE 200 -
VIENNA, VA 22182-3817 Hand Delive red (Depositor's name)
(Signature)
(Date)
I APPLICATION NO. | FILING DATE I e FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. I CONFIRMATION NO. I

15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-Cl 7407
TITLE OF INVENTION: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

r APPLN.TYPE | ENTITY STATUS | 1ssuereeDUE | PusLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE [ pampue I
nonprovisional UNDISCOUNTED $960 35 30 3939 12/19/2016
12/16/2016 SNOHAMM1 98EA@B154 15872558
| EXAMINER [ arruni | crasssuscLass | 81 FC:1581 960.88 0P
82 FC:a661 15.88 0P
ONAMUTI, GBEMILEKE J 2463 370-392000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list .
CFR 1.363). . | McGinn IP Law Group, PLLC.
(1) The names of up to 3 registered patent attorneys
() Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . 2
(2) The name of a single firm (having as a member a
() "Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
NEC CORPORATION TOKYO, JAPAN

Please check the appropriate assignee category or categories (will not be printed on the patent) : O individuat & Corporation or other private group entity U Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Pleasc first reapply any previously paid issue fee shown above)
& 15sue Fee (M A check is enclosed.
{3 publication Fee (No small entity discount permitted) o Payment by credit card. Form PT0-2038 is attached.
&) Advance Order - # of Copies 5 [X] The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number 50-0481 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above) (Deficiencies Only )

a Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

Q Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

a Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

enlity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature M 4 ) W(’/ Date ’L/ [ S/ / é

Farhad Shir Registration No. 59,403

Typed or printed name

Page 2 of 3

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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. - PARTB - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

al
K

m . .
maintenance fee notifications.

pgropriale. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed (o the current correspondence address as
icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address)

-

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This ceru‘ﬁcale cannot be used for any other accompanying

Kapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21254 7590 09/1972016 : : : : : : : :
1 hereby certify that this Fee(s) Transmittal is being deposited with the United
MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC S(li::jles }Xods(al Sue;rvi](\:; vlvnsh SUHI)ISC;ELII“E plgisal]a:_'ge ci’gr first glass mail bzn an ?nvelope
addressed to the Mail Sto address above, or being facsimile
8321 OLD COURTHOUSE ROAD transmitted to the USPTO (571) 273-2885, on the date indicated bel(g)w.
SUITE 200 -
VIENNA, VA 22182-3817 Hand Delivered (Deposilor's name)
(Signarure)
(Date)
7N E‘\Kﬂ\
. ~_JHAD
l APPLICATION NO. I FILING DATE M FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/072,558 03/17/2016 MASAHARU MORIMOTO 11USFP2759-C1 7407

TITLE OF INVENTION: NETWORK SYSTEM AND NETWORK FLOW TRACING METHOD

I APPLN. TYPE [ ENTITY STATUS I ISSUE FEE DUE

PUBLICATION FEE DUE [ PREV. PAID ISSUE FEE l TOTAL FEE(S) DUE | DATE DUE ]

$S $0 935 12/19/2016

nonprovisional UNDISCOUNTED $960
l EXAMINER I ART UNIT [ CLASS-SUBCLASS |
ONAMUTI, GBEMILEKE J 2463 370-392000

+ 1. Change of correspondence address or indication of "Fee Address” (37
CFR 1.363).

{1 change of correspondence address (or Change of Correspondence
Address form PTQ/SB/122) attached.

() "Fee Address" indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up (o
2 registered patent attorneys or agents. If no nameis 3
listed, no name will be printed.

2

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee dala will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE
NEC CORPORATION

(B) RESIDENCE: (CITY and STATE OR COUNTRY)
TOKYO, JAPAN

Please check the appropriate assignee category or categories (will not be printed on the patent) : O individuat Corporation or other private group entity 0 Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Pleasc first reapply any previously paid issue fee shown above)

(3 Issue Fee .
[ publication Fee (No small entity discount permitted)
&) Advance Order - # of Copies 5

A A check is enclosed.
N} Payment by credit card. Form PTO-2038 is attached.

& The director is hereby authorized to charge the required fee(s), any deficiency. or credits any
overpayment, to Deposit Account Number 50-0481 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
J Applicant certifying micro entity status. See 37 CFR 1.29

0 Applicant asserting small entity status. See 37 CFR 1.27

Qa Applicant changing to regular undiscounted fee status.

(Deficiencies Only)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature M 14 ) W (_'

Date 'L/[S//é

Typed or printed name Farhad Shir

Registration No. 59,403

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.

Page 2 of 3
OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/072,558 01/31/2017 9560177 11USFP2759-C1 7407
21254 7590 01/11/2017

MCGINN INTELLECTUAL PROPERTY LAW GROUP, PLLC
8321 OLD COURTHOUSE ROAD

SUITE 200

VIENNA, VA 22182-3817

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

MASAHARU MORIMOTO, Tokyo, JAPAN;
NEC Corporation, Tokyo, JAPAN;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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