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1. 

LOCAL AREANETWORKSWITCH USING 
CONTROL, PLANE PACKET MIRRORING TO 
SUPPORT MULTIPLE NETWORK TRAFFIC 

ANALYSIS DEVICES 

FIELD OF THE INVENTION 

The present invention relates to Ethernet network traffic 
analysis, and more particularly to Ethernet network traffic 
analysis in local area network (LAN) switches. 

BACKGROUND OF THE INVENTION 

Network traffic analysis devices, sometimes called packet 
Sniffers, are devices that capture, monitor, and/or analyze 
computer network traffic. For example, a network traffic 
analysis device may be used to capture data that is transmitted 
ona computer network over a predetermined time period. The 
network traffic analysis device stores the data during the 
predetermined time period, and the data may be Subsequently 
recovered and analyzed. Typical applications for network 
traffic analysis devices include bottleneck detection, diagnos 
tic testing, and security verification. 

Network traffic analysis devices are commonly connected 
to computer networks through Ethernet network devices such 
as hubs or local area network (LAN) switches. The network 
traffic analysis devices may be assigned to monitor one or 
more ports of the Ethernet network device. However, it is 
easier to monitor a wider range of network traffic in a hub that 
in a LAN switch. This is because hubs are typically shared 
network devices in which each port of the hub sees every 
packet that enters or leaves every other port. However, in 
Switches only intended destination ports receive copies of 
packets. Therefore, Switches require a mechanism for gener 
ating copies of packets from desired ports. 

Referring to FIG. 1, an Ethernet network device 10 such as 
a LAN Switch includes a packet processing module 12 and 
ports 14 through which network communications devices 
communicate. The Ethernet network device 10 may also com 
municate with a distributed communications system 16 Such 
as the Internet. A network traffic analysis device 18 is con 
nected to a port 14-8 of the Ethernet network device 10 (Port 
8 in FIG. 1). The network traffic analysis device 18 commu 
nicates with the packet processing module 12 and identifies 
desired ports 14 from which network traffic is captured and/or 
monitored. The network traffic analysis device 18 may 
receive network traffic from a single port 14-1, 14-2, 14-3, 
14-4, 14-5, 14-6, 14-7, or 14-8 or multiple ports 14 of the 
Ethernet network device 10. Additionally, the network traffic 
analysis device 18 may specify whether incoming network 
traffic, outgoing network traffic, or both are desired for each 
port 14-1, 14-2, 14-3, 14-4, 14-5, 14-6, 14-7, and/or 14-8. 
Referring now to FIG. 2, the packet processing module 12 
includes an ingress processing module 26 that receives an 
incoming packet from a port 14-1, 14-2, 14-3, 14-4, 14-5, 
14-6, 14-7, or 14-8 of the Ethernet network device 10. The 
ingress processing module 26 generates tags that indicate 
desired actions to be taken with the incoming packet. For 
example, a tag may indicate a desire to drop the incoming 
packet. If the port 14-1, 14-2, 14-3, 14-4, 14-5, 14-6, 14-7. 
and/or 14-8 of the incoming packet is currently being moni 
tored by the network traffic analysis device 18, the ingress 
processing module 26 generates an analyzer mirroring tag. 
The analyzer mirroring tag indicates that a copy of the packet 
is to be mirrored to the network traffic analysis device 18. 
The packet processing module 12 includes an ingress com 

mand execution module 28that receives the incoming packet 
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2 
and any associated tags. Unless the tags include an instruction 
to drop the packet, the ingress command execution module 28 
forwards the packet to an intended destination port 14-1, 
14-2, 14-3, 14-4, 14-5, 14-6, 14-7, and/or 14-8 of the Ethernet 
network device 10. The ingress command execution module 
28 also executes any actions identified by the tags. When the 
ingress command execution module 28 receives an analyzer 
mirroring tag with a packet, the ingress command execution 
module 28 generates a copy of the incoming packet. 
The ingress command execution module 28 forwards the 

copy of the incoming pack to the port 14-8 of the Ethernet 
network device 10 where the network traffic analysis device 
18 is connected (for example, port 8 in FIG. 2). The network 
traffic analysis device 18 essentially eavesdrops on the iden 
tified port(s) 14-1, 14-2, 14-3, 14-4, 14-5, 14-6, 14-7, and/or 
14-8. Therefore, it is important that the copy of the packet that 
is received by the network traffic analysis device 18 is as 
identical to the original incoming packet as possible. 

Typically, packet processing modules 12 in Ethernet net 
work devices 10 only support a single network traffic analysis 
device 18 at a given time. This is because network traffic 
analysis devices 18 are very expensive. Additionally, it is 
difficult and expensive to hire personnel qualified to interpret 
data from network traffic analysis devices 18. However, it 
may be beneficial for a single packet processing module 12 in 
an Ethernet network device 10 to support multiple network 
traffic analysis devices 18. For example, a network adminis 
trator may wish to utilize a first network traffic analysis device 
18 that is programmed to automatically perform a first task 
Such as network security verification. In addition, the network 
administrator may wish to utilize a second network traffic 
analysis device 18 to perform another task. This requires the 
packet processing module 12 to generate at least three copies 
ofan incoming packet, including the copy that is forwarded to 
the intended destination port 14-1, 14-2, 14-3, 14-4, 14-5, 
14-6, 14-7, and/or 14-8. 

In one approach, a packet processing module 12 is 
designed with additional hardware to Support multiple net 
work traffic analysis devices 18. This requires both hardware 
to generate another copy of an incoming packet and hardware 
that decides where to send the additional copy of the packet. 
However, the added space requirements and complexity of 
the additional hardware may be cost prohibitive. 

In another approach, a packet processing module 12 uti 
lizes traffic classification tags to direct copies of packets to 
egress interfaces. In this case, additional network traffic 
analysis devices 18 may be connected to the egress interfaces. 
However, packets forwarded in this manner are typically not 
exact copies of incoming packets and are changed during the 
forwarding process. 

SUMMARY OF THE INVENTION 

An Ethernet network device according to the present inven 
tion includes a first port logic module that is associated with 
a device port of the Ethernet network device. A packet pro 
cessing module includes an ingress processing module that 
receives an incoming packet and that generates a control 
traffic tag. An ingress command execution module receives 
the incoming packet and the control traffic tag, generates a 
first duplicate packet that is identical to the incoming packet, 
and generates a device interface code that identifies the first 
port logic module based on the control traffic tag. A control 
traffic routing module receives the first duplicate packet and 
the device interface code and forwards the first duplicate 
packet to the first port logic module. 
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In other features, a system comprises the Ethernet network 
device and a network traffic analysis device that communi 
cates with the first port logic module and that receives the first 
duplicate packet. The Ethernet network device includes a 
second port logic module that transmits the incoming packet 
to the ingress processing module. The ingress command 
execution module generates a device interface code that iden 
tifies the first port logic module when the network traffic 
analysis device monitors network traffic through the second 
port logic module. 

In still other features of the invention, a system comprises 
the Ethernet network device and a network traffic analysis 
device. The Ethernet network device includes a second port 
logic module. The ingress command execution module gen 
erates a second duplicate packet that is identical to the incom 
ing packet and forwards the second duplicate packet to the 
second port logic module. The network traffic analysis device 
communicates with the second port logic module and 
receives the second duplicate packet. The first port logic 
module replaces a first destination header of the first duplicate 
packet with a second destination header that is identical to a 
destination header of the incoming packet. 

In yet other features, a system comprises the Ethernet 
network device and a network traffic analysis device. The 
Ethernet network device includes a second port logic module 
that transmits the incoming packet to the ingress processing 
module. The ingress processing module generates the control 
traffic tag when the network traffic analysis device monitors 
network traffic through the second port logic module. The 
packet processing module includes at least one control traffic 
processor. The control traffic routing module forwards a first 
packet to the control traffic processor when a device interface 
code of the first packet identifies an interface between the 
control traffic processor and the control traffic routing mod 
ule. 

In still other features of the invention, a system comprises 
the Ethernet network device and a second port logic module. 
The ingress command execution module forwards the incom 
ing packet to the second port logic module when a destination 
header of the incoming packet identifies the second port logic 
module. The Ethernet network device is a local area network 
(LAN) switch. 

Further areas of applicability of the present invention will 
become apparent from the detailed description provided here 
inafter. It should be understood that the detailed description 
and specific examples, while indicating the preferred embodi 
ment of the invention, are intended for purposes of illustration 
only and are not intended to limit the scope of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will become more fully understood 
from the detailed description and the accompanying draw 
ings, wherein: 

FIG. 1 is a functional block diagramofan Ethernet network 
device that communicates with a network traffic analysis 
device and that includes a packet processing module accord 
ing to the prior art; 

FIG. 2 is a functional block diagram of the packet process 
ing module of FIG. 1 illustrated in further detail according to 
the prior art; 

FIG.3 is a functional block diagramofan Ethernet network 
device that includes a packet processing module with mul 
tiple control traffic processors according to the present inven 
tion; 
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4 
FIG. 4 is a functional block diagram of a packet processing 

module that Supports multiple network traffic analysis 
devices using packet mirroring according to the present 
invention; 

FIG. 5 is a table illustrating an exemplary control traffic 
code look-up table; and 

FIG. 6 is a flowchart illustrating steps performed by the 
packet processing module to generate a copy of a packet for 
network traffic analysis using packet mirroring. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The following description of the preferred embodiment(s) 
is merely exemplary in nature and is in no way intended to 
limit the invention, its application, or uses. For purposes of 
clarity, the same reference numbers will be used in the draw 
ings to identify similar elements. As used herein, the term 
module and/or device refers to an application specific inte 
grated circuit (ASIC), an electronic circuit, a processor 
(shared, dedicated, or group) and memory that execute one or 
more software or firmware programs, a combinational logic 
circuit, and/or other suitable components that provide the 
described functionality. 

It is desirable for a packet processing module to Support a 
way to identify and send frames to a central processing unit 
(CPU). For example, the packet processor may first generate 
a copy of the frame and send the copy of the frame to the CPU. 
The packet processor may also be capable of sending copies 
of frames to one of multiple CPUs that are present in the 
system. In this case, the packet processor may generate mul 
tiple copies of incoming frames and send the copies of the 
frames to specific system ports. In this case, the system effec 
tively supports multiple concurrent traffic analyzers when 
traffic analyzers are connected to the system ports instead of 
CPUS. 

Referring now to FIG. 3, an Ethernet network device 36 
Such as a local area network (LAN) Switch includes a packet 
processing module 38 and a port logic module 40. The port 
logic module 40 is identified as “X” and may communicate 
with any port of the Ethernet network device 36. A network 
traffic analysis device 42 communicates with the port logic 
module 40 and monitors incoming and/or outgoing traffic 
through one or more of the ports of the Ethernet network 
device 36. The packet processing module 38 includes an 
ingress processing module 44 that receives an incoming 
packet from a port of the Ethernet network device 36. 
The ingress processing module 44 generates any required 

tags for the incoming packet. For example, the ingress pro 
cessing module 44 may generate a packet dropping tag when 
the packet it to be dropped. The ingress processing module 44 
may also generate an analyzer mirroring tag when the net 
work traffic analysis device 42 monitors the port where the 
incoming packet originated. The packet processing module 
38 includes an ingress command execution module 46 that 
receives the incoming packet and any associated tags. 

Unless the tags include a packet dropping tag, the ingress 
command execution module 46 forwards the packet to an 
intended destination port of the Ethernet network device 36. 
The ingress command execution module 46 also executes 
actions identified by the tags. For example, when the tags 
include the analyzer mirroring tag, the ingress command 
execution module 46 generates a copy of the packet that is 
identical to the incoming packet. The ingress command 
execution module 46 forwards the copy of the incoming 
packet to the port logic module 40, which communicates with 
the network traffic analysis device 42. 
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Packet processing modules 38 are typically only capable of 
generating one copy of an incoming packet for network traffic 
analysis. However, packet processing modules 38 may also 
identify packets as belonging to a control traffic class. Packet 
processing modules 38 typically include at least one dedi 
cated processor 48 or 50 to process packets belonging to the 
control traffic class. However, packet processing modules 38 
may also include multiple control traffic processors 48 and 
50. This is particularly useful when incoming packets are 
implemented in different protocols. In this case, packets 
implemented in first protocol may be forwarded to a first 
control traffic processor 48, and packets implemented in a 
second protocol may be forwarded to a second control traffic 
processor 50. This is useful in alleviating a large burden on a 
main processor of the packet processing module 38. 

Packets that are designated as belonging to the control 
traffic class may be mirrored or forwarded to a control traffic 
processor 48 or 50. Additional copies of the packets are 
typically not made when the packets are forwarded to a con 
trol traffic processor 48 or 50. In this case, an original copy of 
a packet is set to the control traffic processor 48 or 50. How 
ever, mirroring a packet is functionally equivalent to gener 
ating an identical copy of the packet. In this case, the original 
copy of the packet is sent to its intended destination and the 
identical copy of the packet is sent to a control traffic proces 
sor 48 or 50. To identify a packet as belonging to the control 
traffic class, the ingress processing module 44 generates a 
processing mirror tag. In this case, the ingress command 
execution module 46 receives the incoming packet and the 
processing mirror tag. 

The processing mirror tag instructs the ingress command 
execution module 46 to mirror the incoming packet, which 
generates another duplicate copy of the incoming packet. The 
ingress command execution module 46 also generates a 
device interface code, which identifies a device that is to 
receive the mirrored packet. In an exemplary embodiment, 
the ingress command execution module 46 generates the 
device interface code based on a protocol in which the mir 
rored packet is implemented. Alternatively or additionally, 
the ingress command execution module 46 may generate the 
device interface code based on the port from which the 
incoming packet originated, or any useful frame attribute or 
contents of frame header fields. 
The packet processing module 38 includes a control traffic 

routing module 52 that receives the mirrored packet and the 
device interface code from the ingress command execution 
module 46. The control traffic routing module 52 utilizes a 
look-up table to match the device interface code with the 
location of the indicated system device. For example, the 
system device may be one of first and second control traffic 
processors 48 and 50, respectively, illustrated in FIG. 3. The 
control traffic routing module 52 then forwards the mirrored 
packet to the appropriate device. 

Referring now to FIG. 4, the packet processing module 38 
of the present invention utilizes packet mirroring to facilitate 
multiple independent network traffic analysis sessions. The 
control traffic routing module 52 forwards mirrored packets 
to devices that are identified by the device interface codes. 
However, the control traffic routing module 52 does not know 
whether the target device is an actual control traffic processor. 
The Ethernet network device 36 includes a port logic module 
60 (identified as “Y” in FIG. 4). A network traffic analysis 
device 62 (identified as “B” in FIG. 4) communicates with the 
port logic module 60. 
A packet desired for network traffic analysis is tagged as 

belonging to the control traffic class at the ingress processing 
module 44. The ingress command execution module 46 then 
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6 
mirrors the incoming packet to generate a duplicate packet. 
The ingress command execution module 46 also generates a 
device interface code that corresponds with the port logic 
module 60 instead of a control traffic processor. 
The control traffic routing module 52 receives the mirrored 

packet and the device interface code. The control traffic rout 
ing module 52 utilizes the look-up table to identify the device 
location corresponding with the device interface code. The 
control traffic routing module 52 handles this situation as if it 
is locating the appropriate control traffic processor for the 
mirrored packet. However, the device interface code actually 
corresponds with the port logic module 60. Therefore, the 
control traffic routing module 52 forwards the mirrored 
packet to the port logic module 60. 

Referring now to FIG. 5, an exemplary look-up table 70 
utilized by the control traffic routing module 52 includes 
control traffic codes. Exemplary control traffic codes illus 
trated in FIG. 5 are labeled A, B, C, D, and E. The control 
traffic codes correspond with the device interface codes gen 
erated by the ingress command execution module 46 and 
identify a system device. The control traffic routing module 
52 matches each of the control traffic codes with a processor 
interface identifier. Exemplary processor interface identifiers 
illustrated in FIG. 5 are labeled 1, 2, 3, 4, and 5. Each of the 
interface identifiers corresponds with a system device. For 
example, the system device may be a control traffic processor 
48 or 50 or a port logic module 40 or 60 with which a network 
traffic analysis device 42 or 62 communicates. 

Therefore, the ingress processing module 44 is pro 
grammed to tag incoming packets from identified ports that 
are monitored by the network traffic analysis device 62 as 
belonging to the control traffic class. The ingress command 
execution module 46 is programmed to generate a device 
interface code that corresponds with the network traffic 
analysis device 62. Additionally, the control traffic routing 
module 52 is programmed to forward packets having the 
device interface code corresponding with the network traffic 
analysis device 62 to the port logic module 60. 

While the network traffic analysis device 62 is directly 
connected to the Ethernet network device 36, it is not directly 
connected to the packet processing module 38. Therefore, the 
destination header of the duplicate packet is typically 
changed before the packet is forwarded to the port logic 
module 60. It is necessary to preserve the original destination 
headers of incoming packets to perform bona fide network 
traffic analysis. Therefore, the port logic module 60 is pro 
grammed to remove any additional destination headers and 
tags that may have been added to the packet and to regenerate 
the original destination header of the incoming packet. This is 
done to ensure that the packet received by the network traffic 
analysis device 62 is identical to the original incoming packet. 

Referring now to FIG. 6, a network traffic analysis method 
begins in step 78. In step 80, the ingress processing module 44 
reads an incoming packet. In step 82, control determines 
whether the packet is to be tagged for analysis by a secondary 
network traffic analysis device 62. Iffalse, control proceeds to 
step 84. If true, control proceeds to step 86. In step 86, the 
ingress processing module 44 tags the packet as belonging to 
the control traffic class and control proceeds to step 84. In step 
84, control determines whether the packet is tagged as 
belonging to the control traffic class. If true, control proceeds 
to step 88. If false, control proceeds to step 90. 

In step 90, the ingress command execution module 46 
forwards the incoming packet to an intended destination port 
of the Ethernet network device 36. Alternatively or addition 
ally, the ingress command execution module 46 generates and 
forwards a copy of the incoming packet to the primary net 
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work traffic analysis device 62 and control ends. In step 88, 
the ingress command execution module 46 mirrors the 
incoming packet to generate a duplicate copy of the incoming 
packet. 
The ingress command execution module 46 also generates 

a device interface code associated with the secondary net 
work traffic analysis device 62. The ingress command execu 
tion module 46 then forwards the duplicate packet and the 
device interface code to the control traffic routing module 52. 
The ingress command execution module 46 also optionally 
forwards the incoming packet to an intended destination port 
of the Ethernet network device 36 in step 88. 

In step 92, the control traffic routing module 52 utilizes the 
look-up table 70 to match the device interface code with a 
processor interface identifier that corresponds with the sec 
ondary network traffic analysis device 62. In step 94, the 
control traffic routing module 52 forwards the duplicate 
packet to the port logic module 60 and the port logic module 
60 restores the original destination headers of the original 
incoming packet and control ends. 
The method of the present invention may be utilized in any 

packet processing module 38 that includes multiple control 
traffic processors. In most cases, the packet processing mod 
ule 38 can facilitate as many independent network traffic 
analysis sessions as there are unique codes for control traffic 
processors. For example, a packet processing module 38 may 
include two control traffic processors. However, the same 
packet processing module 38 may support up to eight or more 
unique control traffic processor codes. Any codes that are not 
utilized to send packets to the control traffic processors may 
be used as device interface codes in the ingress command 
execution module 46 to support additional network traffic 
analysis sessions. For example, a single code may be used to 
identify all traffic intended for control traffic processors. In 
this case, the remaining codes may be used to facilitate addi 
tional traffic analysis sessions. 

The present invention provides for a variety of traffic analy 
sis configurations. Individual ports may be monitored by 
independent network traffic analysis devices 62. Multiple 
network traffic analysis devices 62 may monitor the same port 
or same set of ports of the Ethernet network device 36. Also, 
since multiple control traffic codes may be used to identify 
traffic from a single port, a network traffic analysis device 62 
may monitor selected portions of traffic from one or more 
ports. For example, a first network traffic analysis device 62 
may monitor traffic of a first specified type from one or more 
ports. A second network traffic analysis device 62 may moni 
tor traffic of a second specified type from one or more of the 
same or any of the remaining ports. At the same time, a third 
network traffic analysis device 62 may monitor all traffic from 
selected ones of all of the ports. 
The ingress command execution module 46 is preferably 

capable of mirroring incoming packets to the control traffic 
routing module 52 as opposed to simply sending the packets. 
For example, a packet may be sent to a control traffic proces 
sor 48 or 50 when the processor 48 or 50 was not supposed to 
be the sole recipient of the packet. In this case, the processor 
48 or 50 is required to generate additional traffic by sending 
the packet to all of the intended destinations, which creates a 
significant data load. 

Mirroring creates a duplicate copy of the incoming packet 
and avoids burdening the control traffic processors. However, 
even if the ingress command execution module 46 is not 
capable of executing a mirror operation, multiple traffic 
analysis sessions are still possible. For example, the ingress 
command execution module 46 may first send a packet to a 
control traffic processor. The control traffic processor may 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
then generate multiple copies of the packet. The control traffic 
processor may send one copy of the packet to its original 
intended destination and other copies of the packet to one or 
more attached network traffic analysis devices 62. 
The present invention allows additional network traffic 

analysis devices 62 to receive packets that are identical to the 
original incoming packets. This is an improvement over pre 
vious systems that only send portions of packets to network 
traffic analysis devices 62. Meaningful network traffic analy 
sis is more likely to occur when exact and complete copies of 
the incoming packets are used. 

Those skilled in the art can now appreciate from the fore 
going description that the broad teachings of the present 
invention can be implemented in a variety of forms. There 
fore, while this invention has been described in connection 
with particular examples thereof, the true scope of the inven 
tion should not be so limited since other modifications will 
become apparent to the skilled practitioner upon a study of the 
drawings, specification, and the following claims. 
What is claimed is: 
1. An Ethernet network device, comprising: 
a first port logic module that is associated with a device port 

of the Ethernet network device and that is identified by a 
device interface code; and 

a packet processing module that includes: 
an ingress processing module that receives an incoming 

packet and that generates a control traffic tag: 
an ingress command execution module that receives said 

incoming packet and said control traffic tag, that gen 
erates a first duplicate packet that is identical to said 
incoming packet, and that generates the device inter 
face code that identifies said first port logic module 
based on said control traffic tag; and 

a control traffic routing module independent of said 
ingress command execution module that receives said 
first duplicate packet and said device interface code 
and that selectively forwards said first duplicate 
packet to said first port logic module and at least one 
control traffic processor based on said device inter 
face code. 

2. A system comprising the Ethernet network device of 
claim 1 and further comprising a network traffic analysis 
device that communicates with said first port logic module 
and that receives said first duplicate packet. 

3. The system of claim 2 wherein said Ethernet network 
device includes a second port logic module that transmits said 
incoming packet to said ingress processing module and 
wherein said ingress command execution module generates a 
device interface code that identifies said first port logic mod 
ule when said network traffic analysis device monitors net 
work traffic through said second port logic module. 

4. A system comprising the Ethernet network device of 
claim 1 and further comprising a network traffic analysis 
device, wherein said Ethernet network device includes a sec 
ond port logic module, said ingress command execution mod 
ule generates a second duplicate packet that is identical to said 
incoming packet and forwards said second duplicate packet to 
said second port logic module, and said network traffic analy 
sis device communicates with said second port logic module 
and receives said second duplicate packet. 

5. The Ethernet network device of claim 1 wherein said first 
port logic module replaces a first destination header of said 
first duplicate packet with a second destination header that is 
identical to a destination header of said incoming packet. 

6. A system comprising the Ethernet network device of 
claim 1 and further comprising a network traffic analysis 
device, wherein said Ethernet network device includes a sec 
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ond port logic module that transmits said incoming packet to 
said ingress processing module and wherein said ingress pro 
cessing module generates said control traffic tag when said 
network traffic analysis device monitors network traffic 
through said second port logic module. 

7. The Ethernet network device of claim 1 wherein said 
packet processing module includes the at least one control 
traffic processor and wherein said control traffic routing mod 
ule forwards a first packet to said control traffic processor 
when a device interface code of said first packet identifies an 
interface between said control traffic processor and said con 
trol traffic routing module. 

8. A system comprising the Ethernet network device of 
claim 1 and further comprising a second port logic module, 
wherein said ingress command execution module forwards 
said incoming packet to said second port logic module when 
a destination header of said incoming packet identifies said 
second port logic module. 

9. The Ethernet network device of claim 1 wherein the 
Ethernet network device is a local area network (LAN) 
switch. 

10. An Ethernet network device, comprising: 
first port processing means for sending/receiving packets 

that is associated with a device port of the Ethernet 
network device and that is identified by a device inter 
face code; and 

packet processing means for processing packets that 
includes: 
ingress processing means for receiving an incoming 

packet and for generating a control traffic tag: 
ingress command executing means for receiving said 

incoming packet and said control traffic tag, for gen 
erating a first duplicate packet that is identical to said 
incoming packet, and for generating the device inter 
face code that identifies said first port processing 
means based on said control traffic tag; and 

control traffic routing means independent of said ingress 
command executing means for receiving said first 
duplicate packet and said device interface code and 
for selectively forwarding said first duplicate packet 
to said first port processing means and at least one 
control traffic processor based on said device inter 
face code. 

11. A system comprising the Ethernet network device of 
claim 10 and further comprising network traffic analyzing 
means, that communicates with said first port processing 
means, for receiving said first duplicate packet. 

12. The system of claim 11 wherein said Ethernet network 
device includes second port processing means for sending/ 
receiving packets that transmits said incoming packet to said 
ingress processing means and wherein said ingress command 
executing means generates a device interface code that iden 
tifies said first port processing means when said network 
traffic analyzing means monitors network traffic through said 
second port processing means. 

13. A system comprising the Ethernet network device of 
claim 10 and further comprising network traffic analyzing 
means for analyzing network traffic, wherein said Ethernet 
network device includes second port processing means for 
sending/receiving packets, said ingress command executing 
means generates a second duplicate packet that is identical to 
said incoming packet and forwards said second duplicate 
packet to said second port processing means, and said net 
work traffic analyzing means communicates with said second 
port processing means and receives said second duplicate 
packet. 
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14. The Ethernet network device of claim 10 wherein said 

first port processing means replaces a first destination header 
of said first duplicate packet with a second destination header 
that is identical to a destination header of said incoming 
packet. 

15. A system comprising the Ethernet network device of 
claim 10 and further comprising network traffic analyzing 
means for analyzing network traffic, wherein said Ethernet 
network device includes second port processing means for 
transmitting said incoming packet to said ingress processing 
means and wherein said ingress processing means generates 
said control traffic tag when said network traffic analyzing 
means monitors network traffic through said second port pro 
cessing means. 

16. The Ethernet network device of claim 10 wherein said 
packet processing means includes the at least one control 
traffic processor and wherein said control traffic routing 
means forwards a first packet to said control traffic processor 
when a device interface code of said first packet identifies an 
interface between said control traffic processor and said con 
trol traffic routing means. 

17. A system comprising the Ethernet network device of 
claim 10 and further comprising second port processing 
means for sending/receiving packets, wherein said ingress 
command executing means forwards said incoming packet to 
said second port processing means when a destination header 
of said incoming packet identifies said second port processing 
CaS. 

18. The Ethernet network device of claim 10 wherein the 
Ethernet network device is a local area network (LAN) 
switch. 

19. A method for operating an Ethernet network device that 
includes a first port logic module associated with a device port 
of the Ethernet network device and that is identified by a 
device interface code, comprising: 

receiving an incoming packet; 
generating a control traffic tag that is associated with said 

incoming packet; 
generating a first duplicate packet that is identical to said 

incoming packet based on said control traffic tag: 
generating the device interface code that identifies the first 

port logic module based on said control traffic tag; and 
selectively forwarding said first duplicate packet to the first 

port logic module and at least one control traffic proces 
sor based on the device interface code. 

20. The method of claim 19 wherein the Ethernet network 
device includes a network traffic analysis device that commu 
nicates with the first port logic module and that receives said 
first duplicate packet. 

21. The method of claim 20 further comprising: 
Supplying a second port logic module, wherein said incom 

ing packet enters the Ethernet network device via said 
second port logic module; and 

generating a device interface code that identifies the first 
port logic module when said network traffic analysis 
device monitors network traffic through said second port 
logic module. 

22. The method of claim 19 further comprising: 
Supplying a second port logic module: 
Supplying a network traffic analysis device; 
generating a second duplicate packet that is identical to 

said incoming packet; and 
forwarding said second duplicate packet to said second 

port logic module, 
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wherein said network traffic analysis device communicates 
with said second port logic module and receives said 
second duplicate packet. 

23. The method of claim 19 further comprising replacing a 
first destination header of said first duplicate packet with a 
second destination header that is identical to a destination 
header of said incoming packet after said forwarding step. 

24. The method of claim 19 further comprising: 
Supplying a second port logic module, wherein said incom 

ing packet enters the Ethernet network device via said 
second port logic module; 

Supplying a network traffic analysis device; and 
generating said control traffic tag when said network traffic 

analysis device monitors network traffic through said 
second port logic module. 

10 

12 
25. The method of claim 19 further comprising: 
Supplying the at least one control traffic processor, and 
forwarding a first packet to said control traffic processor 
when a device interface code of said first packet identi 
fies an interface of said control traffic processor. 

26. The method of claim 19 further comprising: 
Supplying a second port logic module; and 
forwarding said incoming packet to said second port logic 

module when a destination header of said incoming 
packet identifies said second port logic module. 

27. The method of claim 19 wherein the Ethernet network 
device is a local area network (LAN) switch. 
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