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METHOD AND APPARATUS FOR MIRRORING
TRAFFIC OVER A NETWORK

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority from the following
U.S. Provisional Patent Application, the disclosure of which,
including all appendices and all attached documents, is
hereby incorporated herein by reference in its entirety for all
purposes: U.S. Provisional Patent Application Ser. No.
60/392,116, to Michael See, entitled, “Port Mirroring Over
a Network,” filed Jun. 27, 2002.

FIELD OF INVENTION

[0002] The invention generally relates to a system and
method for mirroring traffic received at a first network
device to a second network device. In particular, the inven-
tion relates to a method and system for conveying, selecting
and encapsulating packets at the first device such that the
packets may be regenerated at a second device with little or
no modification to the information contained therein.

BACKGROUND

[0003] Network administrators that manage and maintain
enterprise networks sometimes have a need to monitor traffic
received at a particular node in the network. Contemporary
routers and switch routers permit the administrator to define
a class of traffic and cause that traffic to be directed to an
egress port for purposes of performing network intrusion
detection or recording the traffic, for example. The analysis,
however, is necessarily performed by a traffic analysis tool
or recording device directly coupled to the router or switch
router. There is currently no means for the administrator to
direct the traffic to another node where the necessary
resources reside. The problem is especially problematic in
enterprise and service provider networks, for example,
where the traffic to be analyzed/recorded and the resources
needed to analyze/record it are separated by large distances.

[0004] There is therefore a need for an apparatus and
method for selecting and transmitting traffic in its original,
unaltered form from a first node in the network to a second
node where it may be analyzed or recorded. Such a system
would overcome the need to locate the resources needed to
analyze and record traffic in the immediate proximity of the
device to be studied.

SUMMARY

[0005] The invention in the preferred embodiment com-
prises a traffic mirroring method for transmitting incoming
packets from a source network device to a target network
device. The traffic mirroring method comprising the steps of
duplicating a plurality of ingress packets received at the
source network device, such that a plurality of duplicate
packets are formed; encapsulating the plurality of duplicate
packets with a mirrored flow encapsulation header, such that
a plurality of mirrored flow encapsulation packets are
formed; transmitting the plurality of mirrored flow encap-
sulation packets from the source network device to the target
network device; and switching the plurality of ingress pack-
ets to the one or more nodes specified by the destination
address information embedded therein.
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[0006] Upon receipt at the target network device, the
mirrored flow encapsulation packets are de-encapsulated by
removing the mirrored flow encapsulation header. The
resulting de-encapsulated packets that are recovered are
substantially identical to the ingress packets as received by
the source network device. The substantially identical copy
of the said plurality of ingress packets may then be trans-
mitted to and processed by an analysis device connected to
the target device as if the analysis tool where actually
connected directly to the source network device.

[0007] In some embodiments, the mirrored flow encapsu-
lation header comprises a network layer encapsulation
header. The network layer encapsulation header is, in the
preferred embodiment, an IP header that comprises the
destination address of the target network device, while
alternative embodiments employ a label such as a MPLS
label. The ingress packets to which the network layer
encapsulation header is attached preferably retains its own
network layer encapsulation header including the Internet
Protocol (IP) and Media Access Control (MAC) destination
addresses used to convey the ingress packet to the source
network device. The IP destination address may be that of
the intended recipient, i.e. a destination node reachable
through the source network device, such as the source
network device or other node.

[0008] Ingress packets are preferably identified in the
ingress stream and selected for processing using mirror
classification criteria. The mirror classification criteria used
to select include physical ingress and egress port number on
the source network device, OSI model layer 2 source
address, OSI model layer 2 destination address, OSI model
layer 3 source address, OSI model layer 3 destination
address, VLLAN tag, MPLS labels, protocol, application, and
quality of service (QoS) parameters.

[0009] The invention in other embodiments is a source
network device for transmitting a substantially identical
copy of one or more qualified packets to a target network
device. The source network device preferably comprises a
flow resolution logic for selecting one or more qualified
packets from an ingress packet stream; a replicator for
duplicating the one or more qualified packets, such that one
or more duplicate packets is formed; an encapsulation
module for appending a mirrored flow encapsulation header
to each of the one or more duplicate packets, such that one
or more mirrored flow encapsulation packets is formed; and
a queue memory for buffering the one or more mirrored flow
encapsulation packets until the mirrored flow encapsulation
packets are transmitted to the target network device. In some
embodiments, the source network device is a switching
device for performing layer 2 and layer 3 packet processing.

[0010] In some embodiments, the mirrored flow encapsu-
lation header comprises a network layer encapsulation
header including the destination address of the target net-
work device. In alternative embodiments, however, the
encapsulation header comprises a label such as an MPLS
label used to provide OSI layer 2 switching of the mirrored
traffic from the source network device to the target network
device. The qualified packets preferably retain the network
layer encapsulation header including an IP destination
address of the intended recipient or source network device,
for example.

[0011] The invention in other embodiments is a target
network device for receiving one or more mirrored flow
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encapsulation packets from a source network device. Each
of the mirrored flow encapsulation packets preferably
includes a mirrored flow encapsulation header and a quali-
fied packet. The target network device preferably comprises
a flow resolution logic for selecting one or more mirrored
flow encapsulation packets from an ingress packet stream;
and a de-encapsulation module for removing the mirrored
flow encapsulation header from each of the one or more
mirrored flow encapsulation packets. With the invention,
qualified packets substantially identical to that received at
the source network device are regenerated at the target
network device where they may be analyzed, recorded or
otherwise processed. In some embodiments, the target net-
work device is a switching device for performing layer 2 and
layer 3 packet processing.

[0012] In some embodiments, the target network device
further includes one or more queue memory devices for
buffering each qualified packet until the qualified packet is
transmitted to an egress port of the target network device.
The egress port to which each qualified packet is distributed
is preferably designated by a network administrator, and is
not controlled by the original destination addressing infor-
mation in the network layer or data link layer encapsulation
headers.

[0013] The invention in the some embodiments features a
traffic mirroring method comprising the steps of receiving an
ingress packet, duplicating the ingress packet, such that a
duplicate packet is formed; encapsulating the duplicate
packet with a mirrored flow header; and transmitting, using
information in the mirrored flow header, the duplicate packet
from a first network node, e.g. a source network device, to
a second network node, e.g. a target network device.

[0014] The invention in another embodiment features a
traffic mirroring network which comprises a first network
node interconnected to a second network node, wherein the
first network node receives an ingress packet; duplicates the
ingress packet such that a duplicate packet is formed;
encapsulates the duplicate packet with a mirrored flow
header, such that a mirrored flow packet is formed; and
transmits, using information in the mirrored flow header, the
duplicate packet from a first network node to the second
network node.

[0015] Upon receipt at the second network node, the
mirrored flow packet is de-encapsulated by removing the
mirrored flow header. The resulting de-encapsulated packet
that is recovered is substantially identical to the ingress
packet. The de-encapsulated packet may then be transmitted
to and processed by an analysis device connected to the
second network node as if the analysis tool were actually
connected directly to the first network node.

[0016] In some embodiments, the mirrored flow header
comprises a network layer encapsulation header. The net-
work layer encapsulation header is, in the preferred embodi-
ment, an IP header that comprises the IP destination address
of the second network node, while alternative embodiments
employ a label such as an MPLS label. The ingress packet
to which the network layer encapsulation header is attached
preferably retains its own network layer header including the
IP and MAC destination addresses used to convey the
ingress packet to the intended recipient, i.e. a destination
node reachable through the first network node, such as the
first network node itself or another network node.

Jan. 1, 2004

[0017] The ingress packet is preferably classified as part of
a mirrored flow using mirror classification criteria. The
mirror classification criteria include, for example, one or
more of ingress port number, egress port number, source
MAC address, destination MAC address, source IP address,
destination IP address, VLAN tag, MPLS label, protocol
type, application type, and quality of service parameters.

[0018] The invention in other embodiments features a
network node comprising an ingress module for receiving a
packet on an input port. A classification module for identi-
fying the packet as belonging to a mirrored flow; a replica-
tion module for duplicating the packet, such that a duplicate
packet is formed; an encapsulation module for appending a
mirrored flow header to the duplicate packet; a memory for
temporarily storing the duplicate packet; and an egress
module for transmitting, using information in the mirrored
flow header, the duplicate packet on an output port. In some
embodiments, the network node is a switching device for
performing layer 2 and layer 3 packet processing.

[0019] The invention in other embodiments is a network
node for receiving a duplicate packet. The duplicate packet
preferably includes a mirrored flow header. The network
node preferably comprises an ingress module for classifying
a packet from an ingress packet stream as belonging to a
mirrored flow; and a de-encapsulation module for removing
the mirrored flow header from the duplicate packet. With the
invention, duplicates are regenerated at the target network
device where they may be analyzed, recorded or otherwise
processed. In some embodiments, the network node is a
switching device for performing layer 2 and layer 3 packet
processing.

[0020] In some embodiments, the network node further
includes a memory for storing the de-capsulated duplicate
packet until the de-capsulated duplicate packet is transmitted
to an egress port of the network node. The egress port to
which the de-capsulated duplicate packet is distributed is
selected independently of any addressing information in the
duplicate packet.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The present invention is illustrated by way of
example and not limitation in the figures of the accompa-
nying drawings, and in which:

[0022] FIG. 1 is a network over which the present inven-
tion may be used to transmit mirrored traffic from a source
network device to a target network device, according to the
preferred embodiment of the present invention;

[0023] FIG. 2 is a source network device at which mir-
rored traffic is generated according to the preferred embodi-
ment of the present invention;

[0024] FIG. 3 is a target network device at which mirrored
traffic is received and processed according to the preferred
embodiment of the present invention;

[0025] FIG. 4 is a method by which the source network
device processes packets according to the preferred embodi-
ment of the present invention; and

[0026] FIG. 5 is a method by which the target network
device processes packets according to the preferred embodi-
ment of the present invention.
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DETAILED DESCRIPTION

[0027] Referring to FIG. 1, a distributed network with
which the present invention may be implemented is illus-
trated. The network 100 may be the Internet, an intranet, a
local area network (LAN), a wide area network (WAN), or
a metropolitan area network (MAN), for example. The
network 100 is comprised of a plurality of network devices,
one or more host devices, and a network administrator
operatively coupled by means of wired, wireless, and or
optical connections. The network devices are generally
capable of layer 2 and or layer 3 switching operations as
defined in the OSI network model.

[0028] A first host 104 is connected to the network 100 by
means of a first network device, source network device
(SND) 106. A network administrator 102 with a network
management tool, for example, is in direct or indirect
communication with the SND 106 as indicated by the
communication link 120. The network 100 may further
include a traffic analysis tool 112, for example, connected to
a second network device, target network device (TND) 110,
to which a network administrator such as network admin-
istrator 102, for example, has management privileges. The
SND 106 is operably coupled to the TND 110 either directly
or indirectly by means of one or more transit network
devices including one or more switches, routers, and switch
routers. The host 104 may be any device for generating
traffic including a workstation, server, personal computer,
local area network (LAN), VoIP network phone, or Internet
appliance, for example. The source network device and/or
second network device generally is a network node or other
addressable entity embodied in a processor, computer, or
other appliance.

[0029] As with other prior art systems, the SND 106 is
configured such that the network administrator 102 can
direct traffic received on a specific port of the device to be
reproduced (or mirrored) on another port in the given
network device. This function is currently support in a wide
range of routing and switching devices. Unlike the prior art,
however, the present embodiment of the SND 106 may be
configured to direct a copy of the traffic to another network
device without altering the contents including the Layer 2
and Layer 3 addressing information of the packets as
received by original network device. The present invention
may therefore be used to transmit traffic including the
original source address from one device to another where the
traffic may be analyzed using a traffic analysis tool, for
example. In the preferred embodiment, select traffic is
encapsulated at a source network device with a temporary
packet header including address information allowing the
traffic to be forwarded through multiple network devices to
a target network device anywhere in the network 100.

[0030] According to the preferred embodiment of the
present invention, the traffic at the SND 106 may be deliv-
ered to another suitably configured device anywhere in the
network 100 so that the original, unmodified traffic may be
analyzed, monitored, or otherwise processed. In the pre-
ferred embodiment, the traffic forwarded from the SND 106
to the TND 110 is referred to herein as “mirrored traffic” or
“mirrored flow,” and is comprised of mirrored packets. A
mirrored packet includes a substantially-identical duplicate
of the original packet received at the SND 106, which need
not be co-located with the traffic analysis tool 112 used to
analyze the mirrored flow.

Jan. 1, 2004

[0031] The traffic identified as the mirrored flow at the
SND 106 may originate from one or more designated ingress
ports, be designated for one or more egress ports, or qualify
as a subset of the traffic flow, a “conversation,” that satisfies
a particular rule set defined by the administrator 102. After
the mirrored traffic is delivered to the TND 110, the traffic
may be analyzed internally or by an end device, such as
traffic analysis tool 112. Using the present invention, the
mirrored traffic originating at the SND 104 may be remotely
processed at the TND 110 without any alteration of the
information contained therein, and without the need of the
administrator being co-located in the immediate proximity
of the SND 106, TND 110, or traffic analysis tool 112.

[0032] Note that the terms “source network device” and
“target network device” are defined with respect to the
direction of mirrored flow, which may be transmitted
between any compatible routers, switches, or switch routers.
One skilled in the art will also recognize that the SND 106
described in detail below may also serve as the target
network device to one or more other mirrored flows, while
the TND 110 described in detail below may also serve as the
source network device to one or more other mirrored flows.

[0033] A source network device at which mirrored traffic
is generated according to the preferred embodiment is
illustrated in FIG. 2. The SND 106 preferably includes a
plurality of ports 230A-230F, one or more frame processors
208, one or more frame forwarding modules 206, a man-
agement module 202, and one or more instances of queue
memory 226. Packets are received on one or more ingress
ports and the packets processed for transmission out one or
more egress ports, which may be the same ports as the
ingress ports. In particular, the protocol data units (PDUs) of
an “ingress stream” received on a port 230B, for example,
are forwarded to the frame processor 208 which parses the
incoming stream into individual “ingress packets” that are
transmitted to the frame forwarding module 206.

[0034] For purposes of this disclosure, the term “ingress
packets” as used herein generally refer to the packets
received by a network device prior to internal modification
of the packets by the processes necessary to switch, route, or
mirror those packets.

[0035] The ingress packets are then passed to the frame
forwarding module 206 by way of connection 236 and
received by the flow resolution logic (FRL) 212. The frame
forwarding module 206 is comprised of the FRL 212 that
generally processes the ingress packets for layer 2 switching
or layer 3 routing, the lookup cache 224, and the mirror
module 214 that processes “qualified packets” for mirroring.
In particular, the FRL 212 parses each packet and consults
the lookup cache 224 to determine how the packet is to be
processed. The lookup cache 224 preferably includes one or
more memory devices used to retain one or more tables
necessary to switch an incoming packet to the appropriate
port, modify the packet header in accordance with a net-
working protocol such as Transmission Control Protocol/
Internet Protocol (TCP/IP), and/or identify the packet for
purposes of mirroring. The source and destination addresses
retained in lookup cache 225 are determined by the control
protocols of the networking layers, or the addresses can be
statically defined. The rules sets used to process incoming
traffic more generally, are defined by the policy manager 216
or by the network administrator 102 by means of the
configuration manager 217.
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[0036] The processing at the FRL 212 preferably includes
the packet modification necessary to send and receive mir-
rored traffic between source network devices and target
network device. Such modifications may include changes to
the layer 2 source address, layer 2 destination address,
time-to-live (TTL) field, for example. After the appropriate
modifications are made to the packets at the FRL 212, the
packets are forwarded to queue memory 226.

[0037] The stream of packets 242 generated by the FRL
212 is forwarded to queue memory 224 where the individual
“egress packets” are buffered in the appropriate queue prior
to being transmitted out the designated egress port of the
SND 106 to the network nodes in accordance with the
destination address or addresses provided therein. The
egress stream 242 generally includes traffic comprised of
packets that qualify for mirroring as well as those that do
not.

[0038] Independent of the egress stream 242 that has
undergone conventional packet processing, the FRL 212
tests for and identifies packets that need be mirrored from
the SND 106 to one or more target network devices includ-
ing TND 110. If an ingress packet satisfies “mirror classi-
fication criteria” prescribed in the policy manager 216 and
made available in lookup cache 224, then a duplicate of the
packet is generated at replicator 210. A duplicate packet
preferably includes all the original addressing information
contained in the ingress packet including the network encap-
sulation header, e.g. IP header, and the data link layer header,
e.g. Ethernet header.

[0039] Duplicate packets 246 are forwarded from the FRL
212 to the encapsulation module 220 of the mirror module
214. The mirror classification criteria may take the form of
one or more rules that specify the traffic from an ingress port,
traffic to an egress port, or any subset of thereof. A subset of
the traffic on an ingress or egress port may be defined by any
of a number of criteria including but not limited to port
number, layer 2 source and destination address, VLAN tag,
MPLS labels, layer 3 source and destination address, pro-
tocol application, or quality of service (QoS) parameter.
Alternatively, all the traffic received on an ingress port(s) or
transmitted on an egress port(s) could be selected for mir-
roring. The mirror classification criteria may also include
one or more fields to label or otherwise identify mirrored
traffic at a target device, as discussed below.

[0040] In the preferred embodiment, the duplicate packets
246 generated at replicator 210 are transmitted to the mirror
module 214 in addition to the stream of egress packets 242
forwarded according to conventional switching and routing
mechanisms. As such, the traffic at the SND 106 may be
remotely analyzed without disturbing any ongoing transmis-
sions within the network 100.

[0041] Duplicate packets 246 that are forwarded to the
mirror module 214 are generally processed by the encapsu-
lation module 220 of the mirror module 214. Encapsulation
refers to the process by which new addressing and or
labeling information is added onto an existing, intact packet
for purposes of transmitting the packet from the source
network device to the target network device. In the preferred
embodiment, a new mirrored flow encapsulation (MFE)
header is appended to front of the duplicate packet preceding
any existing network headers such as an Ethernet header and
an IP header present in the unmodified packet. In some
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embodiments, a new footer including a MFE frame check
sequence (FCS) is also appended to the end of the duplicate
packet.

[0042] The MFE header preferably includes a new desti-
nation address, i.e. the TND 110, and a new source address,
i.e. the SND) 106. The destination address may be included
by means of a new network encapsulation header, e.g. IP
header, and a new data link layer header, e.g. Ethernet
header. The destination address, specified by the network
administrator 102 via the configuration manager 217, is
uploaded to the policy manager 216 and made available to
the mirror module 214 by means of the lookup cache 224.
The MFE FCS is calculated from the rest of the packet’s data
using a 32-bit cyclic-redundancy check (CRC-32) algo-
rithm, for example.

[0043] The new packet including the MFE header is
referred to herein as a MFE packet. The stream of MFE
packets 250 is then forwarded to the queue memory where
they are queued and buffered prior to being transmitted to
the appropriated egress port in the direction of the TND
1110. The MFE packets propagate towards the TND 110 by
transit network devices such as switches and routers that
make forwarding decisions based on the MFE header. The
original header of the packet received at the source network
device 106 is treated as part of the payload of the MFE
packet.

[0044] After propagating through the network 1100, the
MFE packet or packets subsequently arrive at the target
network device, TND 110 illustrated in FIG. 3. The TND
110 in the preferred embodiment is substantially similar to
the SND 106, and preferably includes a plurality of ports
330A-330F, one or more frame processors 308, one or more
frame forwarding modules 306, management module 302,
and one or more instances of queue memory 326. The MFE
packets and other non-mirrored traffic received on the plu-
rality of ingress ports collectively constitute the ingress
traffic. The ingress traffic 332, for example, received on a
port 330B is forwarded to a frame processor 308 which
parses the incoming stream into individual “ingress packets”
that are transmitted to the flow resolution logic 312 in the
frame forwarding module 306.

[0045] As described above, the FRL 312 consults one or
more address tables in lookup cache 324 for forwarding
information. In addition to the conventional destination
address tables used for layer 2 switching and layer 3 routing,
the lookup cache 324 identifies the MFE packets to be culled
from the standard processing using “target classification
criteria” in policy manager 316. The target classification
criteria may take the form of one or more rules that may
include the source address of the source network device 106,
the port number of the mirrored traffic, the destination
address of the target network device 110, and or another
label used to uniquely identify mirrored traffic using a
convention known to the source and target network devices.

[0046] With the exception of the MFE packets from a
source network device such as SND 106, the flow resolution
logic 312 preferably processes the incoming packets for
layer 2 switching or layer 3 routing using the addressing
tables in lookup cache 324. The resulting egress flow 342 is
forwarded to queue memory 326 and out the appropriate
egress port, consistent with the treatment in SND 106.

[0047] On the other hand, the MFE packets of the ingress
stream 336 that are identified in FRL 314 using the target
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classification criteria are directly forwarded to the mirror
module 314. In particular, the incoming MFE packets are
transmitted to the de-encapsulation module 322 of the mirror
module 314. The MFE packets are not processed by the layer
2 switching and layer 3 routing functions in the frame
forwarding module 306. Nor are the MFE packets dupli-
cated by the replicator 310 as the “qualified” packets where
at the SND 106.

[0048] Notwithstanding the de-encapsulation of the mir-
rored traffic from SND 106, the frame forwarding module
306 may still generate MFE packets in the case that the TND
110 is sourcing a different mirrored flow to another target
network device (not illustrated).

[0049] At the de-encapsulation module 322, the MFE
header is removed and the original, un-encapsulated packet
received at the SND 106 regenerated. Using the egress port
number provided by the network administrator 102 and
retained in lookup cache 324, the un-encapsulated packet is
pushed to the queue memory 326 where it is buffered until
transmitted out the designated port, e.g. port 330E, where it
is processed by a traffic analysis tool 112, a device to store
network traffic, or some other device. The egress port used
to output the mirrored flow is preferably specified by the
network administrator 102 when configuring the mirrored
flow. The unencapsulated packet cannot be forwarded by the
normal Layer 2 and Layer 3 processing. It therefore is placed
in a queue memory location that causes the packet to be sent
at a specific port e.g. 330E.

[0050] The traffic analysis tool 112 may be any of a variety
of tools used to analyze network traffic. These include but
are not limited to: tools that display the addresses and
contents of the packet to allow a network engineer to
diagnose problems or mis-configuration in the network,
tools that analyze traffic to identify attempts to hack into the
network, tools that analyze traffic to determine if the security
of the network or a device on the network has been com-
promised, and tools that simply record the contents of the
packet onto a storage medium for later offline analysis.

[0051] In some embodiments, the MFE packets are
switched from the SND 106 to the TND 110 using a label
switched path (LSP) constructed using a multi-protocol label
switching (MPLS) protocol such as a resource reservation
setup protocol (RSVP) or label distribution protocol (LDP).
The label is then incorporated into he MFE header, thereby
permitting the MFE packet to be label switched through the
network 100.

[0052] Referring to FIG. 4, the method by which the
source network device 106 processes packets according to
the preferred embodiment is illustrated. A source network
device, source network device 106 in the preferred embodi-
ment, receives ingress traffic in step 402 from a plurality of
ports. The ingress traffic comprises protocol data units
(PDU) that are individually classified 404 in order to deter-
mine if the “mirror classification criteria” provided by the
network administrator are satisfied. The mirror classification
criteria 452 provided as input to the SND 106 and input 414
to define the traffic flow(s) to be mirrored to the target
network device, TND 110. Packets that satisfy the mirror
classification criteria 452 are referred to herein as “qualified
packets” or “qualified traffic.”

[0053] The mirror classification criteria 452 used to define
the qualified packets may include one or more of the
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following: incoming switch port number; egress switch port
number, layer 2 source address; layer 2 destination address;
VLAN tag; MPLS labels, QoS parameters; layer 3 source
address, layer 3 destination address, protocol type, applica-
tion and/or specific contents in the packet. The fields speci-
fied in classification criteria 452 are compared to the con-
tents of the packet being processed. If all the fields specified
in the classification criteria match the characteristics or
contents of the packet, the packet is determined to be a
qualified packet. One skilled in the art will appreciate that
the SND 106 may also serves as a target network device for
another mirrored flow, in which case the classification in
step 404 will also identify and process those packets con-
sistent with the process illustrated in FIG. 5 described
below.

[0054] 1In general, all packets, irrespective of whether they
are qualified packets, are conveyed to the flow resolution
logic 212 where they undergo the appropriate OSI model
layer 2 or layer 3 processing 406. The packets are then
prioritized 408 and 410 and provided 410 to queue memory
226 prior to being distributed 412 to the appropriate egress
port in step 412.

[0055] Qualified packets satisfying the mirror classifica-
tion criteria 452 are selected 416 for additional processing in
the preferred embodiment. The processing includes dupli-
cation 420 of the qualified packets by the replicator 210. A
duplicated packet, including the original address informa-
tion of the ingress packet, is preferably encapsulated with
the MFE header and MFE footer in the encapsulation
module 220. In the preferred embodiment, the encapsulating
step 422 generally comprises the steps of appending 424 an
MFE header including the destination address of the target
network device, data 452, provided by the network admin-
istrator during the step of inputting classification criteria
414, and appending 426 an MFE FCS 426 to account for the
increased length of the MFE packet.

[0056] In the preferred embodiment, the duplication and
encapsulation of the qualified packets occurs in the frame
forwarding module 206, although one skilled in the art will
appreciate that there are numerous alternative ways of
implementing the method in hardware, software, and/or
firmware. One skilled in the art will also recognize that a
plurality of qualified flows may be defined in step 414, each
of which may have a unique target network device.

[0057] The encapsulated packets are then generally pre-
pared 428 for OSI model layer 3 forwarding based upon the
address information in the MFE header, as illustrated in step
428. The original header of the un-encapsulated packets,
although retained in the encapsulated MFE packet, is of no
significance subsequent to encapsulation. The encapsulated
MFE packets are preferably routed towards the target net-
work device based upon standard IP or comparable protocol
that can forward frames across a network of heterogeneous
devices. The encapsulated packets are prioritized 430 and
queued 432 at queue memory 226 prior to being transmitted
434 on the appropriate egress port.

[0058] Referring to FIG. 5, a method by which the target
network device processes packets according to the preferred
embodiment is illustrated. A target network device, the TNI)
110 in the preferred embodiment, receives 502 ingress traffic
from a plurality of ingress ports. The individual packets are
classified 504 and processed according to the addressing
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tables in the lookup cache 324. As illustrated in decision
block 506, non-MFE packets that fail to satisfy the “target
classification criteria”552 provided 530 by the network
administrator are processed using conventional methods,
including layer 2 switching and layer 3 routing 508.

[0059] If the TND 110 also serves as a source network
device for an additional mirrored flow, the classification 504
may also be used to identify those packets that satisfy mirror
classification criteria consistent with the process illustrated
in FIG. 4. The non-MFE conventional packets are then
prioritized 510 and queued 512 prior to being transmitted on
the appropriate egress port 508.

[0060] Mirrored MFE packets, however, are identified as
part of the classification step 504 using the target classifi-
cation criteria 552 provided to the TND 110 by the network
administrator 102. In the preferred embodiment, the incom-
ing MFE packets are culled 506 from the normal processing
channels and directed 552 to the mirror module 314 where
they undergo de-encapsulation.

[0061] After segregating the MFE packets from the con-
ventional traffic flow, the process of de-encapsulation 516
preferably reverses the encapsulation process that occurred
in the encapsulation module of the source network device. In
the preferred embodiment, de-encapsulation entails remov-
ing the MFE header 518 and removing the MFE footer 520.
The output of the mirror module 314 is thus a de-encapsu-
lated packet that is an exact mirror copy of, or otherwise
substantially similar to, the unmodified ingress packet
received by the SND 106.

[0062] The de-encapsulated packets are pushed 522
towards the particular egress port 554 specified 528 by the
network administration. The de-encapsulated packets are
then buffered 524 in queue memory 326 prior to being
transmitted 526 to the designated egress port. One skilled in
the art will recognize that the de-encapsulated packets in this
embodiment do not undergo conventional switching opera-
tions since the layer 2 and layer 3 addressing information of
the original packet would cause the packet to be routed to the
packets original destination instead of the designated egress
port of the TND 110.

[0063] The MFE header for encapsulating a mirrored flow
packet may take any of a number of forms. In the first
preferred embodiment immediately below, the MFE header
includes the IP destination address of the TND 110, and the
MFE packets transmitted between the SND 106 and the
TND 110 using conventional TCP/IP.

Octet 1-6 Destination MAC address;
Octet 7-12 Source MAC Address;
Octet 13, 14  Ethertype, IP = 0x00000800;

Octet 15 Version, preferably 4 bits, and Internet Header Length,
preferably 4 bits, used to specify the length of the IP
packet header in 32 bit words;

Octet 16 Type of Service/DiffServ;

Octet 17, 18 Total Length of Frame;

Octet 19, 20 Identification, preferably 16 bits, used to identify
the fragments of one datagram from those of another,
is a unique value for a given source-destination pair
and protocol for the time the datagram will be active
in the internet system;

Octet 20, 21 Flags, preferably 3 bits, and Fragment Offset,
preferably 13 bits;
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-continued
Octet 23 Time to Live (TTL);
Octet 24 Protocol, e.g. UDP =17,

Octet 25, 26 P Header Checksum;

Octet 27-30 [P Source Address of the Source Network Device;

Octet 31-34 [P Destination Address of the Target Network Device;
Octet 35-37  Options;

Octet 38 Pad;

Octet 39, 40 Source Port, preferably S0000;

Octet 41, 42 Destination Port, preferably 50000;

Octet 43, 44 Length of the Mirrored Frame with UDP Header;

Octet 45, 46 Checksum with the UDP Header and Mirrored Frame;
Octet 47-52  Destination MAC Address of the Original Mirrored Frame;
Octet 53-58 Source MAC Address of the Original Mirrored Frame; and
Octet 59— Remainder of Mirrored Frame.

[0064] In the second preferred embodiment immediately
below, the MFE header includes an MPLS label of the TND
110, and the MFE packets transmitted between the SND 106
and the TND 110 using conventional using a label switch
path established prior to transmission of the MFE packets.

Octet 1-6 MAC DA of next hop device;

Octet 7-12 MAC SA of source device;

Octet 13-14 ETHERTYPE, MPLS = 0x8847

Octet 15-18 MPLS Label 1—identifying target device;

Octet 19-22 MPLS Label 2—identifying mirrored traffic; and
Octet 23— Remainder of Mirrored Frame.

[0065] One skilled in the art will recognize that there are
numerous alternative embodiments and frame encapsulation
techniques that would achieve the same result with insub-
stantial changes to the content or organization of the MFE
headers described herein.

[0066] Although the description above contains many
specifications, these should not be construed as limiting the
scope of the invention but as merely providing illustrations
of some of the presently preferred embodiments of this
invention.

[0067] Therefore, the invention has been disclosed by way
of example and not limitation, and reference should be made
to the following claims to determine the scope of the present
invention.

I claim:

1. A traffic mirroring method of transmitting incoming
packets from a source network device to a target network
device, comprising the steps of:

(a) duplicating a plurality of ingress packets received at
the source network device, wherein a plurality of
duplicate packets are formed; each of the plurality of
ingress packets having a destination address informa-
tion;

(b) encapsulating the plurality of duplicate packets with a
mirrored flow encapsulation header, wherein a plurality
of mirrored flow encapsulation packets are formed;

(¢) transmitting the plurality of mirrored flow encapsula-
tion packets from the source network device to the
target network device; and
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(d) transmitting each of the plurality of ingress packets
from the source network device to one or more network
nodes in accordance with the destination address infor-
mation contained therein;

wherein the target network device receives a substantially
identical copy of said plurality of ingress packets
received at the source network device after de-encap-
sulation.

2. The traffic mirroring method of claim 1, wherein the
mirrored flow encapsulation header comprises a network
layer encapsulation header.

3. The traffic mirroring method of claim 2, wherein the
network layer encapsulation header is an Internet Protocol
header that comprises the destination address of the target
network device.

4. The traffic mirroring method of claim 3, wherein the at
least one of the plurality of ingress packets comprises a
network layer header comprising an Internet Protocol des-
tination address of an intended recipient reachable through
the source network device.

5. The traffic mirroring method of claim 4, wherein the at
least one of the plurality of ingress packets comprises a data
link layer header including a media access control destina-
tion address of the source network device.

6. The traffic mirroring method of claim 1, wherein the
method further includes a step of encapsulating the plurality
of duplicate packets with a mirrored flow encapsulation
footer.

7. The traffic mirroring method of claim 6, wherein the
mirrored flow encapsulation footer comprises a frame check
sequence accounting for the size of the mirrored flow
encapsulation header.

8. The traffic mirroring method of claim 1, wherein the
method further includes, prior to duplicating the plurality of
ingress packets, a step of selecting said plurality of ingress
packets using mirror classification criteria to identify a
subset of ingress traffic received at the source network
device.

9. The traffic mirroring method of claim 8, wherein the
mirror classification criteria include criteria selected from
the group consisting of: ingress and egress physical port
number, OSI model layer 2 source address, OSI model layer
2 destination address, OSI model layer 3 source address,
OSI model layer 3 destination address, VLAN tag, MPLS
labels, protocol, application, and quality of service param-
eters.

10. The traffic mirroring method of claim 1, wherein the
target network device removes the mirrored flow encapsu-
lation header from the plurality of mirrored flow encapsu-
lation packets.

11. The traffic mirroring method of claim 1, wherein the
source network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.

12. The traffic mirroring method of claim 11, wherein the
target network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.

13. A source network device for transmitting a substan-
tially identical copy of one or more qualified packets to a
target network device, the source network device compris-
ing:
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(a) a flow resolution logic for:

(i) processing one or more packets from an ingress
stream for switching, wherein one or more egress
packets is formed; and

(ii) selecting one or more qualified packets from the
ingress stream;

(b) a replicator for duplicating the one or more qualified
packets, wherein one or more duplicate packets are
formed;

(¢) an encapsulation module for appending a mirrored
flow encapsulation header to each of the one or more
duplicate packets, wherein one or more mirrored flow
encapsulation packets are formed; and

(d) one or more queue memory devices for buffering the:

(1) one or more egress packets prior to transmission to
one or more network nodes, and

(i) one or more mirrored flow encapsulation packets
prior to transmission to the target network device.

14. The source network device of claim 13, wherein the
mirrored flow encapsulation header comprises a network
layer encapsulation header including the destination address
of the target network device.

15. The source network device of claim 14, wherein the
at least one of the one or more qualified packets comprises
a network layer header including an Internet Protocol des-
tination address of an intended recipient reachable through
the source network device.

16. The source network device of claim 13, wherein the
source network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.

17. The source network device of claim 13, wherein the
flow resolution logic uses mirror classification criteria for
selecting the one or more qualified packets from the ingress
traffic stream.

18. The source network device of claim 17, wherein the
mirror classification criteria include criteria selected from
the group consisting of: ingress and egress port number, OSI
model layer 2 source address, OSI model layer 2 destination
address, OSI model layer 3 source address, OSI model layer
3 destination address, VLAN tag, MPLS label, protocol,
application, and quality of service parameter.

19. A target network device for receiving one or more
mirrored flow encapsulation packets from a source network
device, each of the mirrored flow encapsulation packets
comprising a mirrored flow encapsulation header and a
qualified packet, the target network device comprising:

(a) a flow resolution logic for:

(i) processing one or more packets from an ingress
stream for switching, wherein one or more egress
packets are formed; and

(ii) selecting one or more mirrored flow encapsulation
packets from an ingress stream;

(b) a de-encapsulation module for removing the mirrored
flow encapsulation header from each of the one or more
mirrored flow encapsulation packets;

wherein one or more qualified packets substantially iden-
tical to that received at the source network device are
regenerated.
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20. The target network device of claim 19, wherein the
device further comprises one or more queue memory
devices for buffering the one or more egress packets prior to
transmission to one or more network nodes, and one or more
qualified packets prior to transmission to an egress port of
the target network device.

21. The target network device of claim 20, wherein the
egress port to which each qualified packet is distributed is
designated by a network administrator.

22. The target network device of claim 20, wherein at
least one of the qualified packets transmitted to the egress
port of the target network device retains a destination
address for the source network device.

23. The target network device of claim 19, wherein the
mirrored flow encapsulation header comprises a network
layer encapsulation header including a destination address of
the target network device.

24. The target network device of claim 23, wherein one or
more of the qualified packets comprises a network layer
header including an Internet Protocol destination address of
an intended recipient reachable through the source network
device.

25. The target network device of claim 19, wherein the
target network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.

26. The target network device of claim 19, wherein the
flow resolution logic uses target classification criteria to
select the one or more mirrored flow encapsulation packets
from the ingress stream.

27. The target network device of claim 26, wherein the
target classification criteria uses a UDP port number to select
one or more mirrored flow encapsulation packets from the
ingress stream.

28. A method for mirroring one or more qualified packets
from a source network device to a target network device, the
method comprising the steps of:

(a) selecting one or more qualified packets from an
ingress stream using mirror classification criteria;

(b) duplicating the one or more qualified packets, wherein
duplicate packets are formed;

(¢) appending a mirrored flow encapsulation header to the
duplicate packets, the mirrored flow encapsulation
header comprising destination addressing information
for the target network device, wherein one or more
mirrored flow encapsulation packets are formed;

(d) transmitting the mirrored flow encapsulation packets
from the source network device to the target network
device;

(e) removing the mirrored flow encapsulation header from
the one or more mirrored flow encapsulation packets at
the target network device, wherein the plurality of
qualified packets are regenerated; and

(f) forwarding the one or more qualified packets to an
egress port independent of the destination address
contained therein.

29. The source network device of claim 27, wherein the
source network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.

30. The target network device of claim 27, wherein the
target network device is a switching device for performing
OSI model layer 2 and layer 3 packet processing.
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31. The traffic mirroring method of claim 1, wherein the
mirrored flow encapsulation header comprises a label for
switching the plurality of mirrored flow encapsulation pack-
ets between the source network device and target network
device.

32. The traffic mirroring method of claim 31, wherein the
label is a MPLS label.

33. The source network device of claim 13, wherein the
mirrored flow encapsulation header comprises a label for
switching the plurality of mirrored flow encapsulation pack-
ets between the source network device and target network
device.

34. The source network device of claim 33, wherein the
label is a MPLS label.

35. The target network device of claim 19, wherein the
mirrored flow encapsulation header comprises a label for
switching the plurality of mirrored flow encapsulation pack-
ets between the source network device and target network
device.

36. The target network device of claim 35, wherein the
label is a MPLS label.

37. The target network device of claim 26, wherein the
target classification criteria uses a MPLS label to select one
or more mirrored flow encapsulation packets from the
ingress stream.

38. A traffic mirroring method, comprising the steps of:

(a) receiving an ingress packet on a first network node;

(b) duplicating the ingress packet, such that a duplicate
packet is formed;

(c) encapsulating the duplicate packet with a mirrored
flow header; and

(d) transmitting, using information in the mirrored flow
header, the duplicate packet from the first network node
to a second network node.

39. The traffic mirroring method of claim 38, wherein the
method further comprises the step of transmitting, using
information in a header of the ingress packet, the ingress
packet to a third network node.

40. The traffic mirroring method of claim 39, wherein the
information used in the transmitting step of claim 1 is
determined independently of the information used in the
transmitting step of claim 2.

41. The traffic mirroring method of claim 38, wherein the
method further comprises the step of classifying, using
mirrored flLow classification criteria, the ingress packet as a
mirrored flow packet.

42. The traffic mirroring method of claim 41, wherein the
mirrored flow classification criteria include one or more
criteria selected from the group consisting of: ingress and
egress port, source MAC address, destination MAC address,
IP source address, IP destination address, VLAN identifier
and MPLS Iabel.

43. The traffic mirroring method of claim 38,further
comprising the steps of de-capsulating the duplicate packet;
and transmitting the duplicate packet to an analysis device.

44. The traffic mirroring method of claim 38, wherein the
first network node is a switching device performing OSI
model layer 2 and layer 3 packet processing.

45. The traffic mirroring method of claim 38, wherein the
second network node is a switching device performing OSI
model layer 2 and layer 3 packet processing.

DELL - Exhibit 1021 - Page 14



US 2004/0003094 Al

46. A traffic mirroring system for a communication net-
work, comprising:

(a) a first network node; and

(b) a second network node interconnected to the first
network node;

wherein the first network node receives an ingress packet,
duplicates the ingress packet such that a duplicate
packet is formed, encapsulates the duplicate packet
with a mirrored flow header and transmits, using infor-
mation in the mirrored flow header, the duplicate
packet from a first network node to the second network
node.

47. The traffic mirroring system of claim 46, wherein the
ingress packet is transmitted to a third network node using
information in a header of the ingress packet.

48. The traffic mirroring system of claim 47, wherein the
information used in the transmission of claim 46 is deter-
mined independently of the information used in the trans-
mission of claim 47.

49. The traffic mirroring system of claim 46, wherein the
first network node further classifies, using mirrored flow
classification criteria, the ingress packet as a mirrored flow
packet.

50. The traffic mirroring system of claim 49, wherein the
mirrored flow classification criteria include one or more
criteria selected from the group consisting of: ingress and
egress port, source MAC address, destination MAC address,
IP source address, IP destination address, VLAN identifier
and MPLS label.

51. The traffic mirroring system of claim 46, wherein,
upon receipt of the duplicate packet from the first node, the
second node de-capsulates the duplicate packet and trans-
mits the duplicate packet to an analysis device.

52. A transmitting network node of a flow mirroring
system for a communication network, comprising:

(2) an ingress module for receiving an ingress packet on
an input port;

(b) a classification module for classifying the ingress
packet as belonging to a mirrored flow;
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(c) a replication module for duplicating the ingress
packet, such that a duplicate packet is formed;

(d) an encapsulation module for appending a mirrored
flow header to the duplicate packet;

(e) a memory for temporarily storing the duplicate packet;
and

(f) an egress module for transmitting, using information in
the mirrored flow header, the duplicate packet on an
output port.

53. The network node of claim 52 wherein the memory is
further arranged for temporarily storing the ingress packet,
and further comprising a second egress module for trans-
mitting, using information in a header of the ingress packet,
the ingress packet on a second output port.

54. The network node of claim 52, wherein the classifi-
cation module classifies the packet as belonging to a mir-
rored flow based on one or more criteria selected from the
group consisting of: ingress and egress port, source MAC
address, destination MAC address, IP source address, IP
destination address, VLAN identifier and MPLS label.

55. A receiving network node of a flow mirroring system
for a communication network, comprising:

(a) an ingress module for receiving a duplicate packet on
an input port;

(b) a classification module for classifying the duplicate
packet as belonging to a mirrored flow;

(¢) a de-capsulation module for removing a mirrored flow
header from the duplicate packet;

(d) a memory for temporarily storing the duplicate packet;
and

(e) an egress module for transmitting the duplicate packet

on an output port.

56. The network node of claim 55, wherein the output port
on which the duplicate packet is transmitted is selected
independent of any addressing information in the duplicate
packet.
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