IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS
MARSHALL DIVISION

CLOUDBYTE LLC,

Plaintiff, Civil Action No. 2:24-cv-00637

JURY TRIAL DEMANDED
DELL INC., and DELL

TECHNOLOGIES, INC.,

Defendants.

CLOUD BYTE’S PRELIMINARY INFRINGEMENT CONTENTIONS

Plaintiff Cloud Byte LLC (“Cloud Byte” or “Plaintiff”) submits its Patent Rule (“P.R.”) 3-
1 and 3-2 Disclosures to Defendants Dell Inc. and Dell Technologies, Inc. (collectively “Dell”)
pursuant to the Court’s Order granting the Joint Motion for Extension of Time to Serve
Infringement and Invalidity Contentions (Dkt. 27).

Cloud Byte submits these Disclosures based upon information it has acquired to date, as it
presently understands this information and the significance thereof, without yet having had the
benefit of formal discovery, claims, or defenses from Dell. Accordingly, Cloud Byte reserves the
right to modify, amend, retract, and/or further supplement the disclosures made herein as
additional evidence and information becomes available, after the Court has construed the claim
terms of the Asserted Patents and as otherwise allowed by the Local Rules and Federal Rules of

Civil Procedure. Cloud Byte also reserves the right to accuse different instrumentalities or
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alternative literal and/or equivalent infringing elements in Dell’s Accused Instrumentalities as
disclosed below.

Cloud Byte submits its P.R. 3-1 and 3-2 Disclosures to Dell with respect to U.S. Patent No.
7,739,544 (“the ’544 Patent”), U.S. Patent No. 9,482,632 (“the 632 Patent”), U.S. Patent No.
9,560,177 (“the *177 Patent”), U.S. Patent No. 9,629,265 (“the *265 Patent”), U.S. Patent No.
9,651,320 (“the *320 Patent”), U.S. Patent No. 9,900,249 (“the °249 Patent”), and U.S. Patent No.
10,628,273 (“the *273 Patent”) (collectively, the “Asserted Patents”).

Although Cloud Byte is concurrently producing documents to Dell with its Infringement
Contentions herewith, to date, Dell has not produced documents to Cloud Byte. Accordingly
Cloud Byte’s investigation regarding infringement is necessarily preliminary and ongoing, and
these disclosures are therefore based on public information that Cloud Byte has been able to obtain
to date regarding the function and operation of the Accused Instrumentalities (as defined in the
attached P.R. 3-1(c) claim charts), together with Cloud Byte’s present understanding of the
meaning and scope of the asserted claims.! Cloud Byte reserves the right to supplement and/or
amend its disclosures as additional information is ascertained through discovery and after the Court
has construed the Asserted Patents.

A. CLOUD BYTE’S RULE 3-1 DISCLOSURES

(@) Each claim of each patent in suit that is allegedly infringed by each
opposing party

1 In many portions of Cloud Byte’s 3-1 and 3-2 disclosures, Cloud Byte has gone beyond the
disclosure requirements required by P.R. 3-1 and 3-2. These additional disclosures and citations
are made for the benefit of Dell. Cloud Byte in no way confines its contentions to the specific
citations of evidence and explicitly reserves the right to rely on additional or different evidence
as the case moves forward through fact discovery, expert discovery, and trial. Furthermore, any
omission of any other specific citation to the Accused Instrumentalities or documents related
thereto does not constitute a waiver of Cloud Byte’s right to raise any issues related to the
Accused Instrumentalities or other documents related thereto at a later date.
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Cloud Byte asserts that Dell has infringed and continues to infringe, has contributed to and
continues to contribute to the infringement of, and/or has actively induced and continues to actively
induce others to infringe at least the following claims of the Asserted Patents:

Claims 1-9, 11-20, 22 of the *544 Patent (see Exs. 1-4);

Claims 1, 3, 5-9 of the *632 Patent (see EX. 5);

Claims 1-20 of the *177 Patent (see EX. 6);

Claims 1-8 of the *265 Patent (see Exs. 7-8);

Claims 1-8 of the 320 Patent (see Ex. 9);

Claims 1-27 of the *249 Patent (see Ex. 10); and

Claims 1-21 of the *273 Patent (see Ex. 11).

Cloud Byte reserves the right to supplement and/or amend its disclosures to identify
additional claims infringed by Dell that are revealed through discovery, or in response to Dell’s
P.R. 3-4 production, or as permitted under the Patent Rules.

(b) Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (""Accused Instrumentality'") of each
opposing party of which the party is aware. This identification shall be as specific as possible.
Each product, device, and apparatus must be identified by name or model number, if known.
Each method or process must be identified by name, if known, or by any product, device, or
apparatus which, when used, allegedly results in the practice of the claimed method or
process

Dell infringes Cloud Byte’s patented technologies across many different parts of its
business, including in: all ethernet switches, SmartFabric services, and edge networking products
and servers incorporating same (“Dell Networking Products™); all products and services relating
to Redundant Array of Independent Disks (RAID) technology and servers incorporating same

(“Dell RAID Products™); and all server systems supporting high availability or fault tolerance

features, abnormality detection, airflow cooling, and/or temperature control (“Dell Server
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Products”), that Dell makes, uses, sells, offers to sell, and/or imports into the United States and in
the associated consulting and support services that it provides to its customers (as disclosed in the
P.R. 3-1(c) claim charts) that are capable of and/or configured to perform the identified infringing
functionalities.

The Accused Products for the *544 Patent include at least the Dell RAID Products and the
following Dell products: Dell PowerEdge servers that use PowerEdge RAID Controllers, which
include at least the 13" generation (C4130, C6300, C6320, C6320p, FC430, FC630, FC830,
FD332, FM120x4 (for PE FX2/FX2s), FX2/FS2s, M630, M630 (for PE VRTX), M830, M830 (for
PE VRTX), R230, R330, R430, R530, R530xd, R630, R730, R730xd, R830, R930, T30, T130,
T330, T430, T630); the 14" generation (C4140, C6400, C6420, FC640, M640, M640 (for PE
VRTX), MX5016s, MX7000, MX740c, MX840c, R240, R340, R440, R540, R640, R6415, R740,
R740xd, R740xd2, R7415, R7425, R840, R940, R940xa, T40, T140, T340, T440, T640, XE2420,
XE7100, XE7420, XE7440, XR2); the 15™ generation (C6520, C6525, MX750c, R250, R350,
R450, R550, R650, R650xs, R6515, R6525, R750, R750xa, R750xs, R7515, R7525, T150, T350,
T550, XE8545, XR4000r, XR4000w, XR4000z, XR4510c, XR4520c, XR11, XR12); the 16™
generation (C6600, C6615, C6620, HS5610, HS5620, MX760c, R260, R360, R660, R660xs,
R6615, R6625, R760, R760xa, R760xd2, R760xs, R7615, R7625, R860, R960, T160, T360, T560,
XE8640, XE9640, XE9680, XR5610, XR7620, XR8000r, XR8610t, XR8620t); and the 17
generation (R670 CSP Edition, R770 CSP Edition) of the PowerEdge servers, and all other Dell
servers that use PowerEdge RAID Controllers with substantially similar functionality. The
PowerEdge RAID Controllers can be either hardware or software based and include at least the
following Dell products: Series 9 Family (H830 Adapter, H730P Adapter, H730P MX, H730P

Mini Mono, H730P Mini Blade, H730 Adapter, H730 Mini Mono, H730 Mini Blade, H330
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Adapter, H330 Mini Mono, H330 Mini Blade, S130 Software RAID); Series 10 Family (H840
Adapter, H745P MX Adapter, H740P Adapter, H740P Mini Mono, S150 Software RAID, S140
Software RAID, H745 Adapter, H745 Front, H345 Adapter, H345 Front); Series 11 Family (H755
Adapter, H750 Adapter, H755N Front (NVMe Only), H755 Front (SAS/SATA Only), HBA355
Adapter (internal), HBA355 Front (internal), HBA350 Adapter (internal), HBA355e Adapter
(external), HBA350 MX (internal), H350 Adapter, H355 Adapter, H355 Front, S150 Software
RAID); and Series 12 Family (PERC H965I1 Adapter, PERC H9651 Front, PERC H9651 MX,
PERC H965E Adapter, HBA4651 Adapter, HBA465I Front, S160 Software RAID). Other Dell
PowerEdge RAID Controllers may also be used in conjunction with the Dell PowerEdge Rack
Servers to infringe the 544 Patent. Charts establishing Dell’s infringement, each of which show
an exemplary PowerEdge RAID Controller compatible with each of the 13", 14", 15" and 16™
Generations of the Dell PowerEdge Rack Servers, have been provided herewith. See Ex. 1 (S130
Controller, which is compatible with 13" Generation PowerEdge servers); Ex. 2 (5140 Controller,
which is compatible with 14™ Generation PowerEdge servers); Ex. 3 (5150 Controller, which is
compatible with 15™ Generation PowerEdge servers); Ex. 4 (5160 Controller, which is compatible
with 16" Generation PowerEdge servers). The S130, S140, S150, and S160 controllers are merely
exemplary, as there are numerous PowerEdge RAID Controllers that are used by the Dell

PowerEdge  servers. See  https://www.dell.com/support/kbdoc/en-us/000131648/list-

ofpoweredge-raid-controller-perc-types-for-dell-emc-systemsand.

The Accused Products for the *632 Patent include at least the Dell Server Products and the
following Dell products: Dell PowerEdge servers that use Integrated Dell Remote Access
Controller (“iDRAC”) 9 with firmware version 4.x through 7.x, which include at least the 14™

generation (C4140, C6400, C6420, FC640, M640, M640 (for PE VRTX), MX5016s, MX7000,
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MX740c, MX840c, R240, R340, R440, R540, R640, R6415, R740, R740xd, R740xd2, R7415,
R7425, R840, R940, R940xa, T40, T140, T340, T440, T640, XE2420, XE7100, XE7420, XE7440,
XR2), the 15" generation (C6520, C6525, MX750c, R250, R350, R450, R550, R650, R650xs,
R6515, R6525, R750, R750xa, R750xs, R7515, R7525, T150, T350, T550, XE8545, XR4000r,
XR4000w, XR4000z, XR4510c, XR4520c, XR11, XR12), the 16™ generation (C6600, C6615,
C6620, HS5610, HS5620, MX760c, R260, R360, R660, R660xs, R6615, R6625, R760, R760xa,
R760xd2, R760xs, R7615, R7625, R860, R960, T160, T360, T560, XE8640, XE9640, XE9680,
XR5610, XR7620, XR8000r, XR8610t, XR8620t), and the 17" generation (R670 CSP Edition,
R770 CSP Edition) of the PowerEdge servers, and all other Dell servers that incorporate iDRAC
9 with firmware version 4.x through 7.x with substantially similar functionality.

The Accused Products for the 177 Patent include at least the Dell Networking Products
and the following Dell products: Dell switches that support OpenFlow (and server systems
including same), which at least include Dell PowerSwitch S-series (S3048-ON, S3100, S3124F,
S3124P, S3148P, S4048T-ON, S4048-ON, S4100-ON, S4112T-ON, S4128F-ON, S4128T-ON,
S4147FE-ON, S4148U-ON, S4148T-ON, S4248FB-ON, F4248FBL-ON, S4180, S4820T, S5000,
S5048F-ON, S5148F-ON, S5200-ON, S5212F-ON, S5232F-ON, S5224F-ON, S5296F-ON,
S5448F-ON, S6000, S6000-ON, S6010-ON, S6100-ON); N-series (N1100-ON, N1108EP-ON,
N1108T-ON, N1124P-ON, N1124T-ON, N1148P-ON, N1148T-ON, N1500, N1524, N1524P,
N1548, N1548P, N2000, N2024, N2024P, N2048, N2048P, N2100-ON, N2128PX-ON,
N2224PX-ON, N2224X-ON, N2248PX-ON, N2248X-ON, N3000, N3024, N3024EF-ON,
N3024EP-ON, N3024ET-ON, N3024F, N3024P, N3048, N3048EP-ON, N3048ET-ON, N3048P,
N3100-ON, N3132PX-ON, N3208PX-ON, N3224T-ON, N3224P-ON, N3224F-ON, N3224PX-

ON, N3248P-ON, N3248X-ON, N3248PXE-ON, N3248TE-ON, N3248X-ON, N4000, N4032,
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N4032F, N4064, N4064F); Z-series (Z9000, Z9100, Z9100-ON, Z9264F-ON, Z9332F-ON,
Z9432F-ON, Z9500, Z9664F-ON, Z9864F-ON); E-series (E3224F-ON, E3248P-ON, and
E3248PXE-ON); FN 10M; and M-series (MXL), and all other Dell switches with substantially
similar functionality.

The Accused Products for the ’265 Patent include at least the Dell Server Products and the
following Dell products: Dell PowerEdge servers, which include at least the 14" Generation
PowerEdge servers (R940); 15" Generation PowerEdge servers (R650, R6525, R750, R750xa,
R7525); 16" Generation PowerEdge servers (R660, R960, R6615, R6625, R760, R7625, R860);
and 17" Generation PowerEdge servers (R670 CSP Edition, R770 CSP Edition), and all other Dell
servers with substantially the same internal layout as these systems.

The Accused Products for the 320 Patent include at least the Dell Server Products and the
following Dell products: Dell PowerEdge servers, which include at least the 13" generation
(C4130, C6300, C6320, C6320p, FC430, FC630, FC830, FD332, FM120x4 (for PE FX2/FS2s),
FX2/FS2s, M630, M630 (for PE VRTX), M830, M830 (for PE VRTX), R230, R330, R430, R530,
R530xd, R630, R730, R730xd, R830, R930, T30, T130, T330, T430, T630), the 14™ generation
(C4140, C6400, C6420, FC640, M640, M640 (for PE VRTX), MX5016s, MX7000, MX740c,
MX840c, R240, R340, R440, R540, R640, R6415, R740, R740xd, R740xd2, R7415, R7425,
R840, R940, R940xa, T40, T140, T340, T440, T640, XE2420, XE7100, XE7420, XE7440, XR2),
the 15" generation (C6520, C6525, MX750¢c, R250, R350, R450, R550, R650, R650xs, R6515,
R6525, R750, R750xa, R750xs, R7515, R7525, T150, T350, T550, XE8545, XR4000r, XR4000w,
XR4000z, XR4510c, XR4520c, XR11, XR12), the 16" generation (C6600, C6615, C6620,
HS5610, HS5620, MX760c, R260, R360, R660, R660xs, R6615, R6625, R760, R760xa,

R760xd2, R760xs, R7615, R7625, R860, R960, T160, T360, T560, XE8640, XE9640, XE9680,
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XR5610, XR7620, XR8000r, XR8610t, XR8620t), and the 17™ generation (R670 CSP Edition,
R770 CSP Edition) of the PowerEdge servers, and all other Dell servers with substantially similar
functionality.

The Accused Products for the *249 Patent include at least the Dell Networking Products
and the following Dell products: Dell switches that support OpenFlow (and server systems
including same), which at least include Dell PowerSwitch E-series (E3224F-ON, E3248P-ON,
E3248PXE-ON), FN-series (FN 10M), MX-series (MXL), N-series (N1108EP-ON, N1108T-ON,
N1124P-ON, N1124T-ON, N1148P-ON, N1148T-ON, N1524, N1524P, N1548, N1548P, N2024,
N2024P, N2048, N2048P, N2128PX-ON, N2224PX-ON, N2224X-ON, N2248PX-ON, N2248X-
ON, N3024, N3024EF-ON, N3024EP-ON, N3024ET-ON, N3024F, N3024P, N3048, N3048EP-
ON, N3048ET-ON, N3048P, N3132PX-ON, N3208PX-ON, N3224T-ON, N3224P-ON, N3224F-
ON, N3224PX-ON, N3248P-ON, N3248X-ON, N3248PXE-ON, N3248TE-ON, N3248X-ON,
N4032, N4032F, N4064, N4064F), S-series (S3048-ON, S3124, S3124F, S3124P, S3148, S3148P,
S4048-ON, S4048T-ON, S4112F-ON, S4112T-ON, S4128F-ON, S4128T-ON, S4148F-ON,
S4148FE-ON, S4148U-ON, S4148T-ON, S4248FB-ON, S4248FBL-ON, S4810, S4820T, S5000,
S5048F-ON, S5148F-ON, S5212F-ON, S5232F-ON, S5224F-ON, S5248F-ON, S5296F-ON,
S5448F-ON, S6000, S6000-ON, S6010-ON, S6100-ON), and Z-series (Z9000, Z9100-ON,
Z9264F-ON, Z9332F-ON, Z9432F-ON, Z9500, Z9664F-ON, Z9864F-ON) switch models, and all
other Dell switches with substantially similar functionality.

The Accused Products for the ’273 Patent include at least the Dell Server Products and the
following Dell products: Dell PowerEdge servers, which include at least the 14™ generation
(C4140, C6400, C6420, FC640, M640, M640 (for PE VRTX), MX5016s, MX7000, MX740c,

MX840c, R240, R340, R440, R540, R640, R740, R740xd, R740xd2, R840, R940, R940xa,
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R6415, R7415, R7425, T40, T140, T340, T440, T640, XE2420, XE7100, XE7420, XE7440,
XR2), the 15" generation (C6520, C6525, MX750c, R250, R350, R450, R550, R650, R650xs,
R750, R750xa, R750xs, R6515, R6525, R7515, R7525, T150, T350, T550, XE8545, XR4000r,
XR4000w, XR4000z, XR11, XR12, XR4510c, XR4520c), the 16™ generation (C6615, C6620,
HS5610, HS5620, MX760c, R260, R360, R660, R660xs, R760, R760xa, R760xd2, R760xs, R860,
R960, R7615, R7625, T160, T360, T560, XE8640, XE9640, XE9680, XR5610, XR7620,
XR8000, XR8610t, XR8620t), and the 17" generation (R670 CSP Edition, R770 CSP Edition) of
PowerEdge models, and all other Dell servers with substantially similar functionality.

Based on the information that it has been able to obtain to date, Cloud Byte separately
identifies each Dell Accused Instrumentality for each Asserted Claim applicable to Dell in Cloud
Byte’s P.R. 3-1(c) claim charts attached as Exhibits 1 to 11.

Cloud Byte believes that discovery from Dell and others will provide additional evidence
of the nature and/or scope of Dell’s infringement. Accordingly, Cloud Byte reserves the right to
supplement and/or amend this disclosure to identify and accuse additional Dell Accused
Instrumentalities released, developed, or made available by Dell after the date on which these
disclosures are served, or of which Cloud Byte was not aware at the time of these disclosures.

(c) A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such
party contends is governed by 35 U.S.C. 8 112 (1 6), the identity of the structure(s), act(s), or
material(s) in the Accused Instrumentality that performs the claimed function

Pursuant to P.R. 3-1(c), claim charts for Dell’s infringement of the Asserted Claims of the
Patents-in-Suit are set forth as Exhibits 1 to 11. The charts are based on information currently

known to Cloud Byte and contain illustrative (not exhaustive) examples of presently known

infringement of the Asserted Claims.
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As explained above, Cloud Byte believes that discovery from Dell and others will provide
additional evidence of the nature and/or scope of Dell’s infringement. Accordingly, Cloud Byte
reserves the right to amend, supplement, or otherwise revise the Accused Instrumentalities and its
infringement contentions and claim charts.

(d)  Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality

Pursuant to P.R. 3-1(d), Cloud Byte asserts that, under the proper construction of the
Asserted Claims and their claim terms, every limitation of the Asserted Claims of the Patents-in-
Suit is literally present in Dell’s instrumentalities accused of infringing the claims. However, to
the extent any claim element or step is found to be not literally present in or performed by the
Accused Instrumentalities, based on the Court’s claim construction or Dell’s arguments, such
claim element or step is satisfied under the doctrine of equivalents because any difference between
such claim element or step and the element or step of the Accused Instrumentalities is insubstantial.
In other words, the element or step of the Accused Instrumentalities performs substantially the
same function, in substantially the same way, to achieve substantially the same result. Further
detail regarding the claim limitations Cloud Byte asserts that Dell infringes under the doctrine of
equivalents can be found in Cloud Byte’s P.R. 3-1(c) claim charts attached as Exhibits 1 to 11.

(e) For any patent that claims priority to an earlier application, the
priority date to which each asserted claim allegedly is entitled

The Asserted Claims of the *544 Patent are entitled to a priority date no later than March
10, 2005. The Asserted Claims of the *632 Patent are entitled to a priority date no later than
September 5, 2012. The Asserted Claims of the *177 Patent are entitled to a priority date no later
than February 17, 2011. The Asserted Claims of the *265 Patent are entitled to a priority date no

later than March 5, 2012. The Asserted Claims of the *320 Patent are entitled to a priority date no
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later than March 2, 2012. The Asserted Claims of the 249 Patent are entitled to a priority date no
later than September 14, 2009. The Asserted Claims of the 273 Patent are entitled to a priority
date no later than January 30, 2015. For each Asserted Claim, Cloud Byte reserves the right to
assert priority to earlier conception and reduction to practice dates earlier than the earliest priority
date.

Cloud Byte may rely on additional evidence to demonstrate earlier dates of conception,
reduction to practice, and/or diligence in reducing to practice. See EMG Tech., LLC v. Chrysler
Grp., LLC, No. 6:12-CV-259, 2013 WL 12147662, at *2 (E.D. Tex. July 3, 2013).

U) If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process,
method, act, or other instrumentality practices the claimed invention, the party must
identify, separately for each asserted claim, each such apparatus, product, device, process,
method, act, or other instrumentality that incorporates or reflects that particular claim

Cloud Byte is still investigating this matter, however, at this time Cloud Byte is not relying
on the assertion that its own apparatus, product, device, process, method, act, or other
instrumentality of its own practices the claimed inventions. Cloud Byte reserves the right to
supplement and/or amend this disclosure to identify any apparatus, product, device, process,
method, act, or other instrumentality of its own that practices the Asserted Claims of which Cloud
Byte was not aware at the time of these disclosures.

B. CLOUD BYTE’S RULE 3-2 PRODUCTION OF DOCUMENTS

(@) Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint
development agreements) sufficient to evidence each discussion with, disclosure to, or other
manner of providing to a third party, or sale of or offer to sell, the claimed invention prior
to the date of application for the patent in suit. A party’s production of a document as

required herein shall not constitute an admission that such document evidences or is prior
art under 35 U.S.C. §102
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Cloud Byte is not presently aware of documents responsive to P.R. 3-2(a). Cloud Byte’s
investigation is ongoing and Cloud Byte will supplement its document production in the event
responsive documents are located.

(b) All documents evidencing the conception, reduction to practice, design,
and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e),
whichever is earlier

In addition to information included in the file histories noted below, documents responsive
to P.R. 3-2(b) have been produced to Dell as follows: CLOUDBYTE0002647—
CLOUDBYTEOQ002781. As discovery is ongoing and Cloud Byte’s search for documents is
ongoing, Cloud Byte reserves the right to supplement its production and disclosures as information
is ascertained during discovery.

Cloud Byte’s investigation is ongoing and Cloud Byte will supplement its document
production in the event responsive documents are located.

(c) A copy of the file history for each patent in suit

Documents responsive to P.R. 3-2(c) have been produced to Dell as follows:

The *544 Patent file history: CLOUDBYTE0000691-CLOUDBY TE0000914;

The *632 Patent file history: CLOUDBYTE0000915-CLOUDBYTE0001190;

The *177 Patent file history: CLOUDBYTE0001191-CLOUDBYTE0001353;

The *265 Patent file history: CLOUDBYTE0001354-CLOUDBYTE0001672;

The *320 Patent file history: CLOUDBYTE0001673—-CLOUDBYTE0001929;

The *249 Patent file history: CLOUDBYTE0001930-CLOUDBYTE0002646; and

The ’273 Patent file history: CLOUDBYTE0000001-CLOUDBY TE0000690.

Cloud Byte’s investigation is ongoing and Cloud Byte will supplement its document

production in the event responsive documents are located.
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Dated: November 21, 2024

[s/ Yury Kapgan

Yury Kapgan (admitted in EDTX)
yurykapgan@quinnemanuel.com
Ryan Goldstein (admitted in EDTX)
ryangoldstein@quinnemanuel.com
QUINN EMANUEL URQUHART &
SULLIVAN, LLP

865 S. Figueroa St., 10th Floor
Los Angeles, California 90017
Telephone: (213) 443-3000
Facsimile: (213) 443-3100

Brian Mack (admitted in EDTX)
brianmack@quinnemanuel.com
QUINN EMANUEL URQUHART &
SULLIVAN, LLP

50 California Street, 22nd Floor
San Francisco, CA 94111
Telephone: (415) 875-6400
Facsimile: (415) 875-6700

Of Counsel:

Claire Abernathy Henry
Texas State Bar No. 24053063
Andrea Fair

Texas State Bar No. 24078488
MILLER FAIR HENRY PLLC
1507 Bill Owens Parkway
Longview, TX 75604
Telephone: (903) 757-6400
Fax: (903) 757-2323
claire@millerfairhenry.com
andrea@millerfairhenry.com

Attorneys for Plaintiff Cloud Byte LLC.

13 Cloud Byte LLC v. Dell Inc. et al.

(E.D. Tex., Case No. 2:24-cv-00637)
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CERTIFICATE OF SERVICE

| certify that a true and correct copy of the above document was served by email with

exhibits served via FTP on counsel of record for Dell on November 21, 2024.

/s/ Yury Kapgan

14 Cloud Byte LLC v. Dell Inc. et al.
(E.D. Tex., Case No. 2:24-cv-00637)
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Cloud Byte’s Patent Initial Disclosures for Dell
Exhibit 6

UNITED STATES PATENT NO. 9,560,177

INFRINGEMENT CHART FOR CLAIMS 1-20?

1 The infringement contentions provided herein are based on information obtained to date and may not be exhaustive. Cloud Byte’s
investigation of Dell’s infringement is ongoing. Cloud Byte reserves the right to supplement and/or amend these disclosures to identify
additional Asserted Claims (P.R. 3-1(a)), to identify additional Accused Instrumentalities (P.R. 3-1(b)), and to further identify where
each element of each Asserted Claim is found in each Accused Instrumentality (P.R. 3-1(c)), including on the basis of discovery obtained
from Dell and from third-parties during the course of this litigation.
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’177 Patent Claim? Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(7)) (P.R. 3-1(b)-(c))
1[pre] A switch apparatus, | The Accused Dell *177 Products include a switch apparatus.
comprising:*
See, e.qg.,

2 All infringement contentions set forth herein for any independent patent claims are hereby incorporated by reference into the

infringement contentions alleged for any dependent patent claims that depend on such independent claims, as if fully set forth therein.

3 The Accused Instrumentalities and associated exhibits discussed and/or cited for any claim herein are representative in all material

respects of all other Accused Instrumentalities identified for that claim (e.g., although various versions of the Accused Instrumentalities
may have immaterial differences in their hardware, firmware, and/or software configuration, the cited references are believed to be
illustrative of all such accused switches). For example, on information and belief, the Accused Instrumentalities, including the Dell
switches that support OpenFlow, are substantially similar to those provided in this chart. On information and belief, there are no material
differences in the Accused Instrumentalities, including the Dell switches that support OpenFlow, that would substantially alter the
infringement read shown here. The illustrative documentation cited herein is for the (i) Dell PowerSwitch S4048T-ON; (ii) Dell
OpenFlow Deployment and User Guide 4.0; and (iii) OpenFlow Switch Specification version 1.3.0, which can be found at the following
URLs: https://i.dell.com/sites/csdocuments/Shared-Content_data-Sheets_Documents/en/us/dell-emc-networking-s4048T-on-spec-
sheet.pdf (“S4048T-ON Spec Sheet” or CLOUDBY TE0004139), https://opennetworking.org/wp-content/uploads/2014/10/openflow-
spec-v1.3.0.pdf  (“OpenFlow  Switch  Spec” or CLOUDBYTE0005628), and https://dl.dell.com/manuals/all-
products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/forcel0-sw-defined-ntw_deployment%20guide4_en-us.pdf
(“Dell OpenFlow User Guide” or CLOUDBYTE0002782). Other Dell switches that support OpenFlow also infringe the claims of
the *177 Patent, including at least Dell E series, S series, Z series, N series, FN, and M series. See, e.g., CLOUDBYTE0002842;
CLOUDBYTE0010155 — CLOUDBYTE0010313; CLOUDBYTE00018532; CLOUDBYTE0021004; CLOUDBYTE0018489;
CLOUDBYTE0018487; CLOUDBYTE0020375; CLOUDBYTE0018609.

4 Cloud Byte’s inclusion of any claim preamble in this claim chart should not be interpreted as an admission that the preamble is
limiting. Cloud Byte reserves the right to take the position that the claim preambles are limiting or not limiting on a claim-by-claim
basis.
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*177 Patent Claim? Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(2)) P.R. 3-1(b)-(c

Technologies

DELL EMC POWERSWITCH S4048T-ON SWITCH

https://i.dell.com/sites/csdocuments/Shared-Content_data-Sheets_Documents/en/us/dell-emc-
networking-s4048T-on-spec-sheet.pdf (“S4048T-ON Spec Sheet” or CLOUDBYTE0004139), 1.
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Overview

In & software-defined network (SON), an extarnal controller cluster managas the network and the resourcas on each switch. Openflow 15
8 protocol usad for communication between the controliar and the switch.

In the example topalogy below, the controlier uses the OpenFliow protocol to communicate with two S4810 switches.

Commroiir (TCP parves 20 poct $631)

n10-1
TeO/1 lol-por

Figure 1. Openfiow Topology
https://dl.dell.com/manuals/all-
products/esuprt_ser_stor_net/esuprt_networking/esuprt_net_netwrkng_sw/force10-sw-defined-
ntw_deployment%20guide4_en-us.pdf (“Dell OpenFlow User Guide” or CLOUDBYTE0002782), 5.
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OpenFlow 1.3 Support

OpanFiow (OF) 1.3 [STD-1] & supported on the S3048-0N, 53100 sanes, 34048-0M, S4043T-0N, S6100-0N, S6010-0M, S5000-0M,
54810, 548207, 55000, 56000, 29100, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.

1[a] a storage storing a The Accused Dell *177 Products include a storage storing a table, the table including rules and
table, the table including actions corresponding to the rules.

rules and actions
corresponding to the rules; | See supra, claim 1[pre].
and

See, e.g.,
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Key features with Dell EMC Networking 033 + Rate shaping combined with flow based mirroring enables the

+ Scalable |2 and L3 Ethernet switching with QoS and a full user to analyze fine grained flows

complement of standards-based |Pvd and IPvE features, » Jumbo frame support for large data transfers

including OSPF, BGP and PBR (Policy Based Routing) support . 128 link aggregation groups with up to 16 mermibers per group,

+ WRF-lite enables sharing of networking infrastructure and using enhanced hashing

provides L3 traffic isolation across tenants - Converged network support for DCB, with pricrity flow control

- Increase VM Mobility region by stretching L2 V0LAN within or (B021Gbk), ETS (B02.1Qaz), DCBx and iSCSI TLY
across two DCs with unique VLT capabilities like Routed VLT, VLT . S4048T-ON supports RoCE and Routable RoCE to enable

Proxy Gateway convergence of compute and storage on Active Fabric
- WXLAN gatewsy functionality support for bridging

the nonvirtualized and the virtualized overlay networks with line

rate performance

+ User port stacking support for up to six units and unique mixed
mode stacking that allows stacking of S4048-0ON with S4048T-
OM to provide combination of 10G 5FP+ and RJ45 ports in a

- Embedded Open Automation Fremework adding automated stack
configuration and provisioning capabilities to simplify the

management of network environments - .
1/10G BASE-T cabling distances
- Supports Puppet agent for DevOps

Cable Type 1G BASE-T10G BASE-T
+ Modular Dell EMC Networking OS software delivers inherent Liind
stability as well as enhanced monitaring and serviceability Cat 6 UTP 100rm (330 1) 56m (180 1)
functiens Cat 6 STP 100m (330 11) 100m (330 1t)
- Enhanced mirroring capabilities including 1:4 local Cat 64 UTP 100m (330 1) 100m (330 11)

mirroring, Remote Port Mirroring (RPM), and
Encapsulated Remate Port Mirroring (ERPM). Cat? 100m (330 1t) 100m (330 1)

S4048T-ON Spec Sheet, 2.
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Phyysical

48 foed 10GEese T ports supportng VOMAG/0G

spoads
6 fued 40 Gigubit Ethernat QSFPs ports
1 RJ45 conscle/managemant port with
RS232 sgnarg
1USB 210 type A 1o support mass storage device
1 Mcro-USB 2.0 type B Seral Conscle Port
18 GB SSD Module
Soe LI x 703 x @
(435 x 24 xBom)(HxWxD)
Wiaght- 23 ibs (0ASG)
IS0 7778 A-veughied sound pressure kvet
65 cB ot 779F (259C)
Power supply: 100240V AC 50/60Hz2
Max thermal output: 1688 BTU/M
Max. curmont drow per systarm:
46 A at 4EOW/IONAC
2.3 A at 4EOW/200vAC
Max. power consumption: 450 Wetts
Typoal power consumpaion: 338 Watts
Max. operating specthcations
Operatng temperature: 320F to 113°9F
(09C 10 45°C)
Operating humidity: 5 to 80% (RM),
non-condensng
Max. non-aperating spoaficsbons:
Storage temperature: ~40°F o 1589F
(~400°C to 70°C)

S4048T-ON Spec Sheet, 3.

Storage hamidty: 5 to 85% (RH), non
condensang
Redundancy
Haot swappebla redundant power
Hot swappeble recundant fans
Pertormance General
Swich tatnc capacty:
14dTopa (full duplex)
720Ghps {ha¥ duplex)
Forwardng Capacty: 1080 Mpps
Latancy- 28 us
Packat buffer memony: 16MB
CPU memory: 4GB
OS89 Performance:
MAL addresses 160K
ARP table 1285
1Pvé routes: 128K
IPvE hosts: 64K
IPVE routes 64K
Mutticas: routes: 8K
Link aggregation: 16 inka per graup, 128 groups
Laper 2 VLANS: 4K
MSTP: 84 ristances
VRE . Lrte: 511 nstances
LAG load baancing: Based on layer 2,
P8 or IPVE hoaders
Latancy: Sub Jus
QOS dats queues: 8
QOS control queues: 12

Ingreas ACL 164

Egress ACL: 1K

Qof: Detauk 2K entnes scaiable to 12K

|EEE complance with Dell EMC Networlang OS3
800108 LLDP

8000  Brdgng STP

8y  L2Pronteaton

BO23S  VLAN Taggng, Doutde VLAN Taggeg, GVRP
80230 PFC

B2z ETS

BCE
B0Ww
8001
8003sb
807 5o
800 Zaa
800 Zoe

MSTP

RSTP

Nestweork. Access Controt

Ggebn Etharnent [Y00DBASE T)
Frame Extensore for VLAN Taggng
Lk Agpegeson with LACP

10 Gggatst Etherret (10GE= X
weh Q54

B2 e A0 Gttt Ethermet (0GB 579
AGEre CRY, A0GEme- LR on

opbos ports
8005y  Fost Ethomet (100Bme TX)
803  Fow Contrdl
803  Ggaba Efnernet (0008xe-X)
weh QSA
8003z Enegy Etoent Ethermet

ANS/TIACET LLDP MED
Foroe )0 PVSTe
Max MTU 5216 bytess
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2 Switch Components

An OpenFlow Switch consists of one or more flow fables and a group fable, which perform packet lookups
and forwarding, and an OpenFlow channel to an external controller (Figure . The switch communicates
with the controller and the controller manages the switch via the OpenFlow protocol.

Using the OpenFlow protocol, the controller ean add, update, and delete flow entries in Bow tahles,
both reactively (in response to packets) and proactively. Each How table in the switch contains a set of flow
entries; each How entry consists of mafeh fields, counters, and a set of imsfructions to apply to matching

packets [see 2]

Matching starts at the first fow table and may contioue to additional flow tables (see 51}, Flow
entries match packets in priority order, with the first matehing entry in each table being used (see 5.3y, If a
matching entry is found, the instructions associated with the specific flow entry are executed. If no mateh
is found in a fow tahle, the outcome depends on confisuration of the table-miss fiow entry: for example,
the packet may be forwarded to the controller over the OpenFlow channel, dropped, or may continue to the
next flow table (see 53],

Instructions associated with each flow entry either contain actions or modify pipeline processing (see
@. Actions included in instructions describe packet forwarding, packet modification and group table

G (©2012 The Open Networking Foundation

https://opennetworking.org/wp-content/uploads/2014/10/openflow-spec-v1.3.0.pdf (“OpenFlow
Switch Spec” or CLOUDBYTE0005628), 6.
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OpenFlow Switch Specification Version 1.3.0

processing.  Pipeline processing instructions allow packets to be sent to subsequent tables for further
processing and allow information, in the form of metadata, to be communicated between tables. Table
pipeline processing stops when the instruction set associated with a matching Aow entry does not specify a
next table: at this point the packet is usually modified and forwarded (see G100

Flow entries may forward to a porf. This is usually a physical port, but it may also be a logical
port defined by the switch or a reserved port defined by this specification (see . Reserved paorts
may specify generic forwarding actions such as sending to the controller, flooding, or forwarding using
non-OpenFlow methods, such as “normal” switch processing (see : while switch-defined logical ports
may specify link aggregation groups, tunnels or loophack interfaces im@.

Actions associated with flow entries may also direct packets to a group, which specifies additional
processing [see @ Groups represent sets of actions for Acoding, as well as more complex forwarding
semantics (e.g. multipath, fast reroute, and link aggregation). As a general lyyver of indirection, groups also
enable multiple flow entries to forward to a single identifier (e.g. 1P forwarding to a common next hop).
This abstraction allows common output actions across flow entries to be changed effcient]y.

The group table contains group entries; each group entry contains a list of acfion buckeis with spe-
cific semantics dependent on group type (see B6). The actions in one or more action buckets are applied
to packets sent to the group.

Switch designers are free to implement the internals in any way convenient, provided that correct
match and instruction semantics are preserved. For example, while a fiow entry may use an all group to
forward to multiple ports, a switch designer may choose to implement this as a single bitmask within the
hardware forwarding table. Another example is matching; the pipeline exposed by an OpenFlow switch
may he physically implemented with a different number of hardware tahles.

OpenFlow Switch Spec, 7.

OpenFlow 1.3 Support
CpenFlow (0F) 1.3 [STD-1] & supported on the S3048-0M, S3100 saries, S404B-0M, S4043T-0N, SEI00-0N, SE00-0N, SE000-0N,
54810, S4820T, 55000, 56000, 29100, 29500, FM 10M, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.
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Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, elowing the controllar to configure
forwarding entries on the switch. OpanFlow also allows the controller to insart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or more network ports, with the option to modify the packet headers.

Dell OpenFlow User Guide, 8.

Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al No_MATCH or ACTICN packets to the controller specified by the packet's VLAM tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

QFPXMI1Z_OFB_ETE_TYPE — Ethearnet frams typs

OFPEMT1Z_OFB_VLAN_PCP — VIAN priorisy

MODIFT EIELD — Set VLAN II: Assignsa VLAN ID (0 to-4004).

MCDIFY FIELD - Strip Vian ID: Strips VLAM ID from the packet.

MCDIFY FIELD — Set VLAN pricrisy: Assignsa priorty toa VLAN (0 o 7).

MODIFY FIELD — Modify Ethernet source MAC address: Changes the Ethemnet source MAC address to the specified
valus.

MODIFY FIELD — Modify Ethernet destination MAC address: Changss the Ethemet destination MAC address to the
specified value.

MODIFY FIELD — Modify IPw4 To3 bits: Changas the IPvd ToS n the packet header to the specified velus.
OFPAT EWQUEDE: Sand the specified flow to the queus.

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Dell OpenFlow User Guide, 9.

1[b] a controller The Accused Dell *177 Products include a controller.
comprising:
See supra, claim 1[a].

See, e.g.,

10
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Key features with Dell EMC Networking 059 - Rate shaping combined with flow based mirroring enables the

t fine grained f
. Scalable L2 and L3 Ethernet switching with QoS and a full user to analyze fine grained fiows

complement of standards-based |Pvd and IPvE features, - Jumbo frame support for large data transfers

including OSPF, BGP and PBR (Policy Based Routing) support . 128 link aggregation groups with p to 16 mermbers per group,

- WRF-lite enables sharing of networking infrastructure and using enhanced hashing

provices L traffic: ioletion ecroes tenents - Converged network support for DCB, with priority flow control

+ Increase WV Mobility region by stretching L2 VLAN within or (B0Z2.13bk), ETS (B802.1Qaz), DCBx and iSCSI TLV
across two DCs with unique VLT capabilities like Routed VLT, VLT . SAD4BT-ON supports RoCE and Routable RoCE to enable

Prowy Gateway convergence of compute and storage on Active Fabric
+ WXLAN gateway functionality support for bridging

the nonvirtualized and the virtualized overlay networks with line

rate performance

- User port stacking support for up to six units and unigue mixed
mode stacking that allows stacking of S4048-0OM with S4048T-
OM to provide combination of 10G SFP+ and RJ45 ports in a

- Embedded Open Automation Framework adding automated stack
configuration and provisioning capabilities to simplify the

management of network environments . 5
1/10G BASE-T cabling distances
- Supports Puppet agent for DevOps

- Modular Dell EMC Networking OS software delivers inherent Cable Type 1 THG BASET
stability as well as enhanced monitaring and serviceability Cat 6 UTP 100m (330 1) 58 (180 1t)
functions Cat6STP 100m (330 11) 100m (330 1)

- Enhanced mirroring capabilities including 1:4 local Cat 6A UTP 100m (330 1) 100m (330 1)

mirroring, Remote Port Mirroring (RPM), and
Encapsulated Remate Port Mirroring (ERPM). Cat? 100m (330 1) 100m (330 1)

S4048T-ON Spec Sheet, 2.

11
DELL - Exhibit 1030 - Page 25



Pryysical

48 foed 10GERse T ports supportng VOMAG/0G

spoads
6 ted 40 Gigabit Ethernat QSFP» ports
1 RJ45 conscke/managerment port with
RS232 mgnaing
1USB 210 type A to support mass storage device
1 Mcro-USB 2.0 type B Seral Conzole Port
18 GB SSD Module
See: LI x 708 xEY
(435 x 24 x 4B cm)(HxWxD)
Weght: 23 bs (0A3q)
IS0 7778 A wsaghited sound pressure kvet
65 oB at 779F (259C)
Power supply: 100240V AC 50/60Hz
Max. thermal output: 1688 BTU/h
Max. currertt draw per systam:
4.6 A at 4E0W/I0NAC
2.3 A at 4EOW/200vAC
Max. power consumption: 450 Watts
Typcal power consumpeion: 338 Watts
Max. operating specthcations
Operatng temperature: 320F to 113°F
(09C 0 45°C)
Operating humidity: 5 to 80% [RM),
non-condensng
Max. non-aperating spoaficsbons:
Storage temperature: ~40°F w 1589F
(~40°C to 70°C)

S4048T-ON Spec Sheet, 3.

Storage hamidty: 5 to 85% (RH), non

condensang
Redundancy
Hot swappebla redundant power
Hot swapeablo recurcant fans
Performance General
Swich tatnc capacty

14dTops (full duplex)

T20Ghps (nef duplex)
Farwardng Capacty: 1080 Mpps
Latancy- 28 us
Pachkat buffer memon: 16MB
CPU memory: 4GB
OS89 Performance:

MAL addresses: 160K

ARP table 1284

1PV routes: 28K

IPvE hosts 64K

IPVE routes: 64X

Muttcas: routes: 8K

Link aggregation: 16 inka per group, 128 groups
Laper 2 VLANS: 4K

MSTP: 64 ristances

VRE . Lie: 511 nstances

LAG load balnncing: Based on layer 2,

IFvé or IPVvE hoaders
Latancy: Sub Jus
QOS dats queues: 8

S control queues: 12

Ingreas ACL: 16K

Egress ACL: 1K

QoS Detaut 2K entnes scafable to 12K

|EEE complance with Dell EMC Networlang 0SS
80018 LLDP

820 Briagrg STP

L2 Prontization

VLAN Taggng, Doutde VLAN Taggeg, GVRP
PFC

ETS

MSTP

RSTF

Network. Access Controt

Ggabn Etharnent [W00DBASE.T)

Frame Extensore for VLAN Tagorg

Lirk Aggpegeron with LACP

10 Gt Ethermet (0GB X

wih Q54
B2 e A0 Gttt Ethermet (40GB20-.579
AGEre CRY, A0GEme- LR on
opbos ports
Fe=2 Ethomet (1008wme TX)
X Fow Control
B03: Ggatnt Ethernet {10008xe-X)

weh Q54
Enesgyy Ettoont Ethernet
LLDPMED

1[c] a memory storing
instructions; and

See supra, claim 1[b].

See, e.g.,

The Accused Dell *177 Products include a memory storing instructions.

12

DELL - Exhibit 1030 - Page 26



Phyysical

48 foed 10GEe=e T ports supporing VOMAG/0G

spoads
6 fued 40 Gigubit Ethernat QSFP» ports
1 RJ45 conscle/managerment port with
RS232 sgnairg

1USB 210 type A to support mass storage device

1 Mcro-USB 2.0 type B Seral Conscle Port
18 GB SSD Module
See UL x 708 x @Y
(435 x 24 x4Bcm)(HxWxD)
Véeaght:- 23 ibs (0 ASg)
IS0 7778 A waghited sound pressure kvet
65 cB ot 779F (259C)
Power supply: 100240V AC 80/60Hz2
Max. thermal output: 1688 BTU/
Max. curmert drow per systarm:
4.6 A at 4EO0W/0NAC
2.3 A at 4B0OW/200vAC
Max. power congumption: 450 Wetts
Typcal power corsumpeion: 338 Watts
Max. operating specthcations:
Operatng temperature: 320F to 1130F
(09C 10 45°C)
Operating humidity: 5 to 80% {RM),
non-condensng
Max. non-aperating spochcabons:
Storage temperature: ~-40°F w0 1589F
(~40°C to 70°C)

S4048T-ON Spec Sheet, 3.

Storage hamidty: 5 ta 85% (RH). non

condensang
Redundancy
Hot swappebla redundant power
Hot swappeble recundant fans
Pertormance General
Swiich tstnc capacty

14dTops (full duplex)

T20Gops {nef duplex)
Farwardng Capacty: 1080 Mpps
Latancy: 28 us
Packat bufter memony- 16MB
CPU memory: 4GB
OS89 Performance:

MAL addresses: 160K

ARF table 128

1Pvé routes: 128K

IPvE hosts 64K

1PV routes 64K

Mutticas: routes: 8K

Link aggregation: 16 inka per group, 128 groups
Laper 2 VLANS: 4K

MSTP: 64 ristances

VRE . Lie: 511 nstances

LAG load bhaiancng: Based on layer 2,

IFvE or IPvE hoaders
Latancy: Sub Jus
QOS date queues: 8
QOS control queues: 12

Ingreas ACL: 16&

Egress ACL- 1K

QoS Detaut 2K entnes scafable to 12K

|EEE complance with Dell EMC Networking OS9
LLDP

Brdgng STP

L2 Prontzation

VLAN Taggng, Doutde VLAN Teggeg, GVRP
PFC

ETS

Nestwwork. Access Controt

Ggabe Ethornent [1000BASE.T)
Frame Extensore for VLAN Tagong
Lk Agpegeron with LACP

10 Ggutst Ethermet (10GE=n X

AGRre TR, A0GRwe LR on
opbos ports
Fo=t Ethomet (1008we TX)

Fow Control
Gigetnt Ethernet {10008xe-X)
weh QSA

Enesyy E#foent Ethermet
C57 LLDP WVED

Max MTU 5216 bytess

1[d] a processor configured
to execute the instructions
to:

The Accused Dell *177 Products include a processor configured to execute instructions.

See supra, claim 1[c].

See, e.g.,

13
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Phyysical

48 foed 10GEe=e T ports supporing VOMAG/0G

spoads
6 fued 40 Gigubit Ethernat QSFP» ports
1 RJ45 conscle/managerment port with
RS232 sgnairg

1USB 210 type A to support mass storage device

1 Mcro-USB 2.0 type B Seral Conscle Port
18 GB SSD Module
See UL x 708 x @Y
(435 x 24 x4Bcm)(HxWxD)
Véeaght:- 23 ibs (0 ASg)
IS0 7778 A waghited sound pressure kvet
65 cB ot 779F (259C)
Power supply: 100240V AC 80/60Hz2
Max. thermal output: 1688 BTU/
Max. curmert drow per systarm:
4.6 A at 4EO0W/0NAC
2.3 A at 4B0OW/200vAC
Max. power congumption: 450 Wetts
Typcal power corsumpeion: 338 Watts
Max. operating specthcations:
Operatng temperature: 320F to 1130F
(09C 10 45°C)
Operating humidity: 5 to 80% {RM),
non-condensng
Max. non-aperating spochcabons:
Storage temperature: ~-40°F w0 1589F
(~40°C to 70°C)

S4048T-ON Spec Sheet, 3.

Storage hamidty: 5 ta 85% (RH). non

condensang
Redundancy
Hot swappebla redundant power
Hot swappeble recundant fans
Pertormance General
Swiich tstnc capacty

14dTops (full duplex)

T20Gops {nef duplex)
Farwardng Capacty: 1080 Mpps
Latancy: 28 us
Packat bufter memony- 16MB
CPU memory: 4GB
OS89 Performance:

MAL addresses: 160K

ARF table 128

1Pvé routes: 128K

IPvE hosts 64K

1PV routes 64K

Mutticas: routes: 8K

Link aggregation: 16 inka per group, 128 groups
Laper 2 VLANS: 4K

MSTP: 64 ristances

VRE . Lie: 511 nstances

LAG load bhaiancng: Based on layer 2,

IFvE or IPvE hoaders
Latancy: Sub Jus
QOS date queues: 8
QOS control queues: 12

Ingreas ACL: 16&

Egress ACL- 1K

QoS Detaut 2K entnes scafable to 12K

|EEE complance with Dell EMC Networking OS9
LLDP

Brdgng STP

L2 Prontzation

VLAN Taggng, Doutde VLAN Teggeg, GVRP
PFC

ETS

Nestwwork. Access Controt

Ggabe Ethornent [1000BASE.T)
Frame Extensore for VLAN Tagong
Lk Agpegeron with LACP

10 Ggutst Ethermet (10GE=n X

AGRre TR, A0GRwe LR on
opbos ports
Fo=t Ethomet (1008we TX)

Fow Control
Gigetnt Ethernet {10008xe-X)
weh QSA

Enesyy E#foent Ethermet
C57 LLDP WVED

Max MTU 5216 bytess

1[e] receive the rules and
the actions from a control
apparatus;

The Accused Dell *177 Products receive rules and actions from a control apparatus.

See supra, claim 1[d].

See, e.g.,
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Key spplcatans

Dyramic data centers ready to make the transition to software-
dafined erwvironments

- High-density 10Gbase-T ToR server access n high-performancs
data center environments

- Lossless SCSI storage deployments that can bensfit from
rnovative ISCS! & DCEB optimizations that are ungque only to Dell
Networking switches

- When running the Dall EMC Networking CS9. Active Febnc™
mplementation for Brge deployments in conunction with
the Dell EMC Z-Sanes, creating a fiat, two-ter, nonblocking
10/40GbE dsta canter network dasion:

- High-pertormance SDN/OpenFlow 1.3 enabled with
sbiity 10 Inter-opearate with industry standard OpenFiow
controlers

- As a high speed VXLAN Layer 2 Gateway that connects
the hypervisor besed ovelray networks with norwvirtuaized
infrastructure

S4048T-ON Spec Sheet, 1.
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2 Switch Components

An OpenFlow Switch consists of one or more flow fables and a group fable, which perform packet lookups
and forwarding, and an OpenFlow channel to an external controller (Figure . The switch communicates
with the controller and the controller manages the switch via the OpenFlow protocol.

Using the OpenFlow protocol, the controller ean add, update, and delete flow entries in Bow tahles,
both reactively (in response to packets) and proactively. Each How table in the switch contains a set of flow
entries; each How entry consists of mafeh fields, counters, and a set of imsfructions to apply to matching

packets [see 2]

Matching starts at the first fow table and may contioue to additional fow tables (see B).  Flow
entries match packets in priority order, with the first matehing entry in each table being used (see 5.3y, If a
matching entry is found, the instructions associated with the specific flow entry are executed. If no mateh
is found in a fow tahle, the outcome depends on confisuration of the table-miss fiow entry: for example,
the packet may be forwarded to the controller over the OpenFlow channel, dropped, or may continue to the
next flow table (see 53],

Instructions associated with each flow entry either contain actions or modify pipeline processing (see
@. Actions included in instructions describe packet forwarding, packet modification and group table

G (©2012 The Open Networking Foundation

OpenFlow Switch Spec, 6.
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processing.  Pipeline processing instructions allow packets to be sent to subsequent tables for further
processing and allow information, in the form of metadata, to be communicated between tables. Table
pipeline processing stops when the instruction set associated with a matching Aow entry does not specify a
next table: at this point the packet is usually modified and forwarded (see G100

Flow entries may forward to a porf. This is usually a physical port, but it may also be a logical
port defined by the switch or a reserved port defined by this specification (see . Reserved paorts
may specify generic forwarding actions such as sending to the controller, flooding, or forwarding using
non-OpenFlow methods, such as “normal” switch processing (see : while switch-defined logical ports
may specify link aggregation groups, tunnels or loophack interfaces im@.

Actions associated with flow entries may also direct packets to a group, which specifies additional
processing [see @ Groups represent sets of actions for Acoding, as well as more complex forwarding
semantics (e.g. multipath, fast reroute, and link aggregation). As a general lyyver of indirection, groups also
enable multiple flow entries to forward to a single identifier (e.g. 1P forwarding to a common next hop).
This abstraction allows common output actions across flow entries to be changed effcient]y.

The group table contains group entries; each group entry contains a list of acfion buckeis with spe-
cific semantics dependent on group type (see B6). The actions in one or more action buckets are applied
to packets sent to the group.

Switch designers are free to implement the internals in any way convenient, provided that correct
match and instruction semantics are preserved. For example, while a fiow entry may use an all group to
forward to multiple ports, a switch designer may choose to implement this as a single bitmask within the
hardware forwarding table. Another example is matching; the pipeline exposed by an OpenFlow switch
may he physically implemented with a different number of hardware tahles.

OpenFlow Switch Spec, 7.
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Overview

In & software-dafined network (SON), an external controller cluster managas the network and the resourocas on each switch. Openflow 1s
8 protocol used for communication between the controliar and the switch.

In the example topalogy below, the controfier uses the OpenFlow protocol to communicate with two S4810 switches.

Covmrotir [TCP paerves 20 poct $631)

Te-0/0 (of port) TeO/L lol-por)

Figure 1. Openflow Topology
Dell OpenFlow User Guide, 5.

OpenFlow 1.3 Support
OpanFlow (0F) 13 [STD-1] & supported on the S3048-0M, 53100 =aries, S4048-0N, S404aT-0N, SE100-0N, S8040-0N, SE000-0N,
54810, 548207, 55000, 56000, 29100, 29500, FN 10M, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addionally, the group flow and multpart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.
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Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, alowing the controllar to configura
forwarding entries on the switch. OpanFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or more network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.

Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD of OFPAT_ALL: Floods packets to all ports and VLANS on the OF nterface.

OFPAT_CONTROLLER: Sends al NO_MATCH or ACTION packets to the controller specified by the packet's WVLAN tag.
OFPAT_out_pors: Displays a list of ports that can receve traffic.

OFPAT_DRGCE: Drops all packets that match the specified criteria.

OFPEMT1Z_OFB_ETH_TYPE — Ethernet frame type

OFPEMTIZ OFE_VLAN PCP — VLAN priczity

MODIFY FIELD — Set VLAN II: Assignsa VLAM ID (0 to 4094).

MODIFY FIELD - Strip Vlan ID: Strips VLAN ID from the packet.

MODIFY FIELD — Set VLAN prioricy: Assgnsa priorty toaVLAM (0 to 7).

MODIFY FIELD — Modify Ethernet spurce MAC address: Changes the Ethermnet source MAC eddress to the specified
valus.

MODIFY FIELD — Modify Ethernet destination MAC address: Changss the Ethemet destination MAC sddress to the
spacified value.

MODIFY FIELD — Modify IP=4 To3 bits: Changss the IPwd ToS n the packet header to the specified valus.
OFPAT_EWQUEUE: Sand the specified flow to the queus.

(Dl MOTE: Iif there ig a conflict between actlons, the action with the higher priarity takes precedence.

Dell OpenFlow User Guide, 9.

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.
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1[f] identify, based on the The Accused Dell *177 Products identify, based on rules, a received packet.
rules, a received packet;
See supra, claim 1[e].

See, e.g.,

Overview

In & software-dafined network (SON), an external controller cluster managas the network and the resouross on each switch. Openflow 1s
8 protocol used for communication between the controliar and the switch.

In the example topalogy below, the controfier uses the OpenFlow protocol to communicate with two S4810 switches.

Commrotir [TCP parves 2n porct $631)

40101
Te-0/0 (of port) TeO/L Lol -por0)

Figure 1. OpenFiow Topology
Dell OpenFlow User Guide, 5.
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OpenFlow 1.3 Support

OpanFiow (OF) 1.3 [STD-1] & supported on the S3048-0N, 53100 sanes, 34048-0M, S4043T-0N, S6100-0N, S6010-0M, S5000-0M,
54810, 548207, 55000, 36000, ZM00. 23500, FM 10K, and MXL switchas.
Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.

Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, dlowing the controllar to configure
forwarding entries on the switch. OpenFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or mare network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.

2 Switch Components

An OpenFlow Switch consists of one or more flow fables and a group fable, which perform packet lookups
and forwarding, and an OpenFlow channel to an external controller (Figure . The switch communicates
with the controller and the controller manages the switch via the OpenFlow protocol.

Using the OpenFlow protocol, the controller can add, uwpdate, and delete flow entries in How tahles,
hoth reactively (in response to packets) and proactively. Each How table in the switch contains a set of flow
entries; each flow entry consists of match fields, counters, and a set of insfruckions to apply to matching

packets {see [[.3).

Matching starts at the first fow table and may contioue to additional flow tables (see 1), Flow
entries match packets in priority erder, with the first matching entry in each table being used (see[5.3). If a
matching entry is found, the instructions associated with the specific flow entry are executed. If no mateh
is found in a flow table, the outcome depends on configuration of the table-miss flow entry: for example,
the packet may be forwarded to the controller over the OpenFlow channel, dropped, or may continue to the
next flow table (zee 53],

Instructions associated with each flow entry either contain actions or modify pipeline processing (see
@. Actions included in instructions describe packet forwarding, packet modification and group table

G (12012 The Open Networking Foundation
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processing.  Pipeline processing instructions allow packets to be sent to subsequent tables for further
processing and allow information, in the form of metadata, to be communicated between tables. Table
pipeline processing stops when the instruction set associated with a matching Aow entry does not specify a
next table: at this point the packet is usually modified and forwarded (see G100

Flow entries may forward to a porf. This is usually a physical port, but it may also be a logical
port defined by the switch or a reserved port defined by this specification (see . Reserved paorts
may specify generic forwarding actions such as sending to the controller, flooding, or forwarding using
non-OpenFlow methods, such as “normal” switch processing (see : while switch-defined logical ports
may specify link aggregation groups, tunnels or loophack interfaces im@.

Actions associated with flow entries may also direct packets to a group, which specifies additional
processing [see @ Groups represent sets of actions for Acoding, as well as more complex forwarding
semantics (e.g. multipath, fast reroute, and link aggregation). As a general lyyver of indirection, groups also
enable multiple flow entries to forward to a single identifier (e.g. 1P forwarding to a common next hop).
This abstraction allows common output actions across flow entries to be changed effcient]y.

The group table contains group entries; each group entry contains a list of acfion buckeis with spe-
cific semantics dependent on group type (see B6). The actions in one or more action buckets are applied
to packets sent to the group.

Switch designers are free to implement the internals in any way convenient, provided that correct
match and instruction semantics are preserved. For example, while a fiow entry may use an all group to
forward to multiple ports, a switch designer may choose to implement this as a single bitmask within the
hardware forwarding table. Another example is matching; the pipeline exposed by an OpenFlow switch
may he physically implemented with a different number of hardware tahles.

OpenFlow Switch Spec, 7.
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5.3 Matching

Figure 3: Flowchart detailing packet Aow through an OpenFlow switch.

Om receipt of a packet, an OpenFlow Switch performs the functions shown in Figure The switch
starts by performing a table lookup in the first Aow table, and based on pipeline processing, may perform
tahle lookups in other How tables {see ).

12 (©2012 The Open Networking Foundation

OpenFlow Switch Spec, 12.
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FPacket match felds are extracted from the packet. Packet match fields wsed for table lookups de-
pend on the packet type, and typically include various packet header fields, such as Ethernet source address
or IPvd destination address (see [XZ3). In addition to packet headers, matches can also be performed
against the ingress port and metadata fields. Metadata may be used to pass information between tables in
a switch. The packet match fields represent the packet in its current state, if actions applied in a previous
table using the Apply-Actions changed the packet headers, those changes are reflected in the packet mateh
fields.

A packet matches a flow table entry if the wvalues in the packet match felds used for the lookup
match those defined in the Aow table entry. If a flow tahle entry feld has a value of ANY (field omitted), it
matches all possible values in the header. If the switch supports arbitrary bitmasks on specific match fields,
these masks can more precisely specify matches.

The packet s matched against the tahle and only the highest priority flow entry that matches the
packet must be selected. The counters associated with the selected fow entry must be updated and the
instruction set included in the selected flow entry must be applied. If there are multiple matching flow entries
with the same highest priority, the selected flow entry is explicitly undefined. This case can only arise when a
controller writer never sets the OFPFF _CHECK _OVERLAP hit on flow mod messages and adds overlapping entries.

IP fragments must be reassemhbled before pipeline processing if the switch configuration contains the
OFPC_FRAG_REASM flag (see @

This version of the specification does noet define the expected behavior when a switch receives a
malformed or corrupted packet.

OpenFlow Switch Spec, 13.

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

1[g] duplicate a part of a
header of the identified
packet as an additional
header when the identified
packet comprises a target of
encapsulation;

The Accused Dell *177 Products duplicate a part of a header of the identified packet as an additional
header when the identified packet comprises a target of encapsulation.

See supra, claim 1[f].

See, e.g.,
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OpenFlow 1.3 Support
CpenFlow (OF) 1.3 [STD-1] & supported on the S3048-0M, S3100 saries, S404B-0M, S4043T-0N, SEI00-0N, SE00-0N, SE000-0N,
SA810, 548207, 55000, 56000, 200, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also
supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.

Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, dlowing the controllar to configure
forwarding entries on the switch. OpenFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or mare network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.
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Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al NO_MATCH or ACTICN packets to the controllar specified by the packet's VLAN tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

OFPEMT1Z_OFE_ETE_TYEE —

OFPXMTIZ_OFE_VIAN_PCP — VLAN priccity

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Set VLAN ID: Assignsa VLAN IO (0O to 4094).

Strip Vlan ID: Strips VLAN ID from the packet.

SBet VLAN priorisy:Assignsa priorty toa VLAM (0 to 7).

Modify Ethernet source MAC address: Changes the Ethernet source MAC eddress to the specified

Modify Ethernet destination MAC address: Changss the Ethemnet destination MAC address to the

Modify IPw4 To3 bits: Changas the IPvd ToS n the packet header to the specified valus.
OFPAT EWQUEDE: Sand the specified flow to the queus.

Dell OpenFlow User Guide, 9.

Ethernet frams typs=
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

1[h] encapsulate the The Accused Dell *177 Products encapsulate the identified packet by the additional header.
identified packet by the
additional header; and See supra, claim 1[g].

See, e.g.,

OpenFlow 1.3 Support

OpanFiow (OF) 1.3 [STD-1] & supported on the S3048-0N, 53100 sanes, 34048-0M, S4043T-0N, S6100-0N, S6010-0M, S5000-0M,
54810, 548207, 55000, 56000, 29100, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.

Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, dlowing the controllar to configure
forwarding entries on the switch. OpenFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or mare network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.
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Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al NO_MATCH or ACTICN packets to the controllar specified by the packet's VLAN tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

OFPEMT1Z_OFE_ETE_TYEE —

OFPXMTIZ_OFE_VIAN_PCP — VLAN priccity

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Set VLAN ID: Assignsa VLAN IO (0O to 4094).

Strip Vlan ID: Strips VLAN ID from the packet.

SBet VLAN priorisy:Assignsa priorty toa VLAM (0 to 7).

Modify Ethernet source MAC address: Changes the Ethernet source MAC eddress to the specified

Modify Ethernet destination MAC address: Changss the Ethemnet destination MAC address to the

Modify IPw4 To3 bits: Changas the IPvd ToS n the packet header to the specified valus.
OFPAT EWQUEDE: Sand the specified flow to the queus.

Dell OpenFlow User Guide, 9.

Ethernet frams typs=

30

DELL - Exhibit 1030 - Page 44



512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

1[i] process, based on the The Accused 177 Products process, based on the actions, the identified packet.

actions, the identified
packet. See supra, claim 1[h].

See, e.g.,

OpenFlow 1.3 Support
CpenFlow (OF) 1.3 [STD-1] & supported on the S3048-0M, S3100 saries, S404B-0M, S4043T-0N, SEI00-0N, SE00-0N, SE000-0N,
SA810, 548207, 55000, 56000, 200, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.

Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, dlowing the controllar to configure
forwarding entries on the switch. OpenFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or mare network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.
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Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al NO_MATCH or ACTICN packets to the controllar specified by the packet's VLAN tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

OFPEMT1Z_OFE_ETE_TYEE —

OFPXMTIZ_OFE_VIAN_PCP — VLAN priccity

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Set VLAN ID: Assignsa VLAN IO (0O to 4094).

Strip Vlan ID: Strips VLAN ID from the packet.

SBet VLAN priorisy:Assignsa priorty toa VLAM (0 to 7).

Modify Ethernet source MAC address: Changes the Ethernet source MAC eddress to the specified

Modify Ethernet destination MAC address: Changss the Ethemnet destination MAC address to the

Modify IPw4 To3 bits: Changas the IPvd ToS n the packet header to the specified valus.
OFPAT EWQUEDE: Sand the specified flow to the queus.

Dell OpenFlow User Guide, 9.

Ethernet frams typs=
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

2. The switch apparatus
according to claim 1,
wherein the processor is
further configured to
execute the instructions to
send header information to
the control apparatus when
the identified packet
comprises an encapsulated
packet.

In the Accused 177 Products, the processor is further configured to execute the instructions to send
header information to the control apparatus when the identified packet comprises an encapsulated
packet.

See supra, claim 1.

See, e.g.,
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Overview

In & software-dafined network (SON), an external controller cluster managas the network and the resourocas on each switch. Openflow 1s
8 protocol used for communication between the controliar and the switch.

In the example topalogy below, the controfier uses the OpenFlow protocol to communicate with two S4810 switches.

Covmrotir [TCP paerves 20 poct $631)

Te-0/0 (of port) TeO/L lol-por)

Figure 1. Openflow Topology
Dell OpenFlow User Guide, 5.

OpenFlow 1.3 Support
OpanFlow (0F) 13 [STD-1] & supported on the S3048-0M, 53100 =aries, S4048-0N, S404aT-0N, SE100-0N, S8040-0N, SE000-0N,
54810, 548207, 55000, 56000, 29100, 29500, FN 10M, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addionally, the group flow and multpart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.
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Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, elowing the controllar to configure
forwarding entries on the switch. OpanFlow also allows the controller to insart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or more network ports, with the option to modify the packet headers.

Dell OpenFlow User Guide, 8.

Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al No_MATCH or ACTICN packets to the controller specified by the packet's VLAM tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

QFPXMI1Z_OFB_ETE_TYPE — Ethearnet frams typs

OFPEMT1Z_OFB_VLAN_PCP — VIAN priorisy

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

OFPAT EWQUEDE: Sand the specified flow to the queus.
(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Dell OpenFlow User Guide, 9.

— Bet VLAN ID:Assignsa VLAM ID (0 to4094).

- Btrip Vlan ID: Strips VLAN ID from the packet.

— Bet VLAN priorisy: Assignsa prionty toa VLAN (0 to 7).

— Modify Ethernet spource MAC address: Changes the Ethernet source MAC address to the specified

— Modify Ethernet desatination MAC address: Changes the Ethermnet destination MAC address to the

— Modify IPw4 ToS biss: Changas the IPwd ToS n the packet header to the specified value.
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5.4 Tahle-miss

Every flow table must support o table-miss flow entry to process tahle misses. The table-miss Aow entry
specifies how to process packets unmatched by other Aow entries in the How table (see . and may, for
example send packets to the controller, drop packets or direct packets to a subsequent table.

The table-miss flow entry is identified by its match and its priority (see EI: it wildeards all match
fields (all fields omitted) and has the lowest priority (0). The match of the table-miss flow entry may fall
outside the normal range of matches supported by a Aow table, for example an exact mateh table wonld
not support wildeards for other fiow entries but must support the table-miss flow entry wildearding all
fields. The table-miss flow entry may not have the same capability as regular flow entry (see L350
Implementations are encouraged to support for table-miss Aow entries at minimum the same capability as
the table-miss processing of previous versions of OpenFlow: send packets to the controller, drop packets or
direct packets to a subsequent tahle.

The table-miss fiow entry behave in most ways like any other fow entry - it does not exist by de-
fanlt in a fiow table, the controller may add i or remove it at any time (see @: and it may expire (see
EI. The tahle-miss fiow entry matches packets in the table as expected from its set of mateh felds and
priority (see @ it matches packets unmatched by other flow entries in the fow table. The table-miss fow
entry instructions are applied to packets matching the table-miss Aow entry (see . If the tahle-miss fHow
entry directly semds packets to the controller using the CONTROLLER port (see , the packet-in reason
must identify a table-miss (see [ALT]).

If the table-miss fow entry does not exist, by defanlt packets unmatched by flow entries are dropped
[discarded). A switch configuration, for example using the OpenFlow Configuration Protocol, may override
this default and specify another hehaviour.

13 ©2012 The Open Networking Foundation

OpenFlow Switch Spec, 13.
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Version 1.3.0

Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

3. The switch apparatus
according to claim 2,
wherein the header
information includes the
additional header.

In the Accused 177 Products, the header information includes the additional header.
See supra, claim 2.

See, e.g.,
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Version 1.3.0

Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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4. The switch apparatus In the Accused 177 Products, the processor is further configured to execute further instructions to
according to claim 3, decapsulate the encapsulated packet.

wherein the processor is

further configured to See supra, claim 3.

execute further instructions

to decapsulate the See, e.g.,

encapsulated packet.

OpenFlow 1.3 Support
CpenFlow (OF) 1.3 [STD-1] & supported on the S3048-0M, S3100 saries, S404B-0M, S4043T-0N, SEI00-0N, SE00-0N, SE000-0N,
SA810, 548207, 55000, 56000, 200, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.

Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, dlowing the controllar to configure
forwarding entries on the switch. OpenFlow also allows the controller to nsart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or mare network ports, with the option to madify the packet headers.

Dell OpenFlow User Guide, 8.
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Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al NO_MATCH or ACTICN packets to the controllar specified by the packet's VLAN tag.

OFPAT out_ports: Dieplays a list of ports that can receive traffic.
OFPAT_DROE: Drops all packets that match the specified criteria.
OFPEMT1Z_OFE_ETE_TYEE —

OFPXMTIZ_OFE_VIAN_PCP — VLAN priccity

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

OFPAT EWQUEDE: Sand the specified flow to the queus.

Set VLAN ID: Assignsa VLAN IO (0O to 4094).
Strip Vlan ID: Strips VLAN ID from the packet.
SBet VLAN priorisy:Assignsa priorty toa VLAM (0 to 7).

Ethernet frams typs=

Modify Ethernet source MAC address: Changes the Ethernet source MAC eddress to the specified

Modify Ethernet destination MAC address: Changss the Ethemnet destination MAC address to the

Modify IPw4 To3 bits: Changas the IPvd ToS n the packet header to the specified valus.

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Dell OpenFlow User Guide, 9.
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

5. The switch apparatus
according to claim 1,
wherein the processor is
further configured to
execute the instructions for
translation of first header
data of a head of the
received packet into second
header data.

In the Accused 177 Products, the processor is further configured to execute the instructions for
translation of first header data of a head of the received packet into second header data.

See supra, claim 1.

See, e.g.,
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Overview

In & software-dafined network (SON), an external controller cluster managas the network and the resourocas on each switch. Openflow 1s
8 protocol used for communication between the controliar and the switch.

In the example topalogy below, the controfier uses the OpenFlow protocol to communicate with two S4810 switches.

Covmrotir [TCP paerves 20 poct $631)

Te-0/0 (of port) TeO/L lol-por)

Figure 1. Openflow Topology
Dell OpenFlow User Guide, 5.

OpenFlow 1.3 Support
OpanFlow (0F) 13 [STD-1] & supported on the S3048-0M, 53100 =aries, S4048-0N, S404aT-0N, SE100-0N, S8040-0N, SE000-0N,
54810, 548207, 55000, 56000, 29100, 29500, FN 10M, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addionally, the group flow and multpart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.
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Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, elowing the controllar to configure
forwarding entries on the switch. OpanFlow also allows the controller to insart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or more network ports, with the option to modify the packet headers.

Dell OpenFlow User Guide, 8.

Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al No_MATCH or ACTICN packets to the controller specified by the packet's VLAM tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

QFPXMI1Z_OFB_ETE_TYPE — Ethearnet frams typs

OFPEMT1Z_OFB_VLAN_PCP — VIAN priorisy

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

OFPAT EWQUEDE: Sand the specified flow to the queus.
(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Dell OpenFlow User Guide, 9.

— Bet VLAN ID:Assignsa VLAM ID (0 to4094).

- Btrip Vlan ID: Strips VLAN ID from the packet.

— Bet VLAN priorisy: Assignsa prionty toa VLAN (0 to 7).

— Modify Ethernet spource MAC address: Changes the Ethernet source MAC address to the specified

— Modify Ethernet desatination MAC address: Changes the Ethermnet destination MAC address to the

— Modify IPw4 ToS biss: Changas the IPwd ToS n the packet header to the specified value.
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5.4 Tahle-miss

Every flow table must support o table-miss flow entry to process tahle misses. The table-miss Aow entry
specifies how to process packets unmatched by other Aow entries in the How table (see . and may, for
example send packets to the controller, drop packets or direct packets to a subsequent table.

The table-miss flow entry is identified by its match and its priority (see EI: it wildeards all match
fields (all fields omitted) and has the lowest priority (0). The match of the table-miss flow entry may fall
outside the normal range of matches supported by a Aow table, for example an exact mateh table wonld
not support wildeards for other fiow entries but must support the table-miss flow entry wildearding all
fields. The table-miss flow entry may not have the same capability as regular flow entry (see L350
Implementations are encouraged to support for table-miss Aow entries at minimum the same capability as
the table-miss processing of previous versions of OpenFlow: send packets to the controller, drop packets or
direct packets to a subsequent tahle.

The table-miss fiow entry behave in most ways like any other fow entry - it does not exist by de-
fanlt in a fiow table, the controller may add i or remove it at any time (see @: and it may expire (see
EI. The tahle-miss fiow entry matches packets in the table as expected from its set of mateh felds and
priority (see @ it matches packets unmatched by other flow entries in the fow table. The table-miss fow
entry instructions are applied to packets matching the table-miss Aow entry (see . If the tahle-miss fHow
entry directly semds packets to the controller using the CONTROLLER port (see , the packet-in reason
must identify a table-miss (see [ALT]).

If the table-miss fow entry does not exist, by defanlt packets unmatched by flow entries are dropped
[discarded). A switch configuration, for example using the OpenFlow Configuration Protocol, may override
this default and specify another hehaviour.

13 ©2012 The Open Networking Foundation

OpenFlow Switch Spec, 13.
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

In addition and/or in the alternative to literally infringing this claim element, the Accused Dell 177
Products also infringe under the doctrine of equivalents. The Accused Dell *177 Products are at least
equivalent to and insubstantially different from the claimed limitation where the processor is further
configured to execute the instructions for translation of first header data of a head of the received
packet into second header data to perform substantially the same function (e.g., translating the second
header data) in substantially the same way (e.g., using translation instructions for the first header
data), to achieve substantially the same result (e.g., tracing the flow from end-to-end).

6. The switch apparatus
according to claim 5,
wherein the instructions to
encapsulate the identified
packet includes notifying
the controller of the first
header data before the
translation and the second
header data after the
translation.

In the Accused *177 Products, the instructions to encapsulate the identified packet includes notifying
the controller of the first header data before the translation and the second header data after the
translation.

See supra, claim 5.

See, e.g.,
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Overview

In & software-dafined network (SON), an external controller cluster managas the network and the resourocas on each switch. Openflow 1s
8 protocol used for communication between the controliar and the switch.

In the example topalogy below, the controfier uses the OpenFlow protocol to communicate with two S4810 switches.

Covmrotir [TCP paerves 20 poct $631)

Te-0/0 (of port) TeO/L lol-por)

Figure 1. Openflow Topology
Dell OpenFlow User Guide, 5.

OpenFlow 1.3 Support
OpanFlow (0F) 13 [STD-1] & supported on the S3048-0M, 53100 =aries, S4048-0N, S404aT-0N, SE100-0N, S8040-0N, SE000-0N,
54810, 548207, 55000, 56000, 29100, 29500, FN 10M, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massage typss. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionalty is also

supparted. Addionally, the group flow and multpart message types features are supported. The multipart message types features
replaces the statistics featurs in OpenFlow 1.0 version.

Dell OpenFlow User Guide, 8.
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Match Parameters and Supported Values

Using OpanFlow, you can transmit the switch's ports and forwarding tables to the controller, elowing the controllar to configure
forwarding entries on the switch. OpanFlow also allows the controller to insart control packets through the switch and to redrect any
missed flow packets from the switch to the controller.

Tha flows in OpenfFlow allow the switch to match based on the following parametars and values. The software forwards the match results
out of one or more network ports, with the option to modify the packet headers.

Dell OpenFlow User Guide, 8.

Supported Flow Actions

Tha following flow actions &re supported:

OFPAT_FLOOD or OFPAT_ALL: Floods packets to all ports and VLAMs on the OF nterface.

OFPAT_CONTROLLER: Sends al No_MATCH or ACTICN packets to the controller specified by the packet's VLAM tag.
OFPAT out_ports: Dieplays a list of ports that can receive traffic.

OFPAT_DROE: Drops all packets that match the specified criteria.

QFPXMI1Z_OFB_ETE_TYPE — Ethearnet frams typs

OFPEMT1Z_OFB_VLAN_PCP — VIAN priorisy

MODIFY FIELD
MODIFY FIELD
MODIFY FIELD

MODIFY FIELD
value.

MODIFY FIELD
specified value.

MODIFY FIELD

— Bet VLAN ID:Assignsa VLAM ID (0 to4094).

- Btrip Vlan ID: Strips VLAN ID from the packet.

— Bet VLAN priorisy: Assignsa prionty toa VLAN (0 to 7).

— Modify Ethernet spource MAC address: Changes the Ethernet source MAC address to the specified

— Modify Ethernet desatination MAC address: Changes the Ethermnet destination MAC address to the

— Modify IPw4 ToS biss: Changas the IPwd ToS n the packet header to the specified value.

OFPAT EWQUEDE: Sand the specified flow to the queus.

(Dl MOTE: if thaere is a conflict betwean actlons, the action with the higher priority takes precedence.

Dell OpenFlow User Guide, 9.
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5.4 Tahle-miss

Every flow table must support o table-miss flow entry to process tahle misses. The table-miss Aow entry
specifies how to process packets unmatched by other Aow entries in the How table (see . and may, for
example send packets to the controller, drop packets or direct packets to a subsequent table.

The table-miss flow entry is identified by its match and its priority (see EI: it wildeards all match
fields (all fields omitted) and has the lowest priority (0). The match of the table-miss flow entry may fall
outside the normal range of matches supported by a Aow table, for example an exact mateh table wonld
not support wildeards for other fiow entries but must support the table-miss flow entry wildearding all
fields. The table-miss flow entry may not have the same capability as regular flow entry (see L350
Implementations are encouraged to support for table-miss Aow entries at minimum the same capability as
the table-miss processing of previous versions of OpenFlow: send packets to the controller, drop packets or
direct packets to a subsequent tahle.

The table-miss fiow entry behave in most ways like any other fow entry - it does not exist by de-
fanlt in a fiow table, the controller may add i or remove it at any time (see @: and it may expire (see
EI. The tahle-miss fiow entry matches packets in the table as expected from its set of mateh felds and
priority (see @ it matches packets unmatched by other flow entries in the fow table. The table-miss fow
entry instructions are applied to packets matching the table-miss Aow entry (see . If the tahle-miss fHow
entry directly semds packets to the controller using the CONTROLLER port (see , the packet-in reason
must identify a table-miss (see [ALT]).

If the table-miss fow entry does not exist, by defanlt packets unmatched by flow entries are dropped
[discarded). A switch configuration, for example using the OpenFlow Configuration Protocol, may override
this default and specify another hehaviour.

13 ©2012 The Open Networking Foundation

OpenFlow Switch Spec, 13.
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512 Actions

A switch is not required to support all action types, just those marked “Regquired Action™ below. The
controller can also query the switch about which of the “Opfionel Acfion” it supports.

Reguired Action: Output. The Output action forwards a packet to a specified OpenFlow port (see
@. OpenFlow switches must support forwarding to physical ports, switch-defined logical ports and the
required reserved ports (see[LH).

Optional Action:  Set-Queue. The set-quene action sets the quene id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which quene attached to this
port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the configuration
of the queue and is used to provide hasic Quality-of-Service (Qo8) support (see section [A2.3).

Required Acfion: Drop. There is no explicit action to represent drops.  Instead, packets whose ae-
tion sets have no output actions should be dropped. This result could come from empty instroction sets or
empty action buckets in the processing pipeline, or after executing a Clear- Actions instruction.

Reguired Action: Group. Process the packet through the specified group. The exact interpretation
depends on group type.

Optional Action: Push-Tag/Pop-Tag. Switches may support the ability to push/pop tags as shown in
Tahle E Tiv add integration with existing networks, we suggest that the ability to push/pop VLAN tags be
suppaorted.

Newly pushed tags should alwags be inserted as the outermost tag in the outermost valid loeation
for that tag. When a new VLAN tag is pushed, it should be the outermost tapg inserted, immediately after
the Ethernet header and hefore other tags. Likewise, when a new MPLS tag is pushed, it should be the
outermost tag inserted, immediately after the Ethernet header and before other tags.

When multiple push actions are added to the action set of the packet, they apply to the packet in
the order defined by the action set rules, first MPLS. then PBB, than VLAN (se f.10). When multiple push
actions are included in an action list, they apply to the packet in the list order (see B 11

Note: Refer to section [E1L]] for information on default feld values.

1% (2012 The Open Networking Foundation

OpenFlow Switch Spec, 19.
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Version 1.3.0

Action

Associated Dlata

Description

Push VLAN header Ethertype

Push a new VLAN header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xf100 and 0x88a8 should be used.

Fop VLAKN header

Pop the outer-most VLAN beader from the packet.

Push MPLS header Ethertype

Push a new MPLS shim header onto the packet.
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBE47 and 0x8848 should be used.

FPop MPLS header Ethertype

Pop the outer-most MPLS tag or shim header from the
packet.

The Ethertype is used as the Ethertype for the resulting
packet (Ethertype for the MPLS payload).

Fush PEE header Ethertype

Push a new PBE service instance header [I-TAG TTT) onto
the packet (se=[AZ5).
The Ethertype is used as the Ethertype for the tag. Only
Ethertype (xBBET should be used.

Fop PEH header -

Pop the cuter-most PEB service instance header [1-TAG
TCI) from the packet (see [ATEF).

Tahle 6: Push/pop tag actions.

OpenFlow Switch Spec, 20.

5.12.1 Default values for fields on push

Field values for all fields specified in Table [ should be copied from existing onter headers to new outer
headers when executing a push action. New fields listed in Table [§ without corresponding existing fields
should be set to zero. Fields that cannot be modified via OpenFlow set-field actions should be initialized to

appropriate protocol values.

New Fields Existing Field(s)

VLAN ID «~ VLANID

VLAN priority +  VLAN priority

MPLS label «— MPLS label

MPLS traffic class  +  MPLS traffic class
o MPLS TTL

MPLS TTL — { IP TTL

PBB I-SID «~ PBB I-SID

PBB I-PCP +~ VLAN PCP

PBB C-DA «— ETH DST

PBB C-SA +~ ETH SRC

Table 8: Existing fields that may be copied into new fields on a push action.

Fields in new headers may be overridden by specifying a “set™ action for the appropriate field(s) after

the push operation.

OpenFlow Switch Spec, 21.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

This is a software limitation that may require access to the underlying source code. Accordingly,
pursuant to Paragraph 3(a)(i) of the Discovery Order, Cloud Byte may supplement these contentions
with additional information after Dell’s source code has been produced.

In addition and/or in the alternative to literally infringing this claim element, the Accused Dell 177
Products also infringe under the doctrine of equivalents. The Accused Dell *177 Products are at least
equivalent to and insubstantially different from the claimed limitation where the instructions to
encapsulate the identified packet includes notifying the controller of the first header data before the
translation and the second header data after the translation to perform substantially the same function
(e.g., alerting the controller of the header data before and after translation) in substantially the same
way (e.g., sending the first and second header data to the controller), to achieve substantially the
same result (e.g., tracing the flow from end-to-end).

7[pre] A communication
system, comprising:

The Accused *177 Products include a communication system.

See, e.g.,
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*177 Patent Claim? Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(2)) P.R. 3-1(b)-(c

Technologies

DELL EMC POWERSWITCH S4048T-ON SWITCH

S4048T-ON Spec Sheet, 1.
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7[a] a control apparatus The Accused 177 Products (Dell network switches with OpenFlow controller) include a control
configured to control a apparatus configured to control a plurality of switch apparatuses.
plurality of switch
apparatuses; and See supra, claim 7[pre].
See, e.g.,
Overview

In & software-definad network (SON), an extarnal controller cluster managas the network and the resouross on each switch. Openflow 1s
8 protocol usad for communication between the controlier and the switch.

In the example topalogy below, the controlier uses the OpenFliow protocol to communicate with two S4810 switches.

Comrotir [TCP parves 20 porct $631]

n10-1
Te-0/0 iof port) TeO/L lol-por0)

Figure 1. OpenFlow Topology
Dell OpenFlow User Guide, 5.
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OpenFlow 1.3 Support
CpenFlow (OF) 1.3 [STD-1] & supported on the S3048-0M, S3100 saries, S404B-0M, S4043T-0N, SEI00-0N, SE00-0N, SE000-0N,
SA810, 548207, 55000, 56000, 200, 29500, FM 10K, and MXL switchas.

Diell Metworking 05 supports OpenFlow 1.3 massege types. Although OpenFlow 1.3 1s enabled, the OpenFlow 1.0 functionality s also

supparted. Addmonally, the group flow and multipart message types features are supported. The multipart message types features
repleces the statistics featurs in OpenFlow 1.0 varsion.

Dell OpenFlow User Guide, 8.

OpenFlow Switch Specification Version 1.53.0
1 Introduction

This document describes the requirements of an OpenFlow Switch., We recommend that you read the latest
version of the OpenFlow whitepaper before reading this specification. The whitepaper is available on the
Open Networking Foundation website (httpa://www.opennetworking. org/standards/open-flow). This
specification covers the components and the hasic functions of the switch, and the OpenFlow protocol to
manage an OpenFlow switch from a remote controller.

]
l[lp-unFI:]:nI Protocol

Group

Channel Table

e

Table Takble

Pipeline
OpenFlow Switch

Figure 1: Main components of an OpenFlow switch.

OpenFlow Switch Spec, 6.
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°177 Patent Claim?
(P.R. 3-1(a))

Accused Instrumentalities And Where Each Claim Element Is Found?
(P.R. 3-1(b)-(c))

7[b] a switch apparatus of
the switch apparatuses
comprising:

The Accused 177 Products comprise a switch apparatus of the switch apparatuses.

See supra, claims 1[pre] and 7[a].

7[c] a storage storing a
table, the table including
rules and actions
corresponding to the rules;
and

The Accused 177 Products comprise a storage storing a table, the table including rules and actions
corresponding to the rules.

See supra, claims 1[a] and 7[b].

7[d] a controller
comprising:

The Accused 177 Products comprise a controller.

See supra, claims 1[b] and 7[c].

7[e] a memory storing
instructions; and

The Accused 177 Products comprise a memory storing instructions.

See supra, claims 1[c] and 7[d].

7[f] a processor configured
to execute the instructions
to:

The Accused ’177 Products comprise a processor configured to execute the instructions.

See supra, claims 1[d] and 7[e].

7[g] receive the rules and
actions from a controller;

The Accused 177 Products receive the rules and actions from a controller.

See supra, claims 1[e] and 7][f].

7[h] identify, based on the
rules, a received packet;

The Accused 177 Products identify, based on the rules, a received packet.

See supra, claims 1[f] and 7[qg].

7[i] duplicate a part of a
header of the identified
packet as an additional
header when the identified
packet comprises a target of
encapsulation;

The Accused ’177 Products duplicate a part of a header of the identified packet as an additional
header when the identified packet comprises a target of encapsulation.

See supra, claims 1[g] and 7[h].
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7[j] encapsulate the
identified packet by the
additional header; and

The Accused 177 Products encapsulate the identified packet by the additional header.

See supra, claims 1[h] and 7[i].

7[K] process, based on the
actions, the identified
packet.

The Accused 177 Products process, based on the actions, the identified packet.

See supra, claims 1[i] and 7[j].

8. The communication
system according to claim
7, wherein the processor is
further configured to
execute the instructions to
send header information to
the control apparatus when
the identified packet
comprises an encapsulated
packet.

The Accused ’177 Products comprise the processor that is further configured to execute the
instructions to send header information to the control apparatus when the identified packet comprises
an encapsulated packet

See supra, claims 2 and 7.

9. The communication
system according to claim
8, wherein the header
information includes the
additional header.

The Accused 177 Products comprise the header information that includes the additional header

See supra, claims 3 and 8.

10. The communication
system according to claim
9, wherein the processor is
further configured to
execute further instructions
to decapsulate the
encapsulated packet.

The Accused 177 Products comprise the processor that is further configured to execute further
instructions to decapsulate the encapsulated packet

See supra, claims 4 and 9.

11. The communication
system according to claim
7, wherein the processor is

The Accused ’177 Products comprise the processor that is further configured to execute the
instructions for translation of the first header data of a head of the received packet into the second
header data
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further configured to
execute the instructions for
translation of the first
header data of a head of the
received packet into the
second header data.

See supra, claims 5 and 7.

12. The communication
system according to claim
11, wherein the instructions
to encapsulate the identified
packet includes notifying
the controller of first header
data before the translation
and second header data after
the translation.

The Accused 177 Products comprise the instructions to encapsulate the identified packet that
includes notifying the controller of first header data before the translation and second header data
after the translation

See supra, claims 6 and 11.

13[pre] A communication
method, comprising:

The Accused ’177 Products perform a communication method.

See, e.g.,
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DELL EMC POWERSWITCH S4048T-ON SWITCH

S4048T-ON Spec Sheet, 1.
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13[a] receiving rules and
actions from a controller;

The Accused 177 Products comprise receiving rules and actions from a controller.

See supra, claims 1[e], 7[g], and 13[pre].

13[b] identifying, based on
the rules, a received packet;

The Accused 177 Products comprise identifying, based on the rules, a received packet.

See supra, claims 1[f], 7[h], and 13[a].

13[c] duplicating a part of a
header of the identified
packet as an additional
header when the identified
packet comprises a target of
encapsulation;

The Accused 177 Products comprise duplicating a part of a header of the identified packet as an
additional header when the identified packet comprises a target of encapsulation.

See supra, claims 1[g], 7[i], and 13[b].

13[d] encapsulating the
identified packet by the
additional header; and

The Accused 177 Products comprise encapsulating the identified packet by the additional header.

See supra, claims 1[h], 7[j], and 13[c].

13[e] processing, based on
the actions, the identified
packet.

The Accused 177 Products comprise processing, based on the actions, the identified packet.

See supra, claims 1[i], 7[k], and 13[d].

14. The communication
method according to claim
13, further comprising:
sending header information
to a controller when the
identified packet comprises
an encapsulated packet.

The Accused *177 Products comprise sending header information to a controller when the identified
packet comprises an encapsulated packet.

See supra, claims 2, 8, and 13.

15. The communication
method according to claim
14, wherein the header
information includes the
additional header.

The Accused 177 Products comprise the header information that includes the additional header.

See supra, claims 3, 9, and 14.
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16. The communication
method according to claim
15, further comprising:
executing further
instructions to decapsulate
the encapsulated packet.

The Accused 177 Products comprise executing further instructions to decapsulate the encapsulated
packet.

See supra, claims 4, 10, and 15.

17. The communication
method according to claim
14, further comprising:
translating first header data
of a head of the received
packet into second header
data.

The Accused 177 Products comprise translating first header data of a head of the received packet
into second header data.

See supra, claims 5, 11, and 14.

18. The communication
method according to claim
17, further comprising:
notifying the controller of
the first header data before
the translating and the
second header data after the
translating.

The Accused 177 Products comprise notifying the controller of the first header data before the
translating and the second header data after the translating.

See supra, claims 6, 12, and 17.

19[pre] A non-transitory
recording medium
recording a program which
when executed causes a
switch to perform a method,
the method comprising:

The Accused ’177 Products includes a non-transitory recording medium recording a program which
when executed causes a switch to perform a method.

See, e.g.,
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DELL EMC POWERSWITCH S4048T-ON SWITCH

S4048T-ON Spec Sheet, 1.
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S4048T-ON Spec Sheet, 3.

19[a] receiving rules and The Accused 177 Products comprise receiving rules and actions from a controller.
actions from a controller;
See supra, claims 1[e], 7[g], 13[a], and 19[pre].

19[b] identifying, based on | The Accused *177 Products comprise identifying, based on the rules, a received packet.
the rules, a received packet;
See supra, claims 1[f], 7[h], 13[b], and 19]a].

19[c] duplicating a part of a | The Accused ’177 Products comprise duplicating a part of a header of the identified packet as an
header of the identified additional header when the identified packet comprises a target of encapsulation.
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packet as an additional
header when the identified
packet comprises a target of
encapsulation;

See supra, claims 1[g], 7[i], 13[c], and 19[b].

19[d] encapsulating the
identified packet by the
additional header; and

The Accused 177 Products comprise encapsulating the identified packet by the additional header.

See supra, claims 1[h], 7[j], 13[d], and 19[c].

19[e] processing, based on
the actions, the identified
packet.

The Accused 177 Products comprise processing, based on the actions, the identified packet.

See supra, claims 1[i], 7[k], 13[e], and 19[d].

20[a] The non-transitory
recording medium,
according to claim 19, the
method further comprising:
sending header information
to the controller when the
identified packet comprises
an encapsulated packet,

The Accused 177 Products comprise sending header information to the controller when the
identified packet comprises an encapsulated packet.

See supra, claims 2, 8, 14, and 19.

20[b] wherein the header
information includes the
additional header.

The Accused 177 Products comprise the header information that includes the additional header.

See supra, claims 3, 9, 15, and 20][a].
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