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Claims
1. A wireless mesh network comprising:
a plurality of data communications nodes in the wireless mesh network organized in a
tree-like structure;
an access server in data communication with the nodes, wherein the nodes are comprised
of:
one or more root access point (RAP) nodes having a wired connection to an
external network;
one or more mesh access point (MAP) nodes;
wherein a MAP node is in a data communication with the external
network through an associated RAP node;
wherein the MAP node is in a direct wireless data communication with an
associated parent node, wherein the associated parent node is either
the associated RAP node, or another MAP node in a data
communication with the external network through its associated
RAP node;
wherein the MAP node automatically connects to the associated parent
node selected from one or more potential parent nodes that are
within a direct wireless communication range of the MAP node,
process for the automatic connection comprising:
selecting a parent node from the one or more potential parent
nodes based at least in part on one or more parent selection
criteria defined by the access server, wherein the parent node
so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP
node and the associated parent node;
wherein the automatic connection process establishes the MAP node’s
routing path to the external network;
the one or more parent selection criteria comprising;:
a throughput value representing signal strength between two nodes; and

a latency value representing number of hops in a routing path;
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the MAP node comprising:
one or more identifier values representing a unique identity of the MAP node in
the wireless mesh network;
two or more radios for wirelessly communicating with another node or a client

device in the wireless mesh network.

2. The wireless mesh network of claim 1 further comprising;:
one or more network health monitoring criteria defined by the access server, wherein the
one or more network health monitoring criteria comprises one or more of’
whether or not the associated parent node is offline or can be found in the wireless
mesh network;
whether or not data can be routed to the external network through the MAP
node’s routing path;
whether or not the one or more parent selection criteria is satisfied; and
testing whether the MAP node’s routing path fails to satisfy the one or more network
health monitoring criteria;
when it is determined that the MAP node’s routing path does not meet one or more of the
one or more network health monitoring criteria, establishing a new routing path from the
MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process.

3. The wireless mesh network of claim 2, wherein:
the one or more network health monitoring criteria further includes whether or not the
MAP node’s routing path is more congested than a threshold load value representing data
congestion level of a routing path; and
establishing the new routing path when the new routing path is determined to have a less

data congestion than the MAP node’s routing path.

4. The wireless mesh network of claim 1 wherein the one or more parent selection criteria
comprises a loop prevention criterion that a potential parent node’s routing path to the external

network does not contain the MAP node.

64

EX1007, Page 11



5. The wireless mesh network of claim 1 wherein the selection of the parent node further
comprises selecting a potential parent node over another potential parent node based at least in

part on a comparison of their latency values.

6. The wireless mesh network of claim 5 wherein the selection of the parent node further
comprises selecting the potential parent node over the another potential parent node if the

potential parent node has a lower latency value than the another potential parent node.

7. The wireless mesh network of claim 4 wherein the selection of the parent node further
comprises not selecting a potential parent node if the MAP node’s potential routing path to the

external network through the potential parent node exceeds a threshold latency value.

8. The wireless mesh network of claim 1 wherein the selection of the parent node further
comprises selecting a potential parent node over another potential parent node based at least in

part on a comparison of their throughput values.

9. The wireless mesh network of claim 1 wherein the selection of the parent node further
comprises selecting the potential parent node over the another potential parent node if the

potential parent node has a higher throughput value than the another potential parent node.

10. The wireless mesh network of claim 1 wherein the selection of the parent node further
comprises not selecting a potential parent node if the potential parent node’s wireless signal
strength with the MAP node does not meet a threshold throughput value defined by the access

SErver.

11. The wireless mesh network of claim 1 wherein the MAP node further comprises a data store

having data representing the MAP node’s routing path to the external network.

12. The wireless mesh network of claim 1 wherein the MAP node further comprises: an ethernet

port through which a direct wired connection can be established with another device.
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13. The wireless mesh network of claim 1 wherein the one or more identifier values of the MAP

comprises a MAC address or an IP address.

14. The wireless mesh network of claim 1 wherein a first radio of the MAP is adapted for
communicating with the client device and wherein a second radio is adapted for communicating

with another node.

15. The wireless mesh network of claim 14, wherein the second radio is configurable to be used

as a dual-purpose radio for communicating with both the client and another node.

16. The wireless mesh network of claim 1 further comprising a client device wirelessly
connected to the MAP node, wherein the client device exchanges data with the external network

through the MAP’s routing path to the external network.

17. The wireless mesh network of claim 1 further comprising one or more data types being
routed through the routing path, wherein the one or more data types include at least two of’ voice
data, video data, and other data type that is not the voice or video data; wherein routing a priority
data type with a higher priority than another type of data, wherein the priority data type may be

one or both of: the voice data or the video data.

18. The wireless mesh network of claim 2 wherein the access server further comprises causing
an update to the wireless mesh network, the update comprising one or more of: a change to the
one or more parent selection criteria, a change to the one or more network health monitoring

criteria, and an upgrade of software or firmware residing on at least some of the nodes.

19. The wireless mesh network of claim 2 wherein the at least one of the one or more network

health monitoring criteria overlap with at least one of the one or more parent selection criteria.
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Abstract
A wireless mesh network is described. The mesh network uses a plurality of data
communications nodes that are organized in a tree-like structure. The network also includes an
access server which communicates with the nodes. The mesh network nodes are one or more
root access point nodes having a wired connection to an external network; and one or more mesh
access point nodes. Both types of nodes communicate with an external network. Each non-root
node automatically connects to an associated parent node selected from one or more nodes
within a direct wireless communication range of the node. The node selects a parent node based
on one or more parent selection criteria from the access server and establishes a connection to the
selected parent node. The node then calculates its routing path to the external network. The

nodes include unique identifiers and two or more radios.

67

EX1007, Page 14



. ' DECLARATION FROM PARENT ’ dA
DECLARATION DACOSTARPTL

UTILITY APPLICATION

As a below-named inventor, I hereby declare that:
My residence, post office address, and citizenship are as stated below next (o iy name,

I believe I am the original, first, and sole inventor (if only one name is listed below} or an original, first,

and joint inventor {if plural names are listed below) of the subject matter which is claimed and for whicha

patent is sought on the invention entitled HIGH PERFOEMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL the specification of which

CHECK ONE

(X1 is attachoed hereto.
[ 1 was filed on as

Application Serial No.

and was amended on

{if applicable)

I have read the applicable statates and rules reprinted on the attached page of this declaration which 1
understand to describe subject matter which is material under 37 CER. § 1.56(a).

1 hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment(s} referred to above. Tacknowledge the duty to
disclose information which is material-to the examination of this application in accordance with Title 37,
Code of Federal Regulations, §1.56(a). | hereby claim foreign priority benefits under Title 35, United
States Code, § 119 of any foreign application(s) for patent or inventor's certificate listed below and have
also identified below any foreign application for patent or inventor's certificate having a filing date before
that of the application on which priority is claimed.

7

Application Number © Country Date of Filing : Priority Claimed

Yesy Noy

N/ A
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1 hereby claim the benefit under Title 35, United States § 119(e) of any United States provisional

application{s} listed below.

Appiication Number

Date of Filing

60,421,930

10728/ 2002

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s}
fisted below and, insofar as the sabject matter of each of the claims of this application is not disclosed in

the prior United States application in the manner provided by the first paragfaph of Title 35, United States

Code, § 112, I acknowledge the duty to disclose material information as defined in Title 37, Code of

Federal Regulations, § 1.56, including for continuation-in-part applications, material information which

became available between the filing date of the prior application and the national or PCT international

filing date of the continuation-in-part application.

Application Number

Diate of Filing

Status -Patented, Pending, or

Abandoned

APPLICABLE STATUTES & RULES

37 CEFR. §1.56- DUTY OF DISCLOSURE; FRAUL; STRIKING OR REJECTION OF .APPLECATK)N'S

() A duty of candor and good faith toward the Patent and Trademark Office rests on the
inventor, on each attorney or agent who prepares or prosecutes the application and on every other
individual who is substantively involved in the preparation or prosecution of the application and

who is associated with the inventor, with the assignee or with anyone to whom there is an

obligation to assign the application. All such individuals have a duty to disclose to the Office

information they are aware of which is material o the examination of the application. Such

irdformation is material where there is a substantial likelihood that a reasonable examiner would
consider it important in deciding whether to allow the application to issue as a patent. The duty is
commensurate with the degree of involvement in the preparation or prosecution of the application.

Information relating to the following factual situations enumerated in 35 US.C. § 102 and § 103 should
be considered material under 37 CFR. § 1.56(a):

A person shall be entitled to a patent unless --

{(a) The invention was known or used by others in this country, or patented or described in a
printed publication in this or a foreign country, before the invention thereof by the applicant for

patent, or

(b} the nvention was patented or described in a printed publication in this or a foreign
country or in public use or on sale in this country, more than one year prior to the date of the
application for pateni in the United States, or

{¢} he has abandoned the invention, or

{d) the invention was first patented or caused to be patented, or was the subject of an

inventor's cerlificate, by the applicant or his legal representatives or assigns in a {foreign country

prior to the date of the application for patent in this country on an application for patent or

o
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inventor's certificate filed more than twelve months before the filing of the application in the United
States, or ' 7

(e) the invention was described in a patent granted o an application for patent by another
tiled in the United States before the invention thereof by the applicant for patent, or onan
international application by another who has fulfilled the requirements of paragraphs (1}, {2}, and
(4} of section 371(c) of this title before the invention thereof by the applicant for patent, or

() he did not himself invent the subject matter sought to be patented, or

{g) before the applicant's invention thereof the invention was made in this country by another
who had not abandoned, suppressed, or concealed it. In determining priority of invention there
shall be considered not only the respective dates of conception and reduction to practice of the
invention, but also the reasonable diligence of one who was first to conceive and lasi to reduce to
practice, from a Hme prior to conception by the other.

35 US.C. § 103 - CONDITIONS FOR PATENTABILITY; NON-OBVICUS SUBJECT MATTER

A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.

35 1J.S.C. §119- BENEFIT OF EARLIER FILING DATE IN FOREIGN COUNTRY; RIGHT OF PRIORITY
{Applicable Portion} )

An application for patent for an invention filed in this country by any person whe has, or whose
legal representatives or assigns have, previously regularly filed an application for a patent for the same
invention in a foreign couniry which affords similar privileges shall have the same effect as the same
application would have if filed in this country on the date on which the application for patent for the
same invention was first filed in such foreign country, if the application in this country is filed within
twelve months from the earliest date on which such foreign application was filed; but no patent shall be
granted on any application for patent for an invention which has been patented or described in a printed
publication in any country more than one year before the date of the actual filing of the application in this
country, or which had been in public ase or on sale in this country more than one year prior to such filing.

35 17.8.C.- § 120 - BENEFIT OF EARLIER FILING DATE IN THE UNITED STATES

An application for patent for an invention disclosed in the manmer provided by the first paragraph
of section 112 of this title in an application previously filed in the United States, or as provided by section
363 of this title, by the same invention shall have the same effect, as io such invention, as though filed on
the date of the prior application, if filed before the patenting or abandonment of or termination of
proceedings on the first application or on an application similarly entitled to the benefit of the filing date
of the first application and if it contains or is amended to contain a specific reference to the earlier filed
application.

35 US.C. 5112 - SPECIFICATION {Applicable Portion)
The specification shall contain a written description of the invention, and of the manner and process
of making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the

art to which it pertains, or with which it is most nearly connected, to make use the same, and shall set
forth the best mode contemplated by the inventor of carrying out his invention.

The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.
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[ hereby appuint as attorneys of record with full power of substitution and revocation, t0 prosscube this
application and transact ali business in the Patent and Trademark Office cormected therewith: Otto O. Lee,
Reg. No. 37,871, Debbie Chun, Reg, No. 38,700, Naren Chaganti, Reg. No. 44,602, and Juneko C. Jackeon, Reg.
No. 48,870, ‘ ‘ _

i

Send Covrespondencs to;  Intsliectusl Properly Law Group LLP - Direct Telephons Calls to:
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mmade as purdshable by fine o impriscaiment, ar both, under seclion 1081 wof Tithe 18 of the Liniled Siates Code, aind thet such willka
false statements may jevpardire the validily of the application of any palent lssuing therson. . .
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HIGH PERFORMANCE WIRELESS NETWORK
Inventors: Francis daCosta and Sriram Dayanandan
CROSS- REFERENCES
[0001] This application is a continuation in part of 15/908,108 filed on Feb. 28, 2018,
presently pending, which is a continuation in part of 15/728,863. The application 15/728,863
filed on October 10, 2017, abandoned on June 18, 2020 was a continuation of 14/740,062. The
application 14/740,062 filed on June 15, 2015, issued as U.S. Patent 9,819,747 on November 14,
2017 was a continuation in part of 13/571,294. The application 13/571,294 filed on August 9,
2012, issued as U.S. Patent 9,172,738 on October 27, 2015, was a continuation in part of
12/696,947. The application 12/696,947 filed on Jan. 29, 2010, issued as U.S. Patent 8,520,691
on August 27, 2013 was a continuation in part of 11/084,330. The application 11/084,330 filed
on March 17, 2005, abandoned on November 26, 2010 was a continuation in part of 10/434,948.
The application 10/434,948, filed on May 8, 2003, issued as U.S. Patent 7,420,952 on September
2, 2008, was a non-provisional of 60/421,930, filed on October 28, 2002, presently expired. The
contents of each application is hereby incorporated by reference.
FIELD OF THE INVENTION
[0002] The present invention describes an adaptive software layer for a distributed set
of wireless communication devices that communicate with each other in a wireless network. The
software control layer addresses low latency requirements (for applications such as voice) and
high throughput requirements (for applications involving data transfer). One embodiment of the
present invention provides the software control for wireless (devices, such as, but not limited to
Access Points, employed in a convergent enterprise network supporting voice, video and data. A
topical application of the software control layer is a home or personal networking environment
(PAN) using Ultra Wide Band or Wi-Fi as the communications medium. Another topical
application of the adaptive software control layer is extending wireless communication range
using mesh networks for Metropolitan Area Networks (MAN). Lastly, the software control layer
is also relevant to both home and enterprise Wireless Local Area Networks (WLANS).
BACKGROUND OF THE INVENTION
[0003] There is increasing demand within the enterprise, the home and within cities
to employ one wireless network to support both voice, video and data traffic. Currently, the
"voice" network, e.g. the telephone system, is separate from the "data" network e.g. Internet

connectivity and access to enterprise data over a Local Area Network (LAN). Convergence
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is. as the name implies, the ability to converge these two networks nlo one network,

centrally managed by one access server servicing a network of relay and leaf nodes.

{804} The challenge Hes in providing - within the same wireless network - the

‘ability to address potentially conflicting latency and throughput needs of diverse applications.

For example, voice needs to be transmitted with low delay (latency). Occasionally lost voice

packets, while undesirable, is not fatal for voice transmissions. Conversely, data A
sransmissions mandate delivery of all packets and while low latency is desirable it is not
essential. ln essence transmission across the wireless network should ideally be driven by the
needs of the application. The table below lists some types of applications and their latency

requirements.

Delivery Type Deseription

Asynchronous Mo constraints on delivery time ("elastic™): e.g. email

Synchronous Data is time-sensitive, bt requirernents [exible in terms of delays
Interactive Delays noticeable but not adversely affecting usability or functionality
Isachronous Time-sensitive: delays adversely affect usability. E.g. voice/video

Mission critical | Data delivery delays disables functionality

16805} A wireless nctwork provides service to a diverse set of applications, with
varied latency requirements. One approach to make dumb wireless devices, that are nodes of
the network, more application aware by implementing QoS (Quality of Scrvice) reservation

schemes dictated by the application server.

{0006} Changing the rate the queue is serviced can also be accomplished by
specialized commuinications between wireless communication devices such as Access Point
{AP) nodes and the access server to ensure that voice and data, for example, are serviced at
different time intervals. Unfortunaiely, this adversely affects scalability and redundancy of
the system: the access server is now micromanaging the network and has become a single

point of failure. A paramount concemn of any network is distributed control, especially a

network handling voice, video and data.

EX1007, Page 39



10

20

b
LAY

30

{G007] Another shortcoming of a centralized approach — central control and central
execution - is the cost of maintaining a central control point with all intelligence and control
al one location and dumb communication devices distributed in the enterprise. The cost of
the central control point is high, , and the dumb access points arc not any less expen sive than
smart access points — since the smaris is in the software. Thus a distributed approach is far
less expensive — In addition to being more cost effective a distributed approach is more fault
tolerant and has built in fail-safe redundancy. The only way to get redundancy out of

centralized approaches is to buy multiple central control points — an expensive approach.

{6068} Building a reliable wireless network comes with other constraints specific to
wireless. Some routing paths may be best for voice and video, others for data. In Ethernet
applications separate routing paths is easily accomplished. But in a wireless netwnr}{,
operating over radio, the cost of associating and disassociating with a relay node - to switch
{0 new routing paths - is prohibitive. Multiple radios, supporting separate voice and data
channels is possible but expensive. It is preferable, therefore, if each AP node can support

both voice and data transmissions with a one “channcl”.

16009} Furthermore, mesh networks have been around for years now, the Internet
being an cxccllent example. Routers exchange information about cach other and build up
their routing tables, and use the entries in the routing table to r/nake rovting decisions.
Although they work, these algorithms are sub-optimal at best and are more oriented towards
wired or wire-like interfaces, which are exclusive “non-shared” communication mediums.
Wireless Personal Area Networks (WPANSs) pose an entirely diffcrent set of challenges for
ADHOC networks because of the following reasons: shared non exclusive medium with
finite communication channcls; (iynémicaiiy changing environment; shorter distances; used
by resource constrained low power devices. There is therefore a need for an approach to
solving these sets of challenges, using a low footprint distributed adaptive control layer that

is aware of the above set of problems.
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SUMMARY OF THE INVENTION

{6618} Accordingly, there is a need for, and an objective of the present invention, to
develop an adaptive wireless network, based on “smart” communication devices such as

Access Points (AP) that provide embedded intelligence at the edge of the network, are

s

application aware and provide cost effective distributed sensing and control of the network.
An additional objective of this invention is to allow the characteristics of the network lo be
set by a centralized access server, which can thus “tune” the character of the network to be
anything between the two extremes of low latency to high throughput, based on the needs of
applications running in the enterprise. The invention also suppmts the possibility of running
10 multiple types of networks supporting anything between the two extremes of low latency and

high throughput, using multiple radios at cach node for cach distinct type of network.

{6611} As an illustration of central control but distributed intelligence, consider Fig.
1. where the star network depicted has low latency (Sce Fig. 1B for the latency in the status
15 panel). Howcver, since the signal strength varies inversely with the distance from the Access
Point, as shown in Fig. 1A in the look up table (control panel) on the top Jefl corner, the price
is poor throughput. If all devices are required to coﬁnecidimcﬂy to the root node as shown,
regardless of their distance from the root node, then the overall throughput of the network

can be fow.

20
[8612]  Since the signal strength varies inversely with the distance, it may be
advantageous, from the perspective of better signal strength and overall better throughput for
some AP nodes to conncet to an intermediate AP rather than to the root, as shown in Fig. 2C.
In Fig. 2, the throughput of the network has increased, see Fig. 2B, because two nodes are

25  connecting fo other nodes (relays) with an overall increased throughput from 44.1 to 62.2.

{Sec Figs. 1B and 28B).

{ﬁﬁii&} The number 44.1 is a measure of the throughput computed based on the look
-up table shown in Figs. 1 and 2 where distance from the root causes a rapid decrease in
30 throughput. The throughput is expressed as a percentage, where a connection to the root at

zero distance would be the maximum possible throughput: 100%.
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[6014] While the throughput inereased to 62.2, the tradeoff is more hops, resulting in
a toss of latency for higher throughput. Tn Fig. 2, the latency has increased as a measure of
the number of hops front an Access Point (AP) to the root node. 1t is 1.6, since some nodes

5 now are 2 hops away from the root node.

16015] The objective of this invention is to allow the Access Server to set some
Jatency/throughput constraints that causes each AP node to change their relationships to cach
other and consequently the character of the network. Control parameters, set by an access

10 server can then tune the wireless network to provide a mix between the two extremes of max
throughput and low latency, As shown in Fig. 3, parameters set by the access server cause
the network to scif configure providing an averaga latency t0 1.3 from 1.6, (See Figs. 3B and
2B). Even ih()ugiﬂ the throughput has reduced from 62.2 to 57.0%, it is still better than 44.1,

the case in Fig. 1

{8016} The approach taken to modify the network is completely decentralized - the
changes in the network take place with algorithios running in cach AP node. The Access
Server does not change the characteristics of each node, it simply sets the parameters
governing the characteristic of the network — and let the AP nodes reconfigure their

20 relationships to mect the objectives set by the Access Server. Thus the Access Server can
control the behavior of the network without necessarily controlling the behavior of cach node
of the network. Benefits of this approach include a highly scaleable, redundant wireless
network. Some other benefits inclode:
1. Installs out of the box. No site survey or installation invelved, since system seif

25 configures

v

Network is redundant. Mesh network formalism is supported, ensuring multiple paths.

a3

Load halancing supported: Network nodes reroute data to avoid load-congested nodes.
4. Mo single point of failure. If a node “dies”, another optimal routing path is selected
5. Decentralized execution: Algorithms controlling the network nodes resident in every
30 node. .

6. Ceniral control: Setting system level “tuning”™ parameters changes nelwork configuration
g 2
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Network application aware: latency/throughput profiles defined in the access server
%. Application awareness: Based on the application profile in the access server, the network
configures itself to satisfy all application requirements as best as possible.

9. Network is very scaleable — since execution is completely decentralized

{6817} Uses of a self configuring application aware wireless network range from
providing veice/data acoess to warchouses, factory floors, communications with process
control equipment to home networking applications involving voice/data/video streaming.
Some applications under consideration inchade:

10 e Monitoring process control equipment with a Publish/Subscribe Stream server built on
top of the wireless network. Examples include chemical plants, medical devices,
industrial controls.

& Yoice over IP (VOIP) based low cost conununication devices for mobility within
enterprises

15 = Video streaming over wireless for remote surveillance.

[B8E8] Furthermore, another object of the embodiment of the pa‘(—:sen{ ivention, is {0
solve the problems associated with ad-hoc wireless personal arca networks by using a low
footprint distributed adaptive control layer with algorithm that is aware of such problems

20 (e.g. shared non exclusive mediom with finite comununication chanwels; dynamically

changing environment; shorter distances; used by resource constrained low power devices).

{60619} These and other embaodiments of the present invention are further made

apparent, in the remainder of the present document, to those of ordinary skill in the art.,

s}

P .
BRIEF DESCRIPTION OF DRAWINGS
{6626} In order to more fully describe embodiments of the present invention,
reference is made to the accompanying drawings. These drawings are not to be considered
limitations in the seope of the invention, but are merely illustrative.

36
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(8021} FIG. 1 illusirates a wireless network in star configuration, with low latency
but poor' throughput according to an embodiment of the present invention; Fig. 1A illustrates
the control panel; Fig. 1B illustrates the status panel and Fig. 1C illustrates the wireless

network.

{8022} FIG. 2 illustrates a wireless network with improved throughput but poor
latency according to an embodiment of the present invention; Fig. 2A illustrates the control -

panel; Fig. 2B illustrates the status panel and Fig. 2C illustrates the wireless network.

10 0023 FIG. 3 shows the result of how wireless network self configures to meet
Access Server requirements according to an embodiment of the present invention; Fig. 3A
-itlustrates the control panel; Fig. 3B illustrates the status panel and Fig. 3C illustrates the

wireless network,

15 16624 FIG. 4A indicates terminology for variables used by parent selection and load

balancing algorithms according fo an embodiment of the present invention.

{6625] FIG. 48 illusirates Routing paths selected for maximizing throughput
according to an embodiment of the present invention.

2G |
[B826] FIG. S illustrates Routing paths selected for low latency according to an

embodiment of the present invention.

{6627] FI(3. 6 illustrates how progressively changing the latency cost factor affects

25 the network configuration according to an embodirent of the present invention.

{00281 - FIG. 7 illustrates how node increases its Cost of connectivity from 0 to 3 to

reduce congestion according to an embodiment of the present invention.

30 [6029) FIG. 8 illustrates how progressively increasing the cost of connectivity causes

children to seek other routes according fo an embodiment of the present invention.
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{6638} FIG. 9 shows the modeling of both the DCF and PCF algorithms described,

based on 802.11X specifications according to an embodiment of the present invention.

5 (0831 FIG. 10 illustrates how the worst timing constraint for an Isochronous PCF
mode would be 5T according to an embodiment of the present invention.
{6632} F1G. 11 shows the Key distribution for AES symmeiric private key
distribution under PKI for distribution according (o an embodiment of the present invention.
10 '

18633 FIG. 12 illustrates ACG RTOS runaing algorithms in Intel PXA250 emulation

environment according to an embodiment of the present invention.

[6634] FIG. 13 illustrates the process for Jow footprint code generation from Java or
15 C, with ACG RTOS library components according to an embodiment of the present

invention.

{6035} FIG. 14 illustrates the implementation of a method to generate low footprint
code from Java according to an embodiment of the present invention.

20
{8636} FIG. 15 iflustrates an implementation of a complete system including three

components of one product offering, according to an embodiment of the present invention.

{0637} FIG. 16 illustrates an implementation of a Dynamic Channel Allocation
25 Scheme to ensure non-interfering radio channel selection {enlargement) according to an

embodiment of the present invention.
10038} FIG. 17 illustrates an impieme:nmtion of a Dynamic Channel Allocation

Scheme to ensure non-interfering radio channel selection according o an embodiment of the

30 present invention.
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{8639} FIG. 18 itlusirates an implementation of a Dynaric Channel Allocation
Scheme to ensure seamiess roaming in a muldti hop mesh network according to an

embodiment of the present invention.

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

040} The deseription above and below and the drawings of the present document
focus on one or more currently preferred embodiments of the present invention and also -
describe some exemplary optional features and/or alternative embodiments. The description
and drawings are for the purpose of illustration and not limitation. Those of ordinary skill in
the art would recognize variations, modifications, and alternatives. Such variations,
modifications, and alternatives are also within the scope of the present invention. Section

titles are terse and are for eonvenience only.

[B041] The object of this invention is a new type of wireless AP nodes that:

e Configure them selves based on considerations, set by the access server for the network.

s Support automatic load balancing: AP nodes aveid data congestion hot spots.

e Support fail over: if one node dies, nodes connected to it automatically switch to another.

s Js fully functional when pewererf up: no installation procedure or site survey required.

»  Support software upgrades to them selves through a communications interface

s Support both isochronous and asynchronous application requirements in the same
network )

e Support the wircless equivalent of switches

. Supports centralized control and is application aware based on settings provided by the

ACCLES SErver.

[6042] Fach AP Node is implemented as a self-contained embedded systern, with all
algorithms resident in its operating system. The normal day-to-day functioning of the AP
node is based entirely on resident control algorithms. Upgrades are possible through a

comnunications interface described later.
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Descrintion of system components

[8043] There are three typical components of the system proposed. In Fig. 1:
1. The Access server (10} “manages” the network, by setiing control parameters for the
5 network

7. The “Root” Node (28), is connected to the Access Server through an Ethemet link

3. Wireless communication Devices such as AP nodes (368} that connect to the Root or
other AP nodes devices to form a communications path terminating at an Ethernet
link. X
10 To enablc voice and data types of requirements to be servieed satisfactorily within the same

network configuration, the access server {16) maintains a list of applications and their latency
and throughput requirements. Based on those application “profiles”, the access server (16}
sets the Network “profile” that each wireless communication device (34} in the network

strives towards.

15
[B6844] In one implementation of the invention, the root node (20 acts as the interface
between the wireless communication devices (38) and the Ethernct. Al wireless devices (3()
communicate to the Fthernet through a root node (26}, which is has a radio interface and an
Ethernet link.

20

{6645} In that implementation of the invention, other wireless communications
devices or AP nodes (38} have two radios: one to communicate with its clients which
includes wireless devices such as laptops, VOIP wireiéss phones ete. Clients to one AP node
{30} also include other AP nodes (30) connecting to it. In Fig. 4B, for example, Node 002
75 has nodes 005, connected to it. Tn addition all nodes (30} may have local clients — laptops ete.
- connected to them directly. Each node, therefore, is dual purpose: 1 acts as a relay node - |
relaying traffic from a {child) node and also acts as an Access Point to local devices. In this
implementation of the invention, redundancy.is assured because of the mesh characteristic of

the nctwork.

10
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[6046] In an alternate implementation of the invention, all Wireless AP Nodes are
roots- they are all wired. In this case the network is not a mesh network and redundancy is
dependant on having a large number of nearby AP nodes. However there is still

communication between the nodes so load balancing and wireless swilching, as described

tater, is supported.

Description of Variables used by Algorithm

{8647 Figs. 4A, 4B, describe the variables used by the algorithms. With reference to

Fig. 44, some relevant variables are:

e NI Node Index: the unique ldentifier for each wireless communication nodc

s PN Parent Node Index: Node Index for a node connects 1o in order to transmit data, For
exarmple, In Fig. 48, the pareﬂ{ of Node 005 is 002.

e RP: Route Path. In Fig. 48, the route path for 005 is 0600 002 005, its connection route.

« NP: Number of parents available: Each Node has choices regarding which parent it
selects to connect to, based on latency/throughput requirerments. In Fig, 4B, Node G905
can connect to 004, 001, 002, and 000 (the mot) all of whom are within the wireless
range.

e NR: Number of unique paths some of the parents may be children of another node in the
list of NP. NR is therefore the list of unique roois the node has. In Fig, 4B, 001 is a child
of 005, The mumber of unique roots is therefore 3.

s AC: Number of Active childsen, This is the number of immaediate children a node has: In
Fig. 4B, Nodc 005 has 3 children: 005, 001, 008

& NI} Number of Descendants: Child nodes may also have their own children. ND is the
total number of descendants that are connected, directly or indirectly to the parent node.

s {O: Cost to connect. When a node is congested it raises the cost of connectivity fora
prospective child, thereby dissuading new connections til the congestion is alleviated.
The cost to connect is a number transmitted to the child node. It is related to the level of
congestion ' ’

¢ [R: Load on Route, is the total communications traffic (load) from all children and their

descendants that a Node sees. Thus in Fig. 4B, the LR for Root Node 000 will be all

11
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nodes conneeted 1o it, dircetly on indirectly. This information is needed to determine if a
| particular parent can éuppori the communication needs (Joad) of a new child node

s (O Load Capacity is the amount of communication traffic or load that the node is
capable of handling. 1t will be driven by the buffer size of the node — since data from a
node’s children is typically buffered before béing retransmitted to the node’s parent.

e LC Load from Children: This is the sum total of all traffic being passed on from children
to their parent for retransmission to the parent’s parent. In Fig. 4B Node 002 has load
from children 005, 001, 008. Each of those nodes may have children with their loads.

s LL Local Load: In addition to servicing children, each node may also be scrvicing
individual clients that comprise their local load. For example, Node 002 services three
child nodes. But in addition, there (S:-uid be taptops in its vieinity that connect to it
directly. They constitute a local load.

e LS Local Signal Strength: is related to signal strength that a node sees from iis pareni. It
is actually the throughput expected based on the actual signal strength seen by the radio
and is computed based on a look up table as shown in Figs. 1 and 2.

¢ GT Global Throughput: This is the product of all throughputs each node along the route
provides. Nodes connected to the root have a throughput refated to LS. Thus the
throughput of Node 002 in Fig. 4B is 79%, based on the throughput table shown in Figs.

1 and 2 and its distance from the root.
The Global Throughput of Node 0035 is (1.5 to Node §02Y* (GT of Node 002) = 79%70= .55

Description of Parent Selection Algorithm

[6048] Since there is no central point of control in a distributed system, the same
algorithms, running in every node, must determine what is best, based on the information it
received from the Access Server and other nearby nodes. Much of this relates to selecting
correct “route” or path to the root node. As an illustration, in Fig. 4B the route for Node 005
is 000-002-005. The Node 002 is the parent for Node 0035 while Node 000 is the parent for
002.
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(8049} Assuming for the present, that the Access Server wishes the network to have
the maximurn throughput. Then, if each node independently makes the best selection of its
parent — to maximize throughput - then a question arises of whether one can be assured that

the network as a whole s running as “best” as possible.

[8056] ~  Toanswer this, consider the network in Fig. 4B. If the parameter set by the
Access Server is (o maximize throughput. Node 002 would examine all nodes it can connect

1o and choose a parent that ensures the highest global throughput (GT).

10 (8651 Sinee GT is product function of the LS times the GT of the potential node.
Node 005 would bave examined all potential parent nodes before selecting node 002,
Similarly Node 002 has chosen Node 600. Other nodes would yield a lower GT. Thus, since
cach node is making a parent selection based on the “best” throughput, the throughput of the

network as a whole is also maximized. s

{06632} Thus, each node, starting from those closest to the root and spreading
outwards maximizes its GT based on products related to the GT at each previous node, the
overall throughput of the system is the sum of all individual throughputs, which have been
maximized by the selection algorithm.

20

{68531 The implementation steps taken by the selection algonithm are:

I. Seek out and list all active nearby nodes.

7. Remove descendants: nodes that are conneeted to it, or children of nodes connected to it

3. Order the list: push nodes closer to the route (shorter routing paths) up in the list.

4

Compute total throughput for each routing in the list of connection nodes

wh

Select the node that provides the best latency or max throughput or combination of both.
6. Repeat steps 1,5 on a periodic basis.
To compute throughput, Nodes receive the following pieces of information from all nearby

nodes:
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Y The current routing path of the node. This is a list of nodes that the AP node has to

connect to, in order to reach a root node. In Fig. 4B, Node 005 has a routing path of 000-002-
065.

2 The current throughput of that node. The signal strength of that node’s parent as seen
by the node, is correlated to a look up table that maps the signal strength to throughput. For

Node 002 (Fig, 48), that is shown as 79.

{0634} Based on these two pieces of information, collected for all nearby AP nodes,
the node selects one parent node that satisfies the requirements of low latency or high
throughput. Il low latency is the issue then a short routing path is desirable: In Fig. § Node
003 chooses the root node 000 Note that the overall throughput for Node 005 is low ~ 17%
because of the large distance away from the root node, resulting in poor signal strength.
Conversely, if bigh throughput were required, Node 005 would connect to Node 002, The
overall throughput for that copnection is:

Throughput (Node 002 — Node 000) * Throughput (Node 005 — Node 002):

(.79 * 0.76 = .55

BSS) At the end of step 4, the global throughput — computed as a product of the
focal signal strength to that potential parent node and the G'I of the potential parent node — is
computed and compared for cach potential parent in the list of nearby nodes. The one with

the highest throughput wins.

Cmﬁtm}iing Network latency/throughput

[0855] The section on the selection of the parent assumed that only maximizing
throughput was the sole objective.. Often there is a tradeoff between low latency and high
throughput as evidenced in Figs. 1, 2, and 3. Since each AP node is in all Hikelihood
supporting mulliple applications with diverse needs, the access server setting is probably not
cither extreme but something betwéen fow latency and max throughput.

{80571 The aforementioned describes the algorithun for maximized throughput. For

fowest lateney, the choice of parent is restricted to the parent with the highest throughput

14
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with an upper bound on the number of hops the parent is away from the root. There are two

ways in which the Access Server can control the latency of the network:

1. Place an upper bound on the number of hops admissible for any node — this forces nodes
on the fringc of the network to choose shorter path routes. This approach acts a cut 01}1‘: it

5 - forces nodes at the fringe of the network towards selecting low latency routes, regardless

of the loss in throughput. In terms of the routing algorithm, this translates to computing
the throughput for selecting a parent with the highest throughput that fall in a group-with
fatency betier or equal to the upper bound.

Define a latency loss threshold whereby selecting a Jonger route path requires throughput

2,
10 gain to more than offset the loss of latency:
Throughput (Longer Route) + Latency loss_threshold > Throughput (Shorter route)
{0581 If the latency loss threshold is set high, the choices a node in selecting s

parenit is restricted, to nodes closer to the root, with shorter route paths. In contrast to the
15 cutoff approach this approach is more forgiving: Selecting a longer path is allowed if
throughput gains in choosing a longer routing path offset increased fatency. In terms of the

routing algorithm, this translates to computing the throughput for all ncarby nodes.

8059} Reference is now made to re-examining the parent selection process with

20 latency restrictions in place. With reference to Fig. 48, if the fatency restriction of the first
type is enforced, and the maximum number of hops allowed for any node is set 1o 1, then the
list of accessible nodes is reduced to node 000. Alternatively, or in conjunction with this
restriction, if the latency threshold is set high, then even if otber nodes are acceptable
potential parents, the latency threshold will reduce their attractiveness and again Node 000

25 could be selected.

{066] Combinations of both restrictions, based on the parameters set, resalt in
" networks that address both latency and throughput requirements. This was shown in Fig. 3,
where the overall network configuration was somewhat mid way the two extremes. It is
30 further evidenced in Fig. 6, where increasing the latency loss threshold results in

progressively lower Jatency network configurations. Nodes circled in each snap shot of the

15
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simulation show movement towards shorter routing paths as the latency cost factor is

progressively increased.

»

Automatic Load Balancing

861} Deseribed thus far is how the parent selection process takes into account
latency/throughput criteria set by the access server. However, one must also take into
account how the systermn behaves under load, when the load increases at one node, causing

congestion.

{06621 Since this is a distributed system, each node is responsible for selecting a
parent that can service it satisfactorily — it is not past of a congested route. During the
selection process, the connect cost associated with selecting a new parent is supplied by the
purent. Thus a congested route will have a higher connect cost than a less congested route —
and a lower throughput. The routing aigorﬁhm selects the parent with the highest

throughput. As its connect cost increases a congested parent is increasing less attractive,

[6663] In Fig. 7, the cost of connectivity is raised from 0 to 3, resulting in one node
“leaving” in favor of a betier rouic. As the cost of connectivity is progressively increased,

more nodes select alternate paths as evidenced in Fig. 8.

{8064] increasing the cost of connectivity acts as an incentive for nodes to find other
routes, but does not prevent a child m)de from continuing its association. This ensures that all
child nodes are serviced always. Additionally, the cost of connectivity is increased only until
all child nodes that have the option 1o leave bave left- for example, in Fig. 7. the cost in
increased only while child nodes that have multiple alternate rouie are still attached toa
congested parent node. In other words, there is no reason to increase the connectivity cost

for child nodes that have no alternate route and are “stuck” with the current congested parent

node,

[0065] As the load is balanced, the congestion is reduced and the cost of connectivity

is gradually reduced, enabling the child nodes that lefi to return. If this is not done, then

16
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nodes leaving one parent would contribute to congestion elsewhere, resulting in increased

cost of connectivity elsewhere and system instability.

{8066} One characteristic of a mesh nctwork is the ability for nodes to select alternate
routes, in case one node fails or becomes congested. As shown in Fig. 7, each node, when
computing the throughput of nearby nodes, also infers from the routing path for those nodes,
how many alternate paths are available to it. This is done by examining the routing paths of -

each nearby node and classifying them based on the node that connects to the root,

{8067} In Fig. 7, Nodes 002 and 004 connect to the root - as do other nodes shown in
one embodiment with a color indicated square on their top left corner (48), for instance this
may be a blue square. Node 005, therefore, can have two rowting paths: 000-002-005 and
000-004-005. Other nodes may also have mulliple paths, but may not find a parent that, if it
accepts them as child, has the capacity to service them, based on their current load. Henee,
some of the nodes show one parent and one route, in ancther color indicator, for instance red

{(50).

0068} It is desirable to configure the network to ensure all nodes have aliernate
paths. This is achieved by increasing the number of nodes connecting to the root. The
access server can force this by increasing the latency cost factor, resulting in nodes that can
connect to the root directly to do so rather than through another node closer to them to the
root. This was described carlier as depicted in Figs, 4, 5, and 6. It can also force some nodes
to work in either low latency or high throughput modes- in Fig, 7, the check box for each
node {checked in each case) depicts that each node is currently in high throughput mode,
working within the consiraints set by the access server.

{00691 By controlling the latency cost factor, or the upper bound of the max hops, the
access server can change the configuration of the network resulting in a higher redundancy of

the system and less likelihood of {oad congestion hot spots.
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Real World Constraints to Load Balancing Algorithm

16070} Implementation of the load balancing algorithm on the wireless devices,

5 required modifications to the connect cost algorithms based on real world constraints.
Wireless devices communicating with devices running the load balancing software may not
all be running the same software. As an example, consider the case where the load balancing
software is loaded on wireless Access Points but not on laptops communicating with the
acecss points. Clearly, the laptop has no way of knowing that the connect cost has increased

10 and therefore will continue to “stick” to the access point.

8871} The load balancing algorithm has therefore been modified to work where
there is no communication regarding connect cost by the following approéch: When the load
exceeds a cut off threshold, the Access Point (or other wireless device performing load

15 balancing) will drop its signal sirength (o the lowest possible — thereby dissuading clienis
such as laptops from associating with it and encouraging them to seek snother association

with g higher signal strength access point.

16672 Since the laptops seek the access point with the highest signal strength, this is
20 anecessary but not sufficient cause for a re-association: some laplops may continue to
“stick” to the access point, due {0 proximity or a sticky algorithm. The Access Point myust

therefore forcibly disassociate the laptop.

{0873} After disassociating all the stations that it needed to, in order to shed load, the
25 access point can gradually increase its signal strength to attract back some the stations that it

disassoctated. Those that did not find other associations, will return, almost immediately after

association, and the acoess point takes them back because deapite the lowered signal sirength,

these devices have no place to go.

30 (6674} This load balancing algorithm has been implemented and demonstrated to

18
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shed load by moving one laptop from ong root node to another when overloaded by two

laptops on the same root node.

Menitoring the Health of the Network

(88751 By controlling the latency cost factor, or the upper bound of the max hops, the
access server can change the configuration of the network resulting in a higher redundancy of

the system and less likelihood of load congestion hot spots. In Fig 7, Node 002 is shown

- congested and available “parents” that will accept it are reduced to 1 {shown in red (80}). As

a result the redundancy and fail safe nature of the wireless network has been adversely
affected. N
16876} Congestion in Fig 7 is being caused by the fact that there is only one root node
transporting all wireless traffic to the wired network. Clearly, another root node would

improve the fail safe nature of the network,

j6877] Algorithims have been implemented that reside in ﬁ]e device and periodically
check to see what potential associations are possible. If the number is reduced to one thena
warning {shown in red} is forwarded to the Network Management System. The system
administrator is then advised to add another root node to preserve the fail safe nature of the
network. Note that this type of warning is coming from the edge device to the management
system and without the algorithim in place, the management system would not know that a

problem existed

Dvnamic Channel Allocation and RFE Interference Contral

{0678} Managing the throughput of voice, video and data traffic in a wircless network
is complicated by the nature of the wircless medium. Since wireless is a shared medium, all
traffic can potentially interfere with other traffic on the same radio channel- at any point in
time only one device can be active on any one given channel. This limits the bandwidth in
cases where high bandwidth traffic {e.g. video) needs to be transported or when there are

many devices on the petwork.
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{B079] One solution is to allocate different channels to devices communicating on
different portions of the network. For example, in Fig. 10, each of the 3 sub networks shown
in Red (78}, Black {88} and Blue (90} circles can commuaicate on one channel internally and

another channel exiernally through the parent — that is part of the other BSS.

{9880} ‘An algorithm to define what the best channel allocations should be between
devices and their parenis has been devised and shown in Fig. 16 and in Fig. 17. The
algorithm sends out a beacon on all channels to inform all neighboring devices that itis
intending to select a channel. All neighboring devices — that can hear the beacon — respond
over the wired network with the channel numbers they are using. The algorithm then takes
care to select a channel, from a list of available channels that does not conflict with channels

selected by neighboring devices

Dynamic Channel Allecation and Seamless Roaming Requirements

{8681} A situation can occur when, as shown in Fig. I8, some overlap between
reighboring channels is called for. One reason for this is seamless roaming where a laptop
leaves one wireless area and enters another adjoining arca. 1f the signal strengths are
managed, so that the overlap between adjoining areas is minimized, then adjeiniﬁg areas can
share the same RF channel and yet cause a reduction in bandwidth., Further, devices moving
from one region to another will do so without having to change channels, which is time

consuming and hence distuptive.

(8082} ‘The algorithm implemented addresses the case where siblings of a multi
lavered wireless network are 1o be assigned the same channels. In Fig. 18 BES [1,1} and
[1,2] share the same channel for access by their client stations. Also BSS [2,1], [2,21.1 2,3]
also share the same channels for seamless roaming by their client stations. The
implementation of the algorithun therefore requires that when one sibling makes a channel
assignment, ALL adjoining siblings have to make the same channel assignment. The channel
selection process therefore requires a list of all neighboring nodes for alf siblings and their

RF channels. This extension has boen incorporated into the channel allocation algorithm,
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083} Protocols for sharing this information have been implemented and tested.
Appendix A hereto describes the 802.11 Infrastructure Control Layer Protocol version 2.0.
In addition, Appendix B hereto describes in another embodiment of the present invention, a

distributed adaptive control algorithm for ad-hoc wireless personal area networks.

j6084] Nuoie that seamiess roaming requires that the Wircless AP shown n Fig. 18
have incorporated the features needed for switching — that is auto discovery of new clients in
its BSS. Else messages being sent to a new client (previously connected to another BSS)
will not be forwarded to the client, now part of the another BSS. The wireless equivalent of a

wired switch has been implemented and is covered in a subsequent section.

Asynchronous Application Data Flow

[B085] Algorithms that show how data from nodes will flow to the root node have
been modeled for both high throughput and for low latency requirements. High throughput
daia flow requirements are discussed first.

{8086} To service asynchronous applications each node services its children ina
round robin manner, ensuring that all children are serviced in sequence. But to ensure that all
children receive at least one service request, each recently serviced child must wait for at
least another child to be serviced before it can be serviced again. Additionaﬁy, some child

nodes servicing applications with higher priority will be serviced before others.

(6887} in one implementation of this algorithm, related to this invention, the
priorities may be stored in the Access server and different applications fall into different
priority buckets. By changing the priorities in the Access Server, applications with higher
priority are serviced before other competing applications with a lower priority. Also with a‘

priority bucket, applications with more data to transfer are serviced first.
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[6088] in another implementation, the determination regarding which child to service
next is based on which child needs servicing the most. This is determined by examining the
joad of each child, each time; the node services its children. it is done each time because:

e Child nodes may have made other connections, if load balancing is also active

e Chﬂé’l nodes data may have changed — data with shost tiree to live, will have been

removed

[B089] The node then makes the decision 1o service the child with the highest need, in
a priority bucket, provided it has not serviced that same child most recently. This is simply to

avoid any one child from “hogging” all the attention.

{6090} This proprictary PCF (Point Control Fanction) implementation worked well
for asynchronous applications, when compared to 802.11a standard DCF (Distributed
Control Function) approach that was also implemented for benchmarking reasons as shown
in KFig, 9. The PCF protocol implemented per the approach deseribed above was
approximately twice as fast, largely because nodes did not have to deal with delays caused by
collision avoidance contention window delays required for wireless traqsmiésions inaDCF

mode.

Isochronous Application Data Flow

{68911 Isochronous applications require more deterministic service intervaiis'ihat are
less sensilive lo variations of load. The algorithm described above is not suitable when:
e Fach child must be serviced by the parent in a regular and predictable time interval
& The amount of data transferred is relatively fixed — else it will affect the time interval.

N
j0092] The algorithm to service Isochronous Application has also been implemented.
In Fig, 18, there are two service cyclesl One service cycle {78) services 3 children, the other
one (88) 5 children, onc of which is the parent node of the three children in the first service

cycle {70). In each service cycle, each child is visited at a regular interval defined by 1) the

]
[
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time interval between each switching from one child to another and 2) the number of children

in each service cycle.

{093} Thus if the parent of the red service cycle (78} spends 10ms with each child, it
5 will revisit each child every 3* 10 = 30 ms. Data from each child cannot then be retrieved at

a rate faster than once every 30 ms.

894} Having retrieved the data, it will sit at the buffer of the parent, until the parent
is serviced (the black (80) circle). Since there are 5 children in that service cycle, the service

10 period is 5*10 = SOms.

{8095] Since both Seﬁ’ice cycles are running independently of each other with no
synchronization, it is impossible to predict when the parent in either service cycle will
service its children. it can be éaaied, however that each child in service cycle marked red (78}
15 (003, 001, 008) will have data transferred to the root at best every 30ms and at worst every
50ms, In other words, in the isochronous network, the worst time interval is the maximum

time period of all service cycles.

[(696] If it is assumed that, to ensure mudtiple routing paths, there are more nodes
20 connected o the root, then the service cycle will be driven by the number of 1 hop nedes, in
this case 5. Note that the network configuration is set for high throughput. In this ‘
configuration the worst service cycle is 5T Ironically, the network configuration for a “low
fatency”. Isochronous network would have been 9T, will all nodes connected to the root. In

other words, in the case of isochronous networks, the algorithm proposed provides a better

b
A

service cycle and a better throughput. In general, splitting the number of nodes into two or
more service ¢ycles will improve the service cycle. The high throughput mode setiing for the

routing algorithm makes that happen naturally.

Internal Traffic Flow/ Wireless equivalent of Switching

30 {8097] Referring again to Fig. 18, Nodes 005, 001, 008 are children of Node 002.

The red oval {78} indicates that these form a “family”. In the technical parlance of 802,11,
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they are a “Basic Service Set” (BS8). Likewise the nodes in the black circle (88) form

another family or BSS.

{9098} Traffic from Node 005 to Node 001 would togically travel to Parent 002 and
then from 002 to 001, This affects the throughput of the entire system because the tratfic s
butfered in 002 and then retransmitted. If node 0035 was aware of its siblings, within its
wireless range, then Node 005 and Node 001 could communicate directly over wireless. In

effect this would be a wireless equivalent of Ethernet switches.

[6099] This direct communication link between siblings (within range) increases

throughput 100%. This is so because 2 transfers of data (Source node to parent and then

Parent to destination node) are now reduced to 1 transfer (Source node to destination node).

[8108f = In this embodiment, the algorithm has been implemented whereby traffic
intended for a destination node is automatically sent to the destination node 1f it is within the.
family/BSS and withmiran‘ge. When the routing algorithm runs, the routing paths of each
nearby node is recorded.to determine the pumber of hops it is away from the root. From the

routing paths, the st of siblings within range can be inferred — they all share the same parent

in their routing paths. If data intended for these siblings is received, it will automatically be

sent to the sibling, without invelving the parent.

0161} If the destination node is not in the list of nearby siblings, then the data has to
be sent onwards to the parent node. At that point the parent node, which “knows” its siblings,
can route traffic to one if its siblings. Thus the switching algorithm ensures that traffic is

routed only as far as a parent whose child is a destination node.

Extensions with Multiple Radies

{6102) As shown in Fig. 10, there are at least two families or BSS in the network.
Node 002 belongs to both — as a parent of one (the red oval BSS) (78) and as a child to
another {the black circle BSS) (86). To communicate with its children, Node 002 has one

radio, and another to communicate with its parent. There is preferably therefore, at the
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mintmum, two radios in each node for the system to work- One radio to support the inward
interface (the children, red oval (78)) and one to support the outward inferface (the parent, -

black circle(81)).

[8183] Adding more radios to the outward interface increases throughput but also
enables more freedom in making choices related o laienéy:’thmughpuﬁ tradeoffs. For
example, suppose that some traffic requires high throughput and other tratfic low latency. If
the compm]hise approach described in this invention is unacceptable because the range of
requirements are t0o high, then two radios for the outward interface can reduce the range of
requirements: One radio will address more of the low latency traffic with a low latency V
traffic route while the other will address the high throughput needs with a different high
throughput traffic route. The wireless node now begins fo resemble a wireless equivalent of

network routers.
{0104} The algorithuns described in this invention are still applicable: only the range
of applicability has changed. The embodiment of the present invention is also relevant for

wireless routers.

Security of the MNetwark

j6165] Wireless transmissions are inherently insceure. While the technology to
encrypt/decrypt secure data exists, the problem is commuuication of the keys over wireless to
the nodes, from the access server. This common key distribution problem is addressed by the

~

following embodiment of the system.

10106) The wireless communication devices will have, as part of the algorithms
resident in their operating system, the ability to generate a public and private key based on
the RSA algorithm. These keys will be based on some unique identifier in the AP node —the

processor Chip Serial Number as an example.

18107} When the Wireless device is first deployed, it will be connected via Ethernet

cable to the access server and the node’s public key will be transmitted to the Access Server,
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This public key will be uscd by the Access Server fo transmit a common private key (using
the symmetric AES encryption algorithmy} to all nodes. Since only the Access Server knows
the public key for each node, only the access server will be able fo transmit this private key.
Further, since the comunon private key for all nodes was transmitted in encrypted form to all
nodes, it is impossible to decipher the common private key without knowing the public key
for the node it was intended for. In addition, even if that public key for that node is known, i
is useless since the private key for that node was never exchanged. The transmission of the

common Private Key is thus secure.

{6168} Secure data transmitied by one AP node will then be encrypted with the
common private key and be decrypted only at a destination AP node. By the same token, all
data from the Ethemet to an AP node will be encrypted with the same private key for onward

fransmission.
(0889 The enterprise Access Server can be used to generate a new private key at
regular intervals and transmit it to all Wireless AP Nodes in the system. The system is thus

doubly secure.

Implementation of aleorithm in Firmware

{BE10] The control algorithms described above require significant resources — CPU.
Memory — resulting in large footprint applications. Wireless devices and éthm‘ network
aware conmununication devices are typically embedded systems with low foot print
requirements. A challenge that must be addressed — if this technology is 1o have practical
applications 1s how to reduce the footprint of the software control layer to fit indo embedded

devices with 64KB or 128KB RAM.

{11 A self-standing executable containing some of the algorithms and support

 functions has been produced within a footprint of less than 100K B running on an Intel

PXA250 Processor. Additionally in an embodiment of the present invention, the mesh and
load balancing algorithms have been successfully ported to run on the hardware depicted in

Fig. 15, with a footprint of 64KB.
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{112} The reason for the small footprint is that the approach of the embodiment

the present invention to building software is to include only the portions of an operating

of

s:ystém needed by the programs. Thus, only functional blocks needed by the algorithms are

added to the make file needed by the compiler to create the executable. If string functions are

not required by any procedures in the program, then the string function libracy is not included

when the executable is made. In contrast, a typical embedded operating sysiem is more

general purpose, requiring a larger footprint and possibly more CPU resources.

(6813} The language in which the algorithms are written is currently Java, and will

may also include Microsoft ™ NET languages. In the embodiment of the present invention,

a Java Class file converter has been built that takes Java Byte Code and disassembles it to

produce what is referred to internally as R (ﬂ)r Real) classes. R classes are the C code
equivalent of the Java Op codes, used by a Java Virtual Machine (JVM) to run the Java

program. The R classes map to C code which is produced after examining the functional

libraries necded and adding them to the list of support libraries needed to make an exccutable

self standing. Once that is completed a self-standing executable is made for the processor.

{6184 © An extensible service library of software components needed to build a

complete Operating system (O8) is implemented through the embodiment of the present

invention. This component based approach to building an Operating system from scratch

enables one to select only the essential services needed by an application when it 1s ported

from high level Janguages 16 small footprint embedded devices. Since only the essential
services and not an entire general purpose OS is included, the footprint is compact.
Additionally, there is a significant (3X-6X) performance improvement because layers of
software needed to run code written in high level languages like Java or NET languages

no longer needed.

18115] - Fig. 13 depicts how the approach of the embodiment of the present invent

are

on

to lean code generation differs from more traditional approaches. On the left of the figure are

27

the layers or stacks nceded (o run Java (JVM on top of Hnux) or C (on top of a custom RTOS
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OS like VxWorks). On the right is an embodiment where Java code is examined at the Byte
code level to identify essential services. These services are added when the Java Byte code is
converted to C — by mapping Java Op codes intgnded for a JVM to code blocks from a
library of C equivalent code blocks. For C code, this means simply adding the OS service
code biocks needed for the C program to run without an RTOS below it In both cases, as
depicted in Fig, 13, A monolith block C code is produced, much like a compiler would,
except that all the services are statically boé.md at development time and no dynamic bindings

are required at run time, as is the case with the layered approach on the lefi.

{01161 Thus there is a clear migration strategy in place from high level code
generation to low level object code that includes all the functionality provided by an

operating system to ensure that the object code is self contained.

§6E17] There is implemented one version of lhﬂs migration strategy where one begins
with high level code written and tested in a development cnvironment and can swiftly
migrate it to a low footprint executable. Fig. 14, depicts an extension to IBM’s open
extensible framework for development, called Eclipse {www.cclipse.org). As shown, there is
built a framework on top of eclipse that enables one to model processes as a flow graph,
where at each node of the flow graph one can insert code that needs to be tested. The
framework is also used to do a performance analysis of code hlocks at each node to
determine where the bottlenecks are. At the end of the debug and analysis cycle, Java Byte
Code is paa;sed on to the Byte code converter (shown in Fig. 13) for low footprint code

generation.

16118} Since there is no 08, there is no easy way to tamper with the system. This
approach —internally referred to as Application Specific Embedded OS software - thereby
protects the security of the algorithms and enables the algorithms to run on low power {and

less expensive) processors and with Jower (and less expensive) memory requircments.

{8119] The simulations depicted are running the same code in each node shown in the

figures. The code running in each node has been compiled to object code for the Intel ™

28
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PX250 processor as a proof of concept (Fig, 12). 1 has also been compiled tonmona

embedded system development platform shown in Fig. 15.

Upgrade Path for new algorithms

5 |8128] A distributed network poses prablems relaled to upgrading the software at
each nade. If the software is cast in concrete — as in an ASIC implementation — then there is
no upgrade path available. Since the wireless standards are evolving, this is not a practical

approach.

10 {0121 In the description of the embodiment of the modular approach to generating a
self standing executable, it becomes apparent that there is no migration path available to the

system to upgrade the executable easy.

{6322} This is resolved by providing a simple communication protocol for uploading
15  new object code into the system. ‘This has also been implemented as is internally called
Simple Upgrade Protocol (SUP).
[8123] When the executable is made, a simple communication protocol is added,
which, with proper authentication, using the public key of the node, can be used upload
20 object code into the Flash memory of the device. A very thin boot kernel with the AP Node
and the rest of the code is remotely instalied. The boot kernel contains the simple
conununications protocol to upload object code and the security to ensure that only the
Access Server can access the device. By building security at the boot level, one ensures that
all code loaded into the system has to be authorized- since the security code cannot be

25 overwritien.

{0124} Throughout the description and drawings, example embodiments are given

with reference to specific configurations. It will be appreciated by those of ordinary skill in

the art that the present invention can be embodiéd in other specific forms. Those of ordinary
30 skill in the art would be able to practice such other embodiments without undue

experimentation. The scope of the present invention, for the purpose of the present patent

29
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document, is not limited mercly to the specific example embodiments of the foregoing
description, but rather is indicated by the appended claims. All changes that come within the
meaning and range of equivalents within the claims are intended to be considered as being

embraced within the spirit and scope of the claims.
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EXEMPLARY 802,11 INFRASTRUCTURE CONTROL LAYVER PROTOCOL
VERSION 2.8 '

5 DESIGN CONSIDERATIONS
Size Limitation
Since an Fthernet packet can only be a maximun of 1500 bytes the maximum length
of a UDP datagram so as to not cause I fragmentation is 1472 (1500 - 20 byte 1P header - 8
byte UDP header). BEvery SNIP packet consists of a 8 byte SNIP header followed by
10 parameters. Since all IMCP functions use only T SNIP parameter the maximam length of the
parameter value is therefore 1462 (1472 ~ § byte SNIP header - 2 byte param length).
Packet Destination |
All SNIP packets {either from Access Manager or from A/P) are sent via UDP to
either the limited broadcast (FF: FF: FF: FF: FF: FF) or a chosen n'milisas,t address
15 (01:00:5E:30CXXXX). |
This method ensures that all A/P's get the message and also obviates the need for assigning

VP addresses {0 every A/P.

DEFINITIONS

20 Network Health Monitoring

Health Index
The number of unique Root paths determines the Health Index of an Access Point. In
an *All-Root” network the Health Index determines the degree of redundancy of the Access

Point’s location. In an infrastructure mesh network for Relay nodes the Health Index

o
wh

determines the numbcr of uniguc paths to the “wire”.
Heartbeat Interval
This attribute specifies the interval at which Access Points send in a “heartbeat” signal, that

specifies the conditions of their operations.
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Location Awareness Scan Interval
This attribute specifies the interval, at which Access Points scan the “airspace” to
know about other Access Points in thelr vicinity, to determine their Health Index and for

Dynamic Load Balancing purposes.

Dvnamie Load Bualancing

This Boolcan attribute, determines whether an Access Point enables the adaptive’
dynamic load balancing functionality during its operation. If enabled the Kick-in Threshold
and Delta T attributes determines the way this fimetionality m put 0 use.

Ceonnect Cost

The Connect Cost is a value in the range [0,3] where 0 being the minimum Connect
Cost. The Access Point increases ité cost of connectivity during Dynamic Load Balancing,
after it determines that the load has stayed beyond the Kick-in Threshold for a period of
Delta T units. The Connect Cost is adaptively reduced éccording to the load.

Drebta T

This attribute determines the duration of sampling for the Access Point to determine
that the load was higher or lower than the Kick-in threshold fm" Dynamic Load Balancing
pUrposes.

Kick-in Threshold

This atiribute is a percentage of the total capaciiy of the Access Point. This is used in

conjunction with Delta T for Dynamic Load Balancing purposes.

Dyvnamic Channel Allocation

Channel Number
When Dynamie Channel Allocation is disabled, this attribute specifies the channel of

operation for the Access Point.

Topology
Latency Throughput Control
When zero, this instructs the Access Point to always choose a Parent, whose hop

count is lowesi. When non-zero, the Access Point may choose to “tradeott” latency for

¥
[\
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throughput provided the difference in throughput is more than Latency/Throughput Trade-

Off attribute.
Max Allowable Hops

This attribute controls the topology of the wireless network so that, any Access Point

is never more than Max Allowable Hops away from the “wire”.

Latency/Throughput Trade-off

This aitribute determines, the difference threshold for an Access Point to choose a

parent with more number of hops in exchange for lower latency.

PACKET INFORMATION

STA Association Notification

Pirection
When Sent
SNIP FUNCTION IB

Purpose

Param § Value Format
R e T T &

E QIHQ rmaiacs iIPH i

e o o o o o

§ DS MAC ADDRESS

e e o o o e o o o

; WM MAC ADDRESS

B e e e cataitat LTI S

§ STA MAC ADDRESS

T B e e

Total RBize

22 Oclets

AP to Broadcast/Multicast
Upon 8TA asseciation

3

Tepelogy Updating

4 byte signature

o o o
i & byktes
s i e AP Identiﬁiei
i 6 bytes |
o Sttt
i & bytes
s Bttt 5
33
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$TA Disassociation Notification

Direction
When Sent
SHIP FUNCTION ID

Purpose

Param § Value Format
B I et o

E il!i FMFEFC! EF?' i

oo e e e e

i DS MAC ADDRESS

e T e S

[ WM MAC ADDRESS

B e T e

{ STA MAC ADDRESS

e T e T Bt
| RE&RSON |

o e e e e +

Total Size

24 Octets

AP to Broadeast/Multicast

Upon STA disassociation

34

4
Topology Updating
g

I & bytes
e

I 6 bytes
o e

i & bytes
e R S

2 bytes

.

L

S

4 byvte signature

AP Identifier
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Aceess Point IMCP Synchronization

Birection AP ip AP

When Sent Wihen an AP starts up or duving scanning
 SNIP FUNCTION 1D i1 .
Purpese Identification, Health, Topology

Param ¢ Value Format

e e e e e

Protp oM irer Rt o 4 byte signature
e T B T S S

} BSEID { & bytaes

e ST S e e S

Total Size
10 Oetets

Agcess Point IMCP Acknowledgement

Direction . AP tp AP

When Sent _ L"ﬁmz receipt of IMCP Sync
SNIP FUNCTION ID 12

Purpose Tdentification, Health, Topslogy

Param § Value Format

B L

R S T - A IR oL R " ‘ 4 byte signature
e e e T e S &

i BSSID f & bytes

B S e T T ettt &

i ROOYT BSSID i & bytes

e S s T e TS

Total Size

16 Octets

W
[
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Seek Best Parent Reqguest

Direction AP to Access Server

When Seni Upon startup and frequenily
SHIP FUNCTION 1D 13

Purpose . Topology Formatien, Operation

Param ¢ Value Format

e Tt T e &
PrIToMe R

o e e e e e
i DS MAC ADDRESS i
o e e e
i WM MAC ADDRESS i
T T ettt

| CC | PC | FR | HIL | CH |

e et T A e Tt &
i BSSID{0}] !
e o o o e o e o e e o e e
{S[O1 N[0l L
it T e T e AT &
{ BSSIDI1] !
e e o st e v e o s o e e e
{S[1YIN{LLY
it S R it L Lt 3
Bt T T e e e
i BSSIDIX] o
it S T e e &
{SIX] IN{X]
B R T e T ittt Mt Eee o
36

byte signature

bytes

bytas

bytes

bytes

bvtes

bytes

bytes

bytes

bytes

B

‘} AP Identifier
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X = pC-1 |
cC = CONNECT COST (0,1,2,3 with § being minimum)

HI = HEALTH INDEX (NUMBER OF UNIQUE ROOT PATHS)
FR - = FORCE REPLY

cH = CHANNEL

BC = PARENT COUNT (ROOT NODESSETPC 1O 0)

Sii} = Signal strength from Parent

T H | = Noise from Parent i

BSSID]i} = BSSID of Parent |

Total Size

21+ & * PC (MIN 21, MAX 1461)

Seek Best Parent Response

Direction Access Server fo AP

When Sent , Upon receipt of SEEK request
SNEP FUNCTION ID i4

Purpose Topelogy Fermation, Operation

Param § Value Format

B S e T ¥

Porxrp MR et et 4 byte signatures
i e e A e 8 ‘

i DS MAC ADDRESS I ) bytes
S SO S T S Y . AP Identifier
i . W MAC ADDRESS I bytes

et ST T AT S T T 2

H BESID i & bytes

B s S T S e e 2

{ENC {[AUT JLTC | DLBIDCA | CE | ¢ bytes

o o e e o o o

iDY  IMAH |LAS | ESL] XY |KTH | 6 bytes

~3

2
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e R s |

I TO [SKL |MASLIHEBI |

e s e e
I PRIMARY RADIUS I AUTPRT |
R s T s TS
i SEC RADIUS | RCCPRT |
S P S
§ WEP KEY 1 j
T Tt Y WS S S—
f WEP KEY 2 ;
R i LT E T ST VS
| WEP KEY 3 |
LTI W W R
i WEP KEY 4

o o e e e
i ESSID i
e e e e o o e e
i SHARED KEY

o e e e e
i NAS NAME |
o e e e

ENC = ENCRYPTIONTYPE
AUT = AUTHENTICATION TYPE
ESE = ESSED LENGTH'

Ki =WEPKEY INDEX

SKEL =SHARED KEY LENGTH
NASL = NAS ID LENGTH

PRIMARY RADIUS = PRIMARY 862.1X RADIUS SERVER IP ADDRESS
AUTPRYT = AUTHENTICATION PORT
SECONDARY RADIUS = SECONDARY 802.1X RADIUS SERVER IP ADDRESS

i3

13

i3

13

ESL

SKEL

. NASL

bytas
bytes
bytes
bytes
byteé
bytes
byte;
bytes
bytes

bytes
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ACCPRYT = ACCOUNTING PORT

BLE = DYNAMIC LOAD BALANCING

DCA = DYNAMIC CHANNEL ALLOCATION
LTC = LATENCY THROUGHPUT CONTROL (8 for Lewest Latency, 1 for

Tradeoft)
MAH = MAX ALLOWABLE HOPS
HBI = HEARTBEAT INTERVAL

LAS = LOCATION AWARENESS SCAN INTERVAL

CH = CHANNEL NUMBER
DT =DELTAT '

KTH = DYNAMIC LOAD BALANCING KICKIN THRESHOLD
TO =LATENCY/THROUGHPUT TRADEOFF

Channel Scan Lock Réquesl

Direction APt Access Server
When Sent Before scanning
SNIP FUNCTIONID 15

Purpose Health

Param § Value Format

i T e e 8

Iy oM e TR

e o o o o e e O
i DS MAC ADDRESS i
o e o et bl b
§ WM MAC ADDRESS H

o on e s et e e e Tttt

Total Size

16 Gctets

a3

4 byte signature

6 bytes 1
AF Identifier

& bytes J
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Direciion

When Sent

Access Server fo AP

When Access Server determines

SNEP FUNCTION ID 16
Purpose Health
Param § Value Format
R i LTl DS 4
I ’M'FE'C' jrer | 4 byte signature
s St e e e ST =
f DS MAC ADDRESS | & bytes
o e s s AP Identifier
i WM MAC ADDRESS I & bytes §
Dt T R ¥
Total Size
16 Octets
Channel Scan Release Lock Request
Birection AP o Access Server
When Sent Aﬁer finishing scanning
SNIP FUNCTION ID 17
Purpose Health
Param § Value Formai
i e L &
PorIYE O"MTETCT TR 4 byte signature
T e S e e &
§ DS MAC ADDRESS § & bytes —
e R R e S ik o t AP Identifier
- WM MAC ADDRESS | & bytes ‘f
s e e e T e =
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Total Size ,

16 Octels

Channel Scan Release Lock Response

Direction Access Server to AP
When Sent Upon receipt of Lock Release Request
SNEP FUNCTION ID i8
Purpose Health
Param § Value Format
e T s e
| CIt) Mt rer B | 4 byte signature -
s S T e
i DS MAC ADDRESS | 6 bytes ‘
o o e e e 1 e e o e e o o e e \L AP Identifier
i Wi MAC ADDRESSE j & bytes
e T e S Tt ST 3

Total Size

16 Octets
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Access Point Reset

Direction Access Server o AF
Whenb Sent When settings change
SNIP FUNCTION 1D 1%

Purpese Operation

Param § Value Format

bt T Rahmitat et 4 )

AU RLS * L AL G L - 4 byte signature

e o o s oo e o e e e

i DS MAL ADDRESE i 6 bytes -~

e s ettt st s Rl o e AP Identifiex
} W MAC ADDRESS § & bytes

B Tt o o o o o o e

Total Size

16 Octets
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APPENDIX B

DISTRIBUTED ADAPTIVE CONTROL ALGORITHM FOR AB-HOC WIRELESS
PERSONAL AREA NETWORKS © 1992-2003 Advanced Cybernetics Group, Inc.

All rights reserved.

TECHNOLOGY DESCRIPTION

CONVENTIONAL ROUTING PROTOCOLS

Distance-Vector Routing (BV)

Each node maintains a table of approximate distances of nodes. Nodes send the table
out to nearest neighbors. The receiving nodes update their tables and recaloulate routes using
a shortest path algorithm. Thus routing decisions are made using sub-global approximations '

and are not optimal especially in a dynamically changing environment like WPARNSs.

Link Staie Routing (1.8}

Tiach node maintains a view of the entire network and broadeasts the state of the link
Lo its nearest neighbors. The receiving nodes update their tables and recalculate routes using
a shortest path algorithm. Pros include: widely used and commercialized; well tested; well
documented. Cons include: well suited for static environments, not for dynamic
environments; infrastructure otiented (dedicated hosts are organized for routing); not suited

for resource constrained, low power devices

STANDARD AD-HOC ROUTING ALGORITHMS
The IETF Mobile Ad-Hoc Networking Standard (MANET) has proposed the
following AD-HOC routing algorithms.
Destination Seguenced Disiance Vector Routing (DSDV)
s A version of BV adjusted for AD-HOC networks.
& Power management is not considered
®  Does not have dynamic adaptive load balancing
s Convergence times can be large

s No support for QOS
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s No zonal/multi-channel Suppﬁﬂ
AD-HOC On Demand Distance Veetor Routing (AODY)
e Reactive as opposed to pro-active
e Uses L3, hence is shielded from the MAC and PHY layers
S e Supports only one route per destination
s Does not have dynamic adaptive load balancing
e Power management is not considered
e Doesnot sappﬁﬂ unidirectional links
e No sapport for QOS
10 s MNo zonal/multi-channe! support

Dynamic Source Routing (BS)

e Reactive as opposed 1o pro-active. Roules are fearnt on~demand and hence can

slow down the performance
& [locs not have dynamic adaptive load balancing

i5 & Power management is not considered

s Needs support from either the MAC layer or the network layer for including the

route information
s No support for QOS5
e No zonal/multi-channel support
24 Zone Routing Protocel (ZRP}
e Divides the network into zones
s Intra-zone routing is left to the implementer
e Inter-zone routing uses a reactive as opposed to pro-active protocol
e Does not have dynamic adaptive load balancing ‘
25 e Power management is not considered

e [No support for Q3OS

44

EX1007, Page 81



wn

10

25

ALGORITHM DESIGN CONSIDERATIONS

Mo Central Controf ‘

AD-HOC WPAN’s typically work in environments where there cannot be any level
of central intelligence as far as routing and parametric decisions are concerned. This requires
the algorithm to be truly distributed and every device must be able to make decisions by
itself. '

Self-configuring

AD-HOC W PAN’S by definition need to be self-configuring without having the need
for any network plan.

Self-healing/Fault Tolerant

AD-HOC WPAN’s need to be self-corrective and fault tolerant. Devices must be

-able to change their routing decisions in real-time as soon as a path gets clogged or closes

down.

Dynamic Adaptive Load Balancing

The foad on the network maust be balanced fairly across all possible paths, and this
decision must happen dynamicaliy in an adaptive manner,

Pro-active Routing )

The routing dﬁsisions need to be made on a pro-active as opposed to an on-demand
basis. This ensures that the task of routing does not interfere with the device’s primary
responsibility, which is to accomplish its own functionality.

Varied Bandwidth/QOS8/Power reguirements

Devices have varied bandwidth requirements, some need isochronous performance
{fixed latency), and some need bounded latency, and some might be power constrained and
must use very low power for their transimissions.

Low memeory footpring

The design of the algorithm must consider the fact that WPAN would typically
consist of low footprint resource constrained devices.

‘Multi-Zone/Multi-Channel Sepport

The design of the algorithm must consider tf}c support for routing between multiple

Pico-cells or multiple network zones.
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Network layer independent

The algorithin must not depend on the existence of a network layer protocol like IP.
The algorithm must directly use the services provided by the MAC sub-layer. '

Efficient Topology Lookup and Modification

Every device in an AD-HOC WPAN plays dual roles:

¢ Accomplish s own funt:ﬁonality, which could involve sending packets cither

directly or via another device. (Primary Role)

e Forward packets of other devices. (Secondary Role)

The design of the algorithm must consider the fact that, the primary role of every
device on the network is to accomplish its own functionality, and routing of packets of other
devices is secondary {unless the device s a special node that is just present for forwarding)
and must not affect the performance of its primary role,

For the primary role, this means whenever the device has to send out itsbwn data
packet, to another device the routing decision must be very fast,

For the secondary role, this means whenever a device receives from another source
destined to another device, it must be able to readily reference the routing decisions made by
the source according to its Bandwidth/QOS/Power requirements.

When a device goes down, the topology and the routing decisions need to be

modified in real-time so thai network performance levels are maintained.
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TECHNOLOGY IMPLEMENTATION

The Algorithm uses control systems approach wherein every device sends out a
broadcast heartbeat packet info the medium, at a specified frequency.
Header

S TS N U SN SU S SOV RO SIS

ISQNR]  TOLL | HOPCOST |NC|LP|
+__--+u-_uv+-“.m3um,+m_+m_-b--n---+--_-+~--—+——--+~m\+

1 4 4 i1 "
Payload

IDSIZE 1
SONR =1 BYTE SEQUENCE NUMBER (0-255)
TOLL =4 BYTE DEVICE TOLL COST
HOP COST =4 BYTE DEVICE HOP COST
NC =1 BYTENEIGHBOUR COUNT (0-255)
LP  =1BYTELOW POWER/HIGII THROUGHPUT FLAG
DEVICE ID = DEVICE IDENTIFICATION SEQUENCE (e.g. MAC ADDRESS)

RSSI =1 BYTERELATIVE SIGNAL STRENGTH INDEX

TOTAL SIZE OF HEARBEAT PACKET = [IEADER SIZE + NC *PAYLOAD SIZE

=114 NC* (D SIZE + 1)
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Sequence Number

Sequence Number is a one-byte counter incremented upon the transmission of a
heartbeat packet. This counter will wrap to § afler il reaches a value of 255.
Whenever a device receives a heartbeat packet, it updates the sequence number for
5 the source in its own tables. The device then retransmils the heartbeat packet so that other
devices distant from the source can also receive it. if a device receives a heartbeat packet
with a sequence number less than or equal to the noted sequence number for the source, the
packet is discarded. ‘
The sequence number is significant because of the shared miuﬁ: of the wireless

Liryas

10 mediuvm. Lets consider Figure 1 and a scenario where node “27 has just come up.

Figure §
When the node labeled “2” sends out its heartbeat with sequence number “1” node
15 “1” and “3” will hear the packet and update the entry corresponding to node “27 with the
value “1”. Since both “17 and “3” bave heard “2” for the first time, they both will reiraﬁsmii
the packet so that distant devices and new devices which have just come up can receive the
heartbeat. Lets assume that node “17 relays the heartbeat first. Nodes “2” and “3” would
hear the packet again. “2” would discard it because the original sender is itself, whereas “3”

Ly

20 would discard it as its tables already indicate sequence number “1” for node “27.
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Now “37 rcia.yé; the packet and “4” receives it and updates its tables before retransmitting it.
For a network with N nodes every heartbeat packet is transmitted N times for the first time.
Thus the sequence number helps prevent broadeast flooding for heartbeat packets. This
mechanism is only used for the first heartbeat packet. For broadcast/multicast data packets

and subsequent heartbeat packets, an optimized technique is used which is discussed below.

Figure 2

When the node “2” sends out the heartheat packet with sequence rumber *27, both 1
and 3 hear the heartbeat and update the table entries corresponding to node “27. Both *17
and 37 would then refer to the Single Source Shortest Path (888P) tree corresponding to
node “2” as shown by the solid blue lines in Figure 2 above. According to the tree “17 does
not have any “child” and henee will not forward the packet further. “3” on the other hand has
“4” as its child and hence will forward the packet to *4”.

Hence subsequent heartbeat packets are sent M <= N times, where A is the number of
levels in the SSSP tree for the source node, and N is the number of devices on the network. If
in the mean time another node comes up and hears the heartbeat for the first time, it will

retransmit the packet, but the sequence number will help other nodes discard the packet.
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Multi-zone/Multi-channel support is explained later in the document for the purposes of

brevity.
Deviee Toll Cost (Dte)

The Device Toll Cost is the value charged by the device for forwarding a packet to
one of its neighbors. This value is used in delermining the optimal routes. This value helps

in the dynamic adaptive load balancing of the network.
Beviee Hop Cost {Dhe)

The Device Hop Cost is the expense incurred every time a packet needs to be sent via

another device. This value helps in the determining QUS requirements of the node.

Low Power/High Throughput Flag {Lp)

“159

This flag is set to for devices that use a routing table optimized for low power

consumption/high throughput.

ALGORITHM DATA-STRUCTURES
Netweork Representation

The algorithm uses a Directed Weighted Graph (BDWG) for representing the networks,
which may have onidirectional links and Un-Dirccted W cigvht'cd Graph (UWG) for networks
having bidirectional links only. The devices on the network form the set of vertices for the
gréph Based on the information in the heartbeat packet, edges are added to the graph with

an initial weight that is inversely proportional to the RSSL

Graph Representation

Traditionally graphs have been represented using either adjacency matrices or
adjacency lists. Adjacency matrices offer fast O ¢J) edge lookup and modification, but tend
to be wasteful if the number of edges in the graph is a lot less than N, where N is the number

of devices. The maximum number of edges is P> for 3 DWG and "C; for 3 UWG.
24
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Practically the pumber of edges N, in a WPAN would be much lesser than "#; and hence
much lesser than N” number of edges, for N>= 2, "P N, "C, <N o~
Adjacency lists on the other hand save memory, bui offer ( (M) worst-case edge
lookup and modification, where M is the number of edges on the list, and hence tend
S to affect the overall routing performance. The algorithin uses a specialized representation of
a graph that offers acceptable performance and has lower runtime memory requirements.
A graph object in the algorithm has the following attributes:
s A vertex hash table for fast vertex lookup and modification
e An edge hash tabie tor fast edge lookup and medification
10 e A vertex list for verfex emumeration
e Ancdge list for edge enumeration
A vertex objcet exists in both the graph’s vertex hash table and on the graph’s vertex
list. A vertex object also includes an edge list for all incident edges. In addition, a veriex
object also has 2 spare link pointers through which it can exist in 2 more lists.
An cdge object on the other hand exists not only on both the graph’s cdge hash table and the
- graph’s edge list, but alse exists on the following:
e If un-direcied, on the edge lists of both the vertices it is incident upon
e . If directed, on the edge list of the source vertex,
In addition an cdge objcct also has 2 spare link pointers through which it can exist in 2
24 more lists. |
The 2 spare link pointers on the vertex and edge objects are helpful for algorithms that
operate on graphs for sorting purposes. These algorithias can sort vertices/edges in any
manner they deem without having to aiiocaté/fme additional memory.

Graph algorithms can also save custom data pointers within the vertex and edge objects.
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- List Link

Spare Links

Hasly Link

Figure 3
’
Vertex2 ListLink  Graph List Link -
t e +
\. ‘ Spare Links
Edge ®J
Vertexd List Link  Graph Hash Link

Figure 4

This specialized data structure helps answer the i‘bllowi{ng questions regarding the graph
very quickly.

e s Vertex ‘X on the graph?

e Isthere an edge between Vertex X and Vertex “Y’7 If yes what is the initial edge

cost? |

& What are the edges incident upon Vertex 277

e Enumeration of all the edges on the graph

s Enumeration of all the vertices on the graph

The edge and vertex lookup times are dependant on the bucket size of the hash tables

used. The value of the bucket size can be changed as required.

Lh
N
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ALGORITHM OPERATION
Direct Heartbeat Reception

{pon receipt of a direct heartbeat (from a source we can directly hear), the algorithm

takes the following steps:

5 1. Lookup vertex for the source. If the vertex is not present, create a new vertex for the
source and initialize its corresponding custom vertex data.

2. Lookup cdge between the source and us. If an edge is not present, creale a new edge
between the source and us and initialize its corresponding custom edge data.

3. It the sequence number of the heartbeat is less than or equal to the sequence number

i0 noted in the custom vertex data, discard the packet. End.

4. Update the RSSI information and the last known good time in the custom edge data.

5. Update the scqucnce nmﬁbcr, toll cost, hop cost, and low power flag in the custom
veriex daia. '

6. If the source was heard for ths.ﬁrst time (an edge was just created), then forward the

15 packet by re-transmitting if, and go to step 8.‘

7. Lookup our position on the source’s SS8P tree. If we have nodes below us on the tree
forward the packet by re-transmutting it. ‘

&. For evety payload entry

a. Lookup vertex and create it of not present.
20 b. Lookup an cdge between the source and the vertex, and create it if not present.
c. Update the R55{ information and the last known good time in the custom
cdge data.
In-direct Heartheat Reeeption
25 Upon receipt of an in-direct heartbeat {from a source we cannot directly hear), the
algorithun takes the following steps:

t. Lookup vertex for immediate transmiiter. If the vertex is not present, create a new
vertex for the immediate transmitter and initialize its corresponding custom vertex
data.

30 2. Lookup edge between the inunediate transmitter and us. If the edge is not present,

create a new edge and initialize its corresponding custom edge data.
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3. Lookup vertex for the source. If the veriex is nol present, create a new vertex for the
source and initialize its corresponding custom veriex data.

4. ¥ the sequence number of the heartbeat is less than or equal to the sequence number
entered in the source vertex's custom vertex data, discard the packet. End.

3 5. Update the RSST information and the last known good time in the custory edge data,
for the immediate sender.

&, Update the sequence mumber, toll cost, hop cost, and low power flag in the custom
vertex data for the source. V

7. if the source was heard for the first time (an edge was just created), then forward the

10 ' packet by re-transmitting it, and go 1o step 9.
§.. Lookup our position on the source’s SSSP tree. If we have nodes below us on the tree

forward the packet by re-transmitting it

9. For every payload eniry
a. Lookup vertex and create it of not present.
15 b. Lookup an edge belween the source and the vertex, and creale i 1 not present.

¢. Update the RSSI information and the last known good time in the custom
edge data.
Heartbeat Transmission
Before transmitting the heartheat packet, the algorithm takes the following steps:

20 1. Check the last known good timestamp for every edge, and delete edges whose last
known good times are greater than X -* [/, where £>=2 is a chosen constant, and U is
the heartbeat update interval chosen for the network.

2. Calculate our own Redundemcy Index R{ for health indication purposes. This is done
as follows:

25 a. Initialize Good MNodes Count GNC to 0

b. For every vertex we can reach, using an edge incident upon us, mark the edge
as closed, and try to reach the veriex using any other path. I the vertex can be
reached, increment GNC., ) ‘

Good Nodes Ratio GNR = (GNC/TOTAL _INCIDENT EDGES)
30 d Incidence Ratio IR =
TOTAL_INCIDENT EDGESATOTAL VERTEX COUNT-1}
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e. RI=(GNR*O6+IR*04)*100
3. For every vertex compute the SSSP tree for this vertex, using the SSSP algorithm
described below.

4. Add every edge incident upon us to the heartbeat packet and send out the heartheat

wn

packet, with our DTC, DHC and sequence numbers, ‘

5. Increment sequence number.

Single Source Shortest Path (888P) algorithm
The SSSP algorithm used here is a modified version of Dijkstra’s SSSP algorithm.
10 The original Dijkstra SSSP algorithm uses pre-computed edge costs, where as in this
maodified al gdrithm instead of using the edge costs, we compute the Destination Vertex Cost
DVC trom the RSSI information, dynamically as we proceed in the algorithm.
The modified algorithm makes use of the spare links provided by the vertex and edge objects.
1. Imtiahize the Vertex Cost VC to o, and the Vertex Edge VE 1o NULL for all vertices,
15 other than the source. For the source vertex, set 1'C to 0 and VE to NULL.
2. We use the two spare links provided in the vertex object, to form a doubly linked list
of vertices, without having to allocate or frec any additional mem@y. Sat the source
_vertex as the head of this doubly lnked list, set the Hop Count HC for the source
vertex to be 0.
20 3. Forevery vertex in the doubly linked Hst
a. We use the two spare links provided in the edge object, to form a doubly
linked list of edges, without having to allocate or free any additional memory.
- For every edge incident on the vertex, compute the Final Edge Cost FEC
using the equation given below,
FEC = (100 - RSSH) + HC * DHC + IC
TC=0iHC =0 DICKHHC <> 0

N
(]

Use insertion sort to insert the edge onto the doubly linked list sorted in
ascending order of FEC. We call the vertex in context the Control Vertex, and
the edge destination the Destination Vertex.

36 b, For every edge on the doubly linked list
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i.  Compute 2FC using the equation given below.
For Low Power Consumption: .
DVC = MAX (VC of Control Vertex, FEC)
Otherwise:

DVC = VC of Control Vertex + FEC

. IfVC for Destination Vertex = o then, set VC for Destination Veriex
to DVC, VE for Deslinm‘i@ﬁ Vertex to the current edge, HC for
Destination Vertex to HC of Control Vertex + 1. Go to Step iv.
i, M VO for Destination Veriex > DVC then, set VC for Destination
Vertex io DVC, VE for Destination Vertex to current edge, HC for -
Destination Veriex 10 HC of Control Vertex + . Remove
Destination Vertex from doubly linked list.
tv.  Use insertion sort, to insert Destination Vertex into doubly linked
list.
4. Create a new graph object for the SESP tree.
3. Add every vertex in the original graph, to the SSSP tree and every vertex’s VE 1o the

SEEP tree.
TECHNOLOGY EVALUATION

Neo Central Control
| The implementation of the algorithm makes il clear that it is truly distributed without
the need for any central control. The impicnlc;ntér has to choose appropriate values for X and
U depending on the physical characteristics of the network.
Self-Configuring 7

Any device can join the network instantly. Devices already present on the network
can discover the new device after the heartbeat packet transmitied by it is propagated through
the network. The device iiself’ can report its health using the value of 81 This information

can help the user choose an appropriate location for the device,
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Self-Healing/Fault Tolerant

The hearibeat packets sent by the deviees, make sure that the system can recover from
route and device failures.
Dynamic Adaplive Load Balancing

The devices can adaptively increase or decrease the valne of their D7C, so as to

B

trigger changes in the SSSP trees of other devices. E.g. when a device detects that a fot of
devices are using it for forwarding packets, it could adaptively increase its D7C so that the
iraffic then flows through other devices on the network. Simtlarly when the device deiccts
that the traffic load through it has decreascd, i could adaptively decrease its D7
1 Pro-Active Routing

The computation of the SSSP wree by every vertex, for every vertex makes the
algorithm very pro-active, This means route planning times are minimized at the time of
packet sending and forwardiﬁg.

VYaried Bandwidih/Qos/Power Reguirementis

Nt
(o]

The DHC value of a device changes the wéy in which its SSSP tree is mmputéd. Low
latency driven devices can set DHC to a high value to make sure their 35SP. trees are.
cerﬁputed with minimuom number of hops. Low Power Flag chooscs edges 5o as to minimize
the transmit power for the devices,

Low Memory Footprint \

20 The specialized data structures used by the algorithm provided acceptable
performance and use reasonably low memory. For a network with very large number of
devices e.g. 10,000, the network could be divided in(ﬂimuiﬁpiﬁ zones, 50 as to provide
acceptable performance using low memory. Multi-Zoning is explained in the next section.
Multi-Zone/Multi-Channel Support ‘

A WPAN can be divided into 2 or more Pleo-nets using different RF channels, so as

&3
(93]

to minimize the interference between them. Two attractive approaches are explained below.

30
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Common Device Approach

Figure 5

N
?

Figure 5 shows two Pico-nets comprising of nodes (1.2,3.4) and {5.6,7.8)
respectively. Both Pico-nets are operating on different RF channels 50 as to not interfere with
each other. Node 9 is a node having two interfaces, one listening to the RF channel for the
{irst Pico-net and the other listening to the RF channel for the second Pico-net. Hence Node 9
is designaled as the Common Device.

When Node 9 is turned off both Pico-nets can only operate independently.
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Figure 6

When Node 9 is turned on both Pico-nets can now not only work independently, but
can also use Node 9 to route information between the Pico-nets, Node 9 eosures that the
heartbeat packets generated in both Pico-nets are forwarded to the other Pico-net. Thus

devices of both Pico-nets view the network as one combined Pico-net.

Common Router Approach
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Figure 7

Figure 7 above shows two Pico-nets comprising of Nodes (1,2.3,4) and (5,6,7.8)

respectively. Here the Nodes 4 and 5 have been designated as Common Rouiers. Separate RF

5 channels are used for the Intra Pico-pet and Inter Pico-net communications. When the
LCommon Routers are turned off, both Pico-nets can only work independently.
When the Common Routers are turned on, the Figures 8 and 9 below show the Intra Pico-net
SSEP trees of both Pico-nets respectively, Figure 10 shows the entire topology.
10
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Figure 9

Figure 10

The heartbeat packets transmitted by the Common Routers are different for Inter Pico-
net and Intra Pico-net communication. For Intra Pico-net copumunications, the Common
Routers include only the Pico-net members they hear in their heartbeat packets. Hence for the
first Pico-nct, the Intra Pico-nct heartbeat sent out by 4 would include entries for Nodes 1,2
and 3. Even though Node 4 can also hear Node 5, the Intra Pico-net will not have an entry for
Node 5.
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The Inter Pico-net heartbeat transmitted by Node 4 will include eniries for Nodes
1,2,3 and S. Hence only the Common Rouiers will need to know about the entire topology.,
whereas individual devices will only need (o know the topology of their Pico-net. ‘
Whenever a device needs to send a packet to a device that is outside its Pico-net, the packet

5 is sent to the Common Router for that Pico-net.
Neﬁwufk Layer Independent R

\ Clearly the algorithm described does not depend on any Network Layer protocol like
IP. This algorithm is also independent of the MAC sub-layer although its use is intended to

be at the MAC sub-layer.
10 Efficient Topology Lockup And Madification

The specialized graph data structures used by the algorithm are designed for efficient

topology leokup, offering acceptable performance over a reasonably large number of nodes.
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U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
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MICHAEL J. CHERSKOV
123 WEST MADISON STREET ANRTO OO AL ARTEE AT R Y
SUITE 400

CHICAGO, IL 60602
Date Mailed: 09/30/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Francis DaCosta, Santa Clara, CA;
Sriram Dayanandan, San Jose, CA;
Applicant(s)
MeshDynamics, Residence Not Provided

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CIP of 15/908,108 02/28/2018 PAT 10785316
which is a CIP of 15/728,863 10/10/2017 ABN
which is a CON of 14/740,062 06/15/2015 PAT 9819747
which is a CIP of 13/571,294 08/09/2012 PAT 9172738
which is a CIP of 12/696,947 01/29/2010 PAT 8520691
which is a CIP of 11/084,330 03/17/2005 ABN
which is a CIP of 10/434,948 05/08/2003 PAT 7420952
which claims benefit of 60/421,930 10/28/2002

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.
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Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/29/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/027,381

Projected Publication Date: To Be Determined - pending completion of Corrected Papers
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

HIGH PERFORMANCE WIRELESS NETWORK
Preliminary Class
370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
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community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPIO.gOV

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
17/027,381 09/21/2020 Francis DaCosta 0357-03728
CONFIRMATION NO. 5169
27197 FORMALITIES LETTER

MICHAEL J. CHERSKOV

123 WEST MADISON STREET ORI LA AR
00000012 9

SUITE 400 026330
CHICAGO, IL 60602

Date Mailed: 09/30/2020

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

« A substitute specification in compliance with 37 CFR 1.52, 1.121(b)(3), and 1.125, is required. The substitute
specification must be submitted with markings and be accompanied by a clean version (without markings) as
set forth in 37 CFR 1.125(c) and a statement that the substitute specification contains no new matter (see 37
CFR 1.125(b)). The specification, claims, and/or abstract page(s) submitted is not acceptable and cannot be
scanned or properly stored because:

« The specification contains drawings or flow diagrams (37 CFR 1.58(a)) on page(s) 48, 49, 52, 58-61.
Drawings or flow diagrams cannot be embedded in the specification and should be submitted separately in
accordance with 37 CFR 1.84. (Both a substitute specification in compliance with 37 CFR 1.125 and new
drawings in compliance with 37 CFR 1.84 and 1.121(d) are required).

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https://sportal.uspto.gov/authenticate/AuthenticateUserlLocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/agoitom/
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PATENT
CONFIRMATION NO. 5169

UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Francis DaCosta

Application. HIGH PERFORMANCE WIRELESS NETWORK
Serial Number: 17/027,381

Filing Date: September 21, 2020

Art Unit: 2465

Attny Docket: 0357-03728

Submitted via EFS-Web on November 30, 2020.

Box: MISSING PARTS 123 West Madison Street
Commissioner for Patents Suite 400
P. O. Box 1450 Chicago, Illinois 60602
Alexandria, VA 22313-1450 (312) 621-1330

RESPONSE TO NOTICE TO FILE MISSING PARTS

Dear Sir:

The September 30, 2020 Notice to File Missing Parts indicated a new copy of the
specification was required, as certain pages included diagrams and other figures.

In response, applicant submits a clean copy of the specification. The specification spans
pages 1-30 of the original filing, with no changes.

Pages 31-62 comprise an appendix and are being submitted separately. As the appendix
will not be published, applicant submits that the in-line figures and flow charts are acceptable.

As the clean copy does not include any amendments, other than clarifying that pages 31-
62 are an appendix, a marked-up copy is not included.

By this response, Applicant has made a good faith attempt to comply with the

requirements of the Notice to File Missing Parts of Nonprovisional Application. Therefore,
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In re daCosta (Ser. No. 17/027,381)

Response to Notice

Page -2-

Applicant believes the application is in condition for examination and the same is respectfully

requested. If the Examiner believes that a telephonic interview will expedite examination, he is

respectfully urged to contact the undersigned.

Respectfully submitted,
CHERSKOYV FLAYNIK & GURDA, LL.C

By: /Szymon M. Gurda/
Szymon M. Gurda (Reg. No. 58,451)
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Clean Copy of Specification

HIGH PERFORMANCE WIRELESS NETWORK
Inventors: Francis daCosta and Sriram Dayanandan
CROSS- REFERENCES
[0001] This application is a continuation in part of 15/908,108 filed on Feb. 28, 2018,
presently pending, which is a continuation in part of 15/728,863. The application 15/728,863
filed on October 10, 2017, abandoned on June 18, 2020 was a continuation of 14/740,062. The
application 14/740,062 filed on June 15, 2015, issued as U.S. Patent 9,819,747 on November 14,
2017 was a continuation in part of 13/571,294. The application 13/571,294 filed on August 9,
2012, issued as U.S. Patent 9,172,738 on October 27, 2015, was a continuation in part of
12/696,947. The application 12/696,947 filed on Jan. 29, 2010, issued as U.S. Patent 8,520,691
on August 27, 2013 was a continuation in part of 11/084,330. The application 11/084,330 filed
on March 17, 2005, abandoned on November 26, 2010 was a continuation in part of 10/434,948.
The application 10/434,948, filed on May 8, 2003, issued as U.S. Patent 7,420,952 on September
2, 2008, was a non-provisional of 60/421,930, filed on October 28, 2002, presently expired. The
contents of each application is hereby incorporated by reference.
FIELD OF THE INVENTION
[0002] The present invention describes an adaptive software layer for a distributed set
of wireless communication devices that communicate with each other in a wireless network. The
software control layer addresses low latency requirements (for applications such as voice) and
high throughput requirements (for applications involving data transfer). One embodiment of the
present invention provides the software control for wireless (devices, such as, but not limited to
Access Points, employed in a convergent enterprise network supporting voice, video and data. A
topical application of the software control layer is a home or personal networking environment
(PAN) using Ultra Wide Band or Wi-Fi as the communications medium. Another topical
application of the adaptive software control layer is extending wireless communication range
using mesh networks for Metropolitan Area Networks (MAN). Lastly, the software control layer
is also relevant to both home and enterprise Wireless Local Area Networks (WLANS).
BACKGROUND OF THE INVENTION
[0003] There is increasing demand within the enterprise, the home and within cities
to employ one wireless network to support both voice, video and data traffic. Currently, the
"voice" network, e.g. the telephone system, is separate from the "data" network e.g. Internet

connectivity and access to enterprise data over a Local Area Network (LAN). Convergence
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is, as the name implies, the ability to converge these two networks into one network,
centrally managed by one access server servicing a network of relay and feaf nodes.

{8604 The challenge lies in pmviding - within the same wireless network - the
ability to address potentially conflicting latency and throughput needs of diverse applications.
For example, voice needs to be tansmitted with low delay (latency). Oceasionally lost voice
packets, while undesirable, is not fatal for voice transmissions. Canvcrseiy, dats
transmissions mandate delivery of all packets and while low latency is desivable it is not
essential. In ecssence transmission across the wireless network should ideally be driven by the
needs of the application. The table below lists some types of applications and their latency

requirements.

Delivery Tvpe Deseription

Asynehronous No consiraints on delivery time ("elastic™): e.g. email

Synchronous Diata is time-sensitive, but requirements flexible interms of delays
Interactive Deia;&éﬂhﬁs:eabi@ hut not adversely affecting usability or functionality
isochronous Time-sensitive: delays adversely affect usability. E.g. voice/video

Mission critical | Data delivery delays disables functionality

{0005] A wireless network provides service 1o a diverse set of applications, with
varied lateney requirements. One approach to make damb wireless devices, that are nodes of
the network, more application aware by implementing QoS (Cuality of Service} reservation

schemes dictated by the application server.

{6066} Changing the rate the queue is serviced can also be accomplished by
specialived commuinications between wireless coromunication devices such as Access Point
{AP) nodes and the access server to ensure that voice and data, for example, are serviced at
different time intervals. Unfurtunately, this adversely affects scalability and redundancy of
the system: the access server is now micromanaging the network and has become a single
point of failure. A paramount concermn of any network is distributed control, especially a

network handling voice, video and data.

[
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[BBOTY Another shortcoming of a centralized approach - central control and central
execution - is the cost of mainlaining a central control point with all intelligence and control
at one focation and dumb communication devices distributed in the enierprise. The cost of
the central control point is high, , and the dumb aceess points are not any less expensive than
smart access points — since the smarts is in the software. Thus a distribu’ted approach is far
less expensive — In addition to being more cost effective a distributed approach is more fault
vt@ie:ra.nt and has built in fail-safe redandancy. The only way to get redundancy out of

centralized approaches is to buy multiple central control poinis — an expensive approach.

J068] Building a reliable wireless network comes with other constrainis specific to
wireless. Some routing paths may be best for voice and video, others for data. In Ethernet
applications separate routing paths is easily accomplished. But in a wireless network,
operating over radio, the cost of associating and disassociating with a relay node ~ to switch
to new routing paths - is prohibitive. Multiple radios, supporting separate voice and data
channels is possible but expensive. It is preferable, therefore, if each AP node can support

hoth voice and data transmissions with a one “chamnel”.

{80069 Furthermore, mesh networks have been around for years now, the Internet
being an excellent example. Reouters exchange information about cach other and build up
their routing lables, and use the entries in the routing table to ;ﬁake routing decisions.
Although they work, these algorithms are sub-optimal at best and are more oriented towards
wired or wire-like interfaces, which are exclusive “non-shared” communication mediums.
Wireless Personal Area Networks (WPANS) pose an entirely ditferent sot of challenges for
AD-HOC networks because of the following reasons: shared non exclusive medium with
finite communication channels; dynémicaiﬁy changing environment; shorter distances; used
by resource constrained low power devices. There is therefore a need for an approach to
solving these sets of challenges, using a low footprint distributed adaptive control layer that

is aware of the above set of problems.
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SUMMARY OF THE INVENTION

16616} Accordingly, there is a need for, and an objective of the present invention, to
develop an adaptive wireless network, based on “smart” communication devices such as
Access Points (AF) that provide embedded intelligence at the edge of the network, are
5 application aware and provide cost effective distributed sensing and control of the network.
An additional objective of this invention is to allow the characteristics of the network 0 be
set by a ceniralized access servet, which can thus “tune” the character of ihe network to be
anything betwaen the two extremes of low latency to high throughput, based on the needs of
applications running in the enterprise. The invention also sup*pmts the possibifity of running
10 multiple types of networks supporting anything between the twe extremes of low latency and

high throughput, using multiple radios at cach node for each distinct type of network.

K As an ilusteation of central control but distribuied intelligence, consider Fig.
1. where the star network depicted has low latency (Sce Fig. 1B for the latency in the status
15 panel). However, since the signal strength varies inversely with the distance from the Access
Point, as shown in Fig. 1A in the ook up table (conirol panel} on the top lefi corner. the price
is poor throughput. If all devices are required to cannectbdirecily to the root node as shown,
regardless of their distance from the root node, then the overall throughput of the network

can be low.

20
[8012]  Since the signal strength varies inversely with the distance, it may be
advantageous, from the perspective of better signal strength and overall better throughput for
some AP nodes to conneet 1o an intermediate AP rather than {o the root, as shown in Fig. 2C.
in Fig. 2, the throughput of the network has increased, see Fig, 28, because two nodes are

25 connecting {o other nodes (relays) with an overall increased throughput from 44.1 to 62.2.

{See Figs. 1B and 2B).

10013] The number 44.1 is a measure of the throughput computed based on the look
~up table shown in Figs. 1 and 2 where distance from the root causes a rapid decrease in
30 throughput. The throughput is expressed as a percentage, where a connection to the root at

zero distance would be the maximum possible throughput: 100%.

EX1007, Page 117



10

[_—
4

{0B14] While the throughput increased to 62.2, the tradeoff is more hops, resulting in
a loss of latency for higher throughput. In Fig. 2, the latency has increased as a measure of
the number of hops from an Access Point {AP) to the root node. It is 1.6, since some nodes

now are 2 hops away from the root node.

{0615} The ohjective of this invention is to allow the Aceess Berver to set some
lateney/throughput constraints that causes cach AP node to change their relationships o each
other and consequently the character of the network. Control parameters, set by an access
server can then tune the wireless network to provide a mix betwesn the two exiremes of max
troughput and fow fatency. As shown in Fig. 3, parameters set by the access server cause
the network to sei}f configure prbviding an avcrage atency o 1.3 from 1.6, (See Figs. 3B and
8. Even ihougﬁ the throughput has reduced from 62.2 to 57.0%, it is still betier than 44.1,

the case in Fig. 1.

jo01s] The approach taken to modify the network is completely decentralized - the
changes in the network take place with algorithims running in cach AP node. The Access
Server does not change the characteristics of each node, it simply sets the parameters
governing the characteristic of the network — and let the AP nodes reconfigure their
relationships to meet the objectives set by the Access Server. Thus the Access Server can
control the behavior of the network without necessaril v controlling the behavior of cach node
of the network. Benefits of this approach include a highly scaleable, redundant wireless
network. Some other benefits inclode: '
i, Installs out of the box. No site survey or installation involved, since systern self
contigures

2. Network is redundant. Mesh network formalism is supported, ensuring multiple paths.

L4

Load balancing supported: Network nodes reroute data to avoid load-cougested nodes.

4. No single point of failure. If a node “dies”, another optimal routing path is selected

L5

Diecentralized execution: Algorithms controlling the network nodes resident in every

node.

=

Central control: Setting system level “tuning” parameters changes network configuration
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7. Network application aware: latency/throughput profiles defined in the access server
8. Application awareness: Based on the application profile in the access server, the network
configures itself to satisfy all application requirements as best as possible,

g, Network is very scaleable — since execution is completely decentralized

8817} Uses of a self configuring application aware wireless network range from
providing voice/data access to warchouses, factory floors, conmunications with process
control equipment o home networking applications involving voice/data/video streaming.
Some applications under consideration include:

e Monitoring process control equipment with g Publish/Subscribe Stream server built on
top of the wireless network. Examples include chemical plants, medical devices,
industrial controls.

¢ Voice over IP (VOIP) based low cost communication deviees for mobility within
enterprises

¢ Video streaming over wircless for remote survettiance.

{66181} Furthermore, another object of the ernbodiment of the present invention, is to
solve the problems associated with ad-hoc wireless personal area networks by using g low
footprint distributed adaplive control layer with algorithm that is aware of such probiems
(e.g. shared non exclusive mediam with finite conununication chansels; dynamically

changing environment; shotter distances; used by resource constrained low power devices).

{6619} These and other embodiments of the present invention arc further made

apparent, in the remainder of the present document, to those of ordinary skill in the art.

BRIEF DESCRIPTION OF DRAWINGS

{8626} in order to more fully describe embodiments of the present invention,
reference is made to the accompanying drawings. These drawings are not io be considered

limitations io the scope of the invention, but arc merely iltustrative.
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{821} FIG. | illustrates a wireless network in star configuration, with fow latency
but pﬁor' throughput according to an embodiment of the present invention; Fig. 1A illustrates
the controf panel; Fig. 1B illustrates the status panel and Fig. 1C itlustrates the wireless

network.

{822} FIG. 2 ilustrates a wireless network with improved throughput but poor
lateney according to an embodiment of the present invention; Fig. 2A illustrates the control -

panéi; Fig. 2B illustrates the status panel and Fig. 2C illustrates the wireless network.

18623 F1G. 3 shows the result of how wireless network self configures to meet
Access Server requirernents according to an embodirsent of the present invention; Fig. 3A
illustrates the control panel; Fig. 3B iflustrates the status panel and Fig. 3C illustrates the

vireless network.

{624} FIG. 4A indicates terminology for variables used by paremt selection and load

balancing algorithros according to an embodiment of the present invention.

[B025] FIG. 4B illusirates Routing paths selected for maximizing throughput

according to an embodiment of the present invention.

{38261 FIG. 5 illustrates Routing paths selected for low latency according to an

embodiment of the present invention.

6627} FHG. 6 illustrates how progressively chunging the latency cost factor affects

the network configuration according to an embodiment of the present invention.

00281 . FIG. 7 iHlustrates how node increases its Cost of connectivity from 0 to 3 to

reduce congestion according to an embodiment of the present invention.

{6829} FIG. § illustrates how progressively increasing the cost of connectivity causes

children to seek other routes according o an embodiment of the present invention.
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{0030] FIG. 9 shows the modeling of both the DCF and PCF algorithms described,

based on 802.11X specifications aceording to an embodiment of the present invention.

5 10031 FIG. 10 illustrates how the worst timing constraint for an Isochronous PCF

mode would be 5T according to an embodiment of the present invention.

o323 FIG. 11 shows the Key distribution for AES symmetlric private key

distribation under PKI for distribution according fo an embodiment of the prosent invention.
10 '

B33 FIG. 12 illustrates ACG RTOS running algorithms in lntel PXA250 emulation

environment according to an embodiment of the present invention.

{8634] FIG. 13 illustrates the process for low footprint code generation from Java or
15 C, with ACG RTOS library components according to an embodiment of the present

invention.

{035] FIG. 14 illustrates the implementation of a method {0 generate low footprint

code from Java according to an embodiment of the present invention.

20
#8636} FIG. 15 iltustrates an implementation of a complete sysiem including three
components of one product offering, according to an cmbodiment of the present invention,
{6037} FIG. 16 illustrates an implementation of a Dynamic Channel Allocation

25  Scheme to ensurc non-interfering radio channel selection {enlargement) according to an

embodiment of the present invention.
0838} FIG. 17 illustrates an impiemmmion of a Dynamic Channel Allocation

Scheme to ensure non-interfering radio channel selection according to an embodiment of the

30 presest invention.
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6039 FIG. 18 illustrates an implementation of a Dynamic Channel Allocation
Scheme to ensure seambess roaming in a multi hop mesh network according to an

embodiment of the present invention.

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

B840} The description above and below and the drawings of the present document
focus on one or mare currently preferred embodiments of the present invention and also -
describe some exemplary optional features and/or alternative embodiments. The description
and drawings are for the purpose of illustration and not limitation. Those of ordinary skill in
the art would recognize variations, modifications, and alternatives. Such variations,
modifications, and aliernatives are also within the scope of the present invention. Section

sitles are terse and are for convenience only.

[B041] The object of this invention is a new type of wireless AP nodes that:

e Configure them selves based on considerations, set by the access server for the network.

= Sapport automatic load balancing: AP nodes avoid data congestion hot spots.

= Support fail over: if one node dies, nodes connected to it automatically switch to another.

s |5 fully functional when powered up: no instatlation procedure or sile survey required.

s Support software upgrades to them selves through a commwmnications mnterface

e Support both isochronous and asynchronous application requirements in the same
network )

e Support the wircless equivalent of switches ©

. Suppoits centralized control and is application aware based on settings provided by the

ACCess server.

[0042] Fach AP Node is implemented as a self~contained embedded system, with all
algorithms resident in its operating systemn. The normal day-to-day functioning of the AP
node is based entirely on resident control algorithms. Upgrades are possible through a

comnunications interface described later.

9
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Deseription of sysicm components

{843} There ate three typical components of the system proposed. In Fig. 1:
1. The Access server {18} “manages” the network, by setting contro! parameters for the
network

2 The “Root” Node (20}, is connected to the Access Server through an Ethernet link

|95}

Wireless communication Devices such as AP nodes {38) that connect to the Root or
other AP nodes devices to form a comoumnications path terminating at an Ethemnet
link. '

To enable voice and data tvpes of requirements to be serviced satistactortly within the same
network configuration, the access server (19) maintaios a list of applications and thelr latency
and throughput requirements. Based on those application “profiles”, the access server (18)
sets the Network “profile” that each wireless communication device {36 in the network

strives towards.

8044} in one implementation of the invention, the root vode (28) acts as the interface
hetween the wireless communication devices (38 and the Ethemet. All wireless devices (38}
comununicate o the Fthernet through a root nede (28), which is has a radio iterface and an

Fthernet hnk.

{0845] In that impicmﬁﬁtaﬁen of the invention, other wireless communications
devices or AP nodes {38) have two radios: one to communicate with its clients which
includes wireless devices such as laptops, VOIP wirciéss phones ete. Clients to one AP node
(30} also include other AP podes (36) connecting to it. In Fig. 4B, for example, Node 002
has nodes 005, connected o it Tn addition all nodes (38) may have local clients — laptops ete.
- connected to thern directly. Each node, therefore, is dual purpose: It aets as a relay node - |
relaying traffic from a {child) node and also acts as an Access Point to Jocal devices. In this
implementation of the invention, redundancy is assured because of the mesh characteristic of

the network,

10
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[6846] in an alternate implementation of the invention, all Wireless AP Modes are
roots- they are all wired. In this case the netwotk is not a mesh network and redundancy is
dependant on having a large number of nearby AP nodes. However there is still

communication between the nodes so oad balancing and wireless switching, as deseribed

laif:r, is supportted.

Description of Variables used by Algorithm

16047} Figs. 4A, 4B, describe the variables used by the algorithms. With reference to

Fig. 4A, some relevant variables are:

s NI Node Index: the unique Identifier for each wireless comimumication node

& PN: Parent Node Index: Node Index for a node connects to in order to transmit data, For
example, In Fig, 4B, thépamm of Node 605 15 002.

s RP: Route Path. In Fig. 48, the route path for 003 s 000 002 005, its connection route.

s NP: Mumiber of parents available: Each Node has choices regarding which parent it
selects to connect to, based on latency/throughput requirernents. In Fig. 4B. Node 005
can connect to 004, 001, 002, and 000 (the mot)’, all of whom are within the wireless
range.

e NR: Number of unique paths some of the parents may be children of another node in the
fist of NP. NR is therefore the list of unigue roots the node has, In Fig, 48, (01 is a child
of 005, The number of unique roots is therefore 3.

s AL Nummber of Active children, This is the number of immediate children a node has: In
Fig, 4B, Node 005 has 3 children: 0603, 001, 008

& NT¥: Number of Descendants: Child nodes roay also have their own children. NP is the
total number of descendants that are connected, direetly or indirectly to the parent node.

e CO: Cost to connect. When a node Is congested it raises the cost of connectivity fora
prospective child, thereby dissuading now connections till the congestion is alleviated.
The cost to connect is a number transmitted to the child node. 1t is related 1o the level of
congestion ' ’

s LR:Load on Route, is the total communications traffic (load) from all children and their

descendants that a Node sces. Thus in Fig. 4B, the LR for Root Nade 600 will be all
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nades connected 1o it, directly on indirectly. This information is needed to deterrine if a
| particular parent can support the communication needs {load} of a new child node
e (O Load Capacity is the amount of communication traffic or load that the node is
capable of handling. It will be driven by the buffer size ol the node — since data from a

M

node’s children is typically buffered before being retransmitted to the node’s parent.

e LC Load from Children: This is the sum total of all traffic being passed on from children
to their parent for retransmission 1o the parent’s parent. In Fig. 4B Node 002 has load
from children 005, 001, 008. Each of those nodes may have children with their loads.

s L1 Local Load: In addition to servicing children, each node may also be servicing
individual clients that comprise their local load. For example, Node 002 services three
child nodes. But in addition, there éﬁuid be taptops in its vicinty that conngct to it
directlv. They constitute a local load.

s LS Local Signal Strength: is related to signal strength that a node sees from iis pareni. I
is actually the throughput expected based on the actual signal strength scen by the radio
and is computed basad on a look up table as shown in Figs. ¥ and 2.

e T Glebal Throughput: This is the product of all throughputs gach node along the route
provides. Nodes connected to the root have a throughput related to LS. Thus the
ﬁamugbhput of Mode 802 in Fig. 4B is 79%, based on the throughput table shown in Figs.

T and 2 and its distance from the root.
The Global Throughput of Node 003 is (LS o Node 002)* (GT of Node 002) = .79*7(= .55

Beseription of Parent Selection Algorithm

[0848] Since there is no central point of contral in a distributed system, the same
algorithms, running in every node, must determine what is best, based on the information it
received from the Access Server and other nearby nodes. Mach of this relates to selecting
correct “route” or path o the root node. As an ifiustration, in Fig. 4B the route for Node 005
is 000-002-005. The Node D02 is the parent for Node 003 while Node 000 is the parent for
002,

12
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(6049} Assurning for the present, that the Access Server wishes the network to have
the maximun throughput. Then, if each node independently makes the best selection of its
parent — o maximize throughput - then a question arises of whether one can be assured that

the network as a whole is running as “best”™ as possible.

(o)

{8656} To answer this, consider the network in Fig. 4B, If the parameter set by the
Aceess Server is 1o maximize throughput. Nede 002 would examine all nodes it can connect

{o and choose a parent that cnsures the highest global throughput (GT).

o [851 Since GT is product function of the LS times the GT of the potential node.
Node 005 would bave examined all potential parent nodes before selecting node 002,
Similarly Node 002 has chosen Node 600, Other nodes would yield a lower GT. Thus, since
cach node is making a parent selection based on the “best” throughput, the throughput of the

network as a whole is also maximized. ) »

{80321 Thus, each node, starting from those closest to the root and spreading
cutwards maximizes its GT based on products refated to the GT at each previous node, the
overall throughput of the system is the sum of all individual throughputs, which have been
maximized by the selection algorithms,

26
{6053] The implementation steps taken by the selection algorithm are:

1. Seck out and Hst all active nearby nodes.

N2

Remove descendants: nodes that are connected to it, or children of nodes connected to it.
Order the Hist: push nodes closer to the route {shorter routing paths) up in the list.

Compute total throughput for each routing in the list of connection nodes

g
]
wh 5 [

Select the node that provides the best latency or max throughput or combination of both.
6. Repeat steps 1,5 on a periodic basis.
To compute throughput, Nodes receive the following pieces of information from all nearby

nodes:

Lo
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-1 The current routing path of the node. This is a list of nodes that the AP node has to

connect to, in order to reach a root node. Tn Fig. 4B, Node 005 has a routing path of 000-002-
005.

2} The current throughput of that node. The signal strength of that node’s parent as seen
by the nade, is correlated to a look up table that maps the signal strength to throughput. For

Node 002 (Fig. 4B), that is shown as 79.

{8054] Based on these two pleces of information, collected for all nearby AP nodes,
the node selects one parent node that satisfies the requirements of low latency or high
throughput. If low latency is the issue then a short routing path is desirable: In Fig. § Node
{105 chooses the root node 000 Noté that the overall throughput for Node 003 is low — 17%
because of the large distance away from the root node, resulting in poor signal strength.
Conversely, if high throughput were required, Node 005 would connect to Node 002, The

overall throughput for that connegtion is:

Throughput (Node 002 ~ Node 000) * Throughput (Node 005 — Node 002):
(.79 * 0.7¢ = 55,
{B0SS] At the end of step 4, the global throughput — computed as a product of the

focal signal strength 1o that potential parent node and the GT of the potential parent node - is
computed and compared for cach potential parent in the list of nearby nodes. The one with

the highest throughput wins.

Controlliing Network latency/throughput

{8636} The section on the sclection of the parent assumed that only saximizing
throughput was the sole objective. Often there is a tradeoff between low latency and high
throughput as evidenced in Figs. 1, 2, and 3. Since each AP node is in all Bkelihood |
supporting roultiple applications with diverse needs, the access server setting is probably not
cither extrerne but something between fow latency and max throughput.

{8857] The aforementioned describes the algorithm for maximized throughput. For

lowest latency, the choice of parent is restricted to the parent with the highest throughput

i4
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with an upper bound on the number of hops the parent is away from the root. There are two

ways in which the Access Server can control the fatency of the network:

1. Place an upper bound on the number of hops admissible for any node — this forces nc;\sies
on the fringe of the network to choose shorter path routes. This ap-prba'ch acts a cut szf: it

5 - forces nodes at the fringe of the network towards selecting fow latency routes, regardless

of the loss in throughput. In terms of the routing algorithm, this trapslates to computing
the throughput for selecting a parent with the highest throughput that fall in a group with
latency better or equal to the upper bound.

2. Define a latency loss threshold whereby selecting a longer route path requires throughput

10 gain to more than offset the loss of latency:

Throughput {Longer Rowte) + Latency loss_threshold > Throughput (Shorter route)

{BB38] if the latency loss threshold is set high, the choices a node in selecting its

parent is restricted, to nodes closer to the root, with shorter route paths. In contrast to the

oo
(943

cuteff approach this approach is more forgiving: Selecting a longer path is allowed if
throughput gains in choosing a longer routing path offset increased latency. In terms of the -

routing algorithun, this translates to computing the throughput for all nearby nodes.

U3 Reference is now made to re-examining the parent selection process with

20 latency restrictions in place. With reference 1o Fig. 48, if the tatency restriction of the firgt
type is enforced, and the maximum number of hops allowed for any node is set to 1, then the
fist of accessible nodes is reduced to node 000. Alternatively, or in conjunction with this
restriction, if the latency threshold is set high, then even if other nodes are acceptable

potential parents, the latency threshold will reduce their attractiveness and again Node (000

]
(9]

could be selected.

(060} Combinations of both restrictions, based on the parameters set, result in

networks that address both latency and throughpot requirements. This was shown in Fig. 3,

where the overall network configuration was somewhat mid way the two extremes. It is
3 further evidenced in Fig. 6, where increasing the latency loss threshold results in

progressively lower latency network configurations. Nodes circled in each snap shot of the
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simulation show movement towards shorter routing paths as the latency cost factor is

progressively jncreased.

Automatic Load Balancing

16661} Described thus far is how the parent selection process takes into account
latency/throughput criteria sel by the access server. However, one must also take into
account how the systern behaves under load, when the load increases at one node, causing

congestion.

{6062 Since this is a disiributed system, each node is responsible for selecting a
parent that can service it satisfactorily - it is not part of a congested route. During the
selection process, the connect cost associated with selecting a new parent is supplied by the
parent. Thus a congested ronste will have a higher connect cost than a fess congested route —
and a lower throughpuat. The routing algorithm selects the parent with the highest

throughput. As its connect cost increases a congested parent 1s increasing less attractive,

6863} In Fig. 7, the cost of connectivity is raised from O to 3, resulting in one node
“leaving” in favor of a better route. As the cost of connectivily is progressively increased,

more nodes select alternate paibs as evidenced 1 Fig. 8.

[60564] Increasing the cost of conmectivity acts as an incentive for nodes to find other
routes, but does not prevent a child ‘node from continuing its association. This ensures that afl
child nodes are serviced always. Additionally, the cost of connectivity is increased only until
all child nodes that have the option to leave have left- for example, in Fig. 7, the cost in
increased only while child nodes that have mudtiple alternate route are stili attached to a
congested parent node. In other words, there is no reason 10 increase the connectivity cost

for child nodes that have no alternate route and are “stuck”™ with the current congested parent

node,

{0865 As the foad is balanced, the congestion is reduced and the cost of connectivity

is gradually reduced, enabling the child nodes that lefi to return. If this is not done, then

16
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nodes leaving one parent would contribute to congestion efsewhere, resulting in increased

cost of connectivity elscwhere and system instability.

{6066] One characteristic of 4 mesh network is the ability for nodes to sclect aliernate
routes, in case one node fails or becomes congested.  As shown in Fig. 7, each node, when

computing the throughput of nearby nodes, also infers from the routing path for those nodes,
how many alternate patbs are available to it. This is done by examining the routing paths o {

each nearby node and classifying them based on the node that connects to the root,

16667} in Fig. 7, Nodes 002 and 004 connect to the root - as do other nodes shown in
one embodiment with a color indicated square on their top left corner (48}, for instance this
may be a blue square. Node 005, therefore, can have two routing paths: 000-062-005 and
G00-004-005. Other nodes may also have multiple paths, but may not find a parent that, if it
accepts them as child, has the capacity to service them, based on their current load. Hence,
some of the nodes show one parent and one route, in another color indicator, for instance red

{56).

{3868} it is desirable to configure the network to ensure all nodes have alternate
paths. This is achieved by increasing the number of nodes connecting to the root. The
aceess server can force this by increasing the latency cost factor, resulting in nodes that can
connect o the root directly to do so rather thar throngh another node closer to them to the
root. This was described carlier as depicted in Figs. 4, 8, and 6. It can also force some nodes
to work in either low latency or high throughput modes- in Fig, 7. the check box for each
node {checked in each case) depicts that cach node is currently in high throughput mode,
working within the constraints set by the access server.

16069 By controlling the latency cost factor, or the upper bound of the max hops, the
access server can change the configuration of the network resulting in a higher redundancy of

the system and less likelihood of oad congestion hot spots.
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Real World Constraints to Load Balancing Aloorithm

{6078] Implementation of the load balancing algorithm on the wireless devices,
required modifications to the connect cost algorithms based on real world constraints.
Wireless devices communicating with devices running the load balancing software may not
all be running the same software. As an example, consider the case where the load balancing
software is loaded on wireless Access Points but not on laptops cormmunicating with the
aceess points. Clearly, the laptop has no way of knowing that the connect cost has increased

and therefore will continue to “stick” 1o the access point.

{0871} The load balancing algorithm has therefore been modified to work where

‘there is no conununication regarding connect cost by the tollowing approach: When the load

exceeds a cut off threshold, the Access Point {or other wireless device performing load
balancing) will drop its signal strength to the lowest possible — thereby dissuading clients
such as laptops from associating with it and encouraging them to seek another association

with & higher signal strength access point.

{6672} Since the laptops seek the access point with the highest signal strength, this is
a necessary but not sufficient cause for 4 re-association: some laptops may continue {o
“stick” to the access point, due to proximity or a sticky algorithm. The Access Point must

therefore forcibly disassociate the lapiop.

{6873} After disassoctating all the stations that it needed to, in order to shed load, the
access point can gradually increase its signal strength to atiract back some the stations that it
disassociated. Those that did sot find other associations, will return, almost immediately after
association, and the aceess point takes thero back because despiie the lowered signal strength,
these devices have no place o go.

6674} This load balancing algorithm has been implemented and demonstrated to

18
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shed load by moving one faptop from one root node to another when overloaded by two

laptops on the same root node.

Monitoring the Health of the Network

[8875] By controlling the latency cost factor, or the upper bound of the max hops, the
aceess server can change the configuration of the network resuliing io a higher redundancy of

thé system and less likelihood of load congestion hot spots. In Fig- 7, Node 002 is shown

- congested and available “parents” that will accept it are reduced to | (shown in red (88}). As

a result the redundancy and fail safe nature of the wircless network has been adversely
affected. N
0676} Congestion in Fig 7 is being caused by the fact that there is only one root node
transporting all wireless traffic to the wired network. Clearly, another root node would

improve the fail safe nature of the network.

{8077} Algorithms have been implemented that reside in ﬁle device and periodically
check to see what potential associations are possible. [f the number is reduced to one then a
warning {shown in red} is forwarded o the Network Management Systent. The system
administrator is then advised to add anather root node 1o preserve the fail safe nature of the
network. Note that this type of warning is coming from the edge device to the management
system and without the algorithin in place, the management sysiem would not [;ﬂi)W that a

problem existed

Divnamic Channel Allscation and RYE Interference Contrsl

{8878] Maunaging the throughput of voice, video and data traffic in a wireless network
is complicated by the nature of the wircless medium. Since wireless is a shared medium, all
traffic can potentially interfere with other traffic on the same radio channel- at any point in
time only one device can be active on any one given channel. This limits the bandwidth in
cases where high bandwidth traffic {e.g. video) needs to be transported or when there are

many devices on the network.

19
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{B079] One solution is to aliocate different channels to devices communicating on
different portions of the network. For example, in Fig. 18, each of the 3 sub networks shown
in Red (78}, Black {88} and Blue {90} circles can commumnicate on one channel internally and

another channel externally through the parent — that is part of the other BSS.

R An algorithm to define what the best channel allocations should be between
devices and their parents has been devised and shown in Fig. 16 and in Fig. 7. The
algorithm sends out a beacon oo all channels to inform all neighboring devices that itis
intending to select a channel. All neighboring devices — that can hear the beacon — respond
aver the wired network with the channel numbers they are using. The algorithm then takes
care to select a chanuoel, from a list of available channels that does not conflict with channels

selected by neighborning devices

Dvpamic Channel Allscation and Seamless Roaming Requivements

{8681} - A situation can oceur when, as shown in Fig. I8, some overlap between
neighboring channels is called for. Once reason for this is seamless roaming where a laptop
leaves one wireless area and enters another adjoining arca. If the signal strengths are
managed, so that the overlap between adjoining areas is minimized, then acig;oinia.ag arcas can
share the same RF channel and yet cause a reduction in bandwidth, Further, devices moving
from one region to ancther will do} so without having to change channels, which is time

consuming and henee distuptive.

(8082} The algorithm implemented addresses the case where siblings of a multi
lavered wireless network are to be assigned the same channels. In Fig. 18 BES [1,1] and
[1,2} share the same chansel for access by their client stations. Also BSS {2,1] {2,211 2,3]
also share the sasme channels for seamless roaming by their client stations. The

implementation of the algorithm therefore requires that when one sibling makes a channel

selection process therefore requiires 2 list of all neighboring nodes for all siblings and their

RF channels. This extension has boen incorporated into the channel allocation algorithm,

20
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{0683} Protacols for sharing this information have been implemented and tested.
Appendix A hereto describes the 802,11 Infrastructure Control Layer Protocol version 2.0,
In additdon, Appendix B hereto describes in another embodiment of the present invention, a

distributed adaptive control algorithm for ad-hoe wircless personal area networks.

{6084} Note that scamiess roaming requires that the Wireless AP shown in Fig. 18
have incorporated the features needed for switching — that is auto discovery of new clients in
its B8R, Else messages being sent o a new client (previously connected to ansther BSS)
will not be forwarded to the client, now part of the another BSS. The wireless equivalent of a

wired switch has been implemented and is covered in a subsequent section.

Asvachronous Application Data Flow

{O085] Algorithms that show how data from nodes will flow to the root node have
been modeled for both high throughput and for low latency requirements. High throughput
data flow requirements are discussed first.

{00861 To service asynchronous applications each node services its children in a
round robin manner, cusuring that all children ave servieed in sequence. But 1o ensure that all
children receive at least one service request, each recently serviced child must wait for at
lzast another child to be serviced before it can be serviced again. Additionally, some child

nodes servicing applications with higher prionity will be serviced before others.

{06887} in one implementation of this algorithm, related to this invention, the
priority buckets. By changing the priorities in the Access Server, applications with higher
priority are serviced before other competing applications with a lower priority. Also with a

priority bucket, applications with more data to transfer are serviced first.
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{088 fn another implementation, the determination regarding which child to service
next is based on which child needs servicing the most. This is determined by @x:im‘ining the
toad of each child, each time; the node services its children. It is done each time because:

e Child nodes may have made other conpections, if load balancing is also active

® Chiﬁci nodes data may have changed — data with short tirme to Hve, will have been

removed

{8089} The node then makes the decision 1o service the child with the highest need, in
a priority bucket, provided it has not serviced that same child most recently. This is simply to

avoid any one child from “hogging” all the attention,

j0G98] This proprictary PCF (Point Control Function) implementation worked well
for asynchronous applications, when compared to 802.11a standard DCF (Distributed
Control Function} approach that was also implemented for benchmarking reasons as shown
in Fig. 9. The PCF protocol implemented per the approach deseribed above was
approximately twice as fast, largely because nodes did not have to deal with delays caused by
collision avoidance contention window delays required for wireless tr@stxmiésio;1s inaDCF

mode.

Isochronous Application Data Flow

[pa91] Isochronous applications require more deterministic service iriiervaﬁisJihai are
less sensitive to variations of load. The algorithm described above is not suitable when:
e Fach child must be serviced by the parent in a regular and predictable time interval
« The amount of data transferred is relatively fixed — else it will affect the time interval.

N
{0892} The algorithm to service Isochronous Application has also been implemented.
in Fig. 18, there are two service cycles. One serviee cycle {78) services 3 chuldren, the other
one {(88) 5 children, onc of which is the parent node of the three children in the first service

cycle {78). In each service eycie, each child is visited at a regular interval defined by 1) the

22
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time interval between cach switching from enc child to another and 2) the number of children

in each service cycle.

{093} Thus if the parent of the red service eycle (78) spends 10ms with each child, it
5 will revisit each child every 3* 10 = 30 ms. Data from gach child cannot then be retrieved at

a rate faster than once every 30 ms.

894 Having retricved the data, it will sit at the buffer of the parent, until the parent
is serviced (the black (80) circle). Since there are 5 children in that service cycle, the service

10 period is 510 = SOms.

{8095 Since both service cycles are running independently of each other with no
synchronization, it is impossible to predict when the parent in either service cycle will
service its children. It can be stated, however that each child in service cycle marked red (78)
15 (005, 001, 008) will have data transferred to the root at best every 30ms and at worst every
50ms. In other words, in the isochronous network, the worst time inderval 1s the maximum

time period of all service cycles.

[(896] If it is assumed that, to ensure mudtiple routing paths, there are more nodes
20 connected o the root, then the service eyele will be driven by the number of 1 hop nedes, in
this case 5. Note that the network configuration is set for high throughput. In this
configuration the worst serviee cyele is 5T, Ironically, the network configuration for a “low
fatency”. Isochronous network would have been 9T, will all nodes connected to the root. In

other words, in the case of isochronous nelworks, the algorithm proposed provides a better

b
o

service cycle and a better throughput. In general, splitting the number of nodes into two or
more service ¢ycles will improve the service eycle. The high throughput mode setting for the

rouling algorithim makes that happen naturally.

Intevnal Traffic Flow/ Wireless equivalent of Switching

30 {8097 Referring again to Fig. 18, Nodes 005, 001, 008 are children of Node 602.

The red oval {78} indicates that these form a “family”. In the technical parlance of 802,11,

23
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they are a “Basic Service Set” (BSS). Likewise the nodes in the black cirele (88) form

another family or BSS.

{6098 Traffic from Node 005 1o Node 001 would logically travel to Parent 002 and
5 then from 002 to 001, This affects the throughput of the entire system because the raffic is

buffered in 007 and then retransmitted. If node 005 was aware of its siblings, within its

wireless range, then Node 005 and Node 001 could communicate directly over wireless. In

effect this would be a wireless equivalent of Ethernet switches.

10 [BBSY) This direct communication link between siblings (within range) increases
throughput 180%. This is so because 2 transfers of data (Source node to parent and then

Parent to destination node) are now reduced to 1 transfer (Source node to destination node},

(8168 = Inthis embodiment, the algorithm has been implemented whereby traffic

{5 intended for a destination node is automatically sent o the destination node i it is within the
family/BS§ and within range. When the routing algorithm runs, the routing paths of each
nearby node s recorded to determine the number of hops it is away from the root. From the
routing paths, the list of siblings within range can be inferred — they all share the same parent
in their routing paths. H data intended for these siblings is received, it will automatically be

20 sent to the sibling, without invelving the parent.

{61613 if the destination node s not in the list of nearby siblings, then the data has to
he sent onwards to the parent node. At thal point the parent node, which “knows” its siblings,
can route traffic to ong if its siblings, Thus the switching algorithm ensures that traffic is

25  routed only as far as a parent whose child is a-destination node.

Extensions with Multiple Radies

jBia2} As shown in Fig. 18, there are at least two families or BSS in the network.
Node 002 belongs to both — as a parent of one (the red oval B3S) (78} and as a child to
30 another {the black circle BSS) {88}, To conununicate with its children, Node 002 has one

radio, and another to communicate with its parent. There is preferably therefore, at the
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minirmum, two radios in each node for the system to work- One radio to support the inward
interface (the children, red oval {78)) and one Lo sapport the outward interface (the parent,

Black circle{88}).

(¥

[3103] Adding more radios to the outward interface increases throughput but also
enables more freedor in making choices related to latency/throughput tradeotfs. For
example, suppose that some traffic requires high throughput and other traffic low latency. If
the mmpmzhise approach described in this invention is unaceeptable because the range of
requirements are too high, then two radios for the outward interface can reduce the range of
13 requirements: One radio will address more of the low latency traffic with a low latency '
traffic route while the other will address the high throughput needs with a different high
throughput traffic route. The wireless node now begins to resemble a wireless equivalent of

network routers.
15 (8184} The algorithms deseribed in this invention are still applicable: only the range
of applicability has changed. The embodiment of the present fnvention is also relevant for

wireless routers.

Security of the Metwork

20 [Bia5) Wireless transmissions are inherently insecure. While the technology to
encrypt/decrypt secure data exists, the probler is communication of the keys over wireless to
the nodes, from the access server. This common key distribution problem is addressed by the
following embodiment of the system.

25 (8106} The wireless communication devices will have, as part of the algorithms
resident in their operating system, the ability to generate a public and private key based on
the RSA aigs:pri’(hm, These keys will be based on some unique identifier in the AP node —the

processor Chip Serial Number as an example.

36 j8i87y When the Wireless device is first deployed, it will be connected via Lthernet

cable to the access server and the node’s public key will be transmitted to the Access Server,

o]
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This public key will be used by the Access Server {o transmit a common private key (using
the symmetric AES encryption algorithm) to all nodes. Since only the Access Server knows
the public key for each node, only the access server will be able to transmit this private key.
Further, since the common private key for all nodes was transmitted in encrypled form o all
n;\)des, it is impossible to decipher the common private key without knowing the public key
for the node it was intended for. In addition, even if that public key for that nede is known, il
is useless since the private key for that node was neﬁzsr exchanged. The transmission of the

commaon Private Key is thus secure.

{1168} Secure daia transmitied by one AP node will then be encrypted with the
common private key and be decrypted only at a destination AP node. By the same token, all
data from the Ethernet to an AP node will be encrypted with the same private key for onward

{ransmission.
{169 The enterprise Access Server can be used to generate a new private key at
regular intervals and transmit i {o all Wireless AP Nodes in the system. The systern is thus

doubly sccure,

Implementation of algorithm in Firmware

{6116} The controf algorithms described above require significant resources — CPUL
Memory — resulting in large footprint applications. Wireless devices and other network
aware communication devices are typically embedded systems with low foot print
requirermnents. A challenge that must be addressed — if this technology is to have practical
applications is how 1o reduce the footprint of the software control layer to fit into embedded

devices with 64KB or 128KB RAM,

{111} A selfestanding executable containing some of the algorithms and sapport

 functions has been produced within a footprint of less than 100K B running on an Intel

PXA2SG Processor. Additionally in an embodiment of the present inventio, the mesh and
foad balancing algorithms have been successfully ported to run on the hardware depicted in

Fig. 15, with a footprint of 64K1B.
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{6812} The reason for the small footprint is that the approach of the embodiment of
the present invention to building software is to include only the portions of an operating
systém needed by the programs. Thus, only functional blocks needed by the algorithies are

5 added to the make file needed by the compiler to create the executable. If string functions are
niot required by any procedures in the program, then the string function library is not included
when the executable is made. In conirast, a typical embedded operating system is more |

general purpose, requiring a larger footprint and possibly more CPU resources.

10 "je1d The language in which the algorithms are written is currently Java, and will
may also include Microsoft ™ NET languages. In the embodiment of the present invention,
a Java Class file converter has been built that takes Java Byte Code and disassembles it to
produce what is referred to internally as R (fm‘ Real) classes. R classes are the C code
equivalent of the Java Op codes, used by a Java Virtual Machine (JVM) to run the Java

15 program. The R classes map to C code which is produced after examining the functional
libraries needed and adding them to the list of support libraries needed 10 make an execuatable

self standing. Once that is completed a self-standing executable is made for the processor.

[HERE]! © An extensible service library of software components needed to build a

20 complete Operating systemn (08} is implemented through the embodiment of the present
invention. This component based approach to building an Operating system from scratch
enables one to select only the essential services needed by an application when it §s ported
from high level Janguages to small fosiprint embedded devices. Since only the essential
services and not an entire general purpose OS is fncluded, the footprint is compact.

25  Additionally, there is a significant {3X-6X) performance improvement because layers of
software needed to run code written in high level languages like Java or NET languages are

no longer needed.

[8115) - Fig. 13 depicts bow the approach of the embodiment of the present invention
30 o lean code generation differs from more traditional approaches. On the left of the figure are

the layers or stacks needed 1o run Java (JVM on top of Binux) or C (on top of a custom RTOS

N
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08 like VxWorks). On the right is an embodiment where Java code is exanined at the Byte
code level to identify essential services. These services are added when the Java Byte code is
converted to C — by mapping Java Op codes intended for a JVM to code blocks from a
library of C equivalent code blacks. For C code, this means simply adding the OS service

5 code blocks needed for the C program to run without an RTOS below it In both cases, as
depicted in Fig. 13, A monotlith block C code s produced, mauch tike a compiler would,
except that all the services are statically bound at development fime and no dynamic bmdings

are required at run time, as s the case with the layered approach on the ieft,

10 [pis] Thus there is a clear migration strategy in place from high level code
generation to low level object code that includes all the functionality provided by an

operating system 1o ensure that the object code is self contained.

0517} There is implemented one version of this migration strategy where one begins

15 with high level code written and fested in a development environment and can swiftly

migrate it to a low footprint exccutable. Fig. 14, depicts an extension to IBM’s open

built a framework on top of eclipse that enables one to model processes as a flow graph,
where at each node of the flow graph one can insert code that needs to be tested. The

20 framework is also used to do a performance analysis of code blocks at each node to
deternyine where the bottlenceks are. At the end of the debug and analysis cycle, Java Byte
Code is 'paésed on to the Byte code converter (shown in Fig. 13) for low footprint code

generation.

25 (9118} Since there is no OS, there is no easy way to tamper with the systeo. This
approach —internally referred to as Application Specific Embedded OS software - thereby
protects the security of the algorithms and enables the algorithrus to run onlow power {and

less expensive) processors and with Jower {and less expensive} memory requircments.

36 {9118 The simulations depicted are running the same code in each node shown in the

figures. The code running in each node has been compiled to object code for the Intel ™
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PX250 processor as a proof of concept (Fig. 12). It has also been compiled to runion a

embedded system development platform shown in Fig, 15,

Unerade Path for new algorithms

5 (91284 A distributed network poses problems related to upgrading the software at
cach node. If the software is cast in concrete — as in an ASIC implementation — then there is
no upgrade path available. Since the wireless standards are evolving, this is not a practical

approach.

10 [8121] Ini the deseription of the embodiment of the moedular approach to generating a
self standing executable, it becomes apparent that there is no migration path available to the

system {o upgrade the executable easy.

{0122} This is resuived by providing a simple communication protocol for uploading
15 new object code into the system. This has also been implemented as is internally called

Simple Upgrade Protwcol (SUP).

jE23] When the exccutable is made, a simple communication protocol is added,
which, with proper authentication, using the public key of the node, can be used upload

20 object code into the Flash memory of the device. A very thin boot kernel with the AP Node
and the rest of the code is remotely installed. The boot kernel contains the simple
conumurications protocol o upload object code and the security to ensure that only the
Access Server can aceess the device. By building security at the boot level, one ensures that
all code loaded into the sysiem has to be authorized- since the security code cannot be

25  overwritien.

18124} Througheut the description and drawings, example embodiments are given

with reference o specific configurations. Tt will be appreciated by those of ordinary skill in

the art that the present invention can be embodied in other specific forms. Those of ordinary
30 skill in the art would be able to practice such other ernbodiments without undue

experimentation. The scope of the present invention, for the purpose of the present patent

29
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document, is not tuotted merely to the specific example embodiments of the foregoing
description, but rather is indicated by the appended claims. All changes that come within the
meaning and range of equivalents within the claims are intended to be considered as being

embraced within the spirit and scope of the claims.

30
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APPENDIX A

J

EXEMPLARY 802.1f INFRASTRUCTURE CONTROL LA YER PROTOCOL
VERSION 2.8

DESIGN CONSH}ERA'E'{ONS

(800

Size Limitation
Since an Ethernet packet can only be a maximom of 1500 bytes the maximum length
of a UDP datagram so as to not cause 1P fragmentation is 1472 (1500 - 20 byte 1P beader - §
byte UDP header). Every SNIP packet consists of a 8 byte SNIP header followed by
10 parameters. Since all IMCP functions use only 1 SNIP parameter the maximum length of the
parameter value is therefore 1462 (1472 - 8 byte SNIP header - 2 byte param length).
Packet Destination
Al SNIP packets {either from Access Manager or from A/P) are sent via UDP to
either the limited broadcast (FF: FF: FF: FF: FF: FF) or a chosen muilicas't address
15 (0100 ROXKXNO0).
This method ensures that all A/P's get the message and also obviates the need for assigning

/P addresses to every A/P.

DEFIMNITIONS

23 Network Health Monitoring

Health Index

The number of unigue Root paths determines the Health Index of an Access Point. In
an “Al-Root” network the Health Index determines the degree of redundancy of the Access
Point’s Jocation. In an infrastructure mesh network for Relay nodes the Heslth index

25  determines the number of unigque paths 1o the “wire™

‘Heartbeat Interval

This attribute specifies the interval at which Access Points send in a “heartbeat” signal, that

specifies the conditions of thelr operations.
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Location Awarcness Scan Interval
This attribute specifies the interval, at which Access Points scan the “airspace” to
know about other Access Poinis in their vicinity, to determine their Health Index and for

Dynamic Load Balancing purposes.

Dvnamic Load Balancing

This Boolean attribute, determines whether an Access Point enables the adaptive
dynamic load balancing functionality during its operation. If enabled the Kick-in Threshold
and Delta T attributes determines the way this functionality is put to use.

Cenneet Cost

The Connect Cost is a value in the range [0,3] where 0 being the minimum Connest
Cost. The Access Point increases ifs cost of connectivity during Dynamic Load Balancing,
after it detormines that the load has stayed beyond the Kick-in Threshold for a period of
Delta T uniis. The Connect Cost is adaptively reduced Qccording 1o the load.

Belta T

This attribute determines the duration of samgﬂmg for the Access Point to determine
that the load was higher or lower than the Kick-in threshold fm.~ Dynamic Load Balancing
pUrposes.

Kick~-in Threshold

This attribute is a percentage of the total capacity of the Access Point. This is used in

conjunction with Delta T for Dynamic Load Balancing purposes.

Dynamic Channel Allocation

Channel Number
When Dynamic Channel Allocation is disabled, this attribute specifies the channel of

operation for the Access Point.

Topology
Latency Throughput Control
When zero, this instructs the Access Point to always choose a Parent, whose hop

count is lowest. When non-zero, the Access Point may choose to “tradeott” latency for

5]
N2
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throughput provided the difference in throughput is more than Latency/Throughput Trade-

Off atiribuie.

Max Allowable Hops

This attribute controls the topology of the wireless network so that, any Access Point

is never more than Max Allowable Hops away from the “wire”.

Latency/Throughput Trade-off

This attribute determines, the difference threshold {or an Access Point to choose a

parent with more number of hops in exchange for lower latency.

PACKET INFORMATION

STA Association MNotification

Birection
When Sent
SNIP FUNCTION 1D

Parpose

Param § Value Format
s T e T

§ :I:E ’M;EEC' iwpe ;

e e e o e e
i DS MAC ADDRESS
s ST S
§ WM MAC ADDRESS
o
§ STA MAC ADDRESS
s T S e e

Total Size

22 Gelets

AP o Bmma’msf/Muliimsz‘
Upon T4 association

3

Topslagy Updating

4 byte signature

o e o e
i & bytes ~
e s i L AP Identiﬁiei
i & bytes |
R T 3
i & bytes
R T ¥
33
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$TA Disassociation Notification

Birection
When Sent
SMIP FUNCTION ID

Purpose

Param § Value Format
e g om oo oo ittt &

G !I!g FM!EYC! g(P! E

R T e S T

i DS MAC ADDRESS

T St e e

o WM MAC ADDRESS

R T e e

§ STA MAQC ADDRESE

Total Size

24 Octets

AP to Broadeast/Multicasé

Upon STA disassociation
4
Topology Updating

4 byte signature

e e
{ & bytes
oo e
} & bytes -
s e e
i & bytes
o o e
2 bytes
34

1,. AR Identifier
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Access Point IMCP Synchronization

Drection AP0 AP
Whes Sent _ When an AP starts up or daving scanning
CSNIP FUNCTION D i1 ‘
Purpose Identification, Health, Topology

Param § Value Format

R T

R S . L A A S o 4 byte signature
e T e e Tt 1

} BSSID { & bytes

o e e

Total Size

13 Octets

Agcess Point IMCP Acknowledgement

Birection 7 AP o AP

When Sent _ me& receipt of IMCP Sync
SNEP FUNCTION ID 1z

Purpose : Identification, Health, Topslogy

Param § Value Format

T R S, S

[ L LS\ N BN ORI N 4 byte signature
e S e e Rttt TELE L

§ BSSID ' i 6 bytes

R e T T e =

{ ROGYT BSSID "} & bytes

o s o o o o o e e

Total Size

16 Octets

3
194
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Seek Best Parent Request

Direction AP 1o Access Server

When Sent Epon startup and frequently
SNEP FUNCTIONID i3

Purpose - Topology Fermation, ()?eraiiﬂn

Param § Value Format

o e e o o e
Porxtg oMttt it b

B T e B S X
| DS MAL ADDRESS
e

{ WM MAC ADDRESS

T bt e e
i BSSIDIO)

B S et e e h &
ISICYINIGI L

e S e e
| BESIDIL]

B T e e e
IS{LIINILH

B e e et e Ee s ST 3
e T e T T
§ BSSIDIX]

e oo o s o o e
PSR]INIXT |

R e T e e

36

byte signature

bytes

bytes

bytes

bytes

bytes

bytes

bytes

bytes

bytes

3

H
A,

J

AP Identifier
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X C =pC-1

CC = CONNECT COST (§,1,2,3 with 0 being minhnum)

HY = HEALTH INDEX (NUMBER OF UNIQUE ROOT PATHS;
FR - = FORCE REPLY

cH = CHANNFL

PC = PARENT COUNT (ROOT NODES SET PCTO &)

Siij = Kignal strength from Parent

Miij = Moise from Parent i

BYSiDi] = BSSID of Parent |

Toial Size

21+ 8 * PO {MIN 21, MAX 1461)

Seek Best Parent Resmnsé

Birection Access Server {0 AP

When Sent v Upon receips of SEEK request
SNEP FUNCTION 1D 14

Purpese Topelogy Formation, Operation

Param § Value Format

G g e

Pty orMrprer e 4 byte signature
s e e R e Tt .

§ DS MAC ADDRESS i & bytes

o e e e e e e e e o e e e e e e e o e e e . AP Identifiex
i WM MAC ADDRESS i 6 bytes

e T e e it I

i BESID i & bytes

s T T e et 2

JENC {AUT JLTC | DLBIDCA | CB | & bytes
«e-«-—mm«zm¥w~+~m~~+mw~~+~w~-+mw~w+

DT IMAH JLAS | ESL] XI {BKTH | 6 bytes

53
N
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o]
(9]

e ST S S S e

i TO {SKL [NASLIEBI

e T S S
H PRIMARY RADIUS i AUTPRT i
S e e o e e
{ SEC  RADIUS i ACCPRT |
S S S O
{ WEP KEY 1 {
e o e
; WEP KEY 2 |
e e o s e e e
g WEP KEY 23 i
e T TE WIS WS WA S—
i WEP KEY 4

o o e o e o e e e
i ESBID i
e T Ty T Toraw—
j SHARED KEY

e S e T Ty
; NAS NAME ;
o e e e e e

ENC = ENCRYPTION TYPE
AUT = AUTHENTICATION TYPE
ESL = ESSID LENGTH

Ki = WEP KEY INDEX

SKL = SHARED KEV LENGTH
NASL = NAS ID LENGTH

PRIMARY RADIUS = PRIMARY 802,1X RADIUS SERVER IP ADDRFESS
AUTPRT = AUTHENTICATION PFORT
SECONDARY RADIUS =SECONDARY 862.1X BADIUS SERVER IP ADDRESS

38

13

13

13

13

ESL

SKEL

. MASL

bytes

bytes .

bvtas
bytes
byteé
bytas
byta;‘a

bytes

bytes

bytes
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ACCPRT = ACCOUNTING PORT

DLE = DYNAMIC LOAD BALANCING

DCA = BDYNAMIC CHANNEL ALLOCATION

LTC = LATENCY THROUGHPUT CONTROL (8 fer Lewest Latenmcy, 1 for
Tradeofl}

MAH = MAX ALLOWABLE HOPS

HBI = HEARTBEAT INTERVAL

LAS = LOCATION AWARENESS SCAN INTERVAL

CH = CHANNEL NUMBER

BT =DELTAT '

KTH = DYNAMIC LOAD BALANCING KICKIN THRESHOLD
TG = LATENCY/THROUGHPUT TRADEOFF

Channe! Scan Lock Beguest

Direction AP to Access Server
Whes Sent Before scanuing
SHIP FUNCTION ID 15

Purpose Health

Faram § Value Format

e e Sl ‘

P o e Y| , 4 byte signatuze
U U S

i DS MAC ADDRESS | 6 bytes \l

e o e e e > AP Identifier
j W MAC ADDRESS i & bytes J

e e o e T T S T &

Total Size

16 Gctets

a3
N~
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Channel Scan Lock Response

Direction Access Server fo AP

When Sent Wihen Access Server defermines
SNEP FUNCTION ID is

Purpose Health

Param § Value Formai

o o e e o e
LA ’M"E'C‘ fret i 4 byte signature
oo o e e e o ot o e s e e
§ DS MAC ADDRESS } & bytes Y
| e e e e o e o e ), AP Identifier
} WM MAC ADDRESS } & bytes ,
B T R Tt Tt Tt &
Total Siee
16 Octets

Channel Scan Release Lock Request

Direction AP fo Access Server
When Sent ' Aﬁer Sfinishing scanning
SNIP FUNCTIONID w7

Purpose Health

Param ¢ Value Format

e o e o e e

P orx) MG TR 4 byte signature

B e B s T B &

| DS MAC ADDRESS | 6 bytes -

e e e o !>.AP Identifier
P | WM MAC ADDRESS | 6 bytes _

o o e o o e e

490
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Total Size ‘

16 Ootels

Channel Scan Release Lock Response

Direction Aecess Server to AP
When Sent Upow receipt of Lock Releuse Requesé |
SMIP FUNCTION 1D i8
Purpose Health
Param § Value Format
i T e Tt &
R S * A IK A L - 4 byte éigné&tura -
e e o o e o o e '
] DS MAC ADDRESS § & bytes
e o o e e o e e e e o e 1 AP Identifier
§ WM MAC ADDRESS § & bytes ,E

e T s e T TP S X

Total Size

16 Ootets
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[

Access Point Reset

Direction
When Sent
SNIP F'ﬁjNCTiON 1)

Purpose

Param § Value Format
<o e o o e o e o

E ixvi iMY;!C! EVPY g

s T T

P DS MAC ADDRESS

s e T

{ W MAC AUDRESS

o e et et L

Total Size

16 Octets

References

Access Server to AF

When seitings change

i¢
(rperation
4 byte signature
o oo o e e
{ & bytes -
IO AP Identifier
{ % bytes
e Sttt 2

1. Simple Network Information Protocol SNIP, Sriram Dayanandan, January 2003.
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APPENDIX B
BISTRIBUTED ADAPTIVE CONTROL ALGORITHM FOR AD-HOC WIRFLESS
PERSONAL ARKA NETWORKS © 1992-2003 Advanced Cybernetics Group, Inc.

All rights reserved.

5
TECHMOLOGY DESCRIPTION
CONVENTIONAL ROUTING PROTOCOLS
Distance-Vector Rounting (DY)

10 Each node maintains a table of approximate distances of nodes. Modes send the table
out to nearest neighbors. The receiving nodes update their tables and recalculate routes using
a shortest path algorithm. Thus routing decisions are made using sub-global approximations '
and are not optirnal especially in a dynamically changing environment like WPANs,

£5 Link State Routing (L5)

Each node maintains a view of the entire network and broadeasts the state of the link
to its nearest neighbors. The recciving nodes update their tables and recalculate routes using
a shortest path algorithm. Pros inclode: widely used and commercialized; wel! tested; well
documented. Cons include: well suited for static environments, not for dynanic
20 - environments; infrastructure oriented {dedicated hosts are organized for routing); not suited

for resource constrained, low power devices

STANDARD AD-HOC ROUTING ALGORITHMS
The IETF Mobile Ad-Hoe Networking Standard (MANET) has proposed the
25 following AD-HOC routing slgorithms,
Destination Seguenced Distance Vecter Routing (DSDV)
s A version ofb DV adjusted for AD-HOC networks.
e Power management is not considered
* Does not have dynamic adaptive load balancing
30 »  Convergence times can be large

& No support for QOS
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25

&

Mo zonal/multi-channel support

AD-HOC On Demand Distunce Veetor Routing (AQDY)

&

®

Reactive as opposed (o pro-active

Uses L3, hence is shielded from the MAC and PHY layers
Supportts ouly one route per destination

Dioes not have dynamic adaptive load balancing

® Power management is not considered

Does not support unidirectional links

No support for QOS

s Mo zonal/multi-channel support

Dynamic Source Routing (BS)

®

Reactive as opposed to pro-active. Routes are learat on-demand and hence can

slow down the performance
Does not have dynamic adaptive load balancing

¢ Power management is not considered

Needs support from either the MAC layer or the network layer for including the

route information
No support for QO8

e No zonal/multi-channel support

Zoune Routing Protocel (ZRFP}

L]

Divides the network into zones

Intra-zone routing is left to the implementer

Inter-zone rouling uses a reactive as opposed to pro-active protocol
Does not have dynamic adaptive load balancing

¢ Power management is not considered

No support for Q08

44
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ALGORITIHM DESIGN CONSIDERATIONS
Mo Central Conirel \
AD-HOC WPAN's typically work in enviromments where there cannot be any level
of central intelligence as far as routing and parametric decisions are concerned. This requires
5 the algorithm to be truly distributed and every device mudt be able to make decisions by
itself.
Seif-confiparing
AD-HOC WPAN's by definition need to be seli-configuring without having the need
for any network plan.
10 Self-healing/Fault Tolerant ‘
AD-HOC WPAN’s need to be self-corrective and fault tolerant.  Devices must be
.able to change their routing decisions in real-tiyoe as soon as a path gets clogged or closes
down. i
Dyvnamic Adaptive Leoad Balancing
iS5 The foad on the network must be balanced fairly across afl possible paths, and this
decision must happen dynamicaiiy in an adapiive manner.
Pro-active Houting )
The routing dacisﬁons need to be made on a pro-active as opposed to an on-demand
basis. This cnsures that the task of routing does not interfere with the device’s primary
20 responsibility, which is to accomplish ils own Bmetionality.
Varied Bandwidth/QUS/Pewer requirements
Devices have varied bandwidth requirements, some need 1sochronous performance
{fixed latency), and some need bounded latency, and some might be power constrained and
must use very low power for their ransmissions.
25 Low memeory fooipring
The design of the algorithm must consider the fact that WPAN would typically
consist of low foolprint resource constrained devices.
‘Multi-Zone/Multi-Channel Support
The design of the algorithm must consider t;r}c support for routing between multiple

30 Pico~cells or multiple network zones.

EX1007, Page 160



10

Network layer independent

The algorithm must not depend on the existence of a network layer protocol like i
The algorithm must directly use the services provided by the MAC sub-layer. '

Ffficient Topology Loskup and Modification

Every device in an AD-HOC WPAN plays dual roles:

s Accomplish its own functionality, which could involve sending packets cither

directly or via another device. (Primary Role)

s Forward packets of other devices. (Secondary Role}

The design of the algorithm must consider the fact that, the primary role of every
device on the network is to accomplish its own functionality, and routing of packets of other
devices is secondary (unless the device is a special node that is just present for forwarding)
and must not affect the performance of its primary role.

For the primary role, this means whenever the device has to send out its@wn data
packet, o another device the routing decision must be very fast.

For the Secondary role, this means whenever a device receives from another source
destined to another device, it must be able to readily reference the routing decisions made by
the source according to its Bandwidth/QOS/Power requirements.

When z device goes down, the topology and the routing decisions need to be

modified in real-time so thal network performance levels are maintained.
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TECHNOLOGY IMPLEMENTATION

The Algorithm uses contro] systems approach wherein every device sends out a

wroadeast bearibeat packet into the medium, at a specified frequency.

L)

Header

S S SEU S SO SO SUUU SUE SO S

ISONR{  TOLL | HOPCOST |NC|LP|
+--~~+-v-------+----‘--j——-~—+---'i>»m-+«---+—-~-+~---+«-~~+ —mma}
] 4 4 11 '

10 Paylead

| DEVICE ID [RS8}
Aot ot
IDSIZE |
15 SQNR =1 BYTE SEQUENCE NUMBER (0-255)
. TOLL =4 BYTE DEVICE TOLL COST
HOP COST =4 BYTE DEVICE HOP COST
NC =1 BYTE NEIGHBOUR COUNT (0-255)
LP  =1BYTELOW POWER/HIGH THROUGHPUT FLAG
20 DEVICE ID = DEVICE IDENTIFICATION SEQUENCE (e.g. MAC ADDRESS)

RSSI =1 BYTE RELATIVE SIGNAL STRENGTH INDEX

TOTAL SIZE OF HEARBEAT PACKET = HEADER SIZf + NC * PAYLOAD SIZE

=11 +NC*(IDSIZE + 1}

47

EX1007, Page 162



Sequence Number

Sequence Number is a one-byte counter incremented upon the transmission of a
heartbeat packet. This counter will wrap to 0 after it reaches a value of 255,
Whenever a device receives a heartbeat packet, it updates the sequence number for
5  the source in its own tables. The device then retransmits the heartbeat packet 50 that other
deyiées distant from the source can also receive it If a device receives a heartbeat packet
with a sequence number less than or equal to the noted sequence number for the source, the
packet is discarded.
The sequence number is significant because of the shared nature of the wireless

[

10 medium. Lets consider Figure 1 and a scenario where node “2” has just come up.

Figare §

When the node labeled “27 sends out s heartbeat with sequence number “{” node

[—
(¥4

“1 and “3” will hear the packet and update the cniry corresponding to node “27 with the

value “1”. Since both “1” and 37 bave heard *2” for the first time, they both will retransmit

the packet so that distant devices and new devices which have just come up can receive the
P 3 §

w9

heartheat. Lets sssume that node “17 relays the heartbeat first. Nodes “2” and “3” would

hear the packet again. “2” would discard it because the original sender is itself, whereas “37

s T3

20 would discard it as its tables already indicate sequence number “1” for node “27.

48
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Now *3” n’:layé the packet and “4” receives it and updates its tables before retransmitting it.
For a network with N nodes every heartbeat packet is transmitted N times for the first time.
Thus the sequence number helps prevent broadeast flooding for heartbeat packets, This
mechanism is only used for the first heartbeat packet. For broadeast/multicast data packets
and subsequent heartbeat packets, an optimized technique is used which is discussed below.

3.

Figure 2

When the node “2” sends out the heartbeat packet with sequence mumber “27, both |
and 3 hear the heartheat and update the iable entries corresponding to node “27. Both “17
and “3” would then refer to the Single Source Shortest Path (8889} ree corresponding fo
node “27 as shown by the solid blue lines in Figure 2 above. According to the tree “17 does

N4

not have any “child” and hence will not forward the packet further. “3” on the other hand bas
“4” as its child and hence will forward the packet to ~4”.

Hence subsequent heartbeal packets are sent M <= N times, where M is the number of
levels in the S8SP tree for the source node, and N is the number of devices on the network, If
in the mean tiune another node comes up and hears the heartbeat for the first tie, it will

retransmit the packet, but the sequence number will help other nodes discard the packet.

49

EX1007, Page 164



Multi-zone/Multi-channel support is explained later in the document for the purposes of

brevity.
Device Toll Cost {(Bic)

The Device Toll Cast is the value charged by the device for forwarding a packet to
5 one of its neighbors. This value is used in determining the optimal routes. This value helps

in the dynamic adaptive load bulanecing of the network.
Bevies Hep Cost {(Dhe)

The Device Hop Cost is the expense incurred every time a packet needs to be sent via

another device. This value helps in the determining QUS requirements of the node,

10
Lew Power/High Throughput Flag {Lp}
This flag is set to *“1” for devices that usc a routing table optimized for low power
consumption/high throughput.
15 ALGORITHM DATA-STRUCTURES

Network Representation

The algorithm uses a Directed Weighted Graph (DWG) for representing the networks,
which may have enidirectional links and Un-Directed W eigvhied Graph (UWG) for networks
having bidirectional Hinks only. The devices on the network form the set of vertices for the

20 gi‘éph. Rased on the information in the heartbeat packet, edges are added to the graph with

an initial weight that is joversely proportional to the RSSL

Graph Representation

Traditionally graphs have been represented using either adjacency matrices or
25 adjacency lisis. Adjacency matrices offer fast O (1) edge lookup and modification, but tend
to be wasteful if the number of edges in the graph is a lot less than N, where N is the number

of devices. The maximum munber of edges is "P; for a DWG and "Ch for a UWG,

56
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Practically the numbé.r of edges N, in 8 WPAN would be much lesser than " and hence
much lesser than N number of edges, for N>=2,"C, Py N - "( < N

Adjacency lists on the other hand save memory, but offer O (M) worst-case edge
fookup and modification, where M is the number of eéges on the list, and hence lend
to affect the overall routing petformance. The algorithin uses a specialized representation of
a graph that offers acceptable performance and has lower runtime memory requirements.

A graph object in the algorithm has the following attributes:

e A vertex hash table for fast vertex lookup and modification

& An edge hash table for fast edge lookup and modification

& A vertex list for vertex enumeration

s An edge list for edge enumeration

A vertex object exists in both the graph’s vertex hash table and on the graph’s vertex

fist. A vertex object also includes an edge list for all incident edges. In addition, a vertex
object also has 2 spare link pointers through which it can exist in 2 more lists.

An edge objeet on the other hand exisis not only on both the graph’s edge hash table and the

- graph’s edge list, but also exists on the following:

e If un-direcied, on the edge lists of both the vertices it is incident upon

¢ . If directed, ov the edge list of the source vertex,

1o addition an edge object also has 2 spare link pointers through which it can existin 2
more lists.

The 2 spare link pointers on the veriex and edge objects are helpful for algorithms that
operate on graphs for sorting purposes. These algorithims can sort vertices/edges in any
manner they deem without having to allocate/free additional memory,

Graph algorithms can also save custom data pointers within the vertex and edge objects,
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Hasly Link

Figure 3
,
Verres? List Link Grapl List Link -
Spare Links
Vegent List Link  Guaph Hash Link
Fipure 4
5 This specialized data structure helps answer the following guestions regarding the graph

very quickly.
e s Vertex ‘X on the graph?
e s there an edge between Vertex ‘X’ and Vertex Y7 If yes what is the initial edge
cost? |
19 * What arc the edges incident upon Vertex ‘277
¢ Enumeration of all the edges on the graph
¢ Enomeration of all the vertices on the graph
The edge and vertex lookup times are dependant on the bucket size of the hash tables

used. The value of the bucket size can be changed as required.

EX1007, Page 167



wn

i0

36

ALGORITHM OPERATION

Direct Heartheat Reception

Upon receipt of a direct heartbeat {from a source we can dircctly hear), the algorithm

takes the following steps:

i

e

Ly

5.

Lookup vertex for the source. If the vertex is not present, create a new vertex for the
source and inttialize s comesponding custom vertex data.
Lookup edge between the source and us. If an odge is not present, create a new edge
between the source and us and initialize its corresponding custom edge data.
if the sequence nummber of the heartheat is less than or equal to the sequence mumber
noted in the custom vertex data, discard the packet, End.
Update the RSST information and the last known good time in the custom edge data.
Update the sequence number, toll cost, hop cost, and low power flag in the custom
vertex data. »
If the source was heard for thc.ﬁrst tune {an edge was just created), then forward the
packet by re-transmitting it, and go to step 8,v
Lookup our position on the source’s SS8P tree. If we have nodes below us on the tree
forward the packet by re-transmitting it.
For evety payload entry
a. Lookup vertex gnd create it of not present.
b, Lockup an edge between the source and the vertex, and create it if not present.
¢. Update the RSSI information and the last known good time in the custom

edge data.

In-direct Heartbeat Reception

Upon receipt of an in-direct heartbeat (from a source we canmot dircctly hear), the

slgorithun takes the following steps:

i

2

Lookup vertex for iromediate transmitter. If the vertex is not present, create a new
vertex for the immediate transmitier and initialize s corresponding cusiom vertex
data.

Lookup edge between the immediate {ransmitter and us. If the edge is not present,

create a new edge and initialize its corresponding cusiom edge data.

53
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Lookup vertex for the source. If the vertex is not present, create a new vertex for the
source and initialize its corresponding custom vertex data.
4. If the sequence number of the heartbeat is less than or equal to the sequence number
entered in the source vertex’s custom veriex data, discard the packet. End.
5 5. Update the RSSI information and the last known good time in the custom edge data,
for the immediate sender.
6. Update the sequence number, toll cost, hop cost, and low power flag in the custom
vertex data for the source. V
7. I the source was heard for the first time (an edge was just created), then forward the
1@ ' packet by re-transmitting it, and go o step 9.
8. Lookup our position on the source’s SSSI? tree. I we have nodes below us on the trec
forward the packet by re-transmitiing it. 7
9. For every payload entry
a. Lookep vertex and create it of not present.
i5 b, Lookup an edge between the source and the vertex, and create i if net present.
c. Update the RSSI information and the last known good time in the custom
edge data.
Heartbeat Tragsmission
Before transmitting the heartbeat packet, the algorithin takes the following steps:
26 b, Check the last known good timestamp for every gdge, and delete edges whose last
known good times are greater than K-* {7, where K> =2 is a chosen constand, and U is

the heartbeat updale interval chosen for the network.

&

Calculate our own Redundancy Index R/ for health indication purposes. This is done

as follows:

2
N

a. Initialize Good Nodes Count GNC o 0

b. For every veriex we can reach, using an edge incident upon us, mark the edge
as closed, and try to reach the veriex using any other path. i the vertex can be
reached, increment GNC. ) ‘

¢. Good Nodes Ratio GNR = (GNC/TOTAL _INCIDENT EDGES)

30 d  Incidence Ratio fR =

FOTAL INCIDENT EDGES/TOTAL VERTEX COUNT-I)

54
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¢. RI=(GNR*0.6+ IR *04)*%100
3. For every veriex compuie the SSSP tree for this vertex, uéing the SSSP algorithin
described below.
4. Add every edpe incident upon us fo the heartbeat packet and send out the heartbeat
packet, with our DTC, DHC and sequence numbers,

Increment sequence number.

(&)

Single Source Shortest Path (8SSP) algovithm
The SSSP algorithm used bere is a modified version of Dijksira’s SS8P algorithm.
The original Dijlstra SSSP algorithm uses pre-computed edge costs, where as in this
mbdiﬁed aigm‘ithm instead of using the edge costs, we compute the Destination Vertex Cost
DY from the RSST information, dynamically as we proceed in the algorithm,
The modified algoritho makes use of the spare links provided by the vertex and edge objects.
. Initialize the Vertex Cost V'C to «, and the Vertex Edge VE to NULL for alf vertices,
other than the source. For the source vertex, set FC to 0 and VE to NULL.
2. We use the two spare links provided in the vertex object, to form a doubly linked list
of vertices, without having to allocate or free any additional memu:;zy. Set the source
_vertex as the head of this doubly linked list, set the Hop Count HC for the source
vertex o be 0.
3. For every vertex in the doubly linked Hst
a. We use the two spare links provided in the edgé object, to form a doubly
linked fist of edges, without having to allocate or free any additional memory.
For every edge incident on the Verﬁem compute the Final Edge Cost FEC
using the equation given below.
FEC = {100 - RSSH + HC *DHC + TC
TC = 0 if HC =0, DIC if HC <> 0
Use insertion sort o insert the edge onto the doubly linked Jist sorted in
ascending order of FEC. We call the vertex in context the Control Vertex, and
the edge destination the Destination Vertex.

b. For every edge on the doubly linked Hst
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iit.

tv.

Compute 25C using the equation given below.
For Low Power Consumption: .

DVC = MAX (VO of Controf Vertex, FEC)
Otherwise:

DVC = VO of Control Vertex + FEC

IV for Destination Veriex = o then, set VC for Destination Vertex
to DVC, VE for Destinativn Vertex to the cument edge, HC for
Destination Vertex wo HC of Control Vertex + 1. Go 1o Step iv.
IV for Destination Veriex > DV then, set VC for Destination
Vertex to DVC, VE for Destination Vertex to current edge, HC for -
Destination Vertex to HC of Control Vertex + /. Remove
Destivation Vertex from doubly linked list.

Use insertion sort, o insert Destination Vertex into doubly linked

fist,

4. Create a new graph object for the SSSP tree.

5. Add every vertex in the original graph, to the SSSP tree and every vertex’s V£ to the

SEEP tree.

Mo Central Control

TECHNOGLOGY EVALUATION

The inplementation of the algorithwy makes it clear that it is truly distributed without

the need for any central control. The implementer has to choose appropriate values for X and

{/ depending on the physical characteristics of the network.

Self-Configuring

Any device can join the network instantly. Devices already present on the network

can discover the new device after the heartbeat packet transmitied by it is propagated through

the network. The device itself can report its health using the value of R{ This information

can help the user choose an appropriate location for the device.
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Self-Healing/Fault Tolerant

The heartbeat packets sent by the devices, make surc that the system can recover from
route and device failures.
Bynamic Adaptive Load Balancing

The devices can adaptively increase or decrease the value of their D7C, so as to

W

trigger changes in the SSSP troes of other devices. E.g. when a device detects that a lot of
devices are using it for forwarding packets, it could adaptively increase its D7 so that the
traffic then flows through other devices on the network. Similarly when the device deiccts
that the traffic load through it has decreased, it could adaptively decrease its DTC.

{0 Pro-Active Routing

The computation of the 3SSP tree by every vertex, for every vertex makes the
algorithm very pro-active. This means route planning times are minimized at the time of
packet sending and i’brwardiﬂg. »

Yaried Bandwidih/Qos/Power Reguirements

i5 The DHC value of a device changes the way in which its SSSP tree is compuiéfh Low .
latency driven devices can set DHC to a high value to make sure their SSSP trees are
computed with minimum number of hops. Low Power Flag chooses cdges so as to minimize
the transmit power for the devices.

Low Memory Footprint \

20 The specialized data structures uwsed by the algorithm provided acceptable
performance and use reasonably low memory. For a setwork with very large number of
devices e.g. 10,000, the network could be divided int{;,muiﬁpie zones, 50 as to provide
acceptable performance using low memory. Multi-Zoning is explained 1o the next section.

Multi-Zone/Multi-Channel Support

25 A WPAN can be divided into 2 or more Pleo-nets using different RF channels, so as
to minimize the interference between them, Two atiractive approaches are explained below.
30

A
-]
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Common Device Approach

Figure S—

Figare 5 shows two Fico-nets' comprising of nodes (1,2,3,4) and (5.6,7.8)
respestively. Roth Pico-nets are operating on different RF channels so as (o not interfere with
each other. Node 9 is a nisde having two interfaces, one listening to the RY channel for the
tirst Pico-net and the other listening o the RF channel for the second Pico-net. Hence Node 9
is designaicd as the Ce‘)mmem Device.

When Node 9 is turned off both Pico-nets can only operate independently.
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Figure 6

When Node 9 is turned on both Pico-nets can now not only work independently, but
can also use Node @ to route information between the Pico-nets. Mode 9 ensures that the
5 heartbeat packets generated in both Pieo-neis are forwarded to the other Pico-net. Thus

devices of both Pico-nets view the network as one combined Pico-net.

Common Router Approach
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Figure 7

-

Figure 7 above shows two Pico-nets comprising of Nodes (1,2,3.4) and (5,6,7,8)

respectively. Here the Nodes 4 and 5 have been designated as Commion Routers. Separate RF

5 channels are used for the Intra Pico-net and Inter Pico-net communications. When the
Common Routers are turned off, both Pico-nets can only work independently.
When the Common Routers are turned on, the Figures 8 and 9 below show the Intra Pico-net

SSSP trees of both Pico-nets respectively, Figure 10 shows the entire topology.

i

14 Figure 8 ' :
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Figure 8

Figure 10

' The heartbeat packets transmitted by the Common Routers are different for Inter Pico-
net and Intra Pico-net communication. For Intra Pico-net communications, the Common
Routers include only the Pico-net mermbers they hear in their heartbeat packets. Hence for the
first Pico-net, the Intra Pico-net heartbeat sent out by 4 would include entries for Nodes 1,2
and 3. Even thoogh Node 4 can also hear Node 3, the Intra Pico-net will not have an entry for

Néde 5.
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The Inter Pico-net heartbeat transmitted by Node 4 will include entries for Nodes
1,2,3 and 5. Hence only the Common Routers will need to know ahout the entire topology,
whereas individual devices will only need to know the topology of their Pico-net,
Whenever a device needs to sead a packet o a device that s outside its Pico-net, the packet

is sent to the Common Router for that Pico-net.
Metwork Layer Independent N

“ Clearly the algorithn described does not depend on any Network Layer protocol like
IP. This algorithm is also independent of the MAC sub-laver although its use is intended to

be at the MAC sub-layer.
Efficient Topology Loskup And Modification

The specialized graph data structures used by the algorithin are designed for efficient

opology lookup, offering acceptable performance over a reasonably large number of nodes.
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E AMENDMENT PAID FOR
i Total . i “ =
> 37 CFCF)E ?.15(1)) Minus = OR
a Independent * Minus | ** =
E (37 CFpR 1.16(h)) = OR
<§( Application Size Fee (37 GFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus ** = =
= (37 OFg ?.Ie(r)) OR
% Independent * Minus | *** = ~ OR
w (37 CFR 1.16(h)) B
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(}))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPIO.gOV

APIZ'L[‘TII\(/igglIQON I 3’17;}%:1)1\1]:()}A?]EE G%;?’?T I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAH\/ISIIND CLAIMSl
17027381 0912172020 2465 785 035703728 10 T
CONFIRMATION NO. 5169
27197 UPDATED FILING RECEIPT
MICHAEL J. CHERSKOV
123 WEST MADISON STREET ANRTO OO AL KU VEATE AR
SUITE 400

CHICAGO, IL 60602
Date Mailed: 12/02/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Francis DaCosta, Santa Clara, CA;
Sriram Dayanandan, San Jose, CA;
Applicant(s)
MeshDynamics, Residence Not Provided

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CIP of 15/908,108 02/28/2018 PAT 10785316
which is a CIP of 15/728,863 10/10/2017 ABN
which is a CON of 14/740,062 06/15/2015 PAT 9819747
which is a CIP of 13/571,294 08/09/2012 PAT 9172738
which is a CIP of 12/696,947 01/29/2010 PAT 8520691
which is a CIP of 11/084,330 03/17/2005 ABN
which is a CIP of 10/434,948 05/08/2003 PAT 7420952
which claims benefit of 60/421,930 10/28/2002

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.
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Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/29/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/027,381

Projected Publication Date: 03/11/2021
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

HIGH PERFORMANCE WIRELESS NETWORK
Preliminary Class
370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
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community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (01-10)
Approved for use through 07/31/2012. OMB 0651-0031

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.98)

Application Number 17027381
Filing Date P020-09-21
First Named Inventor ‘ Francis daCosta
Art Unit 2444
Examiner Name ‘ Not Yet Assigned
Attorney Docket Number |0357—03728

U.S.PATENTS

Remove

Pages,Columns,Lines where

E)_(gm*lner Cite Patent Number Kind Issue Date Nar_ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 046992 A P000-04-04 Meier, et al.

2 7058050 B2 P006-06-06 Pohansson, et al.

3 912373 B2 P005-06-28 | ee; Hee Dong.

4 7190690 B2 P007-03-13 Tucmela, et al.

5 Fo09705 B1 P005-06-21 | ee; Wiilliam C. Y.

6 7200130 B2 PO07-04-03 Forstadius, et al.

7 p876643 B1 P005-04-05 A\ggarwal, et al.

8 H867785 A 1999-02-02 iverbuch, et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 17027381
Filing Date 2020-09-21
First Named Inventor ‘ Francis daCosta
Art Unit | 2444
Examiner Name ‘ Not Yet Assigned
Attorney Docket Number |0357-03728

9 b546397 A [1996-08-13 Mahany
10 7103371 B1 P006-09-05 | iu; Yu-Jih.
11 393261 B1 P002-05-21 | ewis; Daniel E.
12 p982960 B2 P006-01-03 | ee, et al.
13 589247 B2 P313-11-19 [Gregory J. Mesaros
14 7428300 B1 P003-09-23 Drew, et al.
15 b434129 B1 P002-08-13 Struhsaker, et al.
16 7023856 B1 P006-04-04 Washabaugh, et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
1k Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 0030012193 A1l P003-01-16 Novaes, Marcos N.
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

( Not for submissicn under 37 CFR 1.99)

Application Number 17027381
Filing Date 2020-09-21
First Named Inventor ‘ Francis daCosta
Art Unit | 2444
Examiner Name ‘ Not Yet Assigned
Attorney Docket Number |0357-03728

2 0020159409 A1l P002-10-31 Wolfe, Charles; et al.

3 20020085719 A1l P002-07-04 Crosbie, David B.

4 0020055978 A1 P002-05-09 Joon-Bo, Choi; et al.

5 0050181725 A1l P005-08-18 PDabak, Anand G ; et al.
6 20010021639 A1 P001-09-13 Kaku, Takashi

7 20020097681 Al P002-07-25 Treister, Bijan; et al.

8 20020159401 A1l P002-10-31 Boger, Yoel

9 0040147424 A1 P004-07-29 Byldath, Andreas; et al.
10 0050153725 Al P005-07-14 Naghian, Siamak; et al.
1 20040203787 A1l P004-10-14 Naghian, Siamak; et al.
12 0040058678 A1 P004-03-25 fdeTorbal, Rene Fernand Emile
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

( Not for submissicn under 37 CFR 1.99)

Application Number 17027381

Filing Date 2020-09-21

First Named Inventor ‘ Francis daCosta

Art Unit | 2444

Examiner Name ‘ Not Yet Assigned

Attorney Docket Number |0357-03728

13 0040137877 A1l P004-07-15 Crowhurst, Peter; et al.
14 0050286464 A1l P005-12-29 Saadawi, Tarek; et al.
15 0050237992 A P005-10-27 Mishra, Partho P.; et al.
16 20090115654 Al P009-05-07 | o; Thomas K; et al.

17 0110276628 A1l P311-11-10 Barney Darryl Pell

18 00110276396 Al P011-11-10 Yogesh Chunilal Rathod
19 20110225293 Al P011-09-15 Yogesh Chunilal Rathod
20 20110208822 Al P011-08-25 Yogesh Chunilal Rathod
21 20100223581 Al P010-09-02 Manolescu et al.

22 0090311658 A1l P015-01-13 [George Bryan POLIVKA
23 20040100929 A1 P004-05-27 Jose Garcia-Luna-Aceves
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number 17027381
Filing Date 2020-09-21
First Named Inventor ‘ Francis daCosta
Art Unit | 2444
Examiner Name ‘ Not Yet Assigned
Attorney Docket Number |0357-03728

24 20100150170 Al P010-06-17 | ee; Herman H_; et al.
25 0120202514 A1l P312-08-09 mﬂggﬁ'mp\yNAeI:AN
26 20150036649 A P015-02-05 CHEN; CHUN-YU; et al.
27 20130343430 Al P013-12-26 Bettendorff; John; et al.
28 20090201898 A1l P009-08-13 [Gong; Xiaohong; et al.
29 20040156345 Al P004-08-12 Steer, David, et al.

30 20020007416 Al P002-01-17 PUTZOLU, DAVID M.
3 0050128940 Al P005-06-16 \Wen, Wushao; et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Examiner|
Initial*

Cite
No

Foreign Document
Number3

Country
Code?j

Kind
Codet

Publication
Date

Name of Patentee or
Applicant of cited
Document

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Application Number

17027381

Filing Date

2020-09-21

First Named Inventor ‘ Francis daCosta

ol Art Unit | 2444
( Not for submissicn under 37 CFR 1.99)
Examiner Name ‘ Not Yet Assigned
Attorney Docket Number | 0357-03728

NON-PATENT LITERATURE DOCUMENTS

Remove

Examiner|
Initials™

Cite
No

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

Date Considered ‘

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reignh of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if

English language translation is attached.
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Application Number 17027381

Filing Date 2020-09-21

INFORMATION DISCLOSURE

First Named Inventor ‘ Francis daCosta

STATEMENT BY APPLICANT | 2444

( Not for submissicn under 37 CFR 1.99)
Examiner Name ‘ Not Yet Assigned

Attorney Docket Number |0357-03728

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

X See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature 1Szymon Gurda/ Date (YYYY-MM-DD) 2020-12-15

Name/Print Szymon M. Gurda Registration Number )58451

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.§.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: {1) the general authority for the collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U_S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552} and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT
CONFIRMATION NO. 5169

UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Francis DaCosta

Application. HIGH PERFORMANCE WIRELESS NETWORK
Serial Number: 17/027,381

Filing Date: September 21, 2020

Art Unit: 2465

Attny Docket: 0357-03728

Submitted via EFS-Web on December 15, 2020.

Box: MISSING PARTS 123 West Madison Street
Commissioner for Patents Suite 400
P. O. Box 1450 Chicago, Illinois 60602
Alexandria, VA 22313-1450 (312) 621-1330

DISCLOSURE STATEMENT PER 37 C.F.R. §1.97 and § 1.98

Sir;

The citations listed on the accompanying form PTO PTO/SB/08a are submitted in
compliance with the duty of disclosure defined in 37 C.F R. §§ 1.97 and 1.98. Copies of the
cited foreign and non-patent references are submitted herewith.

This Disclosure Submission Statement is not to be construed as a representation that a
search has been made, that additional matter material to the examination of this application does

not exist, or that any one or more of these citations constitutes prior art under 35 U.S.C. § 102.

Respectfully submitted,
CHERSKOV FLAYNIK & GURDA, LLC

/Szymon M. Gurda/
Szymon M. Gurda (Reg. No. 58451)
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Electronic Acknowledgement Receipt

EFS ID: 41391300
Application Number: 17027381
International Application Number:
Confirmation Number: 5169

Title of Invention:

HIGH PERFORMANCE WIRELESS NETWORK

First Named Inventor/Applicant Name:

Francis DaCosta

Customer Number:

27197

Filer:

Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: 0357-03728
Receipt Date: 15-DEC-2020
Filing Date: 21-SEP-2020
Time Stamp: 15:03:00

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
613679
1 Information Disclosure Statement (IDS) IDS.pdf no 3

Form (SB08)

960e09866ac58c27208862289725d60f2ba
526a2

Warnings:
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Information:

79049
2 Transmittal Letter Transmittal.pdf no 1
4b64b7813aedcbff86085ebe86db8e91c4 3|
e3686
Warnings:
Information:
Total Files Size (in bytes)# 692728

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
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Publication Date:03/11/2021

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http:/www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.
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the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doc code : PET.OP.AGE

Description : Petition to make special based on Age/Health PTORBNZ0 (0709

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number

PETITION TO MAKE SPECIAL BASED ON AGE FOR ADVANCEMENT OF EXAMINATION
UNDER 37 CFR 1.102(c)(1)

Application Information

Application Confirmation Filing
17027381 2719 21-5ep-2020
Number Number Date P
Attorney Docket
0357-03728 i 2444 i
Number (optional) Art Unit Examiner

First Named Francis DaCosta
Inventor
Title of Invention HIGH PERFORMANCE WIRELESS NETWORK

Attention: Office of Petitions
An application may be made special for advancement of examination upon filing of a petition showing that the applicant is 65
years of age, or more. No fee is required with such a petition. See 37 CFR 1.102(c)(1)  and MPEP 708.02 (Il}.

APPLICANT HEREBY PETITIONS TO MAKE SPECIAL FOR ADVANCEMENT OF EXAMINATION IN THIS APPLICATION
UNDER 37 CFR 1.102(c)(1) and MPEP 708.02 (ll) ON THE BASIS OF THE APPLICANT'S AGE.

A grantable petition requires one of the following items:

(1) Statement by one named inventor in the application that he/she is 65 years of age, or more; or

(2) Certification by a registered attorney/agent having evidence such as a birth certificate, passport, driver's license, etc.
showing one named inventor in the application is 65 years of age, or more.

Name of Inventor who is 65 years of age, or older

Given Name Middle Name Family Name Suffix

FRANCIS DACOSTA

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18.
Please see 37 CFR 1.4(d) for the format of the signature.

Select (1) or {2} :

O {1) I am an inventor in this application and | am 65 years of age, or more.

@ (2) 1 am an attorney or agent registered to practice before the Patent and Trademark Office, and | certify that | am in possessicn of evidence,
and will retain such in the application file record, showing that the inventor listed above is 65 years of age, or more.

Signature
/Szymon M. Gurda/

Name Registration
S M. Gurd 58451
Zymon uraa Number
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Doc code : PET.OP.AGE

Description : Petition to make special based on Age/Health

PTO/SB/130 (07-09)

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579}) requires that you be given certain information in connection with your submission of
the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 US.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.5. Patent and Trademark Office may not be able to process and/or examine your
submission, which may result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Fr eedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to
a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a{m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about indivi duals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
wWww.uspto.gov

In re Application of
Francis DaCosta

icati 17027381 :DECISION ON PETITION TO MAKE SPECIAL
Application No. :UNDER 37 CFR 1.102(c)(1)
Filed: September 21,2020 :

Attorney Docket No.  0357-03728

This is a decision on the electronic petition under 37 CFR 1.102 (c)(1), filed  08-JUN-2021 to make the above-identified
application special based on applicant’s age as set forth in MPEP § 708.02, Section Il

The petition is GRANTED.

A grantable petition to make an application special under 37 CFR 1.102(c)(1), MPEP § 708.02, Section Il : Applicant's Age must
include a statement by applicant or a registered practitioner having evidence that applicant is at least 65 years of age. No fee is
required.

Accordingly, the above-identified application has been accorded “special” status and will be taken up for action by the examiner
upon the completion of all pre-examination processing.

Telephone inquiries concerning this electronic decision should be directed to the Electronic Business Center at 866-217-9197.

All other inquiries concerning either the examination or status of the application should be directed to the Technology Center.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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the application.

EX1007, Page 199



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
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Application No. Applicant(s)

17/027,381 DaCosta et al.
Office Action Summary Examiner Art Unit AlA (FITF) Status
JOHN D BLANTON 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 9/21/2020.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(J This action is FINAL. 2b) ¥ This action is non-final.

3)OJ An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £Ex parte Quay/e, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-19 is/are pending in the application.

5a) Of the above claim(s) __is/are withdrawn from consideration.
6) (0 Claim(s) ____is/are allowed.
7) Claim(s) 1-19 is/are rejected.
8) [0 Claim(s) ____is/are objected to.
9) (O Claim(s) ____ are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(0J The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 9/21/2020 is/are: a)l¥) accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)lJ All b)(J Some**  ¢)J None of the:
1.[] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 O Otr:)er' ()
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U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20210623
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Application/Control Number: 17/027,381 Page 2
Art Unit: 2466

Notice of Pre-AlA or AIA Status

The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.
Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See
MPEP § 717.02 for applications subject to examination under the first inventor to file

provisions of the AIA as explained in MPEP § 2159. See MPEP § 2146 et seq. for
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Application/Control Number: 17/027,381 Page 3
Art Unit: 2466

applications not subject to examination under the first inventor to file provisions of the
AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/patent/patents-forms. The filing date of the application
in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26,
PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may
be filled out completely online using web-screens. An eTerminal Disclaimer that meets
all requirements is auto-processed and approved immediately upon submission. For
more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/process/file/efs/guidance/eTD-info-1.jsp.

Claims 1-19 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claim 1 of U.S. Patent No. US 7,420,952 in view of Wolfe.

For claim 1; US Patent No. US 7,420,952 discloses: wireless mesh network
(claim 1: method of controlling a wireless mesh network) comprising: a plurality of data
communications nodes in the wireless mesh network (claim 1: method of controlling a
wireless mesh network);, wherein the nodes are comprised of: one or more root access
point (RAP) nodes (claim 1: plurality of relay nodes in the wireless mesh network to form a
parent-child relationship); one or more mesh access point (MAP) nodes; wherein a MAP
node is in a data communication with the network through an associated RAP node
(claim 1: plurality of relay nodes in the wireless mesh network to form a parent-child
relationship); wherein the MAP node is in a direct wireless data communication with an
associated parent node, wherein the associated parent node is either the associated

RAP node, or another MAP node in a data communication with the network through its
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Application/Control Number: 17/027,381 Page 4
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associated RAP node (claim 1: a plurality of relay nodes, each of the relay nodes being
capable of relaying traffic from a child node associated with the relay node); wherein the MAP
node automatically connects to the associated parent node selected from one or more
potential parent nodes that are within a direct wireless communication range of the MAP
node (claim 1: dynamically selecting a second one of the plurality of relay nodes in the wireless
mesh network to form a parent-child relationship with the first relay node), process for the
automatic connection comprising: selecting a parent node from the one or more
potential parent nodes based at least in part on one or more parent selection criteria

defined by the access server (claim 1: making a channel selection change; wherein prior to

being dynamically selected, the second relay node was a sibling node of the first relay node; and

making a channel selection includes making a channel selection change to meet a performance

requirement), wherein the parent node so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP node and the
associated parent node; wherein the automatic connection process establishes the

MAP node's routing path to the network (claim 1: dynamically selecting a second one of the
plurality of relay nodes in the wireless mesh network to form a parent-child relationship with the

first relay node); the one or more parent selection criteria comprising: a throughput value
representing signal strength between two nodes; and a latency value representing
number of hops in a routing path (claim 4,5: making a channel selection change to meet a

latency requirement... making a channel selection includes making a channel selection change to

meet a throughput requirement); two or more radios for wirelessly communicating with

another node or a client device in the wireless mesh network (claim 1: each of the relay

nodes including a first radio interface configurable to relay traffic to a parent relay node and a

EX1007, Page 204



Application/Control Number: 17/027,381 Page 5
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second dual purpose radio interface configurable to both relay traffic from the child relay node

and to communicate with a client node that is not a relay node).

U.S. Patent No. US 7,420,952 does not expressly disclose, but Wolfe from
similar fields of endeavor teaches: an access server in data communication with the
nodes (paragraph 14: a network manager 14), the MAP node comprising: one or more
identifier values representing a unique identity of the MAP node in the wireless mesh

network (paragraph 8: By functioning as packet data routers, the RBSs comprising the mesh
form a fault tolerant IP-based routing network for moving packet data to and from the various

mobile terminals supported by the mesh) wired connection to an external network

(paragraph 2, 14: one or more mesh attachment points (MAPs)... RAN 10 permits users of

mobile terminals 22 to communicate with other mobile terminal users, and with users of
communication devices or services associated with a Public Switched Data Network (PSDN) 24,
such as the Internet, PSTN, or some combination thereof... Typically each radio base station

provides coverage over a defined area, referred to as a "'cell,”” and connects to the base station

controller through a landline link, such as T1/E1). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Wolfe in the mesh network as described by U.S. Patent
No. US 7,420,952. The motivation is to improve connection reliability.

Claims 1-19 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1, 2,5, 7, 8, 9, 10, and 19 of U.S. Patent No. 8,520,691.
Although the claims at issue are not identical, they are not patentably distinct from each
other because

For claim 1; US Patent No. US 8,520,691 discloses: wireless mesh network

(claim 1: mesh network) comprising: a plurality of data communications nodes in the
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wireless mesh network organized in a tree-like structure (claim 1: all remaining nodes
connect to the isolated network root node as isolated root children nodes forming a tree

configuration); an access server in data communication with the nodes (claim 1:
connectivity logic), wherein the nodes are comprised of: one or more root access point

(RAP) nodes having a wired connection to an external network (claim 1: in the first
connected configuration the structured mesh network includes at least one structured mesh

node'’s uplink radio comprising a connection to an external network); one or more mesh
access point (MAP) nodes; wherein a MAP node is in a data communication with the
external network through an associated RAP node; wherein the MAP node is in a direct
wireless data communication with an associated parent node, wherein the associated
parent node is either the associated RAP node, or another MAP node in a data

communication with the external network through its associated RAP node (claim 1:

second isolated configuration none of the structured mesh nodes' uplink radio comprises a
connection to an external network, and one of the structured mesh nodes acts as an isolated

network root of the isolated configuration and all remaining nodes connect to the isolated network

root node as isolated root children nodes forming a tree configuration); wherein the MAP node
automatically connects to the associated parent node selected from one or more
potential parent nodes that are within a direct wireless communication range of the MAP
node (claim 2: connectivity logic contained by the nodes realigns connections between the
nodes upon loss of an external connection to form the isolated configuration), process for the
automatic connection comprising: selecting a parent node from the one or more
potential parent nodes based at least in part on one or more parent selection criteria

defined by the access server (claim 5: connectivity logic contained by the nodes selects the

isolated configuration root node such that the resulting network's traffic traverses a minimal

EX1007, Page 206



Application/Control Number: 17/027,381 Page 7
Art Unit: 2466

number of nodes, claim 8: connectivity logic contained by the nodes selects the isolated
configuration root node such that the resulting network's latency is minimized), wherein the
parent node so selected is the associated parent node; and establishing a direct
wireless data connection between the MAP node and the associated parent node (claim
9: connectivity logic contained by the nodes realigns connections between the nodes upon
detection of an external network connection to form the connected configuration); wherein the
automatic connection process establishes the MAP node's routing path to the external

network (claim 2, 10: connectivity logic contained by the nodes realigns connections between

the nodes upon loss of an external connection to form the isolated configuration... the isolated

network root node logic searches for the external network connection and establishes the
external network connection); the one or more parent selection criteria comprising: a
throughput value representing signal strength between two nodes (claim 8: connectivity
logic contained by the nodes selects the isolated configuration root node such that the resulting
network's latency is minimized); and a latency value representing number of hops in a
routing path (claim 5: connectivity logic contained by the nodes selects the isolated
configuration root node such that the resulting network's traffic traverses a minimal number of
nodes); the MAP node comprising: one or more identifier values representing a unique
identity of the MAP node in the wireless mesh network (claim 19: DHCP server within
each node assigns IP addresses to client devices containing one or more random numbers within
the IP addresses); two or more radios for wirelessly communicating with another node or
a client device in the wireless mesh network (claim 1: an uplink radio operating on an

uplink frequency and a downlink radio operating on a distinct downlink frequency; wherein
distinct downlink frequencies are used by nodes for communication with one or more nodes

lower on the tree configuration.).
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Claim Rejections -35USC § 112

The following is a quotation of 35 U.S.C. 112(d):

(d) REFERENCE IN DEPENDENT FORMS.—Subject to subsection (e), a claim in dependent
form shall contain a reference to a claim previously set forth and then specify a further
limitation of the subject matter claimed. A claim in dependent form shall be construed to
incorporate by reference all the limitations of the claim to which it refers.

The following is a quotation of pre-AlA 35 U.S.C. 112, fourth paragraph:

Subject to the following paragraph [i.e., the fifth paragraph of pre-AIA 35 U.S.C. 112], a claim
in dependent form shall contain a reference to a claim previously set forth and then specify a
further limitation of the subject matter claimed. A claim in dependent form shall be construed
to incorporate by reference all the limitations of the claim to which it refers.

Claims 3, 4, and 7 are rejected under 35 U.S.C. 112(d) or pre-AlA 35 U.S.C. 112,
4th paragraph, as being of improper dependent form for failing to further limit the subject
matter of the claim upon which it depends, or for failing to include all the limitations of
the claim upon which it depends. Both claims 3 and 4 are additional optional criteria
which broadens the claimed invention. Applicant may cancel the claim(s), amend the
claim(s) to place the claim(s) in proper dependent form, rewrite the claim(s) in
independent form, or present a sufficient showing that the dependent claim(s) complies

with the statutory requirements. Claim 7 depends on claim 4 and is rejected.

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claim 9 is rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the
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subject matter which the inventor or a joint inventor (or for applications subject to pre-
AlA 35 U.S.C. 112, the applicant), regards as the invention.

Claim 9, line 2; the limitation “the potential parent node” lacks antecedent basis.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

The factual inquiries for establishing a background for determining obviousness
under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.

Claim 1 is/are rejected under 35 U.S.C. 103 as being unpatentable over Wolfe et
al. (US 2002/0159409) (“Wolfe”) in view of Bandeira et al. (US 2002/0072329)
(“Bandeira”).

For claim 1, Wolfe discloses: wireless mesh network (paragraph 6: mesh of radio
base stations) comprising: a plurality of data communications nodes in the wireless mesh

network (figure 1); an access server in data communication with the nodes (paragraph
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14: a network manager 14), wherein the nodes are comprised of: one or more root access
point (RAP) nodes having a wired connection to an external network (paragraph 2, 14:

one or more mesh attachment points (MAPs)... RAN 10 permits users of mobile terminals 22 to
communicate with other mobile terminal users, and with users of communication devices or
services associated with a Public Switched Data Network (PSDN) 24, such as the Internet, PSTN,
or some combination thereof... Typically each radio base station provides coverage over a

defined area, referred to as a "cell,"” and connects to the base station controller through a landline

link, such as T1/E1); one or more mesh access point (MAP) nodes; wherein a MAP node
is in a data communication with the external network through an associated RAP node
(paragraph 14: one or more radio base stations (RBSs) 15 of a first type, a plurality of RBSs 16
of a second type forming a mesh network 18); wherein the MAP node is in a direct wireless
data communication with an associated parent node (figure 1: RBS to RBS or RBS to
MAP), wherein the associated parent node is either the associated RAP node, or
another MAP node in a data communication with the external network through its
associated RAP node (figure 1: RBS to RBS or RBS to MAP); wherein the MAP node
automatically connects to the associated parent node selected from one or more
potential parent nodes that are within a direct wireless communication range of the MAP

node (paragraph 27: the MAPs 20 and RBSs 16 will implement some form of connection

management that determines whether an RBS 16 communicates directly with a MAP 20, or
indirectly through one or more intervening RBSs 16. For example, the MAPs 20 may evaluate the
signal strength of proximate RBSs 16 to determine which ones meet minimum signal strength

requirements), process for the automatic connection comprising: selecting a parent node
from the one or more potential parent nodes based at least in part on one or more

parent selection criteria defined by the access server (paragraph 38-39: the network

manager 14 transmits the applicable wireless backhaul mesh routing information to the new
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RBS), wherein the parent node so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP node and the

associated parent node (paragraph 46: the mesh 18 in conjunction with the network

manager 14 may implement self-configuration features that permit individual RBSs 16 within the
mesh to configure themselves based on assessing backhaul signal strength with adjacent RBSs
16 and MAPs 20. That is, the network manager 14 and RBSs 16 can automatically determine which

neighboring RBSs 16 are available for routing hops, and whether any MAPs 20 are directly
accessible from a given RBS); wherein the automatic connection process establishes the
MAP node's routing path to the external network (paragraph 44: With the above network

configuration, initialization, and management details in mind, it may be instructive to relate such
information to dynamic operation of the network 10. For a given mobile terminal call,
communications traffic in the form of IP-based packet data is routed between a particular mobile
terminal 22 and the BSC 12. In a VoIP application, for example, packet data flows between a user
of the PSDN 24 and the involved mobile terminal 22. This requires the BSC 12 to establish a
packet data session with the MSC 26, and to route the relevant packet data to the appropriate MAP

20 once the MSC 26 connects to the appropriate server or servers (not shown) within the PSDN

24); the MAP node comprising: one or more identifier values representing a unique

identity of the MAP node in the wireless mesh network (paragraph 8: By functioning as
packet data routers, the RBSs comprising the mesh form a fault tolerant IP-based routing network

for moving packet data to and from the various mobile terminals supported by the mesh); two or
more radios for wirelessly communicating with another node or a client device in the

wireless mesh network (paragraph 6: Each RBS in the mesh includes a mobile interface for
communicating with one or more mobile terminals operating in its coverage area, and a wireless

backhaul interface for communicating with other RBSs in the mesh).
Wolfe does not expressly disclose, but Bandeira from similar fields of endeavor

teaches: organized in a tree-like structure (paragraph 20: A tree structure is formed that
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originates at the root node and branches out from the root node to one or more of the non-root

nodes); the one or more parent selection criteria comprising: a throughput value
representing signal strength between two nodes; and a latency value representing

number of hops in a routing path (paragraph 64: The new node will typically monitor a few

of these NNP message transmissions, without responding, in order to accurately measure its
received signal strength (S). Inmediately after the NNP message, the new node also determines
the noise level in the outbound channel (N). Equipped with the Signal-to-Noise ratio (S/N), the new

node determines the quality of the potential link with that parent. With this information, the new

node can determine the optimum RF link parameters for this outbound link). Thus it would
have been obvious to the person of ordinary skill in the art at the time of the invention to
implement the path configuration as described by Bandeira in the mesh network as
described by Wolfe. The motivation is to improve connection performance.

For claim 2; Wolfe discloses the subject matter in claim 1 as described above in
the office action.

Wolfe does not expressly disclose, but Bandeira from similar fields of endeavor
teaches: one or more network health monitoring criteria, wherein the one or more
network health monitoring criteria comprises one or more of: whether or not the
associated parent node is offline or can be found in the wireless mesh network; whether
or not data can be routed to the external network through the MAP node's routing path;
whether or not the one or more parent selection criteria is satisfied; and testing whether
the MAP node's routing path fails to satisfy the one or more network health monitoring
criteria; when it is determined that the MAP node's routing path does not meet one or
more of the one or more network health monitoring criteria, establishing a new routing

path from the MAP node to the external network by connecting the MAP node to a new
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associated parent node through the automatic connection process (paragraph 92, 86,

89-90: Step 1004 determines if the timeout period has expired, which indicates that the slave

node has lost its established attachment with its parent, and if so, returns to step 708...the node
first needs to become attached to the network by performing the "attach’ cycle at step 708...In
general for the attach cycle, a slave node listens for the NNP message from an upstream node
(i.e., a master node) that is already attached to the network. In response to the NNP message, the

slave node transmits the "Attach Request" and receives the "Attach Request Acknowledge"

message to become attached to the network). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Bandeira in the mesh network as described by Wolfe.
The motivation is to improve connection reliability.

For claim 11, Wolfe discloses: the MAP node further comprises a data store
having data representing the MAP node's routing path to the external network
(paragraph 38: the network manager 14 transmils the applicable wireless backhaul mesh
routing information to the new RBS 16 (the new RBS 16 may be a routing point for existing RBSs
16 as well) and updates the routing tables used by the routers 36 of other impacted RBSs 16).

For claim 13, Wolfe discloses: the one or more identifier values of the MAP
comprises a MAC address or an IP address (paragraph 8: By functioning as packet data

routers, the RBSs comprising the mesh form a fault tolerant IP-based routing network for moving

packet data to and from the various mobile terminals supported by the mesh).
For claim 14, Wolfe discloses: a first radio of the MAP is adapted for
communicating with the client device and wherein a second radio is adapted for

communicating with another node (paragraph 6: Each RBS in the mesh includes a mobile
interface for communicating with one or more mobile terminals operating in its coverage area, and

a wireless backhaul interface for communicating with other RBSs in the mesh).
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For claim 15, Wolfe discloses: the second radio is configurable to be used as a
dual-purpose radio for communicating with both the client and another node (paragraph
21: The second radio interface 32 is hereinafter referred to as the "mobile interface” 32, as its
function is to communicate with one or more mobile terminals).

For claim 16, Wolfe discloses: a client device wirelessly connected to the MAP
node, wherein the client device exchanges data with the external network through the
MAP's routing path to the external network (fig. 1: 22 to 16 to 20 to 24).

For claim 18, Wolfe discloses: the access server further comprises causing an
update to the wireless mesh network, the update comprising one or more of: a change
to the one or more parent selection criteria, a change to the one or more network health
monitoring criteria, and an upgrade of software or firmware residing on at least some of
the nodes (paragraph 39, 42: the network manager 14 is informed and routing information,
power levels, etc are updated and the information is sent to the remaining RBSs 16 in the mesh).

For claim 19, Wolfe discloses: overlap with at least one of the one or more
parent selection criteria (paragraph 39, 42: When a RBS 16 is removed from the mesh 18,
either planned or due to a fault, the network manager 14 is informed and routing information,
power levels, etc are updated and the information is sent to the remaining RBSs 16 in the mesh).

Wolfe does not expressly disclose, but Bandeira from similar fields of endeavor
teaches: at least one of the one or more network health monitoring criteria (paragraph
92, 86, 89-90: Step 1004 determines if the timeout period has expired, which indicates that the

slave node has lost its established attachment with its parent, and if so, returns to step 708...the
node first needs to become attached to the network by performing the "attach’ cycle at step
708...In general for the attach cycle, a slave node listens for the NNP message from an upstream

node (i.e., a master node) that is already attached to the network. In response to the NNP
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message, the slave node transmits the "Attach Request” and receives the "Attach Request

Acknowledge” message to become attached to the network). Thus it would have been
obvious to the person of ordinary skill in the art at the time of the invention to implement
the path configuration as described by Bandeira in the mesh network as described by

Wolfe. The motivation is to improve connection reliability.

Claims 5, 6, 8, and 9 is/are rejected under 35 U.S.C. 103 as being unpatentable
over Wolfe in view of Bandeira as applied to claim 1 above, and further in view of Kao et
al. (US 7,212,490) ("Kao").

For claim 5; Wolfe discloses the subject matter in claim 1 as described above in
the office action.

Wolfe does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting a potential node over
another potential node based at least in part on a comparison of their latency values

(column 3, lines 48-57: The method can include storing in a table of destination nodes a hop

count reflecting a hop count between the node and the given destination node for each of the first
and second rings where the latency metric can reflect the congestion between the node and the
given destination node for each of the first and second ring, a static ring selection based on the

hop count and a dynamic ring selection based on the latency metrics reflective of the congestion

in the first and second rings between the node and the given destination node). Thus it would
have been obvious to the person of ordinary skill in the art at the time of the invention to
implement the path configuration as described by Kao in the mesh network as

described by Wolfe. The motivation is to improve connection reliability.
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For claim 6; Wolfe discloses the subject matter in claim 5 as described above in
the office action.

Wolfe does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting the potential node over
the another potential node if the potential node has a lower latency value than the

another potential node (column 9, lines 35-60: If the congestion on the ring associated with

the shortest path is less than the congestion on the other ring, then the packet is added to host
transmit buffer associated with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring

associated with the shortest path is more congested than the other ring, then the packet is routed

on the less congested ring). Thus it would have been obvious to the person of ordinary
skill in the art at the time of the invention to implement the path configuration as
described by Kao in the mesh network as described by Wolfe. The motivation is to
improve connection reliability.

For claim 8; Wolfe discloses the subject matter in claim 1 as described above in
the office action.

Wolfe does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting a potential node over
another potential node based at least in part on a comparison of their throughput values

(column 9, lines 35-60: If the congestion on the ring associated with the shortest path is less

than the congestion on the other ring, then the packet is added to host transmit buffer associated

with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring associated with the shortest

path is more congested than the other ring, then the packet is routed on the less congested ring).

Thus it would have been obvious to the person of ordinary skill in the art at the time of

EX1007, Page 216



Application/Control Number: 17/027,381 Page 17
Art Unit: 2466

the invention to implement the path configuration as described by Kao in the mesh
network as described by Wolfe. The motivation is to improve connection reliability.
For claim 9; Wolfe discloses the subject matter in claim 1 as described above in
the office action.
Wolfe does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting the potential node over
the another potential node if the potential node has a higher throughput value than the

another potential node (column 9, lines 35-60: If the congestion on the ring associated with

the shortest path is less than the congestion on the other ring, then the packet is added to host
transmit buffer associated with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring

associated with the shortest path is more congested than the other ring, then the packet is routed

on the less congested ring). Thus it would have been obvious to the person of ordinary
skill in the art at the time of the invention to implement the path configuration as
described by Kao in the mesh network as described by Wolfe. The motivation is to

improve connection reliability.

Claims 10 is/are rejected under 35 U.S.C. 103 as being unpatentable over Wolfe
in view of Bandeira as applied to claim 1 above, and further in view of Meier (US
6,400,702).

For claim 10; Wolfe discloses the subject matter in claim 1 as described above in
the office action.

Wolfe does not expressly disclose, but Meier from similar fields of endeavor
teaches: the selection of the node further comprises not selecting a potential node if the

potential node's wireless signal strength with the MAP node does not meet a threshold
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throughput value (column 13, lines 32-60: Setting a minimum signal strength threshold
helps prevent sporadic changes in the network). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Meier in the mesh network as described by Wolfe. The

motivation is to prevent sporadic changes in the network.

Claims 12 is/are rejected under 35 U.S.C. 103 as being unpatentable over Wolfe
in view of Bandeira as applied to claim 1 above, and further in view of Rayment et al.
(US 2004/0001442) (“Rayment”).

For claim 12; Wolfe discloses the subject matter in claim 1 as described above in
the office action.

Wolfe does not expressly disclose, but Rayment from similar fields of endeavor
teaches: node further comprises: an ethernet port through which a direct wired

connection can be established with another device (paragraph 78: A switch/router

module 180 is coupled to all the wireless and wired modules. A network interface module 200
connects to the core network, using any of a variety of voice or data network interfaces and

protocols, such as Ethernet, ATM (Asynchronous Transfer Mode), or traditional TDM (Time

Division Multiplexing) interfaces). Thus it would have been obvious to the person of
ordinary skill in the art at the time of the invention to implement the path configuration as
described by Rayment in the mesh network as described by Wolfe. The motivation is to

improve access speeds to the Internet.
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Claims 17 is/are rejected under 35 U.S.C. 103 as being unpatentable over Wolfe
in view of Bandeira as applied to claim 1 above, and further in view of McKinnon, Ill et
al. (US 2001/0038639) (“McKinnon”).

For claim 17; Wolfe discloses the subject matter in claim 2 as described above in
the office action.

Wolfe does not expressly disclose, but McKinnon from similar fields of endeavor
teaches: one or more data types being routed through the routing path, wherein the
one or more data types include at least two of: voice data, video data, and other data
type that is not the voice or video data; wherein routing a priority data type with a higher
priority than another type of data, wherein the priority data type may be one or both of:

the voice data or the video data (paragraph 14: data packets representing voice or video,
for example, now can be identified and given priority transmission over data packets representing

email, file transfers, and text-based Web documents). Thus it would have been obvious to
the person of ordinary skill in the art at the time of the invention to implement the routing
as described by McKinnon in the mesh network as described by Wolfe. The motivation
is to improve service level agreements.
Conclusion

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Eglin (US 2003/0210671); Eglin discloses mesh networks with
wired Ethernet backhaul.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JOHN D BLANTON whose telephone number is

(571)270-3933. The examiner can normally be reached on 7am-6pm EST, Mon-Thu.
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Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Faruk Hamza can be reached on 571-272-7969. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466
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'$34 7 (multi with (user subscriber) with _US-PGPUB; (OR ON  2019/03/23
5 ? - (aggregat$3) with (frame packet)) and ~ USPAT 5 12:26 :
‘tree and ( @ad<="20081104") z : . :

1S40 193 ((calculat$3) with (path hop link) with ~ US-PGPUB; | OR ‘ON  2019/03/24
? é : (transmission adj time) ) and ( - USPAT § 109:37
 @ad<="20081104") : : : :

541 11 ((calculat$3) with (total) with (path hop  US-PGPUB; OR ~ ON  2019/03/24
1 i link) with (transmission adj time) ) and (- USPAT : :09:37 i
 @ad<="20081104") | % | |

542 5 §(((mult| multiple) adj (path hop Ilnk)) Wlth US-PGPUB; ‘OR ‘ON :2019/03/24 |
5 5 : (network)) and ((calculat$3) with (total) USPAT é :09:44
‘with (transmission adj time) ) and ( 5 5 i
§@ad< "20081 104")

S50 27 ((assign$4) with (slot timeslot) with ~ US-PGPUB; OR ON  2019/03/25
2 : - (number amount) with (latency jitter)) | USPAT : 109:14 5
; : ‘and ( @ad<="20081104") :
$52 157 ( (weighted) adj (round) adj (robin) ) US-PGPUB; OR ON  2019/03/25
? : ‘same (slot timeslot) and ( ‘ USPAT i 109:22
@ad<="20081104") ; : ; ;
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~ ((weighted) adj (round) adj (robin) )
isame (slot timeslot) same (latency) and ( :
{@ad<="20081104") :

_US-PGPUB; OR

USPAT

- 2019/03/25
109:22 |

( (weighted) adj (round) adj (robin) )
isame (slot timeslot) and (latency) and (
- @ad<="20081104")

_US-PGPUB; OR
USPAT

12019/03/25
109:40 ;

( ("1+1" adj protection).ab. ) and (
:("1+1" adj protection) ) and (
:@ad<="20081104")

 US-PGPUB; (OR
USPAT

12019/03/25
110:35 :

1S60 287 (latency with header with (ie
~information)) and ( @ad<="20081104")

_US-PGPUB; OR
USPAT

12019/03/25
110:47 s

( latency with header with (ie information)

§with (limit requirement max maximum))
:and ( @ad<="20081104")

US-PGPUB; §0R

USPAT

12019/03/25
110:48 f

'S64 1492 ((local) with sensor with data with
: : i (analysis analyz$3 check$3) ) and (
- @ad<="20081104")

US-PGPUB; (OR
USPAT

12019/03/25
11:30

US-PGPUB; (OR
USPAT

US-PGPUB; (OR

USPAT

- ((iot mtm m2m) with (relay gateway
- bridge) with network) and (
- @ad<="20081104")

US-PGPUB; | OR
USPAT

12019/03/25
12:46 f
12019/03/25
112:49 5
12019/12/13
08:21 5

'S70 140 (((iot mtm m2m sensor) adj (relay
: ? . gateway bridge)) with network) and (
@ad<="20081104")

- US-PGPUB; OR
USPAT

12019/12/13
108:50 %

%(((iot mtm m2m sensor) adj (relay
‘ gateway bridge)) with mesh) and (
@ad<="20081104")

_US-PGPUB; OR
USPAT

12019/12/13
11:04 :

*(((iot mtm m2m sensor) near5 (relay
:gateway bridge)) with mesh) and (
@ad<="20081104")

- US-PGPUB; OR
USPAT

12019/12/13
11:05

"17027381"

o6 3 o

(map with rap with convergence) and

i(mesh adj network) and (

_ @ad<="20081104)
‘(map with rap ) and (mesh adj network)

‘and ( @ad<="20081104")

_US-PGPUB; (OR
USPAT;
'EPO; PO
US-PGPUB; :OR
USPAT;
_EPO; PO

UseehuB; OR
USPAT

US-PGPUB; OR
USPAT

12021/06/23
:11:22 :

1 2021/06/23
! :36 ;

2021/06/23
14:31 5

- 2021/06/23
14:31
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82

s88

727

~ (map with rap ) and (parent with sect$3)
‘and (mesh adj network) and (
i @ad<="20081104")

%(map with rap ) and (parent with
:select$3) and (mesh adj network) and (
- @ad<="20081104")

‘(map with rap ) and ((parent with
“select$3) with (controller server)) and
:(mesh adj network) and (
{@ad<="20081104")

‘((parent with select$3 with (criteria rule
“algorithm)) with (controller server)) and
- (mesh adj network) and (
{@ad<="20081104")

i ((parent with select$3 with (criteria rule
‘algorithm)) with (controller server)) and
- (mesh adj network) and (

: @ad<="20021028")

 ((parent with select$3 with (criteria rule
‘algorithm)) same (controller server)) and
‘(mesh adj network) and (
@ad<="20021028")

((parent with select$3 with (criteria rule
‘algorithm)) and (controller server)) and
{(mesh adj network) and (

- @ad<="20021028")

((parent with select$3 ) and (controller

:server)) and (mesh adj network) and (

‘@ad<="20021028")

((parent with select$3 same (policy
 criteria rule algorithm)) ) and (mesh adj
network) and ( @ad<="20021028")

 ((parent with select$3 same (policy

i criteria rule algorithm)) ) and (

- @ad<="20021028")

‘((parent with select$3 same (policy

i criteria rule algorithm)) and mesh) and (
{@ad<="20021028")

"20050153725".did.
©'20030012168"did.

- "20030147424"dd.

| 'ssa6397".did.

_US-PGPUB; OR
USPAT

_US-PGPUB; OR
USPAT

 US-PGPUB; (OR
USPAT

§ o
- USPAT ~

US-PGPUB;  OR
USPAT

 US-PGPUB; (OR
USPAT

_US-PGPUB; OR
_USPAT;
_EPO; JPO

UsPGPUB; OR
_USPAT;
_EPO; JPO

_US-PGPUB; (OR
USPAT;
EPO; PO

_US-PGPUB; OR
(USPAT;
EPO; PO
_US-PGPUB; OR
USPAT;
'EPO; PO

US-PGPUB; OR
_USPAT
- US-PGPUB; ‘OR

USPAT :

US-PGPUB; OR
. USPAT '

© 2021/06/23
11501 |

1 2021/06/23
115:01 ;

12021/06/23
15:05 :

2021/06/23
15:08 |

12021/06/23
15:37 :

12021/06/23
15:37 f

12021/06/23
15:37 :

- 2021/06/23
115:38 5

12021/06/23
15:39 é

2021/06/23
15:44 f

2021/06/23
:16:52 ?

2021/06/23
117:00
12021/06/23
17:00
12021/06/23
117:01
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©"20020159409".did.

US-PGPUB;

2021/06/23
117:05 f

"6799045" did.
‘and ( @ad<="20021028")

- @ad<="20021028")

%(root near2 access near2 point) and rap

~ (root near2 access near2 point)and (

US-PGPUB;
USPAT

US-PGPUB; |

USPAT

US-PGPUB; -
USPAT;
EPO; JPO
US-PGPUB;
USPAT;

'EPO; PO

12021/06/23
117:06 f
12021/06/23
17:07
12021/06/23
120:19 s

© 2021/06/23
120:20 :

§S99 1253 %(path with select$3 with (sinr rssi (signal
: : “near2 strength) (hop near2 count))) and (
~ @ad<="20021028")

V itree same (path W|th select$3 W|th (smr
irssi (signal near2 strength) (hop near2
‘count))) and ( @ad<="20021028")

 US-PGPUB; |

USPAT;

HiEPO PO
US-PGPUB; |
USPAT;
gEPO; JPO

12021/06/23
121:38 é

©2021/06/23
121:39

 (signal near2 strength) (hop near2
icount))) and ( @ad<="20021028")

‘tree and (path with select$3 with (sinr rssi-

US-PGPUB; |
(USPAT;
_EPO; JPO

12021/06/23
121:39 %

- @ad<="20021028")

(tree near2 (structure heirarchy)) and
(path with select$3 with (sinr rssi (signal
:near2 strength) (hop near2 count))) and ( .

US-PGPUB; -
- USPAT;

EPO; JPO

12021/06/23
21:41 ;

(@ad<="20081104")

 ((parent with select$3 with (criteria rule
‘algorithm)) ) and (mesh adj network) and :

US-PGPUB; |

USPAT

12021/06/24
13:57 s

~ treeand ((@ad<="20081104")
5105 2

§tree and ( @ad<="20021028")

5106 '1'8'5 V ((backup protectlon) near2 path ) and

:(mesh adj network) and (
- @ad<="20021028")

((parent with select$3 with (criteria rule
:algorithm)) ) and (mesh adj network) and

§((parent W|th select$3 with (crlterla rule
“algorithm)) ) and (mesh adj network) and :

US-PGPUB; -
USPAT

~ US-PGPUB;

: USPAT;

EPO; JPO

 US-PGPUB; .
USPAT;
'EPO; JPO

OR

OoN

12021/06/24
14:12 f

| 2021/06/24
14:15 |

2021/06/24
- 14:56 5

( (server controller) with ((backup

Vinetwork) and ( @ad<="20021028")

‘ protection) near2 path) ) and (mesh adj

%((parent with select$3 W|th (latency (hop
§adJ count))) ) and ( @ad<="20021028")

US-PGPUB;
USPAT;
'EPO; PO
US-PGPUB; :
_USPAT;
_EPO; JPO

12021/06/24
- 14:58 :

2021/06/24
15:49

15109 146 ((node with select$3 with (latency (hop
z i gadj count))) ) and ( @ad<="20021028")

US-PGPUB; |
: USPAT; : v :
_EPOPO

12021/06/24
15:49
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S0 2 (node it st with (otencysome USPGRUB; OR  ON 2021/0624
~ (hop adj count))) ) and ( _USPAT; ; 11558 ;
. @ad<="20021028") EPO; PO | |

S111 0 (node with select$3 with (minimum near2 US-PGPUB; OR ON  2021/06/24
5 : - ((signal near2 strength) rssi sinr))) and ( USPAT; : .16:54 :
- @ad<="20021028") ‘EPOQ; JPO f f

S112 14 (node with (minimum near2 ((signal US-PGPUB; :OR ON  2021/06/24
: i :near2 strength) rssi sinr))) and ( : USPAT; ; :16:54 :
 @ad<="20021028") 'EPO; PO : ?

S113'9  ((connection association) with (minimum  US-PGPUB; OR ON  2021/06/24
: : ‘near2 ((signal near2 strength) rssi sinr))) : USPAT; : :16:57 :
§and ( @ad< "20021028") EPO JPO 3 :

S114 5 ((node with select$3) same (minimum  US-PGPUB; OR ~ ON  2021/06/24
: i ‘near2 ((signal near2 strength) rssi sinr))) : USPAT; : 17:00 :
‘and ( @ad<="20021028") _EPO; JPO : ?

1S115 7 :((node with (connect$3 associat$3 - US-PGPUB; OR ‘ON 12021/06/24
1 : -select$3)) same (minimum near2 ((signal  USPAT; : 117:07 :
‘near2 strength) rssi sinr))) and ( ‘EPO; JPO 3
§@ad< "20021028") 5

5116 280 ( ((connects3 associats3 selects3)) same USPGPUB; OR  ON  2021/06/24
5 : -(minimum near2 ((signal near2 strength) : USPAT; g :17:08 :
. rssi sinr))) and ( @ad<="20021028") EPO; JPO : 1

S117 0 (wired with ethernet with backhaul) and ( - US-PGPUB; ‘OR ON  2021/06/24
: . @ad<="20021028") _USPAT; ; 117:30 f
: _EPO; PO ‘ ?

'S118 2 (wired with ethernet same backhaul) and  US-PGPUB; OR ON  2021/06/24
 (@ad<="20021028") _USPAT; z 17:31 |
: EPO; PO : |

'S119 253 (wired adj ethernet ) and ( US-PGPUB; (OR ON  2021/06/24
; . @ad<="20021028") USPAT; ; 17:33 5
f EPO; PO ' z

'S120 0 (wired adj ethernet ) and (mesh adj  US-PGPUB; (OR ON 2021/06/24
: : ‘network) and ( @ad<="20021028") : USPAT; f :17:33 :
: _EPO; JPO f :

'S121:5  (wired adj ethernet ) and (mesh ) and ( US-PGPUB; | OR ON  2021/06/24
; . @ad<="20021028") _USPAT; ; 17:33 :
f EPO; PO ‘ ;

S122.3  (wired adj ethernet ) and (backhaul ) and - US-PGPUB; : OR ON  2021/06/24
z . ( @ad<="20021028") USPAT; z 117:35 :
% EEPO; PO % %

'S123 154 (wired and ethernet ) and (backhaul ) and US-PGPUB; OR ON  2021/06/24
. (@ad<="20021028") USPAT; | 18:48 |
: EPO; PO | |

'$124 43 (wired same backhaul ) and ethernet and - US-PGPUB; 'OR ON  2021/06/24
 (@ad<="20021028") (USPAT; ; 18:49
: EPQ; PO : f
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5125 21 (wired same backhaul) same ethernet  USPGPUB; OR  ON  2021/06/24
; . and ( @ad<="20021028") _USPAT; z 18:51 5
: EPO; PO r 5

1S126 212 (video with data with voice with priority)  US-PGPUB; OR ON  2021/06/24
%  and ( @ad<="20021028") USPAT; 120:46 s
: “EPO; PO f s

S127 1 "10434948".did. US-PGPUB; :OR ON  2021/06/24
o USPAT | 21:38 |

15128 35 "10434948" - US-PGPUB; ‘OR ‘ON  2021/06/24
: L USPAT : 121:39 f

S129 6 "14740062" _US-PGPUB; OR ON  2021/06/24
1 L USPAT § 21352
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the Application.

1. (Currently Amended) A wireless mesh network comprising;
a plurality of Wi-Fi data-communications nodes in the wireless mesh network organized
in a tree shape tree-like-structure;
an access server in data communication with the nodes, wherein the nodes are comprised
of:
one or more root access point (RAP) nodes having a wired connection to an
external network;
one or more mesh access point (MAP) nodes;
wherein a MAP node is in a data communication with the external
network through an associated RAP node;
wherein the MAP node is in a direct wireless data communication with as
a single associated parent node, wherein the associated parent node
is either the associated RAP node, or another MAP node in a data
communication with the external network through its associated
RAP node;
wherein the MAP node automatically connects to the associated parent

node seleeted by selecting the single associated parent node from

one or more potential parent nodes that are within a direct wireless

communication range of the MAP node and establishing a parent-

child relationship with the associated parent node, process for the

automatic connection comprising:
selecting a parent node from the one or more potential parent
nodes based at least in part on one or more parent selection
criteria defined by the access server, wherein the parent node
so selected is the associated parent node; and

establishing a direct wireless data connection between the MAP
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node and the associated parent node;
wherein the automatic connection process establishes the MAP node’s
routing path to the external network;
the one or more parent selection criteria comprising:
a throughput value representing signal strength between two nodes; and
a latency value representing number of hops in a routing path;
the MAP node comprising:
one or more identifier values representing a unique identity of the MAP node in
the wireless mesh network;
two or more radios for wirelessly communicating with another node or a client

device in the wireless mesh network.

2. (Original) The wireless mesh network of claim 1 further comprising:
one or more network health monitoring criteria defined by the access server, wherein the
one or more network health monitoring criteria comprises one or more of
whether or not the associated parent node is offline or can be found in the wireless
mesh network;
whether or not data can be routed to the external network through the MAP
node’s routing path;
whether or not the one or more parent selection criteria is satisfied; and
testing whether the MAP node’s routing path fails to satisfy the one or more network
health monitoring criteria,
when it is determined that the MAP node’s routing path does not meet one or more of the
one or more network health monitoring criteria, establishing a new routing path from the
MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process.

3. (Original) The wireless mesh network of claim 2, wherein:
the one or more network health monitoring criteria further includes whether or not the
MAP node’s routing path is more congested than a threshold load value representing data

congestion level of a routing path; and
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establishing the new routing path when the new routing path is determined to have a less

data congestion than the MAP node’s routing path.

4. (Currently Amended) The wireless mesh network of claim 1 wherein the one or more parent
selection criteria comprises a loop prevention criterion which verifies that a potential parent

node’s routing path to the external network does not contain the MAP node.

5. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises selecting a potential parent node over another potential parent node based at

least in part on a comparison of their latency values.

6. (Original) The wireless mesh network of claim 5 wherein the selection of the parent node
further comprises selecting the potential parent node over the another potential parent node if the

potential parent node has a lower latency value than the another potential parent node.

7. (Original) The wireless mesh network of claim 4 wherein the selection of the parent node
further comprises not selecting a potential parent node if the MAP node’s potential routing path

to the external network through the potential parent node exceeds a threshold latency value.

8. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises selecting a potential parent node over another potential parent node based at

least in part on a comparison of their throughput values.

9. (Currently Amended) The wireless mesh network of claim [[1]] 8 wherein the selection of the
parent node further comprises selecting the potential parent node over the another potential
parent node if the potential parent node has a higher throughput value than the another potential

parent node.
10. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node

further comprises not selecting a potential parent node if the potential parent node’s wireless

signal strength with the MAP node does not meet a threshold throughput value defined by the
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aCCESS Server.

11. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises a

data store having data representing the MAP node’s routing path to the external network.

12. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises:

an ethernet port through which a direct wired connection can be established with another device.

13. (Original) The wireless mesh network of claim 1 wherein the one or more identifier values

of the MAP comprises a MAC address or an IP address.

14. (Original) The wireless mesh network of claim 1 wherein a first radio of the MAP is adapted
for communicating with the client device and wherein a second radio is adapted for

communicating with another node.

15. (Original) The wireless mesh network of claim 14, wherein the second radio is configurable

to be used as a dual-purpose radio for communicating with both the client and another node.

16. (Original) The wireless mesh network of claim 1 further comprising a client device
wirelessly connected to the MAP node, wherein the client device exchanges data with the

external network through the MAP’s routing path to the external network.

17. (Original) The wireless mesh network of claim 1 further comprising one or more data types
being routed through the routing path, wherein the one or more data types include at least two of’
voice data, video data, and other data type that is not the voice or video data; wherein routing a
priority data type with a higher priority than another type of data, wherein the priority data type

may be one or both of: the voice data or the video data.
18. (Original) The wireless mesh network of claim 2 wherein the access server further comprises

causing an update to the wireless mesh network, the update comprising one or more of: a change

to the one or more parent selection criteria, a change to the one or more network health
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monitoring criteria, and an upgrade of software or firmware residing on at least some of the

nodes.
19. (Original) The wireless mesh network of claim 2 wherein the at least one of the one or more

network health monitoring criteria overlap with at least one of the one or more parent selection

criteria.
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Applicant’s Remarks
In the Official Action dated June 30, 2021, the Examiner raised a double patenting
rejection on claims 1-19 in light of the applicant’s U.S. Patent 7,420,952 in view of U.S. Patent
to Wolfe. Claims 1-19 were also rejected on the ground of double patenting in light of the
applicant’s U.S. Patent 8,520,691. Claims 3, 4, and 7 were rejected as failing to further limit the

subject matter of the parent claim. Claim 9 was rejected due to a lack of antecedent basis.

Technical Rejections

The Examiner rejected claims 3, 4, and 7 as being improper as failing to limit the subject
matter of the parent claims. The applicant respectfully traverses the rejection.

In terms of claim 3, the claim requires a mesh node to establish a new routing path if the
“new routing path is determined to have a less data congestion.” Claim 3 depends on claim 2,
which depends on claim 1. Claim 1 does not refer to establishing a new routing path from an
existing routing path; it only provides establishing a routing path regardless of whether a routing
path already exists or not. Claim 2 requires that a routing path already exists and a new routing
path be established based on whether the existing routing path fails to satisfy one or more
‘network health monitoring criteria.” Claim 3 requires an additional network health monitoring
criterion (whether or not the MAP node’s routing path is more congested than a threshold load
value representing the data congestion level of a routing path) that is not required by claim 2.

A node that operates pursuant to claim 3 would therefore exhibit specific behavior of
choosing a new routing path, and that behavior is not required by either claim 1 or claim 2. The
applicant, therefore, disagrees that the health criteria in claim 3 does not narrow the scope of the
parent claims. For example, the broader claim 2 would cover a node that is designated to process
low-priority data traffic may be programmed to maintain its connection to its associated parent
node even if the existing connection’s data congestion is higher than a threshold load value, and
not establish a new connection with another potential parent node that would provide less
congestion. However, such a node would not be covered by the narrower claim 3, which
requires data congestion to be the controlling variable.

Claim 4 likewise presents an additional criterion not found in the parent claim 1.

Reiterating claim 1 requires only two criteria: throughput and latency. Claim 4 introduces an
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additional condition of loop prevention — the criterion to verify that the MAP node’s potential
routing path to the external network does not include itself. Claim 4 has been amended for
clarity purposes.

As claim 4 is no longer improper, the applicant submits that its child claim 7 is likewise
proper.

Claim 9 has been amended to provide an antecedent basis for ‘potential parent node.’
Claim 9 now depends on claim 8 instead of claim 1. Claim 8 introduced the term ‘potential

parent node.’

Support for Amendments

The claims have been added to require that each access node selects its own single parent and

autonomously determines how to connect based on criteria provided by an access server is
found, inter alia, in the Specification, in the section titled “Description of Parent Selection
Algorithm” starting on page 12, line 24:

[0048] Since there is no central point of control in a distributed system, the same
25 algorithms, running in every node, must determine what is best, based on the
information it received from the Access Server and other nearby nodes. Much of
this relates to selecting correct "route" or path to the root node. As an illustration,
in Fig. 4B the route for Node 005 is 000-002-005. The Node 002 is the parent for
Node 005 while Node 000 is the parent for 002.

The result of having one parent is that the network is guaranteed to take the tree-shaped form.
Support for the added claim limitation that the nodes are organized in a tree shape is found, inter
alia, in the Appendix to the Specification page 56, lines 27-30, which states:

Self-Configuring
Any device can join the network instantly. Devices already present on the network
can discover the new device after the heartbeat packet transmitted by it is

propagated through the network. The device itself can report its health using the
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value of RI. This information 30 can help the user choose an appropriate location
for the device.

That the network uses a tree shape is also shown in the figures, and a tree routing algorithm
Single Source Shortest Path (SSSP) is described in the Appendix. Its applicability to the whole
network is discussed, for example, in the Appendix to the Specification, page 57, lines 10-13:

Pro-Active Routing
The computation of the SSSP tree by every vertex, for every vertex makes the
algorithm very pro-active. This means route planning times are minimized at the

time of packet sending and forwarding.

The independent claim has been amended to require the use of Wi-Fi. Support for this limitation
is found in 92, on page 1, lines 22-25:
[0002] ... One embodiment of the present invention provides the software control
for wireless (devices, such as, but not limited to Access Points, employed in a
convergent enterprise network supporting voice, video and data. A topical
application of the software control layer is a home or personal networking
environment(PAN) using Ultra Wide Band or Wi-Fi as the communications

medium.

Obviousness

Independent claim 1 is rejected under 35 U.S.C. 103 as being unpatentable over Wolfe et
al. (US 2002/0159409) (“Wolfe”) in view of Bandeira et al. (US 2002/0072329) (“Bandeira”).

The applicant respectfully submits that, as presently amended, the two references do not
show the claimed features. For example, as presently amended, the claims require the network to
be configured with only one parent node, resulting in a guaranteed tree shape. Wolfe shows a
grid-like wireless network with transmissions and re-transmissions to all nodes in range. The
applicant respectfully submits that the system of Wolfe is not scalable for a general-purpose

network.
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In Wolfe, the base stations (elements 16) are equivalent to broadcast repeaters that remain

in known locations. Thus, the principal problem solved by the instant invention — a dynamically

reconfigurable network — is not a concern for Wolfe. Instead, Wolfe discusses the installation of

piconet access points with possible cycles in the routing tables; for example, Wolfe 98 states:

The coverage area of each RBS within the mesh is typically small, defining what
may be referred to as a “pico cell.” Basing the mesh backhaul communications on
RF links eliminates the need for wireline support (e.g., TI/El connection) at each
RBS site, greatly simplifying implementation of the mesh. In addition to its relative
ease of installation, the mesh provides a number of operating advantages. By
functioning as packet data routers, the RBSs comprising the mesh form a fault
tolerant IP-based routing network for moving packet data to and from the various
mobile terminals supported by the mesh. Data for any one mobile terminal may be
routed any number of ways through the mesh, and the routing may change
dynamically. This allows for fault tolerance in terms of routing around failed RBSs
in the mesh, as well as allowing load balancing by shifting route paths to avoid

congested RBSs.

By requiring a network with cycles and multiple paths, if the Wolf RBS’s were to begin
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moving, reassociating the routing decisions for data packets would become exponentially
complex with the exponential growth of potential routing paths for each packet. Wolfe’s
teaching is therefore not extendible to the type of network claimed in the instant Application, as

covered by the pending claims.

Wolfe shifts the heavy lifting of creating paths to a centralized controller. That approach
is suitable for networks of a limited scale and in some applications. The current invention
eschews this approach and instead puts the decision-making ability and authority in the access
points (nodes) within the parameters of the criteria defined by the access server. For example,
the Specification, on page 3 lines 1-9 explains one of the reasons for its decentralized approach:

[0007] Another shortcoming of a centralized approach—central control and central

execution—is the cost of maintaining a central control point with all intelligence and

control at one location and dumb communication devices distributed in the
enterprise. The cost of 5 the central control point is high, and the dumb access points

are not any less expensive than smart access points—since the smarts is in the

software. Thus a distributed approach is far less expensive—. In addition to being

more cost effective a distributed approach is more fault tolerant and has built in
fail-safe redundancy. The only way to get redundancy out of centralized approaches

is to buy multiple central control points—an expensive approach.

While the current claims require the nodes to make decisions about their associations and
therefore the functioning and shape of the network, Wolfe shifts that responsibility to the central
controller. In Wolfe, each RBS connects to other RBSs within the connectivity range. The end
result of the association is then addressed by the central management server, which decides
useable routing paths to all of the nodes. It is an approach avoided explicitly by the current
invention, where each MAP node itself makes decisions about which node to connect to establish

a parent-child relationship (thus, routing paths) based on the criteria defined by the access server.

The applicant respectfully submits that the addition of Bandeira is not sufficient to

address the shortcomings in Wolfe. The Bandeira reference depicts a tree-shaped network, but it
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does not discuss the criteria for joining the network. Joining the network in Bandeira occurs
instead as soon as a node is within range. In Bandeira, a node checks the signal to noise ratio

and joins the network if the value is above a threshold, as discussed in Bandeira 64:

[0064] When a new node is to be introduced into an existing network, the new node
first monitors the outbound channel of an existing node in the network for broadcast
of the NNP messages. The new node will typically monitor a few of these NNP
message transmissions, without responding, in order to accurately measure its
received signal strength (S). Immediately after the NNP message, the new node also
determines the noise level in the outbound channel (N). Equipped with the Signal-
to-Noise ratio (SIN), the new node determines the quality of the potential link with
that parent. With this information, the new node can determine the optimum RF
link parameters for this outbound link. The selection criteria is based on
maximizing the data rate in the link with the lowest possible RF output power (from

the master or parent node), while maintaining an adequate RF link margin.

Thus, the approach of Bandeira is for nodes to constantly send broadcast packets sending
“New Node Poll” (NNP) packets which are received by an unknown number of potential child
nodes in range. The NNP messages are used to determine the SNR of the link, and the SNR is

the sole criterion for joining a node in range.

The approach of Bandeira is again not scalable due to the nodes constantly sending NNP
packets and child nodes evaluating SNR based on only a few packets. SNR measurements do
not determine throughput. For example, a noisy channel may still be used to transmit data
reliably, albeit at a lower throughput value. Further, links with low noise to the immediate
parent node may have low-quality connections upstream, preventing reliable communications to
the outside world. For this reason, the claims do not use the signal-to-noise ratio as a means to
select parent nodes. Instead, the claims require selecting a parent node on the basis of’

a throughput value representing signal strength between two nodes: and

a latency value representing number of hops in a routing path;
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Thus, contrary to Bandeira, the current claims may pick a parent node where the link to
the parent node has a high signal-to-noise ratio but still maintains acceptable throughput and

minimizes latency by selecting a parent with the fewest hops in the routing path.

The remaining cited prior art likewise fails to demonstrate the required claim elements.
U.S. Patent 7,212,490 to Kao shows a bi-directional ring network. The connections between the
nodes are fixed. Kao requires the nodes in the network to form a ring, and so expressly teaches

away from the claim requirement that the nodes form a tree-shaped structure:

JRwAL
F
(RN e
126’,
E A H!O
il | TE
5 M .

U.S. Patent 6,400,702 to Meier and U.S. Patent Publication 2004/00001442 to Rayment
show peer-to-peer networks where the nodes communicate when in range. The applicant
reiterates that such networks are not scalable and cannot be deployed in situations where the
claimed system would provide performance similar to a network based on a wired ethernet
switch. U.S. Patent Publication 2001/0038639 to McKinnon is directed to network access
throttling based on expected use patterns by end-users and is not directed to self-reconfigurable
networks.

In light of the above, the applicant respectfully submits that none of the secondary prior
art references provide the features missing from the principal combination of Wolfe and

Bandeira.
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Double Patenting
The applicant submits that as the teaching in Wolfe is inapplicable to the presently
pending claims, it cannot be used to reject the claims due to double-patenting. The applicant
submits that U.S. Patent 8,520,691 have different claims from the presently pending claims. The
‘691 patent is concerned with nodes maintaining communications while in an isolated
configuration:
clients of nodes of the structured network in a second isolated configuration retain
full connectivity within the structured network during the isolated configuration
and wherein said client connectivity is uninterrupted during any transition from the
isolated configuration to the first connected configuration, wherein distinct
downlink frequencies are used by nodes for communication with one or more nodes

lower on the tree configuration

The claims of the instant Application are not concerned with maintaining
communications if the network becomes isolated. The two inventions are designed to address

different needs and different use scenarios.

The applicant has made an earnest attempt to respond to the Office Action. No new
matter was added by this amendment. The applicant contends that the Application is in
condition for allowance, and the same is respectfully requested. If a telephonic interview would

expedite examination of the Application, the Examiner is urged to contact the undersigned.

Respectfully submitted,

CHERSKOV FLAYNIK & GURDA, LLC
/Szymon M. Gurda/

Szymon M. Gurda (58,451)
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Notice of Pre-AlA or AIA Status

The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

Applicant’s arguments with respect to claim(s) 1 have been considered but are
moot because the new ground of rejection does not rely on any reference applied in the
prior rejection of record for any teaching or matter specifically challenged in the
argument.

Applicant's arguments filed 9/30/2021 have been fully considered but they are
not persuasive.

On page 7-8 of the Applicant’s Response, Applicant: “However, such a node would

not be covered by the narrower claim 3, which requires data congestion to be the controlling
variable. Claim 4 likewise presents an additional criterion not found in the parent claim 1.
Reiterating claim 1 requires only two criteria: throughput and latency. Claim 4 introduces an
additional condition of loop prevention — the criterion to verify that the MAP node’s potential

routing path to the external network does not include itself. Claim 4 has been amended for clarity

purposes.”.

Examiner respectfully disagrees with Applicant’'s argument. Claim 3 and 4 are
not required as asserted by Applicant’s argument. The criteria in claims 3 and 4 are
options with regard to the one or more criteria presented in claims 1 and 2, respectively,
because the claim language states “one or more ... criteria”. The rejections of claim 1
and 2 also reject claims 3 and 4, because the prior art discloses the one or more of the
criteria in claims 1 and 2. In other words, rolling claims 3 (including claim 2) and 4 into
claim 1 would not change the prior art rejection or citations since the rejection would still

stand on the claimed invention.
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In view of the above discussions the rejection of claims 1-19 still stands.
Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See
MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AlA as explained in MPEP § 2159. See MPEP § 2146 et seq. for
applications not subject to examination under the first inventor to file provisions of the

AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).
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The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/patent/patents-forms. The filing date of the application
in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26,
PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may
be filled out completely online using web-screens. An eTerminal Disclaimer that meets
all requirements is auto-processed and approved immediately upon submission. For
more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/process/file/efs/guidance/eTD-info-1.jsp.

Claims 1-19 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claim 1 of U.S. Patent No. US 7,420,952 in view of Wolfe.

For claim 1; US Patent No. US 7,420,952 discloses: wireless mesh network
(claim 1: method of controlling a wireless mesh network) comprising: a plurality of data
communications nodes in the wireless mesh network (claim 1: method of controlling a
wireless mesh network);, wherein the nodes are comprised of: one or more root access
point (RAP) nodes (claim 1: plurality of relay nodes in the wireless mesh network to form a
parent-child relationship); one or more mesh access point (MAP) nodes; wherein a MAP
node is in a data communication with the network through an associated RAP node
(claim 1: plurality of relay nodes in the wireless mesh network to form a parent-child
relationship); wherein the MAP node is in a direct wireless data communication with an
associated parent node, wherein the associated parent node is either the associated
RAP node, or another MAP node in a data communication with the network through its
associated RAP node (claim 1: a plurality of relay nodes, each of the relay nodes being

capable of relaying traffic from a child node associated with the relay node); wherein the MAP
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node automatically connects to the associated parent node selected from one or more
potential parent nodes that are within a direct wireless communication range of the MAP
node (claim 1: dynamically selecting a second one of the plurality of relay nodes in the wireless
mesh network to form a parent-child relationship with the first relay node), process for the
automatic connection comprising: selecting a parent node from the one or more
potential parent nodes based at least in part on one or more parent selection criteria

defined by the access server (claim 1: making a channel selection change; wherein prior to

being dynamically selected, the second relay node was a sibling node of the first relay node; and
making a channel selection includes making a channel selection change to meet a performance

requirement), wherein the parent node so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP node and the
associated parent node; wherein the automatic connection process establishes the
MAP node's routing path to the network (claim 1: dynamically selecting a second one of the
plurality of relay nodes in the wireless mesh network to form a parent-child relationship with the
first relay node); the one or more parent selection criteria comprising: a throughput value
representing signal strength between two nodes; and a latency value representing
number of hops in a routing path (claim 4,5: making a channel selection change to meet a
latency requirement... making a channel selection includes making a channel selection change to
meet a throughput requirement); two or more radios for wirelessly communicating with
another node or a client device in the wireless mesh network (claim 1: each of the relay

nodes including a first radio interface configurable to relay traffic to a parent relay node and a

second dual purpose radio interface configurable to both relay traffic from the child relay node

and to communicate with a client node that is not a relay node).
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U.S. Patent No. US 7,420,952 does not expressly disclose, but Wolfe from
similar fields of endeavor teaches: an access server in data communication with the
nodes (paragraph 14: a network manager 14), the MAP node comprising: one or more
identifier values representing a unique identity of the MAP node in the wireless mesh

network (paragraph 8: By functioning as packet data routers, the RBSs comprising the mesh
form a fault tolerant IP-based routing network for moving packet data to and from the various

mobile terminals supported by the mesh) wired connection to an external network

(paragraph 2, 14: one or more mesh attachment points (MAPs)... RAN 10 permits users of

mobile terminals 22 to communicate with other mobile terminal users, and with users of
communication devices or services associated with a Public Switched Data Network (PSDN) 24,
such as the Internet, PSTN, or some combination thereof... Typically each radio base station

provides coverage over a defined area, referred to as a "cell,” and connects to the base station

controller through a landline link, such as T1/E1). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Wolfe in the mesh network as described by U.S. Patent
No. US 7,420,952. The motivation is to improve connection reliability.

Claims 1-19 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1, 2, 5,7, 8, 9, 10, and 19 of U.S. Patent No. 8,520,691.
Although the claims at issue are not identical, they are not patentably distinct from each
other because

For claim 1; US Patent No. US 8,520,691 discloses: wireless mesh network
(claim 1: mesh network) comprising: a plurality of data communications nodes in the

wireless mesh network organized in a tree-like structure (claim 1: all remaining nodes

connect to the isolated network root node as isolated root children nodes forming a tree
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configuration); an access server in data communication with the nodes (claim 1:
connectivity logic), wherein the nodes are comprised of: one or more root access point

(RAP) nodes having a wired connection to an external network (claim 1: in the first
connected configuration the structured mesh network includes at least one structured mesh

node'’s uplink radio comprising a connection to an external network); one or more mesh
access point (MAP) nodes; wherein a MAP node is in a data communication with the
external network through an associated RAP node; wherein the MAP node is in a direct
wireless data communication with an associated parent node, wherein the associated
parent node is either the associated RAP node, or another MAP node in a data

communication with the external network through its associated RAP node (claim 1:

second isolated configuration none of the structured mesh nodes' uplink radio comprises a
connection to an external network, and one of the structured mesh nodes acts as an isolated

network root of the isolated configuration and all remaining nodes connect to the isolated network

root node as isolated root children nodes forming a tree configuration); wherein the MAP node
automatically connects to the associated parent node selected from one or more
potential parent nodes that are within a direct wireless communication range of the MAP
node (claim 2: connectivity logic contained by the nodes realigns connections between the
nodes upon loss of an external connection to form the isolated configuration), process for the
automatic connection comprising: selecting a parent node from the one or more
potential parent nodes based at least in part on one or more parent selection criteria

defined by the access server (claim 5: connectivity logic contained by the nodes selects the
isolated configuration root node such that the resulting network's traffic traverses a minimal

number of nodes, claim 8: connectivity logic contained by the nodes selects the isolated

configuration root node such that the resulting network’s latency is minimized), wherein the
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parent node so selected is the associated parent node; and establishing a direct
wireless data connection between the MAP node and the associated parent node (claim
9: connectivity logic contained by the nodes realigns connections between the nodes upon
detection of an external network connection to form the connected configuration); wherein the
automatic connection process establishes the MAP node's routing path to the external

network (claim 2, 10: connectivity logic contained by the nodes realigns connections between

the nodes upon loss of an external connection to form the isolated configuration... the isolated

network root node logic searches for the external network connection and establishes the
external network connection); the one or more parent selection criteria comprising: a
throughput value representing signal strength between two nodes (claim 8: connectivity
logic contained by the nodes selects the isolated configuration root node such that the resulting
network's latency is minimized); and a latency value representing number of hops in a
routing path (claim 5: connectivity logic contained by the nodes selects the isolated
configuration root node such that the resulting network’s traffic traverses a minimal number of
nodes); the MAP node comprising: one or more identifier values representing a unique
identity of the MAP node in the wireless mesh network (claim 19: DHCP server within
each node assigns IP addresses to client devices containing one or more random numbers within
the IP addresses); two or more radios for wirelessly communicating with another node or
a client device in the wireless mesh network (claim 1: an uplink radio operating on an

uplink frequency and a downlink radio operating on a distinct downlink frequency; wherein

distinct downlink frequencies are used by nodes for communication with one or more nodes

lower on the tree configuration.).

Claim Rejections -35USC § 112

The following is a quotation of 35 U.S.C. 112(d):
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(d) REFERENCE IN DEPENDENT FORMS.—Subject to subsection (e), a claim in dependent
form shall contain a reference to a claim previously set forth and then specify a further
limitation of the subject matter claimed. A claim in dependent form shall be construed to
incorporate by reference all the limitations of the claim to which it refers.

The following is a quotation of pre-AlA 35 U.S.C. 112, fourth paragraph:

Subject to the following paragraph [i.e., the fifth paragraph of pre-AIA 35 U.S.C. 112], a claim
in dependent form shall contain a reference to a claim previously set forth and then specify a
further limitation of the subject matter claimed. A claim in dependent form shall be construed
to incorporate by reference all the limitations of the claim to which it refers.

Claims 3, 4, and 7 are rejected under 35 U.S.C. 112(d) or pre-AlA 35 U.S.C. 112,
4th paragraph, as being of improper dependent form for failing to further limit the subject
matter of the claim upon which it depends, or for failing to include all the limitations of
the claim upon which it depends. Both claims 3 and 4 are additional optional criteria
which broadens the claimed invention. Applicant may cancel the claim(s), amend the
claim(s) to place the claim(s) in proper dependent form, rewrite the claim(s) in
independent form, or present a sufficient showing that the dependent claim(s) complies

with the statutory requirements. Claim 7 depends on claim 4 and is rejected.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

The factual inquiries for establishing a background for determining obviousness
under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.
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2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.

Claims 1, 11, 13, 14, and 16 is/are rejected under 35 U.S.C. 103 as being
unpatentable over Thubert et al. (US 2008/0080414) (“Thubert”) in view of Rahman et
al. (US 2008/0112363) (“Rahman”).

For claim 1 Thubert discloses: A wireless mesh network comprising: a plurality
of Wi-Fi nodes in the wireless mesh network (paragraph 25: The example system uses the
IEEE 802.11a standard for backhaul data transmission between the mesh nodes, and uses the
IEEE 802.11b/g standard for client access) organized in a tree shape (paragraph 31: A tree

topology for the wireless backhaul between mesh nodes is built by root APs and mesh APs as

they find each other and attempt to select a parent that provides a suitable path to the root of the
tree topology); an access server in data communication with the nodes (paragraph 29:
The WLAN controllers 115 and 125 are coupled to the root AP 103 by a network, shown here as a

wired wide area network (WAN) 117), wherein the nodes are comprised of: one or more
root access point (RAP) nodes having a wired connection to an external network
(paragraph 35: root APs are the root nodes to any bridging or mesh network and connect a
bridge or mesh network to the wired network); one or more mesh access point (MAP)
nodes; wherein a MAP node is in a data communication with the external network

through an associated RAP node (paragraph 36: They can be completely wireless
supporting clients, communicating to other mesh APs and root APs to access an external

network); wherein the MAP node is in a direct wireless data communication with an a

single associated parent node, wherein the associated parent node is either the
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associated RAP node, or another MAP node in a data communication with the external

network through its associated RAP node (paragraph 31, 160: A tree topology for the
wireless backhaul between mesh nodes is built by root APs and mesh APs as they find each other

and attempt to select a parent that provides a suitable path to the root of the tree topology);
wherein the MAP node automatically connects to the associated parent node by
selecting the single associated parent node from one or more potential parent nodes
that are within a direct wireless communication range of the MAP node and establishing

a parent-child relationship with the associated parent node (paragraph 31, 160: A tree

topology for the wireless backhaul between mesh nodes is built by root APs and mesh APs as

they find each other and attempt to select a parent that provides a suitable path to the root of the

tree topology), process for the automatic connection comprising: selecting a parent node
from the one or more potential parent nodes based at least in part on one or more

parent selection criteria (paragraph 31, 160: Once the tree topology is built, the parents are
then maintained on a periodic basis. One such well-known tree-building method is called Adaptive

Wireless Path Protocol (AWPP)), wherein the parent node so selected is the associated

parent node (paragraph 31, 160: A tree topology for the wireless backhaul between mesh
nodes is built by root APs and mesh APs as they find each other and attempt to select a parent

that provides a suitable path to the root of the tree topology); and establishing a direct
wireless data connection between the MAP node and the associated parent node;
wherein the automatic connection process establishes the MAP node’s routing path to

the external network (paragraph 31, 160: A tree topology for the wireless backhaul between
mesh nodes is built by root APs and mesh APs as they find each other and attempt to select a

parent that provides a suitable path to the root of the tree topology); the one or more parent

selection criteria comprising: a throughput value representing signal strength between
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two nodes (paragraph 156: AWPP uses such metrics as speed, interference, SNR and so on to
build a tree topology. All nodes in the mesh network measure the properties of its links with peer

nodes such as speed, interference, SNR); and a latency value representing number of hops

in a routing path (paragraph 157: When wireless mesh networks are used for time sensitive
data such as voice, e.g., for wireless voice over IP (VolP) telephony, there are requirements on the

links concerning data rate, delay and delay jitter); the MAP node comprising: one or more
identifier values representing a unique identity of the MAP node in the wireless mesh
network (paragraph 25: The example system uses the IEEE 802.11a standard for backhaul data
transmission between the mesh nodes, and uses the IEEE 802.11b/g standard for client access);
two or more radios for wirelessly communicating with another node or a client device in
the wireless mesh network (paragraph 37: a mesh AP typically includes at least two radio
transceivers that can operate simultaneously).

Wolfe does not expressly disclose, but Rahman from similar fields of endeavor

teaches: criteria defined by the access server (paragraph 108: In the case of lightweight

mesh APs, the controller uploads the selected pre-defined profile parameters to the mesh AP, and

the mesh AP updates the stored default AP's parameters to the selected pre-defined AP profile's

parameters). Thus it would have been obvious to the person of ordinary skill in the art at
the time of the invention to implement the configuration management as described by
Rahman in the mesh network as described by Wolfe. The motivation is to improve
configuring multiple nodes.

For claim 11, Thubert discloses: the MAP node further comprises a data store
having data representing the MAP node's routing path to the external network

(paragraph 43: The RAM 317 also stores some of the data structures 319 used to implement

one or more aspects of the invention. The RAM 317 maintains the forwarding data structure in 319
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that includes bridging information and routing information, and also the adjacency data structure

in structures 319).
For claim 13, Thubert discloses: the one or more identifier values of the MAP

comprises a MAC address or an IP address (paragraph 25: The example system uses the
IEEE 802.11a standard for backhaul data transmission between the mesh nodes, and uses the

IEEE 802.11b/g standard for client access).
For claim 14, Thubert discloses: a first radio of the MAP is adapted for
communicating with the client device and wherein a second radio is adapted for

communicating with another node (paragraph 25: The access points 103, 105, 107, and 109
also each act as mesh nodes of a wireless mesh network, e.g., using an additional radio

transceiver for the mesh backbone connection to route traffic between the mesh nodes).
For claim 16, Thubert discloses: a client device wirelessly connected to the MAP
node, wherein the client device exchanges data with the external network through the

MAP's routing path to the external network (paragraph 36: interface to connect with client
stations, acting as an AP for the client stations. They can be completely wireless supporting

clients, communicating to other mesh APs and root APs to access an external network).

Claims 2 is/are rejected under 35 U.S.C. 103 as being unpatentable over Thubert
in view of Rahman as applied to claim 1 above, and further in view of Bandeira et al.
(US 2002/0072329) (“Bandeira”).

For claim 2; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Bandeira from similar fields of endeavor

teaches: one or more network health monitoring criteria, wherein the one or more
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network health monitoring criteria comprises one or more of: whether or not the
associated parent node is offline or can be found in the wireless mesh network; whether
or not data can be routed to the external network through the MAP node's routing path;
whether or not the one or more parent selection criteria is satisfied; and testing whether
the MAP node's routing path fails to satisfy the one or more network health monitoring
criteria; when it is determined that the MAP node's routing path does not meet one or
more of the one or more network health monitoring criteria, establishing a new routing
path from the MAP node to the external network by connecting the MAP node to a new
associated parent node through the automatic connection process (paragraph 92, 86,

89-90: Step 1004 determines if the timeout period has expired, which indicates that the slave

node has lost its established attachment with its parent, and if so, returns to step 708...the node
first needs to become attached to the network by performing the "attach" cycle at step 708...In
general for the attach cycle, a slave node listens for the NNP message from an upstream node
(i.e., a master node) that is already attached to the network. In response to the NNP message, the

slave node transmits the "Attach Request" and receives the "Attach Request Acknowledge”

message to become attached to the network). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Bandeira in the mesh network as described by Thubert.

The motivation is to improve connection reliability.

Claim 3 is/are rejected under 35 U.S.C. 103 as being unpatentable over Thubert

in view of Rahman in view of Bandeira as applied to claim 2 above, and further in view

of Kao et al. (US 7,212,490) ("Kao").
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For claim 3; Thubert discloses the subject matter in claim 2 as described above
in the office action.

Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: the one or more network health monitoring criteria further includes whether or
not the MAP node’s routing path is more congested than a threshold load value
representing data congestion level of a routing path; and establishing the new routing
path when the new routing path is determined to have a less data congestion than the
MAP node’s routing path (column 9, lines 35-60: If the ring associated with the shortest
path is more congested than the other ring, then the packet is routed on the less congested ring).
Thus it would have been obvious to the person of ordinary skill in the art at the time of
the invention to implement the path configuration as described by Kao in the mesh

network as described by Thubert . The motivation is to improve connection reliability.

Claim 4 is/are rejected under 35 U.S.C. 103 as being unpatentable over Thubert
in view of Rahman as applied to claim 1 above, and further in view of Goodman et al.
(US 6,005,842) ("Goodman").

For claim 4; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Goodman from similar fields of
endeavor teaches: wherein the one or more parent selection criteria comprises a loop
prevention criterion which verifies that a potential parent node’s routing path to the

external network does not contain the MAP node (column 2, lines 21-60: breaking the

first channel route at a said point responsive to the detection of a loop at that point, and

reconfiguring the routing of said first and second channels by allocating a new common route
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thereto so as to provide a loop-free common route). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Goodman in the mesh network as described by Thubert .

The motivation is to improve connection reliability.

Claims 5, 6, 8, and 9 is/are rejected under 35 U.S.C. 103 as being unpatentable
over Thubert in view of Rahman as applied to claim 1 above, and further in view of Kao
et al. (US 7,212,490) ("Kao").

For claim 5; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting a potential node over
another potential node based at least in part on a comparison of their latency values

(column 3, lines 48-57: The method can include storing in a table of destination nodes a hop

count reflecting a hop count between the node and the given destination node for each of the first
and second rings where the latency metric can reflect the congestion between the node and the
given destination node for each of the first and second ring, a static ring selection based on the

hop count and a dynamic ring selection based on the latency metrics reflective of the congestion

in the first and second rings between the node and the given destination node). Thus it would
have been obvious to the person of ordinary skill in the art at the time of the invention to
implement the path configuration as described by Kao in the mesh network as
described by Thubert . The motivation is to improve connection reliability.

For claim 6; Thubert discloses the subject matter in claim 5 as described above

in the office action.
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Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting the potential node over
the another potential node if the potential node has a lower latency value than the

another potential node (column 9, lines 35-60: If the congestion on the ring associated with

the shortest path is less than the congestion on the other ring, then the packet is added to host
transmit buffer associated with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring

associated with the shortest path is more congested than the other ring, then the packet is routed

on the less congested ring). Thus it would have been obvious to the person of ordinary
skill in the art at the time of the invention to implement the path configuration as
described by Kao in the mesh network as described by Thubert . The motivation is to
improve connection reliability.

For claim 8; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting a potential node over
another potential node based at least in part on a comparison of their throughput values

(column 9, lines 35-60: If the congestion on the ring associated with the shortest path is less

than the congestion on the other ring, then the packet is added to host transmit buffer associated

with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring associated with the shortest

path is more congested than the other ring, then the packet is routed on the less congested ring).
Thus it would have been obvious to the person of ordinary skill in the art at the time of
the invention to implement the path configuration as described by Kao in the mesh

network as described by Thubert . The motivation is to improve connection reliability.

EX1007, Page 277



Application/Control Number: 17/027,381 Page 18
Art Unit: 2466

For claim 9; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: the selection of the node further comprises selecting the potential node over
the another potential node if the potential node has a higher throughput value than the

another potential node (column 9, lines 35-60: If the congestion on the ring associated with

the shortest path is less than the congestion on the other ring, then the packet is added to host
transmit buffer associated with the shortest path ring (e.g., host buffer 427, 428) (360). If the ring

associated with the shortest path is more congested than the other ring, then the packet is routed

on the less congested ring). Thus it would have been obvious to the person of ordinary
skill in the art at the time of the invention to implement the path configuration as
described by Kao in the mesh network as described by Thubert . The motivation is to

improve connection reliability.

Claim 7 is/are rejected under 35 U.S.C. 103 as being unpatentable over Thubert
in view of Rahman in view of Goodman as applied to claim 4 above, and further in view
of Kao.

For claim 7; Thubert discloses the subject matter in claim 4 as described above
in the office action.

Thubert does not expressly disclose, but Kao from similar fields of endeavor
teaches: wherein the selection of the parent node further comprises not selecting a
potential parent node if the MAP node’s potential routing path to the external network
through the potential parent node exceeds a threshold latency value (column 9, lines

35-67: In one implementation, the process is amended (prior to routing the packet to a particular
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transmit buffer) to include a check to determine if the number of hop counts exceeds a predefined
number. In one implementation, the predefined number is 32 hop counts, where the number of

hop counts is selected to be equal to the number of transit delay vectors received as part of a

usage packet). Thus it would have been obvious to the person of ordinary skill in the art
at the time of the invention to implement the path configuration as described by Kao in
the mesh network as described by Thubert. The motivation is to improve connection

reliability.

Claims 10 is/are rejected under 35 U.S.C. 103 as being unpatentable over
Thubert in view of Rahman as applied to claim 1 above, and further in view of Meier (US
6,400,702).

For claim 10; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Meier from similar fields of endeavor
teaches: the selection of the node further comprises not selecting a potential node if the
potential node's wireless signal strength with the MAP node does not meet a threshold
throughput value (column 13, lines 32-60: Setting a minimum signal strength threshold
helps prevent sporadic changes in the network). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the path
configuration as described by Meier in the mesh network as described by Thubert. The

motivation is to prevent sporadic changes in the network.
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Claims 12 is/are rejected under 35 U.S.C. 103 as being unpatentable over
Thubert in view of Rahman as applied to claim 1 above, and further in view of Rayment
et al. (US 2004/0001442) (“‘Rayment’).

For claim 12; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Rayment from similar fields of endeavor
teaches: node further comprises: an ethernet port through which a direct wired

connection can be established with another device (paragraph 78: A switch/router

module 180 is coupled to all the wireless and wired modules. A network interface module 200
connects to the core network, using any of a variety of voice or data network interfaces and

protocols, such as Ethernet, ATM (Asynchronous Transfer Mode), or traditional TDM (Time

Division Multiplexing) interfaces). Thus it would have been obvious to the person of
ordinary skill in the art at the time of the invention to implement the path configuration as
described by Rayment in the mesh network as described by Thubert. The motivation is

to improve access speeds to the Internet.

Claims 15 is/are rejected under 35 U.S.C. 103 as being unpatentable over
Thubert in view of Rahman as applied to claim 1 above, and further in view of Wolfe et
al. (US 2002/0159409) (“Wolfe”).

For claim 15; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Wolfe from similar fields of endeavor
teaches: the second radio is configurable to be used as a dual-purpose radio for

communicating with both the client and another node (paragraph 21: The second radio
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interface 32 is hereinafter referred to as the "mobile interface" 32, as its function is to

communicate with one or more mobile terminals). Thus it would have been obvious to the
person of ordinary skill in the art at the time of the invention to implement the
configuration as described by Wolfe in the mesh network as described by Thubert. The

motivation is to improve access speeds to the Internet.

Claims 18 and 19 is/are rejected under 35 U.S.C. 103 as being unpatentable
over Thubert in view of Rahman in view of Bandeira as applied to claim 1 above, and
further in view of Wolfe et al. (US 2002/0159409) (“Wolfe”).

For claim 18; Thubert discloses the subject matter in claim 1 as described above
in the office action.

Thubert does not expressly disclose, but Wolfe from similar fields of endeavor
teaches: the access server further comprises causing an update to the wireless mesh
network, the update comprising one or more of: a change to the one or more parent
selection criteria, a change to the one or more network health monitoring criteria, and an
upgrade of software or firmware residing on at least some of the nodes (paragraph 39,
42: the network manager 14 is informed and routing information, power levels, etc are updated
and the information is sent to the remaining RBSs 16 in the mesh). Thus it would have been
obvious to the person of ordinary skill in the art at the time of the invention to implement
the configuration as described by Wolfe in the mesh network as described by Thubert.
The motivation is to improve access speeds to the Internet.

For claim 19; Thubert discloses the subject matter in claim 1 as described above

in the office action.
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Thubert does not expressly disclose, but Wolfe from similar fields of endeavor
teaches: overlap with at least one of the one or more parent selection criteria

(paragraph 39, 42: When a RBS 16 is removed from the mesh 18, either planned or due to a
fault, the network manager 14 is informed and routing information, power levels, etc are updated

and the information is sent to the remaining RBSs 16 in the mesh). Thus it would have been
obvious to the person of ordinary skill in the art at the time of the invention to implement
the configuration as described by Wolfe in the mesh network as described by Thubert.
The motivation is to improve access speeds to the Internet.

Thubert does not expressly disclose, but Bandeira from similar fields of endeavor
teaches: at least one of the one or more network health monitoring criteria (paragraph

92, 86, 89-90: Step 1004 determines if the timeout period has expired, which indicates that the

slave node has lost its established attachment with its parent, and if so, returns to step 708...the
node first needs to become attached to the network by performing the "attach' cycle at step
708...In general for the attach cycle, a slave node listens for the NNP message from an upsiream
node (i.e., a master node) that is already attached to the network. In response to the NNP

message, the slave node transmits the "Attach Request" and receives the "Attach Request

Acknowledge” message to become attached to the network). Thus it would have been
obvious to the person of ordinary skill in the art at the time of the invention to implement
the path configuration as described by Bandeira in the mesh network as described by

Thubert. The motivation is to improve connection reliability.

Claims 17 is/are rejected under 35 U.S.C. 103 as being unpatentable over

Thubert in view of Rahman as applied to claim 1 above, and further in view of

McKinnon, Il et al. (US 2001/0038639) (“McKinnon”).
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For claim 17; Thubert discloses the subject matter in claim 2 as described above
in the office action.

Thubert does not expressly disclose, but McKinnon from similar fields of
endeavor teaches: one or more data types being routed through the routing path,
wherein the one or more data types include at least two of: voice data, video data, and
other data type that is not the voice or video data; wherein routing a priority data type
with a higher priority than another type of data, wherein the priority data type may be

one or both of: the voice data or the video data (paragraph 14: data packets representing
voice or video, for example, now can be identified and given priority transmission over data

packets representing email, file transfers, and text-based Web documents). Thus it would have
been obvious to the person of ordinary skill in the art at the time of the invention to
implement the routing as described by McKinnon in the mesh network as described by
Thubert. The motivation is to improve service level agreements.
Conclusion

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Eglin (US 2003/0210671); Eglin discloses mesh networks with
wired Ethernet backhaul.

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not
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mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JOHN D BLANTON whose telephone number is
(571)270-3933. The examiner can normally be reached 7am-6pm EST, Mon-Thu.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Faruk Hamza can be reached on 571-272-7969. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For

additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
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(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466
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S1 2 "15728863" US-PGPUB; (OR ON  2019/03/20
(USPAT 20:37
'S2 1298 h04w40/248 _US-PGPUB; OR ON  2019/03/20
I USPAT | 21:23 |

'S3 209 (parent with child with node) same (tree) US-PGPUB; OR ON  2019/03/21
: : ‘same ((aggregat$3 concatenat$3)) and ( - USPAT ; :20:45 :
- @ad<="20081104") | s | |

'S4 1 "20120202514".did. _US-PGPUB; OR ON  2019/03/22
DA _USPAT z 108:50 :

S5 11 "20070183346".did. _US-PGPUB; (OR ON  2019/03/22
? : ? _USPAT 08:56 5

S6 0 (chirp with (relay gateway bridge) with ~ US-PGPUB; OR  ON  2019/03/22
" network) and ( @ad<="20081104")  USPAT | 08:58 |

'S7 3 (chirp adj (relay gateway bridge) ) and (  US-PGPUB; OR ON  2019/03/22
. (@ad<="20081104") UsPAT 3 108:59 :

'S8 44 (chirp with (relay gateway bridge) ) and ( US-PGPUB; OR ON  2019/03/22
1 f - @ad<="20081104") ;USPAT : 109:00 :

'S9 218 (pan near2 (relay gateway bridge) ) and (  US-PGPUB; OR ON  2019/03/22
 @ad<="20081104") USPAT | 11:07
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i T3 g ey TR TR TN T |
 @ad<="20081104") (USPAT | R

S11 0 (pan adj (relay gateway bridge) ) same  US-PGPUB; OR ON  2019/03/22
: ? : ((aggregat$3 concatenat$3)) and ( - USPAT 11:34 :
 @ad<="20081104") z : ; ;

'S12 5 (pan adj (relay gateway bridge) )and ~ US-PGPUB; OR ON  2019/03/22
: ? ((aggregat$3 concatenat$3)) and ( - USPAT 11:35 5
‘@ad<="20081104") : z . ;

'S13 55 (pan near2 (relay gateway bridge) ) and  US-PGPUB; ‘OR ‘ON  2019/03/22
: : ((aggregat$3 concatenat$3)) and ( - USPAT 11:41 5
- @ad<="20081104") z : : =

'S14 2 (pan near2 (relay gateway bridge) ) same US -PGPUB; (OR ‘ON 12019/03/22
? : ‘((aggregat$3 concatenat$3)) and ( - USPAT 11:41 :
: @ad<="20081104") : : . :

'S15 132 (pan near2 (relay gateway bridge) ) and  US-PGPUB; | OR ‘ON  2019/03/22
: : ‘tree and ( @ad<="20081104") - USPAT : 111:46 5

'S16 20 (pan near2 (relay gateway bridge) ) and  US-PGPUB; OR ON  2019/03/22
? % ‘tree and ((aggregat$3 concatenat$3)) and USPAT 5 :11:56 :
‘( @ad<="20081104") : : :

S17 1 "20110231321".did. ?US—PGPUB;EOR ON  2019/03/22
: : : . USPAT : 112:02 5

S18 169 ( (relay gateway bridge) ) same 'US-PGPUB; OR ON  2019/03/22
: 5 ((aggregat$3 concatenat$3)) same - USPAT : 12:17 5
- (timeslot slot) and ( @ad<="20081104") : : :

15§19 12 :((relay gateway bridge) ) same : US-PGPUB; :OR ‘ON :2019/03/22 |
: ? : ((aggregat$3 concatenat$3)) same ‘USPAT § 113:01 ?
- (timeslot slot) same (poll$3 robin) and ( f
§@ad< "20081104")

§S20 11 ( (relay gateway bridge) ) same (local adj US PGPUB; ‘OR ‘ON 12019/03/22
: : : control adj loop) and ( USPAT § :13:22 :
@ad<="20081104") | : | |

S21 177 ((relay gateway bridge) ) same (wireless US-PGPUB; OR ~ ON  2019/03/22
1 i -adj local adj loop) and ( USPAT : .13:58 :
- @ad<="20081104") | % | |

'$29 8 (wireless adjlocal acj loop) same  USPGPUB; OR  ON  2019/03/23
? : . ((buffer$3 combin$3) adj (packet)) and ( USPAT 1112 5
- @ad<="20081104") : ' '

'S30 49 (multi with (user subscriber) with %US-PGPUB;%OR ON  2019/03/23
: : - (aggregat$3) with (frame packet)) and ( USPAT : 11:16 i
 @ad<="20081104") f : : ;

S31 7§4SOV§((aggregat|on) adj (frame packet)) and( US PGPUB,OR - ON 2019/03/23
 @ad<="20081104") USPAT  11:18
$32 50 ((aggregation) adj (frame packet)) and  US-PGPUB; OR ON  2019/03/23
~(tree) and ( @ad<="20081104") USPAT | 12:22
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© (multi with (user subscriber) with
‘(aggregat$3) with (frame packet)) and
.tree and ( @ad<="20081104")

~ US-PGPUB; .
USPAT

©2019/03/23
12:26 |

((calculat$3) with (path hop link) with
i (transmission adj time) ) and (
{@ad<="20081104")

US-PGPUB; |
USPAT

12019/03/24
109:37 :

((calculat$3) with (total) with (path hop
:link) with (transmission adj time) ) and (
:@ad<="20081104")

US-PGPUB; |
USPAT

12019/03/24
109:37 :

{(((multi multiple) adj (path hop link)) with :
{(network)) and ((calculat$3) with (total)
‘with (transmission adj time) ) and (

: @ad<="20081104")

: US-PGPUB;
USPAT

12019/03/24
09:44 :

52

157

( (assign$4) with (slot timeslot) with
- (number amount) with (latency jitter))
“and ( @ad<="20081104")

( (welghted) adJ (round) adJ (robln) )
:same (slot timeslot) and (
- @ad<="20081104")

~ ((weighted) adj (round) adj (robin) )
-same (slot timeslot) same (latency) and (
{@ad<="20081104")

 US-PGPUB; |
USPAT

© US-PGPUB;
(USPAT

~ US-PGPUB;

USPAT

R

12019/03/25
109:14 :

2019/03/25
09:22 |

©2019/03/25
109:22 |

( (weighted) adj (round) adj (robin) )
:same (slot timeslot) and (latency) and (
{@ad<="20081104")

US-PGPUB;
USPAT

12019/03/25
109:40 5

“(("1+1" adj protection).ab. ) and (
-("1+1" adj protection) ) and (
{@ad<="20081104")

US-PGPUB; |
USPAT

12019/03/25
110:35 f

- (latency with header with (ie
V|nformat|on)) and ( @ad< "20081104")

( latency with header with (|e |nformat|on)
§W|th (limit requirement max maximum))
;and ( @ad< "20081104")

” ((Iocal) with sensor with data with
: (analysis analyz$3 check$3) ) and (
{@ad<="20081104")

US-PGPUB; |
UsPAT
US-PGPUB; |
USPAT

 US-PGPUB; -
USPAT

12019/03/25
- 10:47
12019/03/25
10:48 s

©2019/03/25
111:30 :

 ((iot mtm m2m) with (relay gateway
‘ bridge) with network) and (
{@ad<="20081104")

"13571294"

US-PGPUB; -
(USPAT
US-PGPUB;
UsPAT
US-PGPUB;
USPAT

12019/03/25
12146
12019/03/25
| 12:49
12019/12/13
108:21

- (((iot mtm m2m sensor) adj (relay
‘gateway bridge)) with network) and (

US-PGPUB; |
USPAT

12019/12/13
108:50
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© (((iot mtm m2m sensor) adj (relay
i gateway bridge)) with mesh) and (
: @ad<="20081104")

- US-PGPUB;
USPAT

2019/12/13
11:04 |

(((iot mtm m2m sensor) near5 (relay
i gateway bridge)) with mesh) and (

US-PGPUB; |
USPAT

12019/12/13
11:05 :

- @ad<="20081104")

US-PGPUB; |
USPAT;

12021/06/23
11:22 :

"10434948"

" (map with rap with convergence) and
: (mesh adj network) and (
 @ad<="20081104")

 US-PGPUB; |
USPAT;
EPO; JPO

© US-PGPUB;
USPAT

12021/06/23
11:36 :

© 2021/06/23
14:31 |

i(map with rap ) and (mesh adj network)
‘and ( @ad<="20081104")

12021/06/23
14:31 f

S8

582

80 14

{(map with rap ) and (parent with sect$3)
§and (mesh adj network) and (
:@ad<="20081104")
{(map with rap ) and (parent with
‘select$3) and (mesh adj network) and (
- @ad<="20081104")
‘(map with rap ) and ((parent with
:select$3) with (controller server)) and
i (mesh adj network) and (
- @ad<="20081104")
“((parent with select$3 with (criteria rule
§algorithm)) with (controller server)) and
i (mesh adj network) and (
{@ad<="20081104")

US-PGPUB; -
USPAT

© US-PGPUB;
USPAT

~ US-PGPUB;
- USPAT

' US-PGPUB;
(USPAT

OR

R

R

12021/06/23
1501 f

- 2021/06/23
15:01 |

2021/06/23
115:05 5

12021/06/23 |
115:08 :

S84

‘((parent with select$3 with (criteria rule
-algorithm)) with (controller server)) and
i(mesh adj network) and (

: @ad<="20021028")

‘((parent with select$3 with (criteria rule
“algorithm)) same (controller server)) and
- (mesh adj network) and (
{@ad<="20021028")

US-PGPUB; |
_USPAT

- US-PGPUB;
USPAT

OR

12021/06/23
15:37 f

- 2021/06/23
15:37 |

i ((parent with select$3 with (criteria rule
“algorithm)) and (controller server)) and
- (mesh adj network) and (
:@ad<="20021028")

{((parent with select$3 ) and (controller
iserver)) and (mesh adj network) and (

- @ad<="20021028")

US-PGPUB; .
USPAT;
'EPO; JPO

| US-PGPUB;
. USPAT;
. EPO; JPO

12021/06/23
115:37 f

©2021/06/23 |
15:38
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587 3 ((parentwith select$3 same (policy ~~ US-PGPUB; OR ~ ON  2021/06/23
% f  criteria rule algorithm)) ) and (mesh adj | USPAT; ; :15:39 :
:network) and ( @ad<="20021028") ‘EPO; JPO : :

/S88 727 ((parent with select$3 same (policy _US-PGPUB; OR ON  2021/06/23
: i . criteria rule algorithm)) ) and ( - USPAT; : - 15:44 :
- @ad<="20021028") .EPO; JPO 3 3

'S89 49 ((parent with select$3 same (policy 'US-PGPUB; OR ON  2021/06/23
: : i criteria rule algorithm)) and mesh) and (| USPAT; ; :16:52 :
- @ad<="20021028") EPO; PO | |

1S90 1 "20050153725"did. US-PGPUB; OR ON  2021/06/23
S USPAT | 116:59 |

S91 1 "20030012168".did. US-PGPUB; OR ON  2021/06/23
M USPAT 17:00

S92 1 "20030147424'did.  USPGPUB; OR  ON  2021/06/23

$93 1 "ss4e397did.  US-PGPUB; OR N aonoe2s
z L USPAT g 17:01 ?

S94 1 "20020159409".did.  US-PGPUB; OR  ON  2021/06/23

USPAT 117:05

595 1 "6912373".did. US-PGPUB; OR ON  2021/06/23
v : : - USPAT ; 117:06 :

S96 1 "6799045".did. _US-PGPUB; OR ON  2021/06/23
: : : USPAT 17:07 5

S97 1 (oot near2 access near2 point) and rap  US-PGPUB; OR  ON  2021/06/23
:  and ( @ad<="20021028") (USPAT, % 120:19 :
: EPO; PO ; ;

'S98 13 (root near2 access near2 point)and (  US-PGPUB; OR ON  2021/06/23
: : :@ad<="20021028") USPAT; 20:20 :
| EPO; JPO | |

'S99 253 ' (path with select$3 with (sinr rssi (signal  US-PGPUB; OR ON  2021/06/23
: : -near2 strength) (hop near2 count))) and (- USPAT; g 121:38 :
: @ad<="20021028") "EPO; JPO : :

'S100 3 tree same (path with select$3 with (sinr  US-PGPUB; OR ON  2021/06/23
1 : ‘rssi (signal near2 strength) (hop near2 - USPAT; : :21:39 f
count))) and ( @ad<="20021028") 'EPO; PO ‘ f

§s1o1 139 tree and (path with select$3 with (sinr rssi US-PGPUB; OR ON 2021/06/23
: : : (signal near2 strength) (hop near2 : USPAT; 5 :21:39 :
“count))) and ( @ad<="20021028")  EPO; JPO é é

151021 (tree near2 (structure heirarchy)) and - UsS- PGPUB, ‘OR ‘ON :2021/06/23

E ‘(path with select$3 with (sinr rssi (signal - USPAT; : 21:41 5
‘near2 strength) (hop near2 count))) and ( EPO; JPO : 5
{@ad<="20021028")

5103 23 ((parent with select$3 with (criteria rule éus -PGPUB; OR ON  2021/06/24
: : ‘algorithm)) ) and (mesh adj network) and : USPAT : :13:57 :
( @ad<="20081104)
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~((parent with select$3 with (criteria rule
“algorithm)) ) and (mesh adj network) and :
.tree and ( @ad<="20081104")

US-PGPUB; OR
USPAT :

©2021/06/24
14:12 |

 ((parent with select$3 with (criteria rule
‘algorithm)) ) and (mesh adj network) and :
‘tree and ( @ad<="20021028")

US-PGPUB; OR

- USPAT:
_EPO; JPO

1 2021/06/24
14:15 :

%SlO6 2185 %((backup protection) near2 path ) and
: i :(mesh adj network) and (
:@ad<="20021028")

( (server controller) with ((backup
i protection) near2 path) ) and (mesh adj
§netvvork) and ( @ad< "20021028")

” %((parent W|th select$3 W|th (latency (hop
;adJ count))) ) and ( @ad<="20021028")

 US-PGPUB; (OR
USPAT;

_US-PGPUB; OR
USPAT;
'EPO; JPO

USPGPUB; OR
USPAT;
'EPO; JPO

12021/06/24
1456 :

12021/06/24
114:58 :

2021/06/24
115:49 :

$109 1146 2((node with select$3 with (latency (hop
1 i -adj count))) ) and ( @ad<="20021028")

_US-PGPUB; OR
USPAT;
_EPO; JPO

12021/06/24
115:49 |

((node with select$3 with (latency same
:(hop adj count))) ) and (
{@ad<="20021028")

((signal near2 strength) rssi sinr))) and (
 @ad<="20021028")

:US-PGPUB; iOR
USPAT;
'EPO; PO
:(node with select$3 with (minimum near2
_USPAT;

fEPO JPO

2021/06/24
1558 :

§(node with (m|n|mum near2 ((signal
inear2 strength) rssi sinr))) and (
‘@ad<= "20021028")

%((connectlon assoaahon) with (m|n|mum
:near2 ((signal near2 strength) rssi sinr)))
and ( @ad< "20021028")

( (node with seIect$3) same (m|n|mum
§near2 ((signal near2 strength) rssi sinr)))
;and ( @ad< "20021028")

( (node W|th (connect$3 assoaat$3
:select$3)) same (minimum near2 ((signal
inear2 strength) rssi sinr))) and (

- @ad<="20021028")

S145

_US-PGPUB; (OR
_USPAT;
~ EPO; JPO

USPGPUB; OR

- USPAT;

EPO;PO
Us- PGPUB; OR

- USPAT;

gEPO O
- US- PGPUB ‘OR

_USPAT;
'EPO; JPO

12021/06/24
116:54 '

2021/06/24
16:57 |

2021/06/24
117:00 :

2021/06/24
17:07 f

$116 :280 ( ((connect$3 associat$3 select$3)) same
? : :(minimum near2 ((signal near2 strength)
-rssi sinr))) and ( @ad<="20021028")

- US-PGPUB; ‘OR
USPAT;
.EPO; JPO

12021/06/24
117:08 :

%(W|red with ethernet with backhaul) and ( :
- @ad<="20021028")

US-PGPUB; §0R

USPAT;
_EPO; JPO

12021/06/24
117:30 f

(wired with ethernet same backhaul) and
-( @ad<="20021028")

- US-PGPUB; ‘OR
USPAT;
-EPO; JPO

12021/06/24
117:31
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S119 253 (wired adjethernet)and (
. @ad<="20021028")

_US-PGPUB; OR
USPAT,
'EPO; JPO

©2021/06/24
117:33 |

(wired adj ethernet ) and (mesh adj
§network) and ( @ad<="20021028")

_US-PGPUB; OR
_USPAT;
_EPO; JPO

1 2021/06/24
117:33 :

%(wired adj ethernet ) and (mesh ) and (
:@ad<="20021028")

 US-PGPUB; (OR
USPAT;

12021/06/24
117:33 :

ﬁ(wired adj ethernet ) and (backhaul ) and
-( @ad<="20021028") :
15123 154 (wired and ethernet ) and (backhaul ) and
: : ( @ad<="20021028")

US-PGPUB; OR

USPAT;,
_EPO; JPO
US-PGPUB; : OR

- USPAT; :
_EPO; JPO

12021/06/24
17:35 :

. 2021/06/24
18:48 :

g(wired same backhaul ) and ethernet and
( @ad<="20021028")

%(wired same backhaul ) same ethernet
gand ( @ad<="20021028")

:(video with data with voice with priority)
;and ( @ad<="20021028")

"10434948" did.

_US-PGPUB; OR
CUSPAT;
EPO; JPO
- US-PGPUB; OR
USPAT;
' EPO; JPO

USPAT;
'EPO; JPO

2021/06/24
18:49 |

12021/06/24
18:51 |

_US-PGPUB; OR
uspAT
US-PGPUB; OR

USPAT

12021/06/24
21:38
12021/06/24
:21:39 :

US-PGPUB; OR

USPAT

- (map with rap with backhaul) and (mesh
-adj network) and ( @ad<="20081104")

USPAT

12021/06/24
:21:52 5
12021/10/08
- 07:57 :

‘(mesh adj ap) with (server with metrics)
‘and ( @ad<="20081104")

12021/10/11
:10:10 ;

%(mesh adj ap) with (server with parent)
‘and ( @ad<="20081104")

‘(mesh adj ap) adj (server controller) and
. (©@ad<="20081104")
S135 15 "11084330"

 US-PGPUB; (OR
USPAT

' US-PGPUB; OR
(USPAT

~ US-PGPUB; OR

12021/10/11
110:11 :
12021/10/11
12021/10/11
112:14

10/12/2021 12:33:29 PM

C:\Users\jblanton\Documents\EAST\Workspaces\17027381.wsp
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In re: Dacosta (Ser. No. 17/027,381)
Response to October 18, 2021 Office Action
Page -2-

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Previously Presented) A wireless mesh network comprising;:
a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape;
an access server in data communication with the nodes, wherein the nodes are comprised
of:
one or more root access point (RAP) nodes having a wired connection to an
external network;
one or more mesh access point (MAP) nodes;
wherein a MAP node is in a data communication with the external
network through an associated RAP node;
wherein the MAP node is in a direct wireless data communication with a
single associated parent node, wherein the associated parent node
is either the associated RAP node, or another MAP node in a data
communication with the external network through its associated
RAP node;
wherein the MAP node automatically connects to the associated parent
node by selecting the single associated parent node from one or
more potential parent nodes that are within a direct wireless
communication range of the MAP node and establishing a parent-
child relationship with the associated parent node, process for the
automatic connection comprising;
selecting a parent node from the one or more potential parent
nodes based at least in part on one or more parent selection
criteria defined by the access server, wherein the parent node
so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP

node and the associated parent node;
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wherein the automatic connection process establishes the MAP node’s
routing path to the external network;
the one or more parent selection criteria comprising;
a throughput value representing signal strength between two nodes; and
a latency value representing number of hops in a routing path;
the MAP node comprising;:
one or more identifier values representing a unique identity of the MAP node in
the wireless mesh network;
two or more radios for wirelessly communicating with another node or a client

device in the wireless mesh network.

2. (Original) The wireless mesh network of claim 1 further comprising:
one or more network health monitoring criteria defined by the access server, wherein the
one or more network health monitoring criteria comprises one or more of’
whether or not the associated parent node is offline or can be found in the wireless
mesh network;
whether or not data can be routed to the external network through the MAP
node’s routing path;
whether or not the one or more parent selection criteria is satisfied; and
testing whether the MAP node’s routing path fails to satisfy the one or more network
health monitoring criteria;
when it is determined that the MAP node’s routing path does not meet one or more of the
one or more network health monitoring criteria, establishing a new routing path from the
MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process.

3. (Currently Amended) Fhe-wireless-meshnetwork-ef elaim2—wheretn-the-one-ormore
networkhealth-monitoringeriterta-furtherineludes: A wireless mesh network comprising:

a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape:

an access server in data communication with the nodes, wherein the nodes are comprised

of:
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one or more root access point (RAP) nodes having a wired connection to an

external network:

one or more mesh access point (MAP) nodes:

wherein a MAP node is in a data communication with the external

network through an associated RAP node;

wherein the MAP node is in a direct wireless data communication with ag

a single associated parent node, wherein the associated parent node

1s either the associated RAP node, or another MAP node in a data

communication with the external network through its associated

RAP node;

wherein the MAP node automatically connects to the associated parent

node by selecting the single associated parent node from one or

more potential parent nodes that are within a direct wireless

communication range of the MAP node and establishing a parent-

child relationship with the associated parent node, process for the

automatic connection comprising:

selecting a parent node from the one or more potential parent

nodes based at least in part on one or more parent selection

criteria defined by the access server, wherein the parent node

so selected is the associated parent node; and

establishing a direct wireless data connection between the MAP

node and the associated parent node:

wherein the automatic connection process establishes the MAP node’s

routing path to the external network:

the one or more parent selection criteria comprising:

a throughput value representing signal strength between two nodes; and

a latency value representing number of hops in a routing path:

the MAP node comprising:

one or more identifier values representing a unique identity of the MAP node in

the wireless mesh network:

two or more radios for wirelessly communicating with another node or a client device in
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the wireless mesh network:

one or more network health monitoring criteria defined by the access server, wherein the

one or more network health monitoring criteria comprises one or more of’

whether or not the associated parent node is offline or can be found in the wireless

mesh network;

whether or not data can be routed to the external network through the MAP

node’s routing path:

whether or not the one or more parent selection criteria is satisfied: and

whether or not the MAP node’s routing path is more congested than a threshold
load value representing data congestion level of a routing path;

testing whether the MAP node’s routing path fails to satisfy the one or more network

health monitoring criteria;

when it is determined that the MAP node’s routing path does not meet one or more of the

one or more network health monitoring criteria, establishing a new routing path from the

MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process;

4. (Currently Amended) Fhe-wireless-mesh-nretwork-of-claimt-wherein-the-one-ormore-parent
selection-eriterta-comprises A wireless mesh network comprising:

a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape:

an access server in data communication with the nodes, wherein the nodes are comprised
oft

one or more root access point (RAP) nodes having a wired connection to an

external network:

one or more mesh access point (MAP) nodes;

wherein a MAP node is in a data communication with the external

network through an associated RAP node;

wherein the MAP node is in a direct wireless data communication with an
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a single associated parent node, wherein the associated parent node

is either the associated RAP node, or another MAP node in a data

communication with the external network through its associated

RAP node;:

wherein the MAP node automatically connects to the associated parent

node by selecting the single associated parent node from one or

more potential parent nodes that are within a direct wireless

communication range of the MAP node and establishing a parent-

child relationship with the associated parent node, process for the

automatic connection comprising:

selecting a parent node from the one or more potential parent

nodes based at least in part on one or more parent selection

criteria defined by the access server, wherein the parent node

so selected is the associated parent node; and

establishing a direct wireless data connection between the MAP

node and the associated parent node;

wherein the automatic connection process establishes the MAP node’s

routing path to the external network:

the one or more parent selection criteria comprising:

a loop prevention criterion which verifies that a potential parent node’s routing
path to the external network does not contain the MAP node;

a throughput value representing signal strength between two nodes:; and

a latency value representing number of hops in a routing path:

the MAP node comprising:

one or more identifier values representing a unique identity of the MAP node in

the wireless mesh network:

two or more radios for wirelessly communicating with another node or a client device in

the wireless mesh network.

5. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node

further comprises selecting a potential parent node over another potential parent node based at
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least in part on a comparison of their latency values.

6. (Original) The wireless mesh network of claim 5 wherein the selection of the parent node
further comprises selecting the potential parent node over the another potential parent node if the

potential parent node has a lower latency value than the another potential parent node.

7. (Original) The wireless mesh network of claim 4 wherein the selection of the parent node
further comprises not selecting a potential parent node if the MAP node’s potential routing path

to the external network through the potential parent node exceeds a threshold latency value.

8. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises selecting a potential parent node over another potential parent node based at

least in part on a comparison of their throughput values.

9. (Previously Presented) The wireless mesh network of claim 8 wherein the selection of the
parent node further comprises selecting the potential parent node over the another potential
parent node if the potential parent node has a higher throughput value than the another potential

parent node.

10. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises not selecting a potential parent node if the potential parent node’s wireless
signal strength with the MAP node does not meet a threshold throughput value defined by the

aCCEsS Server.

11. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises a

data store having data representing the MAP node’s routing path to the external network.

12. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises:

an ethernet port through which a direct wired connection can be established with another device.

13. (Original) The wireless mesh network of claim 1 wherein the one or more identifier values
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of the MAP comprises a MAC address or an IP address.

14. (Original) The wireless mesh network of claim 1 wherein a first radio of the MAP is adapted
for communicating with the client device and wherein a second radio is adapted for

communicating with another node.

15. (Original) The wireless mesh network of claim 14, wherein the second radio is configurable

to be used as a dual-purpose radio for communicating with both the client and another node.

16. (Original) The wireless mesh network of claim 1 further comprising a client device
wirelessly connected to the MAP node, wherein the client device exchanges data with the

external network through the MAP’s routing path to the external network.

17. (Original) The wireless mesh network of claim 1 further comprising one or more data types
being routed through the routing path, wherein the one or more data types include at least two of’
voice data, video data, and other data type that is not the voice or video data; wherein routing a
priority data type with a higher priority than another type of data, wherein the priority data type

may be one or both of: the voice data or the video data.

18. (Original) The wireless mesh network of claim 2 wherein the access server further comprises
causing an update to the wireless mesh network, the update comprising one or more of: a change
to the one or more parent selection criteria, a change to the one or more network health
monitoring criteria, and an upgrade of software or firmware residing on at least some of the

nodes.
19. (Original) The wireless mesh network of claim 2 wherein the at least one of the one or more

network health monitoring criteria overlap with at least one of the one or more parent selection

criteria.
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Applicant’s Remarks
In the Official Action dated October 18, 2021, the Examiner raised a double patenting
rejection on claims 1-19 in light of the applicant’s U.S. Patent 7,420,952 in view of U.S. Patent
to Wolfe. Claims 1-19 were also rejected on the ground of double patenting in light of the
applicant’s U.S. Patent 8,520,691. Claims 3, 4, and 7 were rejected as failing to further limit the

subject matter of the parent claim.

Technical Rejections
The Examiner rejected claims 3, 4, and 7 as being improper as failing to limit the subject
matter of the parent claims. The applicant has re-written claims 3 and 4 in independent form,

and so submits that the rejection is addressed.

Obviousness

Claims 1, 11, 13, 14, and 16 are rejected under 35 U.S.C. 103 as being unpatentable over
Thubert et al. (US 2008/0080414) (“Thubert”) in view of Rahman et al. (US 2008/0112363)
(“Rahman”). Claims 2 is rejected under 35 U.S.C. 103 as being unpatentable over Thubert in
view of Rahman as applied to claim 1 above, and further in view of Bandeira et al. (US
2002/0072329) (“Bandeira”). Claim 3 is rejected under 35 U.S.C. 103 as being unpatentable
over Thubert in view of Rahman in view of Bandeira as applied to claim 2 above, and further in
view of Kao et al. (US 7,212,490) ("Kao"). Claims 5, 6, 8, and 9 are rejected under 35 U.S.C.
103 as being unpatentable over Thubert in view of Rahman as applied to claim 1 above, and
further in view of Kao et al. (US 7,212,490) ("Kao"). Claim 7 is rejected under 35 U.S.C. 103 as
being unpatentable over Thubert in view of Rahman in view of Goodman as applied to claim 4
above, and further in view of Kao. Claims 10 is rejected under 35 U.S.C. 103 as being
unpatentable over Thubert in view of Rahman as applied to claim 1 above, and further in view of

Meier (US 6,400,702). Claims 12 is rejected under 35 U.S.C. 103 as being unpatentable over
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Thubert in view of Rahman as applied to claim 1 above, and further in view of Rayment et al.
(US 2004/0001442) (“Rayment”). Claims 15 is rejected under 35 U.S.C. 103 as being
unpatentable over Thubert in view of Rahman as applied to claim 1 above, and further in view of
Wolfe et al. (US 2002/0159409) (“Wolfe”). Claims 18 and 19 are rejected under 35 U.S.C. 103
as being unpatentable over Thubert in view of Rahman in view of Bandeira as applied to claim 1
above, and further in view of Wolfe et al. (US 2002/0159409) (“Wolfe”). Claims 17 is rejected
under 35 U.S.C. 103 as being unpatentable over Thubert in view of Rahman as applied to claim 1

above, and further in view of McKinnon, III et al. (US 2001/0038639) (“McKinnon™).

Applicant respectfully submits that the primary references of Thubert and Rahman have
effective dates that fall after the priority date of the presently-pending claims. Thubert has an
effective date of October 2, 2006, and Rahman has an effective date of November 14, 2006.
This application claims priority to application 10/434,948, filed on May 8, 2003, and which was
issued as U.S. Patent 7,420,952 on September 2, 2008. The 10/434,948 application also claimed
priority to a provisional application 60/421,930, filed on October 28, 2002.

As the Thubert and Rahman references are used in all of the rejections, the applicant will
focus on these references.

The applicant submits that each of the limitations of the claims is found in the

specification of the 2003 application as follows:

A wireless mesh network comprising:
Support for this limitation is found in the abstract, which states, “A design and proof of concept
for a new type of WLAN, ... the network is redundant in that mesh network formalism is

supported.”
a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape;

Support for using a plurality of Wi-Fi nodes is found in 42, on page 1, which states, “topical

application of the software control layer is a home or personal networking environment (PAN)
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using Ultra Wide Band or Wi-Fi as the communications medium.” That the nodes are arranged
in a tree shape is found on page 49 which discusses the technical implementation using spanning
trees “Both "1" and "3" would then refer to the Single Source Shortest Path (SSSP) tree

corresponding to node "2" as shown by the solid blue lines in Figure 2 above.”

an access server in data communication with the nodes, wherein the nodes are comprised
of:

Support for the presence of an access server is found in 3 on page 2, which states, “the ability to
converge these two networks into one network, centrally managed by one access server servicing

a network of relay and leaf nodes.”

One or more root access point (RAP) nodes having a wired connection to an external
network; One or more mesh access point (MAP) nodes; wherein a MAP node is in a data
communication with the external network through an associated RAP node;

Support for the presence of a root access node is found in Fig. 1 and {11 on page 4, which
differentiates between root nodes and non-root nodes that communicate through the root notes.
911 states: “If all devices are required to connect directly to the root node as shown, regardless of

their distance from the root node, then the overall throughput of the network can be low”
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wherein the MAP node is in a direct wireless data communication with a single associated
parent node, wherein the associated parent node is either the associated RAP node, or
another MAP node in a data communication with the external network through its
associated RAP node;

Support for the use of only one parent node is found in the figures and in 47 on page 11, which
discusses parent selection:

“PN: Parent Node Index: Node Index for a node connects to in order to transmit data, For
example, In Fig. 4B, the parent of Node 005 is 002. « RP: Route Path. In Fig. 4B, the route path
for 005 is 000 002 005, its connection route. * NP: Number of parents available: Each Node has
choices regarding which parent it selects to connect to, based on latency/throughput
requirements. In Fig. 4B, Node 005 can connect to 004, 001, 002, and 000 (the root), all of

whom are within the wireless range.”

wherein the MAP node automatically connects to the associated parent node by selecting
the single associated parent node from one or more potential parent nodes that are within a
direct wireless communication range of the MAP node and establishing a parent-child
relationship with the associated parent node, process for the automatic connection
comprising:

Support for selection of the parent node is found in the “Parent Selection Algorithm” section,
spanning paragraphs 48 to 55 on pages 12 to 14. For example, 53 provides the steps of listing
potential nodes in wireless communication:

“1. Seek out and list all active nearby nodes. 2. Remove descendants: nodes that are connected
toit,' or children of nodes connected to it. 3. Order the list: push nodes closer to the route
(shorter routing paths) up in the list. 4. Compute total throughput for each routing in the list of
connection nodes 5. Select the node that provides the best latency or max throughput or

combination of both. 6. Repeat steps 1,5 on a periodic basis.”
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Selecting a parent node from the one or more potential parent nodes based at least in part
on one or more parent selection criteria defined by the access server, wherein the parent
node so selected is the associated parent node; and

Support for the use of an access server to change the parameters for the parent selection criterion
is found in Fig. 3 and 15 on page 5, which states, “As shown in Fig. 3, parameters set by the
access server cause the network to self configure providing an average latency to 1.3 from 1.6.
(See Figs. 3B and (2B). Even though the throughput has reduced from 62.2 to 57.0%, it is still
better than 44 .1, the case in Fig. 1.”

FIG. 3 E

establishing a direct wireless data connection between the MAP node and the associated
parent node; wherein the automatic connection process establishes the MAP node’s routing
path to the external network;

Support for establishing a connection with a node and calculation of a routing path is found in
954 on page 14, which states, “Based on these two pieces of information, collected for all nearby
AP nodes, the node selects one parent node that satisfies the requirements of low latency or high
throughput. If low latency is the issue then a short routing path is desirable: In Fig. 5 Node

005 chooses the root node 000. Note that the overall throughput for Node 005 is low: 17%
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because of the large distance away from the root node, resulting in poor signal strength."

the one or more parent selection criteria comprising: a throughput value representing
signal strength between two nodes; and a latency value representing number of hops in a
routing path;

Support for the use of throughput or latency is found in 54 on page 14, which states that “the

node selects one parent node that satisfies the requirements of low latency or high throughput.”

the MAP node comprising: one or more identifier values representing a unique identity of
the MAP node in the wireless mesh network;
Support for the MAP node having an identifier is found in 947 on page 11, which states “NI:

Node Index: the unique Identifier for each wireless communication node.”

two or more radios for wirelessly communicating with another node or a client device in
the wireless mesh network.

Support for the limitation that the MAP node has two or more radios is found in 9102 on page
25, which states “two radios in each node for the system to work- One radio to support the
inward interface (the children, red oval (70)) and one to support the outward interface (the

parent, black circle(80) ).”

Double Patenting

The Examiner indicates that claim 1 of the instant application is patentably indistinct
from claim 1 of U.S. Patent 7,420,952, in view of Wolfe and claim 1 of U.S. Patent 8,520,691.
A nonstatutory obviousness-type double patenting rejection is only appropriate where the
conflicting claims are not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by or would have been obvious over, the reference
claim(s).

Applicant submits that the claims in the parent patents have different scopes and are
directed to different inventions and therefore cannot be patentably indistinct from each other. An
essential part of the double-patenting analysis is to determine the differences between the scope

and content of the patent claim in the application versus the registered claim.
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The claims of U.S. Patent 7,420,952 specifically require a channel selection steps, which
are not part of the instant claims. However, the instant claims place no requirements on the
channel selection. Also, nothing in the discussion of the Wolfe patent allows the disregarding of
these differences in the scope of the claims. Wolfe specifically requires strict channel
management as well, for example requiring channel management in §36 of Wolfe.

While the Examiner also rejects the pending claims in light of claim 1 of U.S. Patent
8,520,691, the applicant submits that U.S. Patent 8,520,691 is directed to a different invention
involving isolated nodes. As discussed above, the present claims have a priority date to U.S.
Patent Application 10/434,948. U.S. Patent 8,520,691 has a later priority date as the ‘isolated
configuration’ concepts claimed in the ‘691 patent are not found in the 10/434,948 application.

For this reason, the applicant submits that the double patenting rejection is inappropriate.

The applicant has made an earnest attempt to respond to the Office Action. No new
matter was added by this amendment. The applicant contends that the application is in condition
for allowance, and the same is respectfully requested. If a telephonic interview would expedite

the examination of the application, the Examiner is urged to contact the undersigned.

Respectfully submitted,
CHERSKOV FLAYNIK & GURDA, LLC

/Szymon M. Gurda/
Szymon M. Gurda (58,451)
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) |9357.03728

Application Number Filed

17027381 September 21, 2020
" High Performance Wireless Network

Art Unit Examiner

2466 John D. Blanton

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(a)(1)) $220 $110 $55 $ 110
|:| Two months (37 CFR 1.17(a)(2)) $640 $320 $160 $
[ ] Three months (37 CFR 1.17(a)(3)) $1,480 $740 $370 $
[ ] Fourmonths (37 CFR 1.17(a)(4)) $2,320 $1,160 $580 $
l:l Five months (37 CFR 1.17(a)(5)) $3,160 $1,580 $790 $

Applicant asserts small entity status. See 37 CFR 1.27.

[<]

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

The Director has already been authorized to charge fees in this application to a Deposit Account.

OO O O

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 501709

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the
D applicant/inventor.
D assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/96).
attorney or agent of record. Registration number 58451
|:| attorney or agent acting under 37 CFR 1.34. Registration number
/Szymon M. Gurda/ Feb. 4, 2022
Signature Date
Szymon M. Gurda 312-621-1330
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

|:| * Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. Arrecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

4. Arrecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. Arrecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

9. Avrecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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CERTIFICATION AND REQUEST FOR CONSIDERATION UNDER THE
AFTER FINAL CONSIDERATION PILOT PROGRAM 2.0

Practitioner Docket No.: Application No.: Filing Date:
0357-03728 17027381 Sept. 21, 2020
First Named Inventor: Title:

Francis Dacosta High Performance Wireless Network

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS CONSIDERATION UNDER THE AFTER FINAL CONSIDERATION PILOT
PROGRAM 2.0 (AFCP 2.0) OF THE ACCOMPANYING RESPONSE UNDER 37 CFR 1.116.

1. The above-identified application is (i) an original utility, plant, or design nonprovisional application filed under
35 U.S.C. 111(a) [a continuing application (e.g., a continuation or divisional application) is filed under 35 U.S.C. 111(a) and is
eligible under (i)], or (ii) an international application that has entered the national stage in compliance with 35 U.S.C. 371(c).

2. The above-identified application contains an outstanding final rejection.

3. Submitted herewith is a response under 37 CFR 1.116 to the outstanding final rejection. The response includes an
amendment to at least one independent claim, and the amendment does not broaden the scope of the independent claim in
any aspect.

4, This certification and request for consideration under AFCP 2.0 is the only AFCP 2.0 certification and request filed in
response to the outstanding final rejection.

5. Applicant is willing and available to participate in any interview requested by the examiner concerning the present response.

6. This certification and request is being filed electronically using the Office’s electronic filing system (EFS-Web).

7. Any fees that would be necessary consistent with current practice concerning responses after final rejection under 37 CFR

1.116, e.g., extension of time fees, are being concurrently filed herewith. [There is no additional fee required to request
consideration under AFCP 2.0.]

8. By filing this certification and request, applicant acknowledges the following:

. Reissue applications and reexamination proceedings are not eligible to participate in AFCP 2.0.
. The examiner will verify that the AFCP 2.0 submission is compliant, i.e., that the requirements of the program have been met
(see items 1 to 7 above). For compliant submissions:

o  The examiner will review the response under 37 CFR 1.116 to determine if additional search and/or consideration
(i) is necessitated by the amendment and (ii) could be completed within the time allotted under AFCP 2.0. If
additional search and/or consideration is required but cannot be completed within the allotted time, the examiner
will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.116, e.g., by mailing an advisory action.

o If the examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

= Theinterview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

- If the applicant declines the interview, or if the interview cannot be scheduled within ten (10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.

Signature Date

/Szymon M. Gurda/ Feb. 4, 2022
Name Practitioner
(Print/Typed) Szymon M Gurda Registration No. 58451

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

I—_l * Total of forms are submitted.
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submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
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35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (6 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 17027381

Filing Date: 21-Sep-2020

Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta

Filer: Szymon Maciej Gurda

Attorney Docket Number: 0357-03728

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬁ;l’;(t:)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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.. . Sub-Total in
Description Fee Code Quantity Amount USD(S)
Extension - 1 month with $0 paid 2251 1 110 110
Miscellaneous:
Total in USD ($) 110

EX1007, Page 318



Electronic Acknowledgement Receipt

EFS ID: 44916253

Application Number: 17027381

International Application Number:

Confirmation Number: 5169
Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta
Customer Number: 27197
Filer: Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: 0357-03728
Receipt Date: 04-FEB-2022
Filing Date: 21-SEP-2020
Time Stamp: 09:54:40
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $110

RAM confirmation Number E202224055030196
Deposit Account 501709
Authorized User Szymon Gurda

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)
37 CFR 1.21 (Miscellaneous fees and charges)
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y V Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
275811
1 Response.pdf yes 15
72836270ad87af2214175e7ee0e193682991
Multipart Description/PDF files in .zip description
Document Description Start End
Response After Final Action 1 1
Claims 2 8
Applicant Arguments/Remarks Made in an Amendment 9 15
Warnings:
Information:
199987
2 Extension of Time sb0022.pdf no 2
4p01697bd252461897d9a68cc9d0dbas 39|
6c5cc8
Warnings:
Information:
226058
3 After Final Co|:5|deratt|on Program Pilot.pdf no 2
Eques 5bdc91f0367a27c24c2bfal1fc364e8cbe75
Warnings:
Information:
37942
4 Fee Worksheet (SB06) fee-info.pdf no 2
cca901896658eaaal0ff2026545168181195|
Warnings:
Information:
Total Files Size (in bytes):‘ 739798
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLIC%I;gmtEEFFgEEEg-?;yATION RECORD 71027 881 09/9 312620 3o be Mailed
ENTITY: [ JLARGE SMALL (JMICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] SEARCH FEE
(37 GFR 1.16(k), (i), or (m)) NiA N/A N/A
(LJ EXAMINATION FEE N/A N/A N/A
(37 GFR 1.16(0), (p), or (q))
TOTAL CLAIMS . " _
(37 GFR 1.16(i)) minus 20 = x $50 -
INDEPENDENT CLAIMS . .
(37 GFR 1.16(h) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:';LIE?E(O;\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
108 fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
() MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST
- 02/04/2022 §E¥EAF:N'NG ggg\ﬁg%sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * : *x _ _
E (37 GFR 1.16(i) 19 Minus 20 =0 x $50 - 0
Z | Independent * : xx — —
g (37 GF% 1.16(h)) 3 Minus 3 =0 x $240 = 0
< J Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2} (Column 3}
CLAIMS HIGHEST
REX"F’}'E';{NG PRNELill\I/lOBUESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * i *x 0
S | ©7CFR1160) Minus = X $U =
O | Independent N - e - _
E (37 CFF;% 1.16(h) Minus = x $0 =
= | [ Application Size Fee (37 CFR 1.16(s))
< [_] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /DORIS M KING/
*** |If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0O-9799 and select option 2.
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLIC%I;gmtEEFFgEEEg-?;yATION RECORD 71027 881 09/9 312620 3o be Mailed
ENTITY: [ JLARGE SMALL (JMICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] SEARCH FEE
(37 GFR 1.16(k), (i), or (m)) NiA N/A N/A
(LJ EXAMINATION FEE N/A N/A N/A
(37 GFR 1.16(0), (p), or (q))
TOTAL CLAIMS . " _
(37 GFR 1.16(i)) minus 20 = x $50 -
INDEPENDENT CLAIMS . .
(37 GFR 1.16(h) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:';LIE?E(O;\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
108 fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
() MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST
- 02/04/2022 §E¥EAF:N'NG ggg\ﬁg%sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * : *x _ _
E (37 GFR 1.16(i) 19 Minus 20 =0 x $50 - 0
Z | Independent * : xx — —
g (37 GF% 1.16(h)) 3 Minus 3 =0 x $240 = 0
< J Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2} (Column 3}
CLAIMS HIGHEST
REX"F’}'E';{NG PRNELill\I/lOBUESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * i *x 0
S | ©7CFR1160) Minus = X $U =
O | Independent N - e - _
E (37 CFF;% 1.16(h) Minus = x $0 =
= | [ Application Size Fee (37 CFR 1.16(s))
< [_] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /DORIS M KING/
*** |If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0O-9799 and select option 2.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027,381 09/21/2020 Francis DaCosta 0357-03728 5169
27197 7590 02/25/2022 | EXAMINER |
MICHAEL J. CHERSKOV
123 WEST MADISON STREET BLANTON, JOHN D
SUITE 400
CHICAGO. 1L 60602 | ART UNIT | PAPER NUMBER |
2466
| NOTIFICATION DATE | DELIVERY MODE |
02/25/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

mail@cherskov.com
sgurda@ cherskov.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Advisory Action 17/027,381 DaCosta et al.
Before the Filing of an Appeal Brief |Examiner Art Unit AIA (FITF) Status
JOHN D BLANTON 2466 Yes

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 04 February 2022 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED

1. The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file
one of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) O The period for reply expires months from the mailing date of the final rejection.

b) The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later.
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) (7 A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection.The current period for reply expires months from the mailing date of
the prior Aavisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANTS EIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate

extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The

appropriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally

set in the final Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the

mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

NOTICE OF APPEAL

2. [J The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the Notice
of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of
Appeal has been filed, any reply must be filed within the time period set forth in 37CFR 41.37(a).

AMENDMENTS

3. ] The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) O They raise new issues that would require further consideration and/or search (see NOTE below);
b) O They raise the issue of new matter (see NOTE below);
c) O They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for

appeal; and/or
d) O They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: (See 37 CFR 1.116 and 41.33(a)).

4. ] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. Applicant's reply has overcome the following rejection(s):

6. Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-allowable
claim(s).

7. For purposes of appeal, the proposed amendmenl(s):(a)will not be entered, or (b)[:]will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.

AFFIDAVIT OR OTHER EVIDENCE

8. A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

9. [[J The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because applicant
failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier presented. See 37
CFR 1.116(e).

10. [(J The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered because
the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good and sufficient
reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

11. [ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

12. The request for reconsideration has been considered but does NOT place the application in condition for allowance because:
See Continuation Sheet.

13. [ Note the attached Information Disclosure Statemnent(s). (PTO/SB/08) Paper No(s).

14. ] Other: Pto-2323.

STATUS OF CLAIMS
15. The status of the claim(s) is (or will be) as follows:
Claim(s) allowed:
Claim(s) objected to:
Claim(s) rejected:1-19.
Claim(s) withdrawn from consideration:

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466

U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Brief Paper No. 20220221a
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Continuation Sheet (PTOL-303) Application No. 17/027,381

Continuation of REQUEST FOR RECONSIDERATION/OTHER 12. The request for reconsideration has
been considered but does NOT place the application in condition for allowance because: Arguments
regarding the priority dates of the application and prior art references Thubert and Rahman are persuasive
; The arguments regarding the double patenting rejection were not persuasive.
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Application No. Applicant(s)

17/027,381 .
AFCP 2.0 DaCosta et al

Decision Examiner Art Unit AlA (FITF) Status

JOHN D BLANTON 2466 Yes

This is in response to the After Final Consideration Pilot request filed 04 February 2022.

1. Improper Request — The AFCP 2.0 request is improper for the following reason(s) and the after final amendment submitted with
the request will be treated under pre-pilot procedure.
(J An AFCP 2.0 request form PTO/SB/434 (or equivalent document) was not submitted.

(J A non-broadening amendment to at least one independent claim was not submitted.

(J The request is not the first proper AFCP 2.0 request submitted in response to the most recent final
rejection.

O Other:
2. Proper Request

A. After final amendment submitted with the request will not be treated under AFCP 2.0.
The after final amendment cannot be reviewed and a search conducted within the guidelines of the pilot program.

(O The after final amendment will be treated under pre-pilot procedure.

B. Updated search and/or completed additional consideration.
The examiner performed an updated search and/or completed additional consideration of the after final amendment
within the time authorized for the pilot program. The result(s) of the updated search and/or completed additional
consideration are:

U 1. All of the rejections in the most recent final Office action are overcome and a Notice of Allowance is
issued herewith.

(3 2. The after final amendment would not overcome all of the rejections in the most recent final Office action
. See attached interview summary for further details.

(3 3. The after final amendment was reviewed, and it raises a new issue(s). See attached interview summary
for further details.

(3J 4. The after final amendment raises new issues, but would overcome all of the rejections in the most recent
final Office action. A decision on determining allowability could not be made within the guidelines of the
pilot. See attached interview summary for further details, including any newly discovered prior art.

5. Other: See Continuation Sheet

Examiner Note: Please attach an interview summary when necessary as described above.

U.S.Patent and Trademark Office
PTOL-2323 (Rev. 10-14) AFCP 2.0 Decision Part of Paper No. 20220221a
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Continuation Sheet (PTOL-2323) Application No. 17/027,381

Continuation of Proper Request- B. 5. Other: The after final amendment would not overcome all of the
rejections in the most recent final Office action. See attached Advisory Action for further details.
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DO NOT ENTER: /J.B./

a2/21/2022
PATENT
Confirmation No. 5169
UNITED STATES PATENT AND TRADEMARK OFFICE
Inventor(s): Francis Dacosta
Title: High Performance Wireless Network
Serial No.: 17/027,381
Filing Date: September 21, 2020
Examiner: John D. Blanton
Art Unit: 2466
Atty. Docket: 0357-03728

Submitted via electronically on February 4, 2022,

Mail Stop: Amendment 123 West Madison Street
COMMISSIONER FOR PATENTS Suite 400
P.O. Box 1450 Chicago, Illinois 60602
Alexandria, VA 22313-1450 (312) 621-1330

RESPONSE TO OFFICE ACTION

Dear Sir:

In response to the October 18, 2021, Office Action, the applicant submits the following:

Amendments to the Claims;
Remarks/Arguments;
Extension of Time;

After-Final Pilot Program Request.
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Doc Code: PAL.

by £ PTORIAEZB (D7-13)
Document Description: Power of Altorney Approved for use through 03/31/2021. OMB 0651-0035
U.3. Patent and Trademark e; U.S DEPARTMEMNT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond o a collection of information unless it displaye a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of altorney given in the application identified in either the attached transmittal letier or
ihe boxes below,

Application Number Filing Date

17027381 Sept. 21, 2020

{Note: The boxes above may be left biank if information is provided on form PTO/AIAIBZA )

{ hereby appoint the Patent Praciitioner{s} associated with the following Customer Number as my/our aftorney(s) or agent(s), and
to transact all business in the United Stales Patent and Trademark Office connected therewith for the application referanced in
the attached transmiltal letter (form PTO/AINE2A] or identified above:

OR 27197

E:_] i hereby appoint Practitioner(s) nemed in the attached list (form PTCIAABZC) as mylour atterney(s) or agent(s), and to transact
all business in {he United States Patent and Trademark Cffice connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/BZA) or identified above. {(Note: Complete form FTO/AIALZC )

Please recognize or changs the correspondence address for the application identified in the attached transmiital
letter or the boxes above to:

The address asscciated with the above-menticned Customer Number
OR

The addrass associated with Customer Numbar:
OR

Firm or
individuai Name

Address

City State Zio
y ! i
Country

Telephone ! Email E

I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

inveniar or Jeint inventor {itle nat required below)

Legal Reprasantative of g Deceased or Legally Incapacitated Inventor (title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's {itle if applicant is a juristic entity)

Person Who Gtherwise Shows Sufficient Propristary interest (e.9., a petition under 37 CFR 1 468(b){(2) was granted inthe

appiication or is consurrently being fiied with this document] {provide signer's title if applicant is a junstic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title’ls supplied below) is authgrized 1o action behalf of the applicant {e.g., where the spplicant is & juristic entity).

RS

Signature Uioaign s P Vabes Dbl | Date (Opticnal} | 3/10/2022
Name Francis daCosta
Title individual Inventor

NOTE: Signature - This form must be signed by the gpplicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

mTotai of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.22, and 1.33. The information is required o obtain or refain a benedit by the public which is to file (and by the
USPTO to process) an application. Confidentialily is governed by 35 LL.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimaled {0 take 3 minuies o compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you re e i complete this torm andior suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent and Trademarik Office, U.S.
Depaitment-of Commerce, P.C. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-8189 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 45204021

Application Number: 17027381

International Application Number:

Confirmation Number: 5169
Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta
Customer Number: 27197
Filer: Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: 0357-03728
Receipt Date: 11-MAR-2022
Filing Date: 21-SEP-2020
Time Stamp: 10:59:23
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B){tes)/ Multl' ‘Pages
Number Message Digest | Part/.zip| (ifappl.)
766059
1 Power of Attorney PoA.pdf no 1
6ef5050852d5a79f43037561ea43d3a30d8]

a34d3

Warnings:
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Information:

Total Files Size (in bytes)# 766059

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

ﬁaﬂ{‘\;ﬂg,g\éﬁgxma 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
17/027,381 09/21/2020 Francis DaCosta 0357-03728
CONFIRMATION NO. 5169
27197 IMPROPER CPOA LETTER
MICHAEL J. CHERSKOV

123 WEST MADISON STREET

R AL AR
SUITE 400 000000132425916

CHICAGO, IL 60602 Date Mailed: 03/15/2022

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 03/11/2022. The power of attorney in this application is not
accepted for the reason(s) listed below:

+ The revocation is not signed by the applicant, the assignee of the entire interest, or one particular principal
attorney having the authority to revoke.

/ctuazon/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLIC%I;gmtEEFFgEEEg-?;yATION RECORD 71027 881 09/9 312620 3o be Mailed
ENTITY: [ JLARGE SMALL (JMICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] SEARCH FEE
(37 GFR 1.16(k), (i), or (m)) NiA N/A N/A
[_J EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . "
(37 GFR 1.16(i)) minus 20 = x $50 -
INDEPENDENT CLAIMS ) .
(37 GFR 1.16(h) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:';LIE?E(O;\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
108 fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
() MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST
- 03/17/2022 §E¥EAF:N'NG ggg\ﬁg%sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * : *x _ _
E (37 GFR 1.16(i) 19 Minus 20 =0 x $50 - 0
Z | Independent * : xx — —
g (37 GF% 1.16(h)) 3 Minus 3 =0 x $240 = 0
< J Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2} (Column 3}
CLAIMS HIGHEST
REX"F’}'E';{NG PRNELill\I/lOBUESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * ; *x - -
= | B7CFR1.16()) Minus — X $ 0 -
O | Independent N - o -
E (37 CFF;% 1.16(h) Minus = x $0 =
= | [ Application Size Fee (37 CFR 1.16(s))
< [_] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /LAMONT N MCLAUCHLIN/
*** |If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0O-9799 and select option 2.
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Doc code: RCEX PTO/SB/30EFS (01-22)

Doc description: Request for Continued Examination (RCE) Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | k2457441 Filing | b450.09-21 Docket Number | 3,7 375 At 1 baes
Number Date (if applicable) Unit

First Named Francis daCosla Examiner John D. Balnton

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment{s).

|:| Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office acticn may be considered as a
submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[] other

X Enclosed

<] Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit{s)/ Declaration(s)

[X] Other

[Terminal Disclaimers

MISCELLANEOUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|Z The Director is hereby authorized to charge any underpayment of fees, or credit any cverpayments, to
Deposit Account No 01709

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

> Patent Practitioner Signature

Applicant Signature

EFS - Web 2.1.16
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Doc code: RCEX
Doc description: Request for Continued Examination (RCE) Approved for use through 05/31/2024. OMB 0651-0031

PTO/SB/30EFS {01-22)

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

Szymon M. Gurda/

Date (YYYY-MM-DD) |p022-03-17 I

Name

Szymon M. Gurda

Registration Number 8451

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

EFS - Web 2.1.16
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.1.16
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PTO/ALA2E (04-14)
Approved for use through 11/30/2020. OMB 98510031
LS, Patent and Trademark Gifice; US FARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond to g collection of information uniess it displays a valid OMB control number.
TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number {Optional)
REJECTION OVER A “PRIOR” PATENT 0357-03728

OF

In re Application of.  Francis DaCosta

Application No.. 17027381

Fited: 09-21-2020

For. HIGH PERFORMANCE WIRELESS NETWORK

The applicant, _Francis daCosta dba MeshDynamics , owner of 1080 percent interest in the instant application hereby
disclalims, except as provided below, the terminal pad of the siatutory term of any patent granied on the instani application which would exiend
beyond the expiration date of the full statutory term of prior patent No. 74200852 as the term of said prior patent is presently
shortened by any terminal disclaimer. The applicant hereby agrees that any patent so granted on the instant application shall be enforceable
only for and during such period that it and the prior patent are commonly owned. This agreement runs with any patent granied on the instant
application and is binding upon the grantee, s suCCess0rs of assigns

in making the above disclaimer, the applicant does not disclaim the terminal part of the term of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by
any terminal disclaimer.” in the event that said prior patent later:

expires for fallure o pay a maintenance fee;

is held unenforceable;

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally ¢ siried under 37 CFR 1.321;

hias afl claims canceled by a reexamination certificale;

is reissued; or

is in any manner terminated prior {o the expiration of #s full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. ' The undersigned is the applicant. if the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee.

 hereby acknowledge that any willful false siatemenis made are punishable under 18 U.8.C. 1001 by fine or imprisonment of not more
than five {(5) years, or both.

2. D The undersigned is an attomefg;%r agent of record.  Reg. No,
<

.-"'f ; *‘:ﬁ

\osen s !

7]

1 R
WL & iﬂi/?@@)ﬁu 3-15.2022

Signature Date

Francis daCosta
Typed or printied name

Individual Inventor and Owner of MeshDynamics
Title Telephone Number

Terminal disclaimer fee under 37 CFR 1.20{d} included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PT0-2038.

This collection of §
{o process) an ap

nformation is required by 37 CFR 1.321. The information is required to obtain or retain 3 benefit by the public which is t¢ {ile (and by the USPTC
ication. Confiden y is governed by 35 U.S.C. 122 and 37 CFR 1.41 and 1.14. This collection is estimated o take 12 minutes {o complete,
including gatheri preparing, and s itting the completed application form to the USPTO., Time will vary depending upon the individual case. Any comments
on the amount of time you require t mplete this form and/or suggestions for reducing this burden, should be sent {6 the Chief information Gfficer, 1.8, Palent
ang Trademark Office, U.S. Departr of Commerce, P.O. Box 1480, Alexandria, VA 22313- 1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA& 22313-1458.

if you need assistance in completing the form, cali 1-800-PTQ-8196¢ and select option 2
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PTO/ALA2E (04-14)
Approved for use through 11/30/2020. OMB 98510031
LS, Patent and Trademark Gifice; US FARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond to g collection of information uniess it displays a valid OMB control number.
TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number {Optional)
REJECTION OVER A “PRIOR” PATENT 0357-03728

OF

In re Application of.  Francis DaCosta

Application No.. 17027381

Fited: 09-21-2020

For. HIGH PERFORMANCE WIRELESS NETWORK

The applicant, _Francis daCosta dba MeshDynamics , owner of 1080 percent interest in the instant application hereby
disclalims, except as provided below, the terminal pad of the siatutory term of any patent granied on the instani application which would exiend
beyond the expiration date of the full statutory term of prior patent No. 8520691 as the term of said prior patent is presently
shortened by any terminal disclaimer. The applicant hereby agrees that any patent so granted on the instant application shall be enforceable
only for and during such period that it and the prior patent are commonly owned. This agreement runs with any patent granied on the instant
application and is binding upon the grantee, s suCCess0rs of assigns

in making the above disclaimer, the applicant does not disclaim the terminal part of the term of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by
any terminal disclaimer.” in the event that said prior patent later:

expires for fallure o pay a maintenance fee;

is held unenforceable;

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally ¢ siried under 37 CFR 1.321;

hias afl claims canceled by a reexamination certificale;

is reissued; or

is in any manner terminated prior {o the expiration of #s full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. ' The undersigned is the applicant. if the applicant is an assignee, the undersigned is authorized to act on behalf of the assignee.

 hereby acknowledge that any willful false siatemenis made are punishable under 18 U.8.C. 1001 by fine or imprisonment of not more
than five {(5) years, or both.

2. D The undersigned is an attomey or agent of record. Reg. No.,

g4 :
J /ff i? o
. T §y Fe
f "L ER-SR A4 78 L=V & S 315/22
Signature ) Date

Francis daCosta
Typed or printied name

Individual Inventor and Owner of MeshDynamics
Title Telephone Number

Terminal disclaimer fee under 37 CFR 1.20{d} included.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PT0-2038.

This collection of §
{o process) an ap

nformation is required by 37 CFR 1.321. The information is required to obtain or retain 3 benefit by the public which is t¢ {ile (and by the USPTC
ication. Confiden y is governed by 35 U.S.C. 122 and 37 CFR 1.41 and 1.14. This collection is estimated o take 12 minutes {o complete,
including gatheri preparing, and s itting the completed application form to the USPTO., Time will vary depending upon the individual case. Any comments
on the amount of time you require t mplete this form and/or suggestions for reducing this burden, should be sent {6 the Chief information Gfficer, 1.8, Palent
ang Trademark Office, U.S. Departr of Commerce, P.O. Box 1480, Alexandria, VA 22313- 1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA& 22313-1458.

if you need assistance in completing the form, cali 1-800-PTQ-8196¢ and select option 2
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Electronic Patent Application Fee Transmittal

Application Number: 17027381

Filing Date: 21-Sep-2020

Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta

Filer: Szymon Maciej Gurda

Attorney Docket Number: 0357-03728

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬁ;l’;(t:)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Suﬁ-;l'g(t;)l L
Extension - 2 months with $110 paid 2252 1 210 210
Miscellaneous:
RCE- 1ST REQUEST 2801 1 680 680
STATUTORY OR TERMINAL DISCLAIMER 2814 2 170 340
Total in USD ($) 1230
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Electronic Acknowledgement Receipt

EFS ID: 45255080

Application Number: 17027381

International Application Number:

Confirmation Number: 5169
Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta
Customer Number: 27197
Filer: Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: 0357-03728
Receipt Date: 17-MAR-2022
Filing Date: 21-SEP-2020
Time Stamp: 16:16:15
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1230

RAM confirmation Number E20223GG16422142
Deposit Account 501709
Authorized User Szymon Gurda

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)
37 CFR 1.21 (Miscellaneous fees and charges)
File Listing:
Document - . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
270598
1 Response-with-RCE.pdf yes 15
1d11566647bfdb24cbcafch 1108224106277
abée
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment Submitted/Entered with Filing of Continued Prosecution 1 1
Application (CPA)/Request for Continued Examination(RCE)
Claims 2 8
Applicant Arguments/Remarks Made in an Amendment 9 15
Warnings:
Information:
205566
2 Extension of Time sb0022.pdf no 2
2dd1e9c69fd84d49038dbadb72def2584fc
8a593
Warnings:
Information:
1667123
3 Request for Co?tngg)ed Examination sb0030efs.pdf no 3
9625fb7447f063d5fbb85f93d182e635a5d0}
Warnings:
Information:
159133
4 Terminal Disclaimer Filed Term|naI—D|scIZ|]£ner-7420952. no 1
p d4971a03660277df44427362c2eac 8639f|
012a
Warnings:
Information:
163229
5 Terminal Disclaimer Filed TermlnaI—Dlsclzlp’ner-8520691. no 1
p 4fb215e3c0683299c5e58138116041320a2
3d7b3

EX1007, Page 343



Warnings:

Information:

42655
6 Fee Worksheet (SB06) fee-info.pdf no 2
2081e056a2ccaf713159d75fc691a61ed2a8|
b3a9
Warnings:
Information:
Total Files Size (in bytes){ 2508304

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Previously Presented) A wireless mesh network comprising:
a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape;
an access server in data communication with the nodes, wherein the nodes are comprised
of:
one or more root access point (RAP) nodes having a wired connection to an
external network;
one or more mesh access point (MAP) nodes;
wherein a MAP node is in a data communication with the external
network through an associated RAP node;
wherein the MAP node is in a direct wireless data communication with a
single associated parent node, wherein the associated parent node
is either the associated RAP node, or another MAP node in a data
communication with the external network through its associated
RAP node;
wherein the MAP node automatically connects to the associated parent
node by selecting the single associated parent node from one or
more potential parent nodes that are within a direct wireless
communication range of the MAP node and establishing a parent-
child relationship with the associated parent node, process for the
automatic connection comprising;
selecting a parent node from the one or more potential parent
nodes based at least in part on one or more parent selection
criteria defined by the access server, wherein the parent node
so selected is the associated parent node; and
establishing a direct wireless data connection between the MAP

node and the associated parent node;
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wherein the automatic connection process establishes the MAP node’s
routing path to the external network;
the one or more parent selection criteria comprising:
a throughput value representing signal strength between two nodes; and
a latency value representing number of hops in a routing path;
the MAP node comprising:
one or more identifier values representing a unique identity of the MAP node in
the wireless mesh network;
two or more radios for wirelessly communicating with another node or a client

device in the wireless mesh network.

2. (Original) The wireless mesh network of claim 1 further comprising:
one or more network health monitoring criteria defined by the access server, wherein the
one or more network health monitoring criteria comprises one or more of’
whether or not the associated parent node is offline or can be found in the wireless
mesh network;
whether or not data can be routed to the external network through the MAP
node’s routing path;
whether or not the one or more parent selection criteria is satisfied; and
testing whether the MAP node’s routing path fails to satisfy the one or more network
health monitoring criteria;
when it is determined that the MAP node’s routing path does not meet one or more of the
one or more network health monitoring criteria, establishing a new routing path from the
MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process.

3. (Currently Amended) Fhe-wireless-meshnetwork-ef-claim2—wherein-the-one-ormore
networkhealth-monitoringeriterta-furtherineludes: A wireless mesh network comprising:

a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape:

an access server in data communication with the nodes, wherein the nodes are comprised

of:
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one or more root access point (RAP) nodes having a wired connection to an

external network:

one or more mesh access point (MAP) nodes:

wherein a MAP node is in a data communication with the external

network through an associated RAP node;

wherein the MAP node is in a direct wireless data communication with ag

a single associated parent node, wherein the associated parent node

1s either the associated RAP node, or another MAP node in a data

communication with the external network through its associated

RAP node;

wherein the MAP node automatically connects to the associated parent

node by selecting the single associated parent node from one or

more potential parent nodes that are within a direct wireless

communication range of the MAP node and establishing a parent-

child relationship with the associated parent node, process for the

automatic connection comprising:

selecting a parent node from the one or more potential parent

nodes based at least in part on one or more parent selection

criteria defined by the access server, wherein the parent node

so selected is the associated parent node; and

establishing a direct wireless data connection between the MAP

node and the associated parent node:

wherein the automatic connection process establishes the MAP node’s

routing path to the external network:

the one or more parent selection criteria comprising:

a throughput value representing signal strength between two nodes; and

a latency value representing number of hops in a routing path:

the MAP node comprising:

one or more identifier values representing a unique identity of the MAP node in

the wireless mesh network:

two or more radios for wirelessly communicating with another node or a client device in
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the wireless mesh network:

one or more network health monitoring criteria defined by the access server, wherein the

one or more network health monitoring criteria comprises one or more of’

whether or not the associated parent node is offline or can be found in the wireless

mesh network;

whether or not data can be routed to the external network through the MAP

node’s routing path:

whether or not the one or more parent selection criteria is satisfied: and

whether or not the MAP node’s routing path is more congested than a threshold
load value representing data congestion level of a routing path;

testing whether the MAP node’s routing path fails to satisfy the one or more network

health monitoring criteria;

when it is determined that the MAP node’s routing path does not meet one or more of the

one or more network health monitoring criteria, establishing a new routing path from the

MAP node to the external network by connecting the MAP node to a new associated

parent node through the automatic connection process;

4. (Currently Amended) Fhe-wireless-mesh-network-of-claimt-wherein-the-one-ormore-parent
selection-eriterta-comprises A wireless mesh network comprising:

a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape:

an access server in data communication with the nodes, wherein the nodes are comprised

of:

one or more root access point (RAP) nodes having a wired connection to an

external network:

one or more mesh access point (MAP) nodes;

wherein a MAP node is in a data communication with the external

network through an associated RAP node;

wherein the MAP node is in a direct wireless data communication with agn
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a single associated parent node, wherein the associated parent node

is either the associated RAP node, or another MAP node in a data

communication with the external network through its associated

RAP node;:

wherein the MAP node automatically connects to the associated parent

node by selecting the single associated parent node from one or

more potential parent nodes that are within a direct wireless

communication range of the MAP node and establishing a parent-

child relationship with the associated parent node, process for the

automatic connection comprising:

selecting a parent node from the one or more potential parent

nodes based at least in part on one or more parent selection

criteria defined by the access server, wherein the parent node

so selected is the associated parent node; and

establishing a direct wireless data connection between the MAP

node and the associated parent node;

wherein the automatic connection process establishes the MAP node’s

routing path to the external network:

the one or more parent selection criteria comprising:

a loop prevention criterion which verifies that a potential parent node’s routing
path to the external network does not contain the MAP node;

a throughput value representing signal strength between two nodes:; and

a latency value representing number of hops in a routing path:

the MAP node comprising;

one or more identifier values representing a unique identity of the MAP node in

the wireless mesh network:

two or more radios for wirelessly communicating with another node or a client device in

the wireless mesh network.

5. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node

further comprises selecting a potential parent node over another potential parent node based at
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least in part on a comparison of their latency values.

6. (Original) The wireless mesh network of claim 5 wherein the selection of the parent node
further comprises selecting the potential parent node over the another potential parent node if the

potential parent node has a lower latency value than the another potential parent node.

7. (Original) The wireless mesh network of claim 4 wherein the selection of the parent node
further comprises not selecting a potential parent node if the MAP node’s potential routing path

to the external network through the potential parent node exceeds a threshold latency value.

8. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises selecting a potential parent node over another potential parent node based at

least in part on a comparison of their throughput values.

9. (Previously Presented) The wireless mesh network of claim 8 wherein the selection of the
parent node further comprises selecting the potential parent node over the another potential
parent node if the potential parent node has a higher throughput value than the another potential

parent node.

10. (Original) The wireless mesh network of claim 1 wherein the selection of the parent node
further comprises not selecting a potential parent node if the potential parent node’s wireless
signal strength with the MAP node does not meet a threshold throughput value defined by the

aCCEsS Server.

11. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises a

data store having data representing the MAP node’s routing path to the external network.

12. (Original) The wireless mesh network of claim 1 wherein the MAP node further comprises:

an ethernet port through which a direct wired connection can be established with another device.

13. (Original) The wireless mesh network of claim 1 wherein the one or more identifier values
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of the MAP comprises a MAC address or an IP address.

14. (Original) The wireless mesh network of claim 1 wherein a first radio of the MAP is adapted
for communicating with the client device and wherein a second radio is adapted for

communicating with another node.

15. (Original) The wireless mesh network of claim 14, wherein the second radio is configurable

to be used as a dual-purpose radio for communicating with both the client and another node.

16. (Original) The wireless mesh network of claim 1 further comprising a client device
wirelessly connected to the MAP node, wherein the client device exchanges data with the

external network through the MAP’s routing path to the external network.

17. (Original) The wireless mesh network of claim 1 further comprising one or more data types
being routed through the routing path, wherein the one or more data types include at least two of’
voice data, video data, and other data type that is not the voice or video data; wherein routing a
priority data type with a higher priority than another type of data, wherein the priority data type

may be one or both of: the voice data or the video data.

18. (Original) The wireless mesh network of claim 2 wherein the access server further comprises
causing an update to the wireless mesh network, the update comprising one or more of: a change
to the one or more parent selection criteria, a change to the one or more network health
monitoring criteria, and an upgrade of software or firmware residing on at least some of the

nodes.
19. (Original) The wireless mesh network of claim 2 wherein the at least one of the one or more

network health monitoring criteria overlap with at least one of the one or more parent selection

criteria.
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Applicant’s Remarks

In the Official Action dated October 18, 2021, the Examiner raised a double patenting
rejection on claims 1-19 in light of the applicant’s U.S. Patent 7,420,952 in view of U.S. Patent
to Wolfe. Claims 1-19 were also rejected on the ground of double patenting in light of the
applicant’s U.S. Patent 8,520,691. Claims 3, 4, and 7 were rejected as failing to further limit the
subject matter of the parent claim.

The applicant submitted an after-final response on February 4, 2022. The Examiner
issued an advisory action on February 25, 2022.

The applicant hereby resubmits the amendments and arguments presented in the after-
final response. The applicant is including terminal disclaimers to address the double patenting
rejections. Otherwise, the applicant is reiterating the previous comments regarding the priority
date and the prior art of record.

The following arguments are a re-iteration of the earlier comments, except for the double-

patenting issues.

Technical Rejections
The Examiner rejected claims 3, 4, and 7 as being improper as failing to limit the subject
matter of the parent claims. The applicant has re-written claims 3 and 4 in independent form,

and so submits that the rejection is addressed.

Obviousness

Claims 1, 11, 13, 14, and 16 are rejected under 35 U.S.C. 103 as being unpatentable over
Thubert et al. (US 2008/0080414) (“Thubert”) in view of Rahman et al. (US 2008/0112363)
(“Rahman”). Claims 2 is rejected under 35 U.S.C. 103 as being unpatentable over Thubert in
view of Rahman as applied to claim 1 above, and further in view of Bandeira et al. (US
2002/0072329) (“Bandeira”). Claim 3 is rejected under 35 U.S.C. 103 as being unpatentable
over Thubert in view of Rahman in view of Bandeira as applied to claim 2 above, and further in

view of Kao et al. (US 7,212,490) ("Kao"). Claims 5, 6, 8, and 9 are rejected under 35 U.S.C.
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103 as being unpatentable over Thubert in view of Rahman as applied to claim 1 above, and
further in view of Kao et al. (US 7,212,490) ("Kao"). Claim 7 is rejected under 35 U.S.C. 103 as
being unpatentable over Thubert in view of Rahman in view of Goodman as applied to claim 4
above, and further in view of Kao. Claims 10 is rejected under 35 U.S.C. 103 as being
unpatentable over Thubert in view of Rahman as applied to claim 1 above, and further in view of
Meier (US 6,400,702). Claims 12 is rejected under 35 U.S.C. 103 as being unpatentable over
Thubert in view of Rahman as applied to claim 1 above, and further in view of Rayment et al.
(US 2004/0001442) (“Rayment”). Claims 15 is rejected under 35 U.S.C. 103 as being
unpatentable over Thubert in view of Rahman as applied to claim 1 above, and further in view of
Wolfe et al. (US 2002/0159409) (“Wolfe”). Claims 18 and 19 are rejected under 35 U.S.C. 103
as being unpatentable over Thubert in view of Rahman in view of Bandeira as applied to claim 1
above, and further in view of Wolfe et al. (US 2002/0159409) (“Wolfe”). Claims 17 is rejected
under 35 U.S.C. 103 as being unpatentable over Thubert in view of Rahman as applied to claim 1
above, and further in view of McKinnon, III et al. (US 2001/0038639) (“McKinnon”).

Applicant respectfully submits that the primary references of Thubert and Rahman have
effective dates that fall after the priority date of the presently-pending claims. Thubert has an
effective date of October 2, 2006, and Rahman has an effective date of November 14, 2006.
This application claims priority to application 10/434,948, filed on May 8, 2003, and which was
issued as U.S. Patent 7,420,952 on September 2, 2008. The 10/434,948 application also claimed
priority to a provisional application 60/421,930, filed on October 28, 2002.

As the Thubert and Rahman references are used in all of the rejections, the applicant will

focus on these references.

The applicant submits that each of the limitations of the claims is found in the

specification of the 2003 application as follows.
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A wireless mesh network comprising:
Support for this limitation is found in the abstract, which states, “A design and proof of concept
for a new type of WLAN, ... the network is redundant in that mesh network formalism is

supported.”

a plurality of Wi-Fi nodes in the wireless mesh network organized in a tree shape;

Support for using a plurality of Wi-Fi nodes is found in 42, on page 1, which states, “topical
application of the software control layer is a home or personal networking environment (PAN)
using Ultra Wide Band or Wi-Fi as the communications medium.” That the nodes are arranged
in a tree shape is found on page 49 which discusses the technical implementation using spanning
trees “Both "1" and "3" would then refer to the Single Source Shortest Path (SSSP) tree

corresponding to node "2" as shown by the solid blue lines in Figure 2 above.”

an access server in data communication with the nodes, wherein the nodes are comprised
of:

Support for the presence of an access server is found in 93 on page 2, which states, “the ability to
converge these two networks into one network, centrally managed by one access server servicing

a network of relay and leaf nodes.”

One or more root access point (RAP) nodes having a wired connection to an external
network; One or more mesh access point (MAP) nodes; wherein a MAP node is in a data
communication with the external network through an associated RAP node;

Support for the presence of a root access node is found in Fig. 1 and 11 on page 4, which
differentiates between root nodes and non-root nodes that communicate through the root notes.
911 states: “If all devices are required to connect directly to the root node as shown, regardless of

their distance from the root node, then the overall throughput of the network can be low”

EX1007, Page 355



In re: Dacosta (Ser. No. 17/027,381)
Response to October 18, 2021 Office Action and February 25, 2022 Advisory Action
Page -12-

FIG. 1

wherein the MAP node is in a direct wireless data communication with a single associated
parent node, wherein the associated parent node is either the associated RAP node, or
another MAP node in a data communication with the external network through its
associated RAP node;

Support for the use of only one parent node is found in the figures and in 947 on page 11, which
discusses parent selection:

“PN: Parent Node Index: Node Index for a node connects to in order to transmit data, For
example, In Fig. 4B, the parent of Node 005 is 002. « RP: Route Path. In Fig. 4B, the route path
for 005 is 000 002 005, its connection route. * NP: Number of parents available: Each Node has
choices regarding which parent it selects to connect to, based on latency/throughput
requirements. In Fig. 4B, Node 005 can connect to 004, 001, 002, and 000 (the root), all of

whom are within the wireless range.”

wherein the MAP node automatically connects to the associated parent node by selecting
the single associated parent node from one or more potential parent nodes that are within a

direct wireless communication range of the MAP node and establishing a parent-child
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relationship with the associated parent node, process for the automatic connection
comprising:

Support for selection of the parent node is found in the “Parent Selection Algorithm” section,
spanning paragraphs 48 to 55 on pages 12 to 14. For example, 53 provides the steps of listing
potential nodes in wireless communication:

“1. Seek out and list all active nearby nodes. 2. Remove descendants: nodes that are connected
toit,' or children of nodes connected to it. 3. Order the list: push nodes closer to the route
(shorter routing paths) up in the list. 4. Compute total throughput for each routing in the list of
connection nodes 5. Select the node that provides the best latency or max throughput or

combination of both. 6. Repeat steps 1,5 on a periodic basis.”

Selecting a parent node from the one or more potential parent nodes based at least in part
on one or more parent selection criteria defined by the access server, wherein the parent
node so selected is the associated parent node; and

Support for the use of an access server to change the parameters for the parent selection criterion
is found in Fig. 3 and 15 on page 5, which states, “As shown in Fig. 3, parameters set by the
access server cause the network to self configure providing an average latency to 1.3 from 1.6.
(See Figs. 3B and (2B). Even though the throughput has reduced from 62.2 to 57.0%, it is still
better than 44 .1, the case in Fig. 1.”
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establishing a direct wireless data connection between the MAP node and the associated
parent node; wherein the automatic connection process establishes the MAP node’s routing
path to the external network;

Support for establishing a connection with a node and calculation of a routing path is found in
954 on page 14, which states, “Based on these two pieces of information, collected for all nearby
AP nodes, the node selects one parent node that satisfies the requirements of low latency or high
throughput. If low latency is the issue then a short routing path is desirable: In Fig. 5 Node

005 chooses the root node 000. Note that the overall throughput for Node 005 is low: 17%

because of the large distance away from the root node, resulting in poor signal strength."

the one or more parent selection criteria comprising: a throughput value representing
signal strength between two nodes; and a latency value representing number of hops in a
routing path;

Support for the use of throughput or latency is found in 54 on page 14, which states that “the

node selects one parent node that satisfies the requirements of low latency or high throughput.”

the MAP node comprising: one or more identifier values representing a unique identity of
the MAP node in the wireless mesh network;
Support for the MAP node having an identifier is found in 947 on page 11, which states “NI:

Node Index: the unique Identifier for each wireless communication node.”

two or more radios for wirelessly communicating with another node or a client device in
the wireless mesh network.

Support for the limitation that the MAP node has two or more radios is found in 102 on page
25, which states “two radios in each node for the system to work- One radio to support the
inward interface (the children, red oval (70)) and one to support the outward interface (the

parent, black circle(80) ).”
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Double Patenting

The Examiner indicates that claim 1 of the instant application is patentably indistinct
from claim 1 of U.S. Patent 7,420,952, in view of Wolfe and claim 1 of U.S. Patent 8,520,691.
As part of this response, the applicant is enclosing terminal disclaimers to the two patents. As
such, the applicant submits that the double patenting rejection is obviated. The terminal

disclaimers are signed by the applicant, who is the owner of the prior patents.

The applicant has made an earnest attempt to respond to the Office Action and Advisory
Action. No new matter was added by this amendment. The applicant contends that the
application is in condition for allowance, and the same is respectfully requested. If a telephonic
interview would expedite the examination of the application, the Examiner is urged to contact

the undersigned.

Respectfully submitted,
CHERSKOV FLAYNIK & GURDA, LL.C

/Szymon M. Gurda/
Szymon M. Gurda (58,451)
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of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. Arrecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

9. Avrecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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App/,'caﬁon Number Application/Control No. Applicant(s)/Patent under
Reexamination
*17/027,381 *
17/027,381 DaCosta et al.
Examiner Art Unit
BLANTON, JOHN D 2466
Document Code - DISQ Internal Document - DO NOT MAIL
TERMINAL
DISCLAIMER 0O APPROVED DISAPPROVED
This patent is subject
Date Filed: 17 March 2022 to a Terminal
Disclaimer

Approved/Disapproved by:

/JEAN PROCTOR/

Technology Center: OPLC

Telephone: (571)272-1040

2 td's The terminal disclaimer identifies a party who is not the applicant (only for applications filed on or after
September 16, 2012; See FP 14.26.10):

For cases filed on/after 9/16/12, 37 CFR 1.321 specifies that the applicant can disclaim, and the terminal
disclaimer must specify the extent of the applicant's ownership.

A request under 37 CFR 1.46(c) to change the applicant needs to be filed, which is (1) a request, signed by
a 1.33(b) party, (2) a corrected ADS (37 CFR 1.76(c)) that identifies the “new” applicant in the applicant
information, and is underlined since itis new, and (3) a 3.73(c) statement showing chain of title to the new
applicant. Along with the § 1.46(c) request we need a POA that gives power to the attorney who is signing
the TD, along with another copy of the TD, unless they file a TD that is signed by the applicant.

U.S. Patent and Trademark Office

TSS-IFW Terminal Disclaimer Part of Paper No. 20220318

EX1007, Page 362



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
27197 7590 04/18/2022
MICHAEL J. CHERSKOV BLANTON, JOHN D
123 WEST MADISON STREET
SUITE 400 | ART UNIT PAPER NUMBER |
CHICAGO, IL 60602 2466
DATE MAILED: 04/18/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
17/027,381 09/21/2020 Francis DaCosta 0357-03728 5169

TITLE OF INVENTION: HIGH PERFORMANCE WIRELESS NETWORK

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 07/18/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

1. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

27197 7590 04/18/2022 Certificate of Mailing or Transmission
MICHAEL J. CHERSKOV I hereby certify that this Fee(s) Transmittal is being deposited with the United
: States Postal Service with sufficient postage for first class mail in an envelope
123 WEST MADISON STREET addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 400 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
CHICAGO, IL 60602 (Typed or printed name)
(Signature)
(Date)|
| APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/027,381 09/21/2020 Francis DaCosta 0357-03728 5169
TITLE OF INVENTION: HIGH PERFORMANCE WIRELESS NETWORK
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $600 $0.00 $0.00 $600 07/18/2022

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
BLANTON, JOHN D 2466 370-235000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member 4

registered attorney or agent) and the names of upto 2

- W ” e 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

ATA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a 3
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [Jissue Fee [Ipublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Blectronic Payment via EFS-Web [ Enclosed check [J Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027,381 09/21/2020 Francis DaCosta 0357-03728 5169
27197 7590 04/18/2022 | EXAMINER |
MICHAEL J. CHERSKOV BLANTON, JOHN D
123 WEST MADISON STREET
SUITE 400 | ART UNIT PAPER NUMBER |
CHICAGO, IL 60602 2466

DATE MAILED: 04/18/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
; . 17/027,381 DaCosta et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
JOHN D BLANTON 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to amendment filed 3/17/2022.
[3J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3¢ The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAll by [J Some* ¢) (J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a}).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

[J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.3 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.} Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466

U.S. Patent and Trademark Office )
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220406

EX1007, Page 367



Continuation Sheet (PTOL-37) Application No. 17/027,381

Continuation of 3. The allowed claim(s) is/are: 1-19 (renumbered 1,2,17,18,5,6,19,7-16,4,3; respectively)

EX1007, Page 368



Application/Control Number: 17/027,381 Page 2
Art Unit: 2466

Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.
Allowable Subject Matter
The following is an examiner’s statement of reasons for allowance: The
invention as set forth in claim 1 differs from the inventions disclosed in the prior art in
that " one or more root access point (RAP) nodes having a wired connection to an
external network; one or more mesh access point (MAP) nodes; wherein a MAP node is
in a data communication with the external network through an associated RAP node;
wherein the MAP node is in a direct wireless data communication with a single
associated parent node, wherein the associated parent node is either the associated
RAP node, or another MAP node in a data communication with the external network
through its associated RAP node; wherein the MAP node automatically connects to the
associated parent node by selecting the single associated parent node from one or
more potential parent nodes that are within a direct wireless communication range of
the MAP node and establishing a parent-child relationship with the associated parent
node, process for the automatic connection comprising: selecting a parent node from
the one or more potential parent nodes based at least in part on one or more parent
selection criteria defined by the access server, wherein the parent node so selected is
the associated parent node; and establishing a direct wireless data connection between
the MAP node and the associated parent node". This difference would not have been

obvious to a person skilled in the art having regard to the cited documents and in light of
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Application/Control Number: 17/027,381 Page 3
Art Unit: 2466

the entirety of the claim language. Thus, claim 1 is novel. For similar reasons, claims
17 and 18 are novel..

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”

Conclusion

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Eglin (US 2003/0210671); Eglin discloses mesh networks with
wired Ethernet backhaul.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JOHN D BLANTON whose telephone number is
(571)270-3933. The examiner can normally be reached 7am-6pm EST, Mon-Thu.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Faruk Hamza can be reached on 571-272-7969. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is

available to registered users. To file and manage patent submissions in Patent Center,
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Application/Control Number: 17/027,381 Page 4
Art Unit: 2466

visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466
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Notice of References Cited

Application/Control No.

Applicant(s)/Patent Under

17/027,381 Reexamination
DaCosta et al.
Examiner Art Unit
JOHN D BLANTON 2466 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumz%gg;%:g;’:z:g Code MMD— ?{ts(YY Name CPC Classification US Classification
* | A | US-20030210671-A1 11-2003 Eglin, Matthew George HO04L12/4641 370/349
* | B | US-20010038639-A1 11-2001 McKinnon, Martin W. 1l H04L41/5009 370/468
* | ¢ [US-20040001442-A1 01-2004 Rayment, Stephen G. H04wW84/00 370/351
* [ D [US-6400702-B1 06-2002 Meier; Robert C. H04B1/3833 370/338
* [ E [US-7212490-B1 05-2007 Kao; Jung-Hong H04L43/0852 370/406
* F | US-20020159409-A1 10-2002 Wolfe, Charles H04W92/20 370/352
* | G | US-20020072329-A1 06-2002 Bandeira, Nuno H04B7/2609 455/25
* | H | US-20080080414-A1 04-2008 Thubert; Pascal HO4W76/12 370/328
* I [ US-20080112363-A1 05-2008 Rahman; Shahriar |. H04wW8/005 370/331

J

K

L

M

FOREIGN PATENT DOCUMENTS

* COuntIrDyoc(;::dme-el\:Srrl:lbL;TEiiL Code MMD-e\I;\e(YY Country Name CPC Classification

N

o

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U

\

w

X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20220406
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Search Notes

Application/Control No.

Applicant(s)/Patent Under Reexamination

17/027,381 DaCosta et al.
L Y
JOHN D BLANTON 2466
CPC - Searched*
Symbol Date Examiner
h04w40/248 06/25/2021 jb
HO4L 67/145 HO4L 12/4625 HO4L 45/02 HO4L 45/48 HO4L 49/70 04/08/2022 jb
HO4W 4/14 HO4W 28/065 HO4W 40/248
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
inventor search 06/25/2021 ib

NPL search google 06/25/2021 jb
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L1 2 "15728863" (US-PGPUB; USPAT) |OR ON ON 2019/03/20
08:37 PM
L2 298 h04w40/248 (US-PGPUB; USPAT) |OR ON ON 2019/03/20
09:23 PM
L3 209 (parent with child with  [(US-PGPUB; USPAT) [OR ON ON 2019/03/21
node) same (iree) same 08:45 PM
((aggregat$3
concatenat$3)) and (
@ad<="20081104")
L4 1 "20120202514" did. (US-PGPUB; USPAT) |OR ON ON 2019/03/22
08:50 AM
L5 1 "20070183346".did. (US-PGPUB; USPAT) |OR ON ON 2019/03/22
08:56 AM
L6 0 (chirp with (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) with 08:58 AM
network) and (
@ad<="20081104")
L7 3 (chirp adj (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and ( 08:59 AM
@ad<="20081104")
L8 44 (chirp with (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and ( 09:00 AM
@ad<="20081104")
L9 218 (pan near2 (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and ( 11:07 AM
@ad<="20081104")
L10 30 (pan adj (relay gateway |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
bridge) ) and ( 11:07 AM
@ad<="20081104")
L11 0 (pan adj (relay gateway |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
bridge) ) same 11:34 AM
((aggregat$3
concatenat$3)) and (
@ad<="20081104")
L12 5 (pan adj (relay gateway |[(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
bridge) ) and 11:35 AM
((aggregat$3
concatenat$3)) and (
@ad<="20081104")
L13 55 (pan near2 (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and 11:41 AM
((aggregat$3
concatenat$3)) and (
@ad<="20081104")
L14 2 (pan near2 (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) same 11:41 AM
((aggregat$3
concatenat$3)) and (
@ad<="20081104")
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L15 32 (pan near2 (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and 11:46 AM
tree and (

@ad<="20081104")

L16 20 (pan near2 (relay (US-PGPUB; USPAT) |OR ON ON 2019/03/22
gateway bridge) ) and 11:56 AM
tree and ((aggregat$3
concatenat$3)) and (

@ad<="20081104")
L17 1 "20110231321".did. (US-PGPUB; USPAT) |OR ON ON 2019/03/22
12:02 PM

L18 169 ( (relay gateway bridge) |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
) same ((aggregat$3 12:17 PM
concatenat$3)) same
(timeslot slot) and (

@ad<="20081104")

L19 12 ( (relay gateway bridge) |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
) same ((aggregat$3 01:01 PM
concatenat$3)) same
(timeslot slot) same
(polI$3 robin) and (

@ad<="20081104")

L20 11 ( (relay gateway bridge) |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
) same (local adj control 01:22 PM
adj loop) and (

@ad<="20081104")

L21 177 ( (relay gateway bridge) |(US-PGPUB; USPAT) [(OR ON ON 2019/03/22
) same (wireless adj 01:58 PM
local adj loop) and (

@ad<="20081104")

L29 8 (wireless adjlocal adj |(US-PGPUB; USPAT) [(OR ON ON 2019/03/23
loop) same ((buffer$3 11:12 AM
combin$3) adj (packet))
and (

@ad<="20081104")

L30 49 (multi with (user (US-PGPUB; USPAT) |OR ON ON 2019/03/23
subscriber) with 11:16 AM
(aggregat$3) with
(frame packet)) and (

@ad<="20081104")

L31 430 ((aggregation) adj (US-PGPUB; USPAT) |OR ON ON 2019/03/23
(frame packet)) and ( 11:18 AM
@ad<="20081104")

L32 50 ((aggregation) adj (US-PGPUB; USPAT) |OR ON ON 2019/03/23
(frame packet)) and 12:22 PM
(tree) and (

@ad<="20081104")

L34 7 (multi with (user (US-PGPUB; USPAT) |OR ON ON 2019/03/23
subscriber) with 12:26 PM
(aggregat$3) with
(frame packet)) and tree
and (

@ad<="20081104")
L40 193 ((calculat$3) with (path |(US-PGPUB; USPAT) [(OR ON ON 2019/03/24
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L41

L42

L50

L52

L53

L55

L58

L60

L61

L64

11

27

157

12

63

17

287

22

492

hop link) with
(transmission adj time) )
and (
@ad<="20081104")

((calculat$3) with (total)
with (path hop link) with
(transmission adj time) )
and (
@ad<="20081104")

(((multi multiple) adj
(path hop link)) with
(network)) and
((calculat$3) with (total)
with (transmission adj
time) ) and (
@ad<="20081104")

( (assign$4) with (slot
timeslot) with (number
amount) with (latency
jitter)) and (
@ad<="20081104")

( (weighted) adj (round)
adj (robin) ) same (slot
timeslot) and (
@ad<="20081104")

( (weighted) adj (round)
adj (robin) ) same (slot
timeslot) same (latency)
and (
@ad<="20081104")

( (weighted) adj (round)
adj (robin) ) same (slot
timeslot) and (latency)
and (
@ad<="20081104")

((™M+1" adj
protection).ab. ) and (
("1+1" adj protection) )
and (
@ad<="20081104")

( latency with header
with (ie information))
and (
@ad<="20081104")

( latency with header
with (ie information)
with (limit requirement
max maximum)) and (
@ad<="20081104")

((local) with sensor with
data with (analysis
analyz$3 check$3) )
and (
@ad<="20081104")

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

USPAT)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

09:37 AM

2019/03/24
09:37 AM

2019/03/24
09:44 AM

2019/03/25
09:14 AM

2019/03/25
09:22 AM

2019/03/25
09:22 AM

2019/03/25
09:40 AM

2019/03/25
10:35 AM

2019/03/25
10:47 AM

2019/03/25
10:48 AM

2019/03/25
11:30 AM
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L65 10 "13571294" (US-PGPUB; USPAT) |OR ON ON 2019/03/25
12:46 PM

L66 11 "12625365" (US-PGPUB; USPAT) |OR ON ON 2019/03/25
12:49 PM

L68 36 ((iot mtm m2m) with (US-PGPUB; USPAT) |OR ON ON 2019/12/13
(relay gateway bridge) 08:21 AM
with network) and (

@ad<="20081104")

L70 140 (((iot mtm m2m sensor) [(US-PGPUB; USPAT) [(OR ON ON 2019/12/13
adj (relay gateway 08:50 AM
bridge)) with network)
and (

@ad<="20081104")

L72 5 (((iot mtm m2m sensor) [(US-PGPUB; USPAT) [(OR ON ON 2019/12/13
adj (relay gateway 11:04 AM
bridge)) with mesh) and
( @ad<="20081104")

L74 57 (((iot mtm m2m sensor) [(US-PGPUB; USPAT) [(OR ON ON 2019/12/13
near5 (relay gateway 11:05 AM
bridge)) with mesh) and
( @ad<="20081104")

L75 1 "17027381" (US-PGPUB; USPAT,; |OR ON ON 2021/06/23

EPO; JPO) 11:22 AM

L76 35 "10434948" (US-PGPUB; USPAT; |OR ON ON 2021/06/23

EPO; JPO) 11:36 AM

L77 0 (map with rap with (US-PGPUB; USPAT) |OR ON ON 2021/06/23
convergence) and 02:31 PM
(mesh adj network) and
( @ad<="20081104")

L78 23 (map with rap ) and (US-PGPUB; USPAT) |OR ON ON 2021/06/23
(mesh adj network) and 02:31 PM
( @ad<="20081104")

L79 4 (map with rap ) and (US-PGPUB; USPAT) |OR ON ON 2021/06/23
(parent with sect$3) and 03:01 PM
(mesh adj network) and
( @ad<="20081104")

L80 14 (map with rap ) and (US-PGPUB; USPAT) |OR ON ON 2021/06/23
(parent with select$3) 03:01 PM
and (mesh adj network)
and (

@ad<="20081104")

L81 10 (map with rap ) and (US-PGPUB; USPAT) |OR ON ON 2021/06/23
((parent with select$3) 03:05 PM
with (controller server))
and (mesh adj network)
and (

@ad<="20081104")

L82 6 ((parent with select$3 |(US-PGPUB; USPAT) [OR ON ON 2021/06/23
with (criteria rule 03:08 PM
algorithm)) with
(controller server)) and
(mesh adj network) and
( @ad<="20081104")
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L83 0 ((parent with select$3 |(US-PGPUB; USPAT) [OR ON ON 2021/06/23
with (criteria rule 03:37 PM
algorithm)) with
(controller server)) and
(mesh adj network) and
( @ad<="20021028")

L84 0 ((parent with select$3 |(US-PGPUB; USPAT) [OR ON ON 2021/06/23
with (criteria rule 03:37 PM
algorithm)) same
(controller server)) and
(mesh adj network) and
( @ad<="20021028")

L85 0 ((parent with select$3 |(US-PGPUB; USPAT; [OR ON ON 2021/06/23
with (criteria rule EPO; JPO) 03:37 PM
algorithm)) and
(controller server)) and
(mesh adj network) and
( @ad<="20021028")

L86 0 ((parent with select$3 ) |(US-PGPUB; USPAT; [OR ON ON 2021/06/23
and (controller server)) |EPO; JPO) 03:38 PM
and (mesh adj network)
and (

@ad<="20021028")

L87 3 ((parent with select$3 |(US-PGPUB; USPAT; [OR ON ON 2021/06/23
same (policy criteria EPO; JPO) 03:39 PM
rule algorithm)) ) and
(mesh adj network) and
( @ad<="20021028")

L88 727 ((parent with select$3 |(US-PGPUB; USPAT; [OR ON ON 2021/06/23
same (policy criteria EPO; JPO) 03:44 PM
rule algorithm)) ) and (

@ad<="20021028")

L89 49 ((parent with select$3 |[(US-PGPUB; USPAT; [OR ON ON 2021/06/23
same (policy criteria EPO; JPO) 04:52 PM
rule algorithm)) and
mesh) and (

@ad<="20021028")
L90 1 "20050153725".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
04:59 PM
L91 1 "20030012168".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:00 PM
L92 1 "20030147424" did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:00 PM
L93 1 "5546397".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:01 PM
L94 1 "20020159409".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:05 PM
L95 1 "6912373".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:06 PM
L96 1 "6799045".did. (US-PGPUB; USPAT) |OR ON ON 2021/06/23
05:07 PM

L97 1 (root near2 access (US-PGPUB; USPAT; |OR ON ON 2021/06/23

near2 point) and rap EPO; JPO) 08:19 PM
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L98

L99

L100

L101

L102

L103

L104

L105

L106

L107

L108

13

253

39

23

18

185

21

1

and (
@ad<="20021028")

(root near2 access
near2 point) and (
@ad<="20021028")

(path with select$3 with
(sinr rssi (signal near2
strength) (hop near2
count))) and (
@ad<="20021028")

tree same (path with
select$3 with (sinr rssi
(signal near2 strength)
(hop near2 count))) and
( @ad<="20021028")

tree and (path with
select$3 with (sinr rssi
(signal near2 strength)
(hop near2 count))) and
( @ad<="20021028")

(tree near2 (structure
heirarchy)) and (path
with select$3 with (sinr
rssi (signal near2
strength) (hop near2
count))) and (
@ad<="20021028")

((parent with select$3
with (criteria rule
algorithm)) ) and (mesh
adj network) and (
@ad<="20081104")

((parent with select$3
with (criteria rule
algorithm)) ) and (mesh
adj network) and tree
and (
@ad<="20081104")

((parent with select$3
with (criteria rule
algorithm)) ) and (mesh
adj network) and tree
and (
@ad<="20021028")

((backup protection)
near2 path ) and (mesh
adj network) and (
@ad<="20021028")

( (server controller) with
((backup protection)
near2 path) ) and (mesh
adj network) and (
@ad<="20021028")

((parent with select$3

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;

(US-PGPUB;

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;
EPO; JPO)

(US-PGPUB;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT)

USPAT)

USPAT;

USPAT;

USPAT;

USPAT;

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2021/06/23
08:20 PM

2021/06/23
09:38 PM

2021/06/23
09:39 PM

2021/06/23
09:39 PM

2021/06/23
09:41 PM

2021/06/24
01:57 PM

2021/06/24
02:12 PM

2021/06/24
02:15 PM

2021/06/24
02:56 PM

2021/06/24
02:58 PM

2021/06/24
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with (latency (hop adj EPO; JPO) 03:49 PM
count)))) and (
@ad<="20021028")

L109 146 ((node with select$3 (US-PGPUB; USPAT; |OR ON ON 2021/06/24
with (latency (hop adj EPO; JPO) 03:49 PM
count))) ) and (

@ad<="20021028")

L110 2 ((node with select$3 (US-PGPUB; USPAT; |OR ON ON 2021/06/24
with (latency same (hop |EPO; JPO) 03:58 PM
adj count))) ) and (

@ad<="20021028")

L111 0 (node with select$3 with | (US-PGPUB; USPAT; [OR ON ON 2021/06/24
(minimum near2 EPO; JPO) 04:54 PM
((signal near2 strength)
rssi sinr))) and (

@ad<="20021028")

L112 14 (node with (minimum (US-PGPUB; USPAT; |OR ON ON 2021/06/24
near2 ((signal near2 EPO; JPO) 04:54 PM
strength) rssi sinr))) and
( @ad<="20021028")

L113 9 ((connection (US-PGPUB; USPAT; |OR ON ON 2021/06/24
association) with EPO; JPO) 04:57 PM
(minimum near2
((signal near2 strength)
rssi sinr))) and (

@ad<="20021028")

L114 5 ( (node with select$3) [(US-PGPUB; USPAT; [OR ON ON 2021/06/24
same (minimum near2 |EPO; JPO) 05:00 PM
((signal near2 strength)
rssi sinr))) and (

@ad<="20021028")

L115 7 ( (node with (connect$3 |(US-PGPUB; USPAT; [OR ON ON 2021/06/24
associat$3 select$3)) |EPO; JPO) 05:07 PM
same (minimum near2
((signal near2 strength)
rssi sinr))) and (

@ad<="20021028")

L116 280 ( ((connect$3 (US-PGPUB; USPAT; |OR ON ON 2021/06/24
associat$3 select$3)) |EPO; JPO) 05:08 PM
same (minimum near2
((signal near2 strength)
rssi sinr))) and (

@ad<="20021028")

L117 0 (wired with ethernet (US-PGPUB; USPAT; |OR ON ON 2021/06/24
with backhaul) and ( EPO; JPO) 05:30 PM
@ad<="20021028")

L118 2 (wired with ethernet (US-PGPUB; USPAT; |OR ON ON 2021/06/24
same backhaul) and ( [EPO; JPO) 05:31 PM
@ad<="20021028")

L119 253 (wired adj ethernet ) (US-PGPUB; USPAT; |OR ON ON 2021/06/24
and ( EPO; JPO) 05:33 PM
@ad<="20021028")

L120 0 (wired adj ethernet ) (US-PGPUB; USPAT; |OR ON ON 2021/06/24
and (mesh adj network) [EPO; JPO) 05:33 PM
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and (
@ad<="20021028")

L121 5 (wired adj ethernet ) (US-PGPUB; USPAT; |OR ON ON 2021/06/24
and (mesh ) and ( EPO; JPO) 05:33 PM
@ad<="20021028")

L122 3 (wired adj ethernet ) (US-PGPUB; USPAT; |OR ON ON 2021/06/24
and (backhaul ) and ( |EPO; JPO) 05:35 PM
@ad<="20021028")

L123 154 (wired and ethernet) (US-PGPUB; USPAT; |OR ON ON 2021/06/24
and (backhaul ) and ( |EPO; JPO) 06:48 PM
@ad<="20021028")

L124 43 (wired same backhaul ) [(US-PGPUB; USPAT; [OR ON ON 2021/06/24
and ethernet and ( EPO; JPO) 06:49 PM
@ad<="20021028")

L125 21 (wired same backhaul ) [(US-PGPUB; USPAT; [(OR ON ON 2021/06/24
same ethernet and ( EPO; JPO) 06:51 PM
@ad<="20021028")

L126 212 (video with data with (US-PGPUB; USPAT; |OR ON ON 2021/06/24
voice with priority) and ( |[EPO; JPO) 08:46 PM
@ad<="20021028")

L127 1 "10434948" did. (US-PGPUB; USPAT) |OR ON ON 2021/06/24

09:38 PM

L128 35 "10434948" (US-PGPUB; USPAT) |OR ON ON 2021/06/24

09:39 PM
L129 6 "14740062" (US-PGPUB; USPAT) |OR ON ON 2021/06/24
09:52 PM

L130 11 (map with rap with (US-PGPUB; USPAT) |OR ON ON 2021/10/08
backhaul) and (mesh 07:57 AM
adj network) and (

@ad<="20081104")

L132 2 (mesh adj ap) with (US-PGPUB; USPAT) |OR ON ON 2021/10/11
(server with metrics) 10:10 AM
and (

@ad<="20081104")

L133 6 (mesh adj ap) with (US-PGPUB; USPAT) |OR ON ON 2021/10/11
(server with parent) and 10:11 AM
( @ad<="20081104")

L134 14 (mesh adj ap) adj (US-PGPUB; USPAT) |OR ON ON 2021/10/11
(server controller) and ( 10:30 AM
@ad<="20081104")

L135 15 "11084330" (US-PGPUB; USPAT) |OR ON ON 2021/10/11

12:14 PM

L136 0 (parent with select$3 (US-PGPUB; USPAT) [OR ON ON 2021/10/12
with (overlap$4 11:38 AM
common) with node)
and (mesh adj network)
and (

@ad<="20021028")

L137 11 (path with select$3 with |(US-PGPUB; USPAT) [OR ON ON 2021/10/12
(overlap$4 common) 11:39 AM
with node) and (mesh
adj network) and (

04/08/2022 01:40:46 PM Page 8 of 11

Workspace: 17027381

JB

EX1007, Page 391




L138

L139

L140

L141

L142

82

@ad<="20021028")

(path with select$3 with
(non-overlap$4
common) with node)
and (mesh adj network)
and (
@ad<="20021028")

(path with select$3 with
(loop near2 (prevention
detection)) with node)
and (mesh adj network)
and (
@ad<="20021028")

(path with select$3 with
(loop near2 (prevention
detection)) ) and (mesh
adj network) and (
@ad<="20021028")

(node with select$3 with
(loop near2 (prevention
detection)) ) and (mesh
adj network) and (
@ad<="20021028")

((US-20100304721-A1
OR US-20090322518-
A1 OR US-
20090231125-A1 OR
US-20090224941-A1
OR US-20090222541-
A1 OR US-
20090088605-A1 OR
US-20070150565-A1
OR US-20180049101-
A1 OR US-
20180191836-A1 OR
US-20150304879-A1
OR US-20150138977-
A1 OR US-
20100128725-A1 OR
US-20210075867-A1
OR US-20040156345-
A1 OR US-
20080112363-A1 OR
US-20080080414-A1
OR US-20030053422-
A1 OR US-
20020159409-A1 OR
US-20050153725-A1
OR US-20090115654-
A1 OR US-
20070116051-A1 OR
US-20090146833-A1
OR US-20090109907-
A1 OR US-
20030093550-A1 OR
US-20090201898-A1

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2021/10112
11:47 AM

202110112
11:53 AM

202110112
11:54 AM

2021/10M12
11:55 AM

2022/02/21
11:39 AM

04/08/2022 01:40:46 PM
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OR US-20070214400-
A1 OR US-
20050180343-A1 OR
US-20080056261-A1
OR US-20080159191-
A1 OR US-
20090252127-A1 OR
US-20020072329-A1
OR US-20030012168-
A1 OR US-
20030147424-A1 OR
US-20010033548-A1
OR US-20040190444-
A1 OR US-
20040004937-A1 OR
US-20010024955-A1
OR US-20040082328-
A1 OR US-
20030210671-A1 OR
US-20040077338-A1
OR US-20040001442-
A1 OR US-
20010038639-A1 OR
US-20090067369-A1
OR US-20080043638-
A1 OR US-
20070274228-A1 OR
US-20100027480-A1
OR US-20120202514-
A1 OR US-
20070183346-A1 OR
US-20080310350-A1
OR US-20030013408-
A1 OR US-
20100098043-A1 OR
US-20100111000-A1
OR US-20060209702-
A1 OR US-
20020007416-A1 OR
US-20080175270-A1
OR US-20070121635-
A1 OR US-
20050128940-A1 OR
US-20060242127-A1
OR US-20090122797-
A1 OR US-
20090085769-A1).did.
AND PGPB.dbnm.) OR
((US-9819747-B2 OR
US-9363651-B1 OR
US-9258765-B1 OR
US-9172738-B1 OR
US-8923186-B1 OR
US-9730100-B2 OR
US-8514852-B2 OR
US-7420952-B2 OR
US-8275313-B1 OR
US-7023856-B1 OR

04/08/2022 01:40:46 PM
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L143

1428391

US-6674737-B1 OR
US-6434129-B1 OR
US-7212490-B1 OR
US-6928484-B1 OR
US-5546397-A OR US-
6912373-B2 OR US-
6799045-B1 OR US-
7177295-B1 OR US-
5793842-A OR US-
6400702-B1 OR US-
7010002-B2 OR US-
6005842-A).did. AND
USPT.dbnm.)

HO4L 67/145 HO4L
12/4625 HO4L 45/02
HO4L 45/48 HOAL 49/70
HO4W 4/14 HO4W
28/065 HO4W 40/248
AND (
@ad<="20021028")

(US-PGPUB; USPAT)

OR

ON

ON

2022/04/06
09:17 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N1

(map WITH rap WITH
parent WITH child
WITH server WITH
potential WITH
associated WITH
latency WITH
radios).clm.

(USPAT)

OR

ON

ON

2022/04/08
01:40 PM

04/08/2022 01:40:46 PM
Workspace: 17027381
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PART B - FEE(S) TRANSMITTAL
Coraplete and sead this form, together with applicable fee(s), by mail or fax, ox via EFS-Web.
By mail, send to:  Mail Stop 1SSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents

FP.O. Box 1450
Alexandria, Virginia 22313-1430

FEE and PUBLICATION FEE (it r
Lion of mdim nee F{/’s Will La n

vra should be used for i
fur\herc 30 e ine iding tbc Pmm mva.n
below or ¢

d rcspom.mce 4
B ADDRESS” fo; mainienance fee noti

Fee(s) Transmittal. This ¢
‘ach addi JonaJ p'lp

27197 04/ 18720622
\HLH AEL L CHE RSKOV :
s Posi Crv Mm s,uf': m‘.t pr tdgf, for rsﬁ class m an eavelam
23 WEST MADISON STREET addressed to the Mail Stop ISSUE FEE address above, or being transmitied to
SUH E 400 the USPTO via EES-Web or by facsimile to (571) 273-23885, on the date helow.
CHICAGO, 11, 60602 Szvmon M, Gurda (Fyped o printed wame)
Srymon M. Gurdal (Signauure)
April 19, 2022 (Daic
E APPLICATION NG, i FILING DATE E FIRST NAMED INVENTOR [ ATTORNEY DOCKET NO. E CONFIRMATION NO. !
V7627 381 0972172020 Francis DaCosta 0357-03728 3169

TITLE OF INVENTION: HIGH PERFORMANCE WIRELESS NETWORK

E APPLN. TYPE i ENTITY STATUS ; 188UE FEE DUE E PUBLICATION FEE DUE } PREV. PAID ISSUE FEE E TOTAL FEE(S) PUE ! DATE DUE [
nonprovisional SMALL $600 $0.00 MY 3600 07/18/2022
E EXAMINER ; ART UNIT E CLASS-SURCLASS ;
BLANTON, JOHN D 2466 370-235000
(i; ghm%?f’f correspondence address or indication of “Fee Address” (37 2 For p“i'i‘{in'v' on Lhe palem f“oqt yage lia‘t
i Change of correspondance address (or Change of Correspor of as 1}116 fum (having as a merat Gﬁl’dﬁ, LLO

Address form PTO/ATAM22 or PYO/SR/122) attached. g .
orey or 1) and the names of up

T e e g . pistered patent atiorneys or agents. [ no name is
lod "Pee Address” indication (or "Fee Address” Indication form PFO/ i ted no name will be printed.

ATAAT or PTQYSBIAT, Rev 03-02 or more recent) attached. Use of 3
Customer Number is veguired.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type}

e data will appear on the patent. I an assignee 1s identified below, the document must have been previously
CFR 3.81(a). Comp’i&t]cn of this form is NOT a substitute for filing an assignment.

(%)

[

(A) NAME OF ASSIGNEE () RESIDENCE: (CITY and STATE OB COUNTRY)
5‘}‘7 i Y G ’i ': ‘ AT “i* H ~ -~ y
Dynamic Mesh Networks, Inc. Santa Clara, CA

rnment

w3 Individual lwd Corporation or other private group eatiry lwd Go

Please check the appropriate assigne egory or categortes {will not be printed on the patent}

4a. Fees submitted: brosue Fee =dPublication Fee (if tequired) . dAdvance Order - # of Copies

4h. Method of Payment: (Please first reapply any previoustv paid fee shown above)}

£ Brectronic Payment via EFS-Web {4 Taciosed check [§ Mon-eteceronic payment by credit card {Attach form PTO-2038)

&3 The Divector is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 531709

3. Change in Batity Status (from status indicated abovs)

stion of Micro Emity Status ()ec forms PTO/SR/ISA and 13B), issue
Sl wili not m accepted at the risk of application a"»andmu"--
[ the application WS Pie sly under micro eatity status, checking this box will be idken
ication of loss of entitlersent (o micro e tity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, a5 applicable.

I P: Absent a valid ce
ent in the micro entity

3 Applicant certifying micro entity status. See 37 CFR 1.26

4 Applicant asserting small entity status. See 37 CFR 1.27

Ld Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signatare /‘\L\‘ mon M. Gurda/ Date Ap‘(‘ﬁ 19, 2022
Typed o printed name SZY mon M, Gurda Registrarion No. 58451

Page 20f3
PTOL-85 Part B (08-18) Approved for use through 05 /3172020 OMRB 3651-0033 1.8, Patent and Trademark QOffice; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 17027381

Filing Date: 21-Sep-2020

Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta

Filer: Szymon Maciej Gurda

Attorney Docket Number: 0357-03728

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬁ;l’;(t:)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 600 600
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Description Fee Code Quantity Amount Suﬁ-;l'g(t;)l L
Extension-of-Time:
Miscellaneous:
Total in USD ($) 600
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Electronic Acknowledgement Receipt

EFS ID: 45512441

Application Number: 17027381

International Application Number:

Confirmation Number: 5169
Title of Invention: HIGH PERFORMANCE WIRELESS NETWORK
First Named Inventor/Applicant Name: Francis DaCosta
Customer Number: 27197
Filer: Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: 0357-03728
Receipt Date: 19-APR-2022
Filing Date: 21-SEP-2020
Time Stamp: 21:59:57
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $600

RAM confirmation Number E202241M02062739
Deposit Account 501709
Authorized User Szymon Gurda

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
867034
1 Issue Fee Payment (PTO-85B) IssueFee-p.pdf no 1
655ddedb3703b57b7111ea6efb5057949%
9cc77b
Warnings:
Information:
37856
2 Fee Worksheet (SB06) fee-info.pdf no 2
89e5bcd7f1c5a8d477a87bfec9d01535095
Warnings:
Information:
Total Files Size (in bytes)# 904890

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

EX1007, Page 399



UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.O.BOX 1450 U.S. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

MICHAEL J. CHERSKOV

123 WEST MADISON STREET
SUITE 400

CHICAGO, IL 60602

Courtesy Reminder for
Application Serial No: 17/027,381

Attorney Docket No: 0357-03728
Customer Number: 27197
Date of Electronic Notification: 04/18/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
sgurda@cherskov.com
mail@cherskov.com

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027,381 09/21/2020 Francis DaCosta 0357-03728 5169
27197 7590 05/19/2022 | EXAMINER |
MICHAEL J. CHERSKOV
123 WEST MADISON STREET BLANTON, JOHN D
SUITE 400
CHICAGO. 1L 60602 | ART UNIT | PAPER NUMBER |
2466
| NOTIFICATION DATE | DELIVERY MODE |
05/19/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

mail@cherskov.com
sgurda@ cherskov.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Ne .suP P )Izr;/entalb i 17/027,381 DaCosta et al.
otice of Allowabllily Examiner ArtUnit | AIA (FITF) Status
JOHN D BLANTON 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to printer query filed 4/20/2022.
[3J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3¢ The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAll by [J Some* ¢) (J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a}).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

[J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.3 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[J Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. [J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466

U.S. Patent and Trademark Office )
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220516
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Continuation Sheet (PTOL-37) Application No. 17/027,381

Continuation of 3. The allowed claim(s) is/are: 1-19 (renumbered 1,2,17,18,5,6,19,7-16,4,3; respectively)
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Application/Control Number: 17/027,381 Page 2
Art Unit: 2466

Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.
EXAMINER’S AMENDMENT
Authorization for this examiner's amendment was given in an interview with
Szymon Gurda on 5/16/2022.

The application has been amended as follows:

Examiner verified with Applicant’'s Representative, Szymon Gurda, to include the

appendix in the Specification.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JOHN D BLANTON whose telephone number is
(571)270-3933. The examiner can normally be reached 7am-6pm EST, Mon-Thu.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Faruk Hamza can be reached on 571-272-7969. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 17/027,381 Page 3
Art Unit: 2466

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JOHN D BLANTON/
Primary Examiner, Art Unit 2466
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,381 06/21/2022 11368537 0357-03728 5169
27197 7590 06/01/2022
MICHAEL J. CHERSKOV
123 WEST MADISON STREET
SUITE 400

CHICAGO, IL 60602

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(s) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Francis DaCosta, Santa Clara, CA;
Sriram Dayanandan, San Jose, CA;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

MeshDynamics, Residence Not Provided;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PATENT
UNITED STATES PATENT AND TRADEMARK OFFICE
Inventor(s): daCosta et. al
Title: HIGH PERFORMANCE WIRELESS NETWORK 8
Filing Date: September 21, 2020 ‘ ' 5 1;_:" .
Serial Number: 17/027,381 = =
Patent Number: 11,368,537 Va8
Conf. No.: 5169 | . @ =
. =
Atty. Docket: 0357-03728 e :
CERTIFICATE OF MAILING s

I hereby certify that this correspondence is being deposited with the United States Postal Service
as First Class Mail, pursuant to 37 C.F.R. §1.8 addressed to Mail Stop Petition, Commissioner
for Patents, P.O. Box 1450, Alexandria, VA, 22313-1450 off]December 30, 2024.

December 30, 2024

Szvmon M. Gurda
Date of Signature

Name of Representative

Commissioner for Patents : 903 Commerce Drive
P.O. Box 1450 Oak Brook, IL 60523
Alexandria, VA 22313-1450 ‘ 312-621-1330

CORRECTION OF ENTITY STATUS UNDER 37 CFR 1.28

The Applicant hereby petitions to correct an error in claiming small entity status when
paying fees in this application. The facts of this case are as follows: |
The applicant licensed the patent to a third party on December 20, 2014.
The applicant inadvertently failed to consider that a third-party licensee does not qualify for the
small entlty discount. |

- :In light of the foregoing the appllcant petitions the Office to change 1ts records to indicate
that this case is subject to large entity fees. The applicant further petitions the Office to accept

its direction for payment of the deficiency owed.
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In re daCosta (Ser. No. 17/027,381)
Correction of Entity Status
Page -2-

The following table is a calculation and itemization of the deficiency owed:

Date . . Fee . Current | Deficiency
Paid Description Code Amount Paid fee owed
4/19/2022 | UTILITY APPL ISSUE FEE | 2501 | $600 $1200 $600
' STATUTORY OR :
3/17/2022 TERMINAL DISCLAIMER 2814 | $170 $170 $0
3/17/2022 | RCE- 1ST REQUEST 2801 | $680 $1360 $680
. EXTENSION FOR :
13/17/2022 RESPONSE WITHIN 2ND | 2252 | $210 $640 $430
MONTH
EXTENSION FOR ‘ ’ -
2/4/2022 | RESPONSE WITHIN 1ST 2251 | $110 $220 $110
MONTH
9/21/2020 | UTILITY SEARCH FEE 2111 | $330 $700 $370
9/21/2020 %EZLITY EXAMINATION | 471 | ¢330 $800 $420
9/21/2020 | UTILITY FILING FEE 4011 | $75 $320 $245
TOTAL: | $2855

This is a full and complete disclosure of the payments mistakenly made under an
asseértion of small entity status in this case. The applicant contends that the mistake was made in
good faith and would like to now rectify the underpayment. Attached is a credit card payment

form for payment of the deficiency owed.

If a telephonic conversation would expedite the processing of this request, the Office

employee is welcome to contact the undersigned.

~ Respectfully submitted,
CHERSKOY FLAYNIK & GURDA, LLC

/A

=g

Szyxébr(/wi Gurda (Reg. No. 58,451) >
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Office of the Chitef Finawew! Qffiver

Document Code ' WhEE
Usear :Dorathes Allen
Sale Accounting Dale:01/27/2025

Sale ltem Reference Number Effective Date
17027381 12/30/2024
Document Number Fee Code Fee Code Description Amount Paid
120251QE36598416 1599 MAINTENANCE/PETITION $2,855.00

INTERNAL FEE CODE

United States Patent and Trademark Office

Payment Method
Credit Card
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