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HIGH PERFORMANCE WIRELESS NETWORKS
USING DISTRIBUTED CONTROL

CROSS-REFERENCE

[0001] This app.lication is a continuation of co-pending U.S. Patent Application No.
10/434,948, entitled HIGH PERFORMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL filed May 8, 2003, which is incorporated herein by reference for
all purposes, which claims priority to U.S. Provisional Application No. 60/421,930, filed
October 28, 2002, which is herein incorporated by reference.

FIELD OF THE INVENTION

[0002] The present invention describes an adaptive software layer for a distributed set
of wireless communication devices that communicéte with each other in a wireless network.
The software control layer addresses low latency requirements (for applications such as
voice) and high throughput requirements (for applications involving data transfer). One
embodiment of the present invention provides the software control for wireless (devices,
such as, but not limited to Access Points, employed in a convergent enterprise network
supporting voice, video and data. A topical application of the software control layer is a
home or personal networking environment (PAN) using Ultra Wide Band . or Wi-Fi as the
communications medium . Another topical application of the adaptive software control layer
is extending wireless communication range using mesh networks for Metropolitan Area
Networks (MAN). Lastly, the software control layer is also relevant to both home and

enterprise Wireless Local Area Networks (WLANS),

BACKGROUND OF THE INVENTION

[0003] There is increasing demand within the enterprise, the home and within cities
to employ one wireless network to support both voice, video and data traffic. Currently, the

“voice” network, e.g. the telephone system, is separate from the “data” network e.g. Internet
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connectivity and access to enterprise data over a Local Area Network (LAN). Convergence
is, as the name implies, the ability to converge these two networks into one network,

centrally managed by one access server servicing a network of relay and leaf nodes.

[0004] The challenge lies in providing - within the same wireless network - the
ability to address potentially conflicting latency and throughput needs of diverse applications.
For example, voice needs to be transmitted with low delay (latency). Occasionally lost voice
packets, while undesirable, is not fatal for voice transmissions. Conversely, data
transmissions mandate delivery of all packets and while low latency is desirable it is not
essential. In essence transmission across the wireless network should ideally be driven by the
needs of the application. The table below lists some types of applications and their latency

requirements.

Delivery Type Description

Asynchronous No constraints on delivery time ("elastic"): e.g. email

Synchronous Data is time-sensitive, but requirements flexible in terms of delays
Interactive Delays noticeable but not adversely affecting usability or functionality
"Isochronous Time-sensitive: delays adversely affect usability. E.g. voice/video

Mission critical | Data delivery delays disables functionality

[0005] A wireless network provides service to a diverse set of applications, with
varied latency requirements. One approach to make dumb wireless devices, that are nodes of
the network, more application aware by implementing QoS (Quality of Service) reservation

schemes dictated by the application server.

[0006] Changing the rate the queue is serviced can also be accomplished by
specialized communications between wireless communication devices such as Access Point
(AP) nodes and the access server to ensure that voice and data, for example, are serviced at
different time intervals. Unfortunately, this adversely affects scalability and redundancy of

the system: the access server is now micromanaging the network and has become a single
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point of failure. A paramount concern of any network is distributed control, especially a

network handling voice, video and data.

[0007] Another shortcoming of a centralized approach — central control and central
execution - is the cost of maintaining a central control point with all intelligence and control
at one location and dumb communication devices distributed in the enterprise. The cost of
the central control point is high, , and the dumb access points are not any.less expensive than
smart access points — since the smarts is in the software. Thus a distributed approach is far
less expensive —. In addition to being more cost effective a distributed approach is more fault
tolerant and has built in fail-safe redundancy. The only way to get redundancy out of

centralized approaches is to buy multiple central control points — an expensive approach.

[0008] Building a reliable wireless network comes with other constraints specific to
wireless. Some routing paths may be best for voice and video, others for data. In Ethernet
applications separate routing paths is easily accomplished. But in a wireless network,
operating over radio, the cost of associating and disassociating with a relay node - to switch
to new routing paths - is prohibitive. Multiple radios, supporting separate voice and data
channels is possible but expensive. It is preferable, therefore, if each AP node can support

both voice and data transmissions with a one “channel”.

SUMMARY OF THE INVENTION

{0009] Accordingly, there is a need for, and an objective of the present invention, to
develop an adaptive wireless network, based on “smart” communication devices such as
Access Points (AP) that provide embedded intelligence at the edge of the network, are
application aware and provide cost effective distributed sensing and control of the network.
An additional objective of this invention is to allow the characteristics of the network to be
set by a centralized access server, which can thus “tune” the character of the network to be
anything between the two extremes of low latency to high throughput, based on the needs of
applications running in the enterprise. The invention also supports the possibility of running
multiple types of networks supporting anything between the two extremes of low latency and

high throughput, using multiple radios at each node for each distinct type of network.
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[0010] As an illustration of central control but distributed intelligence, consider Fig.
1, where the star network depicted has low latency (See Fig. 1B for the latency in the status
panel). However, since the signal strength varies inversely with the distance from the Access
Point, as shown in Fig. 1A in the look up table (control panel) on the top left corner, the price
is poor throughput. If all devices are required to connect directly to the root node as shown,
regardless of their distance from the root node, then the overall throughput of the network

can be low.

[0011] Since the signal strength varies inversely with the distance, it may be
advantageous, from the perspective of better signal strength and overall better throughput for
some AP nodes to connect to an intermediate AP rather than to the root, as shown in Fig. 2C.

In Fig. 2, the throughput of the network has increased, see Fig. 2B, because two nodes are

“connecting to other nodes (relays) with an overall increased throughput from 44.1 to 62.2.

(See Figs. 1B and 2B).

[00012] The number 44.1 is a measure of the throughput computed based on the look
up table shown in Figs. 1 and 2 where distance from the root causes a rapid decrease in
throughput. The throughput is expressed as a percentage, where a connection to the root at

zero distance would be the maximum possible throughput: 100%.

[0013] While the throughput increased to 62.2, the tradeoff is more hops, resulting in
a loss of latency for higher throughput. In Fig. 2, the latency has increased as a measure of
the number of hops from an Access Point (AP) to the root node. It is 1.6, since some nodes

now are 2 hops away from the root node.

[0014] The objective of this invention is to allow the Access Server to set some
latency/throughput constraints that causes each AP node to change their relationships to each
other and consequently the character of the network. Control parameters, set by an access
server can then tune the wireless network to provide a mix between the two extremes of max

throughput and low latency. As shown in Fig. 3, parameters set by the access server cause

EX1008, Page 6



10

15

20

25

Atty Docket No.: MESHP0O1Cl1

the network to self configure providing an average latency to 1.3 from 1.6. (See Figs. 3B and
2B). Even though the throughput has reduced from 62.2 to 57.0%, it is still better than 44.1,

the case in Fig. 1.

[0015] The approach taken to modify the network is completely decentralized - the
changes in the network take place with algorithms running in each AP node. The Access-
Server does not change the characteristics of each node, it simply sets the parameters
governing the characteristic of the network — and let the AP nodes reconfigure their
relationships to meet the objectives set by the Access Server. Thus the Access Server can
control the behavior of the network without necessarily controlling the behavior of each node
of the network. Benefits of this approach include a highly scaleable, redundant wireless
network. Some other benefits include:

1. Installs out of the box. No site survey or installation involved, since system self
configures

Network is redundant. Mesh network formalism is supported, ensuring multiple paths.
Load balancing supported: Network nodes reroute data to avoid load-congested nodes.

No single point of failure. If a node “dies”, another optimal routing path is selected

AN I A

Decentralized execution: Algorithms controlling the network nodes resident in every
node.

6. Central control: Setting system level “tuning” parameters changes network configuration
7. Network application aware: latency/throughput profiles defined in the access server

8. Application awareness: Based on the application profile in the access server, the network
configures itself to satisfy all application requirements as best as possible.

9. Network is very scaleable — since execution is completely decentralized

[0016] Uses of a self configuring application aware wireless network range from
providing voice/data access to warehouses, factory floors, communications with process
control equipment to home networking applications involving voice/data/video streaming.

Some applications under consideration include:
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e Monitoring process control equipment with a Publish/Subscribe Stream server built on
top of the wireless network. Examples include chemical plants, medical devices,
industrial controls.

* Voice over IP (VOIP) based low cost communication devices for mobility within
enterprises

e Video streaming over wireless for remote surveillance.

[0017] These and other embodiments of the present invention are further made

apparent, in the remainder of the present document, to those of ordinary skill in the art.

BRIEF DESCRIPTION OF DRAWINGS

[0018] In order to more fully describe embodiments of the present invention,
reference is made to the accompanying drawings. These drawings are not to be considered

limitations in the scope of the invention, but are merely illustrative.

[0019] FIG. 1 illustrates a wireless network in star configuration, with low latency
but poor throughput according to an embodiment of the present invention; Fig. 1A illustrates
the control panel; Fig. 1B illustrates the status panel and Fig. 1C illustrates the wireless

network.

[0020] FIG. 2 illustrates a wireless network with improved throughput but poor

latency according to an embodiment of the present invention; Fig. 2A illustrates the control

panel; Fig. 2B illustrates the status panel and Fig. 2C illustrates the wireless network.

[0021] FIG. 3 shows the result of how wireless network self configures to meet
Access Server requirements according to an embodiment of the present invention; Fig. 3A
illustrates the control panel; Fig. 3B illustrates the status panel and Fig. 3C illustrates the

wireless network.
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[0022] FIG. 4A indicates terminology for variables used by parent selection and load

balancing algorithms according to an embodiment of the present invention.

[0023] FIG. 4B illustrates Routing paths selected for maximizing throughput

according to an embodiment of the present invention.

[0024] FIG. 5 illustrates Routing paths selected for low latency according to an

embodiment of the present invention.

[0025] FIG. 6 illustrates how progressively changing the latency cost factor affects

the network configuration according to an embodiment of the present invention.

[0026] FIG. 7 illustrates how node increases its Cost of connectivity from 0 to 3 to

reduce congestion according to an embodiment of the present invention.

[0027] FIG. 8 illustrates how progressively increasing the cost of connectivity causes

children to seek other routes according to an embodiment of the present invention.

[0028] FIG. 9 shows the modeling of both the DCF and PCF algorithms described,

based on 802.11X specifications according to an embodiment of the present invention.

[0029] FIG. 10 illustrates how the worst timing constraint for an Isochronous PCF

mode would be 5T according to an embodiment of the present invention.

[0030] FIG. 11 shows the Key distribution for AES symmetric private key

distribution under PKI for distribution according to an embodiment of the present invention.

[0031] FIG. 12 illustrates ACG RTOS running algorithms in Intel PXA250 emulation

environment according to an embodiment of the present invention.
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[0032] FIG. 13 illustrates the process for low footprint code generation from Java or
C, with ACG RTOS library components according to an embodiment of the present

invention.

[0033] FIG. 14 illustrates the implementation of a method to generate low footprint

code from Java according to an embodiment of the present invention.

[0034] FIG. 15 illustrates an implementation of a complete system including three

components of one product offering, according to an embodiment of the present invention.

[0035] FIG. 16 illustrates an implementation of a Dynamic Channel Allocation
Scheme to ensure non-interfering radio channel selection (enlargement) according to an

embodiment of the present invention. ‘ ,

[0036] FIG. 17 illustrates an implementation of a Dynamic Channel Allocation
Scheme to ensure non-interfering radio channel selection according to an embodiment of the

present invention.

[0037] FIG. 18 illustrates an implementation of a Dynamic Channel Allocation
Scheme to ensure seamless roaming in a multi hop mesh network according to an

embodiment of the present invention.

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

[0038] The description above and below and the drawings of the present document
focus on one or more currently preferred embodiments of the present invention and also
describe some exemplary optional features and/or alternative embodiments. The description
and drawings are for the purpose of illustration and not limitation. Those of ordinary skill in
the art would recognize variations, modifications, and alternatives. Such variations,
modifications, and alternatives are also within the scope of the present invention. Section

titles are terse and are for convenience only.
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[0039] The object of this invention is a new type of wireless AP nodes that:

¢ Configure them selves based on considerations, set by the access server for the network.

e Support automatic load balancing: AP nodes avoid data congestion hot spots.

e Support fail over: if one node dies, nodes connected to it automatically switch to another.

e I[s fully functional when powered up: no installation procedure or site survey required.

e Support software upgrades to them selves through a communications interface

e Support both isochronous and asynchronous application requirements in the same
network

o Support the wireless equivalent of switches

e Supports centralized control and is application aware based on settings provided by the

acCess SErver.

[0040] Each AP Node is implemented as a self-contained embedded system, with all
algorithms resident in its operating system. The normal day-to-day functioning of the AP
node is based entirely on resident control algorithms. Upgrades are possible through a

communications interface described later.

Description of system components

[0041] There are three tYpical components of the system proposed. In Fig. 1:
1. The Access server (10) “manages” the network, by setting control parameters for the
network »
2. The “Root” Node (20), is connected to the Access Server through an Ethernet link
3. Wireless communication Devices such as AP nodes (30) that connect to the Root or
other AP nodes devices to form a communications path terminating at an Ethernet
link. '
To énable voice and data types of requirements to be serviced satisfactorily within the same
network configuration, the access server (10) maintains a list of applications and their latency
and throughput requirements. Based on those application “profiles”, the access server (10)
sets the Network “profile” that each wireless communication device (30) in the network

strives towards.
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[0042] In one implementation of the invention, the root node (20) acts as the interface
between the wireless communication devices (30) and the Ethernet. All wireless devices (30)
communicate to the Ethernet through a root node (20), which is has a radio interface and an
Ethernet link.

[0043] In that implementation of the invention, other wireless communications
devices or AP nodes (30) have two radios: one to communicate with its clients which
includes wireless devices such as laptops, VOIP wireless phones etc. Clients to one AP node
(30) also include other AP nodes (30) connecting to it. In Fig. 4B, for example, Node 002
has nodes 005 connected to it. In addition all nodes (30) may have local clients — laptops etc.
— connected to them directly. Each node, therefore, is dual purpose: It acts as a relay node —
relaying traffic from a (child) node and also acts as an Access Point to local devices. In this
implementation of the invention, redundancy is assured because of the mesh characteristic of

the network.

[0044] In an alternate implementation of the invention, all Wireless AP Nodes are
roots- they are all wired. In this case the network is not a mesh network and redundancy is
dependant on having a large number of nearby AP nodeé. However there is still

communication between the nodes so load balancing and wireless switching, as described

later, is supported.

Description of Variables used by Algorithm

[0045] Figs. 4A, 4B, describe the variables used by the algorithms. With reference to

Fig. 4A, some relevant variables are:

e NI: Node Index: the unique Identifier for each wireless communication node

e PN: Parent Node Index: Node Index for a node connects to in order to transmit data, For
example, In Fig. 4B, the parent of Node 005 is 002.

e RP: Route Path. In Fig. 4B, the route path for 005 is 000 002 005, its connection route.

10
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NP: Number of parents available: Each Node has choices regarding which parent it
selects to connect to, based on latency/throughput requirements. In Fig. 4B, Node 005
can connect to 004, 001, 002, and 000 (the root), all of whom are within the wireless
range.

NR: Number of unique paths some of the parents may be children of another node in the
list of NP. NR is therefore the list of unique roots the node has. In Fig. 4B, 001 is a child
of 005. The number of unique roots is therefore 3.

AC: Number of Active children. This is the number of immediate children a node has: In
Fig. 4B, Node 005 has 3 children: 005, 001, 008

ND: Number of Descendants: Child nodes may also have their own children. ND is the
total number of descendants that are connected, directly or indirectly to the parent node.
CO: Cost to connect. When a node is congested it raises the cost of connectivity for a
prospective child, thereby dissuading new connections till the congestion is alleviated.
The cost to connect is a number transmitted to the child node. It is related to the level of
congestion

LR: Load on Route, is the total communications traffic (load) from all children and their
descendants that a Node sees. Thus in Fig. 4B, the LR for Root Node 000 will be all
nodes connected to it, directly on indirectly. This information is needed to determine if a
particular parent can support the communication needs (load) of a new child node

CC Load Capacity is the amount of communication traffic or load that the node is
capable of handling. It will be driven by the buffer size of the node - since data from a
node’s children is typically buffered before being retransmitted to the node’s parent.

LC Load from Children: This is the sum total of all traffic being passed on from children
to their parent for retransmission to the parent’s parent. In Fig. 4B Node 002 has load
from children 005, 001, 008. Each of those nodes may have children with their loads.
LL Local Load: In addition to servicing children, each node may also be servicing
individual clients that comprise their local load. For example, Node 002 services three
child nodes. But in addition, there could be laptops in its vicinity that connect to it

directly. They constitute a local load.

11
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e LS Local Signal Strength: is related to signal strength that a node sees from its parent. It
is actually the throughput expected based on the actual signal strength seen by the radio
and is computed based on a look up table as shown in Figs. 1 and 2.

e GT Global Throughput: This is the product of all throughputs each node along the route
provides. Nodes connected to the root have a throughput related to LS. Thus the
throughput of Node 002 in Fig. 4B is 79%, based on the throughput table shown in Figs.

1 and 2 and its distance from the root.
The Global Throughput of Node 005 is (LS to Node 002)* (GT of Node 002) = .79*70= .55

Description of Parent Selection Algorithm

[0046] Since there is no central point of control in a distributed system, the same
algorithms, running in every node, must determine what is best, based on the information it
received from the Access Server and other nearby nodes. Much of this relates to selecting
correct “route” or path to the root node. As an illustration, in Fig. 4B the route for Node 005
is 000-002-005. The Node 002 is the parent for Node 005 while Node 000 is the parent for
002.

[0047] Assuming for the present, that the Access Server wishes the network to have
the maximum throughput. Then, if each node independently makes the best selection of its
parent — to maximize throughput - then a question arises of whether one can be assured that

the network as a whole is running as “best” as possible.

[0048] To answer this, consider the network in Fig. 4B. If the parameter set by the
Access Server is to maximize throughput. Node 002 would examine all nodes it can connect

to and choose a parent that ensures the highest global throughput (GT).
[0049] Since GT is product function of the LS times the GT of the potential node.

Node 005 would have examined all potential parent nodes before selecting node 002.

Similarly Node 002 has chosen Node 000. Other nodes would yield a lower GT. Thus, since

12
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each node is making a parent selection based on the “best” throughput, the throughput of the

network as a whole is also maximized.

[0050] Thus, each node, starting from those closest to the root and spreading
outwards maximizes its GT based on products related to the GT at each previous node, the
overall throughput of the system is the sum of all individual throughputs, which have been

maximized by the selection algorithm.

[0051] The implementation steps taken by the selection algorithm are:

1. Seek out and list all active nearby nodes.

2. Remove descendants: nodes that are connected to it, or children of nodes connected to it.
3. Order the list: push nodes closer to the route (shorter routing paths) up in the list.

4. Compute total throughput for each routing in the list of connection nodes

5. Select the node that provides the best latency or max throughput or combination of both.
6. Repeat steps 1,5 on a periodic basis.

To compute throughput, Nodes receive the following pieces of information from all nearby
nodes:

1) The current routing path of the node. This is a list of nodes that the AP node has to
connect to, in order to reach a root node. In Fig. 4B, Node 005 has a routing path of 000-002-
005.

2) The current throughput of that node. The signal strength of that node’s parent as seen
by the node, is correlated to a look up table that maps the signal strength to throughput. For
Node 002 (Fig. 4B), that is shown as 79. '

[0052] Based on these two pieces of information, collected for all nearby AP nodes,
the node selects one parent node that satisfies the requirements of low latency or high
throughput. If low latency is the issue then a short routing path is desirable: In Fig. 5 Node
005 chooses the root node 000. Note that the overall throughput for Node 005 is low — 17%
because of the large distance away from the root node, resulting in poor signal strength.
Conversely, if high throughput were required, Node 005 would connect to Node 002. The

overall throughput for that connection is:

13
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Throughput (Node 002 — Node 000) * Throughput (Node 005 — Node 002):
0.79 * 0.70 = .55.

[0053] At the end of step 4, the global throughput — computed as a product of the
5 local signal strength to that potential parent node and the GT of the potential parent node — is
computed and compared for each potential parent in the list of nearby nodes. The one with

the highest throughput wins.

Controlling Network latency/throughput

10 [0054] The section on the selection of the parent assumed that only maximizing
throughput was the sole objective. Often there is a tradeoff between low latency and high
throughput as evidenced in Figs. 1, 2, and 3. Since each AP node is in all likelihood ‘
supporting multiple applications with diverse needs, the access server setting is probably not
either extreme but something between low latency and max throughput.

15
[0055] The aforementioned describes the algorithm for maximized throughput. For
lowest latency, the choice of parent is restricted to the parent with the highest throughput
with an upper bound on the number of hops the parent is away from the root. There are two
ways in which the Access Server can control the latency of the network:

20 1. Place an upper bound on the number of hops admissible for any node — this forces nodes
on the fringe of the network to choose shorter path routes. This approach acts a cut off: it
forces nodes at the fringe of the network towards selecting low latency routes, regardless
of the loss in throughput. In termé of the routing algorithm, this translates to computing
the throughput for selecting a parent with the highest throughput that fall in a group with

25 latency better or equal to the upper bound.

2. Define a latency loss threshold whereby selecting a longer route path requires throughput

gain to more than offset the loss of latency:

Throughput (Longer Route) + Latency loss_threshold > Throughput (Shorter route)

14
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[0056] If the latency loss threshold is set high, the choices a node in selecting its
parent is restricted, to nodes closer to the root, with shorter route paths. In contrast to the
cutoff approach this approach is more forgiving: Selecting a longer path is allowed if
throughput gains in choosing a longer routing path offset increased latency. In terms of the

routing algorithm, this translates to computing the throughput for all nearby nodes.

[0057] Reference is now made to re-examining the parent selection process with
latency restrictions in place. With reference to Fig. 4B, if the latency restriction of the first
type is enforced, and the maximum number of hops allowed for any node is set to 1, then the
list of accessible nodes is reduced to node 000. Alternatively, or in conjunction with this
restriction, if the latency threshold is set high, then even if other nodes are acceptable
potential parents, the latency threshold will reduce their attractiveness and again Node 000

could be selected.

[0058] Combinations of both restrictions, based on the parameters set, result in
networks that address both latency and throughput requirements. This was shown in Fig. 3,
where the overall network configuration was somewhat mid way the two extremes. It is
further evidenced in Fig. 6, where increasing the latency loss threshold results in
progressively lower latency network configurations. Nodes circled in each snap shot of the
simulation show movement towards shorter routing paths as the latency cost factor is

progressively increased.

Automatic Load Balancing

[0059] Described thus far is how the parent selection process takes into account
latency/throughput criteria set by the access server. However, one must also take into
account how the system behaves under load, when the load increases at one node, causing

congestion.

[0060] Since this is a distributed system, each node is responsible for selecting a
parent that can service it satisfactorily — it is not part of a congested route. During the

selection process, the connect cost associated with selecting a new parent is supplied by the
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parent. Thus a congested route will have a higher connect cost than a less congested route —
and a lower throughput. The routing algorithm selects the parent with the highest

throughput. As its connect cost increases a congested parent is increasing less attractive.

[0061] In Fig. 7, the cost of connectivity is raised from 0 to 3, resulting in one node
“leaving” in favor of a better route. As the cost of connectivity is progressively increased,

more nodes select alternate paths as evidenced in Fig. 8.

[0062] Increasing the cost of connectivity acts as an incentive for nodes to find other
routes, but does not prevent a child node from continuing its association. This ensures that all
child nodes are serviced always. Additionally, the cost of connectivity is increased only until
all child nodes that have the option to leave have left- for example, in Fig. 7, the cost in
increased only while child nodes that have multiple alternate route are still attached to a
congested parent node. In other words, there is no reason to increase the connectivity cost
for child nodes that have no alternate route and are “stuck” with the current congested parent

node.

[0063] As the load is balanced, the congestion is reduced and the cost of connectivity
is gradually reduced, enabling the child nodes that left to return. If this is not done, then
nodes leaving one parent would contribute to congestion elsewhere, resulting in increased

cost of connectivity elsewhere and system instability.

[0064] One characteristic of a mesh network is the ability for nodes to select alternate
routes, in case one node fails or becomes congested. As shown in Fig. 7, each node, when
computing the throughput of nearby nodes, also infers from the routing path for those nodes,
how many alternate paths are available to it. This is done by examirﬁng the routing paths of

each nearby node and classifying them based on the node that connects to the root.

[0065] In Fig. 7, Nodes 002 and 004 connect to the root - as do other nodes shown in
one embodiment with a color indicated square on their top left corner (40), for instance this

may be a blue square. Node 005, therefore, can have two routing paths: 000-002-005 and
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000-004-005. Other nodes may also have multiple paths, but may not find a parent that, if it
accepts them as child, has the capacity to service them, based on their current load. Hence,

some of the nodes show one parent and one route, in another color indicator, for instance red

(50).

[0066] It is desirable to configure the network to ensure all nodes have alternate
paths. This is achieved by increasing the number of nodes connecting to the root. The
access server can force this by increasing the latency cost factor, resulting in nodes that can
connect to the root directly to do so rather than through another node closer to them to the
root. This was described earlier as depicted in Figs. 4, 5, and 6. It can also force some nodes
to work in either low latency or high throughput modes- in Fig. 7, the check box for each
node (checked in each case) depicts that each node is currently in high throughput mode,

working within the constraints set by the access server.

[0067] By controlling the latency cost factor, or the upper bound of the max hops, the
access server can change the configuration of the network resulting in a higher redundancy of

the system and less likelihood of load congestion hot spots.

Real World Constraints to Load Balancing Algorithm

[0068] Implementation of the load balancing algorithm on the wireless devices,
required modifications to the connect cost algorithms based on real world constraints.
Wireless devices cqmmunicating with devices running the load balancing software may not
all be running the same software. As an example, consider the case where the load balancing
software is loaded on wireless Access Points but not on laptops communicating with the
access points. Clearly, the laptop has no way of knowing that the connect cost has increased

and therefore will continue to “stick” to the access point.
[0069] The load balancing algorithm has therefore been modified to work where

there is no communication regarding connect cost by the following approach: When the load

exceeds a cut off threshold, the Access Point (or other wireless device performing load
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balancing) will drop its signal strength to the lowest possible — thereby dissuading clients
such as laptops from associating with it and encouraging them to seek another association

with a higher signal strength access point.

[0070] Since the laptops seck the access point with the highest signal strength, this is
a necessary but not sufficient cause for a re-association: some laptops may continue to
“stick™ to the access point, due to proximity or a sticky algorithm. The Access Point must

therefore forcibly disassociate the laptop.

[0071] After disassociating all the stations that it needed to, in order to shed load, the
access point can gradually increase its signal strength to attract back some the stations that it
disassociated. Those that did not find other associations, will return, almost immediately after
association, and the access point takes them back because despite the lowered signal strength,

these devices have no place to go.

"~ [0072] This load balancing algorithm has been implemented and demonstrated to

shed load by moving one laptop from one root node to another when overloaded by two

laptops on the same root node.

Monitoring the Health of the Network

[00073] By controlling the latency cost factor, or the upper bound of the max
hops, the access server can change the configuration of the network resulting in a higher

redundancy of the system and less likelihood of load congestion hot spots. In Fig 7, Node

- 002 is shown congested and available “parents” that will accept it are reduced to 1 (shown in

red (50)). As a result the redundancy and fail safe nature of the wireless network has been

adversely affected.

[0074] Congestion in Fig 7 is being caused by the fact that there is only one root node
transporting all wireless traffic to the wired network. Clearly, another root node would
improve the fail safe nature of the network.
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[0075] Algorithms have been implemented that reside in the device and periodically
check to see what potential associations are possible. If the number is reduced to one then a
warning (shown in red) is forwarded to the Network Management System. The system
administrator is then advised to add another root node to preserve the fail safe nature of the
network. Note that this type of warning is coming from the edge device to the management
system and without the algorithm in place, the management system would not know that a

problem existed

Dynamic Channel Allocation and RF Interference Control

[0076] Managing the throughput of voice, video and data traffic in a wireless network
is complicated by the nature of the wireless medium. Since wireless is a shared medium, all
traffic can potentially interfere with other traffic on the same radio channel- at any point in
time only one device can be active on any one given channel. This limits the bandwidth in
cases where high bandw}dth traffic (e.g. video) needs to be transported or when there are

many devices on the network.

[0077] One solution is to allocate different channels to devices communicating on
different portions of the network. For example, in Fig. 10, each of the 3 sub networks shown
in Red (70), Black (80) and Blue (90) circles can communicate on one channel internally and

another channel externally through the parent — that is part of the other BSS.

[0078] An algorithm to define what the best channel allocations should be between
devices and their parents has been devised and shown in Fig. 16 and in Fig. 17. The
algorithm sends out a beacon on all channels to inform all neighboring devices that it is
intending to select a channel. All neighboring devices — that can hear the beacon — respond
over the wired network with the channel numbers they are using. The algorithm then takes
care to select a channel, from a list of available channels that does not conflict with channels

selected by neighboring devices
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Dynamic Channel Allocation and Seamless Roaming Requirements

[0079] " A situation can occur when, as shown in Fig. 18, some overlap between
neighboring channels is called for. One reason for this is seamless roaming where a laptop
leaves one wireless area and enters another adjoining area. If the signal strengths are
managed, so that the overlap between adjoining areas is minimized, then adjoining areas can
share the same RF channel and yet cause a reduction in bandwidth. Further, devices moving
from one region to another will do so without having to change channels, which is time

consuming and hence disruptive.

[0080] The algorithm implemented addresses the case where siblings of a'multi
layered wireless network are to be assigned the same channels. In Fig. 18 BSS [1,1] and
[1,2] share the same channel for access by their client stations. Also BSS [2,1], [2,2].[ 2,3]
also share the same channels for seamless roaming by their client stations. The
implementation of the algorithm therefore requires that when one sibling makes a channel
assignment, ALL adjoining siblings have to make the same channel assignment. The channel
selection process therefore requires a list of all neighboring nodes for all siblings and their

RF channels. This extension has been incorporated into the channel allocation algorithm.

[0081] Protocols for sharing this information have been implemented and tested.

Appendix A hereto describes the 802.11 Infrastructure Control Layer Protocol version 2.0.

[0082] Note that seamless roaming requires that the Wireless AP shown in Fig. 18
have incorporated the features needed for switching — that is auto discovery of new clients in
its BSS. Else messages being sent to a new client (previously connected to another BSS)
will not be forwarded to the client, now part of the another BSS. The wireless equivalent of a

wired switch has been implemented and is covered in a subsequent section.

Asynchronous Application Data Flow

[0083] Algorithms that show how data from nodes will flow to the root node have
been modeled for both high throughput and for low latency requirements. High throughput

data flow requirements are discussed first.
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[0084] To service asynchronous applications each node services its children in a
round robin manner, ensuring that all children are serviced in sequence. But to ensure that all
children receive at least one service request, each recently serviced child must wait for at
least another child to be serviced before it can be serviced again. Additionally, some child

nodes servicing applications with higher priority will be serviced before others.

[0085] In one implementation of this algorithm, related to this invention, the
priorities may be stored in the Access server and different applications fall into different
priority buckets. By changing the priorities in the Access Server, applications with higher
priority are serviced before other competing applications with a lower priority. Also with a

priority bucket, applications with more data to transfer are serviced first.

[0086] In another implementation, the determination regarding which child to service
next is based on which child needs servicing the most. This is determined by examining the
load of each child, each time; the node services its children. It is done each time because:

o Child nodes may have made other connections, if load balancing is also active

e Child nodes data may have changed — data with short time to live, will have been

removed

[0087] The node then makes the decision to service the child with the highest need, in
a priority bucket, provided it has not serviced that same child most recently. This is simply to

avoid any one child from “hogging” all the attention.

[0088] This proprietary PCF (Point Control Function) implementation worked well
for asynchronous applications, when compared to 802.11a standard DCF (Distributed
Control Function) approach that was also implemented for benchmarking reasons as shown
in Fig. 9. The PCF protocol implemented per the approach described above was
approximately twice as fast, largely because nodes did not have to deal with delays caused by
collision avoidance contention window delays required for wireless transmissions in a DCF

mode.
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Isochronous Application Data Flow

[0089] Isochronous applications require more deterministic service intervals that are
less sensitive to variations of load. The algorithm described above is not suitable when:
e FEach child must be serviced by the parent in a regular and predictable time interval

e The amount of data transferred is relatively fixed — else it will affect the time interval.

[0090] The algorithm to service Isochronous Application has also been implemented.
In Fig. 10, there are two service cycles. One service cycle (70) services 3 children, the other
one (80) 5 children, one of which is the parent node of the three children in the first service
cycle (70). In each service cycle, each child is visited at a regular interval defined by 1) the
time interval between each switching from one child to another and 2) the number of children

in each service cycle.

[0091] Thus if the parent of the red service cycle (70) spends 10ms with each child, it
will revisit each child every 3* 10 = 30 ms. Data from each child cannot then be retrieved at

a rate faster than once every 30 ms.

[0092] Having retrieved the data, it will sit at the buffer of the parent, until the parent
is serviced (the black (80) circle). Since there are 5 children in that service cycle, the service

period is 5¥10 = 50ms.

[0093] Since both service cycles are running independently of each other with no
synchronization, it is impossible to predict when the parent in either service cycle will
service its children. It can be stated, however that each child in service cycle marked red (70)
(005, 001, 008) will have data transferred to the root at best every 30ms and at worst every
50ms. In other words, in the isochronous network, the worst time interval is the maximum

time period of all service cycles.
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[0094] If it is assumed that, to ensure multiple routing paths, there are more nodes
connected to the root, then the service cycle will be driven by the number of 1 hop nodes, in
this case 5. Note that the network configuration is set for high throughput. In this
configuration the worst service cycle is 5T. Ironically, the network configuration for a “low
latency”. Isochronous network would have been 9T, will all nodes connected to the root. In
other words, in the case of isochronous networks, the algorithm proposed provides a better
service cycle and a better throughput. In general, splitting the number of nodes into two or
more service cycles will improve the service cycle. The high throughput mode setting for the

routing algorithm makes that happen naturally.

Internal Traffic Flow/ Wireless equivalent of Switching

[0095] Referring again to Fig. 10, Nodes 005, 001, 008 are children of Node 002.
The red oval (70) indicates that these form a “family”. In the technical parlance of 802.11,
they are a “Basic Service Set” (BSS). Likewise the nodes in the black circle (80) form

another family or BSS.

[0096] Traffic from Node 005 to Node 001 would logically travel to Parent 002 and

* then from 002 to 001. This affects the throughput of the entire system because the traffic is

buffered in 002 and then retransmitted. If node 005 was aware of its siblings, within its
wireless range, then Node 005 and Node 001 could communicate directly over wireless. In

effect this would be a wireless equivalent of Ethernet switches.

[0097] This direct communication link between siblings (within range) increases
throughput 100%. This is so because 2 transfers of data (Source node to parent and then

Parent to destination node) are now reduced to 1 transfer (Source node to destination node).

[0098] In this embodiment, the algorithm has been implemented whereby traffic
intended for a destination node is automatically sent to the destination node if it is within the
family/BSS and within range. When the routing algorithm runs, the routing paths of each
nearby node is recorded to determine the number of hops it is away from the root. From the

routing paths, the list of siblings within range can be inferred — they all share the same parent
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in their routing paths. If data intended for these siblings is received, it will automatically be

sent to the sibling, without involving the parent.

[0099] If the destination node is not in the list of nearby siblings, then the data has to
be sent onwards to the parent node. At that point the parent node, which “knows” its siblings,
can route traffic to one if its siblings. Thus the switching algorithm ensures that traffic is

routed only as far as a parent whose child is a destination node.

Extensions with Multiple Radios

[0100] As shown in Fig. 10, there are at least two families or BSS in the network.
Node 002 belongs to both — as a parent of one (the red oval BSS) (70) and as a child to
another kthe black circle BSS) (80). To communicate with its children, Node 002 has one
radio, and another to communicate with its parent. There is preferably therefore, at the
minimum, two radios in each node for the system to work- One radio to support the inward
interface (the children, red oval (70)) and one to support the outward interface (the parent,
black circle(80)).

[0101] Adding more radios to the outward interface increases throughput but also
enables more freedom in making choices related to latency/throughput tradeoffs. For
example, suppose that some traffic requires high throughput énd other traffic low latency. If
the compromise approach described in this invention is unacceptable because the range of
requirements are too high, then two radios for the outward interface can reduce the range of
requirements: One radio will address more of the low latency traffic with a low latency
traffic route while the other will address the high throughput needs with a different high
throughput traffic route. The wireless node now begins to resemble a wireless equivalent of

network routers.
[0102] The algorithms described in this invention are still applicable: only the range

of applicability has éhanged. The embodiment of the present invention is also relevant for

wireless routers.
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Security of the Network

[0103] " Wireless transmissions are inherently insecure. While the technology to
encrypt/decrypt secure data exists, the problem is communication of the keys over wireless to
the nodes, from the access server. This common key distribution problem is addressed by the

following embodiment of the system.

[0104] The wireless communication devices will have, as part of the algorithms
resident in their operating system, the ability to generate a public and private key based on
the RSA algorithm. These keys will be based on some unique identifier in the AP node —the

processor Chip Serial Number as an example.

[0105] When the Wireless device is first deployed, it will be connected via Ethernet
cable to the access server and the node’s public key will be transmitted to the Access Server.

This public key will be used by the Access Server to transmit a common private key (using

. the symmetric AES encryption algorithm) to all nodes. Since only the Access Server knows

the public key for each node, only the access server will be able to transmit this private key.
Further, since the common private key for all nodes was transmitted in encrypted form to all
nodes, it is impossible to decipher the common private key without knowing the public key
for the node it was intended for. In addition, even if that public key for that node is known, it
is useless since the private key for that node was never exchanged. The transmission of the

common Private Key is thus secure.

[0106] Secure data transmitted by one AP node will then be encrypted with the
common private key and be decrypted only at a destination AP node. By the same token, all
data from the Ethernet to an AP node will be encrypted with the same private key for onward

transmission.
[0107] The enterprise Access Server can be used to generate a new private key at

regular intervals and transmit it to all Wireless AP Nodes in the system. The system is thus

doubly secure.
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Implementation of algorithm in Firmware

[0108] The control algorithms described above require significant resources — CPU.
Memory — resulting in large footprint applications. Wireless devices and other network
aware communication devices are typically embedded systems with low foot print
requiréments. A challenge that must be addressed — if this technology is to have practical
applications is how to reduce the footprint of the software control layer to fit into embedded
devices with 64KB or 128KB RAM.

[0109] A self-standing executable containing some of the algorithms and support
functions has been produced within a footprint of less than 100KB running on an Intel
PXA250 Processor. Additionally in an embodiment of the present invention, the mesh and
load balancing algorithms have been successfully ported to run on the hardware depicted in

Fig. 15, with a footprint of 64KB.

[0110] The reason for the small footprint is that the approach of the embodiment of
the present invention to building software is to include only the portions of an operating
system needed by the programs. Thus, only functional blocks needed by the algorithms are
added to the make file needed by the compiler to create the executable. If string functions are
not required by any procedures in the program, then the string function library is not included
when the executable is made. In contrast, a typical embedded operating system is more

general purpose, requiring a larger footprint and possibly more CPU resources.

[0111] The language in which the algorithms are written is currently Java, and will
may also include Microsoft ™ NET languages. In the embodiment of the present invention,
a Java Class file converter has been built that takes Java Byte Code and disassembles it to
produce what is referred to internally as R (for Real) classes. R classes are the C code
equivalent of the Java Op codes, used by a Java Virtual Machine (JVM) to run the Java
program. The R classes map to C code which is produced after examining the functional
libraries needed and adding them to the list of support libraries needed to make an executable

self standing. Once that is completed a self-standing executable is made for the processor.
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[0112] An extensible service library of software components needed to build a
complete Operating system (OS) is implemented through the embodiment of the present
invention. This component based approach to building an Operating system from scratch
enables one to select only the essential services needed by an application when it is ported
from high level languages to small footprint embedded devices. Since only the essential
services and not an entire general purpose OS is included, the footprint is compact.
Additionally, there is a significant (3X-6X) performance improvement because layers of
software needed to run code written in high level languages like Java or .NET languages are

no longer needed.

[0113] Fig. 13 depicts how the approach of the embodiment of the present invention
to lean code generation differs from more traditional approaches. On the left of the figure are
the layers or stacks needed to run Java (JVM on top of linux) or C (on top of a custom RTOS
OS like VxWorks). On the right is an embodiment where Java code is examined at the Byte
code level to identify essential services. These services are added when the Java Byte code is
converted to C — by mapping Java Op codes intended for a JVM to code blocks from a
library of C equivalent code blocks. For C code, this means simply adding the OS service
code blocks needed for the C program to run without an RTOS below it. In both cases, as
depicted in Fig. 13, A monolith block C code is produced, much like a compiler would,
except that all the services are statically bound at development time and no dynamic bindings

are required at run time, as is the case with the layered approach on the left.

[0114] Thus there is a clear migration strategy in place from high level code
generation to low level object code that includes all the functionality provided by an

operating system to ensure that the object code is self contained.

[0115] There is implemented one version of this migration strategy where one begins
with high level code written and tested in a development environment and can swiftly
migrate it to a low footprint executable. Fig. 14, depicts an extension to IBM’s open

extensible framework for development, called Eclipse (www.eclipse.org). As shown, there is

built a framework on top of eclipse that enables one to model processes as a flow graph,
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where at each node of the flow graph one can insert code that needs to be tested. The
framework is also used to do a performance analysis of code blocks at each node to
determine where the bottlenecks are. At the end of the debug and analysis cycle, Java Byte
Code is passed on to the Byte code converter (shown in Fig. 13) for low footprint code

generation.

[0116] Since there is no OS, there is no easy way to tamper with the system. This
approach —internally referred to as Application Specific Embedded OS software - thereby
protects the security of the algorithms and enables the élgorithms to run on low power (and

less expensive) processors and with lower (and less expensive) memory requirements.

[0117] The simulations depicted are running the same code in each node shown in the
figures. The code running in each node has been compiled to object code for the Intel ™
PX250 processor as a proof of concept (Fig. 12). It has also been compiled to run on a

embedded system development platform shown in Fig. 15.

Upgrade Path for new algorithms

[0118] A distributed network poses problems related to upgrading the software at
each node. If the software is cast in concrete — as in an ASIC implementation — then there is
no upgrade path available. Since the wireless standards are evolving, this is not a practical

approach.

[0119} - In the description of the embodiment of the modular approach to generating a
self standing executable, it becomes apparent that there is no migration path available to the
system to upgrade the executable easy.

[0120] This is resolved by providing a simple communication protocol for uploading

new object code into the system. This has also been implemented as is internally called

Simple Upgrade Protocol (SUP).
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[0121] When the executable is made, a simple communication protocol is added,
which, with proper authentication, using the public key of the node, can be used upload
object code into the Flash memory of the device. A very thin boot kernel with the AP Node
and the rest of the code is remotely installed. The boot kernel contains the simple
communications protocol to upload object code and the security to ensure that only the
Access Server can access the device. By building security at the boot level, one ensures that
all code loaded into the system has to be authorized- since the security code cannot be

overwritten.

[0122] Throughout the description and drawings, example embodiments are given
with reference to specific configurations. It will be appreciated by those of ordinary skill in
the art that the present invention can be embodied in other specific forms. Those of ordinary
skill in the art would be able to practice such other embodiments without undue
experimentation. The scope of the present invention, for the purbose of the present patent
document, is not limited merely to the specific example embodiments of the foregoing
description, but rather is indicated by the appended claims. All changes that come within the
meaning and range of equivalents within the claims are intended to be considered as being

embraced within the spirit and scope of the claims.
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APPENDIX A

EXEMPLARY 802.11 INFRASTRUCTURE CONTROL LAYER PROTOCOL
VERSION 2.0

DESIGN CONSIDERATIONS

Size Limitation

Since an Ethernet packet can only be a maximum of 1500 bytes the maximum length
of a UDP datagram so as to not cause IP fragmentation is 1472 (1500 - 20 byte IP header - 8
byte UDP header). Every SNIP packet consists of a 8 byte SNIP header followed by
parameters. Since all IMCP functions use only 1 SNIP parameter the maximum length of the
parameter value is therefore 1462 (1472 - 8 byte SNIP header - 2 byte param length).

Packet Destination

All SNIP packets (either from Access Manager or from A/P) are sent via UDP to
either the limited broadcast (FF: FF: FF: FF: FF: FF) or a chosen multicast address
(01:00:5E:XX:XX:XX).
This method ensures that all A/P's get the message and also obviates the need for assigning

I/P addresses to every A/P.

DEFINITIONS
Network Health Monitoring

Health Index

The number of unique Root paths determines the Health Index of an Access Point. In
an “All-Root” network the Health Index determines the degree of redundancy of the Access
Point’s location. In an infrastructure mesh network for Relay nodes the Health Index
determines the number of unique paths to the “wire”.

Heartbeat Interval
This attribute specifies the interval at which Access Points send in a “heartbeat” signal, that

specifies the conditions of their operations.

30

EX1008, Page 32




10

15

20

25

30

Atty Docket No.: MESHP001C1

Location Awareness Scan Interval

This attribute specifies the interval, at which Access Points scan the “airspace” to
know about other Access Points in their vicinity, to determine their Health Index and for

Dynamic Load Balancing purposes.

Dynamic Load Balancing

This Boolean attribute, determines whether an Access Point enables the adaptive
dynamic load balancing functionality during its operation. If enabled the Kick-in Threshold
and Delta T attributes determines the way this functionality is put to use.

Connect Cost

The Connect Cost is a value in the range [0,3] where 0 being the minimum Connect
Cost. The Access Point increases its cost of connectivity during Dynamic Load Balancing,
after it determines that the load has stayed beyond the Kick-in Threshold for a period of
Delta T units. The Connect Cost is adaptively reduced according to the load.

Delta T

This attribute determines the duration of sampling for the Access Point to determine
that the load was higher or lower than the Kick-in threshold for Dynamic Load Balancing
pﬁrposes.

Kick-in Threshold

This attribute is a percentage of the total capacity of the Access Point. This is used in

conjunction with Delta T for Dynamic Load Balancing purposes.

Dynamic Channel Allocatioﬁ

Channel Number _
When Dynamic Channel Allocation is disabled, this attribute spéciﬁes the channel of

operation for the Access Point.

Topology
Latency Throughput Control

When zero, this instructs the Access Point to always choose a Parent, whose hop

count is lowest. When non-zero, the Access Point may choose to “tradeoff” latency for
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throughput provided the difference in throughput is more than Latency/Throughput Trade-

Off attribute.
Max Allowable Hops

This attribute controls the topology of the wireless network so that, any Access Point

is never more than Max Allowable Hops away from the “wire”.

Latency/Throughput Trade-off

This attribute determines, the difference threshold for an Access Point to choose a

parent with more numbér of hops in exchange for lower latency.

PACKET INFORMATION

STA Association Notification
Direction _ AP to Broadcast/Multicast
When Sent Upon STA association
SNIP FUNCTION ID 3
Purpose Topology Updating

Param 0 Value Format

S SR R S

['T']'M'|'C" |'P* | 4 byte signature
S S U S S —

| DS MAC ADDRESS | 6 bytes
R e D iy e 3

| WM MAC ADDRESS | 6 bytes
Feomeetemeetecme et et et

| STAMAC ADDRESS | 6 bytes
e R S S S S—

Total Size

22 Octets
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Atty Docket No.: MESHP001C1

Direction AP to Broadcast/Multicast
When Sent Upon STA disassociation
SNIP FUNCTION ID 4
Purpose Topology Updating
Param 0 Value Format
s o
|'T' "M C P | 4 byte signature

i et LR U SR o

|  DSMAC ADDRESS | 6 bytes

B e S e T o

| WM MAC ADDRESS
it SR B S

| STA MAC ADDRESS
it A S S

| REASON | 2 bytes
Famemmeees +

Total Size

24 Octets

AP Identifier

| 6 bytes

| 6 bytes

33
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Access Point IMCP Synchronization

Direction AP to AP

When Sent When an AP starts up or during scanning
SNIP FUNCTION ID 11

Purpose Identiﬁcatio‘n, Health, Topology

Param 0 Value Format

O P S S =

|'T')'™M|'C P 4 byte signature
Feotomeet et ettt |

| BSSID | 6 bytes

S S S S S S

Total Size

10 Octets

Access Point IMCP Acknowledgement
Direction APto AP

When Sent Upon receipt of IMCP Sync
SNIP FUNCTION ID 12
Purpose Identification, Health, Topology

Param 0 Value"Format

PR S SR R

|'T'|'™M'|'C' |'P' | 4 byte signature
B T e i R

| BSSID | 6 bytes

B it T SRR

| ROOT BSSID | 6 bytes

B e L N

Total Size

16 Octets

34
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25

Seek Best Parent Request

. Direction

When Sent

SNIP FUNCTION ID

Purpose
Param 0 Value Format
R S L
' 'MC P

R S U S S S S

o S S ST ST SR S

B T S it o

| BSSID[X] | 6 bytes
L N DR S S .
ISIX]INIX]| 2 bytes

B e L el Raae T E o

Atty Docket No.: MESHP001C1

AP to Access Server
Upon startup and frequently
13

Topology Formation, Operation

4 byte signature

AP Identifier

|  DSMAC ADDRESS | 6 bytes

R S S S S —

| - WM MAC ADDRESS | 6 bytes

S S S S

|CC|PC|FR|HI|CH| 5 bytes

S U S S

| BSSID[0] | 6 bytes

R S

IS[O]IN[0]| 2 bytes
bbb

| BSSID[1] | 6 bytes

R U S S

IS[1]IN[1]| 2 bytes

35
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X =PC-1

CC = CONNECT COST (0,1,2,3 with 0 being minimum)

HI = HEALTH INDEX (NUMBER OF UNIQUE ROOT PATHS)
FR = FORCE REPLY ’

CH = CHANNEL

PC = PARENT COUNT (ROOT'NODES SET PC TO 0)

SIi] = Signal strength from Parent i

Nii] = Noise from Parent i

BSSID[i] = BSSID of Parent I

Total Size

21 + 8 * PC (MIN 21, MAX 1461)

Seek Best Parent Response

Direction Access Server to AP

When Sent Upon receipt of SEEK request
SNIP FUNCTION ID 14

Purpose , Topology Formation, Operation

Param 0 Value Format

R SR SR - ,
|'T|'™M''C' |'P' | 4 byte signature
R RRR R

| DS MAC ADDRESS | 6 bytes
Fommmtomeetocmatecaatan et et

| WM MAC ADDRESS | 6 bytes
R LR LR R S ———"

| BSSID | 6 Dbytes

L el it SRS SRR R o ‘

[ENC |AUT |[LTC | DLBIDCA |CH | 6 bytes
B R I e e

AP Identifier

36
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30

Atty Docket No.: MESHP001C1

IDT [MAH |LAS |ESL|KI [KTH| 6 bytes
B s, s

| TO |SKL [NASL{HBI | 4 bytes
SRR S SO A S S o

| PRIMARY RADIUS |[AUTPRT | 6 bytes
S SRS S SN U S S

| SEC RADIUS |ACCPRT | 6 bytes
+----+----+----+----+—:--+-—--+

| WEP KEY 1 | 13 bytes

Femmetemme e et et et et

|  WEPKEY2 | 13 bytes
I U SN S U S S

[ WEP KEY 3 | 13 bytes
e ety EETED SEEEL PR o

|  WEPKEY4 | 13 bytes
B L Ity IR, PR, SN o

| ESSID | ESL bytes
B ey SRR, SN SN

|  SHARED KEY | SKL bytes

R S SN S S S S

| NAS NAME | NASL bytes
B e e SRR, R

ENC =ENCRYPTION TYPE

" AUT = AUTHENTICATION TYPE

ESL =ESSID LENGTH

KI =WEP KEY INDEX

SKL =SHARED KEY LENGTH

NASL = NAS ID LENGTH

PRIMARY RADIUS = PRIMARY 802.1X RADIUS SERVER IP ADDRESS
AUTPRT = AUTHENTICATION PORT

37
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SECONDARY RADIUS = SECONDARY 802.1X RADIUS SERVER IP ADDRESS
ACCPRT = ACCOUNTING PORT

DLB = DYNAMIC LOAD BALANCING

DCA =DYNAMIC CHANNEL ALLOCATION

LTC = LATENCY THROUGHPUT CONTROL (0 for Lowest Latency, 1 for
Tradeoff) |
MAH =MAX ALLOWABLE HOPS

HBI = HEARTBEAT INTERVAL

LAS =LOCATION AWARENESS SCAN INTERVAL

CH =CHANNEL NUMBER

DT =DELTAT

KTH = DYNAMIC LOAD BALANCING KICKIN THRESHOLD
TO =LATENCY/THROUGHPUT TRADEOFF

Channel Scan Lock Request

Direction AP to Access Server
When Sent Before scanning
SNIP FUNCTION ID 15

Purpose Health

Param 0 Value Format

B e RS SRR o

['T']'™M'|'C" |'P" | 4 byte signature

S S S S S S

| DS MAC ADDRESS | 6 bytes
R S L Rt SRR SRR J AP Identifier

|  WMMAC ADDRESS | 6 bytes

S S S ST SR S

38
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Total Size
16 Octets
Channel Scan Lock Response
Direction Access Server to AP
When Sent When Access Server determines
SNIP FUNCTION ID 16
Purpose Health
Param 0 Value Format
R R S U
| 'T'|'™M'|'C" |'P' | 4 byte signature

B LIy R Ry P

| DS MAC ADDRESS | 6 bytes

B el s SRR e o

AP Identifier

| WM MAC ADDRESS | 6 bytes

S S S S U S
Total Size
16 Octets

Channel Scan Release Lock Request

Direction AP to Access Server
When Sent After finishing scanning
SNIP FUNCTION ID 17
Purpose A Health

Param 0 Value Format

S R R S -

| 'T]'™M'|'C" |'P" | 4 byte signature

B i e SRR SRR PR

| DS MAC ADDRESS | 6 bytes

T U ST ST S S

AP Identifier

39
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| WMMAC ADDRESS | 6 bytes
I ST SRS S S S &

Total Size
16 Octets

Channel Scan Release Lock Response

Direction Access Server to AP

When Sent Upon receipt of Lock Release Request
SNIP FUNCTION ID 18

Purpose Health

Param 0 Value Format
s T

| 'T'™M'|'C |'P' | 4 byte signature
B L s RS

| DSMAC ADDRESS | 6 bytes

S U S R AP Identifier

| WM MAC ADDRESS | 6 bytes
B el it TR, SEEEE, FERN

Total Size
16 Octets

40
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Access Point Reset

Direction

When Sent

SNIP FUNCTION ID 19
Purpose Operation

Param 0 Value Format

e R

| 'T'| '™M'|'C" |'P' | 4 byte signature
S ST S S S S

| DS MAC ADDRESS | 6 bytes
B e Racar Rty SR o

| WM MAC ADDRESS | 6 bytes

I B e s By R, o

Total Size
16 Octets

References

Access Server to AP

When settings change

Atty Docket No.: MESHP001C1

AP Identifier

1. Simple Network Information Protocol SNIP, Sriram Dayanandan, January 2003.
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ABSTRACT

A design and proof of concept of a new type of WLAN, complete with simulation and
results from the simulation has been described. Each AP Node is implemented as a self -
contained embedded OS unit, with all algorithms resident in its Operating system. The
normal day-to-day functioning of the AP node is based entirely on resident control
algorithms. Upgrades are possible through a simple secure communications interface
supported by the OS kernel for each AP node. Benefits provided by a wireless network, as
proposed in this invention, are that: it installs out of the box; the network is self-configuring;
the network is redundant in that mesh network formalism is supported, ensuring multiple
paths; load balancing is supported; there is no single point of failure; allows for decentralized
execution; there is a central control; it is network application aware; there is application
awareness; there is automatic channel allocation to manage and curtail RF interference,
maximize non. interference bandwidth and enable seamless roaming between adjoining
wireless sub networks (BSS) and it supports the wireless equivalent for switching — for

seamless roaming requirements.

42
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What is claimed is:
1. A dynamic wireless network comprising:
a parent node;
a plurality of child nodes coupled to the parent node; wherein

at least some of the child nodes are sibling nodes that are configured to directly communicate

with each other.

43
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FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADD'T FEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- : ADDI-
REMAINING PRESENT
- AFTER PR":EL\’,';"SSSLY X TRA RATE (§) TIONAL RATE () TIONAL
E AMENDMENT PAID FOR FEE(®) FEE (%)
i} .
Total . . - _ _ OR _
E (37 CFR 1.16() Minus = X = X =
Z T'independent - : .
w * *rx = = =
= | 37 cFr 1.1800) Minus x or | X
< Application Size Fee (37 CFR 1.16(s)) .
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()) N/A ‘ OR NA
TOTAL TOTAL
ADD'T FEE OR  ADD'T FEE

-

If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20".

*** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3".
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Paten
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. ’

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
12/154,155 05/19/2008 2617 0.00 MESHPO01C1 1 1
CONFIRMATION NO. 7521
21912 FILING RECEIPT

VAN PELT, Yl & JAMES LLP

10050 N. FOOTHILL BLVD #200 T

CUPERTINO, CA 95014
Date Mailed: 07/14/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Francis daCosta, Residence Not Provided;
Assignment For Published Patent Application

Mesh Dynamics, Inc.
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 10/434,948 05/08/2003
which claims benefit of 60/421,930 10/28/2002

Foreign Applications

If Required, Foreign Filing License Granted: 07/11/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/154,155

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
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Title

High performance wireless networks using distributed control
Preliminary Class

370

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/154,155 05/19/2008 Francis daCosta MESHP001C1
CONFIRMATION NO. 7521
21912 FORMALITIES LETTER

VAN PELT, Y1l & JAMES LLP

10050 M. FOOTHILL BLVD #200 T

CUPERTINO, CA 95014
Date Mailed: 07/14/2008

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

» The statutory basic filing fee is missing.
Applicant must submit $310 to complete the basic filing fee for a non-small entity. If appropriate, applicant may
make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR 1.27).

* The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The application is informal since it does not comply with the regulations for the reason(s) indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

* Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:
* Numbers, letters, and reference characters on the drawings must measure at least 0.32 cm (1/8 inch) in
height. See Figure(s) 6-8.
» The drawings submitted to the Office are not electronically reproducible because portions of figures 1-3, 6,
8, 10, 12, 14 are missing and/or blurry.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:
page 1 of 2
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+ To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing
items identified in this notice.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1160 for a non-small entity
« $310 Statutory basic filing fee.
+ $130 Surcharge.
+ The application search fee has not been paid. Applicant must submit $510 to complete the search fee.
« The application examination fee has not been paid. Applicant must submit $210 to complete the examination
fee for a non-small entity.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/tnguyen/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 2 of 2

EX1008, Page 69



B
R
ocT 117 2008

s ) %‘/
__

UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1430

Alexandria, Virginia 22313-1450

www_uzpto gov
[ APPLICATION NUMBER L FILING OR 371(C) DATE ] FIRST NAMED APPLICANT I ATTY. DOCKET NO.TITLE _J
12/154,155 05/19/2008 Francis daCosta MESHPO001C1
CONFIRMATION NO. 7521
21912 FORMALITIES LETTER

VAN PELT, Yl & JAMES LLP
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VAN PELT, Y1 & JA

NOTICE TO FILE MISSING PARTS OF NONPROVISIOmPPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

Items Required To Avoid Abandonment: -

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

*» The statutory basic filing fee is missing.
Applicant must submit $310 to complete the basic filing fee for a non-small entity. If appropriate, applicant may
make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR 1. 27)

* The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The application is informal since it does not comply with the regulations for the reason(s) indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

* Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:
* Numbers, letters, and reference characters on the drawings must measure at least 0.32 ¢cm (1/8 inch) in
height. See Figure(s) 6-8.
* The drawings submitted to the Office are not electronically reproducible because portions of figures 1-3, 6,
8, 10, 12,14 are missing and/or blurry.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
10/17/2008 HVUONG1 00000032 12154135

The applicant needs to satisfy supplemental fees problems indicated below. | 330,00 0P
L . . . 1
The required item(s) identified below must be timely submitted to avoid abandonment: 0%_ EE 11%1 ggg g?, 8‘;
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« To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing

items identified in this notice.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $1160 for a non-small entity
+ $310 Statutory basic filing fee.

+ $130 Surcharge.
* The application search fee has not been paid. Applicant must submit $510 to complete the search fee.

» The application examination fee has not been paid. Applicant must submit $210 to complete the examination
fee for a non-small entity.
Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal. uspto.gov/authenticate/Authentica rLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at hitp://www.uspto.gov/ebc

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/tnguyen/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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HE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor: DACOSTA et al. Examiner: Not Assigned

Application No.: | 12/154,155 Art Unit: 2617

Filed: May 19, 2008 Docket No.: | MESHP001Cl1

Title: HIGH PERFORMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States
Postal Service as First Class Mail in a prepaid envelope addressed to: Mail Stop
Missing Parts, Commissioner for Patents, P.O. Box 1450, Alexandria, VA

22313-145) on: . _
[0 !”[f[ , 2008. ﬂ,w’l/'/
Neufen / /

Elaine

RESPONSE TO NOTICE TO FILE MISSING PARTS

MAIL STOP MISSING PARTS
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
This is a Response to Notice to File Missing Parts mailed July 14, 2008.

Application Elements:
Declaration
l:] Newly executed (original or copy)
Copy from a prior application (37 CFR 1.63(d) for a continuation or divisional).
The entire disclosure of the prior application from which a copy of the declaration is
herein supplied is considered as being part of the disclosure of the accompanying
application and is hereby incorporated by reference therein.

D Deletion of inventors Signed statement attached deleting inventor(s) named
in the prior application, see 37 CFR 1.63(d)(2) and 1.33(b).

Accompanying Application Parts:
D Information Disclosure Statement with Form PTO/SB/08 D Copies of IDS Citations
D Preliminary Amendment (New claims numbered after highest original claim in prior application.)
‘Xl Return Receipt Postcard
X Copy of Notice to File Missing Parts of NonProvisional Application
|X| Other: 24 (Twenty-four) Sheets of Replacement Drawings

10/17/2008 HVUDNGL 00000032 12154155
05 FC:1251 130.00 QP
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Amendments

D Cancel in this application original claims of the prior application
before calculating the filing fee. (At least one original independent claim must be retained.)
Fee Calculation (37 CFR § 1.16)

Small Entity Large Entity
Rate Fee Rate Fee
Filing Fees x$165 =8 OR - x$330 =% 330.00
Search Fees x$270 =$ OR x$540 = § 540.00
Examination Fees x$110 =% OR x $220 = $ 220.00
CLAIMS Filed. Extra
Total 1 Less 20 -0- x$26 =8 OR x$52 =%
Independent 1 Less 3 -0- x$110 =$ OR x$220 =3§
Multiple Dependent Claims [ -0 x $195 =§ OR x $390=§ .
Declaration and Surcharge Fee X$65 =% OR X$130=% 130.00
TOTAL TOTAL
FILING FEE § FILING FEE $ 1220.00

|X| Applicants petition for an extension of time to respond under 37 CFR § 1.136(a) as follows:

SMALL ENTITY LARGE ENTITY
. Rate Add'l Fee Rate Add'l Fee
[X] Extension for Response within FIRST month x$65 =8 OR | x$130 =% 130.00
[ ] Extension for Response within SECOND month x$245 = % OR | x$490 =%
[ ] Extension for Response within THIRD month x $555 =% OR | x$1110 =§
[ ] Extension for Response within FOURTH month x $865 =$ OR | x$1730=38
[] Extension for Response within FIFTH month x$1175=3% OR | x$2350=8§

X] Check No. 4181 for $1350.00 is enclosed.

General Authorizations

X Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. MESHP001C1 ).

X The Commissioner is given general authorization to charge any fees or to credit any overpayment
during the pendency of this application to Deposit Account No. 50-0685 (Order No. MESHP001Cl

). : _

X Please send correspondehce to the following address:

Customer No. 21912

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd.

Suite 200

Cupertino, CA 95014

Date: /O/iL//O\%

Diana Y. Fu /
Reg. No. 52,924

Attorney Docket No. MESHPO0O1C1 Page 2 of 2
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DECLARATION , DACOSTAF.PT1

UTILITY APPLICATION

As a below-named inventor, I hereby declare that:
My residence, post office éddress, and citizenship are as stated below next to my name.

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, first,
and joiht inventor (if plural names are listed below) of the subject matter which is claimed and for which a

‘patent is sought on the invention entited HIGH PERFORMANCE WIRELESS NETWORKS USING

DISTRIBUTED CONTROL the specification of which

CHECK ONE

[X] is attached hereto. A
[ 1] was filed on ) , as
Application Serial No. '
and was amended on

(if applicable)

I have read the applicable statutes and rules reprinted on the attached page of this declaration which I
understand to describe subject matter which is material under 37 C.FR. § 1.56(a)..

I hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment(s) referred to above. I acknowledge the duty to
disclose information which is material to the examination of this application in accordance with Title 37,
Code of Federal Regulations, § 1.56(a). Ihereby claim foreign priority benefits under Title 35, United
States Code, § 119 of any foreign application(s) for patent or inventor's certificate listed below and have
also identified below any foreign application for patent or inventor's certificate having a filing date before
that of the application on which priority is claimed.’

Application Number Country Date of Filing Priority Claimed

YesV Nov

N/A

Page 1 of 4 |
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I hereby claim the benefit under Title 35, United States § 119(e) of any United States provisional
application(s) listed below.

A‘pplicaﬁon Number Date of Filing

60,421,930 : 10/28/2002

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in
the prior United States application in the manner provided by the first paragraph of Title 35, United States
Code, §112,Iacknowledge the duty to disclose material information as defined in Title 37, Code of
Federal Regulations, §1.56, including for continuation-in-part applications, material information which
became available between the filing date of the prior application and the national or PCT international
filing date of the continuation-in-part application.

Application Number Date of Filing Status -Patented, Pending, or
Abandoned

N/A

APPLICABLE STATUTES & RULES

37 CE.R. §1.56 - DUTY OF DISCLOSURE; FRAUD; STRIKING OR REJECTION OF APPLICATIONS

(a) A duty of candor and good faith toward the Patent and Trademark Office rests on the
inventor, on each attorney or agent who prepares or prosecutes the application and on every other
individual who is substantively involved in the preparation or prosecution of the application and
who is associated with the inventor, with the assignee or with anyone to whom there is an
obligation to assign the application. All such individuals have a duty to disclose to the Office
information they are aware of which is material to the examination of the application. Such
information is material where there is a substantial likelihood that a reasonable examiner would
consider it important in deciding whether to allow the application to issue as a patent. The duty is
commensurate with the degree of involvement in the preparation or prosecution of the application.

Information relating to the following factual situations enumerated in 35 U.S.C. §102and § 103 should
be considered material under 37 CF.R. § 1.56(a): LT ‘

A person shall be entitled to a patent unless -- ‘

(a) The invention was known or used by others in this country, or patented or described in a
printed publication in this or a foreign country, before the invention thereof by the applicant for
patent, or :

(b) the invention was patented or described in a printed publication in this or a foreign
country or in public use or on sale in this country, more than one year prior to the date of the
application for patent in the United States, or

(c) he has abandoned the invention, or

(d) the invention was first patented or caused to be patented, or was the subject of an
inventor's certificate, by the applicant or his legal representatives or assigns in a foreign country

- prior to the date of the application for patent in this country on an application for patent or

Page 2 of 4 DACOSTAF.PT1
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inventor's certificate filed more than twelve months before the filing of the application in the United
States, or

e) the invention was described in a patent granted on an application for patent by another
filed in the United States before the invention thereof by the applicant for patent, or on an
international application by another who has fulfilled the requirements of paragraphs (1), (2), and
(4) of section 371(c) of this title before the invention thereof by the applicant for patent, or

(f) he did not himself invent the subject matter sought to be patented, or

(g) before the applicant's invention thereof the invention was made in this country by another
who had not abandoned, suppressed, or concealed it. In determining priority of invention there
shall be considered not only the respective dates of conception and reduction to practice of the
invention, but also the reasonable diligence of one who was first to conceive and last to reduce to
practice, from a time prior to conception by the other.

35 U.S.C. §103 - CONDITIONS FOR PATENTABILITY; NON-OBVIOUS SUBJECT MATTER

A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.

35 U.S.C. §119- BENEFIT OF EARLIER FILING DATE IN FOREIGN COUNTRY RIGHT OF PRIORITY
(Applicable Portion)

An application for patent for an invention filed in this country by any person who has, or whose
legal representatives or assigns have, previously regularly filed an application for a patent for the same
invention in a foreign country which affords similar privileges shall have the same effect as the same
application would have if filed in this country on the date on which the application for patent for the
same invention was first filed in such foreign country, if the application in this country is filed within
twelve months from the earliest date on which such foreign application was filed; but no patent shall be
granted on any application for patent for an invention which has been patented or described in a printed
publication in any country more than one year before the date of the actual filing of the application in this
country, or which had been in public use or on sale in this country more than one year prior to such filing.

35 US.C. § 120 - BENEFIT OF EARLIER FILING DATE IN THE UNITED STATES

An application for patent for an invention disclosed in the manner provided by the first paragraph
of section 112 of this title in an application previously filed in the United States, or as provided by section
363 of this title, by the same invention shall have the same effect, as to such invention, a5 though filed on
the date of the prior application, if filed before the patenting or abandonment of or termination of
proceedings on the first application or on an application similarly entitled to the benefit of the filing date
of the first application and if it contains or is amended to contain a specific reference to the earlier filed

application.
35 U.S.C. §112-SPECIFICATION (Applicable Portion)

The specification shall contain a written description of the invention, and of the manner and process
of making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make use the same, and shall set
forth the best mode contemplated by the inventor of carrying out his invention.

The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention.

Page 3 of 4 DACOSTAF.PT1

EX1008, Page 76



, Ihemby appoint as atbomeysofrecordmthfunpowerofsubsﬁmuonandrevomﬁon toprosecute&us
application and transact all business in the Patent and Trademark Office connected therewith: Otto O. Lee,

Reg. No. 37,871, Debbie Chun, Reg. No. 38,700, Naren Chaganti, Reg. No. 44,602, and ]uneko C. Jackson, Reg.
No. 48,870 _ ‘

Send Correspandence to:  Intellectual Property Law Group LLP Direct Telephone Calls to:
’ 12 South First Street, Twelfth Floor ) O,
. San Jose, CA 95113 _ o (408) 286-8933
OF INVENTOR - ’ : ! L Nk ' |
2 o Francis . ' "] daCosta - o
"RESERCEN CR ' oF B R —
1° San Jose : Caltfornia USA :
: ese ) CHy ) oF ZpCode ]
r 1299 PARKMQOR AVE, #163° |  sandJose CA 95126

zv ‘Sriram _ Dayanandan
- RESIERCEY TR m—v—[—mm Seigh Co : R i a—
o San Jose. : CA l . INDIA

~POBT OFFICE ot Offica Addiess THy Tl o 25 Toa

2 ADDRESS i o
1299 PARKMOOR AVE, #153 San Jose CA 95128

Ifmherdodarethatdshbmemmdohmdmmm“bdmmmmm:ﬂmmsnndemmfomaﬁmandw
are believed to be true; and further that these statements were made with the inowledge that willful false statements and the like so
mads are punishable by fine or imprisonment, or both, under section 1001 of Tile 18 of the UmdetabsCode andthatsuchwlﬂfm

.faise statements may jeopardize the vafidily of the application of any patent issuing thereon. .
I

"SEmn of Tnventor "S‘umm of nventor '
Dats 05/07/2053 . ' 5 ‘

(Signatures should conform to names as presesnted at 201 ef seq. above.)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPIO.gOV

AP%?QQON I 35&:1)1\11()}/;;]5 GII{;%I}T I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
12/154,155 05/19/2008 2617 1220 MESHPO001C1 1 1
CONFIRMATION NO. 7521
21912 UPDATED FILING RECEIPT
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 LA A

CUPERTINO, CA 95014
Date Mailed: 11/06/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Francis da Costa, San Jose, CA;
Sriram Dayanandan, San Jose, CA;
Assignment For Published Patent Application
Mesh Dynamics, Inc.

Power of Attorney:
Otto Lee--37871

Debra Chun--38700
Naren Chaganti--44602
Juneko Jackson--48870

Domestic Priority data as claimed by applicant
This application is a CON of 10/434,948 05/08/2003 PAT 7,420,952
which claims benefit of 60/421,930 10/28/2002

Foreign Applications

If Required, Foreign Filing License Granted: 07/11/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/154,155

Projected Publication Date: 02/12/2009
Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title

High performance wireless networks using distributed control
Preliminary Class

370

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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PTO/SB/81 (07-08)
Approved for use through 12/31/2008. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
Application Number 12/154,155 \
(" POWER OF ATTORNEY PP

OR Filing Date May 19, 2008
REVOCATION OF POWER OF ATTORNEY | rst Named Inventor Frenh datore

Title High Performance Wireless Networks Using
WITH A NEW POWER OF ATTORNEY -
AND Art Unit 2617
Examiner Name Not Yet Assigned

GHANGE OF CORRESPONDENCE ADDRESS

Attorney Docket Number | 0357-02212

| hereby revoke all previous powers of attorney given in the above-identified application.

A Power of Attorney is submitted herewith.

OR
| hereby appoint Practitioner(s) associated with the following Customer 27197
Number as my/our attorney(s) or agent(s) to prosecute the application
identified above, and to transact all business in the United States Patent
and Trademark Office connected therewith:
OR
|:| | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the application identified above, and
to transact all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified application to:

|:| The address associated with the above-mentioned Customer Number.
OR

The address associated with Customer Number: 27197
OR

|:| Firm or
Individual Name

Address

City | state | | zi |
Country
Telephone | Email |

| am the:

|:| Applicant/Inventor.
OR
Assignee of record of the entire interest. See 37 CFR 3.71.
. Statement under 37 CFR 3.73(b) (Form PTO/SB/96) submitted herewith or filed on

SIGNATURE of Applicant or Assignee of Record
Signature JFRANCIS DACOSTA/ Date 11- 16-2008

Name Francis daCosta Telephone +1 (408) 373-7700

Title and Company CTO, MESH DYNAMICS INC.

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more than one
signature is required, see below*.

*Total of ! forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/96 (10-08)

Approved for use through 11/30/2008. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Mesh Dynamics, Inc.
Application No./Patent No.: 12/154,155 Filed/Issue Date: May 19, 2008

Entitled:  High Performance Wireless Networks Using Distributed Control

Mesh Dynamics, Inc. a corporation

(Name of Assignee) ’ (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that it is:

1 the assignee of the entire right, title, and interest; or

2. an assignee of less than the entire right, title and interest
(The extent (by percentage) of its ownership interest is %)

in the patent application/patent identified above by virtue of either:
A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in

the United States Patent and Trademark Office at Reel 019345 , Frame 0124 , or for which a
copy therefore is attached.

OR
B. |:| A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame or for which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet.

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Szymon M. Gurda/ Nov. 19, 2008
Sighature Date
Szymon M. Gurda 312-621-1330
Printed or Typed Name Telephone Number

Attorney of record

Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 4319621

Application Number: 12154155

International Application Number:

Confirmation Number: 7521
Title of Invention: High performance wireless networks using distributed control
First Named Inventor/Applicant Name: Francis da Costa
Customer Number: 21912
Filer: Szymon Maciej Gurda

Filer Authorized By:

Attorney Docket Number: MESHP001C1
Receipt Date: 19-NOV-2008
Filing Date: 19-MAY-2008
Time Stamp: 17:13:57
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)(tes)/ Multl. 'Pages
Number Message Digest | Part/.zip| (ifappl.)
743306
1 Power of Attorney PoA.pdf no 1
59c4748ce9777bdcd2e78617a585e412402|

6d063

Warnings:

Information:
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283530
2 Power of Attorney sb0096.pdf no 2

e061e1b596ca3a5cad0512c48c326c24bco)

Warnings:

Information:

Total Files Size (in bytes):‘ 1026836

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

ﬁaﬂ;\;ﬂ;ﬁ,g\&:gxma 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/154,155 05/19/2008 Francis da Costa 0357-02212
CONFIRMATION NO. 7521
27197 POA ACCEPTANCE LETTER
CHERSKOV & FLAYNIK

THE CIVIC OPERA BUILDING

T
20 NORTH WACKER DRIVE, SUITE 1447

CHICAGO, IL 60606

Date Mailed: 12/04/2008

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 11/19/2008.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/sabuna/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

ﬁaﬂ{‘\s};‘{g,g\g\{gma 22313-1450
APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO/TITLE |
12/154,155 05/19/2008 Francis da Costa MESHP001C1
CONFIRMATION NO. 7521
21912 POWER OF ATTORNEY NOTICE
VAN PELT, YI & JAMES LLP

10050 N. FOOTHILL BLVD #200

T
CUPERTINO, CA 95014

Date Mailed: 12/04/2008

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 11/19/2008.

+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/sabuna/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPIO.gOV

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/154,155 05/19/2008 Francis da Costa 0357-02212
CONFIRMATION NO. 7521
27197 PUBLICATION NOTICE

CHERSKOV & FLAYNIK

THE CVIG. OPERA BUILDING T
20 NORTH WACKER DRIVE, SUITE 1447

CHICAGO, IL 60606

Title:High performance wireless networks using distributed control

Publication No.US-2009-0040989-A1
Publication Date:02/12/2009

NOTICE OF PUBLICATION OF APPLICATION
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PRELIMINARY AMENDMENT

Dear Sir:

Pursuant to 37 CFR §1.115, Applicant requests entry of the following Preliminary
Amendment:

Amendments to the Claims are reflected in the listing of claims beginning on page two
of this paper.

Remarks/Arguments begin on page six of this paper.
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Amendments to the Claims

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1. (Previously Presented) A dynamic wireless network comprising:
a parent node;
a plurality of child nodes coupled to the parent node; wherein

at least some of the child nodes are sibling nodes that are configured to directly communicate
with each other.

2. (New) A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of the
wireless mesh network;

one or more root nodes connected to said access server and an external network;

one or more AP nodes wherein each AP node is in wireless two-way data communication
with an associated parent node wherein said associated parent node is selected from all available
parent nodes wherein an available parent node is another AP node within wireless
communication range of the AP node and the associated parent node is an available parent node
meeting one or more communication criteria or the associated parent node is a root node within
wireless communication range;

wherein an AP node is in wireless communication with zero or more clients; and

wherein an AP node includes a means for switching two-way data communication from a
first associated parent node to a second associated parent node based on the functioning
parameters of the wireless mesh network and wherein an AP node contains one or more datasets.

3. (New) The wireless mesh network of claim 2 wherein one of the datasets contained in an AP
node comprises a route path dataset comprising an identifier for the associated parent node
appended to the route path dataset for the associated parent node.
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4. (New) The wireless mesh network of claim 3 wherein the communication criteria comprises
instructions for the AP node to select the associated parent node wherein an available parent
node is selected to become the associated parent node if the available parent node is in wireless
communication with a root node or if a root node is contained in the available parent node’s
route path dataset.

5. (New) The wireless mesh network of claim 4 wherein one of the datasets contained in the AP
node comprises a cost to connect and said cost to connect is calculated using the level of network
congestion experienced by the available parent node.

6. (New) The wireless mesh network of claim 5 wherein the communication criteria comprises
instructions for the AP node to select the associated parent node wherein the cost to connect of
the associated parent is the lowest of all available parent nodes.

7. (New) The wireless mesh network of claim 4 wherein one of the datasets contained in the AP
node comprises an amount of AP data traffic wherein the amount of AP data traffic comprises
the amount of data exchanged between the AP node and the zero or more clients in
communication with the node and wherein another of the datasets contained in the AP node
comprises a maximum capacity amount of the AP node.

8. (New) The wireless mesh network of claim 7 wherein the communication criteria comprises
instructions for the AP node to associate with an available parent node wherein the amount of AP
data traffic is less than the sum of the maximum capacity amount of the available parent node
and the available parent amount of AP data traffic.

9. (New) The wireless mesh network of claim 4 wherein one of the datasets contained in an AP
node comprises a dataset of child node identifiers wherein the dataset of child node identifiers is
a dataset identifying each AP node in wireless communication with the AP.

10. (New) The wireless mesh network of claim 2 wherein one of the datasets contained in an
AP node comprises a throughput capacity of the AP node.
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11. (New) The wireless mesh network of claim 8 wherein the communication criteria comprises
instructions for the AP node to associate with a single suitable parent node wherein a parent node
is suitable if the throughput capacity of the parent node is the highest of all available parent
nodes.

12. (New) The wireless mesh network of claim 4 wherein the communication criteria further
comprises instructions for the AP node to associate with a single suitable parent node wherein
the route path dataset of the parent node is the shortest route path dataset of all available parent
nodes.

13. (New) The wireless mesh network of claim 7 wherein the means for switching two-way
data communications selects the second associated parent node when the first associated parent
node amount of AP data traffic approaches the parent node maximum capacity amount within a
congestion value set by the access server.

14. (New) The wireless mesh network of claim 4 wherein the access server functioning
parameters includes a latency modifier wherein the AP node means for switching from the first
associated parent node to a second associated parent node result in selection of the second
associated parent wherein the route path of the second associated parent node is shorter than the
first associated route path by a value related to the latency modifier.

15. (New) The wireless mesh network of claim 2 wherein the wireless communication with
clients includes a means to adjust a signal strength of the AP node wireless communication with
clients and wherein the means for adjusting the signal strength of the AP node decreases the
signal strength of the AP node when the amount of data sent from the zero or more clients
exceeds a data congestion threshold value..

16. (New) The wireless mesh network of claim 9 wherein the dataset of child node identifiers
is accessible to each child node.
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17. (New) The wireless mesh network of claim 16 wherein the AP node dataset of child nodes
contains two or more child nodes wherein the zero or more clients in communication with a first
child node sends data wherein a destination of the data is a second child node, the first child node
sends the data directly to the second child node.

18. (New) An autonomous wireless mesh network node comprising:

means for wireless two-way data communication with a single associated parent node
wherein an available parent node is another autonomous node within wireless communication
range of the autonomous node and the associated parent node is an available parent node meeting
one or more of communication criteria or the associated parent node is another autonomous
wireless mesh network node in communication with an external network;

means for wireless communication with zero or more clients having a signal strength;
at least one of a dataset; and

wherein the autonomous wireless mesh network node includes a means for selecting a
second associated parent node and redirecting the wireless two-way data communication to the
second associated parent node from a first associated parent node.

19. (New) The autonomous wireless mesh network node of claim 18 wherein the at least one of
a dataset includes a remaining data throughput capacity of the autonomous wireless mesh
network node.

20. (New) The autonomous wireless mesh network node of claim 19 wherein the means for
wireless communication with zero or more clients decreases the signal strength as the remaining
data throughput capacity of the autonomous wireless mesh network node decreases.
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Applicant Remarks/Arguments

Applicant requests entry of the current preliminary amendment prior to substantive
review of the matter. Applicant submits that the status of the application as listed in Private
PAIR indicates that the application is yet to be assigned to an examiner for substantive review.
Therefore, Applicant submits that the current preliminary amendment should not interfere with

the preparation of a first office action.

Support for the new claims is found throughout the Specification. Specifically, in regards
to the first new independent claim (claim 2), the access server and the root node are discussed in
941 and 942 of the Specification. 445 contains a discussion of the various elements of the
remaining nodes of the mesh network. Communication with clients is discussed in 443 and
switching from a first associated radio to a second associated radio is discussed in several places,

such as 460 where selection of a new parent is discussed.

Specification 945 and Figure 4 provide that each network node contains a connection
path dataset (the “RP: Route Path”) as is claimed in new claim 3. In terms of claim 4, 456
provides route paths that include the root node as part of the path. Specification 45 and 56
discus selecting a parent node for association based on presence of a root node in the route path
as is covered by new claim 4. 945 discusses selecting an available parent node for association
based on network congestion levels, as claimed by claims 5 and 6. (“When a node is congested it
raises the cost of connectivity for a prospective child, thereby dissuading new connections till the
congestion is alleviated. The cost to connect is a number transmitted to the child node. It is

related to the level of congestion.”)

In regards to claims 7 and 8, 945 teaches that each node, prior to selecting a parent for
association, checks the capacity of the available parent as well as current network congestion
levels of the available parent, and only associates with an available parent whose capacity has
not been exceeded. See “LR: Load on Route, is the total communications traffic (load) from all
children and their descendants that a Node sees...This information is needed to determine if a

particular parent can support the communication needs (load) of a new child node.”).
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The Specification 484 also teaches that each node will be aware of the children that are
connected to the node, as claimed by claim 9. See “service asynchronous applications each node
services its children in a round robin manner, ensuring that all children are serviced in
sequence...” which implies that the mesh node must be aware of all active children as otherwise

the mesh node could not service each of its child nodes.

Claims 10 and 11 relate to throughput capacities. The calculation of the throughput
capacity at each node is discussed in 445 which provides a sample calculation of the throughput
at a sample node. (See “GT Global Throughput: This is the product of all throughputs each node
along the route provides. Nodes connected to the root have a throughput related to LS. Thus the
throughput of Node 002 in Fig. 4B is 79%.”) Maximizing throughput as the parent selection

criterion is discussed in 48.

Claim 12 covers selection of a parent for association based on the shortest route path,
which is discussed in the Specification 4451 and 55 which discuss that a minimal latency is

achieved by selecting shortest paths to the root.

Specification, 464 discusses node re-association based on an overly congested parent,
which results in a re-balancing of the network - “a characteristic of a mesh network is the ability
for nodes to select alternate routes, in case one node fails or becomes congested.” The use of the
access server to increase a latency modifier thereby causing some of the mesh nodes to switch
parents, covered by claim 14, is discussed in 466 (“The access server can force this by increasing
the latency cost factor, resulting in nodes that can connect to the root directly to do so rather than

through another node closer to them to the root.”).

The adjustment of signal strength in order to cause client radios to lose a connection
thereby lessening the data load on a given node that is the subject of claim 15 is discussed in
44169-71 of the specification. (“When the load exceeds a cut off threshold, the Access Point will
drop its signal strength to the lowest possible - thereby dissuading clients such as laptops from

associating with it.”)

Claims 16 and 17 discuss child nodes of the parent that exchange information directly

between one-another. This type of direct communication between the child nodes (each child
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node being a “sibling” of another child node of the same parent) is discussed in 995 to 99.
Specifically, 998 teaches that “data intended for these siblings is received, it will automatically

be sent to the sibling, without involving the parent.”

In regards to new claims 18-20, the specification indicates that each network node
operates independently of one another and the configuration of each independent node is not set
by a central server. For example, 915 teaches “the changes in the network take place with
algorithms running in each AP node. The Access Server does not change the characteristics of
cach node, it simply sets the parameters governing the characteristic of the network - and let the
AP nodes reconfigure their relationships to meet the objectives set by the Access Server.” 45
discusses the various datasets contained in each node and that each node can select which other
node will be its associated parent. The limitation that each node is associated with only one
parent is supported by specification section “Description of Parent Selection Algorithm” q46-53
and specifically 952 which provides that “the node selects one parent node that satisfies the

requirements of low latency or high throughput...” (emphasis added).

Applicant respectfully requests consideration of the attached claims and substantive
review of the instant application. No fee is believed to be due with the submission of this
preliminary amendment. If a fee is owed, the undersigned consents to the withdrawal of the

appropriate amount from deposit account 501709.

Claims 1-20 are pending, of which claims 2-19 are new. In the event that a telephonic
interview will aid in the consideration of the claims, examiner is urged to contact the

undersigned.
Respectfully Submitted,

/Szymon M. Gurda/

Szymon M. Gurda
(Reg. No. 58,451)

December 10, 2009
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Office Action Summary Examiner Art Unit

Stephen M. D'Agosta 2617

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 12-10-2009 (prelim. amdt).
2a)[] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-20 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s)_____is/are allowed.
6)] Claim(s) ____is/are rejected.
7)[] Claim(s) is/are objected to.

8)X] Claim(s) 1-20 are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 19 May 2008 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAll  b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date _____. 6) |:| Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100525
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DETAILED ACTION
Election/Restrictions

Restriction to one of the following inventions is required under 35 U.S.C. 121:

l. Claim 1, drawn to a simple parent/child node dynamic wireless network
whereby children have siblings that communicate directly.

Il. Claim 2-17, drawn to a non-dynamic mesh network with access points,
access server and at least one parent (being a root node) and switching
between parent nodes by the access point.

Il. Claim 18-20, drawn to an autonomous wireless mesh network with parent
and autonomous nodes which support use of a dataset and means for
selecting/redirecting two-way communications to the second parent node

from a first parent node.

As outlined above, the three groupings have separate and distinct concepts such
that a burden is placed on the examiner to search these three different groups. They
are mutually exclusive from each other and have differences that inherently requires

different art to be applied for each instance and thus a restriction is warranted.

The applicant is requested to select ONE group and cancel all other claims. The

other two groupings can be filed as separate applications.
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Double Patenting
The examiner believes that a Terminal Disclaimer will ultimately be required as
based on the three groupings of claims all reciting broad concepts as the parent
application (eg. mesh network with parent/children nodes and routing/switching).
The applicant should consider sending in a signed Terminal Disclaimer when

they respond with their election to speed prosecution.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claim 1 - the claimed invention is directed to non-statutory subject matter.

The examiner notes that claim 1 does not empirically identify a statutory
apparatus nor do they recite any special hardware such that a human being cannot
perform the actions stated (eg. humans can form a "network"” and speak to each other
"wirelessly").

This claims should be amended to include some type of processor or (WLAN)

transceiver to rule out the interpretation of a human performing the actions.
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Conclusion

The applicant has 1 month to respond back with an election.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Stephen M. D'Agosta whose telephone number is 571-
272-7862. The examiner can normally be reached on M-F, 8am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Lewis West can be reached on 571-272-7859. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Stephen M. D'Agosta/
Primary Examiner, Art Unit 2617
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PATENT
CONF. NO. 7521

UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: DACOSTA, Francis

Application: HIGH PERFORMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL

Serial No.: 12/154,155

Art Unit: 2617

Filing Date: August 9, 2010

Examiner: Stephen M. D Agosta

Atty. Dkt. No.: 0357-02212

Submitted via EFS-Web on

Mail Stop Amendment 123 West Madison St.
Commissioner for Patents Suite 400
P.O. Box 1450 Chicago, IL 60602
Alexandria, VA 22313-1450 312-621-1330

AMENDMENT AND ELECTION

Dear Sir:

In response to the August 8, 2010 Restriction Requirement, applicant elects
Group Il (two), representing claims 2-17, without traverse and amends the claims as

follows:

Amendments to the Claims are reflected in the listing of claims beginning on page two
of this paper.

Remarks/Arguments begin on page seven this paper.
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In re: daCosta (Ser. No. 12/154,155)
Response to August 9, 2010 Restriction Requirement
Page -2-

CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the
application. Applicant respectfully reserves the right to prosecute any originally

presented or canceled claims in a continuing or future application.

1. (Withdrawn) A dynamic wireless network comprising:

a parent node;

a plurality of child nodes coupled to the parent node; wherein

at least some of the child nodes are sibling nodes that are configured to directly

communicate with each other.

2. (Previously Presented) A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of
the wireless mesh network;

one or more root nodes connected to said access server and an external network;

one or more AP nodes wherein each AP node is in wireless two-way data
communication with an associated parent node wherein said associated parent node is
selected from all available parent nodes wherein an available parent node is another AP
node within wireless communication range of the AP node and the associated parent
node is an available parent node meeting one or more communication criteria or the
associated parent node is a root node within wireless communication range;

wherein an AP node is in wireless communication with zero or more clients; and
wherein an AP node includes a means for switching two-way data communication from
a first associated parent node to a second associated parent node based on the
functioning parameters of the wireless mesh network and wherein an AP node contains

one or more datasets.

EX1008, Page 133



In re: daCosta (Ser. No. 12/154,155)
Response to August 9, 2010 Restriction Requirement
Page -3-

3. (Previously Presented) The wireless mesh network of claim 2 wherein one of the
datasets contained in an AP node comprises a route path dataset comprising an
identifier for the associated parent node appended to the route path dataset for the

associated parent node.

4. (Previously Presented) The wireless mesh network of claim 3 wherein the
communication criteria comprises instructions for the AP node to select the associated
parent node wherein an available parent node is selected to become the associated
parent node if the available parent node is in wireless communication with a root node

or if a root node is contained in the available parent node’s route path dataset.

5. (Previously Presented) The wireless mesh network of claim 4 wherein one of the
datasets contained in the AP node comprises a cost to connect and said cost to connect
is calculated using the level of network congestion experienced by the available parent

node.

6. (Previously Presented) The wireless mesh network of claim 5 wherein the
communication criteria comprises instructions for the AP node to select the associated
parent node wherein the cost to connect of the associated parent is the lowest of all

available parent nodes.

7. (Previously Presented) The wireless mesh network of claim 4 wherein one of the
datasets contained in the AP node comprises an amount of AP data traffic wherein the
amount of AP data traffic comprises the amount of data exchanged between the AP
node and the zero or more clients in communication with the node and wherein another
of the datasets contained in the AP node comprises a maximum capacity amount of the
AP node.
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Response to August 9, 2010 Restriction Requirement
Page -4-

8. (Previously Presented) The wireless mesh network of claim 7 wherein the
communication criteria comprises instructions for the AP node to associate with an
available parent node wherein the amount of AP data traffic is less than the sum of the
maximum capacity amount of the available parent node and the available parent

amount of AP data traffic.

9. (Previously Presented) The wireless mesh network of claim 4 wherein one of the
datasets contained in an AP node comprises a dataset of child node identifiers wherein
the dataset of child node identifiers is a dataset identifying each AP node in wireless

communication with the AP.

10. (Previously Presented) The wireless mesh network of claim 2 wherein one of the
datasets contained in an AP node comprises a throughput capacity of the AP node.

11. (Previously Presented) The wireless mesh network of claim 8 wherein the
communication criteria comprises instructions for the AP node to associate with a single
suitable parent node wherein a parent node is suitable if the throughput capacity of the

parent node is the highest of all available parent nodes.

12. (Previously Presented) The wireless mesh network of claim 4 wherein the
communication criteria further comprises instructions for the AP node to associate with
a single suitable parent node wherein the route path dataset of the parent node is the

shortest route path dataset of all available parent nodes.

13. (Previously Presented) The wireless mesh network of claim 7 wherein the means
for switching two-way data communications selects the second associated parent node
when the first associated parent node amount of AP data traffic approaches the parent

node maximum capacity amount within a congestion value set by the access server.
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Response to August 9, 2010 Restriction Requirement
Page -5-

14. (Previously Presented) The wireless mesh network of claim 4 wherein the access
server functioning parameters includes a latency modifier wherein the AP node means
for switching from the first associated parent node to a second associated parent node
result in selection of the second associated parent wherein the route path of the second
associated parent node is shorter than the first associated route path by a value related

to the latency modifier.

15. (Previously Presented) The wireless mesh network of claim 2 wherein the wireless
communication with clients includes a means to adjust a signal strength of the AP node
wireless communication with clients and wherein the means for adjusting the signal
strength of the AP node decreases the signal strength of the AP node when the amount
of data sent from the zero or more clients exceeds a data congestion threshold value..

16. (Previously Presented) The wireless mesh network of claim 9 wherein the dataset

of child node identifiers is accessible to each child node.

17. (Previously Presented) The wireless mesh network of claim 16 wherein the AP
node dataset of child nodes contains two or more child nodes wherein the zero or more
clients in communication with a first child node sends data wherein a destination of the
data is a second child node, the first child node sends the data directly to the second

child node.
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Response to August 9, 2010 Restriction Requirement
Page -6-

18. (Withdrawn) An autonomous wireless mesh network node comprising:

means for wireless two-way data communication with a single associated parent node
wherein an available parent node is another autonomous node within wireless
communication range of the autonomous node and the associated parent node is an
available parent node meeting one or more of communication criteria or the associated
parent node is another autonomous wireless mesh network node in communication with
an external network;

means for wireless communication with zero or more clients having a signal strength;
at least one of a dataset; and

wherein the autonomous wireless mesh network node includes a means for selecting a
second associated parent node and redirecting the wireless two-way data
communication to the second associated parent node from a first associated parent

node.

19. (Withdrawn) The autonomous wireless mesh network node of claim 18 wherein the
at least one of a dataset includes a remaining data throughput capacity of the

autonomous wireless mesh network node.

20. (Withdrawn) The autonomous wireless mesh network node of claim 19 wherein the
means for wireless communication with zero or more clients decreases the signal
strength as the remaining data throughput capacity of the autonomous wireless mesh
network node decreases.
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Response to August 9, 2010 Restriction Requirement
Page -7-

REMARKS

Applicants elect Group Il (two), without traverse. Claims 2-17 comprising Group
Il are presented in the current amendment while remaining claims, comprising Groups |
and 1l are withdrawn without prejudice to prosecution in a Divisional Application or
Applications.

Claims 2-17 are considered as part of Examiner's Group Il inasmuch as these
claims cover mesh network featuring inter alia AP Nodes which switch between parent
nodes depending on network characteristics.

No new matter has been introduced under this amendment.

An earnest attempt has been made hereby to respond to the August 9, 2010
Restriction Requirement. All claims are deemed in condition for examination. If the
Examiner feels that a telephonic interview will expedite allowance, he is respectfully

urged to contact the undersigned. Claims 1-8 are pending in the application.

Dated: October 18, 2010 Respectfully submitted,

CHERSKOV & FLAYNIK

/Szymon M. Gurda/

Szymon M. Gurda
Reg. No. 58,451
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Art Unit: 2617
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COMMISSIONER FOR PATENTS 123 West Madison, Suite 400
P.O. Box 1450 Chicago, IL 60602
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PETITION TO EXTEND TIME
Sir:

It is respectfully requested that the time for response to the Official Action dated August
9, 2010, be extended two (2) months to November 9, 2010.

Payment of the $245.00 extension of time fee will be arranged using the EFS-Web
electronic filing system. The Office is authorized to charge any deficiency or credit any

overpayment to the undersigned’s Deposit Account No. 501709.

Respectfully submitted,
CHERSKOYV & FLAYNIK

By /Szymon M. Gurda/
Szymon M. Gurda (Reg. No.58,451)
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Application No. Applicant(s)

12/154,155 DA COSTAETAL.
Office Action Summary Examiner Art Unit

Stephen M. D'Agosta 2617

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)J Responsive to communication(s) filedon ______
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 2-17 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s)_____is/are allowed.
6)X] Claim(s) 2-6,10 and 15 is/are rejected.
)X Claim(s) 7-9,11-14,16 and 17 is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 19 May 2008 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAll  b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20101021
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Application/Control Number: 12/154,155 Page 2
Art Unit: 2617

DETAILED ACTION
Election/Restrictions

Claims 1 and 18-20 withdrawn from further consideration pursuant to 37 CFR

1.142(b) as being drawn to nonelected inventive concepts, there being no allowable
generic or linking claim.

Election was made without traverse in the reply filed on 10-18-2010.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)

may be used to overcome an actual or provisional rejection based on a nonstatutory
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Application/Control Number: 12/154,155 Page 3
Art Unit: 2617

double patenting ground provided the conflicting application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

Claims 2-17 rejected on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over claims 1-21 of U.S. Patent No. 7,420,952.
Although the conflicting claims are not identical, they are not patentably distinct from
each other because they put forth wireless mesh networks with Access Points, Parent
and Child/Mobile User nodes and switching/handing off from AP to AP as based on

performance/congestion requirements.

Claim Analysis - 35 USC § 101
The claims are compliant with 35 USC 101 requirements since they put forth
tangible apparatuses such as wireless mesh network components, access server(s),

root node(s), access point(s), and switching hardware for handoffs.
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Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 2-6 and 10 rejected under 35 U.S.C. 103(a) as being unpatentable over

Wolfe and further in view of Lee.

As per claim 2, Wolfe teaches a wireless mesh network (figure 1, abstract, title)
comprising:

an access server wherein the access server sets one or more functioning
parameters of the wireless mesh network (Network Manager #14 in figure 1, Para #30
and Para #35 which requires the RBS’s to connect/register, this “registration” is at least
one functioning parameter. See also Para #43 which puts forth BSC/NM shared
control);

one or more root nodes connected to said access server and an external network
(figure 1 shows a BSC #12 and/or MAP #20 which can be interpreted as a Root
Node(s), they provide connectivity to external network(s), #24);

one or more AP nodes wherein each AP node is in wireless two-way data
communication with an associated parent node wherein said associated parent node is
selected from all available parent nodes wherein an available parent node is another AP
node within wireless communication range of the AP node (figure 1 shows a mesh and
AP/RBS’s connecting to others that are proximate, figure 2 shows an RBS architecture
with RF links to mobile and backend links to other RBS'’s) and the associated parent
node is an available parent node meeting one or more communication criteria (Para #42
teaches determining the operational state of the RBS (eg. on/off) and this information
being updated throughout the network, which reads on a node meeting one

communication criteria, eg. it is ON) or the associated parent node is a root node within
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wireless communication range (N/A, alternative language used, hence this sentence is

moot);

wherein an AP node is in wireless communication with zero or more clients

(figure 1 shows that the AP/RBS’s can have zero or more clients connected);

wherein an AP node contains one or more datasets (figure 5 shows the routing
table, eg. “dataset” that can be stored/used by the AP/RBS nodes for routing of data
through the network, see Para #51 to0).

but is silent on

wherein an AP node includes a means for switching two-way data
communication from a first associated parent node to a second associated parent node
based on the functioning parameters of the wireless mesh network.

At least Lee teaches mobile Bluetooth users who can roam and handoff from one
AP #51 to another AP #52 which is supported by a high-level Router #42 and
associated Gateway #43 to external/public network(s), Application Server(s), etc..
(figure 5). Lee further teaches that the roaming mobile station will need to contact an
“access server/agent” in order to connect/register (see figure 6). Lastly, figure 8c shows
how the mobile interacts with nearby AP’s to handoff iffwhen the second AP has an
available channel (eg. handoff based on functioning parameters of the network).

It would have been obvious to one skilled in the art at the time of the invention to
modify Wolfe, such that wherein an AP node includes a means for switching two-way
data communication from a first associated parent node to a second associated parent
node based on the functioning parameters of the wireless mesh network, to provide

means for the mobile devices to roam and continue uninterrupted transmission of data.

As per claim 3, the combo teaches claim 2 wherein one of the datasets
contained in an AP node comprises a route path dataset comprising an identifier for the
associated parent node appended to the route path dataset for the associated parent
node (Wolfe teaches a “router” function in each RBS/AP, figure 2, #38 and use of
routing table metrics in Figure 5 which are continuously updated and propagated
through the network as nodes/conditions change, Para #42 and #51).
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As per claim 4, the combo teaches claim 3 wherein the communication criteria
comprises instructions for the AP node to select the associated parent node wherein an
available parent node is selected to become the associated parent node if the available
parent node is in wireless communication with a root node or if a root node is contained
in the available parent node's route path dataset (Wolfe teaches use of routing metrics
and routing table in figure 5 and Para #41 which inherently capture the real-time
network map and each AP understands which AP(s) are connected nearby.
Furthermore, Lee performs handoffs which are inherently based on neighbor lists and
identify target AP’s are may be connected to the same root node/BSC but it is not

necessary).

As per claims 5-6 and 10, the combo teaches claim 4/2 wherein one of the
datasets contained in the AP node comprises a cost to connect and said cost to connect
is calculated using the level of network congestion experienced by the available parent
node (Wolfe, Para’s #51-52 teaches understanding congestion metrics and performing
load-balancing).

With further regard to claim 6, note that one skilled would inherently select that
AP with the lowest “cost” since it will have the least amount of congestion and therefore
provide the best communications quality.

With further regard to claim 10, note that Wolfe can determine loading which is
inherently tied to the “throughput capacity of the AP node" since the load is a
percentage of total capacity.
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Claim 15 rejected under 35 U.S.C. 103(a) as being unpatentable over Wolfe/Lee
and further in view of Brouwer.

As per claims 15, the combo teaches claim 2 but is silent on wherein the
wireless communication with clients includes a means to adjust a signal strength of the
AP node wireless communication with clients and wherein the means for adjusting the
signal strength of the AP node decreases the signal strength of the AP node when the
amount of data sent from the zero or more clients exceeds a data congestion threshold
value.

At least Brouwer teaches understanding a congestion issue and performing
corrective action(s) such as reducing power level of the cell/AP or mobile(s) — see figure
3, step 4 and C10, L26-33:

For example, there might be an indication of an overload

condition, a <o tion situation, a rapidly increasing power

situation, an interference limit, etc. If warranted, action may

be taken by the radio network to reduce o< Lon by blocking

admission attempts, reducing transmit power levels, or by taking
some other action that results in a reduction of the third
number.

It would have been obvious to one skilled in the art at the time of the invention to
modify the combo, such that wherein the wireless communication with clients includes a
means to adjust a signal strength of the AP node wireless communication with clients
and wherein the means for adjusting the signal strength of the AP node decreases the
signal strength of the AP node when the amount of data sent from the zero or more
clients exceeds a data congestion threshold value, to provide means for reducing
congestion in the network by applying power control techniques/reduction.
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Allowable Subject Matter

Claims 7-9, 11-14 and 16-17 objected to as being dependent upon a rejected

base claim, but would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims.
These claims present highly detailed concepts not found in the prior art of record.

claim 7: “...wherein one of the datasets contained in the AP node comprises an
amount of AP data traffic wherein the amount of AP data traffic comprises the amount of
data exchanged between the AP node and the zero or more clients in communication
with the node and wherein another of the datasets contained in the AP node comprises
a maximum capacity amount of the AP node”.

claim 8. “...wherein the communication criteria comprises instructions for the AP
node to associate with an available parent node wherein the amount of AP data traffic is
less than the sum of the maximum capacity amount of the available parent node and
the available parent amount of AP data traffic”.

Claim 9: “...wherein one of the datasets contained in an AP node comprises a
dataset of child node identifiers wherein the dataset of child node identifiers is a dataset
identifying each AP node in wireless communication with the AP”.

Claim 11: “...wherein the communication criteria comprises instructions for the
AP node to associate with a single suitable parent node wherein a parent node is
suitable if the throughput capacity of the parent node is the highest of all available
parent nodes”.

Claim 12: “...wherein the communication criteria further comprises instructions
for the AP node to associate with a single suitable parent node wherein the route path
dataset of the parent node is the shortest route path dataset of all available parent
nodes”.

Claim 13: “...wherein the means for switching two-way data communications

selects the second associated parent node when the first associated parent node
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amount of AP data traffic approaches the parent node maximum capacity amount within
a congestion value set by the access server”.

Claim 14: “...wherein the access server functioning parameters includes a
latency modifier wherein the AP node means for switching from the first associated
parent node to a second associated parent node result in selection of the second
associated parent wherein the route path of the second associated parent node is
shorter than the first associated route path by a value related to the latency modifier”.

Claim 16: “...wherein the dataset of child node identifiers is accessible to each
child node”.

claim 17: “...wherein the AP node dataset of child nodes contains two or more
child nodes wherein the zero or more clients in communication with a first child node
sends data wherein a destination of the data is a second child node, the first child node
sends the data directly to the second child node”.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Stephen M. D'Agosta whose telephone number is 571-
272-7862. The examiner can normally be reached on M-F, 8am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Jinsong Hu can be reached on 571-272-3965. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Stephen M. D'Agosta/
Primary Examiner, Art Unit 2617
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UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: DACOSTA, Francis

Application: HIGH PERFORMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL
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Art Unit: 2617
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Mail Stop Amendment 123 West Madison St.
Commissioner for Patents Suite 400
P.O. Box 1450 Chicago, IL 60602
Alexandria, VA 22313-1450 312-621-1330

AMENDMENT AND RESPONSE TO OFFICE ACTION

Dear Sir:

Applicants submit this Amendment in response to the Office Action dated
October 27, 2010. Claims 2-6, 10 and 15 were rejected while claims 7-9, 11-14, 16 and
17 were objected-to. By this amendment, the objected-to claims are re-written in
independent form. Applicant submits that the claims are allowable and requests entry
of the instant amendment and that this case be passed to issuance.

Amendments to the Claims are reflected in the listing of claims beginning on page two
of this paper.

Remarks/Arguments begin on page eight this paper.
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AMENDMENTS TO THE CLAIMS
This listing of claims will replace all prior versions, and listings of claims in the
application.

1-4. (Cancelled)

5. (Currently Amended) The wireless mesh network of claim [[4]] 7 wherein one of the
datasets contained in the AP node comprises a cost to connect and said cost to connect
is calculated using the level of network congestion experienced by the available parent

node.

6. (Currently Amended) The wireless mesh network of claim [[5]] 7 wherein the
communication criteria comprises instructions for the AP node to select the associated
parent node wherein the cost to connect of the associated parent is the lowest of all
available parent nodes.

7. (Currently Amended) Fhe-wireless-mesh-network-ofclaim4

A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of

the wireless mesh network;

one or more root nodes connected to said access server and an external network;

one or more AP nodes wherein each AP node is in wireless two-way data

communication with an associated parent node wherein said associated parent node is
selected from all available parent nodes wherein an available parent node is another AP

node within wireless communication range of the AP node and the associated parent

node is an available parent node meeting one or more communication criteria or the

associated parent node is a root node within wireless communication range;

wherein an AP node is in wireless communication with zero or more clients: and
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wherein an AP node includes a means for switching two-way data communication from

a first associated parent node to a second associated parent node based on the

functioning parameters of the wireless mesh network and wherein an AP node contains

one or more datasets;

wherein the communication criteria comprises instructions for the AP _node to select the
associated parent node wherein an available parent node is selected to become the

associated parent node if the available parent node is in wireless communication with a

root node or if a root node is contained in the available parent node’s route path

dataset;

wherein one of the datasets contained in an AP node comprises a route path dataset

comprising an identifier for the associated parent node appended to the route path

dataset for the associated parent node; and

wherein one of the datasets contained in the AP node comprises an amount of AP data
traffic wherein the amount of AP data traffic comprises the amount of data exchanged
between the AP node and the zero or more clients in communication with the node and
wherein another of the datasets contained in the AP node comprises a maximum
capacity amount of the AP node.

8. (Previously Presented) The wireless mesh network of claim 7 wherein the
communication criteria comprises instructions for the AP node to associate with an
available parent node wherein the amount of AP data traffic is less than the sum of the
maximum capacity amount of the available parent node and the available parent

amount of AP data traffic.

9. (Previously Presented) The-wireless-mesh-network-ofclaim-4

A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of

the wireless mesh network;

one or more root nodes connected to said access server and an external network;
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one or more AP nodes wherein each AP node is in wireless two-way data

communication with an associated parent node wherein said associated parent node is

selected from all available parent nodes wherein an available parent node is another AP

node within wireless communication range of the AP node and the associated parent

node is an available parent node meeting one or more communication criteria or the

associated parent node is a root node within wireless communication range;

wherein an AP node is in wireless communication with zero or more clients; and

wherein an AP node includes a means for switching two-way data communication from

a first associated parent node fo a second associated parent node based on the

functioning parameters of the wireless mesh network and wherein an AP node contains

one or more datasets

wherein one of the datasets contained in an AP node comprises a route path dataset

comprising an identifier for the associated parent node appended to the route path

dataset for the associated parent node
wherein the communication criteria comprises instructions for the AP node to select the

associated parent node wherein an available parent node is selected to become the

associated parent node if the available parent node is in wireless communication with a

root node or if a root node is contained in the available parent node’s route path

dataset; and
wherein one of the datasets contained in an AP node comprises a dataset of child node
identifiers wherein the dataset of child node identifiers is a dataset identifying each AP

node in wireless communication with the AP.

10. (Currently Amended) The wireless mesh network of claim [[2]] 7 wherein one of the
datasets contained in an AP node comprises a throughput capacity of the AP node.

11. (Previously Presented) The wireless mesh network of claim 8 wherein the
communication criteria comprises instructions for the AP node to associate with a single
suitable parent node wherein a parent node is suitable if the throughput capacity of the
parent node is the highest of all available parent nodes.
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12. (Previously Presented) Fhe-wireless-mesh-network-of-claim4

A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of

the wireless mesh network;

one or more root nodes connected to said access server and an external network;

one or more AP nodes wherein each AP node is in wireless two-way data

communication with an associated parent node wherein said associated parent node is

selected from all available parent nodes wherein an available parent node is another AP

node within wireless communication range of the AP node and the associated parent

node is an available parent node meeting one or more communication criteria or the

associated parent node is a root node within wireless communication range;

wherein an AP node is in wireless communication with zero or more clients; and

wherein an AP node includes a means for switching two-way data communication from

a first associated parent node to a second associated parent node based on the

functioning parameters of the wireless mesh network and wherein an AP node contains

one or more datasets

wherein one of the datasets contained in an AP node comprises a route path dataset

comprising an identifier for the associated parent node appended to the route path

dataset for the associated parent node

wherein the communication criteria comprises instructions for the AP node to select the

associated parent node wherein an available parent node is selected to become the

associated parent node if the available parent node is in wireless communication with a

root node or if a root node is contained in the available parent node’s route path

dataset; and
wherein the communication criteria further comprises instructions for the AP node to
associate with a single suitable parent node wherein the route path dataset of the

parent node is the shortest route path dataset of all available parent nodes.
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13. (Previously Presented) The wireless mesh network of claim 7 wherein the means

for switching two-way data communications selects the second associated parent node
when the first associated parent node amount of AP data traffic approaches the parent

node maximum capacity amount within a congestion value set by the access server.

14. (Previously Presented) Fre-wireless-mesh-network-ofclaim4

A wireless mesh network comprising:

an access server wherein the access server sets one or more functioning parameters of

the wireless mesh network;

one or more root nodes connected to said access server and an external network;

one or more AP nodes wherein each AP node is in wireless two-way data

communication with an associated parent node wherein said associated parent node is

selected from all available parent nodes wherein an available parent node is another AP

node within wireless communication range of the AP node and the associated parent
node is an available parent node meeting one or more communication criteria or the

associated parent node is a root node within wireless communication range;

wherein an AP node is in wireless communication with zero or more clients; and

wherein an AP node includes a means for switching two-way data communication from

a first associated parent node to a second associated parent node based on the

functioning parameters of the wireless mesh network and wherein an AP node contains

one or more datasets

wherein one of the datasets contained in an AP node comprises a route path dataset

comprising an identifier for the associated parent node appended to the route path

dataset for the associated parent node

wherein the communication criteria comprises instructions for the AP node to select the

associated parent node wherein an available parent node is selected to become the

associated parent node if the available parent node is in wireless communication with a

root node or if a root node is contained in the available parent node’s route path

dataset; and
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wherein the access server functioning parameters includes a latency modifier wherein
the AP node means for switching from the first associated parent node to a second
associated parent node result in selection of the second associated parent wherein the
route path of the second associated parent node is shorter than the first associated

route path by a value related to the latency modifier.

15. (Currently Amended) The wireless mesh network of claim [[2]] 7 wherein the
wireless communication with clients includes a means to adjust a signal strength of the
AP node wireless communication with clients and wherein the means for adjusting the
signal strength of the AP node decreases the signal strength of the AP node when the
amount of data sent from the zero or more clients exceeds a data congestion threshold

value..

16. (Previously Presented) The wireless mesh network of claim 9 wherein the dataset

of child node identifiers is accessible to each child node.

17. (Previously Presented) The wireless mesh network of claim 16 wherein the AP
node dataset of child nodes contains two or more child nodes wherein the zero or more
clients in communication with a first child node sends data wherein a destination of the
data is a second child node, the first child node sends the data directly to the second

child node.
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REMARKS

In a Final Office Action dated October 27, 2010, claims 2-6, 10 and 15 were
rejected while claims 7-9, 11-14 16 and 17 were objected-to. Applicants hereby cancel
rejected subject matter without prejudice to prosecution of these claims in a continuation
filing. The application is therefore being limited to the objected-to claims 7-9, 11-14, 16
and 17 along with claims depending thereto. The objected-to claims have been re-
written into independent form with all limitations of the parent claims.

Consequently, applicant respectfully submits that the pending claims define
allowable subject matter and that the amendment to the claims be entered after Final
Office Action.

Fee payment via EFS-Web for one additional independent claim will accompany
this Response. The Commissioner is authorized to charge any necessary fees to the
undersigned’s Deposit Account No. 501709.

An earnest attempt has been made hereby to address the October 27, 2010
Official Action. All claims are deemed in condition for allowance and same is
respectfully requested. If the Examiner feels that a telephonic interview will expedite
allowance, the Examiner is respectfully urged to contact the undersigned. Claims 5-17
are pending. Applicant requests reconsideration of all of the aforementioned claims.

Respectfully Submitted,

November 18, 2010 [Szymon M. Gurda/
Szymon M. Gurda
Reg. No. 58,451
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THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
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HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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P.O. Box 1450
Alexandria, Virginia 22313-1450
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submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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| APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
12/154,155 05/19/2008 Francis da Costa 0357-02212 7521
27197 7590 12/06/2010 | EXAMINER |
MICHAEL J. CHERSKOV D AGOSTA, STEPHEN M
123 WEST MADISON STREET | ART UNIT PAPER NUMBER |
SUITE 400 2617
CHICAGO, IL. 60602 DATE MAILED: 12/06/2010

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 386 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 386 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.
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Application No. Applicant(s)
. . 12/154,155 DA COSTA ET AL.
Notice of Allowablllty Examiner Art Unit
Stephen M. D'Agosta 2617

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to the amendment received 11-18-2010.

2. [X] The allowed claim(s) is/are 5-17.

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[1 Al b)[J Some* c¢)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: _____.
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4.[] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ______.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PT0-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [] Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. Xl Examiner's Statement of Reasons for Allowance
of Biological Material
9. [ Other .
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20101129
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Application/Control Number: 12/154,155 Page 2
Art Unit: 2617

DETAILED ACTION
Response to Amendment
The applicant’'s amendment, received 11-18-2010, overcomes the examiner's

rejection. Hence claims 5-17 are allowed while claims 1-4 are cancelled.

Allowable Subject Matter
The following is an examiner’s statement of reasons for allowance:
1. The applicant has amended the novel material (as pointed out by the
examiner) into their corresponding independent claim(s). Thusly the examiner believes

the claims to be novel over the prior art of record.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Application/Control Number: 12/154,155 Page 3
Art Unit: 2617

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Stephen M. D'Agosta whose telephone number is 571-
272-7862. The examiner can normally be reached on M-F, 8am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jinsong Hu can be reached on 571-272-3965. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Stephen M. D'Agosta/
Primary Examiner, Art Unit 2617
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

Application No. : 12154155
Applicant : da Costa
Filing Date : 05/19/2008
Date Mailed : 12/30/2010

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Notice of Allowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given 2 month(s) from the mail date of this Notice within which to respond.

The informalities requiring correction are indicated in the attachment(s). If the informality
pertains to the abstract, specification (including claims) or drawings, the informality must be
corrected with an amendment in compliance with 37 CFR 1.121 (or, if the application is a reissue
application, 37 CFR 1.173). Such an amendment may be filed after payment of the issue fee if
limited to correction of informalities noted herein. See Waiver of 37 CFR 1.312 for Documents
Required by the Office of Patent Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004).
In addition, if the informality is not corrected until after payment of the issue fee, for purposes of
35 U.S.C. 154(b)(1)(iv), “all outstanding requirements” will be considered to have been satisfied
when the informality has been corrected. A failure to respond within the above-identified time
period will result in the application being ABANDONED. This period for reply is NOT
extendable under 37 CFR 1.136(a).

See attachment(s).
A copy of this notice MUST be returned with the reply. Please address response to

“Mail Stop Issue Fee,Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450".

/Kevin Danemark/
Publication Branch

Office of Data Management
(571) 272-4200
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Application No. 12154155

IDENTIFICATION OF SPECIFICATION/DRAWING INCONSISTENCIES

i

On Page 7 of the specification there is a brief description of FIG. 4A.4B, but the drawings filed
10/17/2008 do not include a drawing with that designation. Applicant must respond either by
supplying the omitted drawing or by amending the specification to remove all references to that
drawing.

The drawings filed 10/17/2008 include FIG. 4, but the specification's brief description of the
drawings does not describe a drawing with that designation. Applicant must respond either by
amending the specification to add a brief description of that drawing or by correcting the
drawings to remove the drawing in question.

Drawings are present in the application and are referred to in the detailed description of the
invention, but the specification does not contain a brief description of the drawings as required
by 37 CFR 1.74 and 37 CFR 1.77(b)(8).

Page of the specification refers to FIG. , but no drawing with that designation is described in the
brief description of the drawings and no drawing with that designation is present in the
application. Applicant must respond either by amending the specification to remove all
references to that drawing, or by supplying that drawing and amending the specification to add a
brief description of it.

OTHER:

COMMENTS:
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UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: DACOSTA, Francis

Application: HIGH PERFORMANCE WIRELESS NETWORKS USING
DISTRIBUTED CONTROL

Serial No.: 12/154,155

Art Unit: 2617

Filing Date: August 9, 2010

Examiner: Stephen M. D Agosta

Atty. Dkt. No.: 0357-02212

Submitted via EFS-Web on January 4, 2011

Mail Stop Issue Fee 123 West Madison St.
Commissioner for Patents Suite 400
P.O. Box 1450 Chicago, IL 60602
Alexandria, VA 22313-1450 312-621-1330

AMENDMENT AND RESPONSE TO NOTICE TO
FILE CORRECTED APPLICATION PAPERS

Dear Sir:

Applicants submit this Amendment in response to the Notice to File Corrected
Application Papers dated December 30, 2010.

Amendments to the Specification are reflected in the listing of paragraphs beginning
on page two of this paper.

Remarks/Arguments begin on page seven this paper.
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In re: daCosta (Ser. No. 12/154,155)

Response to December 30, 2010 Notice to File Corrected Application Papers

Page -2-

AMENDMENTS TO THE SPECIFICATION

Please amend 922, spanning lines 1-2 on page 7 of the Specification and replace with

the following:

[0022] FIG. [[4A]] 4 indicates terminology for variables used by parent selection and

load balancing algorithms according to an embodiment of the present invention.

Please delete 23, spanning lines 2-4 on page 7 of the Specification.

Please amend Y[43, spanning lines 7-15 on page 10 of the Specification and replace
with the following:

[0043] In that implementation of the invention, other wireless communications devices
or AP nodes (30) have two radios: one to communicate with its clients which includes
wireless devices such as laptops, VOIP wireless phones etc. Clients to one AP node
(30) also include other AP nodes (30) connecting to it. In Fig. [[4B]] 6(1), for example,
Node 002 has nodes 005 connected to it. In addition all nodes (30) may have local
clients - laptops etc. - connected to them directly. Each node, therefore, is dual purpose:
It acts as a relay node relaying traffic from a (child) node and also acts as an Access
Point to local devices. In this implementation of the invention, redundancy is assured

because of the mesh characteristic of the network.

Please amend 945, spanning line 24 on page 10 to line 9 on page 12 of the
Specification and replace with the following:

[0045] FIGS. 4-6 describe FIGS—4A;-4B-deseribe the variables used by the algorithms.
With reference to FIG. 4[[A]], some relevant variables are:

¢ NI: Node Index: the unique ldentifier for each wireless communication node
PN: Parent Node Index: Node Index for a node connects to in order to transmit
data, For example, In FIG. [[4B]] 6(1), the parent of Node 005 is 002.
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In re: daCosta (Ser. No. 12/154,155)
Response to December 30, 2010 Notice to File Corrected Application Papers
Page -3-

RP: Route Path. In FIG. [[4B]] 6(1), the route path for 005 is 000 002 005, its
connection route.

¢ NP: Number of parents available: Each Node has choices regarding which parent
it selects to connect to, based on latency/throughput requirements. In FIG. [[4B]]
6(1), Node 005 can connect to 004, 001, 002, and 000 (the root), all of whom are
within the wireless range.

o NR: Number of unique paths some of the parents may be children of another
node in the list of NP. NR is therefore the list of unique roots the node has. In
FIG. [[4B]] 6(1), 001 is a child of 005. The number of unique roots is therefore 3.

e AC: Number of Active children. This is the number of immediate children a node
has: i+ FG4B,-Node-005-has-3-children-005,-004,-008

e ND: Number of Descendants: Child nodes may also have their own children. ND
is the total number of descendants that are connected, directly or indirectly to the
parent node.

e (CO: Cost to connect. When a node is congested it raises the cost of connectivity
for a prospective child, thereby dissuading new connections till the congestion is
alleviated. The cost to connect is a number transmitted to the child node. It is
related to the level of congestion

¢ LR: Load on Route, is the total communications traffic (load) from all children and
their descendants that a Node sees. Thus in FIG. [[4B]] 6(1), the LR for Root
Node 000 will be all nodes connected to it, directly on indirectly. This information
is needed to determine if a particular parent can support the communication
needs (load) of a new child node

o CC Load Capacity is the amount of communication traffic or load that the node is
capable of handling. It will be driven by the buffer size of the node--since data
from a node's children is typically buffered before being retransmitted to the
node's parent.

e LC Load from Children: This is the sum total of all traffic being passed on from

children to their parent for retransmission to the parent's parent. In FIG. [[4B]]
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In re: daCosta (Ser. No. 12/154,155)
Response to December 30, 2010 Notice to File Corrected Application Papers
Page -4-

6(1) Node 002 has load from children 005, 001, 008. Each of those nodes may
have children with their loads.

e LL Local Load: In addition to servicing children, each node may also be servicing
individual clients that comprise their local load. For example, Node 002 services
three child nodes. But in addition, there could be laptops in its vicinity that
connect to it directly. They constitute a local load.

e LS Local Signal Strength: is related to signal strength that a node sees from its
parent. It is actually the throughput expected based on the actual signal strength
seen by the radio and is computed based on a look up table as shown in FIGS. 1
and 2.

e GT Global Throughput: This is the product of all throughputs each node along the
route provides. Nodes connected to the root have a throughput related to LS.
Thus the throughput of Node 002 in FIG. [[4B]] 6(1) is 79%, based on the
throughput table shown in FIGS. 1 and 2 and its distance from the root.

The Global Throughput of Node 005 is (LS to Node 002)* (GT of Node 002) = .79*70=
.55

Please amend 946, spanning lines 12-17 on page 12 of the Specification and replace
with the following:

[0046] Since there is no central point of control in a distributed system, the same
algorithms, running in every node, must determine what is best, based on the
information it received from the Access Server and other nearby nodes. Much of this
relates to selecting correct "route" or path to the root node. As an illustration, in Fig.
[[4B]] 6(1) the route for Node 005 is 000-002-005. The Node 002 is. the parent for Node
005 while Node 000 is the parent for 002.
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In re: daCosta (Ser. No. 12/154,155)
Response to December 30, 2010 Notice to File Corrected Application Papers
Page -5-

Please amend Y48, spanning lines 24-26 on page 12 of the Specification and replace
with the following:

[0048] To answer this, consider the network in Fig. [[4B]] 6(1). If the parameter set by
the Access Server is to maximize throughput. Node 002 would examine all nodes it can
connect to and choose a parent that ensures the highest global throughput (GT).

Please amend {51, spanning lines 9-23 on page 13 of the Specification and replace
with the following:

[0051] The implementation steps taken by the selection algorithm are:

1. Seek out and list all active nearby nodes.

2. Remove descendants: nodes that are connected to it, or children of nodes connected
to it.

3. Order the list: push nodes closer to the route (shorter routing paths) up in the list.

4. Compute total throughput for each routing in the list of connection nodes

5. Select the node that provides the best latency or max throughput or combination of
both.

6. Repeat steps 1,5 on a periodic basis.

To compute throughput, Nodes receive the following pieces of information from all
nearby nodes:

1) The current routing path of the node. This is a list of nodes that the AP node has to
connect to, in order to reach a root node. In Fig. 6(1) [[4B]], Node 005 has a routing path
of 000-002-005.

2) The current throughput of that node. The signal strength of that node's parent as
seen by the node, is correlated to a look up table that maps the signal strength to
throughput. For Node 002 (Fig. [[4B]] 6(1)), that is shown as 79.

Please amend {57, spanning lines 6-13 on page 15 of the Specification and replace
with the following:

[0057] Reference is now made to re-examining the parent selection process with
latency restrictions in place. With reference to Fig. [[4B]] 6(1), if the latency restriction of
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the first type is enforced, and the maximum number of hops allowed for any node is set
to 1, then the list of accessible nodes is reduced to node 000. Alternatively, or in
conjunction with this restriction, if the latency threshold is set high, then even if other
nodes are acceptable potential parents, the latency threshold will reduce their

attractiveness and again Node 000 could be selected.
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REMARKS

In a communication dated December 30, 2010, the Office indicated that the
Specification referenced figures that were not part of the original filing. Pursuant to this
amendment, applicants hereby remove references to Figures 4A and 4B which were
consolidated into Figure 4 and Figure 6.

Applicant requests entry of the attached amendment to the specification
replacing the reference to Fig. 4A and 4B to simply Fig. 4 and Fig. 6(1) where
appropriate.

No new matter has been introduced by the amendments to the specification,
however all references to non-existent Figures 4A and 4B have been updated.

An earnest attempt has been made hereby to address the December 30, 2010
Notice. All claims are deemed in condition for allowance and same is respectfully
requested. If the Examiner feels that a telephonic interview will expedite allowance, the
Examiner is respectfully urged to contact the undersigned.

Applicant requests entry of the amendment and issuance of the patent.

Respectfully Submitted,

January 4, 2011 [Szymon M. Gurda/
Szymon M. Gurda
Reg. No. 58,451
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1. [J The amendment filed on 04 January 2011 under 37 CFR 1.312 has been considered, and has been:
.a)X entered.

; b) ] entered as directed to matters of form not affecting the scope of the invention.

'f c)[J disapproved because the amendment was filed after the payment of the issue fee.
Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)
and the required fee to withdraw the application from issue.

"d)[J disapproved. See explanation below.

“e)[J entered in part. See explanation below.

ias

Publishing Division

U S. Patent and Trademark Office
PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20110105
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