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Module for facilitating optically capturing, by an optical device of a 
first device, an image of a visual tag from a second device, 

wherein the visual tag of the second device is located within close 
proximity of the optical device of the first device (1210) 
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FIG. 13 
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FIG. 14 1400 
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SYSTEMAND METHOD FOR INFORMATION 
SHARING USINGVISUAL TAGS 

FIELD 

0001. The subject technology relates in general to infor 
mation sharing, and more particularly to information sharing 
using visual tags. 

BACKGROUND 

0002 With the advancement of network technologies and 
rapid development of many Social networks (e.g., Facebook, 
LinkedIn, MySpace, Twitter, Google+, etc.), people may 
share information in a verity of methods. For example, via 
email, one can attach files intended to be shared including a 
host of documents and media files (e.g., image files, audio 
files, video files, etc.) to an email message or provide links to 
the online sources of information by including one or more 
uniform resource locator (URLs) that point to the online 
Sources. Sharing information via Social networks is also very 
popular and effective for a number of purposes, for example, 
people may readily share various media files and even have 
their peers informed about their whereabouts and kind of 
activities they are enjoying. 
0003. Using mobile phones, money can be transferred 
from one account to another account. Mobile phones can also 
be used as credit card readers for transferring money from a 
credit card account of a credit card holder to an account 
associated with another person. A credit cardholder may also 
setup a mobile phone to store the credit card information and 
use the mobile phone, instead of the credit card to perform 
transactions with a machine Such as an automated teller 
machine (ATM). Various mobile phone applications may 
facilitate scanning products barcodes on mobile phones and 
retrieve product information, such as product labels, stored on 
the barcodes. 

SUMMARY 

0004. In an aspect of the disclosure, a non-transitory 
machine-readable medium may comprise instructions stored 
therein and executable by one or more processors to facilitate 
performing a method for facilitating sharing Source data. The 
method may comprise Supporting communication based on a 
first communication protocol between a first device and a 
remote device. The communication may be associated with 
Source data. Receiving a first token associated with the Source 
data. Encoding the first token to create a visual tag may be 
facilitated. Displaying the visual tag, to enable a second 
device to optically capture the visual tag utilizing a camera 
may be provided. The visual tag may allow the second device 
to access the Source data utilizing the first token from the 
visual tag and utilizing a second communication protocol. 
The second device may be unable to access the source data 
without using the first token. The first communication proto 
col may be the same or different from the second communi 
cation protocol, and the first device may be a communication 
end point device. 
0005. In another aspect of the disclosure, a non-transitory 
machine-readable medium comprising instructions stored 
therein and executable by one or more processors to facilitate 
performing a method for facilitating sharing Source data. The 
method may comprise facilitating receiving a first token asso 
ciated with the source data. Encoding the first token to create 
a visual tag may be facilitated. Communication of the visual 

Aug. 29, 2013 

tag from a first device to a second device may be provided to 
enable the second device to access the source data utilizing 
the first token from the visual tag and utilizing a communi 
cation protocol. The second device may be unable to access 
the source data without using the first token. 
0006. In yet another aspect of the disclosure, an apparatus 
for facilitating sharing source data may comprise a first net 
work interface configured to support communication based 
on a first communication protocol between the apparatus and 
a remote device. An encoder may be configured to facilitate 
receiving a first token associated with Source data. The 
encoder may be configured to facilitate encoding the first 
token using a visual coding technique to generate a visual tag. 
A display may be configured to facilitate display of an image 
of the visual tag, to enable a first device located within close 
proximity of the apparatus to capture the image and to enable 
the first device to access the source data utilizing the first 
token from the visual tag and utilizing a second communica 
tion protocol. The first device may be unable to access the 
Source data without using the first token. The first communi 
cation protocol may be the same or different from the second 
communication protocol, and the apparatus may be a com 
munication end-point device. 
0007. In yet another aspect of the disclosure, an apparatus 
for facilitating sharing source data may comprise a processor 
operable to facilitate receiving a first token associated with 
the source data. The processor may be operable to facilitate 
encoding the first token to create a visual tag. The processor 
may be operable to provide for communication from a first 
device to a second device the visual tag, to enable the second 
device to access the Source data utilizing the first token from 
the visual tag and utilizing a communication protocol. The 
second device may be unable to access the source data with 
out using the first token, and the first device comprises the 
apparatus. 
0008. In yet another aspect of the disclosure, a method for 
facilitating sharing Source data may comprise Supporting 
communication based on a first communication protocol 
between a first device and a third device. The communication 
may be associated with Source data. Receiving a first token 
associated with the source data may be facilitated. Encoding 
the first token to create a visual tag may be facilitated. Dis 
playing the visual tag may be provided to enable a second 
device to optically capture the visual tag utilizing a camera 
and to allow the second device to access the source data 
utilizing the first token from the visual tag and utilizing a 
second communication protocol. The second device may be 
unable to access the Source data without using the first token. 
The first communication protocol may be the same or differ 
ent from the second communication protocol, and the first 
device may be a communication end point device. 
0009. In yet another aspect of the disclosure, a method for 
facilitating sharing source data may comprise facilitating 
receiving a first token associated with the Source data. Encod 
ing the first token to create a visual tag may be facilitated. 
Communication of the visual tag from a first device to a 
second device may be provided to enable the second device to 
access the Source data utilizing the first token from the visual 
tag and utilizing a communication protocol. The second 
device may be unable to access the Source data without using 
the first token. 

0010. In yet another aspect of the disclosure, a non-tran 
sitory machine-readable medium comprising instructions 
stored therein and executable by one or more processors to 
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facilitate performing a method for facilitating sharing Source 
data. The method may comprise facilitating optically captur 
ing, by an optical device of a first device, an image of a visual 
tag from a second device. The visual tag of the second device 
may be located within close proximity of the optical device of 
the first device, and the visual tag may comprise a visually 
encoded first token associated with the source data. The first 
token may be a non-public token, and may be based on the 
Source data for sharing. Decoding the visual tag to retrieve the 
first token may be facilitated. Communication based on a first 
communication protocol to a third device may be provided to 
download the source data using the retrieved first token. The 
second device may be adapted to provide display of the visual 
tag. 
0011. In yet another aspect of the disclosure, a non-tran 
sitory machine-readable medium comprising instructions 
stored therein and executable by one or more processors to 
facilitate performing a method for facilitating sharing Source 
data. The method may comprise facilitating obtaining an 
image of a visual tag from a first device, wherein the visual tag 
comprises a visually encoded first token associated with the 
Source data. The first token may be a non-public token. 
Decoding the visual tag to retrieve the first token may be 
facilitated. Communication based on a first communication 
protocol to a second device may be provided to download the 
Source data using the retrieved first token. 
0012. In yet another aspect of the disclosure, an apparatus 
for facilitating sharing source data may comprise a camera 
configured to facilitate capturing an image of a Visual tag 
representing a first token associated with the source data from 
a display of a first device, located within close proximity of 
the camera. The first token may be a non-public token, and 
may be based on the source data for sharing. A decoder may 
be configured to facilitate decoding the visual tag to retrieve 
the first token. A network interface may be configured to 
provide for communication based on a first communication 
protocol to a remote device to download the source data using 
the retrieved first token. The display of the first device may be 
enabled to display the image of the visual tag to be captured 
by the camera. 
0013. In yet another aspect of the disclosure, an apparatus 
for facilitating sharing Source data may comprise a processor 
operable to facilitate obtaining an image of a visual tag from 
a first device. The visual tag may comprise a visually encoded 
first token associated with the source data, and the first token 
may be a non-public token. The processor may be operable to 
facilitate decoding the visual tag to retrieve the first token. 
The processor may be operable to provide for communication 
based on a first communication protocol to a second device to 
download the source data using the retrieved first token. 
0014. In yet another aspect of the disclosure, a method for 
facilitating sharing source data may comprise facilitating 
optically capturing, by an optical device of a first device, an 
image of a visual tag from a second device. The visual tag of 
the second device may be located within close proximity of 
the optical device of the first device. The visual tag may 
comprise a visually encoded first token associated with the 
Source data, and the first token may be a non-public token. 
The first token may be based on the source data for sharing. 
Decoding the visual tag may be provided to retrieve the first 
token. Communication based on a first communication pro 
tocol to a third device may be provided to download the 
source data using the retrieved first token. The second device 
may be adapted to provide display of the visual tag. 
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0015. In yet another aspect of the disclosure, a method for 
facilitating sharing source data may comprise facilitating 
obtaining an image of a visual tag from a first device. The 
visual tag may comprise a visually encoded first token asso 
ciated with the source data, and the first token may be a 
non-public token. Decoding the visual tag to retrieve the first 
token may be facilitated. Communication based on a first 
communication protocol to a second device may be provided 
to download the source data using the retrieved first token. 
0016. It is understood that various configurations of the 
Subject technology will become readily apparent to those 
skilled in the art from the disclosure, wherein various con 
figurations of the Subject technology are shown and described 
by way of illustration. As will be realized, the subject tech 
nology is capable of other and different configurations and its 
several details are capable of modification in various other 
respects, all without departing from the scope of the Subject 
technology. Accordingly, the Summary, drawings and 
detailed description are to be regarded as illustrative in nature 
and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIGS. 1A-1D are conceptual block diagrams of 
examples of systems for sharing information using a visual 
tag. 
0018 FIGS. 2A-2C are conceptual block diagrams of 
examples of systems for sharing information using the visual 
tag. 
(0019 FIGS. 3A-3B are diagrams of examples of tokens 
including metadata associated with Source data shared using 
the visual tag. 
0020 FIG. 4 is a block diagram of an example of a source 
data that can be shared using the visual tag. 
0021 FIG. 5 is a conceptual block diagram of an example 
of a device for sharing information using the visual tag. 
0022 FIG. 6 is a conceptual block diagram of an example 
of a device for receiving shared information using the visual 
tag. 
(0023 FIGS. 7A-7D are flowcharts illustrating exemplary 
methods for sharing information using the visual tag. 
0024 FIGS. 8A-8B are flowcharts illustrating exemplary 
methods for sharing information using the visual tag. 
(0025 FIG. 9A-9B are flowcharts illustrating exemplary 
methods for downloading a source file using the information 
shared based on the visual tag. 
0026 FIG. 10 is a conceptual block diagram of an example 
of a device or server. 
0027 FIGS. 11-14 are block diagrams representing 
examples of apparatuses for sharing information using a 
Visual tag. 

DETAILED DESCRIPTION 

0028. The detailed description set forth below is intended 
as a description of various configurations of the Subject tech 
nology and is not intended to represent the only configura 
tions in which the Subject technology may be practiced. The 
appended drawings are incorporated herein and constitute a 
part of the detailed description. The detailed description 
includes specific details for the purpose of providing a thor 
ough understanding of the Subject technology. However, it 
will be apparent to those skilled in the art that the subject 
technology may be practiced without these specific details. In 
Some instances, well-known structures and components are 
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shown in block diagram form in order to avoid obscuring the 
concepts of the Subject technology. Like components are 
labeled with identical element numbers for ease of under 
Standing. 
0029. Often information is shared between devices using 
email or one or more social networks. Certain information 
may be transferred to multiple devices using visual encoding. 
For example, product barcodes (e.g., universal product codes 
(UPCs)) may be scanned by a handheld device having a 
barcode scanner application, which may retrieve bar code 
information Such as product label. Two-dimensional or 
matrix barcodes (e.g., quick response (QR) codes) may pro 
vide fast readability and larger storage capacity, as compared 
to UPC barcodes. QR code is, however, still limited in stor 
age. For instance, QR code is generally limited to certain 
applications such as product labels, commercial tracking 
information, transport and entertainment ticketing informa 
tion, and the like, where the size of the information encoded 
is limited and depends on the type of data encoded. 
0030. In an aspect of the subject technology, a source data 
intended to be shared between the first and the second devices 
may be stored on a remote device and have a desired size not 
limited by visual encoding. The type of the Source data is also 
not limited by visual encoding. For example, the Source data 
may comprise data files including media data, connection 
settings information, device management information, 
device configuration information and so forth, which can be 
downloaded by the second device from the remote device by 
using a token communicated from the first device to the 
second device using a visually encoded tag (e.g., visual pay 
load). The visual tag may be generated using any visual 
coding techniques such as QR, but not limited to QR. The 
visual tag may be visually captured (e.g., Scanned/photo 
graphed) via a camera of the second device (e.g., a built-in 
camera) and decoded at the second device to retrieve the 
token that enables the second device to access the Source data, 
which the second data could not access without the informa 
tion provided by the token. The information transfer in the 
Subject technology benefits from the security of the image 
transfer (e.g., Scanning) via a camera, which is not susceptible 
to common security threats that other modes of communica 
tion Such as wireless communication between two devices 
may be vulnerable to. The subject technology may also lower 
the threshold of required device hardware/technologies to 
facilitate information exchange. In one aspect, a camera may 
bean optical device. In one aspect, a camera may bean optical 
scanner. A scanner may use a laser. A camera may optically 
(or visually) capture a visual tag as an image. 
0031 FIGS. 1A-1D are conceptual block diagrams of 
examples of systems for sharing information using a visual 
tag. Systems 100A-100B include a first device 110 (herein 
after “device 110') one or more second devices 120 (herein 
after “device 120”), and one or more remote devices 130 and 
140. Device 110 and device 120 may comprise handheld 
devices (e.g., mobile phones, personal data assistants 
(PDAs), tablet computers, laptop computers, etc.). Remote 
devices 130 and 140 may comprise servers including cloud 
servers, desktop computers, or portable devices Such as lap 
top computers, tablets, personal data assistants (PDAs), 
mobile phones, and the like. In an aspect, a “remote' device, 
or a device “remote to a system or another device, may be a 
device that is not directly connected to the system or the other 
device. For example, the remote devices 130 and 140 are 
remote to both device 110 and device 120, because remote 
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devices 130 and 140 are not directly connected to device 110 
and device 120, but may be connected indirectly through a 
network which can include, for example, another server, or 
the Internet. In particular, device 120 may not have authorized 
access to remote devices 130 and 140. 

0032. A user of device 110 may decide to share, with 
device 120 or other devices, a source data 135 stored in a 
Source device. In one aspect, a source device may be a remote 
device such as one or more remote devices 130 and 140, or 
one or more other remote devices. In another aspect, a source 
device may be a local device such as device 110 or another 
local device. 

0033. In a scenario that source device is a remote device, 
once the user of device 110 decides to share the source data 
135 stored in the source device with device 120, device 110 
may request and obtain information (e.g., metadata) associ 
ated with accessing the source data 135 by device 120 (e.g., a 
token 150) from the remote device. Device 110 may encode 
token 150 to generate a visual tag 155, which can be made 
available to device 120 by displaying it on device 110 or by 
communicating the visual tag 155 to device 120 (e.g., via 
email, multimedia messaging service (MMS), peer-to-peer 
(P2P) communication, or Bluetooth (BT) communication, 
etc.). Device 120 may scan tag 155 from the display of device 
110 or receive it from device 110 via a communication 
method such as one of the above-mentioned communication 
methods or another method, and decode the captured visual 
tag 155 to retrieve token 150, which enables device 120 to 
attain authorized access to remote device 130 and download 
source data 135 (see FIG. 1B). 
0034. In a case where a visual tag of a token 150 is trans 
ferred to device 120 by making the visual tag visible to device 
120, once token 150 is captured by device 120, device 110 and 
device 120 are no longer required to be in close proximity, and 
devices 110 and 120 can be moved away from each other, and 
device 120 can still obtain/download the source data using 
one or more of the various communication protocols 
described herein. 

0035. In a case where a visual tag of token 150 is trans 
ferred to device 120 by a non-visual communication method 
(e.g., email, MMS, etc.), the physical distance between 
devices 110 and 120 is not an issue, and the devices 110 and 
120 can be located anywhere to send and receive the visual 
tag, and device 120 can obtain/download the source data 
regardless of the distance between devices 110 and 120. 
0036. In a scenario that device 110 is the source device 
(relevant arrows are not shown in FIG. 1A for simplicity), the 
metadata associated with accessing the source data 135 by 
device 120 (e.g., token 150) can be generated by device 110 
and stored in device 110 and can be readily accessed and 
encoded to generate visual tag 155, which can be made avail 
able to device 120 as mentioned above. Device 120 may then 
decode the visual tag and use token 150 (retrieved from the 
visual tag) to download source data 135 from device 110 
(relevant arrows are not shown in FIG. 1B for simplicity). 
0037 Regardless of whether a source device is a local 
device or a remote device, device 120 may download source 
data 135 by using one or more communication protocols. By 
way of illustration without limitation, such protocols may be 
one or more of the following or another communication pro 
tocol: a peer-to-peer (P2P) protocol, an interactive connec 
tivity establishment (ICE) protocol, a session initiation pro 
tocol, a Bluetooth protocol (BT), a wireless fidelity (Wi-Fi) 
protocol, a near field communication protocol, an extendable 
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messaging and presence protocol (XMPP), a push protocol, 
or a non-industry standard communication protocol. 
0038. In an aspect, device 120 may comprise a mobile 
device provided to a new employee of a business entity (e.g., 
a company, corporation, organization, firm, etc.) and device 
110 may be a mobile device used by an information technol 
ogy (IT) person of the business entity. The IT person may use 
device 110 to setup or configure device 120 of a number of 
new employees by using a visual tag technique, i.e., simply 
displaying a visual tag (e.g., visual tag 155) on device 110 and 
allow each new employee to Scan the visual tag 155 using a 
built-in camera 125 of device 120 or making visual tag 155 
available to device 120 via a non-visual communication 
method. The visual tag 155 once decoded by device 120 may 
provide information necessary to setup and configure device 
120 of the new employee and even contain executable com 
mands, which when executed, for example, by an operating 
system of device 120, may perform the setup and configura 
tions of the device 120. The IT person may also use the same 
technique to update information on device 120 of employees 
when needed. The configuration of device 120 may comprise 
providing authentication and connection information for con 
nection to a private network, servers and other computers of 
the business unit. The IT person may also use device 110 to 
transfer to device 120, using the visual tag technique, a file 
including metadata relating to a source file that may be 
located in device 110 or a remote device 130. The new 
employee may use the metadata to access device 110 using 
Bluetooth or Wi-Fi or device 130 using Wi-Fi or through a 
proxy server as will be described herein. 
0039. In another aspect, the remote devices 130 and 140 
may represent a number of computing devices or servers of 
the business entity. The IT person may intend to enable one or 
more users of devices 120 (e.g., a new employee Such as IT 
technician) to log on to one or more of the remote devices 130 
and 140 and perform a host of actions such as accessing files 
and performing device setup, device configuration, or other 
activities on any of remote devices 130 or 140, utilizing a 
token decoded from a visual tag. The IT person may transfer 
token 150 to device 120 of the IT technician using the above 
described visual tag technique. Token 150 can provide autho 
rized access by the user of device 120 to remote devices 130 
and/or 140. 
0040. In an aspect, token 150 may be requested and 
obtained from one of the remote devices, for example, remote 
device 130. Device 120 may use token 150 to access device 
130 and download source data 135. Although, FIGS. 1A-1D, 
for simplicity, show that source data 135 is stored in remote 
device 130, in general, source data 135 may be stored on one 
or more other remote devices 140 and token 150 may provide 
access information for connection to the device 140that holds 
source data 135 and download permission to download 
source data 135. In FIG. 1B, for simplicity, only one device 
120 is shown. In case of multiple devices 120, for each device 
120, device 110 requests and receives from remote device 130 
a respective token 150, which may include particulars of that 
device 120 and can be expirable. 
0041. In systems 100C and 100D, devices 110 and 120 are 
operatively coupled to remote devices 130 and 140 (which 
may be behind a firewall) via a proxy server 160 (hereinafter 
“proxy 160'). Proxy 160 can establish various modes of 
communications (e.g., P2P communication through ICE pro 
tocol) over a network (e.g., the Internet) between devices that 
could not reach others directly otherwise. Accordingly, as 
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shown in FIG. 1C, device 110 may request and obtain infor 
mation associated with accessing the source data 135 by 
device 120 (e.g., a token 150) from the remote device 130 
through proxy 160, and communicate token 150 to device 120 
by using the visual tag technique, as mentioned above. Device 
120, may then access remote devices 130 and/or 140 via 
proxy 160, by using token 150 (for simplicity, only one device 
120 is shown and coupling to remote devices 140 via proxy 
server 160 is not shown in FIG. 1D). In case source data 135 
is stored in device 110 (relevant arrows are not shown in FIG. 
1D for simplicity), device 120 may access the source data 135 
via proxy 160 or by using other communication protocols 
such as BT protocol, etc. When downloading source data 135, 
device 120 may not need be in close proximity of device 110. 
0042. In one aspect, a visual tag may comprise various 
shapes placed within a boundary. The boundary may be 
multi-dimensional. In one aspect, a visual tag is encoded with 
information (e.g., token). While a visual tag may be visible to 
a user and identifiable as a tag to a user, the information 
encoded in the visual tag is not understandable to, or identi 
fiable by, a user when it is displayed to a user or when it is 
simply scanned, photographed or captured by a camera with 
out decoding the visual tag. Decoding may be carried out by 
decoding software that may recognize the shapes and utilize 
decoding keys and algorithms. In one aspect, when a visual 
tag is provided for display, it is displayed or represented with 
non-alphanumeric shapes; for example, it is not displayed or 
represented as binary code (e.g., 1s and 0's). 
0043. In one aspect, a visual tag may comprise one or more 
of the following elements: position marker(s), error correc 
tion key(s) and alignment information for the tag. Referring 
to FIG. 1A, a visual tag 155 may comprise one or more of the 
following: one or more position markers 155A (e.g., three 
position markers are shown in this example), version infor 
mation 155B, error correction keys 155C, an alignment 
marker 155D, a two-dimensional boundary 155E, format 
information 155F and timing information 155G. While a 
square boundary 155E is shown, the shape of the boundary is 
not limited to this shape. 
0044 FIGS. 2A-2C are conceptual block diagrams of 
examples of systems 200A, 200B, and 200C for sharing infor 
mation using the visual tag 155. System 200A includes device 
110, one or more devices 120, network 150, remote device 
130, server 230, and cloud server 240. In an aspect, device 
110 may instruct remote device 130 to transmit source data 
135 of FIG. 1 to another remote device such as a server 230 or 
a cloud server 240. Device 110 may subsequently request and 
obtain, for each device 120, a token (e.g., token 150), which 
is created in real time, from remote device 130. Device 110 
may transfer token 150 to each device 120 using the visual tag 
technique described above. Device 120 may be operatively 
coupled to remote device 130, server 230, and cloud server 
240, via network 250. Token 150 may comprise metadata 
including information that enables device 120 to connect to 
any of server 230 or cloud server 240 that has received the 
source data 135 transmitted by remote device 130, and to 
download source data 135. In order to access the source data, 
each device 120 (for simplicity, only one device 120 is shown 
in FIG. 2B) may use metadata included in token 150 to 
connect to any of server 230 or cloud server 240, via network 
250, and download source data 135. 
0045 Network 250 may include, for example, any one or 
more of a personal area network (PAN), a local area network 
(LAN), a campus area network (CAN), a metropolitan area 
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network (MAN), a wide area network (WAN), a broadband 
network (BBN), the Internet, and the like. Further, the net 
work 250 can include, but is not limited to, any one or more of 
network topologies, including a bus network, a star network, 
a ring network, a mesh network, a star-bus network, tree or 
hierarchical network, and the like. 
0046. In one example, system 200C includes device 210, 
one or more devices 220, a web server 260 (e.g., associated 
with pocketcloud.com), a remote server 270 (e.g., a native 
access translate (NAT) Traversal server), and source device 
280 (optional), coupled via network 250. Device 210 may 
receive token 150 of FIGS. 1A-1D from remote server 270 (or 
source device 280) via network 250. In an aspect, source data 
135 may be stored in device 210 and device 110 may generate 
token 150. As mentioned above, device 210 may encode 
token 150 to generate visual tag 155 and make the visual tag 
155 available to device 120 via the visual technique described 
above. Device 220 may retrieve token 150 from visual tag 155 
and use token 150 to access source device 280 or remote 
device 270, via network 250, to obtain source data 135. In 
case source data 135 is stored in device 210, token 150 
includes access information associated with device 210, and 
device 220 may access device 210 via network 250 or other 
modes of communication using communication protocols 
such as BT protocol, P2P protocol and the like. 
0047. In some aspects, token 150 may be encoded in the 
form of a uniform resource locator (URL) (e.g., HTTP URL) 
to allow device 220 to access source data 135 via a website 
(e.g., pocketcloud.com) represented by the URL of token 
150. The HTTP URL can be launched through any Web 
browser without the need for any specialized application. The 
HTTP URL may point to a Web application that contains 
necessary JavaScript code to detect whether a suitable appli 
cation (e.g., a remote access application or a PocketCloud 
application) is installed locally on device 220 or not. If the 
local application is installed locally on device 220, the local 
application can be launched by the Web browser. The local 
application may proceed to download source data 135 from 
e.g., source device 280, remote device 270 or device 210, 
depending on the information encoded in token 150, which 
includes identification information of the device that stores 
source data 135. If the application is not installed locally on 
device 220, the Web browser may communicate back to the 
Web Server (e.g., Web server 260) and request the Web server 
to obtain source data 135 from the device that stores the 
source data 135 (e.g., one of source device 280, remote device 
270 or device 210). This may allow the Web browser to 
subsequently download the file from the Web server 260 
without the need of the Web application (e.g., the native 
application). 
0048 FIGS. 3A-3B are diagrams of examples of tokens 
150 including metadata associated with source data 135 of 
FIG. 1A shared using the visual tag 155 of FIGS. 1A-1D. As 
mentioned above, source data 135 to be shared by user of 
device 110 of FIG. 1A with users of devices 120 of FIG. 1A 
may be stored in remote devices 130 or 140 of FIGS. 1A-1D. 
For this scenario, token 150 may comprise a number of meta 
data. For example, token 150 may comprise, among other 
things, information relating to the remote devices such as an 
identifier 310 and authentication information 320 associated 
with any of source devices (e.g., device 130 or 140, device 
110 or devices 270, 280 and 220 of FIG. 2C) that holds the 
source data 135. Token 150 may also comprise information 
pertaining to the source data 135, for example, an identifier 
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330 and a path 340. The identifier 330 may identify a file that 
contains source data 135 among other files, and path 340 may 
show a path in the file system of the source device that points 
to the file containing source data 135. Token 150 may be 
encoded in the form of a URL342 (e.g., HTTP URL), which 
can be launched through any Web browser without the need 
for any specialized application. 

0049. In another scenario discussed with respect to FIGS. 
2A-2B above, the source data is transmitted from device 130 
of FIGS. 2A-2B to one or more remote servers (e.g., server 
230 or cloud server 240 of FIGS. 2A-2B). Token 150, in this 
scenario, may comprise among other things, information 
relating to the remote servers such as an identifier 350 and 
authentication information360 associated with any of server 
230 or cloud server 240 that holds the source data 135. Token 
150 may also comprise information pertaining to the source 
data 135, for example, an identifier 370 and a path 380. The 
identifier 370 may identify a file that contains source data 135 
among other files stored in the remote servers (e.g., server 230 
cloud server 240), and path 380 may show a path in the file 
system of the remote servers that points to the file that con 
tains source data 135. Token 150 may be issued by the remote 
device 130 with an expiration time (including date), after 
which the remote device 130 may not accept token 150 as 
being valid. Token 150 may also uniquely represent, or be 
uniquely associated with, one or more of the following: the 
source data 135, the device 120, the user of the device 120, 
and a time related to creation or usage of token 150. In one 
aspect, token 150 is generated based on, or as a function of 
(e.g., a hash function), one or more of the following: the 
source data 135, the identity of device 120, the identity of the 
user of the device 120, and a time related to creation or usage 
of token 150. Token 150 may be a non-public, unique token. 
Token 150 may be a secure (or encrypted) token. In one 
aspect, token 150 is temporary and not permanent, and is 
generated only after the source data 135 for sharing is iden 
tified or selected by device 110. 
0050 FIG. 4 is a block diagram of an example of source 
data 135 that can be shared using the visual tag 155 of FIGS. 
1A-1D. Although the metadata relating to the source data 135 
(i.e., token 150 of FIGS. 3A-3B) may be limited in size such 
that the token 150 can be encoded using a visual coding 
technique to generate the visual tag 155, no limitation regard 
ing the size or the type of information in the shared source 
data 135 is exerted by the subject technology. For example, 
Source data 135 may comprise, among other information, 
media files 410, source path information 420, remote desktop 
connection information 430, security information 440, device 
management information 450, and device configuration 
information 460. Media files may include, for example, audio 
files 412 (e.g., music, recorded Voice and recorded Sounds, 
etc.) video files 414 (e.g., files containing frames of images 
Such as video clips), audio-video files 416 (e.g., movies, 
Video clips with Sound), images 418 (e.g., personal picture, 
graphic arts, images of various objects, advertisement 
images, etc.) or other files such as text files including PDF 
files. Remote path information 420 may include, for example, 
a directory name 422, a folder name 424, a subfolder name 
426 and a file name 428. Source path information 420 may 
provide for a user of device 120 of FIGS. 1A-1D to access a 
remote device and update a file. For example, an IT person 
may use path information 426 to update or make changes to 
certain files in an employee's computer. 
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0051 Remote desktop connection information 430 may 
include, for example, an Internet Protocol (IP) address 432, a 
user name 434, and a file name 436. Remote desktop connec 
tion information 430 may facilitate for a mobile device user 
(e.g., user of device 120) to remotely connect to desktop of a 
remote computer (e.g., a personal computer) and access a file 
identified by the file name 436. Security information 440 may 
include, for example, network security information 422 (e.g., 
security tokens such as shared secrets and the like) and Secu 
rity coding information 444 (e.g., cryptographic information 
Such as public-keys and the like). Security information 
enables the user of device 120 to access secured remote 
computers or servers. 
0052 Device management information 450 may include, 
for example, color depth 452, resolution 454, and desktop 
settings 456. Device management information 450 may be 
useful for a user of a mobile device (e.g., device 120) and may 
enable the user to modify various features (e.g., resolution, 
color, or other settings) of, for example, his/hers desktop 
computer, remotely, from the mobile device. Device configu 
ration information 460 may include, for example, network 
configuration information 462, peripheral device configura 
tion information 464, and client-server configuration infor 
mation 466. A user of a mobile device (e.g., device 120) may 
use network configuration information 462 to configure a 
device (e.g., the mobile device a remote device Such a desktop 
computer) for connection to a network (e.g., PAN, a LAN, a 
CAN, a MAN, a WAN, etc.). Peripheral device configuration 
information 464 may, for instance, be used by the user of 
device 120 to configure a device (e.g., device 120, or a remote 
device such as a remote computer) for connection to a printer 
(e.g., a dedicated printer or a network printer) or a television 
for connection to another device Such as digital video 
recorder (DVR). Client server configuration information 466 
may provide a user of device 120 to configure a number of 
remote computers as clients or servers. 
0053 FIG. 5 is a conceptual block diagram of an example 
of a device 110 of FIGS. 1A-1D or device 210 of FIG. 2C for 
sharing information using the visual tag 155 of FIGS. 1A-1D. 
In the following, for simplicity, references are made to 
devices 110 and 120. Such references may also be valid for 
devices 210 and 220 of FIG. 2C. Device 110 may include a 
Bluetooth (BT) interface 510 storage 520, a processor 530, a 
first network interface 512, a second network interface 514, a 
display 540, and a memory 550 operatively coupled to one 
another via a bus 555. It should be understood that commu 
nication means other than busses can be utilized with the 
disclosed configurations. Memory 550 may store various 
software modules such as a validation module 552, a remote 
desktop module 554, a security module 556, an encoder 558, 
an identification module 560, a decoder module 562, a net 
work communication module 582, and an interface module 
570. Display 540 may facilitate transfer, using the visual tag 
technique, between device 110 and one or more devices 120 
of FIGS. 1A-1D, where a token 150 of FIGS. 3A-3B encoded 
via encoder 558 is scanned by device 120. In an aspect, device 
110 may use first network interface 512 to communicate with 
a remote device (e.g., remote devices 130 or 140 of FIGS. 
1A-1D, or devices 270 or 280 of FIG. 2C) using a first com 
munication protocol (e.g., hyper text transfer protocol 
(HTTP)) to connect to the remote device 130 via a network 
(e.g., network 250 of FIGS. 2A-2B). In another aspect, device 
110 may use second network interface 514 to communicate 
with the remote device 130 using a second communication 
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protocol (e.g., P2P protocol, an ICE protocol, a session ini 
tiation protocol, a BT protocola Wi-Fi protocol, an XMPP, a 
push protocol, or a non-industry standard communication 
protocol). When using second network interface 514, device 
110 may connect to the remote device through a proxy server 
160 of FIGS. 1C-1D. 

0054 Encoder 558 may comprise various portions, where 
a first portion (e.g., a visual encoder portion) may facilitate 
encoding information for visual encoding, and a second por 
tion(s) may facilitate encoding information, optionally, in 
conjunction with items such as 582 and/or 584 to allow the 
encoded information to be sent out via items such as 510,512 
and/or 514. Decoder 562 may comprise various portions used 
to facilitate decoding information, optionally, in conjunction 
with items such as 582 and/or 584, when information is 
received via items such as 510,512 and/or 514. In one aspect, 
a BT interface/BT communication module can refer to 
another type of short-range communication interface/com 
munication module. 

0055 When a first user (e.g., the user of device 110 or 210) 
decides to share a source data 135 of FIG. 4 with a second user 
(e.g., a user of device 120), the first user may start an appli 
cation in device 110. The application may comprise remote 
desktop module 554 and identification module 560. Remote 
desktop module 554 may be configured to facilitate providing 
for display a desktop representation of a remote device on a 
display 540 of device 110. Remote desktop module 554 may 
facilitate providing for display various files on the remote 
device that may be selected for sharing. The identification 
module 560 (e.g., in conjunction with remote desktop module 
554) may be configured to facilitate searching for or selecting 
source data 135 and identifying source data 135 and provid 
ing an identification information of source data 135. The 
identification information may comprise, for example, one or 
more identifiers (e.g., a device name, an IP address, etc.) of 
the source device (e.g., remote devices 130 or 140 of FIGS. 
1A-1D, devices 270 or 280 of FIG.2C, device 110, or 210), a 
path in a file system of the Source device, or a file name that 
identifies a file that contains the source data 135. The first or 
second network interfaces 512 or 514 may facilitate connec 
tion to the Source device, and communicating the identifica 
tion information to the source device. The source device may 
create token 150 in real time and provide token 150 to device 
110, which can be received by one of the first or second 
network interfaces 512 or 514. In an aspect, the provided 
token 150 sent over proxy server (e.g., proxy server 160) 
using a communication protocol (e.g., XMPP or ICE) is 
encoded based on the communication protocol. At device 
110, decoder 562 may facilitate decoding the encoded token 
150, before encoder 558 facilitates encoding token 150 to 
enable transfer of token 150 via the visual tag technique. 
0056. When device 120, as described in more detail with 
respect to FIG. 6, connects to the remote device (e.g., remote 
devices 130 or 140 of FIGS. 1A-1D, devices 270 and 280 of 
FIG. 2C, device 110, or device 220) and attempts to access 
source data 135, the source device, for example, obtain an 
identifier of device 120 or a user of the device 120 and inform 
device 110 of the attempt. At device 110, security module 556 
may facilitate one or more security measures. For example, 
security module 556 may cause first or second network inter 
faces 512 or 514 to receive the identifier of device 120 or the 
user of the device 120 from the remote device. Validation 
module 552 may validate the identifier by displaying the 
identifier using display 540 and receiving approval from the 
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user of device 110. Security module 556 may subsequently 
cause first or second network interfaces 512 or 514 to com 
municate the approval to the source device to enable authen 
tication of device 120 or the user of device 120. In one aspect, 
security module 445 may cause first or second network inter 
faces 512 or 514 to communicate to the remote device infor 
mation that can identify device 120 or the user of device 120, 
to enable the remote device to authenticate device 120 or the 
user of device 120 when device 120 attempts to access source 
device to download source data 135. 

0057 The interface module 570 may provide user inter 
faces for communication of various information to the user of 
device 110. For example, a user interface provided by inter 
face module 570 and displayed on display 540 may be con 
figured to receive inputs from the user of device 110, for 
example, the approval discussed above with respect to the 
security measures. Display 540 may include a liquid crystal 
display (LCD) or a touch sensitive display. Processor 530 
may be a general-purpose processor (e.g., a central process 
ing unit (CPU)), a graphics processing unit (GPU), a micro 
controller, a Digital Signal Processor (DSP), an Application 
Specific Integrated Circuit (ASIC), a Field Programmable 
Gate Array (FPGA), a Programmable Logic Device (PLD), a 
controller, a state machine, gated logic, discrete hardware 
components, or any other Suitable entity that can perform 
calculations or other manipulations of information. Processor 
530 may execute various applications and software modules 
stored in memory 550, for example, validation module 552, 
remote desktop module 554, security module 556, encoder 
558, etc. In one aspect, some of the applications or modules 
may be implemented as firmware. 
0058. In some aspects, various application and software 
modules such as validation module 552, remote desktop mod 
ule 554, security module 556, encoder 558, and the like may 
be stored on storage 520, which may include one or more 
machine-readable media. Storage 520 may include a Random 
Access Memory (RAM), a flash memory, a Read Only 
Memory (ROM), a Programmable Read-Only Memory 
(PROM), an Erasable PROM (EPROM), registers, a hard 
disk, a removable disk, a CD-ROM, a DVD, or any other 
Suitable storage device. The machine-readable medium may 
be a single medium or multiple media (e.g., a centralized or 
distributed database, and/or associated caches and servers) 
that store the one or more sets of instructions. The term 
“machine-readable medium’ shall also be taken to include 
any non-transitory medium that is capable of storing, encod 
ing or carrying a set of instructions for execution by the 
machine and that cause the machine to perform any one or 
more of the methodologies of the embodiments discussed 
herein. The term “machine-readable medium’ shall accord 
ingly be taken to include, but not be limited to, storage medi 
ums such as Solid-state memories, optical media, and mag 
netic media. Non-transitory medium includes Volatile and 
non-volatile memories. 

0059 Still referring to FIG. 5, in one aspect, utilizing BT 
interface 510 and BT communication module 584 device 110 
may detect presence of device 120, for example, automati 
cally without user intervention. For instance, the operating 
system of device 110 may execute BT communication mod 
ule 584 that can monitor and detect presence of BT-enabled 
devices. Upon detection of presence of device 120, the BT 
communication module 584 may initiate the application (e.g., 
the application described with reference to FIGS. 5, 7A and 
8A) for sharing information, for example, automatically 
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without user intervention. Identification module 560 of the 
application may enable a user of device 110 to identify or 
select Source data 135 for sharing (e.g., identification or selec 
tion of a remote device(s) and a file(s) therein) by, for 
example, providing for display a graphical user interface to 
allow the user to select a source data among a plurality of 
source data or allow the user to enter information that iden 
tifies the Source data (e.g., type in the name of the file). Based 
on the detection of the presence of device 120, identification 
module 560 may also determine an identifier of device 120. In 
one example, if multiple devices 120 are detected, then iden 
tification module 560 may provide for display the devices that 
are detected to allow the user of device 110 to select one or 
more of the detected devices for sharing the source data. BT 
communication module 584 may also facilitate communica 
tion of visual tag 155 from device 110 to device 120. 
0060. In one aspect, device 110 is a hardware device (in 
cluding software) and is a communication end point device. 
Device 110 may be, for example, a device handled by an end 
user. Device 110 typically has a user interface module/device 
(e.g., items 570, 540) to provide/receive information to/from 
a user. In one aspect, device 110 is not a router or an access 
point that simply routes data transmissions initiated by 
another hardware device. As a communication end point 
device, device 110 may initiate a data communication. 
Device 110 (e.g., utilizing items 560,570) may initiate shar 
ing of a source data, for example, based on a user action at 
device 110 (e.g., based on the selection of the source data 
and/or selection of device 120). In one aspect, device 110 
(e.g., utilizing items 560, 570) may determine the final end 
destinations of a data communication. For example, item 560 
of device 110 may decide that the final end destinations of a 
data communication are devices 110 and 130 for requesting 
and receiving a token. Upon receiving and processing the 
token, device 110 may decide the final end destinations of a 
data communication are devices 110 and 120 for sending and 
receiving the processed token, and device 110 may initiate 
this transaction with device 120. 

0061 Device 110 may also initiate a remote desktop ses 
sion between device 110 (as a first endpoint) and device 130 
(as a second end point) to provide for display at device 110 a 
representation of the entire desktop of device 130 (or a rep 
resentation of files or folders on device 130), to allow access 
ing any and all files on device 130 (or allow accessing files 
that the user of device 110 is permitted to access), and to 
exchange the request for, and receipt of a token. 
0062. In one aspect, device 120 is a hardware device (in 
cluding software) and is a communication end point device. 
For example, upon receiving a token, device 120 (e.g., item 
652 in FIG. 6) may determine that the final end destinations of 
a data communication are devices 120 and 130 for requesting 
and downloading the source data and may initiate the down 
loading transaction. 
0063. In one aspect, device 130 is a hardware device (in 
cluding software) and is a communication end point device. 
For example, device 130 may be the final destination point to 
receive a request from device 110 to generate a token for the 
identified source data. Device 130 may be the final destina 
tion point to receive a request from device 120 to provide the 
source data to device 120. 

0064. In one aspect, source data 135 may be non-public 
information (e.g., information stored on a remote device that 
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is not generally accessible to the public without specific per 
mission). A non-public remote device may be a server that is 
not an HTTP Server. 

0065. In one aspect, each of items 510,520,530,555,512, 
514 and 540 comprises hardware, and each of items in 
memory 550 comprises software. In one aspect, each of items 
510,520,530,555,512,514 and 540 may comprise hardware 
and software. Item 510 may comprise software such as items 
554. Each of items 512 and 514 may comprise software such 
as items 556,560 and/or 582. 
0066 FIG. 6 is a conceptual block diagram of an example 
of a device 120 of FIGS. 1A-1D or device 220 of FIG. 2C for 
receiving shared information using the visual tag 155 of 
FIGS. 1A-1D. In the following, for simplicity, references are 
made to devices 110 and 120. Such references may also be 
valid for devices 210 and 220 of FIG. 2C. Device 120 may 
include a camera 610, storage 620, a processor 630, a first 
network interface 612, a second network interface 614, a BT 
interface 616, a display 640, and a memory 650 operatively 
coupled to one another via a bus 655. It should be understood 
that communication means other than busses can be utilized 
with the disclosed configurations. Memory 650 may store 
various applications and software modules such as a down 
load module 654, a remote desktop module 654, a decoder 
656, an interface module 658, an encoder 672, an BT com 
munication module 686, and a network communication mod 
ule 682 including a Web browser and an application (e.g., a 
remote access application, PocketCloud application). Cam 
era 610 may facilitate capturing an image of visual tag 155 
and transfer of token 150 of FIGS 3A-3B between devices 
120 and device 110 of FIGS. 1A-1D. Decoder 656 may 
decode the visual tag 155 to retrieve token 150. The decoded 
token 150 may Subsequently (e.g., prior to an expiration date 
oftoken 150) be used by device 120 to access source data 135 
of FIG. 4 stored on one of the source devices (e.g., remote 
devices 130 or 140 of FIGS. 1A-1D, devices 270 and 280 of 
FIG. 2C, device 110, or device 220). 
0067. Encoder 672 may comprise various portions used to 
facilitate encoding information, optionally, in conjunction 
with items such as 682 and/686, when information is to be 
sent via items such as 612, 614 and/or 616. Decoder 656 may 
comprise various portions, where a first portion (e.g., a visual 
decoder portion) may facilitate decoding information from a 
visual tag, optionally, in conjunction with item 684, and a 
second portion(s) may facilitate decoding information, 
optionally, in conjunction with items such as 682 and/or 686. 
In one aspect, a BT interface/BT communication module can 
refer to another type of short-range communication interface? 
communication module. 
0068 Download manager 562 may facilitate accessing the 
remote device and downloading source data 135 using 
decoded token 150 within a time period prior to the expiration 
time of token 150. Download manager 562 may cause first 
network interface 612 to access the remote device, via a 
network (e.g., network 250 of FIGS. 2A-2B), using a com 
munication protocol such as HTTP. In one aspect, download 
manager 562 may cause first network interface 614 to access 
the source device, via a proxy server (e.g., proxy server 160 of 
FIGS. 1C-1D), using a communication protocol such as 
XMPP or ICE. Remote desktop module 654 may be config 
ured to facilitate displaying a desktop representation of a 
source device on a display 640 of device 120. Interface mod 
ule 658 may provide user interfaces for communication of 
various information to the user of device 120. For example, a 
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user interface provided by interface module 658 and dis 
played on display 640 may be configured to receive inputs 
from the user of device 120, for instance, a location in device 
120, where the user wishes to store the downloaded source 
data 135. 

0069. In some aspects, token 150 may include a HTTP 
URL to allow device 220 to access source data 135 via a 
website (e.g., pocketcloud.com) represented by the URL of 
token 150. The HTTP URL can be launched through the Web 
browser without the need for any specialized application. The 
HTTP URL may point to a Web application that contains 
necessary JavaScript code to detect whether an appropriate 
application (e.g., PocketCloud application) is locally 
installed on device 220 or not. If the local application is 
installed locally on device 220, the local application can be 
launched by the Web browser. The local application may 
proceed to download source data 135 from the source device. 
If the necessary application is not installed on device 220, the 
Web browser may communicate back to the Web Server (e.g., 
Web server 260 of FIG. 2C) and request the Web server to 
obtain source data 135 from the device that stores the source 
data. This may allow the Web browser to subsequently down 
load the file from the Web server 260 without the need of the 
Web application (e.g., the native application). 
0070 Display 640 may include a liquid crystal display 
(LCD) or a touch sensitive display. Processor 630 may be a 
general-purpose processor (e.g., a central processing unit 
(CPU)), a graphics processing unit (GPU), a microcontroller, 
a Digital Signal Processor (DSP), an Application Specific 
Integrated Circuit (ASIC), a Field Programmable Gate Array 
(FPGA), a Programmable Logic Device (PLD), a controller, 
a state machine, gated logic, discrete hardware components, 
or any other Suitable entity that can perform calculations or 
other manipulations of information. Processor 630 may 
execute various applications and Software module stored in 
memory 650, for example, download manager 652, remote 
desktop module 654, decoder 656, imaging module 684, BT 
communication module 686, and interface module 658. In 
one aspect, some of the applications or modules may be 
implemented as firmware. In some aspects, various applica 
tions and Software modules Such as download manager 652, 
remote desktop module 654, decoder 656, and interface mod 
ule 658 may be stored on a storage 620, which may include 
one or more machine-readable media. Storage 620 may 
include a Random Access Memory (RAM), a flash memory, 
a Read Only Memory (ROM), a Programmable Read-Only 
Memory (PROM), an Erasable PROM (EPROM), registers, a 
hard disk, a removable disk, a CD-ROM, a DVD, or any other 
Suitable storage device The machine-readable medium may 
be a single medium or multiple media (e.g., a centralized or 
distributed database, and/or associated caches and servers) 
that store the one or more sets of instructions. 

(0071. In one aspect, each of items 610, 620, 630, 655, 612, 
614, 616 and 640 comprises hardware, and each of items in 
memory 650 comprises software. In one aspect, each of items 
610, 620, 630, 655, 612, 614, 616 and 640 may comprise 
hardware and software. Item 610 may comprise software 
such as items 684. Each of items 612, 614, and 616 may 
comprise software such as items 652, 672, 686 and/or 682. 
(0072 FIGS. 7A-7B are flowcharts illustrating exemplary 
methods 700A and 700B for sharing information using the 
visual tag 155 of FIG. 1A-1D or device 210 of FIG. 2C. In the 
following, for simplicity, references are made to devices 110 
and 120 of FIGS. 1A-1D. Such references may also be valid 
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for devices 210 and 220 of FIG. 2C. Method 700A is imple 
mented at device 110 of FIGS. 1A-1D and begins at operation 
710, where device 110 supports communication based on a 
first protocol (e.g., HTTP or XMPP) between device 110 and 
the source device (e.g., remote devices 130 or 140 of FIGS. 
1A-1D, devices 270 and 280 of FIG.2C, device 110, or device 
220). For example, identification module 560 may determine 
or provide identification information of the source data, and 
interface 512 or 514 may receive the identification informa 
tion directly or indirectly through one or more other items 
Such as network communication module 582 (that may pro 
vide software support for item 512 and/or 514) and/or 
encoder 558. Interface 512 or 514 may then facilitate trans 
mission of the identification information from device 110 to 
remote device 130 utilizing the first protocol. Hence, at least 
one of items 560, 512, 514 and/or other items (e.g., 582) may 
Support communication based on the first protocol between 
devices 110 and 130. Information may be encoded into the 
first protocol utilizing items such as 558 and/or 582. 
0073. At operation 720, device 110 facilitates receiving 
token 150 of FIGS. 3A-3B that is associated with source data 
135 of FIG. 4. For example, interface 512 or 514 may receive 
token 150, which may then be received by one or more items 
such as items 582, 562,558 for processing. Hence, at least one 
of items 512, 514, 582, 562, 558 and/or other items may 
facilitate receiving token 150. 
0074 Device 110 (e.g., encoder 558 and/or other items 
such as item 581) may initiate encoding, or encode, token 150 
to generate visual tag 155 for display using display 540 (op 
eration 730). At operation 740, device 110 may facilitate 
transferring visual tag 155 to one or more devices 120, for 
instance, by displaying visual tag 155 to enable one or more 
devices 120 of FIGS. 1A-1D to capture the visual tag or 
communicating visual tag 155 to device 120. For example, 
encoder 558 and interface module 540 may allow token 150 
to be visually encoded and displayed to device 120. Hence, at 
least one of items 558, 584, 510 and/or other items may 
provide for communication to device 120 the encoded token 
150. In one aspect, once device 110 identifies or selects a 
source data, all of the operations shown in FIG. 7A may be 
carried out automatically without user intervention. In one 
aspect, device 120 is within close proximity of device 110, if 
a camera of device 120 can capture the visual tag displayed by 
device 110. In one example, a camera of device 120 may be 
within 20 feet of the location where the visual tag is dis 
played. 

0075 Method 700B is implemented at device 120 and 
begins at operation 750, where device 120 facilities capturing 
an image of visual tag 155 from display 540 of device 110. In 
one example, item 684 may perform or facilitate performing 
operation 750. Device 120 may subsequently decode visual 
tag 155 to retrieve token 150, which was encoded using a 
visual coding technique (operation 760). In one example, 
item 656 may perform or facilitate performing operation 760. 
At operation 770, device 120 may provide for communica 
tion, based on a communication protocol (e.g., P2P protocol, 
an ICE protocol, a session initiation protocol, a BT protocola 
Wi-Fi protocol, an XMPP, a push protocol, or a non-industry 
standard communication protocol, or HTTP), to the source 
device to download source file 135 using retrieved token 150. 
In one example, at least one of items 612, 614, 672, 682 and/or 
other items may perform or facilitate performing operation 
770. 
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0076. In one advantageous example, some or all of the 
operations shown in FIG. 7B are performed automatically 
without user intervention. 

(0077 FIGS. 8A-8B are flowcharts illustrating exemplary 
methods 880A and 800B for sharing information using the 
visual tag 155 of FIG. 1A-1D. In the following, for simplicity, 
references are made to devices 110 and 120 of FIGS 1A-1D. 
Such references may also be valid for devices 210 and 220 of 
FIG. 2C. Method 800A may be implemented at device 110 of 
FIGS. 1A-1D and begins at operation 810, where a user of 
device 110 starts an application on device 110 to share a 
source data with a user of device 120 of FIGS. 1A-1D. At 
operation 815, using the application, the user of device 110 
searches and locates (or selects from a list) source data 135 of 
FIG. 4 stored on a source device (e.g., remote devices 130 or 
140 of FIGS. 1A-1D, devices 270 and 280 of FIG. 2C, device 
110, or device 220). Device 110 may receive metadata (e.g., 
token 150 of FIGS. 3A-3B) related to source data 135 and 
save the metadata on device 110 (operation 820). At operation 
825, device 110 may encode metadata using visual encoding 
to generate visual tag 155 with an expiration date. The 
encoded metadata is subsequently shared with device 120 by 
displaying visual tag 155 on display 540 of FIG. 5 or by 
communicating visual tag 155 to device 120 via one of the 
communication means described above (operation 830). 
(0078 Method 800B may be implemented at device 120 
and begins at operation 840, where the user of device 120 
starts an application for receiving the encoded metadata from 
device 110, which is located within a close proximity of 
device 120. At operation 845, device 120 may photograph 
visual tag 155 displayed on device 110, which includes the 
metadata. Device 120 may decode tag 155 to retrieve the 
metadata (operation 850) and at operation 855, push the meta 
data to the application's download queue. The application 
may comprise download manager 652 of FIG. 6, a Web 
browser, or a Web application (e.g., PocketCloud Applica 
tion). At operation 860, download manager 652 may facilitate 
downloading Source data 135 using the metadata. In some 
aspects, the source data 135 may be downloaded through the 
Web browser using a URL included in token 150 or through 
the Web application. 
(0079 FIGS. 9A-9B are flowcharts illustrating exemplary 
methods 900 for downloading a source file using the infor 
mation shared using the visual tag 155 of FIGS. 1A-1D. 
Method 900A includes portions 940, 950 and 970. Portion 
940 may be implemented at device 110 of FIG. 1A-1D or 
device 210 of FIG. 2C. In the following, for simplicity, ref 
erences are made to devices 210 and 220 of FIG. 2C. Such 
references may also be valid for devices 110 and 120 of FIG. 
1A-1D. Portion 950 may be implemented at device 120 or 
220, and portion 970 may be implemented by device 260 of 
FIG.2C or any of devices 130 or 140 of FIGS. 1A-1D. Portion 
940 begins with operation 942, where at device 210 a file is 
selected by the user of device 210 to share with device 210. At 
operation 944, Visual tag transfer starts between device 210 
and 220, as described in more detail above. Using the visual 
tag transfer technique, metadata encoded in URL, including 
information such as, source device identification (SID), 
source file details (FD), and token 150, is communicated to 
device 220 (operation 946). 
0080 Portion 950 of method 900A begins at operation 
952, where visual tag information (e.g., the metadata) is 
received by device 220. Device 220 may use the Web browser 
to access a web server 260 (operation 954). Server 260, at 
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operation 974, the URL points to Web application that con 
tains necessary JavaScript to detect a local Web application. 
At operation 956, the Web application detects whether the 
local Web application is installed on device 220. At control 
operation 958, if the PocketCloud Web application is installed 
on device 220, control is passed to operation 960, where the 
PocketCloud Web application is launched at device 220 and 
the SID, FD, and token 150 are passed to the PocketCloud 
application. Subsequently, at operation 962, PocketCloud 
application downloads the source data 135 of FIG. 1A-1D 
form the source device (e.g., remote devices 130 or 140 of 
FIGS. 1A-1D, devices 270 and 280 of FIG. 2C, device 110, or 
device 220). 
0081. Otherwise, if the PocketCloud application is not 
installed in device 220, control is passed to operation 964, 
where a request is made to web server 260 (e.g., a Pocket 
Cloud server) to download source file 135. Subsequently, at 
operation 972, server 260 may access source data 135 from 
the source device. Finally, the Web browser downloads the 
source file 135 from the web server 260 to device 220 (opera 
tion 966). 
0082 In method 900B, after the operation starts, down 
load manager 652 of FIG. 6, at control operation 910, may 
inquire one of first network interface 612 or second network 
interface 614 of FIG. 6 to find out whether a connection is 
made between device 120 and the source device (e.g., remote 
devices 130 or 140 of FIGS. 1A-1D, devices 270 and 280 of 
FIG. 2C, device 110, or device 220). If the connection is 
made, the control is transferred to control operation 920, 
otherwise the download manger 652 keeps inquiring. At con 
trol operation 920, device 120 may determine whether there 
are any files pending to be downloaded. If there is no pending 
file, control is transferred back to control operation 910. Oth 
erwise, at operation 930, download manager 652 downloads 
source file 135 using the shared metadata (e.g., token 150 of 
FIGS. 3A-3B). 
0083 FIG.10 is a conceptual block diagram of an example 
of a device or server. System 1000 may comprise remote 
devices 130 or 140 of FIGS 1A-1D or server 230 or cloud 
server 240 of FIGS. 2A-2B, or any device 260, 270, 280. 
System 1000 may be device 110, 120, 210 or 220. System 
1000 includes a processing system 1002, which may include 
one or more processors or one or more processing systems. A 
processor 530 or 630 may be processing system 1002, and a 
processor can be one or more processors. The processing 
system 1002 is capable of communication with a receiver 
1006 and a transmitter 1009 through a bus 1004 or other 
structures or devices. It should be understood that communi 
cation means other than busses can be utilized with the dis 
closed configurations. Processing system 1002 can generate 
token 150 of FIGS. 3A-3B. In some aspects, processing sys 
tem 1002 may generate audio, video, multimedia, and/or 
other types of data to be provided to the transmitter 1009 for 
communication. In addition, audio, video, multimedia, and/ 
or other types of data can be received at the receiver 1006, and 
processed by the processing system 1002. 
0084. The processing system 1002 may include a general 
purpose processor or a specific-purpose processor for execut 
ing instructions and may further include a machine-readable 
medium 1019, such as a volatile or non-volatile memory, for 
storing data and/or instructions for Software programs. The 
instructions, which may be stored in a machine-readable 
medium 1010 and/or 1019, may be executed by the process 
ing system 1002 to control and manage access to the various 
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networks, as well as provide other communication and pro 
cessing functions. The instructions may also include instruc 
tions executed by the processing system 1002 for various user 
interface devices, such as a display 1012 and a keypad 1014. 
The processing system 1002 may include an input port 1022 
and an output port 1024. Each of the input port 1022 and the 
output port 1024 may include one or more ports. The input 
port 1022 and the output port 1024 may be the same port (e.g., 
a bi-directional port) or may be different ports. 
I0085. The processing system 1002 may be implemented 
using software, hardware, or a combination of both. By way 
of example, the processing system 1002 may be implemented 
with one or more processors. A processor may be a general 
purpose microprocessor, a microcontroller, a Digital Signal 
Processor (DSP), an Application Specific Integrated Circuit 
(ASIC), a Field Programmable Gate Array (FPGA), a Pro 
grammable Logic Device (PLD), a controller, a state 
machine, gated logic, discrete hardware components, or any 
other suitable device that can perform calculations or other 
manipulations of information. 
0.086 A machine-readable medium can be one or more 
machine-readable media. Software shall be construed 
broadly to mean instructions, data, or any combination 
thereof, whether referred to as software, firmware, middle 
ware, microcode, hardware description language, or other 
wise. Instructions may include code (e.g., in source code 
format, binary code format, executable code format, or any 
other suitable format of code). 
I0087 Machine-readable media (e.g., 1019) may include 
storage integrated into a processing system such as might be 
the case with an ASIC. Machine-readable media (e.g., 1010) 
may also include storage external to a processing system, 
such as a Random Access Memory (RAM), a flash memory, 
a Read Only Memory (ROM), a Programmable Read-Only 
Memory (PROM), an Erasable PROM (EPROM), registers, a 
hard disk, a removable disk, a CD-ROM, a DVD, or any other 
Suitable storage device. In addition, machine-readable media 
may include a transmission line or a carrier wave that encodes 
a data signal. Those skilled in the art will recognize how best 
to implement the described functionality for the processing 
system 1002. According to one aspect of the disclosure, a 
machine-readable medium is a computer-readable medium 
encoded or stored with instructions and is a computing ele 
ment, which defines structural and functional interrelation 
ships between the instructions and the rest of the system, 
which permit the instructions functionality to be realized. 
Instructions may be executable, for example, by a client ter 
minal or server or by a processing system of a client terminal 
or server. Instructions can be, for example, a computer pro 
gram including code. 
I0088 A network interface 1016 may be any type of inter 
face to a network (e.g., an Internet network interface) or a 
proxy server using XMPP, and may reside between any of the 
components shown in FIG. 10. For the example of a remote 
device 130 of FIGS. 1A-1D, the network interface 1016 may 
be used to communicate with device 110 or 120, for example, 
to receive identification information and an approval from 
device 110 and an identifier of device 120 or the user of device 
120 from device 120 and to communicate token 150 to device 
110 or source data 135 to device 120 over network 250 or via 
proxy server 160 of FIGS. 1C-1D. 
I0089 Adevice interface 1018 may be any type of interface 
to a device and may reside between any of the components 
shown in FIG. 10. A device interface 1018 may, for example, 
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be an interface to an external device (e.g., USB device) that 
plugs into a port (e.g., USB port) of the system 1000. 
0090. A transceiverblock 1007 may represent one or more 
transceivers, and each transceiver may include a receiver 
1006 and a transmitter 1009. A functionality implemented in 
a processing system 1002 may be implemented in a portion of 
a receiver 1006, a portion of a transmitter 1009, a portion of a 
machine-readable medium 1010, a portion of a display 1012, 
a portion of a keypad 1014, or a portion of an interface 1016, 
and vice versa. 
0091. The subject technology may provide mechanisms 
and methodology of transferring information between two or 
more separate devices to facilitate file sharing, remote desk 
top connection settings and device management settings, by a 
visual mechanism of information interchange such as by QR. 
The above information transfer may otherwise occur locally 
through device-to-device communications such as with a Wi 
Fi or BT connection. The subject technology may also facili 
tate the final transfer through an intermediary cloud based 
server infrastructure. The subject technology may be viewed 
as a simple mechanism for transferring complex information 
from one device to another. The complex information transfer 
might include, for example, file sharing, which may involve 
sharing source path information, remote desktop connection 
details, security information, device management, setup 
information, etc. 
0092. In one aspect, the subject technology can provide 
various advantages, including without limitation the follow 
ing: quick initial information transfer concerning connection 
information or file information between two distinct devices 
using a visual approach (by way of a built-in camera) that may 
lower the threshold of required device hardware/technologies 
to facilitate information exchange; transfer of remote desktop 
connection information without requiring user interaction 
(specifically text entry); and transfer device management 
information without requiring user interaction (specifically 
text entry or manual setup). 
0093. The two devices may advantageously utilize the 

built-in display and camera to perform the sharing of infor 
mation. For example, a mobile application may provide the 
mechanism to choose the file or connection setting that is 
meant to be shared. The application may generate the visual 
tag (e.g., the QR code), as well as scan a previously generated 
code from another device running the application. The appli 
cation may handle the final retrieval of and application of the 
QR encoded information (e.g., file transfer information, 
remote connection details, and device management details). 
The QR code may provide a visual tagging standard to encode 
the information to be shared (e.g., Source file location to 
download, connection details, Source file containing connec 
tion details or device specific information.) A cloud based 
server infrastructure may contain software to allow for the 
downloading of file data that is being shared, connection 
information for a remote desktop or desktops, or device man 
agement information. A Wi-Fi connection can provide the 
transport necessary to download the file, connection informa 
tion, or device management information. A Bluetooth con 
nection can provide the transport necessary to download the 
file, connection information, or device management informa 
tion. 

0094. In one aspect, various elements of the subject tech 
nology may comprise: two devices (e.g., Smartphones) with 
built-in camera used to Scan the QR code read from or gen 
erated from the other device in the pair; a mobile application 
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utilizing the framework of the Subject technology; (optional) 
cloud based server infrastructure; (optional) Wi-Fi connec 
tion; (optional) Bluetooth connection. In one aspect, the Sub 
ject technology may utilize a number of steps, for example, 
the steps for sharing a source file between two devices, as 
follows: an application in the first device is used to find a file 
to share with a second device; the file is optionally uploaded 
to a remote cloud-based server if the file is to be shared 
remotely; a QR code may be generated containing the meta 
information of the file's location; the second device may run 
an application to Scan the QR code and retrieve the meta 
information. The second device uses this meta information to 
download either directly through Bluetooth or Wi-Fi, or from 
a cloud based server infrastructure housing the shared file. 
0095. In one aspect, a method for transmitting remote 
desktop connection information may include the following 
steps: an application is used to find a remote desktop connec 
tion or group of connections to share; a QR code may be 
generated containing the meta information of the remote 
desktop connection details; the second device runs a Software 
scan the QR code and to retrieve the meta information; the 
second device uses this meta information directly to read the 
encoded information to reproduce the remote desktop con 
nection settings, or download directly through BT, Wi-Fi, P2P 
connection, or from a cloud-based server infrastructure hous 
ing a file containing extended remote desktop connection 
information. 

0096. In one advantageous example, various operations 
described herein may be performed automatically without 
user intervention, except that, for example, a process may 
require a user to identify/select a source data for sharing, to 
select one or more devices 120, and/or to approve/authenti 
cate device 120 or its user so that device 120 can access the 
Source data. 

0097. In one aspect, a communication protocol may com 
prise one or more communication protocols. In one aspect, a 
first communication protocol can be the same as a second 
communication protocol utilized by the same or different 
devices. In one aspect, a first communication protocol can be 
different from a second communication protocol utilized by 
the same or different devices. In one aspect, a notation Such as 
a first device/item can be the same as a second device/item. In 
one aspect, a notation Such as a first device/item can be 
different from a second device/item. 

(0098 Illustration of Method/Machine-Readable Storage 
Medium/Apparatus for Facilitating Sharing Information 
Among Multiple Devices Using a Visual Tag (Described as 
Clauses) 
0099 Various examples of aspects of the subject technol 
ogy are described as numbered clauses (1, 2, 3, etc.) for 
convenience. These are provided as examples, and do not 
limit the Subject technology. Identifications of the figures and 
reference numbers are provided below merely as examples 
and for illustrative purposes, and the clauses are not limited 
by those identifications. 
01.00 
0101 1. A non-transitory machine-readable medium (e.g., 
520, 550, FIG. 5) comprising instructions stored therein, the 
instructions executable by one or more processors (e.g., 530, 
FIG. 5) to facilitate performing a method (e.g., 700A, FIG. 
7A) for facilitating sharing source data, the method compris 
1ng: 

Examples of Encoding Clauses 
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0102 Supporting communication based on a first commu 
nication protocol between a first device and a remote device, 
wherein the communication is associated with Source data 
(e.g., 710, FIG. 7A); 
0103 facilitating receiving a first token associated with 
the source data (e.g., 720, FIG. 7A); 
0104 facilitating encoding the first token to create a visual 
tag (e.g., 730, FIG. 7A); 
0105 providing for display the visual tag, to enable a 
second device to optically capture the visual tag utilizing a 
camera and to allow the second device to access the Source 
data utilizing the first token from the visual tag and utilizing 
a second communication protocol, wherein the second device 
is unable to access the source data without using the first 
token (e.g., 740, FIG. 7A), 
0106 wherein the first communication protocol is the 
same or different from the second communication protocol, 
0107 wherein the first device is a communication end 
point device. 
0108 2. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises identifying the 
Source data, to initiate sharing of the source data, based on a 
user action at the first device. 

0109) 3. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises identifying, at the 
first device, the Source data for sharing, wherein the Support 
ing communication comprises providing for communication, 
from the first device utilizing the first communication proto 
col to the remote device through a proxy server, identification 
information of the source data based on the identifying the 
Source data, wherein the facilitating encoding the first token 
comprises facilitating encoding the first token using a visual 
encoding technique, wherein the visual tag comprises a quick 
response (QR) coded version of the first token. 
0110 4. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises identifying the 
Source data for sharing, 
0111 wherein the Supporting communication comprises 
providing for communication, to the remote device, identifi 
cation information of the source data, wherein the identifica 
tion information comprises at least one of an identifier of a 
Source device, a path in a file system of the source device, or 
a file name, 
0112 wherein the Supporting communication comprises 
providing for communication, to the remote device, a request 
for the first token, 
0113 wherein the facilitating receiving comprises facili 
tating receiving the first token in response to the request, 
0114 
0115 5. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises identifying the 
Source data for sharing, 
0116 wherein the Supporting communication comprises 
facilitating providing identification information of the Source 
data to the remote device to enable generation of the first 
token in real time in response to the facilitating providing 
identification information of the Source data, 
0117 wherein the facilitating receiving the first token 
comprises facilitating receiving the first token, at the first 
device, utilizing the first communication protocol, from the 
remote device via a proxy server, in response to the facilitat 
ing providing identification information of the source data, 

wherein the Source device contains the source data. 
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0118 wherein the method comprises, prior to the encod 
ing, decoding the first token received utilizing the first com 
munication protocol, 
0119 wherein the providing for communication to the 
second device the first token comprises providing for com 
munication from the first device to the second device the first 
token, 
I0120 wherein the method comprises providing for com 
munication from the first device to the second device other 
information for accessing the Source data, wherein the other 
information comprises location of the source data, wherein a 
size of the first token and the other information for commu 
nication to the second device is less than a size of the source 
data, wherein the source data comprises more than one mega 
bytes, 
0121 wherein the facilitating encoding comprises encod 
ing of the first token at the first device. 
0.122 6. The non-transitory machine-readable medium of 
clause 1, wherein the facilitating encoding the first token 
comprises facilitating encoding the first token using a visual 
encoding technique, wherein the visual tag comprises a quick 
response (QR) coded version of the first token, and further 
comprising facilitating notifying the second device when the 
first device is ready to facilitate providing the display of the 
visual tag to enable the second device to access the visual tag, 
wherein the notifying comprises sending a message to the 
second device. 
I0123 7. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises at least one of a first 
security measure and a second security measure, 
0.124 wherein the first security measure comprises: 

0.125 facilitating receiving information identifying at 
least one of the second device or a user of the second 
device, in response to the second device attempting to 
access the Source data; and 

0.126 providing for communication, an approval fol 
lowing validation of the received information by a user 
of the first device, 

I0127 wherein the second security measure comprises: 
0.128 providing for communication, information iden 
tifying at least one of the second device or the user of the 
second device, to enable authentication of the second 
device or the user of the second device when the second 
device attempts to access the source data. 

I0129 8. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises: 
0.130 facilitating transmitting the source data to a server 
comprising a cloud server and to send a second token to the 
first device; 
0131 facilitating encoding the second token to a second 
Visual tag: 
I0132 providing for access to the second visual tag by the 
second device to enable the second device to access the source 
data transmitted to the server using the second token. 
0.133 9. The non-transitory machine-readable medium of 
clause 8, wherein the first or the second token comprises a 
metadata comprising at least some of an identifier of a source 
device, an identifier of the server, authentication information 
associated with the Source device, authentication information 
associate with the server, an identifier of the source data, a 
path of the source data, an identifier of the Source data trans 
mitted to the server, or a path of the source data transmitted to 
the server, wherein the Source device comprises the Source 
data. 
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0134 10. The non-transitory machine-readable medium 
of clause 1, wherein the source data comprises at least one of 
a media file, a document, remote path information, remote 
desktop connection information, security information, device 
management information, or device configuration informa 
tion. 
0135 11. The non-transitory machine-readable medium 
of clause 10, wherein: 
0.136 the media file comprises at least one of an audio file, 
a video file, an audio-video file, or an image, 
0.137 the remote path information comprises at least one 
of a directory name, a folder name, a Sub-folder name, or a file 
name, 
0138 the remote desktop connection information com 
prises at least one of an Internet Protocol (IP) address, a 
username, or a password, 
0139 the security information comprises at least one of 
network security information or security coding information, 
0140 the device management information comprises at 
least one of a color depth, a resolution, or a desktop setting, 
and 
0141 the device configuration comprises at least one of a 
network configuration, a peripheral device configuration, or a 
client-server configuration. 
0142 12. The non-transitory machine-readable medium 
of clause 1, wherein the first token is expirable and is a 
representation unique to one or more of the following: the 
Source data, the second device, a user of the second device, 
and a time related to creation or usage of the first token, 
wherein the method comprises at least one of a first method 
and a second method, 
0143 wherein the first method comprises: 
0144 facilitating receiving a second token associated 
with second source data; 

0145 facilitating encoding the second token to a second 
visual tag; and 

0146 providing access to the second visual tag by the 
third device to enable the third device to access the 
second source data utilizing a third communication pro 
tocol, 

0147 wherein the first communication protocol is the 
same or different from the third communication proto 
col, 

0148 wherein the second token is a representation 
unique to one or more of the following: the second data, 
the third device and time related to creation or usage of 
the second token, 

0149 wherein the second method comprises: 
0150 facilitating receiving, at the first device, a third 
token associated with the source data; 

0151 facilitating encoding the third token to a third 
visual tag; and 

0152 providing access to the third visual tag by the 
fourth device to enable the fourth device to access the 
Source data utilizing a fourth communication protocol, 

0153 wherein the first communication protocol is the 
same or different from the fourth communication proto 
col, 

0154 wherein the third token is a representation unique 
to one or more of the following: the source data, the third 
device, a user of the third device, and time related to 
creation or usage of the third token. 

0155 13. The non-transitory machine-readable medium 
of clause 1, wherein the first device is a mobile device com 
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prising one or more displays, one or more processors, one or 
more network interfaces, and the non-transitory machine 
readable medium, wherein a first one of the one or more 
network interfaces is configured to Support communication 
based on the first communication protocol, wherein a second 
one of the one or more network interfaces is configured to 
Support communication based on the second communication 
protocol, wherein the second device is a mobile device, 
wherein the camera is a built-in camera, wherein the remote 
device is a computing device behind a firewall, wherein the 
first token does not exist prior to identifying the source data to 
be shared, wherein the first token is creatable in real time and 
expirable, wherein each of the first and second communica 
tion protocols comprises one or more communication proto 
cols. 
0156 14. A non-transitory machine-readable medium 
(e.g., 520, 550, FIG. 5) comprising instructions stored 
therein, the instructions executable by one or more processors 
(e.g., 530, FIG. 5) to facilitate performing a method (e.g., 
700C, FIG. 7C) for facilitating sharing source data, the 
method comprising: 
0157 facilitating receiving a first token associated with 
the source data (e.g., 780, FIG. 7C); 
0158 facilitating encoding the first token to create a visual 
tag (e.g., 782, FIG.7C); 
0159 providing for communication from a first device to a 
second device the visual tag, to enable the second device to 
access the Source data utilizing the first token from the visual 
tag and utilizing a communication protocol, wherein the sec 
ond device is unable to access the source data without using 
the first token (e.g., 784, FIG.7C). 
0160 15. The non-transitory machine-readable medium 
of clause 14, wherein the method comprises identifying the 
Source data to initiate sharing of the Source data, wherein the 
facilitating encoding the first token comprises facilitating 
encoding the first token using a visual encoding technique, 
wherein the visual tag comprises a quick response (QR) 
coded version of the first token. 
0.161 16. The non-transitory machine-readable medium 
of clause 14, wherein the source data is stored in the first 
device, wherein the method comprises facilitating generating 
the first token associated with the source data stored on the 
first device. 
0162. 17. The non-transitory machine-readable medium 
of clause 14, wherein the providing for communication com 
prises providing for communication utilizing an electronic 
mail or a multimedia messaging service. 
0163. 18. The non-transitory machine-readable medium 
of clause 14, wherein the communication protocol to be uti 
lized by the second device comprises at least one of a peer 
to-peer protocol, an interactive connectivity establishment 
protocol, a session initiation protocol, a Bluetooth protocol, a 
wireless fidelity (Wi-Fi) protocol, an extendable messaging 
and presence protocol (XMPP), a push protocol, or a non 
industry standard communication protocol. 
0164. 19. The non-transitory machine-readable medium 
of clause 14, wherein the facilitating encoding the first token 
comprises facilitating encoding the first token in a form of a 
uniform resource locator (URL) to allow the second device to 
access the source data via a website represented by the URL 
of the first token. 
0.165. 20. The non-transitory machine-readable medium 
of clause 14, wherein the method comprises a security mea 
Sure comprising: 
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0166 facilitating receiving information identifying at 
least one of the second device or a user of the second device, 
in response to the second device attempting to access the 
Source data; 
0167 facilitating validating the received information by a 
user of the first device; and 
0168 facilitating authenticating the second device or the 
user of the second device before allowing the second device to 
access the source data. 
0169. 21. The non-transitory machine-readable medium 
of clause 14, wherein the providing for communication 
allows the second device to access the source data via a third 
device, 
0170 wherein the first device supports communication 
between the first device and the third device to facilitate 
receiving the first token from the third device or to facilitate 
the second device to access the source data, 
0171 wherein the first token comprises a metadata com 
prising one or more of an identifier of a source device, authen 
tication information associated with the source device, an 
identifier of the source data, or a path of the Source data, 
wherein the first token enables downloading the source data, 
wherein the source data is for at least setup, configuration, or 
management of one or more computers. 
0172 22. An apparatus for facilitating sharing Source data 
(e.g., 110, FIG. 5), the apparatus comprising: 
0173 a first network interface (e.g., 512, FIG. 5) config 
ured to Support communication based on a first communica 
tion protocol between the apparatus and a remote device (e.g., 
130, FIGS. 1A-1D); 
0.174 an encoder (e.g.,558, FIG.5) configured to facilitate 
receiving a first token associated with source data; 
0175 the encoder configured to facilitate encoding the 

first token using a visual coding technique to generate a visual 
tag, and 
0176 a display (e.g., 540, FIG. 5) configured to facilitate 
display of an image of the visual tag, to enable a first device 
located within close proximity of the apparatus to capture the 
image and to enable the first device to access the Source data 
utilizing the first token from the visual tag and utilizing a 
second communication protocol, wherein the first device is 
unable to access the Source data without using the first token, 
0177 wherein the first communication protocol is the 
same or different from the second communication protocol, 
0.178 wherein the apparatus is a communication end 
point device. 
0179 23. The apparatus of clause 22, further comprising: 
0180 an identification module configured to identify the 
Source data and to provide an identification information of the 
Source data, to facilitate sharing of the source data, based on 
a user action at the apparatus; and 
0181 a second network interface configured to support 
communication, based on the first communication protocol, 
from the apparatus to the remote device through a proxy 
server, the identification information, wherein the identifica 
tion information comprises at least one of an identifier of the 
remote device, a path in a file system of the remote device, or 
a file name. 
0182 24. The apparatus of clause 22, further comprising 
an identification module configured to identify the Source 
data and provide an identification information of the Source 
data, to facilitate sharing of the Source data, based on a user 
action at the apparatus, wherein the first network interface is 
further configured to Support communication, based on the 
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first communication protocol, from the apparatus to the 
remote device, of the identification information, wherein the 
identification information comprises at least one of an iden 
tifier of the remote device, a path in a file system of the remote 
device, or a file name. 
0183 25. The apparatus of clause 22, further comprising 
an identification module configured to identify the source 
data and to facilitate providing of an identification informa 
tion of the source data, to Support sharing of the source data, 
based on a user action at the apparatus, 
0.184 wherein the first network interface is configured to 
Support communication for providing the identification infor 
mation of the source data to the remote device to enable 
generation of the first token in real time in response to the 
communication for providing identification information of 
the source data, 
0185 wherein the first network interface is further config 
ured to facilitate receiving the first token, at the apparatus 
from the remote device via a proxy server, utilizing the first 
communication protocol, in response to the communication 
for providing identification information of the Source data, 
0186 wherein the apparatus comprises, a decoder to 
decode, prior to the facilitating encoding, the first token 
received utilizing the first communication protocol, 
0187 wherein the encoder is configured to facilitate 
encoding the first token using a visual coding technique com 
prising a quick response (QR) coding, 
0188 wherein the first token comprises other information 
for accessing the source data, wherein the other information 
comprises location of the source data, wherein a size of the 
first token and the other information included in the first token 
is less than a size of the Source data, wherein the source data 
comprises more than one megabytes, 
0189 wherein the encoder is further configured to encode 
the first token at the apparatus. 
0190. 26. The apparatus of clause 22, further comprising a 
security module configured to facilitate at least one of a first 
security measure and a second security measure, 
0191 wherein the first security measure comprises: 

0.192 facilitating receiving information identifying at 
least one of the first device or a user of the first device, in 
response to the first device attempting to access the 
Source data; and 

0193 providing for communication, an approval fol 
lowing validation of the received information by a user 
of the apparatus, 

0194 wherein the second security measure comprises: 
0.195 providing for communication, information iden 
tifying at least one of the first device or the user of the 
first device, to enable authentication of the first device or 
the user of the first device when the first device attempts 
to access the source data. 

0196. 27. The apparatus of clause 22, wherein the first 
network interface is further configured to facilitate providing 
a request, directed to the remote device, to transmit the Source 
data to a server comprising a cloud server and to send a second 
token to the apparatus, and wherein the encoder is further 
configured to facilitate encoding the second token using the 
visual coding technique to generate a second visual tag and 
facilitating display of the second visual tag to enable the first 
device to access the source data transmitted to the server. 
0.197 28. The apparatus of clause 27, wherein the first or 
the second token comprises a metadata comprising at least 
some of an identifier of the remote device, an identifier of the 
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server, authentication information associated with the remote 
device, authentication information associate with the server, 
an identifier of the source data stored in the remote device, a 
path of the source data stored in the remote device, an iden 
tifier of the source data transmitted to the server, or a path of 
the source data transmitted to the server. 
0198 29. The apparatus of clause 22, wherein the first 
token is expirable and is a representation unique to one or 
more of the following: the source data, the first device, a user 
of the first device, and time related to creation or usage of the 
first token, and wherein the apparatus is configured to Support 
a plurality of first devices, by providing for receiving from the 
remote device a plurality of first tokens, and facilitating pro 
viding for display of a plurality of visual tags each visual tag 
of the plurality of visual tags encoding a first token of the 
plurality of first tokens and each token of the plurality of first 
tokens to enable one of the plurality of the first devices to 
access a respective visual tag of the plurality of visual tags and 
use the respective first token to access the Source data, 
wherein each first token of the plurality of first tokens is a 
representation unique to one or more of the following: the 
source data, the one of the plurality of the first devices, a user 
of the one of the plurality of the first devices, and a time 
related to creation or usage of the token of the plurality of first 
tokens. 
(0199 30. An apparatus (e.g., 110, FIG. 5) for facilitating 
sharing Source data, comprising: 
(0200 a processor (e.g., 530, FIG. 5) operable to facilitate 
receiving a first token associated with the source data; 
0201 the processor (e.g., 530, FIG. 5) operable to facili 
tate encoding the first token to create a visual tag: 
(0202 the processor (e.g., 530, FIG. 5) operable to provide 
for communication from a first device to a second device 
(e.g., 120, FIG. 6) the visual tag, to enable the second device 
to access the Source data utilizing the first token from the 
visual tag and utilizing a communication protocol, 
0203 wherein the second device is unable to access the 
source data without using the first token, wherein the first 
device comprises the apparatus. 
0204 31. The apparatus of clause 30, wherein the proces 
sor is operable to facilitate identifying the source data to 
initiate sharing of the Source data. 
0205 32. The apparatus of clause 30, wherein the source 
data is stored in the first device, wherein the processor is 
operable to facilitate generating the first token associated 
with the source data stored on the first device. 

0206. 33. The apparatus of clause 30, wherein the proces 
sor is operable to provide for communication to the second 
device, the visual tag, utilizing an electronic mail or a multi 
media messaging service. 
0207 34. The apparatus of clause 30, wherein the proces 
sor is operable to facilitate encoding the first token in a form 
of a uniform resource locator (URL) to allow the second 
device to access the source data via a website represented by 
the URL of the first token. 
0208 35. The apparatus of clause 30, wherein the proces 
sor is operable to provide for communication to the second 
device the visual tag to allow the second device to access the 
Source data via a third device, 
0209 wherein the first device supports communication 
between the first device and the third device to facilitate 
receiving the first token from the third device or to facilitate 
the second device to access the source data. 
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0210 36. A method for facilitating sharing source data 
(e.g., 700A, FIG. 7A), comprising: 
0211 Supporting communication based on a first commu 
nication protocol between a first device and a third device, 
wherein the communication is associated with Source data 
(e.g., 710, FIG. 7A); 
0212 facilitating receiving a first token associated with 
the source data (e.g., 720, FIG. 7A); 
0213 facilitating encoding the first token to create a visual 
tag (e.g., 730, FIG. 7A); 
0214 providing for display the visual tag, to enable a 
second device to optically capture the visual tag utilizing a 
camera and to allow the second device to access the Source 
data utilizing the first token from the visual tag and utilizing 
a second communication protocol, wherein the second device 
is unable to access the Source data without using the first 
token (e.g., 740, FIG. 7A), 
0215 wherein the first communication protocol is the 
same or different from the second communication protocol, 
0216 wherein the first device is a communication end 
point device. 
0217 37. The method of clause 36, comprising identifying 
the source databased on a user action at the first device. 
0218 38. The method of clause 36, wherein the method 
comprises identifying, at the first device, the source data for 
sharing, wherein the Supporting communication comprises 
providing for communication, from the first device utilizing 
the first communication protocol to the third device through a 
proxy server, identification information of the source data 
based on the identifying the source data, wherein the facili 
tating encoding the first token comprises facilitating encod 
ing the first token using a visual encoding technique, wherein 
the visual tag comprises a quick response (QR) coded version 
of the first token. 
0219. 39. The method of clause 36, wherein the method 
comprises identifying the Source data for sharing, 
0220 wherein the Supporting communication comprises 
providing for communication, to the third device, identifica 
tion information of the source data, wherein the identification 
information comprises at least one of an identifier of the third 
device, a path in a file system of the third device, or a file 
name, 
0221 wherein the Supporting communication comprises 
providing for communication, to the third device, a request 
for the first token, 
0222 wherein the facilitating receiving comprises facili 
tating receiving the first token in response to the request. 
0223 40. The method of clause 36, wherein the facilitating 
encoding the first token comprises facilitating encoding the 
first token using a visual encoding technique, wherein the 
visual tag comprises a quick response (QR) coded version of 
the first token, and further comprising facilitating notifying 
the second device when the first device is ready to facilitate 
providing the display of the visual tag to enable the second 
device to access the visual tag, wherein the notifying com 
prises sending a message to the second device. 
0224. 41. The method of clause 36, wherein the method 
comprises at least one of a first security measure and a second 
security measure, 
0225 wherein the first security measure comprises: 

0226 facilitating receiving information identifying at 
least one of the second device or a user of the second 
device, in response to the second device attempting to 
access the Source data; and 
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0227 providing for communication, an approval fol 
lowing validation of the received information by a user 
of the first device, 

0228 wherein the second security measure comprises: 
0229 providing for communication, information iden 
tifying at least one of the second device or the user of the 
second device, to enable authentication of the second 
device or the user of the second device when the second 
device attempts to access the Source data. 

0230. 42. The method of clause 36, wherein the method 
comprises: 
0231 facilitating transmitting the source data to a server 
comprising a cloud server and to send a second token to the 
first device; 
0232 facilitating encoding the second token to a second 
Visual tag: 
0233 providing for access to the second visual tag by the 
second device to enable the second device to access the Source 
data transmitted to the server using the second token. 
0234 43. The method of clause 36, wherein the source 
data comprises at least one of a media file, a document, 
remote path information, remote desktop connection infor 
mation, security information, device management informa 
tion, or device configuration information. 
0235 44. A method for facilitating sharing source data, the 
method comprising: 
0236 facilitating receiving a first token associated with 
the source data; 
0237 facilitating encoding the first token to create a visual 

tag, 
0238 providing for communication from a first device to a 
second device the visual tag, to enable the second device to 
access the Source data utilizing the first token from the visual 
tag and utilizing a communication protocol, wherein the sec 
ond device is unable to access the source data without using 
the first token. 

0239 45. The method of clause 44, wherein the method 
comprises identifying the Source data to initiate sharing of the 
Source data. 

0240 46. The method of clause 44, wherein the source 
data is stored in the first device, wherein the method com 
prises facilitating generating the first token associated with 
the source data stored on the first device. 
0241 47. The method of clause 44, wherein the providing 
for communication comprises providing for communication 
utilizing an electronic mail or a multimedia messaging Ser 
vice. 

0242 48. The method of clause 44, wherein the commu 
nication protocol to be utilized by the second device com 
prises at least one of a peer-to-peer protocol, an interactive 
connectivity establishment protocol, a session initiation pro 
tocol, a near field communication protocol, a Bluetooth pro 
tocol, a wireless fidelity (Wi-Fi) protocol, an extendable mes 
saging and presence protocol (XMPP), a push protocol, or a 
non-industry standard communication protocol. 
0243 49. The method of clause 44, wherein the facilitating 
encoding the first token comprises facilitating encoding the 
first token in a form of a uniform resource locator (URL) to 
allow the second device to access the Source datavia a website 
represented by the URL of the first token. 
0244 50. The method of clause 44, wherein the providing 
for communication allows the second device to access the 
Source data via a third device, 
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0245 wherein the first device supports communication 
between the first device and the third device to facilitate 
receiving the first token from the third device or to facilitate 
the second device to access the Source data. 
0246 51. An apparatus for facilitating sharing Source data 
(e.g., 1100, FIG. 11), the apparatus comprising: 
0247 means for Supporting communication based on a 
first communication protocol between a first device and a 
remote device, wherein the communication is associated with 
source data (e.g., 1110, FIG. 11): 
0248 means for facilitating receiving a first token associ 
ated with the source data (e.g., 1120, FIG. 11): 
0249 means for facilitating encoding the first token to 
create a visual tag (e.g., 1130, FIG. 11); 
0250 means for providing for display the visual tag, to 
enable a second device to optically capture the visual tag 
utilizing a camera and to allow the second device to access the 
Source data utilizing the first token from the visual tag and 
utilizing a second communication protocol, 
0251 wherein the second device is unable to access the 
source data without using the first token (e.g., 1140, FIG. 11), 
0252 wherein the first communication protocol is the 
same or different from the second communication protocol, 
0253) 52. An apparatus for facilitating sharing source data 
(e.g., 1300, FIG. 13), the apparatus comprising: 
0254 means for facilitating receiving a first token associ 
ated with the source data (e.g., 1310, FIG. 13): 
0255 means for facilitating encoding the first token to 
create a visual tag (e.g., 1320, FIG. 13): 
0256 means for providing for communication from a first 
device to a second device the visual tag, to enable the second 
device to access the Source data utilizing the first token from 
the visual tag and utilizing a communication protocol, 
wherein the second device is unable to access the source data 
without using the first token (e.g., 1330, FIG. 13). 
0257 53. A hardware apparatus comprising means 
adapted for performing a method associated with any one of 
the foregoing clauses. 
0258 54. An apparatus comprising means for performing 
a method associated with any one of the foregoing clauses. 
0259 55. An apparatus comprising one or more proces 
sors configured to perform a method associated with any one 
of the foregoing clauses. 
0260 56. An apparatus comprising one or more proces 
sors and a machine-readable medium, the machine-readable 
medium comprising instructions executable by one or more 
processors to perform a method associated with any one of the 
foregoing clauses. 
0261 Examples of Decoding Clauses 
0262. 1. A non-transitory machine-readable medium (e.g., 
620, 650, FIG. 6) comprising instructions stored therein, the 
instructions executable by one or more processors (e.g., 630, 
FIG. 6) to facilitate performing a method (e.g., 700B, FIG. 
7B) for facilitating sharing source data, the method compris 
1ng: 
0263 facilitating optically capturing, by an optical device 
of a first device, an image of a visual tag from a second device, 
wherein the visual tag of the second device is located within 
close proximity of the optical device of the first device, 
wherein the visual tag comprises a visually encoded first 
token associated with the source data, wherein the first token 
is a non-public token, wherein the first token is based on the 
source data for sharing (e.g., 750, FIG. 7B); 
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0264 facilitating decoding the visual tag to retrieve the 
first token (e.g., 760, FIG. 7B); 
0265 providing for communication based on a first com 
munication protocol to a third device to download the Source 
data using the retrieved first token (e.g., 770, FIG. 7B), 
0266 wherein the second device is adapted to provide 
display of the visual tag. 
0267 2. The non-transitory machine-readable medium of 
clause 1, wherein the method comprises facilitating accessing 
the source data by the first device, after a time period to allow 
the third device to receive from the second device an approval 
by a user of the second device for the access of the source data. 
0268 3. The non-transitory machine-readable medium of 
clause 2, wherein the method comprises: 
0269 facilitating capturing of an image of a visually 
encoded second token associated with the Source data from 
the second device located within close proximity of the first 
device; 
0270 facilitating decoding the visually encoded second 
token to retrieve the second token; and 
0271 providing for communication based on a second 
communication protocol to a server comprising a cloud server 
to download the source data using the retrieved second token, 
after the source data is transmitted to the server from the third 
device, in response to a request from the second device. 
0272 4. The non-transitory machine-readable medium of 
clause 1, wherein the source data comprises at least one of a 
media file, a document, remote path information, remote 
desktop connection information, security information, device 
management information, or device configuration informa 
tion. 

0273 5. The non-transitory machine-readable medium of 
clause 1, wherein the facilitating decoding the visual tag 
comprises facilitating decoding the visual tag encoded using 
quick response (QR) code, further comprising Supporting 
receiving of a notification from the second device, the notifi 
cation notifying the first device that the second device is ready 
to facilitate providing an image of the visual tag, wherein the 
Supporting receiving of a notification comprises Supporting 
receiving a message including a text message from the second 
device. 

0274 6. The non-transitory machine-readable medium of 
clause 3, wherein the first token or the second token com 
prises a metadata comprising one or more of an identifier of a 
source device, an identifier of the server, authentication infor 
mation associated with the source device, authentication 
information associate with the server, an identifier of the 
Source data, a path of the source data, an identifier of the 
Source data transmitted to the server, or a path of the Source 
data transmitted to the server, wherein the first token and the 
second token are expirable and are representations unique to 
one or more of the following: the source data, the second 
device, a user of the second device, and time related to cre 
ation or usage of the first token or the second token, wherein 
the source device contains the source data. 

0275 7. The non-transitory machine-readable medium of 
clause 3, wherein the method comprises: 
0276 providing for communication based on the first 
communication protocol to the third device to download the 
Source data within a time period prior to an expiration of the 
first token; and 
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0277 providing for communication based on the second 
communication protocol to the server to download the source 
data within a time period prior to an expiration of the second 
token. 
0278 8. The non-transitory machine-readable medium of 
clause 3, wherein the first device is a mobile device compris 
ing one or more displays, a built-in camera, one or more 
processors, one or more network interfaces, and the non 
transitory machine-readable medium, wherein a first one of 
the one or more network interfaces is configured to Support 
communication based on the first communication protocol, 
wherein a second one of the one or more network interfaces is 
configured to support communication based on the second 
communication protocol, wherein the second device is a 
mobile device, wherein the third device is a computing device 
behind a firewall, wherein the first token and the second token 
do not exist prior to identifying the Source data to be shared, 
wherein the first token and the second token are creatable in 
real time and are expirable, wherein each of the first and 
second communication protocols comprises one or more 
communication protocols. 
0279 9. A non-transitory machine-readable medium (e.g., 
620, 650, FIG. 6) comprising instructions stored therein, the 
instructions executable by one or more processors (e.g., 630, 
FIG. 6) to facilitate performing a method for facilitating shar 
ing source data (e.g., 700D, FIG. 7D), the method compris 
ing: 
0280 facilitating obtaining an image of a visual tag from a 
first device, wherein the visual tag comprises a visually 
encoded first token associated with the source data, wherein 
the first token is a non-public token (e.g., 790, FIG. 7D); 
0281 facilitating decoding the visual tag to retrieve the 

first token (e.g., 792, FIG. 7D): 
0282 providing for communication based on a first com 
munication protocol to a second device to download the 
source data using the retrieved first token (e.g.,794, FIG. 7D). 
0283. 10. The non-transitory machine-readable medium 
of clause 9, wherein the second device is a remote device, 
wherein the source data is stored in the remote device. 
0284 11. The non-transitory machine-readable medium 
of clause 9, wherein the source data is stored in the first 
device, wherein the visual tag comprises a quick response 
(QR) code. 
0285 12. The non-transitory machine-readable medium 
of clause 9, wherein the retrieved first token comprises a 
uniform resource locator (URL), wherein the providing for 
communication comprises facilitating opening the URL on a 
web browser to allow a determination as to whether the a 
device comprising the non-transitory machine-readable 
medium is enabled to facilitate downloading the Source data 
using the retrieved first token. 
0286 13. The non-transitory machine-readable medium 
of clause 12, 
0287 wherein if the device is enabled to facilitate down 
loading, then the method comprises facilitating downloading 
the source databased on the retrieved first token, 
0288 wherein if the device is not enabled to facilitate 
downloading, then the method comprises providing for com 
munication to the second device a request to download the 
Source data and facilitating receiving the source databased on 
the request. 
0289. 14. The non-transitory machine-readable medium 
of clause 9, wherein the retrieved first token comprises a 
uniform resource locator (URL), wherein the URL comprises 
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an identifier of a device storing the Source data, a path of the 
Source data stored in the device, and authentication informa 
tion. 
0290 15. The non-transitory machine-readable medium 
of clause 9, wherein the first communication protocol com 
prises at least one of a peer-to-peer protocol, an interactive 
connectivity establishment protocol, a session initiation pro 
tocol, a near field communication protocol, a Bluetooth pro 
tocol, a wireless fidelity (Wi-Fi) protocol, an extendable mes 
saging and presence protocol (XMPP), a push protocol, or a 
non-industry standard communication protocol. 
0291. 16. An apparatus for facilitating sharing source data 
(e.g., 120, FIG. 6), the apparatus comprising: 
0292 a camera (e.g., 610, FIG. 6) configured to facilitate 
capturing an image of a visual tag representing a first token 
associated with the source data from a display of a first device 
(e.g., 110, FIG. 5), located within close proximity of the 
camera, wherein the first token is a non-public token, wherein 
the first token is based on the Source data for sharing; 
0293 a decoder (e.g., 656, FIG. 6) configured to facilitate 
decoding the visual tag to retrieve the first token; 
0294 a network interface (e.g., 612 or 614, FIG. 6) con 
figured to provide for communication based on a first com 
munication protocol to a remote device to download the 
Source data using the retrieved first token, 
0295 wherein the display (e.g., 640, FIG. 6) of the first 
device is enabled to display the image of the visual tag to be 
captured by the camera. 
0296 17. The apparatus of clause 16, further comprising a 
download manager configured to facilitate accessing the 
Source data by the apparatus, after a time period to allow the 
remote device to receive from the first device an approval by 
a user of the first device for the access of the source data. 

0297 18. The apparatus of clause 16, wherein the camera 
is a built-in camera, wherein the camera is further configured 
to facilitate capturing an image of a second visual tag repre 
senting a second token associated with the source data from 
the first device located within a close proximity of the appa 
ratus, wherein the decoder is further configured to facilitate 
decoding the visual tag to retrieve the second token; and 
further comprising a second network interface configured to 
provide for communication based on a second communica 
tion protocol to a server comprising a cloud server to down 
load the Source data using the decoded second token, after the 
source data is transmitted to the server from the remote 
device, in response to a request from the first device. 
0298. 19. The apparatus of clause 16, wherein the source 
data comprises at least one of a media file, a document, 
remote path information, remote desktop connection infor 
mation, security information, device management informa 
tion, or device configuration information. 
0299. 20. The apparatus of clause 16, wherein the first 
token comprises a metadata comprising one or more of the 
following: an identifier of the remote device, authentication 
information associated with the remote device, an identifier 
of the source data, or a path of the Source data, wherein the 
first token is expirable and is a representation unique to one or 
more of the following: the source data, the first device, a user 
of the first device, and a time related to creation or usage of the 
first token. 

0300 21. The apparatus of clause 18, wherein: 
0301 the first network interface is further configured to 
provide for communication based on the first communication 
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protocol to the remote device to download the source data 
within a time period prior to an expiration of the first token; 
and 
0302 the second network interface is further configured to 
provide for communication based on the second communi 
cation protocol to the server to download the source data 
within a time period prior to an expiration of the second token. 
0303 22. An apparatus (e.g., 120, FIG. 6) for facilitating 
sharing source data, comprising: 
0304 a processor (e.g., 630, FIG. 6) operable to facilitate 
obtaining an image of a visual tag from a first device (e.g., 
110, FIG. 5), wherein the visual tag comprises a visually 
encoded first token associated with the source data, wherein 
the first token is a non-public token; 
(0305 the processor (e.g., 630, FIG. 6) operable to facili 
tate decoding the visual tag to retrieve the first token; 
0306 the processor (e.g., 630, FIG. 6) operable to provide 
for communication based on a first communication protocol 
to a second device to download the source data using the 
retrieved first token. 
0307 23. The apparatus of clause 22, wherein the second 
device is a remote device, wherein the source data is stored in 
the remote device, wherein the visual tag comprises a quick 
response (QR) code. 
0308 24. The apparatus of clause 22, wherein the source 
data is stored in the first device. 
0309 25. The apparatus of clause 22, wherein the 
retrieved first token comprises a uniform resource locator 
(URL), wherein the processor is operable to facilitate opening 
the URL on a web browser to allow a determination as to 
whether the apparatus is enabled to facilitate downloading the 
Source data using the retrieved first token. 
0310 26. The apparatus of clause 25, 
0311 wherein if the apparatus is enabled to facilitate 
downloading, then the processor is operable to facilitate 
downloading the source data based on the retrieved first 
token, 
0312 wherein if the apparatus is not enabled to facilitate 
downloading, then the processor is operable to provide for 
communication to the second device a request to download 
the Source data and to facilitate receiving the source data 
based on the request. 
0313 27. The apparatus of clause 22, wherein the 
retrieved first token comprises a uniform resource locator 
(URL), wherein the URL comprises an identifier of a device 
storing the source data, a path of the source data stored in the 
device, and authentication information. 
0314, 28. A method for facilitating sharing source data 
(e.g., 700B, FIG. 7B), comprising: 
0315 facilitating optically capturing, by an optical device 
of a first device, an image of a visual tag from a second device, 
wherein the visual tag of the second device is located within 
close proximity of the optical device of the first device, 
wherein the visual tag comprises a visually encoded first 
token associated with the source data, wherein the first token 
is a non-public token, wherein the first token is based on the 
source data for sharing (e.g., 750, FIG. 7B); 
0316 facilitating decoding the visual tag to retrieve the 

first token (e.g., 760, FIG. 7B); 
0317 providing for communication based on a first com 
munication protocol to a third device to download the source 
data using the retrieved first token (e.g., 770, FIG. 7B), 
0318 wherein the second device is adapted to provide 
display of the visual tag. 
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0319. 29. The method of clause 28, wherein the method 
comprises facilitating accessing the Source data by the first 
device, after a time period to allow the third device to receive 
from the second device an approval by a user of the second 
device for the access of the source data. 

0320 30. The method of clause 29, wherein the method 
comprises: 
0321 facilitating capturing of an image of a visually 
encoded second token associated with the Source data from 
the second device located within close proximity of the first 
device; 
0322 facilitating decoding the visually encoded second 
token to retrieve the second token; and 
0323 providing for communication based on a second 
communication protocol to a server comprising a cloud server 
to download the source data using the retrieved second token, 
after the source data is transmitted to the server from the third 
device, in response to a request from the second device. 
0324 31. The method of clause 28, wherein the source 
data comprises at least one of a media file, a document, 
remote path information, remote desktop connection infor 
mation, security information, device management informa 
tion, or device configuration information. 
0325 32. The method of clause 28, wherein the facilitating 
decoding the visual tag comprises facilitating decoding the 
visual tag encoded using quick response (QR) code, further 
comprising Supporting receiving of a notification from the 
second device, the notification notifying the first device that 
the second device is ready to facilitate providing an image of 
the visual tag, wherein the Supporting receiving of a notifica 
tion comprises Supporting receiving a message including a 
text message from the second device. 
0326. 33. The method of clause 30, wherein the first token 
or the second token comprises a metadata comprising one or 
more of an identifier of a source device, an identifier of the 
server, authentication information associated with the Source 
device, authentication information associate with the server, 
an identifier of the source data, a path of the Source data, an 
identifier of the source data transmitted to the server, or a path 
of the source data transmitted to the server, wherein the first 
token and the second token are expirable and are representa 
tions unique to one or more of the following: the source data, 
the second device, a user of the second device, and time 
related to creation or usage of the first token or the second 
token, wherein the Source device contains the Source data. 
0327 34. The method of clause 30, wherein the method 
comprises: 
0328 providing for communication based on the first 
communication protocol to the third device to download the 
Source data within a time period prior to an expiration of the 
first token; and 
0329 providing for communication based on the second 
communication protocol to the server to download the Source 
data within a time period prior to an expiration of the second 
token. 

0330 35. A method for facilitating sharing source data 
(e.g., 700D, FIG. 7D), comprising: 
0331 facilitating obtaining an image of a visual tag from a 

first device, wherein the visual tag comprises a visually 
encoded first token associated with the source data, wherein 
the first token is a non-public token (e.g., 790, FIG. 7D); 
0332 facilitating decoding the visual tag to retrieve the 

first token (e.g., 792, FIG. 7D); 
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0333 providing for communication based on a first com 
munication protocol to a second device to download the 
source data using the retrieved first token (e.g.,794, FIG. 7D). 
0334 36. The method of clause 35, wherein the second 
device is a remote device, wherein the source data is stored in 
the remote device. 
0335 37. The method of clause 35, wherein the source 
data is stored in the first device. 
0336 38. The method of clause 35, wherein the retrieved 

first token comprises a uniform resource locator (URL), 
wherein the providing for communication comprises facili 
tating opening the URL on a web browser to allow a deter 
mination as to whether the a device operable to provide for 
communication to the second device is enabled to facilitate 
downloading the Source data using the retrieved first token. 
0337 39. The method of clause 38, 
0338 wherein if the device is enabled to facilitate down 
loading, then the method comprises facilitating downloading 
the source databased on the retrieved first token, 
0339 wherein if the device is not enabled to facilitate 
downloading, then the method comprises providing for com 
munication to the second device a request to download the 
Source data and facilitating receiving the source databased on 
the request. 
0340 40. The method of clause 35, wherein the retrieved 

first token comprises a uniform resource locator (URL), 
wherein the URL comprises an identifier of a device storing 
the source data, a path of the source data stored in the device, 
and authentication information. 
0341. 41. The method of clause 35, wherein the first com 
munication protocol comprises at least one of a peer-to-peer 
protocol, an interactive connectivity establishment protocol, 
a session initiation protocol, a near field communication pro 
tocol, a Bluetooth protocol, a wireless fidelity (Wi-Fi) proto 
col, an extendable messaging and presence protocol (XMPP), 
a push protocol, or a non-industry standard communication 
protocol. 
0342. 42. An apparatus for facilitating sharing Source data 
(e.g., 1200, FIG. 12), the apparatus comprising: 
0343 means for facilitating optically capturing, by an 
optical device of a first device, an image of a visual tag from 
a second device, wherein the visual tag of the second device 
is located within close proximity of the optical device of the 
first device, wherein the visual tag comprises a visually 
encoded first token associated with the source data, wherein 
the first token is a non-public token, wherein the first token is 
based on the source data for sharing (e.g., 1210, FIG. 12); 
0344 means for facilitating decoding the visual tag to 
retrieve the first token (e.g., 1220, FIG. 12); 
0345 means for providing for communication based on a 

first communication protocol to a third device to download 
the source data using the retrieved first token (e.g., 1230, FIG. 
12), 
0346 wherein the second device is adapted to provide 
display of the visual tag. 
0347 43. An apparatus for facilitating sharing source data 
(e.g., 1400, FIG. 14), the apparatus comprising: 
0348 means for facilitating obtaining an image of a visual 
tag from a first device, wherein the visual tag comprises a 
visually encoded first token associated with the Source data, 
wherein the first token is a non-public token (e.g., 1410, FIG. 
14); 
0349 means for facilitating decoding the visual tag to 
retrieve the first token (e.g., 1420, FIG. 14); 
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0350 means for providing for communication based on a 
first communication protocol to a second device to download 
the source data using the retrieved first token (e.g., 1430, FIG. 
14). 
0351 44. A hardware apparatus comprising means 
adapted for performing a method associated with any one of 
the foregoing clauses. 
0352 45. An apparatus comprising means for performing 
a method associated with any one of the foregoing clauses. 
0353 46. An apparatus comprising one or more proces 
sors configured to perform a method associated with any one 
of the foregoing clauses. 
0354 47. An apparatus comprising one or more proces 
sors and a machine-readable medium, the machine-readable 
medium comprising instructions executable by one or more 
processors to perform a method associated with any one of the 
foregoing clauses. 
0355. In one aspect, any of the clauses herein may depend 
from any one of the independent clauses or any one of the 
dependent clauses. In one aspect, any of the clauses (e.g., 
dependent or independent clauses) may be combined with 
any other clauses (e.g., dependent or independent clauses). In 
one aspect, a claim may include some or all of the words (e.g., 
steps, operations, means or components) recited in a clause, a 
sentence, a phrase or a paragraph. In one aspect, a claim may 
include some or all of the words recited in one or more 
clauses, sentences, phrases or paragraphs. In one aspect, 
Some of the words in each of the clauses, sentences, phrases or 
paragraphs may be removed. In one aspect, additional Words 
or elements may be added to a clause, a sentence, a phrase or 
a paragraph. In one aspect, the Subject technology may be 
implemented without utilizing some of the components, ele 
ments, functions or operations described herein. In one 
aspect, the Subject technology may be implemented utilizing 
additional components, elements, functions or operations. 
0356. In one aspect, any methods, instructions, code, 
means, logic, components, blocks, modules and the like (e.g., 
software or hardware) described or claimed herein can be 
represented in drawings (e.g., flow charts, block diagrams), 
Such drawings (regardless of whether explicitly shown or not) 
are expressly incorporated herein by reference, and Such 
drawings (if not yet explicitly shown) can be added to the 
disclosure without constituting new matter. Forbrevity, some 
(but not necessarily all) of the clauses/descriptions/claims are 
explicitly represented in drawings, but any of the clauses/ 
descriptions/claims can be represented in drawings in a man 
ner similar to those drawings explicitly shown. For example, 
a flow chart can be drawn for any of the clauses, sentences or 
claims for a method such that each operation or step is con 
nected to the next operation or step by an arrow. In another 
example, a block diagram can be drawn for any of the clauses, 
sentences or claims having means-for elements (e.g., means 
for performing an action) Such that each means-for element 
can be represented as a module for element (e.g., a module for 
performing an action). 
0357 Those of skill in the art would appreciate that items 
Such as the various illustrative blocks, modules, elements, 
components, methods, operations, steps, and algorithms 
described herein (e.g., components of, or operations on, client 
102 or server 104/304) may be implemented as hardware, 
computer Software, or a combination of both. 
0358 To illustrate the interchangeability of hardware and 
Software, items such as the various illustrative blocks, mod 
ules, elements, components, methods, operations, steps, and 
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algorithms have been described generally in terms of their 
functionality. Whether such functionality is implemented as 
hardware or software depends upon the particular application 
and design constraints imposed on the overall system. Skilled 
artisans may implement the described functionality in vary 
ing ways for each particular application. 
0359. In one aspect, “means,” a block, a module, an ele 
ment, a component or a processor may be an item (e.g., one or 
more of blocks, modules, elements, components or proces 
sors) for performing one or more functions or operations. In 
one aspect, Such an item may be an apparatus, hardware, or a 
portion thereof. In one example, an item may have a structure 
in the form of for example, an instruction(s) for performing 
the function(s) or operation(s), where the instruction(s) are 
encoded or stored on a machine-readable medium, on another 
device, or on a portion thereof, where an instruction(s) may be 
Software, an application(s), a Subroutine(s), or a portion 
thereof. In an example, an item may be implemented as one or 
more circuits configured to perform the function(s) or opera 
tion(s). A circuit may include one or more circuits and/or 
logic. A circuit may be analog and/or digital. A circuit may be 
electrical and/or optical. A circuit may include transistors. In 
an example, one or more items may be implemented as a 
processing system (e.g., a digital signal processor (DSP), an 
application specific integrated circuit (ASIC), a field pro 
grammable gate array (FPGA), etc.). Those skilled in the art 
will recognize how to implement the instructions, circuits, 
and processing systems. 
0360. A reference to an element in the singular is not 
intended to mean “one and only one' unless specifically so 
stated, but rather “one or more. For example, a client may 
refer to one or more clients, a server may refer to one or more 
servers, an operation may refer to one or more operations, and 
a signal, message, or communication may refer to one or more 
signals, messages, or communications. 
0361 Unless specifically stated otherwise, the term 
“some refers to one or more. Pronouns in the masculine (e.g., 
his) include the feminine and neuter gender (e.g., her and its) 
and vice versa. Headings and Subheadings, if any, are used for 
convenience only and do not limit the invention. 
0362. The word “exemplary” is used hereinto mean “serv 
ing as an example or illustration.” Any aspect or design 
described herein as “exemplary' is not necessarily to be con 
Strued as preferred or advantageous over other aspects or 
designs. In one aspect, various alternative configurations and 
operations described herein may be considered to be at least 
equivalent. 
0363 A phrase such as an "aspect” does not imply that 
Such aspect is essential to the Subject technology or that Such 
aspect applies to all configurations of the Subject technology. 
A disclosure relating to an aspect may apply to all configu 
rations, or one or more configurations. An aspect may provide 
one or more examples. A phrase Such as an aspect may refer 
to one or more aspects and vice versa. A phrase such as an 
"embodiment” does not imply that such embodiment is 
essential to the Subject technology or that Such embodiment 
applies to all configurations of the Subject technology. A 
disclosure relating to an embodiment may apply to all 
embodiments, or one or more embodiments. An embodiment 
may provide one or more examples. A phrase such an embodi 
ment may refer to one or more embodiments and vice versa. 
A phrase Such as a “configuration' does not imply that Such 
configuration is essential to the Subject technology or that 
Such configuration applies to all configurations of the Subject 
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technology. A disclosure relating to a configuration may 
apply to all configurations, or one or more configurations. A 
configuration may provide one or more examples. A phrase 
Such a configuration may refer to one or more configurations 
and vice versa. 
0364. In one aspect of the disclosure, when actions or 
functions are described as being performed by an item (e.g., 
modifying, intercepting, redirecting, determining, obtaining, 
creating, operating, deleting, removing, receiving, providing. 
generating, converting, displaying, notifying, accepting, 
Selecting, controlling, transmitting, reporting, sending, or any 
other action or function), it is understood that such actions or 
functions may be performed by the item directly or indirectly. 
In one aspect, when a module is described as performing an 
action, the module may be understood to perform the action 
directly. In one aspect, when a module is described as per 
forming an action, the module may be understood to perform 
the action indirectly, for example, by facilitating, enabling or 
causing Such an action. 
0365. In one aspect, unless otherwise stated, all measure 
ments, values, ratings, positions, magnitudes, sizes, and other 
specifications that are set forth in this specification, including 
in the claims that follow, are approximate, not exact. In one 
aspect, they are intended to have a reasonable range that is 
consistent with the functions to which they relate and with 
what is customary in the art to which they pertain. 
0366. In one aspect, the term “coupled' or the like may 
refer to being directly coupled. In another aspect, the term 
“coupled” or the like may refer to being indirectly coupled. 
0367 Various items may be arranged differently (e.g., 
arranged in a different order, or partitioned in a different way) 
all without departing from the scope of the subject technol 
ogy. In one aspect of the disclosure, the elements recited in the 
accompanying claims may be performed by one or more 
modules or Sub-modules. 
0368. It is understood that the specific order or hierarchy 
of steps, operations or processes disclosed are an illustration 
of exemplary approaches. Based upon design preferences, it 
is understood that the specific order or hierarchy of steps, 
operations or processes may be rearranged. Some of the steps, 
operations or processes may be performed simultaneously. 
Some or all of the steps, operations, or processes may be 
performed automatically, without the intervention of a user. 
The accompanying method claims, if any, present elements of 
the various steps, operations or processes in a sample order, 
and are not meant to be limited to the specific order or hier 
archy presented. 
0369. The disclosure is provided to enable any person 
skilled in the art to practice the various aspects described 
herein. The disclosure provides various examples of the sub 
ject technology, and the Subject technology is not limited to 
these examples. Various modifications to these aspects will be 
readily apparent to those skilled in the art, and the generic 
principles defined herein may be applied to other aspects. 
0370 All structural and functional equivalents to the ele 
ments of the various aspects described throughout this dis 
closure that are known or later come to be known to those of 
ordinary skill in the art are expressly incorporated herein by 
reference and are intended to be encompassed by the claims. 
Moreover, nothing disclosed herein is intended to be dedi 
cated to the public regardless of whether such disclosure is 
explicitly recited in the claims. No claim element is to be 
construed under the provisions of 35 U.S.C. S 112, sixth para 
graph, unless the element is expressly recited using the phrase 
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“means for” or, in the case of a method claim, the element is 
recited using the phrase “step for.” Furthermore, to the extent 
that the term “include,” “have or the like is used, such term 
is intended to be inclusive in a manner similar to the term 
“comprise' as “comprise' is interpreted when employed as a 
transitional word in a claim. 
0371. The Title, Background, Summary, Brief Description 
of the Drawings and Abstract of the disclosure are hereby 
incorporated into the disclosure and are provided as illustra 
tive examples of the disclosure, not as restrictive descriptions. 
It is submitted with the understanding that they will not be 
used to limit the scope or meaning of the claims. In addition, 
in the Detailed Description, it can be seen that the description 
provides illustrative examples and the various features are 
grouped together in various embodiments for the purpose of 
streamlining the disclosure. This method of disclosure is not 
to be interpreted as reflecting an intention that the claimed 
Subject matter requires more features than are expressly 
recited in each claim. Rather, as the following claims reflect, 
inventive Subject matterlies in less than all features of a single 
disclosed configuration or operation. The following claims 
are hereby incorporated into the Detailed Description, with 
each claim standing on its own as a separately claimed subject 
matter. 

0372. The claims are not intended to be limited to the 
aspects described herein, but are to be accorded the full scope 
consistent with the language claims and to encompass all 
legal equivalents. Notwithstanding, none of the claims are 
intended to embrace subject matter that fails to satisfy the 
requirement of 35 U.S.C.S 101, 102, or 103, nor should they 
be interpreted in Such away. Any unintended embracement of 
such subject matter is hereby disclaimed. 
What is claimed is: 
1. A non-transitory machine-readable medium comprising 

instructions stored therein, the instructions executable by one 
or more processors to facilitate performing a method for 
facilitating sharing source data, the method comprising: 

facilitating optically capturing, by an optical device of a 
first device, an image of a visual tag from a second 
device, wherein the visual tag of the second device is 
located within close proximity of the optical device of 
the first device, wherein the visual tag comprises a visu 
ally encoded first token associated with the source data, 
wherein the first token is a non-public token, wherein the 
first token is based on the source data for sharing; 

facilitating decoding the visual tag to retrieve the first 
token; 

providing for communication based on a first communica 
tion protocol to a third device to download the source 
data using the retrieved first token, 

wherein the second device is adapted to provide display of 
the visual tag. 

2. The non-transitory machine-readable medium of claim 
1, wherein the method comprises facilitating accessing the 
source data by the first device, after a time period to allow the 
third device to receive from the second device an approval by 
a user of the second device for the access of the Source data. 

3. The non-transitory machine-readable medium of claim 
2, wherein the method comprises: 

facilitating capturing of an image of a visually encoded 
second token associated with the source data from the 
second device located within close proximity of the first 
device; 
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facilitating decoding the visually encoded second token to 
retrieve the second token; and 

providing for communication based on a second commu 
nication protocol to a server comprising a cloud serverto 
download the source data using the retrieved second 
token, after the source data is transmitted to the server 
from the third device, in response to a request from the 
second device. 

4. The non-transitory machine-readable medium of claim 
1, wherein the source data comprises at least one of a media 
file, a document, remote path information, remote desktop 
connection information, security information, device man 
agement information, or device configuration information. 

5. The non-transitory machine-readable medium of claim 
1, wherein the facilitating decoding the visual tag comprises 
facilitating decoding the visual tag encoded using quick 
response (QR) code, further comprising Supporting receiving 
of a notification from the second device, the notification noti 
fying the first device that the second device is ready to facili 
tate providing an image of the visual tag, wherein the Sup 
porting receiving of a notification comprises Supporting 
receiving a message including a text message from the second 
device. 

6. The non-transitory machine-readable medium of claim 
3, wherein the first token or the second token comprises a 
metadata comprising one or more of an identifier of a source 
device, an identifier of the server, authentication information 
associated with the source device, authentication information 
associate with the server, an identifier of the Source data, a 
path of the source data, an identifier of the Source data trans 
mitted to the server, or a path of the source data transmitted to 
the server, wherein the first token and the second token are 
expirable and are representations unique to one or more of the 
following: the source data, the second device, a user of the 
second device, and time related to creation or usage of the first 
token or the second token, wherein the Source device contains 
the source data. 

7. The non-transitory machine-readable medium of claim 
3, wherein the method comprises: 

providing for communication based on the first communi 
cation protocol to the third device to download the 
Source data within a time period prior to an expiration of 
the first token; and 

providing for communication based on the second commu 
nication protocol to the server to download the source 
data within a time period prior to an expiration of the 
second token. 

8. The non-transitory machine-readable medium of claim 
3, wherein the first device is a mobile device comprising one 
or more displays, a built-in camera, one or more processors, 
one or more network interfaces, and the non-transitory 
machine-readable medium, wherein a first one of the one or 
more network interfaces is configured to Support communi 
cation based on the first communication protocol, wherein a 
second one of the one or more network interfaces is config 
ured to Support communication based on the second commu 
nication protocol, wherein the second device is a mobile 
device, wherein the third device is a computing device behind 
a firewall, wherein the first token and the second token do not 
exist prior to identifying the source data to be shared, wherein 
the first token and the second token are creatable in real time 
and are expirable, wherein each of the first and second com 
munication protocols comprises one or more communication 
protocols. 
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9. A non-transitory machine-readable medium comprising 
instructions stored therein, the instructions executable by one 
or more processors to facilitate performing a method for 
facilitating sharing source data, the method comprising: 

facilitating obtaining an image of a visual tag from a first 
device, wherein the visual tag comprises a visually 
encoded first token associated with the source data, 
wherein the first token is a non-public token; 

facilitating decoding the visual tag to retrieve the first 
token; 

providing for communication based on a first communica 
tion protocol to a second device to download the source 
data using the retrieved first token. 

10. The non-transitory machine-readable medium of claim 
9, wherein the second device is a remote device, wherein the 
Source data is stored in the remote device. 

11. The non-transitory machine-readable medium of claim 
9, wherein the source data is stored in the first device, wherein 
the visual tag comprises a quick response (QR) code. 

12. The non-transitory machine-readable medium of claim 
9, wherein the retrieved first token comprises a uniform 
resource locator (URL), wherein the providing for commu 
nication comprises facilitating opening the URL on a web 
browser to allow a determination as to whether the a device 
comprising the non-transitory machine-readable medium is 
enabled to facilitate downloading the Source data using the 
retrieved first token. 

13. The non-transitory machine-readable medium of claim 
12, 
wherein if the device is enabled to facilitate downloading, 

then the method comprises facilitating downloading the 
source databased on the retrieved first token, 

wherein if the device is not enabled to facilitate download 
ing, then the method comprises providing for commu 
nication to the second device a request to download the 
Source data and facilitating receiving the source data 
based on the request. 

14. The non-transitory machine-readable medium of claim 
9, wherein the retrieved first token comprises a uniform 
resource locator (URL), wherein the URL comprises an iden 
tifier of a device storing the source data, a path of the Source 
data stored in the device, and authentication information. 

15. The non-transitory machine-readable medium of claim 
9, wherein the first communication protocol comprises at 
least one of a peer-to-peer protocol, an interactive connectiv 
ity establishment protocol, a session initiation protocol, a 
near field communication protocol, a bluetooth protocol, a 
wireless fidelity (WiFi) protocol, an extendable messaging 
and presence protocol (XMPP), a push protocol, or a non 
industry standard communication protocol. 

16. An apparatus for facilitating sharing source data, the 
apparatus comprising: 

a camera configured to facilitate capturing an image of a 
visual tag representing a first token associated with the 
Source data from a display of a first device, located 
within close proximity of the camera, wherein the first 
token is a non-public token, wherein the first token is 
based on the source data for sharing; 

a decoder configured to facilitate decoding the visual tag to 
retrieve the first token; 

a network interface configured to provide for communica 
tion based on a first communication protocol to a remote 
device to download the source data using the retrieved 
first token, 
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wherein the display of the first device is enabled to display 
the image of the visual tag to be captured by the camera, 

17. The apparatus of claim 16, further comprising a down 
load manager configured to facilitate accessing the Source 
data by the apparatus, after a time period to allow the remote 
device to receive from the first device an approval by a user of 
the first device for the access of the source data. 

18. The apparatus of claim 16, wherein the camera is a 
built-in camera, wherein the camera is further configured to 
facilitate capturing an image of a second visual tag represent 
ing a second token associated with the source data from the 
first device located within a close proximity of the apparatus, 
wherein the decoder is further configured to facilitate decod 
ing the visual tag to retrieve the second token; and further 
comprising a second network interface configured to provide 
for communication based on a second communication proto 
col to a server comprising a cloud server to download the 
Source data using the decoded second token, after the Source 
data is transmitted to the server from the remote device, in 
response to a request from the first device. 

19. The apparatus of claim 16, wherein the source data 
comprises at least one of a media file, a document, remote 
path information, remote desktop connection information, 
security information, device management information, or 
device configuration information. 

20. The apparatus of claim 16, wherein the first token 
comprises a metadata comprising one or more of the follow 
ing: an identifier of the remote device, authentication infor 
mation associated with the remote device, an identifier of the 
Source data, or a path of the source data, wherein the first 
token is expirable and is a representation unique to one or 
more of the following: the source data, the first device, a user 
of the first device, and a time related to creation or usage of the 
first token. 

21. The apparatus of claim 18, wherein: 
the first network interface is further configured to provide 

for communication based on the first communication 
protocol to the remote device to download the source 
data within a time period prior to an expiration of the first 
token; and 

the second network interface is further configured to pro 
vide for communication based on the second communi 
cation protocol to the server to download the source data 
within a time period prior to an expiration of the second 
token. 

22. An apparatus for facilitating sharing Source data, com 
prising: 

a processor operable to facilitate obtaining an image of a 
visual tag from a first device, wherein the visual tag 
comprises a visually encoded first token associated with 
the source data, wherein the first token is a non-public 
token; 

the processor operable to facilitate decoding the visual tag 
to retrieve the first token; 

the processor operable to provide for communication 
based on a first communication protocol to a second 
device to download the source data using the retrieved 
first token. 

23. The apparatus of claim 22, wherein the second device is 
a remote device, wherein the source data is stored in the 
remote device, wherein the visual tag comprises a quick 
response (QR) code. 

24. The apparatus of claim 22, wherein the source data is 
stored in the first device. 
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25. The apparatus of claim 22, wherein the retrieved first 
token comprises a uniform resource locator (URL), wherein 
the processor is operable to facilitate opening the URL on a 
web browser to allow a determination as to whether the appa 
ratus is enabled to facilitate downloading the Source data 
using the retrieved first token. 

26. The apparatus of claim 25, 
wherein if the apparatus is enabled to facilitate download 

ing, then the processor is operable to facilitate down 
loading the source databased on the retrieved first token, 

wherein if the apparatus is not enabled to facilitate down 
loading, then the processor is operable to provide for 
communication to the second device a request to down 
load the Source data and to facilitate receiving the source 
databased on the request. 

27. The apparatus of claim 22, wherein the retrieved first 
token comprises a uniform resource locator (URL), wherein 
the URL comprises an identifier of a device storing the source 
data, a path of the source data stored in the device, and 
authentication information. 

28. A method for facilitating sharing source data, compris 
ing: 

facilitating optically capturing, by an optical device of a 
first device, an image of a visual tag from a second 
device, wherein the visual tag of the second device is 
located within close proximity of the optical device of 
the first device, wherein the visual tag comprises a visu 
ally encoded first token associated with the source data, 
wherein the first token is a non-public token, wherein the 
first token is based on the source data for sharing; 

facilitating decoding the visual tag to retrieve the first 
token; 

providing for communication based on a first communica 
tion protocol to a third device to download the source 
data using the retrieved first token, 

wherein the second device is adapted to provide display of 
the visual tag. 

29. The method of claim 28, wherein the method comprises 
facilitating accessing the Source data by the first device, after 
a time period to allow the third device to receive from the 
second device an approval by a user of the second device for 
the access of the Source data. 

30. The method of claim 29, wherein the method com 
prises: 

facilitating capturing of an image of a visually encoded 
second token associated with the source data from the 
second device located within close proximity of the first 
device; 

facilitating decoding the visually encoded second token to 
retrieve the second token; and 

providing for communication based on a second commu 
nication protocol to a server comprising a cloud serverto 
download the source data using the retrieved second 
token, after the source data is transmitted to the server 
from the third device, in response to a request from the 
second device. 

31. The method of claim 28, wherein the source data com 
prises at least one of a media file, a document, remote path 
information, remote desktop connection information, Secu 
rity information, device management information, or device 
configuration information. 

32. The method of claim 28, wherein the facilitating decod 
ing the visual tag comprises facilitating decoding the visual 
tag encoded using quick response (QR) code, further com 
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prising Supporting receiving of a notification from the second 
device, the notification notifying the first device that the sec 
ond device is ready to facilitate providing an image of the 
visual tag, wherein the Supporting receiving of a notification 
comprises Supporting receiving a message including a text 
message from the second device. 

33. The method of claim 30, wherein the first token or the 
second token comprises a metadata comprising one or more 
of an identifier of a source device, an identifier of the server, 
authentication information associated with the source device, 
authentication information associate with the server, an iden 
tifier of the source data, a path of the source data, an identifier 
of the source data transmitted to the server, or a path of the 
source data transmitted to the server, wherein the first token 
and the second token are expirable and are representations 
unique to one or more of the following: the Source data, the 
second device, a user of the second device, and time related to 
creation or usage of the first token or the second token, 
wherein the source device contains the source data. 

34. The method of claim 30, wherein the method com 
prises: 

providing for communication based on the first communi 
cation protocol to the third device to download the 
Source data within a time period prior to an expiration of 
the first token; and 

providing for communication based on the second commu 
nication protocol to the server to download the source 
data within a time period prior to an expiration of the 
second token. 

35. A method for facilitating sharing source data, compris 
ing: 

facilitating obtaining an image of a visual tag from a first 
device, wherein the visual tag comprises a visually 
encoded first token associated with the source data, 
wherein the first token is a non-public token; 

facilitating decoding the visual tag to retrieve the first 
token; 
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providing for communication based on a first communica 
tion protocol to a second device to download the source 
data using the retrieved first token. 

36. The method of claim 35, wherein the second device is 
a remote device, wherein the source data is stored in the 
remote device. 

37. The method of claim 35, wherein the source data is 
stored in the first device. 

38. The method of claim 35, wherein the retrieved first 
token comprises a uniform resource locator (URL), wherein 
the providing for communication comprises facilitating 
opening the URL on a web browser to allow a determination 
as to whether the a device operable to provide for communi 
cation to the second device is enabled to facilitate download 
ing the source data using the retrieved first token. 

39. The method of claim 38, 
wherein if the device is enabled to facilitate downloading, 

then the method comprises facilitating downloading the 
source databased on the retrieved first token, 

wherein if the device is not enabled to facilitate download 
ing, then the method comprises providing for commu 
nication to the second device a request to download the 
Source data and facilitating receiving the source data 
based on the request. 

40. The method of claim 35, wherein the retrieved first 
token comprises a uniform resource locator (URL), wherein 
the URL comprises an identifier of a device storing the source 
data, a path of the source data stored in the device, and 
authentication information. 

41. The method of claim 35, wherein the first communica 
tion protocol comprises at least one of a peer-to-peer proto 
col, an interactive connectivity establishment protocol, a ses 
sion initiation protocol, a near field communication protocol, 
a bluetooth protocol, a wireless fidelity (WiFi) protocol, an 
extendable messaging and presence protocol (XMPP), a push 
protocol, or a non-industry standard communication proto 
col. 
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