US 20040010687A1

a2 Patent Application Publication (o) Pub. No.: US 2004/0010687 A1l

a9 United States

Futa et al.

43) Pub. Date: Jan. 15, 2004

(54) CONTENT DISTRIBUTING SYSTEM AND
DATA-COMMUNICATION CONTROLLING
DEVICE

(76) Inventors: Yuichi Futa, Osaka (JP); Motoji
Ohmori, Hirakata (JP); Hirohito
Kitatora, Osaka (JP); Natsume
Matsuzaki, Mino (JP); Makoto
Tatebayashi, Takarazuka (JP); Kaoru
Yokota, Ashiya (JP); Hiroki Yamauchi,
Ibaraki (JP); Yuusaku Ohta, Neyagawa
(IP)

Correspondence Address:

WENDEROTH, LIND & PONACK, L.L.P.
2033 K STREET N. W.

SUITE 800

WASHINGTON, DC 20006-1021 (US)

(21) Appl. No.: 10/457,480

Publication Classification

(51) TNt CL7 oo HO4L 9/00
12 TR LT o K 713/168
(7) ABSTRACT

In a content distributing system 1, content includes addi-
tional information relating to its use, according to charac-
teristics of the content. A data-communication controlling
device 40 generates a judgment table associating additional
information and a device ID of a client device to which
content having the additional information is permitted to be
transmitted, and stores the generated judgment table. Upon
receipt of a content request including a device ID from a
client device, the data-communication controlling device 40
receives content from the broadcast receiving device 10, and
judges whether the content is permitted to be transmitted to

(22) Filed: Jun. 10, 2003 the client device, using a judgment table corresponding to
additional information included in the received content.
(30) Foreign Application Priority Data When judging that the content is not permitted to be trans-
mitted, the data-communication controlling device 40 pro-
Jun. 11, 2002 (JP) e 2002-170252 hibits transmission of the content.
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CONTENT DISTRIBUTING SYSTEM AND
DATA-COMMUNICATION CONTROLLING
DEVICE

[0001] This application is based on an application No.
2002-170252 filed in Japan, the content of which is hereby
incorporated by reference.

BACKGROUND OF THE INVENTION
[0002] (1) Field of the Invention

[0003] The present invention relates to a content distrib-
uting technique for transmitting and receiving content
between devices connected to a home network.

[0004] (2) Description of the Related Art

[0005] In recent years, the business of distributing “con-
tent” such as movies and music as being recorded on DVDs
or CDs, or via the Internet or broadcast satellites has been
widespread. Such content distributed from suppliers to users
is copyrighted. In view of protecting the copyright, the
suppliers are required to manage content so as not to allow
the users to use the content beyond the scope of their license.

[0006] The non-patent document 1 discloses a technique
relating to DTCP (Digital Transmission Content Protection).
The DTCP technique provides a system for mutual authen-
tication between devices connected via the IEEE1394 high-
speed serial bus. According to this technique, devices
licensed to use content are each given a secret key. When
one device intends to transmit or receive content to or from
another device, the two devices first perform mutual authen-
tication between them using their secret keys. Then, the
device transmits or receives the content to the other device
using a shared key resulting from the mutual authentication.
Without an authentic license, therefore, a device cannot use
content even if it belongs to a home network.

[0007] While great many pieces of content are provided to
the users, some of them are highly valuable content (high-
value content) for which a license that limits the number of
copying times or the like is set. Examples of such high-value
content include high-quality digital video, and movies
released just recently. If such high-value content is distrib-
uted to a PC (personal computer) within a home network,
there may be a possibility that the PC is engaged in exces-
sive use of the high-value content beyond the scope of its
license, by decoding and rewriting the license. To avoid this,
it is desired to prohibit transmission of high-value content to
PCs.

[0008] Non-patent Document 1:

[0009] 5C Digital Transmission Content Protection White
Paper (Revision 1.0 Jul. 14, 1998)

SUMMARY OF THE INVENTION

[0010] In view of the above problems, the object of the
present invention is to provide a content distributing system
that can prohibit transmission of content to a device that has
the potential for breaking the content’s copyright protection.

[0011] To achieve the above object, the present invention
provides a content distributing system in which a transmis-
sion device transmits content to one or more reception
devices via a routing device. The transmission device trans-
mits content and a device ID of one of the reception devices
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to the routing device, the content having additional infor-
mation relating to use of the content. The routing device (a)
stores one or more judgment tables, each of which includes
additional information and a device ID of a reception device
belonging to a category specified as being permitted to use
content having the additional information included therein,
(b) receives the content and the device ID transmitted from
the transmission device, and selects, out of the judgment
tables, a judgment table that includes additional information
matching the additional information of the received content,
and (c) judges whether the received device ID is included in
the selected judgment table, and (i) transmits the received
content to the one of the reception devices identified by the
received device ID when judging affirmatively, and (ii)
prohibits the transmission when judging negatively. The one
or more reception devices each receive content when the
content is transmitted thereto from the routing device.

[0012] According to this construction, the permission sta-
tus to transmit content to a device can be judged based upon
additional information of the content and a category of the
device. When judged not to be permitted, the transmission of
the content is prohibited. In this way, content can be pro-
tected.

[0013] The present invention also provides a content dis-
tributing system in which a transmission device transmits
content to one or more reception devices via a routing
device. The transmission device transmits content and a
network address of one of the reception devices to the
routing device, the content having additional information
relating to use of the content. The routing device (a) stores
an address conversion table and one or more judgment
tables, the address conversion table associating a device ID
of each reception device with a network address, the one or
more judgment tables each including additional information
and a device ID of a reception device belonging to a
category specified as being permitted to use content having
the additional information included therein, (b) receives the
content and the network address transmitted from the trans-
mission device, obtains a device ID that is associated with
the received network address by referring to the address
conversion table, and selects, out of the judgment tables, a
judgment table that includes additional information match-
ing the additional information of the received content, and
(c) judges whether the obtained device ID is included in the
selected judgment table, and (i) transmits the received
content to the one of the reception devices identified by the
obtained device ID when judging affirmatively, and (ii)
prohibits the transmission when judging negatively. The one
or more reception devices each receive content when the
content is transmitted thereto from the routing device.

[0014] According to this construction, the permission sta-
tus to transmit content to a device can be judged based upon
additional information of the content and a category of the
device. By excluding an identifier of a PC from a judgment
table that includes additional information of high-value
content, transmission of high-value content to a PC can be
prohibited. In this way, content can be protected.

[0015] Here, the routing device may include a table-
generation-information storing unit operable to store (a)
category information indicating a category to which each
reception device belongs, in association with (b) additional
information of content that is permitted to be used by a

IPR2025-01308; Samsung
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reception device belonging to the category, a device-infor-
mation obtaining unit operable to obtain, from a reception
device, a device ID of the reception device and category
information indicating a category to which the reception
device belongs, and a table generating unit operable to
extract, from the table-generation-information storing unit,
additional information of content that is permitted to be used
by the reception device whose device ID has been obtained
by the device-information obtaining unit, according to the
category information obtained by the device-information
obtaining unit, and generate a judgment table that includes
the extracted additional information and the obtained device
ID.

[0016] According to this construction, by associating, in
advance, category information for such a device as a PC
whose content protection function is low not with additional
information of high-value content but with additional infor-
mation of free content, transmission of high-value content to
a PC can be prohibited. In this way, high-value content can
be protected.

[0017] Here, in the routing device, the device-information
obtaining unit may be operable to further obtain, from the
reception device, a certificate that is used to authenticate the
device ID and the category information, and the table
generating unit may include an authentication unit operable
to check the certificate obtained by the device-information
obtaining unit, so as to authenticate the device ID and the
category information, an address generating unit operable to
generate a network address when the device ID and the
category information have been successfully authenticated
by the authentication unit, and an address-conversion-table
generating unit operable to transmit the generated network
address to the reception device whose device ID has been
obtained by the device-information obtaining unit, and gen-
erate an address conversion table associating the generated
network address with the obtained device ID.

[0018] According to this construction, a network address
is assigned only to a device whose certificate has been
successfully authenticated. Therefore, a PC is prohibited
from tampering its device identifier or category information
so as to impersonate, for example, a TV, with the intension
to receive high-value content.

[0019] Here, the routing device may receive, from the one
of the reception devices, (a) request information indicating
a request for content and (b) a network address, and trans-
mits the received request information and the received
network address to the transmission device, and the trans-
mission device may receive, from the one of the reception
devices, the request information and the network address via
the routing device, and transmits the content corresponding
to the request information and the received network address
to the routing device.

[0020] According to this construction, even when the
transmission device has a plurality of pieces of content, the
transmission device can select a piece of content requested
by the reception device and transmit the selected piece of
content to the routing device.

[0021] Here, the content may be composed of (a) content
information including video data and audio data, and (b) the
additional information, the transmission device may share a
different device key with each reception device, the trans-
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mission device may encrypt the content information using a
device key shared with the one of the reception devices, so
as to generate encrypted content information, and transmit
encrypted content that is composed of the encrypted content
information and the additional information, to the routing
device, the routing device may receive the encrypted con-
tent, and transmit the encrypted content to the one of the
reception devices when judging that the encrypted content is
permitted to be transmitted thereto, and the one of the
reception devices may receive the encrypted content from
the routing device and decrypts the encrypted content infor-
mation using the device key shared with the transmission
device.

[0022] According to this construction, the transmission
device shares a different device key with each reception
device. Therefore, even if an unauthorized device obtains
content, which is in an encrypted form, on a communication
path, such a device does not have an appropriate device key
and therefore cannot decrypt the encrypted content. In this
way, an unauthorized device is prohibited from using con-
tent.

[0023] Here, the content may be composed of (a) content
information including video data and audio data, and (b) the
additional information, the routing device may share a
content key with the transmission device and share a dif-
ferent device key with each reception device, the transmis-
sion device may encrypt the content information using the
content key, so as to generate encrypted content information,
and transmit encrypted content that is composed of the
encrypted content information and the additional informa-
tion, to the routing device, the routing device may receive
the encrypted content, and when judging that the encrypted
content is permitted to be transmitted to the one of the
reception devices, (a) decrypt the encrypted content infor-
mation using the content key so as to generate content
information, (b) encrypt the generated content information
using a device key shared with the one of the reception
devices so as to generate encrypted content information, and
transmit encrypted content that is composed of the encrypted
content information and the additional information, to the
one of the reception devices, and the one of the reception
devices may receive the encrypted content from the routing
device and decrypt the encrypted content information using
the device key shared with the routing device.

[0024] According to this construction, the transmission
device is not required to store a different device key for each
reception device. Therefore, the processing load of the
transmission device for encryption can be alleviated.

[0025] Here, the content distributing system may further
include a table updating device that transmits, to the routing
device, update-information to be used for updating a judg-
ment table stored in the routing device. The routing device
may receive the update-information from the table updating
device, and update the judgment table based upon the
received update-information.

[0026] According to this construction, a device ID of a
device engaged in an unauthorized conduct can be deleted
from a judgment table in response to update-information
transmitted by the table updating device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] These and other objects, advantages and features of
the invention will become apparent from the following
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description thereof taken in conjunction with the accompa-
nying drawings that illustrate a specific embodiment of the
invention.

[0028] In the drawings:

[0029] FIG. 1 shows the construction of a content distrib-
uting system 1;

[0030] FIG.2 is a block diagram showing the construction

of a broadcast receiving device 10;
[0031]

[0032] FIG. 4 is a block diagram showing the construction
of a TV 20,

FIG. 3 shows the data structure of content;

[0033] FIG. 5is a block diagram showing the construction
of a PC 30,
[0034] FIG. 6 is a block diagram showing the construction

of a data-communication controlling device 40;

[0035] FIG. 7 shows the data structure of an address
conversion table stored in the data-communication control-
ling device 40;

[0036] FIG. 8A shows the data structure of a judgment
table “A” stored in the data-communication controlling
device 40,

[0037] FIG. 8B shows the data structure of a judgment
table “B” stored in the data-communication controlling
device 40,

[0038] FIG. 9 is a flowchart showing a device ID regis-
tration process;

[0039] FIG. 10 is a flowchart showing a content distribu-
tion process;

[0040] FIG. 11 is a flowchart showing a judgment process
for judging whether content is permitted to be transmitted;

[0041] FIG. 12 is a flowchart showing a judgment table
updating process;

[0042] FIG. 13 shows the construction of a content dis-
tributing system 2;

[0043] FIG. 14 shows the data structure of an address
conversion table 500 stored in a data-communication con-
trolling device 40a;

[0044] FIG. 15 is a flowchart showing a device ID reg-
istration process in the content distributing system 2; and

[0045] FIG. 16 is a flowchart showing a content distribu-
tion process in the content distributing system 2.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0046] <First Embodiment>

[0047] The following describes a content distributing sys-
tem 1 as a first embodiment of the present invention, with
reference to the drawings.

[0048] <Construction>

[0049] FIG. 1 shows the construction of the content
distributing system 1. As shown in the figure, the content
distributing system 1 is composed of a broadcast receiving
device 10, a TV (television) 20, a PC (personal computer)
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30, a data-communication controlling device 40, a table
updating server 50, and a broadcast device 60.

[0050] In FIG. 1, the broadcast receiving device 10, the
TV 20, the PC 30, and the data-communication controlling
device 40 encircled by a broken line are devices placed in a
home of the user who views and/or listens to content. The
broadcast receiving device 10, the TV 20, and the PC 30 are
each connected to the data-communication controlling
device 40 via a LAN cable, and communicate with the
data-communication controlling device 40. The table updat-
ing server 50 and the broadcast device 60 are devices placed
in a content provision center that provides content. The table
updating server 50 is connected to the data-communication
controlling device 40 via an Internet 70. The broadcast
device 60 broadcasts content via a broadcast satellite 80.

[0051] The following describes each component of the
system 1 in detail.

[0052] 1. Broadcast Receiving Device 10

[0053] The broadcast receiving device 10 receives and
stores content that is broadcasted from the broadcast device
60 via the broadcast satellite 80. Within the home network,
the broadcast receiving device 10 functions as a server for
providing content. The broadcast receiving device 10 is
connected to the data-communication controlling device 40
via a LAN cable. The broadcast receiving device 10 receives
a request for playing back content (hereafter, a “content
request”) from the TV 20 or the PC 30 via the data-
communication controlling device 40, and transmits the
requested content to the data-communication controlling
device 40.

[0054] FIG. 2 is a block diagram showing the construction
of the broadcast receiving device 10. As shown in the figure,
the broadcast receiving device 10 is composed of a receiving
unit 101, a processing unit 102, a content storing unit 103,
a controlling unit 104, an encrypting unit 105, a communi-
cating unit 106, and a memory unit 107.

[0055] (1) Receiving Unit 101

[0056] The receiving unit 101 includes an antenna, and
receives, via the antenna, a digital broadcast wave that is
broadcasted from the broadcast device 60 via the broadcast
satellite 80. The receiving unit 101 extracts, from the
received digital broadcast wave, packets that constitute
content, and outputs the extracted packets one after another
to the processing unit 102.

[0057] (2) Processing Unit 102

[0058] The processing unit 102 receives packets one after
another from the receiving unit 101, and reconstructs con-
tent using the received packets, and stores the reconstructed
content into the content storing unit 103.

[0059] (3) Content Storing Unit 103

[0060] The content storing unit 103 is specifically a hard
disk unit, and stores content that is outputted from the
processing unit 102.

[0061] The content 150 shown in FIG. 3 is one example
of content stored in the content storing unit 103. As shown
in the figure, the content 150 is composed of header infor-
mation, content information, and end code. The header
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information includes “content ID”151, “license informa-
tion”152, “additional information”154, “data size of header
information”, and the like.

[0062] The “content ID” is an ID used to uniquely identify
content. The “content ID”151 of the content 150 is “Pro-
gram. 017.

[0063] The “license information” is information describ-
ing a content type and copy control information of content.
To be specific, the content type is “High-Value” or “Free”,
and the copy control information is “Copy Free”, “Copy
Once”, “Copy No More”, or “Copy Never”. In the case of
the “license information”152 of the content 150, the content
type is “High-Value” and the copy control information is
“Copy Never”.

[0064] The “additional information” is used to judge
whether content is permitted to be distributed when the
content is distributed to a certain device within the home
network via a LAN cable. The “additional information” is a
flag set at “07, “17, or “2”. The “additional information”154
of the content 150 is “2”. The additional information is
described in more detail later.

[0065] The “data size of header information” is a data
length of the header information expressed in units of bytes.
It should be noted here that the “data size of header
information” is not shown in FIG. 3.

[0066] The content information is specifically main data of
the content. The end code is a predetermined bit sequence
representing the end of the content.

[0067] (4) Controlling Unit 104

[0068] The controlling unit 104 includes a CPU, a ROM,
a RAM, and the like. The controlling unit 104 controls the
entire broadcast receiving device 10 by its CPU executing a
computer program stored in its ROM.

[0069] The controlling unit 104 receives a content request
from the data-communication controlling device 40 via the
communicating unit 106. The controlling unit 104 reads a
content ID included in the received request, and reads
content having the same content ID, from the content storing
unit 103. The controlling unit 104 outputs the read content
to the encrypting unit 105.

[0070] The controlling unit 104 receives encrypted con-
tent from the encrypting unit 105, and outputs the encrypted
content to the communicating unit 106.

[0071] (5) Encrypting Unit 105

[0072] The encrypting unit 105 includes a CPU, a ROM,
a RAM, and the like, and internally stores a content key
“KC”. The content key “KC” is recorded in advance on the
ROM, and this key is shared with the data-communication
controlling device 40.

[0073] The encrypting unit 105 receives content from the
controlling unit 104, and encrypts the received content in the
following way, so as to generate encrypted content.

[0074] The encrypting unit 105 first refers to the “data size
of header information” included in header information of the
content, to detect a start position of content information of
the content. The encrypting unit 105 then starts, from the
detected start position, encrypting the content information
using the content key “KC” as an encryption key, according
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to the encryption algorithm “E1”, so as to generate
encrypted content information. The encrypting unit 105
continues the encryption process of the content information
until detecting the end code. It should be noted here that the
DES (Data Encryption Standard) is specifically employed as
the encryption algorithm “E1”.

[0075] In the above-described way, the encrypting unit
105 generates the encrypted content that is composed of
header information, the encrypted content information, and
end code, and outputs the encrypted content to the control-
ling unit 104.

[0076] (6) Communicating Unit 106

[0077] The communicating unit 106 is a LAN-connected
unit including an IEEE1394 connector and the like.

[0078] When the communicating unit 106 is newly con-
nected to the home network by establishing connection to
the data-communication controlling unit 40 via a LAN
cable, the communicating unit 106 reads a device ID “IDC”
and a certificate “CIDC” stored in the memory unit 107, and
transmits the read device ID “IDC” and certificate “CIDC”
to the data-communication controlling device 40. This pro-
cessing is executed only when the broadcast receiving
device 10 establishes connection to the data-communication
controlling device 40 for the first time.

[0079] The communicating unit 106 receives a network
address “IPC” from the data-communication controlling
device 40, and stores the received network address “IPC”
into the memory unit 107. The network address “IPC” is
specifically an IP address.

[0080] Also, the communicating unit 106 receives
encrypted content from the controlling unit 104, divides the
encrypted content into packets, and transmits the packets
one after another to the data-communication controlling
device 40.

[0081] (7) Memory Unit 107

[0082] The memory unit 107 is connected to the commu-
nicating unit 106. In the memory unit 107, the network
address “IPC”, the device ID “IDC”, and the certificate
“CIDC?” are stored. As described above, the network address
“IPC” is an IP address that is transmitted from the data-
communication controlling device 40 when the broadcast
receiving device 10 establishes connection to the data-
communication controlling device 40. The device ID “IDC”
is a MAC address assigned to a NIC (Network Interface
Card) at the time of manufacture. The certificate “CIDC” has
been issued by a certification authority and is used to
authenticate the device ID “IDC”.

[0083] It should be noted here that the device ID “IDC”
and the certificate “CIDC” are stored at an OS level or a
BIOS level to prevent them from being tampered with by the
user.

[0084] 2.TV 20

[0085] The TV 20 is a device for decoding, and playing
back content, i.e., displaying content. The TV 20 is specifi-
cally a computer system that is composed of a micropro-
cessor, a ROM, a RAM, a LAN-connected unit, and the like.

[0086] FIG. 4 is a block diagram showing the construction
of the TV 20. As shown in the figure, the TV 20 is composed
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of a communicating unit 201, a memory unit 202, an input
unit 203, a controlling unit 204, a decrypting unit 205, an
audio decoder 206, a video decoder 207, a speaker 208, and
a monitor 209.

[0087] (1) Communicating Unit 201

[0088] The communicating unit 201 is a LAN-connected
unit including an IEEE1394 connector and the like.

[0089] When the communicating unit 201 is newly con-
nected to the home network by establishing connection to
the data-communication controlling unit 40 via a LAN
cable, the communicating unit 201 reads a device ID “IDA”
and a certificate “CIDA” stored in the memory unit 202, and
transmits the read device ID “IDA” and certificate “CIDA”
to the data-communication controlling device 40. This pro-
cessing is executed only when the TV 20 establishes con-
nection to the data-communication controlling device 40 for
the first time.

[0090] The communicating unit 201 receives a network
address “IPA” from the data-communication controlling
device 40, and stores the received network address “IPA”
into the memory unit 202. The network address “IPA” is
specifically an IP address.

[0091] The communicating unit 201 receives a content
request and the network address “IPA” from the controlling
unit 204, and transmits the received content request and
network address “IPA” to the data-communication control-
ling device 40.

[0092] Also, the communicating unit 201 receives packets
of encrypted content, and outputs the packets of encrypted
content to the decrypting unit 205.

[0093] (2) Memory Unit 202

[0094] The memory unit 202 is connected to the commu-
nicating unit 201. In the memory unit 202, the network
address “IPA”, the device ID “IDA”, and the certificate
“CIDA” are stored. As described above, the network address
“IPA” is an IP address that is transmitted from the data-
communication controlling device 40 when the TV 20
establishes connection to the data-communication control-
ling device 40. The device ID “IDA” is composed of a MAC
address assigned to a NIC at the time of manufacture, and
category information indicating a category of the device.
The MAC address includes a manufacturer code unique to
the NIC, a product number, and the like. The category
information indicating a category of the device can be used
to determine a level of the copyright protection function of
the device. To be specific, the category information included
in the device ID “IDA” is “2”. The certificate “CIDA” has
been issued by a certification authority and is used to
authenticate the device ID “IDA™.

[0095] 1t should be noted here that the device ID “IDA”
and the certificate “CIDA” are stored at an OS level or a
BIOS level to prevent them from being tampered with by the
user.

[0096] (3) Input Unit 203

[0097] The input unit 203 is specifically a user interface
including a button and the like. Upon receipt of a user
operation of the button or the like, the input unit 203
generates an input signal corresponding to the operation, and
outputs the generated input signal to the controlling unit 204.
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[0098] When the user operation indicates a request for
playing back content, the input unit 203 generates, as the
input signal, a content request including a content ID, and
outputs the generated content request to the controlling unit
204.

[0099] (4) Controlling Unit 204

[0100] The controlling unit 204 includes a CPU, a ROM,
a RAM, and the like. The controlling unit 204 controls the
entire TV 20 by its CPU executing a computer program
stored in its ROM.

[0101] The controlling unit 204 receives an input signal
from the input unit 203, and executes processing suitable for
the received input signal. Upon receipt of a content request
including a content ID as an input signal from the input unit
203, the controlling unit 204 reads the network address
“IPA” stored in the memory unit 202, and transmits the read
network address “IPA” and the content request, to the
data-communication controlling device 40 via the commu-
nicating unit 201.

[0102] (5) Decrypting Unit 205

[0103] The decrypting unit 205 includes a CPU, a ROM,
a RAM, and the like, and internally stores a device key
“KA”.

[0104] The decrypting unit 205 receives encrypted content
from the communicating unit 201, and decrypts the
encrypted content in the following way, so as to generate
content.

[0105] The decrypting unit 205 first refers to the “data size
of header information” included in header information of the
encrypted content, to detect a start position of the encrypted
content information. The decrypting unit 205 then starts
decrypting, from the detected start position, the encrypted
content information using the device key “KA” according to
the decryption algorithm “D2”, so as to generate content
information. The decrypting unit 205 continues the decryp-
tion process of the encrypted content information until
detecting the end code. It should be noted here that an
algorithm designed to decrypt data that has been encrypted
according to the encryption algorithm “E2” is employed as
the decryption algorithm “D2”. To be specific, the DES is
employed as the decryption algorithm “D2”.

[0106] The decrypting unit 205 demultiplexes the content
information into an audio stream and a video stream, and
outputs the audio stream to the audio decoder 206 and the
video stream to the video decoder 207.

[0107] (6) Audio Decoder 206

[0108] The audio decoder 206 receives an audio stream
from the decrypting unit 205, expands the received audio
stream to an audio signal, and outputs the audio signal to the
speaker 208.

[0109] (7) Video Decoder 207

[0110] The video decoder 207 receives a video stream
from the decrypting unit 205, expands the received video
stream to a video signal, and outputs the video signal to the
monitor 209.
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[0111] 3. PC 30

[0112] The PC 30 is a personal computer system that is
composed of a microprocessor, a ROM, a RAM, a hard disk
unit, a display unit, a keyboard, a mouse, a LAN-connected
unit, and the like.

[0113] FIG. 5 is ablock diagram showing the construction
of the PC 30. As shown in the figure, the PC 30 is composed
of a communicating unit 301, a memory unit 302, an input
unit 303, a controlling unit 304, an audio decoder 305, a
video decoder 306, a speaker 307, and a monitor 308.

[0114] (1) Communicating Unit 301

[0115] The communicating unit 301 is a LAN-connected
unit including an IEEE1394 connector and the like.

[0116] When the communicating unit 301 is newly con-
nected to the home network by establishing connection to
the data-communication controlling unit 40 via a LAN
cable, the communicating unit 301 reads a device ID “IDB”
and a certificate “CIDB” stored in the memory unit 302, and
transmits the read device ID “IDB” and the certificate
“CIDB” to the data-communication controlling device 40.
This processing is executed only when the PC 30 establishes
connection to the data-communication controlling device 40
for the first time.

[0117] The communicating unit 301 receives a network
address “IPB” from the data-communication controlling
device 40, and stores the received network address “IPB”
into the memory unit 302. The network address “IPB” is
specifically an IP address.

[0118] The communicating unit 301 receives a content
request and the network address “IPB” from the controlling
unit 304, and transmits the received content request and
network address “IPB” to the data-communication control-
ling device 40.

[0119] Also, the communicating unit 301 receives packets
of encrypted content from the data-communication control-
ling device 40, and outputs the packets of encrypted content
to the controlling unit 304.

[0120] (2) Memory Unit 302

[0121] The memory unit 302 is connected to the commu-
nicating unit 301. In the memory unit 302, the network
address “IPB”, the device ID “IDB”, and the certificate
“CIDB” are stored. As described above, the network address
“IPB” is an IP address that is transmitted from the data-
communication controlling device 40 when the PC 30
establishes connection to the data-communication control-
ling device 40. The device ID “IDB” is composed of a MAC
address assigned to a NIC at the time of manufacture, and
category information indicating a category of the device.
The MAC address includes a manufacturer code unique to
the NIC, a product number, and the like. The category
information indicating a category of the device can be used
to determine a level of the copyright protection function of
the device. To be specific, the category information included
in the device ID “IDB” is “1”. The certificate “CIDB” has
been issued by a certification authority and is used to
authenticate the device ID “IDB”.

[0122] Tt should be noted here that the device ID “IDB”
and the certificate “CIDB” are stored at an OS level or a
BIOS level to prevent them from being tampered with by the
user.
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[0123] (3) Input Unit 303

[0124] The input unit 303 is specifically a user interface
including a keyboard, a mouse, and the like. Upon receipt of
a user operation of the keyboard, mouse, or the like, the
input unit 303 generates an input signal corresponding to the
operation, and outputs the generated input signal to the
controlling unit 304.

[0125] When the user operation indicates a request for
playing back content, the input unit 303 generates, as the
input signal, a content request including a content ID, and
outputs the generated content request to the controlling unit
304.

[0126] (4) Controlling Unit 304

[0127] The controlling unit 304 includes a CPU, a ROM,
a RAM, an HDD, and the like. The controlling unit 304
controls the entire PC 30 by its CPU executing a computer
program stored in its ROM or HDD.

[0128] The controlling unit 304 receives an input signal
from the input unit 303, and executes processing suitable for
the received input signal. Upon receipt of a content request
including a content ID as an input signal from the input unit
303, the controlling unit 304 reads the network address
“IPB” stored in the memory unit 302, and transmits the read
network address “IPB” and the content request, to the
data-communication controlling device 40 via the commu-
nicating unit 301.

[0129] Also, the controlling unit 304 internally stores a
device key “KB”. The device key “KB” is a decryption key
to be used to decrypt encrypted content when the PC 30
receives the encrypted content from the data-communication
controlling device 40.

[0130] Upon receipt of encrypted content including
encrypted content information that has been encrypted using
the device key “KB” from the data-communication control-
ling device 40, the controlling unit 304 decrypts the
encrypted content in the following way, so as to generate
content.

[0131] The controlling unit 304 first refers to the “data size
of header information” included in header information of the
encrypted content, to detect a start position of the encrypted
content information. The controlling unit 304 then starts
decrypting, from the detected start position, the encrypted
content information using the device key “KB” as a decryp-
tion key, according to the decryption algorithm “D2”, so as
to generate content information. The controlling unit 304
continues the decryption process of the encrypted content
information until detecting the end code. The controlling
unit 304 demultiplexes the content information, into an
audio stream and a video stream, and outputs the audio
stream to the audio decoder 305 and the video stream to the
video decoder 306.

[0132] (5) Audio Decoder 305

[0133] The audio decoder 305 receives an audio stream
from the controlling unit 304, expands the received audio
stream to an audio signal, and outputs the audio signal to the
speaker 307.
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[0134] (6) Video Decoder 306

[0135] The video decoder 306 receives a video stream
from the controlling unit 304, expands the received video
stream to a video signal, and outputs the video signal to the
monitor 308.

[0136] 4. Data-Communication Controlling Device 40

[0137] The data-communication controlling device 40
routes content from the broadcast receiving device 10 to the
TV 20 or to the PC 30. Also, the data-communication
controlling device 40 is connected to the table updating
server 50 via the Internet 70. The data-communication
controlling device 40, being connected at a juncture of the
home network and another network external to the home
network, functions as a secure router or a gateway for
controlling transmission of content from the home network
to the external network. The data-communication control-
ling device 40 receives an instruction from the table updat-
ing server 50, and updates judgment tables internally stored
therein.

[0138] FIG. 6 is a block diagram showing the construction
of the data-communication controlling device 40. As shown
in the figure, the data-communication controlling device 40
is composed of communicating units 401, 402, and 403, an
authenticating unit 404, a decrypting unit 405, an encrypting
unit 406, a communication controlling unit 407, and a
transmission/reception unit 408.

[0139] (1) Communicating Units 401, 402, and 403

[0140] The communicating unit 401 is specifically a LAN-
connected unit including an IEEE1394 connector and the
like, and is connected to the broadcast receiving device 10
via a LAN cable. When network connection to the broadcast
receiving device 10 is established, the communicating unit
401 receives the device ID “IDC” and the certificate “CIDC”
from the broadcast receiving device 10, and outputs the
received device ID “IDC” and certificate “CIDC” to the
communication controlling unit 407. Also, the communicat-
ing unit 401 transmits the network address “IPC” outputted
from the communication controlling unit 407 to the broad-
cast receiving device 10. Also, the communicating unit 401
receives a content request and a network address transmitted
from the TV 20 or the PC 30, via the communication
controlling unit 407, and transmits the received content
request and network address to the broadcast receiving
device 10.

[0141] The communicating unit 402 has the same con-
struction and function as the communicating unit 401, and is
connected to the TV 20 via a LAN cable. When network
connection to the TV 20 is established, the communicating
unit 402 receives the device ID “IDA” and the certificate
“CIDA” from the TV 20, and transmits the received device
ID “IDA” and certificate “CIDA” to the communication
controlling unit 407. Also, the communicating unit 402
transmits the network address “IPA” outputted from the
communication controlling unit 407, to the TV 20. Also, the
communicating unit 402 receives a content request and the
network address “IPA” from the TV 20, and transmits the
received content request and network address “IPA” to the
communicating unit 401 via the communication controlling
unit 407.
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[0142] Also, the communicating unit 402 divides
encrypted content outputted from the communication con-
trolling unit 407 into packets, and transmits the packets one
after another to the TV 20.

[0143] The communicating unit 403 has the same con-
struction and function as the communicating units 401 and
402, and is connected to the PC 30 via a LAN cable. When
network connection to the PC 30 is established, the com-
municating unit 403 receives the device ID “IDB” and the
certificate “CIDB” from the PC 30, and outputs the received
device ID “IDB” and certificate “CIDB” to the communi-
cation controlling unit 407. Also, the communicating unit
403 transmits the network address “IPB” outputted from the
communication controlling unit 407, to the PC 30. Also, the
communicating unit 403 receives a content request and the
network address “IPB” from the PC 30, and transmits the
received content request and network address “IPB” to the
communicating unit 401 via the communication controlling
unit 407. Also, the communicating unit 403 divides
encrypted content outputted from the communication con-
trolling unit 407 into packets, and transmits the packets one
after another to the PC 30.

[0144] (2) Authenticating Unit 404

[0145] The authenticating unit 404 specifically includes a
CPU, a ROM, a RAM, and the like. The authenticating unit
404 receives a device ID of a device and its certificate from
the communication controlling unit 407.

[0146] The device ID is composed of a MAC address
assigned to a NIC at the time of manufacture, and category
information indicating a category of the device. The MAC
address includes a manufacturer code unique to the NIC, a
product number, and the like. The category information
indicating a category of the device can be used to determine
a level of the copyright protection function of the device. To
be specific, the category information is either “1” meaning
that a copyright protection level is low, or “2” meaning that
a copyright protection level is high. As specific examples,
the category information included in the device ID of the
broadcast receiving device 10 is “2”, the category informa-
tion included in the device ID of the TV 20 is “2”, and the
category information included in the device ID of the PC 30
is “17.

[0147] The certificate has been issued by a certification
authority, and is composed of a device ID, a NIC manufac-
turer, a certification authority name, and a serial number,
each of which is digitally signed by the certification author-
ity.

[0148] The authenticating unit 404 receives the device ID
“IDC” and the certificate “CIDC” transmitted from the
broadcast receiving device 10 via the communicating unit
401 and the communication controlling unit 407. The
authenticating unit 404 authenticates the device ID “IDC”
using the certificate “CIDC”. When the authentication is
successful, the authenticating unit 404 outputs the device ID
“IDC” together with a signal indicating the successful
authentication of the device ID “IDC”, to the communica-
tion controlling unit 407.

[0149] The authenticating unit 404 receives the device ID
“IDA” and the certificate “CIDA” transmitted from the TV
20, via the communicating unit 402 and the communication
controlling unit 407. The authenticating unit 404 authenti-
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cates the device “IDA” using the certificate “CIDA”. When
the authentication is successful, the authenticating unit 404
outputs the device ID “IDA” together with a signal indicat-
ing the successful authentication of the device ID “IDA”, to
the communication controlling unit 407.

[0150] The authenticating unit 404 receives the device ID
“IDB” and the certificate “CIDB” transmitted from the PC
30, via the communicating unit 403 and the communication
controlling unit 407. The authenticating unit 404 authenti-
cates the device “IDB” using the certificate “CIDB”. When
the authentication is successful, the authenticating unit 404
outputs the device ID “IDB” together with a signal indicat-
ing the successful authentication of the device ID “IDB”, to
the communication controlling unit 407.

[0151] When the authentication is unsuccessful, revealing
that a device ID received from the communication control-
ling unit 407 is an ID of an unauthorized device, the
authenticating unit 404 revokes the device ID and its cer-
tificate.

[0152] (3) Decrypting Unit 405

[0153] The decrypting unit 405 includes a CPU, a ROM,
a RAM, and the like, and internally stores a content key
“KC”. The content key “KC” is recorded in advance on the
ROM, and this key is shared with the broadcast receiving
device 10.

[0154] The decrypting unit 405 receives encrypted content
and a transmission target device ID from the broadcast
receiving device 10 via the communicating unit 401 and the
communication controlling unit 407. The decrypting unit
405 refers to the “data size of header information” included
in header information of the encrypted content, to detect a
start position of the encrypted content information. The
decrypting unit 405 then starts decrypting, from the detected
start position, the encrypted content information using the
content key “KC” as a decryption key, according to the
decryption algorithm “D1”. The decrypting unit 405 con-
tinues the decryption process of the encrypted content
information until detecting the end code. The decrypting unit
405 then outputs the decrypted content and the transmission
target device ID to the encrypting unit 406.

[0155] (4) Encrypting Unit 406

[0156] The encrypting unit 406 includes a CPU, a ROM,
a RAM, and the like, and internally stores a device key
“KA” and a device key “KB”. The device key “KA” is an
encryption key to be used to encrypt content when the
content is to be transmitted to the TV 20. The device key
“KB” is an encryption key to be used to encrypt content
when the content is to be transmitted to the PC 30.

[0157] The encrypting unit 406 stores the device key
“KA” and the device ID “IDA” of the TV 20 in association
with each other, and the device key “KB” and the device ID
“IDB” of the PC 30 in association with each other.

[0158] The encrypting unit 406 receives content and a
transmission target device ID from the decrypting unit 405,
and checks the received transmission target device ID. When
the transmission target device ID is “IDA”, the encrypting
unit 406 encrypts content information included in the
received content using the device key “KA” as an encryption
key, according to the encryption algorithm “E2”, so as to
generate encrypted content information. The encrypting unit
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406 outputs encrypted content that is composed of header
information, the encrypted content information, and end
code, together with the transmission target device ID “IDA”,
to the communication controlling unit 407.

[0159] When the transmission target device ID is “IDB”,
the encrypting unit 406 encrypts content information
included in the received content using the device key “KB”
as an encryption key, according to the encryption algorithm
“E2”, so as to generate encrypted content information. The
encrypting unit 406 outputs encrypted content that is com-
posed of header information, the encrypted content infor-
mation, and end code, together with the transmission target
device ID “IDB”, to the communication controlling unit
407.

[0160] (5) Communication Controlling Unit 407

[0161] The communication controlling unit 407 includes a
CPU, a ROM, a RAM, and the like. The communication
controlling unit 407 controls the entire data-communication
controlling device 40 by its CPU executing a computer
program stored in its ROM.

[0162] (Generation of Address Conversion Table)

[0163] Upon receipt of a device ID and a certificate from
the communicating units 401, 402, or 403, the communica-
tion controlling unit 407 outputs the device ID and the
certificate to the authenticating unit 404.

[0164] Upon receipt of a signal indicating that the certifi-
cate has been successfully authenticated together with the
device ID “IDC” from the authenticating unit 404, the
communication controlling unit 407 assigns the network ID
“IPC” to the broadcast receiving device 10 identified by the
device ID “IDC”. The communication controlling unit 407
stores the network ID “IPC” and the device ID “IDC” in
association with each other, into the address conversion
table. In the same manner, upon receipt of a signal indicating
that the certificate has been successfully authenticated
together with the device ID “IDA” from the authenticating
unit 404, the communication controlling unit 407 assigns the
network ID “IPA” to the TV 20 identified by the device ID
“IDA”. The communication controlling unit 407 stores the
network ID “IPA” and the device ID “IDA” in association
with each other, into the address conversion table. Further in
the same manner, upon receipt of a signal indicating that the
certificate has been successfully authenticated together with
the device ID “IDB” from the authenticating unit 404, the
communication controlling unit 407 assigns the network ID
“IPB” to the PC 30 identified by the device ID “IDB”. The
communication controlling unit 407 stores the network ID
“IPB” and the device ID “IDB” in association with each
other, into the address conversion table.

[0165] FIG. 7 shows an address conversion table 420
generated in the above-described way. Upon receipt of a
content request from the TV 20 or the PC 30, the commu-
nication controlling unit 407 judges whether the requested
content is permitted to be transmitted, using this address
conversion table 420 and a judgment table that is described
later.

[0166] It should be noted here that the network addresses
“IPA”, “IPB”, and “IPC” are specifically IP addresses. One
example method for assigning IP addresses is DHCP
(Dynamic Host Configuration Protocol), which is described
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in detail in Andrew S. Tanebaum’s “Computer Networks 3
Edition” translated into Japanese by Tadanori Mizuno et al.,
published by PEARSON EDUCATION.

[0167] The communication controlling unit 407 executes
the above-described processing when another device is
newly connected to a communicating unit of the data-
communication controlling device 40.

[0168] (Generation of Judgment Table)

[0169] The communication controlling unit 407 internally
prestores judgment tables “A” and “B”, which are blank
with no data being written therein. The communication
controlling unit 407 writes a device ID into the judgment
tables “A” and/or “B”, every time when a device establishes
connection to the data-communication controlling device 40
via a LAN cable.

[0170] Upon receipt of a signal indicating that the certifi-
cate has been successfully authenticated, together with the
device ID “IDC” from the authenticating unit 404, the
communication controlling unit 407 reads category infor-
mation included in the device ID “IDC”. When the category
information is “1”, the communication controlling unit 407
writes the device ID “IDC” into the judgment table “A”.
When the category information is “2”, the communication
controlling unit 407 writes the device ID “IDC” into both the
judgment tables “A” and “B”.

[0171] In the same manner, upon receipt of a signal
indicating that the certificate has been successfully authen-
ticated, together with the device ID “IDA” from the authen-
ticating unit 404, the communication controlling unit 407
reads category information included in the device ID “IDA”.
When the category information is “1”, the communication
controlling unit 407 writes the device ID “IDA” into the
judgment table “A”. When the category information is “27,
the communication controlling unit 407 writes the device ID
“IDA” into both the judgment tables “A” and “B”. Further
in the same manner, upon receipt of a signal indicating that
the certificate has been successfully authenticated, together
with the device ID “IDB” from the authenticating unit 404,
the communication controlling unit 407 reads category
information included in the device ID “IDB”. When the
category information is “1”, the communication controlling
unit 407 writes the device ID “IDB” into the judgment table
“A”. When the category information is “2”, the communi-
cation controlling unit 407 writes the device ID “IDB” into
both the judgment tables “A” and “B”.

[0172] The judgment table “A” generated in the above-
described way is the judgment table A430 shown in FIG.
8A. As shown in the figure, the judgment table A430 is
composed of additional information “1” and devices IDs of
devices to which content having the additional information
“1” 1s permitted to be transmitted. According to this table,
content having the additional information “1” is permitted to
be transmitted to devices having the device IDs “IDA”,
“IDB”, and “IDC”. In the same manner, the judgment table
“B” generated in the above-described way is the judgment
table B440 shown in FIG. 8B. As shown in the figure, the
judgment table B440 is composed of additional information
“2” and devices IDs of devices to which content having the
additional information “2” is permitted to be transmitted.
According to this table, content having the additional infor-
mation “2” is permitted to be transmitted to devices having
the device IDs “IDA” and “IDC”.
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[0173] (Content Request Transfer)

[0174] Upon receipt of a content request and the network
address “IPA” from the TV 20 via the communicating unit
402, the communication controlling unit 407 transmits the
received content request and network address “IPA” to the
broadcast receiving device 10 via the communicating unit
401. Also, upon receipt of a content request and the network
address “IPB” from the PC 30 via the communicating unit
403, the communication controlling unit 407 transmits the
received content request and network address “IPB” to the
broadcast receiving device 10 via the communicating unit
401.

[0175] (Judgment)

[0176] Upon receipt of encrypted content and a transmis-
sion target address from the broadcast receiving device 10
via the communicating unit 401, the communication con-
trolling unit 407 judges whether the encrypted content is
permitted to be transmitted to a device having the transmis-
sion target address in the following way.

[0177] The communication controlling unit 407 reads the
internally-stored address conversion table, and reads a
device ID corresponding to the transmission target address
received from the broadcast receiving device 10. The com-
munication controlling unit 407 reads additional information
included in header information of the encrypted content
received from the broadcast receiving device 10.

[0178] When the additional information is “1”, the com-
munication controlling unit 407 reads the internally-stored
judgment table A430. The communication controlling unit
407 judges whether the device ID is included in the judg-
ment table A430. When judging that the device ID is
included in the judgment table A430, the communication
controlling unit 407 determines that the encrypted content is
permitted to be transmitted to the device identified by the
device ID, and transmits the encrypted content and the
device ID to the decrypting unit 405. When judging that the
device ID is not included in the judgment table A430, the
communication controlling unit 407 determines that the
encrypted content is not permitted to be transmitted to the
device identified by the device ID, and abandons the
encrypted content and the transmission target address.

[0179] When the additional information is “2”, the com-
munication controlling unit 407 reads the internally-stored
judgment table B440. The communication controlling unit
407 judges whether the device ID is included in the judg-
ment table B440. When judging that the device ID is
included in the judgment table B440, the communication
controlling unit 407 determines that the encrypted content is
permitted to be transmitted to the device identified by the
device ID, and transmits the encrypted content and the
device ID to the decrypting unit 405. When judging that the
device ID is not included in the judgment table B440, the
communication controlling unit 407 determines that the
encrypted content is not permitted to be transmitted to the
device identified by the device ID, and abandons the
encrypted content and the transmission target address.

[0180] When the additional information is “0”, the com-
munication controlling unit 407 does not refer to any judg-
ment tables, and directly transmits the encrypted content
information and device ID to the decrypting unit 405.
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[0181] The following gives one specific example case
where the communication controlling unit 407 receives
encrypted content generated by encrypting the content 150
shown in FIG. 3 using the content key “KC” as an encryp-
tion key, together with the transmission target address “IPA”
from the broadcast receiving device 10 via the communi-
cating unit 401. The communication controlling unit 407
reads the internally-stored address conversion table 420, and
determines that a device ID corresponding to the transmis-
sion target address “IPA” is “IDA”. Following this, the
communication controlling unit 407 reads additional infor-
mation included in header information of the encrypted
content, and determines that the additional information is
“27”. The communication controlling unit 407 then reads the
judgment table B440 corresponding to the additional infor-
mation “2”, and determines that the device ID “IDA” is
included in the judgment table B440. Finally, the commu-
nication controlling unit 407 determines that the content 150
is permitted to be transmitted to the device identified by the
device ID “IDA”.

[0182] The following gives another specific example case
where the communication controlling unit 407 receives
encrypted content generated by encrypting the content 150
shown in FIG. 3 using the content key “KC” as an encryp-
tion key, together with the transmission target address “IPB”
from the broadcast receiving device 10 via the communi-
cating unit 401. The communication controlling unit 407
reads the internally-stored address conversion table 420, and
determines that a device ID corresponding to the transmis-
sion target address “IPB” is “IDB”. Following this, the
communication controlling unit 407 reads additional infor-
mation included in header information of the encrypted
content, and determines that the additional information is
“27”. The communication controlling unit 407 then reads the
judgment table B440 corresponding to the additional infor-
mation “2”, and determines that the device ID “IDB” is not
included in the judgment table B440. Finally, the commu-
nication controlling unit 407 determines that the content 150
is not permitted to be transmitted to the device identified by
the device ID “IDB”.

[0183] It should be noted here that in the above judgment
process, the communication controlling unit 407 accumu-
lates packets received from the broadcast receiving device
10 via the communicating unit 401 until being able to check
additional information included in header information of the
encrypted content. Upon completion of checking the addi-
tional information, the communication controlling unit 407
stops accumulating packets, and either outputs the accumu-
lated packets one after another to the decrypting unit 405, or
abandons the accumulated packets.

[0184] (Transmission of Content)

[0185] The communication controlling unit 407 receives
encrypted content and a transmission target device ID from
the encrypting unit 406. The communication controlling unit
407 selects a communicating unit to which a device identi-
fied by the transmission target device ID is connected, and
transmits the encrypted content to the device identified by
the transmission target device ID, via the selected commu-
nicating unit.

[0186] (Update of Judgment Table)

[0187] The communication controlling unit 407 is con-
nected to the table updating server 50 via the transmission/
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reception unit 408 and the Internet 70. Upon receipt of an
instruction to update an internally-stored judgment table
from the table updating server 50 via the Internet 70 and the
transmission/reception unit 408, the communication control-
ling unit 407 updates the judgment table by, for example,
adding or deleting a device ID to or from the judgment table.

[0188] (6) Transmission/Reception Unit 408

[0189] The transmission/reception unit 408 is connected
to the table updating server 50 via the Internet 70. The
transmission/reception unit 408 receives an instruction to
update a table from the table updating server 50, and outputs
the instruction to the communication controlling unit 407.

[0190] 5. Table Updating Server 50

[0191] The table updating server 50 is a device owned by
a manger of content distributed in the content distributing
system 1. The table updating server 50 is specifically a
computer system that is composed of a CPU, a ROM, a
RAM, a hard disk unit, an Internet-connected unit, and the
like. The table updating server 50 is connected to the
data-communication controlling device 40 that is placed
within the home of the content user via the Internet 70.

[0192] The table updating server 50 transmits an instruc-
tion to update a judgment table stored internally by the
communication controlling unit 407 of the data-communi-
cation controlling device 40, to the communication control-
ling unit 407 via the Internet 70 and the transmission/
reception unit 408. The judgment table updating process is
described in detail later.

[0193] 6. Broadcast Device 60

[0194] The broadcast device 60 broadcasts digitized con-
tent on a digital broadcast wave, via the broadcast satellite
80. The content is specifically constructed by multiplexing
video data and audio data together.

[0195] <Operation>

[0196] The following describes the operation of the con-
tent distributing system 1, with reference to flowcharts.

[0197] 1. Device ID Registration Process

[0198] FIG. 9 is a flowchart showing the device ID
registration process executed when the broadcast receiving
device 10, the TV 20, or the PC 30 is newly connected to the
home network by establishing connection for the first time
to the data-communication controlling device 40.

[0199] The broadcast receiving device 10, the TV 20, or
the PC 30 reads its internally-stored device ID and certifi-
cate, and transmits the read device ID and certificate to the
communication controlling device 40 via its communicating
unit. The data-communication controlling device 40
receives the device ID and certificate via its communication
unit (step S101). Here, the device ID is “IDC” and the
certificate is “CIDC” for the broadcast receiving device 10,
“IDA” and “CIDA” for the TV 20, and “IDB” and “CIDB”
for the PC 30.

[0200] The data-communication controlling device 40
authenticates the received certificate (step S102). When the
authentication is unsuccessful (“NO” in step S103), the
data-communication controlling device 40 revokes the
received device ID and certificate, and the process ends.
When the authentication is successful (“YES” in step S103),
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the data-communication controlling device 40 assigns a
network address (step S105). The data-communication con-
trolling device 40 writes the assigned network address and
the device ID in association with each other, into the address
conversion table (step S106). The data-communication con-
trolling device 40 transmits the assigned network address to
the broadcast receiving device 10, the TV 20, or the PC 30.
The broadcast receiving device 10, the TV 20, or the PC 30
receives the assigned network address (step S107).

[0201] Following this, the data-communication control-
ling device 40 checks category information included in the
received device ID, and writes the device ID into the
judgment table(s) corresponding to the category information
(step S108).

[0202] 2. Content Distribution Process

[0203] FIG. 10 is a flowchart showing the overall opera-
tion of the content distributing system 1 in the content
distribution process.

[0204] The broadcast device 60 broadcasts digitized con-
tent on a digital broadcast wave, via the broadcast satellite
80. The broadcast receiving device 10 receives the content
via the antenna (step S201), and stores the content into the
content storing unit 103.

[0205] The TV 20 or the PC 30 transmits a content request
including a content ID, and its internally-stored network
address, to the broadcast receiving device 10 via the data-
communication controlling device 40. The broadcast receiv-
ing device 10 receives the content request and network
address (step S202). Here, the network address is “IPA” for
the TV 20, and “IPB” for the PC 30.

[0206] The broadcast receiving device 10 reads content
identified by the content ID included in the content request,
from the content storing unit 103, and encrypts the read
content using the content key “KC” (step S203). The broad-
cast receiving device 10 transmits the encrypted content and
the transmission target address, to the data-communication
controlling device 40. The data-communication controlling
device 40 receives the encrypted content and the transmis-
sion target address (step S204).

[0207] The data-communication controlling device 40
judges whether the encrypted content is permitted to be
transmitted to a device having the received transmission
target address (step S205). When judging that the encrypted
content is not permitted to be transmitted (“NO” in step
S206), the data-communication controlling device 40 aban-
dons the encrypted content and the transmission target
address received from the broadcast receiving device 10
(step S207). When judging that the encrypted content is
permitted to be transmitted (“YES” in step S206), the
data-communication controlling device 40 decrypts the
encrypted content using the content key “KC” (step S208).
Following this, the data-communication controlling device
40 encrypts the content resulting from the decryption, using
a device key shared with the device having the transmission
target address, namely, the TV 20 or the PC 30 (step S209).

[0208] The data-communication controlling device 40
transmits the encrypted content resulting from the encryp-
tion using the device key, to the device having the trans-
mission target address, namely, the TV 20 or the PC 30. The
TV 20 or the PC 30 receives the encrypted content (step
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$210). The TV 20 or the PC 30 decrypts the encrypted
content, using its internally-stored device key (step S211),
and plays back the decrypted content (step S212).

[0209] 3. Judgment Process

[0210] FIG. 11 is a flowchart showing the operation of the
data-communication controlling device 40 in the judgment
process for judging whether content is permitted to be
transmitted. The flowchart gives a detailed description of
step S205 in the flowchart shown in FIG. 10.

[0211] The communication controlling unit 407 of the
data-communication controlling device 40 refers to its inter-
nally-stored address conversion table, and obtains a device
ID corresponding to the transmission target address received
from the broadcast receiving device 10 (step S301). Fol-
lowing this, the communication controlling unit 407 reads
additional information from header information included in
the encrypted content received from the broadcast receiving
device 10, and checks the additional information (step
S302).

[0212] When the additional information is “0” (“0” in step
S303), the communication controlling unit 407 moves to
step S208 in the flowchart shown in FIG. 10, and continues
the subsequent processing. When the additional information
is “1” (“1” in step S303), the communication controlling unit
407 reads the internally-stored judgment table “A” (step
S304). When the additional information is “2” (“2” in step
S303), the communication controlling unit 407 reads the
internally-stored judgment table “B” (step S305). The com-
munication controlling unit 407 judges whether the device
ID obtained in step S301 is included in the read judgment
table (step S306). The device ID being included in the
judgment table means that the content is permitted to be
transmitted, whereas the device ID not being included in the
judgment table means that the content is not permitted to be
transmitted.

[0213] Following this, the communication controlling unit
407 moves to step S206 in the flowchart shown in FIG. 10,
and continues the subsequent processing.

[0214] 4. Judgment Table Updating Process

[0215] FIG. 12 is a flowchart showing the operation of the
table updating server 50 and the data-communication con-
trolling device 40 in the judgment table updating process.

[0216] The table updating server 50 transmits update-
start-information “I_S” indicating that updating a table is to
be started, to the data-communication controlling device 40.
The data-communication controlling device 40 receives the
update-start-information “I_S” (step S401). Following this,
the data-communication controlling device 40 transmits
reception-confirmation-information “I_R” indicating that
the update-start-information “I_S” has been received, to the
table updating server 50. The table updating server 50
receives the reception-confirmation-information “I_R” (step
S402).

[0217] The table updating server 50 generates update-
information (step S403), and transmits the generated update-
information to the data-communication controlling device
40. The data-communication controlling device 40 receives
the update-information (step S404). The data-communica-
tion controlling device 40 updates the judgment table, based
upon the received update-information (step S405). Upon
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completion of updating the judgment table, the data-com-
munication controlling device 40 transmits update-end-in-
formation “I_A” to the table updating server 50. The table
updating server 50 receives the update-end-information
“I_A” (step S406), and the process ends.

[0218] <Second Embodiment>

[0219] The following describes a content distributing sys-
tem 2 as a second embodiment of the present invention, with
reference to the drawings.

[0220] <Construction>

[0221] FIG. 13 shows the construction of the content
distributing system 2. As shown in the figure, the content
distributing system 2 is composed of a broadcast receiving
device 104, a TV (television) 20a, a PC (personal computer)
304, a data-communication controlling device 40a, a table
updating server 50a, a broadcast device 60a, and a PDA
(personal digital assistance) 90a.

[0222] 1In FIG. 13, the broadcast receiving device 10q, the
TV 20a, the PC 304g, and the data-communication control-
ling device 40a encircled by a broken line are devices placed
in a home of the user who views and/or listens to content.
The broadcast receiving device 104, the TV 204, and the PC
30a are each connected to the data-communication control-
ling device 40a via a LAN cable, and communicate with the
data-communication controlling device 40a. The table
updating server 50a and the broadcast device 60a are
devices placed in a content provision center that provides
content. The table updating server 50a is connected to the
data-communication controlling device 40a via an Internet
70a. The broadcast device 60a broadcasts content via a
broadcast satellite 80a.

[0223] The PDA 904 is a device owned by the user. Even
outside the home of the user, the user can connect the PDA
90a to the Internet 70a using a wireless wave so as to
connect the PDA 90z to the data-communication controlling
device 40a via the Internet 70a. Hereafter, such a device may
be referred to as a “remote device”.

[0224] The following describes the content distributing
system 2, focusing on the components different from the
components of the content distributing system 1 relating to
the first embodiment.

[0225] 1. Data-Communication Controlling Device 40a

[0226] The data-communication controlling device 40a
authenticates the broadcast receiving device 10a, the TV
20a, the PC 304, and the PDA 90z when these devices
establish connection to the data-communication controlling
device 40a for the first time. The authentication method
employed here is the same as the method described in the
first embodiment, and the data-communication controlling
device 40a uses a device ID and a certificate transmitted
from each device, to authenticate each device. The data-
communication controlling device 40a assigns a network
address to a device that is successfully authenticated, and
transmits the network address to the device. Also, the
data-communication controlling device 40a distributes a
group key “KG” to devices other than the PC 30a.

[0227] Here, the network address is the same as the
network address described in the first embodiment. The
group key “KG” is key data unique to the network. The
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data-communication controlling device 40a judges whether
to distribute the group key “KG™ to each device, according
to category information included in a device ID of each
device. In the present embodiment, the data-communication
controlling device 40a provides such control not to transmit
the group key “KG” to the PC 304, but to transmit the group
key “KG” to the broadcast receiving device 10g, the TV 20q,
and the PDA 90a. However, the control provided by the
data-communication controlling device 40a should not be
limited to excluding the PC 304, but should be such that the
group key “KG” is not distributed to a device to which
transmission of content is to be prohibited.

[0228] 1t should be noted here that the system construction
may be such that the group key “KG” is held in advance by
the data-communication controlling device 40a, or may be
such that the group key “KG™ is transmitted from the content
provision center.

[0229] The data-communication controlling device 40a
generates an address conversion table 500 shown in FIG.
14, along with each device establishing connection to the
data-communication controlling device 40a. The address
conversion table 500 includes, for each device connected, a
device ID, a network address, a group key flag, and a remote
flag. The device ID and the network address are the same as
those described in the first embodiment. The group key flag
is set at “0” or “1”. The group key flag is set at 1, when the
group key “KG” is to be distributed to the corresponding
device, and is set at 0 when the group key “KG” is not to be
distributed to the corresponding device. The remote flag is
set at “0” or “1”. The remote flag is set at 1 when the
corresponding device is a remote device, and is set at 0 when
the corresponding device is not a remote device.

[0230] Here, the data-communication controlling device
40a may be constructed to judge whether each device is a
remote device using a device ID of the device, or using other
methods. Also, the data-communication controlling device
40a may be constructed to register only a device to which it
has transmitted the group key “KG”, into the address con-
version table.

[0231] Further, the data-communication controlling
device 40a stores in advance the number of devices that can
be registered in the table, and the number of group keys
“KG” that can be transmitted. For example, assume that the
number of devices that can be registered by the data-
communication controlling device 40a and the number of
group keys “KG” that can be distributed to be eight. Every
time when the data-communication controlling device 40a
transmits the group key “KG™ to a certain device connected
thereto after successfully authenticating the device, the
data-communication controlling device 40a decrements the
number of group keys “KG” that can be distributed. For
example, assume here that the data-communication control-
ling device 40a distributes the group key “KG” to the
broadcast receiving device 10a, the TV 20a, and the PDA
90a after successfully authenticating them. In this case, the
number of distributable group keys stored in the data-
communication controlling device 40a is five. Here, if a
device that has once received the group key “KG”, e.g., the
PDA 90a, returns the group key “KG” to the data-commu-
nication controlling device 40a, the number of distributable
group keys is incremented to six.

[0232] The data-communication controlling device 40a
receives, from the broadcast receiving device 10a, encrypted
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content generated by encrypting content using the group key
“KG”, and transmits the encrypted content to a transmission
target device. The device that has received the encrypted
content decrypts the encrypted content using the group key
“KG”, and plays back the decrypted content.

[0233] Also, the data-communication controlling device
40a checks, at regular intervals, whether each device regis-
tered in the address conversion table 500 is in a communi-
cable state. The data-communication controlling device 40a
deletes a device that is not in a communicable state, from the
address conversion table 500. The data-communication con-
trolling device 40a transmits a new group key “KG1” to a
device found in a communicable state.

[0234] As described above, the data-communication con-
trolling device 40a sets a valid period for the group key
“KG”. Along with the regular checking of each device’s
communicable or incommunicable state, the data-commu-
nication controlling device 40a updates the group key “KG”
to a new group key “KG”, and distributes the new group key
“KG” to each device found in a communicable state.

[0235] <Operation>

[0236] The following describes the operation of the con-
tent distributing system 2.

[0237] FIG. 15 is a flowchart showing a device ID reg-
istration process executed when the broadcast receiving
device 10a, the TV 20gq, the PC 304, or the PDA is newly
connected to the home network by establishing connection
to the data-communication controlling unit 40a.

[0238] The broadcast receiving device 10q, the TV 204q,
the PC 304, or the PDA 90a reads its internally stored device
ID and certificate, and transmits them to the data-commu-
nication controlling device 40a. The data-communication
controlling device 40a receives the device ID and the
certificate (step S501). Here, the device ID of the broadcast
receiving device 10a is “IDC”, and its certificate is “CIDC”.
The device ID of the TV 204 is “IDA”, and its certificate is
“CIDA”. The device ID of the PC 30a is “IDB”, and its
certificate is “CIDB”. The device ID of the PDA 90a is
“IDE”, and its certificate is “CIDE”.

[0239] The data-communication controlling device 40a
checks the internally stored number of devices that can be
registered, to see whether the number of registered devices
is less than the number of devices that can be registered.
When judging that the number of registered devices is not
less than the number of devices that can be registered (“NO”
in step S502), the data-communication controlling device
40a revokes the received device ID and certificate (step
$505), and ends the process. When judging that the number
of registered devices is less than the number of devices that
can be registered (“YES” in step S502), the data-commu-
nication controlling device 40a authenticates the received
certificate (step S503). When the authentication of the
certificate is unsuccessful (“NO” in step S504), the data-
communication controlling device 40a revokes the received
ID and certificate (step S505), and ends the process. When
the authentication of the certificate is successful (“YES” in
step S504), the data-communication controlling device 40a
assigns a network address to the device (step S506).

[0240] Following this, the data-communication control-
ling device 40a judges whether the device connected thereto
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is the PC 30ga using the received device ID. When judging
that the device is the PC 30a (“YES” in step S507), the
data-communication controlling device 40a sets the group
key flag at 0 (step S509). When judging that the device is not
the PC 30a (“NO” in step S507), the data-communication
controlling device 40a sets the group key flag at 1 (step
S508).

[0241] Following this, the data-communication control-
ling device 40a judges whether the device connected thereto
is the PDA 90a using the received device ID. When judging
that the device is the PDA 90a (“YES” in step S510), the
data-communication controlling device 40a sets the remote
flag at 1 (step S512). When judging that the device is not the
PDA 90a (“NO” in step S510), the data-communication
controlling device 40a sets the remote flag at 0 (step S511).

[0242] The data-communication controlling device 40a
then writes the assigned network address, the device ID, the
set group key flag, and the set remote flag, in association
with one another, into the address conversion table 500 (step
S513). The data-communication controlling device 40a
transmits the assigned network address to the device. Here,
the data-communication controlling device 40a outputs the
group key “KG” and the network address when the group
key flag is set at 1, and outputs only the network address
when the group key flag is set at O (step S514).

[0243] The broadcast receiving device 10a, the TV 204q,
the PC 30a, or the PDA 90a receives only the network
address or both the network address and the group key “KG”
(step S515).

[0244] FIG. 16 is a flowchart showing the overall opera-
tion of the content distribution system 2 in the content
distribution process.

[0245] The broadcast device 60a broadcasts digitized con-
tent on a digital broadcast wave, via the broadcast satellite
80. The broadcast receiving device 10a receives the content
via an antenna (step S601), and stores the content.

[0246] The TV 204, the PC 30a, or the PDA 90qa transmits
a content request including a content ID, and an internally
stored network address, to the broadcast receiving device
104 via the data-communication controlling device 40a. The
broadcast receiving device 10a receives the content request
and the network address (step S602). Here, the network
address is “IPA” for the TV 20a, and “IPB” for the PC 30a,
and “IDE” for the PDA 90a.

[0247] The broadcast receiving device 10a reads content
having the content ID included in the content request, and
encrypts the content using the group key “KG” (step S603).
The broadcast receiving device 10a transmits the encrypted
content and a transmission target address to the data-com-
munication controlling device 40a. The data-communica-
tion controlling device 40a receives the encrypted content
and the transmission target address (step S604).

[0248] The data-communication controlling device 40a
transmits the encrypted content to a device having the
transmission target address (step S605). The TV 20q, the PC
30a, or the PDA 90a receives the encrypted content (step
S$606). When internally storing the group key “KG”, the TV
20a, the PC 30g, or the PDA 90a decrypts the encrypted
content using the group key “KG” (step S607), and plays
back the decrypted content (step S608).
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[0249] <Conclusions>

[0250] As described above, the present invention relates to
a secure router or a home gateway that can prohibit trans-
mission of high-value content to a PC, and also relates to a
system including the secure router or the home gateway.

[0251] Each device has category information. At the time
of establishing network connection, each device transmits its
own category information and MAC address to the secure
router. The secure router can identify, using this category
information, the device to be a PC, a TV, a broadcast
receiving device, an air conditioner, a DVD recorder, a
refrigerator, or another device. The secure router stores
value levels of content permitted to be transmitted according
to category information. Therefore, the secure router can
judge a value level of content that is permitted to be
transmitted to each device, by checking category informa-
tion transmitted from each device.

[0252] When a PC is newly connected to the secure router,
the PC transmits its MAC address, and its category infor-
mation indicating that the device connected is a “PC”, to the
secure router. The secure router can determine that the newly
connected device is a “PC”, by referring to the transmitted
category information. Because high-value content is not
permitted to be transmitted to a PC, the secure router does
not write the transmitted MAC address into the high-value
table that is provided for listing devices to which high-value
content is permitted to be transmitted.

[0253] When a TV is newly connected to the secure router,
the PC transmits its MAC address, and its category infor-
mation indicating that the device connected is a “TV”, to the
secure router. The secure router can determine that the newly
connected device is a “TV”, by referring to the transmitted
category information. Because content with any value level
is permitted to be transmitted to a TV, the secure router
writes the transmitted MAC address into both the low-value
table that is provided for listing devices to which low-value
content is permitted to be transmitted, and the high-value
table that is provided for listing devices to which high-value
content is permitted to be transmitted.

[0254] When the secure router routes content from the
broadcast receiving device to such a client as a PC or a TV,
the secure router receives the content and its transmission
target device from the broadcast receiving device, checks a
value level of the received content, reads a table correspond-
ing to the value level, and judges whether the MAC address
of the transmission target device is included in the read table.
When judging that the MAC address is included in the read
table, the secure router transmits the content to the client.
When judging that the MAC address is not included in the
read table, the secure router does not transmit the content to
the client.

[0255] <Other Modifications>

[0256] Although the present invention is described based
on the above embodiments, it should be clear that the present
invention is not limited to the above embodiments. For
example, the following modifications are within the scope of
the present invention.

[0257] (1) Although the above embodiments describe
the construction where the TV 20 or the PC 30
transmits a content request to the broadcast receiving
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device 10, the present invention also includes the
construction where the broadcast receiving device 10
prestores a transmission target address of content,
and transmits content and its corresponding trans-
mission target address prestored therein to the data-
communication controlling device 40 upon receipt of
the content.

[0258] (2) Although the above embodiments describe

the construction where the home network is realized
by connection via a LAN cable, the present invention
also includes the construction where each device
belonging to the home network communicates with
one another via a wireless LAN.

[0259] (3) Although the above embodiments describe

the construction where each of the content key
“KC”, the device key “KA”, and the device key
“KB” is recorded in advance on a ROM, to allow
each key to be shared between devices, the present
invention also includes the construction where these
keys can be shared by way of communication
between devices. A method for sharing keys by way
of communication is described in detail in Tatsuaki
Okamoto and Hirosuke Yamamoto’s “Gendai Ango
(Modern Cryptography)” published by Sangyo
Tosho in 1977. Further, an encryption algorithm used
therein is not limited to the DES.

[0260] (4) Although the above embodiments describe

the case where the judgment table generated by the
data-communication controlling device 40 is com-
posed of additional information and device IDs of
devices to which content having this additional infor-
mation is permitted to be transmitted, the construc-
tion of the judgment table is not limited to such. For
example, the judgment table may be composed of
additional information and device IDs of devices to
which content having this additional information is
not permitted to be transmitted.

[0261] (5) Examples of content include digitized

movies, music, still images, moving images, game
software, computer programs, and various other
kinds of data. Also, a path on which content is to be
distributed is not limited to digital broadcasting. The
present invention also includes other content distri-
bution paths such as the Internet, analogue broadcast
waves, cable television, and packaged software.

[0262] (6) A device ID used in the above embodi-

ments corresponds to a combination of a device ID
and category information in the claims.

[0263] (7) Although the above embodiments describe

the case where the judgment table is composed of
additional information and device IDs of devices to
which content is permitted to be transmitted, the
present invention also includes the case where the
judgment table is composed of additional informa-
tion and MAC addresses of devices to which content
is permitted to be transmitted. The present invention
further includes the case where the judgment table is
composed of additional information and network
addresses of devices to which content is permitted to
be transmitted.

[0264] (8) The present invention also includes the

construction where the broadcast receiving device 10

IPR2025-01308; Samsung
Ex. 1009 - Page 31



US 2004/0010687 Al

includes the data-communication controlling device
40. To be more specific, the broadcast receiving
device 10 may have the construction and function of
the data-communication controlling device 40, and
internally store the judgment tables and the address
conversion table. In this case, upon receipt of con-
tent, the broadcast receiving device 10 may route the
content using the judgment tables and the address
table.

[0265] (9) Although the above embodiments describe
the case where two devices, namely, the TV 20 and
the PC 30, can be transmission target devices, three
or more devices may be provided as transmission
target devices. Also, although the above embodi-
ments describe the case where content may be of
either of two types, namely, “Free” or “High-Value™,
the content may be of another type. Further, although
the above embodiments describe the case where
additional information may be of one of three types,
namely, “07, “17, or “2”, the additional information
may be of another type.

[0266] (10) The additional information may be a part
or all of a content ID.

[0267] (11)When the data size of content is large, the
data-communication controlling device 40 may not
receive the entire content, but may receive a prede-
termined part of the content to judge whether the
content is permitted to be transmitted. Then, when
judging that the content is permitted to be transmit-
ted, the data-communication controlling device 40
may receive the entire content while successively
transmitting received parts of the content to a trans-
mission target device.

[0268] Also, although the above embodiments describe
the construction where the data-communication controlling
device 40 obtains a device ID using the address conversion
table upon receipt of a network address, the present inven-
tion also includes the construction where a network address
is not provided, and the judgment about the permission
status to transmit content is performed using only a device
ID. In this case, the TV 20 or the PC 30 transmits a content
request and a device ID to the broadcast receiving device 10
via the data-communication controlling device 40, and the
broadcast receiving device 10 transmits the content and the
device ID to the data-communication controlling device 40.

[0269] (12) Although the second embodiment
describes the construction where the data-communi-
cation controlling device 40a limits the number of
devices registered and the number of group keys
“KG” distributed, by storing the number of devices
that can be registered and the number of group keys
“KG” that can be distributed, the present invention
includes the construction where the number of
remote devices registered are limited by storing the
number of remote devices that can be registered. In
this case, a remote flag included in the address
conversion table 500 may be used.

[0270] (13) The present invention includes the con-
struction where whether or not such a device as a TV
and a PCis to be registered in the address conversion
table is judged based on whether the device is
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connected by wire or wirelessly to the data-commu-
nication controlling device 40 (or the data-commu-
nication controlling device 40a).

[0271] Forexample, a signal of noise may be generated on
wire, and such a device as a TV and a PC may be instructed
to detect the noise signal. By doing so, the judgment as to
whether such a device as a TV and a PC is connected by wire
or wirelessly to the data-communication controlling device
40 can be performed. When such a device as a TV and a PC
detects the noise signal, the device is judged to be connected
to the data-communication controlling device 40 by wire,
and is registered in the address conversion table. When such
adevice as a TV and a PC fails to detect the noise signal, the
device is judged to be connected to the data-communication
controlling device 40 wirelessly or via another routing
device, and is not registered in the address conversion table.

[0272] Also, a signal of noise may be generated by such a
device as a TV and a PC. Alternatively, a special signal other
than a normal signal may be generated instead of a noise
signal, and the device may be instructed to detect such a
special signal. Further, a wave collision may be generated
instead of a signal on the communication path. Also, the
RTS/CTS protocol may be utilized.

[0273] By doing so, a device within the home network and
a device outside the home network can be judged, and
control to transmit content to the device within the home
network and not to transmit content to the device outside the
home network can also be provided.

[0274] (14) Inthe second embodiment, the number of
times content is transmitted to a device outside the
home network may be limited. Also, the number of
times content is transmitted to a device outside the
home network may be made varied depending on the
type of the content (High-Value, Free, etc.). Further,
transmission of content to a device connected to a
plurality of routers may be prohibited.

[0275] (15) In the second embodiment, is should be
clear that the remote device is not limited to the PDA
90a. For example, the present invention intends to
include a portable terminal, a TV placed in a leisure
home, and the like, as the remote device.

[0276] (16) The broadcast device 60 and the broad-
cast device 60a should not be limited to satellite
broadcasting devices, but the present invention
intends to include terrestrial wave broadcasting
devices as the broadcast device 60 and the broadcast
device 60a.

[0277] (17) The present invention may be realized by
methods described in the above embodiments. Also,
the present invention may be realized by a computer
program executed on a computer for realizing these
methods, or by a digital signal representing the
computer program.

[0278] Also, the present invention may be realized by a
computer-readable recording medium on which the com-
puter program or the digital signal is recorded. Examples of
the computer-readable recording medium include a flexible
disk, a hard disk, a CD-ROM, an MO, a DVD-ROM, a
DVD-RAM, and a semiconductor memory. Also, the present
invention may be realized by the computer program or the
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digital signal recorded on such recording media. Further, the
present invention may be realized by the computer program
or the digital signal transmitted via an electric communica-
tion line, a wired/wireless line, or a network such as the
Internet.

[0279] Moreover, the present invention may be realized by
a computer system including a microprocessor and a
memory. The memory may store the computer program, and
the microprocessor may operate in accordance with the
computer program.

[0280] The computer program or the digital signal may be
transferred as being recorded on the recording medium, or
via the network and the like, so that the computer program
or the digital signal may be executed by another independent
computer system.

[0281] (18) The above embodiments and the modi-
fications can be freely combined.

[0282] Although the present invention has been fully
described by way of examples with reference to the accom-
panying drawings, it is to be noted that various changes and
modifications will be apparent to those skilled in the art.
Therefore, unless such changes and modifications depart
from the scope of the present invention, they should be
construed as being included therein.

What is claimed is

1. A content distributing system in which a transmission
device transmits content to one or more reception devices
via a routing device, wherein

the transmission device transmits content and a device ID
of one of the reception devices to the routing device,
the content having additional information relating to
use of the content,

the routing device

(2) stores one or more judgment tables, each of which
includes additional information and a device ID of a
reception device belonging to a category specified as
being permitted to use content having the additional
information included therein,

(b) receives the content and the device ID transmitted
from the transmission device, and selects, out of the
judgment tables, a judgment table that includes addi-
tional information matching the additional informa-
tion of the received content, and

(c) judges whether the received device ID is included in
the selected judgment table, and (i) transmits the
received content to the one of the reception devices
identified by the received device ID when judging
affirmatively, and (ii) prohibits the transmission
when judging negatively, and

the one or more reception devices each receive content
when the content is transmitted thereto from the routing
device
2. A content distributing system in which a transmission
device transmits content to one or more reception devices
via a routing device, wherein
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the transmission device transmits content and a network
address of one of the reception devices to the routing
device, the content having additional information relat-
ing to use of the content,

the routing device

(a) stores an address conversion table and one or more
judgment tables, the address conversion table asso-
ciating a device ID of each reception device with a
network address, the one or more judgment tables
each including additional information and a device
ID of a reception device belonging to a category
specified as being permitted to use content having
the additional information included therein,

(b) receives the content and the network address trans-
mitted from the transmission device, obtains a device
ID that is associated with the received network
address by referring to the address conversion table,
and selects, out of the judgment tables, a judgment
table that includes additional information matching
the additional information of the received content,
and

(c) judges whether the obtained device ID is included
in the selected judgment table, and (i) transmits the
received content to the one of the reception devices
identified by the obtained device ID when judging
affirmatively, and (ii) prohibits the transmission
when judging negatively, and

the one or more reception devices each receive content
when the content is transmitted thereto from the routing
device.

3. The content distributing system of claim 2,
wherein the routing device includes:

a table-generation-information storing unit operable to
store (a) category information indicating a category
to which each reception device belongs, in associa-
tion with (b) additional information of content that is
permitted to be used by a reception device belonging
to the category;

a device-information obtaining unit operable to obtain,
from a reception device, a device ID of the reception
device and category information indicating a cat-
egory to which the reception device belongs; and

a table generating unit operable to extract, from the
table-generation-information storing unit, additional
information of content that is permitted to be used by
the reception device whose device ID has been
obtained by the device-information obtaining unit,
according to the category information obtained by
the device-information obtaining unit, and generate a
judgment table that includes the extracted additional
information and the obtained device ID.

4. The content distributing system of claim 3,

wherein the device-information obtaining unit is operable
to further obtain, from the reception device, a certificate
that is used to authenticate the device ID and the
category information, and
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the table generating unit includes:

an authentication unit operable to check the certificate
obtained by the device-information obtaining unit, so
as to authenticate the device ID and the category
information;

an address generating unit operable to generate a net-
work address when the device ID and the category
information have been successfully authenticated by
the authentication unit; and

an address-conversion-table generating unit operable to
transmit the generated network address to the recep-
tion device whose device ID has been obtained by
the device-information obtaining unit, and generate
an address conversion table associating the gener-
ated network address with the obtained device ID.
5. The content distributing system of claim 4,

wherein the routing device receives, from the one of the
reception devices, (a) request information indicating a
request for content and (b) a network address, and
transmits the received request information and the
received network address to the transmission device,
and

the transmission device receives, from the one of the
reception devices, the request information and the
network address via the routing device, and transmits
the content corresponding to the request information
and the received network address to the routing device.
6. The content distributing system of claim 5,

wherein the content is composed of (a) content informa-
tion including video data and audio data, and (b) the
additional information,

the transmission device shares a different device key with
each reception device,

the transmission device encrypts the content information
using a device key shared with the one of the reception
devices, so as to generate encrypted content informa-
tion, and transmits encrypted content that is composed
of the encrypted content information and the additional
information, to the routing device,

the routing device receives the encrypted content, and
transmits the encrypted content to the one of the
reception devices when judging that the encrypted
content is permitted to be transmitted thereto, and

the one of the reception devices receives the encrypted
content from the routing device and decrypts the
encrypted content information using the device key
shared with the transmission device.

7. The content distributing system of claim 5,

wherein the content is composed of (a) content informa-
tion including video data and audio data, and (b) the
additional information,

the routing device shares a content key with the trans-
mission device and shares a different device key with
each reception device,

the transmission device encrypts the content information
using the content key, so as to generate encrypted
content information, and transmits encrypted content
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that is composed of the encrypted content information
and the additional information, to the routing device,

the routing device receives the encrypted content, and
when judging that the encrypted content is permitted to
be transmitted to the one of the reception devices, (a)
decrypts the encrypted content information using the
content key so as to generate content information, (b)
encrypts the generated content information using a
device key shared with the one of the reception devices
so as to generate encrypted content information, and
transmits encrypted content that is composed of the
encrypted content information and the additional infor-
mation, to the one of the reception devices, and

the one of the reception devices receives the encrypted
content from the routing device and decrypts the
encrypted content information using the device key
shared with the routing device.
8. The content distributing system of claim 2, further
comprising

a table updating device that transmits, to the routing
device, update-information to be used for updating a
judgment table stored in the routing device,

wherein the routing device receives the update-informa-
tion from the table updating device, and updates the
judgment table based upon the received update-infor-
mation.
9. Arouting device that routes content from a transmission
device to one or more reception devices, comprising:

ajudgment table storing unit operable to store one or more
judgment tables, each of which includes additional
information and a device ID of a reception device
belonging to a category specified as being permitted to
use content having the additional information included
therein;

a receiving unit operable to receive content and a device
ID of one of the reception devices from the transmis-
sion device;

a judging unit operable to select, out of the judgment
tables, a judgment table that includes additional infor-
mation matching the additional information of the
content received by the receiving unit, and judge
whether the device ID received by the receiving unit is
included the selected judgment table; and

a routing unit operable to (i) transmit the content received
by the receiving unit to the one of the reception devices
identified by the device ID received by the receiving
unit when a judgment result by the judging unit is
affirmative, and (ii) prohibit the transmission when a
judgment result by the judging unit is negative.

10. A routing device that routes content from a transmis-

sion device to one or more reception devices, comprising:

a table storing unit operable to store an address conver-
sion table and one or more judgment tables, the address
conversion table associating a device ID of each recep-
tion deice with a network address, the one or more
judgment tables each including additional information
and a device ID of a reception device belonging to a
category specified as being permitted to use content
having the additional information included therein;
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a receiving unit operable to receive content and a network
address of one of the reception devices from the
transmission device;

a judging unit operable to obtain a device ID that is
associated with the network address received by the
receiving unit, by referring to the address conversion
table, select, out of the judgment tables, a judgment
table that includes additional information matching the
additional information of the content received by the
receiving unit, and judge whether the obtained device
ID is included the selected judgment table; and

a routing unit operable to (i) transmit the content received
by the receiving unit to the one of the reception devices
identified by the device ID obtained by the judging unit
when a judgment result by the judging unit is affirma-
tive, and (ii) prohibit the transmission when a judgment
result by the judging unit is negative.

11. The routing device of claim 10,

wherein the judging unit includes:

a table-generation-information storing unit operable to
store (a) category information indicating a category
to which each reception device belongs, in associa-
tion with (b) additional information of content that is
permitted to be used by a reception device belonging
to the category;

a device-information obtaining unit operable to obtain,
from a reception device, a device ID of the reception
device and category information indicating a cat-
egory to which the reception device belongs; and

a table generating unit operable to extract, from the
table-generation-information storing unit, additional
information of content that is permitted to be used by
the reception device whose device ID has been
obtained by the device-information obtaining unit,
according to the category information obtained by
the device-information obtaining unit, and generate a
judgment table that includes the extracted additional
information and the obtained device ID.

12. The routing device of claim 11,

wherein the device-information obtaining unit is operable
to further obtain, from the reception device, a certificate
that is used to authenticate the device ID and the
category information, and

the table generating unit includes:

an authentication unit operable to check the certificate
obtained by the device-information obtaining unit, so
as to authenticate the device ID and the category
information;

an address generating unit operable to generate a net-
work address when the device ID and the category
information have been successfully authenticated by
the authentication unit; and

an address-conversion-table generating unit operable to
transmit the generated network address to the recep-
tion device whose device ID has been obtained by
the device-information obtaining unit, and generate
an address conversion table associating the gener-
ated network address with the obtained device ID.

18

Jan. 15, 2004

13. The routing device of claim 12,

wherein the routing device receives, from the one of the
reception devices, (a) request information indicating a
request for content and (b) a network address, transmits
the received request information and the received net-
work address to the transmission device, and receives
the content corresponding to the request information
and the network address from the transmission device.

14. The routing device of claim 13,

wherein the content is composed of (a) content informa-
tion including video data and audio data, and (b) the
additional information,

the receiving unit is operable to receive encrypted content
that is composed of (¢) encrypted content information
generated by encrypting the content information using
a content key, and (d) the additional information, and

the routing device includes:

a key storing unit operable to store the content key that
is shared with the transmission device, and a differ-
ent device key that is shared with each reception
device;

a decrypting unit operable to decrypt the encrypted
content information received from the transmission
device, using the content key, so as to generate
content information; and

an encrypting unit operable to encrypt the generated
content information using a device key shared with
the one of the reception devices, and transmit
encrypted content that is composed of the encrypted
content information and the additional information,

to the one of the reception devices.
15. A routing device that routes content from a transmis-

sion device to one or more reception deices, comprising:

ajudgment table storing unit operable to store one or more
judgment tables each of which includes additional
information and a device ID of a reception device
belonging to a category specified as being permitted to
use content having the additional information included
therein;

a receiving unit operable to receive content and a device
ID of one of the reception devices;

a judging unit operable to select, out of the judgment
tables, a judgment table that includes additional infor-
mation matching the additional information of the
content received by the receiving unit, and judge
whether the device ID received by the receiving unit is
included in the selected judgment table; and

a routing unit operable to (i) transmit the content received
by the receiving unit to the one of the reception devices
identified by the device ID received by the receiving
unit, when a judgment result by the judging unit is
affirmative, and (ii) prohibit the transmission when a
judgment result by the judging unit is negative.

16. A content distributing method for use in a content
distributing system in which a transmission device transmits
content to one or more reception devices via a routing
device, the routing device storing one or more judgment
tables each of which includes additional information and a
device ID of a reception device belonging to a category
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specified as being permitted to use content having the
additional information included therein,

the content distributing method comprising:

transmitting content and a device ID of one of the
reception devices to the routing device, the content
having additional information relating to use of the
content;

(a) receiving the content and the device ID transmitted
from the transmission device, and selecting, out of
the judgment tables, a judgment table that includes
additional information matching the additional infor-
mation of the received content, and (b) judging
whether the received device ID is included in the
selected judgment table, and (i) transmitting the
received content to the one of the reception devices
identified by the received device ID when judging
affirmatively, and. (ii) prohibiting the transmission
when judging negatively; and

receiving the content transmitted from the routing
device.

17. A content distributing program for use in a content
distributing system in which a transmission device transmits
content to one or more reception devices via a routing
device, the routing device storing one or more judgment
tables each of which includes additional information and a
device ID of a reception device belonging to a category
specified as being permitted to use content having the
additional information included therein,

the content distributing program comprising:

a transmitting operation of transmitting content and a
device ID of one of the reception devices to the
routing device, the content having additional infor-
mation relating to use of the content;

a routing operation of (a) receiving the content and the
device ID transmitted from the transmission device,
and selecting, out of the judgment tables, a judgment
table that includes additional information matching
the additional information of the received content,
and (b) judging whether the received device ID is
included in the selected judgment table, and (i)
transmitting the received content to the one of the
reception devices identified by the received device
ID when judging affirmatively, and (ii) prohibiting
the transmission when judging negatively; and

a receiving operation of receiving the content transmit-
ted from the routing device.

18. A computer-readable recording medium on which a
content distributing program is recorded for use in a content
distributing system in which a transmission device transmits
content to one or more reception devices via a routing
device, the routing device storing one or more judgment
tables each of which includes additional information and a
device ID of a reception device belonging to a category
specified as being permitted to use content having the
additional information included therein,

the content distributing program comprising:

a transmitting operation of transmitting content and a
device ID of one of the reception devices to the

Jan. 15, 2004

routing device, the content having additional infor-
mation relating to use of the content;

a routing operation of (a) receiving the content and the
device ID transmitted from the transmission device,
and selecting, out of the judgment tables, a judgment
table that includes additional information matching
the additional information of the received content,
and (b) judging whether the received device ID is
included in the selected judgment table, and (i)
transmitting the received content to the one of the
reception devices identified by the received device
ID when judging affirmatively, and (ii) prohibiting
the transmission when judging negatively; and

a receiving operation of receiving the content transmit-
ted from the routing device.

19. A routing method for use in a routing device that
routes content from a transmission device to one or more
reception devices, the routing device storing one or more
judgment tables each of which includes additional informa-
tion and a device ID of a reception device belonging to a
category specified as being permitted to use content having
the additional information included therein,

the routing method comprising:

receiving content and a device ID of one of the recep-
tion devices from the transmission device;

selecting, out of the judgment tables, a judgment table
that includes additional information matching the
additional information of the content received, and
judging whether the device ID received is included
the selected judgment table; and

(1) transmitting the content received to the one of the
reception devices identified by the device ID
received when a result of the judgment is affirmative,
and (ii) prohibiting the transmission when the result
of the judgment is negative.

20. A routing program for use in a routing device that
routes content from a transmission device to one or more
reception devices, the routing device storing one or more
judgment tables each of which includes additional informa-
tion and a device ID of a reception device belonging to a
category specified as being permitted to use content having
the additional information included therein,

the routing program comprising:

a receiving operation of receiving content and a device
ID of one of the reception devices from the trans-
mission device;

a judging operation of selecting, out of the judgment
tables, a judgment table that includes additional
information matching the additional information of
the content received, and judging whether the device
ID received is included the selected judgment table;
and

a routing operation of (i) transmitting the content
received to the one of the reception devices identified
by the device ID received when a result of the
judgment is affirmative, and (ii) prohibiting the
transmission when the result of the judgment is
negative.
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20
21. A computer-readable recording medium on which a a judging operation of selecting, out of the judgment
content distributing program is recorded for use in a routing tables, a judgment table that includes additional
device that routes content from a transmission device to one information matching the additional information of
or more reception devices, the routing device storing one or the content received, and judging whether the device
more judgment tables each of which includes additional ID received is included the selected judgment table;
information and a device ID of a reception device belonging and
to a category specified as being permitted to use content a routing operation of (i) transmitting the content
having the additional information included therein, received to the one of the reception devices identified
) o by the device ID received when a result of the
the routing program comprising: judgment is affirmative, and (ii) prohibiting the
.. . . . transmission when the result of the judgment is
a receiving operation of receiving content and a device .
. . negative.
ID of one of the reception devices from the trans-
mission device; ® ok % % %
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