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57 ABSTRACT

The purpose of the present invention is to provide a portable
terminal and an application software start-up system
whereby the application software that is started up is limited
depending on the state of a user, thereby providing an
improved ease of use. For this purpose, an application
software start-up method for an information processing
device comprises: performing identity authentication based
on static biological information; determining the state of the
user by comparing dynamic biological information acquired
from the body of the user with previously measured dynamic
biological information; and limiting the application software
that is started up in accordance with the determined state of
the user and on the basis of a permission level that is set in
advance for each application software item.
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1
INFORMATION PROCESSING DEVICE,
APPLICATION SOFTWARE START-UP
SYSTEM, AND APPLICATION SOFTWARE
START-UP METHOD

TECHNICAL FIELD

The present invention relates to a start-up method of
application software used in an information processing
device.

BACKGROUND ART

A background art of the present technical field, there is JP
2005-293209 A (Patent Document 1). A problem is
described in Patent Document 1 as follows. “In an existing
biometrics authentication, static biometric information is
simply used, and it is possible to verify an authorized user,
but reading the user’s intension is not performed. For this
reason, when the user is involved in a certain crime and
threatened and forced to perform an illegal operation by a
criminal, although a system is equipped with a biometrics
authentication, it is likely that the system is illegally oper-
ated, leading to heavy damage.”

A solution to this problem is described as follows. “A
physical feature information measuring unit that measures
biometric information indicating a physical feature, a bio-
metrics authentication unit that performs user identification
based on information of the physical feature measured by
the physical feature information measuring unit, an emo-
tional feature information measuring unit that measures
biometric information indicating an emotional feature, an
emotional biometrics determination unit that determines a
user mental state based on information of the emotional
feature measured by the emotional feature information mea-
suring unit, and an integrated authentication unit that deter-
mines that it is an authorized user and it is an authentication
operation according to the user’s intension based on infor-
mation of a user identification result by the biometrics
authentication unit and a mental state determination result
by the emotional biometrics determination unit are pro-
vided.”

CITATION LIST
Patent Document
Patent Document 1: JP 2005-293209 A

SUMMARY OF THE INVENTION
Problems to be Solved by the Invention

In the technique disclosed in Patent Document 1, by using
the emotional biometrics, it is possible to detect a situation
in which the user is threatened and forced to perform an
illegal operation by a criminal, in addition to an examination
of the user authentication performed by the existing biomet-
rics authentication. Further, it is possible to check the “user’s
will” and the “user’s intension” for the operation of the user.
However, in an information processing device using a
plurality of pieces of application software, checking of the
“user’s will” and the “user’s intension™ is not necessarily
necessary for all pieces of application software, and there are
application software in which no checking is necessary and
application software in which additional checking of the
“state of the user” is desirable.
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2

In this regard, it is an object of the present invention to
provide an information processing device and an application
software start-up system which are convenient and capable
of limiting application software according to the state of the
user.

Solutions to Problems

In order to solve the above problem, for example, a
configuration set forth in a claim is employed. The present
invention includes a plurality of mechanisms capable of
solving the above problem, and as an example, provided is
an application software start-up method of an information
processing device which includes performing user authen-
tication based on static biometric information, determining
a state of a user by comparing dynamic biometric informa-
tion acquired from a body of the user with dynamic bio-
metric information which is measured in advance, and
limiting application software to be started according to the
determined state of the user based on a permission level
which is set to each application software in advance.

Effects of the Invention

According to the present invention, it is possible to
provide an information processing device, an application
software start-up system, and an application software start-
up method which are convenient.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a configuration diagram illustrating a commu-
nication system including a handheld device according to a
first embodiment.

FIG. 2 is a hardware configuration diagram illustrating the
handheld device according to the first embodiment.

FIG. 3 is a functional block diagram illustrating the
handheld device according to the first embodiment.

FIG. 4 is a flowchart illustrating an application permission
operation of the handheld device according to the first
embodiment.

FIG. 5A, 5B, 5C illustrate a display screen of the hand-
held device according to the first embodiment.

FIG. 6 is a configuration diagram illustrating a commu-
nication system including a handheld device according to a
second embodiment.

FIG. 7 is a hardware configuration diagram illustrating the
handheld device according to the second embodiment.

FIG. 8 is a functional block diagram illustrating the
handheld device according to the second embodiment.

FIG. 9 is a functional block diagram illustrating the
handheld device according to the second embodiment.

FIG. 10 is a flowchart illustrating an application permis-
sion operation of the handheld device according to the
second embodiment.

FIG. 11A, 11B, 11C illustrate a display screen of the
handheld device according to the second embodiment.

FIG. 12 is a flowchart illustrating an application permis-
sion operation of a handheld device according to a third
embodiment.

FIG. 13 illustrates a display screen of the handheld device
according to the third embodiment.

FIG. 14 is a flowchart illustrating an application permis-
sion operation of a handheld device according to a fourth
embodiment.

FIG. 15 illustrates a display screen of the handheld device
according to the fourth embodiment.

IPR2025-01313; Samsung
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FIG. 16 is a flowchart illustrating an application permis-
sion operation of a handheld device according to a fifth
embodiment.

FIG. 17 is a flowchart illustrating an application permis-
sion operation of a handheld device according to a sixth
embodiment.

MODE FOR CARRYING OUT THE INVENTION

Hereinafter, exemplary embodiments of the present
invention will be described with reference to the appended
drawings.

First Embodiment

FIG. 1 is a configuration diagram illustrating a commu-
nication system including a handheld device 1 which is an
example of an information processing device used in the
present embodiment. The communication system according
to the present embodiment is configured with the handheld
device 1 worn on the body of the user, a base station 5 of a
mobile telephone communication network, a wide area
public network 6 such as the Internet, a router 7, and the like.

The handheld device 1 is a wristwatch-type handheld
device having a communication function and can establish a
connection with the base station 5 or the router 7 and acquire
various kinds of information from the network 6. The
handheld device 1 includes a fingerprint sensor 11 and a
touch panel 12 installed on the surface thereof. Although not
illustrated, the handheld device 1 includes a heart rate
sensor, a blood pressure sensor, a temperature sensor, and
the like which are installed on the back surface to come into
contact with the wrist when the user wears it. In the present
embodiment, the wristwatch-type handheld device is
described as the handheld device 1, but the handheld device
1 may be a glasses-type handheld device or a ring-type
handheld device. Further, the handheld device 1 may be any
other portable digital device. Furthermore, an information
processing device which is equipped with a sensor that
detects dynamic biometric information may be used, and for
example, a personal computer (PC) which is equipped with
a temperature detection sensor using infrared rays and
capable of detecting a body temperature of the user may be
used instead of the handheld device.

The base station 5 is a device that performs a relay
between the handheld device 1 and the network 6 and can
perform transmission and reception of various kinds of
information with the handheld device 1. The router 7 has a
function of a wireless local area network (LAN) such as
wireless fidelity (Wi-Fi) and can be connected to the net-
work 6 via a communication line.

FIG. 2 is a hardware configuration diagram illustrating the
handheld device 1 of the present embodiment. A central
processing unit (CPU) 101 controls the handheld device 1 in
general according to a predetermined program. The CPU
101 may be an arbitrary control circuit or a dedicated circuit
such as an application specific IC (ASIC).

The system bus 102 is a data communication path in
which transmission and reception of data are performed
between the CPU 101 and the respective units of the
handheld device 1.

The memory 103 is configured with a read only memory
(ROM), a random access memory (RAM), a flash ROM, or
the like, and stores a program and various kinds of setting
information for controlling the handheld device 1, an appli-
cation program (hereinafter, referred to as an “application”),
biometric information of the user, and the like.
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The operation device 104 is an input device used to input
an operation instruction to the handheld device 1, and in the
present embodiment, the operation device 104 is configured
with a touch panel and a button switch which is arranged to
be superimposed on a display device 152 (which will be
described later). Further, one of the touch panel and the
button switch may be arranged. Furthermore, the handheld
device 1 may be operated using a keyboard or the like which
is connected to an expansion interface (I/F) 105 (which will
be described later). Moreover, the handheld device 1 may be
operated using a separate information terminal device con-
nected via wired communication or wireless communica-
tion. The display device 152 may have the touch panel
function.

The expansion interface 105 is a group of interfaces for
expanding the function of the handheld device 1, and in the
present embodiment, the expansion interface 105 is config-
ured with a video/audio interface, a universal serial bus
(USB) interface, a memory interface, or the like. The
video/audio interface receives a video signal or an audio
signal from an external video/audio output device and
outputs a video signal or an audio signal to the external
video/audio output device. The USB interface establishes a
connection with a keyboard or any other USB device. The
memory interface is connected to a memory card or any
other memory medium and performs transmission reception
of data.

The fingerprint sensor 111 is a sensor that detects static
biometric information of the user who uses the handheld
device 1, and detects a fingerprint pattern when the user
touches with a finger, compares the detected fingerprint
pattern with a fingerprint pattern of the authorized user
registered in the memory 103, and performs user authenti-
cation according to whether or not the fingerprint patterns
are identical to each other.

A heart rate sensor 112, a blood pressure sensor 113, and
a temperature sensor 114 are a group of sensors for detecting
the dynamic biometric information of the user who wears
the handheld device 1, and detects the current state of the
user by measuring the heart rate, the blood pressure, the
body temperature, and the like through the group of sensors
and comparing the heart rate, the blood pressure, the body
temperature, and the like which are measured with measured
values of the authorized user in the normal state which are
registered in the memory 103 in advance. Further, any other
sensor may be installed.

A global positioning system (GPS) receiver 121, an
acceleration sensor 122, a gyro sensor 123, a geomagnetism
sensor 124, and a proximity sensor 125 are a group of
sensors for detecting the state of the handheld device 1, and
it is possible to detect a position, a motion, an inclination, a
direction, an approach state of an object therearound, and the
like through the group of sensors. Further, any other sensor
may be installed.

A mobile communication device 131 is configured with
an antenna and communication circuits including as an
encoding circuit and a decoding circuit, and performs tele-
phone communication (call) and transmission reception of
data through wireless communication with the base station
5 of the mobile telephone communication network. The
LAN communication device 132 is connected to a wireless
communication access point through wireless communica-
tion and performs transmission reception of data. A short-
range wireless communication device 133 performs wireless
communication with a peripheral device in a short range. For
example, Bluetooth (registered trademark), infrared rays,
Wi-Fi direct, or the like is used as the short-range wireless
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communication. Each of the LAN communication device
132 and the short-range wireless communication device 133
includes an encoding circuit, a decoding circuit, an antenna,
and the like.

An audio input device 141 and an audio output device 142
are audio processing devices of the handheld device 1. The
audio input device 141 is a microphone and converts a voice
of the user or the like into audio data and receives it. The
audio output device 142 is a speaker and provides an audio
signal to the user of the handheld device 1.

A video input device 151 and the display device 152 are
video processing devices of the handheld device 1. The
video input device 151 is a camera unit that receives video
data of a surrounding area or an object by converting light
input from a lens into an electrical signal using an electronic
device such as a charge coupled device (CCD) sensor or a
complementary metal oxide semiconductor (CMOS) sensor.
The display device 152 is a display such as a liquid crystal
(LC) panel and provides a video signal to the user of the
handheld device 1. The display device 152 includes a video
RAM (not illustrated) and has a function of display a video
based on video data input to the video RAM and performs
format conversion, a process of superimposing a menu or
other on screen display (OSD) signals, and the like as
necessary.

The exemplary configuration of the handheld device 1
includes components which are not essential in the present
embodiment, but effects of the present embodiment are
obtained even through a configuration having no non-essen-
tial components. A component which is not illustrated such
as a digital television broadcasting receiving function, an
e-money payment function, or the like may be further added.

FIG. 3 is a functional block diagram illustrating the
handheld device 1 of the present embodiment. Functional
blocks of the handheld device 1 are controlled by the control
unit 1010.

The control unit 1010 operates on the CPU 101 with
which the handheld device 1 illustrated in FIG. 2 is
equipped, includes a user authentication unit 1011, a state
determination unit 1012, a lock control unit 1013, an appli-
cation start unit 1014, and the like, and controls a memory
1030, a static biometric information acquisition unit 1110, a
dynamic biometric information acquisition unit 1120, a
communication unit 1310, or the like based on an instruction
given from a user interface 1040 such that the static bio-
metric information and the dynamic biometric information
are acquired, stored, and compared, the handheld device 1 is
locked or unlocked, or an application starts.

The user interface 1040 is configured with the operation
device 104, the audio input device 141, the audio output
device 142, the video input device 151, the display device
152, and the like which are illustrated in FIG. 2, and presents
the user with various kinds of information and transfers the
instruction of the user to the control unit 1010.

The static biometric information acquisition unit 1110 is
configured with the fingerprint sensor 111 and the like which
are illustrated in FIG. 2 and detects a fingerprint and the like
which are the static biometric information of the user who
uses the handheld device 1.

The dynamic biometric information acquisition unit 1120
is configured with the heart rate sensor 112, the blood
pressure sensor 113, the temperature sensor 114, and the like
which are illustrated in FIG. 2, and measures the heart rate,
the blood pressure, the body temperature, and the like which
are the dynamic biometric information of the user who
wears the handheld device 1.

10

15

20

25

30

35

40

45

55

60

6

The communication unit 1310 is configured with the
mobile communication device 131, the LAN communica-
tion device 132, the short-range wireless communication
device 133, and the like which are illustrated in FIG. 2 and
performs acquisition of an application and transmission
reception of various kinds of data.

The memory 1030 is configured with the memory 103 and
the like which are illustrated in FIG. 2, and stores static
biometric information 1031, dynamic biometric information
1032, an application 1033, a permission level table 1034
which is a table of levels at which applications are permitted
to start, and the like, in addition to the program and various
kinds of setting information for controlling the handheld
device 1.

The static biometric information 1031 is, for example, a
fingerprint of the authorized user acquired through the static
biometric information acquisition unit 1110. Before the
handheld device 1 is used, the static biometric information
of the authorized user is registered in advance.

The dynamic biometric information 1032 is, for example,
the heart rate, the blood pressure, and the body temperature
of the user acquired through the dynamic biometric infor-
mation acquisition unit 1120. When the handheld device 1 is
used, for example, the dynamic biometric information of the
user in the normal state is measured and registered.

The application 1033 is an application program acquired
through the communication unit 1310 or an application
program which is pre-installed. A plurality of application
programs can be registered, and an application permission
level can be registered in the permission level table 1034 in
association with each application program.

The user authentication unit 1011 determines whether or
not the user is an authorized user by comparing the static
biometric information acquired through the static biometric
information acquisition unit 1110 when the handheld device
1 is used with the static biometric information 1031. When
the user is authenticated to be the authorized user, the lock
control unit 1013 is controlled such that the handheld device
1 is unlocked.

The lock control unit 1013 is controlled by the user
authentication unit 1011 such that the lock control unit 1013
unlocks the handheld device 1, and, for example, when the
user interface 1040 is not operated for a certain period of
time, the lock control unit 1013 locks the handheld device 1.
Further, even when the state determination unit 1012 is
determined to be in a sleep state, the lock control unit 1013
locks the handheld device 1.

The state determination unit 1012 determines the state of
the user by comparing the dynamic biometric information
acquired through the dynamic biometric information acqui-
sition unit 1120 when the handheld device 1 is used with the
dynamic biometric information 1032, and controls the lock
control unit 1013 and the application start unit 1014. For
example, when the user is determined to be in the sleep state,
the lock control unit 1013 is controlled such that the lock
control unit 1013 locks the handheld device 1. Further, when
the user is determined to be in the normal state, all appli-
cations are set to enter a startable state, and when the user
is determined to be in a stress state, applications that can be
started are limited. Applications to be limited are registered
in the permission level table 1034. A start permission level
of each application may be decided in advance and may be
registered by the user through the user interface 1040.

An application to be started is not limited to the applica-
tion 1033 stored in the memory 1030, and an application on
the network 6 may be started through the communication
unit 1310.
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FIG. 4 is a flowchart illustrating an application permission
operation of the handheld device 1 of the present embodi-
ment. This flowchart illustrates a process of performing the
user authentication through the handheld device 1, checking
the state of the user, and limiting an application to be started
according to the state of the user. First, the static biometric
information is detected, and the user authentication is per-
formed. The static biometric information acquisition unit
1110 acquires the static biometric information, and the user
authentication unit 1011 performs the user authentication as
to whether or not the acquired static biometric information
is identical to the static biometric information 1031 which is
registered in advance by comparing the acquired static
biometric information with the static biometric information
1031 (S401). For example, the fingerprint serving as the
static biometric information is detected, the user authenti-
cation is performed, and when the detected fingerprint is
determined to be identical to the registered fingerprint, the
lock control unit 1013 unlocks the handheld device 1 (S402),
and the application start unit 1014 permits a start of an
application of the permission level 1 (S403).

For example, the application of the permission level 1 is
an application that does not relate to information of the user
him/herself and has no particular problem even when it is
used by anyone else such as a clock application, a web
browser, a map application, a camera application, a weather
forecast application, a music application, a calculator appli-
cation, a dictionary application, a game application, and a
navigation application. The permission level of each appli-
cation is registered in the permission level table 1034.

A display example of a screen of the handheld device 1 at
this time is illustrated in FIG. SA. The clock application, the
web browser, the map application, the calculator application,
and the dictionary application are the applications of the
permission level 1 and thus are in the startable state, and the
other applications have a different icon color which indicates
that they are in the non-startable state.

The user authentication may be performed through any
other biometric authentication such as a vein authentication,
a face authentication, an iris authentication, or a retina
authentication, in addition to the fingerprint authentication,
and for example, when the handheld device 1 is worn on the
wrist, the user authentication may be performed through the
vein authentication for the part on which the handled device
1 is worn, so that a situation in which anyone else wears the
handheld device 1 and pretends to be the authorized user can
be prevented. Alternatively, the unlocking operation may be
performed by inputting a passcode, and a pattern lock may
be released by the trajectory of the finger.

Generally, there is no difference between a period of time
in which the static biometric information for the fingerprint
authentication, the vein authentication, the face authentica-
tion, the iris authentication, the retina authentication, or the
like is acquired and a period of time in which the passcode
is input, and a period of time taken until the application of
the permission level 1 enters the startable state is about
several seconds.

Then, the dynamic biometric information is detected, and
the state of the user is determined. The state of the user is
determined such that the dynamic biometric information
acquisition unit 1120 acquires the dynamic biometric infor-
mation, and the state determination unit 1012 compares the
acquired dynamic biometric information with the dynamic
biometric information 1032 that is registered in advance
(S404).

For example, the heart rate, the blood pressure, and the
body temperature which are the dynamic biometric infor-
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mation are measured in the normal state and registered in the
dynamic biometric information 1032, the dynamic biometric
information acquisition unit 1120 measures the heart rate,
the blood pressure, and the body temperature, and when the
heart rate, the blood pressure, and the body temperature are
equal to or less than lower limit values in the normal state,
the sleep state is determined. Further, for example, when the
heart rate and the blood pressure are equal to or larger than
upper limit values in the normal state, the stress state is
determined, and a state which corresponds to neither the
sleep state nor the stress state is determined to be the normal
state.

Generally, a period of time in which the dynamic biomet-
ric information such as the heart rate, the blood pressure, the
body temperature, the brain wave, or the amount of sweating
is acquired is longer than a period of time in which the static
biometric information is acquired, and a period of time taken
until applications of permission levels 2 and 3 (which will be
described later) enter the startable state is about several
tends of seconds. For this reason, acquisition of the dynamic
biometric information may start at the same time as when
acquisition of the static biometric information starts, or the
dynamic biometric information may be constantly acquired,
and the state determination may be performed based on the
biometric information obtained for previous 30 seconds.

First, the process is switched according to whether or not
the state of the user is the sleep state (S405). When the state
of the user is determined to be the sleep state, the handheld
device 1 is locked (S410), and the process ends (the per-
mission level 0). For example, when the user is asleep in a
station, a park, or the like, although another person causes
the handheld device 1 to touch the finger of the user and
perform the fingerprint authentication, if the heart rate, the
blood pressure, and the body temperature are equal to or less
than the lower limit values in the normal state, the state of
the user is determined to be the sleep state, and thus the
handheld device 1 can be locked.

When the state of the user is determined not to be the sleep
state, the process is switched according to whether or not the
state of the user is the stress state (S406). When the state of
the user is determined to be the stress stat, the applications
of the permission levels 1 and 2 are permitted to be started
(5407).

For example, the application of the permission level 2 is
an application that relates to the user him/herself and is
considered to have a problem when it is used by anyone else
such as a schedule application, a mail application, a photo
application, a telephone application, or an address book
application. The application of the permission level 2 is an
application which is considered to have no particular prob-
lem regardless of the state of the user when the user is the
authorized user. A display example of a screen of the
handheld device 1 at this time is illustrated in FIG. 5B. In
addition to the fact that the applications of the permission
level 1 are in the startable state, the schedule application and
the mail application are the applications of the permission
level 2 and thus are in the startable state, and the other
applications have a different icon color which indicates that
they are in the non-startable state.

When the state of the user is determined not to be the
stress state (determined to be the normal state), all applica-
tions of the permission levels 1 to 3 are permitted to be
started (S408).

For example, the application of the permission level 3 is
an application that relates to information of the user him/
herself and is considered to have a big problem when it is
used by anyone else such as an e-money application or an
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online banking application. The application of the permis-
sion level 3 is an application which is considered to have a
problem depending on the state of the user even when the
user is the authorized user.

For example, when the user is panicked and unable to
make conscious determination due to a bank transfer fraud
or the like or when the user is coercive to perform an
operation by another person, if the heart rate and the blood
pressure are equal to or larger than the upper limit values in
the normal state, the state of the user is determined to be the
stress state, and the e-money application, the online banking
application, and the like can be set not to be started.

FIG. 5C illustrates a display example of the screen of the
handheld device 1 when all applications are permitted to be
started. In addition to the fact that the application of the
permission level 1 and the application of the permission
level 2 are in the startable state, the e-money application and
the online banking application are the applications of the
permission level 3 and thus are in the startable state, and it
is indicated that all applications are in the startable state.

Then, the process is switched according to whether or not
a predetermined period of time has elapsed while the user
does not perform an operation (S409). When a predeter-
mined period of time (for example, 10 seconds) has elapsed,
the handheld device 1 is locked (S410), and the process
ends.

When a predetermined period of time has not elapsed, the
process returns to step S404, and the process is continued.
For example, when the state of the user is determined to be
the stress state, and the application of the permission level
3 enters the non-startable state, if the state of the user returns
to the normal state later, all applications enter the startable
state. Thereafter, when the state of the user is determined to
be the stress state again, the application of the permission
level 3 enters the non-startable state, and when the state of
the user is determined to be the sleep state, the handheld
device 1 is locked.

The permission level of each application may be decided
in advance by the handheld device 1 or may be set to be
changed by the user.

The upper limit values and the lower limit values of the
heart rate, the body temperature, and the blood pressure in
the normal state may be decided in advance by the handheld
device 1, but when the heart rate, the body temperature, and
the blood pressure of the user are measured and learned, and
the upper limit values and the lower limit values are obtained
based on them, more accurate determination can be per-
formed.

Commonly, in the sleep state, the heart rate, the blood
pressure, and the body temperature decrease, and in the
stress state, the heart rate and the blood pressure increase,
but when the user measures and registers the heart rate, the
body temperature, and the blood pressure in the sleep state
and the stress state in advance, more accurate determination
can be performed. Further, even when anyone else wears the
handheld device 1 and causes the handheld device 1 to touch
the finger of the authorized user and perform the fingerprint
authentication, the heart rate, the body temperature, and the
blood pressure are detected to be different from a tendency
toward previous measured values of the authorized user, and
in this case, the handheld device 1 may be locked.

The determination of the state of the user may be per-
formed based on other dynamic biometric information such
as the brain wave or the amount of sweating in addition to
the heart rate, the blood pressure, and the body temperature.

Further, the terminal device 1 may perform the user
authentication based on the dynamic biometric information
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obtained from a heart rate waveform, a brain wave, or the
like instead of the static biometric information obtained
from the fingerprint or the like.

As described above, according to the present embodi-
ment, an application software start-up method of an infor-
mation processing device includes performing user authen-
tication based on static biometric information, determining
a state of a user by comparing dynamic biometric informa-
tion acquired from a body of the user with dynamic bio-
metric information which is measured in advance, and
limiting application software to be started according to the
determined state of the user based on a permission level
which is set to each application software in advance. Further,
the information processing device is forcibly locked accord-
ing to the determined state of the user.

Further, an information processing device includes a static
biometric information acquisition unit that acquires static
biometric information, a user authentication unit that per-
forms user authentication by comparing the acquired static
biometric information with static biometric information
which is registered in advance, a dynamic biometric infor-
mation acquisition unit that acquires dynamic biometric
information from a body of the user, a state determination
unit that determines a state of the user by comparing the
acquired dynamic biometric information which is measured
in advance, a lock control unit that unlocks the information
processing device through the authentication of the user
authentication unit, and an application start unit that starts
application software which is selected by the user among a
plurality of pieces of application software, wherein the
application start unit limits application software to be started
according to the state of the user determined by the state
determination unit based on a permission level which is set
to each application software in advance. Further, the lock
control unit forcibly locks the information processing device
according to the state of the user determined by the state
determination unit.

Accordingly, in the present embodiment, it is determines
whether or not the user is the authorized user based on the
static biometric information, the state of the user is deter-
mined based on the dynamic biometric authentication, and
the start of an application is limited stepwise according to
the state of the user. Thus, when determination of the user is
suspected, it is possible to limit the start of the specific
application, for example, when it is against the user’s will.

Second Embodiment

FIG. 6 is a configuration diagram illustrating a commu-
nication system including a handheld device 2 and a hand-
held device 3 according to the present embodiment. The
present communication system is configured with the hand-
held device 2, the handheld device 3 worn on the body of the
user, a base station 5 such as a mobile telephone commu-
nication network, a wide area public network 6 such as the
Internet, a router 7, and the like. The present embodiment is
an example in which functions are divided such that the
sensors for detecting the dynamic biometric information in
the handheld device 1 according to the first embodiment, for
example, a heart rate sensor 312, a blood pressure sensor
313, a temperature sensor 314, and the like are installed in
the handheld device 3, and the other functions of the
handheld device 1 are implemented in the handheld device
2.

In FIG. 6, the handheld device 2 is a smart phone. The
handheld device 2 includes a fingerprint sensor 21 and a
touch panel 22 installed on the surface thereof. The handheld
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device 2 can establish a connection with the base station 5
or the router 7 and acquire various kinds of information from
the network 6. In the present embodiment, the smart phone
is described as the handheld device 2, but the handheld
device 2 may be a mobile phone, a tablet terminal, or the like
or may be a personal digital assistants (PDA) or a laptop
personal computer (PC). Further, the handheld device 2 may
be a music player, a digital camera, a portable game
machine, or the like having a communication function or an
information processing device including any other digital
device.

The handheld device 3 is a wristwatch-type handheld
device having a communication function and has a function
of performing transmission reception of various kinds of
information with the handheld device 2. The handheld
device 3 includes a touch panel 32 installed on the surface
thereof. Although not illustrated, the handheld device 1
includes a heart rate sensor, a blood pressure sensor, a
temperature sensor, and the like which are installed on the
back surface to come into contact with the wrist when the
user wears it. In the present embodiment, the wristwatch-
type handheld device is described as the handheld device 3,
but the handheld device 1 may be a glasses-type handheld
device or a ring-type handheld device. Further, the handheld
device 1 may be any other portable digital device.

FIG. 7 is a hardware configuration diagram illustrating the
handheld device 2 and the handheld device 3 according to
the present embodiment. In FIG. 7, the same components as
those in FIG. 2 which is a hardware configuration diagram
illustrating the handheld device 1 according to the first
embodiment are denoted by the same reference numerals. In
FIG. 7, components of the handheld device 2 is similar to the
components obtained by excluding the heart rate sensor 112,
the blood pressure sensor 113, and the temperature sensor
114 from the components of FIG. 2, and a description of the
components is omitted. Further, components of the handheld
device 3 are similar to the components described above with
reference to FIG. 2, and thus a description of the components
is omitted.

The heart rate sensor 312, the blood pressure sensor 313,
and the temperature sensor 314 of the handheld device 3 are
a group of sensors for detecting the state of the user who
wears the handheld device 3 and can detect, for example, the
heart rate, the blood pressure, and the body temperature of
the user through the group of sensors. Further, any other
sensor may be installed. The handheld device 3 transmits the
detected data to the handheld device 2 through the short-
range wireless communication device 133. The handheld
device 2 can receive the detected data through the short-
range wireless communication device 133 and detect the
state of the user who wears the handheld device 3. The
handheld device 2 and the handheld device 3 are assumed to
be in an authenticated state.

The exemplary configurations of the handheld devices 2
and 3 illustrated in FIG. 7 includes components which are
not essential in the present embodiment, but effects of the
present embodiment are obtained even through a configu-
ration having no non-essential components. A component
which is not illustrated such as a digital television broad-
casting receiving function, an e-money payment function, or
the like may be further added.

FIG. 8 is a functional block diagram illustrating the
handheld device 2 according to the present embodiment. In
FIG. 8, the same components as those in FIG. 3 which is a
functional block diagram illustrating the handheld device 1
according to the first embodiment are denoted by the same
reference numerals.
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In FIG. 8, the components of the handheld device 2 are
similar to the components obtained by excluding the
dynamic biometric information acquisition unit 1120, the
dynamic biometric information memory 1032, and the state
determination unit 1012 from the components of FIG. 3, and
thus a description of the same components as in FIG. 3 is
omitted.

The functional blocks of the handheld device 2 are
controlled by the control unit 2010. The control unit 2010
operates on the CPU 101 with which the handheld device 2
illustrated in FIG. 8 is equipped, includes the user authen-
tication unit 1011, the lock control unit 1013, the application
start unit 1014, and the like, and controls a memory 2030,
the static biometric information acquisition unit 1110, the
communication unit 1310, and the like based on an instruc-
tion given from the user interface 1040 such that the static
biometric information is acquired, stored, and compared, the
handheld device 2 is locked or unlocked, or an application
starts.

The memory 2030 is configured with the memory 103 and
the like which are illustrated in FIG. 7, and stores static
biometric information 1031, an application 1033, a permis-
sion level table 1034 which is a table of levels at which
applications are permitted to start, and the like, in addition
to the program and various kinds of setting information for
controlling the handheld device 2.

The communication with the handheld device 3 is per-
formed through the short-range wireless communication
device 133.

FIG. 9 is a functional block diagram illustrating the
handheld device 3 according to the present embodiment. In
FIG. 9, the same components as those in FIG. 3 which is a
functional block diagram illustrating the handheld device 1
according to the first embodiment are denoted by the same
reference numerals. In FIG. 9, the components of the hand-
held device 3 include the dynamic biometric information
acquisition unit 1120, the dynamic biometric information
memory 1032, and the state determination unit 1012 among
the components of FIG. 3, and thus a detailed description
thereof is omitted.

The functional blocks of the handheld device 3 are
controlled by the control unit 3010. The control unit 3010
operates on the CPU 101 with which the handheld device 3
illustrated in FIG. 7 is equipped, includes the state determi-
nation unit 1012 and the like, and controls the dynamic
biometric information acquisition unit 1120, a memory
3030, a communication unit 3310, and the like based on an
instruction given from a user interface 3040 such that the
dynamic biometric information is acquired, stored, trans-
mitted, and displayed.

The user interface 3040 is configured with the operation
device 104, the audio output device 142, the display device
152, and the like which are illustrated in FIG. 7, and presents
the user with various kinds of information and transfers the
instruction of the user to the control unit 3010.

The communication unit 3310 is configured with a short-
range wireless communication device 333 and the like
which are illustrated in FIG. 7 and performs communication
with the handheld device 2.

The memory 3030 is configured with the memory 103 and
the like which are illustrated in FIG. 7, and stores a program
and various kinds of setting information for controlling the
handheld device 3.

The state determination unit 1012 determines the state of
the user by comparing the dynamic biometric information
acquired through the dynamic biometric information acqui-
sition unit 1120 when the handheld device 3 is used with the
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dynamic biometric information 1032, and transmits the state
of the user to the handheld device 2 through the communi-
cation unit 3310.

For example, when the user is determined to be in the
sleep state, the sleep state is transmitted to the handheld
device 2 through the communication unit 3310, so that the
handheld device 2 is locked. Further, an application to be
started in the handheld device 2 is limited according to the
state of the user. Further, when the user is determined to be
in the normal state, all applications are set to enter the
startable state, and when the user is determined to be in the
stress state, applications that can be started are limited.

FIG. 10 is a flowchart illustrating an application permis-
sion operation of the handheld devices 2 and 3 of the present
embodiment. This flowchart illustrates a process of perform-
ing the user authentication through the handheld device 2,
checking the state of the user through the handheld device 3,
and limiting an application to be started according to the
state of the user.

First, the handheld device 2 detects the static biometric
information, and performs the user authentication (S1001).
For example, it is determined whether or not the user is the
authorized user through the fingerprint authentication. In
other words, a fingerprint pattern detected when the user
touches the fingerprint sensor 211 with the finger is com-
pared with the fingerprint pattern of the user registered in the
memory 203, and it is determined whether or not the two
fingerprints are identical to each other. When the two
fingerprints are determined to be identical to each other, the
handheld device 2 is unlocked (S1002), and the application
of the permission level 1 is permitted to be started (S1003).

A display example of a screen of the handheld device 2 at
this time is illustrated in FIG. 11A. The clock application,
the web browser, the map application, the camera applica-
tion, the weather forecast application, the music application,
the calculator application, and the dictionary application are
the applications of the permission level 1 and thus are in the
startable state, and the other applications have a different
icon color which indicates that they are in the non-startable
state.

The user authentication may be performed through any
other biometric authentication such as the vein authentica-
tion, the face authentication, the iris authentication, or the
retina authentication, the unlocking operation may be per-
formed by inputting a passcode, and a pattern lock may be
released by the trajectory of the finger.

The handheld device 3 measures the heart rate through the
heart rate sensor 312, measures the blood pressure through
the blood pressure sensor 313, and measures the body
temperature through the temperature sensor 314 (S1011).

The handheld device 2 requests the handheld device 3 to
confirm the state of the user through a short-range wireless
communication device 233 (S1012).

The handheld device 3 detects the dynamic biometric
information, and determines the state of the user (S1013).
For example, the state of the user is determined based on a
result of measuring the heart rate, the blood pressure, and the
body temperature. In other words, for example, when the
heart rate, the blood pressure, and the body temperature
measured through the heart rate sensor 312, the blood
pressure sensor 313, the temperature sensor 114 of the
handheld device 3 are equal to or less than the lower limit
values in the normal state, the state of the user is determined
to be the sleep state. Further, for example, when the heart
rate and the blood pressure are equal to or larger than the
upper limit values in the normal state, the state of the user
is determined to be the stress state, and the state which
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corresponds to neither the sleep state nor the stress state is
determined to be the normal state.

The handheld device 3 constantly acquires the dynamic
biometric information, and performs, for example, the state
determination based on the biometric information obtained
for previous 30 seconds.

Then, the handheld device 3 transmits the state of the user
to the handheld device 2 through the short-range wireless
communication device 333 as a response (S1014).

The handheld device 2 switches the process according to
whether or not the state of the user received through the
short-range wireless communication device 233 is the sleep
state (S1005). When the state of the user is determined to be
the sleep state, the handheld device 2 is locked (51010), and
the process ends.

Further, even when the user does not wear the handheld
device 3 or even when the terminal device 3 does not
transmit the state of the user to the handheld device 2 as a
response, the handheld device 2 is locked, and the process
ends.

Steps S1006 to 1009 which are processes performed when
the state of the user is determined not to be the sleep state
are similar to steps S406 to 409 of FIG. 4 in the first
embodiment, and thus a detailed description thereof is
omitted.

A display example of the screen of the handheld device 2
when the applications of the permission levels 1 and 2 are
permitted to be started in S1007 is illustrated in FIG. 11B.
In addition to the fact that the applications of the permission
level 1 are in the startable state, the schedule application, the
mail application, the photo application, the telephone appli-
cation, and the address book application are the applications
of the permission level 2 and thus are in the startable state,
and the other applications have a different icon color which
indicates that they are in the non-startable state.

A display example of the screen of the handheld device 2
when all the applications of the permission levels 1 to 3 are
permitted to be started in S1008 is illustrated in FIG. 11C.
In addition to the fact that the applications of the permission
levels 1 and 2 are in the startable state, the e-money
application and the online banking application are the appli-
cations of the permission level 3 and thus are in the startable
state, and it is indicated that all applications are in the
startable state.

In the present embodiment, the handheld device 3 deter-
mines the state of the user, but the handheld device 3 may
not determine the state of the user but transmit the measured
values of the heart rate, the blood pressure, and the body
temperature to the handheld device 2, and the handheld
device 2 may determine the state of the user.

Further, the terminal device 2 may not perform the user
authentication for the user, and the terminal device 3 may
control whether or not the terminal device 2 is locked by
performing the user authentication through the fingerprint
authentication or the like and transmitting an authentication
result to the terminal device 2. At this time, the terminal
device 3 may perform the user authentication based on the
dynamic biometric information obtained from the heart rate
waveform, the brain wave, or the like rather than the static
biometric information obtained from the fingerprint or the
like.

In the present embodiment, the example in which the
number of handheld devices is 2 has been described, but the
number of handheld devices may be three or more, and the
authentication function and the state determination function
may be separated. In other words, the system including a
plurality of handheld devices according to the present
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embodiment can be understood to be an application software
start-up system including a plurality of information process-
ing devices.

As described above, according to the present embodi-
ment, an application software start-up method of an infor-
mation processing device including a plurality of informa-
tion processing devices includes performing, by at least one
of the information processing devices, user authentication
based on static biometric information of a body of a user,
determining, by another information processing device, a
state of a user by comparing dynamic biometric information
acquired from the body of the user with dynamic biometric
information which is measured in advance, and limiting
application software to be started according to the deter-
mined state of the user based on a permission level which is
set to each application software in advance.

Further, An application software start-up system includes
first and second first information processing devices, the first
information processing device includes a static biometric
information acquisition unit that acquires static biometric
information of a body, a user authentication unit that per-
forms user authentication by comparing the acquired static
biometric information with static biometric information
which is registered in advance, a lock control unit that
unlocks a handheld device through the authentication of the
user authentication unit, an application start unit that starts
application software which is selected by a user among a
plurality of pieces of application software, and a first com-
munication unit that receives a state of the user from the
second information processing device, and the second infor-
mation processing device includes a dynamic biometric
information acquisition unit that acquires dynamic biometric
information from the body of the user, a state determination
unit that determines a state of the user by comparing the
acquired dynamic biometric information which is measured
in advance, and a second communication unit that transmits
the determined state of the user to the first information
processing device, wherein the application start unit limits
application software to be started according to the state of
the user received from the first communication unit based on
a permission level which is set to each application software
in advance.

Accordingly, in the present embodiment, the same effects
as in the first embodiment are obtained, and when a plurality
of handheld devices are registered in advance, and the user
authentication function and the state determination function
are distributed, each handheld device can be worn on a part
of the body suitable for acquisition of each biometric
information, and thus the handheld devices can be imple-
mented in a form optimal for the respective functions.

Third Embodiment

FIG. 12 is a flowchart illustrating an application permis-
sion operation of the handheld device 1 of the present
embodiment. In FIG. 12, steps S1201 to S1204 are similar
to steps S401 to S404 of FIG. 4 in the first embodiment, and
thus a description thereof is omitted.

In step S1205, the process is switched according to
whether or not the state of the user is the sleep state. When
the state of the user is determined to be the sleep state, the
handheld device 1 is locked (S1210), and the process ends.
When the state of the user is determined not to be the sleep
state in step S1205, all the applications of the permission
levels 1 to 3 are permitted to be started (S1208).

Here, the process is switched according to whether or not
the state of the user is the stress state (S1206). When the
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state of the user is determined to be the stress stat, if the user
selects the application of the permission level 3, a caution
screen is displayed (S1221), and it is started only when the
user confirms it. When the state of the user is determined not
to be the stress state (determined to be the normal state), the
caution screen is not displayed.

For example, when the application of the permission level
3 such as the e-money application or the online banking
application is requested to be started, an application soft-
ware start confirmation screen illustrated in FIG. 13 is
displayed on the display device 152.

Steps S1209 to S1210 are similar to steps S409 to S410
of FIG. 4, and thus a description thereof is omitted.

The determination of the state of the user may be per-
formed based on other dynamic biometric information such
as the brain wave or the amount of sweating in addition to
the heart rate, the blood pressure, and the body temperature.

In the present embodiment, the example in which the
number of handheld devices is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

Through the above configuration, in the present embodi-
ment, the same effects as in the first embodiment can be
obtained, and since it is checked when a specific application
is started according to the state of the user, for example,
when determination of the user is suspected, it is possible to
encourage reconsideration of the start of the specific appli-
cation.

Fourth Embodiment

FIG. 14 is a flowchart illustrating an application permis-
sion operation of the handheld device 1 of the present
embodiment. In FIG. 14, steps S1401 to S1403 are similar
to steps S401 to S403 of FIG. 4, and thus a process of
inputting a passcode (S1431 to S1433) is added.

First, the static biometric information is detected, and the
user authentication is performed. The static biometric infor-
mation acquisition unit 1110 acquires the static biometric
information, and the user authentication unit 1011 performs
the user authentication as to whether or not the acquired
static biometric information is identical to the static biomet-
ric information 1031 which is registered in advance by
comparing the acquired static biometric information with the
static biometric information 1031 (S1401). For example, the
fingerprint serving as the static biometric information is
detected, the user authentication is performed, and when the
detected fingerprint is determined to be identical to the
registered fingerprint, the process proceeds to step S1431.
The user authentication may be performed through any other
biometric authentication such as the vein authentication, the
face authentication, the iris authentication, or the retina
authentication, in addition to the fingerprint authentication.

Then, the process is switched according to whether or not
a sleep state detection log (which will be described later) in
the memory 103 (S1431). When there is no sleep state
detection log, the process proceeds to step S1402, and the
lock control unit 1013 unlocks the handheld device 1, and
the application start unit 1014 permits the start of the
application of the permission level 1 (S1403).

When there is a sleep state detection log, the process
proceeds to step S1432, a passcode input request screen
illustrated in FIG. 15 is displayed, and the process proceeds
to step S1402 when a passcode which is information other
than the biometric information input from the user interface
1040 such as the operation device 104 or the audio input
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device 141 is identical to a passcode which is set in advance
in step S1433. A pattern lock may be released by the
trajectory of the finger instead of the passcode.

Steps S1404 to S1410 are similar to step S404 to S410 of
FIG. 4, but a process of recording the sleep state detection
log (S1434) is added.

When the state of the user is determined to be in the sleep
state in step S1405, since it is suspected that anyone else
causes the handheld device 1 to touch the finger of the user
and perform the user authentication, in step S1434, position
information which is a place in which the user authentication
is performed is specified through the GPS receiver 121 and
recorded as a log together with time information, the hand-
held device 1 is locked (S1410), and the process ends. The
log is recorded in the memory 103.

Further, in step S1434, a warning may be displayed on the
display device 152, a vibrator for an incoming call may be
operated, a photograph or a video may be captured through
the video input device 151, attached to an e-mail together
with the log, and transmitted to an address which is desig-
nated in advance.

In the present embodiment, the example in which the
number of handheld devices is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

Through the above configuration, in the present embodi-
ment, the same effects as in the first embodiment can be
obtained, and when the handheld device is likely to be
operated by anyone else, a warning is displayed, a photo-
graph is captured, and a log is recorded, and thus it can be
expected that a family member or anyone else is prevented
from furtively looking at an e-mail. Further, when the log is
recorded, it is necessary to input the passcode in order to
lock the handheld device, and thus it is possible to prevent
anyone else from performing the unlocking operation.

Fifth Embodiment

FIG. 16 is a flowchart illustrating an application permis-
sion operation of the handheld device 1 of the present
embodiment. In FIG. 16, steps S1601 to S1603 are similar
to steps S401 to S403 of FIG. 4 in the first embodiment, and
thus a process of inputting a passcode (S1631 to S1633) is
added.

First, the static biometric information is detected, and the
user authentication is performed. The static biometric infor-
mation acquisition unit 1110 acquires the static biometric
information, and the user authentication unit 1011 performs
the user authentication as to whether or not the acquired
static biometric information is identical to the static biomet-
ric information 1031 which is registered in advance by
comparing the acquired static biometric information with the
static biometric information 1031 (S1601). For example, the
fingerprint serving as the static biometric information is
detected, the user authentication is performed, and when the
detected fingerprint is determined to be identical to the
registered fingerprint, the process proceeds to step S1631.
The user authentication may be performed through any other
biometric authentication such as the vein authentication, the
face authentication, the iris authentication, or the retina
authentication, in addition to the fingerprint authentication.

Then, the process is switched according to whether or not
there is a period of time in which it is unable to measure the
dynamic biometric information after the handheld device 1
is previously unlocked (S1631). When there is not period of
time in which it is unable to measure the dynamic biometric

15

25

35

40

45

50

55

60

65

18

information, the process proceeds to step S1602, the lock
control unit 1013 unlocks the handheld device 1, and the
application start unit 1014 permits the start of the application
of the permission level 1 (S1603).

When there is a period of time in which it is unable to
measure the dynamic biometric information, since anyone
else is likely to wear the handheld device 1, cause the
handheld device 1 to touch the finger of the user, and
perform the user authentication, the passcode input request
screen illustrated in FIG. 15 is displayed on the handheld
device 1, and when the input passcode is identical to the
passcode which is set in advance in step S1633, the process
proceeds to step S1602. A pattern lock may be released by
the trajectory of the finger instead of the passcode.

Steps S1604 to S1610 are similar to step S404 to S410 of
FIG. 4, and thus a description thereof is omitted.

In the present embodiment, the example in which the
number of handheld devices is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

Through the above configuration, in the present embodi-
ment, the same effects as in the first embodiment can be
obtained, and when the handheld device is removed, it is
necessary to input the passcode in order to unlock the
handheld device next time, and thus it is possible to prevent
anyone else from performing the unlocking operation.

Sixth Embodiment

FIG. 17 is a flowchart illustrating an application permis-
sion operation of the handheld device 1 of the present
embodiment. In FIG. 17, steps S1701 to S1710 are similar
to steps S401 to S410 of FIG. 4 in the first embodiment, and
thus a process of switching an application according to a
current position (S1741) is added.

In step S1706, the process is switched according to
whether or not the state of the user is the stress state. When
the state of the user is determined to be the stress state, the
applications of the permission levels 1 and 2 are permitted
to be started (S1707). When the state of the user is deter-
mined not to be the stress state (determined to be the normal
state), the process is switched according to the current
position of the handheld device 1 (S1741). The current
position is specified through the GPS receiver 121, and when
the current position is a predetermined position which is set
in advance, all the applications of the permission levels 1 to
3 are permitted to be started (S1708). The predetermined
position is, for example, the user’s home or company or the
like. When the current position is not a predetermined
position which is set in advance, the applications of the
permission levels 1 and 2 are permitted to be started
(81707).

Alternatively, all the applications of the permission levels
1 to 3 may be permitted to be started at a predetermined
timing which is set in advance.

Alternatively, a face photograph of the user may be
registered, and all the applications of the permission levels
1 to 3 may be permitted to be started when a face is captured
through the video input device 151, and the user is recog-
nized. Alternatively, all the applications of the permission
levels 1 to 3 may be permitted to be started when the user
is recognized, but anyone else around the user except the
user is not recognized.

The determination of the state of the user may be per-
formed based on other dynamic biometric information such
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as the brain wave or the amount of sweating in addition to
the heart rate, the blood pressure, and the body temperature.

In the present embodiment, the example in which the
number of handheld devices is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

Through the above configuration, in the present embodi-
ment, the same effects as in the first embodiment can be
obtained, and a specific application is permitted to be started
when the user is at a safe position which is set in advance,
and thus it is possible to limit the start of the application at
a place which is not assumed by the user.

The above embodiments have been described in detail in
order to facilitate understanding of the present invention,
and the present invention is not limited to one necessarily
having all components described above. Further, a compo-
nent of a certain embodiment may be replaced with a
component of another embodiment, and a component of a
certain embodiment may be added to a component of
another embodiment. Furthermore, addition, deletion, or
replacement of another component may be performed on a
component of each embodiment.

Further, all or some of the components, the functions,
processing units, the processing devices, and the like
described above may be implemented by hardware, for
example, may be designed by, for example, an integrated
circuit (IC). Furthermore, each component, each function, or
the like may be implemented by software by interpreting and
executing a program that implements each function through
a processor. Information such as a program that implements
each function, a table, or a file may be stored in a memory,
a recording device such as a hard disk or a solid state drive
(SSD), or a recording medium such as an IC card or an SD
card.

Further, control lines or information lines considered to be
necessary for the sake of description are illustrated, and all
control lines or information lines necessary in a product are
not necessarily illustrated. Practically, most of components
may be considered to be connected with one another.

REFERENCE SIGNS LIST

1, 2, 3 handheld device

5 base station

6 network

7 router

101 CPU

102 system bus

103 memory

104 operation device

105 expansion interface

111 fingerprint sensor

112 heart rate sensor

113 blood pressure sensor

114 temperature sensor

121 GPS receiver

122 acceleration sensor

123 gyro sensor

124 geomagnetism sensor

125 proximity sensor

131 mobile communication device
132 LAN communication device
133 short-range wireless communication device
141 audio input device

142 audio output device

151 video input device
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152 display device

1010 control unit

1011 user authentication unit

1012 state determination unit

1013 lock control unit

1014 application start unit

1030 memory

1031 static biometric information

1032 dynamic biometric information

1033 application

1034 the permission level table

1040 user interface

1110 static biometric information acquisition unit
1120 dynamic biometric information acquisition unit
1310 communication unit

The invention claimed is:
1. A system, comprising:
a first information processing device including:

a dynamic biometric information acquisition sensor
that acquires dynamic biometric information from a
body of a user; and

a first communication interface that transmits the
acquired dynamic biometric information; and

a second information processing device including:

a static biometric information acquisition sensor that
acquires static biometric information;

a processor that performs user authentication based on
the acquired static biometric information and obtains
an authentication result;

a second communication interface that performs com-
munication relating to the authentication result with
the first communication interface and receives the
dynamic biometric information transmitted from the
first communication interface; and

a display screen,

wherein the first information processing device:

performs communication relating to the authentication
result between the first communication interface and
the second communication interface and executes an
unlock operation to unlock itself in response to the
communication relating to the authentication result,

acquires the dynamic biometric information from the
dynamic biometric information acquisition sensor after
unlocking, and

maintains the unlocked state during a condition that the
dynamic biometric information can be acquired,

wherein the second information processing device
receives the dynamic biometric information via com-
munication between the first communication interface
and the second communication interface and the dis-
play screen displays information based on a state of the
user that is determined using the received dynamic
biometric information.

2. The system according to claim 1,

wherein the first communication interface and the second
communication interface are Bluetooth interfaces and
communication between the first communication inter-
face and the second communication interface is Blu-
etooth wireless communication.

3. The system according to claim 1,

wherein the first communication interface and the second
communication interface are Wi-Fi interfaces and com-
munication between the first communication interface
and the second communication interface includes
establishing a Wi-Fi Direct connection.
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4. The system according to claim 1,

wherein the dynamic biometric information is one of heart
rate, pulse, blood pressure, body temperature, amount
of sweating, or brain wave and the static biometric
information is one of finger print information, facial
recognition information, retina information, vein infor-
mation, or iris information.

5. The system according to claim 1,

wherein the first information processing device is a wear-
able device that acquires the dynamic biometric infor-
mation at least by being physically in contact with the
body.

6. The system according to claim 1,

wherein the first information processing device is a smart-
watch and the second information processing device is
a smartphone or tablet.

7. The system according to claim 1,

wherein the first information processing device continu-
ously acquires the dynamic biometric information after
being unlocked and the second information processing
device receives the dynamic biometric information
transmitted from the first communication device con-
tinuously or based on starting of an application on the
second information processing device.

8. The system according to claim 1,

wherein the second information processing device gets
position information denoting a position of the second
information processing device and automatically trans-
mits the position information to a predetermined
address based on reception of a user input that is
determined to be a predetermined type of user input
during a time period, wherein the predetermined
address is not inputted by the user during the time
period.

9. The system according to claim 8,

wherein the position information is automatically trans-
mitted in response to the user input and without requir-
ing additional user input that explicitly requires
approval of the automatic transmission of the position
information during the time period.

10. The system according to claim 1,

wherein upon determining that the user is in a state
matching predetermined criteria, the second informa-
tion processing device limits an operation of the second
information processing device by displaying a screen
seeking confirmation from the user that the user
intended to execute the operation.

11. The system according to claim 10,

wherein the operation is executed on the second informa-
tion processing device after the user provides confir-
mation in response to displaying of the screen.

12. A method, comprising:

acquiring dynamic biometric information from a body of
a user by a dynamic biometric information acquisition
sensor of a first device;

transmitting the acquired dynamic biometric information
through a first communication interface of the first
device to a second device;

acquiring static biometric information by a static biomet-
ric information acquisition sensor of the second device;

performing user authentication to obtain an authentication
result based on the acquired static biometric informa-
tion;

performing communication with a second communication
interface relating to the authentication result with the
first communication interface and receiving the
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dynamic biometric information transmitted from the
first communication interface;

performing communication relating to the authentication
result between the first communication interface and
the second communication interface and executing an
unlock operation to unlock the first device in response
to the communication relating to the authentication
result,

acquiring the dynamic biometric information from the
dynamic biometric information acquisition sensor of
the first device after unlocking, and

maintaining the unlocked state during a condition that the
dynamic biometric information can be acquired;

receiving the dynamic biometric information by the sec-
ond device via communication between the first com-
munication interface and the second communication
interface; and

displaying on a display screen information based on a
state of the user that is determined using the received
dynamic biometric information.

13. The method according to claim 12,

wherein the first communication interface and the second
communication interface are Bluetooth interfaces and
the communication performed between the first com-
munication interface and the second communication
interface is Bluetooth wireless communication.

14. The method according to claim 12,

wherein the first communication interface and the second
communication interface are Wi-Fi interfaces and the
communication performed between the first communi-
cation interface and the second communication inter-
face includes establishing a Wi-Fi Direct connection.

15. The method according to claim 12,

wherein the acquiring of dynamic biometric information
acquires one of heart rate, pulse, blood pressure, body
temperature, amount of sweating, or brain wave and the
static biometric information is one of finger print
information, facial recognition information, retina
information, vein information, or iris information.

16. The method according to claim 12,

wherein the acquiring of dynamic biometric information
by the acquisition sensor of the first device acquires the
dynamic biometric information with a wearable device
at least by being physically in contact with the body.

17. The method according to claim 12,

wherein the dynamic biometric information is acquired by
a smartwatch as the first device and the dynamic
biometric information acquired by a smartphone or
tablet as the second device.

18. The method according to claim 12,

wherein the dynamic biometric information is continu-
ously acquired by the first device after being unlocked
and the second device receives the dynamic biometric
information transmitted from the first device continu-
ously or based on starting of an application on the
second device.

19. The method according to claim 12,

wherein the second device gets position information
denoting a position of the second device and automati-
cally transmits the position information to a predeter-
mined address based on reception of a user input that is
determined to be a predetermined type of user input
during a time period, wherein the predetermined
address is not inputted by the user during the time
period.
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20. The method according to claim 19,

wherein the position information is automatically trans-
mitted in response to the user input and without requir-
ing additional user input that explicitly requires
approval of the automatic transmission of the position
information during the time period.

21. The method according to claim 12,

wherein upon determining that the user is in a state
matching predetermined criteria, the second device
limits an operation of the second device by displaying
on the display screen a message seeking confirmation
from the user that the user intended to execute the
operation.

22. The method according to claim 21,

wherein the operation is executed on the second device
after the user provides confirmation in response to the
displaying of the message on the display screen.
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