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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

16/535,574 09/22/2020 

24956 7590 09/02/2020 

MATTINGLY & MALUR, PC 
1800 DIAGONAL ROAD 
SUITE 210 
ALEXANDRIA, VA 22314 

10783228 

ISSUE NOTIFICATION 

SEI-10740-02 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

5886 

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Masayuki HIRABAYASHI, Osaka, JAPAN; 
Maxell, Ltd., Kyoto, JAPAN; 
Yasunobu HASHIMOTO, Osaka, JAPAN; 
Kazuhiko YOSHIZAWA, Osaka, JAPAN; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
IR103 (Rev. 10/09) 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

24956 7590 06/10/2020 

MATTINGLY & MALUR, PC 
1800 DIAGONAL ROAD 
SUITE 210 
ALEXANDRIA, VA 22314 (Typed or printed name) 

(Signature) 

(Date) 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

16/535,574 08/08/2019 Masayuki HIRABAYASHI SEI-10740-02 

TITLE OF INVENTION: INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND APPLICATION 
SOFTWARE START 11 METHOD 

5886 

ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1000 $0.00 

EXAMINER ART UNIT CLASS-SUBCLASS 

TRUONG, THANHNGA B 2498 726-005000 

$0.00 $1000 09/10/2020 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

U Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

U "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

2. For printing on the patent front page, list 
(1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 2 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

Mattingly & Malur, PC 
1 

3 

Maxell, Ltd. Kyoto, Japan 

Please check the appropriate assignee category or categories (will not be printed on the patent) : ❑ Individual Corporation or other private group entity U Government 

4a. Fees submitted: SlIssue Fee UPublication Fee (if required) JAdvance Order - # of Copies 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

Electronic Payment via EFS-Web U Enclosed check U Non-electronic payment by credit card (Attach form PTO-2038) 

fa The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.  501417

5. Change in Entity Status (from status indicated above) 

U Applicant certifying micro entity status. See 37 CFR 1.29 

U Applicant asserting small entity status. See 37 CFR 1.27 

U Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature  /John R. Mattingly/ 

Typed or printed name  John R. Mattingly 

Date  August 14, 2020 

Registration No.  30293

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of 3 

OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

rAPPLN. TYPE ENTITY STATUS 
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Electronic Patent Application Fee Transmittal 

Application Number: 16535574 

Filing Date: 08-Aug-2019 

Title of Invention: 
INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP 
SYSTEM, AND APPLICATION SOFTWARE START-UP METHOD 

First Named Inventor/Applicant Name: Masayuki HIRABAYASHI 

Filer: John Roberts Mattingly/Krista Hargrove 

Attorney Docket Number: SEI-10740-02 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111(a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1501 1 1000 1000 

IPR2025-01313; Samsung 
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Description Fee Code Quantity Amount 
Sub-Total in 

USD($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1000 

IPR2025-01313; Samsung 
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Electronic Acknowledgement Receipt 

EFS ID: 40283238 

Application Number: 16535574 

International Application Number: 

Confirmation Number: 5886 

Title of Invention: 
INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP 
SYSTEM, AND APPLICATION SOFTWARE START-UP METHOD 

First Named Inventor/Applicant Name: Masayuki HIRABAYASHI 

Customer Number: 24956 

Filer: John Roberts Mattingly/Krista Hargrove 

Filer Authorized By: John Roberts Mattingly 

Attorney Docket Number: SEI-10740-02 

Receipt Date: 14-AUG-2020 

Filing Date: 08-AUG-2019 

Time Stamp: 09:00:00 

Application Type: Utility under 35 USC 111(a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1000 

RAM confirmation Number E20208D000264291 

Deposit Account 501417 

Authorized User Krista Hargrove 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 

IPR2025-01313; Samsung 
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37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Number 

Document Description File Name 
File Size(Bytes)/ 
Message Digest 

Multi 
Part /.zip 

Pages 
(if appl.) 

1 Issue Fee Payment (PTO-85B) 10740-02-issuef 
pdf

eetransmittal. 

89579 

no 1 
003586139 els28 ecf5 ehed5110.e1 182d 61 

046 

Warnings: 

Information: 

2 Fee Worksheet (SB06) fee info.pdf 

30738 

no 2 
42791591d5b90caf1k0369b3c62fd75d5f7 

333 

Warnings: 

Information: 

Total Files Size (in bytes): 120317 

This Acknowledgement Receipt evidences receipt 
characterized by the applicant, and including page 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

on the noted date by the USPTO 
counts, where applicable. 

includes the necessary components 
1.54) will be issued in due 
date of the application. 

35 U.S.C. 371 

of the indicated documents, 
It serves as evidence of receipt similar to a 

for a filing date (see 37 CFR 
course and the date shown on this 

is compliant with the conditions of 35 
acceptance of the application as a 

Filing Receipt, in due course. 

includes the necessary components for 
of the International Application Number 

subject to prescriptions concerning 
establish the international filing date of 

If a new application is being filed and the application 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 
Acknowledgement Receipt will establish the filing 
National Stage of an International Application under 
If a timely submission to enter the national stage of an international application 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating 
national stage submission under 35 U.S.C. 371 will be issued in addition to the 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application 
an international filing date (see PCT Article 11 and MPEP 1810), a Notification 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, 
national security, and the date shown on this Acknowledgement Receipt will 
the application. 
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AND, UNITED STATES PATENT AND TRADEMARK OFFICE 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

24956 7590 06/10/2020 

MATTINGLY & MALUR, PC 
1800 DIAGONAL ROAD 
SUITE 210 
ALEXANDRIA, VA 22314 

EXAMINER 

TRUONG, THANHNGA B 

ART UNIT PAPER NUMBER 

2498 

DATE MAILED: 06/10/2020 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

16/535,574 08/08/2019 Masayuki HIRABAYASHI SEI-10740-02 

TITLE OF INVENTION: INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND APPLICATION 
SOFTWARE START-UP METHOD 

5886 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 09/10/2020 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS  FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED.  THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www.uspto.gov/PatentMaintenanceFees. 

Page 1 of 3 

PTOL-85 (Rev. 02/11) 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

24956 7590 06/10/2020 

MATTINGLY & MALUR, PC 
1800 DIAGONAL ROAD 
SUITE 210 
ALEXANDRIA, VA 22314 (Typed or printed name) 

(Signature) 

(Date) 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

16/535,574 08/08/2019 Masayuki HIRABAYASHI SEI-10740-02 

TITLE OF INVENTION: INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND APPLICATION 
SOFTWARE START U METHOD 

5886 

ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1000 $0.00 

EXAMINER ART UNIT CLASS-SUBCLASS 

TRUONG, THANHNGA B 2498 726-005000 

$0.00 $1000 09/10/2020 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

U Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 

U "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

2. For printing on the patent front page, list 
(1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 2 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

1 

3 

Please check the appropriate assignee category or categories (will not be printed on the patent) : U Individual :I Corporation or other private group entity U Government 

4a. Fees submitted: UIssue Fee UPublication Fee (if required) JAdvance Order - # of Copies 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

U Electronic Payment via EFS-Web U Enclosed check U Non-electronic payment by credit card (Attach form PTO-2038) 

U The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 

5. Change in Entity Status (from status indicated above) 

U Applicant certifying micro entity status. See 37 CFR 1.29 

U Applicant asserting small entity status. See 37 CFR 1.27 

U Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature  Date 

Typed or printed name Registration No. 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of 3 

OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

rAPPLN. TYPE ENTITY STATUS 
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AND, UNITED STATES PATENT AND TRADEMARK OFFICE 

L APPLICATION NO. 

16/535,574 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

FILING DATE 

08/08/2019 

24956 7590 06/10/2020 

MATTINGLY & MALUR, PC 
1800 DIAGONAL ROAD 
SUITE 210 
ALEXANDRIA, VA 22314 

FIRST NAMED INVENTOR 

Masayuki HIRABAYASHI 

ATTORNEY DOCKET NO. 

SEI-10740-02 

CONFIRMATION NO. 

5886 

EXAMINER 

TRUONG, THANHNGA B 

ART UNIT PAPER NUMBER 

2498 

DATE MAILED: 06/10/2020 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200. 

Page 3 of 3 
PTOL-85 (Rev. 02/11) 
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When OMB approves an agency request to 
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the OMB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid OMB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowabllity 

Application No. 
16/535,574 
Examiner 
THANHNGA B TRUONG 

Applicant(s) 
HIRABAYASHI et al. 
Art Unit 
2498 

AIA (FITF) Status 
Yes 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to 5/21/20. 

declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are 1-11 and 19-29 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information 
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.O Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) ❑AII b) ❑ Some *c) ❑ None of the: 

1. ❑ Certified copies of the priority documents have been received. 
2. ❑ Certified copies of the priority documents have been received in Application No. 

3. ❑ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.O CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 
❑ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each 
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6.O DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1.0 Notice of References Cited (PTO-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3.O Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. 6/5/20. 

5. 1 Examiner's Amendment/Comment 

6. 0 Examiner's Statement of Reasons for Allowance 

7. ❑ Other . 

/THANHNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

U.S. Patent and Trademark Office 
PT0L-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20200607 
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Application/Control Number: 16/535,574 Page 2 
Art Unit: 2498 

DETAILED ACTION 

1. Applicant's amendment filed on May 21, 2020 has been entered. Claims 1-

29 are pending. 

Notice of Pre-AIA or AIA Status 

2. The present application, filed on or after March 16, 2013, is being examined 

under the first inventor to file provisions of the AIA. 

Examiner's Amendment 

3. An examiner's amendment to the record appears below. Should the 

changes and/or additions be unacceptable to applicant, an amendment may be filed as 

provided by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given by Mr. John R. 

Mattingly on June 5, 2020. 

CLAIMS: 

Please cancel claims 12-18. 

Allowable Subject Matter 

4. Claims 1-11 and 19-29 are allowed for the reasons argued by Applicants on 

pages 14-15 of Remarks, filed May 21, 2020 and Interview Summary conducted on June 

5, 2020. None of the prior art of record, either taken by itself or in any combination, would 

have anticipated or made obvious the claimed invention of the present application at or 

before the date it was effectively filed. 

In addition, the prior arts of record Aoki; Takahiro et al (US 9373047 B2), 

CANTRELL; Tame; Gavin Randall (US 20100131414 Al); Haddad; Waleed Sami (US 

9314193 B2); Stucker; Brian (US 8218459 B1); and LeBeau; Michael J et al (US 8667562 

B2), do not disclose these specific limitations of acquiring dynamic biometric information 

from a body of a user by a dynamic biometric information acquisition sensor of a first 

device; transmitting the acquired dynamic biometric information through a first 

communication interface of the first device to a second device; acquiring static biometric 

information by a static biometric information acquisition sensor of the second device; 

performing user authentication to obtain an authentication result based on the acquired 

IPR2025-01313; Samsung 
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Application/Control Number: 16/535,574 Page 3 
Art Unit: 2498 

static biometric information; performing communication with a second communication 

interface relating to the authentication result with the first communication interface and 

receiving the dynamic biometric information transmitted from the first communication 

interface; performing communication relating to the authentication result between the first 

communication interface and the second communication interface and executing an 

unlock operation to unlock the first device in response to the communication relating to 

the authentication result, acquiring the dynamic biometric information from the dynamic 

biometric information acquisition sensor of the first device after unlocking, and 

maintaining the unlocked state during a condition that the dynamic biometric information 

can be acquired; receiving the dynamic biometric information by the second device via 

communication between the first communication interface and the second communication 

interface; and displaying on a display screen information based on a state of the user that 

is determined using the received dynamic biometric information (emphasis added), as set 

forth in claim 19 and similar to claim 1. 

Any comments considered necessary by applicant must be submitted no 

later than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from 

the examiner should be directed to THANHNGA B TRUONG whose telephone number is 

571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, the 

examiner's supervisor, Yin-Chen Shaw can be reached on 571-272-8593. The central 

fax number for the organization where this application or proceeding is assigned is 571-

273-8300. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the receptionist whose telephone number is 571-272-

2100. 

IPR2025-01313; Samsung 
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/THANHNGA B TRUONG/ 

Primary Examiner, Art Unit 2498 

June 7, 2020 
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Examiner-Initiated Interview Summary 

Application No. 

16/535,574 

Applicant(s) 

HIRABAYASHI et al. 

Examiner 

THANHNGA B TRUONG 

Art Unit 

2498 

AIA (FITF) Status 

Yes 

All participants (applicant, applicant's representative, PTO personnel): 

(1) THANHNGA B. TRUONG. (3) • 

(2) Mr. John R. Mattingly. (4) . 

Date of Interview: 05 June 2020. 

Type: 0 Telephonic ❑ Video Conference 
❑ Personal [copy given to: ❑ applicant ❑ applicant's representative] 

Exhibit shown or demonstration conducted: ❑ Yes 0 No. 
If Yes, brief description: 

Issues Discussed ❑ 101 ❑ 112 ❑ 102 ❑ 103 0 Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 12-18. 

Identification of prior art discussed: N/A. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference 

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...) 

Applicant's Representative and Examiner has discussed on the withdrawn claims 12-18. Examiner has proposed 
to cancel the withdrawn claims 12-18 in order to move the application in condition for allowance. Applicant has 
agreed and authorized Examiner to do the Examiner's Amendment.. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general 
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or 
outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

❑ Attachment 

/THANHNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

U.S. Patent and Trademark Office 
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20200607 

IPR2025-01313; Samsung 
Ex. 1002 - Page 15



I 

Search 

I III I I ll ll 

Notes 

ll H I I II 

Application/Control No. 

16/535,574 

Applicant(s)/Patent Under Reexamination 

HIRABAYASHI et al. 

ExaminerTHNHN

A 

GA 

B TRUONG 

Art Unit

2498 

CPC - Searched* 

Symbol Date Examiner 

G05B19/00; H04L9/32; G06K9/00; H04L12/16; H04L9/32; G06F21/ 
32; G06F21/12; G06F21/31; G06F21/35; G06F21/60; G06F21/62; 
H04W12/06 

02/17/2020; 6/7/20 
TBT 

CPC Combination Sets - Searched* 

Symbol Date Examiner 

US Classification - Searched* 

Class Subclass Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

Search Notes 

Search Notes Date Examiner 

Inventor Name Searched; Assignee Searched 02/16/2020; 02/17/ 
2020; 6/7/20 

TBT 

TEXT Searched; EAST Searched; NPL Searched - Google/Patents 
and Scholar 02/17/2020; 6/7/20 TBT 

Interference Search 

US Class/CPC 
Symbol US Subclass/CPC Group Date Examiner 

G05B/H04L/ 
G06K/G06F/ 
H04W 

G05B19/00; H04L9/32; G06K9/00; H04L12/16; 
H04L9/32; G06F21/32; G06F21/12; G06F21/31; 
G06F21/35; G06F21/60; G06F21/62; H04W12/06 

06/07/2020 TBT 

U.S. Patent and Trademark Office 
Page 1 of 1 

Part of Paper No.: 20200607 

IPR2025-01313; Samsung 
Ex. 1002 - Page 16



Issue 

ll I 

Classification 

I I HI ll Il li ll 

Application/Control No. 

16/535,574 

Applicant(s)/Patent Under Reexamination 

HIRABAYASHI et al. 

Examiner 

THANHNGA B TRUONG 

Art Unit

2498 

CPC 

Symbol Type Version 

G06F 21 32 2013-01-01 

G06F 21 12 2013-01-01 

G06F 21 35 2013-01-01 

G06F 21 6218 2013-01-01 

H04W 12 06 2013-01-01 

G06F 21 31 2013-01-01 

G06F 21 604 2013-01-01 

G06F 2221 2105 A 2013-01-01 

CPC Combination Sets 

Symbol Type Set Ranking Version 

NONE 

(Assistant Examiner) (Date) 

Total Claims Allowed: 

22 

/THANHNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

(Primary Examiner) 

07 June 2020 

(Date) 

O.G. Print Claim(s) 

1 

O.G. Print Figure 

6 
U.S. Patent and Trademark Office Part of Paper No.: 20200607 

Page 1 of 3 

IPR2025-01313; Samsung 
Ex. 1002 - Page 17



Issue 

ll I 

Classification 

I I HI ll Il li ll 

Application/Control No. 

16/535,574 

Applicant(s)/Patent Under Reexamination 

HIRABAYASHI et al. 

Examiner 

THANHNGA B TRUONG 

Art Unit

2498 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

GOOF 21 32 

NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS SUBCLASS 

CROSS REFERENCES(S) 

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) 

NONE 

(Assistant Examiner) (Date) 

Total Claims Allowed: 

22 

/THANHNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

(Primary Examiner) 

07 June 2020 

(Date) 

O.G. Print Claim(s) 

1 

O.G. Print Figure 

6 

U.S. Patent and Trademark Office Part of Paper No.: 20200607 

Page 2 of 3 

IPR2025-01313; Samsung 
Ex. 1002 - Page 18



Issue 

ll I 

Classification 

I I HI ll Il li ll 

Application/Control No. 

16/535,574 

Applicant(s)/Patent Under Reexamination 

HIRABAYASHI et al. 

Examiner 

THANHNGA B TRUONG 

Art Unit

2498 

0 Claims renumbered in the same order as presented by applicant • CPA El T.D. ill R.1.47 
CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 10 10 12 19 21 28 
2 2 11 11 13 20 22 29 
3 3 12 14 21 
4 4 13 15 22 
5 5 14 16 23 
6 6 15 17 24 
7 7 16 18 25 
8 8 17 19 26 
9 9 18 20 27 

NONE 

(Assistant Examiner) (Date) 

Total Claims Allowed: 

22 

/THANHNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

(Primary Examiner) 

07 June 2020 

(Date) 

O.G. Print Claim(s) 

1 

O.G. Print Figure 

6 

U.S. Patent and Trademark Office Part of Paper No.: 20200607 

Page 3 of 3 

IPR2025-01313; Samsung 
Ex. 1002 - Page 19



1 

Index 

III I I 

of 

0 ll 

Claims 

I ll II ll 

Application/Control No. 

16/535,574 

Applicant(s)/Patent Under Reexamination 

H I RABAYASH I et al. 

Examiner 

THANHNGA B TRUONG 

Art Unit

2498 

I Rejected 

= Allowed 

- Cancelled 

÷ Restricted 

N Non-Elected 

I Interference 

A Appeal 

0 Objected 

CLAIMS 

El Claims renumbe ed in the same order as presented by applicant 111 CPA 0 T.D. CI R.1.47 

CLAIM DATE 
Final Original 10/09/2019 02/15/2020 06/07/2020 

1 1 ÷ J = 
2 2 ÷ ,/ = 
3 3 + ,/ = 
4 4 ÷ ,/ = 
5 5 + ,/ = 
6 6 ÷ / = 
7 7 ÷ / = 
8 8 ÷ ./ = 
9 9 ÷ ./ = 
10 10 ÷ ./ = 
11 11 ÷ ./ = 

12 ÷ N 
13 ÷ N 
14 ÷ N 
15 ÷ N 
16 ÷ N 
17 ÷ N 
18 ÷ N 

12 19 ÷ ./ = 
13 20 ÷ ./ = 
14 21 ÷ ./ = 
15 22 ÷ ./ = 
16 23 ÷ ./ = 
17 24 ÷ ,/ = 
18 25 ÷ ,/ = 
19 26 ÷ ,/ = 
20 27 ÷ ,/ = 
21 28 ÷ ,/ = 
22 29 ÷ ,/ = 

U.S. Patent and Trademark Office 

Page 1 of 1 

Part of Paper No.: 20200607 

IPR2025-01313; Samsung 
Ex. 1002 - Page 20



6/7/2020 transmitting the acquired dynamic biometric information through a first communication interface of the first device to a second device - Go... 

OO.ia1R-, transmitting the acquired dynamic biometric information through a first ci 

Q. Ail fa News <.9 shoming i ii roves s More setings -Tools 

About 104,000 results (0.55 seconds) 

WWW.google.com/patents/CN102937938A?cken 

Fingerprint processing device as well as control method and ... 
The invention discloses a fingerprint processing device as well as a co: troi method ... 

of: acquiring user fingerprint information through a first transmission channel; „. the 

upper machine through the second transmission channel, wherein the first ... 

keyboard communication-type IJSB interfaces, and thus the communication ... 

App. - Filed Nov 29, 2012 - Published Feb 20, 2013-/ - )c AA Fff 

Overview • Related • Discuss 

www.google.com/patents/US9342674 

Man-machine interface for controlling access to electronic ... 
After requesting the user authentication, the first device detects biometric 

information associated with the user with the one or more biometric sensors. 

Grant - Flied Mar 5, 2015 - Issued May 17, 2016 - David S. Abdallah -Apple Inc. 

Overview • Related • Discuss 

www.google.com/patents/US20150379322 

Method and apparatus for communication using fingerprint input 
The prodram includes timt instructions for detecting a fingerprint information input, 

second instructions for changing a r-,ommunic-ation mode according to the ... 

App. Filed Jun 30, 2015 - Published Dec 31, 2015 -Suha Yoon Samsung Electronics 

Co., Ltd. 

Overview • Related • Discuss 

www.google.com/patents/LIS8260350 

Embedded biometrics in telecommunication devices for feature ... 
One or more biometric characteristics are detected when a request to place an 

outgoing ... call is a verbal requ,•,. 1- one or more biometric voice samples are 

obtained. ... and transmitted from the first telecommunication device Sc the outgoing 

call... a graphical user interface, an icon, and a ringtone are generated at a second ... 

Grant - Filed Oct 24, 2008 - issued Sep 4,2012 - Peeyush Jaiswal - International 

Business Machines Corporation 

Overview • Related • Discuss 

www.google.com/patents/US8942433 

System for scheduling, recordation and biometric validation ... 
  A system for scheduling and recording interpersonal interactions using hiometric 

validation to verify L• per identity arid assure user conformance with preselected 

Grant - Filed Dec 3, 2007 - Issued Jan 27, 2015 Luke Small - Luke Small 

Overview • Related • Discuss 

www.google.com/paterits/US8151334 

Communication card for mobile network devices and ... 
  A removable communisation card for mobile network devices, respectively a ... card 

includes a network interface module for hidirectionai transmission of data with a ... 

The PIN is either checked and verified using locally stored identification data for . . . 
s . 

  first biometric feature of the one user with the stored biometric information ... 

Grant - Filed Oct 7, 2005 - Issued Apr 3, 2012 - Eric Lauper - Swisscom Ag 

Overview • Related Discuss 

www.google.comipatents/W02017219925A1?cken 

Information sending method and apparatus, and computer „. 

Sign in 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei=eD_dXv6SDoWLytMPlpe56As&cFtransmitting+the-Facquired-Fdynamic-Fbiometric-Fi... 1/2 
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6/7/2020 transmitting the acquired dynamic biometric information through a first communication interface of the first device to a second device - Go... 

The method comprises: obtaining to-he-recognized voice characteristic 

corresponding to to-be-recognized voice information of a first user (201); 

determining ... 

App. - Filed Jun 16, 2017 - Published Dec 28, 2017 - - Vg#11-i•Kla 

Overview Related • Discuss 

www.google.comipatents/US9426660 

EHF secure communication device 
A COPIMINcaiion device employs a contuctiess secure communication interface to 

transmit and receive data with a computing device using close proximity ... 

Grant - Filed Dec 19, 2013 - Issued Aug 23, 2016 - Gary Davis McCormack - Keyssa, 

Inc. 

Overview • Related • Discuss 

WNW. google.com/patents/US20140157384 

Biometric Authent€cation 
For example, a first party using first party system 104 may be engaged in an ... using 

biometric data ,.-;apture devices ₹hat may be coupled to first party system 104. ... The: 

voice print may also be transmitted and converted into an audio signal and ... 

  biometric information to the requesting second party via network interface 266. 

App. - Filed May 3, 2013 - Published Jun 5, 2014 - Benjamin J. Stern - At&T Intellectual 

Property I, L.P 

Overview Related Discuss 

www.google.com/patents/US20150190094 

Sensor device and electronic device having the same 
The mobile electronic device includes at least one processor, a display module 

electrically connected with the at ;east one processor, a communication module 

App. - Filed Jan 6, 2015 - Published Jul 9, 2015 Seung-Noon Lee - Samsung 

Electronics Co., Ltd. 

Overview • Related • Discuss 

1 2 3 4 5 6 7 8 9 10 Next 

Help Send feedback Privacy Terms 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei=eD_dXv6SDoWLytMPlpe56As&q=transmitting+the+acquired+dynamic+biometric+i... 2/2 
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6/7/2020 performing communication relating to the authentication result between the first communication interface and the second communication i... 

Goalie performing communication relating to the authentication result between 

Q. All Eg Neva <9 Shopping tEl Videos i more Settings -Tools 

About 32,800 results (0.70 seconds) 

www.google.comipatents/LIS20160316367 

Method and system for secure peer-to-peer mobile 
communications 

Exectding these ciyptographic based functions entirely in the token have ... The 

present invention relates to tokens for unlocking secuie systems or data. ... the first 

mobile communications device, unlocking first authentication data of 

authentication data through the interface in the second mobile device ... 

App. - Filed Apr 22, 2016 - Published Oct 27, 2016 - Kenneth Hugh Rose - Kenneth 

Hugh Rose 

Overview • Related • Discuss 

V11WW.google.comi patents/US8567 562 

Input to locked computing device 

' The method further includes executing in response to the user inputs to unlock the 

device an unlocking operation to convert the device from a locked state to an ... 

Grant - Filed Sep 30, 2011 - Issued Mar 4„ 2014 - Michael J Lebeau - Google Inc. 

Overview • Related • Discuss 

vv google.com/patents/US20130219346 

Input to Locked Computing Device 

k . 

The at least one command executes so that results of executing the at least one 

command are thst displayed on the device,: to a user ... he embodied in, among other 

things, a method that includes receiving at a computing device that is ... executing in 

response to the user inputs to unlock the device an unlocking operation by... 

App. - Filed Mar 19, 2013 - Published Aug 22, 2013 - Michael J. Lebeau - Michael J. 

Lebeau 

Overview • Related • Discuss 

www.google.comipatents/W02006098690A1?cl=en 

A method for unlocking a lock by a lock device enabled for ... 
A method is presented for unlocking a lock by a lock device (1 40) enabled for „ the 

lock device; 5) determining a wireless communication address of the key device; 

ova ication result from said evaluating step c) , wherein a match between the ... 

stamp in the authentication data updating information received, said first time ... 

App. - Filed Mar 17, 2006 - Published Sep 21, 2006 - Olle Gliding Phoniro Ab 

Overview Related Discuss 

www.google.com/patents/US20130333020 

Method and Apparatus for Unlocking an Electronic Device that ... 
The method further includes the electronic device determining that the first pattern 

input matches an unlocking pattern associated with a first ... 

App. - Filed Jun 8, 2012 - Published Dec 12, 2013 - Rupalee A. Deshpande - Motorola 

Mobility, Inc. 

Overview • Related • Discuss 

vvww.google.com/patents/US20120328096 

Two-way authentication between two communication endpoints ... 
TeChFiiQUES for two-way authentication between two communication endpoints (e.g., 

. Here, only the first device gets authenticated and not the second device 

App. - Filed Sep 7, 2012 - Published Dec 27, 2012 - Rahul C. Shah -Shah Rahul C 

Overview • Related • Discuss 

www.google.comipatents/EP2811724A1?cken 

Mobile wireless communications device providing near field ... 

Sign in 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei=DkHdXvq4AeTC1QGzsr YDg&q=performing+communication+relating+to+the+auth... 1/2 
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6/7/2020 performing communication relating to the authentication result between the first communication interface and the second communication i... 

l3; 

A mobile wireless CCUtl$333rUcsiVons device may include a near field ... when the tag 

data is successfully verified, performs at least one device unlock opegation. 

App. - Filed Jun 7, 2.013 Published Dec 10, 2014 Juan Martin Garcia - BlackBerry 

Limbed 

Overview • Related • Discuss 

www.google.com/patents/US20160191515 

User authentication method and electronic device perforrning 
Provided are a user authentication method and an electronic device wforming the 

method The method is Wormed under the control of a processor and ... 

App. - Filed Dec 14, 2015 - Published Jun 30, 2016 -Yong-Pyo Kim -Yong-Pyo Kim 

Overview • Related • Discuss 

www.google.com/patents/US9456349 

Electronic device and network temporary unlocking method ... 
The electronic device includes a communication interlace configured to ... The 

present disclosure relates to an electronic device and, more particularly to, ... 

operation of performing a temporary unlock in an electronic device according to this 

For example, both a first electronic device and a second electronic device are ... 

Grant - Filed May 20, 2015 - Issued Sep 27, 2016 - Min-Ju Kim - Samsung Electronics 

Co., Ltd 

Overview • Related • Discuss 

WW1Af. google.com/ patents /U59710984 

Method for the authentication of at least one first unit on ... 
Fuitherrnoie, a computer program product executes die method and a ... a wireless 

communication line, in place between the first unit and the second unit, .„ This type 

of authentication optimizes operating convenience for the consumer client at ... 

  frequently linked to a control center via at analog or digital interface, e.g. via ... 

Grant Filed Sep 2, 2015 issued Jul 18, 2017 - Taman Benkert Endress-[Hauser 

Conducta Gmbh+Co. Kg 

Overview • Related • Discuss 

1 2 3 4 5 6 7 8 9 10 Next 

Help Send feedback Privacy Terms 
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6/7/2020 performing communication relating to the authentication... - Google Scholar 

Pocket encrypting and authenticating communications device 
A Caputo VP AMOMS0 - US Patent 5,778,071, 1998 - Google Patents 

Google has not performed a legal analysis and makes no representation as to the accuracy ... 
H04L63/0428—Network architectures or network communication protocols for network security 
for providing a confidential data exchange among entities communicating through data ... 
• 9i) Cited by 213 Related articles All 2 versions Deo 

Mobile telephone gateway apparatus, communication system, and gateway operating 
system 
Y Seta US Patent 9,521,705, 2016 - Google Patents 
... B2 US9521705 B2 US 9521705B2 Authority US United States Prior art keywords mobile phone 
communication network signaling means Prior art date 2003-11-02 Legal status (The legal status 
is an assumption and is not a legal conclusion. Google has not performed a legal ... 
* Cited by 137 Related articles All 4 versions Va 

Mobile portable wireless communication system 
CieV Spoor, MF Braitberg, P.= Kennedy... LtS Patent . .., 1993 Google Patents 
... protocol/Internet protocol) stack acts on a received request or command by performing a number ... 
stack, in conjunction with the operating system, enables multiple tasks to be performed in a ... 
controller in the vehicle is also associated with an interface for communication with one ... 
• gg Cited by 1095 Related articles At 2 versions 1>t). 

Active Message applications programming interface and communication subsystem 
organization 
AM Mainwaring, DE Gutter - 199$ • ixtfts.sealanticschoiar.org 
... create multiple endpoints, gather them into endpoint bundles and succinctly perform operations 
on ... will occur (access mode is AM_SEQ); the system then performs no automatic ... Implementations 
can optimize performance for sequential access, or they can optimize performance ... 
• 99 Cited by 95 Related articles All 13 versions De,

Inter-domain communication system using remote procedure calls for message 
communications between applications in different domains 
BC Appieton, a .Mesohical, T Iran, A Soh... US Patent ... , 2012 Googie Patents 
... In one implementation, a computer-implemented method for performing inter-domain 
communication in a web ... In doing so, it may (1) compute the hostname of the mapplet iframe from 
the ... 4A generally shows operations that may be performed by one or more servers interacting ... 
* 94 Cited by 158 Related articles All 4 versions $4> 

Mobile communications device providing heuristic security authentication features and 
related methods 
MA Goidsmith, A Papa, R.t Lombardi... US Patent 2015 Goectie Patents 
... Communication functions, including data and voice communications, are performed through 
the communications ... a transaction terminal to cooperate with the processor to perform the mobile ... 
LOA falls below the security threshold, generating the challenge, performing the given ... 
• gg Cited by 42 Related articles All 4 versions DO 

Connector interface system facilitating communication between a media player and 
accessories 
EG Schubert, WO Leung, GT Lydon; S Krueger... - US Patent 2007 - Google Patents 

Google has not performed a legal analysis and makes no representation as to the accuracy of . .. 
In so doing the media player can efficiently and effectively interact with the accessory in the ... The 
microphone lingo is used by the remote connector on the multi-communication device . .. 
• OD Cited by 137 Related articles All 2 versions V> 

Messaging with a locked communication device 
DK Bhunati - US Patent 8,2'18,734, 2012 - Gaegie Pia tents 
... in (or otherwise associated the device with the user) and then performed a lock ... an 
access-controlled operation (no at 416), the communication device may perform the operation 
readable storage medium encoding a set of device-executable instructions for performing a . . . 
* PO Cited by 36 Related articles All 4 versions 
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Unlocking a €evict± by performing gestures on an unlock image 
chairdhri, B Ording, FA Anzures, M Van Os.. . - US Patent 2010 !:::rock Patents 

... 11F illustrate the GUI display of a device at various points in the performance of an ... programs 
and/or sets of instructions stored in the memory 102 to perform various functions ... The RF circuitry 
112 may include well-known circuitry for performing these functions, including but not ... 

Eg Cited by 1217 Reiated articles At 4 versions SO 

Hands-free wireless communication in a vehicle 
Pj Kennedy, RC -'oplawsky; C\V - US Patent . .., 2002 • Google Patents 
Hands-free wireless communication in a vehicle. Download PDF ... Authority US United States Prior 
art keywords interface module pocket telephone vehicle communications Prior art ... Google has 
not performed a legal analysis and makes no representation as to the accuracy of the ... 
* gli) Cited by 414 Relate€ articles All 2 versions £4) 
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Keystroke dynamics as a biometric for authentication 
F moniose, AD Rubin - Future Generation COMputEr systems, 2000 - Elsevier 
... Verification is performed by comparing the test signature T (acquired at login time) with M and .. . 
based on free-text may be more desirable, free-text recognition did not perform as well as .. . The 
performance of our classifiers on a dataset of 63 users ranges from 83.22% to 92.14 ... 
litr MD Cited by 909 Related articles All 27 versions 

Method for biometric-based authentication in wireless communication for access 
control 
RM.Soile, SL Nunes, S Pankariti, NK Ratha... • US Patent ... , 2004 Google Patents 
... of signatures corresponding to the same user, and upon authentication, performs a specific ... if 
a match exists, and upon successful matching, an action is performed (like opening a ... a portable 
device, the authentication status is temporarily maintained to perform various privileged ... 

{ g Cited by 457 Related articles All 2 versions Vi? 

User authentication using keystroke dynamics for cellular phones 
P Carnpisi, E Maiorana, Mi. riosco, y Nen lET Signal Processins.1, 2009 ;FT 
... speaking, biometric systems are essentially pattern-recognition applications, performing 
authentication using biometric ... by using a statistical classifier, which allows obtaining significant 
performance with respect to ... PR, PP, RP, RR}, can be employed to perform the authentication . .. 
• g Cited by 105 Related articles Ali 6 versions 

Authentication gets personal with biometrics 
jOrtega-Gamin, Sigun, D Re lids iEEE signai 2004 - ieeexpiore,ieee_org 
... This leads to significantly improved perform- ance for face authentication applications ... puts 
his/her hand on a highly reflective surface, such as a platen, performing an orthographic ... Even 
greater verifica- tion performance improvement can be expected through the use of multiple ... 
• gg Cited by 216 Related articles All 15 versions 

Enabling continuous or instantaneous identity recognition of a large group of people 
based on physiological biometric signals obtained from members of a small „, 
F Agrafioti, FM Sa D Hatzinakos US Patent 9,848,261, .2017 Googie Patents 

Google has not performed a legal analysis and makes no representation as to the ... authorisation 
of security principals; G06F21/31—User authentication; G06F21/32—User authentication using 
biometric ... a password can make biometric systems more accessible and easy to use ... 
• DO Cited by 79 Related articles All 4 versions 2:4) 

Comparing passwords, tokens, and biometrics for user authentication 
L O'Gorman - Proceedings iEEE 2003 • leeexplore.iee*.org 
... This is done for the purpose of performing trusted communications between parties for computing 
and ... For AES, the user chooses a private key to perform encryption and decryption ... authenticator 
result must be satisfied; in effect a Boolean AND operation is performed for each . . . 
n'tf- OO Cited by 868 Related articles All 13 versions 

Biometric-rich gestures: a novel approach to authentication on multi-touch devices 
Sae-Bae, €< ANMed, K ishister, N Menton proceedings of the SiGCH; ..„ 2012 - di.acm_org 

... however, they could skip any gesture that they did not feel comfortable performing (all gestures ... 
Table 3: Correlation Coefficient of performance associated with self-report of user experience ... 
and easier the gesture, the more accurately users are likely to perform the gestures ... 
• g Cited by 304 Related articles All 8 versions DO 

A k-nearest neighbor approach for user authentication through biometric keystroke 
dynamics 
.1 Hu, Girigricti„ik Sentosa 2008 ;EEE international ..., 2008 ieeexolore.ieee.org 
... We measured the time taken to perform the full experiment then divided by the number of 
legitimate ... So people could type whatever they want such as performing correction . . . By doing this, 
we generated a true behaviour in real life application since each authentication would be . . . 
• 00 Cited by 108 Related articles Ali 6 versions 
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Local ordinal contrast pattern histograms for spatiotemporal, lip-based speaker 
authentication 
CH Chian: B Goswarni, Kittler..—.. lriformation 2011 - ieeexpiore.iese.org 
... an overview of the perfor- mance of various lip-biometric systems that perform speaker verification ... 
The best performance obtained using lip features only on this database is by [14 ... The authors 
in [30] proposed Improved LBP which performs ordinal contrast measurement with ... 

gg Cited by 51 Related articles All 7 versions 

A fingerprint based bio-cryptographic security protocol designed for client/server 
authentication in mobile computing environment 
K >0; T Ahmad, F Fien„J - Security and Communication . .., 2.011 Wiley Online Library 
... No performance evaluation was reported in literature ... After performing Equation (7), 
the distribution of points become more random, as demonstrated in Figure 2 ... Perform 
hash function and modulo operation on minutia coordinates ... 

gg Cited by 100 Related articles All 5 versions tO 
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ScidntiA.-: and Tacdnical 
information C..entet 

Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start Up Method' 
Published Online (USPTO .20190362061) 

ln: information Technology Newsweekly, Dec 17_2019, 2279; NewsRX LLC 

Language: English. Abstract: 2019 DEC 17 tVerticaiNews) Ely a News 

Reporter-Staff News Editor at Informat€on Technology Newsweekly --

According to news reporting originating from :. a..zilington, D.C. ; by 

VerticaiNews journalists, a patent application [..1 (AN: edsart 60872021 7), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software -- Methods; Software --

Intellectual property; Control equipment -- Methods; Control equipment --

Intellectual property 
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2. ELECTRONIC DEVICE AND METHOD FOR 
CONTROLLING A TRANSPORT DFVICE 
THEREOF 

Patent Application: 15/361318. Filed: November 25, 2018. Published: June 

1, .2017, , Database: USPTO Patent Applications 

Abstract: According to various embodiments, a method for controlling a 

transport, device of an electronic device that may communicate with the 

transport device, a first external device, and a second external device may 

include: acquiring state information of the transport device from the 

transport device, transmitting the acquired state i₹iforrrration of the 

transport device to the first external device, receiving, from the second 

external device, a control instruction data for controlling the transport device 

based on the state information of the transport device when the state 

information of the transport device is provided through the first external 

device depending on the transmitting of the state information, and 

transmitting the received control instruction data to the transport device to 

control the transport device. Other embodiments may also be possible. 

AN: edspap.29 170155720 

USPTO Full Text Options 

SECURE DATA TRANSLATION USING A LOW-
ENERGY WIRFLFSS COMMUNICATION LINK 

Patent Application: 16/558052. Filed: August 31,2019. Published: January 2, 

2020. , Database: USPTO Patent Applications 

Abstract: Disclosed are various embodiments for providing access control to 

the sensitive data, such as personal medical history. A first client device 

executes an application that ingests input data entered by a user via a user 

interface of the first client device, encrypts at least a first portion of the 

input data using a first cryptographic key, and transmits the encrypted input 

data over a low-power wireless p€ivate area network (WPAN), such as a 

Bluelooth Low-Energy (SUE) V'PAN, for example. A second client device 

executing a second application receives the encrypted input data transmitted 

over the low-power VVPAN by the first client device and use the firs€ 

cryptographic key to deciypt the encrypted inp₹J data. 

AN: edspap. -70200008051 

USPTO Full Text Options 
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4. Method and apparatus for connecting between 
electronic devices using authentication based on 
biometric information 

By: SAMSUNG ELECTRONICS CO., LTD. US Patent: 10425,409. Filed: 

February 17, 2017. Issued: September 24, 2019, Database: USPTO Patent 

Grants 

Abstract A method and an appa€atus for providing a connection between 

electronic devices using authentication based on biometric information are 

provided. The electronic device includes: a first communication circuit to 

support NFC; a second communication circuit to support non-NFC; a 

biometric sensor; a memory to store first authentication information 

corresponding to a€n external device; and a processor, The processor is 

configured to: acquire connection information related to a connection with 

the external device from the external device using the first communication 

circuit in response to NFC tagging between the electronic device and the 

external device; establish a communication connection with the external 

device using the second COMM nicatkm circuit based on at least the 

connection information; receive a request for authentication information 

from the external device in response to the communication connection 

being established; acquire biometric information corresponding to a user of 

the electronic dev€ce using the biometr₹c sensor in response to the request; 

authenticate the user based on at least the bioinetric information; when the 

authenticating succeeds, generate second authentication information 

based on at least the first authentication information; and transmit the 

second authentication information to the external device. 

AN: edspgr.10425409 

USP-TO Full Text Options 
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5. METHOD AND APPARATUS FOR CONNECTING 
BET WEEK ELECTRONIC DEVICES USING 
AUTHENTICATION BASFD ON BIOMETRIC 
INFORMATION 

Patent Application: 15/436123. Filed: February 17, 2017. Published: August 

24, 2017. , Database: USPTO Patent Applications 

Abstract: A method and an apparatus for providing a connection between 

electronic devices using authentication based on biornetric information are 

provided. The electronic device includes: a first communication circuit to 

sup?o€t NFC; a second communication circuit to support non-NFC; a 

biometric sensor; a memory to store first authentication information 

corresponding to an external device; and a processor. The pr+ocesso€ is 

configured to: acquire connection information related to a connection with 

the external device from the external device using the first comaninication 

circuit in response to NFC tagging between the electronic device and the 

external device; establish a communication connection with the external 

device using the second communication circuit based on at least the 

connection information; receive a request for authentication information 

from the external device in response to the COMETWiliCatiOn connection 

being established: acquire biometric information corresponding to a user of 

the electronic device using the biometric sensor in response to the re₹1uest; 

authenticate the user based on at least the biornetric information; when the 

authenticating succeeds, generate second authentication information 

based on at least the first authentication information; and transmit the 

second authentication information to the external device. 

AN: edspap.20170244703 
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6. Unregulated Health Research Usin Mobile 
Devices: Ethical Considerations and Policy 
Recommendations. 

By: Rothstein, Mark A.; Wilbanks, John T.; Beskow, Laura M.; Breisford, 

Kathleen M,; Brothers, Kyle B.; Doerr, Megan; Evans, Barbara J.; Hammack-

Aviran, Catherine M.; McGowan, Nficheile L.; Tovino, Stacey A. Journal of 

Law Medicine & Ethics. 2020 Supplement, Vol. 48, p196-2:26. 31p. I 

Diagram, 1 Chart. Abstract: Mobile devices with hea€th apps, direct•-to-

consumer genetic testing, crowd-sourced information, and other data 

sources have enabled research by new classes of researchers. independent 

researchers, citizen scientists, patient-directed researchers, self-

experimenters, and others are not covered by federal research regulat€ons 

because they are not recipients of federal financial assistance or conducting 

research in anticipation of a submission to the FDA for approval of a new 

drug or medical device. This article addresses the diff€cult policy challenge of 

promoting the welfare and interests of research participa€nts, as well as the 

public., in the absence of regulatory requirements and without discouraging 

independent, innovative scientific inquiry. The article recommends a series of 

measures, including education, consultation, transparency, self-governance, 

and reguiation to strike the appropriate balance. [ABSTRACT FROM 

AUTHOR] DOI: 10.117711073110520917047. (AM 143194286), Database: 

Academic. Search Complete 

Subjects: PUBLIC health research & ethics; GOVERNMENT regulation; BIG 

data; CITIZEN science; SMARTPHONES; MOBILE apps; MEDICAL 

research laws; EXPERIMENTAL design; HEALTH; MEDICAL ethics; 

POLICY sciences; PRIVACY; RESEARCH ethics; INFORMAT€ON 

resources; RULES; HEALTH insurance Portability & Accountability Act of 

1996 (U.S.); DATA security; RESEARCH subjects (Persons); STANDARDS; 

UNITED States; Computer systems design and related services (except 

video game design and development); Other Computer Related Serv€ces; 

Research and development in the physical, engineering and life sciences 

HTML Full Text PDF Full Text (405KB) 
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7. Mind Your Mind: EEG-Based Brain-Computer 
interfaces and Their Security in Cyber Space. 

By: LANDAU, OFR; PUZlS, RAUH; NIR. ACM Computing Sutveys, 

Feb2020, Vol. 53 issue 1, p1-36. 38p. Abst€act: A brain-computer interface 

(BCI) system is a system that leverages brainwave infonTiation acquired by 

a designated brain monitoring device to interact with a computerized system. 

Over the past 40 years, many BCI applications have been developed in a 

variety of domains, from entertainment to medical field and even to computer 

securitymechanisms. Until now, the development of 5O1 systems has 

focused on improving their accuracy, functionality; and ease of use, and not 

enough effort and attention has been invested in seeming these systems and 

the sensitive data they acquire. In this article, we present the principles of 

brain activity data acquisition, with a special focus on EEG, and we present a 

taxonomy of BCI applications and domains. We also provide a 

comprehensive survey that covers eight possible attacks aimed at BCI 

systems, For each BOA application, we created an ecosystem and data and 

attack flow-diagram, which comprehensively describes the roles and 

interactions of the players associated with the BCI application and presents 

the most vulnerable vectors and components within its ecosystem; we 

identified gaps between existing security solutions and the presented attacks 

and vulnerabilities. Finally, we provide several concrete suggestions for 

improving the security 01 BCI systems in cyber-space. [ABSTRACT FROM 

AUTHOR] IDOl; 10,114513372043. (AN: 141670801), Database: Business 

Source Complete 

Subjects: Security systems; Systems development; Wired 

Telecommunications Carriers; Internet Publishing and Broadcasting and Web 

Search Portals; Security Systems Services (except Locksmiths); Brain-

computer interfaces; Internet security; Acquisition of data; Brain; 

Electroencephalography 
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8. Method for controlling communication and 
electronic device thereof 

By: Samsung E€ectronics Co., Ltd. US Patent: 9,730,262. Fi€ed: January 05, 
2016. Issued: August 08, 2017. , Database: USPTO Patent Grants 
Abstract: A method of operating a first e€ectronic device for improving ca€€ 
quality is provided. The method inc€udes the operation₹s of transmitting cal 
data received through a first ca€€ between the first electronic device and a 
third e€ectronic device to a second e€ectronic device, us€ng short-range 
wireless communication connected with the second electron₹ic device, if a 
communication abnorma€ity of the short-range wire€ess communication 
takes place, connecting a second ca€ between the first e€ectronic. device 
and the second electronic device, generat€ng a third ca€€ by merging the 
first ca€€ and the second ca€€, and re€easing a ca€€ connection of the first 
electronic device from the third ca€i. 
AN: edspgr.09730262 
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a 5G in the Internet of Things era: an overview on 
security and privacy challenges 

By Sicari, Sabrina; Rizzardi, Alessandra. ; Coefl-POrisini, AIbe₹to. in Computer 

Networks: J€anua€y 2020 Language; English, DOI: 

10,1016i.i.corrinet.2020.107345 Abstract: Now reaching .2020, the world is 

witnessing the initial diffusion of 5G networks, wh₹ch promis₹' to revoiutionize 

the mobile wireless communications; providing faster services, very low 

delays, and a very pervasive connectivity via mobile devices. it is worth to 

remark that the main paradigm which will take advantage from 5G is really 

the Internet of Things (lop. However, the spreading of 5G technoiogy also 

generates important concerns in terms of security and privacy, du£ to the 

continuous and wireless connection to the network, which hinders the 

reliability of the involved devices. This paper deeply analyzed the current 

state of the art about the existing security and privacy solutions tailored to 

5G. More in detail, the following require€ments are discussed: data integrity, 

confidentiality, authentication, access control, non-repudiation, trust, privacy, 

identity management, key management, policy enforcement, and intrusion 

detection. Furth₹ermore, the paper aims to shed the light on future research 

directions towards the realization of secure and privacy aware 5G systems. 

To this end, the role of emerging paradigms, such as ioT, fog computing, and 

blockchain is investigated: (AN: S1389128620300827), Database: 

ScienceDirect 

Subjects: 5G; Internet of Things; Fog Computing; Blockchain; Security; 

Privacy 
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10. Authentication Techniques an ood Methodol i s • 4 
used in Wireless Body Area Networks 

By Hussain, Munir; Mehmood, 1m ad; Khan, Shafiullah; Khan, M. Aitaf; lqbal, 

Zeeshan. in Journal of Systems Architecture, December 2019 101 

Language: English. DOI: 10.1016.6„sysarc.201 SA 01655 Abstract: Wireless 

body area network (MEAN), got the IEEE standard in February 201.2; iS the 

most significant and highly focused research area among researchers, 

academicians, and practitioners; applied to the patient's body for monitoring 

various physiological parameters and then the sensitive measured data is 

passed to the concerned med€cal doctor or server for taking the necessary 

actions. in order to pass the sensitive data securely, authentication is the 

first step towards it. The authentication schemes help network to reduce 

unwanted users and prevent from deceptions effectively since the 

authentication process identifies the user's identity that he or she claims to 

be. In connection to the safe communication, authentication is one of the 

key aspects. So, it is important to design novel authentication schemes; 

those offer secure authentication and prevent various security attacks in 

WBANs. A lot of methods and techniques have been proposed for 

authentication in WBANs. in this survey paper .for improving the 

authent€cation process in WBANs, an overview of WBAN and their 

characteristics, various authentication types and classification of 

authentication€ schemes has been done. It further provides a complete 

comparison of different authentication schemes and highlights their pros, 

cons, limitations, challenges; performance evaluation and their robustness 

aga€nst different security attacks which open doors of new opportunities. This 

finally ends with the most significant open issues, future research directions 

and draw interesting conclusions. (AN: 3138.376.211930462X), Database: 

Science.Direct 

Subjects: Authentication; Biometric; Security; Wireless body area network; 

Smart card 

(() Full Text Finder USPTO Puff Text Options 

http : //eds. a.eb scohost.com/eds/results?vid=0&sid=92076b27-47c3-4f5c-84b2-81377614e5f... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 37



Result List: transmitting the acquired dynamic biometric information throug...: Discove... Page I 0 of 27 

1. Estimation of crowd flow and load on pedestrian 
bridges using machine learning with sensor fusion 

By Mustapha, S.; Kass.fir, A,; Hassoun, K.; Dawy, Abi-Rached, H.. In 
Automation irk Construction. April 2020 112 Language: English. DOI: 

10,10161.autcon.2020,103092 Abstract: Unfortunate tragedies have been 
the result of crowd behavior in high-density pedestrian flows as a reaction to 
an incident aggravating the conditions and resulting in trampling and 

crushing situations. Therefore, it is important to monitor such crowd motion 
for danger warning and prevention. In this work, we utilize a recently 
introduced framework for simultaneous crowd and structural monitoring 
based on a novel combination of sensing technologies that includes the 
employment of structurally mounted Fiber Bragg Grating (FBG) Fiber Optic 
Sensors (FOSS) in conjunction with individually held wearable sensing 
devices incorporating Inertial Measurement Units (IMUs). We propose 

effective approaches for the estimation of crowd flow and load on pedestrian 
bridges using advanced machine learning techniques with sensor data 
extracted from both structural sensors and wearable devices. A key novelty 
of the approaches presented is the utilization of sensor fusion at bath the 
input and feature level within the machine learning methods used. The 
machine learning approaches include Convolutional Neural Networks (CNN) 
and Support Vector Machines (WM); they are f€rst applied on each of the 

sensing sources, FOSS and !Ws, individually and then extended for multi-
modal data fusion at both the input and feature levels, Data fusion enriches 
the learning models and enhances the system efficiency and robustness 

against noise and input data time-shifting errors. The proposed approaches 
are validated using experimental measurements from a crowd replication 
scenario run on a small-scaled test bridge. The trained machine learning 
models demonstrate effectiveness in crowd attribute classification for motion 
speed and load designation, along with a regression model for load 
estimation. Results show that the proposed monitoring solution is highly 
effective with peak testing accuracy for single class motion speed 
classification at 98%, multi-class motion speed and load characterization 
classification at 91%, and percentage error for load estimation regression 
reaching a minimum of 9%. (AN: S0926580519310295), Database: 

ScienceDirect 

Subjects: Crowd management; Crowd monitoring; Structural health 
monitoring; Sensor fusion; Machine learning 
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12. Internet of Things: A survey of enabling 
technologies in healthcare and its applications 

By Dhanvijay, Mrinai M., Path, Shaiiaja C., in Computer Networks. 22 Apr

2019 153.113-131 Language: English. DOI: I 0,10161.comnet.2019.03.006 

Abstract: Internet of 'Things (eat e) on the Wireless Body Area Network 

(*BAN) for healthcare applications is an operative scenario fir loT devices 

that has gained attention from vast research fields in recent years, The loT 

connects all subjects and the healthcare system se.:amiessly. This paper 

describes the WBAN based loT healthoa€'e system and reviews the state-of-

the-art of the network arch€tecture topology and ;applications in the loT based 

healthcare solutons. Moreover, this paper analyzes the security and the 

privacy features consisting of privacy, authentication, enee€thy, power, 

resource management, Quality of Services and the reakime wireless health 

monitoring that are quite problematic in many loT healthcare architectures. 

Because, system architecture is not well-defined, data restriction and its 

integrity' preservation is still a challenge.. At present 90% of the information 

available is acquired in the recent two years. This survey mainly aims at 

analyzing healthcare purpose which is based on digital healthcare system. 

Further, it reports many loT and the e-healthcare policies and systems that 

decide how to ease all bearable developme€it. Thus, the everali system 

provides la€ge possibilities for future research based on loT healthcare 

system. Finally, research gaps are reviewed and the possible future aspects 

have been discussed, ON: S138912861930.2(595), Database: ScienceDirect 

Subjects: l 1-; WBAN; Healthcare system; Body sensor 
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13. A survey on methods and challenges in EEG 

based authentication 
By dalaly Bidgoly„Arnir; Jalaly Bidgoly„ Hemet Arezoumand, Zeyn b. In 

Computers 8: Security, J€une 2020 93 Language: Engiish. DOI: 

10,1016/1cose..2020.1 01788 .Abstract: EEG is the recording of electrical 

activities of the brain, usuaiiy along the scalp surface., which are the results of 

synaptic activations of the brain's neurons. In recent years, it has been 

shown that EEG is an appropriate signal for the biometric authentication 

and has important features such as resistance to spoofing attacks and 

impossibility to use under pressure and coercion states. in this paper, the 

state-of-the-art methods in EEG based authentication are reviewed. This 

review includes a number of aspects such as the various tasks that the user 

required to perform during the authentication, devices and available 

datasets, the preprocessing procedures and the classification methods used 

in the EEG blometric authentication. Both shallow and deep classification 

methods are reviewed in this paper. The study shows that the deep learning 

approaches which are used in the past few years, although still require 

further research, have shown great results, Moreover, the paper summarizes 

the works .to address the open challenges of this area, The EEG 

authentication challenges have been discussed from a variety of points of 

view, including privacy, user-friendliness, attacks, and authentication 

requirements such as universality, pearianency, uniqueness, and 

collectability. This paper can be used as a preliminary plan and a road Map 

for researchers interested in EEG biometric. CAN. SO107404820300730), 

Database: ScienceDirect 

Subjects: EEG; Biornetric factor; Authentication; User identification; Pattern 

recognition; Survey 
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14. Probability-based path discovery protocol for 
electromagnetic nano-networks 

By Sa al, Akram; Hesselbach, Xavier. I€1 Computer Net  19 June 2020 

174 Language: Engiish. DOl. .10.10161.comnet.2020.107246 Abstract: One 

of the major challenges for nano-network is the forfeit of communication 

protocols to expioit the potential communication between nano-machines 

forming fully operational nano-network, Because nano.-machines face some 

restrictions such as limited processing power and confined computing 

capabilities, up-to-date nano-machines cannot perceive partial or full routing 

tables, which are the main decision-makers for data routing in legacy 

communication networks. The reason is that creating and updating routing 

tables continuously require adequate processing power with sufficient 

memory and computing capabilities, which is not the case of nano-nodes. 

So, new innovative routing schemes have to be proposed for nano-networks 

to deal with such extremely low resources. This paper focuses on decoupling 

the routing inteiligence from nano-network towards a computational 

architecture using Software Defined Networking (S N) and Network Function 

Virtualization (NFV) technologies by externalizing routing decisions and 

complex computations from nano-nodes to be fully compiled externally. 

Moreover, the paper proposes a probability-based path discovery protocol 

denoted by (PBPD) for electromagnetic nano-nodes suitable for dynamic 

nano-network applications. The performance of the proposed protocol is 

evaluated and compared with other muting protocols discussed in the 

literature. The proposed scheme provides low energy consumption inside 

nano-nodes and low computational complexity thanks to SDNINFNI system. 
(A 91.2  Database: SciericeDirect 

Subjects: Nano-network; Packet routing; Internet of nano-things; Software 

def€ned networking; Network function virtualization; Virtual routing 
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15. A context-aware system to secure enterprise 
content: Incorporating reliability specifiers 

By Oluwatimi, Oyinda€riola; Damian;, Maria Luisa; Berbno, Elisa. in 

Computers 8: Security, August 2018 77:162-178 Language: English. DOE: 

10,101 eilcose2018.04.001 Abstract: The sensors of a context-aware 

system extract contextuai information from the environment and relay that 

information to higher-level processes of the system so to influence the 

system's control de,sisions. However, an adversary can maliciously influence, 

such controls indirectly by manipulating the environment in which the sensors 

are monitoring, thereby granting privileges the adversary would otherwise not 

normally have. To address such context monitoring issues, we extend 

CASSEC by incorporating sentience-like constructs, which enable the 

emulation of "confidence", into our proximity-based access control model to 

grant the system the ability to make more in€erabie decisions based on the 

degree of reliability of extracted conte.xtual iiiformation, in C.ASSEC 2.0. we 

evaluate ow' confidence constructs by implementing two new authentication 

mechanisms. Co-proximity authentication employs our time-based challenge-

response protocol, which leverages Bluetooth Low Energy beacons as its 

unde€tying occupancy detection technology. Biometric authentication relies 

on the accelerometer and fingerprint sensors to measure behavioral and 

physiological user features to prevent unauthorized users from using an 

authorized users device. We provide a feasibility study demonstrating how 

confidence constructs can improve the decision engine of conte.xt-aware 

access control systems. (sA.Ak SO1674048183030'18), Da€abase: 

ScienceDirect 

Subjects: Access control; Context awareness; BY0D; Security; Mobility; 

Biometrics Authentication; Reliability; Proximity 
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16. METHOD FOR CONTROLLING 
COMMUNICATION AND FLECTRONIC DEVICE: 
THEREOF 

Patent Application: 14/988071, January 05, 2£016. Published: uly 

2.016. Databasµ: USPTO Patent Applications 

Abstract: A method of operating a f€rst electronic €levice for improving cat 

quality is provided. The method includes the operations of transmitting cat 

data received through a fi rst cat between the first electronic device and a 

third electronic device to a second electronic device, using short range 

wireless communication connected with the second eiectronic device, if a 

communication abnormality of the shod-range wireless communication 

takes place, connecting a second call between the first electonic device 

and the second electronic device, generating a third cat by merging the 

first cat and the second cat, and releasing a call connection of the first 

electronic device from the third cat. 
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17. Seeing the whole picture: visualising socio-spatial 
power through augmented reality. 

By: Kateit, Michael; Dechesne, Francieri; Koops, Bert-Jaap; Meesseri, 

Paulus. Law Innovation & Technology. Dec2019, Vol. 11 Issue 2, p279-310. 

32p. Abstract: Augmented Reality (AR) will have important effects on the 

ways in which spaces and places take meaning for both users and non-users 

of AR. As the market penetration of AR increases, new claims will be made 

on certain spaces, superimposing AR contexts on the meanings and 

functions traditionally associated with these spaces, not only by AR users but 

also by AR designers and service providers, raising important and complex 

questions about regulatory approaches to mitigating information and power 

asymmetries. A regulatory strategy that promotes civil society and individual 

privacy requires that we thoroughly consider the implications of AR on the 

construction of public and private space. We employ a mix of real and 

fictional AR scenarios to interrogate the potential effects of AR usµ and 

design on the construction at spatial meaning, the orientation of social 

relations, and distributions of social power, and we make initial 

recommendations for regulation to address AR's possible negative e€fec_ts. 

[ABSTRACT FROM AUTHOR] DOI: 10.1080/17579961.2.019.1665800. (AN: 

139413399), Database: Academic Search Complete 

Subjects: AUGMENTED reality; PUBLIC spaces; MARKET penetration; 

INFORMATION asymmetry; SOCIAL power; CIVIL society 
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18. Secure loT communications for smart healthcar 
monitoring system 

By El Zolika, Hesham A.; Hosni, Mustafa M.. In Internet of Things. January 

2018 Language.: English. DOI: 10.10151j.iot.2019.01.003 Abstract: 

Healthcare, monitoring systems in hospitals and other health centers have 

witnessed throughout the iast decade a tremendous growth and wireless 

healthcare monitoring devices with various technologies have become of 

great interest in many nations around the world. The proposed paper aims at 

integrating artificial intelligence technology, such as the neural networks and 

fuzzy system in a secure h•ealthcare monitoring system in order to enable the 

system to work as a smart healthcare model that decides the priority by itself 

depending on the collected health parameters from the senor nodes. The 

proposed model consists of a trust environment that is responsible for 

collecting authenticated physiological data from patient's body which is then 

sent through GSM module.: to Azure loT Hub where raw data is converted 

into iinguistic representation, with the help of logic-based algorithm, which is 

trained in .fuzzy-based inference system (MIS) to get the status of the 

patient. The proposed system, then, provides reliable, accurate, secure and 

real-time patient monitoring. The following sections describe how the MIS 

can be integrated with a secure healthc.:are monitoring system w get the 

states of the patient and send it to the medical adviso€y for the preliminary 

precautions. (AN: S254266 051830088X), Database: ScienceDirect 

Subjects: Internet of Things (loT); health monitoring; sensors; security; trust; 

fuzzy 
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19. Handbook of Green information and 
Communication Systems 

By: Wourigang, Isaac; Anpaiagan, Alagan; Obaidat„ Mohammad S. 

Amsterdam ; Academic.: Press. 2013. eBook. Description: This book gives a 

comprehensive guide on the fundamental concepts, applications, algorithms, 

prolosois, new trends and challenges, and research results in the area of 

Green Information and Communications Systems_ it is an invaluable 

resource giving knowledge on the core and specialized issues in the field, 

making it highly suitable for both the new and experienced researcher in this 

area. Key Features: Core research topics of green irdormation and 

communication sy'stµms are covered from a network ... (AN 485200), 

Database: eBook Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Signals & Signal Processing; 

SCIENCE Environmental Science; Sustainable engineering--Handbooks, 

manuals, etc; Telecommunication--Environmental aspects--Handbooks, 

manuals, etc; Telecommunication--Energy conservation--Handbooks, 
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20. An Implantable Wireless l'Aeural interlace System 
for Simultaneous Recording and Stimulafion of 
Peripheral Nerve with a Single Cuff Electrode. 

By: Shon, Ahnsei; Chu, Jun-Uk; Jung, Jule; Kim, Hyungmin; Y'our₹, Mohan. 

Sensors (14248220, Jan2018, Vol. 18 issue 1, pl. 26p, Abstract: Recently, 

implantable devices have become widely used in neural prostheses 

because they eliminate e` ndem€c drawbacks of conventional percutaneous 

neural interface systems. However, there are still several issues to be 

considered: low-efficiency wireless power transmission; wireless data 

COMMUnication over restricted operating distance with high power 

consumption; and limited functionality, working either as a neural signal 

recorder or as a stimulator. To overcome these issues, we suggest a novel 

implantable wireless neural interface system for simultaneous neural signal 

recording and stimulation using a singe cuff electrode. By using widely 

available commercial off-the-shelf (COTS) components, an easily 

reconfigurabie implantable wireless neural interface system was 

implemented into one compact module. The implantable device includes a 

wireless power consortium (W°;FC)-complia₹1t power transmission circuit, a 

medical implant communication service (M ICS)-band-based radio link and a 

cuff-electrode path controller for simultaneous neural signal recording and 

stimulation, During in vivo experiments with rabbit models, the impla₹itabie 

device successfully recorded and stimulated the tibial and peroneal nerves 

while communicating with the external dev€ce, The proposed system can be 

modified for various implantable medicai devices, especialiy such as closed-

loop control based implantable neural prostheses requiring neural signal 

recording and stimulation at the same time. [ABSTRACT FROM AUTHOR] 

DOI: 10,3390/s18010001. (AN,: 127823826), Database: Academic Search 

Complete 

Subjects: WIRELESS communications; WIRELESS power transmission; 

ENERGY consumption; ELECTRODES; PERIPHERAL nervous system; 

NEURAL stimulation; Radio and Television Broadcasting and Wireless 
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21. Artificial immune Systems approaches to secure 
the internet of things: A systematic review of the 
literature and recommendations for future 
research 

By Aldhaheri, Satter; Alghazzawi, Daniyal; Cheng, Li; Barnawi„Ahmed; 

Alzahrani, Bandar A.. In Journal of Network and Computer Applications. 1 

May 2020 157 Language: English. DOI:10.10161.jrica.2020.102537 

Abstract: As the internet of Things Op recently attains tremendous 

popularity, this promising technology leads to a variety of security challenges, 

The traditional solutions do not fit the new challenges brought by the loT 

ecosystem. Although the development's area of artificial immune Systems 

(AIS) •provides an opportunity to improve security issues and create a fertile 

and exciting environment for further research and experiments, there is not 

any systematic and comprehensive study about analyzing its importance for 

loT environment. Therefore, this work aims to identify, evaluate, and per

a comprehensive study of empirical research on the studies of AIS 

approaches to secure the loT environment. The relevant and high-qual€ty 

studies are addressing using three research questions about the main 

research motivations, existing solutions, and future gaps and directions. The 

AIS approaches have been divided into three main categories based on loT 

layers, and detailed classifications have also been included based on 

different parameters. To achieve this aim, the authors use a syst=emat₹c 

literature review (SLR) as a powerful method to collect and critically analyze 

the research papers. Also, the authors discuss the selected studies and their 

main techniques, as well as their benefits and drawbacks in general. This 

research process strives to build a knowledge base for AIS solutions under 

the umbrella of loT security and suggest directions for future research. (AN: 

S1084804520300114), Database: ScienceDirect 

Subjects: Artificial intelligence; Artificial immune system; Artificial immune 

networks; Clonal selection; Cyber security; Danger theory; Dendritic cell; 

Internet of things; loT; Negative selection; Network security 
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22. An Autonomous Alarm System for .rsonal Safety 
Assurance of Intimate Partner Violence Survivors 
Based on Passive Continuous Monitoring through 
Biosensors. 

By: Rodriguez-Rodriguez, Ignacio; Rodriguez, Jose-Victor; Eiizondo-

Moreno, Aranzazu. 'Hera -̀Gonzalez, Purificaci0n. Symmetry (20738994), 

Mar2020, Vol. 12 Issue 3, p460. 1p. Abstract: Featured Application: An alarm 

system based on passive monitoring through biosensors is hereby 

presented with the aim of managing and preventing risky situations suffered 

by intimate partner violence (IPV) survivors. The proposal would be able to 

autonomously detect an aggressive situation and then activate an alarm 

without any user intervention, thereby assuring symmetry among individuals 

in regard to personal safety. Intimate Partner Violence (IPV) dramatically 

compromises the free and complete development of many women around 

the world, therefore leading to social asymmetry regarding the right to 

personal safety. in many cases, a woman who has reported her partner to 

police for gender-based violence needs to ensure her protection (either 

before the trial of the aggressor or after their freedom). Thus, it would be 

ideal if autonomous alarm systems could be developed in order to call the 

police if necessary. Up to now, many proposals have been presented in this 

rega€d, including solutions based on lnformation and Cotrimunication 

Technologies (lCT)) but, unfortunately, these approaches usually rely on the 

active participation of the victims (survivors), who have to turn the system on 

by themselves if needed. Therefore, in order to overcome such limitations, 

this work, a passive continuous monitoring system is proposed which uses 

biosensors attached to the survivor as well as machine learning techniques 

to infer if an abnormal situation related to gender-based violence is taking 

place, activating in this case an alarm. The monitoring structure of the 

system supervises a great deal of bio-signals according to the current status 

of technology of wearables and Norriedicel devices. The presented 

biosensors-based surveiilance solution can also be manually disconnected 

for 30/60190 min (on demand) in order to avoid false positives when a woman 

is, for example, practicing sports or carrying out other inoffensive act€vities 

that could incorrectiy activate the alarm. [ABSTRACT FROM AUTHOR] DO.i: 

0.3390/sym12030460. (AN: 14.2.566414), Database: Academic Search 

Complete 
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23. Towards a Holistic ICT Platform for Protecting 
Intimate Partner Violence Survivors Based on the 
loT Paradigm. 

By: Rodriguez-Rodriguez, Ignac€o; Rodriguez, Jose-Victor; Elizondo-
Moreno, Aranzazu; Heras-Gonzalez, Purificacion; Gentili, Michele. Symmetry 
(20736994). Jan2020, Vol, 12 Issue 1, p37-37. 1p, Abstract: Featured 
Application: A comp€ete review of information and communication 
technology (ICT) strategies to manage intimate partner violence (IRV) and 
protect. IPV survivors is provided. A holistic iCT solution which would 
overcome the limitations of previous works is presented, promoting symmetry 
in society. Intimate partner violence (IPV) remains a scourge that 
compromises the rights of many women around the world, shaping an 
asymmetry in civil rights. Fighting gender-based violence, especially when it 
is committed by an intimatµ partner, is an important responsibility that need€s 

to be addressed from all angles. It is also remarkable that our society is 
clearly conditioned by information and communication technology (€CT), 
which involves many aspects of our daily life. Unfortunately, violence that iS 
performed in the real world is also replicated in this 'virtual' existence, by 
offenders in ICT contexts, On the other hand, the same technologies also 
provide a plethora of opportunities to fight IRV, which are enhanced by the 
innovative paradigm of the so-called Internet of Things (loT). In this work, we 
first present a thorough compilation of ICT proposals a€ready 

pub€iiished---based on either hardware or software—aimed at protecting IPV 
survivors, and which can be applied in real life situations but also with€n 
social networks. The chal€enges that still lie ahead are highlighted and, a 
complete ICT-based platform for IPV management, within an loT framework, 
that overcomes the limitations of previous works is proposed, and then 

promot€ng a symmetry between individuals in society. [ABSTRACT FROM 
AUTHOR] DOI:10.3390isym12010037. CAN: 141410952), Database: 
Academic Search Complete 

Subjects: INFORMATION & communication technologies; INTIMATE 
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24. Genomic and Personalized Medicine V1-2 
By: Willard, Huntington F.; Ginsburg, Geoffrey S. Edition: 2nd ed. London

Academic Press. 2013. eBook. Description. Genomic and Personalized 

Medicine, Second Edition — winner of a 2013 Highly Commended BMA 

Medical Book Award for :Medicine — is a major discussion of the structure, 

history, and applications of the field, as it emerges from the campus and lab 

into clinical action. As with the first edition, leap€ing experts review the 

development of the new science, the current opportunities for ge.nome- .ased 

analysis in healthcare, and the potential of genomic medicine in future 

healthcare. The inclusion of the latest ... (AN 485475) Database: eBook 

Collection (EBSCOhost) 

Subjects: SCIENCE / Life Sciences / Genetics & Genornics; MEDICAL 

Pharmacology; Proteomics; Genomics; Medical genetics 
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25. Applied Cryptography ; Protocols, Algorithms and 
Source Code in C 

By: Schneier, Bruce, Ed€tion: Second edition; 20th anniversary edition. 

Indianapol€s, IN : Wiley. 2.015. eBook. Description: From the, world's most 

renowned security technologist, Bruce Schneier, this 20th Anniversary 

Edition is the most definitive reference on cryptography ever published and is 

the seminal work on cryptography. Cryptographic techniques have 

applications far beyond the obvious uses of encoding and decoding 

information. For developers who need to know about capabilities, such as 

digital signatures, that depend on cryptographic techniques; there's no better 

overview than Applied Cryptography, the definitive ... ON 1535854), 

Database: eBook Collection (EBSCOhost) 
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26. A SURVEY OF BIOMETRICS FOR WEARABLE 
DEVICES. 

By: Cornelius, Cory; Gutierrez, Christopher N. Intel Technology Journal. 
2014, Vol. 18 issue 4, p46-63, 18p, Abstract: Biometrics are characteristics 
about ourselves that we use to recognize each other. Whether it is the 
structure of our face or the way we walk, we can measure these 
physiological or behavioral signals and use statistical methods to distinguish 
amongst users. Rather than "something you know"-as in traditional 
password-based authentication systems-these biometric-based methods 
enable systems to authenticate you based on "something you are." In this 
survey we descr€be the current state-of-the-art tit biometric techniques and 
evaluate their use in authentication systems with a particular focus on client 
devices and emerging wearable devices. We examine the academic 
literature and commercial offerings of biometrics and summarize each 

biometrics' utility over a variety of criteria and provide guidance for their use 
in client and wearable devices. [ABSTRACT FROM AUTHOR] (AN: 
g7377853): Database: Computer Source 

Subjects: BIOMETRIC identification software; COMPUTER security 

management; COMPUTER systems management; COMPUTER security 
software; DATA management 
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27. Self-Organizing Peer-To-Peer Middleware €or 
Healthcare Monitoring in Real-Time. 

By; Hyun Ho Kim; Hyeong Gon Jo; Soon Ju Ka€ig. Sensors (14248220). 

Nov2017, Vol. 17 Issue 11, p2650. 19p. Abstract As the number of elderly 

persons with chronic illnesses increases, a new public infrastructure for their 

care is becoming increasingly necessary. In particular, technologies that can 

monitoring blo-signals in real-time have been receiving significant attention. 

Currently, most healthcare monitoring services are implemented by wireleS 

carrier through centralized servers. These services are vulnerable to data 

concentration because all data are sent to a remote server. To solve these 

problems, we propose self-organizing P2P middleware for healthcare 

monitoring that enables a real-time multi bio-signal streaming without any 

central server by connecting the caregiver and care recipient. To verify the 

performance of the proposed middieware, we evaluated the monitoring 

service matching time based on a monitoring request. We also confirmed 

that it is possible to provide an effective monitoring service by evaluating the 

connectivity between Peer-to-Peer and average jitter. [ABSTRACT FROM 

AUTHOR] DOI: 10.33901s17112650. (AN: 126442110), Database: Academic 

Search Complete 

Subjects: SELF-organizing maps; PEER-to-peer architecture (Computer 

networks); INFRASTRUCTURE (Economics); MIDDLEWARE; 

CLIENT/SERVER computing 

PDF Full Text (5.7MB) USPTO Full Text Options 

28. Wireless Technologies Concepts, Methodologies, 
Tools and Applications 

By: Information Resources Management Association. Hershey, PA IGI 

Global. 2012. eBook. (AN 396408), Database: eBook Collection 

(EBSCOhost) 
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communication systems: Telecommunication 

PDF Full Text USPTO Full Text Options Full Download 

Table of Contents Most Relevant Pages From This eBook 

http://eds.a.ebscohost.com/eds/results?vid=0&sid=92076b27-47c3-4f5c-84b2-81377614e5f... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 53



Result List: transmitting the acquired dynamic biometric information throug...: Discove... Page 26 of 27 

29. A Survey on Detection, Tracking and identification 
in Radio Frequency-Based Device-Free 
Localizafion. 

By: Denis, Stun; Berkvens, Rafael. Weyn, Maarten. Sensors (14248220). 

Dec2019, Vol, 19 Issue 23, p5329. 1p. Abstract: The requirement of active 

localization techniques to attach a hardware device to the targets that need 

to be located can be difficult or even impossible for certain applications. For 

this reason, there has been an increasing interest in tagiess or device-free 

iocalization (DFL) approaches. In particular, the research domain of RF-

based device-free iocaiization has been steadily evolving since its inception 

slightly over a decade ago. Many novel techniques have been developed 

regarding the three core aspects of DFL: detection, tracking, and 

identification. The increasing use of channel state information (CSI) has 

contributed considerably to these developments. in paarrticu₹ar', the progress it 

enabled regarding the exceptionally difficult 'identification problem' has been 

highly impressive. In this survey, we provide a comprehensive overview of 

this evolutionary process, desc€ibe essential DFL concepts and highlight 

several key techniques whose creation marked important milestones within 

this field of research. We do so in a structured manner in which each 

technique is categorized according to the DFL core aspect it emphasizes 

most. Additionally; we discuss current blocking issues within the state-of-the-

art and suggest multiple high-level research directions which will aid in the 

search towards eventual solutions. [ABSTRACT FROM AUTHOR) DOI: 

10.33901s19235329. (AN: 140.236138), Database: Academic Search 

Complete 

Subjects: LOCALIZATION (Mathematics); KERNEL (Mathematics); 

WIRELESS sensor networks; IDENTIFICATION; RADIOS; ARTIFICIAL 

satellite tracking; Space Research and Technology; Other 

telecommunications; All Other Telecommunications; Consumer Electronics 
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NETkAJORK/RROADCAST NETWORK 
INFRASTRUCTURE 

Patent Application: 15/591665. Hied: May 10, 2017. Published: November 

15, 2018, , Database: USPTO Patent Applications 

Abstract A system includes a hybrid mobile network/television antenna and 

a routing device connected to the antenna. The hybrid mobile 

netv,eorkitelevision antenna receives content via a broadcast television 

network and receives content via a mobile network. The routing device 

includes a first COMMUnication interface that connects to the hybrid mobile 

network/television antenna, and a second communication interlace that 

connects to a user device and receives a request for content from the user 

device.. The routing device selects a network from the broadcast television 

network or the mobile network. The first communication interface receives 

the requested content via the selected network: and the routing device 

forwards the requested content to the user device via the second 

COMmUnication interface. 
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EAST Search History 

EAST Search History (Prior Art) 

Ref 

Ll 

L2 

Hits 

1,474 

1 

Search Query 

("HIRABAYAS HI, MASAYUKI" or 
"HASHIMOTO, YASUNOBU" or 
"YOSHIZAWA, KAZUHIKO").inv. 

II. and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((body with user) with 
(dynamic with biometric with 
information)) with ((acquisition with 
sensor) with (first with device)))) 

L3 2 11 and ((transmit$4 or forward$3 or 
send$3) with (((acquired with 
(dynamic with biometric with 
information)) with (first with 
communication with interface)) with 
((first with device) with (second 
with device)))) 

L4 1 II. and ((acquir$3 with (static with 
biometric with information)) with 
((static with biometric with 
information) with ((acquisition with 
sensor) with (second with device)))) 

L5 1 11 and (((perform$3 with user with 
authentication) with (obtain$3 with 
authentication with result)) with 
(based with (acquired with static 
with biometric with information))) 

L6 

L7 

1 

2 

II. and (((perform$3 with 
communication) with (second with 
communication with interface)) with 
((relat$3 with authentication with 
result) with (first with 
corn munication with interface))) 

II. and ((receiv$3 with (dynamic with 
biometric with information)) with 
(transmit$4 with (first with 
corn munication with interface))) 

DBs Default Plurals lime 
Operator Stamp 
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IBM_TDB 
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USPAT; USOCR; 15:15 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 
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L8 1 

L9 1 

L10 1 

L11 1 

L12 1 

L13 1 

L14 41,309 

L15 1 

11 and (((perform$3 with 
communication) with (relat$3 with 
authentication with result)) with 
(between with ((first with 
communication with interface) and 
(second with communication with 
interface)))) 

11 and (((execut$3 with unlock with 
operation) with (unlock with first 
with device)) with ((response with 
communication) with (relat$3 with 
authentication with result))) 

11 and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((dynamic with biometric with 
information) with (acquisition with 
sensor)) with ((first with device) 
with ("after" with unlock$3)))) 

11 and ((maintain$3 with unlock$3 
with state) with (("during" with 
condition) with (dynamic with 
biometric with information with 
acquir$3))) 

11 and (((receiv$3 with (dynamic 
with biometric with information)) 
with (second with device)) with 
((communication with "between") 
with ((first with communication with 
interface) and ( second with 
communication with interface)))) 

11 and (((display$3 with (display 
with screen with information)) with 
(based with state with user)) with 
((determin$3 with using) with 
(receiv$3 with (dynamic with 
biometric with information)))) 

("HITACHI MAXELL" or "MAXELL") 

114 and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((body with user) with 
(dynamic with biometric with 
information)) with ((acquisition with 
sensor) with (first with device)))) 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:15 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:16 
FPRS; EPO; 
JPO; 
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IBM_TDB 
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L16 2 114 and ((transmit$4 or forward$3 
or send$3) with (((acquired with 
(dynamic with biometric with 
information)) with (first with 
communication with interface)) with 
((first with device) with (second 
with device)))) 

L17 1 114 and ((acquir$3 with (static with 
biometric with information)) with 
((static with biometric with 
information) with ((acquisition with 
sensor) with (second with device)))) 

L18 1 114 and (((perform$3 with user with 
authentication) with (obtain$3 with 
authentication with result)) with 
(based with (acquired with static 
with biometric with information))) 

L19 

120 

1 

2 

114 and (((perform$3 with 
communication) with (second with 
communication with interface)) with 
((relat$3 with authentication with 
result) with (first with 
corn munication with interface))) 

114 and ((receiv$3 with (dynamic 
with biometric with information)) 
with (transmit$4 with (first with 
corn munication with interface))) 

L21 1 114 and (((perform$3 with 
communication) with (relat$3 with 
authentication with result)) with 
(between with ((first with 
communication with interface) and 
(second with communication with 
interface)))) 

L22 1 114 and (((execut$3 with unlock 
with operation) with (unlock with 
first with device)) with ((response 
with communication) with (relat$3 
with authentication with result))) 

L23 1 114 and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((dynamic with biometric with 
information) with (acquisition with 
sensor)) with ((first with device) 
with ("after" with unlock$3)))) 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:17 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:17 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 
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USPAT; USOCR; 15:18 
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IBM_TDB 
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L24 1 

L25 1 

L26 1 

L27 231,486 

L28 1 

L29 2 

L30 1 

L31 1 

114 and ((maintain$3 with unlock$3 
with state) with (("during" with 
condition) with (dynamic with 
biometric with information with 
acquir$3))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:18 

114 and (((receiv$3 with (dynamic 
with biometric with information)) 
with (second with device)) with 
((communication with "between") 
with ((first with communication with 
interface) and ( second with 
corn munication with interface)))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:18 

114 and (((display$3 with (display 
with screen with information)) with 
(based with state with user)) with 
((determin$3 with using) with 
(receiv$3 with (dynamic with 
biometric with information)))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:19 

(G05B19/00; H04L9/32; G06K9/00; 
H04L12/16; H04L9/32; G06F21/32; 
G06F21/12; G06F21/31; G06F21/35; 
G06F21/60; G06F21/62; 
H04W12/06).cpc. 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:19 

127 and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((body with user) with 
(dynamic with biometric with 
information)) with ((acquisition with 
sensor) with (first with device)))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:19 

127 and ((transmit$4 or forward$3 
or send$3) with (((acquired with 
(dynamic with biometric with 
information)) with (first with 
communication with interface)) with 
((first with device) with (second 
with device)))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 

127 and ((acquir$3 with (static with 
biometric with information)) with 
((static with biometric with 
information) with ((acquisition with 
sensor) with (second with device)))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 

2020/06/07 
15:19 

2020/06/07 
15:19 

127 and (((perform$3 with user with 
authentication) with (obtain$3 with 
authentication with result)) with 
(based with (acquired with static 
with biometric with information))) 

US-PGPUB; OR 
USPAT; USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

OFF 2020/06/07 
15:20 
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L32 

3 

L34 

3 

2 

1 

127 and (((perform$3 with 
corn munication) with (second with 
corn munication with interface)) with 
((relat$3 with authentication with 
result) with (first with 
corn munication with interface))) 

127 and ((receiv$3 with (dynamic 
with biometric with information)) 
with (transmit$4 with (first with 
corn munication with interface))) 

127 and (((perform$3 with 
communication) with (relat$3 with 
authentication with result)) with 
(between with ((first with 
communication with interface) and 
(second with communication with 
interface)))) 

L35 

L36 

1 

1 

127 and (((execut$3 with unlock 
with operation) with (unlock with 
first with device)) with ((response 
with communication) with (relat$3 
with authentication with result))) 

127 and ((acquir$3 with (dynamic 
with biometric with information)) 
with (((dynamic with biometric with 
information) with (acquisition with 
sensor)) with ((first with device) 
with ("after" with unlock$3)))) 

L37 1 127 and ((maintain$3 with unlock$3 
with state) with (("during" with 
condition) with (dynamic with 
biometric with information with 
acquir$3))) 

138 1 127 and (((receiv$3 with (dynamic 
with biometric with information)) 
with (second with device)) with 
((communication with "between") 
with ((first with communication with 
interface) and ( second with 
corn munication with interface)))) 

L39 1 127 and (((display$3 with (display 
with screen with information)) with 
(based with state with user)) with 
((determin$3 with using) with 
(receiv$3 with (dynamic with 
biometric with information)))) 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:20 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:20 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 

US-PGPUB; OR OFF 2020/06/07 
USPAT; USOCR; 15:20 
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JPO; 
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IBM_TDB 
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EAST Search History (Interference) 

Ref Hits Search Query 

L40 31,097 (G05819/00; H04L9/32; G06K9/00; 
H04L12/16; H04L9/32; G06F21/32; 
G06F21/12; G06F21/31; G06F21/35; 
G06F21/60; G06F21/62; H04W12/06).cpc. 

L41 

L42 

0 

1 

140 and ((acquir$3 with (dynamic with 
biometric with information)) with (((body with 
user) with (dynamic with biometric with 
information)) with ((acquisition with sensor) 
with (first with device)))).clm. 

140 and ((transmit$4 or forward$3 or send$3) 
with (((acquired with (dynamic with biometric 
with information)) with (first with 
communication with interface)) with ((first 
with device) with (second with device)))).clm. 

L43 0 140 and ((acquir$3 with (static with biometric 
with information)) with ((static with biometric 
with information) with ((acquisition with 
sensor) with (second with device)))).clm. 

L44 0 140 and (((perform$3 with user with 
authentication) with (obtain$3 with 
authentication with result)) with (based with 
(acquired with static with biometric with 
information))).clm. 

L45 0 140 and (((perform$3 with communication) 
with (second with communication with 
interface)) with ((relat$3 with authentication 
with result) with (first with communication 
with interface))).clm. 

L46 1 140 and ((receiv$3 with (dynamic with 
biometric with information)) with (transmit$4 
with (first with communication with 
interface))).clm. 

L47 0 140 and (((perform$3 with communication) 
with (relat$3 with authentication with result)) 
with (between with ((first with communication 
with interface) and (second with 
communication with interface)))).clm. 

L48 0 140 and (((execut$3 with unlock with 
operation) with (unlock with first with device)) 
with ((response with communication) with 
(relat$3 with authentication with result))).dm. 

L49 0 140 and ((acquir$3 with (dynamic with 
biometric with information)) with (((dynamic 
with biometric with information) with 

DBs Default Plurals Time 
Operator Stamp 

US PAT OR OFF 2020/06/07 
15:21 

US PAT OR OFF 2020/06/07 
15:21 

US PAT OR OFF 2020/06/07 
15:22 

US PAT OR OFF 2020/06/07 
15:22 

US PAT OR OFF 2020/06/07 
15:23 

US PAT OR OFF 2020/06/07 
15:23 

US PAT OR OFF 2020/06/07 
15:23 

US PAT OR OFF 2020/06/07 
15:23 

US PAT OR OFF 2020/06/07 
15:24 

US PAT OR OFF 2020/06/07 
15:24 
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(acquisition with sensor)) with ((first with 
device) with ("after" with unlock$3)))).clm. 

L50 

L51 

L52 

0 

0 

0 

140 and ((maintain$3 with unlock$3 with state) 
with (("during" with condition) with (dynamic 
with biometric with information with 
acquir$3))).clm. 

140 and (((receiv$3 with (dynamic with 
biometric with information)) with (second with 
device)) with ((communication with 
"between") with ((first with communication 
with interface) and ( second with 
communication with interface)))).clm. 

140 and (((display$3 with (display with screen 
with information)) with (based with state with 
user)) with ((determin$3 with using) with 
(receiv$3 with (dynamic with biometric with 
information)))).clm. 

US PAT OR OFF 2020/06/07 
15:24 

US PAT OR OFF 2020/06/07 
15:24 

US PAT OR OFF 2020/06/07 
15:24 

6/7/2020 3:25:23 PM 
C: \Users Vtruong4\Documents \EAST\Workspaces\Case-16535574-080819.wsp 
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6/7/2020 displaying on a display screen information based on a state of the user that is determined using the received dynamic biometric informatio... 

displaying on a display screen information based on a state of the user t 

Q. Ali CO images E'!'i News 113 Videos more 

About 118,000 results (0.57 seconds) 

Setings -roois 

www.google.comipatents/U58836473 

Dynamic keypad and f€ngerprinting sequence authentication 
The receive; may receive information from the 'first fingerprint scanner, the 

information relating to user biometric information input into the first fingerprint 

scanner. 

  Grant - Filed Apr 5, 2012 - Issued Sep 16, 2014 - Rustam N. Wadia Bank Of America 

Corporation 

Overview • Related • Discuss 

www.google.com/patents/US20130264384 

Automatic teller machine ("atm") including a user-accessible 
  The method further includes using a second receiver to receive information freer a 

fingerprint scanner relating to first biometric information input into the ... 

App. - Filed Apr 5, 2012 - Published Oct 10, 2013 - Rustam N. Wade - Bank Of America 

  Overview • Related • Discuss 

www.google.com/patents/US20150324564 

Dynamic activation o•f user profiles based on biometric 
The apparatus may compare the detected blamable information with stored 

biometric information associated with a stored user profile of a ... 

App. - Filed May 7, 2014 - Published Nov 12, 2015 - Debesh Kumar Sahu - Qua€comm 

incorporated 

Overview • Related • Discuss 

WNW. google.com/paterits/US9329771 

Embedded authentication systems in an electronic device 
An electronic device with a display and a fingerprint sensor may authenticate a user 

... is in a locked state, the device displays a graphical element on the display, the ... 

based at least in part on fingerprint information of the finger detected by the 

receive and convert physical contact inputs (e.g., from a multi-touch screen), ... 

Grant - Filed Jun 20, 2014 - Issued May 3, 2016 - Anthony Fadell Apple Inc 
Overview Related • Discuss 

www.google.cornipatents/US9721107 

Using biometric verification to grant access to redacted „. 
When the content redaction engine receives verification data indicating that the user 

is biometrically verified, the device displays content without any portion ... 

Grant - Filed Jun 8, 2013 - Issued Aug 1, 2017 - Byron Bay Han - Apple Inc. 

Overview Related Discuss 

www.google.cornipatents/US20130057573 

Smart Display with Dynamic Face-Based User Preference Settings 
The display can include a processor configured to adjust a user preference or display 

an indicator to the user based on the detected user parameter. 
App. - Filed Nov 11, 2.011 - Published Mar 7, 2013 •- Had Chakravarthuia - DigitalOptios 

Corporation Europe Limited 

Overview - Related Discuss 

WWW. google.com/patents/US20140359757 

User authentication biometrics in mobile devices 
 the control system may be capable of receiving, from the finger tap sensing system, 

information regarding one or more finger taps and of determining a finger ... 

App. - Filed Feb 11, 2014 - Published Dec 4, 2014 - Mohammed Ibrahim Sezan - 

Qualcomm Incorporated 

Sign lot 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei=p0LdXo3LK-6tylMP3c2M2As&gdisplaying+on+a+display+screen+information+bas... 1/2 
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6/7/2020 displaying on a display screen information based on a state of the user that is determined using the received dynamic biometric informatio... 

Overview • Related • Discuss 

WNW. google.com/patents/US9235733 

Mobile biometrics information collection and identification 
  A biometric mobile device is capable of interacting with existing cellular, ... of a 

biometric mobile device may comprises a touch dispiay screen for showing₹ a ... 

Grant - Filed Feb 23, 2012 - Issued Jan 12, 2016 - J. Douglas Birdwell - J. Douglas 
  Birdwell 

Overview • Related • Discuss 

www.google.com/patents/US9342674 

Man-machine interface for controlling access to electronic ... 
in response to detecting the biometric information associated with the uses, in 

accordance with a determination that the detected biometric information ... 
Grant - Filed Mar 5.2015 - Issued May17, 2016 - David S. Abdallah -Apple Inc. 

Overview • Related • Discuss 

vvww.google.com/patents/US92.88207 

Secure communications smartphone system 
When a communication is received by a recipient computing device, the recipient will 
typically be presented with ₹rrfcrmatiori d₹splayed in the user interface of ... 
Grant - Filed Sep 4, 2014 - issued Mar 15, 2016 -John Cronin - Grandics Technologies, 
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Goalie acquiring static biometric information by a static biometric information ac 

Q. All Eg News al shoDping f More Setings 

About 29,300 deStletS (0.54 seconds) 

www.google.comipatents/US20120268241 

Biometric chain of provenance 

sf 

The transaction device may link the acquired biometric information to a univeisal 

biometric record of the individual. A biometric integrity engine may compare .„ 

App. - Filed Apr 18, 2012 - Published Oct 25, 2012 - Keith J. Hanna - Eyelock Inc. 

Overview • Related • Discuss 

www.google.comipatents/US20050089203 

Multi-biometric finger sensor using different biometrics .... 
A unilti-biornetric linger sensor may sense different blometric characteristics that 

have different matching selectivities and that have at least a known spatial ... 
App. - Filed Sep 3, 2004 - Published Apr 28, 2005 - Dale Setlak - Authentec, Inc, 

Overview • Related • Discuss 

WNW google.comipatents/US9721142. 

Multi-resolution fingerprint sensor 
The multi-resolution fingerprint sensors each include a portion of the imaging area or 

... software stack, which expects a uniform resolution for the entire image acquired, 

... and the second image to determine biometric information of the input object. ... 

access memories (DRAM), and static random access memories (SRAM). 

Grant - Filed Jun 26, 2015 - Issued Aug 1, 2017 - Anthony P Russo - Synaptics 

incorporated 

Overview • Related • Discuss 

www.google.com/paterits/US7358515 

Multi-biometric finger sensor including electric field ... 

icazi 

• 

in some embodiments, the electric:field -ringer sensing pixels and the at least one 

other finger biometric sensor may operate based upon static placement of the ... 

Grant - Flied Sep 3, 2004 - issued Apr 15, 2008 - Dale R. Setlak Authentec, Inc. 

Overview • Related • Discuss 

www.google.com/paterits/US20100208953 

Illuminated Fingerprint Sensor and Method 
A fingerprint sensing device includes a fingerprint sensor and a light souice 

proximate the -ringerprint sensor. The light source is capable of ... 

App. - Filed Feb 12, 2010 - Published Aug 19, 2010 - Lawrence C. Gardner - Validity 

Sensors, Inc. 

Overview • Related • Discuss 

WNW. google.com/patents/US9314193 

Biometric apparatus and method for touch-sensitive devices 
  The processor is further configured to generate biometric signature ... modern touch 

screen technology to acquire the patterns of one, two, ... information, a time-

dependent pattern is used, not just a simple static finger geometry pattern. ... and a 
  touch sensor of the electronic device is acquired, from which a ... 

Grant - Filed Oct 13, 2012 - issued Apr 19, 2016 - Waleed Sarni Haddad - Biogy, Ino. 

Overview • Related • Discuss 

WWW. go og I e. co m; pate Ms/ US7197168 

Method and system for biometric image assembly from multiple ... 
Capability to adjust sensor settings during acquisition process to obtain ... that any 

fingerprint processing system can use information if when called upon to do so. 

Grant - Filed Jul 12., 2002 - Issued Mar 27, 2007 - Anthony P Russo - Atrua 

Technologies, Inc. 
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Overview • Related • Discuss 

www.google.com/patents/US6289114 

Fingerprint-reading system 
A €ingerprint-reading system includes a fingerprint sensor having an active In most 

cases, the sensors give en analog type of information eiement and the ... 

Grant - Filed Jun 5, 1997 - Issued Sep 11, 2001 Jean-Francois Mainguet -Thomson-

Csf 

Overview • Related • Discuss 

www.google.com/patents/US6720712. 

Piezoelectric identification device and applications thereof 
More particularly. it relates to a piezoelectric device for obtaining biometric data fir 

..formation, such as 3 finge.rprint, and using the obtained information to ... 

Grant - Filed Mar 23, 2001 - Issued Apr 13.2004 -Walter G. Scott - Cross Match 

  Technologies, Inc. 

Overview • Related • Discuss 

www.google.com/patents/US9177191 

Fingerprint sensing assemblies and methods of making 
  A fingerprint sensing module includes a sensor substrate having a sensing side sod a 

circuit side, an image sensor including conductive traces on the circuit ... 

Grant - Filed Oct 20, 2014 - issued Nov 3, 2015 - Fred G Benkley, Ill - Synaptics 
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a user to an application in a first communications network by means of a mobile 

station communicating with the application through a second communications .. 
E Tuniaineri US Patent 6,430,407, 2.002. - Googie Patents 

Google has not performed a legal analysis and makes no representation as to the . . . In addition, 
users are not able to perform the calculations required in the authentication ... only one ISP through 
which both networks communicate towards the Internet, communication could be . . . 
* Eli) Cited by 110 Related articles At 2 versions UV 

Communication card for mobile network devices and authentication method for users of 

mobile network devices 
E Laver US Patent 8,151,334, 2012 - Goo? ie Patents 

Google has not performed a legal analysis and makes no representation as to the accuracy of ... 
radio systems, such as eg with GSM (Global System for Mobile Communications) and/or ... 
US13/411,757 US8752155B2 (en), 2004-10-11, 2012-03-05, Communication card for mobile ... 
* gg Cited by 76 Related articles All 4 versions 14%. 

Authentication of data communications 
M i3aentsoh, P Einhier, T Finch, T Kramp.. . US Paten. ... 2015 Googie Patents 
... for wireless communication with mobile phone 7, together with security logic 12 for performing 
the authentication ... I(X) with camera 17 of mobile phone 7, and by doing so the ... the resulting 
authentication response is received by server 3, the server can perform several calculations ... 
• 90 Cited by 49 Related articles All 4 versions $0. 

Communication interface device for managing wireless data transmission between a 

vehicle and the internet 
HS Kolis - US Patent 7,003,209, 2006 Googie Patents 
Communication interface device for managing wireless data transmission between a vehicle 
and the internet. Download PDF ... Google has not performed a legal analysis and makes no 
representation as to the accuracy of the status listed.) Active, expires 2023-01-25 Application ... 
* 90 Cited by 204 Related articles All 2 versions Vt> 

External communication interface for a digital camera 
T Hashimoto, H Fukuoka_ T Dilkoma - US Patent 5,915,205, 1998 •. Google Patents 

Google has not performed a legal analysis and makes no representation as to ... another apparatus; 
H04N2201/0034—Details of the connection, eg connector, interface; ... Detecting or checking 
connection. H—ELECTRICITY; H04-ELECTRIC COMMUNICATION TECHNIQUE; H04N 
* 90 Cited by 92 Related articles All 2 versions Vt. 

Method of using fingerprints to authenticate wireless communications 
Li, DR?`. Pao, S Subbiah - US Patent 6,.219793, 2001 Geogie Patents 
B-PERFORMING OPERATIONS; TRANSPORTING; B60-VEHICLES IN GENERAL; 

B60R-VEHICLES, VEHICLE FITTINGS, OR ... above for the central authentication node, the source 
may perform the following ... call is blocked at step 315 (and step 318 is optionally performed) ... 
* NI Cited by 289 Related articles All 2 versions $4> 

Secure data communication over a memory-mapped serial communications interface 

utilizing a distributed firewall 
PS Levy S Cornelius - US Patent 6.,212,633, .2001 - Gouge Patents 

Google has not performed a legal analysis and makes no representation as to the ... over a serial 
communications interface, as well as to secure data communication incorporating data ... with other 
electronic devices for the purpose of constructing systems that perform useful tasks ... 
* 90 Cited by 204 Related articles At 2 versions t• 

Method and interface for facilitating communication between a cellular telephone or 

similar wireless device and other devices or systems via an interface 
D Ma, j Lu - US Patent App. 10/910,002, 2005 - Google Patents 

Google has not performed a legal analysis and makes no representation as to ... with another 
apparatus; H04N2201/0034—Details of the connection, eg connector, interface; ... 0039—Connection 
via a network. H—ELECTRICITY; H04-ELECTRIC COMMUNICATION TECHNIQUE; ... 
-tr o€) Cited by 132 Related articles Ali 2 versions t>t> 
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Pocket encrypting and authenticating communications device 
tv::: Caputo VP Amoritso Patent 5778,071, 1998 - Soot)le Patents 

Google has not performed a legal analysis and makes no representation as to the accuracy ... 
H04L63/0428—Network architectures or network communication protocols for network security 
for providing a confidential data exchange among entities communicating through data ... 
* 90 Cited by 213 Related articles All 2 versions 

Pocket encrypting and authent€cating communications device 
AA Caputo; VP Atnortlso Patent 5,878,142, 1999 Stxtgki Patents 

Google has not performed a legal analysis and makes no representation as to the ... to cryptographic 
mechanisms or cryptographic arrangements for secret or secure communication H04L9/00; ... The 
capability to perform this cryptography is herein referred simply to as encryption ... 
* gli) Cited by 159 Related articles All 2 versions 
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CYoaile maintaining the unlocked state during a condition that the dynamic biom 

Q. All LI News Eg Videos E.:1 a gia more &stings -Tools 

About 12,400 results (0.50 seconds) 

www.google.comipatents/US7020308 

Personal authentication system using biometrics information 
The system includes a biometrics intomiation inputting section having a function to 

acquire the to-be-verified biometrics information; a biometrics information „. 

Grant - Filed Aug 15, 2000 - Issued Mar 28, 2006 - Takashi Shinzaki - Fujitsu Limited 

zls';'s'z'm Overview • Related • Discuss 

www.google.comipatents/US9329771 

Embedded authentication systems in an electronic device 
While displaying the graphical element, the device detects an input that includes 

movement of a finger in the first direction over the fingerprint sensor and . , . 
Grant - Filed Jun 20, 2014 - issued May 3, 2016 - Anthony Fadell - Apple Inc 

Overview • Related • Discuss 

WNW google.com/patents/US20130287272 

Methods and Apparatus of Integrating Fingerprint Imagers ... 
fhe touch panel behind the layer of fingerprint imagers can sense ... info: Patent 

citations (15) „. the computing systern is tinisiarid and it is in acr..ible state (350). 

... that comprises the touch fingerprint apparatus can keep verifying the ... of 

dynamic user interaction artifact over fingerprint imager for user ... 

App. - Filed Apr 29, 2012 - Published Oct 31, 2013 - Yang Lu - Yang Lu 

Overview • Related • Discuss 

www.google.com/patents/EP3101868A1?cken 

Device, method, and graphical user interface for .,. 
When a fingerprint sensor is used without a separate touch-sensitive surface, the 

fingerprint sensor can serve as a substitute for many of the ₹unctions of the ... 

App. - Filed Sep 9, 2014 - Published Dec 7, 2016 - Byron Han -Apple Inc. 

Overview Related • Discuss 

www.google.com/patents/CN104200145A?cl=en 

Embedded authentication systems in an electronic device 
in some embodiments, the authentication system may be operative to detect a visual 

access restricted files, applications (e.g., applications purchased by the user), ... 
Thereby that can preserve by the biometrics attribute that relatively detects ... 

function of equipment is in the lock state: display graphics element on display... 

App. - Filed Sep 9, 2008 - Published Dec 10, 2014 - *al.; -7,1 
Overview • Related • Discuss 

WNW. google.com/patents/US20060120573 

Integrated system for detecting and matching fingerprints 
As a consequence, one can obtain the acquisition of a fingerprint image even under 

critical conditions and still keep a correct contrast between ridges and 

App. Filed Feb 4, 2.004 - Published jun 8, 2006 - Marco Icri Seibert Co. Ltd. 
Overview • Related • Discuss 

www.google.com/patents/US9715616 

Fingerprint sensing and enrollment 
  One or more portions of at least one image of biornetric data in the set of images can 

be selected to be included in the unified image of biometric data. 

Grant - Filed Oct 21, 2016 - issued Jul 25, 2.017 - Byron B. Han -Apple Inc. 
Overview • Related • Discuss 
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wwwgoogle.com/patents/US20150042575 

Information processing method and electronic device 
The method includes: determining whether an unlock operation is received in when 

  the electronic device is in a lock-screen state, to obtain a first determination ... 

App. - Filed Mar 30, 2014- Published Feb 12, 2015 - Qiarig Dong - Lenovo (Beijing) Co., 

IIII Ltd. 

Overview Related Discuss 

www.google.com/patents/US20090158423 

Locking mobile device cradle 
_... 

•' Moreover, many traditional locking systems can be ignorant of environmental 

sondltions in relation to a locking state. For example, where a laptop is unlocked ... 

App. - Filed Dec 14, 2007 - Published Jun 18, 2009 - Mark Orlassino - Symbol 

Technologies, Inc. 

Overview Related • Discuss 

vvww.google.cornipatents/US7974448 

Personal authentication system using biometrics information 
The system includes a biometrics information inputting section having a function to 

avvire the to-be-verified biometrics infc:emetion a biometrics infkarnation 

Grant - Filed Jan 2.3, 2006 - issued Jul 5, 2011 - Takashi Shinzaki - Fujitsu Limted 

Overview Related • Discuss 
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50 years of biometric research: Accomplishments, challenges, and opportunities 
AK jain, K Nandakurnar .A Ross - P -tterri Recognition Letters, 2016 - Eisevier 
... This progress has enabled current state-of-the-art biometric systems to accurately recognize ... small 
database (current size of the National DNA Index in the United States is about 12 ... Due to the 
diverse nature of biometric applications (eg, mobile phone unlocking to international ... 
• gg Cited by 331 Related articles All 9 versions 

Biometrics: a tool for information security 
AK join, A Ross, S Pankariti lEEE transactions Ofl informatlon ..., 2006 - leeexpiore.leee,org 
... compromise security; complex passwords are difficult to remember and, thus, are expensive to 
maintain.1 Some ... have a large number of cuts and bruises on their fingerprints that keep changing ... 
over time due to age, medical conditions (such as common cold), emotional state, etc ... 
• gg Cited by 1257 Related articles All 18 versions 

Eraser: A dynamic data race detector for multithreaded programs 
S Savage, M Burrows, S Nelson, P Sobalvaro.., - ACM Transactions on 1997 - di.acraorg 
... To ensure that each lockset index represents a unique set of locks we maintain a hash ... To keep 
the race detector from reporting such races, we used the EraserlgnoreOn/Off() annotations ... The 
first set of races was detected in the code maintaining the fingerprints in cache entries ... 
1A- 99 Cited by 1775 Related articles All 104 versions 

Biometric antispoofing methods: A survey hi face recognition 
S Marc Fier Fierrez.- IEEE Access 2014 - ieeexolore.ieee.org 

... in the area of anti-spoofing requires a significant condensation effort to keep track of all ... 
benchmarks for face anti- spoofing approaches, summarizing the detection rates achieved by 
state-of-the ... previous two categories, are focused on the study of biometric systems at score-level ... 
* OP Cited by 252 Related articles All 7 versions 

System and method for providing secure access to an electronic device using both a 
screen gesture and facial biometrics 
C G Erosioff. - LiS Patent 8,627,096, 014 • Google Patents 
... Hence, this process provides a simplified means of maintaining security of a personal computer 
or other ... Re-authentication of the user's face allows the highest degree of security while keeping 
the system unlocked ... If it is the existing authenticated user, the device is unlocked 335 . . . 
t( 99 Cited by 92 Related articles All 4 versions VV. 

Mobile iris challenge evaluation (MICHE)-I, biometric iris dataset and protocols 
m De Marsico NINaopi, D i-1 Wechsler - Pattern Rec,ognition Leiters, 2015 - Elsevier 

MICHE) competition (Part I). The aim of the competition is to assess the state of the ... this type; as 
an example, subjects wearing eyeglasses were allowed to remove or keep them according ... A 
mobile device gets unlocked and ready for use when its owner/legitimate user initiates a ... 
• gg Cited by 137 Related articles All 5 versions 

A survey on biometric cryptosystems and cancelable biometrics 
Rathgeb, A ,  - EUPASiP Journal on lnformation Security, 2 011 - Springer 

... A comprehensive discussion including the current state-of-the-art approaches to both technologies, 
security ... set B overlaps largely with A, k is reconstructed, ie, the vault V A is unlocked ... During 
authentication, Reed-Solomon codes are applied to reconstruct the polynom p out of ... 
• gg Cited by 542 Related articles All 14 versions DO 

Surveying the development of biometric user authentication on mobile phones 
'qlkinci, DS V\brig, S Purnell... - Su, vs & Tutorials, 2014 - ieeexpiorelese.org 
STAR's Institute for Infocomm Research to look for a specific voice signature, in which the phone 

can unlock without gestures ... Text-independent: no text constraints during enrollment and ... can be 
considered such as spatial coordinate of x at time t, spatial coordinate of y at time t 
• 99 Cited by 177 Related articles All 7 versions 

Combined fingerprint acquisition and control device 
AIN Senior - US Patent 6,400,836, 2002 - Googie Patents 
... stored in these computers, such users have a strong interest in maintaining the security ... The system, 
or the attached computer, could maintain a flag which contains data indicating the ... the finger for 
authentication, ensuring a high level of security is maintained without interrupting ... 
• gg Cited by 233 Related articles All 4 versions 
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Information processing device, application software start-up system, and application 
software start-up method 
M Hirabayasni, Hasnirnoto.... - US Patent pp. 19 2019 - Googi€ Pi tE.,nts 
... US 201916535574 A US201916535574 A US 201916535574A US 2019362061 Al 
US2019362061 Al US 2019362061A1 Authority US United States Prior art keywords biometric 
information information user processing device dynamic biometric Prior art date ... 

gg All 2 versions Z
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Combined fingerprint acquisition and control device 
AW Senior -US Patent 6,400,936, 2002 - Sour)le Patents 
... The status flag, along with the finger coordinates extracted at steps 450 and 460, are transmitted 
to the relevant computer software at step 490 ... 22. The system of claim 1 further comprising a data 
transmission circuit for transmitting said at least one contact parameter to the ... 
• 99 Cited by 233 Related articles All 4 versions Deo 

Method and system hi a client-server for autornatically converting messages from a first 
format to a second format compatible with a message retrieving device 
ST Seg - US Patent 6,212,550, 2001 Googie Patents 

(d) receiving a transmit selected message command from one of the one or more subscriber units 
for selecting a message to be transmitted to the ... of claim 14, wherein step (a) further includes the 
steps of: (al) receiving a message query; (a2) transmitting a greeting ... 
* OD Cited by 553 Related articles All 2 versions 

Communication interface device for managing wireless data transmission between a 
vehicle and the Internet 

Koils- LIS Patent 7,003,289, 2006 Google Patents 
Communication interface device for managing wireless data transmission between a vehicle 
and the Internet. Download PDF Info ... patent/US6615186B1/en 2000-06-14 Priority to 
US09/593,881 priority patent/US7003289B1/en 2000-06-14 Application filed by USA Technologies ... 
4g- DID Cited by 204 Related articles All 2 versions De 

for managing, controlling and enabling data transmission from a first device to at 
least one other second device, wherein the first and second devices are on different ... 
A Yettssefiart, R Tabbara S Patent App. 14/099950, 2014 - Scrogie Patents 
... Social applications; Multiplayer Games; Group Chat Rooms; Event Broadcasting; Real-time 
Collaboration; Real ... the customer by asking for photo ID using the secure data transmission 
protocols as ... The communication medium can include any suitable means of transmitting and ... 
* OD Cited by 23 Related articles All 2 versions DO 

Using a first device to engage in a digital rights management transaction on behalf of a 
second device 
A Nann, MA DeMello US Patent 7185,363, 2007 - Googie Patents 
... 6 is a block diagram of an exemplary system in which content may be acquired; ... by remote 
processing devices that are linked through a communications network or other data transmission 
medium ... use of the content in the presence of the first private key; and. transmitting the data .. . 
• pg Cited by 57 Related articles All 2 versions VI> 

Method and apparatus for acquiring, maintaining, and using information to be 
communicated in bar code form with a mobile communications device 
VT Gobburu, K .Narayanan, N LiS Patent 2004 - Google Patents 
Method and apparatus for acquiring, maintaining, and using information to be communicated 
in bar code form with a ... Info ... US 6736322 B2 US6736322 B2 US 6736322B2 Authority US United 
States Prior art keywords information communications device mobile communications ... 
• OD Cited by 585 Related articles All 4 versions DO 

Physiological data acquisition for integration in a user's avatar via a mobile 
communication device 

Nihtlia - US Patent 10/988797, 2.005 - Googie Patents 
... a user involves acquiring physiological data associated with the user and transmitting the 
physiological ... fitness data, including various processed data and avatar depictions, and transmit 
the fitness ... In response to transmission of the monitoring signals, the resistance between a ... 
* DO Cited by 142 Related articles All 2 versions VI> 
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Dynamic bandwidth monitor and adjuster for remote communications with a medical 
device 
CC NE:SOn, RA Stauffer, CR Stomberg US Patent 0,504,104, 2003 - Googie Patents 
... For example, the IMD may contain a transmission device capable of transmitting through human 
tissue such ... 1, IMD 112 is equipped with or linked to a transmission and receiving device such .. . 
patient physiologic data detected by a deployed IMD 112 will be transmitted via IMDNI 

OD cited€ by 42€1 Related articles Ali 4 versions Di> 

Wreiess inter-device data processing configured through inter-device transmitted data 
R Dua - US Patent 3,244,179, 2012Googie Patents 
US8244179B2 - Wireless inter-device data processing configured through inter-device 
transmitted data - Google Patents. Wireless inter-device data processing configured 
through inter-device transmitted data. Download PDF Info ... 
* Og Cited by 620 Related articles All 4 versions t*

Multiple protocol smart card communication device 
VV C Sonneau, Viihelmsen, US Patent ... , 2003 Google Patents 
... of personal identification information, like personal identification number [PIN] or biometric data; ... 
the valid smart card communication protocol in a dynamically reconfigurable manner ... different 
communication protocols utilize different modulation techniques to transmit and receive ... 
4r 90 Cited by 315 Related articles All 2 versions tt ,
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5c-foot/Az and Tacimical 
information C..entet 

Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start Up Method' 
Published Online (USPTO 20190362061) 

in: Information Technology Newsweekly. Dec 17, 2019, 2279: NewsRX LLC 

Language: English, Abstract: 2019 DEC 17 (VerticalNews), By a News 

Reporter-Staff News Editor at information Technology Newsweekiy --

According to news repo 1`.ng origin a t iflg from Weshin Eton. D.C., by 

VerticalNews journalists, a patent application f...] (AN: edsarl.608720217), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software -- Methods; Software --

Intellectual property; Control equipment -- Methods; Control equipment --

Intellectual property 
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RAM Dumps, Hash Algorithms, Smearin 
Encryption, and Order of Voiatility 

By: Harmon, Michael J. Computer internet Lawyer. Ju€12020. Vol.. 37 issue 

6, O-18. 11 p, Abstract: The article discusses that digital evidence created 

and stored on computers, smartphones, and other digital devices has 

become increasingly important in criminal investigations and trials. it 

mentions that volatile memory forensics can be classified into two major 

types: live analysis and acquiring and analyzing RAM dumps; and also 

mentions that memory on a live computer is constantly changing during 

acquisition of a random access memory (RAM) dump. (AN: 143053261), 

Database: Computer Source 

Subjects: ELECTRONIC evidence; SMARTPHONES; CRIMINAL 

investigation; RANDOM access memory; FLASH memories 
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mode, the device receives one or more communications. After receiving 

the one or more communications, the device deter₹s an alert condition for 

the reduced notific.ation mode. In response to detecting the alert condition 

for the reduced notification mode. the device displays a first user inte€face 

that includes a first affordance which, when activated, causes deactivation of 

the reduced notification mode of the electronic device. in response to 
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lnd₹anapol₹s, IN : Wiley. 2015. eBook. Description: o₹  the world's most 

renowned security technologist, Bruce Schneier, this 20th Anniversary 

Edition is the most definitive reference on cryptography ever published and is 

the seminal work on cryptography. Cryptographic techniques have 

applications far beyond the obvious uses of encoding and decoding 

information. For developers w₹ s need to know about capabilities, such as 

digital signatures, that depend on cryptographic techniques, there's no better 

overview than₹ Applied Cryptography, the definitive AN 535854), 
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at the First International Confe.rence on intelligent Computing and 

Communication (lClC2) 2016. The prime areas of the conference are 
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presented at iCiCT 2016: Second internationa₹ Congress on information and 

Communication Technology. 1'₹he conference was held during 12-13 
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Foundation, and Computer Society of India Division IV - Communication 
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By: Ghappour„Ahmed. Stanford Law Review Apr2017, 69' Issue 4, 

pi 0751136, 62p. Abstract The use of hacking tools by law enforcement to 

pursue criminal suspects who have anonymized their communications on 

the dark web presents a looming flashooint between criminal procedure and 

international law. Criminal actors who use the dark web (for instance, to 

comma crimes or to evade authorities) obscure digital footprints left behind 

with third parties, rendering existing surveillance methods obsolete. In 

response, la', enforcement has implemented hacking techniques that 

deploy surveillance software over the Internet to directly access and control 

criminals' devices. The practical reality of the underlying technologies makes 

it inevitable that .foreign-loceted computers will be subject to remote 

"searches" and "seizures." The result may well be the greatest 

extraterritorial expansion of enforcement jurisdiction in U.S. law enforcement 

history. This Article examines how the government's use of hacking tons can 

the dark web profoundly disrupts the legal architecture on which cross-border 

criminal investigations rest. These overseas cyberoperations raise 

increasingly difficult questions regarding who may authorize these ;activities, 

where they may be deploye.d, and against whom they may iawfully be 

executed. The rules of criminal procedure fail to regulate law enforcement 

hacking because they allow these critical decisions to be made by rank-and-

fiie officials despite potentially disruptive foreign relations implications, This 

Article outlines a regulatory framework that reallocates decisionmaking to the 

institutional actors who are best suited to determine U.S. foreign policy and 

avoids sacrificing law enforcement's ability to identify and locate criminal 

suspects who have taken cover on the dark web. [ABSTRACT FROM 
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Chakraborty, Udit Kr; Singh, Chingtham pante. Series: Advanced 

Computational and Communication Paradigms, Volume 2. Singapore : 

Springer. 2018. eBook. Description: The book titled Advanced Computational 

and Communication Paradigms: Proceedings of international Conference 

ICACCP 2.0 .17, Volume 2 presents refereed high-quality papers of the 

First international Conference on Advanced Computational and 

Communication Paradigms (iCACCP 2017) organized by the Department of 

Computer Science and Engineering, Sikkim Manipal institute of Technology, 
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By: Suzuki, J.; Nakano, Tadashi; Moore, Michael John. Series: Modeling and 

Optimization in Science and Technologies, v. 9. Charm Switzerland : 

Springer. 2017, eBook. Description: This book reports on cutt.ing-edge 

modeling techniques, methodologies and tools used to understand, design 
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By: Arya, Kann Veer; Bhadoria, Robin Singh; Chaudhari, Narendra S. 

Singapore : Springer. 2018, eBook, Description: The book covers a wide 

range of wireless communication and network technologies, and will help 

readers understand the role of wireless technologies in applications touching 
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Boca Raton : CRC Press. 2012. eBook. Description: Winne.r of a 2013 
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g€oundbr'eaking refe€ence, The Human—Computer Inter'€action Handbook: 

Fundamentals; Evolkfing Technologies, and Emerging Applications raises the 
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HCl theories, principles, advances, case studies, and more that exist within a 
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By: Rattner, Hass(); Christoph; Leifer, Larry. Series: Undestanding 

innovation, Chem, Switzerland : Springer, 2018. eBook. Description: This 

book summarizes the results of Design Thinking Research Program at 

Stanford University in Pak Alto, California, USA and the Hasso Plattner 

institute in Potsdam. Germany, Offering readers a closer look at design 

thinking, its innovation processes and methods, it covers topics ranging from 

how to design ideas, methods and technologies, to creativity experiments 

and creative collaboration in the real world, and the interplay between 

designers and engineers. But the topics go beyond this in their ,., (AN 

1622.553), Database: eBook Index 
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By: Saini, H. S.; Singh, Ravi Kishore, Patel, Vishal M.; Santhi, K.; 

Rainganayakulu₹, S. V. Series: Lecture Notes in Networks and Systems, 

volume 33. Singapore : Springer, 20'i9. eBook. Description: The book is a 
collection of best selected research papers p€esented at 6th international 

Conference on innovations in Electronics and Communication Engineering 
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By: Sherratt ; Simon; Dey, Nilanjan; Joshi; Amit. Series: Advances in 

Inte,iligent Systems and Computing, v.. 797. Singapore : Springer. 2019.. 

eBook. Description: The book includes selected high-quality research papers 

presented at the Third international Congress on Information and 

Communication Technology held at Brunel University; London on February 

27-28, 2018. It discusses emerging to  pertaining to information and 

communication technology OCT) for manage€ial appiications, 
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a series of conferences on Wireless Communications. Networking and 
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broad variety of disciplines involved in this research and (AN 108796), 

Database: eBook index 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; 

COMPUTERS 1 Information Technology; COMPUTERS / Networking 

Hardware; Computer networks--Congresses; VVireless communication 
systems—Congresses 
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26. loT and Edge Computing for Architects 
Implementing Edge and loT Systems From 
Sensors to Clouds with Communication Systems, 
Analytics, and Security, 2nd Edition 

By: Perry Lea. Birmingham : Packt Publishing. 2020. eBook. Description: 

Learn to design, implement, and secure your infrastructure. Revised and 

expanded for edge computing.Key FeaturesBuild a complete loT system 

that's the best fit for your organizationtearn about different concepts, tech, 

and trade-offs in the ioT architectural t• per  the theory and 

implementation of each element that comprises U: designBook 

DescriptionindUstries are embracing loT technologies to improve operational 

expenses, product life, and people's well-being. An architectural guff (AN 

2391882), Database: eBook index 

Subjects: COMPUTERS / Hardware / General; COMPUTERS / Distributed 

Systems / General; COMPUTERS / Networking / Hardware 
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27. nform all on and Communication Technologies in 
Tourism 2019 : Proceedings of the international 
Conference in Nicosia, Cyprus, January 30 
—February 1, 2019 

By: Pesonen, Juho; Neidhardt, Julia, Chem, Switzerland : Springer, 2019. 

e.Book. Description: This book provides an extensive, up-to-date overview of 

the ways in which information and communication technologies (ICTs.) can 

be used to develop tourism and hospitality. The coverage encompasses a 

wide variety of topics within the field, including virtual real€ty, sharing 

economy and peer-to-peer accommodation, social media use, hotel 

technology, big data, robotics, and recommendation systems, to name but a 

.iew. The content is based on the 2019 ENTER eTeurism conference, 

organized in Nicosia, Cyprus (AN 1983793), Database: eBook index 

Subjects: BUSINESS & ECONOMICS 1 Industries Hospitality; Travel & 

Tourism; BUSINESS & ECONOMICS / Industries Service; BUSINESS & 

ECONOMICS Information Management; BUSINESS & ECONOMICS/ 

E-Commerce /Online Trading; COMPUTERS / Online Services; 

COMPUTERS / Electronic Commerce; Hospitality industry--Computer 

network resources--Congresses; Information technology--Congresses; 

Tourism--Data processing--Congresses; Tourism--Computer network 

resources--Congresses; Hospitality industry--Data processing--Congresses 
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28. Information and Communication Technology for 
Sustainable Development Proceedings €sf 
ICT4SD 2016, Volume 1 

By. Mishra, Durgesh Kumar, Nayak, Malaya Kumar; joshi, Amit. Series: 

information and Communication Technology for Sustainable Development, 

Volume 1 . Singapore : Springer. 2010.. eBook, Description: The book 

proposes new technologies and discusses future solutions for des₹gn 

infrastructure .f0r ICT, The book contains high quality submissions presented 

at Second International Conference on Information and Communication 

Technology for Susta₹nabie Development (ICT4SD - 2016) held at Goa, India 

during 1 - 2 July, 2016. The COnterenCE: stimulates the cutting-edge research 

discussions among many academic pioneering researchers, scientists, 

industrial engineers, and students from all around the world. . .. (AN 

1630855), Database: eBook index 

Subjects: TECHNOLOGY & ENGINEERING / Engineering (General); 

COMPUTERS Design, Graphics & Media I CAD-CAM; COMPUTERS / 

Data Science / Data Analytics; TECHNOLOGY & ENGINEERING / 

Telecommunications; Sustainable development--Congresses; Information 

technology--Congresses 
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29. S&fie Biometrics Advances and Challenges 
By: Ajita Rattani; Reza Derakhshani; Awn Ross. Series: Advances in 

Computer Vision and Pattern Recognition. Edition: 1st ed. 2019. Chain : 

Springer. 2019. eBook. Description: This book highlights the field of selfie 

biometrics, providing a clear overview and presenting recent advances and 

challenges. It also discusses numerous seifie authentication techniques on 

mobile devices. Bioirietric authentication using mobile devices is becoming 

a convenient and important means of verifying identity for secured access 

and services such as telebanking and electronic transactions. in this context, 

face and ocular biometrics in the visible spectrum has gained increased 

attention from ... (AN 225553Z, Database: eBook index 

Subjects: COMPUTERS Artificial Intelligence / Computer Vision & Pattern 

Recognition; COMPUTERS I User Interfaces 
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30. A Comprehensive Guide to 5G Security 
By: Liyanage, Madhusa ka; Ahmed, ijaz.; Abro, Ahmed Bux; Gurtov, Andrei; 

Ylianttila, Mika. Hoboken, NJ Wiley. 2018, eBook. Description: The first 

comprehensive guide to the design and implementation o` security in 5G 

wireless networks and devices Security models for 3G and 4G networks 

based on Universal SIM cards worked very well. But they are not fuily 

applicable to the unique security requirements of 5G networks. 5(3 will face 

additional challenges due to increased user privacy concerns, new trust and 

service models and requirements to support loT and mission-critical 

applications. While multiple . books already exist on 5G. this ,., (AN 168227V), 

Database: eBook index 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; Mobile 

communication systems—Security measures; Wireless communication 

systems—Security measures 
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6/7/2020 acquiring static biometric information by a static... - Google Scholar 

A novel force sensitive tablet for handwriting information acquisition 
Z P Fang, M Meng, F Shen - Chinese Conference on Blometrie 2004. - Springer 
... and chemical biometrics such as DNA and body odor have been acquired and analyzed ... As a 
comparison, another experiment was done to acquire handwriting information from the same ... 
Experimental results show that the tablet is indeed capable of obtaining forces, trajectory ... 
• gg Cited by 21 Related articles All 8 versions 

An anti-spoofing technique using multiple textural features in fingerprint scanners 
E Marasco, C Sansone - 2010 iLEE workshop on biometric ... , 2010 - leeexpiore.ieee.org 
... The effectiveness of the algorithm depends on efficient extraction of the evolving pattern from 
images acquired in two ... Performances depend on the technology of the sensor used to acquire 
the fingerprint images ... Aliveness detection of fingerprint using multiple static features ... 
• gg Cited by 41 Related articles All 2 versions 

Fingerprint sensing device and recognition system having predetermined electrode 
activation 
AG Knapp US Patent 5,325,442, 1994 - Googie Patents 

G—PHYSICS; G11-INFORMATION STORAGE; G11C-STATIC STORES; Gl1C11/00—Digital 
stores ... characters or for recognising patterns, eg fingerprints; G06K9/00006—Acquiring or 
recognising ... electrodes, according to the ridge/trough pattern of the fingerprint, and hence .. . 

gg Cited by 401 Related articles All 3 versions VI] 

Methods and apparatus for acquiring a swiped fingerprint image 
DJ Geoffrey, Jj Buxton .- US Patent 8,077,935, 2011 - Google Paa..e.3ts 
... printed or written characters or for recognising patterns, eg fingerprints; G06K9/00006—Acquiring 
or recognising ... scan of the drive plates, a linear one-dimensional slice of the fingerprint is acquired . . . 
In order to acquire a useful fingerprint image, the user must position the finger . .. 
• gg Cited by 95 Related articles All 4 versions to$> 

Combining perspiration-and morphology-based static features for fingerprint iiveness 
detection 
E Marasco, C Sansone - Pattern Recognition Letters, :0X12 Elsevier 
... to capture the non-regular shape typical of the ridges in an image acquired from a ... The formula 
for this static measure SM is given from the following:(8) SM = k = 11 ... The considered sensors 
are optical and the employed fingerprint sensing mechanism acquires the image by ... 

gg Cited by 78 Related articles All 6 versions 

Fusion of static and dynamic body biometrics for gait recognition 
L i--iNing, T Tan 'vli l--lu lEE.E Transactions on circuits 20()4 ieeexpiore.ieee.org 
... C. Overview of the Approach For obtaining optimal performance, an automatic person identification 
system should ... mean shapes from multiple sequences of the same subject, we may acquire an 
exemplar by ... [4] A. Bobick and A. Johnson, "Gait recognition using static activity-spe 
* gg Cited by 478 Related articles All 22 versions 

Combined fingerprint acquisition and control device 
AW Senior - US Patent 5,490,835, 2002 Googie Patents 
... 5. The system of claim 3 wherein said system repeatedly acquires fingerprint images and ... said 
system comprising: a fingerprint image acquisition scanner for acquiring a fingerprint image ... an 
image processor for extracting from said acquired fingerprint image a two dimensional ... 
* OP Cited by 233 Related articles All 4 versions Di> 

Fingerprint silicon replicas: static and dynamic features for vitality detection using an 
optical capture device 

Coii, GL Marcialis, Roli international Journal of image and ..., 2008 Worid Scientific 
... The system acquires consecutive frames during the rotation of the fingertip ... In order to investigate 
static and dynamic features, we collected a multiple- frames/multiple-impressions ... Images were 
acquired from 82 different fingerprints from 50 people aged between 20 and 70 and ... 
• gg Cited by 47 Related articles All 6 versions t* 
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Enclosure and biometric data collection for fingerprint sensor device 
L CYgorrnan,1Alki Miller • US Patent 6970584 20 e P, 05 - Googi atents 

US7139414B1 (en) ", 1999-06-24, 2006-11-21, Nec Corporation, Method for removing static 
electricity in ... en), 2004-05-07, 2009-06-02, Yt Acquisition Corporation, System and method for 
upgrading biometric data ... Methods and apparatus for acquiring a swiped fingerprint image . . . 

90 Cited by 131 Related articles All 4 versions VS) 

Fingerprint recognition system 
KS C,..... pag ne, Zurek.._ US Patent App. 11 *)06 Goopie Patents 
... or written characters or for recognising patterns, eg fingerprints; G06K9/00006—Acquiring or 
recognising ... A swipe-based sensor can acquire higher resolution images of the finger using only ... 
Different mechanisms are employed for obtaining a fingerprint image as the finger is ... 
* gli) Cited by 94 Related articles All 2 versions DO 
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w3
4.3' 

acquiring dynamic biometric information from a body of a user by a dyna 

Q. Ea News 71.;..1 rn.ages ‹.9 €.hocping f More Setings 

About 34,100 results (0.49 seconds) 

www.google.com/patents/US20070253602 

Biometric data acquisition device, biometric data ... 
A biometric data acquisition device for acquiring data of a living body by ... 

Preferably, in the biometr€c data acquisition device according to the first „. The 

quality of acquired vein pattern infcr'rriat€on can be improved while the dynamic range 

is ... authentication control unit 22 reads out user ID in the memory 19 and sends it ... 

App. - Filed Apr 25, 2007 - Published Nov 1, 2007 - Kazuhiko Amano - Seiko Epson 

Corporation 

Overview • Related • Discuss 

www.google.com/patents/US20160217310 

System and method for partial fingerprint enrollment and ... 
The mobile device includes a fingerprint registration unit configured to receive ... user 

are acquired and system registers the user by storing biremtric information 

App. Filed Jan 27, 2016 - Published Jul 28, 2016 -Jidnya Samir SHAH -Samsung 

Electronics Co., Ltd. 

Overview • Related • Discuss 

www.google.comipatents/US8063889 

Biometric data collection system 
Other data about the user may be acquired during use of the touch screen. This data 

and information may be obtained about the user without the user being ... 

Grant - Fi€ed Apr 25, 2007 - Issued Nov 22, 2011 - Bruce W. Anderson - Honeywell 

international Inc. 

Overview Related • Discuss 

vyww.google.cornipatents/US9373047 

Biometric authenticat€on device, biometric authentication ... 
A biornetris authentication device includes a photographing unit configured to 

photograph a biological body aid acquire biological body information; ... 

Grant - Filed Mar 9, 2012 - Issued Jun 21, 2016 - Takahiro Acid - Fujitsu Limited 
Overview Related • Discuss 

www.google.cornipatents/US7020308 

Personal authentication system using biometrics information 

...•

A personal authentication syatam using biometrics information, which or to 

acquire and use time series data such as voice, keystroke or dynamic signature. 

Grant - Filed Aug 15, 2000 - Issued Mar 28, 2.006 - Takashi Shinzaki - Fujitsu Limited 

Overview • Related • Discuss 

www.google.com/patents/US9314193 

Biometric apparatus and method for touch-sensitive devices 
Contact data resulting from sensing contact between a uses body part and a touch 

sensor of the electronic device is acquired, from which a ... 

Grant - Filed Oct 13, 2012 - Issued Apr 19, 2016 - Waleed Sami Haddad - Biody, inc. 

Overview • Related • Discuss 

www.google.com/patents/US8797140 

Biometric authentication method and biometric authentication ... 

'*1 
taaseZea 

... first biornetric information of the user, providing first authentication, obtaining ... 

Clock diagram illustrating a configuration of a biometric authentication device ... vein 

constitutes information of an inte:nal part of a living body, which is unaffected... a 

group of registrants whose b€omelatc interrnation previously acqu€red for the .„ 

Grant - Filed Mar 3, 2008 - Issued Aug 5, 2014 - Takashi Shinzaki - Fujitsu Limited 

Siga in 
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Overview • Related • Discuss 

WWW.google.com/patents/CN101099676A?cl.en 

Biological information acquisition device, method for ... 
A biological information acquisition device that acquires information from a ... and 

reflected light from the biological body irradiated' ith fight by the light source; and ... 

with reference to patent documentation 1) of fingerprint, iris or the vein pattern ... Yet 

since illumination light be defined by the dynamic range of light, so, exist ... 

App. - Filed May 15, 2007 - Published Jan 9, 2008 - ffAig - 
Ant-: AtAiatt 
Overview • Related • Discuss 

WWW.google.com/paterits/US9400911 

Fingerprint sensor and integratable electronic display 
A fingerprint sensor which includes a conductive iayer which is iricorporatable within 

an electronic display is disclosed. The fingerprint sensor also includes a ... 

Grant - Filed May 3, 2011 - Issued Jul 26, 2016 - Richard Alexander Erhart - Synaptics 

Incorporated 

Overview • Related • Discuss 

www.google.com/patents/US2CI160349104 

Biometric monitoring device having a body weight sensor, and ... 
A system comprising a biometric monitoring device including a housing including a 

platform to receive at ieast one foot of the user, a body weight sensor to ... 

App. - Filed Jul 26, 2016 - Published Dec 1, 2016 - Shelten Gee Jao Yuen - Fitbit, 

Overview • Related • Discuss 
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6/7/2020 receiving the dynamic biometric information by the... Google Scholar 

Method and wireless device for establishing a communication interface for a 
communication session 
NJ Jenniges, Pj -Smith, .€T jobiing, S Gupta.„ US Patent 2005 - Googie Paten€s 
... or content conversion, eg adaptation by the network of the transmitted or received information 
for the ... 2 may start with the wireless device 120 (eg, via the controller 230) receiving presence 
information ... 9 , for example, the user may receive an e-mail message from Buddy #2. As ... 
-,43r- in Cited by 167 Related articles All 4 versions Vi> 

Digital electronic still camera which receives an input/output control program through a 
detachable communication interface card 
H Fukuoka US Patent 6,104,430, 2.000 - Google Patents 
Digital electronic still camera which receives an input/output control program through a detachable ... 
The camera 30 includes a card connector 17 for receiving two PCMCIA type cards such as a ... is 
that the digital electronic camera can remotely transmit and receive images from a ... 
* gi) Cited by 260 Related articles All 2 versions U 

Rechargeable mobile hand-held fingerprint scanner with a data and power 

communication interface 
cvv NelcCiurg,O Bruneii, W( Scott US Patent 6,886,104, 2005 .. Googie Patents 
... Mobile use is increasingly desired in biometric applications, such as law enforcement ... 150 can 
be any type of computer, processor(s), or logic which can receive and process ... rate of charging) 
of a rechargeable battery 224 when fingerprint scanner 102 is receiving power through ... 
* Eig Cited by 240 Related articles All 2 versions W 

Personal communication system to send and receive voice data positioning information 
rvIL Obradovich, Dinkei, v Kent US .Patent 6,148,261, 2000 - Googie Patents 
Personal communication system to send and receive voice data ... US 87995597 A US87995597 
A US 87995597A US 6148261 A US6148261 A US 6148261A Authority US United States Prior 
art keywords map processor map information information communicator Prior art ... 
* 99 Cited by 643 Related articles All 2 versions

„ communications between networks by translating communications received in ip 
protocol to non-ip protocol to remove address and routing services information 
al Gelb - US Potent 5,550,964 1996 Google .Patei-its 

UDP provides an connectionless delivery service to send and receive packets from specific 
processes between sending and receiving nodes of ... When a response is received, motherboard 
20 translates the response from TCP/IP format back into IPX format and transmits it . .. 
• 99 Cited by 524 Related articles All 2 versions W 

Method and system€ in a client-server for automatically converting messages from a first 
format to a second format compatible with a message retrieving device 
ST Segur - Us Patent 6,21.2,550, , 1 - GOOgie P;':itentS 
... with one or more subscriber units, a communication interface adapted to receive one or ... units 
and for automatically converting one or more of the received messages from a ... communications 
client-server, comprising; a plurality of communication interfaces for receiving a plurality ... 
* 99 Cited by 553 Related articles All 2 versions DO 

Dynamic modification of a messaging language 
OK ThOrn - US Patent 8,010,338, 2011 - Google Patents 
... Communication device 110 may then receive a request to initiate an outgoing message in 
response to the ... associated with a received message or with a sender of the received message ... 
1. A method performed in a communication device, the method comprising: receiving, by an ... 
* DO Cited by 185 Related articles All 4 versions Vt> 

Method for securing communication by selecting an encoding process using a first 
computer based upon ability of a second computer and deleting the process 
Ssl Boma - US Patent 6,446,210, 2002 - Soc4e Patenis 
... Upon receiving the information, an Internet server provides it to an encryption means for decryption . . . 
[. //Receive data ... The processor 54 characterises the biometric information samples in 
accordance with the process received from the server 51 and the characterisations are ... 
* 99 Cited by 164 Related articles All 2 versions W 
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Portable ECG device with wireless communication interface to remotely monitor 
patients and method of use 

Brodnick Rowiandsen - US Patent 6,970,737, nos Google Patents 
... which sends the GPS initialization signal to the ECG device, and once received, the ECG ... a lead 
wire assembly, each lead wire having a transducer capable of receiving an ECG ... a wireless 
communication interface integrated with the ECG monitor to receive patient ECG data ... 

95 Cited by 78 Related articles All 2 versions i* 

Mobile device interface with dual windows 
CI_ Chiang; CP Chiang, CW Tai CY Chen - US Patent 8600446, 2013 Googie .Pate:nts 
... has a Global Positioning System (GPS) receiver embedded in it to provide location information ... 
However, a GPS-enabled device generally receives location signals 108 from several satellites ... 
116 is another mobile device, the call is routed through a second wireless network ... 

00 Cited by 416 Related articles All 4 versions Of) 
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5c-foot/Az and Tacimical 
information C..entet 

INFORMATION PROCESSING DEVICF, 
APPLICATION SOFTWARE START-UP 
SYSTEM, AND APPLrATrIN SOFTWARE 
START-UP METHOD 

Patent Appiication: 16/535574. Filed: Augw.-1 09, 2019. Published: November 

28, 2019. Database: •USPTO Patent Applications 

Abstract: The purpose of the present invention is to p€cvide a portable 

terminal and an applic tion software start-₹ip system whereby the application 

software that is started up is limited depending on the state of a user, 

thereby providing an irnp€oved ease of use. For this purpose, an application 

softare start-up method for an information proceK-Iing device comprises: 

performing identity authentication based on static biologicai information; 

determining the state of the user by comparing dynamic biological 

information acquired from the body of the user with previously measured 

dynamic bioloc.licai information; and iirniting the application software that is 
started₹ up in accordance w€th the determined state of the user and on the 

basis of a permission level that is set in advance for each applicatio₹

software item. 
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2. Possibilities of dynamic biometrics for 
authentication and the circumstances for using 
dynamic biometric signature. 

By: Hortai, Frantisek. JOUTIM1 of Systems integration (1804-2724) , 2018, Vol. 
9 Issue 1, p3-18, 16p Abstract: New information technologies alongside 
their benefits also bring new dangers with themselves. It is difficult to decide 
which authentication tool to use and implement in the information systems 
and electronic documents. The final decision has to compromise among the 
facts that it faces several conflicting requirements: highly secure tool, to be a 
user-friendly and user simplicity method, ensure protection against errors 
and failures of users, speed of authentication and provide these features for 
a reasonable price. Even when the compromised solution is found it has to 
fulfill the given technology standards, For the listed reasons the paper argues 
one of the most natural biometric authentication method the dynamic 
biometric signature and lists its related standards. The paper also includes 
measurement evaluation which solves the independence between the 
person's signature and device on which it was created. [ABSTRACT FROM 
AUTHOR]; DOI: 10,20470/Isi.v9i1.328; (AN 128354732), Database: Applied 
Science & Technology Source 

Subjects: Information technology; Biometric identification; Electronic 
authentication 
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3. Evaluation of stability of swipe gesture 
authentication across usage scenarios of mobile 
device.

By: E€lavarason, Elakkiya; Guest, Richard; Deravi, Farzin. ELIF?ASIP Journal 

on Information Security , 3117/2020, Vol. 2020 Issue 1, p1-14, 14p Abstract: 

Background: User interaction with a mobile device predominantly consists of 

touch motions, otherwise known as swipe gestures, which are used as a 

behavioural biometric modality to verify the identity of a user. Literature 

reveals promising verification accuracy rates for swipe gesture 

authentication. Most of the existing studies have considered constrained 

environment in their experimental set-up. However, real-life usage of a 

mobile device cons€sts of several unconstrained scenarios as well. Thus, our 

work aims to evaluate the stability of swipe gesture authentication across 

various usage scenarios of a mobile device. Methods: The eva€uations were 

performed using state-of-the-art touch-based c€assifcation 

algorithms—support vector machine (svm), k-nearest neighbour (kh€N) and 

naive Bayes—to evaluate the robustness of swipe gestures across device 

usage scenarios. To simu€ate real-life behaviour, multiple usage scenarios 

covering stationary and dynamic modes are considered for the analysis. 

Additionally, we focused on analysing the stability of verification accuracy for 

time-separated swipes by performing intro-session (acquired on the same 

day) and inter-session (swipes acquired a week later) comparisons. Finally, 

we assessed the consistency of individual features for horizontal and vertical 

swipes using a statistica€ method. Results: Performance evaluation results 

indicate impact of body movement and environment (indoor and outdoor) on 

the user verification accuracy. The results reveal that for a static user 

scenario, the average equal error rate is 1%, and it rises significantly for the 

scenarios involving any body movement—caused e€ther by user or the 

environment. The performance evaluation for time-separated swipes showed 

better verificat€on accuracy rate for swipes acquired on the same day 

compared to swipes separated by a week. Finally, assessment on feature 

consistency revea€ a set of consistent features such as max€mum slope, 

standard deviation and mean velocity of second half of stroke for both 

horizontal and vertical swipes. Conclusions: The performance eva€uation of 

swipe-based authentication shows variation in verification accuracy across 

different device usage scenarios. The obtained results challenge the 

adoption of swipe-based authentication on mobile devices. We have 

suggested ways to further achieve stability through specific template 

selection strategies. Ad€ditionally, our evaluation has established that at least 

6 swipes are needed in enrolment to achieve acceptable amuracy. Also, our 

results conclude that features such as maximum slope and standard 

deviation are the most consistent features across scenarios. [ABSTRACT 
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FROM AUTHOR]; DOE: 10„1186/s13635-020-00103-0; (AN 142293805), 

Database: Applied Science & Technology Source 

Subjects: Support vector machines; Biometric identification; Classification 

algorithms; Standard deviations; Biomet€y; Gesture; Body movement 

HTML Full Text PDF Ful₹ Text (2MB) USPTO Full Text Options 

4. information processing device, application 
software start-up system, and application software 
start-up method 

Sy: Maxell, Ltd US Patent: 10423,769. Filed: June 12, 2014, Issued: 

September 24, 2019. Database: USPTO Patent Grants 

Abstract: The purpose of the present invention is to provide a portable 

terminal and an applicat€on software start-up system whereby the applicat€ion 

software that is started up is limited depending on the state of a user, 

thereby providing an improved ease of use. For this purpose, an application 

software start-up method for an information processing device comprises: 

perform'?€Fig identity authentication based on static biological information: 

determinhig the state of the user by comparing dynamic biological 

information acquired fro€; the body of the user with previously measured 

dynamic biological information: and limiting the application software that is 

started up in ≤ccordance with the determined state of the user and on the 

basis of a permission level that is set in advance for each application 

software item. 

AN: edspgr.10423769 
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5. METHOD FOR REGISTERING AND 
AUTHENTICATING BIOMETRIC DATA AND 
ELECTRONIC DE:X.1CP THEREOF 

Patent Application: 16/469002. Filed: November 20, 2017. Published: 

October 17, 2019. . Database: USPTO Patent Applications 

Abstract: The present invention is for registering and authenticating 

biometric data in an electronic device, the electronic device includir : a 

di.;play including a touch sensor; a fingerprint sensor for acquiring 

fingerprint data through at least a partial region of the display region ₹'i the 

display; and a processor. Here, the processor can be set to: acquire first 

touch informatio₹1 from a first user input using the touch sensor, in 

response to the first user input for registering a €ingerprint of a user; acquire 

first .fingerprint data using the .fingerprint sensor: register the first fingerprint 

data as fingerprint information based on the f€rst touch information, the 

registering operation including an operation for classifying the first fingerprint 

data based on the first touch information; acquire second touch 

information from a second user input using the touch sensor, in response 

to the second user input for authenticating the fingerprint of the user; 

acquire second fingerprint data using the fingerprint sensor; select a 

candidate group for comparison from among the fingerprint information 

based on the second touch information; and compare fingerprint data 

included in the candidate group with the second fingerprint data. 

AN: edspap.20190318073 

USPTO Full Text Options 

6 AUTOMATIC SENSOR POSITIONING FOR 
SIOMETRIC SENSING 

Patent Application: 161721455, Filed: December 19, 2019. Published: April 
23, 2020. , Database: USPTO Patent Applications 

Abstract: A method for positioning a sensor configured to receive biometric 

signals includes receiving a Nom trio signal using a biometric sensor at a 

first position, the biometric signal comprising a set of raw biornetric signal 

data. in some implementations, signal analysis is used to determine whether 

at least one signal criteria is met and to de:ten-nine whether the niometric 

sensor is moved from the first position to a second position. 

AN: edspap..20200124863 
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7. Biometric-based authenticat€ors scheme for 
implantable Medical Devices during emergency 
situations 

By Bi.E:Ikhouja, Taha; Du, Xiaojiang: Mohamed, Amr; Al-Ali, Abdo Ha K.; 
Guizani; Mohsen. In Future Generation Computer Systems, September 2019 
98:109-119 Language: English. DOI: 10.1016/j.future.2019.02.002 Abstract; 
Biometric recognition and analysis are among the most trusted features to 
be used by Implantable Medical Devices ()Ms). We aim to secure these 
devices by using these features in emergency scenarios. As patients can 
witness unpredictable lethal accidents, any implantable medical device 
should allow access to urgent medical interventions from legitimate parties. 
Any delay in providing immediate medical support can endanger the patient's 
life. Hence, we propose in this work an authentication scheme that allows 
access to the implanted devices in emergency situations for only legitimate 
users. We have designed in the first place a scheme for authentication 
using Electrocardiogram instantaneous readings. Then, we joined the latter 
to a fixed biometric reading, which is fingerprint reading, to enable access to 
emergency medical teams. We have designed a scheme in a way to prevent 
attackers from accessing/hijacking the device even during emergency 
situations, This scheme has been assisted with elliptic curve cryptography to 
protect the wireless exchange of requested keys. The scheme relies on the 
instantaneous reading of the patient's heartbeat and his/her fingerprint 
reading to create a secure key. This key will validate the authentication 
request of the new medical team. We have analyzed this scheme deeply to 
verify that they offer the necessary security for the patient's life. We have 
tested if the wireless exchange of the key will expose the device's privacy. 
We have also tested the accuracy of the authentication process to ensure a 
safe and a valid performance of the authentication process. The scheme has 
been designed with consideration to any hardware/software limitation that 
characterize any implantable medical device. (AN: S01677 39K16325792), 
Database: ScienceDirect 

Subjects: Implantable Medical Devices; Emergency access; Biornetric 
readings; Wireless authentication 
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8. A survey on methods and challenges in EEG 

based authentication 
By dalaly Bidgoly„Arnir; Jalaly Bidgoly„ Hemet Arezoumand, Zeynab. In 

Computers 8: Security, J€une 2020 93 Language: Engiish. DOI: 

10,1016/1cose..2020.1 01788 .Abstract: EEG is the recording of electrical 

activities of the brain, usuaiiy along the scalp surface., which are the results of 

synaptic activations of the brain's neurons. In recent years, it has been 

shown that EEG is an appropriate signal for the biometric authentication 

and has impoitant features such as resistance to spoofing attacks and 

impossibility to use under pressure and coercion states. in this paper, the 

state-of-the-art methods in EEG based authentication are reviewed. This 

review includes a number of aspects such as the various tasks that the user 
required to perform during the authentication, devices and available 

datasets, the preprocessing procedures and the classification methods used 

in the EEG hiometric authentication. Both shallow and deep classification 

methods are reviewed in this paper. The study shows that the deep learning 

approaches which are used in the past few years, although still require 

further research, have shown great results, Moreover, the paper summarizes 

the works .to address the open challenges of this area, The EEG 

authentication challenges have been discussed from a variety of points of 

view, including privacy, user-friendliness, attacks, and authentication 

requirements such as universality, pearianency, uniqueness, and 

collectability. This paper can be used as a preliminary plan and a road Map. 

for researchers interested in EEG biometric. CAN. SO107404820300730), 

Database: ScienceDirect 

Subjects: EEG; Biornetric factor; Authentication; User identification; Pattern 

recognition; Survey 
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S. A context-aware system to secure enterprise 
content: Incorporating reliability specifiers 

By Oluwatimi, Oyindamoia; Damiani, Maria Luisa; Bertino, Elise, in 

Computers 8: Security, August 2018 77:162-1'78 Language: English, DOI: 

10,1016/1cose2018.04.001 Abstract: The sensors of a context-aware 

system extract contextuai information from the environment and relay that 

information to higher-level processes of the system so to influence the 

system's control decisions. However, an adversary can maliciously influence 

such controls indirectly by manipulating the environment in which the 

sensors are monitoring, thereby granting privileges the adversa€y would 

otherwise not nom:IL:illy have. To address such context monitoring issues, we 

extend CASSEC by incorporating sentience-lik.e constructs, which enable the 

emulation of "confidence", into our proximity-based access control model to 

grant the system the ability to make more inferable decisions based on the 

degree of reliability of extracted contextual in CASSEC .2.0, we 

evawate ow' confidence constructs by implementing two new authentication 

mechanisms. Co-proximity authentication en-iploys our time-based challenge-

response protocol, which leverages Bluetooth Low Energy beacons as its 

unde€lying occupancy detection technology. Biometric authentication relies 

on the accelerometer and .tingerprint sensors to measure behavioral and 

physiological user features to prevent unauthorized users from using an 

authorized users device. We provide a feasibility study demonstrating how 

confidence constructs can improve the decision engine of context-aware 

access control systems. (Mk S0167404818303018), Database: 

ScienceDirect 

Subjects: Access control; Context awareness; BYOD; Security; Mobility; 

Biometric; Authentication; Reliability; Proximity 
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10. Weaponizing information systems for political 
disruption: The Actor, Lever, Effects, and 
Response Taxonomy (AI ER T) 

By Desouza, Kevin C,; Ahmad, Atif; Naseer, Humza; Sharma, Munish. In 

Computers fS. Security. January 2020 88 Language: English, COI: 

10.10161.cose.2019.101606 Abstract: Information systems continue to be 

used by actors who want to undermine public institutions and disrupt politic,al 

systems. in recent times, actors have engaged in acts of information 

warfare ranging from attempts to compromising voting systems, to spreading 

false propaganda and even direct attacks on public infrastructure via 

information systems, initiai ana₹ysis points to the tact that most of these 

attempts have been successful in achieving their intended objectives. Given 

this reality, we expect them to intensify and be more creative in the future, in 

this paper we draw on a critical analysis of the role of 'information systems 

in creating political disruption to propose that information systems can be 

weaponized' by compromising their goals and values even while they remain 

protected. Buiiding on this proposition we develop a risk-based Actor, Lever, 

Effects and Response Taxonomy (ALERT) to assist security practitioners 

and policymakers to analyze and respond to attacks enabled by information 

systems aimed at political disruption. We iliustrate the utility of ALERT using 

representative examples of weaponized attacks from credible news sources. 

Finally, we leverage the insights gained from ALERT to propose a theoretical 

framework where we assert that over time as actors gain maturity and 

experience using lever; to disrupt political systems, so too does the public 

sector gain experience in response thus building their response capacity. 

Th€s dynamic relationship increasingly pushes both actors and defenders to 

come up with more innovative, agile and sophisticated methods to 

weeponizt.. and respond to information systems enabled attacks. (AN: 

S0167404619301579), Database: ScienceDirect 

Subjects: Information systems; Information warfare; Cyber; Cybersecurity; 

Cyber conflict; Critical infrastructure; Threat modeling; Taxonomy 
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Internet of Things: A survey of enabling 
tec hnologies in healthcare and its applications 

By Dhanvijay, Mrinai M., Path, Shaiiaja C., in Computer Networks, 22 Apr

2019 153:113-131 Language: English. DOI: 10,1016.1.comnet.2019.03.006 

Abstract: Internet of Things do T) on the Wreless Body Area Network 

(*BAN) for healthcare applications is an operative scenario for loT dev€ces 

that has gained attention from vast research fields in recent years, The loT 

connects all subjects and the healthcare system se.:amiessly. This paper 

describes the WBAN based loT healthcare system and reviews the state-of-

the-art of the network arch€tecture topology and ;applications in the loT based 

healthcare solutions. Moreover, this paper analyzes the security and the 

privacy features consisting of privacy, authentication, enee€gy, power, 

resource management, Quality of Services and the real me wireless health 

monitoring that are quite problematic in many ioT healthcare architectures. 

Because, system architecture is not well-defined, data restridion and its 

integrity preservation is still a challenge.. At present 90% of the information 

available is acquired in the recent two years. This survey mainly aims at 

analyzing healthcare purpose which is based on digital healthcare system. 

Further, it reports many loT and the e-healthcare policies and systems that 

decide how to ease all bearable development. Thus, the overall system 

provides la€ge possibilities for future research based on loT healthcare 

system. Finally, research gaps are rrwiewed and the possible. future aspects 

have been discussed, (AN.: S138912861930.2(595 Database: SoienceDirect 

Subjects: loT; WBAN; Healthcare system; Body sensor 
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12. A review of data acquisition and difficulties in 
sensor module of biometric systems 

By: Singia, Sunii Kumar; Kumar, Santosh. Songklanakarin Journal of 

Science & Technology. SeplOct2013, Vol, 35 issue 5, p589-597, 9p. 

Abstract Biometrics rµfers to the recognition of individuals based on their 

physiological and/or behavioral characteristics, The bin metric traits which 

may be considered ler the authentication of a person are face, hand 

geometry, finger print, vein, iris, etc. A competent selection of a sensor, its 

mechanism and adaptability is required, as the absence of these will leave 

the biometric sensor deceptive to information sensing. Selecting a sensor 

for a biometric application from the large number of available sensors with 

different technologies always brought the issue of performance and 

accuracy. Therefore, various error rates and sensibility contention 

differentiate the available biometric sensors. This paper presents the 

difficulties faced in the sensor module of the biornetric system and the 

incomparable alternatives on the basis of availabiiity of information at 

sensor module of the various systems. €ABST'RACT FROM AUTHOR] (AN: 

101535588), Database: Academic Search Complete 

Subjects: DATA acquisition systems; BIOMETRIC identification; 

INFORMATION theory; COMPUTER access control; SENSITIVITY analysis 
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13. A SURVEY OF BIOMETRICS FOR WEARABLE 
DEVICES. 

By: Cornelius, Cory; Gutierrez, Christopher N. Intel Technology Journal. 
2014, Vol. 18 issue 4, p46-63, 18p, Abstract: Biometrics are characteristics 
about ourselves that we use to recognize each other. Whether it is the 
structure of our face or the way we walk, we can measure these 
physiological or behavioral signals and use statistical methods to distingu€sh 
amongst users. Rather than "something you know"-as in traditional 
password-based authentication systems-these biometric-based methods 
enable systems to authenticate you based on "something you are." In this 
survey we descr€be the current state-of-the-art tit biometric techniques and 
evaluate their use in authentication systems with a particular focus on client 
devices and emerging wearable devices. We examine the academic 
literature and commercial offerings of biometrics and summarize each 
biometrics' utility over a variety of criteria and provide guidance for their use 
in client and wearable devices. [ABSTRACT FROM AUTHOR] (AN: 
g7377853): Database: Computer Source 

Subjects: BIOMETRIC identification software; COMPUTER security 
management; COMPUTER systems management; COMPUTER security 
software; DATA management 
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14. Beat-ID: Towards a computationally low-cost 
single heartbeat biometric identity check system 
based on electrocardiogram wave morphology, 

By: Pavia, Joana S.; Dias, Duarte; Cunha, Joao P. S. PLoS ONE 7118/2017, 
Vol, 12 Issue 7, p1-32. 32p. Abstract: In recent years, safer and more reliable 
biometric methods have been developed. Apart from the need for enhanced 
security, the media and entertainment sectors have also been applying 
biometrics in the emerging market of user-adaptable objects/systems to 
make these systems more user-friendly. However, the complexity of some 
state-of-the-art biometric systems (e.g., it  recognition) or their high false 
reject€on rate (e.g,, fingerprint recognition) is neither compatible w€th the 
simple hardware architecture required by reduced-size dev€ces nor the new 
trend of implementing smart objects within the dynamic market of the 
Internet of Things (loT). It was recently shown that an individual can be 
recognized by extracting features from their electrocardiogram (ECG). 
However, most current ECG-based biometric algorithms are computationally 
demanding and/or re€y on relatively large (several seconds) ECG samples, 
which are incompatible with the aforementioned application fields, Here, we 
present a computationally low-cost method (patent pending), including simple 
mathematical operations, for identifying a person us€ng only three ECG 
morpho€ogy-based characteristics from a single heartbeat, The algorithm was 
trained/tested using EGG signals of different duration from the Physionet 
database on more than 60 different training/test. datasets. The proposed 
method achieved maximal averaged accuracy of 97,450% in distinguishing 
each subject from a ten-subject set and false acceptance and rejection rates 
(FAR and FRR) of 5.710±1.900% and 3.440±1.980%, respectively, placing 
Beat_€D in a very competitive position in terms of the FRRIFAR among state-
of-the-art methods. Furthermore, the proposed method can identify a person 
using an average of 1.020 heartbeats. €t therefore has FRR/FAR behavior 
similar to obtaining a fingerprint, yet it is simpler and requires less expensive 
hardware. This method targets low-computational/energy-cost scenarios, 
such as tiny wearab€e devices (e.g,, a smart object that automatically adapts 
its configuration to the user). A hardware proof-of-concept implementation is 
presented as an annex to this paper. [ABSTRACT FROM AUTHOR] DOI: 
10.1371/[ournal,pone.0180942, (AN: 124'177976), Database: Academic 
Search Complete 

Subjects: HEART beat measurement; BIOMIETR€C identification; 
ELECTROCARDIOGRAPHY; WEARABLE technology; INTERNET of things 
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15. The role of devices in managing risk. 
By Rugg-Gunn, Fergus. in Prevent 21: SUDEP Summit, Epilepsy 

Behavior. Februa€y 2020 103 Part E Pad B Language: English, DO l: 

.10.10166,yebeh.2019,106456 Abstract: Over the last few years, there has 

been significant expansion of wearable technologies and devices into the 

health sector, including for conditions such as epilepsy. Although there is 

significant potential to benefit patients, there is a paucity of welt-conducted 

scientific research in order to inform patients and healthcare providers ofthe 

most appropriate technology. in addition to either directly or indirectly 

identifying seizure activity, the ideal device should improve quality of life and 

reduce the risk of sudden unexpected death in epilepsy (SUDEP). Devices 

typically monitor a number of parameters including electroencephaltg₹raphic 

(EEG), cardiac, and respiratory patterns and can detect movement, changes 

in skin conductance, and muscle activity. Multimodal devices are emerging 

with improved seizure detection rates and reduced false positive alarms. 

\Mlle convulsive seizures are reliably identified by most unimodal and 

multimodal devices, seizures associated with no, or minimal, movement are 

frequently undetected. The vast majority of current devices detect but do not 

actively intervene. At best, therefore, they indicate the presence of seizure 

activity in order to accurately ascertain true seizure frequency or facilitate 

intervention by others, which may, nevertheless, impact the rate of SUDEP. 

Future devices are likely to both detect and intervene within an autonomous 

closed-loop system tailored to the individual and by self-teaming from the 

analysis of patie,nt-spe.r.ffic parameters. The .formulation of standards for 

regulatory bodies to validate seizure detection devices is also of paramount 

importance in order to confidently ascertain the pe€formance of a device; 

and this will be facilitated by, the creation of a large, open database 

containing multimodal annotated data in order to test device algorithms.This 

paper is for the Special issue: Prevent 21: SUDEP Summit - Time to Listen. 

(AN: S1525505019306791)„ Database: ScienceDirect 

Subjects: SUDEP; Medical devices; Wearable technology; Epilepsy 
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16. An Internet of Things based physiological signal 
monitoring and receivino system for virtual 
enhanced health care network. 

By: Rajan, J. Pendia; Rajan, S. Edward. Thchnology & Health Cam. 2018, 

Vol. 26 issue 2, p379-385. 7p, Abstract: <bold>Backgrounds <Thold>Wireless 

physiological signal monitoring system designing with secured data 

communication in the health cam system is an important and dynamic 

process.<bold>Objective: </bold>VVe propose a signal monitoring system 

using Ni myRlO connected with the wireless body sensor network through 

multi-ohannei signal acquisition methc.d. Based on the server side validation 

of the signal, the data connected to the local server is updated in the cloud. 

The Internet of Things floT) architecture is used to get the mobility and fast 

access of patient data to healthcare service providerS.<bold>Methods: 

</bold>This research work proposes a novel architecture for wireless 

physiological signal monitoring system using ubiquitous healthcare services 

by virtual Internet of Things.‹Pold>Results: </bold>We showed an 

imF.)rovement in method of access and real time dynamic monitoring of 

physiological signal of this remote monitoring system using virtual Internet of 

thing approach. This remote monitoring and access system is evaluated in 

conventional value. This proposed system is envisioned to modern smart 

health care system by high utility and user friendly in clinical 

applications.<bold>Conclusion: <lbold>We claim that the proposed scheme 

significantly improves the accuracy of the remote monitoring system 

compared to the other wireless communication methods in clinical system. 

[ABSTRACT FROM AUTHOR] 0O1: 10.3233ITHC-171173. (AN: 

12.9253878), Database: Academic Search Complete 

Subjects: INTERNET of things; HEALTH care networks; UBIQUITOUS 

computing; WIRELESS communications; REMOTE sensing; Wireless 

Telecommunications Carriers (except Satellite); Radio and Television 

Broadcasting and Wireless Communications Equipment Manufacturing 
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17. Design and development of an FOG-based 
simplified Chinese eye writing system 

By Ding: XiaoJoan; LAIC Zhao. in Biomedical Signal Processing and Control. 

March 2020 57 Language: English. DOI: 10.10161j.bspc.2019,101767 

Abstract Highlights Design ain EOG-based simplified Chinese eye-writing 

system.Employ DTW algorithm to compute the similarity between input 

strokes and templates..Use cross-entropy to match encoded character wah 

recognized input stroke sequence..Experimental results reveal feasibility of 

the proposed eye writing system. (AN: SI746809419303489), Database: 

ScienceDirect 

Subjects: Electrooculography (EOG); Stroke; Dynamic time warping (DWI); 

Eye-writing 
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18. 'Technical feasibility of context-aware passive 
payment authorization for physical points of sa e, 

By: W0Jtowioz, Adam; Chrnielewski, jacek. Personal & Ubiquitous 

Computing , Dec2017, Vol, 21 Issue 6, p1113-1125, 13p Abstract: in this 

work, the technical feasibility of passive secure payments for brick-arid-

mortar points of sale is analyzed. The core eiement of the proposed 

approach is a new application for context-based risk and trust assessment, li. 

allows for dynamic selection of payment authorization methods that 

constitutes accurate trade-off between secu€ity and convenience. 

Particularly, the payments can be performed and authorized in the 

background using biometric means (face recognition), without user's 

explicit action. Generally, in the proposed approach, multiple devices are 

used for authorization: mobile, wearables, or stationary, client's or seller's, 

and multiple authorization methods are used: biometric, knowledge-based, 

and possession-based. The reported research includes requirement 

identification, novel itecture and protocol proposition, proof-of-concept 

prototype system deployment, and evaluation-based lessons learned. The 

research confirms that with the proposed approach. it is possible to taiµ 

advantage of client-seller trust dynamism to Sir€3pi€gip` the payment process 

while maintaining the security level, [ABSTRACT FROM AUTHOR]; DOI: 

.10.1007/s00779-017-1035-z; (AN 126405199), Database: Applied Science & 

Technology Source 

Subjects: Payment systems; Context-aware computing; Ubiquitous 

computing; Biornetric identification; Financial Transactions Processing, 

Reserve, and Clearinghouse Activities; Contactless payment systems 
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19. Biometrics Systems and Technologies: A survey. 
By: Buciu, l,; Gacsadi, A., international Journal of Computers, 

Communications & Control jun2016, Vol. 11 issue 3, p315-330, 16p 

Abstract: in a nutshell, a biometric security system requires a user to 

p€ovide. some biometric features which are then verified against some 

stored biometric templates. Nowadays, the traditionai password based 

authentication method tends to be replaced by advanced biometrics 

technologies. Biometric based authentication is becoming increasingly 

appealing and common for most of the human-computer interaction devices. 

To give only one recent example, Microsoft augmented its brand new 

Windows 10 OS version with the capability of supporting face recognition 

when the user login in. This chapter does not intend to cover a 

comprehensive and detailed list of biometric techniques. The chapter rather 

aims at briefly discussing biometric related items, including principles, 

definitions, biometric modalities and technologies along with their 

advantages, disadvantages or limitations, and biometric standards, targeting 

unfamiliar readers. it also mentions the attributes of a biometric system as 

well as attacks on biometrics, important reference sources are pointed out 

so that the interested reader may gain deeper in-depth knowledge. by 

consulting them. [ABSTRACT FROM AUTHOR]; 0O1: 

10.158371ilecc.2016.3,2556; (AN 114266005), Database: Applied Science & 

Technology Source 

Subjects: Security systems; Biometry software; Biometric identification 

software; Human-computer interaction; Human face recognition (Computer 
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20. Handbook of Green information and 
Communication Systems 

By: Woungang, Isaac; Anpalagan, Alagan; Obaidat, Mohammad S. 

Amsterdam ; Academic; Press. 2013. eBook. Description: This book gives a 

comprehensive guide on the fundamental concepts, applications, algorithms, 

protocols, new trends and challenges, and research results in the area of 

Green Ifformation and Communications Systems. It is an invaluable 

resource giving knowledge on the core and specialized issues in the field, 

making it highly suitable for both the new and experienced researcher in this 

area. Key Features: Core research topics of green informat€on and 

communication systems are covered from a network .,. ON 485200), 

Database: eBook Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Signals & Signal Processing; 

SCIENCE Environmental Science; Sustainable engineering--Handbooks, 

manuals, etc; Telecommunication--Environmental aspects--Handbooks, 

manuals, etc; Telecommunication--Energy conservation--Handbooks, 

manuals, etc 
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21. Privacy -̀Constrained Biometric System for Non
Cooperative Users. 

By: S. jahromi, Mohammad N.; Buch-Cardona, Pau; Avots„ Egils; Nasrollahi, 

Kernel, Escaiera, Sergio; Moeslund, Thomas B., Anbanatari„ Ghoiamreza. 

Entropy, Nov2019, Vol. 21 Issue 11, pl 033-1033. 1p, Abstract: W€th the 

consolidation of the new data protection regulation paradigm for each 

individual within the European Union (Eti), major biometric technologies are 

now confronted with many concerns related to user privacy` in biometric 

deployments. When individual biometrics are disclosed, the sensitive 

information about his/her personal data such as financial or health are at 

high risk of being misused or compromised. This issue can be escalated 

considerably over scenarios of non-cooperative users, such as elderly 

people residing in care homes, with their inability to interact conveniently and 

securely with the biometric system. The primary goal of this study is to 

design a novel database to investigate the problem of automatic people 

recognition under privacy constraint, To do so, the collected data-set 

contains the subject's hand and foot traits and excludes the lace biometrics 

of individuals in order to protect their privacy. We carried out extensive 

simulations using different baseline methods, including deep learning. 

SiMillOtiOn results show that, with the spatial features extracted from the 

subject sequence in both individual hand or foot videos, state-of-the-art deep 

models provide promising recognition performance. [ABSTRACT FROM 

AUTHOR] IDOl: 10,3390Ie21111033. ON: 139663108), Database: Academic 

Search Complete 

Subjects: OLDER people; DATABASE design; PERSONALLY identifiable 

information; DATA protection; DEEP learning; MULTIMODAL user 

interfaces; EUROPEAN Union 
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22. INFORMATION PROCESSING APPARATUS. 
INFORMATION PROCESSING METHOD, AND 
PROGRAM 

Patent Application: 15/560214. Hied: December 28, 2015. Published: 

February 15, 2018. Database: USPTO Patent Applications 

Abstract: Provided is an information processing apparatus including a 

processing unit configured to perform a predetermined process on the basis 

of first information about a user that is acquired by a first apparatus from 

around a body of the user, and second information about a user that is 

acquired by a second apparatus different from the first apparatus. 

AN: edspap.2918004678B 

LISP TO F₹aft Text Options 

23. WEARABLE ELECTRONIC DEVICE AND 
OPERATING METHOD THEREFOR 

Patent Application: 16/095999. Filed. June 02, 2017. Published: May 9, 

2019. , Database: USPIO Patent Applications 

Abstract: Accordin₹t to various examples of the present invention, a wearable 

electronic device comprises: an energy harvester for generating electric 

energy on the basis of a movement or a change in the shape of the wearable 

electronic device; a first processor for controffing the energy harvester; a 

first sensor and a second sensor; and a second processor for controlling 

the first sensor and the second sensor, wherein the first processor 

transmits, to the second processor, a control signal for transitioning the 

second processor into an activated state if the electric energy generated by 

the energy harvester satisfies a designated first condition, and the second 

processor can be set such that first sensor data is acquired through the €irst 
sensor and second sensor data is selectively acquired from the second 

sensor according to whether the f€rsst sensor data satisfies a designated 

second condition, when the second processor is transitioned from an 

inac€ivated state to th₹: activated state by responding to the control signet. 

AN: edspap.20190138068 
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24. An Open Platform for Seamless Sensor Support 
in Healthcare for the Internet of Things, 

By: Miranda, Jorge, Cabral, Jorge; Wagner, Stefan Rehr; Pedersen, 

Christian Fischer; Ravel°, Blaise; Memon, Mukhtiar; Mathiesen, Morten, 

Sensors 042482.20, De ;2016, Vol 16 issue 12, p2089. .22p. A₹bstract: 

Population aging and increasing pressure on health systems are two issues 

that demand solutions. involving and empowering citizens as active 

managers of their health represents a desirable shift from the current cul€ure 

mainly focused on treatment of d₹sease, to one a₹so focused on continuous 

health management and weil-being. Current deve₹opments in techno₹ogical 

areas such as the Internet of Things (loT), lead to new technological 

solutions that can aid this shift in the hea₹thcare sector. This study presents 

the design, development, implementation and evaluation of a platform called 

Common Recognition and Identification Platform (CR₹P), a part of the 

CareStore. project, which aims at suppo€ting caregivers and citizens to 

manage health routines in a seamless way. Specifically, the CRiP offers 

sensor-based support for seamless identification of users and health 

devices. A set of initial requirements was defined with a focus on usability 

limitations and current sensor technologies. The CRIP was designed and 

impietnented using several technoi.gies that enable seamless integration 

and interaction of sensors and people, namely Near Field Communication 

and fingerprint biometrics for identif€cation and authentication: Bluetooth for 

communication with health devices and web services for wider integration 

with other platforms. Two CRIP prototypes were implemented and evaluated 

in laboratory during a period of eig₹ht months. T₹he evaluations consisted of 

identifying users and devices, as well as seamlessly configure and acquire 

vital data from the last. Also, the entire Carestore platform was deployed in a 

nursing home where its usability was evaluated with caregivers. The 

evaluations helped assess that seam₹ess identification of users and 

seamiess configuration and communication with health devices is feasible 

and can h=elp enable the loT on healthcare applications. Therefore, the CRIP 

and similar platforms could he transformed into a valuable enabling 

technology for secure and re₹labie loT deployments on the healthcare sector. 

[ABsTRAcT FROM AUTHOR] DOI: 10.3390/s18122089. (AN: 120375895), 

Database: Academic Search Complete 

Subjects: INTERNET of things; HEALTH care industry; POPULAT₹ON 

aging; MEDICAL technology; DEPLOYMENT (Military strategy); Surgical 

Appliance and Supplies Manufacturing; Medica₹, Dental, and Hospital 

Equipment and Supplies Merchant Wholesalers; Surgical and Medical 

Instrument Manufacturing; All Other Health and Persona₹ Care Stores 
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t25. Lightwel Blometric Sensing for Walker 
Classification Using Narrowband RF: a

Tong :-in; Zhtio-gian Lianq. Sensors (14248220). Dec2017, Vol. 1 

Issue 12, p2815, 16p. Abstract: This article proposes a lightweight biometric 

sensing system using ubiquitous narrowband radio frequency (RF) links for 

path-dependent walker classification. The fluctuated received signal strength 

(RSS) sequence generated by human motion is used for feature 

representation. To capture the most discriminative characte€'istics of 

individuals, a three-layer RF sensing network is organized for building 

multiple sampling links at the most common heights of upper limbs, thighs, 

and lower legs. The optimal parameters of sensing configuration, such as the 

height of link location and number of fused links, are investigated to improve 

sensory data distinctions among subjects, and the experimental results 

suggest that the synergistic sensing by using multiple links can contribute a 

better performance. This is the new consideration of using RF links in 

building a biometric sensing system. in addition, two types of classification 

methods involving vector quantization (VO) and hidden Markov models 

(WI/Mils) are developed and compared for closed-set walker recognition and 

verification. Expe€imental studies in indoor line-of-sight (LOS) and non-line-

of-sight (NLOS) scenarios ar€ conducted to validate the proposed method. 

[ABSTRACT FROM AUTHOR] DOl: 10,3390/517122815. (AN. 126948809), 

Database: Academic Search Complete 

Subjects: BIOSENSORS; RADIO frequency; MARKOV processes; 

VECTOR quantization; BIOMETRIC identification 
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26. A comparative analysis of signal processing and 
classification methods for different applications 
based on EEG signals 

By Khosia, Asthma; Khandnor: Padmavati; Chand, In Biocybemetics 

and Biomedical Engineering. April-June 2020 40(2):049-690 Language: 

English. DOI: 10.10151j.bbe.2020.02.002 Abstract Electroencephalogram 

(EEG) measures the neuronal activities in the form of electric currents that 

are generated due to the synchronized activity. by a group of specialized 

pyramidal cells inside the brain. The study presents a brief comparison of 

various functional neuroimaging techniques, revealing the exceilent 

neuroimaging capabilities of EEG signals such as high temporal resolution, 

inexpensiveness, portability, and non-irwasiveness as compared to the other 

techniques such as positron emission tomography, magnetoencephalogram, 

functional magnetic resonance imaging, and transcranial magnetic 

stimulation.. Different types of frequency bands associated with the brain 

signals are also being summarized. The main purpose of this literature 

survey is to cover the maximum possible applications of EEG signals based 

on computer-aided technologies, ranging from the diagnosis of various 

neurological disorders such as epilepsy, major depressive disorder, alcohol 

use disorder, and dementia to the monitoring of other applications such as 

motor imagery, identity authentication, emotion recognition, sleep stage 

classification, eye state detection, and drowsiness monitoring. After 

reviewing them, the comparative analysis of the publicly available EEG 

datasets and other local data acquisition methods, preprocessing 

techniques, feature extraction methods, and the result analysis through the 

classification models and statistical tests has been presented, Then the 

research gaps and future directions in the present studies have been 

summarized with the aim to inspire the readers to explore more opportunities 

on the current topic. Finally, the survey has been completed with the brief 

description about the studies exploring the fusion of brain signals from 

multiple modalities. (AN: S0208.521620300231), Database: ScienceDirect 

Subjects: EEG applications; Signal processing; Classification models; EEG 

data collection; Brain rhythms; Functional neuroimaging techniques 
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27. Approach for the Development of a Framework for 
the identification of Activities of Daily Living Using 
Sensors in Mobile Devices, 

By: Pires, ivan Miguel; Garcia, Nuno M.; Pombo, Juno; Florez-Revuelta, 

Francisco; Spinsante, Susanna. Sensors (142482.2.0). Feb2018, Vol. 18 

issue 2, p840. 22p. 2 Diagrams, 7 Charts. Abstract: Sensors available on 

mobile devices allow the automatic identification of Activities of Daily Living 

(ADL). This paper describes an approach for the creation of a framework for 

the identif€cation of ADL., taking into account several concepts, including data 

acquis€tion, data processing, data fusion, and pattern recognition. These 

concepts can be mapped onto different modules of the framework. The 

proposed framework should perform the identification of ADL without intern et 

connect€on, performing these tasks locally on the mobile device, taking in 

account the hardware and software limitations of these dev€ces, The main 

purpose of this paper is to present a new approach for the creation of a 

framework for the recognit€on of AM.., analyzing the allowed sensors 

available in the mobile devices, and the existing methods available in the 

literature, [ABSTRACT FROM AUTHOR] DOL10.3390/s18020640, (AN: 

128.283724), Database: Academic Search Complete 

Subjects: AUTOMATIC identification; ACTIVITIES of daily living; DATA 

acquisition systems; MULTISENSOR data fusion; PATTERN recognition 

systems; CELL phones; Electronics Stores; Electronic components, 

navigational and communications equipment and supplies merchant 
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Communications Equipment Manufacturing; Wireless Telecommunications 

Carriers (except Satellite) 
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28. Modelling a smart environment for non intrusive 
analysis of attention in the workplace. 

By: Duraes, Dalila; Cameire, Davide; Baja, Javier; Novels; P000. Expert 

Systems. Oct2018, Vol. 35 issue 5, p1-1. 13p. Abstract: Abstract: Nowadays, 

the world is getting increasingly competitive and the quality and the amount 

of the work presented are one of the decisive factors when choosing an 

erilpiOyee, it is no longer necessary to only perform but, to achieve a product 

with quality, on time, at the lowest possible cost and with the minimum 

resources. For this reason, the employee must have a high score of attention 

when performing a task, and the .faators that influence attention negatively 

must be reduced. This is true in many different domains, from the workplace 

to the classroom. In this paper, we present a nonintrusive smart environment 

for monitoring, people's attention when working in teams. The presented 

system provides real time information about each individual and 

information about the team. It can be very useful for team managers to 

identify potentially diStraCiing events or individuals because when the 

attention of an individual is not at its best when performino the proposed 

task, her/his performance will be negatively affected, with consequences for 

the individual and for the organization. [ABSTRACT FROM AUTHOR] DOI: 

10.1111/exsy.12275. (AN. 132203599), Database: Academic Search 

Complete 
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29. Activity Recognition Using Wearable Physiological 
Measurements: Selection of Features from a 
Comprehensive Literature Study. 

By: Mohino-Herranz, inrna; Gii-Pita, Robe€to; Rosa-Zurera, Manuel; Seoane, 

Fernando, Sensors (42.48.220. 12/15/2019, Vol. 19 issue 24, p1-27. 27p. 1 

Color Photograph, 4 Diagrams, 4 Charts, 6 Graphs. Abst€:act Activity and 

emotion recognition based on physiologicAl signal processing in health care 

applications is a relevant research field, with promising future and relevant 

applioations, such as health at work or preventive care. This paper carries 

out a deep analysis of features proposed to extract information from the 

electrocardiogram, thoracic electrical bioimpedance, and electrode mat 

activity signals. The activities analyzed are: neutral, emotional, mental and 

physical. A total number of 533 features are tested for activity recognition, 

performing a comprehensive study taking into consideration the prediction 

accuracy, feature calculation, window length, and type of classifier, Feature 

selection to know the most relevant features from the complete set is 

implemented using a genetic algorithm, with a c.hffe€'ent number of features. 

This study has allowed us to determine the best number of features to obtain 

a good error probability avoiding over-fitting, and the best subset of features 

among those proposed the ftieratu€`e. The lowest error probability that is 

obtained is 22.2%, with 40 features, a least squares error classifier, and 40 s 

window length. [ABSTRACT FROM AUTHOR€] DOI: 10..3390/519245524. 

(AN:14136713,5), Database: Academic Search Complete 
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30. A 3-D hand gesture signature based biometric 
authentication system for smartphones. 

By: Sun, Ziwen; Wang, Yao; u, Gang; Zhou, Zhiping. Security &-

Communication Networks 7/25/2016, Vol. 9 Issue 11 0359-1373, 15p 

Abstract The authentication mechanism being equipped in most of the 

smartphones, by detecting a 4-digit password or a simp€e pattern, are easy to 

be hacked and impersonated. In this paper, a 3-O hand gesture signature 

(HGS) based biometric authentication system is designed and implemented 

by taking advantage of the on-phone accelerometer to capture the 3-D 

acceleration information when user makes a gesture to gain access to the 

phone. The captured data will be processed through a sequence of signal 

processing such as data smooth, gesture spotting, sequence alignment, and 

interpolation, and then a match rule will be used to compare the processed 

data and the genuine user's registered pattern to determine whether 

granting the access to the phone to the user. And an automatic template 

updating strategy based on cluster analysis is proposed to improve the 

stability of the system. The 3-D HGS authentication system has been 

implemented on real smarlphones, and the results tested for a total of 76 520 

times by 19 users show very low false acceptance (0.27%) and false 

rejection rates (4.65%). Furthermore, comparison tests have been carried out 

among the 3-D HGS and two similar authenticat€on systems by exporting the 

real gesture samples from the phones to a desktop PC, the simulation results 

reveal the 3-D HGS system has the best authentication accuracy. Copyright 

© 2016 John Wiley & Sons, Ltd. [ABSTRACT FROM AUTHOR]; DOI: 

10.1002/sec.1422; (AN 116123722), Database: Applied Science & 

Technology Source 

Subjects: Computer access control; Passwords (Computers); Computer 
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ScidntiA.-: and Tacdnical 
information C..entet 

Patent Application Titled 'information Processing 
Device„Application Software tar₹.Up System, 
And Application Software Start-Up Method' 
Published Online (USPTO 20190362061) 

In: information Technology Newsweekly, Dec 17_2019, 2279; NewsRX LLC 

Language: English. Abstract: 2019 DEC 17 tVerticaiNews) Ely a News 

Reporte€-Strata` News Editor at Informat€on Technology Newsweekly — 

According to news reporting originating from :. a..zilington, D.C. ; by 

VerticaiNews journalists, a patent application [..1 (AN: edsart 60872021 7), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software -- Methods; Software --
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Plantation Records as a Source of Historical 
Weather and Agricultural Data. 

By: BuMs, Gregory; Elsner, James; Dotal,- Ronald E. Southeastern 

Geographer. Winter2018, Vol. 58 Issue 4, p348-364. 17p. Abstract 

Plantation records from the southeastern United States have long been an 

important source for historical, social, and cultural narratives. However, they 

also represent an underutilized source for meteorological, environmental, 

and agricultural data from the antebellum period. This study has two go₹als. 

Firstly, we advocate for a more systematic application of these records for 

quantitative analysis, Secondly', we present some early results from such a 

study using the records of Shirley Plantation in Virginia. We show how these 

records can be mined for data on weather and agiicultural activity and how 

their broader usefulness is extended with the inclusion of app€opr₹ate meta-

data. Observations of weather conditions and crop responses to seasonal 

changes lend themselves to quantitative analysis that can improve our 

understanding of the local weather and climate of that period, We present a 

case study c:ompari€ag last spring freeze date in this region from the late 

182.0s to 2010s and suggest that last spring freeze now occurs 

approximately 23 days earlier compared to approximately 200 years ago. We 

aiso include summaries of the response of spec€fic crops and cultivais since 

this knowledge may help the farmers' of today adapt to changing weather 

conditions. VIThile individual plantation records may have idiosyncratic 

limitations, plantation records, along with other types of detailed historical 

records, can still provide rich detail for specific: locations or events. Plantation 

records are not limited to the southeastern US and include diverse 

geographic locations ira less developed areas which were often the same 

areas were enslaved labor was exploited under the plantation system. Por 

mucho tiempo, los registros de las plantactones del sureste de los Estados 

Unidos hen silo una fuente importante de narratives histOricas sociales y 

culturales. Sin embargo, tambien representan una fuente infrautilizada 

dates meteorologic'os, ambientales y agricolas del period` antebellum 

estadounidense„ Este estudio tiene dos pro.pesitos. Primer°, abogamos por 

una aplicacian mas siste.matica de estos registros pare el ant lisis 

cuantitativo, segundo lugar, presentamos AltirlOS de los primeros 

resuitados de un estudia de este tipo utilizando los registros de la pir.-intaciOn 

Shirley en Virginia. Mostramos cOrno se puede€a extraer estos registros pare 

obtener datos sobre el clime y la actividad aoricola y su utilidad ma's amplia 

que se extiende con la inclusiOn de los metadatos apro.plados„ Las 

observaciones de las condic..lones climaticas y las respuestas de los cultivos 

a los cembios estacionales se prestan al analisis cuantitafivo que puede 

[End Page 348] mejorar nuns₹ra comprension del clima local y el clime de 

ese period°. Presentamos un estudia de caso que compare Is. fecha de 

congelaciOn de la primavera pasada en este region desde finales de la 
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del,tiada de 1820 haste la de 2010 y suger€mos due la congelacien de la 

primavera anterior se produce ap€oximadamente 23 dies antes en 

compared& con Face. aproximadamente 100 aflos. Mientras quo les 

registros de plantaciOn individuales pueden toner limitaciones 

idiosincrasicas, los registros de plantacien, unto con otros tipos de registros 

histerluos detaliados, ann pueden proporcionar detailes para lugareso 

eventos especificos. Los registros de plantaciones no so limitan al sureste 

do los EE.UU. e incluyen diversas ubicaciones geograficas en areas moons 

desarrolladas due muches veces eran las €T is  areas donde el trabajo 

esclavo se explotaba bajo e.l sistema de plantaciones. La contextualizaciOn 

de los datos histericos con el conocimiento actual se puede utilizer pare 

examiner corn° is sociedad interactuo con la variabilidad climatica intc,ranual 

y los extremos ciimaticos. [ABSTRACT FROM AUTHOR] DOl: 

10.13531sgo.2018.0035. (AN: 135556868), Database: Academic Search 

Complete 

Subjects: HISTORICAL source material; PLANTATIONS; WEATHER; 
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functions hi the electronic apparatus using a bio-
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By: Samsung Electronics Co., Ltd. US Patent: 10192,044. Filed: June 24, 

2016. Issued: January 29, 2019. , Database: LiSPTO Patent Grants 

Abstract: According to various embodiments of the present disclosure, an 

electron€c device may include a biometric sensor configured to detect a 

contact signal from at least two biometric electrodes and a processor 

configured to determine whether the contact signal rece€ved from the 

biometric sensor has biological characteristics. When the processor 

determines that the contact signal is a biometric input having biological 

characteristics, the processor executes a biometric information function. 

When the processor determines that the contact signal does not include the 

biological characteristics, the processor executes a general function related 

to an application. 
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4. Computer and information Security Handbook 
By: Vac a, John R. Series: The Morgan Kaufmann Series in Computer' 

Security. Amsterdam : Morgan Kaufmann. 2009. eBook. Description: 

Presents information on how to antaly≤e risks to your networks and the 

steps needed to select and deploy the appropriate countermeasures to 

reduce your exposure to physical and network threats._ Also imparts the skilis 

and knowledge needed to identify and counter some fundamental security 

risks and requirements, including Internet security threats and measures 

(audit trails IP sniffing /spoofing etc.) and how to implement security policies 

and procedures. in addition, this book covers security and network (AN 

2.48988), Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Networking / General; COMPUTERS / Security / 

General; Computer networks—Security measures 

PDF' Full Text EPUB Full Text USPTO Ful€ Text Options 

Full Download 
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5. Computer Engineering 
Tools and Applications 

Concepts, Methodologies , 

By: Information Resources Management Association, Hershey, Pa : IGI 

Global, 2.01.2. eBook.. Description: Features perspectives on the fundamental 

aspects, tools and technologies, methods and design, applications, 

managerial impact, social/behavioral perspectives, critical issues, and 

emerging trends in the field of computer engineering. (AN 431988), 

Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS I Computer Engineering; COMPUTERS / Machine 

Theory; COMPUTERS / Hardware / General; Computer engineering 
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6. ACCESS AND PORTABILITY OF USER 
PROFILES STORED AS TEMPLATES 

Patent Application; 16/247128. Filed: Januaiy 14, 2019. Published: 
December25, 2019. , Database: USPTO 'Patent Applications 

Abstract A system to access one or more use€' profiles that govern one or 

more vehicle functions. The system cooperates with a processor and 

verification module which are adapted to verily, using one or more of 

biometric information, gesture recognition, facial recognition and device 

identification information, that a user has authority to access the one or 

more user profiles, where the one or more profiles are stored in one or more 

of a vehicle, a cloud and a communications device. An edit module is further 

provided and adapted to allow the user to make one or more edits to the one 

or more user profiles. 

AN: edspap.20190392107 

USPTO Full Text Options 

7 Human Computer Interaction Handbook 
Fundamentals, Evolving Technologies, and 
Emerging Applications, Third Edition 

By: Jack°, June A. Series: Human Factors and Ergonomics. Edition: 3rd ed. 

Boca Raton : CRC Press. 2012. eBook. E.)escription: Winner of a 2013 

CHOICE Outstanding Academic Title Award The third edition of a 

groundbreaking reference, The Human—Computer Interaction Handbook: 

Fundanwntals, Evolving Technologies, and Emerging Applications raises the 

bar for handbooks in this field. it is the largest, most complete compilation of 

HCI theories, principles, advances, case studies, and more that exist within a 

single volume. The book captures the current and emerging sub-disciplines 

within HCI related to research, development, and (AN 452086), Database: 

eBook Collection (EE SCOhost) 

Subjects: TECHNOLOGY & ENGINEERING 1 Industrial Health & Safety; 

Human-computer interaction--Handbooks, manuals, etc; Computer 

simulation--Handbooks, manuals, etc; Virtual reality--Handbooks, manuals, 

etc 
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8. ELECTRONIC APPARATUS AND METHOD FOR 
CONTROLLING FUNCTIONS IN THE 
ELECTRONIC APPARATUS USING A BIO-
METRIC SENSOR 

Patent Application: 15/192952. Filed: June 24, 2016. Pu;b€fished; December 

29, 2016. , Database: USPTO Patent. Applications 

Abstract According to various embodiments of the present disclosure, an 

electronic device may include a biometric sensor configured to detect a 

contact signal from at least two biometric electrodes and a processor 

configured to determine whether the contact signal received from the 

biometric sensor has biological characteristics. Wien the processor 

determines that the contact signal is a biometric input having biological 

characteMstics, the processor executes a biometric information function. 

When the processor determines that the contact signal does not include the 

biological characteristics, the processor executes a general function related 

to an application. 

AN: edspai::?..20160378965 

USPTO Full Text Options 

9. .201 8 ech uift Guides 
By: Allen, Jeffrey; Hailene, Ashley, GPSedo, NoviDec2018, Vol, 35 issue 6, 
p42-89. 28p. 76 Color Photographs. Abstract: The article discusses about 

technology-related gifts for spouses, friends, family, partners, employees, 

and others focusing on how these gifts could professionally and provide. 

enjoyable additions to your personal life, Topics include Internet of Things 

0OT), requirement of the American Bar Association (ABA), and on  sales 

of gift products. (AN: 133551411), Database: Acader€sic Search Complete 

Subjects: DIGITAL technology; GIFTS; INTERNET of things; INTERNET 

sales; AMERICAN Bar Association; Gift, Novelty, and Souvenir Stores 
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10. Biosensors for Epilepsy Managci.nt. StntP-of-Art 
and Future Aspects. 

By: Tiwari, Shivan€; Sharma, Vars.tha; MuJawar, Mubarak; Mishra, Yogend₹a 

Kumar; Kaushik, Ajeet; Ghosal, Anujit. Sensors (14248220). Apr2019, Vol. 

19 Issue 7, p1525-1525, p. Abstract Epilepsy is a serious neurological 

disorder which affects every aspect of patients' life, includ€ng added socio-

economic burden. Unfortunately, only a .few suppressive medicines are 

available, and a complete cure for the disease. has not been found yet. 

Excluding the effectiveness of available therapies, the timely detection and 

monitoring of epilepsy are of utmost priority for early remediation and 

prevention. Inability to detect underlying epiieptic signatures at early stage 

causes serious damage to the central nervous system CONS) and irreversible 

detrimental variations in the organ system. Therefore, development of a 

MUitkask solving novel smart biosensing systems is urgently required, The 

present review highlights advancements in state-of-art biosensing 

technology investigated for epilepsy diseases diagnostics and progression 

monitoring or both together. State of art epilepsy bioserisors are composed 

of nano-enabled smart sensing platform integrated with microielectronics and 

display. These diagnostics systems provide No-information needed to 

understand disease progression and therapy optirnization timely. The 

associated challenges related to the development of an efficient epilepsy 

biosensor and vision considering •future prospects are also discussed i€; this 

report. This review will serve as a guide platform to scholars for 

understanding and plann€ng of .future research aiming to develop a smart Pio-

sensing system to detect and monitor epilepsy for point-of-care (P0O) 

appiications, [ABSTRACT FROM AUTHOR] DOI: 10.33901s190715.25, CAN: 

135898611), Database: Academic Search Complete 

Subjects: EPILEPTICS; TREATMENT of epilepsy; BIOSENSORS; 

NANOTECHNOLOGY; NEURODEGENERATION; Research and 

Development in Biotechnology 
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11. Financial Audit Federal Deposit Insurance 
Corporation Funds' 2019 and 2018 Financial 
Statements. 

By: Dalkin, James R. GAO Reports. 2/13/2020, following pi -194. 204p. 

Abstract: The article offers infomiation on financial audit of the 2019 and 

2.018 financial statements of the two funds of Federal Deposit insurance 

Corp. (FDIC) administers, Topics discussed include information on funds 

involving Depc.)sit Insurance Fund (DiF) and the Federal Savings and Loan 

insurance Corp, (FSLIC) Resolution Fund (FRF): examination of 

noncompliance for 2019 with provisions of applicable laws, contracts, and 

grant agreements; and FDIC's internal control over financial mporting. (AN: 

141763234), Database: Business Source Complete 

Subjects: Financial statements; Auditing; Finance; Federal Deposit 

Insurance Corp.; Federal Savings & Loan Insurance Corp.; Other direct 

insurance (except life, health and medical) carriers 
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12. Sensors, Nanoscience, Biomed€cal Engineering, 

and Instruments : Sensors Nanoscience 

Biomedical Engineering 

By. Dorf, Richard C. Series: The Electrical Enaineering Handbook, Sensors, 

nanoscience, biomedical engineering, and instruments.. Edition: 3rd ed. Boca 

Raton CRC Press. 2006. eBook. Description: In two editions spanning more 

than a decade, The Electrical Engineering Handbook stands as the definitive 

reference to the muitidisci•p€€nary field of electrical engineering. Our 

knowledge continues to grow, and so does the Handbook. For the third 

edition, it has expanded into a set of six books carefu€€y focused on a 

specialized area or field of study. Each book represents a concise yet 

definitive col€ection of key concepts, models, and equations in its respective 

domain, thoughtfully gathered for ... (AN 154289), Database: eBook 

Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING I Nanotechnology & MEMS; 

MEDICAL / Biotechnology; TECHNOLOGY & ENGINEERING / Sensors; 

Biosensors; Medica€ electronics; Biomedical engineering 
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13. .9017 Tech Gift Guide, 

By: Allen, Jeffrey; HaIlene, Ashley, GPSolo„ Nov/Dec2017, Vol, 34 issue 5, 

06-61. 26p. Abstract: The article offers information on several products 

including the Microsoft Surface Pro laptop, the Sony Cyber-shot RX100 

camera, and the Canon OS digital camera, (AN: 126830012), Database: 

Academic Search Complete 

Subjects: LAPTOP computers; DIGITAL cameras; CANON Inc.; SONY 

Corp.; MICROSOFT Corp.; Photographic and Photocopying Equipment 

Manufacturing; Commercial and service industry machinery manufacturing; 

Computer and peripheral equipment manufacturing; Electronic Computer 

Manufacturing 
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14. A comprehensive review of denoisd.g techniques 
for abdominal CT images, 

By: Kaur, Ravinder; Juneja, Manila; Mandel, A. K. . Multimedia Tools & 

Applications , Sep2018, Vol, 77 issue 17, p22735-22770, 36p Abstract: 

Computed Tomography (CT) is one of the effective imaging modality in 

medical sciences that assist in diagnosinc,,, various pathologies inside the 

human body. Despite considerable advancement in acquisition speed, signal 

to noise ratio and image resolution of computed tomography imaging 

technology, CT images are still affected by noise and artifacts. A tradeoff 

between the amount of noise reduced and conservation of genuine image 

details has to be made in such a way that it enhances the -clinically relevant 

image content. Therefore, noise reduction in medical images is an important 

and challenging task, as it helps to improve the performance of other image 

processing procedures such as segmentation or classification to perform 

better diagnosis by clinicians. Different techniques have been suggested in 

the literature on denoising of CT images, and each technique has its own 

presumptions, benefits, and drawbacks. To the best of our knowledge, no 

survey paper was found in the literature that compares the performance of 

various denoising techniques for CT images, This study aims to compare the 

capabilities of several notable and contemporary den() sing techniq es in the 

presence of different types of noise present in abdom€naal CT images. This 

comparative analysis helps to determine the most suitable denoising 

technique for practitioners and researchers that car be used in real life 

scenarios. Furthermore, the advantages and disadvantages of considered 

denoising methods have also been discussed along wi€h some 

recommendations for further research in this area, [ABSTRACT FROM 

AUTHOR]; DOl: 10,1007/s11042-017-5500-5; (AN 131207839), Database: 

Applied Science & Technology Source 

Subjects: Image denoising; Computed tomography; Signal-to-noise ratio; 

Noise control; Image processing; Image segmentation; Diagnosis; Irradiation 

Apparatus Manufacturing; Photofinishing Laborato€ies (except One-Hour); 

One-Hour Photofinishing 
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15. Complete Book of Remote Access : Connectivi 
and Security 

By: Kasacavage, Victor, Series: The Auerbach Best Practices Series. Boca 

Raton, Fla : Auerbach Publications. 2003. eBook, E.)escription: As technoiogy,

advances, the demand and necessity for seamless connectivity and stable 

access to serveis and networks is increasing exponentialiy, tinfoitunately the 

few books out there on remote access focus on Cisco certification 

preparation, one aspect of network. connectivity or security. This text covers 

both-the enabling technology and how to make remote access secure. The 

definitive resource for network administrators and IT professionals 

implementing and maintaining remote access systems, The .,. (AN 13548.4), 

Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Networking General; COMPUTERS Security / 

General; Computer networks--Remote access; Computer networks--Security 

measures 
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16. Alan Simpson's Windows@ XP Bible 
By: Simpson, Alan. Series: Bible. Edit€on: 2n₹d ed. Indianapolis, IN : tP fey. 

2005. eBook. Description: if Windows XP can do it, you can do it too... 

Windows  XP is the undisputed market leader among operating systems, and 

the enhancements and security improvements in Service Pack 2 made it 

even better. So if you already know how to turn on a PC and use a mouse, 

here's the place to learn how to use every fabulous feature of Windows XP. 

Let an expert show you the new security features and nelp you customize 

your Windows, manage files, go online safely, work with digital media, set up 

a network, and solve (AN 127314), Database: eBook Collection 

ES Cohost) 

Subjects: COMPUTERS / Operating Systems I Windows Desktop; 

Operating systems (Computers) 
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17. FEDERAL REGISTER, 
Federal Register (National Archives Records Service, Office of the Federal 

Register). 4/8/2019, Vol. 84 issue 67, Yi 213p. Abstract: The article 

focuses on regulatory documents having general applicability and legal 

effect, most of which are keyed to and codified in the Code of Federal 

Regulations in the J.S. Topics include the U.S. Department of Homeland 

Se.curity (DHS) stated to have reduced Greece's Elect onic System for Travel 

Authorization (ESTA) travel authorization validity period for travel by 

nationals of Greece under the Visa Waiver Program (WiP) from two years to 

one year. (AN: 135785883), Database: Business Source Complete 

Subjects: United States. Dept. of Homeland Security: Travel regulations; 

Electronic systems; Visas; Waiver 
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18. Security issues in cloud environments: a survey, 
By: Fernandes, Dingo; Soares, Liiiaria; Games, Jc.irlo; Freire, Mario; Inacio, 

Pedro. international journal of Inibrmation Security. Apr2014, Vol. 13 issue 

2, p113-170. 58p, Abstract: In the last few years, the appealing features of 

cloud computing have been fueling the integration of cloud environments in 

the industry, which has been consequently motivating the research on 

related technologies by both the industry and the academia, The possibility 

of paying-as-you-go mixed with an on-demand elastic operation is changing 

the enterprise computing model, shifting ;sin-premises infrastructures to off-

premises data centers, accessed over the inte.met and managed by cloud 

hosting providers. Regardless of its advantages, the transitio€i to this 

computing paradigm raises security concerns, which are the subject of 

several studies, Besides of the issues derived from Web technologies and 

the Internet, clouds introduce new issues that should be cleared out first in 

order to further allow the number of cloud deployments to increase. This 

paper surveys the works on cloud security issues, making a comprehensive 

review of the literature on the subject, ii addresses several key topics, 

namely vulnerabilities, threats, and attacks, proposing a taxonomy for their 

ciassification. It also contains a thorough review of the main concepts 

concerning the security state of cloud environments and discusses several 

open research topics. [ABSTRACT FROM AUTHOR] DOI: 10.1007/s10207-

013-0208-7, (AN: 95064452), Database: Computer Source 

Subjects: CLOUD computing security measures; COMPUTER networks in 

business enterprises; ELASTICITY (Economics); WEB services; CLOUD 

computing; MANAGEMENT 
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19. Forensic Science An Encyclopedia of History, 
Metho0€s, and Techniques 

By: Tilstone, r11il rn..1,; Savage, Kathleen A.; 'Clark, Leigh A. Santa Barba 

Calif ABC-CLIO. 200$, eBook. Description: Written by experts for the 

general audience, this A-Z presentation covers ell aspects of forensic 

science from its beginning to fts central place in modem law enforcement, 

(AN 161024), Database: eBook Collection (EBSCOhost) 

Subjects: LAW Forensic Science; REFERENCE Encyclopedias; SOCIAL 
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sciences—History; Criminal investigation—Encyclopedias; Criminal 

investigation--History 
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0O1: 10.1111ibdi.12619. (AN: 128291334), Database: Academic Search 

Complete 
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21. FEDERAL REGISTER, 
Federal Register (National Archives Records Service, Office of the Federal 

Registet). 212112019, Vol. 84 issue 35, pl-iv, 258p. Abstract The article 

offers information on the public regulations and legal notices issued by 

different U.S. government agencies, as of February 21, 2019. Topics include 

information collection activities of the U.S. Alcoho₹, Tobacco, Firearms, and 

Explosives Bureau; 41:formation Collectic.m Activities of the U.S. Centers for 

Disease Control and Prevention ; and Proposed Good Samaritan Settlement 

Agreement and Order on Consent for Removal Action by US, Environmental 

Protection Agency. (AN: €34856735), Database: Business Source Complete 

Subjects: United States. Alcohol & Tobacco Tax & Trade Bureau; Centers 

for Disease Control & Prevention (U.S.); United States. Environmental 

Protection Agency; Administration of Public Health Programs; Administration 

of Air and Water Resource and Solid Waste Management Programs; 

Government agency rules & practices; Notice of proposed rulemaking 

(Administrative law) 

PDF Full Text O9.9MB) USPTO Full Text Options 

http://eds.a.ebscohost.com/eds/results?vid=0&sid=5177aacc-1727-416c-8c19-6a14a0e2551... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 144



Result List: maintaining the unlocked state during a condition that the dyn...: Discover ... Page 16 of 25 

22. LAW, VIRTUAL REALITY AND AUGME 
REALITY 

By: Lernley, Mark A.; Volokh, Eugene. in: University of Pennsylvania Law 

Review, April 2018, Vol, 166 issue 5, p1051, 88 p.; University of 

Pennsylvania, Law School Language: English, Abstract: INTRODUCTION 

1053 L THE RiSE OF THE MACHINES 1058 A. The Technological 

Background 1058 B. The Practical Applications 1059 C. The Effect on our 

interaction with the World 1063 1, 1.,.] Virtual Reality (VR) and Augmented 

Reality (AR) are going to be big—not just for gaming but for work, for social 

life, and for evaluating and buying reakworld products, Like many big 

technological advances, they will in some ways challenge legal doctrine. In 

this Article, we will speculate about some of these upcoming challenges, 

asking: (1) How might the law treat 'street crimes' in VR and AR—behavior 

such as disturbing the peace, indecent exposure, deliberately harmful visuals 

(such as strobe lighting used to provoke seizures in people with epilepsy), 

and 'virtual groping'? Two key aspects of this, we will argue, are the 

Bangladesh problem (which will make criminal law very hard to practically 

enforce) and technologically enabled self-help (which will offer an attractive 

alternative protection to users, but also a further excuse for real-world police 

departments not to get invoived), (2) How might the law handle tort lawsuits, 

by users against users, users against- VR and AR environment operators, 

outsiders (such as copyright owners whose works are being copied by users) 

against users, and outsiders against the environment operators? (3) How 

might the law treat users' alteration of other users' avatars, or creation of 

their own avatars that borrow someone else's name and likeness? (4) How 

might privacy law deal with the likely pervasive storage of ail the sensory 

information that VR and AR systems present to their users, and that they 

gather from the users in the course of presenting it? (5) How might these 

analyses reflect or₹ broader debates even outside VR and AR, especially 

order witho€at iaw and the speech—conduct distinction? (AN: 

odsgd.546878977), Database: Gale OneFile: LegalTrac 

Subjects: United States; Virtual reality technology; Government regulation; 

Augmented Reality -- Laws, regulations and rules; Criminal liability --

Analysis; Virtual reality -- Laws, regulations and rules; Tort liability --
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23. A STRAL1A BANKINa 
Acquisdata inclustty SnapShots: Ausfraila Banking, 8/2312018, Issue 13107. 

p1-91. 94p. Abstract. An industry report for the banking industry in Australia 

is presented from publisher Acquisdata Pty. Ltd. as of August 23, 2018, with 

topics including media releases, latest research, and overviews of leading 

companies. (AN: 131430686), Database: Business Source Complete 

Subjects: Banking industry; AMP Bank Ltd.; Bank of Sydney Ltd.; Bank of 

Queensland Ltd.; Credit Suisse Australia Ltd.; Personal and commercial 

banking industry; Savings Institutions; Commercial Banking; Other 

Depository Credit Intermediation 
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Addressing Risks in Societies 

By: Fekete, Alexander; Fiedrich, Frank. Series: The Urban Book Series, 

Cham, Switzerland Springer. 2018. eBook.. Description: This edited book 

investigates the interrelations of disaster impacts, resilience and security in 

an urban context. Urban as a term captures megacities, cities, and generally, 

human settlements, that are characterised by concentration of quantifiable 

and non-quantifiable subjects, objects and value attributions to them. The 

scope is to narrow down resilience from an all-encompassing concept to 

applied ways of scientifically attempting to ,measurethis type of disaster 

related resilience. 28 chapters ... (AN /651592.), Database: eBook Index 
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25. Using Microsoft Windows XP 
By: Cowart, Robert; Knittel, Brian. Edition: Piatinum ed. Indianapolis, Ind

Pearson Education, inc. 2004. eBook. Description: Title from ebook title 

screen (viewed on Apr. 28, 2005), (AN 128872), Database: eBook Collection 

(EBSCOhost) 

Subjects: COMPUTERS /Operating Systems Mac OS; COMPUTERS 1 
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System Administration / Windows Administration; Operating systems 

(Computers) 
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28. Understanding Surveillance Technologies Say` 
Devices Their Origins & Applications 

By: Petersen, JuUe K. Boca Raton, FL CRC Press. 2001. eBook. 

Description: From electronic wire taps to baby monitors and iong-distance 

video and listening devices, staining changes occur everyday in how we 

gather, interpret, and transmit informafion. An extraordinary range of 

powerful new technologies has come into existence to meet the requirements 

of this expanding field.Your search for a comprehensive resourc (AN 

154607), Database: eBook Collection (EBSCOhost) 

Subjects: BUSINESS & ECONOMICS / Commerce; COMPUTERS / 

Security General; LAW I Forensic Science; SOCIAL SCIENCE / 

Criminology; Electronic surveillance 

PDF Full Text USPTO Full Text Options Full Download 

Table o₹ Contents Most Relevant Pages From This eBook 

29. Linhas Aereas inteligentes SA investors nd 
Ana€yssts Meeting - Final 

Fair Disclosur$.? Wre (Quarterly Earnings Reports), 01109/2020. (AN: 

321,0858251481FEW, Database: Regional Business News 

HTML Full Text USPTO Full Text Options 
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30. Friday, August 25 / Vendredi 25 aout. 
Archives of Physic) & Biochemistry. Apr2000, Vol. 108 Issue 1/2, 07

162. 106p. Abstract 7.30 Registration / Inscription Room/Salle : Le Foyer 

8:30 Annoncements / Annc.onces Room I Sate : Ambassadeur A, B, C 8:45 

Keynote Speaker / Conferencier invitee. Ronald F. Zemicke, University of 

Calgary, Alberta, Canada 57 Factors in Skeletal Adaptation Coauthors / 

Coauteurs Wohl G.R., Boyd S.K., Judex S., Zemicke R.F.. Chairman / 

President : Hubert Labelle Room / Sate : Ambassadeur A, B. C 9:30 

Debate,' Debat The role of spine in locomotion / Le rale de la colonne 

vertebrale dans la locomotion Serge Gracovetski, Concordia University, 

Montreal, Canada Jak P. Callaghan, University of Guelph, Guelph, Canada 

Moderator/ Animateur : David Pearsall Room Sane : Ambassadeur A, B, C 

10.30 Poste€ Session Session d'affichage Poster number corresponds to 

the abstract page number/ Le numero de l'affiche correspond au numero de 

la page de l'abrege Clinical Biornechanics/ Biomecanique clinique 

Chairman President Hubert Labelle Room / Sate Salon Diplomate 

Analysis of Pressure Distribution at the Body-Seat Interface Using Image 

Processing Technique Aissaoui R., Kauffmann C., Dansereau J., de Guise 

J.A. Bilateral and Three-Dimensional Analysis of Elderly Able-Bodied Gait 

Sadeghi H., Zabjek K.F., Prince F., Sadeghi S., Labelle H. Bilateral tea€foot 

Asymmetry and Anterior Knee Pain Syndrome Livingston L., Mandigo J. 

Biornechanical Factors in Gait of Knee Osteoarthritis Patients Deluzio 

Wyss U.P., Costigan P.A., Zee B. Biomechanical Study of the Shoulder of 

Elderly Patients Using a Meelchair Kheila Laboisse J.J., Pillu M., Lavaste 

F. Computer Keyboard Slope and Wrist Extension Angle on Individuals with 

Carpal Tunnel Syndrome Simonean G.G., Marklin Berman J.E., 

Monroe J.F., Welsh S.E. Efiet dune AHMi sur les parametres cinetigues et 

cinematiques lots dune tache dynamique Lafond D., Normand M.C, Energy 

Expenditure of E1elow-Knee Amputees as a Result of Prosthetic Weight 

Bateni H., Olney S.J. Experimental Protocol Ibr the Kinematics Measurement 

of the Shoulder and of the Upper Limb Roux E., Bouil`Ea€3d S., Bouttens D., 

Istas D., Godilion-M€aquingheen A..-P., Lepoutre F.X.- . In Vivo Distance 

Between ACL Insertions of the Ovine Stifle Joint During Walking Ronsky J., 

Powers M., Tapper J., Maa#real-₹ T., Sutherland C., Shrive N., Frank C. Lower 

Limbs Deformities and Plantar Pressure Distribution in Cerebral Palsy 

Children Fernery V., Moretto P., Thevenon Renaut H. Normal Values for 

Walking Base Measured During Clinical Gait Analysis DeGuzman A.B., 

Whittle M.W. Pressure Changes Under the Feet of Obese Adults After a 

Weight Reduction Program Bolte K., Hennig E.M., Hills A. P., McDonald M. 

Quasi Static Foot Compression Tests Masson C. Basile F., Cesari D., 

Bonnoit J. Resistance Versus Angular Movement Law of the Glenohumen-il 

Joint Mack A., Fayet M. , Maiffredy L,, Be Mond F., Bouquet R., Ramet M., 

Verriest Wang X., Volglio E. Surface. 5MG ofTigh Muscles of 
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Transtibial Amputees Using Successively Ischia: Bearing and PTB Socket 

Piliu M., Dechamps E., Dupre J.C. The Biomechanics of Foot Orthotics in 

People with Ned€ai Compartment Knee Osteoarthritis Prasad €M'.; Cudiem E., 

Rudan J. The Effect of Body Mass index on Seat Interface Shape Patterns 3..E 

Y., AIssaoui R., Brieriza D.M., Danserecu J. The Effect of Bracing ACL 

Deficient Knees on Skeletal 3-D Kinematics Ramsey D.K., Lamontagne M., 

VVretenberg P.F., Nemeth G. The Effect of Chair Height on Selected Kinetic 

Parameters of the Sit-to-Stand Task in the Elderly Hughes L., Kozey J. Tibial 

Tubercle Anteromedialization Restores Patellar Force Distribution Wilson D., 

Apreleva M., Ramappa A., Harrold F., Steiner M. Motor Control 1 ContrOle 

moteur Chairman President : Anathol Feldman Room Salle : Salon 

Diplomate Changes in Gait initiation Program Induced by an Heel-Off 

Posture Couillandre A., Bren€ere Y., Maton B. Coordinat€on Changes Linder 

Lower Leg Asymmetries Haddad J.M.. van Emmerik R.E.A., Whittlesey S.N., 

Hamill J. Determination of Motor Control Variables in a Finite Element Model 

of the Trunk Using Artificial Neural Network Garceau P., Cheriet F., 

Beausejour M., Labelle. H.„tkubin E. Factors Limiting the Kinematics 

Parameters of Gait initiation Michel V., Do M.-C. Les parametres 

cinematiques d'un objet en chute fibre sent-ils les seuis psis e n compte ors 

de la planification de l'attraper? Prevost P., McIntyre J., Berthoz A. 

Modificatic-ins of Gait Veeloc€ty` to Avo€d COiliSiOnS M.E., Patti: A.E.. 

Racco V. Phase-Delay Analysis of interjoint Coordination During Reaching 

Movements N.litnitski A.B., Cirt3tea Feidrnan A.G., Levin M.F. 

Synchrony Between the Minimum in Global EMG Activity and the Point of 

Reversal in Sit-to-Stand Movements Archambauft P.S., Feldman A,G. The 

influence of Available Response. Time on Centre of Mass Displacement 

During the Termination of Gab McGowan B.R., Patio Ali., Racco V. The 

influence of Fatigue on Multi-.Muscie and Multi-Joint Coordination During 

Hammering Cote J., Levin IV 1.F., Feldman A.G. The influence of Visual 

Information About the Lower Limbs on the Trajectory of the Centre of Mass 

and Time to Termination of Gad Racco V., Pa ha A.E., Cinelli M.E. The 

Relationship Between Gad Tran,,tition Speed and Dorsiflexor Force 

Production Hre.ljac A., Ferber R. Timing and Magnitude Changes of Muscle 

and Motion Dependent Torques with Practice Fast Arm Movements to Target 

Vardaxis V. instrumentation Chairman / President: Anne-Pascalet Goa illon 

Room / Salle : Salon Diplomate 3D Geometric Acquisition of the Human 

Body in Driving Posture for Modelling Purposes Serre T., Bidal S., Durand F., 

Behr M., Basile F., Brunet C. A Large Force Platform for Human 

Displacements Desjardins P. Gagnon M. A New Dynamic Transducer for in-

Vitro Measurement of Human Knee Joint Contact Pressure Mum J.H.. Choi 

WS., Satorni T., Kim Y.S., Urn O.K., Freema€n J., Rifil K. A Robustness 

Study of Self-Cal€brat€on Technique for the Radiographic 3D Reconstruction 

of Human Spine Remaki L., Cheriet F., Beiiefieur C., Labelle. H., Dansereau 

j. Assessment of a Three-Dimensional Kinematic: Robot for Biomechanics 

Studies of Human Movement Desjardins P., Plarnondon A., Gagnon M. 
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Calibration of a Three Axis Force Cylindrical Sensor Used to Evaluate the 

Grasping Reflex Me€rien A., Barbedette B., a€ of J.-P., Etcharry-Bouyx F., 

Le Gall D. Determination of the Effectiveness of Materials in Attenuating High 

Frequency Shock During Gait Using Filter-Bank Analysis Gillespie K,A, 

hickey J.P. Development and Validation of a Mobile Video Capture System 

for Spatial Kinematics Lafontaine O., Lamontagne M. in-Vivo Anterior 

Cruciate Ligament Strain Behaviour During a Rapid E3eceleration Movement 

Benoit D., Geruili Caraffa A., Lamontagne M,, Li' i A., Brun S. Portable 

and Aford€able: A Compact CMG Recorder Rambar€an K.K., Robertson 

D.G.E. Quantification of In Vivo ACL Elongation During Dynamic Joint 

Movements: A New IVIethodology McLean &G.. van den Bogert A,j. 

Residual Errors of Three-Dimensional Coordinates by Comparing Riming 

'Volumes and Number of Cameras Lamontagne M., Kendall M., Mu€`phy N., 

El Meech 1. Simulation of Lift Truck Lateral €dove; to improve Dover's Safety 

Koutchouk M., Aubin Gnu M., Ohtea€iii M . , Benoit R. Locomotion 

Chairman President : Denis Gravel Room I Salle : Salon Diplomate 3D 

Young Normal Knee Powers During Stair Climbing Oakley RA., Costigan 

P.A. A Novel Machine for lii Vitro Spinal Biorriechanics Testing Gillespie: 

K.A.„ Dickey J.P., Yang S.X. Automatic Determination of Lower Limb 

Segment Masses from M.R.i. Pinti A., Hedoux P. Kernoun G., Bo ix B. 

Comparaison of Center of Mass Positions of Lower Body Segme€ats 

Obtained from M.R.I. and Geometric Models Hedou€x P., Pinti A., Waterlain 

E., Kemoun G., Boluix B. Effets de l'erreur du pos.litionnement des axes lors 

de l'etude de la cinematique 3D du genou Parent a, de Guise J.A., Yahia 

L'H, Examining the Relationship Between the Mechanical and Metabolic 

Energy Expenditure of Walking at Various Velocities Semeniuk K.M., 

Robertson D.G.E.. Gait Analysis on a Transversely Tilted Platform De Gads 

L., Pearsall O,J, Ground Reaction Force and EMG Responses During Gait in 

Treadmill Sacco I.C.N.„ Serra° J.O., Sa M.R., Amadio A.C. interjoint 

Coordination in Lower Limbs During Different Movements in Humans St-

Onge N., Yahia L'H., Feldman A.G. Kinematic: Study of the Knee with a 3D 

Analyser Gan ikia S., Duval N., Yahia LH., de Guise J.A. Local a€a:t Global 

Asymmetries in Able-Bodied Gait Sadeghi H. Allard P., Prince F., Duhaime 

M., Sadeghl S., Labelle H. Predicting Moment of Inertia of the Human Leg 

Requires the Use of an Elliptical Model Durkin J.L., Dowling J.J. Rigid Foot 

Segment Assumption: Effects of Mid-Foot Motion Tibeno D., Heiderscheit 

B.C., Hamill j. The Effect of Shank Soft Tissue Movement on Knee Moment 

Profiles During Natural Cadence Walking Menai K., McClay I., Richards J., 

Stanhope S. The Finite Helical Axis Disti"ibutio€a of the Ovine Stifle Joint 

Dieri€ag the Swing Phase of Normal Gait Tapper J., Powers M., Ronsky J., 

Shrive N.. Majima T., Frank C. Two-Segment Model of the Foot; Reduction of 

Power imbalance Cronin A., Robe€tson D.G.E. 12:00 Lunch iDejeuner 

Room Sane Gouverneur 1, Gouverneur 2, Les Verrieres, Senateur 13:30 

Keynote Speaker I Conferencier invite L'Hocine Yahia, Ecole Polytechnique 

tie Montreal, Montreal, Canada 12.1 Shape Memory implants in Medicine: 
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Orthopaedics. Dental and Cardiovascular Applications Chairman / President 

Cari-Eric Aubin Room Salle : Ambassadeur A, B, C 14:15 Poster Session / 

Session d'affichage Poster number corresponds to the abst₹"act page 

number/ Le nume.ro de raffiche correspond au numero de la page de 

rabrege Sport Biomechanics BB, for  du sport Chairman/ President 

Davici Pearsall Room Salle : Seim Diplornate Ana₹yse rnecanique des 

conditions d'accord dun c₹ymnaate avec en tremplin K€`bbi Y., Duboy J., 

Lacouture P., Junqua A. Caracterisation d'un exercice de pedalage sur 

ergocycle par revaluation des travaux cumules des forces intemes Riquet A., 

Lacouture P., Duboy J. Carecterisation du phenomene transitoire entre deux 

etats d'eouil₹bre A.T.R.,) par l'evaluation de la guantite de rotation jeddi R., 

Junqua A., Lacouture P. , DU boy J.I. Co M parison of Impact and Shock 

Attenuation Between Full-Suspension and Non-Rear Suspension Bicycles 

Roy JP., Robertson D.G,E. Comparison of Lower Extremity Joint Angle,s, 

Moment and Powers Among Straight Ahead and Crossover Cutting Tasks 

Houck J., Yank Taibe K. Electrornyographicei and Mechanical 

Parameters Evolution on a Ever Chanoing Saddle Thiery C., Toumi H., 

Maitre S., Chandezon R., Var₹nouville G., Torver S., Poumarat G. EMG 

Analysis of the Field Hockey Drive Murtaugh K Evaluation of Human 

External Power in the Pedailing Task Using Air and Ground Friction 

Coefcientside₹ntificatioi of a Bicycle. Mariot J.-P., Barbed Otte B. 

Experimental Measurements of the Swimming Start Variations Ba.gesteiro 

L.B., Larariia R.A.C., Tamapa A. initiating Rotation in Triple Somersaulting 

Arinstand Dives Murtaugh K., Miter Di. Infra-Steps Belt Speed Variation and 

Horizontal Power Transfer During Treadmill Running Radstake T., Dowling 

J.J. Joint Angular V€:locity Contributions to Clubhead Speed as Determined 

by Computer Simulation Sprig₹€?CJs E., Neal R. Joint Reaction Fames and 

Moments of the Ankle and Knee Wien Running Over Obstacles of Va€ying 

Height Hreljac A., Stergiou N., Scholten S.D. Kinetic and Kinematic Analysis 

of the Sprint Start Faverialj., Basset F., Azizah M.G., Teesdale N. 

tvlathematical Model of the Sprint Relay Murphy S.D., Robertson D.G.E., 

Rainbarran K.K. Modeling Tibial Accelerations in Running Chu J.J. , Caldwell 

G.E. Modelisation experimentale du coefficient de freinage aerodyna MiqU e 

en ski aipin Barelle C.., Tavernier M. Motion of the Foot Inside a Hockey 

Skate: As Measured from Bone. Skin₹, and Boot Markers Al Hadi M., 

Lamontagne M. Relationship Between impact and Rearfoot Motion During 

Running Countryman M., O'Connor K., Hamill J. The Effects of High vs. Low 

Stroke Rate on the Drive Phase i€n Rowing on a Rowing Ergometer Gervais 

P., Bet G. The Investigation of Cycling Position on Thoracic Spine - A Novel 

Method of Measureing Thoracic Kyphosis in the Standing Position Rajabi R., 

Freemont A,J,, Doherty P. The Relatio€nship Between Foot Velocity and 

Braking in the Horizontal Jumps Leblanc J.S. Trunk Muscle Endurance and 

Quadriceps Muscle inhibition in Golfers with Low Back Pain Suter E.

Lindsay D. Muscle (animal) Chairman / President Walter Herzog Room 

Salle : Salon Eipiom₹ate Force Enhancement and Stability in Skeletal Muscle 
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Fibers Wakeling J., Herzog W, Syme D. Function of One- and Two-Joint 
Muscles During Cat Locomotion Based on Direct Measure-meet of In V€vo 
Muscle Forces Kaye M., Herzog W., Leonard T. In Vivo Fibre Length 

Changes in the Cat Soleus Herzog W., Leonard T.R. Stability and the 
Descending Limb of the Force-Length Relation in Mammalian Skeletal 
Muscle Schachar R.: Herzog W., Leonard T. Muscle (human I humain) 
Chairman I Pres€dent : Robert Kearney Room I Sal€e : Salon Lip€ornate A 
Graphical Approach to Determine Synergistic Muscle Forces Using an 
Optimization Algorithm .Ait-Haddou R., Jinha A., Herzog W. A Hybrid 
Forma€€sm for Cross-Bridge Models Ait-Haddou P., Herzog W. A Robust 
Method for Estimating Fatigue Measures from Short Data Records Bateni H., 
Pearsall D.J. Changes in the Neural and Contractile Properties of the 
Quadriceps Muscle after a Pro€onged Cyc€ing Exercise Lepers R., Maffluletti 
N.A.. Martin A., van Hoecke J., Hausswirth C. Effects of Vibration Induced by 
lnl€ne Skating on Neuromotor Functions Thompson C. Belanger M. Effets 
prolongs d'un traitement de fibrolyse diacutanee Guissard N., Veszeiy M., 
Duchateau J. Functional Significance of Muscle Training by E€ectrical 

Stimulation Carpentier A., Decamp C., Duchateau J. High Pass Filtering 
Beyond 100Hz improves Surface EMG-Based Force Predictions for the 
Biceps Brachii Potvin J., Brown S., Dowling J., Tolmie S. Muscu€ar Modelling 
of the Lower Extremity: The Effect of Varying Joint Angles on Muscle Length 
St.Pierre T.A., Robertson D.G.F. Neuromuscular Recovery After a Strength 
Training Session Fern A.. Pousson M., van Hoecke. J. P€antar-Flexor Twitch 
Contractile Properties Associated to Maximal Hoffmann Reflex in Three 

Different Populations Maffiulefti N.A.; Martin A., Schieppati M. Quadriceps 
Ferraris Activation and Accuracy Across the Perceptual Range Pincivero 
DAC, Suter E., Coelho A.J.; Campy P.M. Repeatabi€ityr of Electromyographic 
Profiles During Normal Wa€king in Young Adults Gavilanes B., Goiriena J.J., 
Tobar C. The Soleus H-Reflex Modulation Pattern During Human Walking Is 
Not Based on Lower Limb Movements Schneider C., Lavoie B.A., Capaday 
C. 15:45 Ora€ presentation for the CSB Student and Young Investigator 
Award Competit€on / Presentations orales pour le concours SCB pour 
etudiants et jeunes chercheurs Chairman I President : David Pearsall Room / 
Salle : Ambassadeur A, B, C 17:00 CSB General Meeting / Assemblee 

generale de la SCB Room Salle : Ambassadeur A, B, C 19:30 SR-CSB 
Banc≤uet i Banquet SB-SCB. [ABSTRACT FROM AUTHOR] DUI: 
10.1076lapab.108.1.57.11511. (AN: 5260868), Database: Academic Search 
Complete 

Subjects: B€OMECHANICS; CONFERENCES & conventions; Convention 
and Trade Show Organizers 

PDF Full Text (3.3MB) LIS.PTO Full Te), 
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6/7/2020 performing communication with a second communication interface relating to the authentication result with the first communication interfac... 

Goalie performing communication with a second communication interface relatil 

Q. All E News al yes ty Videos More 

About 79,200 results (0.67 seconds) 

www.google.comipatents/EP3029590A1?cl.en 

Settings -'1;:,oEs 

A computer system and an apparatus for use in a computer system 
The computer system includes a first database containing the dynamic binary code 

i he controller means performs, when receiving a code from the biometric 

receiving the first binary code, a second binary code by means of the dynamic ... as a 

parallel communication interface, a serial communication interface, an SPI, 

App. - Filed Mar 15, 2004 - Published Jun 8, 2016 - Uffe Clernmensen - 0uardlock ApS 

Overview • Related • Discuss 

www.google.cornipatents/US8838071 

Secure communications smartphone system 
  2 illustrates an exemplary graphical user Interface of a first smartphone used to 

compose and send a secured communication and ... 

Grant - Filed Apr 30, 2014 - Issued Sep 16, 2014 - Jail Cronin - Oto Technologies Lie 

Overview • Related • Discuss 

www.google.cornipatents/US9288207 

Secure communications smartphone system 
initial uses for biometrics (e.g., fingerprint, voice recognition, face recognition) are ... 

information entered into the ittlfilETHR3ChtiOn interface may include, yet is not limited 

... The digital communication may then be transmitted to the recipient over a ... 

digital communication input by the sender, receiving one or more biornetric .„ 

Grant - Filed Sep 4, 2014 - issued Mar 15, 2016 -John Cronin - Grandios Technologies, 

Lic 

Overview Related • Discuss 

vvww.google.com/patents/US8836473 

Dynamic keypad and f€ngerprinting sequence authentication 
i•••••••••;,1 The apparatus may further include a receiver, The receiver may receive information 

from the first fingerpriM scanner, the information relating to user biornetric 

Grant - Filed Apr 5, 2012 - Issued Sep 16, 2014 - Rustam N. Nadia Bank Of America 
  Corporation 

Overview • Related • Discuss 

WWW.google.com/patents/US9342674 

Man-machine interface for controlling access to electronic ... 
  After requesting the user authentication, the first device detects biometric 

information associated with the user with the one or more biometric sensors, 

Grant - Filed Mar 5, 2015 - Issued May 17, 2016 - David S. Abdallah -Apple Inc. 

Overview • Related • Discuss 

WWW.google.com/patents/US9819675 

Secure communications smartphone system 
  A sender cf a secured communication may identify one or more biometrics ... initiate 

the transmission by selecting a part of the communication interface that ... 

Grant - Filed Mar 15, 2016 - Issued Nov 14, 2017 - John Cronin - Grandios 

  Technologies, Lk: 

Overview • Related • Discuss 

www.google.com/pa tents/US20140157384 

Biometric Authentication 
A biometric   system is disclosed that provides a a listed third ... 

communication protocols for network security for supporting authentication of ... 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei=vEDdXveGA7XDytMPu7g24AB8‘g=performing+communication+with+a+second+co . 1/2 
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  After renewing the requested biometric data, first party system 104 rosy transmit the 

biometric information to the requesting second party via network interface 266. 

App. - Filed May 3, 2013 - Published Jun 5, 2014 - Benjamin J. Stern - At&T Intellectual 

Property I, LP. 

Overview • Related • Discuss 

www.google.com/patents/US9785763 

Techniques for biometric authentication of user of mobile 
A method for biometric authentication of a user of a mobile device, and a case for ... 

that was captured by the mobile device.. storing the biometric data, receiving a 

request ... The first wireless communication sub -system 530 and the second wireless 

transmits the converted audio data streams to the peripheral interface 523. 

Grant - Filed Nov 24, 2015 - Issued Oct 10, 2017 - Paul SCULLY-POWER - Neap 

Licensing, Lie 

Overview • Related • Discuss 

WARN. google.com/patents/US9530137 

Method and apparatus for secure access payment and 
The method comprises the acts of wirelessly transmitting from a fast device, first 

encrypted authentication information of the fir t entity, receiving with a second ... 

Grant - Filed Feb 9, 2016 - Issued Dec 27, 2016 - Kenneth P Weiss - Universal Secure. 

Registry, LIe 

Overview • Related • Discuss 

www.google.comipatents/US20030152254 

User authenticating system and method using one-time 
  This invention relates to a user authenticating system and a method using none-time 

flrig4, -pzint template_ The system and the rrwthod according to „. 

App. - Filed JIM 1, 2001 - Published Aug 14 2003 - Tai-Doing Fla -Tai-bong Ha 
ft-e•sease.• 

Overview • Related • Discuss 

1 2 3 4 5 6. 7 8 9 10 Next 

Heip Send feedback Privacy Terms 

https://www.google.com/search?biw=1509&bih=732&tbm=pts&ei vEDdXveGA7XDytMPu7q24A8&q=performing+communication+with+a+second+co.. . 2/2 

IPR2025-01313; Samsung 
Ex. 1002 - Page 156



6/7/2020 receiving the dynamic biometric information by the second device via communication between the first communication interface and the se... 

Go) ile receiving the dynamic biometric information by the second device via co 

Q. All Eg News <9 Silencing El Videos i more Setings rer_•€S 

About 119,000 results (0.53 seconds) 

www.google.comipatents/US8326378 

Communication between devices using tactile or visual ... 
In some examples, the system provides two or more dedicated communication 

devices that communicate with one another without voice-based .„ 

Grant - Filed Feb 13, 2009 - issued Dec 4, 2012 - Joseph LIngari - T-Mobile Use, Inc.. 

Overview • Related • Discuss 

www.google.comipatents/LIS9342674 

Man-machine interface for controlling access to electronic ... 
After requesting the user authentication, the first device detects biometric 

information associated w€th the user with the one or more biometric sensors. 

Grant - Filed Mar 5, 2015 - Issued May17, 2016 - David S. Abdallah -Apple Inc. 

Overview • Related • Discuss 

WNW, goog€e.com/patents/US8627454 

Dynamic quota-based entertainment manager 
A system biornetrically authenticates a user that intends to use an entertain:tient 

device, The system obtains, based on the biometric authentication, one or more ... 

Grant - Filed Apr 1, 2009 - Issued Jan 7, 2014 - Yuriy Bolyukh - Verizon Patent And 

Licensing Inc. 

Overview • Related • Discuss 

www.google.com/patents/US9426150 

Biometric authenticat€on 
  After receiving the requeeted biometric data, first party system 104 may transmit the 

received biometric data to second party system 108 for authentication. 

Grant - Hied May 3 2013 - Issued Aug 23, 2016 - Benjamin J. Stern -At&T Intellectual 

  Property li, L.P. 

Overview Related • Discuss 

www.google.com/patents/US9426660 

EHF secure communication device 
A communication device employs a coritactless secure communication intertace to 

transmit and receive data with a computing device using close proximity ... 

Grant - Filed Dec 19, 2013 - Issued Aug 23, 2016 - Gary Davis McCormack - Keyssa, 

inc. 

Overview • Related • Discuss 

WNW. google.com/paterits/US20110176667 

Biometric identification in communication 
The first calling party profile is provided to called party. A biornetric information 

change from first calling party biometric informatkm to a second calling party ... 

App. - Filed Nov 18, 2008 - Published Jul 21, 2011 - Saurabh Kumar - At&T Intellectual 

Property Ii, L.P. 
Overview • Related • Discuss 

www.google.cornipatents/US8836473 

Dynamic keypad and fingerprinting sequence authentication 
Each of the first fingerprint scanner and the second fingerprint scanner may capture 

at ... using modern 224, which may be any suitable communication device. 

Grant - Filed Apr 5, 2.012.- Issued Sep 16, 2014 - Rustam N. Wadia - Bank Of America 

Corporation 

Overview • Related • Discuss 

Sign for 
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www.google.com/patents/EP3029590A1?cl=en 

A computer system and an apparatus for use in a computer system 
  The controller means performs, when receiving a code from the biometric:  sensor ... 

receiving the first binapy code, a second binaiy code by means of the dynamic ... 

accordance with a first aspect of the present invention, the communication ... as a 

  parallel communication interface, a serial communication interface, an Sr I, 

App. - Filed Mar 15, 2004 - Published jun 8, 2016 - Uffe Clernmensen - Quardlock ApS 

Overview Related • Discuss 

www.google.com/patents/US9288207 

Secure communications smartphone system 
A sender of a secured communication may identify one or more biometrics required 

... financial information (e.g., with a bank requesting a transfer of funds between ... 

When a communication is received by a recipient computing device, the ... exemplary 

graphical user interface of a second smartphone that has received the ... 

Grant - Filed Sep 4, 2014 - issued Mar 15, 2016 -John Cronin - Grandios Technologies, 

Overview • Related • Discuss 

www.google.com/patents/US20020174347 

Authentication with variable biometric templates 
in another embodiment, a module modifies a copy of the template of the reference 

This allows the client device 112 to interface with different types of biometric 

App. - Filed May 17, 2002 - Published Nov 21, 2002 - David Ting - Imprivata, Inc. 

Overview • Related • Discuss 
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1. Evaluation of stability of swipe gesture 
authentication across usage scenarios of mobile 

By: Eilavarason, Elakkiya; Guest; Richard; Deravi; Farzin. EURAS1P jownai 

on Information Security , 3/171202.0, Vol, 2020 Issue 1, p1-14: 14p Abstract: 

Background: User interaction with a mobile device predominantly consists of 

touch motions, otheiwise known as swipe gestures, which are used as a 

behavioural biometric modality to verify the identity of a user. Literature 

reveals promising verification accuracy rates for swipe gesture 

authentication, Most of the existing studies have considered constrained 

environment in their experimental set-up: However, real-life usage of a 

mobile device consists of several unconstrained scenarios as we.ii. Thus, our 

work aims to evaluate the stability of swipe gesture authentication across 

various usage SCenarios of a mobiie device. Methods: The evaluations were 

performed using state-of-the-art touch-based classification 

algorithms—support vector machine ( vm), k-nearest neighbour (kNN) and 

naive Bayes—to evaluate the robustness of swipe gestures across device 

usage scenarios. To simulate real-life behaviour, multiple usage scenarios 

covering stationary and dynamic modes are considered for the analysis. 

Additionally, we focused on analysing the stability of verification accuracy for 

time-separated swipes by performing intra-sesson (acquired on the same 

day) an€ inter-session (swipes acquired a week later) comparisons. Finally, 

we assessed the consistency of individual features for horizontal and vertical 

swipes using a statistical method. Results: Performance evaluation results 

indicate impact of body movement and environment (indoor and outdoor) on 

the user ver€ficcation accuracy. The results reveal that for a static user 

scenario, the average equal error rate is 1%, and it rises significantly for the 

scenarios involving any body movement—caused either by user or the 

environment. The performance evaluation for time.-separated swipes showed 

better verification accuracy rate for swipes acquired on the same day 

compared to swipes separated by a week. F-'inally, assessment on feature 

consistency reveal a set of consistent features such as maximum slope, 

standard deviation and mean velocity of second half of stroke for both 

horizontal and vertical swipes. Conclusions: The performance evaluation of 

swipe-based authentication shows variation in verification accuracy across 

different device usage scenarios. The obtained resu€ts challenge the 

adoption of swipe-based authentication on mobfie devices, We have 

suggested ways to further achieve stability through specific template 

selection strategies. Additionally; our evaluation has estab€ished that at least 

$ swipes are needed in enrelrnent to achieve acceptable accuracy.. Also, our 

results conclude that features such as maximum slope and standard 

deviation are the most consistent features across scenarios. [ABSTRACT 
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FROM AUTHOR]; DOI: 10,1186/s13635-020-00103-0; (AN 142293605), 
Database: App€ied Science & Technology Source 

Subjects: Support vector machines; Biometric identification; Classification 
algorithms; Standard deviations; Biometry; Gesture; Body movement 

HTML Full Text PDF Full Text (2MB) USPTO Full Text Options 

2. Method for detect€ng biometric information and 
electronic device using same 

By: Samsung Electronics Co., Ltd. US Patent: 10231,675. Filed: June 03, 
2016. Issued: March 19, 2019. Database: USPTO Patent Grants 

Abstract: A device for detecting biometric information is provided. The 
device includes a housing, a fastener coupled to a part of the housing and 
detachably attached to a part of a user's body, at least one first sensor 

configured to detect the motion 
of,

 the electronic device, at least one second 
sensor configured to detect a change in the user's body, a memory, and a 
processor electrically connected to the at least one first sensor, the at least 
one second sensor, and the memory. The memory may store instructions 

that configure the processor, when being executed, to determine whether the 
electronic device is worn on a part of the user's body using the at least one 
first sensor, acquire information on the motion of the electronic device 
using at least a part of the at least one first sensor for a second period of 
time shortly before and/or immediately after a first period of time selected 
passes from the time when the electronic device is worn on a part of the 
user's body, and activate the at least one second sensor based on at least 
a part of the information on the motion. 

A€N: edspgr 10231675 

USPTO Full Text Options 
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3. A survey on methods and challenges in EEG 

based authentication 
By dalaly Bidgoly„Arnir; Jalaly Bidgoly„ Hemet Arezoumand, Zeyn b. In 

Computers 8: Security, J€une 2020 93 Language: Engiish. DOI: 

10,1016/1cose2020.1 01788 .Abstract: EEG is the recording of electrical 

activities of the brain, usuaiiy along the scalp surface., which are the results of 

synaptic activations of the brain's neurons. In recent years, it has been 

shown that EEG is an appropriate signal for the biometric authentication 

and has important features such as resistance to spoofing attacks and 

impossibility to use under pressure and coercion states. hi this paper, the 

state-of-the-ait methods in EEG based authentication are reviewed. This 

review includes a number of aspects such as the various tasks that the user 

required to perform during the authentication, devices and available 

datasets, the preprocessing procedures and the classification methods used 

in the EEG biometric authentication. Both shallow and deep classification 

methods are reviewed in this paper. The study shows that the deep learning 

approaches which are used in the past few years, although still require 

further research, have shown great results, Moreover, the paper summarizes 

the works .to address the open challenges of this area, The EEG 

authentication challenges have been discussed from a variety of points of 

view, including privacy,  user-friendliness, attacks, and authentication 

requirements such as universality, pearianency, uniqueness, and 

collectability. This paper can be used as a preliminary plan and a road Map 

for researchers interested in EEG biometric. CAN. SO107404820300730), 

Database: ScienceDirect 

Subjects: EEG; Biornetric factor; Authentication; User identification; Pattern 

recognition; Survey 
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4. Possibilities of dynamic biometrics for 
authentication and the circumstances for using 
dynamic biometric signature 

By: Hortai, Frantisek. Journal of Systems integration (1804-2724) 2018, Vol. 

$ Issue 1. p3-18, 16p Abstract: New information technologies alongside 

their benefits also bring new dangers with themselves. It is difficult .to decide 

which authentication tool to use and implement in the trtformation systems 

and electronic documents. The decision has to compromise among the 

facts that it faces several conflicting requirements: highly secure tool, to be a 

User-friendly and user simplicity method, ensure. protection against errors 

and failures of users, speed of authentication and provide these Features for 

a reasonable price. Even when the compromised solution is found it has to 

fulfill the given technology standards. For the listed reasons the paper argues 

one of the most natural biometric authentication method the dynamic 

biometric signature and lists its related standards, The paper also includes 

measurement evaluation which solves the independence between the 

person's signature and device on which it was created. [ABSTRACT FROM 

AUTHOR]; DCA: 1 0,204701si.v9i1.326; (AN 128354732), Database: Applied 

Science & Technology Source 

Subjects: information technology; Biometric identification; Electronic 

authentication 

PDF Full Text (3.2MS) USPTO Ea Text Options 
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5. METHOD FOR DETECTING BIOMETRIC 
INFORMATION AND ELECTRONIC DEVICE 
US@NG SAME 

Patent Application: 15/173099. Filed: June 03, 2016. Published: February 16, 

2.017. Database: USPTO Patent .Applications 

Abstract: A dev€ce for detecting biometric information is provided. The 

device inciudes a housing, a fastener coupled to a part of the housing and 

detachably attached to a part of a user's body, at least one first sensor 

configured to detect the motion of the electronic device, at least one second 

sensor configured to detect a change in the users body, a memory, and a 

processor electrically connected to the at least one first sensor, the at least 

one second sensor, and the memoiy. The memory may store instructions 

that configure the processor, when being executed, to determine whether the 

electronic device is worn on a part of the user's body using the at least one 

fi rst sensor, ;acquire information on the motion of the electronic device 

using at least a part of the at least one first sensor for a second period of 

tifTie shortly before and/or immediately after a first period of time selected 

passes from the time when the electronic device is worn on a part of the 

user's body, and activate the at least one second sensor based on at least 

a part of the information on the motion. 

AN: edepap.20170042485 
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6. A context-aware system to secure enterprise 
content: Incorporating reliability specifiers 

By Oluwatimi, Oyindamola; Damiani, Made Luisa; Bertino, Elise, in 

Computers 8: Security, August 2018 77:162-1'78 Language: English, DOI: 

10,1016i.i.cose.2018.04.001 Abstract: The sensors of a context-aware 

system extract contextuai information from the environment and relay that 

information to higher-level processes of the system so to influence the 

system's control de,sisions. However, an adversary can maliciously influence, 

such controls indirectly by manipulating the environment in which the 

sensors are monitoring, thereby granti€ig privileges the adversa€y would 

otherwise not normally have. To address such context monitoring issues, we 

extend CASSEC by incorporating sentience-lik.e constructs, which enable the 

emulation of "confidence", into our proximity-based access control model to 

grant the system the ability to make more inferable decisions based on the 

degree of reliability of extracted conte.xtual information, in CASSEC .2.0, we 

evaluate ow' confidence constructs by impiernenting two new authentication 

mechanisms. Co-proximity authentication en-iploys our time-based challenge-

response protocol, which leverages Bluetooth Low Energy beacons as its 

unde€tying occupancy detection technology. Biometric authentication relies 

on the accelerometer and .fingerprint sensors to measure behavioral and 

physiological user features to prevent unauthorized users from using an 

authorized users device. We provide a feasibility study demonstrating how 

confidence constructs can improve the decision engine of context-aware 

access control systems. (sA.Ak S0167404818303018), Da€abase: 

ScienceDire.,ct 

Subjects: Access control; Context awareness; BYOD; Security; Mobility; 

Biometrics Authentication; Reliability; Proximity 
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7. Design of secure authentication protocol for 
dynamic user addition in distributed internet-of-
Things 

By Trivedi, Hirai S. Patel, Sankita J,. In Computer Networks. 4 September 

2.020 178 Language: English, DOI: 10.10101..comnet.2020.107335 Abstract: 

Rapid rise in adoption of smart devices hi distributed Internet-of-things aoT) 

has resulted in an exponential increase in voiume of generated data. 

However, due to resource-constrained sensor nodes and vulnerable 

communication channels, information protection has become a key concern 

and prominent factor for improvement in ioT environment. Batch processing 

systems have SeVelal shortcomings as compared to distributed systems, 

Distributed systems enable, dynamic changes in the potential number of 

sensors, actuators, RFID's„ resources, users and subjeds to tolerate 

unbounded interruptions in communication patterns. in this paper, we 

address the key challenges of communication security and scalability in ioT 

environment. We hypothesize distributed loT approach between non-

identicai entities to communicate through secure authentication protocol for 

dynamically adding new user with partially involved trusted third party (TTP) 

as our module 1 and attribute based encryption scheme for non-identical 

smart entities to cornmimicate securely as our module 2. We discuss module 

in this paper. The existing approaches that focus on fully trusted central 

authority having full rights iced to serious weakness in violating security 

rules, while multi-authority based systems display revocation and compulsory 

user participation issues. As ideal functionaiities we view TTP as honest-but-

curious, honestly following the protocol while on the other hand curious to 

decrypt the cipher-text to breach the intention of encrypting parties. This 

motivates us to design an approach which jointly achieves effective 

authentication and partial trust management ;dvith scalability in distributed loT 

environment. in accordance, we propose a novel authentication scheme with 

partialiy involved TTP #lornenciatu€ed Secure Dynamic User Addition 

Protocol (SDIJAP) based on JWT (JSON Web Token) challenge and 

response game using symmetric key cryptography. The security of SDUAP is 

proved under real or random oracle modei and its robustness against several 

attacks is verified using scyther security verification tool, We aiso c::;€1"#pet#'e 

performance of SDUAP with relatively similar modeled schemes in terms of 

communication, computation and storage overheads. The purpose of this 

paper is to mitigate the complications associated with scaiability and 

curious suspicious third party in distributed loT approaches, (4N: 

S138012.8.619316949), Database. ScienceDirect 

Subjects: Distributed loT; Secure authentication; Partially involved TTP; 

Dynamic user addition; Sealability 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=275132b1-a665-4c99-8756-320efc88095... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 166



Result List: acquiring static biometric information by a static biometric i...: Discover NPL Page 9 of 29 

s't: is Full Text Finder USPTO Full Text Options 

8. A vision-based approach for fall detection using 
multiple cameras and convolutional neural 
networks: A case study using the UP-Fail 
detection dataset 

By Espinosa, Ricardo; Ponce, Hiram; Gutierrez, Sebastian, Martinez-

Villasenor, Lourdes; Brieva, Jorge; Moya-Albor, Ernesto. In Computers in 

Biology and Medicine. December 2019 115 Language: English. DO:: 

10.10161.compbiomed,2019,103520 Abstract The automatic recognition o€ 

human falls is currently an impoftant topic of research for the computer vision 

and artificial intelligence communities. in image analysis, it is common to use 

a vision-based approach for fail detection and class₹fication systems due to 

the recent exponential increase in the use of cameras. Moreover, deep 

learning techniques have revolutionized vision-based approaches, These 

techniques are considered robust and iel₹able solutions for detection and 

classification problems, mostly using convolutional neural networks (CNNs), 

Recently, our research group released a public multimodal dataset for •fall 

detection called the UP-Fall Detection dataset, and studies on modality 

approaches for fall detection and classification are required, Focusing only 

on a vision-based approach, in this paper, we present a fall detection system 

based on a 2D CNN inference method and multiple cameras. This approach 

analyzes images in fixed time windows and extracts features using an optical 

flow method that obtains information on the relative motion between two 

consecutive images, We tested this approach on our public dataset, and the 

results showed that our proposed multi-vision-based approach detects 

human falls and achieves an accuracy of 95.64% compared to state-of-the-

art methods with a simple CNN network architecture, (AN: 

S0010482519303616), Database: ScienceDirect 

Subjects: Human activity recognition; Human fail detection; Machine 

learning; Healthcare; Computer vision 
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a Handbook of Greel information 
Communication Systems 

By: Woungang, Isaac; Anpalagan, Alagan; Obaidat, Mohammad S. 

Amsterdam ; Academic; Press, 2013. eBack. Description: This book gives a 

comprehensive guide on the fundamental concepts, applications, algorithms, 

protocols, new trends and challenges, and research results in the area of 

Green Ifformation and Communications Systems. It is an invaluable 

resource giving knowledge on the core and specialized issues in the field, 

making it highly suitable for both the new and experienced researcher in this 

area. Key Features: Core research topics of green information and 

communication systems are covered from a network ... ON 485200), 

Database: eBook Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Signals & Signal Processing; 

SCIENCE Environmental Science; Sustainable engineering--Handbooks, 

manuals, etc; Telecommunication--Environmental aspects--Handbooks, 

manuals, etc; Telecommunication--Energy conservation--Handbooks, 

manuals, etc 

PDF Full Text USPTO Full Text Options Full Download 

Table of Contents Most Relevant Pages From This eBook 
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10. A survey on intrusion detection and prevention in 
wireless ad-hoc networks 

By Khan, Khalid; Mehmood, Arniad; Khan; Shafiullah; Khan; m hammed 

Altah iqbal, Zeeshan; Mas€hwani, tali Khan, In Journal of Systems 

Architecture. May 2020 105 Language: English. DO1: 

10.10181i.sysarc.2019.101701 Abstract: Ad hoc networks have been serving 

us in one way or the other, for two decades, through their vast variety of 

applications in majority fie,Ids. Due to their features such as hostile 

deployments, high level of mobility, limited resources and physical insecurity, 

they are in front line to attackers. First line of defense (cryptographic 

techniques, fire walls etc.) stops these attacks. But what would happen if the 

attacker break through this defense system? Second of line of defense also 

called intrusion detection system (IDS), would stop and mitigate these threats 

before they harm the network or its resources. Various schemes have been 

proposed to provide quality IDS that could mitigate the latest threats in ad 

hoc networks. in this review paper, we gave a detaiied overview of ad hoc 

networks in the start. We explored ad hoc networks security followed by 

description about IDS. Next, we elaborated the taxonomy of IDS, containing 

types of IDS based on numerous parameters. in the trailing section, we 

compared wide variety of IDS schemes based on different 

methodologyitechniques, to show their importance and performance in the 

field of intrusion detection.. Finally, we concluded the paper with informative 

future research directions in the state of the art research fields that would 

open up ways for researchers in that area. (AN: S138376211O05089), 

Database: ScienceDirect 

Subjects: Ad hoc networks; Intrusion detection system; IDS; MANETs; 

WSN; Security 
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A Comprehensive Survey on Attacks, Security 
Issues and Blockchain Solutions for loT and i loT 

By Se Fig U „Jayasree; Ruj, Sustiiiiita; Das Bit, Sipra. In Journal of Network 

and Computer Applications. I January 2020 149 Language: English. DOI. 

10,1016O1ot:1.2019.102481 Abstract: In recent years. the growing popularity 

of Internet of Things OoT) is providing, a promising opportunity not only for the 

development of various home automation systems but also for different 

industrial applications. By leveraging these benefits, automation is brought 

about in the industries giving rise to the industrial Internet of Things (lioT). 

loT is prone to several cyberattacks and needs challenging approaches to 

achieve the desire.d security. Moreover, with the emergence of IloT, the 

security vulnerabilities posed by it are even more devastating. Therefore, in 

order to provide a guideline to researchers, this survey primarily at€emps to 
classii€y the attacks based on the objects of vulnerability. Subsequently, each 

of the individual attacks is mapped to one or more layers of the generalized 

ioTilloT architecture .foilowed by a discussion on the countermeasures 

proposed in literature. Some relevant real-life attacks for each of these 

categories are also discussed, We further discuss the countermeasures 

proposed for the most relevant security threats in iloT. A case study on two 

of the most important industrial loT applications is also highlighted, Next, we 

explore the challenges brought by the centralize₹d loTilloT architecture and 

how bicck'cha€n can effectively be used towards addressing such challenges. 

In this context, we also discuss in detail one loT specific Blockchain design 

known as Tangle, its merits and demerits. We further highlight the most 

relevant Blockchain-based solutions provided in recent times to counter the 

challenges posed by the traditional cloud-centered applications, The 

biockchain-related solutions provided in the context of two of €he most 

relevant ;applications for each of loT and lloT is also discussed. 

Subsequently, we design a taxonomy of the security research areas in 

ioTilloT along with their corresponding solutions. Finally, several open 

research directions relevan€ to the focus of this survey are identified. CAN: 

S1084804519303418), Database: ScienceDirect 

Subjects: lloT; Security; Privacy; Blockchain; Smart Factory; Smart Grid; 

Supply Chain; E-Healthcare; VANET 
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12. Energy-Efficient loT-Health Monitoring stem 
using Approximate Computing 

By Shosh, Ayr-alit; Raha, Arnab; Mlikheriee, Amitava. In Internet of Things. 

March 2020 9 Language: English. DOI: 10.1016/j.iot.2020.10016E'i Abstract: 

Wireless Body Sensor Nodes (WBSN) are frequently used for real time loT_ 
based health monitoring of patients outside the hospital environment. These 

WBSNs involve bio-sensors to capture signals from a patient's body and 

wireless transmitters to transmit the collected signals to a server located in 

private/public cloud in real time. These WBSNs include hardware for 

processing of signals before being transmitted to the cloud.. Simultaneous 

occurrence of all these processes inside energy constrained WBSNs results 

ih c.s.onsiderable amount of power consumption, thus limiting their operational 

lifetime. Due to the inherent error-resilience in signal processing algorithms, 

most of these data reaching the servers are redundant in nature and hence 

of not much clinical importance. Transmission and storage of these excess 

data result in inefficient usages of transmission bandwidth and storage 

capabilities.. In this paper, we develop a real time encoding scheme that 

performs iterative thresh-olding and approximation of wavelet coefficients for 

sparse encoding of bio-signals (E.G signals), thereby reducing the energy 

and bandwidth consumption of the WBSN. The encoding scheme 

compresses bio-signals (ECG signals), while still maintaining the clinically 

important features. We optimize various process parameters to model a low 

power hardware prototyp€3 for the implementation of our algorithm on a real 

time microcontroller based loT platform that operates as an end-to-end 

WBSN system in real time. Experimental results show a system-level energy 

improvement of 96% with a negligible impact on signal quality (2%). (AN: 

S2542660520300093), Database: ScienceDirect 

Subjects: Wireless Body Sensor Nodes; loT-based Health Monitoring; Low 

Power Hardware Prototype; EGG Signal; Discrete Wavelet Transform; 

Sparse Encoding; Approximate Computing 
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13. Apparatus and method for processina image 
By: BAMaiNG ELECTRONICS CO., LTD, US Patent: 10469,742. Filed: 

June 27. 2017. Issued: November 05, 2019, , Database: USPTO Patent 

Grants 

Abstract: An image processi€ag apparatus and method for converting a frame 

rate are provided. Acco€dint; to the present disclosure, an electronic device 

includes a memory, a first black-and-white maps sensor, a second image 

sensor, and a processor. The processor is configured to set different values 

as a first setting value for the first black-and-white image sensor and a 

second setting value for the second image sensor, if an illuminance value 

indicating an illuminance at an arbitrary time point does not satisfy a 

predetermined illuminance value, to acquire a blackand-white image of an 

object based on the first setting value using the first black-and-white image 

sensor, to acquire at least one color image of the object based on the 

second setting value using the second image sensor, to generate a color 

image by synthesizing the black-and-white image with a color sd ete€mined 

based on at least part of color information of the at least one color image, 

and to store the generated color image as video data in the memory. The 

biack-and-white image has a high resolution relative to a resolution of the at 

least one color image. 
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14. WEARABLE ELECTRONIC DEVICE AND 
OPERATING METHOD THEREFOR 

Patent Application: 16/095999. Filed: June 02, 2.017. Published: May 9, 

2019. Database: usp-ro Patent Applications 

Abstract: According to various examples of the present invention, a wearable 

electronic device comprises: an energy harvester for gene€'ating electric 

energy on the basis of a movement or a change in the shape of the wearable 

electronic device: a first processor far controlling the energy harvester; a first 

sensor and a second sensor: and a second processor for controlling the 

first sensor and the second sensor, whe€'ein the first processor transmits, to 

the second processor, a control signal for transitioning the second 

processor into an activated state if the electric energy generated by the 

energy harvester satisfies a designated first condition, and the second 

processo€ can be set such that first sensor data is acquired through the .first 

sensor and second sensor data is selectively acquired from the second 

sensor according to whether the f€:st sensor data satisfies a designated 

second condition, when the second processor is transitioned from an 

inactivated stale to the activated state by responding to the control signal. 

AN: edspap.20190138068 
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15, Biometrics Systems and Technologies: A survey. 
By: Buclu, l,; Gacsadi, A., international Journal of Computers, 

Communications & Control jun2016; Vol. 11 issue 3, p315-330, 16p 

Abstract: In a nutshell, a biometric security system requires a user to 

p€ovide some biometric features which are then verified against some 

stored biometric templates. Nowadays, the traditional password based 

authentication method tends to be replaced by advanced biometrics 

technologies. Biometric based authentication is becoming increasingly 

appealing and common for most of the human-computer interaction devices. 

To give only one recent example; Microsoft augmented its brand new 

Windows 10 OS version with the capability of supporting face recognition 

when the user login in. This chapter does not intend to cover a 

comprehensive and detailed list of biometric techniques. The chapter rather 

aims at briefly discussing biometric related items, including principles, 

definitions, biometric modalities and technologies along with their 

advantages, disadvantages or limitations, and biometric standards, targeting 

unfamiliar readers. it also mentions the attributes of a biometric system as 

well as attacks on biometrics, important reference sources are pointed out 

so that the interested reader may gain deeper in-depth knowledge by 

consulting them. ABSTRACT FROM AUTHOR], DOI: 

10„158371ilecc.2016.3,2556; (AN 114266005), Database: Applied Science & 

Technology Source 

Subjects: Security systems; Biometry software; Biometric identification 

software; Human-computer interaction; Human face recognition (Computer 

science); Security Systems Services (except Locksmiths); Microsoft 

\Afindows (Operating system) 
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16. Artificial intelligence and ambient intelligence. 
By: Gams, Matjaz; Gu, Irene Yu-Hua; Harma„Aki; Murioz, Andres; Tam, 

Vincent Journal of Ambient intelliaence 8, Small Environments , 2019, Vol. 

11 Issue. 1, p71-86, 16p Abstract: Ambient intelligence (Amp is intrinsically 

and thoroughly connected with aitificial intelligence (Al). Some even say that 

it is, in essence, Al in the environment. AI, on the other hand, owes its 

success to the phenomenal development of the information and 

communication technologies (IC Ts) ; based on principles such as Moore's 

law. in this paper we give an overview of the progress in Ai and Am= 

interconnected with ICT through information-society laws, superintelligence, 

and several related disciplines, such as multi-agent systems and the 

Semantic Web, ambient assisted living and e-healthcare, Aml for assisting 

medical diagnosis, ambient intelligence for e-learning and ambient 

intelligence for smart cities. Besides a short history and a description of the 

current state, the frontiers and the future of Anil and Ai are also considered 

in the paper, [ABSTRACT FROM AUTHOR]; DO l: 10,3233/AIS-180508; (AN 

134294074), Database: Applied Science & Technology Source 

Subjects: Artificial intelligence; information & communication technologies; 

Multiagent systems; Mobile learning; Smart cities 
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17. Multimodal kilometric Person Authentication: A 
Review.

By: Sa.hoo, Soya j Kumar; Choubisa, Tarun; Prasanna, S. R. Mahadeva, ETE 

Technical Review, JaniFeb2012, Vol. 29 issue 1, p54.75. 22p, 7 Diagrams 

Abstract: This: paper provides a review of multi odal biometric person 

authentication systems. The paper begins with an introduction to biometrics, 

its advantages, disadvantages, and authentication system using them. A 

brief discussion on the selection criteria of different biometrics is also given. 

This is followed by a discussion on the classification of biometric systems;

theft strengths, and limitations. Detailed descriptions on the amOtirnociM 

biometric person authentication system, different modes of operation, and 

integratio€₹ scenarios are also provided. Considering the importance of 

4a:formation fusion₹ in multi-biometric approach, a separate section is 

dedicated on the different levels of fusion, which include sensoielevel, 

feature-level, score-leve,l, rank-level, and abstract-level fusions, and also 

different rules of fusion. This paper also presents an overview of some 

performance parameters and error rates for biometric person authentication 

systems.. separate section is devoted to the recent trends in biometrics 

field, namely, adaptive biometric system, analysis of complementary and 

suF)plernentary information, and physiological biometrics. The paper 

concludes with a discussion on the issues that are currently holding the 

deployment of multimodal biornetric person authentication systems and a 

possible scope for future work. [ABSTRACT FROM AUTHOR]; COI: 

10.4103/02564.602.93139; (AA, 73183333), Database: Applied Science & 

Technology Source 

Subjects: Biometric identification; Error rates; Biometry; Digital signatures; 

information & communication technologies; Computer network resources; 

Authentication (Law) 
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18. Security of smart manufacturing systems 
By Tuptuk, Nilufer; Hailes, Stephen. In journal of Manufacturing Systems. 

April 2018 47:93-106 Language: Engiish. DOl: 10.1016/flinsy.2018.04,007 

Abstract: Highlights .Current state of security in smart manufacturing. .,Survey 

of important reported attacks against smart manufacturing systems..The 

fundamental differences between the IT and smart manufacturing security; 

discussion of existing vulnerabil€ties, types of attacks and 

adversaries.-Survey of existing active and passive countermeasures with 

their limitations.,Recommendations for future research directions. (AN: 

S0278612518300463), t_ atabase: Scieric:eDirect 

Subjects: Smart manufacturing; Sustainable manufacturing; Design for 

manufacturing; Internet of Things; Information security; Cyber-physical 

systems 
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19. Computer and information Security Handbook 
By: Vacce, John R. Series: The Morgan Kaufmann Series in Computer 

Security. Amsterdam : Morgan Kaufmann. 2009. eBook. Description: 

Presents information on how to analyze risks to your networks and the 

steps needed to select and deploy the app€opriate countermeasures to 

reduce your exposure to physical and network threats. Also imparts the skills 

and knowledge needed to identify and counter some fundamental security 

risks and requirements, including Internet security threats and measures 

(audit trails lP sniffing/spoofing etc.) and how to implement security policies 

and p' rocedures. In addition, this book covers security and network „. (AN 

248988), Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Networking i General; COMPUTERS Security 

General; Computer networks--Security measures 
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20. Dictionary of information Science and 
Technology 

By: Khosrewpour, Mehdi. Hershey, PA IGI Global, 2007. &Soak. 

Description: This book is the premier comprehensive reference source for 

the latest terms, acronyms and definitions related to ali aspects of 

information science and technology. It provides the most current 

information to researchers on every lever—Provided by, publisher. (AN 

173395), Database: eBook Collection (EBSCOhost) 

Subjects: LANGUAGE ARTS & DISCIPLINES i Library & Information 

Science I General; Information science--Dictionaries; Information 

technology--Dictionaries 

PDF Full Text USPTO Full Text Options Full Downloa€t 

Table of Contents Most Relevant Pages From This eBook 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=275132b1-a665-4c99-8756-320efc88095... 6/7/2020 

IPR2025-01313; Samsung 
Ex. 1002 - Page 178



Result List: acquiring static biometric information by a static biometric i...: Discover N... Page 21 of 29 

21. Writer identification using machine learning 
approaches: a comprehensive review. 

By: Reiman, Arshia; Naz, Saeeda; Razzak, iviuhammad lm an. Ma/timed/a 

Tools & Applications Apr2019, Vol. 78 issue 8, p10889-10931, 43p 

Abstract: Handwriting is one of the most common types of questioned writing 

encountered and frequently attracts the attention in litigation. Contra€"y to the 

physiological characteristics, handw€iting is a behavioral characteristic thus 

no two individuals with mature handwriting are exactly alike or an individual 

cannot produce the others writing exactly. Writing behavior and individual€ties 

are examined for sim`ila€ities fo€` both specimen and questioned document, 

thus, it is ve€y efficient and effective strategy for biometrics. In this paper, 

we present a comprehensive review of writer identification methods and 

intend to provide taxonomy of dataset, feature extraction methods, as well as 

classification (conventional and deep learning based) ler writer identification. 

For ease of reader, we grouped the discussion into English, Arabic, Western 

and Other languages from script prospective, whereas, f€'om aigorithr€? and 

methods perspective, we grouped the discussion ;dvith respect to 

implementation steps sequence. In the end, we highlighted the challenges 

and open research issues in the field of writer identification.. l inally, we also 

suggest .future direction. [ABSTRACT FROM AUTHOR]; DOI; 

10.1007/S11042-018-8577-1; ,AN 136338569? Database: Applied Science & 

Technology Source 

Subjects: Machine learning; Bionnetric identification; Algorithms; Writing; 

English language 

Rdi Text PDF Full Text (1.7MB) 11SPTO Full Text Options 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=275132b1-a665-4c99-8756-320efc88095... 6/7/2020 

IPR2025-01313; Samsung 
Ex. 1002 - Page 179



Result List: acquiring static biometric information by a static biometric i...: Discover N... Page 22 of 29 

22. Advances in Enterprise information Technology 
Security 

By: I-€errmmnn, Francine; Khadraoul, Diamel. Hershey [Pal : il l G€oba€. 

2007. eBook. Description: 'This book p,ovaid€es a broad working know€ed€ge of 

all the major secur€ty issues affecting today's enterprise lT activities. Mu€tip€e 

techniques, strategies, and appl₹cations are thoroughiy examined, presenting 

the tools to address opportunities in the ile€d.it is an ail-in-one reference for 

i T managers, network administrators, researchers, and students'—Provided 

by publisher. (AN 185367), Database: eBook Co€€ect€on (EBSCOhost) 

Subjects: COMPUTERS i Security Genera€; COMPUTERS Security / 
Network Security; COMPUTERS / Internet / On€ine Safety & Privacy; 
Computer security; Data protection; Business enterprises--Computer 
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23. Optimization of signal quality over comfortability of 
textile electrodes for ECG monitoring in fog 
computin based medical applications 

By Wu, Wending; Pirbhulal, Sandeep; Sanoaiah, Arun Kumar: 

Mukhopadhyay, &tines Chandra; Li, Guanglin„ In Future Generation 

Computer Systems. September 2018 86:515-52.6 Language: English. DOI: 

10.10161.future.2018.04.024 Abstract: Fog computing is the backbone of 

modern healthcare systems, it not only cut-downs the associated treatment 

and medicine costs but also decreases the logistics requirements, Recently, 

both stationary and wearabie systems are utilized for long-term monitming of 

Electrocardiogram (ECG) signals in fog computing based medical 

applications. However, the comfort of monitored patients is not at a 

satisfactory level and therefore, a well-designed textile electrode. with 

excellent signai quality and oomfoitability (SOC) piays a significant role in 

collecting ECG signals. In this study, in order to provide SQC optimization, a 

textile electrode with knitted structure and conductive material comprising 

cotton /nylon fiber coated silver is investigated. This textile COMpOSid is 

integrated to a wearable carder (T-Shirt) with a miniaturized wireless sensing 

platform to collect ECG signals from the human. As a design strategy to 

acquire dimensional stability, the fabric was knitted with two layers that form 

the same technical face on both tabric surfaces. The conducted experiment 

elaborate that to find out a balance between the quality of signal and 

wearable comfort level by .finely adjusting the composition of .fiber type, yam 

density, fabric pattern, fabric density, and thickness. From our experimental 

results, it is observed that textile electrodes having cotton (30) /nylon fiber 

coated silver (70) provides less air resistance (0.17 KPa.s/m), optimized 

tactile comfort (9/10), reasonable signal to noise ratio (SNR) value of 

3018d8, and be.iter thermal conductivity (0.018W/m-K) than compared 

electrodes. Thus, it can be concluded that developed textile electrode can be 

usefui for future research to offer the balance for SAX ratio for ECG 

measurement in foo computing based healthcare systems. (AN: 

S016773.9X18300621), Database: ScienceDirect 

Subjects: Fog computing; Textile electrode; Wearable sensing; ECG 

measurement; Signal quality and comfortability (SQC); Medical applications 
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24. Genomicano Personalized Medicine V1-2 
By: Wilard, Huntington F.; Ginsburg, Geoffrey S. Editir.m. 2nd ed. London 

Academic Press. 2013. eBook. Description: Genomic and Personalized 

Medicine, Second Edition winner of a 2013 Highly Commended BUJ 

Medical Book Award for :Medicine — is a major discussion of the structure, 

history, and applications of the field, as it emerges from the campus and lab 

into clinical action. As with the first edition, leading experts review the 

development of the new science, the current opportunities for ge.nome- .ased 

analysis in heaithcare, and the potential of genomic medicine in future 

healthcare. The inclusion of the latest .,. (AN 485475); Database: eBook 

Collection (EE3SCOhost) 

Subjects: SCIENCE / Life Sciences / Genetics & Genornics; MEDICAL / 

Pharmacology; Proteomics; Genomics; Medical genetics 
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25. Gait based Person Re-identification. 
By: Nambiar„Athira; Dernardino„Alexandre; Nascimento, Jacinto C.. ACM 

Computing Surveys, Mar2019, Vol, 52 issue 2, p1-34. 34p. Abstract: The 

way people walk is a strong correlate of their identity. Several studies have 

shown that both humans and machines can recognize individuals just by 

their gait, given that proper measurements of the observed motion patterns 

are available. For surveillance applications, gait is also attractive, because it 

does not require active collaboration from users and is hard to fake. 

However, the acquisition of good-quality measures of a person's motion 

patterns in unconstrained environments, (e.g,, in person re-identification 

applications) has proved very challenging in practice. Existing technology 

(video cameras) suffer from changes in viewpoint, daylight, clothing, 

accessories, and other variations in the person's appearance, Novel three-

dimensional sensors are bringing new promises to the field, but still many 

research issues are open. This article presents a survey of the work done in 

gait analysis for re-identification in the past decade, looking at the main 

approaches, dataseis, and evaluation methodologies, We identify several 

relevant dimensions of the problem and provide a taxonomic analysis of the 

current state of the art Finaliy, we discuss the levels of performance 

achievable with the current technology and give a perspective of the most 

challenging and promising directions of research for the future. [ABSTRACT 

FROM AUTHOR] DOl: 10,1145/3243043, (AN: 137310282), Database: 

Computers 8,, Applied Sciences Complete 

Subjects: Camcorders; Evaluation methodology; Video surveillance; 

Computer vision; Daylight 
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26. A Novel Approach to Improve the Siometric 
Security using Liveness Detection, 

By: Devi, Mamta; GurmeetKaur; Kant, Chancier. international Journal of 

Advanced Research in Computer Science MayLlun2017, Vol. 8 issue 5, 

p1415-1420, 6p Abstract A biometric system automatically authenticate 

individuals based on .their physical and behaviora€ features like face. €r€s 

retina, ear, voice, signat₹ire keystroke dynamics etc. A biometric system 

which uses only a single trait for recognition is known as unimodal system. in 

Unimodal biometric system contains some €imitation such as high error rate, 

non-universality, noise in sensed data, and spoof attacks etc. These 

problems could be overcome by muttimodal approaches which combine 

more than one trait of user for authentication. The main purpose of using 

iiveness detection with multimoda€ biornetric is that we can us₹? th€s 

approach in highly secured application such as defense, labs, pharmacies 

and bank applications. So in this paper liveness detection technique is used 

with rnultirnodal approach. initialiy, it checks the liveness of the person. If the 

person is found alive, only then the further calculations are performed. The 

main purpose of the purposed scheme is to reduce the FAR (false 

acceptance rate), FRR (false reject rate) and provide protection against 

spoof attacks. Proposed scheme was implemented using lilt Bl (Muit₹msodal 

Biometrics Integration) software. [ABSTRACT FROM AUTHOR]: (AN 

124836607), Database: Applied Sc€ence & Technology Source 

Subjects: Biometric identification; Computer access control; Error rates; 

Computer security; Pattern recognition systems 
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28. Computer Engineering Concepts, Mediodol gies, 
Too€s and Applications 

By: hiformation Resources Management Association. Hershey, Pa : IGI 

Global. 2012. eBook. E3escription: Features perspectives on the fundamental 

aspects, tools and technologies, methods and design, applications, 

managerial imPact, sociallbehavioral perspectives, critical issues, and 

emerging trends in the iiLid of computer engineering. (AN 43198.8), 

Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Computer Engineering; COMPUTERS / Machine 

Theory; COMPUTERS / Hardware / General; Computer engineering 

PDF Full Text USPTO Full Text Options Full Download 

Table of Contents Most Relevant Pages From This eBook 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=275132b1-a665-4c99-8756-320efc88095... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 185



Result List: acquiring static biometric information by a static biometric i...: Discover N... Page 28 of 29 

29. A 3-D hand gesture signature based bionletric 
authentication system for smartphones 

By: Sun, Ziwen; Wang, Yao; Du, Gang; Zhou, Zhiping. Security & 

Communication Networks 7/25/2016, Vol. 9 Issue 11, p1359-1373, 15p 

Abstract: The authentication mechanism being equipped in most of the 

smartphones, by detecting a 4-digit password or a simple pattern, are easy to 

be hacked and impersonated, In this paper, a 3-D hand gesture signature 

(HGS) based biometric authentication€ system is designed and implemented 

by taking advantage of the on-phone accelerometer to capture the 3-D 

acceleration information when user makes a gesture to gain access to the 

phone. The captured data will be processed through a sequence of signal 

processing such as data smooth, gesture spotting, sequence alignment, and 

interpolation, and then a match rule Lit€li be used to compare the processed 

data and the genuine user's registered pattern to determine whether granting 

the access to the phone to the user. And an automatic template updating 

strategy based on cluster analysis is proposed to improve the stability of the 

system. The 3-D HGS authentication system has been implemented on real 

sn- artphones, and the results tested fora total of 76 520 times by 19 users 

show very low false acceptance (0..27%) and false rejection rates (4.65%). 

Furthermore; comparison tests have been carried out among the 3-D HGS 

and two similar authentication systems by executing the real gesture samples 

from the phones to a desktop PC, the simulation results reveal the 3-D HGS 

system has the best authentication accuracy. Copyright 2016 John Wiley & 

Sons, Ltd. [ABSTRACT FROM AUTHOR]; DOl: 10.10021sec,1422 (AN 

110123722), Database: Applied Science & Technology Source 

Subjects: Computer access control; Passwords (Computers); Computer 

hacking; Biometric identification; Accelerometers; Signal processing; Other 

Measuring and Controlling Device Manufacturing 
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30. 
nr-s. Biometrics Systems and Applications 

By: .Zhang, David; Lil, Guangming. New York, NY : Springer. 2013. eBook. 

Description: Automatic personal authentication using biornetric information 

is becoming more essential in applications of public security, access control, 

forensics, banking, etc. Many kinds of biometric authentication techniques 

have been developed based on different biometric characteristics. However, 

most of the physical Womble recognition techniques are based on two 

dimensional (2D) images, despite the fact that human characteristics are 

three dimensional (3D) surfaces. Recently, 3D techniques have been (AN 

5906g1), Database: eBook Index 

Subjects: COMPUTERS Artificial Intelligence Computer Vision & Pattern 

Recognition; TECHNOLOGY & ENGINEERING / Electronics / General; 

Biornetric identification—Technological innovations; Three-dimensional 

imaging 
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6/7/2020 acquiring the dynamic biometric information from the dynamic biometric information acquisition sensor of the first device after unlocking - 

CYoaile acquiring the dynamic biometric information from the dynamic biometric 

Q. All to New i images tt3 videos more setings -Tools 

About 9,480 results (0.51 seconds) 

www.google.comipatents/US7020308 

Personal authentication system using biometrics information 
in this case, when the biometrics information inputting section is of a type ... using 

biometrics information according to the first embodiment of the invention; „. or to 

au.quire and use time series data such as voice, keystroke or tty...i.rid signature. ... 

,::t•S's%'zm Precision Technology Inc Real time fingerprint sensor and verification system. 

Grant - Filed Aug 15, 2000 - Issued Mar 28, 2006 - Takashi Shinzaki - Fujitsu Limited 

Overview • Related • Discuss 

www.google.comfpatents/US20160217310 

System and method for partial fingerprint enrollment and ... 
  The mobile device includes a fingerprint registration unit configured to receive at 

least one first image of a fingaprint input in a first orientation, receive at least ... 

App. - Filed Jan 27, 2016 - Published Jul 28, 2016 -Jidnya Samir SHAH -Samsung 

  Electronics Co., Ltd. 

Overview • Related • Discuss 

www.google.com/patents/US9471765 

Fingerprint authentication with template updating 
When it is determined that a first match between a present fingerprint image 

representation and the stored template fulfills a first template ... 

Grant - Flied Mar 10, 2016 issued Oct 18, 2016 - Eric Setterberg - Fingerprint Cards 

Ab 

Overview • Related • Discuss 

www.google.comipatents/US20110267298 

Fingerprint sensor and integratable electronic display 
A -fingerprint sensor which includes a conductive layer which is... based OH 

information acquired by an integratable sensor such as those .. 

App. - Filed May 3, 2011 - Published Nov 3, 2011 - Richard Alexander Erhart - Validity 

Sensors, Inc. 

Overview • Related • Discuss 

www.google.com/patents/US9590984 

Smartphone fingerprint pass-through system 
Alter validating a biometric input that corresponds with a code that locks or unlocks 

a remote lock, the code may be sent to a remote electronic device in a ... 

Grant - Filed Feb 13, 2015 - Issued Mar 7, 2017 - John Cronin - Grandios Technologies, 

LIc 

Overview • Related Discuss 

WWW. google.com/paten ts U S 93 73 0 47 

Biometric authentication device, biometric authentication ... 
  A biometric authentication device includes a photographing unit configured to 

photoriraph a biological body and acquire biological body information;

Grant - Filed Mar 9, 2012 - Issued Jun 21, 2016 - Takahiro Acid - Fujitsu Limited 

Overview • Related • Discuss 

WWW. google.com/paten ts S 9 3 2 97 71 

Embedded authentication systems in an electronic device 
  An electronic device with a display and a fingerprint sensor may authenticate a ... 

element indicat€rig ti first direction of finger movement that enables unlocking of ... 

the input meets unlock criteria based at least in part on fingerprint information of ... 

Upon authenticating the user, the electronic device may provide the user with ... 

Sign in 
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Grant - Filed Jun 20, 2014 - Issued May 3, 2016 -Anthony FadeII -Apple Inc 

Overview • Related • Discuss 

www.google.cornipatents/US9721142 

Multi-resolution fingerprint sensor 
The multi-resolution firigerpi int sensors each include a portion of the imaging area or 

... stack, which expects a uniform resolution for the entire image acquired. ... of the 

first image and the second image to determine biometric information of ... as 

random access memories (RAM), dynamic, random access memories (DRAM), ... 

Grant - Filed Jun 26, 2015 issued Aug 1, 2017 -Anthony P. Russo - Synaptics 

Incorporated 

Overview • Related • Discuss 

www.google.com/patents/US8797140 

Biometric authentication method and biometric authentication ... 

52.1a4 

The first group is a group of registrants whose biometric information previously 

acquired for the high-speed authentication method is high in quality, i.e., a group ... 

Grant - Flied Mar 3, 2008 - Issued Aug 5, 2014 - Takashi Shinzaki - Fujitsu Limited 

Overview • Related • Discuss 

www.google.com/patents/US20140359757 

User authentication biometrics in mobile devices 
The control system may be capable of acquiring biometrio information from the digit 

when the digit is positioned in an area corresponding to the b€ometric sensor ... 

App. Filed Feb 11, 2014 - Published Dec 4, 2014 Muhammed Ibrahim Sezan - 

Qualcon-irri Incorporated 

Overview • Related • Discuss 
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A survey on touch dynamics authentication in mobile devices 
PS Tett, N ASj Teoh K Chen - Computers 8, Security, 2016 - Eisevier 
... with other biometrics features, such as face and voice biometrics, the feature acquisition of touch 
dynamics ... This is because the acquiring and processing of touch dynamics patterns can be carried ... 
suited to this mode, as touch dynamics data can be acquired transparently over a ... 
• 9i) Cited by 91 Related articles All 6 versions 

Automatic gain amplifier for biometric sensor device 
Yeh, i lry c Ap Russo - US Patent 6,518,56o, 2003 - Googie Patents 

... printed or written characters or for recognising patterns, eg fingerprints; G06K9/00006—Acquiring 
or recognising ... Dynamic finger detection mechanism for a fingerprint sensor ... 1999-11-16, Lucent 
Technologies, Apparatus for correcting fixed column noise in images acquired by a ... 
• 99 Cited by 43 Related articles All 2 versions I* 

Combined fingerprint acquisition and control device 
AW Senior - US Patent 6,400,836, 2002 - Googie Patents 
... would be scanned at 410 and then immediately stored in a dynamically accessible memory ... in 
computer 100, could enable or disable transmission of acquired fingerprint image data ... for 
combined fingerprint acquisition for user authentication and for acquiring control parameters ... 
• Di) Cited by 233 Related articles All 4 versions DO 

Information processing device, application software start-up system, and application 
software start-up method 
m H.irabayashi, Y Hashimoto... - US Patent App. 16 2019 - Google Patents 
... Info ... US 201916535574 A US201916535574 A US 201916535574A US 2019362061 Al 
US2019362061 Al US 2019362061A1 Authority US United States Prior art keywords biometric 
information information user processing device dynamic biometric Prior art date 2019 ... 
• Eig All 2 versions i* 

Authentication gets personal with biometrics 
j Ortega-Garcia, j Sigun D Reynolds . ll:SE signal 2004 - ieeexplore.iee.e.org 
... in which signal processing methodology is applied to the dynamically acquired time sequences ... 
ii) feature-based approaches, in which statistical parameters are derived from the acquired 
information ... aspect ratio, center of mass, or horizontal span ratio), global dynamic (ie, total ... 
• 99 Cited by 216 Related articles All 15 versions 

information processing device, application software start-up system, and application 
software start-up method 

Hirabayastil, Y Hastlirmti) K Yoshizawa US Patent 10,423,769 2019 Googie Patents 
... Info ... B2 US10423769 B2 US 10423769B2 US 201415315735 A US201415315735 A US 
201415315735A US 10423769 B2 US10423769 B2 US 10423769B2 Authority US United States 
Prior art keywords biometric information device user state dynamic biometric Prior art ... 
• 99 Related articles All 4 versions $4> 

To a combined fingerprint acquisition and control device 
RM Boile, NK Ratha, A Senior US Patent 6,941,001; 2005 - Google Patents 
... fingerprint image acquisition scanner incorporated into a pointing device for acquiring at least ... 
computing means for computing image correlations between the acquired fingerprint images; 
an image processor ... verifying an acquisition of data in real time from a live user based on ... 
'f OD Cited by 149 Related articles All 2 versions Di> 

Secure network and networked devices using biometrics 
A Russo, P McCoy, T Ruske - US Patent App. 101194;949 2003 Google Patents 
Secure network and networked devices using biometrics. Download PDF Info ... US 19494902 
A US19494902 A US 19494902A US 2003115490 Al US2003115490 Al US 2003115490A1 
Authority US United States Prior art keywords biometric biometric data device data secure ... 
* OD Cited by 155 Related articles All 2 VerSlOriS 

https://scholargoogle.com/scholar?hl=en&as_sdt=0%2C478,q=acquiring+the+dynamic+biometric+information+from+the+dynamic+biometric+informati... 1/2 

IPR2025-01313; Samsung 
Ex. 1002 - Page 190



6/7/2020 acquiring the dynamic biometric information from... - Google Scholar 

Context aware ubiquitous biometrics in edge of military things 
A Castiglione; KKR 9..i'9£io, M Napoi... IEEE Cloud 2017 leeexplore.ieee.org 
... combat suit, instrumented helmets, weapon systems, etc.) are capable of acquiring a variety . . . puting 
devices, such as Android and iOS devices, facilitate the acquisition of context dependent .. . J. Hu 
and AC Weaver, "A Dynamic, Context- Aware Security Infrastructure for Distributed . . . 
* Eig Cited by 28 Related articles All 3 versions 

Dynamic Biometric Signature-an Effective Alternative for Electronic Authentication 
v smeikai KodI - Advances In Technoiogy innovation, 2018 researchgato.net 
... When acquiring signature data, biometric data [mostly x(t ... In this way, we acquire authentication 
data for the signer with subsequent securing against forgery ... experiments have shown that a 
handwritten signature acquired through long practice and the compaction of the dynamic ... 
* SHI Cited by 1 Related articles All 3 versions at 
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ScidntiA.-: and Tacdnical 
information C..entet 

Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start-Up Method' 
Published Online (USPTO .20190362061) 

ln: information Technology Newsweekly, Dec 17_2019, 2279; NewsRX LLC 

Language: English. Abstract: 2019 DEC 17 tVerticaiNews) Ely a News 

Reporter-Staff News Editor at Informat€on Technology Newsweekly --

According to news reporting originating from :. a..zilington, D.C. ; by 

VerticaiNews journalists, a patent application [..1 (AN: edsart 60872021 7), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software -- Methods; Software --

Intellectual property; Control equipment -- Methods; Control equipment --

Intellectual property 
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2. Electronic device for providing VR image based 
on polyhedron and image providing method 
thereof 

By: SAMSUNG ELECTRONICS CO., LTD. US Patent: 10850,596. Flied: 

January 12, 2018. Issued: May 12, 2020. , Database: USPTO Patent Grants 

Abstract An electronic device is provided. The electronic device includes a 

communication module comprising communication circuitry, a memory 

configured to store first information indicating first image data generated 

using a first rendering scheme based on a first polyhedron configured with a 

first number of sur€aces and second information indicating second image 

data generated using a second rendering scheme based on a second 

polyhedron configured with a second number of surfaces, and a processor, 

The processor is configured to verify state information of the electronic 

device, to select one of the first information and the second information 

basµd on the at least state information, to transmit a request corresponding 

to the selected information to an external electronic device via t€:e 

communication module, to receive image data corresponding to the 

selected information between the first image data and the second image 

data from the external electronic device in response to the request, and to 

control playback of the received image data. 

AN: edspgr.106505g6 

USPTO Full Text Options 
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3. Context-aware access contro and anonymous 
authentication in WBAN 

By Arfaoui, Amel; Bout€a, Omar Batik Merad; Kribeche, Ali; Senouci, Sidi-

Mohammed; Hamdi, Mohamed. In Computers & Security. January 2020 88 

Language: English. DOI: 10.101811.cose.2019.03,017 Abstract: The 

emergence of the Internet of Things (loT) as the next generation megatrend 

has paved the way for pervasive, ubiquitous and proficient healthcare 

monitoring systems. In the diverse kinds of netwo€Iks, Wreless Body Area 

Network (VVBAN) has been perceived as one ₹3` the most promising vvireiess 

sensor tech#10k)gies for improving healthcare services thanks to its potential 

for continuous and real-time monitoring of health conditions. However, the 

open nature of wireless communication introduces wide security and 

privacy concerns as personal health information could be exposed to 

unauthorized parties or even malicious adversaries. Furthermore, in such a 

dynamic and heterogeneous environment where the context conditions 

continuously and frequently change; adaptive and context-aware solutions 

become mandatory to satisfy burgeoning security and privacy requirements. 

Therefore, €t is indispensable to adaptively secure Me extra-body 

communication between the smart portable device held by the MAN 

client and the healthcare providers while considering the dynamic context 

changes. In this paper, we propose a context-aware access control and 

anonymous authentication approach based on a secure and efficient Hybrid 

Certificateless Signcryption (H-CLSC) scheme. Particularly, it incorporates 

the merits of Ciphedext-Policy Attribute-Based Signcryptio€R (CP-ABSC) and 

Identity-Based Broadcast Sigricryption OBBSC) in order to meet the security 

requirements and provide adaptive contextual privacy, From a security 

perspective; the proposed mechanism achieves confidentiality; integrity, 

anonymity, context-aware privacy, key escrow resistance, public verifiability, 

and ciphertext authenticity. Performance analysis proves the efficiency and 

the effectiveness of the H-CL.SC scheme compared to benchmark schemes 

in terms of functional security, storage; communication, and computational 

cost. (AM S0167404818304802.), Database: ScienceDirect 

Subjects: loT; WBAN; Certificateless signcryption; Anonymous 

authentication; Context-aware authorization 
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4. Cybersecurity challenges in vehicular 
communications 

By El-Rewini, Zeinab; Sadatsharan, Kaithikeyan; Selvaraj, Daisy Flora; 
Plathottaim Siby Jose; Ranganathan, Prakash. in Vehicular 

Communications. June 2020 23 Language: Engl`€sh. DOI: 

10.10161j.vehcom.2019.100214 Abstract: As modem vehicles are capable to 
connect to an external infrastructure and Vehicle-to-Everything (V2X) 

communication technologies mature, the necessity to secure 

communications becomes apparent. There is a very real risk that today's 
vehicles are subjected to cyber-attacks that target vehicular 
communications. This paper proposes a three-layer framework (sensing, 
communication and control) through which automotive security threats can 
be better understood. The sensing layer is made up of vehicle dynamics 
and environmental sensors, which are vulnerable to eavesdropping, 

jamming, and spoofing attacks. The communication layer is comprised of 
both in-vehicle and V2X communications and is susceptible to 

eavesdropping, spoofing, man-in-the-middle, and Sybil attacks. At the top of 
the hierarchy is the control layer, which enables autonomous vehicular 
functionality, including the automation of a vehicle's speed, braking, and 
steering, Attacks targeting the sensing and communication layers can 
propagate upward and affect the functionality and can compromise the 
security of the control layer. This paper provides the state-of-the-art review 
on attacks and threats relevant to the communication layer and presents 

countermeasures. (AN: S221420961930261X), Database: ScienceDirect 

Subjects: Cyber-physical systems; Security; Vehicle safety; Cyber-attacks: 
Vehicle-to-vehicle 
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5. Design €of secure authentication protocol for 
dynamic user addition in distributed internet-of-

hings 
By Trivedi, Hirai S., Patel, Sankita J.. In Computer Networks. 4 September 
2020 178 Language: English. DOI: 10.10161],comnet.2020.107335 Abstract: 
Rapid rise in adoption of smart devices in distributed internet-of-things (loT) 
has resulted in an exponential increase in volume of generated data. 
However, due to resource-constrained sensor nodes and vulnerable 
communication channels, information protection has become a key 
concern and prominent factor for improvement in loT environment. Batch 
processing systems have several shortcomings as compared to distributed 
systems. Distributed systems enable dynamic changes in the potential 
number of sensors, actuators, RFD's, resources, users and subjects to 
tolerate unbounded interruptions in communication patterns. In this paper, 
we address the key challenges of communication security and scalability in 
loT environment. We hypothesize distributed loT approach between non-
identical entities to communicate through secure authentication protocol for 
dynamically adding new user with partially involved trusted third party (TTP) 
as our module 1 and attribute based encryption scheme for non-identical 
smart entities to communicate securely as our module 2. We discuss module 
1 in this paper. The existing approaches that focus on fully trusted central 
authority having full rights lead to serious weakness in violating security 
rules, while multi-authority based systems display revocation and compulsory 
user participation issues. As ideal functionalities we view TIP as honest-hut-
curious, honestly following the protocol while on the other hand curious to 
decrypt the cipher-text to breach the intention of encrypting parties. This 
motivates us to design an approach which jointly achieves effective 
authentication and partial trust management with scalability in distributed loT 
environment. In accordance, we propose a novel authentication scheme with 
partially involved TTP nornenclatured Secure Dynamic User Addition 
Protocol (SDUAP) based on MT (JSON Web Token) challenge and 
response game using symmetric key cryptography, The security of SDUAP is 
proved under real or random oracle model and its robustness against several 
attacks is verified using scyther security verification tool, We also compare 
pe€formance of SDUAP with relatively similar modeled schemes in terms of 
communication, computation and storage overheads. The purpose of this 
paper is to mitigate the complications associated with scalability and 
curious/suspicious third party in distributed loT approaches. (AN.
S1389128619316949), Database: ScienceDirect 

Subjects: Distributed loT; Secure authentication; Partially involved TTP; 
Dynamic user addition; Scalability 
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6. LAM-CloT: Lightwei'13€t authentication mechanism 
in cloud-based loT environment 

By Wazid, Mohammad; Das, Ashok Kumar; Shat K, Vivekananda; Vasilz-Aos, 

Athanasios V.. In Journal of Network and Computer Applications. 15 Janua€y 

2.0.20 150 Language: English. DOI: 10.10161..jnca..2019,102496 Abstract: 

Internet of Things (loT) becomes a new era of the internet, which consists of 

several connected physical smart objects (Le., sensing devices) through the 

Internet.. loT has different types of applications, such as smart home, 

wearable devices, smart connected vehicles, industries, and smart cities. 

Therefore, loT based applications become the essential pads of our day-to-

day life. 1r₹ a cloud-based loT environment, cloud platform is used to store the 

data accessed from the loT sensors. Such an environment is greatly scalable 

and it supports reai-time event processing which is very important in several 

scenarios (Le., loT sensors based surveillance and monitoring). Since some 

applications in cloud-based loT are very critical, the information collected 

and sent by loT seas ms must not be leaked during the corrimunicati€ n. 

accord with this, we design a new lightweight authentication mechanism in 

cloud-based loT environment, called LAM-CloT. By using LAM-CloT, an 

authenticated user can access the da€a of loT sensors remotely. LAM-CiOT 

applies efficient "one-way cryptographic hash functions" along with "bitwise 

XOR operatio€ns". In addition, fuzzy extractor mechanism₹ is also employed at 

the user's end for local biometric verification. LAM-CIOT is methodically 

analyzed for its security part through the .formal security using the broadly-

accepted "Real-Or-Random (ROk) model formal security verification using 

the widely-used Automated Validation of Internet Security Protocols and 

Applications (AVlSPA)' tool as well as the informal security analysis. The 

performance analys€s shows that LAM-Clot offers better security, and low 

communication and computation overheads as compared to the closely 

related authentication schemes. Finally, LAM-CloT is evaluated using the 

NS2 network simulator for the measurement of network performance 

parameters that envisions the impact of LAM-CloT on the network 

performance of LAM-CloT and other schemes, (AN.: S1084804519303)6X), 

Database: ScienceDirect 

Subjects: Internet of Things (loT); Cloud computing; Authentication; Key 

agreement; Security; AVISPA simulation 
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7. Securing internet of medical things systems: 
Limitations, issues and recommendations 

By Yaacoub; Jean-Paul A.; Noura; rViohamad; Noura, Hassan N.; Saiman, 

Yaacoub, Elias: Couturier, Raphael; Chehab„zkii. in Future Generation 

Computer Systems. Aori12020 105:581-606 Language: English. DOI: 

10.10161i,future.2019.12.028 Abstract: Traditional health-care systems suffer 

from new challenges associated with the constant increase in the number of 

patients. hi order to address this issue, and to increase the accuracy, 

reliability, efficiency, and effectiveness of the health-care domain, the Internet 

of Medical Things (ioMT) was proposed. lailT can be considerec.1 as an 

enhancement and investment to respond more effectively and efficiently to 

patients' needs. However, loMT suffers from different issues and challenges 

such as the lack of secur€ty and privacy measures, in add€tion to the 

necessary training and awareness. in this paper, we highlight the importance 

of implementing the right security measures and the required training skills, 

in order to enhance the immunity of loMT against cyber-attacks. Moreover;

we review the main loMT security and privacy issues; and the existing 

secur€ty solutions.. These solutions are classified as cryptographic or non-

cryptographic. Then, the different solutions are analyzed and compared in 

terms of computational complexity and required resources. It is important to 

note that the security measures for loMT exhibit a trade-off between the 

security level and the system performance, especially in the rise of digital 

healthcare v4.0 era. Next, we discuss the appropriate security solutions such 

as lightweight cryptographic algorithms, and protocols that attempt to reduce 

the overhead in terms of computations and resources. This leads to the 

conclusion that there is a need to design an efficient intrusion 

detection/prevention system that cooperates with dynamic shadow 

hone.ypots. Finally, we propose a security solution, which is divided int() five 

different layers to detect and prevent attacks, in add€tion to 

reducing/correcting the damage of these known attacks and preserving the 

patients' privacy. However, it should be noted that zero-day attacks and 

exploits are still the main challenging issue that surrounds loMT. (AN: 

S0167739X19305680), Database: ScienceDirect 

Subjects: Healthcare; oMT: Medical cyber physical systems; Medical 

devices 
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8. B"o-AKA: An efficient fingerprint based two factor 
user authentication and key agreement scheme 

By Dan, Weixin; Gope, Prosanta; Cheng, Yoriggiang; Li, Qingde. E  Futive 

Generation Computer Systems, August 2020 109:45-55 Language: English. 

DOI: 10.10181.future.2020.03.034 Abstract: The fingerprint has long been 

used as one of the most iinpoitant biological .features in the field of 

biometrics. It is person-specific and remain identical though out one's 

lifetime.. Physically uncloneable functions (PLIFs) have been used in 

authentication protocols due to the unique physical feature of it. In this paper, 

we take hill advantage of the inherent security features of user's fingerprint 

biometrics and PUFs to design a new user authentication and key 

agreement scheme, namely Blo-AKA, which meets the desired se.,.ctinty 

characteristics. To protect the privacy and strengthen the security of 

biometric data and to improve the robustness of the proposed scheme, the 

fuzzy extractor is employed. The scheme proposed in the paper can protect 

user's anonymity without the use of password and allow mutual 

authentication with key agreement. The experimental results show superior 

robustness and the sirriplicity of our proposed scheme has been validated 

via our performance and security analysis. The scheme can be an ideal 

candidate for real life applications that requires remote user authentication. 

(AN: S01:57739X19332467), Database: ScienceDirect 

Subjects: Mutual authentication; Key agreement; Physical unclonable 

functions; Fuzzy extractor; Biometric security and privacy 
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9. Handbook of Green information and 
Communication Systems 

By: Wourigang, isaac; Anpaiagan, Alagan; Obaidat„ Mohammad S. 

Amsterdam ; Academic Press. 2013. eBook. Description: This book gives a 

comprehensive guide on the fundamental concepts, applications, algorithms, 

protocois, new trends and challenges, and research results in the area of 

Green Information and Communications Systems_ it is an invaluable 

resource giving knowledge on the core and specialized issues in the field, 

making it highly suitable for both the new and experienced researcher in this 

area. Key Features: Core research topics of green irdormation and 

communication sy'stµms are covered from a network (AN 485200), 

Database: eBoek Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Signals & Signal Processing; 

SCIENCE Environmental Science; Sustainable engineering--Handbooks, 

manuals, etc; Telecommunication--Environmental aspects--Handbooks, 

manuals, etc; Telecommunication--Energy conservation--Handbooks, 

manuals, etc 

PDF Full Text USPTO Full Text Options Full Download 

Table of Contents Most Relevant Pages From This eBook 

http://eds.a.ebscohost.com/eds/results?vid=0&sid=357af3b6-a3a3-4041-9658-ac92ef9e1e7f... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 200



Result List: receiving the dynamic biometric information by the second devi...: Discove... Page I 0 of 30 

10. Biockchain envisioned UAV networks: Challe ages, 
solutions, and comparisons 

By Mehta, Parietal; Gupta, Rajesh; Tamar, Sudeep. in Computer 

Communications. 1 February 2020 151:518-538 Language: English, DOI: 

10,10161.comcom.2020.01 .023 Abstract: Unmanned Aerial Vehicles (UAV) 
or drones is a technology with a huge potential for proving different efficient 
solutions in the smart city. It has been mostly adopted by military, aviation, 
civil, and commercial sectors for audio and video surveillance. The 
communication and security challenges of UAV is well mentioned by 
researchers and organizations (defense) around the world, although many of 
the challenges remain unresolved (especially for sensitive and consumer.. 

related applications). Moreover, the conventional network systems may not 
be very efficient in dealing with the dynamic requirements of UAVs. As the 
UAVs are generally deployed in tough environments and terrains, therefore it 
is quite essential to provide a strong and secure network. Motivated from 
these .facts, this paper presents an extensive survey on security issues in 
5G-enabled UAV networks as per the literature published till the fourth 

quarter of 2019. It also presents the taxonomy of existing security issues in 
5G-enabled UAV networks. Based on the findings from the survey, we 
present a Blockchain (BC)-based security solution and a summary of 
research challenges in the integration of BC w€th 5G-enabled UAW, Then, we 
present a case study of implementing BC with UAVs to secure industrial 

applications. (AN: S0140366419318675), Database: ScienceDirect 

Subjects: Blockchain; Industry 4.0; Latency; Reliability; 5G; loT; Unmanned 
aerial vehicles 
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11. intelligence and security in big 5G-oriented loNT: 
An overview 

By Al-Tunman, Fadi. In Future Generation Computer Systems. January 2020 
102:357-368 Language: English. DOI: 10.1016/j.future.2019.05.009 Abstract 
Internet of Nano-Things (ioNT) overcomes critical difficulties and additionally 
open doors for wearable sensor based huge information examination. 

Conventional computing and/or communication systems do not offer 

enough flexibility and adaptability to deal with the gigantic amount of 
assorted information nowadays. This creates the need for legitimate 
components that can efficiently investigate and communicate the huge data 
while maintaining security and quality of service. In addition, while 

developing the ultra-wide Heterogeneous Netwo€ks (HetNets) associated 
with the ongoing Big Data project and 5G-based ioNT, it is required to 
resolve the emerging difficulties as welt Accordingly, these difficulties and 
other relevant design issues have been comprehensively reported in this 
survey. it mainly focuses on security issues and associated intelligence to be 
considered while managing these issues. (AN: S0167739X19301074), 

Database: ScienceDirect 

Subjects: loNT; Security; Big data; Design factors 
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12. WIRELESS ROUTErc, INTERNET OF THINGS 

DEVICE AND SYSTEM FOR SUPPORTING 

CONNECTION .TO WIRELESS ROUTER OF 

INTERNET OF THINGS DEVICE 

Patent Application: 15/876679. Filed: January 22, 2018. Published: 

September 13, 2018. ; Database: USPTO Patent Applications 

Abstract An electronic device for supporting a connection to a wireless 

router of an internet of things (loT) device is provided. The electronic device 

includes a transceiver, a communication interface, a processor, and a 

memory. The processor connects a first external device by using a first 

service set identifier (SSilD), receives first information about the first 

external device from the first external device; transmits at least pad' f the 

first information and second information about the electronic device to a 

second external device, forwards connection information from the second 

external device, which inciude,s a second SSID for wirt,,less connection 

between the first external device and the electronic dev€ce. or receives 

transmission request of the connection informatioivirom the second 

:.,,xterrial device and transmits the connection information to the first 

external device, and wirelessiy connects to the first external device by 

using the connection information. 

AN: ed*.ip.20. 180263071 
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13. Optimized in-network authentication against 
pollution attacks in software-defined-named data 
networking 

By Boussaha, Ryrna; Chailal, Yacine; Bouabdallah, Abdelmadjid; Bessedik, 

Malik, . in Journal of Information Security and Applications. February 2020 50 

Language: English, DOI:10.1016/i.jisa..2019.102409 Abstract: The 

exponential growth of multimedia content in today's Internet traffic and the 

increasing need of bandwidth-consuming or location-independent services 

motivated the research community to design a viable replacement for the 

current iP-based intemet architecture. Named Data Networking or NON is a 

novel network architecture that uses universal in-network cachino and roofing 

by name functionalities to deliver content efficiently and to improve service 

quality. Network coding benefits named data networking with its inherent 

algebraic structure and the maximum flow rates performance €t achieves in 

multiczast. WTI network coding, the content can be requested via multiple 

interfaces thus improving significantly content delivery efficiency. However, 

it is vulnerable to pollution attacks, which can cause a crucial degradation of 

network bandwidth, In this paper, we propose an efficient and optimized 

authentication technique for a content distribution NDN architecture based on 

network coding, Our solution uses homomorphic signature mechanism, 

which allows intermediate nodes to verify the authenticity of flows to 

overcome the pollution problem without having access to content. We 

formulate NDNAuth, an optimal coding and homomorphic signature scheme 

as a MIP problem. Furthermore, we show how to leverage Software Defined 

Networking to provide seamless h piementation of the propose+d€ solution. 

We measure the processing overhead and the dynamic system security 

state based on three metrics: (1) defence power; (2) threat es♦verity and (3) 

system vulnerability. Finally, we discuss how to minimize the computational 

cost of coding and signature scheme operations. Experimentation results 

prove the efficiency of the proposed coding scheme, which achieves better 

performance than conventional NON with random coding especially in terms 

of transmission cost and security. ON; S2214212619302790): Database: 

ScienceDirect 

Subjects: Named data networking; Network coding; Software defined 

networking; Homomorphic signature 
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14. Mind your privacy Privacy leakage through BCI 
applications using machine learning methods 

By Landau, Ofir; Cohen, Av€<`-d; Gordon, Shirley; NiS Nir, Knowledge-

Based Systems. 21 June 2020 198 Language: Engl€sh. DO l; 

10,1016ij.knosys.2020.105932 Abstract: With the digitization of almost eve€y.

aspect of our fives, privacy leakage in cyber space has become a pressing 

concern, Brain—Computer Interface (BCi) systems have become more 

popular in recent years and are now being used for a variety of applications. 

BCi data represents an individual's brain activity at a given time. Like many 

other kinds of data, ECI data can be utilized for malicious purposes. 

Electroencephalography (EEG) is one of the most popular brain activity 

acquisition methods of BCI applications. More specifically, BC: games, 

represent one of the main EEG applications. However, a malicious BCi 

application (e.g. game) could allow an attacker to take advantage of an 

unsuspecting user happily enjoying a game and record the user's brain 

activity; by analyzing this data, the attacker can inter private information and 

characteristics regarding the user, without hisiher consent or awareness. 

This study is the first to demonstrate the ability to predict and infer 

meaningful personality traits and cognitive abiii€ies by analyzing resting-state 

EEG (rsEEG) recordings o&an individuals bra€n activity using a variety of 

machine learning methods. A comprehensive set of raw rsEEG scans, along 

with  the dissociatio€ level and executive function (EF) performance 

measures, for the 162 subjects were used in our evaluation. The best results 

we achieved were an accuracy of 73% for dissociation classification and less 

than 16% mean absolute error in predicting performance for all examined 

EFs. These encouraging results are better than those presented in prior 

research, both in terms of accuracy and data-validity and datase.t size. (AN; 

S0950705120302641), Database: ScienceDirect 

Subjects: Privacy leakage; Brain—computer interface; BCI; EEG; BCI 

games 
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15. Authentication Techniques an ood Methodol i s • 4 
used in Wireless Body Area Networks 

By Hussain, Munir; Mehmood, 1m ad; Khan, Shafiullah; Khan, M. Aitaf; lqbal, 

Zeeshan. in Journal of Systems Architecture, December 2019 101 

Language: English. DOI: 10.1016.6„sysarc.201 SA 01655 Abstract: Wireless 

body area network (VtjEAN), got the IEEE standard in February 201.2; iS the 

most significant and highly focused research area among researchers, 

academicians, and practitioners; applied to the patient's body for monitoring 

various physiological parameters and then the sensitive measured data is 

passed to the concerned med€cal doctor or server for taking the necessary 

actions. in order to pass the sensitive data securely, authentication is the 

first step towards it. The authentication schemes help network to reduce 

unwanted users and prevent from deceptions effectively since the 

authentication process identifies the user's identity that he or she claims to 

be. In connection to the safe communication, authentication is one of the 

key aspects. So, it is important to design novel authentication schemes; 

those offer secure authentication and prevent various security attacks in 

WBANs. A lot of methods and techniques have been proposed for 

authentication in WBANs. in this survey paper .for improving the 

authent€cation process in WBANs, an overview of WBAN and their 

characteristics, various authentication types and classification of 

authentication schemes has been done. It further provides a complete 

comparison of different authentication schemes and highlights their pros, 

cons, limitations, challenges; performance evaluation and their robustness 

aga€nst different security attacks which open doors of new opportunities. This 

finally ends with the most significant open issues, future research directions 

and draw interesting conclusions. (AN: 3138376.211930462n Database: 

Science.Direct 

Subjects: Authentication; Biometric; Security; Wireless body area network; 

Smart card 
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16. Location of three-dimensional movement for a 
human using a wearable multi-node instrument 
implemented by wireless body area networks 

By Wang, Dong; Huang, Oingcheng; Chen, Xin; Ji, Lijuan. In Computer 

Communications. 1 March 2020 153:34-41 Language: English. DOI: 

10.10161.comcom.2020.01.070 Abst€act: A wireless human body local area 

network is a wireless network composed of lightweight, wearable or 

impiantable sensor nodes that'sense various physiological parameters of the 

human body, This paper introduces the key technologies and characteristics 

of wireless senso€ networks and the research status of node localization, 

analyzes the wireless sensor netwo€k localization algorithms and their 

performance evaluation indicators, and conducts in-depth research on 

wearable 3D node localization algorithms, The 30 positioning algorithm uses 

static beacon nodes to achieve the 3D positioning of public nodes. The 

positioning accuracy and positioning rate depend on the number of beacon 

nodes, and the number of beacon nodes increases, which increases network 

costs and enerc,iy consumption. Aiming at the spatioternporai correlation 

between motion data collected by multiple sensors in a wireless human local 

area network, an RSSI-based multi-node 3D motion monitoring auxiliary 

algorithm is used, including the planning of wearable device motion 

trajectories. Throughout the positioning process, the workflow belongs to the 

public node and involves the format of the relevant irlformation packet. The 

3D wearable multi-node positioning algorithm based on RSSI is a distance-

dependent distributed positioning algorithm. The public node uses the RSSI 

ranging method to obtain the distance during the two-stage positioning 

process, and then uses the three-dimensional multilateral positioning method 
to perform its own calculation. (AN: S014036641931477X), Database: 

ScienceDirect 

Subjects: Wireless body area network; Motion recognition; Wearable 

device; Three-dimensional motion monitoring; Multi-node 
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17. A survey on QoBoriented wireless resources 
scheduling 

By Sousa, Ivo; Que.luz., Maria Paula; Rodrigues, Ant0nio. In Journal of 

Network and Computer Applications. 15 May 2020 158 Language: English. 

DOI: 10.10181.pca„2020,102594 ..Abst€tact: Future wireless systems are 

expected to provide a wide range of services to more and more users. 

Advanced scheduling strategies thus arise not only to perform efficient radio 

resource management, but also to provide fairness among the users. On the 

other hand, the users' perceived quality, i.e., Quality of Experience (QoE), is 

becoming one of the main drivers within the schedul.Ts design. In this 

context, this paper starts by providing a comprehension of what is QoE and 

an overview of the evolution of wireless scheduling techniques. Afterwards, a 

survey on the most recent QoE-based scheduling strategies for wireless 

systems is presented, highlighting the application/service of the different 

approaches reported in the literature, as well as the parameters that were 

taken into account for QoE optimization. Therefore, this paper aims at 

helping readers interested in learning the basic concepts of QoEoriented 

wireless resources scheduling, as well as getting in touch with its current 

research frontier. (AN: S1084804520300680), Database: ScienceDirect 

Subjects: Quality of experience (QoE); Scheduling; Radio resource 

management; Wireless networks 
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I 8. A three-factor anonymous user authentication 
scheme for Internet of Things environments 

By Lee, Hakjun; Karig, Dongwoo; Ryan, Jihyeon; Wen, Dongtio; Kim, 

Hyoungshick, Lee, Youngsook. In Journal of information Security and 

Applications. June 2020 52 Language: Engi€sh. DOI: 

10.10161Hisa.2020.102494 Abstract: To accelerate the deployment of fifth-

generation (5G) cellular networks, millions of devices are being connected to 

massive Internet of Things (lo) networks. However, advances in the scale.: of 

connectivity on 5G networks may increase the attack surface of these 

devices; thereby increasing the number of attack opportunities. To address 

the potential security risks in loT systems, one feasible secur€ty practice 

involves the development of secure and efficient user authentication 

schemes. In 2017, Dhillon and Kara proposed a three-factor user 

authentication scheme for loT. We noted that their scheme suffers from 

several security weaknesses. In this study, we specifically demonstrate that 

the scheme proposed by Dhilion and Kalra (1) is not secured from a stolen 

MON FE1 device attack; (2) does not p€event a user impersonation attack, (3) 

does not provide a session key agreement; (4) does not have a contingency 

plan (e.g., a revocation phase) for situations where a users private key is 

compromised, or a mobile device is stolen or lost. We propose an improved 

three-factor user authentication scheme to resolve these security issues. 

Furthermore, we demonstrate that the proposed scheme provides desirable 

attributes for loT environments.; and that its co fil putation and communication 

costs are suitable !Or extremely low-cost loT devices. (AN: 

52214212619308051), Database: ScienceDirect 

Subjects: Authentication; Key agreement; Wireless sensor network; Internet 

of things 
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19. Security breach notification 
By: Weis Fargo Bank, N.A. US Patent: 10542,018. Filed: December 27, 

2016, Issued: January 21 • 2020. , Database: LISP TO Patent Grants 

Abstract: Systems and methods are disclosed for security breach notification. 

In one implementation, an indication of a secur€tyf breach is received, at a 

first device w€th respect to a user account. Based on the indication of the 

security breach, a processing device generates a security breach 

notification, the security breach notification including an instruction to initiate 

at an account repository one or more actions with rasped to the user 

account. An attempt is made to transmit the security breach notification to the 

account repository via a first communication interface of the first device. 

in response to a determination that the security breach notification was not 

successfully transmitted to the account repository, the security breach 

notification is transmitted to a second device via a second communication 

interface of the first device. 

AN: edspgr10542018 
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20. Secure loT communications for smart healthcar 
monitoring system 

By El Zolika, Hesham A.; Hosni, tvlustafa M.. In Internet of Things. January 

2018 Language.: English. DOI: 10.10151j.lot.2019.01.003 Abstract: 

Healthcare, monitoring systems in hospitals and other health centers have 

witnessed throughout the iast decade a tremendous g€owth and wireless 

healthcare monitoring devices with various technologies have become of 

great interest in many nations around the world. The proposed paper aims at 

integrating artificial intelligence technology, such as the neural networks and 

fuzzy system in a secure heaithcare monitoring system in order to enable the 

system to work as a smart healthcare model that decides the p₹iority by itself 

depe€Ming on the collected health parameters from the senor nodes. The 

proposed model consists of a trust environment that is responsible for 

collecting authenticated physiological data from patient's body which is then 

sent through GSM module to Azure loT Hub where raw data is converted into 

linguistic representation, with the help of logic-based algorithm, which is 

trained in fuzzy-based inference system (FEES) to get the status of the 

patient, The proposed system, then, provides reliable, accurate, secure and 

reakime patient monitoring. The following sections describe how the FBIS 

can be integrated with a secure healthcare monitoring system to get the 

states of the patient and send it to the medical ;advisory for the preliminary 

precautions. (AN: S254266051830088X), Database: ScienceDirect 

Subjects: Internet of Things (loT); health monitoring; sensors; security; trust; 
fuzzy 
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21. Designing secure blockchain-based access control 
scheme in loT-enabled Internet of Drones 
deployment 

By Bera, Basudeb; Chattaraj, Durbadal; Das, Ashok Kumar. in Computer 

Communications. 1 March 2020 153:229-249 Language: English, DOI: 

0.10161.comcom.2020.02.011 Abstract: In recent years, the Internet of 

Drones (laD) has emerged as an important research topic in the academy 

and industry because it has several potential applications ranging from the 

civilian to military. In loD environment, several drones, called Unmanned 

Aerial Vehicles (UAVs), are deployed in different flying zones that 

communicate each other to exchange crucial information, and then the 

information are collected by the Ground Station Server (GSS). At the 

drones and the GSS are registered with a central trusted authority, Control 

Room (CR) prior to their deployment. Since the drones and the GSS 

communicate over open channel (e.g., wireless medium), there are security 

and privacy issues in the leD environment. To handle such issues, in this 

paper we introduce a blockchain-based access control scheme in the loD 

environment that allows secure communication among the drones, and also 

among the drones and the GSS. Secure data gathered by the GSS form 

transactions, and those transactions are made into the blocks. The blocks 

are added in the blockchain by the cloud servers connected with the 

GSS via the Ripple Protocol Consensus Algorithm (RPCA) in a peer-to-peer 

cloud server network. Once the blocks are added into the blockchain, the 

transactions containing in the blocks cannot be altered, modified or even 

removed, We provide all sorts of security analysis including formal security 

under the random oracle model, informal security and simulation-based 

formai security verification to assure that the proposed scheme can resist 

various potential attacks with high probability needed in an loth environment, 

In addition, a meticulous comparative analysis among the proposed scheme 

and other closely reiated existing schemes shows that our scheme offers 

more functionality attributes and better security, and also low 

communication and computation costs as compared to other schemes. 

(AN: SO140366419318377), Database: ScienceDirect 

Subjects: Internet of Drones (loD) Access control; Blockchain; Consensus; 

Security; AVISPA 
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22. An approach to develop the smart health using 
Internet of Things and authentication based on 
biometric technology 

By Fiamidi, Hodjat. in Future Generation Computer Systems. February 2019 
91:4'34.4.49 Language: English.. DOI: 10.10164.future.2018.09.024 Abstract: 

Internet of things is a new pattern in wireless corwriunications of things. 

The basic theo€y of lot is the comprehensive presence of different kinds of 

things in surrounding environment. The three main dimensions of data 

security in the Internet are integration, privacy and availability. One of the 

major tools for €i3aintaining the security of Internet medical things is 

biometric technology. Biometric systems are used in different fields of the 

smart healthcare. in this regard, we also need a means for identifying 

people's identity based on their physical characteristics; the use of biometric 

data is absolutely critical .for lot functions. Considering this emerging pattern, 

everything integrated will connect to a virtual chain of connected things with 

address in the dynamic wo€td of networks. Given the importance of secure 

connections of things to the Internet and access to them, biometric features 

are used as identifiers; because they cannot be borrowed, bought; forgotten 

and they are very difficult to forge or copy. The sma€t healthcare and loT 

resuited in the emergence of a new standard in the applications of biometric 

data, in this paper, we present a new standard for applying biometric 

technology to develop smart healthcare using loT which includes high 

capacity to access data in addition to being easy to use, in this paper, we 

reached a more secure way of accessing ioT based on biometrics and fast 

identity standard by which we can expect significant advances in sma€t 

healthcare systems. (AN: S0167739)(18313517), Database: ScienceDirect 

Subjects: Internet of Things (I01"); Biornetric; Data protection standard; 

Identifiers; Smart healthcare 
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23. A privacy-preserving scheme with identity 
traceable property for smart grid 

By Wu, Fan; Li, Xiong; Xu, Lili; Kumari, Sam. in Compute Communications. 
May 2020 157:38-44 Language: English. DOI: 

10,10161.comcom.2020,03.047 Abstract: Sma€t city is a hot aim, and is 
organized gradually in many developed countries. People can understand 
the variation of city clearly via the collected data from sensors and RFID 

chips all over the city. As one of the most important applications for smart 
city, smart grid is a popular technology which has been already used in some 
developed countries. W€reless circumstance is the main way for the 
transmission data in collection process, and it is undoubtedly insecure. The 
problems that protecting the consumption data in smart gr€d and tracking 
some special users simultaneously are still open issues. We propose a novel 
scheme for smart grid involving three kinds of entities: Smart Meters (Ws), 
Electricity Utilities (EUs), and a Trustful Anchor (TA). In this scheme, Slut 
encrypts the periodical consumptions and its identity, and sends the 
information to the relative electricity utility, and then EU can get the 

consumptions of smart meters in its scope, if necessary, TA may disclose the 
identities of the special smart meters. The security of this scheme is 
illustrated by formal proof and security property analysis. After expressions of 
performaan€ce and network simulation, it is easy to see that our scheme is 
suitable for practicality. (AN: SO140366419319668), Database: 
ScienceDirect 

Subjects: Smart grid; NS-3; Traceability; Anonymity; Unlinkability 
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24. Blockchain leveraged decentralized loT eHealth 
framework 

By Uddin, Md. Ashraf; Stranieri, Andrew; Gondal, lgba€; Balasubramanian, 

Venki, In Internet of Things. March 2020 9 Language: English, DOI: 

10.1016/j.iot.2020.1 00159 Abstract: Blockchain technologies recently 

emerging for eHeaith, can facilitate a secure, decentralized and patient-

driven, record management system. However, Blockchain technologies 

cannot accommodate the storage of data generated from loT devices in 

remote patient management (RPM) settings as this application requires a 

fast consensus mechanism, careful management of keys and enhanced 

protocols for privacy. In this paper, we propose a Blockchain leveraged 

decentralized eHeaith architecture which comprises three layers: (1) The 

Sensing layer--- Body Area Sensor Networks inciude medical sensors 

typically on or in a patient body transmitting data to a smartphone. (2) The 

NEAR processing layer Edge Networks consist of devices at one hop from 

data sensing loT devices. (3) The FAR processing layer Core Networks 

comprise Cloud or other high computing servers). A Patient Agent (PA) 

software replicated on the three layers processes medical data to ensure 

reliable., secure and private communication.. The PA executes a lightweight 

Blockohain consensus mechanism and utilizes a Biockchain leveraged task

offloading algorithm to ensure patient's privacy while outsourcing tasks.. 

Performance analysis of the decentralized eHeaith architecture has been 

conducted to demonstrate the feasibility of the system in the processing and 

storage of RPM data. (AN: S2542660520300020), Database: ScienceDirect 

Subjects: Internet of Things; Blockchain; Consensus mechanism; Proof of 

stake; Patient agent; Fog computing; Edge computing; Cloud; Patient 

monitoring; eHealth; Fuzzy inference process; Task offloading 
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25. Taxonomy and analysis of security protocols for 
Internet of Things 

By DaS, Ashok Kumar; Zeadally, Sheraii; He, Debiao, ln Future Gerleration 

Computer Systems. December 2018 89:110-125 Language: English. DOl: 

10.1016Vuture.2018.06,027 Abstract: The Internet of Things (loT) is a 

system of physical as well as virtual objects (each w€th fletworking 

capabilities incorporated) that are interconnected to exchange and collect 

information locally or remotely over the Internet. Since the communication 

often takes place over the Internet, it is vulnerable to various security threats 

in an loT environment. We first discuss essential security requirements that 

are needed to secure loT environment. We also discuss the threat model and 

various attacks related to the loT env€ronment. We then present a taxonomy 

of security protocols for the loT environment which includes important 

security services such as key manaeement user and device authentication, 

access control, privacy preservation, and identity management. We also 

present a comparative study of recently proposed loT-related state-of-art 

security protocols in terms of various security and functionality features they 

support. Finally, we discuss some future challenges for loT security protocols 

that need to be addressed in the future. (AN: S0167739X18308112), 

Database: ScienceDirect 

Subjects: Access control; Authentication; Identity management; loT; Key 

management; Security; Privacy; Sensing devices 
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26. BTFAC: A blockchain based trusted network 
connection protocol in loT 

By Zhang, Junwei; Wang, Zhuzhu; Shang, Lei; Lu, Di; Ma, jianfeng. €ri 

Journal of Parallel and Distributed Computing. September 2020 143:1-le 

Language: English. DOI: 10.101611.]pdc2020.04.004 Abst€`act: Along with the 

rapid growth of the size and complexity ₹?i internet of Things flor), the 

security of terminal devices has increasingly- become a focus. in order to 

ensure the security of te,rminals, the trusted network connect (TNC) could 

realize not only the user authentication but also the platform attestation 

durin₹; the network access process. However, the existin₹ 'INC infrastructure 

is based on a centralized architecture, which is not suitable for distributed 

services. To address this problem, we present a blockchain-based TNC 

protocol named Bmc to ensure the re. lability of terminals in loT„ Due to the 

decentralization, trustiessness, trackability, and immutability features of 

biockchain, BTNC is able to se€"ify the security of terminal devices in loT 

networks, First, we come up with some threats, including unauthorized user, 

illegal platform and platform replacement attack, then correspondingly define 

the security goals of our scheme. Second, combining key exchange protocol 

based on blockchain and D—H PN protocol included in INC specification, we 

propose a biockchain-based trusted network connection protocol, which 

realizes mutual user authentication, platform attestation and twist network 

access by cryptography among terminals in loT. Third, we make a security 

anaiysis in the PCL mode and conciudr.? that our protocol can resist the 

attacks above. Finally, the performance overheads caused by our scheme 

are evaluated and the experiments show that its efficient and 'fens€ble for 

different kinds of terminals in loT, (AN: S0743731519308457), Database: 

ScienceDirect 

Subjects: Blockchain; loT; Key exchange; Platform measurement; Trusted 

network connection 
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27. ESE:AR ECC based secure and efficient mutum 
authentication protocol using smart card 

By Kumasi, Adesh; Jangirala, Srinivas; Abbasi, M. Yahya; Kumar, Vinod; 

blast:, Mansaf. In Journal of information Security and Applications. April 2020 

5' Language: English. DOI: 10.1016/jfisa.2019.102443 Abstract: 

Highlights .We have reviewed Wang et al.'s scheme in two-factor based 

remote user authentication environment.-Wang of al.'s scheme has security 

issues such as impersonation attack, stolen-verifier attack, off-line password 

guessing attack and fails to secure session key..We have designed an 

enhanced and secure elliptic; curve cryptography(ECC) assisted 

authentication framework for same environment.. The proposed protocol 

resists various kinds of malicious attacks such as security attributes and 

features like as off-iine password guessing attack, no passe₹;d verifier-table, 

smart card loss attack, anonymity, mutual authentication, replay attack, 

impersonation attack, server spooling attack, no clock-synchronization 

attack, forward secrecy, insider attack, message authentication, provision of 

key agreement, parallel attack, sound repairability, no password exposure, 

timely typo detection, resistance to know attacks, password friendly, user 

unlinkability and server unlinkability and hence secure for real life 

appfications..The proposed protocol presents better results and proven to be 

secure and efficient which can be practically applicable for the real life 

applications. (AN: S221 1261930482X), Database: ScienceDirect 

Subjects: Mutual authentication; Elliptic curve cryptography: Smart card; 

Random oracle model; Security and privacy 

ED Full Text Finder USPTO Full Text Options 

http://eds.a.ebscohost.com/eds/results?vid=0&sid=357af3b6-a3a3-4041-9658-ac92eP9ele7f... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 218



Result List: receiving the dynamic biometric information by the second devi...: Discove... Page 28 of 30 

28. A Comprehensive Survey on Attacks, Security 
Issues and Blockchain Solutions for loT and IHoT 

By Seragupto, Jayasree; Ruj, Sustimita; Das Bit, Sipra. In Journal of Network 

and Computer Applications. I January 2020 149 Language: English. DOI. 

10,1016O1ot:1.2019.102481 Abstract: In recent years, the growing popularity 

of Internet of Things OoT) is providing a promising opportunity not only for the 

development of various home automation systems but also for different 

industrial applications. By leveraging these benefits, automation is brought 

about in the industries giving rise to the industrial Internet of Things (lioT). 

loT is prone to several cyberattacks and needs challenging approaches to 

achieve the desire.d security. Moreover, with the emergence of IloT, the 

security vulnerabilities posed by it are even more devastating. Therefore, in 

order to provide a guideline to researchers, this survey primarily attempts to 
classii€y the attacks based on the objects of vulnerability. Subsequently, each 

of the individual attacks is mapped to one or more layers of the generalized 

ioTilloT architecture .followed by a discussion on the countermeasures 

proposed in literature. Some relevant real-life. attacks for each of these 

categories are also discussed, We further discuss the countermeasures 

proposed for the most relevant security threats in iloT. A case study on two 

of the most important industrial loT applications is also highlighted, Next, we 

explore the challenges brought by the centralized loTilloT architecture and 

how bbockcha€n can effectively be used towards addressing such challei ges. 

In this context, we also discuss in detail one l₹?T specific Biockchain design 

known as Tangle, its merits and demerits. We further highlight the most 

relevant Blockchain-based solutions provided in recent times to counter the 

chailenges posed by the traditional cloud-centered applications, The 

biockchain-related solutions provided in the context of two of the most 

relevant ;applications for each of loT and lloT is also discussed. 

Subsequently, we design a taxonomy of the security research areas in 

ioTilloT along with their corresponding solutions. Finally, several open 

research directions relevan€ to the locus of this survey are identified. CAN: 

S1084804519303418), Database: ScienceDirect 

Subjects: lloT; Security; Privacy; Blockchain; Smart Factory; Smart Grid; 

Supply Chain; E-Healthcare; VANET 
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29. A survey on methods and challenges in EEG 

based authentication 
By dalaly Bidgoly„Arnir; Jalaly Bidgoly„ Hemet Arezoumand, Zeyn b. In 

Computers 8: Security, J€une 2020 93 Language: Engiish. DOI: 

10,1016/1cose..2020.1 01788 .Abstract: EEG is the recording of electrical 

activities of the brain, usuaiiy along the scalp surface., which are the results of 

synaptic activations of the brain's neurons. In recent years, it has been 

shown that EEG is an appropriate signal for the biometric authentication 

and has important features such as resistance to spoofing attacks and 

impossibility to use under pressure and coercion states. in this paper, the 

state-of-the-art methods in EEG based authentication are reviewed. This 

review includes a number of aspects such as the various tasks that the user 

required to perform during the authentication, devices and available 

datasets, the preprocessing procedures and the classification met@ ods used 

in the EEG biometric authentication. Both shallow and deep classification 

methods are reviewed in this paper. The study shows that the deep learning 

approaches which are used in the past few years, although still require 

further research, have shown great results, Moreover, the paper summarizes 

the works .to address the open challenges of this area, The EEG 

authentication challenges have been discussed from a variety of points of 

view, including privacy, user-friendliness, attacks, and authentication 

requirements such as universality, pearianency, uniqueness, and 

collectability. This paper can be used as a preliminary plan and a road Map 

for researchers interested in EEG biometric. CAN. SO107404820300730), 

Database: ScienceDirect 

Subjects: EEG; Biornetric factor; Authentication; User identification; Pattern 

recognition; Survey 
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30. Proximal spatial vector and affinity coefficient for 
muitimodal biometric secured social network 
communication. 

By: Sivasubranlania€Yi, Jayarithi, Chandrasekar, C.. World Wide Web 

jul2019, Vol. 22 Issue 4, p1751-1764, 14p. P'ublish€er: Springer Nature.; 

Abstract Using multimodalities, the field of biomet€ic is receiving 

widespread acceptance for efficient communication between users in 

social network. Hence, suitable designing of authentication and access 

control is highly required to perform analysis of system in social network 

domain. In this work, a Proximal Spatial Vector and .Affinity Coefficient (PSV-

AC) framework is designed with the objective of ensuring authentic 

communication between 1lSefS in social network using face and fingerprint. 

Initially, multimodal user biometric features with proximal feature pixel 

stored in spatial vector are gene encoded to obtain bio€imetric identity keys. 

User authenticity is authorized by decoding gene encoded biometric 

features using biometric identity keys. User Affinity Coefficient is calculated 

via antecedent instances snared between different social users. The social 

network user's affinity coefficient is ordered in a matrix. Matrix ranking is then 

performed to identify whether authentic user social communication 

happened in network. Experiments have been carried out using BioSecure 

datasets to measure the performance in terms of number of social users, 

social network authentication time, access control time, multimodal 

biometric feature template size; and true positive rate. [ABSTRACT FROM 

AUTHOR]; (AN 13€6915010'?, Database: Complementary Index 

Subjects: Satellite Telecommunications; TELECOMMUNICATION systems; 

SOCIAL network analysis; ACCESS control 
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5c-foot/Az and Tacimical 
information C..entet 

Face Spoofing Attack Detection Using Spatial 
Frequency and Gradient-Based Descriptor. 

By: Ali, Zahid; Park, Unsang, KS/1 Transactions on Internet & Information 

Systems , Fe.b201i?, Vol 13 issue 2, p892-911, 20p Abstract Biometric 

recognition systems have been wideiy used for information security. Among 

the most popular biornetric traits; there are fingerprint and face due to their 

high recognition accuracies. However, the security system that uses face 

recoonition as the login method are vulnerable to face-spoofing attacks, from 

using printed photo or video of the valid user in this study, we propose a 

fast and robust method to detect face-spoofing attacks based on the analysis 

of spatial frequency differences between the real and fake videos. We found 

that the effect of a spoofing attack stands out more prominently in certain 

regions of the 2O Fourier spectra and, therefore, it is adequate to use the 

information about those regions to classify the input video or image as real 

or fake. We adopt a divide-conquer-aggregate approach, where we first 

divide the frequency domain image into local blocks, classify each local block 

independently, and then aggregate at the ciassification results by the 

weighted-sum approach. The effectiveness of the methodology is 

demonstrated using two different publicly available databases, namely: 1) 

Replay Attack Database and 2) CASIA-Face Anti-Spoofing Database. 

Experimental results show that the proposed method provides state-of-the-

art performance by processing fewer frames of each video. [ABSTRACT 

FROM AUTHOR]; DOI: 10.38371tiis..2019.02.022; (AN 1352.31624), 

Database: Applied Science & Technology Source 

Subjects: Biometric identification; Pattern recognition systems; information 

storage & retrieval system security measures; Human face recognition 

(Computer science); Robust control 
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2. Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start-Up Method' 
Published Online (USPTO 20190362061) 

In: information Technology Newsweekiy, Dec 17, 2019, 2279; NewsRX LLC, 

Language: English. Abstract: 2019 DEC 17 (Ve.rticaiNews) By a News 

Reporter-Staff News Editor at in€ormat€ors Technology Newsweekly — 

According to news reporting originating from Washington, D.C., by 

VenicalNewsE) rnalists, a patent application [...I (AN: edsgel.60872.0217), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software Methods; Software --

Intellectual property: Control equipment -- Methods; Control equipment --

Intellectual property 
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3. Securing internet of medical things systems: 
Limitations, issues and recommendations 

By Yaacoub; Jean-Paul A.; Noura ; rViohamad; Noura, Hassan N.; Salmon, 

Yaac.oub, Elias: Couturier, Raphael; Chehab„zkii. in Future Generation 

Computer Systems. Aori12020 105:581-606 Language: English. DOI: 

10.10161i,future.2019.12.028 Abstract: Traditional health-care systems suffer 

from new challenges associated with the constant increase in the number of 

patients. hi order to address this issue, and to increase the accuracy, 

reliability, efficiency, and effectiveness of the health-care domain, the Internet 

of Medical Things (ioMT) was proposed. la/7 can be considered as an 

enhancement and investment to respond more effectively and efficiently to 

patients' needs. However, loMT suffers from different issues and challenges 

such as the lack of secur€ty and privacy measures, in add€tion to the 

necessary training and awareness. in this paper, we highlight the importance 

of implementing the right security measures and the required training skills, 

in order to enhance the immunity of loMT against cyber-attacks. Moreover;

we review the main leMT security and privacy issues; and the existing 

secur€ty solutions.. These solutions are classified as cryptographic or non-

cryptographic. Then, the d€ft'erent solutions are analyzed and compared in 

terms of computational complexity and required resources. It is important to 

note that the security measures for loMT exhibit a trade-off between the 

security level and the system per  especially in the rise of dk.,lital 

healthcare v4.0 era. Next, we discuss the appropriate security solutions such 

as lightweight cryptographic algorithms, and protocols that attempt to reduce 

the overhead in terms of computations and resources. This leads to the 

conclusion that there is a need to design an efficient intrusion 

detection/prevention system that cooperates with dynamic. shadow 

hone.ypots. Finally, we propose a security solution, which is divided into five 

different layers to detect and prevent attacks, in add€tion to 

reducing/correcting the damage of these known attacks and preserving the 

patients' privacy. However, it should be noted that zero-day attacks and 

exploits are still the main challenging issue that surrounds loMT. (AN: 

S0167739X19305680), Database: ScienceDirect 

Subjects: Healthcare; oMT; Medical cyber physical systems; Medical 

devices 
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4. Security and Privacy Approaches in Mixed Reality: 
A Literature Survey 

By: DE GUZMA₹N, JAYBiE A.; THiLAKARATFINA, KANCHANA; 

SENEVRATNE, ARUNA. ACM Cornputim Surveys. Jan2020, Vol. 52 Issue 

6, p1-37. 37p. Abstract: Mixed reality (MR) technology development is now 

gaining momentum due to advances in computer vision, sensor fusion, and 

realistic: display technologies. With most of the research and developme₹;t 

focused on delivering the promise of MR, the privacy and security 

implications of this technology are yet to be thoroughly investigated.. This 

survey article aims to put in to light these risks and to look into the latest 

security an₹d privacy work on MR. Specifically, we list and review the different 

protection approaches that have been proposed to ensure user and de₹ta 

security and privacy in MR. We extend the scope to include work on related 

technolog₹es such as augmented reality, virtual reality, and human-computer 

interaction as crucial components, if not the origins, of MR, as well as 

numerous related work from the larger area of mobile devices, wearables, 

and Internet-of-Things. We highlight the lack of investigation; implementation, 

and evaluation of data protection approaches in MR. Further challenges and 

directions on MR security and privacy are also discussed. [ABSTRACT 

FROM AUTHOR] DOl: 10.1145/33596.26. (AN: 14.2465075), Database: 

Computers & Applied Sciences Complete 

Subjects: Mixed reality; Computer vision; Data security; Privacy; Human-

computer interaction; Augmented reality 
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5. Systems and methods for customizing display 
modes for a touch-•sensitive secondary display 

By= Appie Inc. LiS Patent: 10635,134, Filed: September 26„2018. ISSUed: 

April 28, 2020. Database: USPTO Patent Grants 

Abstract: Disclosed herein are systems and methods that enable users to 

customize operation of a touch-sensitive t;econdaty display. An example 

method includes: displaying, on primary display, a first f.tl for a first 

application; while secondary display is operating in an adaptive display 

mode: 0) displaying, on a respective portion of the touch-sensitive 

secondary display, appiication-specific user interface elements selected 

based on current state of the first Ul; and (in receiving a request to operate 

the secondary display in a persistent mode; in response to receiving the 

request, operating the touch-sensitive secondary display in the persistent 

display mode; and a€ter changing focus to a second DI €or a second 

application: displaying, on the primary display, the second Ul; and 

maintaining display, on the respective portion of the secondary display,

Di elements associated with the persistent display mode. 

AN: edeogr.10635134 
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e. Data-driven vibrotactile rendering of digital buttons 
on touchscreens 

By Sadie, Bushra; Erngin, Senem Eigi; Sezgin, T. Metin; Basdogan, 

Cagatay. In international Journal of Human - Computer Studies. March 2020 

135 Language: English. DOI: 10.10157j.ijhes.2019.09.005 Abstract: 

Highlights .We proposed a methodology to display vibrotactile feedback on 

touchscreen that imitates the feeling of physical buttons.-We. recorded and 

analyzed the force, acceleration, and voltage, data from three different types 

of physical buttons to identify their distinct charadeilstics..A button-specific 

vibrotactile stimulus was generated for each physical button based on the 

recorded data..We then conducted two experimental studies with 20 subjects 

to investigate how the buttons were perceived by the user...The results 

showed that subjects could match digital buttons to their physical 

counterparts with a success rate of 83%. (AN: S1071581919301204 

Database: ScienceDirect 

Subjects: Data-Driven rendering; Surface haptics; Vibrotactile feedback; 

Digital buttons 
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7. THE DARK SIDE OF REVIEWS: THE SWAYING 
EFFECTS OF ONLINE PRODUCT RE:VIE/VS ON 
ATTRIBUTE PREFERENCF CONSTRUCTION. 

By: Liu, ()tan:lien Ben; Karahanna, Elena, MIS Quarterly, jun2017, Vol. 41 

issue 2, p427-AS, 28o, 7 C€haits, 2 Graphs, Abstract: Based on the "wisdom 

of the crowd" effect, consumer-generated online reviews are supposed to 

help consumers make more accurate product evaluations. However, the 

large amount of information in the reviews, coupled with conflictino 

opinions, can make it difficult for consumers to identify and consider those 

attributes relevant to .their decision, Thus, while online pr()duct reviews are 

generally believed to empower consumers, we suggest that they may have 

'swaying" effects in that attribute preferences (i.e., the relative: importance 

consumers place on various product attributes in product evaluation) are 

more heavily influenced by characteristics of the online reviews rather than 

by the relevance of the attributes to the consumers' decision context. We 

propose that three characte.Tistics of online reviews affect the assessment of 

attribute preferences: (1) the amount of information about attribute-level 

performance, which is often unevenly distributed across attributes, (2) the 

degree of information conflict about attribute-level performance, and (3) the 

relationship between the overall numeric rating and the attribute-level 

perfor€mance information in the reviews, We test our hypotheses in two 

randomize.d experiments and a free simulation study. Results from the three 

studies show that the three review characteristics influence attribute 

preferences and that their effects are strong enough such that. attribute 

preferences are influenced more by these online review characteristics than 

by the relevance of the attributes to the consumers' decision context. Our 

work, which illustrates a dark :tide to online reviews, has implications for both 

online word-of-mouth and preference construction research. [ABSTRACT 

FROM AUTHOR] (AN: 12.3148195), Database: Engineering Source 

Subjects: USER-generated content; EVALUATION; ONLINE comments; 

WORD of mouth advertising; CONSUMER preferences 
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8. Designing Social Nudges for Enterprise 
Recommendation Agents: An investigation in the 
Business Intelligence Systems Context, 

By: Kretzer, Martin; Maedche„Alexander. journal of the Association /Or 

information Systems. 2018, Vol. 19 Issue 12.. p11,15-1188. 42p. 1 Color 

Photograph, 2 Diagrams, 20 Charts, 4 Graphs. Abstract: According to 

behavioral economists, a "nudge" is an attempt to steer individuals toward 

making desirable choices without affecting their range of choices. We draw 

on this concept, and design and examine nudges that exploit social 

influence's effects to control individuals' choices, Although recommendation 

agent research provides numerous insights into extending information 

systems and assisting end consumers, it lacks insights into extending 

enterprise information systems to assist organizations' internal employees. 

We address this gap by demonstrating how enterprise. recommendation 

agents (ERAS) and social nudges can be used to tackle a common challenge 

that enterprise information systems face. That is, we use an ERA to 

facilitate information (i.e., reports) retrieval in a business intelligence 

system, in addition; we use social nudges to steer Users toward reusing 

specific recommended reports rather than choosing between recommended 

reports randomly. To test the effects of the ERA and the four social nudges, 

we conduct a within-subject lab experiment using 187 participants. We also 

conduct gaze analysis ("eye tracking") to examine the impact of participants* 

elaboration, The results of our logistic. mixed-effects model show that the 

ERA and the proposed social nudges steer individuals toward certain 

choices. Specifically, the ERA steers users toward reusing certain reports. 

These theoretical findings also have high practical relevance and 

appiicabiiity: In an enterprise setting, the ERA allows employees to reuse 

existing resources (such as existing reports) more effectively across their 

organizations because employees can more easily find the reports thµy,

actually need. This, in turn, prevents the development of duplicate reports. 

[ABSTRACT FROM AUTHOR] DOI: 10.17705/1jais.00523. (AN: 

133966693), Database: Computer Source 

Subjects: NUDGE theory; BUSINESS intelligence; BEHAVIORAL 

economics; SOCIAL influence; ECONOMICS -- Laboratory experiments 
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PDF RAH Text (7.9MB) U€SPTO Full Text Options 

9. Near "Eye Display and '‘ racking Tec,inoogies for 
Virtual and Augmented Reality, 

By: Koulieris, G. A.; Akt;€t. K.; Stengel, M.; Mantiuk, R. K,; Mania, K.; 

Richardt, C. Computer Graphics Forum. May2019, Vo€. 38 issue 2, p493-

519. 27p, 2 Color Photographs, 4 Diagrams, 1 Chart, 4 Graphs, Abstract: 

Virtuai and augmented reality (VRIAR) are expected to revolutionise 

enterta€nment, healthcare, COMEnunication and the manufacturing industries 

among many others. Near-eye displays are an enabling vessel for VR/AR 

applications, which have to tackle many challenges related to ergonomics, 

comfort, visual quality and natura€ interaction. These cha€lenges are related 

to the core elements of these Clear-eye disp€ay° hardware and tracking 

technologies, in this state-of-the-art report, we investigate the background 

theory of perception and vision as well as the •latest advancements in disp 

engineering and tracking techno€ogies, We begin our discussion by 

describing the basics of light and image f;. rmation, dater, we recount 

principles of visual perception by relating to the human visual sy'st₹`m. We 

provide two structured overviews on state-of-the-art near-eye d€splay and 

tracking techno€ogies involved in such near-eye displays. We conclude by 

outlining unresolved research questions to inspire the next generation of 

researchers. [ABSTRACT FROM AU€THOR] DOI: 10.1111legf.13854. (AN: 

136857003), Database: Academic Search Complete 
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10. Systems and Methods for Customizing Display 
Modes for a Touch-Sensitive Secondary Display 

Patent Application: 16/142633. Red: September 26, 2018. Published: 

November 14, 2019. , Database: USPTO Patent Appiications 

Abstract: Disclosed herein are systems and methods that enable users to 

customize operation of a touch-sensitive secondary display. An example 

method includes: displaying, on primary display, a first Ul for a fi rst 

application; while secondary display is operating in an adaptive display 

mode: 0) displaying, on a respective portion of the touch-sensitive 

secondary display, appiication-specific user inte€face elements selected 

based on current state of the first UI; and (i) receiving a request to operate 

the secondary display in a persistent mode; in response to receiving the 

request, operating the touch-sensitive secondary d€splay in the persistent 

display mode; and alter changing focus to a second Ul for a second 

application: displaying, on the primary display, the second Lli; and 

maintaining display, on the respective po€tion of the seconda€y display, of 

t A elements associated with the pe₹rsistent display mode. 
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State of the Art of Sports Data Visualization. 
By: Perin, C.; Vuillemot, R. ; Stolper, C. D.; Stasko, j. T.; Wood, J.; 

Carpendaie, S. Computer Graphics Forum. Jun2018, Vol. 37 ISSUE  3, p663.. 

688. 24p, Abstract: Abstract: In this report, we organize and reflect on recent 

advances and challenges in the field of sports data visualization. The 

exponentially growing body of visualization research based on sports data is 

a prime Indication of the importance and timeliness of this report. Sports data 

visualization research encompasses the breadth of visualization tasks and 

goals; expiorinc.] the design of new visualization techniques; adapting existing 

visualizations to a flOVei domain; and conducting design studies and 

evaluations in close collaboration with experts, including practitioners, 

enthusiasts, and journalists. Frequently this research has impact beyond 

sports in both academia and in industry because it is D grounded in realistic, 

highly heterogeneous data, iD applied to real-world problems, and iii) 

designed in close collaboration with domain experts. in this report, we 

analyze current research contributions through the lens of three categories of 

sports data: box score data (data containing statistical summaries of a sport 

event such as a game), tracking data (data about in game actions and 

trajectories), and meta-data (data about the sport and its participants but not 

necessarily a given game). We conclude this report with a high-level 

discussion of sports visualization research informed by our 

analysis—identifying critical research gaps and valuable opportunities for the 

visualization community. More information is available at the STAR's 

website: httpslisportsdataviz.githli [ABSTRACT FROM AUTHOR DOI: 

10.11111cgt13447. (AN: 130628179), Database: Academic Search 

Complete 

Subjects: INFORMATION visualization; SPORTS; COMPUTER 
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12. Enhancing Security on Touch-Screen Sensors 

with Augmented Handwritten Signatures. 

By= Abaz.id, Maid; Hournani, Nesma; Garcia-Salicetti, Sonia, Sensors 

(14248220). Feb2020, Vol. 20 Issue 3, p933-933, 1p. Abstract: We aim at 

enhaming personal identity security on mobile touch-screen sensors by 

augmenting handwritten signatures with specific additional information at 

the e,nroliment phase. Ou'₹' former works on several available and private data 

sets acquired on different sensors demonstrated that there are different 

categories of signatures that emerg£ automatically with clustering 

techniq U es, based on an entropy-based data quality measure. The behavior 

of such categories is totally different when confronted to automatic 

verification systems in terms of vulnerability to attacks. In this paper, we 

propose a novel and original strategy to reinforce identity security by 

enhancing signature resistance to attacks, assessed per signature category, 

both in terms of data quality and verification performance. This strategy 

operates upstream from₹ the v'e₹'ification system, at the sensor ievel, by 

enriching the information content of signatures w₹th personal handwritten 

inputs of different types. We study this strategy on d₹fferent signature types of 

(4 users, acquired in uncontrolled mob₹le conditions on a largely deployed 

mobile .touch-screen sensor. Our analysis per writer category revealed that 

addin₹gg alphanumeric (date) and handwriting (place) information to the :JSU21 

signature is the most powerful augmented s€gnature type in terms of 

verification performance. The relative improvement for user categories is 

of at least 93% compared to the usual signature. [ABSTRACT FROM 

AUTHOR] DOI: 10,33901520030933. (AN: 141759215), Database: Academic 

Search Complete 
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13. Homogeneous Physio-Behavioral Visual and 
Mouse-Based Biometric. 

By= HAMDY, OMAR.; TRAORE, iSS.A, ACM Transactions on Computer-

HL:man interaction ITOCHI) , Jul2011, Vol. 18 issue 3, p12-12:30, 30p 

Abstract: in ₹iris research, we propose a novel biometric system for static, 

user authentication that homogeneously combines mouse dynamics, visual 

search capability and short-term memory e.ffect. The proposed system 

introduces the visual search capability, and short-term memory effect to the 

biometric-based security world for the first time. The use of a computer 

mouse for its dynamics, and as an input sensor fo€' the other two 

biometrics, means no additional hardware is required than the standard 

mouse. Experimental evaluation showed the system effectiveness using 

variable or one-time passwords. Ali of these attributes qualify the proposed 

system to be effectively deployed as a static authentication mechanism. 

Extensive experimentation was done using 2740 sessions collected from 
274 users. To measure the performance, a computational statistics model 

was specially designed and used; a statistical classifier based on Weighted-

Sum produced an Equal Error Rate (EER) of 2.11%. [ABSTRACT FROM 

AUTHOR]; DOI: 10.1145/1993060.199308.2; (AN 648734.23), Database: 

Applied Science & Technology Source 

Subjects: Electronic information resource searching; Biometric 

identification; Computer network security; Computer input-output equipment; 
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Equipment Manufacturing; Short-term memory: Performance evaluation 
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14. Genomicano Personalized Medicine V1-2 
By: Wilard, Huntington F.; Ginsburg, Geoffrey S. Edition: End ed. London : 

Academic Press. 2013. eBook. Description: Genoa ic and Personalized 

Medicine, Second Edition —winner of a 2013 Highly Commended BMA 

Medical Book Award for :Medicine — is a major discussion of the structure, 

history, and applications of the field, as it emerges from the campus and lab 

into clinical action. As with the first edition, leading experts review the 

development of the new science, the current opportunities for genome-based 

analysis in healthcare, and the potential of genemie medicine in future 

healthcare. The inclusion of the latest .,. (AN 485475), Database: eBook 

Collection (EBSCOhost) 

Subjects: SCIENCE / Life Sciences / Genetics & Genornias; MEDICAL / 

Pharmacology; Proteomics; Genomics; Medical genetics 
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15. A Comprehensive Survey of Indoor Localization 
Methods Based on Computer Vision, 

By: Morar, Anca; Moldoveanu, Alin; Mocanu, Irina; Moidoveanu, Florica; 

Radoi, Ion Ernilien; Asavei, Victor; Gradinaru, Alexandru; Butean, Alex. 

Sensors (14248220). May2020. Vol. 20 Issue 9, I.-)2641, 1 p. Abstract: 

Computer vision based indoor localization methods use either an 

infrastructure of static cameras to track mobile entities (e.g., people, robots) 

or cameras attached to the mobile entities. Methods in the first category 

employ object tracking, while the others €clap images from mobile cameras 

with images acquired during a configuration stage or extracted from 3D 

reconstructed models of the space. This paper offers an Overview of the 

computer vision based indoor localization domain, presenting application 

areas, commerce tools, existing, benchmarks, and other reviews. It provides 

a survey of indoor localization research solutions, proposing a new 

classification based on the configuration stage (use of known environment 

data), sensing devices, type of detected elements, and localization method. It 

groups $0 of the mos€ recent and relevant image based indoor localization 

mµthods according to the proposed classification and discusses their 

advantages and drawbacks. It highlights localization methods that also offer 

orientation information, as this is required by an increasing number of 

applications of indoor localization (e.g., augmented reality). [ABSTRACT 

FROM AUTHOR] DOI: 10.3390/s2.0092641, (AN: 143235608), Database: 

Academic Search Complete 
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16. Computer and information Security Handbook 
By: Vac a, John R. Sodas: The Morgan Kaufmann Series in Computer' 

Security. Amsterdam : Morgan Kaufmann. 2009. eBook. Description: 

Presents information on how to antaly≤e risks to your networks and the 

steps needed to select and deploy the appropriate countermeasures to 

reduce your exposure to physical and network threats._ Also imparts the skills 

and knowledge needed to ides tify and counter some fundamental security 

r€sks and requirements, including Internet security threats and measures 

(audit trails IP sniffing/spoofing etc,) and how to implement security poiicies 

and procedures, in addition, this book covers security and network (AN 

2.48988), Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS Networking / General; COMPUTERS / Security 
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17. Sparking conversations on Facebook brand 
pages: investigating fans' reactions to rhetorical 
brand posts 

By van Hootidorik, Charlotte; van Charidorp, Tessa. in Journal of Praornafica. 

October 2019 151:30-44 Language: English., DOI: 

10.10161.pragma.2019.07.013 Abstract: On Facebook brands create pages 

facilitate interaction with their (potential) customers, or fans, Brands 

publish content on these pages which often contain rhetorical .figures. 

Facebook's affordances allow fans to respond to these posts 

leading to multiple participation framework lei, is that were initiated and can 

be seen by the brand, but may — at some point — no longer involve the brand. 

in this study, we uncovered how brands initiate interaction by posting content 

in an artfully divergent way by collecting 62 Dutch Facebook posts from 12. 

brands and fans' reactions they evoked, Using a mixed-methods approach, 

the posts' rhetorical figures and how fans responded to them were analyzed. 

The results showed that brands' posts often contain a deviation in meaning 

which enabled fans to respond in various ways: they responded to the 

actions posts generated, such as answering questions, bit also responded 

by evaluating the brands. Despite the posts rhetorical type (trope or 

scheme), format (visual, verbal, or verbo-pictorial), or relevant next action 

projected, rhetorical posts on brand pages secure responses and thus 

participation from fans. (AN: S0378216616308877), Database: ScienceDirect 

Subjects: Facebook; Technological affordances; Digital conversation 

analysis; Rhetorical figures; Brands 
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18. Consumer Grade EEG Measuring Sensors as 

Research Tools: A Review. 

By: Sawangjai, Phattarapong; Hompoonsup, Supenida; Leelaarporn, 

Pitshaporn; Kongwudhikunakorn, Supavit; Wilaiprasitpom, •Theerawit. IEEE 
Sensors Journal 4/15/2020, Vol, 20 Issue g, p3996.4024, 29p. Publisher: 

IEEE.; Abstract Since the launch of the first consumer grade EEG measur€ng 

sensors `NeuroSky Mindsef in 2007, the market has witnessed an 

introduction of at least one new product every year by competing 

manufacturers, which include NeuroSky, Emotiv, interaXon and OpenBCI. 
There are numerous variat€ons in the make and versions, but thesµ products 
clearly share the key selling points of affordability, portability, and ease of 
use. These features are patently we€l p€aced provided one of the main 

objectives for their deve€opment is to attract a new target group of 
commercia€ users. Nevertheless, with several decades of traditional EEG 
usage in clinical and experimental settings, the shift toward commercia€ and 
engineering sides has not been achieved without skepticism. With this €ri 

mind, researchers in related fields have been t€re€essly working to ensure 
that these putatively novel features were not introduced at the expense of 
efficiency and accuracy by conducting validation studies to compare the 

performance of data der€ved from consumer grade EEG devices with ones 
from standard research grade counterparts. In this review, we seek to 
provide the detail of the products supp€ied by the major p€ayes, summarize 
studies that evaluate consumer product's performance against research 
grade devices, the key areas of applications that these consumer grade 
devices have been employed in over the past five years or so, and finally 
give our perspectives on the limitations and what these innovative tools could 
offer going forward in terms of research and commercial applications. 
[ABSTRACT FROM AUTHOR]; (AN 142343142), Database: Complementary 
Index 
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19. Dictionary of information Science and 

Technology 

By: Khosrowpour, Mehdi. Hershey, PA IGI Global, 2007. eBook. 

Description: This book is the premier comprehensive reference source for 

the latest terms, acronyms and definitions related to all aspects of 

information science and technology. it provides the most current 

information to researchers on every level'--'Provided by, publisher. (AN 

173395), Database: eBook Collection (EBSCOhost) 

Subjects: LANGUAGE ARTS & DISCIPLINES Library & Information 

Science I General; information science--Dictionaries; Information 

technology--Dictionaries 
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20. Emery and Rimons Essential Medical Geneics 

By: Korf, Bruce R.: Pyeritz, Reed E.; Rimoin, David L. Amsterdam : 

Academic Press, 2.013. eBook. Description: For decades, Emery and 

Rimoin's Principles and Practice of Medical Genetics has provided the 

ultimate source for practici€i clinicians to learn how the study of genetics can 

be integrated into practice. Developed in parallel to the sixth edition, and 

featuring 174 original contributions from the many authors of the full set, this 

one volume work expertly condenses and synthesizes the most clinically 

relevant content, for convenient desk reference. Helping to bridge the gap 

between high-level molecular ... (AN 587933), Database: eBook Collection 

(EBSCOhost) 

Subjects: SCIENCE / Life Sciences / Genetics & Genoi-nics; SCIENCE I Life 

Sciences / General; Medical genetics 
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21. Advances in Enterprise information Technology 
Security 

By: I-€errmann, Francine; Khadraoui, Diamel. Hershey [Pal : iGI G€obal. 

2007. eBook. Description: 'This book provides a broad working know€edge of 

all the major secur€ty issues affecting today's enterprise FT activities. Mu€tiple 
techniques, strategies, and appl₹cations are thoroughiy examined, presenting 
the tools to address opportunities in the ile€d.it is an all-in-one reference for 

IT managers, network administrators, researchers, and students'—Provided 
by publisher. (AN 185367), Database: eBook Co€€ect€on (EBSCOhost) 

Subjects: COMPUTERS Security / Genera€; COMPUTERS Security 

Network Security; COMPUTERS / Internet / On€ine Safety & Privacy; 
Computer security; Data protection; Business enterprises--Computer 
networks--Security measures; Information techno€ogy--Security measures 
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22. Driver rest recommendation 
By: LC: ELECTRON€CS INC. US Patent: 9789,878. Filed: April 20, 2015. 

Issued: October 17, 2017. Database: USPTO Patent Grants 
Abstract: Methods and systems for monitoring a driver of a vehicle using a 
driver state monitoring pall) system, The DSM system includes a sensing 
unit that senses biological information of a user of a vehic€e. The DSM 
system also includes a controller that determines a drowsy state of the user 
based on the sensed biological information. The controller a€so determines 

a current condition of traffic and outputs information recommending rest for 

the user based on the determined drowsy state of the user and the 
determined current condition of traffic. The controller monitors the traffic and 
determines a rest state of the user, and outputs an alarm based on 
monitoring the traffic and thµ determined rest state of the user. 
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23. Wireless Technologies Concepts, Method° gies 
Tools and Applications 

By: lrsforformation Resources Management Association. Hershey, PA 

Global. 2012. eBook. 396408), Database: eBook Collection 

(EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING/Mobile & Wireless 

Communications; TECHNOLOGY & ENGINEERING / Radio; Wireless 

communication systems; Telecommunication 
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24. Computer Fngineering Concepts, Methodologies, 
Tools and Applications 

By: information Resources Management Association. Hershey, Pa : IO1 

Slobal. .2012, eBook. 11.)escription: Features perspectives on the fundamental 

aspects, tools and technologies, methods and design, applications, 

managerial impact, social/behavioral perspectives, critical issues, and 

emerging trends in the field of computer engineering. (AN 431988), 

Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Computer Engineering; COMPUTERS / Machine 

Theory; COMPUTERS / Hardware / General; Computer engineering 
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25. Abstracts. 
Basic & Pharmacology & Toxicology. Apr2010 Supplement S3, Vol, 

124, p3-379. 377p, DOI: 10,1111/bcpt.13217. (AN: 135934828), Database: 

Academic Search Complete 
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26. influencing Participation in Group Brainstorming 
Through Ambient Intelligence. 

By: Schiavo, Sianiuca; Cappelletti, Alessandro; Mericarini, Eleanore; Stock, 

Oliviero, Zancanaro, Massimo. international journal of Human Computer 

Interaction. 2016, Vol. 32 Issue 3, p258-276. 19p. 2 Color Photographs, I 

Diagram, 6 Chats, 4 Graphs. Abstract: Drawing on concepts from theo€ies 

on persuasion, social psychology, and philosophy of language, this article 

presents the design of an ambient persuasive system that acts as an 

automatic facilitator by supporting a balanced flow of communication in group 

conversational activity. The system includes two main components: (a) a 

context-awareness system that monitors group member non-verbal behavior, 

and (b) a visualization component that promotes balanced participation, 

providing targeted directives to participants through peripheral dispfays. In 

two empirical studies, a strategy for influencing participant social dynamics 

based on subtle directives in the form of aesthetically pleasant visual 

animations was assessed. The findings provide insight on th₹ effect, the 

acceptability, and the perceived influence of subtle peripheral persuasive 

messages for ambient displays„ The studies indicate that when the 

participants understand the message intention, the subtle directives have a 

positive influence on group behavior, and are considered more app₹'.aling 

and less intrusive than overt, language-based messages. Furthermore, it 

was found that personality traits influenced attitudes towards the system. 

[ABSTRACT FROM AUTHOR] DOI: 10.1080110447318.2016.1136179. (AN: 

11,3304631), Database: Computer Source 

Subjects: PERSUASIVE technology; SOCIAL psychology; 

BRAINSTORMING; AMBIENT intelligence; PHILOSOPHY of language; 

VISUALIZATION; SOCIAL dynamics 

Show aii 13 Images 

HTML Text PDF Full Text (909KB) 

USPTO Full Text Options 

http ://eds.b . eb scohost.com/eds/results?vid=0&sid=60ef24aa-c8e9-4fcc-852a-61f27ce4702b ... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 243



Result List: displaying on a display screen information based on a state of...: Discover ... Page 23 of 25 

27. Emery and Rimoin's Principi s and Practice 
Medical L",enetics 

By: Korf, Bruce R.; Pyeritz, Reed E.; Rimoin, David L. Edition: 6th ed. 

Oxford ; Academic Press. 2013. eBook, Description: For decades; Emery 

and Rimoin's Principles and Practice of Medical Genetics has provided the 

ultimata source for practicing clinicians to learn how the study of genetics can 

be integrated into practice. With almost 5,000 pages of detailed coverage, 

this fully online sixth edition of the classic reference adds the latest 

information on prenatal diagnos€s, genetic screening, genetic counseling, 

and treatment strategies to complete its coverage of the growing field for 

medical students, residents and (AN 48515$), Database: eBook Collection 

(EBSCOhost) 
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Medical genetics 
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28. Statistical Signal Processing for Neuroscience and 
Neurotechnology 

By: Oweiss, Karim G. Burlington, MA : Academic Press. 2.010. eBook. 

Description: This is a uniquely comprehensive reference that summarizes the 

state of the art of signal processing theory and .techniques for solving 

emerging problems in neuroscience, and which clearly presents new theory, 

algorithms, software and hardware tools that are specifically tailored to the 

nature of the neurobiologicai environment. It gives a broad overview of the 

basic principles, theories and methods in statistical signal processing for 

basic and applied neuroscience problems.Written by experts in (AN 

344981), Database: eBook Collection (EBSCOhost) 
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29. Fuzzy-System-Based Detection of Pupil Center 
and Corneal Specular Ref€action for a Driver-Gaze 
Tracking System Based on the Symmetrical 
Characteristics of Face and Facial Feature Points. 

By: Doug Eun Lee; Hyo Sik YO0f1; Hyung Gil Hong: Kang Ryoung Park. 

Symmetry (20738994). Nov2017, Vol. 9 issue 11, p267. 31p. Abstract: 

Recently, many studies have actively dealt with the issue ₹?f driver-gaze 

tracking for monitoring the forward gaze and physical condition. Driver-gaze 

tracking is an effective, method of measuring a driver's inattention that is one 

of the major causes of traffic accidents.. Among many gaze-tracking methods, 

the corneal sF.)ecular reflection SR,€--lased method becomes inefsect€ve, 

unlike in an indoor environment, when a driver's head rotates, which makes 

SR d€sapp₹.ar' from input images or disperses SR in the lach€ymal gland or 

eyeiki., thereby increasing the gaze-tracking error. Besides, since a driver's 

eyes in a vehicle environment need to be captured in a wide range covering 

his head rotation, the eye region is captured in a relatively low resolution 

compared to face-only images taken in indoor environments at the same 

resolution, making pupil and corneal SR difficult to detect accurately. To 

solve these problems, we propose a fuzzy-system-based method for 

detecting a driver's pupil and corneal SR for gaze tracking in a vehicle 

environment. Uniike existing studies.; detecting pupil and corneal SR in both 

eyes, the method proposed in this research uses the results of a fuzzy 

system based on two features considering the symmetrical charaderistics of 

face and facial feature po€uts to determine the status of a driver's head 

rotation. Based on the output of the .fuzzy system, the proposed method 

excludes the eye region, which is very likely to have a h€gh error rate of 

detection due to excessive head rotation, from the detection process of the 

pupil and corneal SR. Accordingly, the proposed method detects pupil and 

corneal SR only in the eye reg€o€' that apparently has a low detection error 

rate, thereby achieving accurate detection. We use 20,654 images capturing 

15 subjects (including subjects wearing glasses), who gaze at pre-set fifteen 

regions in a vehicle, to measure the detection accuracy of the pupil and 

comeab SR for each region and the gaze tracking accuracy. Our 

experimental results show that the proposed method performs better than 

existing methods. [ABSTRACT FROM AUTHOR] DOI: 10.3390/sym9110267, 

ON: 1264.25065), Database: Academic Search Complete 

Subjects: PUPIL (Eye); BIOMETRIC eye scanning systems; BbOMETRbC 
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30. On Computing : - The Fourth Great Scientific 
Domain 

By: Rosenbloom, P8IJI S. Cambridge, Mass = The MIT Press. 2013. eBook. 

Description: A proposal that computing is not merely a form of engineering 

but a scientific: domain on a par with the physical, life, and social 

sciences.Computirig, is not simply about hardware or software, or calcuiation 

or applications. Computing, writes Paul Rosenbloom, is an exciting and 

diverse, yet remarkabiy coherent, scientific enterprise that is highly 

multidisciplinary yet maintains a unique core of its own. In On Computing, 

Rosenbloom proposes that computing is a great scientific domain on a par 

with „.. (AN 504117): Database: eBook Collect€on (EBSCOhost) 

Subjects: COMPUTERS Computer Science; COMPUTERS / Social 

Aspects; Computer science--Research; Computer science; Computer 

science--Philosophy 
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5c-foot/Az and Tacimical 
information C..entet 

INFOMATION PROCESSING METHOD AND 
DEVICE BASED ON INTERNET OF THINGS, 

Patent Application: 16/586796. Filed: September 27, 2019, Published; 

january 23, 2020. Database: USPTO Patent Applications 

Abstract: Embodiments of the application provide information processing 

systems, methods and devices based on Internet of Things. An information 

processing system comprises a server device, a first device and a second 

device. The first device and second device are both an Internet of Things 

device.. The €irst device is configured to: in response to detecting that a first 

acquisition instruction is triggered, acquire biometric feature information, 

and send the acquired biometric feature information to the server device. 

The server dev€ce is configured to identify a user corresponding to the 

biometric feature information. The second device is configured to: in 

response to detecting that a second acquisition instruction is triggered, 

acquire body movement information associated with the user, and send the 

acquired body movement information to the server device, The server 

device is further configured to perform an operation for the user according to 

the body movement information. 
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2. Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start-Up Methods 
Published Online (LISPrn 20190362061) 

In: information Technology Newsweekiy, Dec 17, 2019, 2279; NewsRX E LC 

Language: English. Abstract: 2019 DEC 17 (VerticalNews) By a News 

Reporter-Staff News Editor at Information Technology Newsweekly — 

According to news reporting originating from Washington, D.C., by 

VenicalNews rnalists, a patent application [...I (AN: edsgel.60872.0217), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software Methods; Software --

Intellectual property: Control equipment -- Methods; Control equipment --

Intellectual property 
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3. UNiVERQa0 SYSTc ND ‘ 11-1-Lir'`nS iNNk.o2 

e ,'N. i.sks k

MOM= Kdrd0 NeORIVIA 1LN 
Patent Application: 16/164822. Filed: October 19, 2018. Published: March 

28, 2019. Database: USPTO Patent Applications 

Abstract: A method is provided of conducting an interaction between a first 

entity and a second entity. .A Universal ID system includes a front end with a 

transmitter, a receiver coupled to the transmitter and at least one passive 

filter coupled to the transmitter, The front-end is coupled to at least one of a 

back-end or a cloud system. Each of the back-end and the cloud system 

includes: storage; server; a Un€versal ID character generator device that 

generates podions of the Universal D. in response to an interaction between 

the first entity and a second entity he transmitter transmits a signal for all or 

a portion of a first entity Universal lD that includes non-permanent iDs and 

permanent IDs, The Universal ID includes and/or is layered with biometric 

identifiers of the first entity. The signal includes a plurality of authentications 

with identifiers. Each of an authentication associated with a different second 

:.mtity. The first party Universal ID is used with a plurality of electronic 

devices that each have a different first entity authentication from the 

Universal ID with each of a different electronic device requiring a first entity 

authentication to gain access to each of an electronic device of the plurality 

of electronic devices. Thµ signal provides an authentication of the Universal 

ID to a second entity and is done passivity where the first entity takes no 

action for the first entity Universal U) signal to be emitted, and for an 

interaction to be sensed and acted on by an action, in response to the 

interaction the second entity creates an action that causes a physical change 

in a hardware component of a second entity electronic device. 

AN: edspap.2019 0098004 

USPTO Full Text Options 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=c85c162a-a8e3-47d5-8b9e-cf90bf186928... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 249



Result List: acquiring the dynamic biometric information from the dynamic b...: Discover ...Page 4 of 20 

4. ELECTRONIC DEVICE AND METHOD OF 
OPERATING SAME 

Patent Appiication: 15/397074. Filed: januaiy 03, 2017. Published: July 6, 

2017. Database: usp-ro Patent Applications 

Abstract Disclosed are an electronic device and a method of operating the 

same. The eiectronic device may include a touch screen; a communication 

interface comprising communication circuity; and a processor functionally 

connected to the communication circuitry of the communication interface, 

wherein the processor may be configured to receive execution information 

usable for authenticating at least one resource of a second external device 

from ₹a first external device through the communication circuitry of the 

communication interface, to display a user interface configured to acquire 

biometric information of a user through the touch screen in response to 

receiving the execution information, to generate virtual biometric 

in€ormation based on the acquired biometric information, and to transmit 

the virtual biometric information to the second external device through the 

communication circuitry of the communication interface wherein the virtual 

biometric information is usable for authenticating the at least one resource. 

AN: edspap.20170193314 
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ELECTRONIC LIEVICE AND METHOD FOR 
CONTROLLING DISPLAY,' t INIT INcLuniNG A 
BIOMETRIC SFNSOR 

Patent Application: 15/862720. Filed: January 05, 2018. Published: July 12, 

2018. , Database: USPTO Patent Applications 

Abstract: The present disclosure relates to an -electronic device and a 

method for controlling a display that includes a biometric sensor. The 

electronic device may include: a display including a first area having a first 

pixel controlled by a first signal and powered by a first power supply and a 

second area having a second pixel controlled by a second signal and 

powered by a second power supply; and a biometric sensor disposed in the 

first area and configured to acquire biometric information. 
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6. Abe f Biometrics Advances and Challenges 
By: Nita Rattani; Reza Derakh!.-Thani; Awn Ross. Series: Advances in 

Computer Vision and Pattern Recognition. Edition: 1st ed. 2019, Charm : 

Springer. 2019, eBook. Description: This book highlights the field of selfie 

biometrics, providing a clear overview and presenting recent advances and 

challenges.. It also discusses numerous self₹e authentication techniques on 

mobile devices.. Siometric authentication using mobile devices is becoming 

a convenient and impo€tant means of verifying identity for secured access 

and serViCeS such as telebanking and electronic transactions. in this context, 

face and ocular biometrics in the visible spectrum has gained increased 

attention from ON 2255x32), Database: eBook Index 

Subjects: COMPUTERS / Artificial Intelligence I Computer Vision & Pattern 

Recognition; COMPUTERS / User Interfaces 
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AUTHEN T !CATION METHOD USING 
BIOMETRIC INFORMATION AND FLECTRONIC 
DEVICE THEREFOR 

Patent Application: 141969074. Filed: December 15, 2015. Published: June 

16, 2016, , Database: USPTO Patent Applications 

Abstract: An authentication method using biolnetr€t; information and an 

electronic device. An authe€Tcation method using biometric infomiatim 

an electronic device includes: receiving biometric information from an 

external electronic device. An authentication is performed for the received 

biometric information by comparing the received biometric information 

with biometric information stored in the electronic device. An 

authentication result us transmitted to the external electronic device such 

that the external electronic dev€ce performs a predesignated operation, 
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8. Consumer Grade EEG Measuring Sensors as 
Research Tools: A Review. 

By: Sawangiai, Phattarapong; Hompoonsup, Supanida; lseelaarporn, 

Pitshaporn; Kongwudhikunakorn, Supavit; Wilaiprasitporn, •Theerawit, IEEE 

Sensors Journal , 4/15/2020, Vol. 20 issue 8, p3996-4024, 20p, Publisher: 

IEEE.; Abstract Since the launch of the first consumer grade EEG 

measuring sensors 'NeuroSky Mindset in 2007, the market. has witnessed 

an introduction of at least one new product every year by competing 

manufacturers, which include NeuroSky, Emotiv, interaXon and OpenBCI. 

There are numerous variations in the make and versions, but these products 

clearly share the key selling points of affordability, portability, and ease of 

use, These features are patently well placed provided one of the main 

objectives for their development is to attract a new target group of 

commercial users. Nevertheless, with several decades of traditional EEG 

usage in clinical and experimental settings, the shift toward commercial and 

engineering sides has not been achieved without skepticism. With this in 

mind, researchers in related fields have been tirelessly working to ensure 

that these putatively novel features were not introduced at the expense of 

efficiency and accuracy by conducting validation studies to compare the 

performance of data derived from consumer grade EEG devices with ones 

from standard research grade counterparts. In this review, we seek to 

provide the detail of the products supplied by the major p€ayer's, summarize 

studies that evaluate consumer products performance against research 

grade devices, the key areas of applications that these consumer grade 

devices have been employed in over the past Live years or so, and finally 

give our perspectives on the limitations and what these innovative tools could 

offer going forward in terms of research and commercial applications. 
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9. Genomic and Personalized Medicine V1-2 
By: Willard, Huntington F.; Ginsburg, Geoffrey S. Edition: End ed. London : 

Academic Press. 2013. eBook. Description: Genomic and Personalized 

Medicine, Second Editio€n •---winner of a 2013 Highly Commended BMA 

Medical Book Award for :Medicine — is a major discussion of the structure, 
history, and applications of the field, as it emerges from the campus and lab 

into clinical action. As with the first edition, leading experts review the 

development of the new science, the current opportunities for ge.noine- .ased 

analysis in healthcare, and the potential of genomic med€cine in future 

healthcare. The inclusion of the latest ... (AN 485475), Database: eBook 

Collection (EBSCOhost) 

Subjects: SCIENCE / Life Sciences / Genetics & Genornics; MEDICAL / 

Pharmacology; Proteomics; Genomics; Medical genetics 

PDF Full Text USPTO Full Text Options Full Download 

Table of Contents Most Relevant Pages From This eBook 

.MoLile Biometrics 
By: Guo, Guodong; Wechsler, Harry. Series: The IET Book Series on 

Advances i€n Biometrics, Vol. 03. London The institution of Engineering 

and Technology. 2017. eBook, Description: kilobile biometrics - the use of 

physical and/or behavioral characteristics of humans to allow the€r' 

recognition by mobile/smart phones - aims to achieve conventional 

functionality and robustness while also support€ng portability and mobility, 

bringing greater convenience and opportunity for its deployment in a wide 

range of operational environments from consumer applications to law 

enforcement. But achieving these aims brings new challenges such as 

issues with power consumption, algorithm complexity, ... (AN 1623761), 

Database: eBook index 
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t Blometric-Based Physical and Cybersecurity 
Systems 

By; Obaidat, Mohammad S.; Traore, is a; Woungang, Isaac. Chafil, 

Switzerland : Springer. 2019. eBook. Description: This book presents the 

latest developments in biometrics technologies and repo€ts on new 

approaches, methods, findings, and technologies developed or be₹ng 

developed by the research community and the industry. The book focuses on 

introducing fundamental principles and concepts of key enabling 

technologies for biometric systems applied for both physical and cyber 

security. The authors disseminate recent research and developing efforts in 

this area, investigate related trends and challenges, and present (AN 

1921993), database: &Book index 

Subjects: TECHNOLOGY & ENGINEERING / Electronics / General; 

COMPUTERS / Artificial Intelligence I Computer Vision & Pattern 

Recognition; COMPUTERS I Security / General; TECHNOLOGY & 
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12. Press touch code: A finger p ress based screen 
size independent authentication scheme for smart 
devices. 

By: iRanak, M. S. A. Noman; Azad, Saifu₹; Nor, Nur Nadiah Binti 

Motict Zamli, Kemal Z. PLUS ONE.. 10/30/2017, Vol. 12. Issue 10, p1-20, 20p. 

Abstract: Due to recent advancements and appealing applications, the 

purchase rate of smart devices is increasing at a higher rate, Parailely, the 

security related threats and attacks are &so increasing at a greater ratio on 

these devices. As a result, a considerable number of attacks have been 

noted in the recent past. To resist these attacks, many password-based 

authentication schemes are proposed. However, most of these schemes are 

not screen size independent; whereas, smart devices come in different 

sizes. Specifically, they are not suitable for miniature smart devices due .to 

the small screen size and/or lack of full sized keyboards, in this paper, we 

propose a new screen size independent password-based authentication 

scheme, which also offers an affordable defense against shoulder surfing, 

brute force, and smudge attacks. I  the proposed scheme, the Press Touch 

(Pp—a.k.a., Force Touch in Apple's tvlacBook, Apple Watch, ZIE's Axon 7'

phone; 3D Touch in iP€hone 6 and 7: and so on—is transformed into a new 

type of code, named Press Touch Code (PTC). We design and implement 

three variants of it, namely mono-PTC, multi-PTC, and multi-PTC with Grid, 

on the Android Operating System. An in-lab experiment and a 

comprehensive survey have been conducted on 105 participants to 

demonstrate the effectiveness of the proposed scheme. [ABSTRACT FROM 

AUTHOR] DOI: 10.1371/journal.pone.0186940. (AN: 125953219), Database: 

Academic Search Complete 
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13. Computer Engineering Concepts, Methodologies, 
Too€s and Applications 

By: information Resources Management Association. Hershey, Pa : ICI 

Global. 2012. eBook. E3escription: Features perspectives on the fundamental 

aspects, tools and technologies, methods and design, applications, 

managerial impact, social behavioral perspectives, criticai issues, and 

emerging trends in the field of computer engineering. (AN 43198.8), 

Database: eBook Collection (EBSCOhost) 

Subjects: COMPUTERS / Computer Engineering; COMPUTERS / Machine 

Theory; COMPUTERS / Hardware / General; Computer engineering 
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Table of Contents Most Relevant Pages From This eBook 

14. Handbook of Multimedia information Security: 
Techniques and Applications 

By: Singh, limit Kumar; Mohan, Anand. Chem : Springer. 2019. eBook. 

Description: This handbook is organized under three major parts. The first 

part of this handbook deals with multimedia security for emerging 

applications. The chapters include basic concepts of multimedia tools and 

applications, biological and behavioral biometrics, effective multimedia 

encryption and secure watermarking techniques for emerging applications, 

an adaptive face identification approach for android mobile devices, and 

multimedia using chaotic and perceptual hashing function. The second part 

of this 2202581), Database: eBook index 

Subjects: COMPUTERS / Security General; COMPUTERS / information 

Technology; COMPUTERS / Interactive & Multimedia; COMPUTERS / 

Networking / Hardware; Computer security; Multimedia systems 
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15. Advances in Network-Based information 
Systems : The 20th International Conference on 
Network-Based information Systems (NBIS-
2017) 

By: Leonard BaroIli; Tomoya Enokide; Nilakoto Takizawa, Series: Lecture 

Notes on Data 'Engineering and Communications Technologies, Chem, 

Switzerland Springer. 2018: eBook. Description: This hook highl€ghts €he 

latest research findings, innovative research results, methods and 

development techniques from both theoretical and practical perspectives 

mated to the emerging areas of information networking and their 

applications. it includes the Proceedings of the 20th International Conference 

on Network-Based information Systems (NBiS-2017), held on August 24 

—26, 2017 in Toronto, Canada.Today's networks and information systems 

are evolving rapidly. Further, there are dynamic new trends ... £AN 

1583616), Database: eBook Index 

Subjects: TECHNOLOGY & ENGINEERING / Engineering (General): 
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16. information Governancee Concepts, Strategies 
and Best Practices 

By: Smallwood, Robert F. Series: The Wiley CPO Series. Edition: Second 

edition. Hoboken, New jersey Wiley. 2019. eEook. Description: The 

essential guide to effective IG strategy and practice Information Governance 

is a highly practical and deeply informative handbook for the implementation 

of effective infomation Governance (lG) procedures and strategies. A 

critical facet of any mid to large-sized company, this 'super-discipline" has 

expanded to cover the management and output of information across the 

entire organization; from email, social media, and cloud computing to 

electronic records and documents, the IG umbrella now ... (AN .231952.8), 

Database: eBook index 

Subjects: BUSINESS & ECONOMICS / Information Management; 

Information technology--Management; Management information systems; 

Electronic records--Management 
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17. Elementary information Security 
By: SMITH, RICHARD E. [Place of publication not identified] Jones & 

Bartlett Learning. 2019, eBook, Description: An ideal text for introductory 

information security courses, the third edition of Elementary Information 

Security provides a comprehensive yet easy-to-understand introduction to 

the complex world of cyber security and technology. Thoroughly updated with 

an increased emphasis on mobile devices and technologies, this essential 

text enables students to gain direct experience by analyzing security 

problems and practicing simulated security activities. Emphasizing learning 

through experience, Elementary (AN 2227834); Database: eBook index 
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18. iris and Pero Biometric Recognition 
By: Rathgeb, Christian. Series: iET Security Series, Vol. 05. Stevenage, 

UNKNOWN : The Institution of Engineer₹ng and Technology. 2017. eBook. 

Description: iris recognition technologies for identity management are 

already deployed globally in₹ several large-scale nationwide biometric 

projects and are currently entering the mobile market. More recently, 

periocular recognition has been employed to au0ment the biometric 

perfo€mance of the iris in unconstrained environments where on₹y the ocular 

region is present in the image, iris and Periocular Biometric Recognition 

provides an overview of scientific fundamentals and principles of iris and 

periocular biometric (AN1585200), Database: eBook Index 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; 

Biornetric identification 
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19. Deep Learning in Biometrics 
By: Vatsa, Mayank; Singh, F-Zicha; Majumdar, Ana-shut. Edition: First edition. 

Boca Raton, FL : CRC Press. 2018, eBook. Description: Deep Learning is 

now synonymous w₹th applie.d mach₹ne learning. Many technology giants 

(e.u. Google, Microsoft, Apple, IBM) as well as start-ups are focusing on 

deep learning -based techniques for data analytics and artificial intelligence. 

This technology applies quite strongly to biometrics. This book covers topics 

in deep learning, name₹y convolutional neural networks, deep belief network 

and stacked autoencoders. The focus is also on the application of these 

techniques to various biometric modalities: AN 172883Z, Database: 

eBook index 

Subjects: COMPUTERS Data Science I Data Analytics; COMPUTERS 
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20. The Science of Biometrics Security Technology 
for Identity Verification 

By: Des, Ravindra, New York, NY : Routiedge, 2018. e.Br.)ok. Description: 

The Science of Biometrics: Security Technology far Identity Verification 

covers the technical aspects of iris and facial recognition, focusing primarily 

on the mathematical and statistical algorithms that run the verification and 

identification processes in these two modalities. Each chapter begins with a 

review of the technologies, examining how they work, their advantages and 

disadvantages, as well as some of their established market applications. 

Numerous approaches are examined, Facial recognition (AN 177687g), 

Database: eBook Index 

Subjects: COMPUTERS / Software Development & Engineering General; 

COMPUTERS / Security / General; POLITICAL SCIENCE / Security 

(National & International); SOCIAL SCIENCE / Criminology; Biometric 

identification 

Text Finder USPTO Full Text Options 

21. Biometrics in identity Management : Concepts to 
Applications 

By: Mori, Shimcn K. Series: Artech House information Security and Privacy 

Series. Boston : Artech House. 2011. eBook. Desc€ption: in today's digitai 

infrastructure we have to interact with an increasing number of systems, both 

in the physical and virtual world. Identity management °ail) the process of 

identifying an individual and controlling access to resources based on their 

associated priviieges is becoming proaressively complex. This has brought 

the spotlight on the importance of elective and efficient means of 

ascertaining an individual's identity, Biometric technologies like fingerprint 

recognition, face recognition, (AN 416001), Database: eBook index 

Subjects: NATURE / Reference; SCIENCE I Life Sciences / Biology; 

SCIENCE / Life Sciences General: Biometric identification; Biometric 
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22. Siometric Security 
By: Ling Ngo, David Cttek; Jin Teoh, Andrew Bong; Hu; Jiankun. Newcastle 

upon -Tyne; England Cambridge Scholars Publishing. 2015. eBook. 

Description: Modem biometrics delivers an enhanced level of security by 

means of a "proof of p€operty". The design and deployment of a biometric 

system, however: hide many pitfalls, which, when underestimated, can lead 

to major security weaknesses and privacy thrµats. Issues of concern include 

biometric identity theft and privacy invasion because of the strong 

connection between a user and his identity. This book showcases a 

collection of comprehensive references on the advances of biometric 

security technology. ... (AN 96012.2). Database: eBook index 

Subjects: NATURE / Reference; SCIENCE / Life Sciences / Biology; 

SCIENCE / Life Sciences / General; Biometric identification; Security 

systems 

Full Text Finder USPTO Full Text Options 

23. Human Recognition in Unconstrained 
Environments : Using Computer Vision, Pattern 
Recognition and Machine Learning Methods for 
Biometrics 

By: De Marsico, Maria; Napp₹. Michele; Proenca, Hugo. London .Academic 

Press. 2017. eBook. Description: Human Recognition in Unconstrained 

Environments p€ovides a unique picture of the complete 'in-the-

wildtiometric recognition processing chain from data acquisition through 

to detection, segmentation; encoding ; and matching reactions against 

security incidents. Coverage incilideS: Data hardware architecture 

fundamentalsBackground subtraction of humans in outdoor scenes Camera 

synchronizationBiomet€ic traits: Real-time detection and data 

segrnentationBiomehi£ traits: Feature encoding / matching Fusion (AN 

1144731). Database: eBook index 

Subjects: COMPUTERS Image Processing; COMPUTERS / Artificial 

Intelligence f Computer Vision & Pattern Recognition; Machine learning; 

Computer vision; Biometric identification; Pattern recognition systems 
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24. Pulse mode of operation — A new booster of TEG, 
improving power up to X2.7 — to better fit loT 
requirements 

By Hares, Markiewicz, Monfray, Stephane, Skotnkki, 

Thtom€as. In Nano Energy. February 2020 68 Language: English, DOI: 

0.1015/j.nanoen.2019.1 04204 Abstract: Internet of Things (loT) is becoming 

the new driver for semiconductor industry and the largest electr'on€c market 

ever seen. The number of loT nodes is already many times larger than the 

human population and is continuously growing. It is thus mandato€y that loT 

nodes become self-supplying with energy harvested from environment since 

periodic exchange of batteries in such a huge number of units (often located 

in inaccessible places e.g. industrial environment or elements of 

constructions) is impractical and soon will be simply impossible. Photovoltaic 

generators may easily harvest energy where light is avaiiable, but the loT 

nodes often work in dark, hidde€n locations where the only available energy 

sources are heat losses. There, ThermoElectric Generators (TEGs) could be 

the best candidate; if not that if we speak of exploiting heat losses it often 

means very low temperature differences. This means conditions where TESs 

power product€on drops down dramatically. In this paper we put forward a 

new idea of TEG's pulse operation that boosts the power production up to 

X2.7. This extends the domain of applicability of TEGs lower temperature 

differences, where conventional TEGs are out of the game. Next, we show 

that the improvement X.2.7 maintains also at larger temperature differences 

that presents obvious advantages. (AN: S22112855I9309115), Database: 

Science.Direct 

Subjects: Internet of things (loT); Heat energy harvesting; Thermoelectricity; 

Power boost; Pulse operation; Bimetal 

Qi.) Full Text Finder USPTO Full Text Options 

http://eds.b.ebscohost.com/eds/results?vid=0&sid=c85c162a-a8e3-47d5-8b9e-cf90bf186928... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 262



Result List: acquiring the dynamic biometric information from the dynamic b...: Discov... Page 17 of 20 

25. information and Communicatiod Technology 
Proceedings of ICICT 2016 

By: Mishra, Durgesh Kumar; Azar, Ahmed Taher; joshi, Amit. Series: 

Advances in inteiligent Systems and Computing, volume 625. Singapore : 

Springer. 2018. eBook. Description: This book vo₹ume contains 31 papers 

presented at lCICT 2016: Second International Congress on hfformation 

and Communication Technology. The conference was held during 12-13 

December 2016, Bangkok, Thailand and organized communally by G R 

₹Foundat€on, and. Computer Society of India Division IV Communication and 

Division V — Education and Research. This volume contains papers mainly 

focused on ICT for computation, algorithms and data analytics, and IT 

security. (AN 1614958), Database: eBook Index 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; 

COMPUTERS I Data Science / Data Analytics; COMPUTERS 1 Security / 

General; Computer networks--Congresses; Information technology--

Congresses 

Full Text Finder USPTO Fell Text. Options 

26. Managing Medical Devices VVithin a Regulatory 
Framework 

By: Fiedler, Beth Ann, Amsterdam : Psevier: 2016. eBook, Description: 

Manacling Medical Devices within a Regulatoiy Framework helps 

administrators, designers, manufacturers, clinical engineers, and biomedical 

support staff to navigate worldwide regulation, carefully consider the 

parameters for medical equipment patient safety, anticipate problems with 

equipment, and efficiently manage medical device acquisition budgets 

throughout the total product life cycle. This contributed hook contains 

perspectives from industry professionals and academics providing a 

comprehensive (AN 1144633), Database: eBook Index 

Subjects: TECHNOLOGY & ENGINEERING Biomedical; LAW/ 

Commercial General; Medical instruments and apparatus--Management 
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27. Handbook of Biometrics 
By: Ross, Awn A. Flynn, Patrick J.; Jain, Anii K. New York Spring₹(. 2008. 

eBook. Description: Biometrics is a rapidly evolving field with applications 

ranging from accessing one's computer to gaining entry into a country. The 

deployment of large-scale biometric systems in both commercial and 

government applications has increased public awareness of this technology. 

Recent years have seen significant growth in biometric research resulting in 

the development of innovative sensors, new algorithms, enhanced test 

methodoiogies and novel applications. This book addresses this void by 

inviting some (AN 254616), Database: eBook Index 

Subjects: COMPUTERS I Artificial Intelligence / Computer Vision & Pattern 

Recognition; COMPUTERS / Software Development & Engineering / 

Computer Graphics; COMPUTERS / Information Theory; COMPUTERS / 

Interactive & Multimedia; COMPUTERS / Security / General; Identification--

Automation; Pattern recognition systems; Biometric identification 

Ergll Text Finder USPTO Full Text Options 

28. Strengths, weaknesses and recommendations in 
implementing biometrics in mobile devices. 

By: Sanchez-Reillo, Raul; Sierra-Ramos, Daniel: Estrada--C asp

Roberto: Amores-Duran, Jose A.. 2014 international Carnahan Conference 

on Security Technology aCCST) 2014, p1-6, 6p. Publisher= IEEE, (AN 

101243179), Database: Complementary Index 
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29. Proceedings of international Conference on 
Computer Vision and Image Processing CVIP 
.2016, Volume 

By: Barman,Balasubramanian; Kumar, Sanjeev; Roy, ;Pa€tha Pratim; Sen, 

Debashis. Series: Proceedings of International Conference on Computer 

Vision and Image Processing, Volume 1. Singapore springer. 2017. £Book. 

Description: This edited volume contains technical contributions in the field of 

computer vision and image processing presented at the First international 

Conference on Computer Vision and Image Processing (CVIP 2.016). The 

contributions are thematically divided based on their relation to operations at 

the lower, middle and higher levels of vision systems, and their 

applications. The technical contributions in the areas of sensors, 

acquisition, visualization and enhancement are classified as related to low-

level (AN 1443961), Database: eBook index 

Subjects: TECHNOLOGY & ENGINEERING / Electronics / General; 

COMPUTERS / Software Development & Engineering / Computer Graphics; 

COMPUTERS I Artificial Intelligence / Computer Vision & Pattern 

Recognition; Image processing--Digital techniques--Congresses; Computer 

vision--Congresses; Engineering; Biometry: Image processing 
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30. inventive Communication and Computational 
Technologies : Proceedim's of ICICCT 2019 

By: C, Rang: nathan; Joy Chen; Alvaro Rocha. Series: Lecture Notes in 

Networks and Systems, Vol, 89. Edition: 1st ed. 2020. Singapore : Springer. 

2020. e.Book. Description: This book gathers selected pape€:s presented at 

the inventive Communication and Computational Technologies conference 

(iCiCCT 2019), held on 29-30 April 2019 at Gnanamani College of 

Technology, Tamil Nadu, India. The respective contributions highlight recent 

research efforts and advances in a new paradigm called ISMAC (loT in 

Social, Mobile, Analytics and Cloud contexts). Topics covered include the 

Internet of Things, Social Networks, ?Mobile Communications, Big Data 

Analytics, Bio-inspired Computing . .. (AN 2364338), Database: eBook l₹ dex 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; 

BUSINESS & ECONOMICS / Industries / Computers & information 
Technology; COMPUTERS; Artificial Intelligence; General; TECHNOLOGY 

& ENGINEERING / Mobile & Wireless Co€nrruunications; COMPUTERS / 

Programming / Mobile Devices 
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ScidntiA.-: and Tacdnical 
information C..entet 

Patent Application Titled 'information Processing 
Device„Application Software tar₹.Up System, 
And Application Software Start-Up Method' 
Published Online (USPTO 20190362061) 

In: information Technology Newsweekly, Dec 17_2019, 2279; NewsRX LLC 

Language: English. Abstract: 2019 DEC 17 (VerticalNews) Ely a News 

Reporter-Staff News Editor at Informat€on Technology Newsweekly — 

According to news reporting originating from :. a..zilington, D.C. ; by 

VerticaiNews journalists, a patent application [..1 (AN: edsart 60872021 7), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software -- Methods; Software --

Intellectual property; Control equipment -- Methods; Control equipment --

Intellectual property 
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2. Cybersecurity challenges in vehicular 
communications 

By EI-Rewini, Zeinab; Sadritsharan, Kart hikeyan; SeIvaral, Dmsy Flora; 

Plathottam, Siby Jose; Ranganathan, Prakash, In Vehicular 

Communications. June 2020 23 Language: English. DOI: 

10.10161i,vehcom.2019.100214 Abstract: As modem vehicles are capable to 

connect to an external infrastructure and Vehicle-to-Everything (V2X) 

COMETILIEliCatiOn technologies mature, the necessity to secure 

communications becomes apparent. There is a very real risk that today's 

vehicles are sub€ected to cyber-attacks that target veh€cuiar 

communications, This paper proposes a three-layer framework (sensing, 

communication and control) through which automotive security threats can 

be better understood. The sensing layer is made up of vehicle dynamics 

and environmental sensors, which are vulnerable to eavesdropping, 

jamming, and spoofing attacks. The communication layer is comprised of 

both in-vehicle and V2X communications and is susceptible to 

t.,,avesdropping, spoofing, man-in-the-middle, and sybil attacks. At the top of 

the hierarchy €  the control layer, which enables autonomous vehicular 

functionality, including the automation of a vehicle's speed, braking, and 

steering, Attacks targeting the sensing and communication layers can 

p€opagate upward and affect the functionality and can compromise the 

security of the control layer. This paper provides the state-of-the-art review 

on attacks and threats relevant to the communication layer and presents 

countermeasures. (AN: S221420961930261.4 Database: ScienceDirect 

Subjects: Cyber-physical systems; Security; Vehicle safety; Cyber-attacks: 

Vehicle-to-vehicle 
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3. Design of secure authentication protocol for 
dynamic user addition in distributed Internet-of 
Things 

By Trivedi, Hirai S.: Patel, Sankita J,. In Computer Networks. 4 September 
2020 178 Language: English. DOI: 10.1014comnet.2020.107335 Abstract: 
Rapid rise in adoption of smart devices in distributed Intemet-of-things (lop. 
has resulted in an exponential increase in volume of generated data. 

However, due to resource-constrained sensor nodes and vulnerable 
communication channels, information protection has become a key 
concern and prominent factor for improvement in loT environment. Batch 
processing systems have several shortcomings as compared to distributed 
systems. Distributed systems enable dynamic changes in the potential 
number of sensors, actuators, PFID's, resources, users and subjects to 
tolerate unbounded interruptions in communication patterns. in this paper, 
we address the key challenges of communication security and scalability in 
doT environment: We hypothesize distributed loT approach between non-
identical entities to communicate through secure authentication protocol for 
dynamically adding new user with partially involved trusted third party (TTP) 
as our module 1 and attribute based encryption scheme for non-identical 
smart entities to communicate securely as our module 2. We discuss module 
1 in this paper. The existing approaches that focus on fully trusted central 
authority having full rights lead to serious weakness in violating security 
rules, while multi-authority based systems display revocation and compulsory 
user participation issues. As ideal functionalities we view UP as honest-but-
curious, honestly following the protocol while on the other hand curious to 
decrypt the cipher-text to breath the intention of encrypting parties. This 
motivates us to design an approach which jointly achieves effective 

authentication and partial trust management with scalability in distributed 
loT environment. In accordance, we propose a novel authentication scheme 
with partially involved TTP nomenclatured Secure Dynamic User Addition 
Protocol (SDUAP) based on JINT (JSON Web Token) challenge and 
response game using symmetric key cryptography. The security of SDUAP is 
proved under real or random oracle model and its robustness against several 
attacks is verified using scyther security verification tool. We also compare 
performance of SDUAP with relatively similar modeled schemes in terms of 
communication, computation and storage overheads. The purpose of this 
paper is to mitigate the complications associated with scalability and 

curious/suspicious third party in distributed loT approaches. (AN: 

S1389128619316949), Database: ScienceDirect 

Subjects: Distributed loT; Secure authentication; Partially involved TTP; 
Dynamic user addition; Scalability 
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enN 
tal Full Text Finder USPTO Full Text Options 

4. Handbook of Green information and 
Communication Systems 

By: Woungang, Isaac; Anpaiadan„ Alagan; Obaidat, Mohammad S. 

Amsterdam Academic Press. 2013. eBook. Description; This book gives a 

comprehensive guide o€i the fundamental concepts, applications, algorithms, 

protocols, new trends and challenges, and research results in the area of 

Gree€₹ Information and Communications Systems. it is an invaluable 

resource giving knowledge on the core and specialized issues in the field, 

making it highly suitable for both the new and expenenced researcher in this 

area. Key Features: Core research topics of green information and 

communication systems are covered from a network ... (AN 48520p), 

Database: eBook Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING Signals & Signal Processing; 

SCIENCE Environmental Science; Sustainable engineering—Handbooks, 

manuals, etc; Telecommunication—Environmental aspects—Handbooks, 

manuals, etc; Telecommunication—Energy conservation—Handbooks, 

manuals, etc 
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5. Optimized in-network authentication against 
pollution attacks in software-defined-named data 
networking 

By Boussaha, Ryma; Chailai, Yacine; Bouabdallah, Abdelmadjid; Bessedik, 

Malik, . in Journal of Information Security and Applications. February 2020 50 

Language: English, DOI:10,1016/i.jisa..2019.102409 Abstract: The 

exponential growth of multimedia content in today's Internet traffic and the 

increasing need of bandwidth-consuming or location-independent services 

motivated the research community to design a viable replacement for the 

current lP-based intemet architecture, Named Data Networking or NON is a 

novel network architecture that uses universal in-network cachi€lg and routing 

by name functionalities to deliver content of  and to improve service 

quality. Network coding benefits named data networking with its inherent 

algebraic structure and the maximum flow rates performance €t achieves in 

multiczast. With network coding, the content can be requested via multiple 

interfaces thus improving significantly content delivery efficiency. However, 

it is vulnerable to pollution attacks, which can cause a crucial degradation of 

network bandwidth, In this paper, we propose an efficient and optimized 

authentication technique fora content distribution NON architecture based 

on network coding. Our solution uses homomnwphic signature mechanism, 

which allows intermediate nodes to verify the authenticity of .flows to 

overcome the pollution problem without having access to content. We 

formulate NDNAuth, an optimal coding and homomorphic signature scheme 

as a €.till:' problem. Furthermore, we show how to leverage Software Defined 

Networking to provide seamless hilpiementation of the propose+d€ solution, 

We measure the processing overhead and the dynamic system security 

state based on three metrics: (1) defence power: (2) threat es♦verity and (3) 

system vulnerability. Finally, we discuss how to minimize the computational 

cost of coding and signature scheme operations, Experimentation results 

prove the efficiency of the proposed coding scheme, which achieves better 

performance than conventional NON with random coding especially in terms 

of transmission cost and security. ON; S2214212619302790): Database: 

ScienceDirect 

Subjects: Named data networking; Network coding; Software defined 

networking; Homomorphic signature 
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e. Mind Your Mind: EEG-Based Brain-Computer 
interfaces and Their Security in Cyber Space. 

By: LANDAU, £SIP; PUZIS, RAMl, NIP. ACM Computing Surveys , 

Feb2020, Vol. 53 issue 1, p1-38, 38p Abstract A brain-computer interface 

(BCD) system is a system that leverages brainwave information acquired by 

a designated brain monitoring device to interact with a computerized system. 

Over the past 40 years, many SCA applications have been developed in a 

variety of domains, from entertainment to medical field and even to computer 

securitymechanisms. Until now, the development of 5O1systems has 

focused on improving their accuracy, functionality, and ease of use, and not 

enough effort and attention has been invested in securing these systems and 

the sensitive data they acquire. In this article, we present the principles of 

brain activity data acquisition, with a special focus on EEG, and we present a 

taxonomy of SCI applications and domains. We also provide a 

comprehensive survey that covers eight possible attacks aimed at BCI 

systems._ For each 5Ol application, we created an ecosystem and data and 

attack flow-diagram, which comprehensively describes the roles and 

interactions of the players associated with the BCI application and presents 

the most vulnerable vectors and components within its ecosystem; we 

identified gaps between existing security solutions an£ the presented attacks 

and vulnerabilities. Finally, we provide several concrete suggestions for 

improving the security of 5O1 systems in cyber-spac£. !ABSTRACT FROM 

AUTHOR]; DOi; 10.1145/3372043; (AN 141670801), Database: Applied 

Science & Technology Source 

Subjects: Brain-computer interfaces; Internet security; Acquisition of data; 

Security systems; Systems development; Electroencephalography; Wired 

Telecommunications Carriers; Internet Publishing and Broadcasting and Web 

Search Portals; Security Systems Services (except Locksmiths); Brain 
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7. Efficient and Secure Biometric-Based User 
Authenticated Key Agreement Scheme with 
Anonymity. 

By: Kano, Dongwoo; Jung, Jaewook; Kim, Hyoungshick; Lee; Youngsook; 

Won, Dongho. Security & Communication Networks , 6/20/2.018; p1-14, 14p 

Abstract At present, a number of users employ an ak,ithentication protocol 

so as to enjoy protected electmnic transactions in wireless networks. in order 

to establish an efficient and robust the transaction system, numerous 

researches have been conducted relating to authentication protocols. 

Recently, Kau and Awasthi presented an use€ authentication and key 

acre; rent scheme; arguing that their scheme is able to resist various types 

of attacks and preserve diverse security properties. However, this scheme 

possesses critical vulnerabilities. First, the scheme cannot prevent two kinds 

of attacks, including off-line password guessing attacks and user 

impersonation attacks.. Second, user anonymity rule cannot be upheld, 

Third, session key can be compromised by an attacker. Fourth, there is high 

possibility that the time synchronization trouble occurs. Therefore, we 

suggest an upgraded version of the user authenticated key agreement 

method that provides enhanced security. Our security and per₹ormance 

anaiysis shows that compared, to othe€` associated protocols, our method not 

only improves the security level but also ensures efficiency. [ABSTRACT 

FROM AUTHOR]; DOI. 10.1155/201816046064; (AN 130253394), Database: 

Applied Science & Technology Source 

Subjects: Biometric identification; Computer access control; Information & 

communication technologies; Cryptography; Passwords (Computers) 
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8. Securing internet of medical things systems: 
Limitations, issues and recommendations 

By Yaacoub; Jean-Paul A.; Noura; rViohamad; Noura, Hassan N.; Salmon, 

Ola; Yaacoub, Elias: Couturier, Raphael; Chehab„zkii. in Future Generation 

Computer Systems. Apri12020 105:581-606 Language: English. DOI: 

10.10161i,future.2019.12„028 Abstract: Traditional health-care systems suffer 

from new challenges associated with the constant increase in the number of 

patients, hi order to address this issue, and to increase the accuracy, 

reliability, efficiency, and effectiveness of the health-care domain, the Internet 

of Medical Things (ioMT) was proposed. la/7 can be considered as an 

enhancement and investment to respond more effectively and efficiently to 

patients' needs. However, loMT suffers from different issues and challenges 

such as the lack of secur€ty and privacy measures, in add€tion to the 

necessary training and awareness. in this paper, we highlight the importance 

of implementing the right security measures and the required training skills, 

in order to enhance the immunity of loMT against cyber-attacks. Moreover;

we review the main leMT security and privacy issues; and the existing 

secur€ty solutions.. These solutions are classified as cryptographic or non-

cryptographic. Then, the different solutions are analyzed a€i compared in 

terms of computational complexity and required resources. It is important to 

note that the security measures for loMT exhibit a trade-off between the 

security level and the system per  especially in the rise of dk.,lital 

healthcare v4.0 era. Next, we discuss the appropriate security solutions such 

as lightweight cryptographic algorithms, and protocols that attempt to reduce 

the overhead in terms of computations and resources. This leads to the 

conclusion that there is a need to design an efficient intrusion 

detection/prevention system that cooperates with dynamic shadow 

tione.ypots. Finally, we propose a security solution, which is divided into five 

different layers to detect and prevent attacks, in add€tion to 

reducing/correcting the damage of these known attacks and preserving the 

patients' privacy. However, it shrul£ be noted that zero-day attacks and 

exploits are still the main challenging issue that surrounds loMT. (AN: 

S0167739X19305680), Database: ScienceDirect 

Subjects: Healthcare; oMT; Medical cyber physical systems; Medical 

devices 
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a ELECTRONIC DEVICE': AND METHOD FOR 
PROVIDING PAYMENT INFORMATION 

Patent Application= 16/086393. Filed: March 23, 2017, Published= Apdi 4, 

2019. , Database: USPTO Patent Applications 

Abstract: The present invention relates to a method for providing payment 

information, .for exampie, to a device for providing payment information by 

using a sensor, and a method therefor. To this end, an electronic: device, of 

the present invention, comprising a first communication circuit, a second 

communication circuit, a sensor, and a processor, can comprise the 

operations of: receiving a user input by using the sensor; perfon-nino 

authentication on the user input; receiving payment information from an 

external electronic device by using the first communication circuit when the 

authentication has been successful= and outputting the payment 

information through the second ci'ii'ia€Ydunicatio€a circuit when a complete 

event for the user input has been receivµd from the sensor by using the 

processor. 

etispap.201901 0770 

USPTO Full Text Options 

10. Communication service operating method and 
electronic device suppoiling the same 

By: Samsung Electronics Co., Ltd. US Patent: 10038,790. Filed: October 2.9, 

2015, Issued: July 31, 2018. , Database: USPI'O Patent Grants 

Abstract An electronic device includes; a first communication module 

configured to perform a call signal based communication and a second 

communication module configured to perform a short range 

communication or wired communication, and a processor coniigured to 

control call signal reception processing of th₹e first COMMtinication module, 

wherein when an operation change of a communication Chanflei 

established based on the second communication module, based on at 

least one of a movement of an eiectronic device and a movement of a 

second electronic device that is connected through the second 

communication module or has a connection history, the processor allows 

the electronic device or the second electronic; device to receive the call 

signal. 
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11. Communication service operating method and 
electronic device supporting the same 

By= Samsung Electronics Co., Ltd. US Patent: 10009470. Filed: October .29, 

2015. Issued: June 25, 2018. , Database: LiSPTO Patent Grants 

Abstract: An electronic device includes: a fi rst communication module 

configured to perform a call signal based communication and a second 

communication module configured to perform a short range 

CVMETWEliCatiOn or wired communication; and a processor configured to 

control call signal reception processing of the first COMMilication module, 

wherein when en operation change of a communication channel 

established based on the second COMMUnication module, based on at 

east one of a movement of an electronic device and a movement of a 

second electronic, device that is connected through the second 

communication module or has a connection history, the processor allows 

the electronic device or the second electronic device to receive the call 

signet 
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12. Wireless Technologies Concepts, Methodologies, 
Tools and Applications 

By: Information Resources Management Association. Hershey, PA : IGI 

Global. 2012. eBook. (AN 39640$), Database: eBook Collection 

(EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Mobile & Wreless 

Communications; TECHNOLOGY & ENGINEERING / Radio; Wireless 
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13. Electronic device having loop antenna 
Sy: SAMSUNG ELECTRONICS CO., LTD, US Patent: 104.68,748. Filed: 

September 28, 2017, issued: Nov'embe€r 05, 2019. Database: USPTO 

Patent Grants 

Abstract: An electronic device includes a housing including a first surface 

facing in a first direction, a second surface facing in a second direction to 

the first direction, and a side membe€ enclosing at least a portion of a space 

between the first surface and the second surface: a first metal plate 

positioned between the first surface and the second surface; a conductive 

coil positioned Within the housing, having a shaft substantialiy perpendicular 

to the first direction or the second direction, and that winds around the first 

metal plate; a first COMIntinication circuit positioned within the housing and 

:.,,lectrically connected to the conductive coil; a second COMMLnlication 

circuit positioned within the housing and electrically connected to the first 

metal plate: a display exposed through at least a portion of the first surface; 

and a processor positioned within the housing and elect€ically connected to 

the first COMMigniCatiOn circuit, the second communication circuit, and 

the display. The second surf ace may include a first portion made of a 

conductive material and inciuding a first opening and a second F.iortion 

made of a non-conductive material and that fills the first opening. The 

conductive coil may be positioned under the first portion when viewed from 

above the second surface. A portion of the first metal plate may be wound 

with the conductive coil, and another portion of the first metal plate may be 

electrically connected to the second communication circuit. The another 

portion may extend to the first opening when viewed from above the second 

surface, a first magnetic flux may be generated in the conductive coil by the 

first COMMUnication circuit, and a second magnet€c flux advancing in a 

direction perpendicular to an advancing direction of the first magnetic flux 

may be generated by the second communication circuit in the another 

portion of the first metal plate. 
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14. Wireless Multi-access Environments and r
Service Provisioning Solutions and Application 

By: Trestian, Ramona; Niuntean, Gabriel-Miro. Hershey, Pa : iGI Global. 

2012. eBook. €.3escript€on: `This book serves as a vital resource for 

practitioners to learn about the latest research and methodology within the 

field of wireless technology, covering important aspects of emerging 

technologies in the heterogeneous next generation network environment with 

a focus on wireless communications and their quality—Provided by 

publisher, (AN 420165), Database: eBook Collection (EBSCOhost) 

Subjects: TECHNOLOGY & ENGINEERING / Mobile & Wireless 

Communications; Wireless communication systems 

PDF Full Text USPTO Full Text Options Full Downloa€t 
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15. Applied Signal and image Processing 
Multidisciplinary Advancements 

By: Hines, Evor, Green, Roger; Clahwajr, Rami. Hershey, PA IO1 Global. 

2011. eBook. Description: This book high ig fits the growing m Itid pl n a ry 

nature of signal and image processing by focusing on emerging applications 

and recent advances in well-established €elds, covering state-or-the-art 

applications in both signal and image processing, which include optical 

ConlErVinication and sensing, wireless communication management, face 

recognition and facial imaging, solar imaging and feature detection, fractal 

analysis, and video processing`-- (AN 36.2372.), Database: eBook Collection 

(EBSCOhost) 

Subjects: COMPUTERS / Information Theory; TECHNOLOGY & 

ENGINEERING I Signals & Signal Processing; Wireless communication 

systems; image processing; Signal processing; Image analysis 
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16. SYSTEMS AND METHODS FOR DATA 
COMMUNICATION OVER A PLURALITY OF 
DATA PATHS 

Patent Application: 16/236061. Hied: December 28, 2016. Published: June 

20, 2019, , Database: USPTO Patent Applications 

Abstract: Systems and methods for data communication over a plurality of 

data paths are disclosed. Messages between a first node and a second 

node may be transmitted, wherein some of the messages are transmitted 

over a first data path using a first communication protocol, and some of 

the messages are transmitted over a second data path USing a second 

communication protocol, A determination may be made that the first data 

path is altering a flow of messages due to the messages being transmitted 

using the first communication protocol and a number of messages sent 

over the different data paths adjusted in response, wherein adjusting 

C0MOSeS decreasing a number of the messages transmitted over the first 

data path and increasing a number of messages transmitted over the 

second data path, wherein altering the flow of messages 3s performed 

automatically under control of an expert system, 
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17. Second International Conference on Computer 
Networks and Communication Technologies
ICCNCT 2019 

By: S. Smys; Tomonobu Senjyu; Pavel Lafata. Series: Lecture Notes on Data 

Engineering and Con mUnications Technologies, Vol. 44. Edition: 1st ed. 

2020. Cnam : Springer. 2028. eBook. Description: This book presents new 

communication and netviorking technologies, an area that has gained 

sionificant research attention from both academia and industry in recent 

years, it also discusses the development of more intelligent and efficient 

COMMUnication technologies, which are an essential part of current day-to-

day life, and reports on recent innovations in technologies, architectures, and 

standards relating to these technologies. The book includes research that 

spans a woe range of communication .,. (AN 23589.22), Database: eBook 

it

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications; 

TECHNOLOGY & ENGINEERING I Engineering (General) 
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18. METHOD AND ELFCTRnNIC DEVICE FOR 
PROVI@;iING COMMUNICATION FUNCTION 

Patent Application:15/468791. i.e..'F  March 27, 2017. Published: September 

28, 2817. Database: LiSPTO Patent Applications 

Abstract: An electronic device is provided, The electronic device includes a 

first communication module configured to communicate with an external 

device through a first communication scheme, a second communication 

module configured to comMUnicate with the external device through a 

second communication scheme, and a processor configured to identify a 

state of the second communication module, generate availability 

information indicating whether the second communication module is 

available to perform a same function Mb the first communication module, 

based on the state of the second communication module, and control the 

f€rst communication module or the second communication module to 

transr€3it the availability information of the second communication module 

to the external device. 
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19. Applied Cryptography Protocols, Algorithms and 
Source Code in C 

By: Schneier, Bruce. Edition: Second edition, 20th anniversafy edition. 

Indianapolis, IN : Wiley, 2015. eBook. Description: From the world's ₹

renowned security technologist, Bruce Schneier, this 20th Anniversary 

Edition is the most definitive reference on cryptography ever published and is 

the seminal work on motography. Cryptographic techniques have 

applications far beyond the obvious uses of encoding and decoding 

information. For developers who need to know about capabilities, such as 

digital signatures, that depend on cryptographic techniques, there's no better 

overview than Applied Cryptography, the definitive 1535554), 

Database: eBook Collect€on (EBSCOhost) 

Subjects: COMPUTERS / Security / Cryptography & Encryption; 
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20. Proceedings of First International Conference on 
information and Communication Technolo:y for 
Intelligent Systems: Volume 2 

By: Satapathy, Suresh Chandra; Des, Swagatam, Series: Proceedings of 

First international Conference on information and Communication 

Technology for intelligent Systems, Volume 2.. Switzerland Springer. 2016. 

eBook. Description: This voiurne contains 60 papers presented at CTS 

2015: international Conference on information and Communication 

Technology for Intelligent Systems. The conference was held during 2.8th 

and 29th November, 2015, Ahmedabad, India and organized communally by 

Venus international Coiiege of Techn=ology, Association or Computer 

Machinery, Ahmedabad Chapter and Supported by Computer Society of 

India DIVISIOn IV- ComriThilication and Division V — Education €i

Research. This volume contains papers many focused .„. (AN 1181944), 

Database: eBook index 

Subjects: TECHNOLOGY & ENGINEERING / Engineering (General); 

COMPUTERS / Artificial Intelligence / General; information technology--
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21. Proceedings of First International Conference on 
information and Communication Technolo:y for 
Intelligent Systems: Volume 

By: Satapathy, Suresh Chandra; Des, Swagatam, Series: Proceedings of 

First international Conference on information and Communication 

Technology for Intelligent Systems, Volume I Switzerland Springer. 2.016. 

eBook. Description: This volume contains 59 papers presented at ICTiS 

2015: international Conference on information and Communication 

Technology for Intelligent Systems. The conference was held during 26th 

and 29th November, 2015, Ahmedabad, India and organized communally by 

Venus international College of Techn=ology, Association or Computer 

Machinery, Ahmedabad Chapter and Supported by Computer Society of 

India DIVISIOn IV--- Communication and Division V — Education €i

Research. This volume contains papers many focused (AN 1181945), 

Database: eBook Index 
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22. Technological aspects of WBANs .for health 
monitoring: a comprehensive review. 

By: Punj, Roopaii; Kumar, Rakes h. Wireless Networks (10220038) , 

Apr2019, Vol. 25 issue 3, p1125-1157, 33p Abstract: According to the World 

Healt.h Or0anization, most of the world population is a€fected by chronic: 

diseases., obesity, cardiovas3cular diseases and diabetes while another 

dominant problem is of mina population. Thus, €t is desirable to have cost 

effective solutions for health monitoring, especially for countries that have 

minimum conventionally trained healthcare staff and infrastructure. 

Healthcare has shifted from hospital dominant services to patient dominant 

seivices which has thrhted WBANs to provide, ubigl€uitou€r health monitoring 

by virtue of wearable 01 implantable sensor nodes that commonly monitor 

biological signals. As the society becomes more health conscious, WBANs 

have the potential to revolutionize the way people integrate their health and 

information technology. Hence, WBANs are desired to strengthen 

conventional healthcare systems. Notwithstanding the current achievements, 

technological advances, proposed solutions and commercialized products; 

WBANs still experience many obstacles in their foolproof adoption. This 

paper surveys the plethora of WBAN applications and network architecture in 

detail used .for data collection, data transmission and data analysis that form 

sensor analyst system in the realm of Internet of Things. Wireless 

communicational technologies are also discussed in this paper. Also, we 

have categorized the muting protocols and have provided with their critical 

qualitative analysis, Towards the end we discuss several projects in the field 

of WB.ANs and some open research areas, These findings on how the 

sensor nodes, newest routing protocols and data analysis techniques 

influence ubiquitous health monitoring sets this survey apart from the already 

existing surveys on WBANs. [ABSTRACT FROM AUTHOR]; DOI: 

10.10071s11278-018-1594-3; ON 134870254), Database: Applied Science & 

Technology Source 
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23. CLOUD-BASED TRANSACTIONS METHODS 
AND SYSTEMS 

Patent Application: 16/438178. Filed: JUne 11, 2019. Published: September 

26, 2019. Database: USPTO Patent Applications 

Abstract: Systems and methods provide for COMMUnication of transaction 

data that is formatted according to a transaction type that is support by an 

access device. First transaction data may be formatted according to a first 

type of transaction supported by a first access device and second 

transaction data may be formatted according to a second type of transaction 

supported by a second access device. The first transaction data may be 

transmitted over a first COMIMMication link to the first access device and 

the second transaction data may be transmitted to the second access over 

a second communication link. 
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Proceedings of 2016 

By: Mishra, Durgesh Kumar: Aza€, Ahmad Tatter; Joshi, Amit. Series: 

Advances in Inteiligent Systems and Computing, volume 625. Singapore : 

Springer. 2018. eSook. Description: This book volume contains' 1 papers 

presented at ICICT 2016: Second International Congress on information 

and Communication Technology. The conference was he€d during 12-13 

December 2016, Bangkok, Thailand and organized communally by O R 

Foundation, and Computer Society of India Division IV — Communicat€on 

and Division V — Education and Research. This volume contains papers 

mainly focused on ICT for computation, algorithms and data analytics, and iT 

security. (AN 161.4958), Database: eBook Index 
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25. Proceedings of the First international Conference 
on Intelligent Computing and Communication 

By: Mandat, jyotsna Kumar; Satapathy, Suresh Chandra; Sanyal, Manes 

Kumar: Bhateja, Vibrant. Series; Advances in intelligent Systems and 

Computing, v. 458. Singapore : Springer. 2017. eBook. Description: The 

book covers a wide range of topics in Computer Science and information 

l echnology including swarm intelligence, artilidal intelligence, e,volutionaly 

algorithms. and No-inspired algorithms. It is a collection of papers presented 

at the First International Conference on intelligent Computing and 

Commsinication (iCIC2) 2016. The prime areas of the conference are 

Intelligent Computing: Intelligent Communication, Bio-informatics, Geo-

informatics, Algorithm, Graphics and image Processing,  Graph Labeling, .. . 

(AN 1281875), Database: eBook index 
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26. Communication Service Operating Method and 
Electronic Device Supportin • the Same 

Patent Application: 14/927176. Filed: October 29, 2015. Published: May 5, 

2016. , Database. USPTO Patent Applications 

Abstract: An electronic device includes: a first communication module: 

configured to perform a call signal based ecnifnUnication and a second 

communication module configured to perform a short range 

communication or wired communication; and a processor configured to 

control callsio al reception processing of the first communication Mod u le, 

wherein when an operation change of a communication channel 

established based on the second communication module, based on at 

least one of a movement of an electronic device and a movement of a 

second electronic device that is connected through the second 

communication module or has a connection history, the processor allows 

the electronic device or the second electronic device to receive the call 
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27. Recent Trends in information and 
Communication Technology : Proceedings of the 
2nd International Conference of Reliable 
U' formation and Communication Technology 
(OCT 2017) 

By: Saeed, Faisal; Gazem, Nadh€;3i; Patnaik, Srikanta, Seed Balaid, Ali 

Saint); Mohammed, Fathey. Series: Lecture Notes on Data Engineering and 

Communications Technologies, v. 5. Charn : Springer. 2018. eBook. 

Description: This book p♦resents 94 p♦apers from the 2nd International 

Conference of Reliable Information and Communication Technology 2017 

(iRiCT 2017), held in Johor, Malaysia, on April 23-24, 2017. Focusing on the 

latest iCT innovations for data engineering, the book presents several hot 

research topics, including advances in big data analysis techniques and 

applications; mobile networks: applications and usability: reliable 

communication systems; advances in computer vision, artificial intelligence 

and soft... ,AN 1526117), Database: eBook index 
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28. Proceedings of the 2nd Workshop on 
Communication Security : Cryptography and 
Physical Layer Security 

By: Bald( Marco; Ouaglia, Elizabeth A.; Tornasin, Stefano. Series: Lecture 
Notes in Electrical Engineering, Vol. 447, Chem : Springer. 2018. eBook. 
Description: This book focuses on techniques that can be applied at the 
physical and date,-link layers of communication systems in order to secure 
transmissions against eavesdroppers. it discusses topics ranging from 
information theory-based security to coding for security and cryptography, 
and presents cutting-edge research and innovative findings from leading 

researchers, The characteristic feature of all the contributions in this book is 
their relevance for the practical application of security principles to .,. (AN 
1555253), Database: eBook index 
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29. Proceedings of the Mediterranean Conference on 
information & Communication Technologies 
.2015 hiledCT .2015 Volume 1 

By: Oualkadi, Ahmed El; Choubani, Fethi; Moussati, Ali EL Series: 

Proceedings of the Mediterranean Conference on Information & 
Communication Technologies 2015, Volume I Switzerland : Springer. 

2015. eBook. Description: This volume presents the first part of the 

proceedings of the Mediterranean Conference on information & 

Communication Technologies (MediCT 2015), which was he at Saidia, 

Morocco during 7-9 May, 2015. tyledIDT provides an excellent international 

forum to the researchers and practitioners from both academia as well as 

industry to meet and share cutting-edge development, The conference has 

also a special focus on enabling technologies for societal challenges, and 

seeks to address Ridisciplinary challenges ... (.AN 1175990;, Database: 
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30. Genomicano Personalized Medicine V1-2 
By: Willard, Huntington F.; Ginsburg, Geoffrey S. Edition : 2nd ed. London 

Academic Press. 2013. eBook. Description. Genomic and Personalized 

Medicine, Second Edition winner of a 2013 Highly Commended BMA 

Medical Book Award for :Medicine — is a major discussion of the structure, 

history, and applications of the field, as it emerges from the campus and lab 

into clinical action. As with the first edition, leading experts review the 

development of the new science, the current opportunities for ge.nome- .ased 

analysis in healthcare, and the potential of genemie medicine in future 

healthcare. The inclusion of the latest .,. (4/\ 485475) Database: eBook 

Collection (EBSCOhost) 
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6/7/2020 acquiring dynamic biometric information from a body... - Google Scholar 

Biological information acquisition device, method for acquiring biological information, 
and biometrics device 
K Arnano, K Shimizu US Patent 8,144,938, 2012 - Googie Patents 
... be achieved as well as biological information to be highly accurately and reliably acquired . . . 7. 
A method for acquiring information of a biological body by irradiating the biological . . . A biometrics 
device, comprising: a biological information acquisition part to acquire information of a . . . 
* in Cited by 8 Related articles All 4 versions $10 

Dynamic bio-sensing process design in mobile wellness information system for smart 
healthcare 
T Lee, SH Lee - tWirel₹ess Personal Communications, .2016 Springer 
... user should be able to select various healthcare services and acquire information necessary 
for ... proposed dynamic process configuration can select each computing station dynamically 
depending on ... access times of both the proposed local and global dynamic sequences show ... 
• 09 Cited by 15 Related articles All 6 versions 1>t. 

Heart biometrics: Theory, methods and applications 
F Agraflotl, Gao, Hatz.inakos, o Yang - Biometrics, 2011 - booksupogle.corn 
... Another observation was that even though dynamic features such as the RR interval ... During 
enrollment, ECG sensors located on the smart phone, first acquire an ECG sample from a ... Similarly, 
during verification a newly acquired sample is matched against the store template . . . 

* 00 Cited by 68 Related articles All 6 versions 

A survey on touch dynamics authentication in mobile devices 
PS 'Ten, N Teoh, K Cheri - Computers & Secu 2016 - Elsevier 
..~This is because the acquiring and processing of touch dynamics patterns can be carried out in ... 
is to identify and extract distinctive features common to a user from the acquired raw data ... The 
focus of this paper is on authentication using touch dynamic biometrics, so hereafter our ... 

99 Cited by 91 Related articles All 6 versions 

information fusion in biometrics 
AA Ross, AK stain, h Nandakumar Handbook of Multiblometrios, 2008 - Springer 
... the cost of adding new sensors and the additional time required for acquiring and processing ... 
the average processing time since a decision can be made without having to acquire all the ... Note 
that the evidence pertaining to the multiple sources may be acquired in a sequential ... 
* 00 Cited by 264 Related articles All 20 versions te,

Biometric information acquisition apparatus and biometric authentication apparatus 
otsubo, A sakeinoto - US Patent App. 121402,292, 2009 Googie Patents 

... Further, the components necessary for acquiring biometric information (the light source 21, the 
light guide 22, the ... between optical channels, thereby enabling the image pickup device 31 to 
acquire clearer vein ... the fingerprint image of the finger 96 can be thereby acquired by the .. . 
* DO Cited by 14 Related articles All 2 versions DO 

Multivariate Dynamic Biometrics System 
D Palti-Wasserman, Y Wasserman US Patent App. 11/792,318, 2008 - Goc)gie Patents 
... Eye Tracking Sensors; Several technologies may be used for measuring and acquiring different 
types ... The acquired data is amplified and digitized (110), and then processed and analyzed (111 ... 
The track ball can include additional sensors, which may acquire parameters such as ... 
* 00 Cited by 73 Related articles All 2 versions Di> 

Fingerprint silicon replicas: static and dynamic features for vitality detection using an 
optical capture device 

Coii, GL Marcialis, Roll - interriadoria. l jOigna; of image rind 2008 Worid Soientilic 
... The system acquires consecutive frames during the rotation of the fingertip ... In order to investigate 
static and dynamic features, we collected a multiple- frames/multiple-impressions ... Images were 
acquired from 82 different fingerprints from 50 people aged between 20 and 70 and ... 

99 Cited by 47 Related articles All 6 versions V' 
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To a combined fingerprint acquisition and control device 
RM le NK Raffia, A Senior US Patent 6941,001 2005 Google Patents 

G06F21/31—User authentication; G06F21/32—User authentication using biometric data, eg ... control 
information for an electronic device, said method comprising: acquiring through a ... correlations 
between a multiplicity of small regions of the acquired fingerprint images; extracting ... 
* gg Cited by 149 Related articles All 2 versions VS) 

Biornetric monitoring device having a body weight sensor, and methods of operating 
same 
so J yuen, „i Park, EN Fri:-Aman - US Patent 8,475,367, 2.013 - Google Patents 
Biometric monitoring device having a body weight sensor, and ... A US201213346275 A US 
201213346275A US 8475367 B1 US8475367 B1 US 8475367B1 Authority US United States 
Prior art keywords data monitoring device user biometric monitoring example Prior art ... 
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5c-foot/Az and Tacimical 
information C..entet 

User Authentication Method. Based on IVIKL for 
Keystroke and Mouse Behavioral Feature Fusion. 

By: Wang, Xitijuan; Zheng, Qiandian; Zheng, kangfe.ng; Wu, Tong. Security 

& Communication Networks 5/20/2020, pi _14, 14p AbstraGt: in order to 

improve the recognition rate of users with single behaviorai feature and 

prevent impostors from restricting an input device to avoid detection, a dual-

index user authentication method based on Multi* Kernel Learning OWL) 

for keystroke and mouse behavioral feature fusion was proposed in this 

paper. Due to the hetero0enety between the keystroke features and the 

mouse features, we argue that each type of features is mapped to a suitable 

kernel and the weights of each kernel are obtained throu0h computing and 

then summed to obtain a compound kernel that implements the multifeature 

fusion. The dataset used in this paper was collected under complete 

uncontrolled condition from some volunteers by using our data collection 

program. The experimental results show that the proposed method can 

obtain the best recognition accuracy of 89.6%. Compared to the traditional 

methods of single feature, the dual-index method can get more stable and 

effective authentication. Therefore, the proposed method in this paper .folly 

demonstrates the reliability of dual-index user authentication. [ABSTRACT 

FROM AUTHOR]; DOI: 10.1155/202.019282.380; (AN 143347067), Database: 

Applied Science & Technology Source 

Subjects: Acquisition of data; All Other Animal Production; Mice 
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2. A survey on methods and challenges in EEG 
based authentication 

By Jalaly Sidgoly„Arnir; Ja y Bidgoiy, Homed; Areroumand, Zeynab. In 

Computers & Security. June 2020 93 Language: English. DO✓I: 

101016/j.cose.2020.101788 Abstract: EEG is the recording of e€ectrical 

activities of the brain, usually along the scalp sutface, which are the resu€ts 

of synaptic activations of the brain's neurons. in recent years, it has been 

shown that EEG is an appropr€ate signal for the biometric authentication 

and has important features such as resistance to spoofing attacks and 

impossibility to use under pressure and coercion states. in this paper, the 

state-of-the-art methods in EEG based authentication are reviewed. This 

review includes a number of aspects such as the various tasks that the user 

required to perform during the authent€cation, devices and available 

datasets, the preprocessing procedures and the classification methods used 

in the EEG biornetric authentication. Both shallow and deep classification 

methods are reviewed in this paper. The study shows that the deep learning 

approaches which are used in the past .few years, although still require 

further research, have shown great resultsnMoreover, the paper 

summarizes the works to address the open challenges of this area. The EEG 

authentication challenges have been discussed from a variety of points of 

view, including privacy, user-friendliness, attacks, and authentication 

requirements such as universality, permanency, uniqueness, and 

collectability. This paper can be used as a preliminary plan and a madman 

for researchers interested in EEG biometric. (AN: SO167404'820300730), 

Database: ScienceDirect 

Subjects: EEG; Biometric factor; Authentication; User identification; 

Pattern recognition; Survey 
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3. ELECTRONIC DEVICE AND METHOD FOR 
CONTROLLINC-1 THE SAME 

Patent Applicatio₹i: 16/116790. Filed: August 29, 2018. Publishe November 

14, 2019. Database: USPTO Patent Applications 

Abstract The present disclosure relates to an electronic device capable of 

performing complex biornetric authentication, and the electronic device 

may include a plurality of biometric sensors configured to sense different 

biometric information, a security module configured to ca curate a matching 

score for each of the different biometric information through a comparison 

between the different biometric info€mation and previously registered user 
nformation, and calculate fake probability information for each of the 

different biometric information in consideration of a fake factor of the 

different biornetric information, and perform user authentication using the 

matching score and the fake probability information calculated for each of 

the different biometric information, and a controller configured to control 

the electronic device based on a user authentication result performed by 

the security module. 

AN: edspap.20190347390 
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4. A New Biometric-Based Remote User 
Authentication Scheme 

hi
 Hierarchical Wireless 

Body Area Sensor Networks. 
By: DAS, ASHOK KUMAR, CHATTERJEE, SANTANU; SING, JAMIJNA 

KANTA. Adhoc & Sensor Wireless Networks. , 2015, Vol, 2.8 Issue 3/4, p221-

256, 45p Abstract: User authentication is a primary concern in a resource 

constrained wireless sensor network (WSN) before accessing leakinle data 

from the nodes inside WSN. in this paper, we propose a novel 

biometric-based user authentication scheme suitable for hierarchical 

wireless body area networks ONBANs). The proposed scheme makes use of 

biometric verification along with password verification, which enables any 

authorized user to access real-time data from any cluster head in the senso₹ 

network. The proposed scheme is light-weight because €t only requires the 

efficient ciyptographic hash .function, and symmetric key encryption and 

decryption algorithms.. The strengths of the proposed protocol are that it 

provides strong authentication as compared to traditional related password-

based authentication schemes in ‘AISNs and achieves some good 

properties such as it works without synchronized clock, it supports freely 

password change by the legitimate users at any time, and it provides low 

computation costs and mutual authentication. ifi addition, the proposed 

scheme provides unconditional security against node capture attack and also 

prevents other attacks such as denial-of-service attack, stolen-verifie€ attack, 

many logged-in users with the same login-id attack, masquerade attack, 

replay attack, privileged-insider attack, smart card breach attack, and man-in-

the-middie attack. Through the formal security verification using AViSPA 

(Automated Validation of Internet Security Protocols and Applications) tool 

we show that our scheme is secure against passive and active attacks. 

Furthermore, the formal security analysis under the random oracle models 

proves that our scheme is provably secure against different known attacks. 

[ABSTRACT FROM AUTHOR]; (AN 1094511.29), Database: Applied Science 

& Technology Source 

Subjects: Biometric identification; Computer access control; Wreless 

sensor networks; Real-time control; Passwords (Computers); Data 

encryption 
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5. Continuous Authentications Using Frequent 
English Terms. 

By: Darabseh. .Alaa; Sinn; Namin, Akbar. Applie₹

Artificial intelligence. 2018, Vol. 32 issue 1, p13-47. 35p. Abstract: Most of 

the current computer systems authenticate a user's identity only at the point 

of entry to the system (i.e., login). However, an effective authentication 

system includes continuous or frequent monitoring of the identity of a user 

already logged into a system to ensure the validity of the identity of the user 

throughout a session. Such a system is called a "<italic>continuous or active 

authenticat€on system<litalic>."  i n atJthentication system equipped with 

such a security mechanisn-i protects the system against certain attacks 

including  session hijacking that can be performed later by a malicious user. 
The aim of this research is to advance the state-of-the-an of the user-active 

authentication research using keystroke dynamics. Through this research, 

we assess the performance and influence of various keystroke features on 

keystroke dynamics authentication systems. in particular, we investigate the 

performance of keystroke features on a subset of most .frequently used 

English words. The performance of four features including key duration, flight 

time latency, diagraph time latency, and word total time duration are 

analyzed. A series of experiments is performed to measure the performance 

of each feature individually as well as the results from the combinations of 

these •feature..s. More specifically, four machine learning techniques are 

adapted Ibr the purpose of assessing keystroke authenticatir.m schemes. 

The selected classification methods are Support Vector Machine (SVM), 

Linear Discriminate Classifier (LDC), K-Nearest Neighbors (K-INN), and 

Naive Bayesian (NB), Moreover, this research proposes a novel approach 

based on sequential change-point methods for early detection of an imp₹t≥ter 

in computer authentication without the needs for any modeling of users in 

advance, that is, no need for a-priori information regarding changes. The 

proposed approach based on sequential change-point methods provides the 

ability to detect the impostor in early stages of attacks. The study is 

performed and evaluated based on data collected for 2.8 users, The 

experimental results indicate that the word total time feature- offers the best 

performance result among ail four keystroke features, followed by diagraph 

time latency. Furthermore, the results of the experiments also show that the 

combination of features enhances the performance accuracy. In addition; the 

nearest neighbor method performs the best among the tour machine learning 

techniques. [ABSTRACT FROM AUTHOR] DOI: 

10,1080/08839514.2018,1447535. (AN: 128926131), Database: Computer 

Source 

Subjects: COMPUTER systems: COMPUTER access control; COMPUTER 
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6. PGFit: Static permission analysis of health and 
fitness apps in loT programming frameworks 

By Nobakht, Mehdi, Sul, Yulei, Se.neviratne, Aruna; Hu. Wen. In Journal of 

Network and Computer Applications. 15 February 2020 152 Language: 

English, DO l: 10,10161.inca,2019.102509 Abstract: Popular Internet of 

Things (loT) programming frameworks, such as Google Fit, enable third-

party developers to build apps that store and retrieve user data from a 

variety of data sources such as wearable devices. Most of these apps, 

particularly those that are health and fitness-•€related, collect potentially 

sensitive personal data and send it to cloud seNers. Analogous to Android 

OS, loT programming frameworks often follow similar pemission model; 

third-party apps on loT platforms prompt users to grant the apps the access 

to their private data stored on cloud servers of loT programming frameworks. 

Most users have a poor understanding of why these permissions are being 

asked. This can often lead to unnecessary •permissions being granted, which 

in turn grant these apps with excessive privileges. Over-•priv€leged apps 

might not be harmful to users when they are used as designed, however:

they can potentially be exploited by a malicious actor in a cyber security 

attack, This is of particular concern with health and fitness apps, which may 

be exploited to leak highly sensitive personal information, This paper 

presents PGFit a static permission analysis tool that precisely and efficiently 

identifies privilege escalation in third-party apps built on top of a popular loT 

programming framework, Google Fit. PGFit extracts the set of requested 

permission scopes and the set of used data types in Google Fit-enabled 

apps to determine whether the requested permission scopes are actually 

necessary, f GFit performs graph reachability analysis on inter-procedural 

control flow graph. PGFit serves as a quality assurance tool for developers 

and a privacy checker for app users. We evaluated PGFit using a set of 20 

popular Googie Fit-enabled apps downloaded from Google Play. Our tool 

successfully identified the unnecessary permission scopes granted in 0:if' 

data set apps and found that 5 (30%) of the 20 apps are over-privileged, 

(AN: $1084804519303698), Database: ScienceDirect 

Subjects: Permissions; Principle of least privilege; Static program analysis; 
loT programming frameworks; Google Fit; Health and fitness data 
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7. Patent Application Titled 'information Processing 
Device, Application Software Start-Up System, 
And Application Software Start-Up Method' 
Published Online (USPTO 20190362061) 

In: information Technology Newsweekiy, Dec 17, 2019, 2279; NewsRX LLC, 

Language: English. Abstract: 2019 DEC 17 (Ve.rticaiNews) By a News 

Reporter-Staff News Editor at in€ormat€ors Technology Newsweekly — 

According to news reporting originating from Washington, D.C., by 

VenicalNewsE) rnalists, a patent application [...I (AN: edsgel.60872.0217), 

Database: Gale General OneFile 

Subjects: Japan; Software quality; Software Methods; Software --

Intellectual property: Control equipment -- Methods; Control equipment --

Intellectual property 
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8. Continuous authentication for VANET 
By Palaniswarny, Basker; Camtepe, Seyit; Foci, Ernest: Simpson, Leonia; 

Rezazadeh Baee, Mir Ali; Pieprzyk, Josef. in Vehicular Communications. 

Octobµr 2020 25 Language: Eng€€ish. DOI: 10.1016/j.vehcom.2020,100255 

Abstract: Vehicular Ad-hoc Network (VANET) services use a range of 

information, such as traffic conditions and location information, for safe 

and convenient driving. Information exchange in VANET happens in 

Vehicle-to-Infrastructure (V2€) and Vehicle-to-Vehicle (V2V) communication 

modes. Severa€ V21 and V2V authentication protoco€ suites are proposed to 

protect the information from attacks, namely replay, masquerading and 

man-in-the-middle. This paper identifies critical weaknesses in the protocols 

proposed for V2I and V2V communication modes and proposes a new 

protocol suite as a countermeasure. Our protocol suite is composed of driver 

authentication, V2I and V2V key exchanges, information exchange; offline 

password change and vehicle complain protocols. Our V2.1 key exchange 

protocol facilitates handoff capability to ensure continuous authentication 

when vehicles move from the coverage of one roadside unit (RSU) tc 

another. The protoco€ also assures detectability to denia€-of-service (DoS). 

Our V2V key exchange protocol enables vehicles to verify the time-bounded 

validity of certificates of vehicles and integrity of keys. We use the random 

oracle mode€ to prove the security of our key exchange protocols and prove 

various security attributes of the protocols informally. Tarnarin tool is used to 

formally verify the security properties of our driver authentication and key 

exchange protocols. Performance comparisons show that our driver 

authentication and key exchange protocols assure lesser computation 

overhead and more functional attributes than the existing protoco€s. 

Simulation performance ensures the fast key dissemination capability of our 

protoco€ suite. (AN: S2214d00620300267), Database: ScienceDirect 

Subjects: Secure-vehicular-commun€cation; Security and privacy; VANET 

authentication; V2I and V2V key exchange; Handoff authentication: 

Formal verification 
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S. Enhanced Tacit Secrets: System-assigned 
passwords you can't write down, but don't need to. 

By: joudaki, Zeinab; Thorpe, Julie; Vargas Martin, Miguel. international 

Journal of information Security. Apr2019, Vol. 1t Issue 2, p239-255. 17p. 

Abstract: We explore the feasibility of Tacit Secrets: system-assigned 

passwords that you can remember, but cannot write down or otherwise 

communicate. We design an approach to creating Tacit Secrets based on 

contextual cueing, an implicit learning method previously studied in the 

cognitive psychology literature. Our feasibility study indicates that our 

approach has strong security properties: re.sistance to brute-force attacks;

online attacks, phishing attacks, some coercion attacks, and targeted 

impersonation attacks, it also offers protection against leaks from other 

verifiers as the secrets are system-assigned. Our approach also has some 

interesting usability properties, a high login success rate, and low false 

positive rates. We explore enhancements to our approach and find that 

incorporating eye-tracking data offers substantial improvements, We also 

explore the trade-offs of different configurations of our design and provide 

insight into valuable directions for future work, [ABSTRACT FROM AUTHOR] 

DOI: 10.1007Is10207-018-0408-2. (AN:13532.676a Database: Computer 

Source 

Subjects: PASSWORDS (Computers); COMPUTER access control; FALSE 

personation; INTERNET security; PHISHING 
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o. A new authentication protocol for healthcare 
applications using wireless medical sensor 
networks with user anonymity. 

By: Li, Xiong: Niu, jianwei; Kumari, Sa€i,f; Liao, Junguo; Liang, Wei: Khan, 

Muhammad Khurram. Seoul* & Communication Networks , Oct2016, Vol, 9 

issue 15, p2643-2.655, 13p Abstract: ABSTRACT With the development and 

maturation of the wireless commu ication technologies, the yvireless sensor 

networks have been widely applied in different environments to acqui€

specific information. The wireless medical sensor networks (WMSN), as a 

professional application of the wireless sensor networks in medicine, have 

attracted more and more attention because of its potential in improving the 

quality of healthcare services, Through the WMSNs, the parameters of 

patients' vital signs can be gathered from the sensor nodes equipped on the 

body of the patients and then can be accessed by the healthcare 

professionals by using a mobile device. By reason of the open feature of 

wireless communication, how to guarantee secure communication becomes 

impoitant issue. On the other hand, because the vital signs parameters 

are sensitive to the patients" health status and no one wants to reveal it to the 

others except the healthcare professionals, the protection of patients' privacy 

becomes another key issue for WMSNs applications. User authentication 

protocol with anonymity is the most basic and commonly used method to 

resolve the security and p€ivacy issues of WIVISNs, Recently, He et at 

proposed an enhanced authentication protocol for healthcare applications 

using ‘NMSNs to protect the security and privacy problems. However, we find 

that their scheme is incorrect in authentication and session key agreement 

phase, Besides, their scheme has no wrong password detection mechanism, 

which will not only waste the unnecessary computation and communication 

costs, but also may deduce the denial of service problem. in this paper, the 

biometric is introduced as the third authentication factor, and a new user 

anonymous authentication protocol based on WMSNs is designed so as to 

remove the drawbacks of the protocol of He et at Compared with previous 

protocols, the new presented protocol enhances the security and also keeps 

the computat€on efficiency. Copyright © 2015 John Wiley & Sons, Ltd. 

[ABSTRACT FROM AUTHOR]; DOI: 10,100.21sec.1214, (AN 118222100;

Database: Applied Science & Technology Source 

Subjects: Computer access control; Computer network protocols; Wireless 

sensor networks; Wireless communications security; Radio and Television 

Broadcasting and Wireless Communications Equipment Manufacturing; 

Wireless Telecommunications Carriers (except Satellite); Health information 

exchanges 
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11. Opportunistic sensing for inferring in-the-wild 
human contexts based on activity pattern 
recognition using smart computing 

€By Ehatisharn-ul-Had, Muhammad: Azarn, Muhammad Awais. In Future 

Generation Computer Systems. May 2020 1 06:374-392 Language: Engl₹sh. 

DOI: 10,101811.inture.2020.01,003 Abstract: in recent years, with the 

evolution of internet-of-things and sma₹t sensing technologies, sensor-based 

physical activity recognition has gained substantial prominence, and 

numerous research works have been conducted in this regard. However, the 

accurate recognition of in-the-w€l, humaa₹; activities and the associated 

contexts remains an open research chailenge to be addressed. This 

research work presents a novel activity-aware human context recognition 

scheme that explicitly learns human activity patterns ₹₹; diverse behavioral 

contexts and infers in-the-wild user contexts based on phys₹cal activity 

recognition. In this aspect, five' daily living activities, e.g., iying, sitting, 

standing, walking, an€d running, are associated with overall fourteen different 

behavioral contexts, including phone positions. A publ₹c domain dataset, i.e., 

ExtraSensory, is used for evaluating the proposed scheme using a series of 

machine learning classifiers. Rando€i? Forest classifier achieves the best 

recognition rate of 88.4% and 89.8% in recognizing five physical activities 

and the associated behavioral contexts, respectively, which demonstrates 

the efficacy of the proposed method. (AN: S0107739X19314967), Database: 

ScienceDrect 

Subjects: Activity recognition; Human context recognition; In-the-wild; 

Machine learning; Pervasive computing; Smart sensing 

Ftfli Text Finder USPTO Rill Text Opt€ons 

http ://eds.b . eb s coho st. com/eds/results?vi d=0& si d=5 e77631 e-7080-45 ab-ab c0-cb 82267490a... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 303



Result List: performing user authentication to obtain an authentication res...: Discover ... Page 12 of 30 

12. Building an efficient intrusion detection system 
based on feature selection and ensemble 
classifier 

By Zhou, Yuyang; Chong, Guang; Jiang, Shanqing; Dal, Mien, In Computer 

Networks. 19 June 2020 174 Language: English, DOI: 

10.1016/j.comnet.2020.107247 Abstract: Intrusion detection system (IDS) is 

one of extensively used techniques in a network topology to safeguard the 

integrity and availability of sensitive assets in the protected systems. 

Although many supervised and unsupervised learning approaches from the 

field of machine learning have been used to increase the efficacy of lDSs, it 

is still a problem for existing intrusion detection algorithms to achieve good 

performance. First, lots of redundant and irrelevant data in high-dimensional 

datasets interfere with the classification process of an IDS. Second, an 

individual classifier may not perform well in the detection of each type of 

attacks. Third, many models are built for stale datasets, making thµm less 

adaptable for novel attacks. Thus, we propose a new intrusion detection 

framework in this paper, and this framework is based on the feature 

selection and ensemble learning techniques. In the first step, a heuristic 

algorithm called CFS-BA is proposed for dimensionality reduction, which 

selects the optimal subset based on the correlation between features. Then, 

we introduce an ensemble approach that combines 04.5, Random Forest 

(RF), and Forest by Penalizing Attributes (Forest PA) algorithms. Finally, 

voting technique is used to combine the probability distributions of the base 

learners for attack recognition. The experimental results, using REST...-KDD, 

AVID, and CIC-IDS2017 datasets, reveal that the proposed CFS-BA-

Ensemble method is able to exhibit better performance than other related 

and state of the art approaches under several metrics. (AN: 

S1389128619314203), Database: ScienceDirect 

Subjects: Cyber security; Intrusion detection system; Data mining; Feature 

selection; Ensemble classifier 
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13. Exploring the cognitive process for service task in 

smart home: A robot service mechanism 
By Zhang, Ying; Tian, GU 0 h tri; Chen, Huanzhao. in Future Generation 

Computer Systems. January 2020 102:588-602 Languaae: English. DOI: 

10.101 eilfuture.2019.09,020 Abstract: Smart home (SH) has been widely 

viewed as a promising paradigm to enhance the quality of life by providing 

context-aware services, Although the remarkable progress in 3I-1 has been 

made, it still remains a challenging problem to actively discover and provide 

complex service tasks in a proper way, especially bridging the gap between 

the complex tasks and the executable task descriptions by robot, To address 

this problem, this paper explores a robot service mechanism based on 

system cooperation in SR. Through the combination of intelligent space a€Ad. 

robot, a system architecture of SH is presented, whe€e the abilities of 

environmental perception and service execution can be effectively improved. 

For supporting the proposed system architecture and service task, a 

knowledge-based context model is proposed to address the data 

heterogeneity issue. Then the robot service mechanism of how to actively 

discover and provide the service task in the right way is fully revealed, the 

purpose of which is to provide a feasible. solution for improving the quality of 

life, in particular, the comprehensive cognithie p€ocess of service task, 

including task cognition, task inference, task planning and task assessment, 

and autonomous navigation of service robot, are exposed. The 

comprehensive experimental evaluations are conducted in the real-world, 

and the results demonstrate the feasibility and effectiveness of the 

presented schemes. (AN: S016773.9X19311197), Database: ScienceDirect 

Subjects: Smart home; Robot service mechanism; System cooperation; 

Knowledge representation; Cognitive process; Active service 
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14. Trustworthiness and a Zero Leakage OTMP-P2L 
Scheme Based on NP Problems for Edge Security 
Access + 

By: Han, Daoqi; Cu, Xiaofeng, Lei, Yueming. Sensors (14248220), Apr2020, 

'Vol. 20 issue 8, p2231. .1p. Abstract: Resource constraints have prevented 

comprehensive cryptography and multifactor at  in numerous 

Internet of Things 00T) connectivity scenarios. Existing loT systems 

generally adopt lightweight security protocols that lead to compromise and 

privacy leakage. Edge computing enables better access control and privacy 

protection, furthermore, blockchain architecture has achieved a trusted store 

of value by open-source and distributed consensus mechanisms. To 

embrace these new paradigms, we propose a scheme that employs one-time 

association multitasking proofs for peer to local authentication (OTMP-P21.). 

The scheme chooses relevant nondeterministic polynomial (NP) problem 

tasks, and manages localized trust and anonymity by using smart devices 

such as phones and pads, thereby enabling to devices to autonomously 

perform consensus validation with an enhanced message authentication 

code. This nested code is a one-time zero-knowledge proof that comprises 

U It pie logic verification arguments. To increase diversity and reduce the 

workload of each one, these arguments are chained by a method that 

establishes some of the inputs of the following task from the output of 

previous tasks. We implemented a smart lock system and confirmed that the 

scheme outperforms loT authentication methods. The result demonstrates 

s F.)erior flexibility through dynamic difficulty strategies and succinct non-

interactive peer-to-peer (P2P) verification, [ABSTRACT FROM AUTHOR] 

DO I: 10.3390/52008.2.231. (AN: 143076745), Database: Academic Search 

Complete 

Subjects: MESSAGE authentication codes; CONFIRMATION (Logic); 

PEER-to-peer architecture (Computer networks): MULTI-factor 

authentication; COMPUTER network architectures; CRYPTOSYSTEMS; 

SMARTPHONES; LEAKAGE 
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15, A bionletric a• uthentication modes using hand 
gesture images, 

By: Simon Fang; Yon Thuang; Fister, •Iztok; Fister jr, iztek. SioMedicai 

Engineering Online, 2013, Vol. 12 issue 1, p2-27. 26p. Abstract: A novel 

hand biometric authentication method based on measurements of thµ 

user's stationary hand gesture of hand sign language is proposed. The 

measurement of hand gestures could be sequentially acquired by a low-cost 

video camera.. There could possibly be another levµl of contextual 

information, associated with thesµ hand signs to be used in biometric 

authentication. As an analogues instead of typing a password 'iloveti` in text 

which is relatively vvulnerablµ over a communication network, a signµr can 

encode a biometric password using a sequence of hand signs, T, '0', V, 

'e', and Subsequently the features from the hand gesture images are 

extracted which are integrally fuzzy in nature, to be recognized by a 

classification model for tµiling if this signer is who he claimed himself to be, 

by examining over his hand shape and the postures in doing those signs. It is 

believed that everybody has certain slight but unique behavioral 

characteristics in sign language, so are the different hand shape 

compositions, Simple and efficient image processing algorithms are used in 

hand sign recognition., including intensity profiling, color histogram and 

dimensionality analysis, coupled with several popular machine learning 

algorithms. Computer simulation is conducted for investigating the efficacy of 

this novel biometric authentication model which shows up to 93.75% 

recognition accuracy. [ABSTRACT FROM AUTHOR] DOI: 10.1186/1475--

925X-12,111. (AN; 91845977), Database: Academic Search Complete 

Subjects: BIOMETRIC identification; GESTURE; HAND signals; MACHINE 

learning; SIGN language; Translation and Interpretation Services 
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16. A survey on security issues of 5G NR: Perspective 
of artificial dust and artificial rain 

By Shafi, Misbah; Jtm, Rakesh Kumar; Sabrai, Manish. in journal of Network 

and Computer pA♦plications. 15 June 2020 160 Lanouage: English. DOI: 

10,1016iljnca.2020.102597 Abstract: 5G NP (New Radio) incorporates 

concepts of novel technologies such as spectrum sharing, D2D 

communication. UDN, and massive MAIO, However, providing security and 

identifying the security threats to these technologies occupies the prime 

concern. This paper intends to provide an ample survey of security issues 

and their countermeasures encompassed in the technologies of 5O NR. 

Further, secu€ityt concerns of each technology are defined mathematically, 

Thereby defining the impact on the factors of security. Moreover, a 

methodology is developed in which the influence on security due to a€tificially 

generated rain and artificially generated dust on the wireless communication 

network is studied. By doing so, an attacking scenario is identified, where a 
half-duplex attack in D2D communication is attained. Half-duplex attack 

specifies the attack solely on the downlink to spoof the allocated resources, 

with reduced miss-rate. Thus, ultra-reliable and adequate advances are 

required to be addressed to remove the obstacles that create a hindrance in 

achieving the secured and authenticated communicating network. (AN: 

81084804520300710), Database: ScienceDireet 

Subjects: 50 NR; Security; Artificial rain; Artificial dust; D2D; Miss-rate; Half-

duplex attack 
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17. Security analysis of drones systems: Attacks, 
limitations, and recommendations 

By Yeacoub, Jean-Paul; Noura, Hassan; Selman, Dia; Chetiab„Aii. in 

Internet of Things. September 2020 11 Lanouage: English. DOI: 

10.1016/j.iot.2020.1 00218 Abstract: Recently, the world witnessed a 

significant increase in the number of used drones, with a giobai and 

continuous rise in the demand for their mufti-purpose applications. The 

pervasive aspect of these drones is due to their ability to answer people's 

needs. Drones are providing users with a bird's eye that can be activated 

and used ;almost anywhere and at any time. However, recently, the malicious 

use of drones began to emerge among criminals and cyber-criminals 

The probability and frequency o₹ these attacks are both high and their impact 

can be very dangerous with devastating effects. Therefore, the need for 

detective, protect₹ve and preventive counter-measures is highly required. The 

aim of this survey is to inve,stigate the emerging threats o₹ using drones in 

cyber-attacks, along the countermeasures to thwart these attacks. The 

different uses of drones for malicious purposes are also reviewed, along the 

possible detection methods. As such, this paper analyzes the exploitation of 

drones vulnerabilities within communication links, as wel€ as sma€'t devices 

and hardware, inciuding smart phones and tablets. Moreover, this paper 

presents a detailed review on the drone.+Unman€'ed Aerial Vehicle (UAV 

usage in multiple domains (Le civilian, m€litany, terrorism, etc.) and for 

different purposes. A realistic attack scenario is also presented, which details 

how the authors pertOrmed a simulated attack on a given drone .following the 

hacking cycle. This review would greatly help ethical hackers to understand 

the existing vulnerabilities of UAVs in both military and civilian domains. 

Moreover, it allows them to adopt and come up with new techniques and 

technologies for enhanced Li/Vs./attack detectieo₹₹ and protection. As a result, 

various civilian and military anti-drones/UAVs (detective and preventive) 

countermeasures will be reviewed. (AN: S254.266051930211 Database: 

ScienceDirect 

Subjects: UAV; UAS; UUV; Armed drones; Drone/UAV warfare; 

Terrorismicounter-Terrorism; Drones security; Drones threats and 

vulnerabilities; Drones attacks; Drones security countermeasures techniques; 

Drones forensics 
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1S. Motion-based countermeasure against photo and 
video spoofing attacks in face recognition 

By Edmunds, Taiarniti; Capiier, Alice. In Journal of Visual Communication 

and !mace Representation. January 2018 50:314-332 Language: Eng€€sh. 

DO I: 10„10181„jvcir.2017.12,004 Abstract: Hig€h':€g€hts .A nova€ motion-based 

countermeasure based on rigid and non-rigid face movements is 

introduced,-ideriblication and characterization of discriminant motion cues: 

natural motions from real faces and peculiar fake face motions such as the 

absence of motion, hand-shaking movements and simulated 

rnOVerneflts,.Extensive experiments are conducted on the latest public spoof 

databases, name€y CAS€.A-FASD, Re.playAttack-DB, iVISULAIFSD and NASD 

databases..Generalization issues are investigated via cross-database 

evaluations in ,particular.-°.A detailed review of dynamic face anti-spoofing 

countermeasures is provided. (AN: S1047320317302365), Database: 

ScienceDirect 

Subjects: Motion cues; Face anti-spoofing; Fisher kerne€; Rep€ay attacks 
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I9. A fingerprint based bio-cryptographic security 
protocol designed for clientlserver authentication 
in mobile computing environment. 

By: Xi, Kai; Ahmed, 'Tohari. Han, Fengling; Hu, Jiankun. Security & 

Communication Networks , May2011, Vol. 4 issue 5, p487-499, 13p Abstract: 

With fast evolution of mobi€e devices and mobile network, the need of 

protecting user sensitive information locally and performing secure user 

authentication remotely become evermore increasing. Bic-cryptography is 

emerging as a powerful solution which can combine the advantages of 

conventional cryptography and biometric security. in this paper, we present 

an efficient bio-cryptographic security protocol designed client/server 

authentication in current mobile computing environment, with a reasonable 

assumption that server is secure. in this protocol, fingerprint biometric is 

used in user verification, protected by a computationally efficient Public Key 

infrastructure (PKI) scheme, Elliptic Curve Cryptography (EGO). The genuine 

fingerprint information is hidden in the feature vault which is the mixture of 

genuine and chaff features. Fingerprint features are not only used for 

biometric ve.rification but also for cryptographic key generation. Our security 

analysis shows that the proposed protocol can provide a secure and 

trustworthy authentication of remote mobile users over insecure network. 

Experimental results on public domain database show an acceptable 

verification performance. We also tested the computational costs and 

efficiency of our protocol on the CLDC emulator using Java ME (previous 

j2i1/4.11E) programming technology. The simulation results prove that the 

proposed protocol suits current mobile environment. Copyright © 2010 John 

Wiley & Sons, Ltd, In this protocol, fingerprint biometric is used in user 
verification, protected by a computationally. efficient Public Key infrastructure 

(PKD scheme, Elliptic Curve Cryptography (ECC)„ The genuine fingerprint 

information is hidden in ₹he feature vault which is the mixture of genuine 
and chaff features. Fingerprint features are not only used for biometric 

verification but also for cryptographic key generation. [ABSTRACT FROM 

AUTHOR]; DOI: 10.10021sec.225; (AN 60026563), Database: Applied 

Science & Technology Source 
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20. Analysis of interaction trace maps for active 
authentication on smart devices. 

By; Ahmed, jarnii; Sailed, Muhammad; Jan, Zahoor; Mehmood. irfan; Rho, 

Seungmin; Baik, Sung. Multimedia Tools f.3: Applications Feb2017, Voi. 76 

Issue 3, p4069-4087, 19p Abstract: The availability and affordability of 

handheld smart devices have made life easier by enabling us to do 14`₹?F'` on 

the go. Their widespread use brings with it concerns relating to data security 

and privacy. The rising dema€d to secure private and highly confidential data 

found on smart devices has motivated researchers to devise means for 

ensuring privacy and security at all times. This kind of continuous user 

authentication scheme would add an additional layer of much needed 

security to smart devices. in this context, touch screen interactions have 

recently been studied as an e➢ffect€ve modality to perform active user 

authentication on mobile devices. In this paper, a visual analysis based 

active authentication framework has been presented. Considering the touch 

screen as a canvas, interaction trace maps are constructed as a result of 

user interactions within various applications. The user touch gestures are 

captured and represented as drawing strokes on the canvas. The behavioral 

and physiological characteristics of users are modeled as signatures by 

combining texture and shape features from the interaction trace maps, A two 

step mechanism with support vector machines explo€t this signature to 

perform active user authentication. Experiments conducted with: various 

datasets show£ that th₹e proposed framework compares favorably with other 

state-of-the-art. methods. [ABSTRACT FROM AUTHOR); DC A: 

10.1007/511042-016-3450-T ( tN 121442.576), Database: Applied Science & 

Technology Source 

Subjects: Computer access control; Data security; Support vector machines; 
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21. Data security in mobile cloud computing paradigm: 
a survey, taxonomy and open research issues. 

By: Bhatia, Tarunpreet; Verma, A. Journal of Supercomputing jun2017, Vol. 

73 issue 6, p2558-2€631, 74p. Abstract: The incessant spurt of research 

activities to augment capabilities of resource-constrained mobile devices by 

leveraging heterogeneous cloud resources has created a new research 

impetus called mobile cloud computing. However, this rapid relocation to the 

cloud has fueled security and privacy concerns as users' data leave owner's 

protection sphere and enter the cloud. Significant efforts have been devoted 

by academia and research community to study and build secure frameworks 

in cloud environment, but there exists a research gap for comprehensive 

study of security frameworks in mobile cloud computing environment. 

Therefore, we aim to conduct a comprehensive survey to analyze various 

cryptographic, biometric and multifactor lightweight solutions for data 

security in mobile cloud. This survey highlights the current security issues in 

mobile cloud environment and infrastructure, investigates various data 

security frameworks and provides a taxonomy of the state-of-the-art data 

security frameworks and deep insight into open research issues for ensuring 

security and privacy of data in filebile cloud computing platform. [ABSTRACT 

FROM AUTHOR] DOI: 10.1007/s11227-016-1045-y. (AN:123190258), 

Database: Academic Search Complete 

Subjects: DATA security; CLOUD computing; MOBILE computing; ACCESS 
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22. 'rivacy-Constrained Biometric System for Non 
Cooperative Users. 

By: S. jahromi, Mohammad N.; Buch-Cardona, Pau; Avots„ Egils; Nasrollahi, 

Kernel. Escalera, Sergio; Moeslund, Thomas B., Anbanatari„ Ghoiamreza. 

Entropy, Nov.2019, Vol. 21 Issue 11, pl 033-1033. ip. Abstract: W€th the 

consolidation of the new data protection regulation paradigm for each 

individual within the European Union (Eti), major biometric technologies are 

now confronted with many concerns related to user privacy` in biometric 
dep€oyments. When individual biometrics are disclosed, the sensitive 

information about his/her personal data such as financial or health are at 

high risk of being misused or compromised. This issue can be escalated 

considerably over scenarios of non-cooperative users, such as elderly 

people residing in care homes, with their inability to interact conveniently and 

securely with the biometric system. The primary goal of this study is to 

design a novel database to investigate the problem of automatic people 

recognition under privacy constraint, To do so, the collected data-set 

contains the subject's hand and foot traits and excludes the face biometrics 

of individuals in order to protect their privacy. We carried out extensive 

simuiations using different baseline methods, including deep learning. 

Simulation results show that, with the spatial features extracted from the 

subject sequence in both individual hand or foot videos, state-of-the-art deep 

models provide promising recognition performance. [ABSTRACT FROM 

AUTHOR] IDOl: 10,3390Ie21111033. ON: 139663108), Database: Academic 

Search Complete 

Subjects: OLDER people; DATABASE design; PERSONALLY identifiable 

information; DATA protection; DEEP learning; MULTIMODAL user 

interfaces; EUROPEAN Union 
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23. User perspective and security of a new mobile 
authentication method, 

By: Lake, Pawel; Mazurczyk, Wojciech. Telecommunication Systems, 

Nov2018, Voi. 69 issue 3, p365-379. 15p. Abstract: This paper describes a 

new mobile authentication method which is base€t on an Open ID Connect 

standard and subscriber identity module card. The proposed solution 

enables users to access websites, services and applications without the 

need to remember passwordss responses or support of any equipment. The 

proposed method is evaluated from the users' perspe.ctive as well as from 

the security viewpoint. Moreover, we compare it with the two most popular 

existing authentication schemes i.e. static passwords and SMS OTP (one 

time password). In order to evaluate: user's view on various authentication 

methods a questionnaire was prepared and distributed among 40 

participants. Obtained results revealed that the new authentication scheme 

yielded better results than the existing methods. Finally, we also performed 

a security analysis with respect to all abovementioned authentication 

solutions to assess whether there an any major risks ri.Elz.,ited to the proposed 

method. ABSTRACT FROM AUTHOR] DO I: 10.10077s11235-018-0437-1. 

(AN:132044390), Database: Engineering Source 

Subjects: SMART cards; COMPUTER access control; CYBERCRiMINALS; 

COMPUTER crime prevention; COMPUTER network architectures 

HIML Full Text PDF Full Text (1.6MB) USPTO Full Text Options 

http ://eds.b . eb s coho st. com/eds/results?vi d=0& si d=5 e77631 e-7080-45 ab-ab c0-cb 82267490a... 6/7/2020 
IPR2025-01313; Samsung 

Ex. 1002 - Page 315



Result List: performing user authentication to obtain an authentication res...: Discover ... Page 24 of 30 

24. Artificial immune Systems approaches to secure 
the internet of things: A systematic review of the 
literature and recommendations for future 
research 

By Aldhaheri, Sahar: Alghazzawi, Daniyal; Cheri j, Barnawi„Ahmed; 

Alzahrani, Bandar A.. In Journal of Network and Computer Applications. 1 

May 2020 157 Language: English. DOI: 10.10161.]nca.2020.102537 

Abstract: As the Internet of Things 00T) recently attains tremendous 

popularity, this promising technology leads to a variety of security challenges, 

The traditional solutions do not fit the new challenges brought by the loT 

ecosystem. Although the development's area of Artificial immune Systems 

(AIS) provides an opportunity to iinprove security issues and create a fenile 

and exciting environment for further research and experiments, there is not 

any systematic and comprehensive study about analyzing its importance for 

loT environment. Therefore, this work aims to identify, evaluate, and perform 

a comprehensive study of empirical research on the studies of AIS 

approaches to secure the loT environment. The relevant and high-quality 

studi:.,,s are addressing usinu three research questions about the main 

research motivations, existing solutions, and future gaps and directions. The 

AIS approaches have been divided into three main categories based on loT 

layers, and detailed classifications have also been included based on 

different parameters. To achieve this aim, the authors use a systematic 

literature review (SLR) as a powerful method to collect and critically analyze 

the research papeis. Also, the authors discuss the selected studies and their 

main techniques, as well as their benefits and drawbacks in general. This 

research process strives to build a knowledge base for AIS solutions under 

the umbrella of loT security and suggest directions for future research. (AN: 

S1084804520300114), Database: ScienceDirect 

Subjects: Artificial intelligence; Artificial immune system; Artificial immune 

networks; Clonal selection; Cyber security; Danger theory; Dendritic cell; 

Internet of things; loT; Negative selection; Network security 
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25. Multimodal kilometric Person Authentication: A 
Review 

By: Sahoo, Seyuj Kumar; Choubisa, Tamil; Prasanna, S. R. ivlahadeva. JET C' 

Technical Review, Jan/Feb2012, Vol. 29 ISSUE: p54-75. 22p. 7 Diagrams. 

Abstract This paper provide.s a review of multi odal biometric person 

authentication systems. The paper begins with an introduction to 

biometrics, its advantages, disadvantages, and authentication system 

using them. A brief discussion on the selection criteria of different biometrics 

is also given. This is followed by a discussion on the classification of 

biometric systems, their strengths, and limitations. Detailed descriptions on 

thµ multimodal biometric person authentication system, different modes of 

operation, and integration scenarios are also provided, Considering the 

importance of information fusion in multi-bionietric approach, a separate 

section is dedicated on the different levels of fusion, which include sensor-

feature.-level, score-level, rank-level, and abstract-level fusions, and 

also different rules of fusion. This paper also presents an overview of some 

performance parameters and error rates for biometric person 

authentication systems. A separate section is devoted to the recent trends 

in biometrics field, namely, adaptive biometric system, analysis of 

complementary and supplementary information, and physiological 

biometrics. The paper concludes with a discussion on the issues that are 

currently holding the deployment of rnultirnodai biometric person 

authentication systems and a possible scope lbr future work. [ABSTRACT 

FROM AUTHOR] DOI: 10,4103/02564602.03139. (AN: 73183333), 

Database: Academic Search Complete 
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26. Time/Space based Mometric Handwritten 
Signature Verification 

By: Goncaives, Ricardo P.; Augusto, :Alexandre B.; Correia, kilanuel E. MT/ 

(Iberian Conference o€3 Information Systems ,X: mchnotogiess ConfettIncia 

iberica de Sistemes e Tecnotogias de Info:mac6c) Proceedings , 2015, Vol. 

1, p934-930, elp Abstract: Handwritten signature recognition is stiii the most 

widely accepted method to validate paper based documents. However, in 

the digital world, there is no readymade way to distinguish a real handwritten 

signature on a. scanned document .from a forged copy of another signature 

made by the same person on another document that is simply "pasted" into 

the forged document. In this paper we describe how we are using the touch 

screen of smaitphones or tablets to collect handwritten signature images and 

associated biometric markers derived from the motion d)rection of 

handwritten signatures that are made directly into the device touchscreen. 

These time base biometric markers can then be converted into signaling 

time waves, by using the dragging or lifting movements the user makes with 

a touch screen omnidirectional tip stylus, when he handwrites is signature at 

the device touchscreen, These time/space signaling time waves can then be 

converted into a biometric hit stream that can be matched w€th previously 

enrolled biometric markers of the user's handwritten signature, In this paper 

we contend that the collection of these simple biometric features is sufficient 

to achieve a level of user recognition and authentication that is sufficient for 

the majority of online user authentication and digital documents 

authenticity. [ABSTRACT FROM AUTHOR]; (AN 114061177), Database: 

Applied Science & Technology Source 

Subjects: Biometric identification; Digital signatures; Touch screens; 

Computer Terminal and Other Computer Peripheral Equipment 

Manufacturing: Computer and peripheral equipment manufacturing; 
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27. Three-Factor Anonymous Authentication and 
Key Agreement Scheme for Teiecare Medicine 
information  Bustsms, 

By: Arshad, Harned, Nikooghadarn, Morteza, Journal of Medical SyS;ems. 

Dec2014, Vol. 38 issue: 12, p1-12. 12p. 2 Diagrams, 3 Charts. Abstract: The 

article discusses the research on, preventing computer network ecur€ty 

failures in teiecare medicine information systems using a three-factor 

anonymous authentication and key agreement scheme. Topics discussed 

include how computer network are vulnerable to replay attacks and Denial-
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