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The status flag alond 'vtnth‘the flnger coordlnates extracted at steps 450 and 460, are transmitted
to the relevant computer software at step 490 ... 22. The system of claim 1 further comprising a data
transmission circuit for transmitting said at Ieast one contact parameter to the ...
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Biomefrics identification module and personal wearable slectronics network based
autheﬂtsmt;on and tranbawtaon proeessang

. identification module may compnse a Personal ID module a Static and Dynamlc Biometric ID
moduIe . Electrical signals (such as brain waves, EKG signals, etc.) may be acquired through a .
device(s). In one embodiment, biometrics ID module/device may also acquire data from ...

Yr BY Oiedby 81 Relaied aticles  All4 versions 99

A eurvey on touoh dynamaes authenttcation i mc:bste rjewces

RN

. with other blometrlcs features such as face and voice blometrlcs the feature acquisition of touch
dynamlcs . This is because the acquiring and processing of touch dynamics patterns can be carried ...
suited to this mode, as touch dynamics data can be acquired transparently over a ...

Yr DY Ciedby 83 Relaied articles Al 8 versions

information processing device, application software start-up system, and application
software start up metttod

Ry

... Info ... US 201 916535574 A USZO1 916535574 A US 201 916535574A US 2019362061 A1
US2019362061 A1 US 2019362061A1 Authority US United States Prior art keywords biometric
information information user processing device dynamic biometric Prior art date 2019 ...

P B9 AlZversions ¥

Automats» gaan ampitfter for biometric sensor devme

i G, AR Russo - USH R) atanis

prlnted orwntten characters or for recognising patterns, eg flngerprlnts G06K9/00006—Acqumng
or recognising ... Dynamic finger detection mechanism for a fingerprint sensor ... 1999-11-16, Lucent
Technologies, Apparatus for correcting fixed column noise in images acquired by a..

P DY Chedby 42 Related aticles Al 2 versions 99

Secure network and networifed devs{;es ueang bmmetrtcs

R 2N Roske 3 S

Secure network and networked dewces usmg blometrlcs Download PDF Info . US 19494902

A US19494902 A US 19494902A US 2003115490 A1 US2003115490 A1 US 2003115490A1

Authority US United States Prior art keywords biometric biometric data device data secure ...
B9 Ciedby 151 Relaied articles Al 2versions 99

Personai authentication system

un|t 505 for rece|vmg |nformat|on from a Iocatlon |nformat|on send|ng office 520 and acquiring
the location of ... (2) The location/connection information thus acquired is checked ... a time-axis
evaluation and a frequency-axis evaluation by using the dynamic weighted coefficientwith
v P9 Ciediy 35  Related articles Al 4 versions 3D

Combtned f;ngerprmt a@:qutsatton and eontrot device

. wou be scanned at 410 and then |mmed|ately stored in a dynamically accessible memory ..
computer 100, could enable or disable transmission of acquired fingerprint image data ... for
combined fingerprint acquisition for user authentication and for acquiring control parameters
P DY Ciedby 228 Relsted aticles Al 4 versions 99

Authentacatton gats pereonai with baometnes
4 Q &, Q CN WL, 2 e

.in WhICh 5|gnal processmg methodology is applled to the dynamlcally acquired time sequences ..
||) feature-based approaches, in which statistical parameters are derived from the acquired
information ... aspect ratio, center of mass, or horizontal span ratio), global dynamic (e, total ...
< DY Ciedby Z11  Reiated aticles Al 15 versions
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Methud and fmgerprmt semmg sys‘tem for acqusrmg a fmgerprmt mage

]

.. 3ato3d, it may be of mterest to acquwe a second flngerprmt |mage using the based on a quality
metric, and. code for selecting at least one of the acquired fingerprint images satlsfylng . en),
2015-12-14, 2016-12-01, Method and fingerprint sensing system for acquiring a fingerprint
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Biological information acquisition device, method for acquiring biclogicat information,
and hmmetnes devme

\ \\ HGtH HSY

be achleved as weII as blologlcal mformatlon to be highly accurate[y and reliably acquired ... 7.

A method for acquiring information of a biological body by irradiating the biological ... A blometrlcs
device, comprising: a biological information acquisition part to acquire information ofa ...

Yr PY Ciedby® Related aticies Al 4 versions  #D

En‘?ermatmn fusion in biometrics
A Ross ¥ Na y
the cost of add|ng new sensors and the additional time required for acqumng and processing ..

the average processing time since a decision can be made without having to acquire all the .. Note

that the evidence pertaining to the multiple sources may be acquired in a sequential ...

Yr UY Oiedby 281 Related aticles Al 20 versions 9D

Bisiogical information acquiring apparatus, biclogical information acquiring method
and bmmetnc authentscaisun apparatus
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K Amang, ¥ 8 a

e A \ Y
may mclude a blologlcal mformatlon acqumng apparatus conflgured to acquire biological
mformatlon . received light become small, and the quality of the acquired biological information ...
The biological information acquiring apparatus 1 receives the reflected light that is reflected ...

B8  Cedby 15 Related articlas  All 4 versions 5

Multivariate Dynamic Bmmetncs Systam

D ¥

. Eye Tracking Sensors; Several technolog|es may be used for measunng and acqumng different
types . The acquired data is amplified and digitized (110), and then processed and analyzed (111 ..
The track ball can include additional sensors, which may acquire parameters such as ...

wr DY Cedby 70 Related aiticles  All 2 versions 99

To a combined fangerprmt acqms;tmn and controd devaee

NK R Pateni 8
R \\\\"’\ atha, & Senlor - US Patant 8

G06F21/31—User authentication; G06F21/32—User authent|cat|on usrng blometrlc data, eg ... control
|nformat|on for an electronic device, said method comprising: acquiring through a . correlatlons
between a multiplicity of small regions of the acquired fingerprint images; extracting
¥ DY Ciedby 143 Related anicles Al 2versions 99

Sc:alabte 5aarchang of bmmemc databae% ueang dynamac salection of data subsels

. is compared and (i) recognltlon wherein a separate token is not used, and user data is acquired
on site ... US9489416B2 (en), 2006-03-03, 2012-12-19, Scalable searching of biometric databases
using dynamic selection of ... Mirror system and method for acquiring biometric data ...

v P8 Ciedioy 48 Related articles Al 4 versions 3D

Biomefrics identification module and personal wearable slectronics network based
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Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450 December 16, 2019
Sir:

In response to the Restriction Requirement mailed October 15, 2019, Applicant
elects to prosecute Invention | represented by claims 1-11 and claims 19-29. This
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3)(0 An election was made by the applicant in response to a restriction requirement set forth during the interview on
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4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5) Claim(s) 1-29 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.

6) [J Claim(s) ___is/are allowed.

7y O Claim(s) ___is/are rejected.

8) [ Claim(s) ____is/are objected to.

9) Claim(s) 1-29 are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) fledon _____ is/are: a)(C] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)[(J Some**  ¢)[3J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20191009

IPR2025-01313; Samsung
Ex. 1002 - Page 714



Application/Control Number: 16/535,574 Page 2
Art Unit: 2498

DETAILED ACTION

1. This action is responsive to the communication filed on August 8, 2019.

Claims 1-29 are pending. At this time, claims 1-29 are being restricted.
Notice of Pre-AIA or AIA Status

2. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.
Election/Restrictions

3. Restriction to one of the following inventions is required under 35 U.S.C.
121:

l. Claims 1-11 are drawn to a system, comprising: a first information
processing device including: a dynamic biometric information acquisition sensor that
acquires dynamic biometric information from a body of a user; and a first communication
interface that transmits the acquired dynamic biometric information; and a second
information processing device including: a static biometric information acquisition sensor
that acquires static biometric information; a processor that performs user authentication
based on the acquired static biometric information and obtains an authentication result; a
second communication interface that performs communication relating to the
authentication result with the first communication interface and receives the dynamic
biometric information transmitted from the first communication interface; and a display
screen, wherein the first information processing device: performs communication relating
to the authentication result between the first communication interface and the second
communication interface and executes an unlock operation to unlock itself in response to
the communication relating to the authentication result, acquires the dynamic biometric
information from the dynamic biometric information acquisition sensor after unlocking,
and maintains the unlocked state during a condition that the dynamic biometric
information can be acquired, wherein the second information processing device receives
the dynamic biometric information via communication between the first communication
interface and the second communication interface and the display screen displays
information based on a state of the user that is determined using the received dynamic
biometric information; claims 19-29 are drawn to a method, comprising: acquiring

dynamic biometric information from a body of a user by a dynamic biometric information
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acquisition sensor of a first device; transmitting the acquired dynamic biometric
information through a first communication interface of the first device to a second device;
acquiring static biometric information by a static biometric information acquisition sensor
of the second device; performing user authentication to obtain an authentication result
based on the acquired static biometric information; performing communication with a
second communication interface relating to the authentication result with the first
communication interface and receiving the dynamic biometric information transmitted
from the first communication interface; performing communication relating to the
authentication result between the first communication interface and the second
communication interface and executing an unlock operation to unlock the first device in
response to the communication relating to the authentication result, acquiring the dynamic
biometric information from the dynamic biometric information acquisition sensor of the
first device after unlocking, and maintaining the unlocked state during a condition that the
dynamic biometric information can be acquired; receiving the dynamic biometric
information by the second device via communication between the first communication
interface and the second communication interface; and displaying on a display screen
information based on a state of the user that is determined using the received dynamic
biometric information, classified in class 726, subclass 5.

Il. Claims 12-18 is drawn to a information processing device,
comprising: a dynamic biometric information acquisition sensor that acquires dynamic
biometric information from a body of a user; a wireless communication interface is
configured to: transmits the acquired dynamic biometric information to another
information processing device; and perform communication relating to an authentication
result based on static biometric information with the other information processing device;
a processor that: executes an unlock operation to unlock the information processing
device in response to the communication relating the authentication result; acquires the
dynamic biometric information from the dynamic biometric information acquisition sensor
after unlocking; and maintains the unlocked state during a condition that the dynamic
biometric information can be acquired, wherein the wireless communication interface is
configured to transmit the dynamic biometric information to the other information

processing device via wireless communications such that the dynamic biometric
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information is used to determine a state of the user and generate information for display
on the other information processing device, and wherein the dynamic biometric
information is continuously acquired after the information processing device is unlocked
and the wireless communication interface is configured to transmit the dynamic biometric
information to the other information processing device continuously or based on starting
of an application on the other information processing device; claims 16-18 are drawn to
a method being executed by a first information processing device, comprising: acquiring,
by a dynamic biometric information acquisition sensor, dynamic biometric information
from a body of a user; wirelessly transmitting the acquired dynamic biometric information
to a second information processing device; performing communication relating to an
authentication result based on static biometric information with the second information
processing device; executing an unlock operation to unlock the first information
processing device in response to the communication relating to the authentication result;
acquiring the dynamic biometric information from the dynamic biometric information
acquisition sensor after the unlocking; and maintaining the unlocked state during a
condition that the dynamic biometric information can be acquired, wherein the dynamic
biometric information is transmitted to the second information processing device via
wireless communications such that the dynamic biometric information is used to
determine a state of the user and generate information for display on the second
information processing device, and wherein the dynamic biometric information is
continuously acquired after the first information processing device is unlocked and the
dynamic biometric information is transmitted to the second information processing device
continuously or based on starting of an application on the second information processing
device, classified in class 713, subclass 186.

4. The inventions are distinct, each from the other because of the following
reasons:

Inventions | and Il are related as subcombinations disclosed as usable
together in a single combination. The subcombinations are distinct if they do not overlap
in scope and are not obvious variants, and if it is shown that at least one subcombination
is separately usable. In the instant case, subcombination | has separate utility such as

a_system, comprising: a first information processing device including: a dynamic
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biometric information acquisition sensor that acquires dynamic biometric information from
a body of a user; and a first communication interface that transmits the acquired dynamic
biometric information; and a second information processing device including: a static
biometric information acquisition sensor that acquires static biometric information; a
processor that performs user authentication based on the acquired static biometric
information and obtains an authentication result; a second communication interface that
performs communication relating to the authentication result with the first communication
interface and receives the dynamic biometric information transmitted from the first
communication interface; and a display screen, wherein the first information processing
device: performs communication relating to the authentication result between the first
communication interface and the second communication interface and executes an
unlock operation to unlock itself in response to the communication relating to the
authentication result, acquires the dynamic biometric information from the dynamic
biometric information acquisition sensor after unlocking, and maintains the unlocked state
during a condition that the dynamic biometric information can be acquired, wherein the
second information processing device receives the dynamic biometric information via
communication between the first communication interface and the second communication
interface and the display screen displays information based on a state of the user that is
determined using the received dynamic biometric information; and a method,

comprising: acquiring dynamic biometric information from a body of a user by a dynamic
biometric information acquisition sensor of a first device; transmitting the acquired
dynamic biometric information through a first communication interface of the first device
to a second device; acquiring static biometric information by a static biometric information
acquisition sensor of the second device; performing user authentication to obtain an
authentication result based on the acquired static biometric information; performing
communication with a second communication interface relating to the authentication
result with the first communication interface and receiving the dynamic biometric
information transmitted from the first communication interface; performing communication
relating to the authentication result between the first communication interface and the
second communication interface and executing an unlock operation to unlock the first

device in response to the communication relating to the authentication result, acquiring
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the dynamic biometric information from the dynamic biometric information acquisition
sensor of the first device after unlocking, and maintaining the unlocked state during a
condition that the dynamic biometric information can be acquired; receiving the dynamic
biometric information by the second device via communication between the first
communication interface and the second communication interface; and displaying on a
display screen information based on a state of the user that is determined using the
received dynamic biometric information; subcombination Il has separate utility such as
an_information processing device, comprising: a dynamic biometric information

acquisition sensor that acquires dynamic biometric information from a body of a user; a
wireless communication interface is configured to: transmits the acquired dynamic
biometric information to another information processing device; and perform
communication relating to an authentication result based on static biometric information
with the other information processing device; a processor that: executes an unlock
operation to unlock the information processing device in response to the communication
relating the authentication result; acquires the dynamic biometric information from the
dynamic biometric information acquisition sensor after unlocking; and maintains the
unlocked state during a condition that the dynamic biometric information can be acquired,
wherein the wireless communication interface is configured to transmit the dynamic
biometric information to the other information processing device via wireless
communications such that the dynamic biometric information is used to determine a state
of the user and generate information for display on the other information processing
device, and wherein the dynamic biometric information is continuously acquired after the
information processing device is unlocked and the wireless communication interface is
configured to transmit the dynamic biometric information to the other information
processing device continuously or based on starting of an application on the other
information processing device; and a method being executed by a first information

processing device, comprising: acquiring, by a dynamic biometric information

acquisition sensor, dynamic biometric information from a body of a user; wirelessly
transmitting the acquired dynamic biometric information to a second information
processing device; performing communication relating to an authentication result based

on static biometric information with the second information processing device; executing
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an unlock operation to unlock the first information processing device in response to the
communication relating to the authentication result; acquiring the dynamic biometric
information from the dynamic biometric information acquisition sensor after the unlocking;
and maintaining the unlocked state during a condition that the dynamic biometric
information can be acquired, wherein the dynamic biometric information is transmitted to
the second information processing device via wireless communications such that the
dynamic biometric information is used to determine a state of the user and generate
information for display on the second information processing device, and wherein the
dynamic biometric information is continuously acquired after the first information
processing device is unlocked and the dynamic biometric information is transmitted to the
second information processing device continuously or based on starting of an application
on the second information processing device.

The examiner has required restriction between subcombinations usable
together. Where applicant elects a subcombination and claims thereto are subsequently
found allowable, any claim(s) depending from or otherwise requiring all the limitations of
the allowable subcombination will be examined for patentability in accordance with 37
CFR 1.104. See MPEP § 821.04(a). Applicant is advised that if any claim presented in
a continuation or divisional application is anticipated by, or includes all the limitations of,
a claim that is allowable in the present application, such claim may be subject to
provisional statutory and/or nonstatutory double patenting rejections over the claims of
the instant application.

5. Restriction for examination purposes as indicated is proper because all
these inventions listed in this action are independent or distinct for the reasons given
above and there would be a serious search and examination burden if restriction were
not required because one or more of the following reasons apply:

(a) the inventions have acquired a separate status in the art in view of their
different classification;

(b) the inventions have acquired a separate status in the art due to their
recognized divergent subject matter;
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(c) the inventions require a different field of search (for example, searching
different classes/subclasses or electronic resources, or employing different search
queries);

(d) the prior art applicable to one invention would not likely be applicable to
another invention;

(e) the inventions are likely to raise different non-prior art issues under 35
U.S.C. 101 and/or 35 U.S.C. 112, first paragraph.

6. Applicant is advised that the reply to this requirement to be complete MUST
include (i) an election of a invention to be examined even though the requirement may be
traversed (37 CFR 1.143) and (ii) identification of the claims encompassing the elected
invention.

7. The election of the species may be made with or without traverse. To
preserve a right to petition, the election mustbe made with traverse. If the reply does not
distinctly and specifically point out supposed errors in the election of species requirement,
the election shall be treated as an election without traverse. Traversal must be presented
at the time of election in order to be considered timely. Failure to timely traverse the
requirement will result in the loss of right to petition under 37 CFR 1.144. If claims are
added after the election, applicant must indicate which of these claims are readable on
the elected invention.

8. Should applicant traverse on the ground that the species are not patentably
distinct, applicant should submit evidence or identify such evidence now of record
showing the species to be obvious variants or clearly admit on the record that this is the
case. In either instance, if the examiner finds one of the species unpatentable over the
prior art, the evidence or admission may be used in a rejection under 35 U.S.C. 103(a) of
the other invention.

9. Applicant is reminded that upon the cancellation of claims to a non-elected
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) if one
or more of the currently named inventors is no longer an inventor of at least one claim
remaining in the application. Any amendment of inventorship mustbe accompanied by a
request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(i).

Information Disclosure Statement
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10.  The information disclosure statement (IDS) filed on August 8, 2019 is in
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure
statement is being considered by the examiner.

Conclusion

11.  Any inquiry concerning this communication or earlier communications from
the examiner should be directed to Thanhnga (Tanya) B. Truong whose telephone
number is 571-272-3858. The examiner can normally be reached on First Shift.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Yin-Chen Shaw can be reached on 571-272-8593. The fax phone
number for the organization where this application or proceeding is assigned is 571-273-
8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status information
for unpublished applications is available through Private PAIR only. For more information
about the PAIR system, see http:/pair-direct.uspto.gov. Should you have questions on
accessto the Private PAIR system, contact the Electronic Business Center (EBC) at 866-
217-9197 (toll-free).

/THANHNGA B TRUONG/
Primary Examiner, Art Unit 2438

October 9, 2019
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.89)

Application Number

Filing Date

2019-08-08

First Named Inventor ‘IVIasayuki HIRABAYASHI

Art Unit

Examiner Name ‘

Attorney Docket Number

| SEI-10740-02

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 0111085 B1 P015-08-18 Darmour; Jennifer Amy
2 B646060 B1 P014-02-04 Ben Ayed; Mourad
3 8543834 B1 P013-09-24 Barmra; Hugo B.
4 B042061 B1 P011-10-18 Stotts; Benjamin Hunter
5 0112709 B1 P015-08-18 [Tofigh; Mostafa
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U_S.PATENT APPLICATION PUBLICATIONS Remove
. . . L . Pages,Columns,Lines where
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20090083847 A1 P009-03-26 Fadell et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

Application Number

Filing Date

2019-08-08

First Named Inventor ’ Masayuki HIRABAYASHI

Art Unit

Examiner Name ‘

Attorney Docket Number

| SEI-10740-02

2 D0100318636 A1 |po10-12-16  |Matsumura et al.

3 D0050223234 A1 |poos-10-06  |Mcowan, Peter william

4 D0140347479 A1 |pota1127  |feivon: Dor

5 D0110072502 A1 |po11-03-24  |lsong: Zhexuan

6 D0150035643 A1 |po150205  |kursun; Eren

7 D0080045806 A1 |poos-0221  |Keppler; Bemhard

8 20080229408 A1 P008-09-18 Dinges; Clemens

9 D0080288291 A1 |poos-1120  |[Bartelt: Robert

10 D0090039241 A1 |poos-02-12  |ueki; Hironori

11 D0150208244 A1 |po1s0723  |Nakao Corresponds to Foreign Patent
Document 13

12 b0130322705 A1 |po131205  |wonG
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

Application Number

Filing Date

2019-08-08

First Named Inventor ’ Masayuki HIRABAYASHI

Art Unit

Examiner Name ‘

Attorney Docket Number

| SEI-10740-02

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code?j Code?| Date PR Passages or Relevant
Document .
Figures Appear
1 P005-293209 P A 2005-10-20 |[NTT Data Corp English Abstract
2 P013-140440 P A 2013-07-18 Sharp Corp English Abstract
3 P007-257666 P A 2007-10-04  |Quality KK English Abstract
4 |po10-541046 P A |20101224 |fapple Inc Corresponds to
ppi€ Inc. US 20090083847 A1
5 P010-170314 P A 2010-08-05 |Nec Corp English Abstract
. " Corresponds to
6 009/096561 O A1l 2009-08-06 Movida Solutions Inc. US 20100318636 A1
FUZHOU ROCKSHIP
7 [103605459 w/abs N A 2014-02-26 SEMICONDUCTOR CO.,
| TD.
8 11613425 wiabs N A 2005-05-11 NANJING UNIV.
| ESHI ZHIXIN
9 [103744506 w/abs N A 2014-04-23 FLECTRONIC SCIENCE
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Application Number

Filing Date 2019-08-08

INFORMATION DISCLOSURE

First Named Inventor ’ Masayuki HIRABAYASHI

STATEMENT BY APPLICANT At Uni
nit |

( Not for submission under 37 CFR 1.29)
Examiner Name ‘

Attorney Docket Number | SEI-10740-02

| IUZHOU IMEHI
NETWORK
TECHNOLOGY CO.,
| TD.

10 |[103716456 wiabs N A 2014-04-09

SHANGHAI JINGYAN
FLECTRONIC
TECHNOLOGY CO.,
| TD.

11 |[103634453 w/abs N A 2014-03-12

NEIJING BENY WAVE
SCIENCE AND
TECHNOLOGY CO.,

| TD.

12 |[102655555 wiabs N A 2012-09-05

Corresponds to U.S.
13 P014-71476 P A 2014-04-21 KYOCERA CORP Publication Document
1

MITSUBISHI HEAVY IND

14 P003-58269 w/abs P A 2003-02-28 D

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

1 International Search Report of PCT/JP2014/065644 dated January 13, 2015

2 [Chinese Office Action received in corresponding Chinese Application No. 201480079782.0 dated September 11, 2018

3 Clarke, N.L_, and S_M. Fumell. "A Composite User Authentication Architecture for Mobile Devices." Journal of
Information Warfare, vol. 5, no. 2, 2006, pp. 11-29. JSTOR, www _jstor.org/stable/26504070. {Year: 2006)

4 lapanese Office Aclion received in corresponding Japanese Application No. 2017-103459 dated February 27, 2018

If you wish to add additional non-patent literature document citation information please click the Add button| Add
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Application Number

Filing Date 2019-08-08
INFORMATION DISCLOSURE First Named Inventor ’ Masayuki HIRABAYASHI
STATEMENT BY APPLICANT [ |

( Not for submission under 37 CFR 1.29)

Examiner Name ‘

Attorney Docket Number | SEI-10740-02

EXAMINER SIGNATURE
Examiner Signature /THANHNGA B TRUONG/ Date Considered 10/09/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date 2019-08-08
INFORMATION DISCLOSURE First Named Inventor ’ Masayuki HIRABAYASHI
STATEMENT BY APPLICANT [ |

( Not for submission under 37 CFR 1.29)

Examiner Name ‘

Attorney Docket Number | SEI-10740-02

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /John R. Mattingly/ Date (YYYY-MM-DD) 2019-08-08

Name/Print John R. Mattingly Registration Number |30,293

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process ancd/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
16/535,574 08/08/2019 Masayuki HIRABAYASHI SEI-10740-02 5886
24956 7590 09/10/2019 | EXAMINER |
MATTINGLY & MALUR, PC
1800 DIAGONAL ROAD PATEL, ASHOKKUMAR B
SUITE 210
ALEXANDRIA, VA 22314 | axrus [ paperNumBiR |
2491
| NOTIFICATION DATE | DELIVERY MODE |
09/10/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

ptomail @mmiplaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

16/535,574 HIRABAYASHI et al.
Decision Granting Request for
Prioritized Examination (Track /) Examiner Art Unit AIA (FITF) Status
BRIAN W BROWN OPET Yes

1. THE REQUEST FILED 08 August 2019 IS GRANTED .

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track ).
B. 0 for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amend ] pli
claims, more than thlrty total clalms ora multlple dependent clalm

filing a request for continued examination ;

filing a notice of appeal;
filing a request for suspension of action;
mailing of a notice of allowance;

mailing of a final Office action;

I @ mmoo

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to BRIAN BROWN at (5671)272-5338.
In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/BRIAN W BROWN/
Petitions Examiner, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
16/535,574 08/08/2019 3080 SEI-10740-02 29
CONFIRMATION NO. 5886
24956 FILING RECEIPT

1800 DIAGONAL ROAD OO0 A

SUITE 210
ALEXANDRIA, VA 22314
UNITED STATES OF AMERICA

Date Mailed: 08/22/2019

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Masayuki HIRABAYASHI, Osaka, JAPAN;
Yasunobu HASHIMOTO, Osaka, JAPAN;
Kazuhiko YOSHIZAWA, Osaka, JAPAN;
Applicant(s)
Maxell, Ltd., Kyoto, JAPAN;

Power of Attorney: The patent practitioners associated with Customer Number 24956

Domestic Priority data as claimed by applicant
This application is a CON of 15/315,735 12/02/2016
which is a 371 of PCT/JP2014/065644 06/12/2014

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 08/20/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/535,574

Projected Publication Date: 11/28/2019
Non-Publication Request: No

Early Publication Request: No
Title

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND
APPLICATION SOFTWARE START-UP METHOD

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/535,574
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR1.18(a), (b}, or (0)) N/A N/A N/A N/A 300
SEARCH FEE
(37 GFR 1.16(K). ), or () N/A N/A N/A N/A 660
EXAMINATION FEE
(37 GFR 1.16(0), (8}, or (a) N/A N/A N/A N/A 760
TOTAL CLAIMS .
(37 CFR 1.16(i)) 29 minus 20= 9 OR [x 100 900
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 4 minus 3 = 1 X 460 460
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 3080
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * i - =
s (37 CF;I 16(i)) Mins OR |x
2 Independent * Minus | *** =
5 (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(CGolumn 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | ** = =
= (37 CF?H.IE(H) OR |«x -
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc code: IDS
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SPECIFICATION
INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP

SYSTEM, AND APPLICATION SOFTWARE START-UP METHOD

TECHNICAL FIELD
[0001]
The present invention relates to a start-up method of

application software used in an information processing device.

BACKGROUND ART

[0002]

A background art of the present technical field, there is
JP 2005-293209 A (Patent Document 1). A problem is described
in Patent Document 1 as follows. "In an existing biometrics

authentication, static biometric information is simply used,
and it is possible to verify an authorized user, but reading
the user's intension 1is not performed. For this reason, when
the user 1s involved in a certain crime and threatened and
forced to perform an illegal operation by a criminal, although
a system 1is equipped with a biometrics authentication, it 1is
likely that the system is illegally operated, leading to heavy
damage."

A solution to this problem is described as follows. "A

physical feature information measuring unit that measures
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biometric information indicating a physical feature, a
biometrics authentication unit that performs user
identification based on information of the physical feature
measured by the physical feature information measuring unit,
an emotional feature information measuring unit that measures
biometric information indicating an emotional feature, an
emotional biometrics determination unit that determines a user
mental state based on information of the emotional feature
measured by the emotional feature information measuring unit,
and an integrated authentication unit that determines that it
is an authorized user and it 1is an authentication operation
according to the user's intension based on information of a
user identification result by the biometrics authentication
unit and a mental state determination result by the emotional

biometrics determination unit are provided."

CITATION LIST
PATENT DOCUMENT
[0003]

Patent Document 1: JP 2005-293209 A

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[0004]

In the technique disclosed in Patent Document 1, by using
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the emotional biometrics, it is possible to detect a situation
in which the user 1s threatened and forced to perform an
illegal operation by a criminal, in addition to an examination
of the user authentication performed by the existing
biometrics authentication. Further, it is possible to check
the "user's will" and the "user's intension" for the operation
of the user. However, 1in an information processing device
using a plurality of pileces of application software, checking
of the M"user's will" and the TM"user's 1intension”"™ 1is not
necessarily necessary for all pieces of application software,
and there are application software in which no checking 1is
necessary and application software in which additional
checking of the "state of the user" is desirable.

[0005]

In this regard, it is an object of the present invention
to provide an information processing device and an application
software start-up system which are convenient and capable of
limiting application software according to the state of the

user.

SOLUTIONS TO PROBLEMS
[0006]

In order to solve the above problem, for example, a
configuration set forth in a claim is employed. The present

invention includes a plurality of mechanisms capable of
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solving the above problem, and as an example, provided 1is an
application software start-up method of an information
processing device which includes performing user
authentication based on static biometric information,
determining a state of a user by comparing dynamic biometric
information acquired from a body of the user with dynamic
biometric information which is measured in advance, and
limiting application software to be started according to the
determined state of the user based on a permission level which

is set to each application software in advance.

EFFECTS OF THE INVENTION
[0007]

According to the present invention, it 1is possible to
provide an information processing device, an application
software start-up system, and an application software start-up

method which are convenient.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008]

FIG. 1 1is a configuration diagram illustrating a
communication system including a handheld device according to
a first embodiment.

FIG. 2 1is a hardware configuration diagram illustrating

the handheld device according to the first embodiment.
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FIG. 3 1is a functional block diagram illustrating the
handheld device according to the first embodiment.

FIG. 4 1s a flowchart dillustrating an application
permission operation of the handheld device according to the
first embodiment.

FIG. 5A, 5B, b5C illustrate a display screen of the
handheld device according to the first embodiment.

FIG. 6 1s a configuration diagram illustrating a
communication system including a handheld device according to
a second embodiment.

FIG. 7 1s a hardware configuration diagram illustrating
the handheld device according to the second embodiment.

FIG. 8 1is a functional block diagram illustrating the
handheld device according to the second embodiment.

FIG. 9 1is a functional block diagram illustrating the
handheld device according to the second embodiment.

FIG. 10 1is a flowchart illustrating an application
permission operation of the handheld device according to the
second embodiment.

FIG. 11A, 11B, 11C illustrate a display screen of the
handheld device according to the second embodiment.

FIG. 12 1s a flowchart dillustrating an application
permission operation of a handheld device according to a third
embodiment.

FIG. 13 illustrates a display screen of the handheld
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device according to the third embodiment.

FIG. 14 1s a flowchart 1illustrating an application
permission operation of a handheld device according to a
fourth embodiment.

FIG. 15 illustrates a display screen of the handheld
device according to the fourth embodiment.

FIG. 16 1s a flowchart illustrating an application
permission operation of a handheld device according to a fifth
embodiment.

FIG. 17 1is a flowchart illustrating an application
permission operation of a handheld device according to a sixth

embodiment.

MODE FOR CARRYING OUT THE INVENTION
[0009]

Hereinafter, exemplary embodiments of the present
invention will be described with reference to the appended
drawings.

First embodiment
[0010]

FIG. 1 1is a configuration diagram illustrating a
communication system including a handheld device 1 which 1is an
example o0of an 1information processing device wused in the
present embodiment. The communication system according to the

present embodiment is configured with the handheld device 1
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worn on the body of the user, a base station 5 of a mobile
telephone communication network, a wide area public network 6
such as the Internet, a router 7, and the like.

[0011]

The handheld device 1 1is a wristwatch-type handheld
device having a communication function and can establish a
connection with the base station 5 or the router 7 and acquire
various kinds of information from the network 6. The handheld
device 1 includes a fingerprint sensor 11 and a touch panel 12
installed on the surface thereof. Although not illustrated,
the handheld device 1 includes a heart rate sensor, a blood
pressure sensor, a temperature sensor, and the like which are
installed on the back surface to come into contact with the
wrist when the user wears 1it. In the present embodiment, the
wristwatch-type handheld device 1s described as the handheld
device 1, but the handheld device 1 may be a glasses-type
handheld device or a ring-type handheld device. Further, the
handheld device 1 may be any other portable digital device.
Furthermore, an information processing device which is
equipped with a sensor that detects dynamic biometric
information may be used, and for example, a personal computer
(PC) which 1is equipped with a temperature detection sensor
using infrared rays and capable of detecting a body
temperature of the user may be used instead of the handheld

device.
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[0012]

The base station 5 1is a device that performs a relay
between the handheld device 1 and the network 6 and can
perform transmission and <reception of wvarious kinds of
information with the handheld device 1. The router 7 has a
function of a wireless local area network (LAN) such as
wireless fidelity (Wi-Fi) and can be connected to the network
6 via a communication line.

[0013]

FIG. 2 is a hardware configuration diagram illustrating
the handheld device 1 of the present embodiment. A central
processing unit (CPU) 101 controls the handheld device 1 in
general according to a predetermined program. The CPU 101 may
be an arbitrary control circuit or a dedicated circuit such as
an application specific IC (ASIC).

[0014]

The system bus 102 is a data communication path in which
transmission and reception of data are performed between the
CPU 101 and the respective units of the handheld device 1.
[0015]

The memory 103 1s configured with a read only memory
(ROM), a random access memory (RAM), a flash ROM, or the like,
and stores a program and various kinds of setting information
for controlling the handheld device 1, an application program

(hereinafter, referred to as an T"application"), biometric
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information of the user, and the like.
[0016]

The operation device 104 is an input device used to input
an operation instruction to the handheld device 1, and in the
present embodiment, the operation device 104 is configured
with a touch panel and a button switch which is arranged to be
superimposed on a display device 152 (which will be described
later). Further, one of the touch panel and the button switch
may be arranged. Furthermore, the handheld device 1 may be
operated using a keyboard or the like which is connected to an
expansion interface (I/F) 105 (which will be described later).
Moreover, the handheld device 1 may be operated using a
separate information terminal device connected via wired
communication or wireless communication. The display device
152 may have the touch panel function.

[0017]

The expansion interface 105 1is a group of interfaces for
expanding the function of the handheld device 1, and in the
present embodiment, the expansion interface 105 is configured
with a video/audio interface, a universal serial bus (USB)
interface, a memory interface, or the like. The video/audio
interface receives a video signal or an audio signal from an
external video/audio output device and outputs a video signal
or an audio signal to the external video/audio output device.

The USB interface establishes a connection with a keyboard or
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any other USB device. The memory interface is connected to a
memory card or any other memory medium and performs
transmission reception of data.

[0018]

The fingerprint sensor 111 1is a sensor that detects
static biometric information of the user who uses the handheld
device 1, and detects a fingerprint pattern when the user
touches with a finger, compares the detected fingerprint
pattern with a fingerprint pattern of the authorized user
registered in the memory 103, and performs user authentication
according to whether or not the fingerprint patterns are
identical to each other.

[0019]

A heart rate sensor 112, a blood pressure sensor 113, and
a temperature sensor 114 are a group of sensors for detecting
the dynamic biometric information of the user who wears the
handheld device 1, and detects the current state of the user
by measuring the heart rate, the blood pressure, the body
temperature, and the 1like through the group of sensors and
comparing the heart rate, the blood pressure, the body
temperature, and the 1like which are measured with measured
values of the authorized user in the normal state which are
registered in the memory 103 in advance. Further, any other
sensor may be installed.

[0020]
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A global positioning system (GPS) receiver 121, an
acceleration sensor 122, a gyro sensor 123, a geomagnetism
sensor 124, and a proximity sensor 125 are a group of sensors
for detecting the state of the handheld device 1, and it 1is
possible to detect a position, a motion, an inclination, a
direction, an approach state of an object therearound, and the
like through the group of sensors. Further, any other sensor
may be installed.

[0021]

A mobile communication device 131 is configured with an
antenna and communication circuits 1including as an encoding
circuit and a decoding circuit, and performs telephone
communication (call) and transmission reception of data
through wireless communication with the base station 5 of the
mobile telephone communication network. The LAN communication
device 132 1is connected to a wireless communication access
point through wireless communication and performs transmission
reception of data. A short-range wireless communication device
133 performs wireless communication with a peripheral device
in a short range. For example, Bluetooth (registered
trademark), infrared rays, Wi-Fi direct, or the like 1is used
as the short-range wireless communication. Each of the LAN
communication device 132 and the short-range wireless
communication device 133 includes an encoding circuit, a

decoding circuit, an antenna, and the like.

IPR2025-01313; Samsung
Ex. 1002 - Page 755



12

[0022]

An audio input device 141 and an audio output device 142
are audio processing devices of the handheld device 1. The
audio input device 141 is a microphone and converts a voice of
the user or the 1like into audio data and receives 1it. The
audio output device 142 is a speaker and provides an audio
signal to the user of the handheld device 1.

[0023]

A video input device 151 and the display device 152 are
video processing devices of the handheld device 1. The wvideo
input device 151 is a camera unit that receives video data of
a surrounding area or an object by converting light input from
a lens 1into an electrical signal using an electronic device
such as a charge coupled device (CCD) sensor or a
complementary metal oxide semiconductor (CMOS) sensor. The
display device 152 is a display such as a liquid crystal (LC)
panel and provides a video signal to the user of the handheld
device 1. The display device 152 includes a video RAM (not
illustrated) and has a function of display a video based on
video data input to the video RAM and performs format
conversion, a process of superimposing a menu or other on
screen display (OSD) signals, and the like as necessary.

[0024]
The exemplary configuration of the handheld device 1

includes components which are not essential 1in the present
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embodiment, but effects of the present embodiment are obtained
even through a configuration having no non—-essential
components. A component which is not illustrated such as a
digital television broadcasting receiving function, an e-money
payment function, or the like may be further added.

[0025]

FIG. 3 1is a functional block diagram illustrating the
handheld device 1 of the present embodiment. Functional blocks
of the handheld device 1 are controlled by the control unit
1010.

[0026]

The control unit 1010 operates on the CPU 101 with which
the handheld device 1 illustrated in FIG. 2 1is equipped,
includes a user authentication unit 1011, a state
determination unit 1012, a lock control unit 1013, an
application start unit 1014, and the 1like, and controls a
memory 1030, a static biometric information acquisition unit
1110, a dynamic biometric information acquisition unit 1120, a
communication unit 1310, or the like based on an instruction
given from a user interface 1040 such that the static
biometric information and the dynamic biometric information
are acqguired, stored, and compared, the handheld device 1 1is
locked or unlocked, or an application starts.

[0027]

The user interface 1040 is configured with the operation
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device 104, the audio 1input device 141, the audio output
device 142, the video input device 151, the display device 152,
and the like which are illustrated in FIG. 2, and presents the
user with wvarious kinds of information and transfers the
instruction of the user to the control unit 1010.

[0028]

The static biometric information acquisition unit 1110 is
configured with the fingerprint sensor 111 and the like which
are 1illustrated in FIG. 2 and detects a fingerprint and the
like which are the static biometric information of the user
who uses the handheld device 1.

[0029]

The dynamic biometric information acquisition unit 1120
is configured with the heart rate sensor 112, the Dblood
pressure sensor 113, the temperature sensor 114, and the like
which are illustrated in FIG. 2, and measures the heart rate,
the blood pressure, the body temperature, and the like which
are the dynamic biometric information of the user who wears
the handheld device 1.

[0030]

The communication unit 1310 is configured with the mobile
communication device 131, the LAN communication device 132,
the short-range wireless communication device 133, and the
like which are illustrated in FIG. 2 and performs acgquisition

of an application and transmission reception of various kinds
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of data.
[0031]

The memory 1030 is configured with the memory 103 and the
like which are illustrated in FIG. 2, and stores static
biometric information 1031, dynamic biometric information 1032,
an application 1033, a permission level table 1034 which 1is a
table of levels at which applications are permitted to start,
and the like, in addition to the program and various kinds of
setting information for controlling the handheld device 1.
[0032]

The static biometric information 1031 is, for example, a
fingerprint of the authorized user acquired through the static
biometric information acquisition wunit 1110. Before the
handheld device 1 is used, the static biometric information of
the authorized user is registered in advance.

[0033]

The dynamic biometric information 1032 1is, for example,
the heart rate, the blood pressure, and the body temperature
of the user acquired through the dynamic biometric information
acquisition unit 1120. When the handheld device 1 is used, for
example, the dynamic biometric information of the user in the
normal state is measured and registered.

[0034]
The application 1033 1is an application program acquired

through the communication unit 1310 or an application program
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which 1is pre-installed. A plurality of application programs
can be registered, and an application permission level can be
registered in the permission level table 1034 in association
with each application program.

[0035]

The user authentication unit 1011 determines whether or
not the user is an authorized user by comparing the static
biometric information acquired through the static biometric
information acquisition unit 1110 when the handheld device 1
is used with the static biometric information 1031. When the
user 1s authenticated to be the authorized wuser, the lock
control unit 1013 is controlled such that the handheld device
1 is unlocked.

[0036]

The 1lock control wunit 1013 is controlled by the user
authentication unit 1011 such that the lock control unit 1013
unlocks the handheld device 1, and, for example, when the user
interface 1040 1is not operated for a certain period of time,
the 1lock control wunit 1013 1locks the handheld device 1.
Further, even when the state determination wunit 1012 is
determined to be in a sleep state, the lock control unit 1013
locks the handheld device 1.

[0037]
The state determination unit 1012 determines the state of

the user by comparing the dynamic Dbiometric information
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acquired through the dynamic biometric information acquisition
unit 1120 when the handheld device 1 is used with the dynamic
biometric information 1032, and controls the lock control unit
1013 and the application start unit 1014. For example, when
the user is determined to be in the sleep state, the lock
control wunit 1013 1is controlled such that the lock control
unit 1013 locks the handheld device 1. Further, when the user
is determined to be in the normal state, all applications are
set to enter a startable state, and when the user is
determined to be in a stress state, applications that can be
started are limited. Applications to be limited are registered
in the permission level table 1034. A start permission level
of each application may be decided in advance and may be
registered by the user through the user interface 1040.

[0038]

An application to be started 1s not limited to the
application 1033 stored in the memory 1030, and an application
on the network 6 may be started through the communication unit
1310.

[0039]

FIG. 4 1s a flowchart illustrating an application
permission operation of the handheld device 1 of the present
embodiment. This flowchart illustrates a process of performing
the user authentication through the handheld device 1,

checking the state of the user, and limiting an application to
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be started according to the state of the user. First, the
static biometric information 1is detected, and the user
authentication is performed. The static biometric information
acquisition unit 1110 acquires the static biometric
information, and the user authentication unit 1011 performs
the wuser authentication as to whether or not the acquired
static Dbiometric information is identical to the static
biometric information 1031 which is registered 1in advance by
comparing the acquired static biometric information with the
static biometric information 1031 (S401). For example, the
fingerprint serving as the static biometric information 1is
detected, the user authentication 1s performed, and when the
detected fingerprint 1is determined to be identical to the
registered fingerprint, the lock control unit 1013 unlocks the
handheld device 1 (S402), and the application start unit 1014
permits a start of an application of the permission level 1
(S403) .

[0040]

For example, the application of the permission level 1 is
an application that does not relate to information of the user
him/herself and has no particular problem even when it is used
by anyone else such as a clock application, a web browser, a
map application, a camera application, a weather forecast
application, a music application, a calculator application, a

dictionary application, a game application, and a navigation
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application. The permission level of each application 1is
registered in the permission level table 1034.
[0041]

A display example of a screen of the handheld device 1 at
this time is 1llustrated in FIG. b5A. The clock application,
the web browser, the map application, the calculator
application, and the dictionary application are the
applications of the permission level 1 and thus are 1in the
startable state, and the other applications have a different
icon color which indicates that they are in the non-startable
state.

[0042]

The wuser authentication may be performed through any
other biometric authentication such as a wvein authentication,
a face authentication, an 41iris authentication, or a retina
authentication, in addition to the fingerprint authentication,
and for example, when the handheld device 1 is worn on the
wrist, the user authentication may be performed through the
vein authentication for the part on which the handled device 1
is worn, so that a situation in which anyone else wears the
handheld device 1 and pretends to be the authorized user can
be prevented. Alternatively, the unlocking operation may be
performed by inputting a passcode, and a pattern lock may be
released by the trajectory of the finger.

[0043]
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Generally, there 1s no difference between a period of
time 1n which the static biometric information for the
fingerprint authentication, the wvein authentication, the face
authentication, the iris authentication, the retina
authentication, or the like 1is acquired and a period of time
in which the passcode is input, and a period of time taken
until the application of the permission level 1 enters the
startable state is about several seconds.

[0044]

Then, the dynamic biometric information is detected, and
the state of the user is determined. The state of the user 1is
determined such that the dynamic Dbiometric information
acquisition unit 1120 acquires the dynamic biometric
information, and the state determination unit 1012 compares
the acquired dynamic biometric information with the dynamic
biometric information 1032 that 1s registered 1in advance
(S404) .

[0045]

For example, the heart rate, the blood pressure, and the
body temperature which are the dynamic biometric information
are measured in the normal state and registered in the dynamic
biometric information 1032, the dynamic biometric information
acquisition wunit 1120 measures the heart rate, the blood
pressure, and the body temperature, and when the heart rate,

the blood pressure, and the body temperature are equal to or
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less than lower limit wvalues in the normal state, the sleep
state is determined. Further, for example, when the heart rate
and the blood pressure are equal to or larger than upper limit
values in the normal state, the stress state is determined,
and a state which corresponds to neither the sleep state nor
the stress state is determined to be the normal state.

[0046]

Generally, a period of time in which the dynamic
biometric information such as the heart rate, the Dblood
pressure, the body temperature, the brain wave, or the amount
of sweating is acquired is longer than a period of time in
which the static biometric information is acquired, and a
period of time taken until applications of permission levels 2
and 3 (which will be described 1later) enter the startable
state 1is about several tends of seconds. For this reason,
acquisition of the dynamic biometric information may start at
the same time as when acquisition of the static biometric
information starts, or the dynamic biometric information may
be constantly acquired, and the state determination may be
performed based on the biometric information obtained for
previous 30 seconds.

[0047]

First, the process 1is switched according to whether or

not the state of the user is the sleep state (S405). When the

state of the user is determined to be the sleep state, the
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handheld device 1 is locked (5410), and the process ends (the
permission level 0). For example, when the user i1s asleep in a
station, a park, or the 1like, although another person causes
the handheld device 1 to touch the finger of the user and
perform the fingerprint authentication, if the heart rate, the
blood pressure, and the body temperature are equal to or less
than the lower limit wvalues in the normal state, the state of
the user 1is determined to be the sleep state, and thus the
handheld device 1 can be locked.

[0048]

When the state of the user 1s determined not to be the
sleep state, the process 1is switched according to whether or
not the state of the user is the stress state (S406). When the
state of the user 1s determined to be the stress stat, the
applications of the permission levels 1 and 2 are permitted to
be started (S407).

[0049]

For example, the application of the permission level 2 is
an application that relates to the user him/herself and 1is
considered to have a problem when it is used by anyone else
such as a schedule application, a mail application, a photo
application, a telephone application, or an address book
application. The application of the permission level 2 1is an
application which 1is considered to have no particular problem

regardless of the state of the user when the user 1is the
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authorized user. A display example of a screen of the handheld
device 1 at this time is illustrated in FIG. 5B. In addition
to the fact that the applications of the permission level 1
are 1in the startable state, the schedule application and the
mail application are the applications of the permission level
2 and thus are 1in the startable state, and the other
applications have a different icon color which indicates that
they are in the non-startable state.

[0050]

When the state of the user 1is determined not to be the
stress state (determined to be the normal state), all
applications of the permission levels 1 to 3 are permitted to
be started (S408).

[0051]

For example, the application of the permission level 3 is
an application that relates to information of the user
him/herself and is considered to have a big problem when it is
used by anyone else such as an e-money application or an
online banking application. The application of the permission
level 3 1is an application which 1is considered to have a
problem depending on the state of the user even when the user
is the authorized user.

[0052]
For example, when the user 1is panicked and unable to make

conscious determination due to a bank transfer fraud or the
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like or when the user is coercive to perform an operation by
another person, 1if the heart rate and the blood pressure are
equal to or larger than the upper limit values in the normal
state, the state of the user is determined to be the stress
state, and the e-money application, the online banking
application, and the like can be set not to be started.

[0053]

FIG. 5C illustrates a display example of the screen of
the handheld device 1 when all applications are permitted to
be started. 1In addition to the fact that the application of
the permission level 1 and the application of the permission
level 2 are in the startable state, the e-money application
and the online banking application are the applications of the
permission level 3 and thus are in the startable state, and it
is indicated that all applications are in the startable state.
[0054]

Then, the process is switched according to whether or not
a predetermined period of time has elapsed while the user does
not perform an operation (S409). When a predetermined period
of time (for example, 10 seconds) has elapsed, the handheld
device 1 is locked (S410), and the process ends.

[0055]

When a predetermined period of time has not elapsed, the

process returns to step S404, and the process 1is continued.

For example, when the state of the user 1is determined to be
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the stress state, and the application of the permission level
3 enters the non-startable state, if the state of the user
returns to the normal state later, all applications enter the
startable state. Thereafter, when the state of the user is
determined to be the stress state again, the application of
the permission level 3 enters the non-startable state, and
when the state of the user is determined to be the sleep state,
the handheld device 1 is locked.

[0056]

The permission level of each application may be decided
in advance by the handheld device 1 or may be set to be
changed by the user.

[0057]

The upper limit values and the lower limit values of the
heart rate, the body temperature, and the blood pressure in
the normal state may be decided in advance by the handheld
device 1, but when the heart rate, the body temperature, and
the blood pressure of the user are measured and learned, and
the upper limit wvalues and the lower limit values are obtained
based on them, more accurate determination can be performed.
[0058]

Commonly, in the sleep state, the heart rate, the blood
pressure, and the body temperature decrease, and in the stress
state, the heart rate and the blood pressure increase, but

when the user measures and registers the heart rate, the body
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temperature, and the blood pressure in the sleep state and the
stress state in advance, more accurate determination can be
performed. Further, even when anyone else wears the handheld
device 1 and causes the handheld device 1 to touch the finger
of the authorized user and perform the fingerprint
authentication, the heart rate, the body temperature, and the
blood pressure are detected to be different from a tendency
toward previous measured values of the authorized user, and in
this case, the handheld device 1 may be locked.

[0059]

The determination of the state of the user may be
performed based on other dynamic biometric information such as
the brain wave or the amount of sweating in addition to the
heart rate, the blood pressure, and the body temperature.
[0060]

Further, the terminal device 1 may perform the user
authentication based on the dynamic biometric information
obtained from a heart rate waveform, a brain wave, or the like
instead of the static biometric information obtained from the
fingerprint or the like.

[0061]

As described above, according to the present embodiment,
an application software start-up method of an information
processing device includes performing user authentication

based on static biometric information, determining a state of
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a user by comparing dynamic biometric information acquired
from a body of the user with dynamic biometric information
which 1is measured 1in advance, and limiting application
software to be started according to the determined state of
the user based on a permission level which 1is set to each
application software 1in advance. Further, the information
processing device is forcibly locked according to the
determined state of the user.

[0062]

Further, an information processing device includes a
static biometric information acquisition wunit that acquires
static biometric information, a user authentication unit that
performs user authentication by comparing the acquired static
biometric information with static biometric information which
is registered 1in advance, a dynamic biometric information
acquisition unit that acquires dynamic biometric information
from a body of the user, a state determination wunit that
determines a state of the user by comparing the acquired
dynamic biometric information which is measured in advance, a
lock control wunit that wunlocks the information processing
device through the authentication of the user authentication
unit, and an application start unit that starts application
software which 1is selected by the user among a plurality of
pieces of application software, wherein the application start

unit limits application software to be started according to
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the state of the user determined by the state determination
unit based on a permission level which 1s set to each
application software in advance. Further, the lock control
unit forcibly locks the information processing device
according to the state of the user determined by the state
determination unit.

[0063]

Accordingly, 1in the present embodiment, it is determines
whether or not the user 1is the authorized user based on the
static biometric information, the state of the user 1is
determined based on the dynamic biometric authentication, and
the start of an application is limited stepwise according to
the state of the user. Thus, when determination of the user is
suspected, 1t 1is possible to limit the start of the specific
application, for example, when i1t is against the user's will.

Second embodiment
[0064]

FIG. 6 1s a configuration diagram illustrating a
communication system including a handheld device 2 and a
handheld device 3 according to the present embodiment. The
present communication system is configured with the handheld
device 2, the handheld device 3 worn on the body of the user,
a base station 5 such as a mobile telephone communication
network, a wide area public network 6 such as the Internet, a

router 7, and the like. The present embodiment is an example
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in which functions are divided such that the sensors for
detecting the dynamic biometric information in the handheld
device 1 according to the first embodiment, for example, a
heart rate sensor 312, a blood pressure sensor 313, a
temperature sensor 314, and the 1like are installed in the
handheld device 3, and the other functions of the handheld
device 1 are implemented in the handheld device 2.

[0065]

In FIG. 6, the handheld device 2 1is a smart phone. The
handheld device 2 includes a fingerprint sensor 21 and a touch
panel 22 installed on the surface thereof. The handheld device
2 can establish a connection with the base station 5 or the
router 7 and acquire various kinds of information from the
network 6. In the present embodiment, the smart phone 1is
described as the handheld device 2, but the handheld device 2
may be a mobile phone, a tablet terminal, or the like or may
be a personal digital assistants (PDA) or a laptop personal
computer (PC). Further, the handheld device 2 may be a music
player, a digital camera, a portable game machine, or the like
having a communication function or an information processing
device including any other digital device.

[0066]

The handheld device 3 1s a wristwatch-type handheld

device having a communication function and has a function of

performing transmission reception of wvarious kinds of
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information with the handheld device 2. The handheld device 3
incudes a touch panel 32 1installed on the surface thereof.
Although not illustrated, the handheld device 1 includes a
heart rate sensor, a blood pressure sensor, a temperature
sensor, and the like which are installed on the back surface
to come into contact with the wrist when the user wears it. 1In
the present embodiment, the wristwatch-type handheld device is
described as the handheld device 3, but the handheld device 1
may be a glasses-type handheld device or a ring-type handheld
device. Further, the handheld device 1 may be any other
portable digital device.

[0067]

FIG. 7 is a hardware configuration diagram illustrating
the handheld device 2 and the handheld device 3 according to
the present embodiment. In FIG. 7, the same components as
those in FIG. 2 which 1s a hardware configuration diagram
illustrating the handheld device 1 according to the first
embodiment are denoted by the same reference numerals. In FIG.
7, components of the handheld device 2 1s similar to the
components obtained by excluding the heart rate sensor 112,
the blood pressure sensor 113, and the temperature sensor 114
from the components of FIG. 2, and a description of the
components 1s omitted. Further, components of the handheld
device 3 are similar to the components described above with

reference to FIG. 2, and thus a description of the components
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is omitted.
[0068]

The heart rate sensor 312, the blood pressure sensor 313,
and the temperature sensor 314 of the handheld device 3 are a
group of sensors for detecting the state of the user who wears
the handheld device 3 and can detect, for example, the heart
rate, the blood pressure, and the body temperature of the user
through the group of sensors. Further, any other sensor may be
installed. The handheld device 3 transmits the detected data
to the handheld device 2 through the short-range wireless
communication device 133. The handheld device 2 can receive
the detected data through the short-range wireless
communication device 133 and detect the state of the user who
wears the handheld device 3. The handheld device 2 and the
handheld device 3 are assumed to be in an authenticated state.
[0069]

The exemplary configurations of the handheld devices 2
and 3 illustrated in FIG. 7 includes components which are not
essential 1in the ©present embodiment, but effects of the
present embodiment are obtained even through a configuration
having no non-essential components. A component which 1s not
illustrated such as a digital television Dbroadcasting
receiving function, an e-money payment function, or the like
may be further added.

[0070]
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FIG. 8 1is a functional block diagram illustrating the
handheld device 2 according to the present embodiment. In FIG.
8, the same components as those in FIG. 3 which is a
functional block diagram illustrating the handheld device 1
according to the first embodiment are denoted by the same
reference numerals.

[0071]

In FIG. 8, the components of the handheld device 2 are
similar to the components obtained by excluding the dynamic
biometric information acquisition wunit 1120, the dynamic
biometric information memory 1032, and the state determination
unit 1012 from the components of FIG. 3, and thus a
description of the same components as in FIG. 3 is omitted.
[0072]

The functional blocks of the handheld device 2 are
controlled by the control unit 2010. The control unit 2010
operates on the CPU 101 with which the handheld device 2
illustrated in FIG. 8 1s equipped, includes the user
authentication wunit 1011, the 1lock control unit 1013, the
application start wunit 1014, and the 1like, and controls a
memory 2030, the static biometric information acquisition unit
1110, the communication unit 1310, and the like based on an
instruction given from the user interface 1040 such that the
static biometric information is acquired, stored, and compared,

the handheld device 2 1is locked or unlocked, or an application
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starts.
[0073]

The memory 2030 is configured with the memory 103 and the
like which are illustrated in FIG. 7, and stores static
biometric information 1031, an application 1033, a permission
level table 1034 which 1is a table of 1levels at which
applications are permitted to start, and the like, in addition
to the program and wvarious kinds of setting information for
controlling the handheld device 2.

[0074]

The communication with the handheld device 3 is performed
through the short-range wireless communication device 133.
[0075]

FIG. 9 1is a functional block diagram illustrating the
handheld device 3 according to the present embodiment. In FIG.
9, the same components as those 1in FIG. 3 which 1s a
functional block diagram illustrating the handheld device 1
according to the first embodiment are denoted by the same
reference numerals. In FIG. 9, the components of the handheld
device 3 include the dynamic biometric information acquisition
unit 1120, the dynamic biometric information memory 1032, and
the state determination unit 1012 among the components of FIG.
3, and thus a detailed description thereof is omitted.

[0076]

The functional Dblocks of the handheld device 3 are
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controlled by the control unit 3010. The control unit 3010
operates on the CPU 101 with which the handheld device 3
illustrated in FIG. 7 1s equipped, includes the state
determination unit 1012 and the like, and controls the dynamic
biometric information acquisition unit 1120, a memory 3030, a
communication unit 3310, and the like based on an instruction
given from a wuser interface 3040 such that the dynamic
biometric information 1s acquired, stored, transmitted, and
displayed.

[0077]

The user interface 3040 1is configured with the operation
device 104, the audio output device 142, the display device
152, and the 1like which are illustrated in FIG. 7, and
presents the user with wvarious kinds of information and
transfers the instruction of the user to the control unit 3010.
[0078]

The communication unit 3310 1is configured with a short-
range wireless communication device 333 and the like which are
illustrated in FIG. 7 and performs communication with the
handheld device 2.

[0079]

The memory 3030 is configured with the memory 103 and the
like which are illustrated in FIG. 7, and stores a program and
various kinds of setting 1information for controlling the

handheld device 3.
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[0080]

The state determination unit 1012 determines the state of
the user by comparing the dynamic Dbiometric information
acquired through the dynamic biometric information acquisition
unit 1120 when the handheld device 3 1is used with the dynamic
biometric information 1032, and transmits the state of the
user to the handheld device 2 through the communication unit
3310.

[0081]

For example, when the user is determined to be in the
sleep state, the sleep state 1s transmitted to the handheld
device 2 through the communication unit 3310, so that the
handheld device 2 1is locked. Further, an application to be
started in the handheld device 2 1is limited according to the
state of the user. Further, when the user is determined to be
in the normal state, all applications are set to enter the
startable state, and when the user is determined to be in the
stress state, applications that can be started are limited.
[0082]

FIG. 10 1is a flowchart 1illustrating an application
permission operation of the handheld devices 2 and 3 of the
present embodiment. This flowchart illustrates a process of
performing the user authentication through the handheld device
2, checking the state of the user through the handheld device

3, and limiting an application to be started according to the
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state of the user.
[0083]

First, the handheld device 2 detects the static biometric
information, and performs the user authentication (S1001). For
example, 1t 1is determined whether or not the wuser 1is the
authorized user through the fingerprint authentication. In
other words, a fingerprint pattern detected when the user
touches the fingerprint sensor 211 with the finger is compared
with the fingerprint pattern of the user registered in the
memory 203, and it 1s determined whether or not the two
fingerprints are identical to each other. When the two
fingerprints are determined to be identical to each other, the
handheld device 2 is unlocked (S1002), and the application of
the permission level 1 is permitted to be started (S1003).
[0084]

A display example of a screen of the handheld device 2 at
this time is illustrated in FIG. 11A. The clock application,
the web browser, the map application, the camera application,
the weather forecast application, the music application, the
calculator application, and the dictionary application are the
applications of the permission level 1 and thus are 1in the
startable state, and the other applications have a different
icon color which indicates that they are in the non-startable
state.

[0085]
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The wuser authentication may be performed through any
other biometric authentication such as the vein authentication,
the face authentication, +the 1iris authentication, or the
retina authentication, the unlocking operation may  be
performed by inputting a passcode, and a pattern lock may be
released by the trajectory of the finger.

[0086]

The handheld device 3 measures the heart rate through the
heart rate sensor 312, measures the blood pressure through the
blood pressure sensor 313, and measures the body temperature
through the temperature sensor 314 (S1011).

[0087]

The handheld device 2 requests the handheld device 3 to
confirm the state of the user through a short-range wireless
communication device 233 (S51012).

[0088]

The handheld device 3 detects the dynamic biometric
information, and determines the state of the user (S1013). For
example, the state of the user is determined based on a result
of measuring the heart rate, the blood pressure, and the body
temperature. In other words, for example, when the heart rate,
the blood pressure, and the body temperature measured through
the heart rate sensor 312, the blood pressure sensor 313, the
temperature sensor 114 of the handheld device 3 are equal to

or less than the lower limit wvalues in the normal state, the
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state of the user is determined to be the sleep state. Further,
for example, when the heart rate and the blood pressure are
equal to or larger than the upper limit values in the normal
state, the state of the user is determined to be the stress
state, and the state which corresponds to neither the sleep
state nor the stress state 1is determined to be the normal
state.

[0089]

The handheld device 3 constantly acquires the dynamic
biometric information, and performs, for example, the state
determination based on the biometric information obtained for
previous 30 seconds.

[0090]

Then, the handheld device 3 transmits the state of the
user to the handheld device 2 through the short-range wireless
communication device 333 as a response (S1014).

[0091]

The handheld device 2 switches the process according to
whether or not the state of the user received through the
short-range wireless communication device 233 1is the sleep
state (S1005). When the state of the user is determined to be
the sleep state, the handheld device 2 is locked (S1010), and
the process ends.

[0092]

Further, even when the user does not wear the handheld
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device 3 or even when the terminal device 3 does not transmit
the state of the user to the handheld device 2 as a response,
the handheld device 2 is locked, and the process ends.

[0093]

Steps S1006 to 1009 which are processes performed when
the state of the user is determined not to be the sleep state
are similar to steps S406 to 409 of FIG. 4 in the first
embodiment, and thus a detailed description thereof is omitted.
[0094]

A display example of the screen of the handheld device 2
when the applications of the permission levels 1 and 2 are
permitted to be started in S1007 is illustrated in FIG. 11B.
In addition to the fact that the applications of the
permission level 1 are in the startable state, the schedule
application, the mail application, the photo application, the
telephone application, and the address book application are
the applications of the permission level 2 and thus are in the
startable state, and the other applications have a different
icon color which indicates that they are in the non-startable
state.

[0095]

A display example of the screen of the handheld device 2
when all the applications of the permission levels 1 to 3 are
permitted to be started in S1008 is illustrated in FIG. 11C.

In addition to the fact that the applications of the
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permission levels 1 and 2 are in the startable state, the e-
money application and the online banking application are the
applications of the permission level 3 and thus are in the
startable state, and it is indicated that all applications are
in the startable state.

[0096]

In the present embodiment, the handheld device 3
determines the state of the user, but the handheld device 3
may not determine the state of the user but transmit the
measured values of the heart rate, the blood pressure, and the
body temperature to the handheld device 2, and the handheld
device 2 may determine the state of the user.

[0097]

Further, the terminal device 2 may not perform the user
authentication for the user, and the terminal device 3 may
control whether or not the terminal device 2 1is locked by
performing the user authentication through the fingerprint
authentication or the like and transmitting an authentication
result to the terminal device 2. At this time, the terminal
device 3 may perform the user authentication based on the
dynamic biometric information obtained from the heart rate
waveform, the brain wave, or the like rather than the static
biometric information obtained from the fingerprint or the
like.

[0098]
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In the present embodiment, the example 1in which the
number of handheld devices 1is 2 has been described, but the
number of handheld devices may be three or more, and the
authentication function and the state determination function
may be separated. In other words, the system including a
plurality of Thandheld devices according to the present
embodiment can be understood to be an application software
start-up system including a plurality of information
processing devices.

[0099]

As described above, according to the present embodiment,
an application software start-up method of an information
processing device including a plurality of information
processing devices includes performing, by at least one of the
information processing devices, user authentication based on
static biometric information of a body of a user, determining,
by another information processing device, a state of a user by
comparing dynamic biometric information acquired from the body
of the wuser with dynamic biometric information which 1is
measured in advance, and limiting application software to be
started according to the determined state of the user based on
a permission level which is set to each application software
in advance.

[0100]

Further, An application software start-up system includes
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first and second first information processing devices, the
first information processing device includes a static
biometric information acquisition wunit that acquires static
biometric information of a body, a user authentication unit
that performs user authentication by comparing the acquired
static biometric information with static biometric information
which 1s registered in advance, a lock control unit that
unlocks a handheld device through the authentication of the
user authentication wunit, an application start unit that
starts application software which is selected by a user among
a plurality of pieces of application software, and a first
communication unit that receives a state of the user from the
second information processing device, and the second
information processing device includes a dynamic biometric
information acquisition unit that acquires dynamic biometric
information from the body of the user, a state determination
unit that determines a state of the user by comparing the
acquired dynamic biometric information which 1s measured in
advance, and a second communication unit that transmits the
determined state of the wuser to the first information
processing device, wherein the application start unit limits
application software to be started according to the state of
the user received from the first communication unit based on a
permission level which is set to each application software in

advance.
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[0101]

Accordingly, 1in the present embodiment, the same effects
as in the first embodiment are obtained, and when a plurality
of handheld devices are registered in advance, and the user
authentication function and the state determination function
are distributed, each handheld device can be worn on a part of
the body suitable for acquisition of each biometric
information, and thus the handheld devices can be implemented
in a form optimal for the respective functions.

Third embodiment
[0102]

FIG. 12 1s a flowchart illustrating an application
permission operation of the handheld device 1 of the present
embodiment. In FIG. 12, steps S$1201 to S1204 are similar to
steps S401 to S404 of FIG. 4 in the first embodiment, and thus
a description thereof is omitted.

[0103]

In step 81205, the process 1s switched according to
whether or not the state of the user is the sleep state. When
the state of the user is determined to be the sleep state, the
handheld device 1 1is locked (81210), and the process ends.
When the state of the user is determined not to be the sleep
state in step S$S1205, all the applications of the permission
levels 1 to 3 are permitted to be started (S1208).

[0104]
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Here, the process is switched according to whether or not
the state of the user is the stress state (51206). When the
state of the user is determined to be the stress stat, if the
user selects the application of the permission level 3, a
caution screen 1s displayed (S1221), and it 1s started only
when the user confirms it. When the state of the user 1is
determined not to be the stress state (determined to be the
normal state), the caution screen is not displayed.

[0105]

For example, when the application of the permission level
3 such as the e-money application or the online banking
application 1s requested to Dbe started, an application
software start confirmation screen illustrated in FIG. 13 1is
displayed on the display device 152.

[0106]

Steps $1209 to S1210 are similar to steps S409 to S$S410 of
FIG. 4, and thus a description thereof is omitted.

[0107]

The determination of the state of the user may be
performed based on other dynamic biometric information such as
the brain wave or the amount of sweating in addition to the
heart rate, the blood pressure, and the body temperature.
[0108]

In the present embodiment, the example in which the

number of handheld devices i1s 1 has been described, but the
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number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

[0109]

Through the above configuration, in the present
embodiment, the same effects as in the first embodiment can be
obtained, and since it is checked when a specific application
is started according to the state of the user, for example,
when determination of the user i1s suspected, it 1s possible to
encourage reconsideration of the start of the specific
application.

Fourth embodiment
[0110]

FIG. 14 is a flowchart 1illustrating an application
permission operation of the handheld device 1 of the present
embodiment. In FIG. 14, steps S1401 to S1403 are similar to
steps S401 to S403 of FIG. 4, and thus a process of inputting
a passcode (S1431 to S1433) is added.

[0111]

First, the static biometric information is detected, and
the user authentication 1s performed. The static biometric
information acquisition unit 1110 acquires the static
biometric information, and the user authentication unit 1011
performs the user authentication as to whether or not the

acquired static biometric information is identical to the
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static biometric information 1031 which 1is registered 1in
advance by comparing the acquired static biometric information
with the static biometric information 1031 (S1401). For
example, the fingerprint serving as the static biometric
information is detected, the user authentication is performed,
and when the detected fingerprint 1s determined to be
identical to the registered fingerprint, the process proceeds
to step S1431. The user authentication may be performed
through any other biometric authentication such as the wvein
authentication, the face authentication, the iris
authentication, or the retina authentication, in addition to
the fingerprint authentication.
[0112]

Then, the process is switched according to whether or not
a sleep state detection log (which will be described later) in
the memory 103 (S1431). When there is no sleep state detection
log, the process proceeds to step S1402, and the lock control
unit 1013 unlocks the handheld device 1, and the application
start unit 1014 permits the start of the application of the
permission level 1 (S1403).
[0113]

When there is a sleep state detection log, the process
proceeds to step S1432, a passcode input request screen
illustrated in FIG. 15 1is displayed, and the process proceeds

to step S1402 when a passcode which is information other than
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the biometric information input from the user interface 1040
such as the operation device 104 or the audio input device 141
is identical to a passcode which is set in advance 1in step
S1433. A pattern lock may be released by the trajectory of the
finger instead of the passcode.

[0114]

Steps S1404 to S1410 are similar to step S404 to S410 of
FIG. 4, but a process of recording the sleep state detection
log (S1434) is added.

[0115]

When the state of the user 1is determined to be in the
sleep state in step S1405, since 1t 1is suspected that anyone
else causes the handheld device 1 to touch the finger of the
user and perform the user authentication, 1in step S1434,
position information which 1is a place in which the user
authentication 1is performed 1is specified through the GPS
receiver 121 and recorded as a log together with time
information, the handheld device 1 is locked (S1410), and the
process ends. The log is recorded in the memory 103.

[0116]

Further, in step S1434, a warning may be displayed on the
display device 152, a vibrator for an incoming call may be
operated, a photograph or a video may be captured through the
video input device 151, attached to an e-mail together with

the log, and transmitted to an address which is designated in
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advance.
[0117]

In the present embodiment, the example in which the
number of handheld devices is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

[0118]

Through the above configuration, in the present
embodiment, the same effects as in the first embodiment can be
obtained, and when the handheld device 1is 1likely to be
operated by anyone else, a warning 1is displayed, a photograph
is captured, and a log 1is recorded, and thus it can be
expected that a family member or anyone else 1s prevented from
furtively looking at an e-mail. Further, when the log 1is
recorded, 1t 1s necessary to input the passcode in order to
lock the handheld device, and thus it 1s possible to prevent
anyone else from performing the unlocking operation.

Fifth embodiment
[0119]

FIG. 16 1s a flowchart illustrating an application
permission operation of the handheld device 1 of the present
embodiment. In FIG. 16, steps S1601 to S1603 are similar to
steps S401 to S403 of FIG. 4 in the first embodiment, and thus

a process of inputting a passcode (S1631 to S1633) 1is added.
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[0120]

First, the static biometric information is detected, and
the user authentication 1s performed. The static biometric
information acquisition unit 1110 acguires the static
biometric information, and the user authentication unit 1011
performs the user authentication as to whether or not the
acquired static biometric information is identical to the
static biometric information 1031 which 1is registered in
advance by comparing the acquired static biometric information
with the static biometric information 1031 (S1601). For
example, the fingerprint serving as the static biometric
information is detected, the user authentication is performed,
and when the detected fingerprint 1s determined to be
identical to the registered fingerprint, the process proceeds
to step S1631. The user authentication may be performed
through any other biometric authentication such as the vein
authentication, the face authentication, the iris
authentication, or the retina authentication, 1in addition to
the fingerprint authentication.

[0121]

Then, the process 1s switched according to whether or not
there is a period of time in which it is unable to measure the
dynamic biometric information after the handheld device 1 1is
previously unlocked (S1631). When there is not period of time

in which 1t is wunable to measure the dynamic biometric
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information, the process proceeds to step 51602, the lock
control wunit 1013 unlocks the handheld device 1, and the
application start unit 1014 permits the start of the
application of the permission level 1 (S1603).

[0122]

When there 1s a period of time in which it 1is unable to
measure the dynamic biometric information, since anyone else
is 1likely to wear the handheld device 1, cause the handheld
device 1 to touch the finger of the user, and perform the user
authentication, the passcode input request screen illustrated
in FIG. 15 is displayed on the handheld device 1, and when the
input passcode is identical to the passcode which is set 1in
advance 1in step S1633, the process proceeds to step S1602. A
pattern lock may be released by the trajectory of the finger
instead of the passcode.

[0123]

Steps S1604 to 51610 are similar to step S404 to S410 of
FIG. 4, and thus a description thereof is omitted.

[0124]

In the present embodiment, the example in which the
number of handheld devices 1is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

[0125]
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Through the above configuration, in the present
embodiment, the same effects as in the first embodiment can be
obtained, and when the handheld device is removed, it is
necessary to input the passcode 1in order to unlock the
handheld device next time, and thus it is possible to prevent
anyone else from performing the unlocking operation.

Sixth embodiment
[0126]

FIG. 17 1s a flowchart dillustrating an application
permission operation of the handheld device 1 of the present
embodiment. In FIG. 17, steps S1701 to S1710 are similar to
steps S401 to S410 of FIG. 4 in the first embodiment, and thus
a process of switching an application according to a current
position (S1741) is added.

[0127]

In step 81706, the process 1s switched according to
whether or not the state of the user is the stress state. When
the state of the user is determined to be the stress state,
the applications of the permission levels 1 and 2 are
permitted to be started (S1707). When the state of the user is
determined not to be the stress state (determined to be the
normal state), the process 1s switched according to the
current position of the handheld device 1 (S1741). The current
position is specified through the GPS receiver 121, and when

the current position is a predetermined position which is set
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in advance, all the applications of the permission levels 1 to
3 are permitted to be started (S1708). The predetermined
position 1is, for example, the user's home or company or the
like. When the current position 1s not a predetermined
position which 1s set in advance, the applications of the
permission levels 1 and 2 are permitted to be started (S1707).
[0128]

Alternatively, all the applications of the permission
levels 1 to 3 may be permitted to be started at a
predetermined timing which is set in advance.

[0129]

Alternatively, a face photograph of the user may be
registered, and all the applications of the permission levels
1 to 3 may be permitted to be started when a face is captured
through the video input device 151, and the user is recognized.
Alternatively, all the applications of the permission levels 1
to 3 may be permitted to be started when the user 1is
recognized, but anyone else around the user except the user is
not recognized.

[0130]

The determination of the state of the wuser may be
performed based on other dynamic biometric information such as
the brain wave or the amount of sweating in addition to the
heart rate, the blood pressure, and the body temperature.

[0131]
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In the present embodiment, the example 1in which the
number of handheld devices 1is 1 has been described, but the
number of handheld devices may be two or more, and the
authentication function and the state determination function
may be separated.

[0132]

Through the above configuration, in the present
embodiment, the same effects as in the first embodiment can be
obtained, and a specific application is permitted to be
started when the user is at a safe position which is set in
advance, and thus it is possible to limit the start of the
application at a place which is not assumed by the user.

[0133]

The above embodiments have been described in detail in
order to facilitate understanding of the present invention,
and the present invention is not limited to one necessarily
having all components described above. Further, a component of
a certain embodiment may be replaced with a component of
another embodiment, and a component of a certain embodiment
may be added to a component of another embodiment. Furthermore,
addition, deletion, or replacement of another component may be
performed on a component of each embodiment.

[0134]
Further, all or some of the components, the functions,

processing units, the processing devices, and the 1like
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described above may be implemented by hardware, for example,
may be designed by, for example, an integrated circuit (IC).
Furthermore, each component, each function, or the like may be
implemented by software by interpreting and executing a
program that implements each function through a processor.
Information such as a program that implements each function, a
table, or a file may be stored in a memory, a recording device
such as a hard disk or a solid state drive (SSD), or a
recording medium such as an IC card or an SD card.

[0135]

Further, control lines or information lines considered to
be necessary for the sake of description are illustrated, and
all control lines or information lines necessary in a product
are not necessarily illustrated. Practically, most of

components may be considered to be connected with one another.

REFERENCE SIGNS LIST
[0136]

1, 2, 3 handheld device
5 base station

6 network

7 router

101 CPU

102 system bus

103 memory
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105

111

112

113

114

121

122

123

124

125

131

132

133

141

142

151

152

1010

1011

1012

1013

1014

1030

1031

55

operation device
expansion interface
fingerprint sensor
heart rate sensor
blood pressure sensor
temperature sensor
GPS receiver
acceleration sensor
gyro sensor
geomagnetism sensor
proximity sensor
mobile communication device

LAN communication device

short-range wireless communication device

audio input device

audio output device
video input device
display device

control unit

user authentication unit
state determination unit
lock control unit
application start unit
memory

static biometric information
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1033

1034

1040

1110

1120

1310
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dynamic biometric information

application

the permission level table

user interface

static biometric information acquisition unit
dynamic biometric information acquisition unit

communication unit
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CLAIMS
1. A system, comprising:
a first information processing device including:

a dynamic biometric information acquisition sensor
that acquires dynamic biometric information from a body of a
user; and

a first communication interface that transmits the
acquired dynamic biometric information; and

a second information processing device including:

a static biometric information acquisition sensor that
acquires static biometric information;

a processor that performs user authentication based on
the acquired static Dbiometric information and obtains an
authentication result;

a second communication interface that performs
communication relating to the authentication result with the
first communication interface and Treceives the dynamic
biometric information transmitted from the first communication
interface; and

a display screen,

wherein the first information processing device:
performs communication relating to the authentication
result Dbetween the first communication interface and the
second communication interface and executes an unlock

operation to unlock itself in response to the communication
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relating to the authentication result,

acquires the dynamic biometric information from the
dynamic biometric information acquisition sensor after
unlocking, and

maintains the unlocked state during a condition that the
dynamic biometric information can be acquired,

wherein the second information processing device receives
the dynamic biometric information wvia communication between
the first communication interface and the second communication
interface and the display screen displays information based on
a state of the user that 1is determined using the received

dynamic biometric information.

2. The system according to claim 1,

wherein the first communication interface and the second
communication interface are Bluetooth interfaces and
communication between the first communication interface and
the second communication interface is Bluetooth wireless

communication.

3. The system according to claim 1,

wherein the first communication interface and the second
communication interface are Wi-Fi interfaces and communication
between the first communication interface and the second

communication interface includes establishing a Wi-Fi Direct
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connection.

4. The system according to claim 1,

wherein the dynamic biometric information is one of heart
rate, pulse, Dblood pressure, body temperature, amount of
sweating, or brain wave and the static biometric information
is one of finger ©print information, facial recognition
information, retina information, vein information, or 1iris

information.

5. The system according to claim 1,

wherein the first information processing device 1is a
wearable device that acguires the dynamic biometric
information at least by being physically in contact with the

body.

6. The system according to claim 1,
wherein the first information processing device 1is a
smartwatch and the second information processing device 1is a

smartphone or tablet.

7. The system according to claim 1,
wherein the first information processing device continuously
acquires the dynamic Dbiometric information after Dbeing

unlocked and the second information processing device receives
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the dynamic biometric information transmitted from the first
communication device continuously or based on starting of an

application on the second information processing device.

8. The system according to claim 1,

wherein the second information processing device gets
position information denoting a 9position of the second
information processing device and automatically transmits the
position information to a predetermined address based on
reception of a wuser input that 1is determined to be a
predetermined type of user input during a time period, wherein
the predetermined address 1s not inputted by the user during

the time period.

9. The system according to claim 8§,

wherein the position information is automatically
transmitted 1in response to the user input and without
requiring additional user input that explicitly requires
approval of the automatic transmission of the position

information during the time period.

10. The system according to claim 1,
wherein upon determining that the wuser 1s 1in a state
matching predetermined <criteria, the second 1information

processing device limits an operation of the second
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information processing device by displaying a screen seeking
confirmation from the user that the user intended to execute

the operation.

11. The system according to claim 10,
wherein the operation is executed on the second information
processing device after the user provides confirmation in

response to displaying of the screen.

12. An information processing device, comprising:
a dynamic biometric 1information acquisition sensor that
acquires dynamic biometric information from a body of a user;
a wireless communication interface is configured to:
transmits the acquired dynamic biometric information
to another information processing device; and
perform communication relating to an authentication
result based on static biometric information with the other
information processing device;
a processor that:
executes an unlock operation to unlock the information
processing device 1n response to the communication relating
the authentication result;
acquires the dynamic biometric information from the
dynamic biometric information acquisition sensor after

unlocking; and
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maintains the unlocked state during a condition that
the dynamic biometric information can be acquired,
wherein the wireless communication interface 1s configured
to transmit the dynamic biometric information to the other
information processing device via wireless communications such
that the dynamic biometric information is used to determine a
state of the user and generate information for display on the
other information processing device, and
wherein the dynamic biometric information 1s continuously
acquired after the information processing device is unlocked
and the wireless communication interface 1is configured to
transmit the dynamic biometric information to the other
information processing device continuously or based on
starting of an application on the other information processing

device.

13. The information processing device according to claim 12,
wherein the wireless communication interface 1is one of a

Bluetooth interface for executing Bluetooth wireless

communication or a Wi-Fi 1interface for executing Wi-Fi

wireless communication.

14. The information processing device according to claim 12,
wherein the dynamic biometric information is one of heart

rate, pulse, Dblood pressure, body temperature, amount of
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sweating, or brain wave and the static biometric information
is one of finger ©print information, facial recognition
information, retina information, vein information, or iris

information.

15. The information processing device according to claim 12,
wherein the processor 1is programmed to switch from the
unlocked state to locked state when in a condition that the

dynamic biometric information cannot be acquired.

16 . A method being executed by a first information processing
device, comprising:

acquiring, by a dynamic biometric information acquisition
sensor, dynamic biometric information from a body of a user;

wirelessly transmitting the acquired dynamic Dbiometric
information to a second information processing device;

performing communication relating to an authentication
result based on static biometric information with the second
information processing device;

executing an unlock operation to unlock the first
information processing device in response to the communication
relating to the authentication result;

acquiring the dynamic biometric information from the dynamic
biometric information acquisition sensor after the unlocking;

and
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maintaining the unlocked state during a condition that the
dynamic biometric information can be acquired,

wherein the dynamic biometric information is transmitted to
the second information processing device via wireless
communications such that the dynamic biometric information is
used to determine a state of the user and generate information
for display on the second information processing device, and

wherein the dynamic biometric information is continuously
acquired after the first information processing device 1is
unlocked and the dynamic biometric information is transmitted
to the second information processing device continuously or
based on starting of an application on the second information

processing device.

17. The method according to claim 16,
wherein the wireless communication 1is one of Bluetooth

wireless communication or Wi-Fi wireless communication.

18. The method according to claim 16,

wherein the dynamic biometric information is one of heart
rate, pulse, Dblood pressure, body temperature, amount of
sweating, or brain wave and the static biometric information
is one of finger print information, facial recognition
information, retina information, vein information, or iris

information.
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19. A method, comprising:
acquiring dynamic biometric information from a body
of a wuser by a dynamic biometric 1information acqguisition
sensor of a first device;
transmitting the acquired dynamic biometric
information through a first communication interface of the
first device to a second device;
acquiring static biometric information by a static
biometric information acquisition sensor of the second device;
performing user authentication to obtain an
authentication result based on the acquired static biometric
information;
performing communication with a second communication
interface relating to the authentication result with the first
communication interface and receiving the dynamic biometric
information transmitted from the first communication
interface;
performing communication relating to the authentication
result between the first communication interface and the
second communication interface and executing an unlock
operation to wunlock the first device 1in response to the
communication relating to the authentication result,
acquiring the dynamic biometric information from the
dynamic biometric information acquisition sensor of the first

device after unlocking, and
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maintaining the unlocked state during a condition that
the dynamic biometric information can be acquired;

receiving the dynamic biometric information by the second
device wvia communication between the first communication
interface and the second communication interface; and

displaying on a display screen information based on a
state of the wuser that 1is determined using the received

dynamic biometric information.

20. The method according to claim 19,

wherein the first communication interface and the second
communication 1interface are Bluetooth interfaces and the
communication performed between the first communication
interface and the second communication interface is Bluetooth

wireless communication.

21. The method according to claim 19,

wherein the first communication interface and the second
communication interface are Wi-Fi interfaces and the
communication performed between the first communication
interface and the second communication interface includes

establishing a Wi-Fi Direct connection.

22. The method according to claim 19,

wherein the acquiring of dynamic Dbiometric information
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acquires one of heart rate, pulse, Dblood pressure, body
temperature, amount of sweating, or brain wave and the static
biometric information 1s one of finger print information,
facial recognition information, retina information, vein

information, or iris information.

23. The method according to claim 19,

wherein the acquiring of dynamic biometric information by
the acquisition sensor of the first device acquires the
dynamic biometric information with a wearable device at least

by being physically in contact with the body.

24. The method according to claim 19,

wherein the dynamic biometric information is acquired by a
smartwatch as the first device and the dynamic biometric
information acquired by a smartphone or tablet as the second

device.

25. The method according to claim 19,

wherein the dynamic biometric information is continuously
acquired by the first device after being unlocked and the
second device receives the dynamic biometric information
transmitted from the first device continuously or based on

starting of an application on the second device.
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26. The method according to claim 19,

wherein the second device gets position information denoting
a position of the second device and automatically transmits
the position information to a predetermined address based on
reception of a wuser input that 1is determined to be a
predetermined type of user input during a time period, wherein
the predetermined address 1s not inputted by the user during

the time period.

27. The method according to claim 26,

wherein the position information is automatically
transmitted 1n response to the wuser i1nput and without
requiring additional user input that explicitly requires
approval of the automatic transmission of the position

information during the time period.

28. The method according to claim 19,

wherein upon determining that the user 1s 1in a state
matching predetermined criteria, the second device limits an
operation of the second device by displaying on the display
screen a message seeking confirmation from the user that the

user intended to execute the operation.

29. The method according to claim 28,

wherein the operation is executed on the second device after
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the user provides confirmation 1in response to the displaying

of the message on the display screen.
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ABSTRACT

The purpose of the present invention is to provide a
portable terminal and an application software start-up system
whereby the application software that 1is started up is limited
depending on the state of a user, thereby providing an
improved ease of wuse. For this purpose, an application
software start-up method for an information processing device
comprises: performing identity authentication based on static
biological information; determining the state of the user by
comparing dynamic biological information acquired from the
body of the user with previously measured dynamic biological
information; and limiting the application software that 1is
started up in accordance with the determined state of the user
and on the basis of a permission level that is set 1in advance

for each application software item.
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- Title of SOFTWARE START-UP METHOD
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TRAWUETHDHMIL, DFOLMDEERLET,

As the below named inventor, | hereby declare that:

FaEE - BHERLTOD, BB
;l;htljsirggfelg'?o‘fon D The attached application, or
i A___BICHEEh kR MR B £/ PCTERHEER S, IZFRRTHATLET,

. United States application or PCT International application number _PCT/JP2014/065644 filed on
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The above-identified application was made or authorized to be made by me,

FIIFHREPITHLPADILELEORWE . HAIVELLLLOEBRBETT, !

| befleve that | am the original inventor or an original joint inventor of a claimed invention in the application,
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EEBHET .
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Title of SOFTWARE START-UP METHOD
Invention

TFRBGETHIIL, DEOILNLERELET,

As the below named inventor, | hereby declare that:
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This deolaration The attached applicafion, or !
is directed to:
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United States application or PCT international application number _PCT/IP2014/065644 _ _ filed on _June 12,2014 .
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i believe that | am the original inventor or an original joint inventor of a claimed invention in the application.
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BHRABIE. BROAH., HILEHIFZF KL, (37 OFR 1.213(2) DS BLIIEARR RN R IRBOLN CLRSWTODIFRERE) . — A
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As the below named inventor, | hereby declare that:

FEHEL . BFESh TS, HHLE
This declaration D The attached application, or
Is directed to:
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United States application ar PCT international application number __ PCT/AIP2014/065644 filedon _June 12,2014 .
LROHBMIITAE S, HIVISFADHERERELEZDD IS XH>TIThA 4D TY,

The above-identified application was made or authorized to be made by me.
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| belleve that | am the original inventor or an ariginal joint inventor of a claimed invention in the application.
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Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may contribute to identity
theft. Personal information such as social security numbers, bank account numbers, or credit card numbers (other than a check or credit card
authorization form PTO-2038 submitted for payment purposes) Is never required by the USPTO to support a petition or an application. If this type
of personal information is included in documents submitted to the USPTO, petitioners/applicants should consider redacting such persenal
information from the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent application is
available to the public after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the
appllcanon) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the public if the application
is referenced in a published application or an issued patent (see 37 CFR 1.14). Ghecks and credit card authorization forms PTO-2038 submitted
for payment purposes are not retained in the application file and therefare are not publicly available.
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Commissioner for P , P.O. Box 1450, Alexandria, VA 22313-1450,
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UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named Nonprovisional Application Number (if
Inventor: M . H I RABAYAS H I known):
;:eteen(iifon' INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND APPLICATION SOFTWARE START-UP METHOD

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. lunderstand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

1. [v] Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor’s oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. [ ] Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. If the application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), or is
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signate JOHN R. MATTINGLY/ .. August 8, 2019
N ey JOHN R MATTINGLY e aumber 30293

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d)} for signature requirements and certifications.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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) N Attorney Docket Number | SEI-10740-02
Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)}

Inventor Information:

Remove
Inventor |1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
‘ [+] [pasayuk ‘ HIRABAYASHI ‘ E
Residence Information (Select One) US Residency ® Non US Residency Active US Military Service
City ||baraki-shi, Osaka JCountry of Residence | FP |

Mailing Address of Inventor:

Address 1 C/o Maxell, Ltd.
Address 2 1, Koizumi, Oyamazaki, Oyamazaki-cho Otokuni-gun
City | I(yoto | State/Province | |
Postal Code | |p18-8525 | Countryi | PP
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
| [] Jrasunobu | HasHiMoTO [
Residence Information (Select One) US Residency (8 Non US Residency Active US Military Service
City |Jbaraki-shi, Osaka || country of Residence i pp |

Mailing Address of Inventor:

Address 1 c/o Maxell, Ltd.

Address 2 1, Koizumi, Oyamazaki, Oyamazaki-cho Otokuni-gun

City | l(yoto I State/Province | |

Postal Code | [p18-8525 | Countryi | P

Inventor 3
Legal Name

EFS Web 2213
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Attorney Docket Number | SEI-10740-02

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND
APPLICATION SOFTWARE START-UP METHOD

Prefix| Given Name Middle Name Family Name Suffix

| [] fezuhiko | frosHizawa e
Residence Information (Select One) US Residency (8 Non US Residency Active US Military Service

City [Jbaraki-shi, Osaka || Country of Residence i pp |

Mailing Address of Inventor:

Address 1 t/o Maxell, Ltd.

Address 2 1, Koizumi, Oyamazaki, Oyamazaki-cho Otokuni-gun

City | I(yoto I State/Province | |
Postal Code | [p18-8525 | Countryi | P

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number DA1956

Email Address ptomail@mmiplaw.com | | Add Email | [Remove Email

Application Information:

Title of the Invention PPLICATION SOFTWARE START-UP METHOD ] ’
Attorney Docket Number| SEI0740-02 Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter  tility -
Total Number of Drawing Sheets (if any) 19 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). )
|
Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

SEI-10740-02

Application Number

Title of Invention

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND
APPLICATION SOFTWARE START-UP METHOD

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires

publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer

Number will be used for the Representative Information during processing.

Please Select One: °

Customer Number

US Patent Practitioner

O Limited Recognition (37 CFR 11.9)

Customer Number

PA956

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes

the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

Continuation of

4

158315735

2016-12-02

Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15315735 B 371 of intermational ~§ PCT/P2014/065644 2014-06-12
Additional Domestic Benefit/National Stage Data may be generated within this form Add

by selecting the Add button.

Foreign Priority Information:
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Attorney Docket Number | SEI-10740-02

Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g){1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number | SEI-10740-02

Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX)} - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | SEI-10740-02

Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Maxell, Ltd.

Mailing Address Information For Applicant:

Address 1 , Koizumi, Oyamazaki, Oyamazaki-cho Otokuni-gun

Address 2

City Kyoto State/Province

Country ‘ )P Postal Code 618-8525
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Attorney Docket Number | SEI-10740-02

Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/John R. Mattingly/ Date (YYYY-MM-DD)| [2019-08-08
First Name Pohn Last Name | Nattingly Registration Number 0,293
Additional Signature may be generated within this form by selecting the Add button.
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L Attorney Docket Number | SEI-10740-02
Application Data Sheet 37 CFR 1.76

Application Number

INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE START-UP SYSTEM, AND

Title of Invention | Appy |CATION SOFTWARE START-UP METHOD

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/cr examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Daoc Code: PA
Documert Description: Power of Attorney PTO/AIAEZA (071
Appmved fOf use through 11/30/2014. OMB 0651 00‘11
U.5. Patent and Trademar U.S. BEPARTMENT OF COMMERCE
{Under the Paperwork Beduction Act of 1995, no persans are reguired to respond to a collection of informat; ess it containg a valid OMB contrel number.

BB RSB OBRT AR L~OB LIRSS
TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE REGISTERED PRACTITIONERS

HEFD 0 37 CFRAGIZHEVY, FERPRTHEEZFET 5720, AREFIT THEANC LS5 FER(PTO/AIA/B2B)] LRI L, 2720, THEA
W EAEMR) CHEESBIOCHERMEE IR TWEREERL , ZERIFTHER, PTOAIA/B2AR L UPTOAIAB2BD EH HIZH BT H
EENTWRWES ., BHEIZBW TORIMEITEED b,

NOTE: This form is 1o be submitied with the Power of Attorney by Applicant form (PTO/AIA/82B) 1o identify the application to which the Power of Aftorney

is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of Attorney by Apglicant form. H nelther
form PTO/AIA/B2A nor form PTO/AIAS2E identifies the application 1o which the Power of Attorney is direcied, the Power of Attorney will not be recognized
in the application.

HERE —

Appilication Number

o ate August 8, 2019

ﬁrntﬁiiid Invenior MaSayu k| H I RA BAYAS H I

X

Title INFORMATION PROCESSING DEVICE, APPLICATION SOFTWARE
START-UP SYSTEM, AND APPLICATION SOFTWARE START-UP METHOD

B ,

it Uf To Be Assigned

FRTEA

To Be Assigned

Examiner Name

T e oo |SEI-10740-02

HBEA £ idsirRd L 0E4
SIGNATURE of Applicant or Patent Practitioner

Sanature /John R. Mattingly/ owe ooy |AUIQUSE 8, 2019

T4 BT

Name John R. Mattingly regsvaion 1 3(0,293

Number
TR (HBAMEAORS
Title (if Applicant is a juristic
entity)

HEEAL QLA EACES)
Applicant Name (if Applicant is a juristic entity)

51337 CFRABSICESXEBL SR RITHITAZ L2, BAICETHE I LURERIC OV TIST OFR L4 %
BES

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4{d) for signature requirements and certifications. if
more than one applicant, use multipie forms.

. HEAREEROSEE

*Totai of 3 forms are submitied.
is collection tormation is required by 37 CFR 1.131, 1.32, and 1.33. The information is reguired fo obiain or retain a be 1ﬁt by the public which is to fite {and by the

b°°*0 10 pro;

Confide ty is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. Thiz collection is estimated 1o take 3 1 tes to complete,
including gath , breparing. and submitting the compiletad application form to the USPTO. Time will vary depending upoen the individual case. Any co ants on tha amount
of time you rccwe o complete this form and/or suggestions for reducing this burden, should be sent to the rmation Qfficer, U.8. Palent and Trademark Office, 1.8,
Department of Cormmerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

IPR2025-01313; Samsung
Ex. 1002 - Page 856




Doc Code; PA

Cocument Description: Fower of Atiorney PTO/AIAB2B (0713}
Approved for use through 11/30/2014. OMB 0851-0051
U.S. Patent and Trademnark Office; U.8. DEPARTMENT OF COMMERDE
Under the Paperwork Reduction Act of 1995, ne persons are required 1o respend 1o a callection of information unless it contains a valid OMB control number.

BB AR & SFER
POWER OF ATTORNEY BY APPLICANT

Bzrlis, ifoEEHEL LR TERANCRESAEHACH LT, RSl 0z sEAont I _UOFEREREL =T,

{ hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letier or the boxes
below.

HEEES HisR
Application Number Filing Date

GER : PTOAIASZAIZF LRI R SN T 584, holRiagmcs™
{Note: The hoxes above may be left blank if infermation is provided on form PTO/AIABRA.)

AL, THEERFFCHETIHERES, SFofEted B ALIEE L. BidoEmEdr (PT0/AIA/828) ML L < LB itke
FFIFUBIC B LR EREIRT L 0B o2 TR RIFE LS DB A TR L ET.
| hereby appoint the Patent Practitioner(s} associaled with the following Customer Number as my/our attorney(s) or agent{s), and to transact all

business in the United States Patent and Trademark Office connected therewith for the application referenced in the attached transmitial letier
{form PTO/AIA/RZA) or identified above:

i 24956
OR

B, B0 U % R (PTO/ATA/S20) L B OHHAR LS | SHFORELSH SO BRRAICES L, BHOERE (PTO/AIA/S20) V36 L<
ERICEEONTHAICEHE U ICRERFEET LoREO2 CERRPELE HDVIIREBAKSEL S+, (ER: PTOAIASB2C 2FBAT S
L)

D I hereby appoint Practitioner(s} named in the attached list (form PTO/AIA/B2C) as my/our attorney(s) or ageni{s), and to transact alf business in

the United States Patent and Trademark Office connected therewith for the patent application referenced in the atiached transmittal letter (form
PTO/AIA/BRA) or identified above. (Note: Complete form PTO/AIA/B2C.)

B OERAEIN EESACTHES N HBI ST 5B ESHRETEL TROV TS EBRILREEL T E S,
Please recognize or change the correspondence address for the application identified in the attached transmittal
fetter or the boxes above to:
LR S ST S {ERT
The address associaled with the above-raentioned Custorber Number
XEx
OR :
E:] BAEHESIC T 5 EFF
The address associated with Customer Number:
Xk
OR
FRETE @A
%
Firm or
individual Name

=3

AERT
Address

i H R {EH 5
Gity State Zip

#H
Country
BHES AT Rl R
Telephone Email

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or relain a benelit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitling the completad application form to the USPTQ. Time will vary depending upon the individual case. Any commenis on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Olficer, U.S. Patent and Trademark Office, U.S.

Dapartment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

# you need assistance in completing the forrm, call 1-800-PTO-2199 and select aption 2.
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. PTOAIA/B28 (07-13)
Approved for use through 11/30/2014, OMB 0651-0051

i U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respand to a coilection of information unless i contains a valld OMB contre! number.

HBAK X5 FER
POWER OF ATTORNEY BY APPLICANT

FULHEEACTHY (HEABEACES, HEASETERMCEA) @
‘1§ am the Applicant (if the Applicant is a juristic entity, list the Applicant nams in the box):

Maxell, Ltd.

HEHF L L CIIHEIRAFCHES (TREMRDHEILTRE

inventor or Joint inventor (title not requirad below)

UL LUIRERZAACELSBUTOEBEEARACHLS (TREAROHTITE

Legal Raprasentative of a Deceased or Legally Incapacitated Inventor (title not required below)

WHREAD LJHERBEENRETSHELA I ABTHS

Assignes or Person (o Whom the Inventor is Under an Cbligation to Assign (provide signer's title if applicant Is a juristic entity)

LEREASA G, A RENFTE AT T AR THS (W37 OFR 1.46(0) (2 F-I< #lAERHEIC B CRD L, RidFEFEE iz
OEBFAERENTHSEE) (HEASBRAOCES, BATORRMEERTSH L)

Person Who Otherwise Shows Sufficiert Proprietary Interest (e.g., a petition under 37 CFR 1.46{b}(2} was granted in the application or is
concurrently being filed with this document) (provide signer's title if applicant is a juristic entity)

< O[]

L]

WA OB4
SIGNATURE of Applicant for Patent

TRELE (BRIITEICEE) HEBEACKREBALEDOR TS (HEASBADERSE) .
The undergigned (whose litle is supplied below) is authogzed to act on behalf of the applicant {e.g., where the applicant is a juristic enfity).

gﬁamra %‘“ gﬁaiﬁoxﬁoﬁi) 0(:\2& a } ?\. 259 f 7

23 L& .
Name Kazuhiro Kaizaki
B \ \

jﬁtle Vice President

TR A - AT OFR L3CE-SEEE ShR2ThR Ly, BROEMHE LUGERICE L THIT CFR L4232, HEASHERG2BE
T, WBROEHRLMEIZ &,

NOTE: Signature ~ This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications. If mors than ong applicart, use multiple forms,

:} REE 1%
- Total of -~ forms are submiited.
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Privacy Act Statement

1974 7 T o /3 —(RFBE(P.L. 93-570C L B, BFFHEES 2 WIEREFC BT 2 R ER ORI i
L. HEFEREEEIILBROENTHET, AECHEREMILESE, TROBHIEELTL

ZEy, () REROEERBUSC2E)2c LB D LN TWET, (2) KDLhmEROEk
fERETY. (3) REFFERTICLIFEROBLER BER., FEFHES OIS T D RINE
HOMFEPHFEETH O, RO LIHRERE L2vaisd, KENFEETFICL 2 BHEHEO SR

BEEE2ELTHESRHY £, TOHE, FIFHEOPHEPILOHRIE, SRR 5

ZERbBET,

AR SR T R TOREMA b Ed,

1, ARBRICEREOEEZ. HHAREG US.C. 65208 LU T A4 30— (5 U.S.C 862a)erET
SEWHHIZ B W TEEFEHB O 2R E+, KER 2T LAOEKIT. FREOBRRAIEEARRE
TEREXNLILOCESTAINSTHEUNTT 88 C, TERIERERDEESPH Y EY,

2, AEHEIATFTLORET. BEERE LT, SIE, THBE., TERUPTICERE: LTRRSHh
BIFENSH D, THITIREASHI B 2 S A~ BETR LB E S,

3. REBIATFTLAOCREEDT, FESKCEETLHEANS, FREBESVWTOLERRE SN, Y
AANZBRE LAERETIKESEEIIM L, BEEROMBL LTHTERDIEENH S,

4, BB AT LAORET., REEZEIT I3RS E2HELTIAFORENES L, @
HHMOEMHEL LR SADHERE Y £, ML RS M. 5 U.S.C. 582a(m)izk-3
., 19747 T A A —BEEEREOETEMA LS LR ITIER D 8 A,

5. FEFEIATLAO, FIFHLENCESEHBEENERERCET SR, MEE B0
A& LT, 8RB R A ERRCRREN S EERH D 4,

8. AHI AT AOREE. BEMHAOCEEE LT, EBETLEEES US.C 181 B L UFETFHE
(42 U.S.C. 218(cHICL A2 BB HE9 T, Lo MEIFRBICBEREIN BN H 0 F3,

7. AR AT LOREE, REEROMEEE LT, 44 U.5.C 2004 L UR20068I0 3% | B
BEEBLUVTa AT 5NEZRETL LV IR R ERRET(GSAIOBIE o —E &
LTHREESNIEBEREILE LT, GRARLRETOBREE L ANBALH LR EADSEANS
bEYT, ZTORMAL, LREENICLARRETELSET ACGSAERE LU OMEEEY 5 (GSA
ELEEEESIEE s TiThhEd, TOBERE, BAREETIESMRR A TR Y
Lt

B. ARREL AT LOTHIT, BEMAOMEME LT, BHILMEABKSS U.S.C 112(0). Ei-lish
HRITERGEUSC 15THI—MCHFR SN BOMNH 0 £4, &bz, FRE&EMS, lEihid
UITAMBEAERE L TWARFHEIIRR SR TREY, »oaMBoHFE., —BRESFCAHEN
F-HIFE, FHARTEASTFOPRPTCEBENR TV ARG, 37. CFR1.14OHIEICTEy, B
HROM@EAE LT, —RIcBRINRIBEMH D 9,

3, AR AT AOREIT, BREEBRLTWS, b LB TATREN B D & E R
T X OB X 2B, BEEMOFE & LT, BIR, W, Ehidr B Sao%Essicps
ENBFEREY ET, '
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s) : M. HIRABAYASHI, et al.
Confirmation No.: TBD
Serial No. To be assigned
Filed : August 8, 2019
For : INFORMATION PROCESSING DEVICE, APPLICATION

SOFTWARE START-UP SYSTEM, AND APPLICATION
SOFTWARE START-UP METHOD

Group : To be assigned
Examiner To be assigned
Docket No. : SEI-10740-02
Customer No.: 24956

INFORMATION DISCLOSURE STATEMENT (IDS)
UNDER § 1.97 AND § 1.98

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450 August 8, 2019

Sir:

In the matter of the above-identified application, Applicants are submitting
herewith a copy, where required, of the documents listed in the attached form
PTO/SB/08a. It is requested that the information be considered by the Examiner
during prosecution of the application, and that the references be made of record
therein.

Applicants note that:

One or more references cited on the attached PTO/SB/08a was cited by or
submitted to the U.S. Patent and Trademark Office in parent application No.
15/315,735, filed December 2, 2016, which is relied upon for an earlier filing date
under 35 U.S.C. §120. No copies of the references are attached pursuant to 37 CFR
§1.98(d).

The Commissioner is authorized to charge any shortage in the fees due, or
credit any overpayment, to Deposit Account No. 50-1417.
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Serial No. To be assigned SEI-10740-02
Information Disclosure Statement filed August 8, 2019

If the PTO determines that part(s) of the required content is inadvertently
omitted, then it is requested that the Applicant(s) be given additional time and
specific identification of such omission(s) to enable full compliance.

Respectfully submitted,

MATTINGLY & MALUR, PC

/John R. Mattingly/
John R. Mattingly
Registration No. 30,293
703-684-1120

Page 2 of 2
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